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£ EERE Terraform ERIHERH AWS

Ram Kandaswamy , Amazon Web Services (AWS)

2025 F 5 A (XL LK)

AIEERmRHEBLERAE , AREEMFER HashiCorp Terraform REEZFEREEEREEN — XM
DevOps REMEH AWS, ©REMEFEHEH| : AWS Batch {3 EZFEH Amazon Bedrock X IEFE 0
ENEITEE, ?2?7?

KIEEF M AT Terraform REM null ERMEMERETH  HERREEBLERIEVERE
BSR, terraform_data BRAURELHEABETR., BTERDT , ARBAEMOBERL,
BBEAE nul EIR , EUUEBYHEEBSEEREN B ERERRE, LERSFRTHBERFS
ST ABHRE| Y DevOps BF I A RE X RATEMEKRIE.

BAF Terraform

Terraform & HashiCorp FIZAPIE R RMEAERTE (1aC) TE , EFEAEFERAAGTENHEREERRK
EEMNEBRHEHRMAIBFBEBRRIE, B 1aC TE | Terraform R T FBMBNE R ERR
HORERE | ETREMER, RSB EMUEE, SUUAEEUMESREEMRMERE , 0 YAML
HashiCorp #HRE5EE (HCL) , A& Terraform REL NEBH RN ERREE R,

AWS £ CloudFormation fRIEFIRMEFE 4 1aC Thae, BLEBABMER Terraform REBHERRE , £
EEMMEREAERNANLEE REEERE,

BREBUR
AR R RA S RRE BN SR ER R TR TIEY

« RELEWRE  Terraform Fterraform_dataBREERBEERIRER | FHEREBSHEIE
RERLERFK. THTEITESE. o HERF , LEERERHB#ISEREEE. BUUER
BN IENIEREESE DevOps BF , ANFSHEEEZHARBTRANEGHRER, ETHEE
EMETHERE , YHITEBER Terraform &R AR V45K E1E,

o EBBIEEM : Terraform BB EBEBFEA BT HESIERENTBNRAES, BHERKT
DS BN EMREBEIMRASR , MEZSSTEHAMHERSE, WINETHEE
- EEERNERARHUESRE,

- BEMEREBEINRIERE,

B8 Terraform 1


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html

AWS B E | % LR Terraform FAAORRS AWS
- RIFBEETE LB RBER,
- XERENBNVERGTE,
- ERSEM . AULEAETHESRN nul ER , EBTIAX BB ERERERE
- BBREBEIEREBHFHFINT A
« BOBEFRHARER.
- BUERERF AT B R R E
- EERRESEHBESTPIENEREEE,

BEREBHR 2
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(EIEESUERE

A REMEEIE Terraform PR HI &Y &5 5] R =46 AWS :

o i/ Terraform BEAWS Batch B EZFHIEET
- E18E0E Amazon Bedrock RIEZFRNEF , S5 Terraform REEHE

EI2 AWS Batch {EEEZ VLT

L EHIERERIEE A AWS Batch FRIEIEF A Terraform A& 1aC T EREFBHIXER,

PREg

AWS Batch @ EBXEFREIFNIEEREE]  EMEEREREE]. EnfEefEREEE
BEM A TEFREWMLEEITRETN , AEREREENMIKEZAE T HEREEERSZERITRAK
HhERER,

fRRTF =R

T % Terraform 23X 554 A BB EA & T4 2R EE X2 AWS Batch 151 B &,

resource "terraform_data" "batch_job_definition_cleanup" {
triggers_replace = {
always_run = timestamp()

}
provisioner "local-exec" {
command = "..." # AWS CLI commands to list and de-register older revisions
}
}
FELREXTH

« terraform_data £ Terraform 24EHIE , €8local-execfiR 44 U#IT AWS Command
Line Interface (AWS CLI) @55

- REBKERTEASEterraform applym ST ERESE,
« AWS CLI AWS Batch FREFRA R EREREETHN BEEM , LEUHEMBRENEFT.

E® AWS Batoh EBEBF MBI :



AWS S ER¥E 5| £ LRI Terraform & RIZRRH AWS

- BULKETREEEHTEEGTER , MEEERENRIETHE.

B3

- BLEE : BLEEBRNEITRBEEABESR.

- BERSE . HEBEECHEER B IRANERIER.

- ER&HHEN : B AWS Batch IREFHHIHEEL.

- BEL : BIEAEH Terraform THERERERS.

bt 7555 R 88 Terraform B AMIRE M IhRE MM AR IB A B R B , FIFHERE 1aC B, HRFEEHE
ERRZNMEENELCRS , B UER RS RIESEL,

2 Amazon Bedrock XIEFE

L EHIRE R IEFEEBE Amazon Bedrock KRR , LB Bk DevOps E# , X EMA Terraform # 4
laC I,E—\o

PR 5
#8%8 Amazon Bedrock RERAFTEER X B BEHLN IT/ERRE , SIA TR MHLE -

- ERAEREN %R
- CRENEBRE
- EFENA

- —BWERFRIHE

R =R
T % Terraform 23X 554 A B EA 88 o 44 2R EE¥E Amazon Bedrock R EER %,

resource "terraform_data" "prepare_agent" {
triggers_replace = {
agent_state = sha256(jsonencode(aws_bedrockagent_agent.example))

}

provisioner "local-exec" {

B 4
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command = "aws bedrock-agent prepare-agent --agent-id
${aws_bedrockagent_agent.example.agent_id}"
}
}

resource "time_sleep" "prepare_agent_sleep" {
create_duration = "5s"

lifecycle {
replace_triggered_by = [terraform_data.prepare_agent]
}
}

EUEXTSD

« terraform_data @8local-execiER#ES , LUTE Terraform RIEHIB# 1T AWS CLI @
T, terraform_data A4 W prepare_agentfEAMEREFH AWS CLI 55 local-execR%E
BEREEN. ETRREXEAR AWS CLI SR AFEFHN A,

- ERAEMBEEFTEARERELREEaws_bedrockagent_agentERTER 2 Z R
« time_sleep BFILEUEREMBIRE,

Amazon Bedrock REEEXANEREZHERBERZUNRLERF , EREERNEARRBRER , ZE
FE&KE 5 B,

BELGEBEIAFR (FlW 108 ) REBEBRAR , ERFRARERYRFERER/L, ETL
BEFTEARERERFIRE-SRELBRALR  Ux2EREFREEN, flW , BUEERER
£, LB RELERAAEEEEN API KE. EAPRERSEASEFRENFRBRERNEE
FEEFMS | BB EHRMETHESE. BREEARHEE—INNEESF. IEEBLERE
RE , AREHEANERER,

P S 5
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EFE®

BB ME A Terraform B E#11T DevOps 1158 |, FFEEIEL#A| AWS,

B

]
i

(i

« terraform_data AR BRI ESIBMMHESS,
- ERBERREFERENEL

- BEFEMEREEHENlocal-execizEss,

- f£M depends_oni {TRAMEAEKMER,

- ERBRENTFHMRE,

- EETHBPEFEEENEREE,

- BMEWFEMAURRZS,

- FAREFEDEN Bitm.

- FRAERERETERHAIT.

- BRER BEThEERterraform_data , B EREAERERSE, THREHERRECHIEX
e RAETE, EHEmALNterraform dataBESIERLEINRER | FUHRIHEFNES
RF R,

TE.

- BOBEMFEMH terraform_dataiBAFTEEREEITE,

- BEKBRBREAEERFEESEYP,

- BORRHERTHEREE,

- HEENH. REBBTHESTH. S2EIEEZEEENBREMTEREN nul EF.

« BOBUFRAKENEKME, EEREEERE  YERNBHENELXENBRES
Mdepends_onf&#,

- BAMEA terraform_dataTROERFJEEE, FOKEEEREERKRBITER.

- BIBEXFRBEAEHSIBRBER,

NABEZEREER,

7RG B ABE,

nl‘-l-}
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Resources

Terraform 2%

+ HashiCorp Well-Architected 2848

« terraform_data ZEERERE (Terraform #HREFE
- REERNMESS (Terraform AEES

« &R : aws_bedrockagent_agent (Terraform Z#&#& )

« ERER : aws_batch_job_definition (Terraform &84 )

i

)

AWS BIR :

« J&IE Terraform %5 B9 1aC TE AWS Eix (AWS REMHIEE )
+ Terraform AF9 : @AM AWS CDK H CloudFormation BRI IEE (AWS FEHEIEE )



https://developer.hashicorp.com/well-architected-framework/what-is
https://developer.hashicorp.com/terraform/language/resources/terraform-data
https://developer.hashicorp.com/terraform/language/resources/provisioners/null_resource
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/bedrockagent_agent
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/batch_job_definition
https://docs.aws.amazon.com/prescriptive-guidance/latest/choose-iac-tool/
https://docs.aws.amazon.com/prescriptive-guidance/latest/getting-started-terraform/
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M A B 52 AT %

TRERTAIEEENEAEE, MREBVWINEERREFANBEL , WLETE RSS =,
g% iR H HA
BEMsE RIS R RAM Terraform 2025 5 A 31 H

terraform_data
#null resource ZEHEML
5o

FIR Hi bR — 2025 4 A 21 H



https://docs.aws.amazon.com/prescriptive-guidance/latest/terraform-data-limitations/terraform-data-limitations.rss
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AWS R g IR EIFRARR

AR 2 AWS Prescriptive Guidance I2tHI KRS, IERAMEXPEAWMEE. EEERER

AR

RRARHRAZRERER,

&

7R

A

==

%

KERAEABEERNtEERELRE, ELEXL Gartner £ 2011 EFREMN SR AER 8
BEUTREA :

- ER/EFRB -ROVNASRREDERBBEARIN NS RERE , URSHENE. MM

AEREY. ERESRBEEERKNERE, €6 : BEWHRISIE Oracle ERE BBE
Amazon Aurora PostgreSQL &R Ao

- FRER (FEHNER) - KEARABEERR , Y5I A —ERENEBUNAERNEE. &6 &

NERERE Oracle EXIE BB E HHY Amazon Relational Database Service (Amazon RDS) for
Oracle AWS Eif,

- ENRE (BEBRE) -RETEANER , BEERERRERE SaaS HE, | . #ENF

FEBRERE (CRM) %4k BB ZE Salesforce.com,

- EHER (BIER) - SERAEXBESR , MAETEMRSEUANASRINEE. 86 8N

IS ERE Oracle ERE BB E § EC2 #1T{EE LAY Oracle AWS Ei,

- EXNTHE (ERESFERRSNBER) - SERRRREER , BEFRENER, EXER

BASBHRERE, BAUKARBEADFEFEEBIEEFENERER, &6 4§
Microsoft Hyper-VIEERREX BB ZE AWS,

- RE (EFRR) - SEARARBERRRED, HYRoETEEZERNERAESX , BR

FERBZTHEILEEINR , URECRERENEREAER , RARBEXRBEARETERS,

- K- BREAIBRRFREFTEFENERAER.

ABAC

ESHE R,
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Rk

RS XERK.

ACID

ASRETE. —BE, BEEE, WA,
FB-THAER

—BEREBRLE , AFRENERENEAKES (EZBEALNERITEAREERARE) ,
EmEENESHEERHEEERBEERARIANRS, hFEXENE, ZRHANES
MAFTE-RMENHR, CEBE , BEEH-HHEBFEESHNITRF,

—BEREBRLE , AFRENERENERERS K BRARFENESEERNERERRE
HMERRERBEREAEANRS. BRENETERHMBTEZIEMRS,

E—#ERY LEER SQL HE , S EHENE -—BOE., REREMNEHEIE SUMH MAX.

Al
w2EAIEE,
AlOps
w2BEAIEERE
E&1t
KAMBEREFBAAEANER. ERBLEIRREBARBILE, EZERTBHEARBAR
RER

REMEEENERERALTR  HPRRASREAR NS, BYNSLERBRESRARER.
FERER 12

—BZE2NE , EAHEARENERER  UiHBIRERREZIBZEHRIE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

BN
~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
S$ANESR , BACTARGRS  EELESRTREENEER,

BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
RAETRLE,
B R AFER I (ABAC)

3
¢
&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
¢ AWS Identity and Access Management (IAM) 3X4) 8 ABAC for AWS,

FREBRAERNUE K BESKATRNEARR. EUURREERRRTFNERERTHM
B , MRERERER , SINER. BT BRBILER,

oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
AR, RIEERERIELRRES

AWS EinERFAZEE (AWS CAF)

MESSHNREERREE AWS | AHBEBFHEARNEEBEMNE , URHIBEER, AWS
CAF 8REELFHBERAEEHNEE | XK. AR, BE. ¥FE. R2VWEE, XK. AENE
ERRMEENFERERENERF ; ¥4, ReNEEEEZENRMNRENERF. Sl , AESEBmE
HREBEADER (HR)., ABERIIENMASEENNERRA. Bt , AWS CAF RAERE. JI
RABEARMIES| , HEEBMT R IRAZ RN ER, NFEFMAER , FSH AWS CAF UM
AWS CAF HERE.



https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS 75 £1E5| & LR Terraform ERIHRRH AWS
AWS THEEHEKRERE (AWS WQF)
IMENEERIHEH,. ERERERYRHIEELENTE, AWS WQF FEMf R AWS

Schema Conversion Tool (AWS SCT), EE7 MERNEZBRANEXNBYH. EAEXER
0. MEEMERMEEEY , WRHFTEHRE.

B

SERRAVEEER A

EETEREEEA BBV A
BCP

ASRERSEESRE,
TRE

BERTANKE-—EBXRE  UR—BREERNEER. B UETAEBE Amazon Detective # L
ERRRERMONEAER. THEN AP WINELEE. WFEFHAER , F2REAXHHNIT
REPHNER,

K Fr R

BEAMERE AR THENRERL. FFESE Endianness,

RS E
FEASESERNIBRE METRENER ). i, ML ERTAESERENEN "HEFH4R
BENKREYG? , ERAEDS "EmMREERARE?

Bloom ERZE &4

—EHRME, ERESHNENES , ARAETEREAEHNKE.
E/REE

—EHERE , SULEETREYMECEEMENIRE, SN E—@RR (E€) PHITE
BIRVBRARENMRAE , Y ES —FIRE (K2 ) PRTHHNEAERNMRAE, RETHBERESR
R, v EREERK.

ez A
EBEBERNTESLERLERAR TN EDINEREAEN. AERSATATER ,

MTERRREEE LiRREARSIH Web RRBER, REHMEBABRZESHBI[A , EETENE
EEA RS,



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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Yo iy

RIBEUERIARE-—SRHEHEFANRE , BAES AREARIEINER T, BEMARK
RERHESARERZENRED AHEH,

2%
RABETEQSNES. REETEINE—E2X2EIBS %, LUNRRES XEIHH
¥ REESFH X ERIDARBERE, CRYARBRIDENS XBEBADES X, BERH
BRGNS, THSHES XAHEEEI X, NHEHMET, , BSHPR S X (GitHub T4).

TP

ERHRERT  URBEBZENERF K REAERENEHMETEEETIN AWS IRF 2 BFEL
. MEFMEF , 52K Well-Architected I8FEH R AWS BT RIBEFEE.

PR it SR A&

REPHIRAERFE. YRARERARL R | 7JLURER B B R B/ 2 /Y BR B RER
g, MREERREAREMRE , ATREE SR Mk Kug.

R ETIREL
REREEDNENNLERESR,
R

ERNARNEEE (Pl , HE. EFRBIER), BRI UTEDHRBRBMEAERK, NF
A  F2RE AWS EHTASCHRE AR ENEREBE N ETEESDD

B EFMERE (BCP)
—ERREEMES (WAREER) HEENBEX BYEXBEARERELENE,

C

CAF

:I:I‘H

EZEAWS EREAEE,
Canary &

RAEREREAENRENEERA, EREEOR , BUUHBHARAIL T LE B BIARA.
CCoE

552/ Cloud Center of Excellences



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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CDC

ESREEEREEL
£ 5 G R (CDC)
EREERRER (INERERE) WEEYCHEREBENPRENNER. B0 CDC AR
BEAR , IR IEBEEERRETHNEEURERSD,
BHEIRE
WMESIAMBER B REEES , LUAEARKAEE, B BUEHA AWS Fault Injection Service (AWS

FIS) S1THE , BEN AWS THSRSBRE D | BFERELE,
Cl/CD

RSN RE A NBERA,
5%

BEORELFANSEREF. AR ERBEN ML EETEAISEE. HREKXERETE, 6l
o, REARFENEEEPREERE,
P i 0 28

EEE AWS R ZWERZH , EXREMEER,
E ik S#F A (CCoE)

—EZEBRER , THBEEASHNEREAIE  SREEZRERREERX. ADHER. FIEE
BIEFERARESHEHBETAREER, MEFHER , F28 AWS Ein BERBIBER LN
CCoE j{ﬁo

BERARERERFEN 0T REEENEREN. BmEEREEEEIEEEERIM,
RimiRFEE

BT @8R, AREE. BANSREIL-—HNSESHRRBNREEE, MEFMAENR ,

LN ERRFEE,

SRAEHEER

T
W
&0
-

HRETERE KERSEENDLERR AWS EiF :
« ER -7 -LEEBREABNERUETHESRENZE MR
- Eff -HTERRENEREZREA (Bl , B ZMEEREE, % CCoE. BIZEMET)



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS AR5 £ LIRE Terraform ERIRIRERE AWS
- BR -EBENERARER
- EE¥ -BICEENRE , XEEwPEIF

iE LEPE ER = H Stephen Orban fE#83% & X E The Journey Toward Cloud-First &l Enterprise
Strategy ZBE & FR AR HRIESZ. AWS Eix EERTCMUME AWS EEREEBNE
7, F2REERERER.

CMDB

nﬁ e ﬁ%ﬂ Miiﬁﬂjio
EXNBREE

BBRARHEFREERENREEXNBNEMEE (Bl H, #HANESH) HuE. TR
Einf#FEIZHE GitHub= Bltbucket Cloud, BABHNEBEREABBERAD X, EHMBREEED &
B FEHERNE@NEE, E— CI/ICD EENAERAZERETE.

7 EREL

—ERERNR , EREN., REXH , AETTBRIATHBENER. SEXENE  RAENE
PITEESARECREEHGREN , ELEEFRIERES.

mER
ROGHNEBEERTERNER ., SHEEERE  BETEZEE#N. BUHERBEWERK
Hﬁkﬂ@iﬁﬂ’]ﬁ%ﬁ%ﬁiiﬁﬁu PPN 29578
EHRE (CV)
FRAMBRSERENYBNE S EREBEN D THNBEIERN Al #4, Hla , Amazon
SageMaker Al 12 CV W GRIBEE %,
B R B

HRIFAH  AESNERRERE, EVRESEFTFEITES A MEBERHENES
B,

fRREE IR E R E (CMDB)

RENEEARERERE TRENEFANREE  FReEREVNREBIHAREAR. £EEE
EBENEmMBESREMD TR GER CMDB RIVER

—HMEH

A LUEE R AWS Config REINSHEERS , BT AN ERNLZERE, B UER YAML
A B—BHEEHDEA AWS IRFE # B REEEBNE BB, ﬁﬂ%#%ﬂiﬁnﬂ S
AWS Config X#HH I —HHEEH.



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/
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