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https://www.forbes.com/sites/forbestechcouncil/2021/10/12/why-disaster-recovery-is-no-longer-optional-for-todays-businesses/
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DISASTER RECOVERY STRATEGY FOR DATABASES ON AWS

Executive management

Application owners and architects

N

1. Define DR
strateqgy

|

2. Choose the right
database based on
RTORPC

3. Drive adoption of ]
DR strategy J

Y

4. |s automation

Yes

required for
failover?

[ Ac. Implement DR ]

3a. Does the existing
databasze meet DR
requirements?

3b. Plan and implement
migration to right

database

solution as prescribed by

DR strategy J

4a. Build automation to
fail the database overto
DR site

[ 5. Define test plan }

1

5a. Participate in DR testing
and refine app-level DR
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/business-continuity-plan-bcp.html
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.html#Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.my
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.html#Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.my
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.html#Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.pg
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.html#Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.pg
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.html#Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.mdb
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.html#Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.mdb
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/db2-replication.html
https://aws.amazon.com/rds/aurora/global-database/
https://aws.amazon.com/rds/aurora/global-database/
https://docs.aws.amazon.com/documentdb/latest/developerguide/global-clusters.html
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
https://aws.amazon.com/dynamodb/global-tables/
https://aws.amazon.com/dynamodb/global-tables/
https://aws.amazon.com/blogs/database/managed-disaster-recovery-and-managed-reader-farm-with-amazon-rds-for-oracle-using-oracle-active-data-guard/
https://aws.amazon.com/blogs/database/managed-disaster-recovery-and-managed-reader-farm-with-amazon-rds-for-oracle-using-oracle-active-data-guard/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/oracle-read-replicas.creating-in-mounted-mode.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/oracle-read-replicas.creating-in-mounted-mode.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.html#Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.sq
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.html#Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.sq
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https://aws.amazon.com/backup/
https://aws.amazon.com/builders-library/implementing-health-checks/
https://docs.aws.amazon.com/health/latest/ug/aws-health-dashboard-status.html
https://phd.aws.amazon.com/phd/home#/
https://aws.amazon.com/tools/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-exports.html
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https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/batch/latest/userguide/what-is-batch.html
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https://www.pcidssguide.com/pci-dss-disaster-recovery-requirements/
https://www.pcidssguide.com/pci-dss-disaster-recovery-requirements/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/set-up-aws-cloudformation-drift-detection-in-a-multi-region-multi-account-organization.html
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://aws.amazon.com/resilience-hub/
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/global-clusters-disaster-recovery.html
https://aws.amazon.com/blogs/infrastructure-and-automation/disaster-recovery-deploy-amazon-aurora-global-database-with-terraform/
https://aws.amazon.com/dynamodb/global-tables/
https://disaster-recovery.workshop.aws/en/services/databases/rds/rds-cross-region.html
https://aws.amazon.com/blogs/database/cross-region-disaster-recovery-of-amazon-rds-for-sql-server/
https://aws.amazon.com/blogs/database/managed-disaster-recovery-with-amazon-rds-for-oracle-cross-region-automated-backups-part-1/
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