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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://www.techaheadcorp.com/blog/how-ci-cd-save-app-development-time/
https://www.forbes.com/sites/forbesinsights/2017/03/16/how-it-service-management-delivers-value-to-the-digital-enterprise/
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
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https://www.browserstack.com/guide/what-is-parallel-testing
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branch of a code
repository.
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provisioned in a performed, such as provisioned in a pre- the production
development unit, integration, production environment.
environment. acceptance, and environment, and final

performance tests. unit and integration
tests are performed.

Main branch

Feature ])‘\’[ Feature

branch branch

Feature
branch
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FEXNERF
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CloudFormation=, » R & RS BRIIE :
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Cl/CD EiEry Al
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests
https://docs.aws.amazon.com/cdk/latest/guide/home.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://pipelines.devops.aws.dev/application-pipeline/
https://junit.org/
https://jestjs.io/
https://pytest.org/
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B EREABE,

. BBEXR _ETHEAANEEDSEHE, RMAERZECEBERR , SHBERETEETRZRE
FBRIX

o P PEREFEERE (MTBF) - fi}’iﬂ?.IJJ ERRIAMEERANEYERE, BARBUS|TESH
MTBF 2B, MEFMENR , F2EE M MTBF,

- EERMFHYIFE (MTTR) - REAKEBHBI T —ERIIEERBHNFIORE, RMOAEBUSITRER
B MTTR BEE, NEFMENR , F2ERE MTTR,

BLERTHBEREREKATE CI/ICD WEE, BREEABNANSEEEHHRERRETL
FEim. BRAMERREGME K EEZRERERMSE,
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https://cucumber.io/
https://vrest.io/
https://docs.aws.amazon.com/cdk/api/v2/docs/integ-tests-alpha-readme.html
https://cypress.io/
https://selenium.dev/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://www.dynatrace.com/monitoring/platform/synthetic-monitoring/
https://jmeter.apache.org/
https://locust.io/
https://gatling.io/
https://aws.amazon.com/fis/
https://www.gremlin.com/
https://owasp.org/www-community/attacks/SQL_Injection
https://owasp.org/www-community/attacks/xss/
https://owasp.org/www-community/attacks/xss/
https://aws.amazon.com/codeguru/
https://www.sonarqube.org/
https://checkmarx.com/
https://www.zaproxy.org/
https://www.hcltechsw.com/appscan
https://aws.amazon.com/security/penetration-testing/
https://pipelines.devops.aws.dev/application-pipeline/
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/increasing-mtbf.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
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CI/CD EEFREAPREETERRE  BRASSK IR, HENEHRSOHEES CI/CD EEM CD
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mERAE CI/CD BETsEREEH,

HRFZHEMMS |, 1% Gitflow THEREES JLXqJ%%?%Eﬁ%E’JIVE/;ﬁzE’JE?ﬁﬁﬂixﬁk “RReME
BREPFEEEMVE , KETETLEBE CI/ICD, UEEFRARR , N EESKSERIERT
ERENESEER Y FEBENREZBENBEMRE, B Gt TERETNER AR THERSE
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. TEM

|)C.H |ﬁ il
W |EE

AT EREMBABAMEETER Gt THERRHRS | BRMLE Gitow BB, LUbsER
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Gitflow 73 7&

TE#ER Gitflow TIERRE, Gitflow FEAERAZED X REFERZEFRRANENT. B UER
ZAEMEREBRANEXNRE , SEARANERNRALZFEAREEEER, AETBRHERD
7 B W] DA A4S BUREE R TR L IR 4E | (BFERRERER Gitflow.

Gitflow 3% 7
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Feature Feature
branch branch
10 e,
_— Un!t and . :—) Development environment
i integration testing |
e e e o
Development
branch
S |
| Scheduled |
| releases |
e e e e e e e e
I :- __________ 1
i I
_— . Un!t and . ——>  Preproduction environment
i integration testing |
S
Release 0"
branch R B |
| Unit and .
. . . |
I integration testing |
e — = I _____
Hotfix Production environment
branch

Gitflow FEN —EERERABRAREEETESL . £HRE Gitflow B+ , BRRESRREXBHN
BRIRE , MEENMEERENEREERFRENEABERKE L,

EREHBEELEERETR  EERRFRNEAEHN  RARBASERLFAARBITNIIENERLT , £
ERBTHEABERSHIEERET, Gitflow BEEEERERNARNREABEER. #ETHX
EY Hotfix 7% , AR EHHEI LERIE, A% Hotfix 2XGEHIFRS X+ , UMREEXBA

BRFT IR &

Gitflow 3%
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LR B ERN A
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I I

Feature Feature
branch branch

li ———— e == -,

X Unit and :
E | integration testing i—)f Development environment

Main branch

Unit and |

| integration testing |

| Unit and !
. . . |
| integration testing |

Production environment

ERALL TERE Fﬁﬁi—iﬁﬁ‘ﬂbﬂﬁﬂﬂ’ﬁz‘ﬁﬁ%%gﬁéfﬁo TEELBREMN Hotfix 7% , RAKT

DEFESXHEFEEE K MASLREARBITHNE, TOX—EBHRBE. RERE , WERFE
17, ERHMEKERSS CI/ICD BEENRE , HUEBEEFHNMARRABAANBELNESX
BER,

Mg HERN G % 9
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FRR TR R ZRRHBN W
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2, MREXNRREELEETEARAN , RMNEZFHTIILE Beta IRP XYM, ERMARKETEEAL
ERE. At , BE— VS HZBEREAFEAFRRIEELFRBRL ., EBW/RETEML,

FA5EE CI/ICD EFNEERSRRRH[E, FAUPERAERN T ARFIFRETEN BB L
A LUHBRE Hotfix WFER, EUFERAERNITHERES  BERIELHBELEERED,

* Gitflow 733&5 , # Hotfix EEHFI LERECR , CENEERET <. EERERBEEFNE
IE. 18 , Hotfix REHEERARAN B oliiRE 2 AREMAE, B Hotfix EEEPTXREE , EE
BRI XPEHMOIEERE , fARELEBRE. ARSEEEEXNBETEL , EEERHREA
SRFEINEEERABEERARNEIRARRET. HFFZHERT , EVREEHEANRMER , I
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BT  EXRTEFSEEMRIERG. BREEERREIRREETTIESNERNRITRE.
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https://www.americanscientist.org/article/understanding-the-butterfly-effect
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
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https://aws.amazon.com/devops/continuous-delivery/
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