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Mike Virgilio, Allan Carter # Nikhil Marrapu , Amazon Web Services (AWS)
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Semiconductor & L

R 4#& Semiconductor Industry Association , Z¥EREKRZ USD5734 EXEMNLHKEX, T2=2¥
RHEETE , URESEMERE (IP), ¥ERANFFTEFRRRE , MEHIEMIUR R,
R, ERHNEMBER, TLHABRRELBEBREHHEIAEREAH IP,

NTIBRECH IP, BAMEEHESERAREE=FMHERN IP, HIMEESZL. BENEH. KEH
YERTRWEFRFTEMN (PDKs) , URRBEFRFTEEL (EDA) 2ANRETE, AREFNS
EREMEEREABIEMANREELE=ZFLANIEMEEFNEARIRE, BREZEEREML
AREENERRZTEBRIRENA,

Semiconductor 2 Bl EE KT T Thae

Semiconductor A B EHRBHIINEX P& IE | Hispeed-to-marketMEIFERRIhEBEE, BE

MR NREE REBURBEH , ¥ ERLAFTEFHEHNVEN , URREBHEERNER, B
AERMNAETUREEENRITERNIEEER AWS B, ZEB+ENER MR KIERE,

RN FHRRFRE , AWS AIEXERNFIFAKSEEE, SREEEN BB LERWmIEM. £H
BYERMATLUMEHARNEZRTE, RECRERRF  YRUHSEFENTNEERE, 5EEN IP 2EH
RENRSIABR  FLeUENALLHRRENEETE.
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AWS B TRMEREEE, SREENEBLIE  ELhENRHEBES. m) AWS DEET
BRATSE , L TUERAREOREEE  STRERE WRE, AWS EBREEETRL
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Semiconductor & ¥4 # !


https://aws.amazon.com/manufacturing/semiconductor-electronics/resources/
https://www.semiconductors.org/the-2023-sia-factbook-your-source-for-semiconductor-industry-data/
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AWS EHEREBEHKIES , LEFRZLEFNERGNSERE  UREFBREXTR, FEH®
AAGER AWS BB RATNZ2ZELERE  HYEREEERITFERENZEHNSHRE AWS,

A BALEHRIE AWS

AWS HESFEERFER AWS Ml EE2EUNMARARRLZLEHERNET, AWS BEETRNESE ,
MEFEEERNETZS, EAPRLATEEBREERERRENSE , ALPEBECENEZRERMEN
T{EE AWS,

LR AWS fR# B+ SR N BARAFESLARERER

- AWS Artifact AZREEREBRBIT TENERRE , SIEEREENER (1SO). BEIREER M
Z2FT (NIST) MBI R E B HEE 2] (FedRAMP), AL S AWS Artifact 35BN\ T EiRE
BELE , URERRAENERY , XHRIFESEHBERKSSER LR (ITAR) EERMENR
BB,

« AWS Audit Manager AIAEAFELEEN BETEBNEBLERBRRE , BENSHERRFE AWS
REER,

BBEAELREMINE , NRAUEAREMWERGEMNEIRERNER. T 2 AWS B &
AWS REFTEIEEANFRET  F2HEAWS R SHRFTEIEE AN .

EHRENSERE

AWS RIBEZEEXNE TEBE , SHIESRESINREER. ELEBRTEE AWS Well-Architected
2., AWS ERFEAZEE (AWS CAF) MAWS Z28EH (AWS SRA) /.,

g

\

ERBNRTZ2RABRER , AWS BHULRERBAERNFERNEFSERE, EEZERE
SERBENN TR,

BRLMERAWS Z2RAEER  BH5|ERTHETLEHNSFRERR,

BREAELSEE, RENSERE  LUNEERTFELRLNRZENRE  UHBREBREE.
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/professional-services/CAF/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://aws.amazon.com/manufacturing/semiconductor-electronics/resources/#Reference_architectures
https://maturitymodel.security.aws.dev/en/
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EB AWS |, SR ERENNBALERS , YRHENNERALN, EUUFIRER , URERNE
MAENX, ELYRERUNENEZENEREEREAER. AHEWE AWS TRE , LRI+ ER LT
BFENFIUERLFERENEEFER,

REBYETIEE !

- BUERERENFIRMNERNE
- E LRREREEER AWS

rlE RERBNFRMNERINE

Bi% 2022 FERINBRA IS (Ponemon Institute ¥ ) |, 2022 FERINRHFHKA A USD4.
HR¥ERNAMS , REESVER (IP) ZEHEE, AACRENEFIMEX IP TRt ERM KA
R, BEXE K EEREARR. EEBAERRGEHREFHENNENAENER , MENERER
FHIRRGTR AR EH

REERZENEEEZEE TR

- FRRERBRRVEREST D BE

c ERERBREDPEFHENNERERE
- CEMAEHZSRBIRENER

- RRRECENREERRE

- IFREHPNFERNER

- REMGEHEHERERE

RRERT A

AWS Identity and Access Management (IAM) BBEFIERBLEBREFHHOAL | HBHELZLHE
E¥ AWS ERN7TFE. BIEER , RIEPRAFT T8 PHEMAEE AWS HEESER, BOE
BE BE AWS REE P FE., EUUFEABERREZMEFAEATUFIHLER , AR MMM
AUHELERTHERSE, AWS REEXREAREERIT , ERTERRFEAEHTEE
FRENEFA. WHEFMENR , #2828 AM XHEFHTIRE :

« IAM H#Y & B FIFF 0]

Bh L RSB I ANE RSN 4


https://securityintelligence.com/series/2022-cost-of-a-data-breach-report/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AWS % 52| £ LR BB RRE HER AWS
« Policy FH{t#E
o IAM AN ZLRIEEHR

BREERAE

AWS REBBRRERAEFRAEEABES I RMEE AWS | SIERARFRIERER . SFEA
EANNEREIRNEZBREZE AWS IAM Identity Center, I BRFS AT B8 % & i B ST SLER B A
HERSD , WETREEHEE AWS 1IRF FMEAREXMFE. IAM Identity Center AT LA SAML
2.0, Open ID Connect (OIDC) =% OAuth 2.0 EBAZBH n iRt #E (IdPs) BiS , ARRHERESNEAR
EEE, WEFMEN  F2H (AWS 178 ) THBIES 59 AWSHBE S0 RHENBE S S (IAM
X)) .

Bt A L ER B MM A EAWS Directory Service , ABEE B ERWERBEMEE |, Sl
Active Directory, FEZ£RHBRESD |, BRI LEA Linux BRI RREMRFEEREILEERK (VPC)
AR ERER, A VPC inBiRMY WER , AWS R MA BB G BERE. 5 mBERRR
FIERLE AWS ERULFERIRS , XFEAS 2 BBERREIE HEFER AWS R

AWS RIHZBEAFAERDBHBERBBEE R, KYIEERFHRE Amazon Simple Storage Service
(Amazon S3) FRE R, Amazon S3 R —BERBYHREFRE , THBETFHR. RENEREIES
EMEHR, £ Amazon Elastic Compute Cloud (Amazon EC2) 1T {E 88 < & & ke |, iRMHSE
25 Gbps WHEE., CERHEEEHERNERNERDE. FHE Amazon S3 FHERATEREER
Ro BANFEATRELHVERRRE  EERMEHE EC2 H/TEE. B LEA Amazon S3 1
A AWS ZE, AERNEERFARE (POSIX) HAERRAENEZR , UARXERT BFRE,

5 —1f@ AWS 7B~ Amazon FSx , ERRHX BEXREXLERBAHENRERRK , YREE W

S AMNEE AWS EiF, FEREXENE RZEEFETIE Amazon FSx for NetApp ONTAP, Amazon
FSx for Lustre 1 Amazon FSx for OpenZFS, Amazon FSx R A ER N S MR ERKIIEEBEEEAR
BEZLHARREFERER.

AWS BERERE L AWS ERF¥ERTHEEENFEEFER , ARBRIEENERBBHS, AWS E
EHFE A AWS DataSynciS BRI R B SE B EH S AWS, DataSync 2 — & F ERE@MMNIRE RS |
ABEEE AWS RERBEEREABBERINEHER. REEANEEREERFTRHAR NetApp
SREEFRHEME , B LERE DataSync RN ZFBHEBRERIER SERNBBNESEZ SRR
IR3E AWS Direct Connect, DataSync AILAMEHERRKEERMNPEER | flusEEE. FEABEMN
FHMET, MRELEE FSx for ONTAP A NetApp ONTAP 2 BIE#E3 | AWS 2B NetApp
SnapMirror, Amazon FSx X ERRENER PN INE, £H AWS CloudTrail F H fth B 345 E # iC # Th
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#:~:text=Management%20User%20Guide.-,Apply%20least%2Dprivilege%20permissions,known%20as%20least%2Dprivilege%20permissions
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/whitepapers/latest/aws-privatelink/what-are-vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/fsx/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/what-is-fsx.html
https://docs.aws.amazon.com/whitepapers/latest/semiconductor-design-on-aws/define-storage-requirements-and-transfer-data.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/migrating-fsx-ontap-snapmirror.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/migrating-fsx-ontap-snapmirror.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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AWS REENN BRI , UiHBERFIERRE , SEEARX BRI XRE , 0 AWS Network
Firewall, Amazon Route 53 Resolver DNS B A f&AWS WAF, 1 Web X3, £/ Amazon Virtual
Private Cloud (Amazon VPC), Network Firewall, {5 18 % B % 1 PR 75 4% ) BUEE (SCPs) H
NZLEE, BRFEIZEFEEMN VPC in B HIE TR DR , UEFIRBEFHNERRE AWS
Organizations. £/ VPC 72 B M VPC REBFEEE 2-5 IRFPH A AW , EPEHAEMABER

£,
=&

£/ AWS Key Management Service (AWS KMS) BRF S E 8= MBFAEBREERAWS
CloudHSM, B M#ERHENSRERBEE., NFEHFMET A F2HATFEEREILEMBEERE,

EFRFREER 256 (L TER INBRE (AES-256) BIFEHEHITELD TLS 1.2, UMBEFER+PNE
o

EEELREBRRE

MREZLHARIREZTERRFERFI , BIEEIBRERE B RESIE1T B 5C &R &P A 8 H AR AR R

2 , f5lni%EiB Network Firewall 2 Squid , ERFKRRIBRE., VPC ik B MAKRMAE K EE BN

ILFERAERERERZEER, EHRAHFENLZLHEBREANESR , UERER VPC ANERERH
BE,

&% , A LAMERA Amazon VPC B9 —IEINEE Network Access Analyzer 2REIITHERE 2 ERERRE |, 5
TREEEF RN BEABREE,

'h+

BBDBREES , EUURMNBHHTRANENE R, NFFAES  F2EE LEEERF
2 AWS,

T ERRERBEEESR AWS

AANSEIE AWS EiF, THAERENAKESTEATRIBEKE —FER | BEERNIHEERRER
EVE :

- ZEIER AWS [EiF. AWS commercial BFHBEEFENVRaws 7 EIESD , MPENEHMLRaws -
cnpE|EAH | B AWS GovCloud (US) Regions A aws-us-gova @,

- AWS [E1F & AWS BEEE R P OPENER I EE,

hnEER 6


https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-route-tables.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/vpc-flow-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html#flow-logs-fields
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
http://www.squid-cache.org/Intro/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-network-access-analyzer.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/partitions.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/regions.html

AWS HEigE| £ LREE BB REN R AWS
. @ AWS EBE HEZERHNVE K BAYHEE,
» Local Zone 2 BN EEEEEREN EEZEM,

mEEMTARS. TARSAFSEANHARA , HSH AWS LHREWRIE,

SEBERMEREMSIIETEHANER, BIRNEEREH,. AWS PEIESETRASEIEFH EEE
BYEAERZEAFERENEEEE RS, 273EES —HSEER , B R AWS BE FER—E2
FlEr ; AWS EE TRERMIE D & EA—&8 7.

E AWS standard partition (global) E AWS GovCloud (US) partition E AWS China partition (China)

ad

Internet

FZALRBRAEEXERRZE7E , EPIECHETRE, EERIPERESERNITEERT
LA AWS GovCloud (US) SiiZ%XEDE|[E, AWS thREER AN E M5 EIE , 717 Secret  Top-
Secret XEIZ 27 BEMBEIEES , EELKIEEEAIERNEE. NEELS BEMNEBRE
THEERFRES  BF2REEEENEREENZEEEHEERESR,

EMEREE—2IETHREZESIAEES  WEBSEMAER. BENKTRE, T8 6 FAXHMNE
R , flan{E A AWS Direct Connectd, Amazon CloudFront , A\ EEPEZE BEARBUREEE
BiE, MEFHMET , FHEEN AWS FRB BB,

HEEREER 7


https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/availability-zones.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/aws-local-zones.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/whitepapers/latest/data-classification/aws-recommendations.html
https://aws.amazon.com/federal/defense/
https://aws.amazon.com/federal/us-intelligence-community/
https://aws.amazon.com/blogs/publicsector/aws-hybrid-connectivity-sharing-aws-direct-connect-aws-govcloud-us-commercial-regions/
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/setting-up-cloudfront.html
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ATREMERZENEIRER

ERABCRFXERFRTTNER M. TETEMERAERRE  RAIRTARNERCRERER
Wi EMRE, FHREBANERLTR , TEFENEBRFRGTREARY. HRFAAERERE  UE
B AWS RERBEREES,

AHIETHERE :

- REEIKRSEER
- REEE= SN IEHE

R{E LR R R SR

HETAEBESMHEAKGEE SSH THEERIBEF L ERKEREIMEBCITERE. BRIHFEE
RHEGU RBNESHRNTE (HINEE, MENKE )  BEIEIEMANKFRITAERIEE,
AWS £t Amazon DCV , ER—EEMEERBREATEBANE , TA IR ERRTERRMAEKNE
A& HE. Amazon DCV EF R H4 T RE R,

Amazon DCV B RGEMIFL , LUHBIRBEREAE, L5 , Amazon DCV A TLS RRE
BEMNREREAETR A,

FEREEER , FAETUENERZE Amazon DCV THEEER., T , H5IE , ERERSEER
passwordfl proxypassword W MAMNE, WEFHMEFR , FSBEEHERER, Amazon DCV
SERBRSBMAF K EEY TLS Eif, EREETNBIBBERERE zﬁﬁﬁiﬁﬁﬁﬂﬁﬂ% , A
Eimi{iE g, mEFMEEHR A FSRRERERFEE.

R AR IR S E T RERY HAth A ZP IR B e E AR IR 5 R 2$E NoMachine 2 OpenText Exceed TurboX,

BEBAEMRGEEARLR , EBEBERHER Amazon Elastic Compute Cloud (Amazon EC2) 121X
B, REARNETEE K ZNETSEUTHEE  UHHRBRFEEHTEENLS

- REBITERAEREFR , AINBEBRE VPC MEEEE. NFEFMEN  F2RERFEERRE,
- EEARERIFATEENEAESR.

- EEREBEFEFEERANITELERANEGE  SEEFNRZRSHESHEER. NEFAEH , 52
BS7E Amazon EC2 FEHEHE,
- REEZEFTHTEEN AM ACUREEEAGHBBNTT, MEFMENR , 528 Amazon

EC2 Hy IAM A€,

REMERKERR 8


https://docs.aws.amazon.com/dcv/#nice-dcv
https://docs.aws.amazon.com/dcv/latest/userguide/using-connection-file.html
https://docs.aws.amazon.com/dcv/latest/userguide/set-certificate-validation-policy.html
https://www.nomachine.com/
https://www.opentext.com/products-and-solutions/products/specialty-technologies/connectivity/opentext-exceed-turbox
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/infrastructure-security.html#control-network-traffic
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/update-management.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
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REEE =T ITEmHE

ERBPERE=FNHEHNEETEBE, BUSHRET IP BERHED , k5| EEHEREENI
HEUHEREE, #ANKEERRERAF=FREZLFNTRREE, ZBEH AWS Bl
MABRERE (1aC) , LALEBYFERLRBRENEL  BABRSHEE. BT HEHLERAR
BB AR R RN B E S FEEN R ERE, HESFEZEERFHBESEENIRSE , BTN
BEZETNEN, TENERRE ROsHESEMTHIRER. BRSHFETHE  FMERBESHE
E , LBRERALBREENNEMEEFN. TEERRGNREBAETHNTESRENAERAZRE
BRENMESHEE.

£ HREFERFABRBNER AWS

AWS Cloud
EDAV/IP collaberation Yield analytics Foundry IP merge Digital twin
chamber chamber chamber chamber
EDA vendor | _ _EDAtools N P POK | 5 Equipment provider
chamber Curated OT and chamber
predictive data

Semicon | _____ G _D_SI_I _____ Foundry :

collaboration chamber chamber :

Yield and :

L IP provider __lP_a_nfilitfﬁn_ef_) (.___pioflisf i]altai___ (_____EJ[fd_at_e(_jl_\JIl__m_oc_je_ls____“,

chamber

Eg& % Connection key

Persistent connections

Fabless University Foundry
semiconductor students and
design companies  researchers

TERBESHEENZSERE, WRBUERTVNRERRSEZERMAZE AWS, BIRPH AWS
Z2, EENERREEDRGERKE , UMRE P, MESLRBHFMER , F2ELEEAWS
BARFERARRENREREPN .

REHEE=FWHESE



AWS 5 &5l

£ HREFERFABRBNER AWS

88

On-premises semicon network

Office subnet

=

Users

—=

Office

1
1
1
i
== :
1
i
equipment :

)

AWS Cloud

Region

N

Router

Lab subnet

A

1

1

1

1

1

1

:

1

Lab 1
equipment H
1

1

1

1

1

1

1

Partner |
VLAN !
1

= =)

=6 2
AWS Directory VPCflow  AWS CloudTrail Amazon Amazon AWS Systems

Service logs Inspector GuardDuty Manager

Collaboration chamber subnet

2

—L J—@

&
=

D

AWS Direct AWS Transit
Connect Gateway
Partner VPC

Remote desktops

o

Partner IAM
role

Scheduler

U

Partner remote "7 7"
desktops

T

9

Remote desktop
endpoint
n

5)

Remote desktop
endpoint

Network Load
Balancer

1
1
1
1
1
1
»0 1
1
1
1
1

VPC endpoints

h 1
+ Compute !

TTUSTEId IAM 1 clus’:er ! Internet proxy Internet

role : ' gateway

—i—=®

U ! (—
1 1
1 1

T

AWS Storage Gateway

—1}

License server

Storage

FSX

Amazon FSx

AWS Security
Hub

B

Amazon CloudWatch

B

Amazon Macie

B

Amazon S3

8

Partners

REEE=FWHEEE



AWS 7 g5l £ HREFERFABRBNER AWS

AWS EAR¥ERHBIRENZ R

AWS EFR&LZ2R%E , EERE PN IEERNEARER AWS £, EERETHERBEZ RSP
BENEMEENTIEES  MARR¥ERIEEHE., EBFEAELINEE AWS RE , AR AUEY
MATER AR RS, E PR EREZSRE  YEHRZLRBMNEHFRERSE, BLE
FRIFREAMBEERIENARMBEBER , UHBFREEENCEYNZTSARE, i, BACLRE T
EERBETIRE , BEM%XE®ESE Amazon EventBridge WE RABEREE , LB URESBRBIE
BEEL LR,

T 5 AWS R # Thee Al i By @ EBFIABER, EANEBERELZLREBNSEMH , URERES AWS

BEES MR

« AWS CloudTrail AI# B &R RYIZE. SRMEERB AWS 1R,

« Amazon GuardDuty 2 —BFENZLERRE , UoMAMEEARE , UEAE AWS REPIETEH
MATRER R RENER,

- Amazon Inspector 2 —BREEERYE , TFERE AWS TEESERESFRRRENEANBE
RE,

« AWS Security Hub CSPM 12t RZ & RENTERE AWS, CEAHBERBRLEEZENR
EEHRBRE AWS RK,

« Amazon Security Lake @ BB#REEin. ABBENETRENZLEREFIEREL PHNE
FERM AWS IRF, BUUEHAMIMEZLER , MRREBBNEE,

« PRIGIEEIBE SCPs) M —EBEEA AWS Organizations , A/ B EEHEE AWS RIE B
ZERFH £,

« VPC %2 B 552 Amazon Virtual Private Cloud (Amazon VPC) Ry —IEIh&E , AIHEEGEH VPC #3%%
NHEZ IP RENEBEENR. EAUUEALERREHERNEESH,



https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html

AWS 7 g5l £ HREFERFABRBNER AWS

REXYERITFEFNENRZHRTR R E

BREER—ETZEE  SEHHEUERRERENNEFR , EETRAL, TENR , EEREN
RBERBARPEEFE  YWRSEAMAKNER. RTMBEXNBEIR N, ¥ERBLF

ELAIEEETE  RATEHIRSERREARREERRNAREERHARELE, THITRER
HENESMEMREX,

RTHBHHRRE , FERLAVAREED  UREHASBENZRRENAEER , LHER
. REREHERNRM. AWS REFSRBERFTNEGE , Wi BELEENEMH. BKRT
REFRRINEFIRE N F2RTIHARARBERLFERLZIHRRERE AWS WEIR

« AWS Eiig &M - BFEEPEEE (AWS i Z21%)

- AWS #ZEEIHHEER (AWS TEWERNIE )

- RELN AWS REZTHRUEBHE AWS BBHANE )

« eBook : RELEMN AWS IRIER ZERHABINE (AWS eBook)

« LA Amazon S3 HHER R EEN P ZRESHEN (AWS ZLEERE )
« AWS i NIST B8 L £ %248 (CSF) NI RHNBERERE AWS HEE )



https://aws.amazon.com/security/protecting-against-ransomware/
https://aws.amazon.com/blogs/security/announcing-the-aws-blueprint-for-ransomware-defense/
https://pages.awscloud.com/Protecting-your-AWS-environment-from-ransomware_2023_0203-OTT-OD-SID_OD
https://d1.awsstatic.com/psc-digital/2022/gc-200/security-ransomware-ebook/Security-Ransomware-eBook.pdf
https://aws.amazon.com/blogs/security/anatomy-of-a-ransomware-event-targeting-data-in-amazon-s3/
https://docs.aws.amazon.com/whitepapers/latest/ransomware-risk-management-on-aws-using-nist-csf/ransomware-risk-management-on-aws-using-nist-csf.html

AWS 7 g5l £ HREFERFABRBNER AWS

PNEERNER AWS Tik B

RBIZHMBIREBRE WRAERY AWS |, HRAXERBNFIRRIELEESERSI L. AHFBSER
REUEEESENEENLR. TEAENTHRE, FEEAERIREFNREFIZTEMN , URE
ERZEBUMENMERLIE, A AWSE , fRZEAFANERNE , ETVHBHERELIEES
BHEA, AWS th I BA VB FIGEH NS MEEE (HPC) MERFREFEREFMInEE, Hlan , Amazon
FSx for NetApp ONTAP @ E AR TRE. ZUUFERAECHEERKEAIIIE NetApp RFEEERT
AWS Ei , WRMUBEKRRRH, EREBHRTT. SRS RE. NE, BHEMNEZ.

AWS BT URA /¥ ER N AMBENEERSHRTRORE, BUNE FEAERRZ IR
B#& AWS | BB ANZTE2RE , HBRBEENENNTEERERZERER. EBFEH AWS
Organizations MEB &N Z R , LA B BEREME AWS tkF BBREELZ2ES. BELIIEER
BB EE B AR ECZEEE  BOEELFVREREMENREBNER. Hlm, AWS =24
TEMERYE , AREBLZ2EE,. FESHRER  UREEARENEREINDIE, BBERAELHE
RAR , FERLATURBHZERE , ARREXALRERSHR, BEME , BB AWS AHBIR
FERAAEITRERENE, BEEMNZ2E T EHEREZED,



https://aws.amazon.com/hpc/
https://aws.amazon.com/products/storage/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/fsx/netapp-ontap/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html

AWS 7 g5l £ HREFERFABRBNER AWS

e

AWS RMEZEREMWT AR , AXEXERANFANER, BEBEASKHEMMAAERSE, BtE
EURENESELLRE , ¥ER AT TUE hEBRHEER AWS Eif, BELEHR AWS Ein SR

WEZ K RRRENMAFNSERRE. AWS £HRERNRCEREIEREMNER , fINEHEH
MZL£HEER, AWS AIHBIERERA, REHEE. EREAF , URABERIHEEMERE.

MEE PEREXSRAZIRENTGE AWS Eif , FHEEN AWS IRF BB FEAR S AWSKE,

MEBEFXEREE AWS HWHEMEFAMEIR , 528 Semiconductor & Hi-Tech Electronics.



https://aws.amazon.com/contact-us/
https://aws.amazon.com/manufacturing/semiconductor-hi-tech/

AWS 7 g5l £ HREFERFABRBNER AWS

M A B 52 AT %

TRERTAEENEARE, MRCBRIBERRENRNEAN , TAFTH RSS HE,

g DU B

R H iR — 2023 %6 B 20 H



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-aws-semicon-workloads/strategy-aws-semicon-workloads.rss

AWS 5 &5l

£ HREFERFABRBNER AWS

AWS R g IR EIFRARR

AR 2 AWS Prescriptive Guidance I2tHI KRS, IERAMEXPEAWMEE. EEERER

AR

RRARHRAZRERER,

&

==

%

7R

A

BERAEABEERNtEEREBER, BLKEE Gartner £ 2011 FHEMN SR AER T

EUTRE :

- ER/EFEE - ZoANAERFEDERBBEAREN LIS HEEE , URSHEME. RaEN
AEREMt. CEESRBEFERENERE, 6l . SENIRBEE Oracle EREEBBE
Amazon Aurora PostgreSQL &R Ao

- FERESR FHHER) - BEARXBEER , Y5 A —ERENECURAERINEE, &6l &
BRI ERE Oracle EREEBE $H Amazon Relational Database Service (Amazon RDS)
for Oracle AWS Ei,

- ENRE (BEERE) - URETEANER , BEREMRRELE SaaS BH, bl : BENE
FRARERE (CRM) RFBRE Salesforce.com,

- FHEN FBHER) - SEARABEER , MAETEAEEUNAERIIEE. 86 BEW
BB EPE Oracle EREEBBE & EC2 #1T/EEE L Oracle AWS Eif,

- EFHE (ERMSERARSRENER) - KERZRBEER K BETBEVER. EEEA
BRAREARERE. BULEARSEREARHELAERIHELENERERK. 6 : &
Microsoft Hyper-VIEERREXN BB E AWS,

- RE (EFRR) - SEARARBERRRED, HYRoETEEZERNERAESX , BR
FERBZTHEILEEINR , URECRERENEREAER , RARBEXRBEARETERS,

- K- BREAIBRRFREFTEFENERAER.

ABAC

ESHE R,




AWS 7 g5l £ HREFERFABRBNER AWS

Rk

RS XERK.

ACID

ABRETE. —BE, Bt WA,
FB-THAER

—BEREBRLE , AFRENERENEAKES (EZBEALNERITEAREERARE) ,
EmEENESHEERHEEERBEERARIANRS, hFEXENE, ZRHANES
MAFTE-RMENHR, CEBE , BEEH-HHEBFEESHNITRF,

—BEREBRL L, AFRENERENESERERS , EARARRENESHENEREER
BEREREERBEREAERANXSZ. EREREEERHETEZENARS,

E—#ERY LEER SQL HE , S EHENE -—BOE., REREMNEHEIE SUMH MAX.

Al
w2EAIEE,
AlOps
w2BEAIEERE
E&1t
KAMBEREFBAAEANER. ERBLEIRREBARBILE, EZERTBHEARBAR
RER

REARESEMBAENERER , EhBRAREAREEN. EVNFILBRBRERETH.
FERER 12

—BZE2NE , EAHEARENERER  UiHBIRERREZIBZEHRIE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html

AWS 7 g5l £ HREFERFABRBNER AWS

AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

BN
~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
S$ANESR , BACTARGRS  EELESRTREENEER,

BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
RAETRLE,
B R AFER I (ABAC)

3
¢
&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
¢ AWS Identity and Access Management (IAM) 3X4) 8 ABAC for AWS,

FREBRAERNUE K BESKATRNEARR. EUURREERRRTFNERERTHM
B , MRERERER , SINER. BT BRBILER,

oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
AR, RIEERERIELRRES

AWS EinERFAZEE (AWS CAF)

MESSHNREERREE AWS | AHBEBFHESKEARNGE , UENEBEER, AWS
CAF #EEL BB ABEN®ESE . X, AR, BE. ¥E&. Z2VNEE, XK. AENEE
BHZENXBEENERF ; ¥&., Z2NEEERZEENRMRENERF. Sl , ARE@EH
REANER (HR)., ABEEHNENMASEENIZERA. Ht , AWS CAF AR, 3|
RABEARMIES| , HEEBMT R IRAZ RN ER, NFEFMAER , FSH AWS CAF UM
AWS CAF HERE.



https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS 75 %43 # ERELEBBIRREH M AWS
AWS TEEHEKLERE (AWS WQF)
AEENEERTHEEE, ERERRRYRETHERMEENTRE. AWS WQF FEMR® AWS

Schema Conversion Tool (AWS SCT), EE7 MERNEZBRANEXNBYH. EAEXER
0. MEEMERMEEEY , WRHFTEHRE.

B

SERRAVEEER A

EETEREEEA BBV A
BCP

ASRERSEESRE,
TRE

BERTANKE-—EBXRE  UR—BREERNEER. B UETAEBE Amazon Detective # L
ERRRERMONEAER. THEN AP WINELEE. WFEFHAER , F2REAXHHNIT
REPHNER,

K Fr R

BEAMERE AR THENRERL. FFESE Endianness,

RS E
FEASESERNIBRE METRENER ). i, ML ERTAESERENEN "HEFH4R
BENKREYG? , ERAEDS "EmMREERARE?

Bloom ERZE &4

—EHRME, ERESHNENES , ARAETEREAEHNKE.
E/REE

—EHERE , SULEETREYMECEEMENIRE, SN E—@RR (E€) PHITE
BIRVBRARENMRAE , Y ES —FIRE (K2 ) PRTHHNEAERNMRAE, RETHBERESR
R, v EREERK.

ez A
EBEBERNTESLERLERAR TN EDINEREAEN. AERSATATER ,

MTERRREEE LiRREARSIH Web RRBER, REHMEBABRZESHBI[A , EETENE
EEA RS,
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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AWS 7 g5l £ HREFERFABRBNER AWS

- ER -7 -LHEERMEBENERUETHSRENEE AR

- B - #TERREUREERRA (W0, B SEES., EE CCoE, BUEEER)
- BB - ERERIERAEN

- B - BULERNBRH , WESRP LI

IELERE B Stephen Orban TEEZB3% & X E The Journey Toward Cloud-First {3 5K B 20 % LB

RAMERPER, AWS Bin MFEFRTMMNME AWS ERRBHEBNFAET  F2EERE
fEEmM.

CMDB

F2REEEEERE,
EABREER

BBRARHEFRFEEFREFRAEEXBNEMEE (PINXH. #HANETH) IuE. TR

o Ll

Einf#FESZ$E GitHubZ Bitbucket Cloud, BRIBHNEERAEBBEAD Z. EHBRBEEEH 6 =
BEREESNEANEMEINEE, E— CI/ICD EEAFRAZEMEE.

R IREX

—ERERN, EREN, REXH , AETSBKIATHENER. SSTENE  RAENE
PITEE S ARECEERHEGREN , ELEEFRIENES.
mER
ROUCHMEBERELERNNER, EHERENKE K BETEIEEH, SLHENBENEBIKE
BERABENFEFESER , TR ERA.
EREAE (CV)

Al HRG?77 , ERAMSBREBRBUEGAT A SRBRN S MAEEEF. Fl , Amazon
SageMaker Al 121t CV W BREEEE L,

FEEE

HRIEESH 6 HESRAHMREEE, EVRESENTHEFHTER K MABERHENEER
)8
fHREEEE R E (CMDB)

RENEEARERERE TRENEANREE  FReEREVNREBIHAREAR. £EFE
BBENEmESRENMDERER CMDB R EHR,

22


https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
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