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https://www.youtube.com/watch?v=aim5x73crbM
https://aws.amazon.com/cloudops/monitoring-and-observability/
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https://opentelemetry.io/
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EEMAIIARE: SN THRAMREEESEER =AM : A&, BFMEM.

EERERVRYETEULRES  RECATREEEE, REBREPRETE  YELE. B
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- EBIRISARREE, MRUIHAESE B ZMERBCEF  HEEFNZMEEE , URBHMmStERE
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MTTR B&{K 60%. #EERAREN T AMMEIFE 99.99% , NERBEASLEEDRS 30%.

REMBHAEERAREX T AT 99.99% WEEH| , YEREGEMEFEKNFIFN SLO, SLI M
ER, EEslP , BRMEERE RESTUl BARR , WEREXTHMEEREAKDTRAIEEA
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SLI B , BFEE—EHEMEABRNER , 5 —EENFERRENER, MRAEFRIEEIDTHK
ARARRERAATR, IR -—NSEFEREHER  BFAEXERRAREER, Bt ,SLI g
REERFAARTEAREN | BRI 5 7 EERABABRNEN , BRERIFRE, BT EFHE
Eb SLI, AASHERS SLO ; Hlan : Eif 3 8 5 pERRNERFEIER 0.1%.
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https://scrum-master.org/en/definition-of-ready-dor-an-essential-tool-for-improving-software-development-quality/
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Investment = Business Complexity x Architectural Complexity

High investment Low investment

D

Observability Specialists Observability champions Observability as a responsibility

HREETLESHABN (W TEFROER 2) , SR ARERE R AR B 0 B
(FETEER 1) 10—

Team 1 Team 2

Enabling team u I_I
(1 [1

Embedded
champions

Team members

Responsibilities and . . . .
interaction points

Platform team

Bt RS 7 B
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£ MR (FinOps) ERHNRUBEFZERAFRENABLERRRE  HEREEERREN
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REXNBZREF. TAWS BN SEEERERHERNEBRIRBEINEES S, AINREEENE
THE. BETESRERE. BIEERASEACATNERING, MEEFMNREIM TEH MR
ER , 5528 Amazon CloudWatch X # = #Y FE A2 FA 5%
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18 3R B2 T+ R
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B BB T AR R A B ELEZFIERTE |, 130 One Observability Workshop 3% GameDays , SAEE
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https://aws-observability.github.io/observability-best-practices/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://catalog.workshops.aws/observability/en-US
https://aws.amazon.com/gameday/
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WENEERNERARENEEZER , Tt LUR M2 E,
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B

RIBEK BN BEREENRAE , LEEHUEFTESPRATRE. ZREBEREHL X E R
FEENER, BEEZEANEBEEREXELZENTENERENEE, flin , mBEHKEE
OpenTelemetry , RfEZE RBREEFMRETH AN EZTERK,
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S5 T 5URIE -

- ABRAMKEREASNERREUPLEBEE? ELRERETNERBNER? fim , mMREFEH
THAMTENBRLNE  CREXEGEXNENMBIERE ? & EEBEE RIS EFA HLE
ANTRYTE | DERFEZL2UENMARMER ?

- MEBBADRMBENITEELAM ? EFAEEAIRESRNEFESHESHEL ? BARNEM
AAEEAEAMEL  T2RENERETHAMADEE EARENEERE , EREEXHKER
MERRETE, BENERERMAZE  TZEHRBLBEFNRIENA DRSS,

RS ERARER

L-HEENERACRURIEARIMENENR , tRESFMEREXTEEIE AR ERAL
URAE, BRENBEITR. B LEASDKsERAENFEE M OpenTelemetry SDK % SDK R B B
REARER, SURMATENEFHRAIERNE , LUREEMEE |, YH{Rend-to-endA B, i
AEEBFIGHER , YRRET U CEERSAE L —ERBREIMN—ZE SLIs # SLOs.
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EENEERDLENETHRAUEFER , FEMERIR. R, FMA Runbook,

s BRR BUESHBEANGERR , SREEAFREEHNENNETBRRBILER, KEL
BERIVERACERE 1 DESNFZHEE, WEHMEN , 5528 Amazon Builders' Library#3
W ENEBEERRUESIR/ET R,

- 12 . TREE  EERERERFESBENENER, FEBHELTSMHNWEERENIZE, %
BATHAERXNRFENER , LURLEREL MR :

- FREFEEIRBRECERE  EEEHERAE WAL RANRE,

- FRESREEHRS  —EEEZEMEERE K MTARABEEEREMEIZE, flin , Ty
CPU, CEBEANO MR EMEIRE K MEERY —BEEEZHZNIRE K RESLEEHABEELHE
BRAZEREE, ERAEZETANBRAIVERET , WIRBENERE TN BN BB ERE , M+
A FEFR B Y FSAZ IS 1E

- QEEEAEERSERENRRE  TEELIRE, filn ECNERESNREERTNERE
B, AEEREHBBAHKSIEN CPU IREREE,

- Fit FHADESHRBEFHAESRACERENAR , XinBMAERBIREIER, ZEBA
BERS. SHNERAEANRIOBAEERFELERR 1 PRANNEBELEERNERARAEYF
o

« Runbook : £/ Runbook EEBARAEHRETRFIENIE,

Ba s n BRI R

HERERBFAZLENBERY (SDLC) # , RERERRMERSTERRAZNERHUFENNTANEN., BEE
HTAEIWERR FMA Runbook REEHEMLSR , BIEREMNERLAEEEN, CHEZREERHER
M 2 WwER 18,



https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/o.cm.1-automate-alerts-for-security-and-performance-issues.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/o.cm.9-optimize-alerts-to-prevent-fatigue-and-minimize-monitoring-costs.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/chaos-engineering-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/chaos-engineering-on-aws/
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BEUTBAMRKECR  BRESERR. Tt 28, BBENXEEE. EUUERAWS TTEAI%
BAEEHEATE  UFGEFNRAE  LHIFTEENESLHEEHLE KIEF,

BFEHRE

THEAMR-—EREBREF. CEECHRENFARAM4 , UARSENEMINGE , NEDFERE.

BRMEBRECHITEREE , LEMHTME SLOs., BREE. BFRR. EERAEE. REBK., BEX
B , DRRELHASECNERMERTREE. FEiBA BRI KA EED S EBBAMRSE , &)
BAREREEENEREENERESERK,

£ Amazon , EMIEEBHITEELERFEEES (ORRs) , REBEFEEBEZERNREF N TEAMEM
B, ER—MEFHERE , & Amazon WIREBEMHITHEAR,

BRIBENEBAR) , EHRALUEAREEE BAV) BE , HASEEKFHN - UREAEHEEREH
BZ., #RARABR. BETFENRANEE, AEERR , ARFRTHEIMARTZEESERT
&, WERERN ERNENERRET -, EUAREENTEERERE CHEEDENE,. EHMHA
FRIAGERE, EERENERREYRMERER , ITEMTR , YRETHEAMZBRAENRAE |
WAWS AT 8RRl R FAE R B AR
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https://aws-observability.github.io/observability-best-practices/guides/observability-maturity-model/
https://aws-observability.github.io/observability-best-practices/guides/observability-maturity-model/
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://aws-observability.github.io/observability-best-practices/guides/observability-maturity-model
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Stakeholders

Customer Desired
needs Outcomes

Customer /\

. Collect
experience

Improve

A

B REERNFM, YZEHRELNEARNRFEEZRE, BAKEHITH Runbook , WEE
BB {tiELE Runbook,

EERENSERUERTHEIM NMINERSE , LUABEPRHENTRAL TN RE. ST, BT
HERBEAWER  BULUREBLNENRZEEE , MAREMTH, MR MTTR RAEREREM
BE , GUELERE ALY e REERE,

B A
HEREEATEAE TS 2 BRORDRA. I, BREA TRUHEEREEERAS RN S

BR D, BEERAREARR | WEHEEEHRA, EELANAFATHEAENEEYE  IRBHHELE
Brok & AT BRIMEIRE | W HEUSEEIBI,

WEFTEE

HEATE Amazon $EEERIE (COE) BFELNETSERIRE | MR T EIUERY rEEIE By 1E AR IR EE A R
B, BERE-K ARENSEIFVURHEMEREZSE , LGat BN NSREERNEE.

EREF 12


https://aws.amazon.com/blogs/mt/why-you-should-develop-a-correction-of-error-coe/
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®RESBRNER

ERREAENERARER , UEITALE B UETHRAMBRERTPESEFNEHR , Hﬂ-r}"'“
FIRAN R TEEHR. B THANE—BEREREF , MT2EN, RELNERKNER
BREERNAE LN TEAMME, MARKEELR , UEEE, EEERVEXZEREDNEE j]‘:LX
AEEENEEMAER. BRABIAK, BEFEIEN L, Y RAXREEPHRNSEER , &
FESZRESHE Werner Vogels BARIBENHER . T—IFE—EXB. FAIUREXY , TEHFLE L
B,

MFEBBEERTHRAERBNEFETNE , FBBEN AWS RF | URHAB AR E

&R

MFE BEEARUTBEAMKBNFEEANES AWS , F2ETIER

o ERATEHAME ( TAWS BAIMRE )

- AWS AR R REER

» AWS Distro for OpenTelemetry

- HEllEELE (AWS Well-Architected Framework)

- BEERRLIEEEERT R M (Amazon Builders' Library)

- AJERRIME (7 DevOps f65I% , AWS Well-Architected Framework)



https://catalog.us-east-1.prod.workshops.aws/workshops/e31f4fcc-1944-4e46-815d-26fc9eafabce/en-US/howtorun
https://aws.amazon.com/cloudops/monitoring-and-observability/
https://aws-observability.github.io/observability-best-practices/
https://aws.amazon.com/otel/
https://docs.aws.amazon.com/en_us/wellarchitected/latest/framework/operational-excellence.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/observability.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-accelerate-observability-outcomes/strategy-accelerate-observability-outcomes.rss
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AR 2 AWS Prescriptive Guidance I2tHI KRS, IERAMEXPEAWMEE. EEERER

AR

RRARHRAZRERER,

&

==

%
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A

BERAEABEERNtEEREBER, BLKEE Gartner £ 2011 FHEMN SR AER T

FEUTAR .

- ER/EFEE - ZoANAERFEDERBBEAREN LIS HEEE , URSHEME. RaEN
AEREMt. CEESRBEFERENERE, 6l . SENIRBEE Oracle EREEBBE
Amazon Aurora PostgreSQL &R Ao
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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