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https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/server-memory-server-configuration-options?view=sql-server-ver16

AWS 5 RIE5| 1£ Amazon RDS # Amazon EC2 #H#&# SQL Server %}Hﬂ B oaR

m
4—$
247
[
>

Start

Cioes login
have access to the
SOL Server
instance?

Mo

¥

Is login
authorized to perform
the action?

Mo

Alert DBA

h

Logthe previous value
to the audit log file,
table, or event viewer

h 4

Perform the action

l

End

|

TR BB R AR B

B
- BB TRERREREZERZETIAN LS ERSHIEMHMEF,
. Tﬁ%ﬂb%“a‘%ﬂﬂi‘téﬂ%iﬁ%ﬂﬂ%‘}lﬂ SBEIFEFMENEER, ERTRE.
- RECEBNRRIEH , SELTURBNERAERENKZNERF , URIEHE 05 W6,

TR E R TNERE



AWS HFEIE5| 1£ Amazon RDS # Amazon EC2 #H#&# SQL Server ﬁgg%ﬁfﬁﬁ
- ZHEBATFAEET , RAMATUREERNEREFAVREEREEE  WnEEZs B ENMEEE,

« —RME  MELERD. TR, MRBKIRAEXRZER  RATREEEMGER,

« TREELEASHENAUHERE  METRFERH#EROSERSAEENZEER,

- FRARFERREAEREKERTRERS,

- FEHFIFRENERER  IKENRBETANERNEERFEIRTE , AFEEHENNMH
%

Ao

TR B IR B 5



AWS HFEIE5| 1£ Amazon RDS #l Amazon EC2 ##&# SQL Server #i17{EE, &Hl
EYHEFEA

F&# Amazon RDS for SQL Server &¥ E# 1THEE

AEIR M Amazon RDS £ SQL Server EIZENMEEBEEN , SRBEUREZ. RABKAFZNERE
£

FORIRF

- AREMRIEXERN Amazon Simple Storage Service (Amazon S3) T8
- FAIRTEEN S3 fEFET#8H AWS Identity and Access Management (IAM) A€ S3
- B8 ALTER ANY SERVER AUDITE{ CONTROL SERVEREFAIHIERIEZRE A

X R ARAS

- ¥R Amazon RDS for SQL Server 2014 , Fi B iR A &p =z Rl Bk 25 B i €%, Enterprise Edition 3%
BERERRE,

- & SQL Server 2016 (13.x) SP1 Fi#a , RAMRAG X E AR E RN E R EERER.

- Amazon RDS BRIXEHRRE ( B ) AWS [EiF AAWFTE SQL Server &, MEZHEA ,
28 (Amazon RDS X)) iy SQL Server &% &,

3

£/ C2 IE

C2 % 1E X 2 Amazon RDS for SQL Server ERESHFETNZ2 ., BHRAEH. BULEHS
BEA1RBAT. BAC2EEZERE , ceEKES , fINFEREZA, AEEFFU , URYH
WEIFMBER. KEXEEEAREER , RACEREMEEE S BEEHBTEX.

/A Important
Microsoft FTEI1E RRIRAHY SQL Server R C2 FEZER, BE B % FH I8,

2 M MR

BATLAE A R S R BRI N SQL Server &4 , #E# Amazon RDS for SQL
Server BRI,

TORIRE 6


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.IAM
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.Support
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.IAM
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.IAM
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-transact-sql?view=sql-server-ver16
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.CreateAuditsAndSpecifications
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.CreateAuditsAndSpecifications
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--Creating the server audit

use master

GO

CREATE SERVER AUDIT [Audit-<<servername>>]

TO FILE ( FILEPATH = N'D:\rdsdbdata\SQLAudit', MAXSIZE = 2 MB, RESERVE_DISK_SPACE =
OFF)

WITH ( QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

GO

-- Enabling the server audit

ALTER SERVER AUDIT [Audit-<<servername>>] WITH (STATE = ON) ;
GO

BYREBRE

BUARSFERE , ZUUEATIHERNBE L ARSZEZEE , UEEARSI[ERELF. HHRER
EEARSERBEREWIER, METE, 5IHMEHF , 5528 Microsoft SQL Server X,
THRBERRABRNEASE , WERFARSZWHNEL, SRR, NEBESE , F2E
Microsoft SQL Server X 4,

--Creating server audit specification

USE [master]

GO

CREATE SERVER AUDIT SPECIFICATION [Audit-Spec-<<servername>>]
FOR SERVER AUDIT [Audit-<<servername>>]

ADD (FAILED_LOGIN_GROUP), ADD (SERVER_OBJECT_CHANGE_GROUP)
GO

--Enables the audit

ALTER SERVER AUDIT [Audit-<<servername>>]

WITH (STATE = ON);

GO

B EA T RERNBERBEUGCHFENERREHNEREREZAIE. HEHEEXINSERTEIE, 40
EEE, SIMAEZFH |, 582 Microsoft SQL Server X4,

--Creating database audit specification
USE [<<DBName>>]
GO

CREATE DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification-<<DBName>>]
FOR SERVER AUDIT [Audit-<<ServerName>>]
ADD (INSERT ON DATABASE: :[<<DBName>>] BY [dbo])

BAURERAE


https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-specification-transact-sql
https://learn.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-database-audit-specification-transact-sql
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WITH (STATE = ON)
GO

BRI B

FEATHEBARBREZAF. BEZAFERBEENEHTHEES , B2 LEZE Amazon S3 A&
1E, WRERA SQLSERVER_AUDIT #ZIEMRE , Amazon RDS €4 ERBERBER K D:
\rdsdbdata\SQLAudit\transmitted,

OB EERREEESR  URGEAEERKRPHFEMECHD: \rdsdbdata\SQLAudit
\transmitted\*.sqglaudit,

--Viewing audit logs

SELECT €
FROM msdb.dbo.rds_fn_get_audit_file
('D:\rdsdbdata\SQLAudit\*.sqlaudit'
, default
, default )
--Viewing audit logs in retention folder
SELECT €
FROM msdb.dbo.rds_fn_get_audit_file
('D:\rdsdbdata\SQLAudit\transmitted\*.sqlaudit"'
, default
, default )
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.html
https://aws.amazon.com/blogs/database/set-up-extended-events-in-amazon-rds-for-sql-server/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-cloud-watch-events.html
https://learn.microsoft.com/en-us/sql/relational-databases/track-changes/track-data-changes-sql-server
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.CommonDBATasks.CDC.html
https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/c2-audit-mode-server-configuration-option
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/DBActivityStreams.Overview.html#DBActivityStreams.Overview.SQLServer-auditing
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/DBActivityStreams.Overview.html#DBActivityStreams.Overview.SQLServer-auditing
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https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/c2-audit-mode-server-configuration-option
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https://learn.microsoft.com/en-us/sql/relational-databases/security/auditing/create-a-server-audit-and-server-audit-specification
https://learn.microsoft.com/en-us/sql/relational-databases/security/auditing/create-a-server-audit-and-server-audit-specification
https://learn.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions
https://learn.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions
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