adws

AWS Z£ 2 EZ1E (AWS SRA) - B OZR1E

AWS 7 %185l

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

AWS 77 RiE5]: AWS Z2B2E L4 (AWS SRA) - BOEE

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, R EDSE Amazon BEZENHNFEH Amazon WEEZENEENE, A HEHMIE Amazon 5
ENEENAHRSEHEENME  SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon #B8f,




AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

Table of Contents

5151 OO 1
2 A S TS R VAN 5= W =R 3
F N A S IES] YN (1 1= RO 5
BAIE R AWS SRA oottt et e et e et e et e et e te et e e te et e e e e ete et e eteeeeeneeeanens 5
AWS SRA BIBBEBEEMEZERN ..o 7
e o = 3 OO 9
=g 71 - = OO 10

gz o 1. | OSSR UR 10
WM{AH4E AWS CAF F1 AWS Well-Architected Framework S AWS SRA ......ccooeoveeieeeeee. 11
SRA ZZE[EH — AWS Organizations, BRI .......c.oovieeeeee e, 12
S AWS Organizations FEIRZZZE ....ooce ettt n et aeete et eeennanes 12
BEIRE, ZEEREAEIREIES .., 15
Loy OO 16
AWS AWS SRA BUAR B R R o AE R e 17
BB AWS BB E A R RIS oo 20
BB B MRS oo 22
N R 3 SR 23
g S 1 LB v OO 23

R R AT R .ottt n e 24

AWS R B B et 28
B B TR 5 ..ottt et bt a et a ettt r ettt s s 30

BR A IR BUIBIER ..ottt ettt ettt et et en e nnane 31
BEIRIRIUBIER ..ottt n e 32

B T R oottt ettt ettt 32
W OO 33

[AM 1dENtity CENEET ...ttt e e e e e e e e aaaaaaaas 34

Y 3 | - OO 35
AWS SYStEMS MANAGET ...ttt et e ettt e e e e e e e e e aaaaaaaaas 35
AWS CONLIOI TOWET ..ot e e e e e e e e e e e e e e e e e ettt e e e e st e e e e e e e aaaaaaaaas 36
AWS ATLIFACT ... e e e e e e e e e e e e e e e e e e e et ——————— 37

R A AR R T R M .o, 37

o O U I - g W N RO 38
Ege a0 b g = 51— OO 39
W OO 39




AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

L AT S T O o T T I = | S EEEERURP 40
AWS Security HUD CSPM ...ttt e e e e e e e e e e e e e e e ees 41
AWS SeCUrity HUD ... e e e e e e e e e 43
AMAzon GUANADULY ........ooiiiiiie e e e e e e e e e e e e e e e e e e e eeeeaaaaaaa 45
AWS G0N ittt e et oo oo e e e e e e e e e ettt eaeaeaaaaaaaaaaaeeeeraaa————_ 46
AMAZON SECUNMLY LAKE ...oovviiiiiiiiiiiiee e e e e e e e e e e e e e e e e e e e e e e e e e eeeearanaaaaaaa 48
FaN g b= o] T 1Y/ =T T U 49
[AM ACCESS ANAIYZET ..ottt e e ettt e e e e e e e e et e e e e e eeeasa e e e e e eennaannas 50
AWS FireWall MAnAQET ......cooiiiiiie ettt e e e e e e e e e e e e e e e e e e e e e e e e e as 53
AMAzoN EVENIBIIAGE ... 54
AMAZON DEIECHIVE ... et e e e e e et e e e e e e et e e e aeeeae 54
AWS AUdit IMANAGET ..ottt et ettt e e e e e e e e e aaaaaaaeeaeeeeeereaeannaaa 55
F AT S T 4 )= PR 56
AWS KIMS ettt ettt e e e e e e e e e e e ettt et e e e e aaeaeeeeeeaaa e nnn e b araaneeaaeeaeaaeaeeeaaaanns 57
AWS FATE CA oot ettt ettt e et te e ate e 58
FaN g b= o] T [ 1< 1= Yo (o ] PSR 59
AWS ZEBHIER ettt 61
FEFE BEBERNZEIRIE AWS BRI (e 62
ZE OU = Log Archive RIS ...ttt 63
= << OSSOSO 64
Amazon S3 YEBR R BFETEIIE ... 64
AMAZON SECUNMLY LAKE ....ooeiiiiiiiiiiiie e e e e e e e e e e e e e e e e e e e e e e e e eeeearanaaaanaa 65
BREERIE OU — B R S oottt 66
B R A . ettt ettt bbb st r ettt ne e etne 68
FEA (BHA) VPC .ot e e te et e et e e te et e e eteeteeaneeaean 68
B (B VPC oottt ettt 69
FREE VPC oottt ettt b ettt n s 69
AWS NetWork FIr€@Wall .........ccooiiiiiie ettt 69
e ) a1 = USROS PRU SRRSO 70
AWS RAM ittt e oottt ettt e e e e e e e e e e e e e e e ————— et et aataaaaeeeeaaaaaannnrraannnees 71
AWS VEIFIEA ACCESS ...ooeeeiiiiititcee ettt ettt ettt e e e e e e e e e e e e e e aeeaaeeeeeeeeeeesesassssannns 72
AMAzZON VPO LatliCe ......ccoo ittt e e e e e e e e e e e e 73
b - o RS RR 73
AMAzZOoN CIOUAFTONT ... e e e e e e e e e e e e e e e e e e e e e e e e e eeerasseaannes 74
AT S TN SRS 75
AWS SHIEIA ...ttt e e e e e e e e e e e e e e et e e et e e e e e e e e e e e e e nnnrrannaees 76




AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

AWS Certificate Manager (ACM) .......eeeiiii e e e e e e e e e e e e e e e e e e e e e e eeeaaaees 77
AMAZON ROULE 53 ...t et e e e e e e et e e e e e eeaaa e e e e eeaaaaaaeaaeennes 78
Infrastructure OU — H B BREE RIS ..ottt e 79
AWS SYStEMS MANAGET ...ttt e e e e e e e e e aaaaaeaaas 79
AWS Managed MiICroSOft AD ........ccooiiiiiieee et 80
[AM 1dENtitYy CENIET ...ttt e e e e e e e e aaaaaaaas 81
THEBE OU — BE AR TUIR S ettt 82
iy = Y = TSR 84

AV O 1RO 84
AMAZON EC2 ..ottt e e e et 85
AWS NItrO ENCIQVES ...ttt et et e e e e e 85
Application Load BalanCer ..o 86
AWS FATE CA oot ettt e et e e te e aae e ans 87

FaN g b= o] T [ 1< 1= Yo (o ] PSR 87
AWS SYStEMS MANAGET ...ttt e ettt e e e e e e e e aaaaaaaaaas 88

LN g F= o] T U o] = USSR 89
AMAZON S L. ettt et e e e e e e e e e e e e e e e et e e ———————— e aaaaeaaaaaaeaaeeeerernaa—————_ 89
AWS KIMS ettt ettt e e e e e e e e e e e ettt et e e e e aaeaeeeeeeaaa e nnn e b araaneeaaeeaeaaeaeeeaaaanns 89
AWS CIOUAHSM ...ttt e e e e e e e e e e e e e e e aab e eeeeeeeeaaaeeeeeesaaannnnnes 90
AWS SECTEtS IMANAGET ..ottt ettt e e e e e e e e e e e e aaaeaaaaeeeeeeeennnaaes 90
AMAZON COGNILO ... .ot e et e e e e e e e e e e ettt ee e e e e e e e e e eaaaaaaaaaeeeeeeeaaaaaaaa 92
Amazon Verified PErmMISSIONS ........uuuu i e e e e e e e e e e e e e e e e e e e e e e eeeeeeeeaees 92
w2l =17~ SO PUURORRRSR 93
= i A 11V | RS SRR 95
TN e o OO 95
BB R BRI — BB A s 98
BEER 1. BERHY OU IR I o, 98
BEER 2 @ B E R R B D R et 99
PR 3 HERE T B .o 100
BB 4 FE T B B R A R M oo 101
PEER 5 REEEPRBPREIIERL oo 102
B R 6 1 BB B R B oottt 102
AWS SRA BRiE B I AT B EE .o 105
AWS OrganiZatiONS ........uuueeiiiiei e e s e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaa— i ——————— 105
F AT S T O (o T T I N = SRR 106
AWS Security HUD CSPM ...ttt e et e e e e e e e e e e e e e e e nnnnennees 106




AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

AWS G0N I it ettt et e e e e e e e e e e e e ettt e et e e e e e aaaaaaaaeaaaaaaaes 107
AMAzZOoN GUANADULY .......oooiiiiie ettt e e e e e e e e e aaaaaaaaaaeaaes 107
LA et — e et e eeeeee et e e e e e aaaana_Eaaeteteeeeeeaaeeeeeeaaaaannnntrtnteneeeeaaaaeeeaeeaaaanns 108
IAM ACCESS ANAIYZET ...ttt e e et e e e e e e et e e e e e eeaas e e eeeensaaneeaes 108
AMAZON DEIECLIVE ...ttt a e e e e e e e e e e 109
AWS FireWall MANAQET .......cccooiiiiieeeeeee ettt e ettt e e e e e e e e aaaaaaaeeees 109
AN g = o] T [ 1< 01T (o ] RS PPPRR 109
AMAZON IMACIE ... e et e e e e e e e e e e e et e et et et e et e e et bann e e e as 110
AMAZON SECUNLY LAKE ...ooviiiiiiiiiieeee oo e e e e e e e e e e e e e e e e e e e e e eeeeeeeassssasaaanna 110
AWV S WV A ettt e e oo oo oo oottt et et e e e e e e e e e e e e e aaaa—at ittt teaaaaaaaeeeeeaaaannnnrarrneeeees 111
AWS Shield AQVANCEM ........uiiiiiiiiiiiiiiie ettt e e e e e e e e e e s e e e e e e aaaeeeeee e e e nnnneeeeneees 111
AWS BEBEHEIE o, 112
AWS AUit IMANAGET ......coeeieeeeeeee et et e e e ettt e e e e e e e e e aeaaaaaaaaeeeeeeeenaanerres 112
LA BE IR oottt ettt ettt et e e te e e eteeteereeete et e eteeteereeeaeenteaneas 113
AWS SRA Bl R R B R TT B ..o 117
L= = SRR 120
Bigk © AWS Z2M, B M EIRIRIE oo s 122
STHERBEEATER ..ottt ettt bttt ettt ettt ne st ne e ne e e 124
SRR 129
B ettt e eeeeeeeeeeeeeeeeeeeeeeeeeeeaaaaaaesseeeeeeeeeeeeeeeeeeeeaaaaannnnnnattteteeeaaeeeeeeeaaaaaannnnrreeeeeeees 129
A e eeeeeeeeeeeeteeeeeeeeeeaaaaaaaeetteeeteeeeeeeeaeeeeeaaaaannaaannteeteeeeaaaeeeeeaeaaaannnnrrrneees 129
B ettt e et e et e eeeeeeeeeeeeeaaaaaa_———ttetteeeeeaeeeeeeaaaaaannnteanteneaeaaaaaeeeeeeaaaanns 132
ettt e et eeeee—eeeeeeeeeeeeeaaaaaaeea——e—eetteeeaeaeeeaeaaaaaaaanntrtnetrteeeaaaaeeeaeaaaaaanns 133
15 PRSP 136
oo e et e ettt eeeeeeeeeeaaa e aehEeteeteeeteeeeaeaeeeeeaaaaannnnnttteeeeeeeaaaeaeeeeeeaaaanns 139
ettt ettt e e e e e e e e e e e e e e eeeeeeeeeeeeeeeeeeeeeeeeaaaaaaannaetteeeeeeteeeaeeeeeeeaaaaannnnnntreeeaeeeeaaenn 141
PP 142
PRSP 143
| e e et e eeeeeeeeeeeeeeeeeeeaaaaaaa_tettteeeeeeteeeeeeeeeaaaannnaaantteeeeeeaaaeeeeeeeaaaaaannnrrnees 144
L ettt e e e oo e e et eeeeeeeeeeeeeeeeaeaaaannaaaetaetteeeeeeeeeeeeeaaaaaannnnrnteeeeeeeaeeaeeeeeeeaaaannnnns 146
U e ettt e et et e eeeeeeeaeaaaanaaattatteteeeeaaeeeeeeaaaaaannnrnreeeneaeaaeaaeeeeeeaaaaannnns 147
0 PP 151
P et et — e e e e e eeeeeeeeeeeeaaaaaaa————eetteteeeeaeaeeaaeaaaannntetnteeeeeaaaaaeeeeeeaaaanns 153
PP 155
R ettt et et e e e e e e e e e e e e e e e e e aaaa—e—eteteeeeeeeeeeeeeaaaaaaannanttaateeeeeaeaaaeeeeeeaaaaannnnnrrneenees 155
S ettt eeeeeeeeeeeeeeeeeeeeeeeaeaaaaeEeetteeteteeeeeeeeeeeaaaaaannaeteteteeeeeeeeeeeeeeeaaaannnnnnnanteeeeaeaeaeens 158

Vi



AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

e e ettt ettt et oo eeeeeeeeeeeeeeeeeeeeeeeeteeeette————————————aaaeeeeeeeeaaeeateeeetererrrerrrrnrra———_ 161
U ettt oo e e e e e e e oo et et eeeee————————————— e eeeeeeeeeeeeeeeeeeeeteteeet——————————————————aaaaaaaaaaaaaeees 162
N ettt e oo oo oot eeeeeeeete—.———.eeeeeeeeeeeeeeeeeeeteeesteeesttettt———————__aeeaeaeeaaaeeeeeeeeterrrrrnrrrrnnn_, 162
N ettt ettt oo e eeeeeeeeeeeeeeeeeeeeeteeee—————————————aaaeeeeeeeeaaeeeeeeeereerrrrrnrrrn——_ 163
Z e eeeeeeeeeeeeeeeeeeeeeeeeeeeeee———————————————aeeeeeeeeeaaeeaeeeeetererererrr————————— 164
.......................................................................................................................................................... clxv

Vii



AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

AWS Z£2Z3 18 (AWS SRA) - %UERB

Global Services Z< BB, Amazon Web Services (ZE£25E)

2025 F 12 B (XHE LK)

ETEENES , U8 AWS Z22ELHE (AWS SRA) K RK,

Amazon Web Services (AWS) R4 S £ 48 (AWS SRA) 2EZIRSBEHRIE AWS X2 BE=E
WAENTEREL, FHCKRIBEIZT. BENEE AWS Z2BRE , FHEHES AWS BENETE, B
BERUNEGE AWS Z2RENEEXREAEREES  ELEBUNMNHMERELZLEE, EHPHEMN
EECMNRESRN AWSIRF , UREMNAEEMZLREER., LHEBEZESIMHT T7THFENR
BESTEER | fINFEAWS Z2 YL EREINER,

SENERNEZRAEMAY AWS EREFNEBERAER, AXXHRESZE , ER—HEMFEM AWS
R REBERENEHUIES , T AWS SRAEXBREFEFHNBRTEZEAREALTSERRH
MR ERERT. BETFHETENER, EHit , & AWS RIFAVRRFT A se It R IR R E AR

Bl ZRFEBUANESITEELRRE , UFSENERRRENZLER, EEERRT AN
e, RAEBE A BARMIANRE,

AWS SRA R —#BiE 55| , ERBIRBANIERE., EFERERURTHBLNRBREZEHE
#o. BRXERHES TSR] B HMARBAEE B

HARMABEERERFAER BRBLE-ERERER MALABRVEGRERFNERAH

Lo BALEBMERXNEALXH  HAREHBE, TESEBMARSE , RLETTURRE (&
BzeEE ) JEE (LTUNEFNEARHEINSR ) BREE, 2E , EUNEEXHIUETNE
BHERZABHREFRA, BE. kRFER., EENHEH.

RN 7 R T E R B 8%

- B3R AWS SRA 2 ER it AWS SRA HIRME ST I ENHEMIESINEXHHE,

« AWS SRA M{E SIFREE AWS SRA WEI#, RIAMAEAECRGSRELLM  URIHEARE

- 2 ERSWE AWS ZiRRALE (AWS CAF), AWS Well-Architected 22451 AWS HEEEE
B Wik AEERE AWS SRA 5 EItERERN TR,

« AWS Organizations, RFEF IAM ZE## /T AWS Organizations BR¥5. SIHREARZ S IHREMER |
WM B BN SRS REEEIE.



https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://docs.aws.amazon.com/security/

AWS AR5 AWS Z22EZH (AWS SRA) — %0

- AWS Z22EZHEREHREE , ERIeE AWSIRF |, UK —RATANZEREFIhEE,

- £ AIML RAFEHN WAELE R AWS IR FEAATIEENHBEEE A/ML) , UiBBEER
BENLZL BB, BALERT AWS R PaSELEE |, U AERRLINEE,

- BELNZSEE - 2B H EBE SRA Rt AWS 2& | RHNAUAERBREBREESCSH
TERBNIEE,

- AWS SRA HEEBREFESRAERmPIRNERIERREFE  HETEER S R EBMRAR
EE,

- IAM BERREBZSRBEZEEER AWS Identity and Access Management (IAM) 38 5|9 FE EF 15
L&,

- AWS SRA EXHRFEZ VIR AEE GitHub BREEMNSEH , TiHBIBERASNIEMIPBANM

FEERMN LS| MEBENX, BILUEEA AWS CloudFormation 5 HashiCorp #9 Terraform ZB&
g5, ©MEIRFEXE AWS Control Tower HIJEAWS Control Tower 31,

EaEEE AWS Z2tt, FoMERRBNEE , YRHEASERBENFMAETERS, XHELT
SFEERERERANERANFRANEE R, GG RSS HEURSE2EEA,



https://github.com/aws-samples/aws-security-reference-architecture-examples
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-reference-architecture.rss

AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

B3 AWS SRA 12\ E

EITEHENES , U8 AWS ZE£2Z 518 (AWS SRA) BYRK,

TEERERNEN -2 , RHEBEBNKENES , AR R NEELZ2EE AWS, BEXETEE
RIS (AWS SRA B i5E). BREIE (SRA Verify) , ARBEEZOREBIRARREBNREE
HERES.

AWS SRA - /URE ( R¥ER )

FEEARER AWS Z2RBNER, EREANMEREBNER  EREEX, BERAEAREIE
AEMER, LERTHEEE FREBRAETRENESE , AWS EIHBIEIEAMN AWS SRF %R
SEE  LEEEBRRRZEHER.

AWS SRA - R ABRETZEE

AWS SRA - U RIBIEEEREMEHRY , RRFSBELREIE. BRARXAENSRIERER
MRBER, EERAFERZORE , WEE AWS SRA - OURBIEEEEMER.

TIHEREHFSBERSIRENRBERN

- AWS SRA- 54 EHE RENMAEBETER. BXEEFX I NENERBRLRNIES AWS,

« AWS SRA - B2 L& MM EEER AWS R , UREPRIEFHERIRSPEFEEGL S,

« AWS SRA — BB SEER Rt S AWS SEBIRFERE AR RABER MR | i RELRN
ZEEHOE (IR) £HE,

TIEREHEERARXERENABER, FEEEERS R R KRB EFEINELER -

« AWS SRA- Al Z2MRHLZLRBER  URTVNZERRAENX , EBEALEKN Al RERES
£ Al AWS TZhEE,

« AWS SRA - loT 12HEEETREE 1oT ERARRAN TS EEESE AWS,

A, ATEERANSRESRIUERRBNEBE !

« AWS BRAESEE (AWS PRA) AEEEAERNEARNRMZLEE  BEXEXERZNE
MEESHER , fln—RERREESR (GDPR), MM EEERIMEL (CCPA) HEH —RERRE
7% (LGPD), AWS PRA Rt — A5 PIst ¥ Hh BB FIERFH NHRERNIEE 5 & AWS R#.



https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/awslabs/sra-verify
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-identity-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-perimeter-security/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-cyber-forensics/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-generative-ai/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/privacy-reference-architecture/

AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

BMEBEK AWS SRA - ORBIERERG , W THRERREE K ARSBWRIET , LA AERIIE
MEE. NFLATENFHER , F2RAWS 222 ERIE,

© HEE
ETRIFEHLBBEREIT AWS SRA BEXEF NS EREE , LA TR T zip MELH
B AZ.

TRERKFEER (Microsoft PowerPoint #3 )



https://aws.amazon.com//prescriptive-guidance/security-reference-architecture/
samples/aws-security-reference-architecture-diagrams.zip
samples/aws-security-reference-architecture-diagrams.zip

AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

AWS SRA BY{E
HEITEENRS , UFE AWS Z£2E 4 (AWS SRA) IR,

AWS B—lXE ( MTEEK ) WEENLZEHERE. FFERMANBHE . HERXE. &
BRE. SREVNSRRUNFEEARTRH, MAESEFERM  wMNEEEFHTHRAR , LES
AWS Z2BRHFNKKER . ERMEFTFESEAERATREMFIEGER K SHR=EELIEF

- EFFREEZETANERER  WTHRNMFLEEHE, RENREAWS Z2RHK. REELENE
ERBERFNBLELELBE? RER—ERERF , ERAASASBRBEBEZIRE 2 EE (L
B (MEBENHAWSIRF) MABNZEBR? FFEXIEMEREY (RFTEE) ?

- EFAEBEEEEAMS AWS Z2RENTEEM. RTSEBRBNERDIE (HNETR
BHEHERSE ) 2/, ELBERBHERBEFRE, RANEFEERSRE. AXAHHREHLAN
HHERBETSEAWS REEBEENRERE , SREE

- EFEESHIESINES , ARARNAABERERE, flw , wAEXNASFEEEtb R
HinFAMELR AWS Config , LEEABLEREZNEZEETEETR? EFFRES , THERE
AWS Z &R NIRRT ZEE L 2 R,

EMEE AWS SRA I EEEE, FEPNE—EELIEF (BEVBBNNE ) REXRBENAEL
BB SRIEDR, RPRMHEEBEMN AWS Organizations 284 FMaccount-by-accountfiiR | 5288 AR
BHERNM, EERRERBTEPNE_—BXRIEF (NNUZREELZERY ) K FREEH K22
R ERZEE AWS 8. AERARE AWS HBP TREBKLLREHEN G E, I, B
MENEEERMREEAZEXIRFHFRT , ERME T NARELZLRBASIRIRFNRELE .
Amazon Elastic Compute Cloud (Amazon EC2) #{17{E8. Amazon Virtual Private Cloud (Amazon
VPC) #3% , UREEZHNIRFE, &% , E=BXIEF (REEES ) aRREE@EESIP , LHRE
AWS SRA X ERAEEH M ERIRBTR , UKk AWS SRA BRIBRETFEFHNERLS,

w{al{E A AWS SRA

BEEERFEAKRETHNNVNEME , BZELREMN SRAAWS FAAR. LTR2% AWS SRA EEH
BRZFENAELEE (X£EE. SEIEINEXBLES ) .

- REACHZEEBERBERE.

mfAIfEA AWS SRA 5


https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://aws.amazon.com/products/security

AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

ERERRARSG AWS ik IRE , ARRELNE —EIRF , ARKEBLERIL AWS HRE
AWS SRA HiRBAIBBRERERBAVHS ., RIRFEBNLZERBNTEERRE A ARRBRBENSE
ERMHE, e, RLEENERERETAE. NRENELEREYRBESTEESH , £
LAENS BRTRRAHY AWS SRA | T HAEEBZ 22 EREBNER., EE 7 HMN{TES AWS SRA
Ry B BiIRRE , FSREEL SR - 7RG E—.

- BB (MEET ) BEBENRFTMINEE.

MREERBELLRFTNEN , BERET —LRERLBE AWS SRA #IBIBE. AWS SRA KIFRE
BEHUN , TRUDEEERRALECHZ M, NRENTLERFTE AWS SRA REF—H,
BRLEREUEER KERRERR AWS R, WRENZT2HRFTE SRA FHNIESITRAREE
TE , EF—EREMESHN AWS BiR, kit , LBRAREERERREHRKERF. B6E
2R3 AWS SRA REBBN S ZHENRNRERE, ENRESR, ZRIEBREFRTER
RBENRBERE, SE , BUEEHERE AWS Partner Network i EFIZEMEE 2 HFTEARER
MEMMRERITRE AWS BRI, MARER . AR , FUREAYE  EURSBRRELIAR
RRBIBETFIBERANERMN. AWS Wt EBRFGRAME. ER-RMRE. FEE[AEMNELIE
FF,iREREERTREGREREBEENENTHE, BREERIKR AWS SRA FHfERERBHK
RBRMNE  HERREEIONBEEE. BERRLREEHNELESE , BERERLHEARRR
RHOVEBEIERF.

- 5| ERBEACHEERE,

AWS SRA EfEE e EIFENES (1aC) BARMERIE, NG ERBRBENEFELNRZSEE, B
UERAEEXBRTERRN LS GitHub REEFEERANRA., e EZIRMEHRE
AWS SRA EEHEXNEREHFIRE , BETSEBENZ TS, Sl IAM ZBHE. Amazon
Simple Storage Service (Amazon S3) ik F 2B FE. Amazon EC2 F85% Amazon Elastic Block
Store (Amazon EBS) 11% , AR EE KYEES , AWS Control Tower SAETEHT AWS 1RF A REUH
EEREARBRIESHIE,

- E—FHTHE AWS K2 RBMIIEE.

AWS SRA FIEEFNFRIIEEEhEE , URER AWS Z2 ML L HBERBNHENEEEE,
AWS SRA W —IEIRER Rt L £ AWS REEENSENME , UREMUAESIIKRFRER —E
EBfE, EEATRATHREREMRRFRINSERKNINEMER, Hh—E&HFR5H AWS
Security Hub Cloud Security Posture Management (AWS Security Hub CSPM) 21{A{¢ & & AWS AR
#%. AWS Partner Ef , EZER L ECHERAENHNZREER,

- HEEBAENRSEEN®

mfAIfEA AWS SRA 6


https://github.com/aws-samples/aws-security-reference-architecture-examples

AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

AT NEET ML EBRETBKN —EEEARR THRESTHNHEASEFERLMENEST.
flgn  RENERZAEERNVEE  BEaETDEKNEEERE. BRAESNERAEER=E
AFHEEFNERAZSIERFNPRERKERZR? 55 , BHEAEERK (SIXBEN) 2BE
EETEERED QUEEFIEERENEETIE? 5 (A€M , MRENBHBE —EERE
HrfEMZSHNEEE  ESFEH EFEIL AWS Key Management Service (AWS KMS) £ 1Y
FH, URELSWMEEERNIRS, THEBNEYE - SEERNER - BB EESTERES
FRH AWS SRA, MRty , L EBNNRENANRAGEHBECNEZEREETEENT N,
AWS BZ2—HEH7BXRERER , HEP I FESEKEERBHIFESRBNERERRLEG .
EPXNLZ2HEREEKNEERRERR , ETEFASHEEAMIBPENAR H YERHHE
FRAARE, RIREBEMEMH. AWS SRA L2 BRI AEAE LRI IE,

AWS SRA HWEAEEE/EXR
LR AWSSRAWI/N\EERRBES K HEBERTNEETSMHRER,

« AWS Organizations fliEEN ZIRF XKLL EBNLERR, BEEHIRIEESE. ERMNE
8, ABE S B defense-in-depthZFREE IR T EE, RIEMERENETPE—SNBTE—E,

« Defense-in-depth2 BEMEMBIELZ LSRN EEZRFER, ©UHEIETE AWS Organizations
RBNTRBIAEENZSEG  EAURSHENTERERE MR- BEEFERE , BlF
EfRBSHMES 1T ERMES. AWS SRA B7RE AWS HiiEEBTREBMNTRE AWS IR 8w
EVE | LAK 454 i 8 L AR 7% 2N 175 Bh 483Z Ak defense-in-depth, THEEE AWS S — SR B
defense-in-depth#l 2 , Hh I EEFAENIRS TERWERFTEH,

- BZEAWS IR M EEASELRLERERKR , UEERABEEMNERERRE, RBEN
BEZBREHITE AWS SRA B, TMEEEE AWS R M AN ETERE (S, BFHHRE. M
27, B FUBR )  EEZERTMUMTSERENGER. XEERERNESRE —L REW
fIERE AWS BB EE, HtBRBEE— RFPEFRE , FERBSER THIERMELEF
AREFAl, ZREMERR , THBEREERE. 7BNREHE,

- EURENERT (WEREEFANR ) , BAA AWS R RBBESERS S ( 2BMEES )
WEE—H-—BWLAER  UFBREBEENITEEHENEA , TIRREZESHNTE,
AWS SRA {1 AWS Security Hub CSPM ( £ RAERFEREZEMEHRME ) . Amazon GuardDuty
(REEBMEEEA ). AWS Config ( EREEZEMEEER ) . IAM Access Analyzer ( EiRTF
EYEE#® ) . AWS CloudTrail ( EZEREHPCHRIE API JEE) ) M Amazon Macie ( EXl2 5 )
ER AWS R EMEESE WERES AWS IRF,

- A AWS OrganizationsZ X B2z WEREENEE , IXNEREBRZREE R, ETEL
& AWS RERFEMASXERBENEES, ZEMNEEBERLERNTEBERKRMEEMY , SUREH

AWS SRA KB E 2R 7



AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

EXFEATRNES , REE AWS R ZERE., ki, FAZREESTIHBEREIE AWS
Organizations BEIRF N FERMEEFF IEAER,

o EZH AWS BT EEEPNER, EBENEE, BBEA AWS R XEZIRF (AREZE
H) &E  URBRNWEEBEINE , BUUELNPRZS, BENERIEEREAREZ T THM
BREEENREEEBNERRE, Ik, ERTURBETEERER  BoMEHTHREARED
HHA (SDLC) R HMEHBE RN LR LRE,

- [ BBEEELEEEN T SIS AWS Control Tower REREMZELNZIRE AWS IRIE | 5L
S| EBRNEESELBEE, AWS Control Tower IZEEE , LIREELEE, IRFBSERN, £
hREHE , URARBREMREFNEERTHERE, A%, B LUEA Customizations for AWS
Control Tower (CfCT) f#3R A %K , EiB AWS Control Tower BAKN L 224, RGHELENEERE
A EEMIRS , 0 AWS SRA B IBREFEMT. IRF IRINGESRBRENIRFHERE , B8
BEENREHRNIIRS , LURE{ AWS ABAMNIRS ., BHATUEHE AWS tRF SMEIE=
EENABEMN (OU) , BIEEEEZIRBHN@EBI AWS Control Tower,

- AWS SRA B IR Sl RE A A BB i ARERT (1aC) , BE{t AWS SRA IEEHHER
B, EBHEEER , B0 laC RAEBTHHEHMEARN , Y EHBEEB 28 ELA
o laC BEBEZE (0 SDLC REFHFE ) RIEFIBEEM , HERR -—BUENTEE
M., SRA ZXTEEIHI A LLEPEE AWS Organizations ZIRFRES | ERESHA AWS Control
Tower, WWRIFEFEE NIRRT ZE AWS Control Tower E4EAWS Control TowerBREFH A AWS
CloudFormation#1 Customizations for AWS Control Tower (CfCT) ZBEBFAIH. TEE WERAR
AWS Control Tower E#AWS OrganizationsIREFEH E1TRIFHAWS CloudFormation, f1RZER
£ AWS Control Tower , BIRT LA AWS OrganizationsE B #E R A R,

AWS SRA KB E tEX A 8


https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://github.com/aws-samples/aws-security-reference-architecture-examples#getting-started-using-aws-sra-in-aws-organizations-environments

AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

TR

ETEENES | UHE AWS RS E4E (AWS SRA) H KK,

AWS SRA BA =8 AWS £ E# . AWS EHIRAZEME (AWS CAF), AWS Well-Architected 1
AWS HEEFER,

AWS Professional Services 3 7 AWS CAF , BA1#Bh/ BIR&ET FE & IR R LA R A E i o
BERENESINREER TR SAERELCEN T A BRI EEEmEENSANAZE. AWS
CAF E51EsI BER NEZERMEE , BABY. SEBRNFEE T e MENSEEBEMEENER
WARREE. —BRME , £ ABNEEBRREENELIE , MTEE. ZTeHFNEEBRHAUZEER
R iTzhee,

AWS CAF N &£ B R B EEBBEXEK P EGHHENZENEF, ERZEIEPHER AWS &2
&, Wi SRR RBIERER,

AWS Well-Architected AI GBI EmBBMAAHEARXNIEFESEERS. SN, EHESRR
MWEREMR, EBUAAIZIAER  SHEE, 2oM, THEME, RERR, REAKELCNKE
H, XATFRME AWS — B 5 A RFTMAEE |, UEFEUERREERNERET. RMEE  BE Well-
Architected TEEE AT KigiR S EM A AT REM,

Well-Architected Framework Z£ X R AIMMAR A ZE RN RIBEBIRBEER., REMNEE , UK
EBNREME, ERHEITERBFIN AWS B , MEESWERIEHRER, BEEHA Well-
Architected Framework EEtHI , AT BEE. BEARSRE. AIML IIEBEREEFRTEZAR. E
B A AWS Well-Architected 8,

ZLHEEHARAWS M EF2ENHEET. LEARREIRBARENRIEAE BA & AWS B
£, EENEFREIREXERRNERCERREREMERRERZSMEN Y., SN, ZEEEE
SEEERR (BRBEFNRLEFHEES ). EARIEER. ARFHEERMNE, BEREHHEK ,
LAR AWSFrIR 2 £ B X HEHVAERE, ¥ Amazon S3 Hl Amazon DynamoDB SRR , &
AWS BREERNRE. FEEXRFENTE  MASUUEFEIHRERERMNHERER, CEEEEEH
(BENZRE ), 7HBEE , URER IAM TERERBENT. WEABEREEHRAE AWS
EEEFNZEM (LHRMEBEARBHT PRUHCAERBHVERSE AWS EiF) , TEFEEEERNZ
=M ( BUARAZERKN AWS Ein R ) -

EELER M HRMEMNIESIP , MESZEE AWS SRA NERFTMEAFFINEEE | TLWENR LR
A,



https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://aws.amazon.com/professional-services/CAF/
https://docs.aws.amazon.com/whitepapers/latest/overview-aws-cloud-adoption-framework/security-perspective.html
https://aws.amazon.com/architecture/well-architected
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS FEig5| AWS T2 E5E (AWS SRA) - OB
= L
T4 IEE

AWS CAF WE2BEBIR T W& , IR EERERNBR THEEHNKEN, TEENMTH
38

- RERE | UEREAS AWS RETHHEBENEERZEAG. BE. BX. BEFNER,
- ZERFAER, FME. EENAEZLReRERBAETEINERIE,

- ARABRREESDNFFINS 2 NEMEE,

- AR THBANBBEERLERERE, BEFERBITANREER,

- WRER , UEEEL. 78, BENESRLZLNE.

- EMERGERE , SHBRE TEEHFNRENBRBEREZ IRE,

- BERMRE , ERERN T REMNES R MAEENEG+HFIMERAER,

- BAEAZEM , NGB ESERAXBEFEANBREZLRR.

- BRARERLZLEHRBRDBEEENSHEE.

ZEFTRA

Well-Architected Framework Z & X SHI—HtERFTER , BB ERLETEBRATIHE
R TEEHZEMNERIES, EX2MERBERZTSRBWMALE | EL Well-Architected
Framework R Bl AE A UBRBIITHIRE, SR AWS SRA FEZIERM , YAETHE
B :

T}

- BERANEDER - BEREERFER , WHHESXEAWS EFNEE , LUEENREEFIBT
BE B, fSPETEPERE  EEHRERIBERENGE.

- BRATEMY - ENREESE BELAEBR  URRRERENSENEE, SEFNEEREERFE
TES , LEBHRAELEWMEE,

- EFFERBRERZSYN - FRZELR2EHEMdefense-in-depth 5%, EZERBMIEE (HlWHE
PrMEREREES ) EREMERE , BERKEE&. ERAEER (VPC)., BHFE. T EEBHN
EERKE., FE£XK. ERENERENESE,

- HBLRZEREEK - BB, UERAERNZ2 R TRELEREATSRARR LR 2
BENGED, BYRERE  YEFERFEFHERAFERARABNEENRHE,

- REERTVBEEN - BENENIBEABRER , YEBEREANSE, ZRHLNFEERHSE
L

RZEINEE 10


https://docs.aws.amazon.com/wellarchitected/latest/framework/security.html

AWS 75 R 5| AWS R4 BE 5 (AWS SRA) - B EE
- EAERHER - FARSFNIERBELIEREZEFNIFHEEERNNER, EEERBER
B, ERETEETERBIURAABERNERR,

« RESEMHMTER - ZBFEFSLEBTIRNEHAEENRERRNRE | ABHMITER,
BTRMOEERENERTRESR , MRSERN. HENERNEE.

wn{AE B AWS CAF # AWS Well-Architected Framework {5 FH
AWS SRA

AWS CAF. AWS Well-Architected Framework 1 AWS SRA R EHMZEE  ATHEXEESmHEBN
BRI E,

- AWS CAF I AWS BREBINHEEXR , HBEKEREANEEEMENEERRRE . FA
AWS CAF REFIEBHKEWHEBLIEF. FTHNXEZRERE , URRBREERER,

« AWS Well-Architected Framework B S X KX RN EERAERXN IEFESREHEERS. X
gE, EMNSUERERE AWS WESR,

- AWS SRA T B T B a1 BLAFS AWS CAF 1 AWS Well-Architected Framework Z &Y 5 = ZP
ENEBRLRE.

a0 , AWS CAF 2B ERSTANAEFEBEANERE2REE S BRFE AWS, BIBLENR ,
BRI LRAEANKENEAFTNRBEEN AT S RMEE (IdP) RS =R , 10 Okta, Active Directory
B Ping ldentity, #&81& AWS Well-Architected Framework F#385| |, REASEW 1P B B S
AWS IAM Identity Center , RENE TR TESHBFEANEERNTINE —ZEARR. STl
B AWS SRA B3 | £ AWS (BB SEIES HEUR IAM Identity Center , 3B % 2 B BB EA
WZETERFREET, LWEHIFREA AWS CAF M{AHBIEEHAIEN RS MEMBDBRE. AWS
Well-Architected Framework 12t a{a LAl AR BIRZ B & AWS BRI B9 B9385] , BAK AWS SRA
EERHERUMANRSNEEMEZ S RENES,

WA E AWS CAF 1 AWS Well-Architected Framework f£/ AWS SRA 11


https://docs.aws.amazon.com/whitepapers/latest/overview-aws-cloud-adoption-framework/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html

AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

SRA ZE[E# — AWS Organizations, &RFE FZEH

ETEENES , U8 AWS T2 2 ELHE (AWS SRA) K RK,

AWS B2, HRHENEBRESE AWSSIES RS AFNESEMOER LB, 8
LERTRECCRERERR, RESHABLRGE) , LHUBEMENRS, EESHERLRE
BUUE , URAMMEE AWS SRA T3 A @R T SRR ZIE,

REH AWS BIR AWS tRF Bftz:, FRAGERR , Y REERERBUMENRER. £AZE
IR ELZE2ERLE AWS IkRF REEAE , EAZE AWS IRFIRFEERBNRZAR
EHAR, AWS flmn , BRILUMBIRERE, SRERIERNEFEE BT EASEBTEBEN
(OU) R ERIMRF MEHEIRFEH , MTARERLEENBREREE. FLERTEMNERRE L BENE
AL THERERRHREERNHERS, WA ETETFERBREBANARNEE, kS
EBiRER#HES AWS Organizatons AR EHA ERFEMBAARRE  IEREINFEXENRS
B% (PCIDSS) S RREMEHEEMER (HIPAA) EFRPEERN THEEH 2 BRUB AN EE
KR, HAELUERE-IRFRKBEN AWS [RiZ |, B AWS BEREREE THEE R/ NFEHEE
IO ERE ZERF

APAATREEE AWS BERINVEIE, BrURTHEATRE (£AE. FEVNAR® ) W IAMER, R
BER  TREVIEHFARK. ERTFHT AWS 251, IAM E87E R BERMG , mEEATUR
EEM, BZERIERME AWS 88 , IWBAER. B, ERNEGNERES.

£ AWS Organizations TR Z %
EITHENESL U8 AWS Z£BERE (AWS SRA) B,

AWS Organizations AJ B EERRENERER , fRPEEMNRELNERE AWS . EBFEA AWS
Organizations , WA LUEBREXFRFTHFRELFHN AWS tRFE, BEER. FHEIRFREBITEESR ,
URESBREAZSRERIRSFHELETEE., AWSHBEA0 , AWSIRFE UWELNE—BNE
Bef, e —EEERFURZTEIZERERF. ASHITEEHHBURKERFF , BRLEHRR
TERFLEANAEEIRFRIEEABE ZEREEENIRS AWS R, SR PRUERMTE
MEEE  BENZLERRAR AWS HEEERSER, BULUBBE AWS HEA L ABRERR
BAOERER, BALSIRFE A AWS HEBIEN (OUs) , REBEIFASENERFNARRKRKRTRB

f# A AWS Organizations TR &4 12


https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html

AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

IR¥, AWS Organizations B RHBEBR , IRSKBAAN L RHEFERAZTHBTINFRERE
WRF. AEEERRBIZFIEEEK SCPs), EIRZEHBR (RCPs) ME &KX,

#EiB AWS Organizations , AT BAfEF SCPs 1 RCPs £ AWS ##. OU SiRFEBRERFTE
. SCPs 2EAREMBIRFPIHENER BEERFS (ERTELIRFFHTIESSHN —ER
) BRI, EEHE SCP E#F OU B , SCP &M% OUs THF OU MikF#A&, SCPsTg&T
FEAFT,. Rz, tfEEEEAS. OUAWS IRFHEEITRANFATLR. ENAFTEEFHE
N ERE B EREE AWS tRF P ERIER , LBBRRFFFI. il , R SCP EBEFEAE
Amazon S3 , B3 SCP ¥EMNWZRFEAAEEFE Amazon S3 , BIfEER IAM BUERARE R FFEUE,
MBFMMAFE IAM B3R, SCPs SEURNMARKARTFRIERTIMNFMEN , F2E8 1AM X4
W BUR G B8R

RCPs RERREBIEFTERNES  BRERLTBRE—EEM. ME SCPs , RCPsTEHE
BERIESTNER , t FEEFEMET., B4% RCP B OU B , RCP 1 OUs T#IF OU FiE
Pk, RCPsTRAETREBMTERNSATALT , LA NZE WTEAWS B, 245
OUs &5t SCPs B , BBAEMA AV HEEHERTEEE, SHEZE AM FRERE LRER
HER , LA AWS CloudTrail i28 AP| BRMIRISAE , T SCP BEMBELE,

SCPsHl RCPs2E I 2 HI1E, EALURIEERA SCPs = RCPs , iR IBEZEE M FI B 1TH FEUE
H, FREAEMEERER, flon, MRESEEREASN TR TFEEBABHER , B UEH
SCPsa TS, MREBERFBIHP LA G 2 FEEN ER , BRI LUEH RCPsH#EFI#ITIE
#%l, mMEFE RCPs M SCPs MEFMEAMBEARES , 5528 AWS Organizations XA SCPs
RCPs,

&R LAER AWS Organizations EERBER , SR EHNEHHITRMEMEB+ AWS BRI KREREE
FREMAERE, flm , SA LA SHE EEEBH Amazon VPC BRI A B R EFE. B SCPs M
RCPs EREBXTE , EFBEREHE AWS IRBFAVIZEFIFEFBHEIT, REBRES[EY APIsTE
N, MEARRGEZERBEREN , LEBHATRHAEEER. ELBRABHRER AWS R B
AR MEEARE | BMERISSI A IIEE APIs, BFIRFHBZEBRELHMETRBNERE , b
HEEEER, EEBRRTUERAZREEBIIGE OUs HiIkF.

BE AWS 1kF MAE-REAE , AREEAME AWS ERNTEN, FAR2REEK B
BRETEEARCERE  RTHARTEREAEN —LEEB 2. WRE AWS 1kF ZEB EEZE
AWS Organizations , A AERERAREAN , ARKKAAERERFATRIEEEF, EETEER
ERFHBRFIEZR , EUURBRREAEZR. FRERNBERE  LEAREKRFHSERE
(MFA), HBIFFERR , EETFZEREFMTEUNAIRFRIBREAERRE. KERFEEZERAERER
EEA , IHHREAEWITEBER.

f# A AWS Organizations TR &4 13


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/how-cloudtrail-works.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_authorization_policies.html#when-to-use-scps-and-rcps
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_authorization_policies.html#when-to-use-scps-and-rcps
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-enable-root-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-enable-root-access.html

AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

AWS Control Tower 1REIEMN FERBZEMEERZE IRF. v BEBLABT AWS IRFHRE.
BELHE. ERRS (BEAENERNEES )  ITRUEBRRZEEFETR, AN IAM EE
BER , BFFA AR , @ EEERE IAM X8 (fAERAR)  URESIEBERTRT IAM XEBH
BRARFF,

AWS Organizations A #BIEEREAWS IREERZEFE IRFH . Bl , EAILLEA CloudTrail i%E
B AWS ABETHFIEBEN b RECE , WPHIERERFERREHE. CloudTrail Bt LAER &
PRELEERRANERAWS Config , MBEERIEEHREER , YWIREREEE, SUER
AWS CloudFormation StackSets SEHEE AWS #E#%+ Bk~ OUs CloudFormation # & , LAMEH
BmEMIEFUFEENRZRLEER,

K FEEX#ERE AWS Organizations XEFEH SCPsAERFE., BBFERIEBBEERKE , NERFE
BEAUBRRMERBENEE , BEREBLNEZIEBITERE N —EEBIEN SCP ALk, IEBBHRIARR
TENHBIONATEE  RALE AWS fifRERTEEEHEM. EEFERINFARERER
B, AEERSRIFTE SCPsHA/NERRA, £ Effect TEMES Deny WERRK A |, BT LS
FEHRHEHEREER , IRERRE SCP MREMNELE. HRH , SCP FH AllowBRiRNEAR
FIEER ("*"), BERZERERS., WFEFHEAMELS , 528 AWS Organizations XHFHFHEH
SCPs R B

© RitEE

- HE , BEFEH SCPsiARTEE , B4ENK AWS ZE FullAWSAccess SCP it A&
SCP , UBARAFEEEATNWRENEE, EEREEIRFEAY , B SCP ( £
FRFEEERTNESEOU , EEEEIIRFAS ) NEARKITT. WERAKE FEE
¥, T EARZIESEEFNBBRNIEER. KEEEREHEATFHELHE AWS IR
FE Z OU M= 1@ IAM BRIS R BN 1E,

- BERRT  LEEREBFENAFEERBNES., ERANFFERERFFE AWS
P ERN AWS BRIE AFFEE |, WGtk SCP EEIEEHN AWS BB &, MRERFH
BRIBAFTENERBE  L8ESE OU EERHR SCPs, A% , B UERIEREEE
BAREIERERTE IAM BMfEREREFEM,

- RCPsEAR FEMNEIR AWS IR, WFEFHEF , F2E XHFH AWS Organizations
AWS fR#§ & RCPs jEE ., HTEER4EAE AWS Organizations X E# A RCPsti AIEEE
B, BREABTPRBA RCPs i , B85 ) AWS ZEBURRCPFUllAWSAccess® BB EH#
FfEMARE %, @OV, UREBHEBTHNEERS. SEEDBILBER, WHER RCP AFF
FIE ERMEEFEUEIB RCP F1t, ERTELMBEILMNER RCPs2al , TEREN

f# A AWS Organizations TR &4 14


https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/controltower/latest/controlreference/controls-reference.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html#rcp-supported-services

AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

IAM FFA] ER 2B A MBOEE, It AWS ZEBRRTERTFIUE, K&, B REH
By RCPsf A EBBRATEE , UHHEEBHERFEG

BERF, ZEEFERNEREES
EATHENES , UFE AWS REBERME (AWS SRA) KR,

EERFE ( tB#A AWS Organization Management 1§ S5 Org Management 1RF ) ZME—# , it
EHEPPSEHAMKRS TR AWS Organizations, EREIL AWS HEBMIIRS ., RUIRFE , BRI E
AWS RS AWS #EPEY | BEHMRARSMALR AWS (EMERRBRAKRERS), #
AWS HEEHBERIRS |, SIRAE IAM BERERE AWS BB HRIRS. OUs IRF RS,

EEIRF2EIR SCPs, RCPs MRIEEE ( Sl CloudTrail) HBEALZLEW , ESTFEMRBT
HFEREIRE AWS , EE#—SREIEERSFFMNETT , RS ELHFTERERS —EEE
HRE , flINZLRE,

EERFHEAENRARFHNER  XEREXARERFRBNMEEAR. SEEE AWS BENE
HIRF, —IX AWS tkF ReER—1fE AWS BRI R 8.

HRAEEIRFHEENIENTEHE  RAIZBERHIHLIRFNEFR , YEEFIRTFEECMNA
B, METHBEATHEFNIRRZEENEFRNZRNEES, SUERESEFIRBALE
EW AWS R , BAGSERY , UAREE AWS B8R HIRFHHITER. ESFERTFHTREL
RBRTE  EFEXE IAM EAERAENA. SBUUEREENEFIRREESFLEEENRBAE
8T AWS BB IRF PR REMBREFHEER. Hla , AWS SRA WARBIEIRIRF B B R 8E a{A
&F CloudTrail FRBEENFEUE , AEAB AWS HHAAERS HE YT CloudTrail #B#EHE.

B AWS R X8 PHEREE S INEE AWS Organizations. EiBULINAE , AR AT LG AWS
BB AWSH R BIRFEMAXERE S AWS ABIIRFNEES., WHEALEATRNBERKRME
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/global-services.html
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https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/

AWS B =IEE| AWS R4 BE 5 (AWS SRA) - B EE

OU — Infrastructure

Org Management =

account @)
MNetwork

account

OU — Security

A
@)

Security Tooling
account

O

na OB

o

Log Archive
account

o

Shared Services
account

OU — Workloads

A
e

Application
account




AWS 5 &5l AWS Z£2EH1E (AWS SRA) - RUEE

EEE AWS HBPEHRZE R

ETRHENESE , UEE AWS T2BEHE (AWS SRA) AR,
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KIEBE,
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TA——
:‘) < AWS Config® AWS 1AM Identity Center  AWS Security Hub CSPM*
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L A
| 35
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D A AWS CloudTrail AWS RAM Amazon GuardDuty*
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] h
Network & (&? AR
content delivery .
AWS Firewall AWS Artifact Amazon Macie®
8% Manager
o —
> e
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Organizational policies AWS Control Tower AWS IAM Access
(SCP, RCP, declarative) Analyzer®
AWS resources I% Denot}as s_upport for .
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IAM access advisor — AWS Systems
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AWS Config* AWS Secrets Manager AWS Security Hub CSPM*

p—

D(A) Organizational unit (OU)

o

D A _____ ——— _< AWS CloudTrail AWS CloudHSM Amazon GuardDuty*®
O (org-level)
AWS account a
> e 2 AR
Network &
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S = ;
@ — e —— D' = 'A
2 T Lo
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@ (oﬁO? .
B W) Q%)
AWS resources :
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https://docs.aws.amazon.com/general/latest/gr/root-vs-iam.html#aws_tasks-that-require-root
https://docs.aws.amazon.com/general/latest/gr/root-vs-iam.html#aws_tasks-that-require-root
https://docs.aws.amazon.com/accounts/latest/reference/best-practices-root-user.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/config/config_management_account
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/config/config_management_account
https://aws.amazon.com/security-lake/
https://docs.aws.amazon.com/security-lake/latest/userguide/integrations-third-party.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
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https://aws.amazon.com/macie/
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https://docs.aws.amazon.com/macie/latest/user/macie-accounts.html
https://aws.amazon.com/about-aws/whats-new/2020/01/announcing-amazon-relational-database-service-snapshot-export-to-s3/
https://aws.amazon.com/about-aws/whats-new/2020/01/announcing-amazon-relational-database-service-snapshot-export-to-s3/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-securityhub-integration.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-eventbridge.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html
https://aws.amazon.com/what-is/automated-reasoning/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-checks-validating-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_grammar.html
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https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckNoNewAccess.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckAccessNotGranted.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation-action-last-accessed-support.html
https://github.com/aws-samples/aws-security-reference-architecture-examples
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https://aws.amazon.com/blogs/security/introducing-iam-access-analyzer-custom-policy-checks/
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https://aws.amazon.com/firewall-manager/
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https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/s3/s3_block_account_public_access
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/quicksuite/latest/userguide/what-is.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ways-to-add-notification-config-to-bucket.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-gateway-load-balancer.html
https://aws.amazon.com/transit-gateway
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https://aws.amazon.com/network-firewall/
https://aws.amazon.com/blogs/aws/aws-network-firewall-new-managed-firewall-service-in-vpc/
https://aws.amazon.com/network-firewall/partners/
https://suricata-ids.org/
https://docs.aws.amazon.com/waf/latest/developerguide/network-firewall-policies.html
https://docs.aws.amazon.com/waf/latest/developerguide/network-firewall-policies.html
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https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
https://aws.amazon.com/security/provable-security/
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https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/amazon-vpc-sharing.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://aws.amazon.com/blogs/big-data/securely-share-your-data-across-aws-accounts-using-aws-lake-formation/
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https://aws.amazon.com/verified-access/
https://docs.aws.amazon.com/verified-access/latest/ug/user-trust.html
https://docs.aws.amazon.com/verified-access/latest/ug/device-trust.html
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https://aws.amazon.com/vpc/lattice/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/services.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-networks.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://aws.amazon.com/blogs/networking-and-content-delivery/build-secure-multi-account-multi-vpc-connectivity-for-your-applications-with-amazon-vpc-lattice/
https://aws.amazon.com/blogs/networking-and-content-delivery/build-secure-multi-account-multi-vpc-connectivity-for-your-applications-with-amazon-vpc-lattice/
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https://aws.amazon.com/cloudfront/custom-ssl-domains/
https://aws.amazon.com/cloudfront/custom-ssl-domains/
https://aws.amazon.com/cloudfront/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/SecurityAndPrivateContent.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works-components.html
https://aws.amazon.com/marketplace/solutions/security/waf-managed-rules
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https://repost.aws/knowledge-center/waf-send-logs-centralized-account
https://aws.amazon.com/shield/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-support.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-support.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-proactive-engagement.html
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https://aws.amazon.com/shield/pricing/
https://aws.amazon.com/shield/pricing/
https://docs.aws.amazon.com/waf/latest/developerguide/monitoring-cloudwatch.html#set-ddos-alarms
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://aws.amazon.com/certificate-manager/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
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https://aws.amazon.com/route53/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
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https://aws.amazon.com/systems-manager/
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://aws.amazon.com/windows/
https://aws.amazon.com/mp/linux/
https://aws.amazon.com/rds/sqlserver/
https://aws.amazon.com/rds/sqlserver/
https://aws.amazon.com/workspaces/
https://aws.amazon.com/products/end-user-computing/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-prereqs
https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-tasks-member-account
https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-tasks-member-account
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/regions.html#region-data
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://openid.net/connect/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/application-ous.html
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://docs.aws.amazon.com/vpc/latest/privatelink/concepts.html#concepts-service-consumers
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. HAEE VPC R HTEREREETIER L MASEMERREN T AR SIEER

#l, BELAERA VPC inE#& VPC FATERERE AWS R BEHA HTH VPC inBAR%E , AWS
PrivateLink M~ EEHERREMKEE. NAT £&. VPN E# 5 AWS Direct Connect E#f., VPC R HI#,
TEBTFEELE IP thut BB HE b @A AWS BR¥E., &8 VPC BE5 — 1B VPC ZEHRE AWS AR
% TE2#B Amazon #85§.

A VPC mEN S —BFERMARSEBENERE, EREBISBIHREE , VPC mEBEXREE
EZmEN IAM ERBE., MREEELIHEERER IAMBE , 848 AWS EEAFTEFIAR
EHTERR IAM BUR, WwEFRATEEZHIMR IAM E£AERASRESERR (Hlin S3 RFITEE
A, EREBEN IAM BUR , AREHRRETIEERKENFE. Mt—R , cEFES —BEEH , &
AWS F 8 A LABR &R s BRI AT IB o

Amazon EC2

BREMERZERK Amazon EC2 #iTERESFEAHTEBPEE BRI (IMDSV2) % 2 ik, IMDSV2
ANMESANREFE TRE , THREREN IMDS ; BEARER G, BRREXRE, [ARKS
ImEESR B (SSRF) RIE. BAME 3 BRAMER NATs, MEHMET , F2HPERE FHIEYHH
B AABEREE, RENREME EC2 #TEE PEER REHIEEINEERN SSRF KE.

FAMEE VPCs (ARFEANTE ) KIFEHERRHERRE. £ FHERRBEE— VPC
AWWERERXE (Bl , Web, BARXRERE), MRTEZXRLERMERERETER , B EHNH
TEBERALE TR, ZERALE FHEMW Amazon EC2 AP, MAEAMERBIEEE , BFEA
AWS PrivateLink, £AZ£EHERFHBTERNEFER. £/H VPC HiiE A REZEEEFHTER
HFRE. UseSession Manager & B9 —IEINAE AWS Systems Manager , A R FEE1T{EEE |
A RFEBEA SSH E#IENEE SSH €, AEXRENENEREREBH Amazon Elastic
Block Store (Amazon EBS) #i#k[E, BAJLAERE AWS 1R 5 2RAEHI 1123 822 31 9 T EBS WiRREF1RER
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©® EBEEE#H
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£ AWS B AWS P =@ AWS IRFE M ARA R B AY 8% Amazon EBS %%,
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https://aws.amazon.com/ec2/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/ec2/ec2_default_ebs_encryption
https://aws.amazon.com/ec2/nitro/nitro-enclaves/
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B AFEREM enclaves, BB enclave BEHITEIAI D Enclaves ERHEEXHTEENZ X
BEAWER, TEERAMLRT. EBXNERRA T BINEE, FHERE SSH E A enclave , M
BRHTERNER. EARXRFEAE (RIAEEE ) EEEFW enclave ANERNEAER, &
AILATE EC2 BITERPREBEZHENER , fIMEASSRINER (PI), BERRE MENEENE
BER, Nitro Enclaves AIZZHTAEARER , MALEOEABRENWES ., Nitro Enclaves B
BRNZBHEERE DS UURERERENENBEES T , XE BS , AWSKMS UER
&H Enclaves AIATFEUBEM B, EENRBIRBRENEERAEINKERRESE ., £/ Nitro
Enclaves EEHENAER,

HiGimE e = — B HAREH enclave F o HNEF. REREFRIEB Nitro Hypervisor T , T84A
enclave EXBBWREXH , AAHME=AZREFAET P, FEXMHITE enclave WL IBFFHH
B, #lI enclave N/AE£88. enclave MG ERERXNEES,

3E18iE AR Nitro Enclaves B9 AWS Certificate Manager (ACM) , & A LS/ E MFHE SSL/TLS BHE
E27£ B A Nitro Enclaves ) EC2 #1T{E# L#1TH Web ERAEXH Web fIRFHEEFEM . SSL/TLS
BEANRERRET , UEBBERBENLEHER LNERELBMF D, ACM for Nitro Enclaves
SBRIBE. LENEN SSLTLS BERERERASZ HENFHER. ACM for Nitro Enclaves &%
URENFESER, BERRENESBIBRELW enclave , AR EEREEN. FHBEAR Nitro
Enclaves ¥ ACM , BENFE M| enclave PRIFME , U LHTEBRACAEERE. 0F
A |, FFSBAWS Certificate Manager Nitro Enclaves X ##1#9 for Nitro Enclaves.

Application Load Balancer

Application Load Balancer 8B ABAERAREI BB ZETRAEFEPNSEEE , Hlin EC2 #i1T
B8, £ AWSSRAH , BETHB/HWEEFHEREAREN EC2 #1T{E. AWS SRA £/ HTTPS
EEEARBRBAEESINE, Application Load Balancer £ A REFBHE KK L AIIRELE | REHE
ZHAFWMNER , BEBEREZEBE,

AWS Certificate Manager (ACM) R4 B2 Application Load Balancer 4 , SRA AWS fEf ACM RE
£ MEBHLER X509 (TLS RS ) XERFE. B LUEIB Application Load Balancer 24 B &
FIEITHIGRIEARAY TLS 1.2 MR, MFEFMEF , 5520 Elastic Load Balancing 5788 3.

© RitEE

-« ¥7A1E Application Load Balancer E EEFAE TLS BENBEATEARXNEERRA ,
BRI AR A H) ACM P ELEFAERE AWS FAF CA. £ AWS SRA #H |, ACM 1R
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https://docs.aws.amazon.com/enclaves/latest/user/set-up-attestation.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://aws.amazon.com/elasticloadbalancing/application-load-balancer/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
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- BRALNERE , B UFERA ACM EXEEERIBNETEE  TFEHWEBE., EF , BN
i/ SSL/TLS TEEV BREEBFRK (CSR), NS EHERHEE (CA) ZEH CSR RELE
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MREABHEA ACM , RN EERRIRNBHER , YESEBHZHEN.

- HREBEINNBHERE , BRI LLEE AWS WAF BURR{R5E Application Load Balancer, #75i2
BBER, BARNEE K EEZERAERAIPBERAEFBTE , TiREEABROTRYE , I
REF—MBEREH T, WRFHEFA SR ERXESEH for RAHEHE AWS
ZERAAWS WAF,

AWS 74,8 CA

AWS FAEBEREEN (AWS 48 CA) AREARIRFE® , LIE4LEE Application Load Balancer
EEFERANFEBHE. Application Load Balancer iEi TLS £ HLZ L ABNEREH, EEEHE
Application Load Balancer L% % TLS B, $¥RBEABHNEARER , B TLS BEUUREH#ZS
$HIE,

£EAWSSRAH , AWSFAE CATRELEREIERES , WA HEAEARSHEA AWS RAM,
EUREEAERNIREPNEZASCHLATE CABRER, BHEASBEBLEA CAs, AWSIRFE
BERBREERE PELNEEEE CASHRANEHE AWSIRF, E&FER ACM £ A CA 817
AEBEE K BRSEBRIRFPAIBEE  ACM SRHETENEGBEHEENEN.

Amazon Inspector

AWS SRA £/ Amazon Inspector B BI#RZE#M#FH#H Amazon Elastic Container Registry (Amazon
ECR) #FE NEBFEMNENREBREN EC2 BT ERBNBRIRE,

Amazon Inspector EBERARNIRE S , RATCSALIIRE DK EC2 ST EEBREREEER
7. AL, Amazon Inspector @5 EIR EC2 #TEEMN T & EHKR KK,

R EMRF K Amazon Inspector HEREEEIIRFEHREE, EFAWSSRAF , Z£TERFEZEIR
WEEBIIRF, EMNEEBIRFAUUEEEMKNENBEFTEERTBERE. ESEBRFENE
IREFNRAREERFHEN. MASEAREBRFNFER , UREE AWS BB ABHENER.

G HETEEEE
BT LMER IS EIE N EE S AWS Systems Manager R iS4 FEE(S# |, LUEE Amazon
Inspector BEFEZERHMEALZ S RE. BHEXNETEE N HBEBSHELRE , MAXESF
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https://aws.amazon.com/blogs/security/deploying-defense-in-depth-using-aws-managed-rules-for-aws-waf-part-2/
https://aws.amazon.com/blogs/security/deploying-defense-in-depth-using-aws-managed-rules-for-aws-waf-part-2/
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/inspector/latest/user/findings-types.html#findings-types-network
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
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B, FEARME oS EHRRIIAWS £ H Amazon Inspector F £ & BBV RAEEMIEE
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AWS Systems Manager

AWS Systems Manager & AWS fR# , THREARBE ZE WIREER , AWS Ri§ LB EHLE
B AWS BERIVIZEER. FiBBB{LROET/EREMN Runbook , BAILAE B A BEER |, WE1L
AWS &R HEEMIBBERE,

BRTEL—MRBEELINAEZ S, , Systems Manager EXX EFZTEMM, EAMFNEERXZ2I)

ft. AWS Systems Manager Agent (SSM Agent)  A[1£ EC2 #1T1ERE. RIFIBE [ ARES N E LSS
(VM) L ZH#MERER Amazon B8, SSM Agent i Systems Manager BEEF. EEFBREELE
o Systems Manager R HELZTEHTER , WHHHEHESERENX, ARBNEFTBERHPEEIN
EMERETRE (IHEBUSERE ) , A EHEERES NS R,

AWS SRA f£f Systems Manager FyZh&E Session Manager , ARRME BN, UBABRAEEN shell
MCL 85k, EARMZLBATRENHTERERE K MIAFTERMEBEAERE, HEESTHYGE
¥ SSH £88, AWS SRA £/ Systems Manager @2\ EE B8 , BIEBHEAEAZTEER
RAERRERM EC2 #1T{EM.

AWS SRA tif£f Systems Manager #J B E11tZh&E , K&t Amazon EC2 #ITEBMHE b AWS &R
HE BEENIBE, Automation AT AL —/% IT 5 , HlNEF —ERZEHBNARE (FRX
HEEL) MBBHEREEEEHRRE, Systems Manager B INAE T BB FERAER AR HH TEE
HEAREE, MEEZEHTHBERBEERNREHELEE, BBRE—BX8EL , TELEHE
HI1ERE , HIENEE I EE Amazon Machine Image (AMIs) R8RS LERA EC2 H1TEE. 1A, &
AJLE IAM A BFEUSE Runbook ABTHERE , MEFEEZERTELAGHT , #MEEEER
2, fla, WREFE IAM AGEBHEXENRZEEENMBBE EC2 BITERMNTT , BEF
HEEBTITRTFRAR , BALHARIL Automation Runbook , YR A & EH 1T Runbook MFF
A,

@ HRFTEE

- Systems Manager #k¥8 EC2 #{TEIf@ P E R S B EHIE/E, Systems Manager A S
FITEEHEER R IMDSV1 Hl IMDSV2) K955 1 MRk 5 2 IRFERETEE P EER,
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https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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%o
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B, WABLMEARSG , BAsEEELE Security Tooling 5 Shared Services & H Rk S
37 Automation Runbook , ¥ 82 AWS #HBINHERT s A, ERNEARMISEEPEE
BRNZEMEN. B8 VPC HEDR S3 AEFBEK RS , URAKREEE EC2#
TEBMNINEE, WHEBEFMENR , 5528 Systems Manager X4,

Amazon Aurora

£ AWS SRA A1, Amazon Aurora f Amazon S3 K BEEEE, Aurora AL SEMBINERE
5|1% | WE MySQL # PostgreSQL #%&. £ EC2 HiI{THEE LHTHEAEX SR EEE Aurora
Amazon S3 B, Aurora RIEAERE FREKEHEANEREEEETRE,

Q FFEEEHE

MEFZERERBE —# , Aurora NE2 BB A=ER. EELRFIFATLE Aurora &
FEH ENE B EHTERE L3117 Amazon Relational Database Service (Amazon RDS) &
BEME , BULER IAM, BERHHLEB RN EC2 BITERE T LABREE VPC & Aurora &
REREESRBNERNEHTERERENER , B UER VPC 22 8iH. ZERF
Aurora ERIEEEMNE AN , &R LIELEEE MySQL = PostgreSQL & 37 & ¥ E 1T @58
MBS E , LA LS ¥ Aurora MySQL B RRAGERA IAM ERES 2 8F. ERALEES
%, BEULMER IAM AR D EREFR , [ Aurora MySQL R ERERSHTE D BE.

Amazon S3

Amazon S3 R—EBYHRFRE A TRHUEAFRLNTREN. ERTRAM. Z2ENMEE. ERF
ZRAERXZENENS®H AWS , BENFAINZLRHHNREBHRRENZEMER. WFE Amazon
SIHWERLZEHEEYR  F2REEEXEPHXHS, BLEMBENRARN. REENGEE
EHEYE S3 BETREBEERNFR (RARLREFE ).

AWS KMS

AWS SRA SRAEZNSMEBE D MER | Hh AWS KMS key REMNE AWS tkF WEIRURHER
R, Bit, RTEEERETIEIIRFPZIH , AWSKMS tAREARKIESF., EERARINIRS

Amazon Aurora 89


https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation-multiple-accounts-and-regions.html
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
https://aws.amazon.com/blogs/storage/protect-amazon-s3-buckets-using-access-analyzer-for-s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/security-best-practices.html
https://www.youtube.com/watch?v=7M3s_ix9ljE
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EREXAE  URRHSRKTEANERMER , UEFERE DB,

@ BitEREE
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ERBENERSENTERESH | Him

« KMS &R EAN S| RO EBH A B,
- KMS SIRF ISR Z EBWBR.

- DMBR AKMS €48,

- BERBERRS,

AWS CloudHSM

AWS CloudHSM £ FIEHZEFWE L £EE HSMs) AWS Eif, ©AHE AWS FHEEHFEN
FIPS 140-2 28 3 #k58F HSMs , £ LELEFNEAECSHMEEEB, BAULUER AWS CloudHSM EHE
Web falfREFHY SSL/TLS RHE, ERNRE Web AR AR , WEBA Web RSBV EERBEN
EEAPRBEHEANZ S AWS CloudHSM, EATLLEEIB S X AWS CloudHSM |, # #BEEIRE F Y
BA VPC HEE HSM , IEHENFE SR Y ESTERIRITRIREENREBRIERR.

@ HFtEEEE
MEREH FIPS 140-2 2 3 RMNBEMER | B AT LUEIE AWS KMS # [REAMFEHA AWS
CloudHSM BE&£ A B €RERE , MAREARE KMS £RFHRE, FBEEM , &
AT AR INZREREY AWS KMS F AWS fR#E v BINEESHRZ s, AREERE KMS 8
HSMs, E&ES T HEHWE—FHAF HSMs , & 5 MBS AWS KMS, ZEEER
# AWS CloudHSM Ef % , WA ARALESMEREE (PKIl) , XH#E EfFEE HSMs
B0 BB

AWS Secrets Manager

AWS Secrets Manager AI BB EARBEFIREARER. REM IT ERFAENZEAER (W), LLRBEA
FLEEEEDBASPENRbRER, EENENEREERAER. APl SRMEMRR, BOLUER
¥ Secrets Manager B9 AP| FIUEVRKERNBHIHNEXRBEEAER , UEXFKF A ERRE, EF
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/monitoring-cloudwatch.html
https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/secrets-manager/
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BNERREES , UETEPXER.
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REE, FTEENEETLER, Secrets Manager B Bi X EME AWS RIE |, 7 BEE RS EBA
SEE) : AWS CloudTrail A% AWS Config. CloudTrail # Secrets Manager BYFTE API FEALFEER BB
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sk, CloudTrail EHEEAIRE RN L2 R ERERFENHMMEE ( 3E API) B4, AWS IRF =7
BN R IR ERE, HP I ERENERI/EHNMERMZRA, AWS Config o] SUEIRIE it
MEERE Secrets Manager P RZNEE | REERMES, ELSLFIERFNEIR, HPRHERE, £
B, UREHM AWS RIRHEE |, Sl KMS E SR AR M BRI AWS Lambda BE, &
A LAE%ZE Amazon EventBridge EWR B W SR EFE A AWS Config , MU HASEMZEHIL
EIT B IS EEE,

£ AWS SRA 1, Secrets Manager U REEARNIRFH , U EAHMEAERXFERARANEEZER
HASENHE., TER , BITARERAESEEIEARENIIRS PN EC2 #THEE. A%, IUE
Secrets Manager FEXEEBINWE , LAFFZITEREREHEEMWE , fln , MAEER Active
Directory =% LDAP #813 , AR 7B Aurora EXE, Secrets Manager 2 Amazon RDS #& |, A ER
B, ERHER Amazon RDS EREHTERIZTAEREENEEERNEEFEAERE. EATW
PEERESBNEINRR  IYKEXBPIPHNEINRBEEAERENR A Secrets Manager (W2 R
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G REFTEEEE
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AWS Secrets Manager 91


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
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Amazon Cognito FJEERIE BB MRS £ A EZM, FANFEUEHEIFIEELH Web MITEIEA
2. Amazon Cognito IEREIEEEFEAE , X EEIBE SAML 2.0 1 OpenID Connect EXR F %
RBAEEA , 0 Apple. Facebook, Google 1 Amazon , AR ¥ & 212 #&, Amazon Cognito
NWREXrETHREAEEEN S EE, FAEEERARARCAERMEMAZ A REBENER
EH&%., BoEENELARTFTEAEHHM WEEE AWS ¥, BUUERS—HEAFSEEMN
FEREEERE, WEERFEARES , 5528 Amazon Cognito X,

Amazon Cognito AFEAEFMMEARMAZEBTEHITN Ul, ERIEAERAR Amazon Cognito B
Android, iOS # JavaScript SDKs , #FEAEZEMMNEAEAFIEELNWERARER. Amazon Cognito
Sync & AWS Il M AFRERNE K TERERSEAENHEBNEAEER.

Amazon Cognito X EFEERANER TP ERNZERIJANMNE. Amazon Cognito EAESERALE
fEL= e , T RBEHEAENPEAZRFNFNR, ELERZLRREHURBRAERERE
HESBE  UHIEERAEARNBEAER,
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« WAL AWS Lambda B8 , AR EEAEEEREHEBRZEEY , flUER
Lambda #3250 E A &M, BMREMEA (BE ). BRI hE, EBF
AE , URBFTREALS. UEERNRENERAZERE , 52/ Amazon Cognito X
#£o Amazon Cognito & &%’} Lambda ER¥.

« SEALAERA Amazon Cognito fEF &R ERFAENE, ZHAFEARER., ZHFRFTNE
REARGIRMITIAEASE  UXBENAERARANZERE, ZERAFRFHREAT
REMEARAE-EARXGRER  TREXSIFNAREER. T8 , FREHFANES
HENESMEIN Amazon Cognito R ELEE. EARAFNAEHRAFELAELEHE,

Amazon Verified Permissions

Amazon Verified Permissions R E B EAERXN BRI EENGHRERLE. BRAESNE
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B, RARRA, UBERABERMNEFEEES, ABASTUEBNASCREYEPEERHE , EREH
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https://aws.amazon.com/cognito/
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-scenarios.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-sync.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-sync.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
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HERWENBREER., BRAIBERASRERPNER , F5F A Application Load Balancer AWS FAEB R
HIRWEN , W EHERNIRS —HAHR. AWS KMS 1 AWS CloudHSM A B IR (L R G imE S 18
BEE , LRETEER,
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ERREITRER  BE2EIZL2EMH  ER ITRREAREFNEE  RRITRERZEBERIEE
ZeEH, BENTEREERER , LELERAERLENH. AREENR , FERE I ENEE
BEZLEH  UWEERESEHABRCIRIEEDF., ZETHEBERESELZLEN , U THREE

EEE,

AWS SRA ZEBFGT Z2TEIRF M EFEHEANEEENZ 2R AWS IRF |, AlZ a0

fl AWS BN ZEEH, T2 T EIRFHM Amazon Detective A1 B0 L 2 B4 W EBIR AR
R, EZ+RAEHE , BLEEARBEEBAR , UKL THBSANZEEENGER, BFERHE
BHEMERLER ELERUBEEHGK. AWSSRAEBEMFAFR Log Archive IRF REEFFMAERS
MMEBER, BALEA CloudWatch Logs Insights ZH# 177 CloudWatch BisEHERHES |
LAR £ Amazon Athena 1 Amazon OpenSearch Service Z&# 17 Amazon S3 FHERl, A
Amazon Security Lake BEIEEHRRE AWS RIE, HBEIIRIE (SaaS) RitE. AMHFBNHMERE
HENLZLER, ERETERFHIIMERARSPREIBE , 10 AWS SRA AT , AEHIELH
W EITRE,

AWS Z2EHEE TR EEHLZLEHOE, RENEE, cREBELEEENFMANIERRE ,
HBEIRIE— Bk B EZ B4, RAEZSRERER , K£SBHEESEE Security Hub CSPM #
GuardDuty & , MEEENILZ2REERGEDBZEEETHERE. LRETIHEEEEME AWS
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- BEZRERKEN —FRERFELREREANDEZE2EH. HTEFHIRAETRNER
FRERNEBEREMRERGEN AWS BIR , MEEEANINZLE4E , BT RS R
K EREI MR BEE 0 A = B B K IEFF

- MAFHAR , BEERZLEBHNERAELREFN. T8 , KFEESFE—ERRNT
Bam , URAT —ERR. BNESERAREBLE  AETFTRESEARE  XESE
BRREnZENERBRESEMER. BEERETRANMEE  SNRFIEEEE, FEBR
BRENBEFR , EFTETEMMRNEREF.

Build your OU and account structure
Implement a strong identity foundation
Maintain traceability

Apply security at all layers
Protect data at transit and at rest

Phases

Prepare for security events

Security architecture builds

e
g
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7, F2E AWS SRA B ERIERE.
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- RBIZEFIBER SCPs) AR ER IAM RN FEUZRFIZER,

- EREFIEE RCPs) ARER AWS BERMNFEIRFIZH,

- EEBEARERESNAFETEEEBPIEE AWS BRI FTENERE,

- BY={EEMR OUs (ZeM, ERFENIEESE ) , LUEREUERRENHERFE 548,

- ZE2TEIRFRAERS OU TR, IRFRM AWS ReREMEME=S2+TENEIXE
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- BRIEFREEREE OU TEY, RFEEEEARINEEREZNBERERCENRE, B
kAR, HENREREAENEAEX ISR, T2MNHEtERREREE.
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- EBRRREEBFRMEL Log Archive IREFPFEENEH R S3 fRFETHE,
- EMERCBABFERRE  UREARERNTEMY,
« #B#EBMER CloudWatch Logs B4 , UMRE B,
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AWS Security Hub CSPM

- FIEKERFMEEIIRSEH /A Security Hub CSPM,
« AWS Config ERAPE K EIRF S Security Hub CSPM B 5 R 1R 4o
« Security Tooling #RFE&E & Security Hub CSPM WZEREE S,

« Amazon GuardDuty 1 Amazon Detective EH 8 Security Hub CSPM tHEIMNEREE SRS
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- XEAFFEEE Security Hub CSPM RAERREEEIE—F
- REFFEKEIRFM Security Hub CSPM JR&ERE RS TE Securi
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ty Tooling 1R E &,
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» Security Hub CSPM ##J CIS AWS Foundation Benchmark 2B BAFTEKERE,

« H{th Security Hub CSPM 22 &4EA1E R A,
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- Security Hub CSPM BEIMLABIARZBEEEERREHNEESE,
- Security Hub CSPM B Bt [EI FEREE ThRE A M E L BET EventBridge Al , A ERERL REF

B B EF,

AWS Config

- FIERBIRFANEERFEHERA AWS Config it #a=.

- BEAFMBEEMA AWS Config s2#25.

- AWS Config {IEE S3 7B E 1L Log Archive tRFH,
- AWS Config ZEEEBRFEREARELITEIRF,

- AWS Config EREREMABRETE, RERTETEFMEES.

« AWS Config — B EHSREREERSRFR—FEIMAERERS,

- AWS Config RAIFAERL RS B EEIXZE Security Hub CSPM,

Amazon GuardDuty

- BEAPMEBEKERFEMEERS A GuardDuty EAIES.
- BEAMEEERA GuardDuty 1838188,

« GuardDuty HRIZRE BB AFE KBRS KA.

« GuardDuty ZEREERERTLIEKRF,

 GuardDuty ERERRFEEA , a0 CloudTrail EEE4,
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« GuardDuty ZEHEBERER/RA,
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- FEERIAM FEAE,

- RRFBMITHERFHREIENETEE,

- EEIRFNEPARBKERBREAETBSEREREZES AT,

- EFXBEREEGZEIRIE Security Tooling 1RF,

- FIENEIRFREAERDBEBER

- FIEENERE AWS IkRF ZBBEREBBBEBN T LBRERE,
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- EAFMBEKERFMEERIRFRBA IAM Access Analyzer,
« |IAM Access Analyzer ZREEEREALTEIERF,
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* 1AM Access Analyzer REFI D M2 A B EEEH P EEEBERETHEE.
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