adws

E P REROZEN T RZERERER AWS

AWS 7 %185l

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS 5 &5l £ PREBOZEN T RLZEHREEHK AWS

AWS F RG] £ P REBEROLZEN T ARZEHEERK AWS

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, R EDSE Amazon BEZENHNFEH Amazon WEEZENEENE, A HEHMIE Amazon 5
ENEENAHRSEHEENME  SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon #B8f,




AWS 5 &5l £ PREBOZEN T RLZEHREEHK AWS

Table of Contents

BB T ettt ettt et e ettt e et e ettt en e 1
B E B T oottt 2
B B B R ettt ettt 2

B R B ettt ettt e, 3

R BB R oo e 3

BB ettt 3

TE DR F BOP AT 0 ettt ettt ettt e e e 3

B B B ettt ettt ettt ettt 3

R B B ettt ettt ettt e, 4
DR D B R ST ..ottt et ettt ettt 5
R B R D oottt ettt ettt ettt et 6

B e R B ettt ettt ettt 7
R B D A B e ettt ettt 7
B B B I T oottt et 8
BB R BB R B oottt 9
BRI B ettt ettt e, 10
B R ettt ettt ettt ettt 11
AWS FRBEHE Bl ..o ettt ettt ettt 11
AWS STAE ettt et ettt ettt e, 11
B B T ..ottt ettt ettt ettt 11
GIHUD BT B oottt et et ettt ettt ee et e e 12
S B T A B oottt ettt ettt e, 13
B B R oottt ettt et ettt et e et 14
B ettt ettt ettt ettt ettt e ettt ettt ettt n et een e 14

A et ettt ettt ettt ettt ettt et er e 14

B ettt ettt ettt ettt ettt e et et e et et e et et ettt ettt et ettt et et et ettt et et et e en e, 17
ettt ettt ettt ettt ettt et et ettt et e et en e 18

D ettt ettt ettt ettt et e ettt e et ee et et et et e et et e et et e ettt et et e et et e ner s 21

ettt ettt ettt e ettt ettt ettt et ettt ettt et et et et ee ettt ettt ee et en e 24

F oottt ettt ettt ettt et et et et e ettt e ettt ettt et et ettt et ettt ettt ettt nen e, 26

G e ettt ettt ettt ettt ettt ettt ettt eer e, 27

H ettt ettt ettt ettt et ettt ettt et et ettt et e e et et ee ettt et et e et et et et ee e ner s 28

L ettt ettt ettt ettt ettt ettt et ettt e et et ee et et e et et et ettt et ettt e ettt 29

L ettt ettt ettt et et a e et e e ettt et e ettt e e et et et e ettt et et e et e ettt ee et et et e et e 31




AWS 7 g5l £ PREBOZEN T RLZEHREEHK AWS

PO PP P PR PPN 32
O TP TP PP U PP PPRPPPPRP 36
P e e r e e e e e e e e e e e e e e aeas 38
Qe b e oo e e b e oo e h e e e e et e e e h e e e e n e e e e nn et e e anne e e e 40
R e e oo e oo r e e e e e e e e e e e e e e e e e e e e e s e e e e e e e e 40
S O OO PP PP PPRPN 43
PO PP OPPPUPRRPT 46
U e e e e e e e e e e e e e e e e e e e e e e e e e e e e e r e e e e e 47
Y PO PP PSPPI 48
L PP PP PPPPRRT 48
AP PP ROPPPUPRRPT 49
............................................................................................................................................................... I




AWS 5 &5l £ PREBOZEN T RLZEHREEHK AWS

E PMREBEROZEN T ALREREER AWS

Ibukun (IB) Oyewumi , Amazon Web Services (AWS)

2022 % 5 A (MXHFESLECHK)

T2 MR Amazon Web Services (AWS) MIZEF BN EEET. EFEHBREEBONS E
AWS, HRZEMERTERELURRMER K HitFELERETRRTEUAREL S HRGINE
At YEEZERSINUREERER,

ANHHKEIBETER 10 AKZ2HREERNWREREE , MRBENHEOERFIRE AWS, NEEEE
REA AWS Backup IR RIEHERMIRIE , ELEBEN T U REER THEEMiEMR AR REZE
E/H , HlankBH AWS Marketplace KfEf0 T &,



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/backup/
https://aws.amazon.com/marketplace
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/business-continuity-plan-bcp.html#recovery-objectives-rto-and-rpo
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https://aws.amazon.com/blogs/security/ransomware-mitigation-top-5-protections-and-recovery-preparation-actions/
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/business-continuity-plan-bcp.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/business-continuity-plan-bcp.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/about-backup-plans.html
https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/aws-backup/latest/devguide/working-with-other-services.html
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https://docs.aws.amazon.com/aws-backup/latest/devguide/API_Lifecycle.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-vault-access-policy.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/create-cross-account-backup.html#share-vault-cab
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/blogs/storage/managing-access-to-backups-using-service-control-policies-with-aws-backup/
https://aws.amazon.com/blogs/storage/managing-access-to-backups-using-service-control-policies-with-aws-backup/
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https://aws.amazon.com/blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints/
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/encryption.html
https://aws.amazon.com/blogs/security/encrypt-global-data-client-side-with-aws-kms-multi-region-keys/
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https://aws.amazon.com/blogs/storage/enhance-the-security-posture-of-your-backups-with-aws-backup-vault-lock/
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https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://aws.amazon.com/blogs/storage/configuring-notifications-to-monitor-aws-backup-jobs/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/aws-backup/latest/devguide/api-reference.html
https://aws.amazon.com/sns/
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https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/choosing-controls.html
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/recovery-points.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/recovery-points.html
https://aws.amazon.com/blogs/storage/how-to-retain-resource-tags-in-aws-backup-restore-jobs/
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/security-incident-response-simulations.html
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://forums.aws.amazon.com/forum.jspa?forumID=324
https://console.aws.amazon.com/support/home
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://aws.amazon.com/blogs/storage/automate-centralized-backup-at-scale-across-aws-services-using-aws-backup/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/security/importance-of-encryption-and-how-aws-can-help/
https://aws.amazon.com/blogs/storage/enhance-the-security-posture-of-your-backups-with-aws-backup-vault-lock/
https://aws.amazon.com/blogs/aws/monitor-evaluate-and-demonstrate-backup-compliance-with-aws-backup-audit-manager/
https://aws.amazon.com/blogs/storage/create-and-share-encrypted-backups-across-accounts-and-regions-using-aws-backup/
https://aws.amazon.com/blogs/storage/simplify-auditing-your-data-protection-policies-with-aws-backup-audit-manager/
https://aws.amazon.com/blogs/storage/managing-access-to-backups-using-service-control-policies-with-aws-backup/
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https://aws.amazon.com/blogs/storage/obtain-aggregated-daily-cross-account-multi-region-aws-backup-reporting/
https://github.com/aws-samples/aws-backup-automation
https://github.com/aws-samples/backup-recovery-with-aws-backup
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS R3] E DREBHEOELHTAELBERS AWS
- BB - EBERIERAEN
- B - BUYEGRARE  SESwPAEIF

EBE A LEH Y Stephen Orban B2 TIELPEER - AWS Eif ¥R ER LN EQERELZ
RAERAPEE ., MEFBTMNME AWS BERKAEENWFMAEN , F2REBEFEIER,
CMDB

ESREEEEERE,
EAGRTE

BEBRARHEFREERENRAEEXNBNEMEE Bl H, #HANESH) HuE. TR
Einf# 7 E2HE GitHubs Bitbucket Cloud, BXBHNEBEMABBE LD X, EHMBBERT &
B FEHERNE@NEE. E— CI/ICD EEWAERZERETE.

R REX
—ERERN , EREN., REXN , AETEBRATHANER. EGXENRE A RAEHE
BT ERLARERERENEREN , ELEGRIENES.

mEF
ROUGHNEABERELENNER, EHERERE K BETEXBENR, BULENBEREERIE
BRABENFEEERER , o AR EAA,

ERERE (CV)

FAMSEEZRBUEENEZ A SEREB B2 ANEEERAN Al ¥4, a0 , Amazon
SageMaker Al 121t CV W BEEEE L,

AR
HATHSH  AEERANREEE, ETAERTESREETAR  MABEEHENE
.

{BREE &R E (CMDB)

RENEERRERERE TRENEANREEE  FARUERENREBTHREAR. £EFEE
EBENERESREMDWIEERER CMDB FHEHR,

—HMEHF
B LR SR AWS Config RAIFEHBIERS | LB ENERNRERE., LRUER YAML

B, B—BMENHESR AWS IRF M ESFHBEEBHNE SR, WFFMER , F2H8
AWS Config X —HMHEEH



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS 5 &5l £ PREBOZEN T RLZEHREEHK AWS

ERFESTRE

ARG ERERE ML BRI ERHTNEN, AEREENTREREBRELMAT , WHERE
R, T—HHEENE,

BERRIR

EEELmBHPERERNRGARFNELZENESF  AINENNEE, BRANREFETR.
EREE

EERENEEEERNEA,
e

XEBXEZINENEERR , fl0 2. ERARBEQSAEELEN  BEAREMNY

o
BEREERES (DDL)

FARBISBUAENEPERRNYG 2 EBNREXNS TS,
BEREREEES (DML)

RMER (A, EMMMER) EREFEFANREXH BT
DDL

ESREREERES
REEE

BESERESTEEETER, TUEAREREBRESEERNARREF RPN TIREE
28

RESE
~ERBSRTEL , CTEASEATHICERRH I BRBNHA DR R REYZ BN H AR

ER—EBEARLFZE  HPF—RINLZL2HBFINRFESERBAERBELRBLIE , LR
EREBNMHEPERNERYE, TEENTAY, BE87E LRALLREEE AWS , "‘_IJ«X'E AWS
Organizations #E @B TG E#H 18 Z @R F1E , LHBIREEIR. U0 , defense-in-depthJ5 & AT EE
SEAZEEZRRE. BRI EFME,




AWS 7 g5l £ PREBOZEN T RLZEHREEHK AWS

ZRNEES

£ # AWS Organizations , M AK R AT LA AWS K ERFE , UEBRBEMAIIRS N EEX
RIEVEF . WIRFBAZBRBENEREES, NEFHEANERREEE , F2H AWS
Organizations XA Y AT #£EL AWS OrganizationsiE/EH R 7o

deployment

EEEREPREEARN. FYREIBRABEENEF, BESREEABETEEEE K A&
EERARAREPEENATAENRE,

FEIRE

BB B,
(R
—EReEs | AAESARESEN, DHENEE, FESHEEERE  BEAIESER
EEBERENE LB, NBENHEET | BSWE AWS LEAER SR R RS,
BISHE B RBES (DVSM)

—ERF  AREEHRERREGERTHNEENREEREELENREILHEEELIE
FFo DVSM IRR T R EARBREBERRTNEESRRFEF. CEERNEBRRBAREFE
MM B BYEE PR T B 2 BRI B

8D 5
EEHRRENEREZR  FAINBEY. ITH, TERFEIEER. B SZIEFERMERE. =
wEE A ERE.

HEERR
EEERERAP BIHERRTEEBREEEHRFTENENNERNBY. HEERKRBMHE
FRNFWMUIBHEE , HTAEURAXF, EXEBHEFRARERARE., FEMEREERT,

b3
BIETHEEEIRREETENBNEEREEKBENSEH, EELE4 TR EAKE, HiiW
BERALSBENER , fINENREERRESHERE,

KER (DR)

ARG EEERNFRERNERNEARERENKENER. URFHEEA , F2H AWS
Well-Architected Framework ) F TS AL EHEFR AWS . ElmFHER,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html

AWS FRiEE| £ FREFEOREN T AZEREEK AWS

DML

A2RENERERES.
REE B ERG

—EHBREMERREN S, ceESETtESETGRIRENTE RN MBSO ER
BiZ8E3BE, Eric Evans £ HE 1 Domain-Driven Design: Tackling Complexity in the Heart of
Software (Boston: Addison-Wesley Professional, 2003) M8 TiE— =, MEGRANMANGHET
BE B HYEX 5T EE strangler fig BN BEERNEF , FSEEHA B4 Amazon AP| Gateway EH R
RALERR Microsoft ASP.NET (ASMX) Web BB

DR

I'-Iﬁ e ﬁi;ﬁfﬁﬁo
{m B R

EHEEEARNRE, flw, ERLUER AWS CloudFormation SREBIRKEE R mEE
Al LAEF AWS Control Tower REAIEEEFFP AgEZEREERGAMNESE, hitps:/
docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.ntml

DVSM

SRR EB MRS,

E
EDA

ASRREMER D,
EDI

ASRETERNR,

RI oT W@ EEERHEEEFRINEMN, RERESMEL , BEER A LUK D EHIEE I
E O RRFE,

BT HHXHR (ED)
ERMZ ML DXRBEIM . DRHEER RSN ELET SRR,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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