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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://developer.hashicorp.com/Terraform/language/state
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html#term_secret
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://developer.hashicorp.com/Terraform/intro
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data "aws_secretsmanager_random_password" "test" {
password_length = 20

exclude_numbers = false

exclude_punctuation = true

include_space = false

}

HEBE laC IERBEHBEEL |, TGt —HERRERRER , tREFNE. KIHSMEREE
W, AT ENEHRER,
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
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https://developer.hashicorp.com/terraform/language/state
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resource "aws_secretsmanager_secret_rotation" "createrotation" {
count var.needrotation == true ? 1 : 0
secret_id

aws_secretsmanager_secret.initiatesecret.id
rotation_lambda_arn = aws_lambda_function.rotationlambda.arn

rotation_rules {
automatically_after_days
}
}

1

T 5% E B R A {E A Secrets Manager. Amazon VPC %2 %] Lambda BN B @R BURER
AWS IRF,

B 5


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_secrets.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_available-rotation-templates.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/blob/master/README.md
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- BEBEEZE AWS REACHERE IAM AEH AWS Identity and Access Management (IAM)
BUR |, BR#I¥ Secrets Manager B9f£EL, https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_roles_create_for-user.html

- {ZEIBY¥ Secrets Manager B API Il | #&& Secrets Manager P EWEXERFTEEG
- BREEAEXRENHE,

- BOEEHPEERAERE

- BMARZEEREAENRERZRER K MARHAABEEREER.
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ERMAMARE  REWBREN , BUURECRABRER, R -RAEEREERIHBEERS
REMNEEZAER,

THEABFBREEUERNEER , YA #EEpassword = local.passwddataffEUHEE,

resource "aws_db_instance" "default" {

count = var.createdb == true ? 1 : 0
allocated_storage = 20

identifier = var.identifier
db_name = var.databasename
engine = "mysql"
engine_version = "8.0.32"
instance_class = "db.t3.micro"
username = "admin"

password = local.passwddata
skip_final_snapshot = true
publicly_accessible = false

[aws_security_group.db.id]
aws_db_subnet_group.db.®@.name

vpc_security_group_ids
db_subnet_group_name

PRI ER 7


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_secrets.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
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}

THEABREBVBRPRNEZEAERUNER. SRR Terraform@E@FARBER , UL
BREBREEXNBPEALRRRE

locals {

passwddata = var.passwddata != null ? var.passwddata :
data.aws_secretsmanager_random_password.test.random_secrets
}

{55 FH 76 23 Y P T8 5 1B 451

B ISR EFF B 3 BF AWS Secrets Manager , SEERAEZN BB, Bl , LY an 185 7l 6E
2 <client name>/<dev or prod>/<project>/<version>, ZEHZNEREZRNTEE
fil, FARKEEE K A REALRISZEBNENR.

ETHBEERME  LEREEPNIRSARNEE AWS REPNFSWER, BEDSENTNE
BT 575X B

- TAHBBEZERETERENER. fiM, BN ERWLEERGRIFEAFIBLERE,
- EAHBERBHZN R BRI WRBHAFEES,

THRAFEPEREF R EES , THBERRREERRE,

resource "aws_secretsmanager_secret" "initiatesecret" {

name = "org-name/dev-env/project-name"
kms_key_id = var.kmskeyarn
recovery_window_in_days = var.recoverywindow

}

AW EIES 8
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- FEENREREF | BIE VEIWBRWE., NMEFMENR , 52 B AWS Secrets Manager Secrets Manager
A L ENER IR R
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Amazon Simple Storage Service (Amazon S3) EFEFEF , WERERFFIMEE., WEFHEE
A , S B Amazon S3 XM REFET BB BER M F A EBXR,

« SERLAHE Terraform AREE , LA BIBr LB, MEHERENRBREERNFAENR , F2HB

Terraform X4 H# Amazon S3 &,

FEHMEE Amazon EKS HIE

Amazon Elastic Kubernetes Service (Amazon EKS) A BI#&1E L#11T Kubernetes , AWS T&EE
RHERYHELEHSH Kubernetes I HIFHERETE . Amazon EKS £/ Base64 (#HEBHR ) wiS
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotate-secrets_now.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotate-secrets_now.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-iam-policies.html
https://developer.hashicorp.com/terraform/language/settings/backends/s3
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://en.wikipedia.org/wiki/Base64
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T B REPEBIE Amazon Elastic Compute Cloud (Amazon EC2) #11T7{E#& L& Amazon EKS , 5
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-configuration-provider-with-kubernetes-secrets-store-csi-driver/
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-configuration-provider-with-kubernetes-secrets-store-csi-driver/

AWS 75 £1E5| £/ AWS Secrets Manager #l HashiCorp Terraform 7 5 B & %}

TEBERIEE LK Amazon EKSAWS Fargate, &R AR RMRBRIADBUZEL F AP
(GitHub) ¢ Secrets Manager HEE ., MBFFHMEF , FSB AWS FSFIEXPHRIARE EKS
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Dev or prod account Shared service account

@

Internet gateway

Private subnet 5 ?dév}
’ PO

Amazon VPC AWS Secrets Manager
endpoint 1

ij,}_'l Amazon EC2 instance

Kubernetes API

Kubernetes pod
Uses secrets AWS Fargate pod for

1
]
1
1
1
1
1
]
I
1
1 secrets
1
1
1
]
]
I
1
1
1
1

1
1
1
1
1
1
1
Kubernetes pod
1
1
1
1
1
1

Ej . J

]
1
external-secrets :
Operator API |
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/AWS_Fargate.html
https://github.com/external-secrets/external-secrets
https://aws.amazon.com/blogs/containers/leverage-aws-secrets-stores-from-eks-fargate-with-external-secrets-operator/
https://aws.amazon.com/blogs/containers/leverage-aws-secrets-stores-from-eks-fargate-with-external-secrets-operator/
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotate-secrets_now.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_available-rotation-templates.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-iam-policies.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_audit.html
https://aws.amazon.com/blogs/security/how-to-access-secrets-across-aws-accounts-by-attaching-resource-based-policies/
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-configuration-provider-with-kubernetes-secrets-store-csi-driver/
https://aws.amazon.com/blogs/containers/leverage-aws-secrets-stores-from-eks-fargate-with-external-secrets-operator/
https://developer.hashicorp.com/Terraform/language/settings/backends/s3
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