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https://aws.amazon.com/compliance/soc-faqs/
https://d1.awsstatic.com/whitepapers/compliance/AWS_SOC3.pdf
https://aws.amazon.com/compliance/iso-27701-faqs/?refid=sl_card
https://www.iso.org/standard/71670.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-tower
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https://docs.aws.amazon.com/controltower/latest/userguide/mandatory-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standard-aws-control-tower.html
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standard-aws-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_management_policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html#trojan-ec2-dnsdataexfiltration
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html#trojan-ec2-dnsdataexfiltration
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_management_policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-enforcement.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#mgmt-cloudtrail
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#mgmt-cloudtrail
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-create-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-single
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.aws.amazon.com/controltower/latest/userguide/configure-org-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-an-organizational-trail-in-the-console.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nist_privacy_framework.html
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https://aws.amazon.com/blogs/aws/new-aws-config-rules-now-support-proactive-compliance/
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-guardduty
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-macie
https://docs.aws.amazon.com/macie/latest/user/custom-data-identifiers.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-cf
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-waf
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https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
https://docs.aws.amazon.com/athena/latest/ug/functions.html
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https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-data-protection-policies.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-data-protection-policies.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/detector-library/
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https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/tutorial-s3-object-lambda-redact-pii.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/tutorial-s3-object-lambda-redact-pii.html
https://aws.amazon.com/blogs/machine-learning/redacting-pii-from-application-log-output-with-amazon-comprehend/
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://www.youtube.com/watch?v=m8xtR3-ZQs8
https://www.youtube.com/watch?v=m8xtR3-ZQs8
https://iapp.org/resources/article/privacy-by-design/
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https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/glue/latest/dg/add-classifier.html
https://aws.amazon.com/blogs/big-data/handling-data-erasure-requests-in-your-data-lake-with-amazon-s3-find-and-forget/
https://aws.amazon.com/blogs/big-data/handling-data-erasure-requests-in-your-data-lake-with-amazon-s3-find-and-forget/
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://aws.amazon.com/blogs/big-data/easily-manage-your-data-lake-at-scale-using-tag-based-access-control-in-aws-lake-formation/
https://docs.aws.amazon.com/databrew/latest/dg/what-is.html
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https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.pii.html
https://docs.aws.amazon.com/glue/latest/dg/glue-data-quality.html
https://docs.aws.amazon.com/glue/latest/dg/data-quality-alerts.html
https://docs.aws.amazon.com/glue/latest/dg/data-quality-alerts.html
https://docs.aws.amazon.com/glue/latest/dg/dqdl.html
https://docs.aws.amazon.com/glue/latest/dg/dqdl.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-kms
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/blogs/security/how-to-use-kms-and-iam-to-enable-independent-security-controls-for-encrypted-data-in-s3/
https://aws.amazon.com/blogs/security/how-to-use-kms-and-iam-to-enable-independent-security-controls-for-encrypted-data-in-s3/
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
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ESEANIEEEERHT ML AWS KMS £iFH .
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https://docs.aws.amazon.com/local-zones/latest/ug/what-is-aws-local-zones.html
https://aws.amazon.com/blogs/compute/best-practices-for-managing-data-residency-in-aws-local-zones-using-landing-zone-controls/
https://aws.amazon.com/blogs/compute/best-practices-for-managing-data-residency-in-aws-local-zones-using-landing-zone-controls/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/whitepapers/latest/security-design-of-aws-nitro-system/security-design-of-aws-nitro-system.html
https://docs.aws.amazon.com/whitepapers/latest/security-design-of-aws-nitro-system/security-design-of-aws-nitro-system.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-concepts.html#term-socket
https://docs.aws.amazon.com/enclaves/latest/user/kms.html
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Processor #1 account Trusted central enclave account
1

Key policy AWS KMS key S3 bucket
with encrypted data
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EC2 instance
with Nitro Enclave

-

Key policy AWS KMS key 53 bucket
with encrypted data
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EBLEE, REENNEREEEMER enclave INFIANFEALER, ERERBEEREENE
BEREBZNNHE—E , R enclave £ 5 , HERFT A L FEAE K,

AWS PrivateLink

FLABEERIUTZEEMBENRE, fl , MESEEEAREEAENEERTNELE
B SRR ERBRE R EM@E ( EEUAAWS REMINEE | AR ER Y BR—HHREIHmRNER
ERBEMNEE B ). AWS PrivateLink AJ i B IR 2 I R EHFLE E i (VPCs) F| VPC BRI HY
BriEER, A AWS PrivateLink , BU R EEBFIAEER , NERE RE , UERIER
REFHEAER  TEEEREZELNEARE , UEBFZIEEN L ERBERLER. ERAHER
AWS PrivateLink R RUABRIF iR B , THEEREBRMEREE, NAT #&E. AF IP ik, AWS Direct
Connect E#R 3 AWS Site-to-Site VPN E#REN A H1TEH . EEFEH AWS PrivateLink E#R E 12 1B
AERFERRENERLER  SUURBEEBNENEEESR , £/ VPC mHBRNL2BHAREHE
I, NEEAFEEHERBT IAM RE AWS MERFEREHBWES VPC WmEBER , FSEAE
MEZHEBREERT TR VPC ERFPH .
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https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
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AWS Resource Access Manager

AWS Resource Access Manager (AWS RAM) Al B &£t i5 L AEIR AWS IRF |, BURDEE
FEWRHETRMEMAERKYE, ECHREZIRF 2IIRIEE , FEREEA AWS RAM R AFHEE
BIfEEER S P EAERTRE, EUNEAEMASENRFLAZXBAER  UMEEE, & R AWS
RAM , e A EEFH , MERTUERAER LBTHEE. FIEY B API I AWS RAM #H&E2
$%1E CloudTrail 1, L)L , BATLLERE Amazon CloudWatch Events B BIE&E S ESH AWS
RAM , Sl EERAZAIRERE,

RGBT LUEBE IAM AWS tRF RERANERAEBA R Amazon S3 FHFREEFITEEE , BH
fit HAFFZEAN AWS BIR , B RBFAE AWS RAM RHEANER. REREEE AWS REw
AIMEHARENNES TR AWS 1RF |, 245

- BESEEEME OU HAER , MARFEERMIRS IDsFE
- MRHBEEIRFAREEBN -2 , AaRTHARBBEREERF
« BE IAM ER T FEEE @B BRI R

MREEFNECANERAERNERREEERAE , WAE AWS RAM A |, FEA

PromoteResourceShareCreatedFromPolicy API #&4E,

Amazon SageMaker Al

Amazon SageMaker Al @ —EHZ EMEREE (ML) R , TiHBIEEENIR ML EE | REZER
HEDNEERENWTEERED, SageMaker Al EEBLF R R EHIFRERMELERIHEE,

Amazon SageMaker Al & & B54%

FEEBEIR ML ZEERERER RR. ERRBMRLEEEHEANIE VL RENER 2 BENEER
SNEL  NWAERERBEEENEE, ERFEHUTURE VL EEBRINERRE, ERENL
T, IR ML EREAERREPEZEENERNRFHERRMIIGHEEERME , AN ERLETES
TB&, Amazon SageMaker Al Model Monitor A SARFEEE 24 EIRIEH Amazon SageMaker Al #2528
BRANGE  YEZEERRE. REFBHEIEMEH AT BB EEEESERE  GIUEHRIRER,
ERLERRBEEERNRERE, ERERTURRFHEAERFEBEHMTIENER,

Amazon SageMaker Al Clarify

Amazon SageMaker Al Clarify 128 2 (g Z M A ## B BYE R . SageMaker Al Clarify E AR ML &
HEREHMERFERIER, HRABTUEEREBWEMY , flanttrI=kFin , ™ SageMaker Al
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https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/sagemaker/?id=docs_gateway
https://docs.aws.amazon.com/sagemaker/latest/dg/model-monitor.html
https://docs.aws.amazon.com/sagemaker/latest/dg/clarify-configure-processing-jobs.html
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Clarify @817 —fEEZRERNELBUEPFRABEEMRE. EELHITE , SageMaker Al Clarify &
RUGEHRE  HPISUEFRENRKENUIERNA , BLETLUBRNEERENSR, S0, ZREE
LEHEEREFHNESHMEREF , SageMaker TUER T , UELRBRE TR EEHEHENE
B, St LUEBREETED  URFEEREE ML BERERERE , RRECIIFNERRESER
%=, &% , SageMaker Al Clarify B8 Amazon SageMaker Al Experiments B4 , SR B3R B %
EREHERNEREABEEMER. LEATEEIN REUHRBEMEER , mATHEEHERE
EREGASTHHERBERITANIZEELN,

Amazon SageMaker &

Amazon SageMaker £ <A/ B R & ML BB N EEFHMENR , UMERENRE A, ELFHA
BT EERBEE. —MAKE. EHERARA. B, ERNRRTS. JIEFBERAN
B URFIERR, WEFHMER , F28EH AWS A TEEHMachine Learningf# iR 5 ZHYE T
fREERE D (AWS HEE ),

AWS BBIREEER £ IEE

ETBEEBAERE , S SEHHFZTREREREFHE R HE S ER time-to-liveBUR . 5%
EERGRBHER  BEZETHTRIEBAAERNNE :

- ERE , Bl Amazon DynamoDB #1 Amazon Relational Database Service (Amazon RDS)
Amazon S3 f#ZiriE

3 B CloudWatch F CloudTrail # H &

AWS Database Migration Service (AWS DMS) 1 AWS Glue DataBrew ZE R BB REE R
B IR R

T3 AWS BR# M Zhaew i B I&TE AWS RFEFREERREBUX :

- Amazon S3 £ A - £& Amazon S3 ERZE—AYH 2 EBEN —ER A, £ Amazon S3
Lifecyle #HREH |, BATLUE M IBHAEIME , £ Amazon S3 AR REMBRBHAMN Y. MEFME
7, BEEREERELEDED,

« Amazon Data Lifecycle Manager — £ Amazon EC2 /1 | B o BEE . REMMBR Amazon
Elastic Block Store (Amazon EBS) tR¥ &1 EBS X #E# Amazon Machine Image (AMIs) KY B K,

« DynamoDB FHEEE (TTL) - EXSEEEFEERE , WAEAKBTBEEEEE, FiEERHERER
W EEAFER &R A , DynamoDB &R KRHMBRIEE.,

« CloudWatch Logs H ) H &R ERE - BRI UEEE B FHENREBERARZRANTR 1 R 10 F2
FEﬂEIg{Eo
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https://docs.aws.amazon.com/sagemaker/latest/dg/experiments.html
https://docs.aws.amazon.com/sagemaker/latest/dg/model-cards.html
https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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« AWS Backup - EHREBERMRBHCR , BIRRE, EENEESE AWS ERNH{EE , 2 S3
7T, RDS EXIEH1T{E. DynamoDB Bk, EBS WRES. FE AWS BREHE , iR
BRENERERER A BURBOBREREENER, REPXTRARRABEREES , U
B R ERER,

AWS BRIEMIZhEE , "B E R 7 &R

BRDEREKERFRETEARBTNESF. ENHPHEASEERNEREEECNZ2MENS 55
TiEk, WHOERENENEBLEHE, fin , ZUUBLENSEAE )N, ESREENEE ,
MARKAREFENRFE—BAEERES.

BUERERNEBEIRRDEEAER

- BRI - KENRETEEENENTHRES  EEHSTHEMER AWS BRNITR. HAEHEE
BofR , EMEERBTUARARNEREFNR. EMRATERMEBEYED BEREED G
AN

- BESH - FRAFRZHREENNTA. TENEBRBZEHEAERFENTEBREFR
B, MFEFEESMNVEFHE  F2RAERERTIE Amazon DynamoDB B4 #Y FEUEH
Eg o

EBRBEUSSAERNNERAERNBERE , BENYEIRNESTREEEME, HESENBHE
%, UXEBERRENZRNMEN. S, EYEEE LR TREN s B2 HEE— S3 ErEN
R, £RELAREREM, StHESEERIREAER S3 fENE , TRCBRARNER,
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
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SR EAH B BUREE A

EM#HLERIENER. FETHENES , UEHE AWS PRAWE REE.

FEREHRERNEMIERERENEESE  YEEFABEPEFEEUMNREEEGE, 2E
21t AWS Identity and Access Management (IAM) AWS Organizations, 1 AWS Key Management
Service () BV EEFAREAB B BUR EHIAWS KMS, ELBUER T B R BMERTE TS L , EXNEERE
A, BERFMBEAERNEHEBILEER. FEEENRHESZHPHZIER,

REEE T HEHIBER

- BEREGE IP #hut7FE

- FEEBREERTREFE VPC ER

- PR&IE BERHEE AWS [EiF

« EF4E Amazon DynamoDB B4 # 17 EUE
- PR#IY VPC {HEEH B E

- EEFPITEEMEA AWS KMS &8

EERETE IP it FE

EMAHLERINENER. FETHENES , RHE AWS PRA WEREER.

WBEEATERAEEFWUREER 192.0.2.0/245 78 IP it john_stilesiEE IAM &
$©203.0.113.0/24, WBREBEBRBLEEALNRHBAERNTXENEZRAER SE, flm, MR
FHEBERFIEAEBTERIEAER , RS ERZBEAERERNVRABEFENHLERFE
ZER AWS EiF,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/john_stiles"

FERKETE IP thutFE 35


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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},
"Action": "sts:AssumeRole"
},
{
"Effect": "Deny",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/john_stiles"
.
"Action": "sts:AssumeRole",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"

FEHBUEERTREFH VPC EIR
AMALBICHER. FETHENES  UREH AWS PRA HEREH,

It VPC i BhBUR 8 R EF R Ho-1abcdel1 238 ## AWS Identity and Access Management (IAM) %
#8 F1 &R FE Amazon Personalize (Amazon S3) i &, WA MEFIEMRELEEESE , W EE
BAEREEZ, OFLBERNAHREABTELENBAAERNFHES  F2EXREBAWS
PrivateLink &Y .

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowOnlyIntendedResourcesAndPrincipals",
"Effect": "Allow",

"Principal": "*",
"Action": "s3:*",
"Resource": "*",

"Condition": {

ETHBREER SRR VPC ER 36


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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"StringEquals": {
"aws:PrincipalOrgID": "o-labcdel23",
"aws:ResourceOrgID": "o-labcdel23™

BREE NEREE AWS B

EMHEEINEHNER, BHTHENES , LUERMHEYE AWS PRA WEREIEE,

B T M 18 AWS Identity and Access Management (IAM) Bz 5\ | ILIRIEIRFIBKIEE Y eu-
west-151 AWS [EiF LUK [Ei5 AWS BRIEHEST API FEldeu-central-1, Lt SCP AI{#BIBA IETE K
REENEEPET AWS BENRERE. S8R ILEL AWS ki BEPNEAERTEH
RE, LHEEMER NotAction 28 , RATEEE2E AWS R , Hla0 IAM , AR E2EHEHES
WY BRFS , fla0 AWS Key Management Service (AWS KMS) #1 Amazon CloudFront, EZ8EH , &
A ELE L ME M T EANREEERMNART. MFELBERNMAHBRBESPELAENEAE
BB |, F2EARERMAWS OrganizationsF#Y o

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAllOutsideEU",
"Effect": "Deny",
"NotAction": [
"a4b:*",
"acm:*",
"aws-marketplace-management:*",
"aws-marketplace:*",
"aws-portal:*",
"budgets:*",
"ce:*",
"chime:*",
"cloudfront:*",
"config:*",
"cur:*",
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/regional-services.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/global-services.html
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"directconnect:*",
"ec2:DescribeRegions",
"ec2:DescribeTransitGateways",
"ec2:DescribeVpnGateways",
"fms:*",
"globalaccelerator:*",
"health:*",

"iam:*",

"importexport:*",

"kms:*",

"mobileanalytics:*",
"networkmanager:*",
"organizations:*",
"pricing:*",

"routeb53:*",
"route53domains:*",
"route53-recovery-cluster:*",

"route53-recovery-control-config:*",

"route53-recovery-readiness:*",
"s3:GetAccountPublic*",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints",
"s3:PutAccountPublic*",
"shield:*",

"sts:*",

"support:*",
"trustedadvisor:*",
"waf-regional:*",

"waf:*",

"wafv2:*",

"wellarchitected:*"

"Resource": "*",
"Condition": {

"StringNotEquals": {
"aws:RequestedRegion": [
"eu-central-1",
"eu-west-1"

iy
"ArnNotLike": {
"aws:PrincipalARN": [

"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

PREIE BE R EE AWS B
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£ F 45 E Amazon DynamoDB B 14 iy 7BV

EMHLERINENER. FETHENES , URHE AWS PRA WEREER.

ELNERNRERNES Lo REAERNKEER  FEEMLE AWS f#EFREXE AWS

Identity and Access Management (IAM) RS FEEZEFIBE. TSI EBREAFREA B
UserIDAmazon DynamoDB &l R #E SignUpTime, # LastLoggedIn BtUsers, flin , &
ALEBRERZEEFZEAR  MARELACENTENBAERE, NHELBERNAHEIRE
HEBPEAENEAERNFHEEN , F2REEBRAWS REHINEE , ATHESER 2 BRH .

"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",

"Action":[
"dynamodb:GetItem",
"dynamodb:BatchGetItem",
"dynamodb:Query",
"dynamodb:Scan",
"dynamodb:TransactGetItems"

1,

"Resource": [
"arn:aws:dynamodb:us-west-2:123456789012:dynamodb:table/Users"

1,

"Condition":{
"ForAllValues:StringEquals":{
"dynamodb:Attributes": [
"UserID",
"SignUpTime",
"LastLoggedIn"
]
},

£ 54 E Amazon DynamoDB B #) 7 EUE 39


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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"StringEquals":{
"dynanamodb:Select": [
"SPECIFIC_ATTRIBUTES"

PR&I¥ VPC #HREREE

BMFAERINENER, FETHENES , SIRMH AWS PRAWEREEE,

ERFGTU B EANEEREREHTERN AWS B % , SEREERRE  Bes
EpfiEER, THIRBEFIBERBBIARS L VPC fHRERE R ZIMEN, TIEBHFHBERENEFEM
. VPC WEHEER, EHEENMENITH VPN ELR, 01 B a4 % B4R 4R & P B R FNE
AERNFMERN , F2EARIEEAWS Transit GatewayHH

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"ec2:AttachInternetGateway",
"ec2:CreateInternetGateway",
"ec2:AttachEgressOnlyInternetGateway",

ec2:CreateVpcPeeringConnection",
"ec2:AcceptVpcPeeringConnection",
ec2:CreateVpc",
"ec2:CreateSubnet"”,
"ec2:CreateRouteTable",
"ec2:CreateRoute",
ec2:AssociateRouteTable",
"ec2:ModifyVpcAttribute",
"ec2:*TransitGateway",
"ec2:*TransitGateway*",
"globalaccelerator:Create*",
"globalaccelerator:Update*"

FREI% VPC BN EE 40


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2

AWS H g8 AWS BB EE (AWS PRA)

]I

"Resource": "*",
"Effect": "Deny",
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

EEFPATEEFEH AWS KMS €88

BEMNHERINCHER, FETEHENES , UREHAH AWS PRA NE R EEH,

T %] AWS Key Management Service (AWS KMS) €8 B /o 5F AWS Nitro Enclave SI{TEBEELR
RHH enclave BBFBXHRHESHREREXNFPHRELRE , TEA KMS €88, LBEREAFZEEN
enclav B2 ER ., WFLBROAHEBREABTBAENBAERNFHER  F2ELKEBAWS
Nitro Enclaves P #) . IFERTARSBBEF in AWS Identity and Access Management (IAM) Bl 2
RG-SR TEEFE AWSKMS |, F2E WEGS|/ AWS KMS,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable enclave data processing",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/data-processing"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms :GenerateRandom"

1,

"Resource": "*",

BEEE T A AWS KNS SR v


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-nitro-enclaves
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"Condition": {
"StringEqualsIgnoreCase": {

"kms:RecipientAttestation:ImageSha384":
"EXAMPLE8abcdef7abcdef6abcdef5abcdef4abcdef3abcdef2abcdeflabcdeflabcdef@abcdeflabcdEXAMPLE",

"kms:RecipientAttestation:PCRO":
"EXAMPLEbc2ecbb68ed99a13d7122abfc0666b926a79d5379bc58b9445c842171f59cfdd36c08b2c79552928702EXAN

"kms:RecipientAttestation:PCR1":
"EXAMPLEQ50abf6b993c915505f3220e2d82b51aff830adl4cbecc2eeclbf@b4ae749d311c663F464cde9f718aEXAN

"kms:RecipientAttestation:PCR2":
"EXAMPLECc300289e872e6ac4d19b0b5ac4a9b020c982956431fF3978610750ce6a86f7edff24e3c@abtasts5F 2T F8EXAN

"kms:RecipientAttestation:PCR3":
"EXAMPLE11de9baee597508183477f097ae385d4a2c8852a655432365b53b812694e230bbe8elbb1b8de748felEXAN

"kms:RecipientAttestation:PCR4":
"EXAMPLE6b9b3d89a53b13f5dfd14al049ec@b80a9ae4b159adde479e9f7f512f33e835a0b9023ca51ada®2160QEXAN

"kms:RecipientAttestation:PCR8":
"EXAMPLE34a884328944cd806127c7784677abb0al54249fd21546a217299ccfalebfe4fa96al63bf41d3bcfaeEXAN

}

EEBHSTEEMLA AWS KMS £ 42
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&R

EMHEEINENER, BHTHENES , LUERMHEYE AWS PRA WEREIEE,

AWS R gi1E5|

- AWS Z£BE5# (AWS SRA)

AWS X ¥

« ERMRE (AWS Well-Architected Framework)

- ERSE AWS HERE )

« Amazon Web Services : EEEESHE (AWS AEE )
- BREAEHEEZERNESES AWS HERE )
- £ Fi5% GDPR £# AWS (AWS BHEE & )

- £ FEBEREE AWS (AWS AR E )

« AWS Z2 X

Hi AWS &R

- AWS &5t El

« AWS HEIEFER

- ERBAEERBES

. AWS Z£RFBRKE

o AWS Sy EREAGE BN EE (AWS ZPERNE )
« AWS Z£ 28
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-protection.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/hybrid-architectures-to-address-personal-data-processing-requirements/hybrid-architectures-to-address-personal-data-processing-requirements.html
https://docs.aws.amazon.com/whitepapers/latest/navigating-gdpr-compliance/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html?did=wp_card&trk=wp_card
https://docs.aws.amazon.com/security/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/professional-services/security-assurance-services/
https://aws.amazon.com/blogs/security/aws-digital-sovereignty-pledge-control-without-compromise/
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