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https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/management-and-governance-guide/definitions.html#id-adc431e7-de7a-4b38-c6ec-4b3aee17d8c7
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/sec-controls-gov-model.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ServerLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cloudtrail-logging.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingAWSSDK.html#UsingAWSSDK-sig2-deprecation
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https://repost.aws/knowledge-center/iam-sts-throttling-error
https://repost.aws/knowledge-center/iam-sts-throttling-error
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Amazon S3 IREMEREMT , AREREFREMRMVFERENR : Amazon S3 ARz FE A M AWS
CloudTrail BRI EH., EMEMGIE A LA BITECEZBHN URL A%,

EEEEFELHEE URL EABRNEHEE , SAUCARBEE, BRRRSEFMAFE , BRE 'S
P ERFEIEE, ML, 7£ Amazon A thena RIFHFEER | ZBLEEE A authtype, ¥R CloudTrail ,
s5AuthenticationMethodffadditionalEventDatat P #E, HFEMEREALT , FRAELESE
URL B ERMN B EERQueryString , MAuthHeader K ZEHHMERKNERI A,

QueryStrlngﬁFﬁ BRI B REFEELEFRN URL HHEAH, FERESRFIKEELRFEL
HBENURL , FERBEEATRSHX-Anz-ExpiresER, HRMAMRSFFEIGEEE , &
BMEER URl, Y SKEHFREPFEEX-Amz-ExpiresZEMWER, ¥R CloudTrail , #&
ErequestParametersfciE’JX-Amz-Expiresfcio

{"Records": [{.., "requestParameters": {.., "X-Amz-Expires": "300"}}, ..1}

T%| Athena EH 2 E F L 51288 :

SELECT * FROM {athena-table} WHERE
authtype = 'QueryString' AND
request_uri LIKE '%X-Amz-Expires=%';

¥ AWS CloudTrail Lake , THZEHSER L EFIEES -

SELECT * FROM {data-store-event-id} WHERE
additionalEventData['AuthenticationMethod'] = 'QueryString' AND
requestParameters['X-Amz-Expires'] IS NOT NULL

s Bl LAt AL Y TR L BB R K

POST i Rtt EEH—M S HEBFEAHtmlForm , £ Amazon S3 fAIARES1ZEL H 5540 CloudTrail. B
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/logging-with-S3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/LogFormat.html#:~:text=Authentication%20Type
https://docs.aws.amazon.com/AmazonS3/latest/userguide/LogFormat.html#:~:text=Authentication%20Type
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-s3-access-logs-to-identify-requests.html#:~:text=authtype
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cloudtrail-logging-understanding-s3-entries.html#:~:text=AuthenticationMethod
https://docs.aws.amazon.com/AmazonS3/latest/userguide/LogFormat.html#:~:text=Request%2DURI
https://docs.aws.amazon.com/AmazonS3/latest/userguide/LogFormat.html#:~:text=Request%2DURI
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SELECT * FROM {athena-table} WHERE
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R CloudTrail Lake , THIEHESEREZERY
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- ERREEY  ERSEEBRERENER,

- HithEH  ERCEAERNEY  EUREREEFRIHONARL. ELEHERHUERANEZG
M , (BRERBEME T,

- CHED , EVRRHEREFEAREFEETINEE—BINKESRBATER. FELSHE
e , SABRGIAEIR A SR E .

ERREER

Hftt AWS API BRI AR EZHN —REEEBHLEARELERENG R, FHSREAMESEENE
¥ REERMER AR, ELER TR EMBERIEFNEFIRE.

ERREERER

—fixmE , REEAREBEZFRNE S RRHYE Amazon S3 IFEL, FALBEER URL BEREM
ARFELEFALEE URL ZBRENZRACERNFEE, HEEZURRTFRAZRANSARKER
MEEE, Bt , ERSEEBRRTELEZERARBEERREEREMR.

BYEAEE URLNEFR—ERELZRE , LARELEZENCRMNEE (RXEFI4R) /E
#. Rt , BEEZRFEERLEEURLs, T8 , B THE , FLHEEN URL XLERBRE , EiR
#t ERMNFEUE , RItREEHEN URL WERE R B RAIER.

WMERKERNFEMEDT , 528 AWS Well-Architected Framework 22 X FH % FHEERZE
&,

BFERESR

RIEERNIEFREENSHEBTIRNENEE, AAFXEURLs HEREAZNER, WEHEMFER,
FAEHERN URL BRNBRMSEBREBETIME. NREK. EF. ACTFERNEENE
HEE  ASERKRFEREER FRETHE,

a0 | {RE’R¥E Amazon Elastic Kubernetes Service (Amazon EKS) B8 #THREEHBE R, R
HEASRERERBAENERAEEASKRAEE, EIERT |, aws : Sourcelp U ERERE
MEARKTABRNATRLE IP it , AR Amazon EKS B8RP WAR IP ik,
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceip
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Bl IRFRIERNEBREEEABRZWBLEESE | AEFTMIFRBEREB aws :
PrincipalTag/tag-key # aws : ResourceTag/tag-key RHER EFHE K,

HfthE®

ERARTREEENCERAEEECAALEENGRE , cMaRitzelts K REAEFNES. 1t
A EERABEFRNEITEREZRARBAME REFHFIE,

ELE%/RT , ERRERIINES ? HitRHRNERTFERTEEEFRN , MRRHERY
. RERBNRERR , URBEEAEFHERNER, BBEELX , EAHBBRARAEREER
MEEOO

THER TG EERL B R, ERACEEHERzH , BB EEBEFIHERENFRIHEH
BHAE, BB T EERERMHYRAHENRE , REAFERIBGISAMR R,

s3 : signatureAge HYEH

EABEEBRN—EECEREBReMBRBEEE, FRNEECEEH. LLAPSLIFELEE URLs
BIX-Amz-DateEHAF RS EEHE , WLATELXEHE POST Y HHI=l x-amz-date 12 5EEE,

Amazon S3 IRHHEH £ s3 : signatureAge , ATARBHIFBHPEBREVEH BN RRER,
G KETSEMEREE |, BB ER-E.

ETHBEERSP |, s3:signatureAgeffbRSIBEKELEBRENBEREH A 15 pENERER. T3
HHLMEM 15 288, BERERHIAEEEZEIERFUNKBEEE,

R Y 28 — EIRRR N IE B E1T Signature 2 2 lR7FE. WIRARNEZBEA G E SHEUL , BERL F
MARAZE AWS B, BEBELETSEACAEBEETE,

BRI LERA TS ER M % AWS Organizations fRIEZEFIBEE (SCP). REHEELXNAE 2 B EE
DR 1578, FRENATUEAELERENFERLBBERRELFERNBRASR, REEME ,
WREITEER BT AFE, UEEBMRAARELER , AT EBBHEERN KR,

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "DenyPresignedOverl5Minutes",
"Effect": "Deny",
"Action": "s3:*",

Hi W 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingAWSSDK.html#UsingAWSSDK-sig2-deprecation

AWS 7 g5l BBy S B IR B E URLs

"Resource": "*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
}
}
},
{

"Sid": "DenySignatureVersion2",
"Effect": "Deny",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:signatureversion": "AWS"

BISAR R

MEBRAREBHPIZTESERNEE , QI ERBERNTE  BEREREHEBEF ARG E,
LBl SCP RHIEBIANAMMR , FBFEMA aws : PrincipalTag , I TFHBERTR , AATERNARE
EHISARR. EHih AWS 54 , Flan AWS EREEHFEE S | SBEALER,

MREER EEFNRTBEEKaws :PrincipalTag , A ERHAEZFEALREEBNEERE, E
HNERLEEREEFEA , WHTILAH SCP &4 , aniz$la] AEE & WL Z B E A E B & BIFT R
HEHENERBAURE TERBER , EEEZBRAF7EME (dP) REA BATERE AWS STS,
BH% B7FRaws:PrincipalTagR —{EEMNEE, T8 , EHEMHEFEUES] (ABAC) A KR
WUABAE | IS HEEEERRAIRSIE | Waws:PrincipalTagét ¥t ERARGIEEER -

FETHEFF , aws:PrincipalTagREERIFIAARR , ARFEMEERESLEFER (Llong-
presigned-allowed) BFRES WEFEAtrue, HUBERT , TEEABEEFEHMRS,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "DenyPresignedOver15Minutes",
"Effect": "Deny",

s3 : signatureAge KIEH 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/README.md
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/service_control_policies/data_perimeter_governance_scp.json
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_session-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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"Action": "s3:*",
"Resource": "*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"

I
"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true"
}
}
}
]
}
REETRER

AL ERABRRSREFTRBEREAEMARNENNRFITR , LTI R, 8 SCP T , #F
FFRBREEURBTIEAEAER. MG A TSREAAREFRNENEHREERAE B
REVEEFEEFEREFAZRSE , TIHBERERHUZIZHE, 1H , B SCP T , REFTEBBXT
NERZELEEIRFPHER,

ABAC B BISAMR R R RBERPAEHFES A E SCP ME, MFrRBURN B R 828 ARER
AEEFTA | Eitt ABAC BISMRSLERAIER ABAC #2HIFEFEA,

ETHEFH | FE—ERRR T aws:PrincipalTagir & B2 RERER (long-
presigned-allowed) HEREA WEFXABILHINMR R true,. ERBERT , TESEAYHEEFEH
HRRH, F_ERAXNESURFHIERAZTHBIZ AWS BERFITENFTEZREA. E-ERRRH
FIEERE ABAC BHIEMR , UREXTBHNEZER,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPresignedOverl5MinWithExceptions",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",

"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
I,

s3 : signatureAge HYZEH 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services
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"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true"

"Sid": "DenyPresignedOverl5MinutesOutsideOrg",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",

"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"

iy
"StringNotEquals": {
"aws:PrincipalOrgID": "${aws:ResourceOrgID}"

BRI BUR

O LAERERESBEE (RCPs) KEEBHKBERERAZRMFITE. HE SCPsHERAEFETRBBET
@ , RCPsTELURKERAEABE. RCPsEXEMTMIRFFHNIERE LR  EFSHEEEIRF
FERER, NEFHMERN , 5528 AWS Organizations 34,

WERFITRBER , WREMEA aws:PrincipalTagsBEFRABRMHISRN |, BEREFRLETLTAN
ABAC 2|5 E

T35 RCP 44T rIH S3 MEFFBNALEE URL HERKIS 15 2,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPresignedOverl5MinWithExceptions",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::*/*",

BEREHBR 15


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html#actions-not-restricted-by-rcps
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"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"

.
"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true",
}
}
},
{
"Sid": "DenyPresignedOverl5MinutesOutsideOrg",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::*/*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
},
"StringNotEquals": {
"aws:PrincipalOrgID": "${aws:ResourceOrgID}"
}
}
}

s3 : authType KYE 1

FEAFEZURLs FHEHFEE 0T  MBELAEEPOSTs —@£EH POST 5498 #., Amazon S3
S EFEIB s3 : authType R SWBIERS » RFBI|RIELFE R, REST-QUERY-STRING 2&EH#HF
Bs3:authType®{E , ™ POSTR POST s3:authTypefi{E,

BAINERATIIBEMA SCP. BRMFEA s3:authType RAAFUERAERN S 7HBE. THER
E BE , AERIERERS SRR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Action": "s3:*",

s3 : authType HIEWR 16


https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-authentication-HTTPPOST.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
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"Resource": "*",
"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",
"aws:PrincipalTag/non-header-auth-allowed": "true"

REBES P RBEAIEERFREFECHIELS ) RBELNTARRATRRNINEE, Hlm , ELREST-
QUERY-STRINGHAI By ILEF & # Amazon S3 =R AT LEH TR, NMREFHLEFHEEA Amazon
SIERA ,FUEALER  IHEAEELETHANEE, S—HH , IREFFEEAESER
Amazon S3 124 , AT LAEA REST-QUERY-STRING fEA &,

tFF R BB R E A EEEFH Amazon S3 B, EEEERT , P RBEUNEMESHN, T
8 , s3:authTypelE@MAR R tdefense-in-depth AR , B AERBRFRNEEBREMN
SEEIRBR , FLAHA

ARIEENACEETREFNEHFRIPOSTEIRE., FIARARZEFERAFAEREFRZ
RENAE, ERUAELAGEYEENMRR.

CW A MERNTRARNEER , BRFTFEBREAEMASENNREE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",
"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",
"aws:PrincipalTag/non-header-auth-allowed": "true"
}
}
}
]

s3 : authType KIEW 17
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}

WEEFEEBEEFIELFH CopyObject M UploadPartCopy APIs 1T EEE MR R, Amazon
SIEEFZEE , RATTMKIEEL APIs,

MREBEFRARETREBCR , 0 LRBER |, B2 EEEE CopyObject 5 UploadPartCopy
API |, 5518 HR4 , aws:ViaAWSServiceMI FAT7R :
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",
"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",
"aws:PrincipalTag/non-header-auth-allowed": "true"
1,
"Bool": {
"aws:ViaAWSService": "false"
I
}
}
]
}

mERAEENEMAN L MEMAGIAMRR

MREFTERBR —BRERINENERENAE , ERGKAEAINEMERBRNSIAMRR , Bt
EEFINARR T ZEREBEENFER.

WMREBRRRE , BRFABEFEBHOFIARAIEHREARS , CRZEERELEHNMR R EH
HERATFRHPOSTHE BT , FRIFFEBEBIALE,

s3 : signatureAge HYBR &l

EEBEEEMRs3 signatureAge ETE M TR WX EFEEH. BECHEBNHERFITE X-Anz-
Date , EEE RSB BIMNEE, LLEHBFIREA , 5K signer. AWS rejects 725 E G EURFEH

BERERENBRMANE LR HI SRR 18
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AR, T8 , FEBEFEVUERKNBERALEEREE, NREERKEBTE , Amazon S3 SHEEEER
REFEWFER. TR , IRBREBAZEZNFAZEE  ATUEREL I BREEEE,

s3:signatureAge A EHHFHEEEEMNF RRFIHEX-Amz-Dated WHERFEH., BIFEHRE
HIBEENFEH , HX-Amz-ExpiresPOSTBEREEEE N , HEIELFER, s3:signatureAge
TEEFARTSPRBHNFERNERNHE, ctFRFAFKAREEX-Amz-Datel &,

MRRFFEER  IAFKZIERERRAYHER , EERHUETRELZENRE, E2R
#ls3:signatureAgeRHIR LT RNEE, EAXERFEAHBNFEANBRAREUBHNAXZE
BRI : HMELE PIEENEVEBANAEMs3:signatureAge, FEAEHIRE NERSRSETE
WREl, HP—ERFSARZEEZEZENZEAEMIARER. FAEES , B UEHRITWEREA
BRPBRAEN . BUUAFBRAERERRIE 36 /N, ISERERFABEE 15 7iE, HEE
AER BEHREBURK BWEX-Amz-Date,

KABABRRELR, EEABRE\ENLRERY  CTUBRBATAKABAES , &
bR ERESEARNOEARE R,

AR s3:signatureAge BRAZEW ABNETIE , EAFELAERFNEASKHENREEAE  hE
ERHBRERLRE60Y., KR 60W NBREEFERBEUBRNER. NREAHEEELENBERR
R BEWNIEE | SRERSEE , GEZXE NEBRPERIELREEs3 signatureAge,

RBEEHEREIE

SCPs#l RCPsAI LA A aws:PrincipalTag AEAZEETHNRR. EEEIERFRFIrR LLEAER
BRiEB aws :ResourceTag- EYHEEREFFR. ACEERALEFENSENGHTEEEEE
EEER.

BEFLZEARFINRERRERFBRERABEMBIAMN , HEREE SCP = RCP EAN
#RFS , SfEH aws : ResourceAccount, aws : ResourceOrgPaths B aws : ResourceOrglD, i
W, SCP = RCP AIReEERAEZ —HLEERF,

S—EERARRMEM BT AWS Config REIREEERMZHREENIZE, BERRSERTTE
HASEAEEERNREFIEER. RTAERETFBERNAT 2, BFT AWS Config £ RIE 7]
DitRErRENER  MRFETFEER TREE , ARKATIRAFIR. IRFBRARBEH
BRRE  ATUSRENEELATER , RURAEE  SERNEERETROEE,

(® Note

481 PR & PutBucketTagging BB RNEBEBAS . EEMISHRFIFEESR MRS |, &£
AR FI% PutBucketTagging# DeleteBucketTagging HI1FE,

RREHERFATE 19


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/tagging-and-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourceorgpaths
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourceorgid
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
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ROER B B) MR AR 5 e

EAEEN URL BE8E , BN HEAARMITEHESNWEE AP B1E, CERBRAERR
FRERE. REEEHNEN—FTRERBEENLEN, EXASHRED , EREEFRNAFRMNE
WEERMFAIRES. SEEEBEZEHTTPS TERBN —Fo RELEESHEELENE , AR
HTTPS T{ERFBRMNSERETREEFTBWEEN URL

HRAFELEHEZURLs , BESEBWAX-Amz-SignatureEHFEBEH, EHFESHE URI B TH,
Ef2 AP AR #H URI FIZE, AFRmATUFEIREE HTTP R , X AR&HFER. ERMEEAN
EAED (BEEIBRBEE ), TB , ERETFTEERNEN., URI BHELIRER  EFIGEHSEE
MTRYLEN., Eic#k URIsZEl , AFIREFERBITRNESRBERIEE,

ERERFESR  FAEAFFPNRE (RE) BISH HTTPS THERNATRM. MAKRKEZSEYHA
FinRMETEBRNEEEN , EACHEEEENEENER. EAFKPNRENEIRABTH R
KREBABNEENEE , TAFEESEROER. Rit , BEREZFHHEREFMRENFI

PAEENAZRBEERHEATENW LY , WEHMEE, Hit , EEPNREEESLHRFI R, #
RPN EBUUGAF K — KR REMTASR. EENER (MEAIHIERTHR )  BHMEETHE
URIs , flE1B&X-Amz-SignatureEHFERSZEHH URL,

=R

HEFIEE URI SBBREERTX-Amz-SignatureERFH Y, BIIREEHFTSH K WREAR/SE
WE | REERFIRPTAERESE K. HABNERELRE  BERLAZZURLs BHENEERRKH
wRENERRE RERERBLEEIENARBFTBHNEE,

Amazon S3 & EZI%E  AMAFERIE, Amazon S3 AREEFEEFEEER URIX-Amz-
Signature , BEEKEZEIEN . A Amazon S3 itk CloudTrail ERIEHEFH Rk, BRI
B BETERE B AFEZE Amazon CloudWatch Logs RIEZE %}, https://docs.aws.amazon.com/
AmazonCloudWatch/latest/logs/CWL-custom-data-identifiers.html

THHRAKERXNFE URI FEERM X-Amz-Signature :
X-Amz-Signature=[a-f0-9]{64}
DTFRAREXNHESEER , LR EEERIRHXF :

(?:X-Amz-Signature=)([a-f0-9]{64})

FUSR B B MR AR 1R e 20


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL-custom-data-identifiers.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL-custom-data-identifiers.html
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MREFEMTHERBFRIERR :

X-Amz-Signature=733255ef022bec3f2a8701cd61d4b371f3f28c91f193a1f02279211d48d5193d7

F-ERAREASKEFNAREEEES !

) 9.9,9,9,9.0.9,9,0,9.9,9,9,9.9.9,0,9.9.9,0,0,9,0,9,9,0.9,0,0,9.0.9,0,0.9.0,0.9.0.9,0,0.9.0.9.9,0.9,0,9,9,0.9,0,0,9.0,9,9,0.9,0,9,9.0.9,0,0,9.0,9,9.0.9,0,0,0.0

EXEFENFANREL  F_ERAREXNSKFNAFEEEES

X-Amz-Signature=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX XXX XXXXK XXX XXXXX XXX XXXXXX

EiRiEE 21
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®REESE

BANZXEAFRLEEENFER? ERLZERARE ?

=, AEBREFBRINBEEAUSRER. ERTARLEBRERBEABE. T AWS R EMS
EHRAFEE, BF AWS BEAERNERAES TEERAILEFFSFREIEE AWS R , MIELHE
R W —EEATRER EE/AT,

MRENERARFIRAFTENIT R, BEZEFEEGRGFBHBTERNER, EXEATRALEEERE
FAREVINRE. BARETREM , ﬁ@?ﬁﬁﬁﬁﬁﬁ?ﬁﬁﬁﬂﬁfﬁ ,BHEFFSERT  ZRERKBETES
K fEA

BRHRERAZEUNNAEREBAIMERALRENGER?

AAREBRINBETHHEEXFRNEMAAEE, REECEBHATANRR , fINEREEE
HEF , TEEIT. IREECBY, XEBECEY K IXBRRELFNERNER , AIEEER
Ko

HWRER RENEMGIEHENEE AWS B, TEARANZABRAFTIERN. RUOREEKR
EHEFHERAAZAENNERE, NIRERELEEEFHRRABULRIERNEZ S  EREM AL
A, ERREEAENE D RE,

RECEHERSUUEHABAARENFRRENER ?

REENFTEBRANDE. FRPENRATER , ANEZENEAEFTESHUNGE, ZEERE
B, BEREEEG  URECARRFNEAES , SREANREBENN —RREER. BEEMLMAE
LRt RtEREEAEEBEEENALBEEFTRIATIHENED,

ERANAEABEFREHNFRERRTEABRNEFRTE  ZBABRAREZER. EEER
AT, BARFRENNREEREREARELEENGR , EREZENFRTEEUMNEREF
HY,

- BHERERAREZZRINEH,. NRBGEHERR K BREEENEEZTERR.

- MREHBRFAEHN IAM TRFTFESWTHEALZZFZRAEWNEE  ARBRALESR
AREEY "TFHUEE, B, EERECRRARKHNBFTAIRE  EHELFRAEEFREEN
H%’Faﬁﬁ&%o

RETUZREAALEENER? ERZLARE ? 22


https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html

AWS B E | 2 1T BRI BT S BURLs
- ZREANBHERBRESFEREABEBOZTAETIME,

- AETERENEMSRIRESZ BRI HEEN A€ TERERETITME,

- HEENBEERBERFERNTNETTME , B -RBFR—K

HEEERERT  HEEAZEFBREBNEARREERNEAEEAEZAEHNTRANEAENETESE
MESE , YRETEREREZBNEFN. LREREMAEZRBORT. TEEEIRNRERAEELES
BENFRATRE  MIFREBRENFRDESS,

MRBREEAURERENSALA  RETUERRBERLEE
URL BY1FHL ?

o EREM URL BEANBABRERY. AZEFETUTRILRME

- RBEAEBMELA IAM ERBEREFT. MRZ IAM TRTEEHFE URL HFENERMEE , B
URL EZEMTHIRIE, ESFEREZ IAM TRHFAERMNER,

- MRAREE URL WEAERZERRE AWS STS BAER , BATLUREETE IAM RS ERB 2 A%
TRV ER B S A ERIE TR ERET A, MIFFERARS , st B HME RN THERREEF B KR8
Ky, B TEERTEZIZE. HETFRRFTHEEERREL THERBRARBNEAER
FREEFBRVMEST URLs K3 , {BERHT TIERS FRRAEBEEAYHT URLs TEZIKE.

- MRAREE URL WBEABRRKABZAER K FEAFHER, EeXERELTAERMEEN
FIERE&,

MRBREFAURGREN LA, RETUEBREALEE URL BFE? 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principal-properties
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-role-session-properties
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-network-properties
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html#revoke-session-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html#revoke-session-policy
https://docs.aws.amazon.com/cli/latest/reference/iam/update-access-key.html
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&R

Amazon S3 X

- BREEER (AWS HER R4 4)

- BEER  HAEHZSH (AWS BERRE 4)

« BRSERER | (EF POST #1TRIEZR LB (AWS EHEMA 4)
« Amazon S3 HEEMAE 4 S RBRBIEHR B

- FAFEEEZEEN URL

H it 5

« £AWS FEVEREE (AWS BRE)
« SEC03-BP02 ZFHIEERHEER ( £BAWS RIFHESR , Z2HXH)
« SEC03-BP05 AZHEMERFTIEM (FEBAWS RIFNER , T2MXH)

Amazon S3 X 24


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-authentication-HTTPPOST.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_define_guardrails.html
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fisk A : AWS AR an{al £ A TR L FEEURLs

LE B ERAR M E TR £ 28 F URLs AWS IR# M TheERVARBAE A, WEFAAMERIR

- REFRHENZETEMERELRHRARZENEN.
- BV tREE TR URL SR E EBMERENERER.

/A Important

IEFf e TR TA L EE URLs WTBFE AWS IRE SEFAFR. EETEERITHE=S
BRI R

Amazon S3 FiE4&
TH - IpAERE

FRRBHIRE @ 5 P8

O REEH
ZAEi52 4% Amazon S3 console. AWS console TAM BRI{TAAREEAMEBE , AL B1TE
A,

Amazon S3 EERAEZETHEM LEYH., THEEABEEREA 3007 5 2E ) WELEEE URL,
URL 2H¥ WFERE%Ehttps://<bucket-region>.console.aws.amazon.com/s3/
batchOpsServlet-proxy,

ZEREECAER-T TITHIZAERE , Bt URL FEREELESEEZEAFK , BRI REHEN
THFERR L,

HEFL, BEXRAEEEMMEFR : OPTIONS#HMATEMR CORS & , LUK PUT., EMEFRHBEM
HEHNEE.

AREZENBEAERREZENEAFEAEMEBRNEREAES, NEELRREABRNGE Fil
EABHA R EE,

Amazon S3 £# A& 25
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Amazon S3 Object Lambda

T8 FEEFWE

B - 61 7

(® Note

B 2025 % 11 A 7 B , S3 Object Lambda EEAR B eI EEFEAXBRBENREEF , UK
select AWS Partner Network (APN) §1ER . ¥Rl S3 Object Lambda HIIhEE , FETELL
B — 5 T f## — Amazon S3 Object Lambda A] M £ E,

Amazon S3 Object Lambda £/ AWS Lambda K& B EI R B FE IR Amazon S3 W ER, E
S3 Object Lambda W A EAF , XEHEBFWEIFELEER URL (inputS3Url) , TARKREZENFE
BT HEBWH.

ELFEEBMEURLs S HZEMN Amazon S3 FEIHEE | RFIEEESAEE S3 Object Lambda
RFfefit, (5B Object Lambda FEUE TR, ) BEMFAREE Lambda KB AE , URL 2FEH
REZHEANEDREEN , MEAEAENFTFITEFSEA URL HKEER, MR URL FECHEME
%8 , Lambda BB BEEY Amazon S3 IR /EEELIEHE,

ERIWFENLEE URL WiBHIREEA 61 # (kb S3 Object Lambda BB RIFEEEZ—® ),
ELER URL REEEXENEFIEEEMFA. S3 Object Lambda 1FZHVEEHY 22 A EERES FZHUL 17EL
B BETLAEAFM BREI% S3 Object Lambda ARV FE "aws:CalledVia": ["s3-object-
lambda.amazonaws.com"], EZFGHEZIZENTRHIRBETRE , CAERLIEETFRX
BENFRHR RIS,

WHENER , TEEAH Lambda HEEFEEER T S3 REFERTFTIE., B Lambda EREHHEBIRY
A BIEEE WriteGetObjectResponse BIFF Al , {E R EE GetObject BIFF o

E S3 Object Lambda A TR KX EURLs B , TSR EMEBIRS , Btk URL AT EA%E Lambda 82
NER. TiB , ¥ S3 Object Lambda 22 Al tNHVERPRHEIAEA, Flan , RER Lambda BE
£ VPC 81T , B REAREBMER VPC imE , AIBEEELAEE URL WEMABEERLMER
& VPC W Bh{Eix, LEPR#IHE AR Sourcelp A VpcSourcelp,

Amazon S3 Object Lambda 26


https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazons3-ol-change.html
https://aws.amazon.com/s3/features/object-lambda/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/olap-security.html#olap-access-points-security
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® Note
EEE VPC H{EM S3 Object Lambda B , VPC HBEFNE S3 WmEHKEKE , FaErY
WriteGetObjectResponse, EIFFRREHA VPC i HH FE R FE AR R 7R 8 i EUE RAY

AWS Lambda & [213 CopyObject
FEEA : AWS R
FERBHARER : 3600 B

B8 CopyObject 3 UploadPartCopy API 1T S AWS [E1F , Amazon S3 BEAIFEATE
% EURLs, EL APIsTILAE#EHE SDKs= AWS CLI &% aws s3api copy-object® FElaws
s3api upload-part. E APIs "€ MM Amazon S3 EE , BEERRMEM LR S3 EFiTE
B, M aws s3 sync@PEMEMAEL AWS CLI aws s3 cp APl, ©fithZF|EE AWS SDKs #
fTransferManagerB#XE,

AWS Lambda GetFunction

Principal : AWS internal
TEEBEIRR - 10 D88

AWS Lambda € #&F & RAFHRE Lambda ERBEA M S3 fEIFET |, EEERED
Lambda BN EEZH ., EEREFMEHBNENE B, &L GetFunction API,  1tt API
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