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https://docs.aws.amazon.com/neptune/latest/userguide/intro.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
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- RUREERAERRGEIERT (1aC) KEPE Neptune #E, ZEEE —HWIRIEHERE  FHFEH AWS
CloudFormation &4, AWS Cloud Development Kit (AWS CDK)&} HashiCorp Terraform A& &
SEVFMEBXENER,

- BABEBEL Neptune BERF , FINFAEHTERA/), MERNBREVFRER , IELTE
AR EHITFHRERE,

- RAFWMNABFEHERTH, LRI, BERMNBA (ETL) BF , MEHE/RDBREE, KBER
(DR) URIEFENEHIEEEREHEE., ERFHYLUIFEMRE AWS Secrets Manager, Amazon
DynamoDB S{H A A A B REEE ML E,

- FRAERSPEERTIEE Neptune ER , YIRBEBERAE. WFEFHEENR , F2HERL
Amazon Neptune &R,
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https://docs.aws.amazon.com/wellarchitected/latest/framework/operational-excellence.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://aws.amazon.com/blogs/apn/terraform-beyond-the-basics-with-aws/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/neptune/latest/userguide/tagging.html
https://docs.aws.amazon.com/neptune/latest/userguide/tagging.html
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- ERFZRFRBHFN 1aC HAMETE , HlM0 GitHub = GitLab.

/A Important
EDESRIREF I AWS BAKH,

« EXR |aC HBERAIFBERESMNIFEZ (CI/ICD) BRFS , Bl AWS CodePipelines AWS
CodeBuild, EXBRBEEIEERREPHE=Z. WRNBERNXE , HP IS E KM Neptune BE |
REBBRELHNEE Amazon Neptune E5,

- EREAREPAFZERRENEAREANESN , ARBREBBINEERE, ERRAREHZES
B TaEtt , YAMRBEREMEIEESENAESTEARRRS.

AR

BREEERLEEEEAREBEYEREIN ANBER THEREMREE , RSB HEE, THRET
1B & E A Neptune BEIRZABRE :

« BYERFE , £/ Amazon CloudWatch I5EEREIFER EH/TEEMN CPU MEERAE X7
BAEER, BRENEAEX AFHREIMVEERIEZEMN Neptune AAFixEI BRI CloudWatch &%
IAMETR, MESHEK CPU FARBENFMERN , F2B Neptune XHFHFEA CloudWatch £
Neptune FESR & Bl E T B XEE.

RS EEEHDIBE out-of-memory I FAAR R |
RYHITERE , E RAM-to-CPULER S,

« BREBHAEE Neptune BEMEEMEE, Fln, BufferCacheHitRatio BEFEENRE (K
A 99.9%) , M MainRequestQueuePendingRequestsEZIFBENE (BEBERTA0, BE
ARRENERNEESTEED ) o

- FERBHEAEHRBEIES , LUE Neptune FERSAAM, BEZEREARVITERTENTA
EZFELEMEERBENER , UBREHTERERITARERERESHHEREENES,

- REFEAREREDHRERERBENER, NFEFMENR , F2HEEHHFHE Amazon Neptune EXE
BEEPHNEXRYE,

- AREREHTEENSERE  UWTHENEARMIFTRHEFERSR.
- MRENEABRAFEZEZTEPE AWS Bl |, FERBEALHEREMA DRETEN -7,
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https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://aws.amazon.com/blogs/database/automated-testing-of-amazon-neptune-data-access-with-apache-tinkerpop-gremlin/
https://docs.aws.amazon.com/neptune/latest/userguide/cloudwatch-monitoring-instances.html
https://docs.aws.amazon.com/neptune/latest/userguide/cloudwatch-monitoring-instances.html
https://docs.aws.amazon.com/neptune/latest/userguide/manage-console-autoscaling.html
https://docs.aws.amazon.com/neptune/latest/userguide/manage-console-autoscaling.html
https://docs.aws.amazon.com/neptune/latest/userguide/neptune-gdb-disaster-recovery.html
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BREEERRER BRI A SHERLEZFZRBENLRUARTNELRE  EREEEPRRE. &K
RATIEBAHBEEINZER

- EBRRFFERMPEERER NE,
EEERNEAS Z2INAT. NREBPHNZEEBAER Neptune , FFEMBRAPXESNEHE
HARARSBENREER

EHRRNERERAERENNEERNZE

EEHEEENENTEER | 518 B FEME Amazon CloudWatch Logs ., FFZEB TFYREE
7% -

- MAEEHKE. THREBFE , YLPEHREEHRENER, €A Gremlin, SPARQL
openCypher B Neptune FEBEFRER RS , RATHELEHRENRER,
- B Neptune i HF , Y EHRB AFREEERARRENERIEE.

- MREFERBEHCHEIIEKIHE , BFRARME CloudWatch Logs. J:_ITi%ﬁiJ"‘if_ﬁaiMﬂﬁﬂt
MR Z AR, Neptune BTEBN BFRFTREER , ESEBBARTZHAREEREN B
E » CloudWatch Logs XERHRE B, CloudWatch Logs EPE’Jiﬁﬁ*“EHEEIJJ e E R TN

%l] S BT RERRE .

- BATALHNRZAFRERMEFNINIE | BRI LIERE Neptune ERIERE | KK BFERZM
Z CloudWatch Logs H 8y B558#4H, /A CloudWatch Logs , BRI AT B E R ENBE D47, £
H CloudWatch Rz & m%ﬂ’lﬁ*ﬁ?‘a‘%ﬁ; , X {FE A CloudWatch Logs #% &) H i R T2 S A
7B, WEFHMET , B2 Neptune HiFEZEHMZE Amazon CloudWatch Logs.

« Neptune XE A C&IL4IFESE#%E AWS CloudTrail, MEEMET , FFSREFEH 24 Amazon
Neptune API I AWS CloudTrailo

WABERERRHER 4


https://docs.aws.amazon.com/neptune/latest/userguide/slow-query-logs.html
https://docs.aws.amazon.com/neptune/latest/userguide/gremlin-profile-api.html
https://docs.aws.amazon.com/neptune/latest/userguide/sparql-explain.html
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-opencypher-explain.html
https://docs.aws.amazon.com/neptune/latest/userguide/auditing.html#auditing-enable
https://docs.aws.amazon.com/neptune/latest/userguide/cloudwatch-logs.html
https://docs.aws.amazon.com/neptune/latest/userguide/cloudtrail.html
https://docs.aws.amazon.com/neptune/latest/userguide/cloudtrail.html
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REXE

MERZE AWS REESEBEIEF. 5/ AWS BF |, BAUZHRNEMFOMBRKRERE  ELEREE
RRMERZEHBEBNFERMEE.

ZEMR AWS BEECBNARERE, AFSEEESEHERAERAGNRZENERATNES !

- EIRNZEEM - AWS B EREE AWS BRIE FHTHERRE AWS B, AWS B ARIRHAT R
2FERANEK. FAWS EHRFHEP , F=ARERAESSEHARMERRE AWS Z2HNERM., &
E T #ER R Amazon Neptune NS #HRETEl , BZRAESRTEIEHERNNAWS RiE

- ElRNZEY - BNETECRAEER AWS RE 1 . FH4EHEMREZESE , S FEERNEER
., BRFRNERNBEAZENER. UEEEERBELAENFRENR  F2BRERBEAREERRT
£, NEBMNERMRENEEBEN , F2BAWS HESEEEMN GDPR PERENE,

ZEZEABBE T BIAIEEA Neptune HRERALREEER, THEERBUMAE Neptune 55
EABRENLZ2REREE, ZHgT7THOMAERAEM AWS BRI KiFBIREZEMRE Neptune B
o

REXHEETHETEEMEAS !
- BERlRE

- BRRe

- BoBRRENRE

BFERLZEMN

ERNRNERSRENTFEERE Y TRHENATENERAAETE., TIHEEBFHRE
BENEFENENEINBRRE

- BERE. E8R. SHEE. AWS ldentity and Access Management (IAM) & &R H b &R
EOSHESBREN , AARERTREELRERERZEBFF.
« Z1 5 Neptune ER 2 /S AR URISREZTELEBEAEREARBIFIR.

 Neptune MEMNHTERBAUBHRBENERNEZRBERCRENERBEFREER , AERREMS
B —ERE, BULUFER Neptune MBERIESBEEERZEARINERNRE. B LUET
Neptune 11% , LUREBREERNEHRER,

BFERzet 5


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/wellarchitected/latest/framework/security.html
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= ERUAFT Neptune ERIEHTEBAIMNE , 557 Neptune EEREANBAMZERPEER (R
AIEE ) , REHEHDPERE AWS::Neptune::DBCluster::StorageEncrypted Bt CloudFormation, 3l
REAME , Neptune 7858454 H Amazon Relational Database Service (Amazon RDS) AWS ¥ &
£, AELRAUBUEFZE SR, MFEEL Neptune EREBTEBMNENR , FSREILFTN
Neptune EXIEE S, NMEFMEF , FSENE Neptune ERFRE. ENWEBLNFERREEFE
&% Neptune FREZRHAER N,

-« f£/ SPARQL # openCypher FES i , FHR 5 HE = N ABRIANSELHEAM , LB LE SQL Injection
MEMAEXNKRE, BRERAEAERENBAREEERATERENER, CASBILES
RAEBRER , LB ASYREEZETLERE, WHEFHEF , F2E openCypher 2
2L &3 SPARQL Injection Defence FI&i#l. https://owasp.org/www-pdf-archive/Onofri-
NapolitanoOWASPDayltaly2012.pdf

« HN Gremlin S , FBEM Gremlin S L8 , MAREZEEFHRE Gremlin ETHE , UBRE
TERE A RIRE,

o BN

Amazon Neptune ERlEREREE NWERLEELR (VPC) FEIL AWS, 7 Neptune 1.4.6.0

ZHI , Neptune ERIEHEEN I REEER VPC AFEL. % Neptune 1.4.6.0 R EHhRAH

% , Neptune BITERBIUREAZBHEEHERLFEEFR. REEXREEFEEREPFEALING ,
D AER B ABRMA Neptune IE{LER ( FBE L—BFE IAM BRI ERMALER
). MRECHALNERFIRY  FERRENEERENBEAZLFHERURERECH IP it
RE, EEERBESIFATEBRRENNESEY , TAFLBEELRHIE Neptune BRI ERE KT
VPC WEEL , MREZEH Neptune ERl, WIFFHEF , FSBERE Amazon Neptune B,

ATREBELENEBRFTER , Neptune EFAZ S BABENZE |, FEiB HTTPS 84| SSLEHFEEEM
HITEBIBE IR, Neptune £ZEH Neptune ERIEHITERIEM SSL BFE. Neptune SSL BF
EXREERY. BRSBRENSTERBREEIRERE,

MREEAERTEHSERNERBRE (HIE0 HAProxy) , RIXAEA SSL &1L , SWEREFARES L5k
BEHCHK SSL BF%. SSLEEREER , RARMHN SSL RRERBARD[EIHREZBIT. WEME
F SSL iE#ZE Neptune iwBHHIEFMER , B2 BEH HTTP REST inZiE4EZE Neptune BRI EHIT
B,

RELEHMREE 6


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-neptune-dbcluster.html#cfn-neptune-dbcluster-storageencrypted
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.Keys.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.Keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/neptune/latest/userguide/get-started-create-cluster.html
https://docs.aws.amazon.com/neptune/latest/userguide/get-started-create-cluster.html
https://docs.aws.amazon.com/neptune/latest/userguide/encrypt.html
https://docs.aws.amazon.com/neptune/latest/userguide/opencypher-parameterized-queries.html
https://docs.aws.amazon.com/neptune/latest/userguide/opencypher-parameterized-queries.html
https://owasp.org/www-pdf-archive/Onofri-NapolitanoOWASPDayItaly2012.pdf
https://owasp.org/www-pdf-archive/Onofri-NapolitanoOWASPDayItaly2012.pdf
https://tinkerpop.apache.org/docs/3.4.8/tutorials/gremlin-language-variants/#:~:text=A%20Gremlin%20language%20variant%20is,within%20their%20native%20programming%20language.
https://docs.aws.amazon.com/neptune/latest/userguide/neptune-public-endpoints.html
https://docs.aws.amazon.com/neptune/latest/userguide/get-started-connecting.html
https://docs.aws.amazon.com/neptune/latest/userguide/security-ssl.html
https://www.haproxy.org/
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-sparql-http-rest.html
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-sparql-http-rest.html
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= EZRHIE R BUTE Neptune BRI ER M ER EH/TEE 31T Neptune B B1E , BRUA IAM &
RESSTRIBACEHA IAMBAER, BEEAWS £/ IAM BAERERE K, 80 IAM BB4EE
BERFHIT Neptune EEREFTERFTHN IAM BUER, BRLZEFRREERER K ERFEREKTE
EFTA, MEFMET , F2REATEERN IAM BUE e 46 A ErEE A S RH Neptune F IAM
55 BEFEE,

EEREIH T LUELR T Neptune BEYEHER | B LUEH IAM [ Neptune ¥ ¥ EH 1T EE =& R
EEKETEIRE. WREKE Neptune EREREDPRA IAM 05E , AIXELEARIBEFEERE
EENEMA, MEFHMER , BSBE Neptune FEUA IAM ERES 2 EBRE , SLEREEA IAM &%
BENLR,

EIAM BHESDRBERAR , SEBERBAAMER AWS Signature 5 4 RETHE, EE 7 HRUOM
BEZBNEBEREZZCHA IAM B2BBEHNTE Neptune iR |, FE2BEH AWS ZE A 4 EiH
#E, FEBAENIE , W awscurl , &K E AWS Signature £ 4 i,

A TEHEM 5E AWS AR% , Amazon Neptune £/ IAM (R EEAE, RS EEACRERERE
Neptune ¥ —TEE4 IAM BEEH, BKELAEEH Neptune BEESE , YEERBAREFWYH
it AWS B FREERFIERT A, MEFMERN , F2E LA Neptune W ERZAE,

BESIBRBNRE 7


https://docs.aws.amazon.com/neptune/latest/userguide/iam-auth-enable.html
https://docs.aws.amazon.com/neptune/latest/userguide/iam-auth-enable.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/neptune/latest/userguide/security-iam-access-manage.html#iam-auth-policy
https://docs.aws.amazon.com/neptune/latest/userguide/iam-auth-temporary-credentials.html
https://docs.aws.amazon.com/neptune/latest/userguide/iam-auth-temporary-credentials.html
https://docs.aws.amazon.com/neptune/latest/userguide/iam-auth-enable.html
https://docs.aws.amazon.com/neptune/latest/userguide/iam-auth-connecting.html
https://docs.aws.amazon.com/neptune/latest/userguide/iam-auth-connecting.html
https://github.com/okigan/awscurl
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/neptune/latest/userguide/security-iam-service-linked-roles.html
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A S E

AIEMIEEIEIRERERBER T ERE —BUtHTHEERENED. SFEREEGERSH
TRARIEESH,

AN ITEEHENREREBMNERRENIIHRETRE, BHRBEESFEME AWS Well-
Architected XM TEERFHTA. ARAUEY , BLEKERIEER,

AEMEXEEERTHIR@EEA

- THREEEEE  SERBEENSEEN
- BFEE
- BEEE

T £ Neptune FRISELEE

BR T P EIA GovCloud AWS B 24 , FTE X EM Neptune HEHEREX/N EBRA 128 TB (TiB) ,
HAf %A 64 TiB.

128 TiB B2 AE B A K9 200-4000 REY 4. EERCHBIEER (LPG) F , W REHFH
ERER I ENETR, BESEN. EEREREE (RDF) BEH , WiHRMITHE.

B Neptune Serverless E 5 , B LARBERE Neptune REE{ (NCUsHTR/NFIHRAEE,
18 NCU 2% 2 GB (GiB) Wi IEEMAERIBA vCPU MEME, HK/MEANCU BEAREEFHN
EEARIFTER. BAULRENZRA NCU EESA 128.0 NCU , ME/MEKIEA 1.0 NCU,
FEIBEE Amazon CloudWatch $§#EServerlessDatabaseCapacity W BV EEHPHITH
EE , WEHZEBRANNTRITABHERANCUUtilization , REFIHKBESEEAERM NCU &
B, EFZITHEEH+S , 1.ONCUNEREAEK , Y EFE—REBREFTUTENTE. NREHRE
THEEBEREETHIR , FBEMEKN NCUs , MEEEERAVRREREEZHNEE,

HRASUUEBINENEEREE K SEAWS 1EF HESEESNEE. EELERIIEEREHT
ERMNERNERE, THNEREERNLRE  IREAREIZERNENTULSHEEZRE
MkM, BLEREILTHKFERGMOEEELE, WE Amazon Neptune B Amazon RDS, Amazon
Aurora 1 Amazon DocumentDB ( £8 MongoDB &M ) 2 BHANWEIEEE , U R THKFERE
B AR ES | 5528 Amazon RDS Y ELEE,

T f# Neptune BRISELEE 8


https://docs.aws.amazon.com/wellarchitected/latest/framework/reliability.html
https://docs.aws.amazon.com/neptune/latest/userguide/feature-overview-storage.html
https://docs.aws.amazon.com/neptune/latest/userguide/graph-get-started.html
https://docs.aws.amazon.com/neptune/latest/userguide/feature-overview-data-model.html
https://docs.aws.amazon.com/neptune/latest/userguide/neptune-serverless-capacity-scaling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Limits.html#RDS_Limits.Limits
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T % Neptune S BER

# Neptune EREREF , F—EETEEREHTERBMRZZ 15 {8 Neptune EAX, TREREHNT
BERXEFDNBARE  YHBEHREATHAREREH. Neptune EXASEREHTEERE
PITEEBMARNFFEERE , MAEXERIURE. Neptune @A T UREEEREHITEEHEHZ
WMTHEEH,
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BEHN, BTHEEENTRY , FEREATRITRAERSFHMEEHARTIER, MRATAESE 1
FREEHTERRR  TAES 2 PHHTEERSRAR/TEINTER  EEBREEEBRKEZL
REEH, it #ERYBFTETAESE 3 FHATERREEFNEA.

MR IEFEHE R Neptune Serverless , FIE T AEEHPH BN NEASHTERASRBEERE
EERBIERNERAE, ZUUSBEREARTERNEABREAOR 1, UEEEZARHITHE
BNWAER LN TER. EEEREEEEEINIEER,

NMRECHEARXEELKENIFTEZEHAERE , FERMEM Neptune £ ERE, Amazon
Neptune £ EREBEBZE AWS Bl , MAREESEHERN , Y EPEEEEA NZRBTR TR
HIRIEER AWS [EiF, Neptune £HERETE—BAEFFHNEEEREESE , UKRTEAEBREFES
REAXREERERS.

EENIERE Neptune EFE

SETTLAE R Neptune BENFRERIEREBHABEREEETH Neptune EAE , LURIE CPU A
ZRERTENERNTEEET R, ZBABERE , Neptune ERERETUERETFEHRAE
e ER. ETHEEHRLE  BDHREEBRIALENER , EREMTEXNREANETE. Fix
B, MNBTERBRBUTRFEERE 15 2ENKE  ALEADRERIFEARERENFRE,

BREKEDREREECE —EXETARATERBNED —EEHFIELSHITERL Neptune EX
ERSEEMER (752K Amazon Neptune BRI EEEMATERE), Wi, BEPHMEEHRRRE
RYTEEBLARRATRARE, MREMAERBRDERER A AUNMRE , Neptune BBIRET
EYTEADE , EXEETNSEERBRDESRTRAA L,

MREBRFRRERVY  FERBEAERARFAITEE. BEARFATERTUAEERHANEER
B, A MEBRREEEBRRNBEKTIER. LHEAERHEETERYE  RARARSKIATEREER
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https://docs.aws.amazon.com/neptune/latest/userguide/neptune-gdb-disaster-recovery.html
https://docs.aws.amazon.com/neptune/latest/userguide/neptune-global-database.html
https://docs.aws.amazon.com/neptune/latest/userguide/manage-console-autoscaling.html
https://docs.aws.amazon.com/neptune/latest/userguide/feature-overview-db-clusters.html
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B, MEDERSEHTERLCINELERESR  UEEEBE - BARIATEBEABTENIEE
#, % Amazon Neptune Serverless RERERBNFFHEF , 5528 Neptune Serverless ERERE
THRERE.

NRENERFZRTRANKREEE  SUMSEEHEIRKPHATEE. FAHATEEBNREE , %
B REELEBER, FLBEVREMN 15 7EFEEAERSS , UAAFELITERESER
LR

RIS HBAPNSE , 7 Amazon Neptune P EEER EHE, SEEENHESIZERE
HAR  UEAE-—SZEEREHTEE. SXBEFETHELRSHE B THBENDRESHZ
BHE=R , URERCMANARANEE., EARERERESBNEANER,

EEREONREBESH

Neptune € BBl 0 BEHWKE , Y EROFREWBREROVER. Neptune fHIDEREJEMENE
B, Qb , £ REERI EGREPANEAEER, SUUERLREXERERERIEE
1-35 REVRD R E .

EEEROREPECERERES , CUUTUHANEEUBRERERNRR, RERBEEXHS
Neptune WIREREFEM,

BBV EREEEN Amazon Neptune REBEF | Neptune BV EENRFHEERE | HHOHFT

BEHR , MARARENBTEE. CHEATUREAENEEERBETERREIFTNERERLE,

ELERENEREN K FRUEZERNENEZEERBEE A ARREMUERMBLCHENEREEN
£,

BESNRENMAEEREBEES, FH Neptune AP BHIBEBESH, ELEAERBERES
TEBNBEETIS K NEFEBRERLERBREERZERRITAEREN , FARGEREENRDE
REEE, MEFHET  F2ERENEEERHETHHIE. ERCEFRBERES ASRHTER
B, CEREBEEEHESR, EFRE Neptune EXTERBRERLE,

AENRAFRRF RN, TREBEEHHBAEETR. FAFRFUEREREEEFERE
¥, &AL AWS Lambda Amazon Neptune BB EHI TR X PR BB BENEXHEH.

AWS Backup MIREF—HBANROER , IEAESEERESIE , FEREM .
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https://docs.aws.amazon.com/neptune/latest/userguide/neptune-serverless-capacity-scaling.html
https://docs.aws.amazon.com/neptune/latest/userguide/neptune-serverless-capacity-scaling.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-scheduled-scaling.html
https://docs.aws.amazon.com/neptune/latest/userguide/parameter-groups.html
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-status.html
https://docs.aws.amazon.com/neptune/latest/apiref/API_FailoverDBCluster.html
https://docs.aws.amazon.com/neptune/latest/apiref/API_RebootDBInstance.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html
https://docs.aws.amazon.com/neptune/latest/userguide/lambda-functions-examples.html
https://aws.amazon.com/blogs/storage/centralizing-data-protection-and-compliance-for-amazon-neptune-with-aws-backup/
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SHERE A
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RELCRTIWIEENSERERT

- AETHEEERMEE
 RBIMEETEERY TTHF
« ARTHEUFESENEBFR

WEMRIRARUEFEARIBFENEES &, UHEF ERNEFERNERENEFANERARES. ©
EEFER Amazon Neptune FEERE R M AERNREEK,

MEMEXHEEN THIREEESE
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- EFEEL
- BEXNEF
- BAREWL

THREEER

THRESGCELE (LPC) HERHEARRE (ROF) RECHANEE, EXZHERT , ERRHESEE,
T, BRECARES , A —ERELE - EREEES. MREFR T HERET + WEEH S
&, FiRE LPG. MREBBEE Neptune BEEFHMBF =T EREBMSER , 7FEE RDF,

MRECEREHRBARY (SaaS) EARXIFTEZHAFPRNERARES K BSZEEERERTESH

RAFNEE H K MIASSEREEE—BHAF. EEERREENEEG , B LFERE A SPARQL
WEFAMRERERR , fINEERIEMNLEEFANA , S ERAREAREINTNBER/EY., FE
ELNAFREIAGLEE , MREXEESR. WEZSHARSBNFMEN , F2 81T Amazon
Neptune BRI EISVs B ZFHAIEEl,

EHANMENAREEEARFTETENERYHRE (BR. 2& Bit). Rt BRERETHE
SHRARANUEELEARE, SEUREAREER Y EFHAERBERENHEMEN BT,
HREINESHINE  FEERRAATEELNSS , INEURERRNERERBEENES RS
o
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https://docs.aws.amazon.com/wellarchitected/latest/framework/performance-efficiency.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/multi-tenancy-amazon-neptune/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/multi-tenancy-amazon-neptune/introduction.html
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openCypher M Gremlin EEF A UREAR LPG KA, NRVEREEEZE A FEEXBEEAMERE
S, AAHRKIEEHEN  — Bk —EEH,

Neptune EE Bt 5 HEH R EH 5|2 (DFE). openCypher 7 DFE £#1T , 18 Gremlin 1 SPARQL
ERH I LLEEE A EHEERL DFE L3117, ZEREMA DFE BN TRAEES , XEFEA DFE
R Lb B & 3 = A M EE

Neptune B EHE—HHN—HHBRRNRZEREHETRENL , YRBERE , A2
REBEFENSTER. BRI WEAIIEESH , 55FA Neptune Analytics, Neptune Analytics =54
B, FRUEFEHRRNBTHEEHENETLZE  EETHEARTERETERVETER, 2MNEELRE
B, etalHBEERRNTHEES  WiEER Neptune EREHTERHEAE R, MR Neptune
Analytics TRIEEBINER , BT LAEZEAWS # AR Pandas B SDK , A neptune-export &
AWS Gluesf Amazon EMR,

EERNERNEFITHORRETIRSE , B BEEHETSFEA profileM explain AP, KL
NEEHFENERIEENFMERA. APIs IFFHMENR , F28 Gremlin ##iR%E, openCypher
explain #1 SPARQL explaino

THRENERER, MREEPHTEZEHER KA , X Neptune FEURK IR BERRET.

THEMAREBEIERBNE .

- REHEBERK  B2EOREENEM.

- EABEALHEBERXN T, FlI0 .both() Gremlin , RIERTAESEHHEN FA ( FEREE
ABRBMATHRER ) o

- FREBMEMTEEBMHEENEN. ELEMREBBIERENE. NREFSLNEAR
X, FEEBMA OSGP %5l (##. £E5. B, &),
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https://docs.aws.amazon.com/neptune/latest/userguide/slow-query-logs.html
https://docs.aws.amazon.com/neptune/latest/userguide/slow-query-logs.html#slow-query-log-debug-attributes
https://docs.aws.amazon.com/neptune/latest/userguide/neptune-dfe-engine.html
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/what-is-neptune-analytics.html
https://github.com/aws/aws-sdk-pandas
https://github.com/aws/neptune-export
https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-what-is-emr.html
https://docs.aws.amazon.com/neptune/latest/userguide/gremlin-profile-api.html
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-opencypher-explain.html
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-opencypher-explain.html
https://docs.aws.amazon.com/neptune/latest/userguide/sparql-explain.html
https://docs.aws.amazon.com/neptune/latest/userguide/features-lab-mode.html#features-lab-mode-features-osgp-index
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AT ELEHRENER., RRATERIETIIER :

- EEFHPHNFIOE ML  BERERESNEE (W, TESHEEM+ERMEL ) TEEiE
IMEEEHN  AREEER  EREAERLES, HEELHHERESCERER K I=REATURE
FEHES |, IR S AR BN ZEEE,

- REEINEIFTERFRECRETRNES., EEELEAUFAKEITRUTRESHEREE,
- HEGEFRMHTESEFTLENRSIEA,. &M , REEXTESEFREENRSIEH , 7E8
WEEHETREL (F2ERERWHIndex Operations - Duplication ratio®# ).

« Gremlin SELESSEEARNBMANEE , MEAERREH, Hl0, MEEA 55, Neptune S
REH. R, FHEAHMMEER 55 WHERR, SSEREANERE, NMREELMELRNE

A, BUUERAEHREIRERERE .

- FHEFMERTTREEAELENE. ZEEAERHNESEISERHALAHTERASERRMERE , %
BOEETENNHHE,

MR EEHARECT AT EETMAEFRER , FERBIBE Neptune £ BB REURIMTHIERIE LF R,

Neptune e EREZSREMRAFERE. RERARES , AEEFEERTNENFHERN. FEER
2| Neptune ERIERENTEHEH , UHERRERE. BRI ERFTNHTER. FEE
FHBRE 1.45.0 HEHMRAE , LR Ar8g#ITHERE. WFENANRETFEBRKENFMER , FSRE
F8 Amazon Neptune 1.4.5 ¥4 E AWS Graviton4 R8g #{TEEER 4.7 ZEFNE A B HEKKEE

BE R PHEE

BIBEENLTHNEZEZRABREEN KD, BEETSERTERITRENLITEAHESERN
ZETIER. LESR CPUs(VCPUs) BENME. EMAME I EERTEREENHMESRS
BARRSERTY . BITEEHITETAR , ELEHG Uirst-in-first-out(FIFO) AERE

#, MainRequestQueuePendingRequests Amazon CloudWatch E{E € B RS EHTEE B /Y
FIRE. MREERKESRE  FEREEEESES vCPU WEIITER., vCPUs MIR{TFIIRERIBE
8, 192 , Neptune #&EEThrottlingExceptioni&iii,

BEBTEEANE 65% Y RAM REBB/EFTERN, FEERNEAEERNERE (MIEREER

¥, EREHANER ), EEHEEEERMIIEFFTHRENNER TS L , FFEE CloudWatch 1§
fZ BufferCacheHitRatio., MRIIBEZEBEERN 99.9% , BEZREREEES L RENSTEE

LUK H 2 B FRR IS EEE R 1/0 FRAS,
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https://docs.aws.amazon.com/neptune/latest/userguide/slow-query-logs.html
https://docs.aws.amazon.com/neptune/latest/userguide/gremlin-profile-api.html
https://docs.aws.amazon.com/neptune/latest/userguide/sparql-explain.html
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-opencypher-explain.html
https://docs.aws.amazon.com/neptune/latest/userguide/gremlin-query-hints-typePromotion.html
https://aws.amazon.com/blogs/database/part-1-accelerate-graph-query-performance-with-caching-in-amazon-neptune/
https://docs.aws.amazon.com/neptune/latest/userguide/engine-releases.html
https://aws.amazon.com/blogs/database/4-7-times-better-write-query-price-performance-with-aws-graviton4-r8g-instances-using-amazon-neptune-v1-4-5/
https://aws.amazon.com/blogs/database/4-7-times-better-write-query-price-performance-with-aws-graviton4-r8g-instances-using-amazon-neptune-v1-4-5/
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-queuing.html
https://docs.aws.amazon.com/neptune/latest/userguide/instance-types.html
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ERFENEAN AN LERARIATERERN. T8 , EENEAIFERTRSERRINERE
BRI EHHE A RACMHEZIRLETHEE. Rit, RAIRBRELSERIARBARHTER,

AEHERNEAERAEDERR  FidE  RZSUREE 15 7ESE LRFTNEMERELR. EAF
R EREEINEAFAE  FEREAIEEERREBRSNERBINERBE TR , LEEZDH
{EH%'Faﬁo

EARFHTERZEHETRNERARGAMNIIEER., SHEHTHRG  BFEEEMEMNTEE LER
BRE% :

- BWNTHEEEREE—KHPEE,

- BEBIVHFNERENX , BEFEEIEEH KA,

- RIEFEHITHBEANRE.

AEAER  BARBHETERNKASAE GB RAM WEEHEHTER. SESARI[IHITE
BEE= 2GB 1 RAM , AR AHEAERAY vCPU FER, EENBIRZEIITHRAED N , LUl R Bk
B, mME A RAEELNIFEHERAGLENKIETEE B -RNEKRHETAT , EN
THEESE-RPRERDE , EFEEBEMRBF[EE KA,

FF Amazon Neptune EEFTE 2T , BiBqueries-per-second(QPS) ERERE | HBIFLEENIERE
R EE,

HELEA

BERELCEA , FERTISEE .

« Neptune KEFARZERNBAERESHMNEZEEERNHRESTR. Neptune BABRTFERZ A
BEZMBRESR , REMRBELERENER , BOFEHE,

« BULEAXENEHNESETRZEMN. BERKELEA /O RE , BHREASEER 50-100
BN ER. MHR LPC REIREEE LWEIR, BENEM , S ROF PN =EFRERET
8o

« FIEXR S Neptune EAREHEZEBEERNE 1T, HEIEXKEERE Neptune B , FZREE
ZEFTEE K SEEEHFSBEAER, EFZE Neptune EHITEER K HTEEA )N SES
@ vCPUs#EREEE: . Neptune EA#THER LHWEME vCPU B MBEERESTH#E , EEIEKE
FITIRER |, f£ vCPUs BB MIfEHKE. FARSIATERSUKRNE 4 8 NCUs — AR ERIE
B vCPUs &,

BELCEA 14


https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-scheduled-scaling.html
https://pricingcalc.neptunedemos.com/
https://docs.aws.amazon.com/neptune/latest/userguide/bulk-load.html
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® Note
ETEARAKERA API, EEAREEELR,

- EFEBAREFHERENEMEMEE ConcurrentModificationExceptions , EIff — X R GE—i&E
MEEBAEHR, EConcurrentModificationExceptions® 4 kA A FiRsRat o it

- MREEEMBRAAEEE , FEEFEHAREER AP, MARRHAITRERES., HEajEMHt  &E
TEFRMNIFBILEEEREMN /0 BA
- MREEEMBRAIFONER , FEZEMEM neptune-export SEERENEREL | LUSEREA

HMHEE, ARMBRFEHRES.
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https://docs.aws.amazon.com/neptune/latest/userguide/transactions-exceptions.html
https://docs.aws.amazon.com/neptune/latest/userguide/manage-console-fast-reset.html
https://github.com/aws/neptune-export
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AWS Well-Architected Framework B AR EV I HEERBR AL ENRAR, TIEBTIHBIEL
& Amazon Neptune B A BE(LERFTR A MEEREEK,

BARELIEZER T HIERED

« TH-BREANIHIZEFHESHE
- ERNEREENHENER
- BRURBERBER , MASRERE

TP R R A ER M AR

MRIGHERERESTEBINEFEE L BENEHEERZBRL A HEZEEE , Neptune 3EE
HEZNWIHEH, BFERNETES THES :

- FEREESH (ZELNERNRAEUEF R TAYGHNEMY )

. FEHREBMR JSON =5 BLOB &l

- BERESENESH , SINTEAEFYENSEBEERN

ZEKZEEAENELZSEARBEFIER , EETUREENMEE R, Hln
- fM Neptune, DynamoDB = Amazon DocumentDB ) —=HZEEE , HESESEERIVEM
B EEUR S E W THHEE—EHBERN APL

- BN ERETLAEE Neptune #£77 , MHBEEN R , BEEBEHNENERHTINERETEN
% 2B EEE A Neptune,

T ##52 Neptune EBN NI TEAY IRISAEBARI LA , 2FE T 5IEE -

- REH A Neptune FIERHERM Amazon Simple Storage Service (Amazon S3) & 1E K A<
- FAAREAE upsert &, BENEHF Neptune RREEM Lambda BEKE

- BEE7E Neptune LY API & , B2 Amazon API Gateway AV FinEARERN ( MIEEEERE
ERE) B, 3 AWS AppSync

« AWS Glue AR Neptune & RH £
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https://docs.aws.amazon.com/wellarchitected/latest/framework/cost-optimization.html
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« Amazon Kinesis 5 Amazon Managed Streaming for Apache Kafka (Amazon MSK) #117 1@ 88 it &5
RER , DUA TR 5 X EEVE Neptune,

- AWS Database Migration Service AR #&BEH X EX B ZE Neptune
« Jupyter ERRANMREEFENEHEZZBEEEN Amazon SageMaker 1T #i {4

EEERE A HY B R

Neptune EERBRBRE/NFATEREKA ( NEMFRIFEAD Neptune BEEN ) . ER /0 MFEF
BAE. HTEEFSRERAKAN 85% , NI EERBRNNIESHRAEEEAFE, BEXND
HITEBNBRESZRESEHTERBLIAERAERNNE YR TIRE

+ MainRequestQueuePendingRequests CloudWatch 52 ERIGEFETH —BUKE ?
« BufferCacheHitRatio CloudWatch 5B A7 BB R EHRIFE 99.9% U L2

o BTEBRAANMMEEBHER /0 KANWHRAMUEHRERZL ? EEREKEFER
DR PEFFEAVATEEA/NB/ , TTeEFANBEENERFTIRAR, EELEERT ,
BufferCacheHitRatio® & E T &,

BT EERASREEERHTERRIFPHORNMEEERE. db.r6i.2xlarge BITEBNE/NE
A Rdb.r6i.xlarge#HTHEBHME K LREREENM{E, db.r6i.24xlarge #TER
s&db.r6i.xlarge#TER S/ NEFRAM 24 15,

AT RS AXENLITERNHE, EULE 0 2 15 AEHENERAREZEREEN, WRENFRE
—XR., “EI—EANKEAMAMTE , EANEASERPMATERRRBIEETERER. 817
888 LM =@ vCPU UM EMITHEREELITENR, =@EMdb.r6i.xlargeFMELZH 4 @
VCPU , ATBLEE 24 BN {TEM.

MRZHFRENABUABHEHRE (QPS) RAE , BFLAEBRUBREEHAN FIIEE, Neptune HET
TENSWEHREEN vCPU x 2 x (1 second/average query latency). #lf0 , lMREH 4
& vCPU BEEHIEES 100 ZEF (0.1 %) , BIQPS = 4 x 2 x (1s/0.1s) = 80 queries per
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HREE BEATEINIEAES , AENATERELEMRSRZERE. EANIEAESEEXRRE
EgNEF (HlI0 db.r6i.4xlarge) FREFERS  RABEXFKFHELEFIERE (Flw1 @
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R, LEBRERAMAENDD. 16i.4xlargeHITEEREBER,
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https://aws.amazon.com/neptune/pricing/
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BYFEAAANEEMERAE , BENREN /0 AREBEREK , FAZEREITEFERANIE. NRE
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Neptune, BN BEREXBEXANERERE , ERXSHENE , CEEINERE,
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https://aws.amazon.com/blogs/database/4-7-times-better-write-query-price-performance-with-aws-graviton4-r8g-instances-using-amazon-neptune-v1-4-5/
https://aws.amazon.com/blogs/database/4-7-times-better-write-query-price-performance-with-aws-graviton4-r8g-instances-using-amazon-neptune-v1-4-5/
https://docs.aws.amazon.com/neptune/latest/userguide/storage-types.html
https://aws.amazon.com/neptune/pricing/
https://aws.amazon.com/neptune/pricing/
https://aws.amazon.com/free/legacy/
https://docs.aws.amazon.com/neptune/latest/userguide/neptune-dfe-statistics.html
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https://docs.aws.amazon.com/neptune/latest/userguide/neptune-serverless.html#neptune-serverless-uses
https://pricingcalc.neptunedemos.com/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sustainability.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus-design-principles.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus-design-principles.html
https://aws.amazon.com/blogs/architecture/how-to-select-a-region-for-your-workload-based-on-sustainability-goals/
https://docs.aws.amazon.com/neptune/latest/userguide/limits.html
https://aws.amazon.com/blogs/database/automate-the-stopping-and-starting-of-amazon-neptune-environment-resources-using-resource-tags/
https://aws.amazon.com/blogs/database/automate-the-stopping-and-starting-of-amazon-neptune-environment-resources-using-resource-tags/
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https://explore.skillbuilder.aws/learn/course/external/view/elearning/16133/data-modeling-for-amazon-neptune
https://explore.skillbuilder.aws/learn/course/external/view/elearning/16133/data-modeling-for-amazon-neptune
https://docs.aws.amazon.com/neptune/latest/userguide/gremlin-results-cache.html
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https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://docs.aws.amazon.com/neptune/latest/userguide/doc-history.html
https://docs.aws.amazon.com/neptune/latest/userguide/best-practices.html
https://pricingcalc.neptunedemos.com/
https://aws.amazon.com/blogs/database/automated-testing-of-amazon-neptune-data-access-with-apache-tinkerpop-gremlin/
https://aws.amazon.com/blogs/database/automate-the-stopping-and-starting-of-amazon-neptune-environment-resources-using-resource-tags/
https://aws.amazon.com/blogs/database/fine-grained-access-control-for-amazon-neptune-data-plane-actions/
https://aws.amazon.com/blogs/database/4-7-times-better-write-query-price-performance-with-aws-graviton4-r8g-instances-using-amazon-neptune-v1-4-5/
https://aws.amazon.com/blogs/database/how-orca-security-optimized-their-amazon-neptune-database-performance/
https://aws.amazon.com/blogs/database/build-graph-applications-faster-with-amazon-neptune-public-endpoints/
https://aws.amazon.com/blogs/database/new-amazon-neptune-engine-version-delivers-up-to-9-times-faster-and-10-times-higher-throughput-for-opencypher-query-performance/
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14165/getting-started-with-amazon-neptune
https://explore.skillbuilder.aws/learn/course/external/view/elearning/16559/build-with-amazon-neptune
https://explore.skillbuilder.aws/learn/course/external/view/elearning/16133/data-modeling-for-amazon-neptune
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« Melissa Kwok , Neptune 3R 75 RZ#EH , AWS
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https://docs.aws.amazon.com/prescriptive-guidance/latest/neptune-well-architected-framework/neptune-well-architected-framework.rss
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