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https://www.f5.com/products/big-ip-services
https://www.f5.com/pdf/white-papers/tmos-wp.pdf
https://d1.awsstatic.com/whitepapers/Migration/aws-migration-whitepaper.pdf
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-an-f5-big-ip-workload-to-f5-big-ip-ve-on-the-aws-cloud.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-an-f5-big-ip-workload-to-f5-big-ip-ve-on-the-aws-cloud.html
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« F5BIG-IP /M2 — 100 Mbps
* F5 BIG-IP #7471 — 200 Mbps
« F5BIG-IP XZ& - 800 Mbps
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« Amazon CloudWatch 1t A/ 5§, TIEE BB EMNEEERE R K BuEL s ERNRKRER,
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https://docs.aws.amazon.com/pricing-calculator/latest/userguide/getting-started.html
https://calculator.s3.amazonaws.com/index.html#r=IADs=EC2&key=files/calc-5b0f57475ed81d2e9e1e4ee31eee4fec13caf8cc&v=ver20200107wD
https://calculator.s3.amazonaws.com/index.html#r=IAD&s=EC2&key=files/calc-d4362355aed7d553d6175a115e0e24b59fe5f894&v=ver20200107wD
https://calculator.s3.amazonaws.com/index.html#r=IAD&s=EC2&key=files/calc-45f93d5443e2fa064f9c4c08e0ea774c7cc411cd&v=ver20200107wD
https://docs.aws.amazon.com/cloudformation/index.html
https://docs.aws.amazon.com/cloudwatch/index.html
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+ Advanced Firewall Manager (F5 AFM) TJfE 4858 B & 7 BT BB & Bl /O B Z B N AR % o
- F5BIG-IQ AFS BERNEREEUARER HTHWRRSREMREDRGIE,

FHE AWS H F5 & E


https://docs.aws.amazon.com/ec2/index.html
https://docs.aws.amazon.com/iam/index.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/understanding-landing-zones.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Introduction.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-transit-gateway.html
https://docs.aws.amazon.com/vpc/index.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://www.f5.com/pdf/white-papers/tmos-wp.pdf
https://www.f5.com/products/big-ip-services/local-traffic-manager
https://www.f5.com/products/big-ip-services/access-policy-manager
https://www.f5.com/pdf/products/big-ip-application-security-manager-overview.pdf
https://www.f5.com/products/big-ip-services/advanced-firewall-manager
https://www.f5.com/products/automation-and-orchestration/big-iq
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https://www.f5.com/glossary/application-delivery-controller
https://www.f5.com/glossary/application-delivery-controller
https://www.f5.com/products/get-f5/perpetual-licensing-gbb
https://www.f5.com/products/get-f5/perpetual-licensing-gbb
https://www.f5.com/products/big-ip-services/advanced-waf
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https://www.f5.com/products/big-ip-services/advanced-waf
https://www.f5.com/products/big-ip-services/advanced-waf
https://community.f5.com/kb/technicalarticles/easy-demo-protect-container-traffic-to-eks-with-big-ip/291173
https://clouddocs.f5.com/containers/v2/
https://clouddocs.f5.com/containers/v2/
https://www.f5.com/products/distributed-cloud-services/dns
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https://www.f5.com/pdf/deployment-guides/f5-aws-ha-dg.pdf
https://www.f5.com/pdf/deployment-guides/f5-aws-ha-dg.pdf
https://docs.aws.amazon.com/autoscaling/index.html
https://docs.aws.amazon.com/whitepapers/latest/oracle-database-aws-best-practices/architecting-for-high-availability.html
https://docs.aws.amazon.com/whitepapers/latest/oracle-database-aws-best-practices/architecting-for-high-availability.html
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FEREAEE
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AR
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Direct Connect ; BIREHEH
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o
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AWS Virtual Private Cloud AZ 1

Web 1:10.0.100.5

AWS Virtual Private Cloud AZ 2

ethd
MgmtlP: 10.0.11.4
- ]
A eth1
Seff IP: 10.012.4
YWLAN: External

eth0
MgmtIP: 10.0.1.4 ) i
Ports: 29 443 Management Traffic Management Traffic
@ eth2 eth2
CseflPi10034 || Seff IP: 10.0.12.4
“ J WLAMN: Internal WLAN: Internal
eth1 ‘ Ports: 4353, 1026
\S‘,EE:\T I;Etgr%aqi Application Traffic Application Traffic
| Ports: 80, 443
(] (] []
.E

Web 2:10.0.100.6

Web Applications

Web 3:10.0.100.7
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MBS FEEBEEARNSEBRARTRE  KFECAUATREEBEREBIRERR,

« AT AWS B P EITHEE F5 TMOS M A, EFHRMEM 14.1 MREERThRA |, {8 th o] LUE A
13.1 IR EH A, HREALUEBE 12.1.x i , BEAREET RS, BN ATHELREE.

- REELEBHEMAALEETEXNWEL. BHRA Univention Corporate Server (UCS) i @& &R+
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- MEFMEHBEZEBENED , ¥EEBHK RSA BE A ECC % , IESFIFHINEE
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-retiring-applications/welcome.html
https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/releasenotes/product/relnote-bigip-14-1-0.html
https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/releasenotes/product/relnote-bigip-ve-13-1-0.html
https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/releasenotes/product/relnote-bigip-12-1-5.html
https://www.f5.com/solutions/use-cases/global-server-load-balancing-gslb
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https://partners.amazonaws.com/partners/001E000000Rl12PIAR/F5%20Networks
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Do | need to descale my

F& BIG-IP deployment?

Network topology
Do you need more networks
than instances?

SSL performance
Does it exceed
instance capacity?

Network performance
Do you need more
outbound bandwidth?

VIP density

Do you need more senvices and
Elastic IF addresses?

ou don't need to Yes Yas—

descale.

Nor

Ve You need to "‘
’ '1 descale. r‘

Al

BREHEETIIESTRIFNEESEE,

- W - AWS BRIFAXEE802.1q #FACVLANs , Rt TEBRAENHE (RO —EARE
B) gRVFFTERTXENRRBE, IREFERENHE , CFEREE F5 £ AWS EiirH
X ENTEBATEEET LB

* SSL RBE - F5 RRIBERMIRAY SSL MEEEBIB AT L SE BRI BEX86, &R FT it TAE M 3 B E 7
fR&% SSL &K,

- WEERNMEE - BAAMERA, BHNREARENE. AWS HITEREREEALAERNTEMERE
(R, P 5 BEXHER ). E-HTERTUABEIEHIBEERERNREBHRS,

- VIP BE - NREERZWEE IP it (VIPs) , BAEZEBHTEERHATRFZHEENETHN
VIPs B &,

o WITIER - HITEBTXENEREE LRERERF

N RN O R 11
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« THERBRE - TRNERAEBXEATEEENEA L, EMRENEREEARXSSEARNHA
RENTTE | EARREREENBELRFNER.

EEFETEERE

F6 XEZEHNTEERE YREEZEANPTERBEEREMINRK. SRASHER
c5n.2x1H c5n.4x1 BEKF RHATERERE , RACMREERKRMEE. CPUEE. REZEM
HITER LETXEN IPs BENES. TERHRBEEEEAN F5 EmBERLHITERVED,

What type of
instance should |
use?

I-Yes—h- Gend4 or older

= PerAPP LTM YesS——p» T2IT3
- PerAPP AWF
Yes
I—p C5/M5
Yes
< 13.1 and later

Best
Network Perf
= 14.1 and Yes— C5n

later

BASEIRR B

FEEZREVNTZEE , BERK F5BIG-IP THEEHER 28 , FAHBEBC TIIME , UEEBE
BRERF,

CERARXNERERH?

EEHITERERR 12
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&, BRI BRI (SLA) B ERR,

RTEEZEBERER?
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HAREESMEL  FEEAEARELEBRAEABARARENER., LESEREERFRET
BRI TR,

FERENEBREIME 2
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Migrate F5 application
services.

Do you have historica
performance data?

Gather performance

data

Evaluate performance
data

Can you reuse the IP
addresses?

Do you need to descale
the configuration?

Can you reuse the IP’

Yes

Use the F5 platform-migrate
option

Do you need to modernize

addresses?

Do you need to modernize
(API and discovery)?

stract SCF files and certificates
Plan manual migration.

(APl and discovery)?

Declarative APl (AS3) 7

Imperative API?

Extract SCF files and certificates.
Build declarations.
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Can | use an alien IP
address?

Yes

Are your applications
DMS-friendly?

Mo

Do you use
VPC peering, ora
virtual private gateway
connection?

Mo.

Yes

IP address.

Do you need
Elastic IP mapping?

Yes

An alien IP address

Yasg

You can use an alien
IP address.

Do you use

transit gateways, or

virtual private gateways
cannecting

to transit gateways?

§[s]

cannot be used.
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Mo need for an alien

Hi&E VPCs
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* F5 devcentral GitHub
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AWS S1EB#

« F5 BRK AWS

MHEFERAMER

« B F5BIG-IP TEE&EBBZE AWS Eig K F5 BIG-IP VE

25
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AWS 5 Z=i55| & AWS Ei# F5 BIG-IP BB ZE F5 BIG-IP VE

M A B 52 AT %

TRERTAEENEARE, MRCBRIBERRENRNEAN , TAFTH RSS HE,

g DU B

R H iR — 2020 £11 A 16 H

26


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-f5-big-ip/migration-f5-big-ip.rss

AWS 5 &5l

& AWS Ei# F5 BIG-IP BB ZE F5 BIG-IP VE

AWS R g IR EIFRARR

AR 2 AWS Prescriptive Guidance I2tHI KRS, IERAMEXPEAWMEE. EEERER

AR

RRARHRAZRERER,

&

==

%

7R

A

BERAEABEERNtEEREBER, BLKEE Gartner £ 2011 FHEMN SR AER T

EUTRE :

- ER/EFEE - ZoANAERFEDERBBEAREN LIS HEEE , URSHEME. RaEN
AEREMt. CEESRBEFERENERE, 6l . SENIRBEE Oracle EREEBBE
Amazon Aurora PostgreSQL &R Ao

- FERESR FHHER) - BEARXBEER , Y5 A —ERENECURAERINEE, &6l &
BRI ERE Oracle EREEBE $H Amazon Relational Database Service (Amazon RDS)
for Oracle AWS Ei,

- ENRE (BEERE) - URETEANER , BEREMRRELE SaaS BH, bl : BENE
FRARERE (CRM) RFBRE Salesforce.com,

- FHEN FBHER) - SEARABEER , MAETEAEEUNAERIIEE. 86 BEW
BB EPE Oracle EREEBBE & EC2 #1T/EEE L Oracle AWS Eif,

- EFHE (ERMSERARSRENER) - KERZRBEER K BETBEVER. EEEA
BRAREARERE. BULEARSEREARHELAERIHELENERERK. 6 : &
Microsoft Hyper-VIEERREXN BB E AWS,

- RE (EFRR) - SEARARBERRRED, HYRoETEEZERNERAESX , BR
FERBZTHEILEEINR , URECRERENEREAER , RARBEXRBEARETERS,

- K- BREAIBRRFREFTEFENERAER.

ABAC

ESHE R,

27



AWS 5 Z=i55| & AWS Ei# F5 BIG-IP BB ZE F5 BIG-IP VE

Rk

RS XERK.

ACID

ASRETE. —BE, BEEE, WA,
FB-THAER

—BEREBRLE , AFRENERENEAKES (EZBEALNERITEAREERARE) ,
EmEENESHEERHEEERBEERARIANRS, hFEXENE, ZRHANES
MAFTE-RMENHR, CEBE , BEEH-HHEBFEESHNITRF,

—BEREBRLE , AFRENERENERERS  BRARFENERERBEREBAEN
MR , ANEENEREERENE, ERENEEEBBATERIEMNRS.

E—#ERY LEER SQL HE , S EHENE -—BOE., REREMNEHEIE SUMH MAX.

Al
w2EAIEE,
AlOps
w2BEAIEERE
E&1t
EEREFKARMBREAEANERF. ERLEIRREBEAABLE, EZERNTEHEAABAER
RER

REARESEMBAENERER , EhBRAREAREEN. EVNFILBRBRERETH.
FERER 12

—BZE2NE , EAHEARENERER  UiHBIRERREZIBZEHRIE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html

AWS 5 Z=i55| & AWS Ei# F5 BIG-IP BB ZE F5 BIG-IP VE

AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

BN
~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
S$ANESR , BACTARGRS  EELESRTREENEER,

BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
RAETRLE,
B R AFER I (ABAC)

3
¢
&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
¢ AWS Identity and Access Management (IAM) 3X4) 8 ABAC for AWS,

BEREERFTERNVLE , FRARAENEANRER, EUUSREERRRTFHNERNERIH
fibiviE , URERERESR , SIMER. BITHBRBILEFR,

oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
AR, RIEERERIELR

AWS EinERFAZEE (AWS CAF)

MESSHNREERREE AWS | AHBEBFHESKEARNGE , UENEBEER, AWS
CAF #EEL BB ABEN®ESE . X, AR, BE. ¥E&. Z2VNEE, XK. AENEE
BHZENXBEENERF ; ¥&., Z2NEEERZEENRMRENERF. Sl , ARE@EH
REANER (HR)., ABEEHNENMASEENIZERA. Ht , AWS CAF AR, 3|
RABEARMIES| , HEEBMT R IRAZ RN ER, NFEFMAER , FSH AWS CAF UM
AWS CAF HERE.

A 29


https://aws.amazon.com/what-is/artificial-intelligence/
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https://aws.amazon.com/cloud-adoption-framework/
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
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