adws

5/ Amazon SQS E4FE AWS Lambda IS 4EHE RS2 Ht )k B FER K E
FE 72 =\ " ae

AWS R 5|

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS HFEIE5| i Amazon SQS E4HFE AWS Lambda KIS 4 &2 28 4 #t X 2 e
= FE AR AL

AWS 1 Eig5|: A Amazon SQS E4KJFE AWS Lambda FI =4 E51Z F1
B0 #t R B FE 2R i =& FE A 72 30 WEE

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WS EMEENB B AMEMIE Amazon WERBRYE , B TELUE M TREERFF IR
B, EMEIESME Amazon BEZEMN A XNFEH Amazon WEZMEENE ., FrEEMIE Amazon #
ENREENAHRSEHEENHE , SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon &8,




AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁé%ﬂ B4 #it % [ FE
WE AR R

Table of Contents

B T ettt e ettt e ettt e et e e ee et e et e et e e e e e e e e 1

B R B R R ettt ettt 1

¥ Amazon SQS EH R A IO HIREIEEIIFER ..o 2

¥ Amazon SQS EHRIFEMEA Lambda BHEREBREFIIIFEE ..o, 3

Lambda B4 EF IR B BE R ZRBIEEM ..o 3

B B T B B R B A ..ottt et 4

BEIRBEIR .ottt ettt ettt ettt 4

B ettt 4

BB ettt 5

G SNOWDAIl FRAE TN .o, 6

Lambda B B B E B A .. oottt e, 7

B R R R T B T B A ettt e, 7

B R R B R oottt 8
A AL Lambda EHEEN T o X EEERAZKREEM Lambda 1 Amazon SQS FEARE

TR 2 ettt e et e ettt e ettt et et e et e et e e e e e, 8

Lambda SHEHEMIB A EIEINEER B ERRBIERRFEFEE 2 o 8

A LUEE L ThEEE AWS Cloud Development Kit (AWS CDK)FEELER 2 oo 8

ST T T o= TP 9

S B S T B oottt ettt et e et 10

B B R ettt ettt e e e et e oot e e et e e e eeeeeeeeeeee e eeeeeeeeeeaeeeeeeeeeeeeeeeeeeeeoeeeeeeeeeeeeeeeeeei—eeeaer—eerae—eeaae—aeaan 11

B e e eeeeeeeeeetaeeeeeaeeeeetaeeeeetaeeeesetateeeetaseeeetaaeetttteteteteerrteteratarerraareaees 11

A et eeaeeeaeeeeaeeeaeeeaaeeraeeeaaeeeaaeeeeneeeaneeeetaeeeaaeeerera e eranns 11

= 14

K e e ee et eeeeeteeeeetaeeeeeeaeeeeeteeeeetaeeeeeaeeeeeaeeretreera e eerans 15

3 N 18

o e e eeeaeeeaeeeaeeeaeeeaeeeaaeeeaaeeraeeeaaeeeeeeraaeera e e eranns 21

e e e e ee e e et eeeaeeeaeeeaeeeaaeeeaaeeteneeeeneeetateeanaeeeaaeeraaeeraaeerteeraeeraaars 23

R 24

N 25

et e e e eeeaeeeaeeeaaeeeaaeeeaaeeeeaeeeaaeeeaaeeeaateeaneteeateeaeeeaeeeaeerateraearaeeranaeeans 26

L oottt et eeeeaeeeeaeeeaaeeeeaeeeeaeeeaeeaaeeeteeesaeeeanteeaaeeeaaeeeaeeraneeraeerreeranaeraaeraanns 28

1 29

0 TR 33

P e et e eeaeeeaaeeeeaeeeeteeeeaeeeaeeetaeeeaeeeaeertaeeraeeraaeranaaes 35




AWS 7 g5l £/ Amazon SQS E#RJF AWS Lambda E@$1¢§£i§§%g% é&gg%
Qi oo e et eeeee——a———————eeeeeeeeeeeeeeeeeeeeteteeteea————————————————— e aaaeaaaaaaaeeeeeeeens 37

R e e ettt e ettt e e e et e eeeeeeetaa e eeeeeeetaaeeeeeeetaaeeeeetettaaaeeraraaaaaerarana, 37

S e oo e eeeeeeeeeeeeeeeeeeee——e——————aeeeeeeeeeeeeeeeeteeeettteteee—————————————————aaaaaaaaaaaees 40

et ettt et e e eeeeeeetaaaeeeeeeeetaaeeeeeeeetaaeeeeeeeetaa e eeeeeeataa e eaeeetata e aaeeenanaaaas 43
PSP 44

N e et ettt eeeeeeeeaaeeeeeeeetaaaeeeeeetetaaeeeeeeettaaaeeeetettaaaaeeeetraaaaerera s 44

LA RS 45
AP 46
.......................................................................................................................................................... xlvii




AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁéﬂ] N
WEEARERSN

&t

anp
«

[

{5 Amazon SQS E4HRIFE AWS Lambda B4 EFHEMNE
75 #b X [B] FE 3R o 2= FE R A2 X ek

Alan Oberto Jimenez , Amazon Web Services (AWS)

2022 % 9 A (A E S

ZME@;EE % Amazon Simple Queue Service (Amazon SQS) AWS Lambda 554 38R B9 5544 B & A
DR B REEI, B R T B Lambda TERFE#IXEIEIT BB M E T B AL

F’a’ :

« BH Lambda EEZ X EHEE Amazon SQS FAERRWE AL

- B Lambda HEF X E T AR TIEEI Amazon SQS E4

FBIBEREE LS , WO LAFRE Lambda BREILE B M E M EE Amazon SQS FAEHXR IR S A AR
ERFE A RE N SEE,

BREEEHRE
RIS Al 7 B AT LA T 14
« FEiBEA Lambda BREUEE Amazon SQS FAEHRUAFIENRRE K XEEMARFIEARNEHEE

B

- BEBMREE Lambda BB EEIER Amazon SQS AL , REEMARB[REBNIREDNEMNERREE
28

« BBROTAVHEN Lambda HEFREE K RIEKEGRI[EAENNEERL,
« f8{t Lambda REIMEREE , LIRS EE Amazon SQS A EH#LIREFAIRKEE,

EREBAR 7



AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁé%ﬂ %) ?tclgu’t@@

¥ Amazon SQS E 4 3R A ZP 0 #t )X B FE W i 2

R TE SR X O FET] E R AY Lambda BIBURIRE 9 Amazon SQS FAEHtK | WEBSHAKALE, EF
RTIEEEREENER , BINTEIXE,

KRR , MR Lambda BB EERE Amazon SQS ABRXFH—RIFAE , BIZELEERT5.
BAETRMREZE , Lambda HEEBARAWIFAL., REBSRXELZRERAMAL , Al Amazon
SQS EXASBEELNENFTBTI (WREERE).

HRLFERREEITA , E—KKR (BA) AR TEEEH Lambda HEZ XEHFA SRR, BLE
E&tl:)ﬂi;iﬁ—lﬁ‘ééﬁéﬁﬁﬁﬁz‘ﬁﬂﬁx&ﬁb - EFEANEEEERERE L B AS RREAS,



https://docs.aws.amazon.com//AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-visibility-timeout.html
https://docs.aws.amazon.com//AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-dead-letter-queues.html
https://aws.amazon.com//premiumsupport/knowledge-center/lambda-function-idempotent/

AWS HFEIE5| i Amazon SQS E4HFE AWS Lambda KIS 4 &2 28 4 #t X 2 e
= FE AR AL

¥l Amazon SQS E4RKREFEA Lambda BHEFRIFHHNIFE

FXE Lambda SHEHEFH T RLANHBREAERASEENEREGHTWY, EFABRRS TREREL
LR |, RA R EERA,

WMRRBEESHERFM , Lambda BB R EE 2T BN Amazon SQS B4 |, MEHKE T
EwFAA, EETHENAETRERERAASKABEE (Bl , EXHEN) TS EERETHENERN
WAL FTER,

Lambda E4F &R R R A RY £ A5

ZE—EEARENX K EHEERIE 100 ZExk , HEARXEBAEFREERK. B2 , FAE%E 5
EJt. 10 EE) WAEHEERASHEMABH Amazon SQS 175H, SXEAERA Lambda
HEmATHE , cHFRIEEABRNELKEEREBNAS. TEEERT , SHNRLETMHEENEA
BWEREER , S8MTEARKHNEERAR, EEEREN TERE Lambda EHEFZ R4 R
Lambda ENERENFAEEELRIERA

HRBEREBEFETHANEERTEARR | BENFERBAL (BIIERERB) BRIRENRD
EREE, MRREEMHGHERNE K FRAEFELERERBIEAENF , LBIESEFRIRS
FHELEC. FRARANEXARESERARISEAFRET TS EHNERNER, EBMEA Lambda
EHENEGRY , MTEELBER T UHMEE Amazon SQS , LA FHE TEENEXBEMNY.

Lambda S4FEFE R 169 62 A =PI 51 3



AWS I &5l £/ Amazon SQS E#RJF AWS Lambda E’\J$1¢§£i§$ﬂ“‘ﬂ

BFEEo R EENREER

AERMHERE Amazon SQS E4RIFER D # R E BRI RIEZEH.

- REENFHTIBEEEMRFEARENRBEPE snowball RIEX, MFFMBER , F2H

the section called “¥# £ snowball K& —&0,

+ BRTE Lambda EHEEHRFEME  RERAMHAE., BEERMY , BEREESHRRMEE | &
ReportBatchltemFailures ¥7i#8 % FunctionResponseTypes ;EE., E SQS FMAEH Lambda B E
B, BEEIo#REIE, ZEAER Powertools for AWS Lambda Batch Processing 2R |, ©
FERRENT S R ZEREE SQS AL,

il /N4

- £ SQS FAAH Lambda REBHEEI D HXEE, FEEZEFER Powertools for AWS Lambda Batch
Processing AR, AR EAREN DI HXEIESZERERE SQS AE. NEFHER ,
528 ( AWS Lambda FAZE A E#5m8) FMEH Amazon SQS #EEIEF S Lambda BIERIHEX
18 B k.

AWS Lambda #t)/xERIE 2 AR K Powertools

« AWS Lambda #t)XE3E 2 AT K Powertools (Python)

« AWS Lambda #t)XEE 2 AER (Java) By Powertools

« AWS Lambda #t)XE 3 2 ARENA Powertools (.Net)

« AWS Lambda #t)REE 2 AEERX K Powertools (TypeScript)

BEM

- EREHEAERBREENFRTIZARNAERFTIIRE ., FBHBI&TENARRER RIS
FFERRRE  BREEXRNERFSLEAERINEARS., EEEREARY , FERRTIIN
RedrivePolicy £ maxReceiveCount fH, MEFMENR , 528 (Amazon SQS API &)
B SetQueueAttributes. Itk , 52 BI#& Amazon Simple Queue Service BN FE BT Y| EHERE =
RIRIT 5,

o BREW Lambda BRNIERZEN , YHALUZREEAS, EEEEESH  FEZEBEH
Powertools for AWS Lambda Idempotency Utility , E & % ER RN TEAZE Amazon SQS #t

R R 4


https://docs.aws.amazon.com//AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-dead-letter-queues.html
https://docs.aws.amazon.com//lambda/latest/dg/example_serverless_SQS_Lambda_batch_item_failures_section.html
https://docs.aws.amazon.com//lambda/latest/dg/example_serverless_SQS_Lambda_batch_item_failures_section.html
https://docs.aws.amazon.com//powertools/python/latest/utilities/batch/
https://docs.aws.amazon.com//powertools/java/latest/utilities/batch/
https://docs.aws.amazon.com//powertools/dotnet/utilities/batch-processing/
https://docs.aws.amazon.com//powertools/typescript/latest/features/batch/
https://docs.aws.amazon.com//AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://aws.amazon.com//blogs/compute/introducing-amazon-simple-queue-service-dead-letter-queue-redrive-to-source-queues/
https://aws.amazon.com//blogs/compute/introducing-amazon-simple-queue-service-dead-letter-queue-redrive-to-source-queues/

AWS I &5l £/ Amazon SQS E#RJF AWS Lambda Eﬁ?{#ﬁ%lﬁ%ﬂ%ﬁz #REE
HERARAKEE

RAWERER. B, EEHRFME HES ReportBatchltemFailures, MEFMENR , F2HB
{ AWS Lambda B ABEERE) PHE/EI o #t X ER 0P 1E Amazon SQS FAE Z XA EK
B Lambda B4& ?

AWS Lambda &4 2 AERX K Powertools

« AWS Lambda B2 A XM Powertools (Python)

* Powertools for AWS Lambda Idempotency Utility (Java)

* Powertools for AWS Lambda Idempotency Utility (.Net)

* Powertools for AWS Lambda Idempotency Utility (TypeScript)

BE

s FECHBHESEREFUERTRFHEANABNTE , FEREA aws-embedded-metrics
=% Powertools for AWS Lambda Metrics Utility , £ BRI A HRIEIRE A SQS SH R HRENZEK

AWS Lambda $5#ZE /. AEXH Powertools

« AWS Lambda EE 2 AER K Powertools (Python)

« AWS Lambda {5222 AR HY Powertools (Java)

« AWS Lambda {51222 A2 AT Powertools (.Net)

« AWS Lambda EE 2 AEXH Powertools (TypeScript)

o MREFEAFirst-In-First-Out(FIFO) 175 , MBEZEEE —XAREZEFLEEALR , X7E
batchltemFailures FEEBMAELXKMMAKEENALE ., EFBARBTINALEIERF.

(® Note
FREHRERSIHRAEECRARINNERNE K FEEXBERNEER, RELXEE
%, EWEEGERAM , Lambda HBFAABEER .

BE 5


https://docs.aws.amazon.com//lambda/latest/dg/services-sqs-errorhandling.html#services-sqs-batchfailurereporting
https://repost.aws/knowledge-center/lambda-function-process-sqs-messages
https://repost.aws/knowledge-center/lambda-function-process-sqs-messages
https://docs.aws.amazon.com//powertools/python/latest/utilities/idempotency/
https://docs.aws.amazon.com//powertools/java/latest/utilities/idempotency/
https://docs.aws.amazon.com//powertools/dotnet/utilities/idempotency/
https://docs.aws.amazon.com//powertools/typescript/latest/features/idempotency/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://docs.aws.amazon.com/powertools/python/latest/core/metrics/
https://docs.aws.amazon.com/powertools/java/latest/core/metrics/
https://docs.aws.amazon.com/powertools/dotnet/core/metrics/
https://docs.aws.amazon.com/powertools/typescript/latest/features/metrics/
https://docs.aws.amazon.com/powertools/typescript/latest/features/metrics/

AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J$1¢§$1§$ﬂ SRR

%Fgﬁﬁfil‘%‘(
%8 snowball iER

Lambda # Amazon SQS 25 L MREE A SQS 1F5IMNALE. MREEELZEENA

B | Lambda 25 EEARRENAEEE IR SQS 173 , BRIFCREMBBNERFZR} T, R

% , Lambda HBEEAREENAL . MRETEEZERF TS , FE Amazon SQS TN REE
AEHESKGSBEBTINERAL.

anf

& o

[

EEEMNERRER — EhSEEEN Lambda AASEREER{ — REEHUTHE !

- FRAERRTE  RAIRFELFEERNBERERE K ETE2TRE
« RASEINEE Amazon SQS fFHIFHFASMENAS ERRBE EBIRIE R LA
- BAEARENXM Lambda EERE , 3 AWS IRFMMREBHBRABRZERS

RTBRERER D HIREEEREZE snowball REX , RFBERVERF T, WEBNTHT
UREARYEENALS  IHBEEFHERERAREXREEASHNEWRE,

WMEFHMER , F2B (Amazon SQS FHEAEIER) TR Amazon SQS FE AFREENF BT
%, Amazon SQS

% snowball RIER, 6


https://docs.aws.amazon.com//AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-dead-letter-queues.html
https://docs.aws.amazon.com//AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-configure-dead-letter-queue.html
https://docs.aws.amazon.com//AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-configure-dead-letter-queue.html

AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J$1¢§$1§$ﬂ L aEi19/N

EfE Lambda BEHGFIRNREEK

LA E&E Amazon SQS E4RIRA Lambda EH4ENEANRIEF TS -

anf

& o

[

« F3E Lambda RIS EHERBIFEE |, 45818 Lambda AR Amazon SQS WERERBIZE X, A% , 8
BENEKBER IS4G ERG, TNEHHFERGTNERNEHICAAEEEEFA Lambda &
HEFNEED, Alt , X AHEHRRNEAERNEZE , MERARMEAENEKBENER,

- FEARANEBEETE -RIEEHNBRREINBERT  FRAEASRER, WEFAESA
MERYHED , F2H (AWS Lambda BB ASIER) PHSMERR,

« EBE Amazon SQS FER S8 ESE MessageRetentionPeriod {8 , BR#I#E %2 Amazon SQS #* &
AEBFARNEERE. ﬁL%EJEfiﬁx&aﬂéﬁ%ﬁgﬂ’Jﬂ-ﬁﬂEF BREZERNEESCERARE
XNEAEG., WEHMER , 528 (Amazon SQS APl 2£) F#Y SetQueueAttributes, F5&
%Eﬁﬁ?‘éﬁﬂ’\]ﬁﬁ?ﬁﬁﬁﬂ’ﬁﬂ%iiﬁ—ﬁko

« 7£ Lambda N EFEAREERBEZREBERAEZHERT , 52E Amazon SQS ERF BT,
LEEESAHY Amazon SQS fTHIEBRB R EERRFEARXREHREY snowball REX, WFEF
HER , FSEAREBNES snowball RIEX —H,

. EEﬁ':E&FH Lambda fR#E E I SESHEFRINEE, BERHZAIET Lambda BREEF | ABREILIIEE, WE
BR, 208 (AWS Lambda BIZ A S/ FHSEHEGFGMBZEEEHRFEMRE (XEE) HS5E
BIEGIEZEHRIRME (AWS CLI),

BRTHFNASRE

MREBHEERURFTTE , KETHBEFAETHERSRIER Lambda BHEH Amazon SQS 175, £
EEERT , Lambda BEEREVHRASMAXFHAEALR , IEEGFRIOEHEAE. HAREE
EFRFHEEENNTHEEAR , EEZSTHEBAEZHIEE Amazon SQS 175, EEFHFALEE
HHREEEFREFEREET —EAEHIK , BRIEFRE T MessageRetentionPeriod 28, FEERFEH
HE  RETIFTHEBAENHERBR T ERASNEE,

MessageRetentionPeriod 28R % Amazon SQS 13| REBEREEAENEFERE UV AEN), fl
| #R MessageRetentionPeriod 54 3,600 # , MIE —/NEFRRTIIPBBRIIEREENAL

WEET , 528 (Amazon SQS APl 2#) Il SetQueueAttributes,

BRETHFNTAERE 7


https://aws.amazon.com//about-aws/whats-new/2021/11/aws-lambda-event-filtering-amazon-sqs-dynamodb-kinesis-sources/
https://docs.aws.amazon.com//lambda/latest/dg/invocation-eventfiltering.html#filtering-syntax
https://docs.aws.amazon.com//lambda/latest/dg/invocation-eventfiltering.html#filtering-sqs
https://docs.aws.amazon.com//lambda/latest/dg/invocation-eventfiltering.html#multi-level-filtering
https://docs.aws.amazon.com//AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com//lambda/latest/dg/invocation-eventfiltering.html#filtering-console
https://docs.aws.amazon.com//lambda/latest/dg/invocation-eventfiltering.html#filtering-cli
https://docs.aws.amazon.com//lambda/latest/dg/invocation-eventfiltering.html#filtering-cli
https://docs.aws.amazon.com//AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html

AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁ%i EBS

RABARE
FREEE

B LA Lambda S4B ENT oA CEERERREN
Lambda 1 Amazon SQS FEEARER ?

=, RERGEERAEmPHRNBEEREERET,

Lambda SHERHEMER 7 #tX BB R B ERN IS ER KGR

Bl
& , Lambda BRI X EBREMRERARGTES B EREREPARN DB,

BEE T LISELL IIEEEE AWS Cloud Development Kit (AWS CDK)
BEfER ?

=, AWS CDOKXEAR PRI AT A W RE.

AT Lambda EHENENH 2 AXEEERZHKEEH Lambda 1 Amazon SQS FERER ? 8



AWS S Z¥E 5| /A Amazon SQS EHRIR AWS Lambda HE#

Resources

FilterCriteria AWS Serverless Application Model ( i3 A E357)



https://docs.aws.amazon.com//serverless-application-model/latest/developerguide/sam-property-function-sqs.html#sam-function-sqs-filtercriteria

AWS FREE| /A Amazon SQS EH IR AWS Lambda E’\J$1¢§£i§$ﬂ§l§

M A B 52 AT %

TRERTAEENEARE, MRCBRIBERRENRNEAN , TAFTH RSS HE,
g DU B

R H iR — 2022 9 A 30 H



https://docs.aws.amazon.com/prescriptive-guidance/latest/lambda-event-filtering-partial-batch-responses-for-sqs/lambda-event-filtering-partial-batch-responses-for-sqs.rss

AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’\J?#%%%H%ﬂ

AWS R g IR EIFRARR

LA 2 AWS Prescriptive Guidance RtHIKr, ERMEXNHEANNEE., BEEHRER , FEAA
RERRAEBHRHEE R ESEER,

¥
7R

KERAEABEERNtEERELRE, ELEXL Gartner £ 2011 EFREMN SR AER 8
BEUTREA :

- ER/ENRE-ZOANAERREIERBEBEAREN LS HHEE , SURSHBEEME. KN
AEREY. EREESRBEEERKNERE, €66  BENAIIE Oracle EREEBRE
Amazon Aurora PostgreSQL &R Ao

- TEER (FBES)- KEARXBEER , Y5 A —EBRENEILUAFAERINEE. &6l 4§
NERERE Oracle EXIEEHZE FH Amazon Relational Database Service (Amazon RDS) for
Oracle AWS Eif,

- ENBE (REBBE) - VURETANER , BERERRHERLE SaaS #E, 66l : FENE
FEARERE (CRM) RAEBEEZE Salesforce.com,

- FHER (BHEE) - SEAEABEER , MTETEMNEEURNAERINEE, &6 : B0
I ERE Oracle EREEBBE F EC2 #1T{EE L#Y Oracle AWS Ei,

- EHE (ERMBEGASSHBEER) - S ERREREER  BREREVER. EXEA
BASBHRERE, BAUKARBEADFEFEEBIEEFENERER, &6 4§
Microsoft Hyper-VIEERREXN BB E AWS,

- RE (EFRR) - SEARARBERRRED, HYRoETEEZERNERAESX , BR
FERBZTHEILEEINR , URECRERENEREAER , RARBEXRBEARETERS,

- K- BREAIBRRFREFTEFENERAER.

A

ABAC

ESHE R,




AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁ%i EBS

RABARE
RS

REE XERE.
ACID

ABRETE. —BE, Bt WA,
FB-THAER

—BEREBRLE , AFRENERENEAKES (EZBEALNERITEAREERARE) ,
EmEENESHEERHEEERBEERARIANRS, hFEXENE, ZRHANES
MAFTE-RMEYHR, eEBE , BRELEZH-HHEBESHNITRF,

—BEREBRLE , AFRENERENERERS K BRARFENESEERNERERRE
HMERRERBEREAEANRS. BRENETERHMBTEZIEMRS,

E—#ERY LEER SQL HE , S EHENE -—BOE., REREMNEHEIE SUMH MAX.

Al
w2EAIEE,
AlOps
w2BEAIEERE
E&1t
EEREFKARMBREAEANERF. ERLEIRREBEAABLE, EZERNTEHEAABAER
RER

REARESEMBAENERER , EhBRAREAREEN. ERNFLBRBERE ZHEK,
FERER 12

—BZE2NE , EAHEARENERER  UiHBIRERREZIBZEHRIE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html

AWS HFEIE5| i Amazon SQS E4HFE AWS Lambda KIS 4 &2 28 4 #t X 2 e
= FE AR AL

AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

EHBNE
—EMEEEL , CEA—HER . —ERARNEN AR —EARBENIAE SR, &l
HANEELHR K RATTAREE  BHLEEBFIEZISERS,

R, —BE, RatE, WX% (ACID)
—EEREY  FEEHRER, ERMEIHMUAENERT , teeRRERNENER B RN
BRIEATEM,

B R FEUES (ABAC)
BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
¢ AWS Identity and Access Management (IAM) 3X4) 8 ABAC for AWS,

3
¢
&n

FREBRAERNUE K BESKATRNEARR. EUURREERRRTFNERERTHM
B , MRERERER , SINER. BT BRBILER,

oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
AR, RIEERERIELRRES

AWS EinERFAZEE (AWS CAF)

MESSHNREERREE AWS | AHBEBFHESKEARNGE , UENEBEER, AWS
CAF #EEL BB ABEN®ESE . X, AR, BE. ¥E&. Z2VNEE, XK. AENEE
BHZENXBEENERF ; ¥&., Z2NEEERZEENRMRENERF. Sl , ARE@EH
REANER (HR)., ABEEHNENMASEENIZERA. Ht , AWS CAF AR, 3|
RABEARMIES| , HEEBMT R IRAZ RN ER, NFEFMAER , FSH AWS CAF UM
AWS CAF HERE.



https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁé%ﬂ ik ;
= FE AR AL

AWS TEEHEKLERE (AWS WQF)

—&EI8  AAHEREERIHEH. BRERKK A UYRMHIHEMGEE. AWS WQF FEMR
AWS Schema Conversion Tool (AWS SCT), T80 MEREEBERNEX R4, EAEXE
X, HEERMEEEYE , WRHTEHRE.

B
SHERAVBEET A
EEPERESEAREBRALIE A
BCP
E2REERSEMEE,
1TAE
BERITANE—EBHNEE  UR—REBERNEE., S LligTABEE Amazon Detective 1&EL
FARBEXBMNBAER. RN AP FILNECUEE, WEFHEF K FSEENXEFFHIT
ABETHNER,
RimFRE
BEAMERSARNTHENRK. FF2SE Endianness,
—#EHDE
J_‘ HIERABRE METRENERZ—), fln , ML BRTREEETRAFEN "HEFEHHR
SWIREE?  SEEDS ERERSERRE"? .
Bloom ﬁfﬁﬁfﬁﬁ:
—EHRY, EBRERESRNERNER  ARIERERETAENRKE,
E/fRERE

—EHERE , SULEETREYMECEEMENIRE, SN E—@RR (E€) PHITE
BIRVBRARENMRAE , Y ES —FIRE (K2 ) PRTHHNEAERNMRAE, RETHBERESR
R, v EREERK.

ez A
EBEBERNTESLERLERAR TN EDINEREAEN. AERSATATER ,

MTERRREEE LiRREARSIH Web RRBER, REHMEBABRZESHBI[A , EETENE
EEA RS,



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS HFEIE5| i Amazon SQS E4HFE AWS Lambda KIS 4 &2 28 4 #t X 2 e
= FE AR AL
BB

RIBEUERIARE-—SRHEHEFANRE , BAES AREARIEINER T, BEMARK
RERHESARERZENRED AHEH,

2%
RABETEQSNES. REETEINE—E2X2EIBS %, LUNRRES XEIHH
¥ REESFH X ERIDARBERE, CRYARBRIDENS XBEBADES X, BERH
BRGNS, THSHES XAHEEEI X, NHEHMET, , BSHPR S X (GitHub T4).

TP

ERHRERT  URBEBZENERF K REAERENEHMETEEETIN AWS IRF 2 BFEL
., MEFMER , 528 Well-Architected IR M AWS BIERAEFER,

PR it SR A&

REPHIRAERFE. YRARERARL R | 7JLURER B B R B/ 2 /Y BR B RER
g, MREERREAREMRE , ATREE SR Mk Kug.

R ETIREL
REREEDNENNLERESR,
R

ERNARNEEE (Pl , HE. EFRBIER), BRI UTEDHRBRBMEAERK, NF
A  F2RE AWS EHTASCHRE AR ENEREBE N ETEESDD

B EFMERE (BCP)
—ERREEMES (WAREER) HEENBEX BYEXBEARERELENE,

C

CAF

:I:I‘H

EZEAWS EREAEE,
Canary &

MAHZKREAENERENEERE, BEREEOE , B LB FHMRAN 2B B BB RA,
CCoE

552/ Cloud Center of Excellences



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’\J$1¢§£§WE‘B

CDC

ESREEEREEL
£ 5 G R (CDC)
EREERRER (INERERE) WEEYCHEREBENPRENNER. B0 CDC AR
BEAR , IR IEBEEERRETHNEEURERSD,
BHEIRE
WMESIAMBER B REEES , LUAEARKAEE, B BUEHA AWS Fault Injection Service (AWS

FIS) BT8R , BEN AWS THSRSBRE D | BIFEEELE,
Cl/CD

FOWEEEANBELS,
Zr

BEORELFANSEREF. AR ERBEN ML EETEAISEE. HREKXERETE, 6l
o, REARFENEEEPREERE,
P i 0 28

EEE AWS R ZWERZH , EXREMEER,
E ik S#F A (CCoE)

—EZEBRER , THBEEASHNEREAIE  SREEZRERREERX. ADHER. FIEE
BIEFERARESHEHBETAREER, MEFHER , F28 AWS Ein BERBIBER LN
CCoE Kﬁo

BERARERERFEN 0T REEENEREN. BmEEREEEEIEEEERIM,
RimiRFEE

BT @8R, AREE. BANSREIL-—HNSESHRRBNREEE, MEFMAENR ,

LN ERRFEE,

SRAEHEER

T
W
&0
-

HRETERE KERSEENDLERR AWS EiF :
« ER -7 -LEEBREABNERUETHESRENZE MR
- Eff -HTERRENEREZREA (Bl , B ZMEEREE, % CCoE. BIZEMET)



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁ%i EBS

RABARE
- BB - ERBENEARESX
- B _EBILLERMNRE 6 XEERPLEIF

5 LEPE ER R Stephen Orban fE & 3LE The Journey Toward Cloud-First #1 Enterprise Strategy
EER LNRARBERER, AWS Ein MFEEBATCMUME AWS ERKBEBRNENR , F2
BEBEREM.

CMDB

nﬁ e ﬁ%ﬂ Miiﬁﬂjio
EXNBREE

BBRARHEFREERENREEXNBNEMEE (Bl H, #HANESH) HuE. TR
Einf#FEIZHE GitHub= Bltbucket Cloud, BABHNEBEREABBERAD X, EHMBREEED &
B FEHERNE@NEE, E— CI/ICD EENAERAZERETE.

7 EREL

—ERERNR , EREN., REXH , AETTBRIATHBENER. SEXENE  RAENE
PITEESARECREEHGREN , ELEEFRIERES.

mER
ROGHNEBEERTERNER ., SHEEERE  BETEZEE#N. BUHERBEWERK
Hﬁkzkii{&lﬁ’]fﬁﬁ}%ﬁiiﬁﬁu PPN 29578
EHRE (CV)
FRAMBRSERENYBNE S EREBEN D THNBEIERN Al #4, Hla , Amazon
SageMaker Al 12 CV W GRIBEE %,
B R B

HRIFEAH  HAESRFEHRERE, ETHSERTEEFLETSHR  MABERIENE
oy O

fRREE IR E R E (CMDB)

RENEEARERERE TRENEFANREE  FReEREVNREBIHAREAR. £EEE
EBENEmMBESREMD TR GER CMDB RIVER

—HMEH

A LUEE R AWS Config REINSHEERS , BT AN ERNLZERE, B UER YAML
A B—BHEEHDEA AWS IRFE # B REEEBNE BB, ﬁﬂ%#%ﬂiﬁnﬂ S
AWS Config X#HH I —HHEEH.



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html

AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁ%i EBS

F{ptets
BFERSMEFERS (CIICD)

BEtBRBTEFNRE, BB, AR, EENLEERRNERF. CI/ICD BERERAEE, Cl/
CD AiBh & EFEEL, BRALEN, AEEABREUARMNMRREE, MEFMER , 7
SRSEXNNER. CD A RTEENE, WHEFAEN , F2RSEINEFETE.

Ccv

EZREERGEE,
D
BEFBLNESR  fINBEEPHER,
BRBEEMANHBMREBINN 2> EREERNNERF. cRMERARZERAREERKNEREER
B, k?ﬂ%%ﬂbi’&ﬁﬁiﬁ%ﬂ’ﬂﬁﬂﬁ%*ﬂﬁEﬂ?’“%ﬂo BERl o HEE AWS Well-Architected
Framework &£ XN T, WREFHEF K F2RERSE,
& Rm Bt
SEEHERARIE ML ERENERCEEEZNE  IWMAEHBREEERNEE, B8R
BA LR ML EEEANERERE, ERENAFEHE,
B ER
EENERTFEIBBHNES | SINERREREBE,
REBERE  BH28R., 28RRERNEEEREFAEE,
BER &ML
BERENREBELXEERNNERR, £ PEEERT/IME AWS Eii TJUARERBFAERE., KA
2T ER R B o

AWS REFH—HEFEP AT, TiHRERRAEENG IS RRAENNERFIREENE
Ho MEFHMER , F2RE LBEERFEZ AWS,



https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁ%i EBS

RABARE
ERALER
BERAERNERE ML BRTRZIATHOEN,. FEEERTREEREBRELERS , WHERE
K, F—HIEENE.,
ERRIR
EEELEGBHPEMERNFEARFRESNESLCENER  fINERNELE, BaNfEES .
EREE

EERENEEEERNEA,
BRI

XEBXEZINENEERR , fl0 2. ERARBEQSAEELEN  BEAREMNY
#o

BEREERES (DDL)

FARBISBUAENEPERRNYG 2 EBNREXNS TS,
BEREREEES (DML)

RMER (A, EMMMER) EREFEFANREXH BT
DDL

ESREREERES
REEE

BESERESTEEETER, TUEAREREBRESEERNARREF RPN TIREE
28

RESE
~ERBSRTEL , CTEASEATHICERRH I BRBNHA DR R REYZ BN H AR

ER—EBEARLFZE  HPF—RINLZL2HBFINRFESERBAERBELRBLIE , LR
EREBNMHEPERNERYE, TEENTAY, BE87E LRALLREEE AWS , "‘\_IJ«X'E AWS
Organizations fE BN T EE#H B LS @EHIE , UHBREER. Fl0 , defense-in-depthJ5 3£ AT 6E
SEAZEEZRRE. BRI EFME,




AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’\J?#%ﬁ%*ﬂ%ﬂﬁﬁ DTIEIE%
E]

ERAER R
ZRNEES

£ # AWS Organizations , M AK R AT LA AWS K ERFE , UEBRBEMAIIRS N EEX
RIEVEF . WIRFBAZBRBENEREES, NEFHEANERREEE , F2H AWS
Organizations XA Y AT #£EL AWS OrganizationsiE/EH R 7o

deployment

EEEREPREEARN. FYREIBRABEENEF, BESREEABETEEEE K A&
EERARAREPEENATAENRE,

FEIRE

BB B,
(R
—EReEs | AAESARESEN, DHENEE, FESHEEERE  BEAIESER
EEBERENE LB, NBENHEET | BSWE AWS LEAER SR R RS,
BISHE B RBES (DVSM)

—ERF  AREEHRERREGERTHNEENREEREELENREILHEEELIE
FFo DVSMEEMH T RAELBBREBRRITNEESRRFEF. CEERNEBRRAREFE
MM B BYEE PR T B 2 BRI B

8D 5
EEHRRENEREZR  FAINBEY. ITH, TERFEIEER. B SZIEFERMERE. =
wEE A ERE.

HEERR
EEERERAP BIHERRTEEBREEEHRFTENENNERNBY. HEERKRBMHE
FRNFWMUIBHEE , HTAEURAXF, EXEBHEFRARERARE., FEMEREERT,

b3
BIETHEEEIRREETERBNETEREEREENEH., ELEHTERBAKE, Hilf
HESALBENGER , SINENREHEEAIEZHERE,

KER (DR)

ARG EEERNFRERNERNEARERENKENER. URFHEEA , F2H AWS
Well-Architected Framework Y E TS EH L EHER AWS : EimHHER,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html

AWS FREE| /A Amazon SQS EH IR AWS Lambda E’J$1¢§g1§ﬂﬁﬂ

DML

A2RENERERES.
REE B ERG

—EHBREMERREN S, ceESETtESETGRIRENTE RN MBSO ER
BiZ8E3BE, Eric Evans £ HE 1 Domain-Driven Design: Tackling Complexity in the Heart of
Software (Boston: Addison-Wesley Professional, 2003) M8 TiE— =, MEGRANMANGHET
ER B YRR FTEE strangler fig BXNIEEFERANERN , FSEFEH A Amazon AP| Gateway ZF R
RALERR Microsoft ASP.NET (ASMX) Web BB

DR

I'-Iﬁ e ﬁi;ﬁfﬁﬁo
{m B R

BMEREERRNRE, Hl, BRI AWS CloudFormation SRAEBI R K E R F I REE
Al LAEF AWS Control Tower REAIEEEFFP AgEZEREERGAMNESE, hitps:/
docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.ntml

DVSM

SRR EB MRS,

E
EDA

ASRREMER D,
EDI

ASRETERNR,

RI oT W@ EEERHEEEFRINEMN, RERESMEL , BEER A LUK D EHIEE I
E O RRFE,

EFERXH (EDI)
HiABcBEBRREE . NFEFEET , F2RIEEETERNTIE,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/

AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁé%ﬂ N
WEEARERNK

anf

& o

[

nz

BAETENNAXFERERENZNFZNEERRF,

nzeie
ANFEELEENBEERUTHNNZREE, SRBRETREMTE , SESBNRTHEFT AR
BE—8,

U5
NTHEEEREERTNMEIEF. KEFREEERERSERUTHE, MNeFRRE AHER
KB TE,

i 26

w20 REm&.

i B AR A%
BA U EERMEER (VPC) PEEMEHEMERAELANERSE. SUUER BEUinHRE
AWS PrivateLink A% 5F A #% F H At AWS #RF = AWS Identity and Access Management (IAM) &

A, BERFHERIUBEBREYNE VPC B TEZRZLNIHRHERE. MEFHENR  F
28 Amazon Virtual Private Cloud (Amazon VPC) 3 4 A i %2 37 Ui 26 AR 75 o

SREFRE (ERP)
—ERH, TEDCNEROSNERLBERE (HIOREH. VES NEREE ),
s

FAS—ENZSREEENBELBETNENER. WHEFHMEEA , F2E () XUFFHEZM
%, AWS Key Management Service AWS KMS

R

BITHRARXNIATER, UTREREEPERNRREE .

- FRERE - ITPRARANTER  REAEHERARNNROERTEEM. RERR
ARAHEE K AXBRAZRREAIRNSHNRE. LEENREERBEANERR,

- BRENRE - BARANAAERRRE  SIARNERZENIENFERRE.

- HERER - RREAZETUERNATHFRARANYTER. £ CI/ICD BEF , LERRES
#®— AR BIRE,

- KENRE - ROFEREBRUUNNEREIFRNMAERE, EVREREERE,. £EIRE
R AREREZEZEAFENRE.

x|



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping

AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁé%ﬂ ik ;
= FE AR AL

epic

HEERED  BEYRNEBTELHE THEEEIEFNREER. epic RUHERMBEEBNSE
MR, Hlan , AWS CAF ZeBi2a8fE5 o MEMER, ARG, EfRkRe. ERREN
SHOE, MEEE AWS EBERKPH Epic WFHMER , F2RAFEEFEER.

ERP

Flﬁ / %ﬁlﬁ;ﬁiuo
RRMEER DM (EDA)

DMEREUATHEFTERENBRE. SAREIREER  RRYUTALSABUSHEEN, GRE
FAWMERR. BB ERERTLELER THRILRHIT EDA,

F
EREBELFHFREN R, CEREREBRRENBLER, — KNS K SEERRTEWE
BHENEHN  @EENER , URESHEERRNBRIZNERR.

RIE K B

—EEARENEEREREERREMBHNES., ERBESENERETD.
HIERBRE S IR

£ B AWS Bin , R ATAESE AWS B, 2FTVTEHRENTESERERFGENTE 15
B tE THERENEME, MEFMEER , F2RAWS BERERR,

jJAb/\i

ASHD
1

RRETHEANBAER, flU , ERERET , FRTREENRREEERBERNRR,
PREEEM
BREENEENFENEZEE, ERERTATUEBEERMMRITENRERSD , HI20 Shapley

Additive Explanations (SHAP) M n HE. MEFMEF , 28 NEEET R FEN
AWS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’J$1¢§$§§ EBS

pa
ERE KA
FEHER

BILMLEFNES K SREARGERFEEEER, #HRE, ARE-—ERHUBENSHEAER, &
AEMLERRERRZER, fl0, MR "2021-05-27 00:15:371 BEElID A 2021, . TH
Ay, TB@E, M "5, , MM iGB BB EE A2 E LR ER T EBEBAERHEN,

DEHEURTR

FEER LLM STEUNEE 28, BROERETKENMERHOEHG LLM, EEHTERTR
BENERAER K EPENSRARTERTIIWVES (RR) F2F, LENRTEAEESER
X, HESPDAEBNEERRIIEEENR. BHESRSEERT,

FGAC

R2REM TR,
FHEEES (FGAC)

152 A 2 Bl A R A BT BB R EGEE Ko

GARAIBE ¥4
—BEREBRLE  ERSFERNENEAERERNER  USTREKENKERNEREN
MAREADEESL %, BERSEFRERBEERE,

FM

:IJI‘H

ESEERER,
ERER (FM)
REREBFHRHER  CEEENRELENNAKEERE LETIIR, FMs B AT EE KX

5% BIMTRES. BEXFAREG  URMARFBSCH. IEHMEET  F2RIEREH
R,

G

£ A
B AREERETIRN A ZEFE | AIFEAGRENXFRIRIEYTINAZTHR @R , fIOEE,
Eh., XFNEH. WEFHMER , F2RITERERR Al

b F2 £ 65
wESRHERS,

G 24


https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J$1¢§$§§Fé
IR PR (Hb IR £ EH)

Amazon CloudFront FHYIEIE | AP LS EBR/MENFERAEERANR D%, B ERAEE
RHFHFEREEREMBLINER/ME, MEFMHEFR , 52H CloudFront XHHWEHIRE
Y 3t 38 5 A o

Gitflow T{ERTE

ER—ERZ, HPBRIRSREEREBREEFEATRE DX, Gitflow THERERESE
MR, MAERRAERN THERERRN. REFHEE.

EXB

REHMBHRE , MAREZRRAKEBHATEROER, flm, ERED , ESRETHAR
HZEEELHERE  YEHRRESKERERENEE, TRERENEED,

ik b SR B

MRRPRZERERRE. BRURBERAKBRER |, T LEREREHRZIN , MAERFIER
REMRBENERE mﬁi‘%ﬁiﬂzo MREEBRRRAERRE A WREES R Mkt R,

B R

BERBEMBEN OU) RERER, HRNEHANSERAA, FEHEpHERSISRTIE TR
K, UBRRHEEAEE, EBFEARBEGBEEN IAM TR RRAGEEME, ERIMFHEREIT
BABKERNEHABEE 6 YELREUEEBE,. ©M2FEBFER AWS Config AWS Security Hub
CSPM. Amazon GuardDuty, . Amazon Inspector AWS Trusted Advisorfl B 5] AWS Lambda #&
BREE,

Eaaa
HOEE
=3
;‘ét

i

nl‘ﬂ

wE2EE A,
BERNEEBR
BRFEENEEBREFEATEAERNESIZHNEEERE (Hla0 , Oracle £ Amazon Aurora), EEE

BEERENRBIEN -0  MERGEEHLTEE - REREH. AWS EHBEPRERE
RE#R AWS SCT,

=A% (HA)

BB KEE  TEEFEAETNT ANBRTHEEF. HA RRNRFTENRBBAE
BE, FERHASmENNE  YERETRNAEHENME , WM ETEREERE.

]ﬂf

m 25


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’9$1¢§£§WE‘B

BB

—ERE , ARBEACMAMIBRERN (OT) Rk, LEFHBREREXNER. BELENE—E
ERE , ARMEIHRPNEERFRENTRESR.

REBER
AR EETEANEREDRENILrBRIELRER . B UFERAREER , FBLEBIER
B 78 8 B2 4R B8 B R R FR Ak 18 B Y BE
BENREERNEEREHLAERERESIZHBEEZEERE (H/10 , Microsoft SQL Server £
Amazon RDS for SQL Server), AIEEBRBEERIMERR T AER TN —B02. EAUERAR
SERENARREBEBRR,
REEHNER  fINABERRRINEZEER., WERNEFETESWEREBRER , FaEiR
HPOEEHEE,

EHERF

B ELEERETNERBE, HREREY  BESEHE DevOps BT TEREZINANITE
RN,

BAREE A

YR  EREREEREENELEBNEARNUERAEMRENRR, 8% , BEENE
ER1-4 R, EBEREFZHBERE K ERERERSSEAEANEAERGEREEBRK,

laC

RERRER/EXR,
B BEE

EEE-HZE IAM TRHBEK , TEREE AWS Eif REPHFF,
BEEAREN

90 XA CPU MERE FIIEARE 5% £ 20% 2HENEARR., EBBERY , BEEEK
ELERARAIREREERITHE.




AWS HFEIE5| i Amazon SQS E4HFE AWS Lambda KIS 4 &2 28 4 #t X 2 e
= FE AR AL

lloT

HSR T MBI,
TR ERR
BEEIFARSEVERRENER TSN, SHRBIRENERDE. TTRERS

MEARE LS ERREE -, URAER, MEFMEN , 528 AWS Well-Architected
Framework AV E A A A/ S ER L LB HREER,

EA (8 A) VPC

£ AWS ZIRFRED | #2, RENBHRE AR @EERYN VPC, AWS 222 %
FEEBRLEREA, BHANRE VPC RFEMBIRE , MRERARAEERZNBREE
B E RN H.

BEER

— BN BN EEDREREX SN EBoBE L MARAITE -, TBNE, Flw,
BRI TRAG - EHRENEAEBENRR. HEAMAREREREF 2R , EUNERSBEH
HttRBREAE , ERAUERZEEENRM. WREAREEAR BB R,

T%¥40

2016 £ Klaus Schwab # HEVMTEE |, FiBEFeE D, BIRBER. BEML. 2 A/ML BEE |
EREEFHNEBERI,

B

ERAEXRETIENMBEERNEE,

B2 (1aC)
BB AEEERRAENEERARKNERIRENER, 1aC EEHMEEPERERRE , &
BERILRRER , WEMRRTER, I8E—H,

T EYIEAE (1loT)
EREE, R, RE, BRAR. £oRBNBEEEXEEERAERARERNBRZFNE
B, MEHMET , F2RELTEYEE (loT) BvERFERE,

®E VPC

£ AWS ZIRFREEFR , £9X VPC , AIEE VPCs ( EHRRTEN H AWS EiF), HEERER
MADEME BN EERERE, AWS 22 SELERBEERAEA,. EHEARE VPC KRR
EMREIRE , MRBEARXNREREZNERAE cBNERTHEH,

| 27


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J$1¢§$§§ EBS

pa =]
EARARRXR
YIE#E (10T)

EARBRABARNEERNEETRYERN , HEERRERIALBAEKELHRENR
HETERA, MBPFMEER , F2EMTER 0T ?

AR
HWRBEREN —ERE  BR 7T NERAEREENFFANMAKEREBGANEE, NEFAE
Eﬂ y nﬁ/ﬁ E’J%%&g*iﬁujﬁniﬁ AWSo

loT

5
s
g_\'lll

FAEE (ITIL)
— AR IT RELFELRBEEEEERREF-—BNWHREER. ITIL B ITSM R4t 7 ERE,

IT RIEEE (ITSM)

EAMIMVERGET, BF, EEMNXE T REBABMNED. WFAEKERBAER ITSM TEEENE
7, F2RREESER.

ITIL

ﬂl‘ﬂ

28 T EFE,
ITSM

w2H T RBEE,

L
BERAEFEUES (LBAC)

sRHFERE (MAC) WEHE  HPERENENA SN BSHRERNZ2ERE, FRERS
BENENZ2ERCENRESRECAE TUREBLEERIIMERH.

EEED
EEEARRBRENSIRE AWS RE , IRRAEZE., ER—EEH , ENAM T ER

RERBANBELFEEHERARS  IHEZNERRBREZREL. NWFEAEEERETM
HMET  F2EREZREHVERNZIRE AWS TR,



https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html

AWS I &5l £/ Amazon SQS E#RJF AWS Lambda E’J$1¢§$1§$ﬂ B 4t Bl
UERAERN

&t

anp
«

[

REFESEE (LLM)

AEIFERABERMNRESZE Al EE, LLM ALHATSEEH , fINEE[HE, BEXH. 8X
FHERHMES K URTRTT. UFFMERA , F2RMTER LLMs,

REER

% 300 #PHE Z MAA;RER.
LBAC

nﬁ E2 ﬁ*ﬁﬁﬁuﬁﬂy?ﬁﬁgu
RIEER

BFRUTEBARZREFTNREREEY. WEFRENR  F2H AM 4PN EASEER

FERNE R

BH2E 7 E R
N R R

BABEREERNTHENRK. FFSE Endianness,
LLM

BIRAVIRE

2R BN

M
HEREE (ML)

—EFEAEEENBIMETEXBINBENATEE, BEBESETOTLRTHNER (B
WYPERAE (1oT) B 2 |, URBEXELERTRE., NFEFHEN , F2REUEEE,

BEHX

HI‘H

SR



https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁ%i EBS

pa A
ERE KA
EEHE

EEEREMZLIRBMLENKRE. TERBUREPHERRE, REBRERA , FWMERER
ENEH, SEEENEMERE. B8, IRHE. /HRFAE. BRUBMEBREIRS,

X ERY
AWS fR¥5 & AWS REERERERE. FERRNTE A MESFEURMRERNENE

#t. Amazon Simple Storage Service (Amazon S3) Amazon DynamoDB 2 Z &R &6, &
LB AHRBRK,

B ST RH (MES)

—ERERS  ARNER., B2, TENEFHEERR  BEYNERARSMKM.
MAP

BIYTE HEBTIERA K AREREERUETHAENTERERF. EERERERBR(LNRER S
MIEIR. MEFMER , 5528 AWS Well-Architected Framework H Y E # i,

R Btk P
BREB—ToHNEEIRE AWS tRFE LUSBIFTE AWS Organizations. 1RFE —X Ree2 —{EHES

BRI 2% /5] B =AY 88 8 B machine-to-machine(M2M) BEAGE , BARERZ RN loT £E,
AR #

—EDENBIURYE  CAEBERPEN API £1TEF , EEHR/NEBIEKES. Flw, R

RRTRE T SHEEERRE D (FIMHEERITH) L FEE (PINBE. REDD ) BHEE. Bk

BNEXSEREE, BHRE, ERHE, TEECANEXRNERD. NFFEEF , F2
BISEFAE AWS A fREF IR B S AR .

HARF SRR

—EERBLTAREERARENNG R  EERHEUMBBEANITEAEAERNER. &
LHBREECREERE AP, ZBHRESNNEETER. LREPHNEELIREEER AT LAET

M 30


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html

AWS HFEIE5| i Amazon SQS E4HFE AWS Lambda KIS 4 &2 28 4 #t X 2 e
= FE AR AL

EH, HENEE  UnEERARNEESRNER. NFHEEN , F2RE LEFHRY
AWS,

Migration Acceleration Program (MAP)

—RB AWS FTE , BHFEAXER., JIRNRE , HEEEENRANEERR  UBESR , Wik
BhiKSAB B R A, MAP BEARABRTELUTENEBBNER S EZUR —AARBBLH
MEEREBBRAFNITE,

RBREER

EREDEBARNESREABEERNESF  E8EKRRT , SEUERNEEBBESEARE
No EREAEEHRKREBINEEEBNCRAIREFER,. TENRENEBRIR , UE
BEBCANHEINECTERENER, ER AWS BB RN E =R,

B T

MEBEEBL. BENGEECIFRSEEBNEREER, EBIHREREEQREEE, XKD
WS E,. BB IR, BB ABURKESE Sprint T4EH DevOps EXEAB, 20% £ 50% Z
BHNEEEARXESESTEB IR ZBLNEEEN, NFEFHMER , F2ALARTEF
MER TN RNERER TKIER.

EBRHEER

ARATREBAMENEAERXNARSZNEN. SEEREARTE-EATRANERDEER, B
BREENNEMIFEETER. ZE5EN AWS IRE,

BBER
AEENERTK  FHErERER, EBANMURAMERANEREARSIRE. 86 £
A AWS Application Migration Service EFFEEBE ZE Amazon EC2,

EBEETE (MPA)

RETE  RERIHERGIUERE WEF AWS Eif. MPA REFENESTTE (ARFEES
BE, EE. AREERALE, BBEASH) UREBRE (BREAENITNERKE. B
AEX2E,. EBEEIER , URERARE). MPATE (FEERA) A#RAE AWS ERIF APN
SERFEBREER.

BB EREEREFNE (MRA)

£/ AWS CAF BV EmEMREAVR R, BBIERE , LUREMTEF EILUSBRE BB =1
MiEF. MFEFHEF  F2HREBEREEEM. MRA  AWS EBEEMNE -,



https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J$1¢§$§§ EBS

pa =]
EARARRXR
BB

AR ITHEERBRE NHE AWS Bif, NEFEFMER  F2RANEARKPH 7 ERs HE , I
B2HBEENEBUMERREER,

HER2E (ML)

ASRMEEE,
BN

B (BMRE—) EAEAREEREBERATRPEE. EREHASETANRE ,
BRERA, RERXXRIFALF. WFEFMAER , F2H_ 0O PHRARCEAEXNERRE
AWS Eim,

BRI EREEE

BRI AR EEBEARXN R EREE ; BB, BRNAMKYE  XREBRBEN
EZAEE LXEELRARANRIRE, FTENERBREEREBNER. FERARALE
FHIR BRI EEENIRRE., URBREBANZE2THE, NFFMER , F2H O
PHFHERAEXNR AL ER AWS BEREE.

E-EARENX (B)

BRREFREESNEFEAE-—RBEITHEARER, E-RBARXEGLEREY, NR—EEAERX
DREBRIFRAE  ALFARRRAERE, EEAREERE  MENNEE-RARXNYRE®

EREENEN. EEMRELEE  JUEAMRERE. EFAET K F2RLE—ERXD
RS AR o

MPA

nﬁ e EEJE*%EDH%H n:l:'fao
MQTT

ARSI TIERNER.
eVl

—EEPAELSEHENNBR BAMAN LORRZ ). AN HESEHDTEEHR
HERRER. ADEREE?. 2% NEARTFHUBEERSEANRBRE
TRERR

FHNEREEIFESREERNENER, ATRS %, USEHEMTTERM , AWS Well-
Architected Framework E%ﬁ}fﬁ’r—ﬁ&ﬂ’]%ﬁﬁ L fEAREER.

M 32


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J$1¢§$1§$ﬂ ik I
RUEEARERNK

OAC

RS R FERE,
OA

A2REREFRE S

oC

<

BSHEBEEEE,
BHIRER

—EBEBBAE , TEEBBRETRRRRIFER, A ESREREFHKRE 8% AR/ E3EER
BTHEREH,

Ol

A2 BEES.
OLA

RS RREERTGE.
RLEER

—EERFE  BRUERITERETAREERIBEERR. ERETFEEHNERAEXTEE
BHBEEER. WFZEZSIREEREFHER , BEARBRENEETHFAS,

OPC-UA

w2EFEMEFEA - 285,
B A2 B AR - ﬁﬁ—?ﬂ’fﬁ (OPC-UA)

AR I %8 E{t#machine-to-machine(M2M) BB E. OPC-UA REERME. H5RFMZE
AN EEMEE,
BRAVEKERZ (OLA)

— i, BB 1T BeEREARO R RANAR , UAXERBKERR (SLA)
RIFEIBEE (ORR)

BEMNMEEREERNREEE , AiHETH, fFTh. BB EHNTEARNEE, NFE
SEMMER , 552E AWS Well-Architected Framework B2 /E%{HEZE (ORR),



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html

AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁ%i EBS

F{ptets
BRAER M (OT)

ERERREES TRRME, RENERFENERTRBRMK. £RED  BS OT MEARKN
(IT) RHRITE 40 HRENRREE.

BEES (0)
EERPEREBRICNER  HEPSREHERERERE, BELNRE, MEFMEN ,
EE S5,

AR

3
¢
ke

B I HER AWS CloudTrail , 528k AWS tRF BB A BFTEE4 AWS Organizations,
EBRAEBNESE AWS IRE REVLER , cERMSERFPIES, WEFMAEN , BF2HE
CloudTrail X Y2 S ARBIEHE,

HBEEERE (OCM)
RARRAR, WIENBEENEEEERER, BEMEREENEE. OCM EBMESERA,. #
RBERBE  UREBCNABEE  HEEBAMAENREMTER  YBBRETRENR

i, £ AWS BEBRET  LRBBAAENE K DAZRRAERMENSERE., NFFAE
Eﬂ , nﬁ/ﬂﬁ OCM ?Elﬁ

Raf7EZEH] (OAC)

CloudFront FEYIERAEEIE | AR RFIFELLRE Amazon Simple Storage Service (Amazon S3)
AR, OAC XEFTE S3 /17T, FH AWS KMS (SSE-KMS) KAl AResim % AWS &1 , KL
N ¥ S3 R RRAVBREPUTHIDELETERE R,

FRIBFEE 2 (OA)
CloudFront iy —{@iB1E , ARR&IFELAEE Amazon S3 AR . E&#EH OAl B |, CloudFront

BV —E# Amazon S3 ETEREBN TR, KREIENEEBREEFERSE CloudFront 72 R1FEL
S RIFTRINAE. FESE OAC , B REERBM B AN FEURS,

ORR

ASRREREEZ.

oT

nl‘.H.

SRERER,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J$1¢§$§§ =B

RABAR
&L (@) VvPC

£ AWS ZRFREES , REREREXAMB < EHERN VPCo AWS Z22EREEBE
ERAEA, EHARE VPC REREMMBIRS , MRBEAERAEERZNERER ENE@NT
[T

P
ATATSRIR

Mi#EZE IAM E8BH IAM EBBER | AIREFAERACHENRAHT T, MEFMAENR ,
IAM 324 A 9 55 7] SR EBR 6

BN & 2B BIER (PI)

E
W%
dn

EEERANEEEEEREYNE  TARSEHEBEASINET. Pl WEFHIFRRE, it
M EER,

Pl

A2REASDEBET.
F i

—%ﬂﬁﬁ'&m%ﬂ’]iﬁﬁ AHEE BB AN TE , SInESiRPREZRENRE. FRATURA
. BEBCBTFRIRERRCREMENEFRIEBENT N,

PLC

BSNTRIR BN,
PLM

AERFANYH (FE2REPEEE). EEFIRYE (F2RERLEE) , IERERPHRE
R 5 Y& KEFA] AWS Organizations ( 552 B8 AR IG5 6 BUER)

BERAM

RBENFREANMEMER , BIEEHMBRENERRERN. IRENMRBEEFHERNER
RN , AETRESEIEFREIMET T, NMRURBEAZKESEERNERRHE , A



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J$1¢§$1§$D“BJJ ?tl:/AIEIFE
WE AR R

TUBEEHRELEHBFOREATRES, NRHALH , BOMEHELHEATHBA
EO

BATE
RE, HTEARREA LHERECEFURNEBNES, NBHAER  ASNTEEDE
B,

EE truesl NWEHFESfalse , BENN WHEREF A H,

REE T H#E
—EEHEEHRELREMN  TEERTGRERTNER, EED X EAREEN SR EREA
BREMNERE b IREEHWE

8 By 1t 2

SEBLEHREN TSR, BERFRE—BHR , TiHBIE I HARNREREFIH &4
B8E, WEFHER , F2RE AWSLEAZ2RFIPWER EEE,

E N

RAIFITEMEMFIER AWS HER, HEREER AWSIRF, IAM BERERENRER
. MFEFMER , F2H8 IAM XHPASNENSSFNER,

REGTRI R AL
EREFEREEFSBLEMAZENREIES .
IEFREESE

—EAR , TEEEMEEFE Amazon Route 53 f{a[E fE — A= Z @ VPC AMEERE FiEz
DNS &M E . MEFHMET , F52E Route 53 XHEFWFEHAILETEESE,

EBEH
SEMLEMEFTEREFRN Z 226, ELRFHREEMBER B EETHEHR. WREFRTH

BEFE , AITEhE. MEFMENR , 52K AWS Control Tower X EFESEER , I
SRBEREEFEDNEEEFIE. AWS

EmEmBERE (PLM)

ERERRELGBERNERNNESF K. RBEIRD , IRENRZ , BREENBER,
EERE



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁ%i EBS

RABARE
AR EE R FIEF (PLC)

ERED , SEAUSE, THABNER  TEEMRYABCRERER.
RRSEE

EA—E LM RN\ EESAT —ERFHNEA |, LELEEFNEE, LEMTARSEMERD
BAETER JRBEREIERFRVNLEE, CRBURNESEECENERENMEREGE X RFER
M. BALRER,

HERI
BERETPHEAZBNTRRAEBRVEENER. BEILEMRARE/ARLE, RBCERD
WRABBAER,

2% /5B (pub/sub)
—EER , TRANMEBEENERLSER , AXETERENEERE D, filan , EHEHEE MES

B, WRB TR EHAS BMBEMMRBEATRNEE. RETUNERNMERE , mESE
5B B AR %S o

Q
EHEE
—RISE  MiER, ARER SQL X ENERKETHNER,
B EEER
EFERERBEICIERENTELHENEREETEECNEE CHINTERTAELER, ETH
HAHRTER. RERE. RERE, EHZBBENEFURERNESIZBNEHNFTER,
R
RAC! 4B &
HZ2EEE, 88, 5. &4 (RAC)).
RAG
ESREEUEEE R

Q 37



AWS 5 RIE5|

/A Amazon SQS EH IR AWS Lambda E’J$1¢§$1§$ﬂ EB4 IR Bl B
HREE
—EEEHR K SEHLHTEHRREIENNEFR , BERNERA L,
RASCI %Ef&
EZ2HAE, 88, F#. £H (RAC)).
RCAC
RS RERIMNERRTFEIIES,

EHRRIER

RARHERAENEREER, SN EHRHEERBERNERUBRLTERENEH,
EXTRBE

B2ET7TER,
BIR 2B & (RPO)

BEXREREBERMURTEZINHE LR, EGRERR —EERMEREPHETZEZINER
EXo

BREEE B & (RTO)

AR 7 o T B2 AR 7518 IR o R AV AT 4R 2 HESE L BR
L

wIREEHPH AWS BRES, #E AWS B BB UNHEM |, URHBHEED, BEMMEML,
WEFMER , BSHEIEE AWS EBiF ZBHRS 7] S AR,
Pk

FRIBERN ML £1i7, flam, [ THER T

ERTFEEMEER? . WREE ML ER U ERREE
BEAY  BREINEESE (HIW

, PHER) REAEERVEEES
EWEE
I'-Iﬁ E2 ﬁ 7 1@ Ro
IS

EBEFT  TREZERAZLEERENIE.

38


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J$1¢§$1§$ﬂ ik ;
= FE AR AL
BEWNE

52 H 7 Rso

Replatform

nﬁ/ﬁ7ﬂﬂ Ro
1]

ERAEXIREPHRRPEFERNED, £ PREEEE  SUAENEHEFRTRNEZE
AWS Ein, MFEFMER , B2EAWS Eif &,

ERBBE
MHZEZERMBGR |, 0 Amazon S3 RZETE. RERNZER, EEERNBREEEAHE
EUMRLE 88 TEEMEIE LR LA B M E A AR

BEE BE5E. ELABHENEREHME (RACI) £
i ERFMEZ2HEBEIBNZRBEECEINACNER, EEEBTEEEEDERNET

BH B8 A (R). BEE (A). 255 (C) MAE (). XE (S) BEAEA, MREIEXE Al
fEfE A& RASCI 4EfE |, tNREHEBRE |, BIFEA RACI &,

(5] fE 14 422
—Ez2i24  SEEBTREASRHMRZEENHERER. NFEFMENR , F2HE AWSE
BERSEHIR YO EMES,

=&

A2R 7 ER.

A
nﬁ e ﬁ ﬂE]

BEREEER (RAG)

— AR Al ET , HP LLM EEELEEZSEIRERRFEUANANREERRIF. 5
W, RAG EETREEHEABNABRES BITERMTEERES., WEFHERN , F2ETER
RAG.

i
EHEFRENRE  AREEERETRBEALR,



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS FREE| ﬁmAmamsas$#mﬁAwsmmwaM$#ﬁ§§B

RABARE
BRI FMERMEFEEES (RCAC)

ERAEERFIRANER, Bt sQL RiEX, RCAC BEERFIFTMNERRES.
RPO

w2REERMER.
RTO

A2REREEE S,
1T F M

HITREABAMEN—EFHIEDEF, ELBERATHLERMBRERERRBSNERFM
BE,

S

SAML 2.0

2o RME (IdP) FRMNEMIEZEE, LhIESRABSE & A (SSO), EEABTUEA
AWS BT & KW AWS APl 124, MAMEEEBZTINESEALE IAM REYFERE, NE
BRI SAML 2.0 BEBHBSMET , F2H IAM XHFRIEIRLL SAML 2.0 BEBHBIS,

SCADA

BB BE B Rt & RHEEL
scpP

HI‘H

SRR B,

4

BEAINZ X F A AWS Secrets ManagerfZ R R HEHR , fIMNZBREAEEAER, ©H
WERERHEPEERENR. WEETUR_#Y, E—FERZEFHE, NEFHEA , F28
Secrets Manager X4 H# Secrets Manager B F WA BERR ? .

SHES Y

EREERBEFEZEMEMAZENRBEIREL .
Ege X

—BEMNEELEMT TR, ARASRERETAENAZERENED, Z2EHAN
BEXERA Ak, SR, EEEMESM,



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁ%i EBS

pa A
ERE KA
goge 4 4|4

BMAOZREEUEREERIENNENBRE, EWRaFE—L8F , SIUBRABRENER. BIF
BRYREERNZEREEY. FERABERPILENIIEE,

Z2EANEEHER (SIEM) Rk

BEX2EAEE (SIM) MZL2EHEE (SEM) R TRERK., SIEM RitElE. BN
FRERARRR. @K, KENEMERRNER , LEARBNZLRE , XEERE,

Z£EREFL

BAERNEXZRNEE , SEEDEESIBELZTLENH, EEEBHLITRAEIREERR
4 HEEEE AWS R BREER. BELEESENEG SIEENR VPC T2 B8, 54
Amazon EC2 #{TEEBRWREAER,

1a] iR 5 i I0 27

B AWS IR EZRERN EEENINEZEER.
AR 12 HIB R (SCP)

# AWS Organizations PR AEBH AT EIRFREEPIEFIFFTHNBEEK., SCP 8aERHERFINERTE
EEEBUZREEAERACHEERS. BAUER SCPEARFERIERFE , BUEEAR
AP MERERE ., WFEFMER , 5528 AWS Organizations 3 # A #Y AR 4 12 5l BUE .

R 35 v

BE AR URL AWS R, EALAERIRE  BSBENARITHANEZE B ERKE. WEFMEER ,
A2 AWS —&2E B AWS R In 3,

PR K ZEHH & (SLA)

— R , B 1T BEREDEFRENRE , 60 MR%EEETRREMREE.
AR ¥ B AR IERR (SLI)

REMEESERAE , fIMHERE, TRHERBEE,
AR B #% B & (SLO)

REBBEFEREN BRIER  ARBEREEIE.
HEEEER

HRZE HE AWS AEERLZLEHARETNER, AWS EEEFNETE , M BEERNE
&, MEHMER , F2ALBRSEES,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS FREE| £ Amazon SQS E# IR AWS Lambda E’J$1¢§$1§$ﬂ B4 ;
ok 2 FE AR A A

SIEM

HZ2REZ2EANEHEBRRR,
B — & B (SPOF)

FERARANE-BRTHRE , TeERERK,
SLA

ﬂl'ﬂ

2R RBER =,
SLI

A2 RREERER,
SLO

ASRBRBERE S,
S o REBEBER

BRENMEZERAMCERNER, EBFHERNERRAE , R 0BBREETHIUBRILFTHNERS
B, ERBREREBNENINEE K REHBASLEEN  AXERERFH. MEFMER , F
28 PHERAEAEXRRILTE E AWS Eii.

SPOF

ASRE—WER,
ERfERER

FEA-—EAAREEERNRREARZDAEERNNENEEREE  LEA—RSEBINEEE
RRREHNERBE., LEBSEARENERIABEXEEAR,
Strangler Fig 3%

—BERERILE-—RENFZE K e2XFTEENRRRKTE ,, EFEXRRELEAAL, HEX
FREELRE , cRE—RIMeE L RAEBE ERA THBEE, ZEXH Martin Fowler 5| A, 4E
AREBEE-RREREERBN AR, NEEHRENAERAKENNES , F2REASH=H Amazon
AP| Gateway &£ B KL B Microsoft ASP.NET (ASMX) Web AR#%.

T8

& VPC Ry IP i utEEE, FRMSRMNNE—ATRAESE,
B HI M & BHEEL (SCADA)

ERED  ERARENRERELEREENEERFARMR.



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/

AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁé%ﬂ L aEi19/N

=]
HERAEAY
HREm=

anf

& o

[

FEAMHES|RRNBERFAZERNMZEE L,

& RCAI
DEBEERAEESNAFNUERR , MEBERIERERREE. EAUER Amazon
CloudWatch Synthetics 3% 3138 L3815 o

RIRR

—&[ LM RERR. ErREERHUERETANKN. RRRTEIRKREAST , WEIH
EREBBNRA,

T
¥
AT RER AR AWS ERNREY. ERUHYEER, Be. Al BSREGEER. O
ﬁ'ﬁn¥%ﬂiﬁﬁﬂ nﬁ £ Eﬁ Eﬁ’iﬂg AWS ﬁ;ﬁo
BESH
LEREZEEN ML FRANE. EERBABREH. fl , £REREF , BRSHTER
EmIRit.
EHEE
AREBHITFMEMEENTE, ABFEIEWITFMNBBEURETKN —REBKEE. Y
REE-HRE® K CIREMENAGEEE, BEENEE.
RFERE

nﬁ 2 ﬁ iﬂiﬂ,o

AR

AMLEREHEHUKEE, JIRENVACSERER, BERRELSEIRENT SRR
ABRBUERSFZEBRNEN (CRZERANER), CERHEIUELERXN ML ER, AJBUER
ML RE | REAERHER B EFTER,

BwRE

ALK EE VPC MIASEBMEEB AR EHPAE, MEFMENR  552E AWS Transit

Gateway X EREHFEE,



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html

AWS HFEIE5| i Amazon SQS E4HFE AWS Lambda KIS 4 &2 28 4 #t X 2 e
= FE AR AL

IR TERRE
ER—EHE, BARAETENESI XHAMEENBZEINGE K AZGELEFSHIFTESX
F, R, TEPIENRFEETARIRE, £ENRENEERER,

ZEENFEE

AR FEEENRYE , URREEEBT AWS Organizations X HikF F#TER, ZEE
MRS EREXACK  ESERFHIRIBRBEERAE , MEACHITEETLHF, NEFEFME

A, BSR4 B AWS Organizations #Ei £ A AWS Organizations EEE A7 AWS fR#
EEEN

PFIFREFNESEEE , LIRS ML RENERM, Sl , TUEBELERRE. HMEER, A
RETRANRETZRERELSRRINE ML EE | DIELEE,

& Lo B B
P 18] LL i 5t RE Mz B2 R /N BY DevOps BBk, 2 45 5 [ Bk A AR v W AR R AR A B% P R 0 4o

U
THEEM

ER—ESE  EHNRTER, TTBIARANES  HURSRERUE ML EEN RS, &
WERENTREN  SBATHELRHAARN, TEBENERSIEN  MERTRELEHER
PERMNREME#ESIEN, NEFMAER K F2RECRESZTRENTEEMER,

REDHWER

EBAEETHF  ERBUNRFEEARANMSETE  EFASKERERHEEREENRMUER
FEZ, REDEBNE/TEEE. EENTERE,

REHIRE

A2ER RN,

<

i
Het

—BEREHERRE , SREEFHRNBFEIHE , SERREFILRFAREE,

u 44


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS HF R3] 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁ%i EBS

F{ptets
hix A= 428 &

EMSENEFNIE  fINGEEFREERENESE,
VPC B1&EH &

R1E VPC 2 ERELRR , AIEEFERALE IP it iRiRE. MEFHMENR , F2H Amazon VPC
XHEHRWHER VPC $EEHE,

poplE]

RERMR AR NIE R IR,

W

AR IR EX

BEREFINENMERENNERERR. EREHTERTUAREERIER , EttieEiEe
B EEUE R

TEEDNER. EHERERE K BEUTESIFEERENEN,

HERE
SQL H¥ , HHERRSEREEE LHENERIFEINTHE. AERBREAREEEE , f
MR E BT E RN BB EBE FHERFRERFINE.

THER

RUEBEREENERNERNRES  fINEEEFEFNEAERXHRRERE.
TSR
EBRERFEE-AREEBNDERE, SEATHEFRBRBIUN , EXEERTNEMBTFES

e Bl METHEFRABHERAREN, RAREANBEERHEERNELIRF, BETHE
EREELEERNEBR ISR , ARBERARSFNEAER.

WORM

nﬁ/ﬁﬁk y g’)ﬂ%ﬂyo
WQF

nl‘ﬂ

ZRAWS THEEFERERE.



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS HFEIE5| 5 Amazon SQS E4 KR AWS Lambda E’J?#ﬁé%ﬂ N
WEEARERNK

anf

& o

[

BA—IR , BHEFZ (WORM)

RERE , T -XMEBAER , AEHILERBRIERER, RECAETURFTESXNENES , B
BEBFEN, LERRFERSREREASTTE,

Z
EREAR

MRZEHZREINKRE  BERBEHE,
ERERE

FERBEPAREENRETFE. BETAEITUERASERENFIRIERK. ARASRKE
R AR EmEE IR,

FHRERT

RE LM STEBNETR , ER BT HE 5| BEKNEH (RR). LLM KAERHEBALIRE A
MREEER. BEREARTHNARMEIRAREBNERUENREINRE, 5HF2HELEHIUET.
BREEAREN

CPU ML RBTHERARER 5% WEAEN, EBBERY , BEERHAELERARR,

4 46



AWS FRig5| £/ Amazon SQS E# R AWS Lambda E’\J$1¢§£i§ﬂ§l§ g IUNCY
4 Be

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

Xlvii



	AWS 方案指引
	Table of Contents
	使用 Amazon SQS 事件來源 AWS Lambda 的事件篩選和部分批次回應來改善應用程式效能
	目標業務成果

	對 Amazon SQS 事件來源使用部分批次回應的好處
	對 Amazon SQS 事件來源使用 Lambda 事件篩選條件的好處
	Lambda 事件篩選條件的使用案例範例

	實作部分批次回應的最佳實務
	批次處理
	冪等性
	指標
	避免 snowball 反模式

	實作 Lambda 事件篩選的最佳實務
	避免不相符的訊息累積

	常見問答集
	是否可以將 Lambda 事件篩選和部分批次回應套用至我現有的 Lambda 和 Amazon SQS 應用程式？
	Lambda 事件篩選和部分批次回應功能是否僅限於特定程式設計語言？
	我是否可以將這些功能與 AWS Cloud Development Kit (AWS CDK)搭配使用？

	Resources
	文件歷史紀錄
	AWS 規範性指引詞彙表
	數字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

