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{FF AWS loT Greengrass E€ G ABEREEE

Greg Breen , Amazon Web Services (AWS)

2024 F 10 A (UHELECE)

AWS loT Greengrass & — BB BFHTHNERRYE , THBEAREREE. BENEEWHIHE (oT)
HEHRE, RIBEG , AWS IoT Greengrass BESKECEARINER TARERD RELENE

B, IRERARERENKERER , BFAATEBEREIR AWS loT Greengrass ZBEE T+
RERLNEBEEE. Rz , EUEEEREAREBHEENENE WG , LEBRKRFTSEEE.
RIEMEBIRE T LG AWS loT Greengrass #2#&#1TH, BABRAAHNERAEAEESRENS

o EEREHEENENRNTERN IMITERNR . EESZEPRRSEERERIENEE
5, WREEEMRIERA,

BHREHR

AIEHEARASE FIERN oT EERERNEEF LR ANEARRELNERBE, RNTEENT
F2HF AWS loT Greengrass.

FRER A&

AEMBRRIERE

« AWS loT Greengrass BRI MIhae , Hlan#, HE. BAMNHm. MFEFHER , FSH AWS
loT Greengrass 3 4f.

 Linux fE¥ R,
- REREEENER,

BEHR 1


https://aws.amazon.com/greengrass/
https://docs.aws.amazon.com/greengrass/v2/developerguide/manage-deployments.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-components.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html
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TERESRE?

ELMEBREARRFRGRETSEBENHBERE, UTELTRCERARNEMBEIHN —EEELE
g4 -

- Raspberry Pi : &AL # 3 A R FI#F Raspberry Pi SD £#) Raspberry Pi OS ISO &%,

« Amazon Elastic Compute Cloud (Amazon EC2) : & RE(E) Amazon EC2 H{T1EEEH) Amazon
Machine Image (AMls), Amazon EC2

« Docker : #&1# Docker Hub & #4&8 N &/ Docker B , 3 FA2REXE) Docker A28,

o AR HRSEZROGMEEGIEE K BESHEBIEASR. EAERXNEHNERSHAE—
Motorola S-record 2. Intel HEX BRI - EMNER , UEE T HPIFZBREEITRIE

RESREFRNEEMRE

FZALRRESREG , LA UEB MR RAERENESRERBREY, EIEEBERT AWS loT
Greengrass , BZRFEAEESEBENRR,

WTEMR, SEUESHRE, FRHERRARURIESRE , RARBURERBEZAFZERE.

RESKBHEMESREK 2


https://www.raspberrypi.com/software/operating-systems/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://hub.docker.com/
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s, %, .
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% Read witexn %
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the file system

v

L

5 % .
L Device n

imimfn
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k

ME—HERE

HAKERNESREEASERE CESEAEEREESELENK —HARIBEAL (Hl, H—

FiE, M—HEZBMNE—ZAER ), £ Raspberry Pi &7 , raspi-config AR ARER
BB R, MRIE AWS loT Greengrass , MOEEZLEEH—WYHER,. HE—NWEER
M —NFE S|,
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RTEECRESHRE?

EAEESRBEIRTEARTRERHZRE,

MREITERXRIERIE AWS |oT Greengrass £ & , BARESRAHRER LN BERKEHIT AWS
loT Greengrass ZinEfEEEE. ENREATEEHE :

- BAE  AREREVTHERENRERENEENEEREED.
- RAWBRKRER  SNREBERERER LR AEBRERER , AtEE AL ETEIRER
E.

- FESGEERERER  ERRAERERERE LATR , BN URERENEERTIERE
RHEXEZERMER , AU TRFIFESRTE.

MREBRTERIER LHIT AWS loT Greengrass #1& , AIAUERZEEARA THNERTE

ERE, T8 , ENRENTHEFTECRENHAREEAEA S, RERAOT .

- IHEZERRE FAT)  ZUESTEESERE LT FAT, REKREE , FARERE (QA) BF
-0, SHNERETRABCHBEEE /0 MRE , REELNEERR EFEERELHTE
HOWEARKXBEBR  FETRE,

- RSERERERT IR  EENEEE MUTREIARHER , CELREARRTSEEERM
BRIER, At , ZEERBEERDERREEA EREERE,

- KEFEVIERF : ERREEF —XE MUPRBEFIRLERNTEEFRE , ™A ERER
MEERT R WEEEHE —EERTETK

- THRBRENER  ENREVRERTHMERER , MAE MUPNKRERMBBHE TRAEE
RARATHHmAEEEERERA.

E it , AWS loT Greengrass REBEZFEL /AL LTENBREEAR tHREE , BJsEEL
£/ AWS loT Greengrass EmIE, AIEENRUNAERZEE,

£ Greengrass CLI MIEE MK

FAESHMEBHNERARR , EBBEL Greengrass #MITHIN R E | RE A Greengrass o 5I#
H (CL) BBt THNZE  EXARRERELNERBMREG, BR

- BAAFLTEBBIREP LS Greengrass CLI, HAEERRENZERTITHN , BRELEHENER.

/A Greengrass CLI Ti3EE &R & 4


https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-cli-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-cli-component.html

AWS 75353 {73 AWS IoT Greengrass & & # 8 A RIERE%E
- BEZWRENEBFIECHRRNES , YERER EREEM.

- BEEMFH Greengrass CLI AT Em S RBEEETH.

« BERARAHBEBMEA groupIldf tHRAR , BFEND , UERRABEERTETISRLEFTR,

« R WUPHEETEE Greengrass CLI , BEE S EBREZE —ES R,

BEEMTE |, Greengrass CLI FiELLESMGBEE , hERF HE,

f# /A Greengrass CLI TiJEE &M & 5


https://docs.aws.amazon.com/greengrass/v2/developerguide/gg-cli-deployment.html
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=& RS

AWS 10T Greengrass AREREN K OEEBE RN Linux £E , EBMERA Yocto ETEEEW
Linux B1THRA&, —fXM S , Greengrass BB TRBEE D A2 M , W0 Meta AWS BEF R,

ERREBFERAERAREBRZE EIE, AEREAESFGUASHBERAR. EHNRET
REEBEEESRE , AXRRFEESEE.

FHESRETHRSERELENERRRK , AIRREPN -9, FEEZEERECETEZRHNERR
HE D AWS loT Greengrass , MEERIFEEZHSHRENIET,

Greengrass B #%f:ik B &
EETRAEETHROESRGI L BRI TRATM Greengrass B SR EH.

B 8% Description

alts BiE B 51/EF 8 Greengrass #ZhRANHI S 8
RFRIERE,

bin “EMNE  MREREMTMA (FlW, WRER

g#Z 7t , BIA Greengrass CLI ZH#MHE ) o
WE#HBERZEW,

cli_ipc_info Greengrass CLI R FREA (IPC) KRS
o WMRIE B KEZE Greengrass CLI , AlttH
®AZ,

config FIB Greengrass #2588 , BifTHHERE,

deployments AREERNEMEFERENESR,

logs BAOFMEM THH BFEER,

packages FrE T HR K mME S .

plugins BFEEHRE 2 TR uaws.green
grass.plugin MF#FR. B8, LB &HT
BERETMEH.

Greengrass B #k#fik B # 6


https://www.yoctoproject.org/
https://github.com/aws4embeddedlinux/meta-aws
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-cli-component.html
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telemetry Greengrass A RELE(HIFEMHRENERDN
EEERo
work ToHRYIREE R

logs. telemetryfl workEHETESERMER. eMTFTFETEEELFBD , A NREEE
BESH KX PNEERK  FEEEM.

Greengrass CLI BETEREELEELE L , Fit binfl cli_ipc_infoBERBERZN K MABE
TEETEEEEBEBH,

RBEERHE Greengrass HFFHREBNAER (HIOBEHEAHEXRBTHENARER ) &,
pluginsBE &I &I EEH.

deployments B#HFMERNRASERBETHRER , AEFFTEEESREHER,

Ht alts., config# packagesH&EFRZEF, MERBEEBEGAIRERK , ERELREE
EQEEEESMBP I — Greengrass H #.

EHFEHRNRA
EHEHE=ETEK, MTRAR.

F B &% Description
artifacts Greengrass TE S8 BB T &M BHE T4 K mo
artifacts-unarchived HR.zipHEFENRE , LLEHKIEHERNK

m, ESRBE 6 UELGITUERARRAR.
recipes TTHEAEZR,

FX an
THIEEHIAR B &5 B packages/artifactsERE MW ER A R

user@machine:~$ sudo tree /greengrass/v2/packages/artifacts
/greengrass/v2/packages/artifacts
### aws.greengrass.DockerApplicationManager

EHEHNAR 7


https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning.html#download-fleet-provisioning-plugin

AWS 5 &5l

£/ AWS IoT Greengrass ES G K RERELEE

HH##

aws.greengrass.LogManager

HHt#

aws.

HH##

aws.

HHt#

aws.

HH##

aws.

HHt#

aws.

HH##

aws.

HHt#

2.3.7

### aws
greengr
2.12.6
### aws
greengr
2.1.8

### aws
greengr
1.0.19
### Gre
greengr
1.1.0

### cer
greengr
1.0.0

.greengrass.LogManager.jar
ass.Nucleus

.greengrass.nucleus.zip
ass.SecretManager

.greengrass.SecretManager. jar
ass.SecureTunneling

engrassV2SecureTunnelingComponent-1.0-all.jar
ass.labs.CertificateRotator

tificate-rotator.zip
ass.labs.HomeAssistant

### home-assistant.zip

greengr
1.0.8
### aws

15 directories,

ass.telemetry.NucleusEmitter

.greengrass.telemetry.NucleusEmitter. jar

7 files

artifacts-unarchived

THIgEHIER B 8%

s&Bpackages/artifacts-unarchived®R# .zip &R KMo

user@machine:~$ sudo tree /greengrass/v2/packages/artifacts-unarchived
/greengrass/v2/packages/artifacts-unarchived
### aws.greengrass.Nucleus

#
#
#
#
#
#
#
#
#
#
#
#

#Ht#

2.12.6

### aws.

#Ht#
HH##
#Ht#
HH##
#Ht#

H OH O O R

greengrass.nucleus

LICENSE

NOTICE

README . md

THIRD-PARTY-LICENSES

bin

### greengrass.exe

### greengrass.service

### greengrass.service.procd.template
### greengrass.service.template
### greengrass.xml.template

artifacts-unarchived
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#  ### loader
#  ### loader.cmd
### conf
#  ### recipe.yaml
### 1ib

### Greengrass.jar
### aws.greengrass.SecureTunneling
# ### 1.0.19
### aws.greengrass.labs.CertificateRotator
### 1.1.0

### certificate-rotator

### _ pycache__

### config.cpython-310.pyc
### config.cpython-311.pyc
### effective_config.cpython-310.pyc
### effective_config.cpython-311.pyc
### main.cpython-311.pyc
### pki.cpython-310.pyc
### pki.cpython-311.pyc
### pki_file.cpython-310.pyc
### pki_file.cpython-311.pyc
### pki_hsm.cpython-310.pyc
### pki_hsm.cpython-311.pyc
### pubsub.cpython-310.pyc
### pubsub.cpython-311.pyc
### state.cpython-310.pyc
### state.cpython-311.pyc
### state_committing_certificate.cpython-310.pyc
### state_committing_certificate.cpython-311.pyc
### state_creating_certificate.cpython-310.pyc
### state_creating_certificate.cpython-311.pyc
### state_getting_job.cpython-310.pyc
### state_getting_job.cpython-311.pyc
### state_idle.cpython-310.pyc
### state_idle.cpython-311.pyc
### state_machine.cpython-310.pyc
### state_machine.cpython-311.pyc
### state_updating_job.cpython-310.pyc
### state_updating_job.cpython-311.pyc
### topic_base.cpython-310.pyc
### topic_base.cpython-311.pyc
### config.py
### effective_config.py
### main.py

HOH F O B O

HOoH OHF OHF OHF OH OHF OH OH OHF OHF OH OH O HF R OHF O OH R HHOH K H R KO H OH K H H R
HOH OHF OHF OH OH OHF OHF OHF O HF OH OH O OH OH O H OH K O H R O H OH K W K

artifacts-unarchived 9
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### pki.py

### pki_file.py

### pki_hsm.py

### pubsub.py

### requirements.txt

### scripts

# ### run.cmd

### state.py

### state_committing_certificate.py
### state_creating_certificate.py
### state_getting_job.py

### state_idle.py

### state_machine.py

### state_updating_job.py

### topic_base.py

### aws.greengrass.labs.HomeAssistant

HOH OHF OF OH OHF OHF O OH O O OH K O H

### 1.0.0
### home-assistant

### config
#  ### automations.yaml
#  ### configuration.yaml
#  ### groups.yaml
#  ### scenes.yaml
#  ### scripts.yaml

### docker-compose.yml
### install.py
### secret.py

17 directories, 67 files

EEE , altsBEEEEZE A "Nucleus . jar %R, packages/artifacts-unarchived. #i

m

user@machine:~$ sudo 1ls -1 /greengrass/v2/alts/init

total 8

lrwxrwxrwx 1 root root 97 Jun 27 08:12 distro -> /greengrass/v2/packages/artifacts-
unarchived/aws.greengrass.Nucleus/2.12.6/aws.greengrass.nucleus

-rw-r--r-- 1 root root 16 Jun 27 07:07 launch.params

H it , packages/artifacts-unarchived X BT EELNESHEH,

artifacts-unarchived 10
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recipes

THIEEHlEAR B 85 B packages/recipesB B A ER AR, WEEMR , MASHEBE— &R
B, A5 Bh Greengrass ¥ ZIBEREREELENER, EESEEENKAFREESHEGE
BRE, Rt , HEESEENRBRREVESMENERS %

user@machine:~$ sudo tree /greengrass/v2/packages/recipes
/greengrass/v2/packages/recipes

### QyalwarrMfzlg5PUTvOgfHOununru_xCLUFACECM_RQO@2.3.7.metadata.json
### QyalwarrMfzlq5PUTvOgfHOununru_xCLUFACECM_RQ@2.3.7.recipe.yaml
### 89rl-ak7xPauDt407EGO3sSXVUO8ysdHTk-YdFONAAc@2.12.6.metadata.json
### 89rl-ak7xPauDt407EGO3sSXVUO8ysdHTk-YdFONAAC@2.12.6.recipe.yaml
### VAZ-Grqe5g43y07UtasQOR5jcQGILgPeRZQhVikLd90@1.0.0.metadata. json
### VAZ-Grqe5g43y07UtasQOR5jcQGILgPeRZQhVikLd90@1.0.0.recipe.yaml
### ViIMYPYs99-AzSt1lglL2L2YD5P7sIN-yEhy23wWIK_IN8@1.0.8.metadata.json
### ViMYPYs99-AzSt1glL2L2YD5P7sIN-yEhy23wWIK_IN8@1.0.8.recipe.yaml
### _1hT2A6X0ZYtB_CfI_ZUOEMDV96DfQVkSmZh2bbGYXgel.0.19.metadata.json
### _1hT2A6X0ZYtB_CfI_ZUOEMDV96DfQVkSmZh2bbGYXgel.0.19.recipe.yaml
### gQWwM7MSL2k0sBADUSb0QI1Qq08ZI3hqpbKT5Bv4Ijk@l.1.0.metadata. json
### gQWwM7MSL2k0sBADU9b0QI1Qq08ZI3hqpbKT5Bv4Ijk@l.1.0.recipe.yaml
### j_j5Seyy0@1F0cIh95nBFy4HYf8P1kT-jW_nmV18ldbk@2.1.8.metadata.json
### j_j5Seyy@1FOcIh95nBFy4HYT8P1kT-jW_nmv18ldbk@2.1.8.recipe.yaml

R PR RS

@ directories, 14 files

R AR5

MR Greengrass EREARKERE  RATEEEARAKER Linux £E , IESHREEXETED
Esystemd M BIETHHN B &,

Docker E1&

MREHNEBFERAESR Docker B MAKMA AWS loT Greengrass 7tif , EXRmENR
Greengrass B #&ikE &2z /. Hit , EEEEESREP T EEELEEN Docker BUE R IE, L
BEEBEFME B/var/lib/docker,

HE , WA LAER Docker TS REREHEEZESHE LM Docker B & , REASELE Docker BUKE
ARERFTNSEEE, —MMS , kEEEESIE , BFEZE Docker MG HER INMESETTE
B

recipes 11
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MREWEBFRANREEE THRELRKE WWFEAWS Secrets Manager , EXERFRESEREES
#EM Greengrass B #&#&iik B 8 H 8 config/config.tlogERF, Hlin

{"TS":1718878001465,
"TP":["services", "aws.greengrass.SecretManager", "runtime", "secretResponse"],
"W":"changed",
"V':"{\"secrets\":[
{
\"arn\":\"arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-
home-assistant-KIzJfz\",
\"name\":\"greengrass-home-assistant\",
\"versionId\":\"8e481177-9250-4458-9f1f-3690d28e4ae9\",
\"encryptedSecretString\":\"AgV4j+We ... A7QjdElw==\",
\"versionStages\": [\"AWSCURRENT\"],
\"createdDate\":1660648425915

ELERBRUEERIEHEN config/effectiveConfig.yaml XS :

i

aws.greengrass.SecretManager:
componentType: "PLUGIN"
configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
- "aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:
secretResponse: "{\"secrets\":[{\"arn\":\"arn:aws:secretsmanager:us-
east-1:111122223333:secret:greengrass-home-assistant-KIzJfzZ\"\
,\"name\":\"greengrass-home-assistant\",\"versionId\":
\"8e481177-9250-4458-9f1f-3690d28e4ae9\"\
,\"encryptedSecretString\":\"AgV4Rpc9 ... MYeVALYQ==\"\
,\"versionStages\":[\"AWSCURRENT\"],\"createdDate\":1660648425915}]}"
version: "2.1.8"



https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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BfEEEconfigE R IBEEESMGED , WK NLFEE Greengrass WEEEETHEFAESERE
NI ESRNERE. ARSEXZENEH—NIAESR K ALENLEERERLIMTESRENEN
TR,

it , RABRBLARBLRGIBRINZBHOHE | UBLEERBEREARTESRBENST, TREBE—
REERBAZHE , EMBETFERERLE  SHNEARKTHEEREE , IEZELEEFXYN,

ENREEMERRK

NREWABEREELRBERENBEANRS , ANEEFEEESBREAREERHREEE TH
MTA  LWESELERE LEANE, RATEBREEL L, RAEEMMENMURIREELEEREN
RET TR LR E RN FZERE.

233
i}

EWRREMEERE 13


https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
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EEMRE T E

EER , B LLBEME S EREIITE Greengrass B #kiik B N ESIRE -

- HTESHEE HIREEE Greengrass B 8%k B 8RR,
- ERBEESEE LMW Greengrass B BRI EE D RER,

THREEZRACLELF EZCENEEER,

5C# Greengrass R 84> Greengrass R

‘@& Greengrass B # P Greengrass B (2 altsf#BR packages., #
EMERTZOESIESTEYT  pluginsB .
R ERIYE 8 , o —8iFr

)

B SERBEVHERTEEFR ZESELEXRENHERR
=& REVHERE,

ERE TEFEMNESELEEREN 4AERELABRRERIE
I%Ezau;,é:'o j_ﬁbJEAIE %J—{F#%‘O

52 % Greengrass R

BBREEESME P EE Greengrass B FHHNTERRE , B RECERAZTESKENH SN THAE
ENELEBENART, EXRRRUERGELENEBEHESNERRENAS, At , BNEEZEETLL
BEBFNBTAAEEARIN tH L MESEEZETUZNERTEEEMRE,

A ENEMERRERKNARTREEESEA - HEEAMBELEERELEEMRE, ELiE
RIREE T —HPFMERA,

TREFRENRE
HACHEAEA AT, EEMRELFEETIIRG
- EBEERCE , ENRETSREMARZED BT,

52 Greengrass R 14
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- EBBERZE , BNEEASELFERERIIIREE valid AWS Identity and Access Management
(IAM) B A &%,

- MRENEBEFERABBEMAESjust-in-timefiZE , AIEMHETK AWS loT Core 281 , TEERE .

284 Greengrass 1R

ERMERAI D Greengrass RBHER , ESMBRAEEE alts, packagesH pluginsB
#, config B& O HRR , At S RBBEMNERNELLHNAR,

LA ENFERHR  SELEREMBNE —ARIRMH[ER BN, ELARSIRSE T —HPHF
MR

TERMREVEARA A ELEERBERIERTBELANTEENRIATHIRE. ETERFTFEEFA
BER. T, ARER ELEFETHER , IREFRDBFBNATEURLNER , ITEERBERIE
A EREN THELK M, Fit , BRMEEERE , FEETHRR LEEXREEREM,
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https://docs.aws.amazon.com/greengrass/v2/developerguide/device-service-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/provision-wo-cert.html
https://docs.aws.amazon.com/iot/latest/developerguide/jit-provisioning.html
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EEREERF

TIHEHRARITCRBEEZREBALER LBREKENEF.

VIENEESERE
FSB 1. REMME Greengrass,
BEE—BREEESEKE LLE Greengrass EEFHITH , Y ERASRENHEL EETHE,
HER 2 BREEN T
RER , BENEARX THNEBTBINENESRE | RBETE—K

RESREFANETEME
CRETLRBENELBEREY BSRER.

S ER 1 . E3RA Greengrass,

RS S E M Greengrass IR¥. Hilan

sudo systemctl stop greengrass.service

HER 2 . REB Greengrass f& =/ E,
RIBEREFVEES S ZE , 188 Greengrass BERBNEESI T2 RB , LAAHTSEEESHED,
B 3 % Docker MK,

WMREH THEA Docker HEMA R M , 551 Docker XEEHENRR  WKHLSEEER
o

HE , BOLEH docker saveREIUFTE Docker MEMNETFE , Y RESHEEERIELMEG, HI
o

user@machine:~/environment $ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
homeassistant/home-assistant 2024.6 2b4c9de733f1 9 days ago 1.6GB
user@machine:~/environment $ docker save homeassistant/home-assistant | gzip > home-
assistant.tar.gz



https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-provision.html
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—iRME , EES AL Docker IR E HEM B E LN EEMBES,

HETRERALERE

FCHREEEKESHEEALRES INEBELEERE, TIHSBEESEAESBREB.
SEB1: BEABRSG,

KBIENESHMBEALEELE, MEHSE Greengrass B ##ik B #&F1 Docker B E BRI T
o RER | wiEA,

SE 2 - | A Docker ¥,

MREBIZEFEHA RELEBdocker saveE& Docker &M , BEA docker loadi§iEEE &
BALWEEREE, Hlm

user@machine:~/environment $ docker load < home-assistant.tar.gz
user@machine:~/environment $ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
homeassistant/home-assistant 2024.6 2b4c9de733f1 9 days ago 1.6GB

—iRME , EES AL Docker IRE HEMEE LN EEMBER,
HER3 HEBEAER,

MRENKETEAREGE  FALERERRKE N X509 BRNLESHR  YHRESRER
Ho, BRE—HNBI S EIARNEREFEAERLZ2EHE (HSM) MR EN LB SHRERIUE (PKI),

RELNEERE

BREESMG R  BUERESELEELEE, HERIUAREFEANEZTEEEID Greengrass 1R
BEZ. EELREZZBEHLH,

5E¥ Greengrass R %

/A Important
RABEEEERTEN Greengrass REBHER |, T EBUT ISR,
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https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html
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HBR 1 REHERE.

fm¥8 config/effectiveConfig.yaml X, i

sudo nano /greengrass/v2/config/effectiveConfig.yaml

SH2 . RENEEE.
REHLERBUMEBIENDERARCREEAMRGR. AONEARETERNEX.

MREREABBEHE BT LUEBHRE thingName BHERBELEERENYHER , KESEKEY
HEBRRREEREYHEE, flm .

system:
certificateFilePath: "/greengrass/v2/thingCert.crt"
privateKeyPath: "/greengrass/v2/privKey.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
rootpath: "/greengrass/v2"
thingName: "ProductionDeviceThingNamel"

MREEANERENE  BLALBREIESREERE , IBABEAEINHEARELEEREL
#}1T. BALUEBM thingName BHEANESRENH B BIR/ZFHRIATIRE, Fl

system:
certificateFilePath: "/greengrass/v2/thingCert.crt"
privateKeyPath: "/greengrass/v2/privKey.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
rootpath: "/greengrass/v2"
thingName: ""

LA BRAESEB M ENABERBEHIEE services B, WISEEREBEMHEBEAL B
EiEtemplateParameters, FHIEEHIREREEMESEAREFEA templateParametersii2
HThingName , b EAHEXBEREN FF —EThingName B4 :

system:
certificateFilePath: "/greengrass/v2/thingCert.crt"
privateKeyPath: "/greengrass/v2/privKey.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
rootpath: "/greengrass/v2"
thingName: ""

services:
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https://github.com/aws-greengrass/aws-greengrass-fleet-provisioning-by-claim
https://docs.aws.amazon.com/iot/latest/developerguide/provision-template.html#fleet-provision-template
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aws.greengrass.FleetProvisioningByClaim:
configuration:
rootPath: "/greengrass/v2"
awsRegion: "us-east-1"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredentialEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
provisioningTemplate: "GreengrassFleetProvisioningTemplate"
claimCertificatePath: "/greengrass/v2/claim-certs/claim.pem.crt"
claimCertificatePrivateKeyPath: "/greengrass/v2/claim-certs/
claim.private.pem.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
templateParameters:
ThingName: "ProductionDeviceThingNamel"

EHEARMTEREFEE-LHLEMRTENEEREABERNEES Y., UFFHENR , F3
AWS loT Greengrass X#FHEIEEE AWS loT BB HmENHESR,

\ﬁ

B

HER 3 EHAEANNHETE,

MEEEEMERiot : thingNameBl S 2 EURAEMH BBt |, B2 EFIEHIREN L H
FELSEBYHEBEER. Sl | 7£ Certificate Rotator & THHERT :

services:
aws.greengrass.labs.CertificateRotator:
componentType: "GENERIC"
configuration:
accessControl:
aws.greengrass.ipc.mqgttproxy:

aws.greengrass.labs.CertificateRotator:mqttproxy:1:
operations:
- "aws.greengrass#PublishToIoTCore"
policyDescription: "Allows access to publish to relevant topics"
resources:
- "$aws/things/GoldenDeviceThingName/jobs/+/get"
- "$aws/things/GoldenDeviceThingName/jobs/+/update"
- "awslabs/things/GoldenDeviceThingName/certificate/create"
- "awslabs/things/GoldenDeviceThingName/certificate/commit"

aws.greengrass.labs.CertificateRotator:mqttproxy:2:
operations:

"aws.greengrass#SubscribeToIoTCore"

policyDescription: "Allows access to subscribe to relevant topics"
resources:
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https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning-configuration.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/component-recipe-reference.html#recipe-variables
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-nucleus-component.html#greengrass-nucleus-component-configuration-interpolate-component-configuration
https://github.com/awslabs/aws-greengrass-labs-certificate-rotator
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- "$aws/things/GoldenDeviceThingName/jobs/notify-next"
- "$aws/things/GoldenDeviceThingName/jobs/+/get/accepted"
- "$aws/things/GoldenDeviceThingName/jobs/+/get/rejected"
- "$aws/things/GoldenDeviceThingName/jobs/+/update/accepted"
- "$aws/things/GoldenDeviceThingName/jobs/+/update/rejected"
- "awslabs/things/GoldenDeviceThingName/certificate/create/accepted”
- "awslabs/things/GoldenDeviceThingName/certificate/create/rejected"
- "awslabs/things/GoldenDeviceThingName/certificate/commit/accepted”
- "awslabs/things/GoldenDeviceThingName/certificate/commit/rejected"
keyAlgorithm: "RSA-2048"
signingAlgorithm: "SHA256WITHRSA"

EBEEERBAT , BLANLEREMHEBIRESREYH B BN AMAHTER,
SER4 BRESKEUR,

BEFSREMFeffectiveConfig. yamlWEAIMENRE ., ELEFEREREEE S THERET,
filgn

aws.greengrass.SecretManager:
componentType: "PLUGIN"
configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
- "aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:
secretResponse: "{\"secrets\":[{\"arn\":\"arn:aws:secretsmanager:us-
east-1:111122223333:secret:greengrass-home-assistant-KIzJfzZ\"\
,\'"name\" :\"greengrass-home-assistant\",\"versionId\":
\"8e481177-9250-4458-9f1f-3690d28e4ae9\"\
,\"encryptedSecretString\":\"AgV4Rpc9 ... MYeVALYQ==\"\
,\"versionStages\":[\"AWSCURRENT\"],\"createdDate\":1660648425915}]}"
version: "2.1.8"

LREEZMBRLEEE  UBRENEELETSEAREECRENENWE, MBER secretResponse
E’H:-o 1’5‘]11[1 .

aws.greengrass.SecretManager:
componentType: "PLUGIN"
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configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
- "aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:
version: "2.1.8"

SR5: ERCEEWHERE,
ERCEBFENHERE , LEH config/config.tlog. N :

sudo java -Droot="/greengrass/v2" \
-jar /greengrass/v2/alts/current/distro/lib/Greengrass.jar \
--start false \
--init-config /greengrass/v2/config/effectiveConfig.yaml

84> Greengrass R %

MREERE D Greengrass IRIBHZE , WEERENHERIEEMTEE, RE Greengrass B , B
BHIFES| B MHERFHEE , BVREESEEE S LTEM Greengrass FATEE,

/A Important
RBEEEEHAED Greengrass IREBHER , TEBUTEER,

ig‘% 1: Eﬁ%ﬂﬁgo
FIENS T EREARECREEAKEME, FHLeHEENERRAIETERNIEXR.

MREREARBEME , ZAUEYTISHBEMENHEN T MERBN Do HEBER, &
thingName B4R EALERENHERHE. Hlw

system:
certificateFilePath: "/greengrass/v2/device.pem.crt"
privateKeyPath: "/greengrass/v2/private.pem.key"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
rootpath: "/greengrass/v2"
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https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html
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thingName: "ProductionDeviceThingNamel"
services:
aws.greengrass.Nucleus:
componentType: "NUCLEUS"
version: "2.12.6"
configuration:
awsRegion: "us-east-1"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com"

MREBEANERENE  SoEBEISUFAENSESNER, HEREZEELEESR
EYHEREENE BEANtemplateParametersBM, THEHIBRREEHEEASERTRAS

templateParametersi & ThingName , FHtEABEXBERN A8 —EThingName B :

services:
aws.greengrass.Nucleus:
version: "2.12.6"
aws.greengrass.FleetProvisioningByClaim:
configuration:
rootPath: "/greengrass/v2"
awsRegion: "us-east-1"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredentialEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
provisioningTemplate: "GreengrassFleetProvisioningTemplate"
claimCertificatePath: "/greengrass/v2/claim-certs/claim.pem.crt"
claimCertificatePrivateKeyPath: "/greengrass/v2/claim-certs/
claim.private.pem.key"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
templateParameters:
ThingName: "ProductionDeviceThingNamel"

BHERARGITREFEREMEM RN #REMEZABEXNAESH, NFFRER , F2H AWS

loT Greengrass X #HHIEZE AWS loT BB M EINEHER,

SR 2 ERERE,

ER#ERELUEY config/config.tlog. N :

sudo java -Droot="/greengrass/v2" \
-jar /greengrass/v2/alts/current/distro/lib/Greengrass.jar \

B4 Greengrass R 5%
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https://github.com/aws-greengrass/aws-greengrass-fleet-provisioning-by-claim
https://docs.aws.amazon.com/iot/latest/developerguide/provision-template.html#fleet-provision-template
https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning-configuration.html
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--start false \
--init-config config.yaml
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FEERERHINAZERBRERREEFNAE. EREFEAREZNRENMESLZE , XER
BHERRTREEEARELZSEE (HSM) RERSReMIRE, ELERSRECRFLEERN
®RERMUIBBNSG N,

EEBXAEBAEMNERESGGERM  FEALEELNEHERNEERS, NMREEEXAEE , F
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https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html
https://docs.aws.amazon.com/forms/aws-doc-feedback?hidden_service_name=ProServe%20Enterprise%20GPS&topic_url=https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/enterprise-blueprint-factory/introduction.html
https://repost.aws/
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https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/component-recipe-reference.html#recipe-variables
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-nucleus-component.html#greengrass-nucleus-component-configuration-interpolate-component-configuration
https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/manage-deployments.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-provision.html
https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
https://repost.aws/
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AWS R g IR EIFRARR

LA 2 AWS Prescriptive Guidance RtHIKr, ERMEXNHEANNEE., BEEHRER , FEAA
RERRAEBHRHEE R ESEER,

¥
7R

KERAEABEERNtEERELRE, ELEXL Gartner £ 2011 EFREMN SR AER 8
BEUTREA :
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—BEREBRLE , AFRENERENERERS  BRARFENERERBEREBAEN
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REANKEELAENERTR , EhBRAREAREEN. EXNFILBRBRERETH.
FERRER S
—BZE2NE , EAHEARENERER  UiHBIRERREZIBZEHRIE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html

AWS AR5 /A AWS IoT Greengrass 2B KR ERELE

AIEE Al
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ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,
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~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
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RAETRLE,
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BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
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oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
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MESSHNREERREE AWS | AHBEBFHESKEARNGE , UENEBEER, AWS
CAF #EEL BB ABEN®ESE . X, AR, BE. ¥E&. Z2VNEE, XK. AENEE
BHZENXBEENERF ; ¥&., Z2NEEERZEENRMRENERF. Sl , ARE@EH
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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EABRTELSNEDS. REETRINE—EIXREIEIR. BUUARREIXELHS
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