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« Amazon Kinesis Data Streams — M1 REFEEEE Firehose T EX BEH A EE BB R
# 4% | Kinesis Data Streams BHEENRRAT R, S UEERSF[EEHFPEIL Amazon
CloudWatch Logs B #Iith |, IEE R RIRFE B Kinesis BRI ER , URBFEHERRPREBIRENFT
ATHY AWS Identity and Access Management (IAM) &€, Kinesis Data Streams A& B & K2
HEMNFERXZEES  ARAHTRENEEFER. BILUE Kinesis Data Streams BFERIE
WMELHRS, MTHELERE  WiSERNMEEAZERRENE N,

B , BAERERERNES , LEHHELENAZERBETFE K/, Kinesis Data Streams 7]
A BFERNREENRTY , BELEERERIE Kinesis 857 1 2 365 X, Kinesis Data
Streams i X B EE I , EXRTEBUUERBKREANESRL

« Amazon OpenSearch Service — CloudWatch Logs AT L% H B K BE R R BB B REH RS
i OpenSearch #&, ERRE BFHEASERERE OpenSearch F5K , 728 HFEFHEM
B EMEZFE I Lambda BE, Lambda FE%(M\?EEEE OpenSearch #E£ EEMKER, BRT
B3] Amazon OpenSearch Service FEEUZ 7 , BB A LA BET Lambda BEURBITEANTALE
B, f5F Amazon OpenSearch Service Eﬁﬁqﬂ_ﬁnEﬁTaﬁ‘“Ei@?i& o, BESNRHFRERE
BHRZETHNRE.,

« Lambda - 1 REE A Kinesis Data Streams , AIEEMENEEXARRENNEEE R, B2#
REEEN , BANEEEBFEREFRE Lambda #TERE , Y RIBBESEEXZTENM, B
AT EEHENEREEEER , IUREBEEANER, MRLEEMEA Lambda , BEELNHE
R REE Lambda ELZEMEA

IBTREEEUR R EE SR AERE CloudWatch Logs FEIBRFER, BB EHES , &
S A BSEEE M H 555 E H E Amazon S3, il |, BRI LLRIERS XA BFEEHZE Amazon S3
EITD ¥, Lambda ATARBBLILERA R, SR SRR T REE Amazon S3 BB
& BAFRZERFNEEEXMEDE —BEFIRFMESE,

EERRR BN IRFE P EMA CloudWatch 8


https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com//firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com//streams/latest/dev/introduction.html
https://docs.aws.amazon.com//opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com//lambda/latest/dg/welcome.html
https://docs.aws.amazon.com//lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/S3Export.html
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CloudWatch KRN ERE B A LE agent BB FEEcredentialsiify, ESEESEENAFE
EITERKRFEBEEGEHN IAM A€, NRIEE , KBV EEE role_arn 28, ERREEEREE
iR E M@ P EPEEEMES I mE | BN alfE A L (L.

SEW T LAER AWS SDK MEEENESEFACHERERAREN, RRENIRF R AFNE
B, UREENEEEEPRIRFREME N , SUETE - PHRBEMEE,

B CloudWatch X EEBRENEREER

BMEZEEIULEZEZE Amazon CloudWatch RIEBFENERE , HP I SBEEME Amazon Elastic
Compute Cloud (Amazon EC2) #1TEIRMA I BRMRFPHEEN RK BFNIEE. B UFEH
CloudWatch RERENAEEREERBY LR LEAEBER, BUUZRYTHEHERREE , ATRANRE
MRIBELEK—WHERE, SO UERABEREEHARIEIERBERRELE, CloudWatch X
BRENBLEERTLIERE AWS Systems Manager Z2EEHESEH, WMREHEZE CloudWatch
REENEEBER  EULUBRIENNSEERES Y. WREFEAZME AWS IRFH AWS B , &
KEEBENEHRSEARFNEHINSBEERESE., HE , AL CloudWatch #HRE/EA Amazon
SIHMERJEBRENRAZEH TEEFERE,

CloudWatch X2 BEM A amazon-cloudwatch-agent-ct 1S G A B IE EAAERE,
BYEHESHIREERANERMERE, BREBFEEANALEERERS  URENER
3 [@ CloudWatch &R EBMNEURZEER. T8 , eFf2SEMWAFAERER, NREER
CloudWatch X E 2R #ISystems Manager Quick Setup , ' S E FFEERAERE,

HRBAREETESRE , B RBRBENERBFT , BEBREEILIER BFTH CloudWatch #H7E
LUREENER,

EIE CloudWatch #HA&E

BIBEFEER , CloudWatch #HRETUREFELEAASHIFHESH T CloudWatch #HREER, KERER
RABHER, EAXREF , RPSHHREMERBENERE, KRXRMEFRSTRUFMRBNMEE ZE
AWS tRFEF AWS [E1E# CloudWatch #HEERE =R,

Systems Manager 28 FHESE

HD%‘“ﬁﬁ—\ BR%E CloudWatch R EREXHEEBER , BREZ—H/NE AWS IRFNESRFEANE

, EEASEERESEIRERE CloudWatch #H8E, E & CloudWatch R ERSEBEHES
%lﬂ-r , AT LAE A CloudWatch REBERMAET B (amazon-cloudwatch-agent-ctl7E Linux L)
RSB EREBFNNERAMARE K MEFSHEHEBERERIFTER, EALUFERA AmazonCloudWatch-
ManageAgent Systems Manager ts 5 X , HE—HTHEHZE EC2 #17E8 LA CloudWatch
e, ARSEBERESBRESSE , AL EXBEEFHFNMHEESE AWS EFF AWS RS DY

& CloudWatch REEXERBER 9


https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-Configuration-File-Details.html#CloudWatch-Agent-Configuration-File-Agentsection
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-Configuration-File-Details.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-common-scenarios.html#CloudWatch-Agent-multiple-config-files
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-common-scenarios.html#CloudWatch-Agent-multiple-config-files
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
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CloudWatch 287K EZH. WREEKZE CloudWatch HERERZTEHTEE , AIXEBFT
AmazonCloudWatch-ManageAgent Command X4 LB EELZE,

CloudWatch #HRERE 2

WREBFZEAWS tRENESE , M EAREEEEZE CloudWatch #HREREZR , Bl CloudWatch 48
RIEAEREESREY. FALEZE  SUUTERRGEETRE,. ABNEEEM. Z{UEZR
2HAAERAZEMENERRSEER , URFANETFEZEE , SINEHFMBIETAT. EAILAE AWS 75
HANEZCMUETHREE. SRAUEHERNORE , LERNEEEE, B EREBESR
BHRE CloudWatch REREXHAEEH K MEZENEASEHALBER , ITH£FEEM CloudWatch
#HHE, ¥H Linux , CloudWatch 78 B #{/H /opt/aws/amazon-cloudwatch-agent/etc/
amazon-cloudwatch-agent.d. ¥/ Windows , #A8& B $&{// C:\ProgramData\Amazon
\AmazonCloudWatchAgent\Configs,

E &R E CloudwWatch REREAR , REEXASABMNMEL B HKPRINESEER , LEX
CloudWatch B &HRERER, HEEREFRETRMUE (HlW, S3REEFTE ) , THEMFHIRS
NMESEN. REERLG AR T R,

4848 CloudWatch #H5E

EIRFAREE CloudWatch fHREM FE B |, FHEBER CloudWatch 858, EALAMERN T RINA
% SEREERERNSEEMNERR,

/config/standard/windows/ec2 FH Amazon EC2 HI1Z% Windows 4 7E
CloudWatch #HEEIER ., B AELLE R KR THE
— £ 9 EARE Windows iRA, EC2 H{TEEEE
BRMRIBNREMEZE R (OS) HRE,

/config/standard/windows/onpremises F A EBEDE A AR BT RVRZE Windows 4 7E
CloudWatch #HAERE R, BB AT LATELLERIRT
i — 52 EARE Windows MA, fAREFER A
RIBNEEEERFERE,

/config/standard/linux/ec2 #1717 Amazon EC2 FY12# Linux &
CloudWatch #HEEIER ., B AELLE KRR THE
— S EARE Linux BITHRA, EC2 #{TEEE
BNRBENEEEERRERE,

/config/standard/linux/onpremises REEARRKIBHEMRBNERE Linux BE
CloudWatch #HAERE R, BRI AL ERI R T HE

& CloudWatch #EAE 0
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— S EAFRE Linux BITIRA, ARSF[EENIR
BNREERRFARE,

/config/ecs MR EAEH Amazon ECS BReEs#{TERE , 517
B Amazon Elastic Container Service (Amazon
ECS) 4EH# CloudWatch fHRERE R, ELLiHRE
AT LAME AN El Amazon ECS #E R KB R EC &M
ES1RHY1E % Amazon EC2 A RE,

/config/<application_name> EHRERENISEN CloudWatch fARERER, &
AEARENRANEMERNRNFTEE—S
PEENERER

gl : # CloudWatch #HREERFMIE S3 TR

ARETRMFEA Amazon S3 714 CloudWatch #HRERERIVERf] , AR FARFEEVRIEA CloudWatch #HAE
fE M BET Systems Manager Runbook. LtJ5 AR AR KHREFE Systems Manager 2877 [E
SE# 1T CloudWatch fHRERY —LE 3R

- MREEAZERSE , X ERSBEARINSBEFRESR CloudWatch HBREEH. 2BEFRER
EERTE , KAFEEM CloudWatch REERANEEEHFEHEENSH,

« WMREFZME CloudWatch R , BL4ARBBESHFHEEENENMNERER, BLARSR
Tz R 2= {E B 2 EN = @ CloudWatch #E7& , I &R IBARKEHMEUT %, Mkt , CloudWatch
REANFREFEAECERNEEES  YERABKTNEEAR K MAFTERBEEELER.

- MREEAZERE  ALERFEENRFEESHEFRETERAERN CloudWatch R, &t
HARRAREEMACBEEATELRFREER,

BRI LA CloudWatch HAREFRE AT EFTAIRF M EEHFEM S3 TR, AR , BALUE

F Systems Manager Automation Runbooks #l Systems Manager State Manager , #§i8 40 5E

% S3 EFETEE R E CloudWatch A& H &, &1 LUfE A cloudwatch-config-s3-bucket.yamlAWS
CloudFormation #34<5R 2 37 7] ## AWS Organizations H#E# A Z @ik S FZEH S3 #iZirE, giXa
& OrganizationIDZ2% , AR FEELRFIE RS K FERIFEE,

AIEMNRERESESMEAR CloudWatch KIEFZ XK Distributor P EFAHRE R R PIRHRVIE
%] Systems Manager Runbook , §%%E £ A H cloudwatch-config-s3-bucket.yamlAWSAWS
CloudFormation 88482 Y S3 FZIFEBHEEER,

#if5) : # CloudWatch fHRERE RIFMIE S3 A IzHTEE 11


https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/install-cloudwatch-systems-manager.html#set-up-systems-manager-distributor
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml
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mE , BUAFERARAESRK (FlW0 GitHub) REFHENALER., MREEEHHENRFEFER
AEHRAEPHERBESR K SXAEEREDEAERRERT , LEFH Systems Manager Automation
Runbook , ttFMAREZRIRF MEREAER AWS EiF,

#if5) : # CloudWatch fHRERE RIFMIE S3 A IzHTEE
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A EC2 #1T{ER M A ZE M fRE55% E CloudWatch L2
=

TR EERARSENERSE (VWsELHTIHFES, ELTHERBESETAEERKE LA
17 , BEOSs B MM BEIE RV M — L RENBEER,

MREBREFMER EC2 HTER , EUNUSERFATEBNERRKARL, T8 , EEESERE
HNEETTECEENRARERE  UEREANENEA. BUNRICHNEZNEE  YERRE
ZEMBRES ERENMMER A FNER |, UREBLEHNEERR,

:‘1—: IT REBBHIEREE AWS ERpVEBATLARIA CloudWatch RER#E — K FC s MEIR RS
o CloudWatch EEXRREEMENEREN B SEENE. S LERE Amazon EC2 LR
CIoudWatch REEARERRF , EIANIHMFEMIRRH BENER.

PR LR EMERFE CloudWatch 281 , FFEEZFERENEARAN AFCHNERARE, FRELE
ETEREMAOSSHMNFEEHRNER, REARNERREHEMNEZRHRASERNERNERE K
AEMRBAERRKESL |, Linux M Windows RE, BRT Linux iRAZHEITRAEFHERERN B H4E
KA, Linux BITIRFA A -LEENEENBFERTH, LEEHEETE Windows iRA
B,

E%7E CloudWatch XIERE =

CloudWatch € A CloudWatch {EEXMNEBEEEZERKISENREBERENERER | #E Amazon
EC2 MRS ERRBNIEEM AR, CloudWatch BELEEREBMNELISEN A SHREEVEEE |
BREBEIRF P XBEEZE CloudWatch RERER

B AL S 218 CloudWatch REBRERMERE |, LEKES CloudWatch REBRENBRE, BENHEZ
—RERFNERAEXBREEMoE AFMNEENERE, TERBUNMNESERARTRERNZE
CloudWatch #HRERERER | LUEKES CloudWatch #HEE :

EBLRFANERUITUSEBERRUBRE- S TENRE, flW, EUNSGHRZEHNMER
5, LB ENFREEERIMMIARTNERTE  URHBEIEINEERE  LESHEREERE
R, EXENESR.

ERTE CloudWatch {RERER 13


https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
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AXE EC2 #T{ERERY B 55 HREY

RIFETAEE , Amazon EC2 TS ER MM AFER, kit , BFERRHARHEE EC2 #IT{E

B, AWS API 5 AWS Command Line Interface () £# CloudWatch {22 = Bk B FEER I FEER =
CloudWatch Logs AWS CLI, EIZZEMEA CloudWatch KERER | #§ B & =HEE Amazon EC2
MAEBE B RARETHY CloudWatch Logs.

AN ENEERR , UREEUER , YRR CloudWatch F BEFERPHEXSHEREATEE
{to CloudWatch XEMXF, ZHKD RN JSON B EFE MR MEXFEZE , B8 JSON X
R B ARERANELE, FEENGRNOIMEE , CRAEABCNEREE  MARMXF,

CloudWatch KRN FAEREERRKERZEFEIEXZE CloudWatch #Y BEEMIEE, AR#ECloudWatch &
KEEAFERENABGER , YA ELEARRRIEABFEE. EUMBER EC2 BTERE
HESITRE , FINESHETHNFES,

FEERAFRRETEEE EC2 #1T{E% ID HRE , FER AFHEEBEAFEREEHERE. BFES

TRV BT CloudWatch BEEEHER XL AR -1, BULERFERMN AFHERBPER
instance_id. local_hostname, hostname=} ip_address#{THREER  EXRTETLUES
&l EC2 #1TERBEEMAHERBH Cloudwatch KEREXNAREBER,

T EFERAREE B K CloudWatch REENERE, AFHERHABENNWBERERER , YI2EE
EC2 #TERMNMER BFESER , AR {instance_id}EBHANR BAFLEREBH EC2 #1TEE IDsZ
ME—RY,

FRE EC2 #ATEREHY B FEHRER 14


https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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IEI 1123456

"collect_list™: [

{

"file_path™: "/var/log/messages”,

"log_group_name”: "system”,

"log_stream_name”: "{instance_id}" T s Clond

}l —

{

"file path": “/var/log/secure-*", Region

"log_group_name": "security”,

"log_stream_name”: "{instance_id}" CloudWatch Service

I} [T :

]’ ! CloudWatch Logs Group: system
123456

Narllog/messages CloudWatch Logs Group: security
i CloudWatch agent ! 123456
LOG : :

Narflog/secure-20201001

Narflog/secure-20201002

AFHEERETS 2 AFERNRE. BR, 224, BEEGERGNESHE, RIRAFKERER
MERDBTATHREEES, BYER , UREIRFNESTE EC2 HITERZARERNEESR
BEHER, CERFIEREFTEE— *FE’JEIwﬁ%HF%O plan , EHRF AT REH S ERBEM KA
W EEETENENSIREREE, EXRTELRAE-SEEAERHERRE , AR HNEGE, JH:
TR RIS ﬁ*ﬁ%ﬂﬁ&l‘ﬁ*ﬁ?ﬁqﬁﬂﬁﬁﬁﬂ’ﬂ EC2 #1T{ERE L.

MRZERECA @RS  BUUASERRIHTHIEER D FALE. TRERNISEKEN,
ERFEARANMREN BFFHERBEH.

H 68 AH /<Business unit>/<Project or application name>/<En
= vironment>/<Log file name>

HEEER <EC2 instance ID>
o2y

BB AT LGSR EC2 BTERH HEEERDEZMEERN BEEHE, ENREEERBESMOTE—
EC2 HTHEBEMN —EBFER. MRENASH EC2 HTERA—BEAREXSTEEHREURY

FRE EC2 #ATEREHY B FEHRER 15
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mA&E EC2 TERBEAREAR , ERARA, TRERWMENLEN BFHEANBERRG
B, UXEREE,

BFEEER /<Business unit>/<Project or
application name>/<Environment>/
<EC2 instance ID>

Bt RER <Log file name>

S5E EC2 $T B S E AR

BIFFER , B EC2 HITHESHAEARER YESHEPESRDK —EFEEES (Hlw CPU,
W RFEFHEIER ) B%ZE CloudWatch, CloudWatch IER AR RTERRIIMERAFTRE , 6
W, BENEIHTERER CPU BEMIER. Amazon EC2 BEESTEEHTERER P, MR
IERUA EC2 BTERRAVFFIAES: , B E— D EHRBRERER. HEBEESRE CloudWatch &
X, AtBEBLTEFAERER D EC2 TEREAFEFMER, flU , BAMALETIFER
MURFMREETR  EYEEETREREAERER,

A EPEBE MRS 2 & CloudWatch WEMITEERIEE , BX4A®EA CloudWatch KEREX AWS CLI,
5 AWS SDK REEUIER, ERTEHAERERE CloudWatch HREERPHEEAIER ( Hl0 CPU
FHE), BRI/ CloudWatch fABER , HHP O SAIMIE[RI[TAVELE EC2 HTEE
151 |, BR T1Z % CloudWatch #iREZ 4L , BEEEHRTE,

CloudWatch N EEHEREBNETEANSAHER —E& A EEEGEZHTHE—2HE. AWS
RBRENEFEEERES WA Z/E AWS ( fln AWS/EC2) , IFAWS EZRRIBR A BTEE. &EA
CloudWatch REEXFZRENFENWIERHRHBITER. ARBINEREE EFE CloudWatch X
K, At BRZFMEFARER D EC2 HTREREFTESERER. Sl , BALUALETFEHTE
EHTENEE , BHBFLEETEERFERSEEENR N FE,

CWAgent ;& CloudWatch REEXZBM 2 EENFERWEZTE., BEAGHFEEL , EEa2ZHgE
B—HEE  UEEE—ELERIEM. CEXEITEZEE , MRMREKEN, ERIEAER ,
LARIRE (6l /<Business unit>/<Project or application name>/<Environment>),
MRZETHEBEN IEERFERAEENIRE , WA EFEEER., SR lnaz=BarnREHlR
CloudWatch B Z&B#H a5 & 1851 28 3L Ea Bt

ERCEEBHEERER , ETHEEREBE—HFRERINER , YARTHBEENWEML. Amazon
EC2 ‘@& EHA InstanceIldf AutoScalingGroupName#E 2 EC2 H{TEBEMNERIIEE, MRE

FRE EC2 #TRRE ISR EN 16


https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/burstable-performance-instances.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html#ec2-cloudwatch-dimensions

AWS S ER¥E 5| £ Amazon CloudWatch %5t F & (EC 8RR ES 42

BRI SHESE | bW BIE A ImageldM InstanceType#EMISIZE, Bl , Amazon EC2 & CPU
FRAREMERN EC2 HTERIEZEEInstanceId#E , Uk BInstanceTypeffERHEBH

CPU FARIEE. ENMBES MEEM— EC2 B/TEEHN CPU £AX , URBEHTERERN
FE EC2 #11T{E#8. https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/instance-types.html

MEESHEREMMEN DT EE  BEHEENERRE  RASEEENE - NHEEHESHEEE
MER, S, mREHE#InstanceIdERVRERBEARE S LNESR , AIEREMEEC2 %
TERBNFER. MRENERITRTEEC2 HTER  CSEEFBTEERELELEESHEE,
BREFMBARS , FRELREEENEY  URBPLEEESHESEAE, flw, EAUAEET
FEHERER - ATEBNHE  BERAFLEEIFERERELHENBNTE,

A LAE A append_dimensions Bt |, ##EERIEE CloudWatch #HREFRER — BB EE,
B AT LA BN REHE ImageId, InstanceType, InstancelId® FfflAutoScalingGroupNameZE
CloudWatch #HEEFHIFIEER. HE , BRI AEAZKIEE LY append_dimensions B3R iN4F
EEENETEEEEZBAE, CloudWatch 2 A AR EFEA aggregation_dimensions BHEES
WEEHERTER,

Blan | R LA HInstanceTypeiEERANGIRE , LERMAE EC2 YT EEHHESMEH
TEREAFEANFOLER. MREEAEEBHTHTHL2. nicroBTER , B HEEA
t2.microFRIN THEEHRABENASBERNARENCRE, MRAERTZTREMEA EC2 FAl
REAZTECREBRECTHEAENIR, At  BEEATEEEARERT R Z Amazon EC2
BN THEERTR.

TEEREAEITGEZEME. HBHEEN HENES CloudWatch EZEHREInstanceType,
IEI i-123456 (12 micro)

AWS Cloud

CloudWatch Service - Metrics: /MyBusinessUnit/MyProject/Development Namespace

Instanceld, InstanceType

mem_used_percent (i-123456, t2 micro)

mem_used_percent (i-123456 12 small)

mem_used_percent (i-456789, t2 small)

Aggregated by InstanceType

mem_used_percen it (2. micro] )

o *

CloudWatch agent
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https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/instance-types.html
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ZRiKEBK CloudWatch #HEE

RIEBRIERN B R ERMEHFERE ZNR O T , T CloudWatch REEZXEF/EAR

Windows 1 Linux B 4S E4HREIRIE,

RPEZJEMER CloudWatch EREEREERHEERERERBTR A%

ST R ENBEFEERRE

£ CloudWatch REENERER, HUETHEEHBENFEERRERBFNERIUEERN
CloudWatch {EERPESR , LM INEFEMLRE, ELHE -WEBERED BIFRE S3 MEiTE
B, Bt EC2 BfTEREEEEN. L AIRAY S3 FFITREREHSIRPNAERR EE CloudWatch 48

2t
Fu'fs‘_ﬁﬁo

;QE%IULJE%& H T

& O] LAME A State Manager # Distributor B B/ #EEVAE FE L EE,

REBHREFTHRZENEHERABBEL AWS ERNEEZREE., B BEFHEIRS EETESE

REAVEENEMRENLZE AR, RBEXRRBERE , FERRABKELENBF

aoiE SR A BEE R AT E.

CloudWatch REEXZEEBRMEHF AFZEBRERE Windows B4 HFE. BALUEREEZEEN
Windows B4 A5 ( i@ System, Applicationsf Security)s

Linux RN RK, FAEXNZLAFTEEFRIE /var/logB &+, TRER T HEXELNER
SRARER  BEEZME /etc/rsyslog.confH /etc/syslog.conf R , LEERKAR

ﬁéﬁﬁﬁﬁmaﬁio

Fedora %0 ff

(Amazon Linux, CentOS, Red Hat Enterprise
Linux)

Debian

(Ubuntu)

/var/log/boot.log* - FAKEHE
/var/log/dmesg - #/UrHFE
/var/log/secure -ZE£MMBPBREFEHE
/var/log/messages - —fRHE B
/var/log/cron* —Cron B

/var/log/cloud-init-output.log -
ffUserdataBiBiE a4

/var/log/syslog - B HE

RIKER CloudWatch #HAE


https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html

AWS S ER¥E 5| £ Amazon CloudWatch %5t F & (EC 8RR ES 42

/var/log/cloud-init-output.log -
ffUserdataBi B 15 4

/var/log/auth.log -Z£M4ME28HAH

/var/log/kern.log - B

AR TRt EEMREBEEXNRRATH  TELELREERN AR, FESGIMMATATELREREN
FEARINELENAFER , WEBHRIICMNERNESETSHEMEESD, Sl , KEZEEETS
& Systems Manager 1 CloudWatch RERER Hi, TREMIEL Windows H Linux KEEX AF
ME.

Windows CloudWatch X E=ER $Env:ProgramData\A
mazon\AmazonCloudW
atchAgent\Logs\ama
zon-cloudwatch-age
nt.log

Systems Manager {KEBER %PROGRAMDATA%\Amaz
on\SSM\Logs\amazon-
ssm-agent.log
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https://docs.aws.amazon.com//eks/latest/userguide/managed-node-groups.html
https://docs.aws.amazon.com//eks/latest/userguide/managed-node-groups.html
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https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/eks/amazon_eks_managed_node_group_launch_config.yaml
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https://docs.aws.amazon.com//eks/latest/userguide/managed-node-update-behavior.html
https://aws.amazon.com//bottlerocket/
https://docs.aws.amazon.com//eks/latest/userguide/eks-compute.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/eks/amazon-eks-nodegroup.yaml
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/eks/amazon-eks-nodegroup.yaml
https://docs.aws.amazon.com//eks/latest/userguide/fargate-logging.html
https://docs.aws.amazon.com//eks/latest/userguide/fargate-logging.html
https://aws.amazon.com//blogs/containers/fluent-bit-for-amazon-eks-on-aws-fargate-is-here/
https://github.com/kubernetes-sigs/metrics-server
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
https://docs.aws.amazon.com//eks/latest/userguide/prometheus.html
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https://prometheus.io/
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure.html#ContainerInsights-Prometheus-Setup-new-exporters
https://github.com/kubernetes-sigs/metrics-server
https://docs.aws.amazon.com//eks/latest/userguide/metrics-server.html
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
https://docs.aws.amazon.com/eks/latest/userguide/vertical-pod-autoscaler.html
https://docs.aws.amazon.com/eks/latest/userguide/vertical-pod-autoscaler.html
https://github.com/kubernetes/dashboard
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html#ContainerInsights-Prometheus-Setup-install-agent
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https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/eks/prometheus_jmx
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Sample-Workloads-javajmx.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Generation_CloudWatch_Agent.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Generation_CloudWatch_Agent.html
https://github.com/prometheus/jmx_exporter
https://docs.aws.amazon.com//AmazonCloudWatch/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com//eks/latest/userguide/fargate-logging.html
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https://aws.amazon.com//blogs/containers/monitoring-amazon-eks-on-aws-fargate-using-prometheus-and-grafana/
https://aws.amazon.com//blogs/containers/monitoring-amazon-eks-on-aws-fargate-using-prometheus-and-grafana/
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https://docs.aws.amazon.com//prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com//prometheus/latest/userguide/AMP-onboard-ingest-metrics-OpenTelemetry.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure-ECS.html#ContainerInsights-Prometheus-Setup-cw-agent-config
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure-ECS.html#ContainerInsights-Prometheus-Setup-cw-agent-config
https://docs.aws.amazon.com//prometheus/latest/userguide/AMP-onboard-ingest-metrics-existing-Prometheus.html
https://docs.aws.amazon.com//prometheus/latest/userguide/AMP-onboard-ingest-metrics-existing-Prometheus.html
https://docs.aws.amazon.com//grafana/latest/userguide/prometheus-data-source.html
https://docs.aws.amazon.com//grafana/latest/userguide/prometheus-data-source.html
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.python.org/3/library/logging.html
https://docs.powertools.aws.dev/lambda/python/2.13.0/
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https://docs.aws.amazon.com//lambda/latest/dg/monitoring-metrics.html
https://docs.aws.amazon.com/lambda/latest/api/API_Invoke.html
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https://docs.aws.amazon.com//lambda/latest/dg/monitoring-insights.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
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o AZHMTHEAHMER—E AWS BR |, flmiEes, EE, RENERE. MR, SEXWRE
LERETHTIERNEF  LEMEERB , UARUGERNEERE AWS THEH,

CloudWatch fRAtBFEThEER 1 B 20 #7 B 56 F14E4E , #la0 CloudWatch Application Insights B4 [E
AWS ERREFERMEREARERNMNIEEN A, CloudWatch EFEAUEREENEE , UK
CloudWatch Log Insights ABEB) 7 RS2 #7 CloudWatch Logs F# BFE .

£ CloudWatch Application Insights 558 E5 3= F1 0 AT FE HF2 X

FERRERBEAE T LLER Amazon CloudWatch Application Insights 3RE%E TES HHY B B B4 A0
M. BRTEHE IRFPNAEIEERERENEERRBMRER 2 | BEAMURELIIGE, EB
CloudWatch Application Insights SR EES#E | o UGB EAREXEREHEEERZF - , YRIE
R FHEEER (MTTR). CloudWatch Application Insights ] 173 BhiEl 4> 2 37 FE A 2 =X B AR 5 4% AN EE 45 P
ENITEE, CERHUTHAERNERE K TiHEKED SCHEMEREET,

CloudWatch Application Insights A& REHHERBEELRERAEARINER, ERFHEPX
BWERE KA CloudWatch Application Insights ERAREXERIEZEMN T, CloudWatch Application
Insights EARXNEBETHHEBECHNBEFE. BEENETR,

HRBEHF , BULEREZARTHM CloudWatch Application Insights FEFATEX A MY A SFENE,
BFEAERBEAIRENBSNEFERES , UARENFEXBRNE,. PHSEEML. RS
B, B REBEENZXENEREETR  EEEERSEATHNER. BRER , CloudWatch
Application Insights EE B ASERNIEERUNREEEREEERE R, CloudWatch Application
Insights EEE1ZM BE#ERE |, LAK CloudWatch X#H CloudWatch Application Insights 3 ## H &
FIEE Bt B TR B 5 #EE. TERR CloudWatch Application Insights 7o B2 H 5o 8% F1 B2 4R R
ZENRER. SATHHERT BCHBFNIEE , LUEA CloudWatch BFMEFETER,
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/cloudwatch-application-insights.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
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(g

AWS Resource Group

Log pattern

Log pattern —_
=2,

Log pattern -

Log pattern set

CloudWatch log group

=

CloudWatch log group

[ Application log 1

[ Application log 2

[ Application log 3

Component logs | ::@

CloudWatch log group

Component metric 2 ]

_____){ Component metric 1 ]
[
L

Compaonent metric 3 ]

Component metrics

1 o]

[ Custom alarm 1 0nll
J Existing alarm 1

h o]

[ Custom alarm 2 J LI:ID
Existing alarm 2

[ Custom alarm 3 ] [Dﬁ

Existing alarm 3

Component custom alarms

users

o]

1 AutoConfigured alarm 1 1 [DD
L J New AutoConfigured alarm 1

r AutoConfigured alarm 2 ] e

L ] ool
New AutoConfigured alarm 2

Component AutoConfigured alarms

CloudWatch Application Insights component 1

|
0ol
2 CloudWatch Application Insights event

CloudWatch Appli i cor

CloudWatch Application Insights application

—
-
ooo
AWS CloudFormation
stack CloudWatch Application Insights application

CloudWatch Application Insights E=12#Y EC2 #1T{EEEFEE Systems Manager 1 CloudWatch X3
BRAMFT, MEFHMES , 328 CloudWatch XK CloudWatch Application Insights
R EFERREN M R, CloudWatch CloudWatch Application Insights £/ Systems Manager
REZEFEFH CloudWatch REFER, CloudWatch Application Insights FEXEMNISZEM AR 2R

3 f#127E Systems Manager Z28{F # CloudWatch REBRENHEER , HhEE 5@ CloudWatch
Application Insights Jt##AmazonCloudWatch-ApplicationInsights-SSMParameter= 8,
EEEH5 —{@ CloudWatch REENEREERFIEE EC2 #1T{ER LAY CloudWatch REER
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/appinsights-prereqs.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/appinsights-prereqs.html
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fEREE 8., Systems Manager e S EH1T , ASLLAEREMINZE EC2 B1TERE LWERATDERE, FH
CloudWatch Application Insights T2 &2 R B CloudWatch RKERNBEEE. RTEBSHRR
MERAREREMR CloudWatch RERNMEREZ I , ZEA LA CloudWatch Application Insights,
B, BEZRREETSEE,

{#F CloudWatch Logs Insights $11T B 562047

CloudWatch Logs Insights A ZZZAFERAEENEHES  BRESZSERFEHE. IRENERAER

HE LA JSON #% X2 # , CloudWatch Logs Insights & B B)iRR 2 E B &4+ B 558 H 8 JSON #
i, IO LAEA CloudWatch Logs Insights RO BN ERERXMRKE RS  ES/REEENER M
H#&fEMH. CloudWatch Logs Insights WEHFEEZXEREKE , #I20 sum(). avg(). count(). min()
M max() , EEREBHAEEERERAREIMED .

MREFERAABRIBERXREI CloudWatch 1512 , BIFTUEAXENRREEERIARIEERKKXA
RIREE—IRMEIEE, EBBRERIK CloudWatch BSB A | FEREERMENERE  LUREEE
EREEE MTARIBKHERAEHITEE. SEHRSEBNEERIIEN , EEEHRENIE
¥, CloudWatch Container Insights b &AL F % , WHEGFHNREESR , EREEELERF
%M CloudWatch F81&,

Flan | FHARREEEE RERAREEERXRAX P IV IEEERELE —EEEM CloudWatch 1§
Z

{
"AutoScalingGroupName": "eks-e@bab7f4-fabc-64ba-dbd9-094aeebcf9ba”,

"CloudwWatchMetrics": [

{

"Metrics": [

{

"Unit": "Count",

"Name": "pod_number_of_container_restarts"
}

1,

"Dimensions": [

[

"PodName",

"Namespace",

"ClusterName"

]

1,

"Namespace": "ContainerInsights"

}

f# A CloudWatch Logs Insights 11T B 562 47 52
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1,

"ClusterName": "eksdemo",

"InstanceId": "i-0@3b21al6b854aa4ca",
"InstanceType": "t3.medium",

"Namespace": "amazon-cloudwatch",
"NodeName": "ip-172-31-10-211.ec2.internal",
"PodName": "cloudwatch-agent",

"Sources": [

"cadvisor",

"pod",

"calculated"

1,

"Timestamp": "1605111338968",

"Type": "Pod",

"Version": "Q",

"pod_cpu_limit": 200,

"pod_cpu_request": 200,
"pod_cpu_reserved_capacity": 10,
"pod_cpu_usage_system": 3.268605094109382,
"pod_cpu_usage_total": 8.899539221131045,
"pod_cpu_usage_user": 4.160042847048305,
"pod_cpu_utilization": 0.44497696105655227,
"pod_cpu_utilization_over_pod_limit": 4.4497696105655224,
"pod_memory_cache": 4096,
"pod_memory_failcnt": @,
"pod_memory_hierarchical_pgfault": 0,
"pod_memory_hierarchical_pgmajfault": 0,
"pod_memory_limit": 209715200,
"pod_memory_mapped_file": 0,
"pod_memory_max_usage": 43024384,
"pod_memory_pgfault": 0,
"pod_memory_pgmajfault": 0,
"pod_memory_request": 209715200,
"pod_memory_reserved_capacity": 5.148439982463127,
"pod_memory_rss": 38481920,
"pod_memory_swap": O,

"pod_memory_usage": 42803200,
"pod_memory_utilization": 0.6172094650851303,
"pod_memory_utilization_over_pod_limit": 11.98828125,
"pod_memory_working_set": 25141248,
"pod_network_rx_bytes": 3566.4174629544723,
"pod_network_rx_dropped": 0,
"pod_network_rx_errors": 0,
"pod_network_rx_packets": 3.3495665260575094,

f# A CloudWatch Logs Insights 11T B 562 47
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"pod_network_total_bytes": 4283.442421354973,
"pod_network_tx_bytes": 717.0249584005006,
"pod_network_tx_dropped": 0,
"pod_network_tx_errors": 0,
"pod_network_tx_packets": 2.6964010534762948,
"pod_number_of_container_restarts": 0,
"pod_number_of_containers": 1,
"pod_number_of_running_containers": 1,
"pod_status": "Running"

T8 , BALNEHAENNER , LUISE-SHRR, flm , ST TIESR , LEFEREER
B ESERY & #T 20 {8 Pod :

fields @timestamp, @message

| filter (pod_memory_pgfault > Q)
| sort @timestamp desc

| 1imit 20

£ Amazon OpenSearch Service #{T B2 47

CloudWatch B2 Amazon OpenSearch Service B4 , WA FEHAITREIZEMH |, S HFERRK
CloudWatch B 568 4H 87 = 858121 Amazon OpenSearch Service #5., &0 LAfEH CloudWatch
HETEERFNEEREMS T , RARHE T HEARBIBER Amazon OpenSearch Service E1THE

19 .

« FBHIERIFEUEE S — Amazon OpenSearch Service Al EEEE R ZER S AW B , SWiRBHEE
FREFTERLBMMNPNER, IREEEEFTLRBRERNER T XEHREZE , E€RE
Ao

- BZERFE, BENERSGERANESAER - CULMBEFRZERFNESSRIAERN
Amazon OpenSearch Service &5, ZNERXNEEBR AU TES. BE , XEBERSNESH
T2 #. # CloudWatch B35 % 2| Amazon OpenSearch Service th A[i# BN B E b R BE S 2
wzEFHEAREN,

« {£H ElasticSearch X% HFHEZE )XW EFTE Amazon OpenSearch Service ElasticSearch
— B AR M M B TH T LAER CloudWatch REBREX T EHOSs, BraethBEL
BErNEHRAFER K BEEEXRREH BFEMRSG R, Amazon OpenSearch Service X EE %
Elasticsearch i Fif , a0k A FIE T M E 4 Elastic Beats RHIERZFH AR Logstash , B
H & RHEX E Amazon OpenSearch Services

£ Amazon OpenSearch Service #1T B &2 54


https://docs.aws.amazon.com//opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/CWL_ES_Stream.html
https://www.elastic.co/beats/
https://docs.aws.amazon.com//opensearch-service/latest/developerguide/managedomains-logstash.html
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- BENRESEMRARFEMA ElasticSearch, Logstash, Kibana (ELK) Stack #1750 8% MBIz — &
A] BE B &L ¥ Amazon OpenSearch Service S B R 4815 Elasticsearch ##1T 7 KERE , HHER
EFZTHEEEH, Bt E ST Kibana FRIWREERIR , MEBEREER,

MREFITEEH CloudWatch BHES , B LAEA Amazon OpenSearch Service X ENKEREX. H
HEREEAMERXE (HIW0 Fluent Bit, Fluentd, logstash 1 Open Distro for ElasticSearch API) #%
&Y B EEEEHEIX F) Amazon OpenSearch Service Y i CloudWatch, i , Rt EXBIERE RS
SRRHEEL AWS IR EEM BFS. CloudWatch Logs RFF% AWS RN EZE BFMEURRAR , MZ
18 R & B E7E CloudWatch FE M HHY BEEE#E. I , Lambda 8 /%8 Lambda BEE I FHY
A8, EULUERE AFFHANTREEZGMY , #H B EMRE Amazon OpenSearch Service, &
AT A A E E R E| Amazon OpenSearch Service FWEE @R B FHEEF B ET R ERGE. IE , &
A LAER 8 B B A% # A A EET B 2| ElasticSearch BEBEMNMR A R, B BB REMEERERE
iR ElasticSearch #5. #& AR REIMEREIRS Y ElasticSearch #5 , A TEE &%
EEEHEMWSMNZERTEER,

EEZEBEETRHEAIRSE BERE ElasticSearch #5 , UEEIRFE, ESMNERAEXN AR, §
#n , AWS Control Tower % EFREF R LM Log Archive 1RF, £ FE IR F B AWS Control
Tower , 2 AWS CloudTrail M1 AWS Config BRI EFNIRF Py S3 fEFETE. BRI
# AWS Control Tower 2 ARERE, BT MEKGCEK,

EZ# A Amazon OpenSearch Service BEVEHRXNERAEXNBFIMHRAR , B —HZEE
3 Amazon OpenSearch Service R ESEEZEPX BFIRFE , Y EHMWRFPEREBFEHE , 88
FHEREREEFR Amazon OpenSearch Service E5%,

AT LA S A BIHY Amazon OpenSearch Service #5% |, REB U RED BB EIIRFNTEEARIRE
mRERE, EAERIA Amazon OpenSearch Service #E T HENEREZ S MM AR |, MES
& R Amazon OpenSearch Service EE A EAERRMIE ST BAHEREEPHNER,
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https://www.elastic.co/elastic-stack?ultron=B-Stack-Trials-AMER-US-W-Exact&gambit=Elasticsearch-ELK&blade=adwords-s&hulk=cpc&Device=c&thor=elk%20elasticsearch%20logstash%20kibana&gclid=EAIaIQobChMI3raE5vWK8AIVTT6tBh2idgBbEAAYASAAEgKsoPD_BwE
https://www.elastic.co/kibana
https://docs.aws.amazon.com//opensearch-service/latest/developerguide/managedomains-logstash.html
https://opendistro.github.io/for-elasticsearch-docs/docs/elasticsearch/popular-api/
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A CloudWatch H & RiZI1E

HITEEREN—XMNB Lo , A EERESE T H 2 5iE 83 R
B8, CloudWatch AIZZEHSEHEANFERZERTER K BRERNERZERE, EUER
CloudWatch B S EEFEHEENFEEE , USRI FTATENIEE,

EMEBLEBE S —HVNBEENEERFAERENRG L , MMAEERTFERNERE, BER
BHHER K THEEHSHA , ST EHAERNEE UGB EE-SoTNIEE, ENERAE
ARNTHEHATESERAZEAWS BR , YRFECHWEFER , CEZBELE R EEGEZH
T, BEMERZ &

B ERERENERENWEBME , UERERL BBV RNELZER  UAPHBEBRE. &9
LUERAAWS X-Ray EHLR ST REERIER, ER,. BFNETR , UDHREE, SHEZEETFEEN
AR IS EENBR A H MR | LB S RIE R S BB RN RH B,

£ CloudWatch Z/RREEMER

A LAER CloudWatch B RFEAL THEHIEARATNFBER, CEXLREESEATEEET
FHERNER , TYESEEENEERE. FRELBITERRERLABNBLEEBKKE. LFE
REMMEE D MEE , MARERBBKS,

CloudWatch BRI BB RBEERAFRES , LABEYFTNERAHTREILERE. B
wm, AWS £ AWS Service Management Connector for ServiceNowAWS Service Management
Connector , W HBIERIEREE S, WHEHRBREFISIZENER  WEHELERPAREESR
NWREREILERERE —BEREE,

FHAUAEETERENTIAHENEEEEEYSEER , EEMREYEHER. i, mRE
B—EEHE FFTENOrderQueueDepthiE iR , BAILERE -7 EN FHHBAERBRENEHRE , &
BE T4 Slack BHEARABEERKRE. BHAUERRN 15 2ER , MHARNREEREREE
ENE—EER , YTRARAEXERINEAEAERNEE, && , BUHUA 30 2 EHENEFS
MEERF=—EETR , LB LRERYBHNAMAEERKE, B ZEE R i S S TR R K
BAENEE, BAURBENBIEFFRE K RAEREEAEIXE.

£ CloudWatch 2RI REEE=FER

MBREIBEEEEAZTHEEENRE  RELFLEEREBEERINELEAHRARRE , BIJLUE
H CloudWatch %153, CloudWatch EEE SR EB e EH., RIS FENIEERSHER ,
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console-servicemap.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/smc/latest/ag/sn-what-is.html
https://docs.aws.amazon.com/smc/latest/ag/overview.html
https://docs.aws.amazon.com/smc/latest/ag/overview.html
https://docs.aws.amazon.com//chatbot/latest/adminguide/related-services.html#cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
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Pl ZEBLEREH , EAXNNESARBIIESEN. REEATRAEBDHAZRNERE , XFPR
BOERET. BUUAASEEENFRTENBMARERRA , X CloudWatch FE AR IFMRimE % H
Ezr\o

Blan | |ALAFE EC2 CPUUtilization #{TERR LRUA BEM AVGIRETERNER G, A& B
FRASEARS 14 RNBELEMREYMREE (ML) RE, SUERTRNEERANETEL
ZEER , MENBETRREARRF  RURERTRANRERL S EREERETR,

MBEAHHNFMEN , 5528 CloudWatch 4P IRIBEEERE T CloudWatch R,
CloudWatch

BZEREMRFNER

@Fﬁﬁiﬁ%ﬂl?ﬁﬁﬁ?ﬁﬁ%@%ﬂ%ﬁ%ﬂﬂInE_uiEQE’\JI#Eﬁﬂﬁ@ﬁﬁ*ﬁﬁ%%&%f\o BAEBREET
EEHBEMENSERFNESPELBRHNER. B ERARSMEHER CloudFormation
StackSets M EARE LM BELLLERF , J«Xﬁﬁﬁﬁﬁﬁﬁ’“mﬂ’]ﬁﬂﬁz_tﬁﬁo templateYouik E&
RENMELLSEEE BB Amazon Simple Notification Service (Amazon SNS) £ , EXR ~ERIKRERE
HAM , HEEAMERNBASIEME %,

EZRFANZESRED  RAEBREAREFNESEYEEAE R , LAMFEA CloudFormation
StackSets MEMAISEREZIIRFNEEEE , FIOIFTE EC2 #T{EBECPUUtilizationVFEHE,

B RE R A E GBI RZE CloudWatch IEEM AR ENBETFEHEVFEEE R, Hla,
B AR FEER CPU EARERMN EC2 HTERBREMERNE R , XHEFRFY CPU EARER

80% FRrEAF RIREEB. BHRANEVRERTR , S RERER 10% W FH CPU ERAE, ELE
RGP REFEREBRETFRERFTESHE  EFTEREE EC2 HITERBB AN,

£ EC2 HITEREBREBHELETR

ARENEC2HTERBEY HEEBRARERE, T—HERAFHE. BALUFER amazon-
cloudwatch-auto-alarms 3R AR | BIEMN EC2 #1TEE 5 &2 1 —#HE % CloudWatch R |
WARE EC2 HMTEREEEVLBIETR , MMEBREIUREF, AR ERT FHEIEEE
REER |, ERBEEEZER CloudEndure ETEM EC2 HTHEBHBFEEER., SthalliER
CloudFormation StackSets ZpEILFRA R , U EZEEFHMIES, MEFMEF , FSEIBE
¥ LB AWS 5 FAZE R IE T M H#EE Amazon EC2 #1TE#EHY Amazon CloudWatch  RAmazon
EC2,

BZERSMIRSENER 57


https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://github.com/aws-samples/amazon-cloudwatch-auto-alarms
https://github.com/aws-samples/amazon-cloudwatch-auto-alarms
https://aws.amazon.com//blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
https://aws.amazon.com//blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
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B MR MRS AT At

CloudWatch AI#BIREEE M oA N TEEHNVENBTIEEREE. BtEXEEERRE
AMTHEEENTTHAEMTESESE. B0 AR Amazon Route 53 iB{EARRER ZE F CloudWatch
Synthetics B X BN EE#R A R RIER L B Ko

BB EEREIR HTTP = HTTPS EEBEMER , BB TCP HA BRI BBERA (DNS) BBm
|P it ik B9 A B E AR A |, B ATLAE A Route 53 BEARREMRE, Route 53 BEMREREZ L+ 30
MHERREEAEEN REMENER. SEUNERESEARSRATEERERE , SEEFERERER
SRAUHIT, MEEGXEEVEE=(HEE., IRFEFFRHAETERANEFEREREFTHIE
5,120 B THENERF | BALUES HTTP 5 HTTPS BRMWEERAL, MREE 2xx 5 3xx [
FE , HTTP = HTTPS FEREHIRAEEEE, Route 53 B REREZBMRELMESERERSE
RBIESEERERE, WREEZEARKRE , MEABEEH P —BARKREEERETERET
HENEA , BT ASITIRE, WRENE Route 53 AR DNS , Bl LU Route 53 SR E A IR IE/E
MERBTEREFERETRE , IREBEZES—EDNS EE, $INSEREIFEER K LEZXEEA
HIEEREZEEENINIPIHEERE Route 53 BEMRAEEME, Route 53 iEVEHRAE R 1] 1 Bh 1838 & %
REBEBEES ARARER.

CloudWatch & FJ & Canary ERAE SR , UG TEESHWEREREBN A A, Canary
Node.js = Python BB , WiFEIB HTTP = HTTPS BAH EEIE, Canary € Node.js =
Python fERRE | EEMNIRF PRI Lambda BB, BERNEE Canary AIAH RN IR HHITS
8 HTTP 3 HTTPS WM, ERTEATUEE -RISERNVEENRE , fINEARFRNES THFMHEMEMYE
Wim B, Canary 81 CloudWatch 512 , HFZE#THWEESR , AMELTUBVETNAER
B LSER, HAR Canary EEL Route 53 EFEREREESHNRENFERTHE  BEEMACRESE
A BT EEE MM F £, Canary U XBEEBRMEER (VPC) FHTHIEER , EFEBECMEERE
BEERERENE P hutBFERTAM, BEAUER Canary REZAFBEIEEE , REL
B VPC EliREHER, EANITHEERTSABBBEFFENRHIER , ELHEE,

58


https://docs.aws.amazon.com//Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com//Route53/latest/DeveloperGuide/dns-failover-configuring.html
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£ Bt EARER AWS X-Ray

EBEARXNBRTRSSH AL EMARSR. Amazon EC2, &255k Lambda F#{THIE K.
FEREXA Web BRIFHVF I, ZBEEEARENER BRI UARERBIEARXPERD BT
B BENBRARR . ERILER AWS X-Ray BEZETHERERARERGFR. EFRREEHER
BAxh  BESEAxHHUERRRE , X-Ray SERFER EBRERLRE(LFR. X-Ray BELE
HERBIRY | DMERTUERRRBSEHREHERB , MG EREIBRRFR, EALEBE
SRR P RERRE — DB M ThEE | SR BIME — iR S M BIFE RV,

BHEREER X-Ray RENMRAEAR PN ESERKRSENIGEE, FEBFW X-Ray RIEEEHNEH
EXEXBFEHERE X-Ray, X-Ray BRHZEES AWS SDKs , SIEEBFERHEIEZZE X-Ray BE®%
B Ei%. X-Ray SDK BRI E AR (0 HTTP, MySQL. PostgreSQL = MongoDB) %

REXERAEHES,

X-Ray 21t X-Ray HBIFE= , BT LLTE Amazon EC2 #l Amazon ECS EREMEIT , SEREE S
X-Ray, X-Ray ERLWERAERNEVER , RMTIRBFE RN X-Ray B2 X H A BR 85 1 A S5 HEER
WEEE R, X-Ray EEHEEBIEH AWS SDK , #5E¥% Amazon DynamoDB % AWS BRIGHIFEALE S
FERKAE., X-Ray /LA BEEE Lambda BRE(E S,

MRENERARA THHEERENLER X-Ray HBEARBARXGHABRBE LY |, &
BUZ A T 8 BOR B E NI AR B R W, aNSRIEMER |, X-Ray & CloudWatch B SHIEREENIE
ARNERE BB BAR JAVA 15 AWS X-Ray SDK , ERTEATRIE S HFERWEBEZENA

==t
Ao

BE X-Ray BRI LLUEME Amazon EC2 LR FE AR MR

BLREEERARA TH BB HATAAEN EC2 H1TEER LR EMHNIT X-Ray HBIFEN, ST UK M
BEC2HTRERREAEAEERESHERNE X-Ray BHEX , KRFMREEIYACH AMIs , JI
AU EEEE AMI BERFH, B EC2 HITERATRMURIRER.

B State Manager RFER X-Ray BB —Biih L% E EC2 HiTER L. ¥H® Amazon
EC2 Windows #1T{E8 , LA LAEA Systems Manager AWS-RunPowerShellScript X4 3R#1T T~
H ML X-Ray REFERXH Windows IETH. HM Linux £H EC2 #1T{EE , S LAER AWS-
RunShellScript 3X#R#4T Linux EESH , A THANZZREEXHERE.

& LAE A Systems Manager AWS-RunRemoteScript X4 EZIRFREFHTERSE. BXERYT
ARFTERFFEMN S3 f7FirtE  NREFER  ERCFEAEMERFIEBEBRREN S3 /fiFiree

EBE X-Ray 17 BHIE R LUB#E Amazon EC2 ERERRRR MR 59


https://docs.aws.amazon.com//xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com//xray/latest/devguide/xray-concepts.html#xray-concepts-servicegraph
https://docs.aws.amazon.com//xray/latest/devguide/xray-api-sendingdata.html
https://docs.aws.amazon.com//xray/latest/devguide/xray-daemon-ec2.html
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-procstat-process-metrics.html#CloudWatch-Agent-procstat-configuration
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/manage-detailed-monitoring.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com//AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-custom-metrics-collectd.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-custom-metrics-statsd.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/hybrid-multicloud-service-role.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/hybrid-activation-managed-nodes.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/create-iam-roles-for-cloudwatch-agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/download-cloudwatch-agent-commandline.html
https://repost.aws/knowledge-center/cloudwatch-on-premises-temp-credentials
https://repost.aws/knowledge-center/cloudwatch-on-premises-temp-credentials
https://docs.aws.amazon.com//AWSCloudFormation/latest/UserGuide/stacksets-prereqs.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/using-spot-instances.html
https://github.com/aws/amazon-cloudwatch-logs-for-fluent-bit
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Container-Insights-metrics-ECS.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-agent-versions.html
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/launch_types.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/cwagent-ecs-instance-metric-cfn.yaml
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https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/ecs_cluster_with_cloudwatch_linux.yaml
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/ecs/ecs_cw_emf_example
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/ecs/ecs_firelense_emf_example
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/ecs-task-nginx-firelense.json
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/retrieve-ecs-optimized_AMI.html
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/using_awslogs.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://docs.aws.amazon.com//eks/latest/userguide/control-plane-logs.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/eks/amazon_eks_managed_node_group_launch_config.yaml
https://docs.aws.amazon.com//eks/latest/userguide/eks-compute.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/eks/amazon-eks-nodegroup.yaml
https://aws.amazon.com//eks/sla/
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus.html
https://docs.aws.amazon.com//eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com//eks/latest/userguide/fargate-logging.html
https://aws.amazon.com//blogs/containers/fluent-bit-for-amazon-eks-on-aws-fargate-is-here/
https://aws.amazon.com//blogs/containers/how-to-capture-application-logs-when-using-amazon-eks-on-aws-fargate/
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html#ContainerInsights-Prometheus-Setup-install-agent
https://docs.aws.amazon.com//eks/latest/userguide/metrics-server.html
https://github.com/kubernetes/dashboard
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
https://kubernetes.io/docs/concepts/overview/components/#control-plane-components
https://kubernetes.io/docs/concepts/workloads/pods/
https://docs.aws.amazon.com//eks/latest/userguide/launch-templates.html
https://docs.aws.amazon.com//eks/latest/userguide/managed-node-groups.html
https://docs.aws.amazon.com//eks/latest/userguide/managed-node-update-behavior.html
https://github.com/kubernetes-sigs/metrics-server
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https://aws.amazon.com//blogs/containers/monitoring-amazon-eks-on-aws-fargate-using-prometheus-and-grafana/
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/eks/prometheus_jmx
https://github.com/prometheus/jmx_exporter
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure.html
https://docs.aws.amazon.com//eks/latest/userguide/worker.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Container-Insights-EKS-logs.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Sample-Workloads-javajmx.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure.html#ContainerInsights-Prometheus-Setup-new-exporters
https://docs.aws.amazon.com//eks/latest/userguide/vertical-pod-autoscaler.html
https://docs.aws.amazon.com/lambda/latest/api/API_Invoke.html
https://docs.python.org/3/library/logging.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://docs.aws.amazon.com//lambda/latest/dg/monitoring-metrics.html
https://www.elastic.co/beats/
https://www.elastic.co/logstash
https://www.elastic.co/elastic-stack?ultron=B-Stack-Trials-AMER-US-W-Exact&gambit=Elasticsearch-ELK&blade=adwords-s&hulk=cpc&Device=c&thor=elk%20elasticsearch%20logstash%20kibana&gclid=EAIaIQobChMI3raE5vWK8AIVTT6tBh2idgBbEAAYASAAEgKsoPD_BwE
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://github.com/aws-samples/amazon-cloudwatch-auto-alarms
https://docs.aws.amazon.com/smc/latest/ag/integrations-jsmcloud.html
https://docs.aws.amazon.com/smc/latest/ag/integrations-jiraservicedesk.html
https://docs.aws.amazon.com/smc/latest/ag/sn-what-is.html
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https://docs.aws.amazon.com//Route53/latest/DeveloperGuide/dns-failover-configuring.html
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/task-networking.html
https://docs.aws.amazon.com//xray/latest/devguide/xray-console-sampling.html?icmpid=docs_xray_console
https://docs.aws.amazon.com//systems-manager/latest/userguide/walkthrough-powershell.html#walkthrough-powershell-run-script
https://docs.aws.amazon.com//xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com//xray/latest/devguide/xray-api-sendingdata.html
https://docs.aws.amazon.com//xray/latest/devguide/xray-concepts.html#xray-concepts-servicegraph
https://aws.amazon.com//blogs/mt/amazon-cloudwatch-metric-math-simplifies-near-real-time-monitoring-of-your-amazon-efs-file-systems-and-more/
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/deploy-container-insights.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-service-event.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-service-event-cloudtrail.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.UploadtoCloudWatch.html
https://docs.aws.amazon.com//vpc/latest/userguide/flow-logs-cwl.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_best-practices_mgmt-acct.html
https://docs.aws.amazon.com//grafana/latest/userguide/AMG-data-sources-builtin.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create_xaxr_dashboard.html
https://grafana.com/grafana/plugins/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/implementing-logging-monitoring-cloudwatch.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/lambda-logging-metrics.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/create-store-cloudwatch-configurations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/create-store-cloudwatch-configurations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/ecs-metrics.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/ecs-metrics.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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