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£ AWS DevOps Pipeline Accelerator 221t 1aC E&

Amazon Web Services ( St E)
2024 £ 1 B (LM $ L E%)

HEEEEERASERNHSE  flw

- EREREEIFEREE (1aC) — HashiCorp Terraform AWS CloudFormation , 2A% AWS Cloud
Development Kit (AWS CDK)

- FEAERME - npm. Gradle, Apache Maven H TypeScript

- FERAREXEE - Amazon Simple Storage Service (Amazon S3). Amazon Elastic Container Service
(Amazon ECS), Amazon Elastic Kubernetes Service (Amazon EKS) #1 AWS Lambda

BEBELSZELNEINHE K SEERFERIECHNEEREENTZRAEAIERRE. EES
ERZEEL, BNEERE  YS5IAEABRHRE. SEAERFERECHERF , KERAEAHER
REXNIZERE. CEENTSRERNEMY  EhfEHN AafsTesNnERE,

T EE= DPA?

DevOps Pipeline Accelerator (DPA) @ —&H SRERNARA R , G EEBEARIRNERR
B EEISFEESMEFERS (CI/CD) B, WFRARSEEEPNSERMAIMNESE. EmBERK
A LAE S L iR BT R IG B A HEE AR MA CIUCD , EERE X R HEK TG,

IEBRRAREN, BALUREZETE, HEYVS. mERERAUF, £/ 1aC T , BT URE
ELEERRREETEE. EEEEMRRFENXETIERNSERSMIFERM (CI/CD) lRFEMT

B .
> = .

 AWS CodePipeline

- GitLab CI/CD
« GitHub Bh4E

» Jenkins

WERF R AWS SEEEESEZLEE (DPRA) HEZNREEK AR,

fHE= DPA? 1


https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.gitlab.com/ee/ci/index.html
https://docs.github.com/en/actions
https://www.jenkins.io/doc/book/
https://pipelines.devops.aws.dev/
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DevOps Pipeline Accelerator FY 2218

£ DevOps Pipeline Accelerator # , MR FEEREEN —RIEK. BRERESSENTIENEERE
e BZEBBERANTHIFE laC BEENEAH, EARXSEFREA Y K EREENEH. EAR
HEASNSEREER, TEETERNMTHEIXERR, SEETEMNEANES,

Entry point

Aggregator 1 Aggregator 2

[ Wrapper 1 ] [ Wrapper 2 ] [ Wrapper 3 ]
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DevOps Pipeline Accelerator

Cl/CD services and tools

GitLab CI/CD GitHub Actions

Entry points

&

AWS CDK

AWS CodePipeline

Standardized pipeline templates (Docker)

@D DD o6 &

AWS
CloudFormation

Terraform

<> B |

Reusable Amazon ECR Security Deployment
scripts Docker images controls environments
L% ( _/T &
Applications using accelerators
- ® ;
| 101 |
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1 |
1 Configuration Java application I
| parameters l :
1 |
1 |
1 Stage 1 Stage 2 Stage N |
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1. DPA T ERHREPAEE
2. DPA ZEMEEMAMN CI/ICD REMITE, SREBEPXE
3. B

4. BEEEBTHEEZEMERIMN Docker %

, Eh s EARNEERAERN TRIEERMEX,
BWNE,
iS58 CI/CD fRIEF T B £,

SR EAT , LAEnTI M., Amazon Elastic Container
Registry (Amazon ECR) 7 EFEEIEL Docker B &,

DPA BEE A BITNARZT22H,
EEERERARXIER AWS EiF,

EARRARBEASEPAEENE SR, AESRBERIMEBNERMEMTE,
ERRASEASTEEAY, SERMEERR—BEEBNEAE,
ERERASRBEARNERRES Y. ELEBSEEREETHENTAMRE,

EEEBEATEEEANESE ,

BLIES

FERENA DPA

TE®ER Java LERAEXEE

HNSEEE, EHERMERERE K BEXABTEARTEE , UHKED

FRRMEERR,

Initialize required
configs

Download and verify
artifact

Dev deplo: y

Package artifacts License scannin ing applicatio

Publish package

npm build H npm lint

’ ‘ DAST ’

Secret detection Evidence for license
scan

npm test

SAST scan

SCA scan

sssss

BEARERAENMER DPA WEMERABHAEENEE. NEFAET  F2H XBEE2ERET

MEAEXEE.,

HEWREmER DPA

1£ DPA 1.0.0 ix/R , IR ER
BlInAEZ L EH,

RIEMEE BN plug-and-playgi A, ELEHAEE DevOps HREE
BEMLEE., IRAEEIFIKREE,

%,

FERZEX#K DPA 5


https://pipelines.devops.aws.dev/application-pipeline/index.html
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AEIRAIMMAER DPA EEERRGEIERE (1aC) TENEHXNEEEH AR, DPAXEEZFAN
laC T & , f5l#0 Terraform AWS CDK# CloudFormation, ELL&AT]FE CI/CD RIEM T EMER |, i
0 AWS CodePipeline # GitLab CI/CD,

TEERERZEMAERN DPA £, BuLAfEA CI/CD EEB#EZA , £/ Terraform, CodePipeline
R E M AWS CDK.,
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DevOps Pipeline Accelerator

Entry points

Terraform
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Standardized pipeline templates (Docker)

@D DD o6 & %

AWS CDK

> -

Reusable Amazon ECR Security Deployment
scripts Docker images controls environments

AWS
CloudFormation

101
<>e—gFF
Configuration Terraform
parameters l
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T E# R Terraform

HEAEANSEEE ,
REEARITEE , HAHE U?Eﬁ%ﬂiféiﬁiﬂo

2 Terraform AR, EHBERBEERERE X

Terraform format

‘ Terraform init

1aC SAST

Package artifacts

Secret detection

Publish Terraform
artifacts

Dev terraform plan Dev terraform apply Dev terratest ’

Terraform validate

tfsec or checkov test

£/ DPA i

terrascan

ITERERBMHRR

. fﬁﬁﬁlﬁqﬂﬁiﬂﬁ?#iﬁﬂg,

Epull;i

EREMHEIED
- BB tfsec., Checkov M Terrascan £L£RHITE |

:I:

BEEEE, fiw,
EEERERMGEE AWS Eif.

£ Terraform EERBHBBCIEAZT S

R,
cdk-nage

- DPA 22 EAM Docker B |, WAEHFEE T Amazon ECR EE L. B Docker &

¥ H CloudFormation |,

EETIER

Evidence for license
scan

Evidence for secret
detection

Evidence security
scans.

pullfFFERTERERMEE AWS Eif,

EELEFEA cfn_nag M cfn-linte ¥ M AWS CDK ,

TiB

EELEREA

B EETL

B 40 Terraform CLI AWS CLIF]I AWS CDK Toolkit, fESRZIBIZM{E CI/CD RS R , TEH
g&*}l??ﬂvFEﬂﬁﬁEEIﬂo

HHESEMER DPA


https://aquasecurity.github.io/tfsec/v1.28.4/
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://runterrascan.io/docs/
https://github.com/stelligent/cfn_nag
https://github.com/aws-cloudformation/cfn-lint
https://github.com/cdklabs/cdk-nag
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£ DevOps E B Ni*EzS

DevOps Pipeline Accelerator (DPA) X EE B CI/CD RIEM T E, AEIRMERA TS Cl/ICD R
TEREZEENVERREMEETENERNEN :

« {#H CodePipeline 2B& Terraform # CloudFormation #5748
 {#H GitLab CI/CD 2B Terraform., AWS CDK # CloudFormation &7

£/ CodePipeline 282 Terraform # CloudFormation #iZx

£ DPA 7 | B[ LAER WV B [E R AWS CodePipeline R 3 Terraform # CloudFormation laC B9
iRSE. AERALEARGINTHIEER :

- RELEERER
- TEREANEERNER
- ARZEMURFRENESKTE

DPA f&ZE33E Terraform # CloudFormation BIERIR, BELERRHFITE T MEFERK :

- BEEE - LERRTEANTBEREEERBNELR.
- shared — [t E ¥R TE DPA BEER T # M ready-to-useZ buildspec &=,

FORIRH

- fEAF AWS IRF
- £/ laC SEARMEE RV
« 3 AWS CodeCommit f#7FEH CodePipeline JtHEYEF AJ

TE

« cfn-lint & —%& linter , ATARIERAWS CloudFormation &R EMRE CloudFormation YAML =% JSON
#BA, cUENTHMARE  JINREEFRBENERE  UARRBETREREK.

 cfn_nag R—ERBERBBLE , MEBESKEARES CloudFormation EAH R EE LT 2 BE,

* Checkov R—BEHERABO/MTLE , ARE laC HEEMNERMURERER,

f# A CodePipeline 9


https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/terraform
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/cloudformation
https://github.com/aws-cloudformation/cfn-lint
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://github.com/stelligent/cfn_nag
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
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« TFLint & linter , AT E Terraform BRABREESEBEHRTERREER,
. tfsec R—EFEREABONIE , TRE Terraform B BEEE B ENEERRT.

BR
37 CodeCommit EEE

1. B MEEEM CodeCommit EFEE , MR :
« common-repo - EFEZESHAERNE. buildspec #ERMABAM,
« app-repo - WREFEETSHEEBE ML Terraform = CloudFormation &K,

WERA |, FSEET AWS CodeCommit fE17E,

2. fEcommon-repofFEH , BB A WERRshared. # buildspec 2R GitHub DPA &R E
) Terraform = CloudFormation £ FiER RERFFHER R, NFET , F2RELERIEE
RHI®E AWS CodeCommit FE1ZE.

3. FEapp-repofRFEF , BB A WERKentrypoint, #ERK GitHub DPA 7 EH Y
Terraform 5 CloudFormation AR ERI RERFFER R, WFELERNFEEAN , F2HE T
fEME A B JSON %,

4. 82 Terraform = CloudFormation #84| B # , AR RIFELEHHIEEENapp-repoE R, EL
B #2538 %¥ Amazon Elastic Compute Cloud (Amazon EC2) #{T{EB = Amazon Simple Storage
Service (Amazon S3) A FETEE AV B,

5. MEMAETIMERERZ— :

- BEVEEXERMER (Terraform)
- BYEBIERMEE (CloudFormation)

BN EELEZRPEER (Terraform)

-_—

. # DevOps Pipeline Accelerator (DPA) f#fZE#E GitHub #2 5B 48 T 434,

2. EEHWFEEED  EEZ aws-codepipeline/terraform/pipeline-modules & 3%,

3. 7£ terraform.tfvars R , EFILERE Terraform MREEF AWS Identity and Access Management
(IAM) BB EEH,

4. 33 Docker Mif%, MEREA , BFSEE CodeBuild (GitHub) F £ # Docker B2 7, GitHub

5. E# terraform.tfvars B RPEZMbuilder_imageE#,

6. MATHGHS : EYIEIB Terraform #iat, EEMIFBEBRE.

R 10


https://github.com/terraform-linters/tflint
https://github.com/aquasecurity/tfsec
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-repository.html
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/terraform/shared
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/cloudformation/shared
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-file.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-file.html
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/examples/aws_codepipeline/terraform/entrypoint/terraform-infrastructure.json
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/examples/aws_codepipeline/cloudformation/entrypoint/config.json
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/examples/aws_codepipeline/terraform
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/examples/aws_codepipeline/cloudformation
https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/shared-docker/docker-images/README.md
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terraform init
terraform plan
terraform apply

7. X AWS tRF, £ CodePipeline £ A% , BBRCEUFNEE

AR MRFRMITER failed RE , FEE L —ESER,

8. B K CodePipeline B , EHEA EIXHM IAM A€ AWS CodeBuild , tBEBEIAE
WEBERES -codebuild-role, FAHNBERRRFTENFTENLAG,

B EENLERME (CloudFormation)

1. #& DevOps Pipeline Accelerator (DPA) @7 E# GitHub R 248 T Euh,

2. TERMNBEEFEES , BEZE aws-codepipeline/cloudformation/pipeline-modules &E#l
»,

3. #F%& pipeline-cft.yaml CloudFormation &7, A TR EXBAEEEH BN LESE,
« ArtifactsBucket - BEEEHZEERMNHETFESR
« EcrDockerRepository - EF imagefZ# 2 Amazon ECR EEFEMNHK —ERFBITF (URI)
« CodeCommitAppRepo — BE & 4K CodeCommit FFEERRE
« CodeCommitBaseRepo - BEHAERMN CodeCommit RFERB
« CodeCommitRepoBranch — CodeCommit f#1ZED W& B

« SNSMailAddress - UK ZIE &R &EHHEI Amazon Simple Notification Service (Amazon SNS) &
HEE FE 4 ut

WERA |, 552 CloudFormation X ERHEE,
4. BN AWS tRF, 7 CodePipeIine FEER  BREBRAFNEE.

5. B K CodePipeline EER , SEEA B IAM A AWS CodeBuild , tEBEIAE
HEBER A -codebuild-role, FRANBERREMENFUIETLAR,

T HRE AR JSON B

Terraform A Bhiig 2

ERIBRABER, FHERT , EUUEINIBANEARER. NREFRARE , AITEMBRIBE
EETHER. Hxit , BREEITHERERKA,

THEE A% JSON X 7


https://console.aws.amazon.com/codesuite/codepipeline/home
https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html
https://console.aws.amazon.com/codesuite/codepipeline/home
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{
"build_stage_required" : "true",
"test_stage_required" : "true",
"predeploy_stage_required": "true",
"deploy_stage_required": "true",
"postdeploy_stage_required": "true",
"destroy_stage_required": "true",
"bucket":"tf-state-dpa", # S3 bucket used for Terraform backend
"key":"terraform_test.tfstate", # S3 key to be used
"region":"us-east-1",
"dynamodb_table":"tf-state-dpa" # DynamoDB Table for Terraform backend
}

CloudFormation 1 A Bhig 22

ERFEERER, FHERY , BUNATEER , XRASEFEREM. NREFRAEE , AITSMER
EBREEFHEER, ARt , EESEHNITHERBREER,

{
"init_stage_required" : "true",
"test_stage_required" : "true",
"createinfra_stage_required": "true",
"envType" : "cloudformation",
"stage_required" : "true",
"cft_s3_bucket" : "pipeline-bucket", #S3 bucket from the destination
account to keep CFT templates
"stack_name" : "aws-cft-poc", #CloudFormation stack name
"account!' @ MEERFEExkEkkAXN #Destination AWS account to
deploy stack
"roleName" : "codestack-poc-cross-account-role", #Cross-account IAM role name
"region" : "us-east-1",
"destroy_stack" : "false" #To destroy the provisioned
stack, set this value to "true"
}

£ GitLab CI/CD 32 Terraform. AWS CDK # CloudFormation
#i ZX

DPA ‘@& GitLab CI/CD &2 |, &2 #28E Terraform AWS Cloud Development Kit (AWS CDK)#
CloudFormation laC EXBWEEER, NEFRALEARFINTIIER :

fEA GitLab CI/CD -
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- BENEEEB

- AIEEFEANERNEE

- BEEHFBRA

- ARZeMRHENESXIE

FORIRHF

- EAF AWS IRF

« £/ l1aC B E RN T

- BB GitLab CI/CD M MERN G ZE. SMADERAN GitLab 1RF
- BREAMFERAIE Docker BUKHITIEISH GitLab HEH1TES

TA2

 cdk_nag R—ERHRKRBILE , FRARAUAETHNESRKRE AWS COK BARAREBNSHEE
%o

« AWS CloudFormation Linter (cfn-lint) & —& linter , AT 4R #EAWS CloudFormation &R R ERE
CloudFormation YAML & JSON #7#, EtE@#THMRE , fINREEFREMENERE , ARE
RETREER.

« cfn_nag R—EHRMERBIE , AIEBESEN KB A CloudFormation S8R B E L £ RE,

« Checkov R —BREEABIMIE , IRE laC WREMMESREREHR,

- BERFBEREAENRLZE KICS) R—EFAMERBIE , AR ERN EHANZ 2R,
SR BEMERR R EHR,

. tlsec R—EBEBREEXNBIMIE , TRE Terraform BRBREF BENHRFTE,

B

1. 8Hgitlab-ci B WA HEFTEERERM GitLab BBEHE,
2. BEEARER LSS DPA &4H GitLab #BEEEH .
3. HRAERARER  FIESETEN DPABTEEANEY TR :

* Terraform

include:

TORIRE 13


https://github.com/cdklabs/cdk-nag#readme
https://github.com/aws-cloudformation/cfn-lint
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://github.com/stelligent/cfn_nag
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://github.com/Checkmarx/kics
https://github.com/aquasecurity/tfsec
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- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/terraform-infrastructure.yml

+ AWS CDK

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/cdk-infrastructure.yml

* CloudFormation

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/cf-infrastructure.yml

4. BHAERREN , BESZ T HEE , LI{ETE DEVH INTEGRATION IRIE LA IR,

AWS_REGION: us-east-2 # region where deployment should happen

DEV_AWS_ACCOUNT: 123456789012 # Dev environment AWS account number

DEV_ARN_ROLE: arn:aws:iam::123456789012:ro0le/dpa-gitlab-access-role # IAM role ARN
that will be used to provision resources in Dev

DEV_DEPLOY: "true" # true / false to enable deployment to DEV environment

DEV_ENV: "dev" # Dev environment name

INT_AWS_ACCOUNT: 123456789012 # Integration environment AWS account number
INT_ARN_ROLE: arn:aws:iam::123456789012:role/dpa-gitlab-access-role # IAM role ARN
that will be used to provision resources in Integration

INT_DEPLOY: "true" # true / false to enable deployment to Integration environment
INT_ENV: "int" # Integration environment name

R 14
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https://docs.aws.amazon.com/prescriptive-guidance/latest/devops-pipeline-accelerator/devops-pipeline-accelerator.rss
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AWS R g IR EIFRARR

LA 2 AWS Prescriptive Guidance RtHIKr, ERMEXNHEANNEE., BEEHRER , FEAA
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