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EHZERHER Amazon S3 FHEEFENMKELE

Andres Cantor , Amazon Web Services

2025 F 4 A (XHFE LK)

AISE A B IRTE EFEEME RS |, B Amazon Simple Storage Service (Amazon S3) & 1ZET 88
PERBE T — BB IEE AWS B, AIEFEH Amazon S3 REEFTEBNREH B EENRBERESR
PR EENTERME, (RERBEM BAKA AWS tRFE |, MiRM#ds& AWS Identity and Access
Management (IAM) B & MBERK 5%,

EMEBLEERNRHELOER=EERNE A mEASEBEHERAEEN Amazon S3 TR, T8 ,
REFEHRGITaEEZEIN Amazon S3 @EEFITERNENE , BURREEENEFRNENEE, 5
W, MREFHBBER , RMAERLEAZERAENENERN Amazon S3 f#FFErHE. THIEE
RPAERAN = EEBRERE

- RHRERE - BEFRBRER , ERVOENERNE, MRTEE  RMEBEREFRHRERER | I
1£ Amazon S3 RFErEE PR A&,

- FEBRERE - ISHHEIARELNPEEEER (Hl CSV &l Apache Parquet B [RIAE R
ERER ), AWSGlue FEERRHREBERALRFER. A%, AWS Glue FEKER TR
T Apache Parquet BXHIERF , PREERFRE PHERFKF AWS Glue Data Catalog.

- SHERE - S EAREEN 2B ECARINEHEER , Sl Apache Parquet.

BRER

REENERRRBEEERAERMRSIERNRE (SDLF) BEFEERANER , BARFER LRE
BERCHNERRBE, BN TRMNART REBE AWS Bir, T8 , FHLRABREENGE , 2
REEBNBERMER,

FEFEETIES .

- BENERE

- EEREFA Amazon S3 FEFEE

 # Amazon S3 REERHFEERATH IAM BUER
- BEHRBER

BEHR 1


https://sdlf.workshop.aws/en/
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BREBUR

£ ENERMHPER Amazon S3 RFFRABEN G ERER  CEZXAHTIER AWS Eix

- BEARFIEEHEZRECHEDNEE , AEBERHEPHNEE

« AWS R £/ Amazon S3 fFRTREB B RIEEE AWS IRF ID , IR ERARFEN AL D EE
BRESHEARZREBRANT R4

- FABERAEHMRETRAMBHEBR K REMREEEREIRE

- FEEREENERMBENZEFER

- BREERAEASHERERREN AWS EE M AWS tkF WA R% | B{LERRRERE

BEREBHR 2


https://docs.aws.amazon.com/AmazonS3/latest/userguide/CostAllocTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/CostAllocTagging.html
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MREERAEBRBER , fIMTIEEAFDREBER (PI) HNER , RABREE LHERHEHER
ELZEATENERE AWS Eif,

T8 , RBERNEMENEARS , ZUZEERANE. fln , MREERBBRER , flw Pl &
B, RPRZEEFAEEINE Amazon Simple Storage Service (Amazon S3) EFETE M A EEEEE,
RE  ERERBERREREBECIEZSER, NEFHASH A F2RAEENEEHRBER —,

BEEHEHLAB@EAN Amazon S3 fEFir#. TRRAEZNERE.

ERERR HiR o B BR R 5l

Ris TERK., REENER, 8 —F%& 6 BEREE Amazon
Rl AR L fE &Y E R S3 AERFH (A) BEER. &

i Amazon S3 IA W% , iSHH

MRATEE | BEXRE R 17Z Amazon S3 Glacier 17
=% |, d1E Amazon S3 KR
R B8 P BE R AR AN 12 51 -

P ER TEHEHHRARECHNPEE BHUTUEEENRKEREIR
BER (a0 CSV B Apache  IRABARAY T RMIBR,
Parquet Eit R R RFE B )
win ), BLERSTEEE |, flNER

JSON #& = #9 Apache Avro &

AWS Glue FHERFEHREE B, TUEBRENKEZE&R
IERLEEBIFER. RE RSP BER , Hlan 90 K&,
AWS Glue EHAEER T
£ Apache Parquet #&\HY
BEBRh  hEERFHE F
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RO TEER , Hl70 Apache
Parquet,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html#sc-infreq-data-access
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html#sc-infreq-data-access
https://docs.aws.amazon.com/AmazonS3/latest/userguide/glacier-storage-classes.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/glacier-storage-classes.html
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EEREDGHE Amazon S3 EFITE

T3 & EREE KB+ Amazon Simple Storage Service (Amazon S3) FEFENHEEE. T
B, BRI ARBHEBHNERBET Amazon S3 #FIHBNEEEE. RARREASEMER layer B
BN REETRE L BASE layer WHTF. MRAES, FERANMEZRAERTMTE,

TERETEBERMES Amazon S3 REFEFENERGTEHEHE. vERETIRSAEBEN, EX
Mo EE

) AWS Cloud

Data lake AWS account

Landing zone S3 bucket Stage layer 53 bucket v Analytics layer 53 bucket

1t /source . fsource_region i
i D /source_region i - - :
Isource_region o 1 ;;| /business_unit_a || fbusiness_unit_b | :

o
D;J
=3
W 5
(=] -
% o
=
=
(=]
3
[1+]
o

Isource

Isource_region

ftable_name

i

i [ musiness_unit a || musiness_unit b \| /ib_region_format | | b_region_format | |

1 \ P & & b ‘ ‘ |

Iyear=yyyy | Itable_name || Itable_name | | dt=yyyy-mm-dd || fpartition_0 |

L ‘ 8 L L ¥ ‘ 5

[0 [ parivons | |

. w i ] ] x 7 s

[day=dd D ‘ Ipartition_a ‘ | fiile_date parguet | i

| T B 7 . I % e

3 | ftable_<yyyymmmdds>_ csv | D | Itable_<yyyymmmdd=> csv | i | ffile_date parquet | ffile.snappy.parquet 5
/A Important

Amazon S3 fF#1ZErE A4 EEE Amazon S3 XWHFREFHFEMGZFAINGHEEL,

BRI LRBEBNERFARERDEIE, T8 , CEZERANESNEBEY (HlW0, year=yyyymF+2
yyyy) , SMER T LAEA MSCK REPAIR TABLES S H %,

EEDTERBEARERNME , URGEENFREEHNME. BAEREoMEAENERE
BEX  USRRESLEABNER, —BMS  TRAENELREBRSNWREEEBRREE , fiW
year=yyyy., month=mm#l day=dd , AREFAERE LRERENFEEBER , HINFEERE R 5T
B. ERAARKERNEBRBEREERNEEEENEMEAER,



https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
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ZPEEE Amazon S3 fE1FETEE

MEBRERELECERN BT RBHFETRE S EEEN TE , AIEEZEREITA Amazon S3 f#
FETEE,

TREMHGEEE, D2EBNER | UREERESES Amazon S3 EFHFEMNZEEH,

mEERX Y]]
s3://companyname-landingzon s3://anycompany-landingzone
eawsregion-awsaccount|uniqi useastl-12345-dev/socialmed
denv/source/source_region/t ia/us/tb_products/year=2021
able/year=yyyy/month=mm/day=dd/ /month=03/day=01/products_2
table_<yearmonthday>.avro|csv 0210301 .csv

- companyname -#EBHETE (BH)

- awsregion —AWS [EiF , #I%0 us-
east-1 B sa-east-1

« awsaccount|uniqid - ME—RBIRFH
AWS BRF ID

« env - ZBFBIRIIK , W dev, test= prod

- source - RRHERZA , Hla0 MySQL E ¥
E. EFrEKE SAP

« source_region - £IREKEE , Hlm
us= asia

* table-tb_customer . tb_transa
ctions =X tb_products

EEEE 6
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JRI5 8 Amazon S3 T

RpEREaSNAERAARBERENNMEESR , 40 JSON =5 CSV, LERBESMRER K
R REBEIERKRERE Amazon S3 EFEFEMN A EIETHEL.

TREMGEEE. HEFENER , URFHBERESD Amazon S3 REFIFENEBE.

mEERX kY]]
s3://companyname-raw-awsregion- s3://anycompany-raw-useastl
awsaccount|unigid-env/source/ -12345-dev/socialmedia/us/t
source_region/table/year=yyyy/ b_products/year=2021/month=03/
month=mm/day=dd/table_<year day=01/products_20210301.csv

monthday>.avro|csv

- companyname -#EBHETE (BH)

- awsregion —AWS [EiF , #I%0 us-
east-1 B sa-east-1

« awsaccount|uniqid - ME—RBIRFH
AWS BRF ID

« env - ZBFBIRIIK , W dev, test= prod

- source - RRHERZA , Hla0 MySQL E ¥
E. EFrEKE SAP

« source_region - £IREKEE , Hlm
us= asia

* table-tb_customer . tb_transa
ctions =X tb_products
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B ER B Amazon S3 FE1ZETEE

REEEPHNERNSRFRREFRMNESR (Sl , A AWS Glue % Amazon EMR % ) . tEEFE
BEER (flw, BRSEERERNER )  AREEHEREEARBENERER | flw Apache
Parquet, PRERFHE HWERKFPAWS Glue Data Catalog.

TREMHGEEE. HEFBENER , SUREERERES Amazon S3 #EFIFEN S BEM.

mEERX kY]]
s3://companyname-stageawsregion- s3://anycompany-stagesaeast
awsaccount|unigidenv/source/ 1-12345-dev/sap/bxr/customer
source_region/ business_unit/ s/validated/dt=2021-03-01/t
table/<partitions>/table_<table able_customers_20210301.sna
_name>_<yearmonthday>.snap ppy.parquet py.parquet

- companyname -#EBHETE (BH)

- awsregion —AWS [EiF , #I%0 us-
east-1 B sa-east-1

« awsaccount|uniqid - ME—RBIRFH
AWS BRF ID

« env - ZBFBIRIIK , W dev, test= prod

- source - RERHERZA , Hla0 MySQL E ¥
E. EFrEKE SAP

« source_region - £IREKEE , Hlm
us= asia

« business_unit - BEERNEIEEN

REERTE 8


https://docs.aws.amazon.com/glue/latest/dg/components-overview.html
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wEEN i 5

 table - tb_customer . tb_transa
ctions = tb_products

« partitions - AEEBEEFERMKEREND
fE , AFFEHASIBRETEER R
Analytics layer Amazon S3 & 1ZiTE8

SHERLREEE K RAENKACEENEREN  BERZEZSRBABNTERETRR.

TREMGEER, D2EBNER  URSWERE S Amazon S3 fEEFETBHNEBEHI,

mEERX kY]]

s3://companyname-analytics- s3://anycompany-analytics-u
awsregion-awsaccount|uniqgid- seastl-12345-dev/us/sales/t
env/source_region/business_unit/ b_us_customers_parquet/<par
tb_<region>_<table_name>_<file titions>/part-000001-20218c
_format>/<partition_0>/<par 886790.c000.snappy.parquet

tition_1>/.../<partition_n>
/XXXXX.<compression>.<file_
format>

- companyname -BHNEE (EH)

« awsregion -AWS [EiF , #I%0 us-
east-1 B sa-east-1

« awsaccount|uniqid - ME—FRBIRFHR
AWS tRF ID

- env - ZBIRE , HlW0 dev., test= prod

DHTE 9
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EBERHEMN Amazon S3 FEEENREERE

wEEN

« source - RKREHAZE , #ila0 MySQL & ¥
E. EFmEKE SAP

- source_region - &IREK[EiH , Hln

us= asia

« business_unit - BEERMEKE N

* table-tb_customer . tb_transa
ctions = tb_products

- partitions - AHEEERMBERENSD
ZE , AFEASIZREATEERNEE

i 5

DB
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# Amazon S3 REFEEFRMHN Z=ERAP R IAM BUER

BB ERIHE Amazon Simple Storage Service (Amazon S3) #1ZETE MK EHE = AWS
Identity and Access Management (IAM) LR M A€, BOLE IAM RS ACEBPERARTITRE
ZRIBE. TRETSAREFEIULGREFITRBES Amazon S3 REFETREEBMEH IAM BUR,

50 YD 1 B 1K 5l IAM BUR
Amazon S3 f#fFEri8 & — <companyn c
ame>—raw—<aws_region>—<aws_ "Version" : "2012-10-17",
accountid>-dev "Statement" : [
{
Amazon S3 EFEFEHKE - nosql/us/ "Sid" : "s3-nosql-us-customers-
customers/year=2020/month=0 get-list",
3/day=01/table_customers_20 Eﬁ_cecJ_c : "Allow,
"Principal™ : "*",
210301 .csv "Action" : [
"s3:GetObject",
"s3:ListBucket"
1l
"Resource" : [
"arn:aws:s3:::<companyname>-
raw-<aws_region>-<aws_accountid>-de
V/*”
]
}
]
}
(® Note

IEREH| IAM B |, BR Amazon S3 REFENERGERE, T8  SEXBARBRAER
RYBR M E SR IE HE SR E R 7 AT BR R
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REHBER

—RME , BRENIT AT DRBNER (PI) IRBEF , ENESRIERFRRLAMARE, W
RABEERIIHENMBRSIZENE K BREERAERESE. ERNIBBRNER.

i, MREBEFEERNEHERABR , RMEREEAEBN Amazon Simple Storage Service (Amazon
S3) REFERIEEN. EREEHENER., ELEAIMN Amazon S3 FEEIFEXEAREEER
B, B "B EEsERTFIRNERBH,

BREFERAAFRMZERFER AWS Key Management Service (AWS KMS) &= 1FETEE
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html| &1 24 B
ARAPmMERNZBIRER AWS Glue WEK., EREELREFTBIENEEEEACG LRER
Fimmz , flanE#e AWS Glue IAM A€, ELACXEEREBEENRA , TREEAREN KMS £
i, AREBERNEAREFETE,

e &b EEE SR ER

A St MR EREFEAREESE (fl, MRIABEERINLERMER T ZEZM
), LhERSHEEZEREHEN Amazon S3 REFITHE , RARES, ESERZE , EREENER
YA Amazon S3 R 1ZETEE, hEEFETEM A Amazon S3 ZE £488 (SSE-S3) 1T {@ IR i M1 %o
WERE , B UENHBRELZER,

FMEEENENBUUKBEEEREE , WEEHENEIRKEEN Amazon S3 ffFirE. BMERTPEME
FEUER , URBIBRENENSITE , —EBREAMAERNTREFRE 5 —EARERAUIER
WA BRI E R F ME R

TEERERH  HPXorBBNENEFHEZEEERESHAER  EEEHRBNENEFRER
B IN%% Amazon S3 fEfZETE, FEBEARSIM IAM NIFEETRBEREHEIERSE , MMZNREE
Fri A B Fising AWS KMS,

155 A 2 B R I ERURE B 12


https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
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On-premises
data sources

RUEY  AWS Cloud %?
foo_
Client-side encryption :I
AWS KMS
Sensitive Sensitive Sensitive
- -— - : E -—
Sensitive data E E ' E
o Raw layer Stage layer | Analytics layer !
S3 bucket S3 bucket ; 53 bucket :
_____________________ ..: H
Isolated area E " i
ormal Transformation
Sensitive - . o e
unmasked data | transformation AWS Glue job AWS Glue job
° Landing zone
! S3 bucket ! ; _
Server-side encryption
""""""""""" Amazon S3
° Data maskmg —l
' '
Non-sensitive or masked data E E
Raw layer Stage layer o Analytics layer
S3 bucket S3 bucket S3 bucket
@ | B ]
Format ] Transformation e
transformation AWS Glue job AWS Glue job

ZBEERUT TERRE !

1. SEBRNENSEEERBERBEFAINE Amazon S3 REFETHE.

N

S3 FFETER

\loum:boo

8,

. AWS Glue FRERTER WS EERSTERANEN , RABRBERBARBRB R INE Amazon

. AWS Glue FHERBEBRERZRLER | YEERKADITEFHINZE Amazon S3 FEFEFEE.
o BBNENSEEERREEEF TR,
RESEERBRERIINERR K RARBEREEZERKBEFH Amazon S3 REFETHE,
EBRENEEREXERKEFTH Amazon S3 #EIFETHE.
. AWS Glue EHERTJERW K EEBRAACEANKER , UKERBRAREREN Amazon S3 17T

8. AWS Glue A ERBEEBNERTRER , YREBBADHEFTH Amazon S3 #EiFATEE

EAEEERESHRER
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wREEE

AEREERE LESERHER Amazon Simple Storage Service (Amazon S3) B NEKER
BN EREERE AWS EiF,

ZEAMEFIEEXERTERRE?
AL ERRMREN Amazon S3 HEE I AWS B B4, LRERAIG, WHDIE

examplecompany-raw-useast1-12345-dev M examplecoompany-raw-uswestl-12345-
dev,

BEREFECERARSG. BRNDTEAERHBNERE?

B, BULUBERERDEEE. , B ER e e REERENEREEA Amazon
S3 ffFhTEE jti%dﬂ:ﬁﬁﬁﬁ-rﬁ—ﬁiﬁﬁ}ﬂizﬁ%ﬁﬁﬂo

B EHHE Amazon S3 fF1FET

B. MREBHEEFHATRER Amazon S3 RFIFEEE , FULEFAFBBELTINRFTE, E2XK
fI2EER 8 A Amazon S3 REFEFEARRERRE —BoBF ENERZ —,

MREMBRFEFCrEYBEEEERETE  SREFTERR?

WMRIEMBR Amazon S3 #FETER | WEEFEAMEEBEUNNREIR  AXASEEBBRY
R, BETRFEAR-72/MEIELEN. BEEBREEHEEL 480K, BEUEEEA LB BATH
@A, Amazon S3 RENEBEEELEE -/ , B2& AWS tkF HAMEBNGEZE/H,

B EREFIrEABEIREEBT IS WERE RER/RE ?

Amazon S3 REFITREBTERFIEFR. BF. BRI, RErE2BRELER 3-63 #HF
7, RRENERLARBFHFR , MATRER IP i, BBtLARSHE—,

HR Amazon S3 REFATRRIRE , BAMERAXRREFR , ERMNEBREACRANEFE., BEHRATLGE
SHMAR  BEEMNEBEEERRRE. IR, RENRF,

ZEBRETREZER T EERE ? 14
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B EERAPERALEEREE, R, BERNSWEEZNE

s ?

A, BULRBREEAEISRENERE. T8 , RMAIBRBALNREERERERESNFKAE.
BNCERNTEE  URSERELERNE,

MRBEAERSH , SREFTERR?

B2y  FINEKEN , FEEMA Amazon S REFHFEERE  EURREN -9, ERXRTFF
EEVAIYE K RARKALERI Amazon S3 fEFFE &g

AT Mt SR AE EE AV FE AR BY AR 2

EFURR IR R, MRENEBENEREN AWS IRFE | AR A D B ER IS KA
Amazon S3 @ FETE |, UM BEXKENNFEFITERA,

MREEHRERETSBERENS RTRK AWS 1RF | AR ASEERENERATENREELR
B, SEKENHEEMRETEEE , HlW exampleco-businessunitl-raw-useast1-12345-
dev, T8 , ERTENVAEEFS Amazon S3 #EFETHE.

BUmBREREZBML I

8B RFERIEMN Amazon S3 RITFITEERBEAARERFIREREANNGE. i, RAER, &
R MENMRAES R EEAREME Amazon S3 REIFENIIE. EXRTEMEERAERETET
KV PR M4 M BR 1

MHRARHEOREEERBNERINME, CEXBAMRIERE Amazon S3 RTFATRERRAES, MRE
BEMEE | ERFREGTUFICHARE. T8 , ERHPHMEBTRFEERSES , MRS
ZERATREEFTLENRA

B EER MR ERALLERES. RiG. BRERNINTEESHNER ? 15



AWS FZEiE35| EEERHEN Amazon S3 REFIFEMNKRIELRE
=0

« AWS Glue BE A E 15/ (AWS Glue X # )

« AWS Glue Jt¥f (AWS Glue 304 )

- FEFEMAEL (Amazon S3 X )

« ¥EfiL AWS KMS keys (SSE-KMS) f§ f Al lRE3 i M1 Z (Amazon S3 304 )
- EARASDE S3 RIFATERERE (Amazon S3 3 # )

- FAEESHRASEER (AWS IREERAETE X4 )



https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/components-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/CostAllocTagging.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/custom-tags.html
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