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https://www.cyber.gov.au/
https://www.cisa.gov/
https://www.cisa.gov/
https://oasis-open.github.io/cti-documentation/taxii/intro.html
https://www.misp-project.org/
https://www.misp-project.org/
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://www.aboutamazon.com/news/aws/amazon-madpot-stops-cybersecurity-crime
https://docs.oasis-open.org/cti/stix/v2.1/csprd01/stix-v2.1-csprd01.html
https://oasis-open.github.io/cti-documentation/stix/intro.html#stix-21-objects
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https://www.cyber.gov.au/
https://www.ncsc.gov.uk/cisp/home
https://www.ncsc.govt.nz/what-we-do/services-we-offer/malware-free-networks/
https://www.ncsc.govt.nz/what-we-do/services-we-offer/malware-free-networks/
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https://www.youtube.com/watch?v=0P8snWhCN4I
https://github.com/OpenCTI-Platform/opencti
https://www.misp-project.org
https://aws.amazon.com/marketplace/
https://aws.amazon.com/marketplace/

AWS 7 g5l LR BRE®RILA AWS

« A - TPARBEAHANE , SREEREMEZEER ?

BADEERMEEZR (VPC) HEZRHERHR TS, B ILERETE Amazon Elastic Compute Cloud
(Amazon EC2) ${TE B =R fF A A5 i 172028 |, #I20 Amazon Elastic Container Service (Amazon
ECS) 5 AWS Fargate, IFALHRKEAREXNFARZZEE AWS BRERBENFMENR , F2HEE
# AWS BEBR%K.

TR EN A B B B 1R R

HRREFNE - SREEERENERBERR (CT) ERNBRAREFRT S TUERNEN. EB
ACTIE#H, AEBrENTREESERR , fINEBILEEEARER (STIX). BXAKEANE
HMEEATRABEZRERNER , BRARNEE AWS REPEANZEEM.

ATEBSRARNMERY 6 BELSERNERA JSON KX, #lan , AWS Step Functions T LA
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https://docs.aws.amazon.com/decision-guides/latest/containers-on-aws-how-to-choose/choosing-aws-container-service.html
https://docs.aws.amazon.com/decision-guides/latest/containers-on-aws-how-to-choose/choosing-aws-container-service.html
https://oasis-open.github.io/cti-documentation/stix/intro.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://en.wikipedia.org/wiki/Advanced_persistent_threat

AWS 7 g5l LR BRE®RILA AWS

BEMLA R ERREFRNEREPEFOCEECHNKRE, SEHME CTI EEBTUEE
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KIEHEREBE CTI BIENES|, SRR IEFELES, BLANERNLTEERNERSIEH
HRZE, BAJLUER AWS Step Functions TERTE AWS RIS ( tbTBAMREMES) BB WiEES
B, BEAWS LambdaBE TR A& CTI Bt JSON XK , S EE Step Functions THEREHN
Amazon EventBridge =4,

TERETEHIZE, Step Functions TERZEER HEE# GuardDuty FHVEEEE. Route 53
Resolver DNS Firewall #8158 , JA K Network Firewall gy #R BI &8,

AWS Cloud
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%?:I AWS Step Functions workflow
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GuardDuty

AWS Step Functions workflow
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EventBridge AWS Network Firewall
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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3. Lambda ENE{E#HEH CTI EHE A Amazon DynamoDB EHl5k,
4,
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Amazon GuardDuty PRV BB E. MEFMENR , FSEARE R Amazon GuardDuty,

. INR CTI B P it sRAFIEEC 4% 48B3 , Bl EventBridge &R &) Step Functions T/ERTE , BEEH

H Ay 3R BB AWS Network Firewall, MIEFFMER , FSEAREAWS Network Firewall iy

. IR CTI E24BiE2#%48R3 , Al EventBridge &R & Step Functions TERTE , B EIE 1 Amazon

Route 53 Resolver DNS B A B EVRAEEE, MEFHMEF , F2EAEHHH Amazon Route 53
Resolver DNS Bh A&,

Amazon GuardDuty

Amazon GuardDuty R —ERBEERMRF , AIFEEREN AWS tRF M THEEHEEH REREN

SEE , WIRHHANZL2AEER , UBRTEMNEE, EBRK CTI 88X BEHEH GuardDuty BE
BE  BULURATHRUREEFRITEEENRE. GuardDuty Al E &K ERIEHITHEE,

® Tip

GuardDuty R4 B EAWS Security Hub CSPM, Security Hub CSPM 12 &2 £ARER
£HUBER , AWS AR ERBZLEXFENSEERRERE, E44 GuardDuty B
Security Hub CSPM 485 , GuardDuty BIRE/BE € B B)fE)X E Security Hub CSPM, &
# , Security Hub CSPM AI A E DT AN Z MBI SELRELR., WEFHAEAR |
BS GuardDuty X#s K& 4 B AWS Security Hub CSPM , £ Security Hub CSPM # |
DEABELRSESERMEENZLIEFIThEE,

5 3

d\\%it

TEI#E T Step Functions TERBMNMAIFEABERIEPH CTI REH GuardDuty PHWEHEBE., &
Lambda B &A% CTI EiiAs JSON KX , S5 EEE T/EREMN EventBridge B,

Amazon GuardDuty 8


https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/securityhub-integration.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
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AWS Step Functions workflow
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Lambda function Lambda function Lambda function
Get threat list Update threat list Get details and update
T I I

Amazon 53 bucket GuardDuty

ExRERTISR

1. 205 CTI B2 IP #b 1t 508%4HEE , Bl EventBridge &R &) Step Functions TERIE,

2. Lambda M SR EFE , REES UM XERIE Amazon Simple Storage Service
(Amazon S3) 7T H,

3. Lambda B E A CTI Y IP it BFREFRAEFE. CERBBREMRFLRRLE Amazon
S3 RETBTYHNFIRE. MEEBRETE,

4. Lambda &£ A API FHOUREEEY GuardDuty {E38188 ID MEE intel ££5 ID, ©EAEL IDs RE
#1 GuardDuty , ABE B FERNFRAE,

(® Note

IBESERREUS ER GuardDuty ERIZSH IP #hubiEE | AT 2SI FEXEE, X
I, BAEERLEEERERE—EAWS IRF, MREFR Mt , AIESERRELTHER
R R Lambda EEIFHEEUEEHNER,

5. Step Functions T{ERERE R,

Amazon Route 53 Resolver DNS B5 X f&

Amazon Route 53 Resolver DNS Fj A& Al 173 Bh & ER & M 3R &8 E | FLAE Ei% (VPC) V& H DNS 3k
E, £ DNS A& |, BB R RIBHAE |, FHA CTI SXEBINAE b, BRI LAELE Step
Functions T/ERIE , LLB B b33 A BHAE FTi8 MR R AE,

Amazon Route 53 Resolver DNS By A & 9


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
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T E# R Step Functions TERE MM BEEEA A CTI REH Amazon Route 53 Resolver DNS
B XA BIEEE., E Lambda MBSERHE CTI Bt JSON B | Sl RB THEREN
EventBridge =4,

AWS Step Functions workflow
O—QY (ON)—O— (=)

Lambda function Lambda function
Get firewall data Update domain list
T™ I

&S

Route 53 Resolver
DNS Firewall

ExRERTISR

1. TN CTI E2#Bi5 52 4%4HR8 , Al EventBridge € /(& Step Functions T HRE,

2. Lambda ERE{EHAEPH A B AEEEER, MEEIL Lambda B FHMEEN , B2E BAR
Python (Boto3) #Y AWS SDK X #H# get_firewall_domain_liste

3. Lambda EHE{fEF CTI MMM ERREMMEHEFE, WFEEVU I Lambda BN FHFHER , F2
B Boto3 X #FH#Y update_firewall_domains, Lambda EE{ AT LAETIE, BERBERBE.

4. Step Functions T REREHo

BRERETISEER

. BERIEE R Route 53 Resolver DNS Firewall 1 AWS Network Firewall, DNS B A &< &5
DNS & , ™ Network Firewall €&hEREHEMHE,

o BEBREEA DNS BF ARG, BB EAIMEREEREZRAFER , YESRINBHE
BB ABEARERFIEESR, MEFMER , F2BEFEH Amazon CloudWatch 52 Route 53
Resolver DNS Bh X i35 BI B¥4E .

Amazon Route 53 Resolver DNS By A & 10


https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/route53resolver/client/get_firewall_domain_list.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/route53resolver/client/update_firewall_domains.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-resolver-dns-firewall-with-cloudwatch.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-resolver-dns-firewall-with-cloudwatch.html
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AWS Network Firewall

AWS Network Firewall  —EEiRE, ZENERL @M ARERNE RS  BRAN FH VPCs
AWS Eiwm, TEEHE VPC AZNRE  HBEHERE, ERARERBREEHBHEH Network
Firewall RRAIEE , APRRBEBHNER TERENENERESEALIRE,

T E# T Step Functions TERBEUNMKREBEEIEFER CTI REH Network Firewall FH—HZ @R
BRI, E Lambda ERESERHE CTI Bt A JSON X , 2B T/EREMN EventBridge =
#,

AWS Step Functions workflow

Lambda function Lambda function
Get rule group data Update rule group
. |

©
&=

AWS Network Firewall

ExERTISR

1. MR CTI E2 IP thuk sR#BIF 52 8% 46 , B EventBridge €& Step Functions TEHRE , BB EH
Network Firewall /#Y#3 BIBE4E

2. Lambda ERE{& ¢ Network Firewall #2EUR BB E ¥,

3. Lambda ERBEA CTI EFRAUFE. TEMEHBER P it R@E.

4. Step Functions T RE#EHo

BRERETIREE

+ Network Firewall ATIAE ZERBEE., AMAEM (P thut 2 7 BBV R BIEE,

AWS Network Firewall 11


https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
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- EERIEEUA Network Firewall FYEE 8%, 80T BAZE 37 (8 80 14 928 ) 18 SR BX }':"E FER , WEZREIM
R IP it ERFBABEERERIZIER, MFEFHMENR , Rt ARSI E AWS

Network Firewall,

BEREEEE A Route 53 Resolver DNS Firewall 1 AWS Network Firewall, DNS Bh A S ERE
DNS #i& , M Network Firewall &HErFE EMiRE,

EE A SR REEE T R

BACRECEZEEHNNEREUBEN R EFHREKEE, £ AWS Well-Architected Framework
WZEIEP  BAKEEXRIRBRERENERAENCSE , AREEEUEHINAFE. BEFERN
EF. FEEFRELREER , BX ALK ERINSHNER , ARUAERANKRIEERXE
A, RFREEPNE,

AIEEE BB A Amazon Simple Storage Service (Amazon S3) R&EH BHiEE R, Amazon S3 X
£ AWS Network Firewall #1 Amazon Route 53 Resolver DNS B5 X &) B i fE. K& , B LI6EH
AWS Security Hub CSPM#1 Amazon Security Lake #% Amazon GuardDuty fA&E&RMHEt L2 H/E
RBREFIE—(E,

RO E

AIEEW B BL AR EFE At Z 22 I Z &R A FEH AWS Network Firewall $1 Amazon Route 53
Resolver DNS By K& B B FEBIRELE B R (CTI). BB EAEMERERERE, BB EA
MIEEIERER ARER , WEZRENBIESR IP it EFEBM ABEERERFRER,

REELERR , FEELEMERIGCIEEESR, Hlin , Network Firewall B2 8%{E B AN S EIX T B AR RE
HASIZHRE, RPEZCERSEIERE  YEMAREEEXZTERERAGIE, T8E , NRER
ERIKAA , B LUHEREBRE T RE,

Network Firewall 1 DNS Firewall %X 52#%] Amazon S3, MELTEIELRIECEMNFEENR |, 5
i SRR E AWS Network Firewall f15%E DNS BF A BRI 8% . HREMERE , B LUE
‘=- X E Amazon S3 RFETEMGI % AWS BEEBFIEA

E AERLRLHERR AWS

AWS Security Hub CSPM 12t AL 2 iRENTERIE |, AWS YiFBEBIBL s ELEENREE
TERETAE R AWS B35, Security Hub CSPM AT B4 EREHN L 2R 4IHBEBNBERFE, ©tim
LUER H b RYRIRESEE AWS AREE |, 5130 Amazon GuardDuty, #&AIELfEA Security Hub CSPM &

BB RM 12


https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/firewall-resolver-query-logs-configuring.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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RE AWS 1RF AWS R, MXENE=FERNRBELERNER. UFEESNFHRENR A F2H
Security Hub CSPM X ¥+ # 7 ## Security Hub CSPM HEIE S,

Security Hub CSPM tt@& BE{LIhEE , AIRBI B BREEZ BB, flwn , BRI LR BELE
Bl EZeREARGEDENBREBBEFE, B JUAFEHE Amazon EventBridge B E & R E
HESEEREBRENBDEE, MEFMEN , 528 Security Hub CSPM X4 9 B B11£ 21 Security
Hub CSPM FR&E#E R I ¥ HEREITE

MREER Amazon GuardDuty , RIEZREERE GuardDuty S HFAEREREEE Security Hub
CSPM, #&# , Security Hub CSPM AILAE DT BN LR EREFTSELAEFER, NMEFHMAEH ,
#2828 GuardDuty X+ HIEE S AWS Security Hub CSPM,

¥ Network Firewall #1 Route 53 Resolver DNS Firewall , & o] LA S EFE SRR RERY BET
BREEE., Amazon Athena R—BEBXEARY , AItHBIEFEAFE SQL [EEE Amazon S3 #
DER, BALTE Athena PEEE , LUFHE Amazon S3 1Y AF L HEEEREE R, MFERH ,
FES 0 Athena XHFFMI AR, A% , B LAER AWS Lambda EEUEHEEI A S RERAAWS %
+=FEFEREN (ASFF) , WHEAEREREEZRE Security Hub CSPM. AT 24 B &R Network
Firewall #1325 Security Hub CSPM SA&E& RAVEIH| Lambda R :

Import { SecurityHubClient, BatchImportFindingsCommand, GetFindingsCommand } from
"@aws-sdk/client-securityhub";

Export const handler = async(event) => {
const date = new Date().toISOString();

const config = {
Region: REGION

i
const input = {
Findings: [
{

SchemaVersion: '2018-10-08"',
Id: ALERTLOGS3BUCKETID,
ProductArn: FIREWALLMANAGERARN,
GeneratorId: 'alertlogs-to-findings',
AwsAccountId: ACCOUNTID,
Types: 'Unusual Behaviours/Network Flow/Alert’,
CreatedAt: date,
UpdatedAt: date,
Severity: {
Normalized: 80,
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
https://docs.aws.amazon.com/guardduty/latest/ug/securityhub-integration.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/athena/latest/ug/getting-started.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
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Product: 8

I

Confidence: 100,

Title: 'Alert Log to Findings',

Description: 'Network Firewall Alert Log into Finding - add
top level dynamic detail',

Resources: [

{

/*these are custom resources. Contain deeper details of your event
here*/

firewallName: 'Example Name',

event: 'Example details here'

const client = new SecurityHubClient(config);

const command = new BatchImportFindingsCommand(input);
const response = await client.send(command);

return { statusCode: 200, response };

i

EREEVE AN A HEIAE Security Hub CSPM (AR BURR BN EAEKER, MREFEEEHEX
BH, B LEH EventBridge REABIEF. REEEEFFBEAFKIIIRE , BRI LR Amazon
Simple Notification Service (Amazon SNS), BEIEEBNHFEZERSZ , HILERRAELURE BN ER
ERFIEEE,

& AWS R EREAEMERENES

Amazon Security Lake AIA B Bt B S ME=H RFUWEERZ £ HEIN BF AWS RIE MEHEHR.
CEAHEEATEITNRBNESREREEENMNEMBER, Security Lake S HIENH & F1E
#1% Apache Parquet 13 , AR BAB M B L LB HEIRLEE (OCSF) WZERKRATEREE
iR, EB OCSF %18 , Security Lake /L MEHHRE AWS MIZFELCELRLERRENZEE
®lo Hfth AWS BRIE M5 = A RIE TSI B ZMIE Security Lake HE R | LUETEHEENZSE
Bo .

#R ] LARRE Security Lake #ZUW B Security Hub CSPM WIRIREEE, ZEERAMES |, B4ERA
EMERT , YA Security Hub CSPM #7118 % Security Lake FHI IR, TTRIEL S ERE , Security
Hub CSPM &R A AE#R REIEZE Security Lake, Security Lake & B E1E#4t Security
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
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Hub CSPM SAER R A& HEIRA OCSF, 7£ Security Lake F , &7 LAFT18 — = Z{EFT B & 5RELA
Security Hub CSPM RAEZE R, MFEFMEN , 552 B Security Lake XHFHEL E S AWS Security
Hub CSPM,

T5I% A AWS re : Inforce 2024 - BBEEIEHILA , AWSEHHWMAIFER Security Hub CSPM
Security Lake &SR &EH CTl,

ERNETHELA CTI

EXEBRERER (CT) B HBREEEAEK CTI WHEEER. T8 , EULIREBHEESZ HA, 4
W, B EREEAFEENBAIEREMRA , fINENEREBRLPOIEALAN S HH O
(ISACs), EEREZEBESEZEEBNRAERER , REEBNEE CTI. ENHERFHRTELASEE API
BE  UEFEEZEABREHA,

B3 CTI BE A HESFEEHENENMEGERRE, BLERBFRBBBILZLEH, R
%, EAUEPE4NBAERLR , UERETH WL RESH AWSIRF, A%, ZNZLER ,
Bl an BB MR o ATRT , AT AEBMEM AT RE B EENER. HREERE PEFERER AWS Security
Hub CSPM , AL ELRAELERERARERIXFIEAMNERX |, Hln JSON = STIX, A% , &4
CTIEXEZEXRME, ANRERTRTAELHN. ERLFRIFERMEN CTIL, RE , EWCTI 2
HEEZHHERA,

TEBEROMAER AWS % E4 CTI, ARELNEELEHLA S EERRERBN A BN
g,

AWS Cloud
Security tooling account orkluad account

GuardDuty

©

d——-F—P8

% 5 Security Hub Lambda function Amazon S3 AWS Network Firewall
Alert2Finding Alert logs
Cyber analysts

O—-o-g—o—E—o—0) 5—&

Trust community Threat intelligence
application

@

DynamoDB table Lambda function Lambda function Amazon S3 Route 53 Resolver
Findings2STIX Block2Finding Firewall logs DNS Firewall
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https://docs.aws.amazon.com/security-lake/latest/userguide/aws-integrations.html#securityhub-integration
https://docs.aws.amazon.com/security-lake/latest/userguide/aws-integrations.html#securityhub-integration
https://www.youtube.com/watch?v=ufNNHBPPjQU

AWS 7 g5l LR BRE®RILA AWS

Lt ERER T THERE

1. BBEE®E FEL AWS Security Hub CSPM,

2. AWS Lambda BS#& ¢ Security Hub CSPM NI B E , WS HEMAR 5 AIKK , flm
JSON & STIX,

3. Lambda B &€ 4% &5 E 7 MTE Amazon DynamoDB &R &,

4. £ Amazon Elastic Compute Cloud (Amazon EC2) = Amazon Elastic Container Service (Amazon
ECS) EHITHE =S REFHRF S , 1€ DynamoDB ERKRFEMEEFE,

5. MO ERERERRTEATH CTI

. RBBRFAEHK CTI #HEEMELE  XHBHHEM CTI £EETEHEEEAMN.

(o2}
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®ELSRNER

ZRIEHEBNEE, EXNBERE. EERNZRZBASEHRHECERMAETEBRRBEET R
., eRFSABREMERRUREFREE, ZREHBLRY  WEESESEEBHNERAR
B, ERASERMAREIITE , LHHENEBETHRRE,

BMEBRERETIEMER, ELERTBYEE AWS RIEVEERRNERBZFRTE |, LiHBEE
REMBEBRHRILA,

AWS &i&

o AWS ZEdh D
» AWS re : Inforce 2024 - PR BERHRILHA AWS (¥FH)
+ AWS Summit ANZ 2023 : fEREE AUS B Z = OB EERHREA (¥H)

AWS R# X #

+ Amazon DynamoDB 34

+ Amazon EventBridge X #

+ Amazon GuardDuty X #

« AWS Lambda X #

+ AWS Network Firewall 3 #

« Amazon Route 53 Resolver DNS Bj A i 3T #
« AWS Security Hub CSPM X 4

« Amazon Security Lake X4

» Amazon Simple Storage Service (Amazon S3) X #
« AWS Step Functions X 4

STIX &R

o STIX 2.1 &l
. BE URL ByiEEE
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https://aws.amazon.com/architecture/
https://www.youtube.com/watch?v=ufNNHBPPjQU
https://www.youtube.com/watch?v=0P8snWhCN4I
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://oasis-open.github.io/cti-documentation/stix/examples.html
https://oasis-open.github.io/cti-documentation/examples/indicator-for-malicious-url
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https://github.com/OpenCTI-Platform/opencti
https://www.misp-project.org/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/cyber-threat-intelligence-sharing/cyber-threat-intelligence-sharing.rss
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