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https://securitytoday.com/articles/2023/05/17/report-47-percent-of-internet-traffic-is-from-bots.aspx
https://www.securitymagazine.com/articles/99823-there-was-a-387-increase-in-attack-activity-from-q1-to-q2-2023
https://owasp.org/www-project-automated-threats-to-web-applications/
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https://csrc.nist.gov/glossary/term/advanced_persistent_threat

AWS 7 g5l £ EEEMER ARSI AWS

HEs N Bl B 1h

HBEARFENTEESERRFBBCER[ATRHEREN. BENEAEXNEESE., ERANKN
NMEMBRREEHENARESEDHRE, TREABRFRERERERILEENER. WEFHEREM
RERENFEET , F2RAERPRERESE NS HI R ER T,

—RME , MERARBERSRERNEFET DA TISEER : B&. AP iwm#EBI MR 27,
TEETRT TRANAERN , LR MARE#SE OEBNEMEEREM. EREER T IIRE A
BREEMA (FIMAFFIHNAERE ) BEERISZEZNEBER. BEANK PRI BRRREE
By, BB LB R ETERTEE LENRMTMEFES.

T

Advanced

analysis
Behavioral, ML-based
aggregated detection

Bot complexity

Static controls
IP-based, intrinsic checks

BETR, A EmERNSEERNRERN. CHREFTRAAWS WAFREFELZHIRINESR !



https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-forwarded-ip-address.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-ipset-match.html
https://docs.aws.amazon.com/solutions/latest/security-automations-for-aws-waf/welcome.html
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-anonymous
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-scope-down-statements.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based-aggregation-instances.html
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-control.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-atp.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-acfp.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-acfp.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-captcha.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-captcha-and-challenge.html
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https://aws.amazon.com/blogs/security/detect-and-block-advanced-bot-traffic/
https://aws.amazon.com/blogs/security/detect-and-block-advanced-bot-traffic/
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https://github.com/salesforce/ja3
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/adding-cloudfront-headers.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-atp.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-label-match-examples.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-label-match-examples.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
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https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://github.com/aws-samples/aws-cdk-examples/tree/master/python/waf
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-wafv2-webacl.html
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https://docs.aws.amazon.com/waf/latest/developerguide/logging-fields.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-with-tokens.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-with-tokens.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-application-integration.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/continuous-deployment.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-managed-rule-groups-versioning.html
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https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://repost.aws/knowledge-center/waf-turn-on-logging
https://repost.aws/knowledge-center/waf-turn-on-logging
https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
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* awswaf:managed:aws:bot-control:signal:non_browser_user_agent
« awswaf:managed:aws:bot-control:bot:category:http_library

* awswaf:managed:aws:bot-control:bot:name:curl
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« awswaf:managed:aws:core-rule-set:NoUserAgent_Header

« awswaf:managed:token:rejected
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« awswaf:managed:aws:bot-control:
* awswaf:managed:aws:atp:

« awswaf:managed:aws:anonymous-ip-list:
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/graph_metrics.html
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https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://aws.amazon.com/waf/pricing/
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-atp.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-atp.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-captcha-and-challenge.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-scope-down-statements.html
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https://docs.aws.amazon.com/waf/latest/developerguide/shield-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-acfp.html
https://docs.aws.amazon.com/waf/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-what-is.html
https://docs.aws.amazon.com/cost-management/latest/userguide/manage-ad.html
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-managing-costs.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/whitepapers/latest/aws-best-practices-ddos-resiliency/aws-best-practices-ddos-resiliency.html
https://docs.aws.amazon.com/whitepapers/latest/guidelines-for-implementing-aws-waf/guidelines-for-implementing-aws-waf.html
https://aws.amazon.com/blogs/mt/analyzing-aws-waf-logs-in-amazon-cloudwatch-logs/
https://aws.amazon.com/blogs/security/deploy-dashboard-for-aws-waf-minimal-effort/
https://aws.amazon.com/solutions/implementations/security-automations-for-aws-waf/
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://aws.amazon.com/blogs/security/visualize-aws-waf-logs-with-an-amazon-cloudwatch-dashboard/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/bot-control/bot-control.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
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