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https://en.wikipedia.org/wiki/Malware
https://en.wikipedia.org/wiki/Mirai_(malware)
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https://securitytoday.com/articles/2023/05/17/report-47-percent-of-internet-traffic-is-from-bots.aspx
https://www.securitymagazine.com/articles/99823-there-was-a-387-increase-in-attack-activity-from-q1-to-q2-2023
https://owasp.org/www-project-automated-threats-to-web-applications/
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https://csrc.nist.gov/glossary/term/advanced_persistent_threat
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analysis
Behavioral, ML-based
aggregated detection

Bot complexity

Static controls
IP-based, intrinsic checks
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-forwarded-ip-address.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-ipset-match.html
https://docs.aws.amazon.com/solutions/latest/security-automations-for-aws-waf/welcome.html
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-anonymous
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-anonymous
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-scope-down-statements.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based-aggregation-instances.html
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-control.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-atp.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-acfp.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-acfp.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-captcha.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-captcha-and-challenge.html
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https://aws.amazon.com/blogs/security/detect-and-block-advanced-bot-traffic/
https://aws.amazon.com/blogs/security/detect-and-block-advanced-bot-traffic/
https://aws.amazon.com/blogs/security/detect-and-block-advanced-bot-traffic/
https://aws.amazon.com/blogs/security/detect-and-block-advanced-bot-traffic/
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https://github.com/salesforce/ja3
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/adding-cloudfront-headers.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-atp.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-label-match-examples.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-label-match-examples.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
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https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://github.com/aws-samples/aws-cdk-examples/tree/master/python/waf
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-wafv2-webacl.html
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https://docs.aws.amazon.com/waf/latest/developerguide/logging-fields.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-with-tokens.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-with-tokens.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-application-integration.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/continuous-deployment.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-managed-rule-groups-versioning.html
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https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://repost.aws/knowledge-center/waf-turn-on-logging
https://repost.aws/knowledge-center/waf-turn-on-logging
https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/graph_metrics.html

AWS 7 g5l £ FEERBRARBIRK AWS

B {E (U e A 35 SR B A B AR

Web RENMERBREN, EXTANERBRENEMMNRE TSR EREMEBCNAR. ERE
BHSARGIREREMISHNEFERNER, BERENEBETRELCREEERENEERE
EREB AWS Well-Architected Framework B B A~ & {1t = #,

AWS WAF Web ACLs AT AR BIRERY , $5RI R ERITH IR EERERBTRER, BEENAAETE
BT AWS WAF lRIBEIRAHE , AR BEEENASEENRESTH, TEEBBRAR REFTE
RFEREE. WMREMEA Bot Control Mk FEETER (ATP) SERREE , SEREMRENE , Hlu
CAPTCHA =i k& , RIZEXNEAER,

HRARBRILBBARFHNEARS , AEEEREARELERRBROELERZHERENFRYUE,
BANEMEEIREEEAR, TEARABRENEE. BDFEESES , UARSHBEAREELME
HNRHEES. RAERRMNAEHERREENN TR,

PREBENFEAR

—ERAREENTREGBEEARREHBEAND, HHE Web EABRINAZEERA R
BREYVHNGER, RPEARARSLABNERFEIREBRERABTBEBZH URL, fin
static.example.com, EBEFEREBFEAHHBREARTKECHREGERRIE—NRER T2
HRER, MRBEARTEUREREARRNABE | B EEFEM LB BIRREREMET ARSI KA,
BRERNREBEEAER 25  TUAERHEERERME AZH,

FTER AR R A

S—EEGREABKANELERA  EEAESENERZFH R NHRETTENRE, BHE

L EEEFEMESUBARGERERERARR —BHE , XERTHNEHRGRIETEEMSEA
EHEINEGNRE, AEEAN®E EESFEN L, TEBRREAEERARENBRERFL
TEENRE , e EHE. KABRSHEBEMATEENFRBE,

A /N FE AL [ 1

AWS WAF fia/) B A KRR ER AN , RO ERRIRENFRBE, NMRELEESHFE
REZRABCH URL, A SEEREAXEHETNTEERERERMN B RN E —EL %, BN
BBERKBSEERARRRE, HTTP B3E (60 POST) SELIKIE S R K.

PIREBENBEAR 17


https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://aws.amazon.com/waf/pricing/
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-atp.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-captcha-and-challenge.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-scope-down-statements.html
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https://docs.aws.amazon.com/waf/latest/developerguide/shield-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-acfp.html
https://docs.aws.amazon.com/waf/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-what-is.html
https://docs.aws.amazon.com/cost-management/latest/userguide/manage-ad.html
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-managing-costs.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/whitepapers/latest/aws-best-practices-ddos-resiliency/aws-best-practices-ddos-resiliency.html
https://docs.aws.amazon.com/whitepapers/latest/guidelines-for-implementing-aws-waf/guidelines-for-implementing-aws-waf.html
https://aws.amazon.com/blogs/mt/analyzing-aws-waf-logs-in-amazon-cloudwatch-logs/
https://aws.amazon.com/blogs/security/deploy-dashboard-for-aws-waf-minimal-effort/
https://aws.amazon.com/solutions/implementations/security-automations-for-aws-waf/
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://aws.amazon.com/blogs/security/visualize-aws-waf-logs-with-an-amazon-cloudwatch-dashboard/

AWS 7 g5l £ FEERBRARBIRK AWS
BRiE
B’E

- BRBFABENZ , SRFERE RERBE AWS
- R ORKEW , BEESEM , AWS

- TEBY , RS REBEN, AWS

 Tzoori Tamam , BFE#RFA RESER , AWS

e

- BREFRE, SRR4REIERM, AWS
- (IR, SRERKE, AWS
s HRNBEBTED DSWINE, SRZLER, AWS

BT R

« F#F] AbouHarb , SR MIER , AWS

B’E 20



AWS 7 g5l £ FEERBRARBIRK AWS

M A B 52 AT %

TRERTAEENEARE, MRCBRIBERRENRNEAN , TAFTH RSS HE,

g DU B

R H iR — 2024%2H21 H

21


https://docs.aws.amazon.com/prescriptive-guidance/latest/bot-control/bot-control.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS 75 %43  RAERE ASRBIER AWS
- B% - BRERIEREX
- B - BUERNBRSE , WESiRP A

5 LEPE ER R Stephen Orban £ & L E The Journey Toward Cloud-First #l{® 3 R B EHEE EHY
HKARBFER, AWS Ein MEFETHOME AWS ERREBMNEN , FSREBRERERE
Mo

CMDB

R2REEEEEENE,
EXABREE
BBRARHEFREERENREEXNBNEMEE (Bl H, #HANESH) HuE. TR

Einf# 7 E2HE GitHubs Bitbucket Cloud, BXBHNBEMABBE LD X, EHMBBERT &
B FEHERNE@NEE, E— CI/ICD EENAERAZERETE.

R IREX
—ERERNR , EREN., REXH , AETTBRIATHBENER. SEXENE  RAENE
BT ERLARERBRNEREN , ELREERIENES.

mEFR
ROFMEBERBLERNER. EMERENE K BEUEZIEEN, SLERBENERKE
BERABENFFEERER , o AR EAE,

EREE (CV)

FRAMBRSERENYBNE S EREBEN D THNBEIERN Al #4, Hla , Amazon
SageMaker Al 12 CV W GRIBEE %,

B RE{m Bt
HRIFESE  HEESRBENREEE, EFREERTHFEHEETER K MABERIMENE
EW,

fRREE IR E R E (CMDB)

RENEREMERERE T ASNERAGHEE  ANCEBRARKETHRLEE. TBYE
BBHEREARANSFERLEA CMDB &k,

—HiE
ETUEAK AWS Config RAFHSHBAEES | UETENARMELRE, ETUER YAML

R, E—BMEL4HEA AWSIRF Ml B HBEEBNE—BSR, NEFAER , F2H8
AWS Config X#HH I —HHEEH.



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
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