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https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/well-architected-tool/
https://console.aws.amazon.com/wellarchitected/
https://aws.amazon.com/architecture/
https://aws.amazon.com/architecture/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RegionsAndAvailabilityZones.html
https://purdue.edu/critical-data-studies/collaborative-glossary/data-sovereignty.php
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ERAGNZEGHMSCH , ARV IFESCEE—EGHETEEEE Y., EEEKILE
B , BRI AWS Well-Architected Framework By ] & 14 2 i fl 2 &8 S i3 R FEE TEE S |, WiRE
BENRBIIGETEAXENSEE, AWS Well-Architected REERZE T HIHS: :

- iBEERAERNTHEEE S E
- PREERNBRESH
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- REXRM, EFHNIBE KX

- BESRFENERERERERS
- BEERNESEEE

- THRITEESREFRE
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EEH—SENE—EiFEYE K FREXER paperAdvanced Multi-AZ Resilience Patterns :
Detecting and Mitigating Gray Failures FEIfABIS. AR ERUESETHEEPERERN K
TEXK , LBEWELIERE AWS Well Architected Framework FM BN Z A EEHIS. HAZESE
EREULUERHRETAESBRENSEES K BLEXZERBERZEHTERESY, EMRATERME
BRERZURAES MR , ARHEZSESEBNERAREABEIEESR  LHEZEFHSERSE
ALRE TEEHEM,



https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-your-workload-service-architecture.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-your-workload-service-architecture.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-interactions-in-a-distributed-system-to-prevent-failures.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-interactions-in-a-distributed-system-to-mitigate-or-withstand-failures.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-interactions-in-a-distributed-system-to-mitigate-or-withstand-failures.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/operational-readiness.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/understanding-operational-health.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/responding-to-events.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/advanced-multi-az-resilience-patterns.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/advanced-multi-az-resilience-patterns.html
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WHIAFTR , STAMNRERELRERZESRBNERRR, TAMESEENETITHFEHEERN
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Faﬁo
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FERANE (HlE099.99% WA ) . ERATHEBERR , —EAXNEFFELE. BEXETE
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- ERIEEER (RTO)-RTO ERBHEMBHER MR A TEZIER, LESREREZIEN

AEZFERE,
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BERETAMBEREL , RTOMRPO UEETIHFERERER, ERBNEERBUEISTALSE
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B,
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
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B+ 6 /NEF - %X 24 /B FEABIHEER §

EERBETEARN  BEEATALREENMEZBNERA. AN NRTEAREE
99.00% WAL , AISETEB 53 HENEHBHRTERN. ELBE 5 HES SENTIHME
RIFRTAEE 10 S ET SR, HEARSBUHAR , PRTELSH, RE-HETEREE
30 B 45 S WY TR, HEEERT , LESEARMURLBRONTER , SUSKRIE BN
pRRann. ETRCERERMATHEN  AREISENAER  UAKSERE, ELES
BRI DR REE RS,

ZEEFETHREAREEEFERAAMER (0 99.99% RESTAHYE ) WEKERIEER 6 X
REZEBREREES —AESNRAEHNBKRERBLRESER, T8 , BELEERBEEBEANERETE
SHERESH MY  HERUSPERPRABNNBERRERRKE, BRIECABAFTEL I ERE
BONRNERES  SARFSHFREAEANESTHESIXENEERNETEE, EELFZERER
P THEE HRE— .

HEFESZESRBZH , EXRARENRNERETSRALE  SELEENERZERTEDHEE.
HANZRERBEELNKARE-RBEFEZNME, HEAXRBFELTRESEIRN , flusE

R#f&m, BEEORETEHNT , BEIEREERBSRENEXNEIRUTESS , AR THELEN
BAA D0 o

BAgEHE 5

- BETHFEERMEERI RTO M RPO FEEBFEMN ATAMMSEN , WRERXKM IT NSHEEERE
—

- THEE-ESAERASBNEEERTHENGEE. SRNBEZEE-EENERNER  FER
ERA, SHENNSBNEGEFEERHENRENS EE,
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html#multi-site-activeactive
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html#warm-standby
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html#pilot-light
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ZERE®R 2 THER

ELCRAZEISREN K ERENE—EF /I EE, BEEGEEHEESRMA A RAEE  HER
RAEERSERERMENERE, KAREITRAN, 8-  URACERASESREN THEAHS
AESHNILE, BREREAFFAIERFASER  CHFEERNEABRAREERBRIMTRIMAIITRH
2F, B -FMNEENRBESRAER/E—EARFNRAAERAEXBEFERE K YEEXA
ZEHEAREN, THEEIFEENEN BN ERNENFIREAHRNEGREEHEER.

2.2 THERN —BHER

CAP EmEHAMEN -, THMNRR,IE-BRENEESE, THERFREEARKAEH

FREFER. RIFER K ZEHRBUSESCHANRKSEE , Rt ESKAETAEN -t BHiE
TIERE,

MREGENEESEMNTHAYE , AIEXSEARFHBTEELEZNIEE  RATEERTRZH ,
HERSCEHERXERFRTEENKESERBEAN —BMERE, EAFASERR K EXEES
BREHER  SARFRUREFFHIZEEINER. ETEREERNEZNEEEARNERNE
Pl WERERFEFREERRBETEHNESERTNERTRE. URIFTETHENERESE
YRIBEEFREBRZNEERH < HLBENFRE,

HRRIFFESERNIHESH , B L&A R , H10 Amazon AuroraandAmazon DynamoDB
HITIRSEREIFGEE. Amazon Aurora £33 E R EMAmazon DynamoDB £ 13 & #l X # 8 8%
#9Amazon CloudWatchmetrics , SABIEEIR B B IEIE, Aurora £ ERETS —EEAERNETERE
W, UREZHEKEXERSE, DynamoDB £ &K TEBEERNBEANBNZTASERENZ
EEADELRER K,

RETTEEEUNASHESEREREZESRKNESZ  RATERETFEHTUESIERNIER
SER  UEBEFNBERASHRBAREER, ARBRNGAREEZEASARERVRE—ES ,
AitESAEBREAREONEEFL RS ENERAF R AERRENES, LEFBAAHRT
BEZREDENEISPNERPIARIAEE,

MRIGERE CAP —BMER , WEAK EENREIERENERXERKESE BERATHEARE
X, AASUEREREANER , YERHBRIFERRL, T8 , EFRTESHNIEERSYE , BA
RARZEEXTZEERSE A MAESKLcETARHARATRE, EREEERAENRTFERIL
B, WA AL ERTREFTREERBMYAMME  RARAZTSEEREZEEH ST BRI,
NR—EEHAFERE A LHEFEFRBAEAR , TEANBEA. EEFSFE=FESFREEHR
B, RN =ERSFHIMEHFR. Paxos ERMAHMBELSERMERER , EEERENFEA
ERE,

2a: THEN-HMER 6


https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/cap-theorem.html
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/rds/aurora/global-database/
https://aws.amazon.com/dynamodb/global-tables/
https://aws.amazon.com/cloudwatch/
https://www.cs.yale.edu/homes/aspnes/pinewiki/Paxos.html
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ERASRBEZEARENRASETURERAN —HEERKE , SALESEN—ERER. BEaNE
ANEBWIHEBEAUERBEEREENERTERAEARER , fINEFRAEAEINRENER
KEg, BEBRT , EF-XFTERAESRN , X EBEMAZE, HRRSEZTAELIEFNZES
THEEH , AWS Partner iR 77 =] LU 158,

2.b: THRERFIE

THEAHENFIEARFINZEEITAZER, THEEITEEHENEBETHBERRBEENS
EEERRE.

HRT2HBENENEZERITHFER , fINHFERS , ZANUBRIH-ITHZEFHEE K HEAERE
ATHEHEME  HITEEMMEEIE. FARERIEE (CON) T 2EREFEAR , BiBRIGRE
IARRERAENARRERATAY ; 8 Amazon CloudFront AR RIAFREE B E R ESINREERE
REFANKEE, Z—EZEREZEAESTPHBEEREESR , Y FEH DNS BEAERHIRIENES
REBAR. EALUER Amazon Route 53 F&EL it 327 B B B IBUR HIZERK I B &,

HABERREE D LEARBEARENENZERTEESE , BULUEA aread local , write global
strategy. ERTAIEBABRBESEELEREEINERE , ERELUERL A RNEREMEHME
B, MABRAUEFAEEPER. EEAFLZEEIFESREIRERK—ZN , RAREENTES
RABEEEHEAEESWIERENmMEBIBE,

Aurora £ EREAHBEFTESFHEZIELS , ZREFAABEABEEFEREIRE , ¥
BEEGFMEE—TEESHENEREESARE, BRI EEHNEFRSETESHERE
(EHERER ) MANRELFERREIEBREZFTES , AU THENERAAETESE
BlIE, BB LEL S EF A DynamoDB, DynamoDB £ E R R UBEIHMHBEAREREX &
BESHFTUAERUAZETMEENABERIEARE. EEAENKENEALZBESNERIE
iF , DynamoDB 2 BB EAEEE S — B EENEMERIIR, FHLERE K SERERERNEE
EEFRASEBTIFTEIFHNERERER, TAEFSINERERR—EATUESEA , RLEEH
EXABREEKETESRAATEREE, BEH  ITHEFSLEESIER BT , IR-FHARTE
AUERET , AITREEEEER,

HREAZEETHER  BENEZERE  BREAEBEESEINDERAAITEER. HE
B-xHHEMAL  TE- SR FEERENNES, ERRAUNIE-THRE  LAERTHEEF
RELZERHIEES, EYTFEEENE, BREERS  UAREEEENER,

REBERZEHFEZRRENTHEEETCTETE-TBHHE, BUUERE S R , Ei6 R 62 /E
AFRERNBEXEMEREHRESHEML, tﬂi‘“TLX“ﬁ_x&i&ﬁ&)#{bmﬁi#‘agﬁ BRI LA A=A
FERTENTEESE, flM, EULBLFRAFR , E—¥NAFRASEES 1, —¥FASEH 2, &
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https://partners.amazonaws.com/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iv-multi-site-active-active/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/high_availability_origin_failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iv-multi-site-active-active/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iv-multi-site-active-active/
https://aws.amazon.com/blogs/database/improving-business-continuity-with-amazon-aurora-global-database/
https://aws.amazon.com/rds/features/read-replicas/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/V2globaltables_HowItWorks.html
https://aws.amazon.com/rds/features/multi-az/
https://aws.amazon.com/what-is/database-sharding/
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BEEHRARES , BRI EHREREESE  ®MBL ITEEENTFEEE, MEFHHEENR ,
EZ2RAERBIL T ERN AWS re : Invent & ¥R,

EANGERLFERIBESDIE , AL RESHEBEYE. LEEHCBIRNEHEERFR
HRIEAE, URENMENES  URREEBELENERENTS —Hit, MEEBERHEE
RPELERR,

AgEHE 5l

. "*i‘éiﬁl‘aﬂ—r EHEBNEATEERERGREINTRMERE. EEFREZH , ERNSEEMRE
A (BERA/FXRSERE) .

- EREBEBREY  BFEEERYHIRER , MEREAFRIERNENFRERIZERS —B0RE.
ERERENHREE MARHENTHEARSRENESE,

- FERX-FMK  FEECRTHEEE  URTRIETNERFREFMFNIEE,

/

BAgiE sl


https://d1.awsstatic.com/events/reinvent/2019/REPEAT_1_Reducing_blast_radius_with_cell-based_architectures_ARC411-R1.pdf
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ZEEER 3 THIFEFHEKMLE

RBELFEEBEEFSPIREEYERMKY , fl0 AWS IR SR, REBEMKRE. F=FHEEME,. 8
RN, BE. 2R, WENZH. ATHRETAERFBEREIFER  TEERFNGTHESZ
B BHEKN ; SEEEMEXEANBILERF, FEERILEN , FFERET RPN FIEME
i, UREREMESEREFIA. ERV4EN , BAZTEERETNARTELESFwE, A,
BYRATHREMREERBERRERN T EEEAR , TERENEFLT | SELTRGHEEVE#
RITRIREEE M B,

3.a: AWS BRi&

BN SEARME | BB T RISER AWS I 1 . EEEBNSEDNE  UREEERS
LR RTEBERZEFBEZ, 0, Amazon Aurora 1 Amazon DynamoDB A LU & ¥ 3ER %
BRIGTER. THEEFEBEPHTHMEESHEEZREME AWS IR Bkt FERDERE
ANBRBAEMERSFER , FREAWS R KEEBE.

3.b : REBMEE =5 MK

BASEIESNABEREEEREMENEEFIA, fin , IRTESRHTSHRBEER ,
A BB AR REN FTE R | LRSI AT A S LM AN BE TEEREFEMENSEREF.
HE , ERRERIER EEEAERNNVBRSE.

TEBETFEHEINHBRH cBETERSFY , YREFESRRH, ERRNARUKEEHMAKMES
BN ERB AN ER K SERETFAERHEDBFNER. AMHEMEREBTERTFEH
HN—s  AUFBLTHRIRTERGHLEEE  SELESHNBUHTRENTEE. Hlm , WREaom
ESMRSHFRENE , NN TEREEERRATE,

TRERBENERIE (SaaS) AR AR, BB EM (SDKs) MEME=FEmMBMKY , WEAKRTEL
MEMERERELIFERANER , BEPRERAM THRAEETEAHEEL THEENTH, ELME
M AREEEANEARINERNBA , SR EABEEMZAWS Secrets Manager , HE AT K&
B=RRIFEMRRFZR (flE0 HashiCorp) , SAKFE EITHIS B AAWS IAM Identity Centert) & 7 BR 3%
Rk

EMRGESEHESRETURSEME. MR SaaS RARAE=SHKUEER AWS BF RIS
HARNETEEHH  FEAESHF  HEEEERERETS LN THEEHTER,

A FEE TS HEAMKMCENRARGE  SINE=SEAER. IREFHBERREES
(ST ) EEAEARKYE  TEEHTREEITEER,

3.a: AWS R °


https://repost.aws/articles/AR02pJIdoARYKX6Rhkdra-Zg/aws-multi-region-capabilities
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/?p=ugi&l=na
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/iam/identity-center/

AWS FEig5| AWS Z @i E AR
3.c: RNEEEKE

DNS BEAEREREES K BRERTEEHERIFHES. RERENFHRERELEH
FIFT BRI PT B A, Bl , MREN THEEHER Amazon Route 53 , THERGIFEFEER |, us-
east-1RTABEEHZBERE P EHHFEHNESMHEKE. MRFERBERus-east-1RATEY
BE-WEY, ITESKEEAREBEREN -y, WREEAS —EREBEME , BEZR
ATHRAEBEELINFEREENER , RARAEEAZESNFERTHES ., RETERXEEA
Amazon Route 53 B KB EFREE , U THRETUARKNINREBEN 5 ZE,

M-8R, BREBNENAEMRESZTEECRELFERNSARITREL. FATEBER
B — 37 IMEBREBEINMRERE-—ERERE | LUBKREERSN NS, HE , RN
BHBLRERE  ARRERFIRITA , PINBRETREETEREFWY, SESEIGLE , WA
ERTHEEHERFimREHEREEEER.

3.d : fHREMMME

BFE. £, WHE. Amazon Machine Image (AMIs), BRGNS HRIRTZEHEBEFMENMEMK
Mo -0, EUENERT , REFFELETHEHERLL , METMEELHEKENES 2BR
BHE®E, fln, CEZEERIFNBHAT , U LBHER (BRREA HEBEH, ) ¥ES
[E]ESER: R ES N

NECHBAWEZLEZRBESEN. Mt—R , NRECBIWENHVRBLERER | ALEERNEE
[ 150

RE , TN IEEHSHBEREFEER  UEETREERSFHENIFEER,

BAgEHE 5

- ZESRBZENESCENERNEE R, BRARXENEESAKEENSRILEDR. #E
BEERAE MR

- FEBEEFEZETERE EREMEKENERTERE.
- PEBEREEAEREETIHSR , LUHRRES [ 15 FF 0L HEE 18 50 F 48 4< 4 18 fn ey AT se .

3.c: REBEES 10


https://aws.amazon.com/route53/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
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