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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://www.oscca.gov.cn/
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/3739
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-cryptography.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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https://docs.aws.amazon.com/kms/latest/developerguide/resource-limits.html
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://aws.amazon.com/kms/pricing/
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/modules-in-process/IUT-List
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/modules-in-process/IUT-List
https://docs.aws.amazon.com/payment-cryptography/latest/userguide/what-is.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-store-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-store-overview.html#default-key-store
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https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-scheduling-key-deletion.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-creating-cloudwatch-alarm.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-creating-cloudwatch-alarm.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-and-remediate-scheduled-deletion-of-aws-kms-keys.html

AWS 75 £1E5| AWS Key Management Service &£ &%

HNERRERZEEF AWS KMS

A EA O] 1 Bh SRR B B RMRE M AWS Key Management Service (AWS KMS) £ & , f|inEEE #
FRAEFANER. SHRMEER AWS KMS BHETE WS ESEH AWS IR, ELEEFNEF A1
BETHRUREESLSR , URBERTAZTEFHELSBVFT,

FEEENRERBR. SRBMEKRE KMS SRS ER , EHERE KMS SIREEEBT
ZiNmE BRI R, NEFRANMRREER KMS R/OABHIMER AWS R, ELER
P E BN EYH SRWM PR HAENRE,

B# , AHStrENAEEAERNPEERFiRNEN I E AWS Encryption SDK , 12t mAIER 1
HE. XHSELTULURE WIEEE NI THERFHRE AWS Encryption SDK,
AEHHNB/TIMEEE

- fEF ME AWS KMS

- BE AWS KMS B SRR

- fEF IR AWS Encryption SDK

A N2 AWS KMS

NERREBHBEFMBENTELEN —REEELE. CEXERARENEREEBR , SABNRE
& —1{8 AWS Key Management Service (AWS KMS) €8, il , Ba A2 EEMBZNERER
KMS £ , AERABNERER KMS £ , ABRBERER KMS £, EHRBERRIAGERE
FERETEEERESEY EERIEEH BT,

® Note

E-EZFXEKVMS RTANBTFRES BEMNESAS AWS B EACHERRE
X, EZEIFEHPEASROBEHEE AWS ki , REH—EFEAEHERNFNAE
MEHMEE. AWS KMS &IRBUIR JSON X#HH4E/NR 32 KB, MR ANREKARE | 55
ZREAAWS KMS RTFHEVZEEER , AESRBERXHHAMEERKE,

O LUREEE - dERARERSEN KMS £ , MTAREKRBEER 2B RS E KMS £i8
AWS BR#., a0 , Amazon Simple Storage Service (Amazon S3) Sensitive PZE M FTE EEH#
FEEREBA 1 KMS £ I13S3-Sensitive, BAILEERNER 2 EM AWS R /SREAER

nz 7


https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_exportfindings.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-organizations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html

AWS 75 £1E5| AWS Key Management Service &£ &%

BEMMEZRASHMTRE AWS R, REFR , 52 SRENE, FHLTHRNBNALEER
K EEREHEE, TIR—LHM

« Amazon Elastic Block Store (Amazon EBS) — & &R BUA N | FIAEHH Amazon EBS B E
MIRBEAFEIMNEZE, AWS Identity and Access Management (IAM) B & F & EEFE R RN
NWHBRESTXENZNEEEREHATER, LIETHRRFMNE Amazon EBS BiRE EWATE
ERHENE , BHRRE, ERNERK. WHELLREPMBNFMENR , 528 Amazon EBS X
- H Amazon EBS MN#,

« Amazon Simple Storage Service (Amazon S3) - IS MBI EF W44, BRIEEBIEET RN M
#18 , B Al Amazon S3 & B B A MRESIH N EE Amazon S3 ZE €18 (SSE-S3) EREZHEHY
o, 1AM EBMAT LAE API LY FRERFEIE L | SR MBN Y4 E{EZE Amazon S3, £ Amazon
S3 i, HEAHIFIT SSE-KMS % , B4 AFEREEFTEMZGRGNRBFIRBEBE, nEH5
B |, /28 Amazon S3 XHHFEARBFIEBNMEYHEHEE SSEKMS, Amazon S3 &
Amazon S3 EFFEESZRIIRHAEYH., NRELYHMER KMS £8N% , K&K Amazon
S3 BREEELE KEM GenerateDataKeyH Decrypt® il AWS KMS, ETAEZ G INEE AWS
KMS R MEENER, EALRE Amazon S3 fFITE S8 | ETALE KIFRIEEH AWS
KMS A, mMFLBRERNBNFHEN , F2E Amazon S3 XHHMEAMEREER,

« Amazon DynamoDB - DynamoDB 22 2 & NoSQL ER ERT , TR AFERRSHMNE |
FEEEATE. BMAEREEATFZE LR ARMNE DynamoDB Bk, A EERHEHE AWS
KMS £ BERHPMEE IAM EAENAG  HEZEBEEERMEFTNRES N REER. &t
A LATEERE DynamoDB BRI R INZRER , iBIEF AWS ZED AWS AN R, HRFESE
RENER (HPEREERTRAAPRNMNT ) , FERBREAWS ERENE SDK EAAF
RN, MELLRE P IMENFMEN , 5526 DynamoDB XH4HHERRE,

A ETEREMNZ AWS KMS

BEENZNEREXEERNEDRE. UTRELRERBNVES

- MREEMFHR AWS KMS 1% |, BIE &% DynamoDB # Amazon Relational Database Service
(Amazon RDS) MZEHERRNA TR, EXTHTERNENEERRERRBRERNARTR AL
F. MEBERNERY , SFLRSIEENHEAZSEFIMNFTFERNSEES , HSEENFERERE,

« Amazon RDS Z& M Amazon Elastic Block Store (Amazon EBS) MZ IR M ER EHBEN TR
BEEME, E&£EA Amazon RDS B A E R EHTERE , Amazon RDS R &KEE M INEH
Amazon EBS HBRERFHRERE, FHREMKE, ERERR. EBRFONEH/RERER LNT
RENFEUCERYERNEHTERREEN KMS S|ETMNE,

ERENR 9


https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-bucket-policies.html#example-bucket-policies-encryption
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-key.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingEncryption.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/data-protection.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
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« Amazon Redshift 88 & , AWSKMS SRV ESRIEE , AREBERBRMZEELERER. &
BEER , B LLUEEMFEA AWS KMS n#., ERERPRE ( MEE ) ERKE , RE Amazon
Redshift EARXNNMEGHEHENTNFEAETURIMXF. EABLELURRELHEENEFATA
HIEAHERREER NS (TDE) k. EXRTAMEENERS , 3 B&ESIEENEMEEFIMM
NFERNSEES , #SEENFEHRERE,

- EBAWS ERENE SDK ( MBELIE ) EENAFREREBRNE , R TEERENERER
AEgfINBXF, FAEREERECZE AWS ERENR SDK WAFIKREFNMERE , BE#EE
BAHBRSME , TRBAANT, SEFIMNFIRNEREENSRENERY , fIMELER
5, MREEEMZMY LIRE |, AIEEEE, BECARAFIRMZER | 5B ®R AR MR
#l , WEIEHMZERNERRE, ECREFERABANMEBEEENEERN RN , fla0 salt , LAt
BIiRmmME X T WE,

BFEBREER AWS ERERBKH AWS KMS BEINETEE, $REERRERNTHEAH B
ERWMUEERRAF RN, EAAFPRNER 6 CEXZEBHENEFIMNIE , flt0 SQL EMRA
R B SR 512 .

£ #1T PCI DSS &Nz AWS KMS

PR Z2MmEES AWS KMS ERLBREMRE , FEaXNFEXERNZ2F% (PCIDSS) HE
Ro ERTEFLUER KMS £|MMEZEEERF R (PAN) E¥l, €A KMS S|RMBER , AJRER

EEMBEXEN-LEHE, I, EER EH KMS £ AWS KMS |, EARVEHURZE A XFHK
ks {:0p o

B AERAEM S AR AWS KMS @2 PCIDSS E3K, flan , tnR&EFER AWS KMS #E Amazon
S3 , BALLi& PAN BRIf#FHE Amazon S3 F , A ASERBH FEUEHI#HRAMRETE.

—NAE K RESHNERERE K BELAREREE. SHEKLERBNEKRINEGER, EXRNRTERE
5 £|RREPCIDSS I BN FHRZIERNWERARENXE , HIEFEAWS KMS FERECEE,

HAFTE AWS KMS 5ERE8E & A AWS CloudTrail , Bt E AT LLUEB#E CloudTrail BEERERZ S8
HAE., 7B , IREEH Amazon S3 RFEFESE | AR EHEZSE Amazon S3 BIfEMVIER ., E
ERARETESKSNBEHRINE Amazon S3 HYIHHNER SR, HRAFEARETESBTIEHE
BRFTE API I AWS KMS , EE2RAVEMNEE. Hit , Amazon S3 ¥4 FEER M API FEIL 2~ &
TBHone-to-one Lb¥ AWS KMS,

B Amazon EC2 Auto Scaling £ KMS &8

Amazon EC2 Auto Scaling = BBt Amazon EC2 #I{TERBIERENEZERK. S G ERARES
THREENHTERE  UEEBEEAEXNER. Amazon EC2 Auto Scaling ERARKEEE AR , B
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https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-db-encryption.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://en.wikipedia.org/wiki/Salt_(cryptography)
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-service-linked-role.html
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BiEMEENGT , TREEESRFPHEE. & E#EEB Amazon EC2 Auto Scaling £/ KMS £
i, B8 AWS KMS SIRBERAAAARBEFACEREL AP REERAEK KMS £ , Hia
Decrypt , BEMELF BEA. MR AWS KMS £MBIRABREHTREN IAM ZRETEE , HIZXD
EREIER., IFNAESRBRP ERERFUUAFFIRFMERNR , 52K Amazon EC2 Auto
Scaling X#H# Amazon EC2 Auto Scaling FHIER{RE, Amazon EC2 Auto Scaling

& AWS KMS S E/ S igtmih

BRIFECEERRSBUFSER | BRIRMTEE AWS Key Management Service (AWS KMS) €48

Wi, flan , AABEEEK. ANRRBBAFER , B EEHIR KMS £, WELETT AWS KMS
REREEEARERSBHRANERER, MRELAREKVS €8 K BERLEAEBHSBHIE

REETXEEDERWIAN  TEAFHEB®WIR,

AER T I SMBWIRERE -

- AWS KMS $iE SRR

« Amazon EBS Rt [EH i8R

« Amazon RDS H £ iR

« Amazon S3 HiE B HEBH SREWER
- EAEANERRE KMS £58

AWS KMS ¥ifE & igdmit

AWS KMS EX E£ A AWS KMS B M S| ELETHBEINE KMS RN EDTRBIR. BREF
ZEKVMS £ , BBRHBIZAN., SFF AWS KMS @it AWS ZE KMS £ SBME,. XK
A AWS KMS @ Fr A LeRAN R GmEN £, RIS SERERZ KMS S| mZE[AER,
AWS KMS T ERFREMEwmRE S|MAME | EZEMER KMS S|ALE. 1A, EEER BRYHE
AWS KMS , IR EREANBZREN EREGME ; TEERHEEMBMAZH,

HR & AWS KMS REBRANZHBRECE/ME , MEABRETUERZMRRERES , At
RBNTERMEMENANREUEDR., MREEERERJHMABZRNBERTRELEESR , RH
BEH T E R RIRER

Amazon EBS it EH &g tmik

BT LMER T 5 H b —FE A %8 #: Amazon Elastic Block Store (Amazon EBS) &l &8, HEBURRA
BN TERE, BBEHENEAEINEE, RAWS ZSELREBTFTAEFIESHBE | BUEEERNT
BEIRAE,

EREWH 1


https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-data-protection.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-data-protection.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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ERAEERMITERER L —EUREERE S —E#KE

1.
2.

o

© © N ©

B KMS 2. WERA , FBHREEL KMS £,

BIHFH Amazon EBS it E , EX/NEFRUEGEMARBRAREBEUERE, SENE | BEER
B KMS €88, WERHA , FSEEL Amazon EBS BEE,

B REHSTHERRUEEEARN A TERN B L. WHRHA , F2R# Amazon EBS #
B [EEEZE Amazon EC2 #1T{EEE,

EREREFNERRKIE  BERRRAUREERIFTHERE.

ERS AR , ERAHFENHEZRRYE  FLATEENRE. NFRA , F2EFTHELA
REN G BT ERE

HRFERUKRE, WERP , FSBHL Amazon EC2 #1T{EEE 5 B Amazon EBS iR [E,
R EHRERREH R,

REVHRERTERER,

IR AR R, MERP , FSEMER Amazon EBS Bk [E.,

£/ Amazon EBS RREES BRI —ERIIREERE 5 —EHRE

B KMS €88, TR , BSRETL KMS £48,
B RIRHRREERN Amazon EBS R, MERA , FSBEL Amazon EBS HRE,

RRBEYMUHRE, HRAMNE | FEELEYNH KMS 2. MFERH , F2HEEIL Amazon
EBS Wik [E.

® Note
BEBENIEESR , BB EFMH Amazon EBS RIFREBER |, ISR ENVIRIEER
Z2HIK.

BIUFH Amazon EC2 #1T1EIRE, WFERA , FSBEE Amazon EC2 #1T1EIRE,

#& IR 2 T BV RERR [E1E 2 E) Amazon EC2 #1TEIRE., WMERA |, 582 B S Amazon EBS Rk [E1E#E
Z Amazon EC2 #{T{EE.

KT ERRREEERE,
BRHHTEBREERERBIYMBR, MFERE , FSEMER Amazon EBS Bifk[E,

Amazon EBS K& i88Ri% 12


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#starting-stopping-instances
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#starting-stopping-instances
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-detaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-deleting-volume.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-snapshot.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-fast-snapshot-restore.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/LaunchingAndUsingInstances.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-deleting-volume.html
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® Note
B DERRBABIAREEERNNZE SR, ERRELFEAEREHN KMS S|MER
BB | St LU RERZE S Amazon Machine Image (AMI), MEFMEF , 552 Amazon
EC2 X4+ Amazon EBS fl1%. Amazon EC2

Amazon RDS H £ i@ s

HRELRH , §l20 Amazon Relational Database Service (Amazon RDS) , B iN# 4 ERIE R A
B =t AWS KMS, £/ T 58 RRE Amazon RDS EREHITERN SR,

it Amazon RDS EH EM KMS &8

1. BYFRMMBEMENRR. WFERH , 52H Amazon RDS XHHPHEEF B EH.

2. BRBERIFHORE, BRMNE K BEEHH KMS €88, WERH , FSBER Amazon
RDS HWE R ERR,

3. FAFNMNIRBREILMHN Amazon RDS &, MHERHA , F2H Amazon RDS XHHHERE
EREHNTEE, BBER  EESERAFHN KMS £18,

4. BBFERENRERETNER.
5. MHMERERRIEERR.
6. KEEREBEREERETWIRIMER, MFRA  F2EARBGELEANTEE.

Amazon S3 Fi[E EFE BN £tk

¥ Amazon Simple Storage Service (Amazon S3) , EERFEYHHNNZELE K CEEENNEEY
#, ECEEYHE  SEEEARETHBEENNMNEZSR, EEYISYHRTHRE , BT
£ Amazon S3 Batch Operations, FEEBEREDR , SHEHEREE , EEFNMERE. Bl , &7

BUEIE SSE-KMS I8 A keyldo

HE , B LAMER Amazon S3 #HEEIHEE (SRR), SSR Al LAE#H NZ & ¥4,

FHAEANER R KMS €18

AWS KMS ~ &R ERMMEEAN SR/ L, EEEAEANSRMBHRER KMS 88, BLEAFH
WmIRTIR.

Amazon RDS £ i§#Rif 13


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ManagingManualBackups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CopySnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CopySnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_RestoreFromSnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_RestoreFromSnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_DeleteInstance.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/batch-ops.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html#srr-scenario
https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys-conceptual.html#import-keys-protect
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html#rotate-keys-manually
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html#rotate-keys-manually
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{E M BIZEE AWS Encryption SDK

AWS Encryption SDK REEAERNFEEAFRMNENEATE, BXEEAR
Java, JavaScript, C, Python MEMERRFES. EHE AWS Key Management Service (AWS
KMS) B4, BMaLUSEAERIN SDK , MEFESZE KMS £18,

FRAKTENEZERSRFHZEERAERNNER, FEHELE RESEHEBTREFRWRR ,
KEMREEIALHERRER. NEEHESWRIWFMERNR , 5528 AWS Encryption SDK X 4
B E R S BIRE,

ERERBEA I, FZE TR AWS Encryption SDK :
- B EBEN REETRRSFRMEZER K SEEELRENAFHMBER AWS KMS ?

- BRBERSRBARNEZEMRA PRSI , IRMNAHATIIEE?

- 2R EH{bfit-for-purposefI INFEXE , TEEEBESEBNERARA ? ZEBEX AWS ER , Hl0
Amazon S3 A FimnZEMAWS BRI ENE SDKo

ME RSN ERRGIEBEERSHFMER , FSH AWS Crypto Tools T#,

& AWS Encryption SDK 14


https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/aws-crypto-tools/
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HWE S MERERKREER AWS KMS

EEMH B AWS Key Management Service (AWS KMS) , &4 E#EH AWS o] AR B MITEE RN
BAER, BRIFARREMUKTATAERRIER , TRMEM AWS ZFEAMEETA KMS £8HFFT. &
EFEASEE KMS £RVBSRBEEBHTT. AEPNFTEERLEXEEL |, BRI BT AL
AWS KMS ZEUZ Bl SRR B E B .

AEHHNRTINE D NFREEEE !
- AWS KMS £#BUEEH IAM BUE
- WREKERFFA AWS KMS

- WAGHEFEIES AWS KMS

- WEBMHRFEURS AWS KMS

- WINEAZS AWS KMS

- HED B AWS KMS 551

AWS KMS £ B IAM BUR

EIE AWS KMS ERFEENETE LR ERMFER BUR, BURRHIRHLE = 88 7] L7 EUHRLE &R Y 3L
E#EF AWS ldentity and Access Management (IAM) &4 (A&, FREHEAIAC ) WBERB
ARUS S RERNEBER., EEINERN IAM BRBAUERAERNEER, KMS RHEIR AWS
KMS BURBASIBBUR. BRT IAM BUEEHM AWS KMS £#8BK 25\ , AWSKMS EXERT. BF
REFETHEBANFERERTT. BUUERART , ¥ AWS IRF SHEHAM Y IAM TRBHERKE
BR&EI KMS £#87FE AWS 1RF,

FiE KMS £REMEESMBER. MRERERM , FAE AWSKMS B —1fE. AWS KMS EAH
BRERBEEREER AWS KMS 2 EHER AWS KMS API B £RMBMTE. RFZER
MEFARSHEE , UAFSEBESERREFITNER, EHEZFSERESRERER IAM BE
HSREE, INBIEE FH IAM BEENESER AWS KMS |, 88 AWS KMS XH#HH#H IAM B &1E

%

B ERASBBER , & IAM TRNBEZ RGP BB, SHUUAFEASRBRERS 2 BBUER
REERE, EEMN—EERT , SRBENE P EBERBLAEEFEN , UARRHEINEMEMER
BEE |, BIanERFS 4 5 BUER (SCPs), BEIRZEIBE RCPs) EF I 5ifR, MBEEFAMNRE KMS €871
ERIREHR , EXL  EXEFHFENR FEE, NFELERSRHINFRERN  BFSE XHFFH
AWS KMS AFFHMIRFPFHNFERAEFEA KMS £,

SMBERM IAM BEE 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_id-based
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
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ERAER AV 55 DRERARSMBFREHY KMS SHOFR, BT ETURELRRREE
A, AEHE KMS SMIER. SBEASHBREEHE KNS SRNER  SARELALK
RSB 5 5 BEE, SAUSERA AV BENSBEERER , TS BRETHREEA
SiES N

BREBCRE | FRAGHEBMANIES  REFATHITTIIEE

o E¥F., BIXFME IAM BEER KMS £8EE
- REAE, ACNBEEEENI B P> BBER
« # KMS AWS KMS £#8EEMN 0 L RBUER

- BENKMS TREBURT - BERECRAEA SRV EHYE KMS RNEN , ERESREKRE
IAM BURIE S |, BEZREMEUBERNED. BERERF  UBEFMRANBE. REEFE
BYRBE LE TR BUER

« BIMEX IAM B - ATLUETRE | UL IAM TREHEECRIERHREFRESE
RER. AERERLT , TUAREERAERBSREE T, MRBRLEEERER  CFEHE
AWS % LIEHES S|ROFIE,

« RIERER KMS EIRHKREE - IRAERENEAEMSSRBERNFEE |, I aTslg®
T, LUSEF AT ZIRAGIETR A AWS IRF = ZFEA.

o REREN IAM BEREE - IRAERENEAENES - AEFEEHAREERTINEAE
B, FATREABCHFFR , YRELN IAM BER, S|BER, KMS SRE~RIHHME AWS &
IRARRE

FmEEEEAS KMS £REESMN IAM ZRMEEBN IAM SEeNMERE. ERBRNELLRERE
MMRHEE, MREFESFAEREFMKVS ERNEHR K FRATNEESIRCHEEMALE
MEMEE, TARHEHT  BRRENNEEERTA. RABZEREEMRA AM Z25EEK
WERATHEAERMIERBEAESR.

MREHEBYBRBTAEZIANER  AEFTEFINEZRIAREEE  EZLEBRTHHA
IFREFRFIAY A, ARE R ALV NAE KMS SRMERMNIRFF , BT MURFRENIRFEF, MRE
AEAM KMS RAURTRENIRSEF , AIBRTRF2H  BELERESIHBEK. BRFEEHNNE
B AAGSAFUYAPI REYRT , YETBERER FRAATMERT.

BRIFESMBER, |AM BERH R FH AR LT ERFHIER KMS iR , BRMEM AWS ZFEA |, 21
WREREAENSRENE  WMREEMFA, LM, BEXEBNRERAEMSER KMS RH
BONFEE  SREMGERR  URFESRMTE, FERRLERE  FEE TSR :

SIBBERA 1AM BUR 16


https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying
https://aws.amazon.com/contact-us/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grantee-principal
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- BALATEEANERHETRN KVS £, ETHBEs Rl  THEEHANSBBUR
HPI25MUTREFIZERERN A B ENBERRRR., EtERR , MRENFEHEEN 1AM &
AER, HEEEHRERN S 2 REFHN IAM BEEFIEEN S , MAREELRBK AT FIX
TR,

- BALFEEEERENEFINERERTANFIRER, 620, A Amazon Simple Storage
Service (Amazon S3) , ERAE B X EERTEENT A4 8EFE Amazon S3 R MEN 4. HNEF ,
MRERAEHEARBEL KMS £ %M Amazon EC2 #I{TEEEEESNEFE ( #H RDP &
SSH) , BIfF A E M A EREERR T ERFIEHR,

@ Note
AWS Bk fEM B AWS KMS T ERIERELRMENF ( RFTHINE D # 5EEEFEUN
BEXF ). W, MEXFZTERAR AWS ERPONBHNEERRE , RAFMARERELRR
R EFEERIF NIST SP800-88 EREMKIHK.

W &K REPRFF AT AWS KMS

HR KMS £ReREHRES , ALEBRCEEREERFRNERR, ELAEESRIEK , TIRY
ITEBMENREFTT. AEEEHTEEREMS D EBRE —SREFFIE , F 25 KMS I|BK
LA EE (kms:*), MREFHEIERS D EBEREEF A, FRFIFERHEIL IAM BERA A HE
I AM X8, YERBREE,

MREERFAFERBERNEG 2 RBERPOABEBHE (kms: *) , ERASERHESR KMS £RHEEM
EAFA, FAREREEY  RABRBESELFIBRERENETA. ERBUAKFIEIRIEH
EESWNETA , UAREEAZHNS|/NETA. EUNEBESMBERT ARG TR , SRHE
B BEBRNERRUTIRE, SO ER R SWBRRBIFFA, Fl , MRFH AP FFAUAY
ZREAEBRGBRAPIEENRR , LA LUER aws : PrincipalTag RAFFATE B,

WE T HEBRBRA X AR A AWS | FF2E 1AM XHEPR BRI GEE. RMIESEERBR
RenmBElEE  UGPREBREESEAYMRNEE , SINREHFIRBETEFIRN IR,

® Tip
EIEEREPBEEAENE , BFEH AWS Ildentity and Access Management Access
Analyzer (IAM Access Analyzer) ##B1&7E IAM BUER P E A &IKRERET

RIKREBRET A 17


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudwatch-alarms-for-cloudtrail.html#cloudwatch-alarms-for-cloudtrail-iam-policy-changes
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/kms/latest/developerguide/customer-managed-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/rbac.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html#introduction_attribute-based-access-control_compare-rbac
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/kms/latest/developerguide/abac.html
https://docs.aws.amazon.com/kms/latest/developerguide/abac.html
https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-cryptography.html#symmetric-key-0ps
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https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_access-denied.html

AWS 75 £1E5| AWS Key Management Service &£ &%

WERIREEREER AWS KMS

EAIFESR 2 7 ## AWS Key Management Service (AWS KMS) £ m A, MEMAENEEI
Do ERBMRHE AWS BRETENRZSM, WEME. TAMMMEE. AWS RHMET ERER
KMS £ AWS KMS #1E, AERAMARENMEAELTE  UEEEh T HENRE , WEE
KMS €38 EA1E M.

REFRR TSR MEE R 5

- £/ B AWS KMS #4 AWS CloudTrail

« {8 IAM Access Analyzer E5#2¥ KMS £V 17EY

- AWS BR# £/ B E M A MEERE AWS Config

£/ Amazon CloudWatch B /REE KMS £8

« f£ Amazon EventBridge B E{t 5 FE

fEF E59E AWS KMS 4 AWS CloudTrail

AWS KMS EEE Z&AWS CloudTrail , EERBAIGCHERAE, AEMEM AWS KMS # HFTE
n AWS BR#. CloudTrail E#4¥f WATHE APl BEIUEEER AWS KMS B4 , @ERE AWS KMS 12
A. AWS KMS APIs, AWS CloudFormation AWS Command Line Interface (AWS CLI) 1 #9FEAY
AWS Tools for PowerShell,

CloudTrail @528 AWS KMS B®E , DIEMEERE , 0 ListAliasesH
GetKeyRotationStatus., BHEEHEE KMS £BHNIRE , fl

CreateKey# PutKeyPolicy, and cryptographic operations, such as
GenerateDataKey#l Decrypt. B &L AE AWS KMS B IR/ , Fila0
DeleteExpiredKeyMaterial, SynchronizeMultiRegionKey, DeleteKey#l RotateKey,

B CloudTrail AWS 1RF B , &/ LR CloudTrail, RIFFER , SHELCHESRMBE

90 X7 HREEMEEEH APIEBN TRE., TS, AITHNTTEREE AWS BE, BEEER
FERGEIR 90 KB KMS €@ FEAER , BFEEA B CloudTrail JEHE AWS RE, MMREEHE P&
## AWS Organizations , BRI A E VEBIEM NS4 ERIFHE | SAicsk AWS IRF BB ATE
B4,

AIRFHEBEER <& , B UEREM AWS BRI RKEK. SN EBEECRENERTHNE
. Bl |, EA BT T FIENE -

Bty AWS KMS #24E 21


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/query-event-data-store-cloudtrail.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html
https://docs.aws.amazon.com/athena/latest/ug/cloudtrail-logs.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/understanding-kms-entries.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-eventbridge
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html#access-analyzer-kms-key
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html#access-analyzer-kms-key
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://github.com/awslabs/aws-config-rules
https://github.com/awslabs/aws-config-rules
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config-rules.html#aws-config-rules-evaluation-modes
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/control-categories.html#control-category-protect
https://docs.aws.amazon.com/config/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/kms/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-events.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-events.html
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https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-managing-costs.html
https://docs.aws.amazon.com/cost-management/latest/userguide/create-usage-budget.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-key.html
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
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https://docs.aws.amazon.com/aws-crypto-tools/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/privacy-reference-architecture/introduction.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-and-remediate-scheduled-deletion-of-aws-kms-keys.html
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