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4. Create Aurora Secondary DB Cluster REEHEESETIHELS BN Lambda BEE,

5. Resolve import Lambda BRE&®"! import <export-variable-name>"f&#7BApp-
StackXR B CloudFormation S4B KR (E,

6. Delete DB Instance Lambda BNEEMKR LRI T ESHITEE,

7. Check DB instance status Lambda BRE{&H#ZE , Delete DB Instance statusEZIM
BRERERL,

8. Create Read Replicalambda BHEERURFEEZEFNEREHTER K TREEBFFEL
EHFERER,

9. Check DB instance status Lambda REEREEMHBINEARERESTEEME, ERE
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l

Resources
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ResourceType |
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FailoverElastiCacheCluster | PlannedFailoverAurora UnPlannedFailoverAurora PromoteRDSReadReplica No-Ops

End |
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{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysqgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
I
{
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}

SHFHAEA

TFHRERDR Orchestrator FAILOVERAREEHESSFHAMNSH,

BYER Description FEHAE

layer (XE : 8F) BREFS, EMITE2BER 132, QULEE
2, RAXHTEIBPE
ZNMEER,

BR (SE . FHET)) B — layer AWFTEEREE c
FATHAT

BEFHER 6



AWS 5 &5l

BEt EEABNERIER DR fRG R AWS

BHER

resourceType (RE:ZF
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resourceName (M :F
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BW (ME . THEH)

DR 888 &

Description

ARERERNERER

AL ERFTBHERER
EmiEs

REBEHAIEODE AWS &
NERENSBRE

RHE

"resourceType":
String",
"resourceName":"St
ring",
"parameters": {
"<paraml>":"<!Import
cft-output-1">,

PromoteRDSReadRepl
ica = FailoverE
lastiCacheCluster

Promote RDS for MySQL
Read Replica

{

"<paraml>
":"<IImport
cft-
output-1>",

"<param2>":"<!Import
cft-
output-2>",
}

B —EEEEE (us-east-1) BiEEF , 7£f DR EH 2% A DR Orchestrator FAILBACK #k
REMEER, BN EEREE (us-west-2) EABIMNEEEFPEI Amazon RDS HEAEEUE

A, RS EM DR Kig, HRERFENEH , BT UERRSEIE IS EHELEE , ¥ E

e,

DR 1825 &
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Resources By

\

. ResourceType

— s

: L a8 4 % : 2
CreateRDSReadReplica CreateAuroraSecondaryDBCluster ‘ ‘ No-Ops

!

y -..,\\.
:" End |

L

MRS JSON AN BH , MTIEXBAR

"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateRDSReadReplica",
"resourceName": "Create RDS for MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn",
"SourceRDSInstanceIdentifier": "!Import rds-mysgl-instance-source-
identifier",
"SourceRegion": "!Import rds-mysql-instance-SourceRegion",
"MultiAz": "!Import rds-mysql-instance-MultiAz",
"DBInstanceClass": "!Import rds-mysql-instance-DBInstanceClass",
"DBSubnetGroup": "!Import rds-mysql-instance-DBSubnetGroup",
"DBSecurityGroup": "!Import rds-mysql-instance-DBSecurityGroup",
"KmsKeyId": "!Import rds-mysql-instance-KmsKeyId",
"BackupRetentionPeriod": "7",

DR a8 & 8



AWS 5 &5l BEt EEABNERIER DR fRG R AWS

"MonitoringInterval": "60",

"StorageEncrypted": "True",

"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"Port": "!Import rds-mysql-instance-DBPortNumber",
"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"

DR a8 & 9
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Aurora #REEF Step Functions AR&E

REHEREBENMEEE Amazon Aurora BENSERFNREHSE, BEEESRELALEHER
B,

@ Note

ATEREW , ER/GIFERT Aurora MySQL REMA, ¥ Aurora PostgreSQL &AM
K, BULERELNS R,

= Yl 2B
BEAREE

EREMRET , CELEEMEEREHE LN Amazon Aurora B MySQL HHA N £ E R E (dr-
globaldb-cluster-mysql). B EE (db-cluster-01) PEIFE—EEREEE AWS EF
(us-east-1) URMHEBEEVEAIEESH ., F_EAERESESE (db-cluster-02) EEREEH (us-
west-2) FE , UfARHEEIEEE,

BRTIRME DR ERAERZH , BRETUSBENEHNEREXRAEELAZTREERELEE ,
UBALETEEREXEENES, ELEEETNE—EHTE —ERBdbcluster-01-usel-
instance-1fdbcluster-02-usw2-instance-2M & B EHITEE,

SRR

EiBE A Amazon Aurora £2IKRERE |, BRI LEEREHRBI KB K HPER, REBEFREE
FREREBEZ (RTO) MEREBEE (RPO) WERME, MEFMENR , FSHTE Amazon Aurora
SREREFFERY RSB EHBE,

£/ Aurora £ ERER , EMETRNBEBEL L -

- Y (ZEENFEIRERE)
- REBE (FIRNRERE , SHEBMAR)

th#

BIBARZERE  (INRFEZENHAREBNREEF. SBERAIENTIRERE , BN
#% Aurora £ ERENTEERNEREENENIEF —EREED. AMIRESFIREERE
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EEHEITTERERSERE , At RPO B 0 (FBELXER), BEEE—STH , FFSEHEIT Amazon
Aurora £ K& Bl ERER,

#Rdr-orchestrator-stepfunction-FAILOVEREEM S EEHREHBEWUA , ST EEETHR
FEFNXREESE (us-west-2),

EEHTHEIR BT TIEME

1. BN AWS BEEEIEA,

2. % "B, ¥ A DR B (us-west-2),

3. BIEE "hR#E. , REESE "Step Functions. o

4. BEFRdr-orchestrator-stepfunction-FAILOVERRE#EES,

5. &2 [BAHR#HI1T]) , REBEEInput - optional BEHE AT %I JSON 2R 5 :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "PlannedFailoverAurora",
"resourceName": "Switchover (planned failover) of Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier"

}
}
]
}
]

}

6. Ahdr-orchestrator-stepfunction-FAILOVERREEM B S E RER B A
PlannedFailoverAuroraMySQL , ¥ ildr-orchestrator-stepfunction-planned-
Aurora-failoverfREEHEER IR TEHE Aurora £ & BE,

ik 11
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e 7

WEER Aurora £ R%E

BREEBERE

BIER I T

DU

Lambda BRI MR 5B E
152 £ Boto3 APl , LIRS
B Aurora &I ERIE,

Lambda BB S MY REAR

£ Boto3 AP| RigEREBHE
HYARRE

Lambda B &gy
send_task_ 5% Zh Boto3 API ,
b 46 B, Zh FE L 53k [E1 SR RE A
8%, DR Orchestrator
Failover

HHEE

{

'GlobalCluster': {
'GlobalClusterId
entifier': 'dr-globa
1db-cluster-mysql',
'GlobalClusterRe
sourceld': 'cluster-
cce7f9bec2846db4 ",
'GlobalClusterAzrn':

'arn:aws:rds::xxx',
'Status': 'failing-

over',
}
}
gk, A

H7x /83p1e0 TIKLLEF 7 H
9 7t 1 RiCdLtd . dMccoxIzF
hglsdkzp

8. BEZF Amazon RDS F# &, £ "R, T, Aurora £EEREMEK "TaJH) 884 T

=R T TS

9. ARdr-orchestrator-stepfunction-planned-Aurora-failoverRE#5E K% , © SR
ShEBEEMIr-orchestrator-stepfunction-FAILOVERREH,

T
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| FailoverElastiCacheCluster 3

HEEA L, RERE (dbcluster-02) WABHAERTIERS  ARECEBEFATIEALESR
HRMEK, RIBEETEEE (dbcluster-01) WARRESIARERE,

FHEARERE

ERDEIERT , B Aurora 2IRERETREEETEEREPBRENTE AWS EiF, WRB4E
R , B EE Aurora ERIEEEREEASHTHEELIFER K MEEEENREEECANEER
BlgEl, ZEKE#ER (RTO) MERIEXL (RPO) BRERE , FREMNTEESREREYEE
Aurora £ ERE, WHEFHMENR K FSREEINPEHRER Amazon Aurora £IKERHE,

A Aurora 2B ERETENERRERE  TRITEINNRERE, EUTRINAREBEZ
Bl , BAEFLEE Aurora ERERE LHNERAEXB A, BENTEKREBE R K FENRERRARE
AUBAFTNEIEENERSE, EEFZAPURBLEEEER. IRETEFAROHETEBEREF
MERLRE  ELAPRBRERT -,

EBHTENANREBLHE | BFFWURdr-orchestrator-stepfunction-FAILOVERAE#ERS, 7EIt
gl , REELE (db-cluster-02) ERBEAMEN DR B (us-west-2) H,

ERYTREBE BT THIEME !

1. BA £ A,

2. % TEig, ¥ A DR Eff (us-west-2),

3. BIEE "R, , AEERE "Step Functions. o

4. BEFiRdr-orchestrator-stepfunction-FAILOVERARE#ESS

FHENRTERE 16


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-failover
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5. 1B [BHEI1T]) , REEInput - optional ERRFPE AT JSON 2
% , UnPlannedFailoverAurorafl FFT’R resourceType :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "UnPlannedFailoverAurora",
"resourceName": "Performing unplanned failover for Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",
"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region"
}
}
]
}
]
}

6. #ARdr-orchestrator-stepfunction-FAILOVERREMBEEVE RIE
&  UnPlannedFailoverAuroraMySQL¥fDetach Cluster from Global Databasefdr-
orchestrator-stepfunction-unplanned-Aurora-failoveriREE#IA AT,

( Start |

;"‘5, Layers (7
l L Iteration #0 J

Resources [
Iteration #0 |

’ FailoverElastiCacheCluster i PlannedFailoverAurora ‘ UnPlannedFailoverAurora @W PromoteRDSReadReplica 3 | No-Ops

FHENRTERE 17
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7. tkTDetach Cluster from Global DatabasefEfE&#®&iHEREHHEH (BR) REEE,

8. REHLKE (dbcluster-02) BERAABUEE , YA RHBENEAIEESH,
9. ARdr-orchestrator-stepfunction-FAILOVERRE#E B 5T Ko

FEHENREBE 18
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N 4 \ 4 !
}' FailoverElastiCacheCluster i i PlannedFailoverAurora | i PromoteRDSReadReplica |
i | | H | |

10 REHEE (dbcluster-02) B¢ Aurora £ EREFENER , YRABIUESE , URHBEIVEA
SR ILEAH,

MEFRECAER , KEERAFTNERRI , BAEBAEEEEELINE L Aurora DB #E,

RigE &

R (RFENSEH) <& , FEDNESKENEREEDRE () TEMLE. FREIHF

fi#% SRR ERRENEIEESIHIEE Aurora £HRERE, EXELAREENETEEEMBRRSE

MENERSE NI EESEVHNENERSE K RREASEENRETEBERFRI)IEHNE
ENAG,

E AR ARG ERIE S ERSERAITHEEER.

BABFEE YW Amazon Aurora BRIEZEENEH |, DeletionProtectionAEBBRIE
FEEE (us-east-1) HfTDR Orchestrator FAILBACKiEE#ES K HATCRMERAEIL
HDeletionProtection,

DR Orchestrator 2% Aikdr-orchestrator-stepfunction-FAILBACKAEH#ES B EH{L MIBRIEA
EENSE YERFEEGHEIHESE,

ZE{EHDeletionProtection , EHIT T FIENE :

1. BN 84,
2. % "Eig, BFALIMNEE "EHE, (us-east-1),
3. BEF Amazon RDS £# & , EREE AR (dbcluster-01) , REBREFB N,
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html

AWS R3] EE{L L BIBIL B DR BEAS R AWS
4. 7% [MERBAFE] T |, BER [(RUAMIBRRTE] LT3, REREEF [BE].
5. BE MAER] , RREE EREE]

MDR Orchestrator FAILBACKREMEREER —EEEREH (us-east-1) WAREEIEEFHBW
Ao

HEHTREOE  FUTTIERE

1. BA A,

2. #% "EiF, BEALEWNEE "[EH, (us-east-1).
3. BIEE IR , AARIRE [Step Functions]o
4. BERHRDR Orchestrator FAILBACKREM#ES,
5. 112 BBEI1T]) , REEInput - optional EERFEA TS JSON ZRXTE :
{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateAuroraSecondaryDBCluster",
"resourceName": "To create secondary Aurora MySQL Global Database Cluster",

"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",

"DBClusterName": "!Import dr-globaldb-cluster-mysql-cluster-name",

"SourceDBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-source-
cluster-identifier",

"DBInstanceldentifier": "!Import dr-globaldb-cluster-mysql-instance-
identifier",

"Port": "!Import dr-globaldb-cluster-mysql-port",

"DBInstanceClass": "!Import dr-globaldb-cluster-mysqgl-instance-class",

"DBSubnetGroupName": "!Import dr-globaldb-cluster-mysql-subnet-group-
name",

"VpcSecurityGroupIds": "!Import dr-globaldb-cluster-mysql-vpc-security-
group-ids",

"Engine": "!Import dr-globaldb-cluster-mysql-engine",

"EngineVersion": "!Import dr-globaldb-cluster-mysql-engine-version",

AEEEE 20
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"KmsKeyId": "!Import dr-globaldb-cluster-mysql-KmsKeyId",
"SourceRegion": "!Import dr-globaldb-cluster-mysql-source-region",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region",
"BackupRetentionPeriod": "7",

"MonitoringInterval": "60",

"StorageEncrypted": "True",

"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"

6. AMDR Orchestrator FAILBACKREHATEENE R B CreateAuroraSecondaryDBCluster , It
FAAMdr-orchestrator-stepfunction-create-Aurora-Secondary-clusterfE#,

7. Adr-orchestrator-stepfunction-create-Aurora-Secondary-clusterfE#ss /R

BWEERESE (dbcluster-01) FMBRIEENEE (us-east-1),

BEEE 21
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_____________ —

ir Create Secondary DB Cluster

[ S

i Check DB Cluster Status i
I |

-

1
I
|
I
’
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8. MIERFESE (dbcluster-01) # , MEBKBEHEENEHTER - EEUFTNES
(dbcluster-01) , ¥i§ Aurora £HEREMARXEES  URMHEBITHEAR.

i Send success token
|

e
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9. REEETWMA 2% , MRdr-orchestrator-stepfunction-create-Aurora-Secondary-
cluster BB ETA , WAFEZH Token EIEEARDR Orchestrator Failback#E#ss.
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End
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10i4kdr-orchestrator-stepfunction-FAILBACKREME T MK

CreateRDSReadReplica

1187 LATE Amazon RDS F#2& L% Aurora £EKERIE,

NRERERTEEREREENENS us-east-1, BIFLURR TEif, —HPRINVSRET.
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CIE PR S

REXBERHFZE , BHRE DR AR EEEXPWNIE REIT, Amazon 1 Amazon RDSAurora &2
}E3R 88 ElastiCache, ZEAIRMBRAR , BB SCORFREHFBRS , WE LBBEHERE AWS,

SeIR IR

- EBAWS IRFEBFB LR R,

« ¥ Amazon Simple Storage Service (Amazon S3) fEFETEEMEF T , BARAWS CloudFormation
AR EANER.

- f£iE1IDR Orchestrator FAILBACK#RREHEZ I
o FEIEHRDSHITEBRIE N Amazon Aurora ERIEEE | A% {EHDeletionProtection,

« MRETEMITRAFRRE 24 (RCA) , FFEMER Amazon RDS #1T{EER S Aurora E & B
BERERE,

BR 51

- DEETAMNZEENSEERESIZBRNIEREAMEMTRE AWS B, NEBRFEEEIENE
A RAMNFRES , F2RERSEHRBEIER,

- WHERFREEATEENEHTERE—EEHEBERERETIR. WREEEFRA —EULNE
HEBERELX  BEAEIZRMRAR , RAEBEEEREFERF.

« ¥ AmazonRDS , ZF RS REXZFLAIT5|E . ZRDSH Amazon SQL , Postgre RDS SQL Ky
Amazon #l Amazon RDS #J MariaDB,

EEFHIERE AWS

FEELRTRERARERENEESE DR BRAR AWS |, B LARDSAFKKISQL. Amazon Aurora
FEHISQLIE A RRAF Amazon ElastiCache (RedisOSS)- £ k&R EHEH B EHE, F£H aws-cross-
region-dr-E{3%E GitHub ZEApp-StackREADMEX R ERAA, TELLEEHIH  £E TEiE, Bus-
east-1, XE "[EiH, Aus-west-2,

FERARENHEBMER [ AWS CloudFormation i ] EE2RE i DR Orchestrator Framework {8 i 89
AWS 28 , LESLERENREBENAERE,
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
https://aws.amazon.com/free/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.AuroraMySQL.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html
https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/outputs-section-structure.html

AWS 75553 B BNt BB EREL DR BRTTE AWS
AL,
FREEE

EXREHERERENAEREMN DR Orchestrator RBEEMZE,

AL ER LUZE R (B RPO # RTO ?

WEEBEERKEBE (RTO) MERKEZ (RPO) HWEH ,
AWS,

:I:I'ﬂ

2F BRI EN R K HE R KR

&R AWS CloudFormation [E H 88 ?

A, BA LAERELL JSON & &5E Amazon Aurora 235 E R ES Amazon RDS & ¥ EH T EENE
(Bl . - "RDSInstanceldentifier": "rds-mysqgl-instance")s

FK AT LA{E A DR Orchestrator FAILOVER T{ERERBEEREZ
AWS BRI EE ?
=, BuaUEmAZEERTEESEER , LAEBRESZHE AWS ERE, THEXNBEHIERFIT

A5 Amazon RDS for MySQL £ #FEEUE A Amazon ElastiCache (Redis OSS) £ & #1F 1K
& :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
},
{
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",

"parameters": {
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
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"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}

#1T Amazon RDS #J DR Orchestrator FAILBACK AREEHEESEE | 0
{3 % InvalidParameterCombination 535 ?

FERNTBYFA

"errorMessage": "An error occurred (InvalidParameterCombination) when
calling the DeleteDBInstance operation: Cannot delete protected DB
Instance, please disable deletion protection and try again."

EERGENR  FEHTHREMEZHEH RIEN RDS #17#HE., DeletionProtection DR
Orchestrator FAILBACK

ﬁﬁ Amazon RDS £ DR Orchestrator FAILBACK #RBEHEESEF | 20MAE & InvalidParameterCombination 29
§HER ?


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
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BRED R

B LAE A DR Orchestrator 848 , TRAB R EBR BN RER BT 2o B ERF, fl, £DR
EHHEREBAERER , B EH EHIEARAEMES | DR Orchestrator FailoverBUEIBEF
BB {FiX Amazon Simple Notification Service (Amazon SNS) 41, —EREES , REBETERHM
SHR%,

FEREAREBE B AE DR Orchestrator R#EEES |, LUE#§ DNS AR EAEX BRI ERE
YT EEE NBEEAVHT IR

IERBMERAWS X-RayiBHEREUGETE RTO WA BB EFERE, BN E X-Ray EHBRERE
&R
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
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AWS FZEiE35| Bt LRI ERERN DR #RAFE AWS
=0

« AWS [BiF F AL E R EFERERE % (Amazon ElastiCache (Redis OSS) X4 )

+ £ Amazon Aurora £ ERERFEHBEBE (Aurora X #)

« BE{t Amazon Aurora Global Database i S EENETEIF IR RELE (HEBRXE)

o KEEE . 5 Terraform B9 Amazon Aurora £ ERIERN 3 EREBERN (F 2P0 ) (3
ERNE)

- BRERE EHXBEFRRE AWS (AWS HRIESIKE )

« £/ DR Orchestrator Framework ( FR#E5IER ) BB EERBAEBENSEEEAWS
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
https://aws.amazon.com/blogs/database/automate-amazon-aurora-global-database-endpoint-management/
https://aws.amazon.com/blogs/infrastructure-and-automation/disaster-recovery-failover-scenarios-aurora-global-database-terraform/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
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M AR S RO 8%

TRERTAEENEARE, MRCBRIBERRENRNEAN , TAFTH RSS HE,

g DU B

R H iR — 2024%5A3H
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AWS 5 &5l

BEt EEABNERIER DR fRG R AWS

AWS R g IR EIFRARR

AR 2 AWS Prescriptive Guidance I2tHI KRS, IERAMEXPEAWMEE. EEERER

AR

RRARHRAZRERER,

&

==

%

7R

A

BERAEXBZEERN tEERBERRE, BLREL Gartner £ 2011 FHEN SR AER 3

FEUTAR .

- BER/EFEE - XOMNAEREENERBBEAREN IS NELEE , URSEEME, XM
AEEM. ERESRBEFERRNERE, &6 : SENEIBIE Oracle ERE BRE
Amazon Aurora PostgreSQL &R Ao

- FERESR FHHER) - BEARXBEER , Y5 A —ERENECURAERINEE, &6l &
BRI ZRE Oracle EXE BB ZE B #Y Amazon Relational Database Service (Amazon RDS)
for Oracle AWS Ei,

- ENRE (BEERE) - URETEANER , BEREMRRELE SaaS BH, bl : BENE
FRARERE (CRM) Rt B#ZE Salesforce.com,

- FHEN FBHER) - SEARABEER , MAETEAEEUNAERIIEE. 86 BEW
RIBEE Oracle ERE BB E F EC2 #1T{E £/ Oracle AWS Eif,

- EFHE (ERMSERARSRENER) - KERZRBEER K BETBEVER. EEEA
BASBHRERE, BAUKARBEADFEFEEBIEEFENERER, &6 4§
Microsoft Hyper-VIEERREX BB ZE AWS,

- RE (EFRR) - SEARARBERRRED, HYRoETEEZERNERAESX , BR
FERBZTHEILEEINR , URECRERENEREAER , RARBEXRBEARETERS,

- K- BREAIBRRFREFTEFENERAER.

A2A Agent-to-Agent)

Y EAEKE RARREEEB Wagent-to-agentit B S /ER R EEA I E.
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ABAC

F2REMREFEUERS,
HHRARES

3
¢

By ZER.

ACID

ARSRETH., —BE, RBEEME, WA,
FB-EHAER

—BEREBRL L, EARENERENERKES (ZBKAEOERITEREERARE) ,
EmBEEREHEESHRREERBEZRAEANRS. WFEXENE, ZRFHRNER
MABE-RMEYHR, CERF , BHEH-HHEBFEESHNITIF,

—BEREBRLZ , AFRENERENERIFRY K ERARFENESEENEREERE
HEREERBEREARANRE., EREREEERHBTEZIEMNRS.

ERAE

—BEA R, IEATEAHHE, REANRINTHRERBE.
ERAERE

REERRDPARKRE, AR, BENNT A RESNREER,
RREE

E—HERY LRESHEEIFAE —ELERN SQL R, RBRHBAVES2FE SUMA MAX,

Al
wERAIERE,
AlOps
wERAIEERE,
E&1

KAMBREMEFBAEIANEF. ERLEPYRREBEARBLE, ERENTERRABAE
#o
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A&

RERARNCELERENBALTR , EhHRSREGREEN., BERILBRBRERETR.
FERE X125

—RBRE2HE, EAFEARENEAEN , UiBIRERREZIZSERRE,
FEREXES

RREBEANSERAEXNFEEANES  SREENEERRAE NIRAREHREEE.
BEARERESRRNSMEFNER , GBRBRIEER,. RALCNELHNERAEXLI ER
BEIEF.

AIEE Al

ERNERE , IR EREERMRATEE EAFHEBNEAEE , SINEE, FREENE
BIER, MEFHMES  F2RAERATIER?

AT EE21E (AlOps)

ERAHRBEERMARREEE, BROBREFEHFNAITRUARRESRBRENERF. MEREN
A AWS BB REEHEM AlOps WFEFAEF , F2REEESEE,

EHBINE
—EMFEEL  EEA—HEHR . —ERARNEN A8 —EARBRENAESR, Bl
HANEER  FACTHAREE UL EEREFREZISERS.

RFHE, —3E, B, A (ACID)
—EMBEY , IEEHRER, ERNEIHEBENERT , LERRENENERE RN
BRIEATEM,

B R FEIES (ABAC)
BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
¢ AWS Identity and Access Management (IAM) 3X4) 8 ABAC for AWS,
FREERFTERNNVE , FERFAENEFARR. BUUBREERRFEFHNERNERIHAi
I , UREHEHER , SINER. BT BBELER.

ATAEE

3
¢
&n

FRFEE AWS B |, TfERiEtn A RSP EIE | IR 48 E R H T A = e R &
AR, REEE SRR
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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AWS EinERFAZEE (AWS CAF)

MBS HNREEREE AWS | AHBEBFHESKEBERNE , URNEBEER, AWS
CAF #EEL BB ABEN®ESE . X, AR, BE. ¥i. Z2VEE, XK. AENEE
BHZENXBEENERF ; ¥&. R2NEFERZEENRMRENEF. Sl , ARE@EH
REANER (HR)., ABEEHNENMASEENIZERA. Ht , AWS CAF HAEFH, 3|
RABEARMIES| , HEEBMT R RAE RN ER, NFEFMAER , F2H AWS CAF UM
AWS CAF HERE.

AWS TEEHEKLERE (AWS WQF)

—EIE K WAHERNEERIERE. ERELER , YREITFEREME. AWS WQF FEMR
AWS Schema Conversion Tool (AWS SCT), T2 MEREEBRANEXNTYH. ERAEXE
U5, MAMEMMEEFE | WIRHFT RS,

B
RN

EETFHHESEARBBEIEEE A,
BCP

ASRERFEESRE,
TRE

ERTANZE—EBRNRERE , UR—BRFEENES, BT ABE Amazon Detective & EL
FERARBRERMNBAER. RN API RIURECEE, NEFHER , FSEEIX4RNT
AEFHER,

K P Rt

BABEESARUTENRRKE. B5FSE Endianness,
—EHDE

TR HEHIERAVBRE (METERNERN—), fli, ML EERTRFERNFED "HEFBAR
BRUEBH? FHE N 'EMRFERRE? .

Bloom EFZ &4
— RN, CERSVNEREE  ARAERRRRTAENRE,
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AINERARIRE Y ES —ERE (KE) PRTHNERAENMRA. R HEEIREE
R, v EREERK.
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EBEBRERNTECERLERAREDIEDNEREAEN, AERFAEARER , §
MEMERERE LR R EARSIH Web BRBER, REHMESRABRZESHBIA , EETEHHE
E R EPNE A

B

RIBEUERIARE-—SRHHEHFANRE , BAMSAREARIMB[INER T, BEMR
RERHESAREZENRED AHEF,

B
EABRTELSSNED. REETRYNE—EIXRIESIR. BUUARREIXEYHS

X, RBEHD XPRBNEIIEERR. FEVARBUYENS XBEBAIEDI X, BER
WEMINEERE , AU REHEEES X, MEFHMEF , F2REAN D X (GitHub XX H#).

BAEW

EREBEAT , YEBRENERF , BEEAERENGMEMAEEEETER AWS IRF 2 fFEHE.
WMEFHMER , FSB Well-Architected I8EHH AWS BEER A EFER.

¥R b SR

BN R RSN, WRAEETARERE | T LURRE 8 R ERRE R RS
%, NREERERERENG  UTAR BRI AGhER,

REIREX
REREENERNTERES,
¥T5aE

EBRMARIEEE (B, HE. FEFREIEH), XBEEDTEDHUBHRBNEABORK. WFE
B , F2RE AWS EHTRES L HRE B R ENERERE D ETHEBD .
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
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