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JE , J’J\%*ﬁ&i{io

SQL Statistics 19


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.UsingDashboard.AnalyzeDBLoad.AdditionalMetrics.MySQL.html
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SQL MFEA N EERFBERRRNIES SQL Z5|EBN B #EERKRPESE.
Top waits Top hosts Top users Top databases

Top sSQL Learn more [}
Q LI &

Load by waits (AAS) SQL statements Calls/sec Avg laten... Rows exa..

<0.01 INSERT INTO “sbtest1” ( 'k*, "¢’ , "pad” ) VALUES (.} /*, .. %/ 3.15 1.30 0.00

[ ] <001  INSERTINTO sbtests” ( 'k’ 'c’, "pad’ ) VALUES () /*,.."/ 3.50 010 0.00

<0.01 INSERT INTO “shtest5" ( k™, "c", "pad" ) VALUES (.} /*,..*/ 5.53 1.00 0.00

EREHITERA CloudWatch 1815

Amazon CloudWatch ‘@& Amazon RDS BB EMiVIEIE, BRAWS/RDSZEREFHISERETERE
[BiRIERE , 21 Amazon RDS ( fR#% ) #TER (ttRMREERPHTWRHERERE ) K mMF

RBEBA mysqd BFENERNEHTER. Rt , ELEREERT I BBAEERRIEENER ,

£ BN RIEEER, EHIEHE : CPUUtilization, SwapUsage, WriteIOPSHIHAM, Fi8 , &
L3 0 3,17 {E B8 454258 A A MariaDB 1 MySQL :

« BinLogDiskUsage - —#{ A b AN MKRZEE,
« DatabaseConnections - EREHTEEMN A FinA@KEHFEEE,
- Replicalag - EHENEAERNESHTEEERNARRER EHTEBNERE,

EAENEFIBIEERZ M ZE CloudWatch

Amazon RDS Performance Insights B AZHEREHTEBIESRNHE , WiFEB AWS EE X2
ALNENFEERRREHELEENHE., LEXRRIFTESCERNELEDHNBEERERS M.
B, BEAEEYFEEPAREHEEEERELIER, NREZEERBESFHFEERIETR  BLEENS
ZA7E CloudWatch H,

Performance Insights & B E)#5 15122 #i £ CloudWatch, BAILARRBEMFEEEHHERNE

#} , 18 CloudWatch FH 1R Al FBAE R b #7118 CloudWatch 7R , WA IEEHEERE

Y CloudWatch & &4k, st HZRREXRRMMEREMEEIER , HI0 os.memory. freem
db.Locks.Innodb_row_lock_time., EERKIEEESBUARNIEARERERTE., WREAMERR
B AEess8lE—XEXRREE., IRBRUEARAEER  AeEmENBRKREEERRE
B, MEFMET , 5520 Amazon RDS 4RI BIEAAEIRA 8 R R B 2,

EREHTEEMN CloudWatch $5Z 20


https://dev.mysql.com/doc/refman/8.0/en/mysqld.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
https://console.aws.amazon.com/rds/home#performance-insights-v20206:
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Cloudwatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights_Counters.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html#USER_Monitoring.OS.Enabling.Procedure
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Performance Insights 7] &A% & £ E 3 1T E RE Y 78 o5 E = B3] 512 & R AR E H F CloudWatch,
B EEEERIREL AFNERER , EHEIIEEREMN CloudWatch ERIR. HERFIFE
BEERIRELZE CloudWatch X R T REELERERFEERE , RUERRPEEEFRHBH
HISIZELER | Bl EC2 #1T1EBE. Amazon Elastic File System (Amazon EFS) &R Elastic Load
Balancing (ELB) &R , AR ERE#TERIER.

BB LAE A CloudWatch DB_PERF_INSIGHTS EEE# 2K , #R#% CloudWatch HEMFFIEEERE
HNBUETNEF,. EEEBEMFEBEELBIETR , 5@ CloudWatch XHFHFHIER. Hlm , w0
REPETEREHTERTNEATRZAHEI R ERERBRE R  FERXEENLNETR , &
BT %IDB_PERF_INSIGHTSE{ZREX , ARBEEH :

DB_PERF_INSIGHTS('RDS', 'db-BQ2TPYY7HG2GDFC7APMB3BVB3M',
'db.Transactions.active_transactions.avg')

Hrh db-BQ2TPYY7HG2GDFC7APMB3BVB3MZ ERI EHTERMNEIR 1D, ESEHRE (flan 1 5 )
FMEHE (BHlIKRA 1000), BEETHRERWESY, REEREME, HEIBANER , URFBEENEL

Bk —
=To

HEAENFF B ISR B M E CloudWatch 1


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/PI_metrics_export_CW.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_alarm_database_performance_insights.html
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EERRMER

Amazon RDS for MySQL = MariaDB F &R EHTEEEE Linux EERRLBT , ZEERKRE
RAEBRRKER : CPU, LiER. HEERNRF.

MySQL [(none)]> SHOW variables LIKE 'version%';

R ittt R ettt +
| Variable_name | Value |
R ittt R ettt +
| version | 8.0.28 |
| version_comment | Source distribution |
| version_compile_machine | aarch64 |
| version_compile_os | Linux |
| version_compile_zlib | 1.2.11 |
R ittt R ettt +

5 rows in set (0.00 sec)

EREMERFEXRRRNERNE K T2EORRRABRERNEAR, Fli0, CPU RREMENERT
#, BATCERTENERBERY EEAMRRER, MR CPUBERER (FH , IREHFEN
CPU B XHEBAERNEHTEEMEN CPU IR )  HLBAEGFXEENENMENREN  EMF
armAEN.

ERESIZgnERENENRER. E RAM ZEEHNEEBRIATEIUNIER , RESHEE
BEREEEAVAEE LNTBREER, ARHMKRLEERIESS | BIE#HER L SSD NVMe H1ii 4
Eff K EREBREBZHLEEBNERK. SxcEREARSERERNERENLEEN RARER
ERHAPERERAZEFNNCERER. IREZREREEARS , LHRERT RAM AIXBERREZ
B, AIERERETEESSEEER , EAETHEERIRMEER , HIW0 [ERROR] mysqld: Out of
memory (Needed xyz bytes),

MySQL # MariaDB EREEERRAERA BEFRE , HP o7 R LLEENHE  flnER
*. T, —#UBF. EMAF. EREFVNEERFEER, Rt , BEHMBARENSREMEL K &8
EXREITHHZHREEE. A TESKRENERNERE  FHELEENBPEAUR /0 EARNERZEH
BRE, EERNEZEIRHBIENRAIOPS BIZEMREIE , ERNERETESZIFE, flwm, F5
FHREKNERTFRNRENESEREYAREN /10 B , RRUTEEGTFERFBEFENRS, TBER
RIFWURETEIEER IOPS R , BT EHEWIAE , UEYW MB BB, ERNELRKEZHEER
BHWREBEZEEEE , AA FE3550S error code 28: No space left on deviceTREREHE
REEEE AR,

22


https://dev.mysql.com/doc/refman/8.0/en/innodb-architecture.html

AWS 75 £1E5| EEPEMIREE Amazon RDS for MySQL 1 MariaDB #9 T E MR {E B

Amazon RDS 2EIBAER ESTEBIHTAIENIELERRIREHIEE. Amazon RDS € B &% —#1E
EZHIEERMHE CloudWatch, A LLTE Amazon RDS 312 A # CloudWatch &R P B RM 04T
IELEFERE | A LAE CloudWatch HFEXEFMBIEEME R, SH1EFE :

« CPUUtilization-CPU fEAEMNE DL
« BinLogDiskUsage — —#{y AFF G AN HMEKRZREE,
* FreeableMemory - Al AW FEMFERGCIEBEE, Sk W MemAvailable #{ufE/proc/

meminfo,
* ReadIOPS - W HBEEN /O RN FIBE,
« WriteThroughput - B ARERIY AR MR T TE S
« NetworkTransmitThroughput - ERESH EHNELMERRE K FEAREERNEENERE

FEF Amazon RDS iE.,

UNZE Amazon RDS £/ ZE CloudWatch IR B IEEN RS ZE | 5528 Amazon RDS X4 H
Amazon RDS #J Amazon CloudWatch 3§4Z,

TE® R Amazon RDS £ & E# K Amazon RDS CloudWatch 15Z &4,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
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Summary
DE identifier CPU Status Class
database-3 — 50.84% @ Avallable db.még.large
Role Current activity Engine Region & AZ
Instance 1 0.00 sessions MariaDB eu-west-3a

Connectivity & security

CloudWatch (18)
Legend: | database-3
Q

CPU Utilization (Percent)

Monitoring

N 1/
12:30 13:00
Freeable Memory (MB)

6,000
4,000
2,000
o

121 nn

12:30 13:00

Logs & events Configuration

DB Connections (Count)

Maintenance & backups

500
400
200
o —
12 12
12:30 13:00
Write IOPS (Count/Second)
400
300
200
100
0
11421 11/21
1230 13:00

Tags

[ Add Instance to compare | [ Monitoring ¥

Free Storage Space (MB)

20,000
15,000
10,000
5,000
o
1/ 1/
1230 13:00

Read IOPS (Count/Second)

40

30

20

o

o Ao
/2 1w
12:30 13:00

Last Hour ¥

TE®R CloudWatch &R P ERWELIER.
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CloudWatch Dashboards MariaDB-database-3
MariaDB-database-3 v 1h 3h 12h 1d 3d 1w Custom | & v |@ Actions ¥ |
Explorer [4 1 i
@ All resources - ReadThroughput C =B i All resources - ReadIOPS f
Bytes/Second Count/Second
14k A
100,000 \
6.0
80,000
60,000 4.0
40,000 [
2.0
20,000
\— I x
11-2111:25
11:00 1115 = -0 1145 11:00 1115 11:30 11:45
@ ReadThroughput 2022-11-21 11:25UTC @ ReadlOPS
1. @ ReadThroughput 114,335
All resources - WriteThroughput i All resources - WritelOPS i
Bytes/Second Count/Secomn el
1.000M 100.00
800,000 B0.00
600,000 60.00
400,000 40.00
200,000 20.00
11:00 11:15 11:30 1145 11:00 115 11:30 11:45
B WriteThroughput B writelOPS

5 —HEEERRKIEERH Amazon RDS WA R EERINE, EBRRHNFRRIEENEXERKERE
A, LT EWEEERAM T # Amazon RDS for MariaDB 1 Amazon RDS for MySQL & E# 1TE
BNEERE, ECEEREHTERLARAERIERYREMENEHEER K TESWREHFER
RIEEMBFER , BULTE Amazon RDS F# & FERNINMELER , W TFEEFR.
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.overview.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.html
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Enhanced monitoring | C | | Manage graphs | | Monitoring v 15 minutes ¥
11/21/2022 1 v |:|25 v
Q 1 O]
Free Memory Active Memory CPU User
3.81 GiB 401.86 MB 20
3.62 GiB 401.37 MB 10
3.43 GiB 400.88 MB 0
3.24 GiB 400.29 MB -10
11/21 11721 11/21 11/21 11421 11/21 11/21 11/21 11721 11721 11721 11721
11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40
Free Memory Active Memory CPU User
CPU Total Used Filesystem Load Avg 1 min
100 4.77 GB 20
50 3.81 GB 10
(1] 2.86 GiB (1]
-50 1.81 GiB -10
11721 11/21 11/21 11721 11/21 11721 11/21 11/21 11721 11721 11721 11721
11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40
CPU Total frdsdbdata —/ Load Avg 1 min

AR - ERRBERSRE

« cpuUtilization.total - EA® CPU MN#EB D Lt.

« cpuUtilization.user - EAERXFEAMN CPU B L,

« memory.active - ERMNEIEBRE , LA KB BENL

« memory.cached - ARIREERRMAE /10 WL EREE,

« loadAverageMinute.one - &% — 285k CPU HEMNEFZE.,

WMEEENTEEE , 5528 Amazon RDS X H IR E B P EE R RIS R,

£ Amazon RDS F#2 & L , FRAREFEESHHENEINTERTHTHEERFRHFME
o BEDR={E2

- FRERBEF - AEARAEZRONREEFNREARE, ELEFERHENENRNTER

o
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring-Available-OS-Metrics.html
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« RDS B2F - AHR KX E Amazon RDS EREHTEEMEN AWS BFRE, #lm , ©afiFE
Amazon RDS EBERERER., ERNZEER , UREBELUNER,

« RDS ¥#F - AERXIEEHEHTEEMN Amazon RDS BFHE , TBER T EmysqldiEF
RE#ITHE, mysqld HITRESERXmysqldEF T 5 ERE TR,

THEEBERER Amazon RDS AP EEZRFKERFBE,

Connectivity & security Monitering Logs & events Configuration Maintenance & backups Tags

Operating system process list (@] | Monitoring v |
Process List

Q 12 3 4 > @
NAME : VIRT : RES CPU% MEM%% : VMLIMIT

0S5 processes 1.41 GIB 106.72 MB 01 1.36

RDS processes 6.18 GIB 458.25 MB 7.6 5.84

mysqld [723] 7.59 GIB 1.8 GIB V] 23.51 unlimited
mysqld [733] [+]

mysqld [734] 1]

mysqld [735] 1]

mysqld [736] 1]

mysqld [737] 1]

mysqld [738] 1]

mysqld [739] 0

Amazon RDS £#§ 152 # 85 A B2 X 4 B4R CloudWatch Logs #&FS. Amazon RDS F#4& LF
THEEZER R/ CloudWatch Logs #EL, & AT LA#E CloudWatch Logs #EEVE Bl EH 1T EE A 52
WA AFEER. BLEESI JSON BXREE. BUNEEFMENERRKY , FAKE CloudWatch
Logs HYIg A ES 4% JSON Hi,

# T 1 CloudWatch @RI LB RER , YEVETR , UMEEEEEBERNRERBBEE , £
JA7E CloudWatch CloudWatch Logs I iEEENERM. WFEFFMERA , 5288 AWS re : Post XX
B, THNAEREEAEE CloudWatch Logs , SAE4% Amazon RDS K BB BETIEE,

T 5 EHIFREA Custom/RDS B ZERECPU.UserP M BETI81E, LLBETISZEREIBH CloudWatch
Logs Efi#cpuUtilization.useri8r B BESIRISEREB I,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://repost.aws/knowledge-center/custom-cloudwatch-metrics-rds
https://repost.aws/knowledge-center/custom-cloudwatch-metrics-rds
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CloudWatch X
Favorites and recents [

Dashboards
¥ Alarms Ao @z

In alarm

All alarms

¥ Logs
Log groups

Logs Insights

¥ Metrics
All metrics
Explorer

Streams

¥ X-Ray traces
Service map

Traces

¥ Events

Rules

Event Buses

CloudwWatch Metrics

Untitled graph &

Percent

1h

3h 1zh

d

3d

Tw

Custom

Line T‘Actlonsv|‘c|v|

9.07
08
11-2115:10
14:30 14:35 14:40 14:45 14:50 14:55 15:00 15:05 [EN17) 15:15 15:20 15:25 15:30
@ cPUUser 2022-11-21 15:10 UTC
1. @ CPU.User 9.16866666667
Browse Query Graphed metrics (1) Options Source | Add math ¥ | ‘ Add query ¥ ‘
Metrics (3) info | Graph with SQL | | Graph search |
All Custom/RDS engine, instancelD Q 1
CPU.User [% &
B2 engine 3/3 v ‘ instancelD A Metric name v
‘ MYSQL database-1 CPU.User
L mvsQL database-2 CPU.User
(] MYSQL database-3 CPU.User

E CloudWatch RZESREIEE AR ,

& A BAE CloudWatch EXRRPE RN IER , ERE—F

MBENEHERE  IREEIRERZUBEER , Y EERINETTEEBNERRGERELE

o
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S, BENEZER

EREHEYTEEREENMEERGES. 7MBRBYUREREEEFEETLE , UREEEHEERN
RMERELRE  SLEHEHEEERNMERE Amazon RDS BRI EFTERTEM, ATAM. e
REMNMBENREER, T8 , TENFERS RUBHLEEEE MySQL M MariaDB BRI ENE R ES
. BRERNBZRER.

=3:0]

« Amazon RDS &4
- ERERR

. ERBRER

Amazon RDS E

Amazon RDS E# &R Amazon RDS IRIEFHWEE, fltn , EEREHITERRERR KRS

E AT AR, Amazon RDS € FE £ 54 RDS-EVENT-0088 The DB instance has been
started. Amazon RDS & LUEFEIRH 5 XA S 4R+ E Amazon EventBridge. &7 LER
Amazon RDS £##&. AWS CLI 8% describe-events ) Amazon RDS API #4E DescribeEvents &
BEH, THEMBERER Amazon RDS £# 4 FERNEHMBE.

Amazon RDS E# 29


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/rds/describe-events.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeEvents.html
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Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
CloudWatch alarms (3) Create alarm

Q 1 &
Name A State v More options
Applicationinsights/RDS-DBS/AWS/RDS/CPUUtIlization/database-1/ 0K view
Applicationinsights/RD5-DBS/AWS/RDS/ReadLatency/database-1/ 0K view
Applicationinsights/RDS-DBS/AWS/RDS/WriteLatency/database-1/ 0K view

Recent events (9)

Q 1 2 > @

Time A System notes v
November 28, 2022, 14:31 (UTC+01:00) Backing up DB instance

November 28, 2022, 14:32 (UTC+01:00) Finished DB Instance backup

November 28, 2022, 16:30 (UTC+01:00) Applying modification to database instance class

November 28, 2022, 16:32 (UTC+01:00) D8 Instance shutdown

Movember 28, 2022, 16:35 (UTC+01:00) DB instance restarted

Logs (14)

Q < 2 3 &
Name Last written v Logs ¥
error/mysgl-error-running.log Movember 28, 2022, 17:00 (UTC+01:00) 0 bytes
error/mysqgl-error-running.log.2022-11-28.16 November 28, 2022, 16:40 (UTC+01:00) I3kB
error/mysgl-error.log November 29, 2022, 11:20 (UTC+01:00) 0 bytes
mysqglUpgrade October 10, 2022, 17:05 (UTC+02:00) 1kB

Amazon RDS £
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Amazon RDS €% M FARBHENEHN , SRENEANTERSH. ENESRFASH. EERS
BIASEM, ENERBEMH. RDS Proxy BHME/MFIBEMH, ERAIE

- EBBAMTFRER ; 20 : "Sourceldentifier": "database-1", "SourceType":
"db-instance"

- EHMBEEMIFRE ; Hl7 : "Date": "2022-12-01T09:20:28.595000+00:00"
- BEEHHBBOAL ; HIW0 : "Message": "Finished updating DB parameter group"
- EH4%E ; Hl0 : "EventCategories": ["configuration change"]

METESE  H2E Amazon RDS X4 HH Amazon RDS E4ERIMEHHAE

BMEREER Amazon RDS £ , HABLEHEHENERTERTAMNAREEE, HEE
B, EHENENREEE, BONEREEH. FEBRERE. AKEH. T2BFEANBR , UKFS
Hig@EH, flg , MREER[REEMABBRELERELTER , AENERSEEHRENTAMYE | &
MERAEEE Amazon RDS B4 | UEGHRER EHTERMERBMAEHBIELRSHER. ERE
A EE4RDS-EVENT-0057 Replication on the read replica was terminated&®RRIEMH
ERBENEATHETEENEHTERRS, N8 SEKEHEEEHRENBELY , R KREER
&, Amazon EventBridge MHE M AWS BR# , 5l AWS Lambda Amazon Simple Queue Service
(Amazon SQS) # Amazon Simple Notification Service (Amazon SNS) , ] % B #& B & [o] fE & Rl E 7]
AMEESEREEERREML.

£ Amazon RDS £# & L |, B UEEUR XL 24 NERMNEH., REFEH AWS CLI 5 Amazon
RDS AP| KRR EH |, LA LUEA describe-events fr S REEUB X 14 RANEH , I TFAFTR.

$ aws rds describe-events --source-identifier database-1 --source-type db-instance
{
"Events": [
{
"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message'": "CloudWatch Logs Export enabled for logs [audit, error, general,
slowquery]",
"EventCategories": [],
"Date": "2022-12-01T09:20:28.595000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "Finished updating DB parameter group",

Amazon RDS E# 31


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
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"EventCategories": [
"configuration change"

1,
"Date": "2022-12-01T09:22:40.413000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

}

MREBVERATHEN , BEEEEN BB KATHR , B LA CloudWatch Logs 5o 8%
Amazon RDS EX 2 EHWHEBEN. EEZEFELBRALR , BOLUER Amazon SNS EEREK
Amazon RDS E#@H , A% MY Lambda EIEE CloudWatch Logs iR #&E 4,

1. BYBEEH LEFWUA Lambda BHE , WASEH P BV E A 8% ZI CloudWatch Logs., CloudWatch
Logs 28 Lambda & , Y REFEAIENEEEFBEHEANER SN, stdout

2. B3 5B Lambda BB ( BB ERES Lambda) B SNS £ |, WS IRMREABE L —EL
BRI K Lambda B E#Y Amazon Resource Name (ARN),

3. BREZEM SNS EELEW Amazon RDS BHER. WMEHMRY , FHSE AWS re : Post XFE |
T R A0 ER S Amazon SNS ERELEIN Amazon RDS &4,

4. £ Amazon RDS F# A L , BV SEHITRE. BEFERER ARN , AR BEEURSLEIEILN SNS
FE, REENERBREETENREERNS4EL., NEFMEN , 2B Amazon RDS X
HhHETE Amazon RDS 4@ A,

ERERR

MySQL # MariaDB BRI EEEL G W UFIN BFE , ETEERNBEDE . ELBARA

=T

- B - BREREREHARIDEBN —EiE. HREERFRE TERE , ceHEREARSR
AR (ERAERBENEIM ), JTHNENR. FIRNERK , UREENARI[EZI

. S ARSSABEN (mysqld) RBAMEEAEE | URDEAL | Hln[RERD RS
B, MR ARSI HMNEE. BEAEE.

. —ff - HEAREREE WEBNysqld , SESERSBOESNTEERTE , UREASHKEI
SQL B, HAREREERYAMERSHELE HARE  —REHEEEREAnysqld,

. 1853 - WAREM SQL BHNRG  ELENEEREBHT NG,

BEEBR , BEZSERER M Amazon RDS ##iZ Amazon CloudWatch Logs. £
CloudWatch Logs , BRI A#IT BFFERNER2H, SERERESMAMENRERD , UARER

BEREHR 32


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://repost.aws/knowledge-center/sns-topics-rds-notifications
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Subscribing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Subscribing.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://dev.mysql.com/doc/refman/8.0/en/error-log.html
https://dev.mysql.com/doc/refman/8.0/en/query-log.html
https://dev.mysql.com/doc/refman/8.0/en/slow-query-log.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.UploadtoCloudWatch.html
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CloudWatch Logs REBREXEBEE R, ELKE Amazon RDS X AFMAMEFTERERF, &t
LA A CloudWatch Logs Insights , AEB) 5 RES M5 #7 CloudWatch Logs F#I BFE&E ¥, THIEE

BIERBAREZ AR LNES , RECONNECTEAERAFPFHENRE., ERE , UARTHERNAFR

(IP #tb3ik ) o TR BFEHPRIFEEKTREMN TATR

20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,0,CONNECT,,,@,SOCKET
20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,@,DISCONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,0,CONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin, localhost,822,@,DISCONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin,localhost,823,0,CONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin, localhost,823,0,DISCONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,CONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,DISCONNECT,,,@,SOCKET

Log Insights Z5 & I#E R localhost & 5 D #ErdsadminBiEEERE—X , A 22 )% , T E
iR, EEERRTEERB AN Amazon RDS 25 , fINERRHKEAR G,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.Watching.html
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CloudWatch Logs Insights

Logs Insights sm 3m 1h  3h  12h  Custom
Select log groups, and then run a guery or choose a
sample query.

v
Jaws/frds/instance/database-1/audit X
1 fields @timestamp, @message
2 | filter @message like /(71){CONMECT)/
3 | parse @message ',*,%,' as @instance,@user
4 | parse @message /(7<@ip>\d{1,3}\.\d{1,3}\.\d{1,3.Nd{1,3})/
5 | stats count() AS counter by @user, @ip
5 | sort by @user desc, @counter desc _
T | limit 5@
P
[ un ey e | [rimony |
Queries are allowed to run for up to 15 minutes.
Logs Visualization | Export results ¥ | | Add to dashboard &
showing 1 of 22 records matched @ Hide histagram
22 records (2.3 kB) scanned in 3.25 @ 6 records/fs (746.057 B/s)
2
1
0
03:15 03:30 03:45 04 PM
# Buser &ip counter
v 1 rdsadmin 22
Field Value
@ip

Euser rdsadmin
counter 22

AFEHRECELEAHNEEZEAS , HlE MySQL M MariaDB & Rt E#1T B8 HH BB AV R 1
BESER. Sl , MR BEXRK , T RAHR | WHCHKIERAE , MTATR - ERROR
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1114 (HY@00): The table zip_codes is full, BT AEAAEELIEELIEE | LT HEERN
HBE, B AFEREERAYE Amazon RDS Hi$E 3 EE] CloudWatch 1542 , LABKA Amazon RDS
ERERFHNEBER  NERSEEXNBERR Y ERLEFARITAERANELER, fl0, BH
EHERE I IEEENR R4 /aws/rds/instance/database-1/error , UERER AR I EESRE
5 , $l20 ERROR, HEEREMFHENERES ERROR , WHEHEZEREA 1. BB R4 LENEEBHE
F WS E B HERROR , ES{EEE "ERROR" W HFRFS4METRIEM 1, BUBRKRERE , &
AR EB R , BMEME MySQL = MariaDB $532 B &+ 8 8 B S5 22 i@ A48,

EEE—STHUOMEBET CloudWatch ERMRMAFEMA CloudWatch Logs Insights REEZ 1@ E# H
MR A |, BSRAIEREET Amazon CloudWatch &R AR LS Amazon RDS #1 Amazon
Aurora MySQL,

ERRER

EERE (REKBF ) Rt PE4NRLEERERH AWS tRF, ©8%8 Amazon RDS WS
# HRH-RITBHXHERE , ELEETHEXELNERNERERIRE. £ Amazon RDS for
MySQL = MariaDB A , fEAEZRES R

- B EREHTEEBREXBRE
« 1 B EL3E Amazon RDS API ’EAY AWS CloudTrail

¥ Amazon RDS BRI EHTEE , BZWEEBEIE -

- BATSEENSE
« EBHEIEREAR LHITHIENR
- FERNEGBER. ERRIERIIFHTHEE  IXERERARTNEBHE
« AREANAE
- AEEDERANBEE
- FERIRERE ; fla, BB —ARISHREREREERNFIE

BRERERREEF QT ELATNEE  #HBRIERTERETNHRER ? [ARFREEERS
N BECAERMAEFNESN? BHREREAERTERAEERSIAFEE ?

MySQL #1 MariaDB #&{#H MariaDB A BENREEER EATERREZER IIAE, MHE
ANEREERETE , fINFERERAERE , URHERESTHENR, ERETHNEESRELE
HEER, EEFIREZGCE , EREHTER LA S H1EE MARIADB_AUDIT_PLUGIN B BET
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CountOccurrencesExample.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
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BIRAE. MFEFMER , F2E Amazon RDS XHHHEY MariaDB FEZ/MRENH MySQL BYZE,
BERARTNEESURERAFREE W AMEXER. EFBME MariaDB Server XX EI R
B AFEANFEEA.

%II

& AWS RFE I AWS Eif EEFZR2H AWS CloudTrail [R#&2#t, CloudTrail €#iH Amazon RDS
B API FEIUEESEH, 58 FTAE Amazon RDS EfE, CloudTrail 2tHFERAE. ABHEM AWS
fR#%E7E Amazon RDS H#{THEIfERC 8. SHTIEE AWS EE AT EENE#E AWS CLI, UK
AWS SDKs#l APls,

L]

E;ﬂiﬂﬂﬂéﬁﬁﬁmﬂ : ff& REFRE M AWS CloudTrail #ixREE R ER# B M Amazon RDS E4 &
BES. fla, &TREEE Amazon RDS BRI E#TERNENES R ( HlW database-1) BEEXK
RS | ﬁ'ﬁﬁﬂ’\]&i%zs%iﬁﬂﬂ%ﬂiﬂ’ﬂkés BENRE  URSERENRE,

BREMER  FERETIIZER

1. I ER EHITHEE LR Amazon RDS B4 , database- 136 ¥ B &Rl
Bconfiguration changeEBAR BWEHFinished updating DB parameter group.

$ aws rds describe-events --source-identifier database-1 --source-type db-instance
{
"Events": [
{
"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "Finished updating DB parameter group",
"EventCategories": [
"configuration change"
1,
"Date": "2022-12-01T09:22:40.413000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

}
2. BRI EREHTEREEEANENESBEE .

$ aws rds describe-db-instances --db-instance-identifier database-1 --query
'DBInstances[*].[DBInstanceldentifier,Engine,DBParameterGroups]’
[
[
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.MySQL.Options.AuditPlugin.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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"database-1",
"mariadb",

L

"DBParameterGroupName": "mariadbl@-6-test",
"ParameterApplyStatus": "pending-reboot"

3. A AWS CLI =8 FE B B, FBR 1 PIAM Amazon RDS EHEIEMNEIEA , AR FiE
# , # = CloudTrail #fEventName=ModifyDBParameterGroup, database-1

$ aws cloudtrail --region eu-west-3 lookup-events --lookup-attributes
AttributeKey=EventName, AttributeValue=ModifyDBParameterGroup --start-time
"2022-12-01, 09:00 AM" --end-time "2022-12-01, 09:30 AM"

"eventVersion": "1.08",
"userIdentity": {
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Rolel",
"accountId": "111122223333",

"userName": "Userl"
}
}
.
"eventTime": "2022-12-01T09:18:197",
"eventSource": "rds.amazonaws.com",
"eventName": "ModifyDBParameterGroup",
"awsRegion": "eu-west-3",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"parameters": [
{

"isModifiable": false,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-cli.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-cli.html
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"applyMethod": "pending-reboot",
"parameterName": "innodb_log_buffer_size",
"parameterValue": '"8388612"

I
{
"isModifiable": false,
"applyMethod": "pending-reboot",
"parameterName": "innodb_write_io_threads",
"parameterValue": "8"
}
1,
"dBParameterGroupName": "mariadbl@-6-test"
},
"responseElements": {
"dBParameterGroupName": "mariadbl@-6-test"
I

"requestID": "fdf19353-de72-4d3d-bf29-751f375b6378",
"eventID": "Obba7484-0e46-4e71-93a8-bd0@1ca8386fe",
"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

CloudTrail B8R , UserliRF 111122223333 RolelF EHF AWS A&l SIEUEREZH
Bt4H mariadbl0-6-test , Z&H4HH database-1 LN ER EHTEEFEH2022-12-01 at
09:18:19 h, EEUAMELE , XFREATIIE :

* innodb_log_buffer_size = 8388612

 innodb_write_io_threads = 8

H b CloudTrail 1 CloudWatch Logs Zh&E

WA LAE CloudTrail £ & ERBEHEEL L , HiBX 00 RANWBRENZ M B4 EITHED

B, EEERFEHURAHMERINGE , BALUERA AWS CloudTrail Lake, /A AWS CloudTrail
Lake , ZAIUEEHERTHEFRESEHERRELF. A, REZBEEHN SQL £ , HER
EHETEEPEENRESHMEHARER  TREERABETEITNE4HRE,

Hh CloudTrail 1 CloudWatch Logs &g
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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EEEREEZRE. REBR , WERBEEDRAREESBELN , BFEEHRE CloudTrail A5 EFERFLH

3£ E CloudWatch Logs. #$#RREC#MF A CloudWatch Logs 2 , BT LATE R 152 BRI R4 3REY
M EFBEHUGERAR. AERE , L ERERGIEFEREE. kI, BALIR CloudWatch &
R, BEERSREBEEENVEENMPHEES. AN, BAULREETR , BBNELCEENER , &

P4\

a3 AT ABREUE BB E, B BAERE CloudWatch BBI#ITEE , AEER R,

HAh CloudTrail 1 CloudWatch Logs Zh&g
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
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]EE EE

T EREREN T RENZSE, AL, MENTEEIE , BEFREZEENEARRZ—. B
SEAWBHEN T EXSENREEE. PE. REBEBIRELE,

Information Technology Infrastructure Library (ITIL) , 45512 IT [REEE (ITSM) B , FEENEH
EENEHEESREEENENEEEHIRE,

EHETEREERTAELRE R, MBAEHERNEDLTE (EARTEBHITHNER ) B
ITREFHWEE, SEBRBEIHE. ITERRHERRTEHRAIRERAERSHEENE —ER
. EREDERRAMYELFEHNEMRBENRE T ERTUSEREBREERE , WEEFMRE
Y& R Ao

BRIEEHK R AWS Well-Architected Framework S1g R EEREERELAE R EH |, W EEEME
Ro M CloudWatch S =5 E1EREREEEE R , 1B HIEEMGEHFERR,

BENEENENREBRE. 28, BFEERNEE. BEANSHREREY  BUSKARELNE
FREE IT MBSHNSEH,

-1

« CloudWatch 7R

« EventBridge 3% 8l
- BEEBE. BANERAER

CloudWatch &R

EZ1R1F Amazon RDS EREHTEER  SREERNELETRAREER, SHNERNIZE, B
A MySQL M MariaDB Bl E , EREFARFERERNEHNTEEER. FERKESR. 4. HEN
ERER. BMEBREMEA CloudWatch B , EEEENHBEAEETE —EF.

T EFRBIMEREER , LEEMRAE CPUUtilization Amazon RDS BRI EH{TEE FMIEE
(CPU EREEDL ) . IREMERESHITER LM CPU FRERE 5 2 ENTMEHEA KRR 80% ,
BA LB RRELER,

CloudWatch 7R 40


https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_generate_alarms.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_proactive.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_proactive.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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Cloudwatch > Alarms > Create alarm

Step - & g
S ] Specify metric and conditions
conditions
Step 2 Metric l Edit
Graph
5
Percent Namespace
10,47 AWS/RDS

Step 4 II\

Metric name

CPUUtIlization

|
NM . /\\/\ |

10,11

Q, Average >
275 Period
14:00
@ cruUtilization 5 minutes v
Conditions

Threshold type

O Sstatic Anomaly detection

Use a value as a threshold Use a band a5 a threshold

Whenever CPUURIlization Is.

© Greater Greater/Equal Lower/Equal Lower

old <t hole

EBRR, MBREHNEMERERE S 7 ERERIBEENGS CPU FHAZE (BB 80%) , BREEA
ALARM AREE, IR CPU EEREAEFIREDEIB 80% WEAX K REBXIRIRELUT |, AIER
2R OK A8, TEIRIALLEE,

CloudWatch &R 21
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After 3 periods
overthreshold, an
actionis invoked A

3 A Onlyone period
over threshold, no
actionisinvoked

| T\ / )%

s T hre shold
—j gl
z

Units
(¥ 4]

Time Periods

CloudWatch B R EBEEMNESE T,

- EEETREESTE - CloudWatch 1 , W AIEER LHTHBEREN, EHEERAYLUEE Amazon
SNS AR , A% , IR BESEZENEAREN EERENEXRI—HNZEEF,

- BEETRURAAKREXAER K ZREXSTEHZEBTHMRE  XEERFSRAUNFIERERT
BHEA ALARM REE, BEBTEEARBLOTHXENETREE, M, BAkEE—EESER , H
PEEHEEREXKETERNEBENEEETR. ERESTNMERIEEERHBEHE $& , B8
BEREEIEETR ALARM

CloudWatch B/RREEEEE CloudWatch B2, MREEERIFER, BEEHL—MAFEIER , &
HARBFFEIL CloudWatch 1R, B UFEAGRRGEEAFSHEVER , MEERKERNSE
., BFFREREREH DR, Akt , FERERQBEIRIEE , BL24EE CloudWatch Logs
# CloudWatch #2831 1512 BRI R 1o

CloudWatch &R -


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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EventBridge #3 Al

Amazon RDS =433 f4Z Amazon EventBridge , 2 A] LAE A EventBridge 37 Bl 3 G fEE L. =44, 4l
m, WA LA EventBridge R AIRBAE , WHERE S EER EHTERS LRMESEIEE , W0
TEHEFT.

Amazon X Amazon EventBridge Rules
EventBridge

Rules

A rule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with

¥ Developer resources

Learn the rule. A rule can be associated with one or more targets.

Sandbox

Quick starts Select event bus
¥ Buses

Event bus

Event buses Select or enter event bus name

Rules default v

Global endpoints

Archives

C | create rute |

v pipes

Pipes @ Q rds X | 2matches | Anystatus ¥ 1 . > ®
¥ Integration Name A Status v Type v Description

Partner event sources

API destinations rds-shutdown-database-3 © Enabled Standard

rds-startup-database-3 ® Enabled Standard

¥ Schema registry

{&8The DB instance has been stoppedE###1AIEH Amazon RDS =4 ID RDS-
EVENT-0087 , HLttE A LA ARy Event Pattern BHRES :

{
"source": ["aws.rds"],
"detail-type": ["RDS DB Instance Event"],
"detail": {
"SourceArn": ["arn:aws:rds:eu-west-3:111122223333:db:database-3"],
"EventID": ["RDS-EVENT-0087"]
}
}

iR Rldatabase-3R SERE R EHTEE , W EIERDS-EVENT-0087E#, & EventBridge 18
REEHE  CEREHEEERAEENERSIRE, TiEE , B LUIEERE Amazon RDS #1T

EventBridge & 81 43


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
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ERERRERRNEE, S EHEEAEFZURENERE , 8% SNS =&, Amazon Simple
Queue Service (Amazon SQS) 7%, AWS Lambda BKE, AWS Systems Manager Automation,
AWS Batch £#. Amazon API Gateway, Incident Manager R#YEIFEETEI, Ih&E AWS Systems
Manager&%, il , BB EIXBHE FHHMEAR SNS =7 , Wi§s% SNS EEIEIRA
EventBridge 2 BIFNE1E, % database-3 Amazon RDS ¥ EHITHEES/FLE , Amazon RDS &
HEHR{IRDS-EVENT-0087 % EventBridge , W EHAEREIEH ., EventBridge IEESMIEE ,
=2 SNS £, SNS TEREABEEFEMH (W TEMT) M SMS,

11:54 Y

d If::.l" AWS Notification Message - |
Message @) <

NOTICE

RDS-Events-1= DB instance
stopped for db-instance
mariadb-3

AWS Notification Message

. « RDS-Events-1 <no-reply@sns.amazonaws.com>
To: « Obrado

id":"65f0bafe-3aec-cc58-da98-710e2b35e0a0","detail-type":"RDS DB Instance

RDS-Events-1>
{"version":"0""id":"65f0bafe-3
aec-cc58-
d598—71092b3SeOaO","deta'll—
Event","source":"aws.rds","account":" M"time":"2022-12-03T00:45:112", "region":"eu type":"RDS DB Instance
west-3","resources":["arn:aws:rds:eu-west-3: :db:database-3"],"detail"™: Event","source":"aws.rds","acc
{"EventCategories":["notification"],"SourceType":"DB_INSTANCE","SourceArn":"arn:aws:rds:eu-west- ount™: 012345678912 ,"time": K
3: :db:database-3" "Date":"2022-12-03700:45:11.3832","Message":"DB instance *2022-12-03T00:45:112"," regi

stopped"l' Sourceldentifier":"database-3","EventID":"RDS-EVENT- 0087"}}] ([)”r;r:nzl:/;:?(?;?jur- Uil

west-3:012345678912 :db:dat
abase-3"],"detail":

{"version":

If you wish to stop receiving notifications from this topic, please click or visit the link below to
unsubscribe:

'>https://sns.eu-west-3.amazonaws.com/unsubscribe.html?
SubscriptionArn=arn:aws:sns:eu-west-3: :RDS-Events-1:d911c18e-f196-44c7-af16-
8f14a68a8641&Endpoint=

Please do not reply directly to this email. If you have any questions or comments regarding this email,

please contact us at https://aws.amazon.com/support

BEEBE. BMANE

B

A] LAfE A CloudWatch

{"EventCategories":
["notification"],"SourceType":"
DB_INSTANCE""SourceArn":"
arn:aws:rds:eu-
west-3:012345678912 :db:dat
abase-3""Date":"2022-12-03
T00:45:11.3832""Message":"
DB instance
stopped""Sourceldentifier":"d
atabase-3""EventlD":"RDS-
EVENT-0087"}}

BERRIEEE/RE 0K, ALARMF INSUFFICIENT_DATA fREEZ & T RSFE

PREXEYEI¥E, CloudWatch REEE SNS FENZEHMBEERNES , BLERITEAR Amazon
RDS #8542 , 70 Amazon Elastic Compute Cloud (Amazon EC2) Ej¥E=k Amazon EC2 Auto Scaling
BB E, EventBridge BEARBESRAl , W EREME Amazon RDS EENBE RREIEEN B
B, CloudWatch &)X CloudWatch BREEHiRRER , MEEEHEEE EventBridge. B FEHIE
LB NRESFEEME EventBridge FIEEREMHE R, MFEFMENR , 52 H CloudWatch XHHHE
REH M EventBridge,

BRREFEEEETR ; fly , ERIANACSEIAATBEBEFRAE R  RARERINBFERE
ENMMAER. Sl RERFE., HIENEREERRBARTEERESFH MEARBERSEERNERERE

EESE. BANERER 44


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
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FAREE |, &aLAE A API B4E DisableAlarmActions 1 EnableAlarmActions , S1E F{E M disable-

alarm-actions M enable-alarm-actions ar = REHAMBAE R AWS CLI, &R LLFE CloudWatch £
A EA DescribeAlarmHistory APl Bi#EDX H#Y describe-alarm-history in 5 R4 4R 2 /R #Y FE 5 5 8%
AWS CLl, CloudWatch @R EBE REL L% 2B, £ CloudWatch £ & L , B LLBREBEEEEZKH
NWENRBNRIANINEER , URENEFREZEENNRIEABENE T,

EESE. BANERER 45


https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/disable-alarm-actions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/disable-alarm-actions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/enable-alarm-actions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarmHistory.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarm-history.html
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®RESBRNER

NMESBERXEREBRE NFMET AWS Eif , F2H AWS REE51M8 LM TR

'h+

- BEAERENER R

B AEAWS BREMES I P RRENEBBER | UEEE FHT 2 ERBIN & B Estep-by-step
A AWS B , BREEE, EBNENEEMENER.

MEHMER , F2ETIRE :

« Amazon Relational Database Service A E¥E/E

{Amazon CloudWatch R &$R) https://docs.aws.amazon.com/AmazonCloudWatch/latest/
monitoring/WhatlsCloudWatch.html

* Amazon RDS FAQs

- HBENEFIEBFAQs

+ {#H Amazon CloudWatch Metrics Stream # Amazon RDS Performance Insights 5T 83152 RS
#:58 =77 Application Performance Monitoring BRIGIZ & (AWS SHEHRXE )

» E3 Amazon CloudWatch &R MR EEE Amazon RDS #1 Amazon Aurora MySQL (AWS ZB5% 18 XX
")

- FRENRGEEFR Amazon RDS for MySQL (AWS EpEKR X E )
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-migration/welcome.html
https://aws.amazon.com/prescriptive-guidance/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
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