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https://aws.amazon.com/xray/features/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://aws.amazon.com/blogs/containers/metrics-and-traces-collection-using-amazon-eks-add-ons-for-aws-distro-for-opentelemetry/
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https://aws.amazon.com/pm/ec2/
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https://kubernetes.io/docs/reference/command-line-tools-reference/kube-apiserver/
https://kubernetes.io/docs/concepts/scheduling-eviction/kube-scheduler/
https://kubernetes.io/docs/reference/command-line-tools-reference/kube-controller-manager/
https://kubernetes.io/docs/reference/command-line-tools-reference/kube-controller-manager/
https://www.docker.com/blog/containerd-vs-docker/
https://containerd.io/
https://aws.amazon.com/cloudwatch/
https://fluentbit.io/
https://www.elastic.co/elasticsearch
https://www.elastic.co/kibana
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs-FluentBit.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/eks/latest/userguide/fargate-logging.html
https://github.com/aws/aws-for-fluent-bit
https://aws-otel.github.io/docs/getting-started/container-insights/eks-fargate
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://12factor.net/logs
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
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https://docs.aws.amazon.com/eks/latest/userguide/fargate-logging.html
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FHRFEEZER  EUURERABENZSRE, RERENEFNEZDNEREAESR, EXE
HEBE TR EREENSHFREPA/EER.

- WL ERZENERMLE Pod MEEcBRERENET . ERELRABRBIRERANTEE
HREREN , EUUBRBENZE2RE , HIUNRREHEANBEANRLOBE, ETEEREM
RHBBEBANMADREEN , URFADTRERRERMES  LEBERNZLHK,

c HENSHRERHNERRZSEENREEREREZEHEE, EHREBRERRREES AR,
BTzt URERTRZEZSMRENEEEE, EPERBRTRRETERSEN
HBZEBER  MAERBENEDRETRERZ:ARNIRERERE,

Amazon EKS T2 ERRHMEN T RUMNES , UinBphERALT2RE  BNERTEESR
ER, BREFL2ENTSER , ENABTUERFRANZSRE, REQEBRZL2EH  IRAFS
BEEERRE,

Amazon EKS fWEi=T B

AREIFHM = Amazon EKS EE## T B : AWS SRS, AR RESREBHEASR , URERT

=]
>=<o

AWS fR#&

« Amazon CloudWatch : &5 {u E532 F 50 8% IR 7%

CloudWatch #mH AWS EE#2 R A RNEEH , A Amazon EKS IRIBIRMEZNINEE, ©ABH
BEMFEEIBZEIRM Container Insights , EILER T LABEEMEE, EREAEMEARENEEMREE,
[REERFEANS T AFERBEES , X EERFNHHNEPNEEH. CloudWatch BREE BS
AWS %, TREBELERER , Y XBBFTEENERIR , EES T KA Amazon EKS EE
HHETE,

« AWS X-Ray : 2B EHRTF A
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html

AWS B E | i{t, Amazon EKS TR B (R
X-Ray ZEiBRHEEMN 2 B IEH e REA THRAE, HEREiERECRERAENZENME
RPERYBHUR R | SR FERERA BIN BB BRIV MBE M SE, X-Ray AJLUEBE A BIAR R
BEKRFER  EEBTHREHERNRE(LIFFER , LAHRERHSE N HXRKEH AWS
AR o

« AWS Distro for OpenTelemetry : #— o] BRI EHE

Distro for OpenTelemetry IRt — M ERINENREREBETAXE , ANHIIEFSESRE. WRE
BHAfh BES AWS IR , XEEFTWE , YREEFELHVERBALRNEMY | FREISHEER
EENEEM,

« Amazon Managed Grafana : ®¥#ERE(L

Amazon Managed Grafana A& RRBIL Mo iR ZERE. CRMAEREEM AWS REREZR
LIEEMNERES  URGERTERME. REUTELERIRNELNERE , RRRAERTIIRE , F
MEIRFE &R RREFEAE FES AWS IAM Identity Center,

« Amazon Managed Service for Prometheus : SR M, £, SEER

Amazon Managed Service for Prometheus & —E£ % & . B Prometheus HHAMWEZRE. TR
HEEBERE. STRAMNZLEEERNES. WRKEHE Amazon EKS BHRES |, WHRER
Prometheus fRIBRER AV IRIERI 8,

FRRBRNEBREARAS R

+—EiFriR ) AWS TERMERESNZERY, FAEPIHNRAARBRIEZBRMABEENEZ
KYBRTIRIR AWS BR¥ REXE . THESETIENNERNEARS , B ERTEFSEEETRN
EmRRE,

« Prometheus : IEBWE T EMR

Prometheus 2 1E Kubernetes IRIBEFREEENFABMRBTBEHALR. HEEFIIEREN
PromQL EHESTEREMNEES . TENRBEFEEIIES B BHEEEHE Kubernetes IRIE |

EREERRUELREREEREEAME, Prometheus IREEZHRESIRE , FERASHEHEEE
B S EAGERE,

« Grafana : #ERE{LE|E

Grafana @B HBRBLIIRE , BEMNELRENERATTHNEAR. FAFRIBITERR, FER
BZERENER  TRHEBZENERAERAERNK -8R, AXESEENRRNEREEY
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https://aws-otel.github.io/
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/eks/latest/userguide/deploy-prometheus.html
https://grafana.com/docs/grafana-cloud/monitor-infrastructure/kubernetes-monitoring/configuration/config-other-methods/config-aws-eks/

AWS 7 g5l &1t Amazon EKS AJBURIM B REEH

fE , ARG VAYER, Grafana AIHBIERBLEIRNEBLER |, SUER BB 2 I M HHENR
Fo

 Fluent Bit : i —52 8=

L EC SR AR IR T RIZMH Kubernetes IR HEWEMNEE, HFE4 Kubernetes BE AT ERER R
ETEEAAWERR K MEYZERHENMHNIEMREEFRBEMNOTAEME, BFINTNEGESE
HRETHAE A R ERIBISEEREENK A B, Fluent Bit NEREMEFEHEESHIEASRERLERE,

« Datadog : £ 38 A] EAI%
Datadog £t EH R4 Kubernetes X BN £ A EIRINAE, CIRHEMIIGEET, EAERMAE

£ (APM), BEEERMEKDH, SAUUERFENBBRERRNEZNES B HE1T Amazon
EKS &2 , R HizR 2 B I RE R R B A FRRBE R E,

. FTEAR . EAEAMEEER
New Relic 2t AR RAEMER R EEEREN T B, H Kubernetes BE IR FMNABERR

R, oBEHRN BT ERR. FAABESEAENNERERREEFEEER , Rt &7
RIE B 3 B R B R

« Elastic Stack (ELK Stack) : B2 MES

ELK Stack #& T Elasticsearch, Logstash # Kibana , SRt B EE Mo IEE, ©IREHERE
EIhaE, BB TEMBWBREETIhEE, LALUER HEREER B Amazon EKS IRIEN AKE BFE
#o

=ATE

LU URBENRESZREIR, BEAENERRERE  BENEBETIITE, BRERERIERME
B, BRHALENATRYE  ARRETEEAFSRANE,

« kube-state-metrics (KSM) : Kubernetes it 58 E5 12

LE B A0 o4 RIS 2425 Kubernetes AP| A RES , WEEYWHRENISE, TRMHEIE, Pod MEM
Kubernetes EFRE/EMRERNTR R,

« Kubernetes 52 RaT : EREBE

LIEERIREEE R kubelet WEEIRIERE , WiEIB Kubernetes 1IE1E APl A EM. BIRHKF Pod
BEERMER CPU MEEEEEE,

« Kubecost : Kubernetes B 74<E5iz
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https://fluentbit.io/
https://www.datadoghq.com/blog/eks-monitoring-datadog/
https://docs.newrelic.com/docs/infrastructure/amazon-integrations/connect/eks-add-on/
https://aws.amazon.com/opensearch-service/resources/the-benefits-of-the-elk-stack/
https://github.com/kubernetes/kube-state-metrics
https://docs.aws.amazon.com/eks/latest/userguide/metrics-server.html
https://github.com/kubecost/cost-analyzer-helm-chart
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Kubecost ¥ T &% EKS BREMHFMH AT MAKRELER. SMHTHEETBMRELCTE S
HEE, BEVNRB<BNER L.

E1E Amazon EKS EE R A EN ST HAK

Amazon EKS EZH @R AE A AM (HA) REEBERHER Kubernetes RIENFE T RMEEZHEE, H
AT EREREENTRBEEE HA NTE A E,

REeENTERME

BEESTHAMNERRREEENRERGTRAG. EETHEs#EIZE AWS ATAREE , S EE
g, E8ER Prometheus AIARER. BFURESRVNEREEESHBERETHERKTEER. BN
5 Amazon Managed Service for Prometheus 1 Amazon Managed Grafana & AWS ZE R , i
B EEERE  FARNERSITAY. STEDAEREMT e EHBHEREEGME , I
EREERERENBBERER.

EME R R

ERRTEERHEERRARUEMENER . BFEIBARFHERT R HRENEE B IR EE
EREERNARNUERN. EEREZEATARSREEENENER , URERATRNREFRIRET
HE. RELENELERRORESF  XHERBERURIIKHZEREF. HR Prometheus FHFEF
JIERE BFEERFRETFHERTEAINREREEERENNEIR  TXEBRRARITEN.

RERETE

EREETERIEE HARE, NEREENEEESTVHRRAFEERKKELRDE , EETBHAAIE
EFEHNREA. REZRBHANEE , HINEFE4H4, . Slack M PagerDuty , AIREEREAR
R, FHBETERERMBRKES , U LEER? REREHEAELEBEREAR , ARBERKETEERE
BETNREABANSEZ. BEEBETHEBHEINEIAERERPIMBHERAS , XHLERBFERRK
ERBEA.

S H P EMBRBERR

HENEHFTEHRESBENERREEBEEZ, AWS Application Load Balancer €458 A BX 1257
EFHEZEREY  EFRERETRARERERHAZTEFEREBEFNHTEE. RBIREETIATH
PDERAHEHERRRETNEE  FINFEEHRE. £A DaemonSets FEFHE &S £ — Bt 3F

EERREREX  URAMEEEBERNSHREHE,
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Hibh HA 22518
AN

- BERERKER,
- BUAEREREEEN FHEBKEE.
« AWS Direct Connect ¥ BB B EBER -

- REEENZEHENBRFEURIEE (M8 ACLs).

ERERSR

- WBREERRR,

- BEEEEIER,

- REELEREARE,
- EREREBRERER.

RERE

%

- ERERAEBRE,
- BEFEAEE,
i ﬂ:—gﬂ ﬂjﬁ}& Beo

BERER .
- BEERREER,
- BREEEREHE,

- RBEREWBHREE,
- EfimELEER.

BRER :

- XHERERF.
- EMRAIEXBER,
HREEFBELER.

Hitt HA 2%


https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-direct-connect.html
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R EEREN 2 WRE,

FREEELETAMER , LU UMER Amazon EKS SR ERNHRESTSEHMEY  FEERE
WEERT , heeisE 7 ## Kubernetes IRIE, B HA HEN EHARNEFHF UEREMERERIE
B RIFE K.

1£ Amazon EKS FEIEHNREER
REEER X

FXZhHY Amazon EKS EE#Z REEER 8| RIF Y 0 BB AR,

- BRABINERERSERKLENRARX TRENBRESR. LEREISEFRERREER.
FRREAEANEEENRREZEHER. REBEEFTRIECRIVZFRRERERREZEE , YRR
BEMEEEHRUEERBENEE,

- ERAERRERERE (1aC) T , 20 Terraform = RKEB/EBHE{L B2 F CloudFormation , B4
BR-BMNTEEH,

- AIENBMRBERRS  NinBMF T R ERY,
- FERHERSH  UNSTHBILHRBEER.

ARNERNEE
BENEHNEENRHESNENSKANBNERBRTREHEE,

- EFERNERRERR  EEE 2N EREREFRAE 2 EEE T,

- SHETENEREEREEENDER  BREENARES K BRTHEREENEREE.
- EREGRARBLERE  ARREERENERE , AHERPBEZ DM,

- BEEHPXEHRE ( HlI0 CloudWatch Logs) W RFAEM HEERBMNEEFEF , LEBRTFERAL
REFEHEEERNFE.

(® Note
Amazon EKS 1.21 IR EFHARA A kubelet E B BB AR EHK H SR,

. ZEAHAGFMEEEhot-warm-coldZR#E , LB ELFERE M B A K,
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BETAEERFHEERBUESENNE  MASERETRES

BRIZRIBKEER (SLOs) MEL AR , EHMHE, AITHRE.
- BESBETRRENRR , WERESREVHRINEREE , URBETRINEE,
- BERRERHZANABMATHER , AEREFHREE,
- BUHENERESF  YERTRBERBREMENHERBNEERE,
- ERMENBEERER RS EMEBENERIE,

BR&EN
HREREREARYNEEERA NS RIFEBEER.

EFFEESETATERLENERER , QFEER,. Pod MBFAMHBKRE,
- RBEREAEXNYEES

REFEEEDRE , UBRRBHRNEREAR |, FIRFHERNEE
EARATREERERTEEK, BARARNRENEREAE,

EH S ERMRER , LB &ECHELEFRE,
- ZREFRAEETEREHRMBIELCERTH.

Wt

£

Wit

ZEBRZRERRIET AR — &2

AFFEERAABESEERFIURA , ERERENRERBOMAFRFENETT.
- BALENEKEE  NERERRENAEERNZE,

EHHTERACNERERANZ2EE , EREBERNRR.
- BHERPNFENBREZEREENE.
- EEReNERRBANZEUHEANSHERE SIEM) Rt , LEBSEENZTEM TR,

Amazon EKS ARy EPEES = Z EE18

MAERIETL

- RELERRERR.

BETERBNERE



https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
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- REARENEARK,
- BEEEERARA.

- FREENRERRAR.

- HRREERR.
- BESRER,
- RHEHERE|E.
- NHEEERERF.

KEER -

- EfifRfERARE,
- XHERERF.
- ARERERF.

FEUGE -
- TEHIES BN TERER.

- RE(LREEER,
- REBEHEMER,
- MAERERRER.

ELREERIRMER , SEFENMEE Amazon EKS RENEREEMRAF R, CHRENEHREL
B  FHAZHNEBFERIEAEERE . ERETFTR—AMRE A MEREEHAINRENR
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£ Amazon EKS &g it

JEMER Amazon EKS HERAEXNTEAMNEE LY. EREBWE. EEMEELTE EKS &&E
FEHENREHBRBEPOBRERE , RUBRAENRBEBNFAT R, HIEAHEARTHR
HITH, BB AR EWEEHBEAE Amazon EKS IREFHEIE, BEBIRMAER A Eend-to-end
ARM , ERNEMRTERE 2B RKETRENEM M, EVELCERERRERRS , W7
Amazon EKS T{E& & AHY M EEEE R IR,

Amazon EKS MEBEMEFETRETHRAMKITA, REILMEE , UREBRRILEREAN TSR
M, K&, BXIEEAE5E Amazon EKS JRIFEHIVIRIET R REE AT RN

AWS X-Ray T EMEAREANMEBERTHEEERAG, EMIPRELRRBEESNEERER , 2ETH
BR

s ERELMEGEREIBXRRTANEDRR., EFRAETRENWMREN T4 , e
RN TERE, REREBRETHEETHRBEAER , XERNEARENEEPWREEER, NFE
EEFMHER , 520 X-Ray XHFHERH AWS X-Ray FR#IE HERR ST,

- REEENRERH#ERERBENENEEEE, ZERBAENITREENEERRE , BAUEF
Wi BN E, HERNTERECERERESHFREEEN I ERBIRE  YEREERKE(LT
B, ZEE—S THRIEEDH , 5528 X-Ray XHHIEE Analytics TR A B F,

- EREBEXTHETBARURENATEE D, BiBEKE REHVERRE |, THLBINME
BRHESEH  CULEFHERENERER, SETRMEHBEEIIERABRAREREEMEA4
RENEE K EEEHREEEMNRK. WEEEFMEN , BF2E X-Ray XH4HrEHR,

- BRENEREARBHERAUBNRAREHRER, S EREEREREREN CPU, &
BRANAREAEN  UTHRERER, LERNTHEBESNEREFEBE , UKREN EKS B2EW
RIS SRAER A2, TNEELIRERTE |, 52 B Amazon EKS 4R Ry ESR & £ M BE AR H 55,

- BREAERZFEBERTHINUSEHAERREHEE, BBEMREIRIIRIRREHN TESEH
EHE , SO URRSENERAERNNEE, S MSECEEEAERENend-to-endE FE
FE , ERERLETEFREE, FEBEFRKREREER  BEARKRIESN AWS X-Ray
SDK,

- AP| HEEBFREABEARENZEHNEIR, BLE APl EABERFEREXTKEE , UHE
REERBERT. WA REAHBERER S 7BRE. RENERRFHAHFBRAENEE , UERER
ZEMMEEER, HE—F 7 Amazon AP| Gateway with X-Raydocumentation F1#J AP| &t

Amazon EKS FHIEMER T EILRKESZENEK., CEEABRIFNRE K EHAIMERER
HMEE2 BEE &, LLEBESER :



https://docs.aws.amazon.com/xray/latest/devguide/xray-console-servicemap.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html#xray-concepts-traces
https://docs.aws.amazon.com/eks/latest/userguide/eks-observe.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-xray.html
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- BFEENHEE  REREEANXBERIEFREMERR , URECEE , ARRGHBERS
MR, EEE—DSTH , F2H X-Ray XV EREMESR R,

- ERZEMNBEEESNERYE SNEEFMEMUBRRRENCEELRNERNRENEAEIRE , I
HEHEBLIEF. MEFMENR , F2H Amazon EKS XHF#EH ADOT Operator EiX 52 F]
EBHER.

- BUBENERRBEBCR . SEERETEHERRA , UTEHTHAMERERBEREANERE
Ko ZEERR CloudWatch BB , 5528 CloudWatch Logs XA EY A B 55EHE M B &5
Mo

- REAEMWREBCMOMIE . LBANHREHRBNLIE |, Hla0 AWS X-Ray Analytics EE AT
Amazon Managed Grafana , AEM D TEHRE R, WHEFMENRA , T2 X-Ray XHHRYE
Analytics E#E A H &,

EAREAH
« Amazon EKS WEM T E
« 1£ Amazon EKS HEHN SEEH

Amazon EKS WiBHt T E
Amazon EKS X EE{E AWS FE=HBEREEDEER,

AWS BR#§
« AWS X-Ray : o #XBHRTE

X-Ray £ & AWS R 19 , WiRfitend-to-endiBMIIEE, T2 EEIRA AWS R , BT
Amazon EKS E#1{THERRXNIBEFMNRE L EM S . X-Ray BEM &S AWS R , 81
Amazon CloudWatch , M 12#IB M EE AWS BRFE FEOUAY B BhBE B 1.

« AWS Distro for OpenTelemetry : & — A BRI 145048

Distro for OpenTelemetry R EARERREEEAREXNEZE, £ERMBEN AWSHEN
OpenTelemetry i, TRMEBEPIINBRITIEE , RREFRE AWS R B2E  AUFEEES
BEEIRIRIE. Distro for OpenTelemetry X & Z{E A #AI M & im |, WIRME AWS BRI ke
BE,



https://docs.aws.amazon.com/xray/latest/devguide/xray-console-sampling.html
https://docs.aws.amazon.com/eks/latest/userguide/opentelemetry.html
https://docs.aws.amazon.com/eks/latest/userguide/opentelemetry.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://aws-otel.github.io/
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« OpenTelemetry : BAMRRIE DTSRI LEE

OpenTelemetry RHEFECHTERAMEE AT I SsXBESERARMESN 2 A UBAER
B, EBENRRBENBEFIULLE , FRESFEETARE - HMNITHFER, ERNEZE
AR THRRESEEZFRSRNBEZERM,

« Jaeger : ARBIBE S HRNEHR T B
Jaeger R BB HAARTEEN S HFMEMIIEE, ©EBFMNREHEKERBLREHRR

KRR T RMEEREL. Jaeger WEBEASTERMME K UXBEXEMTEK , AES
RBIEH Amazon EKS #&. EKS FZEH ViewJaeger

« Grafana Tempo : 28 E#t

Tempo 2 —& Grafana EREMRAR , TIRMAREERFESE , W Prometheus IEIEM|AEE
&, BEARAMBENEMRBER UK E Grafana WRAERES , FEERAREEA Grafana #1T
HBILHEB. Tempo WEBES Amazon EKS EERFEARBEMERET

1£ Amazon EKS FIEMHREERF

AHREEVENEMAANTBRREERNEMNFE , LLBE Amazon EKS F LA Kubernetes A&
WY FE R 200 T BRI M A B PR RS

- REEWHE  REBLZEARXNREEXNECEEFEFAZRBENEES , RETRNBEER, AEE
BREFESNEEER  RRRESAE. BRTRENEHEUE , URELLRE, WFEs , F28
AWS X-Ray X#rRHExEmER AL

- BRIERE : A X-Ray SDK = AWS Distro for OpenTelemetry WS ZHEBRATE | FER
B TERERK, #Ii5E REN—BGRENNATEE , LESEFFNERENME, MEFHMAE
A , 5528 Distro for OpenTelemetry WEE 25 U4

- EXEE  BEEEENRZHNBERE  UFERERAEENTRAMEER, BIHBNERRE
AERSNEORRF , UREHRBNEKER ., MEFMENA , 5528 CloudWatch Logs X HHHI
# & CloudWatch Logs FH HFEFERRE, CloudWatch

- WEEREL  EENSEVERENET , KHEARINENTERERE. FAEMNEENIE
BSRE , UBPEEXE, WEFMEN , F20 X-Ray XHFHEE AWS X-Ray #HEiER.

- REEH . FH IAM ASNBREEEENFIRHNERNREBRRE. EHL2ERINEREESR
BRBERERERRERS, MEFHENR , F2H X-Ray XHHH ££ AWS X-Ray,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-OpenTelemetry-Sections.html
https://www.jaegertracing.io/
https://www.jaegertracing.io/docs/latest/operator/
https://grafana.com/docs/tempo/latest/
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-sampling.html
https://aws-otel.github.io/docs/getting-started/collector
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SttingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SttingLogRetention
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-configuration.html
https://docs.aws.amazon.com/xray/latest/devguide/security.html
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- ERARE  REERESEERENLEERE  YREESHENRE, BRERRMRKREEE

oo

B, UERRERE. MEFMER , 5528 CloudWatch XA # Container Insightse
- SUAMK . BuUAERETNEBHEERERS  URECEENRELEES, THIRSTHAMERETER

AIRMEHINE, MEFMEF , F52H (Amazon Managed Service for Prometheus X 4F) H#)
& F AWS Distro for OpenTelemetry #5&UES.

&
=)

BEEELRERY , BKALAEN Amazon EKS RIREV B A, BRREERNEBHRRL. E
BYA#EfR Kubernetes EAIREAK R AIBAIME. BRRNHRED BN &EREE.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-ingest-with-adot.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-ingest-with-adot.html
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£ Amazon EKS HiE2fEE

ETREENHEN Amazon EKS tHITEREXNWEETH, TUHARHELSRRK  EBEH
. E-%j?,x& EREBRARAREEERETAMNSFEAEERNBRERECH , BHRESMBER
AB, IREES REIE Kubernetes EENEEEE , 2%

- ERmIEERE
- ERAERAMEE
- BREER

- BRTEBER

Amazon EKS AV ERIRETELLREEEA, ©FEEwell-thought-outfI K , L FEH R REAN
ERMBERR A TREN, LLRREERX -

- ERHEENREMRSE,

- REBEBREMANZEHEBETHNERIER,
- BREENEENEHERF

- HEH4EENEBATEES,

EAREAH
- Amazon EKS 2/ RIT E
« £ Amazon EKS HFiREEM HEEK

Amazon EKSERITE

Amazon EKS X#EEE AWS M =5 REREFRE, ELEE Amazon EKSERNWITER K #FE
BELSINRE, EEM. ZAH. BAMNGTEELRNERERNEBEDRERE, FZABFER lE_ T
BEHEE , BH Amazon EKS BREE VS HNERMNIEEERA R,

« Amazon CloudWatch : AWS BR¥§ BB ol 8814

CloudWatch & EKS #ERMIEE, AFNER , WHEMBETEES AWS R,
« Prometheus : Kubernetes B RIS EEIZAIREET B

Prometheus REE AN EHBFES (PromQL) REZE R KM



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/eks/latest/userguide/deploy-prometheus.html
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https://prometheus.io/docs/alerting/latest/alertmanager/
https://aws.amazon.com/grafana/
https://aws.amazon.com/what-is/elk-stack/
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https://github.com/kubernetes/kube-state-metrics
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html

AWS 5 &5l

&1t Amazon EKS A& REER

- SHEEMEXEERSEETREREENA,
« £ CloudWatch EFERRE=1F TEERK,

BFREDHNFS

« AFFERNFEAEE,
- BEHEERER , UBRDREIERISEHBNES.

ERBRWEE

- BRIERER, @REENRBEESER.
- REBELEEENRENGERERA,

EEEHRER
- ERREAERNPES HRBE,

« ffF PagerDuty 5 Opsgenie £ T E#THE 2R,

EHRIRRERE

- ERAIEEHNEREE.

- EXBERERPISRENHE,

158 P EB AN SRR B 7 — B

- AERRVIBYFEENRESEL,
- BEMBEROBEXNEA B

BFERRRE

- BEBRWBNBEIEFEERRS , U LERAR.

A BFTER
- BEERFTEREUETRARNSENEE,

REEK

26



AWS 5 &5l

&1t Amazon EKS A& REER

« £/ Kubernetes BiTIE{E API RIBELIEEETEHBER.

EERCHRES -

- BB AR BFEIEE  LUNRBEZEERE,
. BEIZEERFMEA Grafana Loki 2 ELK Stack &I &,

ZRAAEE

HEERAEIHEEBENRIENIRE,
- £/ AWS Budgets RE=FHRAEETE,

X 1R EE Runbook :

- AEEBERERENEM. 1TH Runbook.
« £ Runbook FEBEHERE LR EREF,

BBEBRERELREER , BLlA Amazon EKS IRIBE VA, ENEREERNIREERK. EEER
RHERLL Kubernetes AEBEWEREANS AN, RIEREHRNZEREE.

27


https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-managing-costs.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
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https://docs.aws.amazon.com/eks/latest/best-practices/introduction.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/prometheus/
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/whitepapers/latest/big-data-analytics-options/elasticsearch.html
https://aws.amazon.com/blogs/containers/amazon-eks-enhances-kubernetes-control-plane-observability/
https://aws.amazon.com/blogs/mt/automating-metrics-collection-on-amazon-eks-with-amazon-managed-service-for-prometheus-managed-scrapers/
https://aws.amazon.com/blogs/infrastructure-and-automation/automate-monitoring-for-your-amazon-eks-cluster-using-cloudwatch-container-insights/
https://aws.amazon.com/blogs/mt/enhancing-observability-with-a-managed-monitoring-solution-for-amazon-eks/
https://opentelemetry.io/
https://prometheus.io/docs/introduction/overview/
https://docs.fluentbit.io/
https://kubernetes.io/docs/tasks/debug/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-eks-observability-best-practices/amazon-eks-observability-best-practices.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-eks-observability-best-practices/logging.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-eks-observability-best-practices/logging.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
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https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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