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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
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AWS IRF SERARSEIBRE , AIARER, AENEENS X, BEAIREHERNE—IRS
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ADDF HEEFEET

EAR WEARSEER AWS R thiERAR B BEBENEE (ADDF). THERARAER
ADDF WEfE , M TEM R :

ﬁll

- AWS - ElRE R EAEEER AWS R,
- ADDF #/EBk — ADDF #% /U BB 27 ADDF f#17E (GitHub) 3 i ADDF A EE,
- ADDF % - ADDF R ESEETRRER :

- ADDF FEAE - 8%, BFIZEY# ADDF EHEENIBHEMT A,

- ADDF #&{E8 - S EMiRYE ADDF #ITRIEAVE[T A,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://github.com/awslabs/autonomous-driving-data-framework
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Il AWS responsibility
“Security of the AWS Cloud”

» Software security, including compute, storage, database, and networking

* Hardware security for the AWS global infrastructure, including AWS Regions, Availability
Zones, and edge locations

ADDF core team responsibility

“Security-hardened framework on an as-is basis, as stated in Apache License 2.0”

e Periodic security reviews of releases

 Baseline security features

e Security-hardened default modules*

e Security-hardened deployment and orchestration framework

ADDF user responsibility

“Secure setup, development, customization, and operation”

* General AWS account responsibilities:
o Security controls and checks (directive, detective, preventive, and responsive)
o Multi-account architecture
o Networking design
o Identity and access management

e ADDF responsibilities:

o ADDF setup

o ADDF customization

o ADDF module development
o ADDF operations

o ADDF updates

* Excluding any modules in the ADDF fmodulesfdemo-only/ folder. Those modules exist only for proof-of-concept purposes and didn’t receive security hardening.

AWS EF

AWS & EREBEHIT PRUECERBHERRE AWS Ein , 1 AWS HESEREMER. LER
REBBT AWS Bin RBVER. 8. BHENREER.

ADDF % /OB EE

1R 4#& Apache License 2.0 (GitHub) , ADDF U BEBREHRRE T —EEXS T £ HEEE, ADDF %/0E
BXEETHIHE:

AWS EfE 8


https://aws.amazon.com/compliance/shared-responsibility-model/
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
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- BITRANERLLEE

- EERLIEE

- ZeMRILWTEREE (ETEHE /modules/demo-only/ ER KRB {EMEHE, ELEHEAR
BemERAR , TeEdeMRl, )

- REMBICAIBENBEEERE

EBLERZEBERERIE GitHub REFETRMANER  BEFEMBERHERT. E2HEER modules/
demo-only/ B3y ADDF #BiH 2 S\89FrE ADDF ##l, LERFKF R ADDF RIEREBR S
{t , TERFETLEEREUEMNEFHRAZRBERNNRET, SEELRERATRERIREY
fe, BULAHEREVYELACH AR, T2MR{CEBRNER,

(® Note

ADDF AL BRI+, & Apache License 2.0 (GitHub) FTi& , ©FEEHHEA ZEF R
™. WFEY ADDF #TECHZLTE , YRIDECHFALEABNBERELER,

ADDF ERHESEE

HEE ADDF LLR£MFHNERE. BFIMEER , ADDF REEBEETRLZELH ., ADDF £AEH TS
HENLZL2E8L£HEMT:
. —fi%X AWS tRF EfF :
- RERHANWE (BES. BRI, B ENEE)
- ZIRFRE
- BHARRE
- BAMEHER
- ADDF BEEE :
- ADDF 5%
- ADDF HZT
- ADDF &1 B8
- ADDF #fE
- ADDF E#

ADDF ER&EEE 9


https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
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—fix AWS IkF E1E

#&1E M ADDF HEERIFEBE 28 AWS BIRE , AWS tkRF FERIE AWS Well-Architected Framework
PFHREBRRBESLN . EBEES. G, FHENEELERS, SEGHEFHENERE
F, U REFARLERSIEN. CHEHBNBRECSETEESy. FRNBRENESR, BF , E
Lo SR M RS RS A B R i B R AR 2

ADDF BEEE
Z2 K ADDF %2
ADDF FAENETHRMRBIE ADDF XHZ 21tk E ADDF, FKFIEZIERZEMRE ADDF Deployment

Guide (GitHub) FFHYREAEITIRIE, MEAL L MERTE ADDF WEEIET , H2/8 541 ADDF
3 A U R

%% ADDF BET

MR ADDF #& U IWAE (I8 CodeSeeder. SeedFarmer 1 ADDF #/U:E4R) #1TE{ME 5] , ADDF
FRAESHELBFEARLTET. WEFHEEN , F2HEEF] ADDF HEEBEENS.

=4 ADDF 18485 2%

ADDF &% ADDF SHENEM BT EEE I ST, I , ADDF EFAEEEE ADDF 24
HERETEMNRERNBEEE, NEFMEN , 520 % ADDF FiRE B5T &,

%4 ADDF B MR/E

FEELBREE , ADDF SRZITHEEN L2 E$# . ADDF FAEEETEHRERME GitHub REFE
NEFIRAZSIRIE ADDF, MEFMEN , B30 EEBEMN ADDF 38, EERENLZ R
#%. ADDF &% M #BREE.

—i AWS tRF HE 10


https://aws.amazon.com/architecture/well-architected/
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
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ADDF Z&EERF

BEBERERILEE (ADDF) ERERHMER T RN, EALREITZH , AWS ¥ ADDF #1774
BANZLEEL R TEAEANNEZLEE. AWS IFRKRABHERERNGEHRBETR
2HEE,

EHLZEMHEE AWS

ADDF 2H %A awslabs GitHub fB#& 3 AWS, SEHABFHNERE AWS HITEBMNF
BLREMEE  USSEAZIBRELSM, BEBAWSBE , AWSIAEREEHRLTESMEEER, H
ERFTATIENEF. A, AWS T2/ ER ADDF WIERRHEZEE, ER , FASEHN
Z2FAEHRBEBRMNBEREENRHG , EESEREM,

® Note

ADDF #EAZEEK "Fik, R, THHEEMUARIRTZRER MGG , STBEETRAFE
B, TEE. HEMERSERRNERENEAERESHRYE , 20 Apache License 2.0 (GitHub)
iR, BFEY ADDF #THCHWZ2HE , YRR CHACEBHNEERELESR |, I1RIF
Apache License 2.0 FHRE , B2 REEREFHAREHN LM ADDF HEEM , WAIRER
RIF L FE R T EREEET A BB A T & b,

EAERELSEENER

ADDF R—BEENEMHNFARRERER. RMABFMELAELEBETHCHNREEE , WEBRK
EEMEZEEBNREGRMHER. NMREBRAEABHFEHEE , FERELZEBEBEX (ADDF
X)) PR EE R,

EHREMEE AWS 11


https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/CONTRIBUTING.md#security-issue-notifications
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ADDF REZ £ Thee

BEEBENERE (ADDF) EFEERNRL 26, KFER K ELUREEHERERERE , Lk
BENERNEEREEZEER,

LTRABZLIEE

« ADDF #HAREXFHNREER

- EREEARENE

- laC HEBZERE

- AWS CDK S EA N BT RIEERBE
+ 1818 deployspec & RH HIKERBER

- BEME

+ {£H Secrets Manager HIBE 17

+ SeedFarmer 1 CodeSeeder WZ £ BE
« CodeSeeder AWS CodeBuild BA&HFFTREXE
- AWS ZIRFRE

- SIRFHENREERTA

ADDF #iEEN G RIKER

REERERTHTERFENREFTNLZLHEER. NFFHEFR  F2REASEERET
A, ADDF R#NEBEHEXNRNHRENERTBEERKEBERER , TR

« $H¥ ADDF #RAE A PTA AWS Identity and Access Management (IAM) B3R B 1 F R FIPTE/Y
RIKEF .

- AWS R BB EERRAREMEE, ADDF RMEMEEESE A4S E A RGP F I IR MR
IjJ Beo

B BN NS

ADDF £ %48 |, B7E4& ADDF RSB AERREEIERTEE (1aC). 1aC HR T FBHXBEF , B8
ARSI FBIEF vl A E AV S5 SR AR AR ER,

ADDF #HiAEABH RIEER 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

AWS 75 %43 BB BN K448 (ADDF) %4 FR{EIET
ADDF EHEEREMAE R laC RBERHRAMIMBERE. ESFHETRR

* AWS Cloud Development Kit (AWS CDK)
* AWS CloudFormation

» Hashicorp Terraform

IERLMERTER laC REBREETRNER , KRR ER ADDF ETEHE,

ADDF ##{EFHRTESR 1aC 22485 AWS CDK, AWSCDK 2—ESHRYHEOMSK , ZEUSS
FREEZ AWS EiF, AWS CDK B EBREMNRHIFAEREFATLZEHREERK. £H AWS CDK
AR RZ £ ERRENRR,

laC WEBIZERE

B RUR 28T cdk-nag AR (GitHub) EE & E| ADDF, ttAARRNEREREL BEREH ADDF &
#8 AWS CDK , LUBSF— M EZ 2 BEER, cdk-nag 2\ FRERE B R AAE IE4REHMBEE
REEBHENEXT. WEERRANTREENFMEN , 52/ cdk-nag £ 8l (GitHub),

AWS CDK ZEBE AN Bl EEREEK

ADDF EiZ{EH AWS CDK v2, % BH A ADDF 5|8 AWS tRF ZH & AWS CDK, MEFAE
7, FSE58 (AWS CDK X#).

BIBTERR , A8 E& AdministratorAccess AWS ZEBUR AWS CDK 1EiRGESIBIREFFEYT

% AWS CDK 2R, hACHTERZMBA cdk-[CDK_QUALIFIER]-cfn-exec-role-
[AWS_ACCOUNT_ID]-[REGION], AWS CDK Rt ABKERIBER AWS tRF EABERF—
B4 #518H AWS CDK ,

BIBEEBHEZELER , AdninistratorAccess BURTJREIBAE R, EH AWS CDK 5| ERE
FHH —&80 , B LRIBECHNEEETHRENE T, B LLEBER --cloudformation-
execution-policies ZEUFEANEENBREEMSIBIRFREFHE. WEHMBENA , 52
BIERT 58 (AWS CDK X )
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https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://www.terraform.io/
https://github.com/cdklabs/cdk-nag/blob/main/README.md
https://github.com/cdklabs/cdk-nag/blob/main/RULES.md#awssolutions
https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html#bootstrapping-customizing
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#& CodeBuild AFBEER , IHBERKERFETR. LREALRBREERFRBE. ETEHE

AWS CDK ERREAFMENFIALENT , RAFTE ADDF RHMNEEERZEY A AWS CDK AR
o

TiB , MREBEELE 2HPITEMRESS AWS CDK , BIZEE BT IAM B3R , MR 21
CodeBuild WFERBRIE AR, Bl , MREFEH Terraform AWS CDKZ LA 1aC SpBLEE |, AIE
EEVIAMBX , AR FRBELEBEANTUREE. Z—EEEEA IAM BERNRFIZRESZRE
install, build., =X post_buildBEER#&+ AWS RIE hEBES¥ Htt & Direct AWS Command
Line Interface (AWS CLI) pre_buildFEayeE, Hln , MREHNEHTEAREERLEE S3 #FF
BTB8#9 Amazon Simple Storage Service (Amazon S3) &% , BIBRZEEHTHR, HI] IAM BERT A
AWS CDK ZBESAVET AWS fr HiIREFMRYIRS| . & ADDF BHEEV BT IAM BUERRE | FRRER
RIRRERET T,

ERmE
ADDF EREMNREBENRBRBER, A 7THBEIREBELER , SeedFarmer, CodeSeeder 1 ADDF 12

HORESNRAA ERANFENER T ER AWS BRI ( Br3Edemo-onlyE R RAHPREIE S HEAHE
ﬁaﬂ ) o

2 Secrets Manager K BEf#F

ADDF 8RBT ERFEHZEME , 0 Docker Hub, JupyterHub 1 Amazon Redshift, ADDF i
AWS Secrets Manager f#F{E{M82 ADDF #HEN#E ., EEMREEBRREXNBBBRBBER.

Secrets Manager #ZERFEEERF P , LEXIIRF EEEE, KHERR , TEERFTISETAIH
B

SeedFarmer ¥ CodeSeeder WL EE

SeedFarmer 1 CodeSeeder (GitHub f##F &) AN &8E ADDF & H ADDF #E#H, ELRRRKRBER
2178 ADDF BN EH AWS RE X2 BERF , WHFTRADDF Z2EEREF,
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https://docs.aws.amazon.com/redshift/latest/gsg/getting-started.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://github.com/awslabs/seed-farmer
https://github.com/awslabs/aws-codeseeder
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B AWS IRF, #H 25 RRBIEK Amazon Resource Name (ARN) B E,

2. T B2 EMAH ADDF B A SBEBHE A BUER ARN JEE,

3. ADDF A AEEKSEBER ARN FEESIFERRP. WFELESHEH , F2E sample-
permissionboundary.yaml (GitHub),

4. RINEREHE , FTAISRRAGHI#EE CodeBuild AR HBEENFIEREAE,
5. R2EBERRERFTECEMFARR,

m
%

AWS ZiIRF %18

I AWS Well-Architected Framework W Z£ X EFIER , RIFEBHIFER AWS IRF |, ERMIE
EHEIRZERKEER. ERRA AWSIRF ZERHEAR. WEFHMENR , F2B AWSIKRF B

BEHNER. WBSHNEEBAZIRFEE, HE-IRFESMEL , ERRFTN AWS ZIRFEB IR
IEEHE?E YR BREZS RN EEHE,

ADDF FE4A X AWS ZIRFZRE, BT AWS 1RF REEHN ADDF EiH 2 HEABHREM
separation-of-dutiesFE R, &R LA ADDF FEEIE— AWS tkRFH , FETEEMBFIIRFIheE, =
% , BA L A ADDF #EESEABEE @R B RIRF.

REEERNME—RE 2 ADDF HHARKXEBEAEES/NNHBIEN AWS IRF,

HREERER  BREERA—EITRERFNEL —EERIRFERNSIRFLEE. NFFAEF
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https://seed-farmer.readthedocs.io/en/latest/concepts/multi-account/#permissions-boundaries
https://github.com/awslabs/autonomous-driving-data-framework/blob/d98e02f1a89d0029b35a56b93dd56c18c5cb2aa1/resources/sample-permissionboundary.yaml
https://github.com/awslabs/autonomous-driving-data-framework/blob/d98e02f1a89d0029b35a56b93dd56c18c5cb2aa1/resources/sample-permissionboundary.yaml
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aws-account-management-and-separation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aws-account-management-and-separation.html
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3. ZBERFP P ERE AWS CodeBuild 1£% , UASBEBRNEFELE,

TEBERERFEEZ , 2ERE ADDF 45E AWS Identity and Access Management (IAM) & & /1%
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E AWS Cloud
. ADDF toolchain el ADDF target AWS account 1
AWS account

CodeSeeder - ADDF deployment framework
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Parameter Store

I

Y —_—
{ % C 1]
@I@ | OO0
Parameter Store ADDF deployment | ADDF module A
} IAM role AWS CDK CloudFormation stack
- mEXN ADDF target AWS account 2
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IAM role | |
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! AD%ZF?]ZE:E?}TM ! EI[EI Meg) CodeBuild job
---------------------- ! Parameter Store —
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FRRALkAR®, LtABEEHITAB AWS Systems Manager 2B EHRERENET , WEFEB
CodeSeeder BB F#HiR CodeBuild F# AWS CodeBuild 89857, CodeSeeder
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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md

AWS FZEiE35| BE BB E R 2L (ADDF) R MREERE
ADDF Z4 8 EMERE

BEEBE BRI (ADDF) BHRA BT ER , FEEMTHIEM DevOps MEZ £ BBEITHFEMEMN
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- ERBLM ADDF HE

- EERENREER
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- BBREE

EEIRE ADDF 2248

ADDF #{TEREHILBAMEN AWS IRF RE—KRE, It AWS IkRF RENRFTSATSRER
RARVINEZ2HEMBRESTR, flm , EHSEF (PoC) REHPERE ADDF HITEERHNZ & MIREMEES
EBREBEELERREPRE ADDF WEBREESFETE,

1£ PoC IRERH1T ADDF

WMRESTHEE PoC IRIEF A ADDF , ERE %R ADDF BUAIEXMEMTIHEER AWS IRF WE
A . ERBRELIRE ADDF RENSERBERENIKRFRE, UATRLAENER

- WREEREN ADDF AAEHR  ATEYHMTEERERTRLE.

- FETETHY ADDF REEHTAFENE TR THEERACHEBNRR.

BMESH PoC W% , RIFMARHBEE THIERE £4£ERSETHIT ADDF 5| HNRERH.
EEEREHHIT ADDF
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BRETHENHBNRE. REELEERETHIT ADDF 28l , EER—EERZHREME
iy DevOps Bk , WAEFEIRHTEMNEIR , EF ADDF HEMN £ 6B ME R,

- EAZIRF4EE - 58 ADDF #TRBHETETECHWER AWS ZIRFRED , KEEAHM
THEAN IHEER., WAWS IEEEE 23 (AWS Well-Architected Framework) FTEZ& AWS 1R
F, REBEBHNER BERNIFARIRZE RREEK. ERRA AWS IRF ERRHER
PR, EEEE—IRSZRMEMLL , EFERLGTIY AWS ZIRFEBIRMHITEEESE , WEIBEZERE
R EEE, FASIRFEBETHEBZNIRERIFE AWS R BiERN. REEAEMN ADDF
BEDMHERTAEZH AWS IRE £ | LS EBNZENBEsHER,

- EfB%1E ADDF #1TEE - REETRETEZ BB LM ADDF H1TER , URIREEBMWEEER

B ERERE, RIEMIE ADDF #iH, REZE ADDF HTERE , BUUEATIHFA—FA

E

« TE AWS ZiIRFREHPHZE ADDF #1TERE - SR SMERMER AWS tRFE RIBEETE
ADDF #1T{EEE. Hla , MREWABETERANMREE. AENEERR , EUUAASEEREM
BIH ADDF $TEBRNEAIRSE, ERMUTHSHRE , HIME KSR EBEMHERNER,
BB EEERERFUARRHCEAEEFIREERE. TIHRGRETRBEEENSIRFRETHNM
18 ADDF #11T{E 8.

E AWS Cloud

@E;% ADDF instance A @ﬁ;? ADDF instance B
| - : P - — in a multi-account environment

in a multi-account environment
E 3 D,:% Toolchain account B Target account 1B

Bl Tooichain account A Target account 1A
Target account 2A Target account 2B
Target account 3A Target account 3B

- HE AWS ZIRFRTEHHZE ADDF H1TEE - BAIEM HAMEE AWS ZIRFIRENZE
ADDF #1T{EE8. ERRBULEME AWS tRFPEY TEIND X, HlM , MRTENREAS
FATIE , B ASTUEMEER AWS 1RFF 2 EM ADDF #1T{EEE. ERBIMNBARASE
BYNDXHPIE, UETHEMAE., WREERALLSE , HRSE ADDF #TER |, £1
ADDF ERA4AEAH—NEREME, KFEKR , ADDF AERRENEEELTE, RETHEB
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aws-account-management-and-separation.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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@W@ ADDF instance A

in a multi-account environment

@ ADDF instance B
_ in a multi-account environment
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Target account 2

Target account 3

- HHE AWS E—IRFRETHIZE ADDF S1TEEE - WRBE L —EHFFEERLU. FTRZEE
R, 218 ADDF SITEBRHEFEE—IRFRRED  MIESKRFRED, LRBUTNESHFEBE
#) ADDF ARG , EEEARFNEEIRERR , B ERBASRARETBN D X L TH,
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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Combined toolchain and target account

A SeedFarmer 2% #| ADDF HIITERTEMNE—TE , At AT UEEESEEBNITE R
M CI/ICD BFHEMIREMIRFZHE,

- RIBEBHZLFERBEET AWS Cloud Development Kit (AWS CDK) 5| B - ERSE S| EREFH
B AWS CDK #Eik AdministratorAccess AWS ZEBEK, LBERBETFTZEEERR, MRLEBRE
REERNZLERBRER , EALIBTEANBEE. WEFHAENR , F2BAWS COK HEAE
) BT RIKERBUE.

o £ IAM FEREFEVERERRIEER - B &L AWS Identity and Access Management (IAM) 7%
ERRAR |, LA EFH ADDF AWS 1RF, ADDF EEHNRITEFRREERER . £H IAM
FRENtBEEREREERER , BERSEEBNESR , WEERE IAM FRELZE25EER (1AM X
#)o

- RIBEEBHNREELREDM - ADDF ZIFEH B AWS CloudFormation #8 , AREIER
WABEABEERFAEEZIR (VPC), HREMABMNERME , It VPC TR EERBEMRMERAME
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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HEZHEERFHEENBHENMESE  WIEEREIERF.

ARTESR£BESHANEAR  BIIRETARBZRENRESD  BNEBCRAEZNENSEEAEN
FRERAR. REZEMACHNREER  SREXSHEHEARGIFIENER,

(@ Note

modules/demo-only/ ERRHH ADDF EHEAKB LML , TEBBETEERREIE
MEEHBRAZTREENNRED, S ELEHERATRTIRRKIIE , EUNAREEREY
FLECHBR]. TR LEENER,

Hi] ADDF S EEBRENTE
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s REFLBEHERYE - DA TELEFRRMWEN ADDF LUINSRFDENZLEH. SFLES
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MT , REEEMEEERZTE R,
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https://aws.amazon.com/architecture/security-identity-compliance/
https://aws.amazon.com/architecture/security-identity-compliance/
https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/understanding-landing-zones.html
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
https://github.com/awslabs/autonomous-driving-data-framework
https://github.com/awslabs/autonomous-driving-data-framework
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—fix AWS Z2HEBHRNEEBNZLRBREER, A, RAZBRERBEABNZLERET
NENERNABHANBENEZLEE , WE- TR ELLBEENER.

BEEZER ADDF &8

R ADDF R H1&#H , 0 ADDF Deployment Guide (GitHub) Fril, &7 XEnj £ B1ERE g,
FHEBRERNEEZE LM ADDF & , SeedFarmer FERREEFEE L EHRN B ZIRF K Parameter
Store A MD5 #ZE , B s BENER S EAMEXNBEN FERRPESNERREETL
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WL EfE GitOps &l , HHPEHRRFEEE (BIRE SeedFarmer WAKENTE) EEERR , &
FEAREANERRERENBENFERZ R, WEAR GitOps WEEFMENR , F2EMER GitOps
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ERRENLZERR

MEEEBTFNEMEAERE -4 , 1§ ADDF MEREE] ADDF BHEEABESIREERERE, %
EEENRERZHBERH.

ADDF E#T
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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
https://about.gitlab.com/topics/gitops/
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md#steps-to-update-addf-deployment-when-there-is-a-new-change-from-addf-team-if-a-new-release-is-published
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md#steps-to-update-addf-deployment-when-there-is-a-new-change-from-addf-team-if-a-new-release-is-published
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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md#steps-to-destroy-addf
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HRREMNERIE ADDF  , IREAR/MERBTERERE— SRR | FEBRIFEREEN
B F SRtiG ADDF fiFE. NEFEET , F2ERAMERBZEEENERM.
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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
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https://aws.amazon.com/blogs/industries/develop-and-deploy-a-customized-workflow-using-autonomous-driving-data-framework-addf-on-aws/
https://docs.aws.amazon.com/security/?secd_intro2
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aws-account-management-and-separation.html
https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/architecture/well-architected/?wa-lens-whitepapers.sort-by=item.additionalFields.sortDate&wa-lens-whitepapers.sort-order=desc&wa-guidance-whitepapers.sort-by=item.additionalFields.sortDate&wa-guidance-whitepapers.sort-order=desc
https://github.com/awslabs/autonomous-driving-data-framework
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
https://github.com/awslabs/aws-codeseeder
https://github.com/awslabs/seed-farmer
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https://docs.aws.amazon.com/prescriptive-guidance/latest/addf-security-and-operations/addf-security-and-operations.rss
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https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
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