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B, POl WEHI SR E P ERKIN, MEQRBMW PCIPTS PO KK iSMEE | 28 PCI
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PAN FF3% (PSN) R RARE S SAMEE PAN 81T SR+ HVEIE.
NEEH
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EEFEALE-LAEERVARENZERNER. ARNBURERF , LFERANBEEE.
HETR

EAEHBEN (RSA, ECC) B, REERERLB/AERENALE L. WESRARBEE
BB HUES, BHBAWS AREBFEESHREL  REESWMEH HSMs T2 BT, MR
SHRRE HSM WERMERR K MARSERERBREFFRMENKEA,

PVV

PIN B8%{E (PVV) 2R—EXBEHmERLE , TARRERE PIN, MAREERMN PIN, HRIER MK
5E B AWS S RZEMmES , PVV £ Visa 5 ABA PVV Fi%, Itk PVV 2 — BB
H AR TR, FBFHE. FBASFPINBESR. ERIFRE , AWS IREBRESFEAR
SERERTEHREIL PV, TEILER AWS REZEREEFREENE. BBEESR , ©E
Be E LR Z ISR EMIES MAC,

RSA @%&/BUE %

RSA BRERAFHBLBRIXHBEIE (S0 TDES €88 ) LEWMEE —ERKE. REEFHE
FREERORRTUARZEARIRABBE SR, HRiE , ROABHEBRER 2B ZEA RSA
MENER , RBBER/BA AWS SREHRZF. RSAwrap EXREBHEETE , TEUR
REARAERESR wWTSMNREESNARKE. BEREFRERARERM  BRBHET
28F,

TR-34 L EEREEA RSA , BEAERKN , BEEZERE,
TR-31

TR-31 ( EXEZA ANSIX9 TR 31) 2—ESBEREKN , AEEBESRIEEMRAT (ANSI) EX ,
DX ERESRENAGHERNEREBPIERZRSRE Y. TR-31 SREABAEE—HEEEZS
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https://www.pcisecuritystandards.org/
https://www.pcisecuritystandards.org/

AWS 1R Z 51w = EREER
BHSHBEY  UEEM—EBR7E. AWS IREBHRESR|UAEMA TR-31 ZEE{viE%E , UER
BENSEIMMEEAR, TR-31 ©H ANSI X9.143-2022 X,

TR-34

TR-34 = ANSI X9.24-2 NEF , HREAFBBRM ( Hl0 RSA) Zei 5 BEBER (S
3DES M AES) WEHAE. AWS ARBHWZFLR TR-34 HERAHZEEANMELER.

X9.143

X9.143 REXEEREERSE ANS) EENSRERKS  TXERBHREREETH SRS
BEY, SREAKIEESARETSRANSABY  WECH—BRE. AWS FRBER
BERUAEA X0.143 EELFR  UREAHEENSBRIHANSMAR, X9.143 MATHREM
TR31BE  BAEASHERT , CHERANRIHASY  MAELFERETERER.

FE B8 AR 75

AWS Key Management Service

AWS Key Management Service (AWS KMS) 2 —BZER# , JEERRMELNEHARRE
BERNIMZEE®, AWS KMS FAEREZEEHE HSMs) RRBEMERFEH AWS KMS £i8,

AWS CloudHSM

AWS CloudHSM A1 AWS Eln AR FRREZEAN —M AR HSM #1TEE. AWS CloudHSM T
DRHBZRERBHRZEE , SINEY SR, ERNSBIANBENHEZER,

MEFFHAEA

- BETHE AWS AREBRZTFEANMENERS , F2HEAWS S HREZBRZ .
« WFE AWS I REHRZLSFEH API BVHEBER , F2BEAWS R FHREZLEGFE API 2%,
« WFE AWS I RFRRZERFE API VEH , F2REAWS S REBRZEFFEH API 25,

« WFE AWS REBHREZNACAZBREFNRE AWS TRERREFESRVFMES  F2REHR
AR e 5t Al & o

THEAARTS 10


https://webstore.ansi.org/standards/ascx9/ansix91432022
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/Welcome.html
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B ERH AWS (IR B RiR=Z

EERBER AWS IREBERRE , CLAXBUTR  AREXEEBHREREPEAECH. UTH
BRERUBENEARS , LEERAREL/ERE CVV2 ENER, EEEAAMBEAILRE AWS
RHEHEEN , FERETIAWS IRBHREZFNE , ERRK GitHub EATARNEHIER

FYBEREERS S| BLEVE-SR , YEA SRITEBRFERE. 28  URETEEMRE
i, REmEGRER  EEERSREMBE,

/A Warning

AEMAEEETNESTESEREMNE, RABNBRBIEELEERRHERAEHE , Hlu

&

- SRIGH

- SB1 . BIUSIB

- SR2. FH EB/ELE CVWV2 H
- TSR3 BRIFSR2PELENE
- B4 BITRERE

- $B;5: (EA) BR

TORIRAF
TR A, B

- BERTFEER R, EFHMEER , BFSE IAM BEE,

« IREBAWS CLIRE ., LA UUEA AWS SDKs 3 AWS APIs R1ZEL AWS R BRIBMHE |, B4
BhpiErg#EA AWS CLi,

HER1BAUTHR

E—FPREVSR, EXRHERED , BRIV CVK $KRE 3DES (2KEY TDES) LR RELEMERE
CVVICVV2 B,
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https://catalog.us-east-1.prod.workshops.aws/workshops/b85843d4-a5e4-40fc-9a96-de0a99312a4b/en-US
https://github.com/aws-samples/samples-for-payment-cryptography-service
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html

AWS [ REHRF EREES

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC

CEEEEFRSH , LF/BETUL ARN SR EWBEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "CADDA1l",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

fEAC MR E8KeyArn# |, B8 arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/tqvSyijewitxx64pi, £ T —ELZRF , BFEAE,

TR 2 FH €|ELX CVV2 &

EUSET  SERERSE 1 N S0 AISEPANKIBE B AL CVV2,

SB2 . FH REECVV2E 18
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ERAEER

$ aws payment-cryptography-data generate-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi \
--primary-account-number=171234567890123 \
--generation-attributes CardVerificationValue2={CardExpiryDate=0123}

"CardDataGenerationKeyCheckValue": "CADDAl",

"CardDataGenerationKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yijbwtxx64pi",

"CardDataType": "CARD_VERIFICATION_VALUE_2",

"CardDataValue": "144"

ZB5C T cardDataValue , EtHlF A 3 VB F 144, ET—ESBH |, EBEERE,

SR3: REBESR2 FELERE

HEMREFH | BRUEREESR 1 FRUNSRRBELSR 2 19 CVV2,

T T Yoo REE CVV2,

$ aws payment-cryptography-data verify-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbhyij6wtxx64pi \
--primary-account-number=171234567890123 \
--verification-attributes CardVerificationValue2={CardExpiryDate=0123} \
--validation-data 144

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,
"KeyCheckValue": "CADDA1"

FR#E{EE 200 Ky HTTP EIfE , RREME CVV2,

SER3: BESR 2 FELENE



AWS KB TERE EREEE
SR 4 BITERMERE

SRS !§§E4K§1¢/,\Jiiﬁ Hf CVW2 R EREARRE, LEAEALESR 1 DEYN SR
RERE T ERERN CVV2, ERFEHMIRE , Al , MEAFF AESIRFEAFRN CVV2,

$ aws payment-cryptography-data verify-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyij6wtxx64pi \
--primary-account-number=171234567890123 \
--verification-attributes CardVerificationValue2={CardExpiryDate=0123} \
--validation-data 999

Card validation data verification failed.

FRAGERE 400 B9 HTTP EIfE , Edh @8 T FHEBEFERBRELRYL AL, UK
INVALID_VALIDATION_DATA WEH,

LSR5 (BA) B

REGUURBRESR 1 PRVNTR, fESREIERNSERERE  ARSR/BREBAL
Ko

$ aws payment-cryptography delete-key \
--key-identifier=arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5yij6wtxx64pi

"Key": {
"CreateTimestamp": "2022-10-27T08:27:51.795000-07:00",
"DeletePendingTimestamp": "2022-11-03T13:37:12.114000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyAttributes": {

"KeyAlgorithm": "TDES_3KEY",

"KeyClass": "SYMMETRIC_KEY",

"KeyModesOfUse": {

"Decrypt": true,

SR 4 TR 20
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"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
},
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY"
},
"KeyCheckValue": "CADDA1l",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "DELETE_PENDING",
"UsageStartTimestamp": "2022-10-27T08:27:51.753000-07:00"

R TEEPNMEE. ARAEKRKMNdeletePendingTimestampt X, keyState ;R ES
DELETE_PENDING, #& 7] LATEBETE KY M BR F [ 2 Bl P A2 A SREUE b MBRrestore-key,

SB5: (BA) B 21


https://docs.aws.amazon.com/cli/latest/reference/payment-cryptography/restore-key.html
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B ERAER AWS S REBRF , FEIU AWS AREBHR=ZR

AERANAERELEDEHRPEUNEERE AWS (REHFESRER, S THROMEL, B
BAmETR  URNAFRRESER, BYSRFE  UARBAREAEER,

AWS HREBERBLHLEAER. NRCOTESE FEAERHLR AWS B , LTLEAS
EESHER  UELHBLRHHARENERT AWS B LERRN AWS £ 8BRS i
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® Note
MR EHAZEHSRER , AWSIKRF BARUNREBR=ZSH  ALEREEBNAE
ZEiH £ (PRK)., BIEERKTE CreateKeyan THIEE --replication-regions & , i
SHEE PRK, FEFHAEN A F2RZEFHEREENEELN,

541

. E3 3KEY TDES E@# 4S8

% CVV/CVV2 B3I 2KEY TDES &8
23 HMAC 248

B3 AES-256 8

I PIN &£ (PEK)

BIIEHE (RSA) £i8

B3I PIN BREBE PVV) £
BB ECC 218

3 3KEY TDES ER#{T4 €8
Example

&SRR 3KEY TDES FT4 44 , YESELERS (A%E ) NZEES (BYE) B,
EEEETHSH. ZEFWE Amazon Resource Name (ARN) , AR £#8HBEE (KCV),

$ aws payment-cryptography create-key --exportable --key-attributes \
"KeyUsage=TR31_B0@_BASE_DERIVATION_KEY, \
KeyClass=SYMMETRIC_KEY,KeyAlgoxithm=TDES_3KEY, \
KeyModesOfUse={NoRestrictions=truel}" \
--replication-regions us-east-2 --region us-west-2

A

IlKeyll : {
"CreateTimestamp": "2022-10-26T16:04:11.642000-07:00",
"Enabled": true,
"Exportable": true,

#3 3KEY TDES ER{TH SR 23
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"KeyArn": "FE23D3",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": true,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
},
"KeyUsage": "TR31_BO_BASE_DERIVATION_KEY"
},
"KeyCheckValue": "FE23D3",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-26T16:04:11.559000-07:00"

#3 3KEY TDES ER{TH SR 24
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A CVV/CVV2 #1i 2KEY TDES €&
Example

W SRR 2KEY TDES €@ REAEFMEF CVV/CVV2 B, DETESERSH. RETUM
Amazon Resource Name (ARN) , AR £ &EE (KCV),

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY, \
KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, \
KeyModesOfUse="'{Generate=true,Verify=true}'

B HEf

"Key": {
"CreateTimestamp": "2022-10-26T16:04:11.642000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",
"KeyAttributes": {
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
3,
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY"
3,
"KeyCheckValue": "AEA5CD",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-26T16:04:11.559000-07:00"

A& CVV/CVV2 B3I 2KEY TDES £ 25
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3 HMAC €88

Example

HMAC €8 ARELRBBHEFSRIE HVAC), A HVAC €88 K MERASEETSRE
iR (a1 HMAC_SHA224 1 HMAC_SHA512) , B RIS,

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=HMAC_SHA512,KeyUsage=TR31_M7_HMAC_KEY,KeyClass=SYMMETRIC_KEY, KeyModesOfUse="{Gene
= true,Verify = true}'

BHEf

"Key": {

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/gqnobl51lghrzunce6",
"KeyAttributes": {

"KeyUsage": "TR31_M7_HMAC_KEY",

"KeyClass": "SYMMETRIC_KEY",

"KeyAlgorithm": "HMAC_SHA512",

"KeyModesOfUse": {

"Encrypt": false,

"Decrypt": false,

"Wrap": false,

"Unwrap": false,

"Generate": true,

"Sign": false,

"Verify": true,

"DeriveKey": false,

"NoRestrictions": false

}

b,

"KeyCheckValue": "2976E7",

"KeyCheckValueAlgorithm": "HMAC",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2025-07-30T10:06:12.142000-07:00",
"UsageStartTimestamp": "2025-07-30T10:06:12.128000-07:00"
}
}
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3 AES-256 £if§

Example

L TERIARERMEZENBEZLN AES-256 B TR, AES SRABREREHRBANE , XEH
RAEREE , AINBFFABHNEBHRER , B TDES EXEAR EMV FRITEERARHM.

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=AES_256,KeyUsage=TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY,KeyClass=SYMMETRIC_KEY, Key

B HH A -

"Key": {
"CreateTimestamp": "2025-02-02T10:15:30.142000-08:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyAlgorithm": "AES_256",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY"
3,
"KeyCheckValue": "2976F5",
"KeyCheckValueAlgorithm": "CMAC",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2025-02-02T10:15:30.128000-08:00"
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B PIN nzZsis (PEK)
Example
WS EEY 3KEY TDES £ % PIN & , B PIN €8t R AES , BEUEBEEMERM

Eo BAILERALESHRERITHBLZLMEN PINs HEE PINs , SINERZ+H., BEIEFRS
. REWIAY ARN , BLK% KCV,

$ aws payment-cryptography create-key --exportable --key-attributes \
KeyAlgorithm=TDES_3KEY,KeyUsage=TR31_PO_PIN_ENCRYPTION_KEY, \

KeyClass=SYMMETRIC_KEY,KeyModesOfUse="'{Encrypt=true,Decrypt=true,Wrap=true,Unwrap=true}'

T HH &G -

{
"Key": {
"CreateTimestamp": "2022-10-27T08:27:51.795000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_PQ_PIN_ENCRYPTION_KEY"
3,
"KeyCheckValue": "7CC9E2",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T08:27:51.753000-07:00"
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B IEHE (RSA) 8

Example

LR SEEEHNPIELTE RSA 2048 Ui . CERUFNAESBEREMATNAE SIS, &9
LA getPublicCertificate APl #BEEU/AE £48,

$ aws payment-cryptography create-key --exportable \
--key-attributes
KeyAlgorithm=RSA_2048,KeyUsage=TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, \
KeyClass=ASYMMETRIC_KEY_PAIR,KeyModesOfUse="'{Encrypt=true,
Decrypt=True,Wrap=True,Unwrap=True}'

B A

{
"Key": {
"CreateTimestamp": "2022-11-15T11:15:42.358000-08:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
nsq2i3mbg6sn775f",
"KeyAttributes": {
"KeyAlgorithm": "RSA_2048",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION"
3,
"KeyCheckValue": "4QAD487F",
"KeyCheckValueAlgorithm": "SHA-1",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-11-15T11:15:42.182000-08:00"
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3 PIN BRR{E (PVV) €18

Example

LS EEY 3KEY TDES £8KREL PVV H, B MEALSEREL PV, LIERERZETEN
PVV ETTLLE,, CETSERSE. BB ARN , A KCV,

$ aws payment-cryptography create-key --exportable \

--key-attributes KeyAlgorithm=TDES_3KEY,KeyUsage=TR31_V2_VISA_PIN_VERIFICATION_KEY,
\

KeyClass=SYMMETRIC_KEY,KeyModesOfUse="'{Generate=true,Verify=truel}'

B HEf

"Key": {
"CreateTimestamp": "2022-10-27T10:22:59.668000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
3,
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY"
3,
"KeyCheckValue": "7F2363",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T10:22:59.614000-07:00"
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BB ECC &8

Example

T EEL ECC £8Y% , AREE S 2ME M ECDH (Elliptic Curve Diffie-Hellman) €815, &
FAECDH K , 8 A HEELEHCHW ECC £8Y , HP OB AR KI MEAERX X, ERBLES

., ErEEeEAERESRANINAE SRR LATESH,
ATEARTHERBRESROEAEARR  REBBETES ECC SRYEHEASEMSE |

f5l40 ECDH £\ TEMEE,
$ aws payment-cryptography create-key --exportable \
--key-attributes

KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT, \
KeyClass=ASYMMETRIC_KEY_PAIR,KeyModesOfUse='{DexriveKey=true}'

WA
{

"Key": {
"CreateTimestamp": "2024-10-17T01:31:55.908000+00:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
wc3rjsssguhxtilv",
"KeyAttributes": {
"KeyAlgorithm": "ECC_NIST_P256",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": true,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": false,
"Wrap": false
3,
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT"
3,
"KeyCheckValue": "7E34F19F",
"KeyCheckValueAlgorithm": "SHA-1",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2024-10-17T01:31:55.866000+00:00"
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ERAEER

5| < 5%

£/ ListKeysi@ERES AT ELNIIRF N EEPEFRNSREE.

Example

$ aws payment-cryptography list-keys

B HH A -

"Keys":

L

"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",

"Enabled": false,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/37y2tsl45p5zjbh2",

"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
b,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
b,
"KeyCheckValue": "7F2363",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStopTimestamp": "2022-10-27T14:19:42.488000-07

100"

ek
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RANER €8

BRLMERYEMBA AWS A REBRZFTR, ECEVESRE K ARERARTR. WREFH
iR AELENBASRZN , ETRAREANEREZERE. RB/FILRERTEMAEN,
HEBEEETHESECAREAE, SHaUERAEAtinestamp28 , K8EF (RHIFELR
B ) RER/ERRER,

HAERERARSERN  RLEH AWS AREBRRELRIMGR AWS (REBRBLRERS
wERAR ERLAREMATTEARENDE, NREEEMH AVS HREBEBLE , BEH
HER  TREAFTBEEALSAFNERREER,

=34

. BBS®AE

ey Jif |

RBETRAS

VAMATRAE  TRESHRANBREZRE. URABAER , SUNEALRERCHTAHE
Mo #{uUsageStartTimestampiRREMAFB R/ MEEREA T, HREMANZN , EXRB
EN  MREESFFRA , RBARR,
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Example

EHESF  RESHERUGESBAERASE. DEISSREA , BERAEECEHRE true, E
ERIRTE list-keys B FEYI#H,

$ aws payment-cryptography start-key-usage --key-identifier "arn:aws:payment-
cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh"

"Key": {
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6éxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
3,
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T14:09:59.468000-07:00"
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AWS BB RE

FLEWRAE

ERAEER

NRETEFTEFERAES  BUUELESBER , U LE - SHEBRZIRE. IRE
TRAAN , ALEAUERAERSRAEREARE, ZRHUUEESBRERRREH. #
fIUsageStopTimestampaf Rk &M MIBFE R/ASEKEA,
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Example

HELEHP  RREGER ERARFLSREA. BT2R , RFEEBBBSRASENHMA TR
TRELANBBRZFRE, DRISSREFANRAERECEBIRE false, EHERMRIE list-keys E
e,

$ aws payment-cryptography stop-key-usage --key-identifier "arn:aws:payment-
cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh"

"Key": {
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": false,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6éxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
3,
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStopTimestamp": "2022-10-27T14:09:59.468000-07:00"
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BE AWS T REBREFZR

AWS I REBREXEZEIFTRER , TREESRI BN P REMEEMIEEN AWS RET
e TIRE S0 BE AWS B HE AWS ZEIERMIRF PR —HZ1E .

REZRBATZEEHETE PRK) , YHMARMASRKREEETHNRERR , M PRK MEXEEE
iR (RRK) #R AT AR R EZ BN EBRZFRE AWS B,

ZEHSRERNER

LT8Rz ERERESN — LB,

- FERHBRESTAMNERARER - AWS IRBREEFSALEESRIM , ALETUESE
AWS B RERAER  MAFTEEZUEESRIERRIS.

. BUAMAKEESS - FBSEHSHED  AANESE TENSH AWS B | #REHS
TR, EHREEE.

« TRMBHMAMY - EAEHERERETENERELS , TUEEBRERFTFBUINEIERFHSRE
M. & PRK #4EXBMERBXRE , RRK RHEWANER,

ZEFGSRERNVEFLTN

BRAZESZRERE , AWS (REBRERBEEALL TR MES  SERE/NDRERE
RE AWS EBE BIEEENES, TEZESSRPBENNEE | fINSKREBE, RENBA , €88
EREBEREHER,

[REREZEE

LTR-EZEFHSRERREIMEESIE,

- BHBER AWS B FEREN KBRS WAL I8,

- WRE BALLIHEE AWS B, AIARELNAE AWS IREREEFZRFEERIEEN
AWS EfFl, ELESFREINESREXATERISR. tEITHNREFESRTZERER. &
AIUEERERS ANERSRBAZES AWS BE SRER

- Bl AWS EiF AL EH -—NWZ [EIHES/ETRE,
- SERNZEHREESREELER AWS Bl ZTEREHLEBESRE,
- EXAEHESRELRTEAETEHM AWS B,
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- ZESSREREANEBARBRREZFTR  SIW=EERMEHFEE (3DES), EEMERE
(AES) M ZERFASERFE (HMAC),

- FHBAIREBRRERFERIIESESATRER.

- BAEHCREHETR, TEEHSRNMESERNSEAZELEHS SR,
- TEEHTREBFRRSREAEAER -3

« IREBREFERIACCEAERN AWS ZEENIRFER.

- BAEHSW|MEFTT AL AWS 1RF Bk AWS S REBHiR=ZRH.

- XEESSHAEAERSREANANSWBIG | TREEB IAM BEFHOHEE ARN RSZiE

R {E e,
o WAAEERAWS EfF PEFEECreateKeyFFAIFEERK I

RBAZESSRER

BMELAXTUMA AWS I RFZRREECRNZEHESRESR,

1. AWS B3 : A AWS B, ZESSREREEAZTEX PEYNMEMER, WHER/M

BEEREHA-FNER

2. BE AWS I REHRREZTR  EUNEEENSRNZEFHSRER , UAFERENIZGIE

#Ro

BRAZESZRERR  LHARBREESV/EERE AWS EE BIEEMN .

/A Important

ZEHCHRETELIEE, RALER  CHSBIEHEFTE AWS EfF BIEEHN . EA
SESTE AWS Bl ITREBRFRECREFAZSEHSRER. CXEARIEEHSHRPBER
AWS BiF AEEREE , TEMREREH SR,

W& , WA LA PRK stop-key-usage £H#Y StopKeyUsage API 5 CLI a5 , A= 1E
EREA PRK FIFTEHEEIEA RRKs, BB LEZBmEREPEHEL LR, FH
StopKeyUsage API = stop-key-usage CLI fi T T EF 1L A PRK BRANETHZ EEHSBE
o
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https://docs.aws.amazon.com/cli/latest/reference/payment-cryptography/stop-key-usage.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_StopKeyUsage.html

AWS [ REHRF ERAEER

&I AN GetDefaultKeyReplicationRegions API 2 CLI get-default-key-replication-regions
WE, BERE AWS EiF 7 AWS (RERFESRNZEFHSBEBTRE, BFEWL AP BIES
WH AWS Eif 2 RSB R AEN PRK,

FERATIHEFRBAAZESSREER,
For AWS [Ei5

FRAUTHSAEAWS EE EEN BAZESSRES, TIHEsd  EFERP (Hx
) NXERD (RN ) RAZEHSSRES, ZE4XALGS , BUEECSHERTIK
&35 o5 5 P BN 22 # R

aws payment-cryptography enable-default-key-replication-regions \
--replication-regions us-east-2 us-west-2

(@ Note

A RBRAZESSRER AWS B T22FEFRA AWS IRFHRFEZFTRNERE
B, Bl ESRERAREERBALLYE. AL RAZESSRERCREYNE
iAWS B  FEEAREERRE,

For specific AWS Payment Cryptography keys

EATIHRTREARENRERRFCRNZESSRER, THEFF , BRI (Hx%
) RAZESSRER, sEFRALSGT  FUCECHNERAMREN T PR as####
#o

aws payment-cryptography add-key-replication-regions \
--key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/kwapwabqaifllw2h \
--replication-regions us-east-2

R CUNERYSRBERTOLEE  URALDERBYFNIKERBEELR. AWS B
5,

RAZEBIEHRER 39
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® Note
SMETHREBEN AWS BE BERE.

ERSESSHER

MREEECEAZEFHSBES , L YLUFY disable-default-key-replications; remove-key-
replication-regions CLI 5 %5 , EREUARZEFHESREENMALN. EFEEESHBH ARN H
AWS EfF , LERZEEESRER.

ZEBEIN
EREEHERMREE B

Bl AN GetDefaultKeyReplicationRegions API 2 CLI get-default-key-replication-regions
W, MERE AWS B 1 AWS I REBRESRNZSEFHSH/ETRE.

FERATIREFREAZEHESRER,
For AWS [Ei5

« FERUTHTALEEN FRZESSRER AWS B . HH&@fd  XERH (HX
#) FRAZESSRER. BEFEALDT , FUEEHCHEFARREHI T Ray##a####
#o

aws payment-cryptography disable-default-key-replication-regions \
--replication-regions us-east-2

For specific AWS Payment Cryptography keys

+ HATIHSSREARENRERFEECRNZESISRER, FLELT , SEFSRER
EEXBIRE (B%f) FH. sEFRALSS  FUEECHERAMRE 5T PH 4444
H### o

aws payment-cryptography remove-key-replication-regions \
--key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/kwapwabqaifllw2h \
--replication-regions us-east-2

FRZEHSRESR 40



AWS HEBERE EREEE
== =
TEEE

UTRENHERREEREASESSRESFNREEE, NREFMER  F2RAWS SRER
mENZE2REER,

- REIZXASW/ER.
« B IAM BUERE |, FFERRIEERT TR ERE,
- BEFEBFEELARFETR K RNATREEER,

REE®
ST EHE AWS (HBERESHERS ENSRERIEN — LREEE,

- BRENEARNSEEE  AIEZEHSRESIREN AWS B T2, MREBEEAL
BEZEHSBESMRTR , BULUER GetKey API BIERER . BULUER EXSBERS
#AWS CloudTrail,

- ER—E FEBE AWS B 5@ BEE , AAXBEFEEBLEERR.

EE

BEELAER AWS IREBRFEZUNEFNEHSRGIE, SLTRIR WE AWS EE. MERIH
NREBREZFCEES  F2RAWS I REBREZEEEH,

kR =88

MER AWS FRBHRE=ZSREM RS/ B LS REBEBOFTEFRER | BRIFXESWNBIRTE
AWS BB WFNBER , FRABBEER. RERSRE  LELIBBEEAESRTNENESR ,
EXRTENARELIER. AAECRETETECHER  ARAEMAEALESRE , T EEM
BREfR. MRETHEE K FERBFLERAE  MAREHMER. WREHRFEBALACSEFANE
R, BULENRAZER  BRFECRAREMIREREAN , FRIELERSMERE AWS RF
RimFETR,

ERREH/ 2 , CEZBRTIBEETR. AWS IREBFREISRETEHRZRENER | flw
CVV2 , i EH BT E R AN RRREEERNRERESR,

AWS BRIECRAREGFER RSN  BRHSEHERE K SANREBREKETSMRBRERS
AWS IRFHIER.

ZeE 41
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_GetKey.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/payment-cryptography/pricing/

AWS [ REHRF EREES

1B , AR T —ERZEREA , BAILLEEZERR AWS S RBHRETHR

- RTBRENERTREREDBHY
- ATBREERBRERN AWS TREGHREFWABNEEREA

(® Note

WRERARASMIBR AWS 1RF |, RIEEFEUEN AWS I RBRmEEZR. BTFER AWS
E Wi v & 3R B RA AR P 20 B HERZMIBR

AWS EZHFEMBRARZGR=EE , ULEBRMBR AWS {5 AWS Zi5FES®E | (TREBRE
ZEEEAWS CloudTrail BEEHEC821EH

FRZESSRESR K MREIEEHESE PRK) WIRZEHRESE K EAEEH$E RRK) e
MR, RRK E%£§ PRK —5kR, MREEEMER RRK , AIEEE K PRK WESEE,

B F 15

HAMBREWMRTAERN , AWS FINRERRETELEKRTE 3-180 RNEFFHE. ARSFEHE
AtXo

T8  BEREFHTRLEFENSEFHRES 24 M. EENSERR AWS FREBHFZSHRN
BERBHNERE , FEA Getkey B1F. FHLIERKE,

HEERFHB , AWS SREBBRFSRRENS|/ARESSFMER.

® Note
ZRMBRE AWS N REBHREZSRTEARTMNEGRZRE.

SEMMERE , AWS FREBFEEAMR AWS (REEFESN, 214 MFEEEAWS {3
THEEPRER,

ERFHHEARBRERAEIARTIFTE AWS IREBEBFEEFTR, NREBRRESSHERETE
iR, KU ESHHEERINBUEMRER, ESSHBERR  SEZEUESRMER , BRESH
BRER,
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://console.aws.amazon.com/cloudtrail

AWS [ REHRF EREES

Example

L&l , RELFERMBREE, RTERSBEFAZS , MEEBHLIEISRRECEES
DELETE_PENDING , T deletePendingTimestamp A& B 51 HERZ MR S8RV BERT,

$ aws payment-cryptography delete-key \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_3KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

1,

"KeyCheckValue": "QA3674",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": false,

"Exportable": true,

"KeyState": "DELETE_PENDING",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"CreateTimestamp": "2023-06-05T12:01:29.969000-07:00",
"UsageStopTimestamp": "2023-06-05T14:31:13.399000-07:00",
"DeletePendingTimestamp": "2023-06-12T14:58:32.865000-07:00"
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ERAEER

Example

FL D |, SEUESEMBR. —ERYTH , RTEBRBEMNHERMRSR. OEITS
EXRSHBENR ; A, MEMEBEEVSEE - KeyStateHl deletePendingTimestamp, &
DeletePendingTimestamp BEREF , KeyState /& E CREATE_COMPLETE H{H.

$ aws payment-cryptography restore-key --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabqaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_3KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "QA3674",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": false,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-08T12:01:29.9695000-07:00",
"UsageStopTimestamp": "2023-06-08T14:31:13.399000-07:00"
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AWS 3 BT R = EREES

FE A1 BEE M < 5%

AL R ER T REA AWS IREBEBRESR  WAHEHSHMBERG R , Sl HSMs, %
EFEEAEAMEHRERBHEBERREER, RARET AWS THRERRF , MERARKWET
FEREESR  HYHEESSHRNES, RMNEJLEAREREFSRIL , MIFRERESRT
., MRECEZRERFERESRAOM , EMAEFERABEETFSRXR , BUNUER BEES
|,

RIETREENEEANELRHHZE
PCl ZEZBmEFRF. ERFEFNSREBHNFIEREEREE, BX PCIRER , EEERT
REE2E, AAEEARNREIENNIRSRMAZTVEZIRBHER —KE, RMNEELHE
BEAFBTHER , L ERZIIBHFERMOVRE | WTHFRATo

TRETXENZRER., EREFNERNREL ZAES.

BERTIR

ER#EHW  TDES TDES AES. AES. AES. RSA. RSA. RSA ECC. ECC. ECC. fm&t

TDES_2KE" TR-3 TR-3 TR-3 TR-3 TR-3 TR-3 TR-3 TR-3 ECDI ECDI ECDI

TDES_3KE' Xx TR-3 TR-3 TR-3 TR-3 TR-3 TR-3 TR-3 ECDI ECDI ECDI
7[:
%
%

AES_128 x X TR-3 TR-3 TR-3 X TR-3 TR-3 ECDI ECDI ECDI
x F F
% % %
B i %

AES_192 x X X TR-3 TR-3 X X X X ECDI ECDI
F F F F F* F F
% % % % % % %
E B B E B B &
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EREES
DEREW
E/R#EHN  TDES TDE¢ AES. AES. AES. RSA. RSA RSA ECC ECC. ECC fwm&t
AES_256 X X X X TR-3 X X X X X ECDI
s | as [ ac | 9 I BT e S I S
X X X X X X X X X
E B B E E B EBE B E

MEFMES , F2E PCIHSM FREFN & D - EREEEEZN RO NEF /AP EE,
TIMIME T (KEK) H#

EEMFEA ANSI X9.24 TR-34 5%, VKRS HRBHEAUBASRMNESR KEK)., BEHEELR
(ZMK) S [BiF2EH E £ (ZCMK), MRENREREERFERARZE TR-34 , B LR RSA
Wrap/Unwrap, MREBHERTIER AES-256 £88 , BRI LAER ECDH,

@ Note

£ EEAGE SRS BRIESMER G HSMs B2 , BB GitHub L8 AWS (4%
BB EERHIERE,

THLH (WK) T

B E S AZ2E (ANSI X9.24 TR 31-2018 1 X9.143) RRM T EL 8, EFTELEHEA
TR-34, RSA Wrap, ECDH REUEBHFRRIR KEK, LA ERFEUARBREL N ESBMEIRE

HEEEHEAMAEN PCIPIN X, THLWMIBEDMEETFR, BTEITHFESR, BDKA
IPEK.

&
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https://docs-prv.pcisecuritystandards.org/PTS/Derived%20Test%20Requirements/PCI_HSM_DTRs_v4.pdf
https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export

AWS [ REHRF ERAEER

[E A & 5%

/A Important
HHIFERIMRAE AWS CLI V2, BBERZHE , FREL S AREZHRE,

AES
- EAZBEN
- EAYEER
- EAFHBRINEAER (TR-34)
- FERAEHBEM (ECDH) EA SR
- FAIEHBEMEALE (RSA Unwrap)
- FAREBRVNSRTBRSR (TR-31) EAHBLR
- EAHTE (RSA. ECC) nELR
- EARSA LGSR
- [EAECC NE£IB

EAS|REN

(® Note
£/ X9.143, TR-31 5 TR-34 «REREAS®E , AWS ARMBEESRE (EFE
A) EZEANEE, ZBE=EREHESERA HMHMAC #ZEEE ) 25, KPZE (3
HIBH KCV) EBREARERF , T8RS,

HEFHATRSRE BETANRSBIRELE KEK), RE , LeBEHARARERESE. THE
FIRNH KEK ATRERF A IEHBHE T , flt0 TR-34. ECDH & RSA &8, RESHEERAEES
@i | Bl TR-31, H KEK SREFEE , WA RERBEREREEENNZHESLEETH—

N
Ao

MRARP—FME LR , SO TLLERFERAFEHBEMEREIBRZER , Sl BDK, AWS FRF
BiRE X EMESRIMBTS %,
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

AWS [ REHRF ERAEER

EAHBEER

EAEGBHEIMEA £ (TR-34)
Key Encryption Key(KEK) Import Process

AWS Customer AWS Payment Cryptography Certificate Authority

<Get Import Parameters=

Public Certificate

Install Public Certificate on HSM

O
Generate Key Pair on HSM

-

-

Generate CSR on HSM

Sign CSR
[
___________________________ Cerificate _________________________

<Import Signing Certificate=

Generate KEK on HSM ;
Export KEK using public key (TR-34) ;

<ImportKey=>

AWS Customer AWS Payment Cryptography Certificate Authority

TR-34 £/ RSA FHBEBREFRMBZNHBHBSWMUE TR, ETHARTES|/OEEME (M
7)) B (%E).

HEEALBCHEIR , FEF GitHub L AWS IREBRRBLVIER, UFEEBENAEAEMLTA
EA/EHERAERS , SORNBIE GitHub LEYS , AIBRELFENEAEER.

1. FUOBLEAST

Y get-parameters-for-import A#IBILEAREF. It AP EASREAELSBY, &
B WEEBENERIFR, FALSBMZEEHNS®, £ TR-34 M+ , EBA KRD
Cert, EXLRFEA baseb4 fwis. EH , BEANKEWN., f#F ImportTokenfE,

$ aws payment-cryptography get-parameters-for-import \
--key-material-type TR34_KEY_BLOCK \
--wrapping-key-algoxrithm RSA_2048

EALH 48


https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export
https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export

AWS [ REHRF EREES

{
"ImportToken": "import-token-bwxli6ocftypneu5",
"ParametersValidUntilTimestamp": 1698245002.065,
"WrappingKeyCertificateChain": "LS@tLS1CRUdJITiBDRVJUSUZJQ@FURS®O....",
"WrappingKeyCertificate": "LSQtLS1CRUdJITiBDRVJUSUZJQOFURSOtLS®O....",
"WrappingKeyAlgorithm": "RSA_2048"

}

2. ELWIRRMLRENERE
HRKSB HSMs , LRERE, BAREESE 1 FELNAEER , THEACEL LW,
ETRABREREE  AESSSH 1 WREE , B HSM M.

3. ERERGLELLRY  LHBBRRME AWS HREBREE

ATHRARERNASNTENY , X5 (B2 MM KDH) EXEE, ALLENEELNES
& WEBRINELEBIH AWS (X509) LR EAR B ERE,

#t HSM E&@ S RiE , FHEZ HSM LB S\¥, HSM, F=1H5 SR AWS 758 CA Al E
£BHE

£ KeyMaterialType & RootCertificatePublickeyE
KeyUsageType % B importKey@i® , iBEBEHA AWS T REHR
#TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE,

HRAPEEBE , FFEA importkeyi H#E KeyMaterialType
TrustedCertificatePublicKey#l KeyUsageType
TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE, st ZE+TEBEEENERF, F
AtEE P &% —EEAEIEKeyArnl) EERBEAGSHNE A,

® Note
FRABASERE. EEADSHEERREHR.

4. RFRRFELER

A% HSMsHMIMBRMZEMEM TR-34 REEHSR, KPR 1 NWLBWMIEEAR KRD (10
7)) BRE, UKIRINEWMEER KDH (HE ) BR. BEEA AWS IRBHRERE , FHi%
KIEER TR-34.2012 3F CMS MEBEE N , LA LI R TR-34 Diebold 13X,

5. WFIEASHR
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{# f KeyMaterialType FEAY importKey APITR34_KEY_BLOCK, RSB 3 A BEANZE—@E
CA B keyARNcertificate-authority-public-key-identifier, B4 A& HN3E LB
Mlkey-material , MRS 3 B WO ERREsigning-key-certificate. @8FBE 1K
Import-token,

$ aws payment-cryptography import-key \
--key-material='{"Tr34KeyBlock": { \
"CertificateAuthorityPublicKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/zabouwe3574jysdl", \
"ImportToken": "import-token-bwxli6ocftypneu5", \
"KeyBlockFoxrmat": "X9_TR34_2012", \
"SigningKeyCexrtificate":
"LSOtLS1CRUdITiBDRVIUSUZJQOFURSOtLSOtCk1JSUV2RENDQXFTZOF3SUJ...", \
"WrappedKeyBlock":
"308205A106092A864886F70D010702A08205923082058E020101310D300B0609608648016503040201308203.
\
3}

"Key": {
"CreateTimestamp": "2023-06-13T16:52:52.859000-04:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryasb4zcza",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
.
"KeyUsage": "TR31_K1_KEY_ENCRYPTION_KEY"
.
"KeyCheckValue": "CB94A2",
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ERAEER

"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",

"UsageStartTimestamp": "2023-06-13T16:52:52.859000-04:00"

6. EAEANERETHRRREFRFIREEA

IREAHK KeyUsage =& TR31_KO_KEY_ENCRYPTION_KEY ,

=)

UEALSMREEFER TR-31 EASR, HRHEMSBERE (4w
TR31_D0_SYMMETRIC_DATA_ENCRYPTION_KEY) , A B2 ¢ B AR S BmERE,

5 A IEE MBI (ECDH) EA 8

Using ECDH to import a key from a HSM

AWS Customer

AWS Customer

AWS Payment Cryptography HSM Certificate Authority
<Create Key> A
P coyhm for PARTYV KEYD) .
<Get Public Key Certificate(PARTYV_KEY1)> A
VR Certificate (CERT PARTYV KEYT) ___________ '
Install Public Certificate (CERT_KEY1) N
Generate ECC Key Pair (PARTYU KEY1 :
Generate CSR :
Sign CSR g N
¥
oo Cettficale(CERT PARTYY KEYY)
<Ilmport Cert Chain= (PARTYU) N
Generate KEK on HSM g N
- Wrapped KeyAES KEVY) | '_
Derive key using ECDH (PARTYU_KEY1,CERT_KEY1) N
P Wrapped ECDH Key(AES KEY2) | . '_
Export key using (AES_KEY1,AES_KEY2 N
P TRStpayosd | §
<ImportKey using ECDH= (PAHTYV_KEW,CEHT_PAHTYU_KEYU}
Derive AES_KEY2
SO
Impert key using TR-31 :
P keyAmfor AES KEYT
AWS Payment Cryptography HSM Certificate Authority

EA&H
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#5[E gh 4% Diffie-Hellman (ECDH) £/ ECC IEHiBEBREFEMACHELLASE K MAFTEHE
XN £, ECOH S8 EERMY , Fitt AWS R BEHREIAERETCH, FHIBES , F/A
ECDH T4 — Xt KBPK/IKEK, ZITESBE VAN SR LEEHNER SR  ETRERS —H
KBPK, IPEK £#8siEthE\B|H,

AR, BERMBEEBS Party U (B ) , M AWS REBRZFBA Party V ([ EIEE ),

@ Note
# R ECDH A A RIMEMH B R EE B RE ALt AES-256 RN T
&Ko

1. EX% ECC ©iR¥

FENY create-key BLLBFEI ECC £8Y., LAPI EALREARELEESHBY, EEY
B, EETLUASEAL ECC €8ITENSREA, F/H ECDH X2 (2% ) HbESRes  BEA
HIETR31 K1 _KEY_BLOCK_PROTECTION_KEY.

® Note

B AAKRE ECDH E£ A AME A AENSTE S8 |, 18 AWS Payment Cryptography R
ATEBARE—TESBER  URHESBENEEEHAARZERIE,

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT,KeyClass=ASY}
--derive-key-usage "TR31_K1_KEY_BLOCK_PROTECTION_KEY"

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv",
"KeyAttributes": {
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyAlgorithm": "ECC_NIST_P256",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
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"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

3,

"KeyCheckValue": "2432827F",

"KeyCheckValueAlgorithm": "CMAC",

"Enabled": true,

"Exportable": true,

"KeyState'": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2025-03-28T22:03:41.087000-07:00",
"UsageStartTimestamp": "2025-03-28T22:03:41.068000-07:00"

2. BB EZRERE

4 get-public-key-certificate ERAEWIEREIRFH CA ZHEEMN X.509 BFE ,
ZBREEBEESN AWS T RBEREEEN,

Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv

"KeyCertificate": "LSOQtLS1CRUdITi...",
"KeyCertificateChain": "LS@tLS1CRUdJT..."

3. EXZFHFRHM (Party U) LLZERNET/E

% HSMs BEBEELHE, BASGEESHE1HEENLNEER , TeeFEAvEL 88, EraE
FERERHEE SELSSH1HNERE , M HSMME. NEFHMET , FSEEN HSM X
#,
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4.

ERRARFLESE ECC £i8% |, YR AWS I REBBHRENBFHE

HEECDHH , E—FHEELSRY K IRASBEASR. BER AWS TREBEBREFITESR
TRE X509 AEEREANBFLFLEER,

# HSM EESignR  BEZHSM LEBUS8Y, HRXELREHNHSMs , £REEERRE
B2 $H{LlDO144K3EXOQEQQ00, BN BHEE , MEBEESE HSM LE4L CSR, RE HSM, =5
= FRIE AWS FAF CA A LAEA TR

{# i KeyMaterialType & RootCertificatePublicKey B
KeyUsageType % KY importKeyan & , R BERA AWS R B HR
#ZTR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE,

HRABEEFE , BFEH importKey® H#E KeyMaterialType
TrustedCertificatePublicKey#l KeyUsageType
TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE, $I¥fZ AP EBIREENEF, £
AP RE —EAEABEKeyArnty EAZBEAGSHEA,

(® Note
FIEADERE. EEAGTHBERREHR,

£ UHSM A LR ECDH T4 — R £i8

#TZ HSMsMMBERMZEMEM ECOH BU 2R, BTR 1 NLBETREE/LAER | XKD
RINEREEA/NLE R, MFEAFNRER , fIMITERE , F2H AP EM.

(® Note
MERASTESBLATENERA. B, BRELETEANER.

RRRRRE L SR

B% , FHEX. TR S ELHELEERE AWS RBERENEI®, IS ECDH FTELRIEE
A KBPK, ZEEHMNESRUURESE TR-31 BREESHNRNEM TDES = AES €88 , RETH S
WELEEREHNS®— K0,

WP 0L BB\ & 8%

EALH 54


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportDiffieHellmanTr31KeyBlock.html

AWS [ REHRF EREES

{# F KeyMaterialType Ml import-key APIDiffieHellmanTr31KeyBlock. EASEE 3 B
FEAMYE % —18 CA B9 KeyARNcertificate-authority-public-key-identifier., $B
45 NIEEW/MBkey-material , URSB 3 A WD EBFEpublic-key-certificate,
TELR 1 PNFAE LM ARN,

$ aws payment-cryptography import-key \
--key-material="{
"DiffieHellmanTxr31KeyBlock": {

"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-
cryptography:us-east-2:111122223333:key/swseahwtq20j6zi5",

"DerivationData": {

"SharedInformation": "1234567890"

}I

"DeriveKeyAlgoxrithm": "AES_256",

"KeyDerivationFunction": "NIST_SP800",

"KeyDerivationHashAlgoxithm": "SHA_256",

"PrivateKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssguhxtilv"”,
"PublicKeyCertificate":
"LSOtLS1CRUdITiBDRVIUSUZIQOFURSOtLSOtCk1ISUN....",
"WrappedKeyBlock":
"DO112K1TBOOEQOOOOD6O3CCASACB71517906600FF8FOF195A38776A7190A0EF0024F088A5342DB98E2735084A7
}
}l
{
"Key": {

"CreateTimestamp": "2025-03-13T16:52:52.859000-04:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
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"Unwrap": true,
"Verify": false,
"Wrap": true

iy
"KeyUsage": "TR31_K1_KEY_ENCRYPTION_KEY"

1,

"KeyCheckValue": "CB94A2",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"KeyOrigin": "EXTERNAL",

"KeyState'": "CREATE_COMPLETE",

"UsageStartTimestamp": "2025-03-13T16:52:52.859000-04:00"

}
}

8. FEAEANERETERREREIREEA

MR E AH KeyUsage 2 TR31_KO_KEY_ENCRYPTION_KEY , ]
DEAk @ REEFER TR-31 EASE, HRHEMASBER (4w
TR31_D0_SYMMETRIC_DATA_ENCRYPTION_KEY) , £ N\ EiZiE S8 AR S BRERE,

EHAIEEBE T E A £18 (RSA Unwrap)

Overview : AWS Payment Cryptography 3z # RSA wrap/unwrap , SAMETE TR-34 A AT S
W, WE TR-34 , LEMFEA RSA EHBEBHRERNMBHBEB/UAETIMR, T8 , B TR-34 K
G, A EREEEAEEEAE, I, It RSA BEEMTISEERHBHESSRPEERNTE
H, BAETTESRER,

® Note
& LAE R RSA wrap REEASKE H TDES M AES-128 &R,

1. WUBtEAST

0l get-parameters-for-import SAfE A KeyMaterialTypefy ¥R {LEATRE
FKEY_CRYPTOGRAM, fEX#: TDES £#WrappingKeyAlgorithmBEfER RSA_2048 . Xif
TDES RSA_3072%f, AES-128 ©#8RSA_4096MKERA = . L APl ERASREAEESRY. 4
BERZEELHR , YRFEEBENETIER. CALESBRNBZEELN SR, ELBERAEHR
&=, EHRILEARER.

$ aws payment-cryptography get-parameters-for-import \
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--key-material-type KEY_CRYPTOGRAM \
--wrapping-key-algoxrithm RSA_4096

"ImportToken": "import-token-bwxli6ocftypneu5",
"ParametersValidUntilTimestamp": 1698245002.065,
"WrappingKeyCertificateChain": "LS@tLS1CRUdJTiBDRVJUSUZJQ@FURS@....",
"WrappingKeyCertificate": "LSQtLS1CRUdJITiBDRVJUSUZJQOFURSOQtLSO....",
"WrappingKeyAlgorithm": "RSA_4096"

}

EEWMRBERKELLZELNERE

HMNFFZ HSMs , BEEREK, HANGELSR 1 PEENLERE (N/HHEHRB&K ) , UMEA
TEHE®R,

RRRRFEL SR

% HSMsHHBREXEMEH RSAwrap EH £, KSR 1 NLAELBIEE

AINFEFE (WrappingKeyCertificate) MREBEEETHE K BEASE 1
WrappingKeyCertificateChain/®#y , #£t HSM EH S8 , I5EHKXA RSA |, HEER =
PKCS#1 v2.2 OAEP ( £/ SHA 256 & SHA 512),

Y import-key

#/ KeyMaterialTypeky M import-key APIKeyMaterial, BEESEE 1 ImportTokendy
MLER 3 M key-material ( BEESWME ) . BUSBSY (fluEBFAE) KARSAE
HERFERASBER,

$ cat import-key-cryptogram.json

{
"KeyMaterial": {
"KeyCryptogram": {
"Exportable": true,
"ImportToken": "import-token-bwxli6ocftypneu5",
"KeyAttributes": {
"KeyAlgorithm": "AES_128",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
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"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,

"Unwrap": true,
"Verify": false,

"Wrap": true

},

"KeyUsage": "TR31_KO@_KEY_ENCRYPTION_KEY"
},
"WrappedKeyCryptogram": "18874746731....",

"WrappingSpec": "RSA_OAEP_SHA_256"

$ aws payment-cryptography import-key --cli-input-json file://import-key-
cryptogram. json

"Key": {
"KeyOrigin": "EXTERNAL",
"Exportable": true,
"KeyCheckValue": "DA1lACF",
"UsageStartTimestamp": 1697643478.92,
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qgaifllw2h",
"CreateTimestamp": 1697643478.92,
"KeyState": "CREATE_COMPLETE",
"KeyAttributes": {
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": true,
"Unwrap": true,
"Verify": false,
"DeriveKey": false,
"Decrypt": true,
"NoRestrictions": false,
"Sign": false,
"Wrap": true,
"Generate": false
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1,
"KeyUsage": "TR31_K@_KEY_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY"
1,
"KeyCheckValueAlgorithm": "CMAC"
}
}

5. EAEBANESRETERRERFEIREEA

MEEAH KeyUsage £ TR31_KO_KEY_ENCRYPTION_KEYER
TR31_K1_KEY_BLOCK_PROTECTION_KEY , Al LAfE At S REEHER TR-31 EALR, W0
RERRBRAEMEMBEE (410 TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY) , #&A5L
BEESSBAREBIRSRE,

ERAALTEYNESHIBRER (TR-31) EAHBER

Import symmetric keys using a pre-established key exchange
key (TR-31)

Source Platform AWS Payment Cryptography

Import Key Encryption Key

A KekKeyAm ___________
Create Working Key

Export Working Key using TR-31 :}

Source Platform AWS Payment Cryptography

RS ET/AXESRBRET , SEBFERSAERBUHBRSH/ME SR (KEK), EALER TR-34
5 FHRMT , # KEK B AWS S RBZ Rim = X IRE I S8,

BY KEK 2% , BUAERAECREHRESR ( 2FEEM KEKs), AWS REHIRZEA ANSI
TR-31 XEHEMIM , ER HSM HEBEZEANZEN S|,

1. EALBNZLE® (KEK)
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AWS R E T iR= EREER
ERESRDEA KEK , B H AN keyARN ( = keyAlias).
2. ERFRFELBIUSIR

MRE/AHFE , FERFFEELEIER., IE , BUUE AWS TREBHFELEY 238 ,
I A exportii &

3. RWEFAEHZR

B, FRERRAEES TR-31, REFEKERELESRNECANSRMNESR,
4. EANAWS FREHRZ

[N import-keyfn w BF , FEEA S IMNZ LA keyARN ( =5l
# ) WrappingKeyIdentifier, £/ HEREF &M HWrappedKeyBlock,
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Example

$ aws payment-cryptography import-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier'": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/ovbicy4ryasbzcza”, \

"WrappedKeyBlock":
"DO112BOAXOOEQ0QVO2EOA3D58252CB67564853373D1EBCC1E23B2ADE7B15E967CC27B85D5999EF58E11662991F
\

}l

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false
}
b
"KeyCheckValue": "QA3674",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,
"Exportable": true,
"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "EXTERNAL",
"CreateTimestamp": "2023-06-02T07:38:14.913000-07:00",
"UsageStartTimestamp": "2023-06-02T07:38:14.857000-07:00"
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[EAJEH M (RSA, ECC) nEER

EANFARELAZDREEERTHRT (15 ) BE—HMA. ERT RSA 2048 CA RsEAR
{R¥E RSA 2048 HHEBFE , H ECC BRELARE % —ERFEER ECC BFE{RE, ECC P384 B
HeemH P384 = P521 CA #17. FTAREEEARHLERBH,

EA RSA NE £

AWS R ZBMREXEK /NG RSA £BEAS X509 BR, PEEARE  FLEAHBERE, AT
ERBEEAFEHBLEXRBEY, BREEZRE PEM & baset4 ik,

1. BRBEEAN AWS A REHIERZ

FEATH R TEARER
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Example
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2. BABERBEEA AWS REBRF

LHRETVMUEANEESR. HR TR-34 #l ECDH (\EREMITHEEESERE , RF
HEARES —ERRNLER/MBERE , FSEAUEE, KeyUsage #5REH
TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION,
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Example

$ aws payment-cryptography import-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier'": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/ovbicy4ryasbzcza”, \

"WrappedKeyBlock":
"DO112BOAXOOEQ0QVO2EOA3D58252CB67564853373D1EBCC1E23B2ADE7B15E967CC27B85D5999EF58E11662991F
\

}l

"Key": {
"CreateTimestamp": "2023-08-08T18:55:46.815000+00:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/4kdbxud22e64wcbk",
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
b
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
b
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2023-08-08T18:55:46.815000+00:00"
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AWS (R ETBRE EAEEE
EAECC AELH

AWS FREIBREXIERLE ECC RREAR X509 BFE. FEEARE K FLAEAHR CARE
MEMPEBE. FEBREEARRLARBE. BEEZZE PEM XM base64 fRik.

1. # ECC RBREA AWS (Y REHRZF

EATHGTEAEE
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Example
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2. BPEBIEEA AWS B HRE

EATHoTEADEERE
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Example
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3. BABEREBE (78) EAAWS ARBHRESE

HAREALIEASDE ECC BRE , BRTREFZI , BHIE AWS I REBEBFmEFTRECERNE
B, ERAAXMA ECDH HBE , 7 EBRIFSEITHEBE.

AR
- FAFHBENELSE (TR-34)
- EAFHBEM (ECDH) EH £
- FERAFHBENEL 28 (RSA Wrap)
- FRABAEVHNSRIMSR (TR-3) ELHBELES
. [EH DUKPT #1544 (IPEK/IK)
- EEEEHNESREREE
- ERER
- EHIFHE (RSA) £8

[E BN

/A Important
Bt AWS CLI 28l , SRR ELRBERIMAN . BEAK , B2E%%E AWS CL,

EASEH BRI EL £ (TR-34)

TR-34 f£f] RSA FUBEBRERNEZNEBHBLBULTIR, NBTREMTN HESTRE
B, EHSBE  AVS fRTERESHASHBHHIM KDH) , TENEERGEREEH
BB (KRD),

(® Note

MBHRH HSM X E TR-34 B  EFXE TR EA , BELR%EFH TR-34 £ HSM B2
AWS R ZBimE BRI A KEK, A% , B LIER TR-31 RE@WmFI RN S8,
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AWS [ REHRF EREES

1. #BRELRER

#11T get-parameters-for-export A& WEHEE WY, RACHLSBEREE TR-34
A&, £ TR-34 MiEF , ER KDH 2 BE. BEASHEELE FEENFERERE

M ParametersValidUntilTimestamp,

(® Note
B BREE A baseb64s iwik.

Example

$ aws payment-cryptography get-parameters-for-export \
--signing-key-algorithm RSA_2048 \
--key-material-type TR34_KEY_BLOCK

{

"SigningKeyCertificate":
"LSQtLS1CRUdAITiBDRVJUSUZJIQOFURSOtLSOtCk1ISUV2RENDQXFTZOF3SU]. .. ",

"SigningKeyCertificateChain": "LS@tLS1CRUdJTiBDRVJUSUZJQ@FURSQtLS....",
"SigningKeyAlgorithm": "RSA_2048",
"ExportToken": "export-token-au7pvkbsq4mbup6i",
"ParametersValidUntilTimestamp": "2023-06-13T15:40:24.036000-07:00"

}

2. 1 AWS I REHIRZFRRE E N GHEBRE

RS ER 1 B R B A RV IR AR
3. HRERKRRKHERE

ATREERNASH  FiX5 (KDH) SRHETNR, ENERRE (BER HSM HEER
B HSM) EEELENBSRIET X509 2B ERBE, EILUERH AWS 358 CA RELR
&, BT EREIREREEN.

IMEBER , BEA ImportKey i TR BEREA AWS TRERR=Z. 15

KeyMaterialType 8% A RootCertificatePublicKey , #% KeyUsageType BREA
TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE,

EE W =
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BLAMIEEA TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATUREf%A , KeyUsageType[®
RERBEEBSIERBNRSR. ETEERIERIREA AWS A REBFZ - ZAUAREER

(® Note

MREFFEEARBE , FHBLTR, HRAPERER A FEA
TrustedCertificatePublicKey,

4. EHEHNESHR
0L ExportKey APl , 6% KeyMaterialTypeiE A TR34_KEY_BLOCK, BT ERf

- B 3 F1R CA #9 keyARN A CertificateAuthorityPublicKeyIdentifier
- B3N ERFEMA WrappingKeyCertificate

- BEEHA 2S8H keyARN ( H5IE ) --export-key-identifier

- SR1NELER

Example

$ aws payment-cryptography export-key \

--export-key-identifier "example-expoxrt-key" \

--key-material '{"Tr34KeyBlock": { \

"CextificateAuthorityPublicKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/4kd6xud22e64wcbk", \

"ExportToken": "export-token-au7pvkbsq4mbup6i", \

"KeyBlockFormat": "X9_TR34_2012", \

"WrappingKeyCertificate™:

"LSOtLS1CRUdITiBDRVIUSUZIQOFURSOtLSOtCk1JSUV2RENDQXFXZOF3SUJBZ01SQ..."} \

}l
{
"WrappedKey": {
"KeyMaterial": "308205A106092A864886F70D010702A08205923082058...",
"WrappedKeyMaterialFormat": "TR34_KEY_BLOCK"
}
}
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ERAFHBHEI (ECOH) EH £
Using ECDH to export a key from AWS Payment Cryptography

AWS Customer AWS Payment Cryptography(PartyU) HSM(PartyV) Certificate Authority
=Create Key> N
r
keyAm_ KEK1
-
<Get Public Key Certificate(PARTYU _KEY1)> o
r
(. Cetiicate (CERT PARTYU KEY1)
Install Public Gertificate (CERT_PARTYU _KEY1) N
r
: Generate ECC Key Pair (IL’AHTYV_KEYH Y
r
: Generate CSR N
r
Sign CSR A
Ld
P Certficate(CERT PARTYV KEYT) |
<Import Cert Chain= (PARTYV) N
14
ExportKey(keyamn = keyAm_KEK1,method=ECDH) |
r
TR31_KeyBlock
R L L S
DeriveKey using ECDH N
I ¥
DerivedKe
L
ImportKey (derivedkey, TR31_KeyBlock) A
¥
‘_ keyAm_KEK1 wrapped by HSM MFK
_______________________________________ e
AWS Customer AWS Payment Cryptography(PartyU) HSM(PartyV) Certificate Authority

¥5[E th 4R Diffie-Hellman (ECDH) £ ECC IEHBEZRmMEEM A ZEEILASE® K MAFE
FEERBNSI®, ECOH MR ETHMN , At AWS fREBREILSHFECH. EUHEFF ,
£/ ECDH £T4 — )Xt KBPK/KEK, ZFTE SR VAR TELCEEHNSE  TURS — A
KBPK, BDK, IPEK &8s £@EA,

B, AWS IRFRFEZEBA UL (BBE) K MBERREBAVE (EEE).

® Note

ECDH Al AR MAMHBEEMER , MR KREY KEK , Al 21— 7 AR AES-256
T T,

1. E4% ECC £t
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Y create-key REFEYN ECC 2%, L APISASREANSIELHEESRY, £EY
i, IEE A AERLL ECC £fTENSRBER, FH ECDH X2 (3% ) Hieles , BEH
HY{ETR31_K1_KEY_BLOCK_PROTECTION_KEY.

® Note

B AKPE ECOH @ EA T AMMEMTRARNITESER |, B AWS AREBRES ATSRE
ARE—ITESRER , URFISKRENEECLAARSEREZ,

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT,KeyClass=ASY}
--derive-key-usage "TR31_K1_KEY_BLOCK_PROTECTION_KEY"

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
wc3rjsssguhxtilv",
"KeyAttributes": {
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyAlgorithm": "ECC_NIST_P256",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "2432827F",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

B & 74



AWS [ REHRF EREES

"CreateTimestamp": "2025-03-28T22:03:41.087000-07:00",
"UsageStartTimestamp": "2025-03-28T22:03:41.068000-07:00"

}
2. BB BERERE

FEAY get-public-key-certificate SUERA B SB/EREIRFMN CA HBMN X509 BE ,
ZEREREEEEMN AWS FREBREZIFEN,

Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv

"KeyCertificate": "LSQtLS1CRUdITi...",
"KeyCertificateChain": "LS@tLS1CRUdJT..."

}
3. EXRZHFRE (F=AV) LZELERE
it% HSMs T EREK, BAREESR 1 PELENLARRE  TREBUSR, EVRIZERME

BREENEREE , HRHSM ME. WEREET , FBREMN HSM X 4.
4. HERRRMEELE ECC iR |, WiRH AWS F BB IRFZFN BT

HEECDHH , E—FHEgELTRY K IRASBEAZR. BERAWS TRBEHREZITESR
ERE X509 AEEREANBFHFLEER,

£ HSM B <R  FBEZ HSM LB SBY, ¥R ESREMRHSMs , SREEFRERSE
B3 FA{IDO144K3EXOQEQ000, BV BER , MEFEE HSM LE4A CSR, AR HSM, =4
= R AWS FoH CA AIAELERE.

£ KeyMaterialType £ RootCertificatePublicKeyE
KeyUsageType & KY importKeyin ¥ , M RBERA AWS [ REER
#TR31_S0O_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE,

HRPERR , B importKey®m B E KeyMaterial Type
TrustedCertificatePublicKey#l KeyUsageType
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TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE, $t¥iZ@EHHEBEREENERF. &
BAEEhRE—EAEABEKeyArniy (EARBEEHGTH@E A,

® Note
FANBASERE. EEHOSHEERREHR.

5. ft AWS IRBBmEFITESRVNELSW

BELHAF , RIS E A ECDH fTAE SR, ARV HMAS KBPK £ TR-31 BREE LN IR,
EEHNERATLURSE TR-31 BEREEHIRNIES TDES H AES £if , REQRESRELHRE
FE tH Y S8R — B

$ aws payment-cryptography export-key \
--export-key-identifier arn:aws:payment-cryptography:us-
west-2:529027455495:key/e3a65davghbpjmsh \
--key-matexrial="{
"DiffieHellmanTr31KeyBlock": {
"CertificateAuthorityPublicKeyIdentifiexr": "arn:aws:payment-
cryptography:us-east-2:111122223333:key/swseahwtq20j6zi5",
"DerivationData": {
"SharedInformation": "ADEF567890"
},
"DeriveKeyAlgoxrithm": "AES_256",
"KeyDerivationFunction": "NIST_SP800",
"KeyDerivationHashAlgoxrithm": "SHA_256",
"PrivateKeylIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssqguhxtilv"”,
"PublicKeyCertificate": "LSOtLS1CRUdJITiBDRVJUSUZJQOFUR..."
}
}l

"WrappedKey": {
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK",
"KeyMaterial":
"DO112K1TBOOEQOQOO7012724COFAAF64DASQE2FF4FOA94DF50441143294EQE995DB2171554223EAAS6D0Q78C4CF
"KeyCheckValue": "E421AD",
"KeyCheckValueAlgorithm": "ANSI_X9_24"
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6. 7E Party V HSM LM ECDH T4 — Xt &8

T2 HSMsHMEERMEEA ECOH BY M, BLR 1 LA REE/LE TR , YKP
RINEREEALE R, MFAFNRER , fIMITERE , F2H AP EE.

@ Note
MEEAZITESEVATETEMA, B8, BEEETRNEE,
7. BeBREABERRK
&% , FHAEE TR-31 T AWS IRZEwREEASE, #& ECDH TESIEEA KBPK
WER LR AWS SREEREZEHN TR-31 SBES,
{55 A IEH B H AT E i £ 88 (RSA Wrap)

& TR-34 EEFERAE |, BT LUEA RSA wrap/unwrap ET£83#, E TR-34 , Hk5 A RSA
IHBRIBRERNBZLHBELE®., T8 , RDA BHEFTETE .

- BEESBEBNEAR

- EERNBEESRPRENTEMNSBER

® Note
IETTLAE R RSA @£ R EH TDES M AES-128 £38.

1. EERWERMLLEY RSA £RNEFE

B SELARERSEERN RSA £, RIFE X509 BEEANER, FHEEERERE
HEE  BUNUSEEAN AWS NREHR=,

2. BRABBEEA AWS HREHRE

F A import-key##t --key-materialiBIE R EARE

$ aws payment-cryptography import-key \
--key-material='{"RootCertificatePublicKey": { \
"KeyAttributes": { \
"KeyAlgorithm'": "RSA_4096", \

S =7


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ExportDiffieHellmanTr31KeyBlock.html

AWS [ REHRF EREES

"KeyClass": "PUBLIC_KEY", \

"KeyModesOfUse": {"Verify": truel}, \

"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"}, \
"PublicKeyCertificate": "LSOtLS1CRUdJITiBDRV..."} \

}I

"Key": {
"CreateTimestamp": "2023-09-14T10:50:32.365000-07:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
nsq2i3mbgbsn775f",
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
},
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
},
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2023-09-14T10:50:32.365000-07:00"

3. EHENER
HHAWS ARBBEFCEAENIEBIFEL SR, LFEEE :

- BESR 2 BEAZIRBEN ARN
- BHN D EBE
- EEHNHBER
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BHEHESRN T AEUEB _ELSE (NE ) RE.

Example £l — B i €8

$ cat export-key.json

"ExportKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",
"KeyMaterial": {
"KeyCryptogram": {
"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/zabouwe3574jysdl",
"WrappingKeyCertificate": "LS@tLS1CRUdJTiBDEXAMPLE..."
"WrappingSpec": "RSA_OAEP_SHA_256"

$ aws payment-cryptography export-key \
--cli-input-json file://expoxt-key.json

"WrappedKey": {
"KeyMaterial":
"18874746731E9E1C4562E4116D1C2477063FCB08454D757D81854AEAEEQAS52B1FOD303FA29C02DC82AE778535
"WrappedKeyMaterialFormat": "KEY_CRYPTOGRAM"

4. BEWMEACNEBRR

% HSMsTHBERFAEZEMFE A RSA unwrap [EA L8 ( 28 AWS SR ZIBHEE ) . EAR
Eﬁj:El
- SR 1NN ELBEENEER
« RSA R
« PKCS#1 v2.2 OAEP HiE#E ( £ SHA 256)
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® Note

KM L H hexBinary KRN BELE, NMELHNREEETRAN ZHARRE , Hlm
base64 , B EEEEHE RN,

ERAALTEYNESHIBER (TR-31) ELHHBSR

RP|SEERAZECRBRE  SERFEFSIAXBNASRINBZ SR (KEK). EALER TR-34
5 ERIIT , & KEK B AWS ARBREEIMEL SBTIMR, BY KEK 2#& , BRI LMERERER
®ESHR  TEHM KEKs, HMXEER ANSI TR-31 WEBRM , HSM BEEZ X BELEB/
.

1. RELHZWMINEZ L/ (KEK)

AEELRE R KEK , It HAE AN keyARN ( = keyAlias)o
2. EAWS IREZRFEELRIENSER

MREBEARFE , FEUSR, I, LU EHMBRRLEY 8 XEAEAGT,
3. R AWS RBIBRE=ZELENER

Gy

LTR-31 RAEHE , FEELEELN SR ECANIRER,
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Example#iffl — £ TR31 £ EHRE L S8

$ aws payment-cryptography export-key \
--key-material="{"Tr31KeyBlock": \
{ "WrappingKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ov6icy4ryasbtzcza” }}' \
--export-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp

{
"WrappedKey": {
"KeyCheckValue": "73C263",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial":
"DO144KOABOOEOOOOA24D3ACF3005F30A6E31D533EQ07F2E1B17A2A003B338B1E79ESB3AD4AFBF7850FACFOA3784
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK"

}
}

4. BETREAEHRR
EARKHNEASREFEREAZR.

[ i DUKPT #]1% £ 88 (IPEK/IK)

£/ DUKPT B , A I AR IGHEEELE —E@ITE W (BDK). Hin#EEERTFE BDK. R
Z , BERRESS NI -NNERIREEER  BA IPEK B R (K). =18 IPEK BREAE
—MEM|FR (KSN) §T4£ B BDK.

KSN iEREMZFE MR

- ¥4 TDES : 10 fz7t# KSN 2% :
- SEIDW 24 T
- JRUEHEID B9 19 1T
- REFTEERM 21 LT

- & AES : 12 (1 7t#H KSN 25 :
- BDKID 9 32 fuT
- PTHERBITF (ID) W 32 LT
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ZaTEIERRY 32 LT

t

° A

%

R —ERERELENEL SNBSS, B LMER TR-31. TR-34 5 RSA @& FEEHEL
H&i@, 5EE , IPEK €8T ERE , ELAN AWS I RZREHFEZNERERE,

BMTERFIHIT KSN eI mEE 2 2B 5 &, MREBERITERBIFFE BDK —2 7R , &7
£/ AWS E&.

® Note

KSN HISTEIEE 285 (32 (i THY AES DUKPT) FE AR IPEK/IK $74£, fi
0 , 12345678901234560001 F1 12345678901234569999 M A &€& £ MM IPEK.

$ aws payment-cryptography export-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza"}} ' \

--export-key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyij6wtxx64pi \

--export-attributes 'ExportDukptInitialKey={KeySerialNumber=12345678901234560001}'

{
"WrappedKey": {
"KeyCheckValue": "73C263",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial":
"BOOO6B1TX00S000038A8A06588B9011FODSEEF1CCAECFA6962647A89195B7A98BDA65DDE7C57FEASQ@7559AF2A5D6C
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK"

EEEEHNERERER

BT LATE LA ASC TR-31 2 TR-34 &N E H RSN MESBEREH. TRRA TR-31 LWEBRIE
N, DA SR O] LATE BB HH HA RS SR LE T &
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SRERBM Bi& & 0] LATE B BRI ME fim st
oI5 2
K2 1D EZARRESEM S EMi&RA B AR
B %, BEIE TDES @& &£88 |, I
: MR D A AES &
HER, RMEXE
P BREARC (2@ B A R C BB AR
2 - 2XA) .
- B (A TDES
FT4£ )

« \xA& D ( £/ AES
HEROTE )

cREREE EERGAENRE & EMEasFENrE
o ERFAFZH ,
RETBETIERE ,
ARMEEZIRER
RO ERFIGEBIE
o
SRERAF R EEEW|NAFAE B
, flgn -
« CO (FRERR®)
 BO (EXfTES
)
EEE EEERSBNES A R EARE -
Eo RIXZE - =8
. T (TDES)
- H (HMAC)
- A (AES)
EWEAFR EEALFTWERIE , I =*
o
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SREREM A& &R LAE E L A RS frat
52

- BEEYERE (C)

* Encrypt/Decrypt/Wr
ap/Unwrap (B)

EIMIRA EHSW|REUCEWR 2 - ALK
MRA R, MRAKIE
E , RIFEERA 00,

SR B4 BEHEETUEHRS =*
i -

o N-EA[EHM

. E- 1R X9.24 EH
( RSIREHR )

- S-ESBERSE

TREREA TE
i
ERERER % - AT AR A BRI EH R
ERmEAINBEE
ERMHBB/MEY,

flan | DUKPT €48

# KeySetlD, Efig
RIBENEB/ELER
A, BERFTEERE
E SEEBRHNRE
MEMHER (PB).

“MEUER , BRFESAL AWS RERRZ TN B EERE. Hla

- MRBAHNEBFERAERE Generate=True , Verify=True , A LUSHEE S
Generate=True , Verify=False

- RSVWERER/TATES , AIBEEZSHESELATESN
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EHERE  RMISEHEAMEHSRVERNE, T8 , EURBREEEEZRRRR B RIM
MEEE, ATR—EERNRA :

- BEHESREARKRIHEE  FREETERMRES |, Not ExportableRAKKHREEIASEAS
iR, ATEELHER,

- ERFERMEERNSRPEENEESTRRRMRE , FER TR-31 RAKEE , URIHHFEFS S
TRENBEESR K MAREMBRIAH.

- £ KeyVersion M ESBRAREH SBEILE,

TR-31/X9.143 ER T ERNEE , ERERE AWS IREBRZSH , MACHERRKETNES
e, ERAUUEAEMGEE, NFEEELHESRERERNVFREN , F2H AP EEFHNE
R EREE,

DTRERATHHEEEL BDK £ ( flin , EEE KIF) B4

- &R : 02
- KeyExportability : NON_EXPORTABLE
- KeySetlD : 00ABCDEFAB (00 &’ TDES £#8 , ABCDEFABCD 2#]#4£48 )

HAKRMAREESBEAES , AL SME/A arn : aws : payment-cryptography : us-east-2 :
111122223333 : key/5rplquuwozodpwsp (DeriveKey = true) By {# &,

@ Note
BifEf b gl P AT B L MR ER T ATES |, KIF 3RAT S

o $TEEES | HlI0 DUKPT REAB IPEK/IK
- EHEETESBURRERE L

1E R EH B 2o

$ aws payment-cryptography export-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifiexr": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza", \
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ERAEER

"KeyBlockHeadexrs": { \
"KeyModesOfUse": { \
"Derive": true}, \

"KeyExportability": "NON_EXPORTABLE", \

"KeyVexrsion": "02", \
"OptionalBlocks": { \
"BI": "QOABCDEFABCD"}}} \
'\

--export-key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/5rplquuwozodpwsp

{
"WrappedKey": {

"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK",
"KeyMaterial": "EXAMPLE_KEY_MATERIAL_TR31",

"KeyCheckValue": "A4C9B3",
"KeyCheckValueAlgorithm": "ANSI_X9_24"

X9.143 ERERFRARFNIBEEZHE, BT HMHMAC #%E ) ZB2H , AWS FRBEBRETDE

}
}
FREH
M F RIS LR TR
BEREH A&
Bl DUKPT HERLTAE &

SR B R

HA G

2 [+ REMNFTT
(TDES % 00 , AES
% 11) , TDES KSI
£ 10 A+ "ENF
5., BDKID % 8 {8
+REMF T (AES
DUKPT),

fiiat

A% (BDKID , &
A AES DUKPT) 51 &
WERBITF (KSI, &
A/ TDES DUKPT),
A[ER#: BDK ID =
KSI RfER , BFE
R IK T KS B
TEMHMER, =
A% KIF S EEgE
F Bl , M5 AR IR
AERFAEER K3
KS.

S
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AWS 3 BT R =

ERAEER

BEEAE

HM

KS

A&

18E HMAC 2/ERy 3t
EER

AES DUKPT M #l%a &

TDES DUKPT H#1%4
SBFR

MR

10 — SHA-1

20 — SHA-224

21 — SHA-256

22 — SHA-384

23 — SHA-512

24 — SHA-512/224
25 — SHA-512/256
30 — SHA3-224

31 - SHA3-256
32 — SHA3-384

33 — SHA3-512

40 - SHAKE 128
41 — SHAKE256

16 8+ ENLF T

20 @+ ARE/LFTT

frmat

BBEEELREE
B , W E
AREE, &AL
FEA SHAKE128 %
BB ENMEE
B, BuEERAR
2 5 4w 7 B B

LLERARBTERE
LiEWEE L%
DUKPT £8886H |
W5 BIET4E B BDK By
i, wHAE
BEOETEER B
BEFTEE. B KSH
A TDES DUKPT,

LB A RBITERE
LiEWEE 9%
DUKPT £888 6 |
W5 BIET4 B BDK By
i, EAnE
FOETEER + B
EWETEEE, FA
IK for AES DUKPT,
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BREER A& Gibich frat
KP BEREIWH KCV 2 fE+NENF T LERRHITER

# KCV F i (X9.24 {LEWEE 1%
F3%E%H 00, CMAC DUKPT £88K R ,
FEB01), EER W5 BIET4 B BDK By
KCV{E , B¥A6 e, LWEAE
B+ FT, Bl FAETEER + 5B
m, 010FA329 K&kff TWFTHHFE. FH
A 01(CMAC) F3&&t  IK for AES DUKPT,
EH OFA329 KCV,

PB AR BERSTTSIENM ASCII RESEEHEED
T AW, RRR
EREEE B ER
RENESY
[E H IE ¥ 78 (RSA) £148

EZELBERRAELLESE® , 56 get-public-key-certificatef i ©. W TEED :

. B®
. REE

iE M BB B &R base64 #wiG.

(® Note
LRETSEE  IEERARNER SR  REFUbLTREEETRNEE,

S 88
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Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5dza7xqd6soanjtb

{
"KeyCertificate": "LSQtLS1CRUdITi...",
"KeyCertificateChain": "LS@tLS1CRUdIT..."

}
P = B8

AETHE T P S R R HINAERE

- BEBEREME (BYOCA)

B8 REREME (BYOCA)

BIFFER , ERBFAEUMNIFERE (RSA, ECC) ERFELETWMBIN , ELBIEEH AWS X
2 otm e MR S ME— B REME (CA) #1T. ERATREEERMMEM X509, MERKIEHEBIH
ARE CA REERBHEEEF R (CSR) AR,

AWS I REBREFELTERRIERREZFEZREALBSH CA
B

BYOCA TaE A REEEABENE M S EA B CHBRREME | 25 TR-34 EA/EH, RSA
Unwrap # ECDH 2 &g, EXAFTEAREEBPHE BN EREHE , IRFERTE CA BEN
BERHSHER  EIFERMA. THHEHRHEER TR-34 LIMEHH BYOCA TERE,

MR RE TR-34 BEHREN="EEEZENT :

1. £ CreateKey BATEE I 25 E RSA £, S%AIIEIR GetParametersForExport BEEE I,
2. #T#Y API GetCertificateSigningRequest &% 3 o] H /AP CA ZEHBEHEFE K (CSR),

HERE 8 89


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GetParametersForExport.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GetCertificateSigningRequest.html

AWS [ REHRF ERAEER

3. ExportKey APl &R , AAFEHTHBEREEE. &5l , E_RH BERMEMimport-token ,
EgRAERAMAL.

A EEEZE
o ELLEIHIEA RSA-2048 €880 A4t TDES-2KEY €88, [EH AES-128 B | SFEEFME S
@ # 2 RSA-3072 = RSA-4096,

- RERNERE X WE8SigningKeyIdentifierf SigningKeyCertificate T4H
o

BYOCA TRz
T SRRE TR-34 EHATE BYOCA TERE.

HER

- S8 1: EY RSA &8

- FR2 EEBREZFFK

- HER3: @B CSR (EA)

- SR 4 FRABRREENEE CSR
« HBR5: [EACARBE

- B 6 . IS KRD MEBE

- FBR7: A BYOCAEHER

$E 1. B3 RSA &8
Bk BURKIERAE KDH BB R RSA £8Y ., S LmE8REE .0 AR,
Example 23 AR EMN RSA €8

$ aws payment-cryptography create-key --exportable \
--key-attributes
KeyAlgorithm=RSA_2048,KeyUsage=TR31_S0O_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE,KeyClass=ASYMMETRI
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"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/
xgmg6fs6uow736uc",

"KeyAttributes": {
"KeyUsage": "TR31_SO@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyAlgorithm": "RSA_2048",
"KeyModesOfUse": {

"Sign": true

},

"KeyCheckValue": "41E3723C",
"KeyCheckValueAlgorithm": "SHA_1",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY"

f2iC N KeyArn , AAET—EBLSBHPEEET,
SB2 . EEBREEER

£/ GetCertificateSigningRequest API E4- B \3f CA #EBH BRFEHEFE K (CSR)., Hii=Z base64
RISH PEM 23R, WMRE base64 MIBARARE , BiHE PEM BXWEM CSR,

ExampleZE4 CSR

$ aws payment-cryptography-data get-certificate-signing-request \
--key-identifier arn:aws:payment-cryptography:us-east-1:111122223333:key/
xgmq6fs6uow736uc \
--signing-algorithm SHA512 \
--certificate-subject '{
"CommonName": "MyCextificateAWSUSEAST",
"Organization": "Amazon",
"OrganizationUnit": "PaymentCryptography",
"Country": "US",
"StateOxProvince": "Virginia",
"City": "Arlington"



https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GetCertificateSigningRequest.html
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"CertificateSigningRequest": "LS@QtLS1CRUdJITiBDRVJUSUZJIQ@OFURSBSRVFVRVNULSOQtLS®O..."

CertificateSigningRequest WU B EEAEFE XM CA EITHEEM base64 Rl CSR,
$B3:MEACSR (EA)
A SURIEME A OpenSSL R4 CSR WA , WERKREENE WA,

Examplef | OpenSSL #2BJ CSR

$ echo "LSOtLS1CRUdITiBDRVIUSUZJIQOFURSBSRVFVRVNULSOtLSO..." | base64 -d | openssl req -
text

SR 4 ERABERBEMEE CSR

EEX CSR#% , KFEHBERMEME CA) £E, ELEEREYD , CBESER AWS 78 CA Hil
BEEIM CA BREER, ERAEBRN , BULEH OpenSSL B BREBRE.

/8 AWS FAF CA
EEMFA 3XE CSRAWS FAH CA |, 5% f#18 baseb4 RGN CSR WS HBEEERR , REFEH

IssueCertificate API,

Examplef£ i 22 CSR AWS A& CA

$ echo "LSOtLS1CRUdITiBDRVIUSUZJIQOFURSBSRVFVRVNULSOtLSO..." | base64 -d > csr.pem

$ aws acm-pca issue-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/12345678-1234-1234-1234-123456789012 \

--csr fileb://csr.pem \

--signing-algorithm SHA256WITHRSA \

--validity Value=365, Type=DAYS

{

"CertificateArn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/12345678-1234-1234-1234-123456789012/certificate/abcdef1234567890"
}

AREEMERENERE
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Exampletffi Bl 2 & RFE

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authority/12345678-1234-1234-1234-123456789012 \

--certificate-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/12345678-1234-1234-1234-123456789012/certificate/abcdef1234567890

{
"Certificate": "----- BEGIN CERTIFICATE----- \nMIID...\n----- END CERTIFICATE----- ",
"CertificateChain": "----- BEGIN CERTIFICATE----- \nMIID...\n----- END
CERTIFICATE----- "
}

HEREABTUARELS R, ESHIEMHE Exportkey APl B | ISIEEEH T 1T baseb4 Mmls.
/A OpenSSL #E T RIE

HRNAEBW , B LAER OpenSSL EY HERFE CAXEE CSR, B, BRI CAMESBNE

Examplef# | OpenSSL 23 AlE CA

$ # Generate CA private key
openssl genrsa -out ca-key.pem 4096

$ # Create self-signed CA cexrtificate

openssl req -new -x509 -days 3650 -key ca-key.pem -out ca-cert.pem \
-subj "/C=US/ST=Virginia/L=Arlington/0=TestOrg/CN=Test CA"

RE R E—(ESREE CSR, AEARE CAEF .

Exampleff /| OpenSSL #¥ CSR

$ # Decode the base64-encoded CSR
echo "LSOtLS1CRUdJITiBDRVJIUSUZJQOFURSBSRVFVRVNULSOtLSO..." | base64 -d > csr.pem

$ # Sign the CSR with the CA

openssl x509 -req -in csr.pem -CA ca-cert.pem -CAkey ca-key.pem \
-CAcreateserial -out signed-cert.pem -days 365 -sha512

Certificate request self-signature ok
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subject=C=US, ST=Virginia, L=Arlington, O=Amazon, OU=PaymentCryptography,
CN=MyCertificateAWSUSEAST

HEMNBEBREMUN Psigned-cert.pem, EALBERMLE ExportKey API i , BEEHRF
1T base64 HR i :

Example Base64 fmiE 22K BFE

$ cat signed-cert.pem | base64 -w 0

SR 5 EACARE

FEEFEAN CAHZELEZEMT , U LERAETERE. £/ ImportKey APl EEAFLEB CA
WIRBE., WRFEATHE CA, Fimport-keyBIRFEW |, BF51EE TrustedPublicKey i3
RootCertificatePublicKey , I #5§ER CA ARN,

Example E AR CA BF

$ aws payment-cryptography import-key --key-material="'{
"RootCextificatePublicKey": {
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {
"Vexrify": true

},
"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
},
"PublicKeyCertificate": "LSOtLS1CRUdITiBDRVJIUSUZJQOFURSOtLSOt..."
}
3}
{
"Key": {

"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/
xivpaqy7gbbm7cdw",
"KeyAttributes": {
"KeyUsage": "TR31_SO@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096",
"KeyModesOfUse": {
"Verify": true



https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html
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ERAEER

[a

iy

"Enabled": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "EXTERNAL"

T CA EEHSHKeyArn R EAL .

HBR 6 : Hl§ KRD MEEBE

FEHEHFF , RSB EAR AWS SREBRERE , DLEMTWY R , £/8 GetParametersForlmport

APl I KRD N E 28R BHE. EERERT , ESHEMRRIEMR , flal HSM, ATM, R IR

CAREYE T A= N 5

ExampleEN S AR E AN S

$ aws payment-cryptography-data get-parameters-for-import \

--key-material-type "TR34_KEY_BLOCK" \
--wrapping-key-algorithm RSA_2048

"WrappingKeyCertificate": "LS@QtLS1CRUdJITiBDRVJIUSUZJIQ@OFURSQtLSOt...",
"WrappingKeyCertificateChain": "LS@tLS1CRUdJTiBDRVJIUSUZJQOFURSOQtLSOt...",
"WrappingKeyAlgorithm": "RSA_2048",

"ImportToken": "import-token-v2rxplédrxeptn7w",
"ParametersValidUntilTimestamp": "2025-11-01T18:45:31.271000-07:00"

HBR7: E£ABYOCA ELHEHR

&% , £/ Exportkey API B EZBHCH CA H£EBEMEA TR-34 EH €88, ExportKey {REHEB
CA HENHBERE.

Examplef£f BYOCA [EH TR-34

$ aws payment-cryptography-data export-key \

--export-key-identifier arn:aws:payment-cryptography:us-east-1:111122223333:key/

iox73p5f4chayjiod \

--key-material '{
"Tr34KeyBlock™": {
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"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-
cryptography:us-east-1:111122223333:key/j625deyfqlwctu57",

"SigningKeyIdentifier": "arn:aws:payment-cryptography:us-
east-1:111122223333:key/xgmq6fs6uow736uc",

"SigningKeyCertificate": "LS@tLS1CRUdJITiBDRVJIUSUZJQOFURSOtLSOt...",

"KeyBlockFormat": "X9_TR34_2012",

"WrappingKeyCextificate": "LSOtLS1CRUdJITiBDRVJUSUZJQOFURSOtLSOt..."

}
}I
{
"WrappedKey": {
"WrappedKeyMaterialFormat": "TR34_KEY_BLOCK",
"KeyMaterial": "3082055A06092A864886F70D010702A082054B30820547...",
"KeyCheckValue": "3DCA31",
"KeyCheckValueAlgorithm": "ANSI_X9_24"
}
}

EHNESRERRE W ARERRRERRE TR-34 EARFREA.
H o fiaE

- ELEHIER AWS CLI R, HEIRINEEEARFTE AWS SDKs , ‘@3 Java, Python, Go #
Rust,

- MREFEABEREFEE CAETRE , B LAER OpenSSL REIMAIF CA % FE CSR, FEEIR
B FHEBRCEIN CA BERERE,

BERSRIR

EENEERAIMEIXEEFERNELR , AUUEAERSRIREKERRBRESB IR
EEBSE RN, ZBIIRAWS WEIREE ASEE PCI PIN M P2PE 8 AWS BER £
P TS MEE |, WEABME HSM BEESRM A BIRAE KN, WREER ECDH #ER/R
R ECDH B/ TR-31 £REMR , B UEEEALZN AWS FRBHIRS,

(® Note

BMPRBEEANELSBSRMERAEER, REEENESEREIBETIZE ANSI X9.24
TR-34, RSA wrap/unwrap 2% ECDH EEF 28X ER , TEAEESB/IR,
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ERSRXBRNEEFELN

EERMBEES|MII , CloudFormation EIAE 5 ERFTM TERRMRTE , BHEAERF FEIL ECC
MY S3 REFTER. AR, ERENSERHBEESRTMHEEDR AWS 22K , EP 2B
REY AWS SREEASSHEARMKE HSM BT RAR. BHR LEE S3 fFAFEMN ECDH 8%
TR-31 £IRER , LA LEA E£AELYBE (ECDH) EASRAERHEEALNIRS, BERERBX
¥ 87 TDES M AES £ EEEHEA KEK ( 2#FE K1) 2 BDK ( £ £ B0) £,

T E# Rend-to-endBER TWMRIMEF.

Physical Key Exchange Process

, AWS Key AWS Payment | | AWS Customer
AWS Customer Custodian | | Cryptography | S3 Bucket
Request to initiate key exchange >
Provides CloudFormation template
CreateKey (ECC key pair),
GetPublicKeyCertificate (ECC key) >
Create S3 bucket,
store key exchange inputs >
Provide S3 bucket name >
Provide shipping information
Ship k t
ip key components >
Key Ceremony
Store ECDH wrapped
TR-31 key block >

Key ceremony complete

ImportKey using ECDH

>
AWS Customer AWS Key AWS Payment | | AWS Customer
Custodian | | Cryptography | S3 Bucket

HEREERE 57


https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/physical-key-exchange

AWS BB RE RS
1. 8 - BRI ZXEBEFREEN T FRESERITHER.
2. BEERE - AWS T RZIEMRZIEMH CloudFormation #i78 | IR T P RIGH SR -

- B AWS RBBIRE PRI ECC P521 £8¥ , WML ESBERE.

- FART AWS FREHREZREZBEIVEAFIENBEREIL Amazon S3 f#FETHE.

- #§ ECC N ERHEMEBR CA FHE Amazon S3 EFETE T,

- RUHSREY  ERAE. 2REAER , UREEENEESRTHHE.

3. 3tF S3 REFAr AW - EF A CloudFormation #BE VK S3 RFIFRERE , HPEFERLES
WER. BRENSHBEM , # AWS AREBEBREZNBEHTHE,

4. Bl - AWS A RBBFEFREXERZERENELFBEN. EHENSEBHERESRT
HEXE AWS SIRFEE A,

5. ThriEl - AWS ERAREASRIIEERELS  XASBATHEEEBNTES.

6. £IBHGE _ AWS SRBREASEAHIE HSM FT LB E, ELEWN TR-31 SBEH , £/
ECDH $T4H AES-256 £i88% , RESIE HSM W ECC N EBR , RELES RS LEZEN
Amazon S3 fFZETEE,

7. B -AWS I REZGERESHELSRABCTRANER. A&, BUUER FHFEHBEN
(ECDH) [E A £$8 5354 ECDH B£ 1 TR-31 £ EHREANEHN AWS FRBZBIRE,

8. IRE - IIEREWMARR , SEABRNERBEQLRE,

ZEMER

ERSBTMENRITASTSE PCIPIN 1 PCI P2PE EEBFMBELXLER AWS WLLHRETEER, B
T B4z

CERHNBED R

AWS EIRFAEARHESTRARSTEBNTRBRER. CHERSF , UBRREEERS THT
ERHEISR,

B4R HSM

SREBIEAKREREN PCIPTS HSM | HMER T £ WAREIT , SLEETELIEERER
KB T aRRE. BNE|/KEFTSEER HSM R AN FH,

2 s v & R 32

WM EEFEAL ECOH AERN S| | RBEHE HSM Ea R &8 AWS FRZFIBIRSE |, UUHE
fRend-to-end ZiEHm =R E.
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BRERER

AWS B4IERF , SURE Y PCIPIN §1 P2PE REEHIENEASHER, BE AWS
Artifact PRI S B EH , LUIEBEREBECH PCl Mt S EN|/E,

f5£ A Bl &

BlER AWS IREBRZESBNILEE, flun, BB UTELESWBA alias/test-keyMIE
arn:aws:payment-cryptography:us-east-2:111122223333:key/kwapwabqgaifllw2h,

BUERBBRBIASBEREE (24 VH ) BENEGBRES (ERYH ) BEFHSR,

BB LURE AWS S RBRFEFSWNBE AFNEBFN , MEFTREBRIEERT, LUER
RIS B 1 B FEUZR S (ABAC) XEN —#2 .

BIARI KRB D IRER BRI R E R A AERBN SWMHNED. B TURENEXARERZREMN
HE, flu, REREEARBRSEREN AWS IREBEBFESR K MEALBERE AWS FRER
mETiR, TEERBRT K RESNZRETENSREYEE, SrFESEEABRIEARNARE,

BB LERZEREN AWS BEHEEFEABRNERNR., EZERFSFELEFHEA BN
A, WHSENEREESTH AWS ARERFR=SRELEH, EEABESEERRPHTE , 5
BREXEEPHBEEN AWS FREBRZ SR,

A LA CreateAlias API B3 AWS IR ZRIBHRELHBNAIE,

AWS R ZHm=E AP RESEIRSMES P I BN TEIZHE, API B2BIAIFE (CreateAlias),
KR BB B BAES keyARN (list-aliaseses), #F EiR|H (update-alias) HHBABERY AWS I+ BT HR
EE , LIRMERAIZ (delete-alias) BIRME,

£

- BREIA

- EEAEXPERRA

-« tHE8 API

B Bl #&

TR A WATE AWS T REHIR= P ELE,
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A& REIUK AWS EiR

BETRE AWS RERR=RNEBYL. SENE LRENBDEFTSREEMEBRN SR, &7
& AWS I RBRmEZFSREMUL R  RAREHHEB , FEETEN AWS REHRFZ IR
B, BEETLAMERBIE K MAFHEMEEHA AWS AREBHREZSIR, WREMBER AWS
MERRE TR, BRERABEBN A B B HBEBUEE R,

MRERBBEER IAMBERPNER , AIBRESERR , MARABBIN AWS I RBHRZ
g

BEBEMEZCHER

BAUBIBE , BALEE FENBIA®Balias/, HlM alias/test_1234
B1ERE — IR EE— @ AWS R RZ SRR

BB RHE AWS R B iR = < R4 AV R HER R RSN EDS.
AWS I RETBRF TR IR RS @R B EVEN  ESENR ARKEEE—€R

fign | tklist-aliases#itif ~alias/sampleAliasl il & EE —EH KeyArn BHEXRTRHE
B AWS HREZTERZ T IRAEEIN

$ aws payment-cryptography list-aliases

{
"Aliases": [
{
"AliasName": "alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}
]
}

Z{E 5l o B RH AWS {4 TR % 154w -5 < 8 10 BBt

Flan | SEET LA alias/sampleAliasl; fl alias/sampleAlias2 BIBZEE AR &R IE T RF
8
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$ aws payment-cryptography list-aliases

{
"Aliases": [
{
"AliasName": "alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
3,
{
"AliasName": "alias/sampleAlias2",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}

]

EERFNEZRNE B S AR

filgn |, BESERFMNESHRER —@ alias/sampleAliasl Bl&. BIBEESKNE , BERME
BTLEFEAXNPETRNGS , RACHARERZ HE, CELZSEHNREE, ER , LM
BRBIA , XEAMREBRILNBIE

BR , EUNETEREFERAERNBBEILAE.

flan | BRI LAEalias/sampleAlias2EBIRED (#SFEmILE ) BAIF , EXEalias/
sampleAlias2@E ( R¥M ) HrlH. BENESHSHEAEFHPHN AWS TREHFREZ=SIHBE
B, MREHEXBSIATEL alias/finance-key HWEIZERE , AT UEZEEEHH
7. EBEEESY , ©EATRMNBIB/sampleAlias2, MEFHMEF , F2REEAREPEHG
Lo

BRI E R Z AR AWS T REBBRESR

A LAMEA UpdateAliasiE |, BAIBEREN AWS I REBHFESIRE LB

fBlgn |, nRalias/sampleAlias2flfBarn: aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h AWS SR ZEimZESWARIE , &0
LEHie , fFEEarn: aws: payment-cryptography:us-east-2:111122223333:key/
tqv5yijbwtxx64pis BRI,

BREE T



AWS [ REHRF EREES

/A Warning

AWS N REBRREISREECRNTSREAMAMEENEY , fINESRKRAE, £RAF
BN EREREHIESEREN AR RERE,

BESRRAERA

BlERIBERAINEE , RIFCREFUEESANBRERE  SRLIMESKRBEEINE. SR/TUSEH
create-aliastTEEBIFETERH, LI\, BRI LA update-alias 2 1E 3R E & B2 51| 2 #H BB AY
AWS N REBEEREZT , LEA delete-alias BERMIBREIE. Hit , BL AWS T REBHFES
WAUEEZERNE L BLAFTRERERE,

1% & MG = 5l &

BT LMER create-aliast i€ (HARN KRR ) MAZE—HZEHE. LG STREE -
EEFHAA , FBFEA update-alias 55

$ aws payment-cryptography create-alias --alias-name alias/sampleAliasl \
--key-arn arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h
{
"Alias": {
"AliasName": "alias/alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}
}

EERARENFER A

B UERARBRRAREABRINERNEFN AWS TREBRES®/, AWS FREHRZZSRREN
% List Keys SHMIREFH key-identifier BBIZEZ B BBHBIE ARN,

$ aws payment-cryptography-data generate-card-validation-data --key-identifier alias/
BIN_123456_CVK --primary-account-numbexr=171234567890123 --generation-attributes
CardVerificationValue2={CardExpiryDate=0123}
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AWS [ REHRF EREES

£ BIA ARN B, FBRC(E , HEE AWS I RBRREZF RN BB REHER AWS I RBHFEZFTR
HIRFHRESR , MBESERETAIRERATE.

Hp—ERAANEEAERESZME AWS BEFPHIT2EARKXFEA,

R ESEREPEYTENEARNRAE , IEAFHE, BEIRREN , SEEESZERIERE
By AWS IR B RwZF TR, EESEARSTRIEAHREREEBNA B AIRLRES . B, 5l
BEBEIRIE,

FHE3 AP

Tags (1B4)
EMSSRANEY , THATRENRERBRLEN AWS FRBEFELER. CHATARBHBIS
#, WSS ELRSEE—E,

BB iR

AWS HREBRECHARE—BEMNEBRBES , REARLBBNEBRBRE. Getkeys

API| 2kH Keyldentifier f{ 28 A , A EESWPEER K SFEBEE. KENSHBL , EFTSELER
MR EREZ R
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AWS BB RE

ERAEER

E

xample

$ aws payment-cryptography get-key --key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/kwapwabqaifllw2h

IIKeyII : {

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h",
"KeyAttributes": {

"KeyUsage": "TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY",

"KeyClass": "SYMMETRIC_KEY",

"KeyAlgorithm": "AES_128",

"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "QA3674",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"CreateTimestamp": "2023-06-02T07:38:14.913000-07:00",
"UsageStartTimestamp": "2023-06-02T07:38:14.857000-07:00"
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MEESRHEEBABRN B ER/BE

Get Public Key/Certificate & El FiiE R AHB £#KeyArn, EFLE AWS fRERFE=ELEEN
TWENAE B , ARIEANLE SR, EERNEARFIRELAESRERGEMEER
KBRS, RE  ZKERTLUEEESIRIA AWS Payment Cryptography BIFERFR |, 3 B T LA A
AWS 7£ Payment Cryptography R{RENFE BB ZHE R

RFBELUNERENEANELOLNELB, APIERES CANLEEREE. EMEERTERR
base64 fRi&.

(@ Note
BENAERRERREEEE L MIER, IELAEERESRETE | L8R API HILEE
LEIRNELPE
Example

$ aws payment-cryptography get-public-key-certificate --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/nsq2i3mbg6sn775f

{
"KeyCertificate":
"LSQtLS1CRUAITiBDRVIUSUZIQOFURSOtLSOtCk1ISUV2VENDQXFXZ@OF3SUIBZ@1SQUol10Wd2VkpDd3d1Y1dMN1IdYZEpPYY
"KeyCertificateChain":
"LS@tLS1CRUdITiBDRVIUSUZIQ@OFURSOtLS@tCk1ISUY@OVENDQThtZ@F3SUIBZ01SQUt1N2piaHFKZjIPd3FGUWIS5c3VuC
}

SO iR

£ AWS FRBBFET  FUNEETSRBSERREE AWS FRSEFRESH | LETREUY
BERRELH  BETHEESEMG, 2 EBRRAN  BEMTUEEER,

WERSREERBNY B SR/ERR 105



AWS [ REHRF ERAEER

NFEERBN—REF  LRREER. BREE , UREBNWEXNEL  F2H PWEL AWS &

JRAmazon Web Services —f& &%,

ES |

- BN AWS NRERRETHER
- EEERATRESRER

- A AP REEESRER

- BHHEBRNFE

- ERAEREFHE SR FER

BAM AWS R ERiR=THRER

BERRETLHER (HAWS AlHER ) £AWS ERNEZATRENERR, SESEREYISFEERRS
BNERE , CABREIANBNFH, WERETURZE (null) FH, ERELNESESERBLER

TENERRIR , BETUEARNERFTEEZZSE AWS BR. BEEFRKZALEA 50 BERE
BYNER,

ANERRERIFRECSHERHRENR. 72 FAUFEERE AWS R , SEIRE,

£ AWS fRERBm=ET  LUNEEYSRRHEEBRTEESH  WRTIRBUERELRBR | BR3E
CHEESEHMER. SEEFRRRNE. BERIZAN , BEMIUFEERR,

Flan | B "Project"="Alpha" &R IEEH M Alpha BERMWFTE AWS R ZER=ESHBA
Amazon S3 fEZETE, 2 —(ESEHIRE "BIN"="20130622"EHH1B T E4EERTHBIHE (BIN) 4
BB TE S8,

"Key": "Project",
"Value": "Alpha"

P
{
"Key": "BIN",
"Value": "20130622"
}

R AWS B RREZTHER 106



AWS [ REHRF EREES

MEZBN—RER , SERNMEZL , BF20 ) FESR AWS ERAmazon Web Services —fi%
%%O

BRAUBHEHITUTERE

- BAIFEBEN AWS BIR, % AWS RBEXERR , R ETUEERNERERGRETE K&
BHER , UIEHERER. fli , ZAUSEERNERERE AWS SREBRZLSH/A Amazon
Elastic Block Store (Amazon EBS) F{BE[E = AWS Secrets Manager #%, #th 7] LUfE F 28 AR 55
A BB L8,

- BHHRE AWS AR, BEEKEBIIEE AWS ERKF , AWS BELENASERE , HPIaEKE
BREAHVAENHER, BAUFEALIERERER, BARKIHEF O AWS B IHERFZR
,

MERREAXRAE EERNFHET , F268 (AWS Biling fEREER) PREAKRAE T EEF
B, NEERBNERERUNMEEESR , F2H (AWS Biling R ERERE) FHEAEERNE
BRH,

o PEHIE AWS ﬁ;ﬁﬁ’ﬂﬁﬂlo AFNERBBEHESE TSR EEMHETFEIES (ABAC) B AWS 1
N GmEEN — o MERBEHKIEE AWS Payment Cryptography ZEVHIE R |, 5526
L AWS 15 Eﬁ%%ﬁ&’f‘ﬁ%gﬁﬁﬁﬁ?ﬂgo MEFEAERES AWS EREFEIN —RER , F2HE

(AM R EERE) PREAERESRES AWS ERFE.

AWS E&fEH TagResource., UntagResource B ListTagsForResource IRER | AR EiRZ 24
5B E A AWS CloudTrail B &,

EEXZEPRETRER

EEEFERATREER  ZFERTSEBHN AM BEREH SR/ EERHFAT. RTE ETREFRE
TROFTZN , BEFEELH T,

£/ AP REEESRER

B LAMERAAWS T RERRZE AP R#TE, REBRANIIEEEE 2 BNER. SUATEFER AWS
Command Line Interface (AWS CLI) , B A A ERAEAZENERNRIES. BB/ EEL AWS 28
28,

BEME, WE. RENRRESVNER  SLEARELENFT, NFFHEET  F2ERHEHER
iR

ES-]

EEXEATRESBER 107


https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/allocation-tag-restrictions.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/allocation-tag-restrictions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/

AWS S EEIRE (&SR
- CreateKey : B EBMIEZH LB

« TagResource : K EFSRNER

- ListResourceTags : BB B EE

« UntagResource : #t @ MIBRER

CreateKey : S EBHIEZH T8
FBAUERYSRENEER. EEEEEE , 5F A CreateKey R1EW Tags B,

EECRVYSREMEER , RHEASEAR IAM BERHP EBpayment -
cryptography:TagResourceff ., FAEDSHBERERFMNESFNFTEELEB. WEHMASEHA ,
RSHEHEEENFER.

CreateKey My Tags ZRERESF X NENEBENEREHNES. R LNEEERHELXEET
FANERERE. EBETUS nul HEFH,

a0 , T3 AWS CLI s E2E I EH Project:Alpha ZEBNWEBNZR S8, BEZEKRSIE/ER
R, REAZERSBE—HE.

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, \
KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, \
KeyModesOfUse="'{Generate=true,Verify=true}' \
--tags '[{"Key":"Project","Value":"Alpha"}, {"Key":"BIN", "Value":"123456"}]"

BhHSRIIE  CEERSEFSREBENANKeyYH. ER , Key TEEER, EENSESER ,
s5fE M ListResourceTags #1E.

TagResource : B FELMAER

TagResource RFEHK —HZERBHEE SR, SCELEMALBREFRERRETRE AWS IkFFHY
B®,

EENMEER K FEEHERRSIBIERE. cERERR A FECHRAEERCIBUHERE. ©
RENBEEBRBLAETANERSR, BERETUS nul HEFH,

Bl , THa T & UseCaseH BIN EEITE &6 &R
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_TagResource.html

AWS [ REHRF EREES

$ aws payment-cryptography tag-resource --resource-arn arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h --tags
'[{"Key":"UseCase","Value":"Acquiring"}, {"Key":"BIN", "Value":"123456"}]"

BB TRIE , TEEETMEE, EERREHW EWER , B ListResourceTags &4E.

&I LAE A TagResource REEFRFEBNERE, FENAERE , FEATENEREEMEE
MERBRSIR. RIEELADTHTNEBRTSEELBER.

flan , EEBSEH Project EEWER Alpha FE A Noe,

WHBERTEARARHN http/200, ZEEEFENWEFE , 55F M ListTagsForResource

$ aws payment-cryptography tag-resource --resource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h \
--tags '[{"Key":"Project","Value":"Noe"}]'

ListResourceTags : BNS €N EE

ListResourceTags RESIMEBEMIER., ResourceArn (keyArn 5 keyAlias) 2B EH4EH, BE
EFEALBRERBIETR F28 EWER AWS 1RF,

plan , TR TENEHISRNER.

$ aws payment-cryptography list-tags-for-resource --resource-arn arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h

{
"Tags": [
{
"Key": "BIN",
"Value": "20151120"
1,
{
"Key": "Project",
"Value": "Production"
}
]
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListTagsForResource.html

AWS [ REHRF EREES

UntagResource : & 88 il BRAZE

UntagResource RFE R TRMIBFER. EEZRFEMBRNER  FEERBRSIR, LEEERAL
BRI ERRSIRMERER AWS RS,

F{ZIEF , UntagResource BETEEEEAB L, W  NRESR ERTIEENEREH | A
TEBEFARRBEEEE, EERTRIECENR , BEMA ListResourceTags #1F,

plan | S ERIEEN ZWRMERPurpose RB R HIE,

$ aws payment-cryptography untag-resource \
--resource-arn arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qaifllw2h --tag-keys Project

2 H R 7 E
EZEM AP N, REAMBEE  FEABEE AV BRHERHT,

B A A AERN AWS 2F R4 RS BRBEHIELFF T, £ AWS TREBREZP , BLEEFTIA
BEIZERCEREMNZE , Flin TagResource  UntagResources

MERRNFAES , F2HE (AM EREER) PRREBERRSEZ2HFEL

BV MEEFEBRONFF AN TR
payment-cryptography : TagResource

AHERFARRERE., FEERUSHBTNEE  EXALAE AM BEGEETRARSE
M.

payment-cryptography : ListTagsForResource

AFTRBREEH LWER,
payment-cryptography : UntagResource

AFFERETRMERERR,

BRRCHRRAET A

BRI ESRBURE IAM BERHPRHREF T, Sl , THHHSRBRE/ENEAERESRN
FicatH, EAMBUAETHFEESYIRBASACNEAERERRERNFTT,

RHERBAFER 110


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html#access_tags_control-tag-keys

AWS [ REHRF

ERAEER

JSON

"Version'":"2012-10-17",
"Id": "example-key-policy",
"Statement": [

{

"Sid": "EnableIAMUserPermissions",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333
"Action": "payment-cryptography:*",

"Resource": "*"

"Sid": "AllowAllTaggingPermissions",

"Effect": "Allow",

"Principal": {"AwS": [
"arn:aws:iam::111122223333:usex/LeadAdmin",
"arn:aws:iam::111122223333:user/SupportLead”

13},

"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:ListTagsForResource",
"payment-cryptography:UntagResource”

1,
"Resource": "*"
"Sid": "Allow roles to view tags",

"Effect": "Allow",
"Principal": {
YAWS" . [

:xroot"},

"arn:aws:iam::111122223333:role/Administrator",

"arn:aws:iam::111122223333:x0le/Developer"

]
},
"Action": "payment-cryptography:ListTagsForResource",
"Resource": "*"

RHERBAFER
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AWS HRETERE (EE
FEATREHSESWOEIS A, BUUER 1AM BER, EERLBREN , SEASHRH SR
RYANRFIRFEA IAM BERREGH M| FE.

plan , T3 IAM BERAFEREBRI SR, CEAMCMARLNEEREERFHAESHRNER, A
SRRERMER CreateKey RIFNEERSH , TRV SREEERMEZER,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "IAMPolicyCreateKeys",

"Effect": "Allow",

"Action": "payment-cryptography:CreateKey",

"Resource": "*"

}I
{

"Sid": "IAMPolicyTags",

"Effect": "Allow",

"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource",
"payment-cryptography:ListTagsFoxrResource"

]I

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"

}
]
}

BRBIRERET E

B DA A BUCRR G RBRFIRAEET A . T OIBRRGTERE payment-
cryptography:TagResource f payment-cryptography:UntagResource §Fd, iz , &0
LAEA aws:RequestTag/tag-key ¥ , AFETRENERERR , I LETRMEBEEREER
KRB BIVER.

* aws:RequestTag
- aws:ResourceTag/tag-key (R IAM BUR)

- aws:TagKeys
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tag-keys

AWS [ REHRF EREES

ELRERAERREFHESB/NTFIE , EEBKLFEA aws:RequestTag/tag-key=
aws : TagKey s S8R FIE AL EER (REB28 ).

fFlgn , 5 IAM BUERER —BEELl, T8 , WBEAFEBENER (TagResource) WEAEE
Project %ﬁ%%lfﬁﬂ’ﬂ%ﬁﬂwﬁ%ﬁ UntagResourceo

MM TagResource M UntagResource BERANBEZEER , BXEEEEHE aws: TagKeys &
## ForAllValues = ForAnyValue £&6:EE Ff, ForAnyValue EEFEERBRINED —
BEERRS|IBEBERDNERRSIEHER, ForAllValues BEEFTEERBERIWATEERRS|E

HEBRPNE P —EEBRSIEMEF. ForAllValues EEFHEEE true , MREFERDREE
% , 18 TagResource fl UntagResource BERIEEEBRFAKN.,. WEESEHEFHNFMREN A F2
B CIAM EAEER) PHEAZEZRSIENE,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Sid": "IAMPolicyCreateKey",
"Effect": "Allow",
"Action": "payment-cryptography:CreateKey",
"Resource": "*"
},
{
"Sid": "IAMPolicyViewAllTags",
"Effect": "Allow",
"Action": "payment-cryptography:ListTagsForResource",
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"
},
{
"Sid": "IAMPolicyManageTags",
"Effect": "Allow",
"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource"
]I
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
"ForAllValues:StringEquals": {"aws:TagKeys": "Project"}
}
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

AWS [ REHRF ERAEER

1
}

£ AR BRI FIE S AV FE

BB B SR ENEBRIZHEYE AWS REBRZFNFE. fla , ELURE IAM BUR |, RFFE
BERANEAEEREERN SR, E , BULUER IAM BERRE L FREFHRZREFER
iR, RIFCREARBEER.

WInRER B R FEIE S (ABAC) AWS (REBREXEN—H7r. NEEBEERAEEREHER
AWS ZEVEER , 5528 ABAC WAZEEME AWS? M IAM FREEETNERERERZS
AWS ¥ ERIZEL

AWS R ZBImZX & aws : ResourceTag/tag-key ZEERHFAR SR , IIHERIZSR LHNEBKR
BREHESBNTH. ARZELBITUAEMENER W TELKTIERAZE—AZINESR, &
A EREESRNER K RREFLESTNER,

£ AWS (IR EHEm=ZD |, EE IAM BRI aws:ResourceTag/tag-keyRE£i, SWBUER
FXEWLIEE , EEEAR B2 IR TEARFESBNIRIE , HlW0 Listkeys 3 ListAliases #
(=

ERAEREFFNTRMA-EHE, TREAEETNASAREENT, T8 , IRKREERZFINEE
AN M AHRIEREFINEN TR, WREEAEBRREZFENR , FERBTIEL.

- EARRKACSEZERTFINEEEL. RA IAM TREHEMEMALEEARNEENSRATENT
A, flan, FRERRELCANRERNTR. AR RTEREARELEEREREA BT,

- EEEMIZFER payment-cryptography:TagResource #l payment-
cryptography:UntagResource §F 7] , BHHIE, WENMREE. ELREAEEREFLH LR
WIFEE  SEEBEUUARTFERNY , UEAMMERZECERATIN SR, chIUERFERHE
HEFEABTHIEAENSR, SEEEERBRIBURTFZHATNEREES  NREFEE
EEAFTA , BIAT LA S S| 7 E.

BT REF A BERRMY |, 0 aws:RequestTag/tag-keysl aws: TagKeys , #&ZEFEAMNIZER A
REERFERSIZBLHBFIEEBEIEZBEER,

- 2B P B ERREMBUERCAT T AWS tkF 88 | WRFZETHE. IAM BERAIBERFTHE
FRE SR ERRNBUEREH . flln , EEERERRAFEREMA SR LF. BURERRMNS
HRE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListKeys.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListAliases.html
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AWS [ REHRF EREES

- ERTEMBEEBRNBE A , 200 P28 FWER AWS IRE ., FREELSNBEFEEERANEAE
SENEE., £ CloudTrail B3 CloudWatch B RRIEESEBLE I ESEBFINEE,
- ERABFRFRGEAERLY EF2eRETEBNBEHTER, FRERRKERSIENERS

FEMANAEANFTREENESER, NRERHBREBTFEITEBRRENER , AIRGFSER
EHER  REERR K.

fitn | FERBUT IAM BXR, EAFEIAEESIRFAFBRXERT (#HEFEDILE ) BEENTR
LRI ERZIRE , WEB"Project"="Alpha"R#, S B ILBREEE Alpha EXREHIFHA
&

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IAMPolicyWithResourceTag",
"Effect": "Allow",
"Action": [
"payment-cryptography:DecryptData"
]I
"Resource": "arn:aws:payment-cryptography:us-east-1:111122223333:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "Alpha"

THEH IAM BEAFERBIRFPANTASBRANBSERBRERE, B2 CELEFTRER
B"Type"="Reserved"ZEIZE "Type"ZEBN 8 L FHELFHRBRME,

JSON

{
"Version":"2012-10-17",
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"Statement": [
{

"Sid": "IAMAllowCryptographicOperations",

"Effect": "Allow",

"Action": [
"payment-cryptography:EncryptData"”,
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncxypt*"

1,

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"

"Sid": "IAMDenyOnTag",

"Effect": "Deny",

"Action": [
"payment-cryptography:EncryptData"”,
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncxypt*"

1,

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/Type": "Reserved"

}

"Sid": "IAMDenyNoTag",

"Effect": "Deny",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData"”,
"payment-cryptography:ReEncxypt*"

]I

"Resource": "arn:aws:kms:*:111122223333:key/*",

"Condition": {

"Null": {
"aws:ResourceTag/Type": "true"
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TR AWS I RZIGREFSRNSREBN

BENEREZFRARSREAEENEE , YAREARATNRE, it , BESWARERARE
CREABEKNEY, ST6EHE TR-31 ERNTAEAEXRE -,

HA AWS HREBFETSELCRUSKNSR , BATHELR | HERRAERNEL,
HETR

« TR31_B0_BASE_DERIVATION_KEY
. REFMNEWEEE . TDES_2KEY ., TDES_3KEY . AES_128 ., AES_192 . AES_256
- AFNERFERAERNES ; { DeriveKey = true }. { NoRestrictions = true }
« TR31_CO_CARD_VERIFICATION_KEY
- REMEWEEE . TDES_2KEY . TDES_3KEY . AES_128*, AES_192* . AES_256*

- REFNERFERAERMES : {Generate =true} , { Verify =true } , { Generate = true , Verify=
true } , { NoRestrictions = true }

+ TR31_D0_SYMMETRIC_DATA_ENCRYPTION_KEY
- RFFWEIMERL - TDES_2KEY ., TDES_3KEY . AES_128 . AES_192 ., AES_256

- RHFNEBRFERAERNES ; { Encrypt = true, Decrypt =true. Wrap = true, Unwrap = true },
{ Encrypt = true, Wrap = true }, { Decrypt =true. Unwrap = true }. { NoRestrictions = true }

« TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS
- REFEWEEE - TDES_2KEY, TDES_3KEY*, AES_128*, AES_192*, AES_256*
- RHFNERFERAERNES ; { DeriveKey = true }. { NoRestrictions = true }

« TR31_E1_EMV_MKEY_CONFIDENTIALITY
- REMNEWEEE . TDES_2KEY . TDES_3KEY. AES_128*, AES_192*, AES_256*
- RAFNERFERAERNES ; { DeriveKey = true }. { NoRestrictions = true }

« TR31_E2_EMV_MKEY_INTEGRITY
- REMEWEEEL . TDES_2KEY . TDES_3KEY . AES_128*, AES_192* . AES_256*
- RAFNERFERAERNES ; { DeriveKey = true }. { NoRestrictions = true }

« TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS
- REMEWEEE . TDES_2KEY . TDES_3KEY . AES_128*, AES_192* . AES_256*
- RFNERFERAERNES ; { DeriveKey = true }. { NoRestrictions = true }

« TR31_E5_EMV_MKEY_CARD_PERSONALIZATION
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- REFWNEBESE L  TDES_2KEY ., TDES_3KEY ., AES_128*, AES_192* . AES_256*
- RN ERFERAERIES ; { DeriveKey = true }. { NoRestrictions = true }
« TR31_E6_EMV_MKEY_OTHER
- REFEMEE L  TDES_2KEY ., TDES_3KEY ., AES_128*, AES_192*, AES_256*
- RN EBRFERAERES ; { DeriveKey = true }. { NoRestrictions = true }
« TR31_KO_KEY_ENCRYPTION_KEY

- B=EMFEA TR31_K1_KEY_BLOCK_PROTECTION_KEY, AFFHEMESL !
TDES_2KEY . TDES_3KEY ., AES_128 ., AES_192 ., AES_256

- AFNEBFERAERES ; {Encrypt =true , Decrypt =true , Wrap =true , Unwrap =true} ,
{ Encrypt = true , Wrap =true} , { Decrypt =true , Unwrap =true} , { NoRestrictions = true }

+ TR31_K1_KEY_BLOCK_PROTECTION_KEY
- RFFMNEMMEE L . TDES_2KEY ., TDES_3KEY ., AES_128 , AES_192 , AES_256

- AFNEBFERAERES ; {Encrypt =true , Decrypt =true , Wrap =true , Unwrap =true} ,
{ Encrypt = true , Wrap =true} , { Decrypt =true , Unwrap =true} , { NoRestrictions = true }

« TR31_M1_1SO_9797_1_MAC_KEY
- RFFMNEMESE L . TDES_2KEY . TDES_3KEY

- AHFNEBFERAERES : {Generate =true } , { Verify =true } , { Generate = true , Verify=
true } , { NoRestrictions = true }

+ TR31_M3_ISO_9797_3_MAC_KEY
- RFFMNEMESE L . TDES_2KEY . TDES_3KEY

- AFNEBFERAERES : {Generate =true } , { Verify =true } , { Generate = true , Verify=
true } , { NoRestrictions = true }

+ TR31_M6_ISO_9797_5_CMAC_KEY
- RFFMNEMMEE L . TDES_2KEY , TDES_3KEY ., AES_128 , AES_192 , AES_256

- AHFNEBFERAERES : {Generate =true } , { Verify =true } , { Generate = true , Verify=
true } , { NoRestrictions = true }

+ TR31_M7_HMAC_KEY
- RFFMNEMMEE L . TDES_2KEY ., TDES_3KEY ., AES_128 ., AES_192 , AES_256

- AHFNEBFERAERES : {Generate =true } , { Verify =true } , { Generate = true , Verify=
true } , { NoRestrictions = true }
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- RFFMNEMMEE L . TDES_2KEY ., TDES_3KEY ., AES_128 , AES_192 , AES_256

- AFNSBFERERIBAS ; { Encrypt = true , Decrypt =true , Wrap =true , Unwrap =true} ,
{ Encrypt = true , Wrap =true } , { Decrypt =true , Unwrap =true} , { NoRestrictions = true }

+ TR31_V1_I1BM3624_PIN_VERIFICATION_KEY
- RFFWEMERL - TDES_2KEY ., TDES_3KEY . AES_128 . AES_192 ., AES_256

- AHFNEBFERAERES : {Generate =true } , { Verify =true } , { Generate = true , Verify=
true } , { NoRestrictions = true }

+ TR31_V2_VISA_PIN_VERIFICATION_KEY
- RFFMNEMMEE L . TDES_2KEY ., TDES_3KEY ., AES_128 ., AES_192 , AES_256

- REFNERFERAERMES : {Generate =true} , { Verify =true } , { Generate = true , Verify=
true } , { NoRestrictions = true }

BB

+ TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION
- RN EER L - RSA_2048, RSA_3072, RSA_4096

- AFNSBFERERBAS ; { Encrypt = true , Decrypt =true , Wrap =true , Unwrap =true} ,
{ Encrypt = true , Wrap =true} , { Decrypt =true , Unwrap = true }

« XE : {Encrypt=true , Wrap =true } REAARMEZER S TESBN A ESBIFNHE—FN
EIE
« TR31_SO0_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE
- REME\EEE : RSA 2048, RSA_3072. RSA_4096
- RENESRFERAERES : {Sign=true} , { Verify = true }

« EE : {Verify =true } REARANBENSRMIENE-—BRRER , HIREHR. PERBEN TR-34
HEEBRE

+ TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT
- AREWMWBHESE L , 6/20 ECDH
- REFEMEHE L  ECC_NIST_P256, ECC_NIST_P384, ECC_NIST_P521
- RN EBFERAERES ; { DeriveKey = true }o

« XE : DeriveKeyUsage AR EARLERSBITENSRER, ERESBEL/EABFIESIE
Mo

* TR31_K2_TR34_ASYMMETRIC_KEY
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« AR TR-34 & X9.24 HRESWMIIMEHINVIFEHBER

- REFMEEEEE L : RSA 2048, RSA _3072. RSA_4096
- RN EBFERAERES ; { DeriveKey = true }o
e

- AFNERFERERBES ; {Encrypt =true , Decrypt =true , Wrap =true , Unwrap =true} ,
{ Encrypt = true , Wrap =true} , { Decrypt =true , Unwrap = true }

« XX : {Encrypt=true , Wrap =true } REAARMEZER S TESBN LN ESBIFNE—FN
e

*EMRREFERFENTIXBLERE X/ SRERES
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ERHRF

HEEY AWS TREBRESR 2R , CUARNTRRREZFRE,. TEANRESHITIRERNE
B, SEOENE, #E  URSERBWEREL  SIWESE CVV2,

MRRBHRNNRRSR (HBSRILESR , BURRNFEE ) | EZEENZENER, MR
RAHBERILAER  ELRIMZNEEBENERE,

NERERENERCRERET K F2RERRERFEENERER

® Note

RMEBEFEEREDFEAIZER. EREERETFRLEESRINER (PAN, BDKID
%) WEEEFEENaAEE , flw PCI DSS # PCI P2PE,

FE

- hnE, BENEFMBEER

- EENBEFRER

- BEXE, BENRE PINER

- REI I BREHER (ARQC) HiFRE
- EEFRRE MAC

- BISRERENERER

In&, i A E R0 & R

MENBZEALZTAREASESBNIEEBRMMERFEZER , 2 TDES, AES Ml RSA, B
FiEtZEEA DUKPT Ml EMV EMifTEN €8, HREEEEHESR TREBENMA L HERER
WEERARS , L] LAEA ReEncrypt a5 %o

(® Note

FERANZR/EBHEE | FTAEAZBRERS hexBinary - 570 | E 1 S8A B 31 (T
i), MEBtRREA T4 (TREM ). FIER L BEFER hexBinaryo
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WEMBARRENFAEN  F2EERANNE. BENMEFNMNEZR APl /8.

S
. IR
. BEER

mzE&ER

Encrypt Data APl AARAEAEBNIELBER MBS KR DUKPT M EMV $TEN SR MZE
B, SEREHRELNEL , E4F TDES, RSAFI AES,

FERARARMBZERNNZRS®. EINFH hexBinary BRMEXFZER , URMBZEHE , Hla0
ML EF TDES EERMMEMER . HR |, MXFERFEE 8 B THENBHETDES , HR
FE 16 B THEAES , B |, FE SRV RERSA, NRWMABRNTHFEELER , AIEERY
W&\ A (TDES, AES., DUKPT, EMV), TRETEERRSBNMNFTRELR , UREE
EncryptionAttributes RSA £ EZMIEFEE,

R i RSA_2048 RSA_3072 RSA_4096
OAEP SHA1l 428 684 940

OAEP SHA256 380 636 892

OAEP SHA512 252 508 764
PKCS1 488 744 1000

None 488 744 1000

TEHHTE hexBinary BRI IMBERMBAMEXF , ARMESROREENE, NEFREAHE
HWFMES  FSHE INE API 5/,

&3 {51

- fEF AES BB R INZEE R

- £/ DUKPT &8 mBZER

- A EMV TEHBBMEER
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- £/ RSA R MBEHR

£/ AES BB | INZEER

(® Note

FREEfIBERMEEN SMEFE. BRLUER CreateKey BERV T, , AR ImportKey
BRIEEAER,

Example

L &P , RPIEERAER CreateKey BEEBI LA ImportKey RIFEANEBS|MRINE
MY FER, HRLIRE  £824784 KeyModesOfUse 5RES Encrypt , B KeyUsage 3REH
TR31_D@ SYMMETRIC_DATA_ENCRYPTION KEY, MMEEZEE , F2REEHERENSE,

$ aws payment-cryptography-data encrypt-data --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --plain-text
31323334313233343132333431323334 --encryption-attributes 'Symmetric={Mode=CBC}"'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"
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5/ DUKPT &g tns &

Example

EHEHIF | RPSER DUKPT €8 NFANFER, AWS [TREZER=XXE TDESH AES
DUKPT €88, HRILLRE , £8P A KeyModesOfUse BREH DeriveKey , B KeyUsage s E A
TR31_B@_BASE_DERIVATION_KEY, MEEZRE K F2RLBR=ZRIENEIE,

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--plain-text 31323334313233343132333431323334 --encryption-attributes
'Dukpt={KeySerialNumber=FFFF9876543210E00001}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi”,

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"

fEA EMV sTE B @ MEE R

Example

FEHESH , RPEEACELN EMV fTEHBEBRMEMFTER ., BUUEHEEGTHKE
RHEREZE EMV F, HRALLIRE | S8 M1 KeyModesOfUse 5RE A Derive , B KeyUsage i%E

% TR31_E1_EMV_MKEY_CONFIDENTIALITYZX TR31_E6_EMV_MKEY_OTHER, MZEFHMEN , F2
BEERRZREN SR,

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--plain-text 33612AB9D6929C3A828EB6030082B2BD --encryption-attributes

'Emv={MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumbex=27,PrimaryAccountNumber=100000000¢
InitializationVector=1500000000000999, Mode=CBC}"
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"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"
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£/ RSA €@ NHER

Example

&G , RPEEASHER ImportKey RIEEAM RSA NESMRMEMNFE

Bl HWRALLIRE  £8BM i KeyModesOfUse 3R E A Encrypt , H KeyUsage SRES
TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, MEEZEIE K F2EEZEHERENS
8

HRETMTAXEN PKCS #7 REMIBEFHHSG  SETURKZHER , YWEBHEBKIEMER
'Asymmetric={}' FRIZEN T E#H

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/thfezpmsalcfwmsg
--plain-text 31323334313233343132333431323334 --encryption-attributes
'Asymmetric={PaddingType=0AEP_SHA256}'

"CiphexrText":
"12DF6A2F64CC566D124900D68ESAFEAA794CA819876E258564D525001DQ0AC93047A83FB13 \
E73F06329A100704FA484A15A49FQ6A7A2ES55A241D276491AA91F6D2D8590C60CDES7A642BC64A897F4832A3930

\
OFAEC7981102CAQF7370BFBF757F271EF0BB2516007AB111060A9633D1736A9158042D30C5AE11F8C5473EC70OF067

\
72590DEA1638E2B41FAE6FB1662258596072B13F8E2F62F5D9FAF92C12BB70F42F2ECDCF56AADFOE311D4118FE3591
\
FB672998CCEODOOFFFE@5D2CD154E3120C5443C8CF9131C7A6A6C0O5F5723B8F5C07A4003A5A6173E1B425E2B5E42AL
\

7A2966734309387C9938B029AFB20828ACFC6DOOCD1539234A4A8D9BO4CDD4F23AY,

"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/5dza7xqd6soanjtb",
"KeyCheckValue": "FFODE9CE"

}
REE R

Decrypt Data API AAREAHBAEHBERME LR/ UK DUKPT M EMV $TEN SRR R E
Bl XERERE AR , 5 TDES. RSAM AES,
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TEPALARREERNRE SR, ERBH hexBinary BRXNBLZER | URABILHE, K5
ERMBOERSHREES, TEHLDE hoBinay BRNEXTREES  URESSRNBEE
A, MEFETARENSEET B2 W AP 5,

&3 {5

- £ AES HIBS R EER

- £/ DUKPT &85 &%

- A EMV fTEHESBRTEY
- £ RSA SRMEEHR

£/ AES BB REZEER

Example

EHESIF | RPSERAEBSRBERNEXFTER, WEHER AESS# , Bt X8 TDES_3KEY
TDES_2KEYH , HRALIEE | S84 E1E KeyModesOfUse 5REA Decrypt , H KeyUsage :REH
TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY, MEEZRE K F2REERERIEN SR,

$ aws payment-cryptography-data decrypt-data --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --cipher-text
33612AB9D6929C3A828EB6030082B2BD --decryption-attributes 'Symmetric={Mode=CBC}'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"
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£ DUKPT &8 2ER

(® Note

#& decrypt-data B2 DUKPT for P2PE X Z BB EMAEK , TSR EAF PAN HEMEFAE
REEZENERER  ELEREARAEH PCIDSS EREEER.

Example

&GP , RPVEERAFEA CreateKey BRIV REA ImportKey REEAH DUKPT SRR H#
BB FER, BRAIRE , S84 BEH KeyModesOfUse 58 E A DeriveKey , B KeyUsage &%
E#4 TR31_B0O_BASE_DERIVATION_KEY, MEEZEE A F2REERHERSRENSSR, EEFEH
BFDUKPT , HATDESEE X , MBXFERRENXER 16 B THNEE . HRAESEE L , MHEX
FERRENEAR 32 B THENEZE,

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--cipher-text 33612AB9D6929C3A828EB6030082B2BD --decryption-attributes
'Dukpt={KeySerialNumber=FFFF9876543210E00001}'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"
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R EMV STEHB SRR ER

Example

U EHIT , RPEEAER CreateKey BEBRVHER ImportKey BRIEEAN EMV $TEBBER
RFBRMBEXFER . WRILRE , /WYL AR KeyModesOfUse FREA Derive , H KeyUsage &%
%% TR31_E1_EMV_MKEY_CONFIDENTIALITYS TR31_E6_EMV_MKEY_OTHER, MBEHEETF , 5
BREBREEZRENSR,

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--cipher-text 33612AB9D6929C3A828EB6030082B2BD --decryption-attributes
'Emv={MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumbex=27,PrimaryAccountNumber=100000000¢
InitializationVector=1500000000000999, Mode=CBC}"

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yijbwtxx64pi",
"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"

}
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£/ RSA £RERER

Example

L& KPS ERER CreateKey BREEIH RSA SMERBEMEZE L FER
HRIIRE | £/ MBECH KeyModesOfUse % E ARBUADecrypt , B KeyUsage 58 E5A
TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, MEEZE1E , SF2EZEBHERENS

HRE HUTiEE’J PKCS #7 S EfbiE#E# % | FEEKEMISIZ 'Asymmetric={}' , W EFI R < %
BRIEWE , SUBEUTER,

$ aws payment-cryptography-data decrypt-data \

--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5dza7xqd6soanjtb --cipher-text
8F4C1CAFE7ASDEF9A4OBEDE7F2A264635C. .. \

--decryption-attributes 'Asymmetric={PaddingType=0AEP_SHA256}'

{
"KeyArn": "arn:aws:payment-cryptography:us-
east-1:111122223333:key/5dza7xqd6soanjtb",
"KeyCheckValue": "FF9DE9CE",
"PlainText": "31323334313233343132333431323334"

EENBREFHER
EAELRBFLENASTEE RS ERNOEN | FII CVV. CVV2, CVC A DCVV,
2
. BERARN

. BEELEN

EEFRER

Generate Card Data APl AARER CVV. CVV2 HEEE CVV2 ZEEEEZEL FEH, BEEET
ARt €ie  F2RZBHERERENEN SR —E,
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HF2HBmEE , HIW0 CVV, CVV2, iCVV, CAV V7 , BMERHERNREHREZEE L B8

& A B, HlaCardVerificationValue1 BH ServiceCode., FiEFIBHEI HHIE A, HA
CardVerificationValue2 EE M @@ A , EREA¥ M CVV2/CVC2 , ServiceCode BElFEA 000, FE#
#, 1 iICVV , ServiceCode BEIEA 999, B ERE EZTEREMRNARBHIML , Fln CAVV VS,
EEEBRT , ZHEESREHERFMURS ERNE AR

@® Note
MHALMEBNENEABHEE (HlI MMYY & YYMM) , TREELEERNER,

E4 CVV2
Example

F SR HFERE|A PANNFFIBH B HMIEE PAN B4 CVV2, EERREELET FHEBRE
G 8

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi --primary-account-number=171234567890123 --generation-attributes
CardVerificationValue2={CardExpiryDate=0123}

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,
"KeyCheckValue": "CADDA1l",
"ValidationData": "8@1"
}
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue1.html
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AWS [ REHRF ERAEER

B4 icv

Example

SIS | RIEBHAS . PAVRISATES 000 B+ 1B B HIMISE PAN B4 iCVV, E&E
WEELET EARBESR,

MEMBRANZE , 5528 API 2ZErHFH CardVerificationValuel,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CaxrdExpiryDate=1127,ServiceCode=999}"'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "CADDA1l",

"ValidationData": "8@1"

REFHESR

Verify Card Data ARBIBCEAMCEMNEZEIRBNNTEEEZEINES | fl0
DISCOVER_DYNAMIC_CARD_VERIFICATION_CODE,

MABEBREEEBEARIN —BorRVERTELIEFLEERH, EERE ARQC ZiEH= (A
REMV &F+F) , @2E%R%E ARQC,

MEHMEN , FSH API FEREFH VerifyCardValidationDatao

MRZECKBERTE , Al api #EE http/200, MRKEFZE , AIEEE http/400,
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue1.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyCardValidationData.html

AWS [ REHRF ERAEER

ERS¥ CVV2

Example

A EHIF , BFEREETE PAN B9 CVV/ICVV2, CVV2 BEHBFAREAEERZ BB RHEUH
BRE. ATREHBA  SEWTKEBREHETIE - FRARENER (CVK). PAN, FHIBH B HME
AR CW2, FRBHRAMSATERARELNBENEN,

MEMBRANZE , 5528 API 2ZErRFH CardVerificationValue2,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValue2={CardExpiryDate=0123} --validation-data 801

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,
"KeyCheckValue": "CADDAl1"
}

BEFHER 133
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AWS [ REHRF EREES

B icvV

Example

EALE IR | RPSERFBIEE PANK CVY , EhE3ERARBEN £ (CVK), PAN, 999 M ARFEHES.
FRIBHEE  UERRFRMHEH ICVV LHEITERRE.

iICVWW A —RERAEWMANE (flI0CVV2) , MRERIRE EMV FL, BEEREE —EERHIFRE.

MEMBAANZE , 528 API 2Z18RE® M CardVerificationValue1,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel="'{CardExpiryDate=1127,ServiceCode=999} --validation-data 801

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi",

"KeyCheckValue": "CADDA1l",

"ValidationData": "801"

EE., BENEEPINER

PIN ER BT REEERERIEZEN. ENBREE PVV), XREPVV SRV BRBEANEERN,
ERNESRTREKENE —EIFESRERAS —@ , MAEFLL PCIPIN EX 1 EENMXF LR
8

(® Note

AR PIN EENRFEEESRTEREY , M PINBFRRENMEERE , RMRREERR
RERNER , YRIFENRBEERAROBEEREBX.

ES- |
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue1.html

AWS R % iR = ERERER
- BEPINEH
- EX PINEH
- EB¥ PIN B8

= PIN &8

EE PIN EREHARENZEN PIN ER R - ASREFIE —EER  MATENENER A
HSM. ERAR P2PE 1% , HP T ESREZXBE K EREXRKIFEITAHBREZEN. TEAA
RINZNER., ARMBERNNZESR. ARELGAENSE., ST—HBARBRNBLSE , 5
MARMEZEENER  UARARBIZBHNSE. TEHHEFNENENSE  URARELEER
ENSH.

® Note

A7 PCI & , BANEHE PrimaryAccountNumber B4 BT, TS PIN ®#—1@&
PAN EE A5 — & PAN,

ES]
- ¢ PEK | DUKPT # PIN
« f& PEK E| PEK # PIN

= PIN & 135



AWS [ REHRF EREES

# PEK Z| DUKPT 89 PIN

Example

ELHEFIS |, RIS DUKPT # PIN £ AES 1ISO 4 PIN ERE# A A 1SO 0 PIN B PEK
TDES %, EEMNTKHEINE 1ISO4 P PIN BERER , IR T —EEEEAXIE AES | BIT&E
S HEZED TDES U# T TR,

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block
"AC17DC148BDA645E" --outgoing-translation-

attributes=IsoFormat@="'{PrimaxryAccountNumber=171234567890123}"' --outgoing-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt --incoming-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/4pmyquwjs3yjbvwe --incoming-translation-attributes
IsoFormat4="{PrimaryAccountNumbexr=171234567890123}" --incoming-dukpt-attributes
KeySerialNumbex="FFFF9876543210E00008"

"PinBlock": "1F42@09C67QE49F83E75CC72E81B787D9",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"KeyCheckValue": "7CC9E2"
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AWS [ REHRF EREES

# PEK Z| PEK # PIN

Example

ELLEHIR | RPIASE—@ PEK (PIN tnZ €48 ) THNZM PIN Hifth S —{@ PEK, EBERRE
FRTEMNZERNTRRAARSIERHcBRBERZE , AFBEBEEREIBRESRET PIN INZERE
¥ PCIPIN 638, EMELSEEF D EEH TDES 3KEY % , BEZEZEAA , 8% AES
ISO-4 F TDES I1ISO-0, DUKPT | PEK 3 AS2805 % PEK.,

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block
"AC17DC148BDA645SE" \
--incoming-translation-attributes
IsoFormat@='{PrimaryAccountNumbex=171234567890123}"' \
--incoming-key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt \
--outgoing-translation-attributes
IsoFormat@="'{PrimaryAccountNumbexr=171234567890123}"' \
--outgoing-key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6xh

"PinBlock": "E8F2A6C4D1B93E7F",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6bxh",

"KeyCheckValue": "9A325B"
}

B PIN BREAERES @ PEK THNH , YR hEEIREHES BN TRk,
B4 PIN B8

E4 PIN ERERHARELELE PIN AHEIRVE , Sl PVV M PIN BB , ARRIBEAEERZH
REREN PINIEB. It APl [ BMER BERE REERAIREHER
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AWS [ REHRF ERAEER

EEEPEMIEZ Y L ¥ Visa PVV

Example

TP  RPSEERD (PR ) 2R, Hh@m B MZEMN PIN block(PinData.PinBlock) #
PVV(pinData.Offset). #@%i A% PAN, Pin Verification Key, Pin Encryption Key#l PIN
block format.

LR SERESEBERA TR31_ V2 VISA_PIN VERIFICATION_KEY,

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O@ --generation-
attributes VisaPin={PinVerificationKeyIndex=1}

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5Sksfsuplneuyt",

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"VerificationValue": "5507"
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AWS [ REHRF EREES

AEHERNELE Visa PVV

Example

FELEHIR , RPEAEEN (M) FRES PVV, MEM PIN 717E LW , Al
ik | SIEACEAELERN PIN RERBFFABERKR, €88 AL PAN, Pin Verification
Key, Pin Encryption Key, Encrypted Pin Block# PIN block format,

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number

171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
VisaPinVerificationValue={PinVerificationKeyIndex=1,EncryptedPinBlock=AA584CED31790F37}

{
"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"GenerationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5Sksfsuplneuyt",
"EncryptionKeyCheckValue": "7CC9E2",
"EncryptedPinBlock": "AC17DC148BDA645E",
"PinData": {
"VerificationValue": "5507"

}

ELEENKN IBM3624 =R

IBM 3624 PIN (uBERHBEA IBM FiE, WA ZSEARITER (BEER PAN) F PIN £38 (PVK)

EEXBA/PEPIN, BAENER EEITENE  MEBRBTERR , REMIIEERER , BAT

FEREZENERNERESRFABR. RPENHRER  EBHTEEEBEFATMERERERN, AT A
FTELEANER  EHEBEELHEEEEBHER, MBAREAEENR (IFEH ) ZRHEEARS
BeBNER, UBEHFFBRTERFARESRER. EXSZRE, AWS IREBHRERESER
DEMAEEAERN  YEARBRSEERN. A% cESHERXSZRERHENEETLEE,

IBM3624 & 24{E;i2 18 :
« Ibm3624NaturalPin A% B AZERAINZIZR E LR
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https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/python_sdk_example/ecdh_flows

AWS R % iR = ERERER
+ Ibm3624PinFromOffset EEBMNBHIER TELEMEN PIN E

- Ibm3624RandomPin EEEREMERN K ALELHEFTNUBNNZZNELR,

« Ibm3624Pin0ffset EEFAEEIMNEZERNREEENNR,

E AWS REZHm=EAE , ST T IISER

- BRENFERERA 16 EFT. NREMH <16, FEARENEFZ TEAAETERS,
- A PIN ELESRBNZRIEER,

- ERAPMERENENERET N, EFFTNEVBFRIETFTMER "AL /DB, ATEEMRS
2o, M1 AJREMRETE 1,

« et H/SEMRTEIEE 4 VB, ER B ARERN.
- MRELEFEAEZDNNERERN  SHeERTFENRESERERN, SREEZNNVE.

i)
- E1fl . EAEME 1BM3624 ERME

g5l EEERNA IBM3624 ERE

FEHEFP  RPSEERG (FEH ) 2R, HhmbEEMZEHN PIN block(PinData.PinBlock)
FMIBM3624fu#{E (pinData.Offset). AR PAN, BEER (BERT¥E ). EMFPin
Verification Key, . Pin Encryption Key# PIN block format,

WHRSERPIN BEE£8EA BA | TR31_V1_IBM3624_PIN_VERIFICATION KEYMMZ£iehs &
# TR31_PO_PIN_ENCRYPTION_KEY
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Example

T EFFERELFEBIZER , AR%ZEFEH Ibm3624RandomPin & H iR MW ESR T IBM3624 REE
Ibm3624RandomPin

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number
171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
Ibm3624RandomPin="{DecimalizationTable=9876543210654321,PinValidationDataPadCharactex=D,PinVal

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt"”,

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"PinOffset": "5507"

ERSE PIN &%

B PIN BRI B ANEE PIN RS ER, EEE SR LB FRMERNERERSFAE POl @A
MERE. ELNBELEWMEERE A MAELRE—RRNERE,
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AWS [ REHRF EREES

£/ PVV I EREMZRN PIN

Example

FELLEHIR |, RPERBIEE PAN B PIN, PIN BEHBFFASGEAZEERBARZEEREM , X
EERENEETER (FFANBASUKRHEEEM EFRAEENMNEERE ). RTRIEL
WA, HEEHTHBRETIE  ARMEZGAZHNNSIK® (BEES IwK) , PANARERFNE (
PVVE{ PIN offset),

MR AWS R RERZAEMERE PIN , BIEEE http/200, MR AREFE PIN i , BISEE http/400,

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifiex arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=5507}" --
encrypted-pin-block AC17DC148BDA645E

"VerificationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"VerificationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt",
"EncryptionKeyCheckValue": "7CC9E2",
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AWS [ REHRF EREES

£/A PVV FEREMZRN PIN 1% - $55% PIN #8538

Example
ELEHIR | RS ERBRFIET PAN B PIN , EER PIN FERM & .

£/ SDKskF , EEHTA {"Message" : "Pin EIRERF R, ", "Reason" : "INVALID_PIN"}

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/iviSksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=9999}" --
encrypted-pin-block AC17DC148BDA645E

An error occurred (VerificationFailedException) when calling the VerifyPinData
operation: Pin block verification failed.

£ PVV FERFEMNZER PIN 15 - S55R8 A 55R
Example

ELEH P , KPS EEBRFTEE PANBW PIN , BHRBABRMAY , MEANERTERRH
PINc EREFEER : £/ 1/55:REWR 2@ AS 8, SN TP RSIER EHRE T IER 3/ZRERIER,

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier --primary-account-number 171234567890123
--pin-block-format ISO_FORMAT_@® --verification-attributes
VisaPin="{PinVerificationKeyIndex=1,VerificationValue=99993}" --encrypted-pin-block
AC17DC148BDA645E

An error occurred (ValidationException) when calling the VerifyPinData
operation: Pin block provided is invalid. Please check your input to ensure all field
values are correct.
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AWS [ REHRF EREES

st R TEIRY IBM3624 BRI B ERSE PIN

FEHEHF , RSB FARTE/RESFREERTN PIN R , REFFARMH PIN, @A
FORA 227, HP IS AREHE (EMFRRME | flnFA8K ) RENEANE PIN 5, W
RERNER | api #EE http 200, HAP&EEAERMNE PIN block(PinData.PinBlock) M IBM3624{1
¥ (pinData.Offset).

R SERPIN EEL£88A BA | TR31_V1_IBM3624_PIN_VERIFICATION KEYMMZEies &
A TR31_PQ_PIN_ENCRYPTION_KEY

Example

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number
171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
Ibm3624RandomPin="{DecimalizationTable=9876543210654321,PinValidationDataPadCharacter=D,PinVal

{

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"GenerationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"EncryptionKeyCheckValue": "7CC9E2",
"EncryptedPinBlock": "AC17DC148BDA645E",
"PinData": {
"PinOffset": "5507"

BB oRRER (ARQC) ZiGim=

BRES BB FERBZIERFE AP ARERE ARQC, ARQC WEABH AWS (IRZRER=ZMNEE , &
FEXZREHBE EMV Chip & ( THRIFEEBNF ) £L#H1T. ARQC HEEXZEZMHE—H |
EEURBRESDNBERFFNERN  IBRRRXZIERNTEHESETHN (B ) X5,

AWS IREBZBFEZFRHASEER , ARERE ARQC MELZERAN ARPC fH , 245 EMV 4.4 Book 2
PERKE , LUK Visa M Mastercard EANEM SR, MEMETARENTERTE | F2H AP
IR M VerifyCardValidationData —&f.

% B9 RFEFER (ARQC) ZiEiRE 144


https://www.emvco.com/specifications/?post_id=80377
https://www.emvco.com/specifications/?post_id=80377
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyCardValidationData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyCardValidationData.html

AWS [ REHRF ERAEER

ARQC ZiFmEFEEFTEATEA (HASEWRREEMEMTRE ) :

« PAN - f£ PrimaryAccountNumber 1 F{EE

« PAN 5% (PSN) - £ PanSequenceNumber ¥ 15 E

- SBTTESE , HIMBER TERER £ (CSK) - 7 SessionKeyDerivationAttributes 138 E

- FEBOTEERX (HlI EMV IRIE A) - £ MajorKeyDerivationMode F157E

- RZER - BERG. RigEANFRERNFS , SIS BH - £ TransactionData L FIEE

- BUOETTH - ARTTENEE (AC) MWW , FRREBMERIR S , A Keyldentifier FRALHF
BE

]
. BERSER
. RBERHER
. )

BEEXRZER

RBERRMUNBYAS (NEF ) SREFENREBAEMEMAE , ERERIRL (FMBERF
5l ) 27 EMV 4.4 Book 2 Section 8.1.1 - Data Selection REZ, MR =EMNE2L%E (17.00), H
ft£ %8 (0.00) MEEEF/HE , HIEERRFERFE , MR :

- 000000001700 - £%8 - 12 ELEBS WL/ NEH

- 000000000000 - Hftt &5 - 12 B ER S M B/ MBI E

« 0124 - ML ENHE

- W (%2 ) HEFR -0000000017000000000000000124

R 7 B FRHER

REENEEBEERBZAIEA. KSHARMEM 1SO 9797 & 2 B, Hp+ /L F RN
hex 80 #&#% 00 , IEZ| MU MEZEEA/NAIEE ; TDES & 8 fuT#sk 16 fEIFIT , AES & 16 fT
B 32 f@FT, BRER (FE1)AEFER , BEEH 00 MAEMF T,
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AWS [ REHRF EREES

ISO 9797 153% 1 154

RIEA :
00000000170000000000000008400080008000084016051700000000093800000B03011203 (74 1@
FeR 37 BTl )

B
00000000170000000000000008400080008000084016051700000000093800000B030112030000000
(80 fB=F T 40 EfzT4E )

ISO 9797 7% 2 4

KIEH
00000000170000000000000008400080008000084016051700000000093800000B1F220103000000
(80 fEl== 7t sk 40 Az T4l )

B
00000000170000000000000008400080008000084016051700000000093800000B1F220103000000800000
(88 MBI TE 44 AL TTAE )
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AWS [ REHRF EREES

L]

Visa CVN10
Example
FegEEflF |, EPIAEEREAEA Visa CVN10 EEM ARQC,

MR AWS FREBREZFEHERE ARQC , BIEEE http/200, MNRAKREFE ARCQ (Authorization
Request Cryptogram) , BI€{&[E http/400 [ P&,

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \
--session-key-derivation-attributes='{"Visa":{"PanSequenceNumber":"01" \
,""PrimaryAccountNumber":"9137631040001422"}}"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

}
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AWS [ REHRF EREES

Visa CVN18 H Visa CVN22

Example

EULE ST |, RAEERBMER Visa CYN18  CVYN22 E4HK) ARQC, CVN18 Ml CVN22 2 R %1%
WERFEER , EXZERTEESNERBHTRE. 8 CVN10 MLk, BIEEABERNEA , tEELE
TETENERRZ.

R AWS S RFHIRFRESME ARQC , RIgEE http/200, MEAREF ARCQ , RIgEE
http/400,

$ aws payment-cryptography-data verify-auth-request-cryptogram \
--auth-request-cryptogram 61EDCC708B4C97B4

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F22010300000000000
\

00000000000000000000000000000000000000000008000000000000000
--session-key-derivation-attributes="'{"EmvCommon":
{"ApplicationTransactionCounter":"000B", \
"PanSequenceNumber":"01","PrimaxyAccountNumber":"9137631040001422"}}'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

}

EEMEBE MAC

FEREBHR (MAC) BEE ARNBREASNTEY (EREETRKBBYR ) . BREFRZE , H/0 HVAC
(UHZERERNFAERIIE ) . CBC-MAC Ml CMAC ( UEBRAERNASREE )  BBEAR
Him R EIE MAC FHERE. HVAC BUMZEREAER , M CMAC RUERRINEZSER,
e AR 7% th 2 B CBC-MACs EER 1ISO9797 JEE L 1 M 3,

LRBIAA MAC ERZEHRSEREEHEZRBNAALEER. ENEREFENLEER | H)
WMERPNEW/ME | LEOHE—WRBH mac, MRASNEBFRE K INESREE , AIE
ENEBRET2TE. EBERLESH  BiBFEE MACSHREHEEEY ; IRRZELRESH , EZE
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AWS [ REHRF EREES

EEHMERN mac. HiFEwZE MACs BREAHBEE  RACMHNEFINERUBRTERU , BEH
E-oRETHRENRE

AWS R ZGiR=E X ESEERMN MACs :
1SO09797 ALGORITHM 1

B KeyUsage ISO9797_ALGORITHM1 kR, MR FZERK/NEIEE (TDES & 8 BT
#8/16 E+<EMF T , AES A 16 BLTiE/32 BF i , AWS REZRFEESEEEHR 1S09797
BEAE1. MREFEHMEHSZ , BTN EFUREZTERAEM.

1ISO9797 ALGORITHM 3 ( B MAC)

B KeyUsage ISO9797_ALGORITHM3 &R, EAEEE 1 AR ERBE A
1ISO9797 SE&E % 5 (CMAC)

H KeyUsage TR31_M6_ISO_9797_5_CMAC_KEY &
HMAC

B KeyUsage TR31_M7_HMAC_KEY %7~ , 8%
HMAC_SHA224, HMAC_SHA256, HMAC_SHA384 1 HMAC_SHA512

AS2805.4.1 MAC

3
¢

28 ?77?

M KeyUsage TR31_MO_ISO_16609_MAC_KEY %R, 1% AS2805 WG
DUKPT MAC

DUKPT MAC BE ARER T RN MK IEMHN AR REMNEASE, ©FEH DUKPT STERMTE
&8  REHIT MAC, HILBEREMFEANLEELL TR31_B0_BASE_DERIVATION_KEY
KeyUsagefy &R,

EMV MAC

EMV MAC BEE EMV X#HHBATEM SR, ©SHEA EMV STERMITESR  RARERIER
1ISO9797_ALGORITHM3, EEBEARKRITERTHEEIRF FUETENENR. HEIE
BREFEANSSEL TR31_E2_ EMV_MKEY_INTEGRITY KeyUsagefy KRR, 1R [E BEX
ESBMERREERN , 5528 GenerateMacEmvPinChange LA #1718 M EIR{E.

ES- |
« B4 MAC
- EFE MAC

EEMEBE MAC 149


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GenerateMacEmvPinChange

AWS [ REHRF ERAEER

E4E MAC

E4E MAC API ARBFEFHHEBEER , il A HFEERER K S EEFAECANZBHEEDE

EEX MAC (FAEERRER )  WEEEEANZEKRA cBETERRE. AREL MAC WERSTER

BEEH. W% MAC INZE8EM MAC EE L , IELH—M MAC BEETER., MAC WIEWREALE
AR MAC FAEER, MAC MEZLWBAEEEZRERS —E MAC B , METHBHNER S 25
F. IEFAEN—EZTE2ERANREN MAC £81TE , EEMN MAC EtEFRE, APl XELhig

#EH9 1SO 9797-1 SHEE 1 F 1SO 9797-1 JEE % 3 MAC ( EAFEE MAC £ F5T4M DUKPT £
# ). HVMAC 1 EMV MAC %4148,

#Y & A {Bmessage-data%ZBR hexBinary &8,

mEE L API FRERIEMNFEMER , 5528 GenerateMac M VerifyMac.

BAZ Y mac-length TEEBE#HEE (TRELAUEERBHIER ). REA 8 215 8 Byl
=} 16 B+ ANEMF T,

A LUEIB Y CreateKey RE I MAC AWS £8& , SR ImportKey RE A,

(@ Note

CMAC M HMAC EE AT FRIEM, fMARMBERSEMEANREEZNERA/) | ER
TDES #Y 8 fEfz T4l (16 B +/S#EMFT ) M AES 1Y 16 fE{uThE (32 fE+NEMFT ) Y
&8,

& 451

- E4X HVMAC

- £/ 1S0 9797-1 EE L 3 B4 MAC
- {8 CMAC E4£ MAC

- {£f DUKPT CMAC E4 MAC

E4£ HMAC

EREHIS | RPIHEER HVMAC SEEEHMAC_SHA256F HVMAC INZ €48 AR ER S RIBEL
HMAC ( SAMZEAERNWASRER ) . £ LA KeyUsage 5RE A TR31_M7_HMAC_KEY , 4§
KeyModesOfUse X E 4 Generate., #ERE (il 256) EEEUSRBEER , A& L &N,
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GenerateMac.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyMac.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html

AWS [ REHRF EREES

B mac-length 2B EE 5 MAC , BHRATNERK AT, WEMITHESEN , HE
16 ER+AENFREREAS 32,

Example

$ aws payment-cryptography-data generate-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51lghrzunce6 \
--message-data
"3b313038383439303031303733393431353d32343038323236303030373030303F33" \
--generation-attributes Algorithm=HMAC

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6",

"KeyCheckValue": "2976E7",

"Mac": "ED87F26E961C6D@ODDB78DA5038AA2BDDEAODCE@3ESB5EO6BDDD494F4A7AALTQC!

£ 1ISO 9797-1 SEE % 3 B4 MAC

L EHIH |, RPIAEMER 1ISO 9797-1 JEE L 3 ( TE MAC) RELE MAC BUETT R ERRE.,
£V EH KeyUsage FREA TR31_M3_IS0_9797_3_MAC_KEY , I #% KeyModesOfUse iR E 5
Generate,
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Example

$ aws payment-cryptography-data generate-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qaifllw2h \
--message-data
"3b313038383439303031303733393431353d32343038323236303030373030303F33" \
--generation-attributes="Algoxrithm=IS09797_ALGORITHM3"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6gaifllw2h",

"KeyCheckValue": "2976EA",

"Mac": "A8F7A73DAF87B6D0Q"

£ CMAC B4+ MAC

E28A AES ¥, CMAC REMER , Bt 18 TDES, EL&EAFIF , HMAHER CMAC (ISO
9797-1 EE % 5) B4 MAC , UAfE/A AES €RETFHRERRRE. £/ HLAR KeyUsage REH
TR31_M6_IS0_9797_5_CMAC_KEY , I # KeyModesOfUse 5% E & Generate,

Example

$ aws payment-cryptography-data generate-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi \
--message-data
"3b313038383439303031303733393431353d32343038323236303030373030303F33" \
--generation-attributes Algorithm="CMAC"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "C1lEB8F",

"Mac": "1F8C36E63F91E4E93DF7842BF5E2ES5F7™"

B4 MAC
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£ DUKPT CMAC E4 MAC

LeEEHIE R DUKPT ( BERXRZITENE -8 ) B CMAC 4 MAC , BLETFRHERRE. &)
WIEH% KeyUsage 5% E 4 TR31_B0O_BASE_DERIVATION_KEY , H KeyModesOfUse DeriveKey&%
Ek’ true,

DUKPT £ AEAITE SR (BDK) MEWFHR (KSN) , ABEARZITER NS,

Example

$ aws payment-cryptography-data generate-mac --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/qnobl51ghrzunce6 --message-data
"3b313038383439303031303733393431353d32343038323236303030373030303f33" --generation-

attributes="DukptCmac={KeySerialNumbex="932A6E954ABB32DD00000001" ,DukptKeyVariant=BIDIRECTIONAL

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6",

"KeyCheckValue": "C1lEB8F",

"Mac": "1F8C36E63F91E4E93DF7842BF5E2ES5F7"

Ba 8 MAC

HEF MAC API FIRRERTE MAC ( ABBRRT ) LUETFHAHERENS D RE. CLAARAHEESE
MAC BRI MBS , LEREE MAC BETETRE. ST LIEBMFI CreateKey JRE
MAC AWS & &% , A ImportKey REE A, APl IR DUKPT MAC. HMAC F EMV
MAC % &8,

MRFZECKBHRFE , AIEES B MacDataVerificationSuccessful @& [E Http/200 , &
AlHttp/400& HE AL H Mac verification failed.

&7 451

. EnZ% HMAC

« {5 DUKPT CMAC E&& MAC

B3 MAC 153


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html

AWS [ REHRF EREES

B2 S% HMAC

L EHI | RPIASER HMAC SEEEHMAC_SHA256 1 HVMAC Z €8  BE R ERHERE
) HVMAC ( A ZEAERNASRER ). S84 EM KeyUsage FRES TR31_M7_HMAC_KEY , B
KeyModesOfUse Verify 8RES true.

Example

$ aws payment-cryptography-data verify-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6 \
--message-data
"3b343038383439303031303733393431353d32343038323236303030373030303F33" \
--mac ED87F26E961C6DODDB78DA5038AA2BDDEAODCEO3ESB5E96BDDD494F4A7AALTOC \
--verification-attributes Algorithm=HMAC_SHA256

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6",

"KeyCheckValue": "2976E7"
}

£ DUKPT CMAC E3% MAC

FELEFIP , RPABFER DUKPT ( BERZITENHE—$18 ) B CMAC ET FERRFERERE
MAC., £ KeyUsage SXES TR31_B0O_BASE_DERIVATION_KEY , B KeyModesOfUse
DeriveKeysXE % true, DUKPT RS FEAERITE LR (BDK) MEM|MF5 (KSN) , RBEXRZIT
EME— 2. DukptKeyVariant WEXEEFHEMERERT, E€nEAE—SRE , BESR
RintEA REQUEST 2#&im, R&RimEA VERIFY BlRisEAMEmER,
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Example

$ aws payment-cryptography-data verify-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijewtxx64pi \
--message-data
"3b343038383439303031303733393431353d32343038323236303030373030303F33" \
--mac DS8ESQ4EE74BF1D909A2C01COBDESEF34 \
--verification-attributes
DukptCmac="'{"KeySerialNumber":"932A6E954ABB32DD00000001", "DukptKeyVariant" :"BIDIRECTIONAL"}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",
"KeyCheckValue": "C1EB8F"

Ziim e R FN BN E R

RESRABANRELRAE, I, RERETRERISREANESREN, NFAHFNES K F2
ﬁ-ltﬁo

(® Note
AR  REEASTREEEESAEEGEHNER , fIMESL CVV RiE(generate) , BEZE
BmEEM(verify),
&

» GenerateCardData

» VerifyCardData

 GeneratePinData (AR VISA/ABA FliE )
 GeneratePinData ( #HAR 1BM3624)

« VerifyPinData (EAR VISA/ABA ElE )

- VerifyPinData (EAR IBM3624)

BFEERBFNSRER 155



AWS BB RE

ERAEER

- NEEHR

BE PIN B8

EE/5TE MAC

GenerateMacEmvPinChange

VerifyAuthRequestCryptogram

- EA/EHSE
- REANEBER
GenerateCardData
AP| % 2 SR ES
R
GenerateC « AMEX CARD
ardData _SECURITY
_CODE_VER
SION _1
« AMEX_CARD
_SECURITY
_CODE_VER
SION_2
GenerateC « CARD VERI
ardData FICATION
VALUE_1
« CARD VERI
FICATION_
VALUE_2
GenerateC « CARDHOLDE
ardData R _AUTHENT
ICATION_V
ERIFICATI

ON_VALUE

TR31_CO0_C
ARD_VERIF
ICATION_KEY

TR31_C0_C
ARD_VERIF
ICATION_KEY

TR31_E6_E
MV_MKEY_O
THER

RN ERE
P53

+ TDES_2KEY
+ TDES_3KEY

+ TDES_2KEY

+ TDES_2KEY

RN ERER
BXES

{ Generate
=true} ,

{ Generate =
true , Verify =
true }

{ Generate
=true } ,

{ Generate =
true , Verify =
true }

{ DeriveKey =
true }

GenerateCardData
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AWS 3 BT R =

ERAEER

API 5% HHEMERED  AHNLBRAR  ATNSWEE  AHNLRE
RE * HXEA
GenerateC « DYNAMIC_C TR31_E4_E « TDES_2KEY { DeriveKey =
ardData ARD_VERIF MV_MKEY_D true }
ICATION_C YNAMIC_NU
ODE MBERS
GenerateC « DYNAMIC_C TR31_E6_E « TDES_2KEY { DeriveKey =
ardData ARD_VERIF MV_MKEY_O true }
ICATION_V THER
ALUE
VerifyCardData
RiEmEREIER AFNEBAE AN EREEE AFNS|/EAER
& He
+ AMEX_CARD TR31_C0_C  TDES_2KEY { Generate = true } ,
_SECURITY ARD_VERIF . TDES_3KEY { Generate = true ,
_CODE_VER ICATION_KEY Verify = true }
SION_1
« AMEX_CARD
_SECURITY
_CODE_VER
SION_2
+ CARD_VERI TR31_C0_C  TDES_2KEY { Generate = true } ,
FICATION_ ARD_VERIF { Generate = true ,
VALUE_1 ICATION_KEY Verify = true }
+ CARD_VERI
FICATION_
VALUE_2
+ CARDHOLDE TR31_E6_E + TDES_2KEY { DeriveKey = true }

R_AUTHENT MV_MKEY_OTHER

VerifyCardData 157



AWS 3 BT R =

ERAEER

AR EFEREFRE
P

ICATION_V
ERIFICATI
ON_VALUE

+ DYNAMIC_C
ARD_VERIF
ICATION_CODE

+ DYNAMIC_C
ARD_VERIF
ICATION_VALUE

TR31_E4_E
MV_MKEY_D

YNAMIC_NUMBERS

TR31_E6_E

MV_MKEY_OTHER

« TDES_2KEY

+ TDES_2KEY

GeneratePinData ( EAR VISA/ABA ELE )

VISA_PIN or VISA_PIN_VERIFICATION_VALUE

gt kil

PIN & <8

PIN ZE4 £

RIFNTRAE

TR31_P0_P
IN_ENCRYP
TION_KEY

TR31_V2_V

ISA_PIN_VERIFICATI

ON_KEY

RN EREEE

+ TDES_2KEY
+ TDES_3KEY

+ TDES_3KEY

RN ERERAES
HBe

{ DeriveKey = true }

{ DeriveKey = true }

RN ERERAEN

1 =]

* { Encrypt = true ,
Wrap = true }

* {Encrypt =
true, Decrypt =
true, Wrap =
true. Unwrap =
true }

* { NoRestrictions =
true }

* { Generate = true }

* { Generate = true ,
Verify = true }

GeneratePinData ( AR VISA/ABA L& )
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GeneratePinData ( EAR IBM3624)

IBM3624_PIN_OFFSET,IBM3624_NATURAL_PIN, IBM3624_RANDOM_PIN,
IBM3624_PIN_FROM_OFFSET)

ok £ Fad) REFNEBAE RN EWEE L RN BFERER
aa
PIN % & 88 TR31_P0O_P . TDES_2KEY R IBM3624_N
IN_ENCRYP . TDES 3KEY ATURAL _PI
TION_KEY - N. IBM3624
_RANDOM_P
IN, IBM362
4 PIN_FRO
M_OFFSET

* { Encrypt = true ,
Wrap = true }

* {Encrypt =
true. Decrypt =
true., Wrap =
true, Unwrap =
true }

* { NoRestrictions =
true }

¥ IBM3624_P
IN_OFFSET

* {Encrypt =
true, Unwrap =
true }

* {Encrypt =
true. Decrypt =
true., Wrap =

GeneratePinData ( B A IBM3624) 159
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ERAEER

gt kil

PIN ZE4 £

TR31_V1_|
BM3624_PI
N_VERIFIC
ATION_KEY

+ TDES_3KEY

VerifyPinData ( EAR VISA/ABA BiLE )

VISA_PIN

ot gkl

PIN & <8

PIN E4 &%

RIFNTRAE

TR31_P0_P
IN_ENCRYP
TION_KEY

TR31_V2_V

ISA_PIN_VERIFICATI

ON_KEY

RN EREEE

+ TDES_2KEY
+ TDES_3KEY

+ TDES_3KEY

RN ERERAES
HBe

true. Unwrap =
true }

* { NoRestrictions =
true }

* { Generate = true }

* { Generate = true ,
Verify = true }

RN ERERAEN
HBe

» { Decrypt =
true. Unwrap =
true }

* {Encrypt =
true, Decrypt =
true, Wrap =
true. Unwrap =
true }

* { NoRestrictions =
true }

» { Verify = true }
* { Generate = true ,
Verify = true }

VerifyPinData ( B VISA/ABA ELE )
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VerifyPinData ( AR IBM3624)

IBM3624_PIN_OFFSET,IBM3624_NATURAL_PIN, IBM3624_RANDOM_PIN,
IBM3624_PIN_FROM_OFFSET)

g kil RIFNTRAE RN EREEE RN ERERAESN
HBe

&

PIN % & 88 TR31_P0O_P . TDES_2KEY R IBM3624_N
IN_ENCRYP . TDES 3KEY ATURAL _PI
TION_KEY - N. IBM3624
_RANDOM_P
IN, IBM362
4 PIN_FRO
M_OFFSET

» { Decrypt =
true, Unwrap =
true }

* {Encrypt =
true, Decrypt =
true., Wrap =
true, Unwrap =
true }

* { NoRestrictions =

true }
PIN R <88 TR31_V1_| - TDES_3KEY « { Verify = true }
BM3624_PI « { Generate = true ,
N_VERIFIC Verify = true }
ATION_KEY

VerifyPinData ( B IBM3624) 161
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ERAEER

REE R

gt kil

DUKPT

EMV

RSA

HEEW

RIFNTRAE

TR31_B0_B
ASE_DERIV
ATION_KEY

TR31_E1_E
MV_MKEY_C
ONFIDENTIALITY

TR31_E6_E
MV_MKEY_OTHER

TR31_D1_A
SYMMETRIC
_KEY_FOR_
DATA_ENCRYPTION

TR31_D0_S
YMMETRIC_
DATA_ENCR
YPTION_KEY

TDES_2KEY
AES_128
AES_192
AES_256

TDES_2KEY

RSA_2048
RSA_3072
RSA_4096

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

RN ERERAEN
HBe

{ DeriveKey = true }

{ NoRestrictions =
true }

{ DeriveKey = true }

{ Decrypt =

true. Unwrap=true}
{Encrypt=true ,
Wrap=true

, Decrypt = true ,
Unwrap=true}

{Decrypt =

true. Unwrap=true}
{Encrypt=true ,
Wrap=true

, Decrypt = true ,
Unwrap=true}

{ NoRestrictions =
true }
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ERAEER

=&

gt kil

DUKPT

EMV

RSA

HEEW

RIFNTRAE

TR31_B0_B
ASE_DERIV
ATION_KEY

TR31_E1_E
MV_MKEY_C
ONFIDENTIALITY

TR31_E6_E

MV_MKEY_OTHER

TR31_D1_A
SYMMETRIC
_KEY_FOR_

DATA_ENCRYPTION

TR31_D0_S
YMMETRIC_
DATA_ENCR
YPTION_KEY

+ TDES_2KEY
+ AES_128
+ AES_192
+ AES_256

« TDES_2KEY

+ RSA_2048
+ RSA_3072
+ RSA_4096

+ TDES_2KEY
+ TDES_3KEY
+ AES_128
+ AES_192
+ AES_256

RN ERERAEN
HBe

» { DeriveKey = true }

{ NoRestrictions =
true }

{ DeriveKey = true }

{ Encrypt = true ,
Wrap=true}

{Encrypt=true ,
Wrap=true

, Decrypt = true ,
Unwrap=true}

{Encrypt = true ,
Wrap=true}

{Encrypt=true ,
Wrap=true

, Decrypt = true ,
Unwrap=true}

{ NoRestrictions =
true }
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AWS 3 BT R =

ERAEER

= PIN B8

Direction

BAERKIR

BAERRIR

BHERER

BHENER

DUKPT

JEDUKPT
(PEK, AWK,
IWK % )

DUKPT

JEDUKPT
(PEK. IWK,
AWK % )

TR31_B0_B
ASE_DERIV
ATION_KEY

TR31_P0O_P
IN_ENCRYP
TION_KEY

TR31_B0_B
ASE_DERIV
ATION_KEY

TR31_PO_P
IN_ENCRYP
TION_KEY

RFNERER

TDES_2KEY
AES_128
AES_192
AES_256

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

TDES_2KEY
AES_128
AES_192
AES_256

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

RFNEWEA
BXES

» { DeriveKey =

true }

{ NoRestric
tions = true }

{ Decrypt =
true. Unwrap
= true }

{ Encrypt =
true, Decrypt
= true. Wrap
= true, Unwr
ap = true }

{ NoRestric
tions = true }

{ DeriveKey =
true }

{ NoRestric
tions = true }

{ Encrypt =
true , Wrap =
true }

{ Encrypt =
true, Decrypt
= true., Wrap
= true, Unwr
ap = true }

BE PIN B8



AWS 3 BT R =

ERAEER

Direction

E4/BFE MAC

DEH AN ERER

BEXEE
» { NoRestric
tions = true }

MAC SRANEVAR/ENIBRNERRFMNZ. TERRUTREXAGTRNER  BAREZES
ITHENRE. T8 , MRS —ERRITEATREENE - £

R

MAC &8 (Z&
MAC)

MAC £ (CMAC)

MAC £ (HMAC)

RFNTRAE

TR31_M1_lI
SO_9797_1

_MAC_KEY

TR31_M1_lI
SO_9797_3

_MAC_KEY

TR31_M6_|
SO_9797_5

_CMAC_KEY

TR31_M7_H
MAC_KEY

TDES_2KEY
TDES_3KEY

TDES_2KEY
TDES_3KEY

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

TDES_2KEY
TDES_3KEY

A LARE AVBE HH RE —EREN =

RFNEB/EARR
e
* { Generate = true }

+ { Generate = true ,
Verify = true }

{ Verify = true }

{ Generate = true }

* { Generate = true }

+ { Generate = true ,
Verify = true }
» { Verify = true }

* { Generate = true }

{ Generate = true }

{ Generate = true ,
Verify = true }

{ Verify = true }

{ Generate = true }

{ Generate = true }

EE/EE MAC
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AWS 3 BT R =

ERAEER

MAC €& (AS2805)

RIFNTRAE

TR31_MO_I

SO_16609_MAC_KEY

GenerateMacEmvPinChange

TDES_2KEY
TDES_3KEY

RN ERERAES
HBe

* { Generate = true ,

Verify = true }
{ Verify = true }

{ Generate = true }

{ Generate = true ,
Verify = true }

{ Verify = true }

GenerateMacEmvPinChange #&4& 7 EMV B#4% PIN 2F 2R MAC E4H PIN 1%, HREEE

MERENT|RER

g gkl

ZEARTEMER

B #7# PIN PEK (PIN
nZE£ )

RIFNERAE

TR31_E2_E
MV_MKEY _I
NTEGRITY

TR31_E1_E
MV_MKEY_C
ONFIDENTIALITY

TR31_P0_P
IN_ENCRYP
TION_KEY

MAC EERTEMESRMN PIN MENBBELER,

RN EREEE

TDES_2KEY

TDES_2KEY

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

RN ZRERAES
HBe

{ NoRestrictions =
true }

{ DeriveKey = true }

{ Decrypt =
true. Unwrap =
true }

{ Encrypt =
true, Decrypt =
true. Wrap =
true. Unwrap =
true }

GenerateMacEmvPinChange
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AWS 3 BT R =

ERAEER

gt kil

%780 PIN PEK (PIN 10
FREi|)

ARQC TR

(@ Note
EBAR Visa
F Amex $T4E
xR,

P

AT ERAE

J

TR31_P0_P
IN_ENCRYP
TION_KEY

TR31_EO_E
MV_MKEY_A
PP_CRYPTOGRAMS

VerifyAuthRequestCryptogram

EMV EI18

TR31_EO_E
MV_MKEY_A

PP_CRYPTOGRAMS

« TDES_2KEY
+ TDES_3KEY
+ AES_128
+ AES_192
+ AES_256

+ TDES_2KEY

+ TDES_2KEY

AFNSR/EAER

He

* { NoRestrictions =
true }

» { Decrypt =
true, Unwrap =
true }

* {Encrypt =
true, Decrypt =
true. Wrap =
true, Unwrap =
true }

* { NoRestrictions =
true }

» { DeriveKey = true }

RN ERERARRN
HBa

» { DeriveKey = true }

VerifyAuthRequestCryptogram
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AWS 3 BT R = EREES

PE /B H &8
BERR AFNSHRAE AN SWEE L AN S|/EAER
He
TR-31 G £8 TR31_K1_K - TDES 2KEY - {Encrypt = true ,
EY_BLOCK_ . TDES_3KEY Wrap =true } ( £
PROTECTION.KEY | acc 108 REH )
TR31_K0_K + AES_192 ' :Demetz _
EY_ENCRYP . AES. 256 tr“e‘ r{‘fﬁ’;;';g;
TION_KEY e} (1 )
* {Encrypt =
true, Decrypt =
true., Wrap =
true, Unwrap =
true }
B A SR CA TR31_S0_A . RSA 2048 - { Verify = true }
SYMMETRIC « RSA_3072
INBTIAOIR. - RSA 4096
DIGITAL_S
IGNATURE
EARREHBME  TR31_DI1A - RSA_2048 « { Encrypt=t
HRETRBRE SYMMETRIC . RSA 3072 rue , Wrap=true }
_KEY_FOR_ - RSA_4096
DATA_ENCRYPTION
ARERHRESE TR31_K3_A « ECC_NIST_P256 + { DeriveKey = true }
W&k , flZn ECDH  SYMMETRIC - ECC_NIST P384
NEI RO « ECC_NIST_P521
KEY_AGREEMENT
RMEANTRER

AWS R ZBmEZE s AR T eiRER
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+ TR31_P1_PIN_GENERATION_KEY
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CyEESY]

AWS N REBREFXEFZHRENTRBRRFERE. THETETHANAKELREARABER
ERARMINER. MFMARTREE , FRE AWS ARBRHRERE APl

£
« BITEMBITERIERS
- M EIEER

RITENMBRITERESR
WTEERRABEELEDS AR, AHK BRAR (PINERERN) . EEERMED , SWEXR
BERTAEENFERERE , TEREEFRRENNRY  MTRAE , NTFAR.

T

- —BEH

. BEBERY

— AR B L

FE

- EEBRERNAMERBIN PVY , RERTE
- EERRBEEFHH CVV

- EESBBEEEFRABN CVV2

- EERBRBREFRAMICVV

- B’ EMV ARQC M E 4% ARPC

- EEFERE EMV MAC

- $t¥ PIN #EE4 EMV MAC

EEREHRZERNANEEBE PVV , RREREE

ES-
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AWS [ RREBHIRZ ERERER
- B key(s)

- EAREH PING., E4 PVV IEEMFEN PIN 3§ PVV

- A PVV FEBRBEMEN PIN

B3I key(s)

ATEEHBENN PV AEZWESH  AREL PV HENBRESH (PVK) , URARNEZE
W ERNESH, ENASEEREAZS HHMES BRI oBNTRREEN,

PGK %ERUU PV EE XA S AERIEE L TDES_2KEY £#8., PEK IR

TDES_2KEY, TDES_3KEY = AES_128, EEREN T , IR PEK EEMRKAIFER , Bt
AES_128 BT HEMVIEE, MR PEK AREHEMRE (il , FHEEK. WEHE. ATMs) 33, iE
AREBN -0 ETEE , IERHERMERER , TDES_2KEY Algi 2 EHEEMIEE,

B PEK

$ aws payment-cryptography create-key \
--exportable
--key-attributes
KeyAlgorithm=AES_128,KeyUsage=TR31_P@_PIN_ENCRYPTION_KEY,\
KeyClass=SYMMETRIC_KEY,\
KeyModesOfUse="'{Encrypt=true,Decrypt=true,Wrap=true,Unwrap=true}' --
tags='[{"Key":"CARD_BIN","Value":"12345678"}]"

CEEEEEFRSH , SFRETUN ARN R ERBEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"KeyAttributes": {
"KeyUsage": "TR31_PO_PIN_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
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"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "7CCOE2",

"KeyCheckValueAlgorithm": "CMAC",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

ERL TR E®KeyArnd |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/ividksfsuplneuyt, £ T~ — BB+ , BFEEZHE,

BN PVK

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_V2_VISA_PIN_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,h KeyMc
--tags='[{"Key":"CARD_BIN","Value":"12345678"}]"

EESEERERSE , SEREFUN ARN LR BB EE (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ov6icy4ryasbzcza",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
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"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "51A200",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

fEAC MUK E8BKeyArn#y |, B8 arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/ovBicy4ryasdzcza, ET—BL B+ , BEEZAE,

ELXFE#PIN G, BE4E PVV XEEMZEN PIN B PVV

Example

FEREFIP  RPSEEFTN (B8 ) 4 NBER  EhHEigRnEn PIN
block(PinData.PinBlock) 1 PVV(pinData.VerificationValue). £#&% A% PAN, Pin
Verification Key ( t8#8A PIN B4 €88 ). Pin Encryption Key# PIN E##ER.

LR SERESBERA TR31_ V2 _VISA_PIN VERIFICATION_KEY,

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --generation-
attributes VisaPin={PinVerificationKeyIndex=1}

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt",
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"EncryptionKeyCheckValue": "7CC9E2",
"EncryptedPinBlock": "AC17DC148BDA645E",
"PinData": {

"VerificationValue": "5507"

£/ PVV FERE MER PIN
Example

FELEFP | RPBBRIBFIEE PAN B PIN, PIN BERBZFASFERAEERBNIZ MM , I
HERIWEETLER (FFANBASURIE#IEHAM DFRAEENMRERMY ) . ATRELLE
A, BEERTHERETINE - MBVERN. ARNZERAZRNNER (BEBA IWK), PANSIK
EERFEMME (PVVEL PIN offset),

MR AWS R ZEIRZAEMEE PIN , BIEEE http/200, MEKERFH PIN 18 , BISEE http/400,

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/iviSksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=5507}" --
encrypted-pin-block AC17DC148BDA645E

"VerificationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"VerificationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"EncryptionKeyCheckValue": "7CC9E2",
}

ELXSBEEERHH CVV
CVV 5 CVV1 ZE#H LABRE W RNFHE. ©RECVW2 TR (FFATRIEARERLE

B)o

E-SRBUSH, EAKERES  SERY CVK ®EEF 3DES (2KEY TDES) £,

—RXEE 174



AWS [ REHRF EREES

® Note

CVV. CVV2 M iCVV £&HERELUNEE L  HEaXBm AL, e SERAHEEN SRS
#1 TR31_CO_CARD_VERIFICATION_KEY , BEEZHHEERAEEATEN£ER, Bl
FERBBN/BEBRRED , MATEHIFTR,

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CVV"}, {"Key":"CARD_BIN", "Value":"12345678"}]"

S EEFRSH , SFERETUN ARN R ERBEE (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqxyféqlqr",
"KeyAttributes": {
"KeyUsage": "TR31_CQ_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

I

"KeyCheckValue": "DE89F9",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
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"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

B TRRE®KeyArn® |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/r5203wbagxyfeqlare £ T~ — BB+ , BFEEREF,

E4% CVvV
Example

AL EHIF , BFGRIEERN PAN E£ CVV , HE AR PAN , IR ( 20 ISO/IEC 7813 FIES )
121, FHIBEAHE,

MEMBRANZE , 5528 API 2ZErRHFH CardVerificationValue1,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqxyf6qlqr --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CaxrdExpiryDate=1127,ServiceCode=121}"

{
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/r5203wbqgxyf6qlqr",
"KeyCheckValue": "DE89F9",
"ValidationData": "8@1"

B CVvV
Example

LRI |, ERPIEER CVKPAN, | BRERE 121, FHBHBARNRSHERMEN CVV A RER
EiEE PAN 89 CVV,

MEFREARANSE , 20 API 2Z1EEFH CardVerificationValuel,
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® Note

CVW FAREREWMANME (I CVV2), BEBEAREHMMKEL REBRERE—ZERHK
BE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/r5203wbqxyf6qlqx
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=121} --validation-data 801

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqgxyféqglqr",

"KeyCheckValue": "DE89F9",

"ValidationData": "8@1"

EESBEIRERHF CVV2

CVV2 RERLEFFEEREHENE K ARRLEBE., BRERFT , CHURBETERARNIER
L. RiFwm=ELRE CVV1 MHE , EEATENRBABE,

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CVV2"}, {"Key":"CARD_BIN","Value":"12345678"}]"

EESEERERSE , SEREFWUN ARN LR BB EE (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",
"KeyAttributes": {
"KeyUsage": "TR31_C@_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
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"KeyAlgorithm": "TDES_2KEY",

"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

},
"KeyCheckValue": "AEA5CD",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

BERL TR EBKeyArnty |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/7f7g4spf3xcklhzu, T —EZERH , BFEEHE,

E4% CVV2
Example
FEL gD |, KfIgA@A PANA-<HIBH B HIVIEE PAN E4£ CVV2,

WMEMBTHANZSE |, 528 API 2&18r A M CardVerificationValue2,

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/7f7g4spf3xcklhzu
--primary-account-number=171234567890123 --generation-attributes
CardVerificationValue2='{CaxrdExpiryDate=1127}"
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ERAEER

"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/7f7g4spf3xcklhzu",
"KeyCheckValue": "AEAS5CD",
"ValidationData": "321"

B CVV2

Example

R EFIH | BFIEER CVK WA, PANFHIBH BN Z HBRMAN CVV REEEE PAN &Y

CVVCVWV2,

MEMBTHANZSE , 528 ( API 22&18/) MK CardVerificationValue2,

(® Note

CVV2 MEMBMAREAERANE, it , EFf—EREHEEREDENIR,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier

arn:aws:payment-cryptography:us-east-2:111122223333:key/7f7g4spf3xcklhzu
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValue2='{CardExpiryDate=1127} --validation-data 321

"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/7f7g4spf3xcklhzu",
"KeyCheckValue": "AEA5CD",
"ValidationData": "801"

EESBERBERAICVY

iCVV £ EE CVV/CVV2 MEIEE L |, B iCVV REBRFE&F R,

HRHREES 999,

—REE
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BuEis

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value" :"ICVV"}, {"Key":"CARD_BIN","Value":"12345678"}]"

CEEEEFRSH , LF/ERETUL ARN SR EWBEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
c7dsi763r6s71fp3",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "1201FB",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

iEac MUK E8KeyArn# |, B8 arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/c7dsi763r6s7Ifp3, £~ —BALBH , BFEAF,
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E&EiCVV

Example

EREFIT  BFEREEN PAN EX ICVV , HE AR PAN, BRI ( W ISO/IEC 7813 FTESR )
%999 BRFIBHBAH,

MEREANSEY , F20 API 21 FH CardVerificationValue 1,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
c7dsi763r6s71fp3 --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999}"

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/c7dsi763r6s71fp3",

"KeyCheckValue": "1201FB",

"ValidationData": "532"

BREE iCVV
Example

A TETERE  WASK CVK, PAN, 999 MRS, FHBHAH , URXZHBREMHN iICVV BUETT
B,

WMEMETANSY , E28 ( API 2Z&18/) FH CardVerificationValue1,

® Note

iICVW AREAEZEWANE (WM CVV2), BEBEARE EMV/IER L, BEZEREE—FHE
RERRE.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/c7dsi763xr6s71fp3
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--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999} --validation-data 532

{
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/c7dsi763r6s71fp3",
"KeyCheckValue": "1201FB",
"ValidationData": "532"

B 3% EMV ARQC ¥ E 4 ARPC

ARQC (Authorization Request Cryptogram) 2H EMV ( &5 ) FEENZRBHESE L ARBREXZH
MEAURREFNERA. TE2aRBFH. RE#AIXZETEFNER,

ERENWEFEFE , MENEASRMARE AWS TREBHFE  EHRESERATEREL , WEX
SREHENEETLER, REEAEEMS , THLUMN MAC, EMV 4.4 Book 2 ERMEEW={ERH :
SRITEFRZE (BABRAIERERSEE -CSK), MEEX—XNHXRZEHB. REEARBNELERENSE
(ARPC),

BRI FRARALUEEEMANEMZZ M , ELMULRANIEF, it (BEECRA ) IRE
ENITERREEFE , WREEAXHRNEMWIED

MBEFHMEN , FSB APl EEEFH VerifyCardValidationData.

=ik ¥

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS,6 KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN18"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

CIEECEF RS , SFERETUL ARN SR E|BEME (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
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"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

B TRRE®KeyArn® |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/pw3s6nl62t5ushfk, £ T —EFZBH , EEEZAE,

E4% ARQC

ARQC ZH EMV FE4%. Fit , AWS REBREFRIEELELEASHNRE. ERNAEEN , 572
EAETERLER  TEEEENAR , AREESREERHENEAE.

ER¥E ARQC
Example

MR AWS FRBIHMEENRE ARQC , BIZEE http/200, 5FE ARQC 2% , ATLURERH
ARPC (EfE) WBEEEEF,

$ aws payment-cryptography-data verify-auth-request-cryptogram
--auth-request-cryptogram 61EDCC708B4C97B4 --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--major-key-derivation-mode EMV_OPTION_A --transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F2201030000000000000000000¢
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--session-key-derivation-attributes="'{"EmvCommon":
{"ApplicationTransactionCounter":"000B",

"PanSequenceNumber":"01", "PrimaxyAccountNumber'":"9137631040001422"}}' --auth-response-

attributes="'{"ArpcMethod2":{"CardStatusUpdate":"12345678"}}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4",

"AuthResponseValue":"2263AC85"

ELEMERTE EMV MAC

EMV MAC & MAC , €8 EMV "‘E%iﬁmﬁi)\ , RBHEENERHIT 1IS09797-3 (BE)
MAC., EMV MAC ﬁa}ﬂﬁéﬂ%ﬁ%n EEEMV F |, IR EIESTE,

@ Note

AWS N REBBREFFISRJFETHENRNET., IFESTENRERTFHMER
R+ F Mo

BESHEENS

MEFMET , 552 AP BEEF M MacAlgorithmEmv,

&
- BUSH
- E4% EMV MAC

Busil

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_E2_EMV_MKEY_INTEGRITY,KeyClass=SYMMETRIC_KEY,KeyModesOfUs
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN18"}, {"Key" :"CARD_BIN", "Value":"12345678"}]"

CIEECERFRSH , SFERETUA ARN SR EW|BEE (KCV).

IlKeyll : {

—REE


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_MacAlgorithmEmv.html
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"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_E2_EMV_MKEY_INTEGRITY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

iy
"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

FBEC FMRERE®KeyArnfy |, B30 arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/pw3s6nl62t5ushfk, £ T~ —EFZBH , EEEZAE,

E4% EMV MAC
HANRERBRREFEEL EMV BT (HINFABERHE ) K SALGTEEE (FTEREF
FH—RME®R ) , REEE MAC, A%, % + MAC BEXEEEANFH. BT EEEFRR

B AWS A RE R R=EEE,

(® Note
A SEARKEEMEER (HlW0 PIN) WS, EMV Encrypt ATk is S&ES , EFWY
I m 2B MENERMR IR R TEREST
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AEER

ASERTE APDU EBRMT T, HASUERBEEMBMTRE , {BLLE =2 unblock
(84 24 00 00 08) iy APDU 1258 , #HEEE ATC (0007) , RER LT B M ARQC
(999E57FDOF47CACE). IREFEERF LM AE.

THEREBRSEBITEESR
A ESTERRESENELESR. EMV_COMMON_SESSION_KEY BERARIEE , M
EMV2000 | AMEX | MASTERCARD_SESSION_KEY | VISA 2 AJ LA fE A,

MajorKeyDerivationMode

EMV EBENX A, BHC, EXARKRERN , M AWS IREBBHFE I EEN A TERX
Bo
PAN

MRS BERER MM 5A 3 1508583 Wy 2 M |, B AT BAREF A RGTHEEY,
PSN

FHREFH. WMRARERM , F#EA 00,

SessionKeyDerivationValue

ERSEITERRITEERN . S L2 9F26 BIH % — 18 ARQC(ApplicationCryptogram) ,
AT AR 9F36 HE —{8 ATC , EBBEURRITE R R,

15
ERHSEHBER , WFEA ISO/IEC 9797-1 B FZE 2,

Example

$ aws payment-cryptography-data generate-mac --message-data

84240000080007999E57FDOF47CACE --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk --message-
data 8424000008999E57FDOF47CACEQQ007 --generation-attributes
EmvMac="{MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumber="'00"',PrimaryAccountNumber="2235

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4",
"Mac":"5652EEDF83EAQD84"
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}

gH¥t PIN 2EE4E EMV MAC

EMV PIN &4 7TMERE : ARTERESEBES MAC , URAEMV &5 F ERBHSR PIN 2F i
HHH PINe REEPINBERERAF FLNELEER/MME (BNBEREER ) , TEERTT,
ERFFAZTESFHPING , BFHM PIN BXEE MAC —EBZ£hERERFH  UBEGSHNEE

M, BESFERLINEE,

(® Note
MRBRAEBEEGCEREFRS , BFAEESE PING , FEZEWA ARPC CSU SEXE EMV
MAC 5%,

MEFMEF , 52 AP BEF M GenerateMacEmvPinChanges

¥ PIN 2E E4 EMV MAC FMNZ PIN

WREEEMELE - ARELE MAC B EMV TE M4 248 (KeyUsage :
TR31_E2_EMV_MKEY_INTEGRITY) , AR AR PIN K EMV #ZHE £ (KeyUsage :
TR31_E4_EMV_MKEY_CONFIDENTIALITY), BEMNFEERIKEFEEL EMVPIN BEEDHE
HhGERTEIESEN MAC MMMZNHF PIN, A% , s SFMEN PIN EEE R UEHBER
PIN, #am R EEZEFHBH AWS FREERENEE,

AEEH

NEERITERTEIESHN APDU 1. RBTFTERJBUBUNRE,
ez PIN [E3

BEXEERHEWNENE PIN B, EXEMEA PIN RSB HAMNRERE,
T8 PIN PEK 3% 512

RRMEZR PIN BN IR | REBEEELL AP
ZEEATENLER

FAREL MAC B EMV ZE#$48 (KeyUsage : TR31_E2_EMV_MKEY_INTEGRITY),
ZEEAME MR

FAR PIN I EMV #3314 ©48 (KeyUsage : TR31_E4_EMV_MKEY_CONFIDENTIALITY),

— BB e


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyAuthRequestCryptogram.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GenerateMacEmvPinChange.html
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MajorKeyDerivationMode

EMVEZTHEAA BHC. EXARKERN , M AWS S RZHR=Z B oI EERX A FER
BO

Mode

mEEN |, BERAR PIN 2FR/Fm CBC,
PAN

WRFHRES , BE O E&R AW 5A = 1SO8583 #f 2 FERA |, B Al BARE~ A RFEHEL

PanSequenceNumber

TRF#HR. MRKRER , F@A 00,
ApplicationCryptogram

EEETERERITEER , BE MM 9OF26 N&E—E ARQC,
PinBlockLengthPosition

EE PIN BIRRENRIBMNE. BEREA NONE, NMRETREE , FRELHFHARRE,
PinBlockPaddingType

IBE PIN BHRIERER, BEREAS NO_PADDING, MNBERFHEE K BFRELNEEHIRR
o

Example

$ aws payment-cryptography-data generate-mac-emv-pin-change \

--message-data 00A4040008A000000004101080D80500000001010A04000000000000 \

--new-encrypted-pin-block 67FB27C75580EFE7 \

--new-pin-pek-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt \

--pin-block-format ISO_FORMAT_O \

--secure-messaging-confidentiality-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yijbwtxx64pi \

--secure-messaging-integrity-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/pw3s6nl62t5ushfk \

--derivation-method-attributes

'EmvCommon={ApplicationCryptogram=1234567890123457,MajorKeyDerivationMode=EMV_OPTION_A, Mode=CE
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{
"SecureMessagingIntegrityKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/pw3s6nl62t5ushfk",
"SecureMessagingIntegrityKeyCheckValue": "@8D7B4",
"SecureMessagingConfidentialityKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yijbwtxx64pi",
"SecureMessagingConfidentialityKeyCheckValue": "C1EBS8F",
"Mac": "5652EEDF83EAQD84",
"EncryptedPinBlock": "F1A2B3C4D5E6F7A8"

}
T

« Visa B EHRH
» Mastercard 43 E R &

« American Express 43 EH
- JCB BEHHE

Visa 5 EHH

FE

« ARQC - CVN18/CVN22

« ARQC - CVN10

« 3DS CAVV V7

- dCVV ( BhEERERFE{E ) - CVN17

ARQC - CVN18/CVN22

CVN18 1 CVN22 S €8OTEM CSK &, BUMRZEREEMELS Z2BEMTE - MEERE
RZERWUNEFMERN , B2REAFRMN.

ARQC - CVN10

CVN10 2—EREMN EMV X Z Visa 5% , FABEFHFEBITEMIET/ERE (BEXRS ) 17
£ iERATRNAS, MERSABWHEBENR  FEiE FRURSGHFMER.
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BuEis

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS,6 KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN10"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

CEEEEFRSH , LF/ERETUL ARN SR EWBEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl162t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

3,
"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

iEac MUK E8KeyArn# |, B8 arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/pw3s6nl62t5ushfk, ET—RBALZ R+ , BFERE

MR ERE 190



AWS [ REHRF EREES

Ea 3% ARQC

Example
L EHIP |, HFEBRFEEM Visa CYN10 EEH ARQC,

MR AWS T RZRIBMFEMERT ARQC , RI=ZEE http/200, WMRKEFE arqc , IEEE http/400
o],

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \

--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \

,"PrimaryAccountNumber":"9137631040001422"}}"

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4"

}

3DS CAVV V7

¥ Visa Secure (3DS) X5 , B1TEFEUEHI[AARES (ACS) BE4L CAVW (B FASDTBF

B). CAW BB FASIRBZLENTEE  EREEIIBRBEXZBRME—H , LHRERA S FHE
BERM, CAW VI R ZNHEMENBEZERE  CEBRERE. BESENBERNERK,
EBEEAR , CERLEXRZAENZBIRERE,

CAVV V7 L\RIBHREZSNFEA CV EERE  HRAHCEET/ENFER, NENAEERAUNEE
CAVV V7 A& , eZ2BEENE =75/ Visa X,

Bu&is

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CAVV-V7"},
{"Key" :"CARD_BIN","Value":"12345678"}]"
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CIEECEFRSH , FERETUA ARN SR EWBEME (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
dnaeyrjgdjjtwedk",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

1,

"KeyCheckValue": "F3FB13",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

EEEKeyArnfRER£88H |, Bl arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/dnaeyrjgdjjtwbdk. £ T —{EZBRF , BEEAE,

B4 CAVV V7

Example

EHESH  BFISAEARABPEERANBERZEL CAV V7, Fi8  HRILESEER , M
TR EEER/EHRER , Rt FERFIMUERTSEA

BRI ERE 192



AWS [ REHRF EREES

MEMEUTANSE , F28 API 2E1EM®P K CardVerificationValue1,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
dnaeyrjgdjjtwedk --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CardExpiryDate=9431,ServiceCode=431}"

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
dnaeyrjgdjjtwedk",
"KeyCheckValue": "F3FB13",
"ValidationData": "491"
}

BR3¥ CAVV V7

Example

HREBE , MAR CVK, FTENBAENRSBMRMHN CAVY LHETRE.
WEMBATANSE , F2E API 2EE’RP M CardVerificationValuel.

(® Note

CAV T REAEZEWMANE (Hl0CVV2), MEHETE ACSFTE, EEZERAE 2R
HEFRRE

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/dnaeyrjgdjjtwedk
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel="'{CardExpiryDate=9431,ServiceCode=431} --validation-data 491

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
dnaeyrjgdjjtwedk",
"KeyCheckValue": "F3FB13",
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"ValidationData": "491"

dCVV ( BIAE-REREME ) - CUN17

dCVV ( BiRE+ERF®ME ) & Visa FENBREZERE , AREEBNXEMV RS, EBARH EMY
WERBABERZEEH —WRBEREMERNZSM, dCVV EHBA , BREETERSHKE
(PAN), PAN F%% (PSN), FEARRXXZETEES (ATC). TAEARBIERER, eEXEwWHNHA
#/ , BEXE5 E#H CYN18 SHMRE EZEUK,

MEFABEAANSE , F28 APl 2188 K DynamicCardVerificationValue.

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS,KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE", "Value" :"DCVV"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

CIEECEFRSH , FERE\ETUA ARN SR E|BEME (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
mw7dn3gxvkfh8ztc",
"KeyAttributes": {
"KeyUsage": "TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

iy

"KeyCheckValue": "A8E4D2",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,

BRI ERE 194


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DynamicCardVerificationValue.html
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"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2025-02-02T11:45:30.648000-08:00",
"UsageStartTimestamp": "2025-02-02T11:45:30.626000-08:00"

R TRRE®KeyArn® |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/mw7dn3qxvkfh8ztc, FE T —fEZ B+ , BEEME,

E4 dcvv

Example

A EHIF , BFERIEEBX EMV RBELE dCVV., B A 3D PAN, PAN Fik, ERAEXXRZFH
¥R, TURANEFNERER,

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/mw7dn3qxvkfh8ztc \
--primary-account-number=5111112627662122 \
--generation-attributes
DynamicCardVexrificationValue="'{ApplicationTransactionCounter=01, PanSequenceNumber=00, TrackData

\
--validation-data-length 5

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
mw7dn3gxvkfh8ztc",

"KeyCheckValue": "A8E4D2",

"ValidationData": "36667"

F3E dCVV

Example

FEHEflP  BASRIRZHBERMN dCVV, BDARBEAREE NHERER A LETRE,
MR AWS I REERZELNEE , MISED http/200, MR KRERFE , AIEEE http/400 EFE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333: key/mw7dn3qxvkfh8ztc \
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--primary-account-number=5111112627662122 \

--validation-data=36667 \

--verification-attributes
DynamicCardVerificationValue="'{ApplicationTransactionCounter=01,PanSequenceNumber=00, TrackDats:

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
mw7dn3qgxvkfh8ztc",
"KeyCheckValue": "A8E4D2"

Mastercard 43 E B &
*rE

« DCVC3

« ARQC - CVYN14/CVN15

« ARQC - CVN12/CVN13
« 3DS SPA2 AAV

DCVC3

DCVC3 €8/ EMV CSK #1 Mastercard CVN12 #&#8 A , ¥RREABHESRBNE—8BHE, ©F
BtUEEHFAREMERARS, FILEED , A A PAN, PSN, Track1/Track2 E¥l, HEETERIN
HEMRZETEET (ATC),

Bueis

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS,KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE", "Value":"DCVC3"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

CEEENEFRSH , LF/BETUL ARN SR EWBEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
hrh6qgbi3sk4y3wq",
"KeyAttributes": {
"KeyUsage": "TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS",
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"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

B TRRE®KeyArn® |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/hrh6qgbi3skdy3wq. ET—ELZRF , ZFEAE,

E*% DCVC3

Example

#ADCVC3 BERHAGRHFEL , BAFEEL , HlnELEMlF

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--primary-account-number=5413123456784808 --generation-attributes
DynamicCardVexificationCode="{ApplicationTransactionCounter=0000, TrackData=5241060000000069D13

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4",
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"ValidationData": "865"

B3 DCVC3

Example

e gEHIF , HI§ERE DCVC3, FAEE , ATC BMATAAEMRFREM , Sl , 58 11 BRTR
# 000B, LARITEEE 3 LB DCVC3 , At MMREEFHETF 4 (H5) LBNE , RFBEEAF T,
EEEE 3uBAL (Hlm 15321 EREHRIERESR 321).

MR AWS RBIHmEEIRE , MISEE http/200, MRAKRFE , AIEED http/400 B FE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--primary-account-number=5413123456784808 --verification-attributes

DynamicCardVexrificationCode="'{ApplicationTransactionCounter=000B, TrackData=5241060000000069D13
--validation-data 398

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4"
}

ARQC - CVN14/CVN15

CVN14 #1 CVYN15 EHE€HTEM EMV CSK Fit, BUMRZEREEMESL Z2BEFTE - 0
FEBXZERWUNGFMERN , F2REARMN.

ARQC - CVN12/CVN13

CVN12 #1 CVN13 2iEFRAMN EMV X ZHEE Mastercard B EH % , AISEETEANEBFZMAZEI
S0TE , UERATEINAS., MERBANSNVHEEENR , BBE BH,

Buel

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_EO@_EMV_MKEY_APP_CRYPTOGRAMS,b KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN12"}, {"Key" :"CARD_BIN", "Value":"12345678"}]"

EESEERERSE , ERETUN ARN LR E®BEE (KCV).
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"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

1,

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

SR TR E®KeyArndy |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/pw3s6nl62t5ushfk, £ F—EL B+ , BREERE,

s ARQC
Example
EHEHIP |, RIIASERFHER Mastercard CVN12 4K ARQC,

MR AWS T RZRBmMEFEMERT ARQC , RI=ZEE http/200, WRKERFE arqc , HIEEE http/400
ol e,
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$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram 31BE5D49F14A5F01 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F2201030000000000000000000¢
\

--session-key-derivation-attributes="'{"MastercardSessionKey":

{"ApplicationTransactionCounter":"000B", "PanSequenceNumbex":"01", "PrimaryAccountNumber" :"541312

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

3DS SPA2 AAV

SPA2 ( R&IRERAEN ) AAV (IRFE 2 5REE ) AN Mastercard 3DS X5 ( BB A
Mastercard ZERZE ), EAMFH HVAC # MAC EEXENEFEERZRHFERES 2 RTE. FH
REBEERNMHEARESBELE AAV,

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=HMAC_SHA256, KeyUsage=TR31_M7_HMAC_KEY, KeyClass=SYMMETRIC_KEY,b KeyModesOfUse="{Gene
--tags='[{"Key" :"KEY_PURPOSE", "Value" :"SPA2_AAV"},
{"Key" :"CARD_BIN","Value":"12345678"}]"

CEECEFRSH , FERE\ETUA ARN SR EWBEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-west-2:111122223333:key/
g5vjtshsg67cz5gn",

"KeyAttributes": {
"KeyUsage": "TR31_M7_HMAC_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "HMAC_SHA256",
"KeyModesOfUse": {
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ERAEER

"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

}I

"KeyCheckValue": "C661F9",
"KeyCheckValueAlgorithm": "HMAC",

"Enabled": true,
"Exportable": true,

"CreateTimestamp":

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

B TRREBKeyArn® |, HI40 arn : aws : payment-cryptography : us-west-2 : 111122223333 :

key/q5vjtshsg67cz5gn., ET—EL R+ , BEERE,

B4 SPA2 AAV

Example

A EHIF , HFEER HMAC MAC B4 E4L SPA2 AAV NE1TE S D BRFEE (AV) The

AEE

HESERBNREZBTEEA. AREBNKAREERE Mastercard Y SPA2 4% , tLEHIW AR KE,

(® Note

R Mastercard BIEHIE | LU 1AV A AAV B,

$ aws payment-cryptography-data generate-mac --key-identifier arn:aws:payment-
cryptography:us-west-2:111122223333:key/q5vjtshsg67cz5gn --message-data
"2226400099919520FFFFd8b448be65694fe7b42f836bad396e9d" --generation-attributes

Algorithm=HMAC --region us-west-2

MR ERE
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"KeyArn": "arn:aws:payment-cryptography:us-west-2:111122223333:key/
g5vjtshsg67cz5gn",

"KeyCheckValue": "C661F9",

"Mac": "6FB2405E9D8A4C1F7B173F73ADD1A6DC358531CABOE9994FC5B62012ADDESLFC"

BR ¥ SPA2 AAV
Example
T EEHIH |, HPIAEERTE SPA2 AAV, REMBENASERN MAC EUHERE.

MR AWS T REZERZELNEEE MAC , BIEED http/200, IRAKERFE MAC , BIEEE http/400 [E
FE.

$ aws payment-cryptography-data verify-mac --key-identifier arn:aws:payment-
cryptography:us-west-2:111122223333:key/q5vjtshsg67cz5gn --message-

data "2226400099919520FFFFd8b448be65694fe7b42f836bad396e9d" --mac
"6FB2405E9D8A4C1F7B173F73ADD1A6DC358531CABOE9994FC5B62012ADDE9LIFC" --verification-

attributes Algorithm=HMAC --region us-west-2

"KeyArn": "arn:aws:payment-cryptography:us-west-2:111122223333:key/
g5vjtshsg67cz5gn",
"KeyCheckValue": "C661F9"

American Express 45 EH

i

+ CSC1

+ CSC2

+ ICSC

« 3DS AEVV

CSC1

CSC % 1 IlRth A Classic CSC JEE X, ARIEAILURM 3, 4 = 5 VBRI,
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MEFMETUANSE , F2H API 2E1ERF I AmexCardSecurityCodeVersion1,

BUSH

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CSC1"}, {"Key":"CARD_BIN","Value":"12345678"}]"

CIEECERFRSH , FERETUA ARN SR E|BEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

},

"KeyCheckValue": "8B5077",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

SR TR E®KeyArn® |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/esh6hn7pxdttzgq. £ F—ELS B+ , BEERE,
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E 4 CSC1

Example

$ aws payment-cryptography-data generate-card-validation-data --key-
identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq --primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersionl="'{CardExpiryDate=1224}"' --validation-data-length 4

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq",

"KeyCheckValue": "8B5077",

"ValidationData": "3938"

BR3¥ CSC1

Example

FELLE B , HRPIEERE CSC1,

MR AWS R R EREEMERE |, BSED http/200, WRAEEE , AIEEE http/400 EFE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/esh6hn7pxdtttzgq
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersionl='{CardExpiryDate=1224}'"' --validation-data 3938

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
eshéhn7pxdtttzgq",
"KeyCheckValue": "8B5077"
}

CSC2

CSC % 2 IRt BB AHEMHE CSC EEE, RBALRM 3, 4 T 5 UBHRE, CSC2 WIRBIHTEER
000,

MEFAERRANSE , B28 APl 2E158E K AmexCardSecurityCodeVersion2,
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BuEis

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, KeyModesC
--tags="[{"Key":"KEY_PURPOSE","Value":"CSC2"}, {"Key":"CARD_BIN","Value":"12345678"}]"

CEEEEFRSH , LF/ERETUL ARN SR EWBEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
erlm445gvunmvoda”,
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "BF1077",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

iEac MUK E8KeyArn# |, B8 arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/erim445qvunmvoda. £~ —ELBR+ , BEZAHE,
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B4 CSC2

Sl  RASELERES 48 CSC2, CSC TILEARES 3, 4 = 5, ¥ American
Express , PANsFER 15 {8 , ML 34 = 37 F5H, BHAHBEERNA YYMM, REABEEFT
TE - REENFM , BHEEES 000, 201 = 702

Example

$ aws payment-cryptography-data generate-card-validation-data --key-
identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
erlm445qvunmvoda --primary-account-number=344131234567848 --generation-attributes

AmexCardSecurityCodeVersion2='{CardExpiryDate=2412,ServiceCode=000}' --validation-
data-length 4

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda",
"KeyCheckValue": "BF1077",

"ValidationData": '"3982"
}

En7¥ CSC2
Example

ELEHIP |, EFIEERE CSC2.

MR AWS RBIHmEESRE , MISEE http/200, MRAKRFE , AIEED http/400 B FE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda
--primary-account-number=344131234567848 --verification-attributes

AmexCardSecurityCodeVersion2='{CardExpiryDate=2412,ServiceCode=000}' --validation-data
3982

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda",
"KeyCheckValue": "BF1077"

}
iCSC

iICSC thiBATRRE CSC EE L , MM CSC % 2 ket H. RBBATLARA 3. 4 3 5 UBH RIS,
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£ A AR AC 1% 999 FHEBIE /Y iICSC, AR 702 FHEIFEBN /Y ICSCo

MEMBTANSEY , 52/ API 2EERYPH AmexCardSecurityCodeVersion2o

BUSR

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(
--tags="[{"Key" :"KEY_PURPOSE" ,"Value":"CSC1"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

CEECEFRSH , FERE\ETUL ARN SR E|BEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-1:111122223333:key/7vrybrbvjcvwtunv",
"KeyAttributes": {
"KeyUsage": "TR31_CQ_CARD_VERIFICATION_KEY"
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
},
b
"KeyCheckValue": "7121C7",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,
"Exportable": true,
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"CreateTimestamp": "2025-01-29T09:19:21.209000-05:00",
"UsageStartTimestamp": "2025-01-29T09:19:21.192000-05:00"
}
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iEac MUK E8KeyArn#Y |, B30 arn : aws : payment-cryptography : us-east-1 : 111122223333 :
key/7vrybrbvjcvwtunv, ET—EZBRF , BFEERE,

EX£iCSC

FgEslF RIS AERARBRE 702 WBEXFREEREAR 4 ICSC, CSC AIUELERER
3, 42 5, ¥ American Express , PANsFEA 15 (V8 , LA 34 =% 37 FISE,

Example

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtunv
--primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1224,ServiceCode=702}"' --validation-
data-length 4

{
"KeyArn": arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtunv,
"KeyCheckValue": 7121C7,
"ValidationData": "2365"
}
B 7 iCSC
Example

I | HFIEEREE ICSC.

MR AWS R BRERZEHERT | BSEE http/200, WRAERFE , AIEEE http/400 EFE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtunv
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersion2="'{CardExpiryDate=1224,ServiceCode=702}"' --validation-data
2365

"KeyArn": arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtuny,
"KeyCheckValue": 7121C7
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3DS AEVV

3DS AEVV (3D Z£tRFEERFEE ) AR American Express 3-DZ £ &0 BF., ©EMHEE CSC2 HE
VEEE , EEETRANWASE. B AHMUEEASLERNN (Mg ) R, BERERBEEE
AEVW S BBRERAB (1 L) MEF-_EXBIBERBQCULE ). WHREES 3 UE.

MEFMEUANSE , F2H API 2E1ERF I AmexCardSecurityCodeVersion2,

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(
--tags='[{"Key" :"KEY_PURPOSE", "Value":"3DS_AEVV"},

{"Key" :"CARD_BIN","Value":"12345678"}]"

EESEERERSE , ERETUMN ARN LR E@®BEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kw8djn5qxvfh3ztm",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY"
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
I
},
"KeyCheckValue": "8F3A21",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,
"Exportable": true,
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
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"CreateTimestamp": "2025-02-02T10:30:15.209000-05:00",
"UsageStartTimestamp": "2025-02-02T10:30:15.192000-05:00"
}

BERL TR E®KeyArn |, BTN arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/kw8djn5qxvfh3ztm, £ F— AL B+ , LEERZ,

E4% 3DS AEVV

EREFH  RPSEERES 3H 3DSAEVY, B ABHMVISEETABN (FEE ) SRE (5
m 1234) , MRERBEEE AEVV o RFBERNE (1 LB ) MEFE-_EXBINE 2 &) , 4
ms543 , HHh 5 B RF|ERAKT , 43 BE_EXBTHNRE. ¥M American Express , PANsFE A
15 {8 , LA 34 = 37 BHEE,

Example

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
kw8djn5qxvfh3ztm --primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1234,ServiceCode=543}"' --validation-
data-length 3

{
"KeyArn": arn:aws:payment-cryptography:us-east-2:111122223333:key/kw8djn5qxvfh3ztm,
"KeyCheckValue": 8F3A21,
"ValidationData": "921"

}

BR% 3DS AEVV

Example

U EEHlF |, EPIASERE 3DS AEVV,

MR AWS REZBRZFLARE  AEEE http/200, MREARERFE , AIEEE hitp/400 EFE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/kw8djn5qxvfh3ztm
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1234,ServiceCode=543}"' --validation-data
921
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{
"KeyArn": arn:aws:payment-cryptography:us-east-2:111122223333:key/kw8djn5qxvfh3ztm,
"KeyCheckValue": 8F3A21
}
JCB HEKH
£

+ ARQC - CVN0O4
« ARQC - CVNO1

ARQC - CVN04
JCB CVNO4 EEAEMITEN CSK HiE. MERBRZERMUNFMENR , FBRHEXMH.
ARQC - CVNO1

CVNO1 BR—EBEMN EMV X5 JCB 5% , FASAFHERITEMFETERER (BEAXS ) 7
4 ERTENEASR, Visa tbEFEALFAS Rt txEBEEXRER , IEECHAR JCB, MNF
EARARNEBER , BBEE R

Bueis

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_EO@_EMV_MKEY_APP_CRYPTOGRAMS,b KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN10"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

CIEECEFRSH , FERE\ETUA ARN SR E|BEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,

BRI ERE 211



AWS [ REHRF

ERAEER

"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

},

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

FERL TR ERE8KeyArnty |, HIE0 arn : aws : payment-cryptography : us-east-2 : 111122223333 :

key/pw3s6nl62t5ushfk, T —ELERF , BEERE,
ERSE ARQC

Example

LB |, TFEEBRFEEM JCB CYNO1 B4R ARQC, EfEAHE Visa HEMEREE RS2 #

K E M,

R AWS FREZEiR=EEMERE ARQC |, BIZEE http/200, MRKERFE arqgc , BIZEE http/400

)

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-

cryptogram D791093C8A921769 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

pw3s6nl62t5ushfk \
--major-key-derivation-mode EMV_OPTION_A \
--transaction-data

00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \
--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \

,"PrimaryAccountNumbex":"9137631040001422"}}"'
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{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"
}
= *h S m
MR EIEREN

WEHE, PSPs#l Payment Facilators BEEFHEBRTETAN —HERBREER. TARMTE -

R (BHRFERBER ) TRHANKKRENE K BEFEERRWER. Decrypt Data M Encrypt
Data XE&EH % , 41% TDES. AES # DUKPT T4 Hif. AWS (N BREBHRERBEAF LES
PCI P2PE € , 3 254 PCl P2PE &% st if,

TranslatePin

RTH#IPCIPIN G , HERRETLHELRAR , TEESFAZNREEN. At , 5
EENSRRERR TRRR (HINNRERRRTE )  FECAERTRKRHRERAN SR
TENSBREFNME. £ servicebbb ZLAEMBEN PIN R —ELBBRAS—EEH , A
A ST Pin, EALL@S , BALAE TDES. AES # DUKPT $T4&S&EH R BERER |
LA 1SO-0, ISO-3 # 1SO-4 EHEMERER.

VerifyMac

RENRER RO ERTEER MAC , IERERKRESHPIER, BFE Mac M GenerateMac

EETEKEBRAT , 83F TDES. AES 1 DUKPT £T4H i , A8 1SO-9797-1 SEE %
1, 1S0-9797-1 J&E % 3 ( & MAC) #l CMAC B iiTfEELE A -

BRESBAT —AMREREASBARBHRFZJIRE , G0 EncryptData. B WM REERIR
(flnEEEFAXZ L)  YERERGKSBMREARKR , TFERLRRE. SHSBTHE
softPOS/Mpoc S HE Mt f# R R —EB5 -
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AWS [ REHRF EREES

® Note

ETARKEBER AWS ARBREENHERE , AFEBREFCREEUREARYE , M
MR ERATRVE B RNER amn BE.

THREZREEDIR

* EncryptData
* DecryptData
* ReEncryptData

* TranslatePin

THEHBRERFEZGTEADESR, FHERT , SRIAFFTREREFEZ RN IR SR (KEK)
(UL TR-31 BAEBRESH/BHPREMYM ). SRESRES DO NBERAR , UBERBERG TR B R
D MEREXER,

Example

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/ov6icy4ryasbzcza
--cipher-text 1234123412341234123412341234123A --decryption-attributes
'Symmetric={Mode=CBC,InitializationVector=1234123412341234}" --wrapped-key
WrappedKeyMaterial={"Tr31KeyBlock"="D0112DOTNOOEQOOOBO5A6E82D7FC68B95C84306634B000ODA4701BEIBC(

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryasbzcza",

"KeyCheckValue": "QA3674",

"PlainText": "2E138A746A0032023BEF5B85BA5060BA"

BIZE PIN 15

THEHBREADESRNEFENGT , KDESREFLH¥XFENERTEESR (AWK).
EEBERT , EASBARNTRIELE KEK) , ARKE TR-31 BRXREHNBE PIN NEE
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i® (PEK), BH£SREZRE NWEBAE  POLIR B D WEAEN, BHLSBEBAIFTRE BEENE
$8TR31_PO_PIN_ENCRYPTION_KEYA Encrypt=true., Wrap=true FJ{EHE

Example

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block

"C7005A4COFA23E02" --incoming-translation-
attributes=IsoFormat@="'{PrimaryAccountNumber=171234567890123}"

--incoming-key-identifier alias/PARTNER1_KEK --outgoing-key-
identifier alias/ACQUIRER_AWK_PEK --outgoing-translation-attributes
IsoFormat@="{PrimaryAccountNumber=171234567890123}" --incoming-wrapped-key
WrappedKeyMaterial={"Tr31KeyBlock"="D0112POTBO0OS000OEB5D8E63076313162B04245C8CE351C956EA4A16C(

"PinBlock": "2E66192BDA390C6F",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",

"KeyCheckValue": "QA3674"
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AWS {3 7R 2 5w 7 RY [ 13045 € Th Ae

REDRURRESFEN , TEUEMANER, ELNREEARTHPFMRNA.

AS2805

Australia Standard 2805 (AS2805) R X EARFHRHARR ZZEFEIRNZFELE, ©H Standards
Australia #E., ZXITE 6 AEHE , FERAERN I MBELENTZEE,

% 6 S IR SR E A 5|host-to-host(node-to-node BAM AR R BRmEER , MEMIF BIRE
HttfEmE, EEFHREREmEE &L TDES AERE,

(® Note
AS2805 H #i AJ 7 ap-southeast-2 BEHEA. ERETANKRERTIHMES,

AS2805 EEMEEMLEFZZR , HENT,
SRRE

KBS EBRMT R TR-31/X9.143. AWS Payment Cryptography Ff) &8 EH |, ISFrES8E
RARIPHSIBELR , BAFFFER AS2805 ERXEBHTEA, EHMHE,

EQEin

AS2805 X EFFEMN LR, MEMEBEHMBEEELALRET (MAC), efEEARELE,
Pin Ei#

AS2805 BBEXZ EEME— PIN NEZEESWBHSWOTERN . E W LLAREX DUKPT, HER
DUKPT EFIXX Z 5T 825 , AS2805 A RHBRZER ( EHBENIZEHE )

EREFREE KEK , ARBRABXWITHEER , HI0 PIN 2R, EEMAIRF , KEKFTEX
e, WEMA KCV #ThRE.

AS2805 EARBENHE  MARERER , MRASREANES (NK—) AR, UTEE
AEREAN, BEHIBTHOEBREREE , AWS (REBHFEONNESBNSRER S BMRS,
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AS2805 & ig¥EAY AWS I REGR=SRER

TERMINAL_MAJOR_KEY_VARIANT 00 TR31_KO_KEY_ENCRYPTION_KEY

PIN_ENCRYPTION_KEY_VARIANT 28 TR31_P0O_PIN_ENCRYPTION_KEY

MESSAGE_AUTHENTICATION_KEY TR31_MO0_ISO_16609 MAC_KEY

VARIANT 24

DATA_ENCRYPTION_KEY_VARIANT 22 TR31_D0_SYMMETRIC_DATA_ENCR
YPTION_KEY

VARIANT_MASK_82, VARIANT_MASK 82C0 KEK BRFEEFHAIAMNIEIE, ELLWBAER
TR , TEH RBFR.

BREREWMEER , 6% 1 SR 2, THSHGREDR 1 NAERE. AWS TRERFREIEEFW
HIEY APIs,

e

- YA 2| (KEK) X

- KEK B &

- BEUNEHITEES

- EHTESEB

- EREE

« Mac EEMERFE

PR EIR (KEK) it

f£ AS2805 &, B—IREE HCH KEK, KEK(s) RIEBEBRREERE/ X SRV SHERXSE
node2 B , H$EANEZXIREI®. KEK(r) 2H opposite(node2) iR K £i8,

(® Note

ELEMERMEHN - —REVSR (EXK) , Z-WERIER. Ait , EEKEY1, B#
Bi%E 1 LT8R KEK(s) , EEIR 2 LA KEK(r)o
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AS2805 H KEK ik = 283 R = TR31_KO_KEY_ENCRYPTION_KEY , B A EMARREZHR
ZF L MARERER, SHEE AS2805 6.1 FEZHMN TERMINAL_MAJOR_KEY_VARIANT_00

SR
1.8 7%

58 CreateKey api B3 £3%. ##EE T TR31_KO_KEY_ENCRYPTION_KEY BRI £18
2. REH node2 LB 5%

SRE I LS F 5 3T KEK, ¥ AS2805 , RE R EES %2 RSA Wrap,
3. KEKs

F‘Dﬁ

Big LIRERE | B node2 REINBEWREB
£ ECDH , BIfTE SR ) o

4. [EA KEKr

o BEEAZBREITELURESR (MR

BIRLEREE , ZEELNESRBEEEE node2, LZEEAZBRITEAEZ | BBH2H
KEKr EA RS
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KEK B &%

Node1 Node2 AWS Payment Cryptography

Connect

Validate First Key (KEKr)

KEK Validation Request

Generate KRr, KRs

Logon Request (Message Type: 0800,content=KRs)

KEK Validation Response(KEKr,KRs)
KRs,KRr
4 .................................................................................................................
Logon Response (Message Type: 0810,content=KRr)
......................................................................... »
Validate KRr

Validate Second Key

KEK Validation Request(KEKs)

KRs,KRr
4 .................................................................................................................
Persist KRr for later validation
o --
Logon Request (Message Type: 0800,content=KRs)
KEK Validation Response(KEKr,KRs)
Logon Response (Message Type: 0810,content=KRr)
< .........................................................................
Validate KRr
Node1 Node2 AWS Payment Cryptography
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BB IRT (node) EB#RE node2 B , B —InHERAREMAMEERN KEK ETRERE , UEABR
KEK Be V2T o

1. REE—ESRNISR
1.1 #IK KRs

Node2 KRs , M EEAEARFHN — Mo EEGE, PITUER AWS FREBHREZREEL
EREMERT R,

1.2 B4 KEK BRFEEE

ENEREESE KEK REEE |, WM AMATR 1 PRAER KEK(r) M KRs,

Example

cat >> generate-kek-validation-response.json

{
"KekValidationType": {
"KekValidationResponse": {
"RandomKeySend": "9217DC67B8763BABCFDF3DADFCDOF84A"
}
b
"RandomKeySendVariantMask": "VARIANT_MASK_82",
"KeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryasbzcza"
}

$ aws payment-cryptography-data generate-as2805-kek-validation --cli-input-json
file://generate-kek-validation-response.json

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",

"KeyCheckValue": "QA3674",
"RandomKeyReceive": "A4B7E249C4@C98178C1B856DB7FB76EB",
"RandomKeySend": "9217DC67B8763BABCFDF3DADFCDOF84A"

}

1.3 EEFTEMN KRr

#SETE R KRr BE X node2, ZETREREESER 1 AT HEEETLEE,
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2RBE_EERNTR

2.1 B4 KRr KRs

EHEHAEER AWS TREBFREECHBBENMMENRE (RE) BIFX, REeH L EmER
KEK @8 #{E (KEK). JELBA KR(s) F KR(r)o

Example

cat >> generate-kek-validation-request.json

{
"KekValidationType": {
"KekValidationRequest": {
"DeriveKeyAlgorithm": "TDES_2KEY"

3,
"RandomKeySendVariantMask": "VARIANT_MASK_ 82",

"KeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
rhfmétenpxapkmzrv"

}

$ aws payment-cryptography-data generate-as2805-kek-validation --cli-input-json
file://generate-kek-validation-request.json

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
rhfm6tenpxapkmrv",
"KeyCheckValue": "DC1081",
"RandomKeyReceive": "A4B7E249C4@C98178C1B856DB7FB76EB",
"RandomKeySend": "9217DC67B8763BABCFDF3DADFCDOF84A"
}

2.2 #% KRsfEi:A ZE node2

# KRsfEIEE node2, R KRr LAHFERERE.
2.3 Node2 E4 KEK B [ fE

Node2 £ KEKr KRs, E4 KRr I #¢ HEEE4G B 1 RIS
2.4 BT O FE

LS ER 1 0 KRr M ER 3 EEIAVE, MRMEFF , FEE.
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BYNESD TSR

AS2805 AN — R TELEBITEMELE

Eg e, flm : B PIN £ (ZPK), EEMESE® (ZEK) NES S 5 BRBELH (ZAK).

WMRAEEMA DUKPT |, RIRIGHMETH BN ER , fIA0  Ki#E SR (TVK) MikimEN <R
(TPK)o

(® Note

BMERS|REESERRSBNSHBANTA TR-34 F DUKPT E51iT , BT EEARIEE
MR,

Example

ELEHP  RAEAEZARRRERESRVARNEASTR. BRI ERFERRERREFHBN—
o BUARSE. BMBER , XATRARER IAM B,

cat >> create-zone-pin-key.json
{
"KeyAttributes": {
"KeyUsage": "TR31_PO_PIN_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false
}
.
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Exportable": true,
"Enabled": true,
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"Tags": [
{
"Key": "AS2805_KEYTYPE",
"Value": "ZONE_PIN_KEY_VARIANT28"

$ aws payment-cryptography-data create-key --cli-input-json file://create-zone-pin-
key.json --region ap-southeast-2

"Key": {

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh",
"KeyAttributes": {

"KeyUsage": "TR31_PQ_PIN_ENCRYPTION_KEY",

"KeyClass": "SYMMETRIC_KEY",

"KeyAlgorithm": "TDES_2KEY",

"KeyModesOfUse": {

"Encrypt": true,

"Decrypt": true,

"Wrap": true,

"Unwrap": true,

"Generate": false,

"Sign": false,

"Verify": false,

"DeriveKey": false,

"NoRestrictions": false

}

},

"KeyCheckValue": "9A325B",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2025-12-17T09:05:27.586000-08:00",
"UsageStartTimestamp": "2025-12-17T09:05:27.570000-08:00"
}
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AWS R ZIERmE EHAEERE
EHT/ESE

ATHIEFEEMSHERYE , AWS IREBRFE AS2805 BETH|M IR , ELERMERASR
28 MTR TR SERER, NRZTF<BHAZESR  ASESRBEENEL. nREH
REOEE , IHAREENES A cERSAMESER , fl ZAKs) M ZAK(r) , BE—mARELA
BEER,

ELEERAEANMELNEMBHEEST LIEE.

cat >> export-zone-pin-key.json
{
"ExportKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6bxh",
"KeyMaterial": {
"As2805KeyCryptogram": {
"WrappingKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/rhfm6tenpxapkmrv",
"As2805KeyVariant: "PIN_ENCRYPTION_KEY_VARIANT_28"
}

$ aws payment-cryptography-data export-key --cli-input-json file://expoxrt-zone-pin-
key.json --region ap-southeast-2

"WrappedKey": {
"KeyCheckValue": "DC1081",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial": "HDC1QAEFQ38E695DDD72AF@8DC1BB422D",
"WrappedKeyMaterialFormat": "KEY_CRYPTOGRAM",
"WrappingKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
rhfmétenpxapkmrv"

}
}

EREE

AS2805 FREASE 6.4 P THERBRBESRITEEN, A DUKPT REMRNAE , MEF—&
BEER A LA A& DUKPT £/ |, 1058 6.7 B3R, FEdb#sldh , TIEREE PIN €38 ( 4 KPE) T4
B {# A SystemTraceAuditNumber(STAN) F TransactionAmount ¥EB T4 E R K IHH# Pin £488,
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PHEERNR-EERER , I HENSEESATIRPIRE, FitsEsd  RASHZERNKE KPE B
AERNINEZ R (PEK) , HIa0A8 5 EE S KB,

cat >> translate-pin-as2805.json
{

"EncryptedPinBlock": "B3B34B43BAB5F81A",

"IncomingKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"IncomingTranslationAttributes": {

"IsoFormat@": {
"PrimaryAccountNumber": "9999179999900013"

}
1,

"IncomingAs2805Attributes": {
"SystemTraceAuditNumber": "0Q00348",
"TransactionAmount": "Q00000000328"

1,
"OutgoingKeyIdentifier": "",

"OutgoingTranslationAttributes": {
"IsoFormat@": {
"PrimaryAccountNumber": "9999179999900013"

$ aws payment-cryptography-data translate-pin-data --cli-input-json file://translate-
pin-as2805.json --region ap-southeast-2

{
"WrappedKey": {
"KeyCheckValue": "DC1081",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial": "HDClQAEFQ38E695DDD72AF@8DC1BB422D",
"WrappedKeyMaterialFormat": "KEY_CRYPTOGRAM",
"WrappingKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
rhfm6tenpxapkmrv"
}
}
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Mac =4 5 3%

EEMEE MAC i S XEEE MACs , 2% HVMAC. CMAC, EMV MAC %, R
AS2805 , AS2805.4.1 HES T EHANE{L, 7£ AS2805 H , BEEFAL MAC BEEAAE , mE
HAE B I E MAC,

cat verify-mac.json

{
"KeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6",
"Mac": "86304058",
"MessageData": "73D8BA54D3852951DAEA41",
"VerificationAttributes": {
"Algorithm": "AS2805_4_1"

$ aws payment-cryptography-data verify-mac --cli-input-json file://verify-mac.json --
region ap-southeast-2

"KeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6",
"KeyCheckValue": "2976E7"
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AWS T REBmZZ 2%

MERZE AWS RESEBEIEF. 58 AWS BF , B UZHRNERFOMBERERE  ELREE
ATEREZEHREBNEIRMEE.

ZEMR AWS BB ARRE, AFEEEEREERRERNZEUENERPHRZEMN

- ERWEEMN -AWS EEREHE AWS Cloud F#I1T AWS BRBHERERE. AWS tRERHETR
EHEANEE. FAWS ERAEP , B RBRASEEHNAANBRERMAZLNERME. BET
BEAR AWS fREBRENSRETE  F2ESHREN AWS BHEE,

- BiRNRet - ENETEORNEER AWS BERK. SULEAHEMREEE  SHRERNNHRE
. BRTNERNERERNER,

REBEAHBETBUOAEER AWS A REBHFEREAXFDETRE., EPRAMMFERE AWS
AREBEBRIUAFELNZLHEEREE, SO THNMAEAEM AWS BRI R BNREIE MR E
AWS R IERZE IR

&

- AWS REBHR=ZTHERMRE

- AWS S RETGRZETHEY

- FREBEREZ S M AWS Payment Cryptography

- EiB VPC i BIERE AWS IR EHiRE

- FRAEBEREETFTLS

« AWS IRFREENLZEREETR

AWS {3 X% 15 i 52 Y B RHRE

AWS £AESEEEBRARN AWS I RFRwEETNERMRE, MERFE , AWS AEREHITAH
B NEgERERE AWS Bin, SEEHEELHERRGE LRERNRTNERGE. CEORKEEMER
AWS fR#% NEZ2ERMERER, NFTERRLENFEET K F2REMELEEREESE, W
FENENREBNET , F20_—MRERFREESR (GDPR) F/0v -

ERERREEYN , RARBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5§ AWS
Identity and Access Management (IAM) B2 EEBIERE, wtt—R , SECEHAEHASESRHETHK
HEKPAENRT. RftEBRERATIANREER -
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- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

. {$F SRE API MR EEEISE8E AWS CloudTrail, TNEAERI{EA CloudTrail B MHBEEL AWS SEEIH
EEH , B2 BAWS CloudTrail  EREER) RHER CloudTrail B#,

- EF AWS MEMARAAR , UREPHFAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIREMTFE Amazon S3 HEIRE R,

o MREE AWS FZBGTTHIRES AP FE BFEE FIPS 140-3 BREN R IGHE=EHR |, 5568 FIPS
imE, WEHRR FIPS M FIPS IWwEMNEZHEEN , F2EB A ETREEE (FIPS) 140-3,

BEMEEBRCEBUIESETFNE B U FRZIBRAET  HERRIABHBANFRL
B, PlmEERAL. ERFELMER AWS IRBHHEM £ A AWS CLI. APl 5 AWS BR# AWS
SDKs i, ZEEBIEABAXNFRUPBWANTMERRTRARTESZE BF. WRERHN
HEARERAY URL , RFENERF I ERT LU XA MRI[FRN URL B2 BIFEA.

AWS Payment Cryptography 8 7 A ARBENSRNZSE K FHSETA  BFAZRREMAKXE
BRI EUE S,

ES |

- BRI

- BREME

- BHhmn®

- BEREERERIE

RIRTAER , AWS Payment Cryptography 2R EBH REEEZ RSBV BHRESHRER. It
4\, AWS Payment Cryptography 12t EAEREADBEL v SWRERNRIE, UFNRESBNSHR
MR MEFMERR | F2E AWS NRRBREFMAEA,

ERmeE

AWS Payment Cryptography A9 E #a & AWS Payment Cryptography 8., HERXRNMZ LW
B, URHEAEBYE, S8 PMEUM X FEER AWS Payment Cryptography 8 Z £ & 48 (HSMs)
W, BEEERATREFEE. 8, SRMEABHENBEAFREFAMEAEFEFES,
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AWS (5 BERE &L
AWS Payment Cryptography AR EMEELHAN BB ZE AWS Payment

Cryptography HSMs By SR EREEA R IMEARRE, © A LLEIR AWS Payment Cryptography API #R{ER[E
H iz,

£ &b i
R HE 27

AWS Payment Cryptography 4 PCI PTS HSM %I Hf) HSMs A REBEL B E. TFEH
i, REREHHSM 2R/ NE Y BAMANBSALRBEFEE., (REBBHFERESH/RNESB/RFR
ELBMBNNEZSRETEUHFERNRE HSMs,

ARBHREFCRNSB/MRNENEE T H BEEE,

MEFMET , 552E AWS Key Management Service B G2 ME A

B inE

AWS N REBBRFANRERELTHANSRI BT SE AWS FRBHRF API B IEHBHEX
FEHHER, AWS ARBRHRERES LA SREBIFFRAR API BEFHER,

TiB , BEAPI RESELHLEMNAAIFUBERIBRESB/MBN SR, I FEFTUER AP
BREREANREWNMNE SRR

e AWS SRR ZIEMmE API FEOUER XA ESE A Transport Layer Security (TLS) ZEfE#&@, AWS
REEREZEPCIEERA TAXNFIBREL W TLS RANZBEN., FIERBFEHZETLS 1.2
—1.3 MEENEE T TLS,

MEFHMER , FSH AWS Key Management Service % ifim 25 &

AWS N REBEBMEE AWS EETEAN— API 4, TRLBYNEBARER , Y EEBR
HREREAEM,

g{__ll‘l

o

AWS I REBRFZF RIEENLABHEREE AWS By W B ERIEE,

- EIBEPRMEIEE IPSec VPN EiR,

« AWS Direct Connect , B BZEZE Z A BB RS RN AP EREZE AWS Direct Connect {2
=,
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AR RZERE AP FEIYER XA Transport Layer Security (TLS) % E/{Fim, ELXNUEEE
TEXTEEZZBENEANZRES,, REEEB AWS REHARKEKE S HH AWS Payment Cryptography
APl THEBEFERARESRZSWERNER L LEE (HSMs),

EEREBRILE IR (VPC) EIEZEHREZE AWS Payment Cryptography , 143518 22 15 48 FR 48 28 &%
WE , EFEAKA AWS PrivateLink H1iTH VPC i, MEFHMEN , F2HER VPC RmEERE
AWS Payment Cryptography.

AWS Payment Cryptography t#53%#8 Transport Layer Security (TLS) {8 INZEA B EN RS RERE
FEBRIIRE, EEEHE AWS Payment Cryptography AP i BB | & AT LAAS R IHEE TLS #2818
Ed

AWS IR TEim=Z PRy sE MY

AWS £REMEERIL AWS BEENATAESAEREZE. BEERASEAIRARENERTHE
i, WEHKIEE, ShXENSERERKRERMEER. EBTAESE , B LR RRENER
EANENE EUAEBSCHEDREREMASREDE . THESNTRAY, REERINEREE
B, BRE-HZEENFUNERERFREES.

mEAWS EBFAMTABRANFMER , FEE AWS £ IRERFE,
15 15 Fra

AWS Payment Cryptography 2 —EEEMRE A TEZEEESER.

AWS Payment Cryptography H B FREEzR T TR —E AWS EEFHNTAMEEEFSLETAH
ft[E 1% #Y AWS Payment Cryptography #&4E. AWS Payment Cryptography & fEf R B 5 EI{Z A
B, BFERREMNERRERTEIEG B EEREET,

AWS Payment Cryptography Service Level Agreement (SLA) ‘@& FE Payment Cryptography APls
99.99% WY ARIEH&FE. A T EITIASE , AWS Payment Cryptography AJ#ER#1T AP| SBRFFENFTE
BERNREER , BUARERERNEEEE#,

AWS Payment Cryptography E# 2 ESEEREPEL=ETRAESE (AZsHEE. B THRREZE
FHBETEEE AWS Payment Cryptography 3X&E , AWS Payment Cryptography & ZRIER B [E
Hh [ AZs WEERE.

FHNRERNBUESIF UMM EESERE BEPNAMEEE , SIRAKER N EA EHE AL
FRREEZERR. EAZHATRSRHERRFEFRENFEREEILE AWS Payment Cryptography
WRLLEE (HSMs) 88 |, HPREA—EHMIUERARSR/RETRE,
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AWS [ REHRF ERAEER
ZMA PG

AWS Payment Cryptography FIZHFERFT TR ME T AMY SLA , YH#IESHERE  ARRESS
MERBEZM,

HEZETRMBRHBITHG  URREAFREFRFEENVRERERREANNTRER.

ARBREZFCROANZER/MRZIEZRE. S|/ —BRIHMEHE HSM PMNE , mEM
ZNEB/MBEUNBELRLRE. RRSE HSM AMNYBRZE MEN SR |, UERKER,
NFERECEAERRERE=REFENHBAARSEE HSM LREH. HXFERERNKET S A
HSM ; EXEFERAFALHE.

FE AWS Payment Cryptography FAZRR B8 2 MBI EFEEER , 5528 AWS Payment
Cryptography ZiG#mZEsf & Ao

R EREL R £ AWS Payment Cryptography

EAZER® , AWS Payment Cryptography 3 F| Amazon Web Services : Z&EFHEH B K EHR AT
RH AWS £IRFERZLEFHNRE,

BT LA AWS 48 APl FEAY | AWS Payment Cryptography EBHBEER . AP RS EXE
Transport Layer Security (TLS) 1.2 REHRAK. AF RSN AZTEEMTEXEXIE (PFS) NERE
¥ , I a0EREF Diffie-Hellman (DHE) =45 [l th #2 & B Diffie-Hellman (ECDHE), B R (20 Java 7 H
BEHRAE) KEEXEELER,

ok, BRYLACAFIREER ID ME IAM TRMEBBHNAZEFTNERRER, NF , BAUEA
AWS Security Token Service (AWS STS) RE4 ERRZEBEREBHER.

BRI

AWS Payment Cryptography £ A BB E#EREL £ %Z Amazon Web Services : T2 EFHE 2
ERNRERS —HHhMANEG. BAUEE—HMINERBRENE=ZSREEEFEPRIES
FHHER.

E Fcommercial-off-the-shelf PCI PTS HSM 5| HEYiE B8 2 £ 454 (HSMs) X & AWS Payment
Cryptography. AWS Payment Cryptography £#8H £ 8 LA EFKE HSMs HERMREERF ,
B REAE A Payment Cryptography £ 8885, HSMs{IA Amazon ER /UM FZEUR G LR |
A REIHE M ERFEETE EE4, % AWS Payment Cryptography HSMs 2VEREEMAEA | 55
28 AWS Payment Cryptography Cryptography Details,
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AWS R ZIERmE EHAEERE
#EIR VPC iImEESREE AWS T RZR GRS

A L BB ERLEER (VPC) PHNAENHRHEREERE AWS FREBRE. EREARE
VPC im &k , VPC B2 AWS (T RZBRE2ENBEASTEE AWS BB AET,

AWS R R EiR=Z X ERA M8 Amazon Virtual Private Cloud (Amazon VPC) % BiAWS
PrivateLink, 8 VPC in ¥ EE&H —ERZEEFAE IP it EMHERKFRE (ENI) KRR , MEREAL
A VPC BB,

A VPC ImHEHEHN VPC BIEERE AWS TREEREZ , BEERBMEREE. NAT Z£E, VPN
EAR AWS Direct Connect 4R, VPC R TERITEELSE IP it , BIATE AWS S RZ TG R
ZEA

K[E (Regions)

AWS ZENFFBWATE B AWS [EiF #X#E VPC %3 VPC AWSIHEHBUR,

TR

« AWS FRBBIRE VPC i BN EEE1E

« BIAR AWS R ZBm=N VPC i B

« EEE AWS R EHm= VPC inEh

o 4% VPC HHEIH1ZEL

. ERERARTER VPC
. SEBIEH) VPC i

AWS B GIm= VPC In N EEEIH

(® Note

#AR VPC iIn M REE PERERE  RE—ETRAES (A2) , ERMARBREERE=(T
AES , LERSTAENEERN.

EIRERTE AWS S REFHF=ZWNWATE VPC iwB2 81 , 55%BI AWS PrivateLink 85 F 8 /7 H i 24 B 1
FIPR # F Eo

AWS VPC im BN R EBRmEFESETHEE,
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations

AWS [ REHRF ERAEER

. BALMER VPC W1 VPC IUFTEAWS (33 I5E B2 5 PERENAWS # REBEREH
FEBIE,

o IBALENERE AWS R ZEFEESRENNTE VPC wE,

« AWS IRZRIEmEREF FTEMNER FEMBAR. BAILLBIERTE—ExmEFRE , AWS
PrivateLink B {8 FIRIEEH = 2 BIERE-

« IBTILAEH AWS CloudTrail B3 |, &8 VPC i HEZEYH AWS I RBREHFR=SBNER, WS
SHMEE  B2REEEERN VPC k3,

B AR AWS FRZHiw=ZN VPC vm

Bal LA{E A Amazon VPC £ A3 Amazon VPC APl I AWS TR IBMmEMN VPC %2, MEH
MEF , 5528 (AWS PrivateLink I88) 8 T2 EHE

- BEAAWS IREBBRZFEIL VPC inkh , FEATIIRBEE

com.amazonaws.region.payment-cryptography.controlplane

com.amazonaws.region.payment-cryptography.dataplane

flgn , EEEAEE (RBRBE ) B (us-west-2) F , REBBA :

com.amazonaws.us-west-2.payment-cryptography.controlplane

com.amazonaws.us-west-2.payment-cryptography.dataplane

BREERMEA VPC ind , LA LA VPC inFHRAFAE DNS £, MREZIA DNS &
BIEE |, 5% AWS REERZ DNS T HEBERNTAEHN VPC mBh. Hlm , https://
controlplane.payment-cryptography.us-west-2.amazonaws.com ST B EEZERE S
8 com.amazonaws.us-west-2.payment-cryptography.controlplane ¥ VPC %2,

MWBIBEAESEREFEH VPC %%, BIRTESR , AWS SDKs f1 AWS CLI € AE%E AWS (YRR
fm:2 DNS T#28  FEHEFFEETRAERS NS SHIETE VPC w3 URL,

WMEHMMEE , F528 (AWS PrivateLink 18/ PR EB N ik EZERE,
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_Operations.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_Operations.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/verify-domains.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#access-service-though-endpoint

AWS [ REHRF ERAEER

EARE AWS FRZIEwRZE VPC imFh

WA LAMEA AWS SDK, AWS CLI 5 , i#i8 VPC inBEREE AWS R ZEH= AWS Tools for
PowerShell, ZEEIEE VPC in % , H5EFAEH DNS £,

filgn , b list-keys WS E A endpoint-url BEIRIEE VPC in¥, BEEFEANMTHWS , FBEE
5l VPC 1% 2 ID R IBR F H#Y ID,

$ aws payment-cryptography list-keys --endpoint-url https://
vpce-1234abcdf5678c90a-09p7654s-us-east-la.ec2.us-east-1.vpce.amazonaws.com

MBEERY VPC HHRBRALEEHRER , AITEERL CLI s REARNARPIEE VPC HH
URL., fF% AWS [SRETHRZE DNS THEBEHEMAEHN VPC inB. AWS CLI # SDKsTERREHA
LEBERE SR ER VPC ImEERE AWS REZRFEES RS, MEFEFESH
MEARXPHEARER,

EEFHALEIHMER , 8 VPC K enableDnsHostnames # enableDnsSupport B4 AERS
true., MERTEELBEMY , FHEM ModifyVpcAttribute 45, MEFMEF , 528 (Amazon VPC
FEAERER) PNREFER VPC Y DNS B,

% VPC im Ry 7 EX

HEEH AWS B REBRFZ VPC In RN FH , 8 VPC ImHEBREREEMN VPC ink, RE
HREYEHETEBESTUER VPC iInRRFUERRKE AWS I RERRZFERN AWS I RZ TR
=RE.

BRI ER IR BREY VPC inBBUER , WA W LAREREE VPC iR BB, £/ VPC EE XA,

=%, CreateVpcEndpoint 3 ModifyVpcEndpoint #4E. &A1 LA AWS CloudFormation £878 % 37 Fl

BT VPC IREER, NEAEUMER VPC EEFHANRE , 528 (AWS PrivateLink 558) &
WY 2R 32 ) T b B A4S SR T v B

MBEBRAERAL JSON BEEX RS , H2H AV EAEEE) B JAM JSON BESE,

&
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/list-keys.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpcAttribute.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpcEndpoint.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpcEndpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#modify-interface-endpoint
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html

AWS [ REHRF ERAEER

B3R VPC i B 5k

BEERMEA VPC ImHH AWS N REBRZFARKY , ZFEAFTEMERIFRAIFFA

« SR BEBRMARTEREAGT , TeEWU BR L BR4E (AWS HRNBS|/IEIE ) o
* VPC in MRS BARTFEFEAFT , FeEAmIIREFER,

Plan , S|/BERAREER TERAERE AWS FREHR= SR LI Decrypt BYFF A, i@ , VPC
IR BUR W RE R AFF R R ER m R FIUDecryptE AWS I REBRFEIR,

0% , VPC mMBBERURBEAFEZEXACARME , FEL AWS AREHBRE S Erry
StopKeyUsage, B2 , MMRZFEARERE IAM BURHIELFFT , FREXK,

TR VPC um BHUR

#E VPC in R A VPC ImMBUR , BETFBEEERR, MRALREERR , AFERKRMBERS
stim TR ERN A A ERE AT RERF,

1B , BN AWS fRERREREER , ZEABLEEGR IAM BERRUY RENFFT. Hit , BE
L, FEEREBGREN  RZFEAERHERFUHRERFTR , AL th o] BUGE A i R R AT AU,

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*"
}
]
}

BEREAFFERMS VPC mMBAREAFRENTE , FELIERN VPC InRER,

BB VPC imBiBE

VPC in M BRREZFRARBTEREA VPC InHHERATRFENFTT. R AWS IRBRREEE
R, ZERAELAEGR IAM BERHITRENFTA,

#{@ VPC iIn M BRRIAXBEERTIITE !
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_StopKeyUsage.html

AWS [ REERR EREEE
- AEATEIMENEREA

- AEATRVENE

« AEHEHPHITEENEIR

BEREAXTEEE VPC ink. kit , EEARNEZBRWEM VPC ind. WEFHEEH ,
B8 {Amazon VPC fERE1ER) PRIEA VPC im 262 B R A9 7 B

3
$

R AWS SRERREN VPC inBBUEREfl, EEER VPC WmEEE , BR AT
ExampleUserfEf VPC in B R IIEE AWS REHR=E=SH LNEERE, FREEHREZ
Bl , S ERBA WA TR BERFPNERE,

{
"Statement": [
{
"Sid": "AllowDecryptAndView",
"Principal": {"AWS": "arn:aws:iam::111122223333:user/ExamplelUser"},
"Effect":"Allow",
"Action": [
"payment-cryptography:Decrypt",
"payment-cryptography:GetKey",
"payment-cryptography:ListAliases",
"payment-cryptography:ListKeys",
"payment-cryptography:GetAlias"
1)
"Resource": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qgaifllw2h"

}
]
}

AWS CloudTrail €58 VPC IWmBHFTERIE. T8 , &8 CloudTrail BEFETBEHMIRF AR E
BESESRMIRIE , REMIRS P AWS SR BBHFEEZSRNIEE,

Rt , SRR ERE N VPC i RBGR , BABrIEASIRFE PR EREER VPC i R R A A HE R 5 4E
fAESMEVEST AWS T RETERFRE,

T &EHIEA aws : PrincipalAccount £ &4 €18 , IEBFIME AWS TREBRESW LITER
ENFTE X8 , RIEERUALTKIRS P, FRERBRZH , FHEMIKRSE ID KABERE,

{
"Statement": [
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principalaccount

AWS [ REHRF ERAEER

{
"Sid": "AccessForASpecificAccount",
"Principal": {"AwS": "*"},
"Action": "payment-cryptography:*",
"Effect": "Deny",
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalAccount": "111122223333"

®1R VPC imFBUR

EERBIREN VPC WwEBUER |, BA VPC EE £ A= DescribeVpcEndpoints #4E,

T35 AWS CLI s @B EEEE VPC ind ID HimEBUK.
ERALt GRS Zal , eI ER ID MR AEIRFHER D,
$ aws ec2 describe-vpc-endpoints \

--query 'VpcEndpoints[?VpcEndpointId=="vpce-1234abcdf5678c90a"].[PolicyDocument]’
--output text

EBERBFRF R VPC i F

ETERRKE VPC REM VPC HEH |, ETUEHY AWS HREBRBERMRAENER, T8
B, LR R — 1 1AV B

« £/ aws:sourceVpce HHZR5|8 , LIREE VPC ik B 2R &% T 2 R & 77 B
- £/ aws:sourceVpc FRHRE|8 , LURBFEELBIREN VPC RIR F =R H FH

@ Note
ESEREE Amazon VPC iR ZEEE | aws:sourceIPFHLBEN, EERFIE VPC %2
HEER , 55 aws:sourceVpce B aws:sourceVpc FH &8, MEFMEF , FSH
{AWS PrivateLink }§88) FHVPC HEM VPC inBREHN & » EEFRER
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcEndpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html

AWS [ REHRF EREES

20 LA FIE L £ 35 (R 1 £ 88 SR % AWS Payment Cryptography £88. Bl CreateKey E#1E
MWFE , EERETHRERTEMAREER.

flan , AT EHHSMBERATEAEEERRERIBEN VPC mHEE , /A AWS REZRmESEH
HITHENZBREZRE  HERABERMAEF AWS PrivateLink iEENFER (MRRE ). EFEH
b AWS TR BREHEERHERE , BRPH VPC %% ID SEBKFMaws : sourceVpcelf B &
SlREHITILER., METHEA , HILIELER,

BEEMEEBCR , BFHEEEMNE AWS #RF ID M VPC i IDs X AIRFHNARE,

JSON

"Id": "example-key-1",
"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnableIAMPolicies",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:root"
]
},
"Action": [
"payment-cryptography:*"
]I

"Resource": "*"

"Sid": "RestrictUsageToMyVPCEndpoint",

"Effect": "Deny",

"Principal": "*",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData"

]I

"Resource": "arn:aws:payment-cryptography:us-east-1:111122223333:key/

"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-1234abcdf5678c90a"
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BT LAER aws :sourceVpclfH£488 |, BB VPC IR BHFT1EM VPC FREIE AWS I RZAIBRES
WEYFEL

THEHHLBMBRAFEELSRRE BT EE AWS AREBBFESRN B Svpc-12345678, It
A, ERARFER AWS FREB RS SRETHRREFRENDTRE vpc-2b2b2b2b, MRERA
BRE—@ VPC H#1T , BEEAEZEMREER VPC RUITEEIEE , WS EA N TRBER.

HEEMAEEBR , BFHEEEME AWS #RF ID M VPC i IDs X AIRFHNBRE,

JSON

"Id": "example-key-2",
"Version":"2012-10-17",

"Statement": [

{

"Sid": "AllowAdminActionsFromVPC12345678",

"Effect": "Allow",
"Principal": {

"AWS": "111122223333"

3,

"Action": [

"payment-cryptography:
"payment-cryptography:
"payment-cryptography:
"payment-cryptography:
"payment-cryptography:
"payment-cryptography:

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws :sourceVpc":

}

Create*",

Encrypt*",

ImportKey*",
GetParametersForImport*",
TagResourxce",
UntagResource"

"vpc-12345678"

ERERBRRRER VPC iHhE
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ERAEER

"Sid": "AllowKeyUsageFromVPC2b2b2b2b",
"Effect": "Allow",
"Principal": {

3,

"AWS": "111122223333"

"Action": [

1,

"payment-cryptography:Encrypt*",
"payment-cryptography:Decrypt*"

"Resource": "*",
"Condition": {

"Sid":

"StringEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"

"Effect": "Allow",
"Principal": {

},

"AWS": "111122223333"

"Action": [

1,

"Resource":

o8k EY VPC im B

AWS CloudTrail €528 VPC im# N FT B 2R 1E,

"payment-cryptography:List*",
"payment-cryptography:Get*"

Mg

"AllowListReadActionsFromEverywhere",

EY AWS I REBRFAFBRER VPC inE

i, VPC in % ID S HRERSHFERHVAWS CloudTrail HFFEB ., BRI AR RS ID &% AWS ¥
MEEHREZ VPC ImBH R,

A TRELEW VPC , VPC 1

man BOREENER , BB T

EC8&7E FAWS CloudTrail,

FCERAEM VPC Wn B
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Flan | eS| B E5EE 2K EFER VPC IwER GenerateMac 53R, vpcEndpointId #{uHIRER
WIEBEER.

"eventVersion": "1.08",
"userIdentity": {
"principalId": "TESTXECZ5U9M4LGF2N6Y5:1i-98761b8890c@9a34a",
"arn": "arn:aws:sts::111122223333:assumed-role/samplerole/
1i-98761b88950c@9a34a",
"accountId": "111122223333",
"accessKeyId": "TESTXECZ5U2ZULLHHMIG",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTXECZ5U9M4LGF2N6Y5",
"arn": "arn:aws:iam::111122223333:r0le/samplerole”,
"accountId": "111122223333",
"userName": "samplerole"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-05-27T19:34:10Z",
"mfaAuthenticated": "false"

},
"ec2RoleDelivery": "2.0"
}
.
"eventTime": "2024-05-27T19:49:547",
"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "CreateKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.31.85.253",
"userAgent": "aws-cli/2.14.5 Python/3.9.16 Linux/6.1.79-99.167.amzn2023.x86_64
source/x86_64.amzn.2023 prompt/off command/payment-cryptography.create-key",
"requestParameters": {
"keyAttributes": {
"keyUsage": "TR31_M1_IS0_9797_1_MAC_KEY",
"keyClass": "SYMMETRIC_KEY",
"keyAlgorithm": "TDES_2KEY",
"keyModesOfUse": {
"encrypt": false,
"decrypt": false,
"wrap": false,
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ERAEER

"unwrap": false,
"generate": true,
"sign": false,
"verify": true,
"deriveKey": false,
"noRestrictions": false

}
.
"exportable": true
.
"responseElements": {

Ilkeyll : {

"keyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwabqaifllw2h",
"keyAttributes": {

"keyUsage": "TR31_M1_IS0_9797_1_MAC_KEY",

"keyClass": "SYMMETRIC_KEY",

"keyAlgorithm": "TDES_2KEY",

"keyModesOfUse": {
"encrypt": false,
"decrypt": false,
"wrap": false,
"unwrap": false,
"generate": true,
"sign": false,
"verify": true,
"deriveKey": false,
"noRestrictions": false

iy
"keyCheckValue": "A486ED",

"keyCheckValueAlgorithm": "ANSI_X9_24",
"enabled": true,

"exportable": true,

"keyState": "CREATE_COMPLETE",

"keyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"createTimestamp": "May 27, 2024, 7:49:54 PM",
"usageStartTimestamp": "May 27, 2024, 7:49:54 PM"

I

"requestID": "f3020b3c-4e86-47f5-808f-14c7a4a99161",
"eventID": "b87c3d30-f3ab-4131-87e8-bc54cfef9d29",
"readOnly": false,

"eventType": "AwsApiCall",
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"managementEvent": true,
"recipientAccountId": "111122223333",
"vpcEndpointId": "vpce-1234abcdf5678c90a",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "vpce-1234abcdf5678c90a-
0028vrvr.controlplane.payment-cryptography.us-east-1.vpce.amazonaws.com"
}
}

FEREEAREF TLS

AWS 3R 2w 2 M2 2 R#E X #8 Transport Layer Security (TLS) @B MZRBABENRERE
EFSMTMRIG, BALIEERE API InB A AWS SDKsEFFEALL TLS iR1E, EXRANES
REETSRIBRYESVEBSHERN TLS MERThEEELZ: , BEfERHEMREAZSEZ,

IREEZE B R RIS E R Z B Transport Layer Security (TLS) EiFIREMMZRE, AWS SRR
RimEZEL RSA Fl ECC AERNEREREMHEAR TLS TERER , BB XMEFIERR D
WHRKNE  HEBEENTHES. TR, MRARAEREHREEENETER (CRQC) ERREB/E
B, BEN TLS RXRMEKASZIELERENTE, HFRETHESHBRREMNZNER , I
FEMPATUAERRBEZER (REWRE , BERT ). IREZHBHVEARIKERIER TLS ER
BEENERNRIBMEY  CEXEBEARBEETFERTREACZIERIEFRZHMEBNTEL
AWS E7E R ARG EF &R , B0 FEEMTF T EiE.

Classical key agreement
no longer sufficient to
secure session key

(m ]
o Previous data, which may
Years later: @ O— still be valuable, is now
Adversary with recorded |E| — compromised
sessions and CRQC —0
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ATRESRKNEZNEREZEBEENRRYE |, AWS EEHERBFRELH —EFRREFHMIRE
TEEE, AWS EEFEARNRETERNMEREN  ELENRSERAZNERET IR , UHE
RIEH TLS EREDVHEBREBEBEF —HKBA,

EHARHRAN AWS SDKsk , EXREZBEHATANEHNEEIEES., WENMBA/ERILT
P’E’J:#%Hﬁﬁﬂ nﬁ/ ﬁ ’?77
Key Exchange is Today’s session data
resistant to discovery is resistant to harvest

now and in the future now, decrypt later

S8 |
-jj;;mey hﬁhﬁ?égh““9§ IEEEEEE E > EE}

o111k : classical key agreement : encrypted data
P
?@ @ Post-quantum key agreement

Adversary in the future

BAR TLS FHVEE XN BE F MM

AWSE%%E%%%—EE%fﬁ%i,%%TEwmmmNMNMHammamDm,Emﬂsqﬂ
BRifEANERESBIEEE |, & Module-Lattice-Based & 88 £ & # 4] (ML-KEM), AN E £ M
SRBICEE L | XEBEREZERMARF (NIST) EEELFE —EAEEETRESRIFERE L. IE
EEBUFRASEREL  UELSH, ARUBKHREAECWESR,

— % 7# PQC

MFEBEREERMTIZE (NIST) WEREFNEZEEZERNER , F2RRETNEE,

WEEMNIST #B T HBEERLWET  BERLET BBBEE(,
RABREXKRET TLS

AWS SDKsHMI TEEATEZESNATRENBRRREZFHEMERE, AWS REBEEHRTEBATRM
PQTLS XEN=BHX :

ES-]
FEEREA PQ TLS SDKs
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o & AWS IRFBRFEZELE caNEH &  BLAEESRFEFNEA -

MRERE PIN BRXZHFAHSREBSHHBREAMEE , BRZAFELNHENEF.

ER19: REECSRERDEHALE 85 KeyUsage. KeyModeOfUse MFTERIENHMESRE
., ETEHLESHRENRE, ZEZXELELBARE AR flNNBRBUEERE , BF
HERREAME, SEZSHHEENIS/ BRRBEATENKRS,

BEXR 20 : BMFHUERER,
EHER 6 UZENAAEETR,

EXR 21 ERFAFNE AWS FRBHFEFLLER S FTARRE PCIPIN FHEN —%5 ., BREE
BT MEBENRTFER , £EEEEFENREM , W0 21-2 M 21-3 AR, EEAZE RBZEME L B RS
2% BRFEERRXA TR SREERS,

ER 22 AWS REBHR=ENSWRBRZFEEARK PCIPIN FHEN -8 2. EFEHRER
AREAMOEREF , SFBEENEERE BBERH AWS,

EXR23: AWS BB FFIXESRIAHMTESRIES X, APC TERIBEMANEN SR
BAHEFER, AERHTENERSTMEARE PCIPIN FHEHN —32

ER 24 AEMBFMNILESBANVERER AWS FRZERZE G AR PCI PIN 548 —36
Do APCEHZE 2aifEHE  CHEEEHE LSRN SRERER, BETHHEBNERER
(24-2.2 # 24-2.3) AL EE,

=R 25 : /£ AWS Payment Cryptography 7B FMFAE €88 2514 AR PCI PIN FE/&#HY — 3P
Do £ AWS RERFEEELE 2o NELHZR  SREEHESRFIRFINEF X4,

ER 26 : BRFERRHERBNER 2SR, SRAGIEFERNEAFINGCE, VR
EAEABRBHTHAESRETEFH AFEAER S AWS CloudTrail.

BER 27 BRFERRERBNEANTR, SRTAIEEERNRBOER.
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_GetKey
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListKeys
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_KeyAttributes
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_KeyAttributes
https://aws.amazon.com/security-incident-response/

AWS [ REHRF EREES

ER28: FAAPI ETHESREENEFRIECAEESREEFINAG  URHTIESES
EESEBNEGERNBNZAE, AWS CloudTrall BSRASFELBEEEY

EHBERE7  AREE PINSHERNRBRUALZEH S NEE,

B3R 29 : £ AWS A REHRR=E M 288 HSMs WERBMBEAREFNER,

ER 30 : ENEAENKREY POl REERNATEERBVEBERBNELE.

ER 31 AWS IRZBF=FIEANZERIBREEE (SCD) WREC T AR PCI PIN 541
—&n., FEERBEHEAEXFERANEMEAM SCDsHRE,

B3R 32 : AWS I REBHmFZFANEMI SCDs WEMA EFHERIRH PCIPIN FHEH —&f 2. BFER
gERARENFTER A E M SCDsH FFEUR B MR E,

ER 33 B FEHRRZ EEHNEM PIN EEREHRE,

£ P2PE #RF RPEH AWS 2 iR =/ 2 i

PCI P2PE R AE R AERAWS N REBRmEHRZ TH. ERE&E PCl Point-to-Pointil# : £%

ERIBEESF (P2PE SRS RME=F /= P2PE THEEENER ) | "THMAFTREMRE (R
ERBRARIZHENTER ) ATLUEHE L P2PE EKEJN 24 PCl 5K P2PE TiHiRtE , W EH

P2PE BRREERE (P-ROV) H¥R%E PCI I H/Y P2PE tHHIER . |, Z|ETE PCl #835 EES,

BHM AWS RENMEREE—K K CEETRLMERRE. REFIUES , XEARFE PCI P2PE
ERN L 228, AWS Payment Cryptography P2PE Decryption Component User's Guide A[#E L HY
B , AWS Artifacti2 £ AWS Payment Cryptography E2&#) PCI P2PE Solution &K FFMFREA |
URERBENENEERBE THRSE,
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https://listings.pcisecuritystandards.org/assessors_and_solutions/point_to_point_encryption_components
https://www.pcisecuritystandards.org/

AWS [ REHRF ERAEER

AWS R ZBREN S 2N EIREE

AWS Identity and Access Management (IAM) 2 AWS BR# , AIiHBIEE & R £ iR F1¥ AWS &R
MWFEEL. IAM EEEESTERFIHTEITESIRE (BA) NRE (EEFT) , UEA AWS TR
BiREER. IAM BEFAUEEER AWS BRI &9 .

F&E

- BEER

- FRSDRE

- FRABKREBFIE

o AWS SRERimZ MM IAM BERER

« AWS IR EHIRZ S 5 B BREf

- AWS IR EBRENEREBER

« AWS IR EBmENS HE

- B AWS IREBEBHFEZS 2 N FEETHREDE

BHRHR

A5 AWS Identity and Access Management (IAM) RIBEN B EMEFTTRE :
- RBERE — BEELIFIELYR  FOEEERFMENY (F2E B AWS I REBREZS D
MEFRUEITRFERZ B

- BBEEE — SEREEAEFIEL R IHER (FF20 AWS K& HHE= 1T IAM
BEER)

« IAM EEE — BREBRUEERFIZS (B2 AWS N EHRE S 2 HBEREH)

ﬂl'ﬂ

FEAE DR
EOBRBRELAWS TR BRBRANAR, BXALL AWSIEERFERE. IAM FHERIEE
IAM A6 5 9HITE D RE,

BT LMER B 9 R E AL R, 1 AWS IAM Identity Center (IAM Identity Center), E—& A&
7 EFER Google/Facebook BAER , UBEFTHMERBA. NIEEBREANFHERN A F2H
(AWS & A EHEER) PHUAEAEN AWS IRF,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html

AWS [ REHRF ERAEER

HWRENRFTFE , AWS 124t SDK M CLI ARIGHmFH NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS tRF BERE

BER i AWS IRF | g8t — @& A AWS tRF theroot ERENZEAF DB , RS0 EFHM
B AWS ¥ M ERNTEEFIE, BARBRTEEAREAERATEERER. ABRZEERERE
BENER , F2R8 (AM £REER) PTHEEREAEBRENER.

IAM £ F & M A48

IAM £ Fi & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 —E & 5 EfHE A
FERAERANEEFTE. ERURREENREGRABEN IAMEFRE. WEFRER A6 F2H8
(AM EAREEM) PRERAECERECABS SO RMER AWS FAEBERBETH .

3

IAM B#HEEEE IAM EREES  FEEAREEAENFIEEMNER, NFFAER  F2H
C(IAM fEREER) FH 1AM £/ &/ EA =5,

IAM B

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIf B 2 BG4 EHFE | H
ATLARRERER R, BULUEBRERAETRE IAM A6 ( E24A ) HFEW AWS CLI 5 AWS API
BRIERETAR, MEFMAENR , F2H (AM EAEER) FHRREAGH S %,

IAM B EBRRBE 5o ERAERFI. W IAM EAER T, BikFFERREBRBFE , URE
Amazon EC2 TR AEN, MEFMENR , F2H (AM EAEER) P/ IAM FHVRIRE EIR
FH

{5 F R S 7 B

BRI LUEIB B M BUR Y G HIE D & 5 RNER AWS RIZH AWS R ER. BERERRES 2R EIRME
BABVET . ERFEARBFERE AWS |, SFTHELEE, ASEBEKEL JSON X #4 AWS £
FRE 7. MEE—DTH JSON BRXH , F2H (IAM EREERE) F8 JSON BEREH,

EEESEMEARK  ERERWLEERUTEWLRG THRLEERNTEE , UEETFINEERE,

FREBEAT  ERAENACKRAT. AMEESEEY IAM BRIEHEMEEAE  #HEAERE
B, IAM BURERBMERIFT A , ERmBRAAES X #T.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS [ REHRF ERAEER
B9 BBE

BOBERRREMMESS (EAE, FRAERESAR) K JSON FFABENH. EEREREHS ST
HMLEFRATWLERSE , UREANGRSE. IFTHROARISDEBE , F2H8 (AM E£REE
M) PHEBEFEERRERHE] IAM FF A,

BoRBRASBRNREE (EEARRE-59) ERXEHE (THNESES 2B ILBEE), 0%
THRONAEZERRRABRBRCEBMERE  F28 (AM EAEERM) PHEXEBRERREE
ZFEﬁig;go

ERBHR

ERE PR M N EIRAY JSON BERM ., &EHEHE IAM BEEEBRRE Amazon S3 FRTREE
R, EXEEREBRNEET , REEESUERACAREZHEIEERNEFIER. BLAEER
REBRPEEER,

ERRBRRURZRE FHOAREE. CEAEEREIRFEARE AM 8 AWS SEHE.
FEURHIEE (ACL)

FHUZRHEE (ACL) ATZHLER (IRFXE, ERENAR) BEFHEERNTA. ACL ELUR
ERAPBK , BEMAER JSON BERMXHER.

Amazon S3 AWS WAF#1 Amazon VPC 2 ACLsHBRIEE 6, mMFEE—L 7#E ACL , 52E

{Amazon Simple Storage Service FIE A B5rm) PR FEUERHIEE (ACL) Bi#,
Hb B RER

AWS T RHMBREE  IREESERBREER TR :

« FARR —RES/EBEURE IAMBEENZAFTT, MEFHEER , F20 (AMEAEE
) B IAM EREEF T R IR,

« PRIGIZFIBER (SCP) — B AWS Organizations VB SR AB B BBV IS ERAFF W, MNFFHMEN |
520 (AWS Organizations £ & ER) A HYPRIEIE HIBUER,

- EREFIER (RCP) — RELIRFPERTAFTN LR, MEFHEE
Organizations A& EFE) P EIRZEF EZE (RCP),

- THERBREX — EUBRARTAXAACEBE s FERAEELGRIERER , USBEXEE
RS ER, MEFHMEN , 2 (AM FAEER) P TIERERBUEE,

A, m2HE (AWS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session

AWS [ REHRF ERAEER

ZRBRER

EZERENBRBEANBRE  EENUTEEEMMEBERER, 527 HIT AWS £4 R ZEHR
REHFRERBANBER , F20H (AM £REER) PHBRTLEE.

AWS {3 FR 2 15 fim = an{rT B2 [AM #2855 A

HIEER IAM B AWS N RBRwEEFNFIE 2R |, SR T #BIFL IAM ZhEE T8 AWS RRE
Rim=EEER, ®E2H 7B AWS I RBRREZEMEAM AWS RIF ML IAM HHEER , F2EH
(IAM £ EERE) PRI IAM AWS B EAR R

£
« AWS R EBiRE S 2 BBUR
« LAWS I REHiR= SR AERAVRE

AWS R ZBHRE=ZS o BER

EiB IAM B BBE | ETNEEARRIEBNBENER , URATRIEEBENEE. AWS
HBREFREXEREDE. SRNEEREIE, EETHREE JSON BETEANFETE , 520
IAM 5 EISRITH JSON BETESE,

BF

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , TMEZEEMBEES T oA H 4
EEREITH LB F,

JSON BURRE Action TEBRE T AR AFHIEBBRFFINEF, BHREERADERRTH
1TAEBABR BN ERVRT T,

AWS I REBREPNEEBEETEREZRIEATIFE : payment-cryptography:. flf , &
ERFHEAHIT AWS Payment Cryptography VerifyCardData APl I2{ERVEF T , FEEBEXFTEE
payment-cryptography:VerifyCardDataEi{E, BURPRIAXHEEE Action I NotAction
TR, AWS IREBFRESERECHN —EEE , BRETUEALREAITHERE.

BREE-RAXTIEESEEE  FRERSRE , TR :

"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS [ REHRF ERAEER

"payment-cryptography:actionl",
"payment-cryptography:action2"

FHAUERBRATT () REECZEEFE, U, BEREAFARBENAEENE List ( Hi
ListKeys#l ListAliases), 2 E T HIEHE

"Action": "payment-cryptography:List*"

EEEE AWS AREBRBDENEE , F2H (AM EAEERE) FHAWS (REBREEEND
B,

Resources

EEEWLER AWS JSON BURRIEEH T AFHAR, tWpER , MEEREERE T o8
EERAITHLEBIF,

Resource JSON R tEZ WIS EEEAIENYH. REEKERFEHAE Amazon Resource Name
(ARN) RIEEEER. EHEFXZEERBRHT , FABAF R () KT ZREAXNBARMEER.

"Resource": "*"

RRMEZSR/REREE TS ARN :
arn:${Partition}:payment-cryptography:${Region}:${Account}:key/${keyARN}

INE ARNs XK FMEF , 5528 Amazon Resource Name (ARNs) AWS F R 75 n & 22 i,

Flan |, BEEEFRRRFIEE arn:aws : payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h #{T{EE , EEALUT ARN :

"Resource": "arn:aws:payment-cryptography:us-east-2:111122223333:key/kwapwabgaifllw2h"

FEEEBRBEERFHMESR  FEABAFT (M)

"Resource": "arn:aws:payment-cryptography:us-east-2:111122223333:key/*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awskeymanagementservice.html#awskeymanagementservice-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awskeymanagementservice.html#awskeymanagementservice-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS [ REHRF ERAEER

BE AWS ARFBHREZFDFREIEREEFR LT, SIWARBISRNEBE, ETELBRAT , &
AERBRAFT (")

"Resource": "*"

3
i
H
i
%

BEEE-RRAXPEEZEER , , NTFFRR -

"Resource": [
"resourcel",
"resource2"

a5

EERIR AWS N RBERES D LRRNEH  FBMH AWS SREBEES 2 DEEGH.
BLAWS I REZBRZFERAERNRE

BA U EEREEEZ AWS TREBFEER , A EBRPEEREEE AWS TREH

w2, MERBERESEFE , 55# M payment-cryptography:ResourceTag/key-

name. aws:RequestTag/key-name = aws:TagKeys &4 &5I8 , ERENFRETESF | RHEE
BEA.

AWS R % i = S 2 B BURE S

RIBFER , IAMEAENAGRERLIBN AWS FRBZEFZERNTT, MMAEELERA AWS
EEEEA AWS CLIZE AWS APl #{TEK. IAM BEEXNERY IAMBX , BFERAENACRESRS
EEREHITIE APIEENFIERT.,. EEEEEVASELYBREZEZTEZTELFTHN IAM A
E A,

EETROAIEAELEF JSON BERXHEY IAM 55 EBR |, 28 (AM FAEER) PHE
JSON ZE&R LB T BUR,

ES- |

- BRREE®

- A AWS R EBRZELED
- RAFMEAEREMM B CSHETH

B AWS fRERREERASERARE 264


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

AWS [ REHRF ERAEER

REHFEAWS R EBENFEEH
- BEHERAEERNSRTY APIs
RESTRARIE R B IR

HERREER

BoRARREYEERFANEBASRESTURY, FIEMER AWS SRBBRERZER. ELBE
THREREN AWS IRFELER, EREVRRES 7 EHEK  FERTIEARERSE .

- FREER AWS SEBRRYERREERITT - eERBERATRTENCEAENTEESE  FEA
BAFARTHZSERERARMN AWS ZEBX, EMTEEN F6£H AWS IkF, BfIEBREESR
BEREARD AWS WEFXEBR , WE—FRDHA. WEEZEH , F2H (AM EREE
M) FH AWS SEBRSEBHENAWS ZEBXK.

- EAREERET - 52E IAM BERNFAR  FERTHTERMENTT. KERLEN , &
LESRERERG T TUEREERRINEFE K SELBARKKEBRITT. WFEEA IAM ERAFFA
MEZHEER , F2E8 (AM EAEER) P IAM PR BERMFF .

o 5 1AM BUR R VR — SR B FZEE - B LUSERGFIBEBER | SRFIEENE RN EFEE.
flan | WA AR B BEERRG , EEXAMER SSL BEFARER, MREBIFE SHERRKEE
AWS FR#& , &t ] LAGE B R4 R 1R F HZEUE CloudFormation., MEFFMHER , 528 (AM £#H
HIEE) FH IAM JSON B TTE © 4.

£/ IAM Access Analyzer 5 IAM BUR |, BARFF Al £ 2 B Al iEFE4E - IAM Access Analyzer &
BHBCRABABER , MAELBERER IAM BURES (JSON) # IAM RIEEH. IAM Access
Analyzer 12fit 100 ZEBERERVEATHESR , THHEREXLBEERANBR, NEFHEE
A, F2E AM FRHERR) PHEEA IAM Access Analyzer B FE B

- FEESEEZRRTF (MFA) - MREHRGIEZE IAM FHAER FHREAE AWS IRF |, R MFA
LIRELRE M, MEEFU AP RERER MFA |, 51§ MFA AT B EENEEK. MEFHMAE
7, F2H (AM EREERE) FHEIR MFA Z% APl FH,

WE IAM FREERNVEBENR  F20 (AM EAEER) v IAM 22 5EEK,

£/ AWS N REBmZFEZEE

FEFHAWS AREBREZELEE  BLAHEE —HREF A, ELFTLAAFEI HNBR
AWS tRF R AWS REZRRZFERNFEET . IREEVLHLSEESKEFTEREN S 5 HEK
R, AIMRERSKBERNWER (AMERENAC) M5 , TRAMBEINEREE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS [ REHRF EREES

%TﬁEﬁL“‘EE*%?’iTJ«Mi% AWS N REBRFEES , BT AWS SEHREZRZER. W
FAMES , F2HR (AM EREER) FOFEAIZIEAE.

HRERW AWS CLIZ{ AWS API NERE , EFFEAMREETERAFTT. Rz , REAHFERS
BRRERBITZ AP BRENBERALT

RFFEAERAAME ST

WEH G REBMMEIBEK , AFF IAM FREREKRNEMBAEAESINAREZIERR, HWBEE
AEETEAEHER H AWS CLI AWS APl URBRRET AR TR EBENFT,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS [ REHRF EREES

BESFHL AWS N RZIBEN AR EE

/A Warning
LEHREFZNFA , TEREA. FRAZRREERNFIEE,

EHEHIF | BRERTF AWS IREFRH IAM FEHAEEZINME AWS SREGRESH®  URFUFRE
AWS TR & Eima= API BIBEH , 2F& ControlPlane® DataPlanei®fE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"payment-cryptography:*"
1,

"Resource": [
Mg

1

RESE e ERY S SRIF AL APIs

L EHP , FRERT AWS IRFFH IAM FAEFIRHEF —E AWS A RBER

&£, arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qaifllw2hR & EM{E APIs GenerateCardValidationData®l REAILE
JRVerifyCardvValidationData, MRt , IAM FERAEKELFIREHMRELERALS® , HlW
DeleteKeydZk ExportKey

BRULURE €88 , FEA keyH BB , FEA alias.

BEATZEL AWS R EZIREN AR HE 267



AWS [ REHRF EREES

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"payment-cryptography:VerifyCardValidationData",
"payment-cryptography:GenerateCardValidationData"

1,

"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h"

]

}
]
}

RES AT B E IR

/A Warning
FHERRTERAFZAFINTE. FUAERREBREKE,

LR , BREARF AWS IRFFH IAM FEAEFEEMN AWS fREBFREZSHR , BREE
REBRBELWNTT. RTEEBRAXNPEEN S| , £AF K TFE GenerateCardData
VerifyCardDataMFiE £,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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AWS BB RE

ERAEER

"Action": [
"payment-cryptography:VerifyCardValidationData",
"payment-cryptography:GenerateCardValidationData"
]I
"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/*"

]
}I
{
"Effect": "Deny",
"Action": [
"payment-cryptography:GenerateCardValidationData"
1,

"Resource": [
"arn:aws:payment-cryptography:us-

east-2:111122223333:key/kwapwabqaifllw2h"

}

1

AWS SR ZGRENE R BER

LERAERVBER R BEETEIRA JSON BERXH |, Sl AWS AREBRFRE=ETR, TEFRER
R, B EEHATUENEER , ARG TUHERTHEE. BUTUEREREBCR

- BE-SRNFIERTZEERENAE,
- BEFIERTHM AWS IRFFNERERAE,

ES ]
- ZEER

- EBUERSERBUR

- ERBEBRED

EEREREBREERE AWS IRBHREZFTRE , AWS REBREFSER IAM BERFHEEER
HEREENZTXAREERUITHERNEME. EEMABIRFEN , B UEEEH MRS AN ATHIK

FmIAM B8 , FAEREBENETLA. BIRFFIEEMERE

BEREBER
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AWS [ REHRF EREES

1. BREER (EREEENIRF ) — S|MWEEEFEH PutResourcePolicy RFFMFEIRF
IAM BB ZEE,

2. BHEBER (REBNIRF ) — BEAN IAM EEE W XLBERE AN IAM BERF L FF AWS F
AR GHmZEIE (B0 payment-cryptography:EncryptData)s

EMEBRBLANT BE. MRHED—EEX , AIER EBEIRFHE

RAccessDeniedException,

MRUERAERNBRETFHRIKRFANEZETIARIE , AFFERNNUAS S HERNBER, 0F
HAEA , F2E (AM EREER) P8 IAM AR NERAERNFAEMNER,

A ERBEREEITEHRE
DERAEBRNBERTEARERBRES FHIEEGetResourcePolicy , Hlin
PutResourcePolicy, #Hl DeleteResourcePolicy, EAIPFILBEHERS , HHER
BRI REREUIBRBERAGNED, FTRELEFITHEREES IAM F2BRBENL
Fo

ZEEIN
HERBEBRE AWS T REBREFEL LR , BRETISEE,

- AWS IR B GRESEDREHTLABENSE, CEIEVFIERTEERR L AETENERE
BUR, FTE¥ AWS Payment Cryptography €W FREAZELIBEFBN AWS £ K mME—#g
HELRAER.

- BESBREAUERAERNER. 868 AWS fRERHRESRESTEE—BUERAERNK
&Ko

- EREBRTEAREE, ERKRSIBIESERS|IEE , St ERZEERRS|IBNERBER.

- DERAERNBERENTEARNEAZESSCRETEUNHEREEREH SR, ERBEREEE
FFXEREFSE,

- BIREBRYPH Resource TR M AHEBRERE 2 CWMA ARN " * "M, "*" BEE
A, BAeCAFEZ SR EEERERHARKNBER M.

- BERBEER APIs(PutResourcePolicy, GetResourcePolicy#

DeleteResourcePolicy) ERM AWS tkF HE RN . RESREEEIRPPN IR T EERE
BERBUER,
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AWS (BB T
BEUERAEBRNEIR

A LAEA AWS CLI 2 AWS API B3 AWS IR ZBRESHRNEREBRE, TEFALGS
LR 8 BRIV E Bl B R ######## o

BENERAERABUR

3

M PutResourcePolicy API EfES} put-resource-policy CLI 7% , B REBKEZZ LB, W
RBEERFE , 7T EERAE,

TrEHSREREEKRE JSON EREZZEER,

aws payment-cryptography put-resource-policy \
--Tresource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h \
--policy file://policy.json

HWEUAE R A ER A BUR

£/ GetResourcePolicy API BI#EE] get-resource-policy CLI & REAEUEZ D 8K E R A K
Ko

THEHSHNERE SRV EREBR,

aws payment-cryptography get-resource-policy \
--resource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqgaifllw2h

Bl FE & & = BUR XA

"Policy": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:r0le/ExampleRole"
I
"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData"
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AWS [ REHRF ERAEER

]I

"Resource": "*"

il BR A B R A E R A R

£/ DeleteResourcePolicy API Bi#E=} delete-resource-policy CLI 5 e , R BREREK
%o

THgEfahRERESRNEREEE,

aws payment-cryptography delete-resource-policy \
--resource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqgaifllw2h

ERE RS
Ry SROVEIRF FHUE

THEFREBER TS —E AWS t(RFFHARHT , UEA AWS fRERFERFESRETEBRER
.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleRole"
b
"Action": [
"payment-cryptography:GenerateCardValidationData",
"payment-cryptography:VerifyCardValidationData"
1,
"Resource": "*"
}
]
}
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AWS [ REHRF ERAEER

HTAENFF TR T TERS

THEREBRFENMAEFRNFARTFARKRFEPNETA, ELEHIF , —fEIRSFH 3DS 7
2 HI A RS (ACS) AIELEFHREELR , MAEIRS A RRERE 58T 3DS MEH,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow3DSACSToGenerate",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/3dsAcsRole"
},
"Action": [
"payment-cryptography:GenerateCardValidationData"
1,

"Resource": "*"

"Sid": "AllowPaymentAuthToVerify",

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam: :444455556666:r0le/PaymentAuthRole"

.

"Action": [
"payment-cryptography:VerifyAuthRequestCryptogram"

1,

"Resource": "*"

AWS T RZAIBRENZ HZE

AWS 3 Z B #wZE K B Amazon Web Services Organizations % 5 ## (MPA) B4 | EiB2D &8
XRAERF R REBRIREE, £/A MPA | EUUERZEGFENEAEIITREE AWS REHR
FREZTIRAELRE,
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AWS (R ETBRE EAEEE
- ZREENRE

- FTRIFH

- BANEA MPA

- FEtRHEH

- 516 - EASREA MPA BRBE

« AWS CloudTrail MPA SEH#YEC 8%

- BEFRRENEERK

B

SHREFTE-EEENEAKRE  TRERRE , HBEN AWS ARBRFEFREMEENNZS
B, MRE-—BZABREIAR , ERBRMIERERBNEE U IEE—BAAETHETRE,

BEBBRERT —EEE  SEERETEEZIREBNRERZE R, REEFTEHASEBNRES
B, RE AWS AESHERETIEEF K.

REREVRERA MPA R, ERETIER

1. BRERBZRENIRE,

2. MPA B ZHETERERY BAZEBKKE,

3. BEBEBK ESREFER , iEE MPA A OBMERESIEEE R,
4

. —BEIXENRERERE K RERSEE. IRREEREREFR  FIEEIREREZI R
AT TRRE RIS RIBE , AIRERTRF. EEMERRT , FREBDBLARIHFNER , THE
AR,

(® Note

A MPA IR TEEAR CA BEM , RequesterComment ZEEiEHIMN, TR
EEEXGREEKNERAT , BRHBERNIAS,

ZREHVERE

AWS 3R & SR a= L B T SR IERN MPA :
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» ImportKey fEFlRootCertificatePublicKey&£ M — EARLNESRBIES —HEESR
£, ARBBEEMFEA TR-34 SHYUBEBIIN , AFMERESRKREANELE I EEHE, iR
EFEZHFRE, BYRBERIEEAEATUESFHEYREE AWS A REBRZEHBNEME
B

SRR

BALAFLTR THIRGH |, TeERE AWS REBBHZFFEH MPA

« 7£ Amazon Web Services Organizations :RIEHERE MPA, WERA , FSRTEERZFRE? %
FREEREERPHN .

- BYEL—BEAMEREENZERR.

- FH HAESEN AWS (TRZBRESIE AWS IRF 8 L ARAEBB AWS Resource Access
Manager.

- ABPHNEERF S REFNASHRE,

B A FMER MPA

REREBRKZ®  BUEERKEZSNIRSZI B , LA MPA for AWS Payment
Cryptography. &t 7] SAEUH BB R R R1= A MPA |, {EEUH BB EZ B A1 B8 B A 2% BB A,

B A MPA

£ AssociateMpaTeam API BjE= associate-mpa-team CLI @55 , & EBBKEZA AWS 45K
BIRIRFEIUEN., EURNE SRENVBREFSEERRESEERE,

aws payment-cryptography associate-mpa-team \
--team-arn arn:aws:mpa:us-east-1:111122223333:team/my-approval-team

A MPA

£/ DisassociateMpaTeam API B)#ES disassociate-mpa-team CLI tn S B R EB KRR ., BUS
EXEBA S RS RENERE , EEETBEBHN R EERZE,

aws payment-cryptography disassociate-mpa-team \
--team-arn arn:aws:mpa:us-east-1:111122223333:team/my-approval-team
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AWS [ REHRF EREES

/A Important
5 MPA FER s BB EBBRNZE. EURRRIEETM—EATUESEBRSH#
HERE,

(® Note

associate-mpa-team # B - -requester-comment 22 2i% A #disassociate-mpa-team,

B 16 fE A

ZEZRMKREER MPA for AWS Payment Cryptography , 5828 % 5 #Z% E £ A & 5 BN ER
™, SENAEN AR, REREBRMNEERETERE.

gHl - EAERA MPA RBRE

B MPA B #EBPBKEE ImportKey W REMEIBI#RootCertificatePublicKey , EABREE
BT RERE,

1. BREBHEMY import-key REARLNESBRERE. ZEFAMGS , BULECHNERTNREH
sl N

aws payment-cryptography import-key \
--key-material="'{"RootCertificatePublicKey": {
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {"Verify": true},
"KeyUsage": "TR31_S0@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
},
"PublicKeyCertificate": "LSOtLSICRUAITi..."}}' \
--requester-comment "Importing new root CA certificate for TR-34 key exchange

with partner XYZ"

EfEEEE KeyState FES HWEIMCREATE_IN_PROGRESS , R "B RIEESEEKE, BEWL
‘@EMpaStatus B E TERERMEFMER -
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AWS BB RE

ERAEER

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqgaifllw2h",
"KeyAttributes": {

"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",

"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096"
1,
"Enabled": true,
"KeyState'": "CREATE_IN_PROGRESS",
"KeyOrigin": "EXTERNAL",

"CreateTimestamp": "2026-04-27T10:15:30.000000+00:00",
"UsageStartTimestamp": "2026-04-27T10:15:29.926000+00:00",

"MpaStatus": {
"MpaSessionArn": "arn:aws:mpa:us-
east-1:111122223333:session/abcl23def456",
"Status": "PENDING",

"InitiationDate": "2026-04-27T10:15:30.000000+00:00"

}

2. HRERMA MPA , BRFEIULNTER. R, AWS FREBRFSEL &4 THERE , HED

RIARESENEE,

3. ®HEBBKESWIBEA , WEB MPA AOPEMEREFER, —BEMENZEEBRERERR , E

AREHREEE  XEABREE,

AWS CloudTrail MPA B4/ 50 8%

BR A MPA B | E#&ETHERETKAWS CloudTraill |, AWS IR

RiREFEERESHICHT . B

LEASTHAEEFNGER  SEFRETERETRR. LR EMEL BFERER MPAEE |

I 36 Bt 32 1R IR AF RV ARRE

MPA #E8# CloudTrail E43& P T 5 {fIserviceEventDetails :

« keyArn — ¥ BEZEZ /M ARN,

« operation — FBRMZRBERE.

« mpaSessionArn — MPA %4 TEREXHY ARN,

* sessionStatus — &HETERBRIER (APPROVED 5 FAILED).

AWS CloudTrail MPA 4Ry 528%
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AWS [ REHRF ERAEER

BOERIEER

T 5567 R MPA BBk 2 ImportKeyiEsRH CloudTrail B4 :

{
"eventVersion": "1.11",
"eventTime": "2026-04-28T18:49:517",
"eventName": "ImportKey",
"eventSource": "payment-cryptography.amazonaws.com",
"eventType": "AwsServiceEvent",
"eventCategory": "Management",
"awsRegion": "us-east-1",

"readOnly": false,
"managementEvent": true,
"recipientAccountId": "111122223333",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "payment-cryptography.amazonaws.com"
},
"resources": [
{
"ARN": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/spa2dclzmsihlj4o",
"accountId": "111122223333",
"type": "AWS::PaymentCryptography: :Key"

1,
"serviceEventDetails": {
"keyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/spa2dclzmsihlj4o",
"operation": "ImportKey",
"mpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/my-approval-
team/44c76e07-8937-4d7d-bb9a-a646322e2ale",
"sessionStatus": "APPROVED"

RBBFAR

T5IEEHIF R ImportKeysERH CloudTrail E4ERIEE SR

"eventVersion": "1.11",

AWS CloudTrail MPA B4 50 278
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"eventTime": "2026-04-28T18:50:357",

"eventName": "ImportKey",

"eventSource": "payment-cryptography.amazonaws.com",
"eventType": "AwsServiceEvent",

"eventCategory": '"Management",

"awsRegion": "us-east-1",

"readOnly": false,
"managementEvent": true,
"recipientAccountId": "111122223333",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "payment-cryptography.amazonaws.com"
1,
"resources": [
{
"ARN": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/qj46kudqimypxdo7",
"accountId": "111122223333",
"type": "AWS::PaymentCryptography: :Key"

1,
"serviceEventDetails": {
"keyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/qj46kudqimypxdo7",
"operation": "ImportKey",
"mpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/my-approval-team/
b0ac1994-14el1-47a6-bfla-0b6fcob845f2",
"sessionStatus": "FAILED"

EEHE—5 T H AWS CloudTrail , 582BAWS CloudTrail { fFA&EIERE) -

MEFERARENEREE KB

EA LA SRR EEFE MPA BRI EGetKey, BT EEHE B AIKETERERFEE
FMpaStatusHIHifL, EEMFALSGS , FUEECHNERARRE G G DM zarss###,

aws payment-cryptography get-key \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h
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AWS [ REHRF ERAEER

BRSO | EES R ~KeyState CREATE_IN_PROGRESSAHI MpaStatus.Status
PENDING :

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096"
1,
"Enabled": true,
"KeyState": "CREATE_IN_PROGRESS",
"KeyOrigin": "EXTERNAL",
"CreateTimestamp": "2026-04-27T10:15:30.000000+00:00",
"UsageStartTimestamp": "2026-04-27T10:15:29.926000+00:00",
"MpaStatus": {
"MpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/abcl23def456",
"Status": "PENDING",
"InitiationDate": "2026-04-27T10:15:30.000000+00:00"

—BXEBERREEBBERHEER , KeyState®BZE CREATE_COMPLETE¥fMpaStatus.StatusBE
APPROVED, £ HER -

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqgaifliw2h",
"KeyAttributes": {
"KeyUsage": "TR31_SO@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096"
},
"Enabled": true,
"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "EXTERNAL",
"CreateTimestamp": "2026-04-27T10:15:30.000000+00:00",
"UsageStartTimestamp": "2026-04-27T10:15:29.926000+00:00",
"MpaStatus": {
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"MpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/abcl123def456",
"Status": "APPROVED",
"InitiationDate": "2026-04-27T10:15:30.000000+00:00"

MERABBKIERTER , REEZREREZH THERRIBE |, Al KeyStateE
B CREATE_FAILED# MpaStatus.Status 8% A FAILED :

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqgaifllw2h",

"KeyAttributes": {
"KeyUsage": "TR31_SO@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096"

b

"Enabled": true,

"KeyState": "CREATE_FAILED",

"KeyOrigin": "EXTERNAL",

"CreateTimestamp": "2026-04-27T10:15:30.000000+00:00",

"UsageStartTimestamp": "2026-04-27T10:15:29.926000+00:00",

"MpaStatus": {
"MpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/abcl123def456",
"Status": "FAILED",
"InitiationDate": "2026-04-27T10:15:30.000000+00:00",
"StatusMessage": "Approval session expired or was denied"

MEHN EMCREATE_FAILEDEEZARBZIBHmERE. BEEHEAN , BLARIFH InportKeyid
R, EEELHNVZE TERE,

¥ AWS SRBRIHRZF S 7 MEFEUETHEZE

FTEBFREAD , BR/CHER AWS NREBRZFHH IAM HERE, 0F IAM EEN —REH
HBAR  F2E (AM ERAEER) PRZEHES S,
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AWS [ REHRF ERAEER

BT AWS N RE iR E

ERRERE AWS IRBHmZFNEM AWS SR RN TR, TRAMENBENEES D, AWS 2
HTIERTERESR AWS I REBRZF. WEHR , YEEEREBDERNBF :

« Amazon CloudWatch AWS £ IR ES 1280 AWS ERMEE LHTHEARER, SrlUkEME
HIEE, B BTEEREK , URBREER , EREEEEIZEENRERBNERHKEEE, 6
mn , A LAE CloudWatch BHH4SE APISHI A E |, REFZIE AWS N REHRERERENE, m
EFHMER , 3828 Amazon CloudWatch £ & 5r.

« Amazon CloudWatch Logs Tl EREEE, FEHAFERE Amazon EC2 #11T7{E#. CloudTrail R &
ftt 2RIRH B FFER. CloudWatch Logs AJEZ ARFERIMNEN , Y EEIRFERERBENE, &
A ARERNEFEESMAMNRETZE. MEFMENR , 28 Amazon CloudWatch Logs
ERAEER.

« AWS CloudTrail €HIELHEIRF KR AWS EBHIRFE 3 HH API FEIAAHBEEH |, YWiH
HERRNFELRIEEN Amazon S3 fEFETE. SR LERBIMWMAFEREFKRSE AWS, LAY IR
. OFEANER (£8%). BHUMNRIEIP it , URFUAERE, MEFHMEEHR , F28 (AWS
CloudTrail fEFH&IER)

=&
- [ 08k AWS YR ZiEkmaz APl FEAY AWS CloudTrail

£ Fo8k AWS RZREwm=E API FEAY AWS CloudTrail

AWS N REEmZCE RIEES AWS CloudTrail , IWIRBRMHEAE. S AWS IRBE AWS 1
ME R = P EREUZ B ERYECER. CloudTrail €14 AWS N REBMRFAIFTE API EIHERA S,
FIA I EER TEAETHRW | Uk APl RENEXNBFW, REETRE , AT
CloudTrail E#F#FER N E Amazon S3 RFATEE , B AWS I REBBRFNEMHF. WRERFKER
%, MATLE CloudTrail T ANSEHELEHTRESRMNEE (26HFE ) 4. BUUER
CloudTrail FTINEREF , HEH AWS AREBRFRLAFER, REFRN IP ik, RHFRW
AR, REBRNERE , UREMFHAER,

EEE—L TH CloudTrail , 5528 "AWS CloudTrail fEFA&IER .

FE
« AWS CloudTrail PR R Em=E A
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AWS S EEIRE (&SR
« CloudTrail PRSI FEEH

« CloudTrail FHERE4

- T AWS IREBHFEEFFEAFERIER

- THEAWS NREBHFEER FEAFERIER

AWS CloudTrail 57 RY {3 5K 2 5w 7% & 5

EEEI AWS IRFR , §EEMIRS LA CloudTrail, EVEEIE AWS REBRZPRER |, X
EBEREMHELERTHEMRE AWS EH —EEEHHE CloudTrail EHH, EWLEEKR. BESMT
#HAWS IRFHBHEMH. WEFMEF , FSEEA CloudTrail EHFE LR EBREN

EERETHBEAWS IREFANES 81 AWS RBIEHRENES | FEVEKR, BRRES
CloudTrail #% AFFE R E Amazon S3 #7FITE. RIBETRR , EREIRABIREKR  RES
ERZIFE AWS Eif, RERGRHAWS 2EIETHMERENES , L4 BFEREEIEREEN
Amazon S3 fETZETEE, A\, BAILAEREE ML AWS RTE , AiE— S D FEE CloudTrail BESHFR
WENSHER, NEFEEN  BSETIRE -

- BB BLER

- CloudTrail X EHWRBENES

+ %7 CloudTrail B§ Amazon SNS &4l
- ZEEFER CloudTrail HFER
- EZEIRFEW CloudTrail HFER

B-SSEHUARRENSLSELEFRENETA. FoEATHEEHE T5IEE !

- REMFERABH AWS Identity and Access Management (IAM) & ZE AERHEHFER,
- REZBRE , RECEATHEACEBMES I EAENERLZERE,
- FREEAHHEM AWS KR,

WMEFME , 520 CloudTrail userldentity T,

CloudTrail A By & SF EE 4

CloudTrail &5C8% AWS SR Z G im=ZIR/E , Hlm
CreateKey, ImportKey, DeleteKey, ListKeys, TagResource FPf H it & F iR e,
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EBHE—EHERE  EEEHUHARFERNEARSREBIEEN Amazon S3 f#17Er#, CloudTrail B
1’?'5?’?@3 —RZEAFER, —BEEHATARFRELNE—FR , YTESHEREBIE. FRH BB

5, BRBEZFET. CloudTrail BEEEWLIEM/AHE AP FEILHYHESE JE%’HBFT% , At R ELAE TS EIE
fiﬁfﬂo

T Y& IR R ~E AWS R EiRZECreateKey B4R CloudTrail HESEH,

{
CloudTrailEvent: {
tlsDetails= {
TlsDetails: {
cipherSuite=TLS_AES_128_GCM_SHA256,
tlsVersion=TLSv1.3,
clientProvidedHostHeader=controlplane.paymentcryptography.us-

west-2.amazonaws.com

}
iy

requestParameters=CreateKeyInput (
keyAttributes=KeyAttributes(

KeyUsage=TR31_B0O_BASE_DERIVATION_KEY,

keyClass=SYMMETRIC_KEY,

keyAlgorithm=AES_128,

keyModesOfUse=KeyModesOfUse(
encrypt=false,
decrypt=false,
wrap=false
unwrap=false,
generate=false,
sign=false,
verify=false,
deriveKey=true,
noRestrictions=false)

),
keyCheckValueAlgorithm=null,
exportable=true,
enabled=true,
tags=null),

eventName=CreateKey,
userAgent=Coral/Apache-HttpClient5,
responseElements=CreateKeyOutput(
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key=Key(
keyArn=arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp,
keyAttributes=KeyAttributes(
KeyUsage=TR31_B0@_BASE_DERIVATION_KEY,
keyClass=SYMMETRIC_KEY,
keyAlgorithm=AES_128,
keyModesOfUse=KeyModesOfUse(
encrypt=false,
decrypt=false,
wrap=false,
unwrap=false,
generate=false,
sign=false,
verify=false,
deriveKey=true,
noRestrictions=false)
),
keyCheckValue=FE23D3,
keyCheckValueAlgorithm=ANSI_X9_24,
enabled=true,
exportable=true,
keyState=CREATE_COMPLETE,
keyOrigin=AWS_PAYMENT_CRYPTOGRAPHY,
createTimestamp=Sun May 21 18:58:32 UTC 2023,
usageStartTimestamp=Sun May 21 18:58:32 UTC 2023,
usageStopTimestamp=null,
deletePendingTimestamp=null,
deleteTimestamp=null)
),
sourceIPAddress=192.158.1.38,
userIdentity={
UserIdentity: {
arn=arn:aws:sts::111122223333:assumed-role/TestAssumeRole-us-west-2/
ControlPlane-IntegTest-68211a2a-3e9d-42b7-86ac-c682520e0410,
invokedBy=null,
accessKeyId=TESTXECZ5U2ZULLHHMIG,
type=AssumedRole,
sessionContext={
SessionContext: {
sessionIssuer={
SessionIssuer: {arn=arn:aws:iam::111122223333:role/TestAssumeRole-us-
west-2,
type=Role,
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accountId=111122223333,
userName=TestAssumeRole-us-west-2,
principalId=TESTXECZ5U9M4LGF2N6Y5}
I
attributes={
SessionContextAttributes: {
creationDate=Sun May 21 18:58:31 UTC 2023,
mfaAuthenticated=false
}
I
webIdFederationData=null
}
},

username=null,
principalId=TESTXECZ5USM4LGF2N6Y5:ControlPlane-User,
accountId=111122223333,
identityProvider=null

}

1,
eventTime=Sun May 21 18:58:32 UTC 2023,

managementEvent=true,
recipientAccountId=111122223333,
awsRegion=us-west-2,
requestID=151cdd67-4321-1234-9999-dcel@d45c92e,
eventVersion=1.08, eventType=AwsApiCall,
readOnly=false,
eventID=c69e3101-eac2-1b4d-b942-019919ad2faf,
eventSource=payment-cryptography.amazonaws.com,
eventCategory=Management,

additionalEventData={

THIEHIFER CloudTrail BFEIEE , RERMAZEEESRERTN AWS TREHRZ.

"eventVersion": "1.11",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "payment-cryptography.amazonaws.com"

}I
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"eventTime": "2025-08-15T17:50:417",

"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "SynchronizeMultiRegionKey",

"awsRegion": "us-east-1",

"sourceIPAddress": "payment-cryptography.amazonaws.com",
"userAgent": "payment-cryptography.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"eventID": "55c@fcbc-5b2e-4bd2-a976-99305bebebfc",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "111122223333",
"serviceEventDetails": {
"keyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/key-id",
"replicationRegion": "us-east-2"
},

"eventCategory": "Management"

TH AWS FRBRIGRZFER FHAREREER

BERTESATREEMRENERF , BURNEHFEHAR , EERHRERS. ARELR AN
HE AWS T REBREFERTEHRENBBME , EURERIEF T HRBERUERT . AR
BEMM. EH|ERE , EEMLEBBRERNHRE BFZUERF.

T Y€ B R~ E AWS TR ZEMmZEEncryptDataB{E# CloudTrail BEEEE

{
"Records": [
{

"eventVersion": "1.09",

"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTXECZ5U2ZULLHHMIG:DataPlane-User",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/DataPlane-

Usex",

"accountId": "111122223333",
"accessKeyId": "TESTXECZ5U2ZULLHHMIG",
"userName": "",

"sessionContext": {

"sessionIssuer": {
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"type": "Role",
"principalld": "TESTXECZ5U9M4LGF2N6Y5",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2024-07-09T14:23:05Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-07-09T14:24:027",
"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "GenerateCardValidationData",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.158.1.38",

"userAgent": "aws-cli/2.17.6 md/awscrt#0.20.11 ua/2.0 os/macos#23.4.0

md/arch#x86_64 lang/python#3.11.8 md/pyimpl#CPython cfg/retry-mode#standard md/
installer#exe md/prompt#off md/command#payment-cryptography-data.generate-card-
validation-data",

"requestParameters": {

"key_identifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp",
"primary_account_number": "*** Sensitive Data Redacted ***",

"generation_attributes": {
"CardVerificationValue2": {
"card_expiry_date": "*** Sensitive Data Redacted ***"

},
"responseElements": null,
"requestID": "f2a99da8-91e2-47a9-b9d2-1706e733991e",
"eventID": "e4eb3785-ac6a-4589-97al-babdd3d4dd9os”,
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::PaymentCryptography::Key",
"ARN": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp"
}

1,
"eventType": "AwsApiCall",
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"managementEvent": false,

"recipientAccountId": "111122223333",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "dataplane.payment-cryptography.us-

east-2.amazonaws.com"

}
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