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AWS Key Management Service (AWS KMS) 2 —BZER# , IEERRELNZHARNREE
BHmEZE#®, AWS KMS FRHERZSEHE HSMs) RREBFE R ZH AWS KMS £48,

AWS CloudHSM

AWS CloudHSM A1 AWS Eln AR FRREZAN —MK AR HSM #1TEE. AWS CloudHSM T
RUSEZRREEEEY , fINELTR, ENEIANBNBREER,

MEFFHAEA

- BETHE AWS AREBRZTFEANMENERS , F2HEAWS S HREZBRZ .
« WFE AWS I REHRZLSFE API VEFHEER , F2RAWS R FHREZLEGFE API 2%,

T
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- WERE AWS AREBRZERFEH API NEF , F2HAWS IRZHRZERFE API 2%,

« MFAWS FREBRFUACAZHREE=NRE AWS ARBHEESB/OFMES  F2HEESD
AR e 5t Al & o

(Y% 2 AWS Payment Cryptography

£ EBLURERELET S X EEE AWS Payment Cryptography , eI LAE A i% 2 , ENARFE AV A B URL,
AWS SDKs Mar =5 TE AWS B SRBFRNESRE , £ PEBEARBHARRE , RitE#
ELEERAMRTCELE, MEEE , BHUUA API BRIEETENIHE

122 15 S TR i R
ESEHE B i 2% B E

XEHE us-east-2 controlplane.payment-cryptography.us-east-2.a  HTTPS

(GERED) mazonaws.com
HTTPS

controlplane.payment-cryptography.us-east-2.a
pi.aws
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https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/Welcome.html
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AWS IR 2 #m == A P

BEMRARERA AWS ARERRES , CELTEEUDTR A ARERERREEREREAEMN. AT
HERERUBENERARS  UEERANEL/RE CVV2 ENTR, fEEREMESLRE AWS
RHEHEEN , FERETIAWS IRBHREZFNE , ERRK GitHub EATARNEHIER

FYEREERS S| BLEVE-SR , UEASRUTERERRE. <® , MRETEEMBRE
i, lEesRslEmBE,

/A Warning

AEMAEEETNESTESEREMNE, RABNBRBIEELEERRHERAEHE , Hlu
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- SR2. FH EB/ELE CVWV2 H
- TSR3 BRIFSR2PELENE
- B4 BITRERE
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TORIRAF
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- BHEATI RBNFA. MEFMAER , F2HE AM B,

. BMBAWS CLIZE , B A LR AWS SDKs AWS APIs RIZEL AWS (TR ZB{mE |, B A&t
KiET~EER AWS CLl,

HER1BAUTHR

E—FPREVSR, EXRHERED , BRIV CVK $KRE 3DES (2KEY TDES) LR RELEMERE
CVVICVV2 B,
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https://catalog.us-east-1.prod.workshops.aws/workshops/b85843d4-a5e4-40fc-9a96-de0a99312a4b/en-US
https://github.com/aws-samples/samples-for-payment-cryptography-service
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html

AWS [ REHRF EREES

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC

CEEEEFRSH , LF/BETUL ARN SR EWBEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "CADDA1l",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

B TKeyArnKR£48/Y |, HlI0 arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/tqvSyijewitxx64pi, £ T —ELZRF , BFEAE,

TR 2 FH €|ELX CVV2 &

HUSBT | CREASE 1 hW &8 BIEEN PANVTIBE B BELE CVV2,

SB2 . FH REECVV2E 15
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ERAEER

$ aws payment-cryptography-data generate-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi \
--primary-account-number=171234567890123 \
--generation-attributes CardVerificationValue2={CardExpiryDate=0123}

"CardDataGenerationKeyCheckValue": "CADDAl",

"CardDataGenerationKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yijbwtxx64pi",

"CardDataType": "CARD_VERIFICATION_VALUE_2",

"CardDataValue": "144"

ZB5C T cardDataValue , EtHlF A 3 VB F 144, ET—ESBH |, EBEERE,

SR3: REBESR2 FELERE

HEMREFH | BRUEREESR 1 FRUNSRRBELSR 2 19 CVV2,

T T Yoo REE CVV2,

$ aws payment-cryptography-data verify-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbhyij6wtxx64pi \
--primary-account-number=171234567890123 \
--verification-attributes CardVerificationValue2={CardExpiryDate=0123} \
--validation-data 144

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,
"KeyCheckValue": "CADDA1"

FRAEE 200 B HTTP EIfE , RRHERE CVV2,

SER3: BESR 2 FELENE



AWS KB TERE EREEE
SR 4 BITERMERE

SRS !§§E4K§1¢/,\Jiiﬁ Hf CVW2 R EREARRE, LEAEALESR 1 DEYN SR
RERE T ERERN CVV2, ERFEHMIRE , Al , MEAFF AESIRFEAFRN CVV2,

$ aws payment-cryptography-data verify-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyij6wtxx64pi \
--primary-account-number=171234567890123 \
--verification-attributes CardVerificationValue2={CardExpiryDate=0123} \
--validation-data 999

Card validation data verification failed.

RIEEE HTTP EIFE 400 , WHETR " FHEBBERREBELARL AR , UKk
INVALID_VALIDATION_DATA WEH,

LSR5 (BA) B

REGUUMBREESR 1 FRUNER, ATRELZERNSEREREK , AREVRMRBBAL
Ko

$ aws payment-cryptography delete-key \
--key-identifier=arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5yij6wtxx64pi

"Key": {
"CreateTimestamp": "2022-10-27T08:27:51.795000-07:00",
"DeletePendingTimestamp": "2022-11-03T13:37:12.114000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyAttributes": {

"KeyAlgorithm": "TDES_3KEY",

"KeyClass": "SYMMETRIC_KEY",

"KeyModesOfUse": {

"Decrypt": true,

SR 4 TR 17
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"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
},
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY"
},
"KeyCheckValue": "CADDA1l",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "DELETE_PENDING",
"UsageStartTimestamp": "2022-10-27T08:27:51.753000-07:00"

R TEEPNMEE. ARAEKRKMNdeletePendingTimestampt X, keyState ;R ES
DELETE_PENDING, #& 7] LATEBETE KY M BR F [ 2 Bl P A2 A SREUE b MBRrestore-key,

SB®R5: (ER) B 18


https://docs.aws.amazon.com/cli/latest/reference/payment-cryptography/restore-key.html
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A CVV/CVV2 #1i 2KEY TDES €&
Example

W SRR 2KEY TDES €@ REAEFMEF CVV/CVV2 B, DETESERSH. RETUM
Amazon Resource Name (ARN) , AR £ &EE (KCV),

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY, \
KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, \
KeyModesOfUse="'{Generate=true,Verify=true}'

B HEf

"Key": {
"CreateTimestamp": "2022-10-26T16:04:11.642000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
hjprdg5o04jtgs5tw",
"KeyAttributes": {
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
3,
"KeyUsage": "TR31_CQ_CARD_VERIFICATION_KEY"
3,
"KeyCheckValue": "B72F",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-26T16:04:11.559000-07:00"

A& CVV/CVV2 B3I 2KEY TDES £ 20
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21 PIN tn#£48 (PEK)
Example

LSS 3KEY TDES £ %% PIN B, SuLlERAL LB ER IR LTS MER PINs AR
PINs , flItNfER S, OB EFERSE. R2EFWUMN ARN , LK KCV,

$ aws payment-cryptography create-key --exportable --key-attributes \
KeyAlgorithm=TDES_3KEY,KeyUsage=TR31_PO_PIN_ENCRYPTION_KEY, \

KeyClass=SYMMETRIC_KEY,KeyModesOfUse="'{Encrypt=true,Decrypt=true,Wrap=true,Unwrap=true}'’

B HEf

"Key": {
"CreateTimestamp": "2022-10-27T08:27:51.795000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_PQ_PIN_ENCRYPTION_KEY"
3,
"KeyCheckValue": "9CA6",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T08:27:51.753000-07:00"

B PIN Z£48 (PEK) 21
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B IEHE (RSA) 8

Example

LR SEEEHNPIELTE RSA 2048 Ui . CERUFNAESBEREMATNAE SIS, &9
LA getPublicCertificate APl #BEEU/AE £48,

$ aws payment-cryptography create-key --exportable \
--key-attributes
KeyAlgorithm=RSA_2048,KeyUsage=TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, \
KeyClass=ASYMMETRIC_KEY_PAIR,KeyModesOfUse="'{Encrypt=true,
Decrypt=True,Wrap=True,Unwrap=True}'

B A

{
"Key": {
"CreateTimestamp": "2022-11-15T11:15:42.358000-08:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
nsq2i3mbg6sn775f",
"KeyAttributes": {
"KeyAlgorithm": "RSA_2048",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION"
3,
"KeyCheckValue": "4QAD487F",
"KeyCheckValueAlgorithm": "CMAC",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-11-15T11:15:42.182000-08:00"

B IEHTE (RSA) £ 22
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3 PIN BRR{E (PVV) €18

Example

LS EEY 3KEY TDES £8KREL PVV H, B MEALSEREL PV, LIERERZETEN
PVV ETTLLE,, CETSERSE. BB ARN , A KCV,

$ aws payment-cryptography create-key --exportable \

--key-attributes KeyAlgorithm=TDES_3KEY,KeyUsage=TR31_V2_VISA_PIN_VERIFICATION_KEY,
\

KeyClass=SYMMETRIC_KEY,KeyModesOfUse="'{Generate=true,Verify=truel}'

B HEf

"Key": {
"CreateTimestamp": "2022-10-27T10:22:59.668000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
j4ubcmnzkelhcbyb",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
3,
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY"
3,
"KeyCheckValue": "5132",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState'": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T10:22:59.614000-07:00"

3 PIN BREE (PVV) &8 23
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BB ECC &8

Example

T EEL ECC £8Y% , AREE S 2ME M ECDH (Elliptic Curve Diffie-Hellman) €815, &
FAECDH , E—5#€E4XBCH ECC €% , HPhE2eBRAE K3 MFEA X WER , XRBNE

S, EHEEREAEAESRINENAESRIET AN ESR,
EEENRTHERERESRNEREARE  BEATES ECC oMU EEER  WETSER

% , fltn ECDH 85T MEE,
$ aws payment-cryptography create-key --exportable \
--key-attributes

KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT, \
KeyClass=ASYMMETRIC_KEY_PAIR,KeyModesOfUse='{DexriveKey=true}'

WA
{

"Key": {
"CreateTimestamp": "2024-10-17T01:31:55.908000+00:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-west-2:075556953750:key/
xzydvquwbejfxnwqg",
"KeyAttributes": {
"KeyAlgorithm": "ECC_NIST_P256",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": true,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": false,
"Wrap": false
3,
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT"
3,
"KeyCheckValue": "7E34F19F",
"KeyCheckValueAlgorithm": "CMAC",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2024-10-17T01:31:55.866000+00:00"

B IEHTE ECC £ 24
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5| < 5%

£/ ListKeysi@ERES AT ELNIIRF N EEPEFRNSREE.

Example

$ aws payment-cryptography list-keys

B HH A -

"Keys":

L

"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",

"Enabled": false,
"Exportable": true,

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

alsuwfxug3pgy6xh",

"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
b,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
b,
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStopTimestamp": "2022-10-27T14:19:42.488000-07

100"

ek
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RANERER

BRLMERYEMBA AWS A REBRZFTR, ECEVESRE K ARERARTR. WREFH
iR WELENMBAZY  BEEEMNERESEREPERT. RB/FLAEGTEIAER,
HEBEEETHESECAREAE, SHaUERAEAtinestamp28 , K8EF (RHIFELR
B ) RER/ERRER,

HAERERARSERN  RLEH AWS AREBRRELRIMGR AWS (REBRBLRERS
WERAER ERLAREMATTARENDE, NREEEERMRAWS (REBRBLE , 5
RISHER , LREF KT EEEARLRRNEIRBER,

=34

. BBS®AE

ey Jif |

RBETRAS

VEMASBAE TSR ARZERERE. WRARASE , BUUEALBRERFEETTHE
M. #@fIUsageStartTimestampi R REW/ARENEAF. BREMANTFR , EHEBE , W
RRBFEMA , AIRKRERBE,

RANEREH 26
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Example

EHEHP  RESFRASHRAEMALHR., DETSELREN , BRAEECHEHIRA truve, EHE
R BRIE list-keys [ FEYI 4,

$ aws payment-cryptography start-key-usage --key-identifier "arn:aws:payment-
cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh"

"Key": {
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6éxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
3,
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T14:09:59.468000-07:00"
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FLEWRAE

ERAEER

NRETEFTEFERAES  BUUELESBER , U LE - SHEBRZIRE. IRE
TRAAN , ALEAUERAERSRAEREARE, ZRHUUEESBRERRREH. #
fIUsageStopTimestamp R EMATRE /G ERIEZR.
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Example

HELEHP  RREGER ERARFLSREA. BT2R , RFEEBBBSRASENHMA TR
TRMELANBRREZFRE, DRISSRES  BRIAESECEIRA false, EtHERMRIE list-keys
B e =

$ aws payment-cryptography stop-key-usage --key-identifier "arn:aws:payment-
cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh"

"Key": {
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": false,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6éxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
3,
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStopTimestamp": "2022-10-27T14:09:59.468000-07:00"
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il R <& 5R

MER AWS S REBHR=EREMRSW|A BN ESREBBAFTEFEER | BRIFE AWS FTREH
MM RUSREL  FARELIER, MRERKE  SELZEHZEXERTNENESR , EXTF
BRTRELER, AFELHEIBEECRASR  ARAHMSEEERALERE  TREMKS
R, MRETHEE , FEEFAER  MAREEMER. NMREHRFEBREACSEFANER  £7
LEMRMAZER  BRIFCEARREMTEEREAN , FREEZEREMERN AWS S RBBFRFE
R

ERBRESEIH  CEIFERTIBEELE., AWS NRPZBHEREITEHREZBRER/ENER ,
CVV2 , i EHE T A ZGREENRAZESR,

AWS BRIFCEAEGEER RSN  BRHSEHEEH K SANKEBREKETSMRBRAERS
AWS tRFHER.

T8 , HR T —ExZEERRA , BT LRERIR AWS SREBHFZ TR

- ATBRENERTRE|ENBEY
- ATRGEERBRERN AWS TREBRESNABNEEREA

® Note
MR EEARA MR AWS IRF |, BIEEFEEN AWS TREBF=ZER. ETFFENK AWS
MR SR = S IR B RRF 2 B HERZ MIBR.

AWS EREFFEMBRIRERRZSR  SIRERMER AWS S RER AWS REERE , TRERKR
FE1EAWS CloudTrail B FEHER

B F 15

HARMBRERE2TAERN , Fit AWS I RBHRE T BERE 3-180 RVEFFHE, ARSFHHE
BT R

T8 K BEREFHIUELEFENSHHRES 24 M. EENBERR AWS fREBHRZSRN
ERBHBANRE , FEA Getkey . FBRXLIERE,

EEFHE , AWS IREHRFZHREN /KBS EMER,
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://console.aws.amazon.com/cloudtrail

AWS [ REHRF ERAEER

® Note
ZRMBRE AWS N REBHREZSRTEARTMNEGRZRE.

FRHPBEERE , AWS AREBBRZSMER AWS AREBBREZSH. HBIBMAAEHEE AWS K
ZBmEFETRER

ERFHHEARBERERESIARIFTE AWS IREBRESR, MREBRRESHHERES
iR KU ESHHEERNBCERR SR, ESSHBERER  SEZEUESRMER  BRBSH
BREW
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Example

L&l , RELFERMBREE, RTERSBEFAZS , MEEBHLIEISRRECEES
DELETE_PENDING , T deletePendingTimestamp A& B 51 HERZ MR S8RV BERT,

$ aws payment-cryptography delete-key \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_3KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

1,

"KeyCheckValue": "QA3674",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": false,

"Exportable": true,

"KeyState": "DELETE_PENDING",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"CreateTimestamp": "2023-06-05T12:01:29.969000-07:00",
"UsageStopTimestamp": "2023-06-05T14:31:13.399000-07:00",
"DeletePendingTimestamp": "2023-06-12T14:58:32.865000-07:00"
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ERAEER

Example

FL D |, SEUESEMBR. —ERYTH , RTEBRBEMNHERMRSR. OEITS
EXRSHBENR ; A, MEMEBEEVSEE - KeyStateHl deletePendingTimestamp, &
DeletePendingTimestamp#EREF , KeyState €&E CREATE_COMPLETE K&,

$ aws payment-cryptography restore-key --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabqaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_3KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "QA3674",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": false,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-08T12:01:29.9695000-07:00",
"UsageStopTimestamp": "2023-06-08T14:31:13.399000-07:00"
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FE A1 BEE M < 5%

AL EAMER T REA AWS IREBRESR  WAHELHSHMBERG R , Sl HSMs, #%
EEEAEAMEHNRERBHERERIMER, RARET AWS THRERRF , MERARKNET
FEREESHR  HYEESSHRNES, RNEJLEAREREFSRTIL , MIFRERESR/T
o

RETREENEEANELRHNZE

PCl ZEZBRmFRF. ERFAFNSREBHNBIERESREE, BX PCIRER | EEERT
REEE, AABEARNRENEHNIRSRMAZTIEZIRABHER —KE, RMNEELHB
BEAFBITHER , L ERIIBHFERMORE | WTFRATo

TREIXENSRER, ERENEVRNFESTEES.

DEREW

E/R#EMN  TDES TDES AES. AES. AES. RSA. RSA RSA ECC ECC. ECC {wm&t

TDES_2KE" TR-3 TR-3 TR-3 TR-3 TR-3 TR-3 TR-3 RSA ECDI ECDI ECDI

TDES_3KE' TR-3 TR-3 TR-3 TR-3 TR-3 TR-3 RSA ECDI ECDI ECDI
=
%
%

AES_128 TR-3 TR-3 TR-3 TR-3 RSA ECDI ECDI ECDI
r F x
% X %
A %

AES_192 TR-3 TR-3 ECDI ECDI

R M A
R M A
R M A
R M A
R M A
R M A
R M A

AES_256 TR-3 ECDI
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DEREW

EREN  TDE¢ TDE¢ AES. AES. AES. RSA RSA RSA ECC ECC. ECC f&&
X X X X X X X X X
E B B E E B EBE B E

MEFMES , F2E PCIHSM FREFAWN & D - EREEEEZN RO NEF /AP EE,
TIMIME T (KEK) H#

BMEZLEA LGB FERE (RSA, ECC) B2 ANSI X9.24 TR-34 ZEMEITH 18 S8,
KR EBERTUBLSBME M (KEK). BHISM 2VK) RESZHE S8 (ZCMK), m
RIENWRBERESEBHERALTE TR-34 , BATLUEA RSA Wrap/Unwrap, HREHNERSTER B
AES-256 &4 , A LfEA ECDH

NMRLFTEREEERESR/ G  EIFASERBHEXEETFSR/L , FERBMLABRR HSM
REAE=FEREEAFERERE,

@ Note

£ EEAGE SRS BRIESMER G HSMs B2 , BB GitHub L8 AWS 45
BB EERHIERE,

THLH (WK) X

AP f6E A S SRAZHE (ANSI X9.24 TR 31-2018 1 X9.143) RRX| T L8, EFTELREHEA

TR-34, RSA Wrap, ECDH SEUEBERIIR KEK, WA EFEURERES NGB HIFE
REZZHERNAEN PCIPIN EX, TSR TERERETFELB, ¥TEIESL8, BDK
# IPEK,

ES -]

T

A%
HE

-

[
4
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https://docs-prv.pcisecuritystandards.org/PTS/Derived%20Test%20Requirements/PCI_HSM_DTRs_v4.pdf
https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export

AWS [ REHRF ERAEER

[EAE R

/A Important
EHFERFMRAK AWS CLI V2, RRERZAH , FRESZEARESHIRA.

AES
- EAYEER

- EAFHBRINEAER (TR-34)

- FERAEHBEM (ECDH) EA SR

- FAIEHBEMEALE (RSA Unwrap)

- FAREBRVNSRTBRSR (TR-31) EAHBLR
- EAJET (RSA, ECC) nE®B

- EARSA LNES8

- [EAECC NE£IB
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

AWS [ REHRF ERAEER

EAHBEER

EAEGBHEIMEA £ (TR-34)
Key Encryption Key(KEK) Import Process

AWS Customer AWS Payment Cryptography Certificate Authority

<Get Import Parameters=

Public Certificate

Install Public Certificate on HSM

O
Generate Key Pair on HSM

-

-

Generate CSR on HSM

Sign CSR
[
___________________________ Cerificate _________________________

<Import Signing Certificate=

Generate KEK on HSM ;
Export KEK using public key (TR-34) ;

<ImportKey=>

AWS Customer AWS Payment Cryptography Certificate Authority

TR-34 £/ RSA FHBEBREFRMBZNHBHBSWMUE TR, ETHARTES|/OEEME (M
7)) B (%E).

HEEALBCHEIR , FEF GitHub L AWS IREBRRBLVIER, UFEEBENAEAEMLTA
EA/EHERAERS , SORNBIE GitHub LEYS , AIBRELFENEAEER.

1. FUOBLEAST

Y get-parameters-for-import A#IBILEAREF. It AP EASREAELSBY, &
B WEEBENERIFR, FALSBMZEEHNS®, £ TR-34 M+ , EBA KRD
Cert, EXLRFEA baseb4 fwis. EH , BEANKEWN., f#F ImportTokenfE,

$ aws payment-cryptography get-parameters-for-import \
--key-material-type TR34_KEY_BLOCK \
--wrapping-key-algoxrithm RSA_2048
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https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export
https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export/hsm/

AWS [ REHRF EREES

{
"ImportToken": "import-token-bwxli6ocftypneu5",
"ParametersValidUntilTimestamp": 1698245002.065,
"WrappingKeyCertificateChain": "LS@tLS1CRUdJITiBDRVJUSUZJQ@FURS®O....",
"WrappingKeyCertificate": "LSQtLS1CRUdJITiBDRVJUSUZJQOFURSOtLS®O....",
"WrappingKeyAlgorithm": "RSA_2048"

}

2. ELWIRRMLRENERE
HRKSB HSMs , LRERE, BAREESE 1 FELNAEER , THEACEL LW,
ETRABREREE  AESSSH 1 WREE , B HSM M.

3. ERERGLELLRY  LHBBRRME AWS HREBREE

ATHRARERNASNTENY , X5 (B2 MM KDH) EXEE, ALLENEELNES
& WEBRINELEBIH AWS (X509) LR EAR B ERE,

£ HSM Eig 86 | FBEX HSM LB 8%, HSM, =A== FhR#H AWS Private CA A 24

£ KeyMaterialType & RootCertificatePublickeyE
KeyUsageType % B importKey@i® , iBEBEHA AWS T REHR
#TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE,

HRAPEEBE , FFEA importkeyi H#E KeyMaterialType
TrustedCertificatePublicKey#l KeyUsageType
TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE, st ZE+TEBEEENERF, F
AtEE P &% —EEAEIEKeyArnl) EERBEAGSHNE A,

® Note
FRABASERE. EEADSHEERREHR.

4. RFRRFELER

A% HSMsHMIMBRMZEMEM TR-34 REEHSR, KPR 1 NWLBWMIEEAR KRD (10
7)) BRE, UKIRINEWMEER KDH (HE ) BR. BEEA AWS IRBHRERE , FHi%
KIEER TR-34.2012 3F CMS MEBEE N , LA LI R TR-34 Diebold 13X,

5. WFIEASHR
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{# f KeyMaterialType FEAY importKey APITR34_KEY_BLOCK, RSB 3 A BEANZE—@E
CA B keyARNcertificate-authority-public-key-identifier, B4 A& HN3E LB
Mlkey-material , MRS 3 B WO ERREsigning-key-certificate. @8FBE 1K
Import-token,

$ aws payment-cryptography import-key \
--key-material='{"Tr34KeyBlock": { \
"CertificateAuthorityPublicKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/zabouwe3574jysdl", \
"ImportToken": "import-token-bwxli6ocftypneu5", \
"KeyBlockFoxrmat": "X9_TR34_2012", \
"SigningKeyCexrtificate":
"LSOtLS1CRUdITiBDRVIUSUZJQOFURSOtLSOtCk1JSUV2RENDQXFTZOF3SUJ...", \
"WrappedKeyBlock":
"308205A106092A864886F70D010702A08205923082058E020101310D300B0609608648016503040201308203.
\
3}

"Key": {
"CreateTimestamp": "2023-06-13T16:52:52.859000-04:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryasb4zcza",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
.
"KeyUsage": "TR31_K1_KEY_ENCRYPTION_KEY"
.
"KeyCheckValue": "CB94A2",
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ERAEER

"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",

"UsageStartTimestamp": "2023-06-13T16:52:52.859000-04:00"

6. EAEANERETHRRREFRFIREEA

IREAHK KeyUsage =& TR31_KO_KEY_ENCRYPTION_KEY ,

=)

DIERASMREEBFER TR-31 WEBEA, HREMESBER (Hlw
TR31_D0_SYMMETRIC_DATA_ENCRYPTION_KEY) , A B2 ¢ B AR S BmERE,

5 A IEE MBI (ECDH) EA 8

Using ECDH to import a key from a HSM

AWS Customer

AWS Customer

AWS Payment Cryptography HSM Certificate Authority
<Create Key> A
P coyhm for PARTYV KEYD) .
<Get Public Key Certificate(PARTYV_KEY1)> A
VR Certificate (CERT PARTYV KEYT) ___________ '
Install Public Certificate (CERT_KEY1) N
Generate ECC Key Pair (PARTYU KEY1 :
Generate CSR :
Sign CSR g N
¥
oo Cettficale(CERT PARTYY KEYY)
<Ilmport Cert Chain= (PARTYU) N
Generate KEK on HSM g N
- Wrapped KeyAES KEVY) | '_
Derive key using ECDH (PARTYU_KEY1,CERT_KEY1) N
P Wrapped ECDH Key(AES KEY2) | . '_
Export key using (AES_KEY1,AES_KEY2 N
P TRStpayosd | §
<ImportKey using ECDH= (PAHTYV_KEW,CEHT_PAHTYU_KEYU}
Derive AES_KEY2
SO
Impert key using TR-31 :
P keyAmfor AES KEYT
AWS Payment Cryptography HSM Certificate Authority

EA&H
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#5[E gh 4% Diffie-Hellman (ECDH) £/ ECC IEHiBEBREFEMACHELLASE K MAFTEHE
XN £, ECOH S8 EERMY , Fitt AWS R BEHREIERECH,. EHERFD , F£4
ECDH T4 — Xt KBPK/IKEK, ZITESBE VAN SR LEEHNER SR  ETRERS —H
KBPK, IPEK £#8siEthE\B|H,

AR, BERMBEEBS Party U (B ) , M AWS REBRZFBA Party V ([ EIEE ),

@ Note
# R ECDH A A RIMEMH B R EE B RE ALt AES-256 RN T
&Ko

1. EX% ECC ©iR¥

Il create-key REVZIFEFH ECC €%, Lt AP EASREASELELSRY, £
MEF, EERUAFEAL ECC £MITEM SRR, £/ ECDH Rt (B ) HttS8F , B
A W{ETR31_K1_KEY_BLOCK_PROTECTION_KEY,

® Note

B AAKRE ECDH E£ T AME A AENSTE S8 |, {8 AWS Payment Cryptography &
RTSREANRE—TESBER  LURSSEBIENEEFERAZ AR,

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT,KeyClass=ASY}
--derive-key-usage "TR31_K1_KEY_BLOCK_PROTECTION_KEY"

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv",
"KeyAttributes": {
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyAlgorithm": "ECC_NIST_P256",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
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"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

3,

"KeyCheckValue": "2432827F",

"KeyCheckValueAlgorithm": "CMAC",

"Enabled": true,

"Exportable": true,

"KeyState'": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2025-03-28T22:03:41.087000-07:00",
"UsageStartTimestamp": "2025-03-28T22:03:41.068000-07:00"

2. BB EZRERE

4 get-public-key-certificate ERAEWIEREIRFH CA ZHEEMN X.509 BFE ,
ZBREEBEESN AWS T RBEREEEN,

Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv

"KeyCertificate": "LSOQtLS1CRUdITi...",
"KeyCertificateChain": "LS@tLS1CRUdJT..."

3. EXZYUFRELRZELNERRE (F=1U)

% HSMs BEBEELHE, BASGEESHE1HEENLNEER , TeeFEAvEL 88, EraE
FERERHEE SELSSH1HNERE , M HSMME. NEFHMET , FSEEN HSM X
#,
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4.

ERFERMLEELE ECC TIRY |, WABEEREMIE AWS T RETRZF

HEECDHH , E—FHEELSRY K IRASBEASR. BER AWS TREBEBREFITESR
TRE X509 AEEREANBFLFLEER,

# HSM EESignR  BEZHSM LEBUS8Y, HRXELREHNHSMs , £REEERRE
B2 $H{LlDO144K3EXOQEQQ00, BN BHEE , MEBEESE HSM LE4L CSR, RE HSM, =5
= ZPRE AWS Private CA AT A E £ BE,

{# i KeyMaterialType & RootCertificatePublicKey B
KeyUsageType % KY importKeyan & , R BERA AWS R B HR
#ZTR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE,

HRABEEFE , BFEH importKey® H#E KeyMaterialType
TrustedCertificatePublicKey#l KeyUsageType
TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE, $I¥fZ AP EBIREENEF, £
AP RE —EAEABEKeyArnty EAZBEAGSHEA,

(® Note
FIEADERE. EEAGTHBERREHR,

£ UHSM A LR ECDH T4 — R £i8

#TZ HSMsMMBERMZEMEM ECOH BU 2R, BTR 1 NLBETREE/LAER | XKD
RINEREEA/NLE R, MFEAFNRER , fIMITERE , F2H AP EM.

(® Note
MERASTESBLATENERA. B, BRELETEANER.

RRRRRE L SR

B#% 6 FHAE%E TR-31 S ELHEGEEHT AWS IRBRERENSE, IS ECDH {TESBIEE
A KBPK, ZEEHMNESRUURESE TR-31 BREESHNRNEM TDES = AES €88 , RETH S
WELEEREHNS®— K0,

WP 0L BB\ & 8%
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportDiffieHellmanTr31KeyBlock.html

AWS [ REHRF EREES

{# F KeyMaterialType Ml import-key APIDiffieHellmanTr31KeyBlock. EASEE 3 B
FEA 2% —18 CA B9 KeyARNcertificate-authority-public-key-identifier., $B
45 NIEEW/MBkey-material , URSB 3 A WD EBFEpublic-key-certificate,
BELHE 1 PNFAE L8 ARN,

$ aws payment-cryptography import-key \
--key-material="{
"DiffieHellmanTxr31KeyBlock": {

"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-
cryptography:us-east-2:111122223333:key/swseahwtq20j6zi5",

"DerivationData": {

"SharedInformation": "1234567890"

}I

"DeriveKeyAlgoxrithm": "AES_256",

"KeyDerivationFunction": "NIST_SP800",

"KeyDerivationHashAlgoxithm": "SHA_256",

"PrivateKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssguhxtilv"”,
"PublicKeyCertificate":
"LSOtLS1CRUdITiBDRVIUSUZIQOFURSOtLSOtCk1ISUN....",
"WrappedKeyBlock":
"DO112K1TBOOEQOOOOD6O3CCASACB71517906600FF8FOF195A38776A7190A0EF0024F088A5342DB98E2735084A7
}
}l
{
"Key": {

"CreateTimestamp": "2025-03-13T16:52:52.859000-04:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
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"Unwrap": true,
"Verify": false,
"Wrap": true

iy
"KeyUsage": "TR31_K1_KEY_ENCRYPTION_KEY"

1,

"KeyCheckValue": "CB94A2",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"KeyOrigin": "EXTERNAL",

"KeyState'": "CREATE_COMPLETE",

"UsageStartTimestamp": "2025-03-13T16:52:52.859000-04:00"

}
}

8. FEAEANERETERREREIREEA

MR E AH KeyUsage 2 TR31_KO_KEY_ENCRYPTION_KEY , ]
DIERLE@REEEA TR31 NESBEA, HREMSBER (Hlw
TR31_D0_SYMMETRIC_DATA_ENCRYPTION_KEY) , £ N\ EiZiE S8 AR S BRERE,

EHAIEEBE T E A £18 (RSA Unwrap)

Overview : AWS Payment Cryptography 3z # RSA wrap/unwrap , SAMETE TR-34 A AT S
W, WE TR-34 , LEMFEA RSA EHBEBHRERNMBHBEB/UAETIMR, T8 , B TR-34 K
G, A EREEEAEEEAE, I, It RSA BEEMTISEERHBHESSRPEERNTE
H, BAETTESRER,

® Note
BT LAE R RSA & RE A E L TDES M AES-128 &R,

1. WUBtEAST

0l get-parameters-for-import SAfE A KeyMaterialTypefy ¥R {LEATRE
JFKEY_CRYPTOGRAM, £ #: TDES £#8WrappingKeyAlgorithmBEfEF RSA_2048 , ER
TDES RSA_3072%f, AES-128 £#8RSA_4096MKERA = . Lt APl ERASREAEESRY , £4
BERZEELHR , YRFEEBENETIER. CALESBRNBZEELN SR, ELBERAEHR
&=, EHRILEARER.

$ aws payment-cryptography get-parameters-for-import \
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--key-material-type KEY_CRYPTOGRAM \
--wrapping-key-algoxrithm RSA_4096

"ImportToken": "import-token-bwxli6ocftypneu5",
"ParametersValidUntilTimestamp": 1698245002.065,
"WrappingKeyCertificateChain": "LS@tLS1CRUdJTiBDRVJUSUZJQ@FURS@....",
"WrappingKeyCertificate": "LSQtLS1CRUdJITiBDRVJUSUZJQOFURSOQtLSO....",
"WrappingKeyAlgorithm": "RSA_4096"

}

EEWMRBERKELLZELNERE

HMNFFZ HSMs , BEEREK, HANGELSR 1 PEENLERE (N/HHEHRB&K ) , UMEA
TEHE®R,

RRRRFEL SR

% HSMsHHBREXEMEH RSAwrap EH £, KSR 1 NLAELBIEE

AINFEFE (WrappingKeyCertificate) MREBEEETHE K BEASE 1
WrappingKeyCertificateChain/®#y , #£t HSM EH S8 , I5EHKXA RSA |, HEER =
PKCS#1 v2.2 OAEP ( £/ SHA 256 & SHA 512),

Y import-key

#/ KeyMaterialTypeky M import-key APIKeyMaterial, BEESEE 1 ImportTokendy
MLER 3 M key-material ( BEESWME ) . BUSBSY (fluEBFAE) KARSAE
HERFERASBER,

$ cat import-key-cryptogram.json

{
"KeyMaterial": {
"KeyCryptogram": {
"Exportable": true,
"ImportToken": "import-token-bwxli6ocftypneu5",
"KeyAttributes": {
"KeyAlgorithm": "AES_128",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
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"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,

"Unwrap": true,
"Verify": false,

"Wrap": true

},

"KeyUsage": "TR31_KO@_KEY_ENCRYPTION_KEY"
},
"WrappedKeyCryptogram": "18874746731....",

"WrappingSpec": "RSA_OAEP_SHA_256"

$ aws payment-cryptography import-key --cli-input-json file://import-key-
cryptogram. json

"Key": {
"KeyOrigin": "EXTERNAL",
"Exportable": true,
"KeyCheckValue": "DA1lACF",
"UsageStartTimestamp": 1697643478.92,
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qgaifllw2h",
"CreateTimestamp": 1697643478.92,
"KeyState": "CREATE_COMPLETE",
"KeyAttributes": {
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": true,
"Unwrap": true,
"Verify": false,
"DeriveKey": false,
"Decrypt": true,
"NoRestrictions": false,
"Sign": false,
"Wrap": true,
"Generate": false
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+
"KeyUsage": "TR31_K@_KEY_ENCRYPTION_KEY",

"KeyClass": "SYMMETRIC_KEY"
1,
"KeyCheckValueAlgorithm": "CMAC"
}
}

5. EAEBANESRETERRERFEIREEA

MEBEAH KeyUsage TR31_KO_KEY_ENCRYPTION_KEYE
TR31_K1_KEY_BLOCK_PROTECTION_KEY , Al LAfE At S REEHER TR-31 EALR, W0
RERRBRAEMEMBEE (410 TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY) , #&A5L
BEESSBAREBIRSRE,

ERAALTEYNESHIBRER (TR-31) EAHBER

Import symmetric keys using a pre-established key exchange
key (TR-31)

Source Platform AWS Payment Cryptography

Import Key Encryption Key

A KekKeyAm ___________
Create Working Key

Export Working Key using TR-31 :}

Source Platform AWS Payment Cryptography

RZECHBRATESRBRE  SEBHEFSARBUBESRNZ S8 KEK), ZUUERAEES
T HERN , EA TR-34 1T AWS IR RIERE,

BY KEK 2% , BUAERAECREHRESR ( 2FEEM KEKs), AWS REHIRZEA ANSI
TR-31 XEHEMIM , ER HSM HEBEZEANZEN S|,

1. EALBNZLE® (KEK)
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AWS R E T iR= EREER
ERESRDEA KEK , B H AN keyARN ( = keyAlias).
2. ERFRFELBIUSIR

MRE/AHFE , FERFFEELEIER., IE , BUUE AWS TREBHFELEY 238 ,
I A exportii &

3. RWEFAEHZR

B, FRERRAEES TR-31, REFEKERELESRNECANSRMNESR,
4. EANAWS FREHRZ

[N import-keyfn w BF , FEEA S IMNZ LA keyARN ( =5l
# ) WrappingKeyIdentifier, £/ HEREF &M HWrappedKeyBlock,
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Example

$ aws payment-cryptography import-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier'": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/ovbicy4ryasbzcza”, \

"WrappedKeyBlock":
"DO112BOAXOOEQ0QVO2EOA3D58252CB67564853373D1EBCC1E23B2ADE7B15E967CC27B85D5999EF58E11662991F
\

}l

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false
}
b
"KeyCheckValue": "QA3674",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,
"Exportable": true,
"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "EXTERNAL",
"CreateTimestamp": "2023-06-02T07:38:14.913000-07:00",
"UsageStartTimestamp": "2023-06-02T07:38:14.857000-07:00"
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[EAJEH M (RSA, ECC) nEER

EANFARELAZDREEERETNRT (818 ) BE—HKMK, EKRT RSA 2048 CA R&EH
RIREE RSA 2048 #RBFE , H ECC BELAZE % —ERFHREN ECC BEMRE. ECC P384 /&
& AREH P384 = P521 CA #17. FTAREEEARELEKRBLY.

EA RSA NE £

AWS R ZBMREXEK /NG RSA £BEAS X509 BR, PEEARE  FLEAHBERE, AT
ERBEEAFEHBLEXRBEY, BREEZRE PEM & baset4 ik,

1. BRBEEAN AWS A REHIERZ

FEATH R TEARER
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Example
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2. BABERBEEA AWS REBRF

FLREATUEALNEL®, AR TR-34 Ml ECOH (kBREHTREEES EBE
EHEECEARES —EREN LB SR MBERRER. KeyUsage RER
TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION,
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Example

$ aws payment-cryptography import-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier'": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/ovbicy4ryasbzcza”, \

"WrappedKeyBlock":
"DO112BOAXOOEQ0QVO2EOA3D58252CB67564853373D1EBCC1E23B2ADE7B15E967CC27B85D5999EF58E11662991F
\

}l

"Key": {
"CreateTimestamp": "2023-08-08T18:55:46.815000+00:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/4kdbxud22e64wcbk",
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
b
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
b
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2023-08-08T18:55:46.815000+00:00"
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AWS (R ETBRE EAEEE
EAECC AELH

AWS FREIBREXIERLE ECC RREAR X509 BFE. FEEARE K FLAEAHR CARE
MEMPEBE. FEBREEARRLARBE. BEEZZE PEM XM base64 fRik.

1. # ECC RBREA AWS (Y REHRZF

EATHGTEAEE
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Example
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2. BPEBIEEA AWS B HRE

EATHoTEADEERE
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Example
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3. BABEREBE (78) EAAWS ARBHRESE

HAREALIEASDE ECC BRE , BRTREFZI , BHIE AWS I REBEBRFmEFTRECERNE
B, ERAAXMA ECDH HBE , 7 EBRIFSEITHEBE.

AES

- EAFHBRINENER (TR-34)

- FERAEHBEM (ECDH) EH SR

- ERAFHBENEL S8 (RSA Wrap)

- FAREBRVNSRTBSR (TR-31) EHLHBELR
. [EH DUKPT #1544 (IPEK/IK)

- EEEEHNSREREE
- EHIEHTE (RSA) 28

[E BN

/A Important
iR Bl , LA RARAM AWS CLI V2, BEEFAK , F2E %% AWS CLI,

EASEH BRI EL £ (TR-34)

TR-34 f£f] RSA FHBEBREERNEZNEBHBLBULTIR, NBTREMTY HESTRE
B, EHSBE  AVS fRTERESHASHBHHIM KDH) , TENEERGEREEH
BN E (KRD),

(® Note

MBARH HSM X E TR-34 B  EFRXE TR EAN , BELR%EHFH TR-34 £ HSM B2
AWS R ZBimE BRI HA KEK, A% , B LIER TR-31 RE@WmTFI RN S8,
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AWS [ REHRF EREES

1. #BRELRER

#11T get-parameters-for-export A& WEHEE WY, RACHLSBEREE TR-34
A&, £ TR-34 MiEF , ER KDH 2 BE. BEASHEELE FEENFERERE

M ParametersValidUntilTimestamp,

(® Note
B BREE A baseb64s iwik.

Example

$ aws payment-cryptography get-parameters-for-export \
--signing-key-algorithm RSA_2048 \
--key-material-type TR34_KEY_BLOCK

{

"SigningKeyCertificate":
"LSQtLS1CRUdAITiBDRVJUSUZJIQOFURSOtLSOtCk1ISUV2RENDQXFTZOF3SU]. .. ",

"SigningKeyCertificateChain": "LS@tLS1CRUdJTiBDRVJUSUZJQ@FURSQtLS....",
"SigningKeyAlgorithm": "RSA_2048",
"ExportToken": "export-token-au7pvkbsq4mbup6i",
"ParametersValidUntilTimestamp": "2023-06-13T15:40:24.036000-07:00"

}

2. 1 AWS I REHIRZFRRE E N GHEBRE

RS ER 1 B R B A RV IR AR
3. HRERKRRKHERE

RARTREEBNASR , X5 (KDH) SHHETNE. ZHNEBERRE (BEREN HSM HE#k
BN HSM) EEEELNESMUET X509 2ESREE. BULUERH AWS Private CA B4
BE , BEUUERTABREREEN,

IMEBER , BEA ImportKey i TR BEREA AWS TRERR=Z. 15

KeyMaterialType 8% A RootCertificatePublicKey , #% KeyUsageType BREA
TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE,
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BLAMIEEA TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATUREf%A , KeyUsageType[®
RERBEEBSIERBNRSR. ETEERIERIREA AWS A REBFZ - ZAUAREER

(® Note

MREFFEEARBE , FHBLTR, HRAPERER A FEA
TrustedCertificatePublicKey,

4. EHEHNESHR
0L ExportKey APl , 6% KeyMaterialTypeiE A TR34_KEY_BLOCK, BT ERf

- B 3 F1R CA #9 keyARN A CertificateAuthorityPublicKeyIdentifier
- B3N ERFEMA WrappingKeyCertificate

- BEEHA 2S8H keyARN ( H5IE ) --export-key-identifier

- SR 1NEHER

Example

$ aws payment-cryptography export-key \

--export-key-identifier "example-expoxrt-key" \

--key-material '{"Tr34KeyBlock": { \

"CextificateAuthorityPublicKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/4kd6xud22e64wcbk", \

"ExportToken": "export-token-au7pvkbsq4mbup6i", \

"KeyBlockFormat": "X9_TR34_2012", \

"WrappingKeyCertificate™:

"LSOtLS1CRUdITiBDRVIUSUZIQOFURSOtLSOtCk1JSUV2RENDQXFXZOF3SUJBZ01SQ..."} \

}l
{
"WrappedKey": {
"KeyMaterial": "308205A106092A864886F70D010702A08205923082058...",
"WrappedKeyMaterialFormat": "TR34_KEY_BLOCK"
}
}
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AWS [ RREBHIRZ EREER
ERAFHBHEI (ECOH) EH £
Using ECDH to export a key from AWS Payment Cryptography

AWS Customer AWS Payment Cryptography(PartyU) HSM(PartyV) Certificate Authority
=Create Key> N
r
keyAm_ KEK1
-
<Get Public Key Certificate(PARTYU _KEY1)> o
r
(. Cetiicate (CERT PARTYU KEY1)
Install Public Gertificate (CERT_PARTYU _KEY1) N
r
: Generate ECC Key Pair (IL’AHTYV_KEYH Y
r
: Generate CSR N
r
Sign CSR A
Ld
P Certficate(CERT PARTYV KEYT) |
<Import Cert Chain= (PARTYV) N
14
ExportKey(keyamn = keyAm_KEK1,method=ECDH) |
r
TR31_KeyBlock
R L L S
DeriveKey using ECDH N
I ¥
DerivedKe
L
ImportKey (derivedkey, TR31_KeyBlock) A
¥
‘_ keyAm_KEK1 wrapped by HSM MFK
_______________________________________ e
AWS Customer AWS Payment Cryptography(PartyU) HSM(PartyV) Certificate Authority

¥5[E th 4R Diffie-Hellman (ECDH) £ ECC IEHBEZRmMEEM A ZEEILASE® K MAFE
FEERBNSI®, ECOH MR ETHMN , At AWS fREBREILSHFECH. EUHEFF ,
£/ ECDH £T4 — )Xt KBPK/KEK, ZFTE SR VAR SEECEEHNEE  TURS — A
KBPK, BDK, IPEK &8s £@EA,

FELHAEF, AWS EEFETIE BAPartyU (RBIE ) B MEWRMBA PartyV ([EIEE ),

® Note

ECDH Al AR MAMHBEEMER , MR KREY KEK , Al 21— 7 AR AES-256
T T,

1. E4% ECC £t
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O} create-key REVIEFH ECC €%, Lt AP SAEREARELELSRY, £
B, IBERUSEAL ECC €RITENSBEA, £/ ECOH Xt (B ) Hit2 i@k | 336
A W{ETR31_K1_KEY_BLOCK_PROTECTION_KEY,

® Note

B AKPE ECOH @ EA T AMMEMTRARNITESER |, B AWS AREBRES ATSRE
RARE—TESRER  URFISKRENEEELAZRAR.

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT,KeyClass=ASY}
--derive-key-usage "TR31_K1_KEY_BLOCK_PROTECTION_KEY"

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
wc3rjsssguhxtilv",
"KeyAttributes": {
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyAlgorithm": "ECC_NIST_P256",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "2432827F",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
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"CreateTimestamp": "2025-03-28T22:03:41.087000-07:00",
"UsageStartTimestamp": "2025-03-28T22:03:41.068000-07:00"

}
2. BB BERERE

FEAY get-public-key-certificate SUERA B SB/EREIRFMN CA HBMN X509 BE ,
ZEREREEEEMN AWS FREBREZIFEN,

Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv

"KeyCertificate": "LSQtLS1CRUdITi...",
"KeyCertificateChain": "LS@tLS1CRUdJT..."

}
3. EXRZHFRE (F=AV) LZELERE
T2 HSMs MEEZRR, HARGELSR 1 FELENLERE , THREV SR, EWREIFHEE

BRERERERE , R HSM E. MFREETR , F2E HSM X,
4. ERRRMLEE ECC % |, YW BRERMHL AWS TREBTBHRZ

HEECDHH , E—FHEgELTRY K IRASBEAZR. BERAWS TRBEHREZITESR
ERE X509 AEEREANBFHFLEER,

£ HSM B <R  FBEZ HSM LB SBY, ¥R ESREMRHSMs , SREEFRERSE
B3 FA{IDO144K3EXOQEQ000, BV BER , MEFEE HSM LE4A CSR, AR HSM, =4
= ZRRFE AWS Private CA AI A E 4 BE,

£ KeyMaterialType £ RootCertificatePublicKeyE
KeyUsageType & KY importKeyin ¥ , M RBERA AWS [ REER
#TR31_S0O_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE,

HRPERR , B importKey®m B E KeyMaterial Type
TrustedCertificatePublicKey#l KeyUsageType
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TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE, $t¥iZ@EHHEBEREENERF. &
BAEEhRE—EAEABEKeyArniy (EARBEEHGTH@E A,

® Note
FANBASERE. EEHOSHEERREHR.

5. ft AWS IRBBmEFITESRVNELSW

FEHEF  RIESHER ECDH $TE €88, REVESHA®E KBPK , LIEBHEFH TR-31 EHNE
B, EEHMNESBTLURE TR-31 BMESWRNEM TDES = AES €88 , RETHESH/ED
EHEEHN S8 —KoE,

$ aws payment-cryptography export-key \
--export-key-identifier arn:aws:payment-cryptography:us-
west-2:529027455495:key/e3a65davghbpjmsh \
--key-matexrial="{
"DiffieHellmanTr31KeyBlock": {
"CertificateAuthorityPublicKeyIdentifiexr": "arn:aws:payment-
cryptography:us-east-2:111122223333:key/swseahwtq20j6zi5",
"DerivationData": {
"SharedInformation": "ADEF567890"
},
"DeriveKeyAlgoxrithm": "AES_256",
"KeyDerivationFunction": "NIST_SP800",
"KeyDerivationHashAlgoxrithm": "SHA_256",
"PrivateKeylIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssqguhxtilv"”,
"PublicKeyCertificate": "LSOtLS1CRUdJITiBDRVJUSUZJQOFUR..."
}
}l

"WrappedKey": {
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK",
"KeyMaterial":
"DO112K1TBOOEQOQOO7012724COFAAF64DASQE2FF4FOA94DF50441143294EQE995DB2171554223EAAS6D0Q78C4CF
"KeyCheckValue": "E421AD",
"KeyCheckValueAlgorithm": "ANSI_X9_24"
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6. 7E Party V HSM LM ECDH T4 — Xt &8

T2 HSMsHMEERMEEA ECOH BY M, BLR 1 LA REE/LE TR , YKP
RINEREEALE R, MFAFNRER , fIMITERE , F2H AP EE.

@ Note
MEEAZITESEVATETEMA, B8, BEEETRNEE,
7. BeBREABERRK
&% , FHAEE TR-31 T AWS IRZEwREEASE, #& ECDH TESIEEA KBPK
WER LR AWS SREEREZEHN TR-31 SBES,
{55 A IEH B H AT E i £ 88 (RSA Wrap)

E TR-34 #AFE AR , B LA RSA SR/ECHBEET SR/, WE TR-34 , thFEFER RSA
FHBRBREFRMBPEBESR, T8 , RDA BEFEE :

- BESHBERH

- HERYBEESRPEENTEENSRER

® Note
SET LAE R RSA wrap B TDES M AES-128 £38.

1. EERWERMLLEY RSA £RNEFE

B SELARERSEERN RSA £, RIFE X509 BEEANER, FHEEERERE
HEE  BUNUSEEAN AWS NREHR=,

2. BRABBEEA AWS HREHRE

F A import-key##t --key-materialiBIE R EARE

$ aws payment-cryptography import-key \
--key-material='{"RootCertificatePublicKey": { \
"KeyAttributes": { \
"KeyAlgorithm'": "RSA_4096", \
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"KeyClass": "PUBLIC_KEY", \

"KeyModesOfUse": {"Verify": truel}, \

"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"}, \
"PublicKeyCertificate": "LSOtLS1CRUdJITiBDRV..."} \

}I

"Key": {
"CreateTimestamp": "2023-09-14T10:50:32.365000-07:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
nsq2i3mbgbsn775f",
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
},
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
},
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2023-09-14T10:50:32.365000-07:00"

3. EHZNEE
& & AWS Payment Cryptography EREN 7 ERRELEN R, BFEEEE -

- BESR 2 BEAZIRBEN ARN
- BHN D EBE
- EEHNHBER
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BHEHESRN T AEUEB _ELSE (NE ) RE.

Example ] - EH &8

$ cat export-key.json

"ExportKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",
"KeyMaterial": {
"KeyCryptogram": {
"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/zabouwe3574jysdl",
"WrappingKeyCertificate": "LS@tLS1CRUdJTiBDEXAMPLE..."
"WrappingSpec": "RSA_OAEP_SHA_256"

$ aws payment-cryptography export-key \
--cli-input-json file://expoxt-key.json

"WrappedKey": {
"KeyMaterial":
"18874746731E9E1C4562E4116D1C2477063FCB08454D757D81854AEAEEQAS52B1FOD303FA29C02DC82AE778535
"WrappedKeyMaterialFormat": "KEY_CRYPTOGRAM"

4. BEWMEACNEBRR

% HSMsTHBERFAEZEMFE A RSA unwrap [EA L8 ( 28 AWS SR ZIBHEE ) . EAR
Eﬁj:El
- SR 1NN ELBEENEER
« RSA R
« PKCS#1 v2.2 OAEP HiE#E ( £ SHA 256)
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® Note

KM L H hexBinary KRN BELE, NMELHNREEETRAN ZHARRE , Hlm
base64 , B EEEEHE RN,

ERAALTEYNESHIBER (TR-31) ELHHBSR

R\ EERAZECRBRE  CEFSAEARESRAEIRNB SR/ MBS (KEK) , HEA
TR-34 XXt AWS I RBHMwZ. B KEK 2 , BULUERTCRERRESTR , SFEEM KEKs,
BMXEMEA ANSI TR-31 E TR MM , HSM BB EZ B MR,

1. RELNEV/INEZETR (KEK)

AEELRE R KEK , It HAE AW keyARN ( = keyAlias)o
2. EAWS IREZRHFEELRIENSER

MREBEARFE , FEUSR, I LU EHMRRLEY 8 XEAEAGT,
3. R AWS RBIBRE=ZELENER

LTR-31 RAEHE , FEELEELN SR ECANIRER,

Gy
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Example €] — £ TR31 R ELREHSHK

$ aws payment-cryptography export-key \
--key-material="{"Tr31KeyBlock": \
{ "WrappingKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ov6icy4ryasbtzcza” }}' \
--export-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp

{
"WrappedKey": {
"KeyCheckValue": "73C263",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial":
"DO144KOABOOEOOOOA24D3ACF3005F30A6E31D533EQ07F2E1B17A2A003B338B1E79ESB3AD4AFBF7850FACFOA3784
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK"

}
}

4. BETREAEHRR
EARKHNEASREFEREAZR.

[ i DUKPT #]1% £ 88 (IPEK/IK)

£/ DUKPT B , A I ARIGHEEELE —EX5TE S (BDK). MRS EERTFE BDK. R
Z , BERRESS NI -NNERIREEER  BA IPEK B R (K). =18 IPEK BREAE
—MEM|FR (KSN) §T4£ B BDK.

KSN iEREMZFE MR

- ¥4 TDES : 10 fz7t# KSN 2% :
- SEIDW 24 T
- JRUEHEID B9 19 1T
- REFTEERM 21 LT

- & AES : 12 (1 7t#H KSN 25 :
- BDKID 9 32 fuT
- PTHERBITF (ID) W 32 LT
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ZaTEIERRY 32 LT

t

° A

%

R — R RELENEL SNBSS, BaLER TR-31, TR-34 & RSA A& HEEHES
H&i@, 5EE , IPEK €8T ERE , ELAN AWS I RZREHFEZNERERE,

BMTERFIHIT KSN eI mEE 2 2B 5 &, MREBERITERBIFFE BDK —2 7R , &7
£/ AWS E&.

® Note

KSN BYETEIES 28 (AES DUKPT %A 32 it ) F2AR IPEK/IK $T4£, 6l
| 12345678901234560001 #1 12345678901234569999 Ky A & E A HEM IPEK,

$ aws payment-cryptography export-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza"}} ' \

--export-key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyij6wtxx64pi \

--export-attributes 'ExportDukptInitialKey={KeySerialNumber=12345678901234560001}'

{
"WrappedKey": {
"KeyCheckValue": "73C263",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial":
"BOOO6B1TX00S000038A8A06588B9011FODSEEF1CCAECFA6962647A89195B7A98BDA65DDE7C57FEASQ@7559AF2A5D6C
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK"

EEEELNERERRR

O LAELL ASC TR-31 2 TR-34 B EH RSN MEWERENA. TRRE TR-31 SWEHRIE
N, AR IR T LATE BB HH HA RS SR LE T 3

EE W =



AWS 3 BT R = EREES

SRERBM Bi& & 0] LATE B BRI ME fim st
oI5 2
K2 1D EZARRESEM S EMi&RA B AR
B %, BEIE TDES @& &£88 |, I
: MR D A AES &
HER, RMEXE
P BREARC (2@ B A R C BB AR
2 - 2XA) .
- B (A TDES
FT4£ )

« \xA& D ( £/ AES
HEROTE )

cREREE EERGAENRE & EMEasFENrE
o ERFAFZH ,
RETBETIERE ,
ARMEEZIRER
RO ERFIGEBIE
o
SRERAF R EEEW|NAFAE B
, flgn -
- CO (FERR)
 BO (EXfTES
)
EEE EEERSBNES A R EARE -
Eo RIXZE - =8
. T (TDES)
« H (HMAC)
- A (AES)
EWEAFR EEALFTWERIE , I =*
o
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SREREM A& &R LAE E L A RS frat
52

- BEEYERE (C)

* Encrypt/Decrypt/Wr
ap/Unwrap (B)

EIMIRA EHSW|REUCEWR 2 - ALK
MRA R, MRAKIE
E , RIFEERA 00,

SR B4 BEHEETUEHRS =*
i -

o N-EA[EHM

. E- 1R X9.24 EH
( RSIREHR )

- S-ESBERSE

TREREA TE
i
ERERER % - AT AR A BRI EH R
ERmEAINBEE
ERMHBB/MEY,

flan | DUKPT €48

# KeySetlD, Efig
RIBEN TR/ EHER
A, BERFTEERE
E SEEBRHNRE
MEMHER (PB).

“MEUER , BRFESAL AWS RERRZ TN B EERE. Hla

- MRBAHNEBFERAERE Generate=True , Verify=True , A LUSHEE S
Generate=True , Verify=False

- RSVWERER/TATES , AIBEEZSHESELATESN
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EHERE  RMISEHEAMEHSRVERNE, T8 , EURBREEEEZRRRR B RIM
MEEE, ATR—EERNRA :

- BEHESREARKRIHEE  FREETERMRES |, Not ExportableRAKKHREEIASEAS
iR, ATEELHER,

- ERFERMEERNSRPEENEESTRRRMRE , FER TR-31 RAKEE , URIHHFEFS S
TRENBEESR K MAREMBRIAH.

- £ KeyVersion M ESBRAREH SBEILE,

TR-31/X9.143 ER T ERNEE , ERERE AWS IREBRZSH , MACHERRKETNES
ef , ERAUEAREMRER, NFELHESRERTRNFMES  F2H AP EETNEZRE
BAEH,

DTRERATHHEEEL BDK £ ( flin , EEE KIF) B4

- &R : 02
- KeyExportability : NON_EXPORTABLE
- KeySetlD : 00ABCDEFAB (00 &’ TDES £#8 , ABCDEFABCD 2#]#4£48 )

HRARMAREESWEAEN , Hitt £®EEE arn : aws : payment-cryptography : us-east-2 :
111122223333 : key/5rplquuwozodpwsp (DeriveKey = true) B ERER .

@ Note
BifEf b gl P AT B L MR ER T ATES |, KIF 3RAT S

o $TEEES | HlI0 DUKPT REAB IPEK/IK
- EHEETESBURRERE L

1E R EH B 2o

$ aws payment-cryptography export-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifiexr": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza", \
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ERAEER

"KeyBlockHeadexrs": { \

"KeyModesOfUse": { \

"Derive": true}, \

"KeyExportability": "NON_EXPORTABLE", \

"KeyVexrsion": "02", \

"OptionalBlocks": { \

"BI": "QOABCDEFABCD"}}} \

'\

--export-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp

{

"WrappedKey": {
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK",
"KeyMaterial": "EXAMPLE_KEY_MATERIAL_TR31",
"KeyCheckValue": "A4C9B3",
"KeyCheckValueAlgorithm": "ANSI_X9_24"

}

FE 1 JF ¥ T8 (RSA) £

EZELBEFRRAELLESE® , A get-public-key-certificatef it . LW TEED :

EMEEHEEE basebs fwmiEH,

(® Note
LRETSE  IEERARNER SR  REFUNTREELETRNEE,

S
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Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5dza7xqd6soanjtb

{
"KeyCertificate": "LS@QtLS1CRUdITi...",
"KeyCertificateChain": "LS@tLS1CRUdIT..."

}

{52 F Il &

BlER AWS IREGRESBNILEE, fln, BB UEEESBBEA alias/test-keyMIE
arn:aws:payment-cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h,

BUAERBBREBRIASBEREE (24FVH ) BENEGBRES (ERYH ) BEFHSR,

S A LURIR AWS B BmE SRR & AFFNIEEEN , MEFSRERRIEER T, LIER
RIS H B R 7 RS (ABAC) XM —&8%

BB RIS EER BERERSF R ZMBEBNTR/BOED, HBUURENEABERZREN M
. flun , BREREEABBRSEREN AWS IREBHHEEETR L MALBEEE AWS IREHR
FETW, TEBRAT , ARKIBETRANRSIBEVR, ETFELEEABNEARERE,

HABTUERZESRN AWS BEHTERERAARNERNR, £ZERFTEEFHRRE A
B, WKESENERERSTN AWS fRERRERELBD, EEABESERIEPHITE , 5
BARIEZEHPHEBN AWS FREBRZSR,

O LAfER CreateAlias API B AWS R R BHRESBMNBIE,

AWS R RZHmE AP RIESEIIRFMNES P RSN TEIEHE, API ZEEILBIA (CreateAlias),
155 & B BAERE keyARN (list-aliaseses), BEELE|E (update-alias) MHBIEEH AWS 1+ R Z 14w
EEW , UURMERBEIR (delete-alias) HIER1E,

ES- |
- BREIA

- EEARXPFEARA
- #HE8 API

ERABIA 76
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B Bl &

TR A ME AWS R ZHiR=E T IELF,

ERAEER

A& REIUK AWS EiR

BETRE AWS RERR=ESRVEL. SENE LRENBDEFTSREEMEBRN SR, &7
& AWS I RFBRREZFTREMULE  RAREHHE , FEETEN AWS REHRFZ IR
BAlt, BEETWLUMEREE  MASEMBABIN AWS IRBHREEZR. WREMBR AWS
RERRE TR , BRERABEBN A BB HBAEBUEE R,

MREHBBEER IAM BERAHNER , AIBRESERE , MTARHABBE AWS RBRRF
g

BEBEHBEZCHER

ERENFBE , BULUEE FENWEIR B Malias/, Bl alias/test_1234
FEBIE — X EE—E AWS R B IEHFEZLS ISR

BB RHE AWS T REHiR=E RS ANV R HERNIRSMEDS.
AWS N REBREFERAIUBRESEREELE BESENEAREEEE—SR

f5lan | tlist-aliasest i ER5IE EEE —@B & AWS Payment Cryptography alias/
sampleAliasl £RIHEH , ZEWH KeyArn BHERT.

$ aws payment-cryptography list-aliases

{
"Aliases": [
{
"AliasName": "alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}
]
}
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Z{E 5l AT ABEARIR AWS {4 TR 15 4R 75 < 8 A0 BBt

Bl | SEET LA alias/sampleAliasl; #l alias/sampleAlias2 BIBREE AR & B2 RF
i

$ aws payment-cryptography list-aliases

{
"Aliases": [
{
"AliasName": "alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
1,
{
"AliasName": "alias/sampleAlias2",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}
]
}

BEERFMEEA BB SA M1

Flmn | EESEREMESRsEE —@ alias/sampleAliasl Bl&. BIBED KNE , BERMAE
BTECFAXNETRNEE K RACHURER S LS, ZELIBFHEEE. B2 , BUUUM
BREIE , MEAFMERBELHBIE.

BR 6 B EFREHPERAERNEBEILRAE,

flan | BRI LAEalias/sampleAlias2XBIRED (#FEmILE ) BAIH , EXEalias/
sampleAlias2®E ( R¥M ) HrlH. SENSHSHEAEFHPHN AWS TREHFREZEHBE
RAEE, MBELENENESIATEL alias/finance-key WBIZ BT , BT LAE ZEEH S H
7. ESEESY , eEATREMN BB /sampleAlias2, WMEFMEN , FSEEEAESDFEHR
Bo

BRI E R FAEBBHN AWS T REBREFZIR

BRI LAE A UpdateAliasi®fe |, B BIZEAREMN AWS [ REHR=Z SRE BB,
f5lan , tRalias/sampleAlias2Bl& Edarn: aws: payment-cryptography:us-
east-2:111122223333:key/kwapwabqgaifllw2h AWS N RZERZESEBIAEE | &0
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LEHE , fEEEarn: aws: payment-cryptography:us-east-2:111122223333:key/
tqv5yijbwtxx64pidi@ERAH,

/A Warning

AWS fREBREISRTECRNTSREEMEARINEY  SINESKAE. £AF
BN EREREHIESENEN AR RLERE,

BESRRAERA

BlEBEANRE , RIFEEREBUEESFRNBRERE , SANFFMESBTRERE. SWAULUFEH
create-aliastnHEERIRE B, LI\ , BRI LA update-alias & 4E 3R 8 & B2 51| 2 #H BE B AV
AWS R RZIGREESE® , X delete-alias RIERMBREIZ, At , HE AWS REERES
WMUEEZERNE L BERITRERE.,

A EIMRF E BB

BT LAER create-alias@SiEE#® (HARN KT ) MAET—[HZERE. LHFTREE -
EEFHAA , BEM update-alias 55

$ aws payment-cryptography create-alias --alias-name alias/sampleAliasl \
--key-arn arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h
{
"Alias": {
"AliasName": "alias/alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}
}

EERARENFEREA

B ERABNERAREARIERNBIN AWS REBHFES®, AWS IREBHFEREERREN
% List Keys SEMIEEDH key-identifier S2EIEZ HIZZBHEIE ARN,

EERAEXFEARE 79



AWS [ REHRF EREES

$ aws payment-cryptography-data generate-card-validation-data --key-identifier alias/
BIN_123456_CVK --primary-account-number=171234567890123 --generation-attributes
CardVerificationValue2={CardExpiryDate=0123}

fEABIA ARN B |, FERC(E , HEE AWS IRBHRRZF RN G EREHEE AWS I RBHFEZF TR
HRFHRESR , MAESERET AIREFRTE.

Hf —E&EANEEARRESZE AWS BEHPHTEAEXFER,

R ESEREPEYTENEBARIRAE , IEAFHE, BREIVEREN , KEEEHZEIERE
B AWS IR B RmZF TR, EESEARSTRIEAHREREEBNE B IRLERES . FiE , 5l
BEBESADNE,

FHEE API

Tags (i)
ERSSRANEY  THATRENRERBLN AWS #RZEFELR. CHATARBHBIS
i, RS ELRSEE—E,

B8

AWS HREBREBCHRARE—ENNEBRBES , REARLBBNEBRBRIE. Getkeys

API #kF Keyldentifier iR A , YEREBRPEER  EBYE. REFNEEHEE , EFERERN
HiGmESE/TE,

#HE3 API 80
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ERAEER

E

xample

$ aws payment-cryptography get-key --key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/kwapwabqaifllw2h

IIKeyII : {

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h",
"KeyAttributes": {

"KeyUsage": "TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY",

"KeyClass": "SYMMETRIC_KEY",

"KeyAlgorithm": "AES_128",

"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "QA3674",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"CreateTimestamp": "2023-06-02T07:38:14.913000-07:00",
"UsageStartTimestamp": "2023-06-02T07:38:14.857000-07:00"
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MEESRHEEBABRN B ER/BE

Get Public Key/Certificate & El FiiE R AHB £#KeyArn, EFLE AWS fRERFE=ELEEN
TWENAE B , ARIEANLE SR, EERNEARFIRELAESRERGEMEER
KBRS, RE  ZKERTLUEEESIRIA AWS Payment Cryptography BIFERFR |, 3 B T LA A
AWS 7£ Payment Cryptography R{RENFE BB ZHE R

RFBELUNERENEANELOLNELB, APIERES CANLEEREE. EMEERTERR
base64 fRi&.

(@ Note

BONAERREEEERFE A MESE, IELFERAIFRFTE | KU TRESIK AP
WP I B WL B T R R B RE

Example

$ aws payment-cryptography get-public-key-certificate --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/nsq2i3mbg6sn775f

{
"KeyCertificate":
"LSQtLS1CRUAITiBDRVIUSUZIQOFURSOtLSOtCk1ISUV2VENDQXFXZ@OF3SUIBZ@1SQUol10Wd2VkpDd3d1Y1dMN1IdYZEpPYY
"KeyCertificateChain":
"LS@tLS1CRUdITiBDRVIUSUZIQ@OFURSOtLS@tCk1ISUY@OVENDQThtZ@F3SUIBZ01SQUt1N2piaHFKZjIPd3FGUWIS5c3VuC
}

SO iR

£ AWS FRBBFET  FUNEETSRBSERREE AWS FRSEFRESH | LETREUY
BERRELH  BETHEESEMG, 2 EBRRAN  BEMTUEEER,

WERSREERBNY B SR/ERR 82
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NFEERBN—REF  LRREER. BREE , UREBNWEXNEL  F2H PWEL AWS &

JRAmazon Web Services —f& &%,

ES |

- BN AWS NRERRETHER
- EEERATRESRER

- A AP REEESRER

- BHHEBRNFE

- ERAEREFHE SR FER

BAM AWS R ERiR=THRER

BERRETLER (= AWS AlHER ) #6 AWS ERNEZATRENERR., SESERYISFEERRKS
BNERE , CABREIANBNFH, WERETURZE (null) FH, ERELNESESERBLER

TENERRIR , BETUEARNERFTEEZZSE AWS BR. BEEFRKZALEA 50 BERE
BYNER,

ANERRERIFRECSHERHRENR. 72 FAUFEERE AWS R , SEIRE,

£ AWS fRERBm=ET  LUNEEYSRRHEEBRTEESH  WRTIRBUERELRBR | BR3E
CHEESEHMER. SEEFRRRNE. BERIZAN , BEMIUFEERR,

Flan | B "Project"="Alpha" &R IEEH M Alpha BERMWFTE AWS R ZER=ESHBA
Amazon S3 fEZETE, 2 —(ESEHIRE "BIN"="20130622"EHH1B T E4EERTHBIHE (BIN) 4
BB TE S8,

"Key": "Project",
"Value": "Alpha"

P
{
"Key": "BIN",
"Value": "20130622"
}

R AWS B RREZTHER 83
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MEZBN—RER , SERNMEZL , BF20 ) FESR AWS ERAmazon Web Services —fi%
%%O

BRAUBHEHITUTERE

- BAIFEBEN AWS BIR, % AWS RBEXERR , R ETUEERNERERGRETE K&
BHER , UIEHERER. fli , ZAUSEERNERERE AWS SREBRZLSH/A Amazon
Elastic Block Store (Amazon EBS) F{BE[E = AWS Secrets Manager #%, #th 7] LUfE F 28 AR 55
A BB L8,

- BHHRE AWS AR, BEEKEBIIEE AWS ERKF , AWS BELENASERE , HPIaEKE
BREAHVAENHER, BAUFEALIERERER, BARKIHEF O AWS B IHERFZR
,

MERREAXRAE EERNFHET , F268 (AWS Biling fEREER) PREAKRAE T EEF
B, NEERBNERERUNMEEESR , F2H (AWS Biling R ERERE) FHEAEERNE
BRH,

- PFI¥ AWS ﬁiﬁﬁ’gﬁﬂlo ﬁﬁ?ﬁ?ﬁ%*ﬂ%%ﬁﬁﬁﬁﬁﬂlﬁﬁﬁ =B MR FERS (ABAC) E’J AWS
NREHRELIEN -5, MERBEESKESH AWS Payment Cryptography FEUVERA |
B9 LL AWS 45 Zﬁ%%ﬁu&*ﬁﬁﬁgﬁﬁﬂﬁhﬁo MEEREBES AWS EREFIN —RENR , E %Eﬂ
(AM EREER) PREAERESES AWS EFRFE.

AWS E&fEH TagResource., UntagResource B ListTagsForResource IRER | AR EiRZ 24
5B E A AWS CloudTrail B &,

EEXZEPRETRER

EEEFERATREER  ZFERTSEBHN AM BEREH SR/ EERHFAT. RTE ETREFRE
TROFTZN , BEFEELH T,

£/ AP REEESRER

B LAMERAAWS T RERRZE AP R#TE, REBRANIIEEEE 2 BNER. SUATEFER AWS
Command Line Interface (AWS CLI) , B A A ERAEAZENERNRIES. BB/ EEL AWS 28
28,

BEME, WE. RENRRESVNER  SLEARELENFT, NFFHEET  F2ERHEHER
iR

ES-]
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/allocation-tag-restrictions.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/allocation-tag-restrictions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/

AWS S EEIRE (&SR
- CreateKey : B EBMIEZH LB

« TagResource : K EFSRNER

- ListResourceTags : BB B EE

« UntagResource : #t @ MIBRER

CreateKey : S EBHIEZH T8
FBAUERYSRENEER. EEEEEE , 5F A CreateKey R1EW Tags B,

EECRVYSREMEER , RHEASEAR IAM BERHP EBpayment -
cryptography:TagResourceff ., FAEDSHBERERFMNESFNFTEELEB. WEHMASEHA ,
RSHEHEEENFER.

CreateKey My Tags ZRERESF X NENEBENEREHNES. R LNEEERHELXEET
FANERERE. EBETUS nul HEFH,

a0 , T3 AWS CLI s E2E I EH Project:Alpha ZEBNWEBNZR S8, BEZEKRSIE/ER
R, REAZERSBE—HE.

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, \
KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, \
KeyModesOfUse="'{Generate=true,Verify=true}' \
--tags '[{"Key":"Project","Value":"Alpha"}, {"Key":"BIN", "Value":"123456"}]"

BhHSRIIE  CEERSEFSREBENANKeyYH. ER , Key TEEER, EENSESER ,
s5fE M ListResourceTags #1E.

TagResource : B FELMAER

TagResource RFEHK —HZERBHEE SR, SCELEMALBREFRERRETRE AWS IkFFHY
B®,

EENMEER K FEEHERRSIBIERE. cERERR A FECHRAEERCIBUHERE. ©
RENBEEBRBLAETANERSR, BERETUS nul HEFH,

Bl , THa T & UseCaseH BIN EEITE &6 &R

£/ AP R EEESRER 85


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_TagResource.html
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$ aws payment-cryptography tag-resource --resource-arn arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h --tags
'[{"Key":"UseCase","Value":"Acquiring"}, {"Key":"BIN", "Value":"123456"}]"

BB TRIE , TEEETMEE, EERREHW EWER , B ListResourceTags &4E.

&I LAE A TagResource REEFRFEBNERE, FENAERE , FEATENEREEMEE
MERBRSIR. RIEELADTHTNEBRTSEELBER.

flan , EEBSEH Project EEWER Alpha FE A Noe,

WHBERTEARARHN http/200, ZEEEFENWEFE , 55F M ListTagsForResource

$ aws payment-cryptography tag-resource --resource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h \
--tags '[{"Key":"Project","Value":"Noe"}]'

ListResourceTags : BNS €N EE

ListResourceTags RESIMEBEMIER., ResourceArn (keyArn 5 keyAlias) 2B EH4EH, BE
EFEALBRERBIETR F28 EWER AWS 1RF,

plan , TR TENEHISRNER.

$ aws payment-cryptography list-tags-for-resource --resource-arn arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h

{
"Tags": [
{
"Key": "BIN",
"Value": "20151120"
1,
{
"Key": "Project",
"Value": "Production"
}
]
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListTagsForResource.html

AWS [ REHRF EREES

UntagResource : & 88 il BRAZE

UntagResource RFE R TRMIBFER. EEZRFEMBRNER  FEERBRSIR, LEEERAL
BRI ERRSIRMERER AWS RS,

F{ZIEF , UntagResource BETEEEEAB L, W  NRESR ERTIEENEREH | A
TEBEFARRBEEEE, EERTRIECENR , BEMA ListResourceTags #1F,

plan | S ERIEEN ZWRMERPurpose RB R HIE,

$ aws payment-cryptography untag-resource \
--resource-arn arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qaifllw2h --tag-keys Project

2 H R 7 E
EZEM AP N, REAMBEE  FEABEE AV BRHERHT,

B A A AERN AWS 2F R4 RS BRBEHIELFF T, £ AWS TREBREZP , BLEEFTIA
BEIZERCEREMNZE , Flin TagResource  UntagResources

MERRNFAES , F2HE (AM EREER) PRREBERRSEZ2HFEL

BV MEEFEBRONFF AN TR
payment-cryptography : TagResource

AHERFARRERE., FEERUSHBTNEE  EXALAE AM BEGEETRARSE
M.

payment-cryptography : ListTagsForResource

AFTRBREEH LWER,
payment-cryptography : UntagResource

AFFERETRMERERR,

BRRCHRRAET A

BRI ESRBERE IAM BERAPRAERCF T, Sl , THHHSRBRAZNEAERH SRR
RiCATHl. EAMBUEFHFEESIRBZASACNEAERERRERNFTT,

RHERBAFER 87


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html#access_tags_control-tag-keys

AWS [ REHRF ERAEER

"Version": "2012-10-17",

"Id": "example-key-policy",

"Statement": [

{

"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": "payment-cryptography:*",
"Resource": "*"

"Sid": "Allow all tagging permissions",

"Effect": "Allow",

"Principal": {"AWS": [
"arn:aws:iam::111122223333:user/LeadAdmin",
"arn:aws:iam::111122223333:user/SupportLead”

13,

"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:ListTagsForResource",
"payment-cryptography:UntagResource"

1,

"Resource": "*"

"Sid": "Allow roles to view tags",

"Effect": "Allow",

"Principal": {"AWS": [
"arn:aws:iam::111122223333:role/Administrator",
"arn:aws:iam::111122223333:role/Developer"

13,

"Action": "payment-cryptography:ListResourceTags",

"Resource": "*"

FEATRERSESROVETS A, BUUER 1AM BER, BERLBREN , AR SR
RYANRFIRFEA IAM BERREGHH SM|MATEFE.

Blan , T3 IAM BER AR ERRU R, TEAFMAZLNEEREERFAFAESBNER, 1A
BHREERMER CreateKey RIFNEERZSH , EEUSRESERMEEER,
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html

AWS [ REHRF ERAEER

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "IAMPolicyCreateKeys",
"Effect": "Allow",
"Action": "payment-cryptography:CreateKey",

"Resource": "*"
3,
{

"Sid": "IAMPolicyTags",

"Effect": "Allow",

"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource",
"payment-cryptography:ListTagsForResource"

1,

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"

}
]
}
PRHIREET A

B DA AR R RBR BRI . THBERRGTERE payment-
cryptography:TagResource f payment-cryptography:UntagResource §F ], iz , &0
LAEF aws:RequestTag/tag-key {&fF , A EREFNEREER , AW LEBHTEEFRFEER
KRB BIER,

* aws:RequestTag

- aws:ResourceTag/tag-key (R IAM BR)

« aws:TagKeys

ERFEREEEFESBNEINR K KEEKEFEH aws:RequestTag/tag-keys
aws :TagKeysfRHEMRYET AT WLEER ( SEBLR ) .

flan , TF) IAM BEREE R — BB, TiB , KBRAKFEBEIER (TagResource) WEAEE
Project EH % 5| BN FEEMEREE UntagResource,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tag-keys

AWS [ REHRF EREES

MM TagResource f UntagResource ERANBTEZEER , KX EEEEHF aws: TagKeys f&
89 ForAllValues 3 ForAnyValue £5E& ¥, ForAnyValue EEFEERBRINED —
EERRS|BEBRPNEBRRSIEHER. ForAllValues EEFEERBERINWATEERRS|E

ERFETRNEF—EERRS|I#ES. ForAllValues BEEFHEED true , MBEFRTREEZ
% , 18 TagResource Ml UntagResource EE RIEERBIFLAN., NELESEE TWFHHEEN , F2
B CIAM A EER) PHEAZEZRSIENE,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "IAMPolicyCreateKey",
"Effect": "Allow",
"Action": "payment-cryptography:CreateKey",
"Resource": "*"
3,
{
"Sid": "IAMPolicyViewAllTags",
"Effect": "Allow",
"Action": "payment-cryptography:ListResourceTags",
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"
3,
{
"Sid": "IAMPolicyManageTags",
"Effect": "Allow",
"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource"
1,
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
"ForAllValues:StringEquals": {"aws:TagKeys": "Project"}
}
}

£ AR BRI HIE S8RV FEL

BB B SR ENEBRIZH Y AWS N REBRZFNFE Fl0 , STTLURE IAM BUR |, RFFE
BERANEAEEAREERN SR, E , BULUER IAM BERR L FREFBHREREFER
iR, RIFTREARBERR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

AWS (R ETBRE EAEEE
Lt IR R B R FEUES] (ABAC) AWS T REHm= X BN —80. NFEAREARRZHER

AWS BV EA |, 528 (AM EFAEERE) T/ ABAC 28 AWS ? FE A EREB LS AWS
ERNEE.

AWS Payment Cryptography X & aws : ResourceTag/tag-key £HFHAR LR , IIHTRESH/ L
WERREHH BN TR, ARZESRITUEHENER , W TBLEFIERE —AERW
2. CHUIEREESRNESR K BREFESTHNIR,

£ AWS I RZRIBMwmEZES , E1E IAM BUEH X & aws:ResourceTag/tag-keyEr£i8, £BEBUR
AREWINEE  EEAR—ELER AT EARTERSESRIVIENE , S0 Listkeys = ListAliases
B,

ERARREHEFNTREA-EGE, TREBEEENASAREEFT. T8 , MRREFRGINEE ,
AREEN M AHRIEREFINEN TR, IREEAZEBERZHEER , FERTIER.

- FAESKRCSEEERFINGEERER. RA IAM TRRHOALXEAEARERNSWRATERGT
o flan, ERERRECARERNER, AR, RTEREREREEREREA BT,

- EFEEHIIRFEHE payment-cryptography:TagResource  payment-
cryptography:UntagResource F 7] , FH#E, RENMEREE. ELEAERREFHER
WEIE  SEERTUURTFERFT , UMEAMMRERFLIEERAFTNER, s EEFNRAE
HEFXAHTHEBRAEN SR, IREREEERFEFLRBEIBEYRTHT , BIRTLAES
HETWHEFN , REMHEFEEERATA,

SUREFERBEREY , Sl aws:RequestTag/tag-key® aws:TagKeys , #§E B ZSCEF AR
FIERELRSIB NI EEBRIETER,

- RE PENEAERMNEUEHEZRHT AWS IRF WX K YWREEFRELTHE, IAM BEKRTRER
HEFIE SIS LERMEUHERSR, fliln , EEETERRATIREFE SIS ER. BUEER
My HER,

s BERTEECRAEBNBE Y , F0E P FNESK AWSIEFE, SRELNBEERANEGE
EAENER, 1/ CloudTrail H55M CloudWatch B RRIBBGEL TS ESCEBENNES,

- ERABFEFRGEEAREILY  EFISRETEBNEEHTER, FRERREKERSIENERS

TEMANESRANFERNAETER, NREMBRASHFELFEBRFENER , AIRFEEHA
ENER  REERR &

i , FEBUT IAM BER, EAHEXTAEECIRFPEBREERE (HEEELE ) BEHAER
B"Project"="Alpha"REN T EMFUEZTIRE, ST BEREEZE Alpha BEREF| PR A
&
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListKeys.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListAliases.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_Decrypt.html

AWS [ REHRF EREES

"Version": "2012-10-17",
"Statement": [
{
"Sid": "IAMPolicyWithResourceTag",
"Effect": "Allow",
"Action": [
"payment-cryptography:DecryptData"
1,
"Resource": "arn:aws:payment-cryptography:us-east-1:111122223333:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "Alpha"

THIEH IAM BEAFTREAREHINEMESRETEERBHRERE. B2, cEILTHEE
A"Type"="Reserved"EBERIFIRE"Type"EBN LB L FRAELRBIRZIRE,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "IAMAllowCryptographicOperations",

"Effect": "Allow",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncrypt*"

1,

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"

"Sid": "IAMDenyOnTag",

"Effect": "Deny",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncrypt*"

1,

ERRRREE SR FE
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"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Type": "Reserved"
}
}

"Sid": "IAMDenyNoTag",

"Effect": "Deny",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncrypt*"

1,

"Resource": "arn:aws:kms:*:111122223333:key/*",

"Condition": {
"Null": {
"aws:ResourceTag/Type": "true"

T AWS TREBREFTRNZREBM

BENEREZFRIRSREAEENEE , YAREARATNERE, At , BESWARERARE
SREABIEY, FTREHE TR-31 ERNTAEAEIRE -,

HARAWS S REBHREREFSHLEBEVERNER BEATHERR  LESRHUBRNES.

HESR

« TR31_B0_BASE_DERIVATION_KEY
. REFWNEESE L - TDES_2KEY ., TDES_3KEY , AES_128 ., AES_192 ., AES_256
- RN EBRFERAERES ; { DeriveKey = true }. { NoRestrictions = true }

« TR31_CO_CARD_VERIFICATION_KEY
. REFNEESE L - TDES_2KEY ., TDES_3KEY , AES_128 ., AES_192 ., AES_256
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AWS [ REHRF EREES

- AHFNEBFERAERES ; {Generate =true } , { Verify =true } , { Generate = true , Verify=
true } , { NoRestrictions = true }

+ TR31_D0_SYMMETRIC_DATA_ENCRYPTION_KEY
- RFFMNEMMEE L . TDES_2KEY ., TDES_3KEY ., AES_128 ., AES_192 , AES_256

- RFNEBFEAERES ; { Encrypt = true, Decrypt =true. @% =true, Unwrap = true }.
{ Encrypt = true, 2% =true }. { Decrypt =true, Unwrap = true }, { NoRestrictions = true }

« TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS
. REFNEBESE L - TDES_2KEY ., TDES_3KEY ., AES_128 ., AES_192 ., AES_256
- RN EBRFERAERIES ; { DeriveKey = true }. { NoRestrictions = true }

« TR31_E1_EMV_MKEY_CONFIDENTIALITY
- REFWNEBESE L - TDES_2KEY ., TDES_3KEY ., AES_128 ., AES_192 ., AES_256
- RN EBRFERAERIES ; { DeriveKey = true }. { NoRestrictions = true }

« TR31_E2_ EMV_MKEY_INTEGRITY
. REFWNEESE L - TDES_2KEY ., TDES_3KEY ., AES_128 ., AES_192 ., AES_256
- RN EBRFERAERIES ; { DeriveKey = true }. { NoRestrictions = true }

« TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS
. REFWNEESE L - TDES_2KEY ., TDES_3KEY ., AES_128 ., AES_192 ., AES_256
- RN EBRFERAERES ; { DeriveKey = true }. { NoRestrictions = true }

« TR31_E5_EMV_MKEY_CARD_PERSONALIZATION
- REFWNEBESE L - TDES_2KEY ., TDES_3KEY ., AES_128 ., AES_192 ., AES_256
- RN EBRFERAERIES ; { DeriveKey = true }. { NoRestrictions = true }

« TR31_E6_EMV_MKEY_OTHER
- REFWNEBESE L - TDES_2KEY ., TDES_3KEY ., AES_128 ., AES_192 ., AES_256
- RN EBRFERAERIES ; { DeriveKey = true }. { NoRestrictions = true }

« TR31_KO_KEY_ENCRYPTION_KEY
- REFWNEBESE L - TDES_2KEY ., TDES_3KEY ., AES_128 ., AES_192 ., AES_256

- RFNEBFEAERNES ; { Encrypt = true, Decrypt =true. @% =true, Unwrap = true }.
{ Encrypt = true, 2% =true }. { Decrypt =true, Unwrap = true }, { NoRestrictions = true }

+ TR31_K1_KEY_BLOCK_PROTECTION_KEY




AWS [ REHRF EREES

- RFNEBFEAERES ; { Encrypt = true, Decrypt = true. @2 =true, Unwrap = true }.
{ Encrypt = true, 2% =true }. { Decrypt =true, Unwrap = true }, { NoRestrictions = true }

« TR31_M1_1SO_9797_1_MAC_KEY
- RN EMESE L . TDES_2KEY . TDES_3KEY

- AHFNEBFERAERES ; {Generate =true } , { Verify =true } , { Generate = true , Verify=
true } , { NoRestrictions = true }

+ TR31_M3_ISO_9797_3_MAC_KEY
- RFFMNEMESE L . TDES_2KEY . TDES_3KEY

- AHFNEBFERAERNES : {Generate =true } , { Verify =true } , { Generate = true , Verify=
true } , { NoRestrictions = true }

+ TR31_M6_ISO_9797_5_CMAC_KEY
- RFFMNEMMEE L . TDES_2KEY ., TDES_3KEY ., AES_128 , AES_192 , AES_256

- AHFNEBFERAERNES : {Generate =true } , { Verify =true } , { Generate = true , Verify=
true } , { NoRestrictions = true }

+ TR31_M7_HMAC_KEY
- RFFMNEMMEZ L . TDES_2KEY ., TDES_3KEY ., AES_128 , AES_192 , AES_256

- AHFNEBFERAERES : {Generate =true } , { Verify =true } , { Generate = true , Verify=
true } , { NoRestrictions = true }

+ TR31_PO_PIN_ENCRYPTION_KEY
- RFFMNEMEE L . TDES_2KEY ., TDES_3KEY ., AES_128 , AES_192 , AES_256

- AHFNEBFERAERES ; {Encrypt =true , Decrypt =true , Wrap =true , Unwrap =true} ,
{ Encrypt = true , Wrap =true} , { Decrypt =true , Unwrap =true} , { NoRestrictions = true }

+ TR31_V1_I1BM3624_PIN_VERIFICATION_KEY
- RFFMNEMMEE L . TDES_2KEY , TDES_3KEY ., AES_128 , AES_192 , AES_256

- AHFNEBFERAERES : {Generate =true } , { Verify =true } , { Generate = true , Verify=
true } , { NoRestrictions = true }

+ TR31_V2_VISA_PIN_VERIFICATION_KEY
- RFFMNEMMEE L . TDES_2KEY ., TDES_3KEY ., AES_128 ., AES_192 , AES_256

- AHFNEBFERAERES : {Generate =true } , { Verify =true } , { Generate = true , Verify=
true } , { NoRestrictions = true }
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FHBER

« TR31_D1_ ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION
. RHEEEE  RSA 2048, RSA 3072. RSA_4096

- RAHFNEBFERAERES ; {Encrypt =true , Decrypt =true , Wrap =true , Unwrap =true} ,
{ Encrypt = true , Wrap =true} , { Decrypt =true , Unwrap = true }

« XE :{Encrypt=true , Wrap=true } EEAFARMNZER S TESBN L ESRIFNHE—BX
e
« TR31_SO0_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE
- AFFEIBEEE | RSA_2048, RSA 3072, RSA 4096
- AN EBFERAERES ; {Sign=true} , { Verify = true }

« EE :{Verify=true } REAFARZBN BN M —BREE , fIREFE. PESIHER TR-34
NEERE,
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ERHRF

HEEY AWS TREBRESR 2R , CUARNTRRREZFRE,. TEANRESHITIRERNE
B, SEOENE, #E  URSERBWEREL  SIWESE CVV2,

MRRBHRNNRRSR (HBSRILESR , BURRNFEE ) | EZEENZENER, MR
RAHBERILAER  ELRIMZNEEBENERE,

NERERENERCRERET K F2RERRERFEENERER

® Note

RMEBEFEEREDFEAIZER. EREERETFRLEESRINER (PAN, BDKID
%) WEEEFEENaAEE , flw PCI DSS # PCI P2PE,

FE

- hnE, BENEFMBEER

- EEURBFHER

- BEXE, BENRE PINER

- REI I BREHER (ARQC) HiFRE
- EEFRRE MAC

- BISRERENERER

In&, i A E R0 & R

MENMBEZ T EZTAREASEHBASEABEMMNZNAERER , 25 TDES. AES M RSA, EL
FEHUXEMEM DUKPT M EMV EMITITEN iR, YREFLEET L RERERNEBERATERSRT
REERNEARSG , BT LA ReEncrypt 8%

(® Note

FERANZR/EBHEE | FTAEAZBRERS hexBinary - 570 | E 1 S8A B 31 (T
i), MEBtRREA T4 (TREM ). FIER L BEFER hexBinaryo

N, BEmMERNEER 97
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WERMBARRENFAEN  F28 %, BENEFNNEZN APl /8.

S
. IR
. BEER

mzE&ER

Encrypt Data APl AARAEAEBNIELBER MBS KR DUKPT M EMV $TEN SR MZE
B, SEREHRELNEL , E4F TDES, RSAFI AES,

FERARARMBZERNNZRS®. EINFH hexBinary BRMEXFZER , URMBZEHE , Hla0
ML EF TDES EERMEBHER ., HR |, MXFERFEE 8 B THENBHETDES , HR |
FE 16 B THAAES , B |, FE RNV RERSA, NEMAERNTHFESELER , AIEXKIERY
W&\ A (TDES, AES., DUKPT, EMV), TRETEERRSBNMNFTRELR , UREE
EncryptionAttributes RSA £ EZMIEFEE,

ExER RSA_2048 RSA_3072 RSA_4096
OAEP SHA1l 428 684 940

OAEP SHA256 380 636 892

OAEP SHA512 252 508 764
PKCS1 488 744 1000

None 488 744 1000

TEHEE hexBinary BRREMBERMARNBNF , YT EMELROREENE, WEREH
FRIBENHMER , 528 IE AP| B .

&3 {51

- fEF AES BB R INZEE R

- £/ DUKPT &8 mBZER

- A EMV TEHBBMEER
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_EncryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_ReEncryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_EncryptData.html

AWS [ REHRF ERAEER

- £/ RSA R MBEHR

£/ AES BB | INZEER

(® Note

FIEEPIEBRERERESBEFE. BRLUEA CreateKey BEE V£ , HFEA ImportKey
EEANEE,

Example

L &P , RPIEERAER CreateKey BEEBI LA ImportKey RIFEANEBS|MRINE
MY FER, HRLIRE  £824784 KeyModesOfUse 5RES Encrypt , B KeyUsage 3REH
TR31_D@ SYMMETRIC_DATA_ENCRYPTION KEY, MMEEZEE , F2REEHERENSE,

$ aws payment-cryptography-data encrypt-data --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --plain-text
31323334313233343132333431323334 --encryption-attributes 'Symmetric={Mode=CBC}"'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"
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5/ DUKPT &g tns &

Example

EHEHIF | RPSER DUKPT €8 NFANFER, AWS [TREZER=XXE TDESH AES
DUKPT €88, HRILLRE , £8P A KeyModesOfUse BREH DeriveKey , B KeyUsage s E A
TR31_B@_BASE_DERIVATION_KEY, MEEZRE K F2RLBR=ZRIENEIE,

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--plain-text 31323334313233343132333431323334 --encryption-attributes
'Dukpt={KeySerialNumber=FFFF9876543210E00001}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi”,

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"

fEA EMV sTE B @ MEE R

Example

FEHESH , RPEEACELN EMV fTEHBEBRMEMFTER ., BUUEHEEGTHKE
RHEREZE EMV F, HRALLIRE | S8 M1 KeyModesOfUse 5RE A Derive , B KeyUsage i%E

% TR31_E1_EMV_MKEY_CONFIDENTIALITYZX TR31_E6_EMV_MKEY_OTHER, MZEFHMEN , F2
BEERRZREN SR,

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--plain-text 33612AB9D6929C3A828EB6030082B2BD --encryption-attributes

'Emv={MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumbex=27,PrimaryAccountNumber=100000000¢
InitializationVector=1500000000000999, Mode=CBC}"
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"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"

mEEH o
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£/ RSA €@ NHER

Example

&G , RPEEASHER ImportKey RIEEAM RSA NESMRMEMNFE

Bl HWRALLIRE  £8BM i KeyModesOfUse 3R E A Encrypt , H KeyUsage SRES
TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, MEEZEIE K F2EEZEHERENS
8

HRBATXEN PKCS#7 REMIERFR , FEFUEBRBZER , WEBEKIERE
B TAsymmetric={}' 1 RiEBETIEFR

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/thfezpmsalcfwmsg
--plain-text 31323334313233343132333431323334 --encryption-attributes
'Asymmetric={PaddingType=0AEP_SHA256}'

"CiphexrText":
"12DF6A2F64CC566D124900D68ESAFEAA794CA819876E258564D525001DQ0AC93047A83FB13 \
E73F06329A100704FA484A15A49FQ6A7A2ES55A241D276491AA91F6D2D8590C60CDES7A642BC64A897F4832A3930

\
OFAEC7981102CAQF7370BFBF757F271EF0BB2516007AB111060A9633D1736A9158042D30C5AE11F8C5473EC70OF067

\
72590DEA1638E2B41FAE6FB1662258596072B13F8E2F62F5D9FAF92C12BB70F42F2ECDCF56AADFOE311D4118FE3591
\
FB672998CCEODOOFFFE@5D2CD154E3120C5443C8CF9131C7A6A6C0O5F5723B8F5C07A4003A5A6173E1B425E2B5E42AL
\

7A2966734309387C9938B029AFB20828ACFC6DOOCD1539234A4A8D9BO4CDD4F23AY,

"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/5dza7xqd6soanjtb",
"KeyCheckValue": "FFODE9CE"

}
REE R

Decrypt Data API AAREAHBAEHBERME LR/ UK DUKPT M EMV $TEN SRR R E
Bl XERERE AR , 5 TDES. RSAM AES,

HREE R 102
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TEPALARREERNRE SR, ERBH hexBinary BRXNBLZER | URABILHE, K5
EHMBOERSEEES, TEHEDEE hexBinary BRMART THESRER | URBEHLHBMN
BREMAE. OEFETREENMET, B 5 AP 5.

&3 {5

- £ AES HIBS R EER

- £/ DUKPT &85 &%

- A EMV fTEHESBRTEY
- £ RSA SRMEEHR

£/ AES BiE S MmEER
Example

EHESIF | RPSERAEBSRBERNEXFTER, WEHER AESS# , Bt X8 TDES_3KEY
TDES_2KEYH , HRALIEE | S84 E1E KeyModesOfUse 5REA Decrypt , H KeyUsage :REH
TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY, MEEZRE K F2REERERIEN SR,

$ aws payment-cryptography-data decrypt-data --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --cipher-text
33612AB9D6929C3A828EB6030082B2BD --decryption-attributes 'Symmetric={Mode=CBC}'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html

AWS [ REHRF EREES

£ DUKPT &8 2ER

(® Note

&R E FLE DUKPT for P2PE R Z BB , TTERi$EHA+ PAN MEfis F AERE
EEENERRER K MELERERAEH PCIDSS SIEREERS,

Example

T EEHIF |, BKPIAEERAGERA CreateKey REEIW DUKPT RBEMBZENFER , HEA
ImportKey BREE A . BRALIRE , WAL E® KeyModesOfUse X E A DeriveKey , B KeyUsage
FXEA TR31_B0O_BASE_DERIVATION_KEY, MEEZIRIE , FEREZBHEERENESE. BEAFEH
BFDUKPT , HATDESEE X , MBXFERRENXER 16 B THNEE . HRAESEE L , MHEX
FERRENEAR 32 B THENEZE,

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--cipher-text 33612AB9D6929C3A828EB6030082B2BD --decryption-attributes
'Dukpt={KeySerialNumber=FFFF9876543210E00001}'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"
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R EMV STEHB SRR ER

Example

U EHIT , RPEEAER CreateKey BEBRVHER ImportKey BRIEEAN EMV $TEBBER
RFBRMBEXFER . WRILRE , /WYL AR KeyModesOfUse FREA Derive , H KeyUsage &%
%% TR31_E1_EMV_MKEY_CONFIDENTIALITYS TR31_E6_EMV_MKEY_OTHER, MBEHEETF , 5
BREBREEZRENSR,

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--cipher-text 33612AB9D6929C3A828EB6030082B2BD --decryption-attributes
'Emv={MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumbex=27,PrimaryAccountNumber=100000000¢
InitializationVector=1500000000000999, Mode=CBC}"

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yijbwtxx64pi",
"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"

}
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£/ RSA £RERER

Example

T EHIF |, RPAEERASER CreateKey BEE VUK RSA £ RERBEMBEXFEHR
HRIIRE | £/ SBEEHE KeyModesOfUse % E ARBUADecrypt , B KeyUsage 58 E5A
TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, MEEZE1E , SF2EZEBHERENS

HRE HUTiEE’J PKCS #7 S EfbiE#E# % | FEEKEMISIZ 'Asymmetric={}' , W EFI R < %
BRIEWE , SUBEUTER,

$ aws payment-cryptography-data decrypt-data \

--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5dza7xqd6soanjtb --cipher-text
8F4C1CAFE7ASDEF9A4OBEDE7F2A264635C. .. \

--decryption-attributes 'Asymmetric={PaddingType=0AEP_SHA256}'

{
"KeyArn": "arn:aws:payment-cryptography:us-
east-1:111122223333:key/5dza7xqd6soanjtb",
"KeyCheckValue": "FF9DE9CE",
"PlainText": "31323334313233343132333431323334"

EXYREBERRER
EELREFLANREAEEFSENHES  HIW CVV, CVV2, CVC R DCWV,
2
. BERARN

. BEELEN

EEFRER

Generate Card Data APl ARAER CVV. CVV2 & CVV2 L EEEE4X FEH, ZEEET
ARt EE  B2RZBHESRENEGREE—,

EEARTFHER 106
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HF2HBmEE , HIW0 CVV, CVV2, iCVV, CAV V7 , BMERHERNREHREZEE L B8

& A B, HlaCardVerificationValue1 BH ServiceCode., FiEFIBHEI HHIE A, HA
CardVerificationValue2 EE M @@ A , EREA¥ M CVV2/CVC2 , ServiceCode BElFEA 000, FE#
#, 1 iICVV , ServiceCode BEIEA 999, R ER EZTESEMNRNARBHIML , Fl0 CAVV VS,
EEEBRT , ZEESRHERFM , WS ERNE AE.

@® Note
MHAFERAEBNERBABERE (F/20 MMYY B YYMM) , FREEETERE ERER,

E4 CVV2
Example

F SR HFERE|A PANNFFIBH B HMIEE PAN B4 CVV2, EERREELET FHEBRE
G 8

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi --primary-account-number=171234567890123 --generation-attributes
CardVerificationValue2={CardExpiryDate=0123}

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,
"KeyCheckValue": "CADDA1l",
"ValidationData": "8@1"
}
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AWS [ REHRF ERAEER

B4 icv

Example

U EHIS |, RIMEAEE BAPAN, 990 BRI &5 B A EIMIEE PAN B4 CVV., EBE
WEELET EARBESR,

MEMBRANZE , 5528 API 2ZErHFH CardVerificationValuel,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CaxrdExpiryDate=1127,ServiceCode=999}"'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "CADDA1l",

"ValidationData": "8@1"

REFHESR

Verify Card Data ARBIBCEAMCEMNEZEIRBNNTEEEZEINES | fl0
DISCOVER_DYNAMIC_CARD_VERIFICATION_CODE,

MABEBREEEBEARIN —BorRVERTELIEFLEERH, EERE ARQC ZiEH= (A
REMV &F+F) , @2E%R%E ARQC,

MEHMEN , FSH API FEREFH VerifyCardValidationDatao

MREBEEZE , Al api A5 E http/200, MREARERFHE , BISEE http/400,
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue1.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyCardValidationData.html

AWS [ REHRF ERAEER

ERS¥ CVV2

Example

A EHIF , BFEREETE PAN B9 CVV/ICVV2, CVV2 BEHBFAREAEERZ BB RHEUH
BRE. ATREHBA  SEWTKEBREHETIE - FRARENER (CVK). PAN, FHIBH B HME
AR CW2, FRBHBAMSATSNKREEERERANKN,

MEMBRANZE , 5528 API 2ZErRFH CardVerificationValue2,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValue2={CardExpiryDate=0123} --validation-data 801

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,
"KeyCheckValue": "CADDAl1"
}
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue2.html

AWS [ REHRF EREES

B icvV

Example

EALEHIR | RPSERFBIEE PANK CVV , EhE8ERARBEN £ (CVK)PAN, . 999 M ARFEHRS.
FRIBHEE  UERRFRMHEH ICVV LHEITERRE.

iICVW A REAEWANE (WCVV2), MRARE EMV FL, BEERREX—EERHKRE,

MEMBAANZE , 528 API 2Z18RE® M CardVerificationValue1,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel="'{CardExpiryDate=1127,ServiceCode=999} --validation-data 801

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi",

"KeyCheckValue": "CADDA1l",

"ValidationData": "801"

EE., BENEEPINER

PIN ER B REEERERIEZEN. ERNBREE PVV), XRE PV RENRBRBEANEZERN,
ERNESRTREKENE —EIFESRERAS @ , MAS PCIPIN X 1 EENMXF LR
8

(® Note

AR PIN EENREFEERRTEREY , M PINBEFRHENRNERBERE , RMEREER
RIEERFN , LHENRRERARPEEREB K.

ES- |
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue1.html

AWS R % iR = ERERER
- BEPINEH
- EX PINEH
- EB¥ PIN B8

= PIN &8

EE PIN EREHAREMNZEN PIN ER R - ASREFIE —HER  MASRNBENER A
HSM. ERAR P2PE 1% , HP T ESREZXBE K EREXRKIFEITAHBREZEN. TEAA
EMENER, ARMBERNNZRER, ARELBAENZEH. 5 HERARFERNGHSE , §
MARMEZEENER  UARARBIZBHNSE. TEHHEFNENENSE  URARELEER
ENSH.

® Note
AES £BAEXZE 1ISO B 4 EHER,

ES]
- ¢ PEK | DUKPT # PIN
« #& DUKPT Z AWK #J PIN

% PN &R T
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# PEK Z| DUKPT 89 PIN

Example

EIEFIF | RMAEEHR DUKPT JEE L |, i$REMEA 1ISO 0 PIN E#H) PEK TDES 1N#ZHY PIN i
A AESISO4PIN EfE, BF , EAURMOET , EFAFKIHEESINE ISO 4 9 PIN , RETTLL
W EHEEE TDES WHET T RERE,

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block
"AC17DC148BDA645E" --incoming-translation-

attributes=IsoFormat@="'{PrimaryAccountNumber=171234567890123}"' --incoming-

key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

iviSksfsuplneuyt --outgoing-key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/4pmyquwjs3yjbvwe --outgoing-translation-attributes
IsoFormat4="{PrimaryAccountNumbexr=171234567890123}" --outgoing-dukpt-attributes
KeySerialNumbex="FFFF9876543210E00008"

"PinBlock": "1F4209C670QE49F83E75CC72E81B787D9",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"KeyCheckValue": "7CC9E2"
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£ DUKPT Z AWK # PIN

Example

EHEHIR , RIS PIN & AES DUKPT N2 PIN Ei#iAE AWK T2 PIN, HINEER F—1{E
EHIM R E,

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-
block "1F4209C670E49F83E75CC72E81B787D9" --outgoing-translation-
attributes=IsoFormat@="'{PrimaxryAccountNumber=171234567890123}"' --outgoing-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt --incoming-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/4pmyquwjs3yjbavwe --incoming-translation-attributes
IsoFormat4="{PrimaryAccountNumbexr=171234567890123}" --incoming-dukpt-attributes
KeySerialNumbex="FFFF9876543210E00008"

"PinBlock": "AC17DC148BDA645E",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"KeyCheckValue": "FE23D3"

E4L PINER

E4 PIN ERERHARELEE PIN AHEIRVE , Sl PVV M PIN BB , ARRIBEAEERZH
REREN PINIEB. It APl [ BMER BERE REERAIREHER,

B4E PIN &8 113
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ELEEWK Visa PV

Example

EHEHFP  RPSEERD (FEH) 2R, HhmEERMEN PIN block(PinData.PinBlock) #
PVV(pinData.Offset). £ #&#i A% PAN, Pin Verification Key, Pin Encryption Key#l PIN
block format.

RS ERESIEERA TR31_V2_VISA_PIN _VERIFICATION_KEY,

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifiex arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --generation-
attributes VisaPin={PinVerificationKeyIndex=1}

{

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5Sksfsuplneuyt",

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"VerificationValue": "5507"

ELERR IBM3624 R

IBM 3624 PIN B ERtEA IBM 5k, kA iEFAREER (BER PAN) f PIN £i8 (PVK)

ELXBA/PE PIN, BRENERLRITENE K MEHRBTERR , AEHIEEERE , BAT

TEBENERTFRESFABR. SPENRER , LARFTEEEF FATERERERN. AT A
FFELEANERN  BBUBEELFEERE, REAREAEEN (SEH ) ERNEEASHBY
BWEZE, RBERFABRTEIFFEESREN. EXZKE , AWS fREBFREREEEARE
VETEBERER  YEARBRESKEN. A% CERLERRZIREMMEHNEETLES,

IBM3624 B @215 :

« Ibm3624NaturalPin A% B AZERAINZIZR E R

EXE PIN B8 114



AWS [ RREBHIRZ ERERER
« Ibm3624PinFromOffset ELMEZEMNEMER , YIEERE

- Ibm3624RandomPin EELMEEER A AREEHEFNUBINNEZERNER,

« Ibm3624Pin0ffset EEMFAEEIMNZRNBEECENNRE,

E AWS REZHm=EAE , ST T IISER

- BRENFEMT 16 BFT. MRIEH <16, BEARENEZRFE T ELRAIETER,
- A PIN ELESRBNZRIEER,

- EANBILERREMBNERET ML, EE8TAENBFRFIMTER A NNBL, 7
REEMRETE| O, T 1 ATREEMRETE] 1,

« et H/SEMRTEIEE 4 VB, ER B ARERN.
- MRELEFEAEZDNNERERN  SHeERTFENRESERERN, SREEZNNVE.

i)
- E1fl . EAEME 1BM3624 ERME

g5l EEERNA IBM3624 ERE

FEHEFP  RPSEERG (FEH ) 2R, HhmbEEMZEHN PIN block(PinData.PinBlock)
MIBM3624{u#{E pinData.Offset).. #AS PAN, BREFEER (BERFE ). EMFx. Pin
Verification Key, Pin Encryption Key®l PIN block format,

R SERENELESIES B TR31_V1_IBM3624_PIN_VERIFICATION_KEYMMZ£iehs &
# TR31_PO_PIN_ENCRYPTION_KEY
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Example

T EFFERELFEBIZER , AR%ZEFEH Ibm3624RandomPin & H iR MW ESR T IBM3624 REE
Ibm3624RandomPin

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number
171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
Ibm3624RandomPin="{DecimalizationTable=9876543210654321,PinValidationDataPadCharactex=D,PinVal

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt"”,

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"PinOffset": "5507"

ERSE PIN &%

HEE PIN BRI ANEE PIN RS ER, EEE SR LB FRNERNERERSFAE POl @A
MERE. ELNBELEWMEERE A MAELRE—RRNERE,
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£/ PVV I EREMZRN PIN

Example

L&l |, RPIERFIEE PAN B PIN, PIN BERBFFAREAEER S HEREME , QR
&, UEERENEETLER (REFFANBASURERIFEEREMD EFREENINZEERN
ERRME ), ATBRBLEBA  CSEHMTHEBRETIE : ARNZGAZNNE (BER
IWK) , PANCAR BT RYE ( PVVEL PIN offset).

R AWS R BHERZRERE PIN , RISEE http/200, MRKREFE PIN 55 , RIZEE http/400.

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifiexr arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=5507}" --
encrypted-pin-block AC17DC148BDA645E

{
"VerificationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"VerificationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt"”,
"EncryptionKeyCheckValue": "7CC9E2",

BB LRI ZRE IBM3624 BRI BERE PIN

EHEHFF RS EFRBETE/EEEFHNEERTH PIN RS  BEFFARMEHN PIN,
B AEE B, 277N BRI (SREMLEFRMAE AR EK ) RUEMNMNE PIN B2 HM
B, WRZRME | api #EE http 200, HA &R MNZR PIN block(PinData.PinBlock)
FMIBM3624{1#{E pinData.Offset).,

R SERBERNELSIEA BA | TR31_V1 _IBM3624_PIN _VERIFICATION KEYMMZ&igh |
# TR31_PQ_PIN_ENCRYPTION_KEY
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Example

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number
171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
Ibm3624RandomPin="{DecimalizationTable=9876543210654321,PinValidationDataPadCharactex=D,PinVal

{
"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"GenerationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"EncryptionKeyCheckValue": "7CC9E2",
"EncryptedPinBlock": "AC17DC148BDA645E",
"PinData": {
"PinOffset": "5507"

B S D MERER (ARQC) BiFimE

B G IRIFFBREGRE API ARRE ARQC., ARQC HMELHEH AWS REBRENEE , B
BEEXZREHBE EMV Chip F ( RBNEHEF , T8 ) £#1T. ARQC HERXRZHZE
H—H K EEURGBHEESIRNERFAFNERE  YREAXZERT2FESE (B ) X5,

AWS B BRFRASERTE ARQC MELER ARPC ERIRIR , @1 EMV 4.4 Book 2 HES
H{E , BAK Visa M Mastercard fEA Eftt TR, MEMBARERANTEFE , F268 AP IEREY
#9 VerifyCardValidationData — .

ARQC ZBRBEXBEUTHA (BASTHEREETEFTR )

« PAN - f£ PrimaryAccountNumber iz F 15 E

« PAN F#f (PSN) - £ PanSequenceNumber 1 #15E

- SROTEFE , HlERA TEMRE£48 (CSK) - £ SessionKeyDerivationAttributes 3§ 7E

- XEBOTEERX (HlI EMV RIE A) - £ MajorKeyDerivationMode F157E

- RSER - BERS. RiEEANFRERNTS | fla0€%EM B - £ TransactionData . FIEE

% B9 RFEFER (ARQC) ZiEiRE 118


https://www.emvco.com/specifications/?post_id=80377
https://www.emvco.com/specifications/?post_id=80377
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyCardValidationData.html

AWS [ REHRF ERAEER

- BUOETTH - ARCTENEE (AC) MW EEWM , ARREBMERIR S , A1 Keyldentifier FRALHF
BE

ES |
- XZEREH
- g

BEEXRZER

REERRUNBIAR (NIEF ) SREFNRRAEMARTE , ERERZBRE ( MSREIR
FF)REEMV44E 2% 8116 - EREENER, MRN=MEWMLEEHE (17.00), Ht£HE
(0.00) MBEEIFR/ME , ERERRZERNRE , MWTFAR :

- 000000001700 - £%8 - 12 AL EBS MWLM ELH

- 000000000000 - Hftt &5 - 12 B ER S M B/ N B E

« 0124 - ML ENHE

- W (%2 ) XHEFR -0000000017000000000000000124

R 7 B FRHER

REERBREBEE RBZEA, RSEARMEM 1ISO 9797 7% 2 B , Hh+REMFHRU
THE{y 80 Min , REEEE 00, EXMVEMEEHR A/ NHEH ; TDES & 8 BT/ 16 EF
JT,AES & 16 Bu = 32 BF . BRAR (7E 1) XFER | BEMERA 00 BMAEHF T,

1ISO 9797 & 1 %X

RIEA :
00000000170000000000000008400080008000084016051700000000093800000B03011203 (74 1@
FeR 37 BTl )

B iy
00000000170000000000000008400080008000084016051700000000093800000B030112030000000
(80 == T =R 40 AT/l )

BREXSZER 119
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AWS [ REHRF EREES

1ISO 9797 BE 2 %

RFETIY
00000000170000000000000008400080008000084016051700000000093800000B1F220103000000
(80 fB=F T 40 EfzT4E )

B i
00000000170000000000000008400080008000084016051700000000093800000B1F220103000000800000
(88 T ER 44 A til )

gl

Visa CVN10
Example
g AlIP |, EFIEBRIBEM Visa CYN10 EEM ARQC,

MR AWS REZBMZLHAERE ARQC , BI€EE http/200, 1R ARCQ (Authorization Request
Cryptogram) RE&7& , BI&EE hittp/400 EIFE,

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \
--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \
,"PrimaryAccountNumber":"9137631040001422"}}"

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

}

&4l 120
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Visa CVN18 H Visa CVN22

Example

L EHIH |, EKMEEBRESEA Visa CVN18 = CYN22 E4R ARQC, CVN18 Ml CVN22 Z B i
mERENER  EXZERNPESNERBRTE, & CYN10 Htt , BIERmAMAR , tEELTEF
LR TEN

MR AWS T REZRIBmFEMERT ARQC , RI=EME http/200, WMRKREFE ARCQ , HIZEE
http/400,

$ aws payment-cryptography-data verify-auth-request-cryptogram \
--auth-request-cryptogram 61EDCC708B4C97B4

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F22010300000000000
\

00000000000000000000000000000000000000000008000000000000000
--session-key-derivation-attributes="'{"EmvCommon":
{"ApplicationTransactionCounter":"000B", \

"PanSequenceNumber":"01", "PrimaxryAccountNumber":"9137631040001422"}}'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

}

EL BT MAC
AEERBE (MAC) BERARREAENTEY (EREARBMENR ) . RBHEERE | /10 HVAC

2SR E RER MAC WEHE, HVAC RUMERHAER , T CMAC RUEBRERAER,

LRBHAA MAC ERZHESEREEHZRBNAALEER, MNSREFENLEER , H
NERPNEW/ME , LEOHE—WRBH mac, MREASNEBFRE K INETREE , AIE
ENEBRET2TE. EBEELRTR  BHHEEZT VMACSHREHEEY ; IRRIELREH , B

EEMEBE MAC 121



AWS [ REHRF EREES

EEHMERN mac, ZiFwZE MACs EREAHBEE  RATCHNEFLIARCUBLESE  BFEAE
—TIRETHEENRE

AWS £ 5 TSR TR 2 18 5 A MACs -
1ISO9797 ALGORITHM 1

H KeyUsage ISO9797_ALGORITHM1 &R
1ISO9797 ALGORITHM 3 ( E£& MAC)

M KeyUsage ISO9797_ALGORITHM3 &R
1ISO9797 SE&E % 5 (CMAC)

H KeyUsage TR31_M6_ISO_9797_5_CMAC_KEY &R~
HMAC

B KeyUsage TR31_M7_HMAC_KEY &R~ , 81
HMAC_SHA224, HMAC_SHA256, HMAC_SHA384 1 HMAC_SHA512

E
« B4 MAC
- E@¥% MAC

E4 MAC

E4 MAC APl ARBRFEFHMERBER , flUnRBFHEGHERER K AEREACNERERE
4+ MAC (FAERER) , MEEEENBRAZHETERNEE. AREL MAC WERSEAS
BR, WHE MAC IMZL|/I MAC SEEE |, LEAM— MAC ELUETEER ., MAC WIEWSHEE
FAHEREK MAC FAEEHR. MAC NZEE|/FAEEELZRERSE —@ MAC B , AETHENERN G 5 R
F, IFEAEN—EFZTEBERLARRKRIBN MAC £8TRE , EEHN MAC Bt RE. APl ZEIIRE
#9 DUPKT MAC, HMAC # EMV MAC tn#Z &8,

#E A {Emessage-data®t B RZhexBinary& o

FELEHIH , RPAEESE HMAC (Hash BFAEEREE ) , BUEA HMAC SEE EHMAC_SHA256F
HMAC MEESWETFHER G 2 RE. S®LEK KeyUsage 584 TR31_M7_HMAC_KEY , X#§
KeyModesOfUse 3% %4 Generate, ZRAILUEIBM AL CreateKey AWS REY MAC &£ , =AY
ImportKey REE A,

E4% MAC 122


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html

AWS [ REHRF EREES

Example

$ aws payment-cryptography-data generate-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51lghrzunce6 \
--message-data
"3b313038383439303031303733393431353d32343038323236303030373030303F33" \
--generation-attributes Algorithm=HMAC_SHA256

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6,

"KeyCheckValue": "2976E7",

"Mac": "ED87F26E961C6D@ODDB78DA5038AA2BDDEAODCE@3ESB5EO6BDDD494F4A7AALTOC!

ERT¥ MAC

HE2 MAC APl AR REFHHEER S 2 BEN MAC (FEREE ). CXEFERAEES MAC
HEPANERNZESE , TEEMELE MAC BETE D RE, BHLUEBMNL CreateKey R
E3 MAC &€ , NP ImportKey REA AWS (R EiRE. API XEILIREN DUPKT
MAC. HMAC 1 EMV MAC mZ &£,

MREBEEZE , BIEEZ2EMacDataVerificationSuccessful #$EE Http/200 , &
AlHttp/400& HIE AL H Mac verification failed.

U EEHIH | FRPIAEER HVMAC SEEEHMAC_SHA256 1 HMAC Z <8 B FHERE D RF
B HMAC ( A ZEAERNASREE ) . 84 E KeyUsage 584 TR31_M7_HMAC_KEY , ¥#&
KeyModesOfUse §& 4 Verify,

B3 MAC 123


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html

AWS [ REHRF ERAEER

Example

$ aws payment-cryptography-data verify-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6 \
--message-data
"3b343038383439303031303733393431353d32343038323236303030373030303F33" \
--verification-attributes='Algorithm=HMAC_SHA256' \
--mac ED87F26E961C6DODDB78DA5038AA2BDDEAODCE@3ES5B5E96BDDD494F4A7AALTOC

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6,
"KeyCheckValue": "2976E7",

Zinim R F AR ER

RESRARARBERE. A RERETRERVSK/EANSRES, NFEANES  F2
B T &o

(® Note

HMARAH  REHEATRESEEEEIFEANER , HIMEL CVV R (generate) , {BH%E
BmEEM(verify),

&
* GenerateCardData
» VerifyCardData

» GeneratePinData ( iBAR VISA/ABA BLi& )

(;
+ GeneratePinData (B IBM3624)
« VerifyPinData (AR VISA/ABA 5% )
« VerifyPinData (B AR IBM3624)

- REER

- NEEH

BFEERBFNSRER 124



AWS [ REHRF

ERAEER

- BEPn &Y
E4/5FE MAC

VerifyAuthRequestCryptogram

- EA/EHSE
- REANEBER
GenerateCardData
API %5 DERBREL  ATNSRAR
BEE
GenerateC « AMEX _CARD TR31_C0 C
ardData _SECURITY ARD_VERIF
_CODE_VER ICATION_KEY
SION_1
« AMEX_CARD
_SECURITY
_CODE_VER
SION_2
GenerateC « CARD VERI TR31 C0 C
ardData FICATION_ ARD _VERIF
VALUE_1 ICATION_KEY
« CARD VERI
FICATION_
VALUE_2
GenerateC « CARDHOLDE TR31_E6_E
ardData R_AUTHENT MV_MKEY_O
ICATION_V THER
ERIFICATI
ON_VALUE
GenerateC  DYNAMIC C TR31 E4 E
ardData ARD VERIF MV_MKEY_D

RN ERER
&

+ TDES_2KEY
+ TDES_3KEY

« TDES_2KEY

+ TDES_2KEY

+ TDES_2KEY

RFNEREA
BXES

{ Generate
=true},

{ Generate =
true , Verify =
true }

{ Generate
=true},

{ Generate =
true , Verify =
true }

{ DeriveKey =

true }

{ DeriveKey =
true }

GenerateCardData

125



AWS 3 BT R =

ERAEER

AP i B

GenerateC
ardData

VerifyCardData

RiRRERFIERE
&

+ AMEX_CARD
_SECURITY
_CODE_VER
SION_1

+ AMEX_CARD
_SECURITY
_CODE_VER
SION_2

+ CARD_VERI
FICATION_
VALUE_1

+ CARD_VERI
FICATION_
VALUE_2

+ CARDHOLDE
R_AUTHENT
ICATION_V

RISmERFEH AFNSR/AE AFNEREE AFNEREA
EEE P BEXEE
ICATION_C YNAMIC_NU
ODE MBERS
« DYNAMIC_C TR31_E6_E « TDES_2KEY { DeriveKey =
ARD_VERIF MV_MKEY_O true }
ICATION_V THER
ALUE
AFANSHRAE ARFANSREEE RFNEBEARR
He
TR31_C0_C + TDES_2KEY { Generate = true } ,
ARD_VERIF . TDES_3KEY { Generate = true ,
ICATION_KEY Verify = true }
TR31_C0_C « TDES_2KEY { Generate = true } ,
ARD_VERIF { Generate = true ,
ICATION_KEY Verify = true }
TR31_E6_E « TDES_2KEY { DeriveKey = true }

MV_MKEY_OTHER

VerifyCardData
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AWS 3 BT R =

ERAEER

AR EFEREFRE
P

ERIFICATI
ON_VALUE

+ DYNAMIC_C
ARD_VERIF
ICATION_CODE

+ DYNAMIC_C
ARD_VERIF
ICATION_VALUE

RFNERAE REFSMEEE
TR31_E4_E - TDES_2KEY
MV_MKEY_D

YNAMIC_NUMBERS

TR31_E6_E + TDES_2KEY
MV_MKEY_OTHER

GeneratePinData ( EAR VISA/ABA ELE )

VISA_PIN or VISA_PIN_VERIFICATION_VALUE

gt kil

PIN & <8

PIN ZE4 £

REFNEBAE AFNEREEE
TR31_PO_P - TDES_2KEY
IN_ENCRYP « TDES _3KEY
TION_KEY

TR31_V2 V e TDES_3KEY
ISA_PIN_VERIFICATI

ON_KEY

RN ERERAES
HBe

{ DeriveKey = true }

{ DeriveKey = true }

RN ERERAEN

1 =]

* { Encrypt = true ,
Wrap = true }

* {Encrypt =
true, Decrypt =
true, Wrap =
true, Unwrap =
true }

* { NoRestrictions =
true }

* { Generate = true }

* { Generate = true ,
Verify = true }

GeneratePinData ( AR VISA/ABA L& )
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GeneratePinData ( EAR IBM3624)

IBM3624_PIN_OFFSET,IBM3624_NATURAL_PIN, IBM3624_RANDOM_PIN,
IBM3624_PIN_FROM_OFFSET)

ok £ Fad) REFNEBAE RN EWEE L RN BFERER
aa
PIN % & 88 TR31_P0O_P . TDES_2KEY R IBM3624_N
IN_ENCRYP . TDES 3KEY ATURAL _PI
TION_KEY - N. IBM3624
_RANDOM_P
IN, IBM362
4 PIN_FRO
M_OFFSET

* { Encrypt = true ,
Wrap = true }

* {Encrypt =
true. Decrypt =
true., Wrap =
true, Unwrap =
true }

* { NoRestrictions =
true }

¥ IBM3624_P
IN_OFFSET

* {Encrypt =
true, Unwrap =
true }

* {Encrypt =
true. Decrypt =
true., Wrap =

GeneratePinData ( B A IBM3624) 128



AWS 3 BT R =

ERAEER

gt kil

PIN ZE4 £

TR31_V1_|
BM3624_PI
N_VERIFIC
ATION_KEY

+ TDES_3KEY

VerifyPinData ( AR VISA/ABA 5% )

VISA_PIN

ot gkl

PIN & <8

PIN E4 &%

RIFNTRAE

TR31_P0_P
IN_ENCRYP
TION_KEY

TR31_V2_V

ISA_PIN_VERIFICATI

ON_KEY

RN EREEE

+ TDES_2KEY
+ TDES_3KEY

+ TDES_3KEY

RN ERERAES
HBe

true, Unwrap =
true }

* { NoRestrictions =
true }

* { Generate = true }

* { Generate = true ,
Verify = true }

RN ERERAEN
HBe

» { Decrypt =
true, Unwrap =
true }

* {Encrypt =
true, Decrypt =
true, Wrap =
true, Unwrap =
true }

* { NoRestrictions =
true }

» { Verify = true }
* { Generate = true ,
Verify = true }

VerifyPinData ( B VISA/ABA 5% )
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AWS 3 BT R =

ERAEER

VerifyPinData ( AR IBM3624)

IBM3624_PIN_OFFSET,IBM3624_NATURAL_PIN, IBM3624_RANDOM_PIN,

IBM3624_PIN_FROM_OFFSET)

g kil RIFNTRAE

PIN &£ i#% TR31_P0_P
IN_ENCRYP
TION_KEY

PIN B3 28 TR31_V1_|
BM3624_PI
N_VERIFIC
ATION_KEY

RFNERER

&

+ TDES_2KEY
+ TDES_3KEY

+ TDES_3KEY

RN ERERAESN
HBe

¥R IBM3624_N
ATURAL_PI

N, IBM3624
_RANDOM_P
IN, IBM362

4 _PIN_FRO
M_OFFSET

{ Decrypt =
true, Unwrap =
true }

{ Encrypt =
true, Decrypt =
true., Wrap =
true, Unwrap =
true }

{ NoRestrictions =
true }

{ Verify = true }

{ Generate = true ,
Verify = true }

VerifyPinData ( B IBM3624)
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ERAEER

REE R

gt kil

DUKPT

EMV

RSA

HEEW

RIFNTRAE

TR31_B0_B
ASE_DERIV
ATION_KEY

TR31_E1_E
MV_MKEY_C
ONFIDENTIALITY

TR31_E6_E
MV_MKEY_OTHER

TR31_D1_A
SYMMETRIC
_KEY_FOR_
DATA_ENCRYPTION

TR31_D0_S
YMMETRIC_
DATA_ENCR
YPTION_KEY

TDES_2KEY
AES_128
AES_192
AES_256

TDES_2KEY

RSA_2048
RSA_3072
RSA_4096

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

RN ERERAEN
HBe

{ DeriveKey = true }

{ NoRestrictions =
true }

{ DeriveKey = true }

{ Decrypt =

true. Unwrap=true}
{Encrypt=true ,
Wrap=true

, Decrypt = true ,
Unwrap=true}

{Decrypt =

true. Unwrap=true}
{Encrypt=true ,
Wrap=true

, Decrypt = true ,
Unwrap=true}

{ NoRestrictions =
true }
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ERAEER

=&

gt kil

DUKPT

EMV

RSA

HEEW

RIFNTRAE

TR31_B0_B
ASE_DERIV
ATION_KEY

TR31_E1_E
MV_MKEY_C
ONFIDENTIALITY

TR31_E6_E

MV_MKEY_OTHER

TR31_D1_A
SYMMETRIC
_KEY_FOR_

DATA_ENCRYPTION

TR31_D0_S
YMMETRIC_
DATA_ENCR
YPTION_KEY

+ TDES_2KEY
+ AES_128
+ AES_192
+ AES_256

« TDES_2KEY

+ RSA_2048
+ RSA_3072
+ RSA_4096

+ TDES_2KEY
+ TDES_3KEY
+ AES_128
+ AES_192
+ AES_256

RN ERERAEN
HBe

» { DeriveKey = true }

{ NoRestrictions =
true }

{ DeriveKey = true }

{ Encrypt = true ,
Wrap=true}

{Encrypt=true ,
Wrap=true

, Decrypt = true ,
Unwrap=true}

{Encrypt = true ,
Wrap=true}

{Encrypt=true ,
Wrap=true

, Decrypt = true ,
Unwrap=true}

{ NoRestrictions =
true }
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ERAEER

= Pin B

Direction

BAERKIR

BAERRIR

BHERER

BHENER

DUKPT

JEDUKPT
(PEK, AWK,
IWK % )

DUKPT

JEDUKPT
(PEK. IWK,
AWK % )

TR31_B0_B
ASE_DERIV
ATION_KEY

TR31_P0O_P
IN_ENCRYP
TION_KEY

TR31_B0_B
ASE_DERIV
ATION_KEY

TR31_PO_P
IN_ENCRYP
TION_KEY

RFNERER

TDES_2KEY
AES_128
AES_192
AES_256

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

TDES_2KEY
AES_128
AES_192
AES_256

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

RFNEWEA
BXES

» { DeriveKey =

true }

{ NoRestric
tions = true }

{ Decrypt =
true. Unwrap
= true }

{ Encrypt =
true, Decrypt
= true. Wrap
= true, Unwr
ap = true }

{ NoRestric
tions = true }

{ DeriveKey =
true }

{ NoRestric
tions = true }

{ Encrypt =
true , Wrap =
true }

{ Encrypt =
true, Decrypt
= true., Wrap
= true, Unwr
ap = true }

= Pin B8



AWS 3 BT R =

ERAEER

Direction

E4/BFE MAC

DEH AN ERER

BEXEE
» { NoRestric
tions = true }

MAC SRANEVAR/ENIBRNERRFMNZ. TERRUTREXAGTRNER  BAREZES
ITHENRE. T8 , MRS —ERRITEATREENE - £

R

MAC &8 (Z&
MAC)

MAC £ (CMAC)

MAC £ (HMAC)

RFNTRAE

TR31_M1_lI
SO_9797_1

_MAC_KEY

TR31_M1_lI
SO_9797_3

_MAC_KEY

TR31_M6_|
SO_9797_5

_CMAC_KEY

TR31_M7_H
MAC_KEY

TDES_2KEY
TDES_3KEY

TDES_2KEY
TDES_3KEY

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

TDES_2KEY
TDES_3KEY

A LARE AVBE HH RE —EREN =

RFNEB/EARR
e
* { Generate = true }

+ { Generate = true ,
Verify = true }

{ Verify = true }

{ Generate = true }

* { Generate = true }

+ { Generate = true ,
Verify = true }
» { Verify = true }

* { Generate = true }

{ Generate = true }

{ Generate = true ,
Verify = true }

{ Verify = true }

{ Generate = true }

{ Generate = true }

EE/EE MAC
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ERAEER

VerifyAuthRequestCryptogram

B A/ H £ 58

BRIEFHE

TR-31 @8 £48

FEAS1ERY CA

EMV iEI18

TR31_EO_E
MV_MKEY_A

PP_CRYPTOGRAMS

RIFNTRAE

TR31_K1_K
EY_BLOCK_
PROTECTION_KEY

TR31_K0_K
EY_ENCRYP
TION_KEY

TR31_S0_A
SYMMETRIC

+ TDES_2KEY

RN EREEE

+ TDES_2KEY
+ TDES_3KEY
+ AES_128

+ RSA_2048

RN ERERAES
HBe

* { Generate = true ,

Verify = true }

» { Verify = true }

* { Generate = true }

RN EREAES
HBe

RN ERERARRN
Ba

* { Encrypt = true ,

Wrap = true } (&
PREEH )

{ Decrypt =

true. Unwrap =

true} (EREN)

{ Encrypt = true ,
Decrypt = true ,
Wrap = true ,
Unwrap = true }

» { Verify = true }

» { DeriveKey = true }

VerifyAuthRequestCryptogram
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BRIERE RIFNTRAE RN EREEE RN ERERAES
BE
_KEY_FOR_ + RSA _3072
DIGITAL_S « RSA 4096
IGNATURE
EAFAREHBMSE  TR31.D1A - RSA 2048 - { Encrypt=t
NNEERBE SYMMETRIC . RSA 3072 rue, Wrap=true }
eiulainie - RSA 4096

DATA_ENCRYPTION

AEANSREE
AWS SR ETBRE B 81 REA FHlSMmn

+ TR31_P1_PIN_GENERATION_KEY
+ TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT

AEANSHER 136



AWS [ REHRF ERAEER

®R=

AWS N REBRFXEFZHENIRBRRFRE. T EE AT MAMAIHRE LS
ERARMINER. MEMARTRBEE , FRE AWS ARBHRERE AP

\ax
-r_\;
3
%
Vi
K
Jk
bl

ES]
s BTENRITERER
« REMNFEIEER

RITENBTERESR

R EEARABRASEDSER. AHK DRAM (FINERER ), ELERMD , SWEBR
RERTARENFLRERE , TERERRREONRY  HFRAH , WTAR.

T

. —HRER

. BENEEY

— AR B

FE

- ELXREENAEREEN PVV , RERFE
- EXESRIBFEEFAHN CVV

- EESBBEEFRAB CVV2

- EESBRBEEEFANICVY

- ¥ EMV ARQC It E4 ARPC

- EEMEHE EMV MAC

EEREEZENANEBBN PV, ARBREE

T

- BUSH ($88)

- EAFEH PIN B, EX PVV X ERINZR PIN 5 PVV

BOTENBITERER 137
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- A PVV HERE MERN PIN

BYS®R (EW)

ATELERBEERNA PV  SEEMESES  AREE PV WERBESR (PVK) , ARARNEE
ROERNZEE, ENASEEREAZSHERES  BE—SRNEHRZRER.,

PGK #ERUU PV EE XA G AERIEE L TDES_2KEY £#8, PEK AJUA=2

TDES_2KEY. TDES_3KEY = AES_128, EEEENT , BN PEK EEMRKAIBER , BHitk
AES_128 BT EMIEE, MR PEK AREHEMRRE (a0, FHEHK. WEHE. ATMs) 33# , HiE
REBN—H0ETEE , IERHERMERER , TDES_2KEY At EHEENEE,

B3 PEK

$ aws payment-cryptography create-key \
--exportable
--key-attributes
KeyAlgorithm=AES_128,KeyUsage=TR31_P@_PIN_ENCRYPTION_KEY,\
KeyClass=SYMMETRIC_KEY,\
KeyModesOfUse="'{Encrypt=true,Decrypt=true,Wrap=true,Unwrap=true}' --
tags='[{"Key":"CARD_BIN","Value":"12345678"}]"

CfEEEEFRSH , LF/EETUL ARN AR EWBEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"KeyAttributes": {
"KeyUsage": "TR31_PO_PIN_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false
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.

"KeyCheckValue": "7CCOE2",

"KeyCheckValueAlgorithm": "CMAC",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

FBEC MR ERES#KeyArnty |, B30 arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/ivisksfsuplneuyt, £ T~ — BB+ , BFERAZ,

B3 PVK

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_V2_VISA_PIN_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,h KeyMc
--tags='[{"Key":"CARD_BIN","Value":"12345678"}]"

CEEEEFRSH , LFEERETUL ARN SR E|BEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ovbicy4ryas4zcza",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false
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},

"KeyCheckValue": "51A200",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

BRL TR ES®KeyArn |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/ovbicydryasdzcza, £ N —lZ R+ , BFEAF,

ELEREH PIN 5. E4 PVV XEERMNER PIN 5 PVV

Example

FEWREFIT  BPGEETN (FEE) 4 LB PIN, Hh@HERMERN PIN
block(PinData.PinBlock) 1 PVV(pinData.VerificationValue). £#&# A % PAN, Pin
Verification Key ( t6#8A PIN E4$88 ). Pin Encryption Key# PIN E##ER,

LR SERSEERA TR31_V2_VISA_PIN_VERIFICATION_KEY,

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/iviSksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_@ --generation-
attributes VisaPin={PinVerificationKeyIndex=1}

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt",

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"VerificationValue": "5507"
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}

£/ PVV I EBREMER PIN
Example

FELEFP | RPBHRIBIEE PAN B PIN, PIN BERBFFASFERAEERBNIZ MRS , I
EERFNEETEER (FFANBASURHEEEM EFREENMBERE ) . RTRIE
A, UEEHTHERETIE - MENZERN. ARNZHAZERNNSER (BEBA IWK), PANKK
EERFEMME (PVVEL PIN offset),

R AWS R BHRZRLERE PIN , RISEE http/200, MRKREFE PIN 55 , RIZEE http/400.

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifiexr arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=5507}" --
encrypted-pin-block AC17DC148BDA645E

{

"VerificationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"VerificationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"EncryptionKeyCheckValue": "7CC9E2",
}

ELXSBEEERAH CVV

CVV 5 CVV1 ZE#H LABRE F W RNFHE. ©RECVW2 TR (FFATRIEARIERLE
B)o

E-SRBUSH, EAKERES  SERY CVK EEF 3DES (2KEY TDES) £,
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® Note

CVV. CVV2 M iCVV £&HERELUNEE L  HEaXBm AL, e SERAHEEN SRS
#1 TR31_CO_CARD_VERIFICATION_KEY , BEEZHHEERAEEATEN£ER, Bl
FERBBN/BEBRRED , MATEHIFTR,

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CVV"}, {"Key":"CARD_BIN", "Value":"12345678"}]"

S EEFRSH , SFERETUN ARN R ERBEE (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqxyféqlqr",
"KeyAttributes": {
"KeyUsage": "TR31_CQ_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

I

"KeyCheckValue": "DE89F9",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",

—RXEE 142



AWS [ REHRF ERAEER

"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

B TRRE®KeyArn® |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/r5203wbagxyfeqlare £ T~ — BB+ , BFEEREF,

E4% CVvV
Example

LA |, RIS AISEN PAN B4 CVV , HBAS PAN , RISRIE ( 1 ISO/IEC 7813 FFE
%) 5121, FEBEAE.

MEMBRANZE , 5528 API 2ZErRHFH CardVerificationValue1,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqxyf6qlqr --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CaxrdExpiryDate=1127,ServiceCode=121}"

{
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/r5203wbqgxyf6qlqr",
"KeyCheckValue": "DE89F9",
"ValidationData": "8@1"

B CVvV
Example

LRI |, ERPIEER CVKPAN, | BRERE 121, FHBHBARNRSHERMEN CVV A RER
EiEE PAN 89 CVV,

MEFMETANSE , F28 ( API 2E#E/8) B CardVerificationValue1,
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® Note

CW TREREWMANME (I CVV2), BEBEAREHMMKL REERTR —ZERHK
BE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/r5203wbqxyf6qlqx
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=121} --validation-data 801

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqgxyféqglqr",

"KeyCheckValue": "DE89F9",

"ValidationData": "8@1"

EESBEIRERHF CVV2

CVV2 RERLEFFEEREHENE K ARRLEBE., BRERFT , CHURBETERARNIER
L. RiFwm=ELRE CVV1 MHE , EEATENRBABE,

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CVV2"}, {"Key":"CARD_BIN","Value":"12345678"}]"

EESEERERSE , SEREFWUN ARN LR BB EE (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",
"KeyAttributes": {
"KeyUsage": "TR31_C@_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
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"KeyAlgorithm": "TDES_2KEY",

"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

},
"KeyCheckValue": "AEA5CD",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

BERL TR EBKeyArnty |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/7f7g4spf3xcklhzu, T —EZERH , BFEEHE,

E4% CVV2
Example
FEL gD |, KfIgA@A PANA-<HIBH B HIVIEE PAN E4£ CVV2,

WMEMBTHANZSE |, 528 API 2&18r A M CardVerificationValue2,

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/7f7g4spf3xcklhzu
--primary-account-number=171234567890123 --generation-attributes
CardVerificationValue2='{CaxrdExpiryDate=1127}"
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ERAEER

"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/7f7g4spf3xcklhzu",
"KeyCheckValue": "AEAS5CD",
"ValidationData": "321"

B CVV2

Example

R EFIH | BFIEER CVK WA, PANFHIBH BN Z HBRMAN CVV REEEE PAN &Y

CVVCVWV2,

MEMBTHANZSE , 528 ( API 22&18/) MK CardVerificationValue2,

(® Note

CVV2 MEMBMAREAERANE, it , EFf—EREHEEREDENIR,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier

arn:aws:payment-cryptography:us-east-2:111122223333:key/7f7g4spf3xcklhzu
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValue2='{CardExpiryDate=1127} --validation-data 321

"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/7f7g4spf3xcklhzu",
"KeyCheckValue": "AEA5CD",
"ValidationData": "801"

EESBERBERAICVY

iCVV £ EE CVV/CVV2 MEIEE L |, B iCVV REBRFE&F R,

HRHREES 999,

—REE
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BuEis

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value" :"ICVV"}, {"Key":"CARD_BIN","Value":"12345678"}]"

CEEEEFRSH , LF/ERETUL ARN SR EWBEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
c7dsi763r6s71fp3",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "1201FB",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

iEac MUK E8KeyArn# |, B8 arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/c7dsi763r6s7Ifp3, £~ —BALBH , BFEAF,
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ERAEER

E&EiCVV

Example

EREFIT  BFEREEN PAN EX ICVV , HE AR PAN, BRI ( W ISO/IEC 7813 FTESR )

A 999 BFHIBHIB A,

MEREANSEY , F20 API 21 FH CardVerificationValue 1,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
c7dsi763r6s71fp3 --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999}"

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/c7dsi763r6s71fp3",

"KeyCheckValue": "1201FB",

"ValidationData": "532"

B iCvV

Example

SHEERRE AR CVK, PAN, 999 WRRHMHE. FHIBHRM , UERXZHERHERN ICVV LUETER

Ho

WMEMETANSY , E28 ( API 2Z&18/) FH CardVerificationValue1,

® Note

iICVW AREAE@WANE (fHlmCVV2) , EBEARE EMV/IERFL. BEZERTE &

FERMEEFRE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/c7dsi763xr6s71fp3
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--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999} --validation-data 532

{
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/c7dsi763r6s71fp3",
"KeyCheckValue": "1201FB",
"ValidationData": "532"

B 3% EMV ARQC ¥ E 4 ARPC

ARQC (Authorization Request Cryptogram) 2H EMV ( &5 ) FEENZRBHESE L ARBREXZH
MEAURREFNERA. TE2aRBFH. RE#AIXZETEFNER,

ERENWEFEFE , MENEASRMARE AWS TREBHFE  EHRESERATEREL , WEX
SREHENEETLER, REEAEEMS , THLUMN MAC, EMV 4.4 Book 2 ERMEEW={ERH :
SRITEFRZE (BABRAIERERSEE -CSK), MEEX—XNHXRZEHB. REEARBNELERENSE
(ARPC),

BEFREEAMUEEEMANEMIZ M , ELMULRANIEF, it (BECRA ) HEH
REENITEREBERBEE , WREEARXHHNEMWIED

MBEFHMEN , FSB APl EEEFH VerifyCardValidationData.

=ik ¥

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS,6 KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN18"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

CIEECEF RS , SFERETUL ARN SR E|BEME (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",

—RXEE 149


https://www.emvco.com/specifications/?post_id=80377
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyCardValidationData.html

AWS [ REHRF EREES

"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

B TRRE®KeyArn® |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/pw3s6nl62t5ushfk, £ T —EFZBH , EEEZAE,

E4% ARQC

ARQC ZH EMV FE4%. Fit , AWS REBREFRIEELELEASHNRE. ERNAEEN , 572
BAETERLER  EEEXETUEEBEENAS  URZTEFREERHNEHE,

ER¥E ARQC
Example

MR AWS FRBIHMEENRE ARQC , BIZEE http/200, 5FE ARQC 2% , ATLURERH
ARPC (EfE) WBEEEEF,

$ aws payment-cryptography-data verify-auth-request-cryptogram
--auth-request-cryptogram 61EDCC708B4C97B4 --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--major-key-derivation-mode EMV_OPTION_A --transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F2201030000000000000000000¢
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--session-key-derivation-attributes="'{"EmvCommon":
{"ApplicationTransactionCounter":"000B",

"PanSequenceNumber":"01", "PrimaxyAccountNumber'":"9137631040001422"}}' --auth-response-

attributes="'{"ArpcMethod2":{"CardStatusUpdate":"12345678"}}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4",

"AuthResponseValue":"2263AC85"

ELEMERTE EMV MAC

EMV MAC & MAC , €8 EMV "‘E%iﬁmﬁi)\ , RBHEENERHIT 1IS09797-3 (BE)
MAC., EMV MAC ﬁa}ﬂﬁéﬂ%ﬁ%n EEEMV F |, IR EIESTE,

@ Note

AWS N REBBREFFISRJFETHENRNET., IFESTENRERTFHMER
R+ F Mo

BESHEENS

MEFMET , 552 AP BEEF M MacAlgorithmEmv,

&
- BUSH
- E4% EMV MAC

Busil

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_E2_EMV_MKEY_INTEGRITY,KeyClass=SYMMETRIC_KEY,KeyModesOfUs
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN18"}, {"Key" :"CARD_BIN", "Value":"12345678"}]"

CIEECERFRSH , SFERETUA ARN SR EW|BEE (KCV).

IlKeyll : {
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"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_E2_EMV_MKEY_INTEGRITY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

iy
"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

FBEC FMRERE®KeyArnfy |, B30 arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/pw3s6nl62t5ushfk, £ T~ —EFZBH , EEEZAE,

E4% EMV MAC
HAWRERRFREFGELEEMV ESE (fMFABE )  FAKGIEBE (TEREFRN
—RME® ) , REEE MAC, A% T +MACBEXZEEEANFH. BWTEEEFHES

AWS R EZHimZFNEE,

(® Note
A SEARKEEMEER (HlW0 PIN) WS, EMV Encrypt ATk is S&ES , EFWY
I m 2B MENERMR IR R TEREST
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AEER

ASERTE APDU EBRMT T, HASUERBEEMBMTRE , {BLLE =2 unblock
(84 24 00 00 08) iy APDU 1258 , #HEEE ATC (0007) , RER LT B M ARQC
(999E57FDOF47CACE). IREFEERF LM AE.

THEREBRSEBITEESR
A ESTERRESENELESR. EMV_COMMON_SESSION_KEY BERARIEE , M
EMV2000 | AMEX | MASTERCARD_SESSION_KEY | VISA 2 AJ LA fE A,

MajorKeyDerivationMode

EMV EBENX A, BHC, EXARKRERN , M AWS IREBBHFE I EEN A TERX
Bo
PAN

MRS BERER MM 5A 3 1508583 Wy 2 M |, B AT BAREF A RGTHEEY,
PSN

FHREFH. WMRARERM , F#EA 00,

SessionKeyDerivationValue

ERSEITERRITEERN . S L2 9F26 BIH % — 18 ARQC(ApplicationCryptogram) ,
AT L2 9F36 WH & —fE ATC , RETEARME,

15
ERHSEHBER , WFEA ISO/IEC 9797-1 B FZE 2,

Example

$ aws payment-cryptography-data generate-mac --message-data

84240000080007999E57FDOF47CACE --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk --message-
data 8424000008999E57FDOF47CACEQQ007 --generation-attributes
EmvMac="{MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumber="'00"',PrimaryAccountNumber="2235

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4",
"Mac":"5652EEDF83EAQD84"
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ERAEER

}
MRS ERE
£

« Visa BEHH
« Mastercard 43 E K&

« American Express 4 E R

- JCB B EEHE

Visa 5 EHH
3]
« ARQC - CVYN18/CVN22

« ARQC - CVN10
« CAVV V7

ARQC - CVN18/CVN22

CVN18 M CVN22 R EMITER CSK 77k, MUIMNRZERETEMEL ZZBAEMTE - MFRE

RZEMMUNFHRENR , FBRAERM.

ARQC - CVN10

CVN10 R —EREMN EMV X% Visa 5% , FABEFHERITEMIETERR (BEXS ) 7

£ BEATENES. NFEAHNTNEEET , B 5 RUBGHFAERA,

Bu&is

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS, KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CVN10"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

CIEECEFRSH , FERETUA ARN SR E|BEE (KCV),

IlKeyll : {

MR ERE
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ERAEER

"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/pw3s6nl62t5ushfk",

R MR ERE£®KeyArnfy |, HIE0 arn : aws : payment-cryptography : us-east-2 : 111122223333 :

"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

key/pw3s6nl62t5ushfk, T —ELERF , BEERE,

Ea 3 ARQC

Example

EHEHIF | RAEERFBER Visa CYN10 EAEH ARQC,

MR AWS R ZEm=ZAEHERE ARQC , BI€EE http/200, MR KERRE arqc , BIEEE http/400

)

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \
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--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \

--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \

,"PrimaryAccountNumbexr":"9137631040001422"}}"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

CAVV V7

¥ Visa Secure (3DS) X5 , B1TEFEUEHI[AARES (ACS) 8F 4L CAVW (B FASDBH

E )o CAV BREFASSBRBERENER  HAEESIRBEIZH M- , YHBEALPHE
BERM, CAW VI R ZNEMENBEZERE  SEBRERE. BESENBERIRSERK,

ﬁu:@@ﬁt , CER L ER AN RIBREME,

CAVV V7 L\ZGmZELXEA CVWIEEXE B AHCE2FE/ENAA. USNAEEEWmANUESE
CAVV V7 EH , F2BEENSE =%/ Visa X,

BUSH

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags='[{"Key":"KEY_PURPOSE", "Value":"CAVV-V7"},
{"Key" :"CARD_BIN","Value":"12345678"}]"

CIEEEEF RS , SFERETUA ARN SR ERBEME (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/dnaeyrjgdjjtwedk",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
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ERAEER

"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate":
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

true,

I
"KeyCheckValue": "F3FB13",
"KeyCheckValueAlgorithm":
"Enabled": true,
"Exportable": true,
"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp":
"UsageStartTimestamp":

"ANSI_X9_24",

EEEKeyArnRER£8RHY |, B30 arn : aws : payment-cryptography :
key/dnaeyrjgdjjtw6dk, £ F—RBFZ B+ , EFERF,

E4% CAVV V7
Example

rLgEflH  BFSAERRARPEERANKERZEL CAV VT, FEE
REEEER/ERER , Rt FRRFIMUERTSEA

MEFRETANSE , 580 API 2E1ERF I CardVerificationValue1o

$ aws payment-cryptography-data generate-card-validation-data --key-
identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

us-east-2 :

"2023-06-05T06:41:46.648000-07:00",
"2023-06-05T06:41:46.626000-07:00"

111122223333 :

HRIWESE L , W1

dnaeyrjgdjjtwedk --primary-account-number=171234567890123 --generation-attributes

CardVerificationValuel='{CardExpiryDate=9431,ServiceCode=431}"

MR ERE
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ERAEER

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/dnaeyrjgdjjtwedk",

"KeyCheckValue": "F3FB13",

"ValidationData": "491"

ER%¥ CAVV V7
Example
HRRE K WAR CVK, FTENWABNRZHBREMN CAVY LUETER.

MEFMETHANZE |, 528 ( API 22&$8/) # K CardVerificationValue1,

(@ Note

CAVV T REMEWMANE (Fl CVV2) , BEH#TE ACSFTE. BEERREAE—EERM

RFER S o

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/dnaeyrjgdjjtwedk
--primary-account-number=171234567890123 --verification-attributes

CardVerificationValuel='{CardExpiryDate=9431,ServiceCode=431} --validation-data 491

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/dnaeyrjgdjjtwedk",

"KeyCheckValue": "F3FB13",

"ValidationData": "491"

Mastercard 43 E B &
B
« DCVC3

« ARQC - CVN14/CVN15
« ARQC - CVN12/CVN13
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DCVC3

DCVC3 €8 EMV CSK # Mastercard CVN12 & @R , W REABESBRNE—ESHE, ©F
BtEeRAREMERRG, FHEET , BA S PAN. PSN. Track1/Track2 ¥, EZFEANEHF
MR ZFTEES (ATC),

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS,KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE", "Value":"DCVC3"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

CESEERFRSH , I FEREFUL ARN SR ERBEE (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/hrhéqgbi3sk4y3wq",
"KeyAttributes": {
"KeyUsage": "TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

iy
"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"
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BERL TR E®BKeyArnt |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/hrh6qgbi3skdy3wq. £ ~—EZBH , BFEEAF,

E*% DCVC3

Example

A DCVC3 WRERHRA FES , BALFEEL , HlnELsEflF

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--primary-account-number=5413123456784808 --generation-attributes
DynamicCardVexrificationCode="'{ApplicationTransactionCounter=0000, TrackData=5241060000000069D13

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4",

"ValidationData": "865"

§#¥% DCVC3
Example

g Bl |, FRPIASERRE DCVC3, FEE , ATC EfA T/ HEMRIFIRME , flan , 5868 11 ERR
% 000B, FRIEEE 3B DCVC3 , At NRECHEE 4 (N5 VEBNE, REBHLAZET , BEZ
188 3B ALE (Hln 15321 EXERBRBERES 321),

MR AWS T REERZELNEE , MIEED http/200, MR KRERFE , AIEEE http/400 B FE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--primary-account-number=5413123456784808 --verification-attributes
DynamicCardVerificationCode="'{ApplicationTransactionCounter=000B, TrackData=5241060000000069D1:3
--validation-data 398

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
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"KeyCheckValue": "@8D7B4"
}

ARQC - CVN14/CVN15

CVN14 # CVN15 EREMITEMN EMV CSK &, UM ZEREEMBL EZBEMTRE - W
FEBXZERWMUNFAER  F2EI RN

ARQC - CVN12/CVN13

CVN12 #1 CVN13 2HE AR EMV X5 WEE Mastercard 44 EHE , AISEEZTE AN S M A SRR
S0TE , ERATENASE, MERBABHHEEENR , BBIE #H,

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_EO@_EMV_MKEY_APP_CRYPTOGRAMS,b KeyClass=SYMMETRIC_KEY, KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN12"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

CESEEFRSY , BRERETUN ARN LR E/BEE (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

I,
"KeyCheckValue": "@8D7B4",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
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"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

BERL TR E®KeyArny |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/pw3s6nl62t5ushfk, T —EF R+ , BEERE,

3% ARQC
Example
EHEHIF | RIS ER Mastercard CVN12 4K ARQC,

MR AWS T RFRBmFEMERT ARQC , RI=ZEE http/200, WMRKERFE arqc , MIEEE http/400
ol fE,

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram 31BE5D49F14A5F01 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data 0000000015000000000000000840000000000008402312120197695905
\

--session-key-derivation-attributes="'{"Mastercard":{"PanSequenceNumbex":"0Q1"

\

,"PrimaryAccountNumbex":"9137631040001422" ,"ApplicationTransactionCounter":"000B", "Unpredictak

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

American Express 45 EH

ES |
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+ CsC1
+ CSC2
+ ICSC

CSC1
CSC % 1 ixth# A Classic CSC /EE ., RIEAILURM 3. 4 = 5 VBRI HR.
MEFABEAANSE , 520 APl 2E 18P K AmexCardSecurityCodeVersion1,

BUSH

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(
--tags="[{"Key":"KEY_PURPOSE","Value":"CSC1"}, {"Key":"CARD_BIN","Value":"12345678"}]"

CIEECEFRSH , FERETUL ARN SR EW|BEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/esh6hn7pxdtttzgq",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

},

"KeyCheckValue": "8B5077",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,

"Exportable": true,

MR ERE 163


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_AmexCardSecurityCodeVersion1.html

AWS [ REHRF EREES

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

B TRRE®KeyArn® |, HI40 arn : aws : payment-cryptography : us-east-2 : 111122223333
key/esh6hn7pxdttzgq. =T~ —EZ B+ , BEEAE,

E 4% CSC1

Example

$ aws payment-cryptography-data generate-card-validation-data --key-
identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq --primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersionl="'{CardExpiryDate=1224}"' --validation-data-length 4

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
eshéhn7pxdtttzgq",

"KeyCheckValue": "8B5077",

"ValidationData": "3938"

BR%% CSCH1

Example

UL EHIH , HRPIEERRE CSC1,

MR AWS R BIHmEAEAHRE , BISEE http/200, MEKRERFE , AISER http/400 E FE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/esh6hn7pxdtttzgq
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersionl="'{CardExpiryDate=1224}'"' --validation-data 3938

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq",
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"KeyCheckValue": "8B5077"

CSC2
CSC % 2 i tb BB R1BRE CSCIRE E, RIS ALURM 3, 4 = 5 L BAVRE,

MEFFERTRANSE , B2 APl 2158 K AmexCardSecurityCodeVersion2,

Bu&is

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(
--tags="[{"Key":"KEY_PURPOSE","Value":"CSC1"}, {"Key":"CARD_BIN","Value":"12345678"}]"

CIfEECEF RS , IFERETUL ARN SR E|BEME (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
erlm445gvunmvoda”,
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

},

"KeyCheckValue": "BF1077",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
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"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

B TRRE®KeyArn® |, B8N arn : aws : payment-cryptography : us-east-2 : 111122223333 :
key/erim445qvunmvoda, £ N — BB+ , BEERF,

B4 CSC2

EREFFH  RPSEERES 4# CSC2, AILLEERES 3, 45 51 CSC, ¥R American
Express , PANsFEA 15 U8 , 3 1A 34 = 37 BHEE,

Example

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
erlm445qvunmvoda --primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1224,ServiceCode=999}' --validation-
data-length 4

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda”,
"KeyCheckValue": "BF1077",

"ValidationData": "3982"

}

B ¥ CSC2
Example
T EEHlF |, EFIEEE CSC2,

MR AWS FREERZELNEE , MIEED http/200, MR KRERFE , HIEEE http/400 EFE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersion2="'{CardExpiryDate=1224,ServiceCode=999}' --validation-data
3982
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"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda",
"KeyCheckValue": "BF1077"

}

iICSC
iICSC b AR CSCIEEE , WA CSC % 2 IiRFTHE. RIEAILIEM 3, 4 5 5 WEAIHRE,
£ F IR FS AT 999 FHEHAE <Y iICSC, A RMMATE 702 FTHEIFZEB <M iCSCo

MEFMEBETRANSE , 55208 API 2E1EREPH AmexCardSecurityCodeVersion2,

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, KeyModesC
--tags="[{"Key":"KEY_PURPOSE","Value":"CSC1"}, {"Key":"CARD_BIN","Value":"12345678"}]"

CESC0ERERSE , SR/EREFWUMN ARN LR £8BEE (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-1:111122223333:key/7vrybrbvjcvwtunv",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY"
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
I
},
"KeyCheckValue": "7121C7",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,
"Exportable": true,
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"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"KeyState": "CREATE_COMPLETE",

"CreateTimestamp": "2025-01-29T09:19:21.209000-05:00",
"UsageStartTimestamp": "2025-01-29T09:19:21.192000-05:00"

}

iEac MUK E8KeyArn#d |, B2 arn : aws : payment-cryptography : us-east-1 : 111122223333 :
key/7vrybrbvijcvwtunv, ET—{EZ B+ , BFEERE,

EX£ICSC

FEgEslF RIS AEARBRE 702 WBEXFREEREAR 4 ICSC, AIUELERER 3. 4
= 5 B CSC, ¥ American Express , PANsSFES 15 {u 8 , LA 34 = 37 BAE,

Example

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-1:111122223333:key/7vxybrbvjcvwtunv
--primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1224,ServiceCode=702}"' --validation-
data-length 4

{
"KeyArn": arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtuny,
"KeyCheckValue": 7121C7,
"ValidationData": "2365"
}
Ew ¥ iCSC
Example

R EHIH | EFIEERE ICSC,
MR AWS R EAIERZENRE , MIEEE http/200, WRAEBRFE , AISED http/400 E1FE,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtunv
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1224,ServiceCode=702}"' --validation-data
2365
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{
"KeyArn": arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtuny,
"KeyCheckValue": 7121C7
}
JCB HEKH
£

+ ARQC - CVN0O4
« ARQC - CVNO1

ARQC - CVN0O4

JCB CVNO4 EAEMITER CSK i, MEEBRZERMUMNFMREN

ﬁ’ﬂh
®

2R BRI

ARQC - CVNO1

CVNO1 BR—EBEMN EMV X5 JCB 5% , FASAFHERITEMFETERER (BEAXS ) 7
4 ERTENEASR, Visa tbEFEALFAS Rt txEBEEXRER , IEECHAR JCB, MNF
ﬁﬁﬁ@%*ﬁ@ﬁﬁ , FRBAG 7T |3

Bueis

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_EO@_EMV_MKEY_APP_CRYPTOGRAMS,b KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN10"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

CIEECEFRSH , FERE\ETUA ARN SR E|BEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
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ERAEER

"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

},

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

FERL TR ERE8KeyArnty |, HIE0 arn : aws : payment-cryptography : us-east-2 : 111122223333 :

key/pw3s6nl62t5ushfk, T —ELERF , BEERE,
ERSE ARQC

Example

LB |, TFEEBRFEEM JCB CYNO1 B4R ARQC, EfEAHE Visa HEMEREE RS2 #

K E M,

R AWS FREZEiR=EEMERE ARQC |, BIZEE http/200, MRKERFE arqgc , BIZEE http/400

)

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-

cryptogram D791093C8A921769 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

pw3s6nl62t5ushfk \
--major-key-derivation-mode EMV_OPTION_A \
--transaction-data

00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \
--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \

,"PrimaryAccountNumbex":"9137631040001422"}}"'

MR ERE
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{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"
}
= *h S m
MR EIEREN

WEHE, PSPs#l Payment Facilators BEEFHEBRTETAN —HERBREER. TARMTE -

R (BHRFERBER ) TRHANKKRENE K BEFEERRWER. Decrypt Data M Encrypt
Data XE&EH % , 41% TDES. AES # DUKPT T4 Hif. AWS (N BREBHRERBEAF LES
PCI P2PE € , 3 254 PCl P2PE &% st if,

TranslatePin

RTH#IPCIPIN G , HERRETLHELRAR , TEESFAZNREEN. At , 5
EENSRRERR TRRR (HINNRERRRTE )  FECAERTRKRHRERAN SR
TENSBREFNME. £ servicebbb ZLAEMBEN PIN R —ELBBRAS—EEH , A
A ST Pin, EALL@S , BALAE TDES. AES # DUKPT $T4&S&EH R BERER |
LA 1SO-0, ISO-3 # 1SO-4 EHEMERER.

VerifyMac

RENRER RO ERTEER MAC , IERERKRESHPIER, BFE Mac M GenerateMac

EETEKEBRAT , 83F TDES. AES 1 DUKPT £T4H i , A8 1SO-9797-1 SEE %
1, 1S0-9797-1 J&E % 3 ( & MAC) #l CMAC B iiTfEELE A -

BRESBAT —AMREREASBARBHRFZJIRE , G0 EncryptData. B WM REERIR
(PlmBRFRXZK)  MEREREESBMREANRBER , AUERALRE. EHERTHAE
softPOS/Mpoc S HE Mt f# R R —EB5 -

MEANREBER =


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_TranslatePinData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_TranslatePinData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyMac.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_EncryptData.html
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® Note

E R ARMAER AWS REREENHERE , EFERREESREELINEARY
mEWEEAERBIBHNEE® arn BE,

TIREZEBEDR

* EncryptData
* DecryptData
* ReEncryptData

* TranslatePin

THEFBERBRRFEZSTERBESR., TEEBRT  SRVFIFRREBHEZSR (ML TR-31
RAESERSRSHPRM ) NEBEEM (KEK). BEESM/ELR DO NWBRAR  UBEBED TR
A, kB DHWERAER,

Example

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/ov6icy4ryasbzcza
--cipher-text 1234123412341234123412341234123A --decryption-attributes
'Symmetric={Mode=CBC,InitializationVector=1234123412341234}" --wrapped-key
WrappedKeyMaterial={"Tr31KeyBlock"="D0112DOTNOOEQOOOBO5A6E82D7FC68B95C84306634B000ODA4701BEIBC(

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryasbzcza",

"KeyCheckValue": "QA3674",

"PlainText": "2E138A746A0032023BEF5B85BA5060BA"

2L

THEFBERERADETREGEFENG S  LDESREFHFFRENFZ TSR AWK),
EEBERT , EANERARNTRIELH KEK) , ARGKE TR-31 RXRENBEENNES
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% (PEK), SHMNESREZRE WLBAE , POLLR B D HWEAEN, EHESRBFTRE BENE
#8 , TR31_P@_PIN_ENCRYPTION_KEYt2 2 Encrypt=true., Wrap=true BERE

Example

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block

"C7005A4COFA23E02" --incoming-translation-
attributes=IsoFormat@="'{PrimaryAccountNumber=171234567890123}"

--incoming-key-identifier alias/PARTNER1_KEK --outgoing-key-
identifier alias/ACQUIRER_AWK_PEK --outgoing-translation-attributes
IsoFormat@="{PrimaryAccountNumber=171234567890123}" --incoming-wrapped-key
WrappedKeyMaterial={"Tr31KeyBlock"="D0112POTBO0OS000OEB5D8E63076313162B04245C8CE351C956EA4A16C(

"PinBlock": "2E66192BDA390C6F",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",

"KeyCheckValue": "QA3674"
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AWS A BEREN TS M

MERZEME AWS RESEEIEF. 5/ AWS BF , BAUZSRERPOMBIRER , ZRBE
AMERRZEHREBNERMEE.

ZEMR AWS BB ARRE, AFEEEEREERRERNZEUENERPHRZEMN

- ERMWEEM -AWS BEREHE AWS Cloud H#IIT AWS BRBHNERERE. AWS BRHEATLUE
SEANERE. FAWS ERHTEP , B RBRASEEHNAANBRIERMAZENERM. BET
BEAR AWS REBRENSRTE  F2ESHREN AWS BRHEEE,

- BiRNREM - ENEFTEORNEER AWS BERK. SULAHEMREEE  SHRERNNHRE
., BRANERNMBREENER.

AEEAHEE T HRNAEREA AWS I REBREREARBDEEEE, ©REWFERE AWS XK
RIEmEUARESENZLNERBR, BT HNAIFERAHEMM AWS BRI R 5B R EZEMRE AWS
NREBREER.

FE

- AWS IR EBRZPHERMRE

« AWS R EZETEim=Z PRV EM

- RERREZ S AWS Payment Cryptography

- BB VPC inHERE AWS NREBRZE

« AWS IRFREENLZEREER

AWS {3 7R Z 5 i =% Y B RHRE

AWS HEEEEEEAR AWS I REBREFTHERRE. DULERFR , AWS BEREHTAH
BN RERFRE AWS Ein, FEEHEEHERRELAERTNERE. CHEKEEMER
AWS ¥ NZ2ERNEEREH, NFENBLENFREN K F2RENELEEREEZE. WF
BREBNERREBENHEBET  F2H AWS ZEMERER LM AWS HEWSFEEEMN GDPR #55%
BXE,

ERERREEYN , RAEBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERE, wtt—R , SECHAEHASESRHETHK
HEKPAENRT. RftEBRERATIANREER

AR —


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

. {$F SRE API MR EEEISE8E AWS CloudTrail, TNEAERI{EA CloudTrail B MHBEEL AWS SEEIH
EEH , B2 BAWS CloudTrail  EREER) RHER CloudTrail B#,

- EF AWS MEMARAAR , UREPHFAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIREMTFE Amazon S3 HEIRE R,

o MREE AWS FZBGTTHIRES AP FE BFEE FIPS 140-3 BREN R IGHE=EHR |, 5568 FIPS
imE, WEHRR FIPS M FIPS IWwEMNEZHEEN , F2EB A ETREEE (FIPS) 140-3,

BEMEEBRCEBUIESETFNE B U FRZIBRAET  HERRIABHBANFRL
B, PlmEERAL. ERFELMER AWS IRBHHEM £ A AWS CLI. APl 5 AWS BR# AWS
SDKs i, ZEEBIEABAXNFRUPBWANTMERRTRARTESZE BF. WRERHN
HEARERAY URL , RFENERF I ERT LU XA MRI[FRN URL B2 BIFEA.

AWS Payment Cryptography 8 7 A ARBENSRNZSE K FHSETA  BFAZRREMAKXE
BRI EUE S,

ES |

- BRI

- BREME

- BHhmn®

- BEREERERIE

RIRTAER , AWS Payment Cryptography 2R EBH REEEZ RSBV BHRESHRER. It
4\, AWS Payment Cryptography 12t EAEREADBEL v SWRERNRIE, UFNRESBNSHR
MR MEFMERR | F2E AWS NRRBREFMAEA,

ERmeE

AWS Payment Cryptography A9 E #a & AWS Payment Cryptography 8., HERXRNMZ LW
B, URHEAEBYE, S8 PMEUM X FEER AWS Payment Cryptography 8 Z £ & 48 (HSMs)
W, BEEERATREFEE. 8, SRMEABHENBEAFREFAMEAEFEFES,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
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AWS Payment Cryptography AR EMEELHAN BB ZE AWS Payment
Cryptography HSMs HI RBRER R INZARAE, & A LAFEIB AWS Payment Cryptography API &R E
N

TREE N2

AWS Payment Cryptography %4 PCI PTS HSM 3 H#Y HSMs F I REREE /M. TEA
i, SRMERNEHHSM £€8MNE  YEAMANSAMRERE., (RERFERESHRHSW/MRFR
ELBRMBNNEZSRETEUHFERNRE HSMs,

ARBHRERFCROSB/MRNENEE T H BEEE,

MEFMEN , 552B AWS Key Management Service ZiGim 2+ & A

(Lalyiiks

AWS Payment Cryptography At RS EE AN BB T RE AWS Payment
Cryptography API #24Er SAE X = B H =i &8, AWS Payment Cryptography {8 F & #83 BIfF R &
API REEHRI IR,

, B AWS Payment Cryptography AP| R{EREH AR L A IEHBEB/IBRESWATMNEN
ﬁ?o JH:% EFEAUEA APl REREAFR B INZESBHHR

Ff & AWS Payment Cryptography API FENLEB 4B A Transport Layer Security (TLS) 22 E &
B, AWS Payment Cryptography FE PCl €& A "#ARERE,L M TLS IREANBHEL, AR
BiHEEZE TLS1.0—1.3 MEESRNEBE T TLS,

MEFHMET , 552E AWS Key Management Service B G2 E A

M PR B T B R

AWS Payment Cryptography X & AWS EEFEAM—1E API R , IZLEUNEERAREEH |
WHEEBHEEREFEREM.

AWS Payment Cryptography X Bt EHNFB R E AWS B M EFE R EREE,

- BBEBBERKE IPSec VPN EiR,

« AWS Direct Connect , EBEZE Z A X BEFRSEN ASPERELREZ AWS Direct Connect {2
=,
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AR RZERE AP FEIYER XA Transport Layer Security (TLS) % E/{Fim, ELXNUEEE
TEXTEEZZBENEANZRES,, REEEB AWS REHARKEKE S HH AWS Payment Cryptography
APl THEBEFERARESRZSWERNER L LEE (HSMs),

EEREBRILE IR (VPC) EIEZEHREZE AWS Payment Cryptography , 143518 22 15 48 FR 48 28 &%
WE , EFEAKA AWS PrivateLink H1iTH VPC i, MEFHMEN , F2HER VPC RmEERE
AWS Payment Cryptography.

AWS Payment Cryptography t#53%#8 Transport Layer Security (TLS) {8 INZEA B EN RS RERE
FEBRIIRE, EEEHE AWS Payment Cryptography AP i BB | & AT LAAS R IHEE TLS #2818
Ed

AWS IR TEim=Z PRy sE MY

AWS £REMEERIL AWS BEENATAESAEREZE. BEERASEAIRARENERTHE
i, WEHKIEE, ShXENSERERKRERMEER. EBTAESE , B LR RRENER
EANENE EUAEBSCHEDREREMASREDE . THESNTRAY, REERINEREE
B, BRE-HZEENFUNERERFREES.

mEAWS EBFAMTABRANFMER , FEE AWS £ IRERFE,
15 15 Fra

AWS Payment Cryptography 2 —EEE R , I EZEEEFER.

AWS Payment Cryptography H B FREEzR T TR —E AWS EEFHNTAMEEEFSLETAH
ft [ 13 F B9 AWS Payment Cryptography 4. AWS Payment Cryptography E Ef{RE 5 E=HEs
B, AR ENNERRESEMSB S LEBEIT,

AWS Payment Cryptography Service Level Agreement (SLA) ‘@& FE Payment Cryptography APls
99.99% WY ARIEH&FE. A T EITIASE , AWS Payment Cryptography AJ#ER#1T AP| SBRFFENFTE
BERNREER , BUARERERNEEEE#,

AWS Payment Cryptography E# 2 ESEEREPEL=ETRAESE (AZsHEE. B THRREZE
FHHERERE AWS Payment Cryptography 38E , AWS Payment Cryptography E £ AR B [EiF
h{E[ AZs WEFRERMEER,

FHNRERBUESIHUAMBNEESERE EFPHMEEH | URAKE SN I = ER 7T SUE
BEEZERE R, FALHNARERYZRFEZRIENFZREHEXE AWS Payment Cryptography &
BL2EE (HSMs) #E , EhEmM—EFH T AERANIRERBATRE,
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https://aws.amazon.com/about-aws/global-infrastructure/

AWS [ REHRF ERAEER
ZMA PG

AWS Payment Cryptography FIZHFERFT TR ME T AMY SLA , YH#IESHERE  ARRESS
MERBEZM,

HETZETEEBHHTHES , MRRE/EBREFEFEENARSREKREANTRER,

ARBREZFCROANZER/MRZIEZRE. S|/ —BRIHMEHE HSM PMNE , mEM
ZNEB/MBEUNBELRLRE. RRSE HSM AMNYBRZE MEN SR |, UERKER,
NFERECEAERRERE=REFENHBAARSEE HSM LREH. HXFERERNKET S A
HSM ; EXEFERAFALHE.

FE AWS Payment Cryptography FAZRR B8 2 MBI EFEEER , 5528 AWS Payment
Cryptography ZiG#mZEsf & Ao

R EREL R £ AWS Payment Cryptography

EAZER® , AWS Payment Cryptography 3 F| Amazon Web Services : Z&EFHEH B K EHR AT
RH AWS £IRFERZLEFHNRE,

BT LA AWS 48 APl FEAY | AWS Payment Cryptography EBHBEER . AP RS EXE
Transport Layer Security (TLS) 1.2 REHRAK. AF RSN AZTEEMTEXEXIE (PFS) NERE
¥ , I a0EREF Diffie-Hellman (DHE) =45 [l th #2 & B Diffie-Hellman (ECDHE), B R (20 Java 7 H
BEHRAE) KEEXEELER,

ok, BRYLACAFIREER ID ME IAM TRMEBBHNAZEFTNERRER, NF , BAUEA
AWS Security Token Service (AWS STS) RE4LXERLZLBEAERREEF K,

BRI

AWS Payment Cryptography £ A BB E#EREL £ %Z Amazon Web Services : T2 EFHE 2
ERNRERS —HHhMANEG. BAUEE—HMINERBRENE=ZSREEEFEPRIES
FHHER.

E Fcommercial-off-the-shelf PCI PTS HSM 5| HEYiE B8 2 £ 454 (HSMs) X & AWS Payment
Cryptography. AWS Payment Cryptography £#8H £ 8 LA EFKE HSMs HERMREERF ,
B REAE A Payment Cryptography £ 8885, HSMs{IA Amazon ER /UM FZEUR G LR |
A REIHE M ERFEETE EE4, % AWS Payment Cryptography HSMs 2VEREEMAEA | 55
28 AWS Payment Cryptography Cryptography Details,

LA FE 178


https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS R ZIERmE EHAEERE
#EIR VPC iImEESREE AWS T RZR GRS

BA BB ERLEER (VPC) PHNAENHRHEREERE AWS FREBRE. EREANTE
VPC im &k , VPC B2 AWS T RZBRE2ENBEASTEE AWS B P HIT

AWS R R EiR=Z X ERA M8 Amazon Virtual Private Cloud (Amazon VPC) % BiAWS
PrivateLink, 8 VPC in ¥ EE&H —ERZEEFAE IP it EMHERKFRE (ENI) KRR , MEREAL
A VPC BB,

STE VPC in MG VPC ERERE AWS fRERRE , BFARMKERE,. NAT£E. VPN
EAR AWS Direct Connect 4R, VPC R TERITEELSE IP it , BIATE AWS S RZ TG R
ZEA

[ i3

AWS ZENFFBWATE B AWS [EiF #X#E VPC %3 VPC AWSIHEHBUR,

TR

« AWS FRBBIRE VPC i BN EEE1E

« BIAR AWS R ZBm=N VPC i B

« EEE AWS R EHm= VPC inEh

o 4% VPC HHEIH1ZEL

. ERERARTER VPC
. SEBIEH) VPC i

AWS B GIm= VPC In N EEEIH

(® Note

HR VPC InM ARG ERL —EAAEE (AZ) PERERY , ERMAEREERE=(ETA
B, LERSATAEMEREE N,

EIRERTE AWS S REFHF=ZWNWATE VPC iwB2 81 , 55%BI AWS PrivateLink 85 F 8 /7 H i 24 B 1
FIPR # F Eo

AWS VPC im BN R EBRmEFESETHEE,

£ Amazon VPC Hl AWS PrivateLink 179


https://docs.aws.amazon.com/vpc/latest/privatelink/
https://docs.aws.amazon.com/vpc/latest/privatelink/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/general/latest/gr/payment-cryptography.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations

AWS [ REHRF ERAEER

. BALMER VPC W1 VPC IUFTEAWS (33 I5E B2 5 PERENAWS # REBEREH
FEBIE,

o IBALENERE AWS R ZEFEESRENNTE VPC wE,

« AWS IRZRIEmEREF FTEMNER FEMBAR. BAILLBIERTE—ExmEFRE , AWS
PrivateLink B {8 FIRIEEH = 2 BIERE-

« IBTILAEH AWS CloudTrail B3 |, &8 VPC i HEZEYH AWS I RBREHFR=SBNER, WS
SHMEE  B2REEEERN VPC k3,

B AR AWS FRZHiw=ZN VPC vm

Bal LA{E A Amazon VPC £ A3 Amazon VPC APl I AWS TR IBMmEMN VPC %2, MEH
B |, F2EB (AWS PrivateLink ¥88) PR E N HEHixE,

- BEAAWS IREBBRZFEIL VPC inkh , FEATIIRBEE

com.amazonaws.region.payment-cryptography.controlplane

com.amazonaws.region.payment-cryptography.dataplane

flgn , EEEAEE (RBRBE ) B (us-west-2) F , REBBA :

com.amazonaws.us-west-2.payment-cryptography.controlplane

com.amazonaws.us-west-2.payment-cryptography.dataplane

BREERMEA VPC ind , LA LA VPC inFHRAFAE DNS £, MREZIA DNS &
BIEE |, 5% AWS REERZ DNS T HEBERNTAEHN VPC mBh. Hlm , https://
controlplane.payment-cryptography.us-west-2.amazonaws.com ST B EEZERE S
8 com.amazonaws.us-west-2.payment-cryptography.controlplane ¥ VPC %2,

MWBIBEAESEREFEH VPC %%, BIRTESR , AWS SDKs f1 AWS CLI € AE%E AWS (YRR
fm:2 DNS T#28  FEHEFFEETRAERS NS SHIETE VPC w3 URL,

WMEHMMEE , F528 (AWS PrivateLink 18/ PR EB N ik EZERE,

B AR AWS REBBREN VPC imEh 180


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_Operations.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_Operations.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/verify-domains.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#access-service-though-endpoint

AWS [ REHRF ERAEER

EARE AWS FRZIEwRZE VPC imFh

WA LAMEA AWS SDK, AWS CLI 5 , i#i8 VPC inBEREE AWS R ZEH= AWS Tools for
PowerShell, ZEEIEE VPC in % , H5EFAEH DNS £,

filgn , b list-keys WS E A endpoint-url BEIRIEE VPC in¥, BEEFEANMTHWS , FBEE
5l VPC 1% 2 ID R IBR F H#Y ID,

$ aws payment-cryptography list-keys --endpoint-url https://
vpce-1234abcdf5678c90a-09p7654s-us-east-la.ec2.us-east-1.vpce.amazonaws.com

MBEERY VPC HHRBRALEEHRER , AITEERL CLI s REARNARPIEE VPC HH

URL., fR%E AWS [IRETHRZE DNS THEBEHEMAEHN VPC inB. AWS CLI # SDKs FEEEE A
LEBERE SR ER VPC ImEERE AWS REZRFEES RS, MEFEFESH

MEARXPHEARER,

EEFHALEIHMER , 8 VPC K enableDnsHostnames # enableDnsSupport B4 AERS
true., MERTEELBEMY , FHEM ModifyVpcAttribute 45, MEFMEF , 528 (Amazon VPC
FEAERER) PNREFER VPC Y DNS B,

% VPC im Ry 7 EX

HEEH AWS B REBRFZ VPC In RN FH , 8 VPC ImHEBREREEMN VPC ink, RE
HREREZTBESTUEA VPC iInRRFUERRRKE AWS I RERBRZFERN AWS I RZTTHR
=RE.

BRI ER M iR BRI VPC in ¥ BR , WA T LAREREE VPC in ¥R, A VPC EEEXRE

= CreateVpcEndpoint 2% ModifyVpcEndpoint ##4E, &# AT SLfEA AWS CloudFormation E872<2 37 f

BF VPC mEBR. MEEBUMMER VPC EEXRAMNRE , H20H (AWS PrivateLink 1§/) &
WY 2R 32 ) T b B A4S SR T v B

MBEBRAERAL JSON BEEX RS , H2H AV EAEEE) B JAM JSON BESE,

&

- B VPC i B BE
- FEER VPC i BABUE
- BV VPC BB
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/list-keys.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpcAttribute.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpcEndpoint.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpcEndpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#modify-interface-endpoint
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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B3R VPC i B 5k

BEERMEA VPC ImHH AWS N REBRZFARKY , ZFEAFTEMERIFRAIFFA

« FOEBEMARTEIAE ER (AWS ARMBEH/IEIE ) LW BRENF,

* VPC in MRS BARTFEFEAFT , FeEAmIIREFER,

Plan , S|/BERAREER TERAERE AWS FREHR= SR LI Decrypt BYFF A, i@ , VPC
IR FBER AT AR ERE AR RMDecrypt Il AWS B IHRESER,

®E , VPC HMHBERAREATETREARR , ARELE AWS FREHBREZ S L rEy
StopKeyUsage, B2 , MMRZFEARERE IAM BURHIELFFT , FREXK,

TR VPC um BHUR

#E VPC in R A VPC ImMBUR , BETFBEEERR, MRALREERR , AFERKRMBERS
stim TR ERN A A ERE AT RERF,

1B , BN AWS fRERREREER , ZEABLEEGR IAM BERRUY RENFFT. Hit , BE
L, FEEREBGREN  RZFEAERHERFUHRERFTR , AL th o] BUGE A i R R AT AU,

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*"
}
]
}

BEREAFFERMS VPC mMBAREAFRENTE , FELIERN VPC InRER,

BB VPC imBiBE

VPC in M BRREZFRARBTEREA VPC InHHERATRFENFTT. R AWS IRBRREEE
R, ZERAGLAEGR IAM BERBITRENTA,
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_StopKeyUsage.html
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- AEATEIMENEREA

- AEATRVENE

« AEHEHPHITEENEIR

BEREAXTEEE VPC ink. kit , EEARNEZBRWEM VPC ind. WEFHEEH ,
B8 {Amazon VPC fERE1ER) PRIEA VPC im 262 B R A9 7 B

3
$

R AWS SRERREN VPC inBBUEREfl, EEER VPC WmEEE , BR AT
ExampleUserf£f VPC in B RMHUHEE AWS I RERFRESW/ LNEERE, EFEABEREKZ
Bl , S EREASMEANTIRRAREEIRFHENE.

{
"Statement": [
{
"Sid": "AllowDecryptAndView",
"Principal": {"AWS": "arn:aws:iam::111122223333:user/ExamplelUser"},
"Effect":"Allow",
"Action": [
"payment-cryptography:Decrypt",
"payment-cryptography:GetKey",
"payment-cryptography:ListAliases",
"payment-cryptography:ListKeys",
"payment-cryptography:GetAlias"
1)
"Resource": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qgaifllw2h"

}
]
}

AWS CloudTrail €58 VPC IWmBHFTERIE. T8 , &8 CloudTrail BEFETBEHMIRF AR E
BESESRMIRIE , REMIRS P AWS SR BBHFEEZSRNIEE,

Rt , SRR ERE N VPC i RBGR , BABrIEASIRFE PR EREER VPC i R R A A HE R 5 4E
fAESMEVEST AWS T RETERFRE,

T &EHIEA aws : PrincipalAccount £ &4 €18 , IEBFIME AWS TREBRESW LITER
ENFTE X8 , RIEERUALTKIRS P, FRERBRZH , FHEMIKRSE ID KABERE,

{
"Statement": [
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principalaccount
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{
"Sid": "AccessForASpecificAccount",
"Principal": {"AwS": "*"},
"Action": "payment-cryptography:*",
"Effect": "Deny",
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalAccount": "111122223333"

®1R VPC imFBUR

EERBIREN VPC WwEBUER |, BA VPC EE £ A= DescribeVpcEndpoints #4E,

T35 AWS CLI s @B EEEE VPC ind ID HimEBUK.
ERALt GRS Zal , eI ER ID MR AEIRFHER D,
$ aws ec2 describe-vpc-endpoints \

--query 'VpcEndpoints[?VpcEndpointId=="vpce-1234abcdf5678c90a"].[PolicyDocument]’
--output text

EBERBFRF R VPC i F

ETERRKE VPC REM VPC HEH |, ETUEHY AWS HREBRBERMRAENER, T8
B, LR R — 1 1AV B

« £/ aws:sourceVpce HHZR5|8 , LIREE VPC ik B 2R &% T 2 R & 77 B
- £/ aws:sourceVpc FRHRE|8 , LURBFEELBIREN VPC RIR F =R H FH

@ Note
ESEREE Amazon VPC iR ZEEE | aws:sourceIPFHLBEN, EERFIE VPC %2
HEER , 55 aws:sourceVpce B aws:sourceVpc FH &8, MEFMEF , FSH
{AWS PrivateLink }§88) FHVPC HEM VPC inBREHN & » EEFRER
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcEndpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html
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20 LA FIE L £ 35 (R 1 £ 88 SR % AWS Payment Cryptography £88. Bl CreateKey E#1E
MWFE , EERETHRERTEMAREER.

plan , LT EPEMBR A ERAEELEFREABEN VPC ImBE , £ AWS I RBHFEZFTR
BITRENZBREZERE , HEREPEMEEAN AWS PrivateLink ERNFR ( MRFBE ) . EEA
M AWS I REBRRERLFBRE , BRPH VPC in% 1D SEBERPMaws: sourceVpcel®RFE
SIREETLER. WRTHAR , AFEBFR.

HEREREEBER , FHEEEME AWS kS ID M VPC i3 IDs KB IRFHERE,

{
"Id": "example-key-1",
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Enable IAM policies",

"Effect": "Allow",

"Principal": {"AWS":["111122223333"1]},

"Action": ["payment-cryptography:*"],

"Resource": "*"

1,
{

"Sid": "Restrict usage to my VPC endpoint",

"Effect": "Deny",

"Principal": "*",

"Action": [
"payment-cryptography:Encrypt",
"payment-cryptography:Decrypt"

1,

"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:sourceVpce": "vpce-1234abcdf5678c90a"
}
}
}
]
}

BB ATLAER aws :sourceVpcl®HF£i8 , BB VPC ImBFTEMN VPC REIY AWS (SRZBREZS
W FEL
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html

AWS I REERZ EREEmR
THEHEMBEATERE AWS IREBBHFESH/ATS , AIREELEM/ARE vpc-12345678,
AN, EAFEERBRERESH AWS REBRSSH/OTDRE vpc-2b2b2b2b, IMREHH
BRE—E VPC h#1T , BEEAE RN VPC RIATEEINM , BURSFERANTHEE.

HEEMAERBR , BFHEEEMNE AWS IRF ID M VPC i IDs X AIRFHNBRE,

"Id": "example-key-2",

"Version": "2012-10-17",

"Statement": [

{

"Sid": "Allow administrative actions from vpc-12345678",
"Effect": "Allow",
"Principal": {"AWS": "111122223333"},
"Action": [

"payment-cryptography:Create*", "payment-
cryptography:Encrypt*", "payment-cryptography:ImportKey*", "payment-
cryptography:GetParametersForImport*",

"payment-cryptography:TagResource", "payment-
cryptography:UntagResource"

1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:sourceVpc": "vpc-12345678"

}
}
1,
{
"Sid": "Allow key usage from vpc-2b2b2b2b",
"Effect": "Allow",
"Principal": {"AWS": "111122223333"},
"Action": [
"payment-cryptography:Encrypt", "payment-cryptography:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
}
}
1,
{
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"Sid": "Allow list/read actions from everywhere",
"Effect": "Allow",
"Principal": {"AWS": "111122223333"},
"Action": [
"payment-cryptography:List*", "payment-cryptography:Get*"
1,

"Resource": "*",

SRRIEH VPC B

AWS CloudTrail @28 FEH VPC s BN FIERE. E¥Y AWS R ZIBHENWFERER VPC inE
B, VPC %% ID € HIRERHEFRMVAWS CloudTrail BFEB ., S LAEAE 2 ID & AWS
HMBRIBRE VPC BN EA,

AT REEN VPC , VPC in R BURIEBIEER , BERMAF , TEREHE PAWS CloudTrailo

Blan | eS| BE5EE 2K & FER VPC IHEH GenerateMac 55K, vpcEndpointId #{uHIRER
wHEER.

"eventVersion": "1.08",
"userIdentity": {
"principalId": "TESTXECZ5U9M4LGF2N6Y5:1i-98761b8890c@9a34a",
"arn": "arn:aws:sts::111122223333:assumed-role/samplerole/
i-98761b8890c@9%a34a",
"accountId": "111122223333",
"accessKeyId": "TESTXECZ5U2ZULLHHMIG",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTXECZ5U9M4LGF2N6Y5",
"arn": "arn:aws:iam::111122223333:r0le/samplerole",
"accountId": "111122223333",
"userName": "samplerole"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-05-27T19:34:10Z",
"mfaAuthenticated": "false"

}I
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GenerateMac.html
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"ec2RoleDelivery": "2.0"

},
"eventTime": "2024-05-27T19:49:54Z2",
"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "CreateKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "172.31.85.253",
"userAgent": "aws-cli/2.14.5 Python/3.9.16 Linux/6.1.79-99.167.amzn2023.x86_64
source/x86_64.amzn.2023 prompt/off command/payment-cryptography.create-key",
"requestParameters": {
"keyAttributes": {
"keyUsage": "TR31_M1_IS0O_9797_1_MAC_KEY",
"keyClass": "SYMMETRIC_KEY",
"keyAlgorithm": "TDES_2KEY",
"keyModesOfUse": {
"encrypt": false,
"decrypt": false,
"wrap": false,
"unwrap": false,
""generate": true,
"sign": false,
"verify": true,
"deriveKey": false,
"noRestrictions": false

}
1,
"exportable": true
1,
"responseElements": {

"key": {
"keyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qgaifllw2h",
"keyAttributes": {
"keyUsage": "TR31_M1_IS0_9797_1_MAC_KEY",
"keyClass": "SYMMETRIC_KEY",
"keyAlgorithm": "TDES_2KEY",
"keyModesOfUse": {
"encrypt": false,
"decrypt": false,
"wrap": false,
"unwrap": false,
""generate": true,
"sign": false,
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"verify": true,
"deriveKey": false,
"noRestrictions": false

},

"keyCheckValue": "A486ED",
"keyCheckValueAlgorithm": "ANSI_X9_24",
"enabled": true,

"exportable": true,

"keyState": "CREATE_COMPLETE",

"keyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"createTimestamp": "May 27, 2024, 7:49:54 PM",
"usageStartTimestamp": "May 27, 2024, 7:49:54 PM"

},
"requestID": "f3020b3c-4e86-47f5-808f-14c7a4a99161",
"eventID": "b87c3d30-f3ab-4131-87e8-bc54cfef9d29",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"vpcEndpointId": "vpce-1234abcdf5678c90a",
"eventCategory": '"Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "vpce-1234abcdf5678c90a-
0028vrvr.controlplane.payment-cryptography.us-east-1.vpce.amazonaws.com"

}

AWS SRR GIRENZEREER

AWS N REBBREIEFZABRYETUEREN HEEN RS I , WEBNBESRNVRE | LBR
EMAREEHAR 25 AM BEE, EZNEREGZRE , UEHS|/BERN IAM BUR |, ARA
EHSBERN PCI PIN R BI&FI#T,

/A Important
?Eﬁiﬂ’ﬂ—EQZEEIJW%%%;-"DEE’\J&%%?RE% HRAEFFMENSEESBEARMBERT ,
ELERIERREMEN,
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- TRMAENEREN | AWS AREBRBREFEF/ALBHANTRAENEAEXRS , 0 ANSI

X9 TR 31-2018 EEMRESMIMEWMERRE PFTL , W PCIPIN ZEER 18-3 —H,
EERFKE-—SRANSERRNED , YUEBFEESSSRPEER (HIWAFFH

BRF) BREZSWMMBEE. AWS SRINEEGEEMFBMTELRS , FlNESRINT SR
(TR31_KO_KEY_ENCRYPTION_KEY) thEERARNER R, WEFEER , FSHE T AWS K
RRmZSRO MBI,

- REHAABBER/ME  RERS—EEHCERAAHBERME (SN Pin MEZB/RN W/ ME

iR ). IRFESBRENEHIESERYSHERH  FELEMESR. AWS FTREHRE K
EFELREBESRMHSSEHBLEERTE.

- ERNEIERSCRERECEARFINSERFRIEAD : 58 I ARERR RESRARABIAE

FAZRA , FlnBIE/BIN_12345_CVK , LAFKRREE BIN 12345 BB F BRI LB, EEBRHEFS
B EEEBEIUER , HIW0 bin=12345, use_case=acquiing, country=us, partner=foo. HlI& H
B A RRGFE , flin7E TG ER RSz EaH BT FERS,

- BETREERTE : IAM TARREREMIFEBANEEFTR , fIMEILERERAERL SR

2

ITERRERE. IAM AL ARRHEHFHRAIERTEAREHNERARAN G SNER | SINRHS
NEEELERRTENNEL . EARKEERTIRNS —EHERREHEERBIRS N BRIRE
(PIINEIREN ) . MFEH , FSEH AWS FREBR=ZS D EBEEEH,

2
W

B

« AWS R ZEimEN 5o MERER

C(AM ER &) Bl IAM Z2HEE®,

ZEREEK 190


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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AWS TR ZBRENSRRE

BEHM AWS RE—&  BEFEEERTHARNETEDR  JTHERRLLHEEH. FREMXERS
MEVBRTS , ¥ AWS Payment Cryptography EF M S , EFEAKN PCI EERLHEE, AWS PCI
DSS # PCI 3DS 24 2#& AWS Payment Cryptography, £ AEEHEERAESEZTELREN R
& AWS Artifact, PCI PIN Z £ #1Point-to-Pointil# (P2PE) fffh =2 AWS (IR ZEmEISE M.

AHRUEEERBERMENEENEF , AREYRREERARERN PCI PIN Z£M PCI P2PE ¥4
&R

F&E

- RENER

- PIN £ 5R28

- 7£ P2PE fERARBER AWS R BBREMRBETH

RN ER

BEZIEBRABRESESESRFAEDRTME AWS TREBEBHFEENZ LN AWS S8 M., LI
SOC. PCI MHAt,

AWS BRY PCIDSS 1 PCI 3DS 24\ , iB&t ¥ 218 PCI 2454 T AR FHwm=. HF3#E PCIPIN
Z £ (PCI PIN) 1 PCI Point-to-Point(P2PE) %, &2 8 AWS Artifact LAES T] VR EAR SR iE
Mo

NMERESHRTEEERN AWS WRKEE , F2REAFEEERN AWS RS, NFE—REF ,
28 AWS &8558 .

3

B LAER TEHE=SEK|E AWS Artifact, MFEFMEFA , F2E TH P H AWS ArtifactiRE.

£/ AWS I RBBFEFENERBEEIRRENNBRE, ZLANEREER , UREANEENE
Bo AWS RETHIERUBEIER

« ZLHEGHEPREAFIEEELFBIEMIRRBEE  YREE LRBULRLEHAEATLZE
HERIBW T B AWS,
- AWS £ ER - L THEFMANEENESTREBEARENEZNNVE,

- f£F AWS Config B3 A BIERE PR BIFTHE EIRAWS Config : FHEEREBFEABER, EX
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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« AWS Security Hub- AWS LtiRFEIRfit AR MRENTERE AWS | HHEREEAHTERZLEE
BEMKEER.

PIN &R 2l

AIEF R AR A AWS Payment Cryptography 2 PIN RIEERER 1T PCI PIN FH{EFTE R STHFI 3%
®.

BEHM AWS RIEMESRELE—K  CEETLTSHERRE. REFEUES , WERAFS PCIPIN E
RULZLBE, NEFESERFSEREFTMELERE,
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REMEFHENE— S REEEHE, ¥R PCIPIN , 8SE2RE PINSWRERNEF , IERBERE
RECBMNEE - K IHH | LB ABpoints-of-interaction(POl), HSMs ME M Z &+ RBRELEE
(SCD)o

BHTERACRETLECANER , RRAELHI BT ERBEER, Flm , SRERHHELRN
. 28 PCIPIN B AWS fRERimZLREEERM , AT WIS AWS Artifact

£
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- REBERE

- Xtr2E

HEMWEE
AWS Payment Cryptography =Nz £48#8 (ESO) M PIN #IEUE =5 BR#&88 (TPS) , W0 Visa

PIN Z£5tEIFFES , ¥ 57 "Amazon Web Services , LLC, TH Visa £ IKIRIEHLERET MR A,
IERR Visa AL FHLARISAE PIN ERIE5$E =4 VisaNet EIEEE (VNP), ARG IZMHEN PIN REEF
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://usa.visa.com/splisting/splistinglearnmore.html#vpsp
https://usa.visa.com/splisting/splistinglearnmore.html#vpsp
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= PCI QPA) i — 711k,

HihF 5 RERA AR LR T AEAKEE Visa PIN Z2 T8I BB B CETEl, BREMSRBEE
SINRE S REE , FEE AWS Support,

AWS 21t PCI PIN £ & # &8 (AOC) Ml AWS HREBmEN LR FEIER AWS Artifact, 7 PIN
REFEARBRAEERER , B2 , FiB 3.1 R PCIPIN R R EFEMAE=FHEREER
#E, Visa PIN 225 8lth—#, FF QPA B&fE PCI DSS AOC MR EEIEAAMEYHER | &i5
% AWS WERRABAFREAEROKI.
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AWS Payment Cryptography 2#8& PCI PIN FH&EH R REEE. EHERKERAFIARE APIsE
1T PIN B3,

£ AWS N REZHREZN PIN AR 2 SREREREH

Store Merchant Host (AWS VPC)
— |
) Transaction —
serial—»| POS system VPN p| Transaction » translation
endpoint service AWS Payment Crytography
Translate TK-=AWK
Payment terminal
(DUKFT) Private Netwaork > Payment
Network
Re|BERK

HEBREZEHFRIHRE PINsHAIA SR, REPEFENEMAE|MEBATLUER ListkeysAPI 51
o

ABLARERAEXSRNAMERSMIRFRHASRBE.
XtsE

BEZ 2 M AWS Payment Cryptography B ER X4 FIEE |, B2 E FHEERM API 2E, &
e RIERmPEE ER,
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https://docs.aws.amazon.com/cli/latest/APIReference/API_ListKeys
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/APIReference/
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- BHEE 1 ARNSELEREEZRFIMN PINSIHREEARBN A EREE , UEREZS,

- EHEZE2: AR PIN MB/EZNERSREEN TR RREcReCRAEFEY , SIBFREETER
FASRFHERLE SR AMSIRER W8,

- BHERE 3 U2 A NEEI SRR,
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- BREE S SWNERAGT A AR SER ERERENEA

« BHERE6 ARENHFAEEESR,

- BHEZE 7 AREE PINsHNSRVRBEAZ LN A AEE,

EHBEE 1 ARZELEREZEEZRZN PINSTHEEARBN A ERE , IHEARH
£

E3R 1 : AWS Payment Cryptography A HSMs B4 A PCI PIN s —2890 . HRAER RIS
MNEF , ZR1-3 8 1-4 HERREEEN HSM 2 "Hith, . HSM WRIBEBESEH AWSQPA E
| BRI, PIN SR FATE AWS Artifact £8E, RARFHHEAM SCD , fila POI , BEEE
BNZE,

BER 2 FHNBF XA L EEEWNMARERFA PINSTS , LERAERK. BE PIN BEEHE , X
RER EMBREEHBRE PINBFHE ) . A, ENXHEETSESEEIFEANRBRES
RERFERE.

ER 3: POl XEREALTZE PIN InZ &, AWS Payment Cryptography X EER 3-3 Hi5E
B PIN EHREE,

EXR 4. ERAEXTEBERPIN E#, PIN BREMEENER , T BREERZ BFRAFF. RET
EEM PIN ESR , ME PIN Mt 2RIBFCPHAEBRFEH,
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EHEFE 2 AR PIN MB/ERNEESREENERRESRECARFEY , UHE
REZAAEMERIYEHREESCREEMSRER AL

E3R 5 : AWS Payment Cryptography 4 &8 2574 A PCI PIN F&H —220. ETUE "E4X
., ERRTPIEE.

E3R 6 : £ AWS Payment Cryptography HRE 2 8L 214 , B4 AR PCI PIN §F&H —
Hr. SERERAERNRANTAEMREREREEESBMERBNZLEHIER,

ER7 . BUEREEREEBEXY XM EREESBNEEAR , BEFESHEHBLETHE
LREF/BR. £/ APCAPI EYSBNWEFESECEALESREBEITTINAE , URBTESER
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AWS [ REHRF ERAEER

AWS S RFRBRETHNEREBSEESEZFIEA TS FEE : payment-cryptography:. fli , &
ERTEAHIT AWS Payment Cryptography VerifyCardData AP #{EMEFT , BEHBXHEE
payment-cryptography:VerifyCardDataEi{E, BURPRIRXAEEE Action 3 NotAction
7T#E, AWS Payment Cryptography €% B —EEE , IR & ] LAE A RIS I TRIERE o

EEEE-RRXFEEZEEE , FRERSR , TR :
"Action": [

"payment-cryptography:actionl",
"payment-cryptography:action2"

BT UERABRAZET (*) RIEEZEEE, flin , EEREUFAMBENFIEEE List (i
ListKeys# ListAliases) , B2 T HEE

"Action": "payment-cryptography:List*"

EEEE AWS AEEBREDAESE B8 (AM EAEEE) RHAWS AREBEECEND
#.

&R

EEEWLER AWS JSON BERRIEEH AT AFIAR, tWH2R , MEEBE M BRA T o H 4
EEREIT I LB F,

Resource JSON BHERTEZWEEEEABHENYH. RN EEE Resource = NotResource
TE, REEEEFEHE Amazon Resource Name (ARN) RIEEE R, S U H X ESEERER
HEME (BAERBRFET) REEM.

HRAXEERERFTAINEE (PIFIHRE) , FEABRAFER () RRTEEXBERARABEER.

"Resource'": "*"

payment-cryptography £ &R EHE T 5 ARN :
arn:${Partition}:payment-cryptography:${Region}:${Account}:key/${keyARN}

IE ARNs BRI EEAEN , 5528 Amazon Resource Name (ARNs) AWS FRR#ap 4 2= &,
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AWS [ REHRF ERAEER

flan |, EEEFRRRNBIEE arn: aws: payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h #1T{EEE , AT ARN :

"Resource": "arn:aws:payment-cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h"
HEEEBRRERFHNMESR  FEABAFT (%) :
"Resource": "arn:aws:payment-cryptography:us-east-2:111122223333:key/*"

R AWS ARBHREZDE , SIHNARBLSRVDE , BEEREER LT, EELBRT , &
VAERBAFT (*)o

"Resource": "*"

BREE-RAXPEESBER , FEMER , TR :

"Resource": [
"resourcel",
"resource22"

L)

HEME AWS FREBRZS D BBERNES , F2HE AWS (REGRSS 2 BB,

LLAWS R ZBREEBAERNRE

AWS 2 i 7F & 70 B R 2451

BIFFER , IAM EFRENAGRKIERITIEHR AWS A REBBREERWT, Mt EER AWS
Management Console AWS CLIZ AWS API R#ITERK. IAM EEEXEEY IAM BER , BFER
ENABEREER LHITHE AP FENFTRT . EEEEEV AR ELHRERZTEETELHF
A8 1AM EAEREEE,

BE [RAMIERELES JSON BERXMHEY IAM 55 BBER |, F260 (AM EAERERE) PHNE
JSON ZE&R L& T BUR,

ES- ]
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AWS R EBIRE A% ER
- BRREER

- £ AWS R ERwRZETES

- RAFHEAEREMM B CHETT

-« BEATFEL AWS N RRE iRim =1 P A B E

- BESIEAEENSRTY APIs

- BESRAtRIEAEE IR

HRREER

UESAERNBREHEREEAUUELWIIREREY, FHIHMER AWS FRZBHEEER. E
LEEMRESELN AWSIRFEAER, EREBURRES ) HBERR | BERNIERRERS
13

- FIEER AWS SEBRRAEBRKEERTT - EERBRFIRTENCERAENTERR , B
B R TS EREARAIN AWS REBK., ©TELEN REA AWS 1RF, RAIZREE
ERENEARIAWS NEFZERR , E—FROH . WFEZEA , F2H IAM EAERE
PR AWS ZERRHEBBAENAWS ZEBXK.

- ERAREERT - 5RE IAM BERNFAR  FERTHTERMENTT. KERLEN , &
LESERERG T TUEREERRINEE  SELBARKKEBRITT. WEEA IAM ERFFT
MEZHEER , F2H IAM EREERETN IAM FE BRI,

- fEF IAM BUR R EG 1 — S REEEE - B LUSHREFIEEBER |, UREIBENERNEE.
il |, AR BBOR GG | IEEXBMFEA SSL BIEFIERE R, NRBBEE FHKRKEE , Bt
A LAfE P R 4 3R 3% F IR B AR B B VE O RE PR AWS FR#% , 120 AWS CloudFormation, fEEFFHER
B2 IAM FEAEBEFH IAM JSON BUR T 1§44,

£ IAM Access Analyzer 5 IAM BUR |, #ERFF Al £ 2 B[ IEFE4E - IAM Access Analyzer &
BHBEMREBER , BRELBFKER IAM BERES (JSON) # IAM HEEH. 1AM Access
Analyzer 12 100 ZIHBRRERVEATHWER , THPERELXLBEEANBXR., WEFHE
A, B2E AM FRHEER)Y PHEEA IAM Access Analyzer B 38 B

- FESFEZRRTE (MFA) . IREHNRFIZE IAM FHES PHRFEHE AWS IRF | SBHRK
MFA BBz £, WMFEU AP BRERTER MFA | 1§ MFA (RESTIEEEMBER, W
FEHMET , B2 (IAM EAEIEE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm|$ #3Ei8 MFA BIZ £ AP| ZHL,

ME IAM FREBBWAMER , HSH AV £AEEEFRN AV ZEREEY,
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AWS (BB T
£ AWS BB RZLIES

FEFHAWS fREBREZELTIREE  BLEHE —HBRE A, ELFTLAAFEI HNBR
AWS tkRF R AWS fREZRwERZFERNFEET . IREEVHLSEESTKEFTEREN S 7 EE
R, IBRERZBRNER (MM EHEHAG) ME , TREMBEEZNELERE.

RTHRRELERDARALUER AWS RERBREEEL , FRE T AWS SERKEEZZTER, W
FAMESR  F2HE (AM EREER) PHRMEFIRERE,

HRMEH AWS CLI 5t AWS API ETHFIUNERE , EFIFEAFRBEEREFHT. Rz, RER
FRAEERERAITZ API BRIENBERT T,

AR ERAERBMEMESHEFA

e flE RE MR BER |, FF IAM EAERGRHNEMERES S NABRRZERR, WEE
BEEERE LTAUBENFT , REA AWS CLI % AWS AP A XRFT A X TR LB ERRF
LB

as

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
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"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

RESFEN AWS B GmZFN AT EEME

/A Warning
LEBHREBEZNR , TERER . FRAZEREERNFIUEE,

EWEHIF | EBRERF AWS IREFHH IAM FEHAEEZINME AWS SR ZERESH® , URFUFRE
AWS fRZERZ API 98ED , 838 ControlPlane® DataPlaneifE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"payment-cryptography:*"
1,
"Resource": [
]
}
]
}
BESERIEEN EM|MIFL APIs
EREHP | BEERTF AWS IREHFH IAM FAEERE S —E AWS A RZR R

2248 , arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qaifllw2hfR#EEM{E APIsGenerateCardDatafl A AL ERVerifyCardData,
Rt 1AM EREGEEFIREEMRELERLEE® , HlW0 DeleteKeym ExportKey

BESITFEL AWS TREBBRENIERER 209



AWS [ REHRF EREES

BRULE €8 L FEB key , B BB , FEA alias.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"payment-cryptography:VerifyCardData",
"payment-cryptography:GenerateCardData"

1,

"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwabgaifllw2h"

]

}
]
}
RESHRATEIE B B IR
/A Warning

FHREBRTERFAFRNEE, FUARTRREEREE,

EMWE G | EBREARHF AWS IREHH IAM £ EEZIEM AWS SR ZEiR=ES®  (BEEE
BEEBSESBNGTT, RTEEFREARNFEENSB/ I , FHESTER VerifyCardData#l
GenerateCardDatafyFiE &8,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"payment-cryptography:VerifyCardData",
"payment-cryptography:GenerateCardData"

1,

BEABAREIER E IR 210



AWS BB RE

ERAEER

"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/*"

]
1,
{
"Effect": "Deny",
"Action": [
"payment-cryptography:GenerateCardData"
1,
"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabqaifllw2h"
]
}

¥ AWS SRR IHRZF S 7 MEFEUETHEDZ L

FTEBTREARD , BRACHEA AWS REZBRZFFE IAM HEEE, 0F IAM EEN —REH

BBAE  F2E IAM ERAEERED SRR .
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AWS [ REHRF ERAEER

BT AWS N RE iR E

ERRERE AWS IRBHmZFNEM AWS SR RN TR, TRAMENBENEES D, AWS 2
HTIERTERESR AWS I REBRZF. WEHR , YEEEREBDERNBF :

« Amazon CloudWatch AWS £ IR ES 1280 AWS ERMEE LHTHEARER, SrlUkEME
HIEE, B BTEEREK , URBREER , EREEEEIZEENRERBNERHKEEE, 6
mn , A LAE CloudWatch BHH4SE APISHI A E |, REFZIE AWS N REHRERERENE, m
EFHMER , 3828 Amazon CloudWatch £ & 5r.

« Amazon CloudWatch Logs Tl EREEE, FEHAFERE Amazon EC2 #11T7{E#. CloudTrail R &
ftt 2RIRH B FFER. CloudWatch Logs AJEZ ARFERIMNEN , Y EEIRFERERBENE, &
A ARERNEFEESMAMNRETZE. MEFMENR , 28 Amazon CloudWatch Logs
ERAEER.

« AWS CloudTrail €HIELHEIRF KR AWS EBHIRFE 3 HH API FEIAAHBEEH |, YWiH
HERRNFELRIEEN Amazon S3 fEFETE. SR LERBIMWMAFEREFKRSE AWS, LAY IR
. OFEANER (£8%). BHUMNRIEIP it , URFUAERE, MEFHMEEHR , F28 (AWS
CloudTrail fEFH&IER)

=&
- [ 08k AWS YR ZiEkmaz APl FEAY AWS CloudTrail

£ Fo8k AWS RZREwm=E API FEAY AWS CloudTrail

AWS N R R EMwECE B4 AWS CloudTrail , WIRSREEHE, AEIRKE AWS FREZH
#m=Z AWS FRIEEXAYEN4ERC 4%, CloudTrail 2% AWS (IR BMHmENFTE AP| FRIEEASH, #
AR ERERE ERAETHMEY | IR AP RENERBEWY, MREEBVER , BULUK
A CloudTrail B4 &R {4ZE Amazon S3 f#7iTHE , B AWS IRERRENSH., WREREE
EEHE , AL CloudTraill EEANBHRBREEHIRASHNEE (#25F¥H ) 4. £4
CloudTrail WWEEME R , &7 LA ETE AWS Payment Cryptography 12 HEVEESR, RHEFERH IP i
i, REFBROAE, REBROKE , URHEMGFHEER.

EEE—L TH CloudTrail , 5528 "AWS CloudTrail fEFA&IER .

FE
« AWS CloudTrail PR R Em=E A
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« CloudTrail PRSI FEEH

+ CloudTrail FHYERIEH

- TH#AWS NREBHFEZEFFEAFERIER
- THAWS IREBHFEZER FEAFERIER

AWS CloudTrail PRI TR ZEimEEA

BREN AWS IRFE | €E48MIKRSE EBUA CloudTrail, EEE17E AWS N B BHmED AR
ZOREIE R CloudTrail B4 , UREHE S RPN HMAREE AWS B4, ERILE AWS IR
EHgil,. BEENTREENEH, NEFHMEN , 328 (FEH CloudTraill EHE L RRERAE

#) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

EEREREE AWS IREFNEH , 8 AWS REBBERENEH  BETEK, FREE
CloudTrail # AFFERR T E Amazon S3 RFETE. RIFFER , EATEEZEAPEVERE , BHE
EREME AWS B, EftEicsk AWS 2EIEFFAE BENEH , LKAFERRTELEEN
Amazon S3 fE1FETEE, AL, BRI LIREH M AWS RIS , LU — S 24T CloudTrail B IRENS
HERIHEERTE, NWEFHENR , FSETIRS

- BMIEHHEIER

« CloudTrail X BHWRBENES

 EXZE CloudTrail #§ Amazon SNS &4
- RtZ{EEFER CloudTrail HFER
« REZ{ERFEW CloudTrail HFER

B-EEM4HARRENETSELFRENERA. BoERATHEHE THIEE

- EBEREZMEABH AWS Identity and Access Management (IAM) fEF & ZE A ERHEH,
- REBHERE , REEATREACEBMEI»ERAENERELRE.
- EREAHHEM AWS BRFRHE.

MEFHMEF , 5520 CloudTrail userldentity 7T,

CloudTrail AREY = H| FHE 4

CloudTrail €528 AWS SR ZIEimZIR/E , Hlm
CreateKey., ImportKey, DeleteKey, ListKeys, TagResource Fpf H it & F iR e,
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AWS [ REHRF ERAEER

CloudTrail FHYE R =4

ERSEHREFEE ERLMTHIEERPHTHERRENES , SlmBEARSB=ZERN. &8
EH R CloudTrail HRTERHENKETE ., EALEA CloudTrail API REEE , B AWS FTRETE
MEENTEHSHRAERNSEY APIs BER K. MEFMEN , F2E (AWS CloudTrail £ &5
M) PHRHERSH,

£/ CloudTrail , XA EAEMEHFZERIORELFMCEIL AWS FREBTBREZ AP EH,
EERHEAWS (REBHRE=EHTEESG , fFXBETEERERE AWS Payment Cryptography
key# AWS Payment Cryptography alias. sXEMBIE® 6 SAUEHENEEHNFIEER
EH (BlER eventName EFRFRHEHE EncryptData E4) , £ — T RABEKRFRE, MEFH
&R , 5528 AWS CloudTrail APl 2Z/H#y AdvancedEventSelector,

(® Note

BRI B AWS AREREREERNSEN , ELAERERSMHENSR, BMRRETRERMN
BBEMH , URREKEIFFEENS,

CY)

AWS I REBRZBERSH

 DecryptData

* EncryptData

* GenerateCardValidationData

* GenerateMac

* GeneratePinData

* ReEncryptData

e TranslatePinData

» VerifyAuthRequestCryptogram

* VerifyCardValidationData

* VerifyMac
 VerifyPinData

EREHENENNER. WEFMER , 26 AWS CloudTrail EfE.
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AWS (BB T
TR AWS (TR E B mEFEH T HEEFERER

EBHE—EHERE  EEEHUHARFERNEARSREBIEEN Amazon S3 f#17Er#, CloudTrail B
1’?'5?’?@3 —RZEAFER, —BEEHATARFRELNE—FR , YTESHEREBIE. FRH BB

5, BRBEZFET. CloudTrail BEEEWLIEM/AHE AP FEILHYHESE JE%’HBFT% , At R ELAE TS EIE
fiﬁfﬂo

T Y& IR R ~E AWS R EiRZECreateKey B4R CloudTrail HESEH,

{
CloudTrailEvent: {
tlsDetails= {
TlsDetails: {
cipherSuite=TLS_AES_128_GCM_SHA256,
tlsVersion=TLSv1.3,
clientProvidedHostHeader=controlplane.paymentcryptography.us-

west-2.amazonaws.com

}
iy

requestParameters=CreateKeyInput (
keyAttributes=KeyAttributes(

KeyUsage=TR31_B0O_BASE_DERIVATION_KEY,

keyClass=SYMMETRIC_KEY,

keyAlgorithm=AES_128,

keyModesOfUse=KeyModesOfUse(
encrypt=false,
decrypt=false,
wrap=false
unwrap=false,
generate=false,
sign=false,
verify=false,
deriveKey=true,
noRestrictions=false)

),
keyCheckValueAlgorithm=null,
exportable=true,
enabled=true,
tags=null),

eventName=CreateKey,
userAgent=Coral/Apache-HttpClient5,
responseElements=CreateKeyOutput(
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key=Key(
keyArn=arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp,
keyAttributes=KeyAttributes(
KeyUsage=TR31_B0@_BASE_DERIVATION_KEY,
keyClass=SYMMETRIC_KEY,
keyAlgorithm=AES_128,
keyModesOfUse=KeyModesOfUse(
encrypt=false,
decrypt=false,
wrap=false,
unwrap=false,
generate=false,
sign=false,
verify=false,
deriveKey=true,
noRestrictions=false)
),
keyCheckValue=FE23D3,
keyCheckValueAlgorithm=ANSI_X9_24,
enabled=true,
exportable=true,
keyState=CREATE_COMPLETE,
keyOrigin=AWS_PAYMENT_CRYPTOGRAPHY,
createTimestamp=Sun May 21 18:58:32 UTC 2023,
usageStartTimestamp=Sun May 21 18:58:32 UTC 2023,
usageStopTimestamp=null,
deletePendingTimestamp=null,
deleteTimestamp=null)
),
sourceIPAddress=192.158.1.38,
userIdentity={
UserIdentity: {
arn=arn:aws:sts::111122223333:assumed-role/TestAssumeRole-us-west-2/
ControlPlane-IntegTest-68211a2a-3e9d-42b7-86ac-c682520e0410,
invokedBy=null,
accessKeyId=TESTXECZ5U2ZULLHHMIG,
type=AssumedRole,
sessionContext={
SessionContext: {
sessionIssuer={
SessionIssuer: {arn=arn:aws:iam::111122223333:role/TestAssumeRole-us-
west-2,
type=Role,
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accountId=111122223333,
userName=TestAssumeRole-us-west-2,
principalId=TESTXECZ5U9M4LGF2N6Y5}
.
attributes={
SessionContextAttributes: {
creationDate=Sun May 21 18:58:31 UTC 2023,
mfaAuthenticated=false
}
.
webIdFederationData=null
}
},

username=null,
principalId=TESTXECZ5USM4LGF2N6Y5:ControlPlane-User,
accountId=111122223333,
identityProvider=null

}

1,
eventTime=Sun May 21 18:58:32 UTC 2023,

managementEvent=true,
recipientAccountId=111122223333,
awsRegion=us-west-2,
requestID=151cdd67-4321-1234-9999-dcel@d45c92e,
eventVersion=1.08, eventType=AwsApiCall,
readOnly=false,
eventID=c69e3101-eac2-1b4d-b942-019919ad2faf,
eventSource=payment-cryptography.amazonaws.com,
eventCategory=Management,

additionalEventData={

TH# AWS T REHREFER FHBFERER

ERTESHTREEMRE  YAEESXNEUREHFEAR , BEEBERS. ARELHA
MaH¥ AWS R EBRZFENFHRENBRME , 1&3‘1%‘&%?&5]?\% P BRERCEET L A
BEHRERM. EBERE , EEMLBRERHEE BRER T,
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"Records": [
{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTXECZ5U2ZULLHHM]G:DataPlane-User",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/DataPlane-
User",
"accountId": "111122223333",
"accessKeyId": "TESTXECZ5U2ZULLHHMIG",
"userName": "",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTXECZ5U9M4LGF2N6Y5",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"attributes": {
"creationDate": "2024-07-09T14:23:05Z2",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-07-09T14:24:027",
"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "GenerateCardValidationData",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.158.1.38",

"userAgent": "aws-cli/2.17.6 md/awscrt#0.20.11 ua/2.0 os/macos#23.4.0
md/arch#x86_64 lang/python#3.11.8 md/pyimpl#CPython cfg/retry-mode#standard md/
installer#exe md/prompt#off md/command#payment-cryptography-data.generate-card-
validation-data",

"requestParameters": {

"key_identifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp",
"primary_account_number": "*** Sensitive Data Redacted ***",

"generation_attributes": {
"CardVerificationValue2": {
"card_expiry_date": "*** Sensitive Data Redacted ***"
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},
"responseElements": null,
"requestID": "f2a99da8-91e2-47a9-b9d2-1706e733991e",
"eventID": "e4eb3785-ac6a-4589-97al-babdd3d4ddos”,
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::PaymentCryptography::Key",
"ARN": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",

"clientProvidedHostHeader": "dataplane.payment-cryptography.us-
east-2.amazonaws.com"

}
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