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R E #Y/EE & Oracle Database@AWS

1. ¥ ODB @&, MEFHMEN , F2BLSE 1 £ HEI ODB ## Oracle Database@AWS,

2. {£MAE= ODB MRHNMEERFREL VPC, MFFMESR , 528 (Amazon VPC EHEE
) PRYEVT VPC,

3. 7£ ODB W@ VPC 2@ ODB & HE, MEFMEN , 2B 1L Oracle Database@ F
FRE ODB ¥§& HiEZE Amazon VPC AWS,
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4. BEE A Amazon VPC Transit Gateways B E A EPE’J”F%»??E SESHFE, FEXEE ODB
A VPC L RHEEM AWS IRF &, Sl 5 — @tk S #

/A Important
252 ODB MR AZ P2 Ei FiEERE,

5. SHHAGTEIEESIZROBERVPCs MAEEEMEE , i CIDR BB E=4H ODB Mg, MFEF
&R , FESETE PEH ODB % Oracle Database@AWS.,

MBEBEHMR CLI, 55 H update-odb-network--peered-cidrs-to-be-added# #1T
T --peered-cidrs-to-be-removed., MEFMEN , FSBH AWS CLI 52 E,

ERIE B AWS Ei% WAN Oracle Database@AWS

AWS Cloud WAN 2 —TE S EEEI8 (WAN) FRE. STLUERA AWS Cloud WAN REE, &EHE
BHE—N£EMEE , LEZEEERNATHBREPHITHER,

#£ AWS Cloud WAN T, 2EEERE-NAERE , THARKRYHNSERSR, RORKRE 518
Ry £ IR R — &R0 AWS,

AWS Cloud WAN 12T A EEEE -

- EhXEREE , TELRE  ANESEARSHERSN
- BERRESRNZROEE RS EREEERHAE
- XEBE , LB CEREENERSRABHN —HEE

£ Oracle Database@ FAWS , ODB B EXZEHEEEEZ —@ VPC, MRZE# AWS Cloud WAN
BOEREZIIESE VPC |, BISRIALBRERH, BZAEENER VPCs PR EARER A UEFR
ODB #& H#J Exadata VM &, B EECHER RS ODB @R RE , AIMAHHEMBERN
ﬁﬂyo

TEEREED =8 VPCsHM —EREREEF MR AWS Cloud WAN #2085 .

AWS Cloud WAN FRREERAEES | UUEMA ODB MM AMM4. Eit , EEERA T3 VPC ZhEE
* 2H DNS =L BHENTA/AE P it
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- ODB M, BHMERREELENSHEN

#£ AWS Cloud WAN # | EEZR/ DMK NATIER

- BEEE (RHROERKES)
s RO HREE
o BB RER OMFEEERE

yu%%¥%ﬁﬂglﬂfﬁﬁ§ﬂ nﬁ 2 Bﬁ AWS Cloud WAN }:E1Eﬂi

HRE MO HEEE Oracle Database@AWS

1. SFHEFEEREIZROMERVPCs MIRIBEEMEE , 4% CIDR SEHIEEHEM ODB Bk, MFEF
HE , BT PEH ODB #EE Oracle Database @AWS,

® Note
MREE VPC LEESEMEENM , FH XA CIDR EEE#T# A ZE ODB ODB #
B o

2. FFIEfEEIM AWS Cloud WAN £ EBR N Z OEBPHNTER,
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Oracle Database@ HRYREFI £ FAAWS

f£H Oracle Database@AWS , & A LA A AWS kP @ — AWS ##i+ Oracle Database@AWS
across B AWS Marketplace # %, E M BHEMIRFFRAENFTREME B S/ Oracle Exadata B 5%
HEF ODB #KE R

HERE
Oracle Database@AWS X EMBEH A% :

B2 AWS License Manager  F# R

- BTHMIIRF#HEBCSH Oracle Exadata Ef %5 ODB #3K &RV EE
- BERFEATENEREmBHEHEIEE
BREEEBERIEEEMMAEXMAE

B2 AWS Resource Access Manager (AWS RAM) £ &R

HAB#MER Oracle Exadata Ef 5% ODB K EIR
- EFERREERE  RBEAHFREFARFEL VMBS
- BZERFERAMERBNERRERFZELHAR

ERLMRBENARTER  ARERAEMERXAL E.

Oracle Database@AWS entitlement 3t F #Y BR &l

£ A Oracle Database@AWS entitlements B |, 552X T IR &

- SBAREE AWS MBI AWS tRF B H

- BEEREBEEBEN (OU) EREL%E%,\

- IRFRgER—EEARFE (R—ELEEE ) BRHER

- BERNRFELEAME SRS LAER

o W AIRE 2B ML Oracle Database@AWS service , = REE £ AR
« BARFREREREERS (HSEmiEl ) BE#HT

B T
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Bk F £ B Oracle Database@AWS entitliements

EEAEREFECRANBRERABRESE , 4% Oracle Database@AWS entitlements AWS 1RF 2 44
E— AWS B8R HEAM ., NEFERAWMAER AWS License Manager £ AR,

R BRI SooR R4

£ A Oracle Database@AWS entitlements 2 &1 , FERELEE THIIER

« YEAFH Oracle Database@AWS subscription ( A4 BREIR ESLEEENESLIRE AWS
Marketplace)

- BHLRHRBERNNEBD AWS BIRS IDs

« REEMAZEMFER AWS License Manager ERFIREN L BT ( MEFMEER , F2H AWS
License Manager & B H License Manager BJ |dentity and Access Management)

- UTRE (RER ) NENZEKRE (RES ) FIHAEF

BRI LA ERNRTA
BR T AWS License Manager FFAI 24} , Oracle Database@AWS EFEE T FIEFF :
BFEFT

* odb:CreateGrantShare
* odb:UpdateGrantShare
 odb:DeleteGrantShare

EREFTA

* odb:UpdateGrantShare
* odb:DeleteGrantShare

£/ AWS License Manager EEE {3k & # A Oracle Database@AWS
entitlements

s
¥

EEEHM AWS IREHLAER] , B LUER AWS License Manager B 5., MEFHMENR |
B8 ( License Manager £ &™) HH % i License Manager #R. AWS
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BARTFe®  WHEAN (ERE) &4E:

- BRUMART. WFFHEER , F28 (License Manager A EER) PHEEEEEFHNE
TEIMBA. AWS

+ &{& Oracle Database@ K #1115 RAWS,

PRILTERE |, ARE LR L AERMHE Oracle Database@AWS resources.
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Oracle Database@ R EIREAAWS

£/ Oracle Database@AWS , #&AIEAE AWS 1RF [ —18 AWS #Bisi+ 5% {8 H /A Exadata 23R
HeF ODB #83%, EFREMBERRE—X , YEZFENRFHEERLA , BEESHETHRE
FRAR AR AN,

ERARERE

- BEERNIRF (HEEIRF ) SHEHEREERNZG,
- BBHAER (ZEMERF ) FREMNIRS TUREBE FHATRBRENCAELER,
- EEMRFAUELAERREIEYVACHER , BEEERBRERIAER,

Oracle Database@AWS integration 82 AWS RAM

Oracle Database@AWS uses AWS Resource Access Manager (AWS RAM) AT ESIRERA R £,
SENEREA, BB AWS RAM , B L £ h1ER — 1B AWS ABAH 2@ AWS 1RE 2 B
F8 Oracle Database@AWS resources. AWS RAM AL &R, BEZIERE 6 WREHRH
Oracle Database@AWS resources B Z £ F T B4,

BRLIEBEVERAE AWSRAM |, &2 HAGHANER, ERAASEEERANER , URE
AWS tkF BEHA AN EIR.

Oracle Database@ H &R AR EIAWS

bR 5 2 A Oracle Database@AWS resources E 5B % :

. AR - BBEEIES MR — KSR Exadata BRI , DRSEESHA | TRz
R,

- BESE - EAFBEAENER  HHERREERENENEERE L DN HRAR,

. ELEE - EhERREHARAEE | RS R SR ERE,

C —BRE - B AERER BB,

Fltn | SR E R LAEH $#%2 Oracle Exadata /LR ODB #35% , AWS IRF WEIRB A BIRE
HA, RE  BRAETUEHLEAEBRSELIZETVMESE MIAEZEHRREEGCNRESTE, kA
EAKIERERA , FABERE B EENSET D8,

AWS RAM B4& 44
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&R A7 Oracle Database@ HEHEAWS

& T LA A T % Oracle Database@AWS resources :

« Oracle Exadata 5%
- ODB 3%

Oracle Database@ #Eif TSI FAWS A LRER :

1. EAIRE (3B AWS Marketplace #3% Oracle Database@AWS private BEHIRE ) SMHE
Oracle Database @AWS resources , 5141 Exadata E# % #EF ODB @R

2. BERFREFERA BIERAA AWSRAM , EEEHANERNMEXANEERE,

. R E R EZRA—EBAZEEIERFNERLA,

EFERHRRERZE , ZEERFXAMEM aws odb initialize-service@s BT Oracle
Database@AWS console FIEZERAKRE , THIRF F##R1L Oracle Database@AWS service.

LR EEMNRFAUELAERRE LB BCNER |, flinH A Exadata E#E5RHEM ODB
M LK VM B &

N

($)]

SZEERFHERERTA
BRI AERE , Oracle Database@AWS B EHASEEREREZNBEERE (ZEFY)
¥ Exadata E# 5%

Oracle Database@AWS BFZEERFH T HIEFH :

* odb:CreateCloudVmCluster

+ odb:CreateCloudAutonomousVmCluster

* odb:GetCloudExadatalnfrastructure

* odb:ListCloudExadataInfrastructures

* odb:GetCloudExadatalnfrastructureUnallocatedResources
* odb:ListDbServers

* odb:GetDbServer

* odb:ListCloudVmClusters

 odb:ListCloudAutonomousVmClusters
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#A ODB #35%

THFAERTEERIRS !

* odb:CreateCloudVmCluster

* odb:CreateCloudAutonomousVmCluster
+ odb:GetOdbNetwork

* odb:ListOdbNetworks

* odb:CreateOdbPeeringConnection

* odb:ListOdbPeeringConnections

&R FEF Oracle Database@AWS resources HIPEEMHE, Hla , IR EH A Exadata EREER
W, SEERFANEHERSKE EEY VM 5 | BEEENHNMER Exadata EREREA ST,

AHERERE , FENRFEEIELAANERRELEIHNER, T8 , M ERYNEFERD
SR LA EUAE AR

Oracle Database@AWS resource 3t f 1Y BR &l
ERAERS N, BEA TR,
H &R BR &l

£ A Oracle Database@AWS resources B , 55521E T HIBRA :

.{J

\|:|

EfEF AWS 1R IDstAE R,
ETEMRE AWS tRF AWS fEBAHLA NEIR.

- BULERE AWS EBARAER, FEEESHAAER  S4RESEEEPEMERNERL
Ao

- EREVERAZR  EHENSEERERNEE (ZEHT) , MAEEEU
« BESEAE R Oracle Database@AWS M AE RN EHME R A AWS RS,

- ZEARFREEARE—EELAIRFHHAAER (RE—ELEER). BHit, MEELIKRFE
FRMEBENEEIRFARER.

- BARFEZES —EEARFHAAER.
- BEEIRFHARANERSCALTHERMERENESIRS HHA
- EREVEHRERK  EREEHN 15 0E L BEMEENGEEIRFEFLAARNER.

N

fu ] 1] )

.{J

\|:|

N
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B AEA L AEIR RS

By S # A Oracle Database@AWS resources B |, FBEC1E T HIRH :

- REEARFAILAE I Exadata Ef#E %R ODB BB ER. EAIRF £3#F Oracle
Database@AWS private BEHIRE,

- FEMNIRFEREER LIRS AN Exadata ERRE LB I EIR,
- FENIREXASLEHIRS P4 Oracle Database@AWS service , FEEE AL A EIR.

il R 5t &R A9 BRI

- EBREL VM BE2H , BEERMBREBFEIIRFFTEL VM H5#/ Exadata ER#ERHE.

- EBER ODB EEEMR 2l , LEEMBREBFEIIRFFTEL ODB EEELRK ODB #i%,

- BARFELMBREEIRSZE I Oracle Database@AWS resources.

- EENIRFIURGELAER , BEEEAIMBREFIRF#EN Oracle Database@AWS &R,

B iR 5 & B Oracle Database@AWS &R

BEEREICEANERBABRESE , 58 Oracle Database@AWS resources AWS IRF 2 Z43
E— AWS A EM . NEBERPAMAEA AWS Resource Access Manager () 2 A ERAWS
RAM,

e

- HAERKERGHSE

- fFF EHEMIRS XA Oracle Database@AWS resources AWS RAM

- BRRENERRA

- /A EFEMERERLA AWS RAM

HABIRN TRGH
# A Oracle Database@AWS resources 2 8 , B ELRE T5EE :

« #EF$#Y Oracle Database@AWS subscription ( % EREIR EZLEEENEHIRS AWS
Marketplace)
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- BEHAMNEIR IDs REW , HIW Exadata EfEFEMED ODB %

- PP ERERZ L AER AWS MRS IDs

- £ FEVERAAHMEFT AWS RAM

- £/ B HAERMAED AWS Organizations AWS RAM ( HNZEFFMHEF , 52 BIAWS Resource
Access Manager ( fER#&EIEM) FHE FRAERRLA AWS Organizations)

F/ EEMIR S H£ A Oracle Database@AWS resources AWS RAM

ZEHEHM AWS tRF £ Exadata ER#ZEES ODB #38 , S UAFER By ERLEH AWS RAM,
EEEENIIRF TSN Exadata EREE EEYT VM E5,

FEA

1. 7£ https : //https://console.aws.amazon.com/ram/ BRI AWS RAM £ &,
2. &I Create resource share (BRI EFREHH).

3. EERBYD K BABEREAENEREER,

4., EEWMEREET , TIE—FIR:

« Oracle Database@AWS ODB #8#%

« Oracle Database@AWS Exadata E## %
5 EEREEHAM Exadata ERZHER. BET—F , EENERTFERXIANFIER L,
6. EEBET , EE AWSIRF , RRBWA AWS BEHAMIKF IDs,
7. EEREFAUT , BENAEFAT , UAFEENIRFELA Exadata 2R RE L2 VM £5

« AWSRAMDefaultPermissionODBNetwork
« AWSRAMDefaultPermissionODBCloudExadatalnfrastructure
8. 1®#IE Create resource share (BRI EFRHH).

AWS CLI

EEFH LHEE AWSCLI, 55fFH aws ram create-resource-share®®. FHIEHIEET
25 WEREZExadatalnfraShare , EiRF 222222222222 L AEEH Exadata EREHE , 25
R TEH A ERERE LT VM B,

aws ram create-resource-share --region us-east-1 \
--name "ExadataInfraShare" \
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Oracle Database@AWS Oracle Database@AWS £ & 55

--resource-arns arn:aws:odb:us-east-1:111111111111:cloud-exadata-infrastructure/
exa_infra_1 \
--principals 222222222222

BRENERLR
EERRCERANDRMEAELERNIES :
ES240

1. 7£ https : //https://console.aws.amazon.com/ram/ IR AWS RAM £ &,
2. EBEHARERUBREEEM IREEANER,
3. EMERHAURGHFMEN K SELANERNILANETA

AWS CLI

EEMFA RRENERLZ AWS CLI, 551 M get-resource-sharesm® :

aws ram get-resource-shares --resource-owner SELF
EERBREERAZPNER , FEA list-resources®m® :

aws ram list-resources \

--resource-owner SELF \

--resource-share-arns arn:aws:ram:us-east-1:111111111111:resource-share/12345678-
abcd-1234-efgh-111111111111

EERREEREARALANETEA (RF ) , BFEH list-principalsm® :

aws ram list-principals \

--resource-owner SELF \

--resource-share-arns arn:aws:ram:us-east-1:111111111111:resource-share/12345678-
abcd-1234-efgh-111111111111

A EFSMBRERLA AWS RAM
EEMAH FLREEENIRFXAER AWS RAM |, EHE T FI{EEE -

- RERAAFBERER,
- RERHAAFBEREENIRS,
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'H:H'IJ F‘%ﬁlﬁ/\?—o

HEBBEENHMBEARERZE , FERBTIRE

- FENRFEEZBERAANERRE LELFTNER,

« EHHA Exadata ERRELAZEERFELINBERERSEEEF X AIHELERFE AWS
MR

- EBREL VM BEZH , BEEBBREBEEIRFAEL VM 5K Exadata E#RHE,

HEUEHAERzE , RAEREREENIRS A , RERIERIEE,

MEFMERH , FSBAWS Resource Access Manager  FEAEER) FWE PEHEFRLE AWS
RAM*”T:E EFHH"J B?ﬁ/ﬁ/\? AWS RAMO

F£{S4F Oracle Database@AWS KBRS R A1L

EERFREEEATEENERAZTERAWSIRE W, ©A4AR AWS 85 AWS tRE f5% —
BEA. B Zﬁi*ﬂﬁé{bﬂﬁﬁ , FRETESEMIIRF A A 2 F#Y Oracle Database@AWS resources.
bR L ENPRER , WHEEHN AWS tRS M Oracle Cloud Infrastructure 2 B2 I E#R

*&E
« {+FE=2 Oracle Database@AWS #I#R1 ?
- BRESR

ft 2 Oracle Database@AWS #1831t ?

HFEHEENIRERBER2® , 4B LML Oracle Database@AWS service , FREFIESER LA
BR, MREBERLENBICREHERT ES A Oracle Database@AWS APls , BN ZEI$HER,

PNBLR—XENER, CERUMSENHRER | WELH AWS tRFE F Oracle Cloud
Infrastructure Z B2 I ELR,

B AR AWS EE EE A RAHILERFE AWS CLI.

X

1. 7E https : //https://console.aws.amazon.com/odb/ B Oracle Database@AWS console,
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2. WMREREHE—IXIFHUIRSE $# Oracle Database@AWS console , B E R ENEME,

3. EERARRF,

4. BREARICEFRFEER, WEFAEEES)ENRET T,

5. EHEMEEBUIEE , EXMAKRFIZASERABRIRZAA L,
6. BEBRIRUBEBAFEM Oracle Database@AWS.,

AWS CLI

EBFEHAAWS EEMNEERE ¥ 1E Oracle Database@ AWS CLI , &6/ initialize-
servicem$,

aws odb initialize-service

EEREHRI{LIREE , A get-oci-onboarding-status®mo

aws odb get-oci-onboarding-status

BT |, SR ARRBACTIVE_LIMITED , RREMNIRFALMERERER , BE LB H
#Y Exadata E#5%HsK ODB .

RESR
EEEAWS BIRE #1381t Oracle Database@ 2% , B AT T SIS 4E -

o EF 1listfl get@m BHRE AWS EEAHFBRHEAER,
« £ Exadata EREE%EM ODB M@ L2 VM E2EMBE VM #5£,
- £ ODB #8 L ODB & HE,

MEEAARERNFAENR  F2H E£AEEIIRFFIHA Oracle Database@AWS Eilfo.

FEREERE F A Oracle Database@AWS &R

HENEEIRFE X AERBAMHAIL Oracle Database@AWS service % , A UARENERA LA ER,
AEERAUNAEAGEIRFPHHLAER.

ES |
- ZEERFEFHRAERARE
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« £ A Exadata EftFZHEEEYT VM EE

- BEGERFTFHNHAZER

- fEAIA ODB %X E ODB HiE H &

ZEERFFHAZIRRS
1 FA 2L FI#Y Oracle Database@AWS resources B | 55X = T 5IBRS -

- EEMREN AWS BRBP X EERAA.

- ABEEARE (#F Oracle Database@AWS private BEMNIRS ) A LUE I Exadata EREERHEM
ODB &R,

- BREERAERRELEYER, MEREESEELENTIRTERERIER,

- BEVERAANESEHENSEEREENBEDSE (ZEHFY ) , MEEEBEH

o BEEEUSMRS —ERFHEENER.

- BELAAERRELBEVNERRALZNIRFES Y5 ALK OCI B, EREKERARRXRER.

- MRBEFRFEERAER , CRELIEELHAAERRE LBIYFNER. TR , BRENER
SHREER.

- TEXEFEFERAA, ZREZHRESALAEIR AWS,

- EEMRFSEREM Oracle Database@AWS (TR EHIWE.,

- FRALANERE , B4ARA Amazon Resource Name (ARN),

EH A Exadata EftE LEY VM 85

MR ENEERE T LAFEL R Exadata EREERHEF ODB #35K |, S LAfE B E &
Exadata VM £, B35 VM #££&£5 ODB 1% HiE,

® Note
FERESEANERE , B24EIBE Amazon Resource Name (ARN) , AR RIBEEER
IDo

FEAE

1. 7 https : //nttps://console.aws.amazon.com/odb/ B RX Oracle Database@AWS console,
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2. TEEBHEIKF , BIE Exadata VM EEH BB VM E 5,

3. EEBRVVMEEIHEIRAARVMERE.

4. &t¥f Exadata E#RE , BEREEEHEPEYT VM BENH A Exadata ER R

5

6

ST VM B RE AT T B ELER WAL
BEFEEY VM BEEHEVBE VM B85,

AWS CLI

ZEF A £ Exadata E#EEE L2 VM #£5 AWS CLI, 55# A create-cloud-vm-
cluster®$ :

aws odb create-cloud-vm-cluster --region us-east-1 \

--cloud-exadata-infrastructure-id arn:aws:odb:us-east-1:111111111111:cloud-exadata-
infrastructure/exa_aaaaaaaaaa \

--odb-network-id arn:aws:odb:us-east-1:111111111111:0db-network/odbnet_aaaaaaaaaa \

--cpu-core-count 4 \

--display-name "Shared-VMC-1" \

--gi-version "19.0.0.0" \

--hostname "vmchost" \

--ssh-public-keys "ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQ..." \

ZEFEH T Exadata ERERE LB BE VM #£5E AWS CLI, 55# /A create-cloud-vm-
clustern$ :

aws odb create-cloud-autonomous-vm-cluster --region us-east-1 \
--cloud-exadata-infrastructure-id arn:aws:odb:us-east-1:111111111111:cloud-exadata-
infrastructure/exa_aaaaaaaaaa \
--odb-network-id arn:aws:odb:us-east-1:111111111111:o0db-network/odbnet_aaaaaaaaaa\
--display-name "Shared-AVMC-1" \
--autonomous-data-storage-size-in-tbhs 8 \
--cpu-core-count-per-node 16

VM $E R ISER A Exadata BRHRE LEY | BhBHEEIRSREE.
BEEERFFHEAEIR

BOLER EEIEAD RRSHZNIRE AWS £ANER AWS CLl,

BEHAER 53
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A

1. 7£ https : //https://console.aws.amazon.com/odb/ B Oracle Database@AWS console,
2. HEBERT , RELERGNEREE : Exadata 2/ ODB #3K.

3. FIRAEHERELHAANER.

4. ERHAERUBREFMAER,

AWS CLI

EEMFH BREAERAWS CLI , FHYERERFHBENListin . Hlin , ZEFH Exadata
HEsm .

aws odb list-cloud-exadata-infrastructures

E e E RS ANER.

FENBRHELRAERNFMES  FEAEFERID NEEgeti© :

aws odb get-cloud-exadata-infrastructure --cloud-exadata-infrastructure-id exa_infra_1

FHAHEA ODB #i%E%E ODB HH&EH &

EEMLEHA ODB M LRAAEAEXNENECBMEN , BRI LE VPC M A ODB MKz Bk
E ODB $& HE, W% ODB BHEHEMFMEN , 52/ 7£ Oracle Database@ 3 ODB ¥
HEAWS,

FEA

1. 7 https : //nttps://console.aws.amazon.com/odb/ B RX Oracle Database@AWS console,
HEEE®RP , EE ODBYHERE,

EIEEY ODB R HEHE,

#¥ ODB #is , BEVEEHW S LA ODB M.

ST EHMER | IZHUERY VPC,

EIEEY ODB R HEHE,

2
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AWS CLI

EEMFH £ VPC EHHEMA ODB Ml v BB MR ¥ EHE AWS CLI , 38 create-odb-

peering-connection@®,

aws odb create-odb-peering-connection \
--odb-network-id odbnet_1234567890@abcdef \
--peer-network-id vpc-abcdef1234567890

BUYHBFERR K FEMECNKBAR  URABERE 2ENRE.

aws ec2 create-route \

--route-table-id rtb-1234567890abcdef \

--destination-cidr-block 10.0.0.0/16 \

--odb-network-arn arn:aws:odb:us-east-1:111111111111:0db-network/
odbnet_1234567890abcdef

fEf A ODB MR E ODB #EHE 55
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B2 Oracle Database @AWS

& T LAIE B 3 & {5 A M BR — £ Oracle Database@AWS &R,

£ A EF ODB ##& Oracle Database @AWS

&R LLEH T3 ODB #BEIR

-« ODB A&
« AR ODB #HR¥ZEEEMN Amazon VPC
- TA7£EY ODB #8%&® Exadata &iR# VPC CIDR & E

(® Note

ZEBIEE CIDR €E , B URGIELE VPC FHRRAER  MARREME VPC At
ODB #@E& M

AEBRERIZETE PRI ODB ML ER 1 : £ 231 ODB #8# Oracle Database@AWS.,

E % ODB #3%

1.

o & w0 DN

A AWS Management Console , I7E https : //https://console.aws.amazon.com/odb/ BiRX
Oracle Database@AWS 2 A,

REBBEES | 242 ODB Wi,
BEUREIE IR
iZ#2 Modify (182).

(IEZR ) #¥ ODB MiREHE , MAFNEREE, BBWLEASR 1-255 AF T , YUFRF R
ERRE, ETREISEREFHR,

(A ) HRYEZE CIDRs , tFEEMRE ODB W@EMNHZE VPC 57 CIDR #E, HERHF
H , BRGIEEMER CIDR #E TR,

(1A ) BRBRERKES , EIHEUEHEE Amazon S3 = ETL,
BIFRE  AREEBU

FE# ODB 2% 56
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£ FBR ODB #8#& Oracle Database @AWS

& LAMIER ODB 8%, AERERIECTE PEY ODB @KL 1 : £ 21 ODB ## Oracle
Database @AWS, REEMIBR VM 2E£ B s lEEFEAK ODB M.

k& ODB #3%

1. & A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/odb/ B X
Oracle Database@AWS 12 A&,

REMBEKRSD , EEF ODB Hi%,

B AV EMIBRATAEE

BEE MR,

(A ) REMBRAEBBIA OClI BR , LAMIBREL ODB i —REIH OCl ER.
EXFAHRFEA delete me,

BEE MR,

N o o bk~ WD

£ FER VM FE £ Oracle Database@AWS

] LAMIBR Exadata VM BEH BAE VM EE., AEHERBECE FELVMEBESR 3 . E FEY
Exadata VM #5588 VM # £ Oracle Database@AWS.,

Mk VM &

1. & A AWS Management Console It 7£ https : //https://console.aws.amazon.com/odb/ B &K
Oracle Database@AWS £2 A&,

RERBEESD | B2 Exadata VM BEHEE VM E5E,
BIZEEMBRE VM K,

BEIE MR,

HIRERE | @A delete me , REBZEMIER

o K~ 0D

£ FMBR Oracle Exadata E# 5% Oracle Database@AWS

& ] LAMIBR Oracle Exadata B/ E% . AREHREREETE FEII Oracle Exadata EREERESEE 2
£ 7 3 Oracle Exadata E# 5% Oracle Database@AWS, EEEMIR VM BE BRI EEFERN
Exadata EREF%H#E

Bk ODB 8% 57
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MIEX Oracle Exadata E® %

1. & A AWS Management Console It 7£ https : //https://console.aws.amazon.com/odb/ B &K
Oracle Database@AWS £ &,

REME KT , EIF Exadata ERER
BIEZMBREY Exadata ER#EEL

BIE MR,

HIRRREF , WA delete me , RZBEMEBR,

o ~ w0 b

ftikx ODB ¥t &

ERTHEE ODB &S HER | B LS EMIBR, EBAEMIBRFTE ODB & HIE |, 8Bk ODB

1. & A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/odb/ B RX
Oracle Database@AWS £ &,

2. EEEHEKT  BIE ODBHERE

3. EEHNEMBERA ODB {EHHE,

4. BIE MR,

5. ZEMERMER , FHA delete me IHEIZEMIER,
AWS CLI

EEMBR ODB W& HE |, 3F A delete-odb-peering-connection® o

aws odb delete-odb-peering-connection \
--odb-peering-connection-id odbpcx-1234567890abcdef

kR ODB H&EFHE 58
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£ Oracle Database@ A& 3AWS

Oracle Database@AWS R % fElfE 7B ERREZEER Oracle ERE, BALAEFE Amazon S3 &
HEAM Oracle & WD , SEMA Oracle Recovery Manager (RMAN) 2 HCHFERAEZ EH0T.

Amazon S3 By Oracle Z &g

E&# 1 ODB #3% M , Oracle Database@AWS & B 8)5%E Oracle ZE 57 %¥ Amazon S3 Y #83%
FH, OCI S EXER DNS IHE ML LFE, ELMEREAF OCI Virtual Cloud Network (VCN)
Amazon S3 Z EiiE. ODB BT EMARZEF BB EH.

Oracle S E{EM 4L H OCl B, EMEI Oracle Exadata B ER |, A LLUEEE OCI AT
BABBES , LA BBEHG. BETIHEFA—EHFGENMH

« Amazon S3
- OCI| M1
- BEEERERK

MBHMAT , HSH OC| KR Exadata FHHIE,

FRAEZE RPN ZE Oracle Database@ H#J Amazon S3 AWS

£ Oracle Database@AWS , &R LAE A A E/M 5 lE LAY Exadata Database Service # &
RENFERAEZSEHD. B LUER Oracle Recovery Manager (RMAN) 53 E % , WEHEK
£ Amazon S3 RFEFERY. EAUTLEFREOHRE. REBERNMRBRERAE , ER#E Oracle

Database@ M Z EREEZAWS,

(® Note
Oracle Database@AWS does T X BEEAE#RE F B AERNENFERAEZERDT.

EAEZERMDMFE Oracle Database@ RMEH AWS ZERD RS RAWS, EBAIUERFBRHH
RreeRER, BEEAXEER HRRFROEEIFRERS,

ST LAER T 5 6E A 2 B R0 T

Oracle ZE# 59


https://docs.oracle.com/en-us/iaas/Content/database-at-aws-exadata-awscr/awscr-create-exadata-database.html
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Oracle Secure Backup

PAxfE M AEAS i {2 B 5 R =E Amazon S3,

Storage Gateway

£/ Storage Gateway 1T NFS £ AMWEREHMD
S3 HE R

FRAEERAF%A Amazon S3 EIFEBHEATEERIK,

FRAEZE®{ E Oracle Database@ % Amazon S3 B J0RIFHAWS
£ 4% Oracle Exadata ER E{#E{E Amazon S3 28 , BT FHIEE :

1. RUAREEH ODB #3%E##77E Amazon S3,
2. 8% Oracle Database@ #1 Amazon S3 2 BRI A ELAFAWS M H,

By #% ODB #8#% %] Amazon S3 K fZEUE

EEFERERERMDE Amazon S3 , FFRUAREH ODB BB EEFR S3, WM ARENERE
RIBEHNEKERFE Amazon S3 , fIMMEREAN/EHSEAESENED. BRI TLEHIHEGFH
FHEEBWM  SWEA BERREHIFER VPC Lattice FH Amazon S3,

BERTERAREN ODB MK EREEFE Amazon S3, EAILEE Y &K ODB M KFEA S3 17
B,

B AR EH) ODB M E #FH Amazon S3

£ https : //https://console.aws.amazon.com/odb/ BERX Oracle Database@AWS console,
HEEBEKT , EE ODB 3%,

BEUEZERA Amazon S3 ZHAY ODB #85.

#1E Modify (152K).

EE Amazon S3,

(iBF ) 5%E Amazon S3 BRI A2 #1% Amazon S3 BEEL. MBREBKRISEBER , EHREE
SRFEEEFEE,

7. BRIEFEE  AREEBSUR

o a0 kA W N~

TORIRE 60
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AWS CLI

EE{ ODB BB A ERE Amazon S3 7EL , f# A update-odb-network@ ¥ HL s3-access
B

aws odb update-odb-network \
--odb-network-id odb-network-id \
--s3-access ENABLED

HEHE Amazon S3 R , 55EM --s3-policy-document ¥ :

aws odb update-odb-network \
--odb-network-id odb-network-id \
--s3-policy-document file://s3-policy.json

BXA Amazon S3 FEREF , Al LAE A [E15 DNS 1888 ODB #3%1FE Amazon
S3s3.region.amazonaws.com, OC| FAFXEEXEL DNS £, EEMLABEZ] DNS B ,
VCN DNS , LARE{R BT DNS #4715 RIS R im 2 1P ik,

s
%
H

#% X Oracle Database@AWS E2 Amazon S3 2 [ #Y #8 B& 1E AR

EERFFEAEZEHIDE Amazon S3 , 188 VM % BEEEHTZEL S3 Amazon VPC %%, # OCl £
BAEF , BULRERKRRZEEE NSG) FHRERE , Lizflg AN RE, BAEHAEZER
7, REERCAFRFHEE A MTAREA FRE. ETITRY , BRSEHHFH FRENSGs , MU
18 VPC % IP #hutayEa H R Al

FAEF VM 2B Amazon S3 i B

£ https : //https://console.aws.amazon.com/odb/ BERX Oracle Database@AWS console,
#12 ODB #8%.

1#$# ODB M@ &,

##E OCI &R,

BERBESRSIER,

£ Amazon S3 T , FEEETIEA :

o g kA w N~

« Amazon VPC S3 i B IPv4 thit, BEERZEEWET. Fl0 , IP it aJaER
192.168.12.223,

* Amazon VPC S3 in VB E & B, LHEFBELERA, flW , BEEBBE TR s3.us-

east-1.amazonaws.comse

TORIRE 61
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7. EERISEERT , EEF Exadata VM BE | REBEELNH VM BEEEH,

8. HEHHER , BEFERSITR.

9. REEEHSR K RREEBVMHNERE.

10. X% DNS BBHNE. EREMEM ERE VM FEEN EHEMssh,

1. #E LA, BEE OCI HEHE, EERMK OCI 24,

12. EERERMABEFEEEL , EBI222 ODBRAKAF IR TR () MBLLEE (NSG) W
VCNexa_static_nsg. MFFMENA , 552 E OClI XHHHEE NSGC HWEZ £,

13. EFMEFAERE L , REEFINREHIT I EH —EBE

- EZER5|ERL , AIEEKBELEE,

- BERT , BERBRRTLEE
14. RIFRFin FH#ME NSG (exa_static_nsg)s
15. ABERIF T VPC ik Btk Frigs H 7 Bl

7€ VM RIEH S3 MERR

1. {8 ssh #§ root E#EZELFEIYE DNS BBH VM, ERE , F5FH SSH £8EE . pemiE

e

2. HMITTHHS , AR VM 7T LAEE Amazon S3 Amazon VPC %, RGBS TH S3 15
&8,

# nslookup s3.us-east-1.amazonaws.com
# curl -v https://s3.us-east-1.amazonaws.com/
# aws s3 1ls --endpoint-url https://s3.us-east-1.amazonaws.com

{# F Oracle Secure Backup {#1ZE Amazon S3

Oracle Secure Backup ] &4 #E Recovery Manager (RMAN) fEF#9 SBT SRH. &7 LAEHA RMAN
B Oracle Secure Backup , #% Oracle Database@AWS databases B {##{# 3 ZE Amazon S3, Oracle
Secure Backup 2 T3IEE :

« Oracle Secure Backup AJ&f£{t RMAN 1 S3 =~ B & &=,
- TEEPEHEORT.
- Oracle Secure Backup EEE{HTREBHNEwmIBH,

Oracle Secure Backup 62


https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/manage-nsg-security-rules.htm
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£ Oracle Secure Backup &3 ZE Amazon S3

1. 7£ Exadata VM fal k88 £ %% Oracle Secure Backup #&#H., #FE BN EEIRKRAEH AWS 7FH
SRR FIE®, MEFEFHFMEH , 5528 Backup to Cloud with Oracle Secure Backup Cloud
Module H#Y Oracle 3.

cd $ORACLE_HOME/1lib

java -jar osbws_install.jar -AWSID aws-access-key-id -AWSKey aws-secret-access-
key -walletDir $ORACLE_HOME/dbs/osbws_wallet -location us-west-2 -useHttps -
awsEndPoint s3.us-west-2.amazonaws.com

2. HE{EZE RMAN ¥R ERDBEMAEREERE,

RMAN target /

RMAN> CONFIGURE CHANNEL DEVICE TYPE 'SBT_TAPE' PARMS 'SBT_LIBRARY=/u@2/app/oracle/
product/19.0.0.0/dbhome_2/1ib/libosbws.so, ENV=(0SB_WS_PFILE=/u@2/app/oracle/
product/19.0.0.0/dbhome_2/dbs/osbwssmalikdbl.ora)’;

RMAN> CONFIGURE DEFAULT DEVICE TYPE TO 'SBT_TAPE';

3. EEERE.

RMAN> SHOW ALL;

4. P ERE.

RMAN> BACKUP DATABASE;
5. FERMEM ERITERK.

RMAN> LIST BACKUP OF DATABASE SUMMARY;

£ Amazon EC2 Lf£ER {3 E Amazon S3 AWS Storage Gateway Amazon
EC2
AWS Storage Gateway 2 —EEARRIE , I EAHNRGIBREERE AWS Eif EERSE. HR

Oracle Database@AWS backups , 2] LA Storage Gateway 23 E#E A Amazon S3 HERH
5 THEFRFE. E2 Oracle Secure Backup H T RE , LI A EEEA 0w B,

ELERF D |, BRI ERIH Amazon EC2 #1TEIRERERE Storage Gateway, &t 7] LAHTIE
Amazon EBS ##[E , LUREVEEFE A Amazon S3,

Storage Gateway 63
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PR RE T HIER

« WA ZEE Oracle Secure Backup SR EEE,
- TEEPEFEDRT.

EBE Storage Gateway W BV ERHE

1.

AWS Management Console 7£ https : //https://console.aws.amazon.com/storagegateway/home/

Rl  AREZLERIRE AWS NWEHE,

£/ Amazon EC2 #{TEBR AT , TPBMEA Amazon S3 EEMIE, Amazon EC2 EfE
Storage Gateway Gateway £ &5 E8E S3 File Gateway B HF] Amazon EC2 E#HViE
o

ELRERRRER , BBLTTIEE

« BREEEHIEEL —{@ Amazon EBS BiEE , EX/NEAD A 150 GiB,
- HRBLZLEED NFS FHH TCP/UDP EH#EE 2049, ERZEMLEI NFSERXHE,

- REANRERR TCP E#R 80 , ERERMAMBE AT —RME HTTP 78, AR , &)
A BA L E 3R

# 3 Amazon VPC w2 , LAMETE ODB #&M Storage Gateway 2 BE# TG EF. MEFME
A, FSRERANE VPC inEEE AWS R,

1B Storage Gateway EIF A Amazon S3 REFIFRENERAE, WEFHHEENR , F2HEIL
BEAZR,

£/ Storage Gateway & & #lE &3 E Amazon S3

1.

FEiRR# S | FH sshE#RE| Exadata VM B9 DNS 28, EE2H DNS &8 , F20H FHES
E1{# = Oracle Database@ ' Amazon S3 B 50 RIEHAWS,

EEAR NFS #E 1 Exadata VM HSEMRB[LEET B, THEHSEY /home/oracle/
sgw_mount/ B .

mkdir /home/oracle/sgw_mount/

EERZEWE SPHE NFS A, THEFISEESH LB HA /home/oracle/
sgw_mount/. #% SG-IP-address B{RBEH Storage Gateway IP #biit | 4% your-
bucket-name MR BEH S3 REITEER,

Storage Gateway 64


https://console.aws.amazon.com/storagegateway/home/
https://docs.aws.amazon.com/filegateway/latest/files3/ec2-gateway-file.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/filegateway/latest/files3/GettingStartedCreateFileShare.html
https://docs.aws.amazon.com/filegateway/latest/files3/GettingStartedCreateFileShare.html
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sudo mount -t nfs -o nolock,hard SG-IP-address:/your-bucket-name /home/oracle/
sgw_mount/

4. EHFEZERMAN ¥ ERERGOEHEWE &, THEFFELEErman_local_bkp , W EH#H
AR ERERILiESR R,

$ rman TARGET /
RMAN> ALLOCATE CHANNEL rman_local_bkp DEVICE TYPE DISK;
RMAN> BACKUP FORMAT '/home/oracle/sgw_mount/%U' DATABASE;

5. HMRCHEHIBBRTEUMBOER. TIHEHBERIMERDH R

$ 1s -lart /home/oracle/sgw_mount/
total 8569632

-IW-T----- 1 oracle asmdba 1112223334 Jul 10 20:51 la2b34cd_1234_1_1
drwxrwxrwx 1 nobody nobody @ Jul 10 20:56 .
-IW-I----- 1 oracle asmdba 5556667778 Jul 10 20:56 la2b34cd_1235_1_1

£ Amazon S3 S3

SETLAER Amazon S3 #HE R EA R B , AREEERE Amazon S3, IR MTEEARHRE
FREEVHESG  AREAHFERAEEEERE Amazon S3, BOKBELAEMRENER , BALE
Eirtd ERMIX.

® Note

A EFERHSE I EEEHDZE Amazon S3 , EETE ., RMAN FEEE Amazon S3 #HE A MH
THAEBNESEERRZKHT T,

HWHEMAEELBZEHEREES | 0 Oracle Secure Backup, EAAEEHH LR B,

f£H Amazon S3 S3

1. HERImEH , EA sshE#RE Exadata VM Y DNS £H., EESZ% DNS 281 , F2R £HEZ

‘E1{f 12 ZE Oracle Database@ F Amazon S3 B FERIRHFAWS,

2. 71E Exadata VM # &£ fIRES E 2% Amazon S3 #1H %, NIEREMNEENFHAEN , 528
{Amazon S3 FRAEIERM) TREAR Amazon S3 WHEH%. Amazon S3

S3 B 65
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3.

$ sudo yum install ./mount-s3.rpm

#H1T mount-s3mp o REFBRE,

$ mount-s3 --version
mount-s3 1.19.0

£ Exadata VM 25 ARBFAMBETFR LEVPE RN B %, SEENERDPELMETEERK , A
B EAERE S3 FEFITE., THEHFIFEIB K /u02/rman_bkp_local,

mkdir /u@2/rman_bkp_local

3 Amazon S3 BE BB &, TIEHIELEN B & /home/oracle/s3mount,

$ mkdir /home/oracle/s3mount

AR B HE Amazon S3 fEFETE. THEHFISEE &% LHH S3 AFETE /home/oracle/
s3mount. SAEBEEY Amazon S33 ######## your-s3-bucket-names

$ mount-s3 s3://your-s3-bucket-name /home/oracle/s3mount

SRR LAFE Amazon S3 FEHTEAS.

$ 1s -lart /home/oracle/s3mount

# RMAN EEZREHWEZERE  YEHBRRAEARB &, THEFSET 58
i , rman_local_bkpIifEMA B&E/u02/rman_bkp_local/HE&RILIED S Ko

$ rman TARGET /

RMAN> ALLOCATE CHANNEL rman_local_bkp DEVICE TYPE DISK;
RMAN> BACKUP FORMAT '/u@2/rman_bkp_local/%U' DATABASE;

RO EAHE SPEIUFHND

$ cd /u@2/rman_bkp_local/

$ 1s -lart

total 4252128

drwxr-xr-x 8 oracle oinstall 4096 Jul 10 02:13 ..

-TW-T----- 1 oracle asmdba 1112223334 Jul 10 ©02:13 abcd1234_1921_1_1
drwxr-xr-x 2 oracle oinstall 4096 Jul 10 02:13 .

S3 B 66
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-TW-T----- 1 oracle asmdba 5556667778 Jul 10 02:14 abcd1234_1922_1_1

10. BB EREA TR B HKERE Amazon S3 HHE

cp /u@2/rman_bkp_local/* /home/oracle/s3mount/

11. BREBERIDEERERT Amazon S3,

$ 1s -lart /home/oracle/s3mount/

total 4252112

drwx------ 6 oracle
drwxr-xr-x 2 oracle
-rw-r--r-- 1 oracle
-rw-r--r-- 1 oracle

oinstall 225 Jul 10 02:09 ..

oinstall @ Jul 10 02:24 .

oinstall 1112223334 Jul 10 02:24 abcd1234_1921_1_1
oinstall 5556667778 Jul 10 02:24 abcdl1234_1922_1_1

= FE#1FE Amazon S3

MBATFTEEER ODB PR EEFE Amazon S3 , BAIUERT. BRASERY S3 NEEEREFE
TEEEY Oracle ZE [H10¥ Amazon S3 BV FEL

FE

=A% Amazon S3 WEEFEL

£ https : //https://console.aws.amazon.com/odb/ BARX Oracle Database@AWS console,

EE MOdIfy (1'%3&)0

o 0 K~ w b =

BE1E1E % ODB 3%,

AWS CLI

ESEEKT |, EZF ODB #k%,
EEAREEH Amazon S3 FHRY ODB #85%.

ERRRUA S3 IFEUZENS BE.

FHAEA s3-access ZEM update-odb-network &,

aws odb update-odb-network \
--odb-network-id odb-network-id \

--s3-access DISABLED

A% S3 BE
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Amazon S3 B S ERHHEMR

WREBE Oracle ZE @D E Amazon S3 HEEFE Amazon S3 WREIRE , FEE T IIRHERL
=

HEERENER EFE Amazon S3

EREUTAR
- HEFREH ODB % 2 A Amazon S3 7Hl, £/ GetOdbNetworkEEXR#ESs3AccessikiE
24 A Enabled,
- FRELEEANRERNEE DNS £ : s3.region.amazonaws.com,
- BREEM Oracle EREREEHFH Amazon S3 A EFF T,
Oracle ZE st X

ERELUTRE
« Amazon S3 9 Oracle REROTERARA , EEXEH, WRBEH LY , BRE Oracle ERIEH

HEAEBERERAR,
BERBESER , 32 Amazon VPC Lattice ERE EHERE,

« W% Oracle & BHEfmfr BIEMNHEY , FBB4& Oracle Support, MFEFFHE ,
Oracle Database@ B #EAWS,

3
¥
h
=
A

Amazon S3 B4 LR E B 68
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Oracle Database@AWS Zero-ETL B2 Amazon Redshift &

ZETLERAR—ELZEMARIAER , WE Amazon Redshift # ZEHFIRERZ MgEEHR., F£HIL
RF R | B LA Oracle Exadata L #11THY Oracle E¥IE=E A Exadata Infrastructure L B4

ERE , BEREEZE Amazon Redshifte B E)[E 2 o8 £ EHRHEE, BB A ETL) BF. ©HA
DR AENRE 2 T F Al TEE S, MEFMEF , 528 (Amazon Redshift EEIEm) FHTE ETL &

A

Ho

FTETLESRHETIER

- BNEFERIEE - % Oracle BRI ERFEEREL E Amazon Redshift , I ASIERMEZE KK
- HRVEMNETLEE - TR EEBENMERTTENESMARLS R

- RBEEERMI - EIB AWS APIs BENMLEREMNEE

- L ERESLERE - Oracle Database@AWS B2 AWS DRI 2 B ERES

- WAL M - REMEM AWS IAM 7B H

Amazon Redshift T~ & & ¥{82 Oracle Database@ K= ETL BEWEEABEAAWS, BXSHARE
VHEBEAZETLES —HoMBI2EFEERMNIRE Amazon Redshift ERNER., WHEFHEE
F , 552E Amazon Redshift E{Eo

Oracle Database@ =& ETL BA X ENE B ERASAWS

FETL BE4XET %I Oracle EREMRA :

« Oracle Exadata — Oracle E¥}E&E 19c¢
- EREREE LN BBERE - Oracle Database 19¢ 1 23ai

= ETL B4 WM{74E Oracle Database@ FiE{EAWS

¥ ETL E& 1 Oracle Database@AWS # & £HEE E Amazon Redshift, Z&FIA Amazon VPC
Lattice JREB I ZE AR ER, BFERMEE (COC) M AIRRANFERRES ., BRI LUER AWS
Glue APISEEE S,

FETLRSRBEETIER .

o REELR - FEIB TLS E#IR 2484 £ 4 SSL/TLS MEHETE RS M

X ENERERE 69
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« AWS Secrets Manager — £l AWS Key Management Service Z£ 1 ZFHEREEAERFBE
- AWS Glue B4 - AT ETL ZARMHFKE—HNWEERE

ERSREETTISR

1. EIEHEIE 2484 EfFA SSL B Oracle EREN T 2IELR
2. PTFMBERE. BBHERNERRNYATEMED

3. REERFERHME (CDC) UETHENRRESR

4. BERNEREF A BE Amazon Redshift & &

/A Important

ERTERMAS ETL BE, BXEMEH AWS Glue APISEITERE. BEEEZMER Oracle
Database@AWS APIs 2 EZ ETL B4,

Oracle Database@ H% ETL B& 8 5TRIFEHEAWS
HETETL BEZH , BRELR/E T LRES.
— % o R R

« Oracle Database@AWS setup - FEZELEL MBI FIT—@E VM &,
- ERAZETL NES - BAREN VM BEHBEAR VM REEMAT ETL 8 ODB MR HRIB,

« XEM Oracle ERIEMA - BB Oracle Database 19¢ (Oracle Exadata) = Oracle
Database 19c/23ai ( EFERRELLNBETERE ),

- HHE AWS E1F - IR Oracle EXEH B 1ZE Amazon Redshift # £ X BV RMERE AWS EiF,
Oracle & E 5t R R4

BB T YERERERE Oracle ERE,

BEFERERE

EREEENSETHRAERE (PDB) FEVERAEEFRAE
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« ¥ Oracle Exadata — ODBZEROETLADMINEV EF L2 BRBNFEAE.
- RERAERRELNBAERE - FHBEAEGCADMINEAE,

B TIFARTEEEASE

-- For Autonomous Database on Dedicated Infrastructure only
ALTER USER GGADMIN ACCOUNT UNLOCK;
ALTER USER GGADMIN IDENTIFIED BY ggadmin-password;

-- For Oracle Exadata only
GRANT SELECT ON any-replicated-table TO "ODBZEROETLADMIN";
GRANT LOGMINING to "ODBZEROETLADMIN";

-- Grant the following permissions to all services.

-- For Oracle Exadata, use the ODBZEROETLADMIN user. For Autonomous Database on
Dedicated Infrastructure,

-- use the GGADMIN user.

GRANT CREATE SESSION TO "ODBZEROETLADMIN",;

GRANT SELECT ANY TRANSACTION TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$ARCHIVED_LOG TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$LOG TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$LOGFILE TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$LOGMNR_LOGS TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$LOGMNR_CONTENTS TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$DATABASE TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$THREAD TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$PARAMETER TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$NLS_PARAMETERS TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$TIMEZONE_NAMES TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$TRANSACTION TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$CONTAINERS TO "ODBZEROETLADMIN";
GRANT SELECT ON ALL_INDEXES TO "ODBZEROETLADMIN";

GRANT SELECT ON ALL_OBJECTS TO "ODBZEROETLADMIN";

GRANT SELECT ON ALL_TABLES TO "ODBZEROETLADMIN",;

GRANT SELECT ON ALL_USERS TO "ODBZEROETLADMIN";

GRANT SELECT ON ALL_CATALOG TO "ODBZEROETLADMIN";

GRANT SELECT ON ALL_CONSTRAINTS TO "ODBZEROETLADMIN";
GRANT SELECT ON ALL_CONS_COLUMNS TO "ODBZEROETLADMIN";
GRANT SELECT ON ALL_TAB_COLS TO "ODBZEROETLADMIN";

GRANT SELECT ON ALL_IND_COLUMNS TO "ODBZEROETLADMIN";
GRANT SELECT ON ALL_ENCRYPTED_COLUMNS TO "ODBZEROETLADMIN";
GRANT SELECT ON ALL_LOG_GROUPS TO "ODBZEROETLADMIN";
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GRANT SELECT ON ALL_TAB_PARTITIONS TO "ODBZEROETLADMIN";
GRANT SELECT ON SYS.DBA_REGISTRY TO "ODBZEROETLADMIN";
GRANT SELECT ON SYS.0BJ$ TO "ODBZEROETLADMIN";

GRANT SELECT ON DBA_TABLESPACES TO "ODBZEROETLADMIN";
GRANT SELECT ON DBA_OBJECTS TO "ODBZEROETLADMIN";

GRANT SELECT ON SYS.ENC$ TO "ODBZEROETLADMIN";

GRANT SELECT ON GV_$TRANSACTION TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$DATAGUARD_STATS TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$DATABASE_INCARNATION TO "ODBZEROETLADMIN";
GRANT EXECUTE ON SYS.DBMS_CRYPTO TO "ODBZEROETLADMIN";
GRANT SELECT ON SYS.DBA_DIRECTORIES TO "ODBZEROETLADMIN";
GRANT SELECT ON ALL_VIEWS TO "ODBZEROETLADMIN";

GRANT SELECT ON DBA_SEGMENTS TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$TRANSPORTABLE_PLATFORM TO "ODBZEROETLADMIN";
GRANT CREATE ANY DIRECTORY TO "ODBZEROETLADMIN";

GRANT EXECUTE ON DBMS_FILE_TRANSFER TO "ODBZEROETLADMIN";
GRANT EXECUTE ON DBMS_FILE_GROUP TO "ODBZEROETLADMIN";
GRANT EXECUTE on DBMSLOGMNR to "ODBZEROETLADMIN";

GRANT SELECT on V_$LOGMNRLOGS to "ODBZEROETLADMIN";

GRANT SELECT on V_$LOGMNRCONTENTS to "ODBZEROETLADMIN";
GRANT LOGMINING to "ODBZEROETLADMIN";

GRANT SELECT ON GV_$CELL_STATE TO "ODBZEROETLADMIN";

AT 8%
&M Oracle BRI E LRAMRCH , UEIBEES,

-- Check if supplemental logging is enabled
SELECT supplemental_log_data_min FROM v$database;

-- Enable supplemental logging if not already enabled.

-- For Oracle Exadata, enable supplemental logging on both the
-- For Autonomous Database on Dedicated Infrastructure, enable
the PDB only.

ALTER DATABASE ADD SUPPLEMENTAL LOG DATA;

-- For Autonomous Database on Dedicated Infrastructure only
ALTER DATABASE ADD SUPPLEMENTAL LOG DATA (PRIMARY KEY) COLUMNS;

-- Archive current online redo log
ALTER SYSTEM ARCHIVE LOG CURRENT;

CDB and PDB.
supplemental logging on

% EELE Oracle Database@AWS E2 Amazon Redshift Z B E ETL B4 |, B4 ERE SSL,

BB SRR
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¥ Oracle Exadata EEE

BB TEEREE 2484 EFBHEE SSL, WEKIETHER
« £ (PROTOCOL=tcps)(PORT=2484)H X E listener.ora
- £/ BRERS sqlnet.ora

« EAEMERTE SSL BFE ( 552/ My Oracle Support X4 # #9 2011 5% T Exadata Cloud Database
(ExaCC/ExaCS) ( 3T#f ID 2947301.1))

HREBERE

E 1R 2484 LAY SSL AR ARA. THREMEAMLRTE

/A Important
SSL E#IEEE A 2484,

AWS R ¥ JE R IR

ERES ETL BE 281 , 5558 E AWS Secrets Manager 5% E IAM 1,
R TE AWS Secrets Manager

# Oracle ERIEEAERFE1FIE AWS Secrets Manager # , f1 FF7R :

1. £ Key Management Service I & F Z&E AWS £i§ (CMK),
2. A CMK B EREZ AERFHEFE AWS Secrets Manager .,
3. BREERBUR LA LFF Oracle Database@AWS access.

EEHS TDE €48 ID MZME , FEAZEMNES EFRFTRAEA , LAEA Oracle A AWS
Database Migration Service B3R, THa R EELE base6s £,

base64 -i cwallet.sso > wallet.b64

T 55 5IFE R Oracle Exadata IR ER, ¥R asm_service name ,111.11.11.11 3k VM EFEEY
B IP, Bta LAl SCAN 53 ASM ZERER,
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"database_info": [
{
"name": "ODBDB_ZETLPDB",
"service_name": "ODBDB_ZETLPDB.paas.oracle.com",
"username": "ODBZEROETLADMIN",
"password": "secure_password",
"tde_key_id": "ORACLE.SECURITY.DB.ENCRYPTION.key_id",
"tde_password": "tde_password",
"certificateWallet": "base64_encoded_wallet_content"
}
1,
"asm_info": {
"asm_user": "odbzeroetlasm",
"asm_password": "secure_password",
"asm_service_name": "111.11.11.11:2484/+ASM"

THgEFIBERERERRE L BAENENRER,

{
"database_info": [
{
"database_name": "ZETLACD_ZETLADBMORECPU",
"service_name": "ZETLADBMORECPU_high.adw.oraclecloud.com",
"username": '"ggadmin",
"password": '"secure_password",
"certificateWallet": "base64_encoded_wallet_content"
}
]
}

FRE IAM FF A

BIUAHE ETL BEBRMEN IAM BUER, THEHIBERATFER, B, EHFAMER Exadata VM #
EMiRiE, BRBAB VM EE | 5FMH Bcloud-autonomous-vm-cluster , MARER ARN
cloud-vm-cluster®{E,

Oracle Database@ #% ETL BEEHZE2EEAWS

£ Oracle Database@AWS #1 Amazon Redshift 2R EZ ETL BEH , HEZEBTH%R .
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EER AR

VBT ABEERAEREN RN, KEERETREEEE/NBRBEXRTETKIBRSL.
Oracle EXENEE
SFERENTRESHTE Oracle BRI ENEE , LHERESXRZENE. MASETLESZR , &
EREREME.
EEEREE

HJR Oracle EREFMNERERZES (DDL) BEARFEEFINANERELES, FHEFTE
BREREE,

ME—RER

3
¢

BAS=E ETL B4 8 Amazon Redshift i ARBHNER,

Oracle Database@ HF ETL ZEHRHAWS

EEETH—AREH -
BIRESE— PDB

BEZ ETLBESRER—ETHRAERE (PDB) EEE K, include: pdbl.*.*, include:
pdb2.* . * R & EEREERMT

SR AP ER Exadata SRR E—

EESETL BARAEREHERRE LN —EEAEREERTER,
ElE SSL EiEiE

SSL E#R AR AIERIE 2484,

HENEEER
R Oracle Database@AWS VM # £ 1 B 2 Amazon Redshift #E X AR AR AWS EF,
TEEEFHER.

2E mTLS %X &

AXEHE TLS (ImTLS), MREH OCI EREEKA mTLS , BAEHECTHEFERASETLE

Iﬂo

PR il 75


https://docs.aws.amazon.com/redshift/latest/mgmt/zero-etl.reqs-lims.html

Oracle Database@AWS Oracle Database@AWS £ & 55

A RN EEERE

BVERESHBBAEE ARN 3 KMS &% , BRBEEERE. ELARBREEFEIES
FREBEBLRE,

TDE ERMRE RN

Oracle Exadata ERET X BEREBHRERERINE (TDE), EXEERKRZEEMR TDE,

T ENERER
HL Oracle BEMERBERIEATLEXIE A EECESHHETER, EKERESSE
SERECZH , FRARKAHECNSEERNER,

£ Amazon Redshift 3% Oracle Database@AWS integrations

ZEELTE Oracle EXIEE Amazon Redshift ZBEMWE ETL BE , T TS -

—

. £ ODB & LB AFE ETL,

% E Oracle BRI EE £ RR MG

% TE AWS Secrets Manager 1 AWS Key Management Service,
R E IAM FF Al

X E Amazon Redshift ERBXE,

BUYEETL EE,

£ Amazon Redshift FE 3 B &R E,

N o o bk~ w D

S 1. BEW ODB MHRAE ETL

BRI LA RN VM R EARBIBIR ODB MRMAT ETL BE, ARESFALES,

BRAE ETL S

—

£ https : //https://console.aws.amazon.com/odb/ BERX Oracle Database@AWS console,
HEEEE®P , EE ODB MK,

EIEERAT ETL 24K ODB #iK.,

iZ1E Modify (152K).

i

e
it
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5. E#HF ETL.
6. EFEE A ARRBBREEUR

AWS CLI

EEMAT ETLBS , 558/ update-odb-network@ S #4# --zero-etl-access 2 :

aws odb update-odb-network \
--odb-network-id odb-network-id \
--zero-etl-access ENABLED

EEAENR VM F £ ODB M AS ETL S

W TERES ETL BEEFMENMARERRE,

aws odb update-odb-network \
--odb-network-id your-odb-network-id \
--zero-etl-access ENABLED

HER 2 : 527 Oracle BRI E

5ERK Oracle BRI EHRE | 115 RFHBFIA
c BUBEEFEREIRFSLEN,
BAHENEMBE .

% TE SSL ( {£PR Oracle Exadata),
MREA , FBRE ASM FHE (R Oracle Exadata),

5 A update-odb-network@$

SR 3 : %7 AWS Secrets Manager 1 AWS Key Management Service

BURFZESR CVK) IEHENEREZAER,

1. {#H create-key@n =1 AWS Key Management Service FE I CMK,

aws kms create-key \

--description "ODB Zero-ETL Integration Key" \

--key-usage ENCRYPT_DECRYPT \
--key-spec SYMMETRIC_DEFAULT

2. BENEREZAERFMETE AWS Secrets Manager #,

$ER 2 : 5RE Oracle R E
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aws secretsmanager create-secret \
--name "ODBZeroETLCredentials" \

--description "Credentials for Oracle Database@AWS Zero-ETL integration" \

--kms-key-id your-cmk-key-arn \
--secret-string file://secret-content.json

3. BERBFKEEZEWE , LLAFF Oracle Database@AWS access.

aws secretsmanager put-resource-policy \
--secret-id "ODBZeroETLCredentials" \
--resource-policy file://secret-resource-policy.json

£ LR S , secret-resource-policy.json@& T %] JSON,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "zetl.odb.amazonaws.com"
},
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": "*"

4. BERBFEEZE CMK, CMK ERBIR X EEE Oracle Database@AWS service 8

Amazon Redshift [RIEFRMEET , UXENZNES ETL ES,

aws kms put-key-policy \
--key-id your-cmk-key-arn \
--policy-name default \
--policy file://cmk-resource-policy.json

S8 3 BE AWS Secrets Manager Hl AWS Key Management Service
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cmk-resource-policy.json EREDTE FIBRRARN, % —EFRRR RFF Oracle
Database @AWS service 7L , 28 — PR LFF Amazon Redshift £ KMS €88 - A INZHNE

BHRERVY BT,
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow ODB service access",
"Effect": "Allow",
"Principal": {
"Sexvice": "zetl.odb.amazonaws.com"
},
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey",
"kms :CreateGrant"
]I
"Resource": "*"
}I
{

"Sid": "Allows the Redshift service principal to add a grant to a KMS

key",
"Effect": "Allow",
"Principal": {
"Sexvice": "redshift.amazonaws.com"
},
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {

"kms :EncryptionContext: {context-key}": "{context-value}"

},
"ForAllValues:StringEquals": {
"kms :GrantOperations": [
"Decrypt",
"GenerateDataKey",
"CreateGrant"

S8 3 BE AWS Secrets Manager Hl AWS Key Management Service
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Nil

R 4. 3%% |IAM &5 7]
BIWEREAHE ETL BEREN IAM BE,

aws iam create-policy \
--policy-name "ODBZeroETLIntegrationPolicy" \
--policy-document file://odb-zetl-iam-policy.json

aws iam attach-user-policy \
--user-name your-iam-username \
--policy-arn policy-arn

TIRRERTFHLENFFT,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ODBGlueIntegrationAccess",

"Effect": "Allow",

"Action": [
"glue:CreateIntegration”,
"glue:ModifyIntegration”,
"glue:DeleteIntegration”,
"glue:DescribeIntegrations",
"glue:DescribeInboundIntegrations"

1,

"Resource": "*"

},
{

"Sid": "ODBZetlOperations",

"Effect": "Allow",

"Action": "odb:CreateOutboundIntegration"

SER 4 BRE IAM FFH
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"Resource": "*"

}I
{

"Sid": "ODBRedshiftFullAccess",

"Effect": "Allow",

"Action": [

"redshift:*",
"redshift-serverless:*",
"ec2:DescribeAccountAttributes"”,
"ec2:DescribeAddresses"”,
"ec2:DescribeAvailabilityZones",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribelInternetGateways",
"sns:CreateTopic",
"sns:Get*",
"sns:List*",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*",
"cloudwatch:PutMetricAlarm",
"cloudwatch:EnableAlarmActions",
"cloudwatch:DisableAlarmActions",
"tag:GetResources",
"tag:UntagResources",
"tag:GetTagValues",
"tag:GetTagKeys",
"tag:TagResources"
]I
"Resource": "*"

}I

{

"Sid": "ODBRedshiftDataAPI",

"Effect": "Allow",

"Action": [
"redshift-data:ExecuteStatement"”,
"redshift-data:CancelStatement”,
"redshift-data:ListStatements",
"redshift-data:GetStatementResult",
"redshift-data:DescribeStatement”,
"redshift-data:ListDatabases",
"redshift-data:ListSchemas",
"redshift-data:ListTables",
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"redshift-data:DescribeTable"
1,

"Resource": "*"

"Sid": "ODBKMSAccess",
"Effect": "Allow",
"Action": [
"kms :CreateKey",
"kms :DescribeKey",
"kms:Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey",
"kms:ListKeys",
"kms :CreateAlias",
"kms:ListAliases"

1,
"Resource": "*"
},
{
"Sid": "ODBSecretsManagerAccess",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret",
"secretsmanager:DeleteSecret",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecrets",
"secretsmanager:GetResourcePolicy",
"secretsmanager:PutResourcePolicy",
"secretsmanager:ValidateResourcePolicy"

1,

"Resource": "*"

FHER 5 : ERTE Amazon Redshift EiRBER

£ Amazon Redshift #£ FEREERBER , UIREEBEAES,

$EB 5 : 3XE Amazon Redshift ERBE 82
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aws redshift put-resource-policy \
--no-verify-ssl \
--resource-arn "your-redshift-cluster-arn" \
--policy '{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "redshift.amazonaws.com"
.
"Action": [
"redshift:AuthorizeInboundIntegration"
1,
"Condition": {
"StringEquals": {
"aws:SourceArn": "your-vm-cluster-arn"
}
1,

{
"Effect": "Allow",

"Principal": {
"AWS": "your-account-id"

3,

"Action": [
"redshift:CreateInboundIntegration"

]
A

--region us-west-2

® Tip

RE , BULUER TREPN AWS TREMEE, EER, HBREEEE

Redshift BLZR , MABEF BT,

1 —

axX kB

FTER Amazon

S8 5 : 5% E Amazon Redshift ERBE
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HER6: (EH BT ETL S AWS Glue

A BHEIME ETL AWS Glue create-integration®4, et H , B LIEERE VM #
£ 71 B & Amazon Redshift &5 22,

THEHIGEIEE AR 7 Exadata VM BEEHpdb1#172 PDB WE S, & A LERIR ARN
cloud-autonomous-vm-clusterdi#§ Bfcloud-vm-clusters , MEY ﬁ VM &£, EE
KMS €2 Z2AMN., REBIEESR  CAMUESE PEYNESBTRLSE 3 . 38E AWS Secrets
Manager #1 AWS Key Management Service,

aws glue create-integration \
--integration-name "MyODBZeroETLIntegration" \
--source-arn "arn:aws:odb:region:account:cloud-vm-cluster/cluster-id" \
--target-arn "arn:aws:redshift:region:account:namespace/namespace-id" \
--data-filter "include: pdbl.*.*" \
--integration-config '{
"RefreshInterval": "10",
"IntegrationMode": "DEFAULT",
"SourcePropertiesMap": {
"secret-arn": "arn:aws:secretsmanager:region:account:secret:secret-name"
}
'\
--description "Zero-ETL integration for Oracle to Amazon Redshift" \
--kms-key-id "arn:aws:kms:region:account:key/key-id"

B EEOEES ARN |, SWGHREERTES creating, B LA describe-integrationsiiHE
BRESREE,

aws glue describe-integrations \
--integration-identifier integration-id

/A Important

BEESEXE—E PDB, EREERFRGLEEEE— PDB, #lf include: pdbl.*.*,
RRSANMREIESHER AWS EEMRS H,

B8R 7 : £ Amazon Redshift 13 B Z2& ¥ E
BEEREATRRER |, 557 Amazon Redshift EE G E T EEERE,

S 6 FH BIUSEETL S AWS Glue 84
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-- Connect to your Amazon Redshift cluster
psql -h your-redshift-endpoint -U username -d database

-- Create database from integration
CREATE DATABASE target_database_name

FROM INTEGRATION 'integration-id'
DATABASE "source_pdb_name";

BUYBEENECR , BUUEHERHNER,

-- List databases to verify creation

\1

-- Connect to the new database
\c target_database_name

-- List tables to see replicated data
\dt

BEEZTETLES

BIBE DEHESARE , AWS Glue HHERIEH Oracle £ F IFE#EEZ Amazon Redshift RERFH &
ERBEFEERE,

BETNEETLBSEREEEHE
1. BEEBEAREE,

aws glue describe-integrations \
--integration-identifier integration-id

ARREFEA ACTIVEDK REPLICATING,
2. 1 Oracle ERIEFRETEEIREERNEERE HIBE Amazon Redshift 7 |, LIBREREE,
3. %&£ Amazon CloudWatch FESIREEIEE (WMRTH )

HHFE ETL ESE R ERE Oracle Database@AWS

Oracle Database@AWS & ETL B X EE R ENE, B LR EREHIZKIR Oracle Exadata & #E
EEINEEENARNER. EUNUERA—SZEGFEREREBELMLTERHBRBIEEREK , T2
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ERBEERE. EViHEEERRECRMEBENRSEZILRENEANE, GRERNREBEM
ERREBR. TXEERRMBRANENIIEREE,

Oracle Database 1 Amazon Redshift AREIN AFREEBYHEBBANE  ESFEEREHBHR4ERE
FMBEEH, EFETHEHE

« BRIETE CREATE BRX A EAREI £S5 , & Al Oracle Database EAABH RN EFZERE, &8
HRMYHERE, Hln , MREET mytable (FEEI5R) , Oracle ERIFHEKERNREBREES
MYTABLE, MIREEBIUFRIARX P 5| AYHETE |, Oracle ERFHERERH,

- ZETLERNGRREED X/NE , BEXAEFEYH BB Oracle ERFHRABETRNEIKNE,
flan |, 205R Oracle FHEFEMEBIMIRMER KL REINVENT . MYTABLE , BIfEF 23 6FR %
#finclude: ORCL.REINVENT.MYTABLE,

- BRIEEATEIN L 5[5% , DAl Amazon Redshift EFER AN EYH BB, Hltn , &5 MYTABLE(ES|
%) 28 S mytable,

B8 # 3 Amazon Redshift BFiZRH L EHERE  FIZERNBEER, WEHEZE Oracle
Database@AWS E& Amazon RDS for Oracle 1@, MFERHILAFE Oracle BRI EH E R EFR G4
M EH , 5528 (Amazon Relational Database Service R &)Y BH RDS for Oracle &,

EEin B ETL &

EHIESIRIEMN T ETL BETHEARRENEE , YR K EHRBIRE,
BEARREE 2

£ Glue APIs E512 5 ETL AWS BSHARRE,

# Check status of a specific integration
aws glue describe-integrations \
--integration-identifier integration-id

# List all integrations in your account
aws glue describe-integrations

BENREELE

« BY - FHERTEE
- fERAF —%%IEE%MTE?@EE%&
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- BN - EEEHESHE

- needs_attention - BEFEFHNA

. KM -EBEBRAEHER

- MiBR - EEBRES

Sk e BE o
ERTEETLEANENTIIER

- BEME - 7£ Oracle F 4+ B F B Amazon Redshift FHESFCENKEER
- ERAE - BEURBEERNERE

- HERE - BEERIAMMER

- BRFEAR - REMBERFEN CPU, CERBIRABRERE

f£F Amazon CloudWatch ES3=ELEIEE WA ERHABRENE T,

£t FEEFE ETL B4 Oracle Database@AWS

RUBETL BAZE , AANATEEERRA , SEEUNNBRES, AHEES ETL BANKE
&,

EhE] ETL BS

BREBAZENENERTZTETL ZEENER. HRAVNENGEEE, SEEZEUARNBESH
AWS Key Management Service £#8 , 2 RRN B ZE B E,

IBRBE SR RIR
EUTBETL BEZH  BRELHTHIEAR

- MEFFT - BRT#E%o0db:UpdateOutboundIntegrationfFAIZ4k , W IAM ERERABEHL
ABH AWS Glue 1,

- BERAERTREMNES - BENWEARM ACTIVE REE , MIE CREATING, DELETING,
MODIFYINGE; FAILED,

- ARNERBRRMGEE - TNERGFERFSCAEREN T S/HRERTE %,
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& B R ERE R

LU EREN SRR RBEEERTNERRIGEBIR, Mt—XK , BTN EERHHERBERE
BEYG  MEFENRIERERS.

EEBUREESNENENEMRMY , A modify-integration®i®,

aws glue modify-integration \
--integration-identifier integration-id \
--data-filter "include: pdbl.new_schema. *"

BT ARHERESEBAER. ETHEF T KM N PMERBSHELINESER. #HRN
EmE R4 pdbl,

aws glue modify-integration \
--integration-identifier integration-id \
--data-filter "include: pdbl.schemal.*, pdbl.schema2.*" \
--integration-name "Updated Integration Name" \
--description "Updated integration description"

/A Important

ERERERERRGR , BEEEA nodifying MRE , YHTERNEFTRL, BEEF
EER. ERAMNEGEFRERE  XERAEFSEABRRFEREESR, ERESRE , UER
18 SRR 2h 5E o

HEETL B ETERNGEREBINER

BRERER GG , FERBTIEE

- E— PDB R#l - BEBESREEE—EREAXERE (PDB), include: pdbl.*.*, include:
pdb2.*.* A% &E FERENERY

- BEDEH - EREESESREFRBHEEL , YEERTNERIFGRER,

- BRENEA -ESEUTHEVHRRENTEERERRA.

- MERE - AEERHGERHFBETRFERRNEESETHK , XA TRELEEHNHAALBY
HRE R E MR
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BUYFTETLESR  BEIEUTIRE :

M ARN - S E2EREZ AERE AWS Secrets Manager ¥
KMS £if - ARINEZNEFZEER

3%F ARN — Oracle Database@AWS VM # £

H#Z ARN - Amazon Redshift # &£ 5% 2=H

EERTELHRE , EMRRENEETL BAYBIFNES,

MBRE ETL S

EETEEES ETL BAE | B LS E MBS L8 5 655 B A8 BRI H R
£/ Glue AWS il &

£/ Glue API fHIBRZE ETL AWS E&,

aws glue delete-integration \
--integration-identifier integration-id

BT T T AR T RIRES -
. R

* needs_attention
. KB
. [@%

il BR Y S22
HEMRE ETL BAK , BEETIIME :
EREFL,

Oracle Database@AWS does T & Amazon Redshift I8 BB E,
REREER.
E#E % Amazon Redshift B9 ERHBARTT A,
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BEREENENERE.

REESE K Amazon Redshift &R ET S H BRI,

/A Important
MERRFATERN, MREFEZEMRRBEES , FEILFTNES
Ao

ZETLEENREER

ERELRERY  URRKRT ETL BEENRENE. T2MMEAME,

EBEREEREMNMBTEEENENS ETL BS
EHEL i

%X E CloudWatch B RRERE S EFMREFNMEERE,
EAE R E@wiR

EHRmRERERLE , W E AWS Secrets Manager R EFHE M.
vl

EHIBRE EHY Oracle BN ERDRE IS KB EFRMMEN T
e R

RFATE ETL Z2E¥ Oracle ERIERRENTE , BRIREREERALE,
ERELSESRE

, LEIT BN E R

ERGERELREEAIEERRCH , ERXREFRENUEGBELREE,

BEFELLReBRRFAELNE ETL ZEENEHR,
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RIKERFE

EEFEEFEAEN IAMAWS SEFENSKITT,
BEZE

EA RS FEN NACLsRIR 188 AsE 7T ML ERER BN R

BREMR

R Oracle EXIEF Amazon Redshift # & #{F A FFREINZR,
otk

1£ Oracle # Amazon Redshift FE{AfE&aics% , LERERFWMAEE,
WRER

= TREFE A AWS Secrets Manager B Ej#i2IhaE,

A B EAL
ERELRBRRELEAE , BRHERFENNT ETL BEMEE.
ERABENENSRRTEERECTENEY , tMEERFNEERZL.

Amazon Redshift {1t

FAEER Amazon Redshift i 2B B HEERBHERFECRA,

EERE

i#iB AWS Cost Explorer EHIBERENT ETL BEAENHA,
BERREANES

RERTEBEENES , LBREERE.

WEZEE ETL S

AERMERE ETL RS EREENES,
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ZETLEEERTELRHN

BoBmEAK
- BRBEBFEAERSEEE , & AWS Secrets Manager BB EEHNFE,
- BREAMBLENFIRERTERIERE.
- MEWE ARN 275 E# B TH Oracle Database@ FEAWS,
- HEER CMK BREK fo5F Oracle Database@AWS service B 77 H
R E AR AR
- FRREERR ODB MR CEHMATE ETL BS,
. FESRiE#EIE 2484 FEEHERE SSL (MR Exadata).
- BE Oracle BN EZEREXRT EEHTUEZER,
- BREERLSEFHEN NACLSEREIE 2484 LHRE,
- FEMEBEPHREEBTSERN Oracle RIEE R,
ATAIEAER
- BRELH IAM ERENACREERESRENLERFT AWS Glue .
- H3% Amazon Redshift ERBUER AFFRE VM EENEAES,

- H{R Oracle Database@s AWS EEBFEUEMNMZ N AWS Key Management Service £ #)
R,

EREE

VIHEA KK

- FEFE Oracle ERIER RN ERRZETEHARE

- TEECSHENIFRERELBAMHTRE .

- BMERREEMERKERHTERRH , AR L ERHHEE.
B E G R R E

- FERE Oracle BN EAEHANEMBERTZEMRE.

- REERRERAERAERENHENEMRAR.

- WA ASM W RHE , MR ASM £ & B EREE,

 EE¥E Oracle ERIEMAE , AR CDC T EERERFER,

BERERY

o
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* 1 CloudWatch R ERE T IERIER,
- RERRERNEFREESRZIESIRERS,
- HEF2 Amazon Redshift EXE RN B EREEBEANER.

BN —-BUtrRE

EREARTTE

- BRERGREHIEMELENZBIBRNER K,

- BMEVRERERT AR T IEERER,

- MEEBHERAEEAELEER RN SELECT &,
EREREMRER

- ¥:BJ Oracle M Redshift Z BXEHERIER G,

- REERREEQFTEEN Oracle HEEREH,

- FBEZBIEN Oracle FEEBHR , UERAEHANERER,

B fREdfReE
AT ERER A ST ETL BARE -

- BOMEER - EPMEESMEaws glue describe-integrations,
« CloudWatch $54& — E532 Al Fi#Y CloudWatch 182 R BB E B WAL,

« Oracle BRI EE — B4 Oracle EREMAENERFERE,

- Redshift Bs#2 — B5#%2 Amazon Redshift # 8 KAEMREZHEA X,

YRESE G I MU D BT IS R MRV S RS RE | S5 B4R AWS Support SR THIEH,

- B4 ARN FH fiREE,

- BEWERASRSE B’E,

« Oracle BRI ER Amazon Redshift # fEAHAE,
- BMERARENKER,

EN-BrmE
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iy Z 2% Oracle Database@AWS

MERZE AWS RRESEBEIEF. 5R AWS BF , BuUZHERERNFONMBERESE  ELEER
RTMERZLHBEBNERMEE,

Z2MR OCIAWSEHZ BN EEE. AESEREZUERATRLZEHENEREZ MY

- BEIRMNREM - AWS EEREHE AWS BRI PRTHERERE AWS B, AWS UBERHAR
EANRE. £ AWS ERFEF , EZFRAESERAELBIRMANZE IR,

- ERNEEMN - BHNEFTECRRNEER AWS IR, G4 AEEEMRE  SRENNBRE,
HEBAER , U ERREENER,

AXHAHBE T S aEEA FEA KRB EEEE Oracle Database@AWS., B & 7 #& a0
Hh AWS BR#%5 3R 175 B 48 BE ¥ M 4R % Oracle Database@AWS &R

BRI VB ¥ Oracle Database@AWS RN EE., BRAREBEFIRN S EZEURREEEHITHEE
A Oracle Database@AWS :

- f£ AWS Identity and Access Management (IAM) BURRIEIREF AT , LURE RFFREE I Oracle
Database@AWS &R, Hia0 | AT LAER IAM REBEFERT AR, #HiR, EXFMER Exadata &
Wk, VM BEEIEBER.

- £/ Oracle ERESIZNRELINERBFHTURAERNERTER LN ERE, SEIDEENEE
FRARMFEGEREMERNAREMEE L,

« ¥F Exadata ERIERE A Secure Socket Layers (SSL) 5 Transport Layer Security (TLS) iE&R, 0
TAMEN , ESREER TLS E8TER,

« Oracle Database@AWS LML SLENTFEN , T B AWS ReE7E WWFAE 7R L3R,

« Oracle Database@AWS A ZAREREFEARE (TCP) BIFRETSEIRE, WEEREE
WEREE  F2REREREEREER.

- BEMAKERBANEHERINZ (TDE) REMRMEE L8 , Oracle Database@AWS E1F
B OC| R1ZE= Oracle £#8{%77E., Oracle Database@AWS T X # AWS Key Management
Service,

- RIBETERR , ERERMFEA Oracle EEMMBLWBRRE, ERELIEEFZE SR,

- EEERERRE , S5 Oracle Data Safe 4 Oracle Database@AWS,

T 5| EREZR A M{AIERE Oracle Database@AWS URFE BN LT £ EEER B E,
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- FHERRTE Oracle Database@AWS

- WEDHMERER Oracle Database@AWS

« Oracle Database@ K& i3 B FEAWS

- FHY5EH Oracle Database@AWS

- £/ BRI ER A Oracle Database@AWS

« Oracle Database@AWS AWS Z & BRI E#H

h§) ERHRE Oracle Database@AWS

ERERMREZEN , RPEZEMRE AWS 1RF BEAER , XA AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B EBBIERE, ftt—R , SECEHAEHASESBRETHK
HEKMAENGTT. RfCERERATIARNREER -

- BERFHOEEAZSEEZEZRE (MFA).
« £/ SSL/TLS & AWS BERBH. BRMFEE TLS 1.2 WEHMEA TLS 1.3,

o {E/ BT API F{EHESEEEE 8 AWS CloudTrail, INEARERA CloudTrail 1BMHHEEL AWS SEEIH
B , B2 BAWS CloudTrail  fFR&EER) RHER CloudTrail B,

- EF AWS MEMARAR , UREPHNAERR LTS ES AWS R,
- FERERNZELLRE (B0 Amazon Macie) , HBIREFREZEFEFE Amazon S3 BWEUEEH,

o MREE AWS FEBGHHIREDR API FH BFEE FIPS 140-3 BN R IBMEEA , BEA FIPS
imeh. MEHRE FIPS M FIPS mAMEZMHEBERN , F2RHTEFEEZE (FIPS) 140-3.

MR ERCEETIEREFNET B SHEHHMBET , REEBNEABAN X FH
ud , flanEBEAL. EBFEELFERAEES AWS CLI, API AWS 3 AWS SDKsR &M Oracle
Database@ SEM AWS R K, SHEFRBENBBEXAXFZRUTBANEAER R TEARGTER
ZE B, MREREMHNBAMRRA URL , RFRZEBF D ERBEUXMAMB[FE RN URL P EE

ERmeE

Exadata EREFE A Oracle EAE R INE (TDE) RMZREHNER, BHNEROSEEEFERREM,
BHRER. EMBFHM JOIN Fl SORT ERHEREREHRBZIRE. WEFMEN K BFSHRER
Z=.
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B inE

Exadata ¥ EEM R4 Oracle Net Services IZE MR RERREBEE K ERER, MEFME
7, FE2RERTERNZ2M,

TREE

ERENNZLRTZLERENZSRNERERE , ARTLZLARGERSRERENNITER
HERFNEERE, NFFAET K F2REEERFENEZEZR.

0 & 2 MFEEE Oracle Database@AWS

AWS Identity and Access Management (IAM) 2 —T& AWS k7 , Al G BIEE 8 T4 iR H1¥ AWS
ERNER, IAM BEEEWEHHEITETEIRE (BA) FRE (EFFT) , LAFEH Oracle
Database @AWS resources. |IAM 2 —EHRHKE AWS , BRI IR EFEH,

eS|

- BEYR

- ERESRE

- FARKERFIE

+ Oracle Database@AWS 1A IAM

« AR Oracle Database@AWSHI & 7 B BUR

« AWS By ZEBE Oracle Database@AWS

+ Oracle Database@AWS OCI| #1# & 7 Ba 55 M 24

» ¥ Oracle Database@AWS & % FM1ZEGE (T ED

BRER
£/ 5 AWS Identity and Access Management (IAM) ERIBEN A BMERTE :

MEEERFEMBETT (2B ¥ Oracle Database@AWS

C
@

- BBEAE — FEEIEMELYRE 3
5 5 Mz EUE 1T FEF2 )

- REEES — EEREFAEFIELRIMEEBFF IR (2 H Oracle Database@AWS 1A &
£ 1AM)

« IAM BEE — BEERUEEFEEZES (5528 BA R Oracle Database@AWSHI & 4 B BUER)
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I

SoBBREEANS FAFIBREBRANAR, BHLERES AWS IRFEFEAE. IAM EHAERIEE
IAM B,

B LAER G 9 KRN EAER , fl0 AWS IAM Identity Center (IAM Identity Center), BE—&AH
2 ERFH Google/Facebook EAER , LBEEsWEXNEA. NEEBEEANFHEENR , F2H
(AWS & A EREER) FHRIAEAERN AWS IRFE,

HREXRFFE , AWS 121 SDK 7 CLI UAERIBHFESF RN EBFR, WFEFHER ,
EREERE) T API FEREIAWS 5 4 IREEREF

AWS tRF BRERE

ESEY B AWSIRF , B8R —E&S AWS IRF theroot ERENBEAST DG , ZXF D ATER
WA AWS BR# MER, BAUEBTEFAREAERNITEAEER. AHEFTEREAERENE
%, 20 (AM EREER) PNEZEREHEBENES.

Ba &0
BERBEERASEAEEABRSESRHE L AWS RE ERAKEERTH

BEGoREL¥BK,. Web BDIREENFERE , NE AWS R FH 5 25 RKIFEHEFE Directory
Service FHMNEAE,. BEB72REIAER K MEACZRHEFEIFERE.

F2E (AM

EEERVEBEEER , BEMEH AWS IAM Identity Center, MEFMEF , 552 AWS IAM
Identity Center £ A& EE P A ER IAM Identity Center ? .

IAM {5 FA & F &4

IAM 8 F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ —& & 2 EfH 8 A=
ERAEXNSENTE, BERUEREEREGRIBREN IAM E£RAE, NEFHEEA , 28
(AM EREERE) PRERAECEREEABS SO RMUER AWS FAEBERBETFH .

IAM BEHEEIETE IAM EREES  FEEAEFAENTITEEMRE, WEHEEAR
CIAM EREERE) hH IAM FERENFERZM,

IAM A&

ﬂliH.

25

IAM £ & https://docs.aws.amazon. com/IAI\/I/Iatest/UserGu|de/|d roles.htm B 7 EFHEFIE , H
AILAIR B ERESRRE, BUUEBRERA BRI IAM A6 (E8EA ) HFFEW AWS CLI 5 AWS API
BRERBIACR, MEFHEENR , F28 (AM £REERE) EI“E’J?J%’E@@E’\JHEO
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IAM BEEARBE S0 EAEFIR. WK IAM EREFT. BERFFIEEEREEFN , URE
Amazon EC2 #ITHIEAEN, MEFMEN , F2H (AM ERAEER) P IAM FHVRIRFEEIR
FE

E AR EEFEUE

FRILUEIB R M BUR Y G HIEE R & 5 RNER AWS RIZ2E AWS R EFER. BRERES 2 HERM
BABERET A, ERFARHFERE AWS | SFHMEELBK. KRZSHBKREL JSON XH AWS FEX
FRE . MEE—DTH JSON BRXH , F2H (AM EREERE) 8 JSON BEREIH,

EERESEFEANK  ERERWLEERTEWLERG THREERNTEE , UEETFINHEER,

HEREBERT , FRAENACRBFT. IAMEEESSEY IAM BXRIEETEEAG® , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHAIT.

S BEBR
BoRBRRERNMESD (ERAE, FRAEFEANAR) K JSON FFABERN A, EEEEEH S DA

HPLEERANITHLESE , UAREANGKRS. NFTHRUOMELS BB , 28 (AM EREE
M) PHEBEFEEBREZRHBE] IAM A,

B BERRAD/ARBEK (EEABRRE-—52) ESERXR (ANMNESES 5 HBEMBER). 0F
THRUOMEZEBRERARBERZBMEE , F20 (AM E£REER) PREZEBRRERNBREE
ZF&E}%O

EREBE

ERBPBER MR ERA JSON BERN 4. HHIEHE IAM B EEEBRE Amazon S3 fEFATREEK
R, EXEEREBRNEET , REEESAUERACARZHHREERNFIER. BLAEE
FREBRPEEEE.

ERABERUAZBETNARBE. CREEEREBETEARE IAM 8 AWS ZEBK.
HAb B R G
AWS X BHMIBFER  TREESERRRERRTHKAMT

« FFARR — RESDHEBKRARE AM BRNSZAF . NEFHEF , F28 (IAM EREE
) B IAM BEREFATRRE.
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o PRFEIZEFIBUER (SCP) — A& AWS Organizations VRSB BEBEMNIEER A, MEFMER ,
728 (AWS Organizations A& IER) AR ZEH BER,

- BEREHIBEKR (RCP) — REMLRFHPERITATFIN LR, MFEFHMER , FSH (AWS
Organizations A &) P EIRZESEZE (RCP),

- THEEBEBEX —EUAERRGFAARARTBE S s ERAEEYRE THERERE , L2EXEE
RUEFEHER, MEFMER , F2 (AM E£RERER) P TERERBEE,

ZRBREAE

EZEEENBRBRANGBERE , EENISEEMMELER, B2 7HNMTAWS £5 R ZEK
REHFRERBAFNBER , F20H (AM £REER) PHBERF LEE.

Oracle Database@AWS H1AI £ F 1AM

& EA IAM B Oracle Database@ HIFEUEZBIAWS |, B T HRHL IAM IhEERTEE Oracle
Database@ & Bt fEFHAWS,

IAM Zh#gE Oracle Database@AWS X &
HoRBE =
BREBUR e
BRB =
BRER =
BUR IR R | =
ACL &
ABAC(BUR I RER) i)
iR e =
e i) =
REAE =
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IAM ZhEE Oracle Database@AWS Xz

BRBEEAE =

%= E 2 T ## Oracle Database@AWS M E At AWS ARG {88 X 2 & IAM ThEERRELEH |
(AWS IAM EFEISR) R IAM BEEAN R,

T
W
&5

# & 2 B B3R Oracle Database @AWS
XESSBBK

B BBERR ALK NI S (Bl IAM ERE, EREHENAE) K JSON FFAIBERXHF, ELEHK
REEF &7 EMERG TRREBPLERATHEDSE, NFTHROMELSSEBEK |, F26H (IAM
ERERERE) PREBEFERBRESRBR IAM A,

£/ 1AM 55 BBER "‘—IJ«HEEJ’T:“‘F:SZ?E%E’JEWE%EIQ/J? R E RGNS T AFFIEEEE. W
BT RIS JSON BERAERMMBE , F28 (AM E£REERE) T/ IAM JSON BETES
%

H & o BB K & Oracle Database@AWS

B @AM Oracle Database@AWSHI

F-1]
i
v

'-Il-ll-
%

= EMR Oracle Database@AWS identity BRI ETHI |
S8

K EREBER Oracle Database@AWS
SEEREEEK . &

BEREBRRH B EIRA JSON RN . EREBRNRE REHIR IAM ASEEEEN
Amazon S3 REFATRER, EXEEREBRNEES  REEESTUERAEMARRHHSEER
MFEER. BRIMIIBERNER , BREEREEN TR TUHRBRERATHEEARE[AEERSET
BITHEE, BLAEEREBRIEETE. ZXATUIEIRE, £AE. A, WSS ERE
= AWS BR7.

MERABERSFEE , S EHMRE A EREIRFS IAM BEEBEASREBERNETE, NFE
HESR BB (AM FERERRE) P8 IAM PR IRIR S EIR7FE.

#Y LR )€ Oracle Database@AWS
XEBEEE: =R
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EESWLER AWS JSON BURRIEEH T AFHAR, thpER , BMEERE M ERE T oA
FEER#AT UL B

JSON BURHY Action TERHRETUARAFFHIEBHRPEMNEF, BEREERABERKTH
1THE BB BN RV ET T

EEEFE Oracle Database@AWS EEBE , 52 H (RKEXRESE) P8 Oracle Database@ E&
BN EAWS,

P BUERENETE BN ¥ 2 BT Oracle Database@AWS EA T 5IFH :
odb

BEEE-—RRAXPEEZEIE , FRERD R,
"Action": [

"odb:actionl",
"odb:action2"

]

= Z R 17 Oracle Database@AWS identity 2RV &I , 5526 BA R Oracle Database@AWSHI
B9 BBE,

R BER &R Oracle Database@AWS
XEBXER: B

EESWLER AWS JSON BURRIEEH T AFHAR, twpEaR , BHMEERE M ERE T o A8
EERAITHLEBIF,

Resource JSON BERTEZTREEEZEEAIENYH. REEBKEEHAE Amazon Resource Name
(ARN) RIEEER. BRETXEERERSTT , FAEATFR () XR-XRERNBEBARFEER.

"Resource": "*"

ZEEF Oracle Database@AWS EREH K H ARNs , F20 (RERESZE) HH Oracle
Database@ E&ENEFAWS, BE THEFUFERAMLEFIEEBEERN ARN , F2H Oracle
Database@ E &M EEAWS,
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= EMR Oracle Database@AWS identity R RH €16] , 75283 EFA R Oracle Database @AWSH)
B9 BBE,

By R R4 R 588 Oracle Database@AWS

REBRBEERRRGER =

EEEWLER AWS JSON BURRIEEH T UAFHAR, twpi2R , BMEERE M ERE T oA
EERHAITHLEBIF,

Condition TEERBEBRMNHRYE , BEERBXNUITRE. EUURMERFMES FNVFREESR
A (BIMSFRTIR) , REBBRPHRGNFBRINE, EEEFHME AWS 28R4 R, F2
B IAM EREIERE) FHAWS £ERGFASTREIE,

HEEF Oracle Database@AWS RHSIREE , F2E (RKEERESZE) FM Oracle Database@
WIRESIMAWS, BETHRETUERARGEESBOBENER , 52/ Oracle Database@ E &K &
EAWS,

% ER4R Oracle Database@AWS identity R BRIV EFI , 552 B BA R Oracle Database@AWSHI
S e 8

Y ACLs Oracle Database @AWS
XEACL: &

FHUZHEE (ACL) AT HHL R (IRFXRE. ERENAR) BEFHEERNTAT. ACL BELUR
ERAPR , BEMTEM JSON BERMXHER.

ABAC ¥t Oracle Database@AWS
X ABAC (BUERHIVER) : 882

B EFEUES] (ABAC) R—EREXRE , REBARBRNBHERFTIHE, LU USRERERE IAM
B AWS &R , ARRET ABAC BIR , UEEZXANBRBNSER LNERE RFHRE,

MERBEZERIZEFIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys fRZR5|8 , TEHRNWEGETEF , REEBEA.

MRBHEXESEERERNSB=ERELE A HYUZRBENS , BEA Yes, NERBEZERLE
FREAENSH=EFHE<® , BIEA Partial,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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WEE ABAC BIEEHIER , 8268 (IAM EHEIER) FWER ABAC RIEEET T, MEEFEER
E ABAC SRR EBRE , 20 (AM £HEIERE) FHERBMERFEEES] (ABAC).

EHe A REEAER Oracle Database@AWS
TERREE =

R B A ERR 4t AWS ERWEHEEUE | *‘“NEJ%H&%A:MWE@H , BEBEY., AWS BEE
BEELAHRIREAER K MTAREARBEFENEE, MEFHMER , %Eﬁ CAM EREIER) F1Y
IAM R RS2 < B E B IAM EEIEENAWS RIE.

iy 5 BR 7% £ B 55 7T Oracle Database@AWS
XEBHEFMIERE (FAS): 2

HEATFH TEREEY (FAS) LRI AWS RISV EFEART A , & FR AWS BRI @ T iERBRHEE
Ko MEFRE FAS FRENBERFHMES , F2REREFNTFER.

Oracle Database@AWSH RIS & &

XERBAE &

REAERBREREIN IAM A6 , IREHTEE. IAM EEE ALK IAM REIL, 1S F M ERARE
A, MEFMEENR , #5208 (AM FAEEE) RPWEIAGLUSEFIZEREG AWS IRi%,

/A Warning

BFRKE AN a2 B Oracle Database@AWS ZhEE, REFE Oracle
Database@AWS RAtiESIR , TeiREBREAE,

Y IR 78 45 A & Oracle Database@AWS

xERBELAG : 2

BBERAGREEE BBN—EAWS BBAC, RETURERRENTHENAS, RS
AEGHBELN | AWS IRF | WEREKES. AV EEETHURE , B TEEERBERAGY
T,

MBER U HEE Oracle Database@AWS FREEZACHFHERN , F2H £A WREEEAE
Oracle Database@AWS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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i# 7 Oracle Database@AWSH & 2 B BUER

BIBTER , FAENAGKRERISIER Oracle Database@AWS ERNFA, EEZRFHEAEYHHE
MEERMTEENST , IAMBEEESRUEYT IAM B,

WET MR E B L JSSON BURX M2 IAM S5 RBR |, 20 (AM FEAEERE) PHE
M IAM BUER (E2B).

% Oracle Database@ EEZMEMEMERERWFMERAWS , S EESEEREEMN ARNs R
ESHREEESBESRY Oracle Database@ HIEIE. ERFMIFHEEAWS,

&

- BREEER

« f£/ Oracle Database@AWS &

- RFFMFERAEME Oracle Database@AWS &R
- AEAEREMMBE ST

HERREEK

B ERREHEERFPANERBASRE AR, FEMBR Oracle Database@AWS
resources., EEBETREERLZN AWSIRFELCER., EREIRBES D BBEN , FERF T
HARBEREE

- FIEER AWS SEBRRAE BRI KEERTT - EERBRFTRTENCERAENTEER , FEH
BT R TS EREARGN AWS REBK., ©MTELN REMH AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRLFH . WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERG T AIUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERAMFF A,

« A IAM BER PR E4GE— S REFEE - SO LUSHREFIEEBER |, UREIEEMERNEE.
flan | WATLARBBERRG , EEXEMER SSL BEFTER R, MREBSERSEFHARKEE ,
& A AE ARG RIR F A AWS RIS EERRR , 6l CloudFormation, MNEFMEN , F2
B CIAM £ &) Sy IAM JSON BEETE : &4

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE EE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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Analyzer 121t 100 ZIEBIRRERVETITHER , UHBERELXLBERANBR, NEFHAE
#A , Bm2E (AM EAEER) FHFEA IAM Access Analyzer B2 78 BUE
- EEZBERERE (MFA) - MREHNRFIZE IAM FHESR FRERE AWS IRF |, BB MFA

DREZReM. WHEEFW AP BRERKFER MFA | Fi§ MFA REFTEEENBER. NFEFHAE
A, m2E (AM EREER) FIERB MFA E’J;zé AP| FH,

WE IAM R REEBNARES  F28 (AM EAEER) 980 1AM 22 5E8K,

{4 Oracle Database@AWS &

# E77H Oracle Database@AWS console , BB —HREFT T, BELFF I LEAFTFEY LA
R ® Oracle Database@AWS resources FIFFHIEF AWS IRF . IMREBEN L HKERLEFFAIE R
BHREIABE , AIBREEZBENER (FRAEIAG) ME , TREMEEZWELREE,

HAERW AWS CLI 2 AWS API IfERE , BF RFREEREHFT, k2 , REAFEIH
SMMERMNTZ AP BIENEERTLT,

AREFE &M Oracle Database@AWS &R

R A 3 E A & TR FEUAZE Oracle Database@AWS &R, &ZEfE VPC 5%7E DNS 47 |, SFEL
& Route 53 BMTIER , WHIWRA , LUMEH OCI BE A& DNS HEEXE OCI DNS #ZERER
P,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowODBAndEC2Actions",

"Effect": "Allow",

"Action": [
"odb:GetOciOnboardingStatus",
"odb:CreateOdbNetwork",
"odb:DeleteOdbNetwork",
"odb:Get0OdbNetwork",
"odb:ListOdbNetworks",
"odb:UpdateOdbNetwork",
"odb:CreateOdbPeeringConnection”,
"odb:DeleteOdbPeeringConnection",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"odb:GetOdbPeeringConnection",
"odb:ListOdbPeexingConnections",
"odb:PutResourcePolicy",
"odb:GetResourcePolicy",
"odb:DeleteResourcePolicy",
"ec2:DescribeVpcs",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeVpcEndpointAssociations"”,
"ec2:CreateVpcEndpoint",
"ec2:DeleteVpcEndpoints",
"ec2:DescribeVpcEndpoints"

1,

"Resource": "*"

"Sid": "AllowSLRActions",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"odb.amazonaws.com",
"vpc-lattice.amazonaws.com"

"Sid": "AllowTaggingActions",

"Effect": "Allow",

"Action": [
"odb:TagResource",
"odb:UntagResouxce",
"odb:ListTagsFoxrResource"

1,

"Resource": "arn:aws:odb:*:*:odb-netwoxrk/*"

"Sid": "AllowOdbVpcLatticeActions",
"Effect": "Allow",
"Action": [
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7

]|

"vpc-lattice:CreateServiceNetwork",
"vpc-lattice:DeleteServiceNetwork",
"vpc-lattice:GetServiceNetwork",
"vpc-lattice:CreateServiceNetworkResourceAssociation",
"vpc-lattice:DeleteServiceNetworkResourceAssociation"”,
"vpc-lattice:GetServiceNetworkResourceAssociation",
"vpc-lattice:CreateResourceGateway",
"vpc-lattice:DeleteResourceGateway"”,
"vpc-lattice:GetResourceGateway",
"vpc-lattice:CreateServiceNetworkVpcEndpointAssociation"

1,

"Resource": "*"

THERERBMFIBECHET

WEHEREBMMEIBEER , AFF IAM FREREKRNEBAERAE SN ARREZEBR,
AEETEAEFHEH K AWS CLI AWS APl URBRERET AR TR BENFT,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

iam:ListUserPolicies",
na

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",

B BUR
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"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

AWS #) ZEBUR Oracle Database@AWS

HRRUMEEHIENAE , £/ AWS ZEBRELBTRBBRERS. B IAMEFZER
ERERBANERAE K MBERRTALHBERREHEMENTT. SEZRERBER , LBAILUER
I AWS REBK, EERFHEERNERARS , X AEEN AWS IRFEHREM. WF AWS £
EBRNFMER , F2H (AM E£RAERERE) P AWS ZEHHE,

AWS BR# MERBAMER AWS ZEBK, SEEEE AWS ZEBERPNFA. REBESEHEMET
MEE AWS REBK , UXEFN IR, LEENERTEXECERBRNMAES &5 FFUENA
8), ENMWRRBIFRETRE , BREKEUTREN AWS ZEBXK. BRETEH AWS ZEHEH
BEREFA , Rt BEREM AR ER BN,

AN, AWS T EEZE RE2THEHENZERE, Hla0 , ReadOnlyAccess AWS ZEBURIE
A AWS R M ERVEEZEE., EREMEBHINGER , SAFNRENEIR AWS HigHERT
A, MEEKBEBRNEENRE  F2E IAM FREEREDEBEEBENAWS ZEBER,

F&E
« AWS Z2E B : AmazonODBServiceRolePolicy

AWS ZE B : AmazonODBServiceRolePolicy

IR ERE AmazonODBServiceRolePolicy BURMIMNZE IAM B, HBXRSEEIBEBEELE ,
Oracle Database@AWS A 5F REREHITEHE, MEFHMER , FS2EFEH WREERL A Oracle
Database@AWS,

AWS SEHE 108
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EERGBERENFHEENR , SERFRAL JSON BERXH |, 5520 (AWS ZEBEKRSEE™E)
# AmazonODBServiceRolePolicy,

Oracle Database@AWS OCI| ) & 9 BB MR

E&ERA AWS APIsA 2313 JR# Oracle Database@AWS , ELEFEE {7 IERI Oracle
Cloud Infrastructure (OCI) #A®., EEHFBELEIR , AWS SRKRMAE OCI APIsBHA. /T &M
BEREARERE , OCI #M Oracle Database@AWS £/ AWS STS M AEENER K WEXEFEII®E
PEER , UREAEEFEAPER OCIAPIsEE. Eit , €% AWS CloudTrail & it % # & & 52 8%
FH OCI IP ZEREC4% sts:getCallerIdentity APl NEH, E&FEMH Oracle Database@AWS
APIsky |, FETRHIELEH,

¥ Oracle Database@AWS & 2 MZEUEITHED

FRAUTEARGEEZEAE EME A Oracle Database@AWS and IAM B aJAEIBEIH ¥ R E,
*RE
- REHEE PHITEE Oracle Database@AWS

« RAEEHIT iam:PassRole HiZE
« BEEARFT U AE AWS 1RF FEFE M Oracle Database@AWS &R

REREE DHITENME Oracle Database@AWS
MRBRFER , SHEREREHITEHE , ENBRLEEN , AFEHITEE

THgEHIEREEmateojackson IAM EREEHAERAETEARE —EERS my-example-widget
ERWFFHENR , BAMEER odb: GetWidget FFAIBRFE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
odb:GetWidget on resource: my-example-widget

FEHBERT , AEEH mateojackson FHEMNBE , AFFEA odb: GetWidget BYETFE my -
example-widget BiR.

MREFERmE , FBIEEN AWS BEEE, ENEESRACHEERRE
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K AEEHIT iam:PassRole HIFZ#E

MRBRFNEEER |, FHEBEREHIT iam: PassRole®F , BNBERLAEFRH , URFEEACGEES
Oracle Database@AWS,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

EEA B IAMmarymajor FA&EEXEAEE ST Oracle Database@ F#TEIMER , LTS
HHIFHERAWS, BER |, BEFRBRELEHEREAGR TN T, Mary ZEKACEERRENET.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MREFEEHE , FHEEN AWS EEE, ZNEESRUENEZERE.
BEEAF MW AR AWS tkRF FEFER Oracle Database@AWS &R

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIRENER, EUIEEE R
EEENHENEXAR, HHXEERERNBIRNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFRENE RN,

MEE—STH K F2RUATAS :
- BHE T Oracle Database@ =EAWS X EELIRE , 5528 Oracle Database@AWS 1Al {£ A

1AM,

- BETHINAAWS tRF EEEEN EREIRMFEE , BF28 (AM FREER) FHELHE
B AWS IRE W% —1{@ 5 IAM FHEREFIHE,

- BETRINMISERNEFIMERMEHBKE=H AWS IRE |, 528 (AM EAEIERE) WS FEUER
HEEE=H AWS IRF #H,

. METRNAEBMA S RAFIE  F28 (AM EAEEE) PR EIRERENSDE
FEIBRBHERE BASD).

NETHRERAGNERARELTRESERMNER  B2H (AM EREEE) T AV
RS R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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Oracle Database@ B & HREEAWS

& Oracle Database@ M EHRETAWS BURRERMNBRBE., BLARNEREE , UREAN
EEFER . Oracle PBILREEHRERA Oracle 3

HEY5E M Oracle Database@AWS

AWS £EREBRERELL AWS EiF M THEHAREREE, AWS EiF REZEEREHAIREHAN
AR, EEXTABMRELE, SWEENSHENGEE. SATARS  ATNRHRAEN
FRARANENE K ETHESCBEHREREMNIERETE. TABRSN TR, FEEINE
ReEH  ORE-FZEERPONERERREES.

W% AWS Bl AITAERNFEER , H2H AWS 2REBBIE,

BRT AWS £BRERERHE 25\ , Oracle Database@AWS ERIRERIE AL , UHB X EENER BN
B FER,

£ MR E# A€ Oracle Database@AWS

Oracle Database@AWS use AWS Identity and Access Management (IAM) fR#&E#E A, RIEE
EEGREERELEZE WiE— IAM BEEE Oracle Database@AWS., REEEAEH BEAES ,
Oracle Database@AWS YWZEZ R AWS IR REREHWUE M FRENFIERF T,

PRI ELE A 6T FERE Oracle Database@AWS BEMFER K HAEFTSLFEFIBSLENGT

A], Oracle Database@AWS BEXHREEEA BT , RIESHESR , BAIAEE Oracle
Database@AWS BIEH AR, EXMF I SFEEEBRMEFUTEEK |, It BT T BERTEEM i 24E [
Hith IAM B8,

BYLAEEMRACHMEEER , THEMBRAER, ETREEMN Oracle Database@AWS ER , RAR
FERPNOBRIFEERNET,

iy IR 758 4E £ 55 1] Oracle Database@AWS

Oracle Database@AWS & & AWSServiceRoleForODB K RIEEFE A , Oracle
Database@AWS B S 5F AWS BR#§ KRS EREWN ,

AWSServiceRoleForODB RIS EFACEE N IREBEZAE -

 odb.amazonaws.com

* vpc-lattice.amazonaws.com
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https://docs.oracle.com/en-us/iaas/Content/database-at-aws-exadata-awssc/awssc-security-compliance.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
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RS ELAEEESR A Amazon0DBServiceRolePolicy WEFAIHR , ZBESR T ABER
FHRENFTA., mEFMAER , F2BAWS ZEBER | AmazonODBServiceRolePolicy,

(® Note

IERMIARRTERTA B (MEAE. BERAe) T TEY, REIMRBREEESE, W
RIGEE UT?U%“'EEHE :

B|EEVER. BREERBRIRKEFACHN. BRIFSEES , RAREBAE -

AEE SR ERA THIF

{

"Action": "iam:CreateServicelLinkedRole",

"Effect": "Allow"

"Resource": "arn:aws:iam::*:role/aws-service-role/odb.amazonaws.com/
AWSServiceRoleForODB",

"Condition": {

"StringlLike": {
"iam:AWSServiceName":"odb.amazonaws.com",
"iam:AWSServiceName":"vpc-lattice.amazonaws.com"

}

}
}

WEFMAES , F2HE (AM EREERE) FHRBEEABF .

5 B R¥ERE A E Oracle Database@AWS

BIREEFHEIRBELAR , EFE Exadata ERER , €A% Oracle Database@AWS 231
RIEEZEAE,

EEMBRERKEERAE  CREEBXEY , AL ERFHEAEREFEFELIAR, EFREY
Exadata ERER , €8 /XAB Oracle Database@AWS B R EF AR,

imEE B ARFSE 4L A Oracle Database@AWS

Oracle Database@AWS 7T St 5F & #mEE AWSServiceRoleForODB fRISERE AR, RAESEEE T
BESERBKEFERAE , IUERLIEEVACCRAEFACER., T8 , ZAUFEA IAMFEAEHN
HiR, MEFHMEEF , F2H (AM EFHEER) PHHEERBELZAE,

H AR #5E 4 A B FF A Oracle Database@AWS 112


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#edit-service-linked-role
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fiBR 89 PRIEE AL A € Oracle Database@AWS

EETBEAFTERBESACHIIERRE , RAZRERHERZAC, -, ERRIEREDE
ERERENREAER. T8 , ELALEMRABER , TElBRRBEEAR.

SEBR MY BRFSE#E A & Oracle Database@AWS

BYALRIBBEGACKBFEATHIERER  EBKRIACERANER , <RI LR IAM &
HMIBR.

BERKEEACEEN IAM TIEAEERATHN TIERER

1. & A AWS Management Console YRR https : //https://console.aws.amazon.com/iam/ B9
IAM £ &,

2. EIAMEEAMEBERT  BIEAR, AKEIE AWSServiceRoleForODB &M EH ( M3k
BEEUAER ) o

. EFMEAERN Summary (FE) EEA , 1##F Access Advisor (7B Advisor) 20 B
4. 1E Access Advisor (£H Advisor) 2B , ¥ RIS ER A CWILHES.,

(® Note

MREFHE Oracle Database@AWS 2 & fFEH AWSServiceRoleForODB A€ , &AL E
ARRZAE, WREBEA A€ , AMKREAN , MASTUREEAZAE AWS EF
0, MRBRELEFEAZAR  BXBEXSITEREBER , TEMRZAR, SEEREBR
KEZEABHNITERER,

MR BEERZER AWSServiceRoleForODB A€ |, & 2478 5 MIBRFTE Oracle Database@AWS &iRo

Oracle Database@AWS R EZABZEN EiF

Oracle Database@AWS X EEFIERERE AWS EiF 1) vEARKEEA R, NEFMENR ,
28 AWS B35 ik 2,

3

Oracle Database@AWS AWS Z & E I EH

W15 B L ARIEFE 2R B MEE L2 F Oracle Database@AWS LA | AWS ZERFEHMWFMEENRA, m
FHEEMEER EEIRE |, 55578 Oracle Database@AWS X4 B L& BEH LA RSS HE,
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gE

H IR EFE A BFF A Oracle
Database@AWS - EFH IR A,
K

H IR EFE A EFF A Oracle
Database@AWS — EH IR A
®

AWS ZEHX : Amaz
onODBServiceRolePolicy — #T
# BRI E S A B BUR

Oracle Database@AWS Bi%A
EHEE

DU

Oracle Database @AWS B A% 57 & 7] #5718
ZFAWSServiceRoleForODB fRIGERE A
f.Amazon0ODBServiceRolePolicy # , jEL
#F A SLEF Oracle Database@AWS #4117 T~ 5I B E :

« iR Amazon VPC Transit Gateways Fff#
« #3& Amazon EC2 EiZ
 BUA Amazon EventBridge iR

ZZU n¥%ﬂ1§nﬂ 0 nﬁ’ﬁﬁﬁﬂ’]ﬁﬁﬁ% ?‘iﬂ@nq—'—l Oracle
Database@AWS,

Oracle Database@AWS B #8371 5F 7l #7118
ZFEAWSServiceRoleForODB FRIGERA
f.AmazonODBServiceRolePolicy # , jEL
55 7] So8F Oracle Database@AWS #4117 T FI B E :

« 1R Amazon EventBridge iR
o HRMEBISHERGE

MEFMEEA , FZRNRBEEZHEF A Oracle
Database@AWS,

Oracle Database@AWS AmazonODBServiceRo
lePolicy BAAWSServiceRoleForODB BR#%

ﬁ%ﬁ @%ﬁ'fg o ﬂﬂﬁﬁf‘lﬂﬁnﬂ nﬁ e %AWS 'EA;IBZ
& : AmazonODBServiceRolePolicy.
Oracle Database@AWS ERHIEHE AWS ZEH

RWRE,

Date

2025 ¥
6 A 30

2025 &
6 A 26

2024 F
12 A2
H

2024 £
12 R 2

BUREN
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EZJ2 Oracle Database @AWS

Bt 2 43 Oracle Database@AWS FE ftht AWS R A RN AT FM, TTAMNRENEER S,
AWS 2 THERT B | EHEEE Oracle Database@AWS, EI$REEER | 3B R EREN B BN Eh4E

« Amazon CloudWatch AWS £ EIRES IR AWS ERMEHE EHTHEARARER . B UKENE
HIEE, B BRTEREK , URBREER , EREEEEIAEENRERBNERKENEE, 6
m , AL CloudWatch Bt CPU EAERH fth Amazon EC2 HTERERZR , Y EZEEREH
BEFHHITEE, MEFHFMER , 5528 Amazon CloudWatch £ &R,

« Amazon CloudWatch Logs A :BRES R, ZHAFER B Amazon EC2 #11T{E . CloudTrail X &
f2RREY BB R, CloudWatch Logs AIES#E HRFRERFMNEN , Y EEZEFERERBENE, &
L AREREEESMAMNREEZE, MEFMENR , 528 Amazon CloudWatch Logs
FEREER.

-« Amazon EventBridge Al AR B E{LEW AWS R , YEBEERKSEH , fINEAEX TRAMRE
BREREE, KE AWS RENEHSLUE TN SRR ZE EventBridge. ZAIiREEEMN
FE RETECEENSH , URESHASHAKRMEBDHTNEE. WFFHAENR , #F28
Amazon EventBridge &5/,

« AWS CloudTrail @#EXH AWS ERiRF A RENVIRF 2 HAY API FEILAAEEE S |, 145 B 3748
REXMNELZIEER Amazon S3 fEFETE. & LRI LR £ & MR FE AWS, 1T REILAY SRR
IP it , AR ER, MFEFMESR , 52 H_"AWS CloudTrail fEAERER. -

Oracle Database@AWS £ A Amazon CloudWatch 17 E5 1%

& A LAE A Oracle Database@AWS CloudWatch B2 | ERWERKRER VA HEE A TERIAYF
BN IEE, BLHKAERERE 15 @A , LELEIREEA , Y FSHE Web ERARERSRBEW
BTN, CHAUREEERERENETR , EREELRERBSEABANNENEE, NEFHAE
#:A , 5528 Amazon CloudWatch &5/,

#Y Amazon CloudWatch #54& Oracle Database @AWS

Oracle Database@AWS [RBEEE VM &, BHRERENTEAER ENAWS/ODBIREZEEF |, [@
Amazon CloudWatch &5 1EE,

£
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- FRENENER
- IRABRENER

Fig VM £5EMIEE

Oracle Database@AWS FRIEEE Eix VM EEMAWS/0DBir & =M PR E T 551E,

BEE

ASMDiskgroupUtiliz

ation

CpuUtilization

FilesystemUtilizat

ion
LoadAverage

MemoryUtilization

NodeStatus
OcpusAllocated

SwapUtilization

RERERENER

Description

R B R R Az
Bott, TAZEERAHK
RHZEM, DATA MimEEAE
FERFIM Oracle BRIERE
=R, RECO B HEZTEARN
ERNENERR , flMHF
MEE B

CPU EHER B L.

MEERZRNERARESD
ko

REFHEREB 5 piE.

ATARBEFEARERXNRE
BEIL , BERXH., TAWN
RERBAER T amAEE
cat /proc/meminfo

EHEHEDTER,
EEIEOCPUS ﬁ H )

BTN ERRE DT,

B

Bkt

Btk

Bkt

Integer

Bkt

Integer
Integer

Bak
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BE
BlockChanges

CpuUtilization

CurrentLogons

ExecuteCount

ParseCount

StorageAllocated

StorageAllocatedBy
Tablespace

StorageUsed

StorageUsedByTable

space

StorageUtilization

Description
BYEENTHERE.

CPU FAXRLBEDLERT , X
REFMENAERHHE, SrEA
FEREFEAKN CPUs BER
HEAERFDL , iER OCPUs
BENME.

FErmE R A R E AR IR
Ho

ErmEBRAHIT SQL AN
By fE A B FLEE R I E o

PITIZE 53 e R0 Y R 351 AT R 3R 1 4
#E,

TE W B B R G B AR B R B A ot
FEERE.

SeRBIRBENREEN
REEZERE. NRRAHFE
BE , kEESRERERE
BERZE™,

R T U SR R R Y (7
TREE.

BWEBERRZBEANRE
ZERE, MRRAFER
B, hEFSRARASRER
RZEM,

BRI EEEANHEREFRE
BZtk. RRMAEHRZERE
HREEZERE,

B
BRHREH
Bak

e

e

e

GB

GB

GB

GB

Bakt
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BE

StorageUtilization

ByTablespace

TransactionCount

UserCalls

AAEAERENER

Description

ERTFNERERREEER
WEEEMES k. NRER
BENE | MISERRERE

SRERRZER,

ErmEERSE , FRAEER
MEAEERNESHBE,

EFMERRAZA, HATME

TR SO RE,

B

Bakk

HE

oE

Oracle Database@AWS fRIE &7 T i A E R ERAWS/0DBAr & 2= B R IR & T HE=E,

B

AllocatedStorageUt
ilizationByTablesp

ace

AvgGCCRBlockReceiv

eTime

AvgGCCurrentBlockR

eceiveTime

Description

ERREBEMBEEFPE
ANZEEBE D, BRAHRE
BE , LERERARASRER
REBWER. (HEFTER:

Fi9{E , EE : 30 2 )

LR CR ( — &
) ERERER. EEAR
RAC/EEERE, (MitE
#:FEE, ER:558E)

T 152 REN B Al 2 R
R, MetERE®RETEY
B, EiEAM Real Application
Cluster (RAC) ERE, (#
FTER FEE BR: 55

)

By

Bakt

il
&
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BE

BlockChanges

BlockingSessions

CPUTimeSeconds

CpuCount

CpuUtilization

CurrentLogons

DBTimeSeconds

Description

SYEENTLEAR. (#
HER : FHE MR 19
i )

B BT ESH TIFFEER. TEA
RERERE. (HFTEHR
RAE, ER: 15 78 )

EREBRR , REEREY

ITER PR = T/ERERH CPU
RERBEFRR, F9EH

 TEREERAY CPU R JT o
(#ETER : FOE. BHRFE 1
2iE )

FRZRE R CPUs B &,

CPU AR BDLERT , ¥
REMERAERE, HHR
ATERIEEA CPUs BE#K

HEMAEASEL , ER OCPUs

BBHME, (HIHEN ¥
0, B 158 )

T PiviEE [ PR O B T B AR IR
Y. (MFTEHR BN, B
B :158)

EREHTER e R TER
BRERERERERNRBE R ER
B (CPU + &5 ) WFHEE
R, LBAFSERT TIER
B, (#EtEHR: FHE. B
B :1208)

B

BREEH

HE

SZE R

oE

Bkt

AT

ST
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BE

DbmgmtJobExecution
sCount

ExecuteCount

FRASpacelLimit

FRAUtilization

GCCRBlocksReceived

GCCurrentBlocksRec
eived

Description

E-SEERNERERERFE
B SQL EHEBITEEREM
e, MEBHETURTIE :
TRZhy . TXREL . TInP
rogress." ( fRETER : A,
EkE: 1 08)

EMMEBRAZIT SQL Rk
N A EFEEFEIUEE,
(fRETEHR - #ERA , Bk : 1
PiE)

REGERBERESZER
#le TEARAIEAERE,
(#HmETER . &XE , BB :
15 48 )

REGEEBEREHEAE,
TEARTBAERE, (#
FHER FHE, BR: 159
& )

BHWENSERE CR (—
HMEN ) B, EEAR
RAC/EEERE, (MRFTE
#:FHE, EE 5 9E)

REBHWEINLEREE
HER. HtERSRETEY
B, EEARM Real Application
Cluster (RAC) ERE, (#
FTER EHE BR 5%
55 )

B

HE

HE

GB

Btk

BUERE

BUERE
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EE Description By
I0PS B A HREN T BRBREH
B, (MEtEHR: F9E. B
B .1 98)
I0ThroughputMB SPFYEEE  LLMBABE S MB
I, (METEHR : F9E. B
B : 198 )
InterconnectTraffi FEASPHHERERR, £ 2 SYMB
cMB BAMR RAC/HEREERIE, (#
FTER  FHE BR 5%
)
InvalidObjects EYNENEYHTR. T AT

BRARBHRERE, (#HtE
B BXE, BR 24 D)

LogicalBlocksRead BYR SCGARRER (&®ER SYERH
) BRNFEHERSY. (&
STER: FEE. BR 12
i )

MaxTablespaceSize AIEEER R =B A/ LR, GB
HRARB[ERE | LIEER
HIRRBERRTZENER,
(#RETER . &AE, BEF :
30 28 )

MemoryUsage AEBEEEKXD , AMBA MB
B, (#MFER: F9E,
IR : 15 08E )

MonitoringStatus ERNESERRE, MBEEEE TEH
AR, BIEELIEEPHEE
HREA. (HHER: $5
8, BEfE 528 )
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BE

NonReclaimableFRA

OcpusAllocated

ParseCount

ParsesByType

ProblematicSchedul
edDBMSJobs

ProcessLimitUtiliz

ation

Processes

ReclaimableFRA

Description

Ao ERHNREERESE. T
BRARTBAERE, (#
& ¥HE BRE: 152
)

BRIEEMMERERERAEEN
B OCPUs BB, (#itE
B EE, BE:1208)

P 122 5] Fea P F 88 350 A R Bk A
B, (HFTEH:&F, 8
B :1208)

SYERBAMGBE. (#
AR POE. MR 12
i )

ERENEERNEEBE
B, TERARARERE,
(#HRETER . &XE , BB :
15 258 )

BERHEAE. TEART
FEARBE, (HIEH P
9E. BF:15%)

ERESRENE. TEAR
AREAERE, (#HAES :
RAE, BfE 1 78)

AEKHNRRERESE. &
ARTEAERE, (#KTE
& F5E , EE 15 98E)

B

Bakk

Integer

oE

BR AT R

e

Bakt

e

Bakt
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BE

ReclaimableFRASpace

RedoSizeMB

SessionLimitUtiliz

ation

Sessions

StorageAllocated

StorageAllocatedBy
Tablespace

StorageUsed

Description

REIEE IR B 18 IR (& 45 AT B Y 22
B, TEHARTRAERE,

(#ETER : Fi54E , BB :
15 5348 )

EENEMTIHE KUY
MB REf, (#HETEFR :F
BE, MR 198 )

TERREIERAR, T8
ARETEAERE, (#HTE
# o FEE. BRE 128 )

EREFH TEREEREBE,
(#ETER : FOE. BHFE 1
2iE )

KEEfREE , ERREEHEE
MZE LR, HRARER
B, hERRHRASFERNR
ZRERNER. (HETER &
KRIE , EfE : 30 248 )

KEEREE , ERREEHEE
MZE LR, BRAREHR
B, hERRHRASFERNR
ZRNER. (HETER &
KR{E , B : 30 248 )

BRHEERANRAEEHE,
(#tER - BEXE,BR:3
0 78 )

B

GB

#% MB

Bkt

B

GB

GB

GB
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BE

StorageUsedByTable
space

StorageUtilization

StorageUtilization
ByTablespace

TransactionCount

TransactionsByStatus

UnusableIndexes

UsableFRA

Description

ERRZEEEERHEERD
RAZEE. HRAREHR
B, LERRARRBERE
ZENER. (HTEHR: &
KRfE , Bk : 30 2 )

BRI EEERANMEFERE
Bk, KRFIBENKRER
MREEZRE, (#HKFTEHR:
Fi9{E , FEfE : 30 74 )

FANZEBs , KkERE
THE. HRARERE , thiE
ERHRRSENRTHENE
B (HEFEH: FHE, B
f@ : 30 pEE )

EFMEREEHE  FRAEER
MERAEERNEHEE,
(fRETEHR - #ER , Bk : 1
oiE)

BUEXREERNRZBE.
(#ETER : FHE. BHFE 1
7 )

ERERGBERPEEERAN
R5l5t 8. THEHARSHRER
B, (HitEH:  &EXE, B
B : 24 B )

AANREERES., TiE
ARTEmAERE, (HKEE
#:FEE, R 15 9iE)

Bkt

Bkt

oE

B

Bakt
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BE

UsedFRASpace

UserCalls

WaitTimeSeconds

Description By

REAGEERBERESZEA GB
E, TEARTEAERE,
(#ETER . &XE , BB :

15 288 )

EFmEERAEA, ZWMME  FHE
THIUNEHEBE, (KRETE
# BN Bk 1 98E)

HEMNEHTERGTISIHE SBUYVE
P ERTE B R R PR P RAEIE A
EZFRENTEERR, 15

ERP ITERBRNEFRRE T

. (HETEHR:FHE, B

f@ : 5 o )

B Amazon CloudWatch #£E Oracle Database @AWS

A LAE A T &R P I #E E R EFE Oracle Database@AWS 1EE&E #,

HE
cloudVmClusterId

cloudExadataInfras
tructureld

collectionName
deploymentType
diskgroupName
errorCode

errorSeverity

EMEBERNER ...
VM # £ BIRT.
Exadata E /5% HEHY B £ o

EENEH,
ERERERNEE,
HWRHENE R
SRRRMCIR.
SRRRAVERE M.

CloudWatch #EE
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MR
filesystemName
hostName
instanceName
instanceNumber
ioType

jobId

managedDatabaseGro
upId

managedDatabaseld
memoryPool
memoryType
ociCloudVmClusterId

ociCloudExadatalInf
rastructureld

parseType
resourceld
resourceld_Database
resourceId_DbNode
resourceName

resourceName_Datab
ase

ENEFARNESR . ..
ERRABHEHE,
FHREBENEE,
EREHTEEBNERE,
EREHTEREAITEERR.
—& 110 RIEFE,

E TS B9 HE — R BT

#9355 Bl fFManaged Database Group.

(95 Bl Managed Database.
ARRREENEE,
—EiREEE,

VM &5 OCI #&5BIRF,
Exadata E# &R OCI B BI%RF.

AR : DE CEichS
BEREBI.

BRI ERE B
EREE R EEI.
BERNEE,
BERENERE,
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WE EREFBRNER . ..
resourceName_DbNode ERESHHNEE,
resourceType BRENEE,
schemaName ERERNEE,
status ERERARRE,
tablespaceContents BRRZENRE.
tablespaceName ERRTZENERE,
tablespaceType ERRZENEE,
transactionStatus R HMREE,
waitClass EREHNER,

E£# Amazon EventBridge H Y Oracle Database@AWS 4

& T LAFE EventBridge FE5#2 Oracle Database@AWS B4 , REARER AWS MARIGIR ALANRE
ERER. EventBridge &Lt ERIFRAHZE B#E , 520 AWS Lambda 1 Amazon Simple Notification
Service,

(® Note

EventBridge Z Bi##8 A Amazon CloudWatch Events, f1EFMER , 5528 (Amazon
EventBridge & 58) F Y EventBridge & Amazon CloudWatch Events K& Amazon
CloudWatch, EventBridge
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RE BWEH AWS

ELEHZM AWS i Oracle Database@AWS APIs B4 |, WA FIER PR FEREHERIE AWS
MR

®H OCI WEH

BLEHEER OCI B4 |, HIINEE Oracle Exadata EMERESR VM EEMBENEH., EETH H?f
Oracle Database@AWS , aws.partner/odb/8%E FEIFEA WEHERE AWS 1RF
EWRE OCl =4,

Oracle Database@AWS X H HE4 AWS

Oracle Database@AWS E# AWS SIEEEE I MMBRHAR ODB MR MEEMN LM BHREE, ELEH
EXNEE PHERSEHERE AWS IRE, XNERESEEE.

ODB B EH
=4 EH#ID B
B ODB-EVENT-0001 FXZhE 3L ODB #8%% odbnet_ID
B KK ODB-EVENT-0011 #EE 3 ODB #85% odbnet_ID
i B ODB-EVENT-0002 R Zh M ER ODB #83& odbnet_ID
I B 25 B ODB-EVENT-0012 #FEMER ODB #83% odbnet_ID

gl : ODB MR EMSH

T gEHI R ZE L ODB WS,

"version": "Q",

"id": "@1234567-EXAMPLE",
"detail-type": "ODB Network Event",
"source": "aws.odb",

"account": "123456789012",

"time": "2025-06-12T10:23:437",
"region": "us-east-1",

RE WEH AWS 128


https://docs.aws.amazon.com/eventbridge/latest/ref/event-delivery-level.html

Oracle Database@AWS Oracle Database@AWS £ & 55

"resources": [
"arn:aws:odb:us-east-1:123456789012:odbnetwork/odbnet-1234567890abcdef"

1,
"detail": {
"eventId": "ODB-EVENT-0001",
"message'": "Successfully created ODB network odbnet-123456789Qabcdef™"
}
}

Oracle Database@AWS R E OCI| FE4

ARZHEHHREER OCl EEX., 27 aws.partner/odb/H Oracle Database@AWS B FH 5
MWEHERE AWS IRE |, BUERERE OCI MEH., BELETEM BRI EHERSE.

OCI RHt=ENEHEE , 2FTHIEE :

- Oracle Exadata E/#5%
- VM BEEH

- CDB £

- PDB S

WE OCI XBNEEEHERMFMETN , F2 8 Oracle Exadata Database Service on Dedicated
Infrastructure Events #H Events for Autonomous Database on Dedicated Exadata Infrastructure,

12 Oracle Database@AWS E#

& B LAfE Amazon EventBridge FEVEH E 7R HE L& & EventBridge EBNEHERFREREEK,
EventBridge RIFEHIEARS] , LA LERE EventBridge RAIREHZEHMEZ , LUEKNFERAE
.

#t €% ODB M= AWS
HARE 1 ODB MMREH AWS , B EA T Y E4HENETEE
"source": ["aws.odb"],

"detail-type": ["ODB Network Event"]
}
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A LAE A EventBridge put-rule AP BB EHEREREAMER . WEFHHENR , F2H
{Amazon EventBridge AP| £ ) &y PutRule,

£ OCI &%i2 Oracle Database@AWS E 4

#MRE OCI Oracle Database@AWS HEH , EAILAEAELR Amazon EventBridge APl & H
PutRule FEHIN R HRIBER . FHEE TSR

- RIBEEGENSEHER  FABTEHERN,
* #% EventBusName %% Oracle Database@AWS I K EFRHEE T,

MEMAEEEHMEWRSERE EventBridge B ZMFFMER , 5528 Amazon EventBridge AWS 1R
F PiE 2BEENERES

¥ Oracle Database@AWS EHH#EITHED B

MREBIEHRXNIEHABTNEE , BT THIEME

- W% ODB MR EH , & AWS Support,
-« ¥4 ODB #33& Oracle Database@AWS 4NN EH |, FEH##E Oracle Cloud Support.

MEFHMET , FSBEUE Oracle Database@ HIZEAWS,

£ F 524% Oracle Database@AWS API FEAY AWS CloudTrail

Oracle Database@AWS 282 ESAWS CloudTrail , lLIREREFERE. A AEKEREEN K
AWS fR#&. CloudTrail 2# HIFTAE APl FEILERER Oracle Database@AWS B=E4, HEEUH I/ IE
3R B Oracle Database@AWS A , AR ¥ Oracle Database@AWS API BR{EZ I IH
n, EAfLAEA CloudTrail PRUER K E AR ¥ B 1E HHB95E R Oracle Database@AWS, =#HEHFERH IP
b, RHFEROVERE , UREMFMBER,

B-SEMAREXRNSUSELFBRENETA. B3O EATHEEHE T5IEE !

REFEAREAEEREAERFRE.
- BERESENREK IAM Identity Center EAERH,
- REZERK , RECEATHEACEHME I 2 EFRAENEREZLRE.
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. BEREFHE—E AWS BEBBIEL,

® Note

Oracle Database@AWS &£ CloudTrail HFEH 282K B AWS Security Token Service (STS)
B GetCallerIdentity API FEAY, ELE STS API FEIYE £ KRIEEE OCI EE) Oracle
Database@AWS K5 FE B 5. TRAREEHEZE AWS NIREDS , TELBEBRER.
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:yourRole",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/yourRole",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-11-06T21:17:297",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-11-06T21:17:447Z",
"eventSource": "odb.amazonaws.com",
"eventName": "CreateOdbNetwork",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "python-requests/2.28.2",
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"requestParameters": {
"availabilityZoneId": "usel-az6",
"backupSubnetCidr": "123.45.6.7/89",
"clientSubnetCidr": "123.44.6.7/89",
"clientToken": "testClientToken",
"defaultDnsPrefix": "testlLabel",
"displayName": "yourOdbNetwork"

I

"responseElements": {
"displayName": "yourOdbNetwork",
"odbNetworkId": "odbnet_1234567",
"status": "PROVISIONING"

},

"requestID": "daf2e3f5-96a3-4df7-a026-863f96db793e",

"eventID": "797163d3-5726-441d-80a7-6eeb7464acd4",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": "odb.us-east-1.amazonaws.com"

WEABRE CloudTrail EL#ERNBEMNER |, F28 (AWS CloudTrail EAE&ER) BH CloudTrail record
contents,
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