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AWSTemplateFormatVersion: "2010-09-09"

Parameters:

EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: MWAAEnvironment

VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PublicSubnetl1CIDR:
Description: The IP range (CIDR notation) for the public subnet in the first
Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: The IP range (CIDR notation) for the public subnet in the second
Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnetl1CIDR:
Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: The IP range (CIDR notation) for the private subnet in the second
Availability Zone
Type: String
Default: 10.192.21.0/24
MaxWorkerNodes:
Description: The maximum number of workers that can run in the environment
Type: Number
Default: 2
DagProcessinglogs:
Description: Log level for DagProcessing
Type: String

SB— : EAR#FHETE CloudFormation Ei7Z< 6
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Default: INFO

SchedulerlLogsLevel:
Description: Log level for SchedulerlLogs
Type: String
Default: INFO

TaskLogslLevel:
Description: Log level for TaskLogs
Type: String
Default: INFO

WorkerLogsLevel:
Description: Log level for WorkerlLogs
Type: String
Default: INFO

WebserverLogslLevel:
Description: Log level for WebserverlLogs
Type: String
Default: INFO

Resources:

HAHBHHBEHHAHBRHBHHAHBEHHAH BB HBEHHAHBRHBHBRH R HAH BB HBHHRHBR R H BB H R R H BB HBH R HBH R H RS HBHHRH RS
# CREATE VPC

HAHBHHEHHAH AR HBH B HEHHAH AR HEH B H AR R H AR HEHHRH RS HBEH B HERHRH RS HEH B H AR HBH B HEHHRH RS HEHHRH RS A

VPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: MWAAEnvironment

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: MWAAEnvironment

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment

SB— : EAR#FHETE CloudFormation Ei7Z< 7
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Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

PublicSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ @, !GetAZs '' ]
CidrBlock: !'Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false

SB— : EAR#FHETE CloudFormation Ei7Z< 8
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ERAEER

Tags:
- Key: Name

Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

SB— : EAR#FHETE CloudFormation Ei7Z<
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PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !'Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute2:
Type: AWS::EC2::Route

SB— : EAR#FHETE CloudFormation Ei7Z< 10
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Properties:
RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

EnvironmentBucket:
Type: AWS::S3::Bucket
Properties:
VersioningConfiguration:
Status: Enabled
PublicAccessBlockConfiguration:
BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

HAHBHHEHHAH AR HBH B H AR HAH BB HEH B H AR HBH AR HEH B HEBHBH B H AR HRH R HEH B H AR HBH B HEHHRH R HEHHRH RS A

# CREATE MWAA

HAHBHHBEHHAHBRHBHHAHBEHHBH BB HBHHAHBRHBHBRH R HBH BB HBHHRHBRHBH BB H R BB H BB HBH R HBHHRH RS HBHHRH RS

MwaaEnvironment:
Type: AWS::MWAA::Environment

SB— : EAR#FHETE CloudFormation Ei7Z< 11
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DependsOn: MwaaExecutionPolicy
Properties:

Name: !Sub "${AWS::StackName}-MwaaEnvironment"
SourceBucketArn: !GetAtt EnvironmentBucket.Arn
ExecutionRoleArn: !GetAtt MwaaExecutionRole.Arn

DagS3Path: dags/
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
WebserverAccessMode: PUBLIC_ONLY
MaxWorkers: !Ref MaxWorkerNodes
LoggingConfiguration:
DagProcessinglogs:
LogLevel: !Ref DagProcessinglLogs
Enabled: true
SchedulerlLogs:
LogLevel: !Ref SchedulerlLogslLevel
Enabled: true
TaskLogs:
LogLevel: !Ref TaskLogsLevel
Enabled: true
WorkerLogs:
LogLevel: !Ref WorkerLogslLevel
Enabled: true
WebserverlLogs:
LogLevel: !Ref WebserverlLogslLevel
Enabled: true

MwaaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17&TCX5-2025-waiver;
Statement:
- Effect: Allow
Principal:
Service:
- airflow-env.amazonaws.com
- airflow.amazonaws.com
Action:
- "sts:AssumeRole"

SB— : EAR#FHETE CloudFormation Ei7Z<
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ERAEER

Path: "/service-role/"

MwaaExecutionPolicy:
DependsOn: EnvironmentBucket
Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- IRef MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17&TCX5-2025-waiver;
Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:
- !Sub "arn:aws:airflow:${AWS: :Region}:${AWS
${EnvironmentName}"
- Effect: Deny
Action: s3:ListAllMyBuckets
Resource:
- ISub "${EnvironmentBucket.Arn}"
- ISub "${EnvironmentBucket.Arn}/*"

- Effect: Allow
Action:
- "s3:GetObject*"
- "s3:GetBucket*"
- "s3:List*"
Resource:
- ISub "${EnvironmentBucket.Arn}"
- ISub "${EnvironmentBucket.Arn}/*"
- Effect: Allow
Action:
- logs:DescribelogGroups
Resource: "*"

- Effect: Allow
Action:

- logs:CreatelLogStream
- logs:CreatelLogGroup
- logs:PutLogEvents
- logs:GetLogEvents
- logs:GetLogRecord
- logs:GetLogGroupFields
- logs:GetQueryResults

::AccountId}:environment/

SB— : EAR#FHETE CloudFormation Ei7Z<



Amazon Managed Workflows for Apache Airflow EREEmR

- logs:DescribelogGroups
Resource:
- !Sub "arn:aws:logs:${AWS::Region}:${AWS: :AccountId}:log-
group:airflow-${AWS: :StackName}*"
- Effect: Allow
Action: cloudwatch:PutMetricData
Resource: "*"
- Effect: Allow
Action:
- sgs:ChangeMessageVisibility
- sqgs:DeleteMessage
- sgs:GetQueueAttributes
- sqgs:GetQueuelrl
- sgs:ReceiveMessage
- sgs:SendMessage
Resource:
- ISub "arn:aws:sqs:${AWS::Region}:*:airflow-celery-*"
- Effect: Allow
Action:
- kms:Decrypt
- kms:DescribeKey
- "kms:GenerateDataKey*"
- kms:Encrypt
NotResource: !Sub "arn:aws:kms:*:${AWS: :AccountId}:key/*"
Condition:
StringlLike:
"kms:ViaService":
- !Sub "sqgs.${AWS::Region}.amazonaws.com"
Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

PublicSubnets:
Description: A list of the public subnets
Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl

SB— : EAR#FHETE CloudFormation Ei7Z< 14



Amazon Managed Workflows for Apache Airflow EREEmR

PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone
Value: !Ref PublicSubnet2

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress

MwaaApacheAirflowUI:

Description: MWAA Environment
Value: !Sub "https://${MwaaEnvironment.WebserverUrl}"

SR £/ EUEE AWS CLI
1. ESSRIERS , BEFEmwaa-public-network.ymlfEH & B 8, fl :

cd mwaaproject

2. {#H aws cloudformation create-stack@s S HRER B HE AWS CLl,

aws cloudformation create-stack --stack-name mwaa-environment-public-network --
template-body file://mwaa-public-network.yml --capabilities CAPABILITY_IAM

® Note

3 Amazon VPC EREEZH. Amazon S3 #ZETE R Amazon MWAA IRIEEE 30 9
BLE,

SB_ . £H Bu#EE AWS CLI 15
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« £ B#IT— L DAG R IBE HlAmazon Managed Workflows for Apache Airflow BJFE =X 75 il o
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B 45 1£ H Amazon Managed Workflows for Apache Airflow

Amazon Managed Workflows for Apache Airflow & H Amazon S3 f#FETEEHF HY Amazon
VPC, DAG BRMXEBERREURR, ZAERARKEA Amazon MWAA FrER SR HFME AWS H
B,

e

o FRIEMH

- BARAER

- BAIRZE

- ATRESE

« 5 Amazon MWAA 237 Amazon S3 T

- B3 VPC 85

- B3I Amazon MWAA R

- RESR?

SRR
EEZEB Y Amazon MWAA IRIE | FREESHMERAE AWS ERNVFF,

- AWS IREF — AWS IEF EBH Amazon MWAA FIARIEFTA AWS IREFMER 2T

BN ISR

FEFEESKEMLN AWS ERRENEIR,

« Amazon VPC - Amazon MWAA IRIZBFTER Amazon VPC @R T, BAIUREFESELER
(R ) MIRAE VPCREIN Amazon MWAA E/VEHME , REY VPC MM T , 10 HATESRthe
section called “E37 VPC 3",

« Amazon S3 f#ZETE - AREN DAGsFHEIEE R Amazon S3 EFETEE |, #ilm
plugins.zip# requirements.txt, #&H Amazon S3 fFIT B4 ERELSHEMELER
B, SRR AR FET MRS | W RFTEE A Amazon MWAA 237 Amazon S3 #1788,
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« Amazon MWAA IR — Amazon MWAA IR | §%E Amazon S3 RFEFEHME. DAG BRI
EABTAEIER S Python HAKMEEERE | & Amazon VPC REZR£HE , I #AEREL
Amazon MWAA IR3%,

BRI 2 Bl

BEEY Amazon MWAA IRiE | B ERMRR < AIREEMSRREIMREHM AWS BIR.
BEEVRE , BFETHER :

- AWS KMS £if - BIRIFEPERMER AWS KMS £, BRI EIE Amazon MWAA =14 Ei#ER
RURIE , BIERYN RIRBEN AWSHENEIR , IEEERARERE (E#R ) AWS EAHBR
BHAANREECZESR. FEE—STH K F2H EATFZESRETIE,

. FITAE - AL5F Amazon MWAA FEURIRIEF AWS ERNHITAE®. BRI LLE Amazon MWAA
FRELBREREREE  UEBRUREREVITAR, BEEE - TH , 828 Amazon MWAA
HITAB,

+ VPC Z& ¥l - /5 Amazon MWAA 7L VPC #Bg s E fth AWS EIRH VPC R, &AL
£ Amazon MWAA 28 ERERFER , UMERBVREREVRSHE , IRAREHERMAEE
MEANELRR (&), E2E-FTH , F26 Amazon MWAA £ VPC & &M,

o] H @3

THRE Amazon MWAA AWS [Ei5,, ZEEH#—F 7THESEESE , fINERBASREANES ,
B AWS [EiF,

T
*

Code Name

us-east-1 EE RIS (HFH BRI
us-east-2 EE RIS (F%E)
us-west-1 BRI (HnF @ e e b ER)
us-west-2 XEREE (REMA)
af-south-1 JEN (AR

R Bl 19
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Code
ap-east-1
ap-south-2
ap-southeast-3
ap-southeast-5
ap-southeast-4
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
ca-west-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3
eu-south-2

eu-north-1

Name
DAH[E (FE)
DAHE CBERE)
DARHE (HENE)
BAME (FRAE:)
DmAHE (REA)
DRME (RE)
DAH[E (KER)
DAME (BH)
SIRMB[E (F7H03R)
DAME (BHR)
TAME (R)
EKX (FEF)
EXREER (= 0F)
BN CER=AE)
BUN (ZEE)

BUM (fA3)

BUM (KEE)

Europe (Paris)

BUN (BIEST)

BN (BTSSR E)

AAEE
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Code Name

eu-central-2 BN (BREE)

il-central-1 &5 (FhHX)
me-south-1 Middle East (Bahrain)
me-central-1 PR (R EBE K AER)
sa-east-1 mEEM (BRE)

A Amazon MWAA 337 Amazon S3 #FErEE

AISERAR I Amazon S3 fE1ZETEE LU Apache Airflow E[6 IR E (DAGs). plugins.zipiE®R
P EETIEER |, Ak requirements. txtiEEHH Python HEKEEZE RS E,

AR

- BZEl

- BUREIR

- RIEBELSR?

BRIE 2 Bl

- BUREFEITR®E , L8 E Amazon S3 EiFirRER. EEE—F TH , F28 (Amazon Simple
Storage Service EAEERM) PHREFEG AR,

« A Amazon MWAA IREM Amazon S3 RFETRBM/BREATEHMELREN , YAARFETE
MRA$RH

« AR Amazon MWAA IREHK Amazon S3 fEFETRE X AR EE Amazon MWAA IRIE AWS [EiF] 45

B F, HEFE Amazon MWAA AWS EiF ) BE , 28 F8 Amazon MWAA i 25 F e
EAWS _ﬂg%%o

RUBTEE

AEIRAAEHIRIEEY Amazon S3 FEITFRENSE,

B REirE 21
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1.

By FErE
EAAWS BE XA | WA https://console.aws.amazon.com/s3/ : // BIEL Amazon S3 E i
=18
BREEREVRMEITE.

£ Bucket name (EFITEER) 7 , ARGFTEREARS DNS REBHNEHE,
EFIrBBBLA ;

« EFTE Amazon S3 F#AM —,
- REMXEANN 3EG3 EFTZE,
- FERBFETRT,

« NBFRBEFRE,

/A Important

BRERBETREBHIISHRBENR  HIIRFRT. RETREBIEEQRFIRET
YH#HURLs FEEA,

AWS B & EFHIEE . EXEE Amazon MWAA IR3E AWS [EiF HE.

- BMEREEEFAOLNES 6 SEENKEEERE , AHRERER,
i#4Z Block all public access (A2 BEE),
AT AT BB AR A I B IR R A

EA - ER, MEREERY , SEFERPH Amazon S3 FEiFiTE. B0, Bucket :
Staging.

ZEH - [REHEMNE, EaLUBREM T Amazon S3 IR FRVA T EHh —@EiNZEE,

a. TEfRPREZIHINZRHIRIZE Amazon S3 £488 (SSE-S3) , AR AR EFET B [ REFHMNE,
b. IEFEAWS Key Management Service &8 (SSE-KMS) LAfE Amazon S3 f#FErEE LFEA
AWS KMS £#8ETINE -
i. AWS ZE £ (aws/s3) - MR EIEFMEIE |, B LUEA Amazon MWAA EIEH AWS
HESE K NEEEFFZESMRMNE Amazon MWAA IR,

i, 4 AWS KMS S8 5ZIERBA AWS KMS £3 ARN - lI AT IS B BIBREE S
SESR , AIMAEIEE AWS KMS €88 ID = ARN, AWS KMS Amazon MWAA 37
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MENZEEEHE., BIEEN AWS KMS 8 th %X ERA M Amazon MWAA IRIE 80
o

9. EHHA - EMRE. WREEERMA Amazon S3 ¥H4EE -

a. BIEERRE , BA.

/A Important
BMANGHEERKAARFEELBFITRINNYG. EEE— S TH K F2H
{Amazon Simple Storage Service EHAEIERE) PHFEA Amazon S3 YIHHEHTE
Wt

b. EIEREEY,
10. BEERVURENHE,

®REIR?

o THMAE PARRENREN Amazon VPC & E 7 VPC #H2%,
« THRUMMAENMRE ACL BRI PEEFIGTA ?
o THRMAEMMMER S3 REFEETMREEFETE?.

T VPC #85%

Amazon Managed Workflows for Apache Airflow %2 Amazon VPC M EBB THRZERE, &
15 A Amazon Managed Workflows for Apache Airflow 3R 2 37 Amazon VPC #85& iY F [&i2
H,

(® Note
Apache Airflow ERIEEN BB REPYIRRZE. IREEANEERERBE S —EBEFHR
REPEBBIRIEMWIRE Amazon VPC , BZEE A Amazon SQS, CloudWatch, Amazon S3 #
#118 AWS PrivateLink 1% 2 AWS KMS, 15 AWS PrivateLink 58X Amazon MWAA B &4
B, FSRELRERRBREFEEEN Amazon VPC K,
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. FRGEH
- FRZAE
« #3I Amazon VPC #85% #1818
« EIE— : £ Amazon MWAA & FE T VPC 8%
- BEZ BV ESHEBRRERKREFRN Amazon VPC
- BE=  ERERBRERFIREIER TEY Amazon VPC %

- REBSR?

TORIFRAF

AWS Command Line Interface (AWS CLI) 2 —EBBRREIE , B UFERAW S5 shell P8 a3

B2 AWS RZEE. FETRLEELNSR  LKFETHIEE

« AWS CLI - £ 2 [Ro
« AWS CLI - ¥/ BREHEEaws configure,

BRI 2 Bl

- BRIREEEN VPC HREEAIERREVREE,

« A LLA Amazon VPC # Apache Airflow Web R RESFERALER LN ERHE. EEFEUEEFE |

5528 the section called “Amazon VPC #1 Apache Airflow 77 B = 19 &8 5 58 B = 617

#3 Amazon VPC {8218
T—HiZREA A RIEE I Amazon VPC KR ] B IE,

(® Note

Amazon MWAA T BEEFRI (#HEFEEII ) BEFERHusel-az3AESE
(AZ), EZERL (MHEREILE ) EMHPEYT Amazon MWAA B VPC B | B4 ETE

CloudFormation (CFN) #Z4AvailabilityZone BBk . RN A EEZ BT ESME

E usel-az3, BAILHITTHEGT , 1 AZ BBHVFHHRF IS HE R AZ IDs :

aws ec2 describe-availability-zones --region us-east-1

A
er)

TORIRE
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BIE— : £ Amazon MWAA 34 F#7 VPC #8K

T — &R BB 07 Amazon MWAA E32 & F# 37 Amazon VPC #85& . iBRIEFA BB
KH. cUAREELERBHE L ERBREIERH Apache Airflow Web i RS,

T EREBE A LLE Amazon MWAA 124 LR B I MWAA VPC REHVE.,

BIEZ . By EARABRMEEFEE Amazon VPC #5&

T % CloudFormation Ei A& &R TERR T E T EFREBMEKFZEA Amazon VPC #3i& AWS [E1F,
WRIBEFR EBARERNAERE, LEATAREELERBR LA ERREIERH Apache
Airflow Web ] iR 25

1. BRETINHEENAR , WEXSEFEES cfn-vpc-public-private.yaml, BB AT H
A,

Description: This template deploys a VPC, with a pair of public and private
subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each AZ),
and default routes for them in the private subnets.

Parameters:
EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-

VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PublicSubnetl1CIDR:
Description: Please enter the IP range (CIDR notation) for the public subnet in
the first Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: Please enter the IP range (CIDR notation) for the public subnet in
the second Availability Zone
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Type: String
Default: 10.192.11.0/24

PrivateSubnetl1CIDR:
Description: Please enter the IP range (CIDR notation) for the private subnet
in the first Availability Zone
Type: String
Default: 10.192.20.0/24

PrivateSubnet2CIDR:
Description: Please enter the IP range (CIDR notation) for the private subnet
in the second Availability Zone
Type: String
Default: 10.192.21.0/24

Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name
Value: !Ref EnvironmentName

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

PublicSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]
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CidrBlock: !'Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1l)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc
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NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
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RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1l)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute?2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable2
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SubnetId: !Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

PublicSubnets:
Description: A list of the public subnets
Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 1]

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl

PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone
Value: !Ref PublicSubnet2

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

Y Amazon VPC {3 KYIEIE 30



Amazon Managed Workflows for Apache Airflow EREEmR

SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress

2. HEENGDRRFERSD , BEScfn-vpc-public-private.yamlfZH BB 8%, B0

cd mwaaproject

3. f#MA aws cloudformation create-stack@SRER EIIHE AWS CLI,

aws cloudformation create-stack --stack-name mwaa-environment --template-body
file://cfn-vpc-public-private.yaml

® Note
37 Amazon VPC EfE&E X EE 30 &,

BIE= . TR EHEBRAERFEE R TEIZ Amazon VPC A&

T % CloudFormation S 1 &R TERR FE R A B A FZEUER Amazon VPC #E& AWS [E
15,

WRIBFER R ERABEREINNIAERE, HEXEBAREELEREEIERXMN Apache Airflow
Web fEREE, EEAIBIEFH AWS WIREEIFTERN VPC 2,

1. BRTIBENAR , WEXSEMEES cfn-vpc-private.yaml, B AL TH &R,

AWSTemplateFormatVersion: "2010-09-09"

Parameters:
VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PrivateSubnetl1CIDR:
Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String
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Default: 10.192.10.0/24

PrivateSubnet2CIDR:

Description: The IP range (CIDR notation) for the private subnet in the second

Availability Zone
Type: String
Default: 10.192.11.0/24

Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name
Value: !Ref AWS::StackName

RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name

Value: !Sub "${AWS::StackName}-route-table"

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub "${AWS::StackName} Private Subnet (AZ1)"

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnet2CIDR
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MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub "${AWS::StackName} Private Subnet (AZ2)"

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PrivateSubnetl

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PrivateSubnet2

S3VpcEndoint:

Type: AWS::EC2::VPCEndpoint

Properties:
ServiceName: !Sub "com.amazonaws.${AWS::Region}.s3"
VpcEndpointType: Gateway
VpcId: !Ref VPC
RouteTableIds:

- !Ref RouteTable

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
VpcId: !Ref VPC
GroupDescription: Security Group for Amazon MWAA Environments to access VPC
endpoints
GroupName: !Sub "${AWS::StackName}-mwaa-vpc-endpoints"

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

SqsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:
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ServiceName: !Sub "com.amazonaws.${AWS

VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl

- IRef PrivateSubnet2
SecurityGroupIds:

- IRef SecurityGroup

CloudWatchLogsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS

VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl

- IRef PrivateSubnet2
SecurityGroupIds:

- IRef SecurityGroup

CloudWatchMonitoringVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS

VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl

- !Ref PrivateSubnet2
SecurityGroupIds:

- IRef SecurityGroup

KmsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS

VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:

: :Region}.sqgs"

: :Region}.logs"

: :Region}.monitoring"

: :Region}.kms"

Y Amazon VPC {3 KYIEIE

34



Amazon Managed Workflows for Apache Airflow EREEmR

- IRef PrivateSubnetl

- !Ref PrivateSubnet2
SecurityGroupIds:

- IRef SecurityGroup

Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

MwaaSecurityGroupId:
Description: Associates the Security Group to the environment to allow access
to the VPC endpoints
Value: !Ref SecurityGroup

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:

Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

2. EEMGSRRERS , BEEcfn-vpc-private.ymlEK KWE &, Hil :

cd mwaaproject

3. {#H aws cloudformation create-stack@s S HRER B HE AWS CLl,

aws cloudformation create-stack --stack-name mwaa-private-environment --template-
body file://cfn-vpc-private.yml

® Note
#37 Amazon VPC EfE&E K EE 30 &,

Y Amazon VPC {3 KYIEIE
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4., BEEEITHEE  FTREREKEIGEL VPC wE, EEH#—F T , 528 £ Amazon MWAA
FEBY RIS E Amazon VPC i 2R 1ZEL

® Note

B A LATE Amazon MWAA £ £ B4R CIDR FiE—SR&EIEHZE, Hlan , &7 LUE IR i
BERSEELRA. Amazon S3HFEFE , BAX Amazon VPC # CIDR RERH & &,

®REIR?

o THRWMTE PEIL Amazon MWAA IRIEZE 7 Amazon MWAA IRiE,

o THRWME PEALERBRENERET VPN BEZE Amazon VPCHERRE . F/H RTENLELH
B 17HL AWS Client VPN,

37 Amazon MWAA RiE

Amazon Managed Workflows for Apache Airflow &8 Apache 12948 [E BRI Apache
Airflow MERAENE , EFNZRAIREFERE Apache Airflow, ANIEEEFRBAE I Amazon MWAA IR
iE.E’Jf:ﬁo

AR
- Rz
+ Apache Airflow fRZ<

. BYIRIE
o SB— : I8EFMEN
- TBRZ . SREEHMRE

- SR=  EYEY

BRI 2 Bl

- BYRB®R  EEEREARRIEEN VPC B,
« BFEER Amazon S3 EFFEREAHEMAELBEN , XAAREFITERAEZES,
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- BEE AWS IRF EFEA Amazon MWAA FFATRY , BAK AWS Identity and Access Management
(IAM) HE I IAM BEHEFT, MREIRIZE Apache Airflow Webserver WA G BB FZEESR | €
BR %l Amazon VPC AR Apache Airflow 7B , AIFEE IAM YT A F BEE I Amazon VPC ix &,

® Note

Amazon MWAA 2BV EBEREREK. NREFER IPve 7#E , Amazon MWAA 278
S ERE R ER Web @ RESH IPv6 FAEEFELR ., Amazon MWAA T EEMFRER 2 HE
B! EEEBEAREFRE IPV6,

Apache Airflow iRZx

Amazon Managed Workflows for Apache Airflow X T % Apache Airflow A2,

(@ Note

- H 2025 12 A 30 B2 , Amazon MWAA #&#& 1L ¥} Apache Airflow k2K v2.4.3, v2.5.1
M v2.6.3 T, MEFMENR , 5528 Apache Airflow [RA S EFE BREAZE,

- # Apache Airflow v2.2.2 Bi%A , Amazon MWAA X BB % Apache Airflow Web a1 iRzs £
%% Python &R, HEREHNBTHEBER.

« f% Apache Airflow 2.7.2 WxBE%R , B ERERNLBETE --constraintfRid=X, WMREK

RMERH , Amazon MWAA 2ABIEE—B , LUBRENERPIHNEHRBEEFERAN
Apache Airflow iR,

MEEBREFREEPRERMOFMET , FSEEE Python K,

Apache Airflow Apache Airflow Amazon MWAA Apache Airflow Python R Z<

TN ®{THH Al AR PR il {6k 14

v3.2.1 2026 E4 B 22 20265819 v3.2.1 BR&EIEHE  Python 3.12
B H ES

v2.11.0 2025 5 520 2026% 187 v2.11.0 [R&I#4  Python 3.12
H H BER
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https://airflow.apache.org/docs/apache-airflow/3.2.1
https://airflow.apache.org/docs/apache-airflow/3.2.1/release_notes.html#airflow-3-2-1-2026-04-22
https://airflow.apache.org/docs/apache-airflow/3.2.1/release_notes.html#airflow-3-2-1-2026-04-22
https://raw.githubusercontent.com/apache/airflow/constraints-3.2.1/constraints-3.12.txt
https://raw.githubusercontent.com/apache/airflow/constraints-3.2.1/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/2.11.0
https://airflow.apache.org/docs/apache-airflow/2.11.0/release_notes.html#airflow-2-11-0-2022-05-20
https://airflow.apache.org/docs/apache-airflow/2.11.0/release_notes.html#airflow-2-11-0-2022-05-20
https://raw.githubusercontent.com/apache/airflow/constraints-2.11.0/constraints-3.12.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.11.0/constraints-3.12.txt
https://peps.python.org/pep-0693/
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Apache Airflow Apache Airflow Amazon MWAA Apache Airflow Python R Z<
TS BITHH AT B B Al o 4
3.0.6 iR 2025 F 8 A 29 2025 F 10 A 1 v3.0.6 BRI Python 3.12
B B B=

v2.10.3 2024 £ 11 B 4 2024 £ 12 A 18 v2.10.3 BR&IEMH  Python 3.11
B B =

v2.10.1 2024 £9 B 5 2024 £ 9 A 26 v2.10.1 FR#I&H  Python 3.11
] B =

2.9.2 hx 2024 £ 6 A 10 2024 £ 7 R 9 v2.9.2 BRI R4 Python 3.11
B B =

2.8.1 hx 2024 F£1 A 19 2024 £ 2 A 23 v2.8.1 BRI Python 3.11
A H i-E3

2.7.2 IR 2023 F 10 B 12 2023511 A 6 v2.7.2 BRI Python 3.11
H H -E3

MEER BREE Apache Airflow BB BB BB Amazon MWAA IRIENFMER , SEHBEHHEE
BERENRA |, 5528 Amazon MWAA BEIERE,

BIRIE

T —EFREAE I Amazon MWAA IREWN S ER,

TBR—  EEFMAENR

BEERRNFEER

1. BRX Amazon MWAA F£# 45,

EEUERH AWS B,

2
3. i#IZ Create environment (B RIE),
4

EEEHFAEFNEANRRFMAEAT

a. HEEBRHALHNREWAK-—EHE,

e T
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https://airflow.apache.org/docs/apache-airflow/3.0.6
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
https://raw.githubusercontent.com/apache/airflow/constraints-3.0.6/constraints-3.12.txt
https://raw.githubusercontent.com/apache/airflow/constraints-3.0.6/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/2.10.3
https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.10.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.9.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.7.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
https://console.aws.amazon.com/mwaa/home/

Amazon Managed Workflows for Apache Airflow EREEmR

b. 7£ Airflow MxZ<#i#$E Apache Airflow ix7<,

® Note

MRERIEEEME , SRRAKIH Apache Airflow MR, EFTH A AMREZ
Apache Airflow v3.0.6,

5. 7 Amazon S3 F1f) DAG BRIET , IEETHIER :

a. S3 f1zErEE, BIZBIE S3 HIBHUER Amazon S3 F1ZETEE |, S A Amazon S3 URI,

b. DAGs. ZZBIE S3 , A%ZH Amazon S3 fEZirE@ P dagsERI X |, HE A Amazon S3
URlI,

c. HAHERXNER-EA, BIEBZE S3 WRE Amazon S3 f#ZEr#E EMplugins.zipER |, &
# A Amazon S3 URI,

d. FTRER-EAR, BIEZE S3, AZKIEE Amazon S3 #EFIFEB LM requirements. txtiE
= , & A Amazon S3 URI,

e. BEIESHBEER-ZEH , BIZEZESIWIRE Amazon S3 FEFITE EMNIESIBER , @A
Amazon S3 URlI,

6. EE-F_Z’FO

TR . BREEMRE
SREHERERE
1. ERTCERRECEHEMNMERET :

. EEMSEK Amazon VPC,

B EE Amazon VPC HEAREFRE FHRK.
2. 7£ Web RRBEIMT , BEUERIFH Apache Airflow FEUE ;

a. BB, EFA Apache Airflow Ul By ZEUERR 7 Amazon VPC FE&R FEIRIE IAM K
Eﬁﬂﬂ%ﬂﬁﬁﬁﬁ . BEEFISEELISEN Amazon VPC i 8,
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® Note

WMRIEH Apache Airflow Ul EELARIHERARFR , MASFTEEFRAEREENLE
17 Web fRlfR2EFERLE S REVNERKEERE, NRCEFEHFIREREE , BIF
EE 3 #E| R 17H Amazon VPC Y Apache Airflow Web falfR2S. MEFMER |
=28 FH Apache Airflow Web Al lREFH VPC i3 ( A EREBEFE) -

b. WAMK., EWERTLEERER IAM BERFEEN €A EZBMEBEREFH Apache Airflow
Ul,

c. LEMAEMEEE. BAM Apache Airflow 3.2.1 IREREFHIA, EAFEBBERMARKER
Apache Airflow Ul , EIR T{EEEBFE VPC inEE Web AR ERA. MRERAELREN
Amazon VPC S FEGERAER , FEELEE,

3. ELZEHEMET , BEANRMERE Amazon VPC NEZ£EE -

(aif

a. 1RIETEER , Amazon MWAA S7E &K Amazon VPC FEV LR EE Y EBVHN LS
HPEFERSEEANMELRA,

b. TER. . BUHENEUHMREFHEATNKIAHR , LLERES 5 AR5,

® Note

HAEMW Amazon VPC ZFENBRERENEANEHBAA |, UAFRERE,
EEER—STH 6 F2B Amazon MWAA £ VPC &4 M,

4. HERRERIT , BEREEH,

EMESCREIBETHFEHMFNRDAD, EAILERSERFERER.
5. Y TIHEEFHLR , EEEEREPHITH Apache Airflow THEEHE LIR.

WEFMES , FSE SMEEEA =G,

6. IEE Web AIRRFTE LR Web AR TR , UERE Amazon MWAA A& R ERE P HY
Apache Airflow Web fal iR&5.

WFE Web fafR2F B BIERAVFFAAEA , 7568 the section called “FXE Web kR BB ER",
7. EMET , BREERMNEER

a. MRIFFEER , Amazon MWAA SR #HE AWSH ZRRIMZEHE R
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b. TEA, . BREAINERE (ER) JLEETRN AWS KVMS £, NREELSRPIE
BREEEFSESE  AINXARE AWS KMS £ 1D 5 ARN, AWS KMS Amazon MWAA
A ERZHZEEEE, MREE Amazon S3 FEEE EAARSEHMNZBIEET Amazon
S3 €88 | BI%ZAA Amazon MWAA IRIBIEEMRN £,

® Note

BAEER S8MEFT |, FRETE Amazon MWAA 24 HEIN 8, Bt nEER
HiE RATRNEE | 8F Amazon MWAA RSB I EESEEE,

8. HZJMEA. EEET , B Airflow B ERBEE—NZEAFER , #& Apache Airflow B FEIEE
CloudWatch Logs :

a. Airflow F# B85, £ BFBHREZFEZEEEZ CloudWatch Logs B Apache Airflow £ A 5538
#,

b. Airflow Web fAfiR28 B&$. £ AFEMRERZFEFEEE CloudWatch Logs # Apache Airflow
Webserver HEEEE,

c. Airflow BEf2288 B, EHREEBHREEEMEEZE CloudWatch Logs B Apache Airflow BEf285 H

AT,

d SKRAIEERF. EHFBHREZFEZEMEIEZE CloudWatch Logs #J Apache Airflow T4E& H
AT,

e. Airflow DAG B¥E Ht. £ HAFEBMBEFEFEEZE CloudWatch Logs B Apache Airflow DAG
BRI HFEE,

9. &R, ., &Y Airflow #HREEE | BRIBFEATHEERE,
B AR BRI Apache Airflow #8882 18 T30 /E B Fi### Apache Airflow WA |, SiiEE BETH
BESBIE, {50 , core.default_task _retries: 3.

10. TEAL ., EEET , REWEER  SEBNEREZVBE, 5

il , Environment : Stagingo

M. EFFAT , RERITAG .

a. MRIEER , Amazon MWAA BERUHAGHRYHTAG, ELAREET IAM BEHH
W, FAEE A LIEE.,

b. TEA, . BEBAAE ARN g ABREHITABH Amazon Resource Name (ARN),
12. igg-lt_io

BURE 1
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TR= . REXET
EERBRERE

- RERERE  BEEURKR

(® Note
BARRANEE-TI=F7E,

BRETR?

o THRIAIE PEIL Amazon S3 fE1ZETEE A Amazon MWAA 3 Amazon S3 f#1FETEE,

BRIELSR? 42
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EHEE Amazon MWAA IRIEHNFH

W78 o EF Amazon Managed Workflows for Apache Airflow fERREF AN Ett AWS BRBMNER, &
EEEB T AWS Identity and Access Management (IAM) H77EL Amazon MWAA IR3EF] Apache
Airflow Ul B95F AT, AEIRRBAARE FIRE AWS ERFEENATAG , URAAIHEFA , URkfF
EY Amazon MWAA IR1EH Apache Airflow Ul FTER AWS IRE 557,

&

« 1ZHL Amazon MWAA RiE

- Amazon MWAA KR ER AR
« Amazon MWAA $11TAE

- ERBEREEEREA

« Apache Airflow FZEUE =

ZH Amazon MWAA IRiE

£ E A Amazon Managed Workflows for Apache Airflow , 4B R EBSEFANIIRE R IAM
B, XX ERPETLLEREZE Apache Airflow B Z BBt R Amazon Managed Workflows for Apache
Airflow BRiEH Apache Airflow £ & FHUBER.

EMEBREEARREAENLRERS 50 BEENAE | UFEUER Amazon MWAA BiR. &iE
ERREREBREZEEIEN IAMERE, Rz, FERHENAG , LEHYE AWS BRNVE
B f7 HURE

IAM BEREAUERFIRYNSE —& IAM 55 , EERENFT, IAM S8R IAM EHE
RATCREAFTHEN AWS 55 , iADRES 2 AT UMAF A UBITHERE AWS, ER , SEHNEN
REFETHNEMATRA K MARERHEEEASEB. It/ AGRERIERNFERRE
&, fINBRBHAFENER. R, ELREIACRHE  HERALNACTERREHRBRZ2MERE.

EERFUERGHE S  BUNRIACYERACHNT. EMS ST EITEIRER X552
SHAGEVREH K IYBRTHAGERNTT. NIFEEMSACHWHEREN , F2H (AM £H
EEmM) PHNAE=S57RMHE BE) BEvAGE. MREMEA IAM Identity Center , BIFEERERF
A, AEHSIBEETUFINAZR , IAM Identity Center #§FFAISREE IAM Y A G AHERRE, W
FEBFFIENER , F26 (AWS IAM Identity Center EEER) FHFFAE,

BRI LVERIRF RN IAM A |, 75 —@ AWS tRF FaREFEERFNER, MESEH , F2E
CIAM {EREEE) BH IAM #ZRE . AWSIRE (/4 IAM B EiRE WEIE,

17H Amazon MWAA IRiE 43


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
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3]

- EERZR

- TEFEAFIEE | AmazonMWAAFullConsoleAccess

o TE API M E1E S FEBER | AmazonMWAAFullApiAccess

- MEBEFEAFIBUER : AmazonMWAAReadOnlyAccess

 Apache Airflow Ul ZEUEZE : AmazonMWAAWebServerAccess
 Apache Airflow Rest APl ZEUEE : AmazonMWAARestAPIAccess
« Apache Airflow CLI B3R : AmazonMWAAAiIrflowCliAccess

« 33 JSON BR

- BBRREEZERZASRENELERAZRD

- RBSR?

BRI

Amazon MWAA IR35 F £ A &R M AR & &L AL AT AWS Identity and Access Management (IAM) &
BEFEN. ZXAEVBER , &F Apache Airflow EAEFEUELERNFF AT, Sl , BFEEKFEUE
& F Apache Airflow 582 BB,

Amazon MWAA FRELEBRRRFB LA EREEEE AWS IRAHBEBIIREMFHAMN APIs HITEME
FTEMEET,

BRI LAERAAEESH JSON B3R |, B IAM F#) Apache Airflow A BB BUR , ABIEERERES
IAM FEIERE, BEZAG,

+ AmazonMWAAFullConsoleAccess — £ F Lk BUER %R F7& Amazon MWAA 14 ERREREBENGT,

« AmazonMWAAFullApiAccess — AL BUR IR FH AR EEIREMNFTAE Amazon MWAA APIsTFEL
.

« AmazonMWAAReadOnlyAccess — AL BE R F Amazon MWAA £ & ERIEFEACERNF
EfE,

« AmazonMWAAWebServerAccess — £ F LL BUER R F ¥ Apache Airflow Web fa] R 85 HY 77 ERHE,
+ AmazonMWAAAIrflowCliAccess — 8 A lL IR R F 3117 Apache Airflow CLI #5 5B 7B,

FERMUEFIE  FHERRESNERE, HENAE .

- RHEFAE B AWS IAM Identity Center :

EERK 44
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BIUERAE, FREB (AWS IAM Ildentity Center EAEER) PWELER S ERPHETIRIE,
- BBEDIRMEE IAM AEENERE

BIBEEsNAR, EE (AM EAEER) NAE=F85REHE @ie) BEI1ACPNIETR.
. IAM ER#E :
- BUYEBNERAETRINAC, FER (AMEAEER) WA IAM EAEEIAGHER.

o (TER) BSBREENNEERE , UREAEMEEEAERHE. 78R (AM EAEER)
RFTERT A REAE (E28) FIER.

TEEIFEASFEIEE : AmazonMWAAFullConsoleAccess

MRFEAEBEE Amazon MWAA A LRERE  AFAEEER
EXAmazonMWAAFullConsoleAccessFFAJ R,

@ Note
BN EEIREAEINBESBEEEHT WFFTiam: PassRole, ENEFEAEMSREELE A
EMHTACEEZE Amazon MWAA, Amazon MWAA BRESEAERNAREFLH
AWS fR#&, THIEHIER iam: PassedToServicelf#&8 , 4§ Amazon MWAA R¥E £ 58
(airflow.amazonaws.com) EE A T EEA &K R
WE KEEMME A iam: PassRole , E2H (IAM FREER) PHRFERAESACREERESE
AWS BRIEHIET I,

MRFEEGFH BEUYNEEBEMZAWS #EN LI Amazon MWAA IRIE | SBEHA T HIEER,

A AWS EEHN S8

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "airflow:*",
"Resource": "*"
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https://docs.aws.amazon.com//singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
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},
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:PassedToSexrvice": "airflow.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"iam:ListRoles"
]I
"Resource": "*"
}I
{

"Effect": "Allow",
"Action": [
"iam:CreatePolicy"
1,
"Resource": "arn:aws:iam::111122223333:policy/sexrvice-role/MWAA-
Execution-Policy*"

}I
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:CreateRole"
]I
"Resource": "arn:aws:iam::111122223333:role/service-role/AmazonMWAA*"
}I
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"
}I
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{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation"”,
"s3:ListAl1lMyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutObject",
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

1,

"Resource": "arn:aws:ec2:*:*:security-group/airflow-security-group-*"

"Effect": "Allow",
"Action": [
"kms:ListAliases"

1,

"Resource": "*"

Y,
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ERAEER

{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"

MREBREFEATFZESREYNEERTREMEZEN Amazon MWAA I35 |, BEA TIIBR, HEE
NEE

AEFZES®R , IAM TBM4A
ERAEFZETER

LA ERZIRF R R S|FE AWS KMS BRIVFF,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "airflow:*",
"Resource": "*"

},

{

"Effect": "Allow",
"Action": [
"iam:PassRole"

TETZAFI
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1,

"Resource": "*",

"Condition": {
"StringlLike": {

"iam:PassedToService": "airflow.amazonaws.com"
}
}
}I
{
"Effect": "Allow",
"Action": [
"iam:ListRoles"
1,
"Resource": "*"
},
{

"Effect": "Allow",
"Action": [
"iam:CreatePolicy"
]I
"Resource": "arn:aws:iam::111122223333:policy/sexvice-role/MWAA-
Execution-Policy*"

},
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:CreateRole"
1,
"Resource": "arn:aws:iam::111122223333:xole/service-role/AmazonMWAA*"
},
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
]I
"Resource": "arn:aws:iam::*:role/aws-service-role/
airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"
},
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListAllMyBuckets",
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"s3:ListBucket",
"s3:ListBucketVersions"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutObject"”,
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

1,

"Resource": "arn:aws:ec2:*:*:security-group/airflow-security-group-*"

"Effect": "Allow",
"Action": [
"kms:ListAliases"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"kms :DescribeKey",
"kms:ListGrants",

TETZAFI
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T8 AP| MEE A EFEEBER | AmazonMWAAFullApiAccess

MREAEZFEFHAREERENATE Amazon MWAA APIsBIFTREREF
ElAmazonMWAAFullApiAccessafAIBIR. BN ER T EL Apache Airflow Ul BYFF A,

(® Note

SEEM APl FIBR S B S EHIT BWEFTiam: PassRole, EEMEAEK RS ELEA
EMHITA EEES Amazon MWAA, Amazon MWAA B EESEAERKR

"kms :CreateGrant",
"kms : RevokeGrant",
"kms :Decrypt",
"kms :Encrypt",
"kms : GenerateDataKey*",
"kms :ReEncrypt*"
1,

"Resource": "arn:aws:kms:*:111122223333:key/YOUR_KMS_ID"

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

]I

"Resource": [
"arn:aws:ec2:*:*:subnet/*",

"arn:aws:ec2:*:*:network-intexface/*"

WO EL
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AWS R, THIHIER iam: PassedToServicelf#£48 | 4§ Amazon MWAA RIS E 58
(airflow.amazonaws.com) EEA AEEA BN R,

ME MM EFiam: PassRole , 82 H (IAM FHEER) PR TFHEAESACEES
AWS BRFSHYFT Ao

MREREER BYNEEBTENE AWS AN EI® B Amazon MWAA I35 | FBERA T HIBER.
£ AWS BEER TR

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action":"airflow:*",
"Resource":"*"
},
{
"Effect":"Allow",
"Action": [
"iam:PassRole"
]I
"Resource":"*",
"Condition":{
"StringlLike":{
"iam:PassedToSexvice":"airflow.amazonaws.com"
}
}
},
{

"Effect":"Allow",
"Action": [
"iam:CreateServicelLinkedRole"
]I
"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/
AWSSerxrviceRoleForAmazonMWAA"
},

{
"Effect":"Allow",
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NREBREFATFZESRREYNEEREMEN Amazon MWAA IRE

ERAEFZESR , IAM TRMAAEAERFRESIRFFHEREFIR AWS KMS ERIFF,

"Action":[
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource":"*"

"Effect":"Allow",
"Action":[
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*"

"Effect":"Allow",

"Action":"ec2:CreateVpcEndpoint",

"Resource":[
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect":"Allow",

"Action": [
"ec2:CreateNetworkInterface"

]I

"Resource":[
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-intexface/*"

, mEATIBER. B
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "airflow:*",

"Resource™: "*"

},
{

"Effect": "Allow",

"Action": [
"iam:PassRole"

]I

"Resource": "*",

"Condition": {

"StringLike": {
"iam:PassedToSexvice": "airflow.amazonaws.com"
}
}
},
{

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/

airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"
},
{

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource™: "*"

},
{
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"Effect": "Allow",

"Action": [
"kms :DescribeKey",
"kms:ListGrants",
"kms :CreateGrant",
"kms : RevokeGrant",
"kms :Decrypt",
"kms :Encrypt",
"kms : GenerateDataKey*",
"kms :ReEncrypt*"

1,

"Resource": "arn:aws:kms:*:111122223333:key/YOUR_KMS_ID"

"Effect": "Allow",
"Action": [
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",

"arn:aws:ec2:*:*:network-interface/*"

ST AP| 7L
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MEE 2 A FEEER | AmazonMWAAReadOnlyAccess

MREAEFZEFI Amazon MWAA TEARRHMEARD LRECANER , ATRFER
HlAmazonMWAAReadOnlyAccesssFAIBK, EFRAFFEAERILIMIRE, MERARE , AL
F#&17H Apache Airflow Ul,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"

1,

"Resource": "*"

Apache Airflow Ul ZZEUBIR : AmazonMWAAWebServerAccess

MR & FEEFE Apache Airflow Ul , BI AT gEFE EF B AmazonMWAAWebServerAccessa Al
K. TTAFFFEAEFE Amazon MWAA £ & FHIRE |, SEA Amazon MWAA APIs #{T{E{TE
fE, £ HIEE Admin, User, OpViewers} PublicBt{airflow-role} , LLEE] Web Z&F A
EWNFEUER. MFEFMER , 5528 Apache Airflow BEEBHHNERAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:CreateWebLoginToken",
"Resource": [
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"arn:aws:airflow:us-east-1:111122223333:x0le/{your-environment-
name}/{airflow-role}"

1
}

(@ Note

« Amazon MWAA 24t IAM B R {E785% Apache Airflow &R 17EE 4| (RBAC) AR E
&, WEFEAHBET Apache Airflow AEHFFHER , 2/ the section called “HERIE :
H e &R B DAGSH 757,

o LEBERHH Resource W 0] FZRIEE Amazon MWAA IRIEM Apache Airflow A& &F 17HL

BEAE, TiB , EFX BB W FResourcef Amazon MWAA IRiE ARN (Amazon
Resource Name),

Apache Airflow Rest APl FEUR : AmazonMWAARestAPIAccess

& Z717H Apache Airflow REST API , %A IAM BIRH R F airflow: InvokeRestApiFfal.
THIBEEHIF , £ REE Adnin, User. OpViewer= Publicf® , {airflow-role} A BT
EREFIER. MEFMES , 520 Apache Airflow BEEEHNERAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowMwaaRestApiAccess",
"Effect": "Allow",
"Action": "airflow:InvokeRestApi",
"Resource": [
"arn:aws:airflow:us-east-1:111122223333:x0le/{your-environment-name}/
{airflow-xrole}"
]
}
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1

(@ Note

- EREFE Web RREFE , A% Virtual Private Cloud (VPC) #AZ8IUF InvokeRestApiE)
o BAILAMER aws:SourceVpcEi , ALREERAERENFEUZRE ., MEFMEA ,

5528 aws : SourceVpc

« LEBURFH Resource M 1] A RIEE Amazon MWAA BRIEH Apache Airflow & &R ZH

BEAR, TiB , EXRZEBER #LPResourcefy Amazon MWAA 3R#E ARN (Amazon
Resource Name),

Apache Airflow CLI B{2R : AmazonMWAAAiIrflowCliAccess

MRFEEHIT Apache Airflow CLI % ( Hlan ) , ERETREZEER

HlAmazonMWAAAirflowCliAccessEFAIBRtrigger_dag. B A FFE A EFH Amazon MWAA
F#A EWNIRE | SEH Amazon MWAA APls S{TIERI BN,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
]I
"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/
${EnvironmentName}"
}
]
}

Apache Airflow CLI 7ZER 58
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33 JSON BUER

BT LATE IAM £ 4 E2E37 JSON BUR |, WABEREHEZRNERE., AelifiH, TYSRRBW
A #E IAM HZ 37 JSON BUK,

E37 JSON BX

1. #IAM 28 LRBBEER.

BERV K,

i IZ1E JSON B,

B &K JSON BUX,

BEEFERBEBIR,
EEBNERN X FRUF@AE (BA).

o g~ w N

flgn | A LLEE K AmazonMWAAReadOnlyAccess,
7. BEENBK,

A BRIE 1 E R 3 A S BHE R S5 fE A =5

RERIZIETE IAM RERB A WEHAirflowDevelopmentGroup , & AIEAE Apache

Airflow B BT HMMERZAS, BLFEAEFTEFE AmazonMWAAFullConsoleAccess,
AmazonMWAAAirflowCliAccess# AmazonMWAAWebServerAccessEFAIBUR, ZAEiFREA MI7E
IAM REVEE, BUNEZSLBER , WiGHHNE IAM FAEELRE, SESREBEREHER AWS
BEN S,

3 AmazonMWAAFullConsoleAccess BE

1. T & AmazonMWAAFullConsoleAccess FEUBR .

£ IAM 2 & ERBBEEEH.

BEEIBR,

FHIEFE JSON EH,

BE F #9 JSON Bt AmazonMWAAFullConsoleAccess,
B TINE :

o a0 &~ W D

a. 123456789012 - &y AWS tRFE ID ( 520 0123456789)
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ERAEER

b. {your-kms-id}-EHFZESRNME—FBFT , EERANERATFZESRETHEENEN

B
7. BERERBBX.
8. 7E&MAmazonMWAAFullConsoleAccessHEA o
9. BEERVBHX,

3 AmazonMWAAWebServerAccess B3R

1. T & AmazonMWAAWebServerAccess ZEUBE.

£ IAM 125 FRBBEREHR,

BEEVBR,

FRI1Z1E JSON 2%,

B £ By JSON BrRAmazonMWAAWebServerAccess.
IR TFIE :

2 L

a. us-east-1-Amazon MWAA IRIBEH[EIE ( 20 us-east-1)
b. 123456789012 - #&#9 AWS 1RF ID ( #l40 0123456789)

c. {your-environment-name} - #&# Amazon MWAA RERTE ( Bl

MyAirflowEnvironment)
d. {airflow-role} — Admin Apache Airflow a2 &€
7. EBERBEBXK.
8. T1E&MAmazonMWAAWebServerAccessHEiA ,
9. EEBVBIX.

37 AmazonMWAAA.IrflowCliAccess B

1. T & AmazonMWAAAiIrflowCliAccess FEUEUR

£ IAM 2 & ERBBEREHR.

BEEIBXR,

FB1#1E USON BH,

BE F #9 JSON Bt AmazonMWAAAirflowCliAccess,
BERBEE.

2 L

EfI6E R =0
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7. TEB®AmazonMWAAAirflowCliAccessH# A .
8. EEEBVJTBE,

By B

1. X IAM 248 ERBEFEEHR,

WA BE#BAiLrflowDevelopmentGroups
i#1Z Next Step (REL ).
TEERE IR E A AmazonMWAA REFZRE R,
BEEURE N =EIBUR,

iZIZ Next Step (BB ER).

i#1Z Create Group (B E#H).

N o o M 0w Db

B2 P & 12 3 BRI

1. 1 IAM =24 LBHREREEH,
BEERE.

i#1Z Groups ().
BESEREREEEE,

iEH AirflowDevelopmentGroup,
212 Add to Groups (¥Tig Z &),

o g k& W DN

BEIE?

o THEWMAITE REEEBLAEER Apache Airflow UIFZER Apache Airflow,
- -5 THENMERT IAM BERFET IAM BUER,

Amazon MWAA W RIS EE A

Amazon Managed Workflows for Apache Airflow £/ AWS Identity and Access Management (IAM)
[REEFEAE, REELEACREEERZE Amazon MWAA I — IAM B8R, REKEZACRR
Amazon MWAA FEEES , Y I EZRBRAKREFWEMM AWS BREAAENMEF T,

EREW? =
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https://console.aws.amazon.com/iam/home#/users
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RIS ER A RBEEERMERTE Amazon MWAA , RAZTEEFBHELENFFT. Amazon
MWAA EEEEBRBEFACHNTT , RIEZHEE , BRIRE Amazon MWAA AT LUEEE BB, E
SN LB EEBERNFTFTEER , BRFFIBREBEEMMEH M IAM B,

BYALERMBRBRFEZASCNEEER , FREEMER, ERRELN Amazon MWAA BiR , RAK
FERPMOBRENERNF,

NEREXERBEFACGNEM RBENEF , FSHEAWS £/ IAM BBRE , W RBERS A CH
TESEARNE®. REAEGRNR , WFHIREN BREER ST,

Amazon MWAA B RIS EFE AT

Amazon MWAA A& A NIRIEEL A ® AWSServiceRoleForAmazonMWAA — FEIEIRFE R K
RIS EE A EEEF Amazon MWAA ¥ 5 AWS BRFS 8 FEUHE

« Amazon CloudWatch Logs (CloudWatch Logs) — 2 Apache Airflow B2 3 H 55848,
« Amazon CloudWatch (CloudWatch) — A4 SR HIRIER HER THHBNEREZR M E LIRS,
« Amazon Elastic Compute Cloud (Amazon EC2) - B3 F3IEIR :

« B VPC HE{Ht Apache Airflow HEFE2R M THEEEAKZ AWSE Amazon Aurora PostgreSQL &
RIEHEEHN Amazon VPC %,

- WREH Apache Airflow Web A IREFEZFFAEMEIEE , BT E£AEEINE Amazon VPC i B3R
FA Web 1 BR 88 #Y #8 3% 77 B,

« Amazon VPC H#yE M A SR (ENIs) 7] E#EE FH Amazon VPC FEEE AWS HWER,

THEEBRATFRETRBETREELZAE, Amazon MWAA BRI E
Bairflow.amazonaws.com B R

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "airflow.amazonaws.com"

},

"Action": "sts:AssumeRole"
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}

25 WABKTBEANazonMWAAServiceRolePolicy /o 5F Amazon MWAA HiEEMNERTR T
SIEh1E

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:DescribelogGroups"

]I

"Resource": "arn:aws:logs:*:*:log-group:airflow-*:*"

"Effect": "Allow",

"Action": [
"ec2:AttachNetworkInterface",
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkIntexrfacePermission",
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcs",
"ec2:DetachNetworkInterface"

1,

"Resource": "*"

"Effect": "Allow",
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"Action": "ec2:CreateVpcEndpoint",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "AmazonMWAAManaged"

"Effect": "Allow",
"Action": [
"ec2:ModifyVpcEndpoint",
"ec2:DeleteVpcEndpoints"
]I
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"Null": {
"aws :ResourceTag/AmazonMWAAManaged": false

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint",
"ec2:ModifyVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:security-group/*",
"arn:aws:ec2:*:*:subnet/*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"
},
"ForAnyValue:StringEquals": {
"aws:TagKeys": "AmazonMWAAManaged"

Amazon MWAA KRG ERE A @R
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}
}I
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/MWAA"
]
}
}
}

Lo

1R

VAHRRERTH , IAM B (NEAE, BERAR) I WEL, REIMRRBERSE, WEF
&, F2R (AM EAEER) PHREEEABF .

A Amazon MWAA BRI RS EEA®

BAEEFHEURBEEAR  ELFER AWS BEE#EA. AWS CLIEK AWS APl B K
Amazon MWAA ER3ERF , Amazon MWAA 85 BRITREEEAR®,

ZEEMBREBREEELAE  2REEBRREY , UL ERFYEAHEEFEFEYAR, EFEY
B —{ERER , Amazon MWAA EBXALERY RBEZAG,

#mEE Amazon MWAA IR EE A G

Amazon MWAA T 55 #mEE AWSServiceRoleForAmazonMWAA RS EZ AR, RAERESE I
SERBELAC , IABELIEEIACGCREFACERE, AWM , BAEH IAM RiGEASHE
o MEFHMENR , F2E (AM FHEER) PNHRERGELEAC,

M B& Amazon MWAA M RIS EE A E

EETBEARERBESRACHIEIRYE  RAEBERBRZAE. Ht—K , ERREREDE
EHEENRERER.

=R MIBR Amazon MWAA IRIEREF .| Amazon MWAA €I EEARE — o FE AN EHEEER,
B |, BAAEKRZEEF Amazon MWAA TRBIKENIRE  RAEBESMBRBRKESEAR, NREE
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Amazon MWAA i BRIRIE 2 Bi M BRI A5 E 45 A€ , Amazon MWAA B sE & =M BR AT B RIS AH B &
BRo

£/ IAM FERBRREEESE

{im IAM E#4& AWS CLI, = AWS API 3Bk AWSServiceRoleForAmazonMWAA BRI&E#E &
. MEFHMEN , F2E (AM EHEER) HHRREREEEAE,

Amazon MWAA R EFZE A ENES

Amazon MWAA X EERHBEBENFMEERFEARBEEAE. MEFMENR , F2B8 Amazon
Managed Workflows for Apache Airflow i 2k F B 28
BRER
8% #iR =p:
Amazon MWAA S E#MER®E  AnazonMWAAServiceR 2022 £11 A 18 H
EEABRTABER olePolicy - Amazon

MWAA EEMHEEBRKEZAE
MEF TR , AR F Amazon
MWAA 1] , #$EafRiEE &
FHBNHMEERMERF
RE. EBLHMIBEZFEMN AWS/
MWAA

Amazon MWAA ERKBIERIE  Amazon MWAA BREBMH 2022 £ 11 A 18 B
2] AWSE & R ERE A BT
RHNEE,

Amazon MWAA #1TH &

HITABREEFTHBERN AWS Identity and Access Management (IAM) &£ | #&F Amazon
Managed Workflows for Apache Airflow &R &M A H At AWS FRIEERVET T, ETRESIEEMN
Amazon S3 fE1ZRrE8, AWSHEAR £ M CloudWatch Logs FE R, Amazon MWAA IRIESERE
HEZ-—EHTAC. ATERPUMAEANRELRENBTAC , LA Amazon MWAA FEUE
RIEEANEM AWS ER,
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AES
- BITACHE
o FERCEERFTA
o AR IE fE A HABBR A AYRT AT AWS
s NIRRT HITAE
+ Create a new role (BRI A )
- FEANEHAITABBER
« JE# JSON BERIAMER Efth AWS FRTS
- FRKRFEBRAEEFEINERKR T Amazon S3 fEFET RN FEUE
« {8 Apache Airflow JZ#3
- HITAGBH JSON BUXE
- BEEFZESRNEHIBER
« AWSHER SR I S85IBUR
- BELR?

HITAOBEH

Amazon MWAA £ R EIR5E AWS FT A M RISHIFFAIRBEFAITAR. Amazon MWAA B1THAEBTEE
RIEEAN T AWS BRI

+ Amazon CloudWatch (CloudWatch) — 3% Apache Airflow 154 H B &,

« Amazon Simple Storage Service (Amazon S3) — ZITERIRIEN DAG BB EER ( Hlm
requirements.txt),

+ Amazon Simple Queue Service (Amazon SQS) — £ Amazon MWAA & # Amazon SQS {73+
{THIIRBRIER Apache Airflow {£#.

« AWS Key Management Service (AWS KMS) - BAREIRBHERME ( £H AWSHEEN S
WAEFEENSR),

(® Note

WMRIECIREZE Amazon MWAA 5/ AWS HEH KMS €8 NFER |, IS BEREEES
Amazon MWAA #{TACBMNBEHRERT , LLUEB Amazon SQS BFIRENEFEHRZE
EKMS 280N FEE. EETIMERG , CRENATACTHEFZIYEE KMS 248 :

« BE=ARFHH KMS £RFEZZBHEERBER AFTILERS 7
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- 2K DAG BERABFEFIEE=HIIRFS P LL BIZER Amazon SQS fF5lairflow-
celery- , WHEMAMHRB KMS £BETINE,

ATREEBIIRFEZHR EREENRE , RMHEZERE DAGs PHEMRERE , UBERE

B TEREASEEUEIRE /AZBHEE Amazon SQS 175, A , BEUEREREEBE

CIREFHAHNEFEZE KMS €8 R EE Amazon MWAA LW II%, EEBERENFITAE

PR % BEFEUEIRFE I KMS 248,

ERC(E , RENZRER  SELIBFRARENRIE,

BITABHEEETS IAM BEAIRT

« airflow:PublishMetrics - fo5F Amazon MWAA ES3IRIE R E/EAREE,

FERREERFTAI

BT LAER Amazon MWAA £ 8 FNFEREREREYHTACN AWSHENEIR , RREAKE
H LN REFIBRTEELENATHE,

- ERETEALRERITAGRIER , Amazon MWAA iIREMENKEKF EZE BT
AR,

- EREFRT , Amazon MWAA EEER AR, flin , RMABREEEIRER | #iE
Amazon MWAA £ & LW BERBIHITAG, Amazon MWAA EFERAFTAGHH
regex BRX1EL , BEFIEFTAE CloudWatch Logs B¥HMIFF AT IR "arn:aws: logs:us-
east-1:111122223333:1og-group:airflow-your-environment-name-*",

A0 {e T 48 6 A EL A ARFZ RV EF AT AWS

BIUIREE , Amazon MWAA EEFTESRFEEFTRREZEHANITAR, BX4EFRAREMENHE
WA BREREMENHITHEE, HlH0 , MREN DAG EEFH AWS Glue , Amazon MWAA 3% B
BEAREMENELHT , SUSHFTHEEHNTAC,

BRLIEBMES A AMEERNTAS !

- EBAFTABRRENR JSON BK, SR LEMHLER EAVEH JSON BURXH |, £ IAM £24
LRTEHEAREITA R JSON HX,

- A AWS BRIEE Y JSON B , U HEREENATAR., BANERALEELASER , & AWS
ARAEHIHT JSON BRI HHEE IAM £ & LN HITABE B,
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BRERHITHCERENTRITAEEIE , Amazon MWAA AT Bl Rt A#TIERIEF TR, iE KRR
RERVTACBREMLENFTT , BH DAGSHREE XK.

WAV BITAE

BALBREERENIATAC, MEFNHNITHACHRELNRREVE  FEALEENSRE
MHNSTABEE , YiSAGEENRERE Y EE,

Create a new role (B A )

BIRTAEK , Amazon MWAA ERREEY AWSHEN ERMUETERMBENNITAC, EAILNEEY
RIEFRIERE Amazon MWAA £ 4 FNEREER, TERRARREVHNITACHRARER,

/A Important

ELEUHNBTACE K F2EEEACHRIATACHERE, H—BBABRKLEER ,
YR EENEREE,

FHNEFATACRER

&R BAE Amazon MWAA £ 4 EFRERENIATAR , I E IAM E2E LEHAER JSON K
Ho

EMATABEE

—

£ Amazon MWAA =125 FRBUREEH,
BERE,

EFUEREEHTAG , UWE IAM PRI EE,
BEHITACEBURBGETTEX,

& Edit Policy (#REEBUIR).

EIE JSON EZE,

BEHEH JSON BUK,

BEERRBXR,

© ©®© N o o K~ w0 D
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ERAEER

JE1Z JSON BURLAE A H At AWS BRF

R

/Ch

R, BT PMBEERNKEEFEHE AWS Secrets Manager.

JSON

"Version":"2012-10-17",
"Statement":[
{

"Effect":"Allow",

"Action":[
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionlds"

1,

"Resource": [

myn

1

BHRERERITAG

—

© ® N o 0 B~ W DN

£ Amazon MWAA =124 FRBUREEM,
BERR,
EFTERPREZNBTAG,
BEEEBR,

iZ1Z Create policy (B BUR).

iE$# JSON,

B £ JSON B3R,

BET-—F &R, T—% : BE.

WABRWERMEZRE (HIW SecretsManagerReadPolicy) MR,

10. BEFERIBK.

AEAA AWS IRFE I JSON BUR |, WK HEREENHITHAE, Sl , BALUERET 5] JSON B

FRMEFRHITABEE
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ERRF BRABEFHERR T Amazon S3 RFErEH FEUE

B A g E H Amazon S3 PutPublicAccessBlock BERFHBEIRFE PG IFTE
HEFEER., BEEHEHRFHAFEMETENEIRN , SNREITACGVAEFIBERYEE
s3:GetAccountPublicAccessBlockEifE,

T O € B RETE T SHE SRS P FTA Amazon S3 REFIFENEIE , B4 REEEHTABNBEK.,
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "s3:GetAccountPublicAccessBlock",
"Resource": "*"

}

MFERHIFE Amazon S3 REFArBHFFHMEN , F2E (Amazon Simple Storage Service A E 15
) PHYEEY Amazon S3 FEFER 2\BFE.

£ Apache Airflow E4F

& A LA ST Apache Airflow S48 , Y #E Apache Airflow BRI HIEEHTACKHE ARN, EEif
— 3% TR, 228 B Apache Airflow FE#R,

#MITAER JSON BXRHI

B ARSI ESEGF TBRERRRRARREHTAGHIITERX , IEVHNBTACYTA
RENRE. BLBEEE Apache Airflow BFFEEENEJR ARN FEEE. Amazon S3 @ FETEEH
Amazon MWAA IR3E,

BMEBEREHIHR, BAHAH ARNs HFEZNVE , AREA JSON BERREBUREHATAE,
EFZESWMNEAIBR
THEHFRETAREFZESRNAITABIK.

FERREBRABENERREF Amazon S3 fE1F T M IZEUE 71


https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutPublicAccessBlock.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_resource.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk

Amazon Managed Workflows for Apache Airflow

ERAEER

JSON

{
"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}I
{
"Effect": "Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}I
{
"Effect": "Allow",

"Action": [
"logs:CreateLogStream"”,
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecorxrd",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resource": [
"arn:aws:logs:us-east-1:111122223333:10g-group

name:*"

]

}I
{
"Effect": "Allow",

tairflow-your-environment-

BHIHE
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ERAEER

"Action": [
"logs:DescribelLogGroups"
1,
"Resource": [
wxn
]
},
{
"Effect": "Allow",
"Action": [
"s3:GetAccountPublicAccessBlock"
]I

"Resource": [

g

]
}I
{

"Effect": "Allow",

"Action": "cloudwatch:PutMetricData",

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes”,
"sqs:GetQueuelrl",
"sqs:ReceiveMessage",
"sqs:SendMessage"

1,

"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"

},
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey",
"kms : GenerateDataKey*",
"kms :Encrypt"
1,

"Resource": "arn:aws:kms:us-east-1:111122223333:key/your-kms-cmk-id",

"Condition": {
"StringlLike": {

BHIHE
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"kms:ViaService": [
"sqs.us-east-1.amazonaws.com",
"s3.us-east-1.amazonaws.com"

EE | BEENRHF Amazon MWAA IBEILAE |, LRREETEME, ETLUBEBFER IAM Fi2
& "airflow.amazonaws.com" "airflow-env.amazonaws.com" fRHE EEHIEZ I
BITACNEIEREE  FA BELRETRMALBTAGHNETACBEHFhttps:/
docs.aws.amazon.com/cli/latest/reference/iam/create-role.htm| AWS CLI, 2B YA RERK
XHEB -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": ["airflow.amazonaws.com","airflow-env.amazonaws.com"]
}I

"Action": "sts:AssumeRole"

REMKTH JSON BEREZZELNEFZESH, LWBEMEA kns:EncryptionContext RH£8
FH , BLAFEE CloudWatch Logs F#J Apache Airflow B 5EHH,

{
"Sid": "Allow logs access",
"Effect": "Allow",
"Principal": {
"Service": "logs.us-east-1.amazonaws.com"
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},

"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"

1,

"Resource": "*",

"Condition": {

"ArnLike": {
"kms:EncryptionContext:aws:logs:arn'": "arn:aws:logs:us-east-1:111122223333:*"

AWSHES € 8 1Y & 4| BUR
ToEHIERET AR AWSEANSBNATABEE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:PublishMetrics",
"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/
{your-environment-name}"
},

{
"Effect": "Deny",

"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
1},

{
"Effect": "Allow",

"Action": [
"s3:GetObject*",
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ERAEER

"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I

{

"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resourxce": [

"arn:aws:logs:us-east-1:111122223333:1o0g-group:airflow-{your-

environment-name}-*"

]
}I
{
"Effect": "Allow",
"Action": [
"logs:DescribelLogGroups"
1,
"Resource": [
wxn
]
},
{
"Effect": "Allow",
"Action": [
"s3:GetAccountPublicAccessBlock"
]I
"Resource": [
wan
]
}I
{

"Effect": "Allow",

BHIHE
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"Action": "cloudwatch:PutMetricData",
"Resource": "*"

"Effect": "Allow",

"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes”,
"sqs:GetQueuelrl",
"sqs:ReceiveMessage",
"sqs:SendMessage"

1,

"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey",
"kms : GenerateDataKey*",
"kms :Encrypt"
1,
"NotResource": "arn:aws:kms:*:111122223333:key/*",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"sqs.us-east-1.amazonaws.com"

1

®REIR?

. THEIZFIIRM Apache Airflow A& R EEUERIREFTENEF T ZEH Amazon MWAA RiE,
- TREAEFSESRETNE,
- RRESEFZEBEEEH,
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b RIEENREA

BEREABEBRZEMBE , AR RAUTHFEFTITNERTURH ERESHFUNERIAITX
BF, £ P AWS , BRBEERSESREEREABE, EEERS (WURH) /S —ER%
(W ILARTE) B , AIReE R AEBREER . TR IR  UEARFTHHEMAET SR ERRN
B, AARTRAFDNFT. ATEHREERR , AWS RHUNTETHBERERE RBENE
B, HRBTREESEIRFHFERNFIE,

RPMRECERENSTACHRFER aws:SourceArnfl aws:SourceAccountLHEHRAREE |
LABR #] Amazon MWAA R EEMRIEFEE RN, MBEEE(E AT —EERERE R 1ZE4HE
B RBIFEMEA aws:SourceArn, MREEE RIFZRF PN MEREBRIEEFHBRE  BEH

aws :SourceAccounte

PrEREEREBEABENREN S ERER aws :SourceArn £ FHABRRSIE , UK
ERWTE ARN, MEFTHEERNWTE ARN , RBNREBIEET ZEER , BFEA
aws:SourceArn £EH AR R RS|IBEEEAFT T (*) KK ARN BWARHEBS . Hla0
arn:aws:airflow:*:123456789012:environment/*,

H{Eaws:SourceATn%EBERBEAHE VT HITAEHN Amazon MWAA RiE ARN,

FERATHEHF , FRENFTABEEBEPER aws :SourceArnHl aws: SourceAccount 2 1F §
HARBEE®  UPHIEEEREBEABE, SulEELFTNATAREMER TIEFEEE.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexvice": [
"airflow.amazonaws.com",
"airflow-env.amazonaws.com"

]

}I

"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:airflow:us-
east-1:123456789012:environment/your-environment-name"
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3},
"StringEquals": {

"aws :SourceAccount": "123456789012"
}

Apache Airflow FZEUE R,

Amazon Managed Workflows for Apache Airflow £ ATERNRIRIE , AIRELE. X2BHLEM
BB ELRREFR Apache Airflow Web fRIfRER. Z<1ERFREA Amazon Managed Workflows for
Apache Airflow 3R3% £ Apache Airflow Web RIiREE AT AN FEIER , LR MREBELERKEE
RAIZEEf Amazon VPC HEEEMN HME R,

RE
« Apache Airflow FEUE =

. NEHEEK

- FAEHERE

. NENMAEREFE
- FEUEXEE

« NEPBEIER

- FEEBEFEIER

- NENAERBFIER
- FEUEXHERE

. NEREBHERE

- FAEREBHNERE

- REQAENAEEBREN
« 7#BX Apache Airflow Web fRIfR25EY VPC im®h ( FAEMEER)

Apache Airflow fZEUE

BE] LA A Apache Airflow Web fAlfREEEFE. NEILENLERHB. EERANLERE , HE
EIERE, ELREFHEZE Amazon VPC WK Apache Airflow Web A ikES. ZEERALNERK
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B, HEELAEMRK., ENEMFHEEBAKRMAKEE Apache Airflow Web fAIRES. ZEERBMAL
BENAERH , FEELABNAEHERER. EAFFERAEEBBEMARKEE Apache Airflow Web fi
ARES , EETEEFBIE VPC iR EE Web RIARESEA.

NEEE

THREBERBAEELE Web f@REFH Amazon MWAA RIE,

NEMERERERX AR TERE IAM BEEEEHEMN £/ & & iR AR 72 Apache Airflow Ul

/A Important

MR EHIREMEA Apache Airflow 5 3 IR EFMBABEAERBFIER , THEELARE
IR ERE Web AIRER , ABAEBMRE., MRFTETEEN FHERELZFEER
HEE% (Blgn , BB NAT FENFAE F#8% ) , Bl DAG B E LK. EEMANREE , 75
F#&ZE Apache Airflow 3.2.1 IR E#FHIRA , LR F AENAERBEFIER , SUEBLE
VPC imE g B TEE @A

TEFRBATE Amazon MWAA £ A& LER A EREBEZENVE,

N R S

THREEREEEFLE Web A REFA Amazon MWAA IRIiE,

AEREEIEX 2% Apache Airflow Ul BIFEPRHITE Amazon VPC H ER FERE IAM BUEE
BENERE,

BB EETE Web AR EFEENIRELR , B4 HATE Python wheel #1748 (.whl) FEEFRE
MKRME , RBE .whl®h22# requirements.txt, WEMEH wheel HEMZEHKENRA |, B
B{E A Python wheel B2 K,

2

TEMREE Amazon MWAA =25 L ERFILEMRBBIENVE,
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NENFLE R FE

iE R Apache Airflow 3.2.1 MR R E# R4, £ Apache Airflow 5 3 iRREFRAF , TEESZEIB
£7& AP BSERAMREFEELR Web @RET. MREM Amazon VPC EEFEURAMRMANR K TIHEEEEE
RENE Web fAlfRe: , BB DAG B AK., EXNSEIARBIESRFE Apache Airflow Ul I AE
B aE TS , AR ARworker-to-webserveriBIANFAE VPC indh , A TEEEREBBRBET
BV IR TEARE Web fABRES. ESELASETHNLAERENALERAKEERE.

(® Note

EHEXT |, BIEREE Apache Airflow Ul #1808 URL, %8 VPC inBiE THEERARK
EBEF , TEARBIERFE.

FHE XS

ZIKE"EEEEH""@E/L\\%&%E%\ AERBRLNENALEHERFEUERXE | £ Amazon VPC HEIH VPC
i% 25 (AWS PrivateLink)o

NEPBEEFIELN
WMRIES Apache Airflow Web ARZBRZBELABHEBFEEN , MR RESERRBRERLFEHE,

« Amazon MWAA € 5 &# Amazon Aurora PostgreSQL HF#E R &R ERE T VPC N HimE. iwE
REERFBEZNIAE FRERNTAEEFELN  YABIAEMFHER AWS tRFE,

- R , Amazon MWAA 1458 FHERRMN IP i BEEMEHIRS. & 5 EXER Amazon VPC 1Y
BETAERSEREE - IP NREER

IR EBEEFIEN

WRIE A Apache Airflow Web Al REFZEZFAME R FIESR , B REETE Amazon VPC AFAT
B,

- Amazon MWAA & &% #) Apache Airflow Web a1 fR8§2 37 VPC M H %2 , A& Amazon Aurora
PostgreSQL AF#EERERER M HiInE, WERERNIECNAEFEENTARERPEILN ,
I BB A E Mt FH8E AWS 1RF,

« % , Amazon MWAA Ei5FAE FHREKH IP it BET N EIHEE ., ESEXER Amazon VPC By
BETHESBEE— IP WREEX,
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NENMALERBFEER

MR A A Apache Airflow Web fAIREFEEFEA BN ERBEFEIHE , BB Apache Airflow Ul B8
BhEEEBEEMERARKE , Mworker-to-webserveri@ A Bl & 7 #8289 Amazon VPC FFAE K H,

« Amazon MWAA & % Apache Airflow Web A iR852 1 VPC fTEmH ( ARIEEER) , XA
Amazon Aurora PostgreSQL HAEERI ERER Y N HinH. HEHESERFIENAE FEBHN TR
EEFEY , WEIRAEMTFHERE AWS RS,

- R% , Amazon MWAA ST E THEEMN IP it BEFTNEiKE. ESEXENR Amazon VPC By
BRETHESREE— IP WREEX.

« Apache Airflow Ul [ ZB A EEKREH L EHRZBRREREN. FAEFR U NAREFRALE
R FERERNAXEE,

EBHE—FTH , 5528 the section called “Amazon VPC # Apache Airflow 17 EUE = #9 &5 54 Fl 5=
Bl

FHERE R ERE

T —ERARBER/TRIFEIZEMN Apache Airflow FEER | EFEEMNHMIRENHERE,

NERBRIEE

MRIES Apache Airflow Web AR ZRIFEABHEKEE , BAUEERNRERRKBER Apache
Airflow Ul,

BREEXNTISRRREEAENFIE , UARENRIEEREM AWS REBVFFA,

1. ¥EEFA, Amazon MWAA ZFEF A A HM AWS R, BEREVIRER , Amazon
MWAA €21 R ER A , RFFEE¥ Amazon Elastic Container Registry (Amazon
ECR). CloudWatch Logs #1 Amazon EC2 A 4$7E IAM Bi{E,

BAILAFIBEE T | UERELRBWEMBE , AT UHBESNTHE AWS | UUEHREMAR
B, EEE—FS T FESE Amazon MWAA H1THEE,

2. BAUERAERR, EURFEREMAERILZME IAM BER , LEREHEIIREN Apache Airflow Ul
HNEN. EEE—STHE , F2H FE Amazon MWAA R,

FEERANERE 82



Amazon Managed Workflows for Apache Airflow EREEmR
MERBNETE

W RIZEIZE Apache Airflow Webserver WRAEBKIEE , AIFEAFHEREFIE. REFCHHEM
FRIGEVET AT AWS |, AR EHTFEL Amazon VPC & RAI M &

1. ¥ . Amazon MWAA EEF A EFEAHEM AWS IR, EFEIIRER , Amazon
MWAA 823 RIGEZEAE , RFFEEHE Amazon Elastic Container Registry (Amazon
ECR). CloudWatch Logs #1 Amazon EC2 A 4$7E IAM Bi{E,

WO LAHETIEETE , MMERELRENEMEE , T HBEHTAC AWS |, UFEHEMAR
%, BEEE—DSTH , F52E Amazon MWAA #1TAE,

2. BAFREHR. ZUEEACHAEEILZE IAM BUR |, LIEREHEIREM Apache Airflow Ul
NER. EEE—FTH , 28 FE Amazon MWAA RIR,

3. RAAMREFEE. BEEE Amazon VPC HEN#E | F8EELEZE Apache Airflow Web fa] R 25 Y
VPC 25 (AWS PrivateLink). 540 , EBE A (A BT VPN EE AWS Client VPN,

RELAMLEEEFE

MEE A Apache Airflow Web fAIREFIBIBA BN MR FEEE , ZUUEEVRERHABFER
Apache Airflow Ul, BIESRFIAEE VPN 5 VPC imEiFHU# 4], Apache Airflow Ul A 3&EiB 4343
BEFEH, TEE2BBIE VPC mEEHERZE Web AR,

BEEEMTITRRRECAENFIE , URENTRREREM AWS BRIBHFFA,

1. #T8FF . Amazon MWAA ZEF A EFEAHEM AWS IR, EFEIIRIER , Amazon
MWAA 21 R EFEAE , RFFEEE Amazon Elastic Container Registry (Amazon
ECR). CloudWatch Logs 1 Amazon EC2 ER4SE IAM E1E,

WA LAFIEEE T | UERAEERBHWEMBNE , ST UTHIEEBITHE AWS | LUEREMAR
B, EEE—LS T FE2SE Amazon MWAA H1THEE,

2. BUMEAERR, LURFEAERAERYZMHE IAM BER , REHEIRZM Apache Airflow Ul
HNEN. EEE—STHE , F2H FE Amazon MWAA R,

ZH Apache Airflow Web Rl iR28#Y VPC in%: ( RABHEKREFE )

MR REZBANEMKEE |, AIFEEXE Amazon VPC hE #&| | FAETFHL Apache Airflow Web fd
BRESHY VPC i B (AWS PrivateLink), HRAELEIR , RMEREMEAE Amazon MWAA IRIZEHEEH
Amazon VPC, VPC Z£EHEMILE FHE,

17BX Apache Airflow Web fAl B8589 VPC W2 ( FAEHERFE ) 83
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ERAEER

MREERELANMALEREBEFE , AIFFEERMFE Apache Airflow Ul B9#H], TEIBERER1F
N, TEESEBEARLE VPC inRETREER,

FEE—STH 6 F2EEE VPC N FHL

1ZHY Apache Airflow Web fAIfREEH VPC in % ( FAEHEEREFE ) 84
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1ZHY Apache Airflow

Amazon MWAA T] 284 i 2 & 5 3£ 17 H Apache Airflow IR3E : Apache Airflow & T (Ul) 2
A . Apache Airflow CLI # Apache Airflow REST API, &RIEAfEA Amazon MWAA 1% & REFZEUH
A Apache Airflow Ul ) DAG , Sf£H Amazon MWAA APIs RERSEBFIUA DAG, AEIREA
fZHL Apache Airflow Ul FTEERIEFT], WAIE @S Shell FEZEESE Amazon MWAA AP| FEILEYFERL |
AR Apache Airflow CLI X BRI S,

£

o SERIGM

« BERK Apache Airflow Ul

« & A Apache Airflow

« B Apache Airflow Web AR5 ZERF A

« £&%%E Apache Airflow Web fRIBRESHY B 5T 4315
« ¥ Apache Airflow CLI Z&F

- {#F Apache Airflow REST API

« Apache Airflow CL| g5 £

TORIRMF
T-BRBERFHFHHENESBHRNIS SB,
7H

+ AWS tRF 7£ AWS Identity and Access Management (IAM) F7ZEX Amazon MWAA FF 7]
% Apache Airflow Ul FEUEE : AmazonMWAAWebServerAccess,

« AWS IRF 7£ AWS Identity and Access Management (IAM) F#ZE Amazon MWAA FF AT BUR T8
AP| FE 12 & FEBEER | AmazonMWAAFUllApiAccess.

AWS CLI

AWS Command Line Interface (AWS CLI) R —ERBMRHKBITTE , B UFERA G S shell P8 75
BEAWS R ES, EEXRMERENSR , fFETHEAR

« AWS CLI- L% 2 [,

TORIRE 85
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« AWS CLI - £/ HyRiEFHRaws configure,

FARX Apache Airflow Ul

T EZ T~ Amazon MWAA £ & L Apache Airflow Ul BYE#E.

% A Apache Airflow

BEE AWS 1R in AWS Identity and Access Management (IAM) 77EX Apache Airflow Ul #Apache
Airflow Ul ZEUEEE : AmazonMWAAWebServerAccessiEF il

FHUZR Apache Airflow Ul

1. 7£ Amazon MWAA & FBEBUREEE.
2. BEERR,
3. EERMEREAENE,

#2137 Apache Airflow Web A fRESZENZ A

A AL EE NS SREL Web ARBERFAR . FEEMNITEAEFZE Amazon MWAA R
B, Fln S LS ER |, R%EFEH Amazon MWAA APIs R ERET A R EE DAGs, T—HaE
£/ AWS CLI, Bash ¥+, POST API 553K = Python ¥ B2 3 Apache Airflow Web E A Z#F
WL, CEREDNFHERNRA 60 R,

/A Important

B 2025 4 8 A 19 HE , Amazon MWAA #iE% IPv6 In B & , BEXE IPv4 Fl IPv6

wE, BEWNBEH  FIEFELNRESNSFER Airflow FHENE (U) B.on. awsiBig. &
E XA HE Airflow Ul # % . amazonaws . comEBELFHETIREMN .on. awsHiH. Web {7
REBFFMERENERLEELR (VPC) iInHRBSHEE B A . amazonaws . com#@iF , A

o
. SERMEAE

BRX Apache Airflow Ul 86
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- FH
« AWS CLI
- £/ AWS CLI
« £/ bash EDH
« {#F Python IETHS
- BELSR?

FeRIRAF
T-SRAEALEE LN S NESBRENNS SR,
FE

« AWS RF 7E£ AWS Identity and Access Management (IAM) F112EX Amazon MWAA & 7] X
% Apache Airflow Ul FEUEE : AmazonMWAAWebServerAccess,

+ AWS tRF 7£ AWS Identity and Access Management (IAM) F112E Amazon MWAA EFra] R T
AP| M E 2 & FEBEE : AmazonMWAAFUllApiAccess.

AWS CLI

AWS Command Line Interface (AWS CLI) 2 —ERBRHBRIBTLE , BRI AERA WSS shell 78 a5 5
B AWS RS ESE, BEETRUHERLNSER , EFEETHEE .

« AWS CLI - B2 2 iR
« AWS CLI - £/ HRiEFHREaws configure,

A AWS CLI

T5IEEBI6EH TR create-web-login-token #54 AWS CLI 33 Apache Airflow Web & A Z%&,

aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME

£/ bash IELHE

THIEEHIERA bash IESIEREIL FHY create-web-login-token @5 AWS CLI , A2 31 Apache Airflow
Web %A?ﬁo
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1. BRTIEXBHANARE , YEXEEES get-web-token.sh,

#!/bin/bash

HOST=YOUR_HOST_NAME

YOUR_URL=https://$HOST/aws_mwaa/aws-console-sso?login=true#

WEB_TOKEN=$(aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME --query
WebToken --output text)

echo $YOUR_URL$WEB_TOKEN

2. B##E4X YOUR_HOST_NAMEF MYFESZ{ZEYOUR_ENVIRONMENT _NAME, a0 , N BB I #
EZREL (FE= https = /) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. (#A ) macOS M Linux EAETWRFENT MG T , URRESBTHIT,

chmod +x get-web-token.sh

4. AT TFIETEELLEE Web BAFHR,
./get-web-token.sh
R TRRAFIERET

https://123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com/
aws_mwaa/aws-console-sso?login=true#{your-web-login-token}

£/ Python {5515

T EFIER Python IESEEH A boto3 create_web_login_token J5 &2 31 Apache Airflow Web f’é)k
F&. BRI LLTE Amazon MWAA ABETIIETTR. B —FEMNWMERE boto3 BXNE, &H
REBVERRERZERENE, HBRRECR IRFERES D AWS %ﬁ‘m, Fo

1. BHRTIEBBEINRE , W ELEFAETS create-web-login-token.py,

import boto3
mwaa = boto3.client('mwaa')
response = mwaa.create_web_login_token(
Name="YOUR_ENVIRONMENT_NAME"
)

& A Python 15515 88
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webServerHostName = response['"WebServerHostname"]
webToken = response["WebToken"]
airflowUIUrl = 'https://{0}/aws_mwaa/aws-console-sso?
login=true#{1}'.format(webServerHostName, webToken)
print("Here is your Airflow UI URL: ")
print(airflowUIUrl)
2. DA##BX BFEEE{ZEYOUR_ENVIRONMENT_NAME,

3. AT THE SRS Web BAFHF,

python3 create-web-login-token.py

BEITER?

- BREHMTE CreateWebLoginToken B3 Web & AF A Amazon MWAA API 1k,

8% 7E Apache Airflow Web fal ik 2889 B 5T #8135

Amazon Managed Workflows for Apache Airflow (Amazon MWAA) T2 #& 52 & Apache Airflow Web
AR E BT M@, FABTMAE , B LR Apache Airflow Ul, Apache Airflow CLI  Apache
Airflow Web {al [RE§ZEUEIRE M Amazon MWAA Z & Apache Airflow Web alfRES.

(@ Note
IBR e BRI MBS BRRAR IR FAR Web ABRRFEEEM,

Amazon MWAA Lt B 5T Y fE F =4I

1. &£ LBEEREARINHA Web RRSIMAE AWS - FH BITRETREER S REFE Web @RS
B URL , MARELENRBBEERE, SAUFRLETEE  YHEMAREEHERARENS

HH.

2. FEURLAE Web ARz — MREBERE VPC h RR B HERMRIRFHE Web ABRSFREFE , £H
BRI ATt URL EFE @ THERE.

ES-
- BREHEFTRE

BrELSE? 89
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- BREMBERER

RE BRI A8

EERTHITMEIEE , BFEEEENHEH Amazon MWAA FRIER | FiB webserver.base_url
Apache Airflow #HRER M BETMREIE. THRFERFEARENETREERE .

s LEXBEERTEEMEAGESRBNTEMEZME (FQDN), Hl40 your-custom-

domain.com.

« Amazon MWAA R A8 URL RHIEEE, #I8 , your-custom-domain.com/dags/ FREXMH
EHE R N

« URL REPRHA 255 1@ ASCII F T,

- MRERMZEFTE | FEREFER Amazon MWAA ELEH Web fEIARES URL B RIE,

ERUT R , £H B BB BT Web AR B BAYIRKE AWS CLL

aws mwaa create-environment \

--name my-mwaa-env \

--source-bucket-arn arn:aws:s3:::amzn-s3-demo-bucket \
--airflow-configuration-options '{"webserver.base_url":"my-custom-domain.com"}"' \
--network-configuration '{"SubnetIds":["subnet-0123456789abcdef","subnet-
fedcba9876543210"13}"' \

--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role

BYSEMRER K SFEE PREMBERRE AWS 1RF |, F80iEB AT HEFINFAE Web AR
o

FEEREERBBELEN URL , BEFENABREL BBRwebserver .base_urliERERIE,
R EN S BT
FATHISBRRBEVENBMAERRNE , UE fHBTAEEEFER AWS IR,

1. HU#8 Amazon VPC % Zi#BEE 52 (ENI) B9 IP bk, EEiERM , A get-environment B

BHRES K WebserverVpcEndpointService

aws mwaa get-environment --name your-environment-name
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MRKY , EEWRBFECUA T8,

{

"Environment": {
"AirflowConfigurationOptions": {3},
"AirflowVersion": "latest-version",

"Arn": "environment-arn",
"CreatedAt": "2024-06-01T01:00:00-00:00",
"DagS3Path": "dags",
"WebserverVpcEndpointService": "web-server-vpc-endpoint-service",
"WeeklyMaintenanceWindowStart": "TUE:21:30"
}
}

#aaC | WebserverVpcEndpointServicefs , 7 F %] Amazon EC2 describe-vpc-
endpoints@fweb-server-vpc-endpoint-serviced#EAR . ETHHH--filters
Name=service-name,Values=web-server-vpc-endpoint-service-id9¥ AR

2. #EEL Amazon VPC inBEH i E A, TS ERIMTS B ERKE S BA Amazon VPC ik BiE &
A, WUAXFRNEE L ID MAEEEB AR E IDs,

aws ec2 describe-vpc-endpoints \
--filters Name=sexrvice-name,Values=web-server-vpc-endpoint-service \
--query 'VpcEndpoints[*].

{EndpointId:VpcEndpointId, NetworkInterfaceIds:NetworkIntexfacelds}' \
--output text

3. MEMENEEFMENRA, o 2REEEE F—@LSBHEBIM Amazon VPC in BhHH BB A =SB R
NHEMFE IP #uit,

for eni_id in $(

aws ec2 describe-vpc-endpoints \
--filters Name=service-name,Values=service-id \
--quexry 'VpcEndpoints[*].NetworkInterfaceIds' \
--output text

); do

aws ec2 describe-network-interfaces \
--network-intexface-ids $eni_id \
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--query 'NetworkInterfaces[*].PrivateIpAddresses[*].PrivateIpAddress' \
--output text
done

4. £/ create-target-group B MY BZERHE, EASEF L B EBEREEMM Web fEIBRES
Amazon VPC ixZ58Y IP #edits

aws elbv2 create-target-group \
--name new-target-group-namne \
--protocol HTTPS \

--port 443 \

--vpc-id web-server-vpc-id \
--target-type ip \
--health-check-protocol HTTPS \
--health-check-port 443 \
--health-check-path / \
--health-check-enabled \
--matcher 'HttpCode="200,302"'

£/ register-targets@ <M IP b,

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=ip-address-1 Id=ip-address-2

5. R ACM B, MREEARENEE , FHBLIR,

aws acm request-certificate \
--domain-name my-custom-domain.com \
--validation-method DNS

6. 85X —{& Application Load Balancer., B , B E&HTHEE A ARBIEHTEHS[NEERES,
EESEL—ESBHPEIN ACM BE.

aws elbv2 create-load-balancer \
--name my-mwaa-lb \
--type application \
--subnets subnet-id-1 subnet-id-2

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
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--protocol HTTPS \

--port 443 \

--ssl-policy ELBSecurityPolicy-2016-08 \

--certificates CertificateArn=acm-certificate-arn \
--default-actions Type=forward, TargetGroupAxn=target-group-arn

MRIBEFE FHEE P FE A Network Load Balancer , 58
EY Web @ fREs.

7. FERMEA Route 53 BUFEE B,

% E &8 88 I # 5} Site-to-Site VPN JBIEXRF

aws route53 create-hosted-zone --name my-custom-domain.com \
--caller-reference 1

BN ARK. BEMSA HITHERME AWS CLI, FBEA BEFEEREE ID, 1list-hosted-
zones-by-name A& FEH EA#Hchange-resource-record-sets,

HOSTED_ZONE_ID=$(aws route53 list-hosted-zones-by-name \
--dns-name my-custom-domain.com \
--query 'HostedZones[0].Id' --output text)

aws route53 change-resource-record-sets \
--hosted-zone-id $HOSTED_ZONE_ID \
--change-batch '{
"Changes": [
{
"Action": "CREATE",
"ResourceRecordSet": {

"Name": "my-custom-domain.com",

"Type": "A",

"AliasTarget": {
"HostedZoneld": "load-balancer-hosted-zone-id>",
"DNSName": "load-balancer-dns-name",

"EvaluateTargetHealth": true
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8. E# Web fAlfREF Amazon VPC B M Z 2B EAR A , MEBRREEREA , EAFRE
Application Load Balancer FFE A8 FHKH HTTPS B, EAMEEE TS JSON, Hln , B

sg-ingress-ip-permissions. json,

[
{
"IpProtocol": "tcp",
"FromPort": 443,
"ToPort": 443,
"UserIdGroupPairs": [
{
"GroupId": "load-balancer-security-group-id"
}
1,
"IpRanges": [
{
"CidrIp": "public-subnet-1-cidr"
I
{
"CidrIp": "public-subnet-2-cidr"
}
]
}
]

#1735 Amazon EC2 i S REMEN M AR EHER A, EE # JSON #EE--1ip-

permissions,

aws ec2 authorize-security-group-ingress \
--group-id <security-group-id> \
--ip-permissions file://sg-ingress-ip-permissions.json

ﬂ’fTTEIJ Amazon EC2 ‘lﬁf ;RE%E’U\EG%IEH;E: IJo

aws ec2 authorize-security-group-egress \

--group-id webserver-vpc-endpoint-security-group-id \
--protocol tcp \

--port 443 \

--source-group load-balancer-security-group-id
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BB Amazon MWAA A WEEZE Apache Airflow Ul, Z1REBEEFIE FHAEFERE Network
Load Balancer , T A2 L&A #Y Application Load Balancer , BI#4ZE A T 5 & & —{EiE 1B 7 H
Web ﬁﬂﬁ%ﬁo

« the section called “¥3{ZR%E : Linux B2 F "

« the section called “¥{ 2% : AWS Client VPN”

# 3 Apache Airflow CLI Z£F

® Tip
REST API Ltk CLI ERR 1t , EERENABRAETERNRFTES. REST 28 Apache Airflow
BB mE B N

FAUERALEE NS SREL CLI F/F , RAREEE DT shell P#ST Amazon Managed
Workflows for Apache Airflow APl FERY, flgn | & o] LAERS#ER |, AEREEH Amazon MWAA APIs 1A
BRERFTHREE DAGs, T—HEEMFEHA AWS CLI, curl IS, Python IS bash IS HEE
I Apache Airflow CLI &S ER, EIEEFEENFRAEREA 60 ¥,

AWS CLI & EEBAEDL shell B, MARFREL APl @i, Hit , TANATEZIRE. A
THER Web fRIRFHEAERITOE , RMEBTERE L —ME AWS CLI BRI 5T 5 2 Bl BRI 3E
Ko
AES
- ERIGH
- BR
« AWS CLI
- f£/H AWS CLI
« £/ curl ERE
£/ bash ETHE
« f£f Python IS

- RESR?
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N,
ToRRH

T—HRACALEE LNaSNESHBRNNS SR,

7E

- AWS R F £ AWS Identity and Access Management (IAM) F1ZE Amazon MWAA & 7]
% Apache Airflow Ul ZEUBR : AmazonMWAAWebServerAccess,

- AWS R F £ AWS Identity and Access Management (IAM) F12H Amazon MWAA FF Al R T
AP| M E 2 & FEEEE : AmazonMWAAFUllApiAccess.

AWS CLI

AWS Command Line Interface (AWS CLI) R—EHMEHRIBELE , AIZEBED TS Shell FEAGS
B AWS REES, FETRUEERLNTR  #FETIER .

« AWS CLI - B85 2 iRo
- AWS CLI - £ By RiEHZEaws confiqure,

A AWS CLI

THEHIER F 8 create-cli-token 59 AWS CLI 2RZ 31 Apache Airflow CLI Z£F,

aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME

A curl IESTE

THIEBIER curl #55MEREA B Y create-web-login-token &4 AWS CLI , i%iB Apache Airflow
Webserver £ #2504 A Apache Airflow CLI

Apache Airflow v3

1. REPNFEREHR curl BIRR |, WiEHBFEHGS shell A,

(® Note
AHEBRRINFAER  EUREEMEH shel BERIRE > B L
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ERAEER

CLI_JSON=$(aws mwaa --region us-east-1 create-cli-token --

name YOUR_ENVIRONMENT_NAME) \

&& CLI_TOKEN=$(echo $CLI_JISON | jq -r '.CliToken') \

&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jq -r '.WebServerHostname') \

&& CLI_RESULTS=$(curl -L --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/

cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME --logical-date $(date -u +"%Y-%m-

%M:%SZ")") \

&& echo "Output:" \

&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \
&& echo "Errors:" \

&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

2. BAEEZEVEBZRHRALN AWS [EiF IRIE. YOUR_DAG_NAMEF]
YOUR_ENVIRONMENT_NAME. a0 , A" EREANEMBBEL (T2 hitps = //) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

EHRTRIFTEET

{
"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout":"<STDOUT of the CLI execution, base64 encoded>"
}
Apache Airflow v2

1. REVXFERER curl RER | BAFEKIEN BT shell o

(@ Note
AERRINTAER | EUREEMEN shel BERARE > B L

CLI_JSON=$(aws mwaa --region us-east-1 create-cli-token --
name YOUR_ENVIRONMENT_NAME) \

%dTSH

R curl G

97



Amazon Managed Workflows for Apache Airflow EREEmR

&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \
&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jg -r '.WebServerHostname') \
&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/cli"

\
--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME") \

&& echo "Output:" \

&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \
&& echo "Errors:" \

&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

2. BIGEZVEERBEN AWS EE BE, YOUR_DAG_NAMEH
YOUR_ENVIRONMENT_NAME, #itn , A BB EEERBEL (T2 https = //) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

BHRTRRIFTEET

"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout":"<STDOUT of the CLI execution, base64 encoded>"

£/ bash 551

T 5554 bash # BRI Y create-cli-token #5 AWS CLI Z 3 Apache Airflow CLI #
Bto

Apache Airflow v3

1. BETIHEXRLBHINAR , YEABFEES get-cli-token.sh,

# brew install jq
aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export
CLI_TOKEN=$(jq -r .CliToken) && curl -L --request POST "https://YOUR_HOST_NAME/
aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
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ERAEER

--data-raw "dags trigger YOUR_DAG_NAME --logical-date $(date -u +"%Y-%m-
%dT%H:%M:%Sz2" )"

2. LA##BE4X YOUR_ENVIRONMENT_NAME., YOUR_HOST_NAMEM WFEE{x
IEYOUR_DAG_NAME, #ltn , AEMWBHEREBEL (72 https = //) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com
3. (EA) macOS M Linux FAETRZFEHT NG , UBRRESEITHIT,
chmod +x get-cli-token.sh

4. HITTHIESEREIL Apache Airflow CLI F 5,

./get-cli-token.sh

Apache Airflow v2

1. BRTIEABHIINAES , LELHFHEFS get-cli-token.sh,

# brew install jq

aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export CLI_TOKEN=$(jq -

r .CliToken) && curl --request POST "https://YOUR_HOST_NAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \
--data-raw "dags trigger YOUR_DAG_NAME"

2. BA##EX YOUR_ENVIRONMENT_NAME., YOUR_HOST_NAMER HTEEE {2
EYOUR_DAG_NAME, flin , A EHREHNETHEITBEL (& https = //) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. (EA ) macOS M Linux EAEAUMIT TGS , MBRESHEITHT.

chmod +x get-cli-token.sh

4. FITTHIIESBREI Apache Airflow CLI Z5F,

./get-cli-token.sh
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ERAEER

&/ Python I8 S5

T EHIER Python IESHEHH boto3 create_cli_token 53583 Apache Airflow CLI &5 #§ 3%

DAG, &u[LATE Amazon MWAA AZHTHIETE. BREERZE boto3 BRAE, &HA
BRERLZEREANE, HBRECH IRFRES D AWS BFEEE.

Apache Airflow v3

RERRERVE

BRTIIEBEHANADR , X EXRKFETA create-cli-token.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import boto3

import json

import requests

import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')
mwaa_cli_token = client.create_cli_token(

Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
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mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
.
data=raw_data

)

mwaa_std_err_message = baseb64.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = base64.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

2. EX YOUR_ENVIRONMENT_NAMEF & {7 EYOUR_DAG_NAME,
3. #FITTHIESBHREIL Apache Airflow CLI Z#F,

python3 create-cli-token.py

Apache Airflow v2

1. BRTIBXBHFANRE , YELHFEES create-cli-token.py.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
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FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import boto3

import json

import requests

import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{@0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
},
data=raw_data

)

mwaa_std_err_message = baseb4.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')

print(mwaa_response.status_code)

print(mwaa_std_err_message)
print(mwaa_std_out_message)

2.  HUX YOUR_ENVIRONMENT_NAMEF] H9FE {7 iE YOUR_DAG_NAME,
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3. HATTHIESTREIL Apache Airflow CLI F5F,

python3 create-cli-token.py

®REIR?

o BZEHAMNIE CreateCliToken 23 CLI #HH Amazon MWAA API #1E.

{# A Apache Airflow REST API

Amazon Managed Workflows for Apache Airflow (Amazon MWAA) X ¥ #11T Apache Airflow
v2.4.3 MEFMRAKIRE | B3 EFEH Apache Airflow REST API EBf&#) Apache Airflow IREBRE, &
AZEEURERFRFT AR FEMEE Amazon MWAA IRIE | 2HEXEHN AR IUAER G RIEETIE
TR, EEEH DAGs , IR EHETE Apache Airflow JTTHHIAREE | Bl EERERE, HREN
RS,

£ T A Apache Airflow REST APl B X BT #EE 4 , Amazon MWAA T EHIEIBKFIER Web fl
REEARE , UEEEMNER , MWERE RESTAPIFXR, ®H%AE (CL) AR, BREZILT
Apache Airflow R ENE (Ul) A&, W0F Amazon MWAA W{TERE Web ARSI FAMEN , B
2204 the section called “E%7E Web fAiREz B BIER",

I&TLAE A Apache Airflow REST API BIEHIRIBEET IIERES -
« BRXEEE - LI EALUEE Apache Airflow DAG $11T. BEERE | URENEET4HHR
e, flanhiEE R ERE, BREENEEESS  MEFMKEE Apache Airflow Ul =% CLI,

- BASNEAEXNMBHEES - RESTAPI XETRAREZEBFIHRA R , 88 Amazon MWAA
RIBEHMARES, o, EUUBMEBITHEREADEREABRENEYN , fINMETKNERE
ER AV E A E LM

- SERPAEE - BULEBERERR , ®EZE Amazon MWAA FRIER DAGs & , BEREHPAE
BENEE,

% Apache Airflow REST API BIEHBE , 5888 Apache Airflow REST API 8%,

FEBEA InvokeRestApi , BALAER AWS & A& KFHL Apache Airflow REST APl, T ¥ , &1
AT LAER{S Web IR FEERRIZRE , AREAERRFEUE,
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MREBEFEH InvokeRestApilgfEUpdate your environment to use InvokeRestApif¥
BEAEESE  RREBEEFEH Amazon MWAA IRIE, EEM Amazon MWAA RIE
EdInvokeRestApiIEEMHBEN R B ETHAR , IFBAE MR, FEMRIEE , FEFEN
Amazon MWAA IR1E |, LAt AInvokeRestApiThREMI N ERE,

InvokeRestApi BRFMFEFRFFFEFE A 10 ¥ MRBEFEREL 10 WRZTK , AIGEBKL
I 5| EEER. FRESEN REST API Y EEEILRFEFHIBRSERK , OB RIBFH#HR,

% T TEEA Apache Airflow REST API X B[R , Amazon MWAA A BRIRZEKFIERE Web fd
RERAE , LUREBMMER , |BARERA REST API R, mH5IAME (CL) AR , BREZIT
Apache Airflow R EITHE (Ul) A&, FE Amazon MWAA AR Web RRBREFAET , 5
2B the section called “E8E Web Al iR 25 H BER".

&ALAE A Apache Airflow REST API BEHIRIBEET IIERRSG -
« BRXERFFEE - LI E A LUEE Apache Airflow DAG #11T. BEERE | UREINEET4HHR
B plmphEERNERE, BEIMEERES , MEEAIE Apache Airflow Ul 2 CLI,

- EABEARINMREES - RESTAPI XETARBEEBITHRAR , BEH Amazon MWAA
BIEHEHMRRES, Fl0 , BAUUBBITEREUEERGADBRFENEL: , fINEERKNERE
E SR 00 f6E A & 5

o B _ MO LUEBEIRERIR | £ @ Amazon MWAA BIE & DAGs FIREE  EMER
EhREBNER,

N Apache Airflow REST API B9 #IE A , 526 Apache Airflow REST APl 2%,

FEBMEA InvokeRestApi , BAILAER AWS & A E EHFE Apache Airflow REST APl, S#& , &b
A LAER{E Web fRIBRESFEVERIRIFEE , AREAEBREUE,

- MREEMEA InvokeRestApiEEUpdate your environment to use InvokeRestApif¥
BEAEESE  RREBEEFEH Amazon MWAA IRIE, EEM Amazon MWAA RIE
EdInvokeRestApiIEEMHBEMN R B ETHAR , IFBAEMNEE, FEMRILEE , FEFEN
Amazon MWAA IR1E |, LAt AInvokeRestApiThREMI L ERE,

* InvokeRestApi IREMNTERRFFERE A 10 ¥, WRBEREL 10 WRTK , AIGAEK
Ik, WEIHER, FRESH REST API I} EHEHEMREHBATR , B EIESER.
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/A Important
[ e A/ T EEHEIR 6 MB, MNREBIBLRRSE , 88 RestApi KB,

£ A T 5 &% Apache Airflow REST API 41T API FELY | SRR ENETHY DAG #11T
FE
« ¥ Apache Airflow REST API FJ7ZEU#E : airflow:InvokeRestApi

« Y Apache Airflow REST API
o B Web A1 fRES TERE BRF AP 1L Apache Airflow REST API

& F Apache Airflow REST API B77HU# : airflow:InvokeRestApi

= E A AWS Z A ERFE Apache Airflow REST API | #RAZE7E IAM i thig F
airflow:InvokeRestApiffH, £ FHIBEKEFIF | 'Td_: F#EE Admin, Viewer, . Op User=
PublicAf , {airflow-role} A BRI EAEFEER, MFEFHMEN , 528 Apache Airflow 2
ZEMPHERAL,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowMwaaRestApiAccess",
"Effect": "Allow",
"Action": "airflow:InvokeRestApi",
"Resource": [
"arn:aws:airflow:us-east-1:111122223333:xo0le/{youxr-environment-name}/
{airflow-rolel}"
]
}
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® Note

REFE Web @RETEF , #EK Virtual Private Cloud (VPC) #AZBAY A InvokeRestApiE)
o BULAEMA aws:SourceVpc£if , ALBREERERMNEFEEES, MEFMER , B

2/ aws : SourceVpc,

AL Apache Airflow REST API

AT EHIESIERA M6 A Apache Airflow REST API B HHERE R AT AR DAGs , LA fnfa[2 31
Apache Airflow 22 :

import boto3
env_name = "MyAirflowEnvironment"

def list_dags(client):
request_params = {
"Name": env_name,
"Path": "/dags",
"Method": "GET",
"QueryParameters": {
"paused": False

response = client.invoke_rest_api(
**request_params

print("Airflow REST API response: ", response['RestApiResponse'])

def create_variable(client):
request_params = {
"Name": env_name,
"Path": "/variables",
"Method": "POST",

"Body": {
"key": "test-restapi-key",
"value": "test-restapi-value",

"description": "Test variable created by MWAA InvokeRestApi API",
}
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response = client.invoke_rest_api(
**request_params

)
print("Airflow REST API response: ", response['RestApiResponse'])
if _name__ == "__main__":

client = boto3.client("mwaa")
list_dags(client)
create_variable(client)

B3 Web Rl IRES T/EREER = RF AP AU Apache Airflow REST API

EERY Web AREBSEINER , BEA TS Python BB, HWEREE XMW Amazon MWAA API LA
B8 Web BAF ., Web BAFHEE 60 WERIBHE , REIIMA Web TERBEFHR , AIZEEFE
Web faIBRES I F Apache Airflow REST AP, MREZEEFHEIB 10 EXZ (TPS) WIRRAE , &
A LASE A itk 75 3% 12 HX Apache Airflow REST AP,

THEERFHEE 12 MFRIBH.

® Tip
TH X IEE 1 Apache Airflow v2 Bl v INEEEF T -
- REST API B8 &1t ¥ & /api/vl /api/v2
- BARRKHR BFA /aws_maa/login /pluginsv2/aws_mwaa/login
- REZEAWEEresponse.cookies["_token"]EEEEE API I LHBFRANZRFE
=
- B REST API B0Y | SBABEZEPEEjwt_token&EFH , TR :
headers = {
"Authorization": f'"Bearer {jwt_token}",

"Content-Type": "application/json"
}

Apache Airflow v3

def get_token_info(region, env_name):
logging.basicConfig(level=1ogging.INFO)
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try:
# Initialize MWAA client and request a web login token
mwaa = boto3.client('mwaa', region_name=region)
response = mwaa.create_web_login_token(Name=env_name)

# Extract the web server hostname and login token
web_server_host_name = response["WebServerHostname"]
web_token = response["WebToken"]

# Construct the URL needed for authentication
login_url = f"https://{web_server_host_name}/pluginsv2/aws_mwaa/login"
login_payload = {"token": web_token}

# Make a POST request to the MWAA login url using the login payload
response = requests.post(

login_url,

data=login_payload,

timeout=10

# Check if login was successful
if response.status_code == 200:

# Return the hostname and the session cookie
return (
web_server_host_name,
response.cookies['_token']
)
else:
# Log an error
logging.error("Failed to log in: HTTP %d", response.status_code)
return None
except requests.RequestException as e:

# Log any exceptions raised during the request to the MWAA login endpoint
logging.error("Request failed: %s", str(e))

return None

except Exception as e:

# Log any other unexpected exceptions
logging.error("An unexpected error occurred: %s", str(e))
return None
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Apache Airflow v2

def get_session_info(region, env_name):
logging.basicConfig(level=1logging.INFO)

try:
# Initialize MWAA client and request a web login token
mwaa = boto3.client('mwaa', region_name=region)
response = mwaa.create_web_login_token(Name=env_name)

# Extract the web server hostname and login token
web_server_host_name = response["WebServerHostname"]
web_token = response['"WebToken"]

# Construct the URL needed for authentication
login_url = f"https://{web_server_host_name}/aws_mwaa/login"
login_payload = {"token": web_token}

# Make a POST request to the MWAA login url using the login payload
response = requests.post(

login_url,

data=login_payload,

timeout=10

# Check if login was succesfull
if response.status_code == 200:

# Return the hostname and the session cookie
return (
web_server_host_name,
response.cookies["session"]
)
else:
# Log an error
logging.error("Failed to log in: HTTP %d", response.status_code)
return None
except requests.RequestException as e:
# Log any exceptions raised during the request to the MWAA login endpoint
logging.error("Request failed: %s", str(e))
return None
except Exception as e:
# Log any other unexpected exceptions
logging.error("An unexpected error occurred: %s", str(e))
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ERAEER

return None

BoBmBTHE , CEBRAERTRABEEFRE APl ind, BT -G+ , EAWE dags/

{dag_name}/dagRuns,

Apache Airflow v3

def trigger_dag(region, env_name, dag_id):

Triggers a DAG in a specified MWAA environment using the Airflow REST API.

Args:

region (str): AWS region where the MWAA environment is hosted.
env_name (str): Name of the MWAA environment.

dag_id (str): ID of the DAG to trigger.

logging.info(f"Attempting to trigger DAG {dag_id} in environment {env_name} at

region {region}")

# Retrieve the web server hostname and token for authentication
try:

web_server_host_name, jwt_token = get_token_info(region, env_name)
if not jwt_token:

logging.error("Authentication failed, no jwt token retrieved.")
return

except Exception as e:

logging.error(f"Error retrieving token info: {str(e)}")

return

# Prepare headers and payload for the request
request_headers = {
"Authorization": f"Bearer {jwt_token}",

"Content-Type": "application/json" # Good practice to include, even for GET

}

# sample request body input
json_body = {"logical_date": "2025-09-17T14:15:00Z2"}

# Construct the URL for triggering the DAG
url = f"https://{web_server_host_name}/api/v2/dags/{dag_id}/dagRuns"
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# Send the POST request to trigger the DAG

try:

response = requests.post(url, headers=request_headers, json=json_body)
# Check the response status code to determine if the DAG was triggered

successfully
if response.status_code == 200:
logging.info("DAG triggered successfully.")
else:

logging.error(f"Failed to trigger DAG: HTTP {response.status_code} -
{response.text}")

except requests.RequestException as e:

logging.error(f"Request to trigger DAG failed: {str(e)}")

if __name__ == "__main__":
logging.basicConfig(level=1logging.INFO)

# Check if the correct number of arguments is provided

if len(sys.argv) != 4:

logging.error("Incorrect usage. Proper format: python script_name.py {region}
{env_name} {dag_id}")

sys.exit(1l)

region = sys.argv[1l]
env_name = sys.argv[2]
dag_id = sys.argv[3]

# Trigger the DAG with the provided arguments
trigger_dag(region, env_name, dag_id)

Apache Airflow v2

def trigger_dag(region, env_name, dag_name):

Triggers a DAG in a specified MWAA environment using the Airflow REST API.

Args:

region (str): AWS region where the MWAA environment is hosted.
env_name (str): Name of the MWAA environment.

dag_name (str): Name of the DAG to trigger.

logging.info(f"Attempting to trigger DAG {dag_name} in environment {env_name}
at region {region}")
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# Retrieve the web server hostname and session cookie for authentication
try:

web_server_host_name, session_cookie = get_session_info(region, env_name)
if not session_cookie:

logging.error("Authentication failed, no session cookie retrieved.")
return

except Exception as e:

logging.error(f"Error retrieving session info: {str(e)}")

return

# Prepare headers and payload for the request
cookies = {"session": session_cookie}
json_body = {"conf": {}}

# Construct the URL for triggering the DAG
url = f"https://{web_server_host_name}/api/vl/dags/{dag_id}/dagRuns"

# Send the POST request to trigger the DAG

try:

response = requests.post(url, cookies=cookies, json=json_body)

# Check the response status code to determine if the DAG was triggered

successfully
if response.status_code == 200:
logging.info("DAG triggered successfully.")
else:

logging.error(f"Failed to trigger DAG: HTTP {response.status_code} -
{response.text}")

except requests.RequestException as e:

logging.error(f"Request to trigger DAG failed: {str(e)}")

if __name__ == "__main__":

logging.basicConfig(level=1logging.INFO)

# Check if the correct number of arguments is provided

if len(sys.argv) != 4:

logging.error("Incorrect usage. Proper format: python script_name.py {region}
{env_name} {dag_namel}")

sys.exit(1l)

region = sys.argv[1l]
env_name = sys.argv[2]
dag_name = sys.argv[3]
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# Trigger the DAG with the provided arguments
trigger_dag(region, env_name, dag_name)

Apache Airflow CLI s 5 &#&

A FEFR B Amazon Managed Workflows for Apache Airflow £ B R T X EH Apache Airflow CLI @5
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® Tip
REST API Ltk CLI ERR 1t , EEEABRAETERRFTES. REST 28 Apache Airflow
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fFEY

- AWS tRF £ AWS Identity and Access Management (IAM) F7ZEL Amazon MWAA §F ]
% Apache Airflow Ul FEUBUR : AmazonMWAAWebServerAccess.

- AWS R F £ AWS Identity and Access Management (IAM) F12H Amazon MWAA EF Al BUR T
AP| FE 12 & EFEBER | AmazonMWAAFullApiAccess.

AWS CLI

AWS Command Line Interface (AWS CLI) 2 —EHBRRIBELE , BRI LAERA GBS shell FHGHS
BEHAWS R ES, EETRUEEELNTR  KFETIER

« AWSCLI- &% 2 R,
« AWS CLI - £/ HREFHRaws configure,

BAEE ?

« v3: RREMHE, Apache Airflow v3 SIERBMHNEREE  URMESHLZEUENTERME , XE
HEBERZ. BEE—STH , F2EARERR 3.

« v2 : Airflow CLI s 5 #5#. Apache Airflow v2 CLI {&iB#E4%  FtERG S E0EAFH
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https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#reserialize
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v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6,

v3.0.6.

v3.0.6.

v3.0.6.

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

DA
AR T3

dags show

dags AR&E

dags HIE

dags 8 E R4

dags unpause

db &K

RUETH

HEEIE

REESR

REEERS

RHERE

HEREA

REEUR
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#show
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#trigger
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#unpause
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#clean
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#behaviours
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#hooks
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#links
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat4
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#notifications
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#secrets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#triggerer
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v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6.

v3.0.6,

v3.0.6.

v3.0.6.

v3.0.6.

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

DA
AR T3

REENTE

A add-perms

At del-perms

AEEYT

AEEE

BB

ERRELE

EHEE

EBREE

EHRE

{£7§ states-for-dag-run

EBRH
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#widgets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#add-perms
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#del-perms
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#create
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat5
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#clear
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#failed-deps
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat6
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#render
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#states-for-dag-run
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat4
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat3
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IRERRAS

v3.0.6, v3.2.1

v3.0.6, v3.2.1

v3.0.6, v3.2.1

Apache Airflow v2

IXRERRAS

v2.0+

v2.0+

v2.0+

v2.2+ (figat)

v2.0+

v2.2+ ({EE)

v2.0+

v2.6+

v2.2+ (§5%)

v2.2+ (%)

5
dp

g&u
sy
A

W
THEX
EiRAR
AR ER
dags [Eli&E
dags flB&
dags BE
dags list-jobs

dags list-import-errors

dags list-runs

dags next-execution

XEH CLI & H
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#set_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat8
http://airflow.apache.org/docs/apache-airflow/1.10.12/cli-ref.html#version
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#cheat-sheet
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#add
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#backfill
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list-jobs
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#list-import-errors
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list-runs
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#next-execution
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v2.0+

v2.0+

v2.4+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

v2.4+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

dags ¥&

dags EFF 5L

dags show

dags #RAE

dags JBI&

dags #ER R4

dags BUEE =

db B

BHEETH

HIEEREUS

RHEEANR
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#pause
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#report
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#reserialize
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#show
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#trigger
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#unpause
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#clean
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#behaviours
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#hooks
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#links
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat4
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v2.8+

v2.6+

v2.7+

v2.0+

v2.6+

v2.6+

v2.6+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

DA
AR T3

HEREA

REERE

REEEES

REAENTE

£t add-perms

£t del-perms

AEEY

ABEE

EHERR

EBRHREEE

EBEE
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https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#notifications
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#secrets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#triggerer
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#widgets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#add-perms
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#del-perms
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#create
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat5
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#clear
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#failed-deps
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat6
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#render
https://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#run
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state_repeat1
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IXERRA CEED)

v2.0+ {£7& states-for-dag-run
v2.0+ ERAE

v2.0+ £ 2 ER

v2.0+ BHEE

v2.0+ 285

v2.0+ BREE

v2.0+ version

E B # DAGs#R T

mRBHIRFEH 1T Apache Airflow v2.0.2 , 11 DAGs FAKFEEIR ZENEHNNBER | BT
DAG # CLI ts S & kB requirements. txt :

Apache Airflow 2.0.2 ix

* dags backfill
* dags list
* dags list-runs

+ dags next-execution

WRIEH DAGs AMERMIBEER RENEFNINBES | BILERMEL CLI &

Srequirements.txt,

FHAEN
T—&ia& A Apache Airflow CLI B9 E 75 X & 51,

TARA® —


http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#states-for-dag-run
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat4
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat3
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#set_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat8
http://airflow.apache.org/docs/apache-airflow/1.10.12/cli-ref.html#version
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ERE. EVBEiMIBR Apache Airflow v2 B8
B ERATHSEPIRNBREZE, ERMBRERS N8 H<script> <mwaa env name> get

| set | delete <variable> <variable value> </variable> </variable>,

[ $# -eq 0 ] && echo "Usage: $0 MWAA environment name " && exit

if [[ $2 == "" ]1]; then
dag="variables list"

elif [ $2 == "get" ] || [ $2 == "delete" 1 || [ $2 == "set" ]; then
dag="variables $2 $3 $4 $5"

else
echo "Not a valid command"
exit 1

fi

CLI_JSON=$(aws mwaa --region $AWS_REGION create-cli-token --name $1) \
&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \
&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jgq -r '.WebServerHostname') \
&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "$dag" ) \
&& echo "Output:" \
&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \
&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

55 DAG BFETig1HAE

BT LAE #5 3% DAG B R T 7| E HIFE XN TFFEEL Apache Airflow v2 R#Ti84HAE | HliN airflow
trigger_dag 'dag_name' —conf '{"key":"value"}',

import boto3
import json
import requests
import base64

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
key = "YOUR_KEY"
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value = "YOUR_VALUE"

Conf = Il{\llll + key + Il\ll:\llll + Value + Il\ll}ll

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(

Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken"']

mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])

raw_data = "trigger_dag {0} -c '{1}'".format(dag_name, conf)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={

'Authorization': mwaa_auth_token,

'Content-Type': 'text/plain'
1,

data=raw_data

mwaa_std_err_message = baseb64.b64decode(mwaa_response.json()

['stderr']).decode('utf8"')

mwaa_std_out_message = base64.b64decode(mwaa_response.json()

['stdout']).decode('utf8"')

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

EYHER TN SSH BB LEHT CLI e

FERAUTEF , EH SSH BEREY Linux 82 ##11T Airflow CLI 555

5/ curl

ssh -D 8080 -f -C -q -N YOUR_USER@YOUR_BASTION_HOST

curl -x socks5h://0:8080 --request POST https://YOUR_HOST_NAME/aws_mwaa/cli --
header YOUR_HEADERS --data-raw YOUR_CLI_COMMAND
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B2 Apache Airflow HYE#R

REREA M A Amazon Managed Workflows for Apache Airflow 3REEZE Apache Airflow E#R
FE

- Apache Airflow 2 FE R E

« L7 Amazon MWAA IR3E E#Y Apache Airflow IR EEH

- EREDSE

- f£ AWS Secrets Manager ##5%E Apache Airflow E#R

Apache Airflow % 2 & #R 81 5

EREBAT , BB EEERENEMERIEE , fl0 AWS 5RERE , HAE Apache Airflow
REAERPNERYEDFTENTAS , RESERE DAG ANELR,

- BREEH Apache Airflow, £ BEREEM Apache Airflow T8 £ | AL FE%E Apache
Airflow fA88i#1Hairflow. cfgo

[secrets]
backend = airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBackend
backend_kwargs = {"connections_prefix" : "airflow/connections", "variables_prefix"

"airflow/variables"}

« Amazon MWAA £ Apache Airflow, £ Amazon MWAA Lt | REEISLHREREHIEA
Amazon MWAA £ & E£# Apache Airflow #E5Ei21E, Apache Airflow #HEERIEE BT AREBEESHE
EHRE  YBEEMERENFEHMREHERE,

ZHTE Amazon MWAA IRIE EH Apache Airflow IRIEEEH

WWE®ESIE Amazon MWAA BFTE X EH Apache Airflow IREZ R Apache Airflow IREEEH,
MEELEMNFREN , FSREHEINEEW Apache Airfflow 2%,

(® Note

A THRAREM Python BXEZE TS E B E CloudWatch iR AM , Amazon MWAA &
EHIT 2B Z % Watchtower 2.0.1 ik, pip3 install -r requirements.txt
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https://airflow.apache.org/docs/apache-airflow/stable/howto/set-config.html
https://airflow.apache.org/docs/apache-airflow/stable/howto/set-config.html
https://airflow.apache.org/docs/apache-airflow/stable/extra-packages-ref.html
https://pypi.org/project/watchtower/2.0.1/
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£

- REMRHFESR

- BERFRBEEH

BR Bl R fF A2 3R

# Apache Airflow 2.7.2 [RFA%E , B ERBRSBETE --constraintPRird, MREERIEMHRE
#l , Amazon MWAA EREIEE—E , UBRENFERPIHNEHFEBRIEZELAR Apache Airflow
RRAMEE

Apache Airflow FR#I{§HE RS E Apache Airflow TR A AR IRHERE, T8 , EFZHER
T, B ER B IR A Apache Airflow B . HREXEFEARSRYE , BEEEERTHRAN
RUEEH  EUNBUBERMERTHRIGREESR

1. 1% GitHub TERA4SEM R FIRHER |, B0 hitps://raw.githubusercontent.com/apache/airflow/
constraints-2.7.2/constraints-3.11.txt ( #% '2.7.2 MR BEBEFERBMRA ) .

2. HSESUERIR SR ERFAETE Amazon MWAA BRIER Amazon S3 dags B3 | Hln
constraints-3.11-updated.txt,

3. WEZEMER, MTAH.

--constraint "/usr/local/airflow/dags/constraints-3.11-updated.txt"
apache-airflow-providers-amazon==version-number

(@ Note

MREFEAFAE Web RIIRES , BFEMEH aws-mwaa-docker-images &P BN ENEE
#£A WHL %,

BFEMPTRBEEH

LZEBEHREEHN |, EULUEHELEEHRRIFE Apache Airflow Ul FHERER, EHRREFEEHR
BLEEHIEEBrequirements. txtERFH Python K. LWEMS|H Amazon MWAA BFFE X
EH Apache Airflow IREZ K Apache Airflow 2EEEH,
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https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://github.com/aws/amazon-mwaa-docker-images
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® Note

# Apache Airflow v2 FIEFTHRA , Amazon MWAA E#11T 2% &% Watchtower 2.0.1
Mipip3 install -r requirements.txt , AHEREM Python EXEREIFSERH
CloudWatch 2 #&HI A%,

B LIS ERFTH X EBIRA apache-airflow-providers-amazonR ARkt L FERE,

X 1 Apache Airflow iRA :

v3.2.1
EARER =4
AWS E#R apache-airflow-providers-amazon [aiob

otocore] ==9.25.0

Postgres E 4 apache-airflow-providers-postgres==6.6.3
FTP &R apache-airflow-providers-ftp==3.14.3
Fab E#R apache-airflow-providers-fab==3.6.1
Celery E#% apache-airflow-providers-celery==3.18.0
HTTP EiF apache-airflow-providers-http=6.0.2
IMAP E#R apache-airflow-providers-imap==3.11.2
#ER saL apache-airflow-providers-common-sql=1.34.0
SQLite E#R apache-airflow-providers-sqlite==4.3.2
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https://pypi.org/project/watchtower/2.0.1/
https://pypi.org/project/watchtower/2.0.1/
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.25.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.25.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/6.6.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.14.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/3.6.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.18.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/6.0.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.11.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.34.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/4.3.2/index.html
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v3.0.6

EiREE

AWS E#R

Postgres iE#7

FTP E#R

Fab Eig

Celery E#R

HTTP E#R

IMAP E#R

F R sQL

SQLite E48

v2.11.0

EiREE

AWS E#R

Postgres iE 47

=5

apache-airflow-providers-amazon [aiob
otocore] ==9.9.0

apache-airflow-providers-postgres==6.2.1

apache-airflow-providers-ftp==3.13.1

apache-airflow-providers-fab==2.3.0

apache-airflow-providers-celery==3.12.1

apache-airflow-providers-http=5.3.2

apache-airflow-providers-imap==3.9.1

apache-airflow-providers-common-sql=1.27.3

apache-airflow-providers-sqlite==4.1.1

=5

apache-airflow-providers-amazon [aiob

otocore] ==9.8.0

apache-airflow-providers-postgres==6.2.0
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https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/6.2.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.13.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/2.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.12.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/5.3.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.9.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.27.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/4.1.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/6.2.0/index.html
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ERAEER

EiREE

FTP E4R

Fab jE#F

Celery E#&

HTTP E#

IMAP E48

R sqQL

SQLite E#R

SMTP E#R

v2.10.3

EAREE

AWS E4R

Postgres E&

FTP E#

Fab Eig

=

apache-airflow-providers-ftp==3.13.0

apache-airflow-providers-fab==1.5.3

apache-airflow-providers-celery==3.11.0

apache-airflow-providers-http=5.3.0

apache-airflow-providers-imap==3.9.0

apache-airflow-providers-common-sql=
=1.27.1

apache-airflow-providers-sqlite==4.1.0

apache-airflow-providers-smtp==2.1.0

=5

apache-airflow-providers-amazon [aiob

otocore] ==9.0.0

apache-airflow-providers-postgres==5.13.1

apache-airflow-providers-ftp==3.11.1

apache-airflow-providers-fab==1.5.0
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https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.13.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/1.5.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.11.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/5.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.27.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.27.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/4.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-smtp/2.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.13.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.11.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/1.5.0/index.html

Amazon Managed Workflows for Apache Airflow EREEmR

EARER =

Celery E4Z apache-airflow-providers-celery==3.8.3

HTTP &R apache-airflow-providers-http=4.13.2

IMAP E#R apache-airflow-providers-imap==3.7.0

#ER sqQL apache-airflow-providers-common-sql=1.19.0

SQLite E#F apache-airflow-providers-sqlite==3.9.0

SMTP E#R apache-airflow-providers-smtp==1.8.0
v2.10.1

EiRER =

AWS E#F apache-airflow-providers-amazon [aiob

otocore] ==8.28.0

Postgres JE4Z apache-airflow-providers-postgres==5.12.0
FTP E#R apache-airflow-providers-ftp==3.11.0

Fab E#R apache-airflow-providers-fab==1.3.0
Celery EiF apache-airflow-providers-celery==3.8.1
HTTP &R apache-airflow-providers-http=4.13.0
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https://airflow.apache.org/docs/apache-airflow-providers-celery/3.8.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.13.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.7.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.19.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-smtp/1.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/2.28.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/2.28.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.12.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.11.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/1.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.8.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.13.0/index.html

Amazon Managed Workflows for Apache Airflow

ERAEER

EAREE
IMAP E#R

FR saL

SQLite E&

SMTP E&E#z

v2.9.2

EAREE

AWS E#R

Postgres E##

FTP E4R

Fab jE#F

Celery E4Z

HTTP E#3

IMAP E4%

B sQL

SQLite E#R

=

apache-airflow-providers-imap==3.7.0

apache-airflow-providers-common-sql=1.16.0

apache-airflow-providers-sqlite==3.9.0

apache-airflow-providers-smtp==1.8.0

=

apache-airflow-providers-amazon [aiob
otocore] =8.24.0

apache-airflow-providers-postgres==5.11.1

apache-airflow-providers-ftp==3.9.1

apache-airflow-providers-fab==1.1.1

apache-airflow-providers-celery==3.7.2

apache-airflow-providers-http=4.11.1

apache-airflow-providers-imap==3.6.1

apache-airflow-providers-common-sql=1.14.0

apache-airflow-providers-sqlite==3.8.1
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https://airflow.apache.org/docs/apache-airflow-providers-imap/3.7.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.16.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-smtp/1.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.24.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.24.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.11.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.9.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/1.1.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.7.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.11.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.6.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.14.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.8.1/index.html

Amazon Managed Workflows for Apache Airflow EREEmR

EARER =

SMTP E#R apache-airflow-providers-smtp==1.7.1
v2.8.1

EARER =1

AWS E#R apache-airflow-providers-amazon [aiob

otocore] =8.16.0

Postgres E 4 apache-airflow-providers-postgres==5.10.0
FTP E#R apache-airflow-providers-ftp==3.7.0
Celery B4R apache-airflow-providers-celery==3.5.1
HTTP 3E#R apache-airflow-providers-http=4.8.0
IMAP E#R apache-airflow-providers-imap=3.5.0
#R sQL apache-airflow-providers-common-sql=1.10.0
SQLite E#R apache-airflow-providers-sqlite==3.7.0

v2.7.2
EARER =4
AWS E#R
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https://airflow.apache.org/docs/apache-airflow-providers-smtp/1.7.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.16.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.16.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.10.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.7.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.5.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.5.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.10.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.7.0/index.html
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EiREE =

apache-airflow-providers-amazon [aiob
otocore] =8.7.1

Postgres E 4R apache-airflow-providers-postgres==5.6.1

FTP &R apache-airflow-providers-ftp==3.5.2

Celery iE#R apache-airflow-providers-celery==3.3.4

HTTP &R apache-airflow-providers-http=4.5.2

IMAP E#R apache-airflow-providers-imap==3.3.2

FER saL apache-airflow-providers-common-sql=1.7.2

SQLite E#R apache-airflow-providers-sqlite==3.4.3
v2.6.3

EAREER =

AWS E# apache-airflow-providers-amazon [aiob

otocore] =8.2.0

Postgres E4Z apache-airflow-providers-postgres==5.5.1
FTP E#R apache-airflow-providers-ftp==3.4.2
Celery E#R apache-airflow-providers-celery==3.2.1
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https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.7.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.7.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.6.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.5.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.3.4/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.5.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.3.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.7.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.4.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.2.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.2.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.5.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.4.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.2.1/index.html

Amazon Managed Workflows for Apache Airflow

ERAEER

EAREE
HTTP &R

IMAP E#R

FR saL

SQLite E#R

v2.5.1

EAREE

AWS E4E

Postgres 4%

FTP E4%

Celery B4R

HTTP E#R

IMAP E#R

F R sQL

SQLite E 4R

=
apache-airflow-providers-http=4.4.2

apache-airflow-providers-imap==3.2.2

apache-airflow-providers-common-sql=1.5.2

apache-airflow-providers-sqlite==3.4.2

=

apache-airflow-providers-amazon==7.1.0

apache-airflow-providers-postgres=5.4.0

apache-airflow-providers-ftp==3.3.0

apache-airflow-providers-celery==3.1.0

apache-airflow-providers-http=4.1.1

apache-airflow-providers-imap==3.1.1

apache-airflow-providers-common-sql=1.3.3

apache-airflow-providers-sqlite==3.3.1
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https://airflow.apache.org/docs/apache-airflow-providers-http/4.4.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.2.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.5.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.4.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/7.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.4.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.4.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.1.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.3.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.3.1/index.html

Amazon Managed Workflows for Apache Airflow EREEmR

v2.4.3
EARER =4
AWS HE#R apache-airflow-providers-amazon==6.0.0
Postgres E 4R apache-airflow-providers-postgres==5.2.2
FTP &R apache-airflow-providers-ftp==3.1.0
Celery iE#R apache-airflow-providers-celery==3.0.0
HTTP &R apache-airflow-providers-http=4.0.0
IMAP JE#R apache-airflow-providers-imap==3.0.0
FER saL apache-airflow-providers-common-sql==1.2.0
SQLite E#f apache-airflow-providers-sqlite==3.2.1
EARE RS

Apache Airflow B FAEMR URI F&H, BT Apache Airflow Ul FIZHEREI AR E £ ELF
URI F& |, EREFER BM, R Apache Airflow Ul FREEEFEREAR | AT ER SR ER
FAREEIGER URI F& |, flER HTTP EREA, FEZER URIFEH , 11 my-conn-
type:// , Apache Airflow tERBEE 22K L FENER, HEERPUOMAEEHTENERBERR
## A Apache Airflow Ul BV ERE AN,

/A Warning

S5 EE Amazon MWAA HfJaws_defaul tiE#R, Amazon MWAA i It ER R F TR E
BETK  AINMKETKBEFE, BELERUESERERIEXFNIRER AEPH,
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https://airflow.apache.org/docs/apache-airflow-providers-amazon/6.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.2.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.2.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.2.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/connections/aws.html

Amazon Managed Workflows for Apache Airflow EREIEE
ES]

« E#R URI FREHI

« EiREAFH

« ER HTTP EARSEAHETT Jdbe EEREY S5

E#R URI F &
TFHISEHIER MySQL EAREALEBA URI T,

'mysql://288888a0-50a0-888-9a88-1a111a22a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Ar0le%2Fservice-role%2FAmazonMWAA-
MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

L3 N

T 5 & BIEREA Apache Airflow Ul R HTTP E{R & A,

Apache Airflow v3

Apache Airflow v2

A HTTP E#RE A EST Jdbc EHRRY FEHI
FERTHIEH , 7£ Apache Airflow Ul FER Jdbc ERFEM HTTP ERE A,
Apache Airflow v3

T3 BIFE R Apache Airflow & ¥ ANET PRV SE I E £ RVERR URI F &,

http://myconnectionurl/some/path&login=mylogin&extra__jdbc__dry_ path=usr/local/
airflow/dags/classpath/redshif-
jdbc42-2.0.0.1.jar&extra__jdbc_ dry_ clsname=redshift-jdbc42-2.0.0.1

FEATHIEH , £ Apache Airflow Ul 54 Apache Airflow v3 8 Jdbc B4R EA HTTP EiR&E A,

E#R URI FEBEEHI 135



Amazon Managed Workflows for Apache Airflow EREEmR

Apache Airflow v2

T 3gE5IER Apache Airflow $t¥ANEi R Ry 151 E £ RVERR URI F &,

http://myconnectionurl/some/path&login=mylogin&extra__jdbc__dry_ path=usr/local/
airflow/dags/classpath/redshif-
jdbc42-2.0.0.1.jar&extra__jdbc__dry_ clsname=redshift-jdbc42-2.0.0.1

FEATHIEH , £ Apache Airflow Ul 15 Apache Airflow v2 # Jdbc B4R E R HTTP EiR&E A&,

5 AWS Secrets Manager #Z 5% E Apache Airflow JE#R

AWS Secrets Manager & Amazon Managed Workflows for Apache Airflow 3RiE E X EHER
Apache Airflow #& i, AEERBAUMMEA £ Amazon Managed Workflows for Apache Airflow £
AWS Secrets Manager &£ #1711 Apache Airflow 22 Apache Airflow EARHIFER

(® Note

- BEBBEBIYNWBRNE, ME Secrets Manager EEMGEMET , FF2F AWS EE,

« AWS Systems Manager 287 [E th X B#A Amazon MWAA R K iR, MEFHEE
A , 5528 Amazon Provider Package 34,

AEN

o FEBR— . R Amazon MWAA 1FEX Secrets Manager A% & S HVET AI
« HER— . #1I Secrets Manager &% A Apache Airflow #H 581818

« HER= : B4 Apache Airflow AWS iE4E UR| F &

« S : 1f Secrets Manager H T8 & &

« B H . 7£ Secrets Manager #7388 5

- BXEXB

* Resources

- BRESR?

% TE Secrets Manager 136


https://aws.amazon.com/secrets-manager/pricing/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/secrets-backends/aws-ssm-parameter-store.html
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HEB— . 1 Amazon MWAA 7ZH Secrets Manager A% €888V EF 1]

Amazon MWAA IRENH1TACEERZSBHVEIFEME AWS Secrets Manager. %I IAM B
REFER AWSEZE SecretsManagerReadWrite BURE TR B 7HL

BHEEREELZNATAG

£ Amazon MWAA =124 FRBUREEH,

BERER,

EFUERPREENATAL,

BIEEEEK,

SecretsManagerReadWrite FEEREHR R X WP @A
BIEEEEK,

o 0o A w b =

MREAEER AWSEEFTER , AANEEEFNRENHTAE , LAFEMABRMN Secrets
Manager ERFEE, B0 , THBERRRRN 1R FETE Secrets Manager F4FE AWS [EiF FE L
Y FT 7 B 25 Y FE BT B

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionlds"

1,

"Resource": "arn:aws:secretsmanager:us-east-1:111122223333:secret:*"

"Effect": "Allow",
"Action": "secretsmanager:ListSecrets",
"Resource": "*"

SEB— : 21 Amazon MWAA 72EX Secrets Manager FAZ2 & $8 #9357 137


https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/SecretsManagerReadWrite$jsonEditor
https://console.aws.amazon.com/mwaa/home#/environments
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}

HER— . 1 Secrets Manager & im {4 Apache Airflow #HR&#EI1H

T —EiFRBA AT £ AWS Secrets Manager %@ Amazon MWAA E3E & EE I Apache Airflow #E 58
BIH, MREE PEAERBBNEREREairflow.cfg, IETHSBHFEINEESEELEE
fRREERTE

1.

2
3
4.
5

£ Amazon MWAA =25 ERBUREEH,

BERE,

BERE.

BET—-F,

£ Airflow AREZEERFBEFE AR, FETIEMEY !

a. secrets.backend:
airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBacken

b. secrets.backend_kwargs : {"connections_prefix" : "airflow/
connections", "variables_prefix" : "airflow/variables"}E €% E Apache
Airflow £ #l airflow/variables/* BRESEHRFHRairflow/connections/* ¥
2o

BRI AERAEHER KRR Amazon MWAA K FREE Secrets Manager E1THY AP FEILR
g, MREKRIEEEHER , Apache Airflow BESFIRER RPN AMEERNEE, EB
EEER , B LUE/N Apache Airflow B 2K AJEER K, ERAIFEEAF Secrets Manager
Amazon MWAA #& B 5 F B B AR o

EEREEEHEN | FBIEE connections_lookup_pattern#l
variables_lookup_pattern 28, ELX 28 #%T RegEx FHRMABMA, il , EEE
SHREA MW Rtest , B PEATIARsecrets.backend_kwargs :

{
"connections_prefix": "airflow/connections",
"connections_lookup_pattern": "Atest",
"variables_prefix" : "airflow/variables",
"variables_lookup_pattern": "Atest"

}

SR : B3I Secrets Manager %% % Apache Airflow #H 881218 138


https://console.aws.amazon.com/mwaa/home#/environments
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/secrets-backends/aws-secrets-manager.html#optional-lookup
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® Note

ZE#H connections_lookup_pattern#l variables_lookup_pattern,
BB RE Tapache-airflow-providers-amazon.3.0 iR EF A, MEAS
B provder pacakge EF EBFRAWFHHAEN , FFSB REIFRFER,

6. BERF

FER= . E4 Apache Airflow AWS E4E URI F &

EEBEVERTSE  BEEARELN "tab, BREHEFRVHFTIHNREY, RMEEREE shell T
EREB R Bextra)F B U B8, T —HELHRFEA Apache Airflow =% Python #E %4 Amazon
MWAA IRIBE 4 Apache Airflow B4 URI ZEHNSER,

Apache Airflow CLI

T % shell TYEFSERfE A8 Airflow CLI REAEHFEFR, MREBRELZE CLI, BEBEFEH
Python 8%,

1. BARK Python shell TYERSER :

python3

2. BWAUTHS :

>>> import json

3. WAUTHS

>>> from airflow.models.connection import Connection

4. TEextra¥IthHy shell THERERAPES BB, # YOUR_EXECUTION_ROLE_ARN HHEVEHIEE
BAEBITAG ARN , LUK us-east-1 FREE (I8 us-east-1),

>>> extra=json.dumps({'role_arn': 'YOUR_EXECUTION_ROLE_ARN', 'region_name': 'us-
east-1'1})

o

BAESZRYH. LA Apache Airflow E#Rmyconnf) & BEUL Y EFI{E.

S B = . B4 Apache Airflow AWS E#f URI =& 139


https://airflow.apache.org/docs/stable/howto/connection/index.html
https://airflow.apache.org/docs/apache-airflow/stable/howto/connection.html#generating-a-connection-uri
https://airflow.apache.org/docs/apache-airflow/stable/howto/connection.html#generating-a-connection-uri

Amazon Managed Workflows for Apache Airflow EREEmR

>>> myconn = Connection(

6. EARELMN "tab, BREHFERVAPNTISEREY . SA7BUCEHIE.

a. EE AWS ERER

. conn_id="aws",

b. 1§ Apache Airflow & ¥ EiZ1E

. conn_type="mysql',

c. 7TE Amazon MWAA L3187 Apache Airflow Ul URL :

. host="'288888a0-50a0-888-9a88-1a111aaa0000.al.us-
east-1.airflow.amazonaws.com/home',

d. EEEZEA Amazon MWAA ) AWS EEXE£#& ID (EAEER)

. login="'YOUR_AWS_ACCESS_KEY_ID',

e. IBEEEA Amazon MWAA i) AWS FAZRIFENEEE (ZE)

. password="'YOUR_AWS_SECRET_ACCESS_KEY',

f. 3BT extra shell T{EREREE -

. extra=extra

9. BIRBEERMLE.

- )

7. BIENERR URI F&

>>> myconn.get_uri()

HSMEERNER URI T8 -

S B = . B4 Apache Airflow AWS E#f URI =& 140
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ERAEER

'mysql://288888a0-50a0-888-9a88-1a11122a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Aro0le%2Fservice-role

%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

Python script
T %l Python $E ST FEE Apache Airflow CLI,

1. BRTIEBABHEANAR , LEAEFEEFES mwaa_connection.pyo

import urllib.parse

conn_type = 'YOUR_DB_OPTION'

host = 'YOUR_MWAA_AIRFLOW_UI_URL'

port = 'YOUR_PORT'

login = 'YOUR_AWS_ACCESS_KEY_ID'

password = 'YOUR_AWS_SECRET_ACCESS_KEY'

role_arn = urllib.parse.quote_plus('YOUR_EXECUTION_ROLE_ARN')
region_name = 'us-east-1'

conn_string = '{0}://{1}:{2}e{3}:{4}>

role_arn={5}&region_name={6}'.format(conn_type, login, password, host, port,

role_arn, region_name)
print(conn_string)

2. L#BRTEBNMNE,
3. BATIRSBRELERFEFE,

python3 mwaa_connection.py

BRI : 1£ Secrets Manager T8 &
T —HEiZRBA A E Secrets Manager FE 3 S E W EZ,
BN

1.  BARX AWS Secrets Manager £ &,
2. EERTHEE,

S B : £ Secrets Manager F 718 £ %
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ERAEER

3.
4.
5.

10.
11.
12.

BEEHMERENWE,
HEEEFHRELUFRERTNER/EYH L, BEEXF,
T3S BREREA/EXF.

"YOUR_VARIABLE_VALUE™"

14

plan , BEEEEFS :

"mystring"
HRMBE® , RTHAXFEPRE AWS KMS £#121E,
EMBEBONFHRUPBAELE K0T,

airflow/variables/YOUR_VARIABLE_NAME

Flan -

airflow/variables/test-variable
igg-lt_io
EREMEZEMLNREZZBNERERS , BT TIEE,
a. SHEMERER K FRUEBENERE,
b. (ER) $HEER , BUBMZHOHER,

igg-lt_io
EREWRE - BEAPRERRER , AREET -5,

S BBV E T HMEBE | £ Secrets Manager FERIELSER,

EMREE L, MRENRE  RREERE

S ERIY : £ Secrets Manager F#Ti8 & &
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$ERH : £ Secrets Manager F 7 18E4F

T —EiERBA A 7E Secrets Manager MR Y B F &8 URI R,
B

1.  BABX AWS Secrets Manager £ 5,

2. EEREIHE,

3. BEEHMERENME,

4. GEEEEFHRELBEBERPOSH/EYH L  BEHNXTE,
5. HTFFIREEER URI FHEFTERFAF

YOUR_CONNECTION_URI_STRING

fln -

mysql://288888a0-50a0-888-9a88-1a111a2a0@000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role
%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1

/A Warning
Apache Airflow EEI#TEKRFRPNEEE, ST SERESIRIESISR , ERSIN
RE—F&H,

6. HANZEE K FBRTHNXBFEFIEE AWS KMS £i81818,
7. ERBREBOXEZWUTEMAZE KA WOT,

airflow/connections/YOUR_CONNECTION_NAME

i -

airflow/connections/myconn

8. igj%-lt_io
9. EREMEEELNMBEEZBNERERF , #1T F5IEE,

S BB . 7£ Secrets Manager 1 #iE 43 143
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a. SHUERER A6 FRUENBENERE
b. (ER) #HEad  REBENER,

BET-%,
10. EREWE - BAREENEER , REEET -5,
1. $HEEEFENTMAEME R | £ Secrets Manager PEEIEL IS ER,
12. EREEAEL , BEZHRE K ARBERE.

SEARENE

o THRWMAERMA WEHIFEXES , EILE M L&A Apache Airflow E#R (myconn) WA R EBE
FERFZR S AWS Secrets Manager # 1T Apache Airflow E#&.

o THRUMAFERAMN NEFRENTE , FUEE LFEA Apache Airflow 88 (test-variable) HFAF
88 8% AWS Secrets Manager Apache Airflow 28 FERLZEE,

Resources

- MEMFEATEAN BXE Secrets Manager WMERFMEF AWS CLI , FZEAWS Secrets Manager
(ERAEER) PHEIME,
£ Python T #§ K& Apache Airflow BERIEMREBE Secrets Manager , Y A$EH Apache
Airflow EFR B EFE ZHF AWS Secrets Manager.

®REIR?

o THRWITE PEEERLAEE Apache Airflow UITZEL Apache Airflow,
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S Amazon MWAA RiE

Amazon Managed Workflows for Apache Airflow £ &3 ERNEIREIE , A% E Apache Airflow Ul #Y
AERLNEFRE. cETSARREREND, MREBERIEENAEERE  URTAREERE
HEETE H12EUHY Apache Airflow #E5EHY Apache Airflow #HREi2Eairflow. cfg, ANZFREA M
Amazon MWAA 12 & L ERELHERE,

FE

« ERE Amazon MWAA IRE &R

« R Amazon MWAA THEEZBBER

« ERE Amazon MWAA Webserver B BHiEE

 7£ Amazon MWAA tf#F Apache Airflow #HRE&ZEIH
+ E¥ Amazon MWAA IR3E

« % Apache Airflow iRZs

« & Amazon MWAA ERRAENIE TS

R E Amazon MWAA RiE R

&5 Amazon MWAA IRIZIBIZFENIRBFBIEIRE Celery Executor BI{TATER AWSEE AWS
Fargate 88 KX/ , LAK Apache Airflow BFRZ85 E2 EB B ITEBATERN AWSEE Amazon Aurora
PostgreSQL F#EERERE, AFEREFME Amazon MWAA IREFER , AR A EFH Amazon
MWAA 34 ERREER,

3]
- RIBTEE

« Apache Airflow BFf285

IRIZINAE

T B2 28ERRERNTERIIT Apache Airflow 1£75. FEHEIGEER (RAM) MIEREFXEE
EEJT vCPUs)o 5@y A TEBBREMER AT TEBIBIREFHY Apache Airflow THEERE,

T %% , DAG RE 2 DAG £% , T RUIT , LHMBAEMN DAGSREREMN , A Apache
Airflow FIEERFRE.,
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ERAEER

FEEATECRARARRIESZ S | W BRERREARKBEN DAG HITHETHIBTERR
max_dagruns_per_loop_to_schedule , ARAFEFFRN ITEE XN NNEE,

mw1.micro

- 5IZ25DAG RE

- 3EXLATESE (FERR)

A
« Web fAlfRa% : 1 {8 vCPU, 3GB RAM
- THEEMBERESS : 1 /8 vCPU, 3GB RAM
- ¥KE : 2 f vCPU. 4GB RAM

(® Note
mw1.micro T EBBER.

mw1.small
- 5 50 DAG BE

« 5 @EXTER (FER)
- Tl

- Web fAfREs : 1 @ vCPU , &1 2GB RAM

« T4%& : 118 vCPU , E18 2GB RAM
- HEFE28 : 1 @ vCPU , E18 2GB RAM
- ERE : 2 @ vCPU, 4GB RAM

mw1.medium

- B 250 DAG B E

- 10 EXEITERE (FEER)

. TH:
« Web A fk25 : 18 1 @ vCPU 2GB RAM
- IT% : 818 2 /@ vCPU 4GB RAM
- HEf28% . =18 2 {8 vCPU 4GB RAM

RIRThEE

146
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ERAEER

- BHE : 2 {8 vCPU 8GB RAM

mw1.large

- BiZ 1000 DAG B &
- 20 EXLATER ( FERR)
. T
« Web fAlfk=25 : E1@ 2 {8 vCPU 4GB RAM
- I4% : 8184 {8 vCPU 8GB RAM
- HEf23% : 518 4 {8 vCPU 8GB RAM
- EHE : 2 8 vCPU 8GB RAM

mw1.xlarge

- BiZ 2000 DAG B &
- 40 EXLITER ( FERR)
- T
- Web fafkss : 18 4 {8 vCPU 12GB RAM
- T/k% : =18 8 & vCPU 24GB RAM
- 225 : 518 8 {8 vCPU 24GB RAM
- EHE : 4 8 vCPU 32GB RAM

mw1.2xlarge

- SIZ 4000 DAG B E
80 EILATIERS ( FHER)
« Componenets :

« Web fAlfR2s : & 8 fil vCPU 24GB RAM
T#% : 818 16 18 vCPU 48GB RAM
BEf22% . ¥1@ 16 1@ vCPU 48GB RAM
ERE : 8 il vCPU 64GB RAM
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BRI LAEA celery.worker_autoscale REMBEILEENTEY. WEFMEF , F2H the
section called “i= 3K BE LA =B H51”,

Apache Airflow HEF2 25

T —&i2& Amazon MWAA ET[FAH Apache Airflow BFf225i218 | LIRSS 8B N EERETE
Ho

# Apache Airflow # |, f§S S EEBRHIEENEYR K EINSEABREENREREAL, &
Amazon MWAA 7 , g3k eR & e fFiEas — R E MBI/ Fargate £ L¥11T, MAEHIEMBEIRERRTRE
BT ABRSRNEE SECREEEEEEBNSN, ETRARBERNEEEE , YERBRERIL
BIBEE BT

Apache Airflow v3

o v3 - HR AR mwl.micro WIRE , IR 28 WE. SERTTERA 2 B mwil.micro 24\ , FiE
REXNERSE, 1

Apache Airflow v2

o v2 - R AR mwl.micro WIRE | IR 28 NE. SERTTERRA 2 B mwil.micro 24\ , FiE
BEXNERSE, 1

% E Amazon MWAA TEZEBBHIERE

B EER SIS 8 B8 0 Apache Airflow THEEWNEE , LAEFEE Amazon Managed Workflows for
Apache Airflow FRIFEFREITHNHEATINEE , LEREESERHFEATISBTRHES RN THE
F, REERPIIMEIBIEEMSEA Amazon MWAA TR EEREFHITH Apache Airflow THEEEHE
LR, REXZEBBER.

@ Note

Amazon MWAA &£/ Apache Airflow 5 33 BT I 5 ZEE /AR Celery Executor T4E¥E |, I
BREEA Fargate TEENHEIBINE IEEMNEmax-workers, EEANITEETKI/EM

TEERAPEF , Amazon MWAA i EBER , FLLMERA BREMNEMin-workers,

MR TEEERBIREFIREBHELE , Amazon MWAA 2R E Fargate R , MASBRIE
&, MEHMENR , 5528 Amazon MWAA BEIBEREESR.
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=8 ]

- THEEEERHNEESK

« £ Amazon MWAA £# &

- ENEEFERARGIZEH

- HEESTHPRENEBETHED

- BRESR?

THRERRIEFTR

Amazon MWAA £/ RunningTasks#l QueuedTasksigiZE , & ( BITHFNER + EHATT
WE®) / (BEIEENER) = (XENIHEE ). URMENIEEREXRBAINIEER
£ , Amazon MWAA €% Fargate TEERBHIBEXE , BT EENHZRAEALEmax-workers,

BEE T/HEEHMA H RunningTasksHl QueuedTasks EZ@FE A , Amazon MWAA €355k
Fargate fEBIREN TEE, EANEETKITENITEEEHRBRENEHSZIRE | EFMMTR
IR, RIEEENE  FETESE TEER/BREFEATY,

£ Amazon MWAA =&

R LUEE £ Amazon MWAA £2 8 LEKERETHATHNIHFEERE LR, RIFFER , 8537
LEE 25 B8,

1. 7£ Amazon MWAA & FBEBUREEE.
2. EERRER,

3. EBERE.

4. EET-F,

5. ERRBEHERT  EITHFEEFHLRTRAE.
6. EERF.

(® Note
BEFHCHNREENTREEREL T ENKRE,
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Amazon Managed Workflows for Apache Airflow EHAEERE
=M EEE AR P 5
T—EHRAETARE REPRASHENFTRENEARBER,

A ERERE Apache Airflow

—MME , EAPEBE Apache Airflow FEF , BB airflow.cfg BRPREEH FTERE.
BEEREMLITHRE :

« core.parallelism- SEHERTRERFAITHEBATERBEE LR,
« core.dag_concurrency — DAGs ( ET# & ),
« celery.worker_autoscale - AIEEMA TEE L ERHTHEEHE LR TR,

flan | IR core.parallelism iXEH 1008 core.dag_concurrency REA 7, BIR
BEEZEHE 28 DAGs i , THERIRFHITEL E14E2K. EER  IEERTLTEERTE
% (£ Hcore.dag_concurrency) , #E DAG H 2R E L ER BT LEER 100 (£
Fcore.parallelism),

(® Note
core.dag_concurrency Apache Airflow v3 FEEEEH

£ Amazon MWAA BiE

£ Amazon MWAA IR | EA[LUER £ Amazon MWAA E{E A Apache Airflow #HREiZ1E, T
EEFTE LR BBBERKFIERE Amazon MWAA IRIZEFEE | BT Amazon MWAA 24 LEREE
LERTE. HAE Amazon MWAA A TR NFE P core.dag_concurrency&EE#E A Apache
Airflow fBRERIE | (BT LA E#8 % BET Apache Airflow $EREIEE,

BREEEUREFBETIIRE :

1. mwilsmall IREER , IEHISEIEERARTHITHLTEREE LR , LURBEEH vCPU,
2. 10 TEHEFTE LRI TEETERRERE,
3. #ETI{EHcelery.worker_autoscale5, 5F## Apache Airflow #HREIE1E,

ERTFETUERRHHIT 50 @A TER. EAEB 50 ENEBHESHEATS , AFFHITHHE
T Ao

BRI EIE ] 150
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BITESWITER, BUUEATIEBRIERENRE , LERHTESEH :

1. RIBFER , FBIEE mwl.medium (#KTEER 10 BETER ) REES , BNSEIEETHT
E’\Jfﬂiﬁﬁi%%l;tlﬁﬁﬁﬁﬁﬂﬁ vCPU,

2. ¥18 celery.worker_autoscalefis Apache Airflow #HREEIE,

3. HEMMTEEFELR. FUEFD  ETHFE LR BN10A | FRETATHEITERH
B20mn1E,.

EEB/NIHEE, EtaLlEHA AWS Command Line Interface () I8 EEEBRE R HTH Apache
Airflow T/EE &2 TR LRAWS CLI, Hl40 :

aws mwaa update-environment --max-workers 1@ --min-workers 10 --
name YOUR_ENVIRONMENT_NAME

EEH—STH , BFZE PH update-environment a5 AWS CLl,

HREATHRENERETHEDH

EBDEHERT , Apache Airflow AIBEERANBEBNERTH. BEHANEE , BFEER
Apache Airflow Ul Y 5 BEHK. MFFHMENR , F2EE Amazon Managed Workflows for Apache
Airflow TS BN S HEME &,

RELSR?
—$ TREBRLE PRABRENENREEKAmazon MWAA £ Apache Airflow B ZREEFR

% E Amazon MWAA Webserver B BHiER

HR#1T Apache Airflow v2.2.2 FIEFTARAKIIRE , Amazon MWAA EEIREIERE Web Al fR25 AR E
RENI/EESHE , MR HARRENERE, EBRE CPU £ARMEAFERTEE
EiiERE Web fIARESEE , Amazon MWAA AIFE{RIEHY Apache Airflow IR35 7] LA IE 45 3t 3 FE 18 hn &Y 55
R, ERRRHE REST API R, CLI AEEREZ I 1T Apache Airflow R EREFERAE.,

=4

- Web AIRSFERNEESR

« {#/H Amazon MWAA # 4

HREYTPRENERETHREZE 151
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Web fAlBR 25 REREEF N

Amazon MWAA fE A 851848 CPUUtilization B FHIFIEE ActiveConnectionCount ,
BEREHEHRESEERE Web fAAREF. MR CPUUtilization KR 70
HActiveConnectionCount K 15 , Amazon MWAA 2 #7118 ZE/\H Fargate Web AR AT , B
3| IEEWERK{EAIEMaxWebservers,

BEERERMA B CPUUtilization ActiveConnectionCountfEi# 4 , Amazon MWAA &R
Fargate #&IRIEH Web RIIREF A BRMERZE B EMN HK/NMEMinimumWebservers,

£ Amazon MWAA £ 5&

A LLURIE T £ Amazon MWAA £ 4 L EREREBESRHITH Web RIREEHE., BIBETER , Web fd
REBHETPRESLS 2, Web RIRBFEE LR A 5,

AE Web fAIBREFHVHE

1. 7£ Amazon MWAA 1A FBRBCREEM,

BERER,

BERE.

BET-%,

FERBERERD , £ Web RIREBEFTB LR & AE,
EE , AR Web RIRZBFFTE T8 AE,

BERTF

N o o &~ 0w Db

@ Note
BEHEHRBEENTREEL S BB,

£ Amazon MWAA LA Apache Airflow #H 58318

Apache Airflow #H #8218 7] LU B IR IE 8 #HE#E T Amazon Managed Workflows for Apache Airflow 3R
B, BuURBEN T FEFIZEE | 1 Amazon MWAA 84 £ BIRM Apache Airflow k235
EETHRERE, ATERA AN Apache Airflow HAEIRIE | LIk INAERELREREBERERE
Y Apache Airflow #HREZRE.

Web A REBFEENEESR 152
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o

ORI

EERN
FEAMAEEREHANHER
fRREIETR RS

+ Apache Airflow 1 &Ei®18
» Apache Airflow £2&

« £/ Amazon MWAA &
S E

- EFHHERE

- {EF5HERE

HEiE B AH AR

THEHEHERE

Web Al iR 8540 A&

. fiB3IRERE

X ERVAERE
05| A £8P X

- £/l DAG

- EFBHBNZRESS
BESR?

TORIRHF

BHRFETHEE , TeTRILER LSRR,

FH — BWEEE AWS tRF X EER FRIRERN AmazonMWAAFullConsoleAccess 7BV i
BENEERE, i, BHNHTABKERT Amazon MWAA RIBEFEEHNRIEFERN AWS &
o

EH — NREEEENLEREE , THEEEE Web AfREF L REMAKMY , BRRBELEREL
B Web fRIREEFE. MEFMEN , F2 [ the section called “Apache Airflow FEE",
Amazon S3 #HAE — AR FEM DAGs, BET/A#ERXplugins. zipH Python B R
Amazon S3 f#ZEr#requirements. txt A AR E SR 2\ BE 12 B SH A hR A $22 461,

TORIRE 153
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BRI

EIRETIRER | Amazon MWAA £45&1E Airflow {BEEZIEH ) Amazon MWAA & LIEE
WARREERE , MBRIESEEREDFIRIEN AWS Fargate 25, NREE PEAMHBRBHR
Eairflow.cfg , BIETE Amazon MWAA =184 LIEEMNEEEES P Eairflow.cfg.

HARTEER T EE Amazon MWAA IRIEH Apache Airflow Ul airflow.cfgf B |, (BB LERE
Amazon MWAA 1A L8 F Apache Airflow #5812 18 , @fEwebserver.expose_configZa B
REMVERE o

fif F AR RER IR S AR

1 Apache Airflow v2 MIEFMRAF , ABERXTERAMEA core.lazy_load_plugins : Truei®
E NHEE, A, MREFEANIEFTAEEN , BIXEM F¥core.lazy_load_plugins :
False® Apache Airflow fAREi121E | FgefE =@ Airflow BFRBEHEANBER | LBBERKE,

tERE R IE B
EIR1E Amazon MWAA 24 L8R | Amazon MWAA SEEEARESE,

- FIHMEE, BUNETHNFEREZFERAR Apache Airflow MR 2Ky H & —{E#HREER
E. #la , dag_concurrency : 16, {HERESHEALIIREN Fargate B , A
ATRFLOW__CORE__DAG_CONCURRENCY : 16

- BEEIE, B BE TR NBEEFIEE Apache Airflow IRANKFI K Airflow #H B8R 1E,
f5la0 , foo.user : YOUR_USER_NAME, #REEE2RZEALIREMN Fargate B85 , A
AIRFLOW__FOO__USER : YOUR_USER_NAME

Apache Airflow #A&E% 18

T EREAE T LAE Amazon MWAA £ & £ BET Apache Airflow #HREIBIEW (L&,

Apache Airflow £&Z&

NZE Apache Airflow XEMAREIRIEEE | 828 (Apache Airflow 2Z15/) FHHEESE, BE
FEUETE Amazon MWAA E#11THY Apache Airflow MRZSiEI1E | BFR TR R BFEFBERRA,

£ Amazon MWAA &
THREEZRSMERE Airflow BESZEH B TBEN S B,
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£ Amazon MWAA =124 FRBUREEM,

BERE,

BEERE,

BET-%,

£ Airflow #8 REZ 1R &5 & B EHT 18 B AT 1R
RTUXFEPRBEESWAE , R BTHEEL@AE,
Y EEMENSEER | BEMERTERE,

BERF

—

© N o o bk~ w0 N

HERE

¢

Z

T —Ei8& Amazon MWAA =& THEE R T A Apache Airflow #HEERYEEE,

EFEMHERE

T 5;EE R Amazon MWAA for Apache Airflow v2 1 v3 E T Airflow B 7B 48 &4HREE1E,

RPEZEASEEE 587 AN SMTP RE. RBIEFERR , &€ AWS HEHFTHE Amazon EC2 #1TEEEE
225 FHEEH SMTP RE, MREEEFERZIE 25 FHEXEHKRE |, Bl LAGERBERLILRS,

RMAHREEE a2 EA HIE

email.email_backend AR email_backend FEFH  airflow.utils.email.send_em
HEHIH Apache Airflow 2  ail_smtp
=X,

smtp.smtp_host AR smtp_host FEFE##h  localhost
W8 R AR BE & 8

smtp.smtp_starttls Transport Layer Security False

(TLS) AR smtp_starttls #
EIB AR IR E B

smtp.smtp_ssl True

L

\)fl
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Amazon Managed Workflows for Apache Airflow EREEmR

RRAARERE HH g fIE

Secure Sockets Layer (SSL)
FREHE smip_ss| F#Y{E] ARES
BT EAAF .

smtp.smtp_port £ smtp_port FIEERMREE 587
WEE BB E (TCP) &
&5,

smtp.smtp_mail_from smtp_mail_from FHEHEF  myemail@domain.com

B,

ERAERE

LA RSB EBER Amazon MWAA for Apache Airflow v2 # v3 £ Airflow £# T H R EE F o] A AV AHRE,

SR AHREI®R 18 SR EA &
core.default_task_retries 1£ default_task retries P EE 3

Apache Airflow E# 89X &

core.parallelism AERMERREPETERMIT 40
NERHTERME LR (F1T
B3,
PEfZRRERE

TYFERBEREEAR Apache Airflow v2 1 v3 9 Amazon MWAA T = EEF A A Apache
Airflow HERZ 8R4 A8,

RmAERERIE A golE
scheduler.catchup_by_default False
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RRAARERE HH g fIE

15 REEFREESE I DAG #1T
LA T# Lt E catchup_b
y_default A B 4% E iF B R R o

scheduler.scheduler zombie.  HHHEREEESEREH 300
task_threshold TEBERALHK , XE

scheduler_zombie_task thres

hold B #F SR AE 5.

(® Note

TEAR Apache
Airflow v3,

TEEHERE

TH;5E B REEAR Apache Airflow v2 # v3 B9 Amazon MWAA THIZEE R A A/ Airflow TE
EHARE,

R REEIE B & HIE
celery.worker_autoscale A {£ worker_autoscale A fi£ 16, 12
F Celery Executor BJ{Efa T
& L EIREITHERHE

EBRMTR. BEXEERS
B, JEF T : max_concu
Irrency,min_concurr
ency o

Web Al B 2540 &

THBERBEREEAR Apache Airflow v2 1 v3 5 Amazon MWAA TH X EEFR A A Apache
Airflow Web {a] iR 25 4H 7&,
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ERAEER

RO AE REIETH

webserver.default_ui_timezo
ne

(® Note

TEAR Apache
Airflow v3,

fig % ER ARk

A

default_ui_timezone # Y FEER
Apache Airflow Ul B Hi &%
Eo

(® Note

ER7E default_u
i_timezone #IF
TE28F DAGsHEH
THEFE, EEE8F
DAGsHIEF[E , SRR A
FEABTAEER. W
ETHMHER , F2H
the section called “&
¥ DAG HE[E”,

g fIE

America/New_York

LA EERERERA M Apache Airflow v2 1 v3 B Amazon MWAA LRI F#Y Apache Airflow fi 2% 254

=&

RO AE REIETH

mwaa.trigger_enabled

triggerer.default_capacity ( £
v2 1)

A

FBAR1E Amazon MWAA ERX
AFMEREREE., KEE,
WEREA True, MIRFRA
False , Amazon MWAA #§F
SEHES LREMT B EE
Fo

EESEMEES T AETH
ITH#EE R E, £ Amazon

g fIE

True

125
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ERAEER

SR A REI® 18 R EA

g fIE

MWAA E | FEZm1E T —

triggerer.capacity ( £ v3 # ) B8 SEERENEE
HREGRHERELEE.,
R1000/M860, RERMK

¥

Al xlarge 500F1 2xlarge 125

250 TIEE , BEPERESR

MY FEERE 2 IR

T %l Apache Airflow #8812 18 B A Amazon MWAA, &% A Amazon MWAA £IZ A API

P I
TR TR AHRE
RERBRELIER,
RIMAAREEIE Apache Airflow TR {E
hixZ<
core.multi_team 3.2 False
triggerer 3.2 False

.queues_enabled

S5 M B2 XS

#i15) DAG

Reason

Amazon MWAA B Bl EZ EBIE
Ho BUALLINAEEE Amazon MWAA &
2 ETE. CeleryExecutor MIREB K

RZREERHEE.

Amazon MWAA T X E g2 257515
Ko BUALEREEERMNERE
BREAMZ LE

BRI L E R T %) DAG RFIE email_backend Apache Airflow #HR81218, & EH1T LLEIFE Amazon
MWAA B4 | BB EXBERET) Amazon S3 12878 FAIIRIE DAGs BRI K,

from airflow.decorators import dag
from datetime import datetime

TXENMERE
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ERAEER

def print_var(**kwargs):

email_backend = kwargs['conf'].get(section='email', key='email_backend"')

print("email_backend")
return email_backend

@dag(
dag_id="print_env_variable_example",
schedule_interval=None,
start_date=datetime(yyyy, m, d),
catchup=False,

)

def print_variable_dag():
email_backend_test = PythonOperator(
task_id="email_backend_test",
python_callable=print_var,
provide_context=True

)

print_variable_test = print_variable_dag()

E T B E HERE #E

T %I Apache Airflow #HEEZIE A AR EAEAEXZIER Gmail.com EFHHIRF, WEFMHER ,

A2ER Gmaill RASEEETNEABAEXEZBRE A

rBEITE?

o THEWMHE DAG ERR LEZE Ff) Amazon S3 fE1ZEr 818 = = 1 DAGs,

FE# Amazon MWAA IRiE

(® Note

MEXREER (FMF ) MEKES (BERAE ) EiFEARIZE Amazon MWAA EEE#H

Amazon MWAA REFEHEEAKHINEENLZ M EERER,
Apache Airflow R4, Z<{EFEREAEHT Amazon MWAA IRIZERHER,

th ] DA 88 3 8 RO AE G 3 AR

BrELSE?
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RE

- FAEZEl

- THREERER

- EFIREER

- EHFIRE
- B EEFAMEERA
- PR BREERRE
- TR= . RENEH

BRIE 2 Bl

- BURE®R , R RERRREEN VPC
IEFEER Amazon S3 FIEREAHEMBE LB EN , YAAREFEIBMRAZES,

- BEE AWS IRF EFEA Amazon MWAA FFATRY , BAK AWS Identity and Access Management
(IAM) FZ 3 IAM BT, IREREEZE Apache Airflow Webserver WA @R EZIES K B
BR & Amazon VPC ARy Apache Airflow 7EX , BIFEE IAM FHYEF A 8823 Amazon VPC Ui B,

« ZEMA Graceful BEEH , BEEAHMKE Apache Airflow 2.4.3 IR EFRA, &EFHK Airflow
MRA |, 552E 8% Apache Airflow R4,

TFE B RS

BRI LURE TEE B | LU2H Amazon MWAA ERBEFHBEEEAPTEEN SR, &7
BUEEUA T E i — @RS

=R

RFEIEHMRERN ITEEERRR, BHNEFEVFLAMEERIFE  ERHTHEBEEN
HAR & M
BHEN

REEFMAFTEETEARIRERTERE 12 0K, TAUBLEEBRAERPEmMAR , R
EEME 12 MFATHREIT, fEBSEIGERNIEE.

EERBRBRE LA Graceful B , BAETR —ERSBIERH , WHRRIRFALR Apache Airflow
2.4.3 R EF AR
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® Note

MRIEEIRIZEE N MAINTENANCE AREBRHITEN , FMNEEREEFEFN I EEERIBER
Y1#:GRACEFULZ| FORCED, BN EFEEHETHEHIT,

EHIRRER

BIRFARR , Amazon MWAA REEFNEEARANREEARE, EEEFTEEAERBNBER TERR
%

1. 7£ Amazon MWAA 1A FBBUREEHE,

2. RRWBEF  EELEEHNRE,

3. ERREEL , EEFBIURERE.

4, EBET—S  BEILEARENRFFEEAL.

5. EmENREFEEL , #RENEE K RRBERT.

EHIRIR
T — BRI EH Amazon MWAA IRIEH S ER,

TR—  BEEFEEAE

BEERRNFMER

%II

—

£ Amazon MWAA =124 FRBUREEM,
RIREFESD | BELEFEMNIRE,
EREEH L , BEREUREIRE,

ERFFHEARRD , WR Airflow IRAE , R TRNBFEDBREFLERREARIINF Apache
Airflow MRS w55 o

w0 N

(@ Note
FHikz Bl , BEELH DAGSHH At TEREEREEFE Apache Airflow RAMA, WF
HIMEER , FF2B 8 F Apache Airflow MRA,

ENRRAAR =


https://console.aws.amazon.com/mwaa/home#/environments
https://console.aws.amazon.com/mwaa/home#/environments
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5. 7 Amazon S3 F1f) DAG BRIET , IEETHIER :

a. S3fEFErEE, 1BIEBIE S3 |, AREEEMN Amazon S3 fEFErE | Si# A Amazon S3
URI,

b. DAGs. ZZBIE S3 , A%ZH Amazon S3 fZirE@ P dagsERI X |, HE A Amazon S3
URlI,

c. NBMENER-ER, BIEFEZE S3, ARIEE Amazon S3 REFEFE EMplugins. ziptE
£ , #@ A Amazon S3 URI,

d FTRER-EAR, BIEZE S3, AZKIEE Amazon S3 FFIFEB LM requirements. txtE
= , ¥ A Amazon S3 URI,

e. BEESHBEER-ZEH , BIFERESIWIRE Amazon S3 FEFITE EMNIESBER , @A
Amazon S3 URlI,

6. EE-F_Z’FO
FRZ | MEEPERE
REHEMERE

1. 7 Web fARESFEET , BEUEREFH Apache Airflow FEUE :

a. BB, EFA Apache Airflow Ul By ZEUERR 7 Amazon VPC FE&R FHEIRIE IAM I
FFBENERE, ZFEFUTRELLLSERMN Amazon VPC &,

@ Note

MREK Apache Airflow Ul REEE LN RIRBAFEER , MASTEEERLERERE
LA#E1T Web fRIfRESERL % |, FFEELEBREE, IRESBZFHTFIENEE ,
BIIZE Z 28 3T #4H 2R 7 HL Amazon VPC ## Apache Airflow Web fAliRES. MFEFMAE

# , 552 [ FE Apache Airflow Web falfRz5# VPC in % ( AEMREFE) .

b. LHEMK. ENEERTESR IAM BERFIENEREZBMEEREREFE Apache Airflow
Ul,

c. LNENMILEMEKEFE., BAR Apache Airflow 3.2.1 liREREFHARA, EAFFEIBEEMERKFZE
Apache Airflow Ul , Bl T#&ZEBFE VPC iwEEE Web AR EN. MRFEELREN
Amazon VPC EEFEERR AR | 5B EIiRE,

2. TELZEBEET , BEARERE Amazon VPC WE2EE -
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a. 1RIBFEER , Amazon MWAA 7&K Amazon VPC FEV R EE Y EBVHN LS
HPERSEEANMELRA,

b. TER. . BUHENEUHMRZEFHETHKIAHR , LLERES 5 AR5,

® Note

HAEMW Amazon VPC Z2EFENBRERENEANEHFAA , UAFRERE,
EEER—STH 6 F2B Amazon MWAA £ VPC &4 M,

3. ERRERT , BEREEA,

EMESCREIBETHEEHMFNRDAD, EAILERSERFEER.
4. SHTHEEFHHLER , EEEEREPHITH Apache Airflow THEERHE LIR.

WEFMES , FSE SHEEEA G,

5. 1EE Web ARRFTE LR Web AMRSRFAB TR , UERE Amazon MWAA A& R ERE P HY
Apache Airflow Web fal iR &5 .

WFE Web fafR2F B BIERAVFFAAEA , 7568 the section called “FXE Web fAfkzE BB ERE",
6. HEMET , BEERMEER

a. MRIFFEER , Amazon MWAA R #HE AWSH ERRIMZEHE R,

b. T®EA.L . BEBIMERE (ERE ) SLUBETREN AWS KMS £18, MMRERELUNITER
FIEEEFZE S , BIXEEE AWS KMS £ ID 5 ARN., AWS KMS Amazon MWAA
AEZERNENZEHEHE, MRETE Amazon S3 FEEFETE L ARRB[IHMFIEE T Amazon
S3 £i8 , BIXES Amazon MWAA IREEEMRNEE.

® Note

BAEER SI8MEFT |, FREfE Amazon MWAA 124 FZIN S8, KENAERE
PAIRAEE |, #F Amazon MWAA RSN Er i EES B EEE,

7. EZRERA. BEET , B Airflow SEEEREE—NZEAFER , #& Apache Airflow BFEIAE
CloudWatch Logs :

a. Airflow F# 5. £ BFBHREEZEZEEEZ CloudWatch Logs B Apache Airflow £ B 5538
#,
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b. Airflow Web fAiR25 B&$. £ AFEBMREZFEFEEE CloudWatch Logs B Apache Airflow
Webserver HEEEE,

c. Airflow BFf285 5%, EHFEREZEEMIZZE CloudWatch Logs B Apache Airflow #Ef285 H
R,

d. SRARAIEERARF. EAFBREEEMEIXZE CloudWatch Logs B9 Apache Airflow T/E& B
A,

e. Airflow DAG R¥E Ht. £ HFEMRBEFEEFEE CloudWatch Logs B Apache Airflow DAG
BRI AR,

8. TEM, . &M% Airflow fEREIEIE | BIEFIB BFTHAREE,

A AR Apache Airflow #H38IE1E T H 7B E & #F Apache Airflow MRZAS , SRIEE BET#E
REIZIE, 30 , core.default_task_retries: 3.

9. HEFAT , EEITAE:

a. MRIRFEER , Amazon MWAA BEEUHARHEUHITAGR, BXEREEY IAM BB
A, FEREE AR,
b. ERA, . BEWAAE ARN i AREHITHAEM Amazon Resource Name (ARN),
10. EEFHRET , B THEEERERURHEEFHEEEERAPIEEN AR,
11. EE-F_Z’FO

SR=  mEANERR
EEMBARRHE
- BRERRHEE  EERT

(® Note

ERBRHEREMREANFE-TI=1T7E, ERPEFTZSARETE 12 MRFae
T, RRATEEFFENETHEBTHK.

# % Apache Airflow iR

Amazon MWAA XERXRBIRAFAKFER. ERTRETUAIRER REAEFHX.4.258 x.5.2 , K
E#x.5.2Bx.4.2, BEEHTETEREAAL , FlE RAL.y. z2ARE2.y.z , BXHBEBEIFNIR
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BYWEBRER, WEBBAMRE Apache Airflow FTEERAMWEFHER , F2HB (Amazon MWAA &
BiEm) FHEBZEHM Amazon MWAA IRIE,

EFABEEREFE , Amazon MWAA SHREUREHRERNRR, BITHEE, B2, Web @R
2R FH R SR AR ERTHY Apache Airflow IR , XREARBERTEERERE.

FHiR SRR 2 BT , FEFEELN DAGsHEM THEREEREE AR A E Apache Airflow AR
MBEFER requirements. txt REEMMMY | LIBELBEFREEERDIEE MK EEEHTRAAE
o

FiE

- HRESEBENIEREER

- BEMRAE

F 4R S bR ARG THERIZEE R

BEREE Apache Airflow lRAE; | FFIESIE RS EEHR --constraint
URLrequirements.txt,

/A Warning

EFHRER R IR | 18 EEEK B1E Apache Airflow IRATHEN ER e ERE /M
Apache Airflow B2 5 FERMRARET T RNEIREF.

BREN TEREER

1. E3I aws-mwaa-docker-images fFEMN D X , WHER Amazon MWAA 1TV EIA,

2. HIEFEEEARRERZMRAE aws-mwaa-docker-images & FE D o

3. BEEHEM requirements.txt , FHEE (Amazon MWAA R EIER) FHEIE Python 4d
HUEPEBNREER,

4. (ERA) BEMEARSREERF K BERRENTEERERE. BEAREDPERENNRIER
EEEZERNKESEA K.

5. RIWABRTHERBERRE , 18 DAGs, requirements.txtfl ABHERNERIEREN
Amazon S3 f#ZiTEE,

BHRECERIFHRERE, I8EHM Apache Airflow WA |, WA EHEF.
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b= sy
1B E T RS

TEREH TERBERAMBREE Apache Airflow IRAEBMER , BHT T EERFEREFMA
B, WIEEEEHEM Apache Airflow iR,

® Note

EETHRSERE , BRERELITHMEEBHEEEFHBRL, ENEFRST
REREMENE , FHHEENREREEER,

e 2 B I ERMRA

1. 7£ Amazon MWAA 1A FBBUREHHE,

2. MIRBBFEAH | BELEABRIRRNIRE,
3. EREHAL , EEFBEUREBERE,
4

EREFMEFRRT , & Airflow IRAE , R THXBFEFEREEARIEFRIREN Apache
Airflow hx ZA<#m % o

BET-F  EISEARBINREERAL,
6. ERENRFERL , RELHEE K RRRERT

o

ELEREER  CNREERBEARIERERF. FHEE , BHRFEARESHEH Amazon MWAA
IEERBEME , UREBFREERI.

EHBBEEEIERLT , AREES UPDATING , AR CREATING_SNAPSHOTE Amazon MWAA #EER
hEERNEOE., % , REELEEDZE UPDATING , RAEAERFSTHAVAILABLERERE ,

MRBIEE LM EHEREK , BHRERES S ROLLING_BACK, MMRERREI) , MRESHHIR
UPDATE_FAILED , RTEMAHN , BRETH, MRBREIRKE , ARREAE A UNAVAILABLE , RREE
EFEURE,

BB Amazon MWAA fEE B ENIE S 1

B E ST B R EEIRE Amazon S3 #FETRPFEEM shell (.sh) BT , BUUREH DAGs., FX
*M’Hﬁﬁz'ﬁo ELZEERMABI Apache Airflow F2F 281 , Amazon MWAA €7 & &5l Apache
Airflow Tt ( T4EE. HEREEEH Web [RARET ) WRBHBHTHIESE. FRAMBESBHIT TS
BE
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- RERPTKE - RRITERENERAFEN Linux ITRE.

- BRERKEEE - AE(E Apache Airflow THERERREEE ., BEERNEE , Hlin PATH,
PYTHONPATH# LD_LIBRARY_PATH,

- ERSBAFA - BEFTREFENERNFZHEER requirements . txtEERERL S,

ERBEH , IREM CloudWatch Logs

kg

T EERANARERBIETHREZE Linux FITH,
SRS HE AR AR RA R

ES -]

REBEBESE
- EARBESHRE Linux $TH
- FARBESHRERESH

REMBETHR

EELRBBESIHBHREEREMN Amazon MWAA IRIEREFEA |, 54 . shER LEEHIRER Amazon S3
FiEITE, Rt ZESECBHIREEVEN K SEREFMEEFAPEETIEE :

« IETIRAY Amazon S3 URL B8 1€ - RIFRrBHAEERSHHNMEBEE , fln, s3://mwaa-

environment/startup.sh

« IS Amazon S3 MXA ID — Amazon S3 R EEFB HE shell I TBHRA, BREFHIES
W5EF , BABIEE Amazon S3 IEIRGERIVRZA ID. MRAS IDsA Unicode, UTF-8 #®i%. URL
. TEAFSE  RETEB 1, 024 @il , fl 3sLakqtI1lcpXroDTDmI+rmSpXd3dIbrHY
+MTRCxf3v3jVBH4ONTr8X8gdRQBpUMLUO,

EEERAHHINLSR  BERATHEMECSTE. EBRREIERE W
{EMWAA_AIRFLOW_COMPONENT, LtIRIZEE S0 BIE S TATER B @ Apache Airflow T4,

BEREXBAERMERS startup.she

#!/bin/sh

echo "Printing Apache Airflow component"
echo $MWAA_AIRFLOW_COMPONENT

EE  BiESEBLEZEM Amazon S3 #1FETHE,
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AWS EExinA
& shell ERH ( EEE)
1. BAAWS EEE#A |, W https : //https://console.aws.amazon.com/s3/ B Amazon S3
FEA,
REFEFIEEEES  BERANRENEHNEZITREE,
£ Objects (¥14)ZH L |, i#$E Upload (L&),
ELEEEL , BRERILWN shell 851,
EELE,

o & 0N

BESREEYNHBESR. Amazon S3ER EREMHNRAE ID, NREEFHESHILEMAEE
MEREBBRELE , AIEEHNRE ID BiRicER

AWS CLI
%237 - 14 shell 351 (CLI)
1. BFRBEFMGSERR , ¥#HIT Amazon S3 1so K5 H MBI R E K IR IE BB N FFETE,

aws s3 1s

2. BEZZfFEE shel ETHBNERRK, cp EFNRRREFFER K SESTHLEEENRAEE
B, #& amzn-s3-demo-bucket X BEHNETF .

aws s3 cp startup.sh s3://amzn-s3-demo-bucket/startup.sh

WAL , Amazon S3 € H¥4H URL BE& :

upload: ./startup.sh to s3://amzn-s3-demo-bucket/startup.sh

3. FERAT a5 REEEUE SIS &I ARA 1D,

aws s3api list-object-versions --bucket amzn-s3-demo-bucket --prefix startup --
query 'Versions[?IslLatest].[VersionId]' --output text

BbdVMmBRjtesttalEsVnbybZplWghlJ4
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EERESHRE RIREVBBE , SIS ELERA D,

B 6 BETHEENREE BB,
AWS EEF#EA
RETREREZVER (E28)

1. 7£ Amazon MWAA & FREBUREEE,
2. EMALEEFNRBEERT K RARBERE.

3. HEEEFMEAEEL , HEHMBESHER - A , B AESHR Amazon S3 URL , i
i : s3://amzn-s3-demo-bucket/startup-sh.,

4. RTHXNBEFRERIRAN , RBESIUSHETH,
5. EET—F  RARIERELRFRERE.
6. RMEAVE A ARRBEFME

RIFEEFAEEE 10 2 30 58, Amazon MWAA BERBEFHNESETHEHN BB KN TREE
iR

AWS CLI
i e S IBEIRIE T BN (CLI)

- BIRG SRR , XA update-environment #EER SR Amazon S3 URL kRS ID,

aws mwaa update-environment \

--name your-mwaa-environment \

--startup-script-s3-path startup.sh \
--startup-script-s3-object-vexrsion BbdVMmBRjtesttalEsVnbybZplWqhlJ4

MR , Amazon MWAA EEEIREHN Amazon Resource Name (ARN) :

arn:aws:airflow:us-west-2:123456789012:environment/your-mwaa-environment

RIEEHAEEE 10 £ 30 58, Amazon MWAA BERRHANESE T4 EFTREFHATREE
iR,
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K% , BHAFEN  UREESHESNAPKER. E£AEME Apache Airflow fc#Eﬂl%Eﬂﬁ%

BF , Amazon MWAA S AFFEN BFSRER. WEFMAER , 5528 Apache Airflow HES
A,

AWS EEEiA
HU 18 Apache Airflow AF&ER ( £EH)

1. 7£ Amazon MWAA 1A FBRBUREEHHE,
2. EBELHNRIE,
3. EERERT  BELEEFEIEFMNBFFEE , A1 Aiflow HEIZ38 BFEE .
4. 7 CloudWatch =AM AFRREFESD  BEEERTIFENS
i startup_script_execution_ip.

5. HEBFBHERD , BHSEDH ENH T HMWAA_AIRFLOW_COMPONENT. #i0 , 704k
BB , BEMIT TIIRE

Printing Apache Airflow component
schedulex
Finished running startup script. Execution time: 0.004s.
Running verification
Verification completed

B ER LIRS RRENI/EEN Web fIBRSR HES.

ERRBEE SRR E Linux #11TH

£ AR ENIE SRR E#T Apache Airflow STHEERS , YR B HAFITRHEEXEURE TERE
EH. Bl , #IT T HIESTEyum updateiﬁE%ﬁﬂfﬁ%\, ¥o

EREESEyum update#1T B , BABEER BEBR Python , --exclude=python* aN&E i
5, ATEBENREHIT , Amazon MWAA ELZEEBWIRBEMEER Python FEMRAR, Hit , BEL
FRARBIESHERIREMN Python R4,

#!/bin/sh

echo "Updating operating system"
sudo yum update -y --exclude=python*
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& EZEHSE Apache Airflow JofF E R E TR |, 5868 H MWAA_AIRFLOW_COMPONENTHI if#l fi %
HARRN, WEFEHTE—DT , UEHESMIEE LREER1ibaioE , EFRE Web fA
fRes t RERKE,

/A Important

- MREBEHREFLE Web @RS , AIXAFERATIRGRERABIBEEIELZEER , LUER
ZEREF,
o Ef sudoBlITEEEERIRAIRE,

#!/bin/sh
if [[ "${MWAA_AIRFLOW_COMPONENT}" != "webserver" ]]
then

sudo yum -y install libaio

fi

& O] LAE A R BN 38 S IS 2R ENS Python RRZR,
#!/bin/sh
export PYTHON_VERSION_CHECK= python -c 'import sys; version=sys.version_info[:3];

print("{0}.{1}.{2}".format(*version))'"
echo "Python version is $PYTHON_VERSION_CHECK"

Amazon MWAA T BB B TEEX Python [xZA , RAEAREEEHEEE LM Apache Airflow X E
THEE.

ERRBESRRERREH

FABMEESBERRERESEAIEK Apache Airflow #HEE, LT ER T HNEE
ENVIRONMENT_STAGE. f&AILATE DAG SEFTEEFRSELES,

#!/bin/sh

export ENVIRONMENT_STAGE="development"
echo "$ENVIRONMENT_STAGE"
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FERMEESHEESE RH Apache Airflow SRRFE R, il , BERE LD_LIBRARY_PATH #57R~
Python TERIEENREHRES T ME, EUEEAFEANEBEXATERBRMBIT EMNE -

#!/bin/sh

export LD_LIBRARY_PATH=/usr/local/airflow/plugins/your-custom-binary

HAERREH

Amazon MWAA R E—HEENREEY, NIREESEAEEE , Amazon MWAA i HERAH
B, T HFEZEE .

» MWAA__AIRFLOW__COMPONENT - AR BIEE T HIEHF —{E{EK Apache Airflow JT
# : scheduler., workerz{ webserver,

« AIRFLOW__WEBSERVER__SECRET_KEY — FIA1E Apache Airflow Web faiRzS F Z £ 28 TERSER
Cookie WFLZZ &8,

« AIRFLOW__CORE__FERNET_KEY - ARMBZEMEREHREHEEREREF 2 HBERN S |
BlanEIR RS,

« AIRFLOW_HOME - Apache Airflow = B $HI & , HPHARBERN DAG ERFHIEARE,

« AIRFLOW__CELERY__BROKER_URL — FiFA Apache Airflow HEf285E2 Celery THEESIZ < @AW
AEFNEE URL,

« AIRFLOW__CELERY__RESULT_BACKEND — FA 372 Celery {E##E RN E R E URL,

« AIRFLOW__CORE__EXECUTOR — Apache Airflow 7B Y1725, £ Amazon MWAA A |
JER CeleryExecutor

« AIRFLOW__CORE__LOAD_EXAMPLES - FAZRE A== &5l DAGSHIEL A,

« AIRFLOW__METRICS__ METRICS_BLOCK_LIST - AXRE®E Amazon MWAA f£ CloudWatch 2%
H A EEEUHRLE Apache Airflow F81Z,

« SQL_ALCHEMY_CONN — RDS for PostgreSQL &R EMEMRFH , AR Apache Airflow F#E &
ZHAE Amazon MWAA .,

« AIRFLOW__CORE__SQL_ALCHEMY_CONN — FAEE fH[EAY A iESQL_ALCHEMY_CONN , {EEE#FHHY
Apache Airflow a5 & 1841,

« AIRFLOW__CELERY__DEFAULT_QUEUE — Apache Airflow & Celery {F I FEERITF,

« AIRFLOW__OPERATORS__DEFAULT_QUEUE - #4537 Apache Airflow ‘&2 & FHEKH FERAT
5,
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AIRFLOW_VERSION — Z 21 Amazon MWAA IRIEH ) Apache Airflow iR,
AIRFLOW_CONN_AWS_DEFAULT — FIZREEE fth AWS FRIEESHTEER AWS BEAEE,
AWS_DEFAULT_REGION - X EFER £ EFEREAER AWS B35 FH , LLEHEM AWS RIEE

AN
Ro

AWS_REGION - MR B EE , HWIRESHSETIRIESHAWS_DEFAULT_REGIONFER EREREET
FHE,

PYTHONUNBUFFERED - stderr AIREiXstdout MERERSR B F.

AIRFLOW__METRICS__ STATSD_ALLOW_LIST - ARBEAFEHRIRFEFE , UMEELUEE
TERBEAENEE,

AIRFLOW__METRICS_ STATSD_ON - BRI EIX1E#EZE StatsD,
AIRFLOW__METRICS__STATSD_HOST - AREMREStatSDIHEIER .,
AIRFLOW__METRICS__STATSD_PORT - FAZREREStatSDIFEIER.

AIRFLOW__METRICS__ STATSD_PREFIX — FSKEHFEStatSDIFEIER.
AIRFLOW__CELERY__WORKER_AUTOSCALE - R EHZ AMK/NIEIT,

AIRFLOW__CORE__DAG_CONCURRENCY - X EHEE31E — @ DAG F o R ITHEBHITEER
Ho

AIRFLOW__CORE__MAX_ACTIVE_TASKS_PER_DAG - :2E&{E DAG WERAPEHE B LR,
AIRFLOW__CORE__PARALLELISM - E& 1 [ERFHTHERATEEEE IR,

AIRFLOW__SCHEDULER__PARSING_PROCESSES - X EHEFZ 25347 LA HETE DAGs WREFHE £
PR

AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__VISIBILITY_TIMEOUT - & E#EE
ABIEE —EITHEE 2  THEESSRIEBNHYE,

AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__ REGION - XE & Celery &8 AWS [E
bl

AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__ PREDEFINED_QUEUES — s EE® Celery
BT,

AIRFLOW_SCHEDULER_ALLOWED_RUN_ID_PATTERN — AAE#83 DAG run_idBERESEE@ A
FORSE i N

AIRFLOW__WEBSERVER__BASE_URL - AZREFEE Apache Airflow Ul #J Web falfk28 URL.,

PYTHONPATH ( #£iE AR Apache Airflow v2.9 FIE TR ) — B8 Amazon MWAA TA5 , AR
BEARRE I HEE IE EiELE,
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@® Note
B v2.9 ZBIM Apache Airflow ixZ< , PYTHONPATH 2 RFREHIRIEEE,

ABRERNREEH
EANEARBESBREIARENRABY, UTHHAT - LR REY .

- PATH-EEEHEE  HFFEERRSESTHTENESH. ESEDRTIFHTH , KRS
W2 hEY B $PATH , LERIHITH D, EEE Apache Airflow FEY HEEE FREKE |, &7
REEEMBENBESHERTHTE. IRTESELERNWEKTE PATHEZHIEEN F |, RIERK
BAREEKE , FES8LHT. BEBBEENE&KHIEE PATH , Apache Airflow FH AT AL
BT EN T EITE,

« PYTHONPATH - Python @SS A R¥ETERSEAEENEHNBE &%, SRELTUMEEERES
BEHNEHBEE, ENERIHSBRNFAEZEERXEPRITERREERKB FKFH Python R
EE. fERA LSRG EMNEMRFBET Python E4 |, WHEHEE DAGSHEEFE A,

® Note
¥7 Apache Airflow v2.9 MIE#THRZA , PYTHONPATH REERIZEEH,

« LD_LIBRARY_PATH - BIREEAESSMB AR Linux FARSERNBALAERAENRESEY, v
EEostARXENE#EE K EEE ESEERRAAENEE &2 EE., FHRBEIRIEE
BH B ET AR,

« CLASSPATH - Java #1THAIRE (JRE) M Java BB EH (JDK) AREFTHESHKMEAA Java 8|
B, BREMNER, EELB&%. JARERMZIP HEMNFE , Hh I EHmE2M Java BB,

NERIE S 175



Amazon Managed Workflows for Apache Airflow EREEmR

£ Amazon MWAA E{EH DAG

# E1£ Amazon Managed Workflows for Apache Airflow 3RiE F #1TEMEIRE (DAGs) , FFHEER
BRIEEZEZEIREMN Amazon S3 FEFETE , AR E Amazon MWAA HIEEDAGs M ERRN
A Amazon MWAA £ AMWE. Amazon MWAA BEERES THEE, HERESIM Web AR ZEH
DAGs, A{EFIRA MM HHEH DAGsIETE Amazon MWAA IR3E E =% B FT/MBEXF Python #8
iR,

e

« Amazon S3 T EEIE

o ¥R EFH DAGs

- ZEBITHEHER

« R Python A M

« M Amazon S3 EHIRER

Amazon S3 FEFETEBE

Amazon MWAA IRIEM Amazon S3 EZErE LB EH/\FEEE, BIETESR , FTE Amazon S3 ER -
HETE. YHNMEENTER (flunEmBHHARE ) BMIEAEMN,

- QEBIRET AWS IRF BNEREEE , TeElER. EREEE (fm, ZHNEEE) 1
DEBREFEEHBE  BEIREFIRTFEMA
. BERENTFRHELEESH DAGs., FHBEFTEERplugins. zipH K Python FH &

frequirements. txt#EE Amazon S3 REFITRMNFTA. WFETELEFANEHIBER | &
B AmazonMWAAFullConsoleAccess,

s
\\\2}

Amazon MWAA IRIEH Amazon S3 EEFB XL ARAMRAEZES, BUH Amazon S3 FEFZEFEMAE
i BERYTRAR K REEIHNELR,

- B EITAHERNBARAESplugins. zip , 1 Amazon S3 f#1F
Bfrequirements.txt#8 /Y A Python FEME,

« #)RTE Amazon S3 & Frequirements. txt# F EHELE REplugins. zip , BHXEE
Amazon MWAA 24 HIEE M BIMRAS,
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FriB s E# DAGs

EMEIREF (DAGs) 21E# DAG R ERARENTBH Python BRPER. EASUEH AWS CLI T
Amazon S3 £ &4 DAGs L EZEEWIRE, ANEERBFA Amazon S3 FEFETEHM dags EH
3 , £ Amazon Managed Workflows for Apache Airflow 3RiE #7382k E# Apache Airflow DAGs K9
FTE,

i3]

- FRIGH

- BEAK

- ELEE?

« {8 Amazon MWAA CLI 2 BR2=0EE DAGs

- # DAG f2:\i5 &= Amazon S3

« £ Amazon MWAA 32 & LIEE DAGSEER (F—R)
« 7£HY Apache Airflow Ul EHY& &

- RESR?

TERMRAF
FHBETIER , THEREED LHSR.

o BFU — BHNEEE AWS IRFE HECRFEIREMN AmazonMWAAFullConsoleAccess 7B #l X
RKNEFEIE, LA, BRHTABNLEART Amazon MWAA IRIE | FEEFEEREFERAMN AWS &
o

s FH—NREEEFMLERTE , THEEE Web ARSF LLZEMRY , ZFHRELAZRER
B Web RIRESFEEL. MEFMEN , 2B the section called “Apache Airflow FEUE",

» Amazon S3 8 — FARE F1F DAGs, BHiIA#ERplugins. zipH Python AR
Amazon S3 f#Fir#requirements. txt A AR E A RA 2 B 7 EUE S M R A 12 5

EER
BHBREN (DAG) R1E#$ DAG RBEHARXBIE — Python RN EH. TARTIES :

° %E%o
. WRITIIT DAG NEHF 2 EHHEE T,

FIBHER DAGs 77
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https://airflow.apache.org/concepts.html#operators
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- WRRTERIEFNESE TR,

£ E1E Amazon MWAA IR1E E#1T Apache Airflow SF & , BEEH DAGC EHXEREFETE LN
dags ERIK, fHltn , EEFETEPH DAG BRI REZEM

Example DAG & ¥}3&

dags/
# dag_def.py

Amazon MWAA & 30 W& BB NEERN Y HH Amazon S3 RFETEREZP E Amazon
MWAA BEF288 M TEE BRESM/ust/local/airflow/dagsERI K  ERBERER BM | #
2/RE Amazon S3 KR ERME., # DAGs ¥ Apache Airflow Ul A5 HFFER BRI AR 5
#lscheduler.dag_dir_list_interval, ¥IRHE DAGSHEEAME T — 1@ DAG EHEEE LIk
28

(® Note

BAEEE DAG BRI kP B Eairflow. cfgilBER, EALAHKE Amazon MWAA =2 &
Z BT8R Apache Airflow fH&E, WFEFMER , 52 B £ Amazon MWAA L/ Apache
Airflow #HREIEIE,

EHpLEE 2
EERBISE Apache Airflow IRAMNEE | F2ERAEEEE.

« Apache Airflow v3 #H%E : fHRESE
« Apache Airflow v2 2B REEMA : Airflow B8 5 H

£/ Amazon MWAA CLI 2 A2 85 DAGs

- BHYETE (CL) 2R SEAMIEE Amazon Managed Workflows for Apache Airflow BiE,

- CLI EEARHEERELN Amazon MWAA £ EMEGH Docker B2, B LA T RHAITARE
Apache Airflow 3835 | LI7EEZBEZE] Amazon MWAA Z Bi B A5 DAGs, B ET/MHE X fAE 4
.

- ZEHIT CLI, 5528 GitHub £# aws-mwaa-docker-images,
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# DAG B E L& ZE Amazon S3

EAILAE A Amazon S3 £ A AWS Command Line Interface (AWS CLI) # DAG ER B LEE
Amazon S3 f#ZEriE. THSBBRBEEESENSE (. py) LEEF Amazon S3 7T dagsPE A
MERK,

5/ AWS CLI

AWS Command Line Interface (AWS CLI) R —ERMRHKRIBTLE , AIREEES TS Shell FEAGS
EHAWS R E®, EEXREERLENSR , BFETIEA

« AWS CLI - &% 5 2 hix,
- AWS CLI - £/ #E1TiREHREaws configure,

£ £& AWS CLI

1.

FRA TS5 HTE Amazon S3 f1ZETEE,

aws s3 1s

AT 555 HEARERN Amazon S3 REFBPHERNER K,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

T3S &idag_def . pyiiR LMEdagsHRIK

aws s3 cp dag_def.py s3://amzn-s3-demo-bucket/dags/

MREH Amazon S3 FEFETE L dags T HREERA WERK , kv SEE dags ERRX , I
KE2E WERLEEdag_def.pyRIFER K,

£/ Amazon S3 A&

Amazon S3 T AR Web ZEBNEAENE , THAREINMEE Amazon S3 EEFEBHIHNE
Ro THILZBRBREEE —ER A DAGs Bl *Kdags.

5/ Amazon S3 =& L&

1.

£ Amazon MWAA i A FHEBEEEER,
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://console.aws.amazon.com/mwaa/home#/environments
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2. EERRK,

3. 1 S3 E#HF M DAG BXHHIEN S3 REFRER , UEFEATRRBM TR, S3
4. & dags BRK,

5. EELE,

6. EENEER.

7. EEER WABEIARdag_def.py , REBBELE,

£ Amazon MWAA 24 LI57E DAGSER (%E—R)
THLZBRBREBELEIEER S I Amazon S3 FEETE E BRI R EELdags.

£ Amazon MWAA =124 FRBUREEM,

BELEHT DAGSHIRE,

BERE.

£ Amazon S3 Bi&H K DAG BRIF L |, i#1E DAG BRI RBWMNISHEIE S3,
BEEdagsERIK,

i#1Z Choose (IZ#),

BET—% , ENREK,

N o o A~ o Dhd -

##HY Apache Airflow Ul L& &

BEZE AWS 1R F in AWS Identity and Access Management (IAM) 7ZEX Apache Airflow Ul BJApache
Airflow Ul ZEUBER : AmazonMWAAWebServerAccessEFfl

FHUZH Apache Airflow Ul

1. & Amazon MWAA £# A FRGREHEH.
2. EERHE,
3. EERMEREAENE,

®RELTR?

# GitHub EfEA aws-mwaa-docker-images , TEA#REEH DAGs. BFT/AEERXF Python MK
.

1E7E DAGsHE & 180


https://console.aws.amazon.com/mwaa/home#/environments
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TR EHFINEHER

Amazon Managed Workflows for Apache Airflow % # Apache Airflow FAEZNHEXNEEES , &
BEABET Apache Airflow BE 7., A%, BESRINE. LEAERBFEMA plugins.zip BRE
Amazon MWAA 3RiE E %8 Apache Airflow BET/NEHIERX NS ER,

AR
- FERARME
- EfELA
- {AREANHER
- BITAAEHEXSE
- BEIIANEER B HMADRE
- BEIIANHEXAEH
* plugins.zip A H B S Er £ 45
* % plugins.zip F A £k B sxiE BRI 51
« B3I plugins.zip X
« $B— . A Amazon MWAA CLI 2 AR AR BT AEER
o HBE— . E1I plugins.zip B

* plugins.zip L{&Z Amazon S3
- £/ AWS CLI
- f£H Amazon S3 £## &
- EENRE LREHTAHER
« £ Amazon MWAA E32Aplugins.zip LIEE HEE (F—KX)

+ 1£ Amazon MWAA Ei2 & k15Eplugins.ziphR A
* plugins.zip B9 & 51 FH R H1
- BESR?

FORIREF

BREFEETHIEE , TREEmt EE LD ER,

REBTBER o


https://airflow.incubator.apache.org/plugins.html

Amazon Managed Workflows for Apache Airflow EREEmR

o A — BHNEEEB AWS IRF SECDEFLEIRIEN AmazonMWAAFullConsoleAccess ZEUZ &l
BRI ZEE, LA BHHTABHXEAERT Amazon MWAA IREBEFEUENIREFEAN AWS &

3
W o

- B —NREFEETFTRLERTE , THREET Web fARSF LLEHGRY , ZHNRESARERS
B Web RRESZEL. MFEFMENR , 52 [ the section called “Apache Airflow FEUE",

« Amazon S3 A& — ARE FEM DAGs., BiIA#ERplugins.zipf Python H{KER
Amazon S3 f#ZirErequirements . txt A BREHBA LB EEI EHMMRAEE,

EERH
EEECHRATAT TSRS | CBAHITZHRIE -

1. TEAR#EIplugins.zipBER,
2. #A#plugins.zipER LEEEMN Amazon S3 EFETHE.
3. 1£ Amazon MWAA &N AHERERBMAL P IEE I ERNRE,

(@ Note

MBIEREE— X LEZE Amazon S3 plugins. zipEEEE , BHEEEHE Amazon
MWAA F# & LIEE BRNERKE, EREETHLETER X,

AR {5 A SNEME U

NBEXEBEARERE Apache Airflow R E T , 21 Apache Airflow SRR, BETEE T AL
B ZERRMDAGRE RN IBMTE /dags BRI KA,

MRELFEERNHENABRENES , BETFIRIE /dags BERXRBEFANFERK , MIARER K
fplugins.zip. £ Apache Airflow 2.x 1 , AR ERXETEARER Ul,

Bt  HaBEKREEEREBE Pplugins.zip, MR , EFTLERIE Amazon S3 /dagsE$
RHPHALE , 7 Apache Airflow BE 2 &1 , A& EZ 218 M@ Amazon MWAA &35,
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® Note
/dags ERRH Aplugins. zipREAMERE Apache Airflow DAG Y1 1E 18 R &R 4 A
H#E .airflowignore HERH,

BRI AR EXB R

Apache Airflow AN BEXNEEE R EXE $AIRFLOW_HOME/plugins BRI RHHREERE | B
BABHEEESZEHRK L. BULUERATREMBE] Apache Airflow BE 7, A%, BESHRHE.
T—EREAMERREDTENERE SEBNES , URELENEABRRR | ERE plugins.zip
ALVIEE- 218

BET M ER B &M K/ R

Apache Airflow HR283 M TEE S REMN AWSE E Fargate e LB HIEE S 85T/
usr/local/airflow/plugins/*,

- BEE, BEES (LR /%) REplugins.zipERNWABTEBER, i, MREMN
plugins.zip®& operatorsEHMATEEHRE#% , AIg B SMBEZERED /ust/
local/airflow/plugins/operatorsty .

o K/BRH, FHPEZEplugins. zipWERDPM 1 GB, EBRAO KM Aplugins.zip , RENKE
RERER. #A Amazon MWAA TR FIplugins. zipBRX/N , BEUNREEE T 0ER
REMMKM , Al Fargate RIEEERE , Y EHSRREREBEMRE,

(® Note

A Apache Airflow v2.0.2 BI3R3E , Amazon MWAA & PR #l Apache Airflow Web & iR
BHEHNEHRE  TAHFBEEAE Web AIRESF ELZENHIER S Python Mk, # Apache
Airflow 2.2.2 KRBA#E , Amazon MWAA FJLAE$#£7E Web fal fR28 Lt R E/N R M4,

BEI /AN E R £ 6

T — &£ A Apache Airflow 2 & 157 7 1Y €8 6|72 AR 2R ER B I 2 A8 A B B B 3R 3R
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plugins.zip 5/ FH B &G B H5

Apache Airflow v3
T 5| & IHE R Apache Airflow v3 9P B & #plugins . zipE =R,
ExampleE & PythonVirtualenvOperator plugins.zip Y H B #%

T3 & HIFER FPythonVirtualenvOperator BRI AMHIER Z plugins.zip BRI EEERER
B $& % Apache Airflow PythonVirtualenvOperator 237 B 5] /M MBRER .

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py

T3 & HIFERPythonVirtualenvOperator BET/MHEER,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:
bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
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cmd.append('--system-site-packages')
if python_bin is not None:

cmd. append(f'--python={python_bin}")
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Apache Airflow v2
T 5 & HIFER Apache Airflow v2 By H B 8 #plugins. zipE=R.,
Example & & PythonVirtualenvOperator plugins.zip 8 B &

T 5 &EHIFER FPythonVirtualenvOperator BEJ /A ER 2 plugins.zip RN EEB R
B $ % Apache Airflow PythonVirtualenvOperator 237 B 5] /M MBRER .

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py
T3 & HIFERPythonVirtualenvOperator BET /AR,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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from airflow.plugins_manager import AirflowPlugin
import airflow.utils.python_virtualenv
from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:
bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd.append(f'--python={python_bin}"')
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

£ plugins.zip £ A £k B skE B 51
Apache Airflow v3

THEHIFER plugins. zip BR , HHPEE hooks., operatorsH sensorsB ##{E 5 B
#%.

Example plugins.zip

__init__.py
my_airflow_plugin.py
hooks/
|-- __init__ .py
|-- my_airflow_hook.py
operators/
|-- __init__.py

|-- my_airflow_operator.py

| -- hello_operator.py
sensors/

|-- __init__.py

|-- my_airflow_sensor.py

THEHRRER BT /MERH DAG (DAGs ERIR) RHYEABRN,
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ERAEER

Example dags/your_dag.py

from airflow import DAG
from datetime import datetime, timedelta

from operators.my_airflow_operator import MyOperator

from sensors.my_airflow_sensor import MySensor
from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,
'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,
'retries': 1,
'retry_delay': timedelta(minutes=5),

with DAG('customdag',
max_active_runs=3,
schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensoxz(
task_id="'taskA'
)

op = MyOperator(
task_id="'taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task

Example plugins/my_airflow_plugin.py

from airflow.plugins_manager import AirflowPlugin
from hooks.my_airflow_hook import *
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from operators.my_airflow_operator import *
class PluginName(AirflowPlugin):

name = 'my_airflow_plugin'

hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

TogEHER BT AREXNERPAENEZEEARRK,

Example hooks/my_airflow_hook.py

from airflow.hooks.base import BaseHook

class MyHook(BaseHook):

def my_method(self):
print("Hello World")

Example sensor/my_airflow_sensor.py

from airflow.sensors.base import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):
@apply_defaults
def __init__ (self,
*args,
**kwargs):

super(MySensor, self)._ init__ (*args, **kwargs)

def poke(self, context):
return True

Example Operator/my_airflow_operator.py

from airflow.operators.bash import BaseOperator
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from airflow.utils.decorators import apply_defaults
from hooks.my_airflow_hook import MyHook

class MyOperator(BaseOperator):

@apply_defaults
def __init__ (self,
my_field,
*args,
**kwargs):
super(MyOperator, self)._ init_ (*args, **kwargs)
self.my_field = my_field

def execute(self, context):
hook = MyHook('my_conn')
hook .my_method()

Example Operator/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults

class HelloOperator(BaseOperator):

@apply_defaults
def __init_ (
self,
name: str,
**kwargs) -> None:
super().__init_ (**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message

REfEE A Amazon MWAA CLI 2 AERNAFE BFIABERHPN SR | REE I plugins.zip 18
DB Eplugins BHHPMWAR. B0 cd plugins,

P
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ERAEER

Apache Airflow v2

THEHIFER plugins.zip R , HHEE hooks, operators# sensorsB &8 {E 5 E

.

Example plugins.zip

__init__.py
my_airflow_plugin.py
hooks/

|-- __init__.py

| -- my_airflow_hook.py
operators/

|-- __init__.py

|-- my_airflow_operator.py

| -- hello_operator.py
sensors/

|-- __init__.py

|-- my_airflow_sensor.py

TH €5 RRER BT /MERH DAG (DAGs ERIR) HHYEABR,

Example dags/your_dag.py

from airflow import DAG

from datetime import datetime, timedelta

from operators.my_airflow_operator import MyOperator
from sensors.my_airflow_sensor import MySensor

from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,
'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,
'retries': 1,
'retry_delay': timedelta(minutes=5),

with DAG('customdag',
max_active_runs=3,
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ERAEER

schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensox(
task_id="'taskA'
)

op = MyOperatox(
task_id="'taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task

Example plugins/my_airflow_plugin.py
from airflow.plugins_manager import AirflowPlugin
from hooks.my_airflow_hook import *
from operators.my_airflow_operator import *
class PluginName(AirflowPlugin):
name = 'my_airflow_plugin'
hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

THIE IR R BT MERNERPATFENSEEARRR,
Example hooks/my_airflow_hook.py

from airflow.hooks.base import BaseHook

class MyHook(BaseHook):

def my_method(self):
print("Hello World")
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ERAEER

Example sensor/my_airflow_sensor.py

from airflow.sensors.base import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):

@apply_defaults
def __init_ (self,
*args,
**kwargs):
super(MySensor, self)._ init__ (*args, **kwargs)

def poke(self, context):
return True

Example Operator/my_airflow_operator.py

from airflow.operators.bash import BaseOperator
from airflow.utils.decorators import apply_defaults
from hooks.my_airflow_hook import MyHook

class MyOperator(BaseOperator):

@apply_defaults
def __init__ (self,
my_field,
*args,
**kwargs):
super(MyOperator, self)._ init_ (*args, **kwargs)
self.my_field = my_field

def execute(self, context):

hook = MyHook( 'my_conn')
hook .my_method()

Example Operator/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults
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class HelloOperator(BaseOperator):

eapply_defaults
def __init__ (
self,
name: str,
**kwargs) -> None:
super().__init__ (**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message

REEE A Amazon MWAA CLI 2 AR A BFIABERPHN SR , REE I plugins.zip 18
DUB#Eplugins B &P HIAR, B0 cd plugins,

nlh

|4

3 plugins.zip R
THZRRPRMEREARBIEE plugins.zip BRI ISER,
$EB— : (A Amazon MWAA CLI 2ARRXAIFE BiTHEER

- WHYRME (CL) AARXSEARMERE Amazon Managed Workflows for Apache Airflow IRE,

- CLI SEARHEERLMN Amazon MWAA £ EMEGRH Docker Aegi R, B LA T RHITAE
Apache Airflow 3:R1E | £ B E Amazon MWAA Z BiBZ AR DAGs, BT/ MMM,

- ZEHIT CLI, 528 GitHub £# aws-mwaa-docker-images,

HEE— - B plugins.zip %R
BOUERAREN ZIP HEARENX , S AHAM 2IP 2B ( Hlin 7zip) RE L zip £,

(® Note

IR zip BER | Windows OS RE zip AR ATREEHEFERR, BEELAHE
plugins.zip BEMWAZR , B LEE Amazon S3 T , LUIBRRIEFHIEHAAE &,

E1I plugins.zip &% 193
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1. HEHBELLH Airflow AHERX B &, HA0

myproject$ cd plugins
2. BOTIGS , MBRERRABSEEATHITHFA (ER macOS M Linux).
plugins$ chmod -R 755 .

3. BfEpluginsERKFNRRA,

plugins$ zip -r plugins.zip .

plugins.zip &= Amazon S3

&R AR Amazon S3 E# A= AWS Command Line Interface (AWS CLI) #plugins.zipfER L
&= Amazon S3 EEFITE,

A AWS CLI

AWS Command Line Interface (AWS CLI) 2 —ERBRKRIBTTE , BRI UAERA WSS shell 78 a5
B AWS REEE, BEETRNHERLNSER , EFEETHEE .

« AWS CLI - B2 2 kR,
« AWS CLI - A HiREHRaws configure,

£A L& AWS CLI

1. EWTRTRH , EEE/Fplugins. zipERMW B . Fla0

cd plugins

2. FRATHHSHEMA Amazon S3 FFETEE,

aws s3 1s

3. FATIHSHHEBRIEN Amazon S3 FEFEFEFNERNER &,

aws s3 1s s3://YOUR_S3_BUCKET_NAME
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4. FERATHGS , Bplugins.zipER LEZEHIREM Amazon S3 fFE1FETE,

aws s3 cp plugins.zip s3://amzn-s3-demo-bucket/plugins.zip

£/ Amazon S3 &

Amazon S3 TR AR Web BERWFEAENE , THAREILMEE Amazon S3 EFITRAMNE
o

£/ Amazon S3 X4 L&

1. 7£ Amazon MWAA 1A FBBUREHHE,

BERE,

£ S3 BARH Y DAGC BXHFIEW S3 REFFRER , UEXEAaTHMENRE T8, S3
BELE,

BEFEER.

BEUE AR ZRplugins. zip , AREELE,

o gk~ w N

EENRE LR R ETARRR

ZERER B A EIB 1B FE plugins.zip BRI R , UREEREH zip BREFIEE plugins.zip BRAIR
A REHEE EEFE Amazon S3 REFETFEMN BITABER.

£ Amazon MWAA £ Aplugins.zip LIEE R (F—X)

MRERBE—XA LEZE Amazon S3 plugins.zipfEFEITE | BB EETE Amazon MWAA 32
BLEE BRNRE, EREETHELTE X,

1. 7£ Amazon MWAA 1A FBBUREEHE,

BERE,

BERE.

£ Amazon S3 B H M DAG BB L , BERENAHENER - ERAMMUAMNEE S3,

EE Amazon S3 7T L&Y plugins.zip =,

iEZ#E Choose (&%),

BET—% , ENREK,

N o g bk~ 0D
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£ Amazon MWAA 32 & L1EEplugins . ziphR A

XL Amazon S3 EFETplugins. zipBH LEMRAR K, BFEEHE Amazon MWAA £#EH E
¥EEplugins. ziptE RHIMRA,

£ Amazon MWAA =& LRBIREEE.

BERE,

BERE,

£ Amazon S3 Bi&H Y DAG BRI L , E TN FEFEEplugins. ziphRZ,
BET-%,

o K~ w0 Dd =

plugins.zip &Y 81 A 2= 5

o THRRWME PRI BEIAEHEXFER Apache Hive #l Hadoop Y BET /MR FE,

o THEMME PR EFTABER B X LUEH PythonVirtualenvOperator o
o THRWAE PEIBTAEERNREE Oracle B HETIMHE,

o TRRWMAIE I BETIEBERthe section called “EF DAG HEFE",

®REIR?

£ GitHub LA aws-mwaa-docker-images , TE ARG EH DAGs. BEFT/MBER M Python 4K
Mo

Z % Python fAk1E

Python #B4k 2 Amazon Managed Workflows for Apache Airflow 3R3E E Apache Airflow kR4
Apache Airflow EXRLZER KRB ENTAERS 2. REBRHAEA Amazon S3 FEFETEF
Mrequirements. txtfE R Amazon MWAA Ri%E &% Apache Airflow Python B 4 HI 5 BR.

AEN
o SRIRHE
- EEAK
+ Python Ak 4 8L ER
« Python KM ALE R K /NER Hl

« B requirements.ixt #& %

plugins.zip Y &5l { F 52 451 196
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« $B— : #H Amazon MWAA CLI 2 2815 Python $A4kME

o $BRZ . B3I requirements.txt

 requirements.txt £{&%E Amazon S3
£/ AWS CLI
« £ Amazon S3 X2 &
o EEBHIRE ERE Python MM
« £ Amazon MWAA E$2 Arequirements.txt LIEE BT (FE—X)
+ £ Amazon MWAA 2 & k1§ Erequirements.txthR 24

« T7HX K9 B 5 requirements.xt
- BRESR?

FERIRAF
ZHBEETIER  THRERLED LNSR.

o A —EHEEE AWS IRF HEDRFEIREMN AmazonMWAAFullConsoleAccess 17 BU% #ll X
RHWFEE, LA, BNHTAEKARTFEN Amazon MWAA IRIE | FREFEUEHIREMERN
AWS iR,

s Tl —NREFEEFTMLERTE , THEEE Web ARSF LLZEMGY , ZFHNRELARERN
B Web RIRESFEEL. MEFMENR , 2B the section called “Apache Airflow FEUE ",

« Amazon S3 #HRE — ARE FF DAGs. BFI/\#ERXplugins. zipH Python KR
Amazon S3 f#FEr#requirements. txt A AR E S RA L\ B 2BV SH M MR A 32241,

kg

2

BRI

£ Amazon MWAA L | &0l requirements. txt#E %R LEE| Amazon S3 FZETE K REES
IXEFERE , £ Amazon MWAA 2 & EEERRNRAE , LLZEKMA Python MK, Amazon
MWAA €#11T pip3 install -r requirements.txt ¥ Apache Airflow HERR2SEMEET#HEE L
Z 8¢ Python FRAk %,

B EEBRVIRIR E#AT Python MM | BAAMIT=ZHIES !

1. TEAMEIrequirements. txtiE=R,
2. A FEFEEM Amazon S3 requirements. txtHEFITE,
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3. # Amazon MWAA E 2 &8 ERERMAL 15 E L ERIVRA

® Note

MRERBE—REN WHEHE EEZ Amazon S3 requirements. txt&EFIFE K BHEE
£ Amazon MWAA =2 A LETE ERNKRE, BRFETHLTER X,

Python 8k {4 481 £R

& LAE Python E4% 5| (PyPi.org), .whl PyPi
Python A4k 147 B F KX /)N PR

Apache Airflow HFREES M THEESE S requirements. txt BRFNEH K MEHSZEE HIR
¥, /usr/local/airflow/.local/bin

o K/NBRHI, HPIEZRErequirements. txtERSESH KRN DPR 1GB HWERE, Amazon MWAA
FTEZENENEYSZ  RENVKBEERYEERE. A Amazon MWAA TEHREREEZEERNE
RN BENREELETDERTERMGY |, Al Fargate RS ERE , YEXSREEFEETBEMN

RE,
1] requirements.txt &3
TH L ERRPARPIEBEARBE requirements.ixt FERILFER,

S EB— : A Amazon MWAA CLI 2B RIE Python ##E

- WEYIRE (CL) 2AEXNSEAHEE Amazon Managed Workflows for Apache Airflow 3R

- CLI SEARHEERELN Amazon MWAA £ EM K Docker sl R, B LA T RHAITAE
Apache Airflow 335 | LI7EEBE 2] Amazon MWAA Z Bi B A5 DAGs, B ET/MEHE R fAE 4K
.

- ZEHIT CLI, 528 GitHub £ aws-mwaa-docker-images,

S . 3 requirements.txt

T —EifRBMfAfErequirements. txtERPH Python EAFE5EE Python MM,
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Apache Airflow v3

1.

EABAR, E8Urequirements.txtERzo , REFEHMERE , USKEHRE
MR EREES . ZEEHIT Amazon MWAA CLI AR |, 5528 GitHub i aws-mwaa-
docker-images,

# B9 Apache Airflow EH3E/NIEE, &EFH Amazon MWAA £ 25 Apache Airflow v3 ZEH
EHEE | 552H GitHub #8345 E# aws-mwaa-docker-imagesrequirements . txto

R ERHRIRN . ERERTERHTIE Apache Airflow v3 IR Y PR I 5
#requirements. txt#&Z, Apache Airflow FRHIRHEIEREIEE Apache Airflow BT KA
AR ERA,

ETHEH|F |, 3 {environment-version} BRBEBRENRAMwEE , A& (Python-
version} X BEBIRFEME B Python kR,

MFEHBBIE Apache Airflow IREFEHRBH Python AW EF , 552 B Apache Airflow 48,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRBHEHGHERA B xyz==1. 0E4HEZREFHHMEHFTHESE , pip3 install #E
EBETHANEREREIENRE, IREAEHNRERK , LA LE CloudWatch
Logs HY¥IFE A 558 i 7 EN S B Apache Airflow JTt# ( BEf285. T/EEM Web AARES ) B
R AR. MEHREBERENFMERN , 5528 the section called “/FH Airflow HEE"

Apache Airflow £, FBEHFEINEE FRAE (==). ERBRLEEEBERRRENE
HLZREENREF,

apache-airflow[package-extra]==2.5.1

Python XX E, 7£ requirements.txt BRHPHEBEHFBBARAE (==). EFBRKLE
PyPi.org R RN EXEHEBHER.

library == version

Example Boto3 # psycopg2-binary

I EFIEH RE 2 A, boto M psycopg2-binary 2 EEE 7 Apache Airflow v3 I E AR L&
i, AEEfErequirements. txtERHIEE,

#1I requirements.txt %R 199
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boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

MREENERZERE , Amazon MWAA 1 PyPi.org RERZITRENEHN. LiRAATRE
B AR HMESHERrequirements. txto

Apache Airflow v2

1.

4.

EARBAR, EEMUrequirements.txtiER2a , RBEMEEMERE , USKEHRH
IRAK EREES. &EHIT Amazon MWAA CLI 2R , 28 GitHub L# aws-mwaa-
docker-images,

#¥:E8 Apache Airflow E4 85 18H ., & ZEFE Amazon MWAA £ % Apache Airflow v2 R
EHEFE | 17 GitHub #8348 EA aws-mwaa-docker-imagesrequirements. txto

IR HIRGBRIAR ., EEREWFTIE Apache Airflow v2 BRIEHY PR Hl{&
ffrequirements.txtfE=. Apache Airflow [REIRHERZIEE Apache Airflow Z1THF A
AR E R,

# Apache Airflow 2.7.2 fRFi%E , BRI ERERNSEIE --constraintfRiRx, MREKRE
BRI M , Amazon MWAA B ARIEE —ER SR , UBRENERDIHNEHERIE
EFEFM Apache Airflow IiRAHE A

ETHEH|F |, 3 {environment-version} R BEBRENRAMwmIE , A& (Python-
version} BMXARIREMEEK Python iR,

WFEARIEL Apache Airflow FRIEHEEH Python IRAEIEEA , 752B Apache Airflow 7%,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRBHGHERAE I xyz==1. 0E4HEZREFHVHMEHTHESE , pip3 install #E
ELETHEANENELZEZIEZNRE, IREAEHNRERY , BALE CloudWatch
Logs HY¥IFE A 558 R FENE B Apache Airflow Tt ( HEfE85. T/EEM Web AARES ) B
R AR, WEFEBRREBERNFMEERN , 5528 the section called “/FH Airflow HEE"

Apache Airflow £, #BEHFEINEE FRE (==). ERBRBLMEREBERRREANE
HrRBEHELEWTREP,

#1I requirements.txt %R 200
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apache-airflow[package-extra]==2.5.1

5. Python BXXE, £ requirements.txt ERPHBEHBBAIRAE (==). EEBIRFLE
PyPi.org R RN EXEHEBHER.

library == version

Example Boto3 # psycopg2-binary

I EBIEHRET 2 A, boto M psycopg2-binary F2 X EEE 7 Apache Airflow v2 &R Z 8
i, AEEfErequirements. txtERHIEE,

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

WMREENEHZEMRAE , Amazon MWAA 1t PyPi.org RERIRANEML, LIRATTRE
B P EMESHERrequirements. txto

requirements.txt L& % Amazon S3

&R AR Amazon S3 £ A AWS Command Line Interface (AWS CLI)
#requirements.txtiER LEZE Amazon S3 f#FETHE,

fEH AWS CLI

AWS Command Line Interface (AWS CLI) @ —ERBRHBRIBTLE , BRI AERAW S shell FH G55
B AWS R ES, EETRUEERLNTR  KFETIER :

« AWS CLI - %3 2 i,
- AWS CLI - £/ HRiEFHREaws configure,

£ £& AWS CLI

1. FEATHGSHEATE Amazon S3 fE17ErEE,

requirements.txt E&ZE Amazon S3 201
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aws s3 1s

2. EATHEGSHHERRA Amazon S3 R FFEPHIERMER K,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

3. TH@SESrequirements. txtE R ELEZE Amazon S3 FFETEE,

aws s3 cp requirements.txt s3://amzn-s3-demo-bucket/requirements.txt

£/ Amazon S3 &

Amazon S3 TR AR Web BEBNFERAENE , THAREILMEE Amazon S3 EFITEAMNE

o
£/ Amazon S3 Fi#=4& L&

1. 1£ Amazon MWAA 1A FBRBCREEE,

BERR,

£ S3 BHRHH DAG BB IEN S3 REFEIBER , LEFEAHRBRENF# TR, S3
BELHE,

BEMEER,

BE WA EIZRrequirements. txt , REIEELE,

o g bk~ w b

FEIEHIRIE L &8 Python fHAME

REIER BB W AEB IS E requirements.ixt BRI , UREZSRXEHEIEE requirements.txt ERH
MRS | REHEE FEZE Amazon S3 F1FETFEAABMK M,

#£ Amazon MWAA E#Arequirements.txt LIEE WK (F—RX)

MBEREBE—REN WiEH EEZE Amazon S3 requirements. txt@# TR  BHEEE
Amazon MWAA =124 HIEEE BENER. ERFTETHETR—R.

1. 1€ Amazon MWAA A FRBIREER,
2. EERIE,

EEMIRE £ =% Python AR 202
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3. BEERH.

4. 1£ Amazon S3 Bi&EFH DAG BXRIEL , BIEFTRER - BRAMMZSHEE S3,

5. IZH! Amazon S3 (12878 EH requirements.txt =X,
6
7

i#$E Choose (IZ#),
BET—F , EFRE

BRI UAEREEREFT 2R IABERERAFTES
£ Amazon MWAA E# & FiEErequirements. txthR 74

X1 Amazon S3 f#Firrequirements. txtB@ P EEHRAH B , BEEHE Amazon MWAA £
A EIEE requirements. txt ERIRA,

1. 1£ Amazon MWAA £ A FBRBCREEM,

2. EERR,

3. EERE.

4. 7£ Amazon S3 Bi&HH DAG BB L , E TN EEPERErequirements. txthRa,

5. BET &, EMREK,

BRI ERETREMZRIAABERTES.
ZH MY B 56 requirements. txt

A AR BERR B8 /Y Apache Airflow B3 , AR THERBNZHMdagsERIR, TS ERRA 0
£ Amazon MWAA 12 & BB BERE SRR B8 , LAIRTE CloudWatch Logs £ & L #EX Apache
Airflow B &,

ZH ¥ B3 requirements.txt

1. 1£ Amazon MWAA 1A FBRBCREEE,

2. EBERAE,

3. HEEREMRPIRE Aifflow HH2E5 B R,

4. fErequirements_install_ipHEEERAFIRE R

5. WESE RELRENEMEE /usr/local/airflow/.local/bin, 0 :

FE M B requirements. txt 203
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Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084fb28kjdsfiuywebs47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. REAEMHEE  UNEEAEMNEHAETRENBREER, NRBLEER , CRIECULTHE

o

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

®REIR?

£ GitHub LA aws-mwaa-docker-images , FEAEGRIGEH DAGs. BEFT/MBER M Python K
Mo

M B& Amazon S3 ERITE R

It B AR BA AR A 422 4 20 A 42 Amazon Managed Workflows for Apache Airflow ¥R1E# Amazon S3 f#&1F
EFR8HiE{E , AR MER DAGplugins.zip, = requirements.txt RN,

Py
. SR
- R
. BEHR

» 1 Amazon S3 LIk DAG

« RIWBBER "current” requirements.txt 5 plugins.zip

- MBX "IEBATL ( EBHIM ) requirements.txt B plugins.zip FRA

o FERALMEYEBMER "non-current” ( LHIHY ) ARAFMMBRELR

« B EMBR requirements.txt "non-current" MRS F M BRAE 50 HY AE n I8 B BUR #5451
- BRESR?

®REBLSR? 204
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N,
ToRRH

BHRFETIEE , Tt EER LSRR,

o A — BNEEE AWS IRF HBECRFEIREMN AmazonMWAAFullConsoleAccess 17 EUIZR I
RWFEE, A\ BNHTEENSEAERTF Amazon MWAA BiE | FREGEUREFERAN AWS &
o

c TR —NREFEFINLERETE , TRERT Web fRsE L REMMMY , BHNRIBHLHER
B Web IR FE. MEFMEN , 552 E the section called “Apache Airflow 77 EUE =,

- Amazon S3 458 — ARE FEM DAGs. BiIA#EERplugins. zipH Python MR
Amazon S3 f#FirBrequirements. txt A AR E A A LB FEE SEMAMRA =S,

ER
”o

hiR A 422 481 R

Amazon S3 f#ZErplugins. zipfH i requirements. txtf BEITHRAZEE, B4R

Amazon S3 fETZETEEARAEH , W Amazon S3 FEEEFEMIBRER M ( HI0 plugins.zip) B , BRT
BxR£MBR, SE Amazon S3 EMIBRK M , REERIHVERELR  ZERA 404 ( LTI
) $BE5/0k $EZR , HPEER I'm not here. Amazon S3 Gt B AMRER, MIBRELZREERN
Tnully BRA , HS8EE (He88 ) MRA ID BEaEaye4MEE.

BB E MRS RRATMBRER , SUBEEK Amazon S3 REBNRERE. EEXT2MER "R
Bl ((ERTHY ) ERMAE , BLAMBRERRAE , ARMEREXMRAS A M ERERRE

BAER

Amazon MWAA & 30 ¥7E&H Amazon S3 EITE LHIT—IRELIRE, EFEE Amazon S3 f#
FErR PR DAG MIBREZ £l Fargate BR2RHY Airflow BRER,

¥ plugins.zip# requirements.txt R , RBEE Amazon MWAA EH BET/MBERXFH
Python ##kEE & Fargate B2RAVHT Airflow G , TEEREEMCERBLEEE, MREMEREM
requirements.txt= plugins.zip BRMN B EIRA , AREHMREM T A S MR ERREAR
MR BISE g R FERIEESAE | Bl Unable to read version {version number} of
file {file name},

£ Amazon S3 EMiER DAG

DAG X (.py) REIThHRAIEE| , AIE#ETE Amazon S3 2 A EMIBR. T 55 BR R B8 a0 al bl B
Amazon S3 fFZEFE L DAG,

TORIRE 205



Amazon Managed Workflows for Apache Airflow EREEmR

Bk DAG

1. 7&£ Amazon MWAA i & tRBIREERET.,

2. EBERAE,
3. 7£ S3 BEHEHH DAG BXBHIEE S3 RFTIEER  UEEXRAPHBRFTE.
4. & dags BRK,
5. #HU DAG, fHiBR.
6. TEMBRYH? T , WA deletes
7. i#iZ Delete objects (MIERYI#),
® Note

Apache Airflow 2R BB+ DAG #1T. 7£ Apache Airflow R #{T DAG 2% , EHRERAREE
A, THEREBE Airfflow DAGSEEH , BEIETE Apache Airflow AR E ALk, & EMBR
Apache Airflow F#) DAG , FFEEEZBT IS "MBR, &k,

WIRFERBR "current” requirements.txt 3 plugins.zip

BT, BEEEIREFIE plugins.zip B requirements.txt 2 BAEEBRR  ERPEERBIEE, Fit
HIE , BRFERDAERAZEAXFR zip BR

Bk "IEBHIL ( SCHIRY ) requirements.txt B plugins.zip KRAS

Amazon S3 EFZEFE M requirements. txtM plugins.zip EREHE Amazon MWAA Lif
TRAES, MREBETLMBR Amazon S3 FEFIFB EHNELER | BXEMEYHH B 8l kA
(121212) ( fI40 plugins.zip)., MIERMRA , RE B BRIE SRARZSHY MIBRERAC.

T BAE Amazon S3 R ATMER TEERL (LMK ) MR TB , EHABEEA T
b — (ER I R

- EEETMHIRE  HSB (Amazon S3 ) )1 BB HRAE B0 17 f BBIELD E R

- BEMBYWHIRE  FHSBI (Amazon S3 ) )1 D RUBHRAEE B0 17 f B MR E IR,

. BEBBRMRER , HSH (Amazon S3 #KE) PHEEMBER.

Eﬁilu
N
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{5 A £ B H B B MIER "non-current” ( £RTHY ) ARASFNMIBRIESS

A LAREE Amazon S3 REFEFREMNAEMmBRRBER , ERHEXREEMBR Amazon S3 REFEEPH
Plugins.zip 1 requirements.txt #82RH "IEE BIL MRAS , SHBERE HI Y4 RY I BRAE RS

1. 7£ Amazon MWAA =& FHEBUREEE,

2. EERRK.

3. 7 Amazon S3 ##y DAG BRI T , EELEH Amazon S3 #EFETHE.
4. BEEIEGEHRAL

B Bl Bk requirements.txt "non-current" hx A< F | BRAZ 58 89 & dn B H BUR &8
gl

ERATI SR EmBRRR , ZRNEE=+REKAMER requirements.txt R " IFHRFIR
A WA EMERIREC

1. 7£ Amazon MWAA =1 & FREBUREEE.

2. EERE,

3. 1£ Amazon S3 ) DAG BT , EEHLER Amazon S3 7T,

4. BEBVEWARA,

5. TEEwBHRAIZREA | A Delete previous requirements.txt versions and
delete markers after thirty days.

6. EFEH, EX,

7. HEEWEHAUBES  BEXKAMBREREODGE  AMRBBHMBRRLRRTELN DR L
&

8. EWHRALIRAHREF , WA 30,
9. EBHWAMBRFRLP , EEMBREHWAMBRRE , WHSE 30 REKAMER,

BELTE?

. LT HREEMERER A Amazon S3 MIBREERZ. https://docs.aws.amazon.com/AmazonS3/
latest/user-guide/create-lifecycle.html

« 5T HENIB Y Y Amazon S3 £ aniE .
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Lp

A5 R Amazon MWAA IRIBFTEM Amazon VPC X E.

=8

« B3R Amazon MWAA BB

« Amazon MWAA t VPC &£

+ 7£ Amazon MWAA EEEH R 4SE Amazon VPC inFHY 7 EL
- EEERERHAMN Amazon VPC FEMFTER VPC RIS ik 2

+ 1£ Amazon MWAA FEEEEEH Amazon VPC ixE

B9/ Amazon MWAA L Hy B3

Amazon VPC 2EERH EAENERMER AWS tRE, CAZEABBRHHERERSRBNMARRES
B EiEE K BEERTLMNBRIERNGESD, LEERHAZE Amazon Managed Workflows for
Apache Airflow IRIFFFENEB LN AHH, HERBERABENFLBEIRER Amazon VPC E#ERHE.

A
R
- XENAE

- VPC Ef##55 &
- BIBERERNAEEREH
- RERBERFRNMLAERH
+ Amazon VPC # Apache Airflow 7 EUE =X &Y 2845 55 F =2 451
- AFTIRBREERFE - 8 Amazon VPC 82
o TAFTHREBRBEFE - $H Amazon VPC B
s TAFFHEBRBEEEFE - BEM Amazon VPC #83%

(5
NEBRH
Al {ZENAA PR 4R B9 Amazon VPC #35% .
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REEH

L7 BV PR BER BY Amazon VPC #5%

XENAR

TR Amazon VPCsAmazon MWAA X EHFR,

Amazon VPC & XE

FEEREBEVRENIREME =R
£’ Amazon VPC,

H AW Amazon VPC , HEiz £
@ & AWS IRF Z3Z H AWS
BiR,

VPC EfRESE

B8 Y Amazon MWAA IRIER | Amazon MWAA 2RIBEBIIRIEIRIZEN Apache Airflow FHUE
N, BEWRERE —FIWME VPC inH ., SLixEEE Amazon VPC FETAEFIE IPsEMEMAR
5H (ENIs), BV ELImE % , TMEMNEAEEL IPSREFSALTRLMABBAERREMEANY
FE AWS BR#.

TERAEBAEERMERARMKERE , HR1E Amazon VPC AT TERAKREMEMN Amazon VPC EftE

BB EREEN AR E

AHRAEFELNBRHZIRIEN Amazon VPC E# i, SFE T VPC EfER

- —f8 VPC 22, VPC ZLFHEREER AME  LEHBTEELHNEAN (EA) NEL
(B ) #Eng.
- RZAEE S5 BEREEE,
- REFAMLAEEBRSENEARABACS,
- RERELARFFEREBEEELHAR (0.0.0.0/04R IPv6 , FEEM ::/0),
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- REFEMXAARTFERSZRAUTNAERE. Sl (BS ) EFNARSELRSRENE
ﬂo

- REBMETLUBIBIEE HTTPS BB E 4435 TCP EHBEE NEEM M — SRR
85432, flm, (GER ) RENERE 5432 EAFRNRSFEEN M _ OER ) REEREE
443 BAGEBH R EHAHH.

- MELEFER, X8 FRRE—EFHER , HRERIEIREES FER H B H RS

- EEMELNE FHBK, BT ZE Amazon MWAA ERERSEHER K AHMAERETWRERET
PRI E,

« FRBSENATENATAES., f20 us-east-1a M us-east-1b,
- THREBSERBZESGEM P ik (EIP) 89 NAT FE (= NAT $11TEE ) .
- FRRLABBRAR , KERAERRES O AR ERKEE,
- MBFE FHERK, A 72 HEE AR ISR S B R EEBA 7%

. EEWELE T, ETH Amazon MWAA £ REE R | BT HES B HRHERY
FHBBBER,

« THRBLENATENATAES, fl21 us-east-1a M us-east-1b,
- THEBMEAEE NATRE (FHEHHTER ) NIRHAR,
- FRBRTESROAZSERERRE,
« # IPv6 T8 truefy assignIpV6AddressOnCreationiREA o
- B IPv6 FAE FHEEE , BN ERE N LR ERBRAEFE (EIGW) IIELR.
- MRFHEUREIEE (ACL)o NACL EEFHRBEBHRERE (EBAKFIELRA ) BEANBELHRE.
* NACL Z#RERAFAERENEARA (0.0.0.0/08R IPv6 , FBEM ::/0).
* NACL XAERAFAARENELAA (0.0.0.0/08R IPv6 , FBEM ::/0).
- Bl (EFE ) %6l ACLs,

« WIfE NAT B8 (2 NAT #{TER ) . NAT RESHRERLE FHER P HHITEREEDRERE
BREEAth AWS BRES , AR&ASE FERE FA B 1T BB

« NAT REXBEEEINEFBEK, (BELE FHEE—E NAT £E. )
- NAT REXEEGEEIISENE FHEREY IPv4 bt (EIP).

- MMRAEEE, PBERAEFESR Amazon VPC ERZHEBRERME M AWS R
- HAFRAE R B E 4 ZE #E] Amazon VPC,
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IR R WA R AR B 17 B A9 AR 3 E

AR R AER S ZREN Amazon VPC B, BEETS] VPC BRI
. —{f VPC R4 B, VPC REBEREERYAE , UEHANTEBLOEA (BA) Y
() BERE,

. BETIEE 5 BREBE.

. REBEALBREARSENBARIBEE.

. REBEALARTERBIEE BRI (0.0.0.0/05R IPv6 , BEA ::/0)

C REBERBAKERSERUTHAERE. SIM (BF) FEERARSERSBENS
Bl

s REBETLLUBEBRIETE HTTPS EZIB &S E 443 TCP EiZIBEIE FIiBE M i — SR &R
B5432, fltn, (iEF ) BRENEREE 5432 AFINLZSEEES M (EA ) REEEER
443 BAGERNZ £ EHEE S,

- WMEFLAE TR, A8 TR ENEEE ARG RFER BN BRI E BB T8,

- EEMELE FRK, EAZE Amazon MWAA ERERSFIHER , AHATAEEPHNIREE L
PN

o FHRBRMPEAMNRTEMNAIARESE, i us-east-1a M us-east-1b,
- F@WMARE VPC HENBEE.
- FRBMELESE EIGW WERHRR , THAEER THMA DAG N —32
- FRBRTEBEENATRE (FMERBTEE) WERHEEX, SFESEERBRAKRE.
- WEREEIZEISE (ACL). NACLBEETHEBHRERE (ZEBAKFIEERA ) BEANELRE.
* NACL X EEBAHFERENEARR (0.0.0.0/0% R IPv6 , FFER ::/0),
- NACL #HEHFEEBMARENELRA (0.0.0.0/08K IPv6 , FBEEERA ::/0).
- flgn (#EFE ) #f ACLs,
- AHERMK, FHEEARE VPC RBANTEREH.
- ZHER R NAREE TR AR,

o REERHRLERA VPC RVEITER , TeRZBCSHBKRER. i, WREFER AWS
Client VPN f2EX Apache Airflow Web @ RE5# VPC N EIwE , A RNSERHE VPC inE,

- BIRIEFTEANEE AWS BREH VPC inBh , AR E Amazon MWAA IRIEM AMERE AWS EEF #
Amazon VPC H# Apache Airflow VPC %%,

« Apache Airflow FIIRER VPC IS FrE A EE AWS RIEEY VPC imEh, Hlan ( 4E ) VPC i

2
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« VPC im B4 AR AFAHE DNS,

* VPC i A RRE N WM EE TR AEEI

» VPC ImB A4 ARBRBENR S FEME AR,

- BERMN VPC inBBERSARTER/ AT FEGRIESER AWS Wik, flin (EE ) AFFMER
Ry VPC i B BUR E4

« Amazon S3 HY VPC in R A ERER AR FIREFN, flil (EE) AFRFEEFR
Amazon S3 & i B BUR &

Amazon VPC 1 Apache Airflow 7B =, &Y 5451 55 F =2 451

AEFEREA Amazon VPC HBBRERNFEIEA RS , AR Amazon MWAA =& £/ Apache
Airflow Web fAllRg8 FEUE B E,

AR 1ZEY - FTHY Amazon VPC #35&

MREBHABAFF VPC I BERAKZE , B EFHE M EE BB ZE Apache Airflow Web
fAIARES :

1. B EERABRERKFIN Amazon VPC #85%,

2. AIEK Apache Airflow Web RIIRERZ L EF A B RBEFEER VIR,

3. BEMAR  RMEBEZRLRBFERET Amazon VPC Ef#5%H. Amazon S3 fZETEF Amazon
MWAA IR¥EH CloudFormation tRIZEAFIER, EEE—S TH#H , 28 Amazon Managed
Workflows for Apache Airflow 1R A P92 2 5R12 o

MRIGHHBE L FF VPC VBB ZE |, T B &2 EHE Apache Airflow Webserver fZER #I1E
VPC AMVERE :
1. B EERBRERKFIN Amazon VPC #85%,
2. BIYREBRETFEL Apache Airflow Webserver VPC 7T i Bh B9 #41,
3. RIEK Apache Airflow Web fRIfRERE Y E G B HBEFEIERNWIRIE,
4. BAIEBESENWAE :
a. HEFREHE PEA Amazon MWAA 2 AEIE— : £ Amazon MWAA £# & FEY VPC

B , 7 PHEA CloudFormation EEA4EIE — : v E G HERFEH Amazon VPC #
o

Amazon VPC 1 Apache Airflow 17ERAE = B &5 51 55 F =451 212



Amazon Managed Workflows for Apache Airflow EREEmR

b. EFBEHE FEM AWS Client VPN EXE¥ Apache Airflow Webserver M BV ZEREE : £
R EFLE MR FEAWS Client VPN,

TAFREBMBEEIZE - $H Amazon VPC #3%

WMREBB AFF VPC HRVEBRERKRFE , mBE%HE Apache Airflow Web Al BR#R R I ZE B HEFR
MR 7L

1. BIREHEBARKFES Amazon VPC R,

2. RIEK Apache Airflow Web RIIRSZZIZERESAGNAEMEREREXNIRE, LBEEAR
Apache Airflow 3.2.1 KR FIEFTAR A,
3. BMER . BRMEREMEM CloudFormation #14<3RE 3 )% B MR FEUAY Amazon VPC , B

B Amazon MWAA £ HFEH 2 E# AWS RIEH VPC iwBhHRIE = £ ERERAERFENER
T# 3 Amazon VPC #35&,

MREHEBT AFF VPC RV FE , M ESEER Apache Airflow Webserver 7 ERBR&I7E
VPC R ERAE :

1. BIZEMRMRERFERY Amazon VPC M85,

2. BIUHRERE1EE Apache Airflow Webserver VPC 71T i Bh Y # 4,

3. AZKWREBEMERANSME AWS RERI VPC HEH.

4. BIBW Apache Airflow Web fRIfREFEZ EE L ERBFIERNHNIRE,

5. BMEBHAR

a. EEMFH CloudFormation E42RE % B A ZEH Amazon VPC , BL&% Amazon
MWAA £ ffEf 2 S8 AWS RIEH VPC IBHEE = : I3 AR EREENIER TET
Amazon VPC #35%.

b. ERETE FAEMH AWS Client VPN 5&E¥ Apache Airflow Webserver (I EERZ 2R : £/
REFREMBIEIFZE AWS Client VPN,

TRFHEBRBEEE - HAEH Amazon VPC #3&

MR ENEBT A VPC PHEBMEREZE , BECHEARERABRBREINXE Amazon VPC 3
B -

1. RENRREANEE AWS BRIFEL VPC inkh,

Amazon VPC Hl Apache Airflow TZEUE =X 49 & 51 52 F 2R 51 213
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2.

3
4.
5

A Apache Airflow 237 VPC %3,

B R ERETFEL Apache Airflow Webserver VPC 47T i B B9 #4451,

AIZH Apache Airflow Web falfR2822  E B BB FEIEIRR,

BABRBHREA

a. EREEMNFEE Amazon MWAA ERAMEE AWS IREFTER VPC imEh , LA & Apache
Airflow FTEERY VPC iwHEZ E BB HA Amazon VPC HEVATER VPC BR# ik &

b. EEREE A AWS Client VPN F%E ¥ Apache Airflow Webserver (W ZER¥EZERE : £/
R EFE M FE AWS Client VPN,

Amazon MWAA t VPC &4

B E R A ARE Amazon Managed Workflows for Apache Airflow ¥:R3E# Amazon VPC o , B
RELTHTENERE,

- MR FEURFIEE (ACL)

- (3#%) &5 ACLs

+ VPC security groups (VPC Z % &#H)

- (BR) EENERSERS AN
- (2R ) PRENERSE 5432 BAFIMN T FHESHI
« (EA) PRENEREE 443 BAFRNZ S EESH]

« VPC inBBR (ZFRABHMH )

- (BR) AFmEFERW VPC mEBERE S
s (BE) RHmETEEFEIN Amazon S3 BE:iE i B BUR £

R

NHKH

Al FEVAE B BB Y Amazon VPC #35% .
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REEH

EEFEEER MBI Amazon VPC #85&,

ZEMBE

ZERENFEURHEE (ACLs) RIS EM R AIRIZES Amazon VPC F F 8RR M 1T EEE <
B RER 5%,

- FRFBENBERETBFEIEHEE (ACLs) 2%, ZREFEEZ—@ ACL, MEMRBMN ACL IJH
HA%{EE_iEO

« ERMITERAVHERRRE T H Amazon VPC Z2EHZEH, BRUESERREA - AEReEH
8o

- ARFTEBENREREW AT LA VPC inBBERES, MRENEBT LFF Amazon VPC AR
BAEREE , MASERESIEREMN Amazon VPC 85 , Bl VPC #EAWS F Apache Airflow
VPC iwBiEE VPC inBiBUR,

W B 7 EE HIE E (ACL)

BT AIAE (ACL) WAEFERERER (SBANLERAN ) SANGLRE, ACL i
g, ERTEANBEANSES HARIEE, CRARMEGEAREE VPC @B 3T ERNAERE
|,

B18 Amazon VPC BT ACL , AAFMBBANBELRE. LALURERRACLAR , NEVYH
7] ACL MSAS EE S FiBR%, FHERFERREERE—{E ACL , {8 —1{8 ACL W LUERERZE /K.

( #5& ) #l ACLs
THEFFEREANMEBEE ACL HA , TAREEAERHARIABTEAHN Amazon VPC,

75 Rl fm 5% Type BABE EiREEE HR JERTIHERB
100 Fi& IPv4 it =% =% 0.0.0.0/0 JEF

%
* ey 25 0.0.0.0/0 BB

ZEMEBE 215
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35 Rl 4w aR Type BABE EIZIREE IR REFRER
T IPv4 &
%

VPC security groups (VPC Z£#18)

VPC Z2 B AR ER NG , BHATEEBERNBKRRE, RLFHAEFNRE , ERTAHE
AERE , RAFELEE. CHAREE VPC HEHPHTEEE PAFFNAEBRERE,

18 Amazon VPC HEFERNZ B H, BIBHER , e REEARA, cEEAFFMEELREN
BEHRA, BULREERTSEHARE B BT EAY S HBEEZEH Amazon VPC,
Amazon MWAA Lt | BEERXTEEANE LR, LI5|E NAT BELNHRE.

(2% ) RFHRERSELR AN

THEHBEREALZEFHERA , AFEELERABALERHBEDN Amazon VPC BIFTERE. LLEHI
FHZEBHERERSERA,

Type B E RRF|R FR

FRBER

i

1 1 sg-0909e8
e81919/
my-mwaa-v
pc-security-
group

THEHEREBHREFHERA,

Type WA E FREE HR

FRERE =& =& 0.0.0.0/0

VPC security groups (VPC Z2E4H) 216
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(A ) RENEEE 5432 EAFRN TS EHEES

THIgEEHIBEREALSEARR |, FF Amazon Aurora PostgreSQL F#£E &K E (Amazon MWAA
WH ) EEESE 5432 LPA HTTPS REARENIRE.

(® Note
MRGEZFEANBARFERE , IFENES —ERA , UARFFERE 443 £ TCP it
E,

Type B E EEIREE Source type IR

(RRER)

BE] TCP TCP 5432 Custom sg-0909e8
e81919/
my-mwaa-v
pc-security-

group

(BR ) RENEREE 443 EAFRN R &R E A
THEHBMREARLBERR |, LFFEREE 443 £ Apache Airflow Web R BRERHIFTE TCP &

Type BABE EIEREE Source type IR
(RIRER)

HTTPS TCP 443 Custom sg-0909e8
e81919/
my-mwaa-v
pc-security-

group

217
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VPC inBiBR ({ERFLBEH )

VPC i3 (AWS PrivateLink) BURIEHIRFAE FHRREZE AWS IREHNER, VPC inEBERRREE
B VPC FEHNMEHmER IAM EREE. AERASME VPC inEM VPC mE B ERFIENFT T,

BEROHHERMASE VPC LR VPC MHmMBUR , LA TEEFINAME AWS B , EE
#H AWS FFEER SN BITA R,

(BZ ) RFAEEIR VPC in R BUR S5

THEFIFREFEREZ Amazon VPC By VPC T H ik B BUK,

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
}
]
}

( B& ) AFREFITRBEEMN Amazon S3 FiE T B BURE 5

THIEHIRHE VPC HERMEE , IZEENEGFAERHZ Amazon VPC B Amazon ECR #4EFT
FH Amazon S3 RFETRE. BRT T DAGSHIZ EERNWHEFITE 2/ , E2EE Amazon ECR BR
BHHSEEE,

"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-us-east-1-starport-layer-bucket/*"]
}
]

VPC imBBUR (ERFAEHEH ) 218
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}

£ Amazon MWAA L EEB¥ R4 E Amazon VPC imEH FEL

B LAEA VPC %3 (AWS PrivateLink) #% VPC FATBERE LFEENRE , AWS MAEEHEE
BREE, NATZE. VPN R ABRE, EERERKTFERESETHNERERE , LAFF VPC H
AWS RPN TER ZBETER. LLEEREA Amazon MWAA B K VPC inB , ARIMRE

27 Amazon Managed Workflows for Apache Airflow EiZ2ZFAEMEEFEE |, t@1FE Apache

Airflow Webserver B VPC i B,

(@ Note

MR HBRBAESMNIEEBRIEZE , Amazon MWAA € B B2 MEIE Web @RS VPC i%
B LUETIEEER. TEEHNN VPC IRERE , MAESTEEEZIERS1FH Apache
Airflow Ul 5% ¥ VPC i B 1ZEL,

o

AES
- EfE

VPC i S B8

- NEMEBEFIER

- REHEREFIER

£ A E ARG HYEF AT AWS

FH VPC % 2

« £ Amazon VPC F# & LFE VPC in S

- 5l Apache Airflow Web Rl lREF R H VPC i FAE IP ik
7B Apache Airflow Web fAIiR25EY VPC im®: ( FAE R FE)
- 5/ AWS Client VPN

o M Linux 88

+ {#fLoad Balancer ( #£F& )

—

EE

« AWS PrivateLink E{&

EEY VPC i #HFE 219
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VPC i Eh L8

EB#E Y Amazon MWAA IRIZEF | Amazon MWAA 2AEMIIRER T —FIME VPC w3, ELimH
27E Amazon VPC HERAEEBFE IPsEEM M RME (ENIs), BUEEmEH R , FAENHAE
L IPSHREHSITRLMEAZTEIIREMERH Y E AWS R

NEBEBEEFIEN

WMRIER Apache Airflow Web fRIREFZEAERBRFIER AR TESEBAKAEE L FEA,
« Amazon MWAA €A 1&# Amazon Aurora PostgreSQL F#E R EREET VPC N HEIFE, w2
EEMSIEHAEFRENTAEREPEIN , X EB IR EMFHEEE AWS 1RF,

« % , Amazon MWAA Ei5FAE FHREKH IP it BEZT N EHE L. ESEXER Amazon VPC By
BSETHEHBEE— IP WREEX,

IEBEEFIEN

MR & A Apache Airflow Web A RESZIZFFLE R FIER , B REETE Amazon VPC AFAT
Ho

« Amazon MWAA & &% # Apache Airflow Web a1 R8§2 3 VPC M H w2 , 3 A Amazon Aurora
PostgreSQL FHEERERER M HRHS, hESERFINENMEFEENTRABREPRID ,
I BB R EMFHE AWS 1RF,

- R, Amazon MWAA #8585 FHERRM IP i BEENEHIRS. & 5 EXER Amazon VPC 1Y
BETAERSEREE - IP NREER

{5t F H A BR B RYFF AT AWS

N EwEE A AWS Identity and Access Management (IAM) FIERIENHITA B REEGBRIEMA
AWS BRI, MEREMBRES AWS R , SERKEHEELFEARENHTACGRKREREN
A, %E%ﬁ'i nq:—.l- nﬁ £ Bﬁ Amazon MWAA $,1'|, ﬁ@ao

MREE A Apache Airflow Web FAREHZEFEL AR EFEIES , REXEESEIREN VPC in M
RAPAHFF, EEH—FS THE | 552H the section called “VPC imZHBR ( ERFAEREH ) 7
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ZH VPC um

G F7 BA 204a] 1FE Amazon MWAA E 371 VPC w3 , AR iM% Bl Apache Airflow VPC is 3 IFAE
IP H#h ik,

£ Amazon VPC =14 L 17E VPC iwm B,

T —EfEE /R 1FHL Amazon MWAA FRE I VPC in B E B | LR NREFER Amazon VPC HFLAE K
HEATREE B M 1ET VPC %,

ZEL VPC % 2

1. 7£ Amazon VPC =12 & FBRRE EE,
EEUR AWS [EiF,

3. 2B Amazon MWAA 238 VPC M EwmE , AREE Amazon VPC A {E B FAE B H AT 8E
B W VPC i E.

EEH—SFSTHREELERAMN Amazon VPC FTEMN VPC R ixE: , 28 TEELEREN
Amazon VPC FREV FrERN VPC IR im 2,

# Bl Apache Airflow Web falfRzg & H VPC inZhEVFAE IP Hbiik

T %I ERER 88 anfa KA EN Apache Airflow Web fRIfR2§ R E VPC NHIRHNWEHERE  UREALE IP itb
ko

1. fEA following AWS Command Line Interface (AWS CLI) @5 2 #EEL Apache Airflow Webserver
M ERERE,

aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME --query
'Environment.WebserverUrl'

BEIEUTIEENAR

""99aa99aa-55aa-44al-a91f-f4552cf4e2f5-vpce.cl@.us-west-2.airflow.amazonaws.com"

2. EL—EaSHEEREDNEEEB LT dg hH. Fl :

dig CNAME +short 99aa99aa-55aa-44al-a91f-f4552cf4e2f5-vpce.cl@.us-
west-2.airflow.amazonaws.com
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BEIEUTIEENAR

vpce-0699aa333a0alad-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com.

3. {# A following AWS Command Line Interface (AWS CLI) s S H#IE L —E& < E EHREER VPC
un B DNS &8, fin -

aws ec2 describe-vpc-endpoints | grep vpce-0699aa333a0a0ad-bf90xjtr.vpce-
svc-00bb7c2ca2213bc37.us-west-2.vpce.amazonaws.com.

BEIAFLTIDENAR

"DnsName": "vpce-066777a0a0ad-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com",

4. 1E Apache Airflow E#EZ R HE VPC %% DNS & L#1T nslookup = dig 5 , SAREEL IP b
i.”:o ﬁ“ﬂﬂ .

dig +short YOUR_AIRFLOW_HOST_NAME YOUR_AIRFLOW_VPC_ENDPOINT_DNS

BEIAFLTIDENAR

192.0.5.1
192.0.6.1

7#HX Apache Airflow Web Al iR25#Y VPC im& ( FABE W 1FEL )

WMRIEE A Apache Airflow Web R IRERZEZFFAE R FEUES | BIFEEE T #H|2R7FE Apache
Airflow Web @ iRESHY VPC M HImH, BAEEHEIELE R A E Amazon MWAA IRE R HY
Amazon VPC, VPC Z&EEMILE FHEK,

£ AWS Client VPN

AWS Client VPN 2 —EZENAFRE VPN R% , TARZ 2 EFIABIMERE FH AWS B
MEF. ©FEM OpenVPN A FmIEEAMLERHTREM TLS &R,
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EMEZREIERE Amazon MWAA HERERERE Client VPN : #23R1E : FH RELERBFEE
AWS Client VPN,

£/ Linux B2 31

RETHE—EARS , HENRRASERERLERBNFEEE , flNEBHERERRERE
B, Linux S{TERBURAETHRES  UEATZSHERTE , AR EZISTRET M B R
Amazon EC2 #{TEBMN Z£FHHEST SSH FHL,

BRI ERIEERE Amazon MWAA HERIERETE Linux B2 # : 2[R - FH Linux E2F#E%
EFE R FE.

{# FlLoad Balancer ( B )

T—EEREEEERZ Application Load Balancer BY#HEE,

1. BERE. BEEMF A M Apache Airflow Web FIRES R E VPC N HEHZZFAHE IP itk B
B, BMEBLECMERLE IP tiuMACEMWERE , RARE A —{E it 7] LUK 7T A
., MEMMEBIFE IP it (FFEMAERR , 552E the section called “F 5! Apache Airflow Web
fAREERE VPC i B HFAE IP it

2. HREERS, BECHEEERMBARETFEH 200H 302 AREWE, T, R Apache Airflow
Webserver B VPC % 2B fE302 Redirectifss , BEEREEEE A EERET R,

3. HTTPS ZERX., BLEETE Apache Airflow Web A BREFH B ZE 28, Hl0

B E uh &
HTTPS 443
4. ACM #if@E, MREEEL FEFHE SSL/TLS B AWS Certificate Manager , AIEEAEHF &

2RHY HTTPS ZBEREXE L HAEE,

5. ACM BEEHE. MREEERE PRI SSL/TLS FFE AWS Certificate Manager , BIEE L EZ|E
IRI|E AWS [EiF MHE/R . Bl

ExampleE L ERFHEN EE

aws acm import-certificate --certificate fileb://Certificate.pem --certificate-
chain fileb://CertificateChain.pem --private-key fileb://PrivateKey.pem --
region us-west-2
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EEEFEREBEN Amazon VPC REIVFTER VPC IR ¥ im B

RERBEBREFEINIRAE Amazon VPC BB EFEZHEINN VPC IR iwE (AWS PrivateLink) , JA1E
Amazon Managed Workflows for Apache Airflow £ £/ Apache Airflow, Lt EHEERE Amazon MWAA
FH2Z AWS IRIEFTER VPC %%, Apache Airflow FTEH VPC % , AR IMAZE I VPC ik B
HEEFZEFAERAMNERE Amazon VPC,

® Note

MPBRBNAENIEMEFE , Al€H Amazon MWAA BB I MEE Web fRIBRESHY
VPC i %, BT EEA Apache Airflow Web A IREFEREIL VPC xS, TiB , MER
9 Amazon VPC EEFEE AR , BMAFTE VPC in B RFEHM AWS BRFE ( Him
Amazon S3, CloudWatch Logs, SQS. KMS #l Amazon ECR) , IR EFTR,

RE
- =
- IERBRANFLERA
( XE ) VPC i
- BEEMEN VPC kS
« AWS IRBFTEMN VPC inFh
- Apache Airflow FTEE# VPC i3
(B ) AEK Amazon S3 VPC NMEwEARE IP it
- f£/ Route 53
- B8 H5T DNS VPCs

EE

« AWS PrivateLink E{&

BB MALERE

AERBEFEIEX A E Apache Airflow Ul BI7FEXBR 7 Amazon VPC BB EIRIE IAM BUEF
EVENERE,

#.8 Amazon VPC VPCs R %2 224
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EIRERALERBEIEYIRIER | BH4B%E Python wheel 1248 (.whl) RHEFAHREKYE , A

®BE

.whlH8%E requirements.txt. MEMEH wheel HEMZEMMKMEMNERA , FSBEEA

Python wheel Bk,

TERRAE Amazon MWAA 125 L SRAAREERENVE

- EEH., REMARAREFZEN Amazon VPC SRS VPC ANBRRE. W EHEBRRER
Amazon VPC R BB MARFE , Y BEFEEREMEANEE AWS BREH VPC inE , AR E
Amazon MWAA REMHERIR AWS EiZ 1 Amazon VPC H Apache Airflow # VPC i B,

(%E ) VPC imHh

T — iR R B B FEE Amazon VPC FTERAE VPC inE, © %I Amazon MWAA R HY
18 AWS IRFEHY VPC %25 , ‘@FE Apache Airflow FrEER VPC w3,

com.
com.
com.
com.
com.

amazonaws.us-east-1.s3
amazonaws.us-east-1.monitoring
amazonaws.us-east-1.logs
amazonaws.us-east-1.sqs
amazonaws.us-east-1.kms

Note

£/ Transit Gateway S{EM L REREE T AWS AP| in BRI HEF | BEEH AWS
PrivateLink #7182 TSI fR## Amazon MWAA FAHE F#35% :

« Amazon S3

« Amazon SQS

CloudWatch Logs
CloudWatch 1§4&
AWS KMS ( ®niEA )

ETRREN Amazon MWAA IREBTUZ BN RELREEN K MEZTEBLEHBRRE
E%%EHMLE RMESZTEHEMMEE,

(%E) VPC ixE 225
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ERAEER

EEFTFER VPC um &

AEHRABEFILEEHMN Amazon VPC E#FTE VPC in R R,

AWS RFEFIER VPC im B,

T —HERRREA AWS BRI VPC inRhiE#FIHRA Amazon VPC BVHER,

#% VPC in B TR 715

1. 1€ Amazon VPC =#2 A FHRBURE EME,
2. BHUER) AWS [EiE,
3. 3 Amazon S3 W% :

a.
b.

C.

-3 3= VAL
B ERNREART X FESMUT WA .53, RARETRE LM Enter,
ERCREHYRERES E R mI.

5170 com.amazonaws.us-west-2.s3 amazon Gateway
£ VPC HEEZEHIIRITM Amazon VPC,

RECENEETETRARIEPHIMELE 7K , BESZHAA DNS S BRBAXLE
DNS,

BIERIIREMN Amazon VPC Z4£EH4H,
EBRPIEETEER,
EEET IR,

4. $3I CloudWatch Logs HIm 2 :

f.

g.
BB VR e M Ut 2o

BEEVINE,

ERBUGEIKBERFTIXFESHMT , WA . .logs , REBIZRTHEE LW Enter,
T ER AR % v F o

£ VPC HZEEIRIZM Amazon VPC,
EEENTETRAREPHMELE FHEK , BEERMARMA DNS &1,
BIEAIREN Amazon VPC R£ 8,

EBRPEETEFE.
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ERAEER

5. 3 CloudWatch Es# i 2t -

a. EEEVIRE
b. EHEBHEEIKERFTFXFESMAD , WA : .monitoring , ARETHEE LN

Enter,
c. EEURKIHE.
d. 7 VPC HEEZRIREMN Amazon VPC,
e. HMECENTEATRAREREPHIMELE FHEE 6 BERARMA DNS &,
f. IBELIREN Amazon VPC T2 #HH,
9. HEHRPEEZEZTEFR.
h. BEEEViRH,
6. E3 Amazon SQS KIS

a. EEEVIRH,
b. HEHBHERRIMKERFTXFESRUT WA .sqs , AERTEE LW Enter,
c. EHRBKinE,
d. 7 VPC HEEZIRIEMN Amazon VPC,
e. BMESERTEHTRARIEHPHMELE FHEK , BEEMAKA DNS &1,
f. BEELZIREN Amazon VPC T2 #HH,
9. HEHERPEZEZTEFR.
h. BEEVTiRH,
7. B MimE AWS KMS :

a. EEERTInH,

b. EHKBHEEIKERFTXFESRUT K BA : .kns , AERTEE LW Enter,
c. EHRBimE,

d. 7 VPC HEEZIRIEMN Amazon VPC,

e. BMEECENTETRAREPHIMELE K , BEEMARMA DNS &,

f. BRESREMN Amazon VPC T2 &,

9. EHRPEEZEZTEFI.

h. BEEEViRH,

EIEFTRR VPC inE
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ERAEER

Apache Airflow FTEE#Y VPC U 2

T —Ei B~ § Apache Airflow B9 VPC i BHE#2 R A Amazon VPC KL EE,

#% VPC im FE R EFAHE T/

1. £ Amazon VPC £#A LRI EME.,
2. EEUZK AWS EiF,
3. E3 Apache Airflow APl B9i% % :

a.
b.

= o o 0

Q@

h.
4. F3I Apache Airflow BRIE 1 55 — % 2

a.
b.

=~ ® o 0

Q@

h

BEETIRE.
B E R REAR T X FEEMUP , WA ; .airflow.api , ARZTERELHN

Enter,

B B AR A i B

£ VPC HEEHAIRIEHN Amazon VPC,
BRECENTETAREPHMEFLE FHEK , BEEEARA DNS £,
BEBRIRERN Amazon VPC Z2EHH,

EBRPEETEFE

BIER W

BIEETIRE.
EREMEERREARTXFESMUF , @A : .airflow.env , ARETERE LN

Enter,

T2 BN AR # i B

£ VPC HEEERIEM Amazon VPC,
BEESENTEHTARETHMELE FHEK , BERARA DNS 1.
BIBRIREMN Amazon VPC Z& B,

EBRPEETEFE.

BERIWE,

5. I Apache Airflow R/ERE —EixE :

a.
b.

e 3= VA LI
ERBUEERRERFXFESHEMNT , WA : .airflow.ops , RAERTERBE LW

Enter,

EIEFTRR VPC inE
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TZ BN AR i B

£ VPC HEEEIRIEM Amazon VPC,

BEEENTETARSETHMELE FHEK , BEARA DNS 1.

BIBAIRIEMN Amazon VPC Z& B,

EBRPEETEFE.

BEEIIRE,

= ® o 0

> @

(iZH ) AEH Amazon S3 VPC NHIRERBARE IP it

Amazon S3 Interface i B A X EFAHE DNS, S inBFERMESHEMTAELE IP #hit, BHEiE S3 b7
WARIE IP it , BEEHE Route 53 H4 S3 Bifim i@ EEEET, S3

£ Route 53
REREAEA Route 533 B S3 N EIHEMARE IP it M58,
1. BIEHK Amazon S3 VPC NE#%E ( #I0 s3.eu-west-1.amazonaws.com) BN FAEEEESE , I

HEHEESR Amazon VPC 2 37 B3H#,

2. AIEH Amazon S3 VPC JrHEH ( #l0 s3.eu-west-1.amazonaws.com) E37 ALIAS 52 , XA
FRAT RIEH) VPC N E W2 DNS &8,

3. E3 ALIAS Amazon S3 N HEwE ( Hl40 *.s3.eu-west-1.amazonaws.com) WE A Fticsk , 1
fRMT B VPC T H %2 DNS £,
BB B3] DNS VPCs

WREH Amazon VPC £ BET DNS i&H , BEEEIBE T CNAME 528% , £ DNS @B (m
JE Route 53 , BE 2#1T DNS A ARESH EC2 HITERE ) PETEE, Hlin

Name: s3.us-west-2.amazonaws.com
Type: CNAME
Value: *.vpce-0f67d23e37648915c-e2g2e2j3.s3.us-west-2.vpce.amazonaws.com

1£ Amazon MWAA +FEEEH 2K Amazon VPC i B

Amazon MWAA £l Amazon VPC iR B EE5%E Apache Airflow IRIEFTEMN S E AWS BREES. W
BEXEFARFAEAREELNERIRE

(iZBA ) BEH Amazon S3 VPC M EIRERAIE IP it 229
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1. ERXRTEEMEA AWS OrganizationsBEE ZE AWS RS MEAERE , AT EH AN Amazon
VPC H# 31 Apache Airflow IRE,

2. EHBEKF IR NIEARENBEEER , AEAEREHNFIER,

MBHBZREZFEEECH VPC ink , AIERE AIRIE RDS for PostgreSQL E#EHMIRE Web A iRES
BIYHCWIRE,

IME Amazon MWAA Al E % 28E Apache Airflow BIFEHEF , 552 Amazon MWAA %£i§
Bl

/A Important

Amazon MWAA T 2RBEEFZEWEMN IP it ¥R (AddressType) i#18 , Rt FEKHIE
H4EE AddressType ( BRUEEA IPv4 5 IPV6),

EHAB Amazon VPC R IRIE

mREER AWS Organizations BEEZ{E AWS tkF HAER , BUUEAZTFEEN VPC kBB E
Amazon MWAA , BBIEEB+HHN S —ERFHAREER,

BIERERA VPC FHEF | #A T E Amazon VPC (EE) WIRFEEBRERMEBN EMIRSE (2
&) 2 A Amazon MWAA FREMNMEFE 7K, HAELE FRENWSEEIRSALURIR, B,
&AM MR A Amazon VPC FEYIRIE,

BREREF—@IIRFE , Ownerf{ BB+ RootWIRFE |, YW #EH Amazon VPC EiR , AR S EEIR
F Participant , BIE—HBHKE. E TH XA Amazon VPC HParticipantB i
Amazon MWAA BfOwner , Amazon MWAA 8% k¥ VPC BIR , ARHEAPENDINGIREERIE 72

Mo

RIBARREE B F A CREATING 2PENDING , & MWEFEABOWNerBUFIENIRE ., BEER
% , Amazon MWAA &7 Amazon MWAA X2 & 51 HE R EM Web Al IRE5 %2, &t ol SAREnY
GetEnvironment AP| EiYEREN S AR 75 im 2

(® Note

MREARZLAERK Amazon VPC FhF Amazon VPC , B{RUATT R FFTRK S Bihe
section called “EE ¥ VPC i B FE, AEBEHERTEE AWS BE AWS ZH iR ES
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KA B Amazon VPC i% 2% |, ]2 Amazon ECR, Amazon ECS # Amazon SQS., iR
HRESZRFIRIEMERE Apache Airflow IREZHREE,

ORI
EHA VPC F 3 Amazon MWAA IRIBZH] , BEETHER :

« AWS tRF , Owner A{E#HE Amazon VPC HItRF,
« AWS Organizations ##& I , MyOrganizationZ i A48 B &,
- THEE {8 AWS tRFParticipantMyOrganization , BRI FRENSEERFSRERE.

Lok, RPIEBIEREIAE Amazon VPC R RERE , EENSHEENTEMNT,

3 Amazon VPC
B K BUBEENSHEERE S AN Amazon VPC :

1. {EF B A E£#8E , Owner R#%BIEK CloudFormation X124, R TH|EAREILHE, IS
SHEZEBBER , A% Amazon VPC , LR EM{ERF 1tk RHI P A5 L B M FH85.

AWSTemplateFormatVersion: "2010-09-09"

Description: >-

This template deploys a VPC, with a pair of public and private subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each AZ),
and default routes for them in the private subnets.

Parameters:
EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-
VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16
PublicSubnet1CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the public subnet in the first
Availability Zone
Type: String

EH A Amazon VPC FEI RIS 231


https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-share-limitations

Amazon Managed Workflows for Apache Airflow EREEmR

Default: 10.192.10.0/24
PublicSubnet2CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the public subnet in the second
Availability Zone
Type: String
Default: 10.192.11.0/24
PrivateSubnet1CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the private subnet in the second
Availability Zone
Type: String
Default: 10.192.21.0/24

Resources:
VPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGateway:
Type: 'AWS::EC2::InternetGateway'
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGatewayAttachment:
Type: '"AWS::EC2::VPCGatewayAttachment'
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC
PublicSubnetl:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref VPC
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AvailabilityZone: !Select

-0

- lGetAzZs "'
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ1)'
PublicSubnet2:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1
- lGetAzZs "'
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ2)'
PrivateSubnetl:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAzZs "'
CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ1)'
PrivateSubnet2:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1
- lGetAzZs '
CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ2)'
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NatGatewaylEIP:
Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc
NatGateway2EIP:
Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment

Properties:
Domain: vpc
NatGatewayl:
Type: 'AWS::EC2::NatGateway'
Properties:

AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !'Ref PublicSubnetl
NatGateway2:
Type: 'AWS::EC2::NatGateway'
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2
PublicRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Routes'
DefaultPublicRoute:
Type: 'AWS::EC2::Route'
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway
PublicSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetl
PublicSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnet2
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PrivateRouteTablel:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ1l)'
DefaultPrivateRoutel:
Type: 'AWS::EC2::Route'
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl
PrivateSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !Ref PrivateSubnetl

PrivateRouteTable2:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ2)'
DefaultPrivateRoute2:
Type: 'AWS::EC2::Route'
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2
PrivateSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !Ref PrivateSubnet2
SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupName: mwaa-security-group
GroupDescription: Security group with a self-referencing inbound rule.
VpcId: !Ref VPC
SecurityGroupIngress:
Type: 'AWS::EC2::SecurityGroupIngress'
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Properties:

GroupId: !Ref SecurityGroup

IpProtocol: '-1'

SourceSecurityGroupId: !Ref SecurityGroup

Outputs:

VPC:

Description: A reference to the created VPC
Value: !Ref VPC
PublicSubnets:
Description: A list of the public subnets
Value: !Join

1 1
’

- - IRef PublicSubnetl
- IRef PublicSubnet2
PrivateSubnets:
Description: A list of the private subnets
Value: !Join

1 1
’

- - IRef PrivateSubnetl
- IRef PrivateSubnet2

PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability
Zone
Value: !Ref PublicSubnetl
PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability
Zone
Value: !Ref PublicSubnet2
PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability
Zone
Value: !Ref PrivateSubnetl
PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability
Zone

Value: !Ref PrivateSubnet2
SecurityGroupIngress:

Description: Security group with self-referencing inbound rule

Value: !Ref SecurityGroupIngress

2. MHEFH Amazon VPC BR% , EEZE AWS Resource Access Manager X184 |, REBERY

BERAE,

3. WU HAMNAUATHERKEES  BELEE—BLSBPEILN FMAKParticipant,

EH A Amazon VPC FEI RIS
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B RIR

TR THESER , UEAZEFEEN Amazon VPC ix 2 3 Amazon MWAA RIE,

1. fER EAParticipant , A%EBE Amazon MWAA i A, TRTB—  IBEFHMES , LU
EFIRIRM Amazon S3 fE7FETEE. DAG BRI RAMABMKYE. WEFMEN , FSEAM,

2. ERTEMREEENBET , €L AN Amazon VPC EZE 8K,

3. HRMEET , e THX/EEHEE CUSTOMER,

4, REEELHHBENFEARE K ARERENEVER LEZEEVRE,

IRIBLL CREATING AREERHLS , REEFE S PENDING, EIRIEA BEPENDING , BFFEAETIZEARLETER
EinERE AN Web RRFHEREERE ( MREREFLE Web RIRET ) -

EI&EH Amazon MWAA TIRAB I HIRER, Amazon MWAA EFAVENSEANSEHE A H
WL BiE, S TXZLEE D,

ET—89, OwnerSERARKIHENEL LB ID EHXAHM Amazon VPC F 2 HH Amazon VPC
in 2.

3 Amazon VPC i 2,

TSR TSR , AENIREZINTEN Amazon VPC w2,

1. AWS BEE IS F£H & A Owner , BARK https : //https://console.aws.amazon.com/vpc/o

2. REASEEARTERZZSHE  AREATIIEANELRA , FHAH Amazon VPC HE
ML 2EA

Type BABE Source type (3R FRIR
RER)
FIERE 2 2B BHIRIRLEE
BgA @
FIERE =B =B 0.0.0.0/0

&
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/A Warning

Owner 'PE}E,IZ\éETEOwnerIPE}EEPEQE?téﬁ%H LA RFRERH A Amazon VPC 1Y
RE, BULE FEUFNRZEEBOwner , SiiREHRENZ£EE,

3. BEEFRH A AREALENIERPNRIRBEELE K AREEREN Web ARE (MRERLEE
N ) BYFHNIRE, BELAN Amazon VPC, ZRARRRMN FHE , URRENTSEE,

MRAI , RIBEASHEPENDINGIRE] B F A CREATING , %8 F A AVAILABLE, EEE
BFAVAILABLE , &A1 BAE A Apache Airflow £ A&,

# F Amazon VPC H[EZ &

ERAUT2ERBREHLA Amazon VPC HEVIRIFE KB EIHEE,

PENDING #RAECREATE_FAILED# HHIIRIE
« B Owner & ParticipantfEA B LA FHMW@EEAWS Resource Access Manager,
- FERRERIERM Web fAIRESH Amazon VPC B 2 E EIRFEMABBANER TR PRI,

- BRHEGREREANRZLHEEATRAREMALTESHENRE. Owner IRFEBYHK B%&
+#iZ2EParticipantA WHEAI123456789012/security-group-id : o

Type BB E Source type (RIRE KR
=)
FRERE £ £ 123456789
012 |/sg-0909e8
e81919

MEFMENR  B2REEENSEHENEENGT
IRIEF7£ PENDING #RAE

BESE VPC mRikEE , LUEAREA Available, MREFERFIE Web ARIFERE , &
EHEE Web ARSFEM inE, MRIIRFEFE FPENDING , ERBERTFE Web ] IR 25w FhiE
Ko
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ERAEER

Amazon Managed Workflows for Apache Airflow

AR

K E|The Vpc Endpoint Service 'vpce-service-name' does not existis

MREBETIHER |, FHREEREEGHA VPC MIRFHE U IKRFOwner IR

ClientError: An error occurred (InvalidServiceName) when calling the

CreateVpcEndpoint operation:

The Vpc Endpoint Service 'vpce-service-name' does not exist
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Amazon Managed Workflows for Apache Airflow 2{ 2R 2

AIEFEEFEAMEZE Amazon Managed Workflows for Apache Airflow 3% i step-by-step2i 22 5§
2o

£

o

¥
B4R | |48
[

1111}
S
HO

1]
i

A REMEHBEFIAWS Client VPN

A Linux EETHEBENERBER

. BR#I Amazon MWAA 5 & 7 El DAGsHI 75§

. £ Amazon MWAA F BB EBE LR ECNIRREIRS

H

L[]
i

3

HEBRE . £ REALEHBFE AWS Client VPN

AYBRESZELMRIEMIETI VPN BEEE Amazon Managed Workflows for Apache Airflow 3R
Y Apache Airflow Web R RESHVE ER, & EEIB VPN BEEREMRMERE , MM AKEIL AWS
Client VPN in%, REZTHE , Client VPN inHE R E VPN AfR:E , A RENERZ2ERE
VPC FER. A& , BAAEHAAWS Client VPN BARESEN |, RIEMEHHELEZE Client VPN,

(® Note

AHBREFARLEREEIER, MRSEELAENAEEEEFE , AIFEZE VPN BT
1ZHY Apache Airflow Ul , B AE A& B @B B RK1ZE.

=8

- REHER

- EARM

- FRZAE

- (BA) $B— . EBEN VPC, CIDRRAIM VPC &4
- SR=  BURARSFNAFiwEE

- $B= . EAR#RTT CloudFormation E7K

« S : 31 Client VPN CloudFormation 3t &

HEBRRE . AWS Client VPN 240


https://aws.amazon.com/vpn/client-vpn-download/
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- SRE A FHEIKEE Client VPN 2 7 B8

- SR  BEEBARIFIEE Client VPN

- $B+t : TH Client VPN in BAEER

- SR\ . EHZE AWS Client VPN

- BESR?

TR

AHBRERIEE S Apache Airflow Web A RS ZIZFAERREFZEER

AEREREFEEEX 244% Apache Airflow Ul BI7FEXPRHITE Amazon VPC H EER FIRE IAM BUEE
BENFERE.

EREALEREBEINEIIRER , B4 EE Python wheel H#EZ# (.whl) PEHEMEMEMKMYE , A
&1 .whl¥ 2% requirements.txt, MEEH wheel HERMZRABMUENRA , F2REA
Python wheel B

TEFRBAE Amazon MWAA £ A& LERIEREBZENNE,

(EESY]

O LAEER T Amazon MWAA IREB RIS 2 B AL ERE, B4 AFHARIIREERBN Amazon
VPC., VPC Z&&#AMAE FMK., WREEEYT Amazon MWAA IRIBEERFERAEHERE , — B
RIELLSER , BRI LURE Amazon MWAA & |, 34§ Apache Airflow Web Al lREFFEVEREF
b-Y IR =F

BRI 2 Bl

1. WEFERAEHT, BFEELE AWS Identity and Access Management (IAM) FHIIRE A 2 #RFF
AREIMERE VPC iR,

2. fERAZH Amazon MWAA VPC, B JHEREIEEA Client VPN EE3RE VPC ZIE
B, Amazon VPC %A E Amazon MWAA IR3E AWS EZ HEHN & , Y ERMELE 7@
B%. WRIEAKREII Amazon VPC , 557 M CloudFormation €742 18 = : 728 B BB
FEHHIER T2 Amazon VPC #35%

ARMBHE T
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BHE

HEAHER | BHATTIMESE !

1. fEAIRAE Amazon VPC B CloudFormation &34~ 37 AWS Client VPN 52,

2. EXARSBANAFREBENESIE , ARE AWS EiF B Amazon MWAA REMHERH AWS
Certificate Manager PR RBBEN W/ LEE

3. T#EHMEK Client VPN By Client VPN im B ERBIER |, W FEA EREZ VPN RER , UEA
Client VPN for Desktop H1TE#R .

(FEAR ) $B— : BAIEM VPC, CIDR £HAIF VPC &2

T — &R &3 Amazon VPC, VPC Z2&#HIDs , AR AR B E R EL BR+H 2 I Client VPN
FTEM CIDR £ 48,

FBIER CIDR #FAI
T—&ERBA A B2 37 Client VPN FTERY CIDR R A1,
&% Bl Client VPN 89 CIDR

1. 7£ Amazon VPCs £# & FBRUEH Amazon VPC EH,

2. FAEEYFHEIHEES , BEEFE AWS EE B Amazon MWAA IREMEREH
3. EEZK Amazon VPC,

4. {RFRFBE FHECIDRs & :

« FTAEFHEE 1:10.192.10.0/24
« FAEFHER 2 1 10.192.11.0/24

R Amazon VPC #9 CIDR A& 10.192.0.0/16 , BIf&A Client VPN EER A Fim IPv4 CIDR #
£ 10.192.0/22.0,

5. f#fFIt CIDRE , BAK% VPC ID WEHRESRER,

BB H VPC =228

T —EiEREA M S Amazon VPC MZ €8 #HM ID , MEEFL ID F8EE I Client VPN,

B 242
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® Note
B EEFEAZERLHE. CREERESRPEE VPC WITBREEE,

Bl 22 EHE

1. 7€ Amazon VPC ¥# & R EZ 2 EHEEH,

EAREES K EEEREREZRE AWS B,

£ VPC ID H# & Amazon VPC , I B VPC HEBIN L £ B,
BEZESEEN VPC 1 ID SUETHRESE,

> w0 b

SR B AR P RS E

Client VPN B 25 48 1024 {755 F 2048 {7 5T RSA €38 k/N, T —EFRBAAMEA OpenVPN easy-
rsa EXARB[BANAFHEENEE , REMFEA AWS Command Line Interface () # &% LEZE ACM
AWS CLlI,

BYRFimEH

1. ERRBELRELSR  FB BFHESIBRFENERE  HES28HF AWSCLI Ffy |, BYBEY
KE EFEZE ACM,

2. HEELESBED  FEARSBNAFRERIE  BX%EXE AWS CL S HIgE AWS EiF &
Amazon MWAA IREHEMN . U TRINAEELGSHISEREIGA —LEH -

a. Examplefd [RESBEHNEH

aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt --region us-west-2

b. ExamplefFimBENE

aws acm import-certificate --certificate fileb://clientl.domain.tld.crt
--private-key fileb://clientl.domain.tld.key --certificate-chain fileb://
ca.crt --region us-west-2

c. ENELEIRR  FRTFARSEIFNAFIHER ARNs AWS CLI EIEHRERNE. BIEE
CloudFormation E34< 1§ EiE L ARNs , LA 1L Client VPN,

SR BUARSINAFRER 243


https://console.aws.amazon.com/vpc/home#/securityGroups:
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#mutual
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3.

EELLRT , AFRBENLESRE/EELNER., UTESRELZAERNES

a. ExamplefE macOS Lt

£ macOS £ , ABEfEE /Users/your-user/custom_folder, GIREFIH I B 8%
WA (1s -a) AR , ZSBIBLUTARABTHAS :

ca.crt
clientl.domain.tld.crt
clientl.domain.tld.key
server.crt

server.key

b. TRRELESBE A BHESABIELT PHFPHEEFEMNIEclientl.domain.tld.crt , HA

% A E £ clientl.domain. tld. key, EASH&ELEFHEZE Client VPN E’\Jﬁxﬁﬁi*;

=

TEBR= . EA¥RETE CloudFormation E A<

T

—EI@ 82 Client VPN B CloudFormation #24<, &2AEEEE Amazon MWAA IREHERBIHN

Amazon VPC, VPC Z£EHAMILE FHEE,

BRTIGERANAR , WEAEFEES mwaa_vpn_client.yaml, BB A[LAREH &7,

BT 5IE -

* YOUR_CLIENT_ROOT_CERTIFICATE_ARN - A client1.domain.tid REH#Y
ARNClientRootCertificateChainArn,

* YOUR_SERVER_CERTIFICATE_ARN - A {a]fRE5 B A ARNServerCertificateArn,

- A F% IPv4 CIDR #B|ClientCidrBlock, 10.192.0.0/22 124t # CIDR £ 8l,

« &7E B Amazon VPC IDVpcId, vpc-010101010101 12 89 VPC,

- &1 Y VPC T2 848 IDsSecurityGroupIds. sg-0101010101 2 fWZ 2848,

AWSTemplateFormatVersion: 2010-09-09
Description: This template deploys a VPN Client Endpoint.
Resources:

SB=

: FEA R TE CloudFormation #5748 244
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ClientVpnEndpoint:
Type: 'AWS::EC2::ClientVpnEndpoint'
Properties:
AuthenticationOptions:
- Type: "certificate-authentication"
MutualAuthentication:
ClientRootCertificateChainArn: "YOUR_CLIENT_ROOT_CERTIFICATE_ARN"
ClientCidrBlock: 10.192.0.0/22
ClientConnectOptions:
Enabled: false
ConnectionLogOptions:
Enabled: false
Description: "MWAA Client VPN"
DnsServers: []
SecurityGroupIds:
- sg-0101010101
SelfServicePortal:
ServerCertificateArn: "YOUR_SERVER_CERTIFICATE_ARN"
SplitTunnel: true
TagSpecifications:
- ResourceType: "client-vpn-endpoint"
Tags:
- Key: Name
Value: MWAA-Client-VPN
TransportProtocol: udp
Vpcld: vpc-010101010101
VpnPort: 443

(@ Note
MRERRECAZELREEFA , BUUERATIHIRAEESERLHE

SecurityGroupIds:
- sg-0112233445566778b
- sg-0223344556677889f

SB=  EAR#FHTE CloudFormation EiZ< 245
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BRI : 237 Client VPN CloudFormation &

ZEZ# AWS Client VPN

B AWS CloudFormation &,

BEGACDHRE  LEHRER,

BEEEER , ARBIEMWmwaa_vpn_client.yamliE =R,
BET-%, T—%,

BERERR , ARBEEVHE,

o &M 0 bh =

SBRE : $FHEKE Client VPN 2 37 ga B

#3678 FHEE% B 2 EFHE AWS Client VPN

1. BB Amazon VPC £# 8,

2. #IE Client VPN iR B EHH,

3. EHUEM Client VPN , AR ZZFEBRSIER : B,
4. HETHHXBFERERETIEE

« VPC #H#y Amazon VPC,
- MEAP—EIE TR BIEEEBN FHEEK,
5 EERB.

@ Note
VPC Hl-F #8375 B 7 88 1Y B 8 F 8EE2 Client VPN 2 37 B3 B,

BN SERER AR RFEE Client VPN

BEEMEA VPC 1Y CIDR S A IRER A F BIFTE E Client VPN, MREBER Active Directory B
5 SAML 2 55 iRMEE (IdP) REBEFEAEREE , 52/ Client VPN IEEHRHVERER A,

# CIDR #1318 Z AWS Client VPN

1. BABX Amazon VPC F# 4.

SEBM : 1 Client VPN CloudFormation & 246
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iZ1Z Client VPN %21 EH,
EHUZM Client VPN , AR BRIEREEARESIER,
BETRIRA :

- ERAZENHHEKE DA Amazon VPC CIDR R8I, #l#0 :

10.192.0.0/16

- BEAMRTEERENAEERERIG
« EHERPE LR,
BEERTERER A,

(® Note

i Amazon VPC BB T ME , B EFELREEAR UE SN AR FEEFEE
(NACL),

$ B+t : TH Client VPN im B 4HRERE ==

THERE

1.
2.

3.

=

KRS RIRLER | £ TH Client VPN i BH4HRERE Z T H Client VPN #HAERE =,
EEELSBDH | RHESEREE Client VPN %2 DNS EBeiEM LEFE, SHOT :

B

- Examplelin® DNS &1

TR EH Client VPN %25 DNS 2185

remote cvpn-endpoint-0909091212aaeel.prod.clientvpn.us-west-1.amazonaws.com 443
B A8 F 2K B Client VPN %%, I FA7R -

remote mwaavpn.cvpn-endpoint-0909091212aaeel.prod.clientvpn.us-
west-1.amazonaws.com 443

FELLSRD , RREEREBE—Efi<cert></cert>ERZEMEAFPRBENAR , URE
—iB#i<key></key> BB BN ELBTERMNAR, &HHWMT

$ B+t : TH Client VPN i EH{ERERE SR 247


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-getting-started.html#cvpn-getting-started-config
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a. FRGSRTRFR, YHESBEAAFRBENILESBNNLE.

b. Example macOS client1.domain.tld.crt

ZEE macOS LHERclientl.domain.tld.crtiEENAR , LA LUFEA cat
clientl.domain.tld.crto,

MR HBEERE W Fdownloaded-client-config.ovpn , B RATR :

Z771111dddaBBB

</ca>
<cert>

</cert>
c. Example macOS client1.domain.tld.key

EERBE T WRAclientl.domain.tld.key , AL cat
clientl.domain.tld.key,

MR IHEERE N B Fdownloaded-client-config.ovpn , B RFFR :

Z771111dddaBBB

</ca>
<cert>

</cert>
<key>

</key>

$ B+t : TH Client VPN i EH{ERERE SR 248
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FSER\ . EEEZE AWS Client VPN

B A Fiw AWS Client VPN 2281, B LABEEEEHERES] , AWS Client VPN end-to-end &
B

E{EZ Client VPN

1. TEXEZEZHE AWS Client VPN RER o

BRL AWS Client VPN,

£ VPN AFiRIhgERFIBEER. ZTERERE,

BIBFIEELERE | AR%EE downloaded-client-config.ovpne
ERETRERPRARREERE,

BEMERERE. TH.

BEELR,

N o o kM~ w b

HiEZ Client VPN % |, SEEhEEE ft VPNsELR , F821FE Amazon VPC R EMRIEIR,

(® Note
B RRFEEGRAFIR , WERMERZENRMLSE.

®_EIR?

o THWMAE PEIY Amazon MWAA IRIZRE #5E H Amazon Managed Workflows for Apache
Airflow, &H4ZEIEEL Client VPN AWS B R PE VIR , dWEFE Client VPN HERY
VPC, B FHEBEMZ£EA,

HEBRE - FH Linux BEFTHEENEHKREE

AYLBRESZERS5|ELREIHRERE B SSH BE , LAK Amazon Managed Workflows for Apache
Airflow IR3EH Apache Airflow Web fAlfkgs. HEREREAESEI Amazon MWAA IR35E, FRESTHK

%, Linux E2THEXTENRERRSE , AFRENERREERE VPC FHER. A% , B4 FEH
SOCKS REEEM M RIZH ZIBESRFHNRERTE , SLIFEUER Apache Airflow Ul

SEB\ . BEZE AWS Client VPN 249
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® Note

AHBREEARDERBFIEN., IREEELAENAEMERER , AITETERSETHER
ZH Apache Airflow Ul , &4 E &8 @B HEE T,

-1

- AAMR

- BHRH

- Rzl

- SR BURSTHEE

- FBR= . SSH &iE

- SB=  BEERLBFERTEREALRL
« SERMY : #BH& Apache Airflow URL
- SBE  RERERE

« HEN : AR Apache Airflow Ul

- BREBESR?

W
Kt

Ham

AR

A EBEBERIZE B Apache Airflow Web il IREFIZEFLERBRFZEER

AEMEFEERXEEE Apache Airflow Ul BIZEUBR #I7E Amazon VPC FEEBR FIRIE IAM BURE
BENERE,

BBV EELERREINNRER | S4B E Python wheel #7E4# (.whl) S EFAEMHEMKY |
REHE .whlHhB#E requirements. txt, MFEMEMA wheel HEMZEBRMUNERNA , F2REH
Python wheel BB K

TEMREE Amazon MWAA =25 L ERFILEMRBBIENVE,

AR 250
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EFZEIY

BOLAEER T Amazon MWAA IRIBEZ R AL ERE, B4 AFHAREIIREEREAN Amazon
VPC. VPC ZE£HHENMLE FHK,

BRI 2 Bl

1. WEFERAEHT., BFREELE AWS Identity and Access Management (IAM) FHIIRE A 2 #RFF
AREIINEE VPC Eif,

2. fEREK Amazon MWAA VPC, A EBHRALEESEEFTHERE VPC BB, Amazon
VPC A8 Amazon MWAA IRIBVRHERMNESE , YEEMERLE FHER , 1 PAEREL
VPC #5&

3. 1 SSH &8, BEEEE Amazon MWAA RIEBHEH EZHHE I Amazon EC2 SSH &8
(.pem) , FREEZFZEEMARES, MRERE SSH €488 , 528 (Amazon EC2 A &) *
MWEVREASREY.

HiR
EAHES | GHSHITTOIES -

£ A CloudFormation 3G VPC WEARE Y Linux B2 ITHEE.
FEREEE FNEARE , BEAREREZESHTERN T2 HE22,
REXR Amazon MWAA IRIRZ 2 FHHEIIREHTERZLHFENEARE,
BUEREHTERKN SSH BiE.

ZHEIWERTE Firefox BIEEFHY FoxyProxy Mttt , LATEEX Apache Airflow Ul

o K~ 0 bd =

SR—  BEUE2FTERE

T —&55RBAE A CloudFormation 1A L CloudFormation 388 VPC HIEIAE T linux £ 2 317 {E 8
KL ER,

B Linux B2 #

1. £ CloudFormation £# & LFREE Quick Start EH.
2. EHAEEFGTHEEEES , ZEHEEHN Amazon MWAA IRiE AWS EiF HHEI/
3. &E—F_io
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4., TEHBEBXFHWAUFWAEZR , FIW0 mwaa-linux-bastion,
5. HZH. BREEERTD  BETIERE .

a. 1#E#E Amazon MWAA IREH VPC ID,

b. i®## Amazon MWAA IRIEMNNE FHEE 11D,

c. IEIE Amazon MWAA IRIEHNANE F#E 2 ID,

d. HEAFEEH/NIFE CIDR F@AKEMN M EE (Hl20 , AZE CIDR #EE ) .

(® Note

BREESMEN LR EARASFERAEN CIDR @E, i, B3
VPC #& BMH L CloudFormation S8R ANE F#EKA 10.192.10.0/24F
10.192.11.0/24,

6. 71£ Amazon EC2 {HEEBE & | BIETH|EAE

a. ELBRYUHEBHOTHNXNFEDRIZELMN SSH £,
b. EESEFTHEBIAAZRE,
c. ¥ TCP HEIARIE true,

/A Warning
FEUWLBP | TCP HIALARES true. Rl , BELAET — @S BRHPE SSH
BiE,

7. BET-FH. T—%,
8. EHER K ARREBEFEIUME,

HRE—F TH Linux BE2THHIRE

3

S8 AWS Ei LW Linux B2 8 . 2248,

FSER— . BN SSH @&

TS BRBIMAA linux BRI ssh BB, SSH BEESSFE R 1P st B E linux B2 |
ERMEAMTEELEINSBtrue®d i linux B2/ TCP EXEREA NER,

SEB— . Y SSH B& 252


https://docs.aws.amazon.com/quickstart/latest/linux-bastion/architecture.html
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macOS/Linux

FERAWSIELEE

1. 7E£ Amazon EC2 £# A& LB TER AR,

2. EEHTERE

3. 1EAFE IPv4 DNS F#ER ik, 0 ec2-4-82-142-1.compute-1.amazonaws.coms
4. EDTRTRHP , BEEFK SSH 280 8 &%,
5

BT T5mS , £ ssh EREESHTER, £ PEA SSH £/BBEREH
{Emykeypair.pem,

ssh -i mykeypair.pem -N -D 8157 ec2-user@YOUR_PUBLIC_IPV4_DNS

Windows (PuTTY)
5 PUTTY BIEE

1. 7£ Amazon EC2 =& LREETEEEM.,

2. EEMTHERE.

3. LB IPv4 DNS HERMHE, HIE1 ec2-4-82-142-1.compute-1.amazonaws . coms

4. BRLPUTTY , EETEREER

5 HEEHEBEHLL ec2-user@YOUR_PUBLIC_IPV4 _DNS B AEHEZTE | LA 8 A EREIE22,

6. BB SSH REIER , BERFE. TARSIRINAESRERF  BELNTHE "ppky &
E

7. ESSHT , BEEBEZR:IER , ARENPENHBHEER,

8. HERFEERES , FIEQIS7TEENR (PEMEMKRERARERE ) , ARG B AVHEREBR
HZEH. BERME,

9. BRETFMERRSIER  RARWATHEMEEREE. HW0 SSH Tunnel,
10. EZERF. B

® Note
B REFREEANE RN BHER.

SBR= . BY SSH BE 253
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https://console.aws.amazon.com/ec2/v2/home#/Instances:
https://www.putty.org/
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® Note

mREWEIPermission denied (publickey)#iiR , BE&EFEH AWSSupport-
TroubleshootSSH T & , RZBEFEHTHEE ( EHEE ) REHHEME SSH FRE,

TR= BREELRLHEREAEBARA

FURT (A AR 2R 7 B A AR B A E B R AR ER | WS iR R 2 A ERDE L MR, THTRRAN
A ERERLBFEHAREARE VPC Z2HENBEARERR.

1. 7£ Amazon MWAA =124 FBBGREHE,

BERER,

EHREERD , EE VPC T2 #E.

i#1Z Edit inbound Rules (#REEE AR A,

BERER A,

ERRE TN FEFEEZEEN VPC 22844 ID,

RESRBEREZRH , AREAHERE.

BERERA

© N o o M w0 b

SR : % Apache Airflow URL

T3S RERA MM Amazon MWAA £ & | Y% URL R E| Apache Airflow Ul
1. & Amazon MWAA =& ERBUREEH,

2. BERE,

3. 7 Airflow Ul #EH& URL LUETRED R,

SBRE  RERERE
MR SSH BEREBLEHEWE | LLAEMA SOCKS REEEMMAA , URHEHES

R RIEBERE, Bl , LA LAEH Chromium --proxy-serverfIhae RERE BIE S TERER |, ST
Mozilla FireFox BIE 28 £ A FoxyProxy ZE{H1E4H,

SR BEEZ2REREAEARL 254


https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-awssupport-troubleshootssh.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-awssupport-troubleshootssh.html
https://console.aws.amazon.com/mwaa/home#/environments
https://console.aws.amazon.com/mwaa/home#/environments
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BIE—  FRAXREEZERIAETE SSH BE

WMREFBER SOCKS RE , BRI UEAREEZBEEXRRZE SSH B, TH&EHFwSEBEX
AHGERZIR 8157 LR ENRZEL Amazon EC2 ResourceManager Web 77 .

1. FABFHNSHTRTEE.
2. BATSIamSLR SSH BiE,
ssh -i mykeypair.pem -N -L 8157:YOUR_VPC_ENDPOINT_ID-vpce.us-

east-1.airflow.amazonaws.com:443 ubuntu@YOUR_PUBLIC_IPV4_DNS.us-
east-1.compute.amazonaws.com

L RAEARBEZERL | BUUFEATRIEENHEREE | ARG EREXZIETE AR Web
AR 2T L BB IR imEREE,
3. 7EBE=http://localhost:8157/H&A ,

® Note
IBABEEEM A https://localhost:8157/,

EEZ  ERmSHARE

BRERAKRZE Web BB  £AGTIIRERSBORRENRE, Hlw , A Chromium , ZATEL
AT+ RENBIER

chromium --proxy-server="socks5://localhost:8157"

EEMBAERETERE , FREGELNTSRPEUN ssh BERRKEHGE R, BUIUBERLE
Amazon MWAA IR URL ( A https : //) , BITFFR7R -

https://YOUR_VPC_ENDPOINT_ID-vpce.us-east-1.airflow.amazonaws.com/home.

®IE = : £F FoxyProxy for Mozilla Firefox BJ/XIE

THKEFIE R T Mozilla Firefox #) FoxyProxy Standard (7.5.1 i) #8588, FoxyProxy 12t —#H{IE
EETE, eEEKRERREANFSHER Apache Airflow Ul Fr A#f81E 2 X H URLs,

1. ¥£ Firefox & , BABX FoxyProxy ZEEE R IhEEE .
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https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/
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2. BEFEE Firefox.

3. EEFE,

4. BIEFEBERTEY|FRH FoxyProxy BElI/R , RRIBERIE,

5

BRTIERNE , WEAERFERES nwaa-proxy. json. £ Apache Airflow URL BUf%
YOUR_HOST_NAME H ) EHi{E,

"e@b7kh1606694837384": {
"type": 3,
"color": "#66cc66",
"title": "airflow",
"active": true,
"address": "localhost",
"port": 8157,
"proxyDNS": false,

"username": ,
"password": "",
"whitePatterns": [
{
"title": "airflow-ui",
"pattern": "YOUR_HOST_NAME",
"type": 1,
"protocols": 1,
"active": true
}
1,
"blackPatterns": [],
"pacURL": "",
"index": -1
},
"k20d21508277536715": {
"active": true,
"title": "Default",

"notes": "These are the settings that are used when no patterns match a URL.",
"color": "#@OS55E5",
"type": 5,
"whitePatterns": [
{

"title": "all URLs",
"active": true,
"pattern": "*",
"type": 1,
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"protocols": 1
}
1,
"blackPatterns": [],
"index": 9007199254740991
.
"logging": {
"active": true,
"maxSize": 500
.
"mode": "patterns",
"browserVersion": "82.0.3",
"foxyProxyVersion": "7.5.1",
"foxyProxyEdition": "standard"

}
6. 7EfE FoxyProxy 6.0+ [EAREBE K , BEFEEARELENnwaa-proxy. jsoniE=E,
7. BEW®E,

BN : BIRX Apache Airflow Ul

T 5 EREREA an{a BA AKX Apache Airflow Ul

1. % Amazon MWAA £# & EFRBGREHEH.
2. EBERBRARERENH,

®REIR?

o THRWAE PEEE M SSH IEE LT Airflow CLI @55 Apache Airflow CLI i 52 %,
- TR DAG BRIELEZE F/H Amazon S3 fEFETE T8 = E#1 DAGs,

#HERIE - [R&] Amazon MWAA R EFE DAGsH) 75

Amazon MWAA £#E8 IAM EBIRET ZE — = 2 {E Apache Airflow FEER AT , LEBHERENT
B, A THIZEZRE , BREIMER Amazon MWAA & REEFEUSE DAG = —#H DAGs Bz H
B,

SRS - BB Apache Airflow Ul 257


https://console.aws.amazon.com/mwaa/home#/environments
https://airflow.apache.org/docs/apache-airflow/stable/security/access-control.html#default-roles
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® Note
REALEE IAM A6 |, T EABRSFNTERAREFN TR,

£}
< FRIERE

- HB— . FEHTEER Public Apache Airflow &3 Amazon MWAA Webserver ZEUERR 245 IAM £

B
2 o

- HERZ . BIIFH Apache Airflow BETAE

- SB=  BEEVWNABERE Amazon MWAA /A&
- BESR

- HEIEIR

T-IIFI

TERMRAF
EEXRAYEREANSR , CBETHER

- BEZ{E DAGs Amazon MWAA BiE

« Admin B& AdministratorAccess 3FAIHY IAM =88 |, LUK IAM EF & MWAAUser , fEAE R LARR &I
DAG EHMW X8, MEEEEACNGFMEN , 2208 (AMEAEER) FNEEBEETKEERE

® Note

AT UBREZEEEELAN IAM FHE, RPEZEREFERAETUREN IAM A
& , LLELE Amazon MWAA &R 5 iR 7 EUHE,

« % AWS Command Line Interface 2 fRE =8,

S — : EFTEEX Public Apache Airflow &&#& Amazon MWAA
Webserver ZEUER H1G IAM £,

£/ BFFFA AWS EEEEA

1. AWSHIRFE £H AdninA&XAEN |, LB IAM FiZ4,
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AdministratorAccess$jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install
https://console.aws.amazon.com/iam/
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2. BEEASEERT , BEEAE  ARREHAEERKRFTIEREN Amazon MWAA IAM £/ &,

3. HEAEFMEAEEMNEET , BEFURSIER , ARBEFUTBRURREFR , RRBER
B

4. EBRFHUTERY  BEERERRARE  AREFEREVIRUBRY MEREZBCHBTFFIHK
*o

5. EENBEXEMEL , #F JSON , ARTEBRFEF[PERWAE FT5 JSON FFAIBE. Tha B
KREFEHTERR Public Apache Airflow A& Web AR ERERFERE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:CreateWebLoginToken",
"Resource": [
"arn:aws:airflow:us-
east-1:111122223333:xo0le/YOUR_ENVIRONMENT_NAME/Public"
]
}

S . BIAFM Apache Airflow BETA®
8 Apache Airflow Ul B 5 A&

1. FALZHNEEES IAM A€ , BB Amazon MWAA 312 & W BB RIRIEM Apache Airflow Ul
2. REWNEBEERY , KEERFEEEELSM LUBEMTRINEE , AR EBEIHAGUENE
#% Apache Airflow &€,

3. RABBEY , BIEAE K ARCAEFRBEREFEIURMTAXEE. EEFERAD , AR
ROREIE

SE= : B Apache Airflow BETE® 259


https://console.aws.amazon.com/mwaa/home
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® Note
#BH Ops = Viewer A |, 2R FESHELHNFEE,

4. RIGEERRPEUNFTAE , RAREFRETL &
5. EREAGEEL , T TIEHE

- $HYER  EXFHUABRALCHNFTER, HlI0 Restricted,

- WEHTEE , FEBBR can read on DAGsH can edit on DAGs , AR AL ERHEFEUE
) —# DAGs ¥TiEBEBFME AT/, Hlin , ¥ DAG. example_dag.py. #i¥ can read
on DAG:example_dag#l can edit on DAG:example_dag.

BIZGE, BE  SE—EFHFAE , B4H¥ Amazon MWAA IRIEF A H DAGs FEMNFE, &
Bl it A e 38 RieEE B K Apache Airflow A&,

TBR=  BEEINABIERE Amazon MWAA EH#E
BRFAE

1. F/H WEEUEEMWAAUser |, 1T 3l CLI dp S R EEURIRIEN Web fAIIRES URL.

aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME | jq
' .Environment.WebserverUrl'

MRKY , BRESETIE@EL

"ablb2345-678a-90al-a2aa-34a567a8a901.cl13.us-west-2.airflow.amazonaws.com"

2. MwWAAUser A % AWS EEX##A , BHRFWAERRELFET S URI, #% B
KWebserver-URL BB EH,

https://<Webserver-URL>/home

MR, £EWEIForbiddentfiREEH , E & MWAAUser i REEFEL Apache Airflow Ul Y
.

SB= . BEEMKNABERE Amazon MWAA & 260
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3. Admin B A % AWS EE XA , B/XBEE Amazon MWAA 124 | RREEIREMN Apache
Airflow Ul,

4. RUIEBRKRF , BRZEMTUNEE , ERREFIHERSE,

5. TEERAEREF , SHHFM Apache Airflow EFHE , REZBIBRELHK. FHAENBZBETEU
T IAM ERELZME : user/mwaa-user,

6. ERMECEAEAELNAGERT , MECRINMBITAR , RRBERT.

@ Note
HERMUALEMLY , BEEBFEER,

IAM PublicE 8832 F12H Apache Airflow Ul BIMWAAUser S5 7] , M%7 A & BIIZ4tEE 2 DAGSHT
BB,

/A Important

IAM K #Z# B Apache Airflow Ul 1889 5 EFEZ AR ( H20 Admin) , BEE T XER
EBABBR,

‘BT R

- BEEHE—T T HIAEE Amazon MWAA IRIENZEE , UEEESIHIREFEHEFERAN JSON
IAM B &5 , 552 B the section called “/FEL Amazon MWAA IBi&”

MHEE IR

« 17HU2 4] (Apache Airflow X4 ) — i —%5 7 ## Apache Airflow X #4835 _E#IFEER Apache Airflow
A,

WEAHIZ - £ Amazon MWAA FEBIBEERECOHIRIEIRE

MREEH AWS OrganizationsEE Z{E AWS 1RF HAEIR , Amazon MWAA AIEBEEZ I NEEB
o Amazon VPC %, ERTEALUSAEBRENZLEE  EAFEREREMENER.
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https://airflow.apache.org/docs/apache-airflow/stable/security/access-control.html
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EBEHLAN Amazon VPC FEVIRIER , BT E Amazon VPC (BB &) HiIRF SEERERE
BHMIRSE (B8E) £ M Amazon MWAA FrRHYREIRLR T8, AR, HABL FEBNSHESE
MR AT UARRAR., B, EXRAMBEREA VPC FRVRE.

ESREHASREMBERERHIAN Amazon VPC REIIRIER , Amazon MWAA €% R VPC &
R, REBE APENDINGHREERE 72 /B,

ERFEAREN BF A CREATING BFPENDING , Amazon MWAA £ EZARREEEF M Amazon
EventBridge BH, E 0 ZEHA EIRFRIBERE Amazon MWAA AT API i B ARFEEA |, S
BERRFAR , ARSEEEAUMXLENRY., ETXH , RFIEA Lambda EEH EventBridge # Al
RE K Amazon VPC % |, LUEE Amazon MWAA AREEE EE A,

3

EIEHE , HMEEERRMEREMN Amazon VPC FEYH W iHE, BEREHAM Amazon VPC |, FBHE
B EIRF PRI EventBridge F BIF Lambda BE , X ESEEFE RS PE I Amazon MWAA IRIR,
£

o FORIGH

« B3I Amazon VPC

« B3 Lambda B3

« B3I EventBridge #5 Al

« 3 Amazon MWAA IRiE

FORIRF

BETHAHBRETNIER , EHFETHIEE :

#3I Amazon VPC

A T % CloudFormation EZ<F1 AWS CLI S8 I #F#H Amazon VPC, EAREELE Amazon VPC
BR , W&o B BER AR #1845 E T HIMFEL
1. T& CloudFormation $i7~ , A& . ym1ER,

2. EFNGBSRIFARED  EEZLREFHLNERRK , REMEM create-stackE U #
B, --template-body EERIEEH AR,
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https://docs.aws.amazon.com/mwaa/latest/API/API_Environment.html#mwaa-Type-Environment-Status
samples/cfn-vpc-private-network.zip
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/create-stack.html
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aws cloudformation create-stack --stack-name stack-name --template-body file://cfn-
vpc-private-network.yml

ET—&F |, #3887 Lambda .
#3 Lambda K=

#£ A T3 Python X EEH IAM JSON BFEE M HHY Lambda REMNBATAR, LKERBESZAT
A Apache Airflow Web falfR25H Amazon SQS 751231 Amazon VPC ix %, EEEBENRE
BF , Amazon MWAA £ Amazon SQS EZEIEE 2BEERA Celery #EBHEAITI,

1. T E Python REIRER B,

2. THEIAMFFAEER , RARHBRBE EX.

3. FRHTRT , AREEZLME JSON A BERMNERI K, A IAM create-rolefn HRE
MR ABE,

aws iam create-role --role-name function-role \
--assume-role-policy-document file://lambda-mwaa-vpce-policy.json

FAEE AWS CLI EIFEFRIAE ARN, E T —EZERG , RMERAEBH ARN BT HEEES
HENHTAE,

4, BEFHREHREBENBNERR  REMEH create-functionm T EIFHWERE,

aws lambda create-function --function-name mwaa-vpce-lambda \
--zip-file file://mwaa-lambda-shared-vpc.zip --runtime python3.8 --role
arn:aws:iam::123456789012:role/function-role --handlexr lambda_handler

AR AWS CLI EIFEFHESE ARN, E N —EZBH , RMIFIEE ARN |, EHERELHT
EventBridge # 8|89 B &,

ET—&i , BEE EventBridge Al , 7EIRFEE A PENDING ARRERFIY A LB,
72 13I EventBridge 5 Al

AT T HBERESFHE A |, LUEEE Amazon MWAA BEII $8E#HY Lambda &,

#3 Lambda EHZX 263
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1. {£f EventBridge put-rulefi S &I H# EventBridge R Al,

aws events put-rule --name "mwaa-lambda-rule" \
--event-pattern "{\"source\":[\"aws.airflow\"],\"detail-type\":[\"MWAA Environment
Status Change\"]}"

EHEXFHERE Amazon MWAA B ERFRES EREENBEL,

"source": ["aws.airflow"],
"detail-type": ["MWAA Environment Status Change"]

}
2. f#£M put-targetsi©#§ Lambda EEHTIB AFTHR A B &,

aws events put-targets --rule "mwaa-lambda-rule" \
--targets "Id"="1","Arn"="arn:aws:lambda:us-east-1:123456789012:function:mwaa-vpce-
Lambda"

HLEEFFEAZEEEN Amazon VPC % B 378 Amazon MWAA RIE,
3 Amazon MWAA IRiE

fEA Amazon MWAA FR BB EEEZEFZE Amazon VPC i HHFIRE,

1. BABX Amazon MWAA i 4& , AR BEERIRE,

2. SHHEBRBMAE-—NER,

3. &t Airflow IRA |, BERFTRA

4. JBIE Amazon S3 FFETEE R DAGs , fflildags/FRIRE , RERBET -,
5. ERTEEMREEEL , T TIEE

a. SHIEEBRLEER , BELEL—ELSBHEIMN Amazon VPC,

b. &r¥ Web AIRESEE , BIEBLAEM (BREAKTER)
c. HYLLEE | BELEINZLEE CloudFormation, AR LRI LS EEF AWS PrivateLink

mHMNEZL2FERBRSEN , ALK AALNREZEZEHEN RS HE.
d. HHRHEE K REFTFZER.
6. FRERFVERKRE , AREET I,

T
<+
.
1
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7. REGHRE  RAREERVIRE.

® Tip
MBREFRAN AR , BB Amazon MWAA AP,

ERIEA BPENDING , Amazon MWAA SEERXFALARIRECESHERNNELN, RIS AE
# Lambda B8, MBS BAEH , LEYE Web [@REFM Amazon SQS T5IFFER KB E F.
RE , ©EELMN Amazon VPC RE IiHE,

BRI A HE , Amazon MWAA S#REZE TIEMNIRIR., EleRER | RERESESEE
% , AVAILABLEZ A LAEA Amazon MWAA E32 & 17HL Apache Airflow Web {8l iR25 .

[
<t
5
s
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Amazon Managed Workflows for Apache Airflow BV 2=\ i £
Bl

TIEETERARES , TIE DAGSH BETAMHER , B LL7E Amazon Managed Workflows for
Apache Airflow IRIERFEH, MFEBE AWS BRI Apache Airflow FIE Z &6l , 752 B Apache
Airflow GitHub #fFEH 8 dags B &%,

)

{5/ DAG % CLI FEAEH

« £ #3 SSH E#f SSHOperator

« £ hAEEAFAZE L8 AWS Secrets Manager #1T Apache Airflow Snowflake JE#&

- £/ DAG f£ CloudWatch HE A BHETiEE

« Amazon MWAA IR3& E# Aurora PostgreSQL & Hl E 5Bk

- BREPEEBNEBZE Amazon S3 £ CSV X

+ §¥ AWS Secrets Manager Apache Airflow 287 FERLZ SR

« £ hAEAFAZR L AWS Secrets Manager #41T Apache Airflow 243

« f£H Oracle 1 BT/ ER

» £ Amazon MWAA L#% DAG HWEKE

« EFEE CodeArtifact R

 {EF Apache Hive  Hadoop 237 B /M EHEER

+ % Apache Airflow PythonVirtualenvOperator 237 B 5] /M ER

« f£A Lambda B &4 A DAGs

« EXREH Amazon MWAA BRiEF I A DAGs

o EHEER Amazon MWAA B2 Amazon RDS for Microsoft SQL Server

 ¥EHFEH Amazon MWAA B Amazon EKS
- £/ E#ZE Amazon ECS ECSOperator

+ ¥ B Amazon MWAA R dbt

« AWS EREBNHBRE
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A DAG 7£ CLI HE A2

T &R BE A Amazon Managed Workflows for Apache Airflow E#) CLI FE A2,

TH
UGS

. SERIEH
* BR

- AR

e

- RESR?

[N

&7 LATE Python 3.10 £ Apache Airflow v2 1 Python 3.11 RER L EEMNEXNIEEF, hitps:/
peps.python.org/pep-0619/

TORIFRAF
EALEE LR EOHITEERITT,
BR

&8 AWS 1R F EZE1FE AmazonMWAAAirflowCliAccessBUR, BEER - TH# , 352 M Apache
Airflow CLI BIZR : AmazonMWAAAIrflowCliAccesso

MK

= EEA Apache Airflow v2 FIEFThMRAME AN BES , TEEZREANMEMKME. £H aws-mwaa-
docker-images 2R %2 Apache Airflow,

gEHIENES

THEHRNBEE =@ A : &1 Amazon MWAA IREFEZHE (£ Bmwaa_env), BIRE AWS &
H 8 (£ Paws_region) , ARTELEEACEEMNAMIER (£ Pvar_file)s

import boto3
import json

FEAZH DAG 267
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https://peps.python.org/pep-0619/
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ERAEER

import requests
import baseb4
import getopt

import sys

argv = sys.argv[l:]

mwaa_env=""

aws_region=""

var_file=""

try:

opts, args = getopt.getopt(argv, 'e:v:r:', ['environment',

file', 'region'])
#if len(opts) == 0 and len(opts) > 3:
if len(opts) != 3:
print ('Usage: -e MWAA environment -v variable file location and filename -r

aws region')

else:

for opt, arg in opts:

if opt in ("-e"):
mwaa_env=arg

elif opt in ("-1"):
aws_region=arg

elif opt in ("-v"):
var_file=arg

'variable-

boto3.setup_default_session(region_name="{}".format(aws_region))
mwaa_env_name = "{}".format(mwaa_env)

client = boto3.client('mwaa')
mwaa_cli_token = client.create_cli_token(

Name=mwaa_env_name

with open ("{}".format(var_file), "r") as myfile:

fileconf = myfile.read().replace('\n', '')

json_dictionary = json.loads(fileconf)
for key in json_dictionary:

print(key, " ", json_dictionary[key])

val = (key + " " + json_dictionary[key])
mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/

cli'.format(mwaa_cli_token['WebServerHostname'])

gHIER
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raw_data = "variables set {0}".format(val)
mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
},
data=raw_data
)
mwaa_std_err_message
['stderr']).decode('utf8"')
mwaa_std_out_message = base64.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')
print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

baseb4.b64decode(mwaa_response. json()

except:

print('Use this script with the following options: -e MWAA environment -v variable
file location and filename -r aws region')

print("Unexpected error:", sys.exc_info()[@])

sys.exit(2)

®REIR?

o THRRUMELESIF A DAG BXNTF LEZE Amazon S3 FEFETE M dags ERIRHIEHEH
DAGs,

£/ #3 SSHE#R SSHOperator

T % &35 557 8F 2 ] 55 A TE (6] IR B (DAG) SSHOperator® Y |, #& Amazon Managed Workflows for
Apache Airflow IRIFEMR ZIRIH Amazon EC2 # 1T, S AFERABEUNS EAREREEFSSHEF
HY A E )3 ik 30 1T 28

ETHEFIF | 24 SSH FAZ LR (.pem) LEZE Amazon S3 EIREdags B k. RE , BOLUE
B ZEXEWNMEMYE | requirements. txtIE Ul REIFH Apache Airflow E#R, &% , BRE
9 DAG B\ ERRmETERMN SSH EiR,

X

.
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- FRMRME

R

- BX

B ENFAR S IREHRE Amazon S3
B Apache Airflow B4R

gEHEXB

[N

#& 7] LAE Python 3.10 F{Ef Apache Airflow v2 1 Python 3.11 RER L EEMNREXNIEEF], hitps:/
peps.python.org/pep-0619/

FORIRF

HEERAMER ENHEFEXE  EFETHEE

« Amazon MWAA RiE,

« SSH A %&£, BN BEEHREREEE Amazon MWAA IRIZEMHEMN EEFH Amazon EC2 #1171
BA ., .pemIBERELE  F2H (Amazon EC2 FAEER) THEVHEASEY,

R

ERAKEE ENRXBHHITEERANFT,

E:33

B THSEHIEE requirements. txt , BAfE Web A iRE§ L Z % apache-airflow-providers-

sshE#, —BEHNREEH A Amazon MWAA FKIhZEMMKMY | BAEE Ul EUSHTH SSH EFE

A,

-c https://raw.githubusercontent.com/apache/airflow/constraints-Airflow-version/
constraints-Python-version.txt
apache-airflow-providers-ssh
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® Note

-c B& FHRFEH URLrequirements. txt, ER R Amazon MWAA BIRHIRIERE
ERRNEHRA,

KIS Z EBER T Amazon S3

£ AT %I AWS Command Line Interface 8 S A4 &EH . pemEWE R | Amazon S3 HVIRHKEdags B
#%.

aws s3 cp your-secret-key.pem s3://amzn-s3-demo-bucket/dags/

Amazon MWAA &4 RN ARdags , BIE.pemeif , ERIA# /usr/local/airflow/dags/B
8%, EBEHEM , Apache Airflow AT A ZEE£8,

B FH Apache Airflow JE4R
£/ Apache Airflow Ul 23 5789 SSH E#R

1. 7£ Amazon MWAA 1A FBBUREEHE,

2. RERIRFBEF , KEMNRKRZERE Open Airflow Ul,

3. % Apache Airfflow Ul EE L , RFEBIZZFEESURRB THNEE | REBEFER,
4, HEIHEREEL , BE + | FTERSKIRBUGTEER.

5. EWEEKEEL , ETIER

a. SHEHEE ID, WA ssh_new,
b. SH¥HERER | R TR EEFEE SSH,

(® Note

WMREFEEFRRE SSHIEHERE | Amazon MWAA ERZH#E X ERapache-
airflow-providers-sshE&#, Efifrequirements. txtiERUGEHRE
#, AEBEHE X

c. ST WMALEEIEZ Amazon EC2 #1TEEER P #hsik, a0 12.345.67.89,
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d. #HYFEAEERE  ec2-usexMREBEELHEZE Amazon EC2 #{TERE , FWMA . BNERE
ZRAEERRE , BURRAEFE Apache Airflow EARH R HETHERER,

e. ¥ Extra, LA JSON #EX#m A T HIR/{(EY :

{ "key_file": "/usr/local/airflow/dags/your-secret-key.pem" }

L E/EY &5~ Apache Airflow fE A& #/dags B &+ E SRS,

EHIEE

T %) DAG {8 SSHOperator EEE|ZH B E Amazon EC2 #1T{EEE , RE T hostname Linux
BERFNHATEEBNEE, EULUENR DAG UERFHATEE LHITEASSRESE.

1. FRRRE K AREEEFH DAG BB E &, i :

cd dags

2. BRTIEXABHINAET , AEXRBFHEFSR ssh.pyo.

from airflow.decorators import dag
from datetime import datetime
from airflow.providers.ssh.operators.ssh import SSHOperator

@dag(
dag_id="ssh_operator_example",
schedule_interval=None,
start_date=datetime(2022, 1, 1),
catchup=False,

)

def ssh_dag():

task_1=SSHOperator(
task_id="ssh_task",
ssh_conn_id="ssh_new',
command="hostname"',

)

my_ssh_dag = ssh_dag()

3. #MITTH AWSCLI a5 , #& DAG EREERIENREFETR , RE MM Apache Airflow Ul &%
DAG.
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aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MBI , BEWEFELL ssh_operator_example DAG F EFH BFEF THEE ssh_taskhy
B

[2022-01-01, 12:00:00 UTC] {{base.py:79}} INFO - Using connection to: id: ssh_new.
Host: 12.345.67.89, Port: None,

Schema: , Login: ec2-user, Password: None, extra: {'key_file': '/usr/local/airflow/

dags/your-secret-key.pem'}

[2022-01-01, 12:00:00 UTC] {{ssh.py:264}} WARNING - Remote Identification Change is
not verified. This won't protect against Man-In-The-Middle attacks [2022-01-01,
12:00:00 UTC] {{ssh.py:270}} WARNING - No Host Key Verification. This won't
protect against Man-In-The-Middle attacks

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Connected (version 2.0,
client OpenSSH_7.4)

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Authentication (publickey)
successful!

[2022-01-01, 12:00:00 UTC] {{ssh.py:139}} INFO - Running command: hostname

[2022-01-01, 12:00:00 UTC]{{ssh.py:171}} INFO - ip-123-45-67-89.us-

west-2.compute.internal

[2022-01-01, 12:00:00 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=ssh_operator_example, task_id=ssh_task, execution_date=20220712T200914,
start_date=20220712T200915, end_date=20220712T200916

£ h{ERFLZE S8 AWS Secrets Manager #1T Apache Airflow
Snowflake E#z
T 5 AWS Secrets Manager 7 Amazon Managed Workflows for Apache Airflow EES

Apache Airflow Snowflake BN FAE W, TREBELETK FHLSBFER AWS Secrets Manager B
BERE Apache Airflow E 4R

£
* A
S RAGLE
+ BR
- EX

#HEXB

Secrets Manager 1 Apache Airflow Snowflake JE#f 273
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- BRESR?

[N

& T LA E At B _E AR N AS S 54 B Python 3.10 A9 Apache Airflow v2 #1 Python 3.11 H#Y
Apache Airflow v3. https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

TORIFRAF
EEEALEE EHEHIRRNE  SBETIES

« Secrets Manager &4 Apache Airflow #H5E1EIE , 20 Fr %I AWS Secrets Manager % 5%
ZE Apache Airflow E#.

« Secrets Manager F Y Apache Airflow E#RF & , 21 Fr5l{EH AWS Secrets Manager #ZEE%E
Apache Airflow JE#%

RERR

+ Secrets Manager & 1] , 20 FR%|{E A AWS Secrets Manager #25%E Apache Airflow E#z .

=R

EECANER ELNEMNRRXE , F8 THHKEFTEEEN requirements. txt. EEE—F T
R  FEZE 2% Python K,

apache-airflow-providers-snowflake==1.3.0

#HIEXT
T5SRERAMMEI DAG BNEE , I Secrets Manager REVSMZ
1. EWTRTH , EEEFH DAG BXNHHN B #%. filw .

cd dags

2. BRTIEXRHFINAS , UEXRHFEFEFA snowflake_connection.pyo
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Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator
from airflow.utils.dates import days_ago

snowflake_query = [

"""uyse warehouse "MY_WAREHOUSE";""",

"""select * from "SNOWFLAKE_SAMPLE_DATA"."WEATHER"."WEATHER_14_TOTAL" limit
1@@; IIIIII’

]

with DAG(dag_id="'snowflake_test', schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:
snowflake_select = SnowflakeOperator(
task_id="snowflake_select",
sql=snowflake_query,
snowflake_conn_id="snowflake_conn",

®REIR?

o THEWMAIELESIF A DAG BRI LEZE Amazon S3 REFEE P dags BRI RIIEHEH
DAGs.,

BETR? 275
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£ /A DAG f£ CloudWatch & A HITIEE

O ERATYRERGEFIRBEHT HEQEIRE (DAG) , PythonOperator AHEEL Amazon
MWAA IRIEBENEERKEBRIEE. A% , DAG 2 ERMEABITIEZERMHZE Amazon CloudWatch,

B FRRARBERERTROE— S THRRETFENFARNRERTREEN CPU FER, B UEH
L EAREBRRES TEEHNIREER,

e

- R

. SERIEH
- BIR

- AR

- EXIHEH

RN

&R LATE Python 3.10 A Apache Airflow v2 1 Python 3.11 FEA N EEMNEXNEE . hitps:/
peps.python.org/pep-0619/

FORIFRAF
EEEALED LNEXBES  KEETHES

« Amazon MWAA IRiE,

R
EAREE ENRABEHITEEEANTT.

MRk
- EAREE LNRXBEEGTEEEAAKEL,

BEAEEH

1. EaTRRP , EEEFK DAG BABHWERI R, i

5 DAG B BiTi5E 276
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ERAEER

cd d

ags

2. BETIHIENGHLNASR , XEHEMEEA dag-custom-metrics.py. #§ EHXMWAA-ENV-
NAME AR LR IRIEE B,

from
from
from
from
impo

def

airflow import DAG

airflow.operators.python_operator import PythonOperator
airflow.utils.dates import days_ago

datetime import datetime
rt os,json,boto3,psutil, socket

publish_metric(client,name,value,cat,unit="None"'):
environment_name = os.getenv("MWAA_ENV_NAME")
value_number=float(value)
hostname = socket.gethostname()
ip_address = socket.gethostbyname(hostname)
print('writing value',value_number, 'to metric',6name)
response = client.put_metric_data(
Namespace='MWAA-Custom',
MetricData=[

{
'MetricName': name,
'Dimensions': [
{
'Name': 'Environment',
'Value': environment_name
.
{
'Name': 'Category',
'Value': cat
.
{
'Name': 'Host',
'Value': ip_address
.
1,
'Timestamp': datetime.now(),
'Value': value_number,
'Unit': unit
},

XM
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print(response)
return response

def python_fn(**kwargs):
client = boto3.client('cloudwatch')

cpu_stats = psutil.cpu_stats()
print('cpu_stats', cpu_stats)

virtual = psutil.virtual_memozry()
cpu_times_percent = psutil.cpu_times_percent(interval=0)

publish_metric(client=client, name='virtual_memory_total',
cat='virtual_memory', value=virtual.total, unit='Bytes')

publish_metric(client=client, name='virtual_memory_available',
cat='virtual_memory', value=virtual.available, unit='Bytes')

publish_metric(client=client, name='virtual_memory_used', cat='virtual_memory',
value=virtual.used, unit='Bytes')

publish_metric(client=client, name='virtual_memory_free', cat='virtual_memory',
value=virtual.free, unit='Bytes')

publish_metric(client=client, name='virtual_memory_active',
cat='virtual_memory', value=virtual.active, unit='Bytes')

publish_metric(client=client, name='virtual_memory_inactive',
cat='virtual_memory', value=virtual.inactive, unit='Bytes')

publish_metric(client=client, name='virtual_memory_percent',
cat='virtual_memory', value=virtual.percent, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_user',
cat='cpu_times_percent', value=cpu_times_percent.user, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_system',
cat="cpu_times_percent', value=cpu_times_percent.system, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_idle',
cat='cpu_times_percent', value=cpu_times_percent.idle, unit='Percent')

return "OK"

with DAG(dag_id=os.path.basename(__file__).replace(".py", ""),
schedule_interval='#*/5 * * * *' catchup=False, start_date=days_ago(l)) as dag:
t = PythonOperator(task_id="memory_test", python_callable=python_fn,
provide_context=True)

3. HITTH AWSCLI &% , #§ DAG BREGTRRN TR , RRER Apache Airflow Ul 2%
DAG.
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aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. IR DAG #ATHRID , BEE Apache Airflow BT EEBELUUTARHNAR :

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:1093}} INFO -

cpu_stats scpustats(ctx_switches=3253992384, interrupts=1964237163,
soft_interrupts=492328209, syscalls=0)

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
16024199168.0 to metric virtual_memory_total

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'fad289ac-aa51-46a9-8b18-24e4e4063f4d', 'HTTPStatusCode': 200,
'HTTPHeaders': {'x-amzn-requestid': 'fad289ac-aa51-46a9-8bl8-24e4e4063f4d’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
14356287488.0 to metric virtual_memory_available

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': '6ef60085-07ab-4865-8abf-dc94f9@cab46', 'HTTPStatusCode': 200,
'"HTTPHeaders': {'x-amzn-requestid': '6ef60085-07ab-4865-8abf-dc94f90cabs46’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
1342296064.0 to metric virtual_memory_used

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'd5331438-5d3c-4df2-bc42-52dcf8d60a00', 'HTTPStatusCode': 200,
'HTTPHeaders': {'x-amzn-requestid': 'd5331438-5d3c-4df2-bc42-52dcf8d60a00’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{python.py:1523}} INFO - Done. Returned value was: OK
[2022-08-16, 10:54:46 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=dag-custom-metrics, task_id=memory_test, execution_date=20220816T175444,
start_date=20220816T175445, end_date=20220816T175446

[2022-08-16, 10:54:46 UTC] {{local_task_job.py:154}} INFO - Task exited with return
code 0
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Amazon MWAA 3R3iE _E#9 Aurora PostgreSQL & Bl E &R

Amazon Managed Workflows for Apache Airflow £/ Aurora PostgreSQL & ¥ E A Apache Airflow
PEERERE , HPEFK DAG #ITHERHTER. T EMARNBEELHN Amazon MWAA IR
EHWER Aurora PostgreSQL ER EFRRER

ES |
. 1
. FRGRHE

- MM
- gHIENIS

RS

HWEEEWEXBEFEER Amazon MWAA £ E Apache Airflow v2  v3, 2B ZERN
Apache Airflow iRZ<,

FORIRAF

HEERAMER ENHEFEXS  EFETHEE

« Amazon MWAA IRIE,

MK

& ZFEE Apache Airflow v2 R LLIEN TS , TEEREANMBAME, EA aws-mwaa-docker-
images BR%& % Apache Airflow,

gEHIENXB

T%| DAG &€&k PIEEERRNPEERERETABLES_TO_CLEAN, HEHISHRBIE 30 RWIEE
BERRPMBBRER, EERHEEIEBWMBRIERE , 5548 MAX_AGE_IN_DAYSEREATRHE.

Apache Airflow v3.0.6 to 3.2.1

from datetime import datetime
from airflow import DAG
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from airflow.providers.standard.operators.bash import BashOperator

# Note: Database commands might time out if running longer than 5 minutes. If this
occurs, please increase the MAX_AGE_IN_DAYS (or change

# timestamp parameter to an earlier date) for initial runs, then reduce on
subsequent runs until the desired retention is met.

MAX_AGE_IN_DAYS = 30

# To clean specific tables, please provide a comma-separated list per
# https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-
ref.html#clean

# A value of None will clean all tables
TABLES_TO_CLEAN = None

with DAG(
dag_id="clean_db_dag",
schedule=None,
catchup=False,
start_date=datetime(2026, 1, 1),
) as dag:
tables_flag = f"--tables '{TABLES_TO_CLEAN}' " if TABLES_TO_CLEAN else ""

bash_command = (
f"TIMESTAMP=$(date -u -d '{MAX_AGE_IN_DAYS} days ago' '+%Y-%m-%d %H:%M:%S'
2>/dev/null "
f"|| date -u -v-{MAX_AGE_IN_DAYS}d '+%Y-%m-%d %H:%M:%S') && "
"echo \"Cleaning records before: $TIMESTAMP\" && "
"airflow db clean "
"--clean-before-timestamp \"$TIMESTAMP\" "
f"{tables_flag}"
"--skip-archive --yes"

cli_command = BashOperator(
task_id="bash_command",
bash_command=bash_command,

Apache Airflow v2.7.2 t0 2.11.0

from airflow import DAG
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from airflow.models.param import Param
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

from datetime import datetime, timedelta

# Note: Database commands might time out if running longer than 5 minutes. If this
occurs, please increase the MAX_AGE_IN_DAYS (or change

# timestamp parameter to an earlier date) for initial runs, then reduce on
subsequent runs until the desired retention is met.

MAX_AGE_IN_DAYS = 30

# To clean specific tables, please provide a comma-separated list per

# https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-
ref.html#clean

# A value of None will clean all tables

TABLES_TO_CLEAN = None

with DAG(
dag_id="clean_db_dag",
schedule_interval=None,
catchup=False,
start_date=days_ago(1),
params={
"timestamp": Param(
default=(datetime.now()-timedelta(days=MAX_AGE_IN_DAYS)).strftime("%Y-
%m-%d %H:%M:%S"),
type="string",
minLength=1,
maxLength=255,
),
}
) as dag:
if TABLES_TO_CLEAN:
bash_command="airflow db clean --clean-before-timestamp

"{{ params.timestamp }}' --tables '"+TABLES_TO_CLEAN+"' --skip-archive --yes"
else:
bash_command="airflow db clean --clean-before-timestamp
'{{ params.timestamp }}' --skip-archive --yes"

cli_command = BashOperator(
task_id="bash_command",
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bash_command=bash_command

BIREDEERELHZ Amazon S3 £EH) CSV X

FERATIHEXBEGZIIEEEIIRE (DAG) , EHERELRE—FY DAG HI17EH , ¥EEREA
Amazon S3 EFE . csviIEER,

BT B ERIRIEM Aurora PostgreSQL BRI EREHENR , UEXSKREER., SEHEEYHRHF
74 | FHGHE Amazon S3 T E& 4 %) Amazon Redshift BEE FHMERESE , LA Amazon
MWAA #2588 HIRE | (EREUERRD

B L ERERE , B3k Apache Airflow FRE R HIHNERYH. HEXBHEGIEA=ZBERR
DagRun, TaskFail#l TaskInstance , FJi2ft8 DAG #1THEAHNE~.

ES -]

IR

« FRIERE
- EX

- EHIERS

[N

BRI LAE R EE LR BEFIHEE Python 3.10 H 89 Apache Airflow v2 1 Python 3.11 1 #J
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

FORIREF

HEERANER ENHFREXE  EFETHEE

« Amazon MWAA IRi&,
- WEEHPEEREANF Amazon S3 HFETHE,

BIREAPEEREHZE Amazon S3 283
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S|

Amazon MWAA EE Amazon S3 EERIFFIs3: PutObject , FTRESEHNHBEREABTA
Amazon S3, T YBERBRARFIEELIRENBTAR,

&I

{
"Effect": "Allow",
"Action": "s3:PutObject*",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket"

WBRERSIY amzn-s3-demo-bucket NBEAZEL

2R

= E#B Apache Airflow v2 FIEMRAERLEXTES , TEEEANBKM. FA aws-mwaa-
docker-images R& % Apache Airflow,

#HIEXT
T 5 ERER A an{a 22 31 378 Aurora PostgreSQL B DAG , Y #4#ERE A Amazon S3 A ZETHE.

1. ERIE#EAR  BEEEHK DAG BEXIBH B &, il :

cd dags

2. BRTIIEXNGHEFINAS , iEHMEES metadata_to_csv.py. EALEBEERS B
fEMAX_AGE_IN_DAYS , JA#2#l| DAG RRAPEEREREEHANRERHENFZH,

from airflow.decorators import dag, task

from airflow import settings

import os

import boto3

from airflow.utils.dates import days_ago

from airflow.models import DagRun, TaskFail, TaskInstance
import csv, re

from io import StringIO

DAG_ID = os.path.basename(__file__ ).replace(".py", "")

MAX_AGE_IN_DAYS = 30
S3_BUCKET = '<your-export-bucket>'
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S3_KEY = 'files/export/{0}.csv'

# You can add other objects to export from the metadatabase,
OBJECTS_TO_EXPORT = [

[DagRun,DagRun.execution_date],

[TaskFail, TaskFail.end_date],

[TaskInstance, TaskInstance.execution_date],

e@task()

def export_db_task(**kwargs):
session = settings.Session()
print("session: ",str(session))

oldest_date = days_ago(MAX_AGE_IN_DAYS)
print("oldest_date: ",oldest_date)

s3 = boto3.client('s3")

for x in OBJECTS_TO_EXPORT:
query = session.query(x[0]).filter(x[1] >= days_ago(MAX_AGE_IN_DAYS))
print("type", type(query))
allrows=query.all()
name=re.sub("[<>"']", "", str(x[0]))
print(name,": ",str(allrows))

if len(allrows) > 0:

outfileStr=""
f = StringIO(outfileStr)
w = csv.DictWriter(f, vars(allrows[@]).keys())

w.writeheader()
for y in allrows:
w.writerow(vars(y))
outkey = S3_KEY.format(name[6:])
s3.put_object(Bucket=S3_BUCKET, Key=outkey, Body=f.getvalue())

@dag(
dag_id=DAG_ID,
schedule_interval=None,
start_date=days_ago(1l),
)

def export_db():
t = export_db_task()
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metadb_to_s3_test = export_db()

3. HITT5 AWSCLI &% , #§ DAG BREGTRRMN TR , RRER Apache Airflow Ul 52
DAG.

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MR, BREEEBNEHEEFPEEBELELTARexport_db :

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
'sqlalchemy.orm.query.Query'>
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO - class
airflow.models.dagrun.DagRun : [your-tasks]
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:1093}} INFO - type <class
'sqlalchemy.orm.query.Query'>
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO - class
airflow.models.taskfail.TaskFail : [your-tasks]
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:1093}} INFO - type <class
'sqlalchemy.orm.query.Query'>
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO - class
airflow.models.taskinstance.TaskInstance : [your-tasks]
[2022-01-01, 12:00:00 PDT] {{python.py:1523}} INFO - Done. Returned value was: OK
[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as
SUCCESS. dag_id=metadb_to_s3, task_id=export_db, execution_date=20220101T000000,
start_date=20220101T000000, end_date=20220101T000000
[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0
[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

type <class

BB E A LATE BIFT Amazon S3 REFEFBPEERM THEL . csviVER /files/export/s

&% AWS Secrets Manager Apache Airflow 28(7f R ERILZR LR

T 5 &EHIREAY AWS Secrets Manager &7E Amazon Managed Workflows for Apache Airflow EE8
Apache Airflow EBHNAZ R, SRIFEETH FHLTEREA AWS Secrets Manager MEFRE
Apache Airflow JE#z.

£
e
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< FTRIEE
- ER
- EHIERS

- BRESR?

[N

B LAE R EE ENEXBEFIHEE Python 3.10 B89 Apache Airflow v2 1 Python 3.11 1 #J
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

FeRIRH

FEEALEE ENEHEAR  EFETIIEE

» Secrets Manager #imf A& Apache Airflow #HR&EE , 20 FR5IEA AWS Secrets Manager B2 7%
7E Apache Airflow B #% o

- Secrets Manager 1y Apache Airflow Z8(F & , 20 Fr5l{EH AWS Secrets Manager B E
Apache Airflow JE#z .

RERR

- Secrets Manager 7] , 1 Fr%|{EFH AWS Secrets Manager #Z 5% E Apache Airflow E#%,

B

= E#B Apache Airflow v2 FIEMRAERLEXTES , TEEEANHBKM. F£A aws-mwaa-
docker-images R& % Apache Airflow,

PN

THSRERAIMMEY DAG 285 , WY Secrets Manager REVSMZ

1. ERTRTP  BEEEFM DAG BB E &, Hi
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2. BRTIEXRHFANAS , UEXRHRFHETFA secrets-manager-var. py.

from airflow import DAG
from airflow.operators.python_operator import PythonOperator
from airflow.models import Variable
from airflow.utils.dates import days_ago
from datetime import timedelta
import os
DAG_ID = os.path.basename(__file__ ).replace(".py", "")
DEFAULT_ARGS = {
'owner': 'airflow',
'depends_on_past': False,
'email': ['airflow@example.com'],
'email_on_failure': False,
'email_on_retry': False,

def get_variable_fn(**kwargs):
my_variable_name = Variable.get("test-variable", default_var="undefined")
print("my_variable_name: ", my_variable_name)
return my_variable_name
with DAG(
dag_id=DAG_ID,
default_args=DEFAULT_ARGS,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1),
schedule_interval="'@once',
tags=['variable']
) as dag:
get_variable = PythonOperator(
task_id="get_variable",
python_callable=get_variable_fn,
provide_context=True

®RELTR?

o THRIMMELESIF S DAG BBXNTE LEZE Amazon S3 fEEETE M dags BRI RHIEHFH
DAGs,

®REBLSR? 288
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£ PEFAFZ S AWS Secrets Manager # 1T Apache Airflow &

R

T EHIFE AWS Secrets Manager 87 Amazon Managed Workflows for Apache Airflow EER8

Apache Airflow BN FAZE L8, THRIBEBETR PSR ERA AWS Secrets Manager B EFRTE
Apache Airflow JE#%

TH
UGS
© TRERAE
© BR
- BX
- EHIERRE
- BESR?

RN

B LAE R EE ENEXBEFIHEE Python 3.10 B89 Apache Airflow v2 1 Python 3.11 1 #J
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

FORIRAF

HEERAMER ENHFEXE  EFETHEE

« Secrets Manager & ik % Apache Airflow #H581218 , 40 Fr5IfE A AWS Secrets Manager # % 5%

X

ZE Apache Airflow JE#3 o
+ Secrets Manager F Y Apache Airflow E#RF & , 21 Fr5l{EA AWS Secrets Manager #ZE 5% E

Apache Airflow JE#%

RERR

+ Secrets Manager 31 , 20 FR%|{E A AWS Secrets Manager #25%E Apache Airflow JE#z .
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=R

& ER B Apache Airflow v2 FIEFIRAEALMERIFTES , TEEHEAWEMKMYE, £H aws-mwaa-
docker-images 2R %2 Apache Airflow,

PN

THIZERREA MM DAG N , MY Secrets Manager REVG#E

1. EwTRT~H , EEEFH DAG EXNBHN B &%, filw
cd dags

2. BRTIEXRBHFINAS , UELHFETFA secrets-manager. py.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG, settings, secrets

from airflow.operators.python import PythonOperator

from airflow.utils.dates import days_ago

from airflow.providers.amazon.aws.hooks.base_aws import AwsBaseHook

from datetime import timedelta
import os

### The steps to create this secret key can be found at: https://
docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
sm_secretId_name = 'airflow/connections/myconn'
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default_args = {
'owner': 'airflow',
'start_date': days_ago(1),
'depends_on_past': False

### Gets the secret myconn from Secrets Manager

def read_from_aws_sm_fn(**kwargs):
### set up Secrets Manager
hook = AwsBaseHook(client_type='secretsmanager')
client = hook.get_client_type(region_name="'us-east-1")
response = client.get_secret_value(SecretId=sm_secretId_name)
myConnSecretString = response["SecretString"]

return myConnSecretString

### 'os.path.basename(__file_ ).replace(".py", "")' uses the file name secrets-

manager.py for a DAG ID of secrets-manager

with DAG(
dag_id=os.path.basename(__file__).replace(".py", ""),
default_args=default_args,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1l),
schedule_interval=None

) as dag:

write_all_to_aws_sm = PythonOperator(

task_id="read_from_aws_sm",
python_callable=read_from_aws_sm_fn,
provide_context=True

HESB?

o THEWM{AITE L BB FAE DAG BRI LEZE Amazon S3 fEZEFE M dags BRI RETIE R EH
DAGs,
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£/ Oracle B3 BET/MHEER

T5FEHEZEL R ER Oracle for Amazon MWAA B BHEITHAHERNS B , LA EEHN
plugins.zip ERFNEMBTARERNN —ENEESEA,

&

UGS

« FRGRA

- BR

- B

- EHIEEE

- BV RBFINAEER
« TEMAKMYE
- BETAAMER
* Plugins.zip

« Airflow #HRE&EIH

- BRESR?

iR

B LAE R EE ENEXBEFIHEE Python 3.10 B89 Apache Airflow v2 1 Python 3.11 1 #J
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

FeRIRH

FEEALEE ENEHEAR  BFETIIEE

« Amazon MWAA IRiE,

- EEMBAFEMCRITICALEIREN L —EH A TEER &, WF Amazon MWAA BAEEEE LK
WMAIEIE 0 SEEEMNEMER |, 5528 the section called “7ZEY Airflow B35

RERR

ERALER EWEXBEIITZEZRBANTT,
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ERAEER

=R

EEFAKER LNEFRERE , S TIMHKRETIEEEN requirements. txt, BEEE—F 7T
2 | FESB L% Python MK,
-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt
cx_Oracle
apache-airflow-providers-oracle
(m |
EHIFEXE
THSRRAMAMEY DAG BRIBERAH BETHABER.
1. EosRRP , BEEFN DAG BXNRAE . Hlw :
cd dags
2. BRTIEXRHEFANAS , UEXRERFETA oracle. py,
from airflow import DAG
from airflow.operators.python_operator import PythonOperator
from airflow.utils.dates import days_ago
import os
import cx_Oracle
DAG_ID = os.path.basename(__file_ ).replace(".py", "")
def testHook(**kwargs):
cx_Oracle.init_oracle_client()
version = cx_Oracle.clientversion()
print("cx_Oracle.clientversion",version)
return version
with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
hook_test = PythonOperator(
task_id="hook_test",
python_callable=testHook,
provide_context=True
)
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e RVA=HIBIN:: ¥

AER A A T EARMKE, B BFTAAEEXH plugins.zip.

TEMAKNE

Amazon MWAA €& @ Amazon MWAA HEfE2sf T/EE B85 /usr/local/airflow/
pluginst , # plugins.zip WRBMIZE . ERARE - EMEMEZENIRIE, THSRRPUM
HEBTAHEXFMENESR,

$2E Amazon Linux & S8 &

1. EZNGSRERFETSP , I2E Amazon Linux BESMEG | WEAKH TR, Hlm

docker pull amazonlinux
docker run -it amazonlinux:latest /bin/bash

EH SRR ALLIA bash 855, Bl :
bash-4.2#

2. &% Linux R4E3IERZ 1/0 3&HE (libaio).

yum -y install libaio

3. REBUAEHBUIETRESR, BABELAMERTHER : 1ib64/1ibaio.so.1, 1ib64/
libaio.s0.1.0.0. 1ib64/1ibaio.so0.1.0.1,

TERAFRER K
1. EABRE unzip EH. Bl

sudo yum install unzip

2. 3 oracle_plugin B#%k, im0 :

mkdir oracle_plugin
cd oracle_plugin
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3.

FEALLT curl a8 # Oracle Instant Client Downloads for Linux x86-64 (64 177t ) T
instantclient-basic-linux.x64-18.5.0.0.0dbru.zip, https://www.oracle.com/database/technologies/

ERAEER

instant-client/linux-x86-64-downloads.html

curl https://download.oracle.com/otn_software/linux/instantclient/185000/
instantclient-basic-linux.x64-18.5.0.0.0dbru.zip > client.zip

B client.zip BR. Hlin

unzip *.zip

#£ Docker HEEUfE 3=

1.

B

EFNGFRRERS , BRIBTEK Docker B85 1D, 0
docker container 1s
LR TPRRAYUERFERSERE IDs, #i0 :
debc16fd6970
£ Moracle_pluginB & | # 1ib64/libaio.so.1, 1ib64/1ibaio.s0.1.0.0,
1lib64/1ibaio.s0.1.0.1 BREWMEAMinstantclient_18_5&RI K, HluN :
docker cp debcl6fd6970:/1ib64/libaio.so.1 instantclient_18_5/
docker cp debcl6fd6970:/1ib64/1ibaio.so0.1.0.0 instantclient_18_5/
docker cp debcl6fd6970:/1ib64/libaio.so0.1.0.1 instantclient_18_5/
TR

Apache Airflow S BB FFHATHHERXERRF Python ERHAR, ERANKRENEIRELH.

T3 ERER A BRI MR XM 8 HIE X,

BRTIBABHHNAS , W ELEREESR env_var_plugin_oracle.py.

from airflow.plugins_manager import AirflowPlugin
import os
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os.environ["LD_LIBRARY_PATH"]="'/usr/local/airflow/plugins/instantclient_18_5"
os.environ["DPI_DEBUG_LEVEL"]1="64"

class EnvVarPlugin(AirflowPlugin):
name = 'env_var_plugin'
Plugins.zip

THSRERPMMEBIL plugins.zip. LEHPNARATUEREMABHERANZHEUESHAE
—plugins.zipfE=,

BiE/EX B SHRE

1. EENHTRTIERP , BEF oracle_pluginB . Hln

cd oracle_plugin

2. ¥ plugins.zip #EB#Einstantclient_18_58 &, 0 :
zip -r ../plugins.zip ./
BB TRAFTEER

oracle_plugin$ 1s
client.zip instantclient_18_5

3. BKclient.zip &%, #im :

rm client.zip

B4 env_var_plugin_oracle.py &%

1. # env_var_plugin_oracle.py {ER#I¥E plugins.zip IR B &, Hlan :

zip plugins.zip env_var_plugin_oracle.py

2. &M plugins.zip RESZETYIERE :

env_var_plugin_oracle.py
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instantclient_18_5/

Airflow #HRE2 18

R EFE AR Apache Airflow v2 |
Airflow #HREEIH, HEE S TH#E

®RESR?
s THRUOMAELRESHF PR requirements. txt EER ELEE $HY Amazon S3 fFEFErf8 L & Python #
Qe

o THRRWMMELREHFE DAG BB -EZE Amazon S3 EFIFEFH dags ERRFIEHLEH
DAGs.,

« E—FTHRNMELEF PR plugins. zipER LEE PHY Amazon S3 TR E B IMEHE

554% Fi8core.lazy_load_plugins : False Apache
FSECHAREERA 2 FHARER,

:I:I'H :IJI'H

|2

£ Amazon MWAA £ DAG HE[E

Apache Airflow TAEZ& LA UTC+0 HERREME mBIRE (DAG). T 3L ERERBA MM EE Amazon
MWAA £/ Pendulum #1417 DAGsK B, & , ZAEBREBNMEY BIMMER | IBERRE
Apache Airflow BEZEHIEEE,

£

- WRE

o FORIGH

- BEVAEERXUEE Airflow BFEHHEFE

« E1I plugins.zip

- EIPIREEE

- BESR?
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[N

A AR EE ENEXBEFIEE Python 3.10 F#Y Apache Airflow v2 1 Python 3.11 H#J
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

FORIRHF

FEEALEE ENEHIEAR  EFETIIERE

« Amazon MWAA IR3E,

S|
ERALERE EWEABREIITZERZRANTIT,
B SR SUBE Airflow B Frh 0B B

Apache Airflow 2ERBBE plugins B &P E1T Python BR. A TINBER K BUUBEEY
TERMEFE |, LUME TR Apache Airflow B A BEHEE,

1. plugins REMBATAHEREYEA NB&K , AREEE Bik, Hlm:

$ mkdir plugins
$ cd plugins

2. BRTIEXNBHFINAR , YEA#EFETS dag-timezone-plugin.py ERRFH

plugins,.

import time
import os

os.environ['TZ'] = 'America/Los_Angeles'
time.tzset()

3. 1 pluginsB&d , BiUEA WZH Python BR__init_ .py. &Mplugins B &KEZELL
RUTRA :

plugins/
|-- __init__.py
| -- dag-timezone-plugin.py
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1] plugins.zip

TOZRRALAEY plugins.zip, HWEFHNARTUEEMABEXN —EMESHAE

—plugins.zipfE=R,

1. EENGSRERRFERTS , EEE L —ELSBMW plugins B &k, Hi0 :

cd plugins

2. BfEipluginsB#&FHRE,

zip -r ../plugins.zip ./

3. plugins.zip LEEZEHK S3 #iEFrHE

aws s3 cp plugins.zip s3://your-mwaa-bucket/

gEHIENES

HERE DAG BITHI AR E (UTC+0) , HPIER B R Pendulum KIEXE , Python EXERTH
RAEFRFERE B R,

1. EowRRH , BEEFK DAGsH &%, fian :

cd dags

2. EBRTIEFNRELREER tz-aware-dag.pyo

from airflow import DAG

from airflow.operators.bash_operator import BashOperator
from datetime import datetime, timedelta

# Import the Pendulum library.

import pendulum

# Instantiate Pendulum and set your timezone.
local_tz = pendulum.timezone("America/Los_Angeles")

with DAG(
dag_id = "tz_test",
schedule_interval="0 12 * * *",
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catchup=False,
start_date=datetime(2022, 1, 1, tzinfo=local_tz)
) as dag:
bash_operator_task = BashOperator(
task_id="tz_aware_task",
dag=dag,
bash_command="date"

)

3. ¥1TT% AWS CLI &% , # DAG ERIBIRBWHEFITE | REME A Apache Airflow Ul g5
DAG.,

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MBI, BSWEEL tz_test DAG F WA BSEtz_aware_taskFWUATREA :

[2022-08-01, 12:00:00 PDT] {{subprocess.py:74}} INFO
c', 'date']

[2022-08-01, 12:00:00 PDT] {{subprocess.py:85}} INFO
[2022-08-01, 12:00:00 PDT] {{subprocess.py:89}} INFO
[2022-08-01, 12:00:00 PDT] {{subprocess.py:93}} INFO
code 0

[2022-08-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as

SUCCESS. dag_id=tz_test, task_id=tz_aware_task, execution_date=20220801T190033,
start_date=20220801T190035, end_date=20220801T190035

[2022-08-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-08-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

Running command: ['bash', '-

Output:
Mon Aug 1 12:00:00 PDT 2022
Command exited with return

®REIR?

- E—F THRUMELEFPAEplugins. zipER LEZE FH Amazon S3 RFEFEZE B /=
o

B I CodeArtifact L

MREEA CodeArtifact Z4& Python fBK 1% , Amazon MWAA EEERAPNZHF. BE
FoEF Amazon MWAA E# /TR 1ZE CodeArtifact f{12E , BAI LAER R EIIESEALE
FAPIP_EXTRA_INDEX URLZFFERRE o
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THEBRBPMMEIBBIECSE , ZIESBER get_authorization_token CodeArtifact API
BEEERERB R EMGEENFR,

£

- R

. SERIEH
BB

- BHRXE

- BRESR?

[T

&R LATE Python 3.10 A Apache Airflow v2 1 Python 3.11 RERA N EEMNEXNIEE . hitps:/
peps.python.org/pep-0619/

FORIRH

HEEALEE ELNEHIERT  £FETHIEE :

« Amazon MWAA IRiE,
« CodeArtifact f1ZE , B EEARERSRENMEAMN,

R

EETHEE CodeArtifact ZF I ASHE R E A Amazon S3 Amazon MWAA | ¥ BEHITABHFERT
HIFFT,

« codeartifact:GetAuthorizationToken E{E/LEF Amazon MWAA £ CodeArtifact #EEUET#E
o THEEREAEEINWEE CodeArtifact R FFFAI, BB BREN AP ERE ,
WIEEERHFEREFINHEE , E—SREEEEHHNFI

{
"Effect": "Allow",
"Action": "codeartifact:GetAuthorizationToken",
"Resource": "arn:aws:codeartifact:us-west-2:*:domain/*"
}
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I CodeArtifact GetAuthorizationToken APl I2EEE sts:GetServiceBearerTokenE)
B, IRESERER |, EpipiBE CodeArtifact £ SEHEEERMLAFRAZE
. BEEREE CodeArtifact BFESEAEHEES , ARENBITACACKEARET
sts:GetServiceBearerToken , MR ¥ B R BRI Fr 5,

{
"Sid": "AllowServiceBearerToken",
"Effect": "Allow",
"Action": "sts:GetServiceBearerToken",
"Resource": "*"

}

P

T35 BRER A A I EH CodeArtifact F R B ED1E = 15,
1. BHTIHEXRHFNAE , LEFRBFEEFS code_artifact_startup_script.sh,

#!/bin/sh

# Startup script for MWAA, refer to https://docs.aws.amazon.com/mwaa/latest/
userguide/using-startup-script.html

set -eu

# setup code artifact endpoint and token

# https://pip.pypa.io/en/stable/cli/pip_install/#cmdoption-@

# https://docs.aws.amazon.com/mwaa/latest/userguide/samples-code-artifact.html

DOMAIN="amazon"

DOMAIN_OWNER="112233445566"

REGION="us-west-2"

REPO_NAME="MyRepo"

echo "Getting token for CodeArtifact with args: --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER"

TOKEN=$(aws codeartifact get-authorization-token --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER | jq -r '.authorizationToken')

echo "Setting Pip env var for '--index-url' to point to CodeArtifact"

export PIP_EXTRA_INDEX_URL="https://aws:$TOKEN@$DOMAIN-

$DOMAIN_OWNER.d.codeartifact.$REGION.amazonaws.com/pypi/$REPO_NAME/simple/"

echo "CodeArtifact startup setup complete"
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2. EEFZREESENERRK, EcpHFETAESRFER , BETHBLEEZNRETE. £
amzn-s3-demo-bucket MR BIEHEA.

aws s3 cp code_artifact_startup_script.sh s3://amzn-s3-demo-bucket/
code_artifact_startup_script.sh

WA , Amazon S3 S H AR URL BEE :

upload: ./code_artifact_startup_script.sh to s3://amzn-s3-demo-bucket/
code_artifact_startup_script.sh

FEESHRR , CNRESERDBFEMALHITESH,

®REIR?

. THRUNAERABRBESEBE b BiTENIIRE he section called “E AR BN IS,

o TERIMMAELEHIFHE DAG BRI LEZE Amazon S3 REEFEFEFH dags BB RHTIEH EH
DAGs,

« - THRUNMELESPEplugins. zipER ELEE FH Amazon S3 REFIFB ZE BT /MR
o

£/ Apache Hive #l Hadoop #3 HET /A EMER

Amazon MWAA €4 A AREplugins.zipZE /usr/local/airflow/plugins, ER AR
THMUEIFIEEENARS. LA, Apache Airflow BEREIBEE plugins BR KRB #HIT Python &
RENWARE , BEEARENSICRERY., TIEHHIFZEL IR Amazon Managed Workflows for
Apache Airflow 3R £ Apache Hive 1 Hadoop B2 HETABRERANS R , I EHMH 5T/
BRAM-#NEREER,

F&E

-« BE

. FRIGH

- HERR

- TEMAMNE

®REBLSR? 303
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- BEISNEHER

* Plugins.zip
- FHIFEXT

« Airflow #H5Ei218
- BRELER?

[N

& 7] LAE Python 3.10 £ Apache Airflow v2 1 Python 3.11 RER L EEN RN IEEF, hitps:/
peps.python.org/pep-0619/

FORIRAF

HEERAMER ENHEFREXS  EFETHEE

« Amazon MWAA IRiE,

AR
EA I B LAV A T FEEREANFTA,
=R

HECALEEEANSEMNRENE  FR TIEREREEEN requirements. txt. EEE—F T
R | 2B L% Python MK %,

-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt
apache-airflow-providers-amazon[apache.hive]

T EA UK

Amazon MWAA 27 &{8 Amazon MWAA R8s M1 TEE AR SR/usr/local/airflow/
pluginst , # plugins.zip WREHIMZE . ERARK - EMEMEZENIIRIE, TIHSRRPUM
HEBTIAEEXMENESR,

1. EGPERFERH  BEZLERI/NBEINNE &, Flw
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cd plugins

2. fEB TR Hadoop , filgn :

wget https://downloads.apache.org/hadoop/common/hadoop-3.3.0/hadoop-3.3.0.tar.gz

3. REETE Hive , B :

wget https://downloads.apache.org/hive/hive-3.1.2/apache-hive-3.1.2-bin.tar.gz

4. Eﬁaﬁo 15“&” .

mkdir hive_plugin

5. $AHY Hadoop.

tar -xvzf hadoop-3.3.0.tar.gz -C hive_plugin

6. #EHY Hiveo

tar -xvzf apache-hive-3.1.2-bin.tar.gz -C hive_plugin

BRI AEMER

Apache Airflow EEREBEHTI/HHERERKH Python BENAR., EARRENESTRREH.
T3IHERER A BRI MR XM HIRE X,

1. EENGTSRRFRP , BEE hive_pluginB &, i :

cd hive_plugin

2. BRTIEXNBEHLNAS , WEXRERFEFES hive_plugin.py hive_pluginB &+

from airflow.plugins_manager import AirflowPlugin

import os

os.environ["JAVA_HOME"]="/usr/lib/jvm/jre"
os.environ["HADOOP_HOME"]="'/usr/local/airflow/plugins/hadoop-3.3.0"
os.environ["HADOOP_CONF_DIR"]="'/usr/local/airflow/plugins/hadoop-3.3.0/etc/hadoop"’
os.environ["HIVE_HOME"]='/usr/local/airflow/plugins/apache-hive-3.1.2-bin’
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ERAEER

os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/plugins/

hadoop-3.3.0:/usr/local/airflow/plugins/apache-hive-3.1.2-bin/bin:/usr/local/

airflow/plugins/apache-hive-3.1.2-bin/1ib"

os.environ["CLASSPATH"] = os.getenv("CLASSPATH") + ":/usr/local/airflow/plugins/

apache-hive-3.1.2-bin/1ib"
class EnvVarPlugin(AirflowPlugin):
name = 'hive_plugin'

3. BETINFHNAR , MEAEFERES .airflowignore hive_pluginB&HH

hadoop-3.3.0
apache-hive-3.1.2-bin

Plugins.zip

T 5 EERREBIMAEES plugins.zip. WEHIMARRTTAREMIMIER M Z

—plugins.zipfE=,

1. EENGSRAFRY  EEZE L —ESBRW hive_plugin B &, Hi40 :

cd hive_plugin

2. BfipluginsERKHHNAR,

zip -r ../hive_plugin.zip ./

i IR
THISWRB MR DAG RRBIUH B TR,
1. ESFRRT , BEEFR DAG BB EH. Fim :

cd dags

2. BRTIEXABHINAE , BEXEFHEFS hive.pyo

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

BHARE

Plugins.zip
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with DAG(dag_id="hive_test_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
hive_test = BashOperatox(
task_id="hive_test",
bash_command="'hive --help'

Airflow #HREi2 18

MR EFEA R Apache Airflow v2 |
Airflow #HEERIE, EEE—F TH

®rELSER?
o THRINAEHEFFrequirements. txtBR LEZE FH Amazon S3 #FETEE L & Python 1

4R

o THERWMMAELEHIPIE DAG BB LEZE Amazon S3 REFEFEFH dags BRI RAIESHEH
DAGs,

— 5 7 BIAE L EF FEplugins . zipE R EEZE FMY Amazon S3 REEETE Z 5 BT /MIE
jo

554G Fi8core.lazy_load_plugins : False Apache
FSECHAREERA 2 FHARER,

:I:IH ﬂliﬂ

% Apache Airflow PythonVirtualenvOperator 23 B 5] /MBFE R

T 5 €5 5IFR 88 anfal £ Amazon Managed Workflows for Apache Airflow £
FPythonVirtualenvOperator BET/MBEX &4 Apache Airflow,

FRE

. 1

- FTRGRA

- ER

. ER

« BRINEHEXSEHIEXTE

* Plugins.zip
. EHIFENTE

Airflow fHA&I121E 307



Amazon Managed Workflows for Apache Airflow EREEmR
« Airflow #HR&EIH
. BESE

[N

& T LA ME At B _E R X AS S4B Python 3.10 A9 Apache Airflow v2 #1 Python 3.11 F#Y
Apache Airflow v3. https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

TORIFRAF
EEEALEE EHEHRIE  CBETIES

« Amazon MWAA IRiE,

R
ERALERE ENEXBEIITZEEZRANTT,
=R

FEFALEE ENEMERE , F8 THMHKEREEELN requirements. txt, EEE—FT
iR | FE2E L% Python FHK,

virtualenv

BRI AEERX RN

Apache Airflow BB FHTAHERXNER KR Python ERNWAR., KAHEXSEZMBE
FFPythonVirtualenvOperator SiEEMRE , FHE Amazon MWAA B, TIITRERERT
ABEXNEHELE.

1. EENGSRRFRHD , BEZ L —HFM plugins Bk, #Hi :
cd plugins

2. EHRTIEABHFNAS , LEFRERFHEFA virtual_python_plugin.py.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
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Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:
bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd.append(f'--python={python_bin}")
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Plugins.zip

THSERERPMMET plugins. zipo

1. BEENHPRRFERS , BEE F—fvirtual_python_plugin.py®&& WHE%. a0

cd plugins

2. BffipluginsERRHPHAR,

Plugins.zip

309



Amazon Managed Workflows for Apache Airflow EREEmR

zip plugins.zip virtual_python_plugin.py

AR
TS BRI MAR T AFTHEERN DAG A,

1. EoTRT7P , EEEFK DAGC BEXBHE &, Hlu .

cd dags

2. EHTIEXBHINAS , LEAEFETFT AR virtualenv_test.pyo

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.operators.python import PythonVirtualenvOperator

from airflow.utils.dates import days_ago

import os

os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/.local/bin"
def virtualenv_fn():
import boto3

print("boto3 version ",boto3._ version_ )

with DAG(dag_id="virtualenv_test", schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:
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virtualenv_task = PythonVirtualenvOperator(
task_id="virtualenv_task",
python_callable=virtualenv_fn,
requirements=["boto3>=1.17.43"],
system_site_packages=False,
dag=dag,

Airflow #BREIE 18

R EFEH IR Apache Airflow v2 |
Airflow }HREEH, EEHE S TH#E

RELR?
o THRMAERES P requirements. txtEELEZE FH Amazon S3 REFETE KL ZE Python 18
Qe

o THERMAELEHITAE DAG BRI LEZE Amazon S3 REFEFEFH dags BRI RAIESHEHN
DAGs,

— ST RUNMENRESPEplugins. ziplER LEZE FH Amazon S3 EFETE LT E B /MNIE
10

F54% ¥¥¥core.lazy_load_plugins : FalseX Apache
ESREAERERRA 2 FHARER,

W W

A Lambda EZ A DAGs

THRXBEFIEHR AWS LambdaB B3R ELS Apache Airflow CLI £ , ¥ Amazon MWAA RiE
FHRAE@RIRE (DAG),

FRE

- 15

. SR
- MRkt

- BAIREH
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[N

I&T LA ME At B E R XSS B4 E Python 3.10 1Y Apache Airflow v2 #1 Python 3.11 H#%
Apache Airflow v3. https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

T RIRAF
EEEARENEGH  E4A

o B Amazon MWAA IRIEEFH AN EREREFEEER
- FERAKFH Python B{TEREIREAE Lambda BKE,

(@ Note

MR Lambda ERE MR Amazon MWAA IREM AR VPC /|, A LIEFAE R
% AN, EALER | Lambda BB TAEFEZEMIW Amazon Elastic

Compute Cloud (Amazon EC2) CreateNetworkInterface API IREMEF T, &R LUEFH
AWSLambdaVPCAccessExecutionRole AWSS EBURIZHILETF AT,

S|

EEGFANEE LLWRERBEM , Amazon MWAA BIENETABEERFI F 88,
{fTairflow:CreateCliTokenEitE, ZEAILAEA AmazonMWAAAirflowCliAccess AWSZ EBUR
RENEFT

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
]I
"Resource": "*"
}
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}

MEHMENR , 5528 Apache Airflow CLI BUER : AmazonMWAAAIrflowCliAccess.

MK

= ERE Apache Airflow v2 MIEFMRAEALKENGSES , TEEENNMEMKME. €A aws-mwaa-
docker-images % % Apache Airflow.

B

1. ¥ https : //https://console.aws.amazon.com/lambda/ BARL AWS Lambda &,
2. REEHBUTEEEZELZM Lambda BEH.
3. HEHEEL, BRTIEXE , U AENEREBRATIERXE !

« YOUR_ENVIRONMENT_NAME — Amazon MWAA RENE B,
« YOUR_DAG_NAME - &2 Z Nl i DAG B8,

import boto3

import http.client

import baseb4

import ast

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')

def lambda_handler(event, context):
# get web token
mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

)

conn = http.client.HTTPSConnection(mwaa_cli_token['WebServerHostname'])
payload = mwaa_cli_command + " " + dag_name
headers = {
'Authorization': 'Bearer ' + mwaa_cli_token['CliToken'],
'Content-Type': 'text/plain'
}
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conn.request("POST", "/aws_mwaa/cli", payload, headers)
res = conn.getresponse()

data = res.read()

dict_str = data.decode("UTF-8")

mydata = ast.literal_eval(dict_str)

return base64.b64decode(mydatal'stdout'])

4. BEIE,
BEBRIFELER Lambda =24 W AR,
EERFLN Lambda 2B 2R IHF A DAG , FFEA Amazon MWAA £ EE8EFZRIREMN
Apache Airflow Ul , RE#1T T S E4E :

a. 7t DAGsEME L , £ DAG BEH K EIERIF B & DAGs,

b. ELXRHITT , MEZH DAG HITHRKERERL., BB LERERFELinvoke_dagH
RES NRIMEGERE.

c. HBREABT , BELXHMITRERD.

ETREB Amazon MWAA IRERILA DAGs

TR FIEEE L Apache Airflow CLI &, A& , EXHEEE — @ Amazon MWAA IRIEFEH
EEEIRE (DAG) , EFREH Amazon MWAA BRIEFH LA DAG.

FE&E

-« BE

- SRIGH

- B

- MR

- BXiEE

[N

B LAE R EE ENEXBEFIHEE Python 3.10 B89 Apache Airflow v2 1 Python 3.11 &y
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/
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- MEEELEMRE Web RIRESFEER Amazon MWAA IRE , BIEERBIINRE,
- LEZHERIE Amazon Simple Storage Service (Amazon S3) T A& 6] DAG,

AT A

EEFANEELENERNGEY K SRENITAGLBEEFTEIT Apache Airflow CLI HAIFFA .
B LUERE AWSEZ BB EAmazonMWAAALirflowCliAccessRIEBF I EFT,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
]I
"Resource': "*"
}
]
}

MEHMET , 5528 Apache Airflow CLI BUZE : AmazonMWAAAiIrflowCliAccess.

MK

= E#B Apache Airflow v2 FIEMRAERLEXRES , TEEEANBMKM. F£A aws-mwaa-
docker-images R%& % Apache Airflow,

B

THRXFEGMRREEBNREFER DAG , LES —EREF WA DAG,

1. EREED , SEEFM DAG BB E %, Hlu :

cd dags

2. BHRHTIEXBHBINRE , Ui§HMAFA invoke_dag.py. & TFIERRAENER.
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 your-new-environment-name - ZEW /A DAG HWHAIRERRE.

« your-target-dag-id - REWAZHMIRFEHRH DAG ID,

from airflow.decorators import dag, task
import boto3

from datetime import datetime, timedelta
import os, requests

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

@task()
def invoke_dag_task(**kwargs):
client = boto3.client('mwaa')
token = client.create_cli_token(Name='your-new-environment-name')
url = f"https://{token['WebServerHostname']}/aws_mwaa/cli"
body = 'dags trigger your-target-dag-id'
headers = {
'Authorization' : 'Bearer ' + token['CliToken'],
'Content-Type': 'text/plain'
}

requests.post(url, data=body, headers=headers)

@dag(
dag_id=DAG_ID,
schedule_interval=None,
start_date=datetime(2022, 1, 1),
dagrun_timeout=timedelta(minutes=60),
catchup=False

)
def invoke_dag():
t = invoke_dag_task()

invoke_dag_test = invoke_dag()

3. BITTH AWSCLI @ % , #§ DAG BREGTRRNRAFITHR , RRER Apache Airflow Ul 52
DAG.

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. YR DAG RII#1T , B2E NWEKAFPWRBE LA THE Hinvoke_dag_tasko
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[2022-01-01, 12:00:00 PDT] {{python.py:152}} INFO - Done. Returned value was: None
[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=invoke_dag, task_id=invoke_dag_task, execution_date=20220101T120000,
start_date=20220101T120000, end_date=20220101T120000

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

B EWEIER DAG ENIFA , FEBEEFIRIKM Apache Airflow Ul , REHIT T IIENE :

a. 1= DAGsEM.L , £ DAG BEF K EE/IF B 1R DAGs,

ELR#TT , MERH DAG BITH B, HEEBLEREZFSBinvoke_dagift
BiEh WEFEHRER.
c. ERFEET, RELXHITEERS.

i H Amazon MWAA B2 Amazon RDS for Microsoft SQL
Server

I&TLAE A Amazon Managed Workflows for Apache Airflow E#£Z| RDS for SQL Server, T 5|34
X8 FE A Amazon Managed Workflows for Apache Airflow 31 £ DAGs HiE#HEZE Amazon RDS
for Microsoft SQL Server ¥ #1TEHM

£
UGS
. FTRIFH

« MMM
« Apache Airflow v2 JE4Z
- EIPIREEE

- BRESR?

[T

& T LA ME At B _E AR RS S5 #4 B Python 3.10 A9 Apache Airflow v2 #1 Python 3.11 H#Y
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/
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FORIRAF

HEERAMER ENHFEXS  EFETHEE

- Amazon MWAA IRE,

« Amazon MWAA #1 RDS for SQL Server 48R # Amazon VPC/ F#11T

« Amazon MWAA FfEiREEH VPC T2 B HEERE T FELR
» Amazon MWAA Z£EH#EH 2 Amazon RDS 1433 R EEEN B AR A
- A Amazon MWAA E RDS 1433 ZEEENE LR A

 RDS for SQL Server #9 Apache Airflow Connection & [ BR 5 BIF2 F 2 31 2 Amazon RDS SQL
Server ERIEMNEHETE, EiFE, FAEIBNER.

MR

EEFARGHNEGRRLE , FE TIEKERIEEEM requirements. txt. EEE—FS TH#H ,

nﬁ e Eﬁ ﬁ Python *E{K'Itil-o

apache-airflow-providers-microsoft-mssql==1.0.1
apache-airflow-providers-odbc==1.0.1
pymssql==2.2.1

Apache Airflow v2 E#5

WMRIEAE Apache Airflow v2 FERELR , FRE Airflow ERYH IS T HIR/ES

1. Conn ID : mssql_default

2. Conn & : Amazon Web Services
3. E#: YOUR_DB_HOST

4. REEHER

5. &A :admin

6. ZE:

7. EREIE 1433

8. EH:

TORIRE
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ERAEER

OIS

1.

2.

R TRRF , EEEFK DAG BABH B &, Hlm

cd dags

ERTHRNEEHNAS , BEFMEES sql-server.py.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import pymssql

import logging

import sys

from airflow import DAG

from datetime import datetime

from airflow.operators.mssql_operator import MsSqlOperator

from airflow.operators.python_operator import PythonOperator

default_args {
'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
'provide_context': True

dag = DAG(
'mssql_conn_example', default_args=default_args, schedule_interval=None)

drop_db = MsSqglOperator(
task_id="drop_db",
sql="DROP DATABASE IF EXISTS testdb;",
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mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_db = MsSqlOperator(
task_id="create_db",
sql="create database testdb;",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_table = MsSqlOperator(
task_id="create_table",
sql="CREATE TABLE testdb.dbo.pet (name VARCHAR(20), owner VARCHAR(20));",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

insert_into_table = MsSqlOperatoxr(
task_id="insert_into_table",
sql="INSERT INTO testdb.dbo.pet VALUES ('Olaf', 'Disney');",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

def select_pet(**kwargs):
try:
conn = pymssql.connect(
server="'sampledb.<xxxxxx>.<region>.rds.amazonaws.com',
user="'admin',
password="'<yoursupersecretpassword>"',
database="testdb'

# Create a cursor from the connection

cursor = conn.cursor()

cursor.execute("SELECT * from testdb.dbo.pet")
row = cursor.fetchone()

if row:
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print(row)
except:
logging.error("Error when creating pymssql database connection: %s",
sys.exc_info()[Q])

select_query = PythonOperatoxr(
task_id='select_query',
python_callable=select_pet,
dag=dag,

)

drop_db >> create_db >> create_table >> insert_into_table >> select_query

RESR?
o THERUOMELRESHF PR requirements. txt ER LEE $HY Amazon S3 fEFErf@ 2 & Python #
Qe

o THEWM{AITE ML EHIFAE DAG ERIE LEZE Amazon S3 fEZEFE M dags BRI RETIE R EH
DAGs.,

« RREAHIESHANEM pymssql EIELEH,

- E—F T WRUMAEEA Apache Airflow 2Z BRI mssql_operator E4FE Microsoft SQL &R EH
#1T SQL BXB.

¥ {E A Amazon MWAA B2 Amazon EKS

T I &5 ;&3 20l 5 F§ Amazon Managed Workflows for Apache Airflow #& & Amazon EKS.
£ |

- BRE

. FRIGH

« B3 Amazon EC2 I N E 18

- BUES

« BlmwaamAZMH

« BY mwaa B ZENAE

- BB Amazon EKS EEH IAM A6
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« E1I requirements.txt #&3%

#3I Amazon EKS ) & 2 B 5

# 37 kubeconfig

E#3 DAG

# DAG # kube_config.yaml 38 ZE Amazon S3 #7iTHE
SRR I 5 3% 6 451

[N

B ARt EE LR BEFIHEE Python 3.10 B89 Apache Airflow v2 1 Python 3.11 1 #J
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

FORIRAF

FEFEARNEEPNES , BFETHIEE :

« Amazon MWAA Igi&,
» ekscll, ZEEH—F TH K B2ELZE ekscil,
o kubectl, ZEE—STH K F2ELEMNMET kubectl, EEEIERT , EEHE eksctl — &8,

o EZEIT Amazon MWAA IRIBW[EE M EC2 €i8%, EEH S TH K F2REINEAELE
¥,

® Note
ERER eksctlm Tl , BUNLEE --profile RIEEFERUNNERER,

E3 Amazon EC2 I NE £ i
FEATHHS , RENVNLELBHEBEINESE,

ssh-keygen -y -f myprivatekey.pem > mypublickey.pub

ERE-STH K F2RENESRHNLEER,
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BURS

FATIHBSREBELESE, NMRECHREEENBITER  REFTANEFFELE , FRREBANE
HE, BXEEEY Amazon MWAA RIEVHEEEEHEVES., IR FHEBNE , IFEEAR
Amazon MWAA #5 Amazon VPC #8&# F#8k% . BUX B{BEssh-public-key , AFEEEANSE
W, BULERAMEBEESPRE Amazon EC2 WERE S , EE L Amazon MWAA RIERHEE 2
BHREIFHEE,

eksctl create cluster \

--name mwaa-eks \

--region us-west-2 \

--version 1.18 \

--nodegroup-name linux-nodes \

--nodes 3 \

--nodes-min 1 \

--nodes-max 4 \

--with-oidc \

--ssh-access \

--ssh-public-key MyPublicKey \

--managed \

--vpc-public-subnets "subnet-11111111111111111, subnet-2222222222222222222" \
--vpc-private-subnets "subnet-33333333333333333, subnet-44444444444444444"

EREVEEFE-ERE, TRAE K SUURBEECRIEY , YEATHIHTRE IAM OIDC
R"—IEE

eksctl utils associate-iam-oidc-provider \
--region us-west-2 \

--cluster mwaa-eks \

--approve

By mwaamBZ=E
BREECHIENLR , FEATYHSREIL Pod Win & ZEME,

kubectl create namespace mwaa
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B mwaa mMBZEENAE

BIMARZEE®R , 55 EKS EATHE MWAA TR ZEEHF#H1T Pod B Amazon MWAA EREEILA
ENACBERR, WREAFERATENGEZEER , 8 P80 mvaa IRABEBER-n mwaai &
o

cat << EOF | kubectl apply -f - -n mwaa
kind: Role
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: mwaa-role
rules:

- apiGroups:

- "apps"

- "batch"

- "extensions"
resources:

- "jobs"

- "pods"

- "pods/attach"

- "pods/exec"

- "pods/log"
"pods/portforward"
"secrets"

- "services"
verbs:

- "create"

- "delete"

- "describe"

- "get"

- "list"

- "patch"

- "update"
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:

name: mwaa-role-binding

subjects:

- kind: User
name: mwaa-service
roleRef:
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kind: Role
name: mwaa-role
apiGroup: rbac.authorization.k8s.io
EOF

HITTHHS , BEFACRTLUEE Amazon EKS #£5£., MREKRER mwaa , BEXEAEENSE
i

kubectl get pods -n mwaa --as mwaa-service

No resources found in mwaa namespace.

B E#E Amazon EKS EEH IAM A&

IBABERIN IAM At | REGEBEZT Amazon EKS (k8s) #5% |, MEARER IAM ETE D ERE.
HABEARBARSE , BREEMAEEAD API FEILEEFH,

5 FIEERA Amazon MWAA IREBE I FHH A EAmMazon MWAA #iTAG, FiB , BEE T FE
BEZEEDPFIRABER , BEETYIECK -

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:PublishMetrics",
"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/
${MWAA_ENV_NAME}"
},
{
"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"
]
},
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{

"Effect": "Allow",

"Action": [

"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"

]

}I
{

"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults",
"logs:DescribelLogGroups"

]I

"Resouxce": [

"arn:aws:logs:us-east-1:111122223333:10g-group:aixrflow-

${MWAA_ENV_NAME}-*"

]
},
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetxicData",
"Resource": "*"
}I
{

"Effect": "Allow",

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes”,
"sqs:GetQueuelrl",
"sqs:ReceiveMessage",
"sgs:SendMessage"

1,
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"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"
}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey",
"kms : GenerateDataKey*",
"kms :Encrypt"
]I
"NotResource": "arn:aws:kms:*:111122223333:key/*",
"Condition": {
"StringLike": {
"kms:ViaService": [
"sqs.us-east-1.amazonaws.com"
]
}
}
},
{

"Effect": "Allow",
"Action": [
"eks:DescribeClustex"

1,

"Resource": "arn:aws:eks:us-east-1:111122223333:clustex/
${EKS_CLUSTER_NAME}"

}
1

BUAGZE  FWE Amazon MWAA IR |, MERERIMARRIITAGHNAG, BEEEAR
&, FREZEEANKRE, SUUEFT TERIATHE,

EHEE

- FERRMESL[ME Amazon EKS BREHAE ARNs FECHEE, MRFEZRFHELRBEAE , MF
=fEHA Amazon MWAA REEVHWRKEAE, EEE—DS TH , 528 aws-auth configmap F2
EREN ABELEE

« 18R IAM 88 Amazon MWAA RSB E , SEEZEEKRRBEEE , Hl0 Amazon EC2 , A%
EHNACNEEBREUFESTYIEE -
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexvice": [
"airflow-env.amazonaws.com",
"airflow.amazonaws.com"

]

}I
"Action": "sts:AssumeRole"
}
]
}

BRE-S TR, F2RNAEE IAM £ BEAEEEE,

B 3 requirements.txt &%

HRERAAHPNEHENS , FEREEEKTIEP —BEREEENEE requirements. txto
ERE-STH , F2H L& Python MM,

kubernetes
apache-airflow[cncf.kubernetes]==3.0.0

37 Amazon EKS # & 25 IR &}

HEZETHHSHEIMNAEFER ARN , B Amazon EKS B3 &5 M5, # Region us-east-1
SFALEIVRENESE ., MKABH ARN , RRBRUEIRENHITABINK mvaa-execution-

role,

eksctl create iamidentitymapping \

--region us-east-1 \

--cluster mwaa-eks \

--arn arn:aws:iam::123456789012:role/mwaa-execution-role \
--username mwaa-service
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#1] kubeconfig

FATHWmHREL kubeconfig :

aws eks update-kubeconfig \
--region us-west-2 \

--kubeconfig ./kube_config.yaml \
--name mwaa-eks \

--alias aws

MRBEAITRHEA S EREREupdate-kubeconfig , AIEERERFTIEZE kube_config.yaml #E%R
B env:[EE , MEHEE Amazon MWAA #EEIER., BEEEM , FH BRMBRTIIEE , REFRET

—~

|/

env:
- name: AWS_PROFILE
value: profile_name

B3I DAG

FERATHEXFEHIZREIL Python iR , #1200 mwaa_pod_example.py DAG #Y o

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN

CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from datetime import datetime

from airflow.providers.cncf.kubernetes.operators.kubernetes_pod import
KubernetesPodOperator

default_args = {
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ERAEER

'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),

'provide_context': True

dag = DAG(

'kubernetes_pod_example', default_args=default_args,

#use a kube_config stored in s3 dags folder for now

schedule_interval=None)

kube_config_path = '/usr/local/airflow/dags/kube_config.yaml'

podRun = KubernetesPodOperator/(
namespace="mwaa",

image="ubuntu:18.04",

cmds=["bash"],

arguments=["-c",

labels={"foo": "bar"},
name="mwaa-pod-test",
task_id="pod-task",

get_logs=True,
dag=dag,

is_delete_operator_pod=False,
config_file=kube_config_path,

in_cluster=False,

cluster_context="aws'

)

# DAG # kube_config.yaml #1#8 % Amazon S3 174788

#4423 I ) DAG # kube_config.yaml KA Amazon MWAA RIEH Amazon S3 f#FETEE,
A LAEA Amazon S3 £ A AEERMAFIFZEE AWS Command Line Interface,

% FH 3 i 5% 5 451

£ Apache Airflow # , BRI &8 , AR B XEH,
FRINATE TR 2% , BEA TS5 REE Pod :

kubectl get pods -n mwaa

RS E LT PR B

# DAG # kube_config.yaml #1388 % Amazon S3 f#FirEE
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NAME READY STATUS RESTARTS AGE
mwaa-pod-test-aallbb22cc3344445555666677778888 @/1 Completed @ 2m23s

RE , BAULMER T 5T REME Pod MEaH, #EBERRAL—EdTEENE

kubectl logs -n mwaa mwaa-pod-test-aallbb22cc3344445555666677778888

{FF B4 ZE Amazon ECS ECSOperator

AEBERBAWMAER # Amazon MWAA ECSOperatoriE#ZE Amazon Elastic Container Service
(Amazon ECS) &8, ETHLZRF , LS HELENFAIRNRENHATAR, £ CloudFormation
A Amazon ECS Fargate & & , EREV Y HEEREHREEN DAG,

&

TS

. FRIGH

« B3 Amazon ECS &

- BRI

[N

B LAME R EE X BEFIFEE Python 3.10 1Y Apache Airflow v2 #1 Python 3.11 H#Y
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

FORIRH

FEEALEE ENEHERAT  £FETIIERE :

« Amazon MWAA IRIE,

S|

. BIRBNPITABTEENT , T AT Amazon ECS B#TERK. BRI LUE AmazonECS_FullAccess
T AWSEBREEZZNHTACL , BT TR SHEZZTENATAE,
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ERAEER

"Version":"2012-10-17",
"Statement": [

JSON

{
{
},
{
}

1
}

"Sid": "VisualEditor0",

"Effect": "Allow",

"Action": [
"ecs:RunTask",
"ecs:DescribeTasks"

1,

"Resource": "*"

"Action": "iam:PassRole",
"Effect": "Allow",
"Resource": [

nmgn

1,
"Condition": {
"StringLike": {

"iam:PassedToService":

"ecs-tasks.amazonaws.com"

« BRT FTI81E Amazon ECS H#ITEKFIENEFRI 25 |, BEABEEH Amazon MWAA Si1TAEH
#9 CloudWatch Logs BURRIR, , S A FFFE Amazon ECS F# B8 , W T~ FTR. Amazon
ECS Hi#E&#H 2 H CloudFormation E4<4f H1% the section called “E 3 Amazon ECS #5&7,

"Effect": "Allow",

"Action": [

"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",

#
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"logs:GetQueryResults"

1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:airflow-environment-name-*",
"arn:aws:logs:*:*:log-group:ecs-mwaa-group:*"

% Amazon MWAA #{TA U R IMEEBRNFMER , F2H AiT8E,

s

3 Amazon ECS #£&

£ T % CloudFormation &7 , #&#&# & Amazon ECS Fargate # 5L EHE Amazon MWAA ITER
BER, MEFMEF , 5528 (Amazon Elastic Container Service BiZ¥ A B3 ®E) FHEVEKE
Fo

1. FEATIHENBEIL JSON ER , UEHFETF A ecs-mwaa-cfn. json,

"AWSTemplateFormatVersion": "2010-09-09",

"Description": "This template deploys an ECS Fargate cluster with an Amazon
Linux image as a test for MWAA.",

"Parameters": {

"VpcId": {
"Type": "AWS::EC2::VPC::Id",
"Description": "Select a VPC that allows instances access to ECR, as
used with MwWAA."
1,

"SubnetIds": {
"Type": "List<AWS::EC2::Subnet::Id>",
"Description": "Select at two private subnets in your selected VPC, as
used with MWAA."
},
"SecurityGroups": {
"Type": "List<AWS::EC2::SecurityGroup::Id>",
"Description": "Select at least one security group in your selected
VPC, as used with MwWAA."
}
},

"Resources": {
"Cluster": {
"Type": "AWS::ECS::Cluster",
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"Properties": {
"ClusterName": {
"Fn::Sub": "${AWS::StackName}-cluster"

}
}
I
"LogGroup": {
"Type": "AWS::Logs::LogGroup",
"Properties": {
"LogGroupName": {
"Ref'": "AWS::StackName"
I
"RetentionInDays": 30
}
},

"ExecutionRole": {
"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ecs-tasks.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

iy
"ManagedPolicyArns": [
"arn:aws:iam::aws:policy/service-role/
AmazonECSTaskExecutionRolePolicy"

]

},
"TaskDefinition": {
"Type": "AWS::ECS::TaskDefinition",
"Properties": {
"Family": {
"Fn::Sub": "${AWS::StackName}-task"
},
"Cpu": 2048,
"Memory": 4096,
"NetworkMode": "awsvpc",
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"ExecutionRoleArn": {

"Ref": "ExecutionRole"
},
"ContainerDefinitions": [
{
"Name": {

"Fn::Sub": "${AWS::StackName}-container"

.
"Image": "137112412989.dkr.ecr.us-east-1.amazonaws.com/

amazonlinux:latest",
"PortMappings": [

{
"Protocol": "tcp",
"ContainerPort": 8080,
"HostPort": 8080
}
1,
"LogConfiguration": {
"LogDriver": "awslogs",
"Options": {
"awslogs-region": {
"Ref": "AWS::Region"
},
"awslogs-group": {
"Ref": "LogGroup"
I
"awslogs-stream-prefix": "ecs"
}
}
}
1,
"RequiresCompatibilities": [
"FARGATE"
]

.
"Service": {
"Type": "AWS::ECS::Service",
"Properties": {
"ServiceName": {
"Fn::Sub": "${AWS::StackName}-service"
.
"Cluster": {
"Ref": "Cluster"
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I
"TaskDefinition": {
"Ref": "TaskDefinition"

.
"DesiredCount": 1,
"LaunchType": "FARGATE",
"PlatformVersion": "1.3.0",
"NetworkConfiguration": {
"AwsvpcConfiguration": {
"AssignPublicIp": "ENABLED",
"Subnets": {
"Ref": "SubnetIds"
},
"SecurityGroups": {
"Ref": "SecurityGroups"

2. EEMHSRTRFERHR , FATH AWS CLI i S REMLFWHE, BNEH
SecurityGroups#l EEU{SubnetIds® Amazon MWAA IRIEZ £ B E M F RN E,

aws cloudformation create-stack \

--stack-name my-ecs-stack --template-body file://ecs-mwaa-cfn.json \

--parameters ParameterKey=SecurityGroups,ParameterValue=your-mwaa-security-group \
ParameterKey=SubnetlIds,ParametexValue=your-mwaa-subnet-1\\, your-mwaa-subnet-1 \
--capabilities CAPABILITY_IAM

®E , BALUFERA TS shell S, EFBEMFEA get-environment AWS CLI s SHEEURIR
BLREFENFRENSLEE , ARNEERRHE, BEHTESE , FRTTIEE

a. BERIESE 6 YAESEREAE CloudFormation Ei4ecs-stack-helper.shi#EH B
#%.

#!/bin/bash

joinByString() {
local separator="$1"
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shift

local first="$1"

shift

printf "%s" "$first" "${@/#/$separator}"

response=$(aws mwaa get-environment --name $1)
securityGroupId=$(echo "$response" | jq -r

' .Environment.NetworkConfiguration.SecurityGroupIds[]"')
subnetIds=$(joinByString '\,' $(echo "$response" | jq -r

' .Environment.NetworkConfiguration.SubnetIds[]'))
aws cloudformation create-stack --stack-name $2 --template-body file://ecs-
cfn.json \
--parameters ParameterKey=SecurityGroups,ParameterValue=$securityGroupId \

ParameterKey=SubnetIds,ParameterValue=$subnetIds \
--capabilities CAPABILITY_IAM

b. FRAUTHEHITIESE. i environment-namef Bfstack-name BEEH .

chmod +x ecs-stack-helper.sh
./ecs-stack-helper.bash environment-name stack-name

MR , BESELUTERH CloudFormation & ID ByEH,

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-ecs-
stack/123456e7-8ab9-01cd-b2fb-36cce63786c9"

}

CloudFormation & I AWS #iZE Amazon ECS EiR#% , B A LAE M M & DAG,

BB

1. FAB&STRER K RARBEEEFH DAG BXABHE &, i :

cd dags
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2. BRTIEXNGEHANAS , WESKERFEFS mwaa-ecs-operator.py , ARERAEHFH DAG L&

% Amazon S3,

from http import client

from airflow import DAG

from airflow.providers.amazon.aws.operators.ecs import ECSOperator
from airflow.utils.dates import days_ago

import boto3

CLUSTER_NAME="mwaa-ecs-test-cluster" #Replace value for CLUSTER_NAME with your
information.

CONTAINER_NAME="mwaa-ecs-test-container" #Replace value for CONTAINER_NAME with
your information.

LAUNCH_TYPE="FARGATE"

with DAG(
dag_id = "ecs_fargate_dag",
schedule_interval=None,
catchup=False,
start_date=days_ago(1)
) as dag:
client=boto3.client('ecs')
services=client.list_services(cluster=CLUSTER_NAME, launchType=LAUNCH_TYPE)

service=client.describe_services(cluster=CLUSTER_NAME, services=services['serviceArns'])

ecs_operator_task = ECSOperator(
task_id = "ecs_operator_task",
dag=dag,
cluster=CLUSTER_NAME,
task_definition=service['services'][@]['taskDefinition'],
launch_type=LAUNCH_TYPE,
overrides={
"containerOverrides": [
{
"name" : CONTAINER_NAME,
"command":["1s", "-1", "/"1,
},
1,
},

network_configuration=service['services'][@]['networkConfiguration'],
awslogs_group="mwaa-ecs-zero",
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awslogs_stream_prefix=f"ecs/{CONTAINER_NAME}",

(@ Note

£ &1 DAG #F , 1 awslogs_group , BAIREEEFE A Amazon ECS £ B
BHENEBRIENBFFE, LHEPIHREREAR AR Hmnwaa-ecs-zero, HRN
awslogs_stream_prefix , & A Amazon ECS ¥ B#EERFH, WEHHRERARE
BRFHE ecs.

3. HITTII AWS CLI @87 , #§ DAG BERIERBNREFITR | REFEA Apache Airflow Ul g3
DAG.

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. WRMKI , BEE ecs_fargate_dag DAG AH ¥ Hifecs_operator_taskHEESEMUT
g -

[2022-01-01, 12:00:00 UTC] {{ecs.py:300}} INFO - Running ECS Task -

Task definition: arn:aws:ecs:us-west-2:123456789012:task-definition/mwaa-ecs-test-
task:1 - on cluster mwaa-ecs-test-cluster

[2022-01-01, 12:00:00 UTC] {{ecs-operator-test.py:302}} INFO - ECSOperator
overrides:

{'containerOverrides': [{'name': 'mwaa-ecs-test-container', 'command': ['ls',6 '-1"',

'/"'131}

[2022-01-01, 12:00:00 UTC] {{ecs.py:379}} INFO - ECS task ID is:
e012340b5e1b43c6a757cf012c635935

[2022-01-01, 12:00:00 UTC] {{ecs.py:313}} INFO - Starting ECS Task Log Fetcher
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] total

52
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
lrwxrwxrwx 1 root root 7 Jun 13 18:51 bin -> usr/bin

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
XI-X 2 root root 4096 Apr 9 2019 boot
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XTI -X 5 root root 34@ Jul 19 17:54 dev
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XI-X 1 root root 4@96 Jul 19 17:54 etc
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[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XTI -X 2 root root 4096 Apr 9 2019 home

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 7 Jun 13 18:51 1lib -> usr/lib

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 9 Jun 13 18:51 1ib64 -> usr/lib64

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO [2022-07-19, 17:54:03 UTC] drwxr-
XTI -X 2 root root 4096 Jun 13 18:51 local

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XTI -X 2 root root 4096 Apr 9 2019 media

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XT-X 2 root root 4096 Apr 9 2019 mnt

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XT-X 2 root root 4096 Apr 9 2019 opt

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
Xxr-x 103 root root @ Jul 19 17:54 proc

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xzr-
x-\-\- 2 root root 4096 Apr 9 2019 root

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XI-X 2 root root 4096 Jun 13 18:52 run

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 8 Jun 13 18:51 sbin -> usr/sbin

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XT-X 2 root root 4096 Apr 9 2019 srv

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
Xxr-x 13 root root @ Jul 19 17:54 sys

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
drwxrwxrwt 2 root root 4096 Jun 13 18:51 tmp

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
xr-x 13 root root 4096 Jun 13 18:51 usr

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
xr-x 18 root root 4096 Jun 13 18:52 var

[2022-01-01, 12:00:00 UTC] {{ecs.py:328}} INFO - ECS Task has been successfully
executed
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B Amazon MWAA £ dbt

A EFERE A4 B Amazon MWAA £/ dbt 1 Postgres, £ FHIS B S | SISHB L ERNHEKES
B requirements. txt , WS G dbt BR - EEEIREM Amazon S3 fFEFETE. AR, BB
FAgi5 DAG KE#FE Amazon MWAA E REM kM , B A BashOperator R#4T dbt BE,

£
G
- SRR

o MM
« # dbt X F{&EZE Amazon S3
- £/ DAG BRE dbt KM ZE

« {5/ DAG #1T dbt EEE

TN

i&T LA ME At B E _E R XS S4B Python 3.10 Y Apache Airflow v2 #1 Python 3.11 H#Y
Apache Airflow v3. https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

TORIFRAF
EEAUZRTISRZH , LHBEETHIER

« £/ Apache Airflow 2.2.2 BR#) Amazon MWAA IRiE, HEFISRE , A EA v2.2.2 #THIE, &
AREEE(S & B , LAEEfth Apache Airflow iR A ELFE A,

o Eifj] dbt EER, ZEERKBEA dbt BE Amazon MWAA , EAIUEIT 9% , I {# dbt-labs GitHub f#
FEESE dot AFIEZR, GitHub

MR

& E % Amazon MWAA E2 dbt #EELER , B THRBIECIBHEERNIRE, EEH - TH
2B A Amazon MWAA & ARKEIIE S8,

30

#!/bin/bash

if [[ "${MWAA_AIRFLOW_COMPONENT}" !
then

"worker" 1]
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exit 0
fi
echo L n
echo "Installing virtual Python env"
echo L n

pip3 install --upgrade pip

echo "Current Python version:"
python3 --version
echo "..."

sudo pip3 install --user virtualenv
sudo mkdir python3-virtualenv

cd python3-virtualenv

sudo python3 -m venv dbt-env

sudo chmod -R 777 *

e Poccooooooooooooooooooosoosooos "
echo "Activating venv in"
$DBT_ENV_PATH

e Pocccoocooosooosooooooosooooooo "

source dbt-env/bin/activate

pip3 list

echo L n
echo "Installing libraries..."

echo L n

# do not use sudo, as it will install outside the venv
pip3 install dbt-redshift==1.6.1 dbt-postgres==1.6.1

echo M---mm - "
echo "Venv libraries..."
echo N o o e o e e e o e o e e e e e e e e e e e 2 n

pip3 list
dbt --version

eChO L "
echo "Deactivating venv..."
eChO L "
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deactivate

ETHRE S , 48 LE dot EE B #ZE Amazon S3 , #1917 DAG , LAERFE Amazon MWAA & E
RINZEFTER dbt MK M,

#% dbt &R &% Amazon S3

EEH dbt EXRE Amazon MWAA IRIBEBEFEHR , £ULUEREAZERB & LEERENdagsERIK,
BRREEHE , Amazon MWAA €1 dbt B8 TEHZEXRMusr/local/airflow/dags/ERRK,

7% dbt EE E{EZE Amazon S3

1. BEEHEH dbt AFERMNE &,

2. #1TT %] Amazon S3 AWS CLI command , £ --recursive ZBLUEEF RN EEERBTER
BBIRIENdagsERIR, MPEEILRA NFEBEHKIbt , TANFE dot ER, MR FEKERE
£ ERERSRRIREER, MEFSEIFNEH, TP EEELBEAPIERN dbt B
8T B %,

aws s3 cp dbt-starter-project s3://amzn-s3-demo-bucket/dags/dbt/dbt-starter-project
--recursive

BRUEHHERTFEREATRNER , £Rdbt B HFEMZE dbt R,

£/ DAG BasE dbt FHikEL#

T %I DAG £/ BashOperator#l bash @55 RERFE Amazon MWAA ZRARERINZ S FIEEMN dbt 4
fktErequirements. txt,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="dbt-installation-test", schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:

cli_command = BashOperator(

task_id="bash_command",

bash_command="/usr/local/airflow/python3-virtualenv/dbt-env/bin/dbt --version"

)
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AT THBMERFEUER B |, YR ERE dot REAMKM.

1. EBEZE Amazon MWAA 2 & |, ARR T ARRFEFIERE Open Airflow Ul,

2. 1£ Apache Airflow Ul £ | ##/7EE#HS# dbt-installation-test DAG , A% Last Runi#
FiEiE H UG R — B IER.

3. FEABFHEE , EEbash_commandEHARBES AT EEFMAEN.
4. BEHFUBBIIKAG K AZBRBAFZRERIIERME FHEEH dbt ik

Krequirements.txto

5/ DAG #1117 dbt E=R

T %) DAG {8 BashOperator#§ EE%| Amazon S3 #J dbt EEMA#usr/local/airflow/
dags/B#EHEITTEA/tmp B #& , REHIT dbt BER, bash P ERIZB A AP dot ERdbt-
starter-project. RIBEXZRAHEN B BB NB HEBE,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

import os
DAG_ID = os.path.basename(__file__).replace(".py", "")
# assumes all files are in a subfolder of DAGs called dbt

with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:

cli_command = BashOperator(

task_id="bash_command",

bash_command="source /usr/local/airflow/python3-virtualenv/dbt-env/bin/activate;\

cp -R /usr/local/airflow/dags/dbt /tmp;\

echo 'listing project files:';\

1s -R /tmp;\

cd /tmp/dbt/mwaa_dbt_test_project;\

/usr/local/airflow/python3-virtualenv/dbt-env/bin/dbt run --project-dir /tmp/dbt/
mwaa_dbt_test_project --profiles-dir ..;\

cat /tmp/dbt_logs/dbt.log;\

rm -rf /tmp/dbt/mwaa_dbt_test_project"

i DAG 1T dbt X 344



Amazon Managed Workflows for Apache Airflow EREEmR

)

AWS ZREIE M ERE

« £/ Amazon EKS H Amazon MWAA for Apache Airflow v2.x

AWS ERERMBEBRE 345


https://dev.to/aws/working-with-amazon-eks-and-amazon-managed-workflows-for-apache-airflow-v2-x-k12
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Amazon Managed Workflows for Apache Airflow #R{EE

AIE5E R E A Amazon Managed Workflows for Apache Airflow BF 2 HH REEK,
FrE

« Amazon MWAA E Apache Airflow B 3XBEFAR

- £ requirements.txt FEIE Python MM

Amazon MWAA £ Apache Airflow BIZXBEFR

A EERA WA EF F9& Amazon Managed Workflows for Apache Airflow 3RIEHI %AETE Amazon
MWAA £ Apache Airflow #H 88818,

AEN
« ¥18 Apache Airflow #H 58818
+ Apache Airflow HF285

* Parameters
- Rl
- DAG BRI
* Parameters
- DAG fE%
» Parameters
- £%

» Parameters

#7118 Apache Airflow #HRE1Z I8
FERATIREF Airflow #HRER IR ZENIRIE,
1. 7£ Amazon MWAA & FHEBUREEE.
2. BERE,

3. EERE.

4 igE-F_io

Apache Airflow B3R EEFR R 346
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5. 1E Airflow #HEE IR B & iR FHTIE BTHAE,
RTNNBEPRBHEEBY@MAE , @A HFTHEREL @ AR,
REEFHEH S EERRZHNIEEITHERE,

BIER

© N o

EEE—STH 6 F2HB £ Amazon MWAA EfEF Apache Airflow fEREI®RIE,

Apache Airflow HEF2 25

Apache Airflow HEFZ85 2 Apache Airflow Y80 tif. BEREERHYEIRE AT By IE 4T DAGs MBERRER.
% Apache Airflow BERZ2s ARV EFIHEFA , 552 R Apache Airflow X #E L £ B T ERHERZ 85 3EE o

Parameters

A EIER B Apache Airflow HEF285 (Apache Airflow v2 FIEEHTARAR ) ATAMERZRER EERARM,

Apache Airflow v3
Configuration EFZEI]
celery.sync_parallelism & AT DA A 1tk TR 2R PR 5l Celery Executor
_ e 55 FEANER , U LLfTHIER, RIRFER
Celery Executor A REZEEARRENIZF R  EERTA 1, ULEIEERESAE
Ho CloudWatch Logs B 848438, #ERES
I - 1 ORTEARFEELR , BERTEHKARE
R AT RE EBEEER
scheduler.scheduler_idle_sleep_time & AT DA A bk R TE 2R R M AR 2R L HY CPU A

B | 5k W MHEEE R R AR DAG BT
BHiEdR BB, TEMDAG BREEZEN  posnmumnE BROCHEE LR
SHEOH. ESITENATHASTINES, BNLES
FEER{E : 1 $: M dag_processor.parsing_proce
sses Apache Airflow v2 F1 Apache Airflow
V3 1E BERHTNHRENTHRE, &
LR HREBEIAT DAGs AR , 481
DAGs 1£ Web Al fREsFEEAFTEMNEEE,

Apache Airflow JEf2 25 347


https://airflow.apache.org/docs/apache-airflow/2.2.2/concepts/scheduler.html#fine-tuning-your-scheduler-performance
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Configuration EdEESY

scheduler.max_dagruns_to_create_per_loop O LAEARE | #FHREADHRESS TERE
# DagRuns (B LR , EARERERHN

AEEYRES BB, B DagRuns By EE,

DAGs B LR,

FEEX{E : 10

dag_processor.parsing_processes BRI ERMEE | RO RS TEITHT

e _ B4 DAGs Wi FBE RERER. WIR
PRes Al LUFATRIT BAERR DAGSHUTIIRE  paG miires@ristie R R

° B, BH4BREEDRERES vCPU FTEH
TR : £ (2 * number of vCPUs) - 1 B mRE—S TR FSERE,

Apache Airflow v2

Configuration 5 A 2= 6
celery.sync_parallelism & 0] LA A G T 2R PR 5 Celery Executor

_ ‘ _ ERANER , U LITHIE R, RIEFER
Celery Executor i REFEHAMRENTEFE , HERER 1, U LBEKBEFRINAE
S CloudWatch Logs B84 §438, #ERER
FEERE 1 OERRERAERFEELR , BEXRFEHKAKE

R AR B BEE R,

scheduler.idle_sleep_time &R LA A b TR R ik HERERR £ /Y CPU A

i o B , FiERBINHEREESTE S A REE DAG 4T
rieds BB PEMDACRREEZEN  gasmmsm, BRAGHIEY LR
ERPR EHTETRTHASIINES, WL ES
SERME - 1 # A scheduler.parsing_processes

Apache Airflow v2 #1 Apache Airflow v3 1
RIEPHTHHESRTEZE ., EFTURED
HERZ 2R 4T DAGs WA E |, I8N DAGs
Web 1al BR 85 AP 8 A P 35 09 BR R

Apache Airflow JEf2 25 348
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Configuration EdEESY

scheduler.max_dagruns_to_create_per_loop O LAEARE | #FHREADHRESS TERE
# DagRuns (B LR , EARERERHN

AEEPERESR TERB L 3 DagRuns KY

&R
DAGs B LR,
FEEX{E : 10
scheduler.parsing_processes BRI ERMEE | RO RS TEITHT

oy _ L&A DAGs MiEF8 B REHRE IR, MR
BEREES W LA 1THI1T UABERE DAGsHI TSR DAG %U*ﬁ%%ﬁcﬁ%ﬂliﬁ , E%f@ﬂ%lﬁt%ﬂif—ﬁﬁ

° K. BAUEEEPRERE vCPU FTERIE,
TR : £ (2 * number of vCPUs) - 1 ARE—S T BERR,

BR 5

RERARBERNARSBEEEBRIR S,

scheduler.parsing_processes, scheduler.max_threads ( {£BR v2)

RIBEERNEME vCPU RFFRMERTHE. REFINIERLAELRE —EHITHE. MR
BT KRHREE , S ERMREERN, fli0 , XKBEREWHESRES 4 8 vCPU Fargate
ABEHTER. ERTHTHE/TEBLRES  THARHMER. EHEHR  MEHTESRAN
&l vCPUs , B EBEEES A K — M8 vCPU, &% scheduler.max_threads ( ER v2) FIEEHN
& , Hscheduler.parsing_processesA SR RIEFRITRHWETHESE , TR :

« mwilsmall- FEEBEMEFNIFATHE. RENAITHSRBEHRESR,
« mwil.medium - FEBBHMEFHNINITHE. REENBITHESRBHBIRESR,
« mw1large - T HEEBHEMEFN7HITHE. RENBITESREBIRESR.

DAG &%} 3k

Apache Airflow HF22S 2B R EFIREFDAGs ERK, EMEBEplugins.zipfER , RIS
Mairflow. EABIRINH Python (. py) R, A& , EAELER Python DAG ¥4 # &k A DagBag
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o, UHERRRERER  REFTEHEMLEEE. BERERRTESEMTITH DAG ¥4 , 8
EETAREERIN

Parameters

A EiER A DAGs (Apache Airflow v2 MEFMRA ) AT ANMARBREREFERRG,

Apache Airflow v3
Configuration EAEEY]
dag_processor.refresh_interval O LAGE LR E | FEIRIE AT DAGSH &

RENER. WREE PIEIREEITE

MBI ~ B 22 g Ty =
BRI DACSREFAERHODH. Btotal_parse_time metrics , BE&

I - 300 B BintE , ETAERRE A DAGSERKFH K
EERFE
dag_processor.min_file_process_interval BT LAE LR IE | iEIB I InEE AR RS E AT

DAG 2 M HHNPBRBRER, fim , MR
PERRHAT DAG R DAG ZHHBDR. e wiEse , BG4S 30 BEH—K DAG
S 30 % R, AMRBCREBTRES  UHOR
%EHX : 30 */
H % CPU AR,

Apache Airflow v2
Configuration 5= A =4
scheduler.dag_dir_list_interval B LAE A LLRIE | EBE NI DAGSHE

RENER. WREE PIEIREEREIHE

PAZE IR N B 22 g By :
BRI DACSRA R BRIV, Btotal_parse_time metrics , BEJEE

| - 300 B WA , EWEERE A DAGSERRHFH K
EER.
scheduler.min_file_process_interval EAI AR MR IE | BRI INEERE R SIAT

DAG 2 BIS MY BIRBRER, Hl , R
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Configuration EdEESY

HEFZ 25347 DAG M Bk DAG EFEIFEL, BIETE WE30 , BlgS 30 I —IX DAG
. . EX, BMAZSEBLEFRES , UBPIR
FEER : 30 ® Ay CPU AR,

DAG g%

8% Apache Airflow BFfEE5 BB —3F2 , EZATEE DAG 18X LU HEE

DAG Python ¥4, 7£ Apache Airflow v2 M EFMAF | HEEES SR I

5% @Z##EF. scheduler.min_file_process_interval (v2) 5
dag_processor.min_file_process_interval(v3) RISEMNM BALELEIR , FREBE X HTE
BEEZR.

Parameters
AREIEREA Apache Airflow DAG # % (Apache Airflow v2 R EFhAS ) TfHARNEREREREFERARH,

Apache Airflow v3

Configuration EdEESY

dag_processor.dag_file_processor_timeout BRI LAE A i IE | FEiB 8 i DagFilePr

= ocessor M Z HIFTE R R REHEIR, W0
DagFileProcessor SREFERE DAG ERZHIHY B4 DAG B Bt hi8 S E A8 A T

B, 1T DAGs HOREF | REBERIBINILE.
JEE% : 50 B

core.dagbag_import_timeout BRI LAERALEE |, #EHEEA Python B
- LAHEE DAG #4485 |, S8 inBERE SRS 2 Bl

A Python 232 ATRIR B R SRR R, R AR s

JEL - 30 R 288 Ol W —XoEREE , BHEEE D

® PIEEEMEJag_processor.dag_
file_processor_timeout o

core.min_serialized_dag_update_interval
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ERAEER

Configuration

EHEREFFI Y DAGSH RN H,

¥85% 1 30

core.min_serialized_dag_fetch_interval

ECH A DagBag ff , ft BRI EE R EHEIF 5
1t DAG MW &,

JEER{E : 10

Apache Airflow v2

Configuration

core.dag_file_processor_timeout

DagFileProcessor R EEIE DAG &R Z Bl
BH.

FEER : 50 B

core.dagbag_import_timeout

EE A Python &R 2 BTV &,

JEER : 30 B

core.min_serialized_dag_update_interval

ERRM

ERILAE R LRE | EREMEREFFHIL
DAGSEH EZN W BREBRER. MREFKX

£ DAGs Si#E51 DAGs , = EE itbE.

FEE DAGs 5t , BNt E R HEERs
BERENEEH,

IRATLAE A L IR |, FEIR I N E #TREEE ML
DAG B RREBHRER. BELEAR RiEE
#{Bcore.min_serialized_dag_upd
ate_interval |, LREERE "BAL X
R, FEE DAGsF5IML , i ERDE 2 Web
FRENERENEH,

i IEESY

SR ET LAGE A kiR 18 |, 3EiB 8 i DagFilePr
ocessor R Z BIFTE M B R E IR, W
RE7E DAG REHFHEERE , ERRE
B AT{TDAGs , BEZIE L E,

BRI LAE A LLEE |, EHRAEE A Python BR
LAKEER DAG Y4485 | B INHEE SRR IF 2 7l
It BN RRERERER. HERESHAH
22 TEE. W—HMoRE , BEXEITED
M PIEEEMECcore.dag_file_proc
essor_timeout o

IERSMERLIEE | EBENEREFFIL
DAGSEH BN W BREBRER. MRER/KX

DAG %
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Configuration EdEESY

FHERESF L DAGSH &N EL E DAGs SEHH DAGs , BEEIEMLE,
o E DAGs FHI{LEF , itk E R > HEiZ2e M

il 2 S0 AR EHER.

core.min_serialized_dag_fetch_interval IRATLAE A L IR |, FEIR I N E #TREEE ML

DAG W BRENER. ELEAR PEE

W{Ecore.min_serialized_dag_upd

ECH A DagBag ff , ft BRI EE R EHEIF 5

ft DAG B M. ate_interval , LBREERE TEA, &
FERME - 10 £, FEE DAGsFHIL , @it E R4 Web
ARFNERENE S,
F7&

Apache Airflow HEf288 ¥ T/E& MBS R FFIMBUHTINETR . SRR ERTEREHENIITER
BIACHERE, BITREEE Fargate WHIESRAR LHT , EEEHRHATS | A HAMESR
ERCHATI., ETHRERTER  STIPIEEH  LHRERE/HTH , ARBBEBR
BRI, SERESELSRIHAR.

Parameters
A EiER A Apache Airflow E7 0] ARV BB 18 K% H i A R H,

Amazon MWAA BZE N FEEREIRIES LL## 18R,

Apache Airflow v3
Configuration EFZES]
core.parallelism BT LAfE A LR IR | 3EIB I8 0T [ B TRYE

_ BHTERBERERER. BEENELERAR
E.TEJE Running %%{EI‘J1{Z§$}1?T1EIE%§QEJ: E.I-FEI'VE%E’}]%&%;’ELXI{/E%E@{E%%JEO ﬁ

o MEBREAEEEIABIHEE THTH,
FEE% : B8 BREERE (maxWorkers * % 7L RER , TRERE,

maxCeleryWorkers) / schedulers *
1.5,
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ERAEER

Configuration

core.execute_tasks_new_python_interpreter

SRIE Apache Airflow 2B EiBEFH RXEFHE
SLETHY Python B R 2REITIER

JEE% : True

celery.worker_concurrency

Amazon MWAA SZ B ItLZIER Airflow E 2R
ZH#  KIEEERAHEBBERTHH—I

AN
Ao

JE5%  TEA

celery.worker_autoscale

THEENERAT.
&

e mwil.micro-3,0

* mwi.small-5,0

e mwil.medium-10, 0
« mwil.large-20,0

« mw1l.xlarge-40, 0

« mw1l.2xlarge-80 , 0

Apache Airflow v2

Configuration

ERRM

REA BTrue , Apache Airflow S E¥ 5
BHEXMMHNEERB AN Python BF
LAMEZR I AT

HAHHAHHAHHAHHARH

B LAERALERE  BRHRLS ITEEN
maximumfEBminimum¥ 1T RERER. T
BERZEZRENmaximumd1TER , BRI
BERHERITLUSHM. MREHEHRERR
BERANER , FREILK, BABREE
HWESEAEREERTK , FE2BERD
A/PRAERE , UATSEEEEZNAE.

ERRM
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ERAEER

Configuration

core.parallelism

A EA Running MENTHEHTEREE L
PR,

¥E5% : BIE BHREERE (maxWorkers *
maxCeleryWorkers) / schedulers *
1.5,

core.dag_concurrency

AFFAEE DAG ERATHNERATEER
B

o

FE&E% : 10000

core.execute_tasks_new_python_interpreter

RIE Apache Airflow 2B EiBEHI REFE
SLFTH Python BFRR#ITERK.

JEEX : True

celery.worker_concurrency

Amazon MWAA 2Z B ILiEIER Airflow &7
ZH BIEEERAHBBHER THHN—I

VAN
Ao

JEER T EA

ERRM

SERLAE R IE TR | EIB 8 0 W] B 1T RYAE
BoTRERERERER. EENELEAR
TAIEENHERNIEENEIBEE, B
MEBERFEEIREABFE "HITH.
5 "7, RER , B UE.

BRI LAE A EIE | FEBE AR RREHATRY
BT ERBERERER. Hlm, WRE
£ 100 EEHE 10 BFEITEKDAGs , MR

2ErrE DAGs ER#1T , RIATUGTERKF
TRE  SUAIEERERN FHIEEE
H#ZEcelery.worker_concurrency
HBERLL DAGs B &,

RES BTrue , Apache Airflow EA§E¥ 4\
PR EFHER AN Python BF |
L@ S L AT

HARHAHHARHARHARH

%
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ERAEER

Configuration

celery.worker_autoscale

THEENERAT.

A

mw1.micro-3, 0
mw1.small -5, 0
mw1.medium-10, 0
mw1.large - 20 , 0
mw1.xlarge - 40 , O

mw1.2xlarge - 80 , O

EIEESY

BA AR E  BRED TEEW
maximumfEFEminimumt T RN ER, T4E
ERZEZRENmaximumE TR , EHRE
BERHERITLUSKM. WREBHRERR
BERANER , FBSIELK, RMEES
HESFAERBRERETE , HERSERD
A/PRERE , UAFESREEIEEZNERE,

£ requirements.txt FEE Python FHAc%E

AR EHRBAWMAIE Amazon Managed Workflows for Apache Airflow I:R3EM requirements. txt 1
RhZHEMNEE Python fEHAKM,

o

o {#M Amazon MWAA CLI 2 #2815, DAGs

« 5/ PyPi.org EREREX L8 Python HKM

+ JEIF— : Python EHERE|FH Python MM

« JEIEZ : Python wheel (.whl)

« 7£ Amazon S3 REFETE L/ plugins.zip &R

« fEH URL EFEER WHL %

« % DAG E3 WHL g%

« BIE= : EEEFE PyPI/PEP-503 A7 E _L#Y Python A4k

o £ Amazon MWAA =& LA RS

+ 7£ CloudWatch Logs 2 & L ZE AR

+ 7£ Apache Airflow Ul 72 EU$EER

B Python AR
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« & A Apache Airflow

- #iflrequirements.txtZ 4l

£ Amazon MWAA CLI AR BIE DAGs

- WHYRME (CL) AARXEEARMERE Amazon Managed Workflows for Apache Airflow IR,

« CLI E7EAHEBE LR Amazon MWAA £ EMRH Docker B &, BRI LR ©REITAH
Apache Airflow IRiE , UEZFEF] Amazon MWAA Z BiBIE #8158 DAGs, BT IR R M4k
f,

« ZEHT CLI, 28 GitHub £ aws-mwaa-docker-images,

£/ PyPi.org ERERENZE Python A

T — &R ARER PyPi.org ZRER KX L E Python HEKMEN TR G X,

EIE— : Python E4ERE|HH Python F# M

T — R A MATE requirements. txt ERFH Python EHF51ETE Python #4kE,

Apache Airflow v3

1. EFXREAR, T2 requirements. txtERH , RBHMEHMERE  USKE4RH
IRAK EREMEES. BEEHIT Amazon MWAA CLI 2R , B2/ GitHub L& aws-mwaa-
docker-images,

2. ¥E Apache Airflow EHEE/ BB, & EFE Amazon MWAA £ % Apache Airflow v3 21
EHBE | EF2H GitHub #8348 LA aws-mwaa-docker-imagesrequirements . txto

3. FERHIGRGRIAN, EEEREIRITIE Apache Airflow v3 FRIEH BRI {5
ffrequirements.txt#E=. Apache Airflow PR HI{R 41 REHEE Apache Airflow B1TEFA]
RANREERAE,

ETHEH|F |, 3 {environment-version} BRBEIRENRARE , A& {Python-
version} X BEBIRFEME BRI Python MR,

WFE Apache Airflow IRIFEMRBH Python liREEFR , 52 B Apache Airflow iz7s,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

£ Amazon MWAA CLI A A2 8I5 DAGs 357
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MRBHEHFERYE xyz==1. 0EHHEZREPNEMBEHFTHES , Bl pip3 install &
EBLEFHENERNELRIENRE, IRENEHNREXRK , EALE CloudWatch
Logs FY¥IFE B 558 i 7 HNE B Apache Airflow Tt ( BEf285. T/EEM Web AARES ) B
A AR, MEFEAFGEENFMESNR , 5528 the section called “7ZEL Airflow HEE",

4. Apache Airflow E#, FBEHEINEBMEEX (==). EEBRLHEBZEBERRRENE
HLREELZHRES,
apache-airflow[package-extra]==2.5.1
5. Python XX E, 7£ requirements.txt BRHPFEEHBBANRAE (==), EFBRBLE
PyPi.org RERHWEAREFHBBHEA.
library == version
Example Boto3 # psycopg2-binary
I ETHIEH R8Tz A, boto 1 psycopg2-binary F2\E&2 & Apache Airflow v3 B E AR &8
F, FEEHrequirements. txtiERFHIEE,
boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6
MREENERRZBRAE , Amazon MWAA 1 PyPi.org REZMIREANEH. LRI AIEE
SHZ PHHMESHERrequirements. txto
Apache Airflow v2
1. EFXREAR., EEIrequirements.txtERZH , REHMEHMERNE , USKEHRH
IRAK EFEEES. B&EHIT Amazon MWAA CLI 2R , B2/ GitHub L# aws-mwaa-
docker-images.
2. ¥B Apache Airflow EHEE/IEEB ., & EFE Amazon MWAA £ % Apache Airflow v2 22/
EMHEE | 5B1F7H GitHub #8348 E# aws-mwaa-docker-imagesrequirements. txto
3. FERBEURGEIRN ., EREREHHTIE Apache Airflow v2 FRIFHY PR Hil {5

#requirements.txti=., Apache Airflow R &4 R E Apache Airflow 21T B[
AR EHERA,
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#& Apache Airflow 2.7.2 fRBtR , BN FERERSLEDTE --constraintffRir=, MREKRE
HLERBIRE , Amazon MWAA AR EEE —ERGIRYE , UBRENFERPINEHNEREAIE
EEAK Apache Airflow IRAHER.

ETHIEHIF |, 3 {environment-version} R BEIRENRAMmIE , A& (Python-
version} X BEBIRIFEME BRI Python MR,

MFEEEIE Apache Airflow FRIZEH B Python R EFA , 52 Apache Airflow k7,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRBHGHERHE xyz==1. 0E4HEZRBEFHOHMEHFTHESE , Bl pip3 install &
ERLETHEANENELZEIENRE, IREAEHNRERY , BALE CloudWatch
Logs KY¥IFE B 5 B EEEE Apache Airflow Ttk ( HEF285. IT1EEF Web RIRES ) W9
HIRAF. MEAFGEENFMEN , 552/ the section called “7#EL Airflow HFE",

4. Apache Airflow £, FEEHFEINEENRAE (==). ERPRHILEERZBEFRRENE
HLZREEHNREF,

apache-airflow[package-extra]==2.5.1

5. Python BRXE, £ requirements.txt BRIAMIEBEHFBZBIIRA (==). EFBIRBFLE
PyPi.org R RMNEAXEMBBEAR.

library == version

Example Boto3 # psycopg2-binary

I EBI{EH RET 2 A, boto 1 psycopg2-binary F2\EE & Apache Airflow v2 BEARZ %
i, FEEfErequirements. txtERHIEE,

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

WMREENEHRBEMRAE , Amazon MWAA 1t PyPi.org RERIMRANEML, R TTRE
2HA FNHMEHEFRrequirements. txt,

fEF PyPi.org ERERENZ 2 Python KM 359



http://airflow.apache.org/docs/apache-airflow/2.5.1/extra-packages-ref.html
https://pypi.org
https://pypi.org

Amazon Managed Workflows for Apache Airflow EREEmR

#IE — : Python wheel (.whl)

Python wheel R —BEA KR , EEERARENRMBEEIENE, WFEHMAE Amazon MWAA
PREMCENT R, BREFRE

- FRIENZE -WHL ERELE— ZIP WERERTBE AR EXKZE MEETHEE
WHL &2,

- BOER - BULUEEYEEFORAEETE. Bt , FTEEpiplUEES X FTEHBHMRA,

- EEEMY - FANABEENERE , THERTESEE , EB Amazon MWAA IREFEF AR ZHE

HRATHEE, BEBTHREAKENABRER, LNESESRKRBEHENERNE , EREEARSRM
81T fE BB 1L

RMEBEERATIAE , & T8 Python wheel #7174 (.whl) 2% Python #4k
frequirements.txto

i

 7£ Amazon S3 @ FETE LA plugins.zip %R

« £/ URL LFEER WHL %

« f£ DAG E3 WHL 8%

£ Amazon S3 F#FETE LA plugins.zip X

Apache Airflow #2285, T{EE&F webserver ( BAR Apache Airflow 2.2.2 iR B EHARA )

SE FAZRIRER AWSEE Fargate Bes LRSI HIBES T A#ERX, /usr/local/
airflow/plugins/* L F &7 Python B Apache Airflow IR¥E B EIpip3 install -r
requirements.txt# Amazon MWAA ZHIB%E. plugins.zip BRAARETFEEREREH
THESEEENTAER K IFETEKEFRERTEA DAGSHFERE. a0, Python BXE
wheel #£%R, B PEM ERMMERE YAML EX,

T —EiFRBA A1 £ Amazon S3 EAFETEEM plugins.zip BRI ZHE®W T,

1. THLAEHN WHL R EB78pip download® Amazon MWAA aws-mwaa-docker-images &
il Amazon Linux 2 Bgfrequirements.txt EMIRE BEFERA , LB THRLEMN Python
wheel E%,

pip3 download -r "$AIRFLOW_HOME/dags/requirements.txt" -d "$AIRFLOW_HOME/plugins"
cd "$AIRFLOW_HOME/plugins"
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zip "$AIRFLOW_HOME/plugins.zip" *

2. 1 FEEERrequirements.txt, £ IEER requirements.txt B HENE & , --
find-1linksYiERpipFAEFEA HEMRIELE - -no-index , IR

--find-1links /usr/local/airflow/plugins
--no-index

Example requirements.txt &Y wheel

T 5 EHIRERE B HE Amazon S3 @#FETRBIRE 8P Mplugins. ziplERP LE&wF. Bl :

--find-1links /usr/local/airflow/plugins
--no-index

numpy

Amazon MWAA &% plugins &R & numpy-1.20.1-cp37-cp37m-
manylinuxl_x86_64.whligF , WA HLRELHNRED,

5/ URL LFEEH WHL =R

T—ERBNALETEERE URL EWEF, URL X ERIARFEE , REEA Amazon MWAA EiEig
E/ BET Amazon VPC H712HL,

- Rt URL, # URL 1Rft#& PHY R requirements. txt,
Example’A URL L£H wheel 17

THEFERLABRUETHRE T

--find-1links https://files.pythonhosted.org/packages/
--no-index

Amazon MWAA R EIEER URL HEEUER 7 , WASELRELENIRES,
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® Note
URLs.

£ DAG B WHL 8%

WMRIEE R Apache Airflow 2.2.2 liRELEFTIRAWILEREIRE  BRAREEEZFIUINSREEEND
EEREER | BRI UUERA TS DAG REVBRAHK Amazon MWAA ER | WA H % E Amazon S3
+

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

S3_BUCKET = 'my-s3-bucket'
S3_KEY = 'backup/plugins_whl.zip'

with DAG(dag_id="create_whl_file", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:

cli_command = BashOperator(

task_id="bash_command",

bash_command=f"mkdir /tmp/whls;pip3 download -r /usr/local/airflow/requirements/
requirements.txt -d /tmp/whls;zip -j /tmp/plugins.zip /tmp/whls/*;aws s3 cp /tmp/
plugins.zip s3://amzn-s3-demo-bucket/{S3_KEY}"

)

#1T DAG 2% |, SEiRIZ M b i b 5T R A B/ Amazon MWAA plugins.zip , SWEEH b
AEEX—RBHE, A%, WL --find-1links /usr/local/airflow/plugins fl EFHE
Mrequirements.txtdifR , --no-indexM A H ¥ --constraint,

W75 % A B AR MR R B RR =X
BIE= : FEEEFAE PyPI/PEP-503 HHAM1ZE LH Python #4kE
T—HRANAREEEESHRBFOAE URL LEEH Apache Airflow ZESNEE

1. BENERERBANZBHIEA Apache Airflow fEREIZIE, #lN :

« foo.user : YOUR_USER_NAME
« foo.pass : YOUR_PASSWORD

fEF PyPi.org ERERENZ 2 Python KM 362
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2. EVEH requirements.txt R, ¥ TINEFFNERUEZBRAENTE URL , ARG
# A Apache Airflow #H A8;% 18 #9 i F %% BNHRG. flw

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FOO__PASS}@my.privatepypi.com

3. BEMEMEXEFREEEN requirements. txt R, Hi :

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FO0O__PASS}@my.privatepypi.com
my-private-package==1.2.3

£ Amazon MWAA =& LA B

Amazon MWAA IRIBMNHITAERET , T84 B#FEIAE CloudWatch Logs, BREEMHATAE
KIEFAEl , 5528 Amazon MWAA #iTHAE,

&P LATE INFO, ERROR, =% CRITICALE#RELA Apache Airflow WARNINGHF. EZEZEHF
kB , Amazon MWAA EEAZEBRNMEBSBREMLERMN B, Hlwn , WREE INFOBE
REAFA BEE , Amazon MWAA €% INFOHE5H ERROR, WARNINGAH CRITICALAREBREEE
CloudWatch Logs., EMZEZEEBEERH INFOBMRA Apache Airflow A5 , SAFE WEIW H

Fsrequirements.txto

£ CloudWatch Logs F# & L FZH A&

A LA ERHERE 25 Y Apache Airflow BEEREERE TERBEMEIrdagsERIR, THISERRABUME
Amazon MWAA 124 FHREEEEEM B5584E , AR T CloudWatch Logs £ & £ 77H Apache
Airflow B 5.

ZH ¥ B3 requirements.txt

1. 1£ Amazon MWAA 1A FBRBCREEE,
BERE,
FEEER B A8 IR 2 Airflow HETEES B 36 EHE.

2

3

4. fErequirements_install_ipAFHERPIBIEH

5. BSHERELZENENEE /usr/local/airflow/.local/bin, 40 :

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))

£ Amazon MWAA i A LB B 363
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Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084fb28kjdsfiuywebs7389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. WMEEMHEE UREFETMEMEREHRRAHENE, MRERAEHEN  SBUeRIELUUT
A EEER

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

£ Apache Airflow Ul FR{ZEUEEER

B A LA E Apache Airflow Ul , LA B &&
Apache Airflow B FIBEIIERR

e ES —EREAE. £ Amazon MWAA E{EH

Broken DAG: No module named x

WMREIE Apache Airflow Ul REZIRLEEER |, BAIBER 7L requirements. txt ERHP RS U EMH K
,

& A Apache Airflow

BEE AWS 1R F in AWS Identity and Access Management (IAM) 77EX Apache Airflow Ul #yApache
Airflow Ul ZERER : AmazonMWAAWebServerAccessiF Al

FEUERY Apache Airflow Ul

1. 7£ Amazon MWAA F# & FBEBUREEE.
2. EBEERRE,
3. EERMEREAENE,

i flrequirements . txt X4l

BALATE RS FEERTENERrequirements. txt, FHEFIFERATRARNWAESRLZETEINE
Ho

£ Apache Airflow Ul F{ZEUEE 35 364
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Example PyPi.org F#9%85\ 18 B fl.a %8 URL

& PyPi.org I8 EEMR , BT AH URL LWEH | HIANEFT PEP 503 AR E URLs , HiESE
£ --index-urli#E, PyPi.org,

aws-batch == 0.6
phoenix-letter >= 0.3

--index-url http://dist.repoze.org/zope2/2.10/simple
zopelib

#ifflrequirements. txt Rl 365
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Amazon Managed Workflows for Apache Airflow #JES2 15

G
=

Bty 2 43 Amazon Managed Workflows for Apache Airflow F#&E#) AWS R AR FEHE, oA
BENEER D, BMEBER AWS BREFRNMESN 7 WEERER  UEERESHARFER
S {EEs. AEERAE AWS Amazon MWAA IREEENE EEBESHNER,

® Note
Apache Airflow 152 MFE & ZZ# Amazon CloudWatch EEH R,

T EH2 Apache Airflow EFHIERA , 552 B Apache Airflow 3448 %5 E By 58 5 A EE 3%,
=8 ]

+ Amazon MWAA K EZ = 1 8

£ P FE#EX A AWS CloudTrail

f£ Amazon CloudWatch F#ZEY Airflow H &

£ Amazon MWAA EESRE RARAE R

CloudWatch F#J Apache Airflow FRIZEISE

Amazon MWAA & 2. ITIIFNERERER

Amazon MWAA B ES i1 &8

B R A A 2REE 2 Amazon Managed Workflows for Apache Airflow 3IR3E AWS B IR %o

AR
« Amazon CloudWatch # &}
« AWS CloudTrail ¥
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Amazon CloudWatch #f 8

CloudWatch & AWS IRENIEERTFE , TARBEREZANIEENHERDRRITER, BILUfE
RELEERBEET. fTERTER  AREBRIRPERER , HBIEHE Amazon CloudWatch E
B A PIARERNEEAMEE,

Apache Airflow 2% E £&#% Amazon Managed Workflows for Apache Airflow 338/ StatsD fE=ZEEix
Z Amazon CloudWatch,

EEE-FSTHR K FZ2ETER Amazon CloudWatch ? .

AWS CloudTrail #128

CloudTrail R —ER&ZRE , Ti24t Amazon MWAA AWS F{EA#E, AR RBATRIEER .
BRI LAEA CloudTrail FRUREERIE A , HIETE Amazon MWAA IRHMIEER, 1IBHFERMW IP bk, 18
HERMWAE, BHBERNER  URRZEZFEMENEEFHET.

EEHE—SFSTH 6 BESEMER AWS CloudTrail ? .

£ R 1ZHFER B 5 AWS CloudTrail

AWS CloudTrail B8 AWS 1RF B, &M LA . CloudTrail 8k IAM BEE RSPl
RENHISES) AWS |, fl3 Amazon Managed Workflows for Apache Airflow , iE & 5284 CloudTrail
EH, BALME CloudTrail EZ2E&FRE. BESNTHIBEE 00 RWEHEL L, CloudTrail E#
B Amazon MWAA & LWFrEEH |, AR ¥ Amazon MWAA APIs FIFRE L, © R EREEHE
EE)E , 20 GetEnvironment® PublishMetricsBi#E, tEEERAMMAFER CloudTrail Bz
Amazon MWAA B4,

AEN

« 1£ CloudTrail FE N ER

£/ CloudTrail SH B iEHFNEH
- HVEEHIEHE CreateEnvironment

- BESR?

£ CloudTrail PRI EFEZR

BEERVVEMRERN PE4NISESCE AWS IRFE | G35 Amazon MWAA B4, EERAEE
CloudTrail # BFERX A ZE Amazon S3 R7FETE. MEERKREILEH , LA R LLE CloudTrail

Amazon CloudWatch #£] 367
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FEREAPERATANSESHREL . Fl0, A CloudTrail FTWEME , E7 LLHIET¥ Amazon
MWAA 2 HBEESR, RHEERW IP ik, REFBROAE, REFBERVEE , UREMEFMER, &
ERE—S TR, ZSEAEN B2 TEH AWS IR,

£/ CloudTrail E4B F e sk FHEH

&R LAE CloudTrail T2 AP REABLRE  ¥iBE 90 RANRENZ2SHETHEDEH. §
o, ERBMFEL AWS IRF EREEESE FER (Sl IAM ERAESEM AWS BIR ) B, ERH®
MBRAEBEN S, FEE—F TH , FSHLEMA CloudTrail SHESL L HFEEHF.

1. BB CloudTrail £ 4,
2. BESBHEEIHF,
3. ENLERANEH K ARBELBEMHFMER,

WEIHIEH CreateEnvironment
B —EEE  BEEESHUBFERNEARNFREIEEN Amazon S3 FFETE.

CloudTrail BFFERITE—HNZ@EAFER, SHRKXREAEMARENE—FR , LI SAFEREBIED
HEER , FlE/EN AR , RFERSE. CloudTrail HFERTEALE API B A HEFH &)
B, B FEUEARSEIERSIEH, THEHR CreateEnvironmentB)EMN BEEEE , RABRDEFH
MERIEL, P EALrflowConfigurationOptions Bt ¥ BB TIET,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "@@©123456ABC7DEF8HIJIK",

"arn": "arn:aws:sts::012345678901:assumed-role/root/myuser",
"accountId": "@12345678901",
"accessKeyId": "",

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "00123456ABC7DEF8HIJK",
"arn": "arn:aws:iam::012345678901:role/user",
"accountId": "@12345678901",
"userName": "user"

.

"webIdFederationData": {3},
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-10-07T15:51:52Z7"

}
.
"eventTime": "2020-10-07T15:52:587",
"eventSource": "airflow.amazonaws.com",
"eventName": "CreateEnvironment",
"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.178",
"userAgent": "PostmanRuntime/7.26.5",
"errorCode": "AccessDenied",
"requestParameters": {
"SourceBucketArn": "arn:aws:s3:::my-bucket",
"ExecutionRoleArn": "arn:aws:iam::012345678901
"AirflowConfigurationOptions'": "**=*",
"DagS3Path": "sample_dag.py",
"NetworkConfiguration": {

"SecurityGroupIds": [

"sg-01234567890123456"

1,

"SubnetIds": [
"subnet-01234567890123456",
"subnet-65432112345665431"

]

},

"Name": "test-cloudtrail"
},
"responseElements": {

"message": "Access denied."
.
"requestID": "RequestID",
"eventID": "EventID",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "012345678901"
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o THEW{AIIEERE CloudTrail B9 Amazon SNS JBHI# |, £ CloudTrail A # B E R MHZE Amazon
S3 FFET B R W E3@ 0 Amazon SNS CloudTrail.

£ Amazon CloudWatch 1128 Airflow HiE

Amazon MWAA T L& Apache Airflow B 55 f#i%ZE Amazon CloudWatch, &AJLA{EE —{IEFE
ZEREN B , WBEBE Apache Airflow EFHIEEBR THERZHER  MEZFHEANE=1T
B, Apache Airflow BFEZETE Amazon Managed Workflows for Apache Airflow 32 & FRUA , T8
1ZH! CloudWatch F# Apache Airflow DAG BRI, 1£#5. Web RS, I{E& HiS.

AR

- EE

- BIRZEl

- BFEEER

« BXA Apache Airflow B &

« 1ZH Apache Airflow B &

° gF%EDE%% H wu\gﬁj

- RESR?

EE

« EX 2% CloudWatch Logs B, MEHME

%II
ﬂl'ﬂ

2/ CloudWatch E1{E,

BRI 2 Bl

- BXAABEFTEFR CloudWatch F BFEN AR, MEFMENR , B28 FH Amazon MWAA IRIE,

SER -t

Amazon MWAA € A& ZR AR EE Airflow FRESIBIEE Y AFFEA |, WiS A ZTERRIBERBBN
CloudWatch Logs ###H. AFRMAELU T XA : YourEnvironmentName-LogType. a0,
MBEHIRER A Airflow-v202-Public , Apache Airflow £ BFSEIXZE Airflow-v202-
Public-Task,
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YourEnvironmentName- DAGProces

A

DAG REREEE (RE DAG ERzHESR

sing N—E5 ) BB,
YourEnvironmentName- Scheduler Airflow HFRZ8RE £ M B,
YourEnvironmentName- Task DAG EEXMEH HES.
YourEnvironmentName- WebServer Airflow Web FEZE4R B,

YourEnvironmentName- Worker

B Apache Airflow B

£ TERZEMN DAG MITHELEMN B,

& B[ LATE INFO, ERROR, =% CRITICALE#RRA Apache Airflow WARNINGH&5. EZEZERAFEBR
BF , Amazon MWAA SEXZEBRNFIEBSREMEBRNBFE. Flun , mBEAE INFOBREAR

5 , Amazon MWAA £H#4INFOH ] ERROR, WARNINGH CRITICAL HE Bk EiXZE CloudWatch
Logs.

1.

6
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4,
5
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d

e.
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£ Amazon MWAA =124 FRBUREEM,
BERE,

BIERE.

BET -5,
BETH - ECHES :

EERBERPEE Airflow HEF288 B R E.

EES IR B A& IR IE Airflow Web RIBR2S B 55848,
BB R BB Airflow TE#H BEHE.

FEESR B PIRE Airflow DAG R B EE,
FEESR B A% FhIRIE Airflow 1£73§ B 558HA.
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1ZH! Apache Airflow B

T —E&iER B WA 7E CloudWatch £32 & F1FH Apache Airflow B,

1. 1€ Amazon MWAA A FHBIREER,

2. BIEFRE,
3. HEERBERTPEEZEREAE
4. EHFRERPEEBF.

HE2 88 B RS E Al

A LA ERBERZ B8 MY Apache Airflow BEERBERR TERBEMIMdagsERIK, THZRRPAMME
Amazon MWAA 124 FHREEEEEM B5584E , AR T CloudWatch Logs £ & £77H Apache
Airflow B#§,

ZH! B9 B3 requirements. txt

1. 7£ Amazon MWAA 1A FBRBCREEME,

2. EERRK,

3. TEEEBERPIEE Airflow BEFRES A R,

4. fErequirements_install_ip HEESERAIRER.

5. F2H RELLZENENFE/usr/local/airflow/.local/bin, 0 :

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/

packages/3b/00/2344469e2084fb28k jdsfiuyweb47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. WMEEMRE , UREEEEMEAEREIBRERER, MRABLEHER  KUEFWIBELCAUT
HYEEER -

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))
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Apache Airflow A\ B ZERFHIEIE , 2+ DAG BFHE. DAG 8K/, BRI EEHTHELR. £
BRBMAT, EEREMNIRER | Airflow & BE#$ Amazon MWAA BRIEHIEEEIXE CloudWatch,
I EEERBAN{A A Amazon MWAA BIEH CloudWatch Y Airflow 15Z 2 IiE/EAR & R AR

N
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EREEIE N R
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« INSUFFICIENT_DATA - BRRIFGRELZFEAEE K IERTEELZEEHEE TREE,
EHEEEL Tk T ]

BRE ISR

BI1=

BRI R E BT B AR , SAER Amazon MWAA IRIEFTEE RN B XK.

LTEE

IBE

RAXHHHBRENEARERE B ERRPEILNESEER.

+ TasksPending - BI{TERPEEMNTKEBE, YHHEZ scheduler.tasks.pending Apache Airflow
EE.

 QueuedTasks - [FHIARREN T KRB E, YWHEE executor.queued_tasks Apache Airflow $51E,
(® Note
TEARM Apache Airflow v2.2 F1E AR A,

« RunningTasks - T#{TEE P HITHEBRRE. HEZE executor.running_tasks Apache Airflow
B,

SchedulerHeartbeat - Apache Airflow EHFRRZEFER EHITHEARE, HEE
scheduler_heartbeat Apache Airflow 151,
 TotalParseTime - F#HMEAFTE DAG BR—XFMENVE, HEE

dag_processing.total_parse_time Apache Airflow §4&,
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ERAZE AWS FiE

BALAERA T %) AWS B EZ2RE , BEAB B EM Amazon MWAA RIZE T IEEREER
o BHEEEMEA Amazon MWAA IRIEF BEERETEN TEE MRS EB AR KBET
CloudWatch &R,

« Amazon MWAA H CloudWatch Dashboard Automation

f#£ A CloudFormation

O LA AR HH CloudFormation #8482 |, 7£ CloudWatch R ESRE R , RETE
CloudWatch F£# & LB E R , LEEEZEBESEREREVEHN, EEFRALNEAEEELHES
B2 B1E CloudFormation =& LB VHE, EERETRMEEERR , F2REAETR.

AWSTemplateFormatVersion: "2010-09-09"
Description: Creates MWAA Cloudwatch Dashboard
Parameters:
DashboardName:
Description: Enter the name of the CloudWatch Dashboard
Type: String
EnvironmentName:
Description: Enter the name of the MWAA Environment
Type: String

Resources:
BasicDashboard:
Type: AWS::CloudWatch: :Dashboard
Properties:
DashboardName: !Ref DashboardName
DashboardBody:
Fn::Sub: '{
"widgets": [
{
"type": "metric",
"x": 0,
"y": 0Q,
"width": 12,
"height": 6,

"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [

L
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"AmazonMWAA",
"QueuedTasks",
"Function",
"Executor",
"Environment",

"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "QueuedTasks ${EnvironmentNamel}",
"period": 300
}
},
{
"type": "metric",
"x": 0,
"y": 6,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"RunningTasks",
"Function",
"Executor",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "RunningTasks ${EnvironmentName}",
"period": 300
}
},
{
"type": "metric",
"x": 12,
"y": 6,
"width": 12,
"height": 6,

"properties": {
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"view": "timeSeries",
"stacked": true,
"metrics": [

[
"AmazonMWAA",
"SchedulerHeartbeat",
"Function",
"Scheduler",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "SchedulerHeartbeat ${EnvironmentNamel}",
"period": 300
}
"type": "metric",
"X 12,
"y o0,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"TasksPending",
"Function",
"Scheduler",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "TasksPending ${EnvironmentName}",
"period": 300
}
"type": "metric",
"x": 0,
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"y": 12,
"width": 24,
"height": 6,
"properties": {
"view": "timeSeries",

"stacked": true,
"region": "${AWS::Region}",
"metrics": [

[
"AmazonMWAA",
"TotalParseTime",
"Function",
"DAG Processing",
"Environment",
"${EnvironmentName}"
]
1,
"title": "TotalParseTime ${EnvironmentName}",
"period": 300

} 1

il BRI FR A2 R AR

MREMBR Amazon MWAA IRIE | L EMIBREERIERMR. CloudWatch IEFEE®F & (15) @
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astRunSec {dag_filename} _filename}
ondsAgo
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CloudWatch &  Apache Airflow 15#& By HE
1=
OpenSlots executor.open_slots T BB, #iTER
OrphanedT scheduler.orphaned T R, HEREsER
asksAdopted _tasks.adopted
OrphanedT scheduler.orphaned T BB, HEREsER
asksCleared _tasks.cleared
PokedExce smart_sensor_opera HE HE, B8R
ptions tor.poked_exception BEREE T
PokedSuccess smart_sensor_opera TR e, HER
tor.poked_success BEREE T
PokedTasks smart_sensor_opera HE M, BER
tor.poked_tasks BEREE T
PoolFailures pool.open_slots.{p HE £E , {pool_
ool_name} name}
PoolStarv pool.starving_tasks. FTE £[E , {pool_
ingTasks {pool_name} name}
PoolOpenSlots  pool.open_slots.{p FTE £[E , {pool_
ool_name} name}
PoolQueue pool.queued_slots. K £I[E , {pool_
dSlots {pool_name} name}
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=

PoolRunni
ngSlots

Processor
Timeouts

QueuedTasks

RunningTasks

TasksExec
utable

TasksPending

(® Note
T
AR
Apache
Airflow
v2.2
EHTRR
Ko

TasksRunning

TasksStarving

Apache Airflow £

pool.running_slots.
{pool_name}

dag_processing.pro
cessor_timeouts

executor.queued_tasks

executor.running_tasks

scheduler.tasks.ex
ecutable

scheduler.tasks.pending

scheduler.tasks.running

scheduler.tasks.starving

HE

B

ATE

e

HEE

&I[E , {pool_
name}

B#. DAG &
i3

BB, #iTE

BB, #TER

BB, HFiEeR

BB, HFiEeR

BB, HFiEeR

BB, HFiEsR
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=

TasksWith scheduler.tasks.wi

outDagRun thout_dagrun

DAGFilePr dag_processing.las
ocessingL t_num_of_db_queries.

astNumOfD {dag_filename}
bQueries

(® Note

BEAR
Apache
Airflow
2.10.1
7958
BEHIR
Ko

PoolSched pool.scheduled_slots.

uledSlots {pool_name}

(@ Note
BAR
Apache
Airflow
2.10.1
hix K%
BEHIR
Ko

HE

BB HHiEeR

DAG EEZX
## |, {dag

_filename}

£[E , {pool_

name}
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1=

TaskCpuUs cpu.usage.{dag_id}.
age {task_id}

(® Note

BEAR
Apache
Airflow
2.10.1
7954
EHHR
Ko

TaskMemor mem.usage.{dag_id}.

yUsage {task_id}

(® Note

BEAR
Apache
Airflow
2.10.1
7958
EHIR
Ko

Apache Airflow 5tE588

AREFF Y Apache Airflow 151282 & E R Apache Airflow

[Epalsd

DAG, {dag_id}

3% |, {task_id}

DAG. {dag_id}

£ , {task_id}

SN ER,
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CloudWatch #g Apache Airflow By HWE
2 iR
CollectDBDags collect db_dags ZE#® EKE., DAG EE
CriticalS scheduler =¥ . RS
ectionDuration .critical_section_
duration
CriticalS scheduler =) . HEfERs
ectionQue .critical_section_
ryDuration query_duration
® Note
13 AR
Apache
Airflow
251 %
K E#HIR
R,
DAGDepend dagrun.de Z=% DAG. {dag_id}
encyCheck pendency-check.
{dag_id}
DAGDurati dagrun.du =) DAG, {dag_id}
onFailed ration.failed.{dag
_id}
DAGDurati dagrun.du =¥ DAG, {dag_id}
onSuccess ration.success.
{dag_id}
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1=

DAGFilePr
ocessingL
astDuration

DAGSchedu
leDelay

FirstTask
SchedulingDelay

Scheduler
LoopDuration

(@ Note
BAR
Apache
Airflow
2.5.1 iR
N E# ki
o

Tasklnsta
nceDuration

Apache Airflow
BE

dag_proce
ssing.las
t_duration.{dag_fi
lename}

dagrun.sc
hedule_delay.
{dag_id}

dagrun.{d
ag_id}.first_task_
scheduling_delay

scheduler
.schedule
r_loop_duration

dag.{dag_id}.
{task_id}.duration

B

Wig

it
&

it
Y

it
Y

ZY

HEE

DAG iBREW ,
{dag_filename}

DAG. {dag_id}

DAG. {dag_id}

BB HFiERs

DAG. {dag_id}

7% , {task_id}
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CloudWatch 1§

=

Apache Airflow By
R

Tasklnsta dag.{dag_id}.{t: E®
nceQueued queued_du
Duration ration
(® Note
EAR
Apache
Airflow
2.7.2 iR
K S hix
o
Taskinsta dag.{dag_id}{tz: E®
nceSchedu .schedule
ledDuration d_duration
(@ Note
BEAR
Apache
Airflow
2.7.2 iR
R S hix
o
EEREWHEER

DAG. {dag_id}

£3 |, {task_id}

DAG, {dag_id}

1% , {task_id}

B LAMEA T 5] Amazon MWAA #EREIZEIE |, 1#$## @ CloudWatch 2 HiZiH Apache Airflow i #H#Y
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« metrics.metrics_allow_list — ZiE0MRFEEE , o ARIEEIRE M CloudWatch 2 H Y
B, MREFHE Apache Airflow NMEEFMETANERE , MRENRATRFE , FEALLEE, 4

i scheduler, executor,dagrun,

« metrics.metrics_block_list — ZiENREFEIGE L AREHBLUSE TERENEE, 4l
scheduler, executor,dagrun,

MR IBERFERE metrics.metrics_allow_listH metrics.metrics_block_list , Apache
Airflow 2 Z 8 metrics.metrics_block_list., MIRMBERE metrics.metrics_block_list
{BRERE metrics.metrics_allow_list , Apache Airflow EEFiRiEEE hIgEN T
FEmetrics.metrics_block_list,

(® Note

metrics.metrics_allow_list f metrics.metrics_block_listiHAE
BIE{EE AR Apache Airflow v2.6.3 FIEFTMA, ¥R EM Apache Airflow ,
sBmetrics.statsd_block_listélf metrics.statsd_allow_list# .

®REIR?

« IREF R PublishMetrics 2 MIRIEEEAMRREISIZRN Amazon MWAA API #1E,

Amazon MWAA IR 5. 1TIIMERERE

BR 7 Apache Airflow 1524 , BE T LUEA CloudWatch E53# Amazon Managed Workflows for
Apache Airflow IRIENER T  HGRERBERN UK ERNEEA B LITARNER. EBEL
REEE , BREEFRTHBREVEEE , HEEEHRABREND , WEHETERENEE, B
EEBEAR Amazon MWAA EFrE X EH Apache Airflow iR,

Amazon MWAA 1% &% {8 Amazon Elastic Container Service (Amazon ECS) & 25 #1 Amazon Aurora
PostgreSQL #1TERRIZEH CPU MEERBERAR  URAREAEHENFEHEM Amazon Simple
Queue Service (Amazon SQS) 5. AEREERREMA Amazon Relational Database Service
(Amazon RDS) 1518, HERTIIRE. BEARME, EEMBWIXE , AKX Amazon RDS Proxy 1518, &
LEFLIFEERITEE. HitTHEE, HESEM Web RIRSENHEE.,
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BLRHTERERE 15 @A , BERTUENESER , YEERIBEARNER , URHEREEE
TR, SR EERRELRRSERE , YEEELREREEABEHNNFINE#E, MEFH
B, 528 (Amazon CloudWatch R EERM) -

« 71£ CloudWatch & HZEUEE

sk ao

° *H*T/EE

WARZEME AWS RIEH CloudWatch IEZMAEF. ¥ Amazon MWAA | A AWS/
MWAA,

CloudWatch $5#&

CloudWatch #5#E/X %k CloudWatch 458 1 — Bz EFHES| RV E R B,
HEE

HER—BEBER K REESIH—

B

FETEREEERE N, YR Amazon MWAA |, BN EGETEL,

HEE

R EiEREA CloudWatch # Amazon MWAA 35#Z/8 CloudWatch #E 248,

HERE FH

B Amazon MWAA IR3E F R#1T Apache Airflow
TTH WD =18 Amazon ECS BEHIiE#E - #E
285, TEEF Web fAARSR,
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HERE A

175 1 EEREEREE T1EE £ BERY Amazon SQS {73l
B, ET/EEFENAEE  cHeRfRAsET
B, FEARHEMTESE, MRE 12 /PMEFTR
MR ZBIAMBRAS , AFSTHEMTIEE

A,

ERE Amazon MWAA fEF#Y Aurora #£1EE, EE
RETEENEHTEENERZ  URZEHENER
EREFFEER, Amazon MWAA & [E) 853
i READER #1 WRITER #{TEBEHNE R ER
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1£ CloudWatch £ & R FHIEE
R EiERBA N{A] £ CloudWatch F1FEX Amazon MWAA 5#&,
FHMERNREEIEE

£ CloudWatch £# & LHRBIEEEH,

BEURH AWS B,

#1E AWS/MWAA i3 B 22 [,

EMBEERRLIERY  BEHE, flU, &5,

BIBMHER CloudWatch #1542, I , NumSchedulers 5 CPUUtilization, &% , BIE@EFE
BEERNER.

6. EEERAEERSIERAFINEEER.

o kb wDd =

S

BERE

T &5 E Amazon MWAA IEE, THRERERKEE, EEFIEZERK Amazon ECS, Amazon
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- fTHERE

- Application Load Balancer 1§1&

=EER

THiEEEANSEHERES. EfRT/EE. HMIT/EEN Web FIREE. NESEEEIEENFMET
FEREA , F2 B (Amazon ECS R AEIER) T AIEENKE,

mREM BE B
AWS /MWAA CPUUtilization Bkt
AWS/MWAA MemoryUtilization Brte

LR TSR Web AREASHHE

BOERABEEEPRHENTHIEE , ITHEFR , ARECRERBRERASLEATESE
=; Web RIRES. BRI LAUEIBE CPUULlization 2 MemoryUtilization I§ZM B , WAAKFTERE
R TEREHIFTERATIIRE, EENERAIditionalWorker THFRUNNINGEIIEISHASL, T HE
WIREFANEMTEESSTERBYE  THBEHERENMER , YASTUER ReELHA
THEENEE.
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FHTHHEEITEENEE AWS EBEEA

1. B AWS/MWAA & 2=/,

2. EFMBEERSIERD  BEREUEE.
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2. EFMEEERSIERYD  EEEEHEE.
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4. EEFRLEEZRSIERL  BHEREA 1 7# , BKRFTEREREAEHIFTE.
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ERERREZEEN , BMERERE AWS tRF BAER , A FEH AWS Identity and Access
Management (IAM) B2 EBBIFEAERS. Wtk—R , BEFAEHASEESRTFEREEHALEN
FH. RftERERATIHFRNREBEER !

- BERFHECFRASEERRE (MFA),

£/ SSL/TLS B AWS BEREBHA. BEEMA TLS 1.2 HEHRA
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- f5F AWS MBRERAR , UKk RIEFNFTE AWS BT £,

- ERAERNZERLRE (K20 Amazon Macie) , HBIREFRERFFEIE Simple Storage Service
(Amazon Simple Storage Service (Amazon S3)) HEAEH,

B RZIBRCBETEREFNE T B4 U SRERNMBEN , HEEERSEEEWEAF |
BB B, ESTREEEMEA Amazon MWAA S fEAEHE A AWS CLI. API 3 AWS SDKsHY H At
AWS R, SEEZESARSBNEERIBUIEANEAEREATURARATERDE B, W
REREABEREN URL , RFEZIRBR I ERBLEZXAREIFRN URL F3ERBEH
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THFEREFRHE Amazon MWAA IR EBEFENERPHNER, FAHLERART #H# Amazon MWAA Ul
{5 S AWS KMS RINZHEER , AR WA E&E T Transport Layer Security (TLS) B
EnZE R,
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- BTz
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Himnz, mREBREFCEHAFFEEN KMS I8 , E4ARERRREEANEM AWS ERMBEHE
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MREARIBEZFEEMN KMS £ |, iBIBTER , Amazon MWAA £ H AWS A KMS £
BRNABIENER, BEGTH AWS AN KMS £ EE Amazon MWAA EHERMNZR,
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BES Amazon MWAA £ AWS BIESEFZE KMS € RRNRBREMERNE, MEFMAE
A, FSE AWS KMS EE,

hnZE X m

ERBAEE Y Amazon MWAA IRIBRFIETE AWSHEEN SRHFFEENER , WEERARNBREMNE
RYINE AR, Amazon MWAA SRR THEEEEENER,

Amazon S3 — Amazon S3 ERlS =YK ERFE A MRS IKINE (SSE) E1TNE ., Amazon S3 %
MEZREEFEN DAG BB X EE RN Amazon S3 #EFETE LT, ¥4 LEE Amazon S3
RFEME , WE TFEHE Amazon MWAA IRIFEFHFZ, RIFFER , NREEAZTEFEEN KMS &
#® , Amazon MWAA €A ©RBERAEZ Amazon S3 REFTEB EHNER,

CloudWatch Logs - tIREFEARNZ AWS HEEH KMS €88 , X E CloudWatch Logs # Apache
Airflow BHESE 6 SSE ##& CloudWatch Logs AWS #EH KMS £#81%., REEREFEEN
KMS €% , BIX AR S |MBEENIEE KMS £8% , LAALFF CloudWatch Logs EAZHN £,

Amazon SQS - Amazon MWAA € &S ERIEE I — {8 Amazon SQS 7%, Amazon MWAA &{FH
SSE &8 AWS #EEH KMS € B BIEENEZEFLZE KMS B RINBEAFNEHTINER, ER
BEANRE AWS SIEEREFEEMN KMS £88 , #8248 Amazon SQS FAIFIBEHITAE,

Aurora PostgreSQL — Amazon MWAA 8 B IRIEE I —{E PostgreSQL #& . Aurora PostgreSQL
f£F SSE £/ AWS SEEREFEEMN KMS £BRMEASR. NREFEAZFEEN KMS £

i , Amazon RDS S AR EEZLMAERE . —BARARESE , S —AAREREHTEE. NRE
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Amazon MWAA R REEVIEEN KMS £BI M MBEANRE. ETHEMBRIRERAR FHER
K, BEFZE KMS £ FANRAFIwNZ (CSE) , AR FEEFH Secrets Manager P EEFZE S8
REZ WEH AWS Fargate H11TA B,

RTFBR

Amazon MWAA ERXREBETIILEFRAERNBEERFHEZEEFEEN KMS £8, EEXBEKA
A EMETTA (Amazon MWAA) HITEE R EZ N ENE,

B¥F1: AREVENFEER

"Name": "mwaa-grant-for-env-mgmt-role-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal": "airflow.us-east-1.amazonaws.com",
"Operations": [

"kms:Encrypt",

"kms:Decrypt",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:CreateGrant",

"kms:DescribeKey",

"kms:RetireGrant"

% 2 : HfControllerLambdaExecutionRolefZEX

"Name": "mwaa-grant-for-lambda-exec-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal”: "airflow.us-east-1.amazonaws.com",
"Operations": [

"kms:Encrypt",

"kms:Decrypt",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:DescribeKey",

"kms:RetireGrant"
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&F 3 : A CfnManagementLambdaExecutionRole FEX

"Name": " mwaa-grant-for-cfn-mgmt-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal": "airflow.us-east-1.amazonaws.com",
"Operations": [

"kms:Encrypt",

"kms:Decrypt",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:DescribeKey"

®F 4 : AR Fargate B11T AR UEINBIHREZ

"Name": "mwaa-fargate-access-for-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal”: "airflow.us-east-1.amazonaws.com",
"Operations": [

"kms:Encrypt",

"kms:Decrypt",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:DescribeKey",

"kms:RetireGrant"

BTREREREEFZETR

MBSBIZHRBECHEESE KMS €488 Amazon MWAA BEEH , AIX B TIBREEEES
i&  LLAEF Amazon MWAA ERERMZBRENER,

MREAR Amazon MWAA IREBMEFZE KMS €8 KRERMA CloudWatch , BUEEH &
i BUR A LR IR CloudWatch Logs. fIEFFMERR , 2B EH AWS Key Management Service
BR#E1E CloudWatch i3 HFE R,

T 5 &KX CloudWatch Logs B &BEBEK. B A ESRERNEFIE,
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{

"Effect": "Allow",
"Principal": {
"Service": "logs.us-east-1.amazonaws.com"
3,
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"

1,
"Resource": "*",
"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:us-east-1:*:*"
}
}

}

AWS ldentity and Access Management

AWS Identity and Access Management (IAM) 2 —& AWS fR¥% , AT BN EEE R iR G AWS &
RHFE. IAM EEEMRHHTNETEIERE (BA) FRE (EBFT) , UEA Amazon
Managed Workflows for Apache Airflow EiR. IAM 2 — BT REFEH AWS B R,

AREFERME Amazon MWAA e[ F AWS Identity and Access Management (IAM) BV E L8, #&
ETHUMAIEE Amazon MWAA WIZEUE |, FF2E 3% Amazon MWAA IRIFNFEL

B &%

£ F & 20 KER =&

EABREEFIE

RAEAEENECSHEFA

# ¥ Amazon Managed Workflows for Apache Airflow & % M1z EUGEIT HE D i
Amazon MWAA #n{a &2 IAM B A

S

AWS Identity and Access Management 410



Amazon Managed Workflows for Apache Airflow EREEmR

BEREHER

B EH A AWS Identity and Access Management (IAM) R IBEN AEMEFRTE :

- REFEAE — ER/EFNELYE  BROEEERBETT (FSHE &8 Amazon Managed
Workflows for Apache Airflow & 2 11z ERE 1T #BE 52 B

- REEEE — BEREFRAEFIELIRXHEREIFAIFER (28 Amazon MWAA Z0{aE2 |AM &
BLEF)

- IAM EEE — REBRAETEFIRS (F2B Amazon MWAA 5 7 B 1)

ER & 7 RER R

EOBRBELAWS TR BRBANAR, BHXALL AWS IEERFERE. IAM FHERIEE
IAM B 5 91HTE 98RE,

B LAER B D RN EAESR , fl0 AWS IAM Identity Center (IAM Identity Center), BE—&A§
7B FH Google/Facebook EAER , LB sWEXEA. NEEBEANFHEENR , F2H
(AWS B A FEREER) PHNNEEALEN AWS IRF,

HWRENRFTFE , AWS 12t SDK M CLI AR IGHmFL NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREBEEREF

AWS tRF RERE

EEREN BFFAWSIRE |, 2R —{EH A AWS tRF theroot FAENBRAG DR , B P T RER
BB AWS fR#E 7l ER, BIEBTEFRAREAERBTEAEEE. EHEERFEHERENE
%, B2 (AM FREER) PNEZREAERIBNTS.

IAM fi£ i & M A48

IAM 8 F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ —& & 2 B8 A =
EAEXHNSENTE, BERUGEREEREGRIBREN IAM E£AE, NEFHEEA , 28
(AM EREERE) PHERAECERECABS SO RMER AWS FAKRBETFH .

IAM BEEEE IAM EREES  FEEAREEAENFUTHEMER, NFFEEA
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IAM B

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIfI B9 EB4SEHFTE , &
ALV HREEEE, SR LUEBRERETRE IAM A/ (E#84 ) I AWS CLI 5 AWS API
RERRBIAR, MEFHMEENR , F2E (AM E£HAEER) FHRREAGH S E,

IAM BEBRREE 5o EREFI. W IAM EAERT, BikRFFEREBRBEFER , URE
Amazon EC2 TR AEN., MEFMENR , F2H (AM EAEER) P/ IAM FHVRIRE EIR
B

EHBRREEFEUE

ZAILUEIB R Y BUR Y A HIEE R & 5 RNER AWS RIZEH AWS R FER. BERERES 5 HERM
BABERFT A, ERFARHFERE AWS | SFHMEELBK. KRSHBEKELL JSON X H AWS RIFE
RNERE F, MFE—FTH# JSON BERX M , F2E (IAM E£REER) hH JSON BUREiE.

EERESEMEANK  ERERWLEETRTEWLERG THREERANTEE , UEETFINHEER,

FREBEAT  ERAENACKRAET. AMEESSEY IAM BRIEHEMEEAE  #HEAERE
B, IAM BERERBIMERIFT A , ERmBRAAES X #T.

S BEBR
BOBEBRRMMESS (EAE, FRAERESAS) K JSON FFABENH. EREREREHS ST

HMLEFRATWLERSE , UREANGRSE. IFTHROARISSEBE , F2H8 (AM E£REE
M) PHEBEFEEBRRERHEE] IAM A,

BOBBRADBRNRBEEK (ERARRE-—52) ESERX (ANMNESE S 5HNBEMLBER). 0%
THRNMAEZEBRRRARBRR 2BHEE  FE2HE (AM EFHEER) PREZEERENRBE
ZFEﬁig;go

BERBEHER

ERBPBER MR ERH JSON BERN 4, HHIEHE IAM B EEEBRE Amazon S3 EFATEEE
R, EXEEREBRNEET , REEESAUERACARZHEREERNFIER. BLEAEE
FREBRPEEERE.
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FERFIFE (ACL)

FHUZHIEE (ACL) ATEFIBL IR (RFKE, FRAENAG) HEFIEERNFFT. ACL EHR
ERAPCR , BEMATEM JSON BERXHFER.

Amazon S3 AWS WAF# Amazon VPC % ACLsHIR#SEifl, WEE—F TH ACL , 552H

{Amazon Simple Storage Service FZ A E18F) FHFEUIEHFE (ACL) BIE,

HttBeREE

AWS X EHMBRER K WREELZERBREERTHRAHFT !

- FAURE —BRESPHEBERARE IAM BEBNRAFT. MEFMER , F208 (I AMFERAEE
) P IAM BEEFF T RR,

« PRIGIZFIBR (SCP) — B AWS Organizations VB S AEB BBV IS ERAFF W, MNFFHMER |
520 (AWS Organizations £ & ER) A HYPRAEE HIBUER,

- BREFIBER (RCP) — RELERFHERATAFAIN LR, MEFHMEFA , F2H (AWS
Organizations FAEERE) PHEFRZEF K (RCP).

- THERBEBX — EURXRFARARACTEBE S EAEELERTERER , LSEEXEE
RS EGR, MEFHMEN , 52 (AM FAEER) P ITIERERBEE,

ZRBREE

EZEEENBRERANGBERE , EENTUISERMMELER, B2 7THNMTAWS £5 RS EK
REHRERBAFR , F2H (AM £REER) FHBELESE.,

AHEAEERACHHT

WEHE REBMMEIBER , AFF IAM FRERFEZIBAEAESINAREZIERR, HWBEE
GEETEAEFHER H AWS CLI AWS APl URRRET AR TR BENFT,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

#H¥ Amazon Managed Workflows for Apache Airflow & 4 #1172 HUE 17 8 &
=]

RZ

FERUTERARGEEZEFIEIESEA Amazon MWAA F IAM B g8 E R FE R BEE,

REREE Amazon MWAA F#1TENE

WR AWS EEFEE HRCEENT BE , AXABBENEEES KRG, ENEEERALE
HEAERBNEBHAR,

K AEEHIT iam:PassRole HIFZ#E

MREBWBNEEEE |, FHEEESIT iam: PassRoleEE , BHBERMSVEEN , UAHFEEACEER
Amazon MWAA.,

Bl AWS R TROSREACEEAZES  TTRRUFNESACIRMELAE, NE
TR , X BRERACEBEZRBHHT,
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EAH M IAMmarymajor FAEERMERAEEAE Amazon MWAA RETEIMER |, 84 T 5% A
5k, BER , BB RBEBERBREARR TN T. Mary REKAGEERRRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBER A BEH , RFFM#1T iam: PassRole BIE,
MRBEEGE) |, BEKEN AWS EEE, FNEEERMUHEBNESERRE.
BEREERF WA AR AWS IRF FEIEKA Amazon MWAA &R

BRLEY—EAE  BEMIRFHNEREREEBABHNASTFIENER, S UIEEE R
LEEEVHAIREZRAR. SHEXEERERNBERSFEUZHIEE (ACL) RYBRES , &7 SUE M BRL R
RRBETFAETFRENE RN,

MEE-—S T, F2RUATRE .

o ZET# Amazon MWAA BB X EELIIEE , 552 Amazon MWAA N1 EE |AM ¥ ELE

- BETHRNMAWS 1RFE EEBEN ERCBREFIE  F260 (AM EAEER) FHEEHE
B AWS 1RF 895 — 1@ IAM /& PR FEE,

- BETHNMEERNFERERRIGE=7 AWS IRF , F2K (AM EREER) PN FEUER
HIsE =5 AWS IRF #H,

- MEFETHNMEEBES S0 RUFIE , F268 (AM E£RERER) FHEFREREHEGENTE
TESBRENERE BEE D).

- METHERAAGNEREBRETEIRFFINCENEZR , F2H (AM £REER) P IAM
B RF EiRFE.

Amazon MWAA zn{a/ &3 IAM &8¢ 5 A

Amazon MWAA A IAM B 25 B BERAEEF AT 1%F Amazon MWAA BIEREIR. MNE A HRES
Amazon MWAA ERFEM BET IAM BUEREZEH , 552 E the section called “/ZEL Amazon MWAA
RIE,

£ EH18 Amazon MWAA F1E b AWS BRIFINMEE IAM B EFERAN SR EFEIE | 228 (AM E£HAE
£/ FHAWS B IAM BEERAN R

Amazon MWAA HN{a 2 |IAM & HL {5 F 415


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Managed Workflows for Apache Airflow EREEmR

Amazon MWAA & 9 BB

£/ IAM B2 BEBER | SR LEEAFSIEENBENER , UAREMERS T AFFIIEESD
#E. Amazon MWAA XEREEIF. EFRMEFER.

THLSERRBP A IAM TIERAEBI M JSON BE., HWEFEMYHE Amazon MWAA BRI E
FHUE,

B ZfEM JSON BURmEE=RRE M BUIR

1.

6.

EAAWS BEEEA WHHRBIR https : //https://console.aws.amazon.com/iam/ B 1AM E32

Ao

EERINBEE®SD |, BF Policies (H).

WMRIERBE —IXZEEE Policies (BUR) , A2 HR Welcome to Managed Policies (B A S EH
%K) HMH,. 1#Z Get Started (BIAFEA).

EEMEIEN , i#$2 Create policy (I BX).
EBURIRESS P | i#IE JSON BIE,
BA TS JSON BRI -

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"

1,

"Resource": "*"

}
]
}
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® Note

&R LARERFED R4 BALER JSON fREERIZEE, T , REETEENERBLIREERRT
BET %, IAM BRARERRENBERERE  AEHHRB(LRERETREL. NF
HMES , F2E (AM EAEER) PHRABBEER.

7. ERRRBIAEE, AEEERIORRMABREBMIEE (BF). BRLBRDERNOF
T, REECHREFRET O,

8. 1#IE Create policy (B BUR) REENIFERK,

BT RMAE JSON BEFEANFETE , B0 (AV EAEIEE) i IAMJSON HERES
=,

BF

EEEWLER AWS JSON BERRIFEEH T UAFRAR, 2R , MEZRE M BEES T o H 4
BEEREITHLEF,

JSON BURRE Action TEBERE T AR AFHIEBBRPFRNEF. BHREERADERETH
1TAEBABA BN ERVRT o

BRBRIRNX XA B E Action 5 NotAction JtHE. Action TEEIHBERAFNE
¥, NotAction TEEFHT RFFHIEIF,

B Amazon MWAA EEM BEE R ME A LAEHA Amazon MWAA #{THI{EFS. Detective FHIBUERED
EEBFLLTRIR : airflow:.

BUERBRAFT (*) RIEEZ@EEE. BUARTFUFHAGENMEEFEFEE K MARERSIE

ELEE | HlI0 environment,

= EHS Amazon MWAA BiERTBE | 552 B (IAM FEHEIERE) F 8 Amazon Managed Workflows
for Apache Airflow JEZ&H Bk,

Amazon MWAA 5 7 8 BUR &5 4

£ EFH Amazon MWAA BUGER |, 28 EE ¥ Amazon MWAA IRERFEL,

BRIRFER | IAM ERENARRERIHEHN Amazon MWAA EIRIFFA, Mt BEER AWS &
EFE AWS CLIZE AWS API #IATER,
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IAM EESXARI IAMBER , RTEAENAGEEEER LHITRE API EXNAET, EE
BREFLARBEEBRMMERZEFTTH IAM £H8FEHEE.

/A Important

BAEREER IAM A REE A ERRESM Amazon MWAA ERIVFEUE. #RAGT A
BUREEERETEM 1AM EAE,

EETROAIEAELEF JSON BERXHEY IAM 55 RBR | 20 (AM EAEER) PHE
JSON E&; FE T HR,

F&E

- BREER

- A Amazon MWAA £ &
- AHEAEFRECHNFEA

HERREEHR

SoABEREHEEREFINEBASRE TR, FHEMER Amazon MWAA &R, iELB/Ed
BESELN AWS IRFEAER, EREIRFRES »HBERE |, BEBTHEAREREE .

- FIEER AWS SEBRRYE BRI RKEERTT - EERBRFIRTENCERAENTEER , FEH
BT R TS EREARAN AWS REBKR. ©ATELN REMH AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H (AM E£REE
) T AWS REBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AAUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMFF A,

« A IAM BER PR E4GE— S REFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
fFlan | BAILARBEBEERRG , EEXEMEMA SSL BEFER R, MREBIBE Hlun FHRKEE1E
AWS FREE , & th o] LA B R4 3R 4% F HZEUE CloudFormation, MEFFMAET , 552 (IAM £
ZIEE) K IAM JSON BUEETTE © 4,

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE BE&4E - IAM Access Analyzer B
BHBERMBBEBEE |, BERELBERER IAM BUEEFES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNWBEK, NMEFHHEE
A, F2E AM FHERR) PHEEA IAM Access Analyzer B 38 BUE
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- EEZEEERE (MFA) - MRENRFIZEE IAM FHER DR ERE AWS IRFE | 5B MFA
DiEsgat, MEEMRW AP BERTER MFA | 3518 MFA R4 EENBER, NEHAE
A, E2E (AM EAEER) FHEE MFA E’J;zé AP| 17HY,

WE IAM R REEBNHERES  F28 (AM EAEER) 980 1AM 22 5E8K,

£/ Amazon MWAA £1# &

ZEMEA Amazon MWAA =24 |, FRERACLEREHFEIE AP R EEERFHHEBREE,

& Z7H Amazon MWAA B3R |, F2 B EE Y Amazon MWAA FRIFHFEL
RFEAEFHECHFFA

LEpIE RE MR BUR , AFF IAM ERAERRERIMEFERESINARRIERR, WBE
BEETRAHMEA 3 AWS CLIAWS APl R RET A XTI BERRT A,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",

Amazon MWAA 20 €2 |AM $& 8L 4 A 419


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

Amazon Managed Workflows for Apache Airflow EREEmR

"iam:ListUsers"

1,

"Resource": "*"

Amazon Managed Workflows for Apache Airflow B4 #5757

EETH RS AWS ¥ ERESRTBHLER , F2RAWS B SR HHEANRRERLRE
BHERE. WFE-MREFA  FSHEAWS 5K E,

BRI ER TEE=FEKI|E AWS Artifact, MEFMER , FSETHMS TH AWS Artifact,

BER BHNEREMT AWS R BURRERNEZR S, BARANEREE , URERANERENER,
MEMFH BERSENFEMET AWS RIE |, 528 AWS 22304,

Amazon Managed Workflows for Apache Airflow A By 58

AWS £ REBBHEELAWS B MTABHAEHREE, EREHA2Es BARRNERTAE
B BLEIEE, SHEENSEREERESNEER. SATARY  EUNRHRRENER
BANERE ETAES-HEDARBEMTIERETE, TABRNTRAM. RELITRELS
5, HBE-RBEERR O EREERIEES.

W AWS B MTRESNHEETR , BB AWS £ REBBIE,

Amazon MWAA IV ER R EZ M

Amazon Managed Workflows for Apache Airflow @ 2 ER#% , F AWS 2B ZLNRE. 0F
AWS Z£RBUAK i AWS REERFRENVHEEEN , F2BEAWS Ents, FEFRAERR
RENREEBREREN AWS RIR | SRR EL X AWS Well-Architected Framework 5189 E
FHERE.

BRI LAEF AWS 24/ APl FEIY | B BHEIFE Amazon MWAA, EAERMSBZETHIER

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXREIEFAZE(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARH (M Java 7 MEFHIRA) AL EELER,

EHRBE 420


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

Amazon Managed Workflows for Apache Airflow EREEmR

Amazon MWAA #4828 F &1 2 #r
ERER] IT BHIRES AWS BE T BMLEEL.

Amazon Managed Workflows for Apache Airflow & & Bl &4 1 F iR & IRE F B9 Apache Airflow, TR
& VPCs £ A iE E M 7 EUBUR,

MEFEFHMET  F2ETIER :

« Amazon Managed Workflows for Apache Airflow §& 15 5 &%
- HENWEFEER

« Amazon Web Services : Z2EFHE

- Amazon MWAA IV ER LS M

« Amazon MWAA I Z & REEK

Amazon MWAA EZ £ HEER

Amazon MWAA R Z L2 IhEE , HEERZBNEFECHNZLBEREEE, UTHREEKA—K
2| I FRERTENZELMBRIR, EEREEXTVRETEARNEEZRAEANRESESR , HkEKE
RABRAEZRY K MTAEEERETR.

- ERAKEFFITBR. ERFFIRTEREITEEMENERIBF,

« {#EF AWS CloudTrail JRES#Z=EIRE R EREEE,

- HB{R Amazon S3 T RBEMYH ACLs #FT IR FHEEEE Amazon MWAA IRIEHFERAE ,
BB ARETE. EURAREERIERENEZERFTFEZHTNFERAEHBLESBE Airflow &
BT TERERRFA,

« fERAE Amazon MWAA IRIEBEIBEAY Amazon S3 f417Er#E, Amazon S3 REEFEIHE A LUEEMA
B, FOBEMMGERERETET  IEAREREERAE D RS,

Apache Airflow FZ 2 RIEEK

Apache Airflow T2 ZHF . #ABFEUEHIEHEIERELINEERSBIA Amazon MWAA EERNEFERSE
% , 1B DAG B ETREREMIRE DAGs , AU E Apache Airflow EA E R EERPEENER
&,

£ Amazon MWAA EfEf Apache Airflow i , BFIZRZHT TSR , UERERENPEERE
M DAGSRZ £,

RS A oY


https://aws.amazon.com/compliance/shared-responsibility-model/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://airflow.apache.org/docs/apache-airflow/2.0.2/security/access-control.html

Amazon Managed Workflows for Apache Airflow EREEmR

« {B5% Amazon MWAA #1117 &&= Apache Airflow BRI FEHNEMAS , LA ZETEARBENE
AEENESR DAG EAGFEENERIBER , XEEMEERHIEE Amazon S3 /dags ERI K,

- FBE#ERA Amazon S3 DAGs BRI XFE., k2 , A CI/ICD TE# DAGs EA Amazon S3 ,
WHITERBL R , R DAG BEXIBHFAERNZ LA,

- BFEEAEFEREIRREN Amazon S3 RFEIFE. k2 , %A DAG I , DAGs X
YAML, JSON = EAt1FKE Amazon MWAA Amazon S3 ffFErEB P ARV EN EXERAER K
E4 DAGs,

« 7£ Secrets Manager P FH#EH., HARETEMHILTEA DAGSHFER EBEMWE |, B 0B 1L b1
BRERIRERANBE,

1838] Apache Airflow ERE#EENEE

& LAME A CloudWatch Logs Insights 3R {8 38 DAGs #% Apache Airflow £ & R EE N
EEERM , B LlEE P —18 DAGs £F Apache Airflow A E R | £/ EventBridge HEf2R
Al, Lambda BEEAH CloudWatch Logs Insights &% @& ZE CloudWatch $61E,

FRMRAF
BETH ISR, BREETIER .

- £ BEEBHREUAFTAE Apache Airflow INFOHFER M Amazon MWAA IRIE, MEFMENA ,
¥ the section called “/ZEY Airflow B

s
B

Z%XE Apache Airflow fEF EEREEHEA

1. B3 Lambda EE , &r¥ H 18 Amazon MWAA IR3E A& E
(DAGProcessing, Scheduler, Task, WebServer# ) #1T %I CloudWatch Logs Insights
B FHEWorker,

fields @log, e@timestamp, @message | filter e@message like "add-role" | stats count()
by e@log

2. EINRHEREHITH EventBridge R A , W FEABHE L —ELSEHEIH Lambda REM AR
BiE, £/ Cron = Rate RIZEXNREHRE , LEHHIT,

Apache Airflow FHZ £ REEK 422


https://airflow.apache.org/docs/apache-airflow/2.0.2/howto/connection.html
https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html

Amazon Managed Workflows for Apache Airflow EREEmR

Amazon Managed Workflows for Apache Airflow B Apache
Airflow FRZx

R EREFR B Amazon Managed Workflows for Apache Airflow X #E#) Apache Airflow MRA , AR F &
ERMMANREER

e

- B8R Amazon MWAA k7

- BFRAE

« Apache Airflow 4%

« Apache Airflow T4

« F+#& Apache Airflow iRZS

- [&#% Apache Airflow iRZ<

« Apache Airflow B 2 F iR 4

« Apache Airflow RAEXZEMERBEE

B3 Amazon MWAA RrZ<

Amazon MWAA S 2 E RS & , #& Apache Airflow iRASEZE b B A —#E & Python 2N E4R
E. MG EERIEEMNRAMERA Apache Airflow BEARZ 8, BIIRIER | BT LUEEE 6 M BEIR
K, BIUREKE® , cSRECHEENRERE , BEREZEEAREZERREAL,

BT AR AN

Amazon MWAA X £ %{# Apache Airflow R4, INRIBEEVIRFER RIS ERGMRA , Amazon
MWAA € Apache Airflow B R X BIRAREITIRE,

Apache Airflow i<

Amazon Managed Workflows for Apache Airflow & T % Apache Airflow ARZ<

B Amazon MWAA A< 423



ERAEER

Amazon Managed Workflows for Apache Airflow

® Note

« B 2025 % 12 A 30 HE , Amazon MWAA #%#& 1L ¥ Apache Airflow fR7x v2.4.3, v2.5.1
Mv2.6.3 NXE. MEFMEN , F2[H Apache Airflow [REZENE REEE,

« & Apache Airflow v2.2.2 B3 , Amazon MWAA X BB #21E Apache Airflow Web fAlfR2s L
L% Python TR, HEEE4MNBITHNHER,

« f& Apache Airflow 2.7.2 ixF%h , EBNFERIERSEDE --constraintfRR N, WRER
RARSE , Amazon MWAA EAREIEE—@ , URRRENFERPINENEFEBEEZEAN
Apache Airflow iR A,

NEEMEEREENRERANIMER  FLWLE Python AR,

Apache Airflow Apache Airflow Amazon MWAA Apache Airflow Python AR Z<

2 BITHH A B PR ) {5k 4

v3.2.1 2026 £4 A 22 2026 £5 A 19 v3.2.1 BRI 4 Python 3.12
A H =B

2.11.0 iR 2025 F 5 A 20 2026 £1 A7 v2.11.0 BR%I{&#HE  Python 3.12
A E =

v3.0.6 2025 £ 8 A 29 2025 F 10 A 1 v3.0.6 FR &I 4 Python 3.12
A E =

v2.10.3 2024 £ 11 A 4 2024 £ 12 A 18 v2.10.3 BR#I&H4  Python 3.11
A H =B

v2.10.1 2024 £ 9 A5 2024 £ 9 A 26 v2.10.1 FR#l{R#E  Python 3.11
A E =

2.9.2 iR 2024 £ 6 B 10 2024 £7 R 9 v2.9.2 BRHIE 4 Python 3.11
A H -E3

2.8.1 kR 2024 £ 1 B 19 2024 £ 2 B 23 v2.8.1 PRHIE 4 Python 3.11
E B =B

Apache Airflow R4~

424


https://airflow.apache.org/docs/apache-airflow/3.2.1
https://airflow.apache.org/docs/apache-airflow/3.2.1/release_notes.html#airflow-3-2-1-2026-04-22
https://airflow.apache.org/docs/apache-airflow/3.2.1/release_notes.html#airflow-3-2-1-2026-04-22
https://raw.githubusercontent.com/apache/airflow/constraints-3.2.1/constraints-3.12.txt
https://raw.githubusercontent.com/apache/airflow/constraints-3.2.1/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/2.11.0
https://airflow.apache.org/docs/apache-airflow/2.11.0/release_notes.html#airflow-2-11-0-2022-05-20
https://airflow.apache.org/docs/apache-airflow/2.11.0/release_notes.html#airflow-2-11-0-2022-05-20
https://raw.githubusercontent.com/apache/airflow/constraints-2.11.0/constraints-3.12.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.11.0/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/3.0.6
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
https://raw.githubusercontent.com/apache/airflow/constraints-3.0.6/constraints-3.12.txt
https://raw.githubusercontent.com/apache/airflow/constraints-3.0.6/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/2.10.3
https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.10.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.9.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://peps.python.org/pep-0664/

Amazon Managed Workflows for Apache Airflow EREEmR

Apache Airflow Apache Airflow Amazon MWAA Apache Airflow Python R Z<

TN BITHHE a] A% B & PR il 5% 14
2.7.2 IR 2023 F 10 A 12 2023&F 11 A6  v2.7.2 B&IMEHE  Python 3.11
H H BER

MEEBRBREE Apache Airflow ZPEREBRIRE Amazon MWAA IRIBENFHEN , SFEREOPEE
RERENRE , F2 B Amazon MWAA ERIER.

Apache Airflow Jo#f

A EIEREA Amazon MWAA E#& 1@ Apache Airflow ixZ<T] FI B9 Apache Airflow BEfZES I TEEBE |
1Rt £ 48 Apache Airflow ZHEEREE |, 15 H X EEETREM R,

BEfE RS
Apache Airflow v2 M EFH IR HERZES -

e (|E®R) iR (98E) PR (J/AME)
2 2 5
TERER

Apache Airflow v2 FIE#IRAH TEE :

THE (FEE THEE (DiE) THEE (LR)
10 1 25
F+#% Apache Airflow fxAx

Amazon MWAA X ERXREBRAFA K. ERXRRETUMBIRER REAARE x.1.2x.2.z , BEFEHK
EFNEEREK , flE1.y.z2AHKRE 2.y. 2

Apache Airflow Jt# 425


https://airflow.apache.org/docs/apache-airflow/2.7.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html

Amazon Managed Workflows for Apache Airflow EREEmR

MEFMEENR , UREFMITEREER , URBREAREFTRARONFMIBR , 5528 the section
called “F R A",

B&#% Apache Airflow fx4s

Amazon MWAA X BREMARRZREFDAZENRERS, ERTETERER AR
Bx.2.zH8x.1.z , BFERRALTNNESRA |, flmie Bik2.y.zBA1.y. 2

MEFMER , UREFITEREER , URBREAREFRANEFMISER , 5528 the section
called “BF 2",

Apache Airflow BZ A

T&%IH Amazon MWAA = 22 F# Apache Airflow ARZS , LA 1B R4S B9 9] #4 iR &< Flend-of-
support B, MFEEBEBIMRANFMEH , 5528 Amazon MWAA EFIERM,

Apache Apache Airflow 21THH#  Amazon MWAA TEMH  Amazon MWAA end-of-su
Airflow kR i pport B A

x

v1.10.12 2020 £ 8 A 25 H 2020 £ 11 A 24 H 2024 £2 A 21 H

2.0.2 h® 2021 4 A 19 H 2021 5 A 25 H 2024 £4 A 29 H

2.2.2 iR 2021 11 A 15 H 2022 £1 A 27 H 2024 £ 6 A 27 H

v2.4.3 2022 £ 11 A 14 H 2023 F 1A 5H 2025 12 A 30 H
v2.5.1 2023 1 A 20 H 2023 F£4 A 11 H 2025 12 A 30 H
v2.6.3 2023 7 A 10 H 2023 8 A9 H 2025 12 A 30 H

Apache Airflow [RAZEMNE BB EE

1B #% Apache Airflow #B# 2417525 FRABE , Amazon MWAA B R EEMEERBXEZ L =14
IRERRAH Apache Airflow, EFISEZEBERBABBIED 180 X , EM4FE Apache Airflow R EhR
AN EZERBH,

f&4% Apache Airflow iR 426


https://docs.aws.amazon.com/mwaa/latest/migrationguide/about-mwaa-migration.html
https://airflow.apache.org/docs/apache-airflow/stable/release-process.html

Amazon Managed Workflows for Apache Airflow EREEmR
Fes
FREETE

B : Amazon MWAA & Apache Airflow R Z X ?

& : Amazon MWAA £ — R W] i #& X & Apache Airflow {&@REXRAZEL 12 @A,
B : £ Amazon MWAA £ Apache Airflow IRA X BRERE  EE2EBARK ?

Z2R 2, NREREHRWEM Amazon MWAA IREBEH TR LT ERNRA | Amazon MWAA 71
Health &Mk &1L 8 A 2 BI{EIXB A,

B RIEXERREREMFES?

Z . EXEOHERE , ZELEEACERARETREILFTHN Amazon MWAA RiE, SR LHEET
HIRAH Amazon MWAA I35 | ELRBEFTHEN. EZEMARAH Apache Airflow , EEHEER
TR, BEFARE Amazon MWAA EEFTIRAHY Apache Airflow , 7528 Amazon MWAA E& 5
Mo

/A Important

IBRERER Amazon MWAA [RARBFERMMRE. AWS EBRMEEFHE Amazon
MWAA IRIZEFHRESHIRA , UZRSREFHNREME, BREMTAEERE. WREEB
TRABHNTXERARKE LIRERE  BAER , CEEREANZTE, BILENRE
Ek , SREEHRRBEL. BBEERLEE Amazon MWAA IRIE | BHRFEE T BRAHEE
BELER K MALREESERERAREZNIRE, EER LLBEREENRE  SRNRE
ZEA AWS FRIEH IR

EMTERRAERNRESR , tt AWS TBXEER, RHit , R AWS HIETEiREH AR,
AWSHMBAAREMEMFE=SEXZEREERE , IFEEREME , AWS R AJseEhEk
[REEMEBERNFNSER, SEETER LT IEERNRETERSERENARELRE
A, BEIEEER. EERLATHREZRNIRBKERGZE (SLA) BIARKIR.
EERELHTHRENEERE TR SHER, #R, BRENEETH, Bit , MEBERR
BIFRRPBEAMERNER , HEREK AWS REEMR,
WEAWSHESEERENFMEF , 2B AWS Well-Architected Framework FH X F &
£

EREEE 427


https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/shared-responsibility.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/shared-responsibility.html

Amazon Managed Workflows for Apache Airflow EREEmR

Amazon Managed Workflows for Apache Airflow AR5 i 24 #1
(L

Amazon Managed Workflows for Apache Airflow 28 T REEEMiER. REOE (LBARS) 2
AWS IEFHREERIIRIENHZEAHE,

AR

o PR m B

» Service Quotas

- BiNEE

AR 75 s 6

= Z77H Amazon MWAA im26EE |, 552 B Amazon Managed Workflows for Apache Airflow i #
MECEE,

Service Quotas

iR iR EH JEERELRE BESE
RIE SEEESFEKEFH 10 =
Amazon MWAA IR3%E
B H LR,
BERENTIEER {8 Amazon MWAA 25 =
RENIEEHEL
BRo
B{EIREN Web AR =18 Amazon MWAA 5 =
22 RIER Web fRIRES &L
E R,

PR 75 0% 2h 428


https://docs.aws.amazon.com/general/latest/gr/mwaa.html
https://docs.aws.amazon.com/general/latest/gr/mwaa.html

Amazon Managed Workflows for Apache Airflow EREEmR

18 hnfc 28

SER AR BRI NGE K | LARESRIE I AT AR AV LR

B INE AR 429


https://console.aws.amazon.com/servicequotas/home?region=us-east-1#!/services/

Amazon Managed Workflows for Apache Airflow

ERAEER

Amazon MWAA E R E& &

WEmERBEMEA Amazon Managed Workflows for Apache Airflow B IJ 828 20 & R R &,

AR
. XEHRRAE
« Amazon MWAA X E L Apache Airflow v2 ?
o IR A LABE A BRME Python hR7K ?
- EARSA
o R A LUE Amazon MWAA B2 Amazon SageMaker Unified Studio &8¢ {5 Fi U ?
« BRI LAfE A AWS Step Functions 2 , Amazon MWAA ?
- RIEHR
- BERSEAUCEAZSOEBREFR?
« AR Amazon MWAA IRIENFRREERKRME?
« KA LB Amazon MWAA IRIEFE A B ETIRERIE 2
« Amazon MWAA HIPAA B &R ?
« Amazon MWAA 2 & X & Spot #1TEEE ?
« Amazon MWAA REXEETHEE ?
« RUSIERNIRIEFEA SSH 15 2
- RTE VPC R BEEEZRRSERA?
o RABAE IAM FRET EIEFERBRIRIEN ?
« RALUE Apache Airflow TE# 17 1k B b5 & 615 2
« BROLAEERER 25 1@ Apache Airflow TYEEIE ?
« Amazon MWAA BREXEHA VPCs RHE A F#85K 2

o WALV RES BET Amazon SQS 175 , LAEE Apache Airflow FFEVERE1T M T/ERIZ W E

EENS ?
- BE
- FABLEERYERAERIFEE?
« FALATE CloudWatch FEE I HETIEES ?
- DAGs, EHE ¥, ERNHMmEE
« RO LAER PythonVirtualenvOperatori ?

430



Amazon Managed Workflows for Apache Airflow EREEmR

Amazon MWAA ZEEZ REFE T REPFEFTH DAG X ?

A1 Apache Airflow FRUERFEH DAG HER ?

K 7 Brequirements xR IRIFFE KR plugins.zipzk 1§ ?

A ERNINBEXNTSE R Apache Airflow v2.0.2 EEMHENREF ?
BRAIUER AWS EREEB IR (DMS) EE FIF ?

EREHA AWS & A EHRZH Airflow REST APl B |, EE A LUERRRFIIRESNEFHWBIB 10 X
2 (TPS) ?
Airflow £ #11T API {@R351E Amazon MWAA F BRI R #1T ?

X B AR AN

Amazon MWAA X EMBLE Apache Airflow v2 ?

ZZ 7 # Amazon MWAA TR AR , 2B Amazon Managed Workflows for Apache Airflow #Y
Apache Airflow fRZs,

3 AT LAfE A WRME Python RRAS 2

Amazon Managed Workflows for Apache Airflow X1 T % Apache Airflow iRZ<,

(® Note

« B 2025 % 12 A 30 A2 , Amazon MWAA #%#% LE ¥} Apache Airflow iRZ v2.4.3, v2.5.1
Mv26.3 MXE, MEFHMENR , 5528 Apache Airflow AL EFE REEE,

+ 1% Apache Airflow v2.2.2 BA% , Amazon MWAA X BB Apache Airflow Web A fRzs £
& Python &K, HEBE4NEITNHER,

« % Apache Airflow 2.7.2 [RFE% , BN ERERHSBEE --constraintffid. WMRER
RERFIERMG , Amazon MWAA E BEREE —ERGIGRYG , UBERENEFERPIIENEHE
IRIETEFE A/ Apache Airflow fIRASHER,

NMERBEFRERPRERFNFAES

3

SRR % Python H kM,

XEHRRA 431



Amazon Managed Workflows for Apache Airflow

ERAEER

Apache Airflow
i<

v3.2.1

v3.0.6

N
o)
RN
S

Apache Airflow
BITHH

2026 F£4 A 22
H

2025 £ 5 A 20
H

2025 £ 8 A 29
H

2024 £ 11 A 4
H

2024 £ 9 A5
H

2024 F£6 A 10
H

2024 £ 1 B 19
H

2023 ¥ 10 A 12

H

Amazon MWAA
a] A B &

2026 £5 A 19
H

2026 F1 A7
H

2025 F 10 A 1
H

2024 £ 12 A 18
H

2024 £ 9 A 26
H

2024 7R 9
H

2024 £2 B 23
H

2023 11 A6
H

Apache Airflow Python hRZ<
PR il o 4

v3.2.1 [R&IEH  Python 3.12
oES

v2.11.0 BR&IE#H  Python 3.12
e

v3.0.6 FR#EIEH  Python 3.12
e

v2.10.3 BR#I{EHE  Python 3.11
e

v2.10.1 R&IE#H  Python 3.11
=

v2.9.2 BRI Python 3.11
=

v2.8.1 R&IEH  Python 3.11
s

v2.7.2 R&EH  Python 3.11

EES

mEEB HHEEE Apache Airflow B ERIEE Amazon MWAA IRIEMNFHER , SFEREOPESE
RERENRE | 5528 Amazon MWAA BEIEE,

(EESY

3% A A% Amazon MWAA B2 Amazon SageMaker Unified Studio &t

5 ?

2. A Amazon SageMaker Unified Studio T/E#RTE

REREMHIT—

, A LAFE Amazon SageMaker Unified Studio
RBEFH. Amazon SageMaker Unified Studio T#EFRFEE A Apache Airflow JRE 3L

(EHESY]
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https://airflow.apache.org/docs/apache-airflow/2.9.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
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https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.7.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
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https://peps.python.org/pep-0664/
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EREEREFNER S HFAEH Amazon SageMaker Unified Studio BN BER . MEFMER |
E2RIERE—8., EEH#—F T # Amazon SageMaker , 2Bt 2 Amazon SageMaker ?

AR AT LAE Al AWS Step Functions 2 , Amazon MWAA ?

1. BT LAEA Step Functions RIZEERIZFETE , E & Step Functions I LUBR R ZE — BT E
H—BEEFTENER,

2. MRBEEBITREI —RFTENBERIERRE , BULUEA Step Functions 3 Amazon
MWAA, Amazon MWAA AERHARBURBIEIEE , UREBEEMEHR AWS HERFHRILTHE

IRIEBIE

FERRTUAEHAZDERRERE?

£ FETZEEPR %I A 20 GB , I Amazon ECS Fargate 1.4 $§E. RAM WEEREUAREIEENIRIESE
Bl MBREFFINGFHENR , F2E BE Amazon MWAA IRIEFE I,

FAR Amazon MWAA B4 i T 53 Rk A+ 7

Amazon MWAA IREZE#1T Amazon Linux 2 89 2.6 IRRBEEMANSITERE EEY |, URESIT
Amazon Linux 2023 B9 2.7 iR R EF AR EITEE L2,

E AT LA A Amazon MWAA RIEEFH BETIRIGEE ?

FXEBHFTH&, Amazon MWAA EAEEE Amazon Linux AMI E#IBRR, Amazon MWAA pip3
-1 installE#HEFIEEIRIE Amazon S3 EFETBEH requirements.ixt ERPIBEENEREIT |
N2 HEHMER,

Amazon MWAA HIPAA BB 41 ?

Amazon MWAA &R EREMBESEER (HPAA) WEK, MREEE HIPAA BEBMYEEE
# (BAA) AWS |, AT LA#E A Amazon MWAA 7£ 2022 £ 11 B 14 BEXRS 2B EBUNRELRES
REBEEEI (PHI) B IERTE

Amazon MWAA =& % & Spot #1TEE ?

Amazon MWAA B 81 R Apache Airflow BIBEZE Amazon EC2 Spot #{T{EEET!, FiB , Amazon
MWAA ERIZE A LATE Amazon EMR #l Amazon EC2 L #%% Spot #11TEE,

A1 S AT LAfE ] AWS Step Functions 82 , Amazon MWAA ? 433
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Amazon MWAA & X EBFT#IT 2

EEAEK Amazon MWAA S EBEH BTHEE , BT T EAP —EIRE -

« WHREBNE Web RIREFZEIERN Amazon MWAA 38 | &R LA#E A Amazon CloudFront £
Lambda@Edge }I—:umi’gﬂ"‘ﬂﬁf—iﬂ W& B ETEIE BB = CloudFront, NEBNERENRTE
B ETHEM M EANE B | 5528 Amazon MWAA Zi4 GitHub 17 E R 23F Web {7 AR 25 #6451 1Y
Amazon MWAA BiT#E. GitHub

« MEEBFE Web FREFEEN Amazon MWAA Z2 | 5528 the section called “3%E B 5T 48
=

HAUAERNIREPER SSH IF ?

B Amazon MWAA IRIBEFR X SSH , (B[ LAfEA DAG £/ #11T bash s 5BashOperator. i
o

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago
with DAG(dag_id="any_bash_command_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="{{ dag_run.conf['command'] }}"

)

# E £ Apache Airflow Ul 1 #5% DAG , BFH :

{ "command" : "your bash command"}

AITEVPC 2B EFTEHRSERA ?

BEEITBERSERD , SE2BRRRE A VPC FHNHEB LS EE K MEXEFEREHERK. BE
-5 TR 5520 the section called “VPC IR &M,

RO LE IAM TR HEEREIRENS ?

IBALATE IS ERE BB RRFIZEL AWS Identity and Access Management , B2 |, IR EH & LA
FER—ERE , BIEEE AWS TR EFFEAFRERE , I A FERAERER,
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I AT LAE Apache Airflow T/E& L7 RS RIS 2

&1 Apache Airflow Operators AILAE TYEE L FHERERE R, Apache Airflow T4EE A AT RIRIEHY
Fargate &85 /tmp L FH P EFER,

(® Note

RIFE Amazon ECS Fargate 1.4 , BEBREFBRHA 20 GB, MEREFREBTKSEMHEN
Fargate Res#1TEE 31T , EULERATEL/tmpERIK,

E LS EHEIB 25 1B Apache Airflow T/EES ?

2, HARETLIE Amazon MWAA £ A LIEERZ 25 @ Apache A|rflow TEE , BEALERE
RIEMEKE , £ REPRERS S50 BIEE. WEFHMEHR , F2RFERESHE.

Amazon MWAA REXEHRA VPCs s A F#aRg ?

Amazon MWAA 7% B A VPCs i A ¥k, BERMRERHERN Amazon VPC X HHE
HEVRENIREHEE. TiB , £ LUSHRER Amazon MWAA 1RE H 8 Amazon VPC B I #
A VPC, IEKREBBERLA Amazon VPC HFFMEAME S , 5528 (Amazon VPC Transit
Gateways 1Ef) PR E X E K HERBRERE,

RO LA S E S BE] Amazon SQS 175 , LEE Apache Airflow HFEYE
BT TEREGEEEN ?

A, BEEE Amazon MWAA R, &= #EH BET Amazon SQS 175, ERKE A Amazon
MWAA € B AS 1 Amazon MWAA IREMHENEE B S K Amazon SQS 1751,

i
ERMLERRHEFRERBEIHFSE 2

Amazon MWAA &E5#2 CloudWatch H# QueuedTasks 1 RunningTasks , SUREREHEEHRES
#&E Apache Airflow T#¥%&, BEE—STH# |, F2H ERNEES.
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KA LAE CloudWatch R BET 18NS ?

T £ CloudWatch 12 & £, Fifd , WA LRI CloudWatch P E A BETIEER DAG, MEFHME
7 , 72/ the section called “f5f DAG BB BiTIEE"

DAGs, EE ¥, ERMHEMREE

F A LAE A PythonVirtualenvOperatox i ?

Amazon MWAA PythonVirtualenvOperator L REAEXE |, BEAIENFER WET/EE
A PythonVirtualenvOperator, MEHHFIRNEE , F2E the section called “HEFTIMFERXLUE
i@ PythonVirtualenvOperator ”,

Amazon MWAA ZEEZREFBEFEHRBIH DAG EXR?

DAGs €t Amazon S3 RFATEREZ ZEMIRR, WREFEHH DAG HEX , Amazon MWAA
RHWFE 300 DA geRRmBERATNESR. MREEHHEBH DAG , Amazon MWAA KINFEE 30 BF
BEPHAL R EEHT,

ELE, ¥ DAGs B9 300 # , AKIRE DAGs #9 30 W EHT , min_file process_intervalZ Bl
¥EZE Apache Airflow #8828 dag_dir_list_interval®l .

A1 EE Apache Airflow FUERE A DAG EZ ?

LT RUL BB TR S R

1. BRELNFTACREEEZHAN Amazon S3 EFEITES T, EEHE - TH |, 5528 Amazon
MWAA TR,

2. BE Amazon S RETRBEACKREHEHLARERN , YEARAKES, EEE—FTHE 6 F2E
A Amazon MWAA Z3 Amazon S3 18T R,

3. B DAGERAKE, Hluw  BEESE DAG #HEM—H DAG ID,

HE A LArequirements. txt{EIRIFZEZER plugins. zipm 1§ ?

B8, SEEERIEHE plugins.zip B requirements.txt 2 RS EBKR  ERMECEENEE, &

WHRE ARG ERDBIEONZEANE zip BR, EEE—FSTH 268 MER Amazon S3 EHIE
2=

<o
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ATERNINEERXTSE R Apache Airflow v2.0.2 EE/NHENBE
2

HERZ£ZE , Amazon MWAA £ Apache Airflow Webserver V{8 & HER , MBATFSEERE
2.0.2 RIRIFEW Apache Airflow Webserver £ Z#EAEHZERN T Python Mkt JIHHAREX =
Amazon MWAA 7£ AWS Identity and Access Management (IAM) FERF& & H Apache Airflow
%,

L EREMEREE Web MRS EREINHERXM Python #4kM , BEHEMFE A Apache Airflow v2.2 F1E
MR AR I FHIRIE. Amazon MWAA 2 E#EE AR Apache Airflow v2.2 MEFTARAH Web fa] iR
28 L R Python KM BFTAHER,

RATLER AWS BRI EEB R (DMS) BEFIE 2

Amazon MWAA X DMS Operators, i , MWiEE 7% AR E B Amazon MWAA IRE 8 BBV
Amazon Aurora PostgreSQL & ¥ & R EH TEE.

EREH AWS EAERZH Airflow REST API i |, 2B A LUS R R R S8
SHEVHEIB 10 £XF (TPS)?

=, B Ll, ZEERSRKRE , BHEAWS BEFETE,
Airflow £ #1T API {@IRES1E Amazon MWAA F A EH 1T 2

Amazon MWAA €7t Webserver TTHHE4T Airflow £ #1T API [RIRSE, EBHIT APIsEEAR
Apache Airflow v3 FIEEIRA. 0FE Amazon MWAA ZRENEEMER , 5528 Architectures
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¥ Amazon Managed Workflows for Apache Airflow # 1T &
Z 6

AREERBFIE Amazon Managed Workflows for Apache Airflow £ Apache Airflow B[ 2B EIM &
REEMER , URFARELHBRNERT R,

i

AEN
- WIEDE : DAGs, EEF. ERMNHEMEE
- ER
o BRELERZE Secrets Manager

o WMAEHITHEBE ik Esecretsmanager:ResourceTag/<tag-key> B E B EFH RN ER
BR %l ?

- BEZEERE Snowflake
o REETE Airflow Ul FERFIFRAERR
Web frl Bk 25
« REFE Web A IRZREFUE 5xx $558
+ U E|The scheduler does not seem to be running#s 2
E%
- REEBEFIRTNK
« B Airflow v3 RN EIR B BFNER KK
cLI
« 7£ CLI 53 DAG B E| 503, $852
« B dags backfill Apache Airflow CLI e & kK ? RBEEBERGZE?
EHEF
« ZMEFA S3Transform iEE F U EIPermissionError: [Errno 13] Permission denied$& 52
- HMEZE : B AMERH Amazon MWAA IRIE
» E¥ requirements.txt
o RIEE T FMAR requirements.txt , EERIB 20 2 EM B R EFRIRE
- SAEER
« Amazon MWAA REXEEEBRT UI?
- BURETR

Tl
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« REKER S3 B NFFIEERNRE

i
=3
5
ot

B

AEBMIRE , 3B EHE Creating AREE

AEVIRE | BARREBERA Create failed

AIEER VPC I Y ElINetwork Failure s z4
AEVRRESWIRYE, 2IERER "HABE, FER

AEBVIRE  WETRMKES |, Available/B EEREFFE Airflow Ul B , 28R Empty
Reply from Serverz}, 502 Bad Gateway#fza

- REFBEVRE MENCERAEEBE —EBEFIER
- BERIRE
- REFEBERIEER , BEHREXK
- FEURE
« REEFE Apache Airflow Ul
« WEEDE : CloudWatch Logs &l CloudTrail $§532

P

P

=
m[(u} mlm} TIndk mlm} ml(u}
fa'i',

B

m
:qn

s BERABEFK A , U FIReading remote log from Cloudwatch log_groupis 52
EREREEMEFNERTEAK

F1E CloudTrail U EIResourceAlreadyExistsException i 58

« I CloudTrail & FInvalid requesti&zi

« I 1E Apache Airflow H&ECannot locate a 64-bit Oracle Client library: "libcIntsh.so: cannot
open shared object file: No such file or directory P EU{§

« RUB|HEEES HEE B psycopg? 'server =S\ ELR'

- 1 DAG ¥ H i Executor reports task instance %s finished (%s) although the task says
its %s P ENIS

« ZTEEF B Could not read remote logs from log_group: airflow-*{*environmentName}-Task
log_stream:* {*DAG_ID}/*{*TASK_IDY*{*ime}/*{*n}.log.  ER2

HEPE : DAGs, E&F, ERMHEAEE

AEME LW EBERPSEIE Amazon Managed Workflows for Apache Airflow 3R3% 1 A 8E3B EJ# Apache
Airflow v2 1 v3 Python #8{kt, BEIT/MBRER. DAGs. BE T, E#E. FKM Web [ARSEBEMNHE
R
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o

- EiR

L EREZE Secrets Manager

W[ 1E B1T B B BUR R Esecretsmanager:ResourceTag/<tag-key> M B E B EF 4 R E R IR
%l 2

REFXEHZE Snowflake
REEE Airflow Ul PR B RV ELR

Web {alfR&s

REFE Web fal AR 25 b5 UL E) S5xx $H5R

W E|The scheduler does not seem to be running#& &2

e

BERAEBEFIARTHK
FE Airflow v3 RIREIRE HEEHEB KK

cLi

1£ CLI 5% DAG KUk E| "503, $a:a
A1t BE dags backfill Apache Airflow CLI G o2 XK ? REEBRSEE?

BET

A S3Transform & & 7 U E|PermissionError: [Errno 13] Permission deniedis &2

E R

T 5 EERAMFEA Apache Airflow EFRHFEH S — 8 AWS ERER AT s R BI RV 558,

REEEHZE Secrets Manager

BETIISER

1.

T RNl 1E 2 Apache Airflow EARF1E B FAZ S #8the section called “E&E Secrets
Manager”,

TERamE S EH Apache Airflow 28 (test-variable) WA R & &% AWS Secrets
Manager Apache Airflow 281 R ERAILZ S8,

TR I{AITE FEA Apache Airflow IE4E (myconn) WA EBE REAILZ S8 AWS Secrets
Manager # 1T Apache Airflow E#z.

ER
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MAEHTABBE PR Esecretsmanager :ResourceTag/<tag-key>MWZEEE
ERHHERRSE ?

(@ Note
B Apache Airflow 2.0 MR &% E R4,

B8l , B/ Apache Airflow P EXEE , BREEZEREHTACPEARE S|/ H b ERRHIR
PR # ¥} Secrets Manager #ZH1ZHL,

KRELELEZE Snowflake
BETHNIER :

1. 1E GitHub E£fEH aws-mwaa-docker-images , 4RI EH DAGs, BHEFT/A#EXH Python
AR,

2. ¥ T5IEE B EEIRKER requirements.txt,

apache-airflow-providers-snowflake==1.3.0
3. BTIEAFEEEN DAG :

from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator

H{R Apache Airflow EFEM 4TS THIREY

Conn ID : nowflake_conn

Conn & : Snowflake

FH# . <my account>.<my region if not us-west-2>.snowflakecomputing.com
EBIER : <my FBHER>

BA<BNERESRE>

BREE - wereere

IR : <port , ifany>

g

©® N o o bk~ 0w D=

ER 441
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"account": '"<my account>",

"warehouse": '"<my warehouse>",

"database": "<my database>",

"region": "<my region if not using us-west-2 otherwise omit this line>"
}

Flan -

>>> import json
>>> from airflow.models.connection import Connection
>>> myconn = Connection(
conn_id="snowflake_conn',
conn_type='Snowflake',
host="'123456789012.us-east-1.snowflakecomputing.com',
schema="'YOUR_SCHEMA'
login="'YOUR_USERNAME",
password="'YOUR_PASSWORD"',
port="'YOUR_PORT'
extra=json.dumps(dict(account='123456789012"', warehouse="'YOUR_WAREHOUSE",
database—'YOUR DB_OPTION', region='us-east-1')),
<)

RE L Airflow Ul IR B R ELR

Apache Airflow 7£ Apache Airflow Ul FiZfERE R, BRERBEAM , eHSEALFERRELE
EE URI £, 18 Apache Airflow Ul F 5% A E%?%EZIK , I A E A BEREREARELER
URI F& | BlanfER HTTP EiRE A,

BRETISR
1. 7E B Apache Airflow Ul 1 77EX Amazon MWAA 2 EVERIER 2 £ E Amazon MWAA IRIE LI
Apache Airflow R #E&EE 4,

2. TFH&T , £ B9 CLI FE 3L Apache Airflow iE#&Apache Airflow CLI i 52 %,

3.  THEEWMEE Amazon MWAA £ Apache Airflow Ul FREESLE R RYELRER | RE MM Apache
Airflow Ul HHYEFRET AR BRI RS,

Web fal B85

THIERESREA Amazon MWAA L Apache Airflow Web a1 BR2S AT sEUR B /Y $8 35,

Web {3 iR2% 442
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RIEFE Web fAIIRESEFULE] 5xx 552

BRETISER

1. BZE Apache Airflow #HREIE1H, RFEEIEE A Apache Airflow #HREZ IRV E ¥ AWS Secrets
Manager2 IE®ERRTE , ol . BEEE S TH , 552/ the section called “FIEEEIRE Secrets

Manager’,
2. T requirements.txt, TF FHIHH Airflow "extras" requirements.txt EHFMEME
N EERK Apache Airflow MRASHE R

3. EFRMErequirements.txtBRHIEE Python MM E |
b Python KM

nliH-

28 f£ requirements.txt P&

F U EThe schedulexr does not seem to be runningizit

MBHREBRCUFARAT , REPBFIRBIZE—ME "0, , B8 DAGs ATRETRZFI1E Apache
Airflow 1 | W FE2HEEH TR,

BETISER

1. WEREM VPC Z2BAAHEAFEGERIE 5432, TEWERESREHZEEIREN Amazon
Aurora PostgreSQL FH#EERERIE, FELKRAE |, 5B Amazon MWAA xi% SEERYEFRE | $HER
AAEEHK, BEEE P THE , 5528 the section called “VPC F & 24",

(® Note

« Aurora PostgreSQL F#EE R ER Amazon MWAA [RIEEEN —22 , TEAREH
AWS 1RF,

- EREMBEREERFERABNENR , I FARRERR.

2. MRBFEHBARIT  TRRRAERUELZEARRIERBHEFSERE, EBFH CloudWatch
Logs FAVEIFE HESEHE | HEDEH DAGs, ABHEANEREEENR, BBEE-STH , F2H
EENER.

%

T 5 ERERA IREF Apache Airflow E7 AT sEWR FIAIE5 55
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BREBFEFIARTX

MREH Apache Airflow 5 "R{E1 SARTH , BREHITTILER

1.

E&E T KB DAGs. B4 DAGs BEIHTREEH (HIMBEAFER ) , UBHER.

a.

ERESTHA , KREEZ N DAGs. NMREFEAMNRIREREN 50% UL, B2
JA5& Apache Airflow HIiE2R B BIBE, EEE M CloudWatch IEEFH KEEZITRFRE ,
=% CloudWatch Logs FHI & DAG RIERE, EEHEMA ZUUSKEIAIEEEE 2 AN
Apache Airflow #H5&,

EEE— S THBMESZRNERENENREER , 528 the section called “Apache
Airflow B RBETRR,

THIR O REEERERH, EBFERAAREBTEIE MNoney MEEKEE , HE Queued
Tasks#H/= CloudWatch Tasks Pending FEERAXRETHKHE, BAEEERINERNOT :

a.

MRFTHEKBEBRENEE , N/ EEBDAEREZHHEATINAETE , AIERS
BREBLEFFENANIESE,

MEFHTHEREESRRENSE , BELBEY DAGs FBHTHEIBEE , F/=1EhmMm
Apache Airflow TEE AB TR,

NMREFZAIXECTEDEREREENNBEEMITEE ZHEATS , RMABERETHEI
E /=718 i Apache Airflow THEE A TR,

I&ALAE A AWS Command Line Interface (AWS CLI) Y update-environment @i R & &
EEREPHITHNIEEHETRE LR,

aws mwaa update-environment --name MyEnvironmentName --min-workers 2 --max-
workers 10

EEE— S THREMEBFARRENENREEL , 528 the section called “Apache
Airflow BYRBEFRR -

MREWEBFE "9T7H. RE , BEALBRERIEEELEARIHALAR. ETRRRENE
BERIARBRRE LHTHNIFEERE, TEHER T RREHHEH,

BEERKRIENER , AREIUER (WEFR ) . EWZE Amazon MWAA fiER T/EE R
1 ; A Al , Amazon MWAA EEH BT ER A S ERA WL DAGs , MRMEFTIINER |, BlE
SERRRIRE

%
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4. FE2ZB (Apache Airflow 2Z15m) FHELE , #—5 T # Apache Airflow E# 4B,

K 1E Airflow v3 RIREIZ B BFERNER K
IR IR Apache Airflow 3 EEREAFHWERT A , FERETISE

- WMBIEERFHBEIEE , HINEHLAKETask handler raised error:

WorkerLostError('Worker exited prematurely: exitcode 15 Job: 12.') ,iE%X

REMRGERN D R THEERF ATREIMEL.

EERRLEE  FERERAMEBNR/NMEMKZKERERE celery.worker_autoscale, 5140 :

celery.worker_autoscale=5,5 # for mwl.small
celery.worker_autoscale=10,10 # for mwl.medium
celery.worker_autoscale=20,20 # for mwl.large

EARRIFEEREXNNMBEE , BIETHEESHM L,

CLI
T 5 ERERBPIEE B 1T Airflow CLI SBR[ REW EIAY EEE2 AWS Command Line Interfaces
1£ CLI 53 DAG Bk Z| "503, 538

Airflow CLI 7£ Apache Airflow Webserver #1417 , EX{THR, —MRME , &Z A LAER#IT 4 @

CLI @8,

51+ dags backfill Apache Airflow CLI i S &%KK ? RREMRETE?

® Note
LUREE AR Apache Airflow v2.0.2 3RE,

B2 H b Apache Airflow CLI 55 —#% , backfillis S EENMZITFTE DAGs , BEEEM
DAGs , #i® CLI IREE A 2MH{E DAG, 1EEH Apache Airflow 2.0.2 MRBY Amazon MWAA REF |
HAE CLI S #ITHE , ABEXNEREARZHET Web fRIfREE L. HMTRMEXK , MERWUA
backfill#{E, MRBEREPLZETMRERIABER |, backfillBREESK I,

CLI
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EREHHIT backfill CLI &5 , BEBIEE bash BEFHMUAT, £ bash BEFrh , T
FHbackfillR&E , foFF DAGs KIhEHr , RAFELEMNERF plguins BT AN R, AT IIE
fl2 BB #) DAGBashOperator , LA#1T backfill,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="backfill_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="airflow dags backfill my_dag_id"

BEEF
T ERERBAFE A Operators B O] BEUL BRI EEER,

Ff#EH S3Transform IBE 7 U Z|IPermissionExrror: [Exrrno 13] Permission
denied$&:a

MRBERFERA S3Transform :BE F#H1T Shell 5515 , AR FEIPermissionError: [Errno 13]
Permission denied#fiR , BREHIT ISR, TIFTREBEREHEREMW plugins.zip BE., W
RIBEE M plugins.zip , @28 ZEEEANEEN,

1. £ GitHub EfEf aws-mwaa-docker-images , FTEA BRI BH DAGs, BHET/MHFEXF Python
AR,

2. BMER "B, BETHR.

#!/bin/bash
cp $1 $2

3. (EA) macOS M Linux EAETRFENT MG T , WRRESBTHIT,

chmod 777 transform_test.sh

4. BIESIEHIEEEM plugins.zip.

zip plugins.zip transform_test.sh
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5. FRIE{E L& plugins.zip £ Amazon S3 L ER,

6. FRIE{E Amazon MWAA 12 & LIERE plugins.zip MRARF IS BB,

7. BIT5 DAG,

from airflow import DAG

from airflow.providers.amazon.aws.operators.s3_file_transform import
S3FileTransformOperator

from airflow.utils.dates import days_ago

import os

DAG_ID = os.path.basename(__file__ ).replace(".py", "")

with DAG (dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:

file_transform = S3FileTransformOperatoxr(

task_id='file_transform’,

transform_script="'/usr/local/airflow/plugins/transform_test.sh',

source_s3_key='s3://amzn-s3-demo-bucket/files/input.txt’,

dest_s3_key="'s3://amzn-s3-demo-bucket/files/output.txt'

)

8. FEBEEH DAG 2B LEZE Amazon S3 FH S ER,

WEZE : B MEFH Amazon MWAA RIF

FEALEWEEITEEEEILMER Amazon Managed Workflows for Apache Airflow 3R35% I AT BEI& Z
RYSHER |, AR AnfAIff RIS L8 3R,
AES
+ B3 requirements.txt

 RIEE T HMAR requirements.ixt , EEEIB 20 2 EM B R EFRAIRE
- SEER

« Amazon MWAA REXEEBEHET UI?
- BEYREFIE

o RELER S3 HENFFINEENZEIE

- BYRE

s REMEVIIRE , W B{E%HE Creating AREE

Amazon MWAA 2 3 /& #t 447
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- REHEVIRE |, (BMREBERA Create failed
« BREFER VPC 3 W FINetwork Failureffiza
- REFHEVREBEIWIRSE. 7IEHER "HEAGE, HR

- REHEVRE , WHERARES |, AvailableB EREHFE Airflow Ul i , §8R Empty Reply
from Server=} 502 Bad Gateway#s &2

- REFEVRE MENEAZEBE —HBRFIER
- BERIRE

- REASEREER , BEHRK
- FEURE

o ZEEFE Apache Airflow Ul

E3# requirements.txt
THEERPEBEEH BUEKEIMNEERrequirements. txt,
FIEE T FHHRAK requirements.txt , EEHIB 20 P ENBEREFRNIRE

MBENIREZTERIB 20 D EFRELEFT AN requirements . txtiER | BIREFHSAK , M
Amazon MWAA EEIR ZERFMENHE — BB EMRA,

1. REEHHREE, BERE—EA FH Python HKMEIBERBEMAE (==) REARAE
(<=)requirements.txt,

2. ¥ Apache Airflow B &5, MRERA Apache Airflow BES , 81E CloudWatch £ A A&
HEELERENEFFHECRIEL, MRENEBZEHAK  RERNEERRLEARFZ
CloudWatch = Amazon S3 $1{THABMNH T, EEE—D TH , F2E ATAE,

3. ®E Apache Airflow fARERIE, MREFEFER Secrets Manager , EHEFRIEISES Apache
Airflow #HREZIEHNREH CIERRE, BEE—F TH#H , 52/ the section called “5%7E Secrets
Manager’,

4. BE VPC B, EEHE—S TH , 552 B the section called “IREFF",
BEBTABGHT., BTACREBHTEEMN AWS Identity and Access Management (IAM) &
&, &F Amazon MWAA K REU A E MR AWS ( 5121 Amazon S3, CloudWatch, Amazon
SQS. Amazon ECR) ERHF T, ZHNEFZESHI AWSHEN SRUEERATER. &
BEE-STH K6 FBEITAE,

6. EEHTHEDEIESTERRE Amazon MWAA RIEM Amazon VPC B EFELE , FSHE
GitHub AWS X BT EFHREFRIEETH,
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SEHERN

T Y EBERBEERERER Apache Airflow F 12 = I AT 6EIB 2 AY R RE,

Amazon MWAA REXEEEBET UI?

#& Apache Airflow v2.2.2 B#s , Amazon MWAA 1B 7E Apache Airflow Web il fR 28 L R &/ HE
X, WEEBET Ul INREH Amazon MWAA IRIE#IT Apache Airflow 2.0.2 iR EFTIRA , EA45 &
EBEBRT Ul

MERAEEAARBERENFEER
B f#FEE

T 5| EREFRBAEIEEIT Amazon S3 1T IF A RER RIRY SR 3R,

E
¢

28 R4

BEEEN S3 HEH N FFIRERNRIE

Amazon MWAA IRIFNH1TAEFE Amazon S3 #FEr#8 £ GetBucketPublicAccessBlockEfE
HEFT , FTRERRREEITEHEN L BER, BETY 58

1. RSB JSON BEREEZLENHMITAE,
2. EETF| JSON B :

"Effect":"Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource":[
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

5/ Amazon S33 ######## amzn-s3-demo-bucket RRVEIBITEB L E.,

3. EEHTHEZEIESERMBE Amazon MWAA IRIER Amazon VPC 8K EEE 4R EE |
GitHub AWS X ET EBRFIRERSE.

T
¢
a5
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B RE

THEERACERETIRIE AT BIVEERR,

REHEVURIE , WHFHE Creating AREE

EERTIIER

1. FAXNEHRHERE VPC #ik, MREEREEMRMAEFIN Amazon VPC | FHER T HISEHE !

. &8 Amazon VPC BE&E A L F Amazon MWAA BRIEF AN TR AWS EiR 2 B 8K 7
E , I FFrESKthe section called “BIA R, Flin , B VPC Z£HEXLBEAFERKSE
BFAPHFERE , SUREMMIEE HTTPS BZIEEE 443 ] TCP EIiZEEE 5432 K E
EIEEE,

2. REERLBEHN VPC Bi%, MREEANRREBEMEZFIE Amazon VPC , FFH#ER T3

BIE

&K Amazon VPC B E A o7 Amazon MWAA IRIETRE AWS ERZEHREKRHE , W
FR PR E ZHthe section called “BIABIAE", a0 | BHMEILE FRKTESER NATHE (=
NAT $117{E8 ) WA X K T EEERBEKREE,

3. BEHITHEZEESHEREE Amazon MWAA RIEH Amazon VPC R EMMERE | FSH

GitHub AWS X ET BN RFEREETR.

KREHBIURE , BIREBETRA Create failed
BETHNIER :

1. & VPC fEiKiERE, ZEHE—F TH , 552 the section called “ERIEFE",

2. BREMFEAEFT. Amazon MWAA BERVIIRIFEZ 8 , SFEFEAENEAERHTEE, £
AWS IRFE TI8E8 B 7E AWS Identity and Access Management (IAM) R 3T IR 35200 &RV EF
. i, IREBZFLEMRE Apache Airflow FEUHER , BNEEES AWS 1RF ZACREN
RIFER T AmazonMWAAFullConsoleAccess FEUR &I BUERKY FEUE |, iE A REMNIRFEY VPC
Ui o

3. REIFTABHT. HITACRERFFUBIRK AWS Identity and Access Management (IAM) £
& | &F Amazon MWAA RFREW A EMRHE AWS ( 6121 Amazon S3, CloudWatch, Amazon
SQS. Amazon ECR) EfF T, BNEFZEESRN AWSHENEREEEHANFN. &
BEE-STH K6 F2H TR,

=)

e
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4. W& Apache Airflow B, MRERA Apache Airflow HES , F57E CloudWatch £ & #Y A &
HEE RSN EFEECRYETL., NRENBZEARR , RERNERRRLBABR
CloudWatch % Amazon S3 #I{TRAEN Y. EEE S TH L F2H ITAE,

5. ZHEFTHEZEIESHERBE Amazon MWAA IREH Amazon VPC B X EFMMERE
GitHub AWS XET B REREE T,

6. MPHEAEEREREKFEN Amazon VPC |, BHEREEET Amazon S3 BE RS , HiEF
Amazon ECR #El Amazon S3 FTEMNRIKER., BEHE—2 7R UN{ATE I Amazon S3 FER
B AEZETYRE:

b
W

B

- EXRERBRERFINERTEI Amazon VPC #%
« {Amazon Elastic Container Registry £ EEM) PHE I Amazon S3 FiEimE

KEFIERN VPC XK FINetwork Failure#fiR

EERTIIDER

« MREERUIRFENetwork FailurefFEFIEH Amazon VPC R4 SRR | FFREAREMEITH
HBERRRERN , RREBHE K

REFBEURBIWIRE. 7RENER "LEEE, HR

ERTIIER

BRI B | BAZA Amazon S3 #FAFBEEMN URI E URI EREE 1. RMIERE
BREBEHN /. ELERATIHERN

s3://amzn-s3-demo-bucket

RERBIURE , WHATRRES |, AvailablefB EREHFE Airflow Ul & , R
Empty Reply from Serverdi 502 Bad Gatewayiiz2
BETITR

1. BEVPC R #/HBEE, EEE—F TH 6 55Z3E the section called “TRIEF1E

2. FEFRIEIE I HBHEM Apache Airflow Effrequirements. txt ¥ EEEIE Amazon MWAA £
#1TH Apache Airflow iR, BB —H T # , FSH L Python MK iE.

By

zﬁ]‘a
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3. FHEHITHEZEESERBE Amazon MWAA IRIEH Amazon VPC R EMNMELE | FSH
GitHub AWS X ET EFRHRFEREE TR,

REFEURE K MBENEAEEBRE—EHEKFTERE

«  Apache Airflow I E BB LR A 64 BFt. MREEH AWS Identity and Access
Management (IAM) AEEBLRE , MeFERAMEEREELREBIEC , BFREFE—,

EFTIRIR

THEBERA\EEENRBR AN BINEER,

REHRSERBER  BEHKXHK

MREREBEFEFATRNWRERR (HlWiE BFA mwl.mediummwl.small) , BEEFHREMNE
KRB, RIFREMAESEE A UPDATE_FAILED MREE , HIRIBEEEES , URBRIRN KB EMRAF
E,

BETISER

1. 7 GitHub £ aws-mwaa-docker-images , FE A RAIG 2K DAGs, BFT/MHEXF Python
iR

2. EEHTHEZEIESHERKRE Amazon MWAA REM Amazon VPC MR ELEMMERE | EF2E
GitHub AWS XE T EHHRFRIFE TR,

%

\

FEURE

THEERAEBEFIR RIEF IR ER,
F ##5% 7 H Apache Airflow Ul
BETISR

1. REFAEHFT., BN RESHTERNFERE , TARFE Apache Airflow Ul, BEEifE—
$ T, 552/ the section called “/ZEX Amazon MWAA E3E",

2. RERBEFHN. EUReRALEETAERARKFEUERN., MR Apache Airflow
Ul B9 URL %X ~387fbcn-8dh4-9hfj-0dnd-834jhdfb-vpce.cl10.us-
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west-2.airflow.amazonaws.com , &R&EE A Apache Airflow Web @ RESFHIFAE A,

B LA Apache Airflow FEERERAEHA L ERBEFIEN | HE U #FIZRFE Apache Airflow
Web faIfR2EHI VPC inSh, ZEHE—F T , 552/ the section called “EXE¥ VPC s 27
B,

W EEES BT : CloudWatch Logs #1 CloudTrail $553

AEMH LM EBETE Amazon CloudWatch Logs FIER A R , AR IETE Amazon Managed Workflows
for Apache Airflow IR¥EH AIsEIBEIHY AWS CloudTrail #5358,

Y

%

+
XY

|
[

BEAEEHK B , W EIReading remote log from Cloudwatch log_groupfi s
- EREREEMAFNERLTAK

+ FK7E CloudTrail U Z|ResourceAlreadyExistsExceptionfsza

« K7 CloudTrail U ZElInvalid requestis 52

« I 1E Apache Airflow H&ECannot locate a 64-bit Oracle Client library: "libcintsh.so: cannot open
shared object file: No such file or directory Ei 15

o RUEHEFZES BEET M psycopg? 'server E S\EA R E AR

« 1 DAG ¥ H i Executor reports task instance %s finished (%s) although the task says its
%sHES

« REEH HFCould not read remote logs from log_group: airflow-*{*environmentName}-Task
log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log. R EV 1§

A&
5 BERY LA Apache Airflow B 558 TALHLEI O $3E,

BELEEKBEF , S EIReading remote log from Cloudwatch
log_groupé&sa

Amazon MWAA B &7 Apache Airflow E## Amazon CloudWatch Logs EEIMB A B, MR I
BEELIMEBER  AB/ELEAFAER , BESEHEN

CloudWatch Logs #1 CloudTrail 453
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*** Reading remote log from Cloudwatch log_group: airflow-environmentName-Task
log_stream: DAG_ID/TASK_ID/timestamp/n.log.Could not read remote logs from log_group:
airflow-environmentName-Task log_stream: DAG_ID/TASK_ID/time/n.log.

- EBETIIR

a. WREZEEREMN INFOBRMATE B, MFEFMENR , 528 £ Amazon CloudWatch
R 72EY Airflow H &

b. WEREINTACLEEERNITEE,

c. BREMEETREBEEEE. BREANEREKIIN DAG , URBEEEM Python X E
AHEA, EERBLRTEERNMKY  FEFEREA  BEXERIIEXEENEAR
Ik, BFIEZBMFER aws-mwaa-docker-images JBIFRERY Python 4k,

EBERBEMBEFNERL TR

MREBEIEREBPRE, MERTRXRBEENTMBEE,
queue B8 , M5,

E
%
i

SR BETERGIHF

kg
Fit

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

# Setting queue argument to default.
default_args = {

"start_date": days_ago(1),

"queue": "default"

}

with DAG(dag_id="any_command_dag", schedule_interval=None, catchup=False,
default_args=default_args) as dag:
cli_command = BashOperator/(
task_id="bash_command",
bash_command="{{ dag_run.conf['command'] }}"

EERRERE |, queueFEREXBTHBER , ARBXRWHA DAG,

FTE CloudTrail H 4 F|ResourceAlreadyExistsExceptioniiii

"errorCode": "ResourceAlreadyExistsException",
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"errorMessage": "The specified log stream already exists",
"requestParameters": {
"logGroupName": "airflow-MyAirflowEnvironment-DAGProcessing",
"logStreamName": "scheduler_cross-account-eks.py.log"
}

F L Python TR , BN Amazon MWAA FZREE CloudWatch EiAlKIwatchtowerE X Eapache-
airflow-backport-providers-amazonEHREBERAK, BETY/IER .

« BTIERAEFEEEN requirements. txt

watchtower==1.0.6

7 CloudTrail U E|Invalid requestifiii

Invalid request provided: Provided role does not have sufficient permissions for s3
location airflow-xxx-xxx/dags

MREERAMEBM CloudFormation 824237 Amazon MWAA IR¥E R Amazon S3 #7878 , RIZE#E
CloudFormation €84 #7i8DependsOn[E R, IEMEEIR (MWAA IRIFEM MWAA #ITEER) EH
B H M CloudFormation, & T 5588

« & T5IDependsOnfRiA #7i8 E LM CloudFormation €78,

MaxWorkers: 5
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds: !Ref subnetIds
WebserverAccessMode: PUBLIC_ONLY
DependsOn: MwaaExecutionPolicy

MwaaExecutionPolicy:
Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- IRef MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17
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Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:

MEFH |, 552 Amazon Managed Workflows for Apache Airflow BY1RIE A P92k 2 5R12,

FKTE Apache Airflow H3F5Cannot locate a 64-bit Oracle Client library:
"libclntsh.so: cannot open shared object file: No such file or
directoryHFHI5

- ERTIIER:

- WMREFEAK R Apache Airflow v2 |, 584 #i8core.lazy_load_plugins : False®
Apache Airflow #HREEIE, FEE—F TH#H , FSREABEREEEFRA 2 PN EER,

FRU B HEFE RS HEEH Y psycopg? 'server = I\BEEA AR’
MBEBKREIFELULATREESR |, B89 Apache Airflow HERZES T REC R E R,
2021-06-14T10:20:24.581-05:00 sqlalchemy.exc.OperationalError:
(psycopg2.0perationalError) server closed the connection unexpectedly

2021-06-14T10:20:24.633-05:00 This probably means the server terminated abnormally
2021-06-14T10:20:24.686-05:00 before or while processing the request.

BETISER

«  ZEFARE Apache Airflow v2.0.2 , BRILMERERIEER S 5 BEIERESS,

#F7£ DAG R HiEExecutor reports task instance %s finished (%s)
although the task says its %sHHUS

MR FETINER , REBHTHER T EES Amazon MWAA WEFK KBRS, EM—
18 Airflow {E##7 Amazon MWAA BRI 12 /N, SABs IEEBFEFIIFEHEHEBBRESFED,

Executor reports task instance %s finished (%s) although the task says its %s. (Info:
%s) Was the task killed externally
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BETISER

EZERBEBEB I RZERENHITHER. Aflow BEEEERE  FAHEEFRIERLSH,. 2
NS ZR K ERES) | SWERE Apache Airflow Sensors LU EMBFERK . R BAESSHE | BT
DZ£thEH K MASFERESNINEE

FEEH HFECould not read remote logs from log_group: airflow-
*{*environmentName}-Task log_stream:* {*DAG_ID}/*{*TASK_ID}/
*{*time}/*{*n}.log. FHUE

MRERBELUTIINER  BRENATHACTRFIITERILAR B2 BEHRAFFAITBER.

Could not read remote logs from log_group: airflow-*{*environmentName}-Task
log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log.

BETISER
158 P 5L o — {8 51 B SR R4S s A IR SR Y #4117 £ Bthe section called “BI{T AR,

BA et Erequirements. txtiERHPIEE T B Apache Airflow RATHBWIREEEMH, filw , 0
REEAW R Apache Airflow v2.0.2 , B sEEIEEEH , a0 apache-airflow-providers-databricks
EH , HEHE Airflow 2.1+ 5.

BB TSR .

1. WMREFEAKR Apache Airflow v2.0.2 , FE18X requirements. txt ERIFTE apache-
airflow[databricks]. E& %% E Apache Airflow v2.0.2 ¥R K IEFE Databricks EH AR,

2. 7 GitHub £ aws-mwaa-docker-images , TE A #RIFEH DAGs, BET/AEERH Python
AR,
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Amazon MWAA £ A &5 F F sd &%

THRHMHA Amazon MWAA BREXHHERHIEIER | #£ 2020 £ 11 ARK. BEEEBAXHERE
BA , BB RSS HE,

B8 ik SR
*HY Web fa] AR 25 17 ERAE 30 Amazon MWAA REXRE= 2026 F5 A 26 A

f& Web fRIfR=EFEUER |, B
RABENMAEREERER , BA
A # 1T Apache Airflow v3.2.1
MEFREANRE, EXS
By ARBIEEFE Apache
Airflow Ul A B R EH T
28 , LA AR worker-to-we
bserver@FAWFAE VPC i%
AT IEEERERBRE
HIFEHE R TFE VPCsH
# Web falBR2S .

+ the section called “Apache
Airflow FHUE X"

« the section called “R3A B} 48"

389 Apache Airflow FR A% Amazon MWAA B 1E X8 2026 £5 A 19 H
Apache Airflow v3.2.1, Lt
MEsENRMEEEHNE
BE. £ Amazon MWAA
£ Apache Airflow v3.2.1
WEFHERA. & Apache
Airflow HAEERENEER , I
% Apache Airflow v3 BT &
EEREXEE N,

- RE
« the section called “4&E MR A
RUEEH
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ERAEER

#T#9 Apache Airflow hRAS

#118 Apache Airflow v3 &

IPv6 B3

BEH

i

« the section called “F X #EH
Y

» the section called “Aurora
PostgreSQL & ¥l E &

Amazon MWAA BREX 8
Apache Airflow 2.11.0 kR, it
EHOSENRRMEES
WHHBEEN , AR Amazon
MWAA Lt Apache Airflow
2.11.0 RV EFHEE A

2026 1 A7H

TS
« the section called “4%E iR A
REEEH

B XU LA EE Apache
Airflow v3 By % 2

2025 10 A1 H

- BRI

UGS
18 IPve XERVARBIE A 2025 8 A 26 H

« the section called “E3 A B 48"

GRACEFUL FORCED &g #& 2025 8 A6 H
EIRFEER MAINTENANCE

AREERFENITEERT , RIRTIEHE
workerReplacementS

trategy BEA WEESE
H,
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