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4.

EEBESEHET , BRI
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kafka-clustexr:Connect",
"kafka-cluster:AltexCluster",
"kafka-cluster:DescribeCluster"

]I

"Resource": [

"arn:aws:kafka:us-
east-1:123456789012:clustexr/MSKTutorialCluster/7d7131el1-25c5-4e9a-9ac5-
ea85beed4dall-14"

]

}I
{

"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"

]I

"Resourxce": [

"arn:aws:kafka:us-east-1:123456789012:topic/MSKTutorialClus

]

}I

ter/*"
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{

"Effect": "Allow",

"Action": [
"kafka-cluster:AltexGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:gxoup/MSKTutorialCluster/*"

1
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5. EE—F_ﬁo
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Management &R IZH .
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1. EEEERD , EEAG , RRBERIABG,
2. 7 Select trusted entity (EEUSEMER) EE L , MITUTEE .

a. ¥R Trusted entity type (EENEBER) , H&E AWS k.
b. SHRBEIEAES , EE EC2,
c. 7t Usecase (EAZEHI) T , i#EE EC2,

3. EBET—%.

4. 7£ Add permissions (73855 A) HE L , BT THEZE -
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Management &R ZE,

7. BEAG , REERE Create role (BILAB),

‘RESR

SR 3 BV Fimtss
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5 A MSKKeyPair,
EREEFEE,

”:.ﬂh
EQ

FE SO UEARAENSRY,
B THBERYRAERFAEARR , REITTIIEHE

Y IAM BT EEHERE  BELFLAFRESFETIN IAM AS,
MRERE IAM AT |, FHAT TFIIEE
i EREBEMNHH IAM RERE,
i. BTSSR 2: BV IAM BEFARNSR,
EERBHITER,

B A FimeEs 10
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9. BEEMRIUTEER. AR A HRLFEEHET  ZREENITEEBEAEBNZSHE. SRR
FREBEMEW D, UEBAEER,

10. 7£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

1. HFEEERG , BEZLHE, SKEMEE the section called ‘B3 EE” FHRLEE D,
12. ZEEARAURSIERY  BEFEEARA,

13. EEFEHREHRA,

14. EFHAD  REHERWTEZRARE. ARFERMOE_ERVP , BEAFREENT
2HE. ERECERDAFRERATERCRFEFNHESH,

15. BEMRERA. %  EEN T HENEESREAFRHRERSFHEANRET

BESR
$SEB 4 £ Amazon MSK E&EREN &
HER 4 £ Amazon MSK &R BV FE

FERBEEA Amazon MSK HEELS B |, O] LAE A Fimias £ 2% Apache Kafka A FinfE =\ E A
IE K ARBEBIFHE,

/A Warning

RHZBEREPEMAY Apache Kafka iR AN IRERRAl. HPIEREEME MSK BERAMEERY
AP iRhRA . RENAFIRRATRROEEDEMNEZMNFERIEE,

ES]
o YIEF MSK BERRAE
- ERAFIRHEE FEV B

¥IE MSK & &R A

BRI https://console.aws.amazon.com/msk/ ) Amazon MSK E£# &,
HEBEYY | BELEY MSK EEMEHE,

BE MSK #5,

ERCIEE & M Apache Kafka AR AN,

w0 Dh =

W
o

E-| 11
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5. ERASER I PEBNRAERKXEAHZREFR Amazon MSK AR HITEE.
EAFHME R
1. EEELN AP R,
a. BHIfE https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 £# A,
b. EEEBEEKTD , BEFTERE. RE , BNEE FEINAFRMEEBSHNEEA RS R
3 BIVRAFim#as.
c. EEBE K ARBIEER. ER/ETEANETERE , ERELHAFIHEES.
2. Z# Java XERE Kafka IRAIRIBEH,
a. BITTHIGS , ERAFREK LRE Java,
sudo yum -y install java-11
b. # MSK #5#H Kafka A FHRIERES S FKAFKA_VERSION , MM T SIS BT R. FEEER
EBREY , BFENEA.
export KAFKA_VERSION={KAFKA VERSION}
flan , MREFEHIR 3.6.0 ik , BEATIER.
export KAFKA_VERSION=3.6.0
3. T HEMHE Apache Kafka,

a.

#1T T 5lds 5 T &, Apache Kafkao

wget https://archive.apache.org/dist/kaftka/$KAFKA_VERSION/kafka_2.13-
$KAFKA_VERSION.tgz

(® Note
UTRERHE-LEBERMN Katka THEF , HEEBEIEARERER,

- RGBT ERBDEIBRERERMBY , FESEM Apache EHERER , W1 T
B S FTRo

<t

iR
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wget https://www.apache.org/dyn/closer.cgi?path=/kafka/$KAFKA_VERSION/
kafka_2.13-$KAFKA_VERSION. tgz

BEiEZ#® Apache Kafka #315 T 88 & B MR Ao

b. ELELEMIREPTH TARERNBHFPHIT TGS,

tar -xzf kafka_2.13-$KAFKA_VERSION.tgz

c. BWENHHNTERBEMRIEKAFKA_ROOTIREEZE A,

export KAFKA_ROOT:$(pwd)/kafka_z.13-$KAFKA_VERSION
4. BEMSK BENEHEHE,

a. SHEHMRAH Amazon MSK IAM A FiRiEE, HEXERRENAFH#EERER IAM
BoREBFNM MSK £5

b. FATHHS , EBEZE $KAFKA_ROOT/1ibsH# I THEE L —EFBPRINIEED
Amazon MSK IAM JAR, B8 {LATEST VERSION} MR AE T N EBMRAR .

cd $KAFKA_ROOT/1libs

wget https://github.com/aws/aws-msk-iam-auth/releases/latest/download/aws-msk-
iam-auth-{LATEST VERSION}-all.jar

® Note

EHITE MSK EE B BT Kafka i 281 , B EEEFEEA Amazon MSK IAM
JAR HEZ#18E Java classpath, FRECLASSPATHIRZES S , I T 55 6IFTRo

export CLASSPATH=$KAFKA_ROOT/libs/aws-msk-iam-auth-{LATEST VERSION}-
all.jar

IERCLASSPATHA B T/ERERERE |, & JAR T[T B & EM Kafka th
A,

c. HI{E $KAFKA_ROOT/configB &L\ A FiniHERER,
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cd $KAFKA_ROOT/config

d HBHTIEMEE A6 AUEHIEAFER, REEZRS client.properties.,

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandle

5 (i#MA) FE Kafka TEH Java #HEK/D,

MREBBIEMECIEEIMERE  SEEFRAAETENRSIE |, BRI LA Java HBEK )N, &
EiERM , BEHIT Kafka B ZBI5XE KAFKA_HEAP_OPTS IRIZEEE|,

THSEHI SR ZANMABHBARNRESR 512 MB, BREENBEZRITANRRERRFEE
LiE,

export KAFKA_HEAP_OPTS="-Xmx512M -Xms512M"

6. ESESERET.

a. BRI https://console.aws.amazon.com/msk/ B Amazon MSK £# &,

b. FHBEENNREEMEMAT, ERFEELETENKE. NEBR/EAF2R  BERESR
B, EEFENTCSEERENEE.

c. REBRRAFREN.
d. HERIARMEERFSR,

BEREEAHEE=([ErH. SEP - BERFEEREREEH
FBOOTSTRAP_SERVER , M N Hlas SR, #§ <bootstrap-server-string> B AE
mFEBNERE.

i

export BOOTSTRAP_SERVER=<bootstrap-server-string>
7. BATTIIMSREL £,
$KAFKA_ROOT/bin/kafka-topics.sh --create --bootstrap-server $BOOTSTRAP_SERVER

--command-config $KAFKA_ROOT/config/client.properties --replication-factor 3 --
partitions 1 --topic MSKTutorialTopic

T
<t
|.|.|,
s
N
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WMRIEEE client.properties #%ENoSuchFileExceptionty , BREELEREER
Kafka bin B #&#Y B &1 T/FB &+,

(® Note

MR BRAEBRE T ERERECLASSPATHIRIES S | Bt Al LAEA CLASSPATHEE A
#1@ Kafka oM EFE, A EREH classpath EREZEEED T

CLASSPATH=$KAFKA_ROOT/1ibs/aws-msk-iam-auth-{LATEST VERSION}-all.jar \
$KAFKA_ROOT/bin/kafka-topics.sh --create \

--bootstrap-server $BOOTSTRAP_SERVER \

--command-config $KAFKA_ROOT/config/client.properties \
--replication-factor 3 \

--partitions 1 \

--topic MSKTutorialTopic

8. (EHA) MREXECRWEIL
a. WRWTHI , BEZEEFE TS . Created topic MSKTutorialTopic.

b. FIHAAEEEUMEENEEFE

$KAFKA_ROOT/bin/kafka-topics.sh --list --bootstrap-server $BOOTSTRAP_SERVER --
command-config $KAFKA_ROOT/config/client.properties

WRBTAMBEIBRER , FFSH B Amazon MSK ESEETHEDE UBSHESEEA.
9. (ER) MBREETHBREFEANREZE,

NREREBERERFEFUETIUERETHNREDR  FHBUITR. &, EUUHBUHRE
ELBH , MTIEHIFTR,

unset KAFKA_VERSION KAFKA_ROOT BOOTSTRAP_SERVER CLASSPATH KAFKA_HEAP_OPTS

BRELR

FR5: EENNAER
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FER5: EENIAER

R ER Amazon MSK MEEIZERH |, BEEENEREH,

EEMEBAAS
1. BITTImTURBERALESE,

$KAFKA_ROOT/bin/kafka-console-producer.sh --broker-list $BOOTSTRAP_SERVER --
producer.config $KAFKA_ROOT/config/client.properties --topic MSKTutorialTopic

2. EWABEENEMALR , REIZ Enter B, EENTBRAI =R, BX@A—1T , REREK
Enter , ZITEEAEBHAEBEEXTEH Apache Kafka ZEH,

3. RIFEAFPHMIINEREAR  ARBEBE_ELEFAEPHEZMUB[PERER. ARERFNIT
EBEER | SEBXERE KAFKA_ROOTAH] BOOTSTRAP_SERVERIRIZEEE, MEMMREELIRES

BNEHS  F2RE EAF RS LRV FE,
4. FERARFmMEBRNE_EERZEHT TGS  UBEYFERANAE,

$KAFKA_ROOT/bin/kafka-console-consumer.sh --bootstrap-server $BOOTSTRAP_SERVER --
consumer.config $KAFKA_ROOT/config/client.properties --topic MSKTutorialTopic --
from-beginning

ERERIREEEEES TR  EREREEIERERANAS,
5. BAEERBETRAEZAR  YHBECMNERERAERETP,

BRELR

$E2 6 : A Amazon CloudWatch #4% Amazon MSK E#&

B2 6 : £ Amazon CloudWatch #:48 Amazon MSK 151&

ERBER Amazon MSK NIEEZLZ B H |, BAILLEFE Amazon CloudWatch ##Y Amazon MSK 1§
Z,

£ CloudWatch #1248 Amazon MSK 15§1&

1. 3EiB https://console.aws.amazon.com/cloudwatch/ BiEX CloudWatch £ &

2. EEEERT , BEER.

EENERER 16
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3. BREMBERZESIER , RERE AWS/Kafka,

4. FERGARERABRER K FREREEX D, BEEHE. (HHBREERER  FEEEES
i S

5. (ZR) EEFEERT , BRI ERNEER , REFHELREREI CloudWatch B Ro

BB R
SE7 MBRAERERERET AWS HWEF
SEB7: MRALHEBREEIT AWS WEIR

A EM Amazon MSK W& & —EZERSP , BRERMBREASAHRZBREPEIYMN MSK BENA Fini
o

A MIBREIR AWS B2 A

1. BRI https://console.aws.amazon.com/msk/ B9 Amazon MSK £# &,
BREENET, Bl MSKTutorialCluster,

BEBME , REBBEMER,

BI1E https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 i A,
BELRAPRMIEENHIT(ER , #120 MSKTutorialClient,
KR EHTERREBNR LB ITER,

2 T

MIER IAM BERF A

1. BI{E https://console.aws.amazon.com/iam/ BAREX IAM 32 &,
ESEERYD , BEEAGE,

EREFRYT , BALRKRETHBERBEEYN IAM BEEHE,
BEAG, RBEZEMRASAHEITMER.

ESEERD , BEEEE,

EESHFHRYD  BALATYUEREEINBEER.
BERRURMEAREREE, ERRNBEER L | BEMRECK.
B E MR,

© N o o &~ W N
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Amazon MSK : B#EA R

Amazon MSK 22 &M Apache Kafka fR% , Al BER R EE M 1TEH Apache Kafka BRE B
BERNERARER, NEmRENEATHEIREEAS T # Amazon MSK WiBER R |, AR {T1E R
BXHhERERAT,

S , Amazon MSK 1Rt H HEFMIRIEN £ ZE Apache Kafka #5&E AWS, EXRRETFTEER UM
B EC2 H1TEE., REMBRE. BE Kafka REEXNRHTHEMHEILE, Rz , BUUETRE
EEAREN , 3T Amazon MSK BRIEEM R, Amazon MSK € B EIMENLEMEE ., FREMMEK
ER, YRUEBER. SUTAMNAEBEEINME , SIRREHN Katka BETSEESTAM. KI5
BEE Amazon MSK MBI T , URNAFERAEREERRENERAER,

BEENMERS

Amazon MSK #2E BB LIERFHEIMWEE Amazon MSK BER, AW EERAIMMAIAITE
B Amazon MSK #&E, MFERIE MSK BEE LHITHAERESRE , F2EATIRA :

« AWS BEEBXIRA
* Amazon MSK API| Reference

» Amazon MSK CLI Command Reference

ES]

- B3 MSK R %

+ Bt Amazon MSK #5£

« ERZE Amazon MSK fiE# £

« H18 Amazon MSK # £ 5| EREBER

« EE¥ Amazon MSK B £

« E# Amazon MSK BEHNZL£RE

« &R Amazon MSK EEFHREEXNYE

 #£ Amazon MSK EEBBRAERER

« & Amazon MSK BEEFHEEREBEEXMERFRILE
« EH Amazon MSK #£RBERX AN

« {1 LinkedIn B9 Apache Kafka Cruise Control #& & Amazon MSK
« EH Amazon MSK # £ HRE

BEARX 18
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« EFEAE Amazon MSK #EHREER

- &5 Amazon MSK 5

- # Katka TEEEHEBZE Amazon MSK E&

« B Amazon MSK fiZ# 5

B MSK fii2E &

/A Important
RELERUBEREE MSK fi28 KM VPC,

I8 AB B Amazon Virtual Private Cloud (VPC) Y #E3% VPC RERE FH , THER I MSK
%o

HAEEAS (MAHEREILS ) BEFWEERERRER , SEEMEMCRMETE W A RBHN 747
B%. TETfEMA Amazon MSK WRTE HibEiE , B EERBER = FHEK. SN TREBXANRT
BN TAEE, $RARERERN | ERE=ZEFETAREPN=AFHERK. BEELETL MSK EE
88 , Amazon MSK B BRI T2 RESEEN FHEE.

FE

- EA BV MSK filZ&% & AWS EE XS

o fER E#EM Amazon MSK #5 AWS CLI

« £/ 23 248 HET Amazon MSK #AAEH MSK fizE# 5 AWS CLI

+ fF Amazon MSK API 3 MSK fig2# 5%

£/ B3 MSK fi2E & AWS EEF#A

AETERNEFRAEH PRBTEILBEZEY MSK EZBEENE REH AWS EEFEE, #A
PIRHRNEMERER AWS EEXEE | B NEY THIEE

- ERRSFEE
- ERREEIGEERN MSK fiZEE

REBERWERF

By ES 19
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- FBR 1 ARESERENHERE

- T2 RERERNEERTE
- HER 3 BREMIRRTE

- R4 RERERE

- FEBRS5 REEEER

- SR 6 REAREHERE

FBRA  MRBERENERE

1. BRI R https://console.aws.amazon.com/msk/ B9 Amazon MSK E# &,

2

124 Create Cluster (B #5).

HYUEERY S , BEEHTEL

HYEEEE  BEEE-HBTEIR 64 BFTHNERE,

SHHEEER | BEME.

& ¥t Apache Kafka kA , BEEEREEX LEITHRAE, ZEEEFSEME Apache Kafka fR A3z

®HY Amazon MSK ZhEELLE | SRR IBEMBRIRAEE M,
7. ERNKREERD , T TIEE

a. HYHNREFE EETIHP—EEZRE

- REREREN  EA2REERATNSNE, TREARERX. ftHshEENETER

EERAERAEE,

- BEREREN | BATEAREHNER Katka RBERX, stHEEPFHIEAET RN —

MARTHEESR  BREHAERARE,

MEEBERBERXNEENFEES , 526 Amazon MSK REREAEE,
b. #HHAEREAXD  REEENER. TREENEEFER  EEERANBENKRN,
c. HHEHHE , BEAEREXSMHAWS AJAESNREPH HE,

REREEAFTE=(FTHEIS RS TR,

d. HAESEESNRERR 6 BELFE Amazon MSK EHETHAEEFEINARERER
g2E, SETHAERSRL —EARERER |, ZooKeeper HEESEHEERZ 30 ERER
X, KRaft ZEEBEEERS 60 ARERER.

20
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FR2 RERFRVBERTE

HREFRANAEMEREEXFREERFRERR  UEERFEN, ETHBERETFEHRTER
ERERFMERR. I, EEFRAZFIREEARESANERARRE. ELERECTFEAERERX
R, AREEREND BRFEFRR.

1. MRERRERXNBEENLARE K FEREFERFHATTIEBHE

a. SHYRET  EELHFEEEHAENYRRETE. CRIEEVESRAIRERE.
b. (EA) BESEENREEXX/D (BTERK))  CHATUEESEREENHE
FERZE, WBETELASERERERMN Amazon EBS it EEEZER@ ANE L (1/0)

M EEo

= ERALEE | FetE x80 BEEREEXKND (#ITEBR K/ ) kafka.m5.4xlarge HE
K, §F¥ Graviton 21T B8R IE kafka.m7g.2xlarge E K, AR , BRERAMERE
BXEREAR., BREREEAR , BUNFERESVELD 250 MiB WHIZE, &
EPREESE, WEAMEREN /IO REHTEEHRERESN. WEHMAENA , &2

ﬁmo
c. HREERFERN K EENAEREPFANEEER. LRREREAEEXEANRETR
BENBERE, FERTHHP—ERE

- {£PR EBS 7% : BT EERRBEEIAMEZZESENRERRH Amazon Elastic Block
Store (Amazon EBS) #iR[E £, BELEXUES —HHNREESF K , AREFRRKIENA

/N0

- DEREEMN EBS f#1F : A4 Amazon EBS B8 Amazon S3 F AEEHEMNRIR, &
BERMEES. EX MK Amazon EBS fERA, XEFRNERREERE , UKk
HEREREMFEERE  EFFHINA. ECEELUSEENRARBREEN K REHENFEE
EXEARE , HEEHER,

® Note
IBREEEE Express REEANFE.
2. HIUBEER  BETIHIHEP—EAEEREREZENITA

« Amazon MSK FERZ#HRE . @& —Her —MAZRFEARGIREINEAESERE, BIFLHE
HLRIEERENBEE, tNFEHFE Amazon MSK #HEEMNEFA |, 552R Amazon MSK 4l

21



Amazon Managed Streaming for Apache Kafka HEABEE

- BFTHERE  TREEEECHREEANTERE. EUNARBEETRERANBTERE , &
VTR BT, BERBREALNRERNETHIERS  SINSEREAR. R2REF,

3. EERT-—FEEET.

HER 3 BREMIRRTE

MR AEERBEEE AWS ERREFHEEL N, EQHE VPC, TTHESM TR , bRk G5B
M. TRANNFEHNZEEE,

1. BRBE , BT THIEME

a. ERZSEMRESEN VPC,
b. BIFETLIENNAAERHE A BEAERNEREN A AEHN TR,
HREBAS (MAHREZILE ) BEFRFHWEEREEN , EEEMEVAMETETARE

BT, A Amazon MSK WATE HttES , B A EEM @R =@ 7@, &
FHBEAANR TR AR,

HRREREREN , EEE=ETETHEIADH =@ F#@H

EREY MSK MEZBER , MSK A ERENMHM P ERGEEN TR,

c. & Amazon EC2 FHRLBHE , EERBUAEETREFIEN RS ELLRME. &
# Amazon EC2 R4 BHARBSIHRBRANEANGSHAR. fiI AFRMSENELR
.

MBRIETHRGHANRSEE U ARGERESEACLEREANST, EBWNE , KEE
ec2:DescribeSecurityGroups ¥, MEFMEN , FSHEERE MSK BEE,

2. EBET-JREET,

FR4: RERERE
1. HEZEREERDP , BT THIEME:
BETH-RZEERBNRELE , LI2HY Kafka BERNAFIRFR
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- REBBNWEIR : AFAFPRENEE K MEZSRETMEIRBEAER, kHER—E
ZLE  TEFAFEZEREER, WEFMENR , 3528 msk-unrestricted-access-
checko

- IAM BERESRE £/ IAMAWS ERE/ACBARFRE T BENRE, LT EE
B 1AM BUR R AR B R FIABEES. SREEEFHTHEAES , RMAZBRERAL
FE AWS,

- SASL/SCRAM &% 5% : ERAFHRREMENE PHNEAEEBNEHZAER AWS
Secrets Manager LA1T &2 B3, Amazon MSK &1¢ Secrets Manager #EEUE &£ & A&
B, WL BRBERE,

EEREEBEET ) RBUBEANRR , F5 LT Secrets Manager HE I Secret EiR.
A& BEABRBHEZWEEIRH . NFLHFEESAENFEHRENR , B2 8E
Amazon MSK # %1 SASL/SCRAM 5 % B &

- 3&EiB AWS Certificate Manager (ACM) 9 TLS AAFin & 25T . FABNEERERAFIRM
REEXZHEBAXES S RFE. BUEE AWS IRF BEEHRNITREN PERE AWS
ERHREEN (AWS FAF CA).

EEAWS FAE CAMTLS B |, i@ZIBZABE MSK BEFEABIHN . ETWHEMRHE PCAs
HENTLS BERAFEHE— MSK EEETESBRE , RMARSEREWEIUES,
2. EMED  BELEARNZBEERN KMS €88, MEFMEF , 552 Bthe section

7Y Lals,

called “Amazon MSK ##EEHNZR",

BEENNBTREFRTNENTESY  MEGTPNZRATAERRE  BREERHPEIERE
7,
3. BRET-—SH#EET.

SRS REEREE

WEFRAMIZEREBENEE , URIKEMMGREBERX AR, EBELRTE , B UBEMIT
BENEERE, REMNBEZHBEE, NEFMER , 52 /8the section called “Es iR E £,

1. #H LB ER Amazon CloudWatch 1 | BETHIHFP —EERER. ESREEZBRERENE
ZFH#EE CloudWatch & , LETRBEILHREE R,

a. EXER RHE-EEXAEEERESR, EFTHENER, LEREANES —RELRFRHX
ZRERRS
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b.

HRBREERABERER  MENERARHFANAERER, LERESEFERNER
HMNREREAER , fInEtREEAN s BXAREERU TARA/MEE , URERREN
RERE, CALBRTNERNE K MEXABREEDNALE.

WA FEERER  MENBARMENETENER. BERLERTESRERA CBEH
MO EEMERE, LERISHEBEREEABRERNTEBRER  JINEEETEND
BAREER  URSVRINASHE.

BB 2B EERER AR ASES S ERAKBHANERRR, EFLERTER

HRREREACHSETERNEES ENER K MESKRFAMANEE. KERESHERETE
BiRkERNBHETBEEER , flNRBLEERER.

NESEEEBRTPREENREREEZXEHTAEENFRENR , F20 FEREESH
CloudWatch 3% M Express KIEEK CloudWatch 5.

2. (BA) mREHEEMEA JMX Exporter, Node Exporter 51 #& LA Prometheus &3\ EHEE |
EEIEMFEA Prometheus UAFMESRE, MERBILBIENFMENR , 528 £/ Prometheus
B,

3.

B ) BERE MSK BEERREEX ARXNAESRE AWS R BUETHREZENER , 7

BETH-HZERR. NRELBNLEREKREFE , Amazon MSK FEALELEM. WF
HAES  F2RAEEXER,

- X f+E Amazon CloudWatch Logs : fEAE K. ESMEB(LIHEER AFEEE CloudWatch,

ERBETEHR NERTERMNI A AWS EEERE,

« X{FE Amazon S3 : # BF/REEA Amazon S3 REEFBEHHER , LETREBEFENHRS

#o

« X {+ZE Amazon Data Firehose : # A 5% /&A Z Firehose LA HE) R {4ZE Amazon OpenSearch

4. |

Service LAETTENEFHFE R B
BA ) ZEGEER., EENESEE  HREFEER  SEBRMEAR/EY, Hlm, £F£H

Load testingfl WREY A6 KEBMEELNEETest,

NMEFEEBEREARRNFMET  FSH F5C Amazon MSK 5.
5. BEET-SHEEET,

HEBR6

 REEEERE

1. REABENRE.
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BEFERN L@, UBELAXAEENTEMRE , R L—@EFEEEH,
24 Create Cluster (BRI # %),

EESFHETNAEANEEREERRTRELEENMRE. E Amazon MSK fiZHEER , F&ER
RERBVEBEAEAT, BEERBAEATE , EUERERE, IFTAHREERENFRE
A, FSR T E MSK fiZ B EAMRRE,

A B MHEN Amazon MSK #£& AWS CLI

BHRULT JSON H S EFEFRER, FERBE A brokernodegroupinfo.json. # JSON
P FHEE ID R AR FEREENE, SELFHERSXAVNARTRNTARESE, #& "Security-
Group-ID" MR AR Fi% VPC W —HZLEZR2FE ID, SELR+HEBHNAFRRSESE
ENFIE, NREECHBCHANZSHE AU ERRECHEELFHENT T, 28
5 , B%EZE ec2:DescribeSecurityGroups 5. WMEEH| , 5528 Amazon EC2 : AFFMU
EXAZRH XN EEIREAPERES R EERBENN EC2 R, &% , SEHMN JSON &
RREEAWSCLI BRE WEMK L,

{
"InstanceType": "kafka.m5.large",
"ClientSubnets": [
"Subnet-1-1ID",
"Subnet-2-ID"
1,
"SecurityGroups": [
"Security-Group-ID"
]
}

/A Important

HRARERERN  CEE=ETFEATHAERHEFHN=EFRRK. CLIFTFTEERTARE
B,

HREEED (MAFERELT ) EEHPNEERERN  SEEMBENCAMETRER
FESN FHEK, FEA#FEA Amazon MSK B E[EE , B LU EME S = 87438
. B FRRMAMATRENTHAES, BIEBER , Amazon MSK iR EREE 2
T 0 BB RIS ER F 5.
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2. #E&fF#Ebrokernodegroupinfo.jsontBR B &P #IT T3 AWS CLI 5T , UIEZEENA
BEMR "Your-Cluster-Name". 1 "Monitoring-Level" (######) , BUILUIEET
5| ={E{E2— : DEFAULT. PER_BROKER I PER_TOPIC_PER_BROKER., MEE=EREE®
Bk IEEEER , 526 2?2, enhanced-monitoring BZASH. MREEETE create-
cluster i HHETIEE , RIS DEFAULT EEEMR.

aws kafka create-cluster --cluster-name "Your-Cluster-Name'" --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring "Monitoring-Level"

WO HNT JSON FIR :

{
"ClusterArn": "...",
"ClusterName": "AWSKafkaTutorialCluster",
"State": "CREATING"

}

(® Note

create-cluster WP AEERELEHERS , EE 2 EFRERBERTZENTHESE,
BAEEEELE  EEERSEEHBLETAESFIZZE, BY FHK , XTHRETER
TETENTRED , REBHE —IX create-cluster %,

3. f#%F ClusterArn £€8HE A6 RAELEEEEEAREEE LHITHMEE,

4. BITTIGT , UREMLRKHNEE STATE, & Amazon MSK fZE# 56 , STATE EE#%
CREATING % 5 ACTIVE, E5EMRAES ACTIVE B | BOILVERTEE, NEABEEREN
B, BESETHE MSK fEHEEMEE,

aws kafka describe-cluster --cluster-arn <your-cluster-ARN>

A E 7 EBBHET Amazon MSK #HAERY MSK #iE & & AWS CLI

#0758 &1 T Amazon MSK ARAER ST TR Y XA REMI T, , S5BBY the section called ‘11 58
aay,

1. #LLTF JSON REEERY , FRHEZERARELEENERE ARN BUX configuration-arn.
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{
"Arn": configuration-arn,
"Revision": 1

}

2. #1T create-cluster P XA configuration-info BEREEEE E—FSHREEN
JSON %, T2 &6,

aws kafka create-cluster --cluster-name ExampleClusterName --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring PER_TOPIC_PER_BROKER --configuration-info file://
configuration.json

R REITI S SR E B SEH,

{
"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/
CustomConfigExampleCluster/abcdl234-abcd-dcba-4321-alb2abcd9fof-2",
"ClusterName": "CustomConfigExampleCluster",
"State": "CREATING"

58 Amazon MSK API 3 MSK il &

Amazon MSK AP| AIEEUERERF ARNELNEE MSK MEEE , AL ERERHERE
B Ay —

EEMFEH API B3 MSK fiE# £ |, 5528 CreateCluster,

54 Amazon MSK £

= EH{S Amazon MSK 255 EREREX , BFEEHE Amazon Resource Name (ARN), H&RZ
BEEM ARN , EBYIHFIE#EERKTEZ ARN, SR the section called “HUE 5| B EREX,

FE

- FAIEESE AWS EEEES
- £/ JIHELE AWS CLI

- £/ API FIHHEE
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5 5| H#EE AWS EEEES

EEZHS Amazon MSK B 5| BRERER , BEEE K Amazon Resource Name (ARN), &H#&R
BEEEMN ARN , AEBSIHAIE#ERKEIZ ARN, S/ the section called “EUS 5| EREER",

1. BAAWS EEBFIES , W https : //https /Iconsole.aws.amazon.com/msk/home?region=us-
east-1#/home/ B Amazon MSK &,

2. LWRBREERUIRFTENRINMARE, BEEERBWRREEFAET.

A FIHESE AWS CLI

= EHE Amazon MSK #2EW 5| EREREN , BFEEE K Amazon Resource Name (ARN), H&ER
BHEEM ARN | IIEBHIHFIEEER KT ARN, 55ZE] the section called “EN5 5| EREFER,

aws kafka list-clusters

£/ API 5| HEE

= ZHS Amazon MSK BEM 5| ERERE | FEE%% Amazon Resource Name (ARN), &1&%
BEEM ARN , A EBY HArEEE R FZ ARN, FZE the section called “BUS 5| EREER,

EEMFH API RIIHEE | 582 F ListClusters,

HEEE Amazon MSK fiiE#E &

BIBTER  REERAFIRESEENAMEEMN VPC i | AF BT REFE MSK 2%, RIBHE

% , Kafka FAEmA MSK ZEECENFMEEABELEN , PRENETSALERBRMER, BE

MEEARENRER VPC WAFIHREMRE MSK MEEE K FREEBENZLHEEFESREAFR

ZEFERENBEARL, WERTEELRANEN , F2EZSFHERA, NENMRAMNEZEEM
@ VPC F Amazon EC2 #{TEBFIHEENEF| , 552 Blthe section called “BitEFEH",

(® Note
KRaft B #E 88 = 1 MSK Express SIBI2 = £ 3% 5 B 5k B B A ES 45 M N B 12 R

HEWREE VPCHIHAFImERE MSK ZNEE , F2RAKES VPC ARMFEL, AWS BiEE
& VPC A EBFEL
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ES ]

- FRAMSK fiZEEN N EFEUE

- RFEEM VPC A AWS S FE

PR MSK 2B /Y N B FHUE

Amazon MSK ] 2 iR 1Z2 B R #4117 Apache Kafka 2.6.0 RE#H Az MSK fiZ#EEREEAHL
FEH. ERZeHEE  BEELEET MSK EXRKBARABEER., B2 , ZUlEHREGEEEH
AIAFEFR. SHANEYHESE  ARBHETER , FEALFEFE.

AR BRM MSK EEN A B FEUE , BF% AWS ERERRAEARNEANELEENERE
B, WELEENFEES , 526 Amazon EC2 FEFEEE.

(® Note

MREFEAZE SASL/ISCRAM T mTLS FEUIRHI 5% |, BUEKBBEERE Apache Kafka
ACLs, % , EHEEMNHERE  # allow.everyone.if.no.acl.found BMEERES
false. MERAEMBEMHENEN , 552 Bthe section called “F N EEHEBIRE"

EERM MSK MMRBEN LN EFEUE K FREBENTS TIMBRHRG

- HESHRBNTRERLARLRN, SEAL A TRBHAEAMEBBN AR IPv4 it , 28 IPv4
kB9 E A& 40 Amazon VPC EEEEM R, ERTFHEBAAEGHEBAREER , WEXPRE
BREE. WEABENIRMERERARRENET , F28 (Amazon VPC A EERE) T
{5 PR A8 B M 5% BB R VPC R B AR Bk 17 Yo

s REEDRFOFEEFIAERE , BEXAERRTIED>EP —BEFEURFI 5% : SASL/
IAM, SASL/SCRAM, mTLS., MEEBEMMEMBEEFEIRHI A ENFMENR |, 552 Bthe section
called “BEFEEZ M,

- LEARBBEANNE, BUBER K FERA "HEBU . ¥RABIURCEEANESE  BLEBEER
EZIhEE, Eit , SREBEANZERNERTEINESE , BEAHERAREFEE.

- REEXNAFmBNMAXZRENSERME, NEEEMMELIEFRESHEHBRANGFMAENR
2 [Bthe section called “EFEE L LM,

- MREFEANZ IAM FEES K MELEEARERESLENECWREBE , 52/ the section
called “IAM 1ZEUZ#]”, t1FE AR Apache Kafka ACL RIEEHEA , 552 B the section called
“Apache Kafka ACL”,

3
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IR MSK ZE/E EiREHR , BaAEH AWS EE X2 A AWS CLI, = Amazon MSK API kB8
BAEFRN, AREBEN L HERE  ZUUAENMSL AGIEREERNFH, NEEEIESHEES]
EBREBREAMWEMER , 552 Mthe section called “EV{5 5| B EZER",

/A Important

BRTYBEBABERZ  FHREEBENZLFEEEEA TCP RAl , AR IP thub#TA
FEH, BREETAEBRKREELERE, NMEEBRTSBEEANEABRINFEET |, F2
B {Amazon VPC A #E1ERM) FH VPC WL £F . WFEEZEBIRE , 552 Mthe section
called “EBEEBER , WEFTREBFEELLHEMNRA , F2[the section called “BF L2
48,

® Note

MREEATHIERERLBEER , BMELENEELE , 552 Bthe section called “SEE7FEY
EHRABEERNEE,

EAZEARBMAREFR

1. BAAWS EEFES |, W7 hitps://console.aws.amazon.com/msk/home?region=us-east-1#/
home/ : // BB Amazon MSK £#£ &,

2. EEEREY  EELERBORERMES.

3. EERBMRSIER , ARSREBRIEER.

4. EERBELREFE

£/ FARANBEFE AWS CLI

1. #ITTH AWS CLI @5 , #§ ClusterArn M Current-Cluster-Version Bl{X A ARN F1B
BN EE, EESKREENERTMRA , 558 H DescribeCluster #4EE} describe-cluster AWS
CLI t5 5, EHIMRAAKTVPDKIKXODER,

aws kafka update-connectivity --cluster-arn ClusterArn --current-
version Current-Cluster-Version --connectivity-info '{"PublicAccess": {"Type":
"SERVICE_PROVIDED_EIPS"}}'
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It update-connectivity S EHMEAT JSON &HIFT R,

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

(® Note
EEMANERFE , FEAELN AWS CLI &7 , BFHRA TIEREN

"{"PublicAccess": {"Type": "DISABLED"}}'

2. MNEES update-connectivity BEMER , FHT TGS , FAEE update-
connectivity apoEH PEEBH ARN BIR ClusterOperationArn,

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

It describe-cluster-operation S HEHIMELT JSON &EHIFT R,

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2019-06-20T21:08:57.735Z7",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f71-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CONNECTIVITY",

"SourceClusterInfo": {

"ConnectivityInfo": {
"PublicAccess": {
"Type": "DISABLED"
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}

.
"TargetClusterInfo": {
"ConnectivityInfo": {
"PublicAccess": {
"Type": "SERVICE_PROVIDED_EIPS"
}

MR OperationState E&{E UPDATE_IN_PROGRESS , MR — R , RAEBXRHT
describe-cluster-operation &%,

£/ Amazon MSK API BB FEL

EEMH AP KRB BEAHEEN ABER , 528 UpdateConnectivity,

® Note
ERZL£EE , Amazon MSK F T2 FFEL Apache ZooKeeper 2 KRaft 2 FI25 & # .

EEEM VPC I AWS SFHL
& ERELEMN Amazon VPC AEE AWS SAERESRE MSK BE | FE T Y&EIE,
Amazon VPC 1% H &

BERMURERE VPC FIEFRRER VPC EHRE MSK &5 , B UEYME VPC 2 B FELR,
WFE VPC BEEEMEF , F2E Amazon VPC HEHIENER,

Direct Connect

Direct Connect AWS &iEIBZEX 1 GB =} 10 GB 2 KB A BERE , ENANTERBEESE . B
B — s EEIANREBEEE , B —iEEE Direct Connect BRHES, FALELR B UEERVE
i AWS F1 Amazon VPC WERNH , BBMEREEPNMERERERKRME, NEHHEEHRN , F2

REDirect Connecto
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AWS Transit Gateway

AWS Transit Gateway  —1B R , A &4 VPCs MASPBEMMERTE —FEE, MmENFAEA
AWS Transit Gatewayf &E& , F2 B AWS Transit Gateway,

VPN E#R

SERBMER AT EEPATRAR VPN EFREEDIEE |, #§ MSK B5EHY VPC E IR = i % & £ H
# : VPN E#Ro

REST X3

BRI ATE R &S Amazon VPC REITRISAITIERE £ 2% REST 3, REST REAZRLNEEENE
BEZEIB HTTP API BBREREBEHA.

ZEE%Z VPC EiR
LT XARBNURTEEEF ZE VPC RERER : ZEEHZ VPC EfR.

E—-EHZ VPC A ER

B M Amazon Managed Streaming for Apache Kafka (Amazon MSK) # 5% VPC FAEEL&R AL
( BRA AWS PrivateLink $1if ) —IEIhgE , TRELERBEFEERTRERILEEIR (VPCs) M
AWS R F Ry Kafka A FimiE#RZE Amazon MSK # £,

HSREIRSAFRNE—ERS VPC B,

EC2-Classic Ei#8 278K
Amazon MSK B X £ A Amazon EC2-Classic Bi#8E11T8 Amazon EC2 #4T{E &,

55289 EC2-Classic Networking IEFE /3K — AT 2 EE 5%

Amazon MSK HWE —[Ei5% VPC FAHEELR

B Amazon Managed Streaming for Apache Kafka (Amazon MSK) # 5% VPC FAEE&R AL
( R AWS PrivateLink $1l7 ) R—IEZ18E , TREREREMSFTEER TR EBRFLEER (VPCs) H
AWS R F Y Kafka A FimiE#RE Amazon MSK &£,

ZVPC A EERRE—EBSEMRAE , LS VPC MEIRS EENARERSE, ARHETLUE
iB PrivateLink 4 ZE Amazon MSK #5£ | FERRE AWS HEEFPNATERE. Amazon MSK E5£H
% VPC FABEEL AT 1E 124 Amazon MSK BIFFE AWS B,
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£

- HEBREZ VPC AEERE?

- % VPC A EERNER

- % VPC A EERHFERMRFI

- BBERAZ VPC EER

- BHESELHNRERS

- $E4BEE Amazon MSK EEHZE VPC ER

- MEREE Amazon MSK BE M2 E VPC ER

- % VPC A EERFFA

TERZ VPC FAEER ?

Amazon MSK 1% VPC FAH ERZ —BEREE , TEZLKAEETTRERLEE LR (VPCs) M
AWS & F 1 #Y Apache Kafka Fi FimiE4#EE MSK &5,

Amazon MSK ZEBE £ B R ELEIRF 7. ELHRRAFESEHRRER THM AWS tRFIFFT
LAE Y MSK BEIAEELR,

% VPC A ERIER
BRHMEREALEML , 2 VPC HREERERBITZER .

- ©a BE{t AWS PrivateLink E&RFRF RN IRIESTE,

- TAHNEARR VPC ERHEERE IP, TEEGHM VPC ERMBRARPBE , EHETEEN P,
EHNEEREUNREKRAR.

ZAILAE MSK BN ERBERRER ML AWS IRF EFFARRE MSK BENBIRFIEE
. BIRFEEETUBHIERGEENACRERAE, B IAMAFKS I RELELERE , BE
ALAERBREBR , RERMFRFHER Katka EX-FEFFT.

% VPC TR EMRAYFE R MR H
AERHITS VPC RAERN MSK BEFEK :

* {Z Apache Kafka 2.7.1 RESRAZES VPC B ER, FHREHE MSK BEEREEANTEARAF
i, BT MR EXBEMBM Apache Kafka fiRA.
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- % VPC FAEEMZE IAM, TLS fl SASL/SCRAM F 7 EBHE, AEFIRJNEBERLFERAS
VPC FABE#Ro

- MREFEHZ SASL/ISCRAM T mTLS FERH 5% , X EAHEERE Apache Kafka
ACL., Bt , BB ELE Apache Kafka ACL, A% , EFEENERE K BEENEM
allow.everyone.if.no.acl.found BREA false. MNEEARAEFNBELHERBNEN , FSHthe
section called “F N EEHREIRIE, MRBEREFEA IAM FEEZES , MBBEERREBERSEN
REBE , 552/ the section called “IAM ZEUEH]”, MNFEHRI Apache Kafka ACL FIEFHIEA |, 5
203 the section called “Apache Kafka ACL”,

« % VPC AAEERTXE t3.small HITHEEEE,

- BAWS BEFXES VPC REER , EEZHRESAR AWS HIRF L,

- FERTES VPCIHEER , AL AREHEEE FRRMERNAFP IR FEKRYE, SUMXARKAR
i F R MNEE AR AT AES IDs HE.

« Amazon MSK R X188 Zookeeper HiEi % VPC FAHEELR,

FRIREAZ VPC FABELR

£

- SR1 . EIRFAPHMSKEEL  HHWEE FH IAM S RERHIFHRS VPC EiR
- P2 BEERFREEE MSKEE

- B3 REAFRTE VPC ERNBIRFEAERE

AHEREFRAERNERARGIMABES , REBWMMERHZ VPC ELF , BERI AWSETE VPC 44
I8 Apache Kafka AAEmAATERZE MSK BE, EFEEBRFEAEZASERFREN MSK
SEWN VPC ERMNEE K SRLENAFRT T, UEFEFE MSK BEHEEE MSK BE LR
A PrivateLink &4 , SZE S 2 BRFHEI IR HBEBEENFE.

EAHENEMGR  BASEFEARLEHNEER, EYFRTAFELREASBEANKE MSK
BEENAFIRHTER,
L 6E A =AM R AR T AT R
- BIRFEME (Kafka A Fim) M MSK BEMREEA AWS /BT , BEFRNIKRESF
- BRF A FRE MSK &

- ¥&F B 1Y Kafka A F iR
- BIRFERERKER IAM 55 BB EHILEERE MSK £5.
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RYBRERREEA Apache Kafka 2.7.1 IRELESRAEIMEY MSK fiiZ# %K, MSK BELERER
ACTIVE iR%EE , RES REFRERERERF. ABRBENENBAIEHER  KEAZ VPC LEER
BEEEENAHFPIR , BRERELEEMEAR Apache Kafka 2N,

TERAEETTRE AWS tkF F B Fixk Amazon MSK % VPC E{REE1E,

__
Prvatesenet || || ...

1000.0.10
10.0.1.15
100225

Amazon MSK managed
VPC connections

HER1: ERF A PRI MSK BE L | $HHEE LR IAM B0 BEEFIBRZ VPC EiR
MSK #EHMEEZTEEREEVWEMN ACTIVE M2 # , &£ MSK B & L ETHRERE.

EEBEEHEBEEE FEREAPRENTIMS 2 EEME , BRUACTIVE 2K LM% VPC FAE
EiR. BAILAER UpdateSecurity APl % MSK £ A& RTR IR/, IAM, SASL/SCRAM 1 TLS &
DRFEMWEIZES VPC REER, AEFIRFNESEEIMAL VPC FABER.

HRIULERARS , BRREBEUER IAM & 28R HEE

(® Note

MREHE MSK BERTE A SASL/ISCRAM B0 EaE#F | BIX4EE A Apache Kafka ACL
BB "allow.everyone.if.no.acl.found=false", 582 E Apache Kafka ACL.,

E#% VPC AAERFRER , Amazon MSK ELURBIAMN AN , EMRBEMKEENBERHNRERE
AEH. ERZFE IO TENEANKEIE T, EREEENR , BEAHBRETHMEN.

EREEAR/RE A DEE MRS D BRERHIFRRZ VPC

1. EBREMEMIRES |, BBMIRA https://console.aws.amazon.com/msk/ B Amazon MSK F 2

Ao

BIRE MSK fEHE 36


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-security.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-acls.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-acls.html

Amazon Managed Streaming for Apache Kafka L PN=E =]
2. HEEBERN MSKEET  BERSUBETIRFPNEEFE,

BNERES VPC REERNEBE, BEXLERMN ACTIVE #REE,

ENESBEMRSIER  REBEMERE,

EERE TR NEE | AREIFABRZ VPC &R,

ENEANEEHBN —ERSEES I RIEE, HRUEARG , FRINIAM ACEE IR
&

7. ERREFEE,

o 0 &~ w

Example - UpdateConnectivity AP| , B EE L5 7 RFMHENZ VPC FABEER

ER MSK £ AMBR AR , B LUEMA UpdateConnectivity AP| , RBRZ VPC FAEER , Y
ACTIVE BE LERTESDREMSE, T EHIBE R HILBERR IAM 52 EBEHSE,

{
"currentVersion": "K3T4TT2Z381HKD",
"connectivityInfo": {
"vpcConnectivity": {
"clientAuthentication": {
"sasl": {
"iam": {
"enabled": TRUE

Amazon MSK S 2V A B EEFMENERERRE, Amazon MSK 2 AEENEEENEREE PR
FEA BV—HEAFNSIEREESNRY., FIE AXFEIRFEBETXESZ VPC REELR,

SR 2 BESIREEE MSK £5%

BEBEETLUSEBENR (LRAERAEBER) BiEE MSK #5£ | BiSEHEFBEMZ VPC FAEE
Fo BEHNERTFAFPRKRE —ERFEFINEENT T, EREBEBXRCE , BEEEGHEEFE MSK
BEECIRFMIRE ID, 3328 Amazon MSK Z0{a[ &2 |AM 2 ELEE,

BEEBRELARBERREEE MSK B , ZBRERMEIRF B "B IRFEAENEZEEN 5|
BREREX  WREHIRS A P MSK 825 THEMF :
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» CreateVpcConnection
» GetBootstrapBrokers
» DescribeCluster

* DescribeClusterV2

Example

WESE | UTRESNBEBURE JSON 4] , B2 MSK £ 8 IAM BURIRE R B S RRBUR
B, THERERTFEE. TENFERRFIAETA,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
}I
"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:*"
1,
"Resource": "arn:aws:kafka:us-east-1:111122223333:cluster/testing/
de8982fa-8222-4e87-8b20-9bf3cdfal521-2"
}I

{
"Effect": "Allow",

"Principal": {
"AWS": "123456789012"

},

"Action": "kafka-cluster:*",

"Resource": "arn:aws:kafka:us-east-1:111122223333:topic/testing/*"
},

{
"Effect": "Allow",

"Principal": {
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"AWS": "123456789012"

},
"Action": "kafka-cluster:*",
"Resource": "arn:aws:kafka:us-east-1:111122223333:group/testing/*"

}
1
}

HEEBREEE MSK 5

1. %&£ Amazon MSK =AM MSK E2&ET |, BEELE,
O TEBELZLRE , ARBZRESR EBUER,
EXEAMREEEREERT L | BHE VPC EENELRBER,

EWRF ID BT K BASEEEEILEECIRFNIIRS ID. WA ID# , RESEBHEXIDE
HABTHBEK JSON RBE2F, ERMNESEHIBEBEF ,BF ID A 111122223333,

5. ERREFEE,

> w0 D

BRI ERE AP| WAIBBET | 580 Amazon MSK EBRBE,

SRR3R EAFRTEE VPC ERNEIRFEHEEE

BEEE MSK BEETRRFHANAFmERES VPC EER , AIBIRFEAEFTEAXAF R
BURE VPC Eff, ERMEFIASZERFHERE MSK B5E., RULERARMME , BRFR
E— B A Fiw.

AFmAUERASXEN S 7 REMEE IAM, SASL/SCRAM &% TLS, BEZE VPC ERREE —H
BB & D REMS ., KAERFIRERN MSK B ERRERFIRS 2 BE#H,

HEUERARGF  FREAFRS S MERS  UERS B AFHVRAFIRER IAM S5 58mFEES,
FORRME
LREFEFETHEE :

- ERIEVHNBEBCR  HERTIRF B PAFRYHIRS A i MSK BEITEENFFT,

- BIEZRF BHAFRNE DBUER , |F kafka:CreateVpcConnection,
ec2:CreateTagsec2:CreateVPCEndpoint#l ec2:DescribeVpcAttributeB{ERIEF T,
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Example

WESE  UTREXTHF RS 5 HEK JSON #Hl,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint",
"ec2:DescribeVpcAttribute"

1,

"Resource": "*"

}
]
}

AWRF B HWAFREYZE VPC ER

1.

REERREESIEIRS A MSK BERESE ARN , BUEIRF B PR FRERIIZESE.
SO TEE ARN BUEBERFEA,

HiRF B PR MSK £i2Aa% , BIEZE VPC ER , ARBEEILER,
FERREERT , SEE ARN BEEE ARN XFHR , RARBERRE,

AIRF B ANAFmENS T REEE, FIEARMP  FEEMYRAFK VPC ERFRE
IAM,

EERAFimN VPC,

ZEVDBREMETAESANEBRN FREE. ELUR AWS BB A B EFMETSNEH
DescribeCluster API 5 describe-cluster AWS CLI is S EVS AT [E1F IDs. &5 A Fik FEgis

ENEE D X HEEEFHEENES ID BRF. MREXTFERNE, FTELEREMSKES
MEEHE ID By FREg.

BEFL VPC ERN T 28, BUEARRNZLEE. UFEARRERLHENFAES
A2REATSHEEHERNAE.

EIRE MSK fE# &
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8. EHEIER.

9. HERBIRFEAEN MSK T2E (BREFMEN > ZE VPC ER) BEFMN I SREREXF
FEE  F2E "BREERFTH TERNSISREEXNFSH, B LRES B R A FimEy
GetBootstrapBrokers API , i E R A B EFMEFPRASIERERERXEE , RRH5IERE
BFE,

10. BATPR , E#EE VPC ERRABN L2 EE

a. &Y PrivateLink VPC FEARE , LAFKRBEIRFE B i IP EEANFIERE,

b. [EF]F&E MSK #2EMNEHRAER, £ VPC TRAPEELZLHE, REELFA
Rt BEZIBEE 14001-14100 FEEET TCP HEHR A, £ VPC R E R P AessE
14001-14100 EZIEEE, 5528 Network Load Balancer,

11. REWRF B "R FIw , f£A% VPC A A BRI ERERRN |, LUERTIIRS A F /Y MSK &
£, F2RLEENRAER,

REZTHKE , Amazon MSK € AFEEEMN VPC M B 7 BFHEIZEILZE VPC Eif, MMENEZEH
HERESEEFERB . Amazon MSK R ENZE VPC EL , UAFEHREZREBEER, B LUEH
— IS EREREN , AREHE Amazon MSK E£,

EMEE LR ERE

% VPC B ERZEZEIEEME] - SASL/SCRAM, IAM 1 TLS, #&E#HAEE TURE/RIE — @
ZEF P REEENALEER, WBEXLAREN ACTIVE REE , e T BIE,

5/ Amazon MSK & R B 2 B el 5l

1. SHETERENEE  BRNVA AWS EEFEA B Amazon MSK £ 4,
HEBERN MSK BET , BERSUBERIRFPHNEEEE,
BNEERRENESE, BEELHAERN ACTIVE AR,

BHEEBURSIER  AERBEEBRE.

BEURE TR EE |, RERIBIBERZ VPC ER , BRGNS 2 BB HEH,
EREALBERBN —EARZES 2 BRBEE,

ENRRBUEREE,

R L T

R S D RBEEE  CRAFNS 2 REBEEIEUMNZE VPC ER , W EHA FimAEARH
B REREBRENSIEAERER.
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/8 Amazon MSK £ A8 5 2 B FEE 5

(® Note

BB S s RMEMHNS VPC RBERR , RRSMRMARERMEBNERRE K SEXE
# VPC E#R,

BB RFEENZ VPC RBERE , AFRLEEN VPC EREEEAR INACTIVE REE , 5
i £ Privatelink E# %1 (LEZEN VPC ER) SEIBR, BIIRFEAE REMBRIEERTH
VPC E#R, MREZFEELBRXFARAEER , ABRFEREFSER T HEZEENINELR,

1. BRI AWS EE XA W Amazon MSK £ 4,

EEEERN MSKBET , EBEEEUETIRFHINEERE,

BNERRENES, BEELHERN ACTIVE AREE,

EMEEBURSIER , ARBEMERFRTE,

ERmE THNEE | RARZERNEIRZ VPC EiR (RS 2 RF M),
ENMZALBEBEAN—ERZES s BEBEE,

EHEAREREE .

N o o bk~ w DN

Example £/ API BARX/BARA & 2 B 55 e 5l

BB MSK £ AMNBRAEER , L LUMER UpdateConnectivity AP| , RBRIZ VPC FAEER , Y
ACTIVE BE LRES D BBME, THEHIE RBEMEFEERN SASL/SCRAM F IAM & 5 BB #H,

PRGN & 0 BREGIR , CEAFNS 7 RIMFIELFTNZE VPC ER | WEH A Fim AR
BoaREsREN s ERERER,

BERS s BmBEHENS VPC AEERE , ARRLREAHN VPC ERSEE A INACTIVE RE |, BF
i LBy Privatelink 255 (BFEZEN VPC EiR) SEIBER, BikFERE GEMBRIEER T
VPC Ei#R, MREZEBE LHAFRLAER , MBRFEREFEEVERBERENIER,

Request:
{
"currentVersion": "string",
"connnectivityInfo": {
"publicAccess": {
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"type": "string"

.

"vpcConnectivity": {
"clientAuthentication": {

"sasl": {
"scram": {
"enabled": TRUE
.
"iam": {
"enabled": TRUE
}
.
"tls": {
"enabled": FALSE
}
}
}
}
}
Response:
{
"clusterArn": "string",
"clusterOperationArn": "string"
}

BB Amazon MSK &5 ZE VPC ER

RO RBEEESIIRS LM Amazon MSK £#EA31ER A F % VPC E#R. A Fik VPC ERLARR
AVAILABLE AREE , I REHERBLER, BAREBEEERETEEREREZEEENAFPHKNZE VPC
EiR. BEEMLEFHNZE VPC BEREEZRAFE , REEBSEBRTIESHFZAFRP RN ER, EERE
BEMBRERE , BENERNEEENLR. F2RMERE Amazon MSK BEEHZE VPC Eif,

fEF MSK £ aEE&R Fix VPC &R

1. BRI AWS EEEE A B Amazon MSK £ A&,

2. EEEERT  BENEEWBEEMERRE > AFR VPC EFFE,
3. ENZERENER , AR BEUEEAFix VPC E#R.

4, WFRLEHREBIMENAF® VPC E#R,

EEMA AP ERBZE VPC E#R , 55# A RejectClientVpcConnection APl,
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MIBREE Amazon MSK £ ZE VPC E#R

RS ERE TR PRtk FERAMER MSK BEHNZE VPC EiR, HRESEHAECRAETR
2E VPCERNHERE A RUEZEREEESIRFMRZER, VPC ERMBRRRTEBEENK
o

5/ MSK £ AMBRZE VPC EiF

1. ERFWmIRFES | BRMR AWS EEFE A M Amazon MSK £# &,
2. EEEERP  EWMZE VPC ER.

3. RERKFEPENEEZMBRIELR,

4. FEFRICEMIPREX VPC &R,

HEMEA API MIERZE VPC E#R , 35/ DeleteVpcConnection APl
% VPC FAEERFTH

AEHERACEAZ VPC B ERDENAFRNBEMENFA. 2 VPC REEREFEAFRE
EEHESERE MSK BEEVXE VPC ERNAFK EZMFA, EFE MSK BEEESE MSK
E 5 FRUA PrivateLink B , IHER S 7 B S RIZ IR B R FE.

BRSO RREENEIEFIT

F MSK 2EMAZE 7 RI[MFINZS VPC B ERIIGE, FBEZ VPC EERMFERFEH.
MREA MSK EEERE A SASL/SCRAM B n M T , Al XA A Apache Kafka ACL B4
allow.everyone.if.no.acl.found=false, BEEELE Apache Kafka ACL 2 , BEMZE
EWFERE | LUEZEEBM allow.everyone.if.no.acl.found %5 false. EEWREFHEEE
ENEF , F2ET T REERBRE,

FBRFREBURATH

R Kafka A F iR N EE MSK BETREIR AWS tkRFH |, AR ESEBREREREMAFRBERE
HETEIRSERN MSK B, EAILER MSK £ a8 M IAM BURIRESR (BRELTERE > RESE
EBUR) , #WmEZ VPC BEBUR , SEMA TS AP REEBEEBUR

PutClusterPolicy

MEBEBREEERE, BuLERAL AP, REYSRNEHMEEHN MSK BEBR, NMREEFTH
BUR |, RIABEBREAEFHIE currentVersion 1L,
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GetClusterPolicy

HH R REE 2 BR PR AR JSON X Fo

DeleteClusterPolicy

i BRE R BUR

LT REABEBREN JSON £l , HEE MSK £ & IAM BUERiRER P RERHBEREL., THIH
RERTESE, TENFEEBREDRETA,

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": [
"123456789012"

}I

"Action": [
"kafka-cluster:*",
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescxribeClustex",
"kafka:DescribeClusterV2"

1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:cluster/testing/

de8982fa-8222-4e87-8b20-9bf3cdfal521-2",

"arn:aws:kafka:us-east-1:123456789012:topic/testing/*",
"arn:aws:kafka:us-east-1:123456789012:gxroup/testing/*"

3

RFIRHE MSK #8522 VPC A BERNFTH
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EEE Kafka AFmM MSK BE2BRES VPC EER , AFREEEENSIEER , AR TE&
A Pis L#1T kafka:CreateVpcConnection, ec2:CreateTags M ec2:CreateVPCEndpoint
BERFTAI, WFESE | UTREXRAFiRS 2 BUERH JSON #6l,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint"

]I

"Resource": "*"

BEEEEF

illll

FERATHEEIBIREE | 32 Amazon MSK fE£ B Fim 428 @

- FEFERAMXFRAERENXEHR , FEMAEEE 9092,

- FEMA TLS MBREREBERENEN , BEHERIE 0094 ®RAZPFE AWS |, W HEREIE 0194 #
TARER.

- HEHEMAERENE SASL/SCRAM BEA , A ERIE 9096 feREBFE AWS |, M A EEE
9196 1T ARFEL

s FPEHEEDNNTEAGFEHA WRERERRBEHAthe section called “IAM TZEUR 4" | 556 E 8 9098 %
AZBIZEN AWS |, {5 B 1218 9108 #4T A\ BIFEER.

- HEMA TLS A EE Apache ZooKeeper B , A EAE#EE 2182, Apache ZooKeeper HiZiTE
SEMAEREE 2181,

Xa
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Y18 Amazon MSK # &£/ 5| EREREL

5| BREREN 2T Apache Kaftka i B o] A B E Amazon MSK #EMRERERNBFE, WHET
gErEasEEPNmERERR, SaLUER AWS CLI, AWS B XA Amazon MSK API B
Be|ERERER,

TE

- [ BEsEREERX AWS EEXEA
- fEF S5 ERERER AWS CLI

- £/ APl BU55| EREER

£/ BGEIERERENX AWS EEERA

tEFRAMAER NEEENSISRERERX AWS EEX#EL, SIEREBEREXE-WE , B
Apache Kafka FIRAILLAFEREREE c BRBNREEXEE, WEET—EQSEETNMA
REREN,

1. BAAWS EEEHEA , W https : //https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/ BBX Amazon MSK £# &,

2. WRBEETUIRFTENESNMARE, REEEIBWIURBHEER,

3. HEEEREEEL  ERERGAFKEA. EgNEETIERERER , AKX Apache ZooKeeper
ERTF R,

A S5 EREREX AWS CLI

HITY e, FREERIEERFEESMN Amazon Resource Name (ARN) BUX ClusterArn. &
BREHESEN ARN , AIEBSIHATERERIKXEIE ARN, MFEFMERR , 552 Bthe section called
“FIHEE".

aws kafka get-bootstrap-brokers --cluster-arn ClusterArn

¥ A the section called “IAM fFEURE)” B MSK 5 | ko SR E 0T JSON 6T R

{
"BootstrapBrokerStringSaslIam": "b-1.myTestCluster.123z8u.c2.kafka.us-

west-1.amazonaws.com:9098,b-2.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098"
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}

THgEfERERRAREFRERcEENSIERERN, £4
BootstrapBrokerStringPublicSaslIamifTABFE , XA
BootstrapBrokerStringSaslIam=® & RIFEZE AWS,

{
"BootstrapBrokerStringPublicSaslIam": "b-2-public.myTestCluster.v4ni96.c2.kafka-

beta.us-east-1.amazonaws.com:9198,b-1-public.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9198,b-3-public.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9198",

"BootstrapBrokerStringSaslIam": "b-2.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9098,b-1.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098,b-3.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098"

}

SIERERATEEALRANE MSK $£2 TAESTH = ARERS BEATEAMBRER
%),

£/ APl UG5 BAERER

EEMA AP BB EREER |, 528 GetBootstrapBrokers.

Bt Amazon MSK {2 &

Amazon MSK A[i#EiB ZE S A\ % B R EE 4 Amazon MSK i #E SR AREE,

- Amazon MSK &t & Apache Kafka 58 , % © &% E| Amazon CloudWatch &R, wWNE
AE3 Apache Kafka I5ZR M E F (BFE Amazon MSK 2R WIERE) , 5528 Apache Kafka X4
## Monitoringe

« BB TTLUERRKRRIEEEERARER Prometheus EX#2 8 MSK # 5., IME Prometheus &
A , 582 E Prometheus X#HH Y Overview, B ZE T BN A Prometheus 532 MSK 2 #
& 52 the section called “/#f Prometheus E12”,

- (EREERERR ) EMREENSEIHBERERAE  Amazon MSK 8 HBIERERERE
REBRE GO EELRNBERESE, EEERUSHESEIANEERHEESBER. ETHE
RPN RRFRRUBRAERE , URHIE—SBE{t. Amazon MSK 2 BB ELEBREEER
AWS R FH Amazon MSK F#E & Health &1k3&. Amazon EventBridge fE FEHBEA. WME
REFEBTNWEN , F268 £/ Amazon MSK #FEERE,
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 f£H CloudWatch #1438 Amazon MSK 15#&

 f£A CloudWatch s ZE K ERE XA Amazon MSK 15

 {#H CloudWatch E5#E Express KIEFER M Amazon MSK 151&

« ffF Prometheus E53% MSK i Z# 5

- EREEBELE

« £/ Amazon MSK EEAREIREE

£ CloudWatch #4% Amazon MSK 151Z

A LAfE A CloudWatch £32 4. 553 CloudWatch API R E5$% Amazon MSK 1888, LT REF#E
R EREEREN A EREFEEIEE,

£/ CloudWatch £ & B1EIEE

EAAWS BEEEA WFBULRA https : //https://console.aws.amazon.com/cloudwatch/ #J
CloudWatch £ A&,

1. HEEEBHEKT | BE EE
2. EEMARERSIER , ARIEE AWS/Kafkao

3. EEMREERERISE , EiRIZ Topic, Broker ID, Cluster Name (£f&, REBREX ID, ££F
B) ; srEREEXEBRIEE | 55122 Broker ID, Cluster (REER ID, BEEH)  BREEER
FS1E | 55182 Cluster Name (BE&E B 8).

4. (ER) EEEERT , BEMFTERMEGR KRBT AEBLRERE CloudWatch B R,

5/ =FEUEE AWS CLI

{EH list-metrics M get-metric-statistics # o

£/ CloudWatch CLI f7EUEE

£ A mon-list-metrics M mon-get-stats f

£ CloudWatch API fZEUEE

£/ ListMetrics 1 GetMetricStatistics B 41E.
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FMBABER

£ CloudWatch EEf= 24 ERE A Amazon MSK 512

Amazon MSK E& Amazon CloudWatch B4 |, Rtb@E o] LAKE, #3294 MSK Standard REFE
B CloudWatch 1518, &4 MSK MEZEERENIEESER 1 2 EBHWELHIZE CloudWatch,
BRI LA MSK R SN ERBMREREARA TS HEAP—I18 : DEFAULT. PER_TOPIC_PER_BROKER,

PER_BROKERE} PER_TOPIC_PER_PARTITION, F¥EFHHREBERESEEZEEXRBITHN

FEER.

(® Note

£ 3.6.0 RARESHAH | CloudWatch 5389 Amazon MSK 5N B BEEE, FH
MBRREITELIEE, $HHCEFABNWERE , TRER 36.0 RARESRAFRFEHRNS
¥, %5 IR 2.8.2.tiered IRAFHEZHE,

DEFAULT BiRIEEREEN ., HiEENEEREZE Amazon CloudWatch EEEH,
DEFAULT EBikE 4

TRARISZE A/ DEFAULT X B ENE, HHHEREN,

=L

ActiveCon
trollerCount

BurstBalance

BytesInPerSec

o] R

EE£D)ZE ACTIVE AR&E
2%,

EET)ZE ACTIVE #R&E
2%,

BYFEZR.

HERE

BER
ﬁ

BER
B, R
EREX
ID

BEZ
7
BEERX

Description

BEEEETMRFEEIRE —EE
HEE , ERMER iRE,

EET EBS MiRERM AR L SREE
HYEREE, FIRFAEMEES A ERE
By R To

EUREEEYREESRRAEERNK
BERF , R T E]|E EBS RIREM
BurstBalance . MEFMENR , 7
208 /0 EENSRKEE.

AP mEEN SV THARE, It
EREUTAREEAREEANESEE
o
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FMBABER

=1

BytesOutPerSec

ClientCon
nectionCount

Connectio
nCount

CPUCredit
Balance

Cpuldle

o] BB

BUFEZE,

B ETE ACTIVE AR&E
2%

EEDE ACTIVE AR&E
2%,

EE£DE ACTIVE AR&E
2%,

EE£DE ACTIVE AR&E
2%,

HEE

ID, *
=

EE#
N
BHEX
ID, *
=

BER
B, K
HEX
ID. A
Fim &
2B

BES
B, R
BiEX
ID

BES
B, R
BiEX
ID

BEZ
B\, R
BEER

Description

BEEAFRNEVATHABE, It
EEUAREEREEXNESEE
o

EBETE D RENAHFmERE

EIDHETEIRRE. RETHEIRE
MREEXEVERR

BREREAMEZ , REESFH CPU
HURE. EEHER A HESEH
EHEPRE , UEINEER , %
HESRETBH, WREEET CPU
MESRE  HuneWESEMEEE
SEEFE, FHAEREUERERE D
CPU &H, filtn , B LUR 2 A B if
AREE  IRREEXEREEHRA
M5,

CPU HERBEMN A L.
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FMBABER

=1

CpuloWait
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ConnectionCount

Cpuldle

CpuSystem

CpuUser

GlobalPartitionCount

GlobalTopicCount

EstimatedMaxTimelLa
g

LeaderCount

o] BB

= £ ZE ACTIVE AR
‘2,

EETE ACTIVE R
Bz,

EEDE ACTIVE AR
REz 1%,

F 5 3E ACTIVE ik
Bz,

F 5 2E ACTIVE ik
Bz,

FEF)E ACTIVE AR
Bz,

FEF)E ACTIVE AR
Lkt B

HY R & AR BV — 1@
FHEZE,

B ETE ACTIVE R
Bz,

HEE

BEEZR, REBEEX
ID. AFI%E 5 RE

BEEE  AEEX
ID

BREE  AEEN
ID

BRE8E , KEEX
ID

BEERE  REEAX
ID

REEH

BEEH

MAERE, £E

BREE  AEEX
ID

Description

ETBHETEDREN
F B umiE 4R o

ETBETHIRE.
RETEDRENK
ERE BrERE,

CPU RERBNE S
8

BOZEBHR CPU B
g 8

FEREZ=EFH CPU
BaLt.

BETMEEE (T
SEER) WD EH
B, B GlobalPar
titionCount F&
&% | Partition
Count HLER
AAMTEEERE
#EMGlobalPar
titionCount #E
REKR 1,

BEETRAERERERX
Y E R
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Lag E’JE§F53 (*l/\)o

BEREEAND E
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)o
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MaxOffsetLag

MemoryBuffered

MemoryCached

MemoryFree

MemoryUsed

MessagesInPerSec

NetworkRxDropped

NetworkRxErrors

NetworkRxPackets

NetworkTxDropped

NetworkTxErrors

o] BB

HY A & BHEEUA — 18
FHEZE,

EEDE ACTIVE R
REZ %,

B ETZE ACTIVE R
ez 1%,

=5 3E ACTIVE ik
‘2,

F 5 3E ACTIVE ik
Bz,

FEF)E ACTIVE AR
Bz,

FEF)E ACTIVE AR
‘2,

EETE ACTIVE A
Rz,

FEF)E ACTIVE AR
Lokt B

#EEE ACTIVE MR
Rz’

FEEF)E ACTIVE AR
Ez&,

HERE
WAERE, T8

BREE  AEEX
ID

BEEE
ID

REER

BEEWE
ID

RERER

BEEE
ID

RERER

REEH,

RERER

, REERX

, REERX

, REERX

3, REREX

, RERER

Description
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RERANREER
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FERAMNRER XD (A
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REERXEANLE
BN G TERE

7)o

RERXNSYREA
BEHEE,

ERREREANE
EO

MR I ERE Y
$RRREE

RERAZRVEZ
HE,

ERENEREAR
EO
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FMBABER

Z8 A BB HWE Description
NetworkTxPackets BEZEACTIVERR BEERE K REERX REEXEWHNEHT
EZ&, ID #H.
PartitionCount E £ ZFZE ACTIVE M EEERE , AEEX BRERERXNEE
EZ&, ID PEAY (TEEX),
ProduceTotalTimeMs  # £ Z|5E ACTIVE Ak BEfEER K REEX FHEHEENRE AE
Mean %Z‘fﬁo ID *&%Et‘i)o
RequestBytesMean EEFEACTIVER EBEEE K REEX RERAFRMTHE
&, ID W FE9E,
RequestTime ERAFRAEHZE, BEE2R , REEX EREREXMERA 1
ID O BITHEBEIESS
Rt BN FERRE (B
#)o
StorageUsed EEZEACTIVERR EEER BEETHESEEME
Er&, ANERTRE , B
BRA
SumOffsetLag B EFEEA — & BAERHE. T8 FEFFRED ENE
FE2HE, ERBIE,

UserPartitionExists BETE ACTIVE AR BEEE , KBEX AMEEE , BER
Bz’ ID BERXLFEERAE

BENSEIE, & 1

ERREBEEX LEE

DEIE,

PER_BROKER Express X EEZANEFEZE

HEEER B AR ER E A BF PER_BROKER , BX T FfS DEFAULT BiRIBELN | ESEUE T HREF R
ER. ZFATRFHNEERENE , MDEFAULTEFERNAZE. LRETNIEFETSTIHE !
Cluster Name (5% %), Broker ID (KERE ID),




Amazon Managed Streaming for Apache Kafka
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ConnectionCloseRate

ConnectionCreationRate

FetchConsumerLocal
TimeMsMean

FetchConsumerReque
stQueueTimeMsMean

FetchConsumerRespo
nseQueueTimeMsMean

FetchConsumerRespo
nseSendTimeMsMean

FetchConsumerTotal
TimeMsMean

FetchFollowerlLocal
TimeMsMean

FetchFollowerReque
stQueueTimeMsMean

FetchFollowerRespo
nseQueueTimeMsMean

FetchFollowerRespo
nseSendTimeMsMean

] R

R EIE ACTIVE R &,

EET)E ACTIVE REEZ %,

A—EEEE/MAEZR,

A-—EEEE/BMAEZR,

BE-EEEE/MAEZR,

BE-EEEE/BMAEZR,

BE-EEEE/MAEZR,

B—EEEEBAEZR.

B—EEEE/BMAEZR,

A—EEEE/BMAEZR,

A—EEEE/BMAEZR,

Description

BEEREXSYEMNER
Y. WBFEHHESEERERE
AR, WEHE A FIRERE
AEITER,

B-EEREXSVELNF
ERY. WBFEHHEEE
REARAE  YHHAFRE
RRENETEHE,

REEREINAHEFRN T
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A E BRI BIR AN T
R (D).

WRAEFREDETITEE
BB (EW).

IR & EIA R A TR (2
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BAERAEE AR K
BN IR (EW).
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FetchFollowerTotal
TimeMsMean

FetchThrottleByteRate
FetchThrottleQueueSize

FetchThrottleTime

IAMNumberOfConnect
ionRequests

IAMTooManyConnections

NetworkProcessorAvgldlePerc

ent

ProducelLocalTimeMsMean

ProduceRequestQueu
eTimeMsMean

ProduceResponseQue
ueTimeMsMean

ProduceResponseSen
dTimeMsMean

ProduceThrottleByteRate

ProduceThrottleQueueSize

] R
E-EEEEBMAEZR.

ERBERERES &,
ERBERERAES &,
ERBERERAES &,

& EE ACTIVE Bz &,

B EE ACTIVE Bz &,

EEIE ACTIVE MREZ &,

EEIE ACTIVE MREZ &,

FEIE ACTIVE R &,

EEIE ACTIVE MREEZ &,

EEIE ACTIVE MREEZ &,

ERBERRAES &,
ERBEREREES &,

Description
ERETEERAERNER
RN FHERE UEVRE
7)o

BYVRTHNNLTEBE.
AT PRIAEBE.

VIR GRE (UAEZERAE

7)o

BUH IAM &2 BEFRE

ESEIB 100 HERHE.
ORTERBMB ERFIEER,
WR >0, AEBEBRRRE
B ERDERH.

Wi ERRAEREN T
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REEREFRNFHER (2
®)o

RS ETHIREER T
R (LZEW REN).

Bl A SETIIRILEN T
R (LZEW REN).

Eix O RS FTIL B/ TR
B (UZEVREN),

BYREN I THEHBE,
AT RNAS R E.
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Z8 A BB Description
ProduceThrottleTime EREERAG &, FHEHELREGEE AEVAE
(AR
ProduceTotalTimeMsMean EEZ)E ACTIVE MEEZ &, THEEANKE UAEVAE
)0
ReplicationBytesInPerSec BIUFH#EZE, REMRERXBERNESY N
TS,
ReplicationBytesOutPerSec BIFEZR, B ErGEMARERNL
TS,
RequestExemptFromThrottleTi ERAFBERFAF 2%, EREEXEEM /0 #ITHE
me ERERRAGHNFERATE
W EE (BW).
RequestHandlerAvg| E £ FiE ACTIVE REEZ %, EREEEXNHITHEEENTE
dlePercent BB a2 .
RequestThrottleQueueSize ERFRAEH 2R, FETIIHPWABREE,
RequestThrottleTime ERFRAEH 2R, IR RAGFE (AZEWRE
)0
TcpConnections B ET)5ZE ACTIVE #REEZ &, FREEE SYN EEZENEAF

i TCP EERH.

TrafficBytes EEFE ACTIVE iREEZ &, BRAER EEENEAE)
HEAEBEEA CENERKERE
(fzt#l)e FHRERBEXZHE

EE
E,g;ﬁlio

PER_TOPIC_PER_PARTITION Express KEERAIEIFEZ

EIRGE IR ERERE A BFPER_TOPIC_PER_PARTITION , BR T 3 H PER_TOPIC_PER_BROKER,
PER_BROKERH DEFAULTEBMRMNFIEEZE2S , ESEE TRATEAWIEE, REDEFAULTEFIEER
REN., LREPVIEEEETIHE . WAEEHE, =8, 7E,
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Z8 A R Description

EstimatedTimeLag BAEFERA—BEXEZ EEPERBLEENMGETRE
‘fﬁo (*9\)°

OffsetLag BRAERERA—RBEEz PEBREAEILE (R
%, E),

PER_TOPIC_PER_BROKER Express X EER HIEIFE =

EIRGEC IR ERERE A BEPER_TOPIC_PER_BROKER , BT X B PER_BROKERFI DEFAULTE &K PR
BEEZN , BEEMETERARNIEE, REDEFAULTEEFIEERREN ., LLREINIEESE TS
#EEE : Cluster Name (¥5£ % 78). Broker ID ((XEFE= ID), Topic (X&),

/A Important

TERINEEIAFEEEERERIFFTZRIERE T, flM , FEEF BytesinPerSec , —=
ZELEELATKEREEERE,

Z8 A R Description
MessagesInPerSec BYTECE, BUERNASHE.,

£/ Prometheus 5% MSK & &

BRI LAE A Prometheus E5#2 MSK &S , ERKEFIIIEEERNERRRBEZER

o BAILAEA Prometheus WiRuR 2= ATIEE , St E R H EE A Amazon Managed Service

for Prometheus, &t B LA A EE Prometheus BN IEZMEAN I E | =8 Amazon MSK Open
Monitoring B&H T & , 570 Datadog, Lenses., New Relic Ml Sumo ¥, RN ERERRERE
A, EREETARENERERASELER.

1% Prometheus WEEA , 552 F Prometheus documentation,

MEBEEFER Prometheus WEEA |, 582 B A Amazon Managed Service for Prometheus #
Amazon Managed Grafana 8% Amazon MSK Y& /E)R 2,
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® Note
KRaft F#EERHE X MSK Express AR %[5 B B B A ES 12 M 2 B 17 B

EFH MSK 2= 5 ERA AR EE T
LR FRB M ER AWS CLI, 3% Amazon MSK API AWS BB XA EHMN MSK & FRBUARMK

B,
£/ AWS EEF#EA

1. BAAWS EEFEA |, T hitps://console.aws.amazon.com/msk/home?region=us-east-1#/
home/ : // BABX Amazon MSK £ &,

2. HEEEERT  ZEHAEEH Prometheus BB EE 425512 RORZE 5 3R o
EEENFMEEBRRERXEEN , ARRBEMETAEE,
4. &2 Create Cluster (BRI EE),

£/ AWS CLI

LY create-cluster a5 , WIEEH open-monitoring i#E, A
IJmxExporter, NodeExporter , iREIRRMAME. MREIEE open-monitoring , AL
EREAMEELTE,

5 API

Y CreateCluster #4E 8 E OpenMonitoring. BXA jmxExporter., nodeExporter , =
ERRAmE, MREIEE OpenMonitoring , AIEXEHEAMEELTE,

EHAEM MSK fEHEE FRUARmE i3
EEMABMER  BEE MSK EEERR ACTIVE REE,
5/ AWS BB XA

1. BAAWS EEX#EH , W https : //https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/ BABX Amazon MSK £ &,

2. BRELEEHNEEEE, EEFLNISREHMETANER,
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3. EEBMERL ATEHYRIERER.

4. BIERE,

5. ZHUEA Prometheus BUH B EE 2552 I RZEU S 3o
6. EEREFEE,

£/ AWS CLI

« MO update-monitoring a5 , MIEFEH open-monitoring EE, A
JmxExporter, NodeExporter , FERBMAME. WREEE open-monitoring , AIEE
EREAMBEELTE,

5/ API

- §A UpdateMonitoring #4E , X #EE OpenMonitoring., RAMA
jmxExporter, nodeExporter , ERFEAME, WREEE OpenMonitoring , AIEERE
RFEAMEELTE,

£ Amazon EC2 #i1T{E &8 L 5% E Prometheus ¥ #
W FERBA MM prometheus.yml #RE&E Prometheus F#,

1. #8 https://prometheus.io/download/#prometheus #% Prometheus fal BR85 T & 2 &/ Amazon EC2
#ITER.

2. BTHNERBBEIB& , YrEXE &%,

3. FATHRABEIEZS prometheus.yml WER,

# file: prometheus.yml
# my global config
global:
scrape_interval: 60s

# A scrape configuration containing exactly one endpoint to scrape:
# Here it's Prometheus itself.
scrape_configs:
# The job name is added as a label “job=<job_name>" to any timeseries scraped
from this config.
- job_name: 'prometheus'
static_configs:
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# 9090 is the prometheus server port
- targets: ['localhost:9090']
- job_name: 'broker'
file_sd_configs:
- files:
- 'targets.json'

4. fEM ListNodes IREMBEREENREBEEXNBE,

5. {EALT JSON By & A targets.json WIER, #§ broker_dns_1 KK
broker_dns_2 , xRN KEREN DNS EBEAKLE L—BFBHPAEZRERXIEN
DNS £, @FLE L —BLSRPESHMERERRN. Amazon MSK E#§E#1E 11001 AR
JMX Exporter , #%E$#Z8 11002 FAH Node Exporter,

ZooKeeper mode targets.json

[
{

"labels": {
"job": "jmx

},

"targets": [
"broker_dns_1:11001",
"broker _dns_2:11001",

"broker_dns_N:11001"
]
.
{
"labels": {
"job": "node"
.
"targets": [
"broker _dns_1:11002",
"broker_dns_2:11002",

"broker_dns_N:11002"
]
}
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]

KRaft mode targets.json

"labels": {
"job": "jmx"

1,

"targets": [
"broker_dns_1:11001",
"broker _dns_2:11001",

"broker_dns_N:11001",

"controller_dns_1:11001",
"controller _dns_2:11001",
"controller_dns_3:11001"

"labels": {
"job": "node"

1,

"targets": [
"broker_dns_1:11002",
"broker_dns_2:11002",

"broker_dns_N:11002"
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® Note

£ ER KRaft #4I834MH JMX #5412 |, 557 JSON R #TBL4I25 DNS EBMABE,
f5ltn : controller_dns_1:11001 , # EXfXcontroller_dns_1AERREVIEFIES DNS
£,

6. BEREEH Amazon EC2 #11T{HEE £ BB Prometheus @ARES , SBELEBHE Prometheus &R
K f#%F prometheus.yml # targets.json BB &FHTUTHR

./prometheus

7. SREELE—ELSBPHIT Prometheus B Amazon EC2 #1T{EE IPv4 AN F IP thsit, BET—
BELBHEENNE IP i,

8. IWIZELFEL Prometheus Web Ul , ;5BRX AT FZEUE Amazon EC2 1T EBERYZIESS , REBRIE
Prometheus-Instance-Public-IP:9090 , E# Prometheus-Instance-Public-IP &
BEL—ESBRPIEESHLE IP i,

£/ Prometheus 151&

FT B B Apache Kafka 2 E| JMX B I5ZE A LUEIB Prometheus , AKX EEEFE. 0% Apache
Kafka IEEMEF , 52 Apache Kafka X #FH# Monitoring. BRT Apache Kafka 1§18 , . &5
kafka.consumer.group:type=ConsumerLagMetrics #J JMX MBean THYE#E 11001 B S
RUENAELERIERE, Bt a LA Prometheus Node Exporter , B#& i O 11002 R IERE X EH
CPU ME{BRIEE,

£ Amazon Managed Service for Prometheus F11ZX Prometheus f5&

Amazon Managed Service for Prometheus 22 Prometheus A E IR M E RIRT , WEEHARE
2 Amazon MSK £, ER—EHLZERY A B EDHEREENEN. #F. EHNRE , ©&EHR
AWS Z2RBEE , BEREL L FIER ., EAUEARKRAT PromQL EHES REHER
WIRERIE R 3 MR EE,

MEFFHMEN , 528 (Amazon Managed Service for Prometheus AF3) o
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at hiatd

EENAELEEFEETLEINEEREENERAE A ER LTEPITANGETER, LER
A UBREERIERE | fINBERSREFREELMAE, ZEEENAELE , £ LERA Amazon
CloudWatch ZiEiB Prometheus ¥ 17 B A=\ B2,

NAZEEEFRITECEATENSEHESR , HEARXENNERN 2BNEZE., Amazon MSK
RETHEAEEEEE , 87 LUER Amazon CloudWatch 5L Prometheus i# 1T B A= B 12
EEEM : EstimatedMaxTimelLag, EstimatedTimelLag. MaxOffsetlLag. Offsetlag
M. SumOffsetLagFHEELIEEMNIMEEIEFA , 552 [ the section called “EERIEEXH
CloudWatch 548",

Amazon MSK X E& ¥k Apache Katka 2.2.1 RESRANEEFANAELEEE, BEEH
Kafka # CloudWatch 515K , FERE T HI%E .

- RAEMAEHERER STABLE 5 EMPTY ARER , T ERHIMAELEER. KDTREHFE
% , BUAEERER STABLE , BRDEEFIo HERAEZME.

« ETHREF  HFEELEREREIFHE !
- MRWAEFATRE,
- AEHENBBEZER ().
- BEARRENAEFENDAE LS,
- BAERESBE A CloudWatch FEUAFILBIERNME ., BA Katka EEAEFEEBIX
& UTF-8 7t , 1B CloudWatch X EHEER ASCIl Fit, MREENAEFHEEBHERE

ASCIl # 7t , CloudWatch ERIAEFLEEER, B 7T RACHEAELERZEE CloudWatch F
IEFEREEN , AN AERABBHEREM ASCI F 7.

£ Amazon MSK A 2R

£ Amazon MSK fiZMEE L , BANZERRENIERETRE, NRERECHERETRER
ANRERE  HuReXEHEANERAERNES , EMEHSENFHERB. Amazon MSK 2
it CloudWatch B BB EERRERENRTRE, T8 , A TELEERBAALBRREFRERS
& , Amazon MSK EEBIECBERERTFREETHRE. REREERCSEEREREFAENR
WESMRALSRER. /£ Amazon MSK &/ |, & LU A8 R+ B BRORER S BN EREVE R B
.

MSK R REBE REmERE . THANMHHK.

EREs 80


https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_Dimension.html
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/

Amazon Managed Streaming for Apache Kafka HEABEE

- TN ( "FEHTEE) ) REREETSESLAEETRHERLENREFEE, B MSK BTN RER
NEAEUBRRTEREN 60% = 80% UL , SEENREEXSEIHERE,

c EMSKBEHTHNHEHP-—EREEREACESURREFEER , A ( "EHTHERDE. ) RERE
ERSEREGEIFRIERRIEEEAEEME,

Amazon MSK € B 8§ S LR BEE E R AWS RS Amazon MSK £ A, AWS BEMREER
#%. Amazon EventBridge M1E FEBH & A, EB AT LAEEE Amazon EventBridge , #§8 LB REX
Z Slack = New Relic fl Datadog & T &,

FiE MSK fENBSEAMERRMARFREE R , HEEREM, RH MSK VA EEMZE LI

.
ERRFARRE

CANEBSESREEREARET -

+ Bk Amazon MSK 24, RERBRTRERERTERTET 00 X, BRAGE THRRE

REFEFENEEBN -—RNER |, R— T EHEETRRE .

« £ ListClusters. ListClustersV2, DescribeCluster 2 DescribeClusterV2 AP KRR #E £/
CustomerActionStatus MR BEE R,

* BIfE AWS Health &= AMBRE MSK MEM AWS BRFHE R,

« FXTE AWS Health API 1 Amazon EventBridge , & RBHEHBEIE=FF¥E , flm
Datadog. NewRelic # Slack,

F#H Amazon MSK &M EZ£ERTE

/A UpdateSecurity Amazon MSK R/EZRE# MSK BEN S/ BRBMAFHRAEBERIAMZERE, &
WAL EHMAREZEL D TLS SO RI[BENLERLURERE, CELZEFREN REERAHK
BEX) mERE,

BEVARRMN ACTIVE ARRE , FREMERLERTE,

MREBRMER IAM, SASL 3 TLS ETH 9 BE , fHLERRAFRIRERAZ MomE. T
RETAROES.
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B oRE APm-REEX NEER RERXN-REEX NS

Unauthenticated TLS. PLAINTEXT, TLS_ A LA BR R B8 PR
PLAINTEXT

mTLS TLS, TLS_PLAINTEXT HARBRR

SASL/SCRAM TLS HARBRR.

SASL/IAM TLS KA BB

NRAFIm-RERERNINBZRERES TLS_PLAINTEXT B FiR-B 2 BRFEERES mTLS , Amazon MSK
FRYMEBESNNEZEEEXUHAFRER . —EEEEXHAFRER TLS ZEHN mTLS 898
FETER , 53— EZEEEAHAFRETERAEIREFINER (HXF) WER T ETELR,

MBERRERENFEENR , FSH the section called “R 2",

ffEF FH Amazon MSK #2EZ £ E AWS EEFZEA

1. BANAWS BEEI#EH | I1E https://console.aws.amazon.com/msk/home?region=us-east-1#/
home/ : // BABX Amazon MSK £ &,

2. EELEEHH MSK#5K.
3. HEREREEERT , BEREE.
4. RELEZAREBEENSTRINMNZRE K ARAREEREFEE,

£/ E# Amazon MSK #8£E L4 5% AWS CLI

1. BIUJSON R , EF LB ERERENMBRE. THR €#6l,

@ Note
BREEFAFR-REEXMERE, BEAEFEEA (REEXHNERER) MER
TEo

{"EncryptionInTransit":{"ClientBroker": "TLS"}}
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2. EJY JSONER K HPusLBEEERANG IRERE, THI= &6,

{"Sasl":{"Scram":{"Enabled":true}}}

3. #{TTH AWSCLI % :

aws kafka update-security --cluster-arn ClusterArn --current-version Current-
Cluster-Version --client-authentication file://Path-to-Authentication-Settings-
JSON-File --encryption-info file://Path-to-Encryption-Settings-JSON-File

It update-security REMNEHIMELT JSON FiR.

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

4, BEEE update-security BRENAME BT TGS , EAEE update-security @
SEHPEEH ARN BR ClusterOperationArn.

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

It describe-cluster-operation @a S HE H LA T JSON 6P R

"ClusterOperationInfo": {

"ClientRequestId": "c@Ob7af47-8591-45b5-9c@c-909ala2c99¢ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2021-09-17T02:35:47.753000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "PENDING",

"OperationType": "UPDATE_SECURITY",

"SourceClusterInfo": {3},

"TargetClusterInfo": {}
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}

}

R OperationState E&{E PENDING = UPDATE_IN_PROGRESS , R —EREHE , REH
X#AT describe-cluster-operation W%,

(® Note

EHMEELZSMREN AWS CLI fl API REREEMN, EXT , WREHAALZEEHRE
WEETHEEBHE R EMRNE P BREBEIMNBZBRE , AIZRETSEE,

£ APl ENTERRENRZERE

HEEA APl E# Amazon MSK 2R 2RE , F2 B UpdateSecurity,

(® Note

B MSK B R 2 MREMN AWS CLI I API RIERZERN, EXRT , IRECHAARLEN
B UEERESBNHEFCREMEN S IRBINBERE , ARRETSRE,

R Amazon MSK EEH R EERXEE

MEEEEI MSK BEFREERNNWEE |, SBFEAL Amazon MSK 216, EERERBE |
B ACTIVE #R&E,

T
i
fri
\Y;

/A Important

MREERE R MSK 5 | FHELEAL Amazon MSK #4#, FTEEREFERALRENER
THREEAFEREES,

NENMAERSREEXFEEREREN VTELIRNFEE

VAN~ =%t
]J%U oo o

%ﬂ

. 552 B the section called “E 8Kk

£/ EB Amazon MSK #£ AWS BEE X4
LR MMAIER 80 Amazon MSK #EEFHRERENEE AWS EEXIZEA,
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1. BAAWS EEF#ES , W https : //httpS'//consoIe.aws.amazon.com/msk/home?region=us-
east-1#/home/ BABX Amazon MSK £ &,

2. EEEEMHRKERAHEN MSK £5%.
3. RBFTHNNBES , REREAEEXBE,
4. MAREREESETAREEENREEAYE K AREERFEE

£/ BB Amazon MSK # 5 AWS CLI

R FFEREAIMAE A 0 Amazon MSK B&EH X EREXEE AWS CLI,

1. BTG, FRASERIELRESMN Amazon Resource Name (ARN) EfL
ClusterArn., HEFZBEEMN ARN , [ EBSIHFIERERKEIE ARN, MFEFHER ,
Bthe section called “5l| HE#E &,

3
$

BEEBIMARAKS Current-Cluster-Version,

/A Important

BEERATEHENEY, EESWEEWHAMA , 55 H DescribeCluster ##/E=
describe-cluster AWS CLI fi 5. &R A< AKTVPDKIKX@DER,

Target -Number-of-Brokers BBREKREFLERETEERIEXN TR FHEENREENDH
Mg, ™ISEM Target-Number-of-Brokers EH4BRARBEFREEX BaIHENEE,
ChUBERAESHENEE.

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

It update-broker-count #EMNEHILLT JSON FiR.

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef@123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"
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}

2. MNEHS update-broker-count BEMNFER , FET 5w , AL update-broker-
count s S H P EEH ARN BRfX ClusterOperationArn,

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

It describe-cluster-operation @i S HE H LA JSON £HIFT R

"ClusterOperationInfo": {

"ClientRequestId": "c@Ob7af47-8591-45b5-9c@c-909ala2c99¢ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab0l1-2",

"CreationTime": "2019-09-25T23:48:04.794Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "INCREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 9

1,

"TargetClusterInfo": {

"NumberOfBrokerNodes": 12

EE AP |, OperationType & INCREASE_BROKER_COUNT, %1% OperationState E&{HE
UPDATE_IN_PROGRESS , FEfH{& —ER BRI , AEBIXET describe-cluster-operation @

A
T o

£ API BB Amazon MSK # &

EEGH API BNMBEFREBEENNVEE |, 552/ UpdateBrokerCount,
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# Amazon MSK #EBKBRRERER

B8 E £ Amazon Managed Streaming for Apache Kafka (MSK) 2 # Eh BRRERRE K FF
Ft Amazon MSK #2E, BALIEBBKR—EREEXRBELEENRENEERE K MIAFHET
A, EREAtRRSIERSRRERARRFE.

BALUKESRERANBERSE  UEEREEN , YEREBETRHEBRAERR, BBREEXN
BANBERINE , BUURDFARERTE , YHEL MSK ERERBERARN, REEBXBRTREEFR
REERE  UFESIHEHER  LEEERES —EE%.

/8 AWS A, ®5FEME (CLI). SDK = CloudFormation KB EENRERERE
., MSK 222 EEMrEENNRERER (Canary TEKRI ) |, Y EEARKOELEREERE
&R AR RBEEIBRELRERS,

MREBRERLEENRENEE  CRZASETRAERSBER—ERERER, flw , SR mE
RAEgEEBRMERERN  EE-RERABREFTFR=ZETABIEEEBR=EAREREN,

NEERENEERRRNEERRNMERETEH2»IENER , 3528 the section called “EFTg k7D =l

=
oo o

ERWITERKNBM , EEATLLEFTE L M5 W M7g AERHN MSK fREEFBRAEREN,
Kafka 2.8.1 R EFHRA X EREERABE , 84 KRaft RXEE.

£

- EREBBRMA S EERBRAERER

- £ AWS EETESBRAEER

. M CLIAWS BRrAERER
. {1 AWS APl BB ERER

RHEBBRAE S DERBRABRER

HERERXBRERZH , FABBMESZE , BEE__amazon_msk_canary MEFTEIRER
Z__amazon_msk_canary_stateRERERXNW D EIERRI, ELRE Amazon MSK AE £ E/EARER
PEIEERYINASERE,

A LA Kafka B2 & APIs = Cruise Control , 0 EIEBREHLERFEEEFNHMBRERER,
EZRENERYIIE,
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BB =N EHIEF

REPEPIRAMAREEBRNREEXPBRSIIE. RREFE—EEE , H+hE82 6 ARERE
X, SETARESY 2 BAREEX  YEAHEEE

« __amazon_msk_canary
« __consumer_offsets

« __amazon_msk_connect_offsets_my-mskc-connector_12345678-09¢e7-
c657f7e4ff32-2

* msk-brk-rmv

1. BYRAFImER , EAF sk,
2. RERFmMRE  FIATTIRSRIIHBEEFRBTANEE,

./bin/kafka-topics.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --list

EHEHD  RMEICEEZESR

# . __amazon_msk_canary. amazon_msk_connect_offsets_my-mskc-
connector_12345678-09e7-c657f7e4ff32-2, __ _consumer_offsets#l msk-brk-
Imvo

3. kEHAFm¥Etopics.jsonEBIBEA W json BR , UHEAMEFEAEETERR , T HEX
EEPIFTR. BAEEZSE__amazon_msk_canaryTEEHE K RAESERESELTE 6 E4E
KRERB%H.

{
"topics": [
{"topic": "msk-brk-rmv"},

{"topic": "__consumer_offsets"},

{"topic": "__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2"}

1,

"version":1

}

4. FOTIRTRELRR  WEKEEL 6 BREEATH 3 AREEABE 3 ARERER,

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
topics-to-move-json-file topics.json --broker-list 1,2,3 --generate
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5. BIUBAMNER, reassignment-file.jsondEHproposed partition
reassignment configurationf&# LR SEEBH .

6. HMITTHMERBHEE FIEENDEIEreassignment-file. json,

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
reassignment-json-file reassignment-file.json --execute

BmEERBEMNT

Successfully started partition reassignments for morpheus-test-topic-1-0,test-
topic-1-0

7. BTG T , UERAMESIAERCEE.

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
reassignment-json-file reassignment-file.json --verify

BHEREONT, EBRE , EXBEREEPNAEIEREKDEMER :

Status of partition reassignment:

Reassignment of partition msk-brk-rmv-0 is completed.
Reassignment of partition msk-brk-rmv-1 is completed.
Reassignment of partition __consumer_offsets-0 is completed.
Reassignment of partition __consumer_offsets-1 is completed.

8. ENREKESEIIEMNSIEEFIERE THE , BEEUserPartitionExistsIEE 5 &
E  LHEKRTHEEBEIIENREERNETR, BRE  SulHBEREEFBRAERES,

£/ AWS BEEFEABRAERN
£ AWS EE T EBBRAERR

1. BRI https://console.aws.amazon.com/msk/ B Amazon MSK £# 4,
EECSLEBRZAERIN MSK 5.

EREFMEFARERL , BEEDFERE  ARENEEREEXYHEER,
WAZLFZLEREEBETAREHEENREEXHE. ITRARESBRETARENRERIH

B, FRELBEN,

5. BEERFEE,

N
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BTHWLESABRARERR  IHALERCEIEMBRAERER,
A CLI AWS BERAERER

T TS, ClusterArni§ BRI A& E 7 B SR EUSH Amazon Resource Name (ARN), &
RBEEN ARN |, TEBS| HATA R ERIKEIZK ARN, WFEFMEH , 555/ Amazon MSK #
£, Current-Cluster-Version # BX A B B ARARIE L.

/A Important

BERATREEENEY, ZESKEEMWBEIMRA , B DescribeCluster #/E
describe-cluster AWS CLI i . #HIMRZASAKTVPDKIKXODER,

Target-Number-of-Brokers SR REFEEEEEERENITHAREENRERXHHE
B B8R Target-Number-of-Brokers EEMNELERIREEFTEINREENMENEY., Tt
HERTAESSENEE.

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

It update-broker-count BEME H LWL T JSON Fii7R,

{
"ClusterOperationInfo": {
"ClientRequestId": "c@b7af47-8591-45b5-9c@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.7947",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f71-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "DECREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 12

},

"TargetClusterInfo": {
"NumberOfBrokerNodes": 9

}
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}

FEE T | OperationType 2 DECREASE_BROKER_COUNT, %18 OperationState EF{E
UPDATE_IN_PROGRESS , F5f8f& —ER B/ , AEBEIXEIT describe-cluster-operation %,

£/ AWS API BERRERN

EEFH AP BREEFHRERER |, 28 (Amazon Managed Streaming for Apache Kafka API
£#) ) UpdateBrokerCount,

B Amazon MSK £ RERER KN

BALIERRE MSK #5 | FARSEAERANA/N , MEFEHIEIK Apache Kafka 7 &I[E, £
EREEANANNTRERBIFEENBERTRAE MSK BENEERE K MAFFEEE 110,
Amazon MSK 5 E B EFHAAIERERAEAMEBNREREN KN,

HREFEEREREN , BUUEEEREREN K/ E M5 T3 EHA M7g, T3 BEH A M5, FHE M7g
E# A M5,

(® Note
BEERBANREEA N NER IR PHRERERXKRD, a0, M7g.large | T3.small,

HRRERAEREN , BREER M7g KEREX KD,

REFRAUWAERH MSK BENRBRERX KN,

AEE , EBIBNARBERAXNATURENE LRI SERERXTEINEAREE, BB
RANREEAKXNNTLURESHEE , BARAAES.

EEERBYATE K REEAXNPEMSLURB S AET. EXRT Amazon MSK —REEEEH —ERX
BEEX  UABTRERAXNNEH., IFNAEAREEXNNEFHEEEESETANFRER , 5
2/ the section called "BEESAAHMEER" . FREE-—SIREHEEINEMEERLE , EUUEERR
EREMITRERAXNER.

EREEXXNEFHE , ZUBEEENERER, T8 , EXESINEFTHE , TeeEFHME
RERAXHFA Amazon MSK operations T 5l 5 I E A E ##R1E.

NREBRERBEEEFTABIIAERERAND  BERLEEAEAEE LERHER  UEFTCNAFER
RIS B,
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/A Important

NMESEREER AN IZEHERB PEENEELR , AIZBELIEEEFHABINRER
I, K /pthe section called “ EHEFEREE XN/ . SEEEREERANIEIEHE",

T8

o 5 FFH Amazon MSK #ERERERA KD AWS EEBEFEA
« A F#H Amazon MSK #E X ERER X/» AWS CLI

- A API EFAREREN KN

£/ E# Amazon MSK #ENREREA AN AWS EEF#E A

WREFRAMMAER EH Amazon MSK EEREREIX KD AWS EEEES

1. BAAWS EEFEH |, W7 hitps://console.aws.amazon.com/msk/home?region=us-east-1#/
home/ : // BB Amazon MSK £#£ &,

BELEEHRERN KD MSK &5,

EEENFHEAREL  SRPNELEREZER , ARBEFEPNEEKX)N,
RBEHEELEENREERNK N,

REEE,

o bk~ 0N

£/ E#H Amazon MSK EEREREX K/ AWS CLI

I Ty ome , FRSEREIEERESMN Amazon Resource Name (ARN) BUX ClusterArn. &
BREHEEN ARN , AIEBS HATERERIKEIE ARN, MFEFMEF , 552 Bthe section called
“FIHEE".

1. # Current-Cluster-Version BN A B BIIRAWELE , Wi§ TargetType MR ABHFERE
BERAXBNF KD, BEEE—F THRREBERXK/ , 5528 the section called “REBFERFR",

aws kafka update-broker-type --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-instance-type TargetType

LATR R anqa] £ A bt a5 B9 88451
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aws kafka update-broker-type --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
current-version "K1X5R6FKA87" --target-instance-type kafka.m5.large

it T EE LT JSON EHIAT R,

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. MWEHS update-broker-type BEMNER , BHT FTHH T , FHMBTE update-broker-
type R #HPEEM ARN BUX ClusterOperationArn.

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

It describe-cluster-operation ap S HIE H ML T JSON EHIFT R

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",

"CreationTime": "2021-01-09T02:24:22.198000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-operation/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_BROKER_TYPE",

"SourceClusterInfo": {

"InstanceType": "t3.small"

I

"TargetClusterInfo": {

"InstanceType": "m5.large"
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R OperationState E4&{E UPDATE_IN_PROGRESS , FEMIR —EBRER , RAERBXAHT
describe-cluster-operation &%,

f£A APl EFRERER KD

EEFEA AP EFRREERN K/ , 5528 UpdateBrokerTypeo

A LA A UpdateBrokerType #EERBERA KD EMS =X T3 EH A M7g , St M7g EF B
M5,

5/ LinkedIn B Apache Kafka Cruise Control ¥ &t Amazon MSK

B0 LA LinkedIn Cruise Control RE#1 ¥ # Amazon MSK &£ . ERIMBEEREER , WEEE
ERARETIE/EARRE,

(® Note
MBEHEILN Express REEHRESAEHNFE  SELIERAF=ZFIEH#TIEEE
% , Hl40 Cruise Control, AW BHXEEEERNENTE , TEFEHEEE=-HTERH
2B EEFHIEIR APl

&I Cruise Control

1. 7222 Amazon MSK # £ #E# Amazon VPC FE I Amazon EC2 #1T{E .

2. EZRAB—ELZBRPEILRN Amazon EC2 #1TERE L% % Prometheus, i FFAE IP MiEZ
B, EREZEREEA 90090, MEAMUNMELE Prometheus REBZEEIBEWFMENR , B
2/ the section called “EF Prometheus 512",

3. 1 Amazon EC2 #|1T7{E# L T & Cruise Control, (R&EZRE , LA LAE# Cruise Control A
AMEBIE Amazon EC2 #I1TIEEE, ) E A Apache Kafka 2.4.* lRVEE | SFFERARKIH 2.4
Cruise Control iR, EHEREEM Apache Kafka fRAMER 2.4.* , FEEAZIHY 2.0.* Cruise Control
o

4. f#BR#E Cruise Control i8R , AR EHRBMHEHI UK,
5 BTUTHSREE gito

sudo yum -y install git
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6. BITUTHERVBICAEFEFE, FHEENERK (BBEBHE Cruise Control THABKESH
BRIK) WBBREUR Your-Cruise-Control-Folder,

git init && git add . && git commit -m "Init local repo." && git tag -a Your-
Cruise-Control-Folder -m "Init local version."

7. BITUTRTREERKR.

./gradlew jar copyDependantLibs

R EF#EIT Cruise Control

1. ¥ config/cruisecontrol.properties ERETUTELH . SEHI5IEMERIFANSIERIE
EXFTERRAZRENE, EENSEENELTE K FEFRATEFEEFHER., BEAM
£ GetBootstrapBrokers #l DescribeCluster AP #2{EEi 1 &Y CLI 21E,

# If using TLS encryption, use 9094; use 9092 if using plaintext
bootstrap.servers=b-1.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-2.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-3.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com: 9094

# SSL properties, needed if cluster is using TLS encryption
security.protocol=SSL
ssl.truststore.location=/home/ec2-user/kafka.client.truststore. jks

# Use the Prometheus Metric Sampler
metric.sampler.class=com.linkedin.kafka.cruisecontrol.monitor.sampling.prometheus.Promethet

# Prometheus Metric Sampler specific configuration
prometheus.server.endpoint=1.2.3.4:9090 # Replace with your Prometheus IP and port

# Change the capacity config file and specify its path; details below
capacity.config.file=config/capacityCores.json

HRREREREN , BRET EDiskCapacityGoalE D HasiHREP R ENEMEEHEA .

2. #m¥8 config/capacityCores. json ERUIEE ERNUEEA/NH CPU & OB , AR BAR%
EA/E RS, ¥ Express REREX , REEDISKAEEB KERE Cruise Control, HRA
MSK &3 Express REEXANAERTER , AHEEXSHERERAIESHET , i
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Integer.MAX_VALUE (2147483647), HIRNEZEERERRN , B LAEA DescribeCluster API
B4 (= describe-cluster CLI) REVSHIBE K/, MEFR CPU &/ OBIFI A3 B A /80 L PR I A9 5F
BT , 528 Amazon EC2 #{TEEER,

Standard broker config/capacityCores.json

"brokerCapacities": [
{

"brokerId": "-1",

"capacity": {
"DISK": "10000",
"CPU": {

"num.cores": "2"

},
"NW_IN": "5000000",
"NwW_OUT": "5000000"

iy

"doc": "This is the default capacity. Capacity unit used for disk is in
MB, cpu is in number of cores, network throughput is in KB."

}

Express broker config/capacityCores.json

{
"brokerCapacities":[
{
"brokerId": "-1",
"capacity": {
"DISK": "2147483647",
"CPU": {"num.cores": "16"},
"NW_IN": "1073741824",
"NW_OUT": "1073741824"
},
"doc": "This is the default capacity. Capacity unit used for disk is in
MB, cpu is in number of cores, network throughput is in KB."
}
]
}
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3. BALEFRE Cruise Control Ul, HEETH , 55HIE Setting Up Cruise Control Frontend,

4. HITLAT oS LARE Cruise Control, i@ZEBFEAEL screen & tmux 2 TEUFERRRRE
1T THERSER

<path-to-your-CRUISE-CONTROL-installation>/bin/kafka-cruise-control-start.sh
config/cruisecontrol.properties 9091

5. {#H Cruise Control APl =% Ul , LAFE{R Cruise Control EEEE£EHER K A LERHEEHTE
BE, TREEERBL P ERNESEENERRE,

/A Important

H A Cruise Control 2.5.60 iR M E R4 EE Express REBERMEE , A Express K EFRE
RAE 2B Zookeeper &,

£ Amazon MSK Cruise Control B B B){t. Zf 2 &2

& a] LA A L CloudFormation E4~E8$2282 Cruise Control 1 Prometheus , LURA T ## Amazon
MSK #E £ ¥eed FECERFERE,

FERS

- f£/ Cruise Control 1 Prometheus T8 £ EH B B Amazon EC2 #{T{ERE.
« X & Amazon MSK fi2# %,

- M PlainText 1 IAM #1758 & 5 B =E.

« Cruise Control J8 8 Zookeeper fBAk 4.

o FBBRIRMFMIE Amazon S3 EEITEFNW B EHERER | BEEHE] Prometheus BE, Cruise
Control REFREMEERE,

o B EEH 2L
Kafka 2 8B E#HIE RN EE S
Kafka P D EIEEFHERTITREEXRBEAERER , RATHREREEXNERAEEN , TRERMRK

BESZERAFREFE, TIHIREEBTHSEAERNEEIEEENEIR , FERARBRER, FA
WATHES , R THREMEREAE , LB EREN PEREE&E.

£ A BRI A2 ) 97


https://github.com/linkedin/cruise-control-ui/wiki/Single-Kafka-Cluster#setting-up-cruise-control-frontend
https://github.com/aws-samples/cruise-control-for-msk

Amazon Managed Streaming for Apache Kafka HEABEE

® Note

MRIEBFEME Express HEE | FERRIMREER  CAESEENYTEETEDD
FlE 5

1 Cruise Control FE&EIEI 1T

Cruise Control {2t B BB 2 Y , NiRH 2B EMBEBENIIT. THSHEBREEMNERAMD
HETEINEEHE

. jt THEEBEH LR : £ num.concurrent.partition.movements.per.broker AR &
THNREFSIERE , BRBENMERERZR,

Example &34

num.concurrent.partition.movements.per.broker = 5

HREERFHISEREEAETEMNEERBBETER 10 B03E K FEREEX 2BNAEHE,

£ R RIZFISER

FEHSE  FA AT EEHIE R kafka-reassign-partitions.sh, E&fH --
throttle parameterARERACHENERBERERAERER (UKW THEAEN),

Example &i4

--throttle 5000000

~

SREFASHEE 5 MB/s,

- PEHBPHRE REEBENHBREREFEER .

MRFREAR , ENERAUEEEERNEE,

WMREFREBRS , AFRAIREEIEEEIMAER.

- RRRTHRRMAE  YRBBEVNEERETRAR, EEAINEERRECH , FLARLEENH
B, DAk &1 P
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EHERRETAEMNERE

REERRDEFENERZE , FEEFRMERNARRRETHUTEIUE. ETREMUT2H
WA E ERHBEALEREEHE.

E 1 Amazon MSK E & RV4HAEE
EFEFHEENERE K FRETEEEMN ACTIVE R, BEXNERKR MSK #E LBEREBEEINSE

HEKR the section called “ EEFAREE XN/ : SEEEREEANDIIEHE” PRV RES, &
L EIBIBEL RS < B EMNHERE,

WE MSK {HENE , SiFNMEY BETHE, BULlEHRHEEYE K URERREEENEERS
BAEMEER , 52 the section called “R M EEELHRE",

&

- HEEFNHENPNEETAN

- fEA EREEHARKE AWS CLI

- £/ API E# Amazon MSK # £ HAE

HEEEHMHBNPTRETAN

Amazon MSK EEAZHEBEALEHYBMESSTRAM. Amazon MSK E#TREER , —REH
—EREEN, FHBEEF , BREOATH , BENAEEXEEEERENRENRE, T8 , L
HESFARFERARENMAREREN  ERSEIRARERTVEH. EENHBRAEEXT
R ENFMER , 5528 Amazon MSK fiiZiHRE,

EFAERECH  BECEFLERERISESETE  YEHESENEREER,
R RIEFHE MSK B ERIBEMTMAEE , BB AHE Amazon MSK # £ B a0 HEBR S 8 2
EH EFHmEERNHERE AWS CLI

1. BHELT JSON X HFEFEER, $ERWPEA configuration-info.json, EREER
REFH#E LA Amazon Resource Name (ARN) JRER{X ConfigurationArn., ARN & 44
B1E T %) JSON #9 5|8k,

FEREEMFERANBERBIEITIRAR Configuration-Revision, AREIEETIRERRE 1 BIAMEE
(BH), EEBETEEIEUT JSON K55,

EAEEERE 59


https://repost.aws/knowledge-center/msk-upgrade-cluster-issues
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"Arn": ConfigurationArn,
"Revision": Configuration-Revision

2. HMITTOES , FALEETEERESMN ARN BIR ClusterArn, BHEBHEMN ARN , 7]
EBH BT ESERKEIZ ARN, MFEFHME , B2 Bthe section called ‘Il HEE",

#& Path-to-Config-Info-File X REREAEEZNER, IREREL—ESBFEIN
&2 configuration-info.json m& , YA HREFEB MW E &S , Bl Path-to-Config-
Info-File & configuration-info.json,

HEEEHRMRARNKA Current-Cluster-Version,

/A Important

BEMATRHENEE, FESREEMNBAIMRA , 55F A DescribeCluster 4ES
describe-cluster AWS CLI i 5. £i|iR4< BKTVPDKIKX@DER,

aws kafka update-cluster-configuration --cluster-arn ClusterArn --configuration-
info file://Path-to-Config-Info-File --current-version Current-Cluster-Version

LU R anqel £ A e an 5 A EE 41

aws kafka update-cluster-configuration --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
configuration-info file://c:\users\tester\msk\configuration-info.json --current-
version "K1X5R6FKA87"

It update-cluster-configuration @& ML T JSON &EHIFT R,

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef"
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/describe-cluster.html
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}

3. WEHS update-cluster-configuration BENER , BT TGS , FAEE
update-cluster-configuration s H#HPEEH ARN B ClusterOperationArn.

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

It describe-cluster-operation @i S HE H LA JSON £HIFT R

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab0l1-2",

"CreationTime": "2019-06-20T21:08:57.735Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CLUSTER_CONFIGURATION",

"SourceClusterInfo": {3},

"TargetClusterInfo": {

"ConfigurationInfo": {
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/
ExampleConfigurationName/abcdabcd-abcd-1234-abcd-abcd123e8e8e-1",
"Revision": 1

FEEH A |, OperationType 2 UPDATE_CLUSTER_CONFIGURATION, iR
OperationState E&{E UPDATE_IN_PROGRESS , iR —RIERE , REBX#HT
describe-cluster-operation &%,

£/ APl 7 Amazon MSK #&ERViHRE

EEMEA APl 3 Amazon MSK #EMW#HRE | 5528 UpdateClusterConfigurations

ENBREE o


https://docs.aws.amazon.com//msk/1.0/apireference/clusters-clusterarn-configuration.html#UpdateClusterConfiguration
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BB Amazon MSK EEHNRERER

ERBETHRE MSK E2ENRERRXE | S5FEAL Amazon MSK 1, NEEHAABEENNRE
B | EWmEREEER ACTIVE REE,

Amazon MSK fR#% Al se & R HERE (PIBHIARAFAR) EFRME MSK BEHNREEN, F
BEMMBAERN TR Katka AFRMNERESD , SUHBETH BB RFEHERR T K.

fEH EFAE Amazon MSK 2ENREREN AWS EEFEA

LR ER A A E A ERTRRE) Amazon MSK BEMRERER AWS EEFEA,

1. BRUIR hitps://console.aws.amazon.com/msk/ B9 Amazon MSK &,
2. EELEETRBHEAERRXN MSK £5&,

3. MTHRIEREEAFAEARER  AREFESFRIHNRLERER,

4. EEEFRBAERENZH,

£/ EFEE Amazon MSK #EHIEZE AWS CLI

LR RBIAER EFME Amazon MSK B £ EFRER AWS CLI,
1. ST TS , FREEIEEFIEMN Amazon Resource Name (ARN) BifX ClusterArn ,
FEAREEFREBNNRERN ID B BrokerId,

(® Note
It reboot-broker BE—REZEENMB —BEREREN,

ERSBEEEN ARN , T EBIIEAMEFERKTIX ARN, MEFMER , 582 E the section
called “HI HHEE",

HIERBEENARERX D, @B HAEEXBRRKICH. NFFAEA , F2H list-

nodes.

aws kafka reboot-broker --cluster-arn ClusterArn --broker-ids BrokerId

Itk reboot-broker E/EME HILLT JSON FiRo

EH R E Amazon MSK #ERRIEER 102


https://console.aws.amazon.com/msk/
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/list-nodes.html
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FMBABER

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/

abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. INEHE reboot-broker BIEMFER , FHIT TGS , EHBETE reboot-broker v HiaH

FEVEH ARN B ClusterOperationArno

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

It describe-cluster-operation en S HIE H LA JSON 6P R

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0c-909ala2c99ea”,

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.794Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "REBOOT_IN_PROGRESS",

"OperationType": "REBOOT_NODE",

"SourceClusterInfo": {3},

"TargetClusterInfo": {3}

SEREFEEIEAER |, OperationState & REBOOT_COMPLETE,
£ API EH EFHEE Amazon MSK &N RERER

WEFEH API EFRBEEFHNRIERER |, 552 RebootBroker,

EH R E Amazon MSK #ERRIEER

103


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-reboot-broker.html#RebootBroker

Amazon Managed Streaming for Apache Kafka HEABEE

EZC2 Amazon MSK ¥ &

LA UEARENER , ECHPEERIERE Amazon MSK iR , flth MSK #&, ERELRA
BERFIEENESIREHE, FREBE EFEEMANALERERE AWS ERMEKER | IIFIRE
&8,

TRE

« EiC Amazon MSK E&ENEXE S

. EAREEEIEM Amazon MSK #E &£ 4

. ZERT

« £/ Amazon MSK API 32 &R

B2 Amazon MSK E £ EARE S
e[ Amazon MSK APl T & T 5I4ET :

- BEEHIEE Amazon MSK &R,
« B+ Amazon MSK EEHER.
« £ Amazon MSK B ERBKBRER,

BALAE AREB R 5 3 Amazon MSK &R, fltn , LAl Lk iR, A ERIBER S Amazon
MSK #%, HRLEZTESEERENENE , BB —HEHTNER , UFEENEEER,
m, BU L EZ—HER , WS RBHEEENEBNERERNREREE,

T RBERRAY S :

* Project: Project name
* Owner: Name
* Purpose: Load testing

* Environment: Production

FEAEER Amazon MSK # £ B 74

B L EAZERYBENEREMN AWS KA, EEEEBRERZ R AWS B | 2% Amazon MSK
BE  AWS AP EHEETEMEBEEANAENRE, EARKBEERNEZER (FlKAH
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O, BRARAEBBIHEEE)  BURESERBHIRAR, MFFMBER , 52K (AWS Biling £HE
) PREEAEASESERAREIRERS.

EE PR &
T 5 PR %138 A 7 Amazon MSK AHIER .,

ERR

- B-ERERAKZAH 50,
- BERBEETESXDIE,
- BEZBEFHREBCMHBRERNER,

BRERT

- BERRENLARKE -, NMREHEEFECRARCIENER , IFNERSERREREY.

- ERSWRHEBTES aws: , RALFEREM AWSHEA., AWS ERAREEVHBALFENE
& | BEEE M RE MR,

- EBENRENLENR 1 3 128 @ Unicode Fx 2@,
- EEEVATETIFER : Unicode TR, BF, ZBURTIRHKRFT . _ . / = + - @

BRERS

- EBENRENXENR 0 B 255 @ Unicode Ft 2@,

- BEREAUZER., B8, EfAXABETIFRT : Unicode &, BF. ZHRUKRTIMEMEFHKRF
JC . / =+ - @

£ Amazon MSK API 2 &R

& A A A T SR AERAZ RS RBUERREE Amazon MSK EilR , S5 HEIRB ST ERAE !

» ListTagsForResource

- TagResource

« UntagResource
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# Kafka TEEEER ZE Amazon MSK 5%

Amazon MSK Replicator X ##[E # Amazon MSK #5£ 2 EHBE AWS IRE ., ¥AMIE MSK #
%£iE® |, i Apache Kaftka TEEEREE RS Amazon MSK B~ BE® |, XA A Apache
MirrorMaker 2.0,

MSK Replicator @& ZEREMR[HARA R , AT HBFEREBE Amazon MSK, MSK Replicator
UREEERE. ERNEELK K MAZSEERSREE, coeaERRNMETEAENEAEEHE
% , WEAHEHM BE AWS BRI,

Apache MirrorMaker 2.0 R—ERBREHKIBTILE  EEFHRENER , BAFHEHERER. &

AILAEZBRTESHRA , WIEF Apache Katka BEZHER , BERFAE LA AMNRBETRRE AWS 1§
Fo. WEMEMA MirorMaker ERBENFHMEF , FSRHEEE (BEEERESR) . EREUS

A] A AHREER TE MirrorMaker.

MENMMATIFERBELRETRENFMEF , F2E Amazon MSK Replicator #
MirrorMaker2 : & Apache Kafka BB RN BRI EEIHNEE KK,

fHlB& Amazon MSK #iiZ#E &

® Note

MRIEMER Amazon MSK REERHBBRRECR , EREABKRECK , BMRES. WF
B , B8 EAmazon MSK BN BEBHER.

e

- £/ MBR Amazon MSK fiEE & AWS B %
« 5 MBR Amazon MSK fiZ& % AWS CLI
- £/ API fiBk Amazon MSK fiZE 5

£ MIBR Amazon MSK 2% & AWS BEEEF A

LERE PR B A2 MIBR Amazon MSK #2# & AWS EEFIRE, MR MSK B&E 2wl , FHRER
EROFRERBETNEMNERER K MARSEAHFEEBHEKRRES, LEEEE MSK E25EM
BRo
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1. BAAWS EEF#ES , AT hitps : //https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/ BABX Amazon MSK £ &,

2. EEEEMRN MSK BRI RIEERES.
3. BRIEMBR , WHEFDMER,

£/ MIBR Amazon MSK #zZ# & AWS CLI

LR PR MR MSK fE2& & AWS CLI. MIBk MSK BE 25l , FRELEMHOFRESR
SEPNEMERER K MARGEAHFREBHERRES., LEEER MSK 25EMER.

BT TS, ERASERIEERESHN Amazon Resource Name (ARN) Bi{X ClusterArn, #&
BRBEEEN ARN , AIEBYIHFI BB R RLEIE ARN, MEFMERH , 552 Bthe section called
“SIHEE".

aws kafka delete-cluster --cluster-arn ClusterArn

A API MBIk Amazon MSK fiZ# &

Amazon MSK AP| AIZEZEUBERBRITAREILINERE MSK EHEE , MAEBLERBRBHER
HEBESEN —320, WEFRAMAER Amazon MSK AP Bk Amazon MSK #hiZ2# 5, Mk
Amazon MSK #&E 2 Hl , FRRELCHAEHNEZEEPINIANEEZER , mMBREEAHRERKGE
REBE, BEEER MSK # £ MBR,

EEMFEH API RMBREE |, 552 B DeleteCluster,

Amazon MSK £ EIhgEMEL S

Amazon MSK fiZ B ERHSENRE  ABHEHKELEENNE , TREENBERER. UTEE
S MRAEL R,

- AWS EEFiIEA
« Amazon MSK API Reference

» Amazon MSK CLI Command Reference

&
« Amazon MSK REFEZER
« Amazon MSK RERZI K/
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- BEREEANREER

« Amazon MSK #rzE#HRE

- BENEERENTE

« £ MSK & & L1854

s PNEEHENAFRAERE
« Amazon MSK &£ M

« Amazon MSK &t 8%

- PEEREE

- EEBRHE

+ Amazon MSK &R

+ Apache Kafka Mx 4

« ¥ Amazon MSK E £ THED B

Amazon MSK R |H

MSK Provisioned 2 RENRERENER - Standard F Express, EERRBEXNREHREEENT
REEM  REEREERNIASTENERREARIREESNEYE,. WxE, REEINZH

o

MESREEMNGFMAER  BF2EATHEE, TRt ERBER Standard 1 Express KERER <2 B

FEINRELEER,

Ihee BEERERER PRIRARERERN
REEE EFZE (Thee 3B EBS @ & MSK Z&

7 DERE. MERTEZE

2, BBER. REAERE

)
X ENHTEE T3, M5, M7g M7g
REXNIEREEZE WiXE, ER, 23E. BF @BEXE EZR 23E
PNEEER EENKEER EENKEER
Kafka hRAS 5520 Apache Kafka M2 & 3.6 WxFE%A

REEARE

108



Amazon Managed Streaming for Apache Kafka HEABEE

Thee BRERERR RIEREER
Apache Kafka #H A& EAEE FEEE MSK VESESH
e

Z&H mE., B/ HRER. 55 mE., B/ HRER. 55
ERFE MM - IAM, SASL/ ERFE AR - IAM, SASL/
SCRAM, mTLS, #tX SCRAM, mTLS, #tX
F. Kafka ACLs F. Kafka ACLs

B CloudWatch, FREER CloudWatch, BAmESE

@ Note

LS MSK APl 1R EBRENEE | i MSK BB ERFERERXNELEFARER
EEAEE, SL4AEAMENAEENEE (BREINE ) BUFHNES.

£ |
« Amazon MSK ZE#REBER
« Amazon MSK Express X IEBZ =

Amazon MSK Z# R ERER

MSK Provisioned HREREEXREHEANEMERRERENNE. EUTNEESEREHEARE K U&E
REARAMENTAYE, WAL, BEENEERE, SHUUAERETRE  YRFTEEMNRET
BB, Amazon MSK EREREREEANMEEMFERNEREE Y EBEETRRENERR
B, BUMEANHHRIEFREREEXHENSEIENFMAEN , S REFEE, HEIESEN
S

Amazon MSK Express X EE

MSK Provisioned By HRIERIEFZ N 7158 Apache Kafka BRI EE, BEHASBRAR S KIREH T |
LR EEEAERRIEENEY, dNEBEEEpay-as-you-gofitz , TEBERE , FTTERABKND,
BEREHER, BRZENHTEER)  SAREENHTETURESEREREXSZ 3 i@
B, ERZ 20 SMNEE | AR LE% Apache Kafka RERRXEIR 0% NEREE, REREREXE
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SERE T Amazon MSK M B(EERTERIE , LARMBITASHBEBEE 8 SHE Kafka TR
fr B E RS AR ERIE.

LT REM Express REBARFEERBN —LERRENIIEE,

- BERFFEE  REREEATTEMEIEETAREFER, BRLESEME, B FERSE. pay-
as-you-goMEZEfT, HRBBWEEFEARS K EAFREZEEEINTERBNRFUERE BN
BEE , UREEBNEEERS, SLEWRAMLEEERE , WHRRTFEERERE.

- BREEFER RERERXUELERESE U5 ERBRELEERERENR 20 5, EX
FENNERESEURERSETHRBENEHBENERUBEAERE , LDEEFEEE, NFE
BESNFREN  F2RERES. BRAERN, EfNERS ZIEFMERE Linkedin Y Cruise
Control 47 E# F#HYEE,

- EEMRIAE REREEXASAREERXRHLEERERENS 3 ENRIXE, flW, HEFFE
EEREREN LK 153.8 MBps tBLt , 18 m7g.16xlarge K/ Express REBRER UL L E
ASIZ 500 MBps WER ( MERFHBRREESBELTEANEEIE , SINEENERTE
),

- REASEN  REREE SEHRUSEREEYK , UAEEEWEY., HPIIEEE Apache
Kafka B EM. MXEERE , URETSERENENMEENTERE., ELENENHELELRSL. &
R 1T AIRIE Apache Katka EATER . B1EAmazon MSK Express {22\ Bl ZEFFAAE A
w2 RERERESERE M ENES,

. BRI : Express REERN R EHERER. Amazon MSK BRI EHMENEETE, 0E
B , FESBEAN Express RERERWISH,

Express REREXHWHMER

- BREREREXEA Apache Kafka APIs , {814 5k5E £ X # KStreams API,

- RERERENEBERAR 3AZsHERE,

- REREBEXEBEARBEHTERK )N, NWEEHEE |, F2E Amazon MSK EfE.
« T3%I Apache Kafka iR A EHRERRERER : 3.6, 3.8 3.9,

- TILAER Apache Kafka 3.9 it BA E#Y KRaft X2 T REREREN,

© HBEELES
#% MSK Express R EERWMET, , UREEEAH Express RERX BB |
BT B EREH -

=
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o HEHEARN Amazon MSK B Express REBER , HEH Katka BEERESHIEEMNE RN
b1

+ Amazon MSK FYRIREEFES : IR Kafka IERE , WEERRASIE 20 15

I ETE A RS Express KRR 2047 :
- BUHERNBEE, REERE , ARAEHENERERE
- HRREEEEEMM

Amazon MSK X K/

ESEY Amazon MSK 2B &K , BT UEEEHENRERAR ), REAEESXE
# , Amazon MSK XE T SIEERX K/,

BREREREAKRND

 kafka.t3.small
« kafka.mb5.large. kafka.mb5.xlarge. kafka.m5.2xlarge. kafka.mb5.4xlarge. kafka.m5.8xlarge. kafka.m5.12:
« kafka.m7g.large. kafka.m7g.xlarge. kafka.m7g.2xlarge. kafka.m7g.4xlarge. kafka.m7g.8xlarge. kafka.i

PR ERE N KD

* express.m7g.large. express.m7g.xlarge., express.m7g.2xlarge, express.m7g.4xlarge,
express.m7g.8xlarge. express.m7g.12xlarge, express.m7g.16xlarge

® Note

RERNRENPAREEERE AWS BEHFER, MIFEESATAMTERNSEHFE ,
A2/ Amazon MSK EEEH LN EEHHP N REMTEREE R,

REERA XD E iR

- M7g REERXFEH AWS Graviton IR 25 (Amazon Web Services ZEH BE] Arm BRESS ) . #
BRELH M5 #1TEE K M7g REEXITREERREE. M7g REEXEABRLNED, M5

« Amazon MSK E#11T 2.8.2 #1 3.3.2 RE & Kafka x4y MSK fiZ#E & X8 M7g REER,
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« M7g fl M5 REEXNWEEHEENESN TIREER , BEEARLEEIHESH, M7g I M5
EEREASEREEXNIEIELL T3 REERXZ, NIREEESTRANEERIFEASIEE
BEZHEE , BEMA M7g R M5 RERER, EEE—F 7 H#H M7g Ml M5 STEB X/ , F2HE
Amazon EC2 — & iz # 1T1E 8,

« T3HNEBEENMEA CPU EAREEREMEE, MRB/EEINAFDEBRIEER  SWR
ZEERRAEESRIEESE  SEINTRMRENHIEE  FEA TSPNEBHTEREAHR. &K
MEZEHTHSHmBUNE , LHE T3PNEBERTRENETEESEENTIEES, EEE—D
TR T3 REEX KD, 55288 Amazon EC2 T3 #1T1EHE.

NEMTRERBRAANMHMAET , HSPELENRERBEANSEES.
BEEREEANREEE

Amazon MSK 12t ThRE AT BB MSK 2 & L ETREEE,

(® Note
M Express RERERN , ELrEEMRREEARERNIMNREER, EE{LEEEE
I 5EBR Apache Kafka #ERERENERRERZ —, BHalBLRE K RARTEEME
HEREAE K MAREXNFERAENER,

EEREREARR

FRZERERER K BuURESERETRENINGEFIEITEIE, Amazon MSK 12{AYIhAE O BHI&TE
MSK # & HETREEE,

MEEBRIZENER , FSE 2772

FE

- EERBEANDEHE

« &R Amazon MSK Standard RERER f#1F

« B Amazon MSK EEHZERBEANREFTRIEE

REREREAN D ERT

DEMFR Amazon MSK WERARFER , TREIXTERINFBEFEZE  FREFRENER
EXAEARANR,

FEREE 112


https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/t3/

Amazon Managed Streaming for Apache Kafka HEABEE
BRI LB RE T 2 BRETFHN Amazon MSK #E&E |, FEMEEMA A, Amazon MSK &% &R & R #
FHEMERECHNEERERS , EFEREE Apache Kafka TERBHAR AL, A% , Amazon
MSK € BB ERBATNENETREFE.

EENERAENRGER, ERTENERK , BN ERTSEM THENEIEES SN, SEEHGRHT
BERARBREERFENRGERR  ZUNEHEFTEREBIVUNEE, EFEEHEHERED ERF
FHETARE , e TEEEEERS R, EURECEHENER K REREREHENSE, Ik
B2 K|IP-405: Kafka Tiered Storage F ™R8 API &,

MERWAR MSK 7 BREFEEXN/), ERNKE(LNER , F2HELA Amazon MSK ZE#F#
TEETFEENZEER

UTRD BT —LIhEE

- BULERIETFERSINRBEZE, 7L 7 HM#ER Apache Kafka B/ R,

« S&TLME Apache Kafka FEPHRENREERNERE , UENEEREFZE , MEFTHNCEERX
HBE,

- ERETERNFESEZLEFTE , LEEBETHEINLE,

- BALUFEARENEREERNBN Kafka APl , LBEERNEREEIEFENREEER.
- HRRERFLNENTFEENEENUMRETER , At 7 EEMFHENEESER.
- REEXES)ERECEANERESE VPC ABE , T2EBHEKRAREH

- AFmESRAUERAERNEFERZECHATEREHNTER  BRERIABATEREHNES
—&. F2EEVAF R,

Amazon MSK #2&EM D BREGFEER

- BNAME A Apache Kafka AP 3.0.0 RESRAE , TREEVCHASBRFNIEE. EER
REXHEERIDEMRT , BULENREMSEMH 3.0.0 UFHRA (&K Apache Kafka FIEMZA A
2.8.2.tiered) Kafka A FimfY A Fimtss , UBMA 2 BREE. F28 P8 4 . &£ Amazon MSK &
hEYEE,

- BB RE/EERN Amazon MSK #5E 4B 3.6.0 MXELE A , 5 2.8.2.tiered,

Amazon MSK Z2EM 7 BREFRHIMI R

PEREERTIIRE
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- RIFERAEIXTBFEARZINEE , BRIBEHERAFIRE Amazon MSK #H#£ remote_tier
Hlread_committedBRRES .

PEREFETEAR AWS GovCloud (US) EiF,
TERFEEARNMEEREE,
PEREAXERERERX K/ t3.small,

- ERARBENSREREHBA I X, FTEREREREREHA,
PTERETIEEAEREN LERZ B E % (JBOD HHEIIHEE).

TERBRFIXERHIE, BECHBMOBRFNAMAEEZEHSHE cleanup.policy FRERER
'DELETE's

PTEREFRETZIBEELTEZREE T EM log.cleanup.policy BXK,

- BULHHERNEEFHI BRET  EEIHHREEEFHIERET. FRE  MEXHHEIEE
BT BT,

- WMREFEH Amazon MSK 2.8.2.tiered WX , BREEEBE S —l5 BREFZEN Apache Kafka ki
K, MREFTBEBEERASIBERETFIERE , FEIFHN MSK #E5E , WENERBEBEHAF,
- kafka-log-dirs TE#EEHRE D EBRETER KN, BEREHREFEREPNARZTER KRN,

NMEFEFTERRRED BRFRLBIENERRENRBFENEEEN , 528 Amazon MSK %
ER#FEERRAENEESH,

WA B EERERZE) Amazon MSK =EM D EfFE

B EERRETERALBEES , Apache Kafka Bt T B 75BN A 55 EEERE 5 B
%

« Apache Kafka EEHEIFN BFER. C8KBFERTNAMEALERI D ERT.

« ERDERTFEIBHNER, BEERK/ (segment.bytes) HERREIFE (segment.ms) 24|
EEREIBIMNIER | LK Apache Kafka 2 &S EMERT 2 BREENER,

BRATEFRECEENRERTE , AAIRABATERFCEENRE, THRUASRFHECKADE
BEZETEPASNFRE

-« X Apache Kafka FHRBEEAMERE : log.retention.ms (KfE) H log.retention.bytes (j(
M. BELEREGIRE Apache Kafka EEEPRENERBFERBN KR, BERZ2ERATH
REER  BUUEREBRRTELHERE, SR FEAEEETEERNERE.
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- AP ERER  EUUSAEETESNEREERFERANEERE, fln, MREEFENERR
B (log.retention.ms) FREH 7 KM ABIRE (local.retention.ms) & 12 /N HIBEFTEREFERS
REBER 12 /MR, BERTNREEERBERR 7 X

- —BREZXEEANRTELF. EAsHsBEREF»NETEREDD.
« local.retention.ms 5 local.retention.bytes R EESRFETEREFEFASNRE., EREINFERFTFY

TR AN RERERE (local.retention.ms/bytes) % , Apache Kaftka 2 T E/RFHHNERER
AoERE. Ak K ERIFEIHER,

« Apache Kafka #& B EBRHPHWARERI 2 ERFTR , ©FIRIR retention.ms = retention.bytes 5%
E , REEDBRALS,

1l
B

Amazon MSK 4 & & 17 = 5| & 451

LREIRAMADERER , ETERFTIEGARCRETENTALIR. #
remote.storage.enable FXEA true #& , AIMELEE LA P ERMT. ELEHFIF | retention.ms
REA 5 X, local.retention.ms FREA 2 Ko U TR —EEERZHFHNESFT,

K@ TO - A D ERF 280,

HEMALEEN S BEREFCH , AMERFER. HY—EAERERATESE 0 PEMEA TR

&

Primary Storage

Topic Partition -0

Segment 1 - Active Segment0
w [ — | [l = un
o ] o ] o o o
o ] o = o o o
o o o o o o o
£ &= £ &= £ £ £
o Q Q Qo Q Q o

A T1 (<2 X) - ERAD BT, BER 0 BRI DERET.
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AT BN D ERMEFR , Apache Kafka BEELLERMTSWKRRERER , K AFKER 0 BRI
Bf#1F. Apache Kafka EEREBER 0 EXERTFHNEIR, FRAPER 1 HAFEERI D ER
FHVEM., FURBET , Amazon MSK [ REH#HER 0 MEER 1 FNVEMASEREMRERE.

(local.retention.bytes/ms , https : //retention.ms/bytes)

Primary Storage Tiered Storage
Topic Partition -0 Topic Partition -0
Segment1 - Active Segment0 Segment0
o [~ — ™~ [l = %4 oy ™~ M = L
s 83 8 8 8 &8 8 8 8 8 8 8
g g g g o g o o o [ o o
§ & § 6§ &5 8§ & 5|66 8|6

R T2 - AEERBER

2 K&, TERBHREFY Apache Katka BRI 5 BRETFMWEE 0 £, local.retention.ms A& 2 X
RERETE— %, EROBESEIERFEFIH. EAFER 1 BTHESIPER , U XFEE
HE D ERENER,

Primary Storage Tiered Storage

Topic Partition -0 Topic Partition -0
Segment 1 - Active Segment0

o = — o M =t L

o o o o o o o

o o o o o o o

] 7] ] ] ] 7] 7]

£ | £ EJE)E]E]E

Q Q Q Q Q Q Q

R T3 - BERERBLER.

5 X% , RERELEM , Katka Bt BREFFFERBFER 0 REABMNFAL. BR 1 BEFFESIHE
%, B RANEERINIBRENER , RARR 1 BAMERPMRE, BR 1 EKRER , REAFE
EERRBIRERK.
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Primary Storage Tiered Storage

Topic Partition - 0 Topic Partition -0

Segment 1 - Active

Offset 006
Offset 007

FH BITEES BTN Amazon MSK 5 AWS BB it A
LREFRBENMAER 29 E#FE Amazon MSK #5E AWS EE XA,

BRI https://console.aws.amazon.com/msk/ B9 Amazon MSK &,

i#1Z Create Cluster (B #5),

BEBTEY , MEREDEBRF.

EEBRENER,

EREERD | ERME,

BE—EXES ERMEN Amazon Kafka fiR ALt Amazon MSK AR B £,
1EE kafka.t3.small ASNEI T EEE K,

BEUEAEE Amazon MSK EEETTAEEHEINAREERNEE. TRASETHES 1 BRE

B , LIRASERSE 30 ARERERN,

9. BEESRAEBERANESHE.

10. EESEEFIZN Apache Katka REREXHE,

1. BERRFEE, HH3FE 2 ERMEFNEBS @7 , UEMASEBREFEN,

12. BREREEVEETNHASRETRE. THER , 7EREN EBS RESERBENEIRER
hRTABRSRTFER,

13. iZHY Create cluster (BN # %),

© N o o bk~ w0 Dh =

R 2 BB D EMER Amazon MSK #5 AWS CLI

EEREEFRAYERE , BFEAE®MN Apache Kafka lRAM 2 BREEHNBMERELEE, FHKE
UTREXBE6, B/, BxRT—& /A 2XCRAYEF#EDN Kaftka =58 AWS CLI RS ER,

REFEEE 117


https://console.aws.amazon.com/msk/

Amazon Managed Streaming for Apache Kafka HEABEE

NEEHEBRUEENTRBRIEBMBEE | 5528 create-cluster,

aws kafka create-cluster \

—cluster-name "MessagingCluster" \
—broker-node-group-info file://brokernodegroupinfo.json \
—number-of-broker-nodes 3 \

--kafka-version "3.6.0" \

--storage-mode "TIERED"

5 B ERAD EBRmEN Kafka & AWS CLI

FETREEBRICHAPERENEERBBNERF , FERECARRENREAFTNEYE , B
BATERENEE, ERTEREMRNVBENT

« local.retention.ms (flf0 , 10 % 88) BARKREEEREELTE ; local.retention.bytes &
ARBFEERKXNRS,

 # remote.storage.enable RES true LA EREE.

AT 4EAEE £/ local.retention.ms , 1B 2 A LLE M local.retention.bytes BV LB, LB EE G
Apache Kafka &Rt FEREFERE 2 ERFMENRRE , 3i=2 Apache Kafka AT AR T
E, NEEEIEEEEMNFMES , RSB TEENERE,

® Note
AR Apache Kafka A F i 3.0.0 BRI LA, ELMRAEREEL kafka-topics.sh
AEmRAFXERZ A remote. storage.enable WERE. EEAMFFHEN Apache Kafka
WREXEMATERT  F2RES £HREMN Amazon MSK £E LA ERF.

bin/kafka-topics.sh --create --bootstrap-server $bs --replication-factor 2
--partitions 6 --topic MSKTutorialTopic --config remote.storage.enable=true
--config local.retention.ms=100000 --config retention.ms=604800000 --config
segment.bytes=134217728

EBREM Amazon MSK =E LR ANER S ER/RE

B

ELEHRANARERINTIERANERAIBRT. FEERNCRHASEREFNNEBENEE ,
ZEER AWS EEFRAEBEVERIBERENES,
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ERAW Amazon MSK S E LRAA S EBRE

EERABREEENDEBRT  SEAUTEATH alter TR ZE. RAREEXENIERER
T ZPRA4EE Apache Kafka F Fimhi s,

bin/kafka-configs.sh --bootstrap-server $bsrv --alter --entity-type topics
--entity-name msk-ts-topic --add-config 'remote.storage.enable=true,
local.retention.ms=604800000, retention.ms=15550000000'

EHEM Amazon MSK S E HERAS BT

ERZFRRGIENIEBRT  FRERAIBREFRNMEEIEFER alter 857 %o

bin/kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --
entity-name MSKTutorialTopic --add-config 'remote.log.msk.disable.policy=Delete,
remote.storage.enable=false'

@ Note

PEREER  SxsMBRIBREEFNEEER, Apache Katka EREEXTEREEFHHNE
*4 BEMERFE local . retention.ms ERAXERZHA, FRAETENIEBRER 6 8%
BXBAH,. WRECFHARETENDERT , TZRM4SE Apache Kaftka i BimhR A,

£/ CLI 348 Amazon MSK AWS £ A S BT

(® Note

IR REIEEEM log.cleanup.policy SREA delete BRRAAD BT , RAESIBRELTX
ERBEIE, B L ATEEER EEM log.cleanup.policy 58 E A compact (MEXEBEEXE
BARBMADEH#T). NEERXEHEEENFHEN K F2EIEERERE

1. B# Kafka iR - BERATREZRE, EESHERREINESE
DescribeCluster#{E=X describe-cluster AWS CLI . &3l

2 g

55
Wx 2~ ZKTVPDKIKX@DER,

—

aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-version
Current-Cluster-Version --target-kafka-version 3.6.0
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2. imEEEEREER, TIEXBEFIERER update-storage API |, SEERKEEIRES
TIERED,

aws kafka update-storage --current-version Current-Cluster-Version --cluster-arn
Cluster-arn --storage-mode TIERED

FEREEZEAEHREAE Amazon MSK #E EHN D ERE
WRRFRBWNAFER EHOERMIE Amazon MSK #5%E AWS B XA,

RHEE MSK 5 B 8IH Apache Kafka R 2 H 5 2.8.2.tierede MRFEAN MSK BEEARE
2.8.2.tiered MRAs |, FFESRBIE#T Apache Kafka kg Z<,

(@ Note

IR REIE B EM log.cleanup.policy SRES delete BRRAAD BT , RAESIBRELTX
BRHETE, B LIEESE 5 EEM log.cleanup.policy % E A compact (MRZEEEXE
BRBADEH#T). UEERXEHEBBUENFHEN A FSREIERRERE.

1. BRI https://console.aws.amazon.com/msk/ B9 Amazon MSK E# &,
BAREREARR , AREERMK,

BEREFRR K AREERBEESEMEEN,

BESERMEN EBS @77 , RAERTFEE,

A w0 D

R Amazon MSK Standard RBERERXREE
ET LR MEERERAMN EBS BERRE. SELRSBEEMH.

HEitE ERRRENRE  REHREDATHERS.

/A Important
RE MSK BENREEFR , SVRHKEANRET. ER A ESERTFRESHCR A E5H
FE-—ERmAIHE, Amazon MSK it/ pAIHIERE/ILES  RERIEBNREES, e
AERERD 6 PR 24 ML ERE | ERIURREBENREAD, FRARUKRE, 8
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BRARBBIEREHMER UpdateBrokerStorage R ENFEBBEREH. NEEBRARMBEK
NNAEF , 552 B the section called “BERBEXNREEL,

EALEAS BT  HRERXNBEROREERRENHE. BSM RERREAN Y B
#.

&
« Amazon MSK & B HIER
- EERBEANFHER

Amazon MSK #£H B BIER

EEEBHEXREEREIEUNREEMNERE | ZABLA Amazon MSK B EEAEX BBIERK
R, HHBREBXRT , £AUREERUBREARNEAEREE,

E¥ Amazon MSK FREBIIERE 28 , EERELITEE .

/A Important
REERRBEIARES AN PRHIIT IR

EMEBRERBECHREEER  #EEARRTFHREN ARG, NEFHEEERBEEAN
el F2ELEHERAEEEN)  SEEENEEAEEXHE,

« Amazon MSK T2 ARAFHENRBREMBLBEREFESE. Amazon MSK T X EREMEEFEUEE
BRD, MREFERBEEFEN KD AINBREEEEEREMERER/IWES, NEEH
EREENEEEN , B2EEBE MSK 25,

« Amazon MSK ELAKEHE ( KR ). IFM (FAER) NEAKESE (FBRAD ) BEHAXEEBE
o

- BEHERBEREEEE T EBiE , Amazon EC2 Auto Scaling € BB A B EZEBK K Amazon
CloudWatch 7R, MIRMEREEBBHBERBRMNEFLE | Allt CloudWatch B RNEREFE. BE
Bk CloudWatch B~ , ZEZAKEDERBERREET B , ARBMREE. EEE— D TH
BiZEHt , 5528 Amazon EC2 Auto Scaling User Guide ##J Target tracking scaling policies for
Amazon EC2 Auto Scaling,
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&

- Amazon MSK ) B B)iER BURFF &R

- BIEH Amazon MSK BEXRTEEHBHER

Amazon MSK ¥y B BV &R BURFF & A

BBRERRER/EEERTISH
- REERAEER  Amazon MSK ARBR HBIRERFENRFEARREE, BUUEEARBER
ERBRREREN 10% 3 80% <. BREKRFEARBRRS 50% 5 60% <M.

- RERELR : Amazon MSK AARRERAMEFRERENRER LR, BN ERERXAR
FABLRFEA 16 TB, MEFMEN , 8 MAmazon MSK FEi#,

& Amazon MSK {&38/Z] Maximum Disk Utilization EEZEME AR Storage Utilization
Target FREER , CHRINREREENMERFZTPFHRAE : 10GB RE R TFIEN 10%. Hi
W, WREE 1000 GiB , AIFZEMBEESR 100 GiB, EKEES,/rEREREFEERAER. £—SERER
EEFEENRTRE , BENAEENMEHFHIHERAE : 10GB KB AREFEREN 10%.

FEYERACREBHIERREE , BFA ListClusterOperations 4k,

BB Amazon MSK BE£ X THBIER

EALAE A Amazon MSK E#2 4., Amazon MSK API 5 CloudFormation 2REERZEMN BBIER.
A[EIB Application Auto Scaling B8 CloudFormation &,

® Note

CEIEREIVEENEEEDER, SV EALEVESE ARABSEEVIYRABBHEREN
. TB , B0 LATE Amazon MSK IRF§ZE T E R ZIBUR,

FE

- £/ Amazon MSK FRE B BER AWS EE X2 &
- FACLI REEBHER

- £/ API $%%E Amazon MSK BB ER
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£/ Amazon MSK RE HEIfER AWS EE X2 A

WRRFREAMNAFER Amazon MSK TR AREBERFENHBER.

1. BAAWS EEX#EH , W7 https : //https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/ BRX Amazon MSK £ &,

EEEFETREREE, EEF LAY HEEFASTANER.,
EHHREEDREER , BERE

BYBABERBERYLAHGE, EEREEAXREE. REFELRURBEER,
i#$E Save changes,

o ~ @b

BEABAFERERR , IPRERBEGE/FATMRE, EE  Amazon MSK EEERREEAR
EEREREENRERE,

£/ CLIRREBHIER
WREFRAWNAFER Amazon MSK CLI EEMEENBEBER.

1. £ M RegisterScalableTarget i5 % , ReEMBEEFEAREE,
2. f#H PutScalingPolicy 5% , REI B BERER,

5/ API 58 Amazon MSK Y B BB
LR FEREA Al A Amazon MSK AP| BEEREZEN BEBIER.

1. M RegisterScalableTarget APl , REFMHEEFEEHAEEE,
2. {#/ PutScalingPolicy APl , RE Y BB R BR,

BREREEANFHER

FEENMREEZE  FEEEEER ACTIVE RE, REFEEESHCEELEEARAENENLE
. AERFEVAREABNANESR  ERBNEEEELVITRENL  KRUEREE 24 MHR
ERKFE. EEREICNFERBRENFEENNKEL,

£H BRAEEXME AWS EEERA

1. BRI https://console.aws.amazon.com/msk/ B Amazon MSK E# A,

2. BELEAHEHMRERAMEN MSK £5,
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3. HEREFERY , RERE.
4. EELPENRFHEHERER, CREENREZR  BE8ERD.
5. ERREFEE,

£/ JmRAREREX T AWS CLI

$}1ﬁ—|—§| e, FRASERLESERESMN Amazon Resource Name (ARN) B ClusterArn., &
BRBEEN ARN , AIEBYIHFTEEE R LB ARN, MEFMER , 52 Bthe section called
“FIHEE".

BEEBRBMRARNRA Current-Cluster-Version.

/A Important

EERATREENEY, EESKREENEATIRA , 558 A DescribeCluster #24ES
describe-cluster AWS CLI i 5. £i|iRZ4< BKTVPDKIKX@DER,

Target-Volume-in-GiB SR RNEHFLESRANREENEENREEE AN, REAEFAERE
EXNREEZE. SELZEEEINEBEEXRENEBEFE[, BISEW Target-Volume-in-GiB
PESERARR 100 GB WEY, EHRERXSEREEXNBEZETEER 16384 GiB,

aws kafka update-broker-storage --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-broker-ebs-volume-info '{"KafkaBrokerNodeId": "All",
"VolumeSizeGB": Target-Volume-in-GiB}'

£/ AP fitEIERAEREX T
HEEH API REFRERXAREZH ,
B Amazon MSK B EERERANRFRIAE
MFMAEM Amazon MSK £# &, CLI M AP| fiZ&ix 8N &R |

ﬂlh

2:[ UpdateBrokerStorage,

s
B
ah
~
N
O\J

&

« Amazon MSK RIEBFE X% EREHN Z KBIAERTE
B2 Amazon MSK #EHREHIXE

« Amazon MSK B MERFRNERLERE

« & Amazon MSK EEHHEEREEXMERFRILASE
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Amazon MSK REEZXNBXERBEMNRZTKEEERTE

REESBGZEDTNVREEZERR : WEERBXEE, Amazon EC2 | Amazon EBS {@iK#EIXE |, LA
¥ Amazon EC2 it EIiAE, BULUBAMEREFERLAE K EUARUKRERIEZE, TiB , Amazon
EC2 %] Amazon EBS {8k #i% 2 Amazon EC2 B HE* E Tt EHREBEREREEER 4,

Amazon EC2 Iz EZ I NAEFEEENSENAEFENNAEHESTE, I, BREX
HAREFZEX K/ , Amazon EC2 & Amazon EBS #ER#IAEF Amazon EC2 B i Bz E &8 5,

HR 10 GB REAWHIKRE , B MRS 250 MiB RESHFEEE. ERASY 250 MiB, &
EMERTRIEE  BXEREPNEE K/ kafka.mb5.4xlarge RE K ( =K kafka.m7g.2xlarge BHE
R) , MBEEAIEERABEE , MTRAR.

REEAKND fEFwEXE LR (MiB/®)
kafka.m5.4xlarge 593
kafka.m5.8xlarge 850
kafka.m5.12xlarge 1000
kafka.m5.16xlarge 1000
kafka.m5.24xlarge 1000
kafka.m7g.2xlarge 312.5
kafka.m7g.4xlarge 625
kafka.m7g.8xlarge 1000
kafka.m7g.12xlarge 1000
kafka.m7g.16xlarge 1000

BIE Amazon MSK BEEMNREFREIXZE

& LAME A VolumeReadBytes # VolumeWriteBytes IS AEHEEN FHREHLE, EME
EENENRRLIOREEEE UUTEARAEN) ., EENSEENTHREEIEE  FREMERERZE
HMEHRSUM , IHHIERES 1 71 , RAREATHAR,
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Average storage throughput in MiB/s = (Sum(VolumeReadBytes) + Sum(VolumeWriteBytes)) /
(60 * 1024 * 1024)

MFEAFRI VolumeReadBytes M VolumeWriteBytes #EEMEF , 552 M the section called
“PER_BROKER [E#fR B2,
Amazon MSK BEE i EFFRNERBERE

B UERBRHRREEZ IR B EH Amazon MSK #H&E, BR , EHTUTREREZR , T
EDFTEMNSEIXE : EH num.replica.fetchers #HRESBIRRHEREE,

EFEERHMY Amazon MSK #H8/F | num.replica.fetchers WEA 2, EEFHEMN
num.replica.fetchers , AIERATRTPNERE, ELEEARES. BRERBEARGIAE

EEME,

REEAKND num.replica.fetchers
kafka.m5.4xlarge 4

kafka.m5.8xlarge 8

kafka.m5.12xlarge 14
kafka.m5.16xlarge 16
kafka.m5.24xlarge 16

EXHVERAIREE 24 MESREENR , WRRFHEEERZTDMA , ATRFEERNER, T
B, BRERENEEVSANERHBREFEURENNE. TOMNAN 1 TB MEKEEEZFEX
HAENES BB EEMVER,

£ Amazon MSK EEHHEEREBEEAMERFRIZE

Amazon MSK REEXERENREERFHREL EXEERARE. REEACHEREH ,
URERAEENAELCERINERNR K REeNAMREZE /10, BRERFREIEREKERTA
REURENRRFURERENERNER, AERRFAEIEDIETEEETEEARERANEE,

HRRERERXN K kafka.m5. 4xlargeHEANEE , URRBFHUBEEKRNS 10 GB HAESWHE
£ ZBULEESY MB WHBAZEERE, GB EUUEEVEEHBEEHBEEE, Bl
SHEERN ACTIVE RENBERASERMREIZE.
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MEEEREENER  HSH 227,

&=

- [/ #E Amazon MSK HEfFHIXE AWS BEFEA
o {5/ i Amazon MSK #E&EfE78% & AWS CLI

« {5/ APl 23 Amazon MSK &£ MERFHIEE

5 22 Amazon MSK ZEERETFRIXE AWS EEBI A
WREFERNAER AWS BB TS B CRARERRBIXEMN Amazon MSK #EER &I,

1. BAAWS EEX#EH , W https : //https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/ BARX Amazon MSK £ &,

24 Create Cluster (B #5),
BERTEIL,
EEBENER,
EREFERD , EBERA,
EESEREEXNRERIAEE,
#EE VPC, B, FHRBMZLEE,
BET &,
ERELSBNERDN  EET %,
. BERNERSBRNER , BET -5,
1. RREBRERTE K AREEBEVEEL,

© © N o g k~ w D

-
o

5/ 2 Amazon MSK BEfEF#IZE AWS CLI
WREFBERNAFER AWS CLI B ERAMERIZERNZEMNEH,

1. HETFHH JSON ABERF., IRFPHERNKFRARE ID MRLBHE D BEVE. BER
@A AB cluster-creation. json Y fEF.

{
"Provisioned": {
"BrokerNodeGroupInfo":{
"InstanceType":"kafka.m5.4xlarge",
"ClientSubnets":[
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"Subnet-1-ID",

"Subnet-2-ID"
1,
"SecurityGroups":[

"Security-Group-ID"

1,
"StorageInfo": {

"EbsStorageInfo": {
"VolumeSize": 10,
"ProvisionedThroughput": {

"Enabled": true,
"VolumeThroughput": 250

}
.
"EncryptionInfo": {
"EncryptionInTransit": {
"InCluster": false,
"ClientBroker": "PLAINTEXT"
}
.
"KafkaVersion":"2.8.1",
"NumberOfBrokerNodes": 2
},
"ClusterName": "provisioned-throughput-example"

}
2. REBEL—ESRPFHE JSON BEXRM B &%#1T 5 AWS CLI 5%,

aws kafka create-cluster-v2 --cli-input-json file://cluster-creation.json

/8 APl 223 Amazon MSK &£ MERTFHIEE
EERBEVESRRENERMBEREE | B#H CreateClusterV2,

Amazon MSK i 4H&E

Amazon MSK R#AERX, TEMTRENBRNFERERE, SRV BFTHERE , BEARENT
M MSK BEEREMREHE. MSKIEETE —EABUREHEE, REEEEETEANKER
NEH | SRS RTEWARERESENTRNERES, NFNMRERENRENEEXNFEE
7, FSREUTEE,
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FMBABER

ES]

- EXERERENERE

- PURRERENELE

- BE

BAARERIE

BERERENER
ArERAREREEXNEEE N,

£

« BHET Amazon MSK #H&E

« FEE% Amazon MSK #H&E

« Amazon MSK 7 BfEEFE X EE KA ENIEE H &t

B ET Amazon MSK #H&&

BT LAE R Amazon MSK 237 BHE] MSK #H&E | W E HHERE T 5l Apache Kafka fHREEB M, KBATE
RTEHBENBMASERA the section called “FEE% Amazon MSK #HRE” AMY{E., MNEHAEBMNEME

A, 55289 Apache Kafka #85E,

=L

allow.everyone.if.no.acl.found

auto.create.topics.enable

compression.type

DU

MREERLBHERES false , BABELD
ABETESE Apache Kafka ACL, INRAG B4
BEA false , BAINM R FEEZE Apache Kafka
ACL , ZREREHEENTIE, MRRLEE
AR , BRI B EHERL B ERER
true , UEHFESHEENEFIUE,

A RMREEN EE B BRI,

BETENRKBREER, SUEEBMEE
AREBRFEENEES (gzip. snappy. 1z4 M
zstd)o BIEA#ES uncompressed . EfEE
HMERERE, NREKERES producer
MRERRBEEERENREBREEGSS.
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FMBABER

=1

connections.max.idle.ms

default.replication.factor

delete.topic.enable

group.initial.rebalance.delay.ms

group.max.session.timeout.ms

group.min.session.timeout.ms

leader.imbalance.per.broker.percentage

log.cleaner.delete.retention.ms

log.cleaner.min.cleanable.ratio

fHih

&

HEERRE (LEYE). ARSRAEREER
1THE S BAEA B B It B 1 B E [E AV E R

BBEVFENARESRE,

R RAMIBREERE, BURERRE , BELE
BEESTEMRKRER,

HEBASERRMTENTENSHESER
WAEMAFFANKRE, TEER A BHREE
MPENREEY  ERERRINSSEHEE
LY

EEMEAE TEMEREE LR, REGEBS
R, BRAEREEBARBEHASNEEB
R, BAMERENFEHER,

EEMEIAE TERBRRETR, ®WEFER
o, HERANEESR  BERAEERDIARS
WA, EVREEEAEEANER.

BECERAAFNAEENFHLR, MRS
BREEANZFREBILE , LHRSBERR
BET Y, ERNEDLEE,

& %8 Apache Kafka {R B M BREESFAVFRE. &
‘MBS 0o

LLAREBMENENR OM 1 2M. WEREH
wERERERFRAFNER WRERABRF
BfE). RIEFERR , MEEIB 50% WHEFER
#& , Apache Kafka % ER A, E/LE
BREITAREERRENZHE LR (WRE 50% ,
EREHRZ 50% WAFTRERESEN), kXM
=, EREEREXEREEOBEBFRUELS ,
EHFFRRENZHEEHEZS,

A EERE
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=x BN
log.cleanup.policy BRFBRANERTEREREE., UEHED

BREMBEREE, BRBXKA delete M
compact. HIREMASTEBRETFNEE , B

RIEMR delete,

log.flush.interval. messages ASPEF RS , AR ELRBHASR
=,

log.flush.interval.ms AEHEER R, TEASREERCIER

R EFRE LR (BE®). MARFRELE , SHEA
log.flush.scheduler.interval.ms BJ{&., &/MEA
0o

log.message.timestamp.difference.max.ms Kafka 3.6.0 2 A LtLHRE, SHEmER
#& log.message.timestamp.after
.max.ms log.message.timest
amp.before.max.ms # ., REENERK
AENESEBREAEFEENREBEL
BZE LR, #& log.message.timestamp.type=
CreateTime , ERREB L EZEBIBIERE ,
RIFAE #3548, & log.message.timest
amp.type=LogAppendTime , BttiBREEIKZ
B o

log.message.timestamp.type EEAEANKREELCEASEIFEERH
wHNEFE. AFFMESR CreateTime H
LogAppendTime o

log.retention.bytes B 554 M BR AT A K/ E R
log.retention.hours B E R MR RE RS , A log.reten

tion.ms B E = EMIE,

log.retention.minutes B EREMRETNREDER , A log.reten
tion.ms BN E B E. MREFZELE , #&
A log.retention.hours HI{E,
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FMBABER

=1

log.retention.ms

log.roll.ms

log.segment.bytes
max.incremental.fetch.session.cache.slots

message.max.bytes

min.insync.replicas

DU

A EREMRIINRERRE (BR) , WIREE
, #5 KA log.retention.minutes K&,

MORERHEITNREREE (B®). WARERE
LWEM | A& log.roll.hours K{E. LB
R/DAIREES 1,

B - HREERNAPER,
PRRIFH B BEEL TEREERBE LR,

Kafka 7EFFRY R RECEHLR R, HILEEM
BEWMAENRAER 0.10.2 , AIXEA LFHNA
FERVEEEUR/) | BUA A o RERRELL R/ AYRC SR 4L

Nrd
Ao

ERMWASEIRAF , AR —FE5HE
TER , IEEMR, £ 2B FASERAMRA
B, KRBTS0 EER , EF , IR
HEEARE -,

A F EEE R max.message.bytes {05 , A&
BEFXERELE,

EEE ACKRER "all" (& "-1")

B¥ , min.insync.replicas WESEEBE AR AEK
Thal , RESINRIELRBE, EEEEMIL
B/ME , AlEEEEBIZHI/RR (NotEnoug
hReplicas 2% NotEnoughReplicasAfterAppen
d)o

S&ALARI A min.insync.replicas # ACK EHH
ERFIFITEABENWALRE, flw, &
ALUEBUERREA 3IHNEHE , # min.insyn
c.replicas 3XES 2 , ACK 54 "all" RE

£, BESHERKREBEREAN , LA RREESE
25| FIAMMR

A EERE
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FMBABER

=1

num.io.threads

num.network.threads

num.partitions

num.recovery.threads.per.data.dir

num.replica.fetchers

offsets.retention.minutes

offsets.topic.replication.factor

replica.fetch.max.bytes

DU

ARFAREEERNATHERE  TEIEHW
& 1/0,

1) AR 25 £ A8 R 432 UK 5 SR 30 3 L 283K [ FE P R Y 380
ITHEE,

BEEER B R B RREE,

R EDBF B SR R MR HEE BT AN S EE
BEZHATHBE.

RFRREBEXNEBASFTANERATER
B, ILEFEEM , BREAEENN /0 FTREE

EESHEM,

WRAEREERANAE (M2AZH) &,
HEPERELEREENKR <RI SRS
R, HEY BIFDER AENS  REE
HERE-JCEXR N L REHERIBH,

REETENERRE, SUERESESERR
TRk, EEEXNNFSHERRBERE , K
HEBEIERY

BESEEERABENCASMTHEAE, LIEEY
BELR, EHENE—EF=ZasENE—E
RS KRILE , AIgEER L RE&FIX , BR
#E, message.max.bytes ((RIBENERE) H
max.message.bytes (EEFHRE) EEXNEREN
EZ RS KD LR,

A EERE
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FMBABER

=1

replica.fetch.response.max.bytes

replica.lag.time.max.ms

replica.selector.class

replica.socket.receive.buffer.bytes

socket.receive.buffer.bytes

socket.request.max.bytes

socket.send.buffer.bytes

DU

EEEINEEFERNUTHESE LR, BEED
HOXKEER , BB E—EFZER s ENE—E
RHEAAKRAE , BlgEE R SFIR |, BR
HE, WIEBHEE LR, message.max.bytes
(REEXEAE) H max.message.bytes (EE#H
) BEEEEREEXEZINRARHAIRIK

4N

WMRIBREE W AR EIXEMEIGER , FARIKE
ELEREZEVH , FHEBREEN B RREE L
R, AIREESHR ISR P BIRRFEE.

MinValue : 10000
MaxValue = 30000

E1E ReplicaSelector W B ERI B, KE
EXAgEALESRREFNERNES, WR
& {E A Apache Kafka 2.4.1 REA ERRAS | B
REATNAERSFELNESETREE,
AL B4R A org. apache. kafka.c
ommon.replica.RackAwareRepl
icaSelector . WFRFMENA , FSHthe
section called “Apache Kafka 2.4.1 iR (B E
A 24.1.1 /)%

MBRFE R IV A R E

B R RS EAIER SO_RCVBUF EEE,
AR BURENR/NMES -1, WRESR
-1, Bl Amazon MSK EEREXREARE.

BAWRERANVTHARE LR,

B AR EFAERN SO_SNDBUF E&F[E.
B ALEBHERENRNMES -1, IRES
-1, Bl Amazon MSK € H{EX R K TERE,

A EERE
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Ey iR
transaction.max.timeout.ms RENWBERXRFE, ERAFmBRNIR S FEE

BIE , RKEBERXERE InitProducerldRequest
REEIEHE, Mt ERAFHREFREBR ,
HELERAEERRXZ PN EE,

transaction.state.log.min.isr B EXR 5 EEM min.insync.replicas fA&E,
transaction.state.log.replication.factor REFTENEEZRY. BEHBHEAESHE ,

RREMTAN. EBREXNMISHETREER
Bl , REREERIL S KM,

transactional.id.expiration.ms EXZHAB/KRSZ IDRABEH , EF
KERRZNRSREEHTANKRE (ZER).
LWEREHLEFELES D BHKE , BAR
EEELEEEID LABARBTEESKE ,
ZEEE D RERH, MEEEEIDWLEARE
AHRETENREREMBEMER , ZEEE D
AREERFEN. KBMENKNMER 1 EW.

unclean.leader.election.enable BRAE ISR EFNEAREEZIEARESR
HEREFR , MEEREGERERIELX,

zookeeper.connection.timeout.ms ZooKeeper EXN#EE, A FimEE ZooKeeper &
NEFRNESFEHBE LR, MARRERE , SEA

zookeeper.session.timeout.ms H{E,
MinValue = 6000
MaxValue (‘&2&) = 18000

RPIZESRE T3.small LK ERES
10, 000 , A E =1,
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Z8 HiR
zookeeper.session.timeout.ms ZooKeeper EXNEE, UEMW AEMM Apache

ZooKeeper T 1EPEEOR B,
MinValue = 6000

MaxValue (‘Z&) = 18000

EETHRINMEILBET MSK 27, JIHrEHERESHEREM , 5528 the section called “H N EEH
REIRE, EEMFEHABFT MSK B MSK #£5% | SiFRAFNWBEITHEEHELE | 552 Bthe section
called “EEIhREMBE 2"

EA BT MSK #HREE#IRE MSK BEEMF , Amazon MSK 8 EAERLURB A RNENME , WKHE
BERRNMEFEREB, flI0 , Amazon MSK EFfBESEAEENER K SRERESERERAMS
LHEREHPBEBNER , cRIEBET —EAREER,

B)AE Amazon MSK #HRE

BRY Amazon MSK RHMEEEMY SR DHEREREAEHMUBINERANEERRAREREXE
MEVEREEM, B BRREREAREE M, ELRE Apache Kafka XHARIERHE T RS
hRECAEFENEEE L, WEAEDRERBREHDTHNEN , F2 K Apache Kafka XHHHY
Updating Broker Configs.

® Note

B LR E advertised.listeners BN , EFAEERE listeners B,

FEEE#H Amazon MSK #HAE

B A £ A Apache Kafka Gi S REBEERSRFWMNRETEN TEEBREEE L, WEEBETEERE
REMNFREARERELN , 5528 Apache Kafka X#HH# Topic-Level Configs,

HE% Amazon MSK #HAE

I MSK 25 HARIEEBET MSK #8588 | Amazon MSK &2 YW {EATERAAE , HEPHELS
RTRA, HATELREFHNEY , Amazon MSK & EEM Apache Kafka K2~ 40 B3 B A9 FE 5%
B, EELHERENFE , 528 Apache Kafka Configuration,
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FMBABER

=1

allow.everyone.if.
no.acl.found

auto.create.topics
.enable

auto.leader.rebala
nce.enable

default.replicatio
n.factor

local.retention.bytes

iR

MR RBERERF
SREER , EFRR
R ARSI ACL.,
ERIERT , BB

MERES true , BIFF

BEAEHERE
R, T IFERR B AR 6
%%o

FE{ABREE L RUA £E
BEE A,

A BBREEFE
o BRUTHERT
ELEEBRREL
BB REE V4,

BEEY FEMNTFER

RBREER B2 E
BB B SRR ER K
EBR, MREZELE
, ’5ER A log.reten

tion.bytes HW{E., B

EHEZ—ZPIAIEF
1 log.retention.byte
s B, FERE-2E
TREABERELBIR
#l, EHER 11

retention.ms/bytes §%

E{B. local.retentio

FoEBREEENTE
Eﬁ

true

false

true

mRRZ 3 ETHES
FHES AR 3, M
KRR 2 @A REEH

HESE  RIE 2
-2 RNERH

EMATEBREZE
£NTEEE

true

false

true

mEE IETAREE
FHREE  AIZ 3, W
RE 2 @EAREEH
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-2 RN PR I
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FMBABER

=1

iR FrERFERENT

=n
AxX

n.ms # local.ret
ention.bytes Y &4 &2
log.retention ¥l , &
AREMEBRANREE
B EREXERH
REREZRER.
BAEK log.retention.*
HERFEIENR
BERE, SEAN3E
i MEERTF. B
WE : [-2; +Inf] Y
2y

ERADTEREFZE
EHTERR

A EERE
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g iR FrEREHEENTE ERATERECE
B4 EMTERR
local.retention.ms A1 B 55 [ B BR BT -2 RNER & -2 RRERH

REBVERD (EW). W
REXELE , Amazon
MSK #& A log.reten
tion.ms B, B
BEEZ—ZIRARE
1 log.retention.bytes
B, FARRE -2 EERA
BERELZERH. &
¥ PER -1 Y retention
.ms/bytes & EE.
local.retention.ms Fl
local.retention.bytes
I EZELL log.reten
tion. MSK &% F
LAHRERHEE HFE[E
BEZERREER
BZRKEH., RAEN
log.retention.* #HRE
eXESENRER
e, ERIBNSER
MERREE. BRE
ARR O HWES,
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FMBABER

=1

log.message.timest
amp.difference.max
.ms

log.segment.bytes

iR

Kafka 3.6.0 2%EH
LLiERE, CHTIEW
fE#H%8 1log.messa

ge.timest
amp.after

.max.ms log.messa
ge.timest
amp.befor
e.max.ms ., RE
B ERASRRRE
B RPIEEN
RFRABRE 2R A

=18, % log.messa
ge.timestamp.type=
CreateTime , BB
EEEEEBL
ME , AIFARS®
{E#. % log.messa
ge.timestamp.type=
LogAppendTime ,
Bl th AE RE S AR B R
RFNRBBRLE
EHERTEZAR
log.retention.ms , LA
%A B E i AR
B A

E—HBFRERNHKN
ER.

FrERFERENT

=n
AxX

922337203
6854775807

1073741824

ERADTEREFZE
EHTERR

86400000 %~ Kafka
2.8.2.tiered # Kafka
3.7.x ﬁJ\Eo

134217728
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FMBABER
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min.insync.replicas

num.io.threads

iR

H£EER ACK (£
E &R Kafka {2
BB &
BREA "all" (=
"-1") % , min.ins
ync.replicas BW{EE
EE®RIEEARS
FRINET , HIESZH
BEEXHETR, &
RIEFHTR , Bl%
EEG 5| BHEIAMRR
(NotEnoughReplicas
2 NotEnough
ReplicasAfterAppen
d)o

& R EFfEA min.insyn
c.replicas 1 ACK iy
B , B AFIET
ERBEWNT AR
&, flan | ALl
VERRER/IN
F&E , # min.insyn
c.replicas X EA

2, ACK &4 "all"
REL, BLHER
REWEA , gk
BREEES S| A
SR

ARFARNEERS
HBITIEBE |, WaE
DEHER /0,

FrERFERENT

=n
AxX

WRR 3 ETAE

hESE , AR 2, W

RE 2 ETHEEHR
HESE , BE 1.

ERADTEREFZE
EHTERR

WMRE 3 ETRAES

PRESE, AR 2, W

KRR 2 ETHEES
MESE , AR 1.

RAME (8

f@ , vCPU) , vCPU &

BHURACERER
1T BB R/

A EERE
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FMBABER

=1

num.network.threads

num.partitions

num.replica.fetchers

remote.log.msk.dis
able.policy

remote.log.reader.
threads

iR

fa] B B A R AE A8 B% 1
W EE R A% B FE 1A
RN ATREE

(o]

A= R A R
HERRUE.
AREIORK R
e BRI e
TR, SLE
AT LR BRI
BX S 10 FATRE
BE.

B2 remote.storage.ena
ble BEEAUEFRA
PERTF. BFUILBER
RES MR, BIE
™, B remote.st
orage.enable R E 5
false B , SRS B

REPHNESR.

=i B SRR BT
mEERD , AREE
ERNRENLE RER N
BERK,

FrERFERENT

=n
AxX

5

N/A

N/A

ERADTEREFZE
EHTERR

R X{E (518 , vCPU/2
{&) , vCPU B(EHUR
RREEXNHTE
BN

1

BAME (218, vCPU/4
&) , vCPU B EHUR
RREEXNHITE
AN

£ A{E (10 18 , vCPU
*0.67) , vVCPU B2
RAREBEXNEIT
& 58 K/

A EERE
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FMBABER

=1

remote.storage.ena
ble

replica.lag.time.m
ax.ms

iR

MREEEAS true , B
BAEXENDE (B
i) @17, MRERE
% false B remote.lo
g.msk.disable.policy
BRES "MK, B
EREERRD BRF
7. ERPERTRN
, BRERIRR MR
B, TENDERF
FERARREEER
B

MERIEREE I AR EE
EFHEEEER |, =
WAEEDEBED
¥, EAIEEEN
HitinmE LR, A
REEZGHR ISRHR
BRERFEE

FrERFERENT

=n
AxX

false

30000

ERADTEREFZE
EHTERR

false

30000

A EERE
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FMBABER

=1

retention.ms

socket.receive.buf
fer.bytes

socket.request.max
.bytes

socket.send.buffer
.bytes

iR FrERFERENT

=n
AxX

VBRIV, RERE
3 Ro REHEKR
B, BAXRERM
HER .

Z4 259,200,000 £
B (3 RX)o -1 RRER
RE.

Amazon MSK £
R retention.ms
Y EHEL local.ret
ention.ms REEE
RREARBESER
FH KA, local.ret
ention.ms K{EEE
AR B BHE AR 1 72
Eo BT, retentio
n.ms B8 E MR
PEREPBRER
(EMERRBEFR
BR). BXE: [1;
+Inf] FEYEE

38 & v ] BR 25 B EA IR

) SO_RCVBUF #&f&
B, BER-1, &

A OS F{E,

102400

BAWRERANIT
EBE LR,

104857600

38 E s ) AR 3R B AR IR

#) SO_SNDBUF #&f&
B, AIER-1, 8

PR OS &R E.

102400

ERADTEREFZE
EHTERR

Z 4 259,200,000 =
¥ (3 X)o -1 RRER
RE,

102400

104857600

102400

A EERE
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&7 ik FrEREFEENTE ERASEBREZE
5! ERTERR

unclean.leader.ele BERERBTEISR true false

ction.enable EHPNEREAEE

EHRHERTFR , BIfE
EWREEEREME

%o
zookeeper.session. NEMRENN 18000 18000
timeout.ms Apache ZooKeeper T
YERE BUOR B o
zookeeper.set.acl REMLALSE ACLE false false
AFi%.

WMENMIEEBITHEEEBENEL , 5528 the section called “HE] Amazon MSK #H&E”,

Amazon MSK ' BREEXEBRBELENIEE S &
UTREBETEBRRES BRTEFNAERZLENES,

- BRERAPEREFENER , Amazon MSK A X BB/ HFEEBR KN, MREBERIEE ,
R/MBFERANE 48 MB , SIR/INERZEERFEA 10 28, ELEFHE segment.bytes
segment.ms B,

« local.retention.ms/bytes BY{E T EEZE R IR retention.ms/bytes HI{EH., ER D EBREFRERE

« local.retention.ms/bytes FTEER{EA -2, EEIKE retention.ms KY{EE AR local.retention.ms/
bytes. EEBERT , EXSERRETARRENIBRT (BEAREP—@EAREL) + , MAER
BB, WRALLRE  AEERNFIASREZTRERHT. EEERBRT , R REFINER R
SRS A Lo

« retention.ms HFEER{ES 7 K, retention.bytes ;R EFEER K/ NERH,

- retention.ms/bytes WHR/MER -1. EERERZERRE,
« local.retention.ms/bytes NR/MER -2, EEREELAFFETPERRE. EH retention.ms/bytes

BEA -1 BAES,
- YRECRASEBERENEE , TEEMKMERE retention.ms 28 FIMMN, retention.ms F/MEE 3 K,
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WESERFRENFMERNR , 5528 Amazon MSK HF5EH 2 E R FRHBIFLIR
RIER R NAERE

Apache Kafka BB ENRERENARE , 7T ARAR MSK fRBENMEE. REHBIRENETRE
SYEEENITELENNE. REREEXEBREHAREENSEEYRZCMEZTERNIERE
RBREE  RUE MSK TEEENATAMNMAE. RIBFENNBEAER , E=EERBER : EIVE
A (AREE ) . MENFERUE AR, BLARNSLHBEEBEIEEHITH Apache Kafka R4 fEH
Apache Kafka BV FEE%{H. EPIGELIRTE A Apache Kafka FE&%,

*E
« BEJ MSK Express RERERHE (BEUEATR)
- REREBEREXMEHRE

BE] MSK Express KB HRE (FBEVEARFR)

AT LAE R Amazon MSK B EFTAERE T BE L (£ Apache Kafka B9 AlterConfig AP| 2R E # B EUE A
RIEEXERE, AlterConfig Apache Kafka RERNALEABENHE, FEEAERTETHIMBRER
N, THERAMERE K MBRBEALBATTEENREBAEER, NFHEEMENENEXNNFRER A &
SEEHRERNARE,

FE

« MSK Express KIEFE, F I FFAEAAAE
« Express Brokers Ry EjAEAR AE

« Express Brokers ) BB kAR AE

MSK Express R LRI FREAHRE

O] LAGEF Amazon MSK 23 HF] MSK fARBRER | LIRRE T 5|F BB M. Amazon MSK B EME
BRREENEEMBMY, BALR MSK EE AR EREEGSENNE e HERESR,

B Description -5
allow.everyone.if.no.acl.found HWREEEZNBHRES true

false , FAMRELAEETS
Apache Kafka ACLs, HR&
B EBHERES false , BX

FHRERRE e


https://kafka.apache.org/documentation/#dynamicbrokerconfigs
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FMBABER

B

auto.create.topics.enable

compression.type

connections.max.idle.ms

delete.topic.enable

group.initial.rebalance.del
ay.ms

Description

% EZ Apache Kafka ACLs ,
Rlg R EHBEENTIE, o
RBEEEER , BUUBRX
FHAERE  WASHBHERES
true , AEFISHEENT
'8

ERRFLLRAETEEBEY
Thge,

EEEETENRKBES
B, WHEBEZEEREER
8% : gzip. Snappy. lz4. zs
tdo

AR REIEE$# S uncompres
sed , EMERRERME; M
producer , EXT~ 8RE4%

EERENRRBHEERSR.

FEEHERE UAZEDE. [
AR5 AT R E R 1T 2 RE T
[ & B i b B M AR TE E Y
E#Ro

R AR E R, BIHLERTE
EE , EREEEREEST
B MBRERE.

HEBHASERRATERF
HAETESENTAEM
AFEENRE, EEHR
EHREFEXNPEHABED
BREMBINSSRESE
i

&

false

Apache Kafka F85%

Apache Kafka T85%

Apache Kafka 785%

Apache Kafka 785%

A EERE
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FMBABER

B

group.max.session.timeout.ms

leader.imbalance.per.broker
.percentage

log.cleanup.policy

log.message.timestamp.after
.max.ms

Description

EEMEAE TERERKE
LR, RMEEBA , FHAE
RIEE AR B S R E
B , BAHREEENEED
B,

BERCEEXAAFHNEAEEER
PR, IRSECEERX
Ry EIBLE | #FRE
IR EEE TV, ERN
B EEE.

BRI B R TERERRIK
K. UEHR BN ERBEE
B, BRBER delete M
compact., HIRERA D ER
FHEE BB EKdeletefE
5o

FEREBGREREEXRSE
BB TR ERREE
R, ARSEBALTUABRRNE
FRRERANKEEE 2
RAARFFERIURRILEREF
REME,

IR log.message.timest
amp.type=CreateTim

e ,ERBEAEGCNEEES
WIEENRER , ASRRKHE
R, R |, AlgZekLtiE
Alog.message.timest
amp . type=LogAppend
Time o

&

Apache Kafka F85%

1l
o

Apache Kafka 785%

Apache Kafka F85%

86400000 (24 * 60 * 60 * 1000
ZE¥Y  B1X)

A EERE

148



Amazon Managed Streaming for Apache Kafka HEABEE

BB Description TR

log.message.timestamp.befor N EBNREBEEFALREF 86400000 (24 * 60 * 60 * 1000
e.max.ms BEECEANAFKEEEE =¥ ,801X)

£, ASFBEZRTUERS

ZERREESNREERE  H

BAAFEZEZEBUAR LLHRES

HENE.

IR log.message.timest
amp.type=CreateTim

e ,ERBAELCHEZEESB
LI ENRER , ASEE
BB, R , AlgZrkLtiE
A8log.message.timest
amp . type=LogAppend
Time o

log.message.timestamp.type EEAEANKEEBE AL Apache Kafka F8&%
BURBIER BFM MR,
ARFFWES CreateTime
LogAppendTime o

log.retention.bytes H 5545 M BR BT 8 K/ LR, Apache Kafka 785%

log.retention.ms MBRBEFER I ERENWE  Apache Kafka FEEX
M,

max.connections.per.ip =18 IP bk RFFRVERE L Apache Kafka 5%

R, 0 Z1REA max.conne
ctions.per.ip.over
rides BHEREBER , EA
URESR . MRESIRS , A
SRERA IP i WFER.

max.incremental.fetch.sessi FIREFNIBEMETHERERE  Apache Kafka TEE%
on.cache.slots E LR,
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FMBABER

B

message.max.bytes

num.partitions

offsets.retention.minutes

Description TR

Kafka 7LFFHY & RECEHLIR K
N HILEREN , BANAE
HIMRAE R 0.10.2 , RISE L
AEUA EREE A A&
 BEREEN L K/MAYRE SR HEIR o

Apache Kafka F85%

ERFHAREIIREF
E—E#goHEETRLX ,
DUBERER, EZHNFAR
BRAF | KRBT
SoMEERR , B, IR
FEBERANE -, &7
DfERAEEEBmax . messa
ge.bytes #HRE , BREEAEE
RELLE,

illll

BETENARSIERE. 1

WRAEFABRENAE (B
257A) R, ARBEREL
EEENRRE , <R3 SRS

R, BRNBIHEE (BIEA

FRHERNEESE )  RBE

FEHRE— R RN ELR

HHEzRBH,

Apache Kafka 785%

A EERE
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FMBABER

B

replica.fetch.max.bytes

replica.selector.class

socket.receive.buffer.bytes

socket.request.max.bytes

socket.send.buffer.bytes

Description

BRI EEHFERZALN
TUHEE, BLIFBEEE LR,
ERHENE—EEEZgDE
28 — R s AR KRR L |
AlgEE i skitR |, BRIE
FE. message.max.bytes (X
B2 %8) 3 max.messa
ge.bytes (X EMHRE) FEERN
BREXEIPRESHAIARNE
PR o

E1E ReplicaSelector B E&
HREE, REEXgEH
HESKRFRFHERESR,
MREREARFIAERSRIE
MERFEE , FSLBMERE
A org.apache.kafka.c
ommon.replica.Rack
AwareReplicaSelect

or o

B A AR 2R B AR Y
SO_RCVBUF & E. ZI{E
A -1, BB OS fazk

BARERANIT
BR o

HEE

38 5 v e AR 2 B EF R Y
SO_SNDBUF & &[E. &HitE
R -1, #5EA OS Fax

&

Apache Kafka 785%

Apache Kafka 785%

102400

104857600

102400

A EERE
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FMBABER

B

transaction.max.timeout.ms

transactional.id.expiration.ms

Express Brokers L B)RE4HRE

Description

RENBRREE. £H
FinaRHNR 5 KEBBLT
5 , REEXSE InitProdu
cerldRequest F{EEIEEES,
70t A S A R R AR R 1R
R, IERAEENRZ P
i,

EXRZHHREBFAERS ID R
Hize , SEERBIRXZH
R REEHFTANEE (2
). WEREHEXELEEE
IDBH A FHATEEHLEESE
IDs FEAEELEE ID W&
#®—IRB AR L 5 [ B8
B, MREEE DV LEXRE
AHREE YR B R E AR M
Bk, ZEEE ID TREERE
B, KBENRNMER1ZE
®o

&

Apache Kafka F85%

Apache Kafka 785%

& A LAE A Apache Kafka AlterConfig API 5% Kafka-configs.sh T E R #m#E T I E)REHAE, Amazon
MSK X EMEBRBRBRENFEHMEBY. EUUBHEREFRTEENRBRERNEERBRAM

REEXEHREEEM,
B Description AR
advertise SR Ed null
d.listeners listeners
HEBMTE ,
RERMmERS
InfE AR EER

. 1E laaS &R

A EERE
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B

Description

B, EWREE
RHEAEEAR
BHSRETE,
MERREKRE , A
EERAERERX
HE. EEiEERiE
AFE , 2%
0.0.0.0 Higith
I

B R
Bllisteners

, LM
BEEWNEE
B FHit—1E#E
EEXATLURE
RnES—EE
EREXAH,
EERLEFEAN
HERTEHEN
BRTEER
A,
HEBMERERS
EREENE
o

FaK

A EERE
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FMBABER

B

compressi

on.type

log.clean
er.delete
.retention.ms

Description

BEFENRK
BiEER, &9
1 L B E B
(gzip. snappy.
M zstd).
TEAES
uncompres

sed . iEf#
BEHERER
fE. MR
ZERER
producer , &
REREBEEE
RENRBBRE
SR,

=2 1R B8 I B
tombstone 122
NEEE, MR
BAERNLE O
FRES R A&
BREMRE ,
Al EE =R
HEAE S AT
BB AR B
A8, ATgEEE
SER R Z BT
SMERERE,

FaK

Apache Kafka 5%

86400000 (24 * 60 *
60 * 1000 E# , B 1
X ). Apache Kafka 7&

=n
AX
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FMBABER

B

log.clean

er.min.co
mpaction.
lag.ms

log.clean
er.max.co
mpaction.
lag.ms

log.clean
up.policy

Description

FAEFEBFRR
5 A 15 SRR RE Y
RERRE, thER
EEEARER
BRHERY B ES,

ASEAFF
MAFERE
BERAEREL
PR, LLEREE
ERAREEZR
MBS, Ui
RERHE [7
X , Long.Ma
x] HEEA,

RERBRIAN
[EERFEERER
BE. LLEHR
7R ERER
BE. BRBER
A delete M
compact, ¥
REMADBRF
FHEE BN
BEdeletef#
Ao

FaK

0 , Apache Kafka T8&%

922337203685477580
7 , Apache Kafka TE&%

Apache Kafka F85%
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FMBABER

B

log.messa
ge.timest
amp.after
.max.ms

Description

AL RFEBECHE
RERXEEE
ACZ Y SR
BERER,
ALSRFEERL
ALBRHF
RREREXHN
P& , B
RAAHFEE
BURA Lt 4H 58
RERERVE, W
& log.messa
ge.timest
amp.type=
CreateTim

e , BERES
AN EREB
e E N EE
i, AEMEHE
EE. R ,
RlgZmth4E
A8log.messa
ge.timest
amp.type=
LogAppend
Time o

FaK

86400000 (24 * 60 * 60 *
1000 E# , Bl 1 X))
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FMBABER

B

log.messa
ge.timest

amp.befor
€e.max.ms

Description -5

PAEBEWNERE 86400000 (24 * 60 * 60 *
B HEFESRRE 1000 ,B01X)
Bl 2 By Rt
RS ER

. MERKEER
ARA SRR
ERFPHEKE
AYRFEBIR |
HERFHFE
EEURA Lt AERE
PERERVE, W
& log.messa
ge.timest
amp.type=
CreateTim

e , BRES
AN EREB
e E R EIE
i, AEMEHE
EE. R ,
RlEZmg it
A8log.messa
ge.timest
amp.type=
LogAppend
Time o

A EERE
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FMBABER

B

log.messa
ge.timest
amp.type

log.reten
tion.bytes

log.reten
tion.ms

max.conne
ction.cre
ation.rate

max.conne
ctions

Description

EBEEALEAN

SIS RPN

BEVEEE

2 B 55 R

H. AFFHER
CreateTime

F LogAppend
Time o

BS54 M BR B AY
R ER,

fiBR BEEER
B R RENEZEY
Ho

RERARER
ATHY R NEARE

ﬁi;_ﬁf =0

R RERER
AFRVERE L
PR, BRT £
R E R A E
IP FR&EIZ
EEALR
#lmax.conne
ctions.pe
r.ip o

FaK

Apache Kafka 5%

Apache Kafka T85%

Apache Kafka T85%

Apache Kafka T85%

Apache Kafka F85%
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B

max.conne
ctions.per.ip

max.conne
ctions.pe
r.ip.overrides

Description

=18 IP ik o
ATRVERE L
fR. 0 tNRfE
F max.conne
ctions.pe
r.ip.overrides
Bl AT LA e R E
5. MREZ
PR&I , RIS
RE IP kA
FTER

IVRER Al =14
FIPREHAF
BEESEE
ATERMNERAK
ERY, #EHIE
A hostName:
100,127.0
.0.1:200

FaK

Apache Kafka 5%

Apache Kafka 5%
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B

message.m
ax.bytes

Description

Kafka fo5f#9E  Apache Kafka 5%

REE#FHALIR K
N BILEE
b, BEEEA
E W RAER
0.10.2 , Al&4AE
LA AENRE
BA/D, BUAE
= BEREEUE K
AN: RS - /N

. EERFHAR
BRAF B
BE—#gohE
FR#R , K
BERE, 2
HECE=Yi- 590
R REBHEH
mE g
HEHR , B,
1t PR 128 3 A A
B —f#k, &9
fEREEE
f&max .messa
ge.bytes #
R, ABEXE
R E LB,

FaK

A EERE
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B

producer.
id.expiration.ms

Description

FEDEIEES
ExIHLEES
IDs Z B EFH
KE , AZRA
By, EEHEM
BB R Z T
ETHER , £E
# IDs T €18
B, FEE,
MRBAERE
IDstR B EE M
MEREEZE ID
NHRE—IRE
ALEEEID
AREEERA
H, #GLERE
A MHEHE
&delivery.
timeout.m

s , BBIRAR
IFEHE A
8, WEHLERAR
BE , BHEHRK
ZHEARD
BREEZRE
HW,

Express Brokers L EREERIERE

& A {EH Apache Kafka 5%

FaK

Apache Kafka 5%

RERBEIHONRETENTERREEBE, NMREEERH

FTEEERAVAERE | Amazon MSK AR EBEXERE. NMEAREBERXBHRERE , Amazon
MSK AR BR L X BEENMAEBEMERNEE, S TFEEEEE min. insync.replicasHl
unclean.leader.election.enable, MEBREHFEH UANESTSEHEEEILEES , Amazon

A EERE
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FMBABER

MSK AR EEBUERRAEA WEHE3, IEFETEEREAECEMNFREARR

Apache Kafka X#H Y Topic-Level Configse

cleanup.policy

compression.type

delete.retention.ms

max.message.bytes

REHD , F2HE

Description

LA EEEEEAFER LEANREBR,

TR, BUR (FARATRRE ) EEERRE

RESIANRENREEER, "BHE) BERE
BMABRERE K CEeRESELBNENE. &
AR REEPIEEEMERR (fi

#m , Tdelete , compacty ). EHBERT , 1R
BRERBMANMIBREEERSR , MREER
BI&B4E, Express RERA LHNEBHEEESE
ErHERIZEE 256 MB BEFfigE,

EEREEFTENSKBRER, HARBESEE
BAEEEES (gzip. snappy. 1z4. zstd)s
TCESEZHERNEERBMBuncompressed B
; produceriE &R~ SREBEEEFRENRKE
MR

# BB X ER B M ER tombstone FFEHY B
EE. MRBRAERME 0 HREERKEEN
BXRE | At EEREIMAE SN ATRE
BHEE. B8, TEgETRFEZ W ER
BREZE,

M ERERVTAER{E A 86400000 (24 * 60 * 60 *
1000 Z# , Bl 1 X ) . Apache Kafka T85%

Kafka SEFFEY R RRCS&HLRA KRN ( BEER |, W0
RBARE ) . WRIEEN, MARL EE
RENAE0.10.2 , AIEUA&EVEEERA/NMEAZE
B0, = REHREN AN KV RCERHLIR . FEBRFTRY A
BRKXRASD L —FE0EETRHIR
BURHERR, EZBNASBRRAF , RE
MRNECE IS o BELRR , ERLRHEEBRAR

A EERE
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B

message.timestamp.after.max.ms

message.timestamp.before.max.ms

message.timestamp.type

min.compaction.lag.ms

max.compaction.lag.ms

Description

E—fi&, EFLUETERR NEEEEPHR

XEmax.message.bytes config o

e EASREECEAEREXREER
ZENATFEBRELER. ARFEBE T
RBEAREBRANEEER  HEAAHE
EEURRIAHEPRENE, MR message.t
imestamp.type=CreateTime , B
BELCHEZEEBBLIEENRER ALK
BIER, R |, AlE 2Bk tbiHR8message. t
imestamp.type=LogAppendTime 0

HHEEEREPNMRENRGEBLEASRES
REZENAHKEEREER, ASKBEBEETU
BERJ[ERFNEENEFEERL  HRAAHE
EEURALLHEPRENE, R message.t
imestamp.type=CreateTime , B
BELCHERBBLHIEENRER  ASE
WEE, R |, HgZetkiAmessage. t
imestamp.type=LogAppendTime 0

ERASPHREBLCRALEIKEER
= B INEE, EEA CreateTime
LogAppendTime

FEE BHRRETHRRENRIERFE, LK
EEEAREERERN B,

WEREMTEER{E A 0 , Apache Kafka Default

ABEBFHRNTREBHEERNERE LR, 1t
REEEAREEREN B, HWHEREBKRESGE
[7 X , Long.Max] HEER,

LR EMFEER{E A 922337203685477580
7 , Apache Kafka 5%

A EERE

163



Amazon Managed Streaming for Apache Kafka HEABEE

BB Description

retention.bytes MAERER I RIZMIEA "MBR, REBER , &£
BMRREAFERUERZRBZH , 2EE
(HAFERERERK ) TREIINGZEAKAN,
RIBFREE , REXDRS , REFERG. AR
LRSI R 7E 7 Bl BB FI AT |, BRIk
DoElEEE , Myt ABENTETERE,
A, B segment.ms # segment.b
ytes fl#€retention.bytes configura
tion EfE, M4\, MR retention.bytes
RERAE  CEBENEENED,

retention.ms ERMER THERL REBR , EERESEG
ERZEOHERNERZEZz , REAF
WEFE LR, ERREEELASRENHE
BIH SLA, MRFBER -1, AITSERARFRER
#l, kN | retention.ms #HEMEHESEIL
7 segment.ms # segment.bytes #HEE,
o tRFEEBretention.ms 4, ©25
BHERNRED,

REREEAERERE

Amazon MSK 5 EELMHENE , YREBTCHARTREFEEETHAMNEE, SLEEESRE
B FH1TH Apache Kafka iR ATMEE , AL B SREREEEFNE

T &% HE Express REREXNAHEFEARE,

B Description Express Broker {E
broker.id Lt RIBREEHI PN EEE ID, 1,2, 3.
broker.rack REEIXHVMEE, ESARE  AZID HFHEEID

FHEE N MR B AE BB,
&ifj] : 'RACK1", ‘us-east-1d
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FMBABER

R
default.replication.factor

fetch.max.bytes

group.max.size

inter.broker.listener.name

inter.broker.protocol.version

EREEN

log.message.format.version

Description
FIEETENERERREE,

SHEEEIEER , HARKERN
RAMUTHEB

E-HAEETEMNREA
EHE LR,

ARRERER c EERARNER
BEXAE,

15 7 {58 F VR B hR A< Y = A 13
Eo

ERENFE - BAKERE

H URIs i25% 2 FR /5 B F 4
EEXEE., BuLERE
advertised.listene

rs property , {BFEERRE
listeners B,

EEARERE R A S0
E HEEAVRA SR,

Express Broker {E

3

1l
o

Apache Kafka 785%
Apache Kafka F85%
REPLICATION_SECURE &
REPLICATION

Apache Kafka 5%

MSK E4H#

Apache Kafka 5%
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FMBABER

B

min.insync.replicas

num.io.threads

num.network.threads

Description

EEEEK ack RER

all (= -1) 8, BWE
@min.insync.replica

s EEXSEWBREATEER
AN ERRME TR, IR
EEREINEG/NME  EEES
51 & FIAAI (NotEnough
Replicas 3 NotEnough
ReplicasAfterAppen

d )

BEAEREEER ack EXR
EHEIFITESHNMARE.
ZEiB# acks FXES "I
ESZREETRAREREA , Mt
AR EEE S BHEIIAR
Mo

fAIBRER ARELEFBRNH
ITHREE , P s e
B /0, (m7g.large , 8).
(m7g.xlarge , 8). (m79.2
xlarge , 16), (m7g.4xlarge ,
32), (m7g.8xlarge , 64).
(m7g.12xlarge , 96), (m7g.
16xlarge , 128)

A AR 27 A SR AEME B SR N EE R
3 74 (5] FE 435 2 4B BR A B4 T
B HE, (m7g.large , 8).
(m7g.xlarge , 8). (m79.2
xlarge , 8). (m7g.4xlarge ,
16). (m7g.8xlarge , 32),
(m7g.12xlarge , 48), (m7g.
16xlarge , 64)

Express Broker {E

2

BRIRTEREE,
=Math.max(8 , 2 * vCPUs

BRIRFTERERE,
=Math.max(8 , vCPUs

A EERE
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FMBABER

B

replica.fetch.response.max.
bytes

request.timeout.ms

transaction.state.log.min.isr

transaction.state.log.repli
cation.factor

unclean.leader.election.enable

T & B RRIRE

Description

BB E ETERN AT
HBELR. kg oit
IRREER , EREENAY 58 —{E3E
ZEHZ B E —{Erc skt
RRRILE | AlgEmE Ltk
SFHX , ERERE., L3ERE
HEE LR, message.m
ax.bytes (REER
fARE ) = max.messa
ge.bytes ( EFE#HRE) BM
EEREENEZHNEHIX
KD ER,

HERHRAFRSEFHEROE
RYBFE LR, MREREFZ
BIARKEIEE  AFRERE
EENMEEHER , MREHRA
&, AIFEREXRH.

RZEBEMNEREmin. insyn

c.replicas ##E,
R ETENERRE.

AFFTE ISR E&FHEA M
RBERFERNBAEE  BIFESE
REEEHEMEX.

Express Broker {E

Apache Kafka F85%

Apache Kafka 785%

2

Apache Kafka 78&%

FALSE

Apache Kafka REEXARABERBE. FEEEEREENMRBRNEEN , TREAERE, BEAE
EAFEEFRBAERER  UEFRAR. WFEEBENERRXNFMAES , FFSH Apache

Kafka #H&E,

A EERE
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WERERBA MRS BT MSK fARE |, AR I HE/TIRIE, T MSK fERERIE I REH
BEENET , B2 the section called “EEINEEME S,

FE

- BIHRE

i R 4EL A

IMSHEEFHER

S HE RIS RT IV REEE AR

B AR F B B[RS YA AR
Amazon MSK #BRER BE

BYERE
e 2 PR A INfA 2 32 B RT Amazon MSK #HEE | DUR il KT 46,
1. BY—EER  EHPEERRENEEBERRERNE, U TRAEHEABERNAR,

auto.create.topics.enable = true
log.roll.ms = 604800000
2. #ITTH AWSCLI &% , ¥#§ config-file-path R AZE L —ESBhEFHAECERN
B8,

(® Note
BREAGRENZEBYLAFESUTRAEER : "0-9A-Za-z][0-9A-Za-z-]{0,}$"-

aws kafka create-configuration --name "ExampleConfigurationName" --description
"Example configuration description." --kafka-versions "1.1.1" --server-properties
fileb://config-file-path

AT —EAT I8 & & A 2h 2 FERY EE 401
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"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"CreationTime": "2019-05-21T19:37:40.626Z",
"LatestRevision": {
"CreationTime": "2019-05-21T19:37:40.626Z",
"Description": "Example configuration description.",
"Revision": 1
.

"Name": "ExampleConfigurationName"

}
3. E—AHSLELHHIBLER Amazon Resource Name (ARN), &It ARN , RAHMGSERH
RSBULIARE, EREKRMERE ARN , A5 HIRE AT EHERKZIIT,
EHiARE
Lt 32 3R BA A{A BT B 5T Amazon MSK #HEAE,
1. BU—@ARR , £HPEEREMNHEHEEERRIERNE. UTREFHEBERNAS.

auto.create.topics.enable = true
min.insync.replicas = 2
2. BITTH AWSCLI %% , FRABEL—SHREFHABHERBRE config-file-patho

FERAEMNEREREEMN ARN BfR configuration-arn. EEEMBERERFAKRET ARN , BIT
A list-configurations R R HIRF AMAEHERE, BERIIHWAMEHEEEETREDRE
. #H5E ARN i HBERARBES,

aws kafka update-configuration --arn configuration-arn --description "Example
configuration revision description." --server-properties fileb://config-file-path

3. HATRI:THGTRANE LM,

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"LatestRevision": {
"CreationTime": "2020-08-27T19:37:40.626Z7",
"Description": "Example configuration revision description.",
"Revision": 2
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}

il BR#E 8
THRFR\MNAMBRAEZEERENER. SREMBRERZRENEE,

1. EEHTHES  BEERAEIAREEBEEGH ARN BUX configuration-arn. BN ARER
KfEE ARN , BITI M 1ist-configurations S RINHIIRE AMFTEERE, FEDHIHH
FIEEeERERESD, 5 ARN S HBERREESF,

aws kafka delete-configuration --arn configuration-arn

2. UTR#BTHGTERRIDEEAIESH,

"arn": " arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcdl123e8e8e-1",
"state": "DELETING"

HSHEEPHRER
THRRFERA MR Amazon MSK #HAE , LUERSHEREM PREE R

1. Tt EEEMAENPREER, EERUSHERBNFEMR , 51T describe-
configuration-revision,

EEHTIES | BERAEIHERBREEH ARN B configuration-arn., &EE T HRER
KfETE ARN |, BITIfEfA list-configurations S RI|HIRE RN EHERE, BEHIIHHN
FIEEEeERERESD, 5 ARN Lt HBERREEF,

aws kafka describe-configuration --arn configuration-arn

2. HATRIATHGTRANE LS,

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcd123e8e8e-1",
"CreationTime": "2019-05-21T00:54:23.5917",
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"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.59172",

"Description": "Example configuration description.",
"Revision": 1

},

"Name": "SomeTest"

GRS TR B E T
WA R A2 A Amazon MSK fAAESETRISHARE.

MREMEH describe-configuration R REAR MSK fHRE , ZEFIERBNPEER ., ZTEW
BiEENER  FBRAL®S  describe-configuration-revision,

- BTTISS , BEARMARKESEHN ARN BUS configuration-arn, BEEIMARERR
%% ARN , BIT[ff list-configurations MR RIIHIRE AT EHEE, FEHT|HHFT
EHESENEDES, HE ARN bt SHBRARBEEF,

aws kafka describe-configuration-revision --arn configuration-arn --revision 1

AT —EAT I8 & & AR 2h I FE RV EE 401

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcdl123e8e8e-1",
"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",

"Revision": 1,

"ServerProperties":
"YXV@by5jcmVhdGUudGOwaWNzLmVuYWIsZSA9IHRydWUKCgp6b29rZWVwZXIuY29ubmVjdGlvbi50awWllb3VoLmlz]

}

ServerProperties W{E#XF Baseb4 fRils. & & FEH Baseb4 fFiF2T (20 https:/
www.base64decode.org/) RF EBNfFHS , RISESAREIBTHENRREBERAT, ELtE
nE , BEWMBTIRE :

PN BB =
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auto.create.topics.enable = true

log.roll.ms = 604800000

5| &R F o B Bl BV RE
L 72 Fr 3R BA 2] 1) i 48R B B B AWS [BIFRYFTE Amazon MSK #HEE,

« BOTTH®S,

aws kafka list-configurations

AT —EAT I a5 & AR 2h I FE RV EE 401

"Configurations": [
{
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-abcd-1234-abcd-abcdl123e8e8e-1",
"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",
"Revision": 1
1,
"Name": "SomeTest"
},
{

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"CreationTime": "2019-05-03T23:08:29.4467",

"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
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"CreationTime": "2019-05-03T23:08:29.4467",

"Description": "Example configuration description.",
"Revision": 1

1,

"Name": "ExampleConfigurationName"

Amazon MSK #B &t &

Amazon MSK {HRERTLAR T HIiRRE 2z —, B EYHRESITIRIE , AREXEEMN ACTIVE =
DELETE_FAILED AREE :

« ACTIVE

« DELETING

« DELETE_FAILED

BEENESLEHNTE

Amazon MSK AFiE EH Express REREANH MSK ZRERHEERNEHFE, I8 H
EENIES>HHNELRERERE , BEFAFE=FIE, ERARLBOTEEEER A TELEHTH
BEBEFNTEIIE, cHEFEELREENEERE  UREERTEEHREH , Y ERIEIE
=

ERENMTFERANERRRNE  TE 0 PEATK , EFERERERMBNVEETAL. RIEE
&% , FTA#EY MSK Express B2 B EHMEFRBULIE , WEARSERERR 20, 000 BE7 HEH
BELR, WA, WHRTREER K MATEEEMARE,

B 2025 % 11 A 20 B , X# Amazon MSK Express X ERRXWAE AWS EFHYAFEREERE
EH,

F&E

- BEEHTFHENEELR

- EREEREHNTEHEE

- FREERSEHNTYEHNEEEE

- FHE—RERLEMNE TERE Amazon MSK 5
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« Amazon MSK £ EMEEF V&

ESENFENEFLTRN

RIZTERR , TEEEREREREANH MSK iZE £ SHREELEHNTEH, cBYTHIERL
XE

- BLFETEE : TRELE—T , BREEXFEERBRI MSK Express BEBHNEBE, EEE
FEIBROIREERNEZ  SELEHTEHSRBAI AWS REEBK , AN EEREPEEBEMR
PESEIE,
- BERBEHRTE  EREMER , LIGESFEEREENEERE  XETIERTEBEHT
EHOEE
- EREAEEERER ZBEHH,
- PN EBBEMERFARTE,
- TERKERXIBREENRERER,

@ Note
NMRFERESEHENTE , CRBEAEAS=SITEETHAEBENRFE , flW0 Cruise
Control, B4 BAAXEFEESEENTE , T8 E%EL%EEIE}E{%E’J’@UEE%‘H‘E‘W
API,

BA[LATE Amazon MSK i A R EALLINEE, B A LAEH AWS CLI. Amazon MSK APIs 5 AWS
SDK # 2 A 1tk ThRE AWS CloudFormation., MEFFMHEA , S EIERE Amazon MSK Z2ERIEE
ARREE T ¥,

ERESAEMTYEER

BT LLEA T %) Amazon CloudWatch 152 T MBS EEFH L EHIR/ENMREE -

« RebalanceInProgress : EfMFEETHE , WEEBIERH—X , BEA 1, TR0

e UnderProvisioned : RAE2E£BWHETRE , BEZHTEMOIEERTEH, BREEHMEES
REEXHEREENATEEER,

MFEIE MSK M2 REMET , FFBE 2722/ 2272
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FRESHENTENEESHE

- BERAEHIPENZEEERRES Express REERRHEH MSK %5,
- HREBPEEEFER, SAREBEEAZZTXE 20, 000 EADEIE.

- RAEERENTYEE K SELZFAIPIEEMERAPIs REFE=ZHEHTFHIE, EEFALE
APIs RE=HFTE |, EBAEBEXEE MSK Express B EE N B E 1 T3 ¥4,

EFE — B /Em EF @ FER Amazon MSK £

BREESRNEHTE AU EE-BEIRESEFNREENGE , UntLtnTHEREE, &9
LAfE Amazon MSK E# A= {#H AWS CLI., Amazon MSK APIs 5 AWS SDK 1 R# 1Tt 4%E AWS
CloudFormation, EZ2FREBEREXFTEHE , Amazon MSK €#17 % B/E :

- BESDEIEDBEFTHRERES,

- REBBRNWREERIBBHIIE,

ELRQLANETERESR  AFRELNCEAERNNEETAMTEZIRE,
Scaling clusters using AWS BB X2 4

1. BARK Amazon MSK Ei#E#& |, it A https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/,

2. GEHEEML  BEFEIMN Express HEE, MEEITME Express HEEMWFMER |
B SB1: BY MSK BB E,

3. EBFTHNBEEH , REREAEEXBE,
4. ERESEEINREEXBEEEL T TIIEF—HEE:

3

- EEEBRETHEESAREES K FEESREEXAHEEZSETRAEDS  RARBAEEH
BHREENHE,

- EERBETBRAEES  FEECSEATARABKR —ERERER.
5. ERREFEE,
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Scaling clusters using AWS CLI

FALEBFREEENREERNF#RO LA TERES., BZE PHTHBEAWSCL , 5
£ A update-broker-count 5% , M T HIEHFIFTR, ELBFSH , & target-broker-count 2
BHEEREEETHRENRERREE,

aws msk update-broker-count --cluster-arn arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopqrstuv-1 --
current-version ABCDEFIGHIJKOL --target-broker-count 6

Scaling clusters using AWS SDK

FALEBRAR A NFERERAFERERSIMRES., SEMEH AWS SDK #1TILRE ,
s £ UpdateBrokerCount APl , 30 5 & 6IF R, & ¥ TargetNumberOfBrokerNodes 2
Y EECETEETMANRERXHE,

update_broker_count_response = client.update_broker_count(
ClusterArn="'arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopqrstuv-1",
CurrentVersion='ABCDEF1GHIJKOL",
TargetNumberOfBrokerNodes=6

Amazon MSK BN EBEREEH &

BERECENTHREERENTEHINEN -2 , HRRHBESR Express REEXNMWATEH MSK

HEEERR, ELOLTEOTEEEER  Amazon MSK EEBERESEIEETE , EREPEIRE

SEEFHRERN  XRRERIBEIIEUBR, ATRAIEESEREEAENRESMF,
ERNENFHSMEA Amazon MSK REEXRYE B BB R EEXENTEHHRE.

UL EETENREBEREEF TE. BEREENFESHEELRENESE  IHTTIE
£ -

- BMREERXNERAE (CPU, M. ®#1F).

- BEHFARITERE , TEHEERTHAM,

- BEEERERENEL K MEREERIATHEF FEHIRENEESIE 180 £,

. HEEBEEWR
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Pause and resume steady state rebalancing in AWS BB X #E &

1. BARK Amazon MSK Ei#E#& |, it A https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/,

2. UEHEEEMLE , ##2 Express BEE, MEEINME Express HEBEEMNMHEN |, B2
B 1:BY MSK fEEE,

3. EEEFHNEAERL BRI EERENTEHREBAERAY. NREZEREHFHATASM
RREHEE , BRI Express BFE &K

4. EBETHBEF ,&Eﬁﬁﬂ%‘%ﬂi%ﬁflz@io
5. EREESEENFEHEEERL , BT TIIEE:

\}t
|

B

a. EECHF.
b. EEREEE,
Pause and resume steady state rebalancing using AWS CLI

EZEACTIVEFE R SBENEH T EAMRERES AWS CLI , 8 A update-rebalancing a5 , 1~
&R R, FEHHSH , A rebalancing 285 EAMEE,

aws msk update-rebalancing --cluster-arn arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopgrstuv-1

--current-version ABCDEF1GHIJKOL --rebalancing "{\"Rebalancing\":{\"Status\":
\"ACTIVE\"}}"

Pause and resume steady state rebalancing using AWS SDK

B A LAE A UpdateRebalancingRequest API 3R E# S EFT P EREE |, LR AR ES3R
BRENFH. THEHI RS E 5 FEik8ERE A ACTIVER PAUSED,

final UpdateRebalancingRequest updateRebalancingRequest = new
UpdateRebalancingRequest()
.withClusterArn(arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopqrstuv-1)
.withCurrentVersion(ABCDEF1GHIJKOL)
.withRebalancing(new Rebalancing().withStatus("ACTIVE"));

final UpdateRebalancingRequest updateRebalancingRequest = new
UpdateRebalancingRequest()
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.withClusterArn(arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopqrstuv-1)

.withCurrentVersion(ABCDEF1GHIJKOL)

.withRebalancing(new Rebalancing().withStatus("PAUSED"));

E MSK 28 & L1534

Amazon MSK EEHIEMBEFREREN LWEE, HESEFSNEFNIIETEINEE. FTEIHE
CREEXZRREN. T2UEH , URHEBEEREFERE, 22NV EFMENHOBRBER. BMAE
HITEINERE | UBARANEREL R, JRMEH Standard M Express KEBRERXHTHE , B8
BATE,

BEREREAEMH
MREEREEEY  FERERANEFTEXELRARANEAMEI

Amazon MSK £ BB REEMRMEFRENS TRAM. FUBRES , AEEX—REFNRD -

8 , Kafka EEBHREEHIBES — @R LRERER, Katka AFmEARNERSE K TEBENSEE
REBNEE  VWREKEREA MSK E#EINFH, EE Apache Katka A iy HIEEH FIHKIE
IBRERE , SR/ EHYE,

EREEXBERE  EENAFPR LEITRMEPENERERRERN, SHFHE po9 HRANEA
E (BEREEY &2 2V ) PHEERER (RZ27E, BE8Y ). EEREREHN ,
HAFREMEREMNASEREEXMEX ; EFEXEENEESRRE , YEEMERRER,
MEFHMET , F2EPNEERBEAAFRTEEE,

BB EBHESNIEE 8 MUnderReplicatedPartitions , AACEANAKRERX LN IETFS
HERER. ETEXEEARIEANER , IATHMABREX LRENELSEEEARELER
BRIEFER,

BRENR  EREEXEFLRER K ©FEE "EL) BRHELNALS. EEEHNE , £URaRR
HWREREEN CPUNERAEREMN, MREEREEX LARHAN CPU, LRE. BERNEKEE
R, EEERZTEXERANENEZES

& ¥ Express REENISHH

Express VBRI EHRBIFER. Amazon MSK LB MW A RIS EBEHNEE , EXRTET
DHEHEABRNE—REEXSENRD. ETRARETEEHHBEEREN A EHERRFIES
AFTEISARE, —NAE K RECREEIEFHABBESRETTE K RAEEEKEEASEER
BERNEMRERES,
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REREEXNEEREEBRENER , BENERRAEEHBATHENB TERLENE

¥, Amazon MSK E71E/8#Y Express REEN LREHABERE K UREESERNTE  ETRE
ERERXEHMABPEEHHEE, ELMEA Express REBEXR | ELNETTERLBH. KRE
MR R

REREEX -RGU=BLAEREN K BENAFREEFTRBYEBEDRERE., KTFEER
DHEAERRRRAS 1 W2 MEEEATE, I, BELEHRMEBHN Express REEXLLFEENERE
HER, Express CEBRANERBEREBR , RREARAREENEEGFEES , REFEH

Do

MEFTA Apache Kaftka FERRER , AFHEMRE Express RERRBENELANAFiF-ARSES
o BRELHWAFHREEAREBEACEANEERERENAZBEE, FERIEE Apache Kafka F
FimfREERRIEGRERE  SEEHTE, EREBEXEFREZ , 8N AF KR L ER T
MHENEREREEEN, EFSFELNEENER , RARBINEEKEE,EEEE, K
Apache Kafka AF IR 2 BEBIAERE  WHBEABERETNEEEREER,

RN EERRNAFRAEBE
Kafka RFFEERRERRN  RBREEY  BERERFEFENEETNE - HRREEXTEES

TEREFREIELERTA,. ERAAS —BREEXSEESIE®RSE , A Katka AFiK lib €8
BREBEIRAEEFRGHNAEELERK.

R FimfE RER & H

EEeEYAFREAEREMARFBTAZENLAREN ; ARBJLAKDER—ISEHBAEE , MA
RAFRZAREREREN , MERBEFREZGHRES,

Kafka {5 F 5 Sh AR 5 342 6t SFR AR
BB

1. FNHEE A EABERARE,

2. Kaftka AEFREREIGIAMRRT (BESMEPEHERRK not_leader_for_partition),
3. EEFIARAEMHEE Katka AFREMEFEER , FETHREFTNESE,

4. Kafka AFHWSRESBERELGEAREELX LT EIEEEE,

HEFBEEERE 2 WHNER |, 8 AN Java AFEMTERERE, AFREREFMAESE
B, BEFE5I#EE , I "WARN, Bk R
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g : BRI 1

10:05:25.306 [kafka-producer-network-thread | producer-1] WARN
o.a.k.c.producer.internals.Sender - [Producer clientId=producer-1] Got
error produce response with correlation id 864845 on topic-partition
msk-test-topic-1-0, retrying (2147483646 attempts left). Error:
NETWORK_EXCEPTION. Error Message: Disconnected from node 2

gl : BISMRR 2

10:05:25.306 [kafka-producer-network-thread | producer-1] WARN
o.a.k.c.producer.internals.Sender - [Producer clientId=producer-1] Received
invalid metadata error in produce request on partition msk-test-topic-1-41
due to org.apache.kafka.common.errors.NotLeaderOrFollowerException: For
requests intended only for the leader, this error indicates that the broker
is not the current leader. For requests intended for any replica, this
error indicates that the broker is not a replica of the topic partition..
Going to request metadata update now"

Kafka AFImBEEE 1 WANRS 3 WAEBERELER. EEAFRERPETRS p99 WEE/
ERLEE (BYR 100 FANSEY ). EBURERBERTAFIRERESNARFHZEHRHEAZE
BRE. 2R HHE—,

RINNAREBETUESEREEMRERER LM BytesInPerSecH LeaderCount 528 N 2RER T |
DURERENEE N MFEHRBE., BHBEETUnderReplicatedPartitionsiEiZEiN , EEAR
BB ERE BN , FSEm.

SEREDEAR
ERRETRERATEAFR-ARRFENMHE, ¥ RNEEREEHE

« ERESRRIAEMRMER Kafka A F i libso

- EAE=SRAFiH libs WIFFAMTERITAMER

- BHRBRHEH S EEEASERIERERE,

- EEESEFNEGE SR EREE TEERE,

ATHREAEERNTAREERERERE , RMIES
- XAERARFBRREES , URFREZEFRAEEXEERR  LBRESERESE,
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- AFREXEXEMAER , URARAFREEREBE,

- AFREXEXAERE retry.backoff.ms ( FEEZ 100) , LUl & EF/FEREAR,

- FAFmERENSER request.timeout.ms Fl delivery.timeout.ms SR EAFTAEARER SLA HWE, B
SBNESERREARERNAEBERERE,

- AFmEXEXARR bootstrap.servers B2 E4 3 ERBKAEREN , LBEBMBRERERTH

- BEAFREAENBRERAEtGENE  SHERAERARZASETERERLBENIIARRE
H, mEEAES , F2EAFK lib BEXM , WEAER ERNENER/EZEE.

- RMEBEREENRAFIRIEE, MUWHNFERR , URTIERERNVERTH.

- RMBERIIREMNFE =7 golang M ruby EXEERBEREBEEABRBUBNREGHME , 8 &L
NRATZHENFER. BRTHERRDEENER N, RAEBE-—EERXBERER , SOHER
AP REFEERSEEMIT.

« BEFETEHMAE/not_leader WERMHAIIMRRBHEE R , RAEMARERN., THEN , Y AR
7= kafka BB ERN —FB Do

- BF T HETE UnderReplicatedPartitions LR HETR , RACMHEE—HEREERXHEREE. &
FEBRTARN,

Amazon MSK &4

MERZEM AWS RESEEIEF. 58 AWS BF , BAUISRERPOMBIRER , ZRBE
RREREZEHREBHEIRMEE.

ZEMR AWS EECBNARERE, AFSEEAFHERAERNEZEYE  NBRKRPNZT SN

- EIRNZEM - AWS B ERETE AWS Cloud F#11T AWS RV EREZE. AWS th BEREMT
Z2FEANERE. ERAWS EHRFEN Iy , E=FEERAESEHIETIRIFRMLZENER
M, BETHERAM Amazon Managed Streaming for Apache Kafka B &R 5HE |, 5528 Amazon
Web Services W& RETEIREEE,

- BiRNREMN - ENEEEURREER AWS NIRE, St4sFAHHEARREEE S FRENIHRE
. BRBANERNEAEENER.

ANXHEBRAERT BN EREA Amazon MSK RERREEEER, % EEREUAERE Amazon
MSK REFESENEZLESHREE, Bi§ T BuMEHEM Amazon Web Services , BB RE IR IR
& Amazon MSK &R,
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&

« Amazon Managed Streaming for Apache Kafka i & £l 4R &

+ Amazon MSK API 1 § 7 BR 8 M IR

+ Apache Kafka API B & 7 B 35 M 2 4

- 8% Amazon MSK £ Z2F A

« ¥E%¥ Amazon MSK # £ Apache ZooKeeper &1 EhHY 1FHL

+ Amazon Managed Streaming for Apache Kafka B & 35 58 5%

« Amazon Managed Streaming for Apache Kafka #Y18 R 8
» Amazon Managed Streaming for Apache Kafka B ER L =4

Amazon Managed Streaming for Apache Kafka #9& B4R &

AWS H[ESEE B AR Amazon Managed Streaming for Apache Kafka A ERMRE, GthE R
iR , AWS ESFREHNITE N 2RERRE AWS Eif, CASHBLLERE LEEARTHN
RHE, SHEREEFMER AWS RE WE2EBNERTK. NEENBAENMER , F2
RERBIERERHEE. UEFBEBNERRENHEEEN , F2HAWS REMIER LHAWS
HESEEEF GDPR HEEXE,

ERERREEYN , RMEBERE AWS IRF 2 AER , XA AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) REEBBIEAE, Mtt—R , SECAERBISESRETH
HEBFHENT. BACEREEATIHANREER

- BERFHECHSEERRE (MFA),

o £/ SSL/TLS B2 AWS BERBH. BMEE TLS 1.2 WEBEMEH TLS 1.3,

o {F/H RE API F{E A& FEEE 8 AWS CloudTrail, INEHEIEA CloudTrail BMEHEEL AWS SEEHY
B, 582BAWS CloudTrail { fERAERE) FHERA CloudTrail 1B#t,

. fEF AWS IEMRFR , UREDWFEERTEES AWS R
- ERAERNZERZLRKE (B0 Amazon Macie) , HBIREFREFHEFEE Amazon S3 HEUBER,

o WMRMBE AWS BB HIRED API FEH BEE FIPS 140-3 BREN R Em=ZEHE , 556£EH FIPS
w2, MERE FIPS # FIPS inEMNEZMHEENR , SR BIPEAREIZE (FIPS) 140-3,

BAEZIEBREHTEREFNETHH b SHARBREN , HEEEIBEBBNXEHN
o, flnEREEAL. EaFESEER Amazon MSK SEHA AWS BRI 4. API AWS CLIStHAt
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AWS SDKs B, SERBREAAEANZRUPBANEAERRAIRARGFERZE B, MRE
REABAMKRIIZN URL , BMENEBF I ERECHRMARB[FERN URL F2EBEEA.

&

« Amazon MSK fin#

- BAASEA Amazon MSK iNZ

- BESRE VPC w2 A Amazon MSK APIs

Amazon MSK iz

Amazon MSK IR ERINZIRE | B UAFEHELZERFTSBERENERNEEER, Amazon

MSK ARMBN BREMSES 13HAEH —X. Amazon MSK ERBEHAMEEENELRE, B
Amazon MSK BBV REBEMIRER , RERBEXNBESRIF ACTIVE MG, HREEREREXE

% , Amazon MSK €& certificate-update R #EMAINTENANCERS | iSEEMNMRERES . MSK &
EEHMTHRACTIVERSHEE . EXEENBIEENREFE , ZUBEEENFERER , 8L
HEBITEMETRIRE,

Amazon MSK FFEEINZR

Amazon MSK B2 AWS Key Management Service (KMS) 4 , AR ERMNRRETHMNZE. Amazon
MSK —ZENEFEER . BV MSK REREEXE , ATMEEEE Amazon MSK AXRINZFEE
R AWS KMS key o ZITIEE KMS €88 , Amazon MSK B8 BB AWS ZESR , IRRE
FHE. WE KMS £BMNFMEENR , 520 (AWS Key Management Service Fi3 A E3E/) H W
AWS KMS keyso

B A Amazon MSK ti&?

Amazon MSK f£H TLS 1.2, BRIEFER , SMEE MSK RERERX 2BEHTNER, LA zZE
VEERERLER

HYAPFRERERACENESR , EXAEETI=BREZ—:

« RAAFFTLS MBENEHR, ERFERKE
« RFHRENF , LUKk TLS BN EHR,
- ARFHXFER,

Amazon MSK R # A/ HF AWS Certificate Manager B&&. Hitt , {EAIE1E Amazon SERS
WEEERE , tEE5E Amazon MSK RERRNEH.
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B azIEBRAEHTME , BIETAEEHE CPU BINEANETNLEVNEE, T8 , KSEE
ARGIEHELEZESTHRZ , AREEEFRNEE. ArmNEARERENER,

BtAE A Amazon MSK Nz

B MSK #2&EK , AT LUEE JSON BN MERE, T2 21,

"EncryptionAtRest": {
"DataVolumekKMSKeyId": "arn:aws:kms:us-east-1:123456789012:key/abcdabcd-1234-
abcd-1234-abcd123e8e8e"
}

"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"

§t¥f DataVolumekMSKeyId , BAIMEEEFEE M , AATHIRS P MSK 1BIZ AWS ZF
48 (alias/aws/kafka). MREKIEE EncryptionAtRest , Amazon MSK I &7 T INZFHRE
ERAWS SESR, FEYEBEFEFRAESE 58X GET FRFLFA DescribeCluster
AP| #1F,

&% EncryptionInTransit , InCluster WARRER true , BN REFEE Amazon MSK N
EREEXNCEEENESR , AITHRER false,

EFERTAFREREBEEA CEEHERNMEZEES | 3548 ClientBroker FREATI=ZEBEZ
— : TLS., TLS_PLAINTEXT, B}, PLAINTEXT,

=

o 3 Amazon MSK B ERIEEMRETE

o A5t Amazon MSK TLS tnz®

#3I Amazon MSK # &I EMBRRTE
IR FEREA AN{a] £ 22 3T Amazon MSK E &£ s E MR E,
BIUYSRERIEEMRERE

1. B —EHFNATREEERD  YARRGRATMELENETE, Sy, Bk

encryption-settings.json,
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2. #1T create-cluster @HYEMA encryption-info BERIEEERFHEE JSON HBEER T4,
T %= €6l, $£/H Apache Kafka A FimhR4EXX, { YOUR MSK VERSION}., WMIFEBREWMAS
B MSK BEMANEN , FBFSEYHE MSK BERAE, FEE , FAHE MSK BEREATRM
Apache Kafka Fi FimhiR A& , AJa2E B Apache Kafka ERHER ., BERMB LS,

aws kafka create-cluster --cluster-name "ExampleClusterName" --broker-node-group-
info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--kafka-version "{YOUR MSK VERSION}" --number-of-broker-nodes 3

AT AT e & & A 2h 2 IR RV EE 401

{

"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/SecondTLSTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e",

"ClusterName": "ExampleClusterName",

"State": "CREATING"

Al Amazon MSK TLS Nz

LR R BA Al £ Amazon MSK E3BIE TLS mnz,
ZERE TLS &

1. {KHR the section called “3E 3 F Fimizs” PEVIE 5122 A Fimias.
2. TEAF iRy %% Apache Kafka,

3. HEHEHIF , BAER VM EEFHERE MSK REBFE. sEEKM , FLEAFRMEE L2
MEAR /tmp WERR, R, BIE Apache Kafka Z&H bin ERR | IHTUTHS. (K
JVM B EAIRERRE, )

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts /tmp/kafka.client.truststore.jks

4. EIPARERFiR#3S LM Apache Kafka Z# K bin ERIRSG BV —EHEA
client.properties BEBUTABRNXFER,

security.protocol=SSL
ssl.truststore.location=/tmp/kafka.client.truststore.jks
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5. £ AWS CLI BR# HI#es EHIT TGS , ABEMN ARN BUX clusterARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

BRUNERBEERNT. @RFLER K BAET—ASRIFERTC.

{

"BootstrapBrokerStringTls": "a-1.example.g7oein.c2.kafka.us-
east-1.amazonaws.com:0123,a-3.example.g7o0ein.c2.kafka.us-
east-1.amazonaws.com:0123,a-2.example.g7o0ein.c2.kafka.us-east-1.amazonaws.com:0123"

}

6. BITTH&S , #§ BootstrapBrokerStringTls R ABE L—BASBHERENEF —ERE
BRimE,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringTls --producer.config client.properties --topic
TLSTestTopic

7. FBFHNSTRELEREMENAFREESR, AR T TISSRELTEAIAE,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringTls --consumer.config client.properties --topic
TLSTestTopic

8. HHAEZHRED WMANFARERSTBRELRITE  ARENHAERELSHRMARNA
B, Amazon MSK €&+ NZ AL,

MFEBFIERE Apache Kafka A Fiw A EAMZEERNEFHEER |

Y
W
&5

% E Kafka F B,

EBESR M VPC inEEH Amazon MSK APIs

B LAMERATE VPC %3 , BB AWS PrivateLink 24t , LAB5 It Amazon VPC 1 Amazon MSK
APIs Z BRI REREF Amazon M. NTHE VPC mB T EEMRMAEFIE. NAT £E. VPN E#R
AWS Direct Connect ##%, AWS PrivateLink &—%& AWS £1if , AIZE&E Amazon VPC FfEAE
BB IPsEMMERRNE , £ AWS REBZBETIREERA. NMEFEFMER , F2/ Amazon Virtual
Private Cloud F152 M VPC i % (AWS PrivateLink).

B ERER TR AWS PrivateLink B2 Amazon MSK Provisioned 1 MSK Connect APls &
R, EEMBMER , BFAEN Amazon MSK APl X /M VPC %% , LIBRKBEBNE VPC w1’
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Amazon VPC &RE A Amazon VPC ERMAE. BUE FIPS W5 E VPC iwEEANRERED., W
EHEENR  ESEEN TR,

ERLLIhEE , B8 Apache Kafka A Fif o] LAB) REFEEUE AR F 55 LABE MSK #iZ= MSK Connect &R
EAR , MEEEERRERAEBERT S,

BMNE VPC imHE , HEETIHHP —EREREIRE :
R MSK #i :

+ com.amazonaws.region.kafka

- com.amazonaws.region.kafka-fips ( BXA FIPS)

H region RENEFHER, BRELREEBIUER MSK EMEEMN APIs, MEFHEF , F2H
https : //https://docs.aws.amazon.com/msk/1.0/apireference/ RV IE1E,

#H MSK Connect :

« com.amazonaws.region.kafkaconnect

Hh region &N EFHEHE, BEWREEBIER MSK Connect 1A APIs, INEFHER , F2

B {Amazon MSK Connect APl 2%) I EI1E,

WMEFMENR , BEEILNTE VPC step-by-stepiRBA , 5828 ( AWS PrivateLink $§F) FHEIT
TH] Ui 21 o

s

&% Amazon MSK #23X MSK Connect APIs By VPC i 2t i 17 EX

VPC in B BUR A B E B BREEE VPC in , SiFAEEE IAMFERE. FEIACHEE
BB E AR SRIRHI1FE , MABRFIRBEEIBIEEMN VPC i HETER, FRAEBENEFIBERRER
MSK #Z 5 MSK Connect BREHI ZEEF A,

WRIERFER M U R BB BUR |, Amazon VPC S ARBREZUA AT B FIERK. mIEBET
EERRER IAM SO ERBRIBBBIENBR. EM/B1TEDHWBERSRH Win 3B AEE < R
B FEG

MBAER , FHSB ( AWS PrivateLink $75) FRIEA VPC B2 HIE RBHTE,

MSK Provisioned — VPC policy example

HRER
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LeEE BRI LUE R VPC imdh. (WEFME , F2H 2% Amazon VPC ERHIER). Ti§
BERG AEBEBHEREN VPC inB 5 H MR E

{
"Statement": [
{

"Sid": "MSKReadOnly",

"Principal": "*",

"Action": [
"kafka:List*",
"kafka:Describe*"

1,

"Effect": "Allow",

"Resource": "*"

MSK #5% — VPC % 2h B K &4l
PR | $HE E MSK E SR FHEL

LeEBHIBER AT LUE S VPC ik, ©EIBEEREN VPC inMIRHIHFE Kafka BERFE.

{
"Statement": [
{
"Sid": "AccessToSpecificCluster",
"Principal": "*",
"Action": "kafka:*",
"Effect": "Allow",
"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/MyCluster"”
}
]
}

MSK Connect — VPC endpoint policy example
Bt i 3 BRI 2 3T ¥ AV E AR

LAF 2 MSK Connect iR B BURRVEE . BER RFFIEERY A B 5| B k38 30 2 M AV E 2R
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "MSKConnectPermissions",

"Effect": "Allow",

"Action": [
"kafkaconnect:ListConnectoxs",
"kafkaconnect:CreateConnector"

1,

"Resource": "*",

"Principal": {

"AWS": [
"arn:aws:iam::111122223333:xr0le/<ExampleRole>"

MSK Connect — VPC i 2 B 3 & 45
EAHRBEEE VPC H4EE IP it BIFER

THEFBRONRAERFREIEE VPC FIEE IP UatHEREI . REHM IP UutHERE
gR%

{
"Statement": [
{
"Action": "kafkaconnect:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",

"Condition": {
"IpAddress": {
"aws:VpcSourcelIp": "192.0.2.123"

1,
"StringEquals": {
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"aws:SourceVpc": "vpc-555555555555"

Amazon MSK API 9 & 7 B B 1%

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥ , AT BB EE S L4 iE 5% AWS
BERNER. IAM EEETEGIHLE A SN ETE D ERR (BA) WESXE (BEEFHT) UEH
Amazon MSK &JE. IAM 2 AWS R Er L e EFEHAN .

TE

» Amazon MSK #{a#&Ed IAM E4E

Amazon MSK & % B B 5% & 4

Amazon MSK W lRIEEE A

AWS Amazon MSK #) S &%

# Amazon MSK § 2 M ZEGE T HFER B

Amazon MSK fn{a#& &g IAM E{E

EEER IAM BIEY Amazon MSK BWIZEUEZ B |, IEFESZ T SRWRLE IAM ThaEa] LAEBE Amazon MSK 12
BEH. EESHET # Amazon MSK FMEftt AWS RIGI{AEE IAM BB ER , F2E (AM FHEE
M)y HRE IAM AWS E£EERAN R,

&

« Amazon MSK &2 B BUE

« Amazon MSK ERE BUE

« ER Amazon MSK EBHZE
+ Amazon MSK IAM &
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Amazon MSK & 4 B B3R

£/ IAM 2 BEBER |, BULUEEAFREEBNBENER , UREMAEFRGT AFFRIEED
#E. Amazon MSK XEREBIE. BERMFMH SR, HE THEE JSON BERHPERANAETE ,
BY IAM EF EEETH JSON BHRTES E,

Amazon MSK & BB R B

EESWLER AWS JSON BURRIEEH T AFHAR, thpEaR , MEEREERE T oA
EERAITHLEBIE,

JSON BURRE Action TEMRE TR AFHIEBBRPFRNEF, BREEADERRTH
1TAEBABR BN ERVET W,

Amazon MSK R B REIEEEBEZRIEA T IR : kafka:. Bl , EERTFEASE

F Amazon MSK DescribeCluster API ##EH#HR MSK BEMNFTY , FEHBE+HIE
kafka:DescribeCluster B, BIRBRARNSEEE Action = NotAction &, Amazon
MSK € E& B W — B , HIRET LUEA L RERITHER,

IR , MSK £/ APIsHBUERBMFEBIME 2RI A kafka-cluster¥ & , FF2E IAM REBKRE
FENERNZEE.

3
V2

EERE-RAXPIEELEEE  FRERSR , WTAR :
"Action": ["kafka:actionl", "kafka:action2"]

==

WA LERBRE T (*) RIEEZEEE. Hla , EEIEEMBER Describe XFWFTEENE ,
SLATEE -

@

"Action": "kafka:Describe*"

= EEE Amazon MSK BI{ERNEE |, 552 B (IAM A EIERE) P K Amazon Managed Streaming
for Apache Kafka VB ¥E. EIRMIFRAE.

Amazon MSK &9 E B E IR

EESWLER AWS JSON BURRIEEH T AFHAR, thpEaR , BHMEERE M ERE T oA
FEERHTIRL B

Resource JSON R tEZ WIS EEEAIENYH. REEBRFEHAE Amazon Resource Name
(ARN) RIEEEER. EHEFTXEERBRHT , FABAF R () KT ZREAXNBARMEER.
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"Resource": "*"

Amazon MSK #{TEREEREE LT ARN :

arn:${Partition}:kafka:${Region}:${Account}:cluster/${ClusterNamel}/${UUID}

INE ARNs BXNHFMEF , 5528 Amazon Resource Name (ARNs AWS AR ¥ &5 & Z2

il |, ZEEFRRRXFIEE CustomerMessages H1TIEEE , FEFEALLT ARN :

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/CustomerMessages/abcd1234-
abcd-dcba-4321-alb2abcd9fof-2"

EEEEBARERFHMEHNTER  BEAEAFT () :
"Resource": "arn:aws:kafka:us-east-1:123456789012:clustexr/*"

BL Amazon MSK B)EEEHMSEERHIT , SIMAREBVERNEFE, HELERT , BXAEH
BRZFT (Mo

"Resource": "*"
EEARE-MRRAXNHPIEELEER , FEAEHRSE ARN,
"Resource": ["resourcel", "resource2"]

EEEEF Amazon MSK ERERKHE ARN HEE |, F2HE (IAM EAEIERM) P Amazon
Managed Streaming for Apache Katka EEHNEIR. BE 7 RERUEAMBLEEEEESBERN
ARN , 55289 Amazon Managed Streaming for Apache Kafka E & B 1E.

Amazon MSK & % B BUR &4 R 5| 8

ERE A LUER AWS JSON BURRIEEH AT ENAR, WH2HR , WHMEERE T BERAAE T oS
EERHAITHLEBIF,

Condition TEERBERNIKRY , EERBXNBITHRHE, BRI FERFRTEETFNRTER
X (BINSFRIIR) , REBBRPORGENFBRPNE, EEEFHME AWS £8RH4REIE , F2
B IAM EF &) FHWAWS £ERGABTREIE,
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Amazon MSK 8 EZACH — B4R , tXEFEA - LeEEMR, EEERME AWS K4
iR, F2H (AM EAEER) FHAWS HRGRBER.

£ EEE Amazon MSK FH4EHBFE |, 528 (AM EAEHRE) HH Amazon Managed Streaming
for Apache Kafka ViR, BEETHETUREMLEEEMERFER GG , 5528 Amazon
Managed Streaming for Apache Kafka E 2 # B11E.

Amazon MSK & 4 B BUR By €451

EEMRIE Amazon MSK B0 B BURKE S , 528 Amazon MSK & 9 BB ZR &5 45,

Amazon MSK &RE B3R

Amazon MSK X BB EBE (LBAEREBR) B Amazon MSK REREFEH. ZAUFEHES
BUREZRWL IAM TR EFEIRFFFT , AARE Amazon MSK #EMNFAEER, B IAM AF RS
TERBRECHK  SEUUCHEBERFEAERNAFKBHER Kafka ERFEMNFFT.

BEBERIEHARNERS 20 KB,

HERBNAREREBRNES  FSHTER 2 . BESPHREEE MSK #5,

EH Amazon MSK EZEBH F#E

B U ERIEREE Amazon MSK B5E., ZERBEBRFIFE , FEA
kafka:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys 1§48 , £
RHGEGTESD , BRHEBREA. WHEER Amazon MSK ERHER , 582/ the section called “1Z
iLEE

BREEEBNHH TEFHEEEFN. FERLTENNAERE  CFEEERPHERIARERNE
BIBRAR o

EERBSHBEBERNES  UBBEE LNERRFIBEENTFR , F2H REEEFI Amazon
MSK &£,

B AE B 2 BEBERPERGY |, BIBEBILFY Amazon MSK ERIWZEE., THEHIBERNBE
AEEAEERESE. NEHSIEREREX, JIHERERXER, ENAMKRE. T8 , REETES
BEROwnerNEAXEAEN K, BRI R T Musername, THERFHE —ERRRN L FF
EFREELNETE, EBXEPHE-—EARRXTERETMTEEFTI.
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JSON

"Version'":"2012-10-17",
"Statement": [
{
"Sid": "AccessClusterIfOwner",
"Effect": "Allow",
"Action": [
"kafka:Descxribe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*",
"kafka:Delete*"
]I
"Resource": "arn:aws:kafka:us-east-1:123456789012:clustex/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Owner": "${aws:username}"

}
},

{
"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"

]I

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/*"

Amazon MSK IAM & &

IAM B & 2% Amazon Web Services lRE P EBISEF TN EE,
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S ERERFEE Amazon MSK & E £

B EEBHESERAEREE. BT IAM 86 , IR REBIRFA®, B LUEIBMFY AssumeRole
% GetFederationToken & AWS STS AP| I2EX RISl LB AER,

Amazon MSK X E#EHE KRR,
R EZEAE

B 7% E 4% & € fo8F Amazon Web Services FRNEHMBREFWER , UREBZTHEE, R EEACE
BRELSH IAMIRES | WHZREFF#EES, EEETURE  EFEmREREEE/ENFT,

Amazon MSK X R EEZ AR, NEABENREIE Amazon MSK RIS EE A EMNFMAET ,
2:RBthe section called “IRIEEZEHE,

3

Amazon MSK & 7 B! Bt s € 4

BIBEFER , IAM EAENABKEHIT Amazon MSK APl BI{EREFa], EEENARI IAM BEE | 2
HERAENEAEGEREEERLIAITEE AP BEMEMNTT, EEEEEN A EERREEEEE
ELAH IAM EHEREE,

BETROMERELEF JSON BERXHEY IAM 5o RBR |, F2H (AM EAEERE) PHE
JSON ZE8] L BT HBR,

FE

- BREEER

- AEAEREMMBECHET
- 77HX Amazon MSK £ &

- RIBFEEFE Amazon MSK E &£

HRREER

FOoEBREHEHERFAINEBASREAINEY, FHEMER Amazon MSK BiR. SLE)ERIEE
ERENAWS IRFELER, EXRBNNRES 2 HBKRE , FERTHEARERSHE !

- FEER AWS SEBRRYE BRI RKEERTT - EERBRFIRTENCERAENTERR , FEH
BT R TS EREARAN AWS REBKR., ©ATELN REM AWS IRF, RAIEZRLEESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBK.
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- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2H (AM ERAEREE) B IAM FHBEERAEFT .

« R IAM BUR PG4 — S REIFEE - SO RAFIEEBER , URHIEBEMNE RN EE.
Bl | WA LAREBERRY , EEXEMEH SSL BEFERR, MREBRE SHERARKEE
AWS FREE , &t o] LA B R4 3R 4% F HZEUE CloudFormation, MEFFMAET , 5528 (IAM £
#18r/) M IAM JSON BURTE : &

£/ IAM Access Analyzer &% IAM BUR |, BRFF A1 £ 2 B A IEF1E/E - IAM Access Analyzer 5
BHBERMBRBBEE |, BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 12 100 ZIHBRRERVEATHER , THPERELXLBEEANBER., WEFAE
A, F2E AM FHERER) PHEEA IAM Access Analyzer B 38 B

- FEZEERRI (MFA) - MRENRFIFE IAM FRER FHREAE AWS 1RF |, BRE MFA
DREREeM. WEEW AP BERER MFA |, 1§ MFA BREFIBZEHNBER. NMEFME
7, m2E (AM EHEER) FIESB MFA E’J;zé AP| FH,

WE IAM FREERNEBENR , F20 (AM EAEER) 91 IAM 22 &EEK,

R ERAERAMMIBESHTT

tEflE REMATREYBER , FF IAM EAERRHNItMERAES S NABRRZERR, HEE
DEEEEADMEM N AWS CLI AWS APl AR ERFT A XX LB ERNET T,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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"Effect":
"Action":

lam

lam:

lam:

lam:

lam:

lam:

lam:

lam:

]I

"Allow",
[

:GetGroupPolicy",

GetPolicyVersion",
GetPolicy",
ListAttachedGroupPolicies",
ListGroupPolicies",
ListPolicyVersions",
ListPolicies",

ListUsers"

"Resource": "*"

FH Amazon MSK # &

FEHEHIH | EBEERFHE Amazon Web Services IRE Y IAM EREFZREHNESH —EHE
purchaseQueriesCluster, LWBERAFEAEHRAEE  ENHSIEREEN |, JHAERKERERX

ERE A AE HLEH#o

JSON

"Version":"2012-10-17",

"Statement":

{
"Sid":

[

"UpdateClustexr",

"Effect":"Allow",

"Action":[
"kafka:Descxribe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*"

1,

"Resource":"arn:aws:kafka:us-east-1:012345678012:clustex/
purchaseQueriesClustexr/abcdefab-1234-abcd-5678-cdef0123ab01-2"

}
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RIBEBRFE Amazon MSK # 5

BT LATE & o BUBUR R R A R ﬁ%ﬁ%#’“%ﬂ%}‘ Amazon MSK EREVFEUVE, 1Lt &8 658 RIGH]
AN BGR , BUAEAERREE, EHSISREEN, JIHANEEHR. EHMRMER, @E' ;
RAAEEESEERE Owner E@E%%Eﬁ%ﬂ@ﬁﬁ%%ﬁﬂ% , AERTFA,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccessClusterIfOwnerxr",
"Effect": "Allow",
"Action": [
"kafka:Describe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*",
"kafka:Delete*"
1,
"Resource": "arn:aws:kafka:us-east-1:012345678012:cluster/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/Ownexr": "${aws:username}"

A G L BUR 2 B ERF A IAM £ &, HE A richard-roe WEAEEREH MSK #
% , AIEEXEWERS Owner=richard-roe = owner=richard-roe, &8 , HESFIEEEF
., RHZHBE Owner 4 Owner l owner , HAKRHGREIBEBIED X/NE. MEFHMAEHR ,
E2E (IAM FAEER) P9 IAM JSON BEETE - &
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Amazon MSK RIS ERE A 6

Amazon MSK £ AWS Identity and Access Management (IAM) fRi§EfE AR, BREEEAGRE
ZERZE Amazon MSK I —E45% IAM AR, RKERZAGEH Amazon MSK FEEER , 8
EURBREREFUEM AWS RIEFAENFAEHTT.

R ERE AR FERTE Amazon MSK EARE | RABTLFEHEHSLENTT, Amazon MSK &
EEHBBEEACGHTT., BRIEZEEE , BHIE Amazon MSK BEBIEH AR, EEMTTSEE
EHENHFUBER , BT UBGREEMMEE M IAM B,

NMEERZERBEZACHNEMIRKENER , FSE TEE IAM E/ER Amazon Web Services , I
EXRKELFACENRERARNERE. BEEEEENR , LIRRZRBEHN RIS ERS S X,

&

« Amazon MSK W iRFERE A EFA

- B Amazon MSK B R ERZ A

- #m# Amazon MSK WEREEREAE

« Amazon MSK [k ERZ A B ENEE

Amazon MSK WY IRISERE AT

Amazon MSK & & & AWSServiceRoleForKafka By RIS ELR A€, Amazon MSK €At A€
FHENERLHITATRE :

« *NetworkInterface : EEFIRFHFEMNEEMERNE , BEF VPC FAF R ERESE
REEN,

« *VpcEndpoints - EBEFIRFEFH VPC nE , ELRmHAZEEREF VPC #F
WAFmER FIMEERERER AWS PrivateLinke Amazon MSK &£
DescribeVpcEndpoints, ModifyVpcEndpoint Hl DeleteVpcEndpoints §FH,

« secretsmanager - £ EEAFREAER AWS Secrets Manager,
« GetCertificateAuthorityCertificate : HIEAAE BR B EEENEE,

R EEAEEETTIZEBER : KafkaServiceRolePolicy, ME M BRNELT ,

KafkaServiceRolePolicy,

3
¢
dn

AWSServiceRoleForKafka RIS EFEABET T REUAREAR

 kafka.amazonaws.com
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A ATBE AR Amazon MSK &R T 5B 1,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkIntexfaces”,
"ec2:CreateNetworkInterfacePermission",
"ec2:AttachNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribeVpcEndpoints"”,
"acm-pca:GetCexrtificateAuthorityCertificate",
"secretsmanager:ListSecrets"

1,

"Resource": "*"

},

{
"Effect": "Allow",

"Action": [

"ec2:ModifyVpcEndpoint"

]I

"Resource": "arn:*:ec2:*:*:subnet/*"
}I

{
"Effect": "Allow",

"Action": [

"ec2:DeleteVpcEndpoints”,
"ec2:ModifyVpcEndpoint"

]I

"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",

"Condition": {

"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "true"

},

"StringlLike": {
"ec2:ResourceTag/ClustexAxrn": "*"

}
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}
3,

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:PutResourcePolicy",
"secretsmanager:DeleteResourcePolicy",
"secretsmanager:DescribeSecret"

]I
"Resource": "*",
"Condition": {
"ArnLike": {
"secretsmanager:SecretId": "arn:*:secretsmanagexr:*:*:secret:AmazonMSK_*"
}
}
}
]

BYMERERNT , IAM ER (WERAE, HENAR) T RN, FEIMREKERSE, MFFM
&, F2H (AM £REER) PHERBEEAEF .

A Amazon MSK B R EE A E

BAEEFHET —BARKEEA®, ERE AWS EEXES. AWS CLIZK AWS API F2E3]
Amazon MSK # &8 | Amazon MSK 8 A2V R EK A,

EEMRLREEESE K CEFEBXREY , KU ERFHEAHEEFESFEIAR, EEEY
Amazon MSK £ | Amazon MSK € B A BB R ERZA®,

#mEE Amazon MSK RIS EE AR

Amazon MSK F i 5F 12 47#E AWSServiceRoleForKafka IR EE AR, RAEZEERIRESER
BEREAG MUGEZLIEEVAGCAEFEAGEMRE, AMm , BuFEH IAM RiFEA @R, ME
B, B2l (AM FRERERE) PNEEREGEE A,

Amazon MSK R EH AT ENEE

Amazon MSK EFfr B RIELIBRBHN ESP X EEARKESENACR, NEFAEF , F2E AWS E
i B B
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AWS Amazon MSK #y S&HE

AWS SEBRZH AWS AWS ZEBRRBEUNEENBIBRELEATSEARGIRMTT , UER
A LARRE T ARG A E, FHEANAE,

FARCIE , AWS REBRABETERFRECEARFNRKEMERTT , ER/ELFFTAIHAE AWS &
FEA, BMEBREERBENEARINETLFEERER , WMEE-SRBDFFA,

FBEESE AWS SEHRRPERNTAT, 1R AWS EH T AWS EBRPERNGTT , IIEHER
EHREENMEIRE Y (£RAE, BFEANAR® ). AWS RK EFHH MBI AP RIETHIR
BRBEAE , AWS &B TREEH AWS ZEH K.

MEFMER , 20 IAMEAEBERTH AWS SEBE,

AWS ZFEBER | AmazonMSKFullAccess
HWHEERFEBEHT , AHFTRTEFEME Amazon MSK B1{E, WBERHPHHFT 2 HEANT :

« Amazon MSK FF 0] A #FFiE Amazon MSK B)1E,

« Amazon EC2 557 - EHLBIERTF , EE BFE API BRFPEENER. ERA TR Amazon MSK
BESRRTHIE HEE TR, WBETRHNEHER Amazon EC2 A /25F Amazon MSK BV FrEMN AWS &
R, BERULUEEREE,

« AWS KMS 557 — 7€ API FEAUHAR A SRERFEFE R P EEME R, Amazon MSK EEE S sefEH
Amazon MSK #&£EEN 8,

« CloudWatch Logs, Amazon S3, and Amazon Data Firehose 57 — Amazon MSK EE
FTHEEARBBIMNENHIER , BEAARERR B

« IAM 7] — Amazon MSK A BEEMIRF RV REELEZ AR T AFEKRENTABGEES
Amazon MSK.,

JSON

{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kafka:*",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
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"ec2:DescribeSecurityGroups",
"ec2:DescribeRouteTables”,
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcAttribute",
"kms :DescribeKey",
"kms :CreateGrant",
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery”,
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResouxrcePolicies",
"logs:DescribelogGroups",
"S3:GetBucketPolicy",
"firehose:TagDeliveryStream"
1,
"Resource": "*"

},

{
"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

]I

"Resource": [
"arn:*:ec2:*:*:vpc/*",
"arn:*:ec2:*:*:subnet/*",
"arn:*:ec2:*:*:security-group/*"

]

}I

{
"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"
1,
"Resourxce": [
"arn:*:ec2:*:*:vpc-endpoint/*"
]I
"Condition": {
"StringEquals": {
"aws :RequestTag/AWSMSKManaged": "true"
}I
"StringLike": {
"aws:RequestTag/ClusterAxrn": "*"
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}
}
}I
{
"Effect": "Allow",

"Action": [
"ec2:CreateTags"
]I
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"
}
}
},

{
"Effect": "Allow",

"Action": [
"ec2:DeleteVpcEndpoints"
]I
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "trxrue"
},
"StringlLike": {
"ec2:ResourceTag/ClustexAxrn": "*"
}
}
}I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToSexrvice": "kafka.amazonaws.com"
}
}
}I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
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"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/
AWSServiceRoleForKafka*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "kafka.amazonaws.com"
}
}
}I
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"

]I
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/
AWSServiceRoleForKafka*"

},

{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/

delivery.logs.amazonaws.com/AWSSexrviceRoleForLogDelivery*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"
}
}
}

AWS ZEBE : AmazonMSKReadOnlyAccess

WBEREFHENT , AFFEAERE Amazon MSK &, EENBENTBE LHETEAER
HMRBEEIR , LEER I Amazon MSK BiR, #lin , EEELHFAN TR URRERRS
FEREE N B ENAREEE K BEELISFIMEENHEREBHRE, LBRPNFITIEDT -

« Amazon MSK 3 d] — A[ZE&%|H Amazon MSK &R, #HAE , AREEHEEEBEH,

« Amazon EC2 351 - AR EEEMEIBA Amazon VPC, F#k. Z2EH#EM ENIs,

« AWS KMS 357] - AR RIAEE LRI S8,
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"kafka:Descxribe*",
"kafka:List*",
"kafka:Get*",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"kms :DescribeKey"
1,
"Effect": "Allow",
"Resource": "*"

AWS ZEHXK : KafkaServiceRolePolicy

188 E S KafkaServiceRolePolicy E#ZE IAM Eff, HWBIREEZEIIRKEZLZ AR , & Amazon
MSK #/TE)E , HIINEE MSK B5E LH VPC in S (E#ER). EEMEENE , UKRZEIRB AWS Secrets
ManagerE BB 5 RH¥. WEFMENR , 52 Bthe section called “FREERZAE",

AWS ZEBE : AWSMSKReplicatorExecutionRole

HLAWSMSKReplicatorExecutionRole BURE#FF AJ#R F Amazon MSK 888 , Ut MSK #& 2
EEEER, LBERPWFTSENT :

« cluster - ##F Amazon MSK Replicator £/ IAM § 7 BB ERZEENT T, BFR FHEHRM
BEREENFTA,
* topic - ##&F Amazon MSK Replicator #iX, BV MEXREE , ARERXRETENBREHRE,

« consumer group - Amazon MSK Replicator iR FEBFEV A EFE, & MSK ZEEEFRMNE
ABE, URMBRERREINATEE,
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JSON

{
"Version'":"2012-10-17",
"Statement": [
{
"Sid": "ClusterPermissions",
"Effect": "Allow",
"Action": [
"kafka-clustexr:Connect",
"kafka-cluster:DescribeCluster",
"kafka-cluster:AltexCluster",
"kafka-cluster:DescribeTopic",
"kafka-cluster:CreateTopic",
"kafka-cluster:AltexTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:AltexGroup",
"kafka-cluster:DescribeGroup",
"kafka-cluster:DescribeTopicDynamicConfiguration”,
"kafka-cluster:AlterTopicDynamicConfiguration",
"kafka-cluster:WriteDataIdempotently"
]I
"Resource": [
"arn:aws:kafka:*:*:clustexr/*"
]
}I
{
"Sid": "TopicPermissions",
"Effect": "Allow",
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:CreateTopic",
"kafka-cluster:AltexTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopicDynamicConfiguration”,
"kafka-cluster:AlterTopicDynamicConfiguration",
"kafka-cluster:AlterCluster"
1,
"Resource": [
"arn:aws:kafka:*:*:topic/*/*"

1
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},
{

"Sid": "GroupPermissions",

"Effect": "Allow",
"Action": [

"kafka-cluster:AltexGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [

"arn:aws:kafka:*:*:group/*/*"

1
}
1
}

AWS ZEHEK Amazon MSK BT

18 B L RIS BA IR B HE Amazon MSK AWS S B BREFH RN FMAET.

gE

#1i18 & AWSMSKReplicatorEx
ecutionRole B WriteData
Idempotently 557 - EFIRE
B

AWSMSKReplicatorEx
ecutionRole — FTEE

AmazonMSKFullAccess : B
EREBE

KafkaServiceRolePolicy : B3t
EHRBFHE

AmazonMSKFullAccess : B
EEAHXK

DU

Amazon MSK #78 WriteData
Idempotently 58] &
AWSMSKReplicatorEx
ecutionRole B , AZ®E
MSK &2 BEMNERER.,

Amazon MSK #7i8 7
AWSMSKReplicatorEx
ecutionRole BUER A X &
Amazon MSK Replicator,

Amazon MSK #Ii83FaI A 88
Amazon MSK Replicator,

Amazon MSK #i8sF Al LA 2
% VPC FBEER,

Amazon MSK #7#8 Amazon
EC2 377 , AJAEBRREE,

Date

2024 3 A12H

2023 12 A48

2023 9 A 28 H

202343 A8H

2021 11 A 30 H
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2% iR Date

AmazonMSKFullAccess : 37 Amazon MSK #1837 , 28F 2021 ¥ 11 A 198

EREBXK iR Amazon EC2 BEH XK.
Amazon MSK BB M E Amazon MSK BBt H 2021 £ 11 A 19 B
AWS SEBERENWEE,

¥ Amazon MSK B 7 MIEEGETHER

FEALUTEFR GBS EFEEMEH Amazon MSK 1 IAM B A 828 R ¥ R,
FE

o BRAEFE , 7587 Amazon MSK R {TEIE

RAREEE , 1587 Amazon MSK R #I1TEIE

WRAWS EEFRE SRECERYT BE , AIXEBBENEEES KRG, ENEEEBRALE
HEERENAER,

AT EHISEEREE mateojackson IAM EFRAEEXAFA T AMBRESE  BARE
kafka:DeleteCluster SFaJBGE8 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
kafka:DeleteCluster on resource: purchaseQueriesCluster

FELERT , Mateo EFREBEEFHMABER |, AFFMAEMA purchaseQueriesCluster EEFE
kafka:DeleteCluster EiR,

Apache Kafka API B9 & 2 Ba 38 f % 1

EBAILAER 1AM RE A FiniETE 2 8E , LUK AFFRIEME Apache Kafka BIfE. i aJLAERA TLS =
SASL/SCRAM 3R ¥f i Fimitt 1T 5 2 Bes¥ , AR AEA Apache Kafka ACL 3R ft FF SR IE B B 1E,

%II

IMNESRE I IR ST AR E F#1T Amazon MSK 2/EMNBEEE
“Amazon MSK AP| B9 & 2 R B FIZH#E",

, 552/ the section called

&
« |AM TFEUZ
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« Amazon MSK WHHE TLS AF % & 2 RF

 f£F AWS Secrets Manager TR ABE S 0B E

» Apache Kafka ACL

IAM FEZ &

BRAR Amazon MSK #Y IAM ZEUZRHI AT RERE MSK REN S RBNRE. S5 , KRB 5R
HENRESBIERTEEE, i, ERFRERBAZENELER , Amazon MSK £/ 1AM R
BREZAFRREACRENG D , URERCEREUTHENESETLEE,

IAM FZEZEHIE AR Java F3E Java A Fim , @A Python. Go. JavaScript #1 .NET #mE#
Kafka i Fif. 3E Java I FImEY IAM ZEUR HIE A Kafka 2.7.1 MR EFTMAH MSK E £,

A7 & IAM FEURHIB LLEME , Amazon MSK €¥f Apache Katka IR B ETRBIER, EL
BERTEH AR Apache Kafka EREXAEEE, Amazon MSK ERE# TS HUELEX,

EAT LS E A 1AM ZEURHIR MSK # &£ 5 Apache Kafka ACL APl, i , Apache Kafka ACLs
TEFE IAM FoNERE., BXAMER IAM BUERREZES IAM 5§ 2 8775,

A EEEE
EGEE MSK BEMEA IAM FEURHIE , FRETIHIEREZEESH !

« |IAM ZEUZH| B AR Apache ZooKeeper Ei%h, NEHE R N{AIRFI 8T B FEUER S0 E

# , F2EEHE Amazon MSK E & F Apache ZooKeeper Ei #iHY 7B

- MREHWEEMFER IAM ZE324] , Bl allow.everyone.if.no.acl.found Apache
Kafka 5% E&EER.

o RO LAEHEER IAM TFEUEHIH MSK E A Apache Kafka ACL APl, Fi8 , Apache
Kafka ACLs T2 &/ & IAM B 0B, B4 AFER IAM BERRIEE IAM & 2B 17HL

Amazon MSK ¥ IAM fZEUZ&E®E A =
ZE/EH Amazon MSK 9 IAM FEUES] , BRI TP ER  EEFTETSFMRPELIER !

« BAUA IAM FEIREHIH Amazon MSK 5
« ERE IAM FEUZESIH A B iR
« B3 IAM BENREIE
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- B 1AM FEUHZHIRY 5| EREER

EIUEA IAM FEUEHIR Amazon MSK #&

AERPMAER AWS BIEXA. API & AWS CLI REMFH IAM FEUZR &I Amazon MSK #
£, NEEBNABRAREEEN IAM ZEIRFINER , BFSEEH Amazon MSK #2EN LR E,

A AWS BEEFA BUFEH IAM FEIRGIEE

BRI A https://console.aws.amazon.com/msk/ B Amazon MSK &,
24 Create Cluster (B #%5),

BECAEITREEUEE.

ESoRIJERP , EE IAM FEERF,

TRESGIEREUNERLELE,

o kb wDd =

/A APl 2 AWS CLI B A IAM fZEUZ SR EE

« EEEVEA IAM ZEIRGEIRNEE | 556 CreateCluster API B create-cluster CLI 79 , 5
ClientAuthentication Z#{&E T %] JSON : "ClientAuthentication": { "Sasl":
{ "Iam": { "Enabled": true } }.

RIE IAM FEEREIH A F s
EEZRAFRAEHEMSR IAM FEUR4EIM MSK 2EEF , B UEA T Hp —EiE

- fEF SASL_OAUTHBEARER ##I#y3F Java A FimiHRE
- £/ SASL_OAUTHBEARER ##ls AWS_MSK_IAM #HI# Java A FiniH A8

£ SASL_OAUTHBEARER #lI3RE%E IAM

1. A T%| Python Kafka Fi Fim&il#REE client.properties #AREER, HMESHNHEEEFthEEH
|l

from kafka import KafkaProducer

from kafka.errors import KafkaError

from kafka.sasl.oauth import AbstractTokenProvider
import socket

import time
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from aws_msk_iam_sasl_signer import MSKAuthTokenProvider

class MSKTokenProvider():
def token(self):
token = MSKAuthTokenProvider.generate_auth_token('<my AWS ##>"')

’ —

return token
tp = MSKTokenProvider()

producer = KafkaProducexr(
bootstrap_servers='<myBootstrapString>',
security_protocol="SASL_SSL',
sasl_mechanism='0AUTHBEARER',
sasl_oauth_token_provider=tp,
client_id=socket.gethostname(),

topic = "<my-topic>"
while True:
try:
inp=input(">")
producer.send(topic, inp.encode())
producer.flush()
print("Produced!")
except Exception:
print("Failed to send message:", e)

producer.close()
2. THFEEERESHNHIERERNE K YEREXESEXETEAMA—GHHHIETR.

« JavaScript : https://github.com/aws/aws-msk-iam-sasl-signer-js#getting-started

* Python : https://github.com/aws/aws-msk-iam-sasl-signer-python#get-started

Go : https://github.com/aws/aws-msk-iam-sasl-signer-go#getting-started

.NET : https://github.com/aws/aws-msk-iam-sasl-signer-net#getting-started

JAVA : A[3EB aws-msk-iam-auth jar i2 X% Java By SASL_OAUTHBEARE X #&

£/ MSK BET AWS_MSK_IAM #H2RE%E 1AM

1. BUUTARBHIEE client.properties BR. FAAFRETEHERERHN TER LI
<PATH_TO_TRUST_STORE_FILE>,
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® Note

MBLFEFERIEERE , TUUHE client.properties BRBBK
ssl.truststore.location=<PATH_TO TRUST _STORE_FILE>, MREREE
ssl.truststore.location IEEE , Java BEFSFEHTERER.

ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>
security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM
sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;

sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

EEEALR AWS BABREVHNERRERE , awsProfileName="your profile
name" ; BEERAFPHEERERTEE . WEEBRERENHEEEN , F28 AWS CLI XHHFME
BRER,

2. TERFWBEM aws-msk-iam-auth JAR ¥ |, W E KRB EREF, MREFEH Maven
AT LATKAEIE |, RIBFEZFAREMRA

<dependency>
<groupId>software.amazon.msk</groupIld>
<artifactId>aws-msk-iam-auth</artifactId>
<version>1.0.0</version>

</dependency>

Amazon MSK A B/ #1230 B 7 Apache 2.0 RE T BBRHBTE,
B IAM AGNIREBR

HEERREZEHEAFREN IAM B8, EREHEYD  SUUEEAGEANIIEENEE, W
RIEWAFiRILR Amazon EC2 #{TER L , FASIREBEER Amazon EC2 #{TEEMN IAM &
BYRB, SE K SUNEAFRREAEAGERER  RAEKREBRREZGEREENAGEY
BAME, FXE IAM FEURHIH A Fin SR IMARE R Fin ARt & RERE.

WMERREM IAM BERIVEFHEEF , F2REY IAM BUR.

s

AR RE & MyTestCluster ZBERIREBUEREI S, BFE T#F Action M Resource TEMNEE ,
ZHIAM REBRBENERNER.
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/A Important

B8 IAM BRI S E e VB R M IAM APl EE AWS CLI R, T8, RS FE O seEE—
HEEITEEN. EAZHERLT , BREESE—27ERNEN. AR TS INE
B,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kafka-clustexr:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster"

]I

"Resource": [
"arn:aws:kafka:us-east-1:111122223333:clustex/MyTestCluster/

abcd1234-0123-abcd-5678-1234abcd-1"

]

},
{

"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"

]I

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/MyTestClustexr/*"

"Effect": "Allow",

"Action": [
"kafka-cluster:AltexGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [
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"arn:aws:kafka:us-east-1:123456789012:group/MyTestClustex/*"

EETHRUNERYEE R Apache Kaftka SEARBINEMERT R (FIMNELEMFERAER) BIBUER
B A P imiREBR A E B =4,

3
$

#H Kafka 2.8.0 & EL_ERRAS |, WriteDataldempotently FF Al B2 A (KIP-679), FEERA
enable.idempotence = true., EHit , ¥ Kafka 2.8.0 R EHFhRA , IAM T2 EE Kafka
ACLstEREIHIThEE, EREAZEENWriteDataZEUE , B EWriteDataldempotentlyfF

% ERE, & WriteData B4 ALL =K  EXRSHERN., BEEER

T, WriteDataldempotently R AFFH., EREAA IAM BEEEMN Katka ACLsBEEAXNER,
A, LBEELSXEATEBEEFN transactional-ids,

BEFRIEE , EREERELTIBERNBER,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-clustexr:Connect",
"kafka-cluster:AltexCluster",
"kafka-cluster:DescribeClustexr",
"kafka-cluster:WriteDataIdempotently"
1,
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:cluster/MyTestCluster/
abcd1234-0123-abcd-5678-1234abcd-1"
]
}I
{
"Effect": "Allow",
"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
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"kafka-cluster:ReadData"
1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/MyTestClustex/
abcd1234-0123-abcd-5678-1234abcd-1/TestTopic",
"arn:aws:kafka:us-east-1:123456789012:transactional-id/
MyTestClustexr/abcd1234-0123-abcd-5678-1234abcd-1/*"
]
}

EEEBERT , WriteData AFFE A TestTopic , @ WriteDataldempotently AFFERERA
BE, WBEROEHMEHFIEtransactional -id &R ZEE,

MM WriteDataldempotently REEEMRFA , AEEEEIETERBREAT. R
WriteDataIdempotently ZPRREFEEMR , Rl BUERAELEE,

S IAM FEUZHIRY 5| EAERR

52 H8 Amazon MSK &£/ 5| BERERER,

IAM REBRBENERNESR

B #l , Amazon MSK HJ IAM f2EU2 #| R X 18 Kaftka RS E EEE. 1E TR WriteTxnMarkers
APl , Kafka €Lt API RIXLERF ., BERIERS , RMEREMEA SCRAM 5 mTLS &5 BFEH
ElEEM ACLs , M3E IAM B 55,

REFFRAE AL IAM REBXRPEANBFENERTENER. UFEBEREH , F2EH BV IAM A
B RERR.

REBREME

TRHIHTE Amazon MSK £/ IAM FEUZHIK , 22 ERERETNEE, BELERBBERFMA
REXRBBDEERRTNEER , CELXANMALESEER R VE EEE.
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Action Description PDEWBE PDENEIR 18 A R 7] AR 25
WK
kafka-clu HETHEEER & WK =
ster:Conn I 1T & 7 B
ect o
kafka-clu HEFTHIRFE R/ kafka-clu BE =
ster:Desc &1 H, ME®R  ster:Conn
ribeClust Apache Kafka ect
er #Y DESCRIBE
CLUSTER
ACL,
kafka-clu HETHEEE kafka-clu BEE B
ster:Alte MEFE , # ster:Conn
rCluster E R Apache ect
Kafka 89 ALTER
CLUSTER kafka-clu
ACL. ster:Desc
ribeClust
er
kafka-clu HEFFHEREEN kafka-clu BEE B
ster:Desc EREHRE  HHE ster:Conn
ribeClust M Apache Kafka ect
erDynamic # DESCRIBE_
Configura CONFIGS
tion CLUSTER
ACL,
kafka-clu HFFHEBEEN kafka-clu BE B
ster:Alte EREHRE  HE ster:Conn
rClustexD M Apache Kafka ect
ynamicCon # ALTER_CON
figuration FIGS CLUSTER ~ Kkafka-clu
ACL. ster:Desc
ribeClust
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Action Description PDEWBE PDENEIR 1E A R 7] AR 25
WK
erDynamic
Configura
tion
kafka-clu HFEERE kafka-clu BE =
ster:Writ tEBEAE ster:Conn
eDataIdem &, HER ect
potently Apache Kafka
# IDEMPOTEN  Kafka-clu
T WRITE ster:Writ
CLUSTER eData
ACL,
kafka-clu HFEEELE  kafka-clu B =
ster:Crea SERE, HER  ster:Conn
teTopic Apache Kafka ect
B CREATE
CLUSTER/T
OPIC ACL,
kafka-clu HEFFREREE L  kafka-clu 8 =
ster:Desc WERE , HER  ster:Conn
ribeTopic Apache Kafka ect
#Y DESCRIBE
TOPIC ACL,
kafka-clu HEFWEEELE  kafka-clu £ =
ster:Alte WERE , HER  ster:Conn
rTopic Apache Kafka B9 ect
ALTER TOPIC
ACL. kafka-clu
ster:Desc
ribeTopic
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Action Description PDEWBE PDENEIR 1E A R 7] AR 25
WK
kafka-clu HEFFMBREE L kafka-clu X8 =
ster:Dele WERE , HER  ster:Conn
teTopic Apache Kafka B9  ect
DELETE TOPIC
ACL. kafka-clu
ster:Desc
ribeTopic
kafka-clu EFFHER R E kafka-clu & =
ster:Desc FEENERE ster:Conn
ribeTopic HHEE  HER ect
DynamicCo Apache Kafka
nfigurati #) DESCRIBE_
on CONFIGS
TOPIC ACL,
kafka-clu EFFNEEE kafka-clu & =
ster:Alte FEBENERE ster:Conn
rTopicDyn HHEE  HER ect
amicConfi Apache Kafka
guration # ALTER_CON  Kafka-clu
FIGS TOPIC ster:Desc
ACL. ribeTopic
DynamicCo
nfigurati
on
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FMBABER

Action

kafka-clu
ster:Read
Data

kafka-clu
ster:Writ
eData

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Alte
rGroup

Description

HEFENEE L
FENESR ,
HER Apache
Kafka 89 READ
TOPIC ACL,

HEFBAREL
FENEHR
HE M Apache
Kafka B9 WRITE
TOPIC ACL,

EFFEREE L
WEHE , HER
Apache Kafka
# DESCRIBE
GROUP ACL,

HEFFMAEE £
WEE  HER
Apache Kafka #9
READ GROUP

ACL.,

LB BE

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Alte
rGroup

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

HENEIR

ES-]

ES |

i3]

e

1B A A & A PR 2R
BE

=
=

fim

fim

fim
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FMBABER

R

Ch

Action

kafka-clu
ster:Dele
teGroup

kafka-clu
ster:Desc
ribeTrans
actionalld

kafka-clu
ster:Alte
rTransact
ionalld

Description

HRTMIRRESE L
WEHE , HER
Apache Kafka
# DELETE
GROUP ACL,

HEFFHREE L
% ID, HE
1 Apache Kafka
#Y DESCRIBE
TRANSACTI
ONAL_ID ACL.,

BB EE
tHRZ ID,
HER Apache
Kafka B9 WRITE
TRANSACTI
ONAL_ID ACL,

LB BE

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTrans

actionalld

kaftka-clu
ster:Writ
eData

HENEIR

B8

transactional-id

transactional-id

AUEBEFNEREREEAEN () BRAFTEERE. #HUT,

kafka-cluster:*Topic ft%& kafka-cluster:CreateTopic., kafka-
cluster:DescribeTopic, kafka-cluster:AlterTopic. # kafka-
cluster:DeleteTopic, BFE¥E kafka-
cluster:DescribeTopicDynamicConfiguration = kafka-

cluster:AlterTopicDynamicConfiguration,

1B A A & A PR 2R
BE

=
=

i

i

e
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« kafka-cluster:* REREHFT,

REBRER

TRETH IAM FEUZHIAR Amazon MSK B , AIEREER R FEANNEERER., Bt B
8% & Amazon Resource Name (ARN) , AWS EE X2 & £/ DescribeCluster API % describe-
cluster AWS CLI is 5, A% , BAIUEAEE ARN REBTE, FHEMNRKS IDARN, BEERER
RPEEER , BFEAZXERN ARN,

BIR ARN #&=
BmE arn:aws:kafka:region:account-id :cluster/cluster-name /cluster-uuid
F&E arn:aws:kafka:region:account-id :topic/cluster-name /cluster-u

uid /topic-name

Group arn:aws:kafka:region:account-id :group/cluster-name /cluster-u
uid /group-name

X% ID arn:aws:kafka:region:account-id :transactional-id/cluster-n
ame /cluster-uuid [transactional-id

I&TILATE ARN 89 :cluster/, :topic/. :group/. :transactional-id/ #&FEREERER
) BRAZREERE., UTREAER () BRAFEARTZSEERNES -

« arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/* : EMB A
MyTestCluster WEEFH B EE , TRESEMN UUID A1,

* arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/abcd1234-0123-
abcd-5678-1234abcd-1/*_test : BMWL "_test" MEMNAETE , TBEEEER
MyTestCluster , % UUID & abcd1234-0123-abcd-5678-1234abcd-1,

« arn:aws:kafka:us-east-1:0123456789012:transactional-id/MyTestCluster/
*/5555abcd-1111-abcd-1234-abcd1234-1 : ERF P H B MyTestCluster HESHATHE1L
FHR 5 ID A& 5555abcd-1111-ABCD-1234-ABCD1234-1 BIFiIEXR %, iERK , IREEIEH
MyTestCluster WEEWAGHMER , ARUMENEBEY S —BARE , ETUERALEIR ARN R
RKEREMBERE LWHEERS ID, ER , BEEEFENEMBRNESE.
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AP iRRERRNE REMHRS

TRANE—EERMET - LERNEARS . FERERAFRUTEENEARS , FEAFRN
RERRPLSAEARGIFARNENE , REE Effect BRES Allow,

MFHEA Amazon MSK L7 IAM FEUEH B ENAEBEES , S EHIAM REBEBEN TR

==
o

(® Note
RIBTERR , BFERIER, BLARRAFERERNFRATHSEEE.

EEER

HRAEH

ERELER

HEREME

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kaftka-cluster

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

Connect
CreateTopic
Connect

DescribeTopic

:WriteData

Connect
DescribeTopic
DescribeGroup
AlterGroup
ReadData
Connect
DescribeTopic

WriteData

223



Amazon Managed Streaming for Apache Kafka
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IEESY

REELER

REARENERE

EEEAERE

AT ERERE

B BE

kafka-cluster:WriteDataIdem
potently

kafka-cluster:Connect
kafka-cluster:DescribeTopic
kafka-cluster:WriteData

kafka-cluster:DescribeTrans
actionalld

kafka-cluster:AlterTransact
ionalIld

kafka-cluster:Connect

kafka-cluster:DescribeClust
erDynamicConfiguration

kafka-cluster:Connect

kafka-cluster:DescribeClust
erDynamicConfiguration

kafka-cluster:AlterClustexrD
ynamicConfiguration

kafka-cluster:Connect

kafka-cluster:DescribeTopic
DynamicConfiguration
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EdESY] PERNEME
EHFENAERE kafka-cluster:Connect

kafka-cluster:DescribeTopic
DynamicConfiguration

kafka-cluster:AlterTopicDyn
amicConfiguration

eI kafka-cluster:Connect
kafka-cluster:DescribeTopic

kafka-cluster:AlterTopic

Amazon MSK AR E TLS AF % 85 20 BRHE

BELAMER TLS MR AFmE o RE , WERERARENERE Amazon MSK KRN, MEEMAA
FingnaE , EFE—@ AWS FAF CA. AWS #AH CA A LLEZEHNESE AWS IkF VAMEEH
B, AU RAER RFE . NFE AWS 358 CANMEEEF , F2RELMEE AWS 3458 CA,

Amazon MSK A X EBEMIEEE (CRL), EERFIHESTENEFRHIHHEAGNERE , BFAH
Apache Kafka ACLs f1 AWS Z£&#H. MEBFEMERA Apache Kafka ACL WFFMIER , F2 M the
section called “Apache Kafka ACL",

AETEBSTIES:

- BAXEMFIRS 7 EBEN Amazon MSK 5
- REAFmRUERS 2 RE

- ERSIBREELENEAAS

BUXERFI®RS 2B Amazon MSK #5£
WEFRBNAER RARAF RS 2 8HE AWS FAF CA.

=zE 225
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® Note

ERMERARE AWS F48 CATLS 257 |, MUEBASE MSK BEEERBY . EHRM
AHERE PCA HEN TLS BRESERE - MSK BRETH I BE.

1. FEATHAREILEZS clientauthinfo.json HWIER, # Private-CA-ARN IR A& PCA
B ARN,

"Tls": {
"CertificateAuthorityArnList": ["Private-CA-ARN"]

}

2. ¥ & A brokernodegroupinfo.json BE®R , W the section called “fFH B HER
Amazon MSK #£ AWS CLI” FFFER A,

3. AFREIRI[ERCLMARAFFENMREENZEANEHIMNE, EATIREBELES
encryptioninfo.json BE®R, # KMS-Key-ARN BRX BIE KMS €481 ARN, EALARRTE
ClientBroker & TLS 3 TLS_PLAINTEXT,

{
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "KMS-Key-ARN"
},
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"
}
}

WEMBRNFMET , 552 B the section called “Amazon MSK 1%,

4. EAWSCLI BEZEWEKL , ST TIHTERELIBMAS I BENERINZNEE, FFEOE
PRV EE ARN,

aws kafka create-cluster --cluster-name "AuthenticationTest" --broker-node-group-

info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--client-authentication file://clientauthinfo.json --kafka-version "{YOUR KAFKA
VERSION}" --number-of-broker-nodes 3
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REMFIRAER S 2 BE

tbF2 Fr AR BA ANAIRRE Amazon EC2 B TR MA R FintEA 5 5 5RE.

REFRAMNMEBRBEY A Finias, BYTE 6 URRELENTERE , REAS S RIFELENMN
RS

1. BIRAERF RN Amazon EC2 #1TERE., AR , FBEHEZFEMBEMN VPC RET L,
TER, NFENMELEEAFIRMESIE , 552 the section called “2 3 A Fin#zs",
2. BYXRE, MEEHH , 552 the section called “EB3 FE” T HHIRHA,

3. HEHAWSCLI B&% Hiles LT TGS , LINEEENSIERERER, #& Cluster-ARN
BAREBERNESE ARN,

aws kafka get-bootstrap-brokers --cluster-arn Cluster-ARN

17 EfEh Ed BootstrapBrokerStringTls /HRBIHAIF £,

4. ERFm#EL  FITTISTUER VM EEFHERBRIAFREEFHE. MREN JVM
BRERE , FHEEGLRAEGT.

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts kafka.client.truststore.jks

5. EAFPmMEL  MITTIHWSURBIAFKRAEEIR, i Distinguished-Name, Example-
Alias, Your-Store-Pass Hl Your-Key-Pass VR BIRBRIZENZE,

keytool -genkey -keystore kafka.client.keystore.jks -validity 300 -storepass Your-
Store-Pass -keypass Your-Key-Pass -dname "CN=Distinguished-Name" -alias Example-
Alias -storetype pkcsl2 -keyalg rsa

6. EAFRMRL  BITTIGRS  WERALEL—ESRTFEINAESRREYBRER,

keytool -keystore kafka.client.keystore.jks -certreq -file client-cert-sign-request
-alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

7. 3T client-cert-sign-request XH IR ----- BEGIN CERTIFICATE
REQUEST----- BBFLL ----- END CERTIFICATE REQUEST----- ER, MRRAEA
----- BEGIN NEW CERTIFICATE REQUEST----- , Rt RAVBEENE EMBREF NEW (JA

R HBHE—221%),
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8. MM AWSCLI BZ% iz L ST TITEREBEBEMNEER R, #§ Private-CA-ARN AR
AIE PCAH ARN, INREE  SRALIEEEUME, EER , BMFEM 300 HALH,

aws acm-pca issue-certificate --certificate-authority-arn Private-CA-ARN --cst
fileb://client-cert-sign-request --signing-algorithm "SHA256WITHRSA" --validity
Value=300, Type="DAYS"

BT LR RAHANERE ARN,

@ Note

EEHNAFREXE , 588 acm-pca get-certificate IS YIEERE ARN,
EFHMEF , 5528 AWS CLI Command Reference H1#) get-certificate,

9. FITTHRSLEEBAELE AWS FAH CA B ERH. 1§ Certificate-ARN X BIER LRI
SHEEHEESH ARN,

aws acm-pca get-certificate --certificate-authority-arn Private-CA-ARN --
certificate-arn Certificate-ARN

10. ®R#ITLE—EaSH JSON ERH | R Certificate M CertificateChain HEBHMNE
B, KEMEFSEREB B signed-certificate-from-acm BF X4, BB LB Certificate
MHEEN TS | ZEHE CertificateChain BB FE, #% \n BRABFITFET. U T2ERE
L EENEEEECERNEREE,

1. EAFHEEREMITUTHTLELBRFTEIENSR/ENE , AEHEE MSK RERABRE
R o

keytool -keystore kafka.client.keystore.jks -import -file signed-certificate-from-
acm -alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass
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12. FATHRABRELRAS client.properties WER, BEAENZRENERRALREE
kafka.client.truststore.jks M., EAEHN Kafka A FwmMRAEME {YOUR KAFKA
VERSION} FARLE,

security.protocol=SSL
ssl.truststore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.truststore. jks
ssl.keystore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.keystore. jks
ssl.keystore.password=Your-Store-Pass
ssl.key.password=Your-Key-Pass

ERSTRIFELEMERAS

&II

HRFRANAER S D BEEEMDARAR.

1. BT THSSURIEE, BBANER client.properties REE L —RBAREFHIEILINER,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapBroker-String --replication-factor 3 --partitions 1 --topic
ExampleTopic --command-config client.properties

2. HAOTHBTURMBEEEALEESR. BANWER client.properties REEL—EREFFENL
WER,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --producer.config
client.properties

3. EAFRESFNFTNTRET , WT e T URBEEREBAE,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --consumer.config
client.properties

4. HEEERET@A

%II

B L YBEEASHRERAERET,
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£/ AWS Secrets Manager #{TEABE 2 BE

B LAE A A AWS Secrets Manager AR EZBH B A BRE REZFIE Amazon MSK #2EHFEL
H 1 A B RBFETETE Secrets Manager |, AIEABE S 2 RE (FlMiEk, EHMMNHREE) HWEA
B i, Secrets Manager th AJREBEEEHLAFEHERE.

EWRE MSK BEEVEB R , MSK @ EHRPEAER,
AEEIETIES -

s BEABEEBRIBNEEAR

« FXTE Amazon MSK # £/ SASL/SCRAM & 7 Baz&

- EAEAE
- £/ SCRAM MZEHIBRE

BABEEIRENEFATRX

Amazon MSK & A B &2 BREZFEH SASL/SCRAM (55 B 2 EAE R L £ M ME/Salted
Challenge Response Mechanism) & 7 5i#E. EEXERENBEABRESIIRE , B LE AWS
Secrets Manager FEVMZEIR , WAEE A BB XMW ZE I B,

SAS/SCRM E#& R RFC 5802, SCRAM f R E&MNMEREREZE , TEHERA Fin 52 MR 5 < B SR
NFRABE

(® Note
BE LT SASL/SCRAM B4 8% , Amazon MSK € 4 F BN BER BN ERE
BEER TLS pN%R,

%€ Amazon MSK #Z &£/ SASL/SCRAM B 7 Ea &%

& 1 AWS Secrets Manager FEREMWE , FFIB1E AWS Secrets Manager £ E ISP RE L FHE
BB BRE,

A Amazon MSK B2EE T , HIXEUTER :

- SPEREER | BEHMGERER (W AP £18).
o BHWBZEZEBHLAL Amazon MSK_ B R,
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- BNBFERABRENEI AWS KMS €48 , SIATHWRBREIFH BT AWS KMS €48, Secrets
Manager TEEX & £ AW Z R TEEX AWS KMS €38,

/A Important
EFATERR AWS KMS 882 3 #Y B2 #£ B Amazon MSK &R B,

- BRBRABRERLARATIRN , TREARNZERRAREY.

"username": "alice",
"password": "alice-secret"

}
. FCEMEH ARN (Amazon Resource Name) {Bo

/A Important

IR SE RS Secret Manager 3 #2838 the section called “ IEFERAREE X/ : SEZER
BEREANDEEHE" FATIRR IR & £ 2 1 B,

- WMREMEH AWS CLI EBIUWE |, 585 kms-key-id BEIEE L ID F ARN, BDEELR.
s PEWTEEER VN  FEH Amazon MSK 32 & = BatchAssociateScramSecret & 4E,

/A Important

EWEEEERE VKR , Amazon MSK 8 ERBREZENE , UERKEATFTINR
HEEENURE, ETEABRAUERBEK, ERMALNLENEEFIENHE, W
RICY Secrets ERBEN/BARUBMBEN KMS WMETEMEE K FHELEFREIH
#HE MSK BN, EMRRERENEEUBEFIEHNRE,

TH&HIFT A BatchAssociateScramSecret B4 JSON A S AW R EE EE VAR -

{
"clusterArn" : "arn:aws:kafka:us-west-2:0123456789019:cluster/SalesCluster/
abcdl1234-abcd-cafe-abab-9876543210ab-4",
"secretArnList": [
"arn:aws:secretsmanager:us-west-2:0123456789019:secret:AmazonMSK_MyClusterSecret"

]
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}

EREABRERERE

BYBWESREEESEVEHE  DUSAFRERERSE, TIHEFFHENMASHFREREER
SASL/SCRAM 5 BBENEE. CERTUNMAREHTEELEMER .

ES |

« £/ SASL/SCRAM B0 B KA FHERERE

- EREEREDE

£/ SASL/SCRAM B 5 REKAFmERERE

1. £ AWSCLI BEZR# WS EHT T HT. AEEM ARN B clusterARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

R HH JSON BRF , REHEE R NFBAEEBW
{EBootstrapBrokerStringSaslScram. EHERBLSBHERILE,

2. ERAFHHMELEYT JAMASHEER  HAASREERBINEAERE. fln , AEAE
alice , B3 —fE& A users_jaas.conf IR , REUTRS.

KafkaClient {
org.apache.kafka.common.security.scram.ScramLoginModule required
username="alice"
password="alice-secret";

%

3. FERAUTHSH JAAS AREEREH A KAFKA_OPTS IRIBESE,

export KAFKA_OPTS=-Djava.security.auth.login.config=<path-to-jaas-file>/
users_jaas.conf

4. 1£ /tmp B , BB A kafka.client.truststore. jks HER,
(EBA) FATHGS , # JVM cacerts ERIRHN JDK B EHERERERIEE
t—@ELSBhETkafka.client.truststore. jksHER, FHHITEE L JDK
BRRHNBZBBEU IDKFolder, BN , &K JDK ER KR ATEE TR S java-1.8.0-
openjdk-1.8.0.201.b09-0.amzn2.x86_64.,
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cp /usr/lib/jvm/JDKFolder/lib/security/cacerts /tmp/kafka.client.truststore.jks

6. TEZR% Apache Kafka B9 bin B#® , i H A client_sasl.properties WHAFmBHERE
R, NEUATARE. IEREER SASL WEHEIFEAHE.

security.protocol=SASL_SSL
sasl.mechanism=SCRAM-SHA-512

7. BEBVEHIEE, BT IIWS. # BootstrapBrokerStringSaslScram B BBEAR
FENSR 1 PREHNSIEREEXNF S,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapBrokerStringSaslScram --command-config <path-to-client-

properties>/client_sasl.properties --replication-factor 3 --partitions 1 --topic
ExampleTopicName

8. EEE4EBERNIEERUNEHEE , FEAFHEELBTTIGS., &
BootstrapBrokerStringSaslScram B EBEATENT R 1 PN S| EREEXF
&,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringSaslScram --topic ExampleTopicName --producer.config
client_sasl.properties

9. FERCEBIUNTENAER K FEAFRMRBLIAITTI GG, &
BootstrapBrokerStringSaslScram R ABERETENST R 1 PRENSIEREEXF
&,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringSaslScram --topic ExampleTopicName --from-beginning --
consumer.config client_sasl.properties

AR ] R AR B R AR

$1T Kafka FIFHSHF , SAEMEL Java HHRBBHE  BHURTEAXLTIERENER,
REFLEBRRS Kafka TR Java BARKWHRAT , RERCEBRETETZURREN
THER,
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EEfAOut of Memory Java Heap#fil , A LUEIBISHKAFKA_OPTSIRIZEE LI TSR IBHRER
EXRIE N Java HEE KD,

THEBHESHRHERKD LRRES 1GB (-Xmx16), ERRIRAANRMERBBNFIRKARIE.

export KAFKA_OPTS="-Djava.security.auth.login.config=<path-to-jaas-file>/
users_jaas.conf -Xmx1G"

HREAARETE FEECARBREIUBRESE , MAR--from-beginningfRHEIGEERAE !

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringSaslScram --topic ExampleTopicName --max-messages 1000 --
consumer.config client_sasl.properties

ERERE

BAFERAE SR EREBEPISERAEELREY, B Secrets Manager £ A R EAM I Fi#
HE , BEZUTIREERABTRER.

{
"username": "alice",
"password": "alice-secret"

}

BEEREFDE  sERHECEREFIEENER K BREEBRIABHMITEELN ACL, RE
HUHSRAMZ BB, HERMT

- BRRERAEL TS RMARENER.
- BURSEERZSTE 10 ENKFEERE.

MFEBFIFEB Amazon MSK £ ACL WEEMESFA , 552F8 Apache Kafka ACL.,

HREA ZooKeeper BRWEE , RPIEBERHI¥ ZooKeeper BBV ZEL , LABFIEERAEE X
ACLs, MEHMENR , HS B HY Amazon MSK # 5 7 Apache ZooKeeper EiZHI 7 EHL,

{5 SCRAM R ZRRY FR 4
5/ SCRAM #ZEF | i ¥ ELAT PRSI :

« Amazon MSK {# % # SCRAM-SHA-512 § 1 Bk,
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« —1B Amazon MSK EE£ &% L E 1000 EFEHAE,

o BB AWS KMS key BB Z B, SELMGEKENFERR Secrets Manager 1% & 88 1Y 3 27 B2
Amazon MSK #E A, MEARBEENL KMS £RNEEEN , B2REIHBEMNE KMS £18,

« BKIEIB Secrets Manager £ FIEE T KMS £48,
« IRALAEFH BatchAssociateScramSecret 184 |, — /A& Z#$ 10 A ZF A £ 2 T RN,
- B3 Amazon MSK EE£MHBEBMN R RZBSLAERAZFTEH Amazon MSK

- B Amazon MSK #E£HBABA RZ X EEEEVRMEER Amazon Web Services 1k Ffl AWS [E
me,

Apache Kafka ACL

Apache Kafka EE AR RES |, WFEHout-of-boxIREHFEHE, Amazon MSK BERERERM
server.properties EBRPBALRE,

Apache Kafka ACL F91#&\ A "8 P # =M H [ FF/HER) EEMITE ResourcePattern

RPHEIR R LETHREOL » MR RP FEBISENEIR R, AE R M ACL EEEB
WERTBRERAEUIINEEEMARAER R, EESF It Apache Kafka 174 , FiEEM
allow.everyone.if.no.acl.found FREA "true"s Amazon MSK FERRERE A "true", EXRNE
FA Amazon MSK # &8 , IRBAREER LARKRE ACL , AIFMTEZRABALUFEINER, RS
MAERLNACL, RERENZTATUFNE, NRERERHE ETENFE , WRESH TLS
MERIBWRAFI , A Apache Kafka R#J CLI K#i8 ACL, MEFEIFIE. BERMIE ACL
WEEMMERA |, FESE Katka BEG DY RE.

MR Amazon MSK 8E#RERAREABMRERE , At AIUAEFEAEEE, EEIRREEX
REEHNIEEEAE , ERMEEAEENWHERLES allow.everyone.if.no.acl. found B,

EEMEABRIENERNE AR

1. BEHREREXIHEE ACL R, UAHEMEINREERS ACLIWERE, EERTREEXHE
BEHNEDER , FETE MSK BEREFAN A Fimss LT e,

FEREENT M5 ERERZERXN DNS BfR Distinguished-Name , SRELAEE (*) B
KPR ERBPE—BORzaNFE, fln, MRHEP—EEENSIEREERESR

DNS , b-6.mytestcluster.67281x.c4.kafka.us-east-1.amazonaws.comzafE A

* mytestcluster.67281x.c4.kafka.us-east-1.amazonaws.com B RIS HH
Distinguished-Name, WMEBEBEIMAEES|IERERIXNENR , F2SMthe section called “BY
B EREER",
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<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Read --group=* --topic Topic-Name

2. BERTAFPFREAENEIENENTEE 6 BEAFRERLIATTIWS. ELERERD
TLS o 5E  FARAEEVINESWIMEREMN Distinguished-Name,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Read --group=* --topic Topic-Name

EEBREDER , BT UMTHENG T , # --add AR --remove,

3. EERHEIENEAER , FEAFPRMELHT TGS, ELEAEQ TLS FoRE , £4
EEVFAES®EFMERIM Distinguished-Name,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Write --topic Topic-Name

EEBREAER , SZUUBTHRENSG T , # --add BAKXA --remove,

£%F Amazon MSK 5 &84

AERBAUNMBERG MSK BENZ L E, ST ESFEENTSHE  THEHEEESF
REENFEIE  SIRHFHHBENER. NELZSHANFAENR , 528 (Amazon VPC A&
) K VPC ME LB,

1. f£H B ListNodes API 3 list-nodes 8  AWS CLI , FRBEETHREBREXFE, IRENGE
REFEACERE BB EEMEETHE (ENI) 1D,

2. BEAAWS EEXEA , W hitps://console.aws.amazon.com/ec?/ : /| BEX Amazon EC2 X%

éo
3. HEAREERTALANTHNASRE  ENHEEENEL.
4. HEEAERTEREZST  BEBRNE.

5, RELEF—ISHESHNE—EEN, ZEREEARRNBEEE K ARBREFESFLRLHE. SN
ZEBFAERIGLI ENL, $HHEESE— MBS RGN SE ENI ERLIS R,
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® Note

I&EM Amazon EC2 T AHWE SR HIEMUNEE  TERMIEMHERE TH MSK
I}g = ':Fo

6. REMZEHFHANRA , URFENAFRTUAFIAERER., FEFRRERLEFHEREFHE
&/ , 20 (Amazon VPC fER &) HHHIE, BEREEMHMKRA,

/A Important

NMREBEFRESEHREENEMABMNZ2EE  ARBFREEXHEEZXESE , Amazon
MSK 8K ERNEEERVKEEBNRIGZSHERVEE, T8 K SEREELEE
F, BENFFEREEABLAEARN RS FAMEE, Hit , MRESELSFHERARMM
MARERER |, ASEBRIITZANBREL ERMHAEREZ ENL

= #H ¥ Amazon MSK # &% # Apache ZooKeeper S Z K FEH

HENLeEE B LIHEEBR Amazon MSK #5H Apache ZooKeeper EiBZEUEETREl, EER
FIEHELHHNTFEE , BUUKENNLEEEERGELEHH. AR, EULUAE#HTUFRER
SEE,

/A Important
A BARE KRaft EX THITHEE., 582 the section called “KRaft {3 7,

AEBTETIESD :
« #% Apache ZooKeeper &1 ZhH1E B B Z £ 840
¥4 Apache ZooKeeper £ TLS Z2Ihat

# Apache ZooKeeper Ei B TE{E B M) T2 B4

& Z[R ¥ Apache ZooKeeper i ZE , B UARERENNZ2EE, BALUEBREZRZS
HERUAREFEEHFIUHZEHENAE,
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1. EUSEEM Apache ZooKeeper E#RFHE, BE T #EEL , 2 Mthe section called “ZooKeeper
B, BiEFEETE Apache ZooKeeper EiZHI DNS &,

2. A host & ping ZEMIE , REEEL—ESBEHEESH DNS FBEIRA IP i, fFF
EBY P i RABRELEFPEEELEA.

3. BEAAWS EEEEA , W hitps://console.aws.amazon.com/ec?/ : // BAEX Amazon EC2 X%

L
Ho

4. HEERIBEEDPH NETWORK & SECURITY (% EEZL2) T , iB1E Network Interfaces (85§ R
)o

5, EMERAERBLANESMUS  WABRENEE , REBA return. ESHRBHERHMAE
SE R H AR SRR AL R,

6. TEBERERE— (AR EEHENER S FHBEEIZISG R,

7. EEHERKDBWHMEAEES , 3 Primary private IPv4 IP (EEFE IPv4 IP), MR IP st
HEENREFNE—SHESHEFT—@ IP a5 , EERERASSUBERATEREBR
BB EN Apache ZooKeeper §i%, BRI, BECHREULAR A ESHZESHR , ARBIVEE
PR T—ERERAE. ARAENEREFERRE, EETRNSEGD , BHEIERES Apache
ZooKeeper 87 B HI P A 888 5 — B — BT BN B A,

8. EEEEE Apache ZooKeeper EiBi¥ FERVEIE REIRF , 5B FEEAE AR Actions (EiE) ThEE
= , AR IEFE Change Security Groups (2FE R £8H). SN ZLFEBRENLBRRE, W
TEBELLTERENFMERN , 528 Amazon VPC XHFHEL L £ FH,

9. BEELRSER K SHRENHZEEH B RGERSE Apache ZooKeeper S Bt HHBABIAIFT R R
H,

10. BREVURETFRILLEHZEBHENAR, UFAEREREHERANET , F2H

Amazon VPC M H 18, BERAEHHA L,

&8 Apache ZooKeeper £ TLS T2 Ih#E

IETILAER TLS 2 WEENER A FikEd Apache ZooKeeper Hi%h BH EE, E#E Apache
ZooKeeper EiBifE TLS Z£IhEE , FEHITUTRE -
- BENVAMEHA Apache Kafka 2.5.1 fRE S RA A B Apache ZooKeeper A TLS Z£Ih&E.

- BUHSREEERRA TLS £2h#E, FH Apache Kafka version 2.5.1 liREE S ARAET , B
A TLS ¥ % | € B EEH Apache ZooKeeper IR TLS Z£IhAE, MEHEI TLS T2 IhAE
RENEN , B2 FBEA Amazon MSK %,

« £/ DescribeCluste #4EfRER TLS Apache ZooKeeper % 3o

T2 238


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html?shortFooter=true#CreatingSecurityGroups
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html?shortFooter=true#AddRemoveRules
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster

Amazon Managed Streaming for Apache Kafka HEABEE

« ¥ 3 Apache ZooKeeper #AREIE R , LUBEL kafka-configs.sh #l kafka-acls.sh TEfFER ,
= IBE ZooKeeper Shell (FH, BEEZFEIE , BAILUERA --zk-tls-config-file BBIRIEE
&Y Apache ZooKeeper #HEE,

AT &8 R T — (B8R M Apache ZooKeeper fHRERE R

zookeeper.ssl.client.enable=true
zookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
zookeeper.ssl.keystore.location=kafka. jks
zookeeper.ssl.keystore.password=test1234
zookeeper.ssl.truststore.location=truststore.jks
zookeeper.ssl.truststore.password=test1234

- WREMES (0 kafka-topics) , BAEA KAFKA_OPTS RIERE REXE Apache ZooKeeper
S8, UTEFERT WMAERE KAFKA_OPTS IRIEE E K& Apache ZooKeeper SEEER| H b an

.
SE

export KAFKA_OPTS="
-Dzookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
-Dzookeeper.client.secure=true
-Dzookeeper.ssl.trustStore.location=/home/ec2-user/kafka.client.truststore. jks
-Dzookeeper.ssl.trustStore.password=changeit"

EX7E KAFKA_OPTS IRIFE# % , BT AEEMEA CLI 65, U TEFIFEANRE KAFKA_OPTS IR
R#ER Apache ZooKeeper #HREZE I Apache Kafka & :

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --
zookeeper ZooKeeperTLSConnectString --replication-factor 3 --partitions 1 --topic
AwWSKafkaTutorialTopic

@ Note

#&7E Apache ZooKeeper HEEERPFEANSHERE , BHEE KAFKA_OPTS IRIFEEHRFEHA
WBEF -, FIEGEHAEREEN KAFKA_OPTS BB EER 7T HESHERE,

WMFEBRIEIR TLS 7E Apache ZooKeeper BiRHVFFMEA , 2B KIP-515: Enable ZK client to
use the new TLS supported authentication,
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https://kafka.apache.org/documentation/#security_authz_cli
https://cwiki.apache.org/confluence/display/KAFKA/KIP-515%3A+Enable+ZK+client+to+use+the+new+TLS+supported+authentication
https://cwiki.apache.org/confluence/display/KAFKA/KIP-515%3A+Enable+ZK+client+to+use+the+new+TLS+supported+authentication
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Amazon Managed Streaming for Apache Kafka B & R E &

£ AWS §#ETEIP , F=FEZABEFE Amazon Managed Streaming for Apache Kafka &£
BEERER. ELEE PCI M HIPAA BAA,

WERBESRFBEERN AWS WRKEEE , FSREHRFTEIR Amazon Services in Scope by
Compliance Program., M%E—#x&& , 552 B AWS Compliance Programs.

O LAER THEE=ZHFREEZIBE AWS Artifact, MEFMEN , F2E TEHKS in AWS Artifact

&BEH Amazon MSK B SR ETEURRERNE RN, BLARANERERE , UK ERMWEENE
#H. AWS RETHERUZGEIER

- ZEHEGHREAFIER  ELMBIEDIREBEE  WRME AWSEEBUZEREHRAED
ZEEREBNSR,

- HPAA L BEEHEBHEE - WARERALANMAER AWS REILFFS HIPAA HENERARE
o

- AWS EHRER - bk TEFMAERNESTEEARECHNEENVE.

- (AWS Config B& ABIER) HHFEHEFEER - AWS Config RESF L EREERFTEARI
B, EXENTZRANREE,

« AWS Security Hub CSPM — AWS LRI R it AL £AREHTERE AWS |, HBERERETRE
REEEEENREERL,

Amazon Managed Streaming for Apache Kafka #9186 JR &E

AWS £RERRERN AWS EFMATAESAEREEN, AWS BEFRESAERFERANIEEHD
TAESE , SXEFUELEE. SRXENSERENRRKERE, EBTRAREE , BT LR EEBEN
FERARANENE  ETHESCBARREREMTERETE . TARSNTAY, FEEINE
REED  UBE-HZEERFOLNERERREES,

Mm% AWS BEATHBEOFMEN , BSB AWS 2IREBLIG,

Amazon Managed Streaming for Apache Kafka B ERR iR EZ €4

EBZE MR , Amazon Managed Streaming for Apache Kafka 2 %] Amazon Web Services : Z£ 72
FEEB A REPINR AWS WL KB Z2REFHNRE,

BT LAME R AWS Z4H APl FELU | EIB AR FE Amazon MSK, A Fim#7B X & Transport Layer
Security (TLS) 1.0 RE#FHMRA, BEFEH TLS 1.2 XEFIRE, AFmEA BT EEFEREEZLR
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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(PFS) MEZIBREMH , HIEERF Diffie-Hellman (DHE) = #5 Bl # #R % B Diffie-Hellman (ECDHE), B R
(W Java 7 MEHFIRAE) KEEXEELER,

WA, BRLACAFIREH ID FE IAM TRMEEBNLAEENSR/REE, NF , BALLEB
AWS Security Token Service (AWS STS) RELXERZEBEREEHB K,

Amazon MSK E2 &%

B A LA Apache Kafka RERERX AZFRAE T —RNZEE N #EEE - Amazon CloudWatch
Logs. Amazon S3, Amazon Data Firehose, &th aJLAfE A 528 Amazon MSK API FERY AWS
CloudTrailo

(@ Note
RIERX BFTEAR Express RIERE,

RERENXBF

REERN B TEEEHE Apache Katka FERRENETER B | W5 EE MSK B2EMWERA. B
REFWREEN MSK BE |, 1% INFO BRREEXBRERNETI —HZEAERNENER :
CloudWatch B#E8H#H. S3 #7ETE8. Firehose XY &R, AR , LA LUEB Firehose #% BFERHE
R {F BRI E OpenSearch Service,

BHARBIENHER , TEREEENEEEREERXAF. NRELEHNERERE
£ , Amazon MSK T2 AU Eef. NEEHEE=EEEERELURNMELEEERNENR ,
EZRE TS -

* Amazon CloudWatch Logs

* Amazon S3

» Amazon Data Firehose

BT

ZETE Amazon MSK RIEBEXAGZHW BN , LA Amazon MSK BI{ERY IAM B9 % BEER
AWS ZEBE : AmazonMSKFullAccess BUER R ATARKIEF A .
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
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EERREEXBFEARE S3 HETE , BtBFEE s3:PutBucketPolicy &7, MEHEF S3 #EF
ETRRBURMER , 5528 (Amazon S3 EAEER) I {THTIE S3 RFTEEBR ? MEFE IAM
BRI —R &R , FZE (AM EREER) NEIEE,

5 SSE-KMS fEZErEFTEMN KMS £ EE

MREEAZTESE AWS KMS(SSE-KMS) BREEFZE SR A S3 MEITEMA ARSI IRME |
BUTARHEE KMS €8N S@EE , LME Amazon MSK AT LR EBRERXE RS A FITE,

B

"Sid": "Allow Amazon MSK to use the key.",

"Effect": "Allow",

"Principal": {
"Service": [

"delivery.logs.amazonaws.com"

]

.

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"

}

EH RENEREX B AWS EEE#A

NREERVHES  FEEZERTPSHAEEN BRXIEE, SUEERE Amazon MSK [
HERERERN BB &,

HERAEE  FRENBEFETEERER  AREEBMARCIER, AOTHBHIERIINER , R
BIZBRHFERE, SUUEERE Amazon MSK B HEEREREN AFNEE,

£/ REREEXBFE AWS CLI

B8 create-cluster = update-monitoring @5 , ATLLRIERE logging-info £

B, WEEGEE JSON &8 , AT EHIFIR, it JSON 1, B =E R EREBREAMN,
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/add-bucket-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access.html
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® Note

& ABTE Firehose &ifitrue EA§LogDeliveryEnabledBHERES , FRERE B
% CloudWatch B&§ AWS B RS ERE A FERILERR FFIE Firehose R 1R FHRHFF
A, MREBRUER , REELACKELE BFRTE Firehose . EEEFBETRE
ERACTERTMN IAM BUREH] , 528 (Amazon CloudWatch R EIERE) FHARE
REFIH IAM B,

{
"BrokerLogs": {
"S3": {
"Bucket": "amzn-s3-demo-bucket",
"Prefix": "ExamplePrefix",
"Enabled": true
},
"Firehose": {
"DeliveryStream": "ExampleDeliveryStreamName",
"Enabled": true
},
"CloudwWatchLogs": {
"Enabled": true,
"LogGroup": "ExampleLogGroupName"
}
}
}

£/ APl ERERERN B

BT LA¥E E EEE#A CreateCluster 5 UpdateMonitoring #4E2 JSON B9 A3 loggingInfo &8,

(® Note

BIBETER , RAKRERNXB5% , Amazon MSK €524 INFO B BERFEREEN BN,

M , Apache Kafka 2.4.X RESRANEAEATUAKREER BFBERBEREREM
log4j BEFER. MEERBEREREREN BFEBRNABESR , 5F2 B KIP-412: Extend
Admin API to support dynamic application log levels, MREH B FEREREELE A DEBUGE
TRACE , RME&EEEH Amazon S3 = Firehose fEA BB, MRS FE A CloudWatch
Logs B BB M , 3 BEAERYA DEBUG = TRACE B#& B35 , Amazon MSK TJRE&iEE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-infrastructure-V2-Firehose.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-infrastructure-V2-Firehose.html
https://docs.aws.amazon.com/msk/1.0/apireference/clusters.html#CreateCluster
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-monitoring.html#UpdateMonitoring
https://logging.apache.org/log4j/1.2/apidocs/org/apache/log4j/Level.html
https://cwiki.apache.org/confluence/display/KAFKA/KIP-412%3A+Extend+Admin+API+to+support+dynamic+application+log+levels
https://cwiki.apache.org/confluence/display/KAFKA/KIP-412%3A+Extend+Admin+API+to+support+dynamic+application+log+levels
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EBHREAS. EFRgAESENRERENMEE , ABE INFO BEEBM A, BEHERD
BBV AR A IR R B F FE B 2 A 753 0% o

54 528% API LAY AWS CloudTrail

(@ Note
AWS CloudTrail B EBERARER 8 Amazon MSKIAM 7ZEUE

Amazon MSK B £2 R E S AWS CloudTrail , LLIRFIE A HE Amazon MSK AWS HHIERE., AR
R FTERE . B)ERIFE 8%, CloudTrail €H#EEL AP RO EEEH, REEAIFEILEFERE Amazon MSK
FEAMTHHEWN | BUIRE Amazon MSK AP| R{EZ HWREXNTBRL, ©HEHE Apache Kafka #Y
BiiE , flanEsr, SFEFEMNEAE,

MBEESIBHE | B ATLUE CloudTraill B4 (2% Amazon MSK HIE4) 583 1% Amazon S3 f1E
Brfg, BMFEERRREER , MATLUER CloudTrail ERAFNEHELREREZETFELG. B
KA CloudTrail FTUNSERYE AR ¥ Ei E Amazon MSK B} Apache Kafka 2 HHIEER , URBHERHN
IP ik, AE. RREMEMFERER.

EEE—F T H CloudTrail , SFEMMRERBA , 28 (AWS CloudTrail fEFAEEFE) o

CloudTrail ## Amazon MSK & &

EEREMNRFR , RKEBEIETE Amazon Web Services 1RF A CloudTrail, & MSK BEH AR
BENSEREDN  ZTDSHREHRECHPHVEM AWS RRESEH—EEEHE CloudTrail E4H,
B iR, S M TE Amazon Web Services IRF RFIRIE S, WEHMENR , BB (EH
CloudTrail EHE £ RRERIAEH) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-
cloudtrail-events.html,

ZE Amazon Web Services tRF P IEFEETEHMEEE (23S Amazon MSK WEH) , BBEIE
M, #RZRAEZE CloudTrail A5 B EEE R ZE Amazon S3 EEFETE, RIBTHER , ECEZERAEIE
R, RESEAZME BiF, REMELHERE AWS 2 EIEFTFMEERENES , LA BFER
R EEIEER Amazon S3 @#7FETEE. b\ , B EHEM Amazon R , SLE—S o FEE
CloudTrail HEEHRFTENSEHER ., MEFHMEH K F2ETIRE .

e RVB R O e
 CloudTrail ZEWNRBMNES
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
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« F&E CloudTrail #) Amazon SNS &
.« RZEEHIFER CloudTrail HFEEE , ARKZEIRS W CloudTrail HEER

Amazon MSK #$Fr& Amazon MSK #24E5C28% A CloudTrail B ERFNEH., I, ©2LHE TS
Apache Kafka Bj#E.

+ kafka-cluster:DescribeClusterDynamicConfiguration
« kafka-cluster:AlterClusterDynamicConfiguration
 kafka-cluster:CreateTopic

« kafka-cluster:DescribeTopicDynamicConfiguration
 kafka-cluster:AlterTopic
 kafka-cluster:AlterTopicDynamicConfiguration

 kafka-cluster:DeleteTopic

B-SEMHUAREXRNSLSELEFRENETA. FoEATHEEHE T3IEE !

- BREFEHREAEZIER AWS Identity and Access Management (IAM) £ & & A B BHRH,
- RERBRE , REFATHREACEHMES I EAENERRLRBRE.
- BEREBFHHEM AWS R,

MEFME , S E CloudTrail userldentity Element,

&7 : Amazon MSK BiER1EH

Bt —EHARE i EEHUAFRBERNERXNRNSEEIEEN Amazon S3 #7FrE. CloudTrail HE
BRGE—RZEAFER, BEHATMRRRENE—FR , XITSHREE. FRHO BN
B, BRSEZEERA. CloudTrail BEEEIIEMLNE API FEIYEE Apache Kafka BifEtE BB HEEEF |, B
AR EME S EIEF R,

AT &EHIFETR 28 DescribeCluster M DeleteCluster EEM CloudTrail HE6EH.

{
"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/MSK/2.0/APIReference/operations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:user/Joe",
"accountId": "012345678901",

"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",

"userName": "Joe"
I
"eventTime": "2018-12-12T02:29:247",
"eventSource": "kafka.amazonaws.com",
"eventName": "DescribeCluster",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",

"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/10@ botocore/1.9.20",

"requestParameters": {

"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster

%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"

I

"responseElements": null,

"requestID": "bd83f636-fdb5-abcd-0123-157e2fbf2bde",

"eventID": "60052aba-0123-4511-bcde-3el18dbd42aas",

"readOnly": true,

"eventType": "AwsApiCall",

"recipientAccountId": "012345678901"

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:user/Joe",
"accountId": "@12345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",

"userName": "Joe"
},
"eventTime": "2018-12-12T02:29:407Z",
"eventSource": "kafka.amazonaws.com",
"eventName": "DeleteCluster",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/1@ botocore/1.9.20",
"requestParameters": {
"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster
%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"
},

"responseElements": {
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"clusterArn": "arn:aws:kafka:us-east-1:012345678901
examplecluster/01234567-abcd-0123-abcd-abcd@123efa-2",
"state": "DELETING"
.
"requestID": "c6bfb3f7-abcd-0123-afa5-293519897703",
"eventID": "8a7flfcf-0123-abcd-9bdb-1ebf0663a75c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "012345678901"

:cluster/

LTEHIBERNERER kafka-cluster:CreateTopic R CloudTrail BFEEE

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEFGH1IJKLMN2P34Q5",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
"accessKeyId": "CDEFAB1C2UUUUU3AB4TT",
"userName": "Admin"
},
"eventTime": "2021-03-01T12:51:19Z2",
"eventSource": "kafka-cluster.amazonaws.com",
"eventName": "CreateTopic",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.0/24",

"userAgent": "aws-msk-iam-auth/unknown-version/aws-internal/3 aws-sdk-java/1.11.970
Linux/4.14.214-160.339.amzn2.x86_64 Open]DK_64-Bit_Server_VM/25.272-b10 java/1.8.0_272

scala/2.12.8 vendor/Red_Hat,_Inc.",
"requestParameters": {
"kafkaAPI": "CreateTopics",

"resourceARN": "arn:aws:kafka:us-east-1:111122223333:topic/IamAuthCluster/3ebafd8e-

dae9-440d-85db-4ef52679674d-1/Topic9"
.
"responseElements": null,
"requestID": "e7c5e49f-6aac-4c9a-aldl-c2c46599f5e4",
"eventID": "belf93fd-4f14-4634-ab02-b5a79cb833d2",
"readOnly": false,
"eventType": "AwsApiCall",
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"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333"
}

hHEEREE
Amazon MSK 3z#& Apache ZooKeeper = KRaft P &R EEE R,

# Amazon MSK E£# Apache Kafka 3.7.x ix , B AR £ KRaft X MIE ZooKeeper X
%, KRaft g £ ¥ Katka AN IEFHIEFREEFREER,

*rE

« ZooKeeper &3

- KRaft #3

ZooKeeper &=,

Apache ZooKeeper & "—BEHNRK A ARKBERER. 8. BRESBAES , UIREHEE
AR#. ®¥E Apache Kafka EFAN 7B EARAEURERARE M XN EHAELEEN R,

MRENFEFEA ZooKeeper B |, BALAE R LT S ERHKEUE Apache ZooKeeper E#RF &, T
B, RMBEFREMEH BootstrapServerString EHREIFEMN Perfom EERE , BA Kafka 2.5 F
B2 A --zookeeperifZE , ¥ Kafka 3.0 A&,

{# F H\18 Apache ZooKeeper iE#RF & AWS EB XA

1. BARBIR https://console.aws.amazon.com/msk/ B9 Amazon MSK F# &,
2. UWRESETUKRFTEIESNMEES. EEEEEBLUBRKREHER,

3. HEEEREEEL  EBERGAFKEA. EgREETSIERERER , AKX Apache ZooKeeper
ERTFH,

£ AWS CLIEU#8 Apache ZooKeeper E#EF &

1. WMRETHBEEEMN Amazon Resource Name (ARN) , AT LUEIB I R F AT A # £ R BIEX
ARN, WEFMER , 52 Bthe section called ‘5 HEE",

2. FEJEE Apache ZooKeeper BRF & , URBEENHMMEBEN , FETUTHS , FAEE
# ARN EXfX ClusterArn,
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aws kafka describe-cluster --cluster-arn ClusterArn

Itk describe-cluster fn SR H LA T JSON & HIFTRo

"ClusterInfo": {
"BrokerNodeGroupInfo": {
"BrokerAZDistribution": "DEFAULT",
"ClientSubnets": [
"subnet-0123456789abcdef0",
"subnet-2468013579%9abcdefl",
"subnet-1357902468abcdef2"

1,

"InstanceType": "kafka.m5.large",

"StorageInfo": {
"EbsStorageInfo": {

"VolumeSize": 1000

},
"ClusterArn": "arn:aws:kafka:us-east-1:111122223333:cluster/
testcluster/12345678-abcd-4567-2345-abcdef123456-2",
"ClusterName": "testcluster",
"CreationTime": "2018-12-02T17:38:36.75Z",
"CurrentBrokerSoftwareInfo": {
"KafkaVersion": "2.2.1"
1,
"CurrentVersion": "K13V1IB3VIYZZH",
"EncryptionInfo": {
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "arn:aws:kms:us-
east-1:555555555555:key/12345678-abcd-2345-ef@1-abcdef123456"
}
},
"EnhancedMonitoring": "DEFAULT",
"NumberOfBrokerNodes": 3,
"State": "ACTIVE",

"ZookeeperConnectString": "10.0.1.101:2018,10.0.2.101:2018,10.0.3.101:2018"
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+—1E JSON #f|& R describe-cluster i H#HFH ZookeeperConnectString &
W, BERENSHREENE , THTREUAMEEE BT TERMER,

/A Important

&K Amazon MSK #EXERMA ACTIVE #REE | & BEEN1S Apache ZooKeeper &
RFrE, EEEMER CREATING #RAERF |, describe-cluster PMEETE
& ZookeeperConnectString, MIRREEREN , FEFLDE K AREBHFED
ACTIVE MREERBIX#IT describe-cluster,

/A API 118 Apache ZooKeeper E#RF £

£ EFH API E1f8 Apache ZooKeeper B F & |, 552/ DescribeCluster,

KRaft =

Amazon MSK £ Kafka 3.7.x W& # i ¥ KRaft (Apache Kafka Raft) #Z#8, Apache Kafka 1t 8¥5 %%
KRaft 3REWX Apache ZooKeeper , LATE Apache Kafka #EHREEHEER, F KRaft X , 5
FREERSTE Kafka B HIBSEHEAANEE | ER Katka BEN —30 , MARE ZooKeeper %, 25
KRaft #2488 , FEEXIFNENER , tFFELETEINNWREREE, WFE KRaft WEFMHENR , 7
28 KIP-500, KRaft

LT & MSK L KRaft XA —L£FEFH .

- KRaft EXNEEARFTES. BUEER , EREEZURPEERER,

- EMSK XA L, BALUEE Kafka 3.7 x IRIGEMBEE R IR E P K KRaft &EUG R , LB
Kraft ﬂ%%o

« ZEMHH MSKAPI CreateClusters CreateClusterV2IR/EfE KRaft EXFEVHEE , BEX
5 3.7.x. kraftABMRAER, A 3.7. xBRA , LA ZooKeeper IENEB I EE,

« 1£ KRaft fl ZooKeeper FE L H SEREBE NS IEHEME, T8 , KRaft AIZFREBESE
SEPHEFSRERES K RABEEEAEESZHEE,

« £ Amazon MSK Lf#H KRaft EXFTEE API 88, FiB , MREHNAF RS RMHARER--
zookeeperERF & , BEREFHAF RS A --bootstrap-serverERFERERER
%, --zookeeper EfEETE Apache Kafka 2.5 fiRFEH , ¢ Kafka 3.0 ixFAHEBER. Hit , &
PR B B EMFTA - -bootstrap-serveriB R FE AR Apache Kafka F F imhR A FELR
F&,
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« ZooKeeper N #E/E 7] A Apache Kafka t1 2 #& zookeeper HIFT B B#IThRA, &R Apache
Kafka W7~ 20% Apache Kafka fRAFARREFMK LT EAFMER , 588

- BEZBREEEANTMIERTEMIERE ZooKeeper BRI IE N T A Kaftka Admin APls, 3l
ERHEEERFE Cruise Control £/ LinkedIn B Apache Kafka Cruise Control ¥ Amazon MSK
HEHFITER 5820 . Cruise Control B ETERE ZooKeeper FY1ER T #1T Cruise Control FIFR
B,

- BAEEHHTMEEDEEREREEN KRaft #2585, TiB , REFEHARMEERIKRER
B, BOFEERTIEEN DNS mH , T EAREEN —LIFEHISEHEEEIEE, SR L% MSK £
ZEEYEMA ListNodes API ER{EENSIELE DNS in 2. £/ Prometheus E53E MSK fi2 & & WER
E KRaft BEENHANNEENERTR L F2HE .

- BRFEZEIB ZooKeeper EXE K EE KRaft EXBEMWEM CloudWatch 12, MSK 8 EEE &£
F{E A/ KRaft #2585,

o BULAEER - -bootstrap-serverFHEE KRaft EXEEFFH EEEE ACLs, BREZME
FA--zookeeperEEFHREE ACLs, EZ B Apache Kafka ACL,

- £ KRaft XX , BENPEERFEMRTE Kafka K KRaft #2%I85 £ , A2 ZooKeeper i
2, Bt , BRFEEBREH ZooKeeper BB — 8k 2 Bl 12 ¥ 12 ) 25 57 BBV 12 HL

FERE

BRI AR Amazon MSK APIs R#&#7 MSK B P FBEMNMEEEEN, B APIsiREE FE K
ERNHEBEFIE K SEIIEHFE. EERE, HENSEIEFMAENR, WERAEBRERE, RH#EE
fRF T fR Kafka =B,

/A Important

ListTopics. DescribeTopic#l DescribeTopicPartitions APIs [EfER R K= 5
BEEM—ANER. SRETEERNENEIEMRE , FEFAN—5EBEEH,

(® Note

B APISIERFTEFREENNEBEFEIE, EERUREHNEE , FEEA Apache Kafka TE
= Kafka AdminClient, MEFFAE , BHSELTE 4 . £ Amazon MSK BEFEI I &,
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BREETEEANFR

- BHEENVAR MSK fiZE5E, B APIsTE AR MSK Serverless &5,

- BHEENEHIT Apache Kafka 3.6.0 REERTRA . MFEIERANFMENR , F2HE the
section called “X &/ Apache Kafka fRZ",

- BHBEMSARRN ACTIVE &, MERBESNENFMENR  F2H 78 VSK fiZEFEM)R

B

\

2t
&

- BAAWBEEN IAM A, MEFMENR , 552 Bthe section called “IAM §F 7",

WA EEEAR IAM B

HEFILEL APIs , BLEHBEEMN IAM 3T, TRIIHSE AP FREMETE,

WA E AR B

AP PRERHVET A &R

ListTopics kafka-cluster:Connect #E £ ARN
kafka-cluster:DescribeTopic

DescribeTopic kafka-cluster:Connect ARN
kafka-cluster:DescribeTopic
kafka-cluster:DescribeTopic
DynamicConfiguration

DescribeTopicParti kafka-cluster:Connect ARN &

tions

kafka-cluster:DescribeTopic

kafka-cluster:DescribeTopic
DynamicConfiguration
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® Note

¥ ListTopics , 5% IAM BERHIEEE S ARN, #HR DescribeTopicH
DescribeTopicPartitions , &7E IAM BUZRHIEE £ ARN,

#0% Amazon MSK IAM ZEUZ I BMMEH | FHSBE the section called “IAM FEIZA",

£ |

B Amazon MSK B&EFH EE
- RS EENFMEA

- BRETENDEEEA

5| Amazon MSK & ERE

B LG MSK M2 BEFHNAAEE , LRAELRTHEESR , oS EAHNERRR. EHR
ERBENTE. JITFESRAETEUETE-SHEEERA.

(® Note

ListTopics API REEREEHRER ., EENEHETENFHEESR S EHBRIREN
#H%8 , 35 DescribeTopic APl, MFEFHMEN , FSEISEENFEET.

(® Note
Lt APl EIRERRAN BT EEH —RNER, HRETRERNSEHEIERE , FFHFAY
—PEBEH,
ES ]

- EA SHEEAWS EEFES
- fEA SIHERE AWS CLI
- EA API B FRE
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£/ JIHEE AWS EEEEA

1. BAAWS EEF#ES , W https : //httpS'//consoIe.aws.amazon.com/msk/home?region=us-
east-1#/home/ BABX Amazon MSK £ &,

2. HEEBEEBREY , BEEIHIENEESRRE,
3. ERKHMEAREL  BEZERSIER.
4. BERFRETEBEETHMEEE , 2FTEEE. 2IEHE. BRREZEMout-of-syncEBAFTH.

£/ 5|78 AWS CLI

BT TS , LAEEM Amazon Resource Name (ARN) BR{X ClusterArn., BRI BHEN
ARN , AIERBSI HATE B ERIKXEI ARN, WFFMER , 552 [the section called “FI HFEE",

aws kafka list-topics --cluster-arn ClusterArn

it SR LT JSON EHIRT R,

"topics": [
{
"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcdl234-
abcd-dcba-4321-alb2abcd9f9f-2/MyTopic",
"topicName": "MyTopic",
"partitionCount": 3,
"replicationFactor": 3,
"outO0fSyncReplicaCount": @

"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcdl234-
abcd-dcba-4321-alb2abcd9f9f-2/AnotherTopic",

"topicName": "AnotherTopic",

"partitionCount": 6,

"replicationFactor": 3,

"outOfSyncReplicaCount": 1
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DEER

MREHNEEEHZETE , BULUERA EUB/NHUEERE R, #H --max-results 280Ki5
EEEOMNEEHE LR , ¥EH --next-token ZERHEN T —ENER,

aws kafka list-topics --cluster-arn ClusterArn --max-results 10

MREEZHERTA , QEE IR nextTokenlE, EALFAAEEERNT —H,

aws kafka list-topics --cluster-arn ClusterArn --max-results 10 --next-token NextToken

REBEELE

BT LER --topic-name-filter 2HEEFERGETEFE, ERSELRBHEREEFTE
M ERE,

aws kafka list-topics --cluster-arn ClusterArn --topic-name-filter "prod-"

Lt REgEEEBHEA WE-Eprod- , fl# prod-orders= prod-inventory,
5/ API 5l E3E

EEMFER API JIHERE , 552 ListTopics.

IS EENFREN

IER LU MSK 2B S RBEFENFMER , e BFEHBERE, 2EEFR. ERRENERE,
EHRNEHE, BETERENERFHEERZTEREEERTH,

(@ Note
Lt APl EIRERRAN BT EEH —RNER, HRETEERNSEHETERE , FFHFAY
—DEBREH,
£

- fEF HREE AWS BEEEEA
- [/ #HAREE AWS CLI
- R APl #HiRERE
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£ #HRERE AWS B E

1. BAAWS EEF#ES |, W hitps : //httpS'//consoIe.aws.amazon.com/msk/home?region=us-
east-1#/home/ BABX Amazon MSK £ &,

EEEFES  BEECOSLEHER IENEESRR,

EREFMEAEE L  RETERSIER.

EXEEFEYD  BRELERBNEIERRE,

FTEFAEFERBETNETENERET , 2BERE, 7EEHH. SERRENARERE.

o & 0N

£/ #iRERE AWS CLI

T oSS, LLEEM Amazon Resource Name (ARN) BifX ClusterArn , WA EH RN EE
BBEM TopicName,

aws kafka describe-topic --cluster-arn ClusterArn --topic-name TopicName

t e HEH LT JSON EHIFT R

{

"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcd1234-abcd-
dcba-4321-alb2abcd9f9f-2/MyTopic",

"topicName": "MyTopic",

"partitionCount": 3,

"replicationFactor": 3,

"configs": "Y29tcHJ1lc3Npb24udHlwZTlwcm9kdWNlcgpyZXR1bnRpb24ubXMINjAQODAWMDAwW",

"status": "ACTIVE"

THREERRE
status BMIEHETEMN B AIARE, TRIRBA TR AREE

FEARRE
ARAE Description
CREATING EEEIFE,
ACTIVE FERERAPETHER,
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ARAE Description

UPDATING IEEE#FEREHRRE,

DELETING IEEMIBRERE,
THREEERE

configs WU BE EEN Katka HREBEM , UL Base64 KR imiE, EELUMERNNENRBERE &
EEME Baseb4 F &,

THIEE 5 ;RE E{A1E Linux 2 macOS L baseb4in S RIELHRE,

echo "Y29tcHJ1c3Npb24udH1wZTlwecm9kdWN1cgpyZXR1bnRpb24ubXMONjAQODAWMDAW" | baseb4 --
decode

BRNEHENRERNEREEEEEBM.

compression.type=producer
retention.ms=604800000

MEFTEERAEBENGEMETN , 5528 the section called “EREE & Amazon MSK #H7E

£/ API #R X RE

ﬂI‘H‘

EEMEH API BREE
BEETENDEEEHR

ER LU MSK 2B S hREFTE 7 EIBNFRES. LEFASEDEERRE. AEREREKN,
BERREEXNEFLAER (ISR). EFPRERDEES M. BAERTENTEE  URBEHEE
BREE,

2] DescribeTopico

(@ Note
Lt APl EIEERR AN BSEEHR —RXNER, HRETEEBRNSENEERE , FEHFAY
_/\Eﬁﬁﬁo
£
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- R BREPIEEH AWS EE I
- FH REDIEERA AWS CLI
- /A APl RIRDEIEEA

A MRS EEEF AWS EEEXEA

1. BAAWS EEF#HA |, W hitps : //httpS'//consoIe.aws.amazon.com/msk/home?region=us-
east-1#/home/ BABX Amazon MSK £ &,

EEEFET  BREOSTENEEER,
EEEFMEAETE L  BEFERSIER.
EEIBEREY  ERELERAIIEEANTEEHR.

EXEFMEARR L  SBR7EEEA , BErBEsIEN DB REER. REREEN, #X
NMEZREZR,

o & @ N

R mRoEEEHA AWS CLI

BT T OIS , LAEEM Amazon Resource Name (ARN) BifX ClusterArn , LA EE R BEUL
TopicName,

aws kafka describe-topic-partitions --cluster-arn ClusterArn --topic-name TopicName

L ST HYE H BT JSON EHIFT R,

{
"partitions": [

{
"partition": 0,
"leader": 1,
"replicas": [1, 2, 3],
"isr": [1, 2, 3]

.

{
"partition": 1,
"leader": 2,
"replicas": [2, 3, 1],
"isr": [2, 3, 1]

.

{
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"partition": 2,

"leader": 3,
"replicas": [3, 1, 2],
"isr": [3, 1]
}
]
}
THOEIEER

CEeEsfEsEEN THER

- partition — Z EIEfwEHHR. DIESR 0 BHBRRER.
* leader — kP EIEZEEENRERN ID, HEESEESIENFIEERMEARR.
- B — BEEUPEEEERNRERER IDs BE, EIIERL A Mout-of-synciEA,

o isr — EIZAERNNREIDs BE, ELEATLREAEENEE  YATUEFTEREERES
Eo

(i

£ LiRgEHIT | DB[E 2 out-of-synclIEAR, replicas FEETERERER 2, BisrBEREE, &
EAEERN 2 k2B L PEENEESE,

HERETOTHE

MRENEEEHFZPIE , BLUER D BEUB/MHOREEE R, FH --max-results 28K
BEEBOMOEIEHE LR , WHEA --next-token ZERHENM T —ENER,

aws kafka describe-topic-partitions --cluster-arn ClusterArn --topic-name TopicName --
max-results 10

NMREEZERTH , OEEEE nextToken{E, FRALFZHARENERNT—E,

aws kafka describe-topic-partitions --cluster-arn ClusterArn --topic-name TopicName --
max-results 10 --next-token NextToken

LYEES
BESEEREFARRUATELERGRER !

- BRAEETENDEIE — b8 replicasM isrBE , UBHIREEATRALSHN D EIE, ETHE
THEEEESINEREXBE,
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- BERSEESH — RESIEESREE TS HRREER , MRAEHTE.

- HEREBEETHEDE — ZBRE ISRBE , SIMLERERXELR TETNERE,

- REPBEEMVE — EHNTEFFERFEH  FEALEARTHEBNSEERE,

ER APl iR 5 &l B &R

EEMFH API BB D EIEER , 552 [ DescribeTopicPartitions,

Amazon MSK &R

ER—51E Amazon MSK HEERMEEE , EREURRAR. £ API ARF , EREEFUEHS
FRARENGEE, NEELERNBEUREGIUEELER LFBACREEREE , 528 Amazon
MSK API Reference H Y Resources, 7t the section called “IAM ZEUZ&]” RBF , BREZTUR
FRIEEFEMER | W the section called “FREBEER EMMES.

Apache Kafka fix <

B3 Amazon MSK # &8 | AIISEER H LM Apache Kafka A, Bt AEFH R EHEN
Apache Kafka 74, ZEEIHRHEEWHENR T ## Katka IRAZENEEH , URREEERHNER.

FRE
« XM Apache Kafka kx4~
« Amazon MSK fRZA X% &

> ##1 Apache Kafka MR

Amazon Managed Streaming for Apache Kafka (Amazon MSK) X # LT # Apache Kafka 1 Amazon
MSK hx7Z, Apache Kafka #t&Z81T B HiREMHY 12 BANREXE, WEFHEEA , F2H
Apache Kafka EOL ( £@iBH&ER ) B,

T#&5|H Amazon MSK X &/ Apache Kafka hixZ<,

Apache Kafka kx4x MSK #1T B #i S E& A H
1.1.1 -- 2024-06-05
2.1.0 -- 2024-06-05
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mEARXNENREAER., FRECEFNECNVERS BB EHLITE , #lW CloudFormation , ¥

EBRAmEPHLEE,

Amazon MSK H £ X #& Apache Kafka 3.7.x iR 8 KRaft #£3{ (Apache Kafka Raft). £ Amazon
MSK Lt , B ZooKeeper 1% —# , KRaft B #HIRTEER , BEEINENER , FETER
HETENANREREE, BIBEIEALUE Apache Kafka 3.7.x iR E L KRaft = 3 ZooKeeper & 1L
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BE, £ Kraft EX A, HEBR Zookeeper HEE N 30 ARERXERE , B&ZILUE 60 X
IE%E‘VE%”@@%*E’JE%“EUE J|EFRRESRE, EEE— *ﬁTﬁ?r MSK E# KRaft , &2
ﬁ KRaft *E_to

Apache Kafka 3.7.x iR tb B & B{EE RS EM XS HENFTIEE, TENEEBE TRAFRNBEEER
REEL, AR BFEREERENMEE, NEXSNHERBENTEFE |, 5526 3.7.0 ¥ Apache
Kafka MRZA<fig&cEo.

Apache Kafka 3.6.0 lx A&~ (BB EEBEFRALEEN D EBRT)

MFE AR Apache Kafka 3.6.0 R4S (REEEBHFRALEN D BRE) WEH , 5526 Apache Kafka
T #MAh B RS R

Amazon MSK A#&1E tbMR A 8 18 F FH FIE T2 Zookeeper RETHEABER | LUBERBEM.,
Amazon MSK 3.5.1 X

Amazon Managed Streaming for Apache Kafka (Amazon MSK) IREX B #EE MR EHEEN Apache

Kafka 3.5.1 fR. Apache Kafka 3.5.1 @2 HEHRIEEMBENENTE. TENEIELAEESE

Bl EHMBRA DB EIER. FUARAF , Amazon MSK A& MBI Zookeeper LAHEITIRE
ABEE, IEURSNERBENTEEE , 552K 3.5.1 9 Apache Kafka A fE&E.

WMFEBE Apache Kafka 3.5.1 iV & , 2B Apache Kafka T &M £ R A f@Et.
Amazon MSK 3.4.0 ki

Amazon Managed Streaming for Apache Kafka (Amazon MSK) IREX B EEMREHEEMN Apache
Kafka 3.4.0 k. Apache Kafka 3.4.0 @ #E RS EMBERENFIEE. TEhEIIFBE , U
WERBBINEASEIMNBEN, FHRAS , Amazon MSK #S#EFE A MEE Zookeeper LAEST
REAMEE, IFERENERBENTRFE , 525 3.4.0 ¥ Apache Kafka lRA &t

MEFE B Apache Kafka 3.4.0 iRV EFA , 5528 Apache Kafka T EH 8 L # R A E5E.
Amazon MSK 3.3.2 ik

Amazon Managed Streaming for Apache Kafka (Amazon MSK) BiE X BB EMBEHEEMN Apache
Kafka 3.3.2 fix. Apache Kafka 3.3.2 @2 BE#HRE EMAERBENFThEE. TERESTI/EBE , U
WERRBOLNEAREIRNBEME, EHARASF , Amazon MSK AS#& & F A FEE Zookeeper LAHETT
REABEE, IFRESNERBENTEEE , 52/ 3.3.2 19 Apache Kafka iR A& fgzt.

WMFEE R Apache Kafka 3.3.2 iRV EF , 552 B Apache Kafka T &84 £ R AT
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Amazon MSK 3.3.1 ik

Amazon Managed Streaming for Apache Kafka (Amazon MSK) IREX B #EEMREHEEN Apache
Kafka 3.3.1 KXo Apache Kafka 3.3.1 @& #EHBEEMAERENFE. FrEEHEIIEER
MoHEIEFIERINEE, Amazon MSK #TE LR A P EBFE AT EE Zookeeper RETHREAHERE |
DRREBEM. UERESNERBEENTREEE , 52/ 3.3.1 1 Apache Kafka iR A& figit.

WMFE B Apache Kafka 3.3.1 iRV EF , 552 B Apache Kafka T &84 £ R A @t
Amazon MSK 3.1.1 kR

Amazon Managed Streaming for Apache Kafka (Amazon MSK) BIE X BB EMBEHEEMN Apache
Kafka 3.1.1 K #l 3.2.0 iR, Apache Kafka 3.1.1 1 Apache Kafka 3.2.0 ‘B & B {5 52 1& 1E F = WAL
W ThEE, WP EEIEETITIEEMNIEEINEE , UREE IDsFEA. MSK #SEEE Lt RAFFEAM
B Zookeeper EITHEAHERE , UERAEBEN. NERENEREENTEEE |, 5260 3.1.1
# 3.2.0 B9 Apache Kafka kR A< fig&t,

MBI Apache Kafka 3.1.1 F1 3.2.0 KRG E A , 55289 Apache Kafka T 8BS LY 3.2.0 BRA g
SER 3.1.1 KUAMREE

Amazon MSK 7 fEf#7F 2.8.2.tiered X
AR A2 Apache Kafka 2.8.2 MxHYEBR Amazon MSK kx4~ , BEZFAJR Apache Kafka i Bis A

2.8.2.tiered RABE D EfEIEINEE , B Apache Kafka B KIP-405 5| A2 API 8. NEEES
Amazon MSK B FIheeMEMENR , 28 2EREEXN P ERTF.

Apache Kafka 2.5.1 iR

Apache Kafka 2.5.1 lRAN2 & & E RS EFFTHEE , ‘2IE Apache ZooKeeper FI'E IR F F im iy S
0%, Amazon MSK &2t TLS ZooKeeper i , &R £/ DescribeCluster RFHHEITEM.

DescribeCluster #/E# HEEFIH TLS ZooKeeper i B ZookeeperConnectStringTls &%k,

AT & HIEH T DescribeCluster B{EZEIFER ZookeeperConnectStringTls Ei% :

"ZookeeperConnectStringTls": "z-3.awskafkatutorialc.abcdl123.c3.kafka.us-
east-1.amazonaws.com:2182,z-2.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182,z-1.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182"
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MEBBEEMER TLS INZE M ZooKeeper WHHEAEN , 752 B £ HL Apache ZooKeeper £/ TLS %
éIjJ BEo

AR Apache Kafka 2.5.1 KRHISEHEE A , 5588 Apache Kafka T 8#SE E 0 AR A 5T,
Amazon MSK 2.4.1.1 $£E848 EfR

AR 2 Apache Kafka 2.4.1 MRASEY PR Amazon MSK $EE2M6 IEMR. ILEEZMBTEIRES
KAFKA-9752 FIEIERZA , KAFKA-9752 2 — B REE , & XNAEREFEEN T HLERSE
PreparingRebalance AREE, WEIBEEFEHIT Apache Kafka 2.3.1 Ml 2.4.1 IR B K., LLRAS
EHBELENEERS , AR Apache Kafka 2.5.0 fi.

(® Note
{Efa]E2 Apache Kafka 2.4.1 IiR#BEH Apache Katka Fi Fif , SEE#11T 2.4.1.1 MRH Amazon
MSK B &EHZE,
EIR B Apache Kafka 2.4.1 fRA , PR B LS E A Amazon MSK BEME A MSK 2.4.1.1 $583

BIERRA, BALUE#EIT Apache Kafka 2.4.1 IRV BB ETHAIMRA , LM ALBERS, WE
EBEAMBEEEENEN , F52E Ak Apache Kafka [RZ,

EEETKEEARE 2411 RNBERTHRILERE , 528 ¥ Amazon MSK 5 ETHIEDZE 8
B BN E B H{ZRE PreparingRebalance ARAE EZHf,

Apache Kafka 2.4.1 i (XBEMA 2.4.1.1 kR)

@ Note
18X BE A Apache Kafka 2.4.1 MRRE I MSK &, BRI BHEEER Amazon MSK
2.4.1.1 $5321& 1IE hix MEE Apache Kafka Apache 2.4.1 [RM B A Fix. &/REHEEHE Apache
Kafka 2.4.1 lR#Y MSK |R& , BREETER , LA B EA Apache Kafka 2.4.1.1 ki,

KIP-392 R H A —{ERIEH Kafka ERE , @ETE Apache Kafka 2.4.1 lgAH, EEX
ENZENAERRBINEARER, MEFALIEE  FHIAEBMEFH client. rack
HRENAETAREDN ID, &5 AZID & usel-azl, Amazon MSK €4 broker.rack
FARERXTHEEMN ID. B4 replica.selector.class AREBMER
org.apache.kafka.common.replica.RackAwareReplicaSelector , ltA Apache Kafka Fit
REMESEN —EEHE,
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B8 ME A tLhRASKY Apache Kafka B , PER_TOPIC_PER_BROKER EEiZERFHIEER
EEHEEXEAISERISHE, MFELBEBEMFEMERNR , 552 Ethe section called
“PER_TOPIC_PER_BROKER B#k Bz,

WENASKTAES IDsHEF , 528 ( AWS Resource Access Manager £ EER) F1 &
REY B A [ IDs,

ﬂlh+

MERTHEBMNET , 52 the section called “F I EEELHRE",

WE KIP-392 WEEMAEF , 5528 Confluence EE A K Allow Consumers to Fetch from Closest
Replica,

% Apache Kafka 2.4.1 IR FFHIEFA , 552 B Apache Kafka T &1L LAY IR A fm st
Amazon MSK Rx7s 3z 2

REBEFRHA Amazon MSK IRAZEEE M WREF H & Apache Kafka Mr74~, tIREBEH K Kafka ki
X, FEBHIRNREER RN REER.

&

« Amazon MSK WA X BEUR
« F+#& Apache Kafka R

s BREABNSEER

Amazon MSK WAz B BR
AEEREA Amazon MSK X Kafka MRAH Z BEBUR.

- XEPTE Kafka A , BEREIEXEZRABAL, IEKLEZEAHNFEEEN  F28 BN
Apache Kafka i, EXEZERBEZH , S8 MSK BEAREEZEN Kafka IR EFR
R, WEFR Apache Kafka IRANHIFEHIERR |, 52 B F 4k Apache Kafka fiA, EXEERARIZ
#%EA Katka RANBEES BB ARTERN Katka AR, BEFHEAEXE A BERENEME
BT, FRZH , EFERIEFBEA,

- MSK ZETHAHMBUNBENZE  ELBEMEH Kafka RAEEEMHKIEZERR,

F+#% Apache Kafka hr4x

BT SR AR MSK #EFHREBFARAR Apache Kafka, HikEEM Kafka lRAZ 1 ,
B iR SR i AN % 3237 Kafka MR A9 ZhaE,

30
#
glll
H
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WENFAEARBEERESETHNFEEF , 526 the section called "BES A AMEE".

A F+#k Apache Kafka fixZ4~ AWS BEFEH

1.

2
3
4,
5

BRRAL A https://console.aws.amazon.com/msk/ B9 Amazon MSK &,
EBESGh , BELEY MSK BEENES,

BELEARE MSK 5.

EEHRSIERL | i#1Z Apache Kafka i [EEX H #Y FH R o

£ Apache Kafka liRA[EEH |, 11T T 5 EE -

a. 1Ei##E Apache Kafka RAR TR NEED , BELEARNBERAR, Flin, #E3.9.x

b. (ER) BRERGHRAEEY  UREEEENRAETHABRBRECENEETE, AR,
EHUER LA,

(® Note

Amazon MSK Xz E 7 ith 7+ #k & K Z 8 Apache Kafka x4, i , # ZooKeeper &
Kafka iR A F# E KRaft BRAE , BUERIUFNEE, AR, SEHNERERE
MBS WAEAPRBIFMESE.

c. (BEA) REENBESERBKEHSHR , UAERERRAEENEREN. E7RAMMRARN
ThREM .

NREFEMBRANBAR , TURBLISR,

(® Note

- fARFEARTEEBENAFRERER,
- RTHEFBREREN , TIXEMRAER,

d. BEARUFRKERF.

{F/ F#&k Apache Kafka kx4~ AWS CLI

1.

BITTHST , ERBERIZEERESMN Amazon Resource Name (ARN) B4
ClusterArn., HEFBEEMN ARN , I EBYIHFIERERKEIEZ ARN, MFEFHER ,
Bthe section called “5l| HE#E &,

"
s
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aws kafka get-compatible-kafka-versions --cluster-arn ClusterArn

oSN EEESEE A AKEERN Apache Kafka iRAEE, #H ML T E6IFTR

"CompatibleKafkaVersions": [

{
"SourceVersion": "2.2.1",
"TargetVersions": [
"2.3.1",
"2.4.1",
"2.4.1.1",
"2.5.1"

}

2. BITTIGS , FRASEERIEERESHN Amazon Resource Name (ARN) Bt

ClusterArn, EZBEEN ARN , T EBIIHAIEEERK T ARN, NEFMER , B2
Bthe section called “FI| HE £,

\)it

HKEEBRRARNKR A Current-Cluster-Version, ¥R TargetVersion , & LAIEERI
— B S A EA B R,

/A Important

BEEMATEHENEY, EESHEEWHAMA , A DescribeCluster ##/E=
describe-cluster AWS CLI i 5. £i|iR4S BKTVPDKIKX@DER,

aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-
version Current-Cluster-Version --target-kafka-version TargetVersion

—{Ean A8 LT JSON FER :

Apache Kafka fxZx 269


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/describe-cluster.html

Amazon Managed Streaming for Apache Kafka HEABEE

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef@123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

3. EHE update-cluster-kafka-version BENER  BFHT TGS , FAEE
update-cluster-kafka-version @S #iHPESH ARN B ClusterOperationArn,

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

It describe-cluster-operation s SHEHIMELT JSON & HIFT R,

"ClusterOperationInfo": {

"ClientRequestId": "62cd41d2-1206-4ebf-85a8-dbb2badfe259",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2",

"CreationTime": "2021-03-11T20:34:59.648000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_IN_PROGRESS",

"OperationSteps": [

{
"StepInfo": {
"StepStatus": "IN_PROGRESS"
},
"StepName": "INITIALIZE_UPDATE"
},
{
"StepInfo": {
"StepStatus": "PENDING"
},
"StepName": "UPDATE_APACHE_KAFKA_BINARIES"
},
{
"StepInfo": {
"StepStatus": "PENDING"
},
"StepName": "FINALIZE_UPDATE"
}
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iF
"OperationType": "UPDATE_CLUSTER_KAFKA_VERSION",
"SourceClusterInfo": {

"KafkaVersion": "2.4.1"

I
"TargetClusterInfo": {

"KafkaVersion": "2.6.1"
}

R OperationState E&{E UPDATE_IN_PROGRESS , FEHE 1% —ERESME , ARBXH

1T describe-cluster-operation . BIETAEF , OperationState MEEERK
UPDATE_COMPLETE., HA/A Amazon MSK SERREFIENREAERMERE , HtETpEEEE8®
T, BEERETHAL,

£/ API ##& Apache Kafka ks

1. WA GetCompatibleKafkaVersions #4E , LBV E AT A AR FEER Apache Kafka fRAEE,
2. WA UpdateClusterKafkaVersion #4 , & EABJEE P —EHEZEH Apache Kafka hR7<,

IRAFHRE REER

A7 HRE Kafka RAABREFHPHTHRBENHEAFHERY , FREAF RN Apache Kafka
FREMERE , MR :

- BEEEBRE (RF) REAETHESESE2NR/NME , S=THAEHEEINRENMERES . B
RF B27 S E A EEREHE D SE,

- BHRPEILSARER (MnISR) REANMAEEZHRE (RF) WEHEAE 1, BlminiISR = (RF) - 1, &
AERDEEERETNURTD —AELAHERNEETTE,

- BRAFRBREAFRAZAREBEERNERFE, NRXEAFK /IO WiEEREBEEXFERKEHE , AAF
MERFERETEZEREEANAFRELE, NENMRESEEZEAREEREANEEFZENFERE
F, FSBEEE Amazon MSK #E£H 5| ERERR,

- RMBBREKAFRAREZEEBRNRE ESWA , AZHZRAFWIRAFTHNIEE. AFEH
BT Z MSK # 5 Kafka lRAHV £ @B HAFE R (EOL) BEIRR® , MATEER EOL HHZ AT
FXo. Apache Kafka 2t E R A FRIEAMESE , IZEBRENAFREABRTNESE K R2TFR,
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« £/ 3.x.x lxW Kafka Al Fim FJRE R FEMT T SITEERME : acks=all M
enable.idempotence=true, acks=all E2%RIMTERRETRRE , acks=11EBERFIERE
SREREREEBRRREABANT AL, E&H , WEERE L enable.idempotences
false, FEg%enable.idempotence=true2E A AREEEFASNAEN, SLBEFSHERA
REBKRE , L EREENESHAN LS EENLE,

- BIAFH MSK BERK , FHEAERN Katka R4S, FHAREN Katka RATTZEZ R RN
Kafka 1 MSK Ih&g.

¥ Amazon MSK #£ETHEZ E

T 5 E AT BI 8% Amazon MSK B ERE R A W RIBE TR TR, BH USSR REEREE
AWS re:Post, MF¥ Amazon MSK Replicator # 1T EZ & , 552 B MSK Replicator #EZ K.

&

o HgHx[EEUK FE BB S iR

« HYF & BHH{E#%1E PreparingRebalance AR &E

- BREERX BFFEEZE Amazon CloudWatch Logs B H &5

- RERERRZLEE

- BERERIERTE CREATING AREE

« BEEMRER CREATING Z FAILED

- BERER ACTIVE , BAEFELZEAERIMAEELEKRER
« AWS CLI £ 8 Amazon MSK

- DEIEBRBELRTEL

- BETETE

- BERETRE

« 4 EH&HE NotLeaderForPartitionException

- BETREESE (URP) BEARE

- BEEHFE A _ amazon_msk_canary #l __amazon_msk_canary_state By 38
s BEFNCHEBRARTFRHNES

s EAERAIBTFEIES AWS : BiBRE

- SOBBAM  AZER
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- KBNS BRE  THERBXE

« MSK Serverless : #EE T LK

« $£7 MSK #HREH =3 KafkaVersionsList

R EINARESBEmER MR

EEINEREER BB , Amazon MSK AR KR ERRAFTNHMITER. Katka BBRESE
THHAREERXER S IEREMEAHUKE, ERLELDEE2R , CFMFSESHEENE
FREX (ISR) KEEHE.

[

ERUEEZSRERNAERAD , FAKDMNEE S ETRELEMSERERRIR L, EWRE
Bl RAGLSEETURMRENERL (B8 ) HtodECHEARERANRE. LEBR
BRARAREEERHREREERFIEN  FERBELTAEY 250 MiB, BAERANE , FA2EE
Mo EHEeZIHE  SHREESIEHLA ISRHNEMAREEAERECHIEE (MARRHR
=i acks MEHKBEE S B|[Eacks=all), EABEBEXR NN DB EBERANBEEFESER,

- PEREEBTIOMNRE , BREREEXHNTHELTECHLE,

s ATRIEERUBRELAMNNTREYE K BHRAEAESRZENHERE. HNSRZEEEEER ,
EEMFEA 500 MiB/s WREWXEE , EFMENERESRBXENERARGMEMTE. 5
Amazon MSK B EERBEAMERTFHILAE

- FPEREERIRERK , B {Enum.replica.fetchersEERE 2

EY A & B¥#H = %1 PreparingRebalance iR&E

MREN —ERZEMAEFHEEFETRKABEEMRE , REATEER Apache Kafka [EE
KAFKA-9752 | IEE 523 Apache Kafka 2.3.1 # 2.4.1 iR,

EEMRIEE  BRESEEFARE Amazon MSK 2.4.1.1 S8R IERR , EF @S BENEER
N. WEBEKREBREFNE Amazon MSK 2.4.1.1 SEERSIERRMIAEBIE A , 35S B Ak Apache
Kafka ﬁ})—lzﬁo

ETRKEEFARE Amazon MSK 2.4.1.1 SHEMEERMVEBERT |, BRI EEMN K ERE KRR E Kafka
AERERBEREBT B ER RN EET RS EANEAERENGAREEEE,
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BREFERSBAME

=

FEEENAFREREFEXEBAGE , FHITUTERE

—

# Kafka Consumers #88/ group.instance.id BMUREABETH , BHUHESEETH
BAE.

2. BAREBNHEIATEECERAEABREFTS,
3. MEEIBIIEMN Kafka BLAE,

MRAFWEEPN THEERRERENERUZNAEER MTAERERNAEFEETY , AlE
AREREBABESLEREN. flm, IRENDAERAEXNAJURTEEMLER S5 P , AITHE
SRR SEERR 4 28 , MTR 10 WHIER

(@ Note
EAFENEBABERGREEILMEBEN TN, AEEAFEREBAME , BIIT6E
p AP
BB AN ERE AR

HRERBRREENEGH BT TIRE

1. f#H kafka-consumer-groups.sh ISR AT
2. f#M RebootBroker API B , EXTRBIEFNEUAEFENEABTESE.

HR IR B EIXE Amazon CloudWatch Logs B 88
EREMREHEE LM Amazon CloudWatch Logs EIE R EREN AFE, TS HEMESI AR T Z
MERHE InvalidInput.LengthOfCloudWatchResourcePolicylLimitExceeded BIZARIR |

wmEE R, BFEERAREA /aws/vendedlogs/ W B, MEFMER , F2RMAREE

Amazon Web Services i2# H 3%,

MR HE InvalidInput.NumberOfCloudWatchResourcePoliciesLimitExceeded ik ik
T, FEIER B IBIER AR Amazon CloudWatch Logs BUER |, A% & T %] JSON M inE &,
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{"Sid":"AWSLogDeliveryWrite", "Effect":"Allow", "Principal":
{"Service":"delivery.logs.amazonaws.com"}, "Action":
["logs:CreateLogStream", "logs:PutLogEvents"], "Resource":["*"]}

MREERA LR JSON MMEIREBE , BEHRERALS , HPRTEERKERFMBEBRNRE L
PR , FEE & JSON K%l % —18 Amazon CloudWatch Logs BNER H, #§ JSON MiIZEBREHE% ,
EHEA X, URERKEREN BFFEIEZE Amazon CloudWatch Logs.

REFRRZERHE
MREERBUYBEYWRHR  FHREERRZEHE  TRRAREEAREEHAN VPC, &

BHRAEEERELERY VPC L ZEBENER , AZBE — X, NEERAFLEBENBEE
f5l , 5528 Amazon EC2 : RFFUBEARGTAAMELR AP EEREISTE VPC BRI EC2 228,

HEEFREH1E CREATING frAE
EREERIYSESEE 30 28, SR 3008 , REEREEENIRE,

EEWARRER CREATING % FAILED

T
i
E'III,

AERELES,
BEMES ACTIVE , BEEEEEZBEIERTMAEBEERKRER

- MBRFBEEVKI (BEMRES ACTIVE) , BEFELZEXRRBZRER , FRELNEEENEAERE
ARRTUEIEE, NEFHMET , 528 the section called “E 1 f Fimiss” FHEE,

- MRECHEEENRNAETUERES , ENRBINEENERABBENEE , RETER
KAFKA-7697 , EE %% Apache 2.1.0 ixA , W AJREEH —HLENRERNILEH, FEEEBLE
Apache fX+ 221, HAZHERTE, WEFBNAEBNENR , 552/ the section called ‘&
BE MSK #£,

AWS CLI £ #5% Amazon MSK

MRS AWS CLI BRE |, BEZLYE Amazon MSK % , 54§ AHRE AWS CLI RFIRA. MEMN
A FH4R BIEE4MEREE AWS CLI , 532 % % AWS Command Line Interface, #NZE{AIER AWS CLI
#1T Amazon MSK i S HIEFHME R |, 582 E the section called “EEIhEEF L2
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DERBMRNERTEAS

(i

ELTRE BB T EMNEM. #B2B the section called “HHEZ= B2,

HBRZETE

FEL2EEEUBTEEPHN THREER : the section called “EEFR R Z2R” F the section called “5
BERMREB SR,

%‘}I{I—l
i

R E

MREEE MemoryUsed FEEBEE MemoryFree A2 , EX KR NERIE, Apache Kafka i%5t5
SRS FERALER  YAUREARNER,

4 E & H8 NotLeaderForPartitionException
ERERERMESE, BEEEN retries HESEEEASR B HNE
EETZESE (URP) BEARE

UnderReplicatedPartitions REEMNERIEER. EMEBRIFN MSK BEH |, LEENES 0.
MREEARE , TERHRTIRERZ—,

« MR UnderReplicatedPartitions @R , BMEAREEREARUBENXNMIE , UEEEA
MEHNRE, 52 M the section called “BEREERANFEER

« MR UnderReplicatedPartitions —BEAR 0 (BREERREHME) , BETRERERERG M
ACL , FPTETFTEHREERANGFEIE, EERESIIE , X EARENRERN READ M DESCRIBE
T, READ RS E DESCRIBE #[R. MEAMRE ACL HEFMEF , 2K Apache
Kafka X #H#Y R ACL,

BHEEHBHE A _ amazon_msk_canary #l __amazon_msk_canary_state #y ¥ &

B RS BRI MSK #5EEEE A _ amazon_msk_canary WX , IR E—EEA
__amazon_msk_canary_state FERE, iELE Amazon MSK &H¥# EBEEMREM D ETFSZE S M
FRNARISEE, EXEFTEM R PILZEERET , BEEREMER.

3

HEEL M AR E CLUSTER _ACTIONS £ % ACL,
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BEEFHEARAFFRNES

MRENBECRBMARFE , BNEEERERRREFER , FRETIZRUIT

1. ETEERSHENEARIATEN IP i MBEMNERE, MEREEIRIBEBNEE
Z:Mithe section called “EIZREH", ﬂﬂvﬁﬁﬁtiﬁﬁﬁﬂﬁ%tﬂﬁﬁﬂzuﬁ%tﬂﬁnﬂo ZZU%’EBQ;:%
BipsEEEA, EHRANEMED  F2H (Amazon VPC EAEEE) F/ VPC WL £ &
#Ho

2. WEEHE VPC #8588 ACL E’J%Mﬁﬁuqﬂ AFFERN IP it MBEENEEE, BRLFEETRE ,
% ACL REMEN, EERELNVERKRESBANELAA, EELHRAP , AFFAER
B (EZEREE : 0-65535) HE R IP thut, MEFMENR , F2E (Amazon VPC R EIE
B A A9 T IE A BR AR A

3. WMELIFEALFEEE bootstrap-broker FEHERIFMEE, FHMLAMEEMN MSK EEEMET
BN EREBEAFTSH , —EARLHEER , Z—EARK AWSAZFE, MEFMEN , B2
Bithe section called “fEf EVE 5| EREEN AWS EBEFIEA",

:I:I'*

ARSI EFIESR AWS : BB =&
R 454 — 18 Apache Kafka FERR XA MSK BER BN , BEAMTUTERAH,

1. A the section called “EV5 5| ERERE" AHEREM S ERIE S EREBERENN WL,

2. ETEN®TSH , FALEL—SHESHRERERN itz —B bootstrap-broker, MR
BENTEAMER TLS BFE , 348 port-number 5 9094, MBREERMER TLS BFE , B
port-number B#tA 9092, HAFHmKEIHITH S,

telnet bootstrap-broker port-number

H A port-number & :

- MRBEFRERCLA TLS Bo8F , AlK 9094,
- 9092 MRBEREA TLS FoE8E.
- MRBARXEEN , IFETERNERERE,

A FmEBEMITR S,
3. HAASIBKERAESNENS®S.
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MRAFIRMERENTIREREN , ERTRIEERBE, LEEBRLT , HIIT T ImSRBREEN
Apache Kafka AAFIRR B CIEERE. &EEHS bootstrap-brokers , 8 the section called
B EREEX PHRNEAEE. & 44 BERA/LNEIEERE,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list bootstrap-brokers --producer.config client.properties --topic topic

MRE—ERTRY , EXRTENAFRKEERRE, MREMAELIREARNLEENER  FEE
RAEXERAERE.

MRAFPRMRELIFIRERER  F2RTHTEH , UIEURAFR#ERRERERNIES
[E—1{& VPC ##y Amazon EC2 Al Fimfl MSK & &

MEAFIRMESE MSK BEEEMHEN VPC H |, FREEEENZEHEEENEARARTESZIREA
FinlsZ e HENRE, NERTELRANER , F2ERLEFHARL, NENMRACAEEEMN
@ VPC # Amazon EC2 #1TERBFIEENE S , 552 Bthe section called “BAREE A",

E VPC H# Amazon EC2 AAF i MSK #&
MEAFREBANBEVAMEBETREN VPC F | SBRE THIEE -

- mifEl VPC RHEM,
- BEERNRERERF,
- W@ VPC MY H &R O IEMERTE,

W% VPC HEERMVAEBEN , F2H £ VPC HFELR,

A EERE A P s

MRBIBBBAFIHKEESFEH EEZE MSK E£ Site-to-Site VPN , FREE THEHE

« VPN EEREAR UP, MFEN{AE VPN EIFRENFEMEN , F2EN{TmE VPN EBER B &)
AREE 2,

- EEVPCHWEHREBESEEZEEEKA Virtual private gateway(vgw-xxxxxxxx) HIRZFER
Z CIDR ¥ H.

« MSK BEMNZLFEAFERE 2181, EHIE 9092 (MRENBEEZIM X FRE) MEREE
9094 (MREBHEERET TLS MFHNRE) LHRE,
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WMFE S Site-to-Site VPN HERZEIE5| , FS Y Client VPN ETHIEZ B

Direct Connect

¥

R A Fim{#E A Direct Connect , SE2 B [E2 KT Direct Connect,

MRETHHMEZHEEELHREE  BREEREHABHERARRE, EEE—FEH , BERAE
L tcpdump # Wireshark WIERDHMHE , YHERE S IE MSK &£,

BoBmERY  KZIER

Failed authentication ... Too many connects SEERRRREBEERXEEERRE K RAE—
B ZE IAM AFRABREARLER, FEEREEXNEZIESHH IAM EFER | B U8 M
reconnect.backoff.ms #HAESZB{E,

ZERATHSENRERMNERNERRS , FSMAmazon MSK BLEHA.
KU FoERE  THERRAE

ELVRAPIRERMGERESBHN IAM ZEAERLERIETER |, Failed authentication ...
Session too shortFEEAEEIR, FHMBE IAM BRABHNMAEHEIE, SEURENE , BF
FER A BB AL TERRBE  E2EAR[IHNVERE K Uk DEE LK,

MSK Serverless : &£ E M KB

MREEHEY MSK Serverless 25 , BETERBERN , AIERAI8ERBEN VPC inBMWETRI. AFTF
ec2:CreateVpcEndpoint BifE , REHNEEECR TR VPC inBHIFF T,

MEBBHITAE Amazon MSK BMEFRERF AT S RIBE |, F260 AWS ZEBXE ¢
AmazonMSKFullAccess,

LT MSK #HREA B ¥ KafkaVersionsList

M}

SEEFH AWS::MSK::Configuration ERH#Y KafkaVersionsList BHE , EHEAK , B RTHIE

N O

g

Resource of type 'AWS::MSK::Configuration' with identifier '<identifierName>' already
exists.

E R EH KafkaVersionsList B , SFERAEHMN B AWS CloudFormation E# 2  #Av#E
B AZBMBREMNMERE, CloudFormation B FHAN K RAFHBEFEHERBEHEMRNZRE,
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EEEHEEE R, BERKIELH KafkaVersionsList , BB X BAEHBENIRERER Name
B,

LA, MRBREWAEREBEER AWS BIEFIEA s BUME[AEEERE AWS CLI, BHEUTARARHIEE
BRMRREER | LRSI KB ERREBRES.

UpdateReplacePolicy: Retain

BEHARIh#E , 5581 Amazon MSK =AW MIBREAE, WME MSK {HEMNIEREET |
Amazon MSK #rZ24H5E,

BENREREEANSZEER

AHRAEEREBEEXNREREEXNREER. W0F Amazon MSK Replicator {EEKHHRIE
A, F28 FH MSK Replicator WREE,

s
B
&

&

- BEREERANREEYR

- Express REEANREER

- Apache Kafka i Fin I REEK

FEREEANREER

AREBBR —LEA Amazon MSK FFFEEEMREEX., MF Amazon MSK Replicator F{FEHH
HHEIE |, 528 /8 MSK Replicator W H{EE,

AFIREEERE
FERZ A I MM ET EBUR R AR RRE , EEURR A FIRRE,

- AEMAFIRRES TAM, £ Apache Katka EFHRRHKEF , BASTHAMER#ETRARE
WASERREZEEE, PNEBSHBHEFETEEHBE , SINAR. 5@, FERHENR
R, Kafka BETTRTHIERERS , it Katka AF RSB EEHEEREERRNBFERE,
B2 MEEFEMEFApache Katka Fi PRI HEE .

- BEAFRERFTEELIEEATAREY —EREREN. WRAFREZEFEHIEZEANRER
X, A EREREEXHBETENRETAEBE, NEEHNTIEEEZEAREEXNE
EFENFMET , FS2BEYS Amazon MSK #EM 5| ERERER,

o BATRECRIE | LIFRFRIEHY A P i AR BB T B AGE AR AE B R
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ARRIRE BSEH

FHEAZREEN)  SEREREEANIEERE

THRETEEFEREEXEBENIIEHE (SRASENRBEERL ), TESATEZIND
ERE K EREEMERETEIIEREEIRENKETER.

REEX AN BEREEREXNEREHE TEENRENDEIEHE L
(BREBEEEMNEREER) PR

kafka.t3.small 300 300

kafka.m5.large I 1000 1500

kafka.m5.xlarge
kafka.m5.2xlarge 2000 3000

kafka.m5. 4000 6000
4xlarge . kafka.m5.

8xlarge . kafka.m5.

12xlarge . kafka.m5.

16xlarge =% kafka.m5.

24xlarge

kafka.m7g.large = 1000 1500
kafka.m7g.xlarge

kafka.m7g.2xlarge 2000 3000

kafka.m7g 4000 6000
.4xlarge . kafka.m7g

.12xlarge . kafka.m7g

.8xlarge I kafka.m7g

.16xlarge

NREBSSEE, KWEAENFEARS  HPENSEEFEES , EEREME2IEEERE
AETUASEREEABNKRESHIIE , RELCHTEANAEMMEENE , URIBENELED
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FEABBRESHNEREF, IREAREEANSIEREEBAFNEAE K BEEEH  LKE
EHATTIIRE

- EFEENERE
- BEEFHARIDIREBERXNKD
* % AWS Secrets Manager #Z 2 EH SASL/SCRAM & 75 B8 78 iy & 52 7 37 B Bt

KEDE|[E A EE B CloudWatch 1 Prometheus #MELER 4> Kafka $61E.
MERESEEHBWEE |, 552/ Apache Katka X EEHHEE 200K B0 EIE, RFItLEBEH

TECHWAR  UHEESREERSHN KD, MEFTERBEX A/ NNEMEER , 5828 the section
called “REBFEZRFFH,

ERAREEN)  BEEENEEREEHE

EEYE MSK EBENEEZEREBEEXBEY THHEAX , FSHE MSK KN HEERER,
BRELIN BREE EC2-based Apache Kafka # 5 |, tLERERIZH MSK HEHE K/ F Amazon
MSK #HERANFEME, EENSEBERERTRASHNESEN , BRFEEEESEERLE,
LW ITHERRBHNGERRTH , YA MSK MERERMEREE, BEWE, KDFREAEURRAZH
FRARS , BERZEBERASETRE,

BR 7R AR RSB Apache Kafka BE , B2 E AWS KBUREDEE PRV EREFE
Apache Kafka SR NAREMBBEMNRANZEER, BEERXERUNARABREENNUFSE
FE, TRAMMEEERNMEBET. CERABENER  AINFAREZD LRERHENMER , UK
IAFEREEERENIDNES, NESEREFEEENMEEEN , F2REM Amazon MSK 7 &
REITEETFEHNREER,

B1E1Y m5.4xl, m7g.4xl IE RHTHEENEERIXE

A m5.4xl, m7g.4xl ERXKWETEEBE , L UFEBFARK num.io.threads F num.network.threads
JHRERER{EIL MSK BB E#IXE,

Num.io.threads RFREREEXARBEFRNATERE, FEESHTHE K KETEHTEEX
PREHN CPURLEBE , ARUEEEREE.

Num.network.threads RIZEREBERXARBRFIEEABRRNEREENSTHREE, BERITHES
BABRBBERZRBES|H | LU{EH io.threads B, # num.network.threads X EAHTEE AL
B CPURLBEMN —¥ | A[ZE TBEHFHNIITERE RN,

EERERANRESE 282


https://blogs.apache.org/kafka/entry/apache-kafka-supports-more-partitions
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fdy7oqpxkwhskb.cloudfront.net%2FMSK_Sizing_Pricing.xlsx&wdOrigin=BROWSELINK
https://aws.amazon.com/blogs/big-data/best-practices-for-right-sizing-your-apache-kafka-clusters-to-optimize-performance-and-cost/
https://aws.amazon.com/blogs/big-data/best-practices-for-right-sizing-your-apache-kafka-clusters-to-optimize-performance-and-cost/
https://aws.amazon.com/blogs/big-data/best-practices-for-running-production-workloads-using-amazon-msk-tiered-storage/
https://aws.amazon.com/blogs/big-data/best-practices-for-running-production-workloads-using-amazon-msk-tiered-storage/

Amazon Managed Streaming for Apache Kafka HEABEE

/A Important

£ B %18 M0 num.io.threads BI1ER T , 582038 10 num.network.threads , R AE W EEEEH
B{THAAMEEBENEE,

TRRASEHTERADNERRE

#ATER K/ num.io.threads M2 & {E num.network.threads B & E
m5.4x 16 8

m5.8xl 32 16

m5.12xI 48 24

m5.16xI 64 32

m5.24xI 96 48

m7g.4xlarge 16 8

m7g.8xlarge 32 16

m7g.12xlarge 48 24

m7g.16xlarge 64 32

A &K Kafka AdminClient , LU % =88 ID F+AF R RE

B FERER 2.8.0 B Kafka AdminClient MR A#E B 4R - -zookeeper RIB N EFi5RMEA Kafka
280 IREESRAN MSK fiZBESENETEHENER , TEM ID GIEX (#HR: THEIEEN
X/ ID), FBEE , --zookeeper EIEC T Kafka 2.5 A , ¥ Kafka 3.0 BIAEMIBR, H2E
Upgrading to 2.5.0 from any version 0.8.x through 2.4.x,

A TBILERE ID AR, FEA Katka AAF ik 2.8.0 AESRAEST Katka EEEERIE. 25 RES
IRAK A E I LAMER --bootstrap-servers EZEMARE --zookeeper EE,
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BESTHMERSE

EATIER , BEN MSK EBREEEHMP[ (Sl , ELEHMREERXN K/ Apache Kafka iR
ABF ) = Amazon MSK EERURAERNE , TlSEEA,

c BE—BE=THRESEE,

- BREBERY (RF) EL A3, FEE  RF A1 THESERRHXNEHNBE 9 EHLE ; M RF 2 A
FEHEREX,

- BBRDELZER (MnISR) FREATEBIB RF-1, £ RF I minISR Al @R E R EHRPEELES
EE, mnISR2 AHFE—EEARBGE  WUFRA=OEENEE,

512 CPU HE

Amazon MSK ZIZZEKNEBRER (EZHA CPU User + CPU System) ¥ CPU R R#IFHE
60% U T, EAHRRENEERZEHN CPU TRHRERREEH , AIUREENKNE. BHNRE
Fko

Apache Kafka I AR FEEEZEFTHNREERXZEE#H 28 CPU BF, #la , B Amazon MSK &8
FREERNEREEPERR K CRHTEDHEE , flEH. A&t , EFAEFERREEX X NE
BHMRAFALE , Amazon MSK EREIREB TERE , £ —EAREEX—XER. EEFEEESE
WA IEREXBEAREF , Apache Kafka BB 7 B2 EREE , I EEFITBEEEPHHMARER
N. BEREFLREER , EULRRABEEAN CPU EEZERATDELRESEH,

(® Note

iR CPU EARE , 58 CPU EAREFZEEIB CPU User# CPU
System, . softirq. iowait irqMl EHfEHEIsteal b HEBINEER CPU EE.,
It , CPU BEF—E%M 100% - CPU User - CPU Systems

B LAE A Amazon CloudWatch 8RS 2B REESIEE (CPU User + CPU System) , WA ER
REAEFHAEHEIB 60% KiFsk, @R  FEREEATIEF—EERERESE .

- BIE1 (ER)  BENREEXXNEFHRAT —ERAH KD, fltn, WRBRKNIE
kafka.m5.large , SEEMBEELUMFA katka.m5.xlarge, FiclE , EREFEETHRERER
R/NEF , Amazon MSK 8 LRBI AN EREENRR Y ENE2 I EREEENERGHMARE
B, EFSERERXN K NEEEE 10-15 9 &,
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- BE2 . IREFTHEOERFARREEEANLEEEHBNFEALE ROFER , ARTAHEA
BHFERAETEE), FHERERAUERES. AN EsEEEEERSRIAENREE
BE, #ET®R , A kafka-topics.sh --describe UERFIBH 2 EHIE REFTHRERER,
B —{EEEAL , WBEFENFERETUERSMERERMAR, i, R CPU BF X

iEEIB 60% , tESEALEER , RAEERANEREETSENRAEREEANAH,
- 2R 3 HEAEEANRRE VSK ZRE  RREABRA W0 EHEENERTERENRERRR

PE|[Ekafka-reassign-partitions.sh, B2 , MREFEALEE  AEFHERSE2E , #
EREEREBEREEMM —ERERNERE S —E. Bxaim@E&EML  EEREERIE
BEERMEENER., HL , E CPU BERAFREIB 70% B , Amazon MSK FR2EMEALLEE , BA
BHREERENY CPU BBNPRRE. REELHMEREHRHTAITR , Amazon MSK F E&
{5 F b8 1E,

Hih#E= -

- ERSEARERANE CPU AR  BEELAERSENAEREY, WRAEERXN CPU EA
REF\TY , ATRAREAREGIoHERSET. RMIEZBEMER Cruise Control Ei 5 &l @ik
FEEESH DM,

- ERSENERALE, SENNAEESREE CPU A REHEM,

« JMX EEREMR : WREFEA Prometheus THEERNA TN ER | BEEY Prometheus F#EFERE
(prometheus.yml) £ 60 B HESHZELEBFE (scrape_interval : 60s), BEEEEIFRIGEEREE
t# CPU EREBE,

ERRR

EEREAENUKEZETE , &I CloudWatch B /RELEER KafkaDatalLogsDiskUsed 1E#&,
B EENEZERISEIB 85% B , FBHT T —=SZEEE

« FBfEM the section called “BEW B HER", B AFEEMRERXFEEZEM , W the section
called “FHIERE" BFTA,

- MEBHREPEREHEKRD. NENAHITIIEZNWE , 552 M the section called “FHE E BHR
B2 E,

o MIBRAKRGEAMERE,

ERNMAEENERAERNEMAED , 528 F£H Amazon CloudWatch /R, f1ZE Amazon MQ 1§
BENTREFE 552 /Bthe section called “EEjR#E &7,
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AEERMRESH

BARETERAFRMREM. EEECHBRMBRERE , ZURREERZHE , tRERAR
ERBFPREBNVEBRE. FHUUEEREREXN D). EERESAEEEBHRRBLHER/IE
#l , Apache Kafka ERtA{EEC 8 MIBRIEIEA P [EER

AEABEERREEREBR , FRETH —HZ@ES
2 : log.retention.hours, log.retention.minutes, log.retention.ms
log.retention.bytes, MEFMER , 552 Bthe section called “HE] Amazon MSK 478",

BT ETERREERESH

- FEEESAIEREREYE  FEATIGE.

kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --entity-
name TopicName --add-config retention.ms=DesiredRetentionTimePeriod

- FEEESEAIENREREA)D  FEATIRS.

kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --entity-
name TopicName --add-config retention.bytes=DesiredRetentionlLogSize

BEFTEREREENRESHEEINEERRBE.
FTERBERRINRERBFRE

FEER#E REEXTERFSE-—BRFEIRENRD , RAveBERREBF. BIEER , Kafka

HEEAFERECHAEYTRETER. fln, MREEETELE , AFERTEFSER DRI 8
TR EEMERAFER , BEMFEHMBELEBM num.recovery.threads.per.data.dir #MHT

REE, BUUBHRES CPURLEE,

Bt Apache Kafka SCI1EEE
RPIEREEIE Apache Kaftka WECIEEEAE, TR, BEEEEFER,

= EYEr Apache Kafka £/ 7 22 E8 | B LB HeapMemoryAfterGC 1§
. HeapMemoryAfterGC RIRHREIN z BREAFHEMELCERE L. BMEREEY
CloudWatch &'~ , ZE RE1E HeapMemoryAfterGC EiNZE| 60% LA LB ERENENE,
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BUUERARDERERAENSBEETH. SMBURREERE Apache Kafka WA =R, #lan , R
BEARSUASER , BT LU Apache Kafka #H88F Y transactional.id.expiration.ms
it 604800000 ZEMEE 86400000 EX (R 7 REAL A 1 X). EERABARZNEREERAE,

TEHHEIE MSK KEER

B ZooKeeper BEEH MSK f2E K , MMREFE A Apache ZooKeeper in BT RFTIBERERER |
ELEREBERATEIHEE MSK MEEE , ™ EEM Apache ZooKeeper B EEBHEENTIEHRE
Ho EARESEHERIER, MEXEN MSK EBFEIRIF , 2B the section called “FEINEEH

/5 o

B B%E T me

MEEBPMBZERNABRANEBEESR , 52/ the section called “E# R H# Amazon MSK fN%”,

EXiERD EE

EERSEEREMR MSK REE LNTFRRERN , EAUFEAEA WO IEEHIERT
Bkafka-reassign-partitions.sh, BREFEEE —kafka-reassign-partitionsM
AREBREEMERESR 10 BoEE, flin, ZHEREEXURHESEI BB IEUBKRRER
R2#® , BULLEBK I EIEEFIERETFREEXNRENFHXEE, NENABEXTEE
MSK i EE EMNFMENR , 5520 the section called “EFRFEE", MEIAHR MSK HEEEDBR
REEXWFMHENR , 52 [ the section called “BBRREEN . IFEEB2EEEMERTEMNFH
B , 5520 Apache Kafka X BXREHNHEE,

Express REEANREEK
AEEBRER Express RERABEUEN —LREEY, RERBRADHEARE , TRAET

RAMANmMAYE, ENERAREIRI=ZBATHAEE A B8 —#RA 3, MRIEIFTEER-EFRA 2.
T, BTHRECBRENTRENMEE , NEEELERE,

RFmE&FER
ARG AT ERAR ARSREE | SERNAFREE.

- BIEMAFIWRES WA, £ Apache Kafka EXHARKF , BASTHAMEAHETRERHE
WARERREZREE., PNESKEHTEIFEEISHRER , SIMAR, B4, TREEMBE
B RERE, Kafka BETADHERERR , it Katka AF IRt M BT EREREERXNBEBE, 3
28 Apache Kafka Al Fin T EFEZ PN TEFMENA,
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« FITHEERE  MREHNAFREETREERESHE TENRBRNEEARRZENHERR, &
AT MSK XA A MSK APIs EFTRBIREFHNREREN,

AR REEEE

&

- BEREEEN)  SEEEHREEIHE

- EEf2 CPU AE

- FHEFABEE KX/ : 518 Express REEANW P EEHE
- EEPRERFH

- EfERSEE

BERAREEN)  SERENKEEBE

I Express REENWREBERXHEIERE, 58 Express REEXHE AR ANE LN ERE
FERE, BEZFERALBEEREFAFARBENIMMIES L (ARZERHMEE |, flnsEE
MEBEHFTE , TR )

filan , NREHNEFEARNEE 45 MBps WERBA (EA) # 90 MBps HWERE L (&

) RE , B LAEEMER 3 @ express.m7g.large REEARAEZENEEEER, 5@
express.m7g.large KERXAEEIE 15 MBps Hi# A F 30 MBps V& . MFEFE Express KEREN
ROMEBBREEERE , F2ET R, IRENBEASBERZNRE , BB NEEREK , MA
LRZBAOTESERES, NREZNHXEEREZNRINZZSENEREXEEE , MSK 2R
WA FRRE , LBhILE—SiBE,

B EARMN MSK X NEERERRFES BRG] , XEBHMRER , flumoEEE.
TRIMSEHTEENINESEREEAREBNEEE LR,

FITER KD & A (MBps) &t (MBps)
express.m/7g.large 15.6 31.2
express.m/g.xlarge 31.2 62.5
express.m7g.2xlarge 62.5 125.0
express.m7g.4xlarge 124.9 249.8
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FITEE KN & A (MBps) B (MBps)
express.m7g.8xlarge 250.0 500.0
express.m7g.12xlarge 375.0 750.0
express.m/g.l6xlarge 500.0 1000.0

E5¥2 CPU HE

BARREKREREX (ERA CPUFEAE + CPU Rt ) M CPU EARMIITE 60% AT,
REDHEEE CPU R 40% T A , Apache Kafka RIBEEXERRESTHREBEX 2EEH S
CPU &8, EWRERHANTEZFFEEMHMEEN. STESHNEIIRBERAAR , FIHE
MSK €& —REFRMB—EREEAREMBEFHAERER. BHBHNEFIRNERXNPHNE
BHE  IERENBERT , AZH#E , Eh AZ A REEXHERIRE. EEFASEIESIR
BARNREREXBERE | Apache Kafka EEFMERD EIERE , #THEEFIRGEETHEMNAE
B, ZRERELREER  SUNRREEPEEANN CPUERRER , UBTZEENRESH,

&0 LATE Amazon CloudWatch {5 f & #5 5 o F F 2 RiZ XL CloudWatch 1512 , B3 CPU #H
# + CPU R#EMESIEIE, Amazon CloudWatch R EEESEZEEZIFEY 60% B CPU FRAXRKE
BET, BBRUHETR  BEATIEE:—EREBE .

- BE 1 BENRERAXNEHRAT —EARKH AN, Ficlk , ELEMBEFNRERALND
¥ , Amazon MSK 8L RBI A R RAERNBR XD EREREMNERGEMAER
o

- BIR 2 EEMEREEARERES  RAREARA NOFEEMERTEREMERREDE

[Ekafka-reassign-partitions.sh,

H#=

- ERSEREERNE CPUEAR  SEEAES»ENIEREY., MRREREXMN CPU £H
REBITY  EVREREHEEERNTHTAFENHR, EBEMFA Cruise Control 3EiB 2 El [E 5’
EEEEaR DM,

 BERAENNALE, SENRAEESHEE CPU FRAREMEM,

- JMX EERER . REEA Prometheus TIRERNABIME R , BRI EHH Prometheus E#4HRE
(scrape_interval: 60s) £ 60 WHE SHEEEMR ()prometheus.yml, FBE{KZEEREREATEE
HHEE LN CPU FARBS,
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ERERABREE X/ . S8 Express REERAN S EEHE

MREEEHEE, RREENEARS , HPENIEEAEES , BEERBEMESIIEEERE
RELZEHTENNARENRERNS  URBENBEEEDIETBESHNEREF , RUASEE
REEXABEEZSEE, NMIRSEREEAN 7IEHEBRBANEXNE , EESER , EREE
AT T HIRAE

- ENRENERE
- BEEEHTABRIREEXKN
* #% AWS Secrets Manager # %82 EH SASL/SCRAM 5 75 58 78 iy & 52 78 7 7 Bt

BEEAKREDEENZHEE th a]EE D CloudWatch 1 Prometheus ZE&E 4> Kafka 161E,

MEREZESEEHBWEE | 5528 Apache Katka X EEEHEE 200K B0 EIE, RFtBEBEHIT
BRI , LHEESREERN K. NEFRREERA X NHEFEMEENR , 528 Amazon MSK
REIER KN,

MBS Express RERXWEUHNEUE (SEAFENRMEER ) WANER , HSM oz
REEAHAERE, THHNTRENHNENE , ERCHEFAHRIBHNEMENENRER
%.

ERERTH

REEANWAFmERSEACREN CPU ERRER. REBEN S SREME |, LRZEE URER
CEEANRER, EERBABESENES , BUEAFBKREE reconnect . backoff.ms {HAES
B flmn, MREFLEAFIRE 1 WEREEFER , 58 reconnect.backoff.msiREA 1000, N
FEREEANFMER , FBH Apache Kafka .

HERE [
BERKEEXNRA TCP ERH (AM FEIZ 3000

)

BEREEXARE K TCP ERH (IAM) % 100 X

BEKEBEEXNZA TCP ERHE ( FEIAM) MSK T & &I #1TIE IAM BFHERRF, T
B, EREXERHEMER , flW CPU MEEERE
&  URETERAERBSMRESE
Ho
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EfiERDEE

EERDEEREMERE MSK HREE LNTFRARERN , BUUEAEA WIIESEHMERT
Bkafka-reassign-partitions.sh, HEfEREETLE —kafka-reassign-partitions i
FTEALZLREEHFERER 20 B EE, fli , fEHEREEXNURHEER RS I IEUBR
REBRNZE , BAUNEBHE S EEHMETEGHARERAREN FEZXES. NFNMERERERN
FIBZE MSK B ENFMERN , 52 M the section called “BEEE". WEMARE MSK HhEEE
hEBRRERNNFMENR , 52 the section called “BBRAEREN ., NEEHIIEEHIERIE
HEFAE T , 5528 Apache Kaftka X+ IEXEHWEE,

Apache Kafka Al Fig I R{E B

£/ Apache Kafka fl Amazon MSK B , s X EHEREA P AR , UBBREMENTE
M. ANIEFIRM Amazon MSK BEEBKA FiniHENERS.

& Amazon MSK Replicator R{EBBHHEBER , 52K £H MSK Replicator WREEH, WHE
BENREAEREAREER  F2H BEARECEEANREER.

FE

- Apache Kafka F F i Al it
« Apache Kafka Fi F i 3 BE

- Kafka A Fim85i%

Apache Kafka Fi F % 7] A 4

# Apache Kafka R HA RSP , BASTAMHREETZEAFENFASERREEZBER. #N
KER BTN SARR , PIUAR. B4, BEBENBIX[E. Kafka BETEBRERN
EREX , Qi Kafka AFRUEAAEFREREEARHEBE, A7THR Katka AFWRN S TR ,
EMREBRERELREER.

SEETRAMN
* retries REAETNEEEEREEXTERENHERBERMNAR . BRASBERAREM ,
RMEREARRSAERELUSENE. TRSBE Kafka &S T A%,

« ERE delivery.timeout.msMEEEAAENMRREEN BRERNAKE LR, EEXRMRA
EANMBENELER. RELHATWERERS , UAFEANERTRAEBRERE, HRAZH
FARG , RMEREROVRES.,
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* #& request.timeout .msEREREHENEE2H , E—BRESEHFNEKRE. R AZHER
=6, BMERER 10 WIES,

« BXE retry.backoff.msUBREERZEMNEE 6 NBEKERESNTALEE, HRAXZEBER
=6, RMERK/NMER 200 EW,

« acks=all BREARESMAMY ; EREMARFIHAERE —Bmin.isr=2 , RF=31#{R ISR T
BEREEBIEITEA, EE—REERXBEHE , ER min.isr , R 2.

SHEBETAM
- SHEFNREFMEIMNEEESE , auto.offset.reset#§ RES latest » EAEAEHRERE
FERFIEELESEHWER,

« £/ auto.commit.interval.msBEEERE enable.auto.commit. R XKZEFEAEM , KM
BERNMEASY , UBREASANERR,

- EEHBENFERERERNBHEEMNARIEIE  UEEERMEES | 5 10E 38 S 315 BB B i) iE
R, RAITEESEHEAEREM K EMEREHTEHBE,
« ER7E isolation.level B &IMMAENZZHL :

RPEE —BKEREEHRTE read_uncommitted . FEFAFiIHEEFRONIER,

FRASBFEFread_uncommittedts , RIGEEHMSEA NE,

« client.rack REAEAKFIINEARN. BREHK RELH , az id UEERRERARNLE
BiEERK. F2REBEERAREE Amazon MSK JHE E KRR E KA.

HEEEWTE

* # session.timeout.msEREAAREARAMBEENE  SREFENTARBHB . HRKX
ZREMARG , RIERER 60,

* BXJE heartbeat.interval .msUAB{FRBAHRABRNAREEERAERER, HRASBERARE
Bl , RFZZRES 108,

- EENEREXPREEKAE , LIBIKEE SIGTERM EHEAE , M R2MKE TI/EREBRER
% BI B & BB B AV B, Kstream EAfEXX W Llinternal.leave.group.on.closeiREA
M{Etrue,

« group.instance.id REAWMAEFETNTEE, BERBERT , THEHW, task-id = Pod-
ido RMEREHEDEHE , —EHERTAEMEMNITA , URBEHFHA SR/ FARSE B 758
B
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« group.initial.rebalance.delay.ms REAFETINERBNE. EGEIBHEELE
BEN T,
- partition.assignment.strategy REAFARMIERSE. BMAERSEH

StickyAssignors CooperativeStickyAssignor,

Apache Kafka F F i3 #E
A THR Kafka AFRNSXEE , RMERERAELEREEX,
HEENEE

« BE linger.msBAEHIAEESFHERNSEE, BUNNVHIRY Kafka RERIFEFEEE , RATE
MEe—RERAESHITERN 110 BE, BMEFIEATINE,

FIEEARMNR/MER 5 BY , BFEILE,
HRAZBERARS , AMAEREARSH 25 EVE,

BMERTECEREEEARMGTEASE. (SEEESRAIOENETMERLE ),
« R batch.size BB #HEXZTEENRAIK/N, RAREGILEENE 64KB = 128KB,
o FERABKIWHIRIK/Pbuffer.memoryli&E - HRAXZHFERARS , HRMERES 64MB,

« FRE send.buffer.bytes MZHIAREWLTEN TCP REE. RMEREA -1, BEERRK
ESEERER LHTEEEREELEFE.

« ERTE compression.type SAEFHX BT, BFZBESEERE EHITEEER 124 = zstd,

HEE WA
« BRIE fetch.min.bytesBHEFIEMMNREBEAN , UBDHERNELEHNHE,
HRMABEEARS , RMESIK/IMES 32 BT

HRRZHERARS , BRMEBREARSH 128 B THE.

« R fetch.max.waitms : /o R AKZHERARS , BRMAEZRES 1000 ER.

- RMEREEEREELVZERDTEEHE , UESEEANFTEENEYE, EELEBAT , BALGE
BHHERZETENSIEEEFLNWEESE,

« FXE receive.buffer.bytes HiEH ARZKMTHEN TCP REE, RMBZREA -1, |IEE
REESLEEER LHTHAERERELETRE,
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FA P umE AR

EREWBHE Katka BEE LR EENLTRERAE, —REUASERSEHEH A ETREXE
Kafka BEM T AL, LAAMSEERSERRARNEUESER  EMEERLY  EFxL
.o ASEHNRREVER , AJLUERKERELR,

BMEBRERNTIIRBHERREESEREE

- BEREHEARASERGTE - AEFTRBAEEEEFEE , EREFUABRPHIRERRE,

- EIEARESXE K FARXAERBAEERVEEERAFK, SEERFIRSEEEAF IR 2 H TR
B ( FEHKER ) o

« 7£ SIGTERM , EARRIEAREF , FESNITREMIRER | LIFER I IEFTE Kaftka A FImEI R EIR . FEMRARFE
£ SIGKILL £ RTHREA,

Example i A (Java)

sleepInSeconds(randomNumberBetweenOneAndX);
this.kafkaProducer = new KafkaProducer<>(this.props);

Example 85| B (Java)

Runtime.getRuntime().addShutdownHook(new Thread(() -> {
sleepInSeconds(randomNumberBetweenOneAndTwentyFive);
kafkaProducer.close(Duration.ofSeconds(5));

1)

- FEAEAE K RBAERERRAESEARAERNENE-RXEI -RAFK, fl , £A lambda
B, AFREESHEERNEY A MAREREZEEEXPET,

- APEZBUBTEABERERERMHE, EXBNREBEEXBEBEIR | E{Fcreation/close/shift
=EEN,
Kafka F FimEs {3

EL% Katka A PRI AHEE Katka £RERFENEERENVUREBEE, BREE Katka EXEE., H
BRAERZEEKRE , AR IRIEEEN THRTEFNETEESHPENEBTETHREE,

BMEBEMERA RN EREIEMHRERTIAFRER.

A REXERER AWS , FEEATBRERINTEMNERE, ARISFHERPER (FE
&) WAFPwEARER BEEHM,
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FMBABER

EEERER

o fITHEER
 record-send-rate

* records-per-request-avg
+ acks-latency-avg

* request-latency-avg

* request-latency-max

* record-error-rate

 record-retry-rate

° ﬁ%nﬁ%

@ Note

EENTREERIFTARENRRE , HAER Kafka BETRFEREN —&2 , flaNEE

EREREIRRENEE,

HEBEER

* records-consumed-rate
* bytes-consumed-rate
- FEUER

* records-lag-max

* record-error-rate

« fetch-error-rate

- WEER
 rebalance-latency-avg

. BRE

(® Note

SHNRIEREXGEHRE L THVENHA . RFUBRAWHIRATER.

record-send-rateBHR4EEERANMERBER.

Apache Kafka i Finf) REEL
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ERER

» connection-close-rate
» connection-creation-rate

e connection-count

® Note
SERBUMIISHEEERTLENESH,
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ER MSK Serverless ?

® Note

MSK Serverless Al fEXBIR# (X M), BRI (HFEEILE), <BEFET (RYH), mE
R (FE), BAREE (RE). TAERE GFEK). TARE (BER). ZAEE (RX), ZKE
(AW, BN CER=E). BN ESFEE). BUN (BZEN). BUN (BR) MBN ("R E
BEM .

MSK Serverless ;& Amazon MSK FYE A | oJZEE 1T Apache Katka MBEEEERNBEREEER
E, CEERHENERRAE  FAREELTETNIE , AHENUERER K MEAZEEHERE
BEXPRAREENHE, MSK Serverless UM EEAERNEEBES , AHERAFRERA
ENE, EANEARXEEVEHERENGERNEERREE K FEEFHEMARSEE,

MSK Serverless E2 Apache Katka £ %A , Rt B A LMEREAERNAFIRERERRELNE

R&ER. ERETIRBES :

« AWS PrivateLink 1255 E#R

« AWS Identity and Access Management (IAM) , AR Java FIE Java FEEETE 2 BEBENIR
¥, WFRRE IAM AFRNER , 5208 ZE IAM FEZFIHN A Fig.

« AWS Glue BBHEREENFEBHREEHE

« Amazon Managed Service for Apache Flink (AL Apache Flink BEB K EREE)

« AWS Lambda AR EH#EE

(@ Note

MSK Serverless EEFEHEERN IAM FEUE S|, T & Apache Kafka FEUZRFI7EE (ACL).
WMEFHMER , 52 Bthe section called “IAM FEUZHI",

WEBEERAR MSK Serverless BRI ECEHABIEF , 552 B the section called “HE A AR 255
LI

EERREREARSFES  YE-STHEMRSFSEENEATCNERRE  F2ETIRS,
ES |
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« ) MSK E{fiREsEE
« MSK Serverless &5 HREB 4
o Et4% MSK Serverless &5

£/ MSK EfRfkzrESE

BHERERRAMMEIL MSK Serverless &, BV AFNEENAFRME. EAAFREES
FEVTE , UREERBAGLEETENHEBEG, WERFTRKRETEIEARSFRERFTEEN
FIE#EE, AREER BT ERN TR PEERREE, EXTRTIABELRETEE
REREEMRSFESE, Bt LIER AWS CLI 2 Amazon MSK APl, INEFMENR , 52/ Amazon
MSK API Reference 2.0,

FE

« B MSK Serverless £5

« & MSK Serverless #5 FNEEEVT IAM A6
- BVHFHm#ESUFE MSK Serverless £5

« ¥ 3I Apache Kafka &

+ 7£ MSK Serverless FE4EHFEHAE R

« MBRIEAH MSK Serverless 3 & R

3 MSK Serverless ¥

EHSRS

BEHTMELEE. BEAERATERRTEEIT MSK Serverless #5, EERRWNESEEN
HHEAEH. ERE

ERESBIEINEEENEZEEENAFRRRIENER.

BUEMARBES

1. BAAWS EEX#EEA , W7 https://console.aws.amazon.com/msk/home : // BB Amazon MSK
FEA,

2. EBEBRIUELK.

3. #HENFZE, FHEBCERNREEMIZEER, RERVRRATREEARRREERLEQRRE
%,

4. HEHEERBD K WAHERHERTRE , H/10 msk-serverless-tutorial-cluster,
5. $HEI—MEBEEBM K BEEEARSFEABERE, HERSN—REEBY , FHAER

2/ MSK &R #EE 298
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6. EEAMAEERETHHRE., KRESIHEERE (FINBEHEMNTHYE) HERE , YEHE
REEMHEEVEEREFHEREEH, "EEBRUBRSECABERE , SEFEY A EATHEFR
MBI,

@ Note

O LLEIB MSK Serverless 25 , fRZHELTREMN VPC EFEAPiKw. ZEHBAF R
EARRETEHRYREEATRAES K B4 EESE VPC R EDIEEMEFHERK.

7. iEFE Create Cluster (BRI E %K),

W B EREEEN

1. EEREREERT  EERERAFIRER. £ Amazon MSK TRESEE VX 28 , IZHER
e, SURFEFRSROE , BERRETHMERL,

2. BRRHEBETHTE, LAENS|IEREREFS,

3. EEBMZRSIER.

4, ERERBREERT , ERYFFIABNZSHEN D, BREIAFRMSHSTELER.

5. BET— 7K. ELMM Amazon VPC £# &, SKHEFMAKEIN 2 Amazon VPC 9 ID. &
Z 1t Amazon VPC ID LU EER,

BESR

5 MSK Serverless #5£ T AR IAM 6
A MSK Serverless 5 LN EEE YT IAM A&

HEUSERP , BEHTMEEE, F-EBEEBREY IAMBE , AREFERE LBV IE K&
PHEEEELETENTFIRER, F-EHAKREY IAM A6 , YREBREXACEIEN, EHE
MEZERT , RMSRIBEELACHAFHES CRATERELEVTE  YEERNEEEZEE,

BURARVNBEAIEN IAM BER

BRI https://console.aws.amazon.com/iam/ Y IAM £ &,
EEEERD , BEPX,

BERMBUR,

##E JSON %5|FEHK , REREA T3 JSON BXIRESRRE PRI JSON,

0N~
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ET5IEHIH , K THIEE :

« region , HATELRBIEE AWS EiF 2 WEXK.
- WRF ID &4l , 123456789012 , EREK AWS IRF 1D,

e msk-serverless-tutorial-cluster/cO7c74ea-5146-4a03-addl-9baa’787a5b14-
s3 M msk-serverless-tutorial-cluster , EF S EEMREEE ID NEEERE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-clustexr:Connect",
"kafka-cluster:DescribeCluster"
]I
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:clustexr/msk-serverless-
tutorial-cluster/c07c74ea-5146-4a03-add1l-9baa787a5b14-s3"
]
}I
{
"Effect": "Allow",
"Action": [
"kafka-cluster:CreateTopic",
"kafka-cluster:WriteData",
"kafka-cluster:DescribeTopic"
1,
"Resourxce": [
"arn:aws:kafka:us-east-1:123456789012:topic/msk-serverless-
tutorial-cluster/*"

1

MFEMARBLEHERNRA , F2H the section called “IAM FFEUHZH",
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5. BET-F: &R,

BET-F : &,

SHEBRARE , FWARRMESRRE , §l msk-serverless-tutorial-policy,
BEEIBR,

® N o

B IAMAG  TEBREEEZAR

1. ESEERTD , BEEAG,

2. BERVAG,

3. E—MRERARGIT , BEEC2, RBEET—F : 7.

4., EEESHRP K WALEIALHBREEUNBREE., RABEMBERALAINZES R,
5. BEET—F  ER,

6. EET—F: mE.

7. HEACERE , FWARKRHEERE , HlW msk-serverless-tutorial-role,

8. EEFEVUAG,

rEIR

B F Fim#%es LAFEL MSK Serverless # 5

B A Fimt#es LAFE MSK Serverless &5

ETSRA | E2HTMEEK, F—EBEKEEIL—E Amazon EC2 #1T{EEE/EA Apache Kafka
AEmss, F-HEKREMET LRE Java Ml Apache Katka T &,

BM R Fimtas

1. BI{E https://console.aws.amazon.com/ec?/ FARX Amazon EC2 £# 54,

2. EERBHITHEE.

3. WMARFIRMENEIRERETE , §l0 msk-serverless-tutorial-client,

4. FEFEEIZE Amazon Linux 2 AMI (HVM) — Kernel 5.10 , SSD #RE[E3E & ¥4 Amazon Machine

Image (AMI) $E#!,

FERRIZEN t2.micro BTEEEEE,

6. TESW|RE (BA) T, BEERIFSBYE, WA MSKServerlessKeyPair A SBE BB, &
BETHRSBY, &, FEUUFERARENSBY,

o

B A FimeEs 301
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7.
8.

10.

11.

12.
13.

14.

SHHERRTE  EERE.

£ VPCT , MAERRSEENERILEEIR (VPC) ID, tbALL Amazon VPC R AERH
VPC , BREBIVEEREREFH ID,

S TR  ERCEEUESEFATH D FRK,

SHEP AR (R2RE)  EREREEARNZSRE, AReFAEAAMRERZ2HIEEH
EEHENEARA  HESEF, FRALKRANER K FERSFHENKETRLET. NFFEE
# , F2H (Amazon VPC B ABHEmM) FHLEFHER A,

REHMEHAEREER , RERBIBEE A MSK Serverless #E FMFEET IAM 86 UM
IAM B,

BEERE,

EERSESEKRS  BEHTER, RABREARIFTEI Amazon EC2 HITERBSIF | BIEFEKE
. Blte® , RAISSLBTERESMFiR#R,

BEER , RREBETERERAFIRHEER.

R Fimies L 5%E Apache Kafka AFiw L&

1.

WMEREK Java , mEAF iR LT TSRS
sudo yum -y install java-11

MEMBSREY FEEEXERFIEN Apache Kafka TE |, BFHT TGS

wget https://archive.apache.org/dist/kafka/2.8.1/kafka_2.12-2.8.1.tgz

tar -xzf kafka_2.12-2.8.1.tgz

(® Note

HEH Kafka {72 , SBHE binEHPHETREREENBITI T, EEETERE
B, FEATU T8,

chmod +x kafka_2.12-2.8.1/bin/*.sh

BIfE kafka_2.12-2.8.1/1ibs B , REHMIT T ITH T TEH Amazon MSK IAM JAR 1
=, Amazon MSK IAM JAR TZA FinssFIEE,
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wget https://github.com/aws/aws-msk-iam-auth/releases/download/v2.3.0/aws-msk-iam-
auth-2.3.0-all.jar

FRkGS , BB TEHE A= FEFHMRAR Amazon MSK IAM JAR X,

4. ®HifE kafka_2.12-2.8.1/bin Bk, ERTIBMUEE , UKHBATER, SEXGEA
client.properties YW f#7F.

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

RESR

31 Apache Kafka £ 3&

#37 Apache Kaftka =&

HEWSRP  GAUERALELNAF RS  TEARSFEEELEYEE,
F&E

- RELHNRBEAEIIE

s BEUFEWEAER

RELNRRUBILTE

« BYTECH , BREELCHE AWS MSK IAM JAR BEETHZE Kafka REM1ibs/B #. MEE
REITUIRVE |, 557E Kafka B9 1ibs/B&FHTTIIGH 5.

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v2.3.0/aws-msk-iam-
auth-2.3.0-all.jar

£ MSK Serverless #E# 1T IAM B RFZFEN JAREXR,

« H1T Kafka S , BAIBEEEMR classpath@8 AWS MSK IAM JAR R, EEFHITILIE
&, BEITUTHAP —ERE -
« HECLASSPATHIREBEREA TS Kafka BN E , I T 5 & HIFTR.
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export CLASSPATH=<path-to-your-kafka-installation>/libs/*:<path-to-your-kafka-
installation>/libs/aws-msk-iam-auth-2.3.0-all.jar

- EAEEEE WXE Java BHRHT Kafka B classpath , M T HIEHIFTFR,

java -cp "<path-to-your-kafka-installation>/libs/*:<path-to-

your-kafka-installation>/libs/aws-msk-iam-auth-2.3.0-all.jar"
org.apache.kafka.tools.TopicCommand --bootstrap-server $BS --command-config
client.properties --create --topic msk-serverless-tutorial --partitions 6

BUYTEIZAEHR

1. ET % export o H , FRBUBECRREEFENSIERRIEZEFEEN my-endpoint, HEER
EHAFIRMEE EM kafka_2.12-2.8.1/bin B , #1T export %,

export BS=my-endpoint

2. HITTHHS , B E B msk-serverless-tutorial WEHE,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --bootstrap-server $BS
--command-config client.properties --create --topic msk-serverless-tutorial --
partitions 6

RESR
1£ MSK Serverless = & 4 #fE & ¥l
£ MSK Serverless F &4 FfEHE R

HEUSRP  LEEAEL—ESRBEINTEREENDAER.

EEMEBAAS
1. BITTImTUBYERALESE,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-list $BS
--producer.config client.properties --topic msk-serverless-tutorial
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2. MAZRENEMALR  ARRE Enter B, EENTRMAHZIR. BREWA—1T , AER Enter
# ﬁﬁafﬁkiﬁ_ﬁﬂ%‘\% EELNEE.

3. RIFHEAMFPIRMERNERFER , RRFEAME —EXEMRE hEZAMBRERER,

4. BITTY oS, FAE_EARAFRHMREREVIRANAE. CARYESEZRRENSIERR
BFEER my-endpoint,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server my-endpoint --consumer.config client.properties --topic msk-serverless-
tutorial --from-beginning

ELERAIRELEEEGTR  LERKREI LA ANTALE.
5, HAEEBRBEPWMAEZAR  YBBECMHRAEHAEREF,

MBREBEHTELTSEER classpathfifE , FREEREEN B FHITEM. I, BHEE
AWS MSK IAM JAR 1A 1ibs B 8/, =& , B LAER EEH%E 5T Java S R# 1T Kafka @
©classpath , 0T 5 & BT R,

java -cp "kafka_2.12-2.8.1/1ibs/*:kafka_2.12-2.8.1/1ibs/aws-msk-iam-auth-2.3.0-
all.jar" org.apache.kafka.tools.ConsoleProducer —broker-list $BS —producer.config
client.properties —topic msk-serverless-tutorial

BESR

MIBR & A MSK Serverless Y &R

MR 1% 5 MSK Serverless B HER

EUTRP  BBREEERHBREFEINER,

B &% &£

1. BARKHIR https://console.aws.amazon.com/msk/home B Amazon MSK E#5&,
2. EEEEEYD  EELZAUHMEBREERINES

3. SHYENME , BEMREE

4. FEWMUPEA delete , REBBEMBR,
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FIL R Fimtss

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 #5&,

2. 7 Amazon EC2 $1{TEIRRBEN , BEELATHEREELNA FiREER.
3. KFEEMITERMREBNL LINITEE.

4. BERL

MER IAM LR & &

1. HI{E https://console.aws.amazon.com/iam/ FARX IAM 32 &
EEEERY , BEAG,

EESHRD , BALATHEREEYN IAM BEEHE,
BEAG, RARZEZEMRASAFEITMER,

EEEERD , BEEE,

EREFRY , BALREIHBERBEEYNBRER,
BERRURMEABEEE, EBRNBEER L | BEMRECK.
BE MR,

© N o o bk~ D

MSK Serverless & EMEREE 4

Amazon MSK € A EfARF[ESZEANEEN BB L, CEZSFELAERANERBMURE, T
B, BERERBR T I ETEEREEBEE, AEEGEEBREEBEEERE,

R R 54 R A W imeE AFFE LR
cleanup.policy il B& AL, BERREE

Bk
compression.type $EE =
max.message.bytes 1048588 = 8388608 (8MiB)
message.timestamp. long.max =

difference.max.ms
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fEREE A% =& AlimeE SAFHELR
message.timestamp. CreateTime =

type

retention.bytes 250 GiB B ERF ; SHBRER

-1 A EBR IR E

mRRE ; BHEEAR
-1 TJERHIRE

fim

retention.ms 7 X

EFERBIELFHEBREEEMY , B LER Apache Kafka i B3I TE, MFEMARRE BN
aﬁiﬂiﬁaﬂ%ﬂ%ﬁﬁ] , imZ B E 75 Apache Kafka X#H#y 3.2 TREERIERE,

@ Note

8481 4& L MSK Serverless 1 £ B/ segment.bytes A8, FiB , Kafka Streams FERTE
AEEE EEFE A segment.bytes FAREEZE I WEPERE , IEEE MSK Serverless AFFHRATR
E. MFEMEMA MSK Serverless 52 E Kafka BRFMER , 5528 BE MSK Express LI
2 MSK Serverless £ i Kafka Streams,

¥&B Amazon MSK Serverless i Apache Kafka as S5 TR | SERESR S 5EH Amazon MSK
Serverless AFIX 41l Fimiss £ 3% Apache Kafka AFim TE—EiF SR 1-4, LA | Bt
BEBTHEE --command-config client.properties B,

Flan | THana A A RIS K retention.bytes EREAAREBM | LUIEREERFINRE

<path-to-your-kafka-client-installation>/bin/kafka-configs.sh —bootstrap-
server <bootstrap_server_string> —command-config client.properties --entity-type topics
--entity-name <topic_name> --alter --add-config retention.bytes=-1

EWEHFIF | # <bootstrap #####> BUKE Amazon MSK Serverless # &£/ 5| BRI RESIHE , I
# <topic_name> R ABEBINEERE,

--command-config client.properties SE AR Kafka in 55 T 2 E Y HREER E 2R
&9 Amazon MSK Serverless #&iEB/.
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Bt MSK Serverless E 5

Amazon MSK E2 Amazon CloudWatch & , EETUNE. BB F 2 H MSK Serverless #EM 1S
B, TRYERNEEERAAFMEERRSESE. AREEEERUEFETEEs EMNERERETR
B, BERAL SUM RETERRKREM , LIS EEERRIR.

Amazon MSK €L 98— XHI%EER | % PerSec IEERH ZE CloudWatch, ERT— 2 EHARKN
'SUM' IRt ER T RBHEA R PerSec EENEBVER., NBEKWEEB—2ENSVER  BFERAT
5| CloudWatch #ZEE X : m1 * 60/PERIOD(m1),

DEFAULT EEfREBRRENER

z8 A BB HE Description
BytesInPerSec HEEBEATE EBEEEB. X RAPREUNSVATHEHHEHEZ. It
2% oz} EEEARNSEEE,
BytesOutPerSec BAEFENRA B£E8B. = GBEEAFRNSYHUTHEEE. It
—@ExE2® B EEEARNSEEE,
FetchMess BAE#ERA E£EH8B. ¥ ITENSVEIGASERRE,
ageConver —EExE2E &
sionsPerSec
Estimated WAEHEINA HBEE%8,. Bl MaxOffsetLag IEZMLETRFR,
MaxTimeLag —ExEz® RAERE, £
&
MaxOffsetlLag RAEFHERA BEE8B. B IEPAEIENRARBILEE.
—BAxEz® RAERE, £
&
MessagesI YEEEATE EEEB. £ IESBVEAFERENEE.
nPerSec 2% =
ProduceMe YEEBATE BEEHB. ¥ ITENSDELEAREHBRRIES
ssageConv 2% ]

ersionsPerSec
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Z8 A BB HWE Description

SumOffsetLag BAERHERA B5EEB N IETHEIENRERRBILE,

—EEE & RERE, £
]

¥#8 MSK Serverless 151

1.

BEAAWS EEEHEA |, W https : //https://console.aws.amazon.com/cloudwatch/ BB
CloudWatch £# &,

EEEERNEETH , BEMERE,
EEEFE S kafka FA5E.
iB1E AWS/Kafka/EE BT, TES AWS/Kafka/BEEZE., NAEEE. =& , LEETENIE

ER
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T & MSK Connect

MSK Connect & Amazon MSK By —I5Ih8E , A ZERRAEBRELERBREDFE R Apache Kafka
g5, MSK Connect £ Kafka Connect 2.7.1 5 3.7.x iX , iE2# Apache Kafka #HEEHER E, &
SRS NMERRASNABRAEERVRABRBTHERE, BLUFIA MSK Connect REPEBE A Kafka
Connect BN £ S EEEES | BSERE A Amazon S3 #l Amazon OpenSearch Service Z#F9% ¥l
EHE , IR EEAMERNEFHRERRIER, BaUHBHE=7 (B0 Debezium) BRAIEEES |
ARSEE AFRERNESRNRE Apache Katka BE , FIETEEFREABNER THBREEES,
EESNSEHERUEBEEHENEL  CEERBRERFANERENE,

ERRFEERSERRABREEAZENEE SR, B AEA BN EESSETETNENELS
AEBRIR

MSK Connect €I 82 Amazon VPC HE#R R & Apache Kafka BERERES , |MABER MSK
BEIREEITEMN Apache Kafka FEE T,

MSK Connect E#EEREEREFERBNELRE, EHEANERERTR Y ABEREES
UHEmEENEE,

= EB%R A MSK Connect , 2B the section called “FAREA",

BE TG LER MSK Connect B3 AWS BEIR , 552 B the section called “ 7 fifE#88", the
section called “E 3 BT/ 2" the section called “T f## MSK Connect T#%&",

WNZEHEE MSK Connect AP| FAHEEE A , 5528 Amazon MSK Connect AP| Reference,

£ Amazon MSK Connect Y& &

Apache Kafka REERAFANBEBRRBERTLAZ— , AREERNEERER SR, £H
Apache Kafka , BRI 2Bt B BERELERNEAERNERREN,

Kafka Connect 2/ Apache Kafka ZEMBTEREABRANEETH., Kafka Connect IRIELFLE
LB F X R7E Katka MASBRF BB EER, Kafka Connect EESEWIEEM , TR EAXEE R
Kafka Connect 12t —#HE KK API IREMTE | ARERE. SPEBMEIREESE | LU Kafka EEM
NHBRFzBEBBER., BAUUEAEL T EREEIMER Kafka Connect BIZheE , AR ZE R RER
EBANBFEER,

E & B 178 E Apache Kafka Connect #5% , SR E SIS BMIR TS Apache Kafka Connect ERARERE
BRHEFE , BUESBTRE AWS, ELLEBOREREERRBRANTIBEAEXNMENEE, [/E
B & EHE Apache Kafka Connect RN TREER , UK EEEERINE,
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BT RELE , BRMEZEAA Amazon Managed Streaming for Apache Kafka Connect
(Amazon MSK Connect) #& B BUR %A 6 Apache Kafka Connect FEATEN BB EHH AWS, Amazon
MSK Connect i Kafka Connect f&{t, 7 Apache Kafka &M RF 2 EREIEFER |, HlE
HE, BE2R5|NERRK.

LT EERBZE Amazon MSK Connect Y — L E 2 -

- JHBREERME — Amazon MSK Connect JEER 7 E2iE4#, MERMIER Apache Kafka Connect 548
B EIES R, Amazon MSK Connect €31%F#8E5#8 Connect BEMEEREE |, I BEBLIEEAMMRA
R, MAEH SN TEESE R TP,

- BEIEFHEE Connect £ — Amazon MSK Connect AJ LA B B)1E R A BT , LURADEES
B, ERAMATAEERHERFMIERER |, flNiER Kafka B TCP EER& , U EH T/EEMARE
WS E RS E B AN T EN T,

- BEIKEMEERERE — Amazon MSK Connect Il REEZEREAEX EHERUIEESNEIX
£, Amazon MSK Connect EAZEEERE. FREECEDERFEPN ITEERENFEAEE
B, &aLLEA Amazon MSK Connect UpdateConnector API #4E , £ 1 Zl 8 fl vCPUs 2B E
BEEE SR vCPUs , U EBEHIXE,

- FEHFEEELE — Amazon MSK Connect € f AWS PrivateLink F15475 DNS &1 , AT EHEERK
TRAIEZNER R

MSK Connect AP

IE Estep-by-stepH BRE , £ AWS BEEFIEA B MSK B& |, URSERRBEEEZE S3
RPN ERE R,

FE

 ERTE MSK Connect FTEENEIR

- BV HFTAHER

- BV AFm#EF Apache Kafka &

- BIERERS

- BEREEE MSKEE

% E MSK Connect FREREIR

HEUSERF  GFEEVUTHERKRERARIFARENER
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« Amazon S3 EFETEE , AN EZSZERERNNE N,

MSK #& , (EABEWEEERN BN, #E  EEFERLEETNER  IRKEEEEENM
S3 fﬁﬁ;ﬁ\j—%o

- IAMBUR | HbEEBEAB Mt S3 FErEMNETT,
- IAM B2 , AFFEESEEAB WM S3 REFTE., BB IAMBERFEELAR,
- Amazon VPC in% , EET R EEEENEEIZA Amazon VPC S ERHMEIXZZE Amazon S3,

B S3 #fFhree

1.

N o o bk~ w0 b

BEAAWS EEEHEA | W https : //https://console.aws.amazon.com/s3/ BIEX Amazon S3 *

vn L
T Ho

EERYRETR.

EARTIREBEMAEREERE , HlW0 amzn-s3-demo-bucket-mkc-tutorial,
[ RSB IEER U R IFAT R,

EREFTREEY  BEELWEUNRFITR.

i#1Z Create folder (BRI ERIRK),

WA tutorial FRERIRER , ARO THEDALBEFEETERK,

BYES

1.

9.

© N o o ~ w0 Db

BEX Amazon MSK E# & , #8it A https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/,

EEBEHE MSK BET | BEEE,

i#4E Create Cluster (B H#5),

EEVFESD , BERTEL,

SHHYEEERE , 58 A mkc-tutorial-cluster,
EREERG | BEME,

BET %,

EBRT |, 55212 Amazon VPC, REBENMEEFEAN T AESM FMAK, BN
Amazon VPC fMF#EH ID , RARREAHEREFLEEEEL ID,

EE-F_io

10. EEEURHIAET |, BRREZIRS 2BENFI.
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M. BEWMET , FHEEEERMEXF.

12. BEFTRE AREEFERVESE, CEFTLNERENFNETNEE. EXEEANECEANRS

AT , REZLHME D, LEZID, .%ﬁ?ﬁﬁ$ﬂ§7%$$¢,uxﬂ1%§7 ID,

BUVEBEA S3REFEHFTHN IAM BER

1. HIfE https://console.aws.amazon.com/iam/ BIRX IAM £ &,

2. ESEERKRT , BEBX,

3. EEERVBX,

4. HEBERImESRT , ##EF JSON , AEEA T JSON B mERTEFH JSON,

ETHEBIF | # <amzn-s3-demo-bucket-my-tutorial> BU4X A S3 fE1FErEE

JSON

{
"Vexrsion":"2012-10-17",
"Statement": [
{
"Sid": "AllowListBucket",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::<amzn-s3-demo-bucket-my-tutorial>"

}I
{
"Sid": "AllowObjectActions",
"Effect": "Allow",
"Action": [
"s3:PutObject"”,
"s3:GetObject",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"”,
"s3:ListMultipartUploadParts",
"s3:ListBucketMultipartUploads"
]I

R

"Resourxce": "arn:aws:s3:::<amzn-s3-demo-bucket-my-tutorial>/*"

}

EXTE MSK Connect FTEEH &R
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7.

1
}

MEMARBLEHERMNRA , F2E the section called “IAM FFEUZH",
EET_io
ERBEMEILRE , BITUTESR:

a. SHBERER , MAERMEER , HI0 mkc-tutorial-policy,
b. EWHBRPERNTITF , REN/IHEERRPERNTT.

c. (ER) BEHBER. EENESEK , FEEFEER  SERNEAR/EY. fU,

£/ Environment® HWEEY K SEBHEEZLEH B KTest,

NECFEAEBRNFHEENR , F20 (AM EAEE™) PHAWS Identity and Access
Management &R ER.

BEEYHE,

BYARABNRFERENAM A6

1.
2.

£IAM EEANESERY , BEAC  ARBEEVAG,
£ Select trusted entity (ZEUSENERE) EE L , BITUUTEE -

a. ¥R Trusted entity type (EEMNEBER) , H&E AWS ki,
b. #HREHEARS , #EE S3,

c. EFEARGIF ,EES3,

EBET—-%,

£ Add permissions (¥T8FFA) HEE L , #ATATESE -

a. HEFTHETHESASHRD K WAZENALMEREELNBERAER, B0 , mke-tutorial-

policy, A% , EFBRBBEAN G,

b. (BR)REFASRIE. EREMNE , TARKRBAER K MARRBEGNAC., WFEFHEK

EFARRBRHER , 728 (AMFEAEER) PNEVACTEZBE (FEE8).
iEE-F_io
£ Name, review, and create (F&. MBEMEY) BEEL , MITUTEE .

a. HHEACERE , BAMRKMERE , HlW0 mkc-tutorial-role,

EXTE MSK Connect FTEEH &R
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/A Important
EXwnR ALK  FEISTIEE:

- AEEBELHN PAARE - AWSIRF , MBSEERKNERBME—,

flan | T ERREE S A PRODROLE 7l prodrole AR, EAGIZBANRBE
% ARN N —220 8 , AEEBEES AN/ E , EREACERBEIRATETRR
EFE, fIIEBRABREDR , AGEBTEES KIE,

- RAHMERTREESEAE  IUEEVAGZE , MELFRELERE,

b. (ER)ERAF , WAAGHRNA.

o. () EEEBEAGNEARMANST BESR 1 ENEANERNSR 2 FEH
TEES | BERE.

d (ER) EEHBER. A8ESAC  HEEMYER  KEBMEAR/EY. flw,
£/ ProductManagerfl HEEHEEEHIEEZELNAEIohn,

MECAEBNFMER  F2H (AM FEHEERE) PHAWS Identity and Access
Management & RHZE

7. ®WEAE , ARIRIE Create role (BIAAE),

L EF MSK Connect IEF% A&

1. EIAM EE2Ea8d  REERNEFENEET , BEEAG,
2. #%F mkc-tutorial-role IWEE,

3. EEACNREET 6 EEEEERRIIER.

4. EBERBETEAR.

5. AT JSON REMRRBEEBER.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Principal": {
"Service": "kafkaconnect.amazonaws.com"

},

"Action": "sts:AssumeRole"
}
]
}

6. iZ#E Update Trust Policy (EHSEBXE).

B REEM VPC 2 Amazon S3 B9 Amazon VPC i 2

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. TEEAIBEHRPIEERE,

3. BEEBIIKEH

4. TERBEBET , iBIE com.amazonaws.us-east-1.s3 JRIEFEEFH,
5. BIEEEMN VPC, AR BNEEE THRERBBBREAN SR,
6. BIEEITIREH,

BRIEBLB

By BFTAEER

2 BT EER

AEEREEEREERERNERS, EUSHT  LERIAH Lenses Amazon S3 B KB
BRABHLITABES, ERENSAT , BERY MSK BEEN  LERVABBAR AT
SRR, EASEARRMER KR T AET AN S B MSK BiEH

By HFTEER

1. & S3 EEER,

2. LEZIPERELEETFIN S3 FEEFITE. NEEBEMMSIER &S Amazon S3 WFEMAE
A, F2E (Amazon S3 EAEIERE) B EEYH,

3. BB https://console.aws.amazon.com/msk/ B Amazon MSK £12 A&,
4, TEEBEEFRER MSK Connect , AR%1ZZ BT/ EHER,
5. EEBRVBIAHER.
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6. iZ#ZE Browse S3 (BIE S3),

7. ERTFEFRBEYD  RILLEZP BERVRENR , ARBREXRERE,

8. ERFIBANYMEES , ENZIP EREANBEIZE K AREEERK/EENIRE.

9. ®A mkc-tutorial-plugin EABRIABMERNER K AREEFEL BFFITAHEN,

BUEFIAHEXTREE AWS £7ENRE, EEUEFTHE , CEERERAE RN HIET
EI N W

Custom plugin mkc-tutorial-plugin was successfully created
The custom plugin was created. You can now create a connector using this custom plugin.

BESR
B Fimi%ss A Apache Kaftka =88

B3 Fis#Es M Apache Kafka &

EHTSRHD , EEE Amazon EC2 #1T{ER , LLAE Apache Kafka A Fin#TEIE. A& , &7
FALEBTEREEE LEIIE,

B A Fimtss
1. BIfE https://console.aws.amazon.com/ec?2/ BIRX Amazon EC2 £# A,
BIEREBETEE.

2
3. WMARAFIR#EINEE , Hl mkc-tutorial-client,
4

52 B8 Amazon Linux 2 AMI (HVM) — Kernel 5.10 , SSD RifE [EE E # A Amazon Machine
Image (AMI) $E#!,

BIE t2.xlarge FTEBEE,

6. HELHBY EANT , BREERIHSHBY, @A mkc-tutorial-key-pair EASHRYBER , R
BRETHSBY, & CHULUERBEENSEBY,

7. RERDBITEE.

8. BEERRIUTHEE. AR A ERLFHEERHT  ZEENITEEAEBNZSHE, SRIFH
FREFMEN D, UEBEEER,

o
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RFMBINAFREEREEERE

1.
2.

o g o~ w

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

EEERNRET  BERLHE. AR E D ERRT  SREENLLEHHE. E the
section called “5%E MSK Connect FTEENER” FEVEBER , FCREFLLTEFHEN 1D, B
MEZLHFHEZIERAN TSGR |, LLBEZ28H, FREFEYRERENEMZSEE,

EEET¥EHH , BEEEAHRANERSIER,
J&1Z Edit inbound Rules (AREEE A5 8),
EEHEETH , EBEMEAL,

EHAAP  RERENHTEEMARE. ERREARNEGARUY K GAFAFRERZEEH
e 1D, EREGEERYAFIRMERRMENLZEEA ID,

BERERA, MSKBEERAETESRESE L —EEFPREY CHFRNAMBERE,

EEEVITHE

B w D

7.

BI{E https://console.aws.amazon.com/ec2/ BARX Amazon EC2 A&,
FEHITEBREPIEE mkc-tutorial-client,
EEERERMIDEZFER , ARKEBEREREHTERE.
HITUT T, EAFRHITER LK Java :

sudo yum install java-1.8.0

#1T T 5ld 5 T &, Apache Kafkao

wget https://archive.apache.org/dist/kafka/2.2.1/kafka_2.12-2.2.1.tgz

@ Note

MREREFAL TP UNANRGEY , BRI LI Apache #8h EZETRREGE
5o

HEEEXAMTRPTH TAR BERNEHPHAT TGS,

tar -xzf kafka_2.12-2.2.1.tgz

B {¥ kafka_2.12-2.2.1 H #.
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8. BARK Amazon MSK E£##& , #1tA https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/,

9. EEBRTEEERS K AEBEEZMH mkc-tutorial-cluster,

10. EERERAF®ER.

1. BREXFERT R,

12. BEZK.

13. EAFHmBITEE (mkc-tutorial-client) EETUTH S , EAERREBERAFIRENRFT
FEMERE bootstrapServerString,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server bootstrapServerString --replication-factor 2 --partitions 1 --topic mkc-
tutorial-topic

MRGSRY , BEERLUTHAL : Created topic mkc-tutorial-topic.

‘RESR

BiaEiES

BB

WREFRAMMER B EEE AWS EEEIEA

B EESS

1. BAAWS EEF#EAS , W https : //httpS'//consoIe.aws.amazon.com/msk/home?region=us-
east-1#/home/ BIRX Amazon MSK &,

EEBEHFBER MSK Connect , RZBIRIZBEIERR,

i24Z Create connector (B E#ES),

ENREREES | 22 mkc-tutorial-plugin , REBET—%,

SH¥TEERR 2 |, B8 A mkc-tutorial-connector,

EBEEEFED | 22 mkc-tutorial-cluster,
EEESBARRERRT , SrERRERRETIEF—IF

N o o > 0 Db

- IPv4 (& - EEARER IPv4 EFEZEH
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- EHE - AMNER IPv4 M IPVv6 ERZEBEN (EEFRXEEHEMEEBEAN IPv4 F IPv6
CIDR BT )

8. MEHLUTAEREY B A EEIREREMAL.

RHEEEERELERESE AWS EiF 2 WEXBERRKERS. i, ET5EH S , 4 Amazon S3
F1ZEr8 B <amzn-s3-demo-bucket-my-tutorial> UK BENEEFEITEZRE,

connector.class=io.confluent.connect.s3.53SinkConnector
s3.region=us-east-1
format.class=io.confluent.connect.s3.format.json.JsonFormat
flush.size=1

schema.compatibility=NONE

tasks.max=2

topics=mkc-tutorial-topic
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
storage.class=io.confluent.connect.s3.storage.S3Storage
s3.bucket.name=<amzn-s3-demo-bucket-my-tutorial>
topics.dir=tutorial

9. HEFEEFA TiE# mkc-tutorial-role,

10. BET—%, EZLEARL , BRBET -4,

11. FRFEARL | BET—F,

12. EWMBENEYEE L  REESHNEESRERE KRB BIEETEIES,
BB R

BMERMEIXE MSK #£5

HERMEIAE MSK 5§

EWSRD  BERERMEEELFEILMN Apache Kafka £ , REREB M S3 RFHFEPZKRE
_Iﬁﬁ*ﬂ'o

BEERE MSK 5

1. EAFESHTERR L% Apache Kaftka B9 bin BRIk s | B —{E& B client.properties
BEEUTABHNFER,

security.protocol=SASL_SSL

EERMEEE MSK HE 320
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sasl.mechanism=AWS_MSK_IAM

2. BAITHWTUBYEEALESE, EREENTENG TRATEGHNERDA

BootstrapBrokerString.

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerString --producer.config client.properties --topic mkc-
tutorial-topic

3. MAZLHENTMAL , REBIK Enter B, ERUTBMAR=R, BREA—1T, RER
Enter , X1TEEAEBASEIEEEH Apache Kafka FEH,

4. TEHMH# Amazon S3 HEFEGTEE  SREEL—EASBRIEEINTAL.

T BB RS

BEBREMATRERN Amazon FRIEEE Apache Kafka BE , FiERIFERERRIFN B RERHERET
Apache Kafka & H , SFHBEREETHNERNERIERBENLT, EREREXEANL A | &
ERGAHMTEEREE  flnER, KRABRAGHEER. RFREERSNERRFRENER |, X
HEMEXAZEEES B, BNEEERSRERRENER YL ENTEEZTENBNEE,

UTERRAEERNVRE, TEEFRIAMEERFBEN Java EFHEE VM) BF. BETEERF
EERY-EEFTHTHETUTHER  XHTEREMNITE. EBTSEFHRE | FILTTARER
BB, FLEREHAD , MRHEEATRENERNEE,
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Connector Architecture

I I
Connector Application |
Task1 ‘ Task 2 ‘ ‘ Task 3 ‘
Task 4
Worker 1 Worker 2 Worker 3
THRBERAE

BEFNBRERRREEREFNITHFEFHE , URSETFEFH MSK Connect E{u (MCU)
BEmE, —{@MCU Kz 1 {8 vCPU KNEHH 4 GiB fCIRE. MCU BB RET/EEFHITHEEN
HMECIRRRAR , TIFREME M ARSI R AEET,

MSK Connect T#ESFRAEFSRHEN FEETHN IP hit, SETEEHEREP—EFEFIREHEN
FHEBEA—E IP #hit, BEZFEREIRMLS CreateConnector SR FHREK D ERZHNTH IP i
i, MZREHEENERE B REEHEREESE , TEEBETRESRE,

ETRYVEEE  CUARENTRESRER S —.
R ESAEEEENERER  BRENER, SUSEREE
® Iﬁﬁiﬁﬂio

- BETEERFH MCU B R,

- BEBER - BEESNAEERTE JELEBEETHERESK  BEEHER, EEEABBHIE
RBEXEF | Amazon MSK Connect € A EiEESRFHTH IEEFEEURSEIERZFH MCU
HERLLHINE , RESERESSMN tasks . max B,

R MR E=/E :
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- THERFHETRM LR,

- CPEAXRNBRMERERE DL , &IF CpuUtilization BERE, EEESEN
CpuUtilization {EEZRIBEMBERE B2 LK , MSK Connect €18 INEZRRHHTH TERF
B2, £ CpuUtilization IBEBERERE 2 LLEF , MSK Connect A THERFHNEE, T
FREFNEESKEHBSELEBIEESNEENEETRM LEZ[,

- BEIERFH MCU BB,

MEEBI/ERFNFMER , 5520 the section called “T fi# MSK Connect THEE", BETf#
MSK Connect 1818 , 552 F the section called “E5#%& MSK Connect’,

ARES R AR AT

Amazon MSK Connect X EFTEZEFNEHBRKRAR, EREHBHE , SR EESFTLUES IPv4
M IPve EAREI B Hth, FEE , IPv6 ERE Fﬁﬁﬁﬁ“ﬁiﬁ BRI (IPv4 + IPV6) - T2 EIPv6-only Y3
B o

RIRFERR , MEERSEH IPv4 BREE, "ERVERCHREREENERES  FRELCDHE
TEIFTRR TRk, FRAER , —EEASHBRREREEER  ERBELSAEBRER, B8
SFRREE | B AMBRIL ERNE T ERESR,

Amazon MSK Connect t8 X #Ei8 IPv6 H IPv4 K ARTE API i BHELR. BEEAS IPv6 EE AR AP
oY | SEEFEFAEHBIRE, 1F MSK Connect IRISIHEIRIFEMER , H52E Amazon MSK
Connect % 26 F Bl 58,

156 ) &2 35 db AR R AR B Y ST R AR A

HEAERSRREEHBMRBAE LY K FHECECERVERSRHBRENAE FHEBEHEREK IPve M
IPv4 CIDR [E1%,

EHEHERERARENES

« IPv6 XE B H{EREEHBE (IPv4 + IPv6) FATH , A 2ZIPv6-only

- RUREMBAEREEETLUER IPv4 F IPV6 BARE] MSK FEZKEBERRFERRK

- B EESRAELESIMKRER - SX4AMBREEHRE EZSRUSERKER

- ERFEVHEEENMEFEARTEXEIREHE  TREVEES , URHEREHEERKRER
- MREHEHEFREE  EREERBER , AATEHHEEM , EESBEEEAIPv4-only

- HRBEMNERERS  SELFNHERER - ZXERRIY EREIEERUSTRAKER
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- ERSHBHETEELEENEN

AVABE E::3-
WRFRAMAER BIEEE AVS BEE2A

£/ BIERERR AWS EEERA

1. BARKfIM https://console.aws.amazon.com/msk/ B9 Amazon MSK E#5&,
LB EH MSK Connect T |, &1 8E#2S,
i#1Z Create connector (B E#E3),

BAUEREFARENETABEARBLEES  IABUFNEIABERX., WEFBET/AE
BRXURNARIIWIEEER , 5520 the section called “EB3 BET/MHER", FLBRED , HBFR
REEFECANBIIABEN, EEIINAHERNBFEY , RILEFANAHER , ARENH
ERNAR K AREET—F,

5. WMABW , URER GEXE).
6. EBELEZERINELE,
7. HEERSBRRKRERRT , SHRARERRETIHP -] .

w0 N

. IPv4 (TSR ) - EEAREB IPv4 BEZ BN

. B . FAER P4 R IPVE EET AN (B THE%EEEEAMEBN IPv4 H IPV6
CIDR E#ETA )

8. IBEHEESERE, FEEREENERESHERBLREEVNERSEREME, Am , EX22H
RATAEEESRAEIETEN |, 0 connector.class M tasks.max 28, LT Confluent
Amazon S3 H iyt B3 ETHIFE RE,

connector.class=io.confluent.connect.s3.53SinkConnector
tasks.max=2

topics=my-example-topic

s3.region=us-east-1

s3.bucket.name=amzn-s3-demo-bucket

flush.size=1
storage.class=io.confluent.connect.s3.storage.S3Storage
format.class=io.confluent.connect.s3.format.json.JsonFormat
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter
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schema.compatibility=NONE

9. ETR, BEXRTEESFAE, BUEMEREEXPREHE— . MENEBER. NEBRNER
EZEMEFAERR , 552 Bthe section called “ T R EEEERE,

10. EFERIEEFEAER BT IEEFEETREE—, NEEHEV BT TEEFERHFRE
A , 552 B the section called “ 7 fi# MSK Connect T4E&”,

1. TR , BEEETREHTAC, EHEAR MSK Connect ATLABERN IAM 6 |, Wi FiEREESS
FEAE AWS ERFIENFAES T, EEFUSKEZSNEENE, WFTNMAEINACHE
A , 52/ the section called “ T #RIRBHITHEE",

12. BET—F  REZREUEN , RERBREET %,

13. EEMBENRGKEER A ARBET—H, NFHRCHKNEBESR ,

14. E*ﬁﬂﬁﬂlﬁiﬁﬁt REGREESFAR  RREFEIERESR,

ﬂlh+

2 @ithe section called “H

nl'-H-

ZE A MSK Connect AP 1 iE #2285 , 552 F) CreateConnector,

ﬂlh+

2 @ithe section called

B A LAE A UpdateConnector API RIS BUEZERNERE, MEFEFMER ,
BB

EATE R

WRRFRA MR EHIEAE MSK Connect EIZEHERE AWS BB TS

5/ EFmERESRER AWS EEFES

1. BRI https://console.aws.amazon.com/msk/ B Amazon MSK E#2 A&,

EEBEHE MSK Connect T, iBIZERE:S,

iZHY existig E1E2T.

BEREERRER,

EIERERSERE, BEEMFER connector. class UpdateConnector BB . T 51 6I%E R
Confluent Amazon S3 Sink JE{Z23#) E 45,

o M w0 b

connector.class=io.confluent.connect.s3.53SinkConnector
tasks.max=2

topics=my-example-topic

s3.region=us-east-1

s3.bucket.name=amzn-s3-demo-bucket
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flush.size=1

storage.class=io.confluent.connect.s3.storage.S3Storage
format.class=io.confluent.connect.s3.format.json.JsonFormat
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter
schema.compatibility=NONE

6. EBERX.
7. A%, BULEEERNRERSIREHERRFEN B IRE,

= EM M MSK Connect API EXTiE#Z2R MR , 5528 UpdateConnector,

B ERE AR

LT RESHTRESRE Amazon MSK Connect BYIE RN EE,

E£& Amazon VPC B1& HiE Transit Gateway #9 IP

ZI8E A Amazon VPC ¥1& HES, Transit Gateway & Amazon MSK Connect , B8 0452 1E 558 E
A3%EiB CIDR SIEF /Y IP EFEEEBHMN VPC R :

+ "10.99.0.0/16"
+ "192.168.0.0/16"
« "172.21.0.0/16"

B BT NER

ABEAR-—EAWS EiR , HHESEREXRFBENEAR. LUK AR ER (B —EAxZ
8 JAR fERMY ZIP iEX) LEBE S TR , YEEVNHEAREERFIFENVE, BB E
IR, B LUEEER MSK Connect AR EEZSRMARER . AHEXANMEERNBRA-HSEH
7 &R AR E — B R R M — R S EE R

WME MR EERENIENEBET , 5520 Apache Kafka X # 5 # Connector Development
Guide,

£ B BFTAEEN AWS EEF#EA

1. BRUIR hitps://console.aws.amazon.com/msk/ B9 Amazon MSK &,
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£ B MSK Connect TiZEZEBRITHAHER,

BEEVBFIAHER,

i#1Z Browse S3 (BIE S3),

£ S3RETBBEF , AAMHEXNEEESR JAR R ZIP BRNFEFITR.
EYHEESD , ANEERNERJAR S ZIP BREEN AR , ARBIERE,
BEEVBFIAERER,

N o o~ w0 Db

EEFA MSK Connect API B BFTAMB#ER |, 552 E CreateCustomPlugin,

T f# MSK Connect T{E&

THEEFRIAMEERBEN Java EFRHR (VM) BF. SETHFEEFESEY —HEEFITHITHESP
PITHVES Y TEREHNTHE, EHRTSFHRE , RILATUERERE., FLENEHRRE , 2
REEMBTRENENEE. ERERENBEREFERFFHNAY  HETHFEFEEDEA
ITHEFHENEE, EMNEHANEFR FTEREARGKTFEEFNES. Connect THREFEHER
Apache Kafka #YEUA & BB R E 1T i AR M E 57 P 4o

EEEENSEERTSRMUMLET , B LZE MSK Connect RIBEEEBIEEH TRAM LR 2
BERIGEFYHE. CHUUNEEERTEESREEN THEERFRUBE, WEFHHEEN , F2Bthe
section called “ 7 R EZR R E",

MSK Connect TEEEH IP #hiit

MSK Connect T#ESFRAEFEHN FEETH IP ihit, SETEEHEREP—EZFIEHEN
FEMRAER —E IP ik, BAEZERIEIRMLLS CreateConnector EERM TP ERHNAH IP i
i, LZBEHIEENERE  BHREEBHEREESNE , TEEHETESKE.

R TIEREFERE
MSK Connect @2 A TER TEEFHERE -

key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter

XENTEEFEAEBMT

MSK Connect @2 HFER THEREFHAE, B LUBRERET BT THEEFERE | LAEEESREE4F
A, LUTEESHT Amazon MSK Connect X ER A X BN T/EEFHEBMA,
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 key.converter fl value.converter BHEANEIER,
« MSK Connect X LT producer. fHREB .,

producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.

acks

batch.size
buffer.memory
compression.type
enable.idempotence
key.serializer
linger.ms
max.request.size
metadata.max.age.ms
metadata.max.idle.ms
partitioner.class
reconnect.backoff.max.ms
reconnect.backoff.ms
request.timeout.ms
retry.backoff.ms
value.serializer

« MSK Connect X LLTF consumer. fHREE 4,

consumer.
consumer.
consumer.
.fetch.max.bytes
consumer.

consumer

consumer.
consumer.
consumer.

consumer

consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.

o XEFETL producer. 5 consumer. FEEENEREBM , LTBHEABRA,

allow.auto.create.topics
auto.offset.reset
check.crcs

fetch.max.wait.ms
fetch.min.bytes
heartbeat.interval.ms
key.deserializer

.max.partition.fetch.bytes

max.poll.interval.ms
max.poll.records
metadata.max.age.ms
partition.assignment.strategy
reconnect.backoff.max.ms
reconnect.backoff.ms
request.timeout.ms
retry.backoff.ms
session.timeout.ms
value.deserializer

XENTHEREFEEBMN
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access.control.

admin.
admin.listeners.https.
client.

connect.

inter.worker.

internal.

listeners.https.

metrics.

metrics.context.

rest.

sasl.

security.

socket.

ssl.

topic.tracking.

worker.

bootstrap.servers
config.storage.topic
connections.max.idle.ms
connector.client.config.override.policy
group.id

listeners

metric.reporters

plugin.path
receive.buffer.bytes
response.http.headers.config
scheduled.rebalance.max.delay.ms
send.buffer.bytes
status.storage.topic

NEERIEERFHEBENERKRABTWFHMESNR , 52/ Apache Kafka 3+ # Kafka Connect

Configs,

By BITIEEHERE

WEFRBANAER BB TEEHERE AWS EBEEEA,
R EBIBFTIEEHEEAWS EEEEA

1. BABUMYR https://console.aws.amazon.com/msk/ B9 Amazon MSK £# 4.,

By BFTERE
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o bk~ ©

A B MSK Connect T |, i#Z TEREFHERE,
BIERY TEREFHERE,

WASBNZARR , ARMACEREEZENBEFNE,
BERY ITEREFHERE,

EEEA MSK Connect API B TR F#HKE |, 52/ CreateWorkerConfigurations

FH EERFEEZSIMNE offset.storage.topic

AHRMVEAEDEFEARBRFIEREERFRERSRZRE. RERBFEIER—EBEANE
7 , Kafka Connect @ i REFHIEZEFZANTKERRE.

ZEEH

EEERREERRREE K FEEUTER,

- EEEERBAETETIE  FREM Kafka TENERE , HEERRESWRFATFEFAEHH

offset.storage.topic {E.

- ERFEESFARRF N, ERREZFSHEETNEARBRFEBLE  NSEHAEETES

BHBIINNEERTAR. BAEBESENBEANXHLIEFES.

- BITERSEHE - RTEHFIE offset.storage.topic WARXRBIT ITEEFHAEZIN , &

EAURIIREBERERFRFIENIEHE, ASETENERIEBELT,

- config.storage.topic: 1, FAIRE , X EAAE—FEXHE

- offset.storage.topic: 25, #HIEM offset.storage.partitions #ITFRE

« status.storage.topic : 5, ¥HEM status.storage.partitions #ITERE
FEMERERE - Amazon MSK Connect 8 E#EZBNEENE LE UM Kafka BRI EE (£
BEZBEEA _ amazon_msk_connect), EEZEEMREZSNETEISEHZIRE , ER2
HARIPERE (fla0 of fset.storage.topic) AIEBEERCEEEFER. AM , B LFEHMER

H MSK Connect I {BEREANATEE, AFEFERM __amazon_msk_connect_<offsets|
status|configs>_connector_name_connector_id AR H R,

#FAIFKIZER _ amazon_msk_connect_<offsets|status|
configs>_connector_name_connector_id " FARMIBRAZBEE, EREMBRBITHEESE
BIEEFEANAIBERE,

BB BAN MSK Connect B MAH X - EREERFARBBEIEREALIE

U EESENRR AU EANEERECREEESHRNER. IUEATEERER
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REEE offset.storage.topic B , BHEBBIEMIE of fset.storage. topic, I
ETREZESCEAEEMER, HEABEEEEESRFRBPAEMER. MSK Connect FAFFT
EE#EEH A config.storage.topic M status.storage.topic., BXEIE MSKC
REVFTEESE  EEBRELFE, B __amazon_msk_connect_<status|
configs>_connector_name_connector_id KX BEBWHE , AL EMHNBBELEILNTEE
ESRcBHRgEmTE,

ERARIBREEE

RIETEEE , Amazon MSK Connect @ AR 2T NS EERESE |, 7t Kafka BELE
EFNRBREEIE. MSK SEAEESE ARN Wi REBERTERRE. Hlw
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2,

ERBETUBHTEE

HEERREEF < BRARBERN  EUAEAMBERBRETEE  MIFERETE. BEERBRAR
FTEAMETEAES Sl , BEYRREESRR L - EEZSNRR —ERBIRERN.

EEEERBRTIE  SEEVEESRZH , ETEEFERPIRM of fset.storage. topic
BHE, EREEEFARBREIERFALNBIZCEZSNEE , X EAMEERECHE
EEBEENER, ELEVEIRBMAETEE  AIXEETEERFHE cleanup.policy BREH

compact,

® Note

ERERVENMEESKEERBAETEE , AIBEXEE N TFE , MSK Connect i 8E L
ZEE, A, ZEEETFARNRBREESRRR.

RM2EH Katka AEREBEA B EREE BN HEZRRE. 5B K HEZSE
SEIE B connect-{CONNECTOR_NAME} ME#H, RENAERELEE , £EHAR
CONNECTOR_NAME {BE 3 WV E{EE B it E s e LOERNWRBEEHNT.

Example : EERBMELE , LUEAEFRRNERENE L RFELSR

REVEEEFE RN (CDC) B , BARETEFEREHE CDC HRPUENFER TMESUERERRE
R, REZENMRANEZSFAR  BUUMRERESS  XEAERNBBELFNIEESR, 5ES
%ﬂ%ﬁ@?&%ﬁﬁ CDC &fiPRBENNNVE SN ETFEFERTEEREEZESNRBHEFEE,
LT SR SR A N T RIEEER.
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1. ZAFHREBRL K FITUTHSTUSKEESNFEBRATEIESRE. CACEENS|EREEXF
RRE <bootstrapBrokerString>., MHBHIESIEREEXNFENETR , F2H IS
Amazon MSK £ 5| BREEX,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --1list --bootstrap-
server <bootstrapBrokerString>

UTwEETRMEREETENEE , SR AERAERESFTIE, FLsEfl+  RE

CDC E#BEEMA MSK Connect BRI WERREBATFEE. MARBREIEREA
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2 2 RE,

__consumer_offsets

__amazon_msk_canary
__amazon_msk_connect_configs_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
__amazon_msk_connect_status_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2

my-msk-topic-1

my-msk-topic-2

2. BABMIR https://console.aws.amazon.com/msk/ B9 Amazon MSK £ &

3. REEBBFEPRELNEESR, ERIMBFEERACHUNAR , MESRAFEAZARNRE
MATRYE RS

4. REMBRUAMBRERESR, X7 AL T8 A SRS BT MR,
5. ERANESERFINEREYBIIHEEFER, MFRERHA  F2EAELA TEEER,

EIFREFRMBEES  BUAEZIHRZREREFTFEIENEBIEES offset.storage. topic
M{E , AT AEEEFR R

config.providers.secretManager.param.aws.region=eu-west-3
key.converter=<org.apache.kafka.connect.storage.StringConverter>
value.converter=<org.apache.kafka.connect.storage.StringConverter>
config.providers.secretManager.class=com.github. jcustenborder.kafka.config.aws.SecretsManac
config.providers=secretManager

offset.storage.topic=__amazon_msk_connect_offsets_my-mskc-
conhector_12345678-09e7-4abc-8be8-c657f7e4ff32-2
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6.

/A Important
BAARFEERNE SEEEERARNERE,

EREEI S RPREN TFEFERRELTNERSS, NFERY , F2EEL EES,

HERE . FRARBRAESBBREANIL

1 85451 5532 BR G e {6 7R B i R SR WS 4B B (L FEPS 1§ Amazon MSK Connect BB E AR, #RREHLIERS
FEEEESS ITEEFERTIEESE (MIEMNT) , MEEESTHTNIEEFSERTHR
MELEY, WHMETBERAUMNZAIXRBAEERNMEMRE, @HHNAERREMHEEZIER AWS
Secrets Manager, Amazon S3 1 Systems Manager (SSM) HEHESE, LB 2 , BT #
WA 5% E BR A% Y 8 17 AR E SR R

ZEEH

EEEMER MSK {HAEHLERS A Amazon MSK Connect i |, SFZEUTEE :

- EEAARARER  SBEENFERE IAM BEATAE.
- ETEEFARPERMERHERS T HEERSFECTEREER,

- MENABEARKELEERAUE , AIBRERETREE N EEZSRBEH. Kafka Connect &
HAERNWEARERARTMEMHEXFEMER, NFFRER , F2H EEUMEREREEESRA
Ao

- RIBTERR , EEIZESFAERMERE | MSK Connect R EEF B ERESS, EEMALETK
B1TA , B LI EREEHREFHE config. action. reload EERESA none,

B HIAHERXY HEE S3

EEEVEIIAEER  BEAELEBTUTHS , B EEESN msk-config-provider B zip 1

E 38

{5 A #& i #4458 B M Debezium 1ERE R RE M BT MEER

FH AWS CLI \BIRERESG s HToS , HPESETELFER AWS S3 HRITFBNEAER, 0F
RHEMEEE AWS CLI WEF , 52 BAWS Command Line Interface A EERE)Y B AWS CLI
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AF, WMFEFRE Amazon S3 £ AWS CLI WEFAEF , F2BAWS Command Line Interface &
AEER) PHIER AWS CLI £H Amazon S3,

1.

ERIHHEED , FAUATHSEIEEREILEZ A custom-plugin BERK,

mkdir custom-plugin && cd custom-plugin

FAUTHS , & Debezium #8345 T & MySQL Connector Plug-in B & #8E R4S

wget https://repol.maven.org/maven2/io/debezium/debezium-connectormysql/
2.2.0.Final/debezium-connector-mysql-2.2.0.Final-plugin.tar.gz

FERUTHSHETERN gzip XHBEBEHEZE custom-plugin XHKA,

tar xzf debezium-connector-mysql-2.2.0.Final-plugin.tar.gz

EAUT SR TE MSK fHAEHER zip B,

wget https://github.com/aws-samples/msk-config-providers/releases/download/r0.4.0/
msk-config-providers-0.4.0-with-dependencies.zip

FRAUTHSHETEN zip MHBRBHEZE custom-plugin XHRH,

unzip msk-config-providers-0.4.0-with-dependencies.zip

1 LR SR MSK fHREEMEMN R AN B EEFRBEER A custom-plugin.zip HE—E
=,

zip -r ../custom-plugin.zip *
BERLEEE S3 UHBREBE,

aws s3 cp ../custom-plugin.zip s3:<S3_URI_BUCKET_LOCATION>

£ Amazon MSK £ &AH MSK Connect BER T |, #ZIZEBFTABER , AR BIFE T BFT/IEE
3 , WBIE s3:<S3_URI_BUCKET_LOCATION> S3 f#1ZErEE , LUREUERIR L&/ B T/MBIER
ZIP %,
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Amazon S3 > Buckets » msk-lab- INIEEBB-plugins-bucket > debezium/

Copy S3 URI

debezium/

Objects Properties

Objects (1)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Actions v H Create folder m

Q, Find objects by prefix 1 &
) Y p!
Name A Type v Last modified v Size v Storage class v
B custom-plugin.zip zip May 15, 2023, 22:43:47 (UTC-04:00) 55.2 MB Standard

7. B A debezium-custom-plugin fEANEHEXNEE., WAHER BA) , AREEE L BFT/AHE
B,

Amazon S3 > Buckets » msk-lab- [NIEBBM-plugins-bucket > debezium/

3 Copy S3 URI

debezium/

Objects Properties

Objects (1)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Actions V¥ ‘ l Create folder [ Upload

[ Q Find objects by prefix 1 @
Name A Type v Last modified v Size v Storage class v
@ custom-plugin.zip zip May 15, 2023, 22:43:47 (UTC-04:00) 55.2 MB Standard
RETEREENSHBNFTA
FBAINEATZEREPRESHE :
Secrets Manager
Systems Manager Parameter Store
S3 - Simple Storage Service
BETIHIHF—EARSER , INERESBNZREEBEFAINET.
335
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Configure in Secrets Manager
£ Secrets Manager R ESHE

1. BARX Secrets Manager £ A&,

2. BUMBWEBUFEHRENBREIWE, WERHA , FBEAWS Secrets Manager ( £AERE
) HHVE I AWS Secrets Manager #%,

3. HBREMWEM ARN,

4. L THEBIBE A Secrets Manager 3 #7184 M RIS T A B, S8 H] ARN
arn:aws:secretsmanager:us-east-1:123456789012:secret:MySecret-1234H
RABEWEZR ARN,

5. ¥iETEEFERNERSRETR.

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue"”,
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

]I

"Resource": [

"arn:aws:secretsmanager:us-
east-1:123456789012:secret:MySecret-1234"

1
}

6. HEFEH Secrets Manager {HREHtIER K BFES R 3 P TIERBTERE TEEFHEEX
FHHR

# define name of config provider:
config.providers = secretsmanager

# provide implementation classes for secrets manager:
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config.providers.secretsmanager.class =
com.amazonaws .kafka.config.providers.SecretsManagerConfigProvider

# configure a config provider (if it needs additional initialization), for
example you can provide a region where the secrets or parameters are located:

config.providers.secretsmanager.param.region = us-east-1

7. MWMREA Secrets Manager {HREMER , FES R 4 PRI EEFHEEBHUTERBHT,

#Example implementation for secrets manager variable
database.user=${secretsmanager:MSKAuroraDBCredentials:username}
database.password=${secretsmanager:MSKAuroraDBCredentials:password}

T S E S ARMHERER LR SER,

Configure in Systems Manager Parameter Store
£ Systems Manager Parameter Store F i ESBE

1. BARX Systems Manager £ &,

2. TEEBEBEED , iB1E Parameter Store (BEIEME).

3. BB EHLAFMIE Systems Manager H, WFRA , FFSB AWS Systems Manager ( &
F#&#5R) HMEIL Systems Manager 28 ( £# A ),

4. EBHRESHH ARN,

5 BUTEHFIBEFR Systems Manager FFAIFTIBEZ BN RBEHITHAE, EAESEHM ARN XK
B <arn:aws:ssm:us-east-1:123456789000:parameter/MyParameterName>,

"Version":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditox0",

"Effect": "Allow",

"Action": [
"ssm:GetParameterHistory",
"ssm:GetParametersByPath",
"ssm:GetParameters",
"ssm:GetParameter"
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1,

"Resource": "arn:aws:ssm:us-east-1:123456789000:parameter/

MyParameterName"

}

6. BEEA Parameter Store {HREMER K BESR I TIERNBTERITEEFERXYF
1

# define name of config provider:
config.providers = ssm
# provide implementation classes for parameter store:

config.providers.ssm.class =
com.amazonaws.kafka.config.providers.SsmParamStoreConfigProvider

# configure a config provider (if it needs additional initialization), for
example you can provide a region where the secrets or parameters are located:

config.providers.ssm.param.region = us-east-1

7. MR Parameter Store AR ER | BELSER 5 P ERERESFERHNUTERBT,

#Example implementation for parameter store variable
schema.history.internal.kafka.bootstrap.servers=
${ssm: :MSKBootstrapServerAddress}

BB L E SARMEEHE L AMES R,

Configure in Amazon S3

1£ Amazon S3 FEREYH/IER

1. BARX Amazon S3 £# 4,
2. &ESIHENYGLLEERETFTE. NFEMEERNA , F2ELEYH.
3. ERIEYHH ARN,
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4. LUUTEHIBESH Amazon S3 Object Read SFAIHTiB MRS HTAE, EEH ARN
arn:aws:s3:::<MY_S3_BUCKET/path/to/custom-plugin.zip>BRBEYHH

ARN,
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<MY_S3 BUCKET/path/to/custom-
plugin.zip>"
}

5. ZEFH Amazon S3 {HREMER K BELSBIPETIEABTERI I EEFEREXFTH
B -

# define name of config provider:

config.providers = s3import
# provide implementation classes for S3:

config.providers.s3import.class =
com.amazonaws . kafka.config.providers.S3ImportConfigProvider

6. WRFEM Amazon S3 HAREMIER , FELR 4 PRUTEABTEREZEERERE,

#Example implementation for S3 object

database.ssl.truststore.location = ${s3import:us-west-2:my_cert_bucket/path/to/
trustore_unique_filename. jks}

B L E SARMEEAE L AWMES R,
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EREERREEENERAREL B THEREFERE

#H Amazon MSK Connect B E T TR FHHRE,

BEEE VL TEREFERE,

EIERERFHEEEBYFZHRHBE A SourceDebeziumCustomConfig. #iRAIEM,
BIRFTENAESEERMERECERT , AREEHMI THERFERXFHRG,

LT R = EMEEN TR FHEREM

o > o bh -

key.converter=org.apache.kafka.connect.storage.StringConverter
key.converter.schemas.enable=false
value.converter=org.apache.kafka.connect.json.JsonConverter
value.converter.schemas.enable=false
offset.storage.topic=offsets_my_debezium_source_connector

# define names of config providers:

config.providers=secretsmanager, ssm,s3import
# provide implementation classes for each provider:
config.providers.secretsmanager.class =

com.amazonaws . kafka.config.providers.SecretsManagerConfigProvider
config.providers.ssm.class =

com.amazonaws . kafka.config.providers.SsmParamStoreConfigProvider
config.providers.s3import.class =

com.amazonaws . kafka.config.providers.S3ImportConfigProvider
# configure a config provider (if it needs additional initialization), for example

you can provide a region where the secrets or parameters are located:

config.providers.secretsmanager.param.region = us-east-1
config.providers.ssm.param.region = us-east-1

6. ®B—T "BEYIHEEFER,

B ERER

1. BBEVIMEESEPNIETRRELIMERESE,
2. BESE 2?77 P LEZD S3 fEEEM custom-plugin. zip BREABITABERXHEIR,
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3. REFMENHESDERMEAARENS , ARGHEIEEFERBRYYP,
4. DUTRAB={EHEENEREIFARE

#Example implementation for parameter store variable
schema.history.internal.kafka.bootstrap.servers=${ssm: :MSKBootstrapServerAddress}

#Example implementation for secrets manager variable
database.user=${secretsmanager:MSKAuroraDBCredentials:username}
database.password=${secretsmanager:MSKAuroraDBCredentials:password}

#Example implementation for Amazon S3 file/object
database.ssl.truststore.location = ${s3import:us-west-2:my_cert_bucket/path/to/
trustore_unique_filename. jks}

5. EEEABTHERE  RARRITERFHERT RN EEFERE SourceDebeziumCustomConfig.
6. MBREVEESFTETNESSEET,

MSK Connect #J IAM B & BUER

AE A BB EREEEN IAM BERNAS | BIE AWS REFR 2 I EMEE Amazon MSK
Connect, T%I%EiFRAAEE MSK Connect BEFERANRESTAC  SRLENEEEEK |, U
FEHZE IAM B MSK BEEFMEMEMEFT, HEEMIRMHTE IAM BERWEHF |, LUIRF MSK
Connect ThEEMV TR FZEVE , IR RIE AT A AWS ZEBERFHER.

FE

- TERBREIHITAC

« MSK Connect B9 IAM BUR &5 451

B Lk BB R ISR B IR AR RE

AWS MSK Connect #) S & B

£ MSK Connect RIS EE AR
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TREBZEHITAR

(@ Note
Amazon MSK Connect * X EFARBEEACERBRBERTAR, BULEE I ERINREE
TAE, IRENMEILEET IAM AeNETR , 728 (AM EAEER) FNEZ A ELUEET
A&’ AWS R

E R E A MSK Connect 2EZRE , BXNBAEEEREZEFAA AWS Identity and Access
Management (IAM) B&, ZHREHTACXEEFUTEMEEEK , MSK Connect F BERIEZA
B, UEEFRLBERPEREABTRBNFMENR , 552 E the section called “Fy LB REEERIEARM
&

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "kafkaconnect.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:kafkaconnect:us-
east-1:123456789012:connector/myConnector/abc12345-abcd-4444-a8b9-123456f513ed-2"
}
}
}
]
}
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IR EEEEIZEEFEHAN Amazon MSK #E2FH IAM B0 BRFENESE | AIEXNEZUTHETEER
MEEEESENREATAC, NENASKESE UUID URINAEREEE ARNs WEFR , FSE the
section called “REBKEIR".

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:DescribeCluster"
]I
"Resource": [
"arn:aws:kafka:us-east-1:000000000001:cluster/
testClusterName/300d0000-0000-0005-000f-00000000000b-1"
]
},
{
"Effect": "Allow",
"Action": [
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopic"
1,
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/
myCluster/300a0000-0000-0003-000a-00000000000b-6/__amazon_msk_connect_read"
]
}I
{
"Effect": "Allow",
"Action": [
"kafka-cluster:WriteData",
"kafka-cluster:DescribeTopic"
]I
"Resource": [
"arn:aws:kafka:us-east-1:123456789012: topic/
testCluster/300f0000-0000-0008-000d-00000000000m-7/__amazon_msk_connect_write"
]
},
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{

"Effect": "Allow",

"Action": [
"kafka-cluster:CreateTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopic"

]I

"Resource": [

"arn:aws:kafka:us-
east-1:123456789012:topic/testCluster/300f0000-0000-0008-000d-00000000000m-7/
__amazon_msk_connect_*"

]

}I
{

"Effect": "Allow",

"Action": [
"kafka-cluster:AltexGroup",
"kafka-cluster:DescribeGroup"

]I

"Resource": [

"arn:aws:kafka:us-

east-1:123456789012:group/testCluster/300d0000-0000-0005-000f-00000000000b-1/
__amazon_msk_connect_*",

"arn:aws:kafka:us-
east-1:123456789012:gxoup/testCluster/300d0000-0000-0005-000f-00000000000b-1/
connect-*"

]
}
]
}

BIFEZFNEE  AREFENSTIBRREZIRBHTAC , LAFEHFR AWS &R, fila,
EENEERTERENEXE S3RETR , IRBHTACGKLEEERTFEARRETRBOFF IR
Ko BTHTAR , BUERAEP—EFELERIHN IAM BER (BlH0 arn:aws:iam: :aws:policy/
AmazonS3FullAccess) RIFMTEEFEE, TiB , ERLLEZE K EBREEASEENEEK , B
MY ER ARSIt AWS RIRFER R E A AWS IR,
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MSK Connect B9 IAM B &5 451

EEFHIEEEMFHETEERNAA MSK Connect Zh8E |
IAM B,

JSON

"Version":"2012-10-17",
"Statement": [

{

3,
{

"Sid": "MSKConnectFullAccess",
"Effect": "Allow",
"Action": [

1,

"kafkaconnect:CreateConnector",
"kafkaconnect:DeleteConnector",
"kafkaconnect:DescribeConnectox",
"kafkaconnect:ListConnectors",
"kafkaconnect:UpdateConnectox",
"kafkaconnect:CreateCustomPlugin",
"kafkaconnect:DeleteCustomPlugin"”,
"kafkaconnect:DescribeCustomPlugin"”,
"kafkaconnect:ListCustomPlugins",
"kafkaconnect:CreateWorkerConfiguration”,
"kafkaconnect:DeleteWorkerConfiguration”,
"kafkaconnect:DescribeWorkerConfiguration",
"kafkaconnect:ListWorkexConfigurations"

"Resource": "*"

"Sid": "IAMPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",

"Resource": "arn:aws:iam::123456789012:role/MSKConnectServiceRole",

"Condition": {

"StringEquals": {
"iam:PassedToService": "kafkaconnect.amazonaws.com"

IS TR B R E A E

g% BUR

345



Amazon Managed Streaming for Apache Kafka

FMBABER

"Sid": "EC2NetworkAccess",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkIntexfaces”,
"ec2:DeleteNetworkInterface",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

"Sid": "MSKClusterAccess",

"Effect": "Allow",

"Action": [
"kafka:DescribeClusterx",
"kafka:DescribeClusterV2",
"kafka:GetBootstrapBrokers"

1,
"Resource": "arn:aws:kafka:us-east-1:123456789012

"Sid": "MSKLogGroupAccess",

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:DescribelogStreams",
"logs:DescribelLogGroups"

]I

"Resource": [

:clustexr/myCluster/"

"arn:aws:logs:us-east-1:123456789012:1o0g-group:/aws/msk-connect/*"

"Sid": "S3PluginAccess",

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"

]I
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"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucketl-custom-plugins",
"arn:aws:s3:::amzn-s3-demo-bucketl-custom-plugins/*"

]

}
]
}

Br it BRI RBEREABE

BEREABEBRZ2MRE , AP RAUTHFFTNERTURH ESESH TN ERNITXE
fEo 7 AWS , ERBERTRSEBRERNEABE., ERERS (WILRES) /o5 —ERE (K
WEOLARTS) By , AIREE B AR ER . TIURGWIUBRHREAEFT , AETERERFTIMN AR
HEMEFNERRNEE, BTHEBEERRL , AWS RENTEAHBERBEMERBNESR , ™
ELRBERCEERIRFPERNFIE,

EEPRH MSK Connect AERIEMS —HRBHFT , RMABRZEERBEHREA aws:SourceArn
M aws:SourceAccount ZEFEHARETHE, R aws:SourceArn EFEZERF ID (420 Amazon
S3 f#17HETE ARN T2 EtRF ID) , AIEXEFEAEMELEERGATEREFFTT. WRERE
AEMELEFEGERNBZESI#E , H aws:SourceArn EEEIRFE ID , AIEHEBRERRR F#EH
aws:SourceAccount {EFl aws:SourceArn EFRWIRFEE , X AFEHERNIRSE ID, IREEE
EAF—RAEREEREEFIHEED: , BIFEMFH aws:SourceArn, MREEE R HZIRE R HEM
ERHEBREFEAHEBE , 55FA aws: SourceAccount,

£ A MSK Connect , aws : SourceArn FIE S AR MSK EEZ8S,

BFEREEREBEABBERERN S X , 2 aws:SourceArn £ ERGEABTEE  URERNTE
ARN, MIRTHEERNTE ARN , FENMRBIEET ZMEER , FFEA aws:SourceArn £
HAB€R  FRFERAEAFT (*) X7 ARN BWARHAED. B, arn:aws:kafkaconnect:us-
east-1:123456789012:connector/* RERXBIRE (H#E5 EEILE) B P BRIES
123456789012 MY FT & BT,

T 5 &l REEan{a £ MSK Connect F#Y aws : SourceArn f aws:SourceAccount €13
RHEANRE , REHEEREABE, #% 123456789012 Hl arn : aws : kafkaconnect : us-
east-1:123456789012 : connector/my-S3-Sink-Connector/abcd1234-5678-90ab-
cdef-1234567890ab XA EH AWS 1RFE F EiZREHA.
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JSON

{
"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": " kafkaconnect.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"

by
"ArnLike": {
"aws :SourceArn": "arn:aws:kafkaconnect:us-

east-1:123456789012:connectox/my-S3-Sink-Connector/abcd1234-5678-90ab-
cdef-1234567890ab"

}
}
}
1
}

AWS MSK Connect By S&EBE

AWS SEBRZH AWS AWS ZERRBUNEENBIBRELEATSERARGIRMITT , UER
A LARRE T ARG A E, FEANAE,

FARCIE , AWS RERRARTERTFTRECARFINFEERTT , RAELFTAHAE AWS &
FfEM., RMIZBEERERENEARFINEFEEEE , UEE-SRDFFT.

FEEBE AWS SEBRPERNTT, R AWS EHT AWS EBRPERNTT , IEHER
EHFREENMBERRIAGD (ERE, HEANAR® ). AWS KK EFH MBI AP RETA
RBERHKE , AWS B AREEH AWS ZEBK.

WEFMEF , F2EH IAM EAEREREPR AWS ZEHE,
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FMBABER

AWS ZEBUER : AmazonMSKConnectReadOnlyAccess

WEBEREREFEREY HMEZR MSK Connect EIRFIENEF.

& A #% AmazonMSKConnectReadOnlyAccess BUREEE IAM B4

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"kafkaconnect:ListConnectoxs",
"kafkaconnect:ListCustomPlugins",
"kafkaconnect:ListWorkexConfigurations"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeConnectox"

1,

"Resource": [
"arn:aws:kafkaconnect:*:*:connectox/*"

"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeCustomPlugin"

1,

"Resource": [

"arn:aws:kafkaconnect:*:*:custom-plugin/*"

"Effect": "Allow",
"Action": [

"kafkaconnect:DescribeWorkexConfiguration"

1,
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"Resource": [
"arn:aws:kafkaconnect:*:*:workexr-configuration/*"

AWS ZEHE : KafkaConnectServiceRolePolicy

L BUERE R F MSK Connect fRISE I MEEEFZEHK AmazonMSKConnectManaged: true Z#8
NHEPTENT T, 5L E I ZE MSK Connect #8E%7E Amazon VPC HEVEIR , #l40 Apache
Kafka #E&E. HIRE M,

&£ HE KafkaConnectServiceRolePolicy iE##ZE IAM B8, IWBERSEZEIREELZAR  #W
MSK Connect A X REHITENE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws :RequestTag/AmazonMSKConnectManaged": "true"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonMSKConnectManaged"
}
}
}I
{
"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,
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FMBABER

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

}I

{
"Effect": "Allow",

"Action": [
"ec2:CreateTags"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
}
}
},

{
"Effect": "Allow",

"Action": [

"ec2:DescribeNetworkIntexfaces”,
"ec2:CreateNetworkInterfacePermission",
"ec2:AttachNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DeleteNetworkInterface"

]I

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {

"StringEquals": {
"ec2:ResourceTag/AmazonMSKConnectManaged": "true"

AWS S EBHEM MSK Connect B3

AR B It AR 75 5 4R B HEE L B 5 LUK MSK Connect AWS ZEBIRE M FHEF.
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g% iR Date

2021 £10 A 13 H
MSK Connect EE#HHEBE  MSK Connect EE#T

AmazonMSKConnectRe
adOnlyAccess BUR , BER¥ S
HIRERI PR,

2021 £ 9 A 14 B
MSK Connect EFHEHEE  MSK Connect BitREM H

AWS ZEBRNEE,

A MSK Connect WIRIFEE A

Amazon MSK Connect £ AWS Identity and Access Management (IAM) R EfE A, RIEGELH
BREZERLZE MSK Connect 1 —TE4% IAM ABEE, REEZLABH MSK Connect EEES ,
WIBEZRBERREFEWUEM AWS REFFENMET T,

RIS EE A ZERE MSK Connect EAHE , RAZRTLFHIHIBLENFF, MSK Connect &
EEHRKEFACHET , BRIFEZEEZ , BHIESE MSK Connect AIMEEFEAR, EENFTS
EEEBRMEFBER , ¥ BEXFTBER T B Z R E A IAM B8,

MERRXERBELEACNEMRENET , FSB EE IAM BERMAWS R , S Service-
Linked Role ([RISEE A E) WERA Yes (B) Wk, REEFELENR , UREAXRBHIREER
AeXXH,

MSK Connect B RIS ELE A B FFT]

MSK Connect &1 A & & AWSServiceRoleForKafkaConnect YR E#E B E - 25 Amazon MSK
Connect KFERZEFH Amazon EiR,

AWSServiceRoleForKafkaConnect fR#&E#E A @ S1E kafkaconnect.amazonaws . com BRI
A,

NMEEHACER BRI MEN , 5528 the section called

“‘KafkaConnectServiceRolePolicy”

BARERH , IAM B (NEAE. BHERAR) T WEY., REIMRRBERESE, WEF
&, F20R (AM EAEER) PHBREEEABF .
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1 MSK Connect IR EFE A

BIAZFEFHEIRBELZAR , EEE AWS EE XS, AWS CLIZI AWS APl RE L E#EER
BF , MSK Connect @ A2 RIS ERZ A E,

EEMBREREEEAR  2REERANEY , BUUEREFDEAMEEFEFELAR, EEEY
HE#EZ2RF , MSK Connect EBXALREIREEZAR,

#m&E MSK Connect WIRSEE A B

MSK Connect T/ 512474 AWSServiceRoleForKafkaConnect R EiE AR, RATREREE
ReSEZRKELEAL K MUSELIEEVAGCEAEBEHER, AMm , B£0FEH IAM RiFEA G
R, MEFMEA , 28 (AMEAEEDE) PNHEEREEEAE,

MIBR MSK Connect RIS E#E A&

BRI LAER IAM £ &, AWS CLI 2 AWS API FEIMBRIREEFZ AR, EEHTHIRE , BXAS
FEHMBERFTE MSK Connect iE#28 , AR BFBMBRZ AR, MEFHMER | BF28 (AM EHERE
) FHRBRREEEAE,

MSK Connect R EEACT ENEE

MSK Connect X BHEFIARFUBRBENESPEARBEFAG. NWFFAEF
B R o

?ﬁih
N

2B AWS @i

B A Amazon MSK Connect B 48 4858 12 EY

MR IRHY Amazon MSK Connect B35 E EFEUERMAE |, BEEB£EH T % Amazon Virtual Private
Cloud (VPC) SRERBMAZFE.
- FRAIE FHREREREEESS,

s EABEFRBHRAELEN VPC BN NAT BES NAT #i/T{EE, MEFMAET , F28
{Amazon Virtual Private CloudfE g/ ) HFHIEA NAT EEA FHERERTFABRFER S EA VPC
BEH,

RERBAIE FEERILE NAT RIS ER.
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=% Amazon MSK Connect B9 NAT &

T SREERHRE NAT B A EERERARTIEN S, SXARTRELSR Tk
B TR IEERS.

SERERTE NAT BB RY SRR

3

AR IS E R MU T W4

- EIRHE LA Amazon Virtual Private Cloud (VPC) ID. #l# , vpc-123456ab,

« VPC H 7. FH8EEHY ID, I , subnet-alb2c3de. subnet-f4g5h6ij &, BALEFERAILE FHER
R EEESS.

AEERHAERERFIRN SR
R 2 2 Y A R A B 17 B

1. 7E https : //https://console.aws.amazon.com/vpc/ BABX Amazon Virtual Private Cloud &,

2. FAEREEEES NAT BRI LG THEK , YT FHEK 1D, MEFMRNA , F2/EE VPC
RIS FHEER.

3. BIUPEMMIRREE , BN VPC I MBRMERES , L THRE ID, HRKERREEEE
VPC, MFHRHA , na/ﬁﬁiiﬁﬁﬁ@ﬁﬂﬁﬁﬁLo

4. MELNE NAT FE , LERBAE FEBPHN IR ERIEN LG 7R, £EY NAT BE
i, FSERUERERMN LG TR, MERP , F2HEEL NAT HiE.

5, REBHK, CRARAWMERHRTIETHILRE, CRELHEFE VPC B BABEMN EI
Bk, EUTZRT , EUALNE FHEBEMBENNEHR,

a. FALUTHREREH VPC WERKARK , UEELE FRBERERBE NAT HE, WFER
By , 528 (Amazon Virtual Private CloudfE & 15/) FHFEARKHE.

F8 MSKC BH X
B4 Value
Name tag (B BEE) EMEZRCALEAREAERMERTE
EBE K BERE&ERl. Hla | Private
MSKC,
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B Value
HEBRE Y T 4R RE BHVFAE TR

A MSK Connect U BB ZEVEREE - BRI : 0.0.0.0/0

=2 « BiE : &K NAT B5& ID, I
4, nat-12a345bc6789efg1h,

B R A ER R E R AR - B : 10.0.0.0/16, LL{E ATHES 4K
VPC HY CIDR BB EEZE,
- BIE AR

b. MREVBEHRTHRNE , BYL A FRBNEHAR. ERAUXXRE , FERBERMM
R AR R | DAt B B SR R AR BABIAY T MRk, Bl , Public MSKC.

c. (FRALUTHREREELH Public MSKC BHE &,

B Value
Name tag (B BEE) Public MSKC =& Fri iy H it 3R 14 2 18
MR BB T AR BEH NAT BENLE FHEE

A MSK Connect U BB ZENERVEE - BHYE - 0.0.0.0/0

F - BiE : SHMBRSHBERREE 1D, B
an , igw-1a234bc5,

B AR AR E Y A BER B - BRHh : 10.0.0.0/16, LL{E ATRES 4K
VPC BJ CIDR BB EE,
- B A
T#RFAHE DNS #2718

# /M MSK Connect FHIFAE DNS F#EZBXE , SA LR CERZRERSZBRAERLEREERE. X
EEKiE VPC DHCP ;BB 5 ER DNS @RS M E,

DHCP Z#IEE R EC2 #{TER%E VPC REAN —EERER  LERERAKETES. S
VPC #EHFTHR DHCP RIEE |, BMREEE VPC PHHTEREATER DNS FR:R (M2
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Amazon 1tz DNS fAR2R) RETHB B BEENT , BITLART 55 DHCP #HE, F2H Amazon
VPC H iy DHCP JZIEE,

EfEH MSK Connect F# AFAFE DNS BATBE/ThREZ 8 |, EIEZSFE A RES VPC DNS 4T3 2R iE
TEFEEEEN DNS &5, BEiEsStRkFEHEF VPC DHCP BIEE D ERMN DNS FIPREE# T DNS
R

BERERSEFFEESERINHEXNFITLRBTNERERE. eNBEETELFRERIHD
EENAEEHREE  NEHMEF BT EA DNS f[AR:R.

HEIB DNS |, RIEFRENE, ERRRNRR (HlM B 5 EEZFIRKRMAIRE VPC 1 Secrets
Manager) & F , #EEEM MSK B35, HEFEFSEMATAE DNS LA BRAFSERL MR
&

RIENERESRRE VPC DHCP ZEIEE

EEREVE , EEFEEHDHFEAHE VPC DHCP EEEH ERN DNS [ARaR. EEIVEEF[ZA,
FATERD O EF AR AY DNS =M BT REE VPC DHCP BIEE,

&7 MSK Connect 12745 DNS E#REINEE 2 BIFTR M Y ERR | SHREEA THTAY DNS #AT
HHRE , BEFSETEAE R

EREESEEBFBAW BN DNS TEBTEHBIT , AT ERRMIETRE  BREAERIEESS
BFE AR TERR VPC, MNEEE Amazon 12142 DNS fAfRE5Ek Amazon Route 53 Resolver B 5E4H
B, 528 (Amazon VPC EHERERE) B Amazon DNS fAlfR:S.

BEFEMMILA DNS THEAHE  FRNEERSFREVHBEEN VPC SIE#REH DHCP #1E, M
HammER , F26 (Amazon VPC EREERE) PRIEM DHCP ZRIEE,

HIER/FAE DNS THEBBMENTRE DHCP BIREK |, FHSIERSR EZEEAE DHCP BIREHR
R BFT DNS fafkzs. B8, BHNEZEFEI S RN

E&BE] VPCDHCP BIEE®R , FERER VPC FEV W EESSFARERBEEFRIEEN DNS [k
2., ERERBIEERBREERELS | EERSEL s EEARANMBEERNIRE,

X VPC HJ DNS B

FEHERECIEHERE VPC DNS B , #1 (Amazon VPC R EIER) BM VPC 1Y DNS B DNS
FHEBZBATIR
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728 (Amazon Route 53 BiE A B158) FHWHE VPC MEMREK 2 BT DNS E5 , THEEEH

BANE LT 2R RS @ E S VPC LR EZSBREEANEN.

REEZEREIARAY

AEEHAR AR LR EE DNS BATHBEB A ERSR R KN , AR EREENERTH.

R

% DNS #TEA AR , BB R EERFELE
#% DNS fafRas , RIEZEBREISRA.

EEEIERHTHEE VPC DHCP BEEHH
DNS fAliR2F4E58 , RIZR BiE %858 DNS &
AL KB, & DNS kB , ToiERERS
E75 AT BE & HE A K BUIREE,

MSK Connect &£

BEBE

ERCAEEBREELHF , AITE
CloudWatch B & ZIE DNS BT EH KK
B B Y4BT 28 3T K B

®ZE DNS fAIfREFAERE , WHEREEZREL DNS
1A AR 25 2 B Y R BRI AR o

ERCAEEBREELHF , AITE
CloudWatch B & ZIE DNS BT EH KK
B B Y42 BT 28 3T 2K B

RXBNEBESEBDERME , UREERESR,
BARBEMER , B AR B BB E #TR
BEEBNABER  NELTERE M EES

o

SO LA RERA BT E VPC %2 AWS PrivateLink , LAB5 IE Amazon VPC 1 Amazon MSK-
Connect ##& APIs Z2EBHRERHBE Amazon #8iE. NE VPC inB T EEFRMEKEE. NAT £

E. VPN E##5 AWS Direct Connect E#f, MEFEMENA ,

MSK APlIs ,

MSK Connect B9 HiE

FLEEERT VPC iwE A Amazon

MSK Connect BEB A HEESEH | BRI EEZBR[ETEIE. FEIMEESRK , EUNEETIIFE

HZEHEE AT

REEERET RN
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« Amazon CloudWatch Logs : A LAIEEZE MSK Connect [l HEXE#EE ARFSHN BFEEHE,

EHMEF , 528 (CloudWatch Logs &) SMET BFEE,

« Amazon S3 : A LUEEE MSK Connect B EXEZES HEEHH S3 RFIrR, WEAREEN

S3 RERMNGFMEEN , F2H (Amazon S3 ERAEERE) FHELRFIE,

« Amazon Data Firehose : A L 38E MSK Connect Bi( ESE AGEHNEBEERNETH. NEF
BAMMELRFBRNENR , 5828 Firehose FHEIEEHEIT Amazon Data Firehose R {7 &

7=
Jito

EEE—STHRUMKRERSR , 528 (Amazon CloudWatch Logs &) FHBAR AWS AR

5]’%533‘56 E A o
MSK Connect @2 H T HIERMN BEESEH -

Level Description

INFO B M EARA R ER M BT IS4

WARN MATHIR AL FFERER |, B R B EHARFABZIAT
HHR R o

FATAL BHBERIENERERER.

ERROR TRENENRRMBAITIER.

LU 2EEE CloudWatch Logs #) B 5S4 £ 41 -

[Worker-0bb8afa®b®1391c41] [2021-09-06 16:02:54,151] WARN [Producer
clientId=producer-1] Connection to node 1 (b-1.my-test-cluster.twwhtj.c2.kafka.us-

east-1.amazonaws.com/INTERNAL_IP) could not be established. Broker may not be
available. (org.apache.kafka.clients.NetworkClient:782)

R MR R E RS B

(® Note

MRNHEXAARASELEERSUT , ABBERETRESEREEZESR BT, Kafka
Connect &/ REZRRBREER SR EMEAFETFEREE.
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MBEWAHEREBUESARE |, B Kafka Connect 752 ZR A FHERZBENE. Hla
THEEZR AR REENIERE aws.secret. key EFEH PASSWORD A | AIHEMHENR A
[hidden],

2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] [2022-01-11
15:18:55,150] INFO SecretsManagerConfigProviderConfig values:

2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.access.key =
my_access_key

2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.region = us-east-1

2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.secret.key
= [hidden]

2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] secret.prefix

2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] secret.ttl.ms

2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b]
(com.github.jcustenborder.kafka.config.aws.SecretsManagerConfigProviderConfig:361)

300000

EERGUWRHRTEESRAGERT , NHEXRBEABXEFEA Kafka Connect I B EH
ConfigDef.Type.PASSWORD REZHZE M, EBEMR ConfigDef.Type.PASSWORD AR |
BMEZE UM X Z X Ei% |, Kafka Connect th &8 1285 B ST HEBREE.

EE3% Amazon MSK Connect

EE1R R M€ MSK Connect M HEH M AWS iR RAIEM, TAMNRENEES 2. Amazon
CloudWatch AWS = ENBFESIR 8K AWS BERFEE EHTHERES. SUREFERIEE, &8
M EFTEIREK  URBREET , EREEEERSEENRERBAERENMEE, Hlm , B lE
CloudWatch &t CPU EAE R EMEZRELE , UEEZTERENHERE, WEFEZENR , 528
Amazon CloudWatch &R

BRI LAERA T 5 AP #2R1E -

« DescribeConnectorOperation : ESi2E 35 F IR EMNARRE,
« ListConnectorOperations : B# & FI1EEREEE EHITHER,

T FRH R MSK Connect £ ConnectorName #E T {&iXE CloudWatch #Y3E§#E, MSK Connect F5%
BREGIAELIEE, CloudWatch BREELIEZE 15 @A , MELTFWMELEN , WEM T HEWN
ERBRTER. BEUUREEERERENET , EREELREREXBANSRNEE, MEFH
&R |, 5528 Amazon CloudWatch EH &,

Ef4% MSK Connect 359
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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FMBABER

BEER
CpuUtilization
ErroredTaskCount

MemoryUtilization

RebalanceCompletedTotal

RebalanceTimeAvg
RebalanceTimeMax

RebalanceTimeSinceLast

RunningTaskCount

SinkConsumerByteRate

SinkRecordReadRate

SinkRecordSendRate

SourceRecordPollRate

SourceProducerByteRate

Description
CPU AR (RREMEAE).
#E RV ERE B

THEEFFTERNELERE 2L , MEE
= BHEIEATH Java EEEES (JVM) HERE
. WM BETEBKREEREERIEER
. ALt , JVM HERE K/ (MemoryUtilization)
BESRHERANDTRELR K ARZEEMEE
FH PRIV 80-90%, JVM HIEFEHETRESHE
EEFENERCEREAEEEMEMIED,

b 38 5% 25 5 BBV E R P @ B
EEBRENTEMEENFEEE (EW).
BERFEFNTHACENZARER (ER).

BB SR TR RILERN P H 2 RNERE (2
®)o

BEFRPUTHERH

Kafka Connect 2RV Z BBV B FEASE 8
BRERZEERNZE , SUEEERANTHAE.

£ Apache Kafka 2% Amazon MSK # &£ Fi9%
M EENHY RO SR B,

TS EIRE % 5 B M S,
HBT a2 EEHEYRg.

FOSYEL AR HTEE,

A ERERZEERE , Kafka Connect 18
HRFEEESVEEN O THEES

Ef4% MSK Connect
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FMBABER

EEER

SourceRecordWriteRate

TaskStartupAttemptsTotal

TaskStartupSuccessPercentage

WorkerCount

BytesInPerSec

BytesOutPerSec

Description

PSR H HEMI E A Apache Kafka 5
Amazon MSK # £ C#E,

BEEFEFAMDNERRR. LA ERALLER
REBEBRBEATNEER .

BEFKIBBERNFEEDL, ERUMER
LERRENEERBEATNEER .

BEERTHITNIERFEE,

{H# 2| Kafka Connect BB P EE R T |
DEEIEEZBETEHR.

& Kafka Connect R &ty P EE R THE |
ARIEEZENERA.

£%E Amazon MSK Connect &R Y €15l

AESEHNEHIEBIEEETE Amazon MSK Connect EiR , BlinE R E = HEES MAEEMER,

*rE
« FXTE Amazon S3 EZUESEER

« 5% MSK Connect B EventBridge Kafka $Z U852 88

- REMERERRMHE A Debezium FIFREEERR

E% 7 Amazon S3 N5 E S

I &35 R & an{A 55 A Confluent Amazon S3 #Ui25E #2258 AWS CLI £ MSK Connect I3

Amazon S3 #EZINESE#EES,

1. LT JSON ML EIFERT, FHAHEZE Amazon MSK BEMN S| ERRFARSERT R UK
EENTHBNZLEE DNERRREZBVEFH. NEFHANARERBHITACHFEE
& , 552/ the section called “(IAM) A& MBE",

gl
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FMBABER

{
"connectorConfiguration": {
"connector.class": "io.confluent.connect.s3.S3SinkConnector",
"s3.region": "us-east-1",
"format.class": "io.confluent.connect.s3.format.json.JsonFormat",
"flush.size": "1",
"schema.compatibility": "NONE",
"topics": "my-test-topic",
"tasks.max": "2",

"partitioner.class":
"io.confluent.connect.storage.partitioner.DefaultPartitioner",

"storage.class": "io.confluent.connect.s3.storage.S3Storage",
"s3.bucket.name": "amzn-s3-demo-bucket"

1,

"connectorName": "example-S3-sink-connector",

"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,

"securityGroups": ["<cluster-security-group-id>"]

1,
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 4

}
1,
"kafkaConnectVersion": "2.7.1",
"serviceExecutionRoleArn": "<arn-of-a-role-that-msk-connect-can-assume>",
"plugins": [

{

"customPlugin": {
"customPluginArn": "<arn-of-custom-plugin-that-contains-connector-
code>",

"revision": 1

EXTE Amazon S3 Uk E5EEEE
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}

15
"kafkaClusterEncryptionInTransit": {"encryptionType": "PLAINTEXT"},

"kafkaClusterClientAuthentication": {"authenticationType": "NONE"}
}

2. HEBEL-—@ESRPFF JSON ERNERKRFHHIT TS AWS CLI @55,

aws kafkaconnect create-connector --cli-input-json file://connector-info.json
AT R AT a8 P15 2 A 3o H #501

{

"ConnectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/example-
S3-sink-connector/abcl12345-abcd-4444-a8b9-123456f513ed-2",

"ConnectorState": "CREATING",

"ConnectorName": "example-S3-sink-connector"

2% 7E MSK Connect #y EventBridge Kafka #2 Ul 25 E #£25

A ERERBAIM{AERE MSK Connect B EventBridge Kafka B8 2 #2835, IWBEIERTEESEHR
MSK BEEXE EventBridge EHEREE, AEBERPB UMV EE R EEZSRURA Kafka
EventBridge 2 &R E R RENERF,

e

o FORIGHE

- ER%E MSK Connect FIEHNER
- BIaEERS

- EIXFALEE Kafka

TORIRAF
HRPBEER ], ARELE TIER

« Amazon MSK &% : ARELEMERA Kafka ARMERF MSK &£,
 Amazon EventBridge E#E R : U Kafka EBEEHH EventBridge B4 ERHE,

5% 7E EventBridge Kafka ##Uk25:E 225 363


https://github.com/awslabs/eventbridge-kafka-connector
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-bus.html
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- IAM At . 31 E%H MSK Connect 1 EventBridge iZiZ5 N EFAH IAM B,

« £ MSK Connect = MSK #5£ 1 VPC H F#E& FIEIH EventBridge VPC 7t Him B 7 EUA B R
#BE%. EventBridge i& T i} B #8 & EHE N E HEBR MRS |, £&E NAT FiE

- FFPm#EE , 6120 Amazon EC2 #1T{E#E = AWS CloudShell , AR B FEI KL HEEE
Kafka,

Z%E MSK Connect FTER &R

B AEEREY IAM A6  ARBIERESS., B LE T EventBridge i BIREFBEFIAE
EventBridge 4 ERBER Kafka B4,

£

- EEBEN IAM AE

- BAEH4H EventBridge R 8l

EERN IAM BE

IREREIE RSN IAM B RS EESE PutEvents 31 , FREA TS EHEIXE EventBridge, T
IAM BUREHIERTFEFT , EEHEEEE R WSEHERPexample-event-bus, FBHALEA
EHEREN ARN BV TSI E 6P &R ARN,

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"events:PutEvents"
1,
"Resource": "arn:aws:events:us-east-1:123456789012:event-bus/example-event-
bus"
}
]
}

EXTE EventBridge Kafka 12Ut 85 & 4288 364
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https://aws.amazon.com/cloudshell/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-permissions-reference.html
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AN | AR EE RN IAM ARS8 T IEEEER.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "kafkaconnect.amazonaws.com"

},

"Action": "sts:AssumeRole"

EAEH4H EventBridge 1R Al

FBAUBIRFEEASHESHERRGNEAL  BASHES, EBEHEN  EUNEREERYE
BEASHNGERE , YHEMEEHEBRSERL  ARKHETEENEE, TIHEHEEHIFEE
JAE EventBridge EH#ERHEMN Kafka B4,

{
"detail": {
"topic": ["msk-eventbridge-tutorial"]
}
}

AR 25 Kafka $ZULESE 1851 Kafka A E EventBridge IS4 4,

"version": "Q",

"id": "dbclc73a-c51d-0c@e-ca6l-ab9278974c57",
"account": "123456789012",

"time": "2025-03-26T10:15:00Z",

"region": "us-east-1",

"detail-type": "msk-eventbridge-tutorial",
"source": "kafka-connect.msk-eventbridge-tutorial",
"resources": [],

"detail": {

EXTE EventBridge Kafka 12Ut 85 & 4288 365
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"topic": "msk-eventbridge-tutorial",
"partition": 0,
"offset": O,
"timestamp": 1742984100000,
"timestampType": "CreateTime",
"headers": [1,
"key": "order-1",
"value": {
"orderItems": [
"item-1",
"item-2"
1,
"orderCreatedTime": "Wed Mar 26 10:15:00 UTC 20@25"

£ EventBridge £ Aa¥ , FANLEHEXNEEHERFELELFE |, WIEEBE , Hli0 CloudWatch

Logs ##H. EventBridge £ A€ HEEXE CloudWatch Logs B #H I X EFEEE.
By ERESE

ET—f%  SaeFER BYMEE EventBridge Kafka $ZUNEREREE AWS BB EE A,

&

« B TEERES

- S 2: B3 Amazon S3 REEE

« R 3 : £ MSK Connect FE I /A HER
- SR 4. BIEES

SR 1 THIERESR

& EventBridge Kafka #8857 GitHub IR A EE FTEH & A EventBridge B sR1ENER
JAR, fltn , EETH 1.4.1 ik , FEE JAR EREHE kafka-eventbridge-sink-with-
dependencies.jar R T HiEESE. A% K SERFFIHE LREFOLE.

B8 2 . 3 Amazon S3 f#17ErEE

1. ZEH JAR EREME Amazon S3 F &R MSK Connect £/ , 5B AWS BEXEA , A

#3212 Amazon S3,
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2. £ Amazon S3 F#AF | BEEVRTFIE K ARBWAM-—NRFITESERE. 60 amzn-s3-

demo-bucketl-eb-connector,

RIEM Amazon S3 EFFEEZEENER. FHRECHE MSK BEHEMER EHMEAT.
HRRETERRE  RERRERIRFTERE,

BEEYREE,

# JAR R EEZE Amazon S3 #EFETE.

o a0 bk W»

B 3 : £ MSK Connect 2 A HER

1. FRLAWS BEEXEA , RREEE MSK Connect.

EERSBEE®KRS  BEAITAHER,

BEEIAHEN  ARBANHEXER. SN0 eventbridge-sink-plugin,
gt BETAEERNE | B E S3 ¥4 URL.

gNBREXNRAER,

BIER I AEHER,

o g bk~ DN

NHERBIUE |, B LUMEH B E MSK Connect H15&8EMEFE EventBridge Kafka #1288,
SER 4 BIEERS

FEEERCH  BREREUNMEMN Kafka £E , B RIERESER, BEEY T8, BFEALH
P Fimtas,

1. EMSK EEZEMERERD , BEEES K RAREFERVERES,

2. TENBENBES | B2 eventbridge-sink-plugin , REBET—F,

3. &H¥EIZEEREE , WA EventBridgeSink.

4, HEBFEFEP | EELHN MSK BE.

5. AT EESELE , WiHREEERAERETF

BREZMR T IBEETNRERNVE,

« aws.eventbridge.endpoint.uri MREH MSK EEEEF LN EHEBRBKREE , BB

- WMREEA PrivateLink # MSK Z 2 #5842 = EventBridge , 51§ 2 % # DNS 22 IRAE %
BIZE M EventBridge 8 (1EA ) VPC RHEImEMNhttps: //IEHFAE DNS &,
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- BT HEREDA EventBridge EHERBE ARN B ASHERIEN ARN,
- B ESSENE,

{
"connector.class":
"software.amazon.event.kafkaconnector.EventBridgeSinkConnector",

"aws.eventbridge.connector.id": "msk-eventbridge-tutorial",

"topics": "msk-eventbridge-tutorial",

"tasks.max": "1",

"aws.eventbridge.endpoint.uri": "https://events.us-east-1.amazonaws.com",

"aws.eventbridge.eventbus.arn": "arn:aws:events:us-east-1:123456789012:event-bus/
example-event-bus",

"value.converter.schemas.enable": "false",

"value.converter": "org.apache.kafka.connect.json.JsonConverter",

"aws.eventbridge.region": "us-east-1",

"auto.offset.reset": "earliest",

"key.converter": "org.apache.kafka.connect.storage.StringConverter"

WNEERESRERNEFMER |, 5528 eventbridge-kafka-connector,

MEEFE  FEFIFENEBDARAENRE, RMEEBEATHXNEEPRFINTA

( B3 ) Apache Kafka Connect lx 74, EFEGEFAT , FALXNEINAE, RMEEZERA
CloudWatch 2 8%I0AE , SUREATBRAIMMKER . RIBENER\BEEMBAZE , HlmE
B, A% BBEEBISSREEABTHRE,

BEXFEE Kafka

BOLER IBEETEAERE | WREMHMIEE Kafka Connect P A A fVkey . converterf%iE , M
SREFEMRE , #l Apache Avro value.converter® JSON,

R FE@Econnector example P BREAFEA JSON mBHAL , WEA
org.apache.kafka.connect.json.JsonConverter® Fi’Rvalue converter, EEEHRE
RBITHARRER | RN A F IR EIXCH%ZE msk-eventbridge-tutorial Kafka 5,

B 4EREIR & F Debezium FRE S

I 8551 F8 R a0l s A E A B2 MySQL # 2 Amazon Aurora B ¥HER Debezium MySQL E #2841
NMARER, EHESD , RME2ERERKRBT AWS Secrets Manager Config Provider , JA7E
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AWS Secrets ManagerdF i E R ERBHFE NI, MEEBALEHEEFNFMET , B2 HEHE -
£ AHRRME EBBEANT,

/A Important
Debezium MySQL E#ZESBAHEXEZE —ETEK , TEAR Amazon MSK Connect # B B
BERRAERR, ZEIAMEREEN  WEEZERFALPH workerCount BEAZER —.
MFEHEE MSK Connect REEXWFHMEN , F28 THEESREE,

£/ Debezium FRFIE £ ERHY T B SO IR R4

SRR EIE RS A B RE ST EVAE B AR | LUEEE AWS Secrets Manager MA#h Y AR 3 B &) Amazon Virtual
Private Cloud. AL BRERETERUTES , A BERERER.

- BREFE NAT RENLAR TR  WRERBEE VPC FRVEREKEE,
- BYUTEEREH , BSENLE FEBREERD NAT FE,

WMFBHMMER , FSB A Amazon MSK Connect B #3B 4358 17 HL,

TR
BEREMFUTER , X TRARKRERFE

- BRIREYEEMRBAY Amazon Virtual Private Cloud (VPC) ID. 5120 |, vpc-123456ab,

« VPC HF.HE FH85EHY ID, 70 , subnet-alb2c3de. subnet-f4g5nh6ij &, BLEFERAILE FHERK
R EEES.

ek A T2 432 2R ) A PR A B A7 BN

1. ¥ https : //https://console.aws.amazon.com/vpc/ BIBX Amazon Virtual Private Cloud # &,

2. FRAEREEREA NAT BEEL LG TR , BT 785K ID, NEFMRA , F2/7E VPC
Y FHEER.

3. EBIUEKEEEE  ZFLN VPC THBRREKIE , YRR THEE ID, SERAKEEEES
VPC, MERP , B2 E I EEZEEEKEE,

4. MELE NAT FHiE , LEZFAEFHEEPHNERERIENLE FHEE. 2 NAT FE
B, BENGERERINAE FHEK., MERE , BFS2EEL NAT BHE,
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5. BRERHR. CRLAFAMERHRIETRURE, CECEHEEERE VPC BREBETNERR
H&, EUTRT , EUTRLNE FHEBEMNBENNEBER,

a. FRAUTHREREBHRVPC WERHBR , WMEZRME FRBKRERBE NAT BiE, WFER
B , 5528 (Amazon Virtual Private CloudfE &MY PHNEAKHBER.,

B MSKC BHE
B Value
Name tag (B BER) FMBRELALBHERER/BERAEERE
B8 b SBREER. #l | Private
MSKC,
HEBAE Y T 4R BE BHFAE TR

A MSK Connect U BB ZEVEREE - BHYHE - 0.0.0.0/0

2 . BiE : &89 NAT B3& ID, 4l
0 | nat-12a345bc6789efg1ho,

1B A RSB B B AN B B8 - B : 10.0.0.0/16, LLETFTREE K
VPC HY CIDR BB EEZE,
- B R

b. KMEVBHIHMHERPHRA , BXLEFHEBNEBEHER, ERARXRE , FESBEEMNT
R AR R | DUt B B SR R AR BABIAY T ARk, Bl , Public MSKC.

c. (FRALUTHREREELHN Public MSKC BHE &,

B Value
Name tag (B BEE) Public MSKC =& FmiEM H iR 4 = 8
AR BB T AR BEH NAT BN LE FHEE

# MSK Connect R #BFR MR 7 HUERYEE - BRYHE : 0.0.0.0/0

F - BiE : SHBBSBELRE D, i
0, igw-1a234bc5,
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B4 Value
1B A A RSP 2 1Y AR - HHM : 10.0.0.0/16, LL{EAJRESR 4K
VPC #J CIDR EMBEEEZE.,
- B 8

BEE A Amazon MSK Connect BY A #EBR B ZEN |, A LA EESR T,
##37 Debezium FRiEEZES
LR FFER B AN 2 3 Debezium HJRE#EEE,

1. BYBFNEHER

a.

& Debezium #%E T & MySQL ERBABEXNNRHIEBERAE, FHic TETHR Debezium
BITHRAN (AR 2.x ERER 1.x R5), BREEUERF , BiSBRIEERN Debezium fRAE L
R

T & #EBR#E AWS Secrets Manager Config Provider,
BUTHFRAMBNEB #&F :

 debezium-connector-mysql &# 3K
+ jcusten-border-kafka-config-provider-aws-0.1.1 E¥*K

BEEI—BASBIRINESKBEL ZIPER , AR ZIPERLEZE S3 #EFIFE, W
LA , F2H (Amazon S3 FRAEER) B EEYH,

BHRELT JSON A AEEIERP, Hli0 debezium-source-custom-plugin.json. #
<example-custom-plugin-name> R BEHLENBERNEENER. & <amzn-s3-
demo-bucket-arn> B RE LE ZIP 822 Amazon S3 fEFETE8H ARN , Bl Kk<file-
key-of-ZIP-object>#§ ZIP Y)HMERSMIMA KB LEZE S3 W ZIP %1‘1:0

"name": "<example-custom-plugin-name>",
"contentType": "ZIP",
"location": {
"s3Location": {
"bucketArn": "<amzn-s3-demo-bucket-arn>",
"fileKey": "<file-key-of-ZIP-object>"
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}
f. fHEFHFEFE JSON ERMNERKXHITTH AWS CLI s, UBIAHER,

aws kafkaconnect create-custom-plugin --cli-input-json file://<debezium-source-
custom-plugin. json>

BEZERIFCUTEMNE L,

{
"CustomPluginArn": "arn:aws:kafkaconnect:us-east-1:012345678901:custom-

plugin/example-custom-plugin-name/abcdl1234-a@b0-1234-c1-12345678abcd-1",
"CustomPluginState": "CREATING",
"Name": "example-custom-plugin-name",
"Revision": 1

}

g. HITUTHERWENBENRE, AREEER CREATING F A ACTIVE, FREEL—E
o HPESH ARN KEK ARN FEELE.,

aws kafkaconnect describe-custom-plugin --custom-plugin-arn "<arn-of-your-
custom-plugin>"

2. BEHNEREZAERERE AWS Secrets Manager FE I # &

a. BIEUTNERBKEEZREESIEFA | hitps:/console.aws.amazon.com/secretsmanager/o

b. BIFNZUEHRENEREEARRE. NERP , 55268 (AWS Secrets ManagerfE &
B PEIME,

c. HBHREMWZH ARN,

d. LT EFBEFH Secrets Manager FF A B EEH T HEIRIEHIT

A, FREWEN ARN REUX <arn:aws:secretsmanager:us-
east-1:123456789000:secret:MySecret-1234>,

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",
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"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionlIds"

]I

"Resource": [

"arn:aws:secretsmanager:us-
east-1:123456789012:secret:MySecret-1234"

]

B AWM AM TR | HSH (AM EAEEE) FOFENEG AV 555
EO

3. ERSERHRENEFREIL B TFEEFERE

a. BUTIEEFEEBHERIERY K UFAHEELARIINERBMIREBNEFTS. NF
BB AWS Secrets Manager Config Provider (H 2B FEMER , B2EAAHERAXHHH

SecretsManagerConfigProvider,

key.converter=<org.apache.kafka.connect.storage.StringConverter>
value.converter=<org.apache.kafka.connect.storage.StringConverter>

config.providers.secretManager.class=com.github. jcustenborder.kafka.config.aws.Secretsk)

config.providers=secretManager
config.providers.secretManager.param.aws.region=<us-east-1>

b. #{TT % AWS CLI s S REBIU B BE] T/EEHERE,
B THE :

« <my-worker-config-name> - Bi] T{ERRFHERNER TR

« <encoded-properties-file-content-string> - &1 L — AL BHEHK base64
ISR A B,

aws kafkaconnect create-worker-configuration --name <my-worker-config-name> --
properties-file-content <encoded-properties-file-content-string>
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FMBABER

4. BIMEHSR

a. BEHUTHEEE Debezium A (2.x H 1.x) B JSON , RESHMEFHFE RS, FHYEE
ZIERPINERERN <placeholder> F&H, MEEBNARERBEHAITACHFMENR
$52: B the section called “(IAM) B&FBE",

IR, AEEgFEAEL ${secretManager :MySecret-1234:dbusername} K

(MEMNF) REETERNERE. ERALRENBBRIUS MySecret-1234 , REMA
EHRNRSIBER. CEXEFEAB TEEFHERERN ARN REUMX <arn-of-config-

provider-worker-configuration>,

Debezium 2.x

#t¥ Debezium 2.x iR |

EREMX <placeholder> F&,

R

/Ch

AT JSON WK HEEMERT ., ERAHEEEREN

{
"connectorConfiguration": {
"connector.class": "io.debezium.connector.mysql.MySqlConnector",
"tasks.max": "1",
"database.hostname": "<aurora-database-writer-instance-endpoint>",
"database.port": "3306",
"database.user": "<${secretManager:MySecret-1234:dbusername}>",
"database.password": "<${secretManager:MySecret-1234:dbpassword}>",
"database.server.id": "123456",
"database.include.list": "<list-of-databases-hosted-by-specified-server>",
"topic.prefix": "<logical-name-of-database-server>",
"schema.history.internal.kafka.topic": "<kafka-topic-used-by-debezium-to-
track-schema-changes>",
"schema.history.internal.kafka.bootstrap.servers": "<cluster-bootstrap-
servers-string>",
"schema.history.internal.consumer.security.protocol"”: "SASL_SSL",
"schema.history.internal.consumer.sasl.mechanism": "AWS_MSK_IAM",
"schema.history.internal.consumer.sasl.jaas.config":

"software.amazon.
"schema.history.
"software.amazon.
"schema.history.
"schema.history.
"schema.history.
"software.amazon.

msk.auth.
internal.
msk.auth.
internal.
internal.
internal.
msk.auth.

iam.IAMLoginModule required;",
consumer.sasl.client.callback.handler.class":
jam.IAMClientCallbackHandler",
producer.security.protocol”: "SASL_SSL",
producer.sasl.mechanism": "AWS_MSK_IAM",
producer.sasl.jaas.config":
iam.IAMLoginModule required;",
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"schema.history.internal.producer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandler",
"include.schema.changes": "true"
I
"connectorName": "example-Debezium-source-connector",
"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,
"securityGroups": ["<id-of-cluster-security-group>"]
}
}
I
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 1

}
I
"kafkaConnectVersion": "2.7.1",
"serviceExecutionRoleArn": "<arn-of-service-execution-role-that-msk-
connect-can-assume>",
"plugins": [{
"customPlugin": {
"customPluginArn": "<arn-of-msk-connect-plugin-that-contains-connector-
code>",
"revision": 1
}
1,

"kafkaClusterEncryptionInTransit": {
"encryptionType": "TLS"
},
"kafkaClusterClientAuthentication": {
"authenticationType": "IAM"
I
"workerConfiguration": {
"workerConfigurationArn": "<arn-of-config-provider-worker-configuration>",
"revision": 1

}
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}

Debezium 1.x

&t ¥} Debezium 1.x iRAS |, FFHEHLLT JSON XA HBEERERP, EAHEZERHEIN

EREME <placeholder> F&,

{
"connectorConfiguration": {
"connector.class": "io.debezium.connector.mysql.MySqlConnector",
"tasks.max": "1",
"database.hostname": "<aurora-database-writer-instance-endpoint>",
"database.port": "3306",
"database.user": "<${secretManager:MySecret-1234:dbusername}>",

"database.password": "<${secretManager:MySecret-1234:dbpassword}>",
"database.server.id": "123456",
"database.server.name": "<logical-name-of-database-server>",

"database.include.list": "<list-of-databases-hosted-by-specified-server>",

"database.history.kafka.topic": "<kafka-topic-used-by-debezium-to-track-
schema-changes>",

"database.history.kafka.bootstrap.servers": "<cluster-bootstrap-servers-
string>",

"database.history.consumer.security.protocol”: "SASL_SSL",

"database.history.consumer.sasl.mechanism": "AWS_MSK_IAM",

"database.history.consumer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"database.history.consumer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"database.history.producer.security.protocol": "SASL_SSL",
"database.history.producer.sasl.mechanism": "AWS_MSK_IAM",
"database.history.producer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"database.history.producer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"include.schema.changes": "true"
},
"connectorName": "example-Debezium-source-connector",
"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
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"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,
"securityGroups": ["<id-of-cluster-security-group>"]
}
}
},
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 1
}
},
"kafkaConnectVersion": "2.7.1",
"serviceExecutionRoleArn": "<arn-of-service-execution-role-that-msk-
connect-can-assume>",
"plugins": [{
"customPlugin": {
"customPluginArn": "<arn-of-msk-connect-plugin-that-contains-connector-
code>",
"revision": 1
}
1,
"kafkaClusterEncryptionInTransit": {
"encryptionType": "TLS"
I
"kafkaClusterClientAuthentication": {
"authenticationType": "IAM"
},
"workerConfiguration": {
"workerConfigurationArn": "<arn-of-config-provider-worker-configuration>",
"revision": 1
}
}

b. E&LHEL—ELSRPRET JSON ERNERIKFHHIT T AWS CLI &%
aws kafkaconnect create-connector --cli-input-json file://connector-info.json

T RRDFATH T RATSENE L&,
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"ConnectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/
example-Debezium-source-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",

"ConnectorState": "CREATING",

"ConnectorName": "example-Debezium-source-connector"

E 3 Debezium E 2254 4L
ZEEF 3 Debezium EEESWIERE  BERBTYIZDE

1. HBHETH JSON A HMIFER, EAHEZERMNERIN <placeholder> F&,

"connectorArn": <connector_arn>,
"connectorConfiguration": <new_configuration_in_json>,
"currentVersion": <current_version>

2. EREL—@ASRPFHE JSON EXNERKRHBEIT T AWS CLI @5 Fo
aws kafkaconnect update-connector --cli-input-json file://connector-info.json

AT RGBT 0T B A9 B h 8201

{
"connectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/example-
Debezium-source-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",
"connectorOperationArn": "arn:aws:kafkaconnect:us-

east-1:123450006789:connector-operation/example-Debezium-source-connector/abcl12345-
abcd-4444-38b9-123456f513ed-2/41b6ad56-3184-479b-850a-a8bedd5a02f3",
"connectorState": "UPDATING"

}
3. BEIETLBT TS T RERIREN B AIARE -

aws kafkaconnect describe-connector-operation --connector-operation-arn
<operation_arn>

MEEGFMP RN Debezium EEEFE S , 5526 Introducing Amazon MSK Connect - Stream
Data to and from Your Apache Kafka Clusters Using Managed Connectors,
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B ZE Amazon MSK Connect

AEFER BA WA & Apache Kafka iE#%23 FE 2B % ZE Amazon Managed Streaming for Apache Kafka
Connect (Amazon MSK Connect), &E#—% 7 ##EH%ZE Amazon MSK Connect NIFIE , FF2E
7277

A&t 572 BA Kafka Connect 1 Amazon MSK Connect EHMAEEE T RE | WKE BB R RFEZINES
HEERNERF.

7 fi# Kafka Connect E AR ASF X RE

Eo#RER THITH Apache Kafka Connect ERREN S A Katka BEMEBHEKNEERFHAZIE
BERFEEFEEHARE, UTRYEE Kafka Connect ERARXFTA A EENAREE -

- #HREXRE , BB BE config.storage.topic

EHAREEEY |, Kafka Connect EEFEERAERMB 2B EESNETENER, SXAEAEENERE
ERRVIERE | EEIZSRFREMMBEE (W, EESENIUMBESEE ) 5, HEEEsR
EREE, LFECHARE K At —EFeRSSEEENRE —ERE,

- fUBEE , FEB IEE offset.storage.topic

EmBEES , Kafka Connect EFHRREZBZNRE. NEHEEETE , REIECKARE. &
FEERARBARRMLE , ERATRFEZEREEE Kafka FIRFIEERR. 1% Katka HEUEHR
W EEENEFREAEWERERESR |, EEA K Kafka BUAEFHERFHRIAELE,

- MREEXRE , FEB IEE status.storage.topic

HEAREEREF , Kafka Connect B FIEZF[NERH B aTARE, kEERMF REST API EREME
AERNPOUE, ZETEAFEAEEFIEAIEE | BEMNEREMITHFAHEXNKE, WE
EENREEE  KAETECSRARKE,

BRTIELEE I , Kafka Connect iBEZ A Kafka WEHEREEE APl, BHASLUEESEZES

. Hlin | WREB A file-sink BIEIERS | B¥HB B connect-file-sink, B M EEEH & #EiE0 8%
REGE—TK, BUUEA—BREAEHETEMBELHEARIEME | 0 Kafka-consumer-
group.sh., BHRSEEWKESERESR , Connect FITIRFEIFH1TH Kafka FEERGE &K —AXEVA E EHHH,

Amazon MSK Connect FE TR ARREE HE

RI¥FAER , Amazon MSK Connect 87 Kafka Z2 & H A% Amazon MSK Connector B3 ={@1E
WERE , UEFEHREESRNARE, VBAME, FRETEIBNEEUT
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__msk_connect_configs_connector-name_connector-id
__msk_connect_status_connector-name_connector-id

__msk_connect_offsets _connector-name_connector-id

(® Note
EEERREES s ERMMBEEYE  SUUERALZENUBRETIE K MTAEAERE
B, BERBHRBREIEEDESTRES , fl , BUREZSER L —EAEEENS% —BF
BIREEBEN. FEEERBRETEEIE , SEEILERSRZH , £ Amazon MSK Connect T4k
HHIAREH IR offset.storage.topic BMHEME.

H AR RIE 288 B E Amazon MSK Connect

TR E RS A RCHE RN RAE A Kafka B Apache Kafka Connect EFTER . AEIRBAEHITA
EpEF B B R EE Kafka Connect #5#Y Apache Kafka Connect RREZSSEAERER AWS E
Amazon MSK Connect T2 F

Kafka Connect RIFEZREARNEBUBTRERS WEED , XTEEFAEBEM REN
{Hoffset.storage.topic. AT R JOBC EEBMEHFNUBAL , REESEEATREMESR
A moviesHl WFRRERKEAERHNMEESshows, RERNKREFEANRE—YEEID A
18343, ft MTERKREANSKIEERINEE ID & 732,

["jdbcsource", {"protocol":"1","table":"sample.movies"}] {"incrementing":18343}
["jdbcsource", {"protocol":"1","table":"sample.shows"}] {"incrementing":732}

EEARFEZSEERZE Amazon MSK Connect , 55147 T 5 E1E :

1.

RPN RSB R B R EE Kafka Connect #EEFIREUERERENE |, LLE Y Amazon MSK
Connect B M FER 6

. B3I Amazon MSK Connect T/EEBM , X4 EM key.converter, value.converter#

offset.storage.topic SREAHRAE Kafka Connect #HE #1172 Kafka EiEZRHEIMNES

. 3 H Kafka Connect #5& F#2HHPUT /connectors/connector-name/pauseiER , LLE{EH

REE LMEEREAEN,

EEEEREARINAMEEHEHETLEFL, BAELER , HERERABEMN Kafka Connect

#E£ FIEHGET /connectors/connector-name/statusizR , A BY FIkEETEEZBN
#ABstatus.storage.topic,

BB RREEER 380


https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-workers.html#msk-connect-manage-connector-offsets
https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-plugins.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-config-provider.html#msk-connect-config-providers-create-custom-config

Amazon Managed Streaming for Apache Kafka HEABEE

5. R EHENBEZER[ER, B EREEELIEHGET /connectors/connector-
name/config/EKR , REABM FItETERBAOALE |, UG ERRFE
BEconfig.storage.topic,

6. FHEREEEMENZBEIIHMN Amazon MSK Connector, ERBESER 1 PETHEEEH
AINAEER, RESB2HREBRINIEEBY , UREESE 5 REEAERSSER | REUE
B,

7. & Amazon MSK Connector AREES Bfactive , B B U EEBCHABRKRERKEAE
o

8. EIBIRHEDELETE /connectors/connector-names&ER , MR EHE PR EREES,

UM ER E1EES B B E Amazon MSK Connect

EWESEESR R A EBE Kafka B H B/ ERHEH Apache Kafka Connect FEARER . AEIRBASHIT
NP B B K EE Kaftka Connect # 5K Apache Kafka Connect #ZURE5E1ZE EARE B AWS
Z Amazon MSK Connect 2%,

Kafka Connect Ui 25181225 F ] Kafka B EEIE APl , Y REBEHREEEREEEEFARELSHE
EfY__ consumer_ offsetE R, Jtl:ﬁ?%ﬂ%%%éﬁ‘“ﬂ%%iﬂ Amazon MSK Connect BV U85

EEASIEINESE BB E Amazon MSK Connect , 53817 T 5 Eh1E :

1. G AZE B B R EIE Kafka Connect #EFIREUEEESRENE |, LLE Y Amazon MSK
Connect B /M 2R,

2. 3 Amazon MSK Connect T/EEE M , WAEEM value.converter key.converterfl 52E
B F Kafka Connect & EH #1172 Kafka E#E 2R RV E.

3. EH AW Kafka Connect #E LIZHPUT /connectors/connector-name/pauseigsR , LLEE
HEEE P EESERER,

4. BEEEREAENFEEESFETLEL, BEILEETR , HERTEEAN Kafka Connect
& FIEHGET /connectors/connector- name/statuspa'ﬁ IEABMY Pt EEERBN

#FABstatus.storage.topic,

5. R BHRENBEZSR[ER, BuLlEBEREHE LIRHGET /connectors/connector-
name/configiEk , jiﬁé%’l.*-. RENEELRBEAAL , RIS ERESRIE

AEconfig.storage.topic,
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6. FAHEEEEEMABNBBEIFH Amazon MSK Connector, EHEESERE 1 PEVHEREER
STAEER, SESB2PEUNIEEBY , UREGESE 5 A EZEEHEE |, FETE
B

7. & Amazon MSK Connector AREEA BFactive , FMRE AFURREESCHABRRERKEAE
o

8. EIBIRHEDELETE /connectors/connector-namei&ER , MERIE A HE PR EREES,

¥ Amazon MSK Connect # Y B BB 1T 8 FE 22 BT

T 5 EAEBIESHEE A MSK Connect BFTJ e AR | HITRE PR, S JLUEEERIES
AWS re:Post,

EEREEERAE L BBRER LEENER
52 RBRA Amazon MSK Connect BI#BBR 4838 7B,

BEESNHATHEREETRTERN tasks.max FIEENEHEE
UTEEESFHNEBRHE DR tasks.max HHEFFIEEHEN —LRHE :

HoEEREFERAITANTHHE. Fl0 , MySQL # Debezium E#ERERFERE— T,

- EEAEBFARBEERTEENE | Amazon MSK Connect @A EER T HTH IEEFEENS
ETHERRFN MCU BERMLLAINE , REBEREEN tasks.max B%.

- SHEEMERS L FTREEYHE (IKYE) TSEBTEsTENHE. HAEALUE tasks.max
BRERAARZE , BE— 7 E—-RTEHZEEKEE,

« 1£ Kafka Connect 2.7.x ¥ , FEERHVEVA & 7 [B1Ek¥E R RangeAssignor. LIERENITAR
BeEXENE—ErEREGE—"NAE. $BEFXENE_ArERUHGKE-DTAES.
IEF&R T EA RangeAssignor Z B HEESBNIEA R EBYE LIRESATAE—FERT
BANDEHE LR, BEETEAREHNEARS , AIGEZXELIEEFER , YEHEPH
consumer.partition.assignment.strateqy B4R EAFTEANIAET ERRE, B2
B Kafka 2.7 Interface ConsumerPartitionAssignor : All Known Implementing Classes.
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ft &= Amazon MSK Replicator ?

Amazon MSK Replicator & —#& Amazon MSK Ihgt , AJEZET R IR Amazon MSK #&E2

B FHEETER AWS BiE, T8 , RIEN B EREHLAMAMEBH F AWS RS, £H MSK
Replicator , BRI U ZREEEBEEREEENEREARERN , URSTAMMEREEME. MSK
Replicator 12ft#% MSK BEEHN B EERLSEETIRE , BFREEENG. ERERREIRELE
A

MSK Replicator EEBEXERER , BLEVLUETEEEN K MEFEEREREZE. MSK
Replicator th 28 S X EM Katka PEER , BEEBERE. FEEHIEE (ACL) MNAEHAR
B, nREEEEBREENEL , BUNUREEET S —E AWS B FEEERE,

MSK Replicator X EE EZH#EE (CRR) MHEEBEE (SRR), EEEFHEET , RIFEMBE MSK
BEENVATREN AWS EBiF, EMHEEFESH , KEMEZE MSK BEEHMVAER AWS EiF, &2
BASXEMRRFMEEZE MSK B2 |, TS T MEE MSK Replicator BE £,

® Note

MSK Replicator x#& T3l AWS [Eif : EXBIRHD (us-east-1., #MFERILHD ) ; EZBIRED
(us-east-2, Bz ) ; EEFEIP (us-west-2, HEIM ) ; BN (eu-west-1, ZBHEH ) ;
BUM (eu-central-1, EM=4E ) ; ZEAREIH (ap-southeast-1, F N ) ; ZEARESE (ap-
southeast-2, E#H ) ; EM (eu-north-1, HIEFWE ) ; AR (ap-south-1, TE ) ;
BN (eu-west-3, EE ) : FXM (sa-east-1., ER#E ) ; ZEAEI (ap-northeast-2,
B ) ; BUM (eu-west-2, RF ) ; ZEAKEHE (ap-northeast-1, RJE ) ; EBAEZP (us-
west-1, fIRIGEEIEILER ) ; MIEK (ca-central-1, #HEF ) ; FE (Jt= ) (cn-north-1) ;
HFE (ZE ) (cn-northwest-1) ; SEEAEE ( BEHE ) (ap-south-2) , EAEE (5FH
RPEEE ) (ap-southeast-5), T AEHE ( ZEl ) (ap-southeast-7), |FEF ( HEF) (mx-
central-1), ImAEHE ( Adt) (ap-east-2) , MEKXRFEIL ( FMFR ) (ca-west-1) , M (&
BESF ) (eu-south-2), AR ( BA ) (me-south-1), TR A[EHE ( #EMIE ) (ap-southeast-3),
JEM (BEER) (af-south-1), HER (AR EBHEKXLE ) (me-central-1) , TEAREISE
(&E#E ) (ap-east-1) , AR ( KR ) (ap-northeast-3) , ImAEHE ( EEA ) (ap-
southeast-4), BUM ( KB ) (eu-south-1), BA®FI (4FH#EX ) (ill-central-1), BUM ( &
Ritt ) (eu-central-2) MEE AR (#FAM ) (ap-southeast-6)

LR & Amazon MSK Replicator B —£% B A&,
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- BEZEEHSEREAER EESTAMNRENSREARS , LREEY K mEEREBITHR
jj_ﬁo

- FREENERFR : ATRHERISHEAERHERKIEENEREZE,

- BERDBIASEBHE - BERR—{E Apache Kafka #EE R F|Z @ Apache Kafka #5E , LUETR
BNERSERFHREECNEREBIR,

- BBEREITON - 52 Apache Kafka BEHNERERT —EEE  UERRELRERRE
RHE R &~

- EXBEA , £EHFRENER RESTBEE , LEBHKE—BE AWS EFFHITHEAEET
Hin[EE , AFENERNKAFREER,

Amazon MSK Replicator HJiE/EH I

EERBKBFEA MSK Replicator , BREEZBEEBEMN AWS EEHE I #HY Replicator, MSK
Replicator EHEEARREZEIE AWS BT EENFIEERNERIERABEZENEHTHNE
. RKEMBEEETUNVAMERHTEN AWS B, MREEFELREFE , LHEFTERVEERE
%

EREVERRN  MSK EFEHFEEEZRREN AWS EFFHEMELENER , RE(LERE
RIEE, SREEERBIHZRARMEMTE , 2 MSK 8B5 AWS Efl 2 BHV@HEERE, RFEME
BEENBEIERE  URKRRVNBEEREE LN BEHE. MSK Replicator @ EBIEXEREIR |
RETLBETERER K MEFERIRERE.

RIETERR , MSK Replicator EUFFRIFZ A A AERERREETES RN EHREERIER
BE, WRFER "EAMERTERE, BRE , MSK Replicator EEBEAFETERTE S EEI A H
BERIBEEE, TE , ERFEZSTRFTEOVIREANEYEREE LNHETERNTED
B, TEREELEVFTECNELIRETENEAASHBIEER, IE  REBLELTELN
BEASERIERES LU EBRVHEZREERS , fRREETESIEPHRENVUBRGE
®o

MSK Replicator T&FHENER ., ERSRENREREREA,. 2RI EF , IR
ABERE. EERAYBAREERARANE , BEEEHBHEKR. MSK Replicator B2
BEECHENMEBANERN —FEEERTPINE, FTE MSK Replicator API FERY | 4530
DescribeClusterV2, CreateTopic , DescribeTopicDynamicConfiguration&f&7E AWS

CloudTrail F#iE., &K MSK KEEX BFtERRARM .

Amazon MSK Replicator FJiE/EH =X 384
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MSK Replicator €54 3 WERRFBEEEBRETRUEIE., NRFR , KALEZEEREELE
HERHRH.

TRENESR

MSK Replicator th X ERPEER LR AREERINBERE., PRENSETEHE, FERFE
B (ACLs) MIENAEFH BN, NMEERMER , PTHEENESUEUFRLS HXNET. ATEBEHN
MEE , MSK Replicator BB EZRERER , MTEHPHEEREER.

T 52 MSK Replicator IBRE K FEUIRHI/EE (ACLs) /EE,

e i 7LFF APIs

Alter F&E CreatePartitions

AlterConfigs F&E AlterConfigs

B *HE CreateTopics, F#EER

I B & DeleteRecords, DeleteTopics

iR & ListOffsets, H#EEHR,
OffsetFetch, OffsetFor
LeaderEpoch

DescribeConfigs FE DescribeConfigs

A & Fetch, OffsetCommit, TxnOf
fsetCommit

BA (EER) & Produce, AddPartitionsToTxn

MSK Replicator R & ét¥ & RMEa 3 B4 5 LITERAL X EH ACLs, PREFIXED X% & ACLs
MEMEFRER ACLs TEEH, MSK Replicator i " &R B Z#E LAY ACLs, TREMBRK
FREE LN ACL , Bt EZERFMREZEZEE LM . W05 Kafka ACLs : //https://kafka.apache.org/
documentation/#security_authz_cli,

MSK Replicator RE#EE IAM ZEUZR 4| £ A /Y Kafka ACLs, HNREH A FiwER IAM ZEUER &5k
BER/BAMSKEE  ZUFECEAEEE LREMEBAN IAMBX , LERERAERE, FENME
EEXELBESHERE M,
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HWANRAEFERBRIH — , MSK Replicator € ¥R REE FWEA B ETHRENL , BLE
m%§#ﬁ¢§L$l,.b]§iﬁm1¢% ( BERIENER ) El. MRENEAEFETREEE LT
B, HBEARE , BUEgEEELELERAEFHENLERS, ERTAEREZHEEER
EHWRAESENEEESEENAS. BERDMIEE , REFZEELNWIAEEEELEE | WitSH
RN EREREA (EEFEIZENFERE ) . MELKWEEEE LEE , MSK Replicator & B iRl it
B,

MSK A

Replicator i
NN

Target MSK Cluster

FREREERE

MSK Replicator EME B BEREEN : FB (BAR ) WHEEETEERBER,
FEETEREER

RIEFEER , MSK Replicator EE B ZBEFEUFNEE , UK BEBHELANFENEEREEETE
B , i <sourceKafkaClusterAlias>.topic. ERATESTEENTEHBEEERNWHEHA
FE, UEEBEECENERBREER.

f5lzn , MSK Replicator 8#4% & "topicy HEBEHFHERRREEEEEINEBEEREREA
<sourceKafkaClusterAlias>.topic FV#T £, B LAEA DescribeReplicator API 5 MSK 2 #&
FHEERFMEFAEM , £ sourceKafkaClusterAlias B TR EFH L EEEEEFTEIBNE
B, BEBEPRMFE A <sourceKafkaClusterAlias>,

ATHRAEZNBRAEUURGHEETEHENRBERE , £EEXENAECHEATAEEF
FEBNER.*, i, FHHEBEETEEME AWS BEFFER . *topicltEfltbERE £
Bfootopicl , AtBERBENERFAREAZTEE F,

ECREEEERENAREEEHERETNTREER , BLEXER MSK Replicator R¥TEF&E , i
MAREE-ETBHRERTE,
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MENEEEBER

EATERBREMN BRI R , Amazon MSK Replicator A] R E I Replicator , TEEBREAHEREE
ZRER (EXRATREHENETERR), BUUEEEEE MSK BEM AWS EEHE T HHE
i, AR BNESTEELBAENREAFHREE XEEN.

MHENTERBER (EXR AP REEMRNEIERR) ERTIER

- TELEERBETREMARNEIESR  ARABDESERESEBNER,

- RZEEFRABHRENEFEAGE , RALALIEEEHREA FREtERHN ETERI

- BREB-WEBEERE  MENTERBERNRUSHLAERERF , AHERAEERSE
PHEEGHESE K MAFTERMNIESBEENAFREHNRE.

- TRAREEREKSE MSK BEENERSHIAE-—BEK  UETENRBIEFNDN. EFER
AEBEFREEMARN EREERMENNERSR.

- ALEBKERNERIEREETHENERTE , BtR—EMSKERI S —EEENERE
%o

Amazon MSK Replicator £/ Kafka EEBEBHHEAEREKREREFRENEE , HIRESHBEERIBH

WEK, EHEESR/EY  TUEEEEE Katka ASN SR, ENEEBEE P, MSK Replicator &
HRBREENEEFENERNTFRABRENSELHNEE, MSK Replicator 5 50 ¥E 51 2 & R AY

EEOE, SEZEREHNAFIRENNEHENEENER,

HERIE : 3RE Amazon MSK Replicator 3R B E#H &

AHBRERPMMEAER AWS EBIFSHTE AWS BEHRERFREEMBEREE, REBETULUER
ELEEEREIT Amazon MSK Replicator.

#E{i Amazon MSK KE#E &

MRIEEHER MSK Replicator B3I MSK RIREE , FHREANSAHARENER, &R, FKR
THZEEN MSK 2 sl E A fRERRFRE

BB EESMAERREE MSK Replicator RIFEENEFHEL, ZRSETIEFFPEH,

1. ERREF B IAM FEIRGINERT , B MSK fiE2REMRI[EE, CHREEELESE
PEF=EARERER,

2. IR B EE MSK Replicator , iR FERMEEE , FREALE IAM FEUEHI#EFIBEMZ VPC
AEERF. FEE L BAMZVPC R , TXERREBEN GBI EL, ZTFTEHEHHEHMEE 2 BF
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BH (MTL =% SASL/SCRAM) BARAZ VPC FABEMR, BRI LISHEHERZE MSK EENEMAFiR |
E B A mTLS = SASL/SCRAM B9 BB ME|, SulE R AR SHMEABERREPHFEA
UpdateConnectivity API i%E% VPC A HEE#R., BSREEHEEHEZ VPC, MREMR
REE R MSK Serverless #£5 |, AIFFERMZ VPC FAEER,

HWRHEEE MSK Replicator , MSK RIFBEFTFES VPC LRER K MAERARREZS DR
HHEAENHMAF RN FNES,

3. HREEH MSK Replicator , A AR EREFIBREZERRESE. ER A MSK ERE
EEUEEER, BUFERALT CLI 5 AWS i AEFRATUIRIE, FESE Amazon MSK
ERBEBER, BFEFEES B EE MSK Replicator #1758,

Console: create resource policy

£EA T 5 JSON EfMMEREBR. EARRELEN ARN KEENE.

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"kafka.amazonaws.com"
]
}I
"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"
1,
"Resource": "arn:aws:kafka:us-
east-1:123456789012:clustex/myCluster/abcd1234-5678-90ab-cdef-1234567890ab-1"
}
]
}

EEEHMEFER L , FRBFRETHREERBEREE,
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EEE Services Q, Searct Alt+S] Q @ N. Virginia ¥ replicator @ =
Amazon MSK ® New feature: MSK Serverless
Recommended in cases where the throughput requirements of client applications are variable and hard to predict. MSK Serverless
scales cluster capacity automatically in response to throughput needs. Each serverless cluster has a maximum write throughput of
¥ MSK Clusters up to 200 MiB per second and a maximum read throughput of up to 400 MiB per second. Learn more [2
Clusters
® We have launched a new feedback form to make it easier for you to send us feedback and let us know of Leave feedback X
Cluster configurations features you'd like to see in Amazon Managed Streaming for Apache Kafka.
Managed VPC connections New
Replicators New Amazon MSK » Clusters » multiVPC
w MSK Connect H
multivPC
Connectors )
Edit/Delete i
Custom plugins .
Cluster summar Upgrade Apache Kafka version
Worker configurations ok
Edit cluster configuration
Status Apache Kafka version ARN Editbroker type
¥ Resources . i
@ Active 281 bR Edit number of brokers
AWS Streaming Data Solution 1 Edit security settings
Cluster type Total number of brokers |
AWS Glue Schema Registry [4 - 3 Edit storage
Provisioned 3 5
Edit monitoring
Customer survey Edit log delivery
. . ) Turn off multi-VPC connectivity
Metrics Properties Tags (0) Cluster operations
Edit cluster polic
policy I
Delete
Amazon CloudWatch metrics Analytics
Create Studio notebook [4
No time range selected | UTC v C Create Apache Flink application [4
Connectors
Disk usage by broker : CPU (User) usa  Create MSK Connector [/ ¥

Percent Percent

CloudShell Feedback Language © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

CLI: create resource policy

EE MR AWS TERAREURRESE | WIRBEIH IAM ACHNEIE , SKXENEF
BE AWS EEFAGE, MREEEMSKEFAREN IAM B6 , KICEFHTEVAG , BFHEUT
EERXEZIZAE® , LUME MSK Replicator B AR, NEFBEIMAEHRAGEZEEEE
W& , FSRELAE,

1. FRHEGTEBERMN MSK BEBURIRA, FHERESE ARN IREZNVE.

aws kafka get-cluster-policy —cluster-arn <Cluster ARN>

{
"CurrentVersion": "K1PA6795UKM GR7",
"Policy": "..."

}
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2. BVYERBEBUER , LRFF MSK Replicator FEUER RIFERE, A TIFEEFEAHE , LER
RRESE ARN BUKFHEE L E,

aws kafka put-cluster-policy --cluster-arn "<sourceClusterARN>" --policy '{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": {

"Service": [
"kafka.amazonaws.com"

]

},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"

1,

"Resource": '"<sourceClusterARN>"
}

]

% {5 Amazon MSK B &
B MSK BEEE5E (MEREMRIFE|E) , WHARK IAM FEUEH, BEEEETEERMZ VPC AE

EiR. BRBEEUUURERFEREMARN AWS BERAEN EFl. HFEMNERBEHLANVRAE
BH AWS tRFH, ENERBEELAZTLBER=AREREN,

HERIE : B3I Amazon MSK Replicator

RERBMEERECR , B LAFERHELE ERET Amazon MSK Replicator, 3 Amazon MSK
Replicator Z 8 , F EEESLR A B 1L MSK Replicator FrEEH IAM 5T 5,

FE

« 3 Amazon MSK Replicator #J& £ 18
« 3 MSK Replicator FTEH IAM 1]
« MSK Replicator 3z /Y # 5 38 3 # frR A
- XEM MSK Serverless # £ AE

#4 Amazon MSK BiE# & 390



Amazon Managed Streaming for Apache Kafka RIS A RIS
- BEEREET
- EAAWS IERAEEEREEREPTEVERR
- BEERRESE
- EEREEE
- REEFRFEMFA

#3I Amazon MSK Replicator Hy&Z 218

AT & E8LIREFH MSK Replicator THEERY o Rk, XBENERNREER. CREXLEWNTT, #
EHAMNERRIISESER , UREITEETSRREE Replicator WiE5I,

#37 MSK Replicator FTER IAM 5F7]

LA R MSK Replicator FTEH IAM BUR 6], REEE I MSK Replicator Bz fit TZEBHBER
T , TFEEHE kafka:TagResource, EEEH IAM BEREEZZHEZAF KN IAM 86, WFE
BUREBRNWHERENR A B2REIREEE,

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Sid": "MSKReplicatorIAMPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:xo0le/MSKReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "kafka.amazonaws.com"
}
}

"Sid": "MSKReplicatoxServicelLinkedRole",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::123456789012:xole/aws-service-role/
kafka.amazonaws.com/AWSServiceRoleForKafka*"

$#3I Amazon MSK Replicator Y E £ 1§ 391
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},

{
"Sid": "MSKReplicatoxrEC2Actions",

"Effect": "Allow",

"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs",
"ec2:CreateNetworkInterface"

]I
"Resource": [
"arn:aws:ec2:us-east-1:123456789012:subnet/subnet-0abcd1234ef56789",
"arn:aws:ec2:us-east-1:123456789012:security-group/sg-0123abcd4567ef89",
"arn:aws:ec2:us-east-1:123456789012:network-
interface/eni-0alb2c3d4e5f67890",
"arn:aws:ec2:us-east-1:123456789012:vpc/vpc-0alb2c3d4e5f67890"
]
}I
{
"Sid": "MSKReplicatorActions",
"Effect": "Allow",
"Action": [
"kafka:CreateReplicator"”,
"kafka:TagResource"
1,
"Resource": [
"arn:aws:kafka:us-
east-1:123456789012:clustex/myCluster/abcd1234-56ef-78gh-90ij-klmnopqrstuv",
"arn:aws:kafka:us-
east-1:123456789012:replicator/myReplicator/wxyz9876-54vu-32ts-10rq-ponmlkjihgfe"
]

THEAEREZEN IAM BUREHl, REE kafka:DescribeReplicator TEIE
kafka:ListTagsForResource 178 , MAE&EE,

JSON
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"Version":"2012-10-17",
"Statement": [

{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"kafka:DescribeReplicatox",
"kafka:ListTagsForResource"

1,

"Resource": "*"

}

MSK Replicator 3z 21 2 £ 8 f iR 7

BEEXENHTEERER, Katka iRAMMBBELENER,
« MSK Replicator & MSK fi2# £ MSK BB E K MEAUESENAES , EAREME
E#EE, MSK Replicator B BI A X EHMBEE Y Katka F £,

« MSK Serverless B EE IAM FEUEH] , T, Apache Kafka ACL 8% , MEBH FBEHERBETIR
MERNZE, 7528 /B MSK Serverless ? .

- RBEHIIT Apache Kafka 2.7.0 iE S RAMFEE £ X8 MSK Replicator , Ezm QR KR B &F
EERVURMERRERTE. AWS [EiF

« MSK Replicator Z#&E £/ m5.large iE AT ERBRHNELE, TX&E t3.small BFE,

« MR MSK Replicator 8 MSK fi2 B EHEEEA , AIRENERREFELER=FAREREN,
AL EMBETRARENAMAEEETERER  BEELEETELERNRBERERR,

« BHRFENE T MSK EEHLANVRAEER AWS tkRFF, TXEFEIKRFHIEEBNESR.

- WRRFEMEFE MSK BEERENRTE AWS B ( BEiH ) , MSK Replicator EERRFEHRERH
IAM fFEUZHI 5 EFRRZ VPC FABER,

MSK EEMHRREE FWEHME 2BREBES EZFEES VPC AWS EiF,
NREBEEHEEECZHESER , WA EEZLE VPC AWS B, 5528 the section called “E —
@15 % VPC FAEELE,

- HENEESRBER (EX AT REMARBNEERE) FEHT Kafka 2.8.1 IRFEHThRAH MSK
=5
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- HRAMEENETEEBERE (ZXEAPREHENEIEER) A8, ARABRERENER , F2E
¥ MSK Replicator By f#ZE5H (__mskmr),

YT M MSK Serverless & £ 40 &8

« MSK Serverless XEEFBE I HABEE MSK Serverless BEHREN T 5 E/E4H

B8 : cleanup.policy, compression.type, max.message.bytes, retention.bytes, retent:
« MSK Serverless E X EHERSHBEZE TSI EER

RE : compression.type, max.message.bytes, retention.bytes. retention.ms,

- BEERBEHE MSK Serverless 5% L 83 B D [E, #EHE MSK Serverless 5% &
EHEENBESE, 5528 MSK Serverless Bl E,

BERAREE

- BETEHEEI MSK Replicator Z 2R D BT, NRENWEERESIERASERE ,
Bl MSK T 28R EBREHEE  ERCNREEERSCRAIBRE. WREERIEEHRY
% HEEERELIFERIBRE  WEEEFEVERSR. IRESERRABRAS BRENEESE
HRIACHAs»BERENES  ATEXERIEHERE, BF2RBANCABEEEE LN YEBRHTF.

- 23 MSK Replicator 2 , 78 FEFHEERTE, BHEMERRESEEI MSK Replicator Hif
HITRE. HEEH% MSK Replicator 4 , TR MSK Replicator Z & F T JIFRE,

- B MSK BE2EAS 3 HITEBEE,
- BERBAITAGIT,

« ¥ MSK % VPC R B E#R,

- BEERNBEEREBUR,

- BEFREREFHARA,

A AWS IR EEERERETEVERRS
T-BRERTERRGES TEA THERE,
ERBMEA

1. EBE MSK ZEFTEMN AWS B , BIRKAIR https : //https://console.aws.amazon.com/msk/
home?region=us-east-1#/home/ #J Amazon MSK £# &,

2. REERSBUETNRFANERSFE,

R AWS ARV ERR 394


https://docs.aws.amazon.com/msk/latest/developerguide/msk-enable-disable-topic-tiered-storage-cli.html
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/

Amazon Managed Streaming for Apache Kafka HEABEE

3. BEEBVERR.
4. FERBRFMAEAERT , ANESREHE—BHE,

BERRESE
RERELESLEERIBRE MSK BENER.
1. EREBEERT , RERRESEMEN AWS B,

B LRI MSK BEW EFREFMEN ARN IEHEENET, EFGZBAERE ARN F5
., ET5&H ARN # |, ap-southeast-2 AEEEIT,

arn:aws:kafka:ap-southeast-2:123456789012:cluster/cluster-11/
eec93c7f-4e8b-4baf-89fb-95de@lee639c-sl

2. BAREFEEEMN ARN , SBIBELLEEREEE,

3. EERFREEN TR,

FRESERREEEESP AN FHEE , UHEERE, BXBAEDEIMEFHER. BREE
[E15 MSK Replicator , iZENGREARFEREFEEN FHR , URAREMEESEEN FHEK
HENMRERNTAEE S,

4. 1EIE MSK Replicator &2 & 48 (MSK Replicator) SAZEUR Y RIRE &£,

- HIRBESEE (CRR), EFFEARREERHERLHE,
- HAHRMWEIERE (SRR) , FF8I1F Amazon EC2 £ & , #itA https:/

console.aws.amazon.com/ec?2/ : I/, ko , BRERBREENLZHEEFEARLA , AFFK
BARRRHNEERZEHENRE,

BEREARUFEERFEENZSEE .

EAWS FEF  BEMEEERE , ERERENFHAET.
ENBERSIRR , ARO TEBEMRREES , AENEANZEHERRE,
HIEEARA , RAREBUREEARA,

EHRTIE AR A,

EFR RV EREMP , EEAFT TCP,

EEZBEEBT |, WA 9098, MSK Replicator £ IAM 7B &l SR E 4R = (F fE 218
9098 HIHE L,

2

R AWS ARV ERR 395



Amazon Managed Streaming for Apache Kafka HEABEE

7. EREET  MALKAREEERVERSRHREANZT2HERE (1ETEEE MSK RIR
BEENZEREMEE )  ARERREFERR.

FERBELERAFEEARFRANEBRRLZEHA

1. 7£ Amazon EC2 AWS X# &% | AL EERY R FRNESSHRRUNEZSEE,
AAEHRA  ARBEREELRLL

EEUET IR Al

FEFR A ERE S | BEEFT TCP,

EEZBEERT , @A 9098, MSK Replicator £ 1AM 7B &l 5B 4R = {F & 28
9098 HIE L.,

6. EREMT , WA MSK RERELZLFENEE , AREIFEFFRA,

o & 0N

(® Note
BE , IRETEFEALLFERGRE , EUUFEANFMERENEANS LR,
1. AR A
2. EEEMYP BB ARE.
. ERRERMT , WA 0.0.0.0/0, RABEMBEFHRA,

BERRES

EREERFEARREREREEN MSK fZHERBREE,

(® Note

MSK Replicator 2t E ZEEFEIFIE W EFTEZBIFEEHEENF

Bo f5lin , MSK Replicator € topic P ERRREREET I EEREEFREA
<sourceKafkaClusterAlias>.topic WHFE, ERATEDTERRFEHEES
CERNETE HEEEEINEHMTE  YEHEGEEECERERESER. EULE
F DescribeReplicator API 2 MSK # & tWESRFMHEAETEE , HEIEHE
% sourceKafkaClusterAlias #{ FEEBEET 2 FTEEBNFEH. BEEEPTNFEAR

<sourceKafkaClusterAlias>,
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1. EEEEREERT , REERESEMEMN AWS B,

2. WMABEEEMNARN , RBBLLEEZERERE,

3. ERBEBRENTHEE.

FRAERTAEEREEFSP AN FREE , SIMEEEE, ERNELWEFHER,
4. 1EIE MSK Replicator L2 ###H (MSK Replicator) SAZEURM B ZE &£,
REKETEEEREESPAANTLEE , UEHEAER, MENLT2FHEgHESEERERE,

WECRAREBENFMEEN , 28 (Amazon VPC EREIER) FMWAWS FHARSFHHEZEG
BERARE.

- HREREEE (CRR) MHEEREEEE (SRR) , 7F811F Amazon EC2 £##& , #itA https:/
console.aws.amazon.com/ec?/ : I/, ko , FREBESEENZHEEEEARA , TEZ
RERAEERHCZEBSTZEHIENRE,

FERBEARAFEEEREENZ LA -

1. £ AWS E285F | ZHEEERE it B REENFHEEN.
BNBERSIRR , RO THEBEMRREES , AENEANZLHERR,
AIEBARA , AREEUREEARA,

EHHTIE AR A,

R BV EBMP | EEAFT TCP,

EEZBEEMT , WA 9098, MSK Replicator £ 1AM 7B &l 5B 4R = (F A E 28
0098 HIE L.,

7. ERERT ALK AEREERVERRRHREANZEBHEEE (EWTRE MSK B
BEENLZLEEMERE )  ARERREFRAL

2

FERELRAFEEAEERUNERRZEEHE

1. £ AWS E287 |, ISR EABREUERRPBRMUN T2 HE.
2. EMBHRSIRER A RAROTHEDEWERREER , LENEANZEFERH,
3. IEBHAR , RRZEUREE LR,

4. FEHFTEB A,

5. EMAANEEMT , ZIAET TCP,
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6. FEEZIBEEMT , @A 9098, MSK Replicator £/ IAM 1ZHUZ & 36 E 4R 2 i B I8
9098 WYEE £,

7. EREWT , WA MSK B EEEREFAEANEE , ARENEFFHRA.

(® Note
RNE , MRETEFEALLBERFRE  GUUFEAHFMERENEANEHFEL,
1. BEGTE R A,
2. tEEESD , ERFERE.
. ERFEERET , A 0.0.0.0/0 , RAEFEEFHEFHRA,

REERRRENGH

1. EERRREERT  EELECAAFNEEFETHRMNEEAERTNERE, KER , 868
FBEERE,

(® Note

MSK Replicator Z R EHKEEFER 750 BEXE. NMRLEEEEFESTE , BEBEE
MERINEESR. MREFZESEEEHZXEEB 750 BEE , FolE AWS EEEXE
RO RN, EAUER TTopicCounty IEEREREBTNIEHE, F2H
Amazon MSK Standard X B2 Bl 58,

2. RIFFFR , MSK Replicator BeFMBETEHRHNEH ( &F ) UBRHER. & , WRERESE
ETEINRAEGER , ZAURMBEFTETRR (RE) RRHRBERE. BEUEESRE , L8
EEEMWERTE, R EYHEECreateReplicatorfaRMDescribeReplicator @l f&E APIsHIHY
startingPosition #1¥,

3. EETERWER

« PREFIXED FERABEE (EXBEPEFENEETERR) | HERK
Eo MSK Replicator @#§ "topic1, RRFREEREINEHEZEEDEA WHE

B8<sourceKafkaClusterAlias>.topicl,

- HENEERBER (£ TRATREHBNEIESRR)  RKEEETHNITESEBREED L
HENETERBER.
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HERE¥ FEE CreateReplicator@ R MDescribeReplicatorEIfE APIsHHY
TopicNameConfiguration #Z. FF2 B Amazon MSK Replicator HiE/EH K,

® Note

RIZFERR , MSK Replicator EE HEEEFEIFTNERE , UK EBHELENFTEHE
ZIEEB. ERATESTERRFEEEEEZERNEIE  HEFEEPNHME
L OURGEEECEAREREZEN. 3 , BUUEVEGHRAETERBEREH MSK
Replicator ( ZEX#ZE AP REMERNEIEELR), WMEETERTHBREEIESH, LERE
RSB ERENEEMSREAFREARINER , TRECERRIRESEERRE
¥,

4. KR, MSK ERHRERNMEPRER , SREEERE, FHUZHIEE ACL) MEVHEREN
B, UERIESHNFERE, IRETREVRANRFHBENERR , SR EFAMTEHMER
EERBRPH—HZE T HARE.

@ Note
MSK EESRTEEEEAACL, BALNEEETEZEESABEEETHNERE
B, FEBER A CNEEEEXFABEEREDTNARIE, NEFHHEF K F2H I
TEEIREBREZERE AWS EiF,

5, ERAEREERERY  EELECAAMNERRETNRIEEXNESHNINAERE, KHE
R, EESAAENAERE,

6. EBWERT , EUNEZRHERABREENEN, NRECHABRE K BERLEARKRRESESD
K ERE R Y B#E 75 Eo

7. HEFEGFAERS , ST IR —HERE

a. ENFEAXEBREUNERNIAM A€, MSK TZASEHELENFINEERREES
BERMBARENEZE MSK BEEFMENRBHATAR,
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Access permissions

Replicator uses |IAM access control to connect to source and target MSK clusters. Your source and target clusters should be turned on for
IAM access control with permissions for the IAM role. See permissions required to successfully create a replicator [4}.

(@) You can't change the access permissions after you create the replicator.

Access to cluster resources
© Create or update 1AM role MSKReplicatorServiceRole-. with required policies

(O Choose from IAM roles that Amazon MSK can assume

BEEE Amazon MSK ATB{EH) IAM A€ FRE | SIRMEEEW IAM A6, BEES
AWSMSKReplicatorExecutionRole2 & IAM BUREEZEZELNWBRBEHTAC K MIARRE
EETH 1AM BUER,

. E.L?EE%E:‘HFHEE Hﬁﬂﬁ)\iﬁﬁ%ﬂ B MSK #5£M IAM A& |, XA T3 JSON
AIEEBERN — , X #& AWSMSKReplicatorExecutionRoleiE#ER|A®, EEE
BEH , ﬁﬁﬁﬁ’?ﬂ’\];l‘%ﬂlﬁ}f ID BRFEBB L& <yourAccountID>,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": "kafka.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "<yourAccountID>"
}
}
}
]
}
8. HEEJREBERT , B LUEERERIE R MSK Replicator BiR. MEHEFMEN , F2EE
i€ Amazon MSK #&, WRIEEE MSK Replicator , FEZVEBRE K SHBEEBRESETERK
fFRAWS THRAEIEES 400
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B, NIRECEEERRICEZBEEE  NEEFERDRSEERES K ALETEFHES
THERENRRERRSEER,

9. EWEI,

MREEERB|Ikafka-cluster:WriteDatas¥al , 5 F2 B Amazon MSK IAM FEUZHIHEVET
NPNEIREBR -8, BFEEFkafka-cluster:WriteDataldempotentlyFFAIHTIE & SRIEH
BEEE.

MSK Replicator KT E 30 D EFEERINEIL , WEHA RUNNING (B1TH) AREE,
MR ERIFH MSK Replicator RERXEMBRWEESS , AIFTNEERSREFTNREBHREER.

R MSK Replicator BE#: A& FAILED (kB) &8 , FS R H IR EHME A MSK
Replicator,

#mE MSK Replicator %E

B3 MSK Replicator & , BB LB FRRELE, HEEE, EEHMARVNEIFTERBRETHE, &
FEBUMNERS  THEFANENIESBETHARE, T8 , ZUGEEHMWERSRZE , fINE
EENETEMEAEERE,

1. BAAWS EEX#EH , W7 https : //https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/ BB Amazon MSK £ &,

EERASBEERY  BEEEERUERNMRFINERREE , AR EBNLEHFEN MSK EFH.
BEBEMRSIER.

EERHRRERRY , BEREERR.

BT LA BT % E LAfR #E MSK Replicator 5% %€

o ~ @b

- RECBEAAFNESEETNRNEEXERNEE. KER  MSK ERERERA T
AR SEEEEE. FRZSEE (ACL) NRAERELE  UERESHAREE, 1
RETRRUAREHEHNERES  CTUEBRMELHREEST N — RS BTHRE.

(® Note
MSK BERHBTEERRAACL,, AAEHNEEETERERRABRERETHNERE
B, PEBER  CNEEERBEABERETHNARIE, WFFHEER , F2H
BT EIREBEERE AWS B,
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- SHEHAEHAER  SUNAEEEFEAANEEFETHRIEEXNERNIAERE. K
R, ERRMENAERE. MRAHNERBEAZA , NEEMIAEHEER.

- TERBHREET A LUNEERTERMBRABREENER. RECRAEBRE , EBEER
B RRE S P E BRI RN BT 5,
6. REFENEE,

MSK Replicator KAIFEE 30 D EF e IR , WEBRATHME., WRER MSK
Replicator 2E#i 4 FAILED (XX ¥) & , FSERHIMEL 227,

k& MSK Replicator

R MSK Replicator #EE2 . (FAILED #REE) , AREEE Al 855 E MR MSK Replicator, E3I MSK
Replicator # , X8 F 1R MSK Replicator R B EHE, S LAMBREA MSK
Replicator , Y2 #T# MSK Replicator, 1R I #HHY MSK Replicator REV MR EESS |, Al
FTHNEBRSRETNRERBER.

1. ERREEFEN AWS BigiF , B AWS BEEXEA , REBRBRA https : //https://
console.aws.amazon.com/msk/home?region=us-east-1#/home/ ¥ Amazon MSK # &,

2. EEEERYP , BEREER.
3. £ MSK Replicator JEEH |, BEUEEMBRAEEET , REZIRIEZMER.

EREE

EA L E B BEEEE A https://console.aws.amazon.com/cloudwatch/ K #R &8 Amazon MSK
Replicator £ X MM ERM ReplicationLatency, Messagelag, ReplicatorThroughput
BE, IBEERTE "AWS/Kafka" i & ZE i ReplicatorName T, ZEAUER
ReplicatorFailure, AuthError Hl ThrottleTime EZEUARERE,

MSK F 12 & 24+ ¥% {8 MSK Replicator #8/R — 1@ CloudWatch IEEWN T&E, REBEAETH/FES ,
BEEEERNER K ARENERZRSIER,

MSK Replicator $§1&
T HI$EZ IR MSK Replicator B R BET ELRIEE,

AutherRoR BT REF BB RN G 2 BRFIEER. B EE MSK Replicator ZEEHRHN & » EFE
8 PREREEEM ReplicationLatency B KR R REEMN F EEMKISE MessagesInPerSec, IR
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FMBABER
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EEE EE Description HWE By RiatE RIRE
il BEEE BREe
BE mEtE
#

Rl , B8R

METRGEE

ENAEEAHE

BEE, PET®

, Messagelag

SRREMm, &

RTAERRER

RRRE LA

BE®E A6 &l
—EEREER
B A EIAEH

BA0, RTE
BiREBLERIF
BE.
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EEE EE Description HWE By RiatE RIRE
i) BiEH BREe
BE mEtE
#
MeE Replicato ERRBYVE Replicatc BytesPer Replicatc &
rBytesinPerSec  EHFEH T rName econd rName
#HB,. MSK
Replicator ¥
HEREE MSK

Replicator W%
WArEER , &
HEEERE
BERENE
£, & MSK
Replicator &fi&
WER (EE
BB RERR
ERMEREEER
EAHRERE ) |, XA
L ERESR
[E HR B #9AE
EXE, R
BB RERR
ER TFEH]
FEEBBERE,
Al Replicato
rBytesInP
erSec
Replicato
rThroughp
ut EERER
ME , BHA&A MSK
ERRTEENE
EREH,
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FMBABER

EEE EE

7

e Replicato
rThroughput

=K AuthError

Description

BRFHEHEEN
LB E,
R EAEERE
# Replicato
rThroughput
Tk, R

& KafkaClus
terPingSu
ccessCount #l
AuthError 1§ |
DRERSET
DEFEEEA ,
REREEERE
BUBRREEY
REARA.

BREPRFBXR
B EREE,
mRIEER
B0, &a it
BEERNRE
HITABBKRRE
BEM , XEE
REHBERTE
ER/FF, RIE
clusterAlias #
E , A LARR A
REREEEE
ERBE &SR
FEER,

HERE B

Replicatc BytesPel
rName econd

Replicatc BytesPel
rName, econd
FE

Replicatc 52
rName,
sterAlias

Rats
e EE
BE

2 &2

o Bl

T2
FF

Rats
watE
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#aA

#aA
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FMBABER

EEE BE

it

=K ThrottleTime
=K ReplicatorFailure

Description

EEREEXR
R (EW). &%
TE BR 7t LA 3B %,

MSK Replicato
rERETES
file MREIER

£ 0, M replicati

onLatency &

= , A replicato

rThroughput %&F
EFEH , BIfR
TRE aTE EAR
B, mRE
BAR O, &7
LAAE FE 1th 5 22 PR

o

BERB/RENK
BUREL

HERE B

Replicatc Z#
rName,
sterAlias
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rName
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EEE EE Description HWE By RiatE RIRE
it BiEH BREe
BE mEtE
&
=k KafkaClus EHESRHE Replicatc 5T A
terPingSu kafka &5 2 & rName,
ccessCount FREVEMEARRE, sterAlias
MREER1,
RTEREE
MERF, MR
WEAOHRE
REEERER

., MEKEA
0, M E Kafka
BEENERDS
IAM FF AT E% o
1R#% ClusterAlias
HEE | BT LR
BltIEEE AR
REEREZER
BEEE,

EAEERIESEREA Kafka RREAENEMLE

B LAE A MSK Replicator REREXB-TEHEB-1BBHEEHRE |, LIRS Apache Kafka ERRERXE
AWS BiIEEY, EXEB-TEHRBED , ME MSK 2EHTHIRHBRNEA, EXBH-HBHNHRTE
B, —RRE—EMSK BETHREHERER , ME —EREERFmRE,

BEZ[EE Apache Kafka ERAREWEEEE

BHBMAELARAENEEEENAE , BFRFE T, MSK Replicator EV 8B —XEHR | E
THEERFHEETHAESRE, EAYRIIRE AWS BEE , ZNRAE RS S REEMERE
HE#, MSK Replicator B EREBREXELNIAERE , UBIEEFHNEE, FEBECR
HRAETRERRENRBRAEEREN , EMERERRE,

ERAERRESEME 408
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AEENNAZEELARTBRELENER, BN MSK Replicator B AFRLZ HXERER , HILE
ETEAWS BEERABIHER K BERETEENFEEREREREE, S ERERIDE , JH
ETAERIREZERINER KN ER,

TH-THAEITH-BHBABEAKRLEE

TH-FTHABEAERABOIETNERRE K METRRREARAEZE AWS BERERKER, E
—ERFFHEEZER K ERI5S—EARSTEENERAEXSREREERN,

FH-HBARETEAR—RARE—EAWS EFHFHTHNEAER K ELFTEHERERIEFE
EZMEHE, TH-HDARELETH-FHAXREFTEESHERRE  RALLAERERIME
EEXE-HBARE , SRENEEENDNAE  THREREBBRIRERRER,

ERAERNTERSABEY T B-HF Kafka BERTE

HREB-HHRE , RAEBEEMETEN AWS BRFREBLHEEE, MSK ZEENIAER
E (ERAMEENRAEREEERE ). EENE  ME MSK ZEEEFHENERNNEARE , UBRKRT
FENERER., LFEERI MSK Replicator , AFBERETBZRERENERIGHES, BHFER
ELEEERERBAMEER AWS BEFEE LHEME,

HRED-HBHRE , FEAARNEIERRER (EXRAPREHENEIERR) BAFTNER
2, LA ERNRTIERHTH MSK BEEERIXRERFTNES. RMAEBCEWEREESPIRE
—HEBNEEENHEE AWS |, BELEENEEEMEAHSIEFZHEEIECESTHES.
EABLREBEESF  RACTERLES|IEFH, RTRAEES AR5 TR , R
BEMEREETHEERZERMARNEESERHE D,

WMRIER MSK Replicator FFMEENETEREER (EXRATREMARNEERRE), vEeERE
REBERREEERERBNER,

BRCABERE FWASFRREREFRRENSTT, SFEEREEERRREN S EAN ACLs
B 2 00 B 45 B R B RAF EUR 4155 A0 I8 | MSK Replicator & HES &S, B0 tRE S

REBERERE AWS EF

BEIE AWS £ Amazon CloudWatch B2 R EEIGHNEBIEE, £FE AWS EEFHRESEH
HiR  EEILETAE D RARIE I, MBIEEFEE N , BEA AWS RS EEREERIRRBREETE
AWS EFFWREEH, NREEH , BULUBREBEEIRE AWS EfH,
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PATFTEIREBERRNE AWS EiF

BRLBTENARERE | UHHEE AWS BEHREARFE MSK BERNFAMEHAEERAER
RV, STEINAERETEREHERIEX,

MREEANRERNEERBERARL

I]I‘H

BIETIIZE

1. BRERERREENFIEEEENRAE.

2. EINFH MSK Replicator , AFERMEBRNETEZRBES (EXXAPFREHEANEEERR ) , BE
BRABEEGHH MSK ZEEEBTINFTEEFHHIN MSK BEE, NREEKEBAXREERSNER
BEONXEEE , WMEEENASBSHEREATENEETERES , REBLIEAE,

3. REEEIIXEAWS EFFERBEENEEENHEE,

NREEANRFZETERBIER  FRETIIRETRERE !

1. BRAERERRESENAELEEENDASE,

2. EMHH MSK Replicator , ff REEIFHHPH MSK BEEKERNEEETERFPH MSK BE, W
REEREEANERENENEELOIERESE , UEAEENEHREREREREETERSE , &
FEREBRE,

3. EREAWS EBNEERELRBEESE,
4. RBERAEXHARIEFERME MR TIEF—ERS|IEBRFNHSRETRE

No message ordering

MREHEABRATZEASHF , FERETHE (flHEE) NERTEE (HiW
<sourceKafkaClusterAlias>.topic) BEHXRE AWS B+ , FRAERAFTEEF
(Bl ) MENEEE . *topic,

Message ordering

MRENEARKXFEASHRF , FEHBEERE (HlW
<sourceKafkaClusterAlias>.topic) LWEEFE , MIERMERE (HIW , topic) B
BA#E,

5, SREBEMSKESLERTENMANAEZREEMAEN K NAEEES 0, BRENCH
HEHWR 0. AR, FLERRSLERITENIAE. i , CHARKE MSK 258 RZE
& MSK BRI B,

6. RENEZE MSK BE EAKEERE (U0 topic) WELAE,

TN RERE 410
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HITERABREBEERE AWS B

EFXEAWS EEFEFRR MSK BN ERESEH , AEEETREREEMNEQEZEEF B HE MSK
BENXERER , BUUATENETEBE. E MSK Replicator LIIERFZ HHXEBERIE , BAR
ERENREEHNIERER, BUAER PRVERERERASIEE???,

MREFEANRERNTEZBETHE (EXBATRBHERNEIESR ) , BB TISBH

17 -

1. EFERESEIEERFIRE MSK EENMELEEZENTRAE. ANBZESHHNZIE |, iRE
ATEE T &R,

2. HMBEREXEAWS EEFBEEMSKBENEEENEEE , UEHAEBLE., AR MSK
Replicator th 2@ EHEER , TIFFEB ACLs MIBAEH#HANE  FLENEEENEAEKIE
Bt ERERE RN S RERE,

MREERANRPREFIXEERBER , FRRTITRETRERE
1. ERERERZEIEZEERGHRE MSK BEENAMAEEENNASE, HRZAEITHRIE , LIRE
ARETNE R,

2. REBEREXREAWS EFFEEMSK BEENEEETEEE , LERAEBE, AR MSK
Replicator t 2R EHEER , TEEB ACLs B AEFEMNE , R ENEEENERAESIE
R EREBE ABEN T RERE,

3. REEAEXNASIEFERME , KR TIEF—EARIEBFHSRETRF,

No message ordering

MRENWEABRRXNTEENLEHRF , BEEEZEAWS BEFFEAEAFTEE T (Hlw
topic) fEAKE (flan ) MEBEEXE ( HlIN <sourceKafkaClusterAlias>.topic) FEH
HIHEE . *topicBith.

Message ordering
1. FBEHEBEEESE (HIW <sourceKafkaClusterAlias>.topic) LNEEEXRE , MIkEAR
BEEE (Bl | topic) RBNERA &,

2. EREBRMSKEE LERTENMANAEZREEMAEEN , RBLES 0, BEEN
RBHEHRA 0, AR FLERESE TERITENNAE, K , ERAERIE MSK #
£E BT BE MSK EEMNFTERC#%.

3. BB MSK & LA ERE (Bl topic) WELAE,

HITENRGERE 411
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4, —BRESBHEFERFHPER , FEIFM MSK Replicator , BERMRERIGHH MSK #5
ERINFEREFH MSK BE , WHEERMHRUEREARE. IREEREZARZEEHN
EREEOFERE , MEERESHEREZFEMNEEZIEES , REENRE, MRERKE
ERMARUEREARE  IEFEEREHNREEHPEEEIREERFEPEENTAERBT
SEREFERFHHESE,

HITREBEEEE AWS B
BANER AWS BEFHRBEHR RS  SHBEEIEES,
WREERNRBRANEESBERAL  BUE TSR

1. B HH MSK Replicator , BHREZEEMARE , MEEREMAEE , BERUERERR
BNHENZEERES (EXRAFREERNEESRR),

EXRARERAEBRENTERSRBAREEENMIBEENNERF.

2. £ Messagelag Amazon CloudWatch FESRFE B LMVIEE , BEEER 0 , EXRTMEESR
ERREEREXE,

3. ERMAENE K FLEREXRBZERENFAELEES  URDEREZBEEENEESE.

4. FHEREXRERENHEENA Max0ffsetLag 6150 , UERHEMEEREMEER. F2H
ERHBEELE,

5. REMAEMNE  FLXEZERSTHIRAE , TRBERETEEENIAEUATRBEDE.
6. MBREEREHNRAEREERETERENFE BALRPEINERSR,

7. BREBENEBDSERRTITHEERNINEHE , 7 Amazon CloudWatch FHREES
"TRUNNING . #fReplicatorThroughputigiZo,

B

\

AR BERBUNNERS  HERVEASZFEAROER , ceRGEIAEZERETERNM
BER. RBRENERNRERE , FNTEVEEEREREEENER. #R MSK Replicator
SHDHEELAL  BENMEXTREEETMEERANENEENERER., SUUER &
MEBSHRRENER#EBReplicatorBytesInPerSec, &2/ MSK Replicator 512,

NREFEANRZEETERBER  FERTIILER

REERXEZEEGHANEEESITEEBFHHANEECE L , B Amazon CloudWatch AREY
Messagelag FE81#EF 0 2% , BT EZBBARELES R, HENAEREFSEIETMERHE
%o
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1. BEREREXRZEREP MSK EENAELEEENIAE,

2. HREH-HBAAEK  MREXBZEATFEERENERITERINERSR. ETFEEMEKRE
B-EHAAENERSR

3. RBEREFEEREH MSK BENLEEE.
4. RBEAERXHARIBEFERME KR TIESD —ERSIFERFHSRETRE

No message ordering

MREECHERARIXTEEASHF  FEXTEAWS BEHFERERAFZTEE T (flW
topic) fEAKE (flan ) MEBEEE ( HlI <sourceKafkaClusterAlias>.topic) FEE
HEHEE . *topichth. AMERE (Bl : topic) LHWEUAEKRAEREC I AEIAN
BEE—EARBRE, NREFEBREZHEEMAREENESR , IEVREZER, MR
SITEINAERE | BRI A LLERE,

Message ordering

1. BEHEEERED (I <sourceKafkaClusterAlias>.topic) LHEBEE , MIER
BERE (Bl | topic) REBERAE,

2. FRFEEHPEEIERTENAMENAETKEEMAER K RRIESR 0, BREN
ALRBENRA 0, AR FLEFTERGFEE LERTENDAE, Ik  FHEBERE
REESPEENMACHECETERFFEA.

3. MBEEESPEE LAMERE (HIM topic) WELAE.

5. BRRTE BEIXE BEENREERSHER RUNNING REE | WA
ReplicatorThroughput®l ZEE S E T8 B E e,

{# | MSK Replicator 23 F E- T E)FRE

MRERERZYTH-FERE , HPME MSK BEMEBHREABRABEA , RMEBRLEAEEF
BEXEERBEEMN MSK Replicator ( EEEEPKFENEEEEELR), T8 , EFELEHZEN
AEUERESNEE,

KRTHILER , HRIF MSK #B5E A HERE MSK #£5 B < HAREEB-EBAHE,

1. B3 MSK Replicator , #% MSK & A EAXRIR , MSK BE B fEABE,
2. FRINEI L3R MSK Replicator 2% , FEVUBEBEARE , BEUBE A ERBENERSR.
S EUMMBAEE K MELEETEARSERBEACREAEEHEEEPEENAHEE (Hiw

"topic")o
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4. BEUMERAE K SEANAECEAEATTIIE (0 " *topicy ) REEEVAEMEE AWS EBEHH
MSK BEEIE R, B& , CNRAEKBBREAEEE (FIW , topic) PEREREHAKE
EHER | URHRHEMESEEFE <sourceKafkaClusterAlias>.topic WEEFEBENE
B, EMENMAEEEETENEAEEE ID , LUMERE MSK Replicator AU & B EERDE —@
KN, FTEEENAE#HARS.

MBRERERGEHNREAFIR K MIARFEIBELBES EXBATFETEZBNEH) ,
FALEAERENEIESRBER (EXEATREHEENEIESRE) B MSK 8825, UEY
FE-FEBRE. TR, FEABEAESRITEANENRENERNERER., ERRASHE
EERNEZREMSH —BRERNE , —AAREE , 53— XARMLERERE, SAUER
ReplicatorBytesInPerSeclEREMBEEEREENEREE, F2H ERER. HEFES
EEZTHEZEENER , LUK MSK Replicator EFiZHER , UL EREREERBNMEREE,

(® Note

MREEAERNEIEEREE (EXEATREERNEIESRR) REEETH-TEHHE , F
ERBRFEFRESED IO, BUHRBRENELEE, WEFHEEBRLEERN
EEERRREE, ZNWHAELEREAENREEEENAR  BEFHETH. F20 EES
[E13 Apache Kafka FERREHZEEIE,

%II

1 MSK Replicator #£— 1B Amazon MSK BE BB F 5 —EH &£

GBAILUERAMENTEEBEEHETEESER LN HBELERAREEENTLE K mAEY TR
EREE, ERRA MSK Replicator at-least-once 8 E , ETRESEMOEER TEREENAL,
MRBHHEEFSUER , FERT ISR,

1. BUERES  RERREESERIFES  URERINRABVEREARE , YEMAMEENE
BEHER (EXEaTREMARNEERRE).

2. ENBE LR EREBMRENG T, BTFFERETEBRREN "EE,) BWACLs , AR
MSK Replicator &€ B 81 & T M.

£ MessagelLag Amazon CloudWatch FEEIRIERE , BRER| 0, RTAMEERHERE,
BEEMEERZH®  BELEEEKENBAEBESL,
EfREELEEENERINEELREBEM.

ERRESSANENEEEaxOffsetLagER , EXICEK 0, EXRTHRRAEERNIEE
",

o o koW
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7. FLEEREEESNIASE,
8. B EMAELEZIIHBRL B EM,

# B EEE MirrorMaker2 % ZE MSK Replicator

# E £ MirrorMaker (MM2) % Z MSK Replicator , EEE T 5L ER

1. FIEEARIR Amazon MSK #ENLEEE,

2. ARFMM2 ERERFEETELNAEAR. BAIUERRIR MSK £25 £ MM2 BRAENVEAELE
B, DHETF R ERMIRER.

3. BN ER , WHHRNEREARHN , WAEERBERRES IDENTICAL ( AP
BEEREER).

4. — B Replicator B RUNNING k5 , BRI UBRARBEARGREENLEESE,

MSK Replicator #FE 2 B

T I E A A 15 B 42 &+ ¥F MSK Replicator A8 4 FIBIEE TR BB, WMFEHM Amazon MSK Ih
BEMY EIREMR R E Y Amazon MSK BEETHIERZE , F2E . B EWEBEREE AWS

re:Post,

MSK Replicator #AREE# CREATING (i) £% FAILED (k&)

LLF 2 MSK Replicator B3 k¥ —LEBER,
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EROITESIERERENUERN, MREHNNAEFAERREE LLEE  HRARE , &

TRREFINEFLELNAEHENTIERS, ERTAHEBEZEREER  BHNIAER
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BEERENMEZEMSKEE TN TEHERRTER, 7EBIRBZAHEFENE. WEERER
BEoEHENES| , 5528 FH MSK Replicator WER{EE#. TRER MSK Replicator EUSFFE
WEXEEBND EHE TR,
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HxE (MB/s) ENTEHE TR
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Replicator #iix &,
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- FEBRKEEER
- ROERHLRK/NREIE

IR ReplicatorFailure IEFEMEIFEME , FHRB T ITRE B EETREHHE,

@ Note
MENIEZENFEMERR , 552/ MSK Replicator 1512,

1. REWEHRZBEE MSK #£5EHEH Apache Kaftka CLI TERENA K, NEREAFHM
Kafka CLI TEMNE , T2/ EHEE Amazon MSK MEEE,

2. BARX Amazon MSK £ & , #1tA https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/,

A&, BT TIIEE -
a. HUf8 MSK Replicator 1 E & MSK #£%£ARNSs,
b. ESEE MSK Z#EHNREENHE. BEETINITRPERAELIRE,
3. HITTHmHRELEE L —@AFRPEISH MSK Replicator ARN I ERE i .

BEME T SIS B R ERM <ReplicatorARN>, <BootstrapServerString> #
<ConsumerConfigFile> MENEERNRAHERE.

export TARGET_CLUSTER_SERVER_STRING=<BootstrapServerString>

export REPLICATOR_ARN=<ReplicatorARN>

export CONSUMER_CONFIG_FILE=<ConsumerConfigFile>
4. TEBEY <path-to-your-kafka-installation>/binB &% , 1T FHIEE :
a. METHIESEL®EA query-replicator-failure-message.sh,

#!/bin/bash

# Script: Query MSK Replicator Failure Message
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# Description: This script queries exceptions from AWS MSK Replicator status
topics

# It takes a replicator ARN and bootstrap server as input and searches for
replicator exceptions

# in the replicator's status topic, formatting and displaying them in a
readable manner

#

# Required Arguments:

# --replicator-arn: The ARN of the AWS MSK Replicator

# --bootstrap-server: The Kafka bootstrap server to connect to

# --consumer.config: Consumer config properties file

# Usage Example:

# ./query-replicator-failure-message.sh ./query-replicator-failure-message.sh

--replicator-arn <replicator-arn> --bootstrap-server <bootstrap-server> --
consumer.config <consumer.config>

print_usage() {

echo "USAGE: $0 ./query-replicator-failure-message.sh --replicator-arn
<replicator-arn> --bootstrap-server <bootstrap-server> --consumer.config
<consumer.config>"

echo "--replicator-arn <String: MSK Replicator ARN> REQUIRED: The ARN of
AWS MSK Replicator."
echo "--bootstrap-server <String: server to connect to> REQUIRED: The Kafka

server to connect to."

echo "--consumer.config <String: config file> REQUIRED: Consumer
config properties file."

exit 1

# Initialize variables
replicator_arn=""
bootstrap_server=""
consumer_config=""

# Parse arguments
while [[ $# -gt 0 ]1]1; do
case "$1" in
--replicator-azrn)
if [ -z "$2" ]; then
echo "Error: --replicator-arn requires an argument."
print_usage
fi
replicator_arn="$2"; shift 2 ;;
--bootstrap-server)
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if [ -z "$2" ]; then
echo "Error: --bootstrap-server requires an argument."
print_usage
fi
bootstrap_server="$2"; shift 2 ;;
--consumer.config)
if [ -z "$2" ]; then
echo "Error: --consumer.config requires an argument."
print_usage
fi
consumer_config="$2"; shift 2 ;;
*) echo "Unknown option: $1"; print_usage ;;
esac
done

# Check for required arguments

if [ -z "$replicator_arn" ] || [ -z "$bootstrap_server" ] || [ -z
"$consumer_config" ]; then
echo "Error: --replicator-arn, --bootstrap-server, and --consumer.config are
required."”
print_usage

fi

# Extract replicator name and suffix from ARN
replicator_arn_suffix=$(echo "$replicator_arn" | awk -F'/' '{print $NF}')
replicator_name=$(echo "$replicator_arn" | awk -F'/' '{print $(NF-1)3}"')
echo "Replicator name: $replicator_name"

# List topics and find the status topic

topics=$(./kafka-topics.sh --command-config client.properties --list --
bootstrap-server "$bootstrap_server")
status_topic_name="__amazon_msk_replicator_status_${replicator_name}_
${replicator_arn_suffix}"

# Check if the status topic exists
if echo "$topics" | grep -Fq "$status_topic_name"; then
echo "Found replicator status topic: '$status_topic_name
./kafka-console-consumer.sh --bootstrap-server "$bootstrap_server" --
consumer.config "$consumer_config" --topic "$status_topic_name" --from-
beginning | stdbuf -oL grep "Exception" | stdbuf -oL sed -n 's/.*Exception:\(.*
\) Topic: \([~,1*\), Partition: \([~\]*\).*/ReplicatorException:\1 Topic: \2,
Partition: \3/p'
else
echo "No topic matching the pattern '$status_topic_name' found."
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fi

b. BITHIESEREM MSK Replicator KEFAE,

<path-to-your-kafka-installation>/bin/query-replicator-failure-message.sh --
replicator-arn $REPLICATOR_ARN --bootstrap-server $TARGET_CLUSTER_SERVER_STRING
--consumer.config $CONSUMER_CONFIG_FILE

WESESREFEERREFNARRAENZFENTIE EE, B0 LR FIARRE
ARAEAE | 10 PFHRE B HY MSK Replicator kIR EfERF R, HREEBEFRERS
WERE K BEARE—EARHEARRAE, UTREABASWESL,

ReplicatorException: The request included a message larger than the max message
size the server will accept. Topic: test, Partition: 1

& B MSK Replicator xR EfERAR
DT EERPEAREZIBIIH — L MSK Replicator 2 Bt , LA K Il 42 fR5E L 5k B,
AR KPR max.request.size

RE

MSK Replicator A& EFIFAEK/NER 10 MB MEEEBTERIE  RERELLAK, BIEHE
, MSK Replicator @88 B AX/NELBRA 10 MB HFAE,

]

BUTR R & MRS BB A

ReplicatorException: The message is 20635370 bytes when serialized which is larger
than 10485760, which is the value of the max.request.size configuration. Topic:
test, Partition: 1

R TT B

WO EEHNEBIRAB KRN, MREMEEEM  FREELE RBRESREH,
AE KD KR AR EZ R AFAB KD

R &A
EABRNEBBEERENASKND LRE , RIEREL KK,
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LT RIXBASEENED,

ReplicatorException: The request included a message larger than the max message size
the server will accept. Topic: test, Partition: 1

BRRTT R

BB EEERYEBEEEETENmax. . message.bytesiliE, REBEEE
Mmax.message.bytesiliE , MAFERANKRBREAEKR D, MERTIHIRENFHER

B max.message.bytes,

RFEBCEHEE

s
¢

RR
BENABRRABAAERBBCELBEEEENAFEER.

BT RIEXMASERNES,

ReplicatorException: Timestamp 1730137653724 of message with offset @ is out of
range. The timestamp should be within [1730137892239, 1731347492239] Topic: test,

Partition: 1

BRRTT R

E%ﬁﬁﬁ%ﬁﬂﬁmessage timestamp.before.max.ms#&E , LAFEERERFHEBENWA
B, MEHTHIRENFMENR , 552 [ https : //message.timestamp.before.max.ms.

ROERALIB K

R &

BAMNRMERAREMAXNNERREEE LATERENER K. MSK Replicator XEH K
BIRKRPNE 1 MB,

LT REXMASERNEH

ReplicatorException: The request included message batch larger than the configured
segment size on the server. Topic: test, Partition: 1

R B
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BB EMN segment.bytes #HEEE D KRAMBERI[/AVRLRX KN (1 MB) —8B KX |, T e#@EHITM A
BAER, FBBEREM segment.bytes EXR/HEL 1048576 (1 MB), MFEHITUIRIENFMAE
# , FES B segment.bytes.

® Note

IR ReplicatorFailure IEEETEABLEMR S REZBERLHIEEE , FEEHEDEER , B
FEERHEE,

£ MSK Replicator N R B
A ETEZE A Amazon MSK Replicator B % R =B MEBIER K,

£
- £ Kafka ELEEEE MSK Replicator X &

- REBEREHE

{# F Kafka ELEEE#E MSK Replicator #iix &

B MSK Replicator AJERRFRENIMAE , EEERFIRSEIRREE LWHMIAEZ TR
o RARBERNEERFEE LHENENRE  UREEENERBIZE, RMEZEARRMNE
BEEMEERNEE  YEHNELEENTERERERHIEE,

BRI EREMNBEEEE PR EESEM Kafka BiEE , L3241 MSK Replicator AILAMEAN B E.
ERCARKAERE., ARAEREASHY —EZEALARENAFK , EENUTERRE (E
RABVNEEY). HEAESREBEEEREREIMER.

AR T TREREE.

1. EHRRREN S| EMREEFH. FSE BUS Amazon MSK E £/ 5| ERERE,

2. #EHL MSK Replicator £ RIEFAITAE® (SER), EREAM CreateReplicator FHRM
SER, &t AR EE B EIH DescribeReplicator B EFZH SER,

3. KafkaCLI TR | ¢t RREEEHNIT T ITD,

./kafka-configs.sh --bootstrap-server <source-cluster-bootstrap-server> --alter --
add-config 'consumer_byte_
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rate=<quota_in_bytes_per_second>' --entity-type users --entity-name
arn:aws:sts::<customer-account-id>:assumed-role/<ser-role-name>/<customer-account-
id> --command-config <client-properties-for-iam-auth></programlisting>

4. FIT LR T% , B8 ReplicatorThroughput EEREBRBIBIERENEEE.

AR, MREEZE MSK Replicator 2B EEFEAR—ERBEHTAE , ACMHESZELEEN
BR#l, MREEEZHESEESSSNENLRE K FEAENNERERTAEC,

MEFEBA MSK IAM B9 BT R ERECANGFHER , 528 Multi-tenancy Apache Kafka

clusters in Amazon MSK with IAM access control and Kafka Quotas — Part 1,

/A Warning
R EMIKH consumer_byte_rate ATEEEE B MSK Replicator SAIEFAHAHY 77 B E,

RERSREHE
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BARETE , Kaftka Streams 2 I WEP Katka 8. & TEIVANEBERE , Kaftka Streams EEXwIS
segment.bytes #1588 | WASHEEE S 50 MB, MSK £ Express {SIEF2F MSK Serverless #fiZE a]
RERLTEHRE SREEEEEITIM segment.size, At , EEAREE L Kafka Streams FEF
BERXEEFEH MSK Express fRIEZ T MSK Serverless B AZFERE,
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T W& Mapplication.id-statefuloperator_name,

£
« f£ MSK Express X EBFER = MSK Serverless #3I Kafka Streams FETES

£ MSK Express {RIBFZRX 5} MSK Serverless 17 Kafka Streams fEFE
Eﬁ

WMREH Kafka Streams EAR XA Happlication.idiREA msk-streams-processing , &H]
LAfE A MSK Express RERE R 5 MSK Serverless 217 Kafka Streams FEAREN. BEEEM , BFE
Acount()BE¥F , RBEETEERBA WRIPEE., Bl msk-streams-processing-count-
store,

HEE Kafka Streams BARER , FHIT T8 .
&

- BAEE FIWH

- BEYREEE

- (BR) mEIEER

- mBIEEFHEH
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B E E F 3 dp
1. f£H Kafka Streams X4/ #y B iR AEE 2R 55 Bl EAR B R IR S

BiRRERE M — L E6|BE count., aggregates join,
2. BAEIEFHIETENRIESS,

THgEHBEFE MREcount () BIRE,

var stream =
paragraphStream
.groupByKey()
.count()
.toStream();

3. ZENMTIE , BASAARECEESRHTEERE, FBEREEREL K hE_RHETEANGREER T
Mo Bl , count() BREREMARE, At , ©FEE Materialized$E5l,

NEEREMRERETEERNNENR , FS[E Kafka Streams XHH &

THlEHlcount-storefff MaterializedERI#E count() BEEFHERBRES .

var stream =
paragraphStream
.groupByKey()
.count(Materialized.<String, Long, KeyValueStore<Bytes, byte[]>>as("count-
store") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))
.toStream();

BYAHEE

Kafka Streams FBapplication.idARBPEENERE , HP application.id—REAEERM.,
f5ltn application.id-internal_topic_name. AEBEER —#% Kafka & , LA LAEA Kafka
API 31 Apache Kafka £ PR ERAAINInClient RE Y E7E,

RIBEWERRG , B LUER Kafka Streams WTERBERMA BB , RBFTHE. BALE
cleanup.policyM HERELEAretention.ms,
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THEHEER AdmninClient API B X8 , 4§ application.idi&E4A msk-streams-
processing.

try (AdminClient client = AdminClient.create(configs.kafkaProps())) {
Collection<NewTopic> topics = new HashSet<>();
topics.add(new NewTopic("msk-streams-processing-count-store", 3, (short) 3));
client.createTopics(topics);

EEE LBV EHERE , B8 Kafka Streams FERAREX AT LAFE A msk-streams-processing-count-
storeEx @Bt Tcount ()1,

(BH) REXEEHE

B ERAERREARBERBRNAE  UREABETENERE, T @G REMAIHTHERR
EX,

final StreamsBuilder builder = new StreamsBuilder();
Topology topology = builder.build();
System.out.println(topology.describe());

T 58 R R LRSIy SRR A

Topology Description:
Topologies:
Sub-topology: 0
Source: KSTREAM-SOURCE-0000000000 (topics: [input_topic])
--> KSTREAM-AGGREGATE-0000000001
Processor: KSTREAM-AGGREGATE-0000000001 (stores: [count-store])
--> KTABLE-TOSTREAM-0000000002
<-- KSTREAM-SOURCE-0000000000
Processor: KTABLE-TOSTREAM-0000000002 (stores: [])
--> KSTREAM-SINK-0000000003
<-- KSTREAM-AGGREGATE-0000000001
Sink: KSTREAM-SINK-0000000003 (topic: output_topic)
<-- KTABLE-TOSTREAM-0000000002

MESBEINAFERAREERENE , 528 Kafka Streams XHHHY7E Kafka Streams DSL FE A2
AFHBEETL,
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mRIEE TAES
AERH - LR ERE TNEM,

groupByKey() Bir B 1EE F &4l

groupByKey() -> groupByKey(Grouped.as("kafka-stream-groupby"))

normal count() @ B IEE T &4l

normal count() -> .count(Materialized.<String, Long, KeyValueStore<Bytes,
byte[]>>as("kafka-streams-window") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))

BREL count() WanBRIEE FEHI

windowed count() -> .count(Materialized.<String, Long, WindowStore<Bytes,
byte[]>>as("kafka-streams-window") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))

BEM GRS B EE T EH ()

windowed suppressed() ->
Suppressed<Windowed> suppressed = Suppressed
.untilWindowCloses(Suppressed.BufferConfig.unbounded())
.withName("kafka-suppressed");
.suppress(suppressed)

BN m B AR EE

Amazon MSK (Managed Streaming for Apache Kafka) X # Amazon Managed Service for Apache

Flink 228 , LAf£H Amazon Bedrock EA B ERHR , BLEEFURBEHFHup-to- dateW@ﬁ*ﬂE’JEﬂﬂ%

Al FEAEN, MSF EEfS{L T4 Amazon MSK B REEBHNHRMERESIERR Al KENER , &
TRERIEABRESHRENSER, NEENEMARESEE,

BRI LARRE MSF EE[E , LAF A Bedrock WAREEFEBEELEMERER , AETE OpenSearch Service
R AH Amazon MSK ER B REBII AHMNERS|, B BEEGENRE R AR EE Bedrock ThEER KM K
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RESHEFES K ELXEMup-to-dateEfE , MEFREFITERNHR. S LEECAREBEBERER
X E LangChain HERERFZMAELE , RASER/BERHORE , U EERERNS RER
Ao EESERE MSK, FRZR#HIERA OpenSearch I EEHEZ BN EREZEASNEE , BLEIR
BEEAEAERX K MTAEREEERESL,

B E8REREETTE T 5 AWS BEIFEA :

s HEEEILEB - us-east-1
o BXBEM - us-east-2

- B - us-west-2

« @ H - ap-south-1

« B ® - ap-northeast-2

« FINK - ap-southeast-1
« Sydney - ap-southeast-2
« I - ap-northeast-1

« INEXHEB - ca-central-1
- AW =48 - eu-central-1

- ZW® - eu-west-1

« A3 - eu-west-2

- B -eu-west-3

- R - sa-east-1

ES]

o FCERAN AT

- RUARNESEEANIRER BIAESER
- HEEREHOEMEHR

AC S A1 A BRI
SR AER CloudWatch B SRR BN [ B i EE B9 A8 B S6A0E 1

Al AR — & MSF FEATEXF Amazon Bedrock BYFrE 5280 n] LLES 12 I8 B9 FE A 2 = F Bedrock 18
Z,
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EMEENANEETERELE AR WEE, ELEZRER CloudWatch 1 EmbeddingGeneration ##4E#&
B —

- BedrockTitanEmbeddingTokenCount : E532¥f Bedrock WE —FERPFEENFHEE.

- BedrockEmbeddingGenerationLatencyMs : ¥z Bedrock EiEMEW EIEFMENEE , UEE
HEVRELERR.

¥ OpenSearch Service , BRI LAFER T HIEE -

- OpenSearch Serverless £S5 E51Z : 528 (Amazon OpenSearch Service BiE A SIER) THE
A Amazon CloudWatch B5#%2 OpenSearch Serverless Amazon CloudWatch, OpenSearch

« OpenSearch fiEE1E : 552 (Amazon OpenSearch Service % A E3Er) FHERH Amazon
CloudWatch E532 OpenSearch #5154 Amazon CloudWatch, OpenSearch

R BN B [ E AR EEE 2 BT RV E E B 1H
Managed Service for Apache Flink ERAREXEX B A R RPN IELEHLXFH JSON EH,
TEMERAREER

- EWABRAEERLXTER , EARBEANFTALE. OEEREZERAEXFHNEENAR.

- EWAERA JSON B , EAEXAREE JSON WHEARENEE -—HZESH/ , AR
WEREF. WREZERE|E , FAERIEHNERAKEENY , WENEENEFHERRKS. HEER
ER e RAEASNELEN AR

REELE | EARNXE Bedrock BREMNATE X FRIER,

EOEEREEREFRE . EAERXSEAZTFIRFPIRER OpenSearch 5 ( RN EMR
) BAREARERNENM., /A Opensearch Serverless B [ EXR5I , B A FEHA R EH
L& %8 embedded_data.

E2 MSF EEEM , BEZEEEMRME , LHTRARDERREEHEBNERR,

B MSF EEE Ll , —BEY MSF EARER , 4 AFERAEE A CLI £ AWS IREFEFMKE,
AWS T2 5B E) MSF FERRERN., B4 AW StartApplication APl ( 3EB CLI RE#EA ) FHEE
EREZX#IT,

ERNBIRFEE  RARKXTAHEETRE AWS IRFHHB A S RN EE itz EBBER.
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HERRERNENEHS

AEBERAMAHBERRENDELER.

HEEREROENER
1. FRETIERS ERRE

- BEE-—EHZEFTENHEREMRES MSKEE , EhE3SEE,
2. Bedrock 327E : FHUFTER Bedrock 8!, HBIXER Bedrock 8 A -

« Amazon Titan Embeddings G1 - Text
 Amazon Titan XA A V2
* Amazon Titan Multimodal Embeddings G1
» Cohere Embed %X
 Cohere Embed 255
3. AWS OpenSearch £4 :

- FALAFEAAEDEMFIREF OpenSearch Service £5
 OpenSearch Service Ea X AEZELH—ERSEl,

- MRIEFTEF R OpenSearch Serverless &8 |, BRMEVRERSES, NMENFARERE
RE|NFHES , FSRABRETEENEFHENSRGEH. EEE—F THROENL K F2E
Amazon OpenSearch Service H ]2 &R EIhEER A,

(® Note
BumERs|kK , BXEFHADEMVATE embedded_data,

« WMREEE|EMH OpenSearch HEES EU;EH‘-"}@E.E_LE’J MSF EREXA® (2
& Opensearch FEUBER ) UEXEFEHEH DB E OpenSearch £&, I |, HERR
OpenSearch R FEUBERERESA " AR5 E‘M’E E%Eﬁﬁﬁ?%&lﬁﬂi?”“%ﬂﬁ’ﬂ&%glﬁﬁo

o WE , BULBA OpenSearch BRIV FEERBRER, BSERMABMEEFEIUES],
4. {ERAAFF aws : CreateStack FAINABE A,
5. HI{E MSF E#EABERR , ARENELLREARN,
6.
7.

ERERTEREREEBEAEANSZF , BEERER.
HEB TN IEERTEINEE Al EFRAEXEER.
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8. RMFIEMMERE, B2 BV EHMERE,
9. EHEEBEELIEE CloudFormation &,
10. CloudFormation SPBxEK % , BEIECEEMN Fliink EARER, RERAESNSTHE M,

1. BULERSEMEADTHEBUIECNEAREN, NBREELBENFHENR , F2RUT

SR RS,

(® Note
EEE
mREFERAM R OpenSearch i |, B A S BABHFEIZES,
MEENHREEZRIEBN |, 5848 https://F ¥ ZE OpenSearch M VPC inEh
URL , AEE T sink.os.endpoint LAfEE ki B
MREBHHEBERLNEESE , BHRALEN MSF EAREX JUFEEEERMANK, mFE
B |, 5528 >>>>>> express-brokers-publication-merge type="documentation"
url="managed-flink/latest/java/vpc-internet.html" >VPC ;E## Managed Service for

Apache Flink & FA 2 X B 48 B 48 2% F0 AR 75 77 B o

12. —BEREFMEERE , FHER Run, BABRXKEKBRHIT.

13. MSK EEHHEBEAS.

14. BEZE Opensearch 5% , A% #l1E OpenSearch &&RR-

15. ERERRL , EREAREFHNRE, LEXEFIREN X REOERTR,
16. B2REEANEEESES , THRNAEAERERSIPHEE,

BN EHEMHERE
AETERPAEEENE A EAEEBNEER K ESENEYHEMAER,
Application name (FEARERE )

MSF A BRERL , AENEREXRAEEMERE,
MSK &&

RTHUXNBFEFENECEREHBEILN MSK BEE,
ES- |

B RENRTN TEEE (S).
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WASRRERERE

MREERFRMARMBIE MSK BR , FREFSH,

R MSK 7R HE AR JSON | 551212 JSON, FERHRHY JSON €88+ | E A A JSON F1Y
WuEHE , HEZEEIXT Bedrock LEE A #H,

Bedrock AIHRIE R
RBEHRE—E, FRCLESFMEEHNERFZEE K TRMERES LY, 5
Br¥f Amazon Bedrock E #1857 EUE,

OpenSearch #&

i
\)ﬂ
em

BT B

RTUXNBEEPENLEYNES.
OpenSearch ME&%5| &

BREE LRPRPEINEERS
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Amazon MSK Bt %8

1) AWS tRF BEH Amazon MSK MTERRELEE. MRIEZERY , SRISERFERAEEN FHRE
HASER AWS IRFE,

&

- #RIEH Amazon MSK i %8

« Amazon MSK Standard X E =3\ Bl 58

« Amazon MSK Express RIBE R B

» MSK Replicator Bt ¥

+ MSK Serverless Ei %8

« MSK Connect Bt 58

FERIES Amazon MSK B &E

A LAfE A Service Quotas £ A AWS CLIZERAI , FRIESSHEESMWERE. MR Service
Quotas AR EEFAFARE L , 556 H AWS Support Center Console 237 iR i 2818 %R
i, https://console.aws.amazon.com/support/home#/

XEALZE, ERRBIBEENEFEEMFER. HMNEEFASIRT , TREELERNEEST
24

£/ Service Quotas X AFERIES

1. BARK Service Quotas 2 A , #itA https://console.aws.amazon.com/servicequotas/o
2. REBY (YAZEEED) B , ER—EREHE.

3. EERSEBE®KP , EEFEAWS kK.
4

ESHRBRESRF , @A msk , AA%REE Amazon Managed Streaming for Apache Kafka
(MSK)o

ERBELES , BELEFREMNVERERE, HI20 Number of brokers per account,
BEEIRFBRFRE M,

SEEINEREE  MAFTNEEE,

BEFR,

©® N o o
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9. (ER) FEEFRATRACMSEEIFZECHRNGFER , FEFLASEERPHNER
. BRBENFER , FEEFRREBUFRMBRE R, FRONBEMRER Pending (F5E). RE
BELFRNEFER , 88 Support PEEIRGIRSR. BERFIRRE  AFERBABRRERE,

MFFHMER , SEWNAER AWS CLI ¢ SDKsFER RS E#E , 552 E (Service Quotas fEAE
M) PHBERESEHE.

Amazon MSK Standard X2\ B 58

THRR\BFEREEXNEE,

HEE [i:C] s
BERFHNHNESE 90 EEFERESHELE , Farx
Service Quotas & &,
BEEENREEBE 30 &R~ ZooKeeper HIEE 60 ZHEFRESWEEE , Fad
R KRaft B & Service Quotas ¥ A,

BEAREBEEXNR/NMEEEZHE 1 GiB
BEAREBEEXNRAHFEEZH 16384 GiB

FEREEIMNHZ K TCPEHE 3000 EERGURE , B
21 (IAM ZEUE ) F Kafka AlterConfig API

listener.name.clie
nt_iam.max.connect
ions = kafka-con
figs.sh TERFE =5
listener.name.clie
nt_iam_public.max.
connections fHREEM,
EBLEER , BE—BHER
= A REEEMEEERA,

SEREBERXNZA TCPEHR S¥ 1008 (M5 M M7g #iT EFEREIAREZRNER 6 &
EE (IAM) B, ) S¥4E 3 HIT AEAFWERE reconnect
R/ )
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HEE [ frmat

.backoff.ms #HEEZS
B, flun, MREHFEAF
miE 1 WEREHER , F8
reconnect.backoff.

ms RRXEH 1000, T
& , 382 [ Apache Kafka
XA #9 reconnect.backoff.

EO
BERERENXNZA TCPER NA MSK T & HI#1TIE IAM By
2 ( 3E IAM) HAEMRRE, BEER

CPU MR AERFHMIE
B, UEKRETERAERE
ZMRABEEH,

=@ IRFAVARR 100 BEFRESHESE , 78

Service Quotas =% &,

EEFEH MSK #E WAL
Apache Kafka MR7Zs , 58 &R
BERERINS EHERE
B FREAREEX) . SAE
Eﬁfﬁz‘tﬂ’]“iﬂﬁﬁi H it

R Y BR 1l
BERF M HEREIEET 50
Amazon MSK Express R EE = AL 58
TR Express RKEEXWE .
HE [T} fimsE
BERFNPNESE 90 EERRESHEE , Fald

Service Quotas &,
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FMBABER

HEE
BEESEHAERAHE

RAMEFZER

BERCEEXNRAK TCP ER
B (IAM ZHUZH )

BERKEEXNZAK TCP ELR
ER (IAM)

[

30 &R ZooKeeper B # £ 60
=~ KRaft IE &

ERH

3000

¥ 100 R

{5

HEFRESHESE , FEE

Service Quotas £ A,

EERSERRS , BE

F Kafka AlterConfig API =%
kafka-configs.sh TEFHET 5
Heh—{EEREM

« listener.name.clie
nt_iam.max.connect
ions

 listener.name.clie
nt_iam_public.max.
connections

HELBUREASETRS
BYREELER,

EERBAMERNER 6 &
Al E A FIRERE reconnect
.backoff.ms #HKEZ

B, i, MREFELEAF
WIE 1 WRERER , B
reconnect.backoff.

ms FREH 1000, HEFFA
& , 72 [ Apache Kafka
X #HHH reconnect.backoff.
mse
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HERE [ fiiat
BERNEEXNHEATCP EHR NA MSK T & Hl#1T3E IAM B
& (3 IAM) HERRS, T8 , BEX

ERHMER , Hl0 CPU &K
RRAE K URKRETEREA

ERBZMEEEEH,
FE R RBERER 100 EEFRESHWESRE , Fo

£ Service Quotas £ A,
EEFH MSK #EMERES
Apache Kafka A | 58 5cHE
REERERAN Y EBEXR
iR FEFAEEEX) 53
Express REEXN 2 ZIEE
2 PRI R,

FERF RERIERT 50

BEAEEANZABAR ¥ : 15.6 - 500.0 MBps RIBAITEEE KD,

BECEEANZAHH 3% : 31.2-1000.0 MBps RIBAITEEE KD,
ES- |

o AR I A/ RYBRIE A IR 72 X a1 15 B 5 B PR
- REREEASZEEHE

HMAERAXNPNRERERAGIEEREGRF

TRIMEZZVNRZABEERGRG , EFFPNRENPNEANGLEE, FHERKRD 22N
BEEEUFENERT , ERENERAEXTEEIEMMERENRE. NREEE—HEELRE
HBELRS A6 JREESESHIAE  BUUREINERK. FARBRESEEHBIEIEAR
ENRE,. ENEARNSEZRFERRILERE,

AR AP PRRRER 32 EFER S 442


https://console.aws.amazon.com/servicequotas/home/services/kafka/quotas

Amazon Managed Streaming for Apache Kafka HEABEE

BATERR K/ B A R EE WANSARE WHNSERE BHENSAERSE
(MBps) (MBps) (MBps) (MBps)

express.m 15.6 234 31.2 58.5

7g.large

express.m 31.2 46.8 62.5 117

7g.xlarge

express.m 62.5 93.7 125 234.2

7g.2xlarge

express.m 124.9 187.5 249.8 468.7

7g.4xlarge

express.m 250 375 500 937.5

79.8xlarge

express.m 375 562.5 750 1406.2

79.12xlarge

express.m 500 750 1000 1875

7g9.16xlarge

RBREREN 7 B EE

T&RETEE Express REEANEZIIEHE (DIEHEEENBEREEELR ) . B1REE Express
RERER , fBLZHEBTRIRERNSEEHE LR,

T

MEHK D EIEERIG Express RERAREZEENREEKEN , 20 LHEAREE R . 56
Express REEAN D IEHE.

REEX KN BEREEREANERIERE SEPHNELENIIEHEL
(BEBASEMEREERL) BR

express.m7g.large 1000 1500

express.m7g.xlarge 1000 2000

REREBERX S EEEEE 443
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REREA KRN BEREERANEBRIEBRE SETHRENIZEHBL
(BREAEEMERER) BR
express.m7g.2xlarge 2500 4000
express.m/g.4xlarge 6000 8000
express.m/7g.8xlarge 12000 16000
express.m7g.12xlarge 16000 24000
express.m7g.l6xlarge 20000 32000

MSK Replicator Bt %8

- BERF &% 15 18 MSK Replicator,

« MSK Replicator %2 REMHHEFER 750 AXE, NMRAEEETFELTE , BREBAERNNE
BE. IRLEEBAEERERIB 750 EERE , 58801 Service Quotas &, BALUEA
MTopicCount) EBRREREENETEZE,
« &8 MSK Replicator WEAEIXE ERAEH 1 GB, EIB Service Quotas X AFERESWE
£,

« MSK Replicator f2#& X/ - fes& K/ EBR A 10MB (message.max.bytes), & Service Quotas *
EemRESHESHE,

MSK Serverless Bt Z8
RIESERY , A TEEENRELSELE.,

(@ Note
MREER R EBERBIEMEE , FFEMASNERRGIMBRIREERLZERM.

HERE [ BLRERAER
BAmEE LR 200 MBps EIfEE1E , EERR
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