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Windows Hl Linux {a] R 8§ SAME1TE RN E,

EfE FET , ZHER Windows M Linux ARREITHERERRE EREN EiR

HER 4 REWESR
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ERAEER

AXE AWS #HEAE

EERTE AWS #HRE | 5FH collector setup®$E collector setup --aws-

@

1.

onfigurations®®,
HERRE IAM FFH...BER WA Y RT2. ERMBHINTREVERAEUER
AwWSMigrationHubStrategyCollector REBERFHUNERRRF , BA LR EE LT UK E
BEERAENAG,
KR PSR REELEIRFINESRZFEAE AWS HIRFRAZHFREBNLES
BREABERFERAENAE,
WARSE , flM0 us-west-2, RXKEREANESP , BEEFESLERNES. IEELEH
WEE , 28 ) PTHEREZRRIAWS —RBE,
S FERESEBRESEINEBDERKERE ?BE , BA Y RR2. EEEATHEE AWS
EBSEENXE.
Y FERESEBAFIEBTERKERE ?HE , BA Y R 2. BFTNERATHBYHE

AWS BEBEEN X E,

THHFIRERERNAR , SEEBNEHIER AWS .

Have you setup IAM permissions in you AWS account as per the user guide? [Y/N]: Y
Choose one of the following options for providing user credentials:

1. Long term AWS credentials

2. Temporary AWS credentials

Enter your options [1-2]: 2

AWS session token:

AWS access key ID [None]:

AWS secret access Key [None]:

AWS region name [us-west-2]:

AWS configurations are saved successfully

Upload collector related metrics to migration hub strategy service? By default
collector will upload metrics. [Y/N]: Y

Upload collector related logs to migration hub strategy service? By default collector
will upload logs. [Y/N]: Y

Application data collector configurations are saved successfully

Start registering application data collector

Application data collector is registered successfully.

AWS #a%E


https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html
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=& 7E vCenter 4B 5E

& ERRIE vCenter 458 , M collector setup@© = collector setup --vcenter-
configurations@HF :

1.

BMAY RXRTE. MREEEMFEH VMware vCenter BEABRETE D BRE , EEEMFEH VMware
vCenter 2 A E X BT H 2B,

(® Note
£/ VMware vCenter EAERHETERER , TEXEHEMRRSF %% VMware TE,

BT URL , AJLAR vCenter IP i3t 5 URL, A% , @i A VMware vCenter WfEFA & B BMNZ
o

WRIEREELTE Windows fA]fREF , 557 VMware vCenter lIREHR AR®H A Y,

# A Windows HIERAE&ERBBNRE,

® Note

IR EH Windows Remote Server B Active Directory #8135 , BI4BEM A CLI #REIR
IR ARESARAER: | SEREZBWMASB domain-name\username, {0 , H05R LAY HEIE,
ZEIELRE K MENERAEEBEEES  ASECL FRANFERERBREHIH
B\EES,

MREELELLE Linux ARES , B5#E A VMware vCenter RBREE A Linux 5%E Y for yeso
VMware vCenter

A Linux WEREZIBANRE,

BREAY, MREEEL vCenter A A RB[RERFBAREEE , BREEEEMFH NTLM
for Windows #1 SSH/Cert based for Linux BB % E vCenter 1\ ZBHY @ ARBF B/ -

HR BREHFEFAE vCenter (2 EREHIRBMEEA Windows BEAE R | MR 7E vCenter A ZE
/) Windows #2382 A &Rl BAZE E vCenter Windows #2582 A ERBIREHNBEAERMHEE |, FH
A Y foryes, &R, FFHIA N RTE

MREOMERY , MEHETIREE,
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a. BAYRRTRR. #F—RE Windows ARFEBHE A BREAUEZRERIARESR
HiE TR RREE ? F‘:ﬁméo

b. MREIEERE SSH HHERFE , FEBMAEHEBEF@A 1.

MBFIRZEMFH SSH 0BT | BAIXEAKEEANSBREERE Linux [AMRSS. MEFME
A, FEZEE Linux AR LERESBE 52 RE,

TG RERNAR , 2$F VMware vCenter HRERVEFIEE .

Your Linux remote server configurations are saved successfully.

collector setup —vcenter-configurations

Start setting up vCenter configurations for remote execution

Note: Authenticating using VMware vCenter credentials requires VMware tools to be
installed on the target servers

Would you like to authenticate using VMware vCenter credentials? [Y/N]: y

NOTE: Your vSphere user must have Guest Operations privileges enabled.

Host Url for VMware vCenter: domain-name

Username for VMware vCenter: username

Password for VMware vCenter: password

Reenter password for VMware vCenter: password

Successfully stored vCenter credentials...

Do you have Windows machines managed by VMware vCenter? [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for Windows (Domain\User): username

Password for Windows: password

Reenter password for Windows: password

Successfully stored windows credentials...

You can verify your setup for vCenter windows machines is correct with "collector diag-
check"

Do you have Linux machines managed by VMWare vCenter? [Y/N]: y

Username for Linux: username

Password for Linux: password

Reenter password for Linux: password

Successfully stored linux credentials...

You can verify your setup for vCenter linux machines is correct with "collector diag-
check"

vCenter #H7& 16
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Would you like to setup credentials for servers not managed by vCenter using NTLM for
windows and SSH/Cert based for Linux? [Y/N]: vy

Setting up target server for remote execution:

Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

Would you like to use the same Windows credentials used during vCenter setup? [Y/N]: y
Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: vy

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

You can verify your setup for remote windows machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: vy

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]:

Would you like to use the same Linux credentials used during vCenter setup? [Y/N]: vy
Generating SSH key on this machine...

Successfully generated SSH key pair

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

You can verify your setup for remote linux machines is correct with "collector diag-
check

AR E 1= v Al PR BR AR A8

EERTERGMARSSHERE , FH collector setup@m$tE collector setup --remote-
server-configurations® & :

1. WAY RTR. NREEERTE Windows ARES , REEMME A NLTM for Windows BIEAIE
vCenter EB MR EEAE R,

A WinRM WEAE&EZBMNHE,

15 b 1] AR AR AR A
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® Note

IR EH Windows Remote Server B Active Directory #8135 , BI4BEM A CLI #EiR
R RESAHAER: | ASEREEBWM AL domain-name\username, 0 , W0 RERHFE
ZEIELRE K MENERAEEBEEES  ASECL FRANFERERBREHIHE
H\EES,

BMAY KRR B, FEE—IRE Windows AREFEEHE , BREJUIEZTINES IR RERK
7R AREEBE ? BE. Windows Server BEFHIE B &+ /opt/amazon/application-
data-collector/remote-auth/windows/certs,

BB EEN A RSBREERDIEMN Windows [AIRES. MEFME
fRES LR Emin A AR 2R A A,
2. MREBMERE Linux @RS , FBEM SSH = Cert BER Y AR R,
3. MREHMELR SSH TRBEHIBERE , FWA 1 R AEHNBRR[E,

%II
E]I

%27 Windows {d

WMREBREFMER SSH 5o aF |, AILABELENSRBIEERE Linux AMRR. WFFMER ,
FZ2RE Linux RARSFLERESRE S D BE,

4. MREBVEBERABBEESMIHE , FEBALHRBEBERGAA 2,

NMEREBRESIRENEA , B2 £ Linux ARSZ EREBEEG DBE.

THEHBEREINAR , B ERARFAENEGIRE,

Setting up target server for remote execution
Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for WinRM (Domain\User): username
Password for WinRM: password
Reenter password for WinRM: password

15 b 1] AR AR AR A 18
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Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: Y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/

application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: Y

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

User name for remote server: username

Generating SSH key on this machine...

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

Your Linux remote server configurations are saved successfully.

AE MRA R I 4 R

EERTERAEFIELE | £/ collector setupi©™ = collector setup --version-
control-configurations@®< i :

1. ERERBRBEABIN?EER , BAY RR=2.

2. MRLBERE Git ARFHT , FEBAREBEFGAA 1,

A GIT fRRESHEM github.com : //o
3. WREIEEERE GitHub Enterprise Server , SHE 8 A ZEREEF# A 2,

BWATE https : // WE¥IRE , MTATR : GIT @REHEY : git-enterprise-endpoint
4. AW Git ##a##FEAEEA##,

5. WMAYRT 2. BREBBME csharp REFEREKTE Windows #es L0 ? IRBES T C# 2
XiE , FRA.

MRAS R A RE 19
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® Note
EESMEAR NET BERHNBIEBEN NET f7FE , SXARMUERAEAR NET BAE
Y RS HE B 3R T AL T EZER Windows #88. MEFMEF , F2H8 GEAR NET HNBIE
BEERERERE) FREAR NET NBEBEAM,

6. HRA RAEENME LEEFEHEEN Windows EAER ?BE, A Y RRE , R C# R
X2 MH Windows #23F FHEE £ BI1ERRE - -remote-server-configurationss K2
HWBEAERERNZEAER - -vcenter-configurations,

MREBEWMAFTHNEAER , FWA N,

7. ZEEFH VMWare vCenter Windows Machine A& E , 554 Windows EAEEHBETHHS
—{E&EE A 1,

8. # A Windows H423HY IP #biit,

THEHFBRERNAR , SERAZEFEENEHIER,

Set up for source code analysis [Y/N]: vy

Choose one of the following options for version control type:
1. GIT

2. GIT Enterprise

3. Azure DevOps - Git

Enter your options [1-3]: 3

Your server endpoint: dev.azure.com (http://dev.azure.com/)
Your DevOps Organization name: <Your organization name>
Personal access token [None]:

Your version control credentials are saved successfully.

Do you have any csharp repositories that should be analyzed on a windows machine? [Y/
N]: vy

Would you like to reuse existing windows credentials on this machine? [Y/N]: y
Choose one of the following options for windows credentials:
1. VMWare vCenter Windows Machine

2. Standard Windows Machine

Enter your options [1-2]:

1

Windows machine IP Address: <Your windows machine IP address>
Using VMWare vCenter Windows Machine credentials

Successfully stored windows server credentials...

MRAS R A RE 20
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(BB IR iw Windows F Linux Al BRE8 LAE 1T E B EE

(® Note
MRIEHER vCenter BRERERKEZRARINERNKES , AIFFRRIR,

HRERFKARSEEESE  WREMFEH collector setup command= collector setup --
remote-server-configurations®w® , BIABEFRIRFERSE , UEXKEZEARNERKE
2 A AR I EE R,

® Note

BNBERETFERAERLE IP it REZERREE. NENAE LEBEBILEELR (VPC) FRE
IRE AWS LUETRRHITHE —PIETR , 5828 Amazon Virtual Private Cloud £ & EF.

I

& REHER Linux MRS , 526 EHEwR Linux AR

B ZE{HER Windows fAlBR2E , 52 B £ Windows {Al AR 25 L 5% & 1= i {a] AR 2R AH RE o

#{HE I Linux @RS
£ Linux AR LR ES R A 5 o

MR R E IR A RESAHAEEHEIEA Linux 38E SSH @8R 55 58E |, AIXEAHTTISE , £#F
AR LRESBE G 2ERE , LUE Strategy Recommendations FEARRRERINESRTUKREE
o

£ Linux ARz LEXES WA 5 5 BT
1. REB[BPHPTIHERKEREZTES id_rsa_assessment.pub HAE SR -

/opt/amazon/application-data-collector/remote-auth/linux/keys.

2. HEFTERIHH#EIA $HOME/ . ssh/authorized_keys BERBHMERN LA E LB, MRRET
AR  FFEH touch® vim S BRI ZE R,

3. FREERRAEARILNVEERKES 755 REPWFFAIER. MRE 777, BIFEEEE, B
F chmodén 2R PR FIFF T,

EfREHRRARBRUETERRE 21
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ERAEER

£ Linux AR LR EBR RS 0EBH

MREBERERRARIF[EEBHEES Linux REBREG ORI, MIXAHITTISR , UE

Strategy Recommendations BRER ERIRESE T AKEE R

NREERAEBAERXAMB[REBRTREME (CA) , RMEZJEEALEE,

£ Linux AIREF LR ERFE S 2 BFE

1.
2.

BEREANAEERMARSENERAERRE,
W ERN LB EMERT CA,

BAUETINERIMERNLEER
/opt/amazon/application-data-collector/remote-auth/linux/keys/id_rsa_assessment.pub

AR ERLEMEEEN CA, TREEBH.
#E—ESRELNBRERIINERFHTINE

/opt/amazon/application-data-collector/remote-auth/linux/keys

BENBBS AR id_rsa_assessment-cert.pub,
ERESRUBRERMBERERERE,

# Windows Al BR 88 L 3% € 1= i {a] R 25 4H 78

RIE R SRR RE P RRE R I A R B AR RS RE Windows , RIKAMIT AL R | LMERKE
BUBEEHR,

@ EEH -5 7 HRERBAKRELHITH PowerShell IS | SFRIE B,
SEEEA PowerShell i ﬁfﬂiﬁ&ﬁﬁﬂ%ﬁ’”ﬁﬁ% YERTE . EERAM Windows

NT LAN Manager (NTLM) , j]‘:}i—: 'AllowUnencrypted" WSMan @A H E &% E A false ,
DHARMEVNEREIREIMENRE. £A Microsoft IRIENIE T New-
SelfSignedCertificateEx.pslEBI BREZXERE.

FMEER HTTP #EEXH WSMan HTERASEBEEHN HTTPS #EEX —EBKR. R
% K CEEIHN HTTPS #EERX, ©tEA TCP EIZIE 5986 B EARXBRA, E&

#—ELRD , WinRM IRBEEHRE

EfREHRRARBRUETERRE
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£ Windows 2008 fa] B 35 L %18 1= i 2 4R 5% & & B E

1. AT SSRBEZEEMRREZT LA PowerShell FR4N,

$PSVersionTable

2. R PowerShell liRAF =2 5.1, 551RER Microsoft XN LZEMEETE WMF 5.1 RV R T EIE
Z%# WMF 5.1,

3. TEFH PowerShell IREFFERALU TS , LAFELR PowerShell 5.1 BEZRE,

$PSVersionTable

4., BRET—HLR, HPRAWMAE Windows 2012 RESIRA LEBEIHERREERBE.

£ Windows 2012 M EF M4 [ fR 25 LB BE IR ERFREE R EE
1. T3 URL TEEEIESE

https : //https://application-data-collector-release.s3.us-west-2.amazonaws.com/scripts/
WinRMSetup.ps1

2. New-SelfSignedCertificateEx.psl 8 73 URL T& , YBESHRIETEH NHERER
RHWinRMSetup.psl :

https : //https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-
SelfSignedCertificateEx.ps1

3. HEERRE , FEMAEARZEXMAERSE LT THE PowerShell 551,

.\WinRMSetup.psl

(@ Note
IR Windows Remote Management (WinRM) K% Windows Remote Server L IE#ERE , Al
REARBREERNERA SR, IRBLEEREEN , BLARDE LW T IILEMERE
FEEZMARSFNBRE
/opt/amazon/application-data-collector/remote-auth/windows/certs/ads -server-id.cer

MERBRR  FEHERERNKERERF.
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ERAEER

RN RSN A ARER ERERAREREE
ERANT S , BRENKESNARSD ERREEMIE,

collector diag-check

o TERARFABHT - EZEHRE , IHRAUNBERHBA,

£-aBRATHEA GTTH , BFEERETHKR , £ DiagnosticCheckResult.txt #R A ES# H,

collector diag-check -a

B LA E EEZAREEN IP it 2 B —RREBINARSAR EHTOERE,
THEEHIEERR IR ERE H
Linux {alBR 2%

Provide your test server IP address: IP address
Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded
Start checking permissions...
Permission Check succeeded
Start checking 0S version...
0S version check succeeded
Start checking Linux Bash installation...
Linux Bash installation check succeeded
All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

Windows {al iR 25

Windows PowerShell Version Check succeeded

BREEMBRENERE
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Provide your test server IP address: IP address

Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded

Start checking permissions...
Permission Check succeeded

Start checking 0S version...
0S version check succeeded

Start checking Windows architecture type...
Windows Architecture Type Check succeeded

All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

T 3 S350 BUR IR U /A AR 28 B A BRI A IERE RS R R VR RRAA S0

Unable to authenticate the server credentials with IP address ${IPAddress}.
Ensure that your credentials are accurate and the server is configured correctly.
Use the following command to reset incorrect credentials.

collector setup —remote-server-configurations

B8 5 : 1£ Migration Hub 12 A AR EZRRINEGES
AEFEREA AT FE Migration Hub = AP HEARKBERRERIESEBES.
B

1. ERBE PEIL AWS WIRFEERMEZ , B A AWS Management Console 3 BB
https : //https://console.aws.amazon.com/migrationhub/ B9 Migration Hub &,

2. 7& Migration Hub =# A5 8EE KD |, BEFEFRE,
£ Migration Hub SREEEZREE L , EBERBER.

4. MRERFEESF Migration Hub ERFHEVRKERZ AR (SLR) , FEERE. WF SLR WEFF
HEF , F2E SHEHXRERTARBESAR,

5. FREEHRNKR

HER 5 HUISER 25
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a.

g.

EREANIOREEL , SUERTHREREES 0 AREIR

i REZEBERAENERWES - ST LUEAREEB USSR B BHE VMware vCenter
PEEEVMs BB, ERLEE  EFFERITHRINNRE

i. FHEA-NREEBRHEIEAQBRBINEARRNNESR  SAUERARKEREAR
R, EAHAR—E JSON R , EULEHFEER VMs AT AER.

iii. Application Discovery Service — & A] LA /] Application Discovery Service RIS
I EEAERMARIIWHEBENR. £ Migration Hub EEANITEERT |, &0 L
HRRRIETHZEBEFETIERE, Gl , B LLERE Application Discovery Service
Agentless Collector, AWS Discover Agent 5 Import ( EBFH® CSVER ),

ARFAREERBEEENRERERTNERES LA T RANRRER.

EEEMNEREXERKERT A SIHEERENEAENENNER, WREHREE
FAERRES  BUATRERGERS K RARMBBE. WFEFHEA , FBRLTE 1 TH
EHEBRERRIR 2 . BEXRKERWER

® Note
HENERMER  SLEAREEL —ARAENENRERIHTEARIERE
Ao MEBREEFIREREFNERTHEEAREXBRER , EULIERERARE
NEREANGER, B LEERTEEBERRIR,

MREEMFHEA  FEEAFHAEAT , EEMEEA,
HEABBED  BAEANER,
#t¥ S3 EFRTE URI, M AZE LEE A JSON £ S3 RFATE URI,

/A Important
S3 EFITEEMNSALFE Bf¥Emigrationhub-strategy.

igg-l:_ﬁo

6. BEMREFRE

a.

b.

EHEEREFREEAL , RELHNEKEEZNBBRFHRE, Strategy Recommendations &
BRBEEENRERE  BREBNRARCERAEXNERENREXRK, ZAUHEEREEE
E(REFEE,

igg-l:_ﬁo
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7. WEXRER.

a. REERENERRRENERRTRE.
b. MR—YIFERREIERE 6 HRERBER DN, EXPMENRRIZEEMATHIRE , UK
Microsoft IIS #l Java ERERNERAERX Z&NE,

® Note

“HEUSHTNREREETRETETR. EOMTHAE , KR IREXHENE
&, IR TARRIEAR.
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REERER

RER\MAREBBERESPARFNEAEANRBEZEBIRALER.

£

c ERBEBTRRRKES
- REES BAEATHES
- RIEEE FREEES

- REBRERE

ERBEZTRERKES

REFFREAM{AIAE AWS Migration Hub 12 & R EA KK EBRREBE RBEER,

WA R R

1.

FEREE PEBY AWS WIRFERERMES , A AWS Management Console 3f B B A
https : //https://console.aws.amazon.com/migrationhub/ B9 Migration Hub £ &,

£ Migration Hub =SB EEKF | BEXRE K ARBEER,

HEBEE L SUUBKRNEHERASHEERS , URFENER "Ry KRESR, &d7F
DiefBBMBERCTEMBNE , UARARFMEAEX THHRERX.

REXZMBEMSENERESHTRRNCHBERE. SREMNREEXARFERRNT
BEME , PREMHRARARRES  BEREENREEXAREA[BE, 0F "R" KEEAEE
&, F2HE AWS REMESRARKRPNERNE - 7 B R.

MRENERPOBRELSE  NNMRLEEHMRERE , EREEHINEN. BEENIWNE
BUEGHES  FREEFNINER.

EEFONMBEFTRE , ENEBERGERUTUARLENERNFTERNES,
EETHESEBNBREER  FEEELER,

EEARXTHRSIBEL  CTNRRESEREATRARK THNER., NEHMRR , B
BREMES KARKTAHRE,

HARFZASIFRRL  BUURREBERESHARSFNER., NIFEFHET K F2HEERKES

ARER R
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6. ERFHRERSIFTRL , BALURESE PEENREFRESERS . SES. IFERRER
HERENEF , F2R RREZRRTRE,

RS BARATHES
AREFRIATE Migration Hub 124 b (0 MR B AR R A ) H MR AR R T 40 B AL IR

ES |

- ERMESBTEARREA Y
- RBEBFBEREAGBOH

- REBERESN

- REBENVIN

ERBERTERAERRENTH

ZNEFER BA WA 1E Migration Hub E# & F A Migration Hub KB R RBE MR EEBMB KK
B

ES ]

- BEERAEATHER

- REBAEATHNRRER BN

- REEREATHNEREDH

BREBHEXTHES
RERAMMAE Migration Hub EiZ2 AP EARKEBRREBARATHNEBREERE,
BERARX T4 EBRFRER

1. EAFE PEI AWS BIRFRERKEZ , A AWS Management Console 3t R A
https : //https://console.aws.amazon.com/migrationhub/ BY Migration Hub 2 &,

2. % Migration Hub X AESEE K , BEXRR K AREEFEER,
3. EEREEL , EEREARAIHRSIER.

a. EEAEXARHHRET , REEARFERESHTATHZIERARN TAHRENEE,
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b. HEEABARTHT , BB THERE. TARENER R KBER, LETURRER
Bt , AR ARARREREASTFHT2EERARATHNEBNRALCIE, NF "R
RN MEEE , F28 AWS REUEERRRPNERIE -7 B R.

EEZRARARATHNFAET K FENEAERALH K ARARESEREFEEN.

HEBHETHEAERATAFEENRR (URTHEBUARENEE ) , SUMARKEARE

ATHNER. EHAURECHINIER, REARKBRELIENERESHPRREN AR

BFE,

BEXRBERRSIER  URAEAEXTANEBRRER., SUNEBRMTENEKR K RER

BRERFREREZRNEKEK,

BRBEGEERENEARATHEE  ARFEERERNEHRERSIER. NFERFHEHENFEE

7, FEH RERARA TN REREN G2, MEENEACNEEENR  F2E KEEA

EXATHNERED .
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FREAEN{AIFE Migration Hub IR AP FEARKBERRREEARN THNRBERXTE D .
ERERA THNRREXNT I

¥ Migration Hub =2 A EEE KT , BEXREK , RRBEES,
HEBREREL  ZEERAEXATHRSIER.

HREARXNTH T THEES , BRTHEEA java, dotnetframework = 1IS HWERER T
# AR BEREFRER.

ERAEATHAFREARE L (UntAEBRARENER ) , RERRHEERSIER.
ERFBEEHFMEAT | BED T RRE.

EoMREBEE L  RURFERARATARERNREERR, 2X2BNEREE (N8
). EIEEEARN GitHub RIS BMAZEBIRE , RREZ D,

SMERR BN ERARA TAFEEF R LBRERRNER,

KEB D MNFAES 2R AREZFREREB .

RERAERATHNERED

N

FREFEN{AIFE Migration Hub EEE P FEARKBERRBZEEARA TN ERED .
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RERABRXTHNERED T

1. 1E Migration Hub R AEBHEKP , BIFEREK K AREBEER.
2. EEREEL , BEEAERATHRIIER.

3. REABRARHGTHRMABFESR , ERNMHEEA SQLServer WERAREATH , AR BEREAF
HMEA.

4. EERABRARHAFEEFREL (UHEBMARENEE ) , BEENEERRSIER,
5. HEEREMEEFMAENAT  BEEINEREFHEERA,

6. fE&B1E Secrets Manager ## AWS ZVAREREZAERN THNEETEEUERR , ARE
Bo.

SFERE , CTNEEARI T4 RMEREE LR ER RO,
NEERES FNREREEBOHMET | F2H ZRRHEREH .
REEEZRRRENB DT

Migration Hub REEEZ 2B BB ZERBEESINWERES  YAEHBRYERE T, flm, mR
ENERMBEDE Java EARER , IEKERBRNATHERA Java WERAEX TH.

RREJISELRERARA MBI MERAEERNR, NFERERAEXNTHUETREREXNTIN
MEFAER , F2H ERAREA TN FEREXED .

HHEHEHY Java M C# BXREH TS WTRBRREL .
NEEARRBBFARIBINE CRGHET | FB00 SRR ORI
REEERERED T

RHRERSEHDRNEREASTNERERRSS , YAEBEYEAESN TH, flin, MRENERES
FH SQL Server EXE , AIERHBBAEAREX TH sqlservr.exe.

REZEZEEA AWS Schema Conversion Tool , 74T 25 SQL Server ERARER T sqlservr.exe
HHERIERE, REEZRLSAFNSEREEBE AWS ERERNTHEE , Hl20 Amazon Aurora
MySQL #B& A<, Amazon Aurora PostgreSQL #& /R4, Amazon RDS for MySQL # Amazon
RDS for PostgreSQL.

BEl , REEBERESHEEAR SQL Server,
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EERERBEBRIONERE  ELERUEREZEARINENKESRNZAER , THEREE
PE, BEEERKMY , BFELE AWS IRFHH AWS Secrets Manager F2 1 %,

NEEEERENBEAERNNFIRNERNERNR , 3828 AWS Schema Conversion Tool & A & #Fr
EHER, WEFEH ZEAEREIMZENFMAENR , 55208 1£ Secrets Manager F A& R EEAER
BIUMWER,

BREBRANENNMR 2% , B &R EMRES LR E AWS Schema Conversion Tool 2 #7. #ZE
BN AR RCEAER TN ERED .

HEEARXNTHNERES T# , 2 a AWS Schema Conversion Tool SBEFE#H. EBTK
#®, CRBIRRERNERRSE LNSERNENERZIFNVERAREN T, S0, WRER SQL
Server EMEE R E (exampledbs1 1 exampledbs2) , Bl& A& A exampledbs1 Fl exampledbs2
WEEERERLERES TH.

NRERBEERBECHINENEERE AWS ERERBIREN , BRRINSRRESEER
ENsHRERREXATHNERED .

AWS Schema Conversion Tool & A& Rl Fr E#ER

EIR MG AWS Secrets Manager I EABEEFZE VIEW SERVER STATE M VIEW ANY
DEFINITION #EpR,

BRI LA SQL Server EAK , RILEBENEABEABBANER,
# Secrets Manager F REREZAEREIME

BAEHERITFERREZEARXENUNEREREERER , BFESE AWS IRF R AWS
Secrets Manager FEZ , T IR FFHR,

£ AWS 1R FE A AWS Secrets Manager 2 3 #4 %%

1. ERAEBE PEI AWS NIRFREXRKEZ , A AWS Management Console I FH R AWS
Secrets Manager 12 & , #8it A https : //https://console.aws.amazon.com/secretsmanager/o

2. EEREHHE,
3. ENMEREMAHMBERNWE.
4. HER/EHT , WATIER,

username - your-username
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RBIBE + ¥, RRBATHEF.

password - ####

5. EE-F_Z’FO
6. HMARBRBBMAEMFEESB migrationhub-strategy- BIF B, HIH , migrationhub-strategy-
oneo
(@ Note

RIENBZREBTEREREHNMG |, MEBRRER.

7. EBET-F K RRBREET S,
8. EEREF

BANERMERTREGNEINE  EACAENERARHRIHRE,
REGER _E AT

Migration Hub SR EZE B BHEANZERESTHNERER , URBREMNWEREZES Y. B,
MREWERBESHHE Java EARER , Strategy Recommendations BRI AEE T4 ER java
WEAERTH. MERRERBENIFHFEUE |, Strategy Recommendations F] LABI1T Z (v %
o FEBME Windows L/ IS FEARER DLLs 5 Linux EHNEARN JAR ER , MiRHEREX RS
RTHEEHE, REXBEREXRERELNERESHRANCHBESE , kEEL2E, THSE
HETERERXWTE , B AP HHEM, BHEEHNBESE,

REEEZ S Windows IS, Java Tomcat # Jboss ERARBR#ToH. MREZE IS EAER , B
¥&FEEL , Strategy Recommendations 8 E4A THBN RS ;| BL4EARERRBBFE , TeEERETEN
RERBE, MREE Java EAREN , RIBHER  FHRESSELETEBNRERNHS.

DMEAR , ERRNTHEIRERNEE. URDTARDY , EANESRUTRERNBON , 5ER
REFHEXBFE , 0 FAORREMRAZHERE,

KRS ARERER

A EFERBA AN £ Migration Hub £33 A F{# A Migration Hub RIEESE , KRR EBERBEAS P AKES
BB KRR,

TS 33



Migration Hub SEB& 2% ERERER

WA ARRAVES

1. FREE B AWS HIRFEEREKEZ , A AWS Management Console It B8R A
https : //https://console.aws.amazon.com/migrationhub/ BY Migration Hub 12 &,

2. 7& Migration Hub =R ABEEKS , BEFEXR K AREEER,
3. HEEZFHM@L , BEARSIRSIER.

a. ERABRBHET , LUURAECEERESPITHIERRBFRENEGE

b. EMMARRT , BB ARSBAERREFMENR , URER "R" KKER. SRR
EBENMNARRF LEBINREAHE  ELHERBBESZIMNE. WFEEHE "R KBHNE
A, BF2HE AWS REMEERRRPNBERME - 7 R.
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BAARBWENPRES  URERADHTNESR  SELMRUNARF LHAITHERARATHS
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5. EMARFFMESAEE (LMABRFEBUARENEE ) WESJHET , EUTUER[ARKIFHER
BEBENE. SHalRAcHINRER, MEXRKBREEIENERESTRRNCHNEE
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6. EFEREERRSIER A UeKRARSFNVERES, EUNEBENTRENEKE , AREFRER
FREREZNVRE,

7. EREAEXTHRSIER , SInBRARSFEBHNEAEX THEE.
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THNFRER , 2R EAEAEXTH,

REEZRREHRTE
AEFERBA WA TE Migration Hub X312 & AR FRE Migration Hub REZEZRRIFERE.
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HEE
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MREBEREHRTE  RESETHEE  RESEZEENINER,

Preferences (fR &% 7€)

35



Migration Hub SEB& 2% ERERER
REEZRERXKIE

ZN B R B R B R 6 ) Y B R AR

£

- BERBEBER IR

- KREBRAEAERKES
- BEBEARKES
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B RERERERRIR
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BEERRIR
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2. 7E Migration Hub FIZ A BEEHF , BIFXRE , ARBEER KR,
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ERANERKERS , THBIARSI LHTHFNEBAREN, STRERIN , URITERE.
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EERRER
EERBARAE

EERRRE
=l fkEs VM
ERLERE

Location

= dualBoot

Gk Rl
- E PN
DEIEERRER
CPU EE
Windows OS data
Windows Edition
NET ZR#ERAE
NET Core k7=
Linux data

Linux ¥E3RBHITIRA

R EA
Windows B% Linux

EERENESERD, Hl0 , Windows Server
2003. RHEL 5.2,

32 futsk 64 U TEERMK
fAREER VM B EEES,
f5lan | vCenter, Hyper-V,

#5270 , Amazon Elastic Compute Cloud £ &
(Amazon EC2) A ZFEBE

RFFEMEEZEOSs
BIOS. UEFI
GRUB. GRUB 2
MBR., GPT
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BE, ERPO, hE

ER#EM NET R,
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ERAEER

BRI
B R A

For each disk volume
ERRBEE,
HERR [ A/
HERRIE AT 22

JE B AR AR R AR
RiRREEE (Windows)
Application level data

Application name (FEARER B )

FERAEAEE

B RETES MARA
JDK hxas
KEBEETA
AR AT AN
Windows

FERENERAN NET RERA

.NET Core kx4

5/ WPF 2248 2

A
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HEER R/ EET
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vmdk, vhd, vhdx
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HITHREFNEHE, Hla , SQLServr.exe,MS
dtsservr.exe, %,

IIS. JBoss, Tomcat .
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LHM JDK M,

MREREFINBREFE , ARTRERIETH.

16 27T, 32 Ly, 64 U

EERARRNYTREEAN NET 2248 DLL kR
o

EEERAEXHMTEBERE AN NET Core DLL
KR

RELL NET HERNERAEXRES WPF fE
ARAEE,
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HEEL Windows BEFHEHTIRE S ARFTE DLLs

Eee
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1. EATI&®S , A SSH AFREREWER VM,

ssh ec2-user@CollectorIPAddress

2. BFHWER VM FHARB & , T SIEHIARR,

cd /home/ec2-user/collector/upgrades

3. HEATIHTRYUTHRESE.

sudo bash application-data-collector-upgrade

S EREARER

RYSEARABRKERRESRZN  SUAUEALEERNRACERCEARXNARF[NEEE

o
ELCEANERK K BESITSHREAERRESREBERA. flu , SREIHEANERERREEXE
o

AEERAMAERAEARSNEAE R , AFERE A Migration Hub &P RERE =,
EAER

1. ERASBE PEI AWS NIRFREXRKEZ , A AWS Management Console 3t FH R
https : //https://console.aws.amazon.com/migrationhub/ # Migration Hub £# &,

2. 7 Migration Hub X ASEEKH |, BEXRR , AR EBEERKR.

3. BEEARSIER.

4. BETHEASERUTHEARIEASEL,

5. ER#HAWKHE EEE Amazon S3 REHE, FRERFFENEBEEATE
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REEEBREASAR

BTROEAEARR .json BR , MTHEHIFTR.

{
"ImportFormatVersion": 1,
"Resources": [
{
"ResourceType": "SERVER",
"ResourceName": "",
"ResourceId": "",
"IpAddress": "",
"OSDistribution": "",
"OSType": "",
"HostName": "",
"OSVersion": "",
"CPUArchitecture": ""
.
{
"ResourceType": "PROCESS",
"ResourceName": "",
"ResourceId": "",
"ApplicationType": ""
"DotNetFrameworkVersion": "",
"ApplicationVersion": "",
"DotNetCoreVersion": "",
"JdkVersion": "",
"ProgramminglLanguage": "",
"DatabaseType": "",
"DatabaseVersion": "",
"DatabaseEdition": "",
"AssociatedServerIds": []
}
]
}

RTHCESEASAE  ERMUNBRESIETRFR.
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ERAEER

=1

Resourceld

ResourceN
ame

ResourceT
ype

OSDistrib
ution

OSType

OSVersion

CPUArchit
ecture

IpAddress

MacAddres
ses

Hostname (&%

HEH)

Description
(HR)

B RHYE—
ID

ERNER

EEANER
g Eitl

Windows, W
indows
Server, Ub
untu

EERBRNE

il

BOMR AR
CPU %£#

RIPRES IP iy
3k

B2 {a) IR BS4E B8
BtH Mac b
HE

FHNER

Type

String

String

String

String

String

String

String

R 5

R

String

fim

fim

fim

fim

fim

fim

7|

BRE

EAME—F&

S

"Server", "Process"

Windows : "Windows

PC. . "Windows Server.

Linux : "Ubuntu".

"RHEL",. "Amazon Linux", "D

EBIAN", "SLES"., "CEN
T_OS", "ORACLE_LINU
X", "FEDORA", "KALI"

"Windows", "Linux"

SESR Y HTML RRA,

||32 1_\7775"\ "64 ﬁiiu

B A https : //XXX.XXX.XX
X XXX

BINA XX 1 XX D XX D XX T XX :

XX

EAFE

PN
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BFNAERVIETRT,

728 Description Type PHE BXRE
(HER)
Resourceld EIRKYME— String = R —=F =
ID

ResourceN BERNEHE String = F{a = &

ame

ResourceT EEAMNEIR String = "Server", "Process"

ype pohii]

Associate EE#HTERF String B BEEM "ResourceType.

dServerlds IDs &, "SERVER. HH Resourcel
do

Applicati FERREEAE String = MTomcaty . "JBossy . T

onType Springs . "lISy . "Mon
go ERlE, . "DB2, .,
Maria ERE) . "MyS
QLs . "Oracles . TSQLS
ervery ., 'Sybase. .,
MPostgreSQLServer
MCassandray . "IBM
WebSphere; . "Oracle
WebLogica . "Java
Generic.

Applicati FERARXRA  String = MsS1.0s . "NS20. .

onVersion MS3.05. "N1S4.01 .

MS50s. TlIS51. .
MsS 6.0, "IS7.01 .
Ms755. T1S8.01 .
S 8.51 . "1S10.04
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Programmi
ngLanguage

DotNetFra
meworkVer
sion

DotNetCor
eVersion

JdkVersion

Description Type
(HiR)

FEFHE'QEI’JE String

_tan nl:l =5

mRERE String
N2 .NET
Framework

# .NET

Framework

B

MRERARE String
A2 NET

Core AEMR

# .NET Core

S

MREAENX  String
£/ JDK , Bl

% JDK HYhR

2/

7|

7|

7|

BRE

"Java", "CSharp"

"DotnetFramework 1.0", "Dot
netFramework 1.0 SP1", "Dot
netFramework 1.0 SP2", "Dot
netFramework 1.0 SP3", "Dot
netFramework 1.1", "Dot
netFramework 1.1 SP1", "Dot
netFramework 2.0", "Dot
netFramework 2.0 SP1", "Dot
netFramework 2.0 SP2", "Dot
netFramework 3.0", "Dot
netFramework SP1 DotnetFra
mework 3.0 SP2", "Dot
netFramework 3.5", "Dot
netFramework 3.5 SP1", "Dot
netFramework, DotnetFra
mework

".NET Core 1.0", ".NET Core
1.1", ".NET Core 2.0", ".NE
T Core 2.1", ".NET Core
2.2", ".NET Core 3.0", ".NET
Core 3.1"

"JDK1.0", "JDK2.0",
"JDK3.0", .... "JDK11.0"

PN
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DatabaseT
ype

DatabaseE
dition

DatabaseV
ersion

Description
(HiR)

BHERE

BRI ER MR

BRI E MR

Type

String

String

String

RERBEZTBRENESR

= E# Migration Hub RESIEZHBRIEESR ,

7|

7|

BHHE AWS X IE,

BRE

"SQLServer", "Oracl

e". "Sybase". "Mongo &l
EE". "Maria ERIE", "Apache
Cassandra". "MySQL", "IBM
DB2", "PostgreSQLServer"

2B X HTML iR,

\
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Migration Hub RESEZN L2

MERZE AWS RRESEBEIEF. 5A AWS BF , BuUZHaRNERNFONMBEREE  ELEER
AT RERZEHBEBNFERMEE.

ZEMR AWS BECBNARRE, AFSEEEAREERRBERNEZEYE K NERPHLZEM

- BiRNReM - AWS EEREJHE FHIT AWS BRBHNERFE AWS B, AWS LAERHAR
EEANERE. FAWS R8P B RUASEEHNAANBRERMALZLNERME. BET
R E AR Migration Hub REFRBHNSRETE , F2EAWS SHRTEIR RBEHE.

- BT et - ENEEEURREMER AWS NIRE, SH4AHHARREE  SFEBRNRE
. BTN ERNERERNER,

AXHHBETBOMEEARBREZSEAXRREEERE, THEERANMARERBEER , S

BENZ2EEBR BT, SETHMNMAERHEM AWS BRI R iGN EERNMERBRBEREZER.
ES-]

* Migration Hub B EZFHNERRE
* Migration Hub RBEZN S MEFIERE
- Migration Hub RE{EZN S HRE

Migration Hub RE§EZE PRI ERMRE

AWS HESFERBEAR Migration Hub SREEZZFPWERMRE., MHERMMR |, AWS BERE
BITATE NEEERSR AWS Eif, FEEHETHERDE LFAEATNEGRE, CHRKEE
FifEF AWS R MR SERBNEETRE, IFEERBIAENFHAET  F2REREMEERRE
£, UEBMNERMRENHERENR , F20 T —RERREESR (GDPR) Fv

ERERREEYN , RARBERE AWS IRFE 2 AER , WA AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERE, wt—R , SECHEHASESRETHK
HEKPAENRT. RftEBRERATIANREES

- SERFYUEFHZEEZRRE (MFA),
« i/ SSL/TLS B& AWS BEREMA. RPEFEE TLS 1.2 WEZEEH TLS 1.3

. {1 %E API MR EEEIEE8% AWS CloudTrail, tNEARI{EA CloudTrail B MHEEL AWS SEEI
B, SE2BAWS CloudTrail  fEAEIER) FHER CloudTrail B,

ERRE 46


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/gdpr-center/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html

Migration Hub SEB& 2% ERERER
- FHA AWS MEBRAR , URHEPHFERERTEEH AWS R,
- FHERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HWEIRE R,

- MREE AWS FZBGTHIRES AP FE BFEE FIPS 140-3 BREN R IGHE=EHR |, 55EH FIPS
imE, WEAR FIPS M FIPS IWwEMNEZHEEN , F2EB A ETREEE (FIPS) 140-3,

B RZIBRCBETEREFNE B SRERBBEN , HEEERS B HEERNXFR
o, GlIINEBEN, ECREESREARKERIEAEES. APIAWS CLIZE AWS SDKsEYE M AWS
R B, BEZEIEREFEANFTHUPEANTAERETEARTERDE BFE. MREEHAN
HAREEH URL , RIPIBZIEBZ VN ERJI LU AMREEFERN URL FEEBRREA,

RS I

FREXRBESERETNBEERSE N,

B =
SR BB T XA ST R PR 2 R TLS 1.2 M,

Migration Hub RESEZR & 7 M FHEE

AWS Identity and Access Management (IAM) 2 AWS BR¥ , AIiFBIEE & 2 £ bR H1¥ AWS &R
MR, IAM BEESTEHHTURTEIRE (BA) NEE (EEFY) , MEARKKERE
Ro |IAM 2 AWS ¥ SR AR BERY .

FE

- BEHR

- FREDEBE

- FRABRREEFIE

- Migration Hub KBS EZ AT EE IAM R £ A

« AWS Migration Hub REEZEZEH SEBEE

- Migration Hub REXE RN 5§ 2 B BUR €64

¥ Migration Hub XMEZE S 5 M FEUEETRED B
- HHEREREARBELEAES
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* Migration Hub REEZAM 5L E VPC #w % (AWS PrivateLink)

BEHR
FH A AWS Identity and Access Management (IAM) R IBEN ABMEFTTE :
- REFERE — BEEZFMELINE  BRNEEERBEMENT (F2E ¥ Migration Hub KR E S

55 MEFEEE TR E 2 )

- REEEES — BEREFAEFEEL IR MEREFF AR (528 Migration Hub 8BS 22 3% N {r &2
IAM #&Hid 55 )

- IAM BEEE — BREHRUEEFEEG (FB2E Migration Hub RESIEZN 5 o B BUER €6 41)

M &0 8mE
EHBRBREAWS EAEHBREA WHR. LLERBH AWS IRFREAE. IAM ERERRE
IAM A&,

BAILAER B9 RN EAER , 6§20 AWS IAM Identity Center (IAM Identity Center), E—& A&
2 EFTH Google/Facebook EAER , LUBEEsWEXNEA, NEEBEEANFHEENR , F2H
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- ZH1—18 Amazon S3 T

HRREEK

BoRRREYEERFANEBAESRETURY, FRHMBRRBEZER. ELBETEIRL
B AWS tRFEAEM. ESRVSRES D HBERE , FEE T EIRERSER

- FRIEER AWS SEBRRYEOREERITT - eERBEATRTENCERAENTELSE  FEA
BAARTFHSEREARIIN AWS REBEK, eMTELN FERA AWS 1kRF. BfIEREE
ERENEARI AWS WEFZEBER , E— SR, NFEZEA , F2H (AM EAEE
) FH AWS XEBRSEBHENAWS XEBXK.

- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNTT. KERLEN , B
UESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2H (AM EAEREE) P IAM FHBEERAEFF .

« A IAM BUR P EVMRAFE — S IRBIFEVE - B SURRARTIEEEER |, IRHEENE RN FH.
Bl , BB BEREM | BEL AL SSL EEAMERFR. MREBKE Flm £HRBEE
AWS PR , &t 7] LU A R 44 SR 4R T HL 77 HU#E CloudFormation, MEFFMER , F2E (IAM E£A
E1Em) M IAM JSON BUIRTE : R,

« f£/ IAM Access Analyzer B IAM BUER |, f{RFT I 24 B 7 IEEEE - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH ., 1AM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2RB (AM EAEERM) PREA IAM Access Analyzer Br 5 BUE.

- FESEEERT (MFA) - MRZHRPIFE IAM FEHES FHRERAE AWS 1R |, FBBR MFA
DESZ4M, WEEFWY AP BERER MFA | Bi& MFA REHEBEENBER, NEHAE
#A, m2HE (AM E£AEERE) #1ERB MFA &Z £ APl 77EL

WFE IAM FREBBWERER , F2H (AM EREER) 1 IAM Z25EEH,
ERARBEREES

% Z7H Migration Hub REEEZEIF R A , BXEHE —HEREHF T, ELHFASHEAFEY EMEER
FERBEZERNFMEEA AWS IRF, RSBV HSEANEFITERENEOBER |, IERE
EZHRNER (FHEHAR) MS , THRARBELINTEREE,
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HRMEFW AWS CLI X AWS API (9ERE |, BTAFERFREBEEEGHT. Rz , REAHFIA
B ERBMITZ API BIENBER AT,

ATHEAREAENACDPATUFEARBRERERS , LEKKRKERConsoleAccessTReadOnly
AWS ZEBREZEIER. WEFMHER , F2E (AM ERAFER) PHFETTIERE.

AFFERERAMMAE ST

WEH S REBMMRIBER , AFF IAM ERERGH MEBAERES2NARRZEBR, BER
AEETEAETHMEA S AWS CLI AWS APl LB R A X TR B ENEFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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FEL— {8 Amazon S3 f#1ZErEE

EWEHIF | BRERT IAM EHAE AWS tRFE FEEAF —{@ Amazon S3 #EFETHE BVEPRamzn-
s3-demo-bucket, BHEHFELERFFEHAEIIE,. EFMAMBERDH.

BRTIRFAMEAE s3:PutObject, s3:GetObject B s3:DeleteObject FA 2 , Rt ERF
s3:ListAl1lMyBuckets, s3:GetBucketlLocation B2 s3:ListBucket & d, EEXRFIEAE
EMREINFT, EEE s3:PutObjectAcl B8 s3:GetObjectAcl BifEFREE XA HPER, BT
BERE EYIH, IESFIRTFEAELEAZEAETIENGSNZSHER  F2REHETHR . £
RAERAERRREFIHRBEFITEBNEFI.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListBucketsInConsole",
"Effect":"Allow",
"Action":[
"s3:ListAllMyBuckets"
1,

"Resource

arn:aws:s3:::*

"Sid":"ViewSpecificBucketInfo",
"Effect":"Allow",
"Action":[
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":"arn:aws:s3:::amzn-s3-demo-bucket"

"Sid":"ManageBucketContents",

"Effect":"Allow",

"Action": [
"s3:PutObject",
"s3:PutObjectAcl”,
"s3:GetObject",
"s3:GetObjectAcl",
"s3:DeleteObject"

4By SR 5 62

tl\
]


https://docs.aws.amazon.com/AmazonS3/latest/userguide/walkthrough1.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/walkthrough1.html

Migration Hub SEB& 2% ERERER

1,

"Resource":"arn:aws:s3:::amzn-s3-demo-bucket/*"

¥t Migration Hub SREEEZE S 7 MEIEETHEZ &
FERUTEARGEEDE NS EFEARKESRN IAM RIEETNE RBE,
FE

- BERERRESDPHITHE

« EAREBHIT iam:PassRole HZ#E

- BEERARNENER

- REEEE  BMEAHMAFTERERES

s REEARF UNWAE AWS IRFE FERRARIEIEZER

BERERBEEZPIATIRE

R AWS Management Console & ZI&EEEIT B1E , RN ABMKENEEES KRB, ENEE
ERACRMEAEEBNEBNAL,

LT #EHISEERETE mateojackson IAM EAEEHAEAETEEMBEER my-example-widget EIR
WEEMER , BAIRAEM migrationhub-strategy: GetWidget FFAIBEE 4,

2

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
migrationhub-strategy:GetWidget on resource: my-example-widget

FELERT , Mateo EFREBEEFTHMMANBER , AFFMER my-example-widget EEFE
migrationhub-strategy:GetWidget &R,

R AREEHIT iam:PassRole I

WMREWBER |, FEHEEEHIT iam: PassRoleBE , BNBERLAERH , UAHECKABGEES
REGER,
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BE AWS B# AIREEREACEEGERE K MAREYFNEBXACIRBEELC, NFH
TR , L ARERACBEEZ BB,

E€A W IAMmarymajor EAEEREA TR EERKEBTITEFE  SBETIEHIER.
BR , BFFERBHEEREBHCRTHFT. Mary REKAGEERGRBHFT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WEURAEEH , RFFM ST iam: PassRole Bk,
MREBEERGE , BHEEN AWS BEEEE, ZFNEESREHENEARR.
BEERAENENESIER

EEEY IAM ERAEEMESRE , EUUERRELNFNRER ID. B2 , BEEIBABKRENILE
FHER, BRERTRRER  EL4ABRUTNFHERY.

ENERTESMEIRD - FEHES® ID (Hlin AKIATOSFODNN7EXAMPLE) MFAA R ZELE S (Hm
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY), MEFERAERBNZRE K BLB—RBERAE
NE#M ID MAZFHRE|/RBIFENFER. RUHENFEAEEBNEE & KL EBEENFE
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B IAM ERE, EREZTUHEMEFRER, EECAMEENEZR  ELALMGRE+F —ESR
W, IRBEUFNERY, FERARY  F20 (AM EFHEER) PHNEEEFNER,

EREES , BEAFEMAFIUREER

EEAFHMAGTIERER  SX4ASTIRTEEFRNASSEARR., MREFEH AWS IAM
Identity Center EXEABFEARER , BUUSFITERERECEHAESHE  UERHFEIUER. 59
SERHEIL IAM B , UEHIERGEZIASREARENEEBRN IAM A€, WEHBENR , 52
BIAWS IAM Identity Center { fEF&EIER) FHFFAE,
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- METROMEBKRE S 7 RUEIHE , F28 (AM EAEER) PN FIREREEEENITE
THEIRENERE BMEE D).

- METHERAAGNEREBRETEIRFFNCENEZR , F2H (AM £REER) P/ IAM
Y Bk EIRFEL.
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BAGNT  REZSFER  FARARKBEBTUREEAS, ERNTISEEEBREMEFAIK
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Strategy Recommendations £ i & & AWSServiceRoleForMigrationHubStrategy #IRI&EHFE A G |

I & H B AWSMigrationHubStrategyServiceRolePolicy IAM BUER 2 37 B35 — 32 AWS Migration Hub
M BV 7ZEUE AWS Application Discovery Service, LBERt R F 7 Amazon Simple Storage Service
(Amazon S3) FRAFHRENFF A

AWSServiceRoleForMigrationHubStrategy R BB BEET I REEEIZAE :

* migrationhub-strategy.amazonaws.com

AEHUBERATERERTH T IEHE,
AWS Application Discovery Service Bj{E
discovery:ListConfigurations

discovery:DescribeConfigurations
AWS Migration Hub Ej{E

mgh: GetHomeRegion
Amazon S3 Ej{E

s3:GetBucketAcl
s3:GetBucketLocation
s3:GetObject
s3:ListAll1MyBuckets
s3:ListBucket
s3:PutObject
s3:PutObjectAcl

EERRLBERNGTT |, 28 AWS REHXRSEE
BIAWSMigrationHubStrategyServiceRolePolicy) H# .

EERAUBRNENRE LK , F20 AWS ZEBRNRIEEZEH

ERRBERAR =


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSMigrationHubStrategyServiceRolePolicy.html

Migration Hub SEB& 2% ERERER

BYMERENT , IAM ER (WERE. HENAR) TURY, FEIMREKERASE, MFEFM
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BAEEFHEIRKERLAE , EEEE AL Migration Hub £ HIRFEHEN RIEEZAE® (SLR)
BF AWS Management Console , Strategy Recommendations € &2 RIEEFZ AR,

EEMBREBREEEAR  CREEBREY , ZUUERFHEAHEEFEFRIAR, EARE
A FF Migration Hub EIRF BN REEE AR (SLR) i , REEEZSBAIALELREEEAE,

mERBEBNREEGAE

REEZRT N EBIREE AWSServiceRoleForMigrationHubStrategy R EHE AR, HAESEESE T
RESERBELAR  FULELEEVACGCAREFACER., TB , BullFEARKERTE
A. CLI 5 API {fREE A K IEIR,

MEr R ER B EF AR
M IAM FEMREREEEA S

5/ IAM £3# & AWS CLI, = AWS API &fiBx AWSServiceRoleForMigrationHubStrategy AR #5:&E
‘At, MEFMENR , F28 (AM £AEER) PHRREEEEAE,

fIBx AWSServiceRoleForMigrationHubStrategy SLR FifE MV RIS BB E R , BEEZHEMEAITEH

MR ( EERBHNER ) . tEEFTEMETSTME. MRPGHEERT, Bl IAM EEEHH SLR
MiBRE KB, R SLR MBREAK , BULUEFMEESEETHEREHAMER. MR SLR 28] , EFFE
BREMEEINER,

EKREBRBERACEN B

FREBXEERUBRBNAMERETFERARBESEAC, MFEFMENR , F2H AWS EHERE.

I]I‘H

Migration Hub RE§EZZFM A HE VPC im2: (AWS PrivateLink)

A LAY A E VPC %2, & VPC # Migration Hub RMEE BV EER., REIKEZRA
AWS PrivateLink#% i, &i® AWS PrivateLink , A AFA T FEURBEER API 21 , BEEBRERRE
B, NAT #&. VPN E#® Direct Connect E#R, VPC FHETEETEEZELE IP bt , BIA/ 8
Strategy Recommendations API ##{E@. VPC EERIEEZR B REEREE Amazon B H,
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MEFMEER , 528 (Amazon VPC A EERM) PHRME VPC imE (AWS PrivateLink).
KEEEE VPC mENEEEHE

ARBEBRRENE VPC wE <8l , FE4HE (Amazon VPC A ERE) Y/ Hiw 25 14 R
#FIAWS PrivateLink Bt%E,

REZZEREN VPC HILEMAE AP B, EEFEAMARKER  BLAR VPC i,
ARMEZEYNE VPC inE

& T L ME A Amazon VPC E£# A5 AWS Command Line Interface () BEEZRET VPC iHEAWS
CLl, MEFHMET , 528 (Amazon VPC FRAEEE) THELNEIHKE.

FEATIRBEBELRKEEZRN VPC ind
e com.amazonaws.region.migrationhub-strategy

MRERIHIFERAFLAE DNS , BRI UFEA R TR DNS EBOREEZRRE L API BXR, fill , &
A LAEA B migrationhub-strategy.us-east-1.amazonaws. coms

WEFMER , F2B (Amazon VPC EREER) HHEIBIT HiRHFEURS.
ARMEZEY VPC inBBUR
BRI IR BURIERZE VPC imdh , SUEHIEREBNFE. LEREEETIE

%II

- AEATEIMERVERE.
- AEATHIENE
- AHATELBIFREIR,

MBEHMET, , BB (Amazon VPC EFE M) FRIEMA VPC i B2 48 B L,

g6 : REEBBER VPC InBBER

LA 2 Strategy Recommendations Ky um B BUR €6, EZFmEE , WBRERTFHAEERLAMEE
SEARPTYIR B EREBIEN FEUE,

{
"Statement": [
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ERAEER

{
"Principal":"*",
"Effect":"Allow",
"Action":[
"migrationhub-strategy:ListContacts",
1,
"Resource":"*"
}
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» GetApplicationComponentStrategies

» GetApplicationComponentDetails

* GetAssesment

» GetlmportFileTask

* GetPortfolioPreferences

* GetPortfolioSummary

* GetServerDetails

* GetServerStrategies

» ListApplicationComponents

» ListCollectors

» ListlmportFileTask

* ListServers

* PutPortfolioPreferences

» StartAssessment

» StartimportFileTask

» StopAssessment

» UpdateApplicationComponetConfig

» UpdateServerConfig
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/myUserName/...",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "777777777777",
"arn": "arn:aws:iam::111122223333:role/myUserName",
"accountId": "111122223333",
"userName": "myUserName"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-09-20T01:07:16Z",
"mfaAuthenticated": "false"

},
"eventTime": "2021-09-20T01:07:437",
"eventSource": "migrationhub-strategy.amazonaws.com",
"eventName": "GetServerDetails",
"awsRegion": "us-west-2",
"sourceIPAddress": "",
"userAgent": "",
"requestParameters": {
"serverId": "ads-server-006"
.
"responseElements": null,
"requestID": "@7D681279BD94AED",
"eventID": "cdc4b7ed-el71-4cef-975a-ad829d4123e8",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
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"eventCategory": '"Management"

TR E R AREREE 73



Migration Hub SEB& 2% ERERER

Migration Hub SR B&ZE R 1Y Bl 58

AWS ZHIRF ERSE AWS BNV FERER , TaBARS,. RESERN  FASERERRE
BRERE, EAULUBRESELLRSE K MEGCRBERELIRS.

= E MR Migration Hub Strategy Recommendations FELZEEE , 5528 Strategy Recommendations
AR B

& LARARK Service Quotas IR A RMRKIEEBNERE, FEEERKP , BIEFE AWS ki , A&
iZE! Migration Hub SKHE S,

EEFEREINERE , 52 Service Quotas FAEIREHRNFERIZESEZE, MR Service Quotas A &
RIBMHECEE | A MREE RERE,

74


https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html#limits_migrationhubstrategy
https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html#limits_migrationhubstrategy
https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase

Migration Hub SR BS &% ERERER

EN R

FE

« 2023 F 11 A 17 H
« 2023 F 10 A 12 H
- 2023 4 A 17 H
- 2023 3 A 17 H
« 2022 F 11 A7H
« 2022 9 H27 H
- 2022 %6 A30H
- 20224 A 18 H
« 2022 2H25H
« 2022%F2AH10H
« 20221 A28 H
« 2022%F 1814 H
- 2021 12 A 21 H
- 2021 12 A 15 H
« 2021 F£10 A 25 H

2023 F 11 A 17 H
R Zhae

o WRERER v1.1.47

- %18 NET 8 EARER,
2023 F 10 A 12 H
R ZhBe

< WEEER v1.1.45

2023 £ 11 A 17 H 75



Migration Hub SEB& 2% ERERER

- XEZERER,

2023 £ 4 A 17 H
S e

- INEERF v1.1.22
o FHRIEDTHIEAIIEE, EFTERWMAN WESS.

2023 3 A 17 H

S e

FRT SRS, TREFERABHREXAFAREN,
2022 11 A7 H

$I8E

- ERAEXHNERRENEGR
« it AWS Application Discovery Service 1Z % £Fi% Al fR 25

2022 £ 9 A 27 H
S e

- &SR v1.1.12
« SCT 667 hx
« EMPAnalyzer 2.2.0.368
- EFERAREERMNdIag check@®,
- MBHBEERRNXE,
- WRBEGHRENE , ARNREHEEBNT IRE,

W

ﬁ%nﬁ{l’ .|—.E

- BEBEBFEXAMEMEE,

2023 % 4 A 17 B 76



Migration Hub SR BS &%

ERAEER

2022 £ 6 A 30 H
S E

- &SR v1.1.11
. ¥1i¥ VMware API X%,
« A2CFAREE  DETH O ENERKNEERERER,
« ¥18 Linux B, FERX Shell FFTA shell BRI LE,
« A2C V117 BN
« ¥ Azure DevOps WX EMAEEIRERE,

2022 £ 4 A 18 H

#hae

- WEBR1.1.7 R
- ¥ TRLE URL BT & A2C VBRI AL,

2022 2 A 25 H
HEBE

« SCT5.6.9 ix
« A2C 1.1.2 kR
- KRR 114K

2022 2 A 10 H

ﬁ%nﬁ{l’ .I—.E

W

« SCT 5.6.8 hix

2022 6 A 30 H

77



Migration Hub SR BS &%

ERAEER

« A2C 1.1.1 ik
#7318 Linux ttarin BHME,
* {§1E# Amazon ECR #iEE AR MG BE,
- BEREBRARUETHLHIENEE.
- WEF 1.1.3 K
- BISIERNG 32 (L THERM 4xx $EE5,
- BEH A2C HBRAE.
- BRFE Y IP byt , CHLUEITIRRMEERN RBIE D .

2022 1 A 28 H

#TIhBEE

- KRR 1.1.2 /R

- ¥718 Azure DevOps Git REEHRREXNBE MU E,
2022 1 A 14 H

¥ ThRE

- INEERR 1.1.1 /R

- ¥ T SQL EREMN Babelfish &,
2021 £ 12 A 21 H
BB B #RR

- EEER 1.1.0 iR

- ERRERED .

2021 £ 12 A 15 H

E A

2022 %1 H 28 H

78



Migration Hub SEB& 2% ERERER

« UREERS1.0.4 KR
« BEIFXEERED T (CVE-2021-44228),

2021 £10 A 25 H
S I8E

- X588 1.0.0 ik
» Migration Hub SR #2 5 f£ F & 1R F1 46 AR AN

2021 £ 10 B 25 B 79



Migration Hub SR BS &%

ERAEER

A A i 2 R 52 5 8%

TRREA Strategy Recommendations IS 4ERRAS, IFEHME

g2E

AWS ZEBERER - BEFE
AWSMigrationHubStrategyColl
ector

AWS ZEBREHN - EFE
AWSMigrationHubStrategyColl
ector

#hRe

#hae

AWS ZEBREHN - EFNE
AWSMigrationHubStrategyColl
ector

A, wmB2ERAEEE.
Description HH
EE#H AWSMigrationHubStr 2024 4 A1 H
ategyCollector BUR , LLE
S s3, applicati
on-transformation #l
migrationhub-strat
eqgy BhE,
E#H AWSMigrationHubStr 2024 2 A 5H

ategyCollector BUR LB EH
BMapplication-transf
ormation B)fE., WEFHtE
gy, LRSI EERE ,
H i aws:ResourceAccoun
t HBEEM aws:Princ
ipalAccount

Strategy Recommendations 2023 £ 11 B 17 H
FERARXERINERAFin
v1.1.47 X & NET 8 FERE

Eﬁo

Strategy Recommendations 2023 F£10 A 12 H

EREXERIKERAFik
v1.1.45 X EZEEF KR,

E# AWSMigrationHubStr 2023 £ 9 A 15 H
ategyCollector BUSR , A B EH

#) Amazon S3 APls,

80


https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/getting-started-prerequisites.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector

Migration Hub SR BS &%

ERAEER

AWS ZEBERER - EFE
AWSMigrationHubStrategyColl
ector

IAM SR{EBEBEH

AWS SEBREHN - EMEHR
BBR

REUEH

#hae

#hae

DIECITEN

E ¥t AWSMigrationHubStr
ategyCollector B3R , LB ER
RENBNIH DR

MEEZFHMENR |, F2HE
IAM F Y Z £ REER.

Migration Hub RESEZREA =
& AWS Application Discovery
Service APIs#iE ZIR B

Ko

BV ENE VPC HENFAEE
#Ro

#18 Azure DevOps Git f#17E
HEREXBI TN EE.

87T SQL BEREWN
Babelfish &,

Migration Hub SREEEZE A&
BRI RRA,

2023 3 A8 H

2023 2 H25H

2022 €11 A 10 H

2022 3 AT7H

2022 %1 A28 H

20221 H14 8

2021 £10 A 25 H

81


https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyConsoleFullAccess
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyConsoleFullAccess
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyConsoleFullAccess
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyConsoleFullAccess
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/getting-started-collector-setup.html#cli-collector-setup-git-source-config
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/getting-started-collector-setup.html#cli-collector-setup-git-source-config
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/what-is-mhub-strategy.html#related-services
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/what-is-mhub-strategy.html#related-services

	Migration Hub 策略建議
	Table of Contents
	
	什麼是 Migration Hub 策略建議？
	您是第一次使用策略建議客戶嗎？
	策略建議概觀
	相關服務

	AWS Migration Hub 可用性變更
	設定策略建議
	註冊 AWS 帳戶
	策略建議使用者和角色

	策略建議入門
	策略建議的先決條件
	步驟 1：下載策略建議收集器
	步驟 2：部署策略建議收集器
	在 vCenter 中部署策略建議收集器
	在 Amazon EC2 執行個體中部署策略建議收集器

	步驟 3：登入策略建議收集器
	登入部署在 vCenter 型環境中的收集器
	登入部署為 Amazon EC2 執行個體的收集器

	步驟 4：設定策略建議收集器
	設定 AWS 組態
	設定 vCenter 組態
	設定遠端伺服器組態
	設定版本控制組態
	準備您的遠端 Windows 和 Linux 伺服器以進行資料收集
	準備遠端 Linux 伺服器
	在 Linux 伺服器上設定金鑰型身分驗證
	在 Linux 伺服器上設定憑證型身分驗證

	在 Windows 伺服器上設定遠端伺服器組態

	確認您的收集器和伺服器已設定用於資料收集

	步驟 5：在 Migration Hub 主控台中使用策略建議來取得建議

	策略建議建議
	在策略建議中檢視策略建議
	策略建議 應用程式元件建議
	在策略建議中使用應用程式元件
	檢視應用程式元件建議
	設定應用程式元件的原始程式碼分析
	設定應用程式元件的資料庫分析

	策略建議原始程式碼分析
	策略建議資料庫分析
	AWS Schema Conversion Tool 登入資料所需的權限
	在 Secrets Manager 中為資料庫登入資料建立秘密

	策略建議二進位分析

	策略建議 伺服器建議
	策略建議偏好設定

	策略建議資料來源
	檢視策略建議資料來源
	策略建議應用程式資料收集器
	策略建議收集器收集的資料
	從策略建議中移除您的資料

	升級策略建議收集器

	將資料匯入策略建議
	策略建議匯入範本

	從策略建議中移除您的資料

	Migration Hub 策略建議的安全性
	Migration Hub 策略建議中的資料保護
	靜態加密
	傳輸中加密

	Migration Hub 策略建議的身分和存取管理
	目標對象
	使用身分驗證
	AWS 帳戶 根使用者
	聯合身分
	IAM 使用者和群組
	IAM 角色

	使用政策管理存取權
	身分型政策
	資源型政策
	其他政策類型
	多種政策類型

	Migration Hub 策略建議如何與 IAM 搭配使用
	策略建議的身分型政策
	策略建議的身分型政策範例

	策略建議中的資源型政策
	策略建議的政策動作
	策略建議的政策資源
	策略建議的政策條件索引鍵
	策略建議中的存取控制清單 (ACLs)
	具有策略建議的屬性型存取控制 (ABAC)
	搭配策略建議使用暫時登入資料
	策略建議的跨服務主體許可
	策略建議的服務角色
	策略建議的服務連結角色

	AWS Migration Hub 策略建議的 受管政策
	AWS 受管政策：AWSMigrationHubStrategyConsoleFullAccess
	AWS 受管政策：AWSMigrationHubStrategyCollector
	AWS 受管政策的策略建議更新

	Migration Hub 策略建議的身分型政策範例
	政策最佳實務
	使用策略建議主控台
	允許使用者檢視他們自己的許可
	存取一個 Amazon S3 儲存貯體

	對 Migration Hub 策略建議身分和存取權進行故障診斷
	我無權在策略建議中執行動作
	我未獲得執行 iam:PassRole 的授權
	我想要檢視我的存取金鑰
	我是管理員，想要允許其他人存取策略建議
	我想要允許 以外的人員 AWS 帳戶 存取我的策略建議資源

	針對策略建議使用服務連結角色
	策略建議的服務連結角色許可
	為策略建議建立服務連結角色
	編輯策略建議的服務連結角色
	刪除策略建議的服務連結角色
	策略建議服務連結角色支援的 區域

	Migration Hub 策略建議和界面 VPC 端點 (AWS PrivateLink)
	策略建議 VPC 端點的考量事項
	為策略建議建立介面 VPC 端點
	為策略建議建立 VPC 端點政策


	Migration Hub 策略建議的合規驗證

	使用其他 服務
	使用 記錄策略建議 API 呼叫 AWS CloudTrail
	CloudTrail 中的策略建議資訊
	了解策略建議日誌檔案項目


	Migration Hub 策略建議的配額
	版本備註
	2023 年 11 月 17 日
	2023 年 10 月 12 日
	2023 年 4 月 17 日
	2023 年 3 月 17 日
	2022 年 11 月 7 日
	2022 年 9 月 27 日
	2022 年 6 月 30 日
	2022 年 4 月 18 日
	2022 年 2 月 25 日
	2022 年 2 月 10 日
	2022 年 1 月 28 日
	2022 年 1 月 14 日
	2021 年 12 月 21 日
	2021 年 12 月 15 日
	2021 年 10 月 25 日

	文件和版本歷史記錄

