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FERAEXERNER., ELERBTFRIEARK,

U EFEFEA T collector setupin® , FEULESR Docker BB E L bash shell TIERSEL , &8
fFAdocker exec@®o

docker exec -it application-data-collector bash

SEB 3 BAWES 11
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collector setup W HEEEHTTIMEGS , EETUERNBTELDS !

« collector setup --aws-configurations —&&7E AWS #HEE,

- collector setup --vcenter-configurations - & vCenter fA%E,

(@ Note
RETEEEREETET vCenter LB |, FREMEA vCenter HARERRE., TiB , BAILAEHAG S &

#5%E vCenter fi&€collector setup --vcenter-configurations,

« collector setup --remote-server-configurations - :REEmAMREFIALE,

« collector setup --version-control-configurations — 5REMRAIEH4HRE,

B R EFT A RS AR A
1. BALUT®S.

collector setup

B AWS FBREMER , 0 PRTIREEE AWS FHEE,

B A vCenter fHRERVEA , W0 HFMAREE vCenter #HRE,
AR AR ES |, W0 TR R EE i Al fR 2R AR AE
AR FIE BN ERR |, W PTIRER E R A 2 I AE AR,

EBE PMER , EHEER Windows F Linux [ AR 28 LUE 1T U E RS & B U EE E 5 1B 1Y 12 i
Windows # Linux {al fRa§ AE T E RIUNEE

o g M w N

AXE AWS #HAE

EERTE AWS #HRE | 55FH collector setup@®m$El collector setup --aws-
configurations®<,

1. BMAYXRTR , RTRERE IAM . HE. EGKR PSR, BUEH
AWSMigrationHubStrategyCollector S EBIRTFHUNESRMNEAER , BRI LREE LT
AIRMESERAENAE,

2. KR HPWSR  GALBURFEKRER2ERE AWS WIRFANEFRERNLBE SR REE
BEAENAE,

AWS fH&E 12
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3. BARESE , fl0 us-west-2, RERMEZBRFEANEESD , BEEFESLFTRNEE. WFEELESE
WEE , F2H PHEREZRRMAWS —R8E,

4, BEEWER[EEEELEIEBRDPEERBERE ? BERA Y R 2. EEEATHEE AWS
EBSEENXE.

5. LEWEEMEEAFIEBRTRERKRE ?BE , FaAY XT2. BFEPHNERATBEIE AWS
EBSEENXE.

THEHBERBEINAR , SEERNHEPIHER AWS ,

Have you setup IAM permissions in you AWS account as per the user guide? [Y/N]: Y
Choose one of the following options for providing user credentials:

1. Long term AWS credentials

2. Temporary AWS credentials

Enter your options [1-2]: 2

AWS session token:

AWS access key ID [None]:

AWS secret access Key [None]:

AWS region name [us-west-2]:

AWS configurations are saved successfully

Upload collector related metrics to migration hub strategy service? By default
collector will upload metrics. [Y/N]: Y

Upload collector related logs to migration hub strategy service? By default collector
will upload logs. [Y/N]: Y

Application data collector configurations are saved successfully

Start registering application data collector

Application data collector is registered successfully.

=& 7E vCenter #B5RE

EERRTE vCenter 4058 , A collector setup®$ = collector setup --vcenter-
configurations@ K :

1. BAY RTE, NREBEMFEH VMware vCenter EAERHTE D HRE , EEEMFEA VMware
vCenter 2B AE R BBETE D RBRE.

vCenter #H7& 13
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® Note
5/ VMware vCenter 2 AERIETRER , EEEHEMRS LZ% VMware TE,

& A Host Url , AJBAR vCenter IP 31t 5} URL, A% , 8 A VMware vCenter B & B BMNZH
-8

2. MBHAEEHRTE Windows [AIIRES , 557 VMware VMware vCenter BIEEH |, A Y RR 2,

# A Windows HERAE&ERBNRE,

® Note

IR EH Windows Remote Server B Active Directory #8135 , BIXBEMA CLI #EIR
i RESAHAER: | ASFEREBBEWM AL domain-name\username, il |, AN RERHFIE
ZEIELRE K MENERAEEBEEES  ASECL FRANFERERBREHIHE
B\EES,

3. MREEEIRE Linux RS , 55F A VMware vCenter RAZE# A Linux 387E Y for yes.
VMware vCenter
WA Linux NEAEEBNELR,

4. BAY RT2. RELEA vCenter AR RREFRERIGFARIFER , BREAEVEMEH
NTLM for Windows 1 SSH/Cert based for Linux &% E vCenter JAZBHY @ IRES B F% o

5. R BREFLEMEHE vCenter SREREHE MBI Windows EAER | IR TE vCenter AZE
IEHY Windows #2583 A B BZRE vCenter Windows 5B A BRI B AELRERE |, 558
A Y foryes, &EI, FBIA N RTAE

MREOMERY , MEHETIREE,

a. WAYXRTEE WERESE—IXEE Windows RIRFREDHEEZINAERFARIETER
BIEE ? BE,
b. MREBERE SSH B EE , K BALKNEEBEPBHA 1.

MRHZZFEH SSH B0 EF , AIMNEKEENSRBHEERD Linux FARESE. WEFMEE
A, B2 EE Linux AR LR ESBE 5 2 RE,

vCenter #H7& 14
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TH&EHHIERERNAS , BF VMware vCenter #HRERVEHITER ,

Your Linux remote server configurations are saved successfully.

collector setup —vcenter-configurations

Start setting up vCenter configurations for remote execution

Note: Authenticating using VMware vCenter credentials requires VMware tools to be
installed on the target servers

Would you like to authenticate using VMware vCenter credentials? [Y/N]: y

NOTE: Your vSphere user must have Guest Operations privileges enabled.

Host Url for VMware vCenter: domain-name

Username for VMware vCenter: username

Password for VMware vCenter: password

Reenter password for VMware vCenter: password

Successfully stored vCenter credentials...

Do you have Windows machines managed by VMware vCenter? [Y/N]: vy

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for Windows (Domain\User): username

Password for Windows: password

Reenter password for Windows: password

Successfully stored windows credentials...

You can verify your setup for vCenter windows machines is correct with "collector diag-
check"

Do you have Linux machines managed by VMWare vCenter? [Y/N]: y

Username for Linux: username

Password for Linux: password

Reenter password for Linux: password

Successfully stored linux credentials...

You can verify your setup for vCenter linux machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using NTLM for
windows and SSH/Cert based for Linux? [Y/N]: y

Setting up target server for remote execution:

Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: vy

Would you like to use the same Windows credentials used during vCenter setup? [Y/N]: y

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: y

Successfully stored windows server credentials...

vCenter #H7& 15
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Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

You can verify your setup for remote windows machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: vy

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

Would you like to use the same Linux credentials used during vCenter setup? [Y/N]: vy
Generating SSH key on this machine...

Successfully generated SSH key pair

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

You can verify your setup for remote linux machines is correct with "collector diag-
check

TE 3= v fa) AR 25 4B &

EERTERIFMAREMALE , A collector setupi ™= collector setup --remote-
server-configurationsan &8 :

1. BWAY RT2. NREBLERE Windows AIRES , EEZEEH NLTM for Windows REREA3E
vCenter BB @ IRESE E’é‘)\ﬁﬂo

A WinRM B R EZBHNZEE,

® Note

Zzl]%!’d?ﬂ’] Windows Remote Server B Active Directory #813 , BIABEEFE A CLI #EE

IR MRS AAAERS | EERAERBBBM AL domain-name\username, HIEN , W RIEHIHEE
%ﬁm%ﬁﬁﬂﬁﬁﬁﬁ , MENERAEERBEEES IS ECLLPRANFEARAESBI2E LM
H\EES,

15 b 1] AR AR AR A 16
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BMAYRT R . BF—XE Windows RIREREEHE , BREUTLIEZ RES TR KRB
EFMARSEE ? B&, Windows Server BEFHIE B &+ /opt/amazon/application-

data-collector/remote-auth/windows/certs,

BB ELEN ARSI EEFEERE Windows fAIRES. MEHMEA , FSEE Windows AR Es
R EIR A AR S AHRE,

2. MREHEEIRTE Linux @RS , 55FFH SSH = Cert BIREE Linux SREFHBE@A Y,
3. WMRMEBERFE SSH BB G SRR , BE WALKNREREFEA 1,

MRIBEIZFEH SSH B0 EFE , AN EZEENSBEEERT Linux [AREE. MEFMEA ,
AZEE Linux AR LR ESRA G o RE

4. MRERERTE UETUBRAERNS OBRE , FE BALNERFEF@A 2,

MERERTBHLE»BFBHNMEBEENR , 2B E Linux AREE LRESHFE G 9 BE,

THHPBERERNAR , 2FERARFEENEFIER

Setting up target server for remote execution
Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for WinRM (Domain\User): username

Password for WinRM: password

Reenter password for WinRM: password

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: Y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: Y

15 b 1] AR AR AR A 17
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Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

User name for remote server: username

Generating SSH key on this machine...

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

Your Linux remote server configurations are saved successfully.

AEMRA IR HI R RS

EREMRKEHIERE , A collector setup@tE collector setup --version-
control—conflgurationsﬁ%ﬁ .
1. ERERBBIM?EEPBAAY XRTR.
2. WMREBERE Git ARF[IHE K FEWAREREFRA 1,

A GIT {7 iRESIm B HY github.com,
3. MREEEIRTE GitHub Enterprise Server , 557 WA G ZREREF#EA 2,

BWATE https : // WIS | MR : GIT AMRESIKE: : git-enterprise-endpoint
4. EABW Git #a###FEATZEUE,

5. BAY RT 2. BREEME csharp REFEEEZE Windows #8554 ? MREBBEHH C#
B, FRA.

@ Note

ESMMEAR NET 23/ Porting Assistant B9 .NET f617EE , &4 BB 4468 FiE
HA NET E#EFT(E T B Porting Assistant 22 Windows #85, WMFEFHMAER , 72
B EAR NET B Porting Assistant fER &) FHEMAM .NET 8 Porting Assistant
A9

6. HN EREENMSE TFREAREN Windows BEAER ? BE, 1R Windows Machine for
C# RIRTE DA LFEERE - -remote-server-configurations= BRENEAER
HEWEAER , B8 A Y for yes--vcenter-configurations,

MRAS R A RE


https://docs.aws.amazon.com/portingassistant/latest/userguide/porting-assistant-getting-started.html
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MREBEHAFHNEAER , FANRTE,

7. EE#H VMWare vCenter Windows Machine B AEX |, FHEZE T 5 HEF —{@ Windows B A
BRLBRIFRFRA 1,

8. B A Windows #2538 IP b,

THSEHBRETINAE , SRR EHEENEHIEE,

Set up for source code analysis [Y/N]: vy

Choose one of the following options for version control type:
1. GIT

2. GIT Enterprise

3. Azure DevOps - Git

Enter your options [1-3]: 3

Your server endpoint: dev.azure.com (http://dev.azure.com/)
Your DevOps Organization name: <Your organization name>
Personal access token [None]:

Your version control credentials are saved successfully.

Do you have any csharp repositories that should be analyzed on a windows machine? [Y/
N]: vy

Would you like to reuse existing windows credentials on this machine? [Y/N]: y
Choose one of the following options for windows credentials:
1. VMWare vCenter Windows Machine

2. Standard Windows Machine

Enter your options [1-2]:

1

Windows machine IP Address: <Your windows machine IP address>
Using VMWare vCenter Windows Machine credentials

Successfully stored windows server credentials...

A BRI IR Windows F Linux A RESLLE T E R EE

(® Note
MRIEHER vCenter BERERMEZBRARINERNKERS , IFEFRRIR,

EfREHRRARBRUETERRE 19
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RERGERARSELECE , MREAMEH collector setup command=} collector setup
--remote-server-configurationsi® , BIXEAXEfERIHFRES , JU{E Strategy
Recommendations FEAREX ERIKER AT URPKREER,

® Note

EBXERENFERAEALE P hut KERFRSS, WENAE LEBERILEEIR (VPC) R E
BRI AWS LUETIR IR ITHE — S REA |, 552/ Amazon Virtual Private Cloud (& EE,

= EREBER Linux AMRER , 2R EHELR Linux [RSR.

A ZEEFRG Windows fIRES , 2B £ Windows fAlfR 25 £ 3% EiE in {7 AR 2R AR AE.
{FIR M Linux fAIBRES

£ Linux MRS LRESRE S 2 BE

MBEERERIFFERETAAELERES Linux 52E SSH €85/ RF |, AIXEHT TSR , €7
RES LR ESBAE 9T , LUE Strategy Recommendations FEFE X BRI ERS TN EE R,

£ Linux AR LR ESWBE 5 o BHE
1. RAE[BPPTHERKERLLZR id_rsa_ assessment.pub EEN NG L

/opt/amazon/application-data-collector/remote-auth/linux/keys.

2. HEFAEIFEMESM $HOME/ . ssh/authorized_keys ERBKMMERN LA ELE, WRRET
MR | BFEH touchs vimB B ZESR,

3. FERERRARELNEERNREGHABMR7SSHED, IRR 777, BIEEER, BUUER
chmodin & 3R FRHIFF A o

£ Linux AR LR E BB B 2R

MREERERGFARBALEEES Lnux REBRBRS 2 RFE  AIXABT TSR, HUE
Strategy Recommendations FERARE X &R EE AT AKEE R,

MREZLRERAERAEXNFARFPEICETERELE (CA) , BREBERAIREE,
£ Linux RIfREF LR ERB R B 9 B FE
1. ERERRFERRARSINERESZRE,

EfREHRRARBRUETERRE 20
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2. BUERNLBZRERS CA

BRI UETINERIWESRNLE SR
/opt/amazon/application-data-collector/remote-auth/linux/keys/id_rsa_assessment.pub

AN B ERIIEEEN CA LELERE.
3. BE—EFRELENBIERIIVNER[FHTILE

/opt/amazon/application-data-collector/remote-auth/linux/keys

BENBBS AR id_rsa_assessment-cert.pub,
4., ERESBHLERUBBEREE.

1£ Windows {a] R 28 £ 5% & 1= i {n] IR 25 4H A&

MRCBRFRWESRRTE PR EE R RESMHEEREEE Windows , BIXE#IT ISR , HUE
Strategy Recommendations WWEE !,

G BEE—F THREERMARSELBHITH PowerShell 5T , ERELR.
ETIEERA PowerShell i23% , WERARFUNNRET 2BE S E. ERR Windows
NT LAN Manager (NTLM) , ¥#% "AllowUnencrypted" WSMan &A% E R E A false ,
DHERMEVHNEEEXRESINENRE. £/ Microsoft IRHEAIIETE New-
SelfSignedCertificateEx.ps1BI BEREBEH.
EMER HTTP EEENXA WSMan HTERSFSHEREMN HTTPS HEEX —EBEKR. R
%, CEEUHP HTTPS EEEX, ©thE®A TCP E#ZE 5086 B EAMAERA, E&K
#—ELSBH , WinRM BRI SEH RS,

£ Windows 2008 ] iR 88 LiEiB IR IHIEAR R EE R E

1. FEATIGSRREZEEMRARST LK PowerShell A,

$PSVersionTable

2. 1N PowerShell lRATFE 5.1 , 5548 Microsoft XHFF M LEMEE WMF 5.1 IE R THRIEZL
& WMF 5.1,

3. TEFH PowerShell IREFFERALUT @S , LLFELR PowerShell 5.1 BE&RE,

EfREHRRARBRUETERRE 21
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$PSVersionTable

4, FHERT—HELR , HEPRPWMIAE Windows 2012 RESIRA LEBRIRERZEERKE,

£ Windows 2012 FMEF MA@ RES LB B R IREFREERWE
1. T35 URL TEREEEDSHE :

https://application-data-collector-release.s3.us-west-2.amazonaws.com/scripts/\WWinRMSetup.ps1

2. New-SelfSignedCertificateEx.psl ## 3 URL TH , YAESHREETEH NHERER
HRWinRMSetup.psl :

https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-
SelfSignedCertificateEx.ps1

3. HEEKRE , FEMAEAREXGERS LT THL PowerShell 551,

.\WinRMSetup.psl

(® Note

R Windows Remote Management (WinRM) k7 Windows Remote Server L 1IEfERE , Al
RZARBUEERNERA S AN, MRBLEEERER , BLARBR LW T I E M ERE
FEEZMMRSFABE
/opt/amazon/application-data-collector/remote-auth/windows/certs/ads -server-id.cer

MBRBRER  FESELENRERER.

27 Al B 25 2 E AR E RIS
EANTHS , RREHIKERS AR D ERREERNE,

i
EIII
&
%
A

collector diag-check

T EHARFEENT EIEHRE  YHAMNRERMABA

ERE -a B THEA oK, BUUERETHRE , 7 DiagnosticCheckResult.txt &R ES @
o
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ERAEER

collector diag-check -a

B D BB XA MREF IP it B —RARSRHN ARFACHITOERE.

THEHIEERRINEE ER
Linux {al Bk 2%

Provide your test server IP address: IP address

Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded

Start checking permissions...
Permission Check succeeded

Start checking 0S version...
0S version check succeeded

Start checking Linux Bash installation...
Linux Bash installation check succeeded

All diagnostic checks complete successfully.

This server is correctly set up and ready for data collection.

Windows 1{al iR 25

Windows PowerShell Version Check succeeded
Provide your test server IP address: IP address

Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded

Start checking permissions...
Permission Check succeeded

Start checking 0S version...
0S version check succeeded

BREEMBRENERE
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Start checking Windows architecture type...
Windows Architecture Type Check succeeded

All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

THEHIBERERAL , EEERAKREAERTIERET.

Unable to authenticate the server credentials with IP address ${IPAddress}.
Ensure that your credentials are accurate and the server is configured correctly.
Use the following command to reset incorrect credentials.

collector setup —remote-server-configurations

B 5 . 7£ Migration Hub AP FARKERRIESES

A EIFRBA G0fAI7E Migration Hub £ & F £ Strategy Recommendations 2R E XIS EBER.
SE=R

1. EREE PEILMN AWS IRFERERIEEZ , B A AWS Management Console 3 BRI R
https : //https://console.aws.amazon.com/migrationhub/ B9 Migration Hub F#& &

2. 1£ Migration Hub =2 A EBHE K+ , BIFRE,
3. EEBDTEXRHEZREEL , BEEIBER.

4. H"‘HE FUEF Migration Hub EIRF AR E IV REEZ A E (SLR) , FEERE, WFE SLR HIFEHM
B, FoE HERRESERAREEEAG,

5. BREEHRKIR

a. HEREEMREFEEEL K SLERTIERREZEZDMHMRBZHRIER

i. KEEIEAEINERRES - S UEAREEZKESS B EBHEE VMware vCenter
HFEEEVMs MEEERA. FALEE  EFEERTEANRE,

i. FHEAN:  MREEEBIEAGRSFNEAERNNER , BUERARKEZEANES
K, EAEAR JSON BER , B UEHPEE VMs WA AE~A.

iii. Application Discovery Service — %Al LA F Application Discovery Service 3RUKER A EHEP
EEARINEARSENEEEA. EEBIEIEANIEERT , BUURKREIAT

S5 MBER 24
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M ZEREBEPETERE, B0, BRI LLERE Application Discovery Service Agentless
Collector, AWS Discover Agent 3§ Import (EAM CSVER) .,
b. ARFBEAXRSBBETERRRERDPWEZS LB TABRRSSE.
c. HEEMNWEAERRNERKESRT VLB CRENEABERNERKER., MREHERRE
FERERWESE K SAUTHRERNKES K ARBBEEC. UEFHERA , F2RITRE1. T
BERESRES NI TR 2 BEXRREZRES.

® Note

HEMERBER  CLEAREELD —FAEARAENBERIHITRARIEE
Ao MREEEETREWRERNBERTHERAREABRER BT NERERAE
AEREARR, LB REMEHMERNRR.

d. MREEMFHEA A FEEAFEEAT , EEHEEA
e. HHEAZRE K WAEANEHRE.
f. &% S3 REFEE URI, M AE LEE A JSON 1 S3 REATE URI

/A Important
S3 REFEIFEERMNSAEL WFEMEmigrationhub-strategy.

g. IEfE Next(T—2%).
6. EEREFHRE
a. EEEREFREEARL K RELNEKBENEBRIFRE. Strategy Recommendations 2
FRBEEENREFSREEBNRACEARINENENRERK., SAUERXEEEEL
RIFERTE,
b. iE#E Next(T—%).
7. BREXRXR.

a. MREGRENERIRENERRFRE,

b. ME—YIEFERREIER 6 HREABER ST, EXPMENRRIFIEFMATHIRE , UK
Microsoft IIS # Java ERERANERAER Z&#MNE,

HER 5 HUISER 25



Migration Hub SEB& 2% ERERER

® Note
TENMITHREFSEEIEEFETR. EoMTAK , £2FIREXRENE
&, SRS AREEIAR

HER 5 HUISER 26
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REERER

RER\MAREBBERESPARFNEAEANRBEZEBIRALER.

£

c ERBEBTRRRKES
- REES BAEATHES
- RIEEE FREEES

- REBRERE

ERBEZTRERKES

REFFREAM{AIAE AWS Migration Hub 12 & R EA KK EBRREBE RBEER,

WA R R

1.

FEREE PEBY AWS WIRFERERMES , A AWS Management Console 3f B B A
https : //https://console.aws.amazon.com/migrationhub/ B9 Migration Hub £ &,

£ Migration Hub =SB EEKF | BEXRE K ARBEER,

HEBEE L SUUBKRNEHERASHEERS , URFENER "Ry KRESR, &d7F
DiefBBMBERCTEMBNE , UARARFMEAEX THHRERX.

REXARMBEMSIENERESHTRANCHIBERE, SREMREXARTEERRNTHE
A, PREMEREARTES  BREMREXARTEALBE, 0F 'R RBNEF , F2HE
AWS BREtE i BRARRPIEBIMNEE - 7 R,

MRENERPOBRELSE  NNMRLEEHMRERE , EREEHINEN. BEENIWNE
BUEGHES  FREEFNINER.

EEFONMBEFTRE , ENEBERGERUTUARLENERNFTERNES,

EETHESEBNBREER  FEEELER,
EERARATHRSIERL  BUMRGEBERESTRERARX THNER, NHFMENR 7
2REXREE BAEXTHRER,

HARFZASIFRRL  BUURREBERESHARSFNER., NIFEFHET K F2HEERKES
ARER R

BEARKEESR 27
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-retiring-applications/apg-gloss.html#apg.migration.terms
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6. ERFHRERSIFTRL , BALURESE PEENREFRESERS . SES. IFERRER
HERENEF , F2R RREZRRTRE,

RS BARATHES
AREFRIATE Migration Hub 124 b (0 MR B AR R A ) H MR AR R T 40 B AL IR

ES |

- ERMESBTEARREA Y
- RBEBFBEREAGBOH

- REBERESN

- REBENVIN

ERBERTERAERRENTH

ZNEFER BA WA 1E Migration Hub E# & F A Migration Hub KB R RBE MR EEBMB KK
B

ES ]

- BEERAEATHER

- REBAEATHNRRER BN

- REEREATHNEREDH

BREBHEXTHES
RERAMMAE Migration Hub EiZ2 AP EARKEBRREBARATHNEBREERE,
BERARX T4 EBRFRER

1. EAFE PEI AWS BIRFRERKEZ , A AWS Management Console 3t R A
https : //https://console.aws.amazon.com/migrationhub/ BY Migration Hub 2 &,

2. % Migration Hub X AESEE K , BEXRR K AREEFEER,
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3. REABRARHGTHRMABFESR , ERNMHEEA SQLServer WERAREATH , AR BEREAF
HMEA.

4. EERABRARHAFEEFREL (UHEBMARENEE ) , BEENEERRSIER,
5. HEEREMEEFMAENAT  BEEINEREFHEERA,
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MEFAER , F2H ERAREA TN FEREXED .
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BAEHERITFERREZEARXENUNEREREERER , BFESE AWS IRF R AWS
Secrets Manager FEZ , T IR FFHR,
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{
"ImportFormatVersion": 1,
"Resources": [
{
"ResourceType": "SERVER",
"ResourceName": "",
"ResourceId": "",
"IpAddress": "",
"OSDistribution": "",
"OSType": "",
"HostName": "",
"OSVersion": "",
"CPUArchitecture": ""
.
{
"ResourceType": "PROCESS",
"ResourceName": "",
"ResourceId": "",
"ApplicationType": ""
"DotNetFrameworkVersion": "",
"ApplicationVersion": "",
"DotNetCoreVersion": "",
"JdkVersion": ""
"ProgramminglLanguage": "",
"DatabaseType": "",
"DatabaseVersion": "",
"DatabaseEdition": "",
"AssociatedServerIds": []
}
]
}
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Resourceld BRI ME— F = - FH
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ResourceN BRNEB F & = A7 &

ame

ResourceT EEANER FH = TRIfRzE. . "Rl

ype EcFii)

Associate EEHTEF FH = BEEM "ResourceType.

dServerlds IDs &, "SERVER. HH Resourcel
do

Applicati ERAEXER FH = "Tomcat", "JBoss", "

onType Spring", "lIS", "Mongo &
*SI'E"\ nDBzu‘ "Manaﬁ
*SI'E"\ "MySQL"\ norac
le", "SQLServer", "S
ybase", "PostgreSQL
Server", "Cassandra", "IBM
WebSphere", "Oracle
WebLogic", "Java Generic"

Applicati FERAEXMRE FH = MS1.00 . "NS2.04 .

onVersion MS3.05. "N1S4.01 .
Ms5.0;., TNIS5.1, .
"Ms6.0,, "1S7.04 .
Ms 755, "1S8.0y .
Ms8.5: . "MlS10.0.4
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(3R
DotNetFra MREARE FER B "DotnetFramework 1.0
meworkVer X2 NET "DotnetFramework 1.0
sion Framework SP11 , TDotnetFramework
AER 1.0 SP21 , "DotnetFr
B NET amework 1.0 SP3,
Framework MDotnetFramework 1.1
[ES "DotnetFramework 1.1
SP11 , TDotnetFramework
2.010 , T"DotnetFramework

2.0SP1, , T"DotnetFr
amework 2.0 SP2, ,
"DotnetFramework 3.0
"DotnetFramework 3.0
SP11 , T"DotnetFramework
3.0SP2; , TDotnetFr
amework 3.55 , "DotnetFr
amework 3.5 SP1,
"DotnetFramework 4.0
"DotnetFramework 4.5
MDotnetFramework 4.5.1,
MDotnetFramework 4.5.2
"DotnetFramework 4.6
MDotnetFramework 4.6.1,
"DotnetFramework 4.6.2
MDotnetFramework 4.7
MDotnetFramework 4.7.1,
MDotnetFramework 4.7.2
"DotnetFramework 4.8
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eVersion 2L NET 1.1". ".NET Core 2.0". ".NE
Core BEM T Core 2.1", ".NET Core
B .NET Core 2.2". ".NET Core 3.0". ".NET
Kx 4% Core 3.1"
JdkVersion MRERER F&H F "JDK1.0", "JDK2.0",
fEF JDK , Bl "JDK3.0", ..., "JDK11.0"
5 JDK BYRR
x
DatabaseT BRERE F & B "SQLServer", "Oracl

ype e", "Sybase". "Mongo &}
EE". "Maria E#IE", "Apache
Cassandra"., "MySQL", "IBM
DB2", "PostgreSQLServer"

DatabaseE BERENMRA FH 5
dition
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ersion
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BITE @D , EMEFRDREPEE S —EE8E. FAS EAMW WEFTEAFFT AWS R , &&
AWS fR#% FERE T BB REFR. AAERBREFREEM AWS R S EREB T RE
ARE , TERE FAS R, BERIERT , KL EEFWITEMERENFT T, MFRH FAS FXRE
MBEREFHRER , F2RERFMITFRER.

Migration Hub RE&EZ M EE IAM B EfE A 56


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html

Migration Hub SEB& 2% ERERER

KEEBNEEAE
XERBAE . &

REACRREETN AM 56  AIREMTEE, IAM EEE LR IAM RE., 18R FNMMBRIREE
At, MEFHMEER 6 F2lH (AMEREERE) PHELAGLUE IR IEG AWS R,

/A Warning

PEFRBACHFUIRETEREEZRYE. AP ERBEZRREHRIESN  FREREREA
&,

REEBNRBEFAS
XERBEEAS B

BHRELFACRERE W —ERKEAE AWS . BETUBEAREATEFNAR. BHER
AEgHRELN P AWS IRF |, YHREHE. IAM EEEFURE  EFERERTEEAEHN
AT A

NERVREEFREZRBELSLAECNFRET , 28 HEXRESTARBEEAG,
AWS Migration Hub REEZZEN ZEBR

BERTAUHMEEFEAE, FENAE £/ AWS ZERRLBTREBREXERS, BI IAMEF
ZERRFERBMNERAE K MXEBRXRTALHWERRHEMENGTT. EERERAER , &7
LUEREMN AWS REBR, ELEBRREER RNERARS , AT EEN AWS tREFRER. WEX
AWS EBRNFMEF , 728 (AM EAEERE) FHAWS ZEBXE.

AWS BRI EHEBNER AWS ZEHR, BEEEE AWS ZEBURTHFF . REEESEHEMET
AHTEE AWS ZEBUR | UXEME. LEENENEXECERBRNABES D EE (ERE.
HANMAE), REXEAURENDERBIFRETHREER AWS ZEBR. BRBETEE AWS 2E
HRPBERET , ALBEREFTSHRERBHEF T,

AN, AWS T EEZE REZEHHENZEBR, Hla , ReadOnlyAccess AWS 32 & BUR IR AT
B AWS REMERHOMEBFEE, EREBBIFINEERS , EAWBRENER AWS FEHEFETFT. W
EEKBEEBERABENRSE |, B2 IAM FAEEETEREBEREENAWS ZEBE,

AWS SEHE 57


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html

Migration Hub SR BS &%

ERAEER

AWS ZE B : AWSMigrationHubStrategyConsoleFullAccess

I&T#& AWSMigrationHubStrategyConsoleFullAccess BUREEE] IAM &%
AWSMigrationHubStrategyConsoleFullAccess BURERE T & EIB ¥ Strategy
Recommendations R #%#Y TE FEUE AWS Management Console,

ATAIRFERA

LEBEREE AT,

 discovery - £ F &7 Application Discovery Service FEUSIR R il B/ 7 EUE,
« iam- AFAFEAEEURBERAR K EREARMEBRNLERY.

- migrationhub-strategy - RF A AL REEBN TR FIVE,

« S3-AFEAERRBEBERAN S3 RIFITREVMEE.

« secretsmanager - AFFEMAETE Secrets Manager H 51| i 34 2 77 BXo

HEMBUWBERNTT |, F260 AWS ZREBRSERE
FAWSMigrationHubStrategyConsoleFullAccess Y o

AWS ZEBUER : AWSMigrationHubStrategyCollector

IBA#% AWSMigrationHubStrategyCollector BURERE IAM B9
e

LB RIEUTHA,

« application-transformation - #F LEAFBNIEEERETEAENERERE
MR B MR A FER,

« execute-api - A& EE Amazon API Gateway B\ E{& B MIEE AWS,

I ERB

- migrationhub-strategy - B FFERAEZMAL. BEAL, LEAFER , URKEEER L

BERBEBNER,

AWS SEHE

58


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSMigrationHubStrategyConsoleFullAccess.html

Migration Hub SEB& 2% ERERER

- S3-RIFFEAEILHBFITBREVENFIE, SAECEEEHY , UEA, EEYH. #8
Y. BRFEIEGEFE (ACL), B, FH. REME. EkPublicAccessBlockiHAE, FRE
MRAS IR EIARAE | LAR 2 3 S HR{R Strategy Recommendations FT{E A S3 RN EmiIBHIERE,

« secretsmanager - AFFEAEFERBZRFIEMAR Secrets Manager PRI,

EERGLBERNETT , F28 AWS ZEBEE S E IERMAWSMigrationHubStrategyCollector 8 o

AWS ZE BRI RIS RZEN

BREBLREHEHBERELBEIR , RIRER AWS TERREFNFMET. NIFLEEEENS
BiRE  FIARBERXMHELRCHER LA RSS HE,

-3:J EEPU B

AWSMigrationHubStrategyCollector - 8 WBERECEHASTE 2024 £4 A1 H
MERBHBE PutLogData . GetPortin
gCompatibilityAsse
ssment ., StartPort
ingCompatibilityAs
sessment StartPort

ingRecommendationA
ssessment FGetPortin
gRecommendationAss
essment FEARENEIAH
£, UAFERAEXER
BR#%#% B MiE R EIEZ 2R
7. GetBucketLocation
24 Amazon Simple Storage
Service (Amazon S3) 118
ListBucket # , AX#&ER
MIEFE LE, PutMetric
Data #7387 PutLogDat
a M , BLAFF Strategy

AWS SEHE 59


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSMigrationHubStrategyCollector.html

Migration Hub SEB& 2% ERERER

g5 iR H HA
Recommendations W £ 854% H

SRR L T R AR,

AWSMigrationHubStrategyCollector - 88~ StBUEREMH PutMetric 2024 £2 A5 H
MERBHBE Data # PutLogData B

EEFH. ELBESRT

FERAEXBRREN LE

BEMEEER. LWEH

WERERGE , SR E

aws :ResourceAccount

Z M aws:PrincipalAccou
nt , A FERIEN
Amazon Simple Storage
Service 1 AWS Secrets

Manager Bk,
AWSMigrationHubStrategyCollector - 88 tBUER & H T % Amazon 2023 £ 9 A 15 H
MERBEE S3 APIs E37 : CreateBuc

ket . PutEncryp
tionConfi

guration ., PutBucket
PublicAcc

essBlock . PutBucket
Policy . PutBucket
Versioning #
PutLifecycleConfig
uration o

AWSMigrationHubStrategyCollector - 88  HBIREHERFEFA , AR 2023F 3 A8 H
HERBBER o mREBRERXE.

AWS SEHE 60



Migration Hub SEB& 2% ERERER

33 iR =p:
AWSMigrationHubStrategyConsoleFullAc ~ HtBEREFH A =18 AWS 2022 £ 11 A 10
cess - BT ERBBUR Application Discovery =|

Service APIs — DescribeC
onfigurations .
DescribeTags #l
ListConfigurations

AWSMigrationHubStrategyCollector - 88 JtBUEREE A UpdateCol 20229 AHT7H
MEREGBER lectorConfiguratio

n BE. WBIESREWES

AUFERE | DAEERRAEEL.

AWSMigrationHubStrategyConsoleFullAc ~ AWSMigrationHubStr 2021 10 A 25
cess — BN iF E R AR BUR ategyConsoleFullAc =

cess BB RFHEAEY

Strategy Recommendations

AR 7 #Y STEFEHUE AWS

Management Console,

AWSMigrationHubStrategyCollector — ¥ AWSMigrationHubStr 2021 £ 10 A 25
BUR A BB R 1 ategyCollector & H
R FEAEY Strategy

Recommendations BR#EHY 17
B , AR EE RIS AE B Y
S3 REFITRMNERNEAFER
. BERT Amazon API
Gateway #§ B MIEE L&

2 W1FEE AWS | LR AWS
Secrets Manager #EEUR Y
FEE,

AWS SEHE 61



Migration Hub SEB& 2% ERERER

2E U =g
AWSMigrationHubStrategyServiceRolePo  AWSMigrationHubStr 2021 £ 10 A 25
licy — #TBUR R BB AF R 4 ategyServiceRolePo H

licy BB ERZABGBEIRE
#¥ AWS Migration Hub
#Y17EUE AWS Application
Discovery Service, B
WRFHFA , EHRERT
£ Amazon Simple Storage
Service (Amazon S3) H,

REREZHBEHREE REEZSHBERE AWS 2021 £ 10 B 25
SERENEE, =|

Migration Hub SRESEZH & 7 B BUER €54l

RIBFERR , FAENACREEILBEUARRERE RN, MMt EFER AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS API R#TEH. EERTFHERAEHE
FIEERATEENTT | IAM BEEESTLEN IAM BE, RE , SEETLE IAM BERFIEEA
&, FREERRTELAE,

WET MR fE AL JSSON BURX M2 IAM S5 RBR |, 28 (AM FEAEERE) PHE
M IAM BUER (E#B).

NFEEEXBEBTERCBFENEREENFREN  SESEEREREN ARNs KR |, F2
B BRETRESE) P8 Migration Hub REEEBNE1E. ERMELSR,

FE

- BRSEE®

- FAXKESTIERS

- AFEAEREMME ST
« fZH—1{E Amazon S3 f1FETEE

5 7 B BRE 62


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsmigrationhubstrategyrecommendations.html

Migration Hub SEB& 2% ERERER
BERREER

BoRRREYEHEIRFANEBAEBRETURY, FRIMBRRBEZTER, ELBFETEIRL
B AWS tRFEABM. ERRVSRES D HBERE , FEE T EIRERSER

. BIAMER AWS SERELBHRERRYT - EERRKH TETOANERENTEAR  BEA
BHETEFHSEREARAN AWS SERE, CHTELN HEA AWS 155, RMARMAES
BERERRA AWS NEFSERE , WE—SHIHT. NBETSER , BSH AV £REE
B AWS SERHERABBAMAWS ZERE,

. ERBERRIT - BE AM BEGHTE | SESTOTERFBNET. ARRLEN €7
NESRERERET TAYBESRRDNDE , ECBAREMRHT, NBEA AV EAFT
MESHBET , HSE IAM (R E RN AM 0 RERH T,

- A IAM BUER P RGE — S IREITFEE - B SSRGS EBER , URHEBENEZRNFE.
Bl , BAILURBBORGY |, EENSEMEA SSL EIEMARR, MREBBRIFE Hli0 £HREEE
AWS R |, &t 7] DAGE A R4 3R 4% F H 77 BUE AWS CloudFormation, MFEFFHER , FESH 1AM
ERA&EERETH IAM JSON BUETE : &4

- M IAM Access Analyzer B& 3 IAM BUE |, BERFT AT 24 B W IE EiE4E - IAM Access Analyzer &
BHBCRABEABER , MAELBERER IAM BERES (JSON) 7 IAM RIEEH. IAM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WFEFEE
#A, F2E (AM EAEERM) PREA IAM Access Analyzer B2 7 BUE

- FESEEERE (MFA) - IREHRPIFE IAM E£RES FHRERE AWS IRF |, BRI
MFA URSR£%, MFEEMFU API RERKFER MFA | 51§ MFA (REFFEZENBER, W
EFHMEN , B2 AM EHAERE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# §ViEiB MFA B &£ API 7FEL

mFEIAM P REBBENEEE
ERRBEZREES

& ZF W Migration Hub REEZR TR E |, BM4AEE —HREF T, ELFITLE LT HMRE
PERBERERNFAER AWSIRF, IREEVHSELIMEFTERKN S S BBEK , AIHRE
BARBENER (ERERAG) ME  TEAREZWHAMERE,

HAMERW AWS CLI 5 AWS API IWEAE | BAZEEAHTREEREHT, Rz , REAHFFIA
SMMERHNTZ AP BIENEERTIT,

ATHREAENAGMATUFEAREREREES , FEFREERConsoleAccessHReadOnly
AWS ZEBREZIER, WEFMER , F2E (AM £REFER) PHFEHTREAE.

g{__ll‘l

, 20 IAM FAEERETHN IAM Z2HIEEK,

5 7 B BRE 63


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Migration Hub SR BS &%

ERAEER

ARFFERERAMMAE ST

WESE RENMEIEBEEK , AFF IAM EREREKMMEMBAEAE SN ARREZEBRR, HWBEE
SEEEFEAFHFEH H AWS CLI AWS APl UK AR TR BENF T,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

FE —1{8 Amazon S3 7T EE

:usernamel}"]

ELEH R | BREERF IAM FHE AWS tkF FEEAF —1E Amazon S3 #HEETE R amzn-
s3-demo-bucket, BHHFELERFFEHAEITIE. EMAMERYH,
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B EYIH, WERFAIRTEAZYAEAEIEAETIRNEGZSHR  F2REHEZTHR . &
A EBER RS R EF R T
{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListBucketsInConsole",
"Effect":"Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource":"arn:aws:s3:::*"
},
{
"Sid":"ViewSpecificBucketInfo",
"Effect":"Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource":"arn:aws:s3:::amzn-s3-demo-bucket"
b
{
"Sid":"ManageBucketContents",
"Effect":"Allow",
"Action":[
"s3:PutObject",
"s3:PutObjectAcl",
"s3:GetObject",
"s3:GetObjectAcl",
"s3:DeleteObject"
1,
"Resource":"arn:aws:s3:::amzn-s3-demo-bucket/*"
}
]
}
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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B, FRSBFEF. CloudTrail BFEE LKA AP FEILRYEBRBHIGEF , A ELUEMSEIE

FHH.

T 5 &5 45|88 R R &8 GetServerDetails Ej#EH CloudTrail HE1EE

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/myUserName/...",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "777777777777",
"arn": "arn:aws:iam::111122223333:role/myUserName",
"accountId": "111122223333",
"userName": "myUserName"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-09-20T01:07:16Z",
"mfaAuthenticated": "false"

},
"eventTime": "2021-09-20T01:07:437",
"eventSource": "migrationhub-strategy.amazonaws.com",
"eventName": "GetServerDetails",
"awsRegion": "us-west-2",
"sourceIPAddress": "",
"userAgent": "",
"requestParameters": {
"serverId": "ads-server-006"
.
"responseElements": null,
"requestID": "@7D681279BD94AED",
"eventID": "cdc4b7ed-el71-4cef-975a-ad829d4123e8",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
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"eventCategory": '"Management"
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