adws

RIS
AWS Migration Hub E##Z5 [

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Migration Hub E# 2z EREEmR

AWS Migration Hub EEZ=/: FRAEIER

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, FRMAEESE Amazon BEBZEMN A RNERA Amazon WEEMBEENE., FrEHEMIE Amazon
BENBESAHREREENGNE K EEHEETEREBR Amazon , 8 Amazon BEEREKR ,
e 2Z E Amazon EBf,




AWS Migration Hub E# 2z EREEmR

Table of Contents

FEER AWS Migration HUb EREZER 2 oot 1
R — IR EAERZERIIT 7 oottt 1
o ] o R 2
B . et h e a ettt b sttt a ettt a et et b st s et sene s enens 2

1V o T 01T o RSP 2
AN o] o1 1 Tez=1 (o] 1< PP 2
SEIVICES ...ttt ettt e e e e e e e e e e e e e e e e et et e e ———————————————————— e aaaaaaaaaaaes 3
01U = PP 3
B E T B oottt ettt ettt nens 3

BRTE ©o.veveteseteteetete et e et ettt et te ettt e At et At et ese A eRe A eRe R eRe R eRe A eRe s eR e s eRe s eR e e Re e e R et et et et e st be st et eneenene et enennne 5
o AN AT SRRSO 5
F Ry VY - = R 5

F Ay VY B = = = OO 6
B IAM BB IRl oottt 6

BN ISP 8
Prer@QUISITES ....ueiieieeee ettt e e e e e e et e e e e e e e e et e e e e et ean— e e eeeeaa e aaaaaae 8
D B 1 B A IIRIR ittt ettt ere s 8
BB 2 B B AR s 9
BER B I IRIE ettt 10
BB A LRI oottt 11
e IR = - == USROS SRR SRTOO 12

g =k 1 SO SO ST UOPE P PERRPRRSTPRRTORN 13
R R oottt ettt ettt et sttt a et ae e, 13

FRRBINER ..ottt ettt a et s et re st re et se et ne ettt ene s te e enas 14
BN oottt ettt a ettt ettt bene st 14
Identity and Access Management ..........ooouuiiii i 14
AUGIENCE ...ttt ettt e e e e ettt e e e e et e e et e e e e e e easaa e eeeeeeas s e eeeeeessnnaaaeaeeenes 15
B B 0 AR BRRE oottt 15
B B R B R R .ottt 17
AWS Migration Hub EREZE B IMAEEL IAM R ..o 19
AWS BZEEIBITR ..ottt ettt ettt e e e et et eeteeteeaaeaaean 25
B BIBEREIB ..ot 35
R R ettt ettt ettt 37
Ed S SR =< = USROS 39




AWS Migration Hub E# 2z EREEmR

oL AT 47
B D L R .ottt 49
AWS CloUudFOrmation B .......ooueiee ettt e e et e e e e eae e en e ete e e nnens 49
BEREZEF CloudFormation BEAR ........coiieiieee e 49
HE— 25 T HE CIOUFOIMALION ...ttt ee st e e et eeeneeesaeeeneas 51

(o Fo YU Lo I I =TI I = SR 52
B CloudTrail B BT BB RN . oot 52

TR ER R E R ERIEE .o, 53
FEEIRIBAWS RAM oottt e e et e e e et e e et e e e et e e e e e e e e e e e e e e eeees 53

B B .ottt e ettt et e e et e et et e e e eann 54
B o ds - OO U TP 55
............................................................................................................................................................. Ivi




AWS Migration Hub E# 2z EREEmR

ftEER AWS Migration Hub EBZEE ?
AWS Migration Hub EEZ=E B ATEERAE , X TEEMMEE,

AWS Migration Hub ERZ=ERBERAEXEREAWS, ERZEZERRNBLBENEERRD L
MEBEETHEAWSEREBETREER, BUUEAERZHRBEIRERE  SERAEIEZAN
R% , REAMRBRSNHDERRBERTNEAREN,

ERTBIIREEHHFIAWS Transit Gateway, AWS Resource Access ManagerHl E £ FAH Ei%
(VPC)., EBZTRBEBAWSIKRF ARERENENNRKETER , ARFRITEILNBEIIAWS RS,

ERTEREMHRT —BAEARR , AREEEEM Shangler BEXREN, ERTHEARXTH

# Amazon API Gateway, Network Load Balancer ML E R B E#EAAWS Identity and Access
Management(IAM) B(2R , AESR ] LUERA b AS #T ARSI E/NE HTTP im B, S A URE A RE
BHABEZEHMREE. EELNEAREFEEENEREBE2(LRITEH., WHEHE Sigration EILRE
N ENFRERNR , F20. 9RELREAEN,

]
. BRE-REREBEEE 2
+ Pricing

. EMEMAES

. EMZENEESR

BRF-AEHERZHE?

MRERF-XREAEREZE  BERLERKI TERUATES

- ERZEHE
- ERZENEEFELSR

* AXiE

- FHIRERAERZE

BRE-XNEREBZEHG? 1


https://martinfowler.com/bliki/StranglerFigApplication.html

AWS Migration Hub E# 2z EREEmR

Pricing

FEERZRABANEIR (HlE0 |, Transit Gateway) B BRELBHWAWS tRF, At , BFEEXHER
ZENERAE , UREGRERBEEBNEMNA, MFEFMBER , 528 "1 AWSMigration Hub E

@ Note
ERZEHEEREHBFARBEMEA.

EREZEZEHE

AREFEREARE A AWS Migration Hub EEZEE R U MEBNEETH,
3]

* Environment

* Applications
» Services

* Route

Environment

E# Spaces IRIFRHESHMEE, EFAEXNERERER K BEZBAWSIKS,

ERTHRACSERTZHEARANERYE. ERHBEERNLAE (VPC) HAN SRS FEEMAME
B, IRETNEREBLE IP Vi ETEE. KRERHEZEAWS RS,

FIALRRSEHEERETFEUERZHRRNIRS, BEREVERNIRFAMN , REFAEDTUBIK
FEEREFEVNEAREN, RENEA,

Applications

ERZHERAEXSSRBNEH , WREE —NHink Liﬁﬂ—rﬂgﬁﬁ‘t“ﬁﬁ%%iﬁﬂ?ﬂﬂﬁo =R
BFREMT —@ Shangler BIERRE , AREERAEFER, WFENFHMENR , F20. PRED
%EFE%EETO

Pricing 2


https://aws.amazon.com/migration-hub/pricing/
https://aws.amazon.com/migration-hub/pricing/
https://martinfowler.com/bliki/StranglerFigApplication.html
https://martinfowler.com/bliki/StranglerFigApplication.html

AWS Migration Hub E# 2z EREEmR

ERTHEARENER TIRZEESR | X% Amazon API Gateway, AP| Bi& VPC i##. Network

Load Balancer MM &R AEEAIAWS Identity and Access Management(IAM) BUER |, SAE & 0] LLERA
HWASH R IEEEARERNN HTTP wH., cHEESERERECHRENERRERKAEXSIHNR

%, EFECSEREESFERANERAREES,

Services

548 Spaces FRETRHEEAEANEHIE , AAEBH —RHFN. RERHEUATMERENWH
B —F& : HTTP/HTTPS URL , S AWS LambdafE

Route

ERTEARHEKERETERBH Proxy LHRA, SEFBRFESHEEAEAPEENKRBEN
7. MRBRANMEF Eﬂﬁﬂjﬁ‘ﬁ{gﬁiﬁﬁ'ﬂﬁﬁﬂ RER BRRE, MREBAEXTHSEMARA

FERARAEEREH , IEREFERRELE. RHEEARERTN Amazon API Gateway 32 EE
%o

ERZENEFFTN

FIAEA AWS Migration Hub ERZER , BAUUFERA—RZEAWS tRF . BRI AERE—RFET
A, Tk, —BEEREFEHFHEHBEF K BEBREETI=Z=EARFRABRETF .

- RERRAERXH—ERS.
« F—EFHRBHIRS,
- —ERFREERREHRRFE AT ERTZHAEREBIRFARLXARE.

B, BULERERAREBEENIRFARIEEZHERE, A% , FHEAGRERS XARE

£ FHAWS Resource Access Manager ( EBZER TR A SEEHTIIRE ) . HE—EIRFHARE
2% BERETEHSEHHEHEMKRFREAATEREPFEINER, ©EIBMIEAWS Identity and Access
Management(IAM) EREBR,

ERRIFEBHITIAWS Transit Gateway, AWS Resource Access Managerf E#F#AH 2% (VPC).
ERRECELEANERAENNFNMEE, BEUERRER  SUUEREGVEVERTHERR
X. ERZHEAEXTSRBMNEE , WRMHE—HKE , LEKEAESILBEATREWE,

AR XERAIASPHTHNERE. BEAKRFEEUAREELAERIAE TR MR Elastic Compute
Cloud (Amazon EC2), FERRERXNMNRE I AEMEREERE 2 — : VPC Ff URL (HTTP H
HTTPS) , SRAWS Lambda ¥, EARRBERE 2R , BRI LIMEFERER , KA RERERRE

Services 3



AWS Migration Hub E# 2z EREEmR

A Proxy B ERXBEFEARANERE. ELERRNERMRBAEHRTINERDER , £
R RENIR A |, LASREERE 0 ERHY R

MW VPC FEE URL in B AR , ERZREMEMA Transit Gateway B BIEIZREANNATE RE
VPC, EXRTMEMAWSER A A EZEEFIERIRFVAABEEMRKE VPC B, EALUFER VPC
ZEUBROERHEHMERFERARE, FH Lambda IR BE VISR RBHEAE K EETHEHH
Amazon API| F3&# Lambda B4 , LMEEAWS IRE,

BEARX



AWS Migration Hub E# 2z EREEmR

=JL =

AX &

AWS Migration Hub EBZE B AFEERE , X TEEMEE,

HIRBER AWS Migration Hub EREZERE < |l , i ETR A TES :

S AWS
B IAM ERE

s AWS
EAGSH , CEEMAWS EF. MBLEH AWS IEF , HHBEESH.

=X Amazon Web Services (AWS) , BHAWSIHR F & B B)EMATEAWSHRT , @¥EF AWS Migration
Hub ERZ=ME. EREHHAMERNRETE.

MRIGEIRE AWS 1R |, FESER T 5IZBRE M HTIRF
s AWS RF

1. BB https://portal.aws.amazon.com/billing/signup.
2. FREEMRLIETET

HOEMEFFEBERE Y ESFRBERARER.

B IAM EAE

BYAWSIRFE  8BE-—HNEASD , AUZEFEFRBAWSIRFFHRENER. E/S 58
A AWS IRFRIRERE. BEAAWS EEXZAEALAREMIRFNEF AU MZRER , B0
TEFHRBEAWSE IR,

HMIBRBRETELUREAERENERE  AFEREEREE, kit  BERTEMREBCEEIER
|IAM 1 i # 36 8 7 AWS Identity and Access Management(IAM) EXEEF A&, RE , Z2EER
FAERAER , YR ARBITLOHNWIRFEREEREE,

MTEYEBFEREN  SEXEEYIEEE IAMFEARE, THTERFNARIEMEREMN IAM
FRE,

= AWS 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#create-iam-users
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#create-iam-users

AWS Migration Hub E 22 FEHEER
FE

- By IAM EEMERE

- B IAM FEBRFERE

2 IAM BEEERE

EIEEWRFFEREAAWSMigrationHubRefactorSpacesFullAccessfZHL AWS Migration Hub &
BZEMENZERXR,

BUEEEFRAE

EEN AWS IREFHREVEEESMFAE, NERE  B20 ") EYEBNE—@E IAM EFRENE
IE S B4 P RYIAM User Guide,

BiIAM EEEBERE
AEERNAETERAEEEERENER BN,

EERAEEZEEZE , BEHAAWSMigrationHubRefactorSpacesFullAccessBEEBHEAl |, R
MNREERAEFERAERZEAMENEALXERRNERA, EEEANXERRRAEEEZEHEN
DEER,

BYFEE IAMEAER  FEAZEMREERRTHERER , Y REFREREER.
FEEVARRERZHERANEEES IAM E/HE

1. InNAWS BEFiEAPR , BEEE IAM E#EEA,

2. REFEHAIEABUFAENERENIFEEES IAMEAE , ELEHAWSIRF FAIIAM User
Guide,

HE SRIBEAEIAM User Guide :

- EERENFEEENDSRE , BRMENEXRGIFRNAWSEEEZEF.

- EEBRREFTERL , BEEREARREZEEEFEAE. R , BENZEEDN IAM K
RABRERFEETEFE

- EERAEAENTFRER (FIER 1D MALABREFNER) , FE
RN ERENFTFNSER D AINEFTHNERENERLR

f&lmportant (EE)FEE1H

4
o

B IAM BEERE 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html

AWS Migration Hub E# 2z EREEmR

3. BAUEMEZR , FEBESBENANLERRFERFEEEHE , SIRERER SR ERERFE
IAM & 7 5 B FR P HIIAM User Guide, EBBENNLERRFRAUEEEZHNBENALEZER,

By IAM FEERERE 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console

AWS Migration Hub E# 2z EREEmR

IR ERERZER

AWS Migration Hub EEZ=E B ATEERAE , X TEEMMEE,

AEIERBA I{AIBH A A AWS Migration Hub E#&ZE ]
FHE

 Prerequisites

- SB1:EBURE

- SR2: BVEAEN

- ZRR 3 HELEHIRR

- SBR4:EBIRK

- SBR5: BUKH

Prerequisites

LAF 24 A AWS Migration Hub E#Z8 B8 50 R84

« BHBEE—HZHEAWS IRE |, AR AWS Identity and Access Management(IAM) f i & B LR 5
RE. MEFMEEN , F2H RE.

- BEF—E IAM ERERFEERS "TERZRB. RRBEFTEIRF.

T 55 BRERBA tn{a £ Migration Hub E 12 & A AWS Migration Hub E#EZE [,

SR BAURKR

LS RRAMARMIRERS "ERTEEL WMo AFIRE, S lRERE Tapp EREERZ
KEBEEET,

ERREAHECSIRFERARS , UMEEAEXNER, EABIRER , BMSHTIAWS Transit
Gateway, EHIHEZiF (VPC) MAWS Resource Access ManagerfE &Rk F H,

Prerequisites 8



AWS Migration Hub E# 2z EREEmR

BUREZ®R , B LEEMAWS tRE, BB (OU)AWS Organizations , REEAWSHB, BB
BEHAMALZRIBEAWS 1RF | BRIEEFER IAM RREIFEVER , FAIELIIRFHNERE T UERESF
BUEARERN., REMEH,

|.

BMRIR

1. EAAWSIRE |, BERE , BAAWS EBEEEA , REBTEhttps://console.aws.amazon.com/
migrationhub/,

EEBPREIZAEEERTD , BEEBZER,

E$E Getting started (AF9),

BEEVERRE  UERBAEEFXARKILCAZEAWSIES.

i#Z Start (B &)

WAREBEER,

(BH) SBRENHEIR,

ERTHEEARKERACREREAWS RESARGETELHH. EEE—XAEAERZ

B, SALEYBRKEFACYERERNER, NIFRBEFACHFMEENR  F2RERR
BEEAE,

9. EETHRUBERIVEAERA(BRECEY ) AEHLNEBALEHNEZE.

© N o o M~ w b

FR2 . BEUEAREX

BSERRANARIEAERNMAS "ERERH. W—H0APIRE. SN RERIEAREX TRE
BFEEEREREEERKTP,

EARXARRAERNPHWRERASIRFRERH, BASEEAER , HMEMBE LA Amazon API
Gateway VPC ##&. Network Load Balancer M1 & RER K IGFARE., EARFRERENEHNS
2o

FEARFENREEZEE—E VPC, REM Network Load Balancer £ VPC HEkE) , A VPC MiBiRE
BT #22HE API #8689 VPC Bz,

BYEAEN

1. EEVEARRXERL A BALERAEINEZHE,
2. UNESTRE VPC , BEERBEEBILEER (VPC) HREEZFEEI VPC,

SR2: BUERAEN 9


https://console.aws.amazon.com/migrationhub/
https://console.aws.amazon.com/migrationhub/

AWS Migration Hub E# 2z EREEmR

FERAEFNREEE—@E VPC, XXM Network Load Balancer £ VPC k& , A VPC F143
IREHPHERE AP 48R3 VPC $EiE,

3. UNESTProxy i #EA EERegionalHEFAE -

Proxy iz B o] AR [E1F] = [fAA]. E1E API Gateway Ui &R\ AMEEMAKEE , MAAE
API| Gateway i 2 R BEi%EIR VPC ZH,

4. BET-EHEUBEHERB(BECEL ) EELNEBELHFEER,

S 3 AELENRE

LS BRENAXAREEREBZBN— B AFIEE., LETUERATRE T REDEEEHRE
MR,

IRIBSEEMAWS 1R FSIEHAAWS Resource Access Manager(AWS RAM, RiEH A M EREZEEE
WREE 12 MR, BEl, XABRHARE., IREREAWSHEE , FBEE R 7T LAKA ﬁib?ﬁx/\
. AWS RAMZIREEHMAWS 1R, BB (OU)AWS Organizations , REBEAWSHE B

HRRRERERARER , R  MEANBREAWSER , HARFITREEIBIRRFIELER, HH
itk FH A&  EERFHNEAEIUERETEYEAER. REMEKEE , BRFEEER IAM R
# 7 EL

BHE—EAWS 1RF , ERZEEEER-ZIRBEMNAWS Transit GatewayER EAMIRE |, HiERBFHAWS
RAM,

HARENDSER
1. ERTIEF-—EE2EESRUARENRER

. AWS IRFE
o FER-ZEEAWSHH
- fEERE{ (OU)

AWS RAMY IREEHMAWS tRFE., fE#EE L (OU)AWS Organizations , SREEAWSHER .

2. RBEHHMAWS IRFEBAWS Resource Access Manager(AWS RAM, AWS RAM BB H b
AWS tRF. #E#E I (OU)AWS Organizations , SREBEAWSHER, 1R &8 ZEERFEAWSHEBS
= OU , BABEMAAWS RAMZBIEREERZEMAHE,

HER 3 HELBHNRE 10



AWS Migration Hub E#Z= EREIEE
3. BWAAWSIRF , RAZEEEAD,

4. BEET-EUBERRBECEL!) EELNEBAELHRER,

5. RELEZNSRAWANES.

6. MR—-VIER K6 FEEEURR, UREFEHTRELEEFE  FEEPREVID,

SR 4 BARK

REEMEARENNEKTIGE. ZREVERAEXEH X ERKERR. SEKREHE —EixE
(HTTP (TTPS) URL SRAWS LambdaBi ).

BAREZR  BRUMERREFAENER CURERABEAEENERN) LRARENHEBERA. R
BEHMENERERENRENEE  YIHEARRPHWEARER,

THRFRANARRRFAEATRERBRILRE, ShAEEEYBB TREDEEEREZ=HE
BEEEF,

RRRFHEA R EE RS

1. REAERXEERELEFERENEARIZRE.

EEARAFMAENEE UEREXEBEAEENER) WRES , BEEIRK.
WAFBRENER,

(EA) @ A RBHER,

EEE P — BRI in R,

MRRH=E VPC Y URL %% , 55#E VPC,

o o bk~ WD

a. ENEHEZREMBEESRN VPC,
b. ®WARMK URL inE.

VPC %2 URL A LA & A A BIAEATHY DNS &8 (http://www.example.com) = IP {1k, BR
% URL T EBFAA DNS B8 , (BEALAE A RIS VPC FEIFAA IP {3t

c. (IBEM) WmARLMRIRERE URL,
7. a. WMPERIHE Lambda HE , 55 EH Lambda BHE,
b. #WRERFHIEEZE Lambda KB,

8. (EHEMY) EXRERAILERE K NREEEZUBRBRELACABRANERBH  FENHEN
BETT R

SEB 4 BRI 11



AWS Migration Hub E# 2z EREEmR

RERM R , EUAREEHREAERNRERAEZRK. WRELRBNEAEXIEHE
AR , BUURRBRAEAEANEREA , WESMBEREREERE. IREAEFRR
BHIBEE , BREEE T SRR B i5 m BRI AVER A

SR 5 BMIRH
AHREMATR I,

FEREXRAER B RERRANEAENENRAEEIHN RS, SBTUERCRBEBFHN
gt , MEZFBRAANEREN,

MREBRHNEARENXNIBEMRA  MFEHERARARRNEREH  MAAERENRSHEHEREN
MR, MREBARFARANES , RERHNEERKRENEFES

(® Note
BAURARSVAENR , WHREENEQRMMERBEANBERNRIEH,

EYERH
ERARAFAEREE UEARXEBEARENEE) VBB F , BEEIIKA,

1. EERANERE.
2. i&FE Create route (BIHEH),

S5 EBIKH 12



AWS Migration Hub E# 2z EREEmR

AWS Migration Hub N &Z &4 EHEZ=E

AWS Migration Hub EEZ=E B ATEERAE , X TEEMMEE,

EiRmZ2R AWS HRERN—IR. 5H AWS BEFHE | RENPONEBRRBHNEEPES , U
m AR ABRNEZEER,

ZE R AWS BEARRANER, HEFSEEESERHRABERNZEMNBRPHESMY

- BinAHHNESE - AWS BEREHE AWS Cloud F#1T AWS IR ERRHE, AWS tiRAET
EERANERE. EZATERASSENAZNREBRMAZLENERME , MA AWS SRS —
. BETHERANRERZENSHRNE  F2RAWSESRTEIHENRELHE.

- BirABNER - BENETEORAFERN AWS R, FUXAHHMREES  SRENNER
. BRBENERNEREERNER.

AXHEBRET BMAESER AWS Mlgratlon Hub ERZEREAHRFETERE., ©EREAUMER
EEBZEAURESENZ2MNESRER. B8 THRINATEAEMAWSIRYE , HEEERS REE
:I:Fﬂﬁlﬁo

AR
« AWS Migration Hub AV ERHREEEZTH

« AWS Migration Hub B9 Identity and Access Management
« AWS Migration Hub Rigration Hub #J& 1R B &%

AWS Migration Hub AV ERHMREEE T E]

FRRALEAWS HESEEEEA R AWS Migration Hub EEZE PN ERMRE., WIERFTR | AWS
BEREHITAE AWS Eif NWEKERFRE, ELASTHBENEARRE LFTE < ARAVRG
B, KRB IFELAMER AWS BN ZSEENERER. ﬂuﬁﬁﬁﬁﬁﬂgﬂﬁgﬁ’hﬁlﬂﬁnﬂ E-Ea
RENBAEEREESE. UFEAHEBUNERREBNMEBENR  F260 AWS R ERERK LK AWS
HENEEEIH GDPR SEBRXE,

ERERREZBEN , BEREHER AWS 1RFE (IAM) /RE AWS Identity and Access Management &3 |
WERERBIERAERSE, Mit—R , SEACHEHRASESRTFTEREEEMSXENGTT, RMALESR
EERATIHAAREER

ERRE 13


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS Migration Hub E#Z= R EREERE
- SEREHEAZEERRE (MFA).

£/ SSL/TLS B AWS BEREHA. BREMA TLS 1.2 HEHRA

- 5/ AWS CloudTrail 3% API R & E BT &%

- fER AWS MBBRER , Uk AWS BREANFTETRRZ 224,

- FERERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIAEHR,

- MREEFEBGTHINESE API FE AWS B , EE FIPS 140-2 BRBMVINEELE , FFFEH FIPS %
%, WFEBE FIPS M FIPS inBMEHEERN , F2RAB A EFEEZE (FIPS) 140-2 #E,

Bz 2R CBETEREFNEF B4 SRERNHREF , NEEEIEEEXWENF ,
BlMEEHEL. EERELEAERTHREMAWSEBERATES. API, AWS CLI, SIAWSHEE
#, ZEEESEHEBUPEANTAERESTREARTERD BT SE. MRERMEINIBRERIFN
URL , RFEZIEBF I ERBFLEXARBPAFERNY URL FEEEAERERA.

ER=ME B ABEER.
B

ERTHEEBREIXEMATHERFR 2B TLS 1.2 &,

AWS Migration Hub BY Identity and Access Management

AWS Identity and Access Management (IAM) @ —& AWS fR¥ , BEE ST HIRFIE AWS &
REEE, IAM BEEERFIMLEATURARB(EEAN) NREEEGER) REAEEZHER. IAM
e—BETUREFERAN AWS R,

F&E

» Audience

- FREDRBE

- FABREETFIVE

- AWS Migration Hub E#5%= B A& & IAM £

BREN® 14


https://aws.amazon.com/compliance/fips/

AWS Migration Hub B2 EREESE
« AWSAWS Migration Hub Migration Hub EEZE BN ZEBE

« AWS Migration Hub EEZEMN & 5 B BKE S

« SRHPERR AWS Migration Hub E#& % R & 5 5% B A1 17 EX

- EARKEZRAE

Audience

& 4E AR 75 sNAWS Identity and Access Management(IAM) €@ , BURABEEBZE HHTH T
(=

RIS ERE— BEMERAER Space RITER , ENEEETURHLFTENZTAERNT, BE
BRTHATEENEANERZARELS , SUREFEHENNGT, THFINEESXTHYE
EEESFEREBNVTA, IREEEZFNEBZEPNIIE  F2EEHSE AWS Migration Hub
ERZE S 2 @A M FE.

REEEE— NMREZEENANERTHER , FrAGERTENTERIER, BHNETERY

B8 THEFEA EHE Space THEEREIR, BEZLEKBERERGBEN IAM EEE  REFLRRBEFE
RAENHTT, REALEELNER , THIAMPELRES, EEE— ST THRELTTERREEZHEE

B IAM A | B2 EAWS Migration Hub E8ZE B 1A #4 & IAM 5,

IAM BEEE— EZ2 IAM BEEES , B8 ETHRINMREBRREEER Space FEUEMN G
B, EERBREOLE IAM REANEFHEEBEE S 2 BBE |, F2BAWS Migration Hub EgZE
EESEE e &R

£ R & 7 REr R

BrRERERAGIBRABHMEAAWS EK, HFEHEA AWS ERERE BEANFHRESR , F2R
IAM EREERFHIAM ERERRERES T EA AWS EEFEEL,

YA AWS IRF REAES D, IAMERES D , SiEA IAM A TRE (BAZE AWS), £
ALUERAELRINE— 2 AG2EE , EEM A Google 5 Facebook #1TE A, £ LRRHIF , #H
EESEMH IAM ACGHEAREHRE S Y. ERFEAREBHMLATANE I BBEREFR AWS K, B2
BEbEEAE.

EREEEAAWS BEEEFES  FEACHREREEFEHF U EN IAM FHERBER., &
ALEAZHRERER IAM EAEFIER , EBEARTEANAXF] AWS, AWS RHEH%
EHNMaTHIIE , UNMENAXNERENEAERNEZENFER. IRETERA AWS TR | B24AE
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BIT8EFR. FBMEM Signature 3 4 RIRHAITIESR |, EREHEAN API BFRETH 2 BRENEFA
ME. MHEBRFEFRNFEES , F2H AWS — RS ERNEERAN 4 FEFEF.

EMECERABE I RELN L, SUREFERMEINRZEMET. fll0, AWS BRECEAZEE
ZBE (MFA) RESIKRFNE:, EEE—STH  F2H IAM ERAEEETNEAWS M EHAZE
EXZBE (MFA).

AWS IRF RERE

MRBEREY AWS IRF , KEXAE-—NEASSD , JUTEEFIIRFHE AWS RFEER.
ESBA AWS IRF REAE , ERARMIRFRAAEANE FEHA U BB AT Z AL FE, &
PEBETBUREAEREARER  IEREEFEX, ke , FEREUERERERYEE @
AM EAENREER. REFZEHEREAERE , RARNTLENIRFERBEEES,

IAM fi£ i & M A48

IAM EFHZERIE AWS 1RF F—BH 7 , ERE-ASTEAERXNBENT. IAMEAETRR
HBRE (Bl , FRERBAEZRN—EFHNER), "ETHNMTELEFINER , F28 IAM £/ %
ERPNEERE AM FAENENER. ELEE IAMERENFTIHERE  FHREIECEREER S
REFERY, CEECREELZERLEFIER, ERELARAEENNEFNERY,

IAM ZHER —BIEE IAM BRAEEENE D . BEIUFEIIBEA, BUUEARER-RAZS
BEAEEENT, HEATREEABREAEFTNBEEEEARS, flU , BAEE—ERA
IAMAdmins HYEFE , Wi FEEHEERE IAM BRI,

EREREAGTE, ERAEAEHRE-ASIEAENEZLEN EACNENREAEAZEECHA
EHE. EAEHAXKANRUERE K CALERHEREE. eEE—SFTH A F2H IAMERE
ERPNEY IAM EHE (MELE) WEH,

IAM B

IAM BERE AWS IRF P —BF % , ER{FESTT. 2HBLIAM FERE , EFEESEN A SNHE
B, BAILE AWS BEEFEA DEBYHRACKRERKEE IAM A, BULUEBFWY AWS CLI 5
AWS API #1E , I2FE A BT URL RNV AG, NEFAACKH T EFMENR , F28 IAMEAE
EEPNER IAM A5,

FRBEEEN IAM AGETHERHIEEER
. HEIAM FAENT - FRAETUES IAM AeREREEEIBEATRNG T,
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- eSS FEAETFI - WIEEMT IAMFERE , MIFMAKE Directory Service, BHHEFEHAER
H® Web SO HERBEENFERES Y. EEBAME I ERAE. BEBS 5 HERMRERFR
B, AWS 2i5RACKIBES S ERAE. WEHE s EAEWFHMEENR , B30 IAM FAEE
BMHMBE S EHENAE,

- BIRFFE - ZULUER IAM A6 , AFTRRFFHNEA (BENEFTA) FREIRFNER. &
BERFERFEINEESR, B2 , SHEELE AWS R , B BEREREERZSER (Mk
FHACKARE), EETHERFFNACNEREEIKENEZR , F28 IAM £HEEREYF
M IAM AEEEREREBENER,

- BREIEE - AL AWS RESFEAEM AWS REFHIIEE, Flan , ERERBHETEUE |, X
R EE &1 Amazon EC2 F#ITEEAEX S EY 4 ERIE Amazon S3 H, RIS ATEES A ML
ZFEAWNTTY, EABRKACRFERARKESSCRATIEE,

« EEAHT-ELER IAM ERERABE AWS RETEER , FEHIRAZTA. BFEEE
FARTFEFTA. ELEARLERKER , SUESHT—EHE , ARETRNRESTERS —@E
B, EHERT , BAEEEHTERMEBENGTT. EEEEREDERAEERAIPHNEM
MKENE , FHSBEAWS Migration Hub WENME, ERFGFHESREEZEINRBERESE,

- REAG - REACGERBKREIN IAM A6 , IRKREHITEE. IAM EES WL IAM RE
., ERANMEBREKEAR, WEESFHEMEENR , F2E AM EAEERPNELACUZIRETT
# AWS BR7E.

- REERZAR - REEZACGE —FEFEE AWS RENREACER, RETUBRERREH
THENACE, REEZACRETELSN IAMIRFEF |, WHEBREMES. IAM EEE TR
R, EFEmRERBEEAGHETT,

- £ Amazon EC2 F ST REFITRR, - $H¥I7E EC2 /T ES/T I H AWS CLI F1 AWS API 58
ROERARERN , BAUER IAM AEREERREAER, ERTE EC2 HTERATFTHRERER
MRFFR. BEERAWS A EC2 HTERBYREEMEEARIXER , B EEESD
ITERNIATERKRE. BTERERETEZXAE , YA TEEC2 HTER LHITHERE
ShREERE. UEEZFHMENA , F20 IAM £AEERETHFA IAM AEREFFF A4 Amazon
EC2 #iTER LHITHERAER,

EETHRREMEH IAM AR IAM E/RE , F2R IAM EAEEETRNEYL IAM A6 (MIFEA
&) R,

E AR EEFEUE

ZAILUEB R Y BUR Y A HIEE R IAM &9 AWS BIR , £ AWS 2 EIFER. BRA AWS i —
By ERSSHNEREEBRE  SERCMNFA, SUNURERAER IAM EAENSIEA
FETALUEE IAM At ELEZREFBRE , AWS SFAEHEBUE S NERASERNEE, BUERH
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BIEFE , RERBAFRIELHFER. K2 BEL JSON XHEXEMRE AWS 1, FE JSON BR
NHEBNABRHFRESR , F260 IAM EAEERPH JSON BEERBE.

EEEWLER AWS JSON BURRIEEEH T AFIBLERES. UHMER , WEZFEATUETEER
RARAE AT R T HAITEMF.

BE IAM Bt (ERERAC) TRERMBRIBF T, RIFER , BIFFER , EREEERTEMAE
R OEZHEIBEMMAECHER. EERTEAEATEFENY , EESLAKF IBRERED
EAE, NE K EEETNSERENEIERMAEF TNEE. EESRF TG TEHAER , ZEET
MR EREHSEERLEF,

IAM BURTERZBFRFT AT , EmEERMRELT ZRUTERE. flW , BEREF—EARS
iam:GetRole BMFRYBIR. EMZABURNEMAEE TN AWS EEE#E A, AWS CLI 5t AWS API
mEAeEA.

BoBEER

UEDRERNBERETNANNE G D (ERE. EAEHENAR) K JSON FFAIBKRXHF, ELE
BERAEH S 2 EMEFRG TREBEERATHEDF, B2 THUNMELSGIREBR , 2R
IAM A FERErRFAVEIL IAM BUR,

BoBERRAUE-—SOBERABRBRIAZERR. ARBREEEARINE-EAE, FAIAR,
ZERRARBIUNBER , B ELEFRERES AWS IkF PHNZEERE,. #ENgE, 2E
HERIE AWS ZREHRFENEFZERR, FETHRIAESERRRARBEBRE , F26H IAM

ERAEERPNESEBRRNARBEEEEE,

BEREHER

ERBPRBEETERHN JSON BERX A, UERAERNBERNEE REHIRE Amazon S3 #EFEr
BECRAN IAM BEEEEBR. EXBEUEBRAERVBERNERKE T , RISEES 7] UER ©f Rz H
HREEEFRNFHR. HRMMERNER , BREEREENZFEATUHZERNTHEEUREM
BRGTHTNEME ELRAEEREBRPEESZTA, ZEATUSERS, £AF, A6, BS
B o ERER AWS R,

BEREERRURZBBEPHARNRBE, SEEZEUNEFRAERNBEPERARE IAM B AWS ZE
2§ 8

FERFIFE (ACL)

FHUEFIEE (ACL) ATEFIBERTEA (IRFKE. ERAENAG) BEFIREERNFTT. ACL EH
RUERAERNBER , BEFFEM JSON BERXAHER,
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Amazon S3, AWS WAF # Amazon VPC 2% & ACL Wik &6, EEE—F 7T# ACL , FEZH
Amazon Simple Storage Service Bi& A BIgmPHFEUEHEE (ACL) #i5,

HttBREE
AWS X RHMEBD ANBRER, EERREREURERE REREERTFENRAFF,

- FFARR-FARBE—ELEEE , IRERES P EBRERT IAM ER (AM FAESAR)

WA, BULABEENRETIRR. MEENFISRERN S ) BBERMEFTRRHR

27 Principal MU EECEAERACHERERBKATESZIFIRRRS. FEERE
BRPHARIEBHEBEZAT. WEFTEANFHHENR , F28 AMEAEEEPN AV E
BTN A,

- BRIEIEHIBR (SCP) - SCP & JSON B , W% AWS Organizations SR E (L (OU) B
R ARFFA. AWS Organizations BRI AT AR EMEFERELEMERTNZE AWS tkRF. EER
BB IR E AL , BT LU IRIE R FIBUER (SCP) ERZIEMHFATAIIRSE, SCP RHEIKREIIRS
FEEHT , 2FEESE AWS IRFE WBREHAE, WE Organizations f SCP WEHER , F2E
AWS Organizations £ & EMEHH SCP EESL X,

« TFMEEREEE - THRBERBRE-BEEREX , TN EEBREEANATRAEYACIBMS H 2D
ERENTRFTERRE  MASREE. MELETERENFITEREAENACH S D EBERM
THEBBEBERNRE, FFARTUAREEREBR. MEEREBKRTHNARIEBHSERXAN. W
FAMEF , F2H IAM ERAERERE P TERERBER,

ZRBREAE

HEEBRERERIFERE ,H%*%%EEE’\JE‘FEIQEE*E?&\ EMBLERE, BETH AWS BSK
SRBREBEFNAHERE AN —EFR , F2H IAM ERAEEERVBEREEE,

AWS Migration Hub E&Z= B {A & IAM /4
EAER IAM SEHERZENEIEN , BTRITRESSZHEAN IAM HEE B,

& T LAFA B AWS Migration Hub ERZEREEAH IAM ZhEE

IAM Zh&g ERZRXE
U5 5 BEBABER =
UERAERABUR =3
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IAM Zh&g ERT=EXE
BREE =
BREIR =

BER R ER =

ACL &

ABAC (BIERHHEE) #B5

T MERRE =
F2EREER =

BBAS a

R EFZFAE 2

FEMSERTBMEMAWSIRE TER RS H IAM ThEEREER , FSRAWSAER IAM E/E iR
#HHIAM User Guide.

BRARERZENS 5 BEBXR

XEUE 5 AERBBR =

DEDBERNBERETUMME G (EAE. FAEHEERAR®) 1 JSON FIBREXH., EL
BURT 84 5 o EMEFEG TR Y ML S RIANTHESE, EETHRINAERI S ERBEE |, F2H
IAM EREEEPNEL IAM BUE,

£/ IAM 2 BEBER | BUIEEARIEBNBENER , UREMERG T RAFREEEE. &
BEEUS S AERNBRTEERZRA  BACESEREEENERERAG, HE T HEE JSON
BERPEANFERE , F2H (AM EAEER) P JSON BETESE,

BRARERZEN S 7 BB

EERBERTHEDRBERNEN |, F2BAWS Migration Hub EEZEREH & 20 BB E f,
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ERTZHANEREBR

XEUERERAYBUR =

ERBPRBZEETERN JSON BERX A, UERAERNBERNZE REHIRE Amazon S3 7T
RBEBCGRAN IAM AEEEBR. EXEUERAERNBERNERE T , REEES T LMER S REZH
HREEERNFHN, HRMMERNER , BREEREENZFEATUHZERATHRFEUREM
BRGTHITNEME, ELATEREBRPEESZTA. ZXATUREIRE,. £AF,. A6, BS
B EREZ AWS R

HEMABIRFEFN , fUlEEEHMIRFANAAEIIRSSN IAM BEE , MABREBERNEFTA,
MEBRFEEAZEREEE , ARBUGERRN —*. EZTXTANEREREN AWS tRF
i, SEERFHHN IAM EEE UL EARRBEZTIAER (FRENAC) FRERNGT., HBEBEKE
DHPREEIERRETHT. T8 , IREREBRREAMERFHINEZARTFR , ERRT
FEFNNE S BEBR, MEFMAEF 728 (AM EHEER) #0 IAM Sl ERAEREY
BREMEE,

ERZENEFERAEE

X RBREE =

EESWLER AWS JSON BURRIEEH T UAFIBLERS. UHMER , WEZFEATUETEER
RAR AT R T HAITEMF.

JSON BURRE Action TERHERETURARAFHIEBBRFFRNEFE. BRBENEBEESN
FEERBER AWS API RIEMEE. B—LFIARR , SIAURBHETH AP ERVERFFAIBFE, b &
EEFEZBRTNZEEE. ELBMANBEBAMKEIE,

HREERABERE THTHBBIRENTTT.

EEEEERZEAHENFE | B2 BAWS Migration Hub EENEEFERZEHPHRERESE,
ERZEHPHNERBFESEDFIERUATFEE :

refactor-spaces

e
H
[k
s
5
&

BREE-RAXPIEESEEE ,
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"Action": [
"refactor-spaces:actionl",
"refactor-spaces:action2"

]

EERREBTEE 2 BBERNEH , FS2BAWS Migration Hub EEZEEH 5 9 B BUERE I,
EREZENFEAEIR
TEBKRER y 3

ERE A LMER AWS JSON BERRIEEEHATUEMHERS, hRER , WEZFTEATUAE T EE
TREA R FE AT R4 T SAT B

Resource JSON BUR Tt WIEEZEERBEN Y4, BB 4B B E Resource 5 NotResource
tE, REEXEFERAE Amazon EREHE (ARN) RIEEER. BrUSE X ESEERERNNEE
(BAERBRETT) RIEEM,

HRAXEERERFFAINEE (PIFHER)  FEABRAFER () RRTIEEXBERARABEER.

"Resource": "*"

EECEERTHEREIERHE ARN /EE |, BZBAWS Migration Hub & 2/ &5 Z 8 22 E A iR
BRES2E, EETHREVUFEHABLEHEREESEERMN ARN , 552 BAWS Migration Hub EE&EH
BEEEZEA,

EFERREBTHE2RBERNES , BFSBAWS Migration Hub EEZE M & 5 BB E &4,
ERTENFEARSERS 8
TEBRGRETER B

EEE A LMER AWS JSON BERRIEEEHATUEMHLERNR, IR , WEZFTEATUE M EE
TREA R FE AT R4 T SAT B
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Condition jt# (2 Condition "E#R, ) AIEBIEEEFRIRN R EME. Condition TERIR
A, BAUBLERGRMEE FRRERER (FINERZEIR) , REBBEERFPHHRGEMBERPH
=

BEERRKXFIEESZ M@ Condition THE , WEEE — Condition TEFEEZ LR/ , AWS &
£ FAE%E AND BRAEFTME M, BRAE—RAESREESEE , AWS SEREE OR REFTMAHRME,
VEAFEFREHRGE , TERTFHRXNFT,

FBUANEEEREREAEBNEEZY. fln , ZANREERECRE IAM FAEEBERE
REFRERNFARTXIAM EAE. NFFEEF , F260 AM E£RAEERTH AM BETE : &
BHER,

AWS X EE GG SRABHBEN RG-SR, FEEE AWS £ERHSR |, F26H IAM EREE
FHH AWS 2R AR SR,

HEEEERERFHESRNBE  F2RAWS Migration Hub R €M EBZEPHREEES
Z, BETHRETUSBMERERERERFRE SR |, F2BAWS Migration Hub EEHEIFERE
Z[8,

FEMGEBTZEAS S RBRNES , F2EAWS Migration Hub ERZEH & 2 BB S,

ERZTEPNFEUESIEE (ACL)

48 ACL &
FERHEE (ACL) TERHMERTEA RFKE, EAENAR) BEFMREERNFTAT. ACL E{E
RUERSERVBER , BEMTEM JSON BIRXAFHERK.

EiRER=ZANEHEREFEIES (ABAC)

X & ABAC (BERFHRR) i

Bt A EBH RS (ABAC) R—ESEEN , TREBEBMRERTT., £ AWS F | SLBLE
HER, ATLSEREED AV ER (EAERAG), LTS AWS EF. AEENERM L2
W2 ABAC NE—$, MIEZER ABAC BiE , AFEZEREANERELERTIN S RERNAY
BB R
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ABAC ERKRMRENREFHERED , YEERREERSBHBERFREMHMHRE.

EERBERILHFE , FEFH aws:ResourceTag/key-name, aws:RequestTag/key-name 5
aws:TagKeys k&8 , EEERNGEGTESD , REEREA.

WEE ABAC HEFHMIER |, 5828 (AM A EIER) P EE ABAC?, BEEFERE ABAC &
BROHEBRE , BF2H <<|A|v| EREERE) PHOEABMEFIES (ABAC),

REERZREER REERE

X RERMERE =3

ECEAEREBRETEAR XL AWS RBEXEF, MFFAES , SEBL AWS RIEEER
ERMEBRECER , F28 (AM £REER) PR EE IAMEERN AWS R,

MREEAEAEEBNBELANEASEEA AWS BEERA | AATEEATREER, 5
o, EBEERALTNE—BA(SSOERER AWS B | IRFELBETTHMRR, SELER
EESEATRA  ARURACE  CREDRTEHLER. NRUARCHHEET  #S
B (IAM EAEISE) FHIRIAS (FBA).

BT ER AWS CLI 5 AWS APl , FEIZVERMER, #E AUl FERAELERYERRRER
AWS, AWS BZEZLBRESCETRMERE K MEEARPENSE®., WEFMENR , 2208 IAM F1
TRMEERE.

ERTENVEREERER

XERFEAFTAREIR =

EERERH IAM EFAERARE AWS PHTEER , EERRAETEA. BEREKTIRTFETA.
ERERARLERKE , AUEgRT—EEE , ARETENREPHERS —E&FE. ZHERT,
EUREERHITEMERENGT T, EEEEREDERTEERIPNEMEKEE , FSEAWS
Migration Hub M Ei{E. ERAFGSREBZEPNRERESE,

ERTZENEZEAE

XERBAG

7|
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AWS Migration Hub E# 2z EREEmR

REACRRBEEN IAM AE , AIMREHTERE, IAM EEE UK IAM REY, SRR
Ae, MEESHMEN , F2HRE IAM EAEERPIEL A CUERT AT AWS R,

/A Warning

SEFREACNERTERETE "ERTH.) Y. AFEERZHRMESIK , TREER
BHE,

ERTHNERERAS®

XERBEGAE =

BHEEAER-—EERE AWS BENBRBACEE, REUTUREAREITRENAG, REE
BAGEENEEN IAMIRFF | WHERBEMES. IAM EESTURER , BT EREREER A
=1 O

MERVREERHEEACHFMESR  FSEAEL IAMEFN AWS B, EREFSKR
%, HPEeRBEESEHPH Yes. 1BIF Yes (B) B , SRR ZBRBH R ERS S X4,

AWSAWS Migration Hub Migration Hub E#Z= B 2 EBE

LEFHTTRERE, RENAE  BA AWS SERELACRBRRERS, B AV EFE
ERERESMNSRAN  MEERETACHEKERLFEOTT, BEREBMER , BT
£ AWS SERE, BLREREEROEAR , LAEEH AWS IS RER, 0% AWS I
BENHEET , BB (AM EAEEME) S0 AWS S ERE,

AWS RIS HZBMER AWS SEBR., BEEZERNAWS ZEBRPNFFT. REBESE AWS
STERRPHEAEM A ERIE, WRENENSFECERBERNTES 2 &R (ERE. &
HNAR), ENMDERBIFTRETHE , RBERTERSER AWS ZEBER. BBETSEAWS ZE
HERPBREIT , ALBREFTSHRERBH A,

AWSEEBGR : AR ERFERBTEFR

AWS SEHE 25
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B BA% AWSMigrationHubRefactorSpacesFullAccess BUREREE IAM B 5

FrLAtkAWSMigrationHubRefactorSpacesFullAccess IR R EE AWS Migration Hub E#&ZE .,
ERTEEEATEUREMEEAWSRE,

SIS -6
FrLAtkAWSMigrationHubRefactorSpacesFullAccessBHERAB T,

- refactor-spaces— A5 IAM FAEIRF R EFMEEETH,

- ec2— AFF IAM FERERFHITEBZHEFEHK Amazon Elastic Compute Cloud (Amazon EC2) ##
(=

« elasticloadbalancing— A5 IAM ERAERF#T "EEZE, FIEMAM "Elastic Load
Balancing, 1E%.

« apigateway— A7 IAM ERAERFHTEBZEEAK Amazon API Gateway #1E,

- organizations— A& IAM A EMRFAWS Organizations B # Z2 fE Fr £ FA RV fE 3£

« cloudformation— & IAM EH FE R F#ITAWS CloudFormationfE3 |, ftX A B U EHE 5
RIR.

« iam— AAFFAR IAM ERAERFEVBRBEENAE  ERER 'ERTH. NLERMG,

ERTRENENLERR

FEETAER "EBE/, 281, BRTAWSMigrationHubRefactorSpacesFullAccessZEHR
B, BREBTIHEAVEFATERGERS PN IAM EHE, BESAR,

- BFAEBINRBERACKHFFTAWS Transit Gateway,

- REBERMEE (VPC) MMEFEEIRITILRS K Ei R ERN R

- BFEHR VPC HmEBRBEHTA,

- REER , LELRMEERNFILRS 2 B R HEr RN ER,

« BFHITFIEAWS Resource Access Manager(AWS RAM) Fii A &R £ IR 5 R B 1k,

- BFHITPIEAWS LambdaZEH IR,

BALEARBETEE IAM FHE. HERAR , UEEEEENHT, T8 , BaFERATHIRK
% JSON E IAM BE | WSEKME IAMFHE. B#HEAE , MAFEARREE.
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TIHRAERERACAERTBAMENENALERR,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "transitgateway.amazonaws.com"
}
}
I
{
"Effect": "Allow",
"Action": [
"ec2:CreateTransitGatewayVpcAttachment"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:ModifyVpcEndpointServicePermissions"
1,
"Resource": "*"
I
{
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ram:*"
1,
"Resource": "*"
I
{
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"Effect": "Allow",
"Action": [
"lambda:*"

1,

"Resource": "*"

WP RAWSMigrationHubRefactorSpacesFullAccessBUR,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "RefactorSpaces",

"Effect": "Allow",

"Action": [

"refactor-spaces:*"

1,

"Resource": "*"

.
{

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcEndpointServiceConfigurations",
"ec2:DescribeVpcs",
"ec2:DescribeTransitGatewayVpcAttachments",
"ec2:DescribeTransitGateways",
"ec2:DescribeTags",
"ec2:DescribeTransitGateways",
"ec2:DescribeAccountAttributes"”,
"ec2:DescribeInternetGateways"

1,

"Resource": "*"

.
{

"Effect": "Allow",
"Action": [
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"ec2:CreateTransitGateway",
"ec2:CreateSecurityGroup",
"ec2:CreateTransitGatewayVpcAttachment"
1,
"Resource": "*",
"Condition": {
"Null": {
"aws:RequestTag/refactor-spaces:environment-id": "false"

"Effect": "Allow",
"Action": [
"ec2:CreateTransitGateway",
"ec2:CreateSecurityGroup",
"ec2:CreateTransitGatewayVpcAttachment"
1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/refactor-spaces:environment-id": "false"

"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpointServiceConfiguration"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:DeleteTransitGateway",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupIngress",
"ec2:DeleteSecurityGroup",
"ec2:DeleteTransitGatewayVpcAttachment",

ec2:CreateRoute",

"ec2:DeleteRoute",

ec2:DeleteTags"

1,
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"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/refactor-spaces:environment-id": "false"
}
}

"Effect": "Allow",
"Action": [
"ec2:CreateTags"

1,

"Resource": "*"

"Effect": "Allow",

"Action": "ec2:DeleteVpcEndpointServiceConfigurations",
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/refactor-spaces:application-id": "false"
}
}

"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelLoadBalancer"

1,
"Resource": "*",
"Condition": {
"Null": {
"aws:RequestTag/refactor-spaces:application-id": "false"
}
}

"Effect": "Allow",

"Action": [
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetHealth",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:Describelisteners"”
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ERAEER

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"elasticloadbalancing:RegisterTargets",
"elasticloadbalancing:CreatelLoadBalancerListeners",
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:DeletelListener",
"elasticloadbalancing:DeleteTargetGroup"

1,

"Resource": "*",

"Condition": {
"StringlLike": {

"aws:ResourceTag/refactor-spaces:route-id": [

"

"Effect": "Allow",
"Action": "elasticloadbalancing:DeletelLoadBalancer",
"Resource": "arn:*:elasticloadbalancing:*:*:loadbalancer/net/refactor-

spaces-nlb-*"

}I
{

"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags",
"elasticloadbalancing:CreatelListener"

]I

"Resource": "arn:*:elasticloadbalancing:*:*:loadbalancer/net/refactor-

spaces-nlb-*",

"Condition": {
"Null": {
"aws:RequestTag/refactor-spaces:route-id": "false"

"Effect": "Allow",
"Action": "elasticloadbalancing:DeletelListener",
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"Resource": "arn:*:elasticloadbalancing:*:*:listener/net/refactor-spaces-
nlb-*"
1,
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:DeleteTargetGroup",
"elasticloadbalancing:RegisterTargets"
1,
"Resource": "arn:*:elasticloadbalancing:*:*:targetgroup/refactor-spaces-tg-
xn
1,
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:AddTags",
"elasticloadbalancing:CreateTargetGroup"
1,
"Resource": "arn:*:elasticloadbalancing:*:*:targetgroup/refactor-spaces-tg-
x
"Condition": {
"Null": {
"aws:RequestTag/refactor-spaces:route-id": "false"
}
}
1,
{
"Effect": "Allow",
"Action": [
"apigateway:GET",
"apigateway:DELETE",
"apigateway:PATCH",
"apigateway:POST",
"apigateway:PUT",
"apigateway:UpdateRestApiPolicy"
1,
"Resource":
"arn:aws:apigateway:*::/restapis",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/vpclinks",
"arn:aws:apigateway:*::/vpclinks/*",
"arn:aws:apigateway:*::/tags",
"arn:aws:apigateway:*::/tags/*"
1,
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"Condition": {

"Null": {
"aws:ResourceTag/refactor-spaces:application-id": "false"
}
}
I
{

"Effect": "Allow",

"Action": "apigateway:GET",

"Resource": [
"arn:aws:apigateway:*::/vpclinks",
"arn:aws:apigateway:*::/vpclinks/*"

]

I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack"

1,

"Resource": "*"

I
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "*",

"Condition": {

"StringEquals": {
"iam:AWSServiceName": "refactor-spaces.amazonaws.com"
}
}
I
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "*",

"Condition": {

"StringEquals": {
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EAEE

3]

"iam:AWSServiceName":

TERBZEE

*ﬁ*ﬁﬁ%ﬁﬂ’]ﬁ%ﬂiﬁiﬂAWSE’J

SEFBAWST EBEK

, Bal B TERTERXMHERLH) EE LN RSSHE,

g2E

ABRERFEETEFR—
HEH R R BUR

BPERT=EREAGEA—
HEH R R BUR

ERZHRAREREE

DU

FrEAlEAWSMigrat
ionHubRefactorSpac
esFullAccess BERKRFH
ERZEH. ERZEEEAY
BE R H A EBEAWS RS .

MigrationHubRefact
orSpacesServiceRol
ePolicy RAEAWSH AWS
Migration Hub & 55 £ F #Y
BREBZE,. AWSElastic
Figration Figration Figration
Figration B FZ B R IEERE A
BEEAREE,

ERTHRBEREAWSEE
Ek%o

"elasticloadbalancing.amazonaws.com"

EBER , RALRBRAEHELEE, NFFRLERSEN AR

B
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2021 €11 A 29 H

2021 €11 A 29 H
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AWS Migration Hub E#&Z= B & 2 B B K & 51

BRIFFER , IAMERENAGRERYSIENERZTBE RN, tMUEEER AWS EEEE
A. AWS CLI 2 AWS API #11TE#. IAM EEEXFEY IAM B , RECRAENACHHEREE
RHATEMENTAHER, EEEREVARELBREREFEELFTHN IAM EHAFEHEE.

BE T RNMIERAELES JSON BERXHEY IAM B2 BEBER |, F260 IAM EREEETNE
JSON &% VT BX,

ES |

- BRREER

- FRERZEHEERS

- RFERAERFMFIECSHETH

HERREEK

BORBEREERK, AU EREFFNEBAERETUEN, FEEHMBRER Space &
R ELEMETREESHEMN AWS IRF ELXEBH, ERBRVSRES P IBERE K FERBRTYEIR
BEEE

- FRIBERAWSEEB R — FEREMBEAERZR , FEAAWSEERR , RAIEHNE TR
FENFA. EEBRECHEENIRFFIRM | WH AWS HMEBMEN . WFFMEF , F2H 1AM
EREEEPFERELRL AWS SEBREREA T,

- BRYREER - ELRYBEFTERRE  FRRTHTERMFTENA, UKD —HEFTEHE , R
BREFERTHEINNFTT. EL—RABEAARRNT , HRBEEASMMBRBESARE. WFHF
WMEF , FSE IAM EREERPHETREER.

- BERIZERA MFA-ABTENES  FERIAM EREEHASEEERDE (MFA) FREBRERS
APl #&E, WFEFHBEF , T8 AM EAZBEEPNE AWS FEAZEERRFT (MFA).

- FRABERHRENENLZS - ZYEATHEEY  FEREI 7 BEBRAFFRERNGRE. 5
m, BABREGRY , BERRMSARE—ENAST IP Hut&FE, SRS RG , REEBEN
HHSRESEEERAFER , R2ERFER SSL = MFA, WMEFMENR , 528 "1 IAM JSON K
F L% : ConditionFHIIAM User Guide.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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FEHEEZEEE

£ E17H AWS Migration Hub E# Spacration Hub £#2 4 , X BEREREARN —EF T, BLEHT
BB EFRIRIZAWS RS, ﬂﬂ%iﬁﬁitb%%ﬂib HAEBRENESEBE , AIEHRES
ZBRNER IAM EHAERAR)ME , AR ESE A RREE,

HAEFWY AWS CLI S AWS API IR E | BFEEARAFERERTEEHY., k2 , REARHE
RS EERIITZ API BENBERTLLT .

%Tﬁﬁﬁ)ﬂ%%ﬂﬁ@%?ﬁﬂ?i*ﬁ FEERA , B EBTEEEConsoleAccessTEReadOnly
AWSZERREERER. MEFMEER , F28 (AM £AEER) PRFEFIEERE,

RFFEREREMMAE ST

WEHEREMNMBEILIBER , AFF IAM ERERGEZIBACEAES2NARRZEBER, BER
aekrxEst  HEMFEH AWS CLI 3 AWS APl EBmEEREXN AR TR BENTFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"jam:ListPolicyVersions",
"iam:ListPolicies",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:ListUsers"

1,

"Resource": "*"

SEEEHEAR AWS Migration Hub EEZE R & 20 3% 3 F 12 HY
SEEA LT E TR B S RS E A SEZAEA IAM B T8 EI0 % RS,

E3 ]

- BAESBEEBZEPRHTIHE

- RAESHIT iam: PassRole MR

- REERGENTFIHESR

- RREEE BEAFHMATNERZEZE

s BEEAHFRUNANAEAWS IRERFRBENERZHER

BAEGEERZEPIATHRE

HAWS EEFRE SHEYRESHTHENRE , CL4ABKENEES RS HE, ENEE
EREHREERERBNEBHAL,

AT € 5I8E3R S 7E mateojackson IAM EAEEHFERA T REMIRERE ny-example-widget EiR
WEFMER , BAIRBEEMR refactor-spaces: GetlWidget SR 4,

2

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
refactor-spaces:GetWidget on resource: my-example-widget

FEHBERT , Mateo B REEEFEHMABUER , LAFFMER my-example-widget BIEFER
refactor-spaces:GetWidget &R,

R AREBHIT iam: PassRole Ky

ERINEEEER |, FAEAARESHIT iam: PassRole EIMEMIRE | BAEBIR BN ERE BB
B, ENEERERREHLACEAEEBNEBNAR, ERZIABEHMENBE , AHEKACGEERRE
%gFaﬂo
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BEAWS BB AEEERENAGEZRE A MERRUHMNRESCIRKEEFAC, EEHT
LER | BB RERK A CEEEZXRBAIFT .

LUTEAIEREEL AmarymajorEEREATREEERZAIHUITEE. BR , BEERRKE
BRFABRTHFFT. Mary REKAGEREEZ BB,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary R REBEEETMMBHEE , RFFEEIIT iam: PassRole EfE,
BEERGRNENEIR

HEEEY IAM EREFNERE , SUUBRREENTFIER D, B2 , KEEZEXBRENALE
FHER, FRERTHEER  SL4ABRUFTNFHERY.

R8I M@ : FE S8 ID (5120 AKIAIOSFODNN7EXAMPLE) MA R EZEL £ (450
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY), MEFERERBNZRE K BLB—RBERAE
NE#M ID MIAZFHREW/RBIBENER. ROHENFEAEEBNEE & KL hBEENFE

/A Important

AARENENERERGE=7  EERGHSHRENEEEAE D, HITIER , TaeE
ARSI K A FEUERIIRS .

BUCHSRYE  AEREET , EROEENLH D AREENLRREEL 1 E. UEE
NEHASELRT NIRRT R, EORATRECNSR  AXEKFNERSBFTHEL
1 IAM ERE, £RSTHUHEMETNESNR. BACEMETNSEN  CAREMBREH —EoH
W, FREVHNSRY. EERERT B2 AV EREEETNEE RSN,

EREES  RAEAFHEMAENERZRE

EEAFHUATNEREZD  L4AHHEEFINASHERAENEY IAM B (EAEHA
&), IS ERAXERNBRREN AWS, SEELARBREERIER K TEBZHTRTEREN
AT A

HRVEIRBER , F26H IAM EREEEPRE SR E — (B IAM ZiR6EHE R EE.

SEBHEAR 38


https://docs.aws.amazon.com/general/latest/gr/acct-identifiers.html#FindingCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
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BREEAFARUNNIAEBAWS tRERFEBNERBZEHEIR

BUNRN—EAE  BEMRFTNERENEEBATNASFIENER, BUUIEEZ R
LEEAHKRINEXAR, HHXEERERNBERIFEUEHIEE (ACL) VAR , &I LUE A ALK
RRBEFAEFHEERER.

FEE-FTH K FBEUTRE:

s EETHMEBTHERAXEELINEE , BHSBAWS Migration Hub E#8Z° B (A& B IAM £ H,

- BEETHROMAFEEHEANAA AWS 1kF FrRHNER , F2H IAM £AEEEHNSFIER
s AN S — 18 AWS IRF B IAM A E.

- PETHRIMISERNFEERMBBE=FH AWS IRF |, 528 IAM EAEEE T SEFEERR 4
BRE=FHEEWN AWS IRF,

- EETHRIVIDEBBS S0 REEFEE , Z28 IAM FAEREETNEEFIREHGENIDETS
PERBNERAE BHEED).

- FEETHEAACHNEREBRETEIRFFIZANEZER , 28 (AM FAEER) T8 1AM
AREERABRENEER,

ERBRBEEAE

AWS Migration Hub E#&Z= [ {# FAWS Identity and Access Management(IAM)RiSEL &, IRIGE
FAGRERERET TEETHE, W—ERKIAM AER, REELARH Researcing WHARTEL
EE , WIS SR EAFE A REPTEZENFFTAWSERE .

REEZACTRNCERTHESERE  RAGZTLFHIIGLEMNTT I, Resature Spaces B
HRKEEACNEGT , BRIEBEER , FRI{EHE Resource Spaces AJLUBEEHA®, EHXMNFIE
FEEEBRMEFUBER |, W BEXFTBRT B ZE M E A IAM B8,

BB SEMBRIRISEZBCNMEBER , TeSEMBR, EXATREZRLN Resoute Spaces EIR , #%
BRPNOBRERNEINEE,

NMEERASIERKEZACHWILMRENES , FSBETELR IAMEERN AWS R , XSK
Service-Linked Role (fRISER AR) MERA Yes (B) Wk, BEEEGERED Yes (B) , AREZX
BR A8y RIS E A XX

RIS B A EBRT A

ERTHEFEARANRKERLZACAWS REMERETNWR FEEYEHERERN FEEHREAEC
FEHIAM B3R — 2EBAWSH AWS Migration Hub BE S FE AN EREEZERE,

ERRBERAR =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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AWSServiceRoleForAWSServiceRoleForAWSServiceRoleForAWSServiceRoleForAWSServiceRoleForAWS
Compu

¢ refactor-spaces .dMazonaws.com

BAF @ AWSServiceRoleForElastic Compute Resource Name (ARN) BY Amazon Resource Name)o

arn:aws:iam::111122223333:role/aws-service-role/refactor-spaces.amazonaws.com/
AwWSServiceRoleForMigrationHubRefactorSpaces

ERZEAEAAWS BBEMERETNRE FERATEIRFEER  BRELFNAR, KARLEAHR
HIERIRF SR FefEM "TERZERL . WRTEE  ERZEREETI API FIAERLE

* CreateEnvironment
* CreateService
* CreateApplication

* CreateRoute

BB % iam: CreateServicelLinkedRole FAIFREE Y RIS EE AR, ERFELEACTE
Tj':)?k‘ FHRFE S  BEZETREEEA® , CreateM ik, BRIEBFEANE "EBTH, T
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FEENBERZEec2:CreateRoute PR , PIAREF AR, WEREERREEEZNA
h EERTEEASEAREZERFINREEENACRINEGLLER, Mk , FUEHEER
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BrREEARBTEFACRRACHIT. ENRFAXACRKREERBEFACHER , e Tk
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Tags

EERTZEEANRFPREVERE , eMElEENERZRERBAIEMLEZER, B Transit
Gateway , #£CreateEnvironment#{iZEicBrefactor-spaces:environment-idiZiCHVIRER
BIIEEARE, API Gateway APICreateApplication#iZEicArefactor-spaces:application-
idiSEERRENEBREHAE, EEEBATERTHAREEELER, NREHFRERBRER A6 8
R EEEENMLIMBRER.

MigrationHubRefactorSpacesServiceRolePolicy
BANAEHIBRRACHTBRRAAFERZEHEREEER LTK TFIEME
Amazon API| Gateway Bk

apigateway:PUT

apigateway:POST

apigateway:GET

apigateway:PATCH

apigateway:DELETE

Amazon Elastic Compute Cloud &
ec2:DescribeNetworkInterfaces
ec2:DescribeRouteTables
ec2:DescribeSubnets
ec2:DescribeSecurityGroups
ec2:DescribeVpcEndpointServiceConfigurations
ec2:DescribeTransitGatewayVpcAttachments
ec2:AuthorizeSecurityGroupIngress
ec2:RevokeSecurityGroupIngress

ec2:DeleteSecurityGroup
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ec2:DeleteTransitGatewayVpcAttachment

ec2:CreateRoute
ec2:DeleteRoute

ec2:DeleteTags

ec2:DeleteVpcEndpointServiceConfigurations

AWS Resource Access Manager )1

ram:GetResourceShareAssociations

ram:DeleteResourceShare

ram:AssociateResourceShare

ram:DisassociateResourceShare

Elastic Load Balancing ; Bk

elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:

elasticloadbalancing:

DescribeTargetHealth
Describelistener
DescribeTargetGroups
RegisterTargets
CreatelLoadBalancerListeners
Createlistener
DeletelListener
DeleteTargetGroup
DeletelLoadBalancer

AddTags

CreateTargetGroup

ERARKEERAG
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",

"ec2:DescribeVpcEndpointServiceConfigurations",

"ec2:DescribeTransitGatewayVpcAttachments",

"elasticloadbalancing:DescribeTargetHealth",

"elasticloadbalancing:Describelisteners"”,

"elasticloadbalancing:DescribeTargetGroups",

"ram:GetResourceShareAssociations"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupIngress",

"ec2:DeleteSecurityGroup",

"ec2:DeleteTransitGatewayVpcAttachment",

"ec2:CreateRoute",

"ec2:DeleteRoute",

"ec2:DeleteTags",

"ram:DeleteResourceShare",

ram:AssociateResourceShare",

ram:DisassociateResourceShare"

1,

"Resource": "*",
"Condition": {
"Null": {

"aws:ResourceTag/refactor-spaces:environment-id":

"Effect": "Allow",

"false"

ERARKEERAG
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"Action": "ec2:DeleteVpcEndpointServiceConfigurations",
"Resource": "*",
"Condition": {

"Null": {

"aws:ResourceTag/refactor-spaces:application-id":

"Effect": "Allow",

"Action": [
"elasticloadbalancing:RegisterTargets",
"elasticloadbalancing:CreatelLoadBalancerListeners",
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:DeletelListener",
"elasticloadbalancing:DeleteTargetGroup"

1,

"Resource": "*",

"Condition": {
"StringlLike": {

"aws:ResourceTag/refactor-spaces:route-id": [

g n

"Effect": "Allow",

"Action": [
"apigateway:PUT",
"apigateway:POST",
"apigateway:GET",
"apigateway:PATCH",
"apigateway:DELETE"

1,

"Resource": [
"arn:aws:apigateway:*::/restapis",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/vpclinks/*",
"arn:aws:apigateway:*::/tags",
"arn:aws:apigateway:*::/tags/*"

1,

"Condition": {

"Null": {

"false"

ERARKEERAG
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"aws:ResourceTag/refactor-spaces:application-id": "false"
}
}
I
{
"Effect": "Allow",
"Action": "apigateway:GET",
"Resource": "arn:aws:apigateway:*::/vpclinks/*"
},
{
"Effect": "Allow",
"Action": "elasticloadbalancing:DeletelLoadBalancer",
"Resource": "arn:*:elasticloadbalancing:*:*:loadbalancer/net/refactor-
spaces-nlb-*"
},
{

"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags",
"elasticloadbalancing:CreatelListener"

1,

"Resource": "arn:*:elasticloadbalancing:*:*:loadbalancer/net/refactor-

spaces-nlb-*",
"Condition": {

"Null": {
"aws:RequestTag/refactor-spaces:route-id": "false"
}
}
},
{
"Effect": "Allow",
"Action": "elasticloadbalancing:DeletelListener",
"Resource": "arn:*:elasticloadbalancing:*:*:listener/net/refactor-spaces-
nlb-*"
},
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:DeleteTargetGroup",
"elasticloadbalancing:RegisterTargets"
1,
"Resource": "arn:*:elasticloadbalancing:*:*:targetgroup/refactor-spaces-tg-
xn
I
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{

"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags",
"elasticloadbalancing:CreateTargetGroup"

1,

"Resource": "arn:*:elasticloadbalancing:*:*:targetgroup/refactor-spaces-tg-

"Condition": {
"Null": {
"aws:RequestTag/refactor-spaces:route-id": "false"

}
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BB Z°RA CloudFormation & 4R

EEMBANRECERTHEABRENER , B24A T #CloudFormationt&i, EAZLL JSON
o YAML &L X ARIER, METFTLUEBIELEHANERE , THAKE CloudFormation &
HENER, MRETE JSON = YAML , A LAER CloudFormation Designer 1% Bh#& B %A
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CloudFormation Designer ? ,
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CloudFormationf i & 15/,
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AWSTemplateFormatVersion: '2010-09-09'
Description: This creates resources in one account.
Resources:

VPC:
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Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.2.0.0/16
Tags:
- Key: Name
Value: VpcForRefactorSpaces
PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]
CidrBlock: 10.2.1.0/24
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: RefactorSpaces Private Subnet (AZ1)
PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]
CidrBlock: 10.2.2.0/24
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: RefactorSpaces Private Subnet (AZ2)
RefactorSpacesTestEnvironment:
Type: AWS::RefactorSpaces::Environment
DeletionPolicy: Delete
Properties:
Name: EnvWithMultiAccountServices
NetworkFabricType: TRANSIT_GATEWAY
Description: "This is a test environment"
TestApplication:
Type: AWS::RefactorSpaces::Application
DeletionPolicy: Delete
DependsOn:
- PrivateSubnetl
- PrivateSubnet2
Properties:
Name: proxytest
EnvironmentIdentifier: !Ref RefactorSpacesTestEnvironment
VpcId: !Ref VPC
ProxyType: API_GATEWAY

E BB CloudFormation 14k
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ApiGatewayProxy:
EndpointType: "REGIONAL"
StageName: "admintest"
AdminAccountService:
Type: AWS::RefactorSpaces::Service
DeletionPolicy: Delete
Properties:
Name: AdminAccountService
EnvironmentIdentifier: !'Ref RefactorSpacesTestEnvironment

ApplicationIdentifier: !GetAtt TestApplication.ApplicationIdentifier

EndpointType: URL
VpcId: !Ref VPC
UrlEndpoint:
Url: "http://aws.amazon.com"
RefactorSpacesDefaultRoute:
Type: AWS::RefactorSpaces: :Route
Properties:
RouteType: "DEFAULT"
EnvironmentIdentifier: !'Ref RefactorSpacesTestEnvironment

ApplicationIdentifier: !GetAtt TestApplication.ApplicationIdentifier
ServiceIdentifier: !GetAtt AdminAccountService.ServiceIdentifier

RefactorSpacesURIRoute:
Type: AWS::RefactorSpaces::Route
DependsOn: 'RefactorSpacesDefaultRoute'
Properties:
RouteType: "URI_PATH"
EnvironmentIdentifier: !'Ref RefactorSpacesTestEnvironment

ApplicationIdentifier: !GetAtt TestApplication.ApplicationIdentifier
ServiceIdentifier: !GetAtt AdminAccountService.ServiceIdentifier

UriPathRoute:
SourcePath: "/cfn-created-route"
ActivationState: ACTIVE
Methods: [ "GET" ]

i — 5 7 % CloudFormation

ZEE—4 T # CloudFormation , F2E T ER :

AWS CloudFormation

{AWS CloudFormation fEF & E/)
CloudFormation APl &%
AWS CloudFormation s TN EIEA EERE
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