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- REEFE  HTERBNERDB AR AREFEANEBHRE, ReHESEATEEERNIT , M
SEFMREMR. it , VPC TP EEANTERTUERTEN R EHESE,

« PR KEMR (SLAs) | EEFET AMS &M —B85 , ERTFAH BRI KZE,
« SLA SEEERMBEGER

- BRXH APl BREEHEHER.

« BRXMWEBEFRER Sxx HTTP EE ( RRI[EEHTHER ) o

- £ AMS ZSEERRETBEHEBHERNEM AWS R HFREER "IREFE L RE , WERK
BAER BRI

- EXIETRBHBNERE TR EENEEB AMS SIREXRNEEEM, BRIFFEEEER
HReF , BRIRBERER TR,

- IRIEKEBE (SLOs) : EREHEITH — 32 AMS &4 , AIES AMS IRBH4FERK B .

ERFAR

EEZAFE MR October 3, 2025 5



https://status.aws.amazon.com/
https://status.aws.amazon.com/
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- BEMEHEN EXREMEN  UBRTRERRRIIRFLZESRENEE, "EALLHEE
¥ B AMS XECEXRZRBETESR 'EX WEEMER

- BB HERRONEHEES  SHEXBRRIIERANRA, RABAEASERRATES
MREARER K BEETEHEARGRTIAEM.

- SRR MTH S RIA AWS Systems Manager (SSM) ZhEEHY AMS 1T {E BB TER RS
W, BN UERHTER  AFERAEKRENEENRBESHELHITEE,

- BEERXAE

- BEH  BREEREHTERRTHNEHE.

- AMI ERR {548 : BEBEFIRA EC2 Auto Scaling EARENHRER AMI 2E BB 5 AV IS #,
- BEENREE OS K. £=4 )  gHEXRHEERNEARXEERNURHE,
- BEHElER

« Critical Security Update (CSU) : X BEFERKEBREFTES Criticaly HELMER,

- EEEH (V) HIZEXEERRBENBETIES 'EE) SFREMEHNNES "BR. NRek
B

- HME#H (OU) : M3k CSU H IU ZZXBEXRFNER,

- XENBHER : AMS XEFXREBREMHEN. MEEBREAR , MEER2 R E IR
R, NENRE. MFEEXENOSSEE |, 2R EAR,

ZEMEE

i

« Detective Controls : H AMS ZU S ANERERE 6 AHETFELe. BESEFEERARE
KEEBEFSERENIEASE W EBBHNESE. THEHIKILEERRERTH,

ARFE SRR

« RIBFBR : BHFE AMS KREREZBERNF R

- REEEA : 8% AMS REER , AMS BAIEHRBFRFERANER, KENIRSRENBHE
ABEEBREN 5E (HNEFEH ) KIEA. NRENHITER/ER LEBBARR X
HERZRERBHEXNEEES (CSDM) UEBRAERNBELN , AERTFHWBIEER (RE ) e
WE B8 AMS RENEH,

- RBEA : AMS BB RBFRBFEEERIEA.

HAhzR 5 -
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« AWS Managed ServicessTTH : B M AMS : AWS Managed ServicesiPgE#E &, AMS CM API
M X8 APl, ¥ AMS Accelerate : X8 &AM X8 APl

- EFMEE (CSAT) : AMS CSAT EREIRAZHVEA , 2EREBERGISERAN RGIBFAFT
7. BEHES,

« DevOps : DevOps = —ERE 5% , EFMESRHAHRIVEEFELMEIE, DevOps WEEER
MEMXEH, REIBER  URETENERAE  EBEBHLHNER S8R Lo HENEZIR
EThEE, ERBABTUERE B , X H BERMFER  BENBESERIBHEBIRMAER , M
E¥KEEHWERZIER,

« ITIL : Information Technology Infrastructure Library ( ¥4 ITIL) 2—%& ITSM £ , B EZE( T
RN EWBR, ITIL 2 RAEREER , RE IT REEGERD : RERE, RBRET. RBER, R
R RS SGE .

o ITREER (ITSM) : —HARFE IT REERNEK,

- ZEERRK (MMS) : AMS 212/E B 2 ESE R Managed Monitoring Service (MMS) , E€HUA
AWS B{EARREE 4 |, WEHE Amazon CloudWatch ERI M EH &R AWS RIS , BH AMS EEF
(#E EE£FEIK ) FiB Amazon Simple Notification Service (Amazon SNS) B2 3 HE A& R

- BRZEM  ELET IAM BERS £ A Amazon Resource Name (ARNSs) B | B A LAE & & 2=/
AWS fR# &R . SEEMBBENERKERA TS/,
AR #5418
AMS Accelerate & AWS Managed Services [RIGEVIRIEFTE| , AR EE AWS BRI IRE,
AWS Managed Services (AMS) AMS Accelerate 2 4ESTEIThEE
AMS Accelerate 2 T 5lIZhaE
- BHEE:
EHEER AMS R ARDEEEHEHNERF
AMS Accelerate € X B)MERIMEIES4 |, WiGBH R EBKBEREE. ELER AWS Support

Center € F R B4 AMS Accelerate EiE TI2RT , WARIREARFZNMVEEELL , RHECER
FEﬁ SLASO

o EfR .

E#RR AMS BRI A RER ERNEF.
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£ AMS Accelerate HEEMHIIREERE T Amazon CloudWatch B4 MEB RNEXERE | ELEHM
ETRERBHRENL , R MANEE TeEENSRENEH, WEIRER , AMS BEFR BBt
BB, ABNERF K SERREINRFNRE Y EBERESHNERED , SUIREEEBIT AN MM
IFZITRANRARRE, MREEXM , AMS B BEHEERERF. BUNEHMAREBERREE
HX,

- ReM:

LZEEHER AMS RIEARRE ERMNEF. AWS Managed Services &1 i 2B 15 #)1E RKR B
WEREE , WiIHEHER AWS ERFRENZSE , B3 AWS Config # 8IF Amazon GuardDuty,

AMS Accelerate E#E AWS Config R M EEBENTERXE , SIERENABEIRFHBFSERN
ZEMABRETEMRE, AWS Config RA SFEERARHERCENEERE, NREEE
RAEMBAGFS , AMS EREHFBERR , A ERBERANBRELBBHFERBEEER, AWS
Config R 2 BV RF & LA THREE : WM R 20 (CIS), BIREERZMAER (NIST) BEnRE
Z3HE (CSF)., RERBARBEETER (HIPAA) MXFRES (PCl) ERRZLEFEE (DSS),.

L4k, AMS Accelerate Ff Amazon GuardDuty R 5] AWS IREBF IJRER KR EREZME
By, GuardDuty FZE#RH AMS = FEKENE, AMS KEESE , BEREEXEETHBAERE
BEMERIEENEE, AMS X Amazon Macie REZEHNERBRER , HIEAREEA (PHI).
BASDEBNEF (PI) MEBER, HE , AMS SEEW P ESERFEFELENAE Amazon
Route 53 Resolver ALERT 1 BLOCK E# , M — T mERBEREN B R EERIThEE,

- EHEXEE
EHREAEER AMS RBERAREN ERNERF

HREFBHEXMMTHE AWS tRFE , AWS Managed Services SR IZBNHBIFERIERE |, A
SENEXRREALREMEEHNZ Amazon EC2 #1T{EE., AMS SIS B2 HITEEY
RE, EREEERNRE  WBHAESER, MREHENXNKE , B AMS 8REXE , WEREKE
BERBERE, E , MRFBEXR , AMS 2HBTERER. AMS RESHEXN SR EEHEN R
&, WERZALXEBREIRNBE,

- fREE
AMS & R i {3 B RMEE EIRAVIRR.

AWS Managed Services 4 X & AWS WIREE, EEMTFHIRR AWS Backup, &R LAZEHN
ARFFEABRIREY AWS Backup 518 , Bt EREOHRE. BRNEREHE. SIS
25 EREUEH., AMS S EMFTEROTEE , YEROEBEAKRREBKRIITIEE. NEFE

AWS Managed Services (AMS) AMS Accelerate & {E5T 8|30 AE MRS October 3, 2025 8
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E , AMS 2R REHNRBESHHBHTERDE. AMS KRR iR REZHE RS N EDRER

e =
Ho

- BEERE

AMS $TEBZ 7 ABBIMAERE , WBBIBRARR ., BEETEBERSG AT KRR RR
B8, BB RRBRBEROUNRBEZE, BRR TS EMN 'S EHFEREHEREBS
(PIR)o PIR SHERAREMRIMA AL EEE , BEEFER EERE.

- BENER:

AMS Accelerate tt&$57E Cloud Service Delivery Manager (CSDM) #1 Cloud Architect (CA) E2#&#Y
BBEE , WHBHEENRZSM, B8 CSDM M CA EREMIMA AMS Accelerate HA R H
CRATRMIES  BEHEBEEENSARS , YEEBE/E , FH AWS Cost Explorer, RAFAE
WEM ETERFBBERIKAEE Trusted Advisor,

- IREIER .

AMS Accelerate AJBATE AWS izt TEE HERFZ RN IFERE. RMNEHERX. Fe. B
BANESHEERBKERER IAM #1TERIERERE Amazon EC2 #TEE L RENBE ERE
2 , LLX AWS Systems Manager (SSM) & CloudWatch KB , LAZ#E{IEE SSM # Amazon
CloudWatch BR#E E B, AMS Accelerate 12 Resource Tagger £ & |, #BIERIBHR AESKE
B, AR BBHTEEHERE  LMEE Amazon EC2 HITHEBHREFMENNRERER, MREERFT
AENERREER , S EEE 12 S Hinfrastructure-as-code E 74x F1 52 5 56 R R 1o

« RARE

AMS Resource Scheduler & B E) R E #1451k Amazon Elastic Compute Cloud (Amazon EC2) #4T
&%, Amazon Relational Database Service (Amazon RDS) #1T1&8& %1 Amazon EC2 Auto Scaling
Ff#H. AMS Resource Scheduler 8FLLARFEANER , Y EEEHRERNENRBELER , Ui
B G RR IR EER A,

- REEMIFRE -

AWS Managed Services & ##EE CloudWatch, CloudTrail 1 Amazon VPC 72 HEEF
BRIEFMEEN B, &t AMS &R ERENSHMRI ALK, AMS Accelerate BRIt S
AlREHE , BE AMS HERNEER , SFMTRENDR, £EEER. XTEER. AMS R&
KEERE (SLA) 68 , URERX . HENNARELCHNBKIER. BERHERGEN AMS
EWBRERFEEE (CSDM) X1,

- BRBFREE :

AWS Managed Services (AMS) AMS Accelerate & {E5T 8|30 AE MRS October 3, 2025 9
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BEFRZERE, AMS AWS SRBEEMMNHEEEF , FEMA AMS Accelerate T AR X HF
Ro EAIBIRR a0, BRAKEETHAEAEBARGRE AWS M BRIEFER | SFERH i AMS BR7.

FTE AMS Accelerate EF#REBEHEE, BB, R ER, HERH, YETE HOBEMNFRED
RERRMR. U LALLEEANN BT IE AMS SR EE M s,

(® Note

ME hARZEHINAEE AWS GovCloud (US) , 2R 19 AMS Accelerate Z% AWS
GovCloud (US)

X ERERE

AMS Accelerate XE T HI4HEE :

mil
A
<t

° o

o

- [B1 : 5528 AWS Regional Services #1E#H AWS Managed Services XEH AWS [E1F,

(® Note

2019 £ 3 B 20 Hzui# HM AWS EBIFEHRA "Rig, BE , XEEARMA. EHAH
ZESIANEEA EENAL BE , BERAEH. NRENIRFEAZERESE , mAZM
A AMS Accelerate ZI2A "REFMAL ESNIRFHATERERES , B AMS REIHEERBE
EZESPER, MRERBREERES , EEFTNHEERE —BEERENERES,
EERAREE , F2ERARE. FERERREE  F2EEEEE. nESEREMNE
EMAAMRRESE | 5528 (Amazon Elastic Compute Cloud fEfA & &™) FH 0 HEH,

- EERFKLE (x86-64 H ARM64) : Systems Manager # CloudWatch X EBEE
- XEMNEXRE

« AlmaLinux 8.3-8.9, 9.x (AlmaLinux £ & x86 %48 )

* Amazon Linux 2023

« Amazon Linux 2 (FAHAH) AMS X EERBHIA 2026 £6 A 30 B )

* Oracle Linux 9.x, 8.x

* Red Hat Enterprise Linux (RHEL) 9.x, 8.x

T EMIERE W7 October 3, 2025 10


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-ams-acc.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-ams-acc.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#concepts-available-regions
https://docs.aws.amazon.com/systems-manager/latest/userguide/prereqs-operating-systems.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html

AMS Accelerate A& ¥5m AMS RS MEF

» SUSE Linux Enterprise Server 15 SP6
« SUSE Linux Enterprise Server for SAP 15 SP3 K& E# x4
* Microsoft Windows Server 2022, 2019, 2016
+ Ubuntu 20.04, 22.04, 24.04
- XEMKIEZE (EOS) FERM !

® Note

BRI (EOS) FXRMEEERMBEEFN —HRIBEHB 2/  BEFESN T2 AR,
REE AMS FIENRBERENXIBEXRRN.. B, EOS EXRMIT ERNEATENERE,

1. BBEERRCREALEFANXE , TREEWERNR ,
2. £/ EOS EERMIVEMHTERBEF/MEFEAERERE P AMS EENZ22H |,

3. B85 AMS BRI HMHEM R LS,

MR AMS TEXE EOS FEXR#K , AMS 2R HERERRAMEERRK,

AMS FTENREEX T EIEE TR : Amazon CloudWatch AWS Systems Manager,
mEi =4 (EPS) KEFEX M Active Directory (AD) Bridge ( PR Linux).

* Ubuntu Linux 18.04

« SUSE Linux Enterprise Server 15 SP3, SP4 #1 SP5
» SUSE Linux Enterprise Server for SAP 15 SP2

» SUSE Linux Enterprise Server 12 SP5

» SUSE Linux Enterprise Service for SAP 12 SP5

* Microsoft Windows Server 2012/2012 R2

» Red Hat Enterprise Linux (RHEL) : 7.x

+ Oracle Linux 7.5-7.9

- WMREHFEH AWS Control Tower EEBENZIRFIRE | B ELREEHITRITRAE AWS Control
Tower , LAEE Accelerate B, TXEMM 2.7 LL8I AWS Control Tower kR (2021 & 4 A %17 )
HIRE, WMEMMEIHFAEF AWS Control Tower , 2B EIFEH ZEET,

T EMIERE FRZ October 3, 2025 11
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https://docs.aws.amazon.com/controltower/latest/userguide/update-controltower.html

AMS Accelerate A& ¥5m AMS RS MEF

> BRI AR

AWS Managed Services & T3 RFRBBESTEZIERKE AWS . 8@ AWS BREHE2FTEN , ®
It , AMS HREEEREXEEMRSRIBZER AWS RENMHENFEMEMTRE. MREFHER AWS
Managed Services & T 3B RAEZ A ENTARBRBHKIRERE , BIBRBREBEEER , B

14

BEFHERERERMEMNEM AWS Managed Services &#&# 485 "Beta Service, o

EH : FTE AWS R
R#&FER - FrE AWS BR#&
{&## : Amazon EC2

HOAER . AWS RIS XEMNMAEEE AWS Backup, IE XEMNRIEEE AWS Backup , 552
BIAWS Backup X EHNE R,

¥ RPEFZES : Amazon Elastic Compute Cloud (Amazon EC2) #117{##&. Amazon Relational
Database Service (Amazon RDS) 1 Amazon EC2 Auto Scaling B #H

EERIREE MRS - ZEMRE R Trusted Advisor, Application Load

Balancer, Aurora, Amazon EC2, Elastic Load Balancing, Amazon FSx for NetApp

ONTAP. Amazon FSx for Windows File Server, NAT B ( #E{ut#:E (NAT) AR

7% ) . OpenSearch AWS Health Dashboard, Amazon Redshift, Amazon Relational Database
Service (Amazon RDS), Site-to-Site VPN, EE¥—F 7 ## AMS Accelerate & R %+ ES 12 TLE1H
B, F2h AMS P EEERNIRE,

%% Config Rules : AWS Account EE#2#BR# GuardDuty. Macie. Amazon AP| Gateway
AWS Certificate Manager AWS Config. . CloudTrail, CloudWatch AWS CodeBuild, AWS
Database Migration Service, Amazon DynamoDB. Amazon EC2, Amazon ElastiCache,
Amazon Elastic Block Store (Amazon EBS), Amazon Elastic File System (Amazon EFS),
Amazon Elastic Kubernetes Service (Amazon EKS) , Elastic Load Balancing, Amazon
OpenSearch Service, Amazon EMR , AWS Identity and Access Management (IAM) AWS

Key Management Service AWS Lambda, . Amazon Redshift, Amazon Relational Database
Service, Amazon S3, Amazon SageMaker Al AWS Secrets Manager . Amazon Simple
Notification Service AWS Systems Manager, Amazon VPC ( T2, WE., =M P ib
ik, VPN ELR, MBEMEKREE ). Amazon VPC RIER. MEFHMEN , 2B Accelerate &
HAERE S R MAccelerate FIVERHMRE. B UERMANMEREMEEPRIHM AMS Z2EA
AWS Artifact , IS 73EIB AWS Managed Services B3R5 R 51 ZEHKZHL

X B AR W7 October 3, 2025 12


https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html#supported-resources
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/monitoring-default-metrics.html
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® Note

AMS Accelerate for the Middle East (UAE) EE X —HEEAIhaE , TN RATR, FHUL
BT AMS IRFERANBTEARZTLHEARKBERBEEFES, WFEFR (AH
BEERNE ) EiFH Accelerate AT AMMFFHEN , FFAEENEFKED AWS Cloud
Service Delivery Manager (CSDM),

AMS IEFER (A AEBEALE ) BENE IheEHER
E R Ihae

EHER AMS RS EIEMEED | LAt Bh R R B B fE
REE, BER AMS BBEEESH , £FE
RRXEHBFER. AMS TEEBERARNEELE
BARNES,

£ WEERBRIEFERE , AMS AT LU B & RIS
B, AMS ERBBIMLIEE. ABNERF , BE
HWEIRKEERRE, AMS TEELEFPEHR
EEZ% CloudWatch EHME R, MREEH
AWERTE | AT RIREIRSEREM (CA) M
CSDM M EB)EHERI B IR,

Z&H YRR BERRIEFERE , AMS A S BIEE
Z2EE, AMS T 8ERLEH , fl AWS
Config # Bl 1 GuardDuty , 5E533 1It [& 15 1 49
ZERERR. WREERAENRELIE , AR
& CA fl CSDM Ffh Rt E B2+ Ei%,

BHER AMS A ERENHERBREREENEAZE
T EELRFKEN Amazon EC2 HI1TERE | W2
SMESEHIRE, EEZE AMS BB EREH
B , LEERBREFER. AMS BHEEXE
HF & B AR [EE .

BRER AMS T B A AWS BRI B B FMEFERIR
B AWS Backup , B EMMEE, EEE

X B AR WA October 3, 2025 13
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AMS IEFER (A AEBEALE ) BENE IheEHER

E R ThEE
AMS BB EETIRDER  SEERKRKEH
Ko AMS TEiB Mt It [E1E P By s 10 1E 75
EEWER AMS #§7E Cloud Architect (CA) # Cloud

Service Delivery Manager (CSDM) E2%& SR8
B1E , WHEBHFHEENREM,

EEERZERE, AMS & AWS R ERHY
HEER , 5B B AMS Accelerate ETEARR
BRIEFE R, BELRKRER AWS BRI F ThaE
BEW A, BRIEFER , HFERLEEE R TA
) AMS BRF , It RIEPTIR,

=
oo
e
%
il
s

AENEE

AMS Accelerate B &, A&, BHMNEH 5 RACI , EFESEFESTEREETF S AMS LIETR
BEE, LRERPEH ("EFL ) EEEEKME ( "TAMS Accelerates ) EfE,

AMS Accelerate #{THEFEE XAEHH|H AMS BEFEHENIRFETEENEZEEREN | LK AMS
RRETH —LBEFR,

AMS Accelerate RACI 4E &

AMS Accelerate EE IR AWS Ef#SE, TREHBESEREGTHITHWEAERSEGBHH | &
F AMS Accelerate WA METHBE,

- RRERBEH , BEEHTITELLERET.
« CfRZFEX Consulted ; ERERMN—FH , BERTHEER ; UREHETEEBEN—H,
- RRERANE ; WEEEBAIN—F , BEREEHZRE,

(® Note

BLEEREREE AMS MIZEFH 'R, EREAE AWS HEEMEEEF , AMS MEF#HES
HEMERRODEERRENEAENBEE,

ABNERF WA October 3, 2025 14
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EE EF AWS
Managed
Services
(AMS)
AMS X
BIUFHREN I R
HEMATER R C. |
RIFEMBERIER R |
FERAEX £ mEH
FERRENBR R I
FEREAERRBER., DT NEHRE R I
FERRRAHE R |
AWS EiFRERE R I
FERREA B R |
AR/ &EN R |
SRS N AR E R B R I
R RS T A R [ R R I
AWS E 5 < EHY B C R
AWS #3% E RE R B4+ 21 fE C R
AWS BIREERNE 4T e C R
ZEWRFMA
£F AMS BB T E¥ AWS ZEIRF A FEE R C
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SEE ZF AWS
Managed
Services
(AMS)

ERFRIREPEERE , LAFERFHIBIL, i, REZEHE R C

R (SCPsH&E

£ EC2 #1T{E#8 P R % SSM KEREX R C

RZEMFRERM AMS REFMBEWIE, B0, CloudWatch KERERK., & | R

BESE. BR, BFS
EIE AMS TR EFEIRME 92 EmEH | R

WEEFR B A EAVE A LAGRE AMS BR#E. BIIN | 1St B ISR AT R |
FEMNER

AR AMS FRIBRIERE , WRHAMALENTEA R I
MEFERKRTE AMS BRI, flwn , BREAEERR. EFRFLERXN C R
BEREESR

EEARFE AWS tRFEMBTERNAEE SRENEAELEHEHRR R
HEFA

BREEIHTERSEL | R
BIREMA (EENEBERER) C. | R
EHEXNER

WEMELENTA , ARESHERNERRR. SHEXEENER R I

AREHENEZRRMNEENAR  WIREMELENEA R I
KEFERREEHEAMERRER, SHEXEENBE C R
EE EC2HUTEBRNXEFERRARNBARECXEFERRNERE I R
]

ABNERF WA October 3, 2025 16



AMS Accelerate A& ¥5m AMS RS MEF

EE BZF AWS
Managed
Services
(AMS)

REXENEERRNEEBERRNEHEEREN | R

EERAEM AT ERNIRE | R

BEMERAESERTFHEN EC2 IT{ER | R

FAE EC2 MITHERAY KR ER C R

EHEBIEREFE (ASGs) 19 AMIs FIHE R C

&4 Windows fEER# , UK RHEAEF Windows Update BEIEZEER | R

% £ B9 Microsoft 44
BHEXNLENEARN. HBIEARSHEKMETZ Windows Update R

=§d

B4 Linux EERRMAEXERRREEHEEERAEENEAES (B | R
# Yum, Apt, Zypper)

EHEALTENEREN, REIBAEAMMKME , W3EMH Lnux FXER R
MNREEHEESEE

Bt

WEFMBLENEA , URERGTENERER R |
78R Backup FHEIRERE , WRHEMELEN@A R |
KEFERRERDTENBF C R
EEROHENEZRER R |
HITEE VB H | R
AERUMNEDER | R
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AMS IEEESMEF

SEE BF AWS
Managed
Services
(AMS)

BOEBRENFEDREEEN RS | R

B a5 R |

FREHEEZE AWS BB ERNER , MASHEEN — R |

AXEN AWS RENERATIHRDZER T | R

ERZHFEVETRE=HERAER R |

B4

ZEIRFE VPCs, IGWs, ERERMEM AWS #BEE AR 22 F 48 48 R |

EZERF P EREMIRIE AWS Security Groups/NAT/NACL R |

EFHEANEEEERFEE (a0 DirectConnect) R |

AWS B3 R O B R A RE R B 4 R |

AMS AR LZ2ERNER , IELLHE | R

BB R RMARENER (VPC REEAFMEM ) | R

B

EHRMEEARIEBERR R |

o8k AWS B EEE A E | R

R M AWS BERRER | R

#t AWS &EREE B % | R

ERNEE

WEFRELENBA , UREETR . BREEENETRE R
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SEE BF AWS
Managed
Services
(AMS)
RREREEENMER  WRUHMBELENE A R |
KEFERZEEREEE, ERECHNETRRE, C R
k& FHREIE AMS CloudWatch EEEZEME R | R
£ A E X CloudWatch IEEM B REZEIEN AWS BEIR | R
FAERE AWS BRIZE C R
RIBEZNELBERE , [SIBYEH | R
ER. ERNAERFRENERS R |
REAEAERAEIRRE R C
FREIE1E Trusted Advisor & R C
B B8 X EM Trusted Advisor RE | R
FEEE X EH Trusted Advisor BE R C
HE B EME | R
1518 K BRI HR PR 22 I R C
TERB
B AMS ERNEXBREAL2HBENEERE I R
£ AMS ERNEBABHEEZ22H , URELRLRAR | R
RIEERE AWS BRMNZ L ERRAXEN AWS IR | R
EIE AMS TEMNIRF MERRBE TR FEERE | R
ZEEREE
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SEE BF AWS
Managed
Services
(AMS)
ERSTENLZLEE AWS IR¥ , Hla0 GuardDuty 1 Macie I R
EHRILET AMS E&HH Config B , LUERA AWS ERREREHEEHE | R
BL2d (CIS) M NIST R RIEER.
EfiE AMS E&HH Config # 8l | R
& Config #% AIRY — B RS | R
ERMSER Config # AIEE W EITIEE | R
MEI51E AMS ERARER AN E R |
ERIE1E AWS IRE 1 AMS E&EH/Y Config 33 8l R |
B AMS FEEK Config # Bl P HERRKIER R |
1518 AWS RS X BH AMS EZ Config #3 Al C R
1818 AWS IRF PR X EH AMS ERHERER A R |
ExR. ERENFAEZFRIEMN Config % Al R |
EHER
WA AMS £ AWS ER SR RIS 4 | R
B AWS BRAPHEH R |
RIRERBAN AWS ERNEH | R
J 22 P 72 =X 2 8 R RE A0 o I R |
DEBEHERIERF | R
RUHEL4OE | R
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SEE ZF AWS
Managed
Services
(AMS)

AEETRBANERRESHAAL RS ERZHBER C R

LZE2EHOE - B
b )

RHEFEH AMS ELZL2EMHBHAVNLZLERHBEANTFZEBHBA R
=g

FRNEERHNEFLZLBIBAFMAEST K UEELZLEHNEZEER C R
MR

AR

EEHEREFHBATFRHASZE AMS B34 I R
BRZeERAESHEREFBRERARNER R R
EREE

REXEN AWS R BR, BEREBE. BRNEGCRANZSERE I R
#E AWS &R (Amazon EC2, Amazon S3 % ) WLMHBE , @FE8E R C
EEUXRBNEENEZMNFEEN. LEFARBRHETRESH R

&

£/ AWS BRERE B ERN TEAH R C
ERNHE HsRENEH 7 I R

BBEREMEHHTES AWS IRFE, BBNFREENZEBRMERE R I
, BURENERE

T2 EHEFE - Detect

ROSR, EEMER
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SEE BF AWS
Managed
Services
(AMS)

RELHMER , UBAMTERNIRFHNS4ERE | R

EEiE AWS IR X EN LT RE I R

HENERERNELELTE R |

FRARNTZEMHERHTER LN ESERE R |

ZEREHASBANEFEAFEH | R

ARIFEEBEBAMBEER , LAEEERFEH R |

Ex. IPENHRE AMS FEERRE (a0 Amazon GuardDuty H C R

AWS Config)

FoEk AWS EREREEE B R |

AN ELH., EEUMARARANSH4EE R C

EXE AWS WEERIE ( HlI Amazon GuardDuty FEBEFMMEREARHFEF R R

B, EBBENBFIER

ZEEHRE

BH AMS ASREBRERAPHNLZEAE R |
HEAZNZESHENEHBRHER I R
BATRERLZESHOEEFNTEEMH R |

ZEEHEE - o
ABEM DT
HEXEAARREENZXELZSREHNTIHREE I R
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AMS IEEESMEF

B

55 A °] FA & B 514 false/true BE i
REEESAEREFHAACSHEYTEENIRER

PTERER  fIMEESE, ERARIN. CREBERN T EM DT

WERAEN B HBIEE
WEERNBRE , UHPRELLRE

& PHISMEs AWS R B HEZLH/E

EREPE , BEXENBFEBFT I E AWS R KEF

i

%II

RZEERN AMS FAIRFEERENER
EEREARAZ2EANRENEN
EREEHRENRREFRZ2BEARD

REEHOE- IR

3B HI R B MBAT

AT BRI OREE B |, SRAEENRBRE

R ZRENRBEUETE-S oM

BEEARANIEER (EBEARAEENEEREETE )
RIBLZESHNZFENERE RSB IR
BRAZFERREBREONNENZ /T

ITZE AWS NEFEHENE , ¥ EC2 FTER. MM IAM

5F

AWS
Managed
Services
(AMS)

R

R

AeNEF
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SEE BF AWS
Managed
Services
(AMS)

REEBHEFE - 1RER

RERKBEMENIT

BEZEEHANEFEARATFEH L RRENERRERREREER C R
RERZHVRFRERRE., REFFTHREMER R I
BiIZAMS RETHFAEE LNZESEHNZIHENERERRRISR C R
SHERE B X AWS BEIR , 23 EC2 #4TERE. MBEA 1AM 1RBR R C

HERBNR{CEBARAXNTHFEH (EBEBRARABENEEIEEE R I
)

REEHOE - BFR

BERERBANINT

KEFERRERDTEMEER I R
REROETELLER AMS RETHEAH R I
AXENERATHRGEREE AWS IR I R

B EFEAEN, FARXERENINERE K IRFEARBHHE, WEE R I
HEREREREFEARANIFEER

EREARANEFIFEH (BBERARABENERSR ) R
ZEEHEE - EHERBE

EHRERS

RERREFEREH I ZEENERAFNITHIRE I R
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EE EF AWS
Managed
Services
(AMS)

BREEE

BA Bt 25 4 LA Il S R I R

S RBEMITRARE D (RCA) I R

EREE | R

mAI S ERARRE R |

AR¥sEE

i F IR %55 REEREMA R |

[l & AR 3% 55 | R

REREBREILER I R

RN ARBERS I R

gEEE

EXERETFHENENERNEEEEEFNTE R I

ERAEXSEITEENER R I

B 4% B 3R 9 i = iy B OB AT R I

ZC8% AMS Operations FTfHY & E I R

A B EL

WEE PR B L ERVE A LA E Resource Scheduler R I

ARERPEERRAVIA, HRE , YRHAMELEN@A R I

mEFAEHEERIEESR C. | R
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SEE =F AWS
Managed
Services
(AMS)

EEFIRF L EANBAERIERES R C

B, MR, WARAMEFRHERE C R

By, MER, EARMEFE C R

£/ Resource Scheduler 5825 5 88 3 1 17 5% S HE 7 I R

EREBERERESRBL R I

P IREFBHERERSS C. | R

AMS Accelerate #I1TH 2 E & EF

AMS Accelerate RSB ETRIHRANBEENMNERETEE, AMS RAEFEHAEEAR APIs £E
BEREBRETEE, AVMS BT2EFLNERRER, RFESFEEE, SBulERA—EHELEEN
BHREF AMS (R HMERAE ) BN TAEE  EETHIRE , F28 EH# AMS Accelerate
IREPIWEE,

AWS resources
AMS Accelerate EE TH1ERPEHBHEFH AWS ER :

- BEANEFH AMS FTEN TEMNER,
- ER AMS B —E 9 , AEESHNER,
- EA N —EBHRIEELZLREE £ Accelerate FEIEIER ( FFERNERFTEZLREEK ).
- EEHANERPE , MASHEEN -2,
- EEEFSERURE AMS ThAER: , ITRFTR :
- BEREES
- BRFERER
- BHEINEENERRNR
- BRHRESS
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- fmtpETE

AMS Accelerate 7TEHEELB R THBEREFER. WREBEE AMS WiHby , EEHMEBER NETE
E  REEEEAREERE,

ERRREE

AMS Accelerate AI LUEIB fR 5K EHZEPERNSHER  EEEZEANBER TEELNERRRE
f8. AMS AU ERMWERRM | A W —EB0AMS Accelerate FHY B BNt #1T EREHE RS

FERAEXEXBNERE

AMS Accelerate BRI REWIERTE (120 AWS CloudFormation & 74<, Hinfrastructure-as-
code#iARD Lambda & ) , EAUS|IEENEKETEESF I EBRERENRLER, AMS
Accelerate REFERAEANER S A ERMEHEDEMETB) , 8 AMS Accelerate B EF N R FE
B EARERAR,

Accelerate F X EBIVIEER K IIEE

TRENERRAER PRIIENVEMEERRENEE, AMS EERTXEERZRRNHTHER
BA TEFFERER, , HZ 3 AWS Beta IR BRI HARIFIR.

THERE AMS BBt R A HERTXEEXRRENAITREELR

Thie fRaE

BHEE AMS RHtEHEIFE,

RIEFFEREE AMS & Bl iR FER.

B AMS 2ES#E M EIfE Amazon EC2 R EERE RN B TE

EREmE, RRKEREaRE  MRERTEH. RRE
BRPE, ERIHINEERE , UARERIH T EE
MERIEARAE DR IERE

BT ERRERESE  ERIBMEBEETER, CRE
R, BRRRER , UARBROTHE.
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https://aws.amazon.com/managed-services/features/operations-on-demand/
samples/acc_sla.zip
https://aws.amazon.com/service-terms/#2._Betas_and_Previews

AMS Accelerate A& 5w

AMS IEEESMEF

B EE

Bitis M = ¥R

{5

AMS 2 E512F1 B € Amazon EC2 GuardDuty #&E#E
EMAWS Config # 81,

AMS #/H AMS BHETH AWS Backup sTEIMRTZE |, &
Accelerate for EC2 iR {tiFEMEE,

BERENERRERZFEE (CSDM) , TJiRAEE AMS Accelerate IEEHHE) , Y HZTERBMNE

FARAFBAMEBEFMEN T, CSDMsERFREIRFEES, FMRFEEE, AWS Managed
Services EimZBRHEAT (CAs) F AWS iR RERBEN (SAs) &1 , BB FTER |, W EEEEEE
BNREEFPRESEEKER. CSDM 2 AMS WEERIEA. CSDM NEESES !

- BEEFEBNEEESARBEESSE.

- BtEREZeMN,. REFEBEMNSECBSHNFHRER.
- BEELEHNER , B35 AMS Accelerate BITHEEFE R o

« R8I AR R IR EE M BRI B/ AR
- RUPBNREBRECERBIER,

Bt s B 1

B L AT ERREEFRE KBRS AMS Accelerate,

Thee AMS Accelerate
EFPES
RIS FER S FHER
EHEE (P2-P3) £ FEK
R ERER EFEK
ERHEE L FER
BEANZH B October 3, 2025 28


https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-sec-compliance.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup.html

AMS Accelerate A& 5w

AMS IEEESMEF

ERMZE

tIHi

iR R EE S (CSDM)

ESSD

AR A ER R
EHEE (P1)
EHERE (P2-P3)
fmtr BR1E R
BEEE

ERMZE

i

i RFE R EEE (CSDM)

EHERE

AMS Accelerate

SRAR

it

EFENK

B—Z8F : 08:00-17 ;: 00 , &b - BIRFRS

AMS Accelerate
SESPTES
EFEK
EFE
EFEIN
SFEIN
EFEK
EFEK

E—FB@H : 09 :00-17 : 00 , Eih FIEFRE

RIBERAZERFH AMS RIEKERHZE , AMS £2FEAKIEEFFERA Incident Management and

Service Request Management,

BEREVEIERRN AWS 5 AMS R HEERE
MER , FESEERXS R,

B,

REA AMS TR A WRREH=RM, WFEF

F AMS EHEEN —MIENR , 528 AMS Accelerate FRYEH

eSS
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EEEREFARER , Tl AMS FBEREMRE |, BFFEA AMS RSN RIBEFR. WEFHAE
A, FB2EE Accelerate R RIEFER. WME AMS IRIEE R —AZEA , 5528 Accelerate B HY
RIEFEREE,

Accelerate WERERF

AMS Accelerate EBB & AWS tRF = tREMFTEERE Y| Eresource_inventory.zipfExR
resource_inventory.xlsx RExXH ( B ) .

® Note

EEREBEWP , 8 CFN : &R CloudFormation 3% ID , M A R2ERBEHE.
RATMENER , Hli0 S3 FHEETEBEER,

f"|||
153
)
o

AMS €¥F — BT , MR RFEL. EHFINEREER , BBEMAHRAIRE , ERAISHEE
ERARWEMmEM, i, FEVAF , Y EERSERFWABERLRL,

HELBHRAETZRAEBER  ThReBRZEEBESHARAR  EMELESHRAE, RENATEEER
R AREEHTEREA Amazon CloudWatch — BV ESIRREHE , RIS R ARMBS. AWS Backup
— g5, MRERET ZERES , IENRENREYRS , ISFEAESREFEEMAERER

o

o H

ELEHFREFN, THRERBBRINEE (CSDM) ETEBAXKEEHE K FEMBEWZ HIKH
FRAR R A B e sR

ERER WA October 3, 2025 30


samples/resource_inventory3.zip

AMS Accelerate A& ¥5m AMS RS MEF

AMS Accelerate AF§

MREIERZ A AWS Managed Services (AMS) REIRS |, FBEEAZMA AWS Managed Services -
B 4% 65 & E B 4% Amazon Web Services (AWS) $EEX &,

E&EM AMS 2% , AMS Accelerate BB S5 ER TR EE W T I MARER AWS IRF,

BELER INAESE - AWS Managed Services Zh#EE

® Note

AMS Accelerate x# GovCloud E1F, REHRIEAEMR F AWS GovCloud (US)
Region , Z#2 8 AFS AWS GovCloud (US).

Accelerate WIRFE N AR

HER P A AMS Accelerate B MM {ER ER .

1. Z8 1. Accelerate HIVIRFRER SFTfLERFRY B BUARRE | 3038510 A Bk P R i #HEN .

2. HER 2. £ Accelerate RN A BB EFR SERSCIEZHEARERM ; WA AMS Accelerate EWRZEIBRD
(CAs) B MMAAE , tPiSHEERELZE%E  WIREERRBE,

3. HB 3, FERAERBEMA AMS WEE BAM Accelerate ThEE |, HIINESIE, EHEFED
4. 5B 4 1E Accelerate F HETMEE AERCALEHNERREA CEREER , 235 EC2 #/T(EEE.

B3R AP SR R4

EERBIMARE 28, 55144 T R Accelerate T FTKEE Y 3L AT ARk M o

(® Note
EE#E A AMS Accelerate , B4 ASHEME X ERN X& 5782 — : Enterprise On-Ramp
Enterprise. BiZE A EMEETEIRTE AMS Accelerate WERK, EEE—F 7THAEMNET
2|, FSELE & §EL
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https://pages.awscloud.com/AWS-Managed-Services.html
https://pages.awscloud.com/AWS-Managed-Services.html
https://aws.amazon.com/managed-services/features/
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-set-up.html
https://aws.amazon.com/premiumsupport/plans/

AMS Accelerate A& ¥5m AMS RS MEF

AMS Accelerate VPC i 2,

VPC imBi o] A VPC BB M AWS RIS , A RRA K ilii VPC iw B RIS < BB
AWS, MNRBETEHREHPBRBERER , BRET S VPC RIEiwE: , LAHER AMS Accelerate 28
3 B AR # AR A1k 1 HYSE AR

® Note
ETIBEEF , ##0F% AWS EFEBIRT , flllus-east-2XERE (HXH ) EF,

com.amazonaws.region.logs
com.amazonaws.region.monitoring
com.amazonaws.region.ec2
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm
com.amazonaws.region.ssmmessages
com.amazonaws.region.s3
com.amazonaws.region.events

WMIFBAERTE AWS VPC in RV ERR , 26 VPC inii.

:lJI

(® Note

MREBEA FRFAEREEREPEIL VPC inE |, 5528 L6 AWS CloudFormation &3
A, B LERHILEAR | WRIRENEHRGIBBRRFIE VPC IHBER.

Accelerate H Y& H 48 B A8 S 1B 4R

1. & egressMgmt.zip.

2. BB ams-egress.json R
3. &3 JSON B TH URLs :

* WindowsPatching

* RedHatPatching

* AmazonLinuxPatching

* EPELRepository
4. RFFFEUEL URLs,
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints.html
https://maxis-file-service-prod-dub.dub.proxy.amazon.com/issues/d2db9efe-7f92-4e17-98c6-1522449f43aa/attachments/d0469f4d1fadfa88580a640666f0886bdef5dccfc6272104ab4ca37c3c7a1eb4_f317b3ec-e76b-43cc-8ca2-847f0671d445
https://maxis-file-service-prod-dub.dub.proxy.amazon.com/issues/d2db9efe-7f92-4e17-98c6-1522449f43aa/attachments/d0469f4d1fadfa88580a640666f0886bdef5dccfc6272104ab4ca37c3c7a1eb4_f317b3ec-e76b-43cc-8ca2-847f0671d445
samples/egressMgmt.zip

AMS Accelerate A& ¥5m AMS RS MEF

£ Accelerate A RIEEHER
SEA T HAP —F L ERE S HER,

@ Note
ERTESH/MT 2 , S/ le#MAREN RSB , flM us-east-1,

Windows PowerShell 15515

$region = 'region'

@('logs', 'monitoring', 'ec2', 'ec2messages', 'ssm', 'ssmmessages', 's3','events') | °
ForEach-Object { °

Test-NetConnection ("$_" + '.' + "$region" + '.amazonaws.com') -Port 443 } | °
Format-Table ComputerName,RemotePort,RemoteAddress,PingSucceeded, TcpTestSucceeded -
AutoSize

Linux ap

for endpoint in logs monitoring ec2 ec2messages ssm ssmmessages s3 events; do nc -zv
$endpoint.region.amazonaws.com 443; done

Accelerate F#J Amazon EC2 Systems Manager

BNBEEFE AMS EERFTE EC2 #1T{E R L= % AWS Systems Manager X EREX (SSM KB
B ). BHEZHIE SSM Agent FTENREFETHET T, METE Amazon EC2 WHLE | F2R &
B 3. FRAERBEEMA AMS IheE.

Accelerate #FHy IAM

EEAFEAEBRMEE AMS Accelerate ThaE , HlaFEEL AMS EEEHFRERMT , BLEE AWS
Identity and Access Management (IAM) R FEAREEF A REITIEL B E, WFE IAM BUEREH |, 52
BIfEA AMS Thee I EF i,

B2 1. Accelerate TR FIRE

AMS BERFIRZMBEEESHE , GRS B AIARRE | B A SR F 8 T 5 652
Xo AMS FEERFIRRME RIRMIRER. AMS fEFAWSServiceRoleForSupportRiE:E#E A
BRBFIFEMBERER , RAREG—EEECH K ARBEANRFEBRMARE,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-minimum-s3-permissions.html#ssm-agent-minimum-s3-permissions-required
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-access-customer.html

AMS Accelerate A& ¥5m AMS RS MEF

Accelerate PR IRREF

BT HBESFARRENIRS | AMS BRTRIERS | FAKE AP FURBSMHHRR, &
WIRS A AMS %  SEREFMENT  UEBIRSRE, AVS SEBERELAf | SHEEE
b AR BIMNETRIEEE B, AVIS 2R THIRERE R AP| BIEHARIE SRR — 14 -

BERE A& AWS fEFR API FEIY

AWS Control Tower iR A5FE & Bl AWS Control Tower iR « ControlTower:GetLa
X, UERERMA HREX ndingZone

BARA AWS 1RF, * ControlTower:ListE
nabledControls
* ControlTower:ListL
andingZones
AWS CloudTrail 5%4& HBIZHNA B9 AWS CloudTrai ¢ CloudTrail:GetTrail

| R EAMAEAWS 1RFE , B0 . cloudTrail:ListTra
# CloudTrail 2R RABEE R ils

i * S3:GetBucketOwners

hipControls
* S3:GetBucketPolicy
* KMS:GetKeyPolicy
* CloudTrail:GetEven
tSelectors
* S3:GetBucketlLogging

* S3: GetBucket
LifecycleConfigura
tion

* S3: GetBucket
Encryption

AWS CloudFormation %) 245¥ BN A £ EE AMS BRFSEP « CloudFormation:Lis
fh & AWS 1&kF # CloudForm tTypes
ation A E AWS tRF,
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BREWME Rz AWS fEREY API LY

Amazon EC2 #1T{EIR&F 14 B A AR#IT AWS Systems EC2:DescribelInstan
Manager Agent AWS IR F ces
(SSM Agent) B AMS 28 « EC2:DescribeImages
# EC2 #1T{EEE,

« SSM:DescribelInstan
ceInformation

AMS Accelerate BEXRREER , UFESNHERBSHERK., BIRFH AMS Accelerate Discovery
AWS CloudTrail fZEUEE%EiB AWSServiceRoleForSupport fRI5iE#S & B EEE b, EFBREREM
TR, W0FE WEFHMEER AWS CloudTrail , FEZBAWS CloudTrail { FRAEERE) .

HER 2. 7£ Accelerate BN A B EEIR
EEAMAEEEREFVEIE,
REZHR

EHERKRBERXNEES (CSDM) S5 BEEMERERF. LFEBEIMRNEMRMS. ZH, AWS B
Bt 0 7T 48 A BR #5 7k 2 175 5 (SLA).

LR TG AMS B8

BEERTYH AMS BEFNEREBMNEIRE, ZUlEBABEABGEL AWS

CloudFormation & REITILIRE., F2E B AMS SEHNEE | RESHE
aws_managedservices_onboarding_role 8/ #3 AWS CloudFormation for Accelerate, 1%
SEMMER , BFSEAMS Accelerate Y FEVEE,

AMS SRR ERE

I EIRIBE (CA) L EEIRFH SR TRNARERBE , HIARBIZEFIBER (SCPs) , AKX ARELE
AMS #E AMS FRETEMERNZEHRERER. BN CA GEHESHF , MBIREERERE X
B AMS TEMERBENEMHEHER,

AMS R4/ AWS CloudTrail #2 &4 &8

&9 Cloud Architect (CA) #4288 CloudTrail JBMt{HRE | WHERER B HE AMS B CloudTrail
Bt , A% Accelerate B2 CloudTrail tR S = Organization Bt ERE S, MREEIEE
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https://docs.aws.amazon.com/awssupport/latest/user/using-service-linked-roles-sup.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

AMS Accelerate A& ¥5m AMS RS MEF

Accelerate E2/&8 CloudTrail B E S , 88 CA €5|BHE 5K CloudTrail B EREENKESE
o

AMS HEEREIR

AMS BB T E AWS FER , AR HE AMS Accelerate R EIRE, TXE , AMS BEZEI AWS
Managed Services IRF , AMS 218 HEERHIEF REAERFREE,

MAEERERERIIMER, BUNEENENMAREFN T —ESER . DB 3. FHERBEEMA
AMS IjJﬁbo

® Note
RELWIRES ERERDRE | BT LURIEHT T IHEMETS
- FAXEROEELEY AWS ERZRNBHNRBEFR, 528 AMS Accelerate FHY
EHRE. REFRMEEBE,
- && AMS #E AWS Config # BItR 5 Y — Bt AR RBAccelerate FRERE S # o
o HHMDH GuardDuty 1 Macie (A ) FAEHER. 728 £/ GuardDuty E5i%,
- TFEUFIFER CloudTrail B &%

« JEH#t AMS Accelerate IRFREVEE, 7S EHE AMS Accelerate lRFEHHEE
- f£A Resource Tagger BN 2, FHSH MEERTHE
- BREWHEX, HHH AWS Config 3. FHSHEBEMEE,

B EH IS AEEE | 3] AMS Accelerate A8 CloudTrail & i

AMS Accelerate 38 AWS CloudTrail FE$& R E R EIRF ﬂFFﬁﬁ‘ﬁiﬁ HEEMER. EMARE ,

IR T LR IE Accelerate EEE AWS EFF 28 CloudTrail B , EREHIEA CloudTrail lIRE
Organization IEMFTEE N EH, MREMRFRFZERE , 8l Accelerate BEMAHBBEZE
CloudTrail £,

/A Important

RBEEEEER AMS Accelerate EBIEH CloudTrail 1R 55 Organization BB A , T EE
CloudTrail HFEEEARE,
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£ Cloud Architect (CA) B8 CloudTrail JB¥t#HR8, Amazon S3 f#ZRTR8 R CloudTrail EHR
B H A AWS KMS £ IR B

£ Accelerate T LAfE &MY CloudTrail B2 51 , 247882 Cloud Architect (CA) S1EXRR B M EH
HHRE | LARFA Accelerate xR, MREEEA Accelerate B2IE#Y CloudTrail Organization B4 |
Rl CA SEE—EEH CloudTrail B4R H Witk Amazon S3 REFETEF AWS KMS £

R, LARIBH Accelerate IR FRAABEIR &/, B8 Amazon S3 HEFETEE T LA A H Accelerate &
HENIIRFHEEENIRFE. £MARBE , NESHRFLE T UEEH CloudTrail Organization JEHt S
BRABEWETER X EEHIRFEEMA, BRILER CARFIEELHERE , UEREMA,

BEMEEFEM CloudTrail 1P RAEMSIEHHRE
FEE N FIHREF BERE S Accelerate CloudTrail BEEEE CloudTrail IR PR BME R -

« &Y CloudTrail Bt EFRE A ETE WS4 AWS EfE,
« M CloudTrail B E B A €8 RIE =44,

« &K CloudTrail tRE B EMELBMASESSH , AFENMNBEASHE |, WA AWS KMS
Amazon RDS Data APl E4528% .

« M CloudTrail B ER A BSERTEMEE,
+ CloudTrail JBH#t#Y Amazon S3 RFITRSIRMHEMH |, LIFER SSE-S3 5 SSE-KMS N RK in=HE
%,

« CloudTrail @BERXIEHZ B Amazon S3 FEFEFE BB AR FEED#,

 CloudTrail BERXNEHZE B9 Amazon S3 FEEIFEBEF LS EHIERE | ARBEM CloudTrail £
BERED 18 EA,

* CloudTrail Bt fFTEHH Amazon S3 REFFEEEHAITYUHHEEREARTITBHESE.
« &K CloudTrail ## &3 EHM Amazon S3 FE1ZETEE A[IEIB Accelerate 7HL,

WBIFEH CloudTrail B4 3314 B B9 #E#Y Amazon S3 EFEFEBUER

EMARE , E£&EE Cloud Architect (CA) &4 , #& Amazon S3 RFETBBERBRAX B E
CloudTrail B4R {FTE Wb, BEEHMEHER Accelerate tRFEF CloudTrail B4R B Wit
Amazon S3 fZEFEPMNEE | BT LUE Accelerate BEENABHN SEIRFE P BBHE—H R 1AM
At WAHMIEEME Amazon S3 FEFIBBEMRAN Fiaws :Principal ArnBE, #EiBtiE
RE | BWYE A FE AT LUE Accelerate using Athena &M 5 Atk F#Y CloudTrail Organization J& it
., MFWFER Amazon S3 REFETRBRBENFMENR , F28 (Amazon Simple Storage Service
EAEER) PHEA Amazon S3 i??:éﬁi%*ﬁﬁﬁ?ﬁﬁﬁl%o
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
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/A Important

HETE Accelerate BB EHRAHEEF R Amazon S3FEFZETEEM CloudTrail BHEB AR |
FTEEFEHEH Amazon S3 EFEETRBE, Accelerate A X EBER N EEFKNFEFZTEMN
CloudTrail EMtE S , BHEB T EERSE AWS ,

(® Note
E#T Amazon S3 @ FRTEEBUR 2Bl , 55 AE A R BB A4

« amzn-s3-demo-bucket , HHIERBEIIRFHEMREHH Amazon S3 REFITERERE,
« your-organization-id , EF3ELIRFEFTE AWS & D,

« your-optional-s3-log-delievery-prefix ¥&8t CloudTrail iB#Ef#9 Amazon S3 f#7E
IFEXNFE, Hl , my-bucket-prefixEEE CloudTrail 1B M AT REE RREM -

MRB = RBRERE Amazon S3 REFIFBRIFE , 5B T Amazon S3 R FETRRBUER
BRRX PR Tyour-Optional-s3-log-delievery-prefix, FEBHIRE (/)o

LAF =18 Amazon S3 R ZEr B BUERBRIA R = F Accelerate FHUE |, LAREER RUARREI 1T AWS
Athena & , ARREH Accelerate tRFE 2 #T =43 S BH B ib Amazon S3 #FEFEFH CloudTrail &
#., Amazon S3

"Sid": "DONOTDELETE-AMS-ALLOWBUCKETCONFIGAUDIT",
"Effect": "Allow",
"Principal": {

"AWS": "

},

"Action": [
"s3:GetBucketLogging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket",

"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "your-organization-id"
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},
"ArnLike": {
"aws:PrincipalArn": [
"arn:aws:iam::*:role/ams-access-*"
]
}
}
I
{
"Sid": "DONOTDELETE-AMS-ALLOWLISTBUCKET",
"Effect": "Allow",
"Principal": {
"AWS" . "EM
I
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "athena.amazonaws.com"
I
"StringlLike": {
"s3:prefix": "your-optional-s3-log-delievery-prefix/AWSLogs/*"
},
"StringEquals": {
"aws:PrincipalOrgID": "your-organization-id"
I
"ArnLike": {
"aws:PrincipalArn": [
"arn:aws:iam::*:role/ams-access-*"
]
}
}
},
{

"Sid": "DONOTDELETE-AMS-ALLOWGETOBIJECT",
"Effect": "Allow",
"Principal": {

"AWS": "
}I
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/your-optional-s3-log-delievery-

prefix/AWSLogs/*",
"Condition": {
"ForAnyValue:StringEquals": {
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"aws:CalledVia": "athena.amazonaws.com"
.
"StringEquals": {
"aws:PrincipalOrgID": "your-organization-id"
},
"ArnLike": {
"aws:PrincipalArn": [
"arn:aws:iam::*:role/ams-access-*"
]
}

}

KRIFEH CloudTrail EH4RT B WA AWS KMS £ B

EMAHARE , BEEE Cloud Architect (CA) &4 , EFARMERSZE Amazon S3 T2
CloudTrail BHtZE4H AWS KMS €K, FHXAESE AWS KMS £RBERFRX M MEIRE
B AWS KMS €88, EE2# Accelerate SR EA BRI AEH CloudTrail BHIEH3Z Y B Bt Amazon
SIREETEES  WHTREH, EEEFEHER Accelerate 1RF & CloudTrail B4R 89
Amazon S3 fEFETEPNEE | BT Accelerate EENESEMBEBHIHBH—DEN IAM B |
WASHHFIEZE Taws : PrincipalArn, BB, EiBERE , BNERAETUERSH,

EXRK AWS KMS € RBBREFRIIFTEEZR., BUAEIZE AWS KMS £#3E8E A CloudTrail B
HUAMZFTEEH , MERE AWS KMS £ 7 1% Amazon S3 B EIFEFHNYH. HE , BAEE
—1{@ AWS KMS £#8&t1%8 CloudTrail RFHEH , 5 —1@ AWS KMS &8 Bl € MZFFME Amazon
S3 REFRINFEYNH. ELERMME AWS KMS €885 | FEFSESBHN AWS KMS £
F, UBRFINEFEEN CloudTrail B4, EFBERZE , BELESE AWS KMS £ BERRIRK
ENABREBH AWS KMS £BBEKR, MFENMEH AWS KMS €BBERHFMENR , 52 EAWS Key
Management Service { FAEER) PWEESRBEE,

/A Important

HETE Accelerate B2 H 35 1E % SSE-KMS MNZ#Y CloudTrail BMEEE  FEEFH
AWS KMS &8 BUR,

® Note

A&tk AWS KMS €8 BERFRA R ER ZE AR INZERTE Amazon S3 & ZEFE AWS CloudTrail
ZEHH AWS KMS €828 , B TRV ABERNE -
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AMS IEEESMEF

« YOUR-ORGANIZATION-ID ‘BEIEREFTE AWS 44 ID,

Itk AWS KMS €88 BURBRIR R R F Accelerate FHUE | UEZNEHRBEBHESERERAE
Amazon S3 EFETENERSEN , WER Athena 7FHL , it Accelerate AR EFH 24T CloudTrail =

o

"Sid":

"Effect": "Allow",

"Principal": {
"AWS" :

"

b,

"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource":

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia":

"
’

3,
"StringEquals": {

"DONOTDELETE-AMS-ALLOWTRAILOBJECTDECRYPTION",

"athena.amazonaws.com"

"aws:PrincipalOrgID": "YOUR-ORGANIZATION-ID"

3,
"ArnLike": {
"aws:PrincipalArn": [

"arn:aws:iam::*:role/ams-access-*"

]

B AMS £ EAR

T3 AMS g4 R FEHN AMS
AWS CloudFormation £ , AJf§{LE I IAM £,
SAFER CA,

EIRZREH (CA). T 5l zip BEEE Terraform X IEH

AT BRNMEEBRNERF. NEFMER

3
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AesB HEE EHlEA
aws_managedservice AMS personnel during onboarding_role_minimal.zip
s_onboarding_role onboarding only

® Note

EERERY THESEA (SEAE—HE) 28, B87E P ELEA LES AWS
CloudFormation # & FEZEaws_managedservices_onboarding_role i B3 AWS
CloudFormation for Accelerate,

aws_managedservices_onboarding_role £/ 23 AWS CloudFormation for
Accelerate

BT LA A B3 AWS Identity and Access Management &
aws_managedservices_onboarding_role AWS CloudFormation AWS Management Console,

HE , BAILMERRB WS AWS CloudShell REEAE,

/8 AWS Management Console

® Note

IR Al , FERFEEAEH JSON 3 YAML ERULE, WEFMER ,
AMS BB,

3
®
=
I
<t

EEMW B A AWS Management Console , 552K FHISEE -

1. & A AWS Management Console , (7 https : //https://console.aws.amazon.com/
cloudformation B AWS CloudFormation £# &,

2. BECHAWEREUEER> (FE), EFIUTHEE,
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samples/onboarding_role_minimal.zip
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
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3. EEFLEHAER, LEIAM ABH JSON H YAML R , RAREET L., £EFIUTE
Mo

4, HEHBEBWALTEAHBEEZTRE "ams-onboarding-role", FAK "YYYY-MM-DDTOO :
00 : 00Z" # A DateOfExpiry ( BZFEAEMBHN 30X ), BEQTEHLEET -2 , EF
FEENER

5. MECEMKEGHR  RREREUHEE,
6. HEHBEHIEIL,

FEAXE BNin$ AWS CloudShell

EE L aws_managedservices_onboarding_role IAM A& | B RHT FHHHAWS
CloudShell :

AWS CLI

curl -s "https://docs.aws.amazon.com/en_us/managedservices/latest/accelerate-quide/
samples/onboarding_role_minimal.zip" -o "onboarding_role_minimal.zip"
unzip -q -o onboarding_role_minimal.zip
aws cloudformation create-stack \

--stack-name "aws-managedservices-onboarding-role" \

--capabilities CAPABILITY_NAMED_IAM \

--template-body file://onboarding_role_minimal.json \

--parameters ParameterKey=DateOfExpiry,ParameterValue=""date -d '+30 days' -u '+
%SY-%m-%dT%H:%M:%SZ2"' " "

AWS Tools for PowerShell

Invoke-WebRequest -Uri 'https://docs.aws.amazon.com/en_us/managedservices/
latest/accelerate-gquide/samples/onboarding_role_minimal.zip' -OutFile
'onboarding_role_minimal.zip'

Expand-Archive -Path 'onboarding_role_minimal.zip' -DestinationPath . -Force
New-CFNStack °

-StackName 'aws-managedservices-onboarding-role'

-Capability CAPABILITY_NAMED_IAM °

-TemplateBody (Get-Content 'onboarding_role_minimal.json' -Raw) °
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-Parameter @{ParameterKey = "DateOfExpiry"; ParameterValue = (Get-
Date).AddDays(30).ToString('yyyy-MM-ddTHH:mm:ssZ"')}

BuUAB2E , FFEER Cloud Architect (CA) E4ELLTEEFZ BR 2. 1 Accelerate RN A EEEIRTE
Fo AMS BEIZRFREAERTMRER | BREATUMABITER,

SR 3, ERATRRBEMA AMS Ih&e

U | BERERBEMA AMS IheE, ELBIEFHIE Amazon EC2 #1TEE , URIRIBEMHN
RIFERERTEER, KD, E@EMNE@HTER AWS Config ( IREA , AMS Patch Orchestrator 2 &
DERRIFEROMMITH ) . BUBITHTHIRE , RFBER AMS BIEBEENWAMATIGE, EEM

AMS FER%B) , FEVRBFERLREFAELXENM AUTHER. BiEE , REFRTSILEH

Ho

® Note
HARFAREEARRBRETRS. BRIER  BFRECER , &l

i3

Y BUR A o

FE

- (EHA ) IEAFH Quick Start &7
- MIA IEEEFE

- INA EC2 #47{EI88 LAHNIE

« 1£ Accelerate AWS Backup Hi0A
* 1£ Accelerate FIIA S

« 1E Accelerate PBETER|ME

(1A ) MEAH Quick Start 7

Quick Start EAE7E 2B Accelerate AWS Bk 5 A B &1t AMS Resource Tagger FIZF B FARE,
HBEAFBERE , LBEATHERENE D, KERERALEARRER —ERSPHERE, BHNFESD
BEAMS, ;& , BSH M StackSet , LAFE Organizations Units 2ERRE , SEEL ZERF /Y

1 —

axX fE o

BT LR MARERERE B/ BE] AMS Resource Tagger il g | WA X HHHWEREBS
BREBIEFEMNEBRER,
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Quick Start g2~Ih gk

Quick Start BEARETX T FIER :

- B FERE AMS Resource Tagger BIHRERR A,
- BEBERERA AMS EEME I ERERMN Amazon EC2 #11T1HEE,

(ER) BEREAERE EC2 HTER , EHEHNRRMENIEETERS , WR I EHERR
ERBARIEH

/A Warning
BRIFFER , QITERSEFRE , TEBRBELNMTERUETEHRERRE,

(EA) BEBREREZE EC2 HTER , FHAAFEEE AMS Backup Plan RFTEZRE TR
(1B ) SEBERZEZE Amazon Relational Database Service (Amazon RDS) &R , &£ %R
AIRIRIE A B ST EETIEND . HHPFTEREMA Amazon RDS WFREIBER (PITR). MRKEK
F Amazon RDS BEfifr , AIERERSEEILT —Bis 0 RO REBEHNRE.

Quick Start #EZA<E & fHERR
R EARE Quick Start #B% | BEATITRBREE/ERE, CEIEOPHRBESTER

- EEMEE . EEHBRA AMS EEMEEH EC2 #IT{EE , B LEBNIBEEHTE
# : ExcludeFromAMSQuickStartMonitoring=true,

&4 : B Auto Scaling ##4#. Amazon Elastic Container Service 3% Amazon Elastic Kubernetes

Service FEKEM EC2 H1T{EE , €HILt Quick Start EEARFEERTESE 25

FEFRABMBHREN EC2 MTEEMNEMEEIREC , 51§ CloudFormation &2 8
EnablePatching=false,

EEE BA% EC2 #ATERRIERR & Quick Start 417 B/ B FEnablePatching=true , FEALE
B|IIEEH1T{E8 : ExcludeFromAMSQuickStartPatching=true,

 {E17 : B Auto Scaling 4. ECS = EKS #EREM EC2 #1TEBE € H Lt Quick Start EAHKE
Backup FHEBR

£ EHERR EC2 ${TERE R ATEZR AMS Backup Plan BB & , & BfEnableBackup=true , it
BEFIEEZHITERE : ExcludeFromAMSQuickStartBackup=true,
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® Tip
O LA KERZE EC2 #TEE, FHAEEHFEESS , £ P —ESBRh XERZBIMERLRER

AWS Management Console,

Quick Start &2 8

It Quick Start EAEEEE Resource Tagger #EBHEEIR Fams: rt:ams-managed=true AT
B EC2 #117{E8 , BE#FI8ExcludeFromAMSQuickStartMonitoring=truefZEH#1TEBEER
e EATIHSE , BREBEENEREHHHERNERAT Y

CFN 2% Value Effect
EnableBackup true’ ( &% ) RIRTEER AMS Backup Plan ,

FiE AMS 2% EC2 #{T{E%
(ams:rt:ams-managed=true )
#HeESHIAM B UTC it

B ams:rt:backup-orch
estrator=true M{E{EH.
https://docs.aws.amazon.com/

managedservices/latest/accelerate-

guide/acc-backup-select-plan.htm

l#acc-backup-plan-default

HMRFTE RDS #ITERMELE |,
rEREERBFEHE L ERE
ERRAREH (31 X ) Wams:rt:ba
ckup-orchestrator-
enhanced=true TEE&EHE®R. -
https://docs.aws.amazon.com/aws-

backup/latest/devguide/point-in-tim

e-recovery.html#point-in-time-recove

ry-rds https://docs.aws.amazon.co

m/managedservices/latest/accelera

te-guide/acc-backup-select-plan.htm

l#acc-backup-plan-enhanced
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CFN 2% Value Effect

MREEFT PITR REBHE , £
EIERTARESEFRBERE |, 4
wm, MREHMEENHAEERF,

'false’ SRR B S AN T & SUE 1T B R
R ERETRD

EnablePatching  'false' ( ¥E5% It Quick Start SRR G & ¥MERENIT
B ETIEM.

'true’ FiE AMS ZE#TER
(ams:rt:ams-managed
=true ) #PFER , ams:rt:Pa
tch Group=AMSQuickStar
tPatchWindow 3EIJEZA SSM
HERERER , WERE PERHHE

BETEMCronExpression »

ZEj%ams:rt:Patch Group ZH
ERAE EC2 #fTfER , BXLAFMEZ
BTERITEETEERDESN

FEUE.

CronExpression - WFEREERIE Timezone 28 , &
SA%E 2 EEH/<cron(0 30 19 ?
* SAT#2 *)RRATH 7 :30, EA

cron &%
i (& - BRI &% B E#TEBCronExpre
ssion . fEH IANA &3,
T & Quick Start g4

T & AMSQuickStart.zip %,

HE , £ PHITFHESAWS CloudShellBREFE AMSQuickStart.yaml :
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AWS Command Line Interface

curl -s "https://docs.aws.amazon.com/en_us/managedservices/latest/accelerate-quide/
samples/AMSQuickStart.zip" -o "AMSQuickStart.zip"
unzip -q -o AMSQuickStart.zip
for region in regionl region2 ;
do
aws cloudformation create-stack \
--region $region \
--stack-name "AMSQuickStart" \
--template-body file://AMSQuickStart.yaml \
--parameters \
ParameterKey=EnableBackup,ParameterValue="true" \
ParameterKey=EnablePatching,ParameterValue="false" \
ParameterKey=Timezone,ParameterValue="US/Eastern" \
ParameterKey=CronExpression,ParameterValue="cron(@ 30 19 ? * SAT#2 *)" \

done

AWS Tools for PowerShell

Invoke-WebRequest -Uri 'https://docs.aws.amazon.com/en_us/managedservices/latest/
accelerate-guide/samples/AMSQuickStart.zip' -OutFile 'AMSQuickStart.zip'
Expand-Archive -Path 'AMSQuickStart.zip' -DestinationPath . -Force
@('regionl', 'region2') |
ForEach-Object { °
New-CFNStack °

-Region $_ °

-StackName 'AMSQuickStart'

-TemplateBody (Get-Content 'AMSQuickStart.yaml' -Raw)

-Parameter @(

@{ParameterKey = "EnableBackup"; ParameterValue = "true"},
@{ParameterKey = "EnablePatching"; ParameterValue = "false"},
@{ParameterKey = "Timezone"; ParameterValue = "US/Eastern"},
@{ParameterKey = "CronExpression"; ParameterValue = "cron(0 30 19 ? * SAT#2
*)"}
)
}

WESESHNRY , FSH L —8 : Quick Start EBASH,
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A AR B

Amazon EC2 I{THEBUNNWFIEHE RERDSRAER, B LUERETERE |, FHRER
Amazon EC2 #1T{E .

BEMAER  FEAHELNEBSERERE AVMS EE2NER , Y 2ZREFLECAHBNER.

&I AE A T 5 CloudWatch B RRRRE AMS ERNFLHES LV ER , UREZDERKREE,
RiRFF , EEE CloudWatch BRMREES , RREMTHHEF—15 :

« AMS-Alarm-Manager-Reporting-Dashboard
» AMS-Resource-Tagger-Reporting-Dashboard

NEBRREENTERA , F2H

« ¥R Alarm Manager for Accelerate EE32 V& RE 2
« #18 Resource Tagger EENEFRHE

1£ Accelerate FEEEEH N A EIR

EEBBEHERTA , Hl, EEEAnon-EC2 BERMTENREE  LEEFHATHREREREUHEER
EBLER, MEFBERLUETERMNEMEN , 55208 £ Accelerate R ESIZ,

ELMANTEBZE , @ER EC2 ST ERNES Kb afEm 8T AeRTRBTHTER,
T—E5R% EC2 ST ERMA,

1 Accelerate H 22 3 EE 2R REHH R4S

- MECERAFRAENFRES , F2H NEETEES,
- MFEERBFTABNFRER , F2R BUNEE RERERE,

A EC2 #1417 {E 88 LA ik

EC2 ${TERSZEBBA BB LETERERNERIMA AMS Accelerate , AR RBEZTHEERS
FREMBFILEHERN AMS 58 , A EREEHTEN. BRIFSFFE AMS ZEEIS , FAIE
FEZMAFTE EC2 #1TER. BEBLHTEREECTENSE AMS REHTERNBSERYE (W0F
FHERA , 552 B Accelerate P BBV ETEBHEREHN SRS, . REENGRER , BEEELFE
AMS &ZEEHSE Amazon EC2 1T £ %% AWS Systems Manager R  (SSM KIERE
X ). WFE SSM REBRANWFMENR , F2HEEH SSM REE,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
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SSM T L& EE AR Accelerate FIIE®E AMIsH

THEERFERN SSM RERER B2 E AWSIEHKN AMIs L,

« Amazon Linux # Amazon Linux 2

« SUSE Linux Enterprise Server (SLES) 12 #l 15

* Microsoft Windows Server 2019, 2016, 2012 R2, 2012
 Ubuntu Linux 18.04 1 20.04

MBSREANEE D — @ AWSIEMRH AMIs , 5528 £ Accelerate FIESR#H 1T EEE,

£ Accelerate R FE)Z % SSM

HRTHMEERSR , SIEABRT AMI B |, B FE =% SSM RERER. HE , BALUER AMS
SSM Agent BEBIR#INEE, EEE—F TH# SSM BEIRE , 2R SSM Agent EELE., WEFH
ZENET , FRIUEEERRNES !

« CentOS SSM Z &

Oracle SSM &

Red Hat SSM &%

SUSE Linux Enterprise Server SSM % 4%
Windows SSM &£

£ Accelerate FERR#ITEEE

Z8# SSM RERERNZR , BLBZERHTEE, 528 AMS Accelerate FHVIZEC,

Accelerate Y B EL B 1TIEIREAERE
EEEHTHEER , AMS EETEEBLHTEBHERE , HPafE

- REBRERERMBRNER
- A AMS TRZATRYE iR FE
- EHTER EHTERGS

EHERYEN AMS B2, SHNBEEZREUAR AMS OESHEHEE, NEREHBDHTEESR
RERVEEMMES |, 552 AMS Accelerate Y B Eh{b 81T {EBE4E AE,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/agent-install-centos.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/agent-install-oracle.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/agent-install-rhel.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/agent-install-sles.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html
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BEMLHITERERTRE , BRI

s FRASZEROLEFEAET Amazon EC2 HITEBMEXRAENEHMBEAER. MEFMER ,
ZBAMS Accelerate RV EHIRE . RIFFERMIRERE,

- FEUMT R Amazon EC2 B
M EHERRE

3

£ Accelerate AWS Backup F1 0 A

HEXERD , CEERVBRFHEOTENRORE, ROFTESEERRD AWS WER. FEHD
BERR | URFEORENE. BNRBRETGEEBNGEL, Z2AENSRER , LYEEEENRFD
FrEl,

BEEFE A

« FEHETILSE , #R AWS Backup SBEHEEEIIRSE, BEEMNERERMA -
AP 1 BREZEEMA
®E, A2 BEIBERER.

EEROE
- EEEZRRNFE  FSEH EHAMS BHHREFE

AR
RigFE , ERT SR FEDEMEEE,. SMNEEHREEHEHTE.

- ZEERERFMIEEHEHETE , BFSH 2L BH ERUER AMS B ETEl
- ZEFRAEEEMEERLBARY , H2 8 £ Accelerate R EE 17V ZE

1£ Accelerate BN A&
BEERTEEME , URREHNEE R2up-to-date , I FSENERBUER,

AWS Backup ER1GH - EEATESHHERSRETEEIRUBEERRE  FEREUATSE  BR
AWS Backup &¥f Amazon EBS EREREMNEMEKRFMESMA  AF 1 BREEZENA, (BFE
EEERTAM 2 BEYBERD. )
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https://docs.aws.amazon.com/aws-backup/latest/devguide/service-opt-in.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/create-on-demand-backup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/service-opt-in.html
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EREY . CHEEEERRYBRE., SUIEEERE  UAEEEREREEERBHEN,

BEEMENAR | BLEBEBHI Amazon EC2 HITEREERRBREM N, &E2RAITEREE
BRI EABE , Amazon EC2 #ITEERAAMEERER  BEHFERREUELRERA/BER.

EZRNBHER  FREAEAEE  SUURERURBBRERERENEHER , HINAEER
mASEBREMEHER. BEAILUSERNNHISNRR , flin—REREREEBNEHENXFTE,

WE Amazon EC2 &R BUERNIEE| , (SHEZFESE -

- EEHRREEHENER , B28 7 AMS Accelerate FHVE@EIENEE
- BFERVAITSHENER B2 FH AMS Accelerate BEJ1S@fENE %,

£ Accelerate BT ERIBE

AMS E8ZHY AWS Config £ 8l 7 B ‘SR IR X Bl Bl SRAR EEER B M BT 52 7 (NIST) Eiw L £ 25848 (CSF)
MR E 2O (CIS) RENBRERFER. RMNEBERAXVERK - ERETSR|E , LIHES
HEENEXIRF , BEMIRFUSHAREARE,

BB 4. 7& Accelerate H HETThAE

HUFEER , CEEARRBERMALEE, BANES. RE , CAREEIFSEFTRNEE,

B LURBFEATARBORETIEE, BORNERE  WRBENTERIBEZELITBER. AMS FRERSE
REZIREBURE M BAH, AMS 1212 Resource Tagger , ARG RIBEARR o ERHt o HEBE | 15
ENAKEEERE AWS ERVRE, WFEFHMBENR , 528 NEERRKHE,

EPREANERIIE T ELFIGHMBER AMS ERNWBEFTER. MEFMEF , F2 B Accelerate F %
FRENER.,

&

« 1E Accelerate 1 B FT B2
« £ Accelerate b BT {50
« 1£ Accelerate R BT 154

1£ Accelerate 1 B 5T EE3%

EERBENEAERXERBITEREFRNER
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AMS Accelerate #1578 AMS HE BRI
1. BY BRTERER. F20 SdUnEE RERER,

2. FRABEBKBITERERAEZEIR, F2BE Accelerate P E#Z

. BRERMELEREEE. F2R EREREEL,

&R LA T3 CloudWatch B RIRRIRR AMS ERMERHESDVER , UREZLERKREE,
HENRFS , EEE CloudWatch #ERiRERE , ARBM T HIHEHF—IF

+ AMS-Alarm-Manager-Reporting-Dashboard
» AMS-Resource-Tagger-Reporting-Dashboard

\

%

MEERREENTERNA  F2HE

« ¥4 Alarm Manager for Accelerate EE32 V& RE &
« #18 Resource Tagger EENERHE

1 Accelerate R BET &0

L EE] AMS TR TS, MRt RIBENEAEXFTREUFNVRGE , RAREARRS
BEREEIENBRIFTE, BLLURE AMS BRONER, BERNEFEY, RAEZBRETLEBNRE
B, Z2MNERER , HEEFTENRHOF .

- FEEVRMFE  F2RELERFE.

- FERERERGRHRONE , F2RAKERERGIHROTE.

1£ Accelerate R BETIE4##
&4 O FE{R IRV BR B8 R up-to-date , W RSB SR BUR,
EHEH  CSHESTEHEERERIBRE, Bl E#ERER  UEEERARBBERESMHERES,

ERMNAE | BLEBEBMHE Amazon EC2 TR SRMEERBE BB, & ERHTEERME
R EAB , Amazon EC2 #ITEIEBLAMELER  BHERREUELEBRRASER.

ERENEHES  FREHEXEE  SUNURERIREDRERERRNBHEES , SIAERR
MAEBEMEHER. BEAUSERNBNHSNIRR , flil—ZEREREEBNEMENXFTE,

- ME-REHBEER  FSE EHES.
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https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup-plan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/assigning-resources.html

AMS Accelerate £ A& AMS IEEE S MER
- BEEREVBITHERE b B2E T AMS REVEEERMHEERE,
- BERVAFTBHEENXNEXE  B2E0 F/H AMS Accelerate BFJ @R E %,

- FERSHEARERBIEREEE , B28 7H AMS Accelerate RS 4#FE =B H A @2
KMo

£H AMS =5

AWS EEFiEASRH AMS A TELE AMS BEF |, WIRESRN AMS ERZEM AMS

Accelerate EiR., AMS £ AMTABERLUMNEM AWS =4 ; FiB , BN AMS 2R EHERE , B

LREA AMS MANIRE X REFMERA. EENIREHREA AMS % |, AL EHK—E S5 +ES
TSERKE. REREEZEA,

(@ Note
BENEEABME , B FH AMS Advanced 32 A5 AMS Accelerate 12 & .

e AMS T2 AK , FEETIEESR
« AMS X ARIRFEIEN, Eit , MREEAZN TR, IREFP , ZRELEFEZEARN "E
M. WREFWNER, BEH B4 ERES AMS Advanced A& BE1ZEL AMS Advanced £ A&,

« AMS FE2AEEERIFHRER IAM BER , BURELTUFRN EZRE , UREUERPHITHE
e, EBNEESTRESEMBRERAEZERR AMS BER |, URESBTLE TREPEFINHITHIER
=

AMS Accelerate =& EE T HITHEE :

- FRERN : ARERSSEATRNER , THEBEFRES. BREFRMEE.
- ZASESERPHIHEER. B
- BRI RE RFEIRENER |, 85

- IR EMEH © £ AWS Support Center FREMEHRFINZRE , URBESOBHRFEESE
BESFERIR , ARBESOEHEIEERR

- GRRE  ERETSRISHANRANER

- BR¥&FEK : /£ AWS Support Center FERIREFEREFINVZER , UREZ D EEEFSHRELT
EREENRE  UREZL R Open
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- IRFERZEM  ERZENREEER GuardDuty AERRNER T MEBFAE Macie BER
RIFFHER
- REBE : FRBEORFEIBHENHTERERZERE
- Y ERSBEEENERERE. SEEONEABHER , URBAHE
- MR BRENERSHIBBREN[BETEE,
- Z# SSM RERER : FE SSM REER
- FREZFHRA : BB AMS Resource Tagger
- FREETR : B AMS CloudWatch B /R#HRE
- RREMEHEENHERE : B AWS Systems Manager £ &
- BREMBFHEXEZE : B AWS Patch Manager £ &
- BREfRMETE : B AWS Backup £ A&
- THEEE R TRARNERNHEEER
« X4 : AWS Managed Services X & BEEH

AMS #E =

AWS Managed Services (AMS) X2 —B—MFERF R , IR AMS REREF—RIINFEAR
il

EIRTE AMS ¥ 5 LIRER , AMS ZiRZRHERT (CAs) BELESHE , UFESENEBRNMEET R, HXR
AMS BEFUBERNANER , BERMERIFFREUNEARS, EEEBRT , CAsERIN —i
BRAEREAY KX, | ARZEFEFRE , BEENHETERD

AMS ERRE SEBEE TG AMS BF | BERHFERCNESIRS CAFRE.
AMS B REEST R

EFEBERSEARSNESHMET , SEMENERERER |, LEETUREBES K BEAEXE H
RER s WEMEMAENR (BREEVEWER ) EXR AMS REEER , WAEEH AMS EREE
Bl (CA) ¥718 = H thBikA& AR IE,

AMS X2 B (2) EER :

- —HRAR  ARZE AMS EFEHENEAER , REEABRARE

- FEER : AMS ERLEFEEREPHERBEEARNEXUETRE |, WEER Cloud
Architect TE&B & 2 BI 5 R £ A =41
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AMS IEEESMEF

/A Important

AMS EX T EFEWTEER AMS BRI K ZE 1538 R TE K E 58 (SLAs) BRI K% E & (SLOs).
EXNZENEFEREAB TN
It AWS ABRBIBAWS & F i Z N IRFEHE F B Amazon Web Services , Inc. 2 Amazon
Web Services EMEA SARL ( "TAWS B, ) SimiE 2 B Ht S E BRI

AERBHIESHMRRA "TEE, FRNEHREE , TRETMERNAR, BRIHMERE
SEETRREARISERERNEMRE,

AMS &=
AMS =,
AMS =
&7 BLE B =l
B :T CloudWatch 2 BT CloudWatch BAREAMEBERE Bty
REH REH , LLEER TEHSFEEMES
BT EEEBNE Ex , WRATTH
A, HlmBITEES =
W/ EAEX D%,
HERAERS HEREREES REIRFUBESR A FTEAL
WEZEEARENIR HAENRE , LUHE
FHUMREFERAZT™M EE RS,
, X 1E E A Athena
BERREHEEN
Amazon S3 FE2B&E
RAEFRBE,
Prowler #£& £ Amazon EC2 ¥  fERFFU SR EFEE et
#3E£ 4 CloudShell mEEAFEA CloudShel
KR FE#IT Prowler ¥ | WWERT , HEIER
%, Bx$f8H Accelerate N
A (Prowler) , MA g
AMS = MRS October 3, 2025 56


https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-supp-ex.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-supp-ex.html
https://aws.amazon.com/agreement

AMS Accelerate fF A& 6w

AMS IEEESMEF

=1

EdEI=HE/RESc% 1
AMS Amazon S3 &

Amazon EBS 1R &8 il
3

AMS Amazon RDS #

BEL SiRmin

B

£ 2 Amazon S3 ¥J

#, WREFAEPE
BNyl (&
B ),

2B D R
R EERNER
Y HFT B E
wo

B Lambda #
CloudWatch Events
AEBNEE{L AWS
Backup , AR IRRH
LB EMBRE S EBHA
=H Amazon EBS 1R
i

f# A CloudFormation
X, BEIB@wIR
¥ #& Amazon RDS
EHE, Redshift
DocumentDB #%
FIENAMELEER
(Lambda EH®, &%
BiE., MR TE
5, ENIs),

1R #% CloudWatch
Events l Lambda ,
BBk IAM EAE
NERMLZSE,

BZ
FEHEBNZEMN

e,
£ Amazon S3 EE
BIEHE kN -
Bwk) K MAFEEEHE

HNWESTE , BNA#&

MHBEMENER

K,

1% BhE R AWS
Backup 7 #F 2774
HEANEBIIRR | FE
= I R E A BRI B
Ko

BE{LENEWER
e, T ER K R
REBAE

FEREERR IAM £
BAENERNALZS
8

%‘
i

CIE

A RE

AMS &3
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AMS IEEESMEF

28 B B 5l
Amazon EBS R [E £ Amazon EC2 # FREEZHMIEEER B ( KAREREL,
PRER T 85 25 TER PN EBRE ¥ERmB o BB Zet, BHEEMN
iCFFE Amazon EBS Mt , BIEEERR BE )
R RE B AR AR HhERFE X HALE |
3t B A B R R B (= A
REBHWEEL. AWS
RABREL AR ZY
EBRNREER.

AMS Accelerate Y B Bi{L 3 1T{E & RE

AMS Accelerate 12t B BL B TEBERERE, WRETRESTHEEA AMS B HIERH AFENE
B, UEREEYTER. ABHTEREREACHARLTRAGENSR  IAHHEEAR,
FE

- EFHBBCHTEBHERLEELR
- SSM Agent BB R %

- BEMLBTEREREE

IR BB LT ERAREFT R

BB T EBRIERE T AMS Accelerate IRIFEZEBHERERNERANERMERHIATHEE &
RYTHEMERE,

Accelerate # B Bl L #1T B R AERERY o R IR 4
NE R RIELARY , T REE AMS Accelerate £ 32 B #1T B B8 L #4T SL Al R 1Y B B LB F,
SSM RERXEZR%

AMS Accelerate BBt #11TEBEEREEE LR E AWS Systems Manager SSM Agent.
MEMEH AMS SSM Agent BB &2

IhEEMFEMMERA , 552 @ SSM Agent BB % 2

MEFELHE SSM Agent WERA , FSETIAR
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« Linux : ZEE AR Linux By Amazon EC2 #1178 Lt F8 %% SSM KEREX - AWS Systems
Manager

« Windows : £ A Windows Server B9 Amazon EC2 #11T{HE £t FE1Z& 4 SSM RERER - AWS
Systems Manager

SSM REEXERNZEMRE

AMS Accelerate BBt #ITERALEEERE SSM RERER, Y AL SSM Agent , Amazon EC2
BITEBLEENRZEMRE, MFEFMEF , FF2HE AWS XH : £H SSM Agent.

BHE{tETERERRE

BERRF S R RIG M |, FTIBSERN Amazon EC2 11T EBEEB S B ERE AMS Accelerate BE){L 1T
EgHERE, FATIEP -—BEHERTELER :
1. (BEZUEE ) FH AMS Accelerate Resource Tagger
EERTEIRFHNEREE A F28 ELNEEFR. BRiTA®  SEHEEERNEBHTER
faRE,

2. FHHEER

FEE T HIERLFI®EZE Amazon EC2 #1T{EEE :

Key : ams : rt : ams-managed., Value : true.

(® Note

—Hams:rt:ams S EEBEEAEZHTER , MTEBBERESELAERAMEN AMS
RE, SEHTERERS , UKk AMS SREERERLER K BREHFSES AMS FTENERE,

SSM Agent BB %3

= EE AMS EEEM Amazon Elastic Compute Cloud (Amazon EC2) #1T{E & |, BSHAEEEHIT
EI#8 L %3 AWS Systems Manager SSM Agent., IRZEHHITERAKRLEE SSM Agent , ZAILAFEH
AMS SSM Agent B 81 Z & Ihak.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html

AMS Accelerate A& ¥5m AMS RS MEF

® Note
. MREHIRFTE 6/03/2024 2% A AMS Accelerate , BIFER SRR LINEE, EERARALIN
gE |, SEEHAS ISR CA 5 CSDM,
« ZETE 6/03/2024 2 BN AKIRF FFARLLThEE , SEBE4&E /) CA = CSDM,

« LEThEEEBE AR AT Auto Scaling BB F H#1T AMS XEM Linux ERRHH EC2 #{T{E
8,

SSM Agent {5 FA &Y 5 R4

- BEHEBEHTERMEMBRAMTERELAEEESTHEA—FEEHE (KERAFEEHERNE
G

» AmazonSSMManagedEC2InstanceDefaultPolicy

» AmazonSSMManagedinstanceCore

- FBFEE AWS Organizations B R B BHHEIE B 51 BUK A A 51 5 v B9 AR # 2 HBUR 6

MEFHMEN , FSHRE Systems Manager FR BN EATERET .

- EEHHEEHRE  FRECEBERITERMAEN VPC LRAATIIREGR (EE##EUL URL
PH TEEL )

. ssm.<region>.amazonaws.com

. ssmmessages.<region>.amazonaws.com

* ecZ2messages.<region>.amazonaws.com

ME|HMET , F2BERHEAR Systems Manager B VPC iR 2Rk E EC2 FITHEEN T £ M,

NMERRARERAZEHM T AEESEFEN —RUR , F2EEASE 2 . BEECAWTEEEE IAM
YT EEEHEARE (ZR EC2 HT{EE ) .

(® Note
AMS EEHBZEREFTELNRBESEATEE. ERTERFLE , FRENTERRE
BHREFHNERNEZRE RAM ENENBEER. NEFHAET  F2RELITEER
BRENER.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/troubleshooting-managed-instances.html#instances-missing-solution-2
https://docs.aws.amazon.com/systems-manager/latest/userguide/troubleshooting-managed-instances.html#instances-missing-solution-2
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#what-happens-stop
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#what-happens-stop

AMS Accelerate A& ¥5m AMS RS MEF

wBRELNFTER EBEZRE SSM Agent

MREHRS E A AMS Accelerate Patch Add-On , 8 A#TEERESEENHEERE (MW), F
EEXMHW SSM RERX T TR HERER. WRHTEE LHLD SSM REER |, Bl AMS 2EHTE
AR HERBRIBEBERET,

® Note
AVS 8 HBREKEFTFLANBEBSEATHER. ERTERFLE  FREITERREST
RURETHENNFHRE RAM LNERBEER, NRHFEER  FERELIATEER
ERENER.

SSM Agent BB ZEHEET N

AMS £/ EC2 EAEENELNATER LATREESH. EEMEEAEERESRELEANTE
LT, AMS X AF LY BB EHITEE.

MRENPITEBCHRENEHAEERETH , I AMS EEHHZERFHEZX TSR -

1. BYBRBEFEAEERESHBNGESD

2. LLSSMAgent ZEETHENMRBENFERAEER/ESTE,
3. EMMEB#FITEEUARE SSM Agent,

4. ELHTEBLERRBESE.

5. HERARKESHRENBBHTHEE.

BE{tETEBEEEE
AMS Accelerate I {TERBEEREBCEEENIRFPETTIEE -
1. 1AM §F 1]

FIBLEN IAM ZEHER , URTFHITEEER AMS Accelerate ZERBERXNEFT,
2. R

a. Amazon CloudWatch Agent BB HIEXRK AFFEE., HTEREREH L TRER
CloudWatch RERZX B RE W #H 1T AMS Accelerate KM,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#what-happens-stop
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#what-happens-stop

AMS Accelerate EF &5/ AMS e HiEF
b. AWS Systems Manager SSM Agent B EE#TER LHTERET. FTEREREEEBL IR
fR SSM Agent IEFE#11T AMS Accelerate RIEARAR
3. CloudWatch #H &

a. BTHREREMENIEENMBE , AMS Accelerate & B3] CloudWatch 4HEE, WNEFMER |
ST —§& : CloudWatch AR F ¥4 E Ho

3

BELHTEEBARSY IAM #$1TERREEMN CloudWatch AREE TR ERHIE,
IAM FF I 2 EFMER

SESERITERELEES AWS Identity and Access Management B |, Hh 82 TS EHEK :

e arn : aws : iam: : aws : policy/AmazonSSMManagedInstanceCore
e arn : aws : iam : : aws : policy/CloudWatchAgentServerPolicy

« arn :aws :iam : : aws : policy/AMSInstanceProfileBasePolicy

BIMER AWSEEHE, AMS ZEHEA :

AMSiInstanceProfileBasePolicy

JSON

"Version":"2012-10-17",
"Statement": [

{

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret"

]I

"Resource": [
"arn:aws:secretsmanager:*:*:secret:/ams/byoa/*"

1,

"Effect": "Allow"

},
{

"Action": [
"kms :Encrypt"
1,
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"Resource": [

Mg

1,
"Effect": "Allow"

MRESNHITEBSERE IAM BE , BRMMEMELER , BlAMS &
R D BRI E LR IAM A€, MRENHTERIE IAM BE
Al AMS €& AMSOSConfigurationCustomerinstanceProfile IAM £
£, AMSOSConfigurationCustomerinstanceProfile IAM B &858 AMS Accelerate FT BN FIBEBUR,

@ Note

W REDNFERS T EEERERS 10 , Bl AMS £#SR&1E T 20 , LAEEZAENHTERE
RS,

CloudWatch A REES F &

%II

CloudWatch {HEER E b EFE A,

- 171888 LM CloudWatch fHEEE R E
» Windows : %ProgramData%\Amazon\AmazonCloudWatchAgent\amazon-cloudwatch-agent.json

 Linux : /opt/aws/amazon-cloudwatch-agent/etc/amazon-cloudwatch-agent.d/ams-accelerate-
config.json

« Amazon S3 1y CloudWatch (HEERE (B

» Windows : https : //ams-configuration-
artifacts-REGION_NAME.s3.REGION_NAME.amazonaws.com/configurations/cloudwatch/latest/
windows-cloudwatch-config.json

* Linux : https : //ams-configuration-artifacts-REGION_NAME.s3.REGION_NAME.amazonaws.com/
configurations/cloudwatch/latest/linux-cloudwatch-config.json

o INEEMVIEIE -
* Windows :

« AWS Systems Manager SSM {23 (CPU_Usage)

BEMLETEEBAREE WA October 3, 2025 63




AMS Accelerate 157 AMS B2 A2
« CloudWatch X¥EFE3 (CPU_Usage)
- FRIERBRMBRZEERER (% TAZH )
- IR (% EAPKERMITHE )

e Linux :

« AWS Systems Manager SSM X2 (CPU_Usage)
« CloudWatch ¥ (CPU_Usage)
« CPU (cpu_usage_idle, cpu_usage_iowait, cpu_usage_user, cpu_usage_system)
» Disk (used_percent, inodes_used, inodes_total)
+ Diskio (io_time, write_bytes, read_bytes, writes, reads)
* Mem (mem_used_percent)
« X (swap_used_percent)
- IWEMB :

* Windows :
* AmazonSSMAgentLog
» AmazonCloudWatchAgentLog
* AmazonSSMErrorLog
» AmazonCloudFormationLog
» ApplicationEventLog
« EC2ConfigServiceEventLog
* MicrosoftWindowsAppLockerEXEAndDLLEventLog
» MicrosoftWindowsAppLockerMSIAndScriptEventLog
* MicrosoftWindowsGroupPolicyOperationalEventLog
» SecurityEventLog
» SystemEventLog

* Linux :
+ /var/log/amazon/ssm/amazon-ssm-agent.log
+ /var/log/amazon/ssm/errors.log
+ /var/log/audit/audit.log
 /var/log/cloud-init-output.log
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* /var/log/cron

+ /var/log/dpkg.log
* /var/log/maillog
 /var/log/messages
 /var/log/secure

* /var/log/spooler

+ /var/log/syslog

* /var/log/yum.log

« /var/log/zypper.log

& AMS Accelerate B4z

AMS Accelerate IREIRESEZRIRIEIRENBEHF A, LI , AMS Accelerate & AWS EBNAER
HTXENEBRIZEIREER, B , A AMS Accelerate 2% , BAILUREERBRADRAG AWS E
WRERESTEFERGCHEGCER, ZZERM , BXABIRE® AMS REHBH,

E &R AMS Accelerate BERiIR F i , AMS S BREH AT ERNAMESEEERGE, flm , BiEE
EVETE AMS WEHSBRIEFE R, B , RANE ﬁI&EﬂﬁﬂﬁEﬂbﬂ%ﬂ/ﬁﬁﬁﬂi"‘E’J Accelerate
&S ERRMBELEEEERE, TAM , URZ2ESHBERE. 88 AWS TEEH T ER
£ AMS RN HERIRE PHIT.

ARBHTERRERERBHERLXASTEERN , UERLEMERBREEANASE. TENE
Fo AMS BRE—L AMS TE | fIMERMM B , UAFFER "THAL BERENER, Fram
BT, LT AT EEERAN TR | SURIAFEREBHIRS

AMS HniR SR 3R

{1 Accelerate BERIEF , FFRCE T HIEBRSIH,

- ZH . T2MEREZEams-access-management AWS Identity and Access Management & &
Mams-access-management AWS CloudFormation 38, B#E#% A ELXERNERE , ESHE
BN HMTHER. SURFERRREENAE,

- AMS ERRE : BilR%R K FEELAMS ERBRBELNIRFP, EEEEREMEEFRURETL
FERAMLER , 552 Mresource_inventory.zipRREx (Bf ).

- BEML : EEEE L THEEA AMS FEIM AWS SSM BE{t Runbook 1 AWS Lambda BI&,
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samples/resource_inventory3.zip
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- HOEE  AMS FRMFOEERER ERNVRE, BHEE K SUEBEER LEENHEAIERE.
SERMREH |, 8 AMS B35 E AWS Backup BRYL ; 5528 ZELAMS fEf5EtE. AMS Backup
Orchestrator Z3I AWS Identity and Access Management W& REE K , EXSZBEKR AMS BB
ERIFEMEERN AWS KMS 28, METBERFEAETEIESHHBETERSFE,

« RARE : BB , MR AMS Resource Scheduler, AMS Resource Scheduler €15 1F A& {5
MER, K IEEEZHREFEHREELER , UHBEREEERST, AMS TERBIEHKAR
TLEZE, WEERHEESNFRER  B2REH AMS ERESSETHRAZE

- IBEEER : BE% , BIEED Cloud Service Delivery Manager (CSDM) &1 Cloud Architect (CA)
BREWBEE Accelerate IRFIRMIEE, RENHBTHEENZ M,

- EH4EE . EH4EERE AVMS REAROELEREHNER. HEBR , METBEUNNEESH
S B ISR BBk R R RE, EASE L EE Accelerate A Accelerate TR AR IEHMARIEEREN |
{2 A Accelerate 1k F K 1ZEL

- REBMIRE : BEEE , BFHREE CloudWatch, CloudTrail 1 VPC Fiiz HeEm @ FR B, &7
DR FEARR IS L BRI HVAERE | IEBEEL AR ; T8 , AMS TE2BEREBHERE. Accelerate
THIREHEE AVMS BEMEEENEARKRE., BUURERBRKERE (SSR) EENER
(5F52E BB E) , 1B Accelerate T EELEFHWER,

- Ep o BERR AMS IREBARER BERNER. EHBHE , AMS 88Kk AMS BENIE
f5lan Alarm Manager #1 Resource Tagger , S\ AMS ZE A AMS SR ELAE — I8 5 BV
EventBridge B4 BIF CloudWatch B/R, ZEEE#E K MESTEEEETHIRENNE R, UFE
ETEEEBNERRENFRESN  F2RERAEREEENERRE,

- BETE : AMS Accelerate ATEATE AWS FRE TEEHER R AV FEIRIE, 1B Accelerate
WRE#% , BEEEBEFE Resource Tagger £T B | LUBBIEBIBBAERER , KEBHIT
ERARE EC2HITRRBIREMENRERER, #H/TEE LA CloudWatch F SSM KERE
AERFEHEAMERES, IAM AMSOSConfigurationCustomerInstanceRole R ERE A
AMSInstanceProfileBasePolicy®EEMEITHEIE DB , AW EEH Accelerate tRFBER,

- BHEXEE  BHEXAEER AMS IRFZ A RERH EC2 BT EERNERF. BER , AMS TE88B%H
ERINEVHTERNRR, TEREVNEREAZE T EBENEER. S REBRERE
VHEREXEENRE, i SHEXHERERNERNERE | B Accelerate TEBLEE
AN,

- BEEE  BERR  METEIHTIONUENNAEDE , WBHIRERR.

- T2t Z2EER AMS REARRE ERNER. B#EE , S LRE Amazon GuardDuty 18
BIRFAERR , UREBEIHF AWS Config H B, H Accelerate EEH) AWS Config # 8l &8
SBR, METHBER, BERREELTIENEEEE,
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https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-resource-scheduler.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-mem-tag-alarms.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-resource-tagger.html
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- RIBELEBH : RFERLEBHR 30 RAZERIEBAMERREABEANGR —R, MRLENKILE
BAHEEREBBANS 20 Re® , BIRBRLBEHRET —EEBANGE —R, UTREKLR
SR E SN
- MBRIEBHRE4 A 12 BRM , A1 30 RWBHEHES A 12 BER, RBKLBHS 5 A 31

Ho
- MRHE 4 A 29 BRERHEKIEEA , Al 30 XWBHAER 5 A 29 BER, RBKILBEHRA6 A 30
Ho

% AMS BEES £/ Alarm Manager #1 Resource Tagger BY#8 4k {4 ini%

B &M% AWS Managed Services BB A |, B EE Alarm Manager 2 Resource Tagger HE3fAREH B
i] AWS CloudFormation #& |, A% AMS 24H# Alarm Manager ] Resource Tagger #HREHE @ &
REBELWIREF,

EETHEEFBEMER AMS HE#HE  SUNREREBEEIEFZE , #£B5] CloudFormation EZ<
R ER Alarm Manager 2 Resource Tagger WK MBS E, EEKE AMS BRI |, BReES
BIRRERHERC RIENIRE ERBR,

/A Important

EFRBBER <8 , B FHMREIZEN CloudFormation EEZ% | 3 8 BR4EM] Alarm Manager #
Resource Tagger (2%, BRIFRESEHENIIRFREELHEE , BIFEERE AMS Bt —
B. BEE  #RELHBEBIE Alarm Manager 1 Resource Tagger 1S EHEEH , BH
FETEELFENEASER.

HY#8 Accelerate iR F HY 258 177 BY

BB AMS 1R F IR ILFRKEIED 30 RBVEHE , AMS SRR ILEMIRS . RBHELEBHE 30
RYERIEBAHBERREANGERE —X ; siRE , MRS ERIBENBEEREAFZEEANSE 20
Ret® , BBREABERT—EABANRE —XK,

EFRBRSEHE , B4A

1. BRIEXFR , MERARBFRBIRFREBE. —ERZFR (SR) , CHEBRERBOAMAIRS , =
FERS — ﬂEI SR,

EFERT | RUTHBOIES Ds 5%, BRER  UREALGEEEE,
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2. BH CSDM & ERERAVIRF |, WEESRMMI BB THRBREF.

Accelerate FRYIBHIERE
58 AMS BN EAE TS RR -

- ERERRERINEYS

- MREESEEZNMABHEIMMTH , BHSHIREE A

- REFERNSHE®RE

- BREEEAWS 0F (NRFELEBUTLAEIE , £H CSDM RELERIHIE )

FIAEBASMEEREENARABHENBARMNEFBHEE. B , BHEEEELEMARR
e AMS WA E T B4, HREURFEREFBHNEN , RMNESEEATERREERTNE
BTG, AMS RELEWREEGENFERA , WM O R ZaET D,

BOERANFEERAERNBANBIZARREE , 0L GuardDuty 2 AWS Config
AEBWRE, flw , BB —ERA NEESecurityContactsME — BB A WFE
EQOperationsContacts. AMS B ERNBAHELEELFE,

MEHMET , FSBAWS Config 2418 H S,

]
<)
&
it
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AMS Accelerate HHIESD

KZE Accelerate ThaE (&4, 1B, B ) FRHEBNACRAERRAEEEERLEER, EEH
HEME , URMABERTEM, ERRLERAZERNER, HERTCETSUELEREERMRAI,

BEMEDEHEECHRLER. FEYRBERECARERR , ALARHEEAENECHE
N

MESLEEZBNEN , FSE Accelerate FNEFZEEZER,

MENERZFFZEEBNIMEEEN , 528 Accelerate P EFIRHENEZER

AEN
« AMS Accelerate FHIZH
- HERER?
- EREMNEESR
« Accelerate ¥ EFZEEHK
+ 1£ Accelerate HEEIZ
* 1E Accelerate FERE EC2 HIITEEBNER
* 7 Accelerate FEE R NER
- MERZEER
* Accelerate & FRRHNER
« BAM Accelerate WEZBEETE
o RERREH
+ {HE R Resource Tagger ?
« Resource Tagger BEVES
+ AMS Accelerate H Y &R 3 # 25 #H RE R E 12
- BAENEE
* AMS Accelerate F#Y & R 3 8 &£ F 52 1
« MR H Resource Tagger EFAMER
+ £/ Resource Tagger B {Z%
+ B5lk Resource Tagger & & R
- EfIAEREIERE
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- SOfTERRIERE
- FRERER
+ B Resource Tagger EFAMZES
« WIRESEE Resource Tagger #HAE
- BABEEEE
« EXTE Terraform LAZZ B Resource Tagger B8
« ¥R Resource Tagger EENE R E

« A CloudFormation £ AMS Accelerate 2 {F8

+ AWS CloudFormation AMS Accelerate B Fi 24l

+ f£f AWS CloudFormation for Accelerate 252 EC2 #1T{H &
« {EH #Z&C AutoScaling ##H (ASG) AWS CloudFormation LA B0iE
+ f£f AWS CloudFormation for Accelerate ZRBiHREEREAE

« ffH Terraform B AMS Accelerate I EH

AMS Accelerate Y EE

AEN

- tERER?

BRENEESRK

Accelerate FHEFZEER

+ 1£ Accelerate HEE IR

* 7E Accelerate FEXE EC2 #i1TERBHNER
* 1E Accelerate P EBHHHER
NEZEEH

Accelerate % F IR ER

TERER ?
BREAIETE AWS BRNER. SEERYSSmEERN—ARIRE—BEAE,

BAAERBRERUTRN G X2 EAWS R , Sl , AR, BHEEIIRE. Hl, BTUABIKRFH
Amazon EC2 #{TEBEE — 5% , B EREENITERNESENHERBR.
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BEY Amazon EC2 REFERE[AEEER , YEBREEF/FTLFH

EER -5 TR, FSMER AWS EF.
BRRCHIEES R

BEZEANAKEREAELN BR. BUNERYERE , EEEZEE AWS RENEEAF
BREER ; A AWS ERRESRRAE, BRIGMESFERNER ; AIFEAMETIE , AWS
CloudFormation I & JR#F %, AMS Accelerate 2 AMS Accelerate Resource Tagger , & 7] F
REZBBHEBEGBHEESRMNHRA, WEE AMS Accelerate H{#  Resource Tagger B EFHIE
A, BFSE NEERRIE, AMS Accelerate IR E FRUNER , UFEMBER AMS RN EET
BR., IEEFRUEBNFHEN , 52 [E Accelerate P EFRENER.

Accelerate PV EF S EER

FERTEER TR ZE AMS Accelerate B1E.

RAE

« 1£ Accelerate FEE#Z

« 1E Accelerate FERE EC2 MTEBHNER
* 1£ Accelerate P EE B HER

1£ Accelerate HE5$%

AMS Accelerate BB X ENERWEERRE, ATAMNMTEME, WELREERNVFEHEER
B AMS Accelerate FHYESIE N EHEIE,

s

%

AMS Accelerate B EHIMA AWS R BN HM , MR EFE A Resource Tagger FEFRAARE |
EEFHEEHTBIENIIRES , MBEFERRIZENER.

& ERIEEZE AMS Accelerate B Amazon EC2 #1T{EEE , B4 EiEB AppConfig F Y BET
BEEATIER ; WFEFMEN  BSESE 3 EVEEBINEREERERE,

E

X3

BTIEBRERZLN &R

=R =]

ams:rt:ams-managed true
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
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https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html
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plan | ERILMBEREY BRI AR , KEREMAERA AMS XEMN EC2 B

{
"AWS::EC2::Instance": {
"AL1EC2": {
"Enabled": true,
"Filter": {
"Platform": "*"
.
"Tags": [
{
"Key": "ams:rt:ams-managed",
"Value": "true"
}
]
}
}
}
/A Important

RS EETHRESE c REIFBHEEEE, £ SSM AppConfig ¥ , BXATEEUEERRIE
HRAS

Amazon EC2 AN RS EE AR EEER, EERETZE AMS Accelerate BSIR IR EIR |, AL
S BETHEREBHRERBERIFEEZ RS AWS RIE, EEAEGHLEREESERER  UNEER
HETRES, 528 AMS Accelerate FHY &R $E 15 FH =41,

ERERRIER

MREERIAER (ams : rt : ams-managed) , &P H# AMS Accelerate Resource Tagger #2585 BY
RIERB BB TIER,

LERITIEREAIZEN ERUETEEER,

<8 =l A
ams:rt:ams-monitoring-policy ams-monitored BEAR AMS X EBWFTE EC2
&R

i
il
M
R
S
8
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ok | =] A

ams : rt : ams-monitoring- ams-monitored-linux ERARPE#IT Linux EER
policy-platform ##H89 Amazon EC2 #1T{EEE
ams : rt : ams-monitoring- ams-monitored-windows EARMAE#HIT Windows OS
policy-platform # Amazon EC2 #{T{E8E

HREMEN RE

BRIBEENRR , B TIHIERERAEZEN BR

<8 =l Al

ams:rt:ams-monitoring-policy ams-monitored EAM AMS Accelerate E51%
XENMEEIR,

ams : rt : ams-monitoring- ams-monitored-with-kms £ KMS By OpenSearch #8

with-kms 1

ams : rt : ams-monitoring- ams-monitored-with-master EEE A EHEBM OpenSearc

with-master h #8313

MRER R Resource Tagger

# %5 Resource Tagger Bl ] iiERZE MFEMEA AMS Resource Tagger AN G2 EREREREZER
MR , FF2H .

1 Accelerate HEXE EC2 #1TEEE M E

AMS Accelerate  E¥E Amazon EC2 #1TEE LHWREER |, Al SSM RKEEZERXF CloudWatch 1%
BiEX, NENBRBEERWFEMEN , 55268 AMS Accelerate F#Y B B L #1T{EEEAHRE

£ ER{ZEZE AMS Accelerate B Amazon EC2 #1T{EE , B4 BB THEKREMZE Amazon EC2 #
1T{E R -

it
il
K]
I
SH
8
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iR ]

ams:rt:ams-managed true

£ Accelerate P EE R HESR

AMS Accelerate EEB X EERNER. NTFEMREERMWEFMES , 5528 AMS Accelerate 1Y
BEMEE,

AMS Accelerate 3 EEFERABRBREFIEZEBEOMLEER (LREFESHEAIRE ) . EABUE
RAEAERZRSIE . EHE , SERERDFTEIE LB, BEEMA ams-default-backup-plan AWS
Backup FtELZZEMA BEfEtD , BXESTIHEBERAZIENER ;

iR (=]
ams:rt:backup-orchestrator true
® Note

EAHARE , AMS Accelerate 8fEf ams : rt : backup-orchestrator-onboarding 22T G &
R, YEEBER. ERERBHER true. ERH ams-onboarding-backup-plan {35t &|E
B, W% AMS Accelerate & AWS Backup FHEIMFEME , FSE iEHAMS BEHETE.

MEZEER

EMA AMS Accelerate i , BHIRFSEBEE AWS BiR, Atk , B EBELER , ELXE
REmETHEE

Cox | =]

ams : resourceOwner AMS

ams : resourceOwnerService IR FLE AMS Accelerate FRISIR AL EIR , 6
wmAMS #E, e, BH, B SEEX
%,
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iR =1
Appld AMSiInfrastructure
AppName
RIE
@ Note

ELEEEA AWS CloudFormation B EBREBER , WKFESIEZES AWS CloudFormation
BB EINER, MEFHMENR K F2REFRER,

Accelerate F & F IR HIER
TEREFRENER ?

EFRMENER R AMS Accelerate [R#EIIEE , AREEEE IR P AR AMS ERHHRA, £A

EFRHNER K ZUEERAEERN BT EBNEETNEIIRFHN AMS R, EEEAB LR
58K Cloud Service Delivery Manager (CSDM) B , B FiRMEHNEB IS BB ERBRWIRS,

AR, BEEBE AMS EE., AMS BEEREA ams :

FBALERECWER (E®) , XAFE AMS Accelerate ERIEEELZBRNINEE, EAEMA
AMS ZRIRHMELER K UEERBEFPEEARA AMS ERABTER, SF , EUUAEMALRE
HER.

AR FRENRER ?

BEARBGELEBFTEELEN ER , FHEER CSDM, ELEBREEREZLIRF PR AMS B
Ro
BRONVEEAM ?

tbZhaE B BIEE AR Accelerate ZFF M AWS BXRER., S0 S REHIEEEHEBHN ARSI
EWRFFE,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-resource-tags.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-tag-infra.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-tag-intro.html
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® Note
ELEREERAN AMS R , TEXEF88CNER.

B AR Accelerate WEEBREETE

o

o IEERIZEE
» f#F CloudFormation & AMS Accelerate 23 2%
o {EH Terraform 2 AMS Accelerate 2 2%

IR &R R 85

£ A Resource Tagger , BRI AMEER BAIREBEERERS P AWS Eie AR, MARFE , AMS
Accelerate B BENERLBE , UEAZERFPHERS N ELFRC
AES
+ f+EER Resource Tagger ?
+ Resource Tagger FEES
* AMS Accelerate 1Y & IR X §d 2x i RERR E AR
- ENES
« AMS Accelerate H iy &R 3 5 52 F = 6
« MR H Resource Tagger EFA M ER
+ 8/ Resource Tagger B 1Z%
» Bh1E Resource Tagger £ &R
- EPIERERRE
- SOtFERERE
- FHERMERE
+ #PB& Resource Tagger EANER
« MBREE Resource Tagger FAAE
- BEHEEE
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« BRXE Terraform LA7Z M Resource Tagger &
« M43 Resource Tagger BB E R E

1+ BE 2 Resource Tagger ?

Resource Tagger & —IH AMS Accelerate fR# , IZEIEER MREEIRFH AWS ERNER S
K. CEEALREEZERNMTAWS ERAETERNTETRM,

Resource Tagger ERIBAEHERERPEENELHA , BEHEZEAWSHERLEY, &
MAMERAZER., Hlm , BOULIEEKEBEAZE Amazon EC2 HIITHERBESHRA , i5sHEME
#ZH AMS Accelerate 532 , EESHMTERZINERYEN. EUTUFERAGEENER , BiE
AWS AppConfig #HAEER E & E R BURRB B EIRK AWS EFikEE, MEFFHMENR , FSBAWS
AppConfigo

AMS Accelerate IR{ETERM S EZHERE | ZBLETLLZE AMS Accelerate EE2 &R, & 0] LAUEZH BRLE
BIREZHE AMS Accelerate B2 , MEEELHAATHRAEEBEEEBNERZZE AMS Accelerate
Ry BEdE,

£/ Resource Tagger , MRIGRFEBRRNFR AR AMS Accelerate RERR , RHEECHERC
BRAUFEENEER , YERAEMEE | HII0 Terraform , LR R, EOUURBENRECEER
BHOBINAMRI. Bl BEUERBE , REEXETES ( HIW0 Windows # Linux) BFTE Amazon
EC2 B1fTHEBEAER , LHRERISEHTESE Ds,

/A Important

Resource Tagger 12 #|ZIREFHREEF ams : it : FEHNMEEE, TMALFEHEENER
EEMIER , BRIFEMI IR TE Resource Tagger FIHRER AR, ME <2 , L ams : rt : BISE
X SR N TEEBER A H Resource Tagger #E, MREFEELHKLIFER | Hlin
ams :rt: , MBEZEBKREHP —{E Resource Tagger #HRERERPIEE , AISEEBRZ
EH,

Resource Tagger BIEER R

EEHIIRF A AMS Accelerate B , RIS R0 JSON #HREEXXH B ZZHIRF AWS
AppConfig. METEAMERERERN X 4B A AMSManagedTags , BATEREREERERE , M
CustomerManagedTags B4 BT HERERE, SUNFEABTHEBEREAZNIEFERESNE
FKAIMAI | ™ AMS Accelerate TEEBIELHERMRA,
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https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html

AMS Accelerate A& ¥5m AMS RS MEF

IS W R 5% E fEE I R AMSResourceTagger FERAEXF AMSInfrastructure I;RIEH, ERERLREXNEH
WATEEBEHEELMFTE ams :

BHETERERRER !

EWRF AR , BFTERHRE -FRHRZN ; T8 , BRTEREEBEREPHRI A ESEREH
ITREBXHFRENEMRR, BFITABREETNE[AERERTLHEERE , AMS Accelerate
2ER  RIELWFER.

BRIV EZEN AWS ERMBITHEREEPIEEEEENTMBETERLRRE , bl EREEEY
AMS Accelerate Z ETEFXMERENIEN , 52 R AMS Accelerate FHY &R 32 85 15 F =6,

/A Important

MREEFHIERERE , Resource Tagger 8 B B EFHIHITE RAIEHBERNEE AWS IR
F. SFERHHE , ERZUHKEE 60 7EFEEN

A LAEF AWS Management Console=i%Ei® CLI/SDK AWS TEE#H LR EE. NEEREHMBE]
HHREER ERMEF , 5528 AWS AppConfig BERA &R : B2 AWS AppConfig ?

TARAERERER

TEERAHRERR ERE SR AMS Accelerate AER , HA IS EEE K A SR MBEREY AMS Accelerate
RMEVFERAR A, AMS Accelerate ATLABERFERULERER | X MHERE , CHEMBNENEERS
BEMER. MREEEERDIERAERBFTHEREENEMERHERSFR , 5528 AMS Accelerate
P ERREEAEL.

AMS Accelerate FHIEIR R thasfHREERTE
HERAEEAEREEREREDBHANEERKE—ERAZTER.
EENEE
HEREREREE THIEER JSON Y1t

"Options": {

"ReadOnly": false
},
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"ResourceType": {
"ConfigurationID": {
"Enabled": true,
"Filter": { ... 3},
"Tags": [ ... 1]

.
"ConfigurationID": {

}
iy

"ResourceType": {

}

BIE . (BA ) BESLFE ResourceTagger WITABAKNIRIE, A ERERABFERIERES
HERE. NETANRERE , M2RAUTRA :

- ReadOnly : (i#F , 785% A false) : $§E Resource Tagger #J ReadOnly &3\, #% ReadOnly %
A true , LL= A Resource Tagger £ AWS B R LBV S BRER, MEFMER , FSEMH L
Resource Tagger & & Ko

ResourceType : Lt @MV EARTIZENFRz— , YRKREIEHNEREREBENFEHRE !

« AWS::AutoScaling::AutoScalingGroup

« AWS::DynamoDB::Table

+ AWS:EC2::Instance

« AWS:.EC2::NatGateway

+ AWS::EC2::VPNConnection

+ AWS::EFS::FileSystem

+ AWS::EKS::Cluster

« AWS::ElasticLoadBalancing::LoadBalancer
» AWS::ElasticLoadBalancingV2::LoadBalancer
« AWS::Elasticsearch::Domain

+ AWS::FSx::FileSystem

* AWS::OpenSearch::Domain
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« AWS::RDS::DBCluster

+ AWS::RDS::DBlnstance

+ AWS::Redshift::Cluster

+ AWS::S3::Bucket

» AWS::Synthetics::Canary

ConfigurationID : Wt EWEREREXHFH L AR , WE—mHE TIERERER. WRHERE
ResourceType BRI REHEEE R EGHRER ConfigurationID , AIFREEFHREHENHEERS
W, MREEBFTHRERIEEM ConfigurationID EEFEEZ S H#EER ConfigurationID #[E , BB
FTHERERERNEEREREE N,

/A Important

ConfigurationID ##82 AMS Accelerate 52 ERRE R ; fltn , ©F R AMSMonitoringLinux Ik
AMSMonitoringWindows , & B &2/ AMSManagedTags #8R&5% £ 18 #Y @ B 48 58

EMA (BA, FARA true) : EEMERBEREETEN. KURES false AMEREREER. FHNE
EERLIBRR.

ENRMRM  HEEARERANER, SESRKREMAITUETINE—- (BREF—E) R :

» AWS::AutoScaling::AutoScalingGroup :
« AutoScalingGroupName : Autoscaling B & H. LR ZEERAFTLLEH,
+ AWS::DynamoDB::Table :
« TableName : DynamoDB ERZHNETE, MU XEERAF T,
+ AWS::EC2::Instance :
« AvailabilityZone : EBFERFRGRESIEEATAREFH EC2 #TER. KRUXEERAF LY  ®
It *a fF& us-east-1a, ap-northeast-1a &,

+ Instanceld : EFEFRHSHLEHEEREHNTERE ID W EC2 HTHEE, WHUIEBERFT LY ,
& 1tk i-00000* = LL¥E#1T{EEE ID BSE A i-00000 KR A 1T{E &,

- VA BERFGSLEEREETAMN EC2 MITEER. ARES windows, linux HEBAFT *
( AEEBERIFE ) -

+ AWS::EC2::NatGateway :
- NatGatewayld : NAT B&ER ID, B XEBERAFTLY,
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« A : NAT REBEARE (FE | KK TA | MER | ERBRIBAFT ™)
 Vpcld : NAT Gateway Fr7E#Y VPC ID, Lt X EERF T,

« Subnetld : NAT Gateway Fr7ERY F#82% ID. WU XEERF LY

« AWS::EC2::VPNConnection :

« VpnConnectionld : E#RH ID, BN ZEERFTLLEH,
+ AWS:EFS::FileSystem :

- FileSystemld : EFS IR R#H ID. KWL XEERAF LY,
* AWS:EKS::Cluster :

* ClusterName : RN B, EWUIEBERFTLY,

+ AWS::ElasticLoadBalancing::LoadBalancer (Classic Load Balancer) :

« LoadBalancerName : LoadBalancer £, WX EERFTHE,
- WERHER : LR THORERER. . "TRE BAFERT T
« VPCId : SPERHFE2RH VPCId AILLRERAF T "
+ AWS::ElasticLoadBalancingV2::LoadBalancer (Application Load Balancer(ALB)) :

» LoadBalancerArn : LoadBalancer Amazon Resource Name (ARN),

- DNSName : LoadBalancer ) DNSName, It XEEHF T,

« LoadBalancerName : LoadBalancer £, LW XEERAFTHE,
+ AWS::Elasticsearch::Domain :

- Domainld : ElasticSearch EJR# Domainld. Lt XEERAFTHE,

- DomainName : ElasticSearch #JR# DomainName. W#ZEERFTILE,

« HasMasterNode : kB A true = false. MRBHEEEAEEHH , AR,

« HasKmsKey k{4 true =X false, MIRMBHERARBEMBEN KMS 488 , RIS,
* AWS::FSx::FileSystem :

- FileSystemld : FSx R RHEH ID, MU ZEERAFTLLE,
+ AWS::OpenSearch::Domain :

« Domainld : OpenSearch &JR# Domainld, Lt EERF T,

« DomainName : OpenSearch &R DomainName, BN XEBRFTbY,

« HasMasterNode : fitk{E ; MMRPEBEEERATEHR , EAURER true.

« HasKmsKey : MIRBHEERARBEMEN KMS €18 , BITTBUASHERES true.
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- DBClusterldentifier : ERZERH &Y RDS BEEBFIFHEIEENBAFT, BUTZEERFT
ted , Rtk HigERERBIF
- 5|Z : RDS #{TEREANSIZ, KRWUIEERAFTLEH,
 EngineVersion : 5|24, MU ZEERFTLE,
+ AWS::RDS::DBInstance :

- DBlnstanceldentifier : EHZE RG-S LB EFIEEH/TER ID £ RDS #HITEER. HBUFAXZES
RAFrxtd , Rt A ERERITERZRBIF
- 5|2 : RDS MTHERFEANSIZE, KRV XESERAFTLEYH,
* EngineVersion : 5IZMA, HRUXEERF LY,
+ AWS::Redshift::Cluster :
« Clusterldentifier : #&EHBIFF. KWL ZEERAFTLE,
+ AWS::S3::Bucket :
« BucketName : S3 RFirRNERE, MU ZIEERAF T,
* AWS::Synthetics::Canary :
« CanaryName : Synthetics Canary H &,

HEmE kBt

- BER  HRRUSEAZEEAEEERNEIAER. KEHNEXAREE T JSON ¥
#
- S VERBUNFTSR  WEEERSEEEEEHRISBNER,
- B EEEBNE/SE. XBEEAFT , Bt Sample WERFS LA Sample FHR#EREHEE,

« Fn: : AND : JSON #1{4#) JSON F&E%5l, SEY4EEEEERFREERERERNRR, E&E
EERIRGEFEIE FEERENEMTER.

« Fn: : OR: JSON ¥J#f#y JSON f&%l, SEYHHEF/EEZRGEREREENHRA, EFEE
BREUHFESEAFETMNFERIEFNER,

« Fn: : NOT : EfEEERFAEEERRARMRAL JSON tF, ESEEGRRLGARITSEM
e FERRANER, ERLREREERLSRUNBEER,

BR  EEAEMENERNER, (F2REEaRNEAEL, ) Wl E28/EHES

- TR EEAZEBNER.
- B EEANERE.
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® Note

Resource Tagger EFAMEE —ZEEHEA ams : rt: WL, MREBREREEFIBEL
FH , Resource Tagger @ A& A, iER& Resource Tagger S HBENEENERHEHEMT
SEARHEHMARNERESARNEX,

AMS Accelerate PR E R FE AR
g% H BB Resource Tagger HE AEE,
¥#8 B Resource Tagger EANER

Resource Tagger ERMNFTEEEBHE B FH ams :rt: - HlW0 , THEBEZSELEESR
ams : rt : sampleKey F{H sampleValue (WEH ., EFLFENFMEEEE SR A Resource Tagger
EI‘J_%Bﬁj\o

{
"Key": "sampleKey",
"Value": "sampleValue"
}
/A Important

MREEH ams : rt: FEFHEIBECHWEE |, B3R AH Resource Tagger B, EXRT
MRERRH Resource Tagger BE , (BARBHRERIELEERAER , Bl Resource Tagger
SERFEFENER. WREFEZESCH Resource Tagger EEBWEIR , FUMEMA ams :
n: FEBAERRSIE,

{# F Resource Tagger B EEH

AMS Accelerate Resource Tagger =1 AMS Accelerate il A HiEZBEBEEHIRE RV IT
#. Resource Tagger EE—HARENRA , IERERNFEL AN , AREHHATELRA , B
MENBRERLELNER , UREREMA/FSENKRAL

MR EAEEFEF Resource Tagger REZFLER , BFSHE MEERRH,

LA 2 Resource Tagger HARERR T H ERE M , EM8ER true HERE ams : rt : ams-managed T8 E
Fi8 Amazon EC2 #{TfE#E. ams : rt : ams ZEEB SR ERE AMS Accelerate BB EIR,
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{
"AWS::EC2::Instance": {

"SampleConfigurationBlock": {
"Enabled": true,
"Filter": {

"Platform": "*"

3,
"Tags": [
{
"Key": "ams:rt:ams-managed",
"Value": "true"

/A Warning
FEEFHEERNBZBIFEE /D (SampleConfigurationBlockERMEHEIHIS ) , AABETHE
STPMOUEENERER AMS ZEERE,

B Ik Resource Tagger &t & R

Resource Tagger AILARREAMEEEN , U LEHFEEBKRER LNETAER, WRERERMHEES
WERHE L EgREA.

EMFEERP , Resource Tagger NEREZENMEFHEEREEPIEENELHAA , WRETHGIE
EEERINER, EAFREHRNERBEL 28 AWS Config. EAELE K AWS Config Al 8 &

& AMSResourceTagger-F 8. 5l , AMSResourceTagger-EC2Instance AWS Config R 8| €

RIBHREERE , SFEREBAWS: :EC2: :Instance BERENBEMNER,

Resource Tagger LIFEE 1L , TEHENERETTEE (FTEWHEIBREER ).

EA SRR PR ER DR EEMR T D2 ReadOnly £ , SRAREER, flm  FHEER
ERRRE N B ETE TAE R :

"Options": {
"ReadOnly": true

ERRX AR W7 October 3, 2025 84



AMS Accelerate A& ¥5m AMS RS MEF

iy
"AWS::EC2::Instance": {
[... the rest of your configuration ...]

}

BEKEE , Resource Tagger MEH It FTAREMERE | YEILFIENBRER ENESR,

® Note
EEENMMAERIENR , 18 ReadOnly ERFE A false , IT£BREHl , RAERES
falseo

WERBRENFHES , FBREENEET —F,
EHIEREHRE

T 5 61 2& EAE X8 E AMS Accelerate EE B R E* CloudFormation &8 FTHE Windows EC2
HITEE . B , =eAFEHERR ID A i-00000000000000001 HI4EE EC2 1T EEE

"AWS::EC2::Instance": {
"AMSMonitoringWindows": {
"Enabled": true,

"Filter": {
"Fn::AND": [
{
"Platform": "Windows"
},
{
"Tag": {
"Key": "aws:cloudformation:stack-name",
"Value": "stack-*"
}
},
{
"Fn::NOT": {
"InstanceId": "i-00000000000000001"
}
}
]
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},
"Tags": [
{
"Key": "ams:rt:ams-managed",
"Value": "true"
}
]
}
}
}
/A Warning
FEEFHEERNBZBIFEE /D (SampleConfigurationBlockERMEHEIHIS ) , AABETHE
ENNMAEENEBER AMS ZEMERE,
BOfFARRIERE

AR EREGERF MARH AMS Accelerate 12fit, ILERERRMHIPELRS FHFARA L,

HACEEEWEREERER , BTN EBFTEEREEPEAERERAEERERN
ConfigurationID JRIEEMEELR , ARHBERENER. NREERY , CHNEEERSBERER
EES

Bl , FERT FIFERE R

{
"AWS::EC2::Instance": {

"AMSManagedBlock1": {
"Enabled": true,
"Filter": {

"Platform": "Windows"
1,
"Tags": [{
"Key": "my-tag",
"Value": "SampleValueA"
}]
}
}
}
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EERILEERWEZERENR 25 A SampleValueA SampleValueB , S EBERZEMEHTE
B, MARR Windows B11TEE , F2RETHI BITHAERRER

{
"AWS::EC2::Instance": {
"AMSManagedBlock1": {
"Enabled": true,
"Filter": {
"Platform": "*"
b
"Tags": [{
"Key": "my-tag",
"Value": "SampleValueB"

1]
}
}
}
/A Important
AL SEETHEEFE ANBHEREE, WEFHEN , FSEIBHEEE, £ SSM
AppConfig # , BN ATEE T HHREREBFE R,
FRATERMERE

ST LA BB ME ConfigurationID AYAEREE SR HT1E = BT ARHERE A HRMAMAIRME false & |
LAE FTERRAERER Al

Plan , NRFERAAEREREFFETHIERE

{
"AWS::EC2::Instance": {
"AMSManagedBlock1": {
"Enabled": true,
"Filter": {
"Platform": "Windows"
},
"Tags": [{
"Key": "my-tag",
"Value": "SampleValueA"
1]
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}
}
}

LA EBFTEERERPIETIERE , WERALRERA

{
"AWS::EC2::Instance": {
"AMSManagedBlock1": {
"Enabled": false
}
}
}

/A Important
FRLSEETHEEFRIMEBHEEE  MEHBAEN , F20 HEHEEEE, £ SSM
AppConfig F , BN ATEE I HRERIBEIRA,

¥ Resource Tagger EANER

NREBTIEFERERERERET  NREFEEHRHRMGTEA , Bl Resource Tagger BBREMFE A
ams : rt WEE, EXRTETUHITTIHP —BEHERBER Resource Tagger EAMEE

- BUREREBRVETHEEER.
- MEREERNOAARR , EETBASEERN.

Flgn ;- MR Linux STEEBEETYES :

"Tags": [{
"Key": "ams:rt:MyOwnTag",
"Value": true
3. {
"Key": "myTag",
"Value": true

]

&t ] LLERE T %l Resource Tagger #AREER EHE
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"AWS::EC2::Instance": {
"AMSMonitoringWindows": {

"Enabled": true,

"Filter": {
"Platform": "Windows"

.

"Tags": [{
"Key": "ams:rt:ams-managed",
"Value": "true"

]

Resource Tagger K EIFEFTHIEREEE K MBTER LE—NEBRSEN .

"Tags": [{
IlKeyII: IlmyTagll’
"Value": true
}]
/A Warning
FEEFHEERNBZBIFEE /D (SampleConfigurationBlockERMHEIHIH ) , RABETHE
STRNMUHEENEBER AMS ZEHRE,
/A Important

MRS EETHECEERNEMHEEE ; MFEHEBEA , F2H FFEEEE, &£ SSM
AppConfig # , A BE R T AHRER T BRMMRA,

BIRHEE Resource Tagger #HAE

E A FNEE B E AMSResourceTagger FER 23\ # AMSInfrastructure IRIFEH Y AWS AppConfig F |
R B RIR S HIM{E JSON #HAEERE#E AMSManagedTags 1 CustomerManagedTags , &8
AppConfig Y GetConfiguration APl ¥4T#BJ. AppConfig AMSResourceTagger AMSInfrastructure
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LR 21t GetConfiguration FEAL HY &4

aws appconfig get-configuration
--application AMSResourceTagger
--environment AMSInfrastructure
--configuration AMSManagedTags
--client-id ANY_STRING
outfile.json

FERER : AppConfig BEE (v rJ1R 1t HIRXIE[MINEE |, iER AMSResourceTaggero.

« IRIE . AMSInfrastructure,

- HHRE . HERIE AMS Accelerate FHEXEEESR , HA AMSManagedTags , MEEZRBEFBERE
2 , {84 CustomerManagedTags.

- AR ID : E—WERARANITEREEN , AUREMFE,
« AR BUNEEENBHERTREERESR | FUREMIF A outfile json.

RE , BU LU EEENREERTRIRERES , FLIERT A outfile.json,
BT LLTE AMSInfrastructure IRIEBHRIFZIBENILE | LEFLBZLIRFABREMA,
EEEBTERRA

i%EiB AWS CloudFormation {8 AWS CloudFormation for Accelerate SpEB4HAER EER EFREETH
RKE | REEAA AppConfig B CreateHostedConfigurationVersion AP REB BE MR ENEZEERIR
Al, fEAEREIA ConfigurationID M ATERMEEEEANSESERFAA , YEABFTRAL

£ EEE Y CustomerManagedTags XHFTHIEE -

HETHEBERELETEER  CUXERHNELE, FENBHNEE , XEFEA AWS AppConfig
F#E A CLI #11T AppConfig B StartDeployment API,

HEEERE

BETER & , X HEFEIB StartDeployment API #8 AWS AppConfig ELEE, T3l RERAMMAER
ZB¥ AWS CLI, b4\, e LAEA AWS Management Console {TiELLEE, MEFMEN , F2
BISER 5 . EMERE,

aws appconfig start-deployment
--application-id <application_id>
--environment-id <environment_id>
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AMS Accelerate A& ¥5m AMS RS MEF

--deployment-strategy-id <deployment_strategy_id>
--configuration-profile-id <configuration_profile_id>
--configuration-version 1

- EARER ID : BAREX AMSResourceTagger FWEEATER ID., EB ListApplications API FEILERS
HIER,

« IREID : IRE ID ; FEIB ListEnvironments APl FEIYERB L ID,

- ERBKREE ID : IPBREK ID ; FEB ListDeploymentStrategies AP FEILERB L 1D,

- #HREEZERE ID : CustomerManagedTags WYAHREEREHE ID ; 3EIB ListConfigurationProfiles API I
IYER{S 1L 1D,

- HHRERE : BENENEEREERS,

/A Important
Resource Tagger EEAARERERPEENER, SHERERMUNTAFESSK (FEA
AWS Management Consoles} CloudWatch CLI/SDK) 2 BHEiER , ALFEREENEER
1B Resource Tagger E&. & E 1 ## Resource Tagger B MILEZH  FERFTEH A WE
®;RE|#ams:rt:,

£ StartDeployment # StopDeployment AP| B){ERRHI ¥ EBBHFE , LMEFTNERE 7 HiEHE
ENEINEENETNERR.

EEE—S THRUOMFER AWS AppConfig Thee 2R MEPEBERE , FSBFEH AWS AppConfig A #Y
X,

\

% IE Terraform LA Z 8% Resource Tagger 2%

MREEH Terraform HEEIR , M BB EF A Resource Tagger RIZFELEIR , Terraform AIEEE A%
Resource Tagger Z& 5 A&

B LAEREWIBEARERDS ignore_tags £1FHAEEE |, #§ Terraform RE A ZBEFTHE Resource
Tagger &R, MFEFMER , F2RERELPEREFELH Terraform X4

T 5 &I RET AN 2R 3T 2 AR RE | LAZBELL Resource Tagger EHBFH BHEMNAEEZERams: :rt: :

provider "aws" {
# ... potentially other configuration ...
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AMS Accelerate fF A& 6w

AMS IEEESMEF

ignore_tags {
key_prefixes = ["ams:rt:"]
}
}

48 Resource Tagger EENEREE

Resource Tagger /NG5 EEIEE AMS/ResourceTagger & ZE B+ Amazon
CloudWatch, R&#H¥ Resource Tagger X B & RIF R 2% H 512,

EEER HEE

ResourceCount Jt#F. ResourceType

Resources Jo#F. ResourceType
MissingMa

nagedTags

Unmanaged 7o, ResourceType
Resources

MatchingR 7t#F. Resour
esourceCount ceType, ConfigClaus

eName

iR
EERETHENERBE (EEEREEN )

B FHE

RIBHEEERE K FSEZEEREEKH
Resource Tagger i EIR (EEERER
) BE,

By : 58

Resource Tagger REA S EEZBENEREE
(EEEREREWN )., —BME , EBLERTH
&£ Resource Tagger fERE[EH |, SREAREM 1
fEREE SR AP HERR

By : #t¥

44 Resource Tagger fHREEHRNEREBE (15
EEREEN ), EERERTEHARER , &
EARARER , BERIVERS BB EHERGRY,

B : 5T

B L5 4E th °] LLFE AMS-Resource-Tagger-Reporting-Dashboard F B X BR, EEEFER
R , FBH Amazon CloudWatch B ¥ 13 &1ZH AMS-Resource-Tagger-Reporting-Dashboard. 1R #
R, WERRPVEFEETEE 12 MFHENER,

BRX R
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AMS Accelerate #% CloudWatch B REBEIEHNIIRS , MERARZEERMENEZIEM , I
7 AMS Resource Tagger {EEE R HEERNE R, AMS Operations #RAEBBUT=ZAXRZEER
WiIgM : HEEEAN=EER , SIHEEENFEEREM 50%. MREFLUFFAELEN , AMS
Operations AJ fE & EL R BAR SUMRBI BT,

£ CloudFormation & AMS Accelerate 2%

BT LMER EHBER (5528 AWS CloudFormation X#., & RER) REREREBHR (Hla
S B4ESE Amazon EC2 &R ) AWS CloudFormation ERER.

2

/A Important

AL AMS Accelerate RIS THEEEHR ams : rt : FEMEH., Resource Tagger SRAH
WMEELER , MREIR Tagger AR AR FF , RMISKEMPBR. EEEEANZE AWS
CloudFormation = Terraform , & —E#FERELEEKIPE Resource Tagger HAREHRIE,

AWS CloudFormation AMS Accelerate B9 A =4l

AEFHE AT E%E AWS CloudFormation,
&
« {5/ AWS CloudFormation for Accelerate #Z£52 EC2 1T {E &2

- {4 #Z5C AutoScaling B #H (ASG) AWS CloudFormation LA BNIE
« fE£A AWS CloudFormation for Accelerate Sf B4HAEEE EFE

£/ AWS CloudFormation for Accelerate 252 EC2 #4T{EE&

AR RUAIHEES true B ams : rt : ams-managed EBEREH EEM Amazon EC2 H{TEEHE
5l AWS CloudFormation, ams : rt : ams ZEBRERFEIFZE AMS Accelerate BER BN E IR,

Type: AWS::EC2::Instance

Properties:
InstanceType: "t3.micro"

# ...other properties...
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Tags:
- Key: "ams:rt:ams-managed"
Value: "true"

5 #Z52 AutoScaling ###8 (ASG) AWS CloudFormation LA HIiE

LA 2UMAAES true B9 ams : rt : ams-managed ZHERZ=SE Auto Scaling B EAI 5] AWS
CloudFormation, EEE , Auto Scaling S ERERIIHEE LN Amazon EC2 #1TE
8. ams : rt: ams FEEBFEEFEZE AMS Accelerate E5IRENE IR,

Type: AWS::AutoScaling::AutoScalingGroup
Properties:
AutoScalingGroupName: "SampleASG"

# ...other properties...

Tags:
- Key: "ams:rt:ams-managed"
Value: "true"

£ AWS CloudFormation for Accelerate Z3B4HREZSE

MREEE[FA ZPECustomerManagedTagsHHREEXERE AWS CloudFormation , & a] LAEFA T 5
CloudFormation & 7%, 1£ AMSResourceTaggerConfigurationVersion.Content ¥ K AR
MER JSON e,

B #&7E CloudFormation Stack = Stack Set PE BE AR , MR RKEF/MALFTIERN JSON #
I , AMSResourceTaggerDeployment BERHNIPERERK. FZENEE WERARANFHE
7, B2

%II

MERELEAERE A CloudFormation HBRTHEREMNHRA , F2E T 5 AWS CloudFormation 188
X

« 1£ AWS CloudFormation £#& FE S
o fEF EEE AWS CLI
« BIMBLE

<}
i
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® Note

MRIEERE P —EEASEARRAE , REMBR CloudFormation 3@/t EE | RISIAERE
REAESRESBBEBORS , MAFSETEMBEANIE, MRECBAEERARRERE ,
AIFEFHRBZAEE (LRIRE (1), IHEBENAZAERE , M MBRER,

JSON

"Description": "Custom configuration for the AMS Resource Tagger.",
"Resources": {
"AMSResourceTaggerConfigurationVersion": {
"Type": "AWS: :AppConfig::HostedConfigurationVersion",
"Properties": {
"ApplicationId": {
"Fn::ImportValue": "AMS-ResourceTagger-Configuration-ApplicationId"

3,
"ConfigurationProfileId": {
"Fn::ImportValue": "AMS-ResourceTagger-Configuration-CustomerManagedTags-
ProfileID"
3,

"Content": "{\"Options\": {\"ReadOnly\": false}}",
"ContentType": "application/json"
}
1,
"AMSResourceTaggerDeployment": {
"Type": "AWS: :AppConfig::Deployment",
"Properties": {
"ApplicationId": {
"Fn::ImportValue": "AMS-ResourceTagger-Configuration-ApplicationId"
1,
"ConfigurationProfileId": {
"Fn::ImportValue": "AMS-ResourceTagger-Configuration-CustomerManagedTags-
ProfileID"
1,
"ConfigurationVersion": {
"Ref": "AMSResourceTaggerConfigurationVersion"
I
"DeploymentStrategyId": {
"Fn::ImportValue": "AMS-ResourceTagger-Configuration-Deployment-StrategyID"

}I
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"EnvironmentId": {
"Fn::ImportValue": "AMS-ResourceTagger-Configuration-EnvironmentId"

YAML

Description: Custom configuration for the AMS Resource Tagger.
Resources:
AMSResourceTaggerConfigurationVersion:
Type: AWS::AppConfig::HostedConfigurationVersion
Properties:
ApplicationId:
!ImportValue AMS-ResourceTagger-Configuration-ApplicationId
ConfigurationProfilelId:
!ImportValue AMS-ResourceTagger-Configuration-CustomerManagedTags-ProfileID
Content: |
{
"Options": {
"ReadOnly": false

}
ContentType: application/json
AMSResourceTaggerDeployment:
Type: AWS::AppConfig: :Deployment
Properties:
ApplicationId:
!ImportValue AMS-ResourceTagger-Configuration-ApplicationId
ConfigurationProfilelId:
!ImportValue AMS-ResourceTagger-Configuration-CustomerManagedTags-ProfileID
ConfigurationVersion:
IRef AMSResourceTaggerConfigurationVersion
DeploymentStrategyId:
!ImportValue AMS-ResourceTagger-Configuration-Deployment-StrategyID
EnvironmentId:
!ImportValue AMS-ResourceTagger-Configuration-EnvironmentId
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£ Terraform & AMS Accelerate B 2%

MREFE A AMS Accelerate Resource Tagger , &R LAEA Terraform EFA B HEH, T8 ,
MRERE % Resource Tagger £ Terraform ERZEB M A8 £ M Resource Tagger , BE—EH LA A&
&£ A Resource Tagger W ZMEIERRIRR ; F2E RE Terraform LAZ#E Resource Tagger 12

.

/A Important

HL AMS Accelerate RIETHEEES ams : rt : FEMEHK, Resource Tagger AT
BEELESR , WREER Tagger AHARBR AT AFT , HIEMBREM. X EAELERNE
Resource Tagger #HREH#RE , BN EEFEAK R AWS CloudFormation = Terraform,

LT RUAAZES true 8 ams : rt : ams SERZBEHE Terraform EIEH Amazon EC2 #1TEEERY
&ifl, ams : rt: ams SEZH D IZIEZE AMS Accelerate ESfZ B E R,

resource "aws_instance" "sample_linux_instance" {

# ...ami and other properties...
instance_type = "t3.micro"
tags = {

"ams:rt:ams-managed" = "true"
}

AR RIMAAES true B9 ams : rt : ams SEBEBRERZE Terraform B/ Auto Scaling B #HAY &8
fil, FEEE , Auto Scaling BHEEREBEEEZHHEILMN Amazon EC2 #1T{E. ams : rt: ams ¥
EEBDRIEZE AMS Accelerate EEIR BN E R,

resource "aws_autoscaling_group" "sample_asg" {
# ...other properties...

name = "terraform-sample"

{

"ams:rt:ams-managed" = "true"

tags
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}
}
WMFLAEE Terraform BN EFRRBHIRA |, 5528 E Terraform LLZ R Resource Tagger 1%
.
Terraform
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AMS Accelerate FIEHIHRE. REFERMIRERE

£/ AMS Accelerate , B LAFERFEIR 9 AWS XEHOERERIREBEMGE RN THE AWS
Management Console. AMS Accelerate #&4E 20 7] Hround-the-clock Bl FESR B B4 FIARTEFE R |
LA R 75 49 (20 FE B RS AR A K ZE 15 38 (SLAS)o AMS Accelerate #iE T2 FEAMERMNME | FEiEA
BEENRENBE,

AMS Accelerate 12t ZELERY , HEHEER S HEE AWS, ZEEHRIE T H AMS 41 AWS Eii
BBRMM —LRIEEETNRE , A¥Fround-the-clocklRi§ A . TEIEE, oM. B#. LENESD
BB ERE FERERSHEE | BF20 AVMS 2L EEX,

FE

« AMS Accelerate FHVEHEE

* Accelerate PRI FEREE

* Accelerate FHYEH R E MR F R
« AMS Accelerate F1EEE R B

AMS Accelerate HY B4 EIE

£ AMS Accelerate & , A LA{EH AWS Support Center Console RIEXREHHE, EHRFESE
IRIE AWS BR#& BIZKBERTRE , BB AMS Accelerate Si#&RE. AMS Accelerate BB B EH 2 KU
IS4 (ERERNRARREEE ), IRBEBRENRE , SHEBERETR , UBAE T, AMS
Accelerate IR EHRTEEEEHN  BEREH (RBEPEDREL )  BE2EE (—IZ
REH4NEBEEREER )

(® Note
AMS Accelerate BB th & ZBENFRFT AN , ERARBATS B AWS Support API I E

BIUMNEHservice-ams-operations-report-incident,

MEER WRMER XE , FSM AP 2E,
TESSHEE"?

SHEER AMS AREHE,. BE. EEFRATEHERELRHABHNER,
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EHEEREFNEEREABRERSERBVERRE, SXBFERERE  YEKBXFTEHEE
%EO

SHNEMaE (EFRR ) BEERERER. BOENEFZ AP, ARMITHHEEE (HI
MR R ) o

TERBED AMS HEZEHHN TERE.

LB #R AMS @EEHRE 2 SHN THERE,

SHETIEF

£ AWS Support 0y, A Support APl (SAPI) RENHEH , H9EEE AMS =2 EHEN
NWEHTE,

: B2 AWS 5t AMS ERHBHRBERBNERAEXNEBRRBEZINHE,
: B2 AWS M/sk AMS BRI ERBRNEAEXZITERE , BEFERERE,

 BHNEBEZINEARE. B AWS /= AMS ERMEBENEREAEZEREELER. BERB
ELERBMNREZEDH.

W B OmR

(@ Note
AWS Support Console IR R EBRNEHEEIESF , R THABIRE={E AMS Bk,

EHERMERLRNEERR
AMS Accelerate £/ IT REERE (ITSM) EHEBEREEK , EEERFIRERRK,

BMEB2KBHMAEEDRDL , Rt FEMfollow-the-sunZE , BEBNREETDHERERER
WRAE T,

BN ETRMEARNSE4EMR TERER, k. 28, EEBEIEF. 2. BRNEEME
% BRIFEB AWS ZEFRLOH AWS X AP| BERHFMAEEEZENET. RANEEFIAZ
BEASAWS ZETE | HBREMEELES, ELER FIFEHTE AMS Accelerate TR ER

&, WERERBRNWEMNFEERFBREEBINNZIEBE, NRERMNWEEREFEZHE , Premium
Support AWS F iR BB & R R
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£ AMS Accelerate BREBRIREIEHNEH 2R  BMNERBERIEFNIE  IRFEEAES
BMeEfek. i, MREHRETEFNIBEARBER , AIGEHRIE , AMS Accelerate R
B REBRSEELBEANE. IREATHEWER 7R , IERIMSBRRRBERER. AMS
Accelerate BEE T ES2ERNBXAURGHRER , YRFERSHEREEGIEER , EXSHH
RFBIE, BEIRE | AMS Accelerate IRIFBIX SRR HBEHMBR T RUHE B REM,

MRBAEBREMNEHFELNBEIIESS | AMS Accelerate TRESEBERRMER. HEZHRE

BANERCHINIIEHFEOERZE , BEFEREE , MENRBRAREEHEBNFERRERR, W
REERHEYBEETHERZE , AMS Accelerate BIE , BN ERBRERNEEE (CSDM) HJ&E
e8HEF  BENREFRNIIBMBRE , AMS Accelerate ] LA BIRNEDE R

£ AMS Accelerate P{ERE#
#°AWS ZEEHRL |, BAUHITTIETRS :

- REMEHEMH. EEHRE AMS Accelerate B |, FFIERIE IHEER FEIF AMS Operations --
Report Incident,

- SAMAERXEHNBENFHEENRA,

« HOREME b ERREENESEHANHEER,

- BEFANERMEFTEZENEN  LHEEFEFREAETRAIBET.
- BEBEIRBRSGEREBRENEH.

@ Note
BRPRINETEARZEEN ; HRL2[E , FRASERIERF (P1 = P2) XEXRHA.

- BEREMH
- REHBEAFND

THEHIRAEA IEROREREN. ERE , AMS Accelerate BIERSEEESE |, IRIFFLE AMS
Accelerate SLA f#RE 4,

RRREH LR

BREAXEFORSEN  FSRAXEXMH  EUXERD

BRER XE PORSENH

1. B—TEURH, EXEHRGIEEFERIFHERG
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2.

BB i T BRI R AR E | SR8#2 AMS Operations -- Report Incident, RIEEHHHEBEER |
RBBEBIE,

EEEEAMAEFNERASBEBREFBHKIIEA , FHENSEE CC ETFEMIEE ; IREE
BEISELR | FAB A, BEME AMS Accelerate BRI B A HEBEE FEBH DA ER.

® Note

MRENBERSTREIREFMAER. B LEBERAREMMEBREM T HEBENEME
o filtn , ZEMRUERE , HAKETERBHELCNAF. WRIIIEBRI—RIEE
B, HARPEIESENRRENAR, EFEERT , BFLERRIIRIRE LBETRW
Description Guidance (##R15E 55 §t).

EXRRHENEFATFEM , BURSENROIREMRIVEE,

Bl LAER AWS Support APl # B fR#E X Bservice-ams-operations-report-incident
HWESEH,

ELy M #H Accelerate 4

BAIERAZEPL , HARNERFT A AER & APl DescribeCases#E , REH. EiRMmEI
EHHRENBRBFER  EMEBS RO,

BEMEM X& Center B2 RH|. SHIMBFR , FERETIIER

1.
2.

£AWS EEFEAT  BEEXE,
REAEESD  BRENZERS  AEERS , ARREFEEFURMEE B ol ENEAN
AMEFEE.

MREBERFEAEFRRIPR , FE-TXEDONRBMRS , £ XE PORMERJZIE
H , BEEA AMS BRIEEE,

E Accelerate IRIFEBEMBENEHIRBAREIE , KSR -HEFBH  URXES
DHPEHNER | SESRTTEFE,

(® Note
BEEAZEBEEE T B REEREBER.
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MREXRIRPEFZRH , EAILERA Filteroption :

- EE  ERALBRFREESRIETETNERT,
- BEM  FRAMEEIRBREMEERS L FERREEPENREN.

- ROEE  FRAREBEEIEERERVBENMBERG, MERSHEMREFR , EREARKS
EXRFIBEGLBRERMERGIBEET,

- REE : EALER TEBRRBFETERERERE , ARBERREL,
BEMERIIRE  FEFEEEH.
NRBHZEAYREHBEREERL , FRERAES,
FERMRVIRENET  FRELE. GATNER , AREFRERX,
FEERPBRIAEEERBARS , FREBEARM

o o bk~ w

A EIR 1-5 EFFD REPERS , B AMS MERMNRE,

f5H X APl BIE Accelerate B4

ERLAMER 2B API REVEH | Y EREEHNBEERNIERE XE ST HNEHR. XEAPIE
MAWS ZEROH R THAEE,

MEEBEALMEAI AWS X BRIBNETR , HSWEXBRE AWS 2 BRI =SB,

(® Note
AMS Accelerate BB URBER BRI A XNEAEERBAE B RKBWEEIWEHservice-

ams-operations-report-incident,

[B1 & AMS Accelerate EAHE4

AMS Accelerate 8 T BIERENEIR. MEFMER , 528 AMS Accelerate PRYEEIZ S+
B, B AMS Accelerate 8RB EZ VB4  REBHNEENH, IRFEEERMBIERBRSE

# , AMS Accelerate B E K BAEXEEARFRENBIREN, SBUREAEASHHERHERN
BN  BEREBXEFL , BERLERATEEEBE F B4 HERBE.
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/A Important
BREBEHRASRBFERNRESERA , FEMURVPEAEF B,

B E Akshay W LUE—2 TH#E (4 - 15)

Accelerate Y fRFEER E R

e

 {BFER Accelerate FIBRFERES

o IRBFEREFEM{AE Accelerate FIEE
* 7£ Accelerate PRV RIEFES

o EEFRFEH Accelerate HIRFEEES

« £ Accelerate W& API EXERIEES
+ [EIfE AMS Accelerate FE 4 RIEFES

AMS Accelerate £ /I RIS AR EE R, RIE, EFEEE , YR/FEAPERBBRVE,
REFREEREFNE ERRACHNIERBRBELEEN RS,
HRIREMBERN , FEURBHFR,

® Note
AMS Accelerate B AR ERFT AR EARB KBS B AWS Support AP| 2RIZURIEE 3L HY

fR#%5EKservice-ams-operations-service-request,

£ AWS Support Center , A LL#{T T FEF :

o MEMEHRIEER, £ AMS Accelerate FRIGFERF |, IR INRER FIRIE AMS B1E - RIS
Ko

- MBFECRXBREFERWBEENMFMENA.

o IKREMHEMENZRGH RN ESREBRNVER,

- BBFANERMEFEEENER , AHEEFIHEREALLETRGBER.
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. FRRIRFEFE R,
- FHEREFEREH

IR Accelerate FIBRIEFER

THEHIRBARIEE R, ERIBXREERE , AMS Accelerate BB EERESE |, BIBEN AMS
SLA fRFER.

- AMS = AWS —#%$55I

- E@mREX MW HHEIRE

- B HEEERARIE

- BB AWS AR ThEER R RE

AT RFABERBBRPRELAVEM

- FHEE
- BREERKK
-« R KK

RGBSR E IR UN{A#E Accelerate FiEE
PRG35 R 1598 AMS Accelerate BREBBEIE,

AMS Accelerate IRFBB N E B RBFERR  SREAXFER , LBRREER) BARBBERIE
. MREHEM D EREHN , Al AMS Accelerate EHEERFEHE , TEFEXBHNEE,

R AMS Accelerate Operator AJ AR RARFEFE R , MBI R, fln , MRBREFBRSEEHE
BEEIHMEN , IEEF2KESEZHENERIEZEZHHE,

WMREHWRBEF RS M BIRERNINEERER |, B AMS SEBRBBREEBEHNIEE, ARMBERER
WERRIEIERSE ETA , R FRREFRSEH. NFRFRBEHEFRABHREDE , FHEEHN
CSDM,

MRRFEFEREH AMS Accelerate RENEE , EE FEEEFRBLENERBBINEES , B
RS TEERN AWS X EBBER , WEEEFBAHGE , SAEEERIMILSER,

HERTEHBRBIMEZH , REFRTEHER.
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AMS IEEESMEF

® Note

EFARAT , BAEREREBBSASTEBN. SBAUEERE , UFBEF.

/
\

==
B~

1£ Accelerate F12 3 fR#%

EREVRKFER , FEE TSR

b

i

£ AMS Accelerate £ & |, BIBEEE xR,
BERBUREHER , SR KLEN AMS - BRBEFR.
i#4Z aCategory,

ChooseSeverity ( {£PR Plus = Premium F& )
WALTER :

o K~ w0 Dd =

« 8 REBFEROERERE,

- R RBFBROTEHR, SRENRE , URBROERER.

6. EHEINEHMF , FEEMGER  ABESLBZNMHE AR
BERM. &EMBRKAE , HEERRE
N

7. BHEIRM BB Web FERBHE AMS, HEZRH MR !
- RIFHBHEEES - E3LR AMS Accelerate REFERZEBNES.

« Web : B IRIEFERZFEIR Web 123 , W AMS RAEBRKEE,

« BIX : B2 AMS Accelerate BERTRF LK, HBEBESEEHGZI XTI,
- B AMS BREERXEBEEKE. MEEH , FWALZH AWS EiF, SFEHRBALEMHRER,

- HaBEEA - AR EERBBR LERNEFAHME F B4,

8. EBEERX,

ROFMEAREEERYR , HP S RBFRNEEE , 620 Type

MStatus, Bk , BELREN 2 FERERH aCorrespondenceareas
FERMBARSYRHEAMFMEASIREEN , FREDE,
FRRBRIEFER®E |, BREFRES
NREHZEALREHBERERRL , FREBAES,

. Subject, Created., ID

B RBFER
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A EIR 1-5 EFFD REFERS , B AMS MERMNKRE,

® Note

MRAEZRAHRBEBRIGE , EREERBEESETEZRBEFIRNVER , flw
AMSTestNoOpsActionRequired. A% , BAILET B RIEERFBREFNER TET
A,

AMS Accelerate BBV LU RFRFT AR , EARKKITER M AWS Support API SRR IEER 3T
W BR#EFERservice-ams-operations-service-request,

SRR H Accelerate B ARG FER

BEEM XIE Center B RH. SHTRBHFR , FERBETITR

1.
2.

£ AWS EEREEASF , BIEEXE,
REAESES  BRENZERS  ABEERS , RAERREFEERURME S B IRENEAN
AHEFEE.

MREBRENKEASFIHR , FR-TIXEFONFERERS , £ X8 PORBESELR
H , BEEA AMS BRBEE,

E Accelerate RIFEIRENRENESHIBBRFRRIIR , SR -—HEFEH , URXESF
DHRESER | EST G R,

® Note
LELEBEEE THIFREERGIER,

MBERRPEFZRH , BRI LAER Filteroption :

- I8 EALBRFRGESRATEPNERT.
- BEM  FAMEEIRBREMEERS  FERRREEFENREN.

- ROEE  FRAUBEEIEERERVIBENABERG, MESHNMRBEFR , EREMARES
ERFIAESHRERMEROBET,
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AMS Accelerate 8 %157 AMS SRS AER
- REE : EALER TEBRRBETERERERE , ARBERREL,

BEMERIIRE  FEFEEEH.

NRBHZEAYREHBEREEERL , FRERAES,

FERMRVIRENET  FRELE. GATNER , AREFRERX,
FEERPBRIAEEERBARS , FREFEBEAR

o o bk~ w

AR EIR 1-5 EFFD REPERS , B AMS MERMNRE,

£/ Accelerate I & API B R FHF K

&I LAE FAAWS Support API RE M REFFER , L EFBERAEUARE AWS XEAESNEBHIBEHE
BFl. AWS XIE APl EE KE 5 HIAWS EHOIT R

AMS BB thEiZEiBEA AWS Support API & H iR #5% service-ams-operations-service-request , SAf2
X AR BRER I RBEFER

MFMAEAL AWS XEBRBHNFRER , F2REART AWS TEXMIMNEmEH.

[l #& AMS Accelerate B4R RIETE R

AMS Accelerate X B)ES IR BN EIR ; MFEFMENR , 52 B AMS Accelerate EPE’JE"?E'E%ﬂgFFM
3, B AMS Accelerate B AR E I REFRIREBL , BEREZELENBERBRRES
B, FEIEEIERT , AMS Accelerate BB EEX BB EAIRFRHMOBEA, ,m\l«,{éﬁiﬁﬂﬁﬁb;%{’iﬂ
MENAXNEELEHEER  BEREBZEFL , BEERELEERT , EEETHBHREFBEA.

/A Important

BEERBRBFERIBHRIINREEEEBL , KX ATEMURUPEAEFE 4t B
ReErER Y RAIFHEERGNEF bt

HBTE AMS Accelerate Bt S8 EE A E FEHHARESER , BAEFEHPRNERZTHEE, 8,
BT LA AMS Accelerate TR AN A RFIFEMEF EEmREEEHA.
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® Note

AMS Accelerate 2 BAEIERE AWS tRFHWEEE FEMHibit ; RPEZEFIGERBRE
P& ANEFEHRR , UEERBFE R/ BHNEEREF. iIEXE AMS Accelerate TN ATEF MIEES
BN A AR E,

Accelerate FHYE 3R & AR FE 55 SR AIE

AHBA4RERRBERERE , BMAFEREEEEXFHEE AMSTestNoOpsActionRequired, & A
ZAVMS MEEHRFREANAR. E AVS BEIRMEINCE , TS UEMAXEE,

AMS Accelerate Y IRE &
EFERXIREINBEREE , B THTER

1. 7£ https : //https://console.aws.amazon.com/support/home#/ BRK AWS & iy,
2. BEEIRFARE,

3. EEEMNRH,

4. EERIRFARE , AREBETEIEHRS
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AWS Managed Services R ETE|EHEIE

AWS Managed Services (AMS) 5t8IE4EE (PEM)  — & AMS [RBER. PEM F/H AMS RISE
EFE4NERPBETED. HHAMHE, PEM WHBiRFE—EFE PEM BEHSEREEEHE
IR EEE S,

AMS PEM &4

AENEHLEERANSERANER, AVS BEACRENHARR (RHANEE. U
£, UREM AVS RERHTHEE ) | LEE PEM EDBMENZEL. A% CHEREHD
(CAs) RRBIFIEP{E PEM EBIM R, BITEAER AMS RIESR, £ CABEZ%  AVS RIER
FEHE , LROHBRBHZAEE CSDM) HAEEEKRSRE,

PEM Ry $E R
TR AN PEM EH

- BEEH

- BEFEBE  —EURMNAERNRELEERS L, EERIEF. ABNRENES,

- ReBEEA  REBHOEXRE  RAURGAERABERT ERFTERRK, EFNMAESNES,
- BERFRZ2EM4  REANREEH, flw , BERH.
- BBXE  XEFTENMANEREER.,

W THEREEBNE AMS B34E |, UHFE AMS X EHBNGTEIESHNEBRTE. NEREERNT
Bh |, EEEAR IR CSDM,

AMS PEM &

PEM iZF3E T HIMEER :

- PEM RAE) : BRI LAEA CSDM REZREIEHMEE , LHIE AMS BIEFMENRE. AMS
CAsE#E PEM FTEIMNEMTIEE. CAs EE#H. BTHRENMBEBLSHEEE AMS Security and
Operations &1 , A EFE PEM BIBIITEBRFMRFIER, A% , BH CSDM 2 PEM E:F | ¥F
[ AMS EEEREANBEMEFMEF. AMS FE 14 BABRNAIERME , FHEE AMS EEEB
BERERE., REENEE , UARERER.
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- PEM R : AMS B2 /EBBKE#MEI PEM 5K , 8 CSDM &1 , BE PEM ;T2 N EF ERAT
,

« PEM % : AMS €HEIEMHNELR , B CSDM EE PEM FBHHENXERF,. IR PEM 858
SBEF  BEHW CSDM EAEIEEE , 8| PEM €& E&E.,

o EFEMBIT : AMS AR PEM BB ZBIFTENERETK , XREATNEFSEHA. AMS A[HER
PEM STEIERHIT , WIRERENERERE,

PEM FAQs

wm{afE PEM B4 HIRER Cases : Service Request SRs)/Incident 8 AMS B Ej ?
- £/ CSDM 7 RFC/SR £ §1TH U %X L AR PEM IDPEM-ID,

WIEA , &R LA A B R B R IE 1R

« BEALEYRBEFER (SR) RtwENEARS , HBEBRAEEHOB[E, MREFER SR,
8 PEM A& B,

R PEM HARARMIE , SR/TWLERE ?

- BF®IRF ID 23% PEM L,
- BRERMUNFERINER BB BN PEM RERES & EBERERAPMRE,
- PEM FHEFARERSERN RIS AMS T,

PEM 555k 2488 SLAs 5 SLOs ?

- PEMsT&Ed SLAs 5 SLOsE I B3,
- PEM #HBAT/EIEHE SLOs ( lR#FER. E# ) B SLAs  SLO B AMS SLOs E&.

WEFMEE |, 55200 AMS Accelerate FIVEM4IRE . RESRMIEEHEE,

BRAREAWLEBRBEFER (SR) 23 PEM?

« & , PEM E3 4 ZEH Cloud Service Delivery Manager (CSDM) BIE,
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FEFEBRIF

BEE R (OOD) & —F& AWS Managed Services (AMS) Thet , AIEBEM AMS BEFTEIR BRiRE
ERMUNBERSE , RIER AVS BRIETEINSEELGE AWS, ENE K BREREEBRBLNESHE
Bt AMS ERWEE R, RERMAERHMESHN , TRLZREZTZERRAN AMS R AWS B4ERM
Ihie, LRESABESEELR 20 NEFNFEELR (OOD EHR ) .

BA LARZEE(L AR B $&HIRE |, WiEBRKEFERBEFHA OOD 28, O0D ZE fm i) €5 2 IE 15 Bh 4
& Amazon EKS. #{E AWS Control TowerfIEE SAP #£5%., BRBERNBEMPZEEINREERR
Bl EHFIEHNE KER.

OOD [EIBE AR AMS Advanced 1 AMS Accelerate ##4/E518l , I AT AMS BB ATE AWS EEF
FEA.

AMS BEEELFERNEER , ITEFL2EAKRERE (CSRM), EEE—X 7# CSRM BF , 2
BEERRLZLENEL,
BEEREAEBH
BEFE R 1E (OOD) ABTIRMH T RATIRK RIS

(® Note
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BT E
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AMS IEEESMEF

WMEREERTY , BIRFEER HTTP 200 B fE, FREEEE T 5| JSON XN E R,

url : EEFTFER B QuickSight URLdashboardName,

| Fa
e
NEFABEERERNENET  BSEERREE,

BadRequestException:
RXNFREM, Sl , MRWAFTERFER, MFE
HTTP #REERS : 400

NotFoundException:
BRABBERNER, FHEFK URI EH,
HTTP AREEHS : 404
TooManyRequestsException:
AREEIHRRRS, EREENFREBER.
HTTP #REEHS : 429
UnauthorizedException:

AREE , RAREARERHAMNT,
HTTP AREEES : 401

A EE API #24E : ListReportsV2

E AMS =2 AFBAK , It APl EERERKBFEF,
Ao

BOEERS AT AR REREEE

SR AER | F2EERRERAS

EREAEMEARS, ETEAREHNEREE

REB API #B1E
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HTTP/1.1 200
Content-type: application/json

{
"reportsList": [
{
"dashboard": "string",
"lastUpdatedTime": "string",
}
1,
"reportsType": "string"
}
[ fE T &

MREERT , AIBRISER HTTP 200 EIFE, FREEEET5] JSON BXHER,
reportsList : I ABRERENEE,

BE . ERRY 4D

reportsType : FHEBEZEIRFRERS.

1 PR

e

<
i

g

N

WEMEBEERERNEEES  F2RERER.

BadRequestException:

REXMNFEREM. Sl MAFRTERFER, NEFMAESR , F2REBHMNERAR
HTTP ARAEHS : 400

NotFoundException:

BAEBRNER, FHEEFK URI EF,

HTTP #REERS : 404

TooManyRequestsException:

AREEIHRRRS, EREENFRRER.

HTTP ARAEHS : 429
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UnauthorizedException:
AREE , RAREANRE RN,

HTTP R4S : 401
gmiEHE (80)

AARNHRE

« AMS R HTEEFAEARE
- BEEXFAER

- BEREHENNHATEE

AMS ERIBHTEEFAEARE

EREARE , AHBIEBIMA AMS BHNAEATEE. 1RERE, HTEEFAEN. HERR
MERE, EEREITRE., HERFHEAN T LRI,

LERERM

- IREMNEENFEEATERLNER., £EMFEERBRITEARFBRE , MIEHTEBER.

- MFEEBERSMHETEEBNER, B AWS Systems Manager (SSM) EZMSFAEAR , S
= THRER) FRER,

- BITERBMREIGHNER. BT, FLRELNBTEEBRE.

FREEWUERE BREWVER E&

7B PR access_restrictions PR Hl 7 EXAY R 15

#RS ID aws_account_id AWS #1T1ERE ID FTBMIRE
ID

EEEIRF ID aws_admin_account_id HEBANEE AWS

Organizations &5,

REEHE account_name AWS IRF &8
IR P AREE account_status AMS 1R B AR RE
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AMS IEEESMEF

FEARVEE

MRS ERE

Auto Scaling B #E &

#1T{ERE ID
BITERERE
T EREMENEE

BT ERSHENFHERE

BITERFAEE
BITERYERE
T ERAE
BT ERER
RS
HEREREEE

RN ERATAHRE

BEREBUERE
account_sla
malz_role

instance_asg_name

instance _id
instance_name

instance_patch_group

instance_patch_group_type
instance_platform_type
instance_platform_name

instance_state
ec2_tags

malz_flag

mw_covered_flag

earliest_ window_execution_t
ime

Ex
AMS 1R F IR A
MALZ &€&

DEHITEREY Auto Scaling
B4E (ASG) 278

EC2 #11T{EERAY ID
EC2 1T E B

RRAGEAITEEE 2 X EFHAE
Rt RR RV IEHEXFESR
i

EmEAREERE

EERHE (OS) |E

fERR#E (0OS) &1

EC2 #4788 A& o i 3 A AV AR

“
&

Ed Amazon EC2 #1T{Ef& ID
B ER

MALZ B3R F BV IEAR

MRHTEREDE—EER
RMEBERRRHITHBANMHER
R , AIRAEERE , RAIK
WE

TRFERPATHE R ER AT

EHEl®RE (8H)
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AMS IEEESMEF

FEARVEE
MEERERATAHRE

EEKRFE

& B R

i 3
B[
i I 1\
=N

EREXFAER

BERERVER EE
earliest_window_execution_t TIRFERRSITH B
ime

prod_account AMS prod. 3Eprod &5 #Y 5k
B, BURRIREZRBERS
‘€& 'PROD'. 'NONPROD',

dataset_datetime EEXREN BBAEE,
instance_stack_name TEHTERHEESZRE
instance_stack_type AMS #8 (BEFIRFHH

AMS Bz ) HEFHER
( XEEFERARERAN AMS
ZEERRE )

hHRERESEDTERNEHEAFAEANEESTERNEZHE,

LIRS RM

- BREAFEREERE FNER,

- HEERER., SERE. BLEAH. EERRITHARRAY (32 ) NESERRTIZENHT

B LtNER,

- IRFTAIAFERRMNER , URZEFEXZRBNATEERHE,

R
RE A HARR
&5 ID

tRE B

ERERUERE EE

dataset_datetime EAREHN BN,

aws_account_id AWS #17{E % ID FRERIIRF
ID

account_name AWS IRF &8

EHEl®RE (8H)
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AMS IEEESMEF

WA

R iR RE

B -

B8

ant

- Ef

#HITER D

BITEEERE

BITERFaRE
BITEETFaRE

ERERNVERE
account_status

compliance_critical

compliance_high

compliant_medium

compliance_low

compliant_informational

compliant_unspecified

compliant_total

instance_id
instance_name
account_sla
instance_platform_type

instance_platform_name

E&
AMS 1k iR 58

BEMA "BHE, NaRBHE
BEXETE

BEMS "B NERBER
XETH

BREMAS "medium" HERE
BEXFE

BEMS TR, NERBHER
XETH

BER TEAL BEMNEHRE
AR

BEMS TREE) WERE
BREAFTR

BREMEXNE (FFERE
)

EC2 #1T{ERHY ID
EC2 #1{TEIBRATE
AMS MR F BRI 5 =
EERE (0S) |E
EERE (OS) &8

EHEl®RE (8H)
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AMS IEEESMEF

WA
HITEEBEHEXHEEE

T ER S HENEHE

YT ERAMRE

T ERRR

ERBITHERE
HEEIFER ID

HEE R BN AE
HERRER
MR T ORBIT A R

HERRFERE (D)

ERERULEE

instance_patch_group_type

instance_patch_group

instance_state

ec2_tags

last_execution_window
window_id
window_state
window_type
window_next
execution_time

window_duration

ExR

DEFAULT : EETERRME
R TR MR EAE |
¥ 1TER LB AMSDefaul
tPatchGroup : True BERE

CUSTOMER : & FEIAVE
AR EHE

NOT_ASSIGNED : FKiEik{&
WA

RGBT E R 0 4B E A
iR RV IEHERFESR
i

EC2 #h{TERE £ aniB A AT AR

&

B2 Amazon EC2 #{T{EE ID
B ER

HATH BRI RINERE
MR ID

MRS ELR RS

MR EREE

TR AT HER BT BB

HERERNFERE , UM
REN

EHEl®RE (8H)
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AMS IEEESMEF

WA
HERERREEE

a8 - e

A
op
&
att

a8 - 1K

e/ -&Fn

TEaM - 5t

ERmEXNEE ID

&M

ERERULEE

mw_covered_flag

noncompliant_critical

noncompliant_high

noncompliant_medium

noncompliant_low

noncompliant_total

patch_baseline_id

patch_status

ExR

NRHTEREDE—EERK
AEBERRRHITHHANHER
KR , AIRAEERE , RAIK
WE

BEMA "R, NTERE
MR

BEMS "B WTSRER
BEXEFTE

BREMS "medium" T EH
EHERNTH

BEHA E NTFARGH
EEEE

BER TEFL BEMNTER
ERMREARTR

BEMR "REE., NTER
ERmREARTR

TEREFBEXNTR (FFE
BEM)

B AnEEEHTEENBHE
NEE

EREAEASAMRE. MR
ELR—ERDHIBHEEN
RAFTEBERRATER ,
BRARER

EHEl®RE (8H)

WA October 3, 2025 140



AMS Accelerate A& ¥5m AMS RS MEF

WA BERERNVERE E&

S EIRF prod_account AMS prod. 3Eprod &5 #Y 5
BIEF , BURRIREZRBERS
‘£1{& 'PROD'. 'NONPROD',

BER instance_stack_type AMS B ( EFIRFFH
AMS EfftzSiE ) EFHE
(XEEFEAREXWN AMS
SEERKSR )

window_next_exec_yyyy window_next_execution_time
NEBHEB D

window_next_exec_mm window_next_execution_time
BB

window_next_exec_D window_next_execution_time
B REER

window_next window_next_execution_time

BN . D EIZR D
_exec_HHMI
EREHEEXNNITER
S RE EXMBSERATHEEREHEER 2B ITERBNFHEER.
IR R

- B#ERX ID BERRDEHEINER,

- ELF—EEASHEXNBENAMEHTERLNESR  fluSHEXREYE. REBNXE. &
EMEmMmEXAERIT A,

WA BERERNVERE E&

e H HiRF S dataset_datetime EEXREN B BHMEEE
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AMS IEEESMEF

WA
¥R ID

RE B
EFEBAR
EFER
EERF

R 5 AR RE
R S A

#17{E#E ID
HITERERE
HITERTFEEE
1T ERRIRRE

HITEEERER

E®EN ID
EHEAREN
EHEXDE

ERERULEE

aws_account_id

account_name
customer_name_parent
customer_name

prod_account

account_status
account_type
account_sla
instance_id
instance_name
instance_platform_type

instance_state

ec2_tags

patch_id
patch_sev

patch_class

ExR

AWS #1T1ERE ID FTBMIRE
ID

AWS IRF &8

AMS prod =3E prod 1R F HY
B, BURAIREFZ2RBERSE
‘€8 'PROD' & 'NONPROD",

AMS 1R F Ak RE

AMS 1R F IR# 5 =

EC2 #ifT{E## ID

EC2 HifTEBHER
¥R (0S) |

EC2 #{T{ER & i Ak

&

B2 Amazon EC2 #1T{E R ID
T BB Y AR

ERTEMRERN ID
BEBMENEHEXREN

BEEHEIRMENEMHE
BV

EHEl®RE (8H)
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AMS IEEESMEF

RER
BRI 1T B KRR (UTC)

EHREXRERE
RIEFHH KRB

RMEmEER KE

Rr®eE (8RH)

ERERULEE

release_dt_utc

install_state

days_unpatched

days_unpatched_bucket

ExR

BEBMENEHEXNRTAH
5

=18 SSM EHTER L& &
&R IRE

B L)X SSM & AR 1T &
BARBHENKE

AMEBRBWFEERTE

HRBRERETENRE (MNEA ) BE. ©ERERD (KRR ) WRE , URFAHERRE LW

&¥
LIRS R

- fREREE

- HENRRBE

- fRBFTENRFEEEA

HWuERE ERERVER EE

w5 B HARF RS dataset_datetime EEXREMN B BAEERE,

®E ID aws_account_id HITIEE ID FAEB A AWS IRF
ID

EEEW|RFE ID aws_admin_account_id HEZBANEE AWS
Organizations tRF

REBHE account_name AWS IRF &1
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AMS IEEESMEF

W= B
#RF SLA

R RERBERZ R B %A B HIRF
R IR IRERRBA %8 B H S
fii {0 tRIR 5T X B HA B

fii {0 IR IRE I B HA B
TR EF IR RE

(Rg-Ed

£ ID

v T PRV R 4D R
@05t E ARN
fR{0ETE ID
fRinETEIR 8

R D T E A
R AR A 1D

R R7E ARN

R X EE R

IAM &€& ARN

BERERNVERE
account_sla
malz_flag

malz_role
access_restrictions
start_by_dt_utc
create_dt_utc
completion_dt_utc
expiration_dt_utc
backup_job_status
backup_type
backup_job_id
backup_size_in_bytes
backup_plan_arn
backup_plan_id
backup_plan_name
backup_plan_version
backup_rule_id
backup_vault_arn
backup_vault_name

iam_role_arn

E&

AMS Bk = iR %% 7%GE

MALZ 1 E8 bR F 89 IR AR
MALZ &

PR &I 7 EN A [E 15
RIBEEFR RV B
R R BB B A B A BE R B AT
R IR 5T A B Y B R B AT

R ERIB HA e Y i R B RC

R BB Y AR R

(Rvig=Eid

i 4212 F5 B9 IE — 58 B 7F

B o4 A E AR i3 K/
B EHE ARN

o &8 M — R BIAF
ROEFTERR

(R E-TES

fmtp 8l 1D

B2 RFE ARN
BRORFERR

IAM &€& ARN

HHE (2RH)
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AMS IEEESMEF

WA
H1T{ERE ID
1T EBR AR &
T ERER

&R ARN
&R ID
BiRES

EREH

BR% ARN
BE% D

£ REMBRERR

BRHEEE REBELRT

BRI NZARRE
EREMZELE ARN
#E D

HEZE

BEREBUERE
instance_id
instance_state

ec2_tags

resource_arn
resource_id

resource_region

resource_type
recovery_point_arn
recovery_point_id
recovery_point_status

recovery_point_delete_after
_days

recovery_point_move_to_cold
_storage_after_days

recovery_point_is_encrypted

recovery_point_encryption_k
ey_arn

stack_id

stack_name

ExR
ME—#11T{ERE ID
YT EBRAR &

B2 EC2 #1788 1D MEEEHN
EH

Amazon EREZ
Mk — &Rk B BF

ERNEE (MXRE, 8
A B

BRER
EIREH ARN
BRI — B

BIRFRRE
R BAVE R FMIBR

iR RBBEARBENTHK
EEEEFS

BIRE AR &
BEREINE S ARN

Cloudformation 3t £ M — 3% 5l

HHE (2RH)
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WMuBEB ERERLER EE

B - AMS FERISHRENEHE tag_ams_default_patch_group 1E®|IE : AMS FEREHERE
18

BE . EAEX D tag_app_id B&E  EAEXID

BEE  ERAEXER tag_app_name BEHE . ERAEXEE

EEC A ) tag_backup BERE : HH7

BE  aREE tag_compliance_framework EEE  aH%E

B . A tag_cost_center BRE : AP

BR . BF tag_customer BERE:EF

BR  E8lo8E tag_data_classification BERE : ER9HE

ER . REER tag_environment_type ERE  RERR

R . 2ER tag_hours_of_operation BERE . RERE

B e EEMK tag_owner_team BERE  HEEEK

BE  EEEKEFEM4 tag_owner_team_email BEEE #HEEEREFEMG

B . sHEXFHE tag_patch_group ERE . gEEHE

BR XEEEXIERF tag_support_priority BHE . XBEXIEF

HERR [ AR R volume_state AR AR

ESH®E (88)
HREREEFNROBERLELIEF, BREMANSFRE  0F

. HBAEERSBHNXERATH
© RRCEERFOEHEETBOEHRR
- SESHEHBHEANBEREES
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BRBAENERRALUAREESH®RE.

« BAILUER IRFHAI AMS 24 |, EBHEEHEFIEEL,
- BEATIERERNERSE , TEB XEIRFFH S3 MEFEER.
- ERRUENBPERL , RESHRYSFERNA, =, BIN/HAREBESH.

WrEB ERERVERE E&

& A HA R dataset_datetime ELHmER A MR,
&5 ID aws_account_id AWS EHFTEHIES 1D,
EEEIRF ID aws_admin_account_id &R AR EE AWS

Organizations tRF

WRE & account_name AWS 1RF £,

=6l 1D case_id E41 1D,

BYAHG created_month EHEIWAMD,

BERIEF priority EHMNELIER,

BEM severity EHNBREM,

AR A& status EHRE,

Rl yuma_category EHER

By HH create_day EHLLYYYY-MM-DD &2
VKB,

= BvA: OB | created_wk EHLLYYYY-WW X E T

HW—B8, BREBRA RS-
BRI MG R, HRH 01
352, £01B—EREE
—FE5-RH—B. Hla,
2023-12-31 7 2024-01-01 f
R 2024 F 18,
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AMS IEEESMEF

WA
BYWEE

EfR B

E R AYIE

fRAT A 4

EFRNEE

BuMHZERA

#1788 IDs
REZE

B

ERERULEE

created_qtr

resolved_day

resolved_wk

resolved_month

resolved_qtr

grouping_rule

instance_ids

number_of_alerts

created_at

ExR

EHULYYYY-QRBRREILN
EE, 01/01 £ 03/31 E& A
Q1 , AMtEEH#,

EH4L YYYY-MM-DD #% = fi#
SREY B HA,

EHLYYYY-WW &

RW—iB, BEEEARA
—ENBBNER, B
01 852, £ 011 B—FE=R

BE—FE-—RWN—B, B
A exmaple , 2023-12-31
2024-01-01 LA 2024 £ 1
i,

EHLLYYYY-MM & #RIRRY
Ao

EHEYYYY-Q B AERH
ZFE, 01/01 £ 03/31 E&E A
Q1 , BAtL¥EHE,

ERZEHNDHER
Al, "no_grouping" =
"instance_grouping",

S/ BB Y B 1T B RE

B EMHEEBRNIRERE,

MREEEHASHE , AT
ALK 1, WREEERHA
o248, BI—2#A 1,

BYEHRHEFERRT,

EfwmE (88)
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WA BERERNVERE E&

R ARNs alarm_arns BIRNEHERER 2 B R
Amazon Resource Name
("arn")o

HEAE R related_alarms HEHEH o MEE RN AR
A B A,

REHRS (BA)

1RET HEFMER

IR IR ELBREIR S FES] AWS BRISZ AMS IRE R I RHME .
IR IR -

- AMS lREEREA. RABOLL. IREBHR AMS BlRIESRM AMS BRNER
- EFERFM AWS ERAENEHR,

/A Important
FARERLEBRAREHNERNSRAIRE (MPA) REEZNERIIRS, ELXE2EIX AMS &
BIREMIIRE, MREHRFIELIRS , BBFEIEM Cloud Service Delivery Manager (CSDM)
2R,

W& ERERUEE E&

WREE B 5 date ATERZH A BNEH

NHRARFE ID payer_account_id BRI B AMS B 2k
F®y 12 & ID

EAEAVIRS 1D linked_account_id Bl EAEERE R

AMS IRF /Y 12 {18 ID
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AMS IEEESMEF

WuEE
AWS fRi& & 78

AWS ER

EHEE

AMS FREEH4E

e dt]]

#1788 EC2 RDS X H

HEHITEERER

REREHTEREA

Savings Plan &

&M Savings Plan E

ERERULER
product_name

aws_charges

pricing_plan

tier_uplifting_groups

uplift_percent

adjusted_aws_usage

uplifted_aws_charges

instance_ec2_rds_spend

ris_charges

uplifted_ris

sp_charges

uplifted_sp

EE
EH AWS KR

AWS fRI&Z B AWS RIEE
B AWS I E A

BB S0k P AR AR RV EE R &

RERAB DR AMS BRI
AR

KA pricing_plan, SLA AWS #l
REAERNREATSLE (X
NELV.WXYZ TR )

AWS &H¥f AMS SRENAE

AMS ; adjusted_aws_charges
* uplift_percent AWS E X {F#9
ERBES

EC2 M RDS #1T{EEE LAY
H
HEHITEERER

AMS ; ris_charges * uplift_pe
rcent EWNNTEEHTEEZE
ABEZL

SavingsPlan E &

EX{F AMS ; sp_charges *
uplift_percent WEI & ETEIE A
Epalsd

IRERE (BA)
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WA BERERNVERE E&

AMS EH ams_charges ERIE ams B ; uplift
ed_aws_charges + instance_
ec2_rds_spend + uplifted_ris +

uplifted_sp
BB DB RIKE R prorated_minimum FMAETHAEEH TR MUE
W&
EAER RS AMS EA linked_account_total linked_account R FiE & A&
ams_charges "
NHRARE AMS B Rt payer_account_total NRARFHNEERBN
ams_charges
RIEEH minimum_fees AVMS REEA (WER )
B H{TEEA Savings Plan  adj ri_sp_charges EEAT RISP BAW RI/SP
40 I (BERARBERR )

RBHRE

HHEBAME (SSR) TELEMBREBRER. BRFEANBEEERKRE. ENZELEEF AMS B8
THARAERFHEBERIZERE , flntHEREEHR. ROEEEEMEMH AWS Organizations,

4 SSR A7 AWS Managed Services RREMNFTER ¥ AWS BE RIEFEA. IETAEESNT
BEE K F2REEHERK.

RBAERRE
IRUERE AWS Organizations EEIRF EEREN SSR, EERF 2 EANREABH AWS tkRF,

EEZASMA AMS B9 AWS Organizations EXEIRFRAREE SSR , FEEUER AMS F#ZEAWEE
B|E. EHtop-right-hand VM FHY , BARX AWS Managed ServicesEi2 & : ABREEK, it
BT SALEEEELY SSR WEL.

0
)
st
o
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AWS Organizations RiIA AMS W EEIRF & EFE AMS &, BERARMA AMS £ AWS
Organizations EEIIREMAREME SSR , FBEAMEBN HITEDEE AWS IRE | AREEZAWS 7
B X E Managed Services, EERM AMS T#EEHE. FHER L , EREES PHABFEIER
LABERX AWS Managed Services £# A : Organization View , A A EHHEHEEE SSR Ihae,

55— R 1FHL AWS Managed ServicesE# & : Organization View B , SR T L ER -

1. MREEREZE AWS Organizations , FEHRE EE A I1ZIZERA AWS Organizations, 3% E K H At
& AWS Organizations , 2 BAWS Organizations { fFAEIERE) . MREEHER |, ATLEIB
LB AWS Organizations,

2. EEARBEDRNBKERYE , FENEETERA LRRAZEERFE.
3. (BA) EMEREEES , UEFEBSRANREIFIE,

LEREES S mRARARE

ZREZSRCEZFBARBHREFNFIENIRS . TREFESLARMA AMS WIRF |, B2 K
—EARBBREHIEFIENIRS,

EEREZREEE | 557 AWS Managed ServicesE## A : ABMRRAILER 3 h# ARE ID, &—
RAEFM—EEREEERS. FEE , EREEESRFHLER AMS ZEIRF,

..

EEFTHEREEEIRSE , FEEZE AWS Managed ServicesE# A : 81018 , REBBEBRER
EEE, IRASRTEBAFTHIIRS ID, AFMAZREES.

ANRR®mE

MBELRAMEREEES | BIEH AWS Organizations BEIRFE 2 A AMS , Bl AWS Organizations
EERFANSHESEARENEREZEE, R AWS Organizations EEIRFET2H AMS EE | 8
FREREZREESIRF , TeeBENERARE.

EEARMR , RAEMA AMS WE—tRF T e BIEERE , MW= AWS Organizations EEIRF 5F
MHEREES, HBANFTEEMKEIRE (XMA AMS) MRIEERSEFEBIERSEHNE RS
- -3

AR SSR & , EEELNHRES. MERANAHXKEMEINELEHS  EEEBRIEMER

B, IR BXARCEENIRFFERAMS £2E , TeeBEINERARE, ER AWS Organizations
ERIRFREMEEBIIRF,

RAR# SSR 2#& , Al T — ARG BHMBIERARS.
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Resources:
AMSAccelerateAdminAccess:
Type: 'AWS::IAM::ManagedPolicy'
Properties:
ManagedPolicyName: AMSAccelerateAdminAccess
Path: /
PolicyDocument:
Fn::Sub:
- |
{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AmsSelfServiceReport",
"Effect": "Allow",
"Action": "amsssrv:*",
"Resource": "*"
},
{
"Sid": "AmsBackupPolicy",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::${AWS: :AccountId}:role/ams-backup-iam-role"
},
{
"Sid": "AmsChangeRecordKMSPolicy",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:${AWS: :Region}:${AWS: : AccountId}:key/*"
1,
"Condition": {
"ForAnyValue:StringlLike": {
"kms:ResourceAliases": "alias/AMSCloudTraillogManagement"
}
}
I
{

"Sid": "AmsChangeRecordAthenaReadPolicy",
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"Effect": "Allow",

"Action": [
"athena:BatchGetNamedQuery",
"athena:Get*",
"athena:List*",
"athena:StartQueryExecution",
"athena:UpdateWorkGroup",
"glue:GetDatabase*",
"glue:GetTable*",
"s3:GetAccountPublicAccessBlock",
"s3:ListAccessPoints",
"s3:ListAl1MyBuckets"

1,
"Resource": "*"
},
{
"Sid": "AmsChangeRecordS3ReadPolicy",
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*"
1,
"Resource": [
"arn:aws:s3:::ams-a${AWS: :AccountId}-athena-results-${AWS: :Region}",
"arn:aws:s3:::ams-a${AWS: :AccountId}-athena-results-${AWS: :Region}/
x
"arn:aws:s3:::ams-a${AWS: :AccountId}-cloudtrail-${AWS: :Region}",
"arn:aws:s3:::ams-a${AWS: :AccountId}-cloudtrail-${AWS: :Region}/*"
]
.
{
"Sid": "AmsChangeRecordS3WritePolicy",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:PutObjectLegalHold",
"s3:PutObjectRetention"
1,
"Resource": [
"arn:aws:s3:::ams-a${AWS: :AccountId}-athena-results-${AWS: :Region}/*"
]
},
{
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"Sid": "MaciePolicy",

"Effect": "Allow",

"Action": [
"macie2:GetFindingStatistics"

]I

"Resource": "*"

"Sid": "GuardDutyPolicy",

"Effect": "Allow",

"Action": [
"guardduty:GetFindingsStatistics",
"guardduty:ListDetectors"

1,

"Resource": "*"

"Sid": "SupportPolicy",
"Effect": "Allow",
"Action": "support:*",
"Resource": "*"

"Sid": "ConfigPolicy",

"Effect": "Allow",

"Action": [
"config:Get*",
"config:Describe*",
"config:Deliver*",
"config:List*",
"config:StartConfigRulesEvaluation"

1,

"Resource": "*"

"Sid": "AppConfigReadPolicy",

"Effect": "Allow",

"Action": [
"appconfig:List*",
"appconfig:Get*"

1,

"Resource": "*"
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"Sid": "AppConfigPolicy",
"Effect": "Allow",
"Action": [
"appconfig:StartDeployment",
"appconfig:StopDeployment",
"appconfig:CreateHostedConfigurationVersion",
"appconfig:ValidateConfiguration"
1,
"Resource": [
"arn:aws:appconfig:*:${AWS: :AccountId}:application/
${AMSAlarmManagerConfigurationApplicationId}",
"arn:aws:appconfig:*:${AWS: :AccountId}:application/
${AMSAlarmManagerConfigurationApplicationId}/configurationprofile/
${AMSAlarmManagerConfigurationCustomerManagedAlarmsProfileID}",
"arn:aws:appconfig:*:${AWS: :AccountId}:application/
${AMSAlarmManagerConfigurationApplicationId}/environment/*",
"arn:aws:appconfig:*:${AWS: :AccountId}:application/
${AMSResourceTaggerConfigurationApplicationId}",
"arn:aws:appconfig:*:${AWS: :AccountId}:application/
${AMSResourceTaggerConfigurationApplicationId}/configurationprofile/
${AMSResourceTaggerConfigurationCustomerManagedTagsProfileID}",
"arn:aws:appconfig:*:${AWS: :AccountId}:application/
${AMSResourceTaggerConfigurationApplicationId}/environment/*",
"arn:aws:appconfig:*:${AWS: :AccountId}:deploymentstrategy/*"

]
I
{
"Sid": "CloudFormationStacksPolicy",
"Effect": "Allow",
"Action": [
"cloudformation:DescribeStacks"
1,
"Resource": "*"
I
{
"Sid": "EC2Policy",
"Action": [
"ec2:DescribeInstances"
1,
"Effect": "Allow",
"Resource": "*"
I
{

"Sid": "SSMPolicy",
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"Effect": "Allow",
"Action": [
"ssm:AddTagsToResource",
"ssm:CancelCommand",
"ssm:CancelMaintenanceWindowExecution",
"ssm:CreateAssociation",
"ssm:CreateAssociationBatch",
"ssm:CreateMaintenanceWindow",
"ssm:CreateOpsItem",
"ssm:CreatePatchBaseline",
"ssm:DeleteAssociation",
"ssm:DeleteMaintenanceWindow",
"ssm:DeletePatchBaseline",
"ssm:DeregisterPatchBaselineForPatchGroup",
"ssm:DeregisterTargetFromMaintenanceWindow",
"ssm:DeregisterTaskFromMaintenanceWindow",
"ssm:Describe*",
"ssm:Get*",
"ssm:List*",
"ssm:PutConfigurePackageResult",
"ssm:RegisterDefaultPatchBaseline",
"ssm:RegisterPatchBaselineForPatchGroup",
"ssm:RegisterTargetWithMaintenanceWindow",
"ssm:RegisterTaskWithMaintenanceWindow",
"ssm:RemoveTagsFromResource",
"ssm:SendCommand",
"ssm:StartAssociationsOnce",
"ssm:StartAutomationExecution",
"ssm:StartSession",
"ssm:StopAutomationExecution",
"ssm:TerminateSession",
"ssm:UpdateAssociation",
"ssm:UpdateAssociationStatus",
"ssm:UpdateMaintenanceWindow",
"ssm:UpdateMaintenanceWindowTarget",
"ssm:UpdateMaintenanceWindowTask",
"ssm:UpdateOpsItem",

"ssm:UpdatePatchBaseline"

]I
"Resource": "*"
}I
{
"Sid": "AmsPatchRestrictAMSResources",

"Effect": "Deny",

fEF ThEERER AT MRS October 3, 2025 165



AMS Accelerate A& ¥5m AMS RS MEF

"Action": [
"ssm:DeletePatchBaseline",
"ssm:UpdatePatchBaseline"
1,
"Resource": [
"arn:aws:ssm:${AWS: :Region}:${AWS: : AccountId}:patchbaseline/*"
1,
"Condition": {
"StringlLike": {
"aws:ResourceTag/ams:resourceOwner": "*"

"Sid": "AmsPatchRestrictAmsTags",

"Effect": "Deny",

"Action": [
"ssm:AddTagsToResource",
"ssm:RemoveTagsFromResource"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": [
"AMS*",
"Ams*",

"ams*"

"Sid": "TagReadPolicy",

"Effect": "Allow",

"Action": [
"tag:GetResources",
"tag:GetTagKeys"

1,

"Resource": "*"

"Sid": "CloudtrailReadPolicy",
"Effect": "Allow",
"Action": [
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"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"cloudtrail:LookupEvents"

1,

"Resource": "*"

"Sid": "EventBridgePolicy",

"Effect": "Allow",

"Action": [
"events:Describe*",
"events:List*",
"events:TestEventPattern"

1,

"Resource": "*"

"Sid": "IAMReadOnlyPolicy",
"Action": [

iam:ListRoles",

"iam:GetRole"
1,
"Effect": "Allow",

"Resource": "*"

"Sid": "AmsResourceSchedulerPassRolePolicy",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::${AWS::AccountId}:role/
ams_resource_scheduler_ssm_automation_role",
"Condition": {
"StringEquals": {
"iam:PassedToService": "ssm.amazonaws.com"

}
- AMSAlarmManagerConfigurationApplicationId: !ImportValue "AMS-Alarm-Manager-

Configuration-ApplicationId"
AMSAlarmManagerConfigurationCustomerManagedAlarmsProfileID: !ImportValue
"AMS-Alarm-Manager-Configuration-CustomerManagedAlarms-ProfileID"
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AMSResourceTaggerConfigurationApplicationId: !ImportValue "AMS-

ResourceTagger-Configuration-ApplicationId"

AMSResourceTaggerConfigurationCustomerManagedTagsProfilelID:
"AMS-ResourceTagger-Configuration-CustomerManagedTags-ProfileID"

AMSAccelerateReadOnly:
Type: 'AWS::IAM::ManagedPolicy'

Properties:
ManagedPolicyName: AMSAccelerateReadOnly
Path: /
PolicyDocument: !Sub |
{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "AmsSelfServiceReport",
"Effect": "Allow",
"Action": "amsssrv:*",
"Resource": "*"

iy

"Sid": "AmsBackupPolicy",

"Effect": "Allow",

"Action": [
"backup:Describe*",
"backup:Get*",
"backup:List*"

1,

"Resource": "*"

"Action": [
"rds:DescribeDBSnapshots",
"rds:ListTagsForResource",
"rds:DescribeDBInstances",
"rds:describeDBSnapshots",
"rds:describeDBEngineVersions",
"rds:describeOptionGroups",

"rds:describeOrderableDBInstanceOptions",

"rds:describeDBSubnetGroups",
"rds:DescribeDBClusterSnapshots",
"rds:DescribeDBClusters",
"rds:DescribeDBParameterGroups",
"rds:DescribeDBClusterParameterGroups",

!ImportValue
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1,

"rds:DescribeDBInstanceAutomatedBackups"

"Effect": "Allow",
"Resource": "*"

"Action": [

1,

"dynamodb:ListBackups",
"dynamodb:ListTables"

"Effect": "Allow",
"Resource": "*"

"Action": [

]I

"elasticfilesystem:DescribeFilesystems"

"Resource": "arn:aws:elasticfilesystem:*:*:file-system/*",
"Effect": "Allow"

"Action": [

1,

ec2:DescribeSnapshots",
"ec2:DescribeVolumes",
ec2:describeAvailabilityZones",
"ec2:DescribeVpcs",
ec2:DescribeAccountAttributes",
"ec2:DescribeSecurityGroups",
ec2:DescribeImages",
"ec2:DescribeSubnets",
ec2:DescribePlacementGroups",
"ec2:DescribelInstances",

ec2:DescribeInstanceTypes"

"Effect": "Allow",
"Resource": "*"

"Action": [

]I

"tag:GetTagKeys",
"tag:GetTagValues",
"tag:GetResources"

"Effect": "Allow",
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iy

"Resource": "*"

"Effect": "Allow",

"Action": [
"storagegateway:DescribeCachediSCSIVolumes",
"storagegateway:DescribeStorediSCSIVolumes"

1,

"Resource": "arn:aws:storagegateway:*:*:gateway/*/volume/*"

"Effect": "Allow",
"Action": [
"storagegateway:ListGateways"

]I

"Resource": "arn:aws:storagegateway:*:*:*"

"Effect": "Allow",

"Action": [
"storagegateway:DescribeGatewayInformation",
"storagegateway:ListVolumes",
"storagegateway:ListLocalDisks"

1,
"Resource'": "arn:aws:storagegateway:*:*:gateway/*"
"Action": [
"iam:ListRoles",
"iam:GetRole"
1,
"Effect": "Allow",
"Resource": "*"

"Effect": "Allow",

"Action": "organizations:DescribeOrganization",
"Resource": "*"

"Action": "fsx:DescribeBackups",

"Effect": "Allow",

"Resource": "arn:aws:fsx:*:*:backup/*"
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{

"Action": "fsx:DescribeFileSystems",
"Effect": "Allow",
"Resource": "arn:aws:fsx:*:*:file-system/*"

"Action": "ds:DescribeDirectories",
"Effect": "Allow",
"Resource": "*"

"Sid": "AmsChangeRecordKMSPolicy",
"Effect": "Allow",
"Action": [

"kms:Encrypt",

"kms:Decrypt",

"kms:GenerateDataKey"
1,
"Resource": [

"arn:aws:kms:${AWS: :Region}:${AWS: : AccountId}:key/*"
1,
"Condition": {

"ForAnyValue:StringlLike": {

"kms:ResourceAliases": "alias/AMSCloudTraillogManagement"

"Sid": "AmsChangeRecordAthenaReadPolicy",

"Effect": "Allow",

"Action": [

"athena:BatchGetNamedQuery",
"athena:Get*",
"athena:List*",
"athena:StartQueryExecution",
"athena:UpdateWorkGroup",
"glue:GetDatabase*",
"glue:GetTable*",
"s3:GetAccountPublicAccessBlock",
"s3:ListAccessPoints",
"s3:ListAl1MyBuckets™"

1,

"Resource": "*"

iy
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{

"Sid": "AmsChangeRecordS3ReadPolicy",
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*"
1,

"Resource": [

arn:aws:s3:::ams-a${AWS: :AccountId}-athena-results-${AWS: :Region}",

"arn:aws:s3:::ams-a${AWS: :AccountId}-athena-results-${AWS: :Region}/*",

arn:aws:s3:::ams-a${AWS: :AccountId}-cloudtrail-${AWS: :Region}",

"arn:aws:s3:::ams-a${AWS: :AccountId}-cloudtrail-${AWS: :Region}/*"

"Sid": "AmsChangeRecordS3WritePolicy",

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:PutObjectLegalHold",
"s3:PutObjectRetention"

1,

"Resource": [

"arn:aws:s3:::ams-a${AWS: :AccountId}-athena-results-${AWS

"Sid": "MaciePolicy",

"Effect": "Allow",

"Action": [
"macie2:GetFindingStatistics"

1,

"Resource": "*"

"Sid": "GuardDutyReadPolicy",

"Effect": "Allow",

"Action": [
"guardduty:GetFindingsStatistics",
"guardduty:ListDetectors"

1,

"Resource": "*"

::Region}/*"
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"Sid": "SupportReadPolicy",
"Effect": "Allow",

"Action": "support:Describe*",
"Resource": "*"

"Sid": "ConfigReadPolicy",
"Effect": "Allow",
"Action": [
"config:Get*",
"config:Describe*",
"config:List*"
1,

"Resource": "*"

"Sid": "AppConfigReadPolicy",

"Effect": "Allow",

"Action": [
"appconfig:List*",
"appconfig:Get*"

1,

"Resource": "*"

"Sid": "CloudFormationReadPolicy",

"Effect": "Allow",
"Action": [
"cloudformation:DescribeStacks"

1,

"Resource": "*"

"Sid": "EC2ReadPolicy",

"Effect": "Allow",

"Action": [
"ec2:DescribelInstances

1,

"Resource": "*"

"Sid": "SSMReadPolicy",
"Effect": "Allow",
"Action": [

2/ Theery
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"ssm:Describe*",
"ssm:Get*",
"ssm:List*"

1,

"Resource": "*"

"Sid": "TagReadPolicy",

"Effect": "Allow",

"Action": [
"tag:GetResources",
"tag:GetTagKeys"

1,

"Resource": "*"

"Sid": "CloudtrailReadPolicy",

"Effect": "Allow",

"Action": [
"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"cloudtrail:LookupEvents"

]I

"Resource": "*"

"Sid": "EventBridgePolicy",

"Effect": "Allow",

"Action": [
"events:Describe*",
"events:List*",
"events:TestEventPattern"

]I

"Resource": "*"

AMS FEUZ IR F §Y R X F0 B

AMS Accelerate (Accelerate) BE FEFLIFR T A FEEWIRSE TR EMBTERE , LUEBEEN
BiR, EEFIREHSCHE AWS CloudTrail (CloudTrail) BHisd, MEMMME AMS Accelerate
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Operations BBk F AMS Accelerate B E){LIRF RZEBIMNFFMER , 5H5S B B AMS Accelerate 1RF
PHEE,

THEMERY AVS B, AR UK AEIRERIRS.
AMS F F ik F 7 EUE 3% R 4+

AMS BEFIRFFEVEBRHBRRUED, SANBRRESEHEEERRPELN AWS FFE |
LA[E & Amazon CloudWatch (CloudWatch) B R ME4 |, UREBRINEHBRETIREF K. SEFT
A S HITZEREF LN EREREE.

TRILEFIER. BREFNERRTORBE,

FEUE B R
FH BB E B IRY
&4 AMS EHEARE
REPEERE AMS BE (2B ARKENREE )
BRAENEE AMS AWS Systems Manager T
{ETEE (SSM Opsltems)
EHRENEE 1" BAZERA (BREINWEH
_ BRIEFER )
BEARKFERELT i®

AMS ZEFIRFFE IAM A€

AVS EHE FEE T AGRRBEEIRS,

(® Note
AVS FENABTE AMS ER FFIUEH EIR , LIEH AMS e (F26R REHEL), 8%
EEAGTRSNHIMARAELHENED, WREFELE AMS FHAR , FaMEN
EIR R AR,
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AMS FEIEFIEFH IAM A6

y=R=Rg iR

ams-access-admin WAEHENIRFEETENEEFEE K 2R
#lo AMS BRA&BEF itk /& & 5 B PR Hl 1% T/ERSERBUR |
LABR#IER B AMS E LR /ERF Y ZEUE,

ams-access-admin-operations HAEERT AMS EE FEEFT A RIEEZHIRS,
A BFRERF Amazon Simple Storage Service, A
mazon Relational Database Service, Amazon
DynamoDB., Amazon Redshift #l Amazon ElastiCac
he EE REREHIE AWS REFEFARTNE
BEASRMEREFT, REHTFRNEERERAEHZNEREN
E1% AMS BRIEESRERTL AR, EEEEFIHMA
FHEERENARE  WEEEIRF R D #

AMS EE FiFEEE,
ams-access-management EMAHEFHIE, AMS Access RIRFEEIA

BREENams-access-roles ams-access-
managed-policies &,

ams-access-operations HABEEEENIIRFPHITERETENGT T, LAE
HERERAEEREREN AWS REFHNEFARRE
EE. BASRMEREFA , 20 Amazon Simple Storage
Service, Amazon Relational Database Service, A
mazon DynamoDB, Amazon Redshift #1 Amazon
ElastiCache, LA EHEEREIT AWS Identity and
Access Management B ARERNETF T, AMS Accelerat
e RIEEABNERREEE (CAs) AIMEFELAE,

ams-access-read-only ABEREZIIRFHNEERFIM#E, AMS Accelerate &
EAEBRMEIREEAT (CAs) IURELHAR, TR
¥ Amazon S3, Amazon RDS, DynamoDB. Amazon
Redshift # ElastiCache ¥& R &ERFHIE AWS BR#
PEFABREIGT A,
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ABER iR
ams-access-security-analyst It AMS Z2 B BEEN AMS IREFESHTERZR

S RBEERNLZSE4RENST, REELBEE
AMS ZE AEFEELAG,

ams-access-security-analyst-read-only It AMS Z2 A ERRE AMS IREF A MEFEF T
DITERZSRBERNZSEHRE,

@ Note

JE & ams-access-management BBMNE R, EREmBEEAED (CAs) EMABELNIIRERF
BEEAVMEE : management-role.yaml,

ERTRFINERZ TRENACRNWEZAR : ams-access-read-only, ams-access-

operations, ams-access-admin-operations, ams-access-admin : accelerated-roles.yaml,

AMS {a] 17 BUE Y iR 5

EELERT , AMS Accelerate 1BE F Al LIFEEURIRE £ & MBTEE,

AMS EE FEARIE AMS Accelerate FEURE , ALZ£ BN AR FRENKRF, ZEFIE
WETER L AMS EEFEFARARERXMEENAI AMS FERE , X ERFFIER , AMS
Accelerate EE FE2H SSM THRREEES , £AITERERBEREEFEE. Windows #1T1E
M RDP FHIREBRIEFBEXEHTER , WEH SSMEBUAKERAEREHR, TKEERASE
EAERESHN RDP FH |, 31E TIER B REFBER,

£ AMS FRERREMABIRFRY A NAEE

REAEREIRFHNBMHRERAE AWS . AMS SERRBRAE, RMEZLRABEARTEETHN —L
£5% , fln - BFEEWIRFERE. BA AWS Identity and Access Management (IAM) ¥R 28 i 5 4
EENER, SFRRE  URBAZERRE (MFA), B2BAWS Identity and Access Management
(ERAEER) PHEEREAERENTER.

AMS Accelerate iR B % :
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https://ams-account-access-templates.s3.amazonaws.com/management-role.yaml
https://ams-account-access-templates.s3.amazonaws.com/accelerate-roles.yaml
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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AMS T2 I RFERABERAERS, T8 , AMS Operations and Security BESHEAERBFAENRE
B, BMeE8AEARBEENLT2BRK,

KR BEIRE 24 DB CSDM M1 CA , A EEHITHWARFEI T /A,
BAEWN AMS BENZ L EDHE -

FEHREAEIRFR , AMS BREIE R, RBEAERAERIE , AL AMS T2 BB
FLHEFERK , LHEFEREATENNED. MRTEHPNES , AMS SRENZLEKSERE
Fl:ﬁ%o
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AMS Accelerate L £ &

AWS Managed Services A ZERFIERRELNEANEE , W IHBERE AWS ERRENL

%, AMS Accelerate 2#tE AWS Config R 8 M EEBENERE , UBRENFMEREHASER
NEEMMEETEMEELE, AWS Config HA| SEERFEHKERZENEECEE, NMREEE
REMBEGRYE , AMS 8B REEBERLR , YA ERBERNBRELBHHFEREEER, AWS
Config iR Al HBIFEUTEE : BEREERRZELH O (CIS), BIKEEEK MITIEAT (NIST) ElRL 4
# (CSF), BRERMRBEEMEEE (HIPAA) MXNFEX (PCl) ERR£E% (DSS),

Ak, AMS FJF Amazon GuardDuty 2Ri& 5| AWS IRIFEAF A RER K IRERBEMNEEH, AMS 2 F &
{REE$2 GuardDuty AERE R, AMS REEEE , LTHATHRENTE  YRBREEKEELRIE
B, AMS tE & A Amazon Macie RIZELNBBER , SIMEAREER (PH). BEASDHEBE
# (PI) M EHR,

(@ Note
Amazon Macie 2R , B TSRA,

AMS Accelerate 12t S ELERT , HEHEER S HEE AWS, EEHE—F 7 H AMS {0 AWS E
i EIB AMS £BIRIENRE , SRLFEMRNREES. TBHEE, T2, 5@, &N ES , HEE
HEKE PERERSUEE B2/ AMS 2ZEEEx,

&

« £/ Log4j SSM X #REZEK Accelerate FHIE 4
« AMS PV ER R L S B

+ Accelerate FHERHRE

« AWS Identity and Access Management 7£ AMS Accelerate
« AMS P ZEEHEIE

* Accelerate PR EH o MER

« Accelerate FHHREE R

« Accelerate ¥ EHEIFE

+ Accelerate FFHIEME

+ end-of-supportfE E R M L £ 1= H

* Accelerate FH R REEK
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https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/AWS-managed-services-for-operational-excellence-ra.pdf
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- BEFRLEMES
ZEMERBEE

£/ Log4j SSM M R¥RZE Accelerate FRIE#

Log4j AWS Systems Manager X (SSM X4 ) AiB S EfEEH THEEHFE S Apache Log4j2
BERXE, BEUXHREA Logdj2 BXNEERAF 2 Java EARER (Java) WiEFF ID R,

LR E T E Java Archives (JAR 18 ) WHEEER , £ B82S JIndiLookup FHAIWIEEREP K E,
REEBERERZINEXNEAREZHVTARAR, LK TR EB CVE-2021-44228 % BIHYE
ImIE RN BEHIT (RCE), # Apache TERHIRM Logdj BXNE, MEFMEN , F2E T H Apache
Log4j 2.

NHEEMA Accelerate WAFEBEH M, HEFEF , FEATHIZER

1. 7E https : //https://console.aws.amazon.com/systems-manager/ B AWS Systems Manager

7E,

FEEEEKAF |, i#F Documents (L)

BEERHLA,

EESHHF , A AWSManagedServices-GatherLog4jinformations
158 A IR SR 42 1 KR AR BT S

o &~ w0 Dd

AWSManagedServices-GatherLog4jinformation X 4 &WET IS -

* Instanceld : ( % ) EC2 #1T{E8&M ID,
- S3Bucketf® : (EM ) LEREEM S3 EAEE URL 5 S3 URI (s3 : //BUCKET_NAME),
- AutomationAssumeRole : ( #E ) AFEBERAREHNTEIEZARH ARN,

REBBRREARREH TR, BALUERREFSHERES Instanceld , WA HIERHAITER
BE  IEARBZRSISESUEEERRFEEBNATE EC2 #1788, AWS Managed Services 1
EBERBIRME Amazon Simple Storage Service (Amazon S3) fEZErE R EERER | UMEREMIE S3 F
NWEREERST. WFEWMIE S3 hREBERNEH , FF2H EC2 HTERESE | W& Logd) Effl.

MREEEABES , FEREA AWS Z2RERE. EHFIEFE Logdj ®EH AWS L HHELR
MIEEHét, BHFEFEBMBBR IndiLookup FRITHEERRFEIRE , FFEA Java BARERX ( AR ) 1T
Logdj # RN, NEASHRENNFMEN , 5528 Apache Log4j K #&@RE,
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https://logging.apache.org/log4j/2.x/download.html
https://logging.apache.org/log4j/2.x/download.html
https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-working-targets-and-rate-controls.html
https://docs.aws.amazon.com/managedservices/latest/ctref/management-advanced-ec2-instance-stack-gather-log4j-information.html
https://aws.amazon.com/blogs/security/using-aws-security-services-to-protect-against-detect-and-respond-to-the-log4j-vulnerability/
https://aws.amazon.com/fr/blogs/opensource/hotpatch-for-apache-log4j/
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BB L8 S an e A L e R AR SR Y R RE

30
b
%t
=
%
3
‘O\K,b

AMS B L £ B

E&EMMA AMS Accelerate B , AWS ZBE T %Il AWS Config EEEBEREFN —EKR A , AMS
Accelerate & # fiE L7 BI R ESIRIBHIRE

« AWS Config BRIEEFZ A : AMS Accelerate & & & AWSServiceRoleForConfig #Y iR BERE A
& , AWS Config it FREHHRIGHIMEE AWS . AWSServiceRoleForConfig RIS IER A &S
f£ AWS Config IRFSIEBEZ A B, AWSServiceRoleForConfig BB HFF I BE ZE AWS Config &
R MEBEMMEEFT AT , SAKR AWS Config X B2 HttfR P ERMMEE T, MRESEH AWS
Config Recorder 2 E & , AMS Accelerate EER G ABREEERE AWS Config ZE R, 0
FRRE , AMS Accelerate A BRI AREER AT AWSServiceRoleForConfig.

« AWS Config R #%25 MR {FIBE : AWS Config RSB ENERERPIHNEE  WiHsSLs
EHEAMEEIER., AMS Accelerate EFTE IR P EBHREC %R AWS BiF , WIHERLR KRB E
JRo AMS Accelerate th &R FEE , Bl Amazon S3 REFETE , AR AWS ERF AL
WEE, ARELEHKSEEBRINEEEMALENRE, FEHRERHSNIFEE AWS Config T8
B, AMS Accelerate R1EFTE FIEI LSS AWS BiF , WHEE— FRIRNEE AWS EiF,
MREDHE DHERHB[NRLTEE AWS B , Bl AMS Accelerate & fiBRIEE AWS Config &
R, MEREERBFHCOEMREZE , AMS Accelerate B BB AN ER[NRAEE, MEMMA
PRAR A AHIFEAE A AWS Config , 552 BIfE 1K Accelerate F1HY AWS Config B4R

- AWS Config #R 8 : AMS Accelerate 2#5 AWS Config R8I M ERHBENERE , UHBEFE
¥RMTEHINIRETEMEEZE, AWS Config Al EFBEEMATREE R EWHEEEE, MR
SFERTMANGYE , AMS EREHAERR , UAFERBEANBEMEBHREBFEREE
E#. ™ AWS Config FR Al REFE U TEE : BRBEKRZ 20 (CIS), BIREARERR NIRRT
(NIST) Ein R £ 3% (CSF). BERBRBBEEMLZER (HIPAA) MXFFREX (PCl) ERRLEE
(DSS).

- AWS Config RE T B . MRETHER—& AWS Config ERER , AR SERFNZERZEKE
AWS Config fAEEREHRE R, AMS Accelerate B8RS IMAEREREMEEE , AMS Accelerate &
R FESIRFNERAREANEERESREN  YELEERBE. MRE AMS BHENIIRFHERE
THENRETE Al AMS Accelerate 8 BHENANRETE K METESBIRENEELTE,

® Note
IEHIRF R ARERE Config RETEH ; MRE AMS BEWIRFHRE ( XEEWIRSEM
Ao
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EE#—F T # AWS Config , HZHE :

\\ﬁ

« AWS Config : {t B2 Config ?

- AWS Config Al : /A RAFHEER

- AWS Config JR Al : BIEESHEME . AWS Config 8] - EREFRNBESHRRE
-« AWS Config BT E : ZIRFZEFHERER

MEREMWERR , 2B AWS Config 2H SR HE

A AMS Accelerate W R EEAE

AMS Accelerate £ AWS Identity and Access Management (IAM) fRi5E#E A E, RIEEEHE
(SLR) R EZERZE AMS Accelerate FIIfE— IAM AR, REEZLAEH AMS Accelerate FAEE
&, TOEZRBRRETWEM AWS REFIFENFIEFT T,

RIS EE AR AREETERZMENTE AMS Accelerate , BB A X FEIFHIELENFAT, AMS
Accelerate ERHBRKELABWET | RIESEEZ , BRIRE AMS Accelerate AILAREH AR,
EENHFESEEEBERMBFTEE , B TBREZMMEE A4 IAM E5E,

NEEBRXERBEFACHEM RENER , FBEAWS EH IAM BRE , WERKEREACH
FEREERNERYE. BEEAERNR , URGAEXBRENRHERS ST,

AMS Accelerate WS BT EHARKEE AR

AMS Accelerate & & AWSServiceRoleForAWSManagedServicesDeploymentToolkit B R #EE £
A® (SLR) - LA S AMS Accelerate EREXEBREFIRS,

® Note
B“ERRIECERN ; WFRFMES , B2 NERFESSCHER.

AMS Accelerate SfE T B4 SLR

AWSServiceRoleForAWSManagedServicesDeploymentToolkit BRI E R & BEE T Y REREZA
& .

* deploymenttoolkit.managedservices.amazonaws.com
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://aws.amazon.com/blogs/aws/aws-config-rules-dynamic-compliance-checking-for-cloud-resources/
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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%A AWSManagedServicesDeploymentToolkitPolicy BB St 8F AMS Accelerate ¥ T 51 & R 1T 8
£ -

e arn:aws*:s3:::ams-cdktoolkit*
e arn:aws*:cloudformation:*:*:stack/ams-cdk-toolkit*

* arn:aws:ecr:*:*:repository/ams-cdktoolkit*

It SLR &F Amazon S3 58] , LENFEE AMS RN IBEFMTETE |, # CloudFormation
A Lambda EEEHZFERLEEZAHHENIRFS P, I SLR &F CloudFormation 7F
A, UEPBERIDEFIZATEM CloudFormation 8, MEFMEAR TEHBER , F2HE
AWSManagedServices_DeploymentToolkitPolicy.

BAARERNT , IAM ER (NERE. BERAe) T TEY., REIMBRRBEESE, WEF
&, F2H (AM EAEER) PHBRBEES B,

BB AN AMS Accelerate FIEFE T E4H SLR

BREEFHEY —ERKELAR, EEE AWS Management Console AWS CLI, = AWS API
X AMS B , AMS Accelerate B AR I RKERZAG,

/A Important

WREE 2022 £ 6 A 9 HZBIfEM AMS Accelerate IR , M ZIRIE
EACHBXERKELA® B AMS Accelerate BEEMNIRE P E
AWSServiceRoleForAWSManagedServicesDeploymentToolkit &, EE#—FS T# , F2
BEN IAMIEFRHERENHTAE,

EIEMRLEREEEAR  2REEFBREY , B LUERFHYERAMHERFERELAR®, EEMA
AMS B | AMS Accelerate @ BXABREN RIGELZAE,

#mE AMS Accelerate FEFE T E4H SLR

AMS Accelerate 7 /i 5F#&#m# AWSServiceRoleForAWSManagedServicesDeploymentToolkit AR &
A, NAESEERTESSZERBELAR  MULELIEEVACGCAEBFACER, AWM,
BEERA IAM RiFEACER, MEFEENR , 28 AV EAEER. NERERKEEZAE,
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security-iam-awsmanpol.html#security-iam-awsmanpol-DeploymentToolkitPolicy
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

AMS Accelerate A& ¥5m AMS RS MEF

MiB& AMS Accelerate FIZFE T E4H SLR

B EEFEMER AWSServiceRoleForAWSManagedServicesDeploymentToolkit &, E&RH# AWS
Management Console AWS CLI, % AWS API BJ AMS BERERE , AMS Accelerate B EREIRIL
BRI ERZ A,

A UER IAM £324. AWS CLI 5 AWS API FEIRIRBEEE AR, EEHTHIEE K BHKE
AFHERBREEEACHNER , ARITEFHRIKRE.

(® Note

MRIBEHMPBRERE , AMS Accelerate RIS EEFEFAZAE® , BIMBRTEZ LK, EER
Ay BESEOoBRIBRERERE.

Bk AWSServiceRoleForAWSManagedServicesDeploymentToolkit AR ¥ E & £ & Fr £ B AMS
Accelerate &R

£ AMS R ERFE IMARNIE BiE P ams-cdk-toolkiti#@ ( BUREFRELFEEE SRR
BrRg ) o

ER IAM FEIRBRERHEEAE

5/ IAM E324 AWS CLI, = AWS API 3 Bk
AWSServiceRoleForAWSManagedServicesDeploymentToolkit BRI ELRE A, MEFMENR |
BB (AM EAEIERM) FHMBREBEEEZSE,

3
$

AMS Accelerate B9 Detective 4IRS ELE A E

AMS Accelerate £ & & AWSServiceRoleForManagedServices_DetectiveControlsConfig By B #E
A (SLR) - AWS Managed Services £ It IRIEE R A € R EBE config-recorder, config #1 B
S3 FirRERESIE,

B ZE AWSServiceRoleForManagedServices_DetectiveControlsConfig BRIER A @ Z E B M
T : AWSManagedServices_DetectiveControlsConfig_ServiceRolePolicy, MEEHILEEK , FSH
FhJE AWS ZSEBRHNER . -

AMS Accelerate By {8172 &l SLR & ]

AWSServiceRoleForManagedServices_DetectiveControlsConfig IRI§E R A & ESE T F REBIEZA
& .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
security-iam-awsmanpol.html#security-iam-awsmanpol-DetectiveControlsConfig
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« detectivecontrols.managedservices.amazonaws.com

BTk AERE AWSManagedServices_DetectiveControlsConfig_ServiceRolePolicy
AWS SEBE AWS ZEBE : AWSManagedServices_DetectiveControlsConfig_ServiceRolePolicy
(FESHE RBER ARELNIRFEPEILIRE AMS Detective 12418 | EEEZE BR , W0 s3 4
FEPEE, MHERRAN TR IR, SXNEAEREHNT, UAKF IAMER (SHNERAE. FEDAE ) B
3., fRESMEREEELEAC, MEFMER , 552  AWS Identity and Access Management f§ F
EiEE) PHERBEEAGH,

E#3I AMS Accelerate {88132 %] SLR

BIAEEFHET —ARKEZL AR, EEE AWS Management Console AWS CLI, = AWS API #
A AMS B , AMS Accelerate 58 E L RKEFAE,

/A Important

WMBRIBTIE 2022 F£ 6 A 9 HZHIfEA AMS Accelerate fR#% , BIt R EE AR SHE
EEWIRES  ETHASZIERBERZA®E | AMS Accelerate EEENIIREFE T
AWSServiceRoleForManagedServices_DetectiveControlsConfig B, EEH#—3 7 ## |
BREAEN IAMIEFPHBENHAE,

3

EEMRLEREEEAR  2REERREY , BUUERFHYEAMMEERFEFELAR®, EEMA
AMS B | AMS Accelerate 8B XAREIREEZAE,

#mEE AMS Accelerate HY{E 8132418 SLR

AMS Accelerate F /5T 24w AWSServiceRoleForManagedServices_DetectiveControlsConfig BR %
ERAC, IAEREERTEESERBERAR USRI TEVACGCREFACGER. A
m, ZAfEA IAM RigEACER, MEFEFHEA , F2E (AM EAEER) PHRERBEERSS
&,

MR AMS Accelerate BY{E 811 #2 %I18 SLR

B EEFB)MBER AWSServiceRoleForManagedServices_DetectiveControlsConfig B, E&#%E
AWS Management Console AWS CLI, Bk AWS API B9 AMS B#E%RF | AMS Accelerate B 8ERE
BRI MR IRISEZ A E,

BHa LR IAM £ A&, AWS CLI 5 AWS APl FEIRIBRREEEAE®. EEHTIIERE , B8 E
AFEERBEEESCNER , ARTEFERRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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® Note

MRIBEHMPBRERE , AMS Accelerate RIS EEFEFAZAE® , BIMBERTEZ LK, ELER
BE  BESEOBRIBRERRE.

B AWSServiceRoleForManagedServices_DetectiveControlsConfig FRIE#E & & Fr £ A/ AMS
Accelerate &R

£ AMS FIERIER S AR FIEEEHH ams-detective-controls-config-
recorderams-detective-controls-config-rules-cdk#l ams-detective-controls-
infrastructure-cdk#®& (BURESLBELEFEEZ S3 HEITE) .

£/ IAM FEIRREHEEAE

5/ IAM E34 AWS CLI, = AWS API 3Bk
AWSServiceRoleForManagedServices_DetectiveControlsConfig IR EfE A, MEHMENR |
B TIAM EREER. PHRBREEEEAE,

Er
\\\2}

AMS Accelerate By Amazon EventBridge & B[R EE A &

AMS Accelerate £ & & AWSServiceRoleForManagedServices_Events B RIS EFE AR (SLR), 1t
AtFEHY P —@ AWS Managed Services lR# I 5 (events.managedservices.amazonaws.com : //)
ABEAZAR, BRESER AEKET Amazon EventBridge SE#H A, RAIZE AWS IREF
e TREEFEEAREHIRE X ZE AWS Managed Services FTER ERE R

B AMS Accelerate #J EventBridge SLR 7 7]

AWSServiceRoleForManagedServices_Events [RIEEEAREE T IRBEIZA/E

« events.managedservices.amazonaws.com

EER A BRE AWSManagedServices_EventsServiceRolePolicy AWS ZEEHR (#EZ2H
AWS ZEHE : AWSManagedServices_EventsServiceRoIePoIicy)o REESER AR , BERRE
SBFEARECHRSEEE AMS, BXAERERTT , IAM BR (WEAE, #ERAR) TUEL, R
ERMERREESEAR, MEFMENR , ESBAWS Identity and Access Management ( £A &S
M) PHRBEEAGTTT.

BB LATELL ZIP : EventsServiceRolePolicy.zip T & JSON
AWSManagedServices_EventsServiceRolePolicy, EventsServiceRolePolicy.zip
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AMS Accelerate A& ¥5m AMS RS MEF

£ AMS Accelerate 23 EventBridge SLR

BAEEFHET —ARKEZ AR, EEIE AWS Management Console AWS CLI, = AWS API| #
X AMS B , AMS Accelerate B AER I RKERZAG,

/A Important
MEBRIE 2023 F£2 A 7 B2 eiEA AMS Accelerate iR7% , Al R EEAESHE
EEMIRFED  ECHBXERKEEA®RE , AMS Accelerate 7 EHIRE R EN
AWSServiceRoleForManagedServices_Events B, ZEH#—S TH#H , FZEERN IAM RS
FHRNFAE,

EIEMREREEEAR  2REERREY , BAUERFHYEAMEEFEFELAR®, EEMA
AMS B | AMS Accelerate EBXAREIREEZAR,

#m¥8 AMS Accelerate ¥ EventBridge SLR

AMS Accelerate 7 /i 5F#&#m# AWSServiceRoleForManagedServices_Events [RIERE A, RAE
BEERTESSEZRBERASG  AUSELEEVACGCABEAGER. Am , BAFEA IAM
RimEACER, MEFMEENR , F2HE AV FHEER. WRERKELAC,

fiB& AMS Accelerate # EventBridge SLR

B EEF B MER AWSServiceRoleForManagedServices_Events B, E&#% AWS Management
Console AWS CLI, = AWS API #9 AMS BEEEEF | AMS Accelerate & & 858 BRE TR I M BR IR 3% 12 4L
At,

BH A LR IAM 34, AWS CLI 5 AWS APl FEIRIBRREEEA®. EEHTIERE , B0 E
AFHERBREEEACHNER , RARITEFHRRE.

® Note
MRIBEHMPBRERE , AMS Accelerate RIS EEFEFAZAE® , BIMBRTREZ LK, EER
BE  BESHEOoBRIBRERRE.

B AWSServiceRoleForManagedServices_Events BR#:E# & @ FT#EAK AMS Accelerate BIR

£/ IAM FERREEESSE

FEREXEZAR M7 October 3, 2025 187
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

AMS Accelerate A& ¥5m AMS RS MEF

EH IAM £3## & AWS CLI, = AWS API Bk AWSServiceRoleForManagedServices_Events fR#&
EFEAG, MEFHES , F2E "AM EAEER. PHRBREEEESE,

Bt4% AMS Accelerate RIS EE AR

AMS Accelerate 8 & % AWSServiceRoleForManagedServices_Contacts 8 BR75E#E & (SLR) -
ABTRREENZIZEERNREER , THINEEMEANREEFEH , MEETSHRERM
EEEBEA,

IR ME— A L RIS R A B r RS

iE#EZE AWSServiceRoleForManagedServices_Contacts R¥5E#E £ B/ & BRI
T : AWSManagedServices_ContactsServiceRolePolicy, MEE UL EE , 5F2E "k AWS Z&
E&%E@EﬁJ o

AMS Accelerate FYEf4& SLR 5 7]

AWSServiceRoleForManagedServices_Contacts fRISEFABEE T IREREIXAE -

« contacts-service.managedservices.amazonaws.com

EEI A ®E AWSManagedServices_ContactsServiceRolePolicy AWS ZEHE ( B2H
AWS ZEBE : AWSManagedServices_ContactsServiceRolePolicy). BRIGER A& FEEYEM AWS
BERLNER  YERERTIESNETEYH , BARSHRLERNEERKZE. LABTAE AMS &£
TEENERLBIZEBRYUHENEFEY  UEESHREREERDEL, NEFNHEFA , F2H
{ AWS Identity and Access Management £ & 5m) RIS ERS AT,

/A Important

AR EABBES (Pll) REMCRZRHHBREARFERRD. AMS FHEBRRA/ERAE
HER%B. SBETERRBARBRAER.

% B AWSManagedServices_ContactsServiceRolePolicy #Y & &5 7] B 1] 3 AMS Accelerate ¥15
EMEIRTHK T HIEE

« B){E : f£FF Contacts Service BRIEMRENEZEE , LLEE AMS EEM AWS BR EEEASEHEA
NE F B,
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AMS Accelerate A& ¥5m AMS RS MEF

BT LAIE L ZIP : ContactsServicePolicy.zip A R & JSON
AWSManagedServices_ContactsServiceRolePolicy, ContactsServicePolicy.zip

5 AMS Accelerate Z 3 Bt48 A SLR

BREEFHEYT —ERKELAR, EEE AWS Management Console, AWS CLIZ AWS API #
A AMS B , AMS Accelerate 8 BB E L REEZEAE,

/A Important

MERIRIE 2023 £ 2 A 16 B ZHifEH AMS Accelerate fR% , WIREEHEACSHE
EENIRES  ECHAXERKERZAGE | AMS Accelerate 2 EHNIREhEYT
AWSServiceRoleForManagedServices_Contacts Afa, BEEE—F T# , FSEELN IAM IR
FhHENFAE,

EIEMRLERFEEAR  2REERBREY , BALUERFHYEAMHEERFERELAR®, EEMA
AMS B | AMS Accelerate @ BXABREY RIGELAE,

#m# AMS Accelerate BYB#4& A SLR

AMS Accelerate 7 /i ¥F#&#m# AWSServiceRoleForManagedServices_Contacts R EFE A E, E
AEEREERTHESEREELAC K FULERLIERIABGCABFACGER. AMm , BUEH
IAM RiFEA MR, MEFMER , F2H 1AM £AEER. NERERBEEAE,

MiBR AMS Accelerate By B#48 A SLR

B EEFEMIER AWSServiceRoleForManagedServices_Contacts B, E#&# AWS Management
Console AWS CLI, = AWS API #J AMS BEBSEF | AMS Accelerate & 21205 kR & IR 36 M BR AR 75 & 45
y=h ==

BHEATLER IAM £324. AWS CLI 5 AWS API FEIRIRBREEE AR, EEHTHIEE B4 E
AFEERBEEEACNER , RARTEFBRRE,

(® Note

RSB EHAMBREIRE , AMS Accelerate [RIFIEEFEAZAR |, AIMBRAIEEE LK, BHENR
Bt  BESHoERVYBRERR®E,

MiBR AWSServiceRoleForManagedServices_Contacts RIS ER A @ FTEHA K AMS Accelerate B
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AMS Accelerate A& ¥5m AMS RS MEF

£/ IAM FERBRBREEEHE

£/ IAM Ei#E & AWS CLI, = AWS API 5B AWSServiceRoleForManagedServices_Contacts AR
BEEAR, NWEFHMES , F28 "AM £HAEER. FHRREEEEAE,

AMS Accelerate RIS EFE AR ENET

AMS Accelerate X BEREBRBNIEESETERARBEERAR, NFHEEA , F2H AWS ESF
Edum R o

D3R AR F5 B4 A € Y SR

BAEBUREHEREHELEFELR  MERKEEACENNWFHEEN. NEHEEEENBEHIR
B2  FEFTRIMNEEM LK RSS FEAMS Accelerate {# FH EIEFEI W SLHFE 3 52 8%,

2% #iR HEH
EFNBR-8 - ERERFEELHIF Tarn:aws:ecr:*:*:re 2024 F 4 A 4
ETEMHA pository/ams-cdktoolkit* . H

ecr:BatchGetRepositoryScanningConfig
uration
ecr:PutImageScanningConfiguration

BEFHNBR-8 - ERER FEELHF Tarn: aws: cloudforma 2023F 589
ETE/R tion:*:*:stack/ams-cdk-toolkit* : H

cloudformation:DeleteChangeSet
cloudformation:DescribeStackEvents
cloudformation:GetTemplate
cloudformation:TagResource
cloudformation:UntagResource

- BEAER B ELHFarn:awsecr:*: *:re
pository/ams-cdktoolkit*

ecr:CreateRepository
ecr:DeleteLifecyclePolicy
ecr:DeleteRepository
ecr:DeleteRepositoryPolicy
ecr:DescribeRepositories
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AMS IEEESMEF

-3:J DU

ecr
ecr:
ecr:
ecr:
ecr:
ecr:
ecr

"5 N

- Ss3:
s3:
s3:
s3:
s3:

+ + o+ o+

+ + + + + + + + + o+ + o+

cl
+ cl
ecti

ERTHYBUR - - BE% & HRFHUE BTERR#& CloudFormation EMfEE 1 —

s3:
s3:
s3:
s3:
s3:
s3:
s3:
s3:
s3:
s3:
s3:
s3:
s3:

:GetLifecyclePolicy

ListTagsForResource
PutImageTagMutability
PutLifecyclePolicy
SetRepositoryPolicy
TagResource

:UntagResource

—EFEAERAF TN R R BESEERE R ERIE

DeleteObject*

DeleteObject
DeleteObjectTagging
DeleteObjectVersion
DeleteObjectVersionTagging

GetObject*

GetObject

GetObjectAcl
GetObjectAttributes
GetObjectlLegalHold
GetObjectRetention
GetObjectTagging
GetObjectVersion
GetObjectVersionAcl
GetObjectVersionAttributes
GetObjectVersionForReplication
GetObjectVersionTagging
GetObjectVersionTorrent

oudformation:UpdateTermination*
oudformation:UpdateTerminationProt
on

Detective 218 mNEE
- Lambda EMEERBERHP B , RATEREMA/RHE

A

B

2023 4 A 10
H
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AMS Accelerate A& 5w

AMS IEEESMEF

gE

BEHHBUR -
Detective %18

RIS ERE A
& - 4% SLR

MR ESE A
& - EventBridge

ST AR A5 E A A
&-HEIEE

hiE B 4R 3E Bt
E

DU
B E#TBUR I B E A SRR

IR F 18 Contacts RENFRGELEAE,

hAETRREENZIZEERNREER , YENEE
BHEANCREEFBY , UEESHREFEERDE
Ao

Hn3EA Amazon EventBridge 33 Bl 18 7 30 RIS ERE A
B,

A EEEEH —E AWS Managed Services RS 88
(events.managedservices.amazonaws.com : //) BEEE
ZAE, RESER A®KEIL Amazon EventBridge 3
ERA, HRAZEAWS IREPHETRRESEEAR
BHIIRE R+ ZE AWS Managed Services FTEE M B/ 5%
1 o

ERAFH S3 Al iEEH Y AWSServiceRoleForA
WSManagedServicesDeploymentToolkits

ERTIEIE LT

"s3:GetlLifecycleConfiguration",
"s3:GetBucketlLogging",
"s3:ListBucket",
"s3:GetBucketVersioning",
"s3:PutLifecycleConfiguration",
"s3:GetBucketLocation",
"s3:GetObject*"

IERBEHERBEFACGNEE,

B

2023 £ 3 A 21
H

2023 2 A 16
H

2023 2RA7
H

2023 %1 A 30
H

2022 £ 11 A 30
H
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AMS Accelerate A& ¥5m AMS RS MEF

2% iR H HA

RIS EAE A Accelerate 118 7 A IR ELE A BIRELF Accelerate 8 2022 &£ 10 A 13
& — Detective &  JR[$2#I1E, |

18

T AWS Managed Services £ LRI E#E A B IRIPEHERE
FoekaEy. MARBHRAIF S3 RAEFTEERIEEIE,

T RIS E A A Accelerate #7118 7 Zf & Accelerate ERENFRIEEL 2022F 6 A 9
&-HBITEHE A€, H

A BER AMS Accelerate R EIESZFIRE,

AWS AMS Accelerate f) SE R

AWS SEHREH AWS AWS SERREYNEENBYBESEATSEARGIRMSTT | LWES
ALARBEFF ARG ERE, HENAE,

aclE , AWS REBRTRIAERTFRECARFNFERRETT , HRAELFAIAIHAE AWS &
FERA. RMEREERCARFIEBNEFEEBER , MEE-DSRDFFA,

FBEEEBE AWS SEHRPERNTAT, 1R AWS EH T AWS EBRPERNGTT , IEHER
EHFREENMBEERRASY (E£RE, BHEANAG® ) . EMNN AWS R REBZHH API R
BERBEMAE , AWS B TRERMH AWS ZEHK,

WEFMAES , F2HE (AM E£RERERE) P AWS ZEBX,

MELEFERR , F2MH INEAWS ZEBERNEH.

AWS ZEBE : AWSManagedServices_AlarmManagerPermissionsBoundary

AWS Managed Services (AMS) & F
AWSManagedServices_AlarmManagerPermissionsBoundary AWS S&HZE, It
AWSEZ BB AR AWSManagedServices_AlarmManager_ServiceRolePolicy , AR i
AWSServiceRoleForManagedServices_AlarmManager 23 2 IAM B &1,

LWBERERFRILA — 20 IAM SREREEENEELK. #1T Config AWS FF{4. HEEX Alarm
Manager #H5E# AWS Config H , AR B I 4 E Amazon CloudWatch B RERENFFT,
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AMS Accelerate A& ¥5m AMS RS MEF

AWSManagedServices_AlarmManagerPermissionsBoundary BUR&iE#
F|AwWSServiceRoleForManagedServices_DetectiveControlsConfiglR¥EE AR, MEL
ABNERN , BF2E IERKEEACHER.

BRI A B BUREEE IAM B9
FAIEHME R
WBESEUTH,

« AWS Config - AFFFHEERER B NIEEE RERNET,

« AWS AppConfig - A FF#EEL AlarmManager #AREHIET T o

« Amazon S3 - RRFFIRE AlarmManager #1ZET B8 MY H4HIEF T,

« Amazon CloudWatch - AFFEEFME AlarmManager Z E B RAIEZENET I,
« AWS Resource Groups and Tags - AHFBEINEREBRNTT,

« Amazon EC2 - fAFFEHEL Amazon EC2 EiRMFF Al

« Amazon Redshift - RFFFEE Redshift #{T{ERMBEMFT A,

« Amazon FSx - AFHERERRK. MEENERERNT.

« Amazon CloudWatch Synthetics — fFFE Synthetics ERHIFF o

« Amazon Elastic Kubernetes Service - /A& Amazon EKS &M,
« Amazon ElastiCache - AFF#ER ERMFF T,

BT LATE L ZIP : RecommendedPermissionBoundary.zip F T SBERE SR

AWS ZEHE : AWSManagedServices_DetectiveControlsConfig_ServiceRolePolicy

AWS Managed Services (AMS) £
AwWSManagedServices_DetectiveControlsConfig_ServiceRolePolicy AWS ZEBR, It
AWSE BB R EEHEFAWSServiceRoleForManagedServices_DetectiveControlsConfighR
KEZAE (5520 AMS Accelerate i Detective B HIREERZAE), W
ZEAWSServiceRoleForManagedServices_DetectiveControlsConfiglRIEEEH/BNWER |
ESE MERBESEACNERN.

LHRAFFRBEEACR/ETRENE.

&7 LA AWSManagedServices_DetectiveControlsConfig_ServiceRolePolicy BUREHE E &K IAM B
2.
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samples/RecommendedPermissionBoundary.zip
using-service-linked-roles.html#slr-deploy-detect-controls
using-service-linked-roles.html#slr-deploy-detect-controls

AMS Accelerate A& ¥5m AMS RS MEF

MEFHMER |, FSBFEH AMS Accelerate RIS ERE A E,

TR E A
WBEREETHEFT , o5 AWS Managed Services Detective Controls S B MR EMA L ENEIR,

« CloudFormation - f5F AMS Detective Controls BB EH s3 #1FErEE. iHAEH BIFERESC 8555
Z & EM CloudFormation Ht&,

« AWS Config - ft&F AMS Detective 2 FITHE Y AMS HER A, RERERNERER.
« Amazon S3 - ft5F AMS Detective Controls IR H s3 fEFErEE,

BRI LATELE ZIP AR & JSON B RE R : DetectiveControlsConfig_ServiceRolePolicy.zipo

AWS ZE B : AWSManagedServicesDeploymentToolkitPolicy

AWS Managed Services (AMS) £ AWSManagedServicesDeploymentToolkitPolicy AWS ¥
EBR, It AWSS EBUREEE
FEAWSServiceRoleForAWSManagedServicesDeploymentToolkitlREER A ( FSH AMS
Accelerate W ZE T EERBERZAR). LBRAFBRBEEFLACABTHEE. SEEBILBRE
BE IAMER, NEFHEEA , F2EEA AMS Accelerate IR ERZ A E,

IMZEAWSServiceRoleForManagedServicesDeploymentToolkitPolicy BRI ERE A BIER |
ESE NERBEEAENERM.

SIS -6
WEREE T , 5 AWS Managed Services Detective Controls Z8BFM i EFTE L ENER.

+ CloudFormation — 705 AMS Deployment Toolkit £/ CDK FrEER S3 EREFE CFN #E,
« Amazon S3 - 55 AMS Deployment Toolkit BEH S3 fE1ZErE,

« Elastic Container Registry - 725 AMS Deployment Toolkit EEH ECR #RFE , AREE
AMS CDK FERREXFIENEE,

BRI LAE L ZIP AR T E JSON BURKE R - AWSManagedServicesDeploymentToolkitPolicy.zip.

AWS ZEBUER : AWSManagedServices_EventsServiceRolePolicy

AWS Managed Services (AMS) £ AWSManagedServices_EventsServiceRolePolicy AWS
SEBE, Ik AWST EBRE EREEAWSServiceRoleForManagedServices_EventsRiGELE A
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samples/DetectiveControlsConfig_ServiceRolePolicy.zip
using-service-linked-roles.html#slr-deploy-acc
samples/AWSManagedServices_DeploymentToolkitPolicy.zip
using-service-linked-roles.html#slr-evb-rule

AMS Accelerate A& ¥5m AMS RS MEF

B, EBRAFBRKERACALTREE, FEEGEBREEZE AM BE, NEFHHENR , 72
BA{EFH AMS Accelerate RIS EE A€,

IMZEAWSServiceRoleForManagedServices_EventsRIGEFZEA RN EF , B2H IEREELRE
ARNEF.

ATARFAEE R

WBEREETHEFT , L5 Amazon EventBridge A B RIRESFEARLENIRSEESE AWS

Managed Services,

« events - StFF Accelerate 3 Amazon EventBridge S &R |, IR AIRE hRIEWIKRE AWS IRF
RNBETREBEEAMENEREE AWS Managed Services.

BRI LAIE L ZIP : EventsServiceRolePolicy.zip A T & JSON BUIERER,

AWS ZE B : AWSManagedServices_ContactsServiceRolePolicy

AWS Managed Services (AMS) £/ AWSManagedServices_ContactsServiceRolePolicy
AWS ZEHX, It AWSE BB RGEEZEAWSServiceRoleForManagedServices_ContactsfR
BEEAE (FZM B AMS Accelerate Z B A SLR), LLBUER fLFF AMS Contacts SLR £ AWS
ERLEFEENERESERHE, SEEZBHBEREREE IAM BB, NFFHAEN , F2BEH AMS
Accelerate IR ERZAE,

/A Important

A AREABBER Pl) REARZIBREFARFERERT. AMS EFRAERRSERHAE
ER%. BEBRTERARBARBRER.

3
¢

WMFEAWSServiceRoleForManagedServices_ContactsRiGEE A @K ER ,
EABHNEF.

B DniE A 151

FTAIRFEEA
LBEERERTHIFFH |, /t5F Contacts SLR MHEUEHERER , LUEINES LRENERBIEET.

« IAM - f25F Contacts RIEEE IAM BE€H IAM FRENER.
- Amazon EC2 - f25F Contacts fJR#&E & Amazon EC2 ER L WEE,
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using-service-linked-roles.html#slr-evb-rule
samples/EventsServiceRolePolicy.zip
using-service-linked-roles.html#slr-contacts-service
using-service-linked-roles.html#slr-contacts-service

AMS Accelerate A& ¥5m AMS RS MEF

« Amazon S3 - fi&F Contacts Service Z& Amazon S3 #ZTEE FWER. WEEMER K4 , U
R AMS £/ HTTP REZEHE, FH SigvV4 ZEBAWE , URBE TLS 1.2 HEFHRAEEH
HTTPS REFEMENREFITRER. WEFHEN A F2H 5 2 5E S EM Amazon S3 Signature 5
4IRS RBIEBESEB,

« Tag - fFF Contacts fRIEEEF Hih AWS R LHER,

* "iam : ListRoleTags". "iam : ListUserTags", "tag : GetResources". "tag : GetTagKeys", "tag :
GetTagValues", "ec2 : DescribeTags", "s3 : GetBucketTagging"

& T LAE L ZIP : ContactsServicePolicy.zip A T8 JSON BUERRE R,

IR AWS ZEBERIEH

18 B L RIS AR B M E Lo 8 B LUK MY Accelerate AWS S EBUREHFMAEA,

25 iR =P
BEHNBER-3 - EREREELHFTarn:aws:ecr:*:*:re 2024 F 4 A 4
EIEHE pository/ams-cdktoolkit* . =|

ecr:BatchGetRepositoryScanningConfig
uration
ecr:PutImageScanningConfiguration

EFHNBR-8 - EAERHEELHIF Tarn: aws: cloudforma 2023 5 A9
ETEH tion:*:*:stack/ams-cdk-toolkit* ; H

cloudformation:DeleteChangeSet

cloudformation:DescribeStackEvents
cloudformation:GetTemplate
cloudformation:TagResource
cloudformation:UntagResource

- BAER B ELHHFarn:awsecr:*: *:re
pository/ams-cdktoolkit*

ecr:CreateRepository
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AMS Accelerate A& ¥5m AMS RS MEF

-3:J DU B

ecr:DeleteLifecyclePolicy
ecr:DeleteRepository
ecr:DeleteRepositoryPolicy
ecr:DescribeRepositories
ecr:GetLifecyclePolicy
ecr:ListTagsForResource
ecr:PutImageTagMutability
ecr:PutLifecyclePolicy
ecr:SetRepositoryPolicy
ecr:TagResource
ecr:UntagResource

- WA —EERBAF N REBFEEER ) SER B

- s3:DeleteObject*

s3:DeleteObject
s3:DeleteObjectTagging
s3:DeleteObjectVersion
s3:DeleteObjectVersionTagging

+ + o+ o+

s3:GetObject*

s3:GetObject

s3:GetObjectAcl
s3:GetObjectAttributes
s3:GetObjectlLegalHold
s3:GetObjectRetention
s3:GetObjectTagging
s3:GetObjectVersion
s3:GetObjectVersionAcl
s3:GetObjectVersionAttributes
s3:GetObjectVersionForReplication
s3:GetObjectVersionTagging
s3:GetObjectVersionTorrent

+ + + + + + + + + o+ + o+

- cloudformation:UpdateTermination*
+ cloudformation:UpdateTerminationProt
ection
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B EHT BRI AT E A SRR
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RFEETREEENEELANFITPELIN IAM AL | X
B ER Amazon EventBridge 2 & A,

118 S3 & a] , LU EE F 1 Accelerate B,

AREFRISELR A AMS Accelerate B Detective 2 &l BR 7%

2 1 £ 6 A S8 5T AR BR B DI AR 22 U TR Y B 4R

HTBUR - Alarm
Manager

IEFTEBER , UAFHITE REESEHFT .

RIFEZEREEENEESFXFTHRELN IAM AE
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EEEHE, BIUMER Amazon CloudWatch B REg
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B
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AMS Accelerate A& ¥5m AMS RS MEF

gE DU B
INERBIEHE  RFRERE AWS SEBRNEE, 2022 11 A 30
2 H
MEE-HELT  MESTEBEBHELEER. 20226 A 9
818 H

R F IR ER A AWSServiceRoleForAWSManaged
ServicesDeploymentToolkit BRI & & Z 5B Amazon
S3 f1FETE M AWS CloudFormation #£&#EF 1,

Accelerate FHIEERE

AMS Accelerate R R4+ AWS BR#E Amazon GuardDuty, Amazon Macie (i ) MEMRITES
TENER , SEERECNIERSE, BRIBER , AMS Accelerate B&IEV B2 BNEREENE
£, AMS EIFERRF 2L NIST 225 EM, AMS Accelerate 2F AR EH O EER TR O ER
F, BENITERERERAENEFZ2EEFERE .

& AMS Accelerate {8813 BN L2 BURIER AWS SENS R ENER B ER |, Accelerate EINEE
A, BRZIFENEFRANTTHEEHEBEEE, AMS Accelerate &8 365 X, X 24 /NFiRHfollow-
the-sunX & , WHRHREMNEE T , THEENREMESERFNERBRIR, EHTYFRKERE
Ko Accelerate BERANZLERBPERERER , U0 MESH , WEBEIRF PHIHN R L S HBIEA
B,

BEBERAEER , MEXHELED, WRERRTHAREERESATE , AMS SHE—EFAELEER
BEMRE, GuardDuty BEARLEHMBERERE | FELE Accelerate IREUE A B2 ITEFZE,

f5l30 , GuardDuty FERE RFEE UnauthorizedAccess : IAMUser/ConsoleLogin TR &H H & — B fE
AEEHREENERA ; AMS BEBAZ , YERERBAETERUBERRITAREES X,

£ Amazon Macie B3z

AMS Accelerate X , MESEEXKEF A Amazon Macie REA A2 B BN BBELEE | Hlm
BAREER (PH), BASSEREF (PI) MEBER,

&R LARE Macie #EE{W Amazon S3 fFirE L EMHT. EEB B LR FITEPRREELAH
MESERBI I, EEZLMBBEBER , AMS 8BAZ , YREFEEHESHEBERBELE.,

MEFMENR , 529 Amazon Macie FAEHE R,
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£ GuardDuty E5#2

GuardDuty 2 —EBHFENZLERRE  CARSEERE , fINEES IP it MBEIEE | IR#
]|EBE , UFAE AWS REFEPFAHNMAIEAREENZETE., EVURSEERER. £HAKN
BAER  REEE P it RBENEASHEE, GuardDuty 2E5 AWS IRFE EETERBE AR
R, SIMAKBRENERZEIE, FBE POBTEE. SRREHN AWS EF, GuardDuty
EEATSEN API L | flNnEBERBERUARBEBHAE, WHEFMER , %268 GuardDuty
FEHREEE.

EEZRRMO M GuardDuty AERER , BFEHATHSER -

1. BIE https://console.aws.amazon.com/guardduty/ BB GuardDuty F# &,

2. EERBERE K AREFREHEBELURAFMEN. SEREERNFAEASREAEER
HH, SRNERNFBHNEEMARTE.

BT ARERERBLOFMER | HBM GuardDuty BERRFMAR.

5/ GuardDuty £ 1E 4R Rl 2R &5 2 R R85 &

ZIERAR—ERGE  HPeSRERENEERGBIE. &7 UERRBREA A RENER ST EHRET
BNREERERE  fINREBEFENCHED. HEENBEEERPNEER 1 HE B e HEIR
BEEBRANZERE

EEEGEMBEEE  BRANSEDHHENELEERUENTEESE, HFNRETETSERE
AWS Security Hub, Amazon S3 = CloudTrail Events, F It , #1R&%EiB Security Hub E=F
SIEM B RMEZBEAEZEXNIA GuardDuty AERER , MMHEGFERRETRDTATHER,

AMS EE—HEEEMN R RBRIZERFHELRA, EZERFHSLEHRE  AMS EERENE
RUFILE N ARIFFFR (SR) , A SFMARAMF R BB RM .

&R LAZEIB SR B2 AMS BFA , LUE i EE R B ERE R
BREREFNEERE

GuardDuty BFEELRERR  IFELREREFSLNELRAR., BRENBEFEGERAD
17, GuardDuty E#HEFENRBEBESFK 90 X, BRI LUTE GuardDuty £ 4 FREE 90 KW B H
FEBERE , FEARKRBEFTERBPENEHF. HF , £ ListFindings API #E findingCriteria
of service.archived & true , %8B GuardDuty AP| R HFHEEFE,
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ZIERANE RERRHM
TIREERBEEFERIHRUNE REARH.

* Recon : EC2/Portscan : EAREREFERE , FRANHRNEDHFHRERTE.

+ UnauthorizedAccess : EC2/SSHBruteForce : ERBEBFEUEEHTERABER  BEADGEIR
RIEEHEFEEESE,

« Recon : EC2/PortProbeUnprotectedPort : EfIEBEHEEZEAFNHAITERE K FEARRER
REBRFRESRE,

85 Amazon Route 53 Resolver DNS B X $&i# 1T EE 422

Amazon Route 53 Resolver € LUEE 5 X Bl R B 2 Fic#&. Amazon VPC 4$7E DNS &M
Amazon Route 53 FABFEE EFHA AWS EJRH DNS &5 , BERAIEFE VPCs HER, FH
Route 53 Resolver DNS By A& , &0 LAEFZMFEF Virtual Private Cloud (VPC) F{EH DNS R £,
At , WA LAE DNS B ABRABEF BRI TERFEANGEANES., BRAFERE VPC ELR
B, RBEE DNS YA ARBNEENNES, RIFES , B EEHFE DNS B A EHN1TA.
MEFHMEN , FFSBEFA DNS B ABENEE L DNS &,

ZEMBFEE Route 53 Resolver DNS B X f&#HEE | SBFFEATIRF :

1. & A AWS Management Console , ¥ 7E https://console.aws.amazon.com/vpc/ : // BARX Amazon
VPC £# 5,

2. TEDNSPBrAMET |, EBFR A

3. ®RE., FEIMRBEENAR  NEIHORAEE, WEFMENR , 55268 Route 53 Resolver
DNS Firewall H9iE/EF R

Amazon Route 53 Resolver DNS B X fEEEf= 1224 M

Amazon Route 53 DNS Firewall £ AR AIEE. #AABENRAFHEEIEFNEZ., BEEER—
AT ERFE ARG |, TTERBIEER DNS Firewall RBIFEH, EE15ERIEHEE VPC B
B#EF | DNS By XGEE LEEUAR DNS MR AP FEANMEEIEE, MR DNS B ARBKREERFIEE |
RlERBAER BN EEREIE DNS &, MERBFAFRANFMENR , 520 DNS BHAER
BIFFAA AR Al

MABEAT AMEEEER

- SEWAFE , THEAWS BYMHERE,
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- BECHREEE  AEEMMEE,

RA B A RIEHBERETIERF RS #H T,
BIBEFEER , AMS SFBEEHE  HbhaE THIR AR ABHAE
- —{@& % WIRAIBEDefaultSecurityMonitoringRule, RABHEEESSHBELIEF , T

HEV R HEEMANSERE VPC £/ AWS Ef,

- EHRAIBEDFEHAWSManagedDomainsAggregateThreatList 2 E#AEEE
B E1E ALERT , 5 BE%IEFDefaultSecurityMonitoringRule 1
#DefaultSecurityMonitoringRuleiR 8,

MREGERENALE , AISERREEEBNERIEFHEEERRE, FRENWHRERERE. URE
RENEBTRENEEEHBINRSEBEIEFER , AITER AMS EEHRBH AL TEBE.,
EESTBREERARE  BFRTIIEP—EHERE

- FEEARIEM Cloud Service Delivery Manager (CSDM) B Cloud Architect (CA)s

° Eﬁﬂ&%%> o

AMS Accelerate H#Y & # IN%

AMS Accelerate i I 218 AWS BR#E #1TER N,

Amazon Simple Storage Service IRt ZEYHMZEE , AIRFBEHPNFRENER. RARI[IRMNE
SEMZBZENYG , BERMHREFEHERNPLANEE  BEEETEYHRTFURE, RAEER
FERWERFEEEY , FERMZENGSARMZNHNFRLBERE, MEFMER , 5528 Amazon
S3 HERHRE.

AWS I|dentity and Access Management 7£ AMS Accelerate #

AWS Identity and Access Management & —& Web ¥ , TiBBIEZ £ iR HE AWS ERN7TF
B, ZAILAER IAM RizH (EBA) WE S RBNTEMEHERN FF). £ AMS Accelerate tlA
HE K CEEXESAZERFHELEBIRS IAM EEEASG,

£ AMS Accelerate F |, EESEEH AWS IRF REEBRERNEZE , fINEFNEEBRASR, =F
BBERMNEBERERF. EXTECEEFHELED B, BERENBMSEIBRBERFFNEET , UER
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AWS = A8 AWS APIs, & T HBIREBEFIERAS R , AMS Accelerate S8EERIE R IAM #5351
#HREMY AWS Config R EI , WIREHSHBAN, MEFMENR , F2SE AWS Config ZER

£ AMS Accelerate R fEA B 9 E TR FE

AMS £ IAM & , EE—E IAM B9, IAM AGBELUAERE  EKACREEHFTHENS YD
ARE & 2 AR AFITHIRE AWS, T8 , BEEEEEMHEBNNEAEY K mMARE—EA
M—EH A MEATAEETCHARE. AMERAETEE—ELEE K BTREAEREHREATE
A,

EHACAHANDBEHEREERIES | B Operations Management BB EHEE, AMS AT
IAM A,

® Note
AMS FEIA B E AMS EE FFEUEN BIR , IRME AMS UigE ( F2H RiER), 8%
ELACTRSHNFHRMREELENE D, MREEELE AMS FHAEG , FBRHAEW
EimZRiBAT,

Role name (A &% 1) iR
B (E8) F/ : EPR AMS Access Service

ams-access-management BEMASBFEIE. EH AMS FEUEE ,
DEHEREHENAEC, AFNACHNEMRR
EFMAZ , EREETENRFH,

B (E8) F/H: AMS R

ams-access-admin-operations HAEEEEIIRPHRENEERNT , B2
BFAUER. EASMMBREARERERE
B AWS lREBHFHEF AR , a0 Amazon
Simple Storage Service, Amazon Relationa
| Database Service, Amazon DynamoDB,
Amazon Redshift #1 Amazon ElastiCache, R

BELBEE AMS BATREELSE,
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Role name (A& &) iR
ams-access-operations It AMS REACEBELENIRFHRRITERE

BN, LAGHRKRERFEERNERE
B AWS RBHFHNEFRABTLEEN. A
R MIBREF T , 620 Amazon Simple Storage
Service, Amazon Relational Database
Service., Amazon DynamoDB. Amazon
Redshift #1 Amazon ElastiCache, It£
&t 2 HEBR# 1T AWS Identity and Access
Management & ABRIERIEF T,

ams-access-read-only It AMS HEBEAEERN AMS 1RF PRV EERT
i, ttABTERTEEREERTHRE AWS
ZBREFEFABHNBEEETA , fl0 Amazon
S3. Amazon RDS., DynamoDB., Amazon
Redshift 1 ElastiCache,

#t (BB ) £/ : AMS BEM AMS R

ams_ssm_automation_role B #&E AWS Systems Manager , SAEEH IR
ams_ssm_automation. role F ®H#14T SSM Automation 3.

B (Ef) F/H: AMS &

ams-access-security-analyst It AMS Z4 B BERN AMSIEEFFES

HITERAREREERN RS EHRIENGT
i, RAEBLEREE AMS Z2 AB R URE
ttAe, tABTERTFEERFEEREN
[E AWS 2 RFHEFARBENGEA |, Flan
Amazon S3 ; ., Amazon RDS ; . Amazon
DynamoDB., Amazon Redshift 1 ElastiCac
heo
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Role name (A& &) iR
ams-access-security-analyst-read-only It AMS Z2 A ERRAE AMS IRFE PRI K

BAFA, LBTERAR S REERNZSE
HEE, LAETERTFEEREEREN
E AWS 2RI EFABRREIGTA , a0
Amazon S3 ; , Amazon RDS ; ., Amazon
DynamoDB. Amazon Redshift # ElastiCac
heo

B (E8) FH : AWS Services

ams-access-admin Il AMS EEEERABERTE IRFHPIRIENTES
A, TZR4l, 5 AMS RIPRSE ( EEHE/)D
HENITEREREE ) TUREFEEEAR,

ams-opscenter-eventbridge-role F Amazon EventBridge #&E , #§ create AWS
Systems Manager Opsltems 5 AMS % E
AWS Config 8l &4 TEREN —EB2

AMSOSConfigurationCustomerlinstanceRole E AMS OS-Configuration BR#% 3% 38 it 4> 24
Ef IAM BERR | Ltk IAM ARESERZELZN
Amazon EC2 #1T{E#8., ©IZEEH Amazon
EC2 #11T{E & Ed AWS Systems Manager
Amazon CloudWatch 1 Amazon EventBridge
REES, TEEET AMS BEIZEHRE , X
BUA¥ Windows #4T{E#&H# RDP FHL,

mc-patch-glue-service-role B AWS Glue ETL THERREE | UEFEs
Wi, 8 AMS SRERXGEEE SRS
1o

B (E8) £/ : AMS ki

ams-alarm-manager-AWSManagedServices B AMS IRF ) AMS B REHE S EMR
AlarmManagerDe-<8 i &% > KEHBIE , LAEL1T AWS Config 3R 8l $ AWS
AppConfig ZFEHYFT
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AMS IEEESMEF

Role name (B & &)

ams-alarm-manager-AWSManagedServices
AlarmManagerRe-<8 { £{3 % >

ams-alarm-manager-AWSManagedServices
AlarmManagerSS-<8 1y 8z >

ams-alarm-manager-AWSManagedServices
AlarmManagerTr-<8 i B3 % >

ams-alarm-manager-AWSManagedServices
AlarmManagerVa-<8 {3 {3 %= >

ams-backup-iam-role

ams-monitoring-AWSManagedServicesLog
GroupLimitLamb-<8 { 8% >

ams-monitoring-AWSManagedServicesRDS
MonitoringRDSE-<8 1y £{3% >

ams-monitoring-AWSManagedServicesRed
shiftMonitorin-<8 {3 &% >

ams-monitoring-infrastruc-AWSManaged
ServicesMonito-<8 i 3= >

ams-opscenter-role

DU

f AMS IR I AMS BT EE B EERER
FEIRAE , DS Y s R TR BT I

i $#&1F AWS Systems Manager , LATE AMS 1R
FHiA AMS B REE B EERK.

B AWS IRFE ) AMS B REESEMREE
£, BIBI{TER AMS AWS Config #2 8l 574,

M AMS tRF R AMS B REE S AW kR
£, EEfR AWS IRF R FELENE TR,

A HAR AWS Backup EE/ RE R #H 1T,

H AMS IRE Y AMS FRE& MBS IR B R IR
£ , LAFF{& Amazon CloudWatch Logs E#4H PR
il , 3 B AR FE EL B E T LB

B AMS 1R F i) AMS 5088 FEs 1 B =5
&1E , # Amazon RDS E4Ei%XE Amazon
CloudWatch Events,

H AMS 1RF R AMS e8I B B R8 e 1
£ , # Amazon Redshift &4 (CreateCluster

#1 DeleteCuster) Ejx E Amazon CloudWatch
Events,

H AMS IRFE Y AMS FESEMES IR BB ERHE 1R
£, UEAE#MZE Amazon Simple Notificat
ion Service , ABEIRF R EHREMELEE

o

B AMS RS HH AMS Notification
Management system #&F , A EE BRI
FE 122 HEAH AWS Systems Manager
Opsltems,

1£ AMS Accelerate £ & 2 ETERF
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AMS IEEESMEF

Role name (B & &)

ams-opsitem-autoexecution-role

ams-patch-infrastructure-amspatchconfigrulero

leC1-<8 B 5% >
ams-patch-infrastructure-amspatchcwruleopsite
mams-<8 {i 5= >
ams-patch-infrastructure-amspatchser

vicebusamspat-<8 ¥ B = >

ams-patch-reporting-infra-amspatchreportingco

nfigr-<8 { B & >

ams-resource-tagger-AWSManagedServic
esResourceTagg-<8 v &= >

ams-resource-tagger-AWSManagedServic
esResourceTagg-<8 ¥ B = >

ams-resource-tagger-AWSManagedServic
esResourceTagg-<8 ¥ B = >

ams-resource-tagger-AWSManagedServic
esResourceTagg-<8 v B = >

DU

B AMS Notification Management system &
£, £/ SSM XHREEBEE , SRR
FHh&ERERENIRE,

B #&1F AWS Config , U5 AMS SRR E
JRI{E Bl E AWS CloudFormation 3 & & #Y R
B,

B Amazon EventBridge #&{EJA create AWS
Systems Manager Opsltems 154 % B,

H Amazon EventBridge #&{F , S EH4HEEZE
AWS Systems Manager #£ & Windows R AE#
FEAH AMS SRR GRS S EREE.

B #&E AWS Config , LAFEE AMS EHRER IR
£ &R E8EH AWS CloudFormation &
B fm B

B AMS R FH# AMS Resource Tagger &/
R MeiEME , LATERT AWS AppConfig BRERFELTT
AWS Config # Bl §¥1&,

B AMS R FH# AMS Resource Tagger &
BEREEE , UREZEERREFEMEN
AWS EZE,

H #&1F AWS Systems Manager , LA AMS
¥R S A AMS Resource Tagger &8 T1E7

=o

B AMS &R F ##9 AMS Resource Tagger &8
ERERT , LEBISMBRSEERN AWS
EE,

1£ AMS Accelerate £ & 2 ETERF
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Role name (A& &) iR

ams-resource-tagger-AWSManagedServic H& AWS 1RE F#Y AMS Resource Tagger &

esResourceTagg-<8 v B = > WER IR , SABIITE R AMS Config #1 BIFF
o

ams_os_configuration_event_rule_role-<AWS H Amazon EventBridge #&1F , I $EH4EEHIR
&35 > FEEZEEREFHH AMS OS-Configuration
BR# EventBus.

mc-patch-reporting-service B AMS R ERNREBNREELESRME
E

@ Note

J& & ams-access-management BN ER, E-EIRZIEEE (CAs) EMAREEZNIRFEHRF
BEEAVMEE © management-role.yaml,

ERTEENARMEFZEERANE R . ams-access-read-only, ams-access-operations, ams-
access-admin-operations, ams-access-admin : accelerated-roles.yaml,

\)it

EE#—% 7 # AWS Cloud Development Kit (AWS CDK) (AWS CDK) #EBI%F , 2EH=E | B2
UniquelDs

By

AMS Accelerate THREIRIE SR EWRFER RETEEMY ams-access-admin B | B TERERBERS &
HEBhE RS MR/ NEE (HlsmiExX, Ho, BEE).,

AMS Accelerate BEERRIEEBR , UWFEMEE SR ERK, AMS Accelerate T?—HY"‘E’J'PE}EQEEﬁE
CloudTrail # , t AiEBEEEMRMERE, NEEBTARNESLEACEANES , F28 it
AMS Accelerate lRE FHIEE,

EHBRREEFEUE

&% AMS Accelerate XE BB , 5140 Operations Engineers, Cloud Architects 1 Cloud Service
Delivery Manager (CSDMs) , EREEFIEMNIRS , TeEEEREFRNESH. HFEEHRE
AMS FEURBERE , ZRBSATEITES , FIUNEKER, REFR, REEBENZERM. FER
ERAWE A METDRHSZREMMNGE ; BFFSE EH AMS Accelerate IRFFHEE,
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AMS Accelerate A& ¥5m AMS RS MEF

EXSE |IAM &R

AMS Accelerate ZFRIRAEEHREEBIRFHANAR (ELTF 24 NE—R) , XEBREBERMMEN
IAM ER 2B MFEH,

AT RELNIIRSE | AMS Accelerate §—1E "canary, , AJEZEMER IAM BB FEAR

&, UKk LR ISR, Canary 8EHBHEE ams-access-read-only At , I ¥ IRAY IR S BE
CloudFormation 1 IAM API B, Canary &5k AMS Accelerate FEXABRIMRE , URRELAE
—@KREW Aup-to-datefRE, HEBEEIRS FEIY CloudTrail A5,

Canary 9 AWS Security Token Service (AWS STS) TP ER & A AMS-Access-Roles-Auditor-
{uuid4()} , 20 CloudTrail Fr7~ , &4 T 5 APl FE0Y .
* Cloud Formation APl FEIY : describe_stacks()
« |IAM API 04
« get_role()
» list_attached_role_policies()
 list_role_policies()
« get_policy()
* get_policy_version()

« get_role_policy()

AMS Y Z = E 4O fE

Z 4% AWS Managed Services (AMS) WEEE K. AMS 82N IRF PN EERMEFEREE
BEERMZEE, AWS EEHENSEERE . AWS EEEZHRNRZEY K MEEEEERNELS
., AMS BEfAZLEFINEIHERLLHE , REEBLNERNEE , WHBIEER AWS E#ER
NEL, ELINEEAHBEATE AWS EnHHTHEARKXEYRLEE, AMS ZBRLEHMEE
BEEREERTEUR , AERBBRREEFREZRITEFINEE.

BRAHEENRER , fINERERFNTRIREE  LFREQRNHE, BERDATIESR , £F
ETHAMS REFRZEEHEENELG S, CELATHRERERBECNER. HABENEIE
BRI TR, FHLTRETUAERNREIENIIE, /EAERFARIERABERFEERRZS
BEEROESTE  UREEA BB ERIECREEN —BMENEHEE, I, BFETHRED
ERMERER , RAEMNHERERSSHOERTEIMEE , URBELER,
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LZEEHOETREBRER  BEBEERESZE , AUUBLER , Y ANSHEEEREBIRE R
NFENRANDEREFEENSEBENREE. E4AERT , RAKERHE AMS AREH4EE
B A, AMS EEMEM (RACI), MARLZEEH T ER. NAELESHHEE AVS B, UKk
AMS fE R — EE4 0 EHITF M.

AMS Z2=EHEIENEER

AWS Managed Services fF& NIST 800-61 Efi L& SEHRIEEENZLEHOE, EBFALEX
BE  BARE-BNLLEA4AEER L, TERSREEERRBACDEESRINLLEH,

SHOELE B

EEAEAYEELZSIRE , EERZLHBIEF , AWS Managed Services Operations BB &R
RERAE, BTEBLABTERKE. 28N, BHAESHK. BITRENTMEFEE , REE
HEH DI,

EEHERABHTHNERRE, 278, 7NEH EDERBEEHENLZLEHEEMBATE,
BERIINZ2EHOEITERBREFUREXAHERE.

EEHHE , AMS EBENETERNEFRERE  EVRSSBEERENFFIGRBICENIER , U
BRELEENER,

%

EERBEBEE , AMS HFEREREANNEEIIRE, HEEUE , AMS S8R EELMERE
BWAEANEETE, AMS Z2EEERBIIR  IRELERERESHOEEGBHPRES
.

HREBESEBHBR , ENLZLNEARXERLEERHEE AMS BEF , TELEHREREER
2EH, AXHRAREEMAYERRERENER U B EERELRLSHRERREDLE,

AXHEAEHI NIST 800-61 ERER/ARAERMHEFEMTRRINEN , WRSHER/ERSA
AEBREMNERBE, TEINEABRRIFELZLBERRE,

ElFEEREFE
BRI AMS ERARF RRAEEE (CSDM) M AMS EiRZEER (CA) —EER TIREFE
o THRWL RSP EEHTHLETHEESR,
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AMS Accelerate & 1ER AMS tnE#EEfEF
- THRBEADEXESEREIFESR  YEITHERPEERTELIFESH,

- AELZ2EHFAEHBTEEEN BB SRR E ABBEFEER,

- BRLLBIRARKIN , YHEEMEZE AWS IRF. BEARNSEIRFAERETEE,

- THRUWME AMS 5|BZ2S4 , WRAREEMNTELNE R,

- BRKEIZLBHE , EMERHIEENASNRRE , flUD EERENREREDRO,

- THRETLUEABLEAFZRER, ELERRRFELNRSEF , URHETUEFREM.

- THEWMAEFAERBAFERA CloudWatch Insights Z 5 B &

- THREIR (EC2. IAM, S3 Flsonon) ATAREHIEE , UREHFITEEHTHAENER,

(=0l

EEE AWS BHIRFHRB , AMS 8£AREIRFNEHBERENERRERERETR. IRF
EBHNEBERSEHNERE , BFETRER® Amazon CloudWatch, Amazon GuardDuty, VPC Flow
Logs. Amazon Macie AWS Config #1 Amazon R B EEHRFEE,

AMS EIFEARE AWS BRFMEAERRMREER FTIASRINRZEEHS !

- HE-FMFAEFERER

 GuardDuty AEREREFH

« Macie AERZRER

- Amazon Route 53 Resolver DNS B A &= 4
- AMS Z2EH (EREFTET)

REER%E. EnNRELEERENEE  SHEEGBERTE,

[ AMS SEREEH

BB AMS XEA QMU & R O5BEH , LB AMS Z2EHHFERRAE,
vl
BMAMHREREEHR , T ESBEREINKENEMARRRERERSH. AMS A BELNF

BRERMREELZEEN. DM EAEREFERERRRN B , fINBRRERR. EHA
&5, CloudTrail B4, AWS R BFE. oMt ESREBMEBEBRBERERITANEKEN,
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FEANSEBHBR , THTRESFRENSEANS  YREESATELRNERER, EEHR
AMS Tk 58 81 2 3 3 HIE B4 B,

RERB AMS BERZE£EHER

AMS ZEBEH4HRRHEENLLBIRALD , TREHEEANE. BN AMS ERBERLEES
(CSDM) #1 AMS Ei#ZR#EH (CA) REBHZ 2 AEHEETMEANBEED,

BASEELZSRERNEDEN. SHOMRNBEA,. BYWUFENSENKm , H120 B H1E
R, ZRZERHRR , URELZLBHHBNERERER.

AMS Z2MRBEAPISWEERVO TS, ELERUALRMENR , BLUTUSSHEHTE
BRRIEEBERUEITIEE.

- BEBERE

- BEBERRR (48B3 )

- BEBEREM

- BEBE#ER

- BELEREWN B HAMNEE

- AWSIRF ID

- BE (ZEMEBESE )

« AWS &R (IAM user/role/policy, EC2, S3., EKS)

RIFAEERBEREHA MWL , fl0 EKS AERR , 24 Pod, FHENBEFHEA,
a8

AMS KB HI T ERELERT SEBHER. BTHRENEBURRMERERH,. IAM E£AERAEEUH
HE, BTEREFEESFESFZDMAURRENTHEEHTE,

MHENEER D RRE, flw, BEARK., REHERERER  JEHTNIERTERR. IREHEL
RENKBENEFRESEN  EERREERTZ M. AMS RHEBFIRE  ARELEREFES
B RNERER  BEBRER,

RIBDTHPNER , ETENEBHEE, AMS AHMESHAEHBERRHZESBEENES . HP
—EgEH T
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- EARERIRIERCEENTE (Z28E. NACL. WAF £8|, SCP #A|, ERFE, K%
EEFERERAMBREHE )

- BRMREE

- HEEE R

- EHIAM ERE, AGMBER

- BRRED IAM ERE. ACER

- RIEFEMMBREEER

- REIRBZSFEERNLFHFE

- WRENER. AP RNELE

- RIFELBNEAERMNBBENA

AVS ZRIZGEREHARRFEEANSETIESHEENEFRBER , WERCHKRINESH
B R HRR AV IR . REEE R RESE

- ERTREXE

- RERE

- BRBEEFER (O, BEER, BREGINSEINES)

- BERBATRENRENER

- REEMNBME (S, HoBH, TL2EH )

« BERARERNEFEAM (HlW, EQFIEEREPTRE )

« FRBRNFERE (HU, BPMRAEBRNRSFRG A, MBAEBROTRERGE, X
ABRAR) o

- ERLTURBNZ2ERE  URERRE  YEHEBARERMNEFEETRIES,

BEINEEEHREE , AMS BRSBERAE , EBFIERHNRBAENRERERSHIMNERLE
#lo

£ R AR RE BRBEREEY N T EHiTH 8 K

- IR
« AMS REALERZESHHEE ?
- MRR  FRIFEER (EHE. XK. ER )
« MRE , FRTHAELHEHNERAT T —ELR

nlh
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« BRT LARRRENS ?
- WRR  FRERHEITENER.
- NMRE , AEXRHEENEESSHF  LRESSHEMENE - S EIF,
- EERAEZEENEREAZIZENERBE?
- WRR  FRET—EPER
- NRE  ARERHIFENER , EXTHERER , UM LEHE - AR,
- RiglEm
- RERE-SONIMEBUZZERKNROEIA?
- BERELAREBNEBLEFRELZENNE ?
- WRR  FRET—EPER,
« MRE , FNBEIBLG  ARBCMAERERENNE , UBLEEIMER, BEMEIR.

BRER

BEEMHZR  TRFEERRERER , TRAFBRE , REBRBEETT —EEEREMEER. RERIER
R ERRESRRABREIAGNERERSE , UARENERMEEIFANKE, EREREY
B, FRCHEIREPHAEZIZENRS. BRNHATER , UAEETEE,

REBBRADERAETHBERENER , UEEEESRNERIRF. HRARESH K ERTES
BREANEGE, PHERRNVAS4ARESEMAERE (BXIE ) NEEELERRESERZS
t, BB RRBESH. RURRSAASINRALE (S0, ERREEE ) NFETHE , LS
ARRREENE S,

HRELEHN  FTEERRIEERHBEANT.
ZRTHEE :

« RS UUERRFEREG  ARERACHEARNEMHEFETERL , U ERFERERR ?
- REEBKRYUBEETHMEESHBNE AR YL ZXENRRNERE-SHHRE?

BIR

AMS EEZEE  BRMEFRZEFHRE, MERRERSEE , Uk (MER ) BERENUR LEE
E,

ZRTHEIE :
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- SRENRBEREBCEENE (S ERENREFN TN RKKE ) ?
- MUK ZEENIRERILEERE?

. EIERAMETERAR, B E R R EREN R R R TR S SRV B TN
&9

SHERRE

HEEHEER , AMS SHEMAREEHNITREREEREF. I, AMS SERBEHERRIE (COE) 2
F, UBRABERNZEESH , ATSEHRENEFER. AMS SRESHE  FEAERERER
8. COE = i#h8) AMS BRI EE FEHANEMRER , Y ELREERST —EEHFEE , 2
Pt EUSHERRE | SiHBRESENFERENER.

ZEMBEHNAEETERFERETIIER | LB NENHE

- RREHBHABISHRR, MAEKETE  UREHREEFNEERE (40, 8%, EF) &8
TZLE™E?

- SHOEERFEESREES ELEE4NNKBHRS ?

- HTNBEEIMERSRER?

« ET AR ? MATERS ? RER WU LEERF AN ITESNER?
o FRAFI AT LA R 1tk K% a0 fal e R0 B L B RS 2

- HTETURAEERET ?

- RREBRELENEHOEREF? eMREREM?

- BHANSHEENEALRARERETK WAHHE ?

- HEMER (AWS £, EFERK. AWS REBERNEFZEERK ) NIBFEREREN? MRR
B, TUREWLEERR ?

- ROPEAREEPNERSR, 2HEM, RACI, REASERES? REFEENEM

Runbook ?

- MR ETENERFETECBNEERMNE ? R TN HRESHEEHHP G 2R
2

. FFERRNEEEE AW ?

AMS FHZ £ =44 EFE Runbook

AEHZEME Runbook :
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- BIREAETHHEFE
- BEEHBENEE

HREREZTDNEE

BEAEREAWS IREFHNBRERE. FEE , AMS 2ERRAE, REEBREHHEERME

RENLD>EBERERRERAE  HINEBELNIIRFEE. BUA AWS Identity and Access Management
(IAM) FEURENMRAEE, BERER , URBBMSEERRE (MFA)., UEFHEN A BF2EEE
REAERIENEE.

T ATEE AMS SHEIRARNFAER , FBWAHLR EE AVS R ERBIES.

FERZREAEZDE , ERBAKRY , EURRTHANBEARKRFPRERIRBIEDY , SELS
#, UKEHBEEELERNTLBBA.

AWS Managed Services Operations EREENNBFERETE. HITERKE., 72BN, UK
KBRENFOBMITEGEE , ARMITEHERD I

MR EAH AMS Advanced BEER | EEIWEIRE AMS CSDM # AMS Ops TiZETHVEESNER | 78
RENNBERAETE , IA AMS EEFRERFEHAERFE. AMS SRAEREAETE , BEEERE

2

[ AMS SAMEMETEIERNRERE , TERERAFESHNERMIFERR AMS BRIEFR , BB
IR RERNEH4 O EEER,

EHERA AMS #11T GameDays , JABRE AMS WEFEH4OERERF. ABNMKRKEEHN  LHEHEE
WABERVYAARER  UERERNEHEE,

PEEX A - B
AMS JZEiB 2R R E R0k S RV ARIEE) , @%% GuardDuty M AMS E5#2,

WEREE AMS Accelerate , IRFER SEIEFERAEIFAPREAEZTHNEL, REEEER
BF , AMS Operations 2R EE A RAVIRS Runbook,

WMEREE AMS Advanced , RIEBHSEIEEH , EH CSDM EMIFTEINIRFEREEE , LUK IEE
AHRWIRE ARAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/general/latest/gr/root-vs-iam.html#aws_tasks-that-require-root
https://docs.aws.amazon.com/general/latest/gr/root-vs-iam.html#aws_tasks-that-require-root
https://docs.aws.amazon.com/managedservices/latest/userguide/how-when-to-use-root.html
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BEER B : 24F

AVS ERHIENERABRER  WREAZSHETHRRHEE. £ABELN AMS 22 ERER
SHYHREAENEENFAHTARSMBFNEL. BFSFREGE , SIHPHEEDRERA.
EERRENREAESH K AREFBEE-—ITRE,

HENEAXEAREMRENEALLS S

- IRFEF : RikRFARBERS ?
- REAENEF B | SERERE BREEBAYE T B4+ b uk A8 I
- BoRBFMAET  REMAERMENARFFERENRE ?

- SEE)RCE  ERAEUREARMT HE? EERHEMNERA CloudWatch FF, THEIMEREEL
AERBRBE.

REBKR K LCEBEFEVINES , XRBNABEEBANIRFHREBRBA. ARRERETS
wmARAEA , BB FEES T AR RE FE it | BBRRIEE AR B BE.

PEER C . @R FHRR
AVS HENZBEREHE  EEREBNETEFREBIRAB T THITES . BHEHETE

- WRBEENZEAERNSIR,
« WRAEHIRFME IR ER TR
- HREBVYWEIR,

HEGEBHE , AMS HEENZLBERERSHF , UBFRTFEHNEMTERRML , LEBREA
BERBIEENRE.

BHFTETKE , B LR EEE AMS Operations BB & ERITEME R ENE,
EHREBRE

AMS EREERBAEETERF , LHEBZZEMHI. E5TK COE NBRESH , AMS Si${E{A48
PREEREERITENEF U tfihESHEERR.

AVS ERSHENMARKFHEEN. KEEENER  RARESHRSHTEETNEMTAMS A
EER , 2EEERK CSDM M CA,
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HESHRBSHNERE

Amazon EC2 #ITEEANKESEIFER , S FF = FEBNHABANEAEXERINZN BT
FREHEE. AMS RHIHBEE AMS HEBHMEZNRE LHETFEH.

EHTEERENRE , AMS 8 ZBREX2FAEHRERTAIEBNEE , 8 Amazon
GuardDuty, Network Traffic 1 Amazon internal Threat Intelligence £&i%,

AMS =B GuardDuty EEHRRERER. MRMA , ELH A LAE AMS Advanced 1 AMS
Accelerate LfEfA, WFEFMEF , 528 Amazon GuardDuty FH EEEEE,

(® Note

MREBREFEEHAES EPS , AISHEORNEFSRLEE LSRN EFTE, MFEFMAER ,
AS2RSENN

HRZZSHRER , SRUEHALBAEEENF, LBENREEERENTMEEED. AMS
Operations EFE. HTERBRE. 7ENTH  RAREBENEFIITEHER , BEAHTEHR
o

PEEY A - B

AMS &£/ GuardDuty EER#TER LNEH. AMS EREBENBRANS EED , UHBERE
AERRNREFE M EHI N EREZIRE,

BERWERBRBRAEEREHEAT, BERRESREHZZERFABNMATNSEERIR , LET
BRI EDRNEEEENRR,

AVS EFTHERREEMZRZERSFH AMS BERH T A 2EMNEABERNE RIGERNEER
Bt

BEER B : 247

WEERR K SHEETON , UEBEMEDREIER. EHAENEBKE , AMS 8HES
ESYTEEBN THEEINEENBEANE , HE THBAPRATNEER R,

HEHBAXEATREmMEHNEASEH 2

- IRFEF  EBENRF LERIBSEREEH ?
- WITERFHMENR WL (&) BTEREESERRSHEE?
- BHEERRK BRI 2
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https://docs.aws.amazon.com/guardduty/latest/ug/malware-protection.html
https://docs.aws.amazon.com/managedservices/latest/userguide/ams-byoeps.html

AMS Accelerate E A& 5 AMS INEEESFER
- THEEHEHF : ITER EBTHEER ?

- EEREFAER  MRMEE  BEEERRINEBEESRKEBNARRBITER.

- FRAENACHEET  BEEAENACIIEBNFENZETE?

- SEENRCER : BITER L ERHEWLES ? ELR CloudWatch BAMNER |, IRKBHITERNR
MEL. THRNMEIREL BFESHEETHRE

- WEEORE MR EEEEISITEE. HTEREEERINTE  URREINRAE?

REEBRREFRBEREET LRI MABHEEBAIRS, FTEBNITFEEENEEBRED, 7
BENMBEARNERNERFIRMELES . THRREPRIANZENR K URERAEXERSE
VITHI R ERE |, B BUINERE,

MREMEFTHEORILRE , ASEENEHALERAE. WREREREAR , BN AMS S REEEW
BHEIETE

Phace C : @& fEK
AMS ZEREE , BIBRENERNEMNEFRYEBENEHEE., BFBESIEETRER :

- EBRBEAHER

- BREBRRAURFHEANELHNITERNRE
« {82k SCP. IAM EAENABBRNURE FH
- it TENERHTERE

o IR A EERR

- WREENZEAER/ TR

MRLBZFHHTERETREES , Bl AMS EXBEERILLBR. BESEETRRA !

- BEREMAFTENERE

« REFNZTEBHREERYTERE  AEHRFFEAEANERE

- e EIEYRDIE R BT EEE

- BEABRANREREINGIRF P ARESTE THEEEN S —@ETEE.

EERBRB 28 , FHRLHEBESRBRENTERLXIANMITHLR , IRREAEMEAES , X
PRt # TER LN ESREEREE, AMS ERFEALNERSFRHIEBRRERENNBERE
A, UAEER,
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LB | BEEH AMS Operations #TEREE)., AMS EEBZREE , KU I EEENTERER
K, MREFEHITERE.

EHRERE

AMS EREERBAEETERF , LHEBZIERHI. E5TK COE NBRES , AMS EHEEER
MHERERR LB EXESHLEER.

AVS ERSHENKREFMET. WEBENER , XOFEEAN AMS ATBERKBRESEH , 25
#&48#9 CSDM H CA.

Accelerate P Z £ =4 ek FIE 12

1£ AMS Accelerate FEEMHIMRFERE T CloudWatch Events flZ2 RN EELIE ELEBRELBR
b, TR EMRALZDBINEEEHIIR, AMS Accelerate 8- GuardDuty #1THR F B8, MEHF
HMERR , FE2 B GuardDuty B2,

Accelerate FHVERES IR
AMS Accelerate A BB ERBREASBEN TS M INIRIETEMY , TS THERIZE .

- BREEZLEHL (CIS)

- BIRZEES ML (NIST) BERL 2248 (CSF)
- XEREBERERBEEMEESR (HIPAA)

- XFFEZ (PCl) ERL£1ZE% (DSS)

BEBAEEMS R AWS Config 5 BIEZEB R EH RS RBITILIR/E , 55SE AMS Config RAIFER
E., AWS Config RAIRKERFTFENHERE , WRE AWS ERRENHESEETTMGE, TAHEREE
FHSEBRAERANAERSR S, HlW , BERIEET Amazon S3 EEITE | WEHRERTLME
HY , Mi&E/& NIST #&%, ams-nist-cis-s3-bucket-public-read-prohibited 38 B &€& 82 R 1E% , W EHE
R FIZERC S3 RFITRT AR, BARILRABRA Auto Incident 1&E5 R , RSt & B2 3] Incident
Report , IREERILRERE, EttEREMBRAERTESER AMS BHMESERE, F52R8 £ Accelerate
H e FEE R o

/A Important
WMREHFLRMATESRE , fll0 , MREFE AVMS RIEBEESR , BREBERNR

i, EEXBBHER , BR AVS BEEETARNER. ERBHERT , Q23R , fim
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html

AMS Accelerate A& ¥5m AMS RS MEF

"R AMS HHEER AERIMN — 35 , FBIEERIFREFEIR RESOURCE_ARNS_OR_IDs, HEIRF
FREREMR B CONFIG_RULE_ NAMEJ , WETB L EW I A LU EIER
MREFLERMMBRDNE |, Hln tu%‘“?%*ﬁﬁﬂiﬁ%i%gswr/\BﬁﬁﬂyE’JﬁE S3 f1FET
REEEEE , BRI BIAMRN , FFSE £ Accelerate 2 I # Bl A AR o

AMS Config R BIFZ\ E

piIBL e AMS HERANENXNE , UREBELNIRES. ELEARBKRAL MEams-. ALK AWS
Config 124, AWS CLI & AWS Config API 4515 5 th 15 BI % H & SR, Zzu =5/ B —ARE R
AWS Config 528 ViewingConfiguration 8.

(® Note

HIMEEMA AWS EEH Gov EIRED , AREERE , R RS2 o HERERKRA
& AMS Accelerate R8BI R P EREERBIRFMHBEBANERS , UREEEH E’J%EE'J_JFH %,
BB RETEEEH AMS Config 8,

BAIR

T & 2A ams_config_rules.zipo

AMS ERER Al

RAIEE R #% BB R Bk 2Rig
ams-nist-cis- GuardDuty E 8 1BE CIS : CIS.13, CI
guardduty- S.14 ; NIST-CSF :
enabled-centr PR.DS-1 ; HIPAA : 164.312(a
alized )(2)(iv). 164.312(e)(2)

(i) ; PCl : 22,34 ,8

2.1
ams-nist-cis-  VPC EH &% CIS : CIS.6 ; NIST-
vpc-flow-logs- CSF : DE.AE-1,D
enabled E.AE-3 , PR.DS-5, PR.

PT-1 ; HIPAA : 164.308(a
)(3)(ii)(A) , 164.31
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_view-compliance.html
samples/ams_config_rules.zip
https://docs.aws.amazon.com/config/latest/developerguide/guardduty-enabled-centralized.html
https://docs.aws.amazon.com/config/latest/developerguide/guardduty-enabled-centralized.html
https://docs.aws.amazon.com/config/latest/developerguide/guardduty-enabled-centralized.html
https://docs.aws.amazon.com/config/latest/developerguide/guardduty-enabled-centralized.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-flow-logs-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-flow-logs-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-flow-logs-enabled.html

AMS Accelerate A& 5w

AMS IEEESMEF

BAERE

ams-eks-s
ecrets-en
crypted

ams-eks-e

ndpoint-no-
public-access

ams-nist-cis-
vpc-default-se

curity-group-
closed

ams-nist-cis-
iam-password-

policy

AR 8 AR
EKS E 5
EKS E 5
VPC S -3
IAM E Hf

B{E

=4

=4

EH

=4

£

2(b) ; PCI : 2.2, 10.1,
10.3.2, 10.3.3, 10.3
4, 1035, . 10.3.6;

CIS : NA ; NIST-CSF :
NA ; HIPAA : NA;
PCIl : NA ;

CIS : NA ; NIST-CSF :
NA ; HIPAA : NA;
PCIl : NA ;

CIS : CIS.11, Cl
S.12. CIS.9 ; NIST-
CSF : DE.AE-1, P
R.AC-3. PRAC-5, PR.
PT-4 : HIPAA : 164.312(e
)(1) : PCl: 1.2, 1.3, 2
A, 22, 1.2.1, 1.3.1

. 132, 22;

CIS : NA ; NIST-
CSF : PRAC-1, P

R.AC-4 : HIPAA : 164.308(a
)(3)(i) , 164.308(a)(3)

(i)(A) , 164.308(a)(3)

(i)(B) , 164.308(a)(4)

(ii)(i) , 164.308(a)(4)

(i)(B) , 164.308(a)(4)

(i)(C) , 164.312(a)

(1); PCl:7.1.2, 7.1
3,7.21);
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https://docs.aws.amazon.com/config/latest/developerguide/eks-secrets-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/eks-secrets-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/eks-secrets-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/eks-endpoint-no-public-access.html
https://docs.aws.amazon.com/config/latest/developerguide/eks-endpoint-no-public-access.html
https://docs.aws.amazon.com/config/latest/developerguide/eks-endpoint-no-public-access.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-default-security-group-closed.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-default-security-group-closed.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-default-security-group-closed.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-default-security-group-closed.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-password-policy.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-password-policy.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-password-policy.html

AMS Accelerate A& 5w

AMS IEEESMEF

BAERE AR %% EER R

ams-nist-cis- IAM TEHA
iam-root-acces
s-key-check

ams-nist-cis- IAM TEHA
iam-user-mfa-

enabled

ams-nist-cis- Tl iHREg e
restricted-ssh

B{E
E=H

=4

=4

£

CIS : CIS.16 , CI

S.4 ; NIST-CSF :
PR.AC-1, PR.AC-4 , PR
.PT-3 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(3)(ii)(A) , 164.308(a)
(3)(ii)(B) , 164.308(a)
(4)(ii))(A) , 164.308(a)
(4)(ii)(B) , 164.308
(a)(4)(ii)(C) , 164.

312(a) ; PCl : 2.2 ,7.1.2
, 7.1.3,71.2;

CIS : CIS.16 ; NIST-
CSF : PRAC-1, P
R.AC-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(3)(ii)(A) , 164.308(a)
(3)(ii)(B) , 164.308(a)
(4)(i) , 164.308(a)(4)
(i)(B) , 164.308(a)(
4)(ii)(C) , 164.312(a)
(1); PCl:22,7.1.2
713,722 ;

CIS : CIS.16 ; NIST-

CSF : PRAC-1, P

R.AC-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)(4)

(ii)(A) , 164.308(a)(4)

(ii)(B) , 164.308(a)(4)

(ii)(C) , 164.312(a)
(1);PCl:22,7.21

,8.14 ;
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https://docs.aws.amazon.com/config/latest/developerguide/iam-root-access-key-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-root-access-key-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-root-access-key-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/restricted-ssh.html
https://docs.aws.amazon.com/config/latest/developerguide/restricted-ssh.html

AMS Accelerate A& 5w

AMS IEEESMEF

BAERE

ams-nist-cis-
restricted-com
mon-ports

ams-nist-cis-
s3-account-

level-public-
access-blocks

AR

R RHE

S3

EER R

fHRESE
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CIS : CIS.11, CI

S.12, CIS.9 ; NIST-
CSF : DE.AE-1,P
R.AC-3 , PRAC-5 , PR.
PT-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(3)(ii)(B) , 164.308
(a)(4)(i) , 164.308(
a)(4)(ii)(A) , 164.3
08(a)(4)(i))(C) , 16
4.312(a)(1) , 164.312(e)
(1); PCl: 1.2 ,1.3,22.2

CIS: CIS.9, CIS

12, CIS.14 ; NIST-
CSF : PRAC-3, P
R.AC-4 , PRAC-5 , PR.
DS-5, PR.PT-3, PR.PT
-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(4)(ii)(A) , 164.308
(a)(4)(i)(C) , 164.
312(a)(1) , 164.312(e)
(1); PCl: 1.2, 1.2.1
013,131,132, 1
34,136,22;
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https://docs.aws.amazon.com/config/latest/developerguide/restricted-common-ports.html
https://docs.aws.amazon.com/config/latest/developerguide/restricted-common-ports.html
https://docs.aws.amazon.com/config/latest/developerguide/restricted-common-ports.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-account-level-public-access-blocks.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-account-level-public-access-blocks.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-account-level-public-access-blocks.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-account-level-public-access-blocks.html
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CIS : CIS.12, CI

S.14 , CIS.9 ; NIST-
CSF : PRAC-3, P
R.AC-4 , PRAC-5 , PR.
DS-5 , PR.PT-3, PR.PT
-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(4)(ii)(A) , 164.308
(a)(4)(i)(C) , 164.
312(a)(1) , 164.312(e)
(1);PCl:12,1.3,2
2,121,131,1.3
2,134 ,136,22;

CIS : CIS.12, CI

S.14 , CIS.9 ; NIST-
CSF : PRAC-3, P
R.AC-4 , PRAC-5 , PR.
DS-5, PR.PT-3, PR.PT
-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(4)(i)(A) , 164.308
(@)(4)(i)(C) , 164.
312(a)(1) , 164.312(e)
(1);PCl: 12,13, 2
2,121,1.31,1.3
2,134 ,136,22;

CIS : CIS.13, CI
S.14 ; NIST-CSF :
PR.DS-1 ; HIPAA : 164.312(a
)(2)(iv). 164.312(c
)(2). 164.312(€)(2)
(i) ; PCl : 2.2, 3.4, 1
0.5,82.1;
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https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
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CIS : CIS.3, CIS

4, CIS.6, CIS.12, CI
S.16. CIS.19 ; NIST-

CSF : PR.DS-5, P

R.PT-1 ; HIPAA : 164.312(b
) ; PCl: NA;

CIS: Cls.2, CIS

.5 ; NIST-CSF :

ID.AM-2 , P

R.IP-1 ; HIPAA : 164.308(a
)(5)(ii)(B) ; PCIl : 2.4 ;

CIS : CIS.16 , ClI
S.6 ; NIST-CSF :
DE.AE-1 , DE.AE-3 , PR
.DS-5 , PRMA-2 , PR.P
T-1 ; HIPAA : 164.308(a
)(3)(ii)(A) , 164.30
8(a)(5)(ii)(C) , 164
:312(b) ; PCI : 10.1, 10.2
A, 10.2.2, 10.2.310
2.4, 10.2.5. . 10.2.
610.2.7. 10.3.1. 10.
3.2, . 10.3.3. . 10.3.
4. 10.3.510.3.6 ;

CIS : CIS.16 ; NIST-
CSF :

PR.AC-1 ; HIPAA : 164.308(a
)(4)(ii)(B) ; PCl : 2.2 ;
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https://docs.aws.amazon.com/config/latest/developerguide/securityhub-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/securityhub-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/securityhub-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-managed-by-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-managed-by-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-managed-by-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-managed-by-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-managed-by-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/access-keys-rotated.html
https://docs.aws.amazon.com/config/latest/developerguide/access-keys-rotated.html
https://docs.aws.amazon.com/config/latest/developerguide/access-keys-rotated.html
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CIS : CIS.13, CI
S.14 ; NIST-
CSF : PRAAC-5, P

R.PT-4 ; HEAA: NA ; PCl : 41 ;

CIS: CIS.13, CI
S.14 ; NIST-CSF :
PR.DS-2 ; HIPAA : 164.312(a
)(2)(iv). 164.312(e
)(1). 164.312(e)(2)
(). 164.312(e)(2)(
i); PCl:23,41,8
2.1

CIS : CIS.13, Cl
S.14 ; NIST-CSF :
PR.DS-1 ; HIPAA : 164.312(a
)(2)(iv). 164.312(e)(2)
(i) ; PCl : 3.4 ;

CIS : CIS.6 ; NIST-CSF :
DE.AE-1, DE.AE-3 , PR
PT-1; HIPAA : 164.312(b
); PClI:10.1, 10.3
.1,10.3.2, 10.3.310

3.4 ,10.3.5, 10.3.6

, , ,10.5.4 ;

CIS : NA ; NIST-

CSF : PR.PT-1,P

R.PT-5 ; HIPAA : 164.312(b
); PCl:22;
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https://docs.aws.amazon.com/config/latest/developerguide/acm-certificate-expiration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/acm-certificate-expiration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/acm-certificate-expiration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/acm-certificate-expiration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/alb-http-to-https-redirection-check.html
https://docs.aws.amazon.com/config/latest/developerguide/alb-http-to-https-redirection-check.html
https://docs.aws.amazon.com/config/latest/developerguide/alb-http-to-https-redirection-check.html
https://docs.aws.amazon.com/config/latest/developerguide/alb-http-to-https-redirection-check.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-cache-enabled-and-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-cache-enabled-and-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-cache-enabled-and-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-cache-enabled-and-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-execution-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-execution-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-execution-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-execution-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-group-elb-healthcheck-required.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-group-elb-healthcheck-required.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-group-elb-healthcheck-required.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-group-elb-healthcheck-required.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-group-elb-healthcheck-required.html
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CIS : CIS.13, CI
S.14 ; NIST-CSF :

PR.DS-1 ; HIPAA : 164.312(a
)(2)(iv), 164.312(e)(2)

(i); PCl: 22,34, 1

0.5;

CIS : CIS.6 ; NIST-CSF :
PR.DS-6 ; HIPAA : 164.312(c
)(1). 164.312(c)(2)

; PCl: 2.2, 10.5,

115, 10.5.2, 1055 ;

CIS : CIS.6 ; NIST-
CSF : DE.AE-1, D
E.AE-3 , PR.DS-5 , PR.
PT-1 ; HIPAA : 164.308(a
)(3)(ii)(A) , 164.31

2(b) ; PCI : 2.2, 10.1,
10.2.1. 10.2.2, 10.2

3, 10.2.5, 10.3.110
3.2, 10.3.3. 10.3.4

. 10.35, . 10.36;

CIS : CIS.13, CI

S.14 ; NIST-CSF :

NA ; HIPAA : 164.312(a)
(2)(iv). 164.312(e)(2)(ii) ;
PCl: 34 ;

CIS : CIS.13, CI

S.14 ; NIST-CSF :

NA ; HIPAA : 164.312(a)
(2)(iv). 164.312(e)(2)(ii) ;
PCl: 34 ;
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https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-log-file-validation-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-log-file-validation-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-log-file-validation-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-log-file-validation-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-s3-dataevents-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-s3-dataevents-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-s3-dataevents-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-s3-dataevents-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-alarm-action-check.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-alarm-action-check.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-alarm-action-check.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-alarm-action-check.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-log-group-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-log-group-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-log-group-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-log-group-encrypted.html
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CIS : CIS.18 ; NIST-

CSF :

PR.DS-5 ; HIPAA : 164.308(a
)(3)(i). 164.308(a)(4)

(ii)(A). 164.308(a)(4)

(ii)(C). 164.312(a)(1)

; PCl:8.2.1;

CIS : CIS.18 ; NIST-

CSF :

PR.DS-5 ; HIPAA : 164.308(a
)(3)(i). 164.308(a)(4)

(ii)(A). 164.308(a)(4)

(ii)(C), 164.312(a)(1)

: PCl:8.2.1;

CIS : CIS.10 ; NIST-
CSF : ID.BE-5, P
R.DS-4 , PR

IP-4 , PRPT-5, RC.R
P-1; HIPAA : 164.308(a
)(7)(i). 164.308(a)(7)
(i)(A). 164.308(a)(7)(ii)
(B) ; PCI : NA ;

AMS Config IR AN E

7~ October 3, 2025 230


https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-envvar-awscred-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-envvar-awscred-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-envvar-awscred-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-envvar-awscred-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-envvar-awscred-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-source-repo-url-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-source-repo-url-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-source-repo-url-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-source-repo-url-check.html
https://docs.aws.amazon.com/config/latest/developerguide/db-instance-backup-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/db-instance-backup-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/db-instance-backup-enabled.html
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R.AC-4 , PRAC-5 , PR.
DS-5 , PR.PT-3, PR.PT
-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(4)(ii)(A) , 164.308
(a)(4)(i)(C) , 164.
312(a)(1) , 164.312(e)
(1);PCl: 12,13, 1
21,131,132, 1

34,136,22;
ams-nist- DynamoDB EHA & CIS : NA ; NIST-
dynamodb- CSF : ID.BE-5, P
autoscaling- R.DS-4 , PR.PT-5, RC.
enabled RP-1 ; HIPAA : 164.308(a

)(7)(i) , 164.308(a)(7)(ii)(C

) ; PCI: NA;
ams-nist-cis- DynamoDB EHA HE CIS : CIS.10 ; NIST-
dynamodb- CSF : ID.BE-5 , P
pitr-enabled R.DS4 , PR

P-4 , PR.PT-5, RC.R

P-1 ; HIPAA : 164.308(a

)(7)(i). 164.308(a)(7)

(ii)(A). 164.308(a)(7)(ii)

(B) ; PCl : NA ;
ams-nist- DynamoDB EH & CIS : NA ; NIST-CSF :
dynamodb- NA ; HIPAA : 164.312(b
throughput- ) ; PCI: NA;

limit-check

AMS Config R AIF2XE MRS October 3, 2025 231


https://docs.aws.amazon.com/config/latest/developerguide/dms-replication-not-public.html
https://docs.aws.amazon.com/config/latest/developerguide/dms-replication-not-public.html
https://docs.aws.amazon.com/config/latest/developerguide/dms-replication-not-public.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-autoscaling-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-autoscaling-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-autoscaling-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-autoscaling-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-pitr-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-pitr-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-pitr-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-throughput-limit-check.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-throughput-limit-check.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-throughput-limit-check.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-throughput-limit-check.html
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CIS : NA ; NIST-CSF :
NA ; HIPAA : 164.308(a)
(7)(i) ; PCI : NA ;

CIS : CIS.12, CI

S.14 , CIS.9 ; NIST-
CSF : PRAC-3, P
R.AC-4 , PRAC-5 , PR.
DS-5, PR.PT-3, PR.PT
-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(4)(ii)(A) , 164.308
(a)(4)(i)(C) , 164.
312(a)(1) , 164.312(e)
(1);PCl: 12,13, 1
21,131,132, 1
34,136,22;

CIS : NA ; NIST-

CSF : DE.AE-1 , P

R.PT-1 ; HIPAA : 164.312(b
) ; PCI: NA;
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https://docs.aws.amazon.com/config/latest/developerguide/ebs-optimized-instance.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-optimized-instance.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-optimized-instance.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-detailed-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-detailed-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-detailed-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-detailed-monitoring-enabled.html
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AMS IEEESMEF

BAERE

ams-nist-cis-

ec2-instance-n

o-public-ip

ams-nist-
cis-ec2-m
anagedins
tance-ass
ociation-

compliance-
status-check

ams-nist-
cis-ec2-m
anagedins
tance-patch-

compliance-
status-check

AR

EC2

EC2

EC2

EER R

fHRESE

fHRERE

e 1D

B

1
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=

o
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CIS : CIS.12, CI
S.14 , CIS.9 ; NIST-
CSF : PRAC-3, P
R.AC-4 , PR

AC-5 , PRPT-3, PRP
T-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(4)(ii)(A) , 164.308
(a)(4)(i)(C) , 164.
312(a)(1) , 164.312(
e):PCl: 12,13, 1
21,131,132, 1
34,136,22;

CIS : CIS.12, CI
S.9 ; NIST-CSF :
PR.AC-3 , PRAC-4 , PR
AC-5 , PR.PT-3, PRP
T-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)(4)
(i)(A) , 164.308(a)(4)
(i)(C) , 164.312(e)(1)

. PCl:1.2,13 1
2.1,1.3.1,1.3.32
,1.34,136,22:

CIS: CIS.2, CIS

5 ; NIST-CSF :

ID.AM-2 , P

R.IP-1 ; HIPAA : 164.308(a
)(5)(ii)(B) ; PCI : 6.2 ;
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https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-no-public-ip.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-no-public-ip.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-no-public-ip.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-patch-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-patch-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-patch-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-patch-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-patch-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-patch-compliance-status-check.html

AMS Accelerate A& ¥5m AMS RS MEF

RAIER R 7% MR RY B1E Y

ams-nist-cis- EC2 EH HwE CIS : CIS.2 ; NIST-
ec2-stopped-in CSF : ID.AM-2 , P

stance R.IP-1 ; HEAA : NA ; PCl : NA ;
ams-nist-cis- EC2 iHEgE e JE=, : CIS.2 ; NIST-

ec2-volume- CSF :

inuse-check PR.IP-1 ; HEAA : NA ; PCI : NA ;
ams-nist-cis- EFS E 5 wE CIS : CIS.13, ClI

efs-encrypted- S.14 ; NIST-CSF :

check PR.DS-1 ; HIPAA : 164.312(a

)(2)(iv). 164.312(e)(2)

(i) ; PCI : 3.4 ,8.2.1;
ams-nist-cis- EC2 HREgE & CIS : CIS.13, CI
eip-attached S.14 ; NIST-CSF :

PR.DS-1 ; HIPAA : 164.312(a

)(2)(iv). 164.312(e)(2)

(i) ; PCl : 3.4 ,82.1;
ams-nist-cis- ElastiCache E 5 B CIS : CIS.10 ; NIST-
elasticache- CSF : ID.BE-5, P
redis-cluster- R.DS-4 , PR
automatic- AP-4 , PR.PT-5, RC.R
backup-check P-1; HIPAA : 164.308(a

)(7)(i). 164.308(a)(7)

(ii)(A). 164.308(a)(7)(ii)

(B) ; PCl : NA ;
ams-nist-cis- OpenSearch E 5 W|E CIS : CIS.14 , CI

opensearch-
encrypted-at-

rest

S.13 ; NIST-CSF :
PR.DS-1 ; HIPAA : 164.312(a
)(2)(iv). 164.312(e)(2)
(i) ; PCl : 3.4, 8.2.1 ;
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https://docs.aws.amazon.com/config/latest/developerguide/ec2-stopped-instance.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-stopped-instance.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-stopped-instance.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-volume-inuse-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-volume-inuse-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-volume-inuse-check.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-encrypted-check.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-encrypted-check.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-encrypted-check.html
https://docs.aws.amazon.com/config/latest/developerguide/eip-attached.html
https://docs.aws.amazon.com/config/latest/developerguide/eip-attached.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-redis-cluster-automatic-backup-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-redis-cluster-automatic-backup-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-redis-cluster-automatic-backup-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-redis-cluster-automatic-backup-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-redis-cluster-automatic-backup-check.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-encrypted-at-rest.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-encrypted-at-rest.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-encrypted-at-rest.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-encrypted-at-rest.html

AMS Accelerate A& 5w

AMS IEEESMEF

BAERE

ams-nist-cis-
opensearch-
in-vpc-only

ams-nist-cis-
elb-acm-certif

icate-required

ams-nist-elb-
deletion-prote

ction-enabled

ams-nist-cis-
elb-logging-en
abled

AR

OpenSearch

Certificate
Manager

ELB

ELB

EER R B{E
EH B
fHRERE W
ERERE B
HERE HE

£

CIS : CIS.13, CI

S.14 ; NIST-CSF :

PR.DS-1 ; HIPAA : 164.312(a
)(2)(iv), 164.312(e)(2)

(i) ; PCl : 3.4, 8.2.1 ;

CIS : CIS.12, CI

S.9 ; NIST-CSF :
PR.AC-3, P

R.AC-4 , PRAC-5 , PR.
DS-5, PR.PT-3, PR.PT
-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(4)(ii)(A) , 164.308
(a)(4)(i)(C) , 164.
312(a)(1) , 164.312(e)
(1);PCl: 12,13, 1
21,131,132, 1
3.34,136,22;

CIS : CIS.13, CI
S.14 ; NIST-CSF :

PR.DS-2 ; HIPAA : 164.312(a
)(2)(iv). 164.312(e

)(1). 164.312(€)(2)

(). 164.312(e)(2)(

i) ; PCl: 4.1, 8.2.1;

CIS : CIS.6 ; NIST-CSF :
DE.AE-1, DE.AE-3 , PR
PT-1; HIPAA : 164.312(b
); PClI:10.1, 10.3
.1,10.3.2,10.3.310

3.4 ,10.3.5,10.3.6

, ,10.54;
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https://docs.aws.amazon.com/config/latest/developerguide/opensearch-in-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-in-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-in-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-acm-certificate-required.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-acm-certificate-required.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-acm-certificate-required.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-deletion-protection-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-deletion-protection-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-deletion-protection-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-logging-enabled.html

AMS Accelerate A& 5w

AMS IEEESMEF

BAERE

ams-nist-cis-
emr-kerberos-

enabled

ams-nist-cis-
emr-master-
no-public-ip

ams-nist-cis-
encrypted-volu

mes

AR

EMR

EMR

EBS

EER R B{E
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fHRERE B

£

CIS : CIS.6 ; NIST-CSF :
DE.AE-1 , DE.AE-3 , PR
.PT-1; HIPAA : 164.312(b
); PCl:10.1, 10.3
.1,10.3.2, 10.3.310

.34 ,10.3.5, 10.3.6

, ,10.54 ;

CIS: CIS.14 , CI

S.16 ; NIST-CSF :
PR.AC-1, PR.AAC-4 , PR
AC-6 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(3)(ii)(A) , 164.308(a)
(3)(ii)(B) , 164.308(a)
(4)(i) , 164.308(a)(4)
(ii)(B) , 164.308(a)
(4)(ii)(c)(C) , 164.3
12(a) ; PCl : 7.2.1 ;

CIS : CIS.12, CI
S.9 ; NIST-CSF :
PR.AC-3, PRAC-4 , PR
AC-5 , PRPT-3, PR.P
T-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)(4)
(i)(A) , 164.308(a)(4)
(i)(C) , 164.312(e)(1)
-PCl: 12,13, 1
21,131, 13.3.2
,1.34,1.36,22;
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https://docs.aws.amazon.com/config/latest/developerguide/emr-kerberos-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/emr-kerberos-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/emr-kerberos-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/emr-master-no-public-ip.html
https://docs.aws.amazon.com/config/latest/developerguide/emr-master-no-public-ip.html
https://docs.aws.amazon.com/config/latest/developerguide/emr-master-no-public-ip.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html

AMS Accelerate A& 5w

AMS IEEESMEF

BAERE

ams-nist-cis-

guardduty-
non-archived-

findings

ams-nist-iam-

group-has-
users-check

ams-nist-cis-
iam-policy-no-

statements-
with-admin-
access

AR

GuardDuty

IAM

IAM

EER R

EH

fHRERE

e 1D
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H

1
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of
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CIs: ClIs.12, CI
S.13, CIS.16, CIS.19
, CIS.3, CIS4 , CIS.6
, CIS.8 ; NIST-

CSF : DE.AE-2, D
E.AE-3 , DE.CM-4 , DE.
DP-5, ID.RA-1, ID.RA
-3, PR.DS-5, PR.PT-1
; HIPAA : 164.308(a
)(5)(ii)(C) , 164.30
8(a)(6)(ii) , 164.31

2(b) ; PCl:6.1,114,
51.2;

CIS : NA ; NIST-
CSF : PRAC4 , P

R.AC-1 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)(3)

(i)(A) , 164.308(a)(3)
(i)(B) , 164.308(a)(4)
(ii)(i) , 164.308(a)(4)
(i)(B) , 164.308(a)(4)
(i)(C) , 164.312(a)
(1); PCl:7.1.2, 7.1
3,7.2.1);

CIS : CIS.16 ; NIST-
CSF : PRAC-6, P

R.AC-7 ; HIPAA : 164.308(a
)(4)(i))(B) , 164.30
8(a)(5)(ii)(D) , 164

:312(d) ; PCl : 8.2.3 , 8.2
4,825
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https://docs.aws.amazon.com/config/latest/developerguide/guardduty-non-archived-findings.html
https://docs.aws.amazon.com/config/latest/developerguide/guardduty-non-archived-findings.html
https://docs.aws.amazon.com/config/latest/developerguide/guardduty-non-archived-findings.html
https://docs.aws.amazon.com/config/latest/developerguide/guardduty-non-archived-findings.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-group-has-users-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-group-has-users-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-group-has-users-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-policy-no-statements-with-admin-access.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-policy-no-statements-with-admin-access.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-policy-no-statements-with-admin-access.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-policy-no-statements-with-admin-access.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-policy-no-statements-with-admin-access.html

AMS Accelerate A& ¥5m AMS RS MEF

RAIEZHE BR#% BB AR BE 2B
ams-nist- IAM HEgE e CIS : CIS.16, CI
cis-iam-u S.4 ; NIST-CSF :
ser-group- PR.AC-1 , PR.AC-4 , PR
membership- .PT-3 ; HIPAA : 164.308(a
check )(3)(i) , 164.308(a)(4)
(ii)(A) , 164.308(a)(4)
(ii)(B) , 164.308(a)(4)
(ii)(C) , 164.312(a)
(1), 164.312(a)(2)(
i); PCl: 22,712
,7.21,8.1;
ams-nist-cis- & CIS : CIS.16 ; NIST-
iam-user-no- CSF : PR.AC-1, P

policies-check

ams-nist-
cis-iam-u
ser-unused-
credentials-
check

o

R.AC-7 ; HIPAA : 164.308(a
)(4)(ii)(B) , 164.31
2(d) ; PCl:8.3;

CIS : CIS.16 ; NIST-
CSF : PRAC-1, P
R.AC-4 , PR

PT-3 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(3)(ii)(A) , 164.308(a)
(3)(ii)(B) , 164.308(a)
(4)(i) , 164.308(a)(4)
(i)(B) , 164.308(a)(
4)(ii)(C) , 164.312(
a):PCl:22,7.1.2
713,722 ;
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https://docs.aws.amazon.com/config/latest/developerguide/iam-user-group-membership-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-group-membership-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-group-membership-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-group-membership-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-group-membership-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-no-policies-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-no-policies-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-no-policies-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-unused-credentials-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-unused-credentials-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-unused-credentials-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-unused-credentials-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-unused-credentials-check.html

AMS Accelerate A& ¥5m AMS RS MEF
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ams-nist-cis- EC2 HEgE mE CIS : CIS.11, CI
ec2-instances- S.12, CIS.9 ; NIST-
in-vpc CSF : DE.AE-1, P

R.AC-3 , PRAC-5, PR.
PT-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(3)(ii)(B) , 164.308
(a)(4)(i) , 164.308(
a)(4)(ii)(A) , 164.3
08(a)(4)(i))(C) , 16
4.312(a)(1) , 164.312(e)
(1);PCl: 1.2 ,1.3,22.2

ams-nist-cis- AREERE T wE CIS : CIS.9, CIS
internet-gatew .12 ; NIST-CSF :
ay-authorized- NA ; HEAA : NA ; PCIl : NA ;
vpc-only

ams-nist-cis- KMS E 5 wE CIS : CIS.13, ClI
kms-cmk-not- S.14 ; NIST-CSF :
scheduled-for- PR.DS-1 ; HEAA : NA ; PCl : 3.5
deletion

ams-nist- Lambda HREgE HE CIS : NA ; NIST-CSF :
lambda-co NA ; HIPAA : 164.312(b
ncurrency- ) ; PCI: NA;

check

ams-nist- Lambda FERCE B CIS : NA ; NIST-CSF :
lambda-dIg- NA ; HIPAA : 164.312(b
check ) ; PCI: NA;
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https://docs.aws.amazon.com/config/latest/developerguide/ec2-instances-in-vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instances-in-vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instances-in-vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/internet-gateway-authorized-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/internet-gateway-authorized-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/internet-gateway-authorized-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/internet-gateway-authorized-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/kms-cmk-not-scheduled-for-deletion.html
https://docs.aws.amazon.com/config/latest/developerguide/kms-cmk-not-scheduled-for-deletion.html
https://docs.aws.amazon.com/config/latest/developerguide/kms-cmk-not-scheduled-for-deletion.html
https://docs.aws.amazon.com/config/latest/developerguide/kms-cmk-not-scheduled-for-deletion.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-concurrency-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-concurrency-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-concurrency-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-concurrency-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-dlq-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-dlq-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-dlq-check.html
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)(3)(i) , 164.308(a)
(4)(ii)(A) , 164.308
(a)(4)(ii)(C) , 164.
312(a)(1) , 164.312(e)
(1);PCl:12,13,1
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sole-access ); PCl:22,83;
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https://docs.aws.amazon.com/config/latest/developerguide/lambda-function-public-access-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-function-public-access-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-function-public-access-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-function-public-access-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-function-public-access-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-inside-vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-inside-vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-inside-vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/mfa-enabled-for-iam-console-access.html
https://docs.aws.amazon.com/config/latest/developerguide/mfa-enabled-for-iam-console-access.html
https://docs.aws.amazon.com/config/latest/developerguide/mfa-enabled-for-iam-console-access.html
https://docs.aws.amazon.com/config/latest/developerguide/mfa-enabled-for-iam-console-access.html
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CIS : CIS.6 ; NIST-CSF :
DE.AE-1 , DE.AE-3 , PR
.DS-5, PR.MA-2 , PR.P
T-1 ; HIPAA : 164.308(a
)(3)(ii)(A) , 164.31

2(b) ; PCl: 22,101,
10.2.1. 10.2.2, 10.2
3, 10.2.4, 10.2.510
2.6, 10.2.7, . 10.3.

1, 10.3.2, 10.3.3. 10
3.4, 10.3.510.3.6 ;

CIS : NA ; NIST-CSF :
PR.PT-1 ; HIPAA : 164.312(b
) ; PCl: NA;

CIS : CIS.12, CI
S.14, CIS.9 ; NIST-
CSF : PRAC-3, P
R.AC-4 , PRAC-5, PR.
DS-5, PR.PT-3, PR.PT
-4 : HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(4)(ii)(A) , 164.308
(a)(4)(i)(C) , 164.
312(a)(1) , 164.312(e)
(1);PCl: 12,13, 1
21,131,132, 1
34,136,22;
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https://docs.aws.amazon.com/config/latest/developerguide/multi-region-cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/multi-region-cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/multi-region-cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/multi-region-cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-enhanced-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-enhanced-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-enhanced-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-enhanced-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
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CIS : NA ; NIST-

CSF : ID.BE-5, P
R.DS-4 , PR.PT-5, RC.
RP-1 ; HIPAA : 164.308(a
)(7)(i) , 164.308(a)(7)(ii)(C
) ; PCI: NA;

CIS : CIS.12, CI

S.14 , CIS.9 ; NIST-
CSF : PRAC-3, P
R.AC-4 , PRAC-5 , PR.
DS-5, PR.PT-3, PR.PT
-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(4)(i)(A) , 164.308
(@)(4)(i)(C) , 164.
312(a)(1) , 164.312(e)
(1);PCl: 12,13, 1
21,131,132, 1
34,136,22;

CIS : CIS.13, Cl
S.5. CIS.6 ; NIST-

CSF : DE.AE-1, D
E.AE-3, PR.DS-1, PR.
PT-1; HIPAA : 164.312(a
)(2)(iv). 164.312(b

). 164.312(e)(2)(i

); PCI : 3.4, 10.1,
10.2.1, 10.2.310.2.

2, . 10.2.4, 10.2.5, 1
0.3.1. 10.3.2. 10.3.

3, 10.3.4, . 10.35, .
10.3.6, 8.2.1 ;
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https://docs.aws.amazon.com/config/latest/developerguide/rds-multi-az-support.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-multi-az-support.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-multi-az-support.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
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)2)(iv) , 164.312(b

), 164.312()(2)(i

); PCl: 34,821
,10.1, 10.2.1. 10.2.
2. 10.2.3, 10.2.4, 10
2.5, . 10.3.1, 10.3.
3. 10.3.2, 10.3.410.
3.5, 10.3.6 ;

CIS : CIS.12, CI

S.14 , CIS.9 ; NIST-
CSF : PRAC-3, P
R.AC-4 , PRAC-5 , PR.
DS-5 , PR.PT-3 , PR.PT
-4 ; HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(4)(ii)(A) , 164.308
(a)(4)(i)(C) , 164.
312(a)(1) , 164.312(e)
(1);PCl: 12,13, 1
21,131,132, 1
34,136,22;

CIS : CIS.13, ClI
S.14 ; NIST-CSF :
PR.DS-2 ; HIPAA : 164.312(a
)(2)(iv). 164.312(e
)(1). 164.312(e)(2)
(). 164.312(e)(2)(
i) ; PCl: 2.3, 4.1 ;
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https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-configuration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-configuration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-configuration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-configuration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-require-tls-ssl.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-require-tls-ssl.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-require-tls-ssl.html
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CIS : CIS.16 , CI

S.4 ; NIST-CSF :

PR.AC-7 ; HIPAA : 164.312(d
); PCl:22,83;

CIS : CIS.16 , CI

S.4 ; NIST-CSF :

PR.AC-7 ; HIPAA : 164.312(d
); PCl:22,83;

CIS : CIS.14 , CI

S.13 ; NIST-CSF :

ID.BE-5 , PR.PT-5, RC
.RP-1; HEAA : NA ; PCl : NA ;

CIS : CIS.6 ; NIST-
CSF : DE.AE-1, D
E.AE-3 , PR.DS-5 , PR.
PT-1 ; HIPAA : 164.308(a
)(3)(ii)(A) , 164.31

2(b) ; PCI : 2.2, 10.1,
10.2.1. 10.2.2, 10.2

3, 10.2.4, 10.2.5, 1
0.2.7. 10.3.110.3.2

. 10.3.3, 10.3.4. . 10
3.5, 10.3.6 ;

CIS : CIS.10 ; NIST-
CSF : ID.BE-5, P
R.DS-4 , PR

IP-4 , PRPT-5, RC.R
P-1 : HIPAA : 164.308(a
)(7)(i). 164.308(a)(7)
(i)(A). 164.308(a)(7)(ii)
(B) ; PCl : 2.2, 10.5.3 ;
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https://docs.aws.amazon.com/config/latest/developerguide/root-account-hardware-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/root-account-hardware-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/root-account-hardware-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/root-account-hardware-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/root-account-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/root-account-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/root-account-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-default-lock-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-default-lock-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-default-lock-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-default-lock-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-replication-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-replication-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-replication-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-replication-enabled.html
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)(2)(iv). 164.312(c

)(2). 164.312(e)(1)

. 164.312(e)(2)(i)-
164.312(e)(2)(ii) :
PCl:22,4.1,821;

CIS : CIS.10 ; NIST-
CSF : ID.BE-5, P
R.DS-4 , PR.DS-6 , PR.
IP-4 , PR.PT-5 , RC.RP
-1 ; HIPAA : 164.308(a
)(7)(i) , 164.308(a)
(7)(ii)(A) , 164.308
(@)(7)(ii)(B) , 164.
312(c)(1) , 164.312(c)
(2) ; PCl : 10.5.3 ;

CIS : CIS.13, CI

S.14 ; NIST-CSF :

PR.DS-1 ; HIPAA : 164.312(a
)(2)(iv). 164.312(e)(2)

(i) ; PCl : 3.4, 8.2.1 ;

CIS : CIS.13, ClI

S.14 ; NIST-CSF :

PR.DS-1 ; HIPAA : 164.312(a
)(2)(iv). 164.312(e)(2)

(i) ; PCl : 3.4, 8.2.1 ;
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https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-ssl-requests-only.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-ssl-requests-only.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-ssl-requests-only.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-versioning-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-versioning-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-versioning-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-endpoint-configuration-kms-key-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-endpoint-configuration-kms-key-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-endpoint-configuration-kms-key-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-endpoint-configuration-kms-key-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-endpoint-configuration-kms-key-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-endpoint-configuration-kms-key-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-endpoint-configuration-kms-key-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-endpoint-configuration-kms-key-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-endpoint-configuration-kms-key-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-endpoint-configuration-kms-key-configured.html
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, PRPT-4 ;

HIPAA : 164.308(a
)(3)(i) , 164.308(a)
(4)(ii)(A) , 164.308
(a)(4)(i)(C) , 164.
312(a)(1) , 164.312(e)
(1);PCl: 12,13, 1
21,131,131, 1
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https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-notebook-no-direct-internet-access.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-notebook-no-direct-internet-access.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-notebook-no-direct-internet-access.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-notebook-no-direct-internet-access.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-notebook-no-direct-internet-access.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
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https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/sns-encrypted-kms.html
https://docs.aws.amazon.com/config/latest/developerguide/sns-encrypted-kms.html
https://docs.aws.amazon.com/config/latest/developerguide/sns-encrypted-kms.html
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AMS IEEESMEF

BAERE

ams-nist-cis-
vpc-sg-open-
only-to-aut

horized-ports

ams-nist-vpc-
vpn-2-tunnels-

up

ams-cis-e
c2-ebs-en

cryption-by-
default

ams-cis-rds-
snapshot-
encrypted

ams-cis-r
edshift-cluster-

maintenance
settings-check

AR 8 AR
VPC fHRESE
VPC fHRERE
EC2 E 5

RDS S 3
RedShift JHREBE

of

of

of

£

CIS : CIS.11, CI

S.12, CIS.9 ; NIST-

CSF : DE.AE-1, P
R.AC-3, PR.AC-5, PR.
PT-4 ; HIPAA : 164.312(e
)(1) ; PCl: 1.2, 1.3, 1
2.1, 131, 132, 2
2.2 ;

CIS : NA ; NIST-

CSF : ID.BE-5, P
R.DS-4 , PR.PT-5, RC.
RP-1 ; HIPAA : 164.308(a
)(7)(i) ; PCI : NA ;

CIS : CIS.13, CI
S.14 ; NIST-CSF :
PR.DS-1 ; HIPAA : 164.312(a
)(2)(iv). 164.312(e)(2)
(i) ; PCl : 22,34 ,8
2.1

CIS : CIS.13, CI
S.14 ; NIST-CSF :
PR.DS-1 ; HIPAA : 164.312(a
)(2)(iv). 164.312(e)(2)
(i) ; PCl : 3.4, 8.2.1 ;

CIS : CIS.5 ; NIST-CSF :
PR.DS-4 , PR.IP-1, PR
P-4 ; HIPAA : 164.308(a)
(5)(ii)(A) , 164.308(a)(7)(ii)
(A) ; PCl : 6.2 ;

AMS Config R AIF2XE
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https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshot-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshot-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshot-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-maintenancesettings-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-maintenancesettings-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-maintenancesettings-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-maintenancesettings-check.html
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1E Accelerate I [EEER

FrIEHERAERABHE HRELNERRE, ERBEAOE, BRERAINEEER (&E
) , AMS FTREERIMEMEIE , BEUTRAIR. IFNAARERLBITBERXBNFEE
;ﬂ , nﬁxﬂa ﬁnTFﬁFE/%ﬁ@Bgo

EEEE
BERES AMS EpfE
Report 1. 3B E Config |
Incident 1. 3B E Config |
2. Accelerate R B BIEHRE
Remediate 1. 3B E Config |
2. Accelerate R B BIEHRE
3. Accelerate H Y B E1&1E
AR H A EREA
(@ Note

AMS A BB EEER , MRHESERBN AT, BEFRIHBE , FRXBRHEFEK ,
WigHEHE AMS FH A AMS SRERUBEN —I2 1 EFHREEBLER ,
SEIEEIEREFE IR RESOURCE_ARNS_OR_IDs ¥R ARNs/IDs> |, TEMRFE 5 ER B
CONFIG_RULE_NAME , %18 X E M A RIEEIER,

AMS Accelerate EH AWS Systems Manager B Ei{t. 34 Runbook WX E , AJHBIEETER
HWEIR.

¥iB=E Config 3

AMS BE4 Config 3]E , BHIERFPAERAUFNERNSHARGE, EALE CSDM BREBE. &
A LAfE AWS Config £ A&, AWS CLI 81 AWS Config API ®BI &R AREE, &K Config ﬁi@ﬁ :

- EENRETFRRBERBENREHRNEETSRER
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AMS Accelerate EF &5/ AMS tnE#EEfEF
- —BRFEAERMAERINER
- BRERAWR, RABREY K URBEFTERERNEREHIR

ERAEREATERMRER , ERMRE (FRAMRE ) EEEMN Config METEHTER. MRR
BIEBR Config Report Only {88585 , BIRFEEL , AMS TEREE — T EE, B UAREREIRKE
R, @ AMS R E M5B RIEE,

WMEFMENR , B2EAWS HRERS,

Accelerate FHEBEISEHHE

HRPEBRENSRUESR , AMS ERBZVEHHRE , BRLERCEATSHRNRE , XHBEEH
TR EE, EEREHE , R THIEE !

« R AMS BEEHPIHHNTERER. AR, RASERBETSRNER , X EMRRERSEH
®rBHE,

- BUNE TRAPEBABLHBRM (FIW CI/ICD EEHAEN ) FHBERTEHRELE ; A
® , BULBRESH, TEREFRERBRANEEENME  NREFRTEA/TER , USRI
MEHHRS.

- BAILLUEETHBTAERER , RABNEH4. MREBEREMERNERE , AWS Config EEREHN
At WERREBETEZERN T ERER.

Accelerate ) B BI{&1E

KM E BN Auto Remediate i, FESTELRAITREEREFERFNZEHENTAY., B
BERERTHEA— @R A

1. AMS E B BEBEHREBHE

2. AMS EA BN BBt SSM X B B EBLisE.
3. AMS B B ESER IR A KR EFRBHRE

4. MBEHEEXK , AMS IEMERAERE.

£ Accelerate 237 33 B 5 SRR

AWS Config 8 ERGIFMARIIEE A REH B R ERUBILBERE. TERNER,
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https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/on-request-reporting.html#acc-report-config-control-compliance
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® Note
BENERNEESLRB Config Service AWS XEAFTBERATEH. BENEREE Config
# i (resource_exception : True) R HRAFHKIER, ELEHRER , B8 CSDMs AILARIRHE
RREEEELER,

MREBEATERNER , BT NEHERREFHBRBEABRANBEER. SEHTIMAESE

BRBREHERUSHEHNREINE  Eh IS ERXRETHRNVERRUMEREE, BLERHPRE
WEKER (HlI , FTEBREREHD resource_name_1 M resource_name_2 , RBEMATH
L e ) . MFRXK Accelerate FRIEFERAIEREA , FFSB 1£ Accelerate F 2 fR#%FE Ko

BT A (SHHEBEERMECSHTELERVNERER , TR ) BEGERP , RREX

[
{
"resource_name": "resource_name_1",
"config_rule_name": "config_rule_name_1",
"business_justification": "REASON_TO_EXEMPT_RESOURCE",
"resource_type": "resource_type"
},
{
"resource_name": "resource_name_2",
"config_rule_name": "config_rule_name_2",
"business_justification": "REASON_TO_EXEMPT_RESOURCE",
"resource_type": "resource_type"
}
]

f&1EK Accelerate FHY AWS Config B 2%

RO LAE A IRIEEHARC#KAWS : tEC2: : InstanceBERERE |, LURA AWS Config A, EHFCHE
724 MR- XERNSFEREE  BIORXANEEHE, BAK , AWS Config REE 24 /)
RFHIEE RSO HEERNEHER, ENECREBFIELERL. aRNERERARMIESITEERE
B, MAZFESEEE, RAEECERBEENEEBNEARIR  TESETHEE K EXRTERE
ERESERBTEEBNEE.

EEEEMAAWS: :EC2: :InstanceBRERWEHC K , BHEEMN AMS BB,

FEAKEL A< AWS Config M7 October 3, 2025 250
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BE BEBEOE

B LUBE R HE AMS Accelerate A EIER LEBEE ( FEHRM Config RA ) o BAILERE
AMS REIERZEEFE , 5E2EEMESTE. B RENZEETEE  IET - ANEAHESTE
(MBR) a8, KA E AMS Accelerate Config RAIMTEREIE, EEEERA , FaiEld
REREH > RAIK , IRAIKRTERA ZIP X ams_config_rules.zip.

SERREORTREBAESHERE  UBHCRERFHRL AL RE, BEBEESBER
£ BESSTORBMENRIIBD. KEZH AMS 5 Runbook BXEAHREETARM
R, AR RERERRAEHE.

BIIDERASEFERIEAMBMANREERLEEA. Sl ERERERTERNER. ERE
ABENEREBEZIEEEEERANRE  YEERFERUREFERIEERBHETERE
B, EEMBRFFARBETMERNEESE , FRXBBFR.

AREERROE

THEHEG (CAs) BEMABBREAHE , WRELHRFRE, CAs BERERD AMS R LB
ERERE, MA% , BYREHRRUBRENEE, CTUREERREERBHECET, B
8 REAREFRUBBHRZIESHAL, NIREEERBENSBEES , BHEEH Cloud
Architect. %) CA REREEARFRERN TREHR | SUHRKZA,

PFREBENRFHEREE

L-REESERFNFAEERNOERERE. AMS REFEROE (F2RELSH), il
REEERAN, SUUSSHBETENRREEE2EATIIER
- 1818 : AMS FEIHABEEBBERE, AMS aREEE K LREMERETXRMK,

- BRI AMS BEERVYEBHES , UBHNERERR, ELEEERERIREBBETE 2aebE
BEER , BEALEER, AMS EESHTERENEE.

- EBEME (ERERST )  AMS TEREEMEMERBEREREEFE. BEFETRMDASHREE
7Aa L, UKk#E MBRsHIB 2 RN WS,

® Note
BEEEBE AMS X ESENHRRIERE, e, BtA Amazon GuardDuty # VPC #ifE B &%,
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https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-sec-compliance.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-sec-compliance.html
samples/ams_config_rules.zip
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-sec-compliance.html
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KERSERREE

BULERAESE - SREHREERNEE, BUUERATRLTFENES , SFEA Resource Tagger
BiRER. WEFMEN , 2R NEERRE), EAEENERARBE A RBEETENTAREE,
EEREEZEEETRMBERCHNERE , AMS E4HTHTEE, kK2 , AMS EXEHRKEHE
KRG BABLER. B0, BH s3-bucket-server-side-encryption-enabled FBEER , &AL :

- ERAZEREBEY "Regulated : True" #§EIEEE & 'remediate’ unencrypted S3 7T
« EXRINFEH S3 HETEES "Regulated : False" 2B , iSCEEE S "no actions , A%

« BARME S REETENERCESES "BRxkE, . EERARMERE "8 : Trues R TE
# : Falses ZEH S3 RAFETHE

BT LTI EIT B EERECEMENE A, flin , SREENRESRNIEE B LS L8 IDs
RE4E AMS, BT LU F 1818 Runbook BB A S |, {E AMS R B8 HET Runbook &, WE
Config & #H AMS 818 Runbook HEREA , 528 AWS Config #Z# & RS,

Accelerate P EHEFE

WEIREER , AMS BREEABBILNFEERH , RERREALEREFRE. MRBEAK , AMS
SRBEHEERERF , NEENERMRE, SZBEREEERTHERBEREERLLE,

AMS Accelerate Y4 [E] FEFN DA

EMAHARE , AMS Accelerate EREHRETESRERNEBEHEL ; R2Z , EH Cloud Service
Deliver Manager (CSDM) E##t—f#kE , HHISMETSRANNERHERE. EEENES
¥ AMS 8EMNRAIZE , BE XBE POERAPEIRERER , EHELRAUFNER. THRES
REAREFE AMS BRUFHIEEFTSRERNVES, MR AMS BEHMEE , RMESERKE:S
hEREEE , LMRERMENERA.

Hello,
Please remediate the following resources for the Config Rule "ENCRYPTED_VOLUMES".
Resource List:
"Vol-12345678"
"Vol-87654312"
Thank you

MAEFTR®E , AMS Accelerate EEBIABRTRABBEH 2RANBETSRERELEH,
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https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
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Accelerate FHYGEM

AWS £IRERERIERUL AWS B M TRRSAEREZE, AWS B RHSEERRHN BN
THES , EEEHRRIE SHEENSERENBEEE, BRTRAES , BT URNERE
EEScBEBREBENERAEXNERE , MASPE. HERERNE S EERNP OERER
I, TRESERESHNT AN, FEEIMATREEM,

0% AWS B NTARANHBER , HLH AWS 2HRERBIE,

WE AMS Accelerate IFEMHEBMNEN , 5528 AMS Accelerate FIVSEMHEE,

end-of-supportfE S R & £ 12 Hl

HERRRBER "end-of-supports H EOS —MZEHBE 2 ABRKILZEEMNERERLE , 258
EENREREE,

AWS R —LE fR#% , LAifB) = end-of-supportfE Rk, & Windows end-of-supportfyHHEA &
A , 5528 Windows Server End-of-Supporti@ #5123,

(® Note

MBJAETENHMET , FBE AWS Artifact . MFFHMET , FSRE AWS Artifact F
TEH#HS, EEFIAWS Artifact , &7 LAB#E CSDM MBS R , SUBIE AWS Artifact A

. LEATEEEAEAEERT , ERATCESBRBNELERAR,

Accelerate P ZE HREER

AMS Accelerate £ —BMEH , BH-—MBRABHNESRERE , IREEAZERNABZT AWS Config
8l A1 AWS Config EHBIERBI RS, EEIRAREEERE, UENAREREEL —HMN

EM4NER , 52K NIST CSF AWS Configl iR EREBEK A CIS 5l 20 EMEESZEEB. https:/
docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nist-csf.html

BERRLZEMNES

AWS Managed Services @ EFREREF THER AMS ERREBERFPEEBRNWETR , HiEs
WEBEHITEZEEK,
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https://aws.amazon.com/about-aws/global-infrastructure
https://aws.amazon.com/emp-windows-server/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/artifact/getting-started
https://aws.amazon.com/artifact/getting-started
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-cis_top_20.html
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nist-csf.html
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nist-csf.html

AMS Accelerate A& ¥5m AMS RS MEF

AMS Accelerate HlTiZ% ERHIELZLEZE, HRENER K UBIUIRFHNEEZSM, B AMS BE
ERNEBER  RASEBELEE,

AMS E1R1% AMS RITREFTEFIEREF R, EA AR AR NRET REERF T2 MHRE
NEFRERBRLMEEREF. FHBEYS , AMS ER BB TRHERER , Y HEREN R MZES
BENZE  LPFEHRZENERER.

EFReEBREERRF

AMS Accelerate Customer Security Risk Management (CSRM) i2 F A BIAE R 3% B A | YW EE
BHEEEEERR., KHEFUTKEAREINLZLEARBBRERE , WD DRV ISELEERE.

RIS, BEMHABHER AVS HENSERARERER  AVS ERNET  LUEHERLT
BUHARE | ETHRURORSHRLRE, NRRLARGERELS , IEHERRL ABR
FENEERTRE, tRTEHRNEE  25Y AVS RERSHEIEAAEYE. NREED
RALNAELE , ABEE AVS NETEANBENLEL,

HReRkEIESERE  BUE CSRM EFPEERERERTERE, BEFBEIRFH CSRM
BIFHAZRE CSRM B F A EREH , FEHEZEH Cloud Service Delivery Manager &4 , 23 — Xt
i, MRECEEEEEEMER  AERRRERNAMT , AMS SiEEEFRNEE., LI, AMS
EnENRERRZEESZRBERN K MAREEERF IS REME, MF AMS CSRM &7,
WMAIEMAFH AMS 1RFRFEETER CSRM EIE |, RUMAEHRARFNFHENR , FBEHENW
Cloud Architects =% Cloud Service Delivery Manager.

(® Note
AMS BRUEREEFI AR T EMHBRE%E CSRM WIRRIEE,

AMS Accelerate # fiTiE
LR RINERATZEEER -

ID bzl

AMS-STD-X002 AWS Identity and Access Management
AMS-STD-X003 il e

AMS-STD-X004 e vip:
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ID il
AMS-STD-X005 Amazon GuardDuty
AMS-STD-X007 =7

AMS Accelerate FRYIEAEIR 418
LT 2 AMS R4 HI1E -

AMS-STD-X002 - AWS Identity and Access Management (IAM)

ID R %E
1.0 R BB R
1.1 BEgoERAERERREIERRE—IE &

% ] 18 NP M /N B

1.2 Microsoft Windows Server B RDP T 4R E&5&
BFERES 15 98E | WRBEARGETER,

2.0 AWS RikFFAE

2.1 MRRERF REMREREFER , Amazon
GuardDuty X HIXEREEHEBEREER.

2.2 THEUBIKRFHENSER,

3.0 ERAER I NEN

3.1 AR ERRARGTFIAMERFT AR IAM

FEAE/AE M H IR REREHBE,
B , FAFFFFAREBURS R ATE Amazon
Simple Storage Service fEFEFRTHWHE (6
i S3 : GetObject).

3.1.1 AREEAEFERMNEEHEN TN IAM AR
BAETLUEAFERHBE (82 180K) &
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ID H g%
3 , Mremoval/renewal/extension i &) BR il B 3R
BEHEBELH, T8 , FAFEIERSPE
S3 REEFEEBHYH (N S3 : GetObject) BY

A, S3
3.2 EREEZIEABNERLT , FMEEFFIRFHE

VEREMERKREEET (BRANGFAE
B2 ) NERENEXFRETEDH IAM E/HEH
A, SSYHEBRBAFIFEMNNMRIT , R
ERERFIERALNIE AVS HEBEERNVEEN
BECBREF | ELEFFUMAEZ AR,

3.3 1£ Microsoft Windows Server £ |, EMSEET
Microsoft B4 Z ERRIEIRS (QMSA).

4.0 BUR., EEFR APIs
4.4 BERABUERN "HR, . "AHK BE "

fBa oo T 3R TEIRL 0 Tt BIBRARNEM
EESFHUE K MAEZEAR.

4.6 ZF IAM BERP TS AMS ERERESRY
KMS £ ERHETT API U,

4.8 R A FFE Amazon Route 53 Ry AMS E 5%
e DNS feékETEE N EE,

4.9 BRERIHBEFEELFTEAFEEN IAM

AEERE K RTEEBR,. BEACNEER
[ROBER I , NEEEEREMBER.

4.10 BRI UEMHRRFPEIEAFENE R 0
B Z=EEEFEUE AWS Secrets Manager B9
Amazon EC2 #{T{EREERE.

AMS Accelerate F Y2 %R %18 M7 October 3, 2025 256



AMS Accelerate fF A& 6w

AMS IEEESMEF

ID

4.12

4.13

4.14

4.15.1

4.16

417

4.18

4.19

4.20

4.21

B

IAM BERABa T MEE , HhaFEEEM
AMS Amazon CloudWatch B 56840 E o 5F
log : DeleteLogGroup # logs : DeleteLogStre
am B 1E,

FAMBRUZ EEH WAV,

B RIS E S3 1R14F£488 s3 : Resour
ceAccount IEEWRF IR , BN AIREIEHEFFIRF
FRRFER  BURANKEEFPIRFPENL
# S3 fEFETEE ARN ZEUE,

B bR, By, FIHMMBERE S3 fFRE
BE B RARE FHUE.

A LU SQL Workbench fHEIH TR EF A1 12 F A
&/FHA%E , LL{EE Amazon Redshift &%l E&E
E1E,

A #4E{T AWS CloudShell SFaIEFEF A€ |
5 CLINEBRAR,

AWS RIEBEEETIAN IAM A HEERFE
IAM £ iTiE %,

BRI5EHE AR (SLRs) 732 AMS IAM H T %

MR, RRAEMRH IAM REERKEE N
=

AsZo

IAM BUERAFE R FFEEURF FATHE S3 TR
FEYI4 (BN S3 : GetObject)s S3

BRER Tsavingsplany BIFTE IAM FFATEB A
URFEF.

AMS Accelerate F Y2 %R %18
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ID B iTiE%E
4.22 AMS T 2EIARB7E Amazon S3. Amazon

Relational Database Service, Amazon
DynamoDB FH A& R FREF , HEEZE
REERARPFHERIBHETFER (&
=, S3YItF. EREZF ). Amazon S3

6.0 MR P BUR
6.1 BRI LMRIBE FRCEBRMEE T F N AMS

RE Z B IAM ABEEEK.

6.2 REEE AMS IRFHEMERE AMS BEF#RE R
( B BHEZREMM MR AWS Organizations R
BT, EFHHBAEETEFNARAEEN
) , THERRTE AMS FIIE AMS 1R F 2 B/
IAM B &EEBE.

6.3 AERRES , THRE AMS IRFEE=FIR
F 2B/ 1AM A BEEBE.

6.4 BRI LR EBIRFBR , EHREEFH AMS 1R
E2zEEREAEFEEN CMKs,

6.5 WO LR EBIIRFBUER |, LAUBIB AMS 1R FFE
JE AMS tRFE Y E KMS &8,

6.6 EAREZEZRRNVIBERT , FRFERSBERFE
E=RIRFE AMS tRF PR EM KMS &8,

6.6.1 RAEEE AMS tRFHHEE AMS FFHERE
I RERRE B IR B BUR A FEL AMS R F B 1R
KMS €8,

6.7 BRI LR EBIRFPBER , HHEREF/H AMS
WP 2 B FE A 7R E B R S3 R ERTE
BERHER ( H70 Amazon RDS, Amazon
DynamoDB =% Amazon Redshift),
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ID B iRz
6.8 AR A MEREFEUER AMS tRFFEUET S3

RETRERNSIERNBIRFER , P8
BEREREIE AMS IREH ( fln Amazon
RDS., Amazon DynamoDB = Amazon
Redshift)o

6.9 FEYET S3 EFIrRER S ERNEBIIRS B
( #lEn Amazon RDS, Amazon DynamoDB B
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%, RFFEUER , AMS BRETIREMMEER AWS Systems Manager Session Manager RZE &
EEHIERBREAERNHITHEESE,

# 7 Rt Windows #{T{ERRH RDP FHUE , REITREEME A Amazon EC2 Systems Manager
EHTERBLEIABERSE  WERVEZEEXZTHTER. BEIEMSECEATBEREEREA
ERRENATEE, FMEEAEEAERNSE TERBRERIFBR,

TE#SR AMS RETREMARTFEIE IRFNERF

MAEHE AMS EEH AMS ZE AWS 1RF RAT R EE ?
R 5 7 EX

A T BB B {3 AMS Accelerate BRIEBBXFTIEVEE | AMS &7 Amazon Athena 1A
AMS Accelerate B IR F 08 SQL FH., ELERIEHTHIER -

- FERUZIRFHE R,

AMS BETRMEFIRRNIRS HEEHLRE ? M7 October 3, 2025 268



AMS Accelerate £ &5 AMS tnE#EEfEF
- FEURFHK™E,

o AL ERRFEENIRS,

« AMS Accelerate FERIRF FFT N EE,

- RTEEEN IRFHETTEE,

R

4R CloudTrail BEELUEMNBE 90 KW AWS BREFRVIERE, MR EAVAEAEREIB 90 X |, FH1FHL
Amazon S3 FHY B5E.

HTERE B

Amazon CloudWatch Agent IREEXRK BT, B CloudWatch BiF , UEEEERKZENE
AFH A B A5

MEHMER , F2EEM AMS Accelerate IREFHIEE,
AMS BRIETIRERMERRIRFNERZHI 2 E ?

EMAAMS 28] , EETREMFETHEETRBE, AN AMS TRAEETFEMRE , Fibibf)
EXAETEERTRRE. IRIEMREBERRE , AISBEFIVE,

B AMS REETEMBLATRLENZ IR , fIMERKRELZEME, ERZ2UNSHEE , &
RRESERNFEUE,

MAEEFHRERFE ?

— 8o ERAELATRBEANIER , LHEBRAFIER , UESEFIE, ERENEREDRAA
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AMS TEENEE a LAFEEEIE Amazon EBS. Amazon EFS #l Amazon
FSx AV EFER ?

AMS TR EEE 9% A Amazon EC2 #1TEE, TRLEBRTEEEEESFIETREEE ,
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Service Catalog AppRegistry EE E5m) FHEILEAEN,

2. CloudFormation : 2 A LAFE® AppRegistry BAER , MEERTMAHMER — &, WEFHEE
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AWSManagedServices-CreateAppRegistryApplication. ZEEMAL A% , 5Bt AWS
Systems Manager & MWA X4 , #itA https : //https://console.aws.amazon.com/systems-
manager/ AWS CLI ,

# The following registers a new application with customized severity
aws ssm start-automation-execution \

--document-name "AWSManagedServices-CreateAppRegistryApplication" \

--parameters '{"ResourceAssociationType":["TAGS"], "AppTagValue":
["MyApp"], "CFNStackNames":[],"ApplicationName":
["BananaStand"], "ApplicationDescription":["This is my banana stand
application"],"AppCriticality":["normal"], "AutomationAssumeRole":
["arn:aws:iam::123456789012:role/SSMAdminRole"]}"' \

--region us-east-1
# The following registers a new application with no customizations
aws ssm start-automation-execution \

--document-name "AWSManagedServices-CreateAppRegistryApplication" \

--parameters '{"ResourceAssociationType":["TAGS"], "AppTagValue":
["MyApp"], "CFNStackNames":[],"ApplicationName":
["BananaStand"], "ApplicationDescription":["This is my banana stand
application"], "AppCriticality":["unset"], "AutomationAssumeRole":
["arn:aws:iam: :123456789012:role/SSMAdminRole"]}"' \

--region us-east-1
# You can also register applications using CloudFormation stacks
aws ssm start-automation-execution \

--document-name "AWSManagedServices-CreateAppRegistryApplication" \

--parameters '{"ResourceAssociationType":["STACKS"], "AppTagValue":
[""],"CFNStackNames":["arn:aws:cloudformation:us-east-1:123456789012:stack/
stack-2343eddq/la2b3c4d-5e6f-7g8h-9i0j-1k213m4n506p"], "ApplicationName" :
["BananaStand"], "ApplicationDescription":["This is my banana stand
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IS W B 4E R

298 & AMSManagedAlarms ( TAEXfAREEREMRE ) M CustomerManagedAlarms
( BFT#HRE )

W B

E
EE

Mo ks

. FEFRHMHREERERE -

- LWEREREFREIWEREITE AMS Accelerate EFTER FIRFEF BN TARMAERE, BRI ETER
AMS Accelerate S BUR | BT ESSULBER , B4 AMS Accelerate A ABERFE#TULERERE |
BRRIEFTMRE MR E,
- MREBVEBRSIFATMELES ,
. QJ%EQEEQEF-?:

LR ER T NEMEETLHEER ; BRIFLDHAHEBER , TRl AMS Accelerate TEEB R LLIRE
1’?'5?0
i’.&ﬁll«iﬁﬁtﬁﬁiﬁqﬂ?ﬁ’iﬁﬁgﬂ’]&ﬂQE BRESR , LS EYH AMS Accelerate ZETERME
ENER. MEFMER , F2RIEUNEE REZERREAERNEE RERE,

ZZU%"‘E%?JH: REM , Alarm Manager & B E)s@FI#1TE& AWS IRFHAIEHEERNEE, FiE
S, BMALHEEFSABLEN , ERZSTRFE 60 TETREN

& LAE A AWS Management Console 5, AWS CLI/SDK T EREH ML ERE. MEFHHEREMN
i8R , 2E AWS AppConfig fE &R,

BT ERE —HBRZEN ; T8 , RTEREREZY  E2RHMTREEXHPHENEMER
EEo

nl‘ﬂ
W
|

RS BYUINEE RERMEEN £/ ERMNRE R ERE,

BETEEERVMAA CloudWatch B RE T EZREEH ams : alarm-manager : managed FEE
Etrue. ERATHRRETEEEEEEHEYNETR K MASTELBACHEMNER, EAUEH
Amazon CloudWatch ListTagsForResource APl R&EFE £ EH .,
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4

Sl
I

AMS Accelerate A& 5w

/A Important

AMS IEEESMEF

ﬂﬂ%ﬁﬁﬁﬁﬂﬁ’] ConfigurationID #EE BB R ERMARERESR (
2 ER), EFTEREEERNERRA.

Accelerate Alarm Manager A F9
RIFFRE

EREE BTIEERE
i EANUER

1R

& &{E A AMS Accelerate jJ[l)\EH , B iEREE
ERAEEHR ams:

REEZRE 2| AWS AppConfig , BIEH BRESE

CEBNER. BRAEBLER ERELEBNRER
Y EE M Resource Tagger %Hﬁ&% & AMS Accelerate FIEEE EEE L E IR,
£ F Resource Tagger A5 Z# & 5|8 ams : rt : ams-managed with tag value true ERZE
Accelerate E5#=HVERIEIR,

LA 2 Resource Tagger BE] R EREH |, &7
ME-—REA , F2H IEREFRRHE,

IR

&L AMS

Ch

AT LAA SRR B AN A LABEH2 PR A Amazon EC2 #1T{ERE
{

"AWS::EC2::Instance":

1 {
"AMSManageAllEC2Instances"

: {
"Enabled": true,

: {

"InstanceId"

"Filter"

. NxM

.
"Tags": [
{
"Key": "

ams:rt:ams-managed"
"Value": "true"

wnEE an{aE A ik Resource Tagger fAREAE A |

:"I.“

SR MR R E FT Resource Tagger #HEE,

BB AM
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INREREESER

RIBTERR , BEMEA AMS Accelerate IIA K , BEVEREEIEE R AWS AppConfig , BEN ERESR
BREXE, BrREER2ERAZEESams it " EBNER. RARBEER ERELERNEER
R WAL EE M Resource Tagger #2738 , 3 AMS Accelerate HIBEZREEEEMLEER,

£ F Resource Tagger #5128 3% 5|88 ams : rt : ams-managed with tag value true EFA Z & %FE AMS
Accelerate Es#EMEAIEIR.

e

« £/ Resource Tagger IREE

- #ZE Resource Tagger BN Al iNEAZ &
- fEF MIEZEE AWS CloudFormation
« fEF Terraform HREE

{# A Resource Tagger MEZEH

EHRAEREESEEEFEEIR CloudWatch BETRN4EWIER ; 718 , R EZEEREHR AMS
Accelerate EEMEEER. & EFH Resource Tagger STERH AMS SEEREEMZE Linux
Windows E#{TER , FERE T LR,

BEZEIRE HM AppConfig £ A&,

iZHY ResourceTagger FERARER .

BEVEREER EREREIEE , ARIEE CustomerManagedTags.
B—TRIUBIHMERER,

ZH JSON Y ERLHHERE, MEHERRENFEERNES S,

o k~ w0 Dd =

2
W

B INERE R,

{

"AWS::EC2::Instance": {
"MonitorAllInstances": {
"Enabled": true,

"Filter": {
"Platform": "*"
},
"Tags": [
{
"Key": "ams:rt:ams-managed",
"Value": "true"
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AMS Accelerate A& ¥5m AMS RS MEF

6. R—TEMEEHBRE,
7. E—THHRHE.
8. ERTNFIHBFHMENR
Environment: AMSInfrastructure Hosted configuration version: <Select the version

that you have just created>
Deployment Strategy: AMSNoBakeDeployment

9. E_TﬁyégB%o

ENETERS M E B ams:rt:ams-managed": "true" , LAFERASEESNK "ams:rt:ams-
monitoring-policy": "ams-monitored"# "ams:rt:ams-monitoring-policy-
platform": "ams-monitored-linux" ERZEHTER. AR A ELEBRSEFR/BTEREY
EENETR. IFHEFNFMEEN , 52 BT Accelerate FEZ,

BE Himanshu WERLE—S TH# (11.: 04)

#E Resource Tagger BN Al MNIRAZH

ERAZEREEESEESEENR CloudWatch B2 RHWAEDIBH ; 7B , eEEZEEREAR AMS
Accelerate EEHISETEIZEB. AMS Accelerate IRETERMERERTERE , BREREMNEREH Resource
Tagger EA.

MREVEFRABRAGERBEBREAZER , Hl20 AWS CloudFormation % Terraform , 2
Resource Tagger , BIFEE= M Resource Tagger , FEFSKEBREAZTLNER , WEERIRE
WIRREH LB F. WFEEE BT Resource Tagger AR ERUMAKBEREXNRE , F2E L
Resource Tagger & &E R

£ Resource Tagger SR ERMBEEX W PEHAEREERE 2R , FRIBFTIER , FRABEENEFR
FLEBEBERZEENER
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EREE e BRE

FAIEXENER (LLXREFF  ams:rt:ams-monitoring-policy ams-monitored
R )
EC2 #1T{E88 (Linux) ams : rt : ams-monitoring- ams-monitored-linux

policy-platform

EC2 #1T{ER (Windows) ams : rt : ams-monitoring- ams-monitored-windows
policy-platform

£/ KMS #Y OpenSearch #8 ams : rt : ams-monitoring- ams-monitored-with-kms
5 with-kms

BEEEHEEEA OpenSearc  ams : rt : ams-monitoring- ams-monitored-with-master
h #3813 with-master

BEEELEEBRSIBNENERRB AMS Accelerate Alarm Manager B,

£ INEZE AWS CloudFormation

(® Note

R EABB 2R , BREELRCH Resource Tagger SREAMEBEEN AWS
CloudFormation , %5 Bl Resource Tagger AJBE & RIFHEEBHERESIER. WFHEA Resource
Tagger SREAHBRERXNNWER , UREHREECHEBNIEE S |, F2E EFE Resource
Tagger BN Al iR EHK

EEMF A ERAES AWS CloudFormation , A AL #H BB RERER ( F2[E CloudFormation &
RER), IEEHNERBRERAER (Hw, FSEEL EC2 HTEEBER).

LU 24 AMS Accelerate B REEBEZHREREH EEM Amazon EC2 #1T{EEEA & 6 AWS
CloudFormation :

Type: AWS::EC2::Instance
Properties:
InstanceType: "t3.micro"
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# ...other properties...

Tags:
- Key: "aws:rt:ams-monitoring-policy"
Value: "ams-monitored"
- Key: "aws:rt:ams-monitoring-policy-platform"
Value: "ams-monitored-linux"

AR 2 A0 AMS Accelerate B2 R EEREBRERAZEH EER Auto Scaling BHEMEH] AWS
CloudFormation, #&EE , Auto Scaling S ERERIIHEE LM Amazon EC2 #ITEEE :

Type: AWS::AutoScaling: :AutoScalingGroup
Properties:
AutoScalingGroupName: "TestASG"

# ...other properties...

Tags:
- Key: "aws:rt:ams-monitoring-policy"
Value: "ams-monitored"
- Key: "aws:rt:ams-monitoring-policy-platform"
Value: "ams-monitored-linux"

£ A Terraform IREE

(@ Note

EER EREBCH , BEEZR S Resource Tagger % EAMEER AWS
CloudFormation , % Bl Resource Tagger AJRE &R IFHEEBHERESIER. WFEAH Resource
Tagger SREAMBBEIXNENR , URREHEBCHEBNEES S , 528 &% Resource
Tagger BI AT INiEEE R

MFWMMEM Terraform EREREBNRY , FFBE Terraform XHERFE.

LA 2in{aA& AMS Accelerate 2 REBEEZEERZE Terraform BIEH Amazon EC2 #{T{EBERYEE
i,

resource "aws_instance" "test_linux_instance" {
# ...ami and other properties...
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instance_type = "t3.micro"
tags = {
"aws:rt:ams-monitoring-policy" = "ams-monitored"
"aws:rt:ams-monitoring-policy-platform" = "ams-monitored-linux"
}

LT R[S AMS B REEEREMZ Terraform HE M Auto Scaling BHHMEIF], FEEE | Auto
Scaling A EZEBEEEHEREIMN EC2 Hi1THERE

resource "aws_autoscaling_group" "test_asg" {

name = "terraform-test"
# ...other properties...
tags = {
"aws:rt:ams-monitoring-policy" = "ams-monitored"
"aws:rt:ams-monitoring-policy-platform" = "ams-monitored-linux"
}
}

mREREESARRER

EEMIRS A AMS Accelerate B , M{ER AHEREEEREN JSON XH21EBE AWS AppConfig TpE
EERWIREF (FBSBMTER AWS AppConfig). iEM{ERERE X &M Alarm Manager FERER
M AMS Accelerate EREEREIRED,

ES ]
- INEIEREERTELE - B
- INEMERERTER  ERZSBER

R HE RE & 45

« MIRIEH Accelerate Alarm Manager #E&E
- BEMRETER

o EHNE % ,\nl%ﬂﬁ,'é\
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. ERAERMEEREE

FRRERERERE NN BT EEREE N HERMERNGER

"<ResourceType>": {
"<ConfigurationID>": {
"Enabled": true,

IlTag": {
IlKeyll: Il...ll’
"Value": "..."

}I

"AlarmDefinition": {

}I

"<ConfigurationID>": {

}I

"<ResourceType>": {

« ResourceType : St MU ERTHIHEP—EXENFTH, It JSON P HEERSEIEEN
AWS ERERMEED . SENERER .

AWS: :EC2::Instance

AWS: :EC2::Instance: :Disk

AWS: :RDS: :DBInstance

AWS: :RDS: :DBCluster

AWS::Elasticsearch: :Domain

AWS: :OpenSearch: :Domain

AWS: :Redshift::Cluster

AWS: :ElasticloadBalancingV2::LoadBalancer
AWS::ElasticlLoadBalancingV2::LoadBalancer: :TargetGroup
AWS: :ElasticloadBalancing: :LoadBalancer
AWS::FSx::FileSystem: :ONTAP
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AWS: :FSx::FileSystem: :ONTAP: :Volume
AWS::FSx::FileSystem: :Windows

AWS: :EFS::FileSystem

AWS::EC2: :NatGateway

AWS: :EC2::VPNConnection

- ConfigurationID : k& MERERP L ESE—H , XK —mE FTHEREER, MRMERE
ResourceType E# P MEHREERESMEH ConfigurationID , BIFREREFE RN RIFHERESR
SEW. MRLEBFTRERPIEEEERFRERPIEEMN ConfigurationID , BIBFTRREREFERMN
fHREEREE W,

- BRA : (FEA, default=true) IEEHBEREEEN. BILRES false MEREERER. FA
WHERRNITARFGERERPFFE .

- B EEHEBETEREANESE. EAHEBRRSIENENEMER (HEERER ) HEMt
RAEENERE CloudWatch B/R, LB EERTHIMALA JSON ¥4 :

- 288 ERHCEBNSER, FEE , WREMFEH Resource Tagger $ZBERZEER , AIE
BHEE—EFEGLlams : rt: B,
- B ELLEHNERE,
« AlarmDefinition : EEEEVMNE R, B2 JSON ¥4 , HB M EAREIEZ CloudWatch

PutMetricAlarm API FEIY ( S BRI ; MFFHBEF , 528 INRELEEEE  EFES
HER), NEPBERUEXEBMUNFHERNR , F2/ PutMetricAlarm X4,

=

CompositeAlarmDefinition : ERERIHNESET. ELEBUEEETR , BUIEEETRHRA
AREN  ZRURENGKELEUNHMEBERNEIREMAZE, EZ JSON Y4 , M
SR FEAREEZE CloudWatchPutCompositeAlarm. EEFESBANFIEREGE K EAERS
A ALARM REE, BEBETHARERNPEENERTUIEEEERNEMESER, 0F
EHRFTEMLEHVANEN , 2B PutCompositeAlarm X4,

EMERBERE T FIR

« AlarmName : EELEREREVNERER, R EBE PutMetricAlarm XHEE®
FIEHERREA ; 78 , AR BREBEREPXERKE - , B REEEE —HENE
R EXEAEBEREBPEEK —BINERSE (B , BEREEESKE R —H5
FHMBEREBWEIE ) . Hl20 , M AWS::EC2:Instance ERER , BHEEETRR
H${EC2: :Instanceld}¥EE , REETEBNHABEBSHETC., WEBNFFE A6 F2
B IR TERE . ERSEER,

i B A48 40 PutMetricAlarm % PutCompositeAlarm 4R RS E o
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AMS Accelerate A& 5w

« AlarmRule : 1§

AVIS MERES R
EEFEPLEEME RRNENEES B RHRE, HRESENEEE R, ©N
HAFER CloudWatch # |, SiERF AN EREESAEREETIEE,

/A Important

R

/Ch

A[LATE Alarm Manager #8834 57 AlarmDefinition 2% CompositeAlarmDefinition , {8
W%/\\\/ﬁlﬁl H%{E% o

ETogESFT , RReEMEEENERE S EBREREN

ﬁz
ME7R

"AWS::EC2::Instance": {

"LinuxResourceAlarm"

1 {

"Enabled": true,

"Tag": {
"Key": "ams:rt:mylinuxinstance"
"Value": "true"

},
"CompositeAlarmDefinition": {

"AlarmName": "${EC2::Instanceld} Resource Usage High"

"AlarmDescription":
too much Disk",

"Alarm when a linux EC2 instance is using too much CPU and
"AlarmRule":

"ALARM(\"${EC2: :Instanceld}: Disk Usage Too High -
${EC2::Disk::UUID}\") AND ALARM(\"${EC2
}

InstanceId}: CPU Too High\")"
}

/A Important

EETNEEERABEPEI MELE T NMERE RE

2% B HEEZE Direct-Customer-
Alerts SNS =/, WEBETREA AIarmDependencyErroro

EZIERRA ORI SNS T, BEEBRWBRMHEEIENALR
WMEFHMENR  B2ERTFE1

, WAZERTR £
BN FRE,

M7 October 3, 2025 308
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AMS RS MEF
® Note
BUERERAIEBTRE K BT
/\J%T\Hv y =

NEEESEDARENEERIFMENEREER
BEREEETSMBREMBMNE T E &
Amazon CloudWatch &R &l&1E 18

B, MEREEE
EERFSPAAEENEERAEEHE AWS . IREEB

BHEEE K BErREEETERVHMNEERENE

BERHESEUBRESRH

No IEMAMBRASEFRIRE

F% AMS Accelerate IRt EEE R

, REZIRHY AMS
214 SNS £ MMS-Topic FIAEE, ERAR
AMS Accelerate E5#EIR7S , L RIEBNE RIBHIEZE AMS Accelerate HYEE# 5],
MMS-Topic &
BREEZBAANE R, ]

ERL
EBEEFFRECER (URHEERNEE ) NN EAERNEE

, &
ETREED AMS Accelerate B8N BT EREEIITE .

IFERERERE | ERSHER
EE-HERERT

BAUEEEANERSE , TR
- 28 - REBPHEMAVE :
« ${AWS : : Accountld} : L AWS &R~ ID B
« ${AWS : :

AAEA

Partltlon} DERFAENDEIEEMR AWS Bl (BRAKXZEEEA "aws, )
B2 ARN 2ERN S EIRIER,
« ${AWS : : Region} :

- ${EC2: :

, NE
RRXAERBEMERENESERE ( HIW us-east-1)

£ AWS::EC2::Instance ERER EH

. Instanceld} :

${EC2: :

£ AWS::EC2::Instance
« ${EC2 : : Instanceld} :
« ${EC2: :

. ${EC2:

(% B17¥) EH Amazon EC2 #{TIERRA 1T EEE ID BN,
InstanceName} :

] B2
2 M Amazon EC2 #i1TEE N B BEK.,
: Disk ERERERS -

(FBIRF) BA Amazon EC2 #4T{ERE VST 1D BUR
InstanceName} : LA Amazon EC2 #{TE BN ZBER,

: Disk : : Device} :

Agent EEHEITER ) .
« ${EC2: : Disk : : FSType} : (F&BI%
CloudWatchAgent BRI 1TEE )

(B BIRF) LARRR Y B FBEUR .  ( f£PBR Linux , AR CloudWatch
(FEBIF) U ERIRRERENA, (R Linux , BARK

i g o
« ${EC2 : : Disk : :

: Path} : (FRBIAF
/),

) BRI EER, £ Linux £ |, ERHBAHERL (5
M4 Windows F , ERHBEHEER (fltlc:/) (E
BITERE )

BBl EAEE CloudWatch Agent EEHY
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AMS DI SRR
« ${EC2: :Disk : : UUID} : (FBIFF) MM —BBIBBRAWESE UUID B , EXEEEBTRERBT
{EE A AWS:EC2:Instance : : Disk EREETHET , BEWUREHSEY—EER, BE
${EC2 : : Disk : : UUID} SS#FE RZBAIME—M4,
« £ AWS:EKS::Cluster EJREREHR+ :
« ${EKS : : ClusterName} : (FEEIfF) EH EKS #EHNBBE,
£ AWS::OpenSearch::Domain ERER[ELR T :

« ${OpenSearch : : DomainName} : (F&BI%F) #&

IR

70N

Ay EKS #83& BEUR.
£ AWS::ElasticLoadBalancing::LoadBalancer ER B [EH + :
B,

« ${ElasticLoadBalancing : : LoadBalancer : : Name} : (i&75I%F) £H V1 Load Balancer 1 &8

£ AWS::ElasticLoadBalancingV2::LoadBalancer EREH EH A :

- ${ElasticLoadBalancingV2 : : LoadBalancer : : Arn}: (&7BI£F) 2B V2 Load Balancer 8 ARN
)R

BEK.

- ${ElasticLoadBalancingV2 : : LoadBalancer : : Name} : (& 5BI%F) 28 V2 Load Balancer #95

« ${ElasticLoadBalancingV2 : : LoadBalancer : : FullName} : (F5!%£f) 28 V2 Load Balancer
Y SE B BEK,

BE A BN,

£ AWS::ElasticLoadBalancingV2::LoadBalancer : : TargetGroup EREHEHRF :
« ${ElasticLoadBalancingV2 : : TargetGroup : FullName} : (& 5!/£F) 2 H V2 Load Balancer # B

« ${ElasticLoadBalancingV2 : : TargetGroup : : UUID} : (F&JBIfF) , B V2 Load Balancer E4£H
UUID B,
£ AWS::EC2::NatGateway ERER @R

- ${NatGateway : : NatGatewayld} : (FBI%F) 2H NAT Gateway ID BifX,
f£ AWS::RDS::DBInstance ERER EHR A+ :
- ${RDS : : DBlnstanceldentifier} : (#5I%F) 28 RDS &R E#H1TEEB BN,
£ AWS::RDS::DBCluster EREEEHRH :
- ${RDS : : DBClusterldentifier} : (& 5IfF) EH RDS & &l E& & FH B FFEL,
f£ AWS::Redshift::Cluster ERER B+ :
£ AWS::Synthetics::Canary ERER ER :

- ${Redshift : : Clusterldentifier} : (Identifier) 2 Redshift # & B AFEK.

« ${Synthetics : : CanaryName} : (& BI%F) EH CloudWatch Synthetics Canary B & BE{X,
ErEEREEREN
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« £ AWS::EC2::VPNConnection ERERESR P :

« ${AWS::EC2::VpnConnectionld} : (& BI#F) EH

&/ VPN ID Bt
£ AWS::EFS:FileSystem EREH [EHH :

« ${EFS : : FileSystemld} : (FBBIFF) L EFS ERREMERREK 1D Bk,
£ AWS::FSx::FileSystem : : ONTAP B REREHR &
« ${FSx :

. FileSystemlId} : (FEBIRF) A FSX BRRZFKHVERRER ID B,
« ${FSx : : FileSystem : : Throughput} : JA FSX R AXFNEXEEK,
« ${FSx : : FileSystem : : lops} : BUft & FSX IERRHH IOPS,
1€ AWS::FSx:FileSystem : : ONTAP : : Volume ERER[EHRF :
« ${FSx:
« ${FSx :

: FileSystemId} : (FBI%F) A FSX BRRZFHERRLF ID B,
£ AWS:

: ONTAP : : Volumeld} : (FBI%RF) LLBLRE[E 1D UK
:FSx::FileSystem : : Windows BREREHR + :
« ${FSx:

. FileSystemId} : (FBIAF) LA FSX ERRFEMNERRFK 1D B,
« ${FSx:

: FileSystem : : Throughput} : LA FSX R R EIXETR,
(® Note
BRIELE

/Ch

FHo

hniE & R AR RE SRl

ETHEF , RIFGABEEREEZEA Linux STEEBNERELE R,

"AWS::EC2::Instance::Disk":
"LinuxDiskAlarm": {
"Tag": {

{

"Key": "ams:rt:mylinuxinstance",
"Value":

"true"
},
"AlarmDefinition": {
"MetricName": "disk_used_percent",
"Namespace": "CWAgent",
"Dimensions": [
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"Name" :

"Instanceld",
"Value": "${EC2::InstanceId}"
iy

"Name": "device",

"Value": "${EC2::Disk: :Device}"
iy

"Name": "fstype",

"Value": "${EC2::Disk::FSTypel}"
iy

"Name": "path",

"Value": "${EC2::Disk::Path}"
}
1,

"AlarmName": "${EC2::Instanceld}: Disk Usage Too
${EC2::Disk: :UUID}"

ETIESF , REERATEEZEEZHER Windows HITERBAVRIEREM B R,

"AWS::EC2::Instance::Disk": {
"WindowsDiskAlarm": {
"Tag": {

"Key": "ams:rt:mywindowsinstance",
"Value":

"true"
},
"AlarmDefinition": {
"MetricName": "LogicalDisk % Free Space",
"Namespace": "CWAgent",
"Dimensions":

[
{

"Name": "InstanceId",

"Value": "${EC2::InstanceId}"
1,

High -
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"Name": "objectname",
"Value": "LogicalDisk"
},
{
"Name": "instance",
"Value": "${EC2::Disk::Path}"
}

15
"AlarmName": "${EC2::Instanceld}: Disk Usage Too High -
${EC2::Disk::UUID}"

}

BIRIEH Accelerate Alarm Manager #E&E

AMSManagedAlarms 1 CustomerManagedAlarms #8 7] BA1E AppConfig with GetConfiguration ##&
B

AR 2 GetConfigurationFRAY Ay ETHI

aws appconfig get-configuration --application AMSAlarmManager --environment
AMSInfrastructure --configuration AMSManagedAlarms --client-id
any-string outfile.json

- AR : i8R AppConfig IRHEIIREREEE (Y ; HRBTREEE , ER AMSAlarmManager
« IRIE : &R AMSInfrastructure I:RiE

- #HRE . EERIR AMS Accelerate B2 2R |, HA AMSManagedAlarms ; EEMREFETESR ,
#HKEH CustomerManagedAlarms

- AF ID : ERM-—HEARXMTEEERET , TUAREMFEH
« BULEEENBEERTRRERES , FUEHPA outfile. json

& 1] LATE AMSInfrastructureenvironment FRIB EMNIE |, LEFXRBEZ LR VHERRAK,
SFINRE AR

EENEREHMFTNERESR , EIERBEBEHF £H AWS CloudFormation SR#1E fnik#A REE
¥ , kMW A CreateHostedConfigurationVersion APl
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JE & Linux iR 595 , AI{E base64 FEESHH , ER AppConfig CLI i S FEHINE., WHEFHEE
A , 5828 AWS CLI 3 #f Binary/Blob ( =#{ KEYH ) o

BHIRER -

aws appconfig create-hosted-configuration-version --application-id application-id --
configuration-profile-id configuration-profile-id --content base64-string
--content-type application/json

- FERAER ID : ERAEX AMS AlarmManager #9 1D ; & A LAEIB ListApplications API FEIL 3K B th &
o

- #HREEREME ID : CustomerManagedAlarms #HRERY ID ; BRI LAFEB ListConfigurationProfiles API
ML 3% 2 bt &

- RB  EBEVABH Base64 F&E | HERTE base64 REIN A I H HETHES : cat alarm-
v2.json | base64 ( 582R Binary/Blob ( MM AEYH ) ).

%II

RNAFER . MIME & | application/jsonEAEBREZRZL JSON BE,

/A Important

#& ¥ StartDeployment # StopDeployment AP| B)/E/Y 17 EX PR #I| 1 B AR AS ST AHAE SR B = H 1Z/Y
EANERNZEEFERE.

EEHE—F THNAER AWS AppConfig ThaeRE M MEFBHEEE |, FFSBEFEH AWS AppConfig.

& INRE RTEZAARE

HACEEEWEREERER , BETUEBFIREE T LR RRARERARFA
ConfigurationID RisEMEELR , MEHERENER. MREERY , BEACERSEREEN
BRLARRN AR EESR.

Plan | FER T HIARMBERER !

"AWS::EC2::Instance": {
"AMSManagedBlock1": {
"Enabled": true,
"Tag": {
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IlKeyll :

}I

ams:rt:ams-monitoring-policy
"Value":

"ams-monitored"

"AlarmDefinition"

i {

"AlarmName": "${EC2

"Namespace":
"MetricName":

"Dimensions":

{

]I

"Threshold"

FERLBERHREZES 10

HTHEF

"AWS::EC2:

"AMSManagedBlock1"
"Enabled":

"Tag": {

},

"AlarmDefinition"

1,

"Threshold"

_)'Li"ﬂ*;-

::Instance":

¢ 1
. true,

IlKeyll :

"Name" :

"Value":

1R

y ZCn

: {

InstanceId}: AMS Default Alarm"
"AWS/EC2",

"CPUUtilization"
L

"Instanceld",

"${EC2::InstanceId}"

. 5,

LARKBEABTER K MARREESENIRD. HlW, &

y /Cn

ams:rt:ams-monitoring-policy
"Value": "ams-monitored"

: {

"AlarmName": "${EC2

"Namespace":
"MetricName":

"Dimensions":

L
{

"Name" :

"Value":

. 10,

InstanceId}: AMS Default Alarm"
"AWS/EC2",
"CPUUtilization"

"Instanceld",

"${EC2::

InstanceId}"
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}

/A Important

RS EETHREE c RIFBHEEEE, £ SSM AppConfig # , BXATEEUHERRIE
HARA

HBEBINERE REEEE
TR BEETE , BEEMFEA AppConfig 5 ZFEE AWS CloudFormation,

ES |
- {2/ AppConfig BEMEE TELSE
- {#£F AWS CloudFormation REBE IEAEEE

£/ AppConfig S E IR E REREE

BEIER# , 8 A AppConfig &I StartDeployment ZBEHNBE,

aws appconfig start-deployment --application-id application_id
--environment-id environment_id Vdeployment-strategy-id
deployment_strategy_id --configuration-profile-id configuration_profile_id --
configuration-version 1

- ERARER ID: ERAER & IDAMSAlarmManager , A LAEM ListApplications APl LAY EIE
o IRIE ID : A LAER ListEnvironments API FEIY R Z 1tk 1D,
. ERBIREE ID : B LAMEH ListDeploymentStrategies APl FERY 3% B iR 18,

- #HREEZERE ID : B9 IDCustomerManagedAlarms ; A LAfEA ListConfigurationProfiles API FEQY
#E 1D,

« HRERAE  ERNENEAREREERR.
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/A Important

EREEESERHEREETEENETRER. £ AWS Management Console
CloudWatch CLI/SDK ¥f CloudWatch B RFTHEMFBIEAHEEBER , HIULFHE
BB ERIEIR Alarm Manager E&. EETHMETEESERYWLETR , BUUERER
fams:alarm-manager:managediZ&true,

# StartDeployment H StopDeployment AP| BMfEH FEVER HIAEENERE , ELXFERE
THREHFEESBIEENETNERR,

EEH—F THNAER AWS AppConfig ThaeRE M MEFBEEE |, 5528 AWS AppConfig 34,

£/ AWS CloudFormation RZ 2 NEIEEESTE

MRERERFE A FECustomerManagedAlarms#HREER EERE AWS CloudFormation ,
& LAE A T %) AWS CloudFormation &E78, #&EA8ER JSON HEEKTE
AMSAlarmManagerConfigurationVersion.Content {9,

E &7 AWS CloudFormation &S BE P EBEHAE | WREREEEEFTERN JSON 1

i\ , AMSResourceTaggerDeployment RN ER S KM, MRMERERZRER  EE NFEFAHENX
E’Jn¥%ﬂ1ﬁnﬂ nﬁ/ﬁo

WA IELLEIAERE A CloudFormation HBE S HBENRE |, F2EA T HHEEEN AWS
CloudFormation 344 :

« 1£ AWS CloudFormation £#& FE S

« £ AWS CLI &

« BIE

(@ Note
MREERE T —EEADFEERE Wﬁﬂﬂﬂﬁ% CloudFormation 3@/ BEE | RISEAIARE
RAERELBAIENRE , MAFSETEMEANTE, IREVEERAARMAERE ,

BRETEFDHHEZAMEARE (ME () , EHEBEFAZAEARE  MARMERMEE,
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{3

"ContentType": "application/json"
}

AMS INEEESFER
{
"Description": "Custom configuration for the AMS Alarm Manager.",
"Resources": {
"AMSAlarmManagerConfigurationVersion": {
"Type": "AWS::AppConfig::HostedConfigurationVersion",
"Properties": {
"ApplicationId": {
"Fn::ImportValue": "AMS-Alarm-Manager-Configuration-ApplicationId"
3,
"ConfigurationProfileId": {
"Fn::ImportValue": "AMS-Alarm-Manager-Configuration-CustomerManagedAlarms-
ProfileID"
3,
"Content":

iy

"AMSAlarmManagerDeployment": {

"Type": "AWS::AppConfig::Deployment",
"Properties": {

"ApplicationId": {

"Fn::ImportValue": "AMS-Alarm-Manager-Configuration-ApplicationId"
I
"ConfigurationProfileId": {
"Fn::ImportValue": "AMS-Alarm-Manager-Configuration-CustomerManagedAlarms-
ProfileID"
I
"ConfigurationVersion": {

+

"Ref": "AMSAlarmManagerConfigurationVersion"

"DeploymentStrategyId": {

"Fn::ImportValue": "AMS-Alarm-Manager-Configuration-Deployment-StrategyID"
3,
"EnvironmentId": {
"Fn::ImportValue": "AMS-Alarm-Manager-Configuration-EnvironmentId"
}
}
}
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Description:

AMS MESMEF
Custom configuration for the AMS Alarm Manager
Resources:

AMSAlarmManagerConfigurationVersion

Type: AWS::AppConfig::HostedConfigurationVersion
Properties:

ApplicationId:

!ImportValue AMS-Alarm-Manager-Configuration-ApplicationId
ConfigurationProfilelId:

!ImportValue AMS-Alarm-Manager-Configuration-CustomerManagedAlarms-ProfileID
Content: |

{
}
ContentType: application/json
AMSAlarmManagerDeployment:
Type: AWS::AppConfig: :Deployment
Properties:
ApplicationId:

!ImportValue AMS-Alarm-Manager-Configuration-ApplicationId
ConfigurationProfilelId:

!ImportValue AMS-Alarm-Manager-Configuration-CustomerManagedAlarms-ProfileID
ConfigurationVersion:

!Ref AMSAlarmManagerConfigurationVersion
DeploymentStrategylId:

!ImportValue AMS-Alarm-Manager-Configuration-Deployment-StrategyID
EnvironmentId:
!ImportValue AMS-Alarm-Manager-Configuration-EnvironmentId
HiR g REE
SR LR E SRR AV AR REER

REBMRAI 1T StartDeployment , i%EiB A8 [E Y58 B 4 E5R
REMRE R

EEREE.

MR AMS EEEE R  EREEEABEEREYNAEMNERSSHEREEEAHMER. MERE
ZTEREBEBEBETUETRER., SAZRBLRHE , FERABENEEEREGERL .
EEAFEMBRE RS

ERNERCENRBE TR , 354 "ams:alarm-manager:retain" Z&H
BEBTRWBEITHERE , T HEFIPTR

"AWS::EC2::Instance": {

BEREESEERERE
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"AMSCpuAlarm": {

"Enabled": true,
"Tag": {
"Key": "ams:rt:ams-monitoring-policy",
"Value": "ams-monitored"
.
"AlarmDefinition": {
"AlarmName": "${EC2::Instanceld}: CPU Too High",
"AlarmDescription": "AMS Baseline Alarm for EC2 CPUUtilization",
[...]
"Tags": [
{
"Key": "ams:alarm-manager:retain",
"Value": "true"
}

BMER,

R

P4\

£/ "ams:alarm-manager:retain"EBRENETR  EZEENERKLE  BEREEETEH
BNE RSERIBAREE CloudWatch & |, EF|
AR RE RERE

£/ CloudWatch FE#EBRALE,
AMS Accelerate EIRIBEEER , EENIRFHRMAERERRERE. 718 ,
TEHRNREHILLTEFRMERE, &
IEERANEN , REFATER

B ERBEEME
AILAEBR B S BRI ARERERFHAM ConfigurationID , I {E A false &
FAREIR A,

filan , NREFRERERERPHEETHIERE

IR

AN

"AWS: :EC2::Instance":

i {
"AMSManagedBlock1": {
"Enabled": true,
IlTagll: {

iy

"AlarmDefinition":

: {

"Key": "ams:rt:ams-monitoring-policy",
"Value": "ams-monitored"
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}

BRI ERTHEERERETEETIIERE , MERLLRERA

{
"AWS::EC2::Instance": {
"AMSManagedBlock1": {
"Enabled": false
}
}
}

3
¢

EEHTELEE  HAFEA JSON RER XXMM CreateHostedConfigurationVersion APl (
B 8FENRERER) BEXEANE (F2R XFNEBTRIEEEE), FI8  EQEYMER
MRASEF , BIEXATE JSON REB X HFF I EEMAEMNELNBITET.

oo

/A Important

E AMS Accelerate EFFERAERERE  TSHEERENBIERETRE , ALER
EQJ%H‘HLE'“""#;EFEEﬁ'“*"j—- F, EREERERNEE,

A Accelerate 23 H CloudWatch 7R

Al LAE A Amazon EC2 #1T{EBERY B 5T CloudWatch IE2FE R , B AMS Accelerate 3 F8H\HY
CloudWatch &R,

EXSNEARERERESHNEREE, NESHMESHBNFMAEANEEE  F2BEE Amazon
EC2 Linux #11TE B A CE R MK IEE,

Linux Amazon EC2 #11T{E8#Y CloudWatch EX12Ri5 S /REI UM ZE £ F A HE] CloudWatch 151E,
ELE G| Perl 8B A ETHRETENE S , AT Linux BT EEBMNCERE, XBNEGEETEERE
?E*%o

/A Important
AMS Accelerate T & EER 2 H CloudWatch R,
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4% Alarm Manager for Accelerate E52 Y & RE &

EREHEES/BBIEEMEEE AMS/AlarmManager & ZEEH# Amazon CloudWatch, R &t
Alarm Manager X K ERE R 2 HIgE,

EEE8 HE iR
ResourceCount  Jt#f. Resour EHESPHENEREE (EEEREEN )
ceType
B FTE
Resources JtH. Resour FEEZEERE Alarm Manager R EFB TN ERE
MissingMa ceType E (EBEEREREN ).,
nagedAlarms B
B 58
Unmanaged JL#F. Resour RH Alarm Manager EREAZEETRNER (BE
Resources ceType EREHEN ) B8, —BmsS , EXERTFSEM
Alarm Manager fHRE[ER , SkEARE M EHREE IR P HE
BRo
B 58
MatchingR JT#. Resour (IBEBREEM ) BFE Alarm Manager #HREE BT
esourceCount ceType. Co ERYE, FEZERNTSHEEBER , XEMAKE

nfigClauseName B, BERXETARERPIEEMERENES,
BBy : 5T

B 54 th AT LLFE AMS-Alarm-Manager-Reporting-Dashboard R ABI N8R, EEEFHE R ,
a1t AWS CloudWatch B 2 &iZEl AMS-Alarm-Manager-Reporting-Dashboard, RIEFERE , It
BREPHWEFEETRBE 12 /MNEEHENER,

AMS Accelerate #% CloudWatch B REBEIEN RFE , MEARZTEEREENEAZIEM , 4
M AMS Alarm Manager B2 P HEBRIVE R, AMS Operations #&FAEBBUT =ZERZEE RN
B HEEAN=EER , SIHEEENEEREM 50%. MREFLUFFELEN , AMS
Operations AIRER EREBHEIMBREE,
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AMS IEEESMEF

AMS BE{&EREE

EE® , AWS Managed Services (AMS) ERIBAEATANSERGENER , BBEERERE,

RERRE

RERE R
4

AMSLinuxD
iskUsage

AMSWindow
sDiskUsag
e

RDS-
EVENT
-0089

iR

ARV R E BT E
B HERE,

E EC2 HifTER L 1 18
HEHN (WRELNEE
2 ) BRI A B IS
183,

E EC2#fTERR L 1 &
HEH (HMEKRELNE
EZEE ) HRKAERER

B o

EREATERDHERE
HBHESEFEEFREN
90%.

R{E

REEBE 15 9ERE
DERE —IRKBOREE,

RETIRE 30 PEEB
E&AVE 6 X

RETIRX 30 PERE
BEZKE 6 X

RFEMBEEEB 90%.

BiE

AMS B B8 E R ERE
BITERRSTFE.
REEFIHETER , A
BELYEHAEBETE
B, FLEMMEBTERT
EEERENNERER
. MEFMENR , F2H
T5 TEC2 fREEME LM
BEBEL, —&.

AMS EBEES EMBRE
BFER, MBEELEN
EHNHERTE , c2iE
BRITRE | DA - FERE R
E 2R,

AMS EBEE S EMBRE
FER, NREELENK
EHNEBRTE  caiE
BRITRE | DA - TE LR
E 2R S,

AMS BEMEEE LR
BENERTENTE
NE AR ZEREER
R, A& K CHERSEB
CloudFormation 25 518
IEE M FEE. IOPS A
REEZEE, WREHF
#HERE , AlgEZ RDS
AP| LABS IE S H#4RE RS,

AMS BEIEEIREE
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AMS IEEESMEF

REZE

RDS-
EVENT
-0007

iR

g

ERESITERE SR
FREAS. BERRIL
BE A FREEANEE

Z=E,

RE

REZER 100% BE.

B{E

1% TSR EFTI® E RDS
EREHITER , B
EIRHILIIEE © "Key:
ams:rt:ams-rds-
max-allocated-
storage-policy,
Value: ams-opt-o
ut".

AMS BENIEEE LR
BENERTENTE
WA AR EEHEEMR
B, A&, CEERSEBR
CloudFormation 25 518
IEEMNFEE. IOPS A
REEZEE, WREHZ
HERE , AlgEZ RDS
AP| LABS I H#4RE RS

& T SIREHEE RDS
BEREHTER , BanE
R IhEE

ams:rt:ams-rds-

"Key:

max-allocated-
storage-policy,
Value: ams-opt-o
ut".

AMS BEIEEIREE
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AMS IEEESMEF

REZE

RDS-
EVENT
-0224

&

ik

3

MEERFEDRE
REMN R A #EFREE.

==
=%
lEH

RE

BEREHTER AR
FREERSE  ARHK
ENFERNERERET

B{E

AMS BEIEEE LHRF
F5KM RDS REERA
HiBRA#FREE, W
BN, AMS 2EH M
A CloudFormation %
ERBEARBTEHRERS
30% , MIRERKEB
CloudFormation #i% , 8l
igIE 1% RDS AP,

1% TSR EFTI®E RDS
EREHITER , B
EIRHILIIEE © "Key:
ams:rt:ams-rds-
max-allocated-
storage-policy,
Value:
ut".

ams-opt-o

AMS BEIEEIREE
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REZE iR RE BF

RDS-Stora 4R 1GB ERETEERE CEE 9% WREFEZE. AVMS HBEESER
ge-Capaci  #H{TEBNEERFRT HERERBTREN A
ty o X B Al A sl e B R AR

B, A&, cEEHEB
CloudFormation #E £18
MEENRE. I0PS M

REFREE., WREAE
#ERS , BAlgEZ RDS
API LABS IS HEBF R,

1% TSR EFT® E RDS
EREHITER , B
EIRHILIIEE © "Key:
ams:rt:ams-rds-
max-allocated-
storage-policy,
Value: ams-opt-o
ut".

EC2 MREME RN | BEBBLiREE
AMS B Bh5 4 MAAEE EC2 RABME Kk MR EL 5

« WREM Amazon EC2 HTREIEBELAER , TERLAF LI BRME , FEEBEHMOTERIL
B/,

- MRBENREFEERRED (RD fstab FHRE, ROERTF ) , BBUEREZERENHAT
B8,

- MREHHITEREBR Auto Scaling B#E , BBVt T EEEUEATEI/E , AutoScalingGroup 1ERE B
SRR TER.

- MREHHITERERA EC2 Auto Recovery , BMEEFRSHEE £,

EC2 ik EAEZEEEL

AWS Managed Services (AMS) B BM&ENMIEE EC2 i EAEME :

EC2 REEME LR : SEAB LI fR4s October 3, 2025 326
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- BB EARERETEURERR  URREWUHIT. IRFABEERIEEN , BEMLATLUEM
WEERE, LEBCEFETEAREREZEFNERER.

- EERMREZH , BBLEEHTER LBITEREHE (Windows : BERFEREN., Linux :
Logrotate + Simple Service Manager KRR HEtBKR ) , LEHBKRZER,

® Note
REERTEE EC2'T" RIIBTEE LT , RAEMMKIE CPU MBUIRSEEF.

- f£ Linux £ , BEMLEXBIERER B EXT2, EXT3, EXT4H XFS MERRH.
- £ Windows £ , BEMLEZEFEMIERRE (NTFS) MEMERREK (ReFS),
- BBMtTEREEERBEEUMBEESTES (LVM) = RAID 5 —3 9 MK E,

- BBMtFEERITERTHRERKRE,

- MRSFENUBEC AR 2TiB , AIBBL T SHEIWEE,

- BREBICHWEBERRHASERS =R, RiKEmBHRETER,

- MREFNBEEBREASNDRARE BRI RBERURE,

ELARRIME L BB ERENEIER: , AMS S EBEHRBEFREGHHE , SUREZRIN T — @

B

o

Amazon RDS K#FREHIEEBHHL
AWS Managed Services (AMS) B EI{&E a{aEd Amazon RDS K FHEEMEEREEA -

- EEHER Amazon RDS #{TERREFR 2R , BEELETZIERE , LIHER Amazon RDS #
TERERTEXETA , WFFDMAAARE,
 #E{28F CloudFormation #&mE < i , EE &R Amazon RDS API #17,
- BEBFEFSETIERTHT
« Amazon RDS #{TEIEMRERR "AIA,) & "EBRHEF. .
« Amazon RDS #{TEB 78 B sl 8N (HINEBENNFRIENREFRE )
« Amazon RDS #{T{ER EMA B BEERF.
« Amazon RDS #{T{@# = CloudFormation & &R,
- BHREHBEBANNE—XER , BERBTEXATBB=ZRER.
- BELRFIBER , AMS EEBEHEHEEBHE , HET — @8 #%.
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£ AMS ®f Amazon EventBridge Z & Al

AMS Accelerate £/ Amazon EventBridge SE#HH, SERAZEZELEE AMS E—RAIE
B, EERANESEANEY  UKHExZEHEETREE, SEHRAUB AMS BAER , YIRS
EEEFIRFAENSHER K RIEZSEER , FAREHENRESEFAELZERAL

AMS Accelerate ZE R Bl EE K Flevents.managedservices.amazonaws.comfRiE 88, EL
S EHRAREBAWSServiceRoleForManagedServices_EventsfREEREACETER, ZEM
BRELKRA , EFEERBI®TE., NEFMENR , F2BMER AMS WZEH A,

WERBNFFMEER , 528 (Amazon EventBridge fEF & #ER) PRI AL,
AMS EBE#) Amazon EventBridge 2 &%

Amazon EventBridge Z &R Al

RAER iR ER
AmsAccess LR A
RolesRule ERE AMS {
Accelerate & "source": ["aws.iam"],
ENBESRN "detail-type": ["AWS API Call via CloudTrail"],
Bw, "detail": {
"eventName": [
"DeleteRole",
"DeletePolicy",
"CreatePolicyVersion",
"AttachRolePolicy",
"DetachRolePolicy"
1,
"requestParameters": {
"$or": [
{
"roleName": [
"ams-access-admin",
"ams-access-admin-operations"”,
"ams-access-operations",
"ams-access-read-only",
"ams-access-security-analyst",
"ams-access-security-analyst-
read-only"
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BAERE iR E&

Pd

"policyArn": [

"arn:*:iam::*:policy/ams-ac
cess-allow-pass-role",

"arn:*:iam::*:policy/ams-ac
cess-deny-cloudshell-policy",

"arn:*:iam::*:policy/ams-ac
cess-deny-operations-policy",

"arn:*:iam::*:policy/ams-ac
cess-deny-update-iam-policy",

"arn:*:iam::*:policy/ams-ac
cess-ssr-policy",

"arn:*:iam::*:policy/ams-ac
cess-security-analyst-read-only-policy",

"arn:*:iam::*:policy/ams-ac
cess-security-analyst-policy",

"arn:*:iam::*:policy/ams-ac
cess-security-analyst-extended-policy",

"arn:*:iam::*:policy/ams-ac
cess-admin-policy",

"arn:*:iam::*:policy/ams-ac
cess-admin-operations-policy"

]
1,

},
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BAERE iR E&

AMSCoreRu  ItiR A2
le AWS Config {

# Amazon {

CloudWatch "source": ["aws.config", "aws.cloudwatch"],
BHARE "detail-type": ["Config Rules Compliance
AMS Config Change", "CloudWatch Alarm State Change"],

EERAMS
EER AR
AWS Config
EHGEIN
resolve AWS
Systems
Manager
Opsltems,
Amazon
CloudWatch
EHgEE
CloudWatch

R —
=7To

B AMS WEERA

BAFZEFEHET Amazon EventBridge ZER A, EHRTE AWS BEEE#EAS AWS CLI, 3 AWS API
FiNA AMS B | AMS € A2 e,

WmiE AMS K ER A
AMS FAFERESERA. AVS BHEAERFESERANSBAEAHER,
fiEx AMS B ZE# A

BAZEFHMR SEHRL, EEMRAWS EEEEA. AWS CLISK AWS API B AMS BEE
B, AMS 2 ABERER , YMER AMS #ENFIEZERA

MR AMS EEBHEELIBRIERL , Bt LFEA Amazon EventBridge £#&. AWS CLI 5
AWS AP| FEIMIBRZERA, EEEHEM , BHLALK AMS BE |, SWRFMBRZERA,
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AMS Accelerate EF &5/ AMS e HiEF
AMS FREEBERER

Trusted Remediator 2 —%& AWS Managed Services f#RA R , A BEEE AWS Trusted Advisor#l
AWS Compute Optimizer#i%. & Trusted Advisor #1 Compute Optimizer 3§ HFRIEK A, HERK

A, RECHEREFRERINEER  SENEEEXSERILER AWS tRF., &EB Trusted
Remediator , A EBFEAECRIUREERNLZEEENAN  EEEEZ M, MeL. HAKE
t. BREREDFRIERFEIZEZRE. Trusted Remediator AIBIEREMBEMRRA R , WHKBEEINHERE
BE#T , BLIEERF, EEEE AU -, EREHFREE , BEEFBN A,

EENBERXETEEH

UTREENEEEXNEIEES

- RELEM, BENRAREL | SENFBREETHEERIRFNERBZERE, RELERE
RAE | DR EEERA,
- BRARENARE : BUUREFENBERR  UFSENERNREHRE.

« BBt Trusted Advisor BZE R AWS Compute Optimizer BH1E1E : RE2R , EENBERRS
BEHTFIERENESERE. LBEBLFEEFHN A,

- REEREF  BHABFERUCSEYNSEEBAER K RUBESURECBEERN A AR,
- BEREHIT | B LUREEday-to-dayRETERE — BN EEHE.

Trusted Remediator AIEE T EfER AWS IREFOERFINERE | BB ETHREER  IiHELS.
EREEEFERA RN EiRER R,
AIEEEEERANEELTR

LTREEBERXTHERENEDM

Trusted Remediator €5{& #Y Trusted Advisor 1 Compute Optimizer #3& , AWS IRF I 7E
OpsCenter I AWS Systems Manager Opsltems, Opsltems OpsCenter 3% , &R LAEFAEE
WEEEX BBt X BERFEHEE Opsltems, AT EEESERERNFMENR -

- BELIEE  GENBSERSBHTEBCXHLEEST. BBLXHTRE , EENBEERRS
fRHT Opsitem,

- FEEE  GENBERIXSEN Opsitem HERE, MER , ESRBEBHLXH.
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1£18 B 367 AL Amazon S3 fFRTE . BT LER S3 fREFEFEPHERREEH5FT QuickSight £
RIAETHET. AMS LAEENEERNREHUERRE. FERWELRE , FHBEN CSDM,
WEFHES , F2REENEBEENRS,

Trusted Remediator B R3S fiTEE

LTRE AMS REAZEEEERNE , BEIN 7HMNE
« AWS Trusted Advisor #1 AWS Compute Optimizer : AWS#] Trusted Advisor Compute Optimizer
RENERFELHREE AWS RELNRE , URBATANESNNREEBRHRS
« ARE
- REe
- B2
- REERE
- FHEE
« ARFEPRE

MEFMER , FSBAWS Trusted AdvisorRAWS Compute Optimizer,

- SENBERR  BAMTrusted AdvisorBEFAWS Compute OptimizerZZiZH AMS 1£1E#E R
=, Trusted Remediator A ## B & A B MM REBEHK T £ #1818 Trusted Advisor #Z F Compute
Optimizer & , AhEL LM, MELRELLR. IEENEBEEXZIRERE. ERE—R , BF
WEEEISERBAREIVIRE (EEEEE ) #TEE

« AWS Systems Manager SSM 3§ : JSON =% YAML % , E&¥ AWS &R AWS Systems
Manager #{THEIfF, SSM XA MAESEHRE , LBBLEZE AWS ERMBITERBNIRE
£,

« AWS Systems Manager OpsCenter Opsltem : —BEERREREEEER , T RE R HFIRIR
T AWS WIRERIE, Opsltems A% MERNBEERMBBERMEPXNRR AWS R MEE
Rif. 8@ Opsltem R EKX—EIRIERE , fIBENLLER., WEBEIRESH,

- (HRE  ARER —AREE HRVBIEAWS AppConfig , B BIZhHAEE AWS Systems Manager, HRHIEE
BEEXEAREN AWS AppConfig BBIRERFERERESE. BHLUER AWS AppConfig 12
B AP| RiREHERE,

- BTEN  BTEXR—EEAEEY , IDRENFEESE Trusted Advisor BEREREITEE. X
EmEHTEN 5B, FB. H4X. FEERAG.

- BRER  YRERERERERREERNERE,
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- {8R1IEH AR . GENBEEXEE SI AFRETrBINAFER, BEEBARSEBE
Opsltems B KEV, L AFERIEFHHITIEE Opsltems F B B#1T1818 Opsltems., FEALL
B ERREMATEEEREE,

- BEMLIEEBMITER  EENBESREE S3 BFRETRINERER. BT SSM X,
SRVEBEEMTER. LLERKIEBEBIITIEE Opsltems #Y SSM iﬂlﬁéﬁlﬂﬁnﬂo ER L B &
ERRER B BLEE,

# AMS FRBRERSENEERER

TEENEERRTE AMS £ , EBHENBA. Trusted Remediator XEE — RS NSRS

MAGEHNBERN

EEBEHN AMS IREMAGENBERR |, BEEE FEMH4L Cloud Architects 2% Cloud Service
Delivery Manager (CSDMs), EEF# 4+ , IEUTER :

« AWS IRF : 12 UEBMIRFHEIERK. SEEMAGSENEBEERXNMERFSAEBRE—@E
Accelerate &F,

- ZREEERFE . ARE—ZEIRS I Trusted Advisor F1 Compute Optimizer # ZEHREHI IR
B

- REIRF  EEREREZMREESIRFHNIKRF. EXIRFERERNEESIRFEEBRE, &0
UE—ERERFRZERERS.

(® Note

RERFEREMRNEBERFEABLE, MELEERERFHNTIEHERE , BEALER
HHHEEMAZEZREESIRE, EMAZE , FBEER Cloud Architects R EIR B
BAERE,

« AWS [EiF : AWS [EfE ERFTEN . 0FE KEE AWS [EiF , 52 BAWS R#E K [EE,

- EFEHRENFE . ZRFVEHHERE (SBREE ). Trusted Remediator €Y EE Trusted Advisor
BRESEHEREABEEE, §li, EUURESEBRESR 1: 00 WEEHER | BNRIELER
Faﬂo

- BRETEHHNH . GENVBEEASERBAETENF  ERBEERSRBEANE. BHNEFBHES
"AEBERE) K ABRREBE 24 MRAFMTHAIESEEBENER.

HBERAEENBERR MR October 3, 2025 333


https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

AMS Accelerate A& ¥5m AMS RS MEF

® Note
BAHEENEHE  FRRENEARANER, IFHMXE , FHIE AMS,

f£481E CA = CSDM R TEMVEFMEANMAFERZE , AMS SEHNIREMAGENIEER
. Trusted Remediator £/ AWS AppConfighyZhae AWS Systems Manager?RE 2 Trusted Advisor
BRENEE, ELABR—HEEREREFHNEM AWS AppConfig. B T BHILEH BERELRKRE
MWER , TEXEM Trusted Advisor BEHSERFMAGENBEEXNRRERIEERAF. MA

% , BAILAE A AWS AppConfig = AT API REEIERE, ELLHRETHBNE B BIEERE Trusted
Advisor BE | AN FEHESER G RE, EEHAETSEBR] , EHEASE Trusted Advisor
BREERHERE, NEFHEF  FS2REGEENEBEREXPERIE Trusted Advisor BEEE,

BEEBENRENERS

RIBTER , BEANTERXYRBEREFTFTAE Trusted Advisor B ZEH Compute Optimizer B #2 3E
ER I, EMFIEARERENESELREER. AMS 2EHEIRAN SSM BELXH , AR Trusted
Advisor BEE1E,

ERENERNEEAGENEEEBENRE SR TISR

1. HEXEM Trusted Advisor 1 Compute Optimizer &5 E S AHRIBIRY SSM BEL R TE |
LURELEFAFEENBSERNBSERLRENMEER.

2. BEHEWERE , LAFRFTE Trusted Advisor REEE, WENMERRBRENRS , F28 Z£E
ER1EERX P ERE Trusted Advisor EIEE,

B

=1
\

EEENEEREXPERENIEE

EREMRFEBRAEZR , GENBEEXSEABEIEERIL Opsltems, Trusted Remediator &%)
1T SSM X # , LAR BB EHERR B E{51E Opsltems., ME MM Systems Manager OpsCenter %
BERMAMEEE Opsltems BIEREA , F2E EETHNEERXPERIEE, OpsCenter

EEENEEREXFHATFHIEE

BT LAF E1{&4E Trusted Advisor E, EXRBFEEER  SENEEEXSRIFHHT
Opsltem, B4 EREAILEE SSM BEML X |, FREIEE Opsltems, MEFMENR , FSEEEE
WISERR PR ITFEIEE,
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AMS IEEESMEF

ZEFEERERXZERN Compute Optimizer £

T&RFHZER Compute Optimizer E#%. SSM BEMLX ., RERENSH , UREBCLXHNTE

HER. A SSM
f# AT RERY ELBR

HREERAEENXERSE

BEL X HHETREEE 2/

, R ERMAR , UGB ERBENEBTERT

, 55HE S8 Compute Optimizer & H Y FE/BRER BIEBF1E, MESE

&R |, F2EEE AWS Compute Optimizer #3 Trusted Advisor 2,

RE(LRE
BRIt

Amazon EC2 #
TEEES

Amazon EBS %
REES

SSM X EBHMAMER

AWSManagedServices-TrustedR
emediatorResizelnstanceByCo
mputeOptimizerRecommendation

B3 Compute Optimizer BEE
Amazon EC2 #TEIREEE, R
BIEEFRE , IgEEREEE , @F
HEMRNESSE (4. Hyper
visor, MAIHE, EECEEE ),

AWSManagedServices-ModifyEB
SVolume

Amazon EBS #ifk E€iR#E Compute
Optimizer BRETE R, BRTES
FBRREZR, K/, IOPS, WKE
E4XE (gp2. gp3 &),

X BN TRES BN REIHRE

* MinimumDaysSincelLastChange :

EEB ERIITEBEREBE LR
REXBHNSH. ARER 7 X

ERHIRE

« CreateAMIBeforeResize : ZE

RNz HTERE AMI 1L
AfEh , B %5 True's BEFR
B {Et , 4% BREA False's &
A 'True's

ERHIRE

« CreateSnapshot : & B & i

BRECIRIMIRR , F RER
True's EEFBIURR , Fi& &R

E A 'False's TER{EA 'True's

ERHIRE

« VolumeType : FTEMNRTRERE,

MRAEEHE  ASRERAE

A,

ERHIRE

» VolumeSize : FIrEMRERRE KX/ ,

B GiB BEf, BERREA NS
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RIE{LIEE SSM X EBHMFAMER X EH A S ERE 2 B R B k4

ARXRRBERHERENRB KN,
MEREEXD , IERERAH
Ko

PR SR

* lops : BMWFERM /0 BIEH
(IOPS), tZEEERAR o1, o2
F gp3 HKE,

15 PR IR 14
+FPBRA 1000 MiB/s., L2 EEEHA
A gp3 HEEE,

ERBIRAF

« RemediateStackDrift : & Z XS
REIEE , RIS B
BIEBUERK , 5545 5% A True's &
ETERERIEE BB EREA
'False's TEE&%A 'True's

55 PR Fl R 14
Lambda B #2E AWSManagedServices-TrustedR RecommendedMemorySize : %
E emediatorOptimizeLambdaMemory HEBEZBRERE , AIABTEERK
No

AWS Lambda 1R#% Compute
Optimizer BR K EL M ERE. S PR FI R4

HBE&R
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AMS IEEESMEF

RIE{LIEE

FE& Amazon

EBS HiEx[E

FE Amazon

EC2 #1T{E#E

E& Amazon
RDS #1117 {E

SSM X EBHMFAMER

AWSManagedServices-DeleteUn
usedEBSVolume

RIEHEH Amazon EBS BiRE [E A5 4
BRo

AWSManagedServices-StopEC2I
nstance

FER/Y Amazon EC2 #{TEIERKEF
ik,

AWSManagedServices-Stopldle
RDSInstance

{ZIEFEE# Amazon RDS #1TEE.
S EHSIZEFE - MariaDB, Micros
oft SQL Server, MySQL, Oracl

e. PostgreSQL, AXHREAR
Aurora MySQL #1 Aurora PostgreSQ
L. BTERRZEFEL7T X, XEHD
ERERE,

X B8 5% E S B RS R4

« CreateSnapshot : & Z1E M BRE
BREZHEIRE , Fi REA
True's BEREIRE , #8 &
E % 'False's TEFX{EA 'True's

ERBIRAF

« MinimumUnattachedDays : Z &
# Amazon EBS Rk [E R EEZ R E
TR, &RAE 62 X, %A 7,

ERBIRAF

ForceStopWithinstanceStore : & X
FRAFTEREREAFE LE#T
e , B4 ’A True's BEETEE
=1t , ‘“"'"7% 'False's A%
'False' AIPA LT EEIZ L,

ERBIRAF
TRIFHELRENSH.
EREIRAF

Trusted Advisor Trusted Remediator X &

T &R HZEM Trusted Advisor &, SSM BEIMLX ., ALERENSE , Uk BELXHNTFERE

R, /A SSM BEIML X EITREBE 2R

AERYELFR

, EREEHRR , LB ERIRERNEBEFRT @
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AMS IEEESMEF

FRELEMABEXERENEE Trusted Advisor MEHEH EMNERRA, MF

AEA ,

SREREZEM AWS Trusted Advisor #2 AWS Config, MRBEEHER AWS Security Hub 24

18 | 55FETE Security Hub 2 HIEE KA. WME
EEALRESENEN ,

Trusted Advisor Trusted Remediator X R K A&

wmEIDNERE

ZAAUBRNSmMz

BT P 1t
ik

¢18d2gz150 -
Amazon EC2 %

TEEEFL

c18d2gz128

REXE £ opiBHA
BURK Amazon
ECR 177 E

DAvU99Dc4C

F A EBEA
Amazon EBS &
BE

MBS

R2REEGEENBEREXPHRE

A2 BI7E Security Hub REAAIEHIE. WFE
Trusted Advisor BEIE1E,

SSM X#H& BN EMER

AWSManagedServices-TrustedR
emediatorReleaseElasticlP

BHETMEREEANEM IP tbit,

AWSManagedServices-Terminat
eEC2InstanceStoppedForPerio
dOfTime - Amazon EC2 #{T{EEE
FLEEX,

AWSManagedServices-TrustedR
emediatorPutECRLifecyclePolicy

MREHBARBRERFE  FRE
ENRFER YA mBRBER.

AWSManagedServices-DeleteUn
usedEBSVolume

MRIBE 7 RAKRBIZWEE | I
Bk Fe o A AK Amazon EBS ®ifE
B, JEEREE I Amazon EBS RE,

EQNd 5

X ENFERES BN REIRE

TRAFHELERENSH.
ERHIRE

+ CreateAMIBeforeTermination : &
EHEKRIE Amazon EC2 #i{T1EE 2
B HITEE AMI M AHR |, 5B
B true, FEERILEZEITAE
MiEfD , FEIRIE false, FERES

true,
« AllowedDays : #{T{EREEKLLE]

BERELRENKE, ARER
30,

ERHIRE

ImageAgeLimit : Amazon ECR #7F
Ed TMEFL BRGNS KTFE RS
| UK (1-365) BE{,

EREIRE

« CreateSnapshot : S1RRE A
true , AIB Bt EEMRZ A1
3L Amazon EBS WER[ERVIRB, T8
BREXEA true. BRESA trued
false (B KNIE )
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AMS IEEESMEF

mEIDNEHE

hjLMh88uM8
HES & FEeR

Ti39halfu8

Amazon RDS &
B &R EHITE
B

COr6dfpM05

AWS Lambda ¢
BEA/NBEM
BHERE

SSM X EBHMFAMER

AWSManagedServices-Deleteld
leClassicLoadBalancer

R EER Classic Load Balancer &
FH B RFTMEMBTER , e
HMIER

AWSManagedServices-Stopldle
RDSInstance

BEEXRERBEARREN Amazon
RDS ERlE#HTERSFLL,

AWSManagedServices-ResizelLa
mbdaMemory

AWS Lambda BB iCEE X NEH
EH RUHNERICER XD Trusted

Advisor,

X BN TRES B REIHRAE

* MinimumUnattachedDays : EBS
HERENMBRAREZERETR , &
RAZE 62 X, R®/EHR 0, Al
SSM M # A gmEREZEWEARE |
WNRERRE B A RER: |, A ERE
RE, HREA 7.

EREIREF

IdleLoadBalancerDays : Classic
Load Balancer EZEBREZBIE 0
EFERERBRE, AREALR

MRABEEBET , MERREERAS
WERRBTER , BBLEMBRAEE
# Classic Load Balancer, A E
BERADRHRHITEBEREEE
ARRE R IF IV R In BT E RN AT A H
& Classic Load Balancer , & 1§
AEEEBE K YEBRVARFEEE

Opsltems,
FARFALRENSEH,
328 PR 5l R 44

RecommendedMemoryS
ize : Lambda BBV E R IEAEA
B, EHEENR 128 F 10240 2,

MBEBHELHITZBIEHR Lambda
B/, Bt BEEL TR L B 55
HNEZBBERE Trusted Advisor.
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mEIDNEHE

Qch7DwouX1

Amazon EC2 #
TEREEAR

Qch7DwouX1

Amazon EC2 #
TERESEAR

SSM X EBHMFAMER

AWSManagedServices-StopEC2I
nstance ( BEBIMFBHTEIXNTE
7% SSM X )

{KfEARA Amazon EC2 #{TEES
ik,

AWSManagedServices-Resizeln
stanceByOnelevel

Amazon EC2 #{T{ERRK X/ N HHM
EHTEBRIERN —EHTEE
HRGER. BTERSERBANNR
EHEE L MERE |, IE7E SSM XH

BITEREBE R BMRE, LEBL
X BT Auto Scaling B H P K
TER KN,

X BN TRES B REIHRAE

ForceStopWithInstanceStore : &
& true UERFITERFHER
HlELETER, T8 , FRER
false, WTEER{EfalseRIBrLLH,
TREREL, ERES true = false
(B KRDE),

EREIREF

* MinimumDaysSincelLastChange :
B LXHTEREREBEURNK
HTR. REEENRBREH
BITERBER  AFEB8EHTHE
REA, FH 0 BKBLLEE, FHR
BEA7.

- CreateAMIBeforeResize : & E1E
HERNZEEIBTER AMI
WABESD , FRE true, BEERXR
By e , FiEE false, R
B4 false. BRES truefl
false (B KDNE ),

+ ResizelfStopped : ZEEMESFTH,
TERK/ , BEHTERERE
IEARRE | FEIRIE true, WIRHITHE
BERELRE  EETEHRE
HKR/)D , BIBIE false. AREAS
truefl false (EDKINE ),

ER B R M
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mEIDNEHE

Qch7DwouX1
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TEREEAR
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F A =RIBEHY
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3
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Amazon S3 5%
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1F4ERE

¢1z7kmrO0On
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Amazon EC2 X
AERENES

c1z7kmr02n

HERERN
Amazon EBS &
REFECES

SSM X EBHMFAMER

AWSManagedServices-Terminat
elnstance

MRFBM Auto Scaling B#H , Bk
BAKIERE |, Alg& HEERARN
Amazon EC2 #{T{E#. FEREEN
AMI,

AWSManagedServices-PauseRed
shiftCluster

Amazon Redshift # & 2 &%,

AWSManagedServices-TrustedR
emediatorEnableS3Abortincom
pleteMultipartUpload

Amazon S3 FEFITR R ELE B
BAI, Ll I ERBEXRE DAL
TR EE,

£ Amazon EC2 #{TEBEZE
RE #EE Amazon EC2 #1T1E
BIZEEBEEXZEN Compute
Optimizer B,

£ Amazon EBS Bt EEZMEKH
K E& Amazon EBS B [E Z{E{F1&
£72:0 XM Compute Optimizer 2

=2E
o

X BN TRES B REIHRAE

CreateAMIBeforeTermination : #%
WBEREAS truesk false , LT
#1E EC2 #ITRIB 2B #1T{E
i AMI i BEA. FEERES true,
BREA truefl false (ED KD
B)o

IR BIRAF
TAFELRENS R
HERBIRAF
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https://docs.aws.amazon.com/awssupport/latest/user/cost-optimization-checks.html#underutilized-amazon-redshift-clusters
https://docs.aws.amazon.com/awssupport/latest/user/cost-optimization-checks.html#s3-incomplete-multipart-upload-abort-config
https://docs.aws.amazon.com/awssupport/latest/user/cost-optimization-checks.html#ec2-cost-opt-for-instances
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https://docs.aws.amazon.com/awssupport/latest/user/cost-optimization-checks.html#rds-cost-opt-for-db-instances
https://docs.aws.amazon.com/awssupport/latest/user/security-checks.html#exposed-access-keys
https://docs.aws.amazon.com/securityhub/latest/userguide/apigateway-controls.html#apigateway-1
https://docs.aws.amazon.com/securityhub/latest/userguide/apigateway-controls.html#apigateway-1
https://docs.aws.amazon.com/apigateway/latest/developerguide/set-up-logging.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/set-up-logging.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/set-up-logging.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/apigateway-controls.html#apigateway-3
https://docs.aws.amazon.com/securityhub/latest/userguide/apigateway-controls.html#apigateway-3
https://docs.aws.amazon.com/securityhub/latest/userguide/apigateway-controls.html#apigateway-5
https://docs.aws.amazon.com/securityhub/latest/userguide/apigateway-controls.html#apigateway-5
https://docs.aws.amazon.com/securityhub/latest/userguide/autoscaling-controls.html#autoscaling-1
https://docs.aws.amazon.com/autoscaling/ec2/userguide/attach-load-balancer-asg.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/attach-load-balancer-asg.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/cloudformation-controls.html#cloudformation-1
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudformation-controls.html#cloudformation-1
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudfront-controls.html#cloudfront-5
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudfront-controls.html#cloudfront-5
https://repost.aws/knowledge-center/cloudfront-logging-requests
https://repost.aws/knowledge-center/cloudfront-logging-requests
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https://docs.aws.amazon.com/securityhub/latest/userguide/cloudtrail-controls.html#cloudtrail-4
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudtrail-controls.html#cloudtrail-5
https://docs.aws.amazon.com/securityhub/latest/userguide/codebuild-controls.html#codebuild-4
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https://docs.aws.amazon.com/securityhub/latest/userguide/documentdb-controls.html#documentdb-3
https://docs.aws.amazon.com/securityhub/latest/userguide/documentdb-controls.html#documentdb-3
https://docs.aws.amazon.com/securityhub/latest/userguide/documentdb-controls.html#documentdb-5
https://docs.aws.amazon.com/securityhub/latest/userguide/documentdb-controls.html#documentdb-5
https://docs.aws.amazon.com/securityhub/latest/userguide/dynamodb-controls.html#dynamodb-6
https://docs.aws.amazon.com/securityhub/latest/userguide/dynamodb-controls.html#dynamodb-6
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https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-2
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-3
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-4
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https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-4
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-7
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8

AMS Accelerate fF A& 6w

AMS IEEESMEF

mEIDNEHE

Hs4Ma3G207 -
EC2 FHIEETHE
BEERAE IP
b1k

HER AWS
Security Hub #&
& : EC2.15

Hs4Ma3G209 -
BERAR AR
BRIFEUEHIEE

¥ER AWS
Security Hub #
& : EC2.16

Hs4Ma3G215 -
FERS R ARERAMN
Amazon EC2 %
£#A

¥R AWS
Security Hub #&
& : EC2.22

Hs4Ma3G247

- Amazon EC2
Transit Gateway
TRAEES
VPC E#35>

YIFER AWS
Security Hub ##
& : EC2.23

SSM X EBHMFAMER

AWSManagedServices-UpdateAu
toAssignPubliclpv4Addresses

VPC FRERESTEBBERLHA

IP ik,

AWSManagedServices-DeleteUn
usedNACL

b B K 65 I 9 4% ACL

AWSManagedServices-DeleteSe
curityGroups

IBR R ERAB T2,

AWSManagedServices-TrustedR
emediatorDisableTGWAutoVPCA
ttach - = BBI#ER IEEIF AMS

Amazon EC2 Transit Gateway £

VPC E#FFXKo

ERBIRAF

TREFHEL
EREIRAF

TREFHEL
ERHIREF

ERHIRF

X BN TRES B REIHRAE

TRFEARENSH.

S8,

RENZE,

TRFHELRENSH.

* M Trusted Advisor &

M7 October 3, 2025 349


https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-15
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-16
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-22
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-23
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https://docs.aws.amazon.com/securityhub/latest/userguide/ecr-controls.html#ecr-2
https://docs.aws.amazon.com/securityhub/latest/userguide/ecr-controls.html#ecr-3
https://docs.aws.amazon.com/securityhub/latest/userguide/eks-controls.html#eks-8
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-4
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-server-access-logging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-server-access-logging.html
https://docs.aws.amazon.com/awssupport/latest/user/fault-tolerance-checks.html#amazon-rds-multi-az
https://docs.aws.amazon.com/awssupport/latest/user/fault-tolerance-checks.html#amazon-ebs-snapshots
https://docs.aws.amazon.com/awssupport/latest/user/fault-tolerance-checks.html#amazon-rds-backups

AMS Accelerate A& 5w

AMS IEEESMEF

mEIDNEHE

c1qgf5bt013

Amazon RDS &
AEFHTEED
B TEEE
FERE

79GXsKIUw

Classic Load
Balancer & #3 5
=

c18d2gz106

AWS Backup
oy LR
Amazon EBS

SSM X EBHMFAMER

AWSManagedServices-TrustedR
emediatorEnableRDSInstanceS
torageAutoScaling - #¥# Amazon
RDS ERlE#TERMARTEEE
ERE.

AWSManagedServices-TrustedR
emediatorEnable CLBConnectio
nDraining

Classic Load Balancer 2 B E#R 5
=,

AWSManagedServices-TrustedR
emediatorAddVolumeToBackupPlan

Amazon EBS @& 7 AWS Backup &t
glrh,

X BN TRES B REIHRAE

* MaxAllocatedStoragelncrease
Percentage : B 8/ Allocated
Storage WIBINB 7Lt , AREE
MaxAllocatedStorage., FEEX{EZRA
26,

BUEARBRR#ETRERERLE
RENREZED 10%. HfE
EXRKEARTREREAZED
% 26%. MHEFMESR , FBRE
A Amazon Relational Database
Service REREHAZFEGEDE

ERE,

R B R

ConnectionDrainingTimeout : BUHEE
METERZE |, RIFREEREFE
NWRERER , AW AEN, FARER
£300%,

ERHIRSF

BEEER T IERY RERD
Amazon EBS HifkE, ZEEMSEA
e NERRERBRERE AWS
Backup.

+ TagKey
+ TagValue

ERHIRE
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https://docs.aws.amazon.com/awssupport/latest/user/fault-tolerance-checks.html#amazon-rds-backups
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIOPS.Autoscaling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIOPS.Autoscaling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIOPS.Autoscaling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIOPS.Autoscaling.html
https://docs.aws.amazon.com/awssupport/latest/user/fault-tolerance-checks.html#elb-connection-draining
https://docs.aws.amazon.com/awssupport/latest/user/fault-tolerance-checks.html#amazon-ebs-not-in-backup-plan

AMS Accelerate fF A& 6w

AMS IEEESMEF

mEIDNEHE

c18d2gz107

AWS Backup
e EN

£ Amazon

DynamoDB & #}

x®

c18d2gz117

AWS Backup
FEHhREE
Amazon EFS

c18d2gz105
EEETEN

Network Load
Balancer

c1qf5bt026

Amazon RDS
synchrono
us_commit

SHEREA

SSM X EBHMFAMER

AWSManagedServices-TrustedR
emediatorAddDynamoDBToBacku
pPlanAddDynamoDBToBackupPlan

Amazon DynamoDB BRI R EEE
AWS Backup &I+,

AWSManagedServices-TrustedR
emediatorAddEFSToBackupPlan

Amazon EFS ‘@& 7 AWS Backup &t
g,

AWSManagedServices-TrustedR
emediatorEnableNLBCrossZone
LoadBalancing

Network Load Balancer t 2 A ERE
138 &,

AWSManagedServices-TrustedR
emediatorRemediateRDSParame
terGroupParameter

Amazon RDS #J 28 synchrono
2 AR,

us_commit

X BN TRES B REIHRAE

BEEER T IERYREC
Amazon DynamoDB, Z&¥ %A
BE NEBRRERERRE AWS
Backup.

+ TagKey
« TagValue

ERBIRAF

EESFERTIREE RIZR
Amazon EFS, EZEB¥HE/E WE
BREFREERMYE AWS Backup.

+ TagKey

« TagValue

$28 BRR 75l R 44
FAFHALRENZEH,
428 BRR 75l R 44

TRFHELRENSH.
ERHIRAF
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https://docs.aws.amazon.com/awssupport/latest/user/fault-tolerance-checks.html#amazon-dynamodb-table-not-in-backup-plan
https://docs.aws.amazon.com/awssupport/latest/user/fault-tolerance-checks.html#amazon-efs-not-in-backup-plan
https://docs.aws.amazon.com/awssupport/latest/user/fault-tolerance-checks.html#network-load-balancers-cross-load-balancing
https://docs.aws.amazon.com/awssupport/latest/user/fault-tolerance-checks.html#rds-synchronous-commit-parameter-off

AMS Accelerate fF A& 6w

AMS IEEESMEF

mEIDNEHE

c1qgf5bt030

Amazon RDS
innodb_f1
ush_log_a
t_trx_com
mit ZEFE 1

c1qgf5bt031

Amazon RDS
sync_binlog
SHEMER

c1qf5bt036

Amazon RDS
innodb_de
fault_row
_format Z¥
REFRRE

c18d2gz144

AEA Amazon
EC2 FEAfES 1=

Trusted Advisor Trusted Remediator X R MEEMHRZE

wmEIDNERE

COr6dfpM06

SSM X EBHMFAMER

AWSManagedServices-TrustedR
emediatorRemediateRDSParame
terGroupParameter

Amazon RDS 1 #y 2&{innodb_f1
ush_log_at_trx_commit FRE

;n\b o

AWSManagedServices-TrustedR
emediatorRemediateRDSParame
terGroupParameter

Amazon RDS #y & sync_binl
og BRI,

AWSManagedServices-TrustedR
emediatorRemediateRDSParame
terGroupParameter

Amazon RDS DYNAMIC iy &
#innodb_default row
_format FBRES

AWSManagedServices-TrustedR
emediatorEnableEC2InstanceD
etailedMonitoring

Amazon EC2 ERFFHMHES 2,

SSM X#H& BN EMER

AWSManagedServices-ResizelLa
mbdaMemory

X BN TRES B REIHRAE
TRIFELRENSH.
ERBIRAF

TRAFHELERENSH.
ERBIRE

TRFEARENSH.
IR BIRAF

TRAFELRENS R
R B R4

X BN TR ES BN REIRE

RecommendedMemoryS
ize : Lambda B EIH R IEEA
B, HEEBENR 128 F 10240 Z /@,
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https://docs.aws.amazon.com/awssupport/latest/user/fault-tolerance-checks.html#rds-innodb-flush-log-at-trx-parameter-off
https://docs.aws.amazon.com/awssupport/latest/user/fault-tolerance-checks.html#rds-sync-binlog-parameter-off
https://docs.aws.amazon.com/awssupport/latest/user/fault-tolerance-checks.html#rds-innodb-default-row-format-unsafe
https://docs.aws.amazon.com/awssupport/latest/user/fault-tolerance-checks.html#amazon-ec2-detailed-monitoring-not-enabled
https://docs.aws.amazon.com/awssupport/latest/user/performance-checks.html#aws-lambda-under-provisioned-functions-memory-size

AMS Accelerate fF A& 6w

AMS IEEESMEF

mEIDNEHE

AWS Lambda i2
RBEXNMHE
TREEE

ZRxQIPsb6c

Amazon EC2 #
TEESFEAR

c1qgf5bt021

FERERZEE
# Amazon RDS
innodb_ch
ange_buff
ering ¥

SSM X EBHMFAMER

Lambda BHEMECIER X/ NSRE
A RHNBEICERE K/ Trusted

Advisor,

AWSManagedServices-Resizeln
stanceByOnelevel

Amazon EC2 #{TEBHN X/INEH

ME#TERBRIERN —BHTE
REARE, FTEABSEABRND
BRENBELNRE  XEHITTR
#IREYItHARRE, LB BT ER
% Auto Scaling BHHPH#ITEE KX

4N

AWSManagedServices-TrustedR
emediatorRemediateRDSParame
terGroupParameter

Amazon RDS #9 innodb_ch
ange_buffering ZB®ERTEA
NONE »

X BN TRES B REIHRAE

MREBELEITZ B8N Lambda
B/, At BB L TR L 55
HEZEBERE Trusted Advisor,

* MinimumDaysSincelLastChange :
BLEXBTEBEREEURNK
TR, MREEENREARBK
FITERERE  AFE8EHTE
RER, £/ 0 KIBILERFE, B
BR 7.

+ CreateAMIBeforeResize : &EE1E
PEAXPZEIEIHITER AMI
WMAESD , FEE true, BEF
B fsp , FBi8E false, FEEX
B4 false. BREA truefl
false (BHKIE ).

+ ResizelfStopped : ZEREBESFTH
TERX/) , BMESHTERERE
IEAREE | FEIRIE true., MEHITHE
RERELRE K ZFETEHAE
HAR/, FBiRIE false, BREAS
truefl false (ED KPME ),

ERHIRE
TRAFHELERENSH.
R B R4
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https://docs.aws.amazon.com/awssupport/latest/user/performance-checks.html#high-utilization-amazon-ec2-instances
https://docs.aws.amazon.com/awssupport/latest/user/performance-checks.html#rds-innodb-parameter-less-than-optimal

AMS Accelerate fF A& 6w

AMS IEEESMEF

mEIDNEHE

c1qgf5bt025

Amazon RDS
autovacuum

SHEREA

c1qgf5bt028

Amazon RDS
enable_in
dexonlysc

an ¥R

c1qgf5bt029

Amazon RDS
enable_in
dexscan Z#

2 EaFA

c1gf5bt032

Amazon RDS
innodb_st
ats_persi
stent BEE
2212

c1qf5bt037

Amazon RDS
general_1
ogging ZEE
A RX

SSM X EBHMFAMER

AWSManagedServices-TrustedR
emediatorRemediateRDSParame
terGroupParameter

Amazon RDS ¥y 2#autovacuu
m E:F?FﬁEf(o

AWSManagedServices-TrustedR
emediatorRemediateRDSParame
terGroupParameter

Amazon RDS BJ 2 8enable_in
2 B R,

dexonlyscan

AWSManagedServices-TrustedR
emediatorRemediateRDSParame
terGroupParameter

Amazon RDS B 2#enable_in
dexscan BB,

AWSManagedServices-TrustedR
emediatorRemediateRDSParame
terGroupParameter

Amazon RDS By 88innodb_st
ats_persistent B,

AWSManagedServices-TrustedR
emediatorRemediateRDSParame
terGroupParameter

Amazon RDS B2 #general_1
ogging BERE3RA.

XERWFEL
TREFHEL
ERBIRAF

TREFFESL
ERHIRE

TREFFEL
EREIRAF

TRFFFESL
ERHIRE

TREFFFESL
ERHIRE

ES BN REIRF

RENZH,

28,

RENZH,

RENZH,
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https://docs.aws.amazon.com/awssupport/latest/user/performance-checks.html#rds-autovacuum-off
https://docs.aws.amazon.com/awssupport/latest/user/performance-checks.html#rds-enable-indexonlyscan-parameter-off
https://docs.aws.amazon.com/awssupport/latest/user/performance-checks.html#rds-enable-indexscan-parameter-off
https://docs.aws.amazon.com/awssupport/latest/user/performance-checks.html#rds-innodb-stats-persistent-parameter-off
https://docs.aws.amazon.com/awssupport/latest/user/performance-checks.html#rds-general-logging-on

AMS Accelerate fF A& 6w

AMS IEEESMEF

Trusted Advisor Trusted Remediator X1/ RER &l

wBEIDNEHE
IN7RROI7J9

EC2-VPC &M
IP ik

kM7QQ0I7J9

VPC #8 PR 48 3%

B

IL7PPOI7J9

VPC

fW7HHOI7J9

Auto Scaling ##
1A

3Njm0ODJQO9

RDS 218848

SSM X#H& BN EMER

AWSManagedServices-UpdateVp
cElasticlPQuota

RiFEER EC2-VPC T8 IP thut iy
HPRE, BIETER , FREIE80 3,

AWSManagedServices-Increase
ServiceQuota - &R VPC HlER#5%
ERFRS, RIFFER , REISEMN
3o

AWSManagedServices-Increase
ServiceQuota

B R VPC HyFIRH. RIZFEKR , R
@ 3,

AWSManagedServices-Increase
ServiceQuota

B3R Auto Scaling B #EHIFTPR &I,
RIZTERL , FREI=EM 3,

AWSManagedServices-Increase
ServiceQuota

25k Amazon RDS iZIEE IR
o BIFFER , FREIEE0 3,

X ENFERES BN RERE

BE EMBEREBENRT. HRE
# 3o

R BE{LIE Trusted Advisor &
EWA OK MEZRI#ITZIX , Bl
BERIRSRE,

i EINE M EBENET. B
3o

MR BE{LIE Trusted Advisor &
EHA OK MEZHI#ITZ K, Al
EEERERE,

B BMEREBENET., HK
A 3.

R BE{LTE Trusted Advisor &
BHA OK MBI #TZR , BT

REERSRH.

B0 EMERRENBT. HEK
# 3o

R I BB {LE Trusted Advisor &
EHA OK MEZBI#ITZR |, Bl

REERSRH.

B0 BB RENET. R
# 3,

H0 8tk B B){L#E Trusted Advisor # 2
BEHA OK MREZRI#ITZ R, Bl
REZIRERH,
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https://docs.aws.amazon.com/awssupport/latest/user/service-limits.html#ec2-vpc-elastic-ip-address
https://docs.aws.amazon.com/awssupport/latest/user/service-limits.html#vpc-internet-gateways
https://docs.aws.amazon.com/awssupport/latest/user/service-limits.html#vpc-quota-check
https://docs.aws.amazon.com/awssupport/latest/user/service-limits.html#auto-scaling-groups
https://docs.aws.amazon.com/awssupport/latest/user/service-limits.html#rds-option-groups

AMS Accelerate A& 5w

AMS IEEESMEF

mEIDNEHE

EM8b3yLRTr

ELB Application
Load Balancer

8wlqYSt25K

ELB Network
Load Balancer

SSM X EBHMFAMER

AWSManagedServices-Increase
ServiceQuota

&%k ELB Application Load
Balancer BVFTBR &I, 1RIBEFERR ,

=2i8m 3,

BR 5

AWSManagedServices-Increase
ServiceQuota

&%k ELB Network Load Balancer
HFBR&I, BIFTERR , BREISIE M
3o

X BN TRES B REIHRAE

B/ WNEREBENET., FHK
& 3.

R BB {LTE Trusted Advisor &
B A OK MREZmI#ETZx , BIF

REE RS PR Hl.

B/ EMEREENRT.
E 30

R I BB {LE Trusted Advisor &
EHA OK MEZBI#ITZR |, Bl

REERSRH.

Trusted Advisor Trusted Remediator XM El & EHE

wmEIDNERE

c18d2gz125

Amazon API
Gateway Ko #%
HITHF

c18d2gz168

KRETHART G
22X A Elastic
Load Balancing

il B £x 2

SSM X EBHMAMER

AWSManagedServices-TrustedR
emediatorEnableAPIGateWayEx
ecutionLogging

AT EE API BEER LR

% Elastic Load Balancer BiRX
AWSManagedServices-TrustedR
emediatorEnableELBDeletionP
rotection - M ER{R .

X BN TRES BN REIHRE
TRFHELRENSH.

BLERF API Gateway 571 , LUFE
BB &R FH BFEZE CloudWatc
h, AEAA#THE , F2EE

AP| Gateway % E REST APIsfy
CloudWatch HEFSC#ABSFFHE
Ao

TRFHELRENSH.
EREIRE
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https://docs.aws.amazon.com/awssupport/latest/user/service-limits.html#elb-application-load-balancers
https://docs.aws.amazon.com/awssupport/latest/user/service-limits.html#elb-network-load-balancers
https://docs.aws.amazon.com/awssupport/latest/user/operational-excellence-checks.html#api-gw-execution-logging-enabled
https://docs.aws.amazon.com/apigateway/latest/developerguide/set-up-logging.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/set-up-logging.html
https://docs.aws.amazon.com/awssupport/latest/user/operational-excellence-checks.html#elb-deletion-protection-enabled

AMS Accelerate A& ¥5m AMS RS MEF

wWEIDMERE SSM XHEBMAHER X EHTR TR ES B R SR
c1qgf5bt012 AWSManagedServices-TrustedR » PerformancelnsightsRetentio
emediatorEnableRDSPerforman nPeriod : REBEMFHEERNWK
Amazon RDS celnsights B, A%E: 7HRA*31, HF A
FETCIENEE ] 24 1-23 WAB. #Hl: 93 (3
Insights E B3R Amazon RDS HIEMEFTE 2 B RK. A *31). 341(11 @A * 31).

589(19 @A * 31) & 731,

+ PerformancelnsightsKMSKeyld :
Performance Insights & £I#9 %%
AWS KMS £ ID, INREBKIEE
PerformancelnsightskMSKeyld &Y
{& , Al Amazon RDS & f 5%
AWS KMS &8,

EREIRSF
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https://docs.aws.amazon.com/awssupport/latest/user/operational-excellence-checks.html#rds-performance-insights-off

AMS Accelerate fF A& 6w

AMS IEEESMEF

BEID NEHE
c1fd6b9614

2 B Amazon
S3 FHLH

SSM X EBHMFAMER

AWSManagedServices-TrustedR
emediatorEnableBucketAccess
LoggingV2

Amazon S3 REFITRFRG &S K

Ao

X B8 5% E S B RS R4

« TargetBucketTagValue : AR 5!
BERFITENERE (EXX
NE ) |, BEFERALLER TargetBuc
ketTagKey 3RiZ5C E A Ef7 EXGE #%
BNt FIrRNRETE,

 TargetObjectKeyFormat : H&&
YI#B9 Amazon S3 8185
(BB KXIME ). BEEHSH
BEEVMHER S3 MM EER
N , BIRIE SimplePrefix o
EERLHEIMN S3 AN B
Yt |, A% EventTime AR S
BWFHE , FFEEE Partition
edPrefixEventTime . &
EESEN S3 MARABRE
¥ , I DeliveryTime AR %
ZWFE , FFEE Partition
edPrefixDeliveryTi
me . BMEA SimplePre
fix ., PartitionedPrefixE
ventTime A Partition
edPrefixDeliveryTime o

HEEMAEBEE  LARETIE
KEREMNSBE : TargetBucketTagKey
F TargetBucketTagValue,

B8t R EEr i AR R R 1R TR
fZAMERE AWS IRF AWS B BE
BERNBFERMAFTT. MEFHE
# , BESBEUA Amazon S3 A fiRES
FEGRE 8%
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https://docs.aws.amazon.com/awssupport/latest/user/operational-excellence-checks.html#Amazon-S3-Server-Access-Logs-Enabled
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-server-access-logging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-server-access-logging.html

AMS Accelerate A& ¥5m AMS RS MEF

EEENBERRPERE Trusted Advisor BEEE

HHREEFMIE B AWS AppConfig , ABENEERIXERARIN -2 . S Trusted Advisor #
BERIHEEBNEREERRE, WME Trusted Advisor ERIMGEMEN , F2EHHE/REER,

BRI LR IR S EE RS S @ Trusted Advisor RERREEE, LAUERAERERERBIAMRR.

® Note

& Trusted Advisor 'FEMEE B sI 2 EA BRE AWS AppConfig , EtIEEERIEE X
B, AMS BHEgERKREE, REEXLBLBREM KN BE{L AWS AppConfig , H
RILFETREGSEMEBE, FiE  ATERMEAY  SUEEEHMABE ARG AWS
AppConfig BEAERHN BE1L.

Compute Optimizer -> EC2 #{TRIB I EIEFEETEANSH -

« allow-upscale AFFHRMERN RN FEZE(L EC2 BT, FEREA "false"s
- min-savings-opportunity-percentage BEI{LIEENRIRETE B e, FAERES 10%

FEERRIGEERE

1B Trusted Advisor MEMHREEREE A AWS AppConfig IEE, EEZRBRTARERE., SERE
AREERIE T HIB M -

- execution-mode : REFFHNEERER AR ITTERIEE
- BENML . EENBEEXZEHEEER , FERE Opsltem, #H1T SSM X , RRERIIH
1T#& R R Opsltem,
« F8 : Opsltem BRI , B SSM XH TS BB#IT. LAILAHE AWS Systems Manager
OpsCenter £ A F#Y Opsltem # I F E#IT SSM X4,

- RGN BETERAEH, EUNCEAEZEABEERBANIIEE., MEFHMAEH L F2ETIE
HERAERERBISEN FREREESEZERBFEE.

« EERAT  TEEABE , BTEEY Opsltem. BEEZBBRESIEEM P 2 Trusted Advisor
BENHITER,

* pre configured-parameters : & A BELIEEFTERN SSM X 4S8 {E , 1A Parameter=Value
, LUESE (, ) 2F8. Trusted Advisor Trusted Remediator Sz R 2 MESEHRZE 2 HEH SSM
MHNEZERARESY , F2H .
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https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#view-check-categories

AMS Accelerate A& ¥5m AMS RS MEF

« alternative-automation-document : LtEBHEBREAS —EXEN XS (NREBARBERET )
BEERENEHLX N, BIBTER , T2RIULEM,

® Note

alternative-automation-document BMFZEBIT BB, EBALER HIIH
NWRAXEEENEERER BB L X Trusted Advisor Trusted Remediator X EHNBE,
filan | $t¥WE Qch7DwouXxl , B ={EMHEEBH SSM 34 : AWSManagedServices-
StopEC2Instance., AWSManagedServices-ResizelnstanceByOneLevel
AWSManagedServices-Terminatelnstance, HJ{Ealternative-automation-
document AT L@ AWSManagedServices-ResizelnstanceByOnelLevel =
AWSManagedServices-Terminatelnstance (AWSManagedServices-StopEC2Instance =2
1£18 BIFEE% SSM X #4Qch7DwouX1),.

BEBMHNESATSXBENRE,

® Tip
£/ Trusted Advisor BB TEREREZH , REBXKEZEMEA T IS EHMRNERESKH
ERBEBEYRE, HAREESERAETRFANMEER , EEMERBRA T URELTELE,

UTREHERAEFHNER , HPITRAREATFE , EBEFSHRHBIRMS.

EREREBRBEE

& 4H A8 R Ay automated-for-tagged-only B 14 FMmanual-for-tagged-only B 14 , 7] R 4% & ¥ a5 15 (@
FREEEERER. EASTER RN BHBTAEAZELAMEEBNEREER K SEEXSEH
bbAE. UTRELEZBHRA !

- automated-for-tagged-only : EEEEREE ( —IZEEEY , LUERKIR )  ERESEEE
ERTERBTEXAM,

. manual-for-tagged-only : AEFBHFTHEAEEERER (— RS BERY  THIH) , B
BRATER A,
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AMS Accelerate A& ¥5m AMS RS MEF

Flin | MREEREAMAEILEEERBABHEE , YREHHTEEERNFHEE , BULREER
R, WMTFR:

"execution-mode": "Conditional",
"automated-for-tagged-only": "Environment=Non-Production",
"manual-for-tagged-only": "Environment=Production",

HEW ERLRE LRBRR | FREBETS TR

« 32 'Environment=Non-Production' W& RS B E151E.

« #EFEA 'Environment=Production' W& REEF BN AT REISE.

« 2% Envionment' EENERERAERATER (EHBERTA Conditional’'s Et , TEEF
BRNEREIREMEE ) .

MEHARBHNEMIE | BEEEHN Cloud Architect,
FEHERBEESEERFIIEE

ERBEERTVELCBFTENERNIEHTTA , BEREEBAM., EBKBEERNEEER , &AL
BEEZERNWERHTENF Trusted Advisor BRE, ERZEBEZHEE LA ERARBNERERLRE,
it , MREEAERBEEEBEERNERPTENREABEE. FRIMKRENX , AIGBEERHIT
BEXNEMERERHERE,

ERBRERWATER , FEXTISR

1. BRLEBREEATENER,

2. REMLEEEZ Trusted Advisor BEMNBRE ID, BRAUE FRIZ ZEREIDsTrusted Advisor
Trusted Remediator X E##ZE, Trusted Advisor

3. HEATIRSIZMESERMEEZER

- EZ®|ESIE . TR-Trusted Advisor check ID-Execution-Mode ( B4 K/NE)

ELRERZRS|IBEHF | 8 B Trusted Advisor check IDALREEEZ Trusted
Advisor ¥ Z Ry ME—3% B,

- ZHBE: BTHIHEHP—RBEARNEEE
- BEIML : EENBERERNSBEEBEEL Trusted Advisor BENE IR,
« F8 : AEREI Opsltem , EXFEHEHITIEE., EBAILE Opsltem FEVRBERMBITIE

o
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- EEAY  TEAUEFRMIEEMN Trusted Advisor REHITIEER Opsltem 37,

Bl |, EEFE A Trusted Advisor # 2 ID B E){£1E Amazon EBS B[R |, S5ASDAVUIODC4CIER #7118
Z EBS WiEE, EH®ES|# S TR-DAVU9I9IDc4C-Execution-Mode , EH{E A Automated,

UTREMMEBERN TRE8EH

FATRIVRER TERE

BEZERK T AENERMEE Trusted Advisor RERZEHTER, T BB~ Trusted Remediator I
MIRBENERREEFHNBITES

RESRABRE
THSSRREMECENEER TR X RISEN Y
FERIEEFMBER

I ETHIEERE Trusted Advisor 2 ID DAVU99Dc4AC ( k%E 2 FIFAH Amazon EBS HiRE[E ) WA
Amazon EBS Hiik[EH FEEE,

EAKE ID DAVU99DcAC 5% FE Amazon EBS MR EN FEE1E

1. T https : //https://console.aws.amazon.com/systems-manager/appconfig FAEX AWS AppConfig
FEA,

ERELUEREESRESDE A,
REARXBFEPEREENBERN,
BERAREERERERE.
BEUR 7T 9 FIAH Amazon EBS ik [EEZ.
HRPMITER , EWMFH,

;57 £ automated-for-tagged-onlyflmanual-for-tagged-only B A% H, EXBHAREBES
MAERZERNWAEZRITER,

2 i

LTRBMERNWES , HdZ H{ER Rautomated-for-tagged-onlyFmanual-for-tagged-
only , MFEBRRHATER :
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7. BEREUEHE K ABRZERETRALERESE, EXNERERETRAE , EENBEERXST
BEPIREE,

8. FHEEZM Amazon EBS BiREREER €8I EETR-DAVUI9Dc4C-Execution-Mode, it
EHLISSE S EBS Ml EMTERHITER,

HBEEEMEER , EEINHNERRIN

&I E ¥ BB Trusted Advisor 2 ID DAVU99DCcAC ( K F % FIFAEY Amazon EBS HHEE ) &
FiE Amazon EBS Bk EREREBEE , EFSBENEEHERE (1EERIEEAD) BRI

EAHZ ID DAVU99DCcAC 55 E Amazon EBS B EM HENMEE |, FMEIEEA D EREKIA

1. 7 https : //nttps://console.aws.amazon.com/systems-manager/appconfig B AWS AppConfig

FE,

RRECUEREEERFF D E A,
REARNBEPENEENEBERN,
BEMARREHEERER,
BEUR 7T 2 FIAK Amazon EBS ik EEE.
S EITERN | EWME B,

557 Eautomated-for-tagged-onlyfmanual-for-tagged-only B A2 H, EXBHAREBER
MAERZERNWREZRHTER,

o g A~ W N

LTREBMEERNWES , H4zZ [ {ER Rautomated-for-tagged-onlyFmanual-for-tagged-only |
m BE{LRRBMITER :

7. BERTFEUENE 6 ARBEREFTRAUERAEE, SV ERERERRE  SENEEERSS
BEPIREE,
LB | T Amazon EBS it EHEREABHEE,

8. EEFNE Amazon EBS Bt [ER B EIEE -

a. BI{E https://console.aws.amazon.com/ec2/ BARX Amazon EC2 £ &,
b. EBEEMERFHE. #UKRE.
C. igggﬁo
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d EEEEEH.
e. WETIEE .

« £48% . TR-DAVU99Dc4C-Execution-Mode
- & : JEERAw

UTRERERNES , ERBERSR/NERN

f. SHEERIEETHIRNATE Amazon EBS #ikE , EEWISR 2 3/ 5,

BEEEEFRLENEIR

LBl E ¥ BE Trusted Advisor BZ ID DAVU99Dc4AC ( K75 R MY Amazon EBS FiER[E )
Stage=NonProdEEHFTE Amazon EBS ik [E:RE B 818, AT HMRALERNERBEL
&5,

FEAME ID DAVU99DcAC K EH Stage=NonProd:%E Amazon EBS Wi EH B EEE

1. 7E https : //https://console.aws.amazon.com/systems-manager/appconfig BRI AWS AppConfig

FEE,

EREEUEREEERE T 2B A
REABRXBFEPEREENBERN,
BENARRENHEEBRER,
BEUKRFE D FIAH Amazon EBS Wil EEE,
HRETEN | BEHRLER

#automated-for-tagged-onlyi% % Stage=NonProd, LEBHEBEEEHTERCE
Hexecution-modeFEEEH, HEEmanual-for-tagged-onlyBHEAZEH,

o ok~ w N

LTRBMEERNES , Hdautomated-for-tagged-onlyi&k E A Stage=NonProd BiE R #{TH#E
ARG -
7. BE K BEERENSEEREATIHP—IE :

« CreateSnapshot=false ZEMBRZ B FEIL Amazon EBS Bk [ERYRER
« MinimumUnattachedDays=10 #§ Amazon EBS MR EMN R EZE X TRIZES 10 X
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- CreateSnapshot=false , MinimumUnattachedDays=10EAR LiAWE

8. EERTUENE 6 AREEREFTREAUNEAEE, ELAEERENRE , GENBEERST
REgRAEE,

9. FETEESEM Amazon EBS IREREER WM EETR-DAVUIIDc4C-Execution-Mode, Lt
BEEELRSEEZ EBS MBREMNTAERBTEN,

EEENEERXPEREBE
EEENEEEXPERESE

B ZIEHE Opsltems 84 , A TFIHER .

1. 7E https : //https://console.aws.amazon.com/systems-manager/ B AWS Systems Manager

28,

2. 1#IF Operations Management, OpsCenter,

3. (#EHA ) & Source=Trusted Remediator EFi&EFE , LAFEBFE R E TS Trusted Remediator
Opsltems,

AR 2 H Source=Trusted Remediator &fi&#Y OpsCenter E HE &I :

® Note

BR T & OpsCenter %48 Opsltems Z 5} , BB AT LAIE AMS S3 R ZEr i P RIEE B
OpsCenter INEFMEF , F2REENBEEXFHNEERDR.

EEENEEREXFHTFHEE

Trusted Remediator @ AR EBFHIEENMEE Opsltems. EHEAREELERE , L FEFHHRE
BREF,

EEZFHIE1E Opsltem , BER TFIHEE :

1. 7E https : //https://console.aws.amazon.com/systems-manager/ BAE AWS Systems Manager

28,
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2. 1EI1E Operations Management, OpsCenter,

3. (i#EM ) #k Source=Trusted Remediator EFiE;EE , LAIE/FE R {E IS Trusted Remediator
Opsltems,

4. BELERBEM Opsltem,
2B Opsltem WIRIEER, BREERNZTESTIEE -

« trustedAdvisorCheckCategory : Trusted Advisor #2 ID BY5E R, Hlin , FEEEED
« trustedAdvisorCheckld : Mt —#) Trusted Advisor ##% ID,
« trustedAdvisorCheckMetadata : ERFHEER , BIEER ID,
« trustedAdvisorCheckName : Trusted Advisor R&EH B &,
« trustedAdvisorCheckStatus : ¥ &RE R ZIH Trusted Advisor BREAREE,
6. EEFENEE Opsltem , BER TIILER :

a. 1% Runbook # , EEHAP —{EMEEEA Runbook (SSM X # )
b. &# Execute (#17).

c. &% AutomationAssumeRole , i### arn:aws:iam::AWS ## ID:role/
ams_ssm_automation_role, #& AWS IRF ID MR A EBITFIENIRE ID, MNEHM
BHE K F2RREEH.

EEFTHBEER, ARG BE NACSFERAE AWSIRFE XEEF IAM A6
Biam:PassRolefFAlams-ssm-automation-role, MEFMEN , FSEBFEAES
ABEEE WETA AWS R , SE#&EH Cloud Architect,

d. #I#E Execute (H117).

e. TERFMENEREPERE SSM XHHATHEE.,

f. XHTHE , BERENRE. SHEFTUFEBEN Opsitem. WRXHXH , BFREFMENR
I FEFELIT SSMdocument, MEHMHFEZE T K FEILRBEHER.

BEEREBENERT#N Opsitem , FBERBUEIREREREHR,
7. SHEFTERIRHFEEE Opsltems , EEL R 3 M 4,
HEENEEREN PN EETHEDE
MEFHEENSERMEMBE , BB AMS,
EERABERENER  FERTISR
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1. 7£ https : //https://console.aws.amazon.com/systems-manager/ FEX AWS Systems Manager

vn L
T Ho

2. 1#I1E Operations Management, OpsCenter,

3. (iEA ) 4 Source=Trusted Remediator EFiZEE , LAIE/FE R E TS Trusted Remediator
Opsltems,

4. EBELEREK Opsltem,
5. EEBLHITERTR , MREX4EE. RENER.

6. WMETIERNEBLAK. MREVBEERIIELE , FHHEEA CSDM SR8,
ERNEEER

B B L#AT R HAEABAT
2B Opsltem BB HITARER RYTR AT ERHNS BEMEERE.
bad 523k

1. EREERS %8 trustedAdvisorCheckAutoRemediation BHE,

2. B8 DocumentName MIZE{ERBIEHE. MEEHENE 6 EEEMNEEREXPERE Trusted
Advisor e E £ EERE LIS MMAIERE SSM S HEN. EEREIENREZSY | B2
B Trusted Advisor Trusted Remediator X BB E

3. B SSM MHHHEREHTEATNER, EEREANHFABHNSHEFEESR
Runbooks [E B ZEE N HEZ 8,

4. HERENEESR® , FERAFHIIT SSM X,

5. BE[IMEREIRLE  SREECSEAEEINIEESBERREBSE, NEFMESR , F2
REEENEERNFERTE Trusted Advisor BEIEE

%II
3
o

BELHITR KRBT

BENHIEZEIR | ELIREEB APIs AWS IR BITREBHEES, HESRXMNBER
, IR TSR

il 323k

1. BERGENHTSR , FHEEHT ID. BBCHTERPNER. LT 2 Systems Manager
BRENEGS  HPBERMEESCNBTIR -
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2. EENRBAKMNLR, UTRERASHEHM

* NoSuchBucket - An error occurred (NoSuchBucket) when calling the
GetPublicAccessBlock operation: The specified bucket does not exist

BERRATEEEACHALRESRIEET T ERNFEFITERRE,

HEMRALER  FEAERNRFTFEREFHVTEDL. AERILLBERREE  FEA
EENREEFIrEEBEMEEERE.

« DB instance my-db-instance-1 is not in available status for

p=11]

modification.
WHEBRRTEECELETARNET K HAERNEHNTERBEREIGRE,
HEEMRRNER  SFHHTEE.

FEENBERAFTNEERR

Trusted Remediator @ 5L JSON XN E I A5 , Wi§H EEZE Amazon Simple Storage Service, H
SEEELITEEAMSEVYHEA MW S3 ﬁﬁﬁj‘%ﬁams-trusted remediator-{your-account-
id}-logs. AMS EHEZREEEIRFHEI S3 FEEFTE, EA LS HFEREA QuickSight , 2
ELX BTN HEHRE

WMEFHMER , 52 E QuickSight WEEEERNES

&1E1EE B35

B 1878 Opsltem Remediation item logh , FEMNBEREXNSEY . WAFITEFHEE
Opsltem F B 118 Opsltem, EALAEH Remediation item logXEBMFTE SR BIE,

Compute Optimizer ZZENEEEEB BFENE

s3://ams-trusted-remediator-delegated-administrator-account-id-logs/
compute_optimizer_remediation_items/remediation creation time in yyyy-mm-
dd format/10 digits epoch time or unix timestamp-Trusted Advisor check ID-
Resource ID.json

Trusted Advisor BEHEEEE B E
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s3://ams-trusted-remediator-delegated-administrator-account-id-logs/
remediation_items/remediation creation time in yyyy-mm-dd format/10 digits
epoch time or unix timestamp-Trusted Advisor check ID- Resource ID.json

1R B B HIER URL

s3:///ams-trusted-remediator-111122223333-1ogs/
remediation_items/2023-02-06/1675660464-DAvU99Dc4C-
vol-00bd8965660b4c16d. json

Compute Optimizer Remediation 18 B A &3

{
"AccountID": "Account_ID",
"ComputeOptimizerCheckID": "Compute Optimizer check ID",
"ComputeOptimizerCheckName": "Compute Optimizer check name",
"ResourceID": "Resource ID",
"RemediationTime": Remediation creation time,
"ExecutionMode": "Automated or Manual',
"OpsItemID": "OpsItem ID"

}

Trusted Advisor &8 18 B B 5$1&

{
"TrustedAdvisorCheckID": Trusted Advisor check ID,
"TrustedAdvisorCheckName": Trusted Advisor check name,
"TrustedAdvisorCheckResultTime": 10 digits epoch time or unix timestamp,
"ResourcelID": Resource ID,
"RemediationTime": Remediation creation time,
"ExecutionMode": Automated or Manual,
"OpsItemID": OpsItem ID

}

Compute Optimizer Remediation 8 B BB NEH AR

{
"AccountID": "123456789012",
"ComputeOptimizerCheckID": "compute-optimizer-ebs",
"ComputeOptimizerCheckName": "EBS volumes",

"ResourceID": "vol-1235589366f77aca7",
"RemediationTime": 1755044783,
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"ExecutionMode": "Manual",
"OpsItemID": "0i-b8888b38fe78"

}

Trusted Advisor &8 18 B B NEH AR

"TrustedAdvisorCheckID": "DAvU99Dc4C",
"TrustedAdvisorCheckName": "Underutilized Amazon EBS Volumes",
"TrustedAdvisorCheckResultTime": 1675614749,

"ResourceID": "vol-00bd8965660b4cl6d",

"RemediationTime": 1675660464,

"OpsItemID": "oi-cca5df7af718"

BEMLIEEHITHES. Compute Optimizer  Trusted Advisor

E BBt SSM X H#IT5EKAutomated remediation execution loghf , SEMEERNSE
I, WEFEITEBEBEE Opsltem B9 SSM BITFHMEF. B LFEA N AFERKER 8BS
-

Compute Optimizer B B){LIEE BFENE

s3://ams-trusted-remediator-delegated-administrator-account-id-logs//
remediation_executions/remediation creation time in yyyy-mm-dd format/10
digits epoch time or unix timestamp-Compute Optimizer recommendation
ID.json

Trusted Advisor B B){LI&E B AE

s3://ams-trusted-remediator-delegated-administrator-account-id-logs//
remediation_executions/remediation creation time in yyyy-mm-dd format/10
digits epoch time or unix timestamp-Trusted Advisor check ID-Resource
ID.json

Compute Optimizer B B1{L1£18 B & B £

s3://ams-trusted-remediator-111122223333-1ogs/
remediation_executions/2025-06-26/1750908858-123456789012-compute-
optimizer-ec2-1-1235173471d2cd789. json

Trusted Advisor BE1{L1&18 B H1 B &5l
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s3://ams-trusted-remediator-111122223333-1ogs/
remediation_executions/2023-02-06/1675660573-DAvU99Dc4C-
vol-00bd8965660b4cl6d. json

BELEEBREREIRER

{
"OpsItemID": "0i-767c77e@5301",
"SSMExecutionID": "93d@91b2-778a-4cbc-b672-006954d76b86",
"SSMExecutionStatus": "Success"}
K EWRF B

EEHRF MASIR EMember accounts loghF , EENBEERAEEY . BALUEA Member
accounts log SXBEMKERFHIRS ID AWS EiF. MAK MEATRE,

KEWRF BB

s3://ams-trusted-remediator-delegated-administrator-account-id-logs/
configuration_logs/member_accounts. json

KBRS B5gHIER URL

s3://ams-trusted-remediator-111122223333-1ogs/configuration_logs/
member_accounts. json

B ERFE BN

"delegated_administrator_account_id": Delegated Administrator account id,
"appconfig_configuration_region": Trusted Remediator AppConfig Region,
"member_accounts": [

{
"account_id": Member account id
"account_partition": Member account partition (for example, aws),
"regions": [
{
"execution_time": Remediation execution time in cron schedule
expression,
"execution_timezone": Timezone for the remediation execution time,
"region_name": AWS ## name
}
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]

15
"updated_at": Log update time,

B ERF R4 e

{
"delegated_administrator_account_id": "111122223333",
"appconfig_configuration_region": "ap-southeast-2",
"member_accounts": [
{
"account_id": "222233334444",
"account_partition": "aws",
"regions": [
{
"execution_time": "@ 9 * * 6",
"execution_timezone": "Australia/Sydney",
"region_name": "ap-southeast-2"
1,
{
"execution_time": "@ 5 * * 7",
"execution_timezone": "UTC",
"region_name": "us-east-1"
}
]
b
{
"account_id": "333344445555",
"account_partition": "aws",
"regions": [
{
"execution_time": "@ 1 * * 5",
"execution_timezone": "Asia/Seoul",
"region_name": "ap-northeast-2"
}
]
}
1,
"updated_at": "1730869607"
}
EE B M7 October 3, 2025 389



AMS Accelerate A &IE™E AMS HEEESMEF
B2 QuickSight WEEEEREXES

B LAHE FIRAE Amazon S3 F ZEFEBEREN BFEE QuickSight B4 , LE B BFTEE R

&o QuickSight B R2EAMN. LW EEEAAFREELITREERR. EENSZIEREBE
BANBEREE , FHEEN CSDM. MEAA Trusted Remediator EMNFFMEN , FSH EEN
BEEXHRE.

B/ QuickSight FRBLERMFHMET , HBEE QuickSight R BLEH,

KEREFIEE QuickSight for Remediation I B H &

EEAZEREHI®E QuickSight for the Remediation B H Bt , 8@ T 5L 8 -

1. & A QuickSight £#2 &, &R LLfE QuickSight ZEHEM FE I AWS [EiF QuickSight 3.
T8, BTRABELREAES  SEEBEREEINERENCEREFTEAMENERFEILR

Ho
2. EREEHE,
3. EES3,

4. TEFH S ERRIFEH , WA TIE :
- BERRREZM . trusted-

remediator-delegated _administrator_account_id-account_region-
remediation-items,

- TEEFBERER . FATIHIABTEL JSONER , ¥FEATE, BIERK , 551 URIPrefixes
##81logging_bucket_nameFEUK ,

{
"fileLocations": [
{
"URIPrefixes": [
"s3://{logging_bucket_name}/remediation_items/"
]
}

1,

"globalUploadSettings": {
"format": "JSON",
"delimiter": ",",
"textqualifier": "'",
"containsHeader": "true"
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}

}

- BEEIR.
- REREHERUREF , BERE,
* QuickSight SRR O TEXREHE. SREATUERBERE BRELTND .

T R BB -

&R EFIEZE QuickSight LBV B B{LIEEFHITHEE

1. A QuickSight £# &, AL QuickSight XEMET HEII AWS Ei8 QuickSight 34 .
B, BTRAVELRERE , REEXRECGENERE KR ETRAENEHPEILR

Ho
2. EBEEHE,
3. E#ESS,

4. TEFTHY S3 BRRFEH , WA TIIE :
- BRRREERE : trusted-

remediator-delegated_administrator_account_id-account_region-
remediation-executions,

- PEERAFERER  FATIHARBEIL JSONER , REFALER, BUAERE , BE
URIPrefixes £#1ogging_bucket_name®EUK

{
"fileLocations": [
{
"URIPrefixes": [
"s3://{logging_bucket_name}/remediation_executions/"
]
}

1,

"globalUploadSettings": {
"format": "JSON",
"delimitexr": ",",
"textqualifier": "'",
"containsHeader": "true"

}
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}

- EEER.
- RERERERURES  BERBE,
* QuickSight SRR 2 TEXREH. SREATUEREEREE BFEMHB DM

LT R&EHI 04T

Trusted Remediator P REE

UTRHBEERASEXFSERANREEK

- MREBTHEEEEER  BRFIVTEXFER. AR , #—FHRHEECEEAEDHTIEZEN
FEEHNER,

- FiBREIEEMN Opsltems , LB EENEERXNERNWER,

- RERFERZREESIRFEABR, Bt , FRLUAHYEERERERBREN S @RS
AREBIRF . BUNEARRERGEARTHREER,

FERNIZEREIFAQs
ATRAEREREERRN R RHE :
HHEREENEERS  COAERSHS 2

& Compute Optimizer B &R Trusted Advisor S 2% HEZRE | SENBRIEREESRBEEE
WiRFREEE , FEREABRKIER. EBFEFERBEESRRE  SENKERNEAKGEEE
(MBR) HiB S &M% E k. BESELRENVESERBHPEREET, Trusted Remediator A EE BT
#4T Trusted Advisor 8 Z , WHRERMEE , Y EFHENIAERENEERE., BBRKBUH
WIEEXHERE , AMS E5EEAZSRENER AWS REEKRIESENIRE. REEHES
EEEEME , ZFgWEEH, AMS EHETLUEZEIMA Trusted Remediator , |MEFENEH,

FENEEREXEEt FRAEBMEER AWS R 2

BRI EREN S E X EFTEIF1ZE Trusted Advisor B EFNEEHE{C TEEZE, Trusted
Remediator &2 Trusted Advisor #1 Compute Optimizer 4 , ARIAHREN AMS BE{LIEE, EEm
S , AMS £/ AWS Systems Manager BV XX ( #1TF M ) ETBEEHLEE. AWS AppConfig
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FARBREBEIERE. EALUEIB Systems Manager OpsCenter #4377 A B s flB LM M. 88
HFFMIE Amazon S3 fEFETEEH ., BA LA HFFE QuickSight HEAREE BETHRE ERIK.

FHRARFHPNERE, EEEZNERRENET. B LI CA X CDSM UHBIEEEWERE, &
AT BUEIR ARISFE R RERAE AMS |, BT, FBEENMHREDEIEERK.

m{a %4 SSM B B34 2

SSM BBt XM E B BERMAR AMS tRF A,

AMS BENERBEEER ?

AMS BENERTEREENEERIERT, Trusted Remediator EEEREH B,
AWS BiF ftER P AEEEERR , UR#EAUERE ?

AMS Accelerate ZF O LA EFAEENERER. UEXEEENRHEE , F2RAWS ki K&
Ho

FEENBEEXEERERERE ?

B SSM BEILXXHEIEIB AWS API EREHER , Rt st eREERMmE. S UERRRE
fBEEZBEAE CI/ICD EHFEMNER., BAUREFENBERER  ZREHECNER , BRFNHRIE
BHMAER.

MAEFEREFLEENEERER?

&R BAZEIB AWS AppConfig BAEXBMEENEERER. EEEEIFLEENEEREN , FxK
I EZ

1. 7£ https : //https://console.aws.amazon.com/systems-manager/appconfig BRI AWS AppConfig

EEE,

EEEENBERER.
FEAARERR TERE LIRIBEE,
EREEFEEENBEREREE

# suspended BMMWEREA true,

o & 0N
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® Note
ERALEBFEF N , EREEFLEZEREESRFEZNAEIIRFNEETEER.

NMABEZEEEREATIENRE?

& ] LARE#BEIB Operations On Demand (OOD) Bf#& AMS LUET A ZEBNRE, AMS TIiHBIEEE
ELmE, MEFMENR , BF2REERE.

EENEERRE AWS Config BB MATRE ?

AWS Config R Z —BRRA R , IHBEKREILERERIHSRZEERTNSRE. UTEWME
R R BN —EREZR

« Trusted Remediator f8f Trusted Advisor #1 Compute Optimizer A &E8# %, AWS Config
Remediation £ H AWS Config 7 Bl A& 818 451,

- HREENEERSX  BESRREFELERNEEIEET. &£ B AWS Config , SRS AN
=

- IEEBEEXTEESENSBAIRBENEARFERES]  MATUEBEER LHEEER
BELHFEETEE,

« Trusted Remediator 2 ¥R ThéE,

« Trusted Remediator EXE FEHHBHNEE  Hb IS EEBETENEEMRE,

AL Trusted Advisor # & F Compute Optimizer & T8 BHRIAI R Al AWS Config, MRFEMERF
#) AWS Config £ BIH Trusted Advisor & , REBEK2EMA—BBE. WESE Trusted Advisor
BEHR AWS Config #RIEF , 5528 Trusted Advisor Trusted Remediator Z BB E .,

EENSEENSEBEERBBIEHIRS ?
Trusted Remediator €7£ Trusted Remediator ZREEERFEPHE T INER :

« &5 M Amazon S3 f#ZEr#ams-trusted-remediator-{your-account-id}-logs. ZEiI{&
€ Opsltem B , EEMNEERERXZLL Remediation item log JSON HBXEN |, WA HFEER
FEFHFFITR,

« {REB X & Trusted Advisor # & # Compute Optimizer Z &RV 1S8R AWS AppConfig K FEFRTE
o
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AMS Accelerate | Amazon EKS RV Esi= I EH S

Amazon EKS HEEEFEHEESELEMN Amazon EKS EREAEHE. MR EMNEZLM

B, AMS Accelerate 5% EMEBE Amazon Managed Service for Prometheus B R EEEF A, B
BER, REEHRELETRHHNTEHEE, Amazon EKS WEERMEHEEMGE AMS B REE
B, YWRIAE%E AWS BR# , a0 Amazon Managed Service for Prometheus, Amazon Managed
Grafana, Amazon GuardDuty, AWS LambdaFl AWS Config.

® Note
Amazon EKS HEEIEMEHEE R AWS GovCloud (US) Windows EiZisk Windows &
2o

ER AMS Accelerate 7 Amazon EKS HIESIR=FIEHEIE ?

Amazon EKS WEERNEHEBRMTYEE -

- —EFERMERE , THYLERRN Amazon EKS 5 , £ EIRFHENL, EENBEERRN
HR,

- EREE  TREN Amazon EKS TEERERESHWATAMY , BIEERS Amazon EKS B &R
EfREMEE, MEFMER , F2EAMS Accelerate F Amazon EKS B2 B4 EENEES

- BIEH Amazon EKS BERENEEERMEEANEL, ELXBHNBARE, EEIERE. &8
BAE, THRIBERE, WEREIZLEER K REEEE R, REMNEHFIZEE Prometheus 12
B2, EMZRE AWS FRIEHIEZBEE , 6120 Amazon GuardDuty,

- BTRE , WESZUURNNEES@EEE, MFEFHMEER , 55S/B AMS Accelerate Y E4F3
HMRIEEE KR

- BOREIEE AMS BRIENERNEH I IMBENRE , LB LERBOHERAERNTE, NEFMAE
A, 5F2E AMS Accelerate FRIE 4 IRE FRIEE R

- EAMTELES Amazon Managed Grafana &&kik , IRBEEEEREAR, MEE. CoreDNS By

EEMRRE, EATREMLNCHANIZE, NMREFERA AMS REMEAELE Amazon Managed
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Amazon EKS BV ESI= B4 E R A 1E AMS Accelerate &4

EE R EKS MAERNEAEEN -9 , AMS AL EZEIRF PRI Amazon EKS #
EREEEE, AMS £ Amazon Managed Service for Prometheus B /R E 2 88 A1 Amazon
CloudWatch S4 5 BIMNE S R EEEE R, BETH AMS 5RE Prometheus fal iR 25 2 MEUERY
Prometheus 1EZE I #& HiR % E AAEE [E15F # Amazon Managed Service for Prometheus in 3. #5
% Prometheus B REE ERAIHNELE CloudWatch B4 | EXEE AR SELE R,

B AMS EiBHEERE [ AMS EE M Amazon Simple Notification Service £ |, & REENFT
HIREEXZE AMS EE R,

REMEZETH : AMS EHETR , ARBBESENTRMEETEE, AMS EBERI2ENT :

- BEACHEFFENRE HRELRE  AMS eASHEEEFEVUTNSHES.

- BEATHEEFFENRE  HRELRE A AMS 8EEHRE. EFFZELT  ELRESE
RIEBMFLE , AMS FERIITE . HRILFIRE K AMS 8T SHMEANREER |, Kk
ERERESEEREDF, AMS BHEBANTEEEFNEE, NRENEDBFRIBESZSEN , B
AMS EREVNEMHERE  LRBEHAEERRF. KE "EXFFE, I=ZXRATLRALEN
EARBBEANRESRLAEHEHR, A BENREESHRRAEHN,

- REEFYENRRE  mREFGEZE  AMSHERESEAMNEFFE , AIRESHAA.

AMS E{T4ERE (RACI)

AMS 5, B8, ZHNEH , S RACI EHSKETESAEREESSH AMS UETEEEE., T
RERTEF M AMS £ H Amazon EKS EENEHEEMNEARER P EEMNETE,

- RAREEUTEBLLERERN —77,

- RREES.

- CAREHHINYER ; SRERNHR , BERTEER ; UREZETERBENHR,
- BRARAF ; WIEEBAN—F , BERETKEBRARNEE K.
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EH ZFE AMS
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MR THEEE IR RTFE , R C

BTEHE R Amazon EC2
Systems Manager Agent

REEE AMS R ZEF I C R
E AVS £ Ltk , Hlan
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StatefulSet Down

HPA &R Zhae

HPA BEZR AR
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Pod #E 858 E

e

Kubernetes EIEEETE K. K
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FEARRER KRR,
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E245{@ StatefulSet IR BEZ
BRI ERHFED 1 D&,
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EEER

HAAREER Y "ScalingActi
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RN EER,
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EF

AMS 2 ZE Kubernetes 1F
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H , REABIRMHEEREN
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$HERFAEA Pod BEEHhAVEEEE
BRI HE , HE Pod &
AIRFIE , ABREBREEEUE
IEEE,

AMS & H KL Kubernete
s Horizontal Pod Autoscale
r(HPA) 2 AHZRETIEER
HERER Pod , flinEHER
StatefulSet,

AMS =B HPA A& £k
EI5E | flnEE [ IR B AR AE R
B RBAC REREMBANE
Z,

AMS SREZZEM Pod (s)
DEVSEEMER. B Pod H
e B MEENERNEYS

RERECRUEEBENER

o

AMS EFRE Pod REEEBH R
 PINERTR., 5—EF
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Daemonset HEfEEE55

Kubernetes API| §§35

Kubernetes AP| ZEE

Kubernetes F Fix /B ENA&E
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BB R AE

e

Z B —1{@ Kubernetes
Daemonset Pod £ 10 £'#EA
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Kubernetes API i iR 25 88 55 <
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2 DERER 1.

AR Kubernetes API 1l R 88
HEITE 9 BREN A PR EBE
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B2 "EE REREELA
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EF

AMS E¥IEf R
Daemonset BEZE&R L , ™
BT EXHIT. EAFHR
Pod nodeSelector/taints/affinit
ies EF E) Daemonset Pod
Y (KR ) LeERH
EEBHNIEE Pod B , ATEE
eRLEEBHER.

AMS g5 iIEEIEE B
DO B S AL B RV SRR B E
ME|R  WEAEHHNER
BERFANTAERER
B, MR API RREERE
R , AMS €82 Amazon EKS
FRIEEBEE,

AMS €5 HEEFEAR , U
YIS BIER A SRR B E R
B WERNEHHREEEHE
BREENTMAERSEARBE,
R API AR ARER , AMS
282 Amazon EKS FRIEERE
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AMS SEX B , BHAZE
ERETE 24 NEERIBE,
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f"|||

« XM Kubernetes MRA :

o

- ETBEEA - X Amazon EKS Z &

iELE 2 Amazon EKS for AMS Accelerate EE#E M EHE BN X EN/KSLEER

H2E (Amazon EKS FA#&EERE) FH Amazon EKS Kubernetes R
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AMS IEEESMEF

« Amazon EC2 Ei%; L) SSM XIEFZ R : Bottle Rocket #1 Amazon EKS AMIs # 2 fE £ &% SSM
REBRER, BRELH BT AMIs 1 Amazon EC2 Hi%h £ =4 SSM Agent,

» Service Quotas MEFFMEF , 2B Amazon Managed Service for Prometheus #l Amazon

Managed Grafana B BRI B &8

- XEAWS WIEH, :

B4
XERH (AXR)
LERS (EREILH)
XEF ()
DREHE (RR)
TAESE (BW)
TABE (3 M)
DAREE (FF)

BN CEBRE)

B (EEH)

BN (fRZ)

Africa (Cape Town)

DXESE (BE)

Region
us-east-2
us-east-1
us-west-2
ap-northeast-1
ap-northeast-2
ap-southeast-1
ap-southeast-2
eu-central-1
eu-west-1
eu-west-2

af-south-1

ap-east-1

EERETEE
us-east-2
us-east-1
us-west-2
ap-northeast-1
ap-northeast-2
ap-southeast-1
ap-southeast-2
eu-central-1
eu-west-1
eu-west-2
eu-west-1
eu-west-2
ap-northeast-1

ap-northeast-2
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® Note

af-south-1, 3EM ( BRAER ) M ap-east-1. mAEHEH (EF#E ) * Amazon EKS BEEMIE
B AWS EBE S BIEHEMEE PR AMS B, AR, ELEE AWS B 2% AMS
ERRETERIREENBRTFCMANTERES, 0FE AMS ERREARTFHRIEENES ,
wm2E Lk,

£ AMS Accelerate il A Amazon EKS WESI=MIEHEE

AT RO BRI A Amazon EKS MEIRMEBHEE,

1.

\I

A Amazon EKS B ARIE(VZER : 7520 (Amazon EKS A EIER) FHNERLENERAET
. BB EKS MEEEMEHEE | BHEEM Cloud Service Delivery Manager (CSDM) , A&
EEMAWIRE IDsHIEERRE,

 BRER  SNZHEEN (CA RENABBZNBRREAZAFEER.

. BEHT Kubernetes A @RI 17EE#] (RBAC) : AMS 2 AeksctlHTLUBEELEE, Bl
ELBE K REHEB, BH4EIE RBAC B, EAMS EERREHTHTNTT, EEEHS
&% AMS IAM BEBIRE E Kubernetes fEA#&E. & AMS EI#H Kubernetes BE A G , UK
AMS Kubernetes B ACBEZEFEAE.

HBEETH  AMSBHEEE LN AMS SEGEBEEHPHE T TH -
 Prometheus falfR2%
 Prometheus EiEiEH TE ( FEAR AWS Fargate)

* kube-state-metrics
. #1117 Prometheus #HEEE#H : AMS 5% E Prometheus BEEMAEBE A,
. (ER) REBRR . B CA TiHBIEERF REXE Amazon Managed Grafana &R

(® Note
IO Amazon EKS #5£2% , AMS €20 MERAMI B TEETNME , UBNBETFEENE
BB, EESIETRE , AMS €3Fi18 Trusted Advisor 2 ZERIBEBFEMNESERE  URTHAXRE
REEBBHREE R, RFTEH , AMS 2RERMVIRFERE RRE , LB EKS #5
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EEB/ Amazon EKS EERE ¥, AT HRELHAEHERNER AMS OE | RAIFHREIZUHE
BRIELETRAN. RMSENRAEER , JE CSDM BHARMERFEC K ERISAR.

AMS Accelerate F1fY Amazon EKS Efi= M4 & 1R B4

FRARE IDsMBEZBBANERBRERSEES (CSDM) , LIHKEBEBRER. TERBE K XA
FERERE, BERENEEZEN , YRIBFEIRH Amazon Managed Service for Prometheus & £HR
BRI BRIS AR

AMS E#1T T 5IBER SR .

1. AMS 1= B EE B EM AMS Operations HIIZEE,
2. AMS 2% Amazon EKS # £ ¥R Prometheus #1T{E &,
3. AMS EBKREIREFZHENEM AWS BIR , 520 IAM A F AWS Config R 8l

TRELSRE , BMATHKTFIBHRDSER

1. % eksct1® K Kubernetes RBAC aws-auth §FfConfigMapo
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AMS Accelerate HHI B EIE

AMS R AWS Backup REFRMNBBLE AWS BB ENER. AMS HRFFERHEEEARE
PINREER ; T8  BROCREEARAVROFTE. MA AMS BHEER , AMS SRHARHRK
&, M AMS EREFEERENROER  URREESIRNROFERS R,

ERE-STH , 52K AWS Backup : BEELFAMZE AWS NEFRME=FEAERX.

AMS Accelerate Rt FEEERTY , HEHEER S HEE AWS, EERIR T # AMS {1 AWS Eim
FEBEMY —LEEEEDRE  SREFERERES. EBHEE, 2%, 86, L& NER , HBEE
HEKE P ERERSUWEE B2 AVS 22 EERX,

BE Cal WERE—F TH (9:29)

&

- FREMEENME AMS FiEE

. EHAMS EREE

- BEEREN ERUAER AVS HAETE
- B8 AMS REFEFH RS

« AMS fgfp EEEMEmE

BFEMEENE AMS FIEE

AMS T ERERERMEMWER | URFEAHREBER., AMS M REETEEENHDRER.
—BERERMAFTEEBR , HENERREEERD. F—RAROCRZEIL , REROCSHEIUEE
#8F, BRIBZINWERM AMS HH5HE |, Point-in-time(PITR) A& E B R EE RSB R AEER,
= ERMAMEA AMS Backup Management , REIRE AMS B 5 EIXEZEH EIR

® Note
EMBHENSE - A1 REBZEZENA AWS B , RS AESMEIRSE AWS Backup BA
MEREH,
BAEERBEAM 2 EREERM LRI,

AIFERE ERER B AWS Backup
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AMS Accelerate & 1ER AMS e HiEF
- ARG (EY., wE. BR EFR, MER)

- EVREEiRD

- B B IBHES AWS [EiF

-« AWS Backup X R

« Point-in-timeiE J&

« AWS Backup Zh&E

ZH AMS B 5TE

AVMS R =BEFrENRHAOTEEENEROTE  USTEBRENABHBNRE, EEASTEZERN
BIRIER AMS 53518 , FEAENBEBREBRERLRER, EEMA Accelerate i , AMS AGEE R
1, RHEBRTEEERNRHTE.

/A Important

i DAmEE IR AMS FRIBDATE] , RAREWREIER. ke , FALNBTEREHR
n-l-%IJo ZZU n¥$ﬂiﬁﬁﬂ nﬁ/ Eﬁi—lﬁﬂ’fﬁn-l_gIJo

JEERZ AMS B0t E

AWS Backup ItfEfr st ERBAEERSE ; WEFMER , F2EF Apoint-in-time,
TAG €88 : ams:rt:backup-orchestrator
TAG B : true
JEE% AMS R ETE R 4 BF Retention
hourly backup N/A N/A
daily backup daily 4:00 UTC 7 days
weekly backup Saturday, 2:00 UTC 4 weeks
monthly backup 1st of the month, 2:00 UTC 26 weeks
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html#supported-resources
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html#features-for-all-resources
https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup-plan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
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FEEX AMS {7 ETE B 1A B ] Retention
yearly backup Jan 1st, 2:00 UTC 2 years
B R0 s 2

AWS Backup EBRASEXIENERLUSARERY 31 X ) A ; WFEFEEA , F2RAEA
point-in-timei€ & (PITR) BEREZIEERE , AR AR point-in-time(PITR) X BIREMERAEZER .

TAG €£#8 : ams:rt:backup-orchestrator-enhanced

TAG B : true
B fEETEl 5 4 BF Retention
hourly backup N/A N/A
daily backup daily 4:00 UTC 31X
weekly backup Saturday, 2:00 UTC 6 18
monthly backup 1st of the month, 2:00 UTC 26 weeks
yearly backup Jan 1st, 2:00 UTC 2 years
ERBRREDTE

AWS Backup EEENEEXXENERLBMASARES 31X ) ; WEFHENR , F2EEApoint-
in-timeiZ & (PITR) IBEZ S MR , SR point-in-timei® B (PITR) X EREHERR R,

TAG £#8 : ams:rt:backup-orchestrator-data-sensitive

TAG {8 : true
ERBREREE 5 26 e R Retention
hourly backup every hour 7K
daily backup daily 4:00 UTC 31X
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https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html#point-in-time-recovery-supported-services
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html#point-in-time-recovery-supported-services
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BERBREAEE B 45 B A Retention
weekly backup Saturday, 2:00 UTC 6 18
monthly backup 1st of the month, 2:00 UTC 26 weeks
yearly backup Jan 1st, 2:00 UTC 2 years

AMS Accelerate AF9{E{0 512l

AWS Backup LtiEp s8I A EE R ; WHEFMER , FSB £ Apoint-in-time,

3

TAG £#8 : ams:rt:backup-orchestrator-onboarding

TAG B : true
AMS Accelerate AP ETEl FBRKE Retention
hourly backup every hour 238
daily backup N/A N/A
weekly backup N/A N/A
monthly backup N/A N/A
yearly backup N/A N/A

#HE8 AWS Backup * &

- BM{mfpstE
» Point-in-time(PITR) FIEJHOXENER , Y REENERNBEERE. NIFEIXENERFE ,
A2RKRERN T AK,

RROIGH BIRULEM AMS R #7518

BERERERG AMS B51E , FEMAENERE/EHRFELER. BT LUEM AMS Resource
Tagger #& AMS R FTEIEAZEERN TEIIRFAMEXENER, NREEVEERERT ES
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https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup-plan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html#features-by-resource

AMS Accelerate A& ¥5m AMS RS MEF

EBERZEZR , I AWS CloudFormation = Terraform , 55#BA Resource Tagger , FEF S E &
BENEREFEHT. WEFHEEN , 5280 L Resource Tagger £ E R

T3 &8 an{a] £ A Resource Tagger £ R F A #Y Amazon Elastic Compute Cloud #1TEE L&

FTEEE AMS BB ETEl. BRILFEHFTE K FERAERRS|E ams: rt:backup-orchestrator M

B true. EEFATRANRRFE , FEE SRUFEENREOTENEES®, EETH AMS
Resource Tagger 3t T #2148 T 512 Z MR EME B Accelerate IREFRIVE AT ( BiRE ) REER

&, BSE mEERRHE,

1. 7 https : //https://console.aws.amazon.com/systems-manager/appconfig BRI AWS AppConfig £
7Aa,

2. 1#1Z ResourceTagger FEARE,

3. BEHERERELESIER , AREREFE CustomerManagedTags

4. BEEMNLETHHRA

5. #1F JSON , REERI AL T3 JSON Y14 :

{
"AWS::EC2::Instance": {
"AccelerateBackupPlan": {
"Enabled": true,
"Filter": {
"Fn::AND": [
{
"Platform": "*"
}
]
I
"Tags": [
{
"Key": "ams:rt:backup-orchestrator",
"Value": "true"
}
]
}
}
}

6. IBIFE U FTEHEBRA,
7. 12 Start deployment (FXAEIZBE).
8. E& NI BEFMHEN :
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https://console.aws.amazon.com/systems-manager/appconfig

AMS Accelerate A& ¥5m AMS RS MEF

Environment: AMSInfrastructure
Hosted configuration version: Select the version that you have just created.
Deployment Strategy: AMSNoBakeDeployment

9. }#4Z Start deployment (BXE)ZBE), Resource Tagger SZ B HITIEEE ams: rt:backup-
orchestrator: true , BEREWHTERBIRTAR AMS BHFTELETHS.

W8 AMS RiFEF R

FBALEAEE , EENRFERBREG EORTFERA. B UHE &
® , AMSNotificationOptOutiifig EREABERFEETrue LW , MEEFTERESERFENE
H, EERERRTFERSBEA , BFBK ER.

BEMR AMS BHOHBEE , BB AWS Backup T &, FEEERT , BERHEOREE , AR
TRAZNEF—E AMS R RFE. EiROERTD , @REOXGETHARIRONFE. ENERE
B, MERSUEREAHED .

AMS BT EIN R E
AMS REEERB AMS BT EEBR TR
ams-automated-backups ams:rt:backup-orchestrator
ams-automated-enhanced-backups ams:rt:backup-orchestrator-enhanced
ams-automated-data-sensitive-backups ams:rt:backup-orchestrator-data-sensitive
ams-onboarding-backups ams:rt:backup-orchestrator-onboarding

Hfth AMS R17E
AMS RIFEER #iRr
ams-manual-backups This vault contains manually started backups

created by the AWSManagedServices
-StartBackupJob  SSM Automation
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https://console.aws.amazon.com/backup
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AMS REFEE B DU

document and pre-patch backups created by
AMS patch automations before patching.

ams-custom-backups This is the recommended vault for backups
created outside of AMS backup plans.

#HE8 AWS Backup =&

- EFRRRED
- ERfES

AMS {@ B fR s

/A Important

AMS et B MBS EBBAR AMS X EN B, ELRXBRI (HFEE ). XEES
(nFIBEREEEALED ) . KBRS (REM ), BRI (H%B). WEX (FH) . B@E
55‘”(%1%%) BOM (@MW) . BN (EW=E). BUN (RH). BN (BE). =
REH (RE ). DAESE (B ). TAERE (K ). TKEH (R ). ZAESH
(R=)o

AMS EELXSHBBXBE  UREFRRZEENROEBRENEBARE. BARSTEESATE
#E® (MBRs) ##H. BEE-—S THSRBOTKSE  F2HESHEHHRS

AMS ERSEREERA RENFEHAES AWS Backup, MRBEBB KK , AMS EREXUIE
o, WEATHENERARENMEERE. RATHABRMA  EEBRFHBREXERO KBNS
HHIE , AMS €3&i8 CSDM R ILERER , M AR EER XBBEHE.

3

AR, AMS TEERERM AWS BRFHVE LB e EN MRS
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https://docs.aws.amazon.com/aws-backup/latest/devguide/listing-backups.html#list-by-protected-resources
https://docs.aws.amazon.com/aws-backup/latest/devguide/recovery-points.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/daily-backup-report.html
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T i AMS Accelerate TR {EEERNEE

/A Important

EBHERNRESERILEL AWS Glue BRAERHIBER. FEE , BHREN AMS E
HEEBEBHREMN AWS Glue BREBUER,

/A Important
BALUAZEGREEBEREHEARTE, E AMS BELFERNEMENERRE  £F8
EERARIMEREFENZSN. CHLARSERASLERTENTMERE , flamftEsER
B
UTREMEAEEEFZENREE .

- EEAZETEARBERINFETFERR
- BT REARAREEXREREREE
- EMRHKEFREERRE

B LAE A AMS Accelerate SR REHEREMMaY , BBRLLHEBEMEBERNEHREHEN
#17{E88. Accelerate Patch Add-On 2 —IEIIEE , AT A AMS HITEBRHEREEHE. ©RA AWS
Systems Manager (SSM) Ihgg , Rt AR #TER , UEALRENEENRBEHIELHIT
{EB&., AMS Accelerate Patch Mttt —EIAEE |, MREE A Accelerate lREHIBAKRES |
B AR IR K B IR RS K (CSDM) BLERAS.

AMS Accelerate ISR EEE A Systems Manager iEHRERNEETgE R HERZTHTERENE
WAREAER, CAENEETSAARENBHENEE ; flU , MELXLEHERER. RIFEEIEEH
WISHEXNEERGEHNITEBNSHEME, AMS Accelerate AR S LZEMETANBSHER , BHT
BB RFRITRE,

® Note

AMS Accelerate {18 FAREE R (OS) RN, Hlan , RN Windows , RE2EH
Windows E#T , M3E Microsoft E#.
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ﬂﬂ ﬁiﬂljﬁnﬂ nﬁ e ﬁ AMS EE*%MIE$E

AMS Accelerate IR{EEEEERT , HEEER S HEE AWS, EEHE T AMS W[ AWS Ein
FEBEMN —LEREEDE  TELFEENRRES. THER, oM. &@. L&ENiES , HEE
NERKE P ERERSHEE  F2E AVS 228 EBE %,

&

- EHEER

- £ AMS FEVBHENHERER

- EFARNEHER

« AMS Accelerate ISR E%E

« B 1AM e REEIEH AMS Accelerate

« T## AMS Accelerate PR EHERBANEHERX LK

ERER

MRESREABRANERREIRE , B2 THRERRR (0OS) EHARASTRNEEY  HEMNTE
BURUREENEARXERNSER R, THEAEY K FLEERAERXBERERAS R AIEHTE
BARE mEARASHERARANSETEHITER L,

WMEBHE AWS REIESINFMER  F2EEA WESERT I EHTERAN B EEH AWS

Systems Manager,

® Note

Accelerate Patch Add-On 2 —IEIIEE , AT A AMS HTEREHREREEHE. SRA AWS
Systems Manager (SSM) Ih&E , lltls"‘—ﬂ%ﬁnﬂﬁ?ﬂlﬁg WHEAERENEENGEEHE
L1788, AMS Accelerate Patch il 2 —EMAREE , MREEIMA Accelerate 1R
FHIEAREE , FBEENZiRRERSEE (CSDM) SLEE.

BREARTER
BARSTERNERRFESR T HERABE

- BAE (DevOps) BRERBEAENRE. FXRBREEQHEMRS , RHARSFEREHERX
B, eMAtLEERSECHEARERENHERR., LEFEFREEEIHTERNER L,
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https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/AWS-managed-services-for-operational-excellence-ra.pdf
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/welcome.html

AMS Accelerate A& ¥5m AMS RS MEF

BEENEREBA "EAEARE. A THERER . a8ASHBENYNE K BAEXEBREERE
i, EEHRAERAER  UAREEHHBRSFFERARXNEXERRNEMBE.

- Z2REBREEREAEINEREANZTEEERRERNESHERELE | WIFEIB Systems
Manager Patch Manager I2#H{&#RER .

- BRMLBHERTREEHNHT  IRBEAEEENEHEXFANERRR , BECHEXEE
PERNEMER.

- BENSRBEREEREMHERNMGIINRRIEF R,

MFBFHMER , FSREYH L EC2 HTEBEMNIEHAEIRT "G

FEREXBEBIES

- MW BRBETNERMHBIE ; FSBAWS Systems Manager #E5 B X237 SSM #E7 BF EX LA
ETBHUE—STH, TR BREBIERSERNEATHETHR K NRETREIEANA
E A EREMLER,

- RS ATAM (HA) & , FHEIESE A EENSERR (Dev/Test/Prod) B —E#ZBRFER, EA
RS H A B AT A

- ERNHERRBERBA 4/, BR 1/, I1EE 50 E#TEREN 1 M
- EARARENEHEEARBNAERS  IREELEESHZAEBEMEE—EE,

- i SSM BHEMLEBLE RNEMINBHRER LA MAKERBRERNT.
EHREY  CLARREEEHNERE  BA—BEIBILE , FERTERE.

- ABBHEXNEERHATE - FAREHEARENEENADRHEEE  SEREM TR AANE
RABERZ/ARPEANEHEXNTREBRNEEPER. NFFMEF A F2REEREHE
NEZE,

3
at

AR, HR

ZEEEBBHES

. ﬁﬁﬁﬁﬂ*ﬂ%ﬁﬁiﬁgﬁo BREAREEUEEAXNER , YEETRNKRAEER, NEFEE
, m2REREEENEE,

- HEERREX BRI RISH DeviTest/Prod EXR , WHRSEEEUREELER,

=z

y
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-patching.html#acc-p-maint-window
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-patching.html#acc-p-maint-window
https://docs.aws.amazon.com/systems-manager/latest/userguide/about-patch-baselines.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/about-patch-baselines.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/about-patch-baselines.html
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EENSHERES

- EiEEZE NEEERY ) BB, ERHENRNEHEREXTE  UBRRIEREFENA
&. AMS Resource Tagger AIARRHIEERE) ; FEENZIREEBE (CA) KEBRBBERXNEES
(CSDM) FYEmitiEE , LUENBEEIESl,

- FRABARBHEXZFEXHEAR L. BEFRERK (CISO) S HE MK EETERKETIERBFER.
- BEEREEBEHEXNEEEEES, Security Hub SR AR KR ENEE,

= Al At Windows FERFE = MY &5 65I5%5

BLE -

- BETHEE - EEZERR,

- BERE—BERRER.

- BERE—EEHEXEE
- FE  BHE 0 RENAABREMND E.
- AR E O REREFRZEMEREAER & 7 REREMBREMEEREMEN D B
« AE KO REREFRZEMENEAER  XE 14 REREMBEMBREEN S E.

CloudFormation #5415 -

SRS BN RESEA DREELERE  AMETAES Windows HA EC2 BARRE B EH
B, BERBHEIN,

« Windows B2 CFN #&#ifl : HA-Patching-Dev-Stack.json
« Windows J8I5 CFN #& &l : HA-Patching-Test-Stack.json

« Windows ZEfm CFN #&#if| : HA-Patching-Prod-Stack.json

EHEREZRFAQs

B MfARE "0, BB ARGREEH?
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samples/HA-Patching-Dev-Stack.zip
samples/HA-Patching-Test-Stack.zip
samples/HA-Patching-Prod-Stack.zip

AMS Accelerate A& ¥5m AMS RS MEF

& . SSM XXEIEMEHEThEE , R NEEEABMITEBIEERKNV B EREXE, AMS BB —HAFERE
AEXNEE £ 0 XEREMEBBHEER, T8 , FRAMEMESHEIEER , TEMRINELSHRE K
At S E#HIT AWS-RunPatchBaseline SSM X4, EfIZBEBESHE 2 FERHS

B : AMS BRAEXERABEREE (ASGs) F#ITIERAVISH ?

%

. ZIZI;O ﬂﬂﬁ%ﬁ E ﬁﬁq;i;g ASG {lg*ﬁo
B : 4% Windows REBEMEELEMES ?
%R, BEZEIE—LRE,

- BEKRFNVERRR : 50

- BEMHERREROVERE : 20

- BEMEZERRALTEBCEE LR : 20
« WITHERFEREB LR : 5

WMEFER SSM FREIMNTEEE | 552 BAWS Systems Manager Ui B F ft 38 o

£ AMS RV EHRENHERER

B HERRERIEEE Amazon EC2 HTERMFREHLEHIT AMS BHEXE L. BEA
—HBTEBNEBIEBRER, BUURBREHEXEN —ai&N B MEFERZEHRE , L
£/ Cron REXNERHE., WEFMEF , FSBAWS Systems Manager  FHEERE) PHZ
#% : Systems Manager #J Cron 1 Rate RiEXN. EEMHZH , AMS SR BEHTERBRUKREN
REB, R AMS ERESHEXERTERNEHERE , IENREBEH AMS BHNEARI
£ Al AMS AR BIGREER EE R AR L EHARE,

AMS Accelerate 1&# T2 I M B RFER FR Fl

AMS &% use AWS Systems Manager (Systems Manager). 7T Systems Manager AR#5 R &2
4\, AMS EiEERESHEEHEREEE 300 EEEHTREBNRS, RERESEBTERYN —MKRE
HEXTKIFEER 30 7iE , TRIEHHEZERRNSERBYENEH,

ESHNHITER MERRRIFERE (D) FEWTHERR

100 1 1
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https://docs.aws.amazon.com/general/latest/gr/ssm.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
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BEEMNHITER WERNBRGERRE (/D) REWITHRR R
200 1 1

300 2 1

600 3 2

800 4 3

1200 6 4

1500 8 5

/A Important

ELEHIRETR B H M Systems Manager #EBRERERFRE R EHMBELIEE
#1To

MERFIWFMES , FSBAWS Systems Manager Ui &6 F B 28

&

- fRAMS FEAEVIEHM TEHEENX) #HERER (EER)

« fF AWS CloudFormation for AMS Accelerate B SRR MR R

« B AR AMS Accelerate Y Systems Manager E3E & B I #ERFR

- ER@EAR AMS Accelerate B Systems Manager #5555 E (CLI) 337 HE RSB

€ AMS EEAEBHNE TEHEN,) HERR (EHR)

Microsoft EEBEANE —BEEM—AEEERRBTEFENX  tBAEHEXEN =, HHRE
MREXNEH =, HFE Windows M Linux HTERBNEBRER, EEHESHENE-RE—EZE
—EBARE B EMENERRER , & AMS T2 AWER TSR -

1. RENEHENEERRRERSRE,
2. [ZER] RE{SHENERERRNER,
3. EBMEBEREMEXNEHN_—WAM.
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https://docs.aws.amazon.com/general/latest/gr/ssm.html

AMS Accelerate A& ¥5m AMS RS MEF

4. WABHENERBRERMN hh : mm BBHNKRB. flm, FKRE00:00, 11pm & 23 : 00, A%
BEHAFE

5. [EA] BEFERBUNSLENER. AMS ERREFERB AN/,
6. WABENEHEXERRSIRNE, NFFHRER  F2RIEEER?,
7. [EA] REZRAZSBURRILIT. HRBENERBRRELL.

1. AT FIERHMEMAER B R TERBE. il , 10 BB FEIHTEEN 50% XITAIE—RIEMH
HiB 5 EHMITIERE , ™ 100% H1TE—IEFEER 10 BHITERE,

2. B EBHEF A EHERNRERE D, S0, 10 @B EHTERK 100% #HERE
SEEMENTER , BRAKZD , M 50% HREXEE 5 ARTERBELEHKTEE
. AMS 2 100% $EER=E,

3. BRREAMEBRRB LM TEEAEAMBRRERINEE N KT ERAETNEHES , U
Pl EREMERMERERER, Sl , Bik1 /)0 (BR) , SESAENERRRER 1 /)
R Z L #TEV IS AR UR D

/A Important
BT —IREATR A,
asiEah SSM B R EIEE  BESNEVNEHENMERR , YBRET —XHTEHR. W
REARMEERFEREESHENMBRR , FEUBRBFRUE AMS BHEXERIH

& EZ# M CloudFormation HEf2 CRON B8 @R HERE , 52/ £ A AWS CloudFormation for

AMS Accelerate B M 1SRN HEERFER,

£ AWS CloudFormation for AMS Accelerate 2 M {S@TE N HE BT ER

HEMFEA B AMS Accelerate 1§ TE N HEEZ R EBX AWS CloudFormation , 588 AR
Accelerate tRF , AEER AWS BiF B EHITERAEN . ARIEF https : //https:/
console.aws.amazon.com/cloudformation L8 548 -

1. EEREETNEEM CloudFormation &i4<py EH F —1@,

- BEHEXNEH_HRE  Microsoft EEBEANE—EEHR —RMEEXRENBHEN , 6B
ABEHERNEY -  UESHERXER 2 E#NE —ElE—FERFEEHENHERER B
AIEREZEEE |, BEALER PatchTuesdayScheduling CloudFormation 78
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https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-tag-intro.html#acc-tag-what-is
https://console.aws.amazon.com/systems-manager/maintenance-windows
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?#/stacks/create/parameters?templateURL=https://ams-patch-templates-us-east-1.s3.amazonaws.com/AmsPatchMaintenanceWindowTemplatePatchTuesdayScheduling.yml

AMS Accelerate A& ¥5m AMS RS MEF

« CRON #if2 : EE# A CRON B BHENHERBRRERMAHB ALY K FEALERS
CRONScheduling CloudFormation #1745, §&&C{E , Systems Manager CRON #wmiE K& A& 1-7
X ( 0% Systems Manager CRON HEFHIE A , 2B Systems Manager 12% : Cron #
Rate :EE ).

BEHD-EEESEREARGEHH A CloudFormation £3EH ., REBE—T Next (FT—F),

2. GEEEMEFEEFNREEL (BIMHEBREMNIR2) G AHEBEEBNEL2H (BEINERS
R AVS BENARE  AENERARMZENBPMNER ), TRE , FE-—TT—F,

3. BREHBER (BA). FEENEA , F2ERE AWS CloudFormation #E&IEE, 5T
#®,BR-TT—%,

4. WBHBE (ER). IFREAMEBFAEFTAUGERENER ,
o ElmmEl , R TEUHER,

F2RERREENEEHE

HEERZAREE—PENKETEREEY. RYEUHER K SHEHEXEERREEERE
A BT ‘S‘IMELEI%H%HT CloudFormation F & ( B& ) ( WEITHIRENG
WMER , F2RCAEEEEHE) NEH Systems Manager #ERFRTEE () LHVIEH
FENMHERR | REFBHENMEEZERFRhttps://console.aws.amazon.com/systems-manager/
maintenance-windows,

Bl& Namrata WERUE—FST#H 5:41)

#RIEAR AMS Accelerate #9 Systems Manager =12 A T #EER

EE 1% Systems Manager 2 A AMS Accelerate #EIFER |, FEER/ TS

1. ESFEEESNAAEES+  B-THERR ARARBE-TEELALANEYHEEREKR, ER
RE, MEEMBENFHAEN  F2EBLEERR (F2E )., TR , FR-TEMLHE
B ER o

MR BB E R EFEAIB .
2. BHHEMNVHERRER.

HRRERFEEARmERERIB R,
3. BIEBEERSIER A AREBEFZMEF,

it B R A mEFERIBA K.
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https://console.aws.amazon.com/cloudformation/home?#/stacks/create/parameters?templateURL=https://ams-patch-templates-us-east-1.s3.amazonaws.com/AmsPatchMaintenanceWindowTemplateCronScheduling.yml
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https://console.aws.amazon.com/systems-manager/maintenance-windows
https://console.aws.amazon.com/systems-manager/maintenance-windows
https://www.youtube.com/embed/6fSfFeFn6Vc
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-maintenance-create-mw.html
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4.

FRENMER R, NERENER  BSMLEEOTARERE (28 ). TRE , B
~FEMEE. RTERABENRE,

MERRFNEINEESEEERSIEBRLEFRR , HEh 38 sHEENBE,
EHERERFMEFEANERRSIER L | BEIMEE K RABRTHNXNEFETEETMEHHL
Fi#%, EERE, NEfET :

- REEEENEHEEME, HIW0 : AcceleratePatch,

- EFEBCXHEESFIZE—TESHRF | BEEEE K ARBEXAXML,

- ERESFRPER-TLEEXHERBTE > R, REE A . AWSManagedServices-
Patchinstance , SUEEXB Bt 30 ¥, RZIZEHBEIEIZS , LUEEL AWSManagedServices-
Patchinstance X4,

o EXHRAT , EENITRER FEFRMRA.
- EAEERY :
- BEERER  EWMSEMHN BERE,
- EEEEES  ERLAEBERSIERPEMRNBE,
- ERASHERY , ERERE,
 Instanceld : {{TARGET_ID}}
» Startinactivelnstances : EEHRENERFRIBE LT ERKTrue B HITHEE.

® Note
Instanceld Z28{EE % K/NE , B Startinactivelnstances 28{E AT A E True =
False,
EEEEHTHER  BiR@CFLENETERE. NEFAES  BE2EREEHTH

- EERZBEHERD , BEBS K. AMS Accelerate 2% 100% FARIE1T , 100% BARAEIEE
B, LERBRSHMENTEE K ERELERAM, 0, MREHFE—XIESH—¥WE
B G FY¥NEEITERREEEHLEHTE K FEALTRES 50%.

- £ IAM REBEERS  BEFHAETREAR , RERIEE ams_ssm_automation_roles

B—TaMBaBLER.

ERHERRRERN, EHERSIERT , BRI T —RATHRE.
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{5 FE R A AMS Accelerate B9 Systems Manager @5 %I 5 H (CLI) 23 #
ERFER

EEMFABRSYREEIT AMS Accelerate #EERER

1. JEfE SSM HERE  BYNREMEERE (AWS CLI), BRHABRENESELR , U TRAME
e ES| CLI a5,

(® Note

ELEHHHEBRA Linux B macOS, @H A AR #H1T AWS CloudShell , EAJ&E
HawscliEAMEK LR EEEE, WEFMENA , F2E#EH AWS CloudShell

a. EHERENSR1 F , EEEVHEBRR

aws ssm create-maintenance-window \
--name Sample-Maintenance-Window \
--schedule "cron(@ 30 23 ? * TUE#2 *)" \
--duration 4 \
--cutoff 1 \
--allow-unassociated-targets \
--tags "Key=Environment,Value=Production"

IR , window-id&&EE .
b. B ERENSE 2+ , FMEEEHY :

aws ssm register-target-with-maintenance-window \
--window-id "mw-xxxxxxxxx" \
--resource-type "INSTANCE" \
--target "Key=tag:Environment,Values=Prod"

I TR E , & E WindowTargetID,
c. EHERENSR 3 , MER

aws ssm register-task-with-maintenance-window \
--window-id "mw-xxxxxx" \
--targets "Key=WindowTargetIds,Values=63d4f63c-xxxxxx-9bld-xxxxxfff" \
--task-arn "AWSManagedServices-PatchInstance" \
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https://docs.aws.amazon.com/systems-manager/latest/userguide/maintenance-windows-cli-tutorials-create.html
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--service-role-arn "arn:aws:iam: :AWS-Account-ID:role/ams_ssm_automation_role"

\
--task-invocation-parameters "{\"Automation\":{\"DocumentVersion\":\"\$DEFAULT
\",\"Parameters\":{\"InstanceId\":[\"{{TARGET_ID}}\"],\"StartInactiveInstances\":

[\"True\"1}}}" \
--max-concurrency 50 \
--max-errors 50 \
--name "AutomationExample" \
--description "Sample Description" \
--task-type=AUTOMATION

ERAHNEHEN

BT BER AMS BRRREEN | 1 AMS BRRE BB ENTELRE OS) BRHS. £
AMS SRR BEBHZ BT SSM B RELRTY , ABEBH2 AHBERY , REEH
2 HPTHERERENERARREERERT,

B EER AMS SRR  KFEEHTTIIEE

1. B SSM an & X#r LR EiEmE N .

2. BY AMS S HRENHEBRER , SIERABREN AMS BHEXHMBRER, NWFEFHEENR  F2H8
AMS ZRTE A HEERFER o

3. FRE AMS EHREXMEEIFER , LUIE SSM s & XHAR AMS EHEERX .,

AMS &2 # 8 RACI

8%, 8% BHNEHRRACH, EEEHIBEEBEFS AVS MEFSEED. TREH
£ AMS BREX ANz BARKTEDNE SR AVS B,

© R REAEHHT TIEUERER

. REEFES

: CRECHBNYS | SRELNHS  BERTEER  URAZETELBBNYS

- BREAE  WEREBAN -  BRRUERAEBRTTERR
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https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-p-maint-window.html
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SEE ZFE AMS
BYUEHBI/#ZSSMBEXHE R C
MXHEAR

RIE AMS &N EHEENH R C
HZ2E

ITRI/EE@HENX SSM BT | R
X

DEMNE ESHENEELRR | R
BAEFEHEEASEAN | R
MREREFFER , AIEIREFAL C R
E2E RN

B EHEA A SSM X H

AMS 1SRN HASEEH R ER Amazon EC2 Systems Manager (SSM) X #., 3 SSM &5
X, HEBEBHNIIRFELAREN SSM S X, MFE SSM XHMER , SERS , F2EL
F SSM X 4.

EERY SSM T, FERBTIIZER

1. B XHER = "Command" B9 SSM 344,
2. E AR (RB ) EBRPBMALHNG T, NEFHMEER , HSEETL SSM XHRAR,

(® Note

AMS @R/ SSM Xt af LAfEA AWS CLI 2 23 AWS CloudFormation, 1R &
FEEA AMS E@EREN BRI SSM XA BY |, FBEFKIRM Cloud Architect,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-ssm-sharing.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-ssm-sharing.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/create-ssm-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-creating-content.html
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ARE AMS S HREMERFER | UEAEH SSM a5 XA AMS 1E#71E
=\ i

AMS BN #ERER R Systems Manager #ERE , AHTEREN AMS BHERX BB,

HERE AVS EREAMERRIUEREHEN N  FERTIIR

1. £ https://console.aws.amazon.com/systems-manager/ ZRIEEERNEFEETET | BEMHE
RFER o

FEENBARA S IR B MER R B,
2. BHUA mw- FEEIVRE ID.

ZHE R FME A BRI R
3. BEEEB RS ERMEAE AMS-Patchinstance £ ARN R EEH ID , REIKX—THE,

4. A THEBESHER , YEH FIISE,

AMS EEEXNEHNSE -
 PrePatchHook : B EEE# 2 #THER L "Command" #9 SSM X#E B, MREBEBEBE 2
KT T , FRELZEAHBAA "AWS-Noops (BAKRIE),

« PostPatchHook : B BEEEERBTEEAS "1 B SSM XHBHE., NREBEBBERIT
e, BRBUZEAZHEA "AWS-Noops (EDKPE ),

« ExecutePatchBasedOnPreHookStatus : 183§ PrePatchHook $1{THI BTk RN 1TIEH |, S5 IE
—I8 :

« OnPreHookSuccess : RETE PrePatchHook B Zh B F #11T AMS S@REX BE1L.
- —f& : 1 PrePatchHook B{2h B &k BB 1T AMS EHREX B 81k,

« OnPreHookFailure - f#7E PrePatchHook % BEFEI1T AMS SRR B 81t.

- 71 BT AMS BHREX BEL. ETERE PrePatchHook B ATBERE Ao

« ExecutePostHookBasedOnPatchStatus : 1% AMS @R B EMLM R IR EABFITEHERR
Qg BEE—E .

« OnPatchSuccess : RBEE AMS &@ERERX BB BT , F8EE11T PostPatchHooko
. —1 . £ AMS &2 B B) L5 Zh B K BBE#11T PostPatchHooko
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« OnPatchFailure - E1E AMS E# 2 B B1k %k BUBE# 1T PostPatchHooko

® Note

MREREMABERDLFHHR , ﬁﬁ%iﬂl:*ﬁﬂﬁﬁtm%@{biﬁlﬁﬁﬁ RBZE R
fr RREMERRR XM UBELEE, ESSENERERAAZSE , BETURETCH.

AMS Accelerate (&R E %

EHEXEREERELNITER LREZENEHER. BUNZE-—EERETIEREHEN. &
AR EBRERR , MEEREBRERLERAENEN (flN , ERNEN). EEFESERR
AR ERE,

AREREARE

ERINA AMS Accelerate 8%k , TIMEXRRANTARBSHEEEH AMS Accelerate TAEISHE %
BE,

* Windows

* Amazon Linux 1
* Amazon Linux 2
+ CentOS

- EiF

* Rhel

+ Ubuntu

/A Important

RS EENEER AMS B, B7GEERISCHAENEE K RALNEFIRESEL, X
2, RV BITSHESNEE, E2BEH AMS Accelerate BETIEHIEAEXE
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® Note

AMS Accelerate SRR EEEE S product =* , RRFTEBHERHEEAETHELSM
Mo EHHTER,

£/ AMS Accelerate BETIS R EH%E
& EEE AMS Accelerate A BiTIS@REREXE  BAEELGEMHEATE  ARBIUBITEYE,
MEFMENR  BSETHER :

- ERBHEXEE

- B HFTEME% (Windows)

- BV BITEHEE (Linux)

- EXMAMBRBITSHEE (EEA)

B3 1AM BELIEZE &4 AMS Accelerate

HEENIRF A AMS Accelerate 1&#21% , AMS Accelerate 88 EZ EBUE
amspatchmanagedpolicy. LWBERBEEA AMS BEIL X4 ETRESHN L EF
AJAWSManagedServices-PatchInstance. EEfALKBBILXH  (RFEEEEAFRAEEY
IAM B8, FEETIIZER

5 B3I AT AWS Management Console :

1. A AWS Management Console ItFIRI IAM 2 &

2. EXRANEEERT  BEAC , RAREBVUAG,

3. i##E Anotherrole AWS tRF A,

4. HRIRF ID , MALER TERFEIE AWS B99RFS ID.

EERFHNEESETURTHULKIEEPHNEM IAM FAEREFLAG, EEEGMN , BE
ESBREZESFERAEDREE , LU Fsts : AssumeRoleaction HIEF A, ZBIRMEEEAEHN
Amazon Resource Name (ARN) A& R. FIZUTRE :

- MRBEREAREFNIIRFEIAIRTEAE , MEAEKUERRFTAXBTHAE |
chooseRequire external ID, 7AEZB ID AIAREME=FIRFEEECEEENEANFTREF,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-patch-group-tagging.html
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WIRBEE BB REFTIBECSEEER , BEFEAEREEREREE correctsts : ExternallD B BEE
FAE, MEFMER , F2ENAE AWS EFRNFIER T £ = HEERNE D,

- MREGHRERACGRIAFEAZSEERRTE (MFA) ZEANERE | FIBEER MFA, ESFB&
HEABNETER , BE MFA B, RERAIZACHNFERBELBRREN MFA £E(H
BN —AMEBEEA, B8 MFA 57 BRBNFEAEELIREIZXAG, IFE MFA WEHEER |
RSHEE PEASEERERE (MFA) AWS,

5. BET—& : §fl,

IAM 2EWRFHNBEREE, EFMEHFATT , EEHES WP 8 A amspatchmanagedpolicy , A%i&
B RF AT BRI EN S 8o 32— T Next (T —%).

6. EAGFMENAT WAAGER , 0 PatchRole , AAEFIBER (ER) , LIEERUE
BBt AE, AREBTESANE , B PLARHE N AWS IRF, THE , B—TEY
y= Rz

® Note
AEERBEURRELRE.

T #% AMS Accelerate FHV RN BHFESHERX XK

/A Important

#£2025 2 A 1 BB , AMS EFETBRIIEZEIRS hZ2EMREXM#E Windows K&
o

BREARBFRNEFHEEA

AMS % T —EEMRE X HERFERAV MR M MR RIEFE R, Flan , A4S App1 PROD W iE#E
AEBRERITHER , AMS 2 A1&F [#RF ID] # App1 Prod B & AN AEAENERRER
BHFER. MREEZABRFENEHEN , FEASHEXRBFRE AMS B , KBS RE
MEHRER. BURKFERE , RRSEE-—HEFBAIENEHENBEM b , EFISRBEFR
RERE. BIR AMS EMIRIFHERE , LW BANEF B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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® Note

AMS 2R RBFER , ESHEAMBREREHFEATIHERAEILN.
EHEAEERRLARRN "RAL IRE , TR REFEREA,

EMBREE — /N , AMS EEBBHBBFRENE, BHTAER K AMS EEALHEXEERS R
ANEGEREFMEMEXNRBFR. EAEERABHEXHERRHEE2ITEBRNEHENSHR.

(@ Note

EHEAEEEFRATNERSETUTEEENNSGHR. WRE AMS TRIEHBEFE
BERZBRTHINEHEER  SHEAEESgaRTERETRATER,

i#EIB CloudWatch Events By {&4@#E =@ A
AMS E & F B2 Ei% CloudWatch Events =X , @ T3IHER :

- BREABERERITIEX
- BEEAEERRIITI — DR,
- BSWENERRRTHE.

UTREMEAMKESRELBANEHERED

"version": "Q",

"id": "37004d81-458d-2cef-felc-8afa8af30406",

"detail-type": "AMS Patch Window Execution State Change",

"source": "aws.managedservices",

"account": "145917996532",

"time": "2021-05-20T02:00:00Z",

"region": "us-east-1",

"resources": [
"arn:aws:ssm:us-east-1:123456789012:maintenancewindow/mw-00000001235",
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa',
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaab"

1,

"detail": {

"State": "PREEMPTIVE",
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"StartTime": "2021-05-24T02:00:00.000000",
"WindowArn": "arn:aws:ssm:us-east-1:123456789012:maintenancewindow/
mw-00000001235",
"Results": "[{\"instanceId\": \"i-0000000aaaaaaaaaa\"}, {\"instanceId\":
\"i-0000000aaaaaaaaab\"}]1"
}

THRR\EHEAMESTRELCBEANSHEREL

&R BAFMER
BHEERE iR #HIE
State &1 1 B R ER HY AR B PREEMPTIVE - HEE 15 B
ERENA B A
AR e G R R AV AR RE BIh - FRESTER A 215
BAREH
K -ZELE—EHTERE
yr gl
StartTime EEHERRNVARER , & 2021-02-03T22 : 14 : 0
A I1SO &= 5.814308
WindowArn 1% 168 4 T B ER Y M — 38 B 15F arn : aws : Ssm : us-eas
t-1 : 123456789012 :
maintenancewindow/mw-00
000001235
"R ERENAEHETE B ENHT Instanceld — B ZE# {T{EEE /Y
B8 EE 1T1EIR ID

T REMENEERRGEREM4EBER -

{"version": "0Q",
"id": "@f25add5-44a9-0702-d2bc-bd2102affefe",
"detail-type": "AMS Patch Window Execution State Change",
"source": "aws.managedservices",
"account": "123456789012",
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"time": "2021-02-03T22:14:06Z",

"region": "us-east-1",

"resources": [
"arn:aws:ssm:us-east-1:123456789012:maintenancewindow/mw-00000001235",
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa",
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaab"

1,

"detail": {"State": "[COMPLETED]",

"Status": "SUCCESS",

"StartTime": "2021-02-03T22:12:00.814308",

"EndTime": "2021-02-03T22:14:05.814309",

"WindowArn": "arn:aws:ssm:us-east-1:123456789012:maintenancewindow/
mw-00000001235",

"WindowExecutionId": "e32088eb-c@5f-4c63-b766-6866e163c818",

"Results": "[{\"instanceId\": \"i-0000000aaaaaaaaaa\", \'"status\":
\"Success\", \"missing_critical_patch_count\": @, \"missing_total_patch_count
\": 0} }, {\"instanceId\": \"i-0000000aaaaaaaaab\", \'"status\": Success},
\"missing_critical_patch_count\": @, \"missing_total_patch_count\": 03}]"

}

THRR\EHBEINHEFEERSAEBHER
EHEXRERERFRER

BHERE R g HIE
State & iBHERERF ER IV IR e B - @R ETER
AR RE SR ER Y R BE I - FRESTERE RS54
BAR%EHK
KM -ELE—EHTEEE
SEIEH
StartTime ERHHEERRNVBARERE |, &% 2021-02-03T22 : 14 : O
A 1SO &= 5.814308
EndTime EHHEERRNEREE |, &% 2021-02-03T23 : 14 : 0O
A 1SO &k 5.814308
WindowArn & EHE RS RV — R BIRT o arn : aws : ssm : us-eas

t-1: 123456789012 :
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AMS IEEESMEF

BERR

WindowExecutionld

S

BRE#IT ID , AT SSM #EE
REREZAER

EmEXRERHE B R
TIERERE

g fIE

maintenancewindow/mw-00
000001235

e€32088eb-c05f-4c63-
b766-6866e163c818

Instanceld — BZ#1T{EE ID
AR — T ERISHEERRE

missing_critical_patch_count -
HITER LSRN BRIEHERE
HATH

missing_total_patch_count -

1TERE LB RN IEMENRR

& A LA A CloudWatch Events B4 82 CloudWatch 3R 8] , UMEEERXSHEERRIE LB NRE
BHER, BEEEM , BEATHERESRE CloudWatch R 8l :

"AMS Patch Window Execution State Change"

{
"source": [
"aws.managedservices"
1,
"detail-type": [
1,
"detail": {
"State": ["PREEMPTIVE"]
}
}
(® Note

MRHTEBNEXRRTIZIXE  AEMBRRASGFL , AIFSRIBHERN XBIRE,

3%18 CloudWatch Events B &2 EH
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AMS R EERERNKBAE

AWS Managed Services (AMS) 2 EE&# , Y I SEHABIEE. BHAKE , AMS Operations &
W EIIREE | WBEME AWS F AMS REBEBRERAISEME.

MREHEXNKK , Bl AMS EERFHEVEE T5EERN SSM Opsltem : AWS Managed
Services — #1T{EE <instance-id> KIS TR 317 1B 58 & B,

AMS EEEFHE Opsltem, MR AMS A BERN AWIER TEERFE , B AMS €#47 Opsltem, 0
REZZHNA, BIAMS 2 ZERB O sRERRENEREESBYRKEFRBMNE, NMREFEITEH
REFAEE , Bl AMS BE T —BHENBHERIEBERRESCHTESR.

® Note

EMEN KM Opsltems TEHHEFIXIEEERRR , I EBHAEAMBRERENEF LR
BT ERE,
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£ AMS Resource Scheduler 1T A& {E1L

AWS &3R5 R EH AMS Resource Scheduler BBEIERFEANER , UREEERERBBE
R, BB ERRIK AWS F1 AMS B(ZR, flan , Bl AERRIREFFER AWS £H AMS Resource
Scheduler , ZEX LMRBZABBEFELHTER. WREBFMEHTERUTEEAERHIT |, tHE
RARTMUREHTEREAR  EMRBERENHEREEERA.

£ AWS Managed Services (AMS) Resource Scheduler R HEF2 B 8 BB F{Z L EIR S F 89 Auto
Scaling ##H. Amazon EC2 #1T{E& M Amazon RDS #{TEE., EEMAREERTES FEKH
THEBRRERAE, BRAREBEEZAWS #lTERBHRES2L , 88 AMS EFE RN HEMIHEER
BEJEE., BEI2& R Auto Scaling ¥4V 1&. Elastic Load Balancing B RH CloudWatch R
%185, Amazon EC2 K Z 1 AWS Systems Manager # BRI T, HERAEERS , L& AMS
WiREXE,

AMS Resource Scheduler £ AHIBNHE, HEEREREHTHRR , SINFERKRE. EREF[MN
EAXRE., HHECELEENEAE , URHMAERE : SSM #ERE, BE. KEE , MIEEEREM
BE#E1T. B LAER AMS 2EH AWS Systems Manager B E){t Runbook 3R 5% E & L& HA B M HEFE
BEEEXEELTE—EHE (EBHTEREHTNED ) . SIETNISZEAHE[. EHFESD
FERAZEPEE , BTEREERSEEL —EAHBERAAA true FERAEENRMEEE. NEFEHEMN
HENFEMER , 28 AWS HTEBIESNBREEH,

AMS Resource Scheduler £/ AWS EREBSHRE —SZEERRLEE , SUSHBRAKERR
MELEENBEZE, BUUERBRESRPRENERRSIE (F8EEA Schedule) REZZER |, MM
HREEBMAE. BUNAEENRAGESINERER PHRASEEBHERNERRS|# AWS
Cost Explorer , LUBHER IR E R AEHE,

AMS Resource Scheduler 2 —EZRIZEMAThEE , BRI LA ERE AL 8L,

&g AMS Resource Scheduler ERE R

Amazon EC2

 AMS Resource Scheduler ~&1& B EZE ML BB RN Auto Scaling B4/ Amazon EC2 #IT{ERE ,
B ELHTEEE M EERE —&,

- MRBEEHTERBUBEFER AWSKMS EFE X488 (CMK) 1% |, BIEEZHEN
B kms : CreateGrantEF Al i€ E &K Resource Scheduler IAM & |, HEFE88 T AERR B L B HN 1T
EEE., RIBFER , HFUTTEHEERAE  URELZeH. IREZFENGT , BB BEH
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CloudFormation 8 R#I8EF Wlams-resource-scheduler , ¥#§ CMK JEE % UseCMK £
BWE (FH KXW —=2E CMK €88 ARNs , arn:partition:kms:region:account-
id:key/key-idm3E KMS BlI& ) o

- MREH Amazon EC2 HITHERRE TR EHR A EENW KR E AWS License
Manager , Resource Scheduler FEE45%E AWS License Manager TR , FEERENB1TE
BB, &BOLU& AWS License Manager IR#E# ARN /BE 8 ZE CloudFormation # & () EC2 11T
B8 S & License Manager & , LA F Resource Scheduler X EZHFFflams-resource-
scheduler,

Amazon EC2 Auto Scaling

« AMS Resource Scheduler BB == 1k Auto Scaling B B BIEE , MA2EE PN @E BB 1TE
B, LRER , BFEESEIE[R Auto Scaling BHEMI K/ (BEE ) B KRDPEREHA O (FLL) .

- EAEENERER Auto Scaling &4 , MAREAETRHNHITHERE.

- E{Z1EHAME , AMS Resource Scheduler M Auto Scaling M &/, EHNGARERE , I
BERDNBARRERTES 0. TR , FIESEREF LI Auto Scaling B K1,
It , Auto Scaling BB TREBLAEFRAEENSEMERE , UEHTEBRNKLNEFTRBTIEFE
Auto Scaling P HITHEAEARER,

- MREHITHBEIE R Auto Scaling Bl ( ZR/DIHZAREBE ) |, HEREFZEFBIH Auto Scaling B4R
R, WHEFILEHRERERFERER,

Amazon RDS

o HERESS T LAME(ZIE RDS HITER < AIHEEVRER ( N EAM Aurora ERIESE ) . IWINAETERR AR
Bk , B33 RDS #1T{HEERE AWS CloudFormation I EE% A true, MBERZEI T AELL
Amazon RDS #{TERIE T FHHRRB AL,

- HEREEE T LARE)/E L BAEES Amazon RDS Aurora ERIES Z A A [E1 (Multi-AZ) {EAERY
Amazon RDS #1788, Ti& , EHREREEF L Amazon RDS #1TEEE , 5H5MZE Amazon
RDS R# , REEZ WA EZHITEE.

- HEHRE Aurora EEREIZFELL |, FFFEAEERE Aurora BEEARSE ( TR A true). Aurora B

(MIEREANERHNITER ) KLAEANAREEHBERNERR I BTEESBHATERER
BiL , SHIERES
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® Note
ERFESTERVERRSEHERFL, TR2AMEREREEL API IS EE, 0F API
LR B, EEEHIERNETRE,
AMS Resource Scheduler X # AWS Backup 28, MR&EE AWS BackupE B A RDS
#1T{ER8 B2 Resource Scheduler HFRZ¥1FE |, B L AVRBRENBITIRERA , TRNFEHE
.

mA AMS & REEFEES

EEHNIRF A AMS Accelerate BR{EFTEIRF , BHVIRF A& EHEINA AMS Resource Scheduler,
i, EERMA AMS Accelerate I#1EFTEIRF I —&82 , 2 RFERE , A LAFEK Cloud Service
Delivery Manager (CSDM) #1t&k 5 il A AMS Resource Scheduler, — B &8 CSDM IARE , @&
B BERHEREZ AMS Resource Scheduler iR CloudFormation & & B B EZZEENIRF,

EEPRFE F#ZE AMS Resource Scheduler 2% , BRI EZERBETERER  YREERBENR
WEREBRERE , SINERRSIR, KE. HERKSE, NFEERBITNFRENR , 5528 B5] AMS
BRHRESS , T—%.

Bl AMS EREFE85

I , AMS Resource Scheduler @82 A& CloudFormation & , EZ#A ams-resource-
scheduler , {4/ AMS Accelerate tIRF I EE AWS [EFH, & A LUEB CloudFormation
BN THEBER , BBEENRIFRERRE AMS Resource Scheduler BB, MEEH
CloudFormation B EF , FSREEENHE,

RMERZBAFTTIEY , YEESKBHREBETRGRE | LESREIEE,
- 1ZE B : Resource Scheduler AR HTEEIERE EREVEABMNEESHE, HES

Schedule,

- EHEEM Service(s) : LUEE 2 RIVEE |, 5t Resource Scheduler AT BB R, FEREA
ec2,rds,autoscaling. BR{EA "ec2". "rds" # "autoscaling".
HFE  EEERFERECANAERKE. HEREAR UTC

- 1% EBS MEEM CMK : BUEZHR 2 FRH Amazon KMS EF S E £ (CMK) ARNs jBE | A#5EF
ARTERERSR.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-direct.html
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- EC2HTEBNEREEEESRE  JURTRERERERLUESR 2RI AWS Licence Manager
ARNs JEEFFT,

® Note

AMS BRESR{TIHREFNISIE , B AMS Resource Scheduler IFEZHIIRF RIS RITREE, B4
EEBERE , BFEiBHESEHY AMS Resource Scheduler BT EM BT HERE,
RIRZIB BT EEEY AMS Resource Scheduler WA T4 & RETEM B . EEME
82 Resource Scheduler ZhaEH AMS RIS FARREREE D,

£/ AMS EREERESR

WA E£ AMS Accelerate 1Rk F#f# F§ AMS Resource Scheduler Hif

T % —# AWS Systems Manager B 1t Runbook , £ AMS Resource Scheduler F &2 FTE#Y
HEREAMEA,

(@ Note
JE L SSM HENt Runbook AJfEEIREMEE AWS EBEHEH.

+ AWSManagedServices-AddOrUpdatePeriod

+ AWSManagedServices-AddOrUpdateSchedule

* AWSManagedServices-DeleteScheduleOrPeriod

* AWSManagedServices-DescribeScheduleOrPeriods

+ AWSManagedServices-EnableOrDisableAMSResourceScheduler

LA, AMS M2 A ams_resource_scheduler_ssm_automation_role , Ltk AWS ldentity
and Access Management & AWS Systems Manager EE # , FAE#F A Runbook. IAM A &K &l
B/ , EERTFHTFMINEEFTE SSM 5T A W KRR A HBUR.

TR

EERMBER SSM BE{t Runbook 1 AMS Resource Scheduler Z 8 , 538117 T 55 BB,
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BTIBEREEZLEAH FH B3t Runbook 7 AMS Resource Scheduler 5 & HEF2 1 HA [ /Y8
EIAVMER (£AE. BEgAR ), NREN IAMEBERFHESEEE S PowerUser 31
AIFREEWBUR,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowPassingResourceSchedulexRole",
"Effect": "Allow",
"Action": "iam:PassRole",

"Resource": "arn:aws:iam::111122223333:role/
ams_resource_scheduler_ssm_automation_role",
"Condition": {
"StringEquals": {

"iam:PassedToSexvice": "ssm.amazonaws.com"
}
}
}I
{
"Sid": "ListAndDescribeAutomationExecutions",
"Effect": "Allow",
"Action": [
"ssm:GetAutomationExecution",
"ssm:DescribeAutomationStepExecutions"
1,
"Resource": "arn:aws:ssm:*:111122223333:automation-execution/*"
},
{
"Sid": "ListAndDescribeResourceSchedulerSSMDocuments",

"Effect": "Allow",

"Action": [
"ssm:ListDocumentVersions",
"ssm:DescribeDocument"”,
"ssm:ListDocumentMetadataHistorxy",
"ssm:DescribeDocumentParameters",
"ssm:GetDocument",
"ssm:DescribeDocumentPermission”

1,

"Resource": [
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"arn:aws:ssm:*::document/AWSManagedServices-AddOxUpdatePexriod",
"arn:aws:ssm:*::document/AWSManagedServices-AddOrUpdateSchedule”,
"arn:aws:ssm:*::document/AWSManagedServices-
DeleteScheduleOxPexiod",
"arn:aws:ssm:*::document/AWSManagedServices-
DescribeScheduleOrPexriods",
"arn:aws:ssm:*::document/AWSManagedServices-
EnableOxDisableAMSResouxrceScheduler"
]
}I
{
"Sid": "AllowExecutionOfResourceSchedulexSSMDocuments",
"Effect": "Allow",
"Action": [
"ssm:StartAutomationExecution"
]I
"Resource": [
"arn:aws:ssm:*::automation-definition/AWSManagedServices-
AddOrUpdatePexiod:*",
"arn:aws:ssm:*::automation-definition/AWSManagedServices-
AddOrUpdateSchedule:*",
"arn:aws:ssm:*::automation-definition/AWSManagedServices-
DeleteScheduleOxPeriod:*",
"arn:aws:ssm:*::automation-definition/AWSManagedServices-
DescribeScheduleOxPeriods:*",
"arn:aws:ssm:*::automation-definition/AWSManagedServices-
EnableOxDisableAMSResourceScheduler:*"

]

},

{
"Sid": "AllowListingAllDocuments",
"Effect": "Allow",
"Action": "ssm:ListDocuments",
"Resource": "*"

},

{
"Sid": "AllowListingAllSSMExecutions",
"Effect": "Allow",
"Action": "ssm:DescribeAutomationExecutions",
"Resource": "*"

},

{

"Sid": "AllowListingIAMRolesForStartingExecutionViaConsole",
"Effect": "Allow",

FERERYRES WA October 3, 2025 441



AMS Accelerate A& ¥5m AMS RS MEF

"Action": "iam:ListRoles",
"Resource": "*"

BAT LA AWS Systems Manager £ &AM CLIAWS #11TEEML. MR AWS CLI, & TT&E
FEREMNBRET , W KAZE PowerShell A WS BT E, MIFEFMEF , FSBETEI AL AWS @
SHIE,

BlE Navish WEHLUE—F T#E (4 : 52)

£ AWS Managed Services Resource Scheduler 5 i F 8 B FHEF2

B LAE ) AMS Resource Scheduler £ AMS Accelerate 1R F P #Ti8. EHMIBREEER AR,
£ AMS Resource Scheduler #7185 E T HAM

MBS EN AMS tRF PN EREFER A,

BEENESR

- BiMF  EETHRERE, NREEEMEHE  BERA T,  nREEEEHREHE , BFE
A TE#H .

- B HIBANEBE. REESHEHE , X REEE—NE,

« AutomationAssumeRole : ft5F Runbook X EREFTIEREFH M <2 AWS

Identity and Access Management (IAM) A& ARN, SABIEES
ams_resource_scheduler_ssm_automation_role,

- HR (BA)  HEAEERNER,

3

 BeginTime (#A ) : ZRERBHERNERB , 2L HH : MM BXE TR,
- EndTime (EA ) : EREEFLERNKRE , AL HH : MM &XE T

- B (BR)  ERSBRNABENEFRIBHALE , THBBHEREHAT.

* MonthDays (EA ) : BUERS RN AGREEE , B REMTHEFRRXHEER.
« WeekDays (EA ) : BUERS BN —BAXRBEE , B REHTH - BAXRHEER.
AAATBAAT -

« £ AWSManagedServices-AddOrUpdatePeriod R X4 ( BAIEEEREMANES ) .
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https://docs.aws.amazon.com/systems-manager/latest/userguide/getting-started-cli.html
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https://www.youtube.com/embed/iEfvPYFBoMg
https://console.aws.amazon.com/systems-manager/automation/execute/AWSManagedServices-AddOrUpdatePeriod
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HMAZHERPEERR , RARBEHNT. BETHE  FEHERIERPREER.
+ AWS CLI :

BT TR REB AR, Sret/BRRAEACHER.

aws ssm start-automation-execution --document-name "AWSManagedServices-
AddOrUpdatePeriod" --document-version "\$DEFAULT"

--parameters '{"Action":["add" or "update"], "Name":["NAME"],
"Description":["DESCRIPTION"], "BeginTime":["TIME"], "EndTime":["TIME"],
"Months" :["MONTH"], "MonthDays":["DAY"], "WeekDays":["DAY"],
"AutomationAssumeRole" : ["arn:aws:iam::ACCOUNTID:role/

ams_resource_scheduler_ssm_automation_role"] }' --region ONBOARDED_REGION

g4 -

T EFIREBan{aEH AWS Systems Manager £ & IEHE., EM SR period-Name , WEEE
B AH 15 R{eB—2BHE LF 9AM-6PM,

1. £ AWSManagedServices-AddOrUpdatePeriod #4% AWS Systems Manager B 8L 4 ( &7
BREEZTEREMANES ) .

2. RS BHWE,

3. BR—THITUZFSFBEHLTRK

£ AMS Resource Scheduler R85 E T HERE

£ AMS Accelerate tRE P T I8 N E#H ERBERERTHER.

BEENESR :
- BfE: EFTHRMEER., MREGBENEHE  FEA "HE, REPVEEHRENHE  #
{EFH rE%ﬁJ o

- B HERENEE., IREEHIEHRE X EREH—NE,
« AutomationAssumeRole : f5F Runbook X REHIERE FHHEN

AWS Identity and Access Management (IAM) &€ ARN, IEERE
ams_resource_scheduler_ssm_automation_role,
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https://console.aws.amazon.com/systems-manager/automation/execute/AWSManagedServices-AddOrUpdatePeriod

AMS Accelerate £ &5 AMS RS MEF

- HR (FER)  HHENEGERNEIR,

- HiE (BA) EEEHENHIERRFERANERREBEE, YEACEUSEBM.

« RetainRunning (&M ) : BE "trues , U LEERFESEHTHEERFELEITHINER ,
MRERREHTRERPKRZAFBHEE . RIEER K ERFERSELER,

- StopNewlnstances (1EHA ) : #EE "falses , A LERFEREATHEZATE , F—XE
LERKELER, REER  ERFERSELER.

- SSMMaintenanceWindow (iER ) : EEEMEABEFHITHE Z AWS Systems Manager (SSM)
HEBERNERD AR, FENER "UseMaintenanceWindow" BHEIEES "true”s

- TimeZone (ERA ) : EELFLEERIESEANKE, RIZFERR , Resource Scheduler €
UTC,

+ UseMaintenanceWindow (iZH ) : MR &4 E Resource Scheduler #% Amazon Relational
Database Service (RDS) #ZEFEX 17 A Amazon RDS #{TEBHEEMNHTHIRA , 48 AWS
Systems Manager (SSM) #Z #7385 Amazon EC2 #TEBHENBTHE , FiEE

Ttrue. o

« UseMetrics (A ) : #8E "trues SAEHERREBMHELA CloudWatch 154 , X IEE Mfalses =
CloudWatch 1518, EELBHEBEHEERREN CloudWatch I81ERE,

AAEAT

- £ AWSManagedServices-AddOrUpdateSchedule @R ( IR TRELBIRIZBMANES ) o

EBRASBERPEEER , RBBEINIT, RETHR A FEBHRIEBEIREER.
+ AWS CLI :

BIT TR T REAB E B, EretBRAKLACHE

f‘{_ull

aws ssm start-automation-execution --document-name "AWSManagedServices-
AddOrUpdateSchedule" --document-version "\$DEFAULT"
--parameters '{"Action":["add" or "update"], "Name":["NAME"], "Description":
["DESCRIPTION"],
"Hibernate":["true or false"],"Enforced":["true or false"],
"OverrideStatus":["running or stopped"],"Periods":["PERIOD-A, PERIOD-B"],
"RetainRunning":["true or false"],"StopNewInstances":["true or false"],
"SSMMaintenanceWindow" : ["WINDOW-NAME"],"TimeZone" :["TIMEZONE"],
"UseMaintenanceWindow":["true or false"],"UseMetrics":["true or false"],
"AutomationAssumeRole" : ["arn:aws:iam::ACCOUNTID:role/
ams_resource_scheduler_ssm_automation_role"] }' --region ONBOARDED_REGION
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https://console.aws.amazon.com/systems-manager/automation/execute/AWSManagedServices-AddOrUpdateSchedule

AMS Accelerate A& ¥5m AMS RS MEF

g4 -

T 51| €5 451 F8 = 2N AT #7388 AMS Resource Scheduler B HERZ, EMEHIF |, B EFEH CustomPeriod 118
£ A CustomSchedule #Ef2, CustomPeriod

1. & AWSManagedServices-AddOrUpdateScheduIe R #E AWS Systems Manager B E{t X4
(BIREFERENMANES ).

2. RHBENE,

3. B—THATAZFFHABILTEK.

£ AMS Resource Scheduler 7 il 2 B8 = HEF2
= EMBER AMS Accelerate IRF AV ERFEESRPE DR , BEETHER :

- ConfigurationType : ZEMIBRAALER, MREEEMRABE , FEA "H[. ; nREEZMER
R BEA THREL .

- B8 LERROEEESHBENEE,
+ AutomationAssumeRole : AWS Identity and Access Management

(IAM) &8 ARN , 725F Runbook RREMREFERAE., EEAE

ams_resource_scheduler_ssm_automation_role,

AT -
« £ AWSManagedServices-DeleteScheduleOrPeriod FRRE X ( BATRESA R EBMANE
/).

ERASBERPEEER , RABREIIT, RETHR A FEBHRIEBEIREER.
« AWS CLI :

BT TR REB AR, Sree/BRRABERACHER.

aws ssm start-automation-execution --document-name "AWSManagedServices-

DeleteScheduleOrPeriod" --document-version "\$DEFAULT"

--parameters '{"ConfigurationType":["period" or "schedule"],"Name":["NAME"],
"AutomationAssumeRole":["arn:aws:iam: :ACCOUNTID:xrole/

ams_resource_scheduler_ssm_automation_role"]}' --region ONBOARDED_REGION
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https://console.aws.amazon.com/systems-manager/automation/execute/AWSManagedServices-AddOrUpdateSchedule
https://console.aws.amazon.com/systems-manager/automation/execute/AWSManagedServices-DeleteScheduleOrPeriod
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g4 -

T ygEfl REBan{a £ A AWS Systems Manager 1% & il BREIfE

1. £ AWSManagedServices-DeleteScheduleOrPeriod @48 AWS Systems Manager B 8L 34
(BIREFEEZREMANES ).

2. RHBENE,

3. B—THATUAZFFHABILTER.

£ AMS Resource Scheduler AR 2 & =k HEFE

EETE AMS Accelerate IRE iR ( MIAFHENR ) ERIIERPEARERE , ZEETIER .
- ConfigurationType : BEHRWALER, MREBEHAFTEHRE , FEA "HEL ; mREE
EHRFEHRE , FEA THRL .

» AutomationAssumeRole : AWS Identity and Access Management
(IAM) &1 ARN , £5F Runbook K RZLHAHES B, EEAE

ams_resource_scheduler_ssm_automation_role,

WMAET#AT -
« £ AWSManagedServices-DescribeScheduleOrPeriods R4 ( BAEEEEREMANE
=) -
1. ERASHBERDPIEEER , AREBEHIT
2. BEx R, FERERSIEBRPBEER.
« AWS CLI :
1. AT TS RME BB, rarsBIRABEBCSHER,

aws ssm start-automation-execution --document-name "AWSManagedServices-
DescribeScheduleOrPeriods" --document-version "\$DEFAULT"
--parameters '{"ConfigurationType":["period" or
"schedule"],"AutomationAssumeRole":["arn:aws:iam: :ACCOUNTID:role/
ams_resource_scheduler_ssm_automation_role"]}'
--region ONBOARDED_REGION
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https://console.aws.amazon.com/systems-manager/automation/execute/AWSManagedServices-DeleteScheduleOrPeriod
https://console.aws.amazon.com/systems-manager/automation/execute/AWSManagedServices-DescribeScheduleOrPeriods

AMS Accelerate A& ¥5m AMS RS MEF

g4 -

T 5 HI B R oAl £ Ff AWS Systems Manager £ A #IREIE,

1. £ AWSManagedServices-DescribeScheduleOrPeriods F##8 AWS Systems Manager B &1t XX
# (ZAREFEERENANES ).

2. RESBHE,

3. B—THTEZEFEEBLER.

AMS Resource Scheduler WS &R
52 AMS Resource Scheduler W& IR,

REEREMPEHIEE AMS ERHER K REEFHERFEREBSBIEAEBRRSIE , EBWEET
EBEHE , UiSHIEABEAERE, MEWMMIE AMS Accelerate IREFHELEERNEMEN , 752
B AMS Accelerate FHIEC,

(® Note

MR FE A Resource Tagger RIZFLER , AIERHEESNEREESBYARTAEEFE
‘ams:rt:', HAERELFEANMEEEAEL®TE ans rt:'s BE , ERFESIHT
SEBRUERECENERENER. EEE— S THRNABITERIEENFERER LS , F
28 855 AMS ERHRERS,

AMS B R B2 H R R AL F 2R

A TIEMRAEE , AMS Resource Scheduler EE— 1Bttt , AIE/ Nt EHREREEN Amazon
EC2 1 Amazon RDS ERW AR AL &, LEERAEREEGRMA CloudWatch 1E1E (AMS/
ResourceScheduler) , AiGBZBHIER ., RAHFEAEBERSEGHTEERTRENGE. ©
FEEZEBEMEMA | FilnEEE FAE R B & eHEE KA.

KA & E SR EEIB Resource Scheduler B, EE8/MRHT—X , XRRFHEEXANAESE
¥} AWS Cost Explorer, #ZE R+ , e ESEANTERERNE NEFEERE , RARERFEEN
BRTHTBRNFEMGRAE, BIEKARESE B HNTEST R 4EE Cost Explorer BEEFHRER A 2B E
=,
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https://console.aws.amazon.com/systems-manager/automation/execute/AWSManagedServices-DescribeScheduleOrPeriods
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flan |, RBITIEE A 5 Resource Scheduler 2 EBM LF 9 BEITH 5 B#1T , BMEE A K
J\{B/NEF, Cost Explorer 8 RAMEAH $1, AEHRE A 8. Hit , B PRHNFIEHAEA 0.125 &
Too MR KA Resource Scheduler HEZ# T , AT ERSEERMIT 24 N, EEEER
T, AR 24x0.125 = $3, ERHIEE U HEIEHE 2 ETHAT,

AT HERAEERRER Cost Explorer #EXH Resource Scheduler & K &R K A< H

2 , Resource Scheduler AR B BERNEBRSIBTERARRERRRPIRESEER, MR
IREFERER  IEEEEABNERIRFIRASERSR., NEHTHRENFRENR  F2REHAE
AEEENRASEEBNEAEERNRAD BER

EERSRBAARASBESRE , AWS IRESHBEMRERERERFAEEE RN AT A
E WERERTAZE  RAHELERSARTERAEE , d1E CloudWatch FHIAMS/
ResourceSchedulerfsiZam A ZE T EMER,

MRRBAKASERR , AESRREITERERALRMESR , IECBAE K.

® Note
MAHELERTEIZIIN , flnESHTEE. HEFEE , WEHAEWAZE, HES
E1¢ Cost Explorer RSEAMAE , Wt EERS/PMENFIIRE, WHEFHEA , F2ET
fRIGEY AWS B AERIE : B8,

AMS BRBFE R AR B R =R

AMS Resource Scheduler FEFff CloudWatch B R#I#IgS , BB AR A BEEI Lambda B
B{AMSAlarmSuppressor , Al ##] Elastic Load Balancing. Application Load Balancer = Network
Load Balancer 5 #THEBHNER, HEE 5 278EHT X , HERKRFHPFENMEET , XRE
WRTEEETOME ; Hln , AWS/ELB, AWS/ApplicationELB, AWS/NetworkELB, ¥R EEE
TEHE O BIEXSRETHERIAETHREBAN/INEFFHE (EAR ALB/NLB) , 2K OmEH
TR/ EERATMNETER  YREHTEEMRE  UIREHTERLESH AMS Resource
Scheduler BFf8., MR #1T{EE 2 H Resource Scheduler #E#2 , M H Resource Scheduler £1E , Hl
HEESRECERUAERAEM. WREFMBTERFEFZLE—EARTEREEZHT , IHES
BRHENER  UMAETRAMANER , LEAETAFEANETR, WEANBFEFHRE/aws/
lambda/AMSAlarmSuppressor A 5&H 4+,

4

Pl

7.
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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https://aws.amazon.com/blogs/aws-cost-management/understanding-your-aws-cost-datasets-a-cheat-sheet/
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AMS Accelerate HHJ S EIE

AMS Accelerate X EXZEN AWS IRFERUE BFE. AMS Accelerate ERHIEL HEFE , LRGN
FRERNESHRMENER,

AMS Accelerate 12t ZR B ERTE , HEEE AWS LERSHEE, EEMRETH AMS HIAEBRK
MRy — LRI ETNRE , A FERREE. THEE, oM. BM. LHENES , BEENBER
£ AWS ERAFERERIHEE 20 AMS 2EZLEE R,

*rE
- BEEIE — AWS CloudTrail
- BEEIE — Amazon EC2

- BEEIE — Amazon VPC FRiZER &

A& — AWS CloudTrail

AWS CloudTrail 2 —EHRARIRFEENRE : 6K, EERXNEAREZ. A CloudTrail , &7 LA
So8%. IHEEERANRE AWS EERRET E/EMRBHIRSEEE,

AMS Accelerate EE AWS CloudTrail ie#&k T REEBBIRERFIEERNEZME R, MAE , &7
LURE TSI H A — (@215 :

« AMS ZPBMRR : MRBIBEZLIEE  AMS EEFEEFHHEY, HBEFEE CloudTrail ZEIEHLF
FEAWS |, BIEIRE TR EHERER,

- FHEECHER NIRSEZERHBSHIRFSRER CloudTrail /%R , BIXEEEM Cloud
Architect (CA) &1 , MBERERF S Accelerate FREMAERE, MREREZFWEIE  EREHRBEEHR
% , Al Accelerate 2 BEIZBE B2 M CloudTrail ##3% , LF BN T HNERRESHE, MR
FRRIEHECHWER , AMS 2BREISENER , MBRBEENENER, LA EZEBRELN
MR R E —EA /Y CloudTrail B |, B4 EEMNCEKA,

(® Note

MBLENEFSAEAN CloudTrail Bt , MBSEMALRE M KIESBIRERFR AMS SEB
#t , AMS Accelerate € BEBIREHNIRE PR AMS SBEBRVEBHE, ERPHIEEER . HEL
ERAE  WETEENANEA,
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https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/AWS-managed-services-for-operational-excellence-ra.pdf
https://aws.amazon.com/cloudtrail/features/

AMS Accelerate A& ¥5m AMS RS MEF

AMS Accelerate &% Accelerate P28 CloudTrail IB#E2 7 Amazon S3 fFETE |, MASH(Y
B Kb 36 AWS Key Management Service (AWS KMS) 1%, AMS Accelerate ;& & F&FHUE
RUEMEEH |, UETRAENZE . WRIRFERMARER CloudTrail Bt , MREZZFEMARERE
Accelerate Z8& Accelerate T EBHME , AltbiBM 2 EEAN,

AMS Accelerate & AWS Config iR BI SAFERIEEY CloudTrail 1R EEME , BE Accelerate TREHY
CloudTrail BHt B IEFEREMMNE . MEFMER , 528 AWS Config. ELRFEAMNKRA , LAFRA
ELR A AWS WX HERZER -

« multi-region-cloudtrail-enabled, ## AMS Accelerate CloudTrail 2% A EMEHEEIE#EERE,

« cloud-trail-encryption-enabled. ##& AWS CloudTrail EiXEAEE AWS KMS EF X £ (CMK)
bz A R AR EF iw AN 2 (SSE)o.

» cloud-trail-log-file-validation-enabled, BXFRF , E#E % AWS CloudTrail EF AFRIE2%E
WREER, RMEIERCEFMERE LRABRRRRE.

« s3-bucket-default-lock-enabled, BUAK , E#E Amazon S3 FirE R R ERAHEE,

- A s3-bucket-logging-enabled, BAAK , EMERABE S Amazon S3 EFEr AR %o

AMS Accelerate fEFi AWS KMS R inZi& E & Accelerate 2F% CloudTrail BH M HFEEH., L8
HIRFEEE, AMS Accelerate & F M CloudTrail #2438 af7H, fFE WEFHAEA AWS KMS |, 55
2/ AWS Key Management Service HAEE @ X4

FHEURFE# CloudTrail B

AMS Accelerate #EH CloudTrail iB#tHY CloudTrail B S ERELEIRE FH Amazon S3 EFETE
i, CloudTrail M7 Amazon S3 BEITEBHAHNEME R SFERME CloudTrall EREFEILN AWS
KMS €883 1T %,

Amazon S3 EZETERIA ams-aaws ## id-cloudtrail-AWS ###ip & (0 : ams-
a123456789-cloudtrail-us-east-1a) , BFi BB H#E L AWS/CloudTrail FEFH. RSB ERT
EFEMNFTEFEE | WNE BFYH I EITRAES , AHEERZA.

MEEKMESENEN HFENFMEENR , 528 EHt AMS Accelerate IREFHVEE,

REFNRZ CloudTrail B

AMS Accelerate & Accelerate fZH CloudTrail BB A EHIREE XM Amazon S3 W4T , UL
BREAEELSERHRITUNERT , BEBEEIMBRYHFRARERHAEHERTE, WEFHEN , &
2/ Amazon S3 ¥{48EE .
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RIBFER  LREFTERTNME AFHEERRRE, NRECEELERFNE , ETLUER AWS
B A ORXERHFR , URETRNREHE.

ZH Amazon EC2 BEE

BAILAE A FH Amazon EC2 #11T1EE B 5 AWS Management Console, #1T{E# AWS iR E
4+ BF A TE CloudWatch Logs £ , &% BFEAI £ AMS Accelerate EXENSREKRFFERA. WFE
EBEEIRBFHNENR , 528 CloudWatch Logs X 4F,

=8 Amazon EC2 B

BIRFEER , Amazon EC2 %ﬂl?ﬂlﬁg AFSERHRAE., MELEEZEFRBHE , B LUEB AWS X
B PORRBBHFER , URETRHNREBRK,

HE&EHE — Amazon EC2

AMS Accelerate 2EE 2515 AMS Accelerate S B FTHE Amazon EC2 #{THE L &4
CloudWatch BN, REBEEXSERFKEEBRBFEIEE Amazon CloudWatch Logs., IEFME

;A , BESB T ER Amazon CloudWatch Logs ?

T3 B EREEIEZE CloudWatch Logs , WEXZEAFGREBZWN BFERE. ESEAFHEYL 2
A% 18 Amazon EC2 1T HFEHER , B Amazon EC2 #1718 ID &8,

Linux

* /var/log/amazon/ssm/amazon-ssm-agent.log
* /var/log/amazon/ssm/errors.log

+ /var/log/audit/audit.log

« /var/log/auth.log

« /var/log/cloud-init-output.log

* /var/log/cron

* /var/log/dnf.log

+ /var/log/dpkg.log

+ /var/log/maillog

* /var/log/messages

« /var/log/secure
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* /var/log/spooler
+ /var/log/syslog
» /var/log/yum.log

 /var/log/zypper.log

WEFMES , F2RFHELSRE CloudWatch RIEENEEER

Windows

* AmazonSSMAgentLog

* AmazonCloudWatchAgentLog

* AmazonSSMErrorLog

» AmazonCloudFormationLog
 ApplicationEventLog

+ EC2ConfigServiceEventLog

* MicrosoftWindowsAppLockerEXEAndDLLEventLog
» MicrosoftWindowsAppLockerMSIAndScriptEventLog
* MicrosoftWindowsGroupPolicyOperationalEventLog
» SecurityEventLog

» SystemEventLog

WMEFMEEAR , F52E Quick Start : BUA#{T Windows Server 2016 B Amazon EC2 #1T{E &
£ CloudWatch Logs REZER# HFFE1EZE CloudWatch Logs.

HEEEE — Amazon VPC #RiE B

VPC iEHE R —IEIIEE , AHEEUESY VPC RN EHZ IP REMNMEBEN. RERAFER LI
#i %] Amazon CloudWatch logs@ Amazon S3, HifE A ERKEFSFERBMEENEE, &A
DB MBRRERR , MR EME N

BE A B ERESEHER , Hlw

IHIHI

R

EnBREENZ AR A
BRI ESTEENRE

"
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o YETHEAEERRENAE

BAREER Accelerate IRF P EBEFEILK VPC A VPC KA. AMS A ams-nist-cis-vpc-
flow-logs-enabled Config #8] , BE{EA VPC REERTEAFH. WRAKREA VPC REBH , AMS #
EBRFEABITMAUEY VPC REAFREBBEE. HESLHEANMUITEAMS NIEFEZEH
B VPC RE. THMEREMRME, RHEREREREE  UARBAFEBREE,

ERENESREAFNET , F2EEMARERD.
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Bt AMS Accelerate t(RE P& E

/A Important

H20257 A1 BE, EFRHRBEECER.
TR P 5% N A B S0 82 RIS .
ZEEH AMS Accelerate 1R FE H /Y CloudTrail X} , & 0] LUEHIE LIRS :

« £ 1 AWS CloudTrail , BZ2EHREhicE  WEAEHBHEHEENH, S LEREEE
BEEHE G , WiEEMs3.amazon. aws.comfEEEHRREHESH RS0 |, UBIBMRE
AEZREREHRLICH, MEFHMEEN , F2BMEA CloudTrail S &£ 52 8%,

- f£A AWS CloudTrail Lake EBEHWEE R, £ AWS CloudTrail i#1E Lake 1 , A&
EEH, ZRLEVECHNEN. SREHELS RS EHRRESHEER., 4
m, A HRBE—BHEMKE T Amazon EC2 $ITEEE ., MESFMENR , FSB® AWS
CloudTrail RJRE 3 &R CloudTrailLake Eiflo

« £ RE I Amazon Athena BRI , AWS CloudTrail ¥ A EF B R E A EENIFEEM
BAHE#RY Amazon S3 FEFRTEE . HEFREMIREF Amazon S3 REFBMWEEFHMEE. &
Amazon Athena # , £ A E#HMRIEIRFIT Accelerate RN TAREM LX?KﬁE Athena 32
ABFER. MEWMAEIL Athena BRI R EFH CloudTrail BEHHHAENR , FS2HEH AWS
CloudTrail B &,

TR

- BELANEERH
- FERREW

- BERHTH

AWS Managed Services & Amazon Athena (Athena) £ A # AMS Accelerate HiHE R
ATEHMNSRE |, HBIEEM AMS Accelerate Operations EIBkF1 AMS Accelerate B B{LFT IV EE,

Athena R—EBEBXEHRE , BUUFERAFREESBLERTES (SQL) K25 Amazon S3 P EF
( 52/ Amazon Athena #J SQL %), Athena EfMREE , FIATHEEEREREE , MBSRAEXZF
FRATEHAMNEHA. AMS Accelerate %8 CloudTrall BRFEY EAFH S EEMN Athena ERIEK
WEFE AWS E1FH ams-change-record TER AP IRMEH., BULLREEMERES , XRE
EHTEM. BEE—F 7 Athena T/EEHE , F2B TEHEMNEESR,
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® Note
R A Accelerate TJLATE Accelerate E2&#Y CloudTrail Organization trail &K , £ Athena
EH#& Accelerate 1R FH) CloudTrail B4 , BRIELEM Organization EXEEEMAHAREEEE T
IAM B&LER Athena EHF 2 HERF F#H CloudTrail 44,

FERASERK , ZUIRZOEATHEE

- Ff (AMS Accelerate Systems 3, AMS Accelerate Operators) B EZEURRIIRF
« AMS Accelerate £ &1k F AR E

« AMS Accelerate AR ENIRF R ETEE

- EEBRERFEFABNEE

« Rt AMS Accelerate FEREEBNIRFPETEE

- WfAMECRER , LEYSFIEIE AMS EERBENER

BRI S E LR

EEMFH Athena &8 , BEAAWS EEIFHA , RREEZFE AWS EiFHH Athena £ A,

@ Note

MRIBEFITEMLSBEFEE R Amazon Athena AFIEHE , B —TAM. BIEENESEILHE
HBEEOHE  SthuEesBETR.

1. # Athena FE AN L FEEEMRPEE TR,
2. 1#1# ams-change-record T{EF#H , ARIZR— T TEEHH,

3. REPEHSE FH R HiEIZE ams-change-record-database, ams-change-record-database ‘@& ams-
change-record-table &%,

4. REFEBEERPEZECHFHEN,
5. RENEMREZET AMS Accelerate RENEMFE , LA UHIT. RERENERFTEDEE
LEHITHEB, Fl0 , ams_session_accesses_v1 &,

WNEFEER AMS Accelerate ERN TBIEE | T2 FERESN,
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6. AEERBEHFEF[ A WPV ANRBEERYE ; BRERT , EHRGRERLFE KUK
8E,

7. 112 Run query (BL1T&E),

REEM

AMS Accelerate IR BB AT LATE Athena TR AP FERANTEREN. BREIASIET RS,

(® Note

- FIEEHFEZ OHEEMAZAGEGRY  FIEEHEREERE 24 MERHT. UF
B A |, B2E TG  (EREH T B BB EERE,

- BOULREESENSERASEEHTETAETHIERN <PARAMETER_NAME>, #4TE
BUNENAFERIRALENSEIE,

- TEGERREHREAN, EEHT  FEZAGERKRESETHBEUERITR () E5.
FMIEEHHBLERECANBERTEHT , UFEAERSE., NREEEEEELZAGEMR
HHSHE  FBRTHENERITE () , YREEMR 28,

- FFIEEHEBESERHEIAM SessionIdh{EE IAM PincipalIldAl

« MITEANTERKRBCARAIREEAEZ D CloudTrail Bit. BETERAE , FEHA AWS
Athena EEitE =S,

EEEH
B #y/4ER A Outputs

B R : ams_access_session_query vl

Bt AMS Accelerate 7 (ZEH) IAM « EventTime : BV FEUERY BF &
BN T P& B Principalld : & « EventName : AWS E4E B
o e EﬁﬁHyZﬁﬂ?\Eg IAM (ASSumeRo|e)

IRAFIE AMS Accelerat Principal 55! #Fo

e 12 HY T M E2 48 B9 W5t 5 UNTOUE 1D « EventRegion : BGFERE) AWS B
. ERESE IAM . « Eventld : CloudTrail E# ID

o R . ENTIFIER : RESOURCE_
Principal ID f# 2i% f &5i& NAME . MEBHERET,

CUI 1 1oE 200 R gy

CEES L)
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AMS IEEESMEF

B RY/H#R

FEUR FHIE RFE R,
REF,

3

&R ABUHRERR1T |,
EHmESRTREENE
IAM Principalld #

#### ID###A##H TAM

Principal ID,

BB A EE AN
WHERE FaH&REH
EREREAEGHEY , U
Bt 3E AMS ZEL T /ER
B,

A

A BATE R B I B AR
HIERTHITES , BUR
ELEEZNTEY 1AM
Principalld.

EHFEZM . ams_events_query_ vl

Bt AMS Accelerate &
R FrE 2B B E

EE A% AMS
Accelerate £ & EFiRIEH
HIREFHITHMEEAH
1’EO

BB A AR EAN
WHERE FA$ Bk
useridentity.arn BRE 4
17, BH#tIE AMS AT
RH 2B BE,

()

ERAARBEE, F2
B 12 XER T RY B RS

EmE R,

* RequestParameters

Outputs

BusinessNeed & : ZEUIRF W
XFRREH, AFFHES : Suppor
tCase., Opsltem, Issue, Text.
BusinessNeed : ¥ EEEFEIRSE,
Flan |, XEERHFIID, Ops HH ID &,
BRFEE  FEHURFHESE T ID, 377
R P 0 B B L R R
RequestAccessType : B & EH
(System, OpsConsole, OpsAPI, U
nset)

« Accountld : AWS tRF ID

* RoleArn : B35 RoleArn

- EventTime : ERSZEVER B[S
« EventName : AWS EHE

(AssumeRole)

- EventRegion : EU§5ERK AWS E1F
« Eventld : CloudTrail 4 ID

RSB E

« ResponseElements : [E FEHY [E FE T

%,

- UserAgent : AWS CloudTrail £F &

REREN

EH#HEMW . ams_instance_access_sessions_query_vl

RREH
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AMS IEEESMEF

B RY/H#R LN

%18 AMS Accelerate & A datetime

BEE 1T E & 17 EX range. A2 EHEH
FR By B HA B R BB AR A o
{&[E AMS Accelerate
HITEREFEEMNEE
 BERHZETES

BB, BHESE.
#1TIEE ID. IAM
Principal ID. |IAM T
{EBEER ID, SSM I 4E
BEEX ID, S&AILAER

IAM Principal ID , #i8
ams_access_session
s_query_vl Athena
ERMBTFIHTER
ZEBERNESFHFHEE
Ao BRILAER SSM T
YEREER ID VB BATERRTE
I TERE R FFAE A |
BIE TP R AR A
REFRE, BFFHEER ,
DR ER#ITERE AWS
[Ei% & AWS Session
Manager £ 4&,

FREHBITUEBBRKRE
#H WHERE TAHH
useridentity &#& %138 %1
JE AMS i 1TEE.ZEL

EHEB

Outputs

Instanceld : #{T{E#& ID
SSMSession ID : SSM T{ERER ID
RoleArn : BBFE&EHR RoleArn
EventTime : EX{SF BV BFRS

EventName : AWS E4&8
(AssumeRole)

KBy AWS [Ei5
Eventld : CloudTrail &4 ID

EventRegion : HU {8

ams_privilege_escalation_events_query vl

RREH
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AMS IEEESMEF

B RY/H#R LN

EHt AMS F3E AMS £/ (i#F ) ACTIONEDB
EHEFT (23R ) BEH Y_PUT_USER_NAME

i actionedBy £ &R EHA
R EER TS =L, THE IAM &

REANEIERE. & pagee. fim, ams
#1#EF ActionedBy A
EAEHERRG , WER

access-admin,

EventName, Eventld, (1#H ) datetime
EventTime &, th&{& range. a2 EHUEH

[ B =R T A FR Y B HR B RS B AR o
WL, MRTERARZ

=4, AT AZH, A

ctionedBy EFiE R TEEL

AER  EEMA , Ffk

ZITBBR "--"

RIBEFEER , ActionedBy &
BEGEEA (TEET
REFMEFEAENERRE
HEH ), BEEERBEE
FRERABHNEN B
# WHERE F& = #
EE D EEYIPBRER
ok (), YiSTEEMNE
ACTIONEDBY_PUT_USE
R_NAME_HERE HMXAE
IAM ERESAEER,
A LATE SR B BB IR
BRTHITER , LURE
EfENRIERE,

EHEM . ams_resource_events_query vl

Outputs

+ Accountld : #RF ID

+ ActionedBy : ActionedBy FF & &
« EventTime : EVSZEVERY BEE

+ EventName : AWS EH#E

(AssumeRole).

- EventRegion : BR{EFERK AWS E1F
+ Eventld : CloudTrail &4 ID
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AMS IEEESMEF

B RY/H#R

BRI EEIR AMS 33E
AMS B AEH

RUEBEERLTRN
EHNEE, EHESER
ID i 5 BRI — B
7 ( EEH WHERE
FAHPRRERMVE
RESOURCE_INFO ), it
EEHZRERHITHRE
B ABE,

A

( %% ) RESOURCE_
INFO : EIREBIFF , |
AR IR P REfT AWS &
REY 1D, BAALEER
ARNs JE&. #ltn , EC2
HITERBNHTER

ID, DynamoDB &EHXI&KH
ER&KREMW. Cloudwat
ch Log B9 logGroupName
o

(#HA ) datetime
range. a2 EHEH
FR A B HA B R R AR Ao

EHEM . ams_session_events_query vl

B#t AMS Accelerate 7£
BSET/ERERBEHITH
BEABE

REEBEIERR LS
RN EHEE, EFET
IAM Principal ID %5 &5
RGN —ED (EEHH

( %E ) PRINCIPAL

_ID : T{EREERmvERE
ID, X% UNIQUE_ID
ENTIFIER : RESOURCE_
NAME . WNEFMER ,
A2 R BRI, &
LA 1T&E# "ams_sess
ion_ids_by_request

Outputs

Accountld : #&F ID
ActionedBy : ActionedBy & & #E
EventTime : BV 7BV BE RS

EventName : AWS =418
(AssumeRole).

EventRegion : B858RI AWS [E1F
Eventld : CloudTrail &4 ID

Accountld : #&F ID
ActionedBy : ActionedBy & &
EventTime : NS FZEVER B

EventName : AWS EHE 8
(AssumeRole)

EventRegion : BR§FERH AWS [E1F
Eventld : CloudTrail &4 ID

WHERE TRRRARE o v1v, pimsmemm
fui® PRINCIPAL_ID ), IAM 58 IDs /E&E, &
3 28 51 ¥ B IR T Y P BT LR S 7 I B A
ARADE, HOBRTRITER , 5L
REEERMFELY 1AM
Principalld.
(#EHA ) datetime
range. A2 EHEH
Y B A B S BB AR o
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B #y/#ER A Outputs

BB : ams_session_ids_by requester_vl

EMIEERRENIAME  (H4E) Requester :  + IAM Principalld - TR EREY 1AM
#8/ T1EREER IDso EEIRFHEEF ID (Hl Principal ID, #3\A& UNIQUE_ID

et rox mEETHAEE) = ENTIFIER : RESOURCE_NAME .
SRER TREREL (E pmpsmanirs WEHBET, , HSEH BRI

EHH WHERE Fa
WMAEBLE#A##) , WH
EENKESHEERNEEREZ

( f52n : OsConfiguratio BRI LERBREGERFNERTEH
n. AlarmManager % ) . TE#H , LUREEGHENTEL IAM

i Principalld.

EREWNFAE IAM T8 ] i

S?%mﬁﬁ £ ;fi)izgﬁgﬁﬁ - IAM Sessionld - FFERT AR ERHY 1AM
o g€o mRZ M 12X E/H TYERSER ID

Y B 5 B BB AR 1

+ EventTime : VS FEVER B

EREA T B S E R RS
FrEEHHES | NORRAERmERE. RIFER  FEEHHLERE— KU,

AR B EREEAEEXA yyyy/MM/Ad (6120 : 2021/01/01). FERE1E , ERBEHREH , MARE
BEFERAC. BRBEREBRE  FEA WU TEHER , ESRFEREFCNU 1SO 8601 13X yyyy-MM-
ddT HH : mm : ssZ ( #5180 : 2021-01-01T23 : 59 : 597) #7 ik Fi8 , R ERIRTE B LRI
LEGTHE , AL EEERRE A ERENSHREHRGHEEEEN. F2RUTEH,

® Note

EREEBUHENAMACESL X, F2EBE AR B BNKEREAES 7K Athena 5
BRRAK B #T Presto BB , LEEBREENMEEEZ S %,

HHER : BE 1 RRiBE 24 /M (F8ER ) & 218 CURRENT_DATE='2021/01/01" , EFiZ{&4
SREFABRE—XK , YiEEEN/LA B HRRE > '2020/12/31'

datetime > date_format(date_add('day', - 1, CURRENT_DATE), 'SY/%m/%d')

BEAEMR : BE 2 EAEH -
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datetime > date_format(date_add('month', - 2, CURRENT_DATE), '%Y/%m/%d')

BHAEBHR : MR 2 EEHZBEH

datetime > '2021/01/01'
AND
datetime < '2021/01/10'

RFEBACER B 12 /NFEH
REIBE1 RN EEER  RREHBBRE 12 MNFANAESEH

datetime > date_format(date_add('day', - 1, CURRENT_DATE), 'SY/%m/%d')

AND

eventtime > date_format(date_add('hour', - 12, CURRENT_TIMESTAMP), '%Y-%m-%dT%H:
%1:%sZ"')

RFEBEER TR 2 EREEE2EEM
EE 20211 A1 B4 12:00 2 2021 F£1 A 10 B TF 3: 00 2EHEH,

datetime > '2021/01/01' AND datetime < '2021/01/10'
AND
eventtime > '2021-01-01T12:00:00Z' AND eventtime < '2021-01-10T15:00:00Z'

TR E S
ams_access_session_query_vl

Name: ams_access_session_query_vl

Description: >-

The query provides more information on specific AMS access session.

The query accepts IAM Principal Id as an optional filter and returns event time,
business need for accessing the account, requester, ... etc.

By default; the query filter last day events only, the user can change the datetime
filter to search for more wide time range.

By default; the IAM Principalld filter is disabled. To enable it, remove "-- " from
that line.

AthenaQueryString: |-
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/*
The query provides list of AMS access sessions during specific time range.

The query accepts IAM Principal Id as an optional filter and returns event time,
business need for accessing the account, requester, ... etc.

By default, the query filters the last day's events only; you can change the
"datetime" filter to search for a wider time range.

By default; the IAM Principal ID filter is disabled (it shows access sessions for
all IAM principals).

If you want to only show access sessions for a particular IAM principal ID, remove
the double-dash (--) from

the "IAM Principal ID" filter line in the WHERE clause of the query, and replace
the placeholder "<IAM PrincipalId>" with the specific ID that you want.

You can run the query without the filter to determine the exact IAM Principalld
you want to filter with.

By default; the query only shows AMS access sessions. If you also want to show
non-AMS access sessions,
remove the "useragent" filter in the WHERE clause of the query.

For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries

*/

SELECT
json_extract_scalar(responseelements, '$.assumedRoleUser.assumedRoleId') AS "IAM
PrincipalId",
json_extract_scalar(responseelements, '$.credentials.accessKeyId') AS "IAM
SessionId",
eventtime AS "EventTime",
eventname AS "EventName",
awsregion AS "EventRegion",
eventid AS "EventId",
json_extract_scalar(requestparameters, '$.tags[@].value') AS "BusinessNeed",
json_extract_scalar(requestparameters, '$.tags[1].value') AS "BusinessNeedType",
json_extract_scalar(requestparameters, '$.tags[2].value') AS "Requester",
json_extract_scalar(requestparameters, '$.tags[3].value') AS "AccessRequestType"

FROM
"{DATABASE NAME HERE}".{TABLENAME HERE} <- This should auto-populate
WHERE
datetime > date_format(date_add('day', - 1, CURRENT_DATE), 'SY/%m/%d')
AND eventname = 'AssumeRole'
AND useragent = 'access.managedservices.amazonaws.com'
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-- AND json_extract_scalar(responseelements, '$.assumedRoleUser.assumedRoleld')
= '<IAM PrincipalId>'
ORDER BY eventtime

InsightsQueryString: |-

# The query provides list of AMS access sessions during specific time range.

# The query accepts IAM Principal Id as an optional filter and returns event time,
business need for accessing the account, requester, ... etc.

#

# By default; the IAM Principal ID filter is disabled (it shows access sessions for
all IAM principals).

# If you want to only show access sessions for a particular IAM principal ID, remove
the # (#) from

# the "IAM Principal ID" filter of the query, and replace the placeholder "<IAM
PrincipalId>" with the specific ID that you want.

# You can run the query without the filter to determine the exact IAM Principalld
you want to filter with.

#

# By default; the query only shows AMS access sessions. If you also want to show
non-AMS access sessions,

# remove the "useragent" filter from the query.

#

# For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries

filter eventName="AssumeRole" AND userAgent="access.managedservices.amazonaws.com"
# | filter responseElements.assumedRoleUser.assumedRoleId= "<IAM PrincipalId>"
| sort eventTime desc
| fields
responseElements.assumedRoleUser.assumedRoleId as IAMPrincipalld,
responseElements.credentials.accessKeyId as IAMSessionlId,
eventTime as EventTime,
eventName as EventName,
awsRegion as EventRegion,
eventID as EventId,
requestParameters.tags.
requestParameters.tags.
requestParameters.tags.
requestParameters.tags.

.value as BusinessNeed,
.value as BusinessNeedType,
.value as Requester,

.value as AccessRequestType

NN RS
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ams_events_query_vl

ams_events_query_vl.yaml
/*
The query provides list of events to track write actions for all AMS changes.
The query returns all write actions done on the account using that AMS role filter.

By default, the query filters the last day's events only; you can change the
"datetime" filter to search for a wider time range.

You can also track mutating actions done by non-AMS roles by removing the
"useridentity.arn" filter lines from the WHERE clause of the query.

For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes in
your AMS Accelerate accounts -> Default Queries

*/

SELECT
useridentity.principalIld AS "IAM PrincipalId",
useridentity.accesskeyid AS "IAM SessionId",
useridentity.accountid AS "AccountId",
useridentity.arn AS "RoleArn",
eventid AS "EventId",
eventname AS "EventName",
awsregion AS "EventRegion",
eventsource AS "EventService",
eventtime AS "EventTime",
requestparameters As "RequestParameters",
responseelements AS "ResponseElements",
useragent AS "UserAgent"
FROM
"{DATABASE NAME HERE}".{TABLENAME HERE} <- This should auto-populate
WHERE
readonly <> 'true'
AND
(
LOWER(useridentity.arn) LIKE '%/ams%'
OR LOWER(useridentity.arn) LIKE '%/customer_ssm_automation_role%'
)
ORDER BY eventtime
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ams_instance_access_sessions_query_vl

ams_instance_access_sessions_query_vl
/*

The query provides list of AMS Instance accesses during specific time range.

The query returns the list of AMS instance accesses; every record includes the event
time, the event AWS Region, the instance ID, the IAM session ID, and the SSM session
ID.

You can use the IAM Principal ID to get more details on the business need for
accessing the instance by using ams_access_session_query_v1l athena query.

You can use the SSM session ID to get more details on the instance access session,
including the start and end time of the session and log details, using the AWS Session
Manager Console in the instance's AWS Region.

You can also list non-AMS instance accesses by removing the "useridentity" filter
line in the WHERE clause of the query.

By default, the query filters the last day's events only; you can change the
"datetime" filter to search for a wider time range.

For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes in
your AMS Accelerate accounts -> Default Queries

*/

SELECT
useridentity.principalld AS "IAM PrincipalId",
useridentity.accesskeyid AS "IAM SessionId",
json_extract_scalar(requestparameters, '$.target') AS "InstanceId",
json_extract_scalar(responseelements, '$.sessionId') AS "SSM SessionId",
eventname AS "EventName",
awsregion AS "EventRegion",
eventid AS "EventId",
eventsource AS "EventService",
eventtime AS "EventTime"
FROM
"{DATABASE NAME HERE}".{TABLENAME HERE} <- This should auto-populate
WHERE
useridentity.sessionContext.sessionIssuer.arn like '%/ams_%
AND eventname = 'StartSession'
ORDER BY eventtime
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ams_privilege_escalation_events_query_vl

ams_privilege_escalation_events_query_vl.yaml

/*
The query provides list of events that can directly or potentially lead to a
privilege escalation.

The query accepts ActionedBy as an optional filter and returns EventName, EventId,
EventTime, ... etc.

All fields associated with the event are also returned. Some fields are blank if not
applicable for that event.

You can use the IAM Session ID to get more details about events happened in that
session by using ams_session_events_query_vl query.

By default, the query filters the last day's events only; you can change the
"datetime" filter to search for a wider time range.

By default, the ActionedBy filter is disabled (it shows privilege escalation events
from all users).

To show events for a particular user or role, remove the double-dash (--) from the
useridentity filter line in the WHERE clause of the query

and replace the placeholder "<ACTIONEDBY_PUT_USER_NAME_HERE>" with an IAM user or
role name.

You can run the query without the filter to determine the exact user you want to
filter with.

For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes in
your AMS Accelerate accounts -> Default Queries

*/

SELECT

useridentity.principalld AS "IAM PrincipalId",

useridentity.accesskeyid AS "IAM SessionId",

useridentity.accountid AS "AccountId",

reverse(split_part(reverse(useridentity.arn), ':', 1)) AS "ActionedBy",

eventname AS "EventName",

awsregion AS "EventRegion",

eventid AS "EventId",

eventtime AS "EventTime",

json_extract_scalar(requestparameters, '$.userName') AS "UserName",
json_extract_scalar(requestparameters, '$.roleName') AS "RoleName",
json_extract_scalar(requestparameters, '$.groupName') AS "GroupName",
json_extract_scalar(requestparameters, '$.policyArn') AS "PolicyArn",

$

json_extract_scalar(requestparameters, .policyName') AS "PolicyName",
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json_extract_scalar(requestparameters, '$.permissionsBoundary') AS
"PermissionsBoundary",

json_extract_scalar(requestparameters, '$.instanceProfileName') AS
"InstanceProfileName",

json_extract_scalar(requestparameters, '$.openIDConnectProviderArn') AS
"OpenIDConnectProviderArn",

json_extract_scalar(requestparameters, '$.serialNumber') AS "SerialNumber",

json_extract_scalar(requestparameters, '$.serverCertificateName') AS
"ServerCertificateName",

json_extract_scalar(requestparameters, '$.accessKeyId') AS "AccessKeyId",

json_extract_scalar(requestparameters, '$.certificateId') AS "CertificateId",

json_extract_scalar(requestparameters, '$.newUserName') AS "NewUserName",

json_extract_scalar(requestparameters, '$.newGroupName') AS "NewGroupName",

json_extract_scalar(requestparameters, '$.newServerCertificateName') AS
"NewServerCertificateName",

json_extract_scalar(requestparameters, '$.name') AS "SAMLProviderName",

json_extract_scalar(requestparameters, '$.sAMLProviderArn') AS "SAMLProviderArn",

json_extract_scalar(requestparameters, '$.sSHPublicKeyId') AS "SSHPublicKeyId",

json_extract_scalar(requestparameters, '$.virtualMFADeviceName') AS

"VirtualMFADeviceName"
FROM
"{DATABASE NAME HERE}".{TABLENAME HERE} <- This should auto-populate
WHERE
(
-- More event names can be found at https://docs.aws.amazon.com/IAM/latest/
UserGuide/list_identityandaccessmanagement.html

eventname LIKE 'Add%' OR

eventname LIKE 'Attach%' OR

eventname LIKE 'Delete%' AND eventname != 'DeleteAccountAlias' OR
eventname LIKE 'Detach%' OR

eventname LIKE 'Create%' AND eventname != 'CreateAccountAlias' OR
eventname LIKE 'Put%' OR

eventname LIKE 'Remove%' OR

eventname LIKE 'Update%' OR

eventname LIKE 'Upload%' OR

eventname = 'DeactivateMFADevice' OR

eventname = 'EnableMFADevice' OR

eventname = 'ResetServiceSpecificCredential' OR

eventname = 'SetDefaultPolicyVersion'

)

AND eventsource =
ORDER BY eventtime

'iam.amazonaws.com'
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ams_resource_events_query_vl

Name: ams_resource_events_query_vl

Description: >-
The query provides list of events done on specific resource.
The query accepts resource id as part of the filters, and return all write actions
done on that resource.
By default; the query list the accesses for last day, the user can change the time
range by changing the datetime filter.

AthenaQueryString: |-
/*

The query provides list of events done on specific resource.

The query accepts the resource ID as part of the filters (replace the placeholder
"<RESOURCE_INFO>" in the WHERE clause of the query),

and returns all write actions done on that resource. The resource ID can be an ID
for any AWS resource in the account.

Example: An instance ID for an EC2 instance, table name for a DynamoDB table,
logGroupName for a CloudwWatch Log, etc.

By default, the query filters the last day's events only; you can change the
"datetime" filter to search for a wider time range.

For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries

*/

SELECT
useridentity.principalld AS "IAM PrincipalId",
useridentity.accesskeyid AS "IAM SessionId",
useridentity.accountid AS "AccountId",
reverse(split_part(reverse(useridentity.arn), ':', 1)) AS "ActionedBy",
eventname AS "EventName",
awsregion AS "EventRegion",
eventid AS "EventId",
eventsource AS "EventService",
eventtime AS "EventTime"
FROM
"{DATABASE NAME HERE}".{TABLENAME HERE} <- This should auto-populate
WHERE
datetime > date_format(date_add('day', - 1, CURRENT_DATE), 'SY/%m/%d')
AND readonly <> 'true'
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AND

(
requestparameters LIKE '%<RESOURCE_INFO>%'
OR responseelements LIKE '%<RESOURCE_INFO>%'

)
ORDER BY eventtime

InsightsQueryString: |-
# The query provides list of events done on specific resource.
#
# The query accepts the resource ID as part of the filters (replace the placeholder
"<RESOURCE_INFO>" in the filter of the query),
# and returns all write actions done on that resource. The resource ID can be an ID
for any AWS resource in the account.
# Example: An instance ID for an EC2 instance, table name for a DynamoDB table,
logGroupName for a CloudWatch Log, etc.
#
# For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries

filter readOnly=0
| parse @message '"requestParameters":{*}' as RequestParameters
| parse @message '"responseElements":{*}' as ResponseElements
# | filter RequestParameters like "RESOURCE_INFO" or ResponseElements like
"<RESOURCE_INFO>"
| fields
userIdentity.principalld as IAMPrincipalld,
userIdentity.accessKeyId as IAMSessionld,
userIdentity.accountId as AccountId,
userIdentity.arn as ActionedBy,
eventName as EventName,
awsRegion as EventRegion,
eventID as EventId,
eventSource as EventService,
eventTime as EventTime
| display IAMPrincipalld, IAMSessionId, AccountId, ActionedBy, EventName,
EventRegion, EventId, EventService, EventTime
| sort eventTime desc

ams_session_events_query_vl

Name: ams_session_events_query_vl
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Description: >-
The query provides list of events done on specific session.
The query accepts IAM Principal Id as part of the filters, and return all write
actions done on that resource.
By default; the query list the accesses for last day, the user can change the time
range by changing the datetime filter.

AthenaQueryString: |-
/*

The query provides a list of events executed on a specific session.

The query accepts the IAM principal ID as part of the filters (replace the
placeholder "<PRINCIPAL_ID>" in the WHERE clause of the query),
and returns all write actions done on that resource.

By default, the query filters the last day's events only; you can change the
"datetime" filter to search for a wider time range.

For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries

*/

SELECT
useridentity.principalld AS "IAM PrincipalId",
useridentity.accesskeyid AS "IAM SessionId",
useridentity.accountid AS "AccountId",
reverse(split_part(reverse(useridentity.arn), ':', 1)) AS "ActionedBy",
eventname AS "EventName",
awsregion AS "EventRegion",
eventsource AS "EventService",
eventtime AS "EventTime",
requestparameters As "RequestParameters",
responseelements AS "ResponseElements",
useragent AS "UserAgent"
FROM
"{DATABASE NAME HERE}".{TABLENAME HERE} <- This should auto-populate WHERE
useridentity.principalid = '<PRINCIPAL_ID>'
AND datetime > date_format(date_add('day', - 1, CURRENT_DATE), '%Y/%m/%d')
AND readonly <> 'true'
ORDER BY eventtime

InsightsQueryString: |-
# The query provides a list of events executed on a specific session.
#
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# The query accepts the IAM principal ID as part of the filters (replace the
placeholder "<PRINCIPAL_ID>" in the filter of the query),

# and returns all write actions done on that resource.

#

# For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries

filter readOnly=0 AND userIdentity.principalld = "<IAM Principal>"
| sort eventTime desc
| fields
userIdentity.accessKeyId as IAMSessionlId,
userIdentity.principalld as IAMPrincipalld,
userIdentity.accountId as AccountId,
userIdentity.arn as ActionedBy,
eventName as EventName,
awsRegion as EventRegion,
eventSource as EventService,
eventTime as EventTime,
userAgent as UserAgent
| parse @message '"requestParameters":{*}' as RequestParameters
| parse @message '"responseElements":{*}' as ResponseElements

ams_session_ids_by_requester_vil

Name: ams_session_ids_by_requester_vl

Description: >-
The query provides list of IAM Principal/Session Ids for specific requester.
The query accepts requester and return all IAM Principal/Session Ids by that
requester during specific time range.
By default; the query list the accesses for last day, the user can change the time
range by changing the datetime filter.

AthenaQueryString: |-
/*

The query provides list of IAM Principal IDs for a specific requester.

The query accepts the requester (replace placeholder "<Requester>" in the WHERE
clause of the query),
and returns all IAM Principal IDs by that requester during a specific time range.

By default, the query filters the last day's events only; you can change the
"datetime" filter to search for a wider time range.
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For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries

*/

SELECT
json_extract_scalar(responseelements, '$.assumedRoleUser.assumedRoleId') AS "IAM
PrincipalId",
json_extract_scalar(responseelements, '$.credentials.accessKeyId') AS "IAM
SessionIId",
eventtime AS "EventTime"

FROM
"{DATABASE NAME HERE}".{TABLENAME HERE} <- This should auto-populate
WHERE
datetime > date_format(date_add('day', - 1, CURRENT_DATE), '%Y/%m/%d')
AND json_extract_scalar(requestparameters, '$.tags[2].value') = '<Requester>'

ORDER BY eventtime

InsightsQueryString: |-
# The query provides list of IAM Principal IDs for a specific requester.
#
# The query accepts the requester (replace placeholder "<Requester>" in the filter
of the query),
# and returns all IAM Principal IDs by that requester during a specific time range.
#
# For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries
filter eventName="AssumeRole" AND requestParameters.tags.2.value="<Requester>"
| sort eventTime desc
| fields
responseElements.assumedRoleUser.assumedRoleId as IAMPrincipalld,
responseElements.credentials.accessKeyId as IAMSessionld,
eventTime as EventTime

BB
HITEECHREHTE NI :

» Athena
+ athena:GetWorkGroup

+ athena:StartQueryExecution
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 athena:ListDataCatalogs

+ athena:GetQueryExecution

+ athena:GetQueryResults

 athena:BatchGetNamedQuery

 athena:ListWorkGroups

 athena:UpdateWorkGroup

 athena:GetNamedQuery

« athena:ListQueryExecutions

+ athena:ListNamedQueries
« AWS KMS

« kms: %

« AWS KMS #N8R Accelerate £/ CloudTrail B #tE 4 Amazon S3 REFIFRERFRE (£
Fl SSE-KMS m# ) , BlA AMSCloudTrailLogManagement B9 &$8 ID &K AWS KMS &
#® ID, CloudTrail Amazon S3 https://docs.aws.amazon.com/AmazonS3/latest/userguide/
UsingKMSEncryption.html

+ AWS Glue

* glue : GetDatabase

* glue : GetTables
* glue : GetDatabases
* glue : GetTable

« Amazon S3 FEHEfZEL

« Amazon S3 f##ZEr#8 CloudTrail ERFEMIE : ams-aAccountId-cloudtrail-primary region ,
HIEM Amazon S3 fEZETEE B, CloudTrail BHtZE# Amazon S3 fFIFEBERERE,

« Amazon S3 B AfFH

« Athena B4 &M R Amazon S3 #1FETR : ams-aAccountId athena-results-primary
region
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AWS Systems Manager £ Accelerate H

AWS Systems Manager X (SSM X f ) E# Systems Manager ¥f AWS EREITHE
{E. Systems Manager @& +#EREREN G , BANEHITHBEESH. XHEA
JavaScript #1#F#8525% (JSON) = YAML , EFBREIEEN ST BNSE,

AWS Managed Services (AMS) & SSM XM ZEEEMHEE. AMS HEER SSM XHRSEMAR
AMS IREH A , —2UTEE FH (AWSManagedServices-*) Bi#& , ¥ 7E Systems Manager £ &
R , W0 Amazon PR . SSM XHBRMBME AMS FBFEE AWS REEX , T EEREXHE
WEHPEESEHEER. NEHA SSM XHH AWS REBEKNFHEEN , F2EHEH SSM X
HHREER

Al FIBY AMS Accelerate SSM X4

AMS Accelerate SSM X #4-{E#t AMS Accelerate EFEER , AR BBLIREIEREBUIREENIR
=8

EEMR BEFE AN AMS Accelerate SSM X ¥ AWS Management Console :

1. ZEAWS Systems Manager 2 & BRI Systems ManagerE£12 &,
2. EBEHRHAA,
3. EEEIHR  XHEBBFEEE , AREN , LEERES AWSManagedServices-o

W%E AWS CLI 283 |, FF2EEA LA SSM X,

AMS Accelerate SSM I HRr A

SSM XX ERAEH|, AMS Accelerate SSM XHEEZREFWIIRF SN , hEEZEEHEAH, ©M
B AMS Accelerate £ EIB MR , LUERERE,

MARFESREESE AWS BEEHFNESEXHEFRMER, EFMELAAR | W1EEE A E ST
AR UETRINRAFES  ERHEN  YFARTETASEMTE. NREZEELEMmMH AMS
Accelerate SSM X4 , BB H R #1TLLE AWS CLI :

aws ssm describe-document \
--name AWSManagedServices-DOCUMENTNAME \
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--output text --query "Document.Hash"

WRRE SSM XAV REEMAT , AlEf2MEER.

Systems Manager Ef&

AMS Accelerate SSM X HFEUS BAEBIRI A, FTRERASRIZE SSM XAV ER, HIERMH
TRERFEREMAMTE. WEFMES , FSE AWS Systems Manager E{E.
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DU
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