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Amazon Managed Blockchain (AMB) Access Polygon ERTEERA , At S EFTEE,
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ftBE 2 Amazon Managed Blockchain (AMB) Access
Polygon ?

Amazon Managed Blockchain (AMB) Access Polygon 2 —1E£ 2 & R¥ , Al i#BIE1E Polygon [EHk
8 F2EEEM Web3 FEFATEX . AMB Access Polygon 24 Polygon [E 58§ #Y Bl B £ (3] BR 88 7 EX o

Polygon R —EERME RS ER , FH Ethereum Virtual Machine (EVM) #E & E#, Polygon [EH25ELL
SRFEAEENERZERAEMR, Polygon BHRHEME A proof-of-stakeH ik, L@ FEAREEHR
NFTs, Web3 M FF{LEARGIZSHBN 2 HXEAER (dApps.

AIEER A MM E A Amazon Managed Blockchain (AMB) Access Polygon 3 F1EE Polygon [E#]
HER,

88 — )X AMB Access Polygon &£ f & &R
WMRIEREE —IXEH AMB Access Polygon , BB ARETYZH -

- B#HBLS : Amazon Managed Blockchain (AMB) Access Polygon
« Amazon Managed Blockchain (AMB) Access Polygon A P9
- AMB Access Polygon X EH S EEHHE AP F1 JSON-RPCs

2 — % AMB Access Polygon B &1 &R 1
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BB 8L . Amazon Managed Blockchain (AMB) Access
Polygon

(® Note
AR RER BT Polygon RAISRIVEL S, ELM S EE staking, dApps. X5, #£4.

BEEH. & (POL, %&HI&A MATIC) %, A Amazon Managed Blockchain (AMB)
Access Polygon 2 81 , B & E Polygon B & 24 Polygon wikio

Amazon Managed Blockchain (AMB) Access Polygon 7] # #& & 7] fR 852 EX Polygon Mainnet
Polygon Mainnet 85§ , MEE R M EMEET{T Polygon ERERIE , BITHH. W N2 BHEE
SERRAEZELERERE, BIERXS , USHEARUSEERRERE, B UERALLZERBRE
B REFE 77 EL Polygon #8EE , HE MR KR RS KA

#EiB AMB Access Polygon , 2] LAfZER JSON =i F2/F (JSON-RPC) FEM, e LA A Polygon
JSON-RPCs , BEZ EEMESTENEZHEE Polygon BHRHEER. EATLLEER AMB Access Polygon
Bl 7 2R B 3% FE FA 82 Polygon B #EE B8 2 BN EEAE dApps). dApps TRAIHRH —HBr2EE
&0, BAILUIER AMB Access Polygon Z BEE S A HEBE R Polygon [EHRHFEH, &t Al LUE
iB&H¥ AMB Access Polygon im 2658 JSON-RPCs , A D B AN BAIEHEZ 8 BKRE AT , K
RERGT, XFFMEA. BHEASEWERE, Polygon BENEMHSFHMIUMZNBEEESH.

/A Important

EEEY, #E, FAMEE Polygon ik, Bt HEEE Polygon it AR, HRE
Amazon Managed Blockchain L Polygon Ei#EBEB UM EMR S AWS , BiFE&

=
Bo

£ Amazon Managed Blockchain (AMB) Access Polygon V& £
PR &l

& & A Amazon Managed Blockchain (AMB) Access Polygon B | 58 ZE T 5I$EE :

© XENZRTEH

ZEERH 2


https://polygon.technology/developers
https://wiki.polygon.technology/

AVB 28T CEYCE
AMB Access Polygon & T 5N E#3EK -

« Mainnet - Hproof-of-stake £ SR EM N E Polygon E#E5E | AR BITMRXZ Polygon (POL) R
. Mainnet ERXZEFERE (IFELERALR )  ISRHELEEREL,

Polygon B XX A8

- 0 Polygon Labs Fi{EiE , =8 Testnet BEAEE 4 AR HT., BLEE , AMB Access Polygon
B 2024 £ 4 B 15 AR IEHERE Testnet WX B, RFEZEFER Amoy Testnet AIFH THEE
o

- FTXEFBHEE,
It , AMB Access Polygon @& ¥} Polygon zkEVM #BE I 8,
- EHAME=AEARTERNENEEME

AMB Access Polygon EEZ IR ERRETIERNEES , HlW0 ethers.js , AIZERBASFEABENIE
B2 Polygon BB EE K RERESHAEFIREFZHEARER,

- XENES

IR EXEXBRE (MHFEmILE ) BE.
o R imE
LR 2 AMB Access Polygon BRI inE. HEE RBER , EL4ACASEEF —EXEEEMN
U
* mainnet.polygon.managedblockchain.us-east-1.amazonaws.com

. FXERE

AMB Access Polygon T3 Polygon (POL) & 7 5% 7% 25 8 B 3R 12 f proof-of-stake,
- HBZBF JSON-RPC FBRE 4 IX

£ Amazon Managed Blockchain _EFAY Polygon JSON-RPCs & , &R LUEIBMEA Signature £ 4
[REEEREFBEBN HTTPS ERRHTIHRE, ERXRTABIRFHHEE IAM AWS TR ATLH#ELT
Polygon JSON-RPC M, EEiSHM , XERFWUEMLE AWS BE ( FHE%® ID NABENRE
).

/A Important
- FAEELRERENEARAPRBRAFREAER,

ZEERH 3


https://polygon.technology/blog/polygon-pos-is-cooking-the-napoli-upgrade-means-better-ux-the-mumbai-testnet-takes-a-bow
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

AVB FES 8T BB A B
« SBAREGER 1AM BER AR R HI¥ BB 238 2 JSON-RPCsFHL,

c XERUFHRERNER

B ] LUE A Accessor FEBL¥] Polygon #82% i% B 4T JSON-RPC FELY | 4 Signature 28 4 kR
(SigV4) HERFNEFNBR AR, BUAEBILLING_TOKENRREEVHWHEP —EfR4ERRMY X
TR 3TE ASH.

/A Important
- MREBELZLUMARKMEEEEERNME L , FHA Sigv4 HEERF.
- A LAEH Signature 2 4 kR (Sigv4) M F A B ZEURFE Polygon JSON-RPCs, A

B, MRRREFEHEMEEAGE , EFNBRSESIEE,
« BEETREEHOERENERARERXPHERA Accessor Z£F,
- EXERXRERRS

£ eth_sendrawtransaction JSON-RPC XX E# Polygon EREMRENR F

ZEERH 4


https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html

AMB ZH %2 FMBABER

&% Amazon Managed Blockchain (AMB) Access Polygon

% — XA Amazon Managed Blockchain (AMB) Access Polygon 2 Bi , S5 BREAES WS BET
AWS tRF, T—EFwmuMB%KER AMB Access Polygon,

£ AMB Access Polygon B9 7t iR &4
AWS E—REM 28 , ELERE AWS IS,
s it AWS

2R B AWS |, 88 AWS 1RF 2 BEEMATE AWS BR# , 2% Amazon Managed Blockchain
(AMB) Access Polygon., &R EEEFIERANRBESE,

MREEH AWSIRF | BRIET —ESR. WREERE AWS IRF , FEA TIREFEILMIKS,
B AWS IRF

1. BERX https://portal.aws.amazon.com/billing/signup.
2. FREEMLETRET,

AMEFN—Bo LREEREFIAXFAL  AREEFRE LB ARER.

BN B AWSIRFE , AWSIRFREAEESRY . REAEFTEFIKIRFFHFRE AWS IR
BHNER. FRAZERAERR  FREEFIEERGERASE Y EECERAREAERUTER
REMEFIRENEL,

BYEFEEHTHN IAM ERAE

EEEVIHNMER AMB Access Polygon , BXEEBAFLEZERIREEER AWS Identity and
Access Management (IAM) ZEA ( EAESREE ) -

£ Amazon Managed Blockchain _EFEAY Polygon JSON-RPCs B , &R LUEIBE A Signature 5 4 ki
HEEFREN HTTPS ERRBMITIHEME, EXRTRAERFFHRE IAM AWS FRTEEETZET
JSON-RPC M0, FHEEHM , X EMEA FUHRA AWS BE (FH&# D NAZEFIEE® ) .

&t o] BUEF Accessor B ¥ 238 24858 i Bhit 1T JSON-RPC FERY | %% Signature 5 4 i (Sigv4)
BEEFNEMNERS R, LXEBILLING_TOKENRZEZ IMEF —ERAFRFRME  EFUF

£ AMB Access Polygon B 7SR 1% 4 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html

AMB ZH %2 FMBABER

8 MASH., T8 , BNAEE IAM 7B |, T EESEA AWS Management Console AWS CLI
N SDK By Btk F RFFF A,

MEBWMAEY IAM ERENEF , F2REAWS IRFHRET IAM EHE. NFE DTS A BERE
EEERENFAEN  F2 Bﬁ*&;ii IAM fEHZEETR]. MBAARKRFEREFFAUER AMB

Access Polygon BYEF AT BUR 45 , 5528 Amazon Managed Blockchain (AMB) Access Polygon #) &
S B BEREH,

28N TE AWS Command Line Interface

RIG T RIEEM

FE 24t latest AWS Command Line Interface (AWS CLI) LAf 5k B #& i # AWS
MER. MEFHMEA , B

SRLZEREFRIMRALN AWS CLI,

(® Note

R CLI FH , £KFEFNER D MAEENER. BURCARKNER K MARRHIER
iR, MBI SHFHER D, ABEFHER , UREHBRMRIPNZ 2. NFH
WMER , F2H (AM E£RERERE) FRVEE AWS EIR6EA REEE.

it
R
X

& AWS Command Line Interface 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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Amazon Managed Blockchain (AMB) Access Polygon A9

FERAAEHRNERANERF , FRAEA Amazon Managed Blockchain (AMB) Access Polygon.
X8
- BV IAM BURATFEL Polygon [ 38 5248 5%

- £/ £ AMB Access RPC fRigss LIRH Zi B FRmERFFW (RPC) 3K AWS Management
Console

- awscurl £/ £ $31EH AMB Access Polygon JSON-RPC 55k AWS CLI
* 7£ Node.js #R H %82 JSON-RPC 5F3K

3 IAM BUR LAfZEN Polygon [& 38 8 48 2%

# E17H Polygon Mainnet B9/ A ik 2 LL4T JSON-RPC FERY | 824 E%EH EH Amazon Managed
Blockchain (AWS_ACCESS_KEY_IDAMBAWS_SECRET_ACCESS_KEY) Access Polygon #EE IAM FF 1]
WERAEZAER (M), £E2R%E AWS CLI WRIRHEF |, BT T aSREL IAM BERAFERE
Polygon i 2 :

cat <<EOT > ~/amb-polygon-access-policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBPolygonAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcPolygon*"
1,
"Resource": "*"
}
]
}
EOT

aws iam create-policy --policy-name AmazonManagedBlockchainPolygonAccess --policy-
document file://$HOME/amb-polygon-access-policy.json

3 IAM BUR !
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® Note
F—EgEHEEEEFETANZ AR, TEFEESERE  BEATHAction®
STl

* "managedblockchain:InvokeRpcPolygonMainnet"

BIBRz® , FABEREEZEZ IAMFRENAG , BBERENR. £ B AWS
Management Console , BEZ IAM R , WA BEREZEIEIRE IAM £
#AmazonManagedBlockchainPolygonAccessf B,

£/ £ AMB Access RPC #wr#Ess IR HH Z 2 LR miZ = (RPC)
a8k AWS Management Console

& A LAE A AWS Management Console AMB Access Polygon £ LR, SREMIRERIHEF MY
(RPCs). ZEiBEL RPCs , A LATE Polygon #3% LEMERFNBEAR S , BEHENERNKRZ 1R
R ZE Polygon #8# .

Example

T5IgEHREBMAER eth_getBlockByNumber RPC RS HFERNIHEENA. SR ABERNEH
SFALBECHEA K RBEJHIHOHEFP—E RPC 5 , REWMAFTENEBER A,

1. 7E https : //https://console.aws.amazon.com/managedblockchain/ B Managed Blockchain £
B2aE,.

1 RPC fREESR.

EFBEREERT , 1BIE POLYGON_MAINNE TH R##t###

B2 eth_getBlockByNumberfi® RPC J %,

WA latestifiRa#ns , RARIBE FalseMATERZEE,

A& |, EEEX RPC,

BRI EREERPES latest BIRMNER. AR, BULERTENRERZ ETE—F
oM NERAEXNEREBEPEA .

N o a bk~ b

WMEFMEF , 552 AMB Access Polygon 71 RPCs

Fi2 A RPC &l 8


https://console.aws.amazon.com/managedblockchain/
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-api.html
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awscurl £/ £ F12H AMB Access Polygon JSON-RPC 53K
AWS CLI

Example

{Eﬁi Signature 2 4 iR (SigV4) ERAEH IAM EFREZAERZEBFRRK , LMEE AMB Access Polygon
U BB %38 2 JSON-RPC 58K, awscurl s wH TE A HBIEFER Sigv4 2B ¥ AWS BRIEMEE
Ko MEFHMEN , 5528 awscurl https : //README.md,

FRERRECIEERRN HitawscurlEZ#E . £ macOS L |, BEMEH HomeBrew EEAER

brew install awscurl

MREDREIFZE AWS CLI , B IAM FRHEZAERNTERE AWS BE EEEZNREFERE
W A[1FEL awscurl, £/ awscurl , FEBWA eth_getBlockByNumber RPC @ Polygon Mainnet
RRXFBER, RWEZHEZTLAEFNEANRIRGRNFTESHY,

T EfEAparamsfEy|RHYELRGESR , & Polygon Mainnet BENERER | LURINERMEUEERN
HERR,

awscurl -X POST -d '{ "jsonrpc": "2.0", "id": "eth_getBlockByNumber-curltest",
"method" :"eth_getBlockByNumber", "params":["latest", false] }' --service
managedblockchain https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com -k

® Tip
BT LA REMERER |, curlER B ER AMB Access Accessor Token B 7F
HNIheE, MESHFMEN K F2REUNEEUFTHFAERNENNEEESEFZA , A% EH AVB
Access Polygon 553K

curl -X POST -d '{"jsonrpc":"2.0", "id": "eth_getBlockByNumber-curltest",
"method" :"eth_getBlockByNumber", "params":["latest", false] }'
'https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com?
billingtoken=your-billing-token'

F-aTHEREFSEQSHNERNEEER. UIFHRA ,

:I:I‘H
W%

2R T 5IEH]

awscurl RPC il 9


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
https://github.com/okigan/awscurl#readme

AMB ZH %2 FMBABER

{"error":null,"id":"eth_getBlockByNumber-curltest", "jsonrpc":"1.0",
"result":{"baseFeePerGas":"0x873bf591e", "difficulty":"0x18",
"extraData":"0xd78301000683626T72886761312e32312e32856c696e757800000000000000009a

423a58511085d90eaf15201a612af21lccbfle9f8350455adaba@d27effOecc4133e8cd255888304cc

67176a33b451277c2c3clabab482d2ec25eel573e8bad00",

"gasLimit":"@x1c9c380", "gasUsed":"@Ox14cal4d",
"hash":"0x1ee390533a3abc3c8e1306cc1690a1d28d913d27b437c74c761lelas9*****x*x*x. 1
"nonce":"0x0000000000000000" , "number" : "Ox2f@ec4d",

"parentHash" :"@x27d47bc2c47a6d329eb8aab2c1353f60e138fb0@c596e3e8e9425del63afdbdec”,
"receiptsRoot":"0x394da96025e51cc69bbe3644bctel302942c2abcabbf@cf241a5724c74c063fd",

"sha3Uncles":"@xldcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0al142fd40d49347",
"size":"@xbdéb",
"stateRoot":"0@x7ca9363cfe9bat4dlc@dca3159461b2cca8604394e69b30af@5d7d5clbeeabe3”,
"timestamp":"@Ox653ff542",

"totalDifficulty":"0x33eb@1dd", "transactions":[...],

"transactionsRoot":"@xdal602c66ffd746dd470e90a47488114a9d00f600ab598466ecc@f3340b24e0c",
"uncles":[]1}}

£ Node.js AR H %2 JSON-RPC B3R

BATLABER HTTPS R #EEBMFER , LUEA Node.js FHIE4E hitps ##H7FE Polygon Mainnet
B ERAE=FEXE , flm AXIOS , 2RI Polygon JSON-RPCs, https://nodejs.org/api/
https.html T~ %l Node.js &5l /R&FN{aE A Signature 5 4 ki (Sigv4) MEZFFHZEL , 3 AMB Access
Polygon i% 212 i Polygon JSON-RPC 53R, E— g8 SR —EibutEIAES —@ttbut , M
THEHEREREBRRZFHEANEEHEER.

Example
EEFTIHEHS Node.js EETTE , FEATIIRRIFH :

1. BHME AR EHHIEAEES (wm) A Nodejs. EAMEHERIMEERGNZLER,

2. A node --versionMm S AEREIEEEA Node 18 lRREFIRA, MMRFE , B UFEH
nvm install v18.12.0%% , BHEIEE nvm use v18.12.0%% , LH#E 18 Mk , Bl Node B9
LTS krAs,

Node.js RPC #ij| 10


https://axios-http.com
https://nodejs.org/api/https.html
https://nodejs.org/api/https.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://github.com/nvm-sh/nvm

AMB ZH %2 FMBABER

3. IRIEEH AWS_ACCESS_KEY_IDFl AWS_SECRET_ACCESS_KEYMA#EASEHE t(REMHEBNZEAE

EATHGT  SELBRERAAFPKLENFR, BTIFRPNISEIRRA IAM EREIRS
HEEE.

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

TERFIBERGH 2R  BEAGREFNENRRES B TIERERIAYIREPHE &

package.json

"name": "polygon-rpc",
"version": "1.0.0",
"description": "",
"main": "index.js",
"scripts": {

"test": "echo \"Error: no test specified\" && exit 1"
b
"author":
"license": "ISC",

"dependencies": {

"ethers": "76.8.1",

"@aws-crypto/sha256-js": "A5.2.0",

"@aws-sdk/credential-provider-node": "~3.360.0",

"@aws-sdk/protocol-http": "7A3.357.0",

"@aws-sdk/signature-v4": "A3.357.0",

"axios": "M1.6.2"

mnn
’

dispatch-evm-rpc.js

const axios = require("axios");

const SHA256 = require("@aws-crypto/sha256-js").Sha256;

const defaultProvider = require("@aws-sdk/credential-provider-node").defaultProvider;
const HttpRequest = require("eaws-sdk/protocol-http").HttpRequest;

const SignatureV4 = require("eaws-sdk/signature-v4").SignatureV4;

Node.js RPC #ij| 11
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FMBABER

// define a signer object with AWS service name,
const signer = new SignatureVa4({

credentials: defaultProvider(),

service: "managedblockchain",

region: "us-east-1",

sha256: SHA256,
18

const rpcRequest = async (rpcEndpoint, rpc) => {

// parse the URL into its component parts (e.g.

let url = new URL(rpcEndpoint);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(rpc),
method: "POST",
headers: {
"Content-Type": "application/json",
"Accept-Encoding": "gzip",
host: url.hostname,
I
1);

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({
...signedRequest,
url: url,
data: req.body,
18
return response.data;
} catch (error) {

credentials, and region

host, path)

console.error("Something went wrong: ", error);

}
i

module.exports = { rpcRequest: rpcRequest };

Node.js RPC &4l
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sendTx.js
/A Warning
THERABEAENRSLES® , £/ EL£E3 SignerEthers. js , ERARTE, B2E
SEREPFEALERS  BATEEEEESYERELTEER,
MEFE , FHEENEFER , URHEBRE 3N Signer REEBEBHNER.
const ethers = require("ethers");
//set AMB Access Polygon endpoint using token based access (TBA)
let token = "your-billing-token"
let url = “https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com?
billingtoken=${token}";
//prevent batch RPCs
let options = {
batchMaxCount: 1,
i
//create JSON RPC provider with AMB Access endpoint and options
let provider = new ethers.JsonRpcProvider(url, null, options);
let sendTx = async (to) => {
//create an instance of the Wallet class with a private key
//D0 NOT USE A WALLET YOU USE ON MAINNET, NEVER USE A RAW PRIVATE KEY IN PROD
let pk = "wallet-private-key";
let signer = new ethers.Wallet(pk, provider);
//use this wallet to send a transaction of POL from one address to another
const tx = await signer.sendTransaction({
to: to,
value: ethers.parseUnits("@.0001", "ether"),
1);
console.log(tx);
i
sendTx("recipent-address");
Node.js RPC #ij| 13
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readTx.js

let rpcRequest = require("./dispatch-evm-rpc").rpcRequest;
let ethers = require("ethers");

let getTxDetails = async (txHash) => {
//set url to a Signature Version 4 endpoint for AMB Access
let url = "https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com";

//set RPC request body to get transaction details
let getTransactionByHash = {

id: "1",

jsonrpc: "2.0",

method: "eth_getTransactionByHash",

params: [txHash],
};

//make RPC request for transaction details
let txDetails = await rpcRequest(url, getTransactionByHash);

//set RPC request body to get recipient user balance
let getBalance = {

id: "2",

jsonrpc: "2.0",

method: "eth_getBalance",

params: [txDetails.result.to, "latest"],

};

//make RPC request for recipient user balance
let recipientBalance = await rpcRequest(url, getBalance);

console.log("TX DETAILS: ", txDetails.result, "BALANCE: ",
ethers.formatEther(recipientBalance.result));

I

getTxDetails("your-transaction-id");

HELERMBEEZENERE  FEATIGSRENTENBAFNAMKE

npm install

Node.js RPC #ij| 14
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£ Node.js FEIER S

LREEHIEIB B R 5B WA AMB Access Polygon EE#EZE Polygon Mainnet , #§ R4 Polygon
Mainnet #%F (POL) ft —fElithut ExE S —Eibit. EEFITUAAEZE  BER EFH
#ZsendTx.jsEREMEA Ethers. js , EREAMNBENE , ATEE% Polygon #Y Ethereum H
Ethereum A EREES, EFEEUMIERBERNEXBIRA=EEY , S FWARUFHR
ERFEbillingTokenZBHF/HH . BARZEXSZNWILE S , MUIREWR POL B4 At
ik,

® Tip
BMEZLANEBNEBIFTNAEESR (83 ) MIAEEECHEENES , UBREXE
SHE, BULER Ethers BXEMN & 38 BIS £ createRandom() RE 4 82T LUHAIE,
A, MREBFEE[M Polygon Mainnet 553K POL |, BAIBAMEHAE POL KEEFERLVERAR
:

# billingToken, BEERINFMBS|/MBH AN FTIBERENGR , BUUBITTIER
BREERS , & .0001 POL #ZM b EIXE S —{Etbut , W FEH AMB Access Polygon EiEZE
Polygon Mainnet B0} eth_sendRawTransaction JSON-RPC,

node sendTx.js

WE Ay @ AT AR

TransactionResponse {

provider: JsonRpcProvider {3},

blockNumber: null,

blockHash: null,

index: undefined,

hash: '0x8d7538b4841261c5120c0a4dd66359e8ee189e7d1d34ach646a1d9923******xx1
type: 2,

to: 'Oxd2bb4f4flBdC4CB54T715C249Fc5q991****x*x*%x 1
from: 'Oxcf2C679AC6cb7de@9Bf6BB6@42ecCFQ5****x*xx* 1
nonce: 2,

gasLimit: 21000n,

gasPrice: undefined,

maxPriorityFeePerGas: 16569518669n,

maxFeePerGas: 16569518685n,

data: 'Ox',

BEXS 15


https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
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value: 100000000000000nN,

chainId: 80001n,

signature: Signature {

r: "Ox1b90ad9e9e4e005904562d50e904f9db10430a18b45931c059960ede337238ee",
s: "Ox7df3c930a964fd07fed4a59f60b4see896ffc7df4eastlbdfacfe82bs70db448b7",
yParity: 0,

networkV: null

iy

accesslList: []

}

CEBERZER, #EF BY WEhash, EREREXZEREZ RZNEINT. BUUEERR S
EHhERILLBEMY | % Polygon Mainnet ER5 b XX 5 By H A S¥ AR E o

2= , blockNumber® blockHashfuAEEnulld, ERRBRX S KR Polygon HBERH
B, FEE  SLEEEREER , CURERERRT TN ZHMBEARFE,

£ Node.js FEEEIR 5

EARGP , BERALURINRIBRRGFMEN , LFEH AMB Access Polygon ¥t Polygon
Mainnet B9 FEELEE SR R FEEVUR A A st 21t B9 POL BR%8, 7€ readTx.js ERAF , &L your-
transaction-idfVEBEHE K hashAZK L —HPHTEIBHEEHRREEN .

ERXBERALAER |, dispatch-evm-rpc. jsELARAERH AWS SDK FAER Signature
28 4 hR (SigV4) #&E#H @ AMB Access Polygon 2528 HTTPS @R , WEAEZFEAMN HTTP AF %
AXIOS EiEFER,

WEAY @ AT AR

TX DETAILS: {

blockHash: '@x59433e@096c783acab0659175460bb3c919545acl4e737d7465b3ddc*****x%*1
blockNumber: '0x28b4059',

from: '@Oxcf2c679acb6cb7de@9bfebb6042eccf@5b7fal394 ",

gas: '0x5208',

gasPrice: 'Qx3db9ecabd’,

maxPriorityFeePerGas: '@x3db9eca4d',

maxFeePerGas: 'Ox3db9ecasd’,

hash: 'Ox8d7538b4841261c5120c0a4dd66359e8ee189e7d1d34ac646a1d9923*****x*x%1t
input: 'Ox',

nonce: 'Ox2',

to: 'Oxd2bb4f4flbdcacb54f715c249fc5a991****x*x**x1

transactionIndex: '0Ox0Q',

EBR S 16


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://axios-http.com
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value: '0x5af3107a4000"',

type: '0Ox2',

accesslList: [],

chainId: '©Ox13881',

v: 'Ox0',

r: 'Ox1b90ad9e9e4e@05904562d50e904f9db10430a18b45931c059960ede337238¢ee’,
s: '0x7df3c930a964fd07fed4a59f60bsee896ffc7df4easlbdfacfe82b470dbss8b7!
} BALANCE: 0.0003

EERXRRZFMENR,. BFFE , BEARKESESE blockHash# blockNumber . ERRXRZ EAC
BREERRT, MRELEPARA null , FEFLSE  REBRABTERE , URELHNRERER
CEESEERP., &RE , WH AU EREEN <M R RE (0x110d9316ec000) & Ethers #Y
formatEther () FxERA TN , S+ EMERE TN |, WA/ DBVEE 18 (100M8) , LUE
POL HiR it & IF#YF 1,

® Tip
B R EIRFE X RS 5I52 BA an{a 4 A Node.js. Ethers 1 Axios 7 AMB Access Polygon L&
F—%%#EH JSON-RPCs , {BE LA A LRSS hE IR EH BRI , LE Polygon
FEELNERRENR. W% AMB Access Polygon £ # JSON-RPCs W &EE , F2H
AMB Access Polygon X ENZ EEHHHE API 1 JSON-RPCs ,
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BEYNEBUFNAERNFINFISEFTN , LEH AMB

Access Polygon 53K

BRI LAE A Accessor fERL¥] Polygon #83%im B4 1T JSON-RPC HEOY | 4 Signature 28 4 AR
(SigV4) HBEFHNEMNENRAFR, EH4EBILLING_TOKENREE W E P —EE4ERIRA |, YT
L3 RS,

/A Important

« MRERLZEMMARZEFEEENEL , FRA Sigv4 HEREF

- A LAER Signature % 4 ki (Sigv4) =& EFEURFE Polygon JSON-RPCs, i1 ,
MRGEZECERAEMERBAGE , BB RSEDER.

. BBEHTREEERMEAENEREZEXFERA Accessor FfF,

£ EERAED BT ENSERAMETHERNNEE  SUlFEAGLEEREAFR LHNEN
15 AWS 1R F #8188 #1T AMB Access Polygon JSON-RPC FY,

% AMB Access Polygon JSON-RPC FERWFMER , 72 E AMB Access Polygon X ENZEE
5% API 1 JSON-RPCs ,

IEATLAE R R MEE Accessor BB AWS Management Console, & AILAEA T % API #
YERZE I MEE Accessor HEM, : CreateAccessor, ListAccessors, GetAccessor#l
DeleteAccessor, BILLING_TOKEN 2 BifFAyEM. LBILLING_TOKENE 4 ARIEHER B |
LUK s 18 2 H B9 AMB Access Polygon JSON-RPC &3R5 & AWS IRF,

FTEEBY MEEGRAEMERN API B)/E , thATLUER AWS Management Console AWS CLI,  #
SDKs ﬁﬁﬁ )

BV UFNAERNFHER

BB EAER  YERATE FET AMB Access Polygon % Ei#4T AMB Access Polygon
AP| FEIY AWS BRF

BYNFRHAERNFEER 18


https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListAccessors.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_GetAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_DeleteAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_DeleteAccessor.html
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BYBRHFH , LUMER 24 AMB Access Polygon JSON-RPC 553k AWS Management
Console

1. 7£ https : //https://console.aws.amazon.com/managedblockchain/ BB Managed Blockchain &

vn L
T Ho

EERAE S

BIERYFEER,

BERNNZ T EREERE.

ER , RIEHNE4HERE,

BIEE M 7 IR DA M AT P EUER L

2

BYBRGFH , LAMEA ZH AMB Access Polygon JSON-RPC 553k AWS CLI

aws managedblockchain create-accessor --accessor-type BILLING_TOKEN --network-type
POLYGON_MAINNET

LRSS EER AccessorIdfd BillingToken , M1 R B & HIFT R

{

"AccessorId": "ac-NGQG6QNKXLNEBXD3UIG***** %%
"NetworkType": "POLYGON_MAINNET",

"BillingToken": "jZ1P80UI-PcQSKINyX9euJIDC5-IcW9e-n******x=xn
}

EEFHNE\MTER BillingToken, &7 A LB 44T AMB Access Polygon JSON-RPC H
W, ERZe+EZE  #SHFHELEDRE , ExL SR EEREES,

® Note

BREFTER  ZEERRBERALMENREER, KEFHNREBURRFTZE,

K218 Accessor FEFMMET

A RRE AWS IRF AN SEERGFHFNEME, flin , B USRE 4 ID REHH Amazon
Resource Name (ARN), B ] SAiRARAE, $|AE, B3 A#F BillingToken,

R Accessor R SHAAE A 19


https://console.aws.amazon.com/managedblockchain/
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F R BRE 4 FZHFWERA AWS Management Console

1. 7E https : //https://console.aws.amazon.com/managedblockchain/ BiE Managed Blockchain £

28,

2. EEEEET , BEEMES,
3. BEEREEZBEMNFEES D,

RENFHFAEAEE, FHERL , SUUREFFOBILE,
£/ WRE4FRFHER AWS CLI

AT T T ARRE4ZHNFEER. & NERNK--accessor-idBEH B4 ID,

aws managedblockchain get-accessor --accessor-id ac-NGQEQNKXLNEBXD3UIG********

BillingToken MEMSRBUESER , WTIHEPMTR, ERNT2EE K HIHFHNELEBEE,
BEx2HREERDES,

"Accessor": {

"Id": "ac-NGQ6QNKXLNEBXD3UIG******xxit

"Type": "BILLING_TOKEN",

"BillingToken": "jZ1P80UI-PcQSKINyX9euJJIDC5-IcW9e-n******xxn

"Status": "AVAILABLE",

"NetworkType'": "POLYGON_MAINNET"

"CreationDate": "2022-01-04T23:09:47.7507",

"Arn": "arn:aws:managedblockchain:us-east-1:666666666666:accessors/ac-
NGQ6QNKXLNEBXD3UIG*******xu

}
}

il BRBC 4 = 7F

EEBKREGZFE  ZHS% AVAILABLEE ¥ A& PENDING_DELETION ikEE, EFReeEHER
PENDING_DELETION iRREMI B4 F5Fo

IBREL 7 RF 20


https://console.aws.amazon.com/managedblockchain/
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/8 MpRE 4 FZ/F AWS Management Console

1. 7E https : //https://console.aws.amazon.com/managedblockchain/ BiE Managed Blockchain £

7Ba,.

HEEERTD  ZEEEREA.
RBFEHEELBENER4FH,

a A~ WO DN
g

I

Y =
®

REeFERCMERNE4ER | SEREENFEEEEHN. EEEH8 /R PENDING_DELETION AR&E,
5 MBRELHF=RF AWS CLI

TEU%E@J%%@&UWWJ%EHO £/ delete-accessorin P RMBRER . --accessor-id M B4
D 8RE W&,

£/ CLI AWS il BREC 47 &F

aws managedblockchain delete-accessor --accessor-id ac-NGQ6QNKXLNEBXD3UIG********

MREBTEIHAT  AFEEREM[MAR.

I BRES 4 = F 21


https://console.aws.amazon.com/managedblockchain/
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AMB Access Polygon X EMNZEEHRHE APl F1 JSON-RPCs

Amazon Managed Blockchain 2t API ##1F , AR E L FEE AMB Access Polygon By F 17 EIER.
MEFMER , F52B Managed Blockchain APl & 158 o

T 5 EREREH AMB Access Polygon X#E# Polygon JSON-RPCs BEM&ZE, SEZEN JSON-
RPC SiEHFEAMNEEHER, BT LA Polygon JSON-RPCsREHMEEBEEEHEHNER. HE
RBHMEA. BXRZ , URBHRZHTERZEHM L ARER , UREBEHER.

AMB Access Polygon & T %l JSON-RPC 753%. SEXER JSON-RPC #HE—@EEA , URHER
AEXREBRFREENEEE R, EEANERLT , 818 HEE Amazon Managed Blockchain f§#
Fl JSON-RPC 5K —Z &,

® Note

« AXERFIHBEM[TE,

£ Amazon Managed Blockchain _EFFIY Polygon JSON-RPCs B , & a] LUEIB i H
Signature £ 4 REZBEFRFBH HTTPS BERRHATIIRIE, EXRTRABRFEFHRE
IAM AWS B8 7] LA 4T Polygon JSON-RPC PR, EEEKM , A EREFWIEMHE AWS B
F (FHEE 1D IABENEE ).

« BB ALUERFZFREFEEMA Signature 5 4 R (SigV4) ZERFHNENERLER, MR
BTN REREEEEERNEL | 5%A Sigv4 ZEEF. TiB , MREERFER
SigvV4 MFZHFRER , BHERGEEEE,

« Amazon Managed Blockchain (AMB) Access Polygon &3 # It FE E iR #Y JSON-RPC #t)%

- TERHPHEEEMS ESME JSON-RPC KB 5, BiEERUAEE JSON-RPC =1E %12 A8
(Mainnet) BEI ¥ EERE (RPS) % E-

EERSESE 6 SO ARE B, FERIE &, % A AWS Support Center Console,
BIBETRG, BIEHIM, 1212 Managed Blockchain #A &K RS, 1#E Access :
Polygon {EREMERIF —MRIESIEREMEREM. @A RPC Quota fiAEE , X EH
R FHEHPFH JSON-RPC FEERS , EEXREEANEESREESEZ 2 AR
RPS TR, RRIXEHZEH,

22


https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://console.aws.amazon.com/support
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Ethereum

JSON-RPC

eth_blockNumber

eth_call

eth_chainld

eth_estimateGas

eth_feeHistory

eth_gasPrice

eth_getBalance

eth_getBlockByHash

iR

B &I [E 51 1Y 2
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0 fREER
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https://github.com/ethereum/EIPs/blob/master/EIPS/eip-155.md
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FMBABER

Pl

JSON-RPC

eth_getBlockByNumber

eth_getBlockReceipts

eth_getBlockTransactionCountByHash

eth_getBlockTransactionCountByNumber

eth_getCode

eth_getLogs

eth_getRawTransactionByHash

iR
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BEAEERER
m 5% FIT 1 7E [ 52 Y
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BE A ERME=E
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WP A B RSk
o

EE EENRZE
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ZEBER
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B 1K EBHREE/
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FMBABER

Pl

JSON-RPC

eth_getStorageAt

eth_getTransactionByBlockHashAndIndex

eth_getTransactionByBlockNumberAndIn
dex

eth_getTransactionByHash

eth_getTransactionCount

eth_getTransactionReceipt

eth_getUncleByBlockHashAndIndex

eth_getUncleByBlockNumberAndIndex

iR

BEEERS it
MEHRBL T35
ERFALENE.

BEEREEER
MENRZ 2R
NENRXZHEE
o

BEEREEER
LRI AL
NENXZHEE
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BHEREERS
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REHE,
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MARR B EFR
BEZ AR EBRAEY
HEBE~R,

ZEBER
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=5l JSON-RPC iR EEE1E
eth_getUncleCountByBlockHash {551 {5 F AU 2=
BEZ MNP RE
2EA,
eth_getUncleCountByBlockNumber 155 51455 F AU A 5%
EENMMFRE
2,
eth_maxPriorityFeePerGas ERSREHNE —fEmE , &
A, ERETLL DAERREL A
X2 LERELX  EEREHNE, R
JEFER , = "R REBIHREX
T~ DESEHEIRE ZmaxFeePer
WPEENRS, Gas AHERIE o
eth_protocolVersion EE B HkY
Ethereum B E
RRZR,
eth_sendRawTransaction REEENRSE TERREERE
MEFHARFUR REAXRS. 8%
SREIEN, BREBINEE
RG , THEBER
o
(=Ei debug_traceBlockByHash FREMEHTE
WMEMEERER
FHMERS , A
&[5 T] BE Y B Mt AL

B ).

26



AMB FEZ8 /2
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pI=F:

JSON-RPC

debug_traceBlockByNumber

debug_traceCall

debug_traceTransaction

net_version

trace_block

trace_call

trace_transaction

iR ZEBEIH

£ FRIEHE 2R AT R
e E R B AY
FEXRS , WEE
HHER ) o

EIEENBRHIT
B F T eth |
W, S Reia it
BRONHE (FE
BHHES ) o

BEEEX SN
BEK (FEEKR
B ).

&= B BT R
ID,

HEERFIEZ
FIBERZWFBER
F opcode KT
BB,

EIEENEBRMIT
RABERIT eth
i, & A seiE it
BROVHE (FE
BHHES ) o

BoEEXZ AR
RiEKH (FEEK
B ).

27



AMB FEUZi2

FMBABER

Pl

Tx E[E

Web

JSON-RPC

txpool_content

txpool_status

web3_clientVersion
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B A& Amazon Managed Blockchain (AMB) Access Polygon
N Z2EERAZA

Polygon B #EE FAAEER NFTs, Web3 BB FRLERARFISHEBEN 5 BN ERARER (dApps.
A ERER AT LUERA Amazon Managed Blockchain (AMB) Access Polygon B £ —LE 4 f R fI5E
-

eS|

- IMZBI NFT B

- XENFTBE

- BUZBFES

- BSBR

- BRI

DHZ2F NFT &

BT LAREE Polygon NFTsHIE R | BiEIECHEANEHRSHMN NFT pESREER. RE , &0
Lot &R R@ENE R | Gl NFTs EEBE  MEFERAESRERIEENESHE,

MEFHMER , 52 BAMB Access Polygon X ENZEEHHE APl F1 JSON-RPCs ,

XENFTEBE

BRI LA AMB Access Polygon RIZR R 5 , METEXEWMSBFERADEN Mint, RFFFEDR NFT B
B, AR AWS , B FEAHEMERENESRATFERAERAFETEER  EZ Fat IMBEY , X
ATEW R FI =R EETRIENR,

MEFMEN , F2BAMB Access Polygon X EHNZEEHEE API 1 JSON-RPCs ,

BUZBFEY

A LA AMB Access Polygon RIBIHEBNEERTNWEZ R , fIURERELNEESNE
FRERMGE  KEBNRSZEEEERE,

WMEFMET , FSEAMB Access Polygon X ENZ EEHEE APl #l JSON-RPCs
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2 BN AR5

& LAE A AMB Access Polygon B2 P E VR fEwallet-as-a-service , L EERNEIRS ,
WEEAXER Polygon JSON-RPCs & tREH, EEER. EEEXANERAMGE,

WMEFMET , FSEAMB Access Polygon X ENZ EEHEE APl #l JSON-RPCs

BB ZER

&R LAE A AMB Access Polygon AR ERERZEFFFIZER, HlW , BB RAHERSFR
ERATHEREHRGIE NFT WHEEE, e 2ERNAN B AFNERE , HEERE bt
B9 NFT BEE &,

MEFMEN , FSBAMB Access Polygon X BN Z EE 5 API 1 JSSON-RPCs ,
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Amazon Managed Blockchain (AMB) Access Polygon 2258

=

AEHRFAN THHEBEREEZRE AWS re:Post WHBIXE |, RMUETHR , HEHETHOMAER
AMB Access Polygon £ Polygon E 528 F# 1T — L E BRI,

+ {8 AMB Access Polygon #l web3.js AR B

+ £ AMB Access Polygon # Hardhat Ignition S BEZ 45

- HEBEWEY

{5/ AMB Access Polygon #l Chainlink & ¥} 88 3% #EEX B 5 Y IESEEKR E H
« {5/ AMB Access % #T Polygon Mainnet L#J ERC-20 FZ& & ¥l
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https://repost.aws/articles/AR4_8KnunzSta9ARvlS-8YrA/send-transactions-on-the-polygon-mumbai-network-with-amb-access-and-web3-js
https://repost.aws/articles/ARMiTkQJ-GRaqeDCxHVIoPhA/deploy-a-smart-contract-on-the-polygon-mumbai-network-with-amb-access-and-hardhat-ignition
https://repost.aws/articles/ARsoZGkfl3TC-4s_nqtPcajw/interact-with-your-smart-contract-on-polygon-mumbai-with-amb-access
https://repost.aws/articles/ARx1_64bGAQRubDfM_ci20pQ/retrieve-current-price-data-off-chain-with-amb-access-polygon-and-chainlink-data-feeds
https://repost.aws/articles/ARqK_QBbYFQLWEntK0E6Svbw/analyze-erc-20-token-data-on-polygon-mainnet-with-amb-access
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Amazon Managed Blockchain (AMB) Access Polygon FHY &
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F{==E AMB Access Polygon &R,
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Amazon Managed Blockchain (AMB) Access Polygon H #& ¥ 4r #
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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B, SN FERAEEEEFNFEEEER BIMNMERSIR) , REEBEPRESNZRINE.,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

AMB ZH %2 FMBABER

BEERRXFIEEZME Condition THE , WEHEE — Condition TEFIEESMEREIE , AWS
SEREE AND BRIFFTMAMt. WRERE—IRUHRCIBEEZEE , SERABBORRE AWS 514
Rtt. LEANEMARGE , TEREBRBXVFT T,

A EEERGREARBMLESZE. flW , BAURECRECERE IAM ERAERBERRE ,
HENERNFFARTXIAM ERE. IFESEF , F2H IAM £AEERETHN AM BETE &
BHER.

AWS X E£EFRGERANBHBENRE SR, BEEFHE AWS 2ERGREIR |, F26H (AM
ERERERE) PHAWS 2EFRHERERSIE,

= EEE AMB Access Polygon #2858 , F2RRKERESE PR Amazon Managed
Blockchain (AMB) Access Polygon By &8, BE THRETUFERGRGSBNEENER
Amazon Managed Blockchain (AMB) Access Polygon &% ) B E.

3
¢
g

EER AMB Access Polygon &2 B BRI &6 , 552 B Amazon Managed Blockchain (AMB)
Access Polygon B9 & % B BER 51

AMB Access Polygon #1#J ACLs
YEACL: &

FEUEHIEE (ACL) ATEFIBL TR (RFKE, FRAENAG) HEFIEEZERNFFT. ACL EHR
BEREBER , BEMAEA JSON BERXAHHE,

ABAC ¥ AMB Access Polygon
XEABAC (BERHHER) : &

B R FHUES] (ABAC) 2—EREXRE , IRIBEEMRER A, £ 7 AWS , ELBUHBRAER.,
BULRRRERE IAMER (£REIALG ) M2 AWS Ef, SEBNERMN LFEKE ABAC
ME -, BEBERE ABAC BR , A EEZRNEREAEEFINERERETRRE,

ABAC AR RMENFRIZHHEREE , WRERREELERERREHRTBG,

MERBERILEFE , 5BFFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R &S8R , TFEENEETESD , REEBEH.

MRBHEXESEEREEN L =ERG SR RBEZBHEMS , EA Yes, RBHEIERLE
REEN A =@ k4 iR , RIESR Partial.

M ABAC WRHART , BHH (AM EAHIKE) FHEA ABAC BREEH T, NEEHEHER
7 ABAC SBNHBRE , HHH 1AM (A H IR 0 EAMIELFIU2H (ABAC)
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AMB ZH %2 FMBABER

B AMB Access Polygon { F R iF B &
TEBREEAEBR B

ERERRENEREEAR , AL AWS BH 85 ER. MFFMEER , SEWLE AWS BRI £ H W
BEAEH , F2HE (AWS B IAM EHERERE) FRER IAM A .

mRE AWS Management Console E A EB BN BHBUANE AL EZEA |, AISEARBEEA
Exl, filtn | EEAWS FALTIMNE—Z A (SSO) EEFH B ZEFEADEYKREBEAER,
BERUFEREESEATES , RETRACLK  t2EHEIRRER. NEVRACGHNFMENR ,
w2l (AM EREER) PHRERETRE IAM A6 (F2E).

A LAEA AWS CLI 5 AWS APl FEIEVBEREAER., AR, B LlEREEEREAERRE
B AWS, AWS BEZEBREELRREAER K MARFERARPELREE, WEFMAEN , 26
IAM R E R 2B,

AMB Access Polygon B9 ¥ R %% 3 B8 55 o]
TREHFEFIMIERE (FAS) &

BEERER IAM EFRAERAGE PHTEER AWS , EEBIRBETA, FAELREE  BAes
HITEMEEE , EMETEREDRE S —EEE. FAS RN WERFTAHFT AWS R , ¥&E4
AWS BR#% SERE TEBREREFER. REERBRIZEZEHEM AWS R = EREB S EETHR
ERE, TERE FASHEXR, EUBERT , ELEEEHTEMESENT T, WERH FAS R
WBRFHES , FEEER T ITERE,

AMB Access Polygon W RIE & &
XERKAE &

REAERRBEETN AM S€  AIREHTEE, IAM EEE LKL IAM RE, 18R FN M BRIREE
A, MEFHMAEN , F2E (AM FHEREE) FNETACUEREFIELS AWS RS,

/A Warning

BERE AN A2+ B AMB Access Polygon M&E. RE7E AMB Access Polygon 12
HIESIF , TREMmEREAE,

AMB Access Polygon M RIS EE A6
ERKEFEAR . &

Amazon Managed Blockchain (AMB) Access Polygon #{AE2 IAM & B F A 44


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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BREEACRERE H—ERBAE AWS . BETUBERREATHENAS, HER
ABGHLRELN B AWS IEF | WABBHE, AV ERETLRE , BT LRBREEERA SN
A,

NMERVREEREEACHFMER , FSEATEL IAMEFENAWS R, EREPSEKRTE
HPEeRBEEACHTHN Yes, RIERER , DIREKRBHRIERS XM

Amazon Managed Blockchain (AMB) Access Polygon ) & 4 BUR & 4

RIBFER , FRAENARKEEIHIEH AMB Access Polygon EREVFFT, b &EEER AWS
Management Console, AWS Command Line Interface (AWS CLI) 8 AWS AP| R#1TEHRE. EEFZ
FHEAEHEMEERATEENT , IAM EESTIET IAM BER, A&, EEEALUE IAM B
RNMBEAG , CAEERRBTELAE,

T MR fE RIS L8 ) JSON BRI IAM B 2R BUER |, F2H (IAM EREERE) FHE
M 1AM BUR (E#8).

2% AMB Access Polygon ERMBIMENERBEWFEET , IBESEEREEN ARNs X, 5
SR RZERESZHH Amazon Managed Blockchain (AMB) Access Polygon I EI{E, ERAEH S
iR,

e

- BRREER

- fF AMB Access Polygon &
- RAAEAEREMMBCHETT

- FHZERBE

BREER

DESREBRNBERSHEREEATNUEENERFSPE, FEEMER AMB Access Polygon &
R ELEMEIAESELN AWSIRFEXCER, EFBRIUSMES P EBXK , FERTIHEARE
REIE

- FIEER AWS SEBRRAL BRI RKEERTT - EERBRFIRTENERAENTERR , BE
A AWS ZSEBR , #FFAURTHZEREARG. EAEEN PEHA AWS IRF, RMAEZREE
ERENEARIAWS NEFZERR , E—FROH . WFEZEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.
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- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEAES , F2EH IAM EAERERETH IAM PRIBERMET .

- FA IAM BER PR E—SREFZIE - SBULUSEREFEZEE , UREIEBENERNER.
filgn | EELRBBERRY | SES AL SSL EAFTERER, NREBEE FARBEE , £t
A LAfE A R4 3R 1R F I ERBR A B ME RV REBR. AWS RS |, 5130 AWS CloudFormation, MEFFMAER |
S IAM FREEEDH IAM JSON BEETE : 4

£/ IAM Access Analyzer 5% IAM BUR , BARFT Al £ £ B A/ iE F1&4E - IAM Access Analyzer B
BHBERMBBEBEE , BERELBRER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 12 100 ZIEBRBRERVERTWES  THEREZLBEANEER, NEHHEE
A, F2E AM FHERRE) PHEEA IAM Access Analyzer B 38 BUE

- FESEEERRE (MFA) : IRENRGIZFE IAM FEAER PHRFEAE AWS 1RF |, 5K
MFA DNz 24, WEEFW AP BERTER MFA | B8 MFA REFTIEEEHBER, W
EFHMEN , B2 (IAM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm|/ #93&i8 MFA BIZ £ AP| ZHL,

WE IAM FREEENEBEENR , F20E IAM FREERETN IAM 22 5EEK,

£ AMB Access Polygon £ &

% E7ZH Amazon Managed Blockchain (AMB) Access Polygon £i#24& |, B E#E —HREF T,
B LT W] 4B ARFFET AR B AMB Access Polygon BREVFHMEA AWS 1RE, NREEI L

REAVEFTERENSSBEBER  IHREAZBRNER (EAEHAG) NS , TEEREE
mTEHRE L,

HREH AWS CLI 5t AWS AP ETTHFIUNERE , EFABEAHREEREHT. k2 , AFAF
FRAEMPIERAITZ AP BRIENBER T T,

AETHRERERENAGMATLUEER AMB Access Polygon 24 |, 11554 AMB Access Polygon
ConsoleAccess@ReadOnly AWS ZEBREZZER. NFFHMEENR , F2E (AM EAEE
M) PHFEBHUEFERE.

AFFERAEREMMAE ST

HEPIE REMAEIBER , A5 IAM EREREMMEBFAERES SNARRZEBR, LWBEE
DEEEEE LTRUBENETT , REA AWS CLI % AWS AP KRB X TR LB ERFF
G
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AMB FEUZi2

FMBABER

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

=63 317 )

@ Note

A7 ZH Polygon B2mainnet Bk Emainnet ## 1T JSON-RPC B | BEE
878 AMB Access Polygon EE IAM FF ATy £ & BFE (AWS_ACCESS_KEY_ID #
AWS_SECRET_ACCESS_KEY),

:usernamel}"]

=1

o5

AN

BUR )
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AMB FEUZi2

FMBABER

Example ZEXFi A 22 LB K 1AM BUR
L EFlE & T8 AWS tRF FEFRE Polygon #BE&HY IAM A E,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessAllPolygonNetworks",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcPolygon*"
1,
"Resource": "*"
}
]
}

Example #2EY Polygon Mainnet #B8&# IAM B

WEFIERT IAM EHE AWS tRF FHL Polygon Mainnet #83&BIRERR o

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessPolygonTestnet",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcPolygonMainnet"
1,
"Resource": "*"
}
]
}

¥ Amazon Managed Blockchain (AMB) Access Polygon & % f1ZEL 1T

RO

FRATHEARBGEEZE IS IEMEH AMB Access Polygon Fl IAM B8 8 B & R R RE,

ISR E
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AMB 12ER % 8 PR BIEE
FE

- REMEE AMB Access Polygon F#11T Bk

« RAEBEHIT iam:PassRole HiZE

- BREEA UHNHWAE AWS 1RF FEEM AMB Access Polygon Ejff

B EMETE AMB Access Polygon R #11T EifE
MBAWBEE | SACKERRATDE  CRRELABH | ARERTHE,

TH&EHIsEER G Emateojackson IAM EAEERAERAEZEARE —BERE my-example-widget
ERWFMENR , (B ER managedblockchain: :GetWidget FFAIBRFR 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain: :GetWidget on resource: my-example-widget

EHBERT , HBEH mateojackson FRHEBEBHBER , AFFEEH
managedblockchain: :GetWidget BMEFER my-example-widget &R

MREBEEWHE , BREEN AWS EEE, FHNEEESREHEENEXERE.
AR EBFH 1T iam:PassRole RIS HE

MBBNBIERR , R BEEHTiam: PassRole®fE , BIXBEHMEHNBR , UAHFELEAGEE
# AMB Access Polygon,

BE AWS B IRESREACEEGERE A MARBUFNEBEXACIRBEEAER, NFEH
THER B ARERACEEEZRBIFT .

EEA B IAMmarymajor EA & EHMMEAEE A7 AMB Access Polygon FREITEIER: , 84T
DIEHItER. BR , IMERERBBEFREACR TN, Mary REKACEEEZRBENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AT iam: PassRole Bk,

MRIEERMB , BRIEEN AWS EER, BNEESRMENBEERRE.
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BEEAF BN AR AWS tRF FEFER AMB Access Polygon &R

BRLEY—EAE  BEHMAIRFHNEREIERBABHNASTFIENER, SIS EE R
EEENHENEXAR, HHXEERERNBERIFEUEFIEE (ACL) BVMRES , BT LUERA LR
RRBEFAETFRENE RN,

NEE-—STH , K BBREUATAS
« BETH AMB Access Polygon B X EIELETHAEE , 552 B Amazon Managed Blockchain (AMB)

Access Polygon #4aJEd IAM ¥ Hl o

- BETHOTREE AWS 1RF R 2ERNEIE , F2R (AM £HAEER) FHEEES
AWS tRF 85 — {8 IAM £/ & R EUE,

- BETHNAEERNFIERHMGE=7 AWS IRF , 2K (AM EREER) PHNEHFIHE
WE=F AWS IRF #H.

- METHNABEBHE 5O REEIE , F2H IAM EAEERTNSFREREHEGENATETS
TERENEHAE BESED).

- METHREASENEREBRRETERFENCEANER | F28 (AM E£HEER) F8 1AM
Y ES IR F IR L
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AMB ZH %2 FMBABER

£ 52#% Amazon Managed Blockchain (AMB) ZER %2
=4 AWS CloudTrail

@ Note
Amazon Managed Blockchain (AMB) Access Polygon A EE R EH,

Amazon Managed Blockchain &7 L#11T AWS CloudTrail , WWIRIS SR HERE. AE Managed
Blockchain F AWS BRIG AT EREXB)YERY EC 4%, CloudTrail 25 EEH 5/ AMB Access Polygon % 2
AERERAERTETESS.

MREGRISERBRENRE , LFTRBRAENERFTESH , BIE A LW AMB Access Polygon
#8E8 CloudTrail E4HERNE S3 FEFEHE. £/ CloudTrail WEKER , BB EmHE+ —1E
AMB Access Polygon i ZiiR HHFER, BREY IP bk, RHEBRMWAS, RHBRWEE , UEREM
FHHER.

ZEEHE -5 TH CloudTrail , 5528 "AWS CloudTrail fEA&EIER

CloudTrail F#y AMB Access Polygon E&H

E37 CloudTrail AWS tRF B , 7&K EBUA CloudTrail, 7B , B4 ERXRTEERNFTEEY , U
R A AMB Access Polygon U 2o

EEIESTE THESH AWS tRFE |, 2 AMB Access Polygon B4 | SRV EBKRE, BETEH
CloudTrail #4 B EREES| S3 METHE, KFER , ERETEATERTEHE K ZXEHSEREM
BB AWS B, EMEEHE AWS 2EIEFRMEXEERENEHS , W AFRERINEZRIEERN S3
RFETER, A, B LR EHM AWS RS #—F 247 , ¥ CloudTrail HEEPRINENEHERER
WiTE ., MEFHMER K BFL2ETIAR :

« £ CloudTrail JE¥#t %22 JSON-RPCs

- By BMAEIE

« CloudTrail X EHRENES

« %% CloudTrail B9 Amazon SNS EHI

- EWZEEFEI CloudTrail BFEFERKEIFWZEIRFER CloudTrail BFEER

CloudTrail &Y AMB Access Polygon & 51
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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FEiB 247 CloudTrail ERIEH | BuT LA A AMB Access Polygon i 3.

B-EEMPIARERFETSELFIRENENA. BoERATHBEHE THIEE

- REMEABH AWS Identity and Access Management (IAM) £ &EEAERHZHEES
- BREZBERE , REEATHEACEBES I FRENRRLZERE
- BREEGHS—E RHE AWS R

WEFHMER , 5528 CloudTrail userldentity JT#,

T % AMB Access Polygon Bi51ER1EH

HREBFTESH , REE—EERE , TESAURFERNEARSEEEN S3 REFER. 24
CloudTrail BEFERBILE—NSEEFRE , ELFARRKEFEARFENE -—FR, ELRBERH
EBEBRBENFAER , SHDENBBNERE , UREAHEBBOFERSH

® Note

HEFEERPH CloudTrail ERZEHT2 AMB Access Polygon API FEILAYHEFRtE BB HE | Rt
G UEASEIRFE R,

£ CloudTrail i3t % & JSON-RPCs

EALAE R CloudTrail B MRS R FEALA AMB Access Polygon w25 , LUK AU L JSON-RPC
REREN, RIBER K ELEVERKE , TERHKERNENH. FE4 AMB Access Polygon i 2 #Y
A& S CloudTraill ERIEH | B4 AREMEZRETHIERNIEERNEFREE. AVMB
Access Polygon & AWS Management Console AWS CLI, #1 SDK T8 & R=H, mMEFHM
& , B2 BAWS CloudTrail { EAEER) PHEAEREERISHEN.

FEERRPEEHFERNEY  BEEIUKRREMEA put-event-selectors B, £ --advanced-
event-selectorsiBERIEEAWS: :ManagedBlockchain: :Network&ERER | LARKREHKE R
=M, BAOHEFE A AMB Access Polygon i 3,

Example &R S HIFTHE AMB Access Polygon i BisE RN EREH BHEFEEE

T REB MR put-event-selectorsiREEL&EIR S B FTE AMB Access Polygon s Bi58
K, LA my-polygon-trail us-east-1EiFHHE .
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aws cloudtrail put-event-selectors \

--region us-east-1 \
--trail-name my-polygon-trail \
--advanced-event-selectors '[{
"Name": "Test",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::ManagedBlockchain::Network"] } 13}1'

FIREE |, BB S3 BRrB P EHHERE L —EsfPATEEE N FHE,

T 54 R R CloudTrail FFUWERE TR CloudTrail ER =4 BFIER, B0 LK E %282 JSON-
RPC &R 28 H+ — 18 AMB Access Polygon i BHiZ HAVRESR. ARV IP bk, IRHFBRHAE. &
HERNKRE , AREMFREF. ERNLEEE , TIHEHHPHELEEERE , B2 HREERN
HEEIEHE A,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA554U062RJI7KSB7FAX:777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/777777777777",
"accountId": "111122223333"

.

"eventTime": "2023-04-12T19:00:227",
"eventSource": "managedblockchain.amazonaws.com",
"eventName": "gettxout",

"awsRegion": "us-east-1",

"sourceIPAddress": "111.222.333.444",
"userAgent": "python-requests/2.28.1",
"errorCode": "-",
"errorMessage": "-",
"requestParameters": {

"jsonrpc": "2.0",

"method": "gettxout",

"params": [],

"id": 1
.
"responseElements": null,
"requestID": "DRznHHEj*#****%%xu
"eventID": "baeb232d-2c6b-46cd-992c-0e4Q**F*xEkxKkEN"
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"readOnly": true,
"resources": [{
"type": "AWS::ManagedBlockchain::Network",
"ARN": "arn:aws:managedblockchain:::networks/n-polygon-mainnet"
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"
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https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-api.html#quotas
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/key-concepts.html#retired
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/tutorials.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/what-is-service.html
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