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HEEE Amazon Linux 2 ?

Amazon Linux 2 (AL2) 3 B Amazon Web Services () B9 Linux fE¥RHKAWS, AL2 EEATE
Amazon EC2 L #IITHEARENREMBE,. RLEENENIRE, CESSUERNE EREESNEHF
AWS , BERBERTENFZRMAWSEXENTE., AAMEHIT AL2 WHTRRBAWSRMESE
MR MERBER. £ CentOS LEARMNFZEARN , URELWN S/ , £ AL2 L#1T. AL2 B&
BRMEN,

(® Note

AL2 AEHZ Amazon Linux B9 B BIARZAS. AL2023 2 AL2 & BIRA, MEFHMET K FSH
{AL2023 A EERE) PRILLE AL2 1 AL2023 FHIEHESEAL2023/58E,

(® Note

AL2 228 E Lk Firefox X EBARA (ESR) A , WRREFHZET —{@ ESR, MEFFHH
EfA , 552 B Firefox ESR MiRAR1TEEM Firefox lRAEEE

Amazon Linux A A

AWSHE#t AL2023, AL2F1 Amazon Linux 1 (AL1 , 5E814A Amazon Linux AMI), MR EHREMA Linux
2B ZE Amazon Linux , BEERZE AL2023,

® Note

AL1 BVREEER 2020 F 12 A 31 BHER, AL1 #HEBEXERERCERN 2023 F 12 A 31 B#
Mo W% AL1 EOL MBS ERNFHER , F2REPEHIE Amazon Linux AMI end-of-life
EAF,

#FE Amazon Linux WEFHEER , 5526 AL2023, AL2 M AL1,

ZE Amazon Linux ZE58& , 5528 (Amazon Elastic Container Registry fE & 1ER) B Amazon
Linux A28,
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https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://docs.aws.amazon.com/linux/al2023/ug/
https://docs.aws.amazon.com/linux/al2023/release-notes/compare-packages.html
https://whattrainisitnow.com/calendar/
https://www.firefox.com/en-US/releases/
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https://aws.amazon.com/blogs/aws/update-on-amazon-linux-ami-end-of-life/
https://aws.amazon.com/linux/amazon-linux-2023/
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THEEIRA AL2 FXEMINEE , 1B AL2023 FAEE, ERINEE , flM AL2 RFHE(E AL2023 F5%
BHHEENES L MATEHIEE AL2023, WFE AL2 XEWIIENEEARE , F26H AL2 X,

compat- E

AL2 FERIFEA WEMHcompat- , BERUEER—_EMNEN —ENHEEYE , B ENE
EARMBEEHNRRRAETER. SEFHH Amazon Linux EERAH T SEIX L FTRANT
filcompat-E#H,

Amazon Linux KRZA ( #l40 AL2) REIFF B compat-EH4HEE1L , BEFASHBREREBRA ( Hlmn
AL2023) 1, RfEZIEBREBEXENENMRETEEHRE.

£ AL F{EANEEATIEE , £ AL2 FBKR

AREFFREA AL1 AT ARIZHEE |, T AL2 R BR AL ThEE,

(® Note

ER AL B EREBN -39 , REEHMWend-of-life(EOL) HHEIR MR AL1 B EOL, fNEE¥
HEF , F2E AL EATERRR,

(® Note
HEBRF , &2 AL1 ZIeEEFL1E, MEFMER , F2H AL RAEE.

FiE
- 32 {Z7T x86 (1686) AMIs

- aws-apitools-* BRXAAWS CLI

- systemd £ AL2 upstart/F B

compat- E# 2


https://docs.aws.amazon.com/linux/al1/ug/support-info-by-support-statement.html
https://docs.aws.amazon.com/linux/al1/ug/relnotes.html
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32 {1 7T x86 (i686) AMIs

£ 2014.09 kix# AL1 # , Amazon Linux EfREE 32 Ut AMIsHI&E —ER4E, Fit , §®
2015.03 Fx#Y AL1 B%R , Amazon Linux FEXEI 32 U TR EITRMK. AL2 1£ x86-64 E# 12
it 2 U —HENENERITREXE  WETRHBBREMREITN 32 Lt —H#ME, AL2023
THESEEM R UAFEAEZHEN. KMEBEAEATHERA 64 UiiEXBE , BERE
AL2023,

MREFERE AL2023 LT 32 (U T =8 , BIFTBATE AL2023 E#I1TRY AL2 BERAEA AL2023
U EREZER,

aws-apitools-* B AAWS CLI

£ 2013 AWS CLIfF 9 A 21T 28l , AWSRER# T % PEENGTII N AERJava , AFERE
#£4T Amazon EC2 APl 1Y, E&£ T EER 2015 F#&1E , AWS CLIK B @558 Amazon EC2
APls EBINRIEF AR, R RAERXEEBE T Haws-apitools-*EH,

* aws-apitools-as

* aws-apitools-cfn

* aws-apitools-common

* aws-apitools-ec2

* aws-apitools-elb

* aws-apitools-mon

EBZER 2017 £ 3 AfERMWaws-apitools-*EH, HARBMRZ EEXE | 1B Amazon Linux i
BRE-EEEGSHAAER , 0 aws-apitools-ec2 , IREAFERENEHESM. AWS CLI
elbaws-apitools-*EWfFRABTENIE  RACEZTEEBERE K LRMHER AWSAPIsHI A
o

aws-apitools-* EHE2R 2017 £ 3 AEA , T2BERIEH. TAELEHNFIEFEREHERX
AWS CLISRERE , EEEHFTEER AL2023 A,

AL1 thiRf7E AL1 P EEA B AL2 Z&F1E Amazon Linux FH aws-apitools-iam#l aws-
apitools-rdsEH#.
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https://aws.amazon.com/amazon-linux-ami/2014.09-release-notes/
https://aws.amazon.com/amazon-linux-ami/2015.03-release-notes/
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A, Bkt BZE upstartsystemd REEEBBE Amazon Linux BEFT EEMRAH —E845 , fla0 AL2

= AL2023,
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32 {LJT x86 (i686) E

£ 2014.09 Wx#) AL1T 1 , RMAEMERLE 32 Ut AMIsH&R&ZE—ERRA, Hitt , #& AL1 # 2015.03
MZF%E , Amazon Linux REXEEL 32 U tiEXN#ITRK. AL2 1E x86-64 T L5 32 Ut —#
ERREHARNITKESRE  YETRHUMBEAREYHN 32 Ut - #UER, AL2023 THEZ

BEEA R URERAEEZEMES, RMEZEFTRERA 64 L TEXE,

MREFEE AL2023 E#T 32 fum S | RITTBATE AL2023 L#THY AL2 BERAGER AL2023
LT EAEZ”,

aws-apitools-* EMXAAWS CLI

£ AWS CLI2013 £ 9 B 81T 28l , AWSRM T —%E HEFENmSILARRJava , BEFEHA
1T Amazon EC2 API FERY, JELTHEBER 2015 £ , AWS CLIK At 758 Amazon EC2
APls EEIfmIFHF . EEIE T Slaws-apitools-*EH,

* aws-apitools-as

* aws-apitools-cfn

* aws-apitools-common

* aws-apitools-ec2

* aws-apitools-elb

* aws-apitools-mon

ERlER 2017 & 3 BfERMaws-apitools-*EH, HARZ LiEXE , 1B Amazon Linux #&1&
BEEEA—-EHOHLAAREN (HlW aws-apitools-ec?) , MEAFFIRME¥MBAEM, AWS CLI
elbaws-apitools-*EWfFRABTENIE  RACEZREEBERE K LRMHMER AWSAPIsHI A
o

aws-apitools-* EHER 2017 £ 3 AEA , T2BRIE—PEH., FNELEHNFMEFERE
#EZAWS CLIZBRERBE ., EEXEHTELER AL2023 A,

awslogs BEEA , LX#EFHK —1 Amazon CloudWatch Logs REFER

awslogs EH B AL2 HERA , TBREER AL2023 #, B4 — M CloudWatch Logs SR EY
X , AI7E amazon-cloudwatch-agentE4FRFEH, MEFMENR , 552 B Amazon CloudWatch
Logs EAEIERE,

32 fi ¢ x86 (i686) EH 5


https://aws.amazon.com/amazon-linux-ami/2014.09-release-notes/
https://aws.amazon.com/amazon-linux-ami/2015.03-release-notes/
https://aws.amazon.com/amazon-linux-ami/2015.03-release-notes/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AgentReference.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/UseCloudWatchUnifiedAgent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/UseCloudWatchUnifiedAgent.html
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GNU Bazaar (bzr) 5T IREBHIRME AL2 REIE , TBEFEER AL2023 1,

bzr BE WEAEKEAREFEEREE git,
cgroup v1

AL2023 BEHK— = HIBHEMEE (cgroup v2) , T AL2 8 cgroup vl. R AL2 A% cgroup v2 ,
Ht W BREETK , TREBE AL2023,

log4j hotpatch (log4j-cve-2021-44228-hotpatch)

® Note
log4j-cve-2021-44228-hotpatch EHEE AL2 HER |, W AL2023 F &R,

% 7 EIfE CVE-2021-44228 , Amazon Linux &% AL1 1 AL2 817 7B % Apache Log4j B
Hotpatch By RPM HEERAS, EAEEEEXFIEE Amazon Linux BWAEH | BfEED "LZEEE
BEAEZRERNZEHE CVE-2021-44228 = CVE-2021-45046 Y log4j lRAS.

ZRSHE—EERER  BLEEEEEH logsj. AL2023 E—E—R T AMREARE
CVE-2021-44228 % 15 @A , Btk AL2023 T 2B & ( BARER ) .

BB Amazon Linux E#ITEE logs] REANEFHEFZEESEHEFRT CVE-2021-44228
CVE-2021-45046 S/ &8 RA,

1sb_release #l system-1lsb-core E#

FiBE , REHREESHA 1sb_release i F (£ AL2 FHEH system-1sb-core E) LAEEBE
RBITEREEFTAK Linux B1THREM. Linux ZZERE (LSB) SE AL , B Linux ZTARE LR
A, Linux BITHREZREACEAEMENEE , LS ERARSEE /etc/os-release MEMMEERE

E AV

os-release ¥R B systemd, MFEFHMBEF , TSR RMIEERKRA I,

AL2023 T FEMt 1sb_release s , B FREE system-1sb-core Eff, BEESK os-release
EARNES LU E Amazon Linux fIEMEE Linux BITHRVER M,

bzr &I EIRK 6


https://en.wikipedia.org/wiki/GNU_Bazaar
https://alas.aws.amazon.com/cve/html/CVE-2021-44228.html
https://aws.amazon.com/blogs/opensource/hotpatch-for-apache-log4j/
https://aws.amazon.com/blogs/opensource/hotpatch-for-apache-log4j/
https://alas.aws.amazon.com/announcements/2021-001.html
https://alas.aws.amazon.com/cve/html/CVE-2021-44228.html
https://alas.aws.amazon.com/cve/html/CVE-2021-44228.html
https://alas.aws.amazon.com/cve/html/CVE-2021-45046.html
https://www.freedesktop.org/software/systemd/man/os-release.html
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mcrypt

BRAmcrypt EMEEBAPHPEMEHEEE AL2 vER , BRBHFER AL2023 #,

EHEPHPER 7.1 AAVEMHER | RIEMEHRR 2016 F£ 12 A EXET , KA 2019 £ 10 A #&17,
mcryptPHP

EifmcryptBXE LIRTE 2007 F81T ThrA , B iK% SourceForge 1£ 2017 FHERFIE
HevsBrTRHIETER , RIEMNER (E 3 Fal) 212011 FRKE , BRTHEGHESRCER
AR K.

BREMARGHNERAEncryptAAHEXNBEZAEE OpenSSL , @A mcrypt TEHIEE| AL2023,
OpendDK 7 (java-1.7.0-openjdk)

(® Note

AL2023 IR ZERAE Amazon Corretto , A B Javall HERHW TEEHE, OpendDK7 E
HEE AL RER , TEEER AL2023 1, AL2023 HHEHM JDK H Corretto 8 124,

1% Amazon Linux £ Java WEEMIE , 5526 Java £ AL2 #,

Python 2.7

® Note

AL2023 E#BR Python 2.7 , {EfAIEE Python BWEER KB MRS AEL S Python 3 E1E,
= ZREMF A H Amazon Linux 1243 X BH Python IRZA |, 584% Python 2 BN IFEH A
Python 3,

& Amazon Linux £# Python & , 52 & Python 7 AL2 #,

rsyslog-openssl BifX rsyslog-gnutls

rsyslog-gnutls EH 2% AL2 HEA , FEFER AL2023 1, rsyslog-openssl EH4EZX
rsyslog-gnutlsEHAERFERBERN FTHREE,

mcrypt 7


https://www.php.net/manual/en/migration71.deprecated.php#migration71.deprecated.ext-mcrypt
https://sourceforge.net/projects/mcrypt/files/Libmcrypt/
https://sourceforge.net/blog/decommissioning-cvs-for-commits/
https://sourceforge.net/blog/decommissioning-cvs-for-commits/
https://aws.amazon.com/corretto/
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W EFBREE (NIS) yp

Network Information Service (NIS) , X¥BAEEHYPEE AL2 HER , TEEER AL2023 H,
ESFETHEH : ypbind, ypservH yp-tools, B BEWEHMEMANISETE AL2023 FRERILI

Ly
HEo

Amazon VPC F /Y Z &1 % #& create-dhcp-options

f£ Amazon Linux 2 F , AJLA# domain-name 28 ZEMRFEBEEE create-dhcp-
options , E®E /etc/resolv.conf BEEL WABsearch foo.example.com
bar.example.com, Amazon VPC DHCP falfR8sfE FADHCPEIE 15 X RHNPBHEEEE |, EX
BE—HEE8 (F2R RFC2132 8 317 8 ) . AR AL2023 £/ systemd-networkd A& fE
AYMBERAERERFC , AL2 VL BN ZhRE T & IR AL2023 L

AWS CLI f1 Amazon VPC XHBIEE : TEE Linux EERFES UK SBEHNZEREEE,
FiB , WindowsHfEA Linux (E( RS SZERBE—BE K ESEMIFEFERNTE, MEREHN
DHCPRIBE R TIEXRFZASERAE —RENHTEEMN Amazon VPC 1HEIE , BEKEE—R
BiEmem, ’

FEIELRML , im0 AL2023 , EADHCPEIE 15 EEMEME ( RAKF—@) , MEBAREE
ERPNZERFOEY , EEERERFMEBA 032, EH/etc/resolv.conf@E search
foo.exmple.com@32bar.example.com,

£
W
&5

AT XEZEMEEEE , DHCPERESEMSEFADHCPIRIE 119 (2B RFC 3397 F 2 8 ),
Amazon VPC £ &SR , T # Amazon VPC DHCP fRlfRES IR X B 1tk ThAE,

Sun RPC #H# glibc

£ Sun RPCHIHY BEfEglibc B AL2 HEH |, M E AL2023 FRBBR, MR FEE Sun RPCIIEE , &
EFEA libtirpcBXE (AL2 #1 AL2023 Higfit ) . HA libtirpctt AIEEARENXE IPV6,

HWEERMEBEZHHERA LEglibcBBRILIhEE |, Bl Fedora glibc A #BRSun RPC/rE , M
% Gentoo FHIEUUEE,

audit BEEAFH OpenSSH £i8154X

HEE AL2 £iBHH , BHEXEHEE OpenSSH EH , U HANBRIN SB|IE/ AL2023
RARFELL IR,

HERRERABRTS (NIS) yp 8


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-dhcp-options.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-dhcp-options.html
https://www.rfc-editor.org/rfc/rfc2132#section-3.17
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-dhcp-options.html
https://docs.aws.amazon.com/vpc/latest/userguide/DHCPOptionSet.html
https://tools.ietf.org/html/rfc952
https://tools.ietf.org/html/rfc952
https://www.rfc-editor.org/rfc/rfc3397#section-2
https://docs.aws.amazon.com/vpc/latest/userguide/DHCPOptionSet.html
https://fedoraproject.org/wiki/Changes/SunRPCRemoval
https://wiki.gentoo.org/wiki/Project:Toolchain/Glibc_2.26_porting_notes/RPC_implementation
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1d.gold E#ES

1d.gold EAESRAIFE AL2 FEER |, I 7E AL2023 8RR, BERMSZqoldERFRNRBNETFEE
BE—M# (1d.bfd) E#E=R.

2.44 KR (2025 F 2 A %17 ) 9L GNU Binutils RAfEEEECEBER 1d.gold : "ELATEENESE
o, FELLARAH | binutils-2.44 tar tarball 722 E B ESHRIR, https://lists.gnu.org/archive/ntml/
info-gnu/2025-02/msg00001.himiERRAAESEREB[RECER , RIELFEE OB E IR HEER
BNHERE  SASKREBEBR. o

ping6

£ AL2023 1 , —f&ping A ARRXFELEXE IPv6 , B/bin/ping6 "BEEEBH . £ AL2023 /
usr/bin/ping # , /usr/sbin/ping6R AT HITENRFIRER,

HWEFBREFREZNEHFEARBINEENEF iputilshkas , 6l Fedora F#Y Ping IPv6 £ 8,
ftp EH

&£ AL2023 BE% , Amazon Linux FEBEM AL2 R ftpEH. WARAKXRRMB RS, THEMAN
BAKEHREBNSEREN 0. EABBE AL2023 W—%20 (2wl ) , RPERZKE
BftpEHNEAEABREEBREFRZ—®

db 5 AL
B =)l ﬁ'%]nj

ZER , BERFtpEAERE LEEBHERE, DXHFREXBNERERRERE 2000 FREH , ™
FRRFEECTIBAA. #AREL Linux BITRACHEZ2REABHEHAES  EEABEER
AREE LRETE,

BENERFR
AL2023 & FTP Thee iR B ER R EEBEZENERF R -
1ftp (AR AL2 1 AL2023)

BHRHOEREREN , XEFTP, HTTP, SFTP MAMBABE. CRHELERItpAFRESH
ee , WEEFBHE.

£ #TRE . dnfinstall Iftp

1d.gold iE#EsS 9


https://www.gnu.org/software/binutils/
https://lists.gnu.org/archive/html/info-gnu/2025-02/msg00001.html
https://lists.gnu.org/archive/html/info-gnu/2025-02/msg00001.html
https://fedoraproject.org/wiki/Changes/PingIpv6
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curl (B AL2 F1 AL2023)

/8 URLs BHERMNZAERSH T E | ¥ FTP, FTPS, HTTP, HTTPS ML HMt@A
Eo

RIFFERR , AL2023 &8 curl-minimal EHRHE. WEERERZHNEABESRE , BRI LLE
Bcurl-fullfER #A#KZE dnf swap curl-minimal curl-full,

wget (ERAR AL2 1 AL2023)
FEBHATSHLRAENX , AR Web TEER , X8 HTTP, HTTPS # FTP BAAWE.

£/ =2 . dnfinstall wget ( EIEPTE AL2023 MEGHERTERR L2 )
sftp (AR AL2 F AL2023)

#EiB SSH R ENZ e ERERBEAGE , BHNBENEREH,
¥85% A OpenSSH EHH—IB 5

EBREZEESH
MRENERABRARESHRICRRERftpAFR , FEZEB TIEB LA !

1. BEFIETSHBUERARRERAR SRS SHBUMER 1ftp, wget, curls , sftpmIEE
W ftp A Fifo

2. MBEEAMEKY REEAERXNTRESEREMtpEHAPRERPEEHY AEKY  BIFEERER
HBEARREABEURE R, FELERT , BEMEFtpEMH/usr/bin/ftpikd |, EAREXNT
£ AL2023 LIEEEE, REEARINERER , MT2EKRBIEEWHEA4RME,

3. EFEARERMMKRY . HALHMEBENESHtpEHWMAKY , EXEREANERRER , BEH
EHFREERUBRLETSER BN,

ZEEE

FTP BB EE UM FZERER K S REI-BBERE, HRYHL2BRNERER , RMERZIES
FREENERIEZENMEZEZRS R, flW SFTP = HTTPS,

ftp £ 10
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X EBZE AL2023

B VBB E AL2023 |, RIRFHEEREA AL2,

3|
« ¥BY AL2023 RV EEE
« fEcronfE K E® Esystemdit iFas

B AL2023 RV EEFE

AL2023 XHEEE AL2 AIREEESEMFFMEE, WERAMRLEE AL2 F AL2023 EEH, £
AL2023 WEHKESFERT AT BNHRBEEHSFEE,

AL2023 2% amazon-linux-extras., Rz , ESREHEREEZEREINTEEZEENS, ARE
AL2023 FEF TEFZEMH |, AL2023 FIVEARMRA T s A R BB RARamazon-1inux-

extraso

@ Note
RMABRBLETEHIT amazon-1linux-extras , BB E L EOL,

RESGFIELERR , BB AL2023 FESEEE , EEELARREUETER. §
m | WA REE B KRS Python 2.7 i8S EBRE ZE Python 3,

cronEFHiBE EsystemditiFES

RIBETEEE , cron FERERE AL2023 1, BRI M cronEFBEBE AL2 FHsystemdFtRFEs , DU%E
BBBZE AL2023, systemd BFZEE , flNE B IEFIET RN TIREMRE L&,

HBI AL2023 RV EEEE 11


https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://docs.aws.amazon.com/linux/al2023/release-notes/compare-packages.html
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AL2 PRl

THEFEEE AL2 WEERS , UEREMEBEEEBFMAK Amazon Linux F R,

ES]
- yum SEERFBEA GPGC FE£MEVMN GPG #E

yum HEERFEFEH GPG FEBEB UM GPG #E

Erpmi @ X EREFEA GPC FEREYMNrpmEAHRE 20 , AL2 PHEAEEERAKE . IR
BEEVE AL HENENR  IFERFEAREpnER AL2 B9 HEHN GPGC H£E LR

ATHRREEFERAENEPHERY , AL2 rpmP i AR SR L2 BiRERIE,
AL2023 rpmH Y RABTEXEEBEMEH GPGC F2BREBUMNEREE,

yum SEEEEMEH GPG T£IRENMN GPG £E 12
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EeE AL1 0 AL2

THEERA AL MALZ 2CENETEEZR, eI SENBHENXE  UAREHESENHEEN.

FE

« AL1 XEM EOL

« % AWSGraviton RE 25

- systemd HU{X upstart I 5K 5 init RE
 Python 2.6 1 2.7 EHUX A Python 3

- WEZHEE AL1T R AL2 AMIs EHEH

- LEEREEE AL AL ERBERGBLENEY

AL1 X&EH EOL

AL1 IR7ER EOL, AL1 H 2020 £12 A 31 HEAREZEELIE K WERHEEBEIERE , B3 2023 F
12 A 31 BAL,

EMBRBEFARERIHN Amazon Linux iR,

¥ AWSGraviton RIE a5

AL2 #H ¥ Graviton RIEBHNXE, AL2023 Bit¥ Graviton BB E— S HiE{t.

systemd HUf upstart M A init R#

£ AL2 # | systemdBUfX upstartfAinit Rk,

Python 2.6 1 2.7 2 HUX %A Python 3

B AL1 #% Python 2.6 B2 A E4H 2018.03 IRAH EOL , BEEHNEERENREFEF. AL2 FEkK
Python 2.7 fE A& £ X &Y Python 7,

AL2023 FERE#i A& Python 3 , M B FERFEE Python 2.x 7,

Lk =8 1E AL1 f1 AL2 AMIs EHEH

AL1 ZEF EOL 13
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ERAEER

E 0

GeolP

PyYAML

acl

acpid

alsa-lib
amazon-linux-extras
amazon-linux-extras-yum-plu
gin
amazon-ssm-agent
at

attr

audit

audit-libs
authconfig
aws-amitools-ec2
aws-cfn-bootstrap
aws-cli

awscli

basesystem

bash

bash-completion

AL1 AMI

2.2.49

2.0.19

1.0.22

3.2.1705.0

3.1.10

2.4.46

2.6.5

2.6.5

6.2.8

1.5.13

1.4

1.18.107

10.0

4.2.46

AL2 AMI

1.5.0

3.10

2.2.51

2.0.19

2.0.3

2.0.3

3.2.1705.0

3.1.13

2.4.46

2.8.1

2.8.1

6.2.8

2.0

1.18.147

10.0

4.2.46

2.1

AL1 1 AL2 AMI tb&
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=H AL1 AMI AL2 AMI
bc 1.06.95 1.06.95
bind-export-libs 9.114
bind-libs 9.8.2 9.11.4
bind-libs-lite 9.11.4
bind-license 9.11.4
bind-utils 9.8.2 9.11.4
binutils 2.27 2.29.1
blktrace 1.0.5
boost-date-time 1.53.0
boost-system 1.53.0
boost-thread 1.53.0
bridge-utils 1.5
bzip2 1.0.6 1.0.6
bzip2-libs 1.0.6 1.0.6
ca-certificates 2023.2.62 2023.2.62
checkpolicy 21.10

chkconfig 1.3.49.3 1.7.4
chrony 4.2
cloud-disk-utils 0.27

cloud-init 0.7.6 19.3

AL1 1 AL2 AMI HE8 15
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ERAEER

=4
cloud-utils-growpart
copy-jdk-configs
coreutils

cpio

cracklib
cracklib-dicts
cronie
cronie-anacron
crontabs
cryptsetup
cryptsetup-libs
curl

cyrus-sasl
cyrus-sasl-lib
cyrus-sasl-plain
dash

db4

db4-utils

dbus

dbus-libs

AL1 AMI

3.3

8.22

2.10

2.8.16

2.8.16

1.4.4

1.4.4

1.10

1.6.7

1.6.7

7.61.1

2.1.23

2.1.23

2.1.23

0.5.5.1

4.7.25

4.7.25

1.6.12

1.6.12

AL2 AMI

0.31

8.22

212

29.0

29.0

1.4.11

1.4.11

1.11

1.7.4

1.7.4

8.3.0

2.1.26

2.1.26

1.10.24

1.10.24

AL1 1 AL2 AMI tb&
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ERAEER
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dejavu-fonts-common
dejavu-sans-fonts
dejavu-serif-fonts
device-mapper
device-mapper-event
device-mapper-event-libs
device-mapper-libs
device-mapper-persistent-data
dhclient

dhcp-common

dhcp-libs

diffutils

dmidecode

dmraid

dmraid-events

dosfstools

dracut

dracut-config-ec2
dracut-config-generic

dracut-modules-growroot

AL1 AMI

2.33

2.33

2.33

1.02.135

1.02.135

1.02.135

1.02.135

0.6.3

4.1.1

411

3.3

1.0.0.rc16

1.0.0.rc16

004

0.20

AL2 AMI

1.02.170

1.02.170

1.02.170

1.02.170

0.7.3

4.2.5

4.2.5

4.2.5

3.3

3.2

1.0.0.rc16

1.0.0.rc16

3.0.20

033

2.0

033

AL1 1 AL2 AMI tb&
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dump

dyninst

e2fsprogs

e2fsprogs-libs
ec2-hibinit-agent
ec2-instance-connect
ec2-instance-connect-selinux
ec2-net-utils

ec2-utils

ed
elfutils-default-yama-scope
elfutils-libelf

elfutils-libs

epel-release

ethtool

expat

file

file-libs

filesystem

findutils

AL1 AMI

0.4

1.43.5

1.43.5

1.0.0

0.7

0.7

1.1

0.168

3.15

21.0

5.37

5.37

2.4.30

442

AL2 AMI

9.3.1

1.42.9

1.42.9

1.0.2

1.1

1.1

1.7.3

1.2

1.9

0.176

0.176

0.176

4.8

21.0

5.1

5.1

3.2

4.5.11

AL1 1 AL2 AMI tb&
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=H AL1 AMI AL2 AMI
fipscheck 1.3.1 1.4.1
fipscheck-lib 1.3.1 1.4.1
fontconfig 28.0

fontpackages-filesystem 1.41

freetype 2.3.11 2.8
fuse-libs 294 29.2
gawk 3.1.7 4.0.2
gdbm 1.8.0 1.13
gdisk 0.8.10 0.8.10
generic-logos 17.0.0 18.0.0
get_reference_source 1.2

gettext 0.19.8.1
gettext-libs 0.19.8.1
giflib 4.1.6

glib2 2.36.3 2.56.1
glibc 217 2.26
glibc-all-langpacks 2.26
glibc-common 217 2.26
glibc-locale-source 2.26
glibc-minimal-langpack 2.26

AL1 1 AL2 AMI HE8 19
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ERAEER
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gmp
gnupg2
gpgme
gpm-libs
grep

groff
groff-base
grub
grub2

grub2-common

grub2-efi-x64-ec2

grub2-pc

grub2-pc-modules

grub2-tools

grub2-tools-minimal

grubby
gssproxy
gzip
hardlink

hesiod

AL1 AMI

6.0.0

2.0.28

1.4.3

1.20.6

2.20

1.22.2

1.22.2

0.97

7.0.15

1.5

3.1.0

AL2 AMI

6.0.0

2.0.22

1.3.2

1.20.7

2.20

1.22.2

2.06

2.06

2.06

2.06

2.06

2.06

2.06

8.28

0.7.0

1.5

1.3

AL1 1 AL2 AMI tb&
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ERAEER
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hibagent
hmaccalc
hostname
hunspell
hunspell-en
hunspell-en-GB
hunspell-en-US
hwdata

info

initscripts

iproute

iptables
iptables-libs

iputils

irgbalance
jansson
java-1.7.0-openjdk
javapackages-tools
jbigkit-libs

jpackage-utils

AL1 AMI

1.0.0

0.9.12

0.233

5.1

9.03.58

44.0

1.4.21

20121221

1.5.0

1.7.0.321

0.9.1

1.7.5

AL2 AMI

1.1.0

3.13

1.3.2

0.20121024

0.20121024

0.20121024

0.252

5.1

9.49.47

5.10.0

1.8.4

1.8.4

20180629

1.7.0

2.10

20

AL1 1 AL2 AMI tb&
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ERAEER

=4

json-c

kbd
kbd-legacy
kbd-misc
kernel
kernel-tools
keyutils
keyutils-libs
kmod
kmod-libs
kpartx
kpatch-runtime
krb5-libs
langtable
langtable-data
langtable-python
lcms2

less

libICE

libSM

AL1 AMI

1.15

1.15

4.14.326

4.14.326

1.5.8

1.5.8

14

14

0.4.9

1.15.1

2.6

436

1.0.6

1.2.1

AL2 AMI

0.11

1.15.5

1.15.5

1.15.5

5.10.199

5.10.199

1.5.8

1.5.8

25

25

0.4.9

0.9.4

1.15.1

0.0.31

0.0.31

0.0.31

458

AL1 1 AL2 AMI tb&
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libX11
libX11-common
libXau
libXcomposite
libXext
libXfont

libXi
libXrender
libXtst

libacl

libaio
libassuan
libattr
libbasicobjects
libblkid

libcap
libcap-ng
libcap54
libcgroup

libcollection

AL1 AMI

1.6.0

1.6.0

1.0.6

0.4.3

1.3.2

1.4.5

1.7.2

0.9.8

1.2.2

2.2.49

0.3.109

2.0.3

2.4.46

2.23.2

2.16

0.7.5

2.54

0.40.rc1

AL2 AMI

2.2.51

0.3.109

21.0

2.4.46

0.1.1

2.30.2

2.54

0.7.5

0.7.0

AL1 1 AL2 AMI tb&
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libcom_err
libconfig
libcroco
libcrypt
libcurl
libdaemon
libdb
libdb-utils
libdrm
libdwarf
libedit
libestr
libevent
libfastjson
libfdisk
libffi
libfontenc
libgcc
libgcc72

libgcrypt

AL1 AMI

1.43.5

7.61.1

2.1

2.0.21

3.0.13

1.0.5

7.2.1

1.5.3

AL2 AMI

1.42.9

149

0.6.12

2.26

8.3.0

0.14

5.3.21

5.3.21

2.4.97

20130207

3.0

0.1.9

2.0.21

0.99.4

2.30.2

3.0.13

7.3.1

1.5.3

AL1 1 AL2 AMI tb&
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libgomp
libgpg-error
libgssglue
libicu

libidn
libidn2

libini_config

libjpeg-turbo

libmetalink

libmnl

libmount

libneftfilter_conntrack

libnfnetlink
libnfsidmap
libnghttp2
libnih

libnl

libnl3
libnI3-cli

libpath_utils

AL1 AMI

1.1

0.1

50.2

1.18

2.3.0

1.2.90

1.0.3

2.23.2

1.0.4

1.0.1

0.25

1.33.0

1.0.1

1.1.4

AL2 AMI

7.3.1

1.12

50.2

1.28

2.3.0

1.3.1

2.0.90

0.1.3

1.0.3

2.30.2

1.0.6

1.0.1

0.25

1.41.0

3.2.28

3.2.28

0.2.1

AL1 1 AL2 AMI tb&
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libpcap
libpciaccess
libpipeline
libpng

libpsl
libpwquality
libref_array
libseccomp
libselinux
libselinux-utils
libsemanage
libsepol
libsmartcols
libss

libssh2

libsss_idmap

libsss_nss_idmap

libstdc++
libstdc++72

libstoragemgmt

AL1 AMI

1.2.3

1.2.49

0.6.2

1.2.3

2.1.10

2.1.10

2.1.6

21.7

2.23.2

1.43.5

1.4.2

7.2.1

AL2 AMI

1.5.3

0.14

1.2.3

1.5.13

1.2.3

0.1.5

2.4.1

2.5

2.5

2.5

2.5

2.30.2

1.42.9

1.4.3

1.16.5

1.16.5

7.3.1

1.6.1

AL1 1 AL2 AMI tb&
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=H AL1 AMI AL2 AMI
libstoragemgmt-python 1.6.1
libstoragemgmt-python-clibs 1.6.1
libsysfs 2.1.0 2.1.0
libtasn1 2.3 410
libteam 1.27
libtiff 4.0.3
libtirpc 0.2.4 0.2.4
libudev 173

libunistring 0.9.3 0.9.3
libuser 0.60 0.60
libutempter 1.1.5 1.1.6
libuuid 2.23.2 2.30.2
libverto 0.2.5 0.2.5
libverto-libevent 0.2.5
libwebp 0.3.0
libxcb 1.11

libxml2 2.91 2.91
libxml2-python 291
libxml2-python27 291

libxslt 1.1.28

AL1 1 AL2 AMI HE8 27
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ERAEER

=
libyaml
Im_sensors-libs

log4j-cve-2021-44228-hotpat
ch

logrotate

Isof

lua

lvm2
lvm2-libs

1z4

mailcap

make

man-db
man-pages
man-pages-overrides
mariadb-libs
mdadm
microcode_ctl
mingetty
mlocate

mtr

AL1 AMI

0.1.6

3.7.8

4.82

51.4

2.02.166

2.02.166

2.1.31

3.82

2.6.3

4.10

3.2.6

2.1

1.08

AL2 AMI

0.1.4

3.4.0

3.8.6

4.87

51.4

2.02.187

2.02.187

1.7.5

3.82

2.6.3

3.53

7.5.2

5.5.68

4.0

2.1

0.26

0.92

AL1 1 AL2 AMI tb&
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nano

nc

ncurses
ncurses-base
ncurses-libs
net-tools
nettle

newt
newt-python
newt-python27
nfs-utils

nspr

nss

nss-pem

nss-softokn

nss-softokn-freebl

nss-sysinit
nss-tools
nss-util

ntp

AL1 AMI
253
1.84

SN

51/

5.7

1.60

0.52.11

0.52.11
1.3.0
4.25.0
3.53.1
1.0.3
3.53.1
3.53.1
3.53.1
3.53.1
3.53.1

4.2.8p15

AL2 AMI

2.9.8

6.0

6.0

6.0

2.0

2.7.1

0.52.15

0.52.15

1.3.0

4.35.0

3.90.0

1.0.3

3.90.0

3.90.0

3.90.0

3.90.0

3.90.0

AL1 1 AL2 AMI tb&

29



Amazon Linux 2

ERAEER

=4

ntpdate

ntsysv

numactl
numactl-libs
openldap
openssh
openssh-clients
openssh-server
OpenSSL
openssl-libs
os-prober
p11-kit
p11-kit-trust
pam
pam_ccreds
pam_krb5
pam_passwdqc
parted

passwd

pciutils

AL1 AMI
4.2.8p15
1.3.49.3

2.0.7

2.4.40
7.4p1
7.4p1
7.4p1

1.0.2k

0.18.5
0.18.5
1.1.8
10
2.3.11
1.0.5
2.1
0.79

3.1.10

AL2 AMI

1.7.4

2.0.9
2.4.44
7.4p1
7.4p1
7.4p1
1.0.2k
1.0.2k
1.58
0.23.22
0.23.22

1.1.8

3.1
0.79

3.5.1

AL1 1 AL2 AMI tb&
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pciutils-libs

pcre

pcre2

perl

perl-Carp
perl-Digest
perl-Digest-HMAC
perl-Digest-MD5
perl-Digest-SHA
perl-Encode
perl-Exporter
perl-File-Path
perl-File-Temp
perl-Filter
perl-Getopt-Long
perl-HTTP-Tiny
perl-PathTools
perl-Pod-Escapes
perl-Pod-Perldoc

perl-Pod-Simple

AL1 AMI

3.1.10

8.21

5.16.3

1.26

1.17

1.03

2.52

5.85

2.51

5.68

2.09

0.23.01

1.49

2.40

0.033

3.40

1.04

3.20

3.28

AL2 AMI

3.5.1

8.32

10.23

5.16.3

1.26

2.51

5.68

2.09

0.23.01

1.49

2.40

0.033

3.40

1.04

3.20

3.28

AL1 1 AL2 AMI tb&
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perl-Pod-Usage
perl-Scalar-List-Utils
perl-Socket
perl-Storable
perl-Text-ParseWords
perl-Time-HiRes
perl-Time-Local
perl-constant
perl-libs

perl-macros
perl-parent
perl-podlators
perl-threads
perl-threads-shared
pinentry

pkgconfig

plymouth
plymouth-core-libs
plymouth-scripts

pm-utils

AL1 AMI

1.63

1.27

2.010

2.45

3.29

1.9725

1.2300

1.27

5.16.3

5.16.3

0.225

2.5.1

1.87

1.43

0.7.6

0.27.1

1.4.1

AL2 AMI

1.63

1.27

2.010

2.45

3.29

1.9725

1.2300

1.27

5.16.3

5.16.3

0.225

2.5.1

1.87

1.43

0.8.1

0.27.1

0.8.9

0.8.9

0.8.9

1.4.1
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policycoreutils
popt
postfix
procmail
procps
procps-ng
psacct
psmisc
pth
pygpgme
pyliblzma
pystache
python

python-babel

python-backports

python-backports-ssl_match_

hostname

python-cffi

python-chardet
python-configobj

python-daemon

AL1 AMI

2.1.12

1.13

3.22

3.2.8

6.3.2

22.20

2.0.7

AL2 AMI

2.5

1.13

2.10.1

3.3.10

6.6.1

22.20

2.0.7

0.3

0.5.3

0.5.3

2.7.18

0.9.6

1.0

3.5.0.1

1.6.0

2.2.1

4.7.2

1.6

AL1 1 AL2 AMI tb&
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python-devel
python-docutils
python-enum34
python-idna
python-iniparse
python-ipaddress
python-jinja2
python-jsonpatch
python-jsonpointer
python-jwcrypto
python-kitchen
python-libs
python-lockfile
python-markupsafe
python-pillow
python-ply
python-pycparser
python-pycurl
python-repoze-Iru

python-requests

AL2 AMI

2.7.18

0.12

1.0.4

2.4

0.4

1.0.16

2.7.2

1.2

1.9

0.4.2

1.1.1

2.7.18

0.9.1

0.11

2.0.0

3.4

2.14

7.19.0

0.4

26.0
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python-simplejson
python-urlgrabber
python-urllib3
python2-botocore
python2-colorama
python2-cryptography
python2-dateutil
python2-futures
python2-jmespath
python2-jsonschema
python2-oauthlib
python2-pyasn1
python2-rpm
python2-rsa
python2-s3transfer

python2-setuptools

python2-six

python27 2.7.18
python27-PyYAML 3.10
python27-babel 094

AL2 AMI

3.2.0

3.10

1.25.9

1.18.6

0.3.9

1.7.2

2.6.1

3.0.5

0.9.3

2.5.1

2.0.1

0.1.9

4.11.3

3.4.1

0.3.3

41.2.0

1.11.0

AL1 1 AL2 AMI tb&
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python27-backports

python27-backports-ssl_matc
h_hostname

python27-boto
python27-botocore
python27-chardet
python27-colorama
python27-configobj
python27-crypto
python27-daemon
python27-dateutil
python27-devel
python27-docutils
python27-ecdsa
python27-futures
python27-imaging
python27-iniparse
python27-jinja2
python27-jmespath
python27-jsonpatch

python27-jsonpointer

AL1 AMI

1.0

3.4.0.2

2.48.0

1.17.31

2.0.1

0.4.1

4.7.2

2.6.1

1.5.2

2.1

2.7.18

0.11

0.11

3.0.3

1.1.6

0.3.1

2.7.2

0.9.2

1.2

1.0

AL2 AMI

AL1 1 AL2 AMI tb&
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python27-kitchen 1.1.1
python27-libs 2.7.18
python27-lockfile 0.8
python27-markupsafe 0.11
python27-paramiko 1.151
python27-pip 9.0.3
python27-ply 3.4
python27-pyasn1 0.1.7
python27-pycurl 7.19.0
python27-pygpgme 0.3
python27-pyliblzma 0.5.3
python27-pystache 0.5.3
python27-pyxattr 0.5.0
python27-requests 1.2.3
python27-rsa 3.4.1
python27-setuptools 36.2.7
python27-simplejson 3.6.5
python27-six 1.8.0
python27-urlgrabber 3.10
python27-urllib3 1.24.3
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python27-virtualenv 15.1.0
python3

python3-daemon
python3-docutils
python3-libs
python3-lockfile
python3-pip
python3-pystache
python3-setuptools
python3-simplejson
pyxattr

grencode-libs

quota 4.00
quota-nls 4.00
rdate

readline 6.2
rmt 0.4
rng-tools 5
rootfiles 8.1
rpcbind 0.2.0

AL2 AMI

3.7.16

223

0.14

3.7.16

0.11.0

20.2.2

0.5.4

49.1.3

3.2.0

0.5.1

3.4.1

4.01

4.01

1.4

6.2

6.8

8.1

0.2.0

AL1 1 AL2 AMI tb&
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rpm

rpm-build-libs

rpm-libs
rpm-plugin-systemd-inhibit
rpm-python27

rsync

rsyslog

ruby

ruby20

ruby20-irb

ruby20-libs
rubygem20-bigdecimal
rubygem20-json
rubygem20-psych
rubygem20-rdoc
rubygems20

scl-utils

screen

sed

selinux-policy

AL1 AMI

4.11.3

4.11.3

4.11.3

411.3

3.0.6

5.8.10

20

2.0.0.648

2.0.0.648

2.0.0.648

1.2.0

1.8.3

2.0.0

422

2.0.141

4.0.3

4.21

AL2 AMI

4.11.3

4.11.3

411.3

4.11.3

3.1.2

8.24.0

20130529

41.0

422

3.13.1

AL1 1 AL2 AMI tb&
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selinux-policy-targeted 3.13.1
sendmail 8.14.4

setserial 217 217
setup 2.8.14 2.8.71
setuptool 1.19.11
sgpio 1.2.0.10 1.2.0.10
shadow-utils 41.4.2 4151
shared-mime-info 1.1 1.8
slang 2.2.1 224
sqlite 3.717 3.717
sssd-client 1.16.5
strace 4.26
sudo 1.8.23 1.8.23
sysctl-defaults 1.0 1.0
sysfsutils 21.0

sysstat 10.1.5
system-release 2018.03 2
systemd 219
systemd-libs 219
systemd-sysv 219
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systemtap-runtime 4.5
sysvinit 2.87

sysvinit-tools 2.88
tar 1.26 1.26
tcp_wrappers 7.6 7.6
tcp_wrappers-libs 7.6 7.6
tcpdump 4.9.2
tcsh 6.18.01
teamd 1.27
time 1.7 1.7
tmpwatch 2.9.16

traceroute 2.0.14 2.0.22
ttmkfdir 3.0.9

tzdata 2023c 2023c
tzdata-java 2023c

udev 173

unzip 6.0 6.0
update-motd 1.0.1 1.1.2
upstart 0.6.5

usermode 1.111
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ustr

util-linux
vim-common

vim-data

vim-enhanced

vim-filesystem

vim-minimal
virt-what
wget

which
words
xfsdump

xfsprogs

xorg-x11-font-utils

xorg-x11-fonts-Type1

xxd

Xz
xz-libs
yajl

yum

AL1 AMI

1.0.4

2.23.2

9.0.1712

9.0.1712

9.0.1712

9.0.1712

9.0.1712

1.18

2.19

3.0

7.2

7.2

9.0.1712

5.2.2

5.2.2

3.4.3

AL2 AMI

1.0.4

2.30.2
20819 A0 H
2081 £9 A0 H
2081 £9 A0 H
2081 9 A0 H
20819 A0 H
1.18

1.14

2.20

3.0

3.1.8

5.0.0

20819 A0 H
5.2.2
5.2.2
204

3.4.3
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yum-langpacks
yum-metadata-parser
yum-plugin-priorities
yum-plugin-upgrade-helper
yum-utils

Zip

zlib

AL1 AMI

1.1.4

1.1.31

1.1.31

1.1.31

3.0

1.2.8

AL2 AMI

0.4.2

1.1.4

1.1.31

1.1.31

3.0

1.2.7

b8t E AL1 M AL2 ERREEREG FHNEH

M
amazon-linux-extras
basesystem

bash

bzip2-libs
ca-certificates
chkconfig

coreutils

cpio

curl

cyrus-sasl-lib

AL1 Bss

10.0
4.2.46
1.0.6
2023.2.62
1.3.49.3

8.22

7.61.1

2.1.23

AL2 Bzr
2.0.3

10.0
4.2.46
1.0.6
2023.2.62
1.7.4
8.22

212
8.3.0

2.1.26

AL1 1 AL2 BESHLEL
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db4
db4-utils
diffutils
elfutils-libelf
expat
file-libs
filesystem
findutils
gawk
gdbm
glib2

glibc

glibc-common
glibc-langpack-en

glibc-minimal-langpack

gmp
gnupg2
gpgme
grep

9zip

AL1 &B28
4.7.25

4.7.25

0.168
21.0
5.37

2.4.30

3.1.7
1.8.0
2.36.3
217

217

6.0.0
2.0.28
1.4.3
2.20

1.5

AL2 &g

3.3
0.176
21.0
5.1
3.2
4.5.11
4.0.2
1.13
2.56.1
2.26
2.26
2.26
2.26
6.0.0
2.0.22
1.3.2

2.20

AL1 1 AL2 BESHLEL
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info
keyutils-libs
krb5-libs
libacl
libassuan
libattr
libblkid
libcap
libcom_err
libcrypt
libcurl
libdb
libdb-utils
libffi

libgcc
libgcc72
libgcrypt
libgpg-error
libicu

libidn2

AL1 &B28
5.1

1.5.8
1.15.1
2.2.49
2.0.3

2.4.46

2.16

1.43.5

7.61.1

3.0.13

7.2.1
1.5.3
1.1
50.2

2.3.0

AL2 &g
5.1
1.5.8
1.15.1
2.2.51
21.0
2.4.46
2.30.2
2.54
1.42.9
2.26
8.3.0
5.3.21
5.3.21
3.0.13

7.3.1

1.5.3

1.12

2.3.0
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libmetalink
libmount
libnghttp2
libpsl
libselinux
libsepol
libssh2
libstdc++
libstdc++72
libtasn1
libunistring
libuuid
libverto

libxml2

libxml2-python27

lua

make

ncurses

ncurses-base

ncurses-libs

AL1 &B28

1.33.0
0.6.2
2.1.10
21.7

1.4.2

7.21
2.3

0.9.3

0.2.5
2.9.1
2.9.1
51.4
3.82
5.7
5.7

5.7

AL2 &g
0.1.3
2.30.2

1.41.0

2.5
2.5
1.4.3

7.3.1

4.10
0.9.3
2.30.2
0.2.5

2.9.1

51.4

6.0

6.0

6.0
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nspr
nss
nss-pem

nss-softokn

nss-softokn-freebl

nss-sysinit
nss-tools
nss-util
openldap
OpenSSL
openssl-libs
p11-kit
p11-kit-trust
pcre
pinentry
pkgconfig
popt

pth

pygpgme

pyliblzma

AL1 &B28
4.25.0
3.53.1
1.0.3
3.53.1
3.53.1
3.53.1
3.53.1
3.53.1
2.4.40

1.0.2k

0.18.5
0.18.5
8.21
0.7.6
0.27.1
1.13

2.0.7

AL2 &g
4.35.0
3.90.0
1.0.3
3.90.0
3.90.0
3.90.0
3.90.0
3.90.0

2.4.44

1.0.2k
0.23.22
0.23.22
8.32

0.8.1

1.13
2.0.7
0.3

0.5.3
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python
python-iniparse
python-libs
python-pycurl
python-urlgrabber
python2-rpm
python27
python27-chardet
python27-iniparse
python27-kitchen
python27-libs
python27-pycurl
python27-pygpgme
python27-pyliblzma
python27-pyxattr
python27-urlgrabber
pyxattr

readline

rpm

rpm-build-libs

AL1 &B28

2.7.18
2.0.1
0.3.1
1.1.1
2.7.18
7.19.0
0.3
0.5.3
0.5.0

3.10

6.2
411.3

4.11.3

AL2 &g
2.7.18
0.4
2.7.18
7.19.0
3.10

411.3

0.5.1
6.2
411.3

4.11.3
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rpm-libs
rpm-python27

sed

setup
shared-mime-info
sqlite

sysctl-defaults
system-release

tar

tzdata

vim-data
vim-minimal

xz-libs

yum
yum-metadata-parser
yum-plugin-ovl
yum-plugin-priorities
yum-utils

zlib

AL1 &B28
4.11.3
4.11.3
4.21
2.8.14
1.1
3.7.17
1.0
2018.03
1.26

2023c

5.2.2
3.4.3
1.1.4
1.1.31
1.1.31
1.1.31

1.2.8

AL2 &g

4.11.3

422
2.8.71
1.8

3.7.17

2023c

20819 A0H

20819 HA0H

5.2.2

3.4.3

1.1.4

1.1.31

1.1.31

1.2.7
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Amazon EC2 £H AL2 Amazon EC2

(® Note

AL2 FEHZ Amazon Linux B B BIARZA<. AL2023 2 AL2 & BRA, MEHMET A FSH
{AL2023 FH &) PRILLE AL2 §1 AL2023 FHEHESEAL2023;FE,

FE

« A AL2 AMI BXE Amazon EC2 #11T{EEE AL2
 {# Systems Manager S &#HH AL2 AMI
« EEZE Amazon EC2 ${T1EEE

« AL2 AMI BE#S#E

- EHREE

- £ AL2 E#EA cloud-init

- BRE AL2 $1T1EEE

- ERAERENZD

« AL2 AMI MRZAE A

« BRE AL2 MATE SHEER

- AL2 BB RE

5/ AL2 AMI BXE) Amazon EC2 #1T{HE& AL2

&R LAER AL2 AMI B2 E) Amazon EC2 #i1T{EER. AL2 MMFFMEF  F2ELTE 1 BBHITE
A2,

£ Systems Manager X &K AL2 AMI

Amazon EC2 & #EM/\HE AMIs 1 AWS Systems Manager 2828 AWS |, BT LA ERENH
TEBEEER, #li , EC2-provided28/aws/service/ami-amazon-linux-latest/amzn2-
ami-kernel-default-hvm-x86_64-gp2 BARMEREE , ¥ —FiEmEEEEF AL2 AMI V&
FTRRZR

fEF AL2 AMI X&) Amazon EC2 #1T{EEE AL2 50


https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://docs.aws.amazon.com/linux/al2023/ug/
https://docs.aws.amazon.com/linux/al2023/release-notes/compare-packages.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
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EEFEH SHREHH AL2023 AMI AWS Systems Manager , 552 BB AFEH AL2023,

& Amazon EC2 AMI A B S BRI R LA T RS -
/aws/service/ami-amazon-linux-latest

BA LT T 5 AWS CLI i555 , %48 B 81 AWS E#HHATH Amazon Linux AMIsBYBE,

aws ssm get-parameters-by-path --path /aws/service/ami-amazon-linux-latest --query
"Parameters[].Name"

ERANEZEBBHITERE
T5Ig8BIfER EC2-provided A B 28 , EAZIH AL2 AMI B EIm5 . xlarge#1TER.,

EEADTTEESE , BFEATHERE  resolve:ssm:public-parameter , £
resolve:ssm 2Z#FER , M public-parameter EAEZENBEBNERE,

FELEHIH |, --count M --security-group ZBFRBEERN. HR --count , EREA 1, MR
BEHERR VPC NITARLZL#A , ISFHELTERER,

aws ec2 run-instances

--image-id resolve:ssm:/aws/service/ami-amazon-linux-latest/amzn2-ami-kernel -
default-hvm-x86_64-gp2

--instance-type m5.xlarge

--key-name MyKeyPair

MEFMES , S BEAWS Systems Manager ( EAEERE) PHEALESH.
T % Amazon Linux 2 AMI &1
Amazon Linux 2 AM| BEFERUA T B #45

amzn2-ami-[minimal-][kernel-{5.10,default,4.14}]-hvm-{x86_64,aarch64}-
{ebs,gp2}

« B/ AMIsPEM —HER/MUNTBERXRZREN , BUBRDBREK /N,
* kernel-VERSION € RE &R AMI EFRE LRI O :
» kernel-5.10 i#H Linux &4 5.10 k. ER AL2 HEZBOIRE,
« kernel-default €#H AL2 WERERTRE K D. ER kernel-5.10 I BIE

/A Systems Manager S &HH AL2 AMI 51


https://docs.aws.amazon.com/linux/al2023/ug/get-started.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-store-public-parameters.html

Amazon Linux 2 EREER

« kernel-4.14ZHE Linux B0 4.14 iR, EEEAREER AMI WHEBEY. F2KLRA AR
WETEBRE. A AMI 2EFZRE,

. FEABKN AMI BB, MASERENZ D, EL AMIs 2 kernel-4.14 B9 BI& . EL AMIs
EBEER AMI WHAHEMIRME, B2 AMI ZBARFHATEERE . BHEEHEL
AMIsBIRZ Dy o

« x86_64/aarch64 REEEHEPHIT AMI B CPU F4& . &4 Intel ;1 AMD E EC2 #47{E 822 EY
x86_64., 1#HY EC2 Graviton #{T{EEER aarch64.
- ebs/gp2 &REARIRMER AMI B EBS R EER, mESE , F2 B EBS WREEE, —#

EE gp2,

HEEEZE Amazon EC2 #1T{E#E

BREESH XA LLERE Amazon Linux #1T{ERE , B SSH AWS Systems Manager Session
Manager#l EC2 Instance Connect, MFEFMENR , F28 (Amazon EC2 FAEEM) PHERE
Linux #H{TIEEE,

SSH £ A& M sudo

RIRFAER , Amazon Linux T AFFIRwroot £ 5 E (SSH). 4 , hSERFBE BRI , ULt
BHWMERE, ZEAH SSH & A Amazon Linux 11T{EEE | BL4BERBEFRESTEEN SR
Y, BHXEREARBRBAITEENLSEE , LA SSH 7H, BIFTESR , M—aLUEH SSH
RiREANIKRER ec2-user, WIRFtER sudo IR, MBEMAERKrootEA |, EIZ T4
HeREHNAEFEAEERLS,

AL2 AMI BR#E R,

AL2 AMIsAERTERMEIERN SR £ AL2 AMIsHTERERATEREENARFEREXNE. WEFHE
& , F2E (Amazon EC2 EREER) PRIREEEN,

EHREEE

WERABEHAR AL2, MNEBE AL2023 BWEGA , 528 (Amazon Linux 2023 A &EIERM) RHNERE
AL2023 FIVEHFEERKREH.

AL2 1 AL1 BEES1E Amazon EC2 AWS Region FEENGE LEHREEREMER., FEETHA
BEEHFER , BETA yum EFTERFR, SESNAEERTFEUVZERMANEREEN , TRELETM
BERERE,

E#EZE Amazon EC2 #{T{EEE 52


https://docs.aws.amazon.com/ebs/latest/userguide/ebs-volume-types.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ami-boot.html
https://docs.aws.amazon.com/linux/al2023/ug/managing-repos-os-updates.html
https://docs.aws.amazon.com/linux/al2023/ug/managing-repos-os-updates.html
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/A Important

AL1 WE&#Z—EMRAER 2023 £12 A 31 HiZEZIEOL, HE 2024 £1 A 1 BEETF2WR
AR EHREREIE, WBFMER , 52E Amazon Linux AMI E B EIE R

NMREFTERBNTERNERRERT , B UERBATA AL2 AMI BBV HITER. WRER
ZREBVITERNERKEET , B LUEB Amazon Linux EHREFEREZELHTEER. SLRET
EXOSEEEMNEN. BRESELERERETYTHINMTER, BERT THRE , BIR
B AMI MEST BN ATEEREA.

® Note
HEME Amazon EC2 HTHER LEFNZR I EEERBFIENEYN , FS2RNAEHT

AL1, AL22 5 AL2023 #J Amazon EC2 #1T{EE L E#H yum X E R ERBHRBTRENE
#2

BERREN  FEATIGS :
[ec2-user ~]$ sudo yum install package

MREEE Amazon Linux REBEFMENERAREN , T lEESERRERZEE Amazon Linux #1718
f8 £, Amazon Linux £/ RPMsHl yymETEHER , EUREELENEARSREEN K. £E
EREBRMVED Amazon Linux BFELEREEARRTA , IAXREERUFZEARS, &
A AR EAS E L FE A FE X #TI8 E Amazon Linux #1T1E R,

EEREAER LEFHITHH Amazon Linux #1TEE , A scp = sftp , ARBE AL ITEEIL
HREEAREN, uRREN cloud-init E4H PACKAGE_SETUP iE , fES/T{EREEE IR L&
EHEARN. MEFEFMEENR K F2RBE AL2 LFEA cloud-init.

REMERN

FH EHREERMZEMEN. REMEFNEHRHN AMI Z£HIREEE M7 Amazon Linux &
0, WFE AWS KLBERNFMERF , IFEEHRLLBE , 52K AWS Cloud Security,

ALt FAL2 ERREAERBB TEYZEBRIEENZEHEF. LERBRHRTIERLER,

REMER 53
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1£ AL2023 # |, MHEA AL1 FAL2 |, HEREC 8 E, WFE AL2023 Ze M EFNEFMEN |, BE2E
{Amazon Linux 2023 FRAEERE) PHZEMHEHRMINEE,

BMEBRLERBRETERAREGEARINSLEEN. flN, AUl EERBGERAFMEEN
(FRRZEMHEN ) , AFHEEEN , LEERBERARERENERH., £H T cloud-init XEHE
17#8% : repo_upgrade, BT cloud-init #HREEMEXNTEHF BRERNAESEEEIHTEBIRILZE
RAEERNFHWERE :

#cloud-config
repo_upgrade: security

repo_upgrade AJEEMVEINT :
critical

ERARTERNERLT2MEER,

important

ERARTRNEENEEZEN T2 HER.

medium

ERARTERNER, EENPEREMEN.

low

ERMAERTERNZEMER , BB ERBREMEREHEERN,

security

EM Amazon ERAZEMEF A RTRNBRINEZEN.
bugfix

EM Amazon B RAHBBREENEH. GREEAEANENES  HPEZsLX2EHANSERHM
IRESREBRMIEIE,
all

ERMAEERANTRERN , EREDER/M,

none

TEERBREAEMNENEAITER,

REMEH 54


https://docs.aws.amazon.com/linux/al2023/ug/security-features.html

Amazon Linux 2 EREER

@ EE
Amazon Linux TS EMEFHELRS bugfix. EER Amazon Linux EAFREMHEE
¥, 36 repo_upgrade: all,

repo_upgrade HFERBREARE. EUHRER A NMREXREEAZEERPIEEHME , Amazon Linux
BEMBFHERSLZENTMEHHITLEEH . Amazon Linux t BB ERZEEHNEME
¥, FERERARMER /etc/motd BRINETHEHE, EEREELEH , BFEEEHTERL
#11T sudo yum upgrade,

B ALT M AL2 , AMIs B2 AMI BATAEANRR , BREMEHRRN. FAFERKE AMI L,

1E|T£$}HTE%F'3;&€E’JE1”F AR ANSIRE, EEREEAR AL2 WEHEH , BHIT yum
update -y,

© SRHEDFEMER

MREBERKBITEEERE cannot allocate memoryyum update b B4 §853 | Hl4n
t3.nano , B REEER &R BB AE#.

B AL2023 , HHEA AL1 R AL2 , RIFEHEEBEEE, FEER AL2023 EENFMER , F2

BEEEHNERRBEERN.

AL2023 2 BIRYMR AR E AR HRFETETRYER |, & Amazon Linux BRERARE R T — @A |
BARDRTR. ZREEKR  BREE AMIERARHNATA AMI, MFARRBE AMIsEERE
#o

FE Amazon Linux liRA 2 A B AR , e AL1 ARE AL2 , Sk AL2 FERZE AL2023,
WMEFHMEDR |, F2BAmazon Linux 7 B,

£ AL2 E{f# A cloud-init

cloud init E4 A Canonical FTEM WRMFERIFTEREN , AR Amazon EC2 EEREHIIRE T 5|
E Linux Bf%., Amazon Linux ‘@& BETHRAH cloud-inite EAREIEEHITERERMSEZZEN
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BE, B EHTEEBRBFEBFEREERNBUEMEIIEEIEE cloud-inite EXRRETEHFZE
ARG THER AMI , Y7 REREREREE . Amazon Linux t8{E cloud-init #1T ec2-user tRFE
¥R A RE,

'h

WEFMER , 552 cloud-init X4+,

Amazon Linux £ /etc/cloud/cloud.cfg.d # /etc/cloud/cloud.cfg K EIH cloud-
init B, &A1 /etc/cloud/cloud.cfg.d FEI BEH cloud-init BIFERER. LB HZFPWFERE
A% H cloud-init FEEY, ELERAGIZBHAMNIEF B , H%)H’QE?HEEEQE‘?E’JEO

cloud-init EF S ERBIEHBTERINITEL (MR —MRERBER

« RRIETEERHY M [EEY
RETHER.
- AMREEEREER.
- EHEFHFAE SSH £48.
- BEAEN /LB SSH £#MMAZE .ssh/authorized_keys , LAFEEANERE.
- ERFRTFEAEEES.
- REGREERPERNESDE.
- BITEAEERPRINERERETE,
- HEMITERFREUERE (WEA).

- RIRFEER , ephemeralo FITERFHREBREMSHEET /media/ephemeral 0 (EFEEEEER
MNERRFENETE) ; DRSTHE,

o RIFTEEE , ST AESTEREMNEREEE EEAR ml.small M cl.medium #ITE
BEA),

« B AT cloud-init IEFBERARNATERFTREREDS

#cloud-config
mounts:
- [ ephemeralo ]

MBE-—SERBE , FFZE cloud-init X4 RVEE,

- FTEBRBEAIERCIE TRIM BETEEFRERE , BHILESA LD EIREN L
RE  REZEHE, NFFRER  F2RITEEFHAEMKRETRIMEE, &0 EREEA

1£ AL2 EfER cloud-init 56
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disk_setup RiED B REX BT ERTFHHMRE. WEFMEF , FSE cloud-init X4
R R RREXTE o

XENERAEERER
cloud-init EH X EEERANERAEEREE !
» Gzip
- MRFEHEERHER gzip B#E , Cloud-init EEBRHEE R EERE.
- MIME 2B

- LA A MIME 7 BREREE—BULNER., W, BaLlEREECEAEERESHNERE
RERER, 7RERPNESEISHEA S cloud-init BE |, IEEEAXENEF—ELRK,
 Base64 f#15
- WMRFEAEERZ basebs i , Cloud-init FY¥IETRETUMBRIBTNERERAH P —BAXEN
B]H, MR THREBNER , CESRBERYAHERASRNEEER, B, S$EEEHTEHN
base64 E#l,
- FRAEERESE
- FEA #! H Content-Type: text/x-shellscript,

- BPHEEE XAMBPHEA /etc/init.d/cloud-init-user-scripts #1T, BEER
FERERD (TVREEREZR).

- ABER
- B¥EA #include T Content-Type: text/x-include-url,
- LRABRTEER, ERETE URLBE , 817—E. HKFENSE URL, EHARKBBEMERNR
RIS, ft URL BRHYAARTEER gzip BAE. MIME 2 BREHXF,
- ElRERER
- B8R A #cloud-config =z Content-Type: text/cloud-config,
- LABRREWBERER,
- BEBER AL2 FXE)
- B¥EA #upstart-job = Content-Type: text/upstart-job.
- WABERIE WERP /etc/init , MA upstart ERFEHE M upstart FHE—HFERARR.
- ZEiw boothook
- BASEA #cloud-boothook = Content-Type: text/cloud-boothooko
- IWRA A boothook B, EFEMTE /var/lib/cloud THERRE , BAIE#IT,
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- EREFUANEBEE., REEHIANLHFEIAIT X E], boothook HEBEREIE, HiGRRHER
BEEE INSTANCE_ID MSI1TEE 1D, FEFLLEBUR M boothook EXIEHITEE —XWES,

EXE AL2 #1T{EE

IR EI A B A AL2 #ITERE , BB HETEE, SUlEBHZHFARENTERUFER
EEARANER, UATRUHBEFRBEANEREK

AEN

- HREERM

- EE AL FITEEENEE

« Amazon EC2 AL2 ¥4 1T{ERE Y BRI 2R ARAB IR 5

« AL2 B9 1/0O HEiZ28

- BE AL FITEEBNIHRER

- £ AL2 #1T{EEE L EREENAE DNS

« £/ ec2-net-utils for AL2 FREZHI AN

® RIARERA

Amazon Linux HERB 2 ESEARRF[RBEZSENRREHANLOAESR, B2 , B UARTEHE
REETHNSEZHEEN, FEZTMURKREEEEZEN, NEREEVELENESHEMNE
BT , ESEEE AL HIT(EME iy,

Amazon Linux 1T EREMSTELEREN ec2-user , BEEEEHIBHMTEASBREREEBNER
&, MEFBNBREAENFEMAEN , 528 (Amazon EC2 FAEKE) PHEELinuxH1TEE
FHERE,

HEAHCHERE  BHEMRECEMNVEEHERE  SUUSEHTEERNIMERE  BHER XA
H—80, SETUSFRERT, BrERERENEE A MEASEFIMLBRE, WEFMESR
ASHEE AL HITEENEIHEE. SUMEHTERRESEMAERE DNS RFREMHE, MFEFHE
&, FFSHRE AL2 B1T{EEE FEREERE DNS.

EIRTE Amazon EC2 LR BT EREE K Su LB ESEREEREERHTEE K ARIATER
MARRREK , EEEHTERRBZRBTESH. SULUEMERRMNFHEERHEERS Amazon
EC2 : cloud-init #§/REAM shell 5T, WMEFMER , F2H (Amazon EC2 A ERE) PHKE
RFfELinuxEITER LHITHm T,
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BIE AL2 #ITEE LNEE
Amazon Linux WERE > M E S EARARFBRBEZTENRREHAN AR,

WERBERR AL2, NNEFF AL2023 HWEF , 5528 (Amazon Linux 2023 FHEIER) FHNERE
AL2023 FIVEHFEERKREH.

RBEBESERHRERFEEEEN, Linux 7HTFNFSEANSAEEMUSIERER, HiEEE
RERE  UREFNAZRERE,. MFEFAES  F2REN AL2 HTEE AT EEERE,

RIBTER , AL2 ITERSERA TIRFENER TRE :

* amzn2-core

e amzn2extra-docker

HASLREFEPANZSEHTM EH AWS , BETREERRE —AREFEF S SNES. ﬂﬂﬁﬁ
MEF  FSEEAL2 $}Hﬂlﬁﬁ—t¥ﬁiﬁﬁﬁ}§o NEECHANREEFSREREEFHMHE ,
SR EAL FTERLISRITHUBEN,

WIHFMARBHEIRFRERFETNREEHNSG. AERBL4AEITER LRRRBHEZFIE,
WMEFMEF , F2EERE AL2 BTER LFEFLE,

AL2 BTEBER yum E4EEEEEHER, yym EHEEETLE, BRUEHEKE , thgeEE
BEE#NRE KT,

B &

< EHTAL2 BATERE R BT ERHKE

- EAL2 HTERE L HBFEEE

s EAL HITERBLEERIZRUEEN
< EBE AL BITEE LRFURE

B AL2 Fi TR LT ERHKE

BEBBHBERTRERIIEEFEEEN, Linux 2PN ELSSHEEEMLMSIELER, HIGHAEFRM
RE  UREFNAZERED. BEE—XBEIERZE Amazon Linux STERE , ZE2E R —A
FE  BTREEFHEEHLUMERS, ATRPNAEFRERKRNE—FEH,

WERBAR AL2, INEFE AL2023 W& |, 3828 (Amazon Linux 2023 FHEERE) PHERE
AL2023 FIVEHFIEERBEE .
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WE AL BEMEHWMHEEENR , BSE AL2 AR H.
MEBR AL2023 SFREHMNENR |, 528 AL2023 RAE.

/A Important

MR EAEA Amazon Linux 2 AMI B EC2 #4TEIBRENZER IPve B 7% , BIXEER
B ITE BRI H1T sudo amazon-linux-https disable, E AT LAEEH AL2 H1T1EEE
4 http SHEXRIEREIR IPv6 EEER S3 FH yum REE.

ERT AL2 TR LR ES

1. (ER) E&8M0 shell 185 P RE screen TR, BERHRETEHSEEMETE A HeP B2

1T{EEEH SSH EiR, EERFENREFTHNBEFRLEEEERE , T FEHTEEEATE

RERBHARRE, screen TR AIRCEEPENER , Lee@BHITESH , LI EHRENE
REITEREM A B ETMABE,

a. 1T screen T LARIIE TEPEER

[ec2-user ~]$ screen

b. HENI/ERKERPEER K FEFEALNWTERLI L TANES

[ec2-user ~]$ screen -ls

There is a screen on:

17793 .pts-0.ip-12-34-56-78 (Detached)
1 Socket in /var/run/screen/S-ec2-user.

c. fFM screen-rin SMELEFGTSHIENER ID ENERILZE,

[ec2-user ~]$ screen -r 17793

d. EERERFEMR screen i , B exit i RERA TEREL

[ec2-user ~]$ exit
[screen is terminating]

2. ¥17 yum update T, BALUBIEMHIE --security E5 , BEEAZEEH.

[ec2-user ~]$ sudo yum update
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3. REJEHNEHN WAy, ARET Enter BIEZEH, EMRRLNFEERHTEEEZLSEN
BE. yum B EEHTBEPERENNAREE,

4. (EA) EFREETERE  UEKREEARBENINEFIEHANERE  EEFMRBZTE
BAROEH., TAH glibc BEXEHETHEFBEEZETME . BARHRENESER , 7
EAZEENRBREETERAEHN , ERXRAEFHBITRRFTELEINEHNERXEENHET
o

BT AL BiTER LMNE—FE4
FERALEFEME —E4 (REKEFMH) , MERBERR.
1. FEAZEEFNEHZBEIT yum update T,

[ec2-user ~]$ sudo yum update openssl

2. WESIENEHESR WAy, RRET Enter REZIEFH, ARREEFTERTNEHKREL
FEFH—EAELNESF. yum BHSEHNITIBEFBERERRE,

3. (ER) ENREATERE K URREEARBEFNSHEHANERE ; EEFRB TS
FBAROER. EAY glibc BEAEETHNEMREZENTAD . BREFIRBNEHEH , T
RAZEENRBBRBEANEREN  ERREFRAETREMAEEINEANEXEEFRHC T
Fo

 AL2 #11TERE LHTiEREE

WERBAR AL2, I1E AL2023 KIHHEBIERA |, #5828 (Amazon Linux 2023 FH&EF) HHEB
AL2023 i RRAS 2 & I EE TR E M AR

RIBTER , AL ITEREERA TIRFENER TRE :

* amzn2-core

e amzn2extra-docker

HASLRFEPEHZATANEREEH Amazon Web Services E#T , BEREFLERENEHTAE
S EHMtRFES.

ZEFERA yum @S RTENREEREENR , BKFEES /etc/yum.conf BREFEBFUR
repository.repo B#™FH /etc/yum.repos.d ERFEBREEENERA. B LFBHHTIE
¥ EBAZEN yum FEESEEREE URL FEEBEW repository.repo B,
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HEELEWLE yum RFE

EEAL TR EREN yum G
[ec2-user ~]$ yum repolist all

BREAHSIHERENRTE  IRESERFENRE, CRANBEFESERHIENEHR
B

% letc/lyum.repos.d #18 yum fEZE

1. 88K .repo ERNMUE, EERBESHENREENAARTE. ELHEHIP , .repo BRNUR

https://www.example.com/repository.repo.

2. {#M yum-config-manager S ¥ BfEFE,

[ec2-user ~]$ sudo yum-config-manager --add-repo https://
www.example.com/repository.xrepo

Loaded plugins: priorities, update-motd, upgrade-helper

adding repo from: https://www.example.com/repository.repo

grabbing file https://www.example.com/repository.repo to /etc/
yum.repos.d/repository.repo

repository.repo | 4.0 kB 00:00
repo saved to /etc/yum.repos.d/repository.repo

ERZERBEER , BL4ARATE , T —ERFHFRH.
£ /etc/yum.repos.d R LA yum REEE

{# /A yum-config-manager & S #4HE --enable repository 1€, U TH S EEARE Fedora &
ZR MY Extra Packages for Enterprise Linux (EPEL) &, RIEFEE , WA FEEMTE Amazon Linux
AM| #1718 L8 /etc/yum.repos.d & , B KA,

[ec2-user ~]$ sudo yum-config-manager --enable epel

MEFHMEF , URTHEEHNRIRA , 52 [ https : //https://fedoraproject.org/wiki/EPEL.,



https://fedoraproject.org/wiki/EPEL
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AL TR LSRALZEGRBEHN

BALEREHEETERSKILZRHREEN. & AmazonLinux2 7, BRRERBEHEETAER
YUM, £ AL2023 7 , BB BEHEE T E A DNF, MFEFHMEEN , 528 (Amazon Linux 2023
EREER) FEHEETE,

AL BiTER LSKREREBEHS

BT LAER yum search s TR SHEERENREFER TREANELR, EEETNERFERECEN
HNEREBRFEEAR, CREESEEFRESHNIGTET ; #HZEARRFES  FEASIRE
ERESEH,

[ec2-user ~]$ yum search "find"

LT R&EH@E,

Loaded plugins: extras_suggestions, langpacks, priorities, update-motd
============================== N/S matched: find ===============================

findutils.x86_64 : The GNU versions of find utilities (find and xargs)

gedit-plugin-findinfiles.x86_64 : gedit findinfiles plugin

ocaml-findlib-devel.x86_64 : Development files for ocaml-findlib
perl-File-Find-Rule.noarch : Perl module implementing an alternative interface to
File::Find

robotfindskitten.x86_64 : A game/zen simulation. You are robot. Your job is to find
kitten.

mlocate.x86_64 : An utility for finding files by name

ocaml-findlib.x86_64 : Objective CAML package manager and build helper

perl-Devel-Cycle.noarch : Find memory cycles in objects

perl-Devel-EnforceEncapsulation.noarch : Find access violations to blessed objects

perl-File-Find-Rule-Perl.noarch : Common rules for searching for Perl things

perl-File-HomeDir.noarch : Find your home and other directories on any platform

perl-IPC-Cmd.noarch : Finding and running system commands made easy

perl-Perl-MinimumVersion.noarch : Find a minimum required version of perl for Perl code

texlive-xesearch.noarch : A string finder for XeTeX

valgrind.x86_64 : Tool for finding memory management bugs in programs

valgrind.i686 : Tool for finding memory management bugs in programs

SlERFHZEREFESEHMRAEENREHTLANNER, EEIFEIRANESF
SEHE—EERT  AXRBELER. TN ERBRFEARARBEAENES,

T
:LQ'

RATR

f)

: 0k

WE AL EHHNFHEER  F2EATIRE .
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« AL2 Extras 23\ &
- EHFmEE

AL ITER LRERBEH

EALAF , yym EHEETESRSHACRANREE , SKTEANEREN  TRERBREE
AR E AR, MFEE AL2023 RERERBEAHNFRER , 52/ (Amazon Linux 2023 f£H
EiER) PHNEEEHNEZREEN.

BENREETREENS

#EfEA yum install package i T , YEAERE BB EBREUR 44, a0 , EERE links XF
B Web BB  BWAUTH S,

[ec2-user ~]$ sudo yum install links

ZRIEETHR RPM ERESR

& A BAER yum install Z# SRR THE RPM EA4ER. EEHTIHERE , FE RPM ER
HEREEBHNAZES T (MFERFEEHER).

i

[ec2-user ~]$ sudo yum install my-package.rpm

JIHERENEH
EERBHTERLCRENENEE  FEATIHT.

[ec2-user ~]$ yum list installed

i AL2 FITER LiRFHE

R LA ANERRERERBYAFALARELTERE4RTETTH, E5XTHEEHEREER
TRREBRENKBESY., EEZLNRMENE AL2 F Amazon Linux FiRZER , £F5ERH
ZEME TR | #l20 make, gccHl autoconfs,

HAMRBHRZFLIESE Amazon EC2 HITERFENER , RIZFARTSLTRELTE  BNALE
4 "Development Tools" WEHFHEPENSG. B LAEA yum groupinstall tr SRR A 1TER 1Y
Z B,

[ec2-user ~]$ sudo yum groupinstall "Development Tools"
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BERBEABENMAEBRBEEFERER (BA tarball) T T8 (Fl40 https://github.com/ F http:/
sourceforge.net/ E#AYE), EL tarball BEEEER .tar.gz BREIER. BALUER tar S HE B
BEEHFE,

[ec2-user ~]$ tar -xzf software.tar.gz

ELBBEEBREERRGESHER K BELERRIEHE &P S README = INSTALL EER, ELE
RO rREN T ERRIGRMEEE —PHRE,

FEEL Amazon Linux E4HRBERE

Amazon Web Services 1R HEBEHH KRR, B LAER yumdownloader --source i % T EEA 2
ZREHFNRETR.

#,1T yumdownloader --source package i TR & package R, Hlw , EETH htop EH
HIRIRES , BBWAU TR,

[ec2-user ~]$ yumdownloader --source htop

Loaded plugins: priorities, update-motd, upgrade-helper
Enabling amzn-updates-source repository
Enabling amzn-main-source repository
amzn-main-source

| 1.9 kB 00:00:00
amzn-updates-source

| 1.9 kB 00:00:00
(1/2): amzn-updates-source/latest/primary_db

| 52 kB 00:00:00
(2/2): amzn-main-source/latest/primary_db

| 734 kB 00:00:00
htop-1.0.1-2.3.amznl.src.rpm

FiR RPM N B REH TSN B &5,

Amazon EC2 AL2 #1T{EBE A R IE ST AREEIZ &I

C-state AJ#2H&/ 0 REMREERE AR KIESFR, C-state ft CO (BZRBMRE , LB/ ERMEE
RESHITIET) BHwSRE , &S TE C6 (RRFMBEME , LA O EA).

P-states B AT #|FT BRI AE (CPU $8), P-state f PO (REMEERE , B OATREEMEH
Intel Turbo Boost i 3RIZ S EXR) BRimsE , 2 RAIKE P1 (BEREAEEHERMN P-state) F P15 (&
K@ A ER),

BRI R R AR 15l 65
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BREEE C-state I P-state SRERREDEERUNERBEM., BLEESHHRFETEEHHART
EIf8 . FEE% C-state f P-state SRERMHZANKE , BELHITHEEBFEA. AMm , EENERAERE
HEBUBRSMNEROREZRVARIBRIEE , IEREEREERABENRE (MTESERARE
Turbo Boost $8XR) , {BEZEERARELHTEEA C-state T P-state F&E-

MEABIEERFIEFIEIERS C-state A P-state B9 Amazon EC2 #{T{EEEREEENR , BF2HE
{Amazon EC2 fEF#&1ER) $F# Amazon EC2 #{TEE M EIEERAEIES], Amazon EC2

THEHFERPEER[RNENTEHERE | URINMEIRARHIMER, ELREF ¥ Amazon Linux
BRE  WiEAR Amazon Linux ; A8 , S AIsEE AR Linux B/OMA S 3.9 S EFRAH Hit
Linux Z1ThR<,

(@ Note
LEE EEGERATIER :

* turbostat 2R , ARBEREERFMEER C-state Effl, BRIFFERL , turbostat MITEETE
Amazon Linux E7 A,

.+ stress T , ARBEBIEEH, EERYE stress , B A FIBH T sudo amazon-linux-
extras install epel Bt/ EPEL fFE , A®REIT sudo yum install -y stress,

E KRB R C-state EFA , 5545 --debug BIE S AT (sudo turbostat --debug stress
<options>) H,

AEN

- BE{E&& Turbo Boost $HR K &EMEE

- PREIREBEY C-state SEEI S K AEER KR
- URIKEEEUSEENEE

B{EH S Turbo Boost 8RN &=L

A Amazon Linux AMI VFERR R IESS MBI FIERE K BRERZSBIT/EEEHMER, HARREBRENEE
MESEREK, AHFREANZOEAERVRIRARE | TTREEZORNEROVEESEFIHZRAK Turbo
Boost & h T E R B AR

T5IEEHIL c4.8x1large BTERAS , Hh EEMER T TELESH KEESR Turbo Boost SR
E@Eﬂzq:l&/t\o
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ERAEER

[ec2-user ~]% sudo turbostat stress -c 2 -t 10
[30680] dispatching hogs: 2 cpu, @ io, @ vm, @ hdd

stress: info:
stress: info: [30680] successful run completed
pk cor CPU %Cc@ GHz TSC SMI %cl
Pkg_W RAM_W PKG_% RAM_%
5.54 3.44 2.90 0 9.18
94.04 32.70 54.18 0.00
® 0 0 0.12 3.26 2.90 ©0 3.61
48.12 18.88 26.02 0.00
® ©0 18 ©0.12 3.26 2.90 © 3.61
e 1 1 ©0.12 3.262.90 0 4.11
0 1 19 0.13 3.27 2.90 0 4.11
@ 2 2 0.133.282.90 0 4.45
@ 2 20 0.11 3.27 2.90 0O 4.47
@ 3 3 0.053.422.90 0 99.91
@ 3 21 97.84 3.452.90 0 2.11
1 10 0.06 3.33 2.90 0 99.88
1 1 28 97.61 3.442.90 0 2.32

10.002556 sec

%C3

0.00

0.00

0.00

0.00

0.00

0.01

in 10s

%C6 %c7 %pc2 %pc3 %pc6
85.28 0.00 0.00 0.00 0.00
96.27 0.00 0.00 0.00 0.00
95.77 0.00
95.42 0.00

0.05 0.00

0.06 0.00

%spc’/

0.00

0.00

FELEHH |, vCPU 21 1 28 t9LLE K Turbo Boost S8R E/E , RAHMBUEEA C6 RIRARRELLE
HIhFE | WBITEPROESEE D EEEERE, vCPU 3 # 10 (fABIEE vCPU 21 # 28 HERE#

D) BREFETH (1 RE

HETHIEHIF |, FiF 18 B OIEBEFHIT I , FIRFEZEFIZRAK Turbo Boost KYER#R , (EEfI

LA TAIll Core Turbo Boost. &4E |,

[ec2-user ~]$ sudo turbostat stress -c 36 -t 10
[30685] dispatching hogs: 36 cpu, @ io, @ vm, @ hdd

pr. 3

EiE% 3.2 GHz,

%C3

0.00

0.01

0.00

stress: info:
stress: info: [30685] successful run completed in 10s
pk cor CPU %c@ GHz TSC SMI %cl

Pkg_W RAM_W PKG_% RAM_%

99.27 3.20 2.90 © 0.26

228.59 31.33 199.26 0.00
@ 0 0 99.08 3.20 2.90 0 0.27
114.69 18.55 99.32 0.00
@ ©0 18 98.74 3.202.90 0 0.62
o 1 1 99.14 3.20 2.90 © 0.09
@ 1 19 98.75 3.202.90 0 0.49
@ 2 2 99.07 3.202.90 0 0.10

0.02

%C6 %c7 %pc2 %pc3 %pc6
Q.47 0.00 0.00 0.00 0.00
Q.64 0.00 0.00 0.00 0.00
0.76 0.00
0.81 0.00

spc’/

0.00

0.00
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@ 2 20 98.73 3.20 2.90 0 Q.44
@ 3 3 99.02 3.20 2.90 0 0.24 0.00 0.74 0.00
@ 3 21 99.13 3.20 2.9 0 0.13
@ 4 4 99.26 3.20 2.90 0 0.09 0.00 0.65 0.00
0 4 22 98.68 3.20 2.90 0 0.67
@ 5 5 99.193.202.9 0 ©0.08 0.00 0.73 0.00
@ 5 23 98.58 3.20 2.90 © 0@.69
@ 6 6 99.01 3.20 2.9 0 0.11 .00 ©0.89 0.00
@ 6 24 98.72 3.20 2.90 0 0.39

FREIRER C-state E XS LB K LEE

C-state AT R FIROEREAFEE AN KESHR, BEEES C-state RYUFARFKHVEREREE, &
DEARBEREEEZRE , ME#AKEROCBEMROEGARBMEEESEER |, B2 RN REZAKE
BOSEBETIELEERE, flin , Z85RERARFSPENZOERKIRAREE | RIEELEF
BT BRIE R AT REZ R AEE, B RMBEATERIRE C-state , BRI RERRELEE , BE
th & B H %0 1T Turbo Boost HIER 1A

FRIRBHKIRRER RN Redis BRERARER , ZIEARARENEFTHRRRLRERT , LER
RIREN B O EREE.

£ AL2 L PR $IEE R B RY BEAR AR AE
1. FEREZERNRESRR /etc/default/grub =R

[ec2-user ~]$ sudo vim /etc/default/grub

2. #®¥8 GRUB_CMDLINE_LINUX_DEFAULT 17 , Y118 intel_idle.max_cstate=1 M
processor.max_cstate=1EIEH C1 FREHBEERXON TR C-state,

GRUB_CMDLINE_LINUX_DEFAULT="console=tty® console=ttyS0,115200n8 net.ifnames=0
biosdevname=0 nvme_core.io_timeout=4294967295 intel_idle.max_cstate=1
processor.max_cstate=1"

GRUB_TIMEOUT=0

intel_idle.max_cstate=138IEZ% Intel #HIT{EBEERXE C-state FREI , ™
processor.max_cstate=1ZIFAIA AMD E#TEEERE C-state FR#l, #EMEREMA
EHEETRZLNME, EAFE—MHEE Intel 1 AMD EEREFMENITA.

3. REERLERENRESR.
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4. FITIwTREZFAMRIERE,

[ec2-user ~]$ sudo grub2-mkconfig -o /boot/grub2/grub.cfg

5. EXMREPITERRARRARE R E,

[ec2-user ~]$ sudo reboot

FR&) Amazon Linux AMI YR B KER AR BE

1. FRSEINRESEM /boot/grub/grub. conf X,

[ec2-user ~]$ sudo vim /boot/grub/grub.conf

2. {REBE—EEEMN kernel 17, ¥H¥ intel_idle.max_cstate=1 M
processor.max_cstate=13&IE3 C1 FREABEX UM EIR C-state,

# created by imagebuilder
default=0
timeout=1
hiddenmenu

title Amazon Linux 2014.09 (3.14.26-24.46.amznl.x86_64)

root (hd0o,0)

kernel /boot/vmlinuz-3.14.26-24.46.amznl.x86_64 root=LABEL=/ console=ttyS0
intel_idle.max_cstate=1 processor.max_cstate=1

initrd /boot/initramfs-3.14.26-24.46.amznl.x86_64.1img

intel_idle.max_cstate=1 3 8IEZ% Intel L IT{EBEERXE C-state FREI , ™
processor.max_cstate=1ZIFAIA AMD E#TEEERE C-state FR#l, #EMEREMA
EMHERETREL2NMHE, ENFFE—HEREE Intel M1 AMD EEREMENITA.

3. RERERLERENFRESR.
4. EFRREIHITERARAFNZOEE,

[ec2-user ~]$ sudo reboot

T5IgEHIL c4.8x1large FTER AR , HPEEMEHRTIELLL TAll Core Turbo Boost #/UME
REENEEDR K,
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[ec2-user ~]$ sudo turbostat stress -c 2 -t 10

stress: info: [5322] dispatching hogs: 2 cpu, @ io, @ vm, @ hdd

stress: info: [5322] successful run completed in 10s

pk cor CPU %c@ GHz TSC SMI %cl %C3 %C6 %c7 %pc2 %pc3 %pc6 %spc’/
Pkg_W RAM_W PKG_% RAM_%

5.56 3.20 2.90 © 94.44 0.00 0.00 0.00 0.00 0.00 0.00 0.00

131.90 31.11 199.47 0.00

@ 0 0 0.032.082.90 © 99.97 0.00 0.00 0.00 0.00 0.00 0.00 0.00
67.23 17.11 99.76 0.00

@ ©0 18 ©0.01 1.93 2.90 © 99.99

o 1 1 ©0.02 1.96 2.90 © 99.98 0.00 0.00 0.00
@ 1 19 99.70 3.20 2.90 0 0.30
1 1 10 0.02 1.97 2.90 © 99.98 0.00 0.00 0.00
1 1 28 099.67 3.20 2.90 © 0.33
1 2 11 0.04 2.632.90 0 99.96 0.00 0.00 0.00
1 2 29 0.022.11 2.990 © 99.98

EUEHIF | vCPU 19 1 28 B98%/0BL 3.2 GHz iB4E , i O RIERE S SH C1 C-state, HA
BER O ARIZERHR K Turbo Boost R | B RAKREAMNR S LLERIRE C6 C-state ERESHPIE
B FEFTEIRE SR

MRS RS EEMRE

IET ] P-state B RERBRNEE, P-state BT $2 HIFTE MO MAEE (CPU $8R), ZHT
EEFH L PO EERREERE |, LkERFEESRMEMA Turbo Boost, AT , ZEEREBEEMEE , MIE Turbo
Boost Bt F HIR Y RIBMEE | BEBLEMBA R

Intel Advanced Vector Extensions (AVX T AVX2) TEE HAEHURKERREBEEMAE , M AVX B
SHEBUERAELE N, £/ Turbo Boost MEERUBRKERIEE e ARLWELIRBEERTE,
MEERREN AVX WHTERARETESBNFHRENR , FSH Intel Bk,

CPU FIESEBEZEX12H P-state, BHTHEH CPU FEEHM CPU FERBER (BERKOLER) ,
WMTAR :

« Linux &0 6.1 MRAEHARA — £ 1& Intel Granite Rapids ( 540 R8i)

« Linux %%/ 5.10 liRR B HTARZA — 28 AMD Milan ( f5lz0 M6a)

o Linux /0 5.6 lRFERTIRAS — X Intel Icelake ( BlE0 M6i)
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HZERITHIHREROREREHE CPU , FHTUTHT.

if [ -d /sys/devices/system/cpu/cpu@/cpuidle ]; then echo "C-state control enabled";
else echo "Kernel cpuidle driver does not recognize this CPU generation"; fi

MRARBTHREHRTRZXE , RAEZBEEROAR.

7 5 & 552 BA 2047 PR 41558 /B K BR AR BB 42 A Turbo Boost (EiBiER P1 P-state) , BELEANITEER
REHREEERRPMEEREERR,

FREIEREBHVEEARARRE | S 7E AL2 £ H Turbo Boost

1. FRESERNNRESRMM /etc/default/grub EBX,

[ec2-user ~]$ sudo vim /etc/default/grub

2. #®¥E GRUB_CMDLINE_LINUX_DEFAULT 17 , ¥ #7118 intel_idle.max_cstate=1 M
processor.max_cstate=11&IE C1 REAFBEX UIEIR C-state,

GRUB_CMDLINE_LINUX_DEFAULT="console=tty® console=ttyS0,115200n8 net.ifnames=0
biosdevname=0 nvme_core.io_timeout=4294967295 intel_idle.max_cstate=1
processor.max_cstate=1"

GRUB_TIMEOUT=0

intel_idle.max_cstate=13i8IEZ% Intel L IT{EBEERXE C-state PREI , ™
processor.max_cstate=1ZIFAIA AMD B#TEEERE C-state FR#l, #EMEZREMA
EHEETRZENME, EAFFE A Intel 1 AMD EEREMMENITA,

3. REERLERENRESR.
4. FITIwTREZFAMBERE,

[ec2-user ~]$ grub2-mkconfig -o /boot/grub2/grub.cfg

5. EXREITERARAREZ R E,

[ec2-user ~]$ sudo reboot

6. EERFEE Pl P-state iREMNEKEREREERE K FHTTHGSEER Turbo Boost,

[ec2-user ~]$ sudo sh -c "echo 1 > /sys/devices/system/cpu/intel_pstate/no_turbo"

EEEREEH =



Amazon Linux 2 EREER

7. ITHEEHEHRE , BUEA T oS EHRBA Turbo Boosts.

[ec2-user ~]$ sudo sh -c "echo @0 > /sys/devices/system/cpu/intel_pstate/no_turbo"

BR#I Amazon Linux AMI EERERERAREEIZ A Turbo Boost

1. FEREERIMNREESSFR /boot/grub/grub. conf X,

[ec2-user ~]$ sudo vim /boot/grub/grub.conf

2. iREHE—{EEEM kernel 17, YWHT® intel_idle.max_cstate=1 F

A —

processor.max_cstate=13&81E C1 FREABEX UMEIR C-state

# created by imagebuilder
default=0
timeout=1
hiddenmenu

title Amazon Linux 2014.09 (3.14.26-24.46.amznl.x86_64)

root (hdo,0)

kernel /boot/vmlinuz-3.14.26-24.46.amznl.x86_64 root=LABEL=/ console=ttyS0
intel_idle.max_cstate=1 processor.max_cstate=1

initrd /boot/initramfs-3.14.26-24.46.amznl.x86_64.1img

intel_idle.max_cstate=1iB1E2A Intel L TEEEERE C-state FRHl , ™
processor.max_cstate=1iREA|A AMD B 1TEEEERE C-state BRF|, A& EMEZIEMA
BWHEREHPERENME, EAFE—FERET Intel 1 AMD LEREFTENITA,

3. REFERLERENRESR.
4. EFREHITERBATN KRR,

[ec2-user ~]$ sudo reboot

5. BERFEEPlP-state REMNBEREREEERE , FHT T 5T EEA Turbo Boost,

[ec2-user ~]$ sudo sh -c "echo 1 > /sys/devices/system/cpu/intel_pstate/no_turbo"

6. ITHEEHZTHE 6 BaEA T aSEHBA Turbo Boost,

BRI R R AR 15l 72



Amazon Linux 2 EREER

[ec2-user ~]$ sudo sh -c "echo @0 > /sys/devices/system/cpu/intel_pstate/no_turbo"

THIEEHILA c4.8xlarge #ATERAG , Hh EEMEHT TELUAEER IR (& Turbo Boost)
EMER vCPU,

[ec2-user ~]$ sudo turbostat stress -c 2 -t 10

stress: info: [5389] dispatching hogs: 2 cpu, @ io, @ vm, @ hdd

stress: info: [5389] successful run completed in 10s

pk cor CPU %c@ GHz TSC SMI %cl %C3 %C6 %c7 %pc2 %pc3 %pc6 spc’/
Pkg_W RAM_W PKG_% RAM_%

5.59 2.90 2.90 © 94.41 0.00 0.00 ©0.00 0.00 0.00 0.00 0.00

128.48 33.54 200.00 0.00

0 0 0.042.902.99 0 99.96 0.00 0.00 0.00 0.00 0.00 0.00 0.00
65.33 19.02 100.00 0.00

@ © 18 0.04 2.90 2.90 © 99.96
1 1 ©0.052.90 2.9 © 99.95 0.00 0.00 0.00
@ 1 19 0.04 2.90 2.90 © 99.96
@ 2 2 0.04 2.90 2.90 0 99.9% 0.00 0.00 0.00
@ 2 20 0.04 2.90 2.90 © 99.96
@ 3 3 0.052.90 2.9 © 99.95 0.00 0.00 0.00
@ 3 21 99.95 2.90 2.90 © 0.05

1 28 99.92 2.90 2.90 ©0 0.08
1 2 11 0.06 2.90 2.90 © 99.9%4 0.00 0.00 0.00

1 2 29 0.052.90 2.90 @ 99.95

vCPU 21 1 28 W#Z UL EEETEESIEE 2.9 GHz BEDRHT I , MAMAEREANZOEE C1
C-state TEIRFUEERE EES EMFEZIES,

AL2 #9 1/0 HEFE R

/0 BERZRR = Linux FRRBH—82 , AHEFMES /10 FR , WRECFNERIERF.

/0 FERRR A ARNEMERBEENRIE AT ESKBEREZE  MAKESREHERA
EFER, 110 IERHEERBNERCRENTSERD . ERRAUREERE , BF ME#FEUR
REE K MHRERLRE  IHSRHEBCHIER.

ZREREETER Amazon Linux 1/0 #Ef288, MFEAM Linux BTMATER 2 1/0 HERRSBWFEMENR | F2
RES BN,
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- XENHERS

- FEERBEESS

- BEHIES

TENBERESS
Amazon Linux X#ELLT 1/0 HEfER8T -
« deadline — "&ILBH, /O HERESSEHEF /O B3R |, YUBRERENIEFEEECH. cRESHE

/0 FERNBABEE, CEGECEEARAN /0 FRESNEELIERF

+ cfq— TRLAFFF), (CFQ) IO HRSBEERERFZHATHHE /0 BR. CEHF 10 B
RIHGHBASRIBRFNITFIF,

« noop — TERIE, (noop) /0 HERRBZEASFTE 110 BREAZE FIFO 175 , REKCHEHRE—
=R, RSB TETEMTRERIER.

TERRHETE RS

IR 1E (noop) & Amazon Linux BYTERR 1/0 HEfEES, FERALHFESNERMNT

- FIZMTERERERERLERE  HPERIHAITERNITHRE.
ERERIBARTZUTERER S , HH /0 HFERNEZERBENR.
RBEDEAEMN /0 HiiEsR  ARFEETH

PEHES

8F 0 FERTUUBRBHEREREZERELN /0 FREEERBRTK , REMFEEMEE.
EXEIRNENTHEEE, EEFEANITERERMNA  URMEFRNRBEEE, 528 mERA
B9 1/0 HFiEsR , RPIBBEERATE (HlM iotop) , FRE /0O REEALHEBEREHENERARGE
éo

BELAERA TS RBREREN /0 2SR |, kv SR nvmeonl MAZHl, EUATHSHH
nvmeOnl H#AHITEE L /sys/block FAFILHIIKE.

$ cat /sys/block/nvmednl/queue/scheduler
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B ERERM /0 HriEss  BEATIIR T,

$ echo cfqg|deadline[noop > /sys/block/nvmednl/queue/scheduler

Flan | BB xvda EBHE A/ E RS noop BRES cfq , BEATIH.

$ echo cfg > /sys/block/xvda/queue/scheduler

BE AL HITREEBHERERE

EREFE VPC RREHITEER , Amazon EC2 2 REEBEXRFKTMEZHE., Amazon EC2 18Ik
HEHEBERERRAEN FRKERTE, WNE EC2 THEBMHMET , F28 (Amazon EC2 4
EZ1E®E) P Amazon EC2 #{T{EBE F#EEEE ., Amazon EC2

REAKOMER IP BayREE IPv4 it 2 EC2 #{T{EREA A Amazon EC2 A5 DNS £ , &
REWMEER : ip-12-34-56-78.us-west-2.compute.internal , R ZBHRIEE. R
(EHEHIFE compute), B , URFE IPv4 it T RNFTEK. EEBAHTEER | shell 7R
PEERILEFEEBHN —22 (BIE , ip-12-34-56-78), B—XEFE LI EHKE) Amazon EC2
ITEEE (BRIEGEHEM IP i) , A8 IPv4 it FEEBF | BN E DNS 8. R HEH
M shell Rt ESEE,

/A Important
b EFEAR Amazon Linux. MEHMD BRNFMER , F2REBEXH.

o
il
\

BERREIHEE

EEREREHTERY P thutFHMHE DNS 28 (Bl webserver .mydomain. com) , A LAGRE
RREMER  FLNBTERSHEBE B AZREN —Hr. ELEEE shell 7 , FHETI
ZRNE—EBY K MAEH BEHAETHEE AWS (Flin, ip-12-34-56-78), EERECEM
NFE DNS 28 , AT UBEIRERE K AREFEELETE.

ABTELNEIHEBENSE  LBEME preserve_hostname EMRMBLEREERRES true, &
AILAAT T 5 S RAmEE R T IGBLERE -

sudo vi /etc/cloud/cloud.cfg
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a1

WMEKFIE preserve_hostname &3 ,

preserve_hostname: true

ERREREBEELRLNE DNS £

HEBEEMEINE DNS 218 | FEELLER.

1.« R AL2 : M hostnamectl @ TREREEHEE , URMEREBEHERE (HW

webserver.mydomain.com),

[ec2-user ~]$ sudo hostnamectl set-hostname webserver.mydomain.com

« &/ Amazon Linux AMI : EENHITER L, EEEENXFRER[IPHR /etc/
sysconfig/network fHREMESR , REE T HOSTNAME IHE , FHRMEENBEHEE (Bl

webserver.mydomain.com),

HOSTNAME=webserver.mydomain.com

2. EXNBAHEHTEBRREANBNEIHRE,

[ec2-user ~]$ sudo reboot

®EF , BAILAER Amazon EC2 =124

Instance state (¥1T{EBEARRE).

(£ Instances (B 1TEIRR) EE L , FEEH TR , LEE

Reboot instance (EFTREB B 1TERE)) , AEFHFHK,

3. BALNHTER K HREIMUEBEEFH, CHRTREEEZXSERITNEIMER (RZERIE
—{@".") , ™ hostname S EX SR T TENMEFEE,

[ec2-user@webserver ~]$ hostname

webserver.mydomain.com

TEALEDNS EBBERRIHER

1.« B AL2 : £ hostnamectlin S REEEEHER , URMAFENRAETHERE (Hlw

webserver),

[ec2-user ~]$ sudo hostnamectl

set-hostname webserver.localdomain

BEITHER
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- WA Amazon Linux AMI : EZVETER L , FREREFN X FiRESRMA/M /etc/
sysconfig/network #HRERER , RABREE HOSTNAME 1HE , FERMAAIERKEHETE (HI

1l webserver),

HOSTNAME=webserver.localdomain

2. HEREBWNFHREI[THEM /etc/hosts ER , AR B FHEA 127.0.0.1 1W1EE | FH KR
MU THEF  YERAEESHWERZBE,

127.0.0.1 webserver.localdomain webserver localhost4 localhost4.localdomain4

3. ENF#IITEEREAFTNEHSE,

[ec2-user ~]% sudo reboot

HNE , B LAER Amazon EC2 32 A (£ Instances (B {T1EEE) BEE L |, ZEHTEE | W58
Instance state (#T{EEEARAE). Reboot instance (B ERENFAITEIEE)) , LAEHFIH,

4., BEAZHHTEE K BRIMUBBCET. CNERBRECEZSENNIMUEE RSERIE
—{&".") , M hostname WS EXEBERTENREEHERE,

[ec2-user@webserver ~]$ hostname
webserver.localdomain

O UEEESERARFMALR  fINEECEAEERREEHTER, NMRENHTERES
Auto Scaling B K —Z0 9 , B LAE A lifecycle hook REZFAEER ., WEFMEN , EF2HE

{AWS CloudFormation fEFA &5/ FHIBEFE Linux FTER LTRSS MBTERBRE RN
lifecycle hooko

2% Shell BTMAFETHZRE

MREFBBAHATERBN ISR  ERERTL RENMEEBETANRESR (flw
webserver) AWS ( Il ip-12-34-56-78) , A LARER shell 12 RIARERERUB RGN KRR
Z, L MAEEREE,

# shell R TEE AT HAIA

1. 71 /etc/profile.d FEV —EER , LAEHEA NICKNAME WIRIBEBHEAEF LR shell 7R
PERNE. flin , EERRRKFBEERS websexrver , FHITUTH S,
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[ec2-user ~]$ sudo sh -c 'echo "export NICKNAME=webserver" > /etc/profile.d/
prompt.sh’

2. HEHEBRANXFRESSRT (HIW /etc/bashrc & /etc/bash.bashrc) BIRX vim (Red Hat) =
nano (Debian/Ubuntu) %, E% sudo M /etc/bashrc WEEHE R /etc/bash.bashrc , Fi
DI EEREmESRTSER root,

3. MWEBRER, S shell RTEH (PS1) BEFABEREMNEE  MIETHER, SHUTE /etc/
bashrc 2 /etc/bash.bashrc FE&E shell B RN F A THEERETEITXFUMRT
LETRE ; FSREABEA [ "$PS1" WXF) :

# Turn on checkwinsize

shopt -s checkwinsize

[ "$PS1" = "\\s-\\V\\\$ " 1 & PS1="[\ue\h \WI\\$ "

# You might want to have e.g. tty in prompt (e.g. more virtual machines)
# and console windows

#&Z1THE \h (hostname BYRF5%) 8 F A NICKNAME BE8HE,

# Turn on checkwinsize
shopt -s checkwinsize

[ "$PS1™ = "\\s-\\V\\\$ " 1 && PS1="[\u@$NICKNAME \WI\\$ "
# You might want to have e.g. tty in prompt (e.g. more virtual machines)
# and console windows

4. (BR) BEM shell RENBZRBERATNESE , BEHA TSR,

a. BIEA /etc/sysconfig/bash-prompt-xterm BWIER
[ec2-user ~]$ sudo touch /etc/sysconfig/bash-prompt-xterm

b. FEANUTHTRKERBRRTHITE,
[ec2-user ~]$ sudo chmod +x /etc/sysconfig/bash-prompt-xterm

c. EREBMNXFHES (1M /etc/sysconfig/bash-prompt-xterm 5 vim) & B
nano IEXR. BFEMA sudo BERESSETS , A% /etc/sysconfig/bash-prompt-
xterm B E R root,

d. ARERFETIT
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echo -ne "\033]0; ${USER}@${NICKNAME} :${PWD/#$HOME/~}\00O7"

5. BHABEFEA , LEESHBIAE.

FEHM Linux HTHRALSEXTHEE

AEEMNEFEEHAR Amazon Linux. MEHEM Linux 2 REEMAER |, F2HEBEXHRLTX
.

- MAMSFRREE A BB R HIT RHEL 7 = Centos 7 B9FAH Amazon EC2 #1T{ERE ?

£ AL2 #1T{ER LEREERE DNS

B E EC2 HTERE , cEEEER—ELE IP it MAEBHE BRI (DNS) BF |
BT LU A RERRERE EFEIRE. BB Amazon Web Services BBFEHZEH | BRI
HEE—M K EELNEEBUREEHER. BAEM Amazon EC2 2F DNS ZEHBEFERKIE
¥ : ec2-12-34-56-78.us-west-2.compute.amazonaws.com , E#H & A Amazon Web
Services #8iF., BRI ( FLRHIFE compute) AWS EiF, FLH IP it AR,

B8 DNS B AT HPEES KRBT DNS THEHE , TEZRK , CeENENIREARIES
B, HPELREEREEN. B UEE Amazon EC2 EAEIRE DNS R4tE | REHMITERE
BRHTERRBEERELNE DNS 2BAEABKN P ibit, BEHFZAURENTEREHEE K ER
EEREENEAREEREMEBNBEFEES , MEkEmNEE .

B Amazon EC2 {#FH Ej5E DNS

1. EEMEAE DNS BREIREE | L EAEBBIEM—E475 DNS £, SERFEARE noip.com/
free 9% I AR HA W,

2. REFRE DNS EXAFin. EEERERE DNS RIFEMAENER HRHEMAILE DNS 21
% , 1% DNS SR mEHMTEEHN IP ik, FFZRME (B4 noip.com) AFFEEHM LAY
REFEEFBDHTUIERE  EFSREEUXERRENAF K, SEMAFKELEN EC2 #
TERLHT , AIENEREDNS REESEEE X IP it BFREH (REEEARI EHRAS <
%) HELLEPIF , BRE noip2 AFiw , A Fiwm Al M noip.com RN RBEEEM.

a. RUAERAR Enterprise Linux (EPEL) WBEAEHREFE , UEEnoip2 A Pl FEUE,

P

SREERE DNS 79

e
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https://aws.amazon.com/premiumsupport/knowledge-center/linux-static-hostname-rhel7-centos7/
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® Note

AL2 #1TEBTER G R % EPEL REEN GPC eMNFEFEEN. WEFHMEENR ,
DR TEHLEEHNRITRAR , 5528 https : //https://fedoraproject.org/wiki/EPEL,

[ec2-user ~]$ sudo amazon-linux-extras install epel -y

b. Z# noip EERI.

[ec2-user ~]$ sudo yum install -y noip

c. BVYMERBER, RIRTFK K BAZARBRRES  XEFRENVREBEURERFiK,

[ec2-user ~]$ sudo noip2 -C

3. Eﬁﬁﬁ nin HE;]’%O

[ec2-user ~]$ sudo systemctl enable noip.service

4. RBRE noip R#E.

[ec2-user ~]$ sudo systemctl start noip.service

T ERBAFE , EEAFRESENELINRINERER (/etc/no-ip2.conf) , EFH
IREZ/NE DNS 2EH IP ik,

5. BREHAFHEALHDA DNS BBREERY P #hit, DNS DREFHEEM S EHBA |
BEAETUERERECELRREHRENLAE DNS €15 , £/ SSH ERTIEN 2117 HES.

5/ ec2-net-utils for AL2 SR ELWNMERNE

Amazon Linux 2 AMIs ATREBEH RHENWEMIESTE AWS |, A ec2-net-utils, EELETHEDIREY
HEMLEREBNENERE, SEESEEBERRN AL,

f# A ec2-net-utils SR EMBNE 80
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® Note
¥ Amazon Linux 2023 , amazon-ec2-net-utilsEH#&E /run/systemd/
network B P EENHESEWERE, WEFMENR , 552E Amazon Linux 2023 F£H E1E
A Y Bt AR AR A o

MREHERZE  FEATIGTHE AL LZRES B NREHACRRBEFEMEHRTH ,
ERECEITERN

B

$ yum install ec2-net-utils

TH THBRA ec2-net-utils :
udev 8 (/etc/udev/rules.d)

ERBNEEE, SHINEMEZINFTPIOETERERL T , R hotplug IESIHHIT (53-
ec2-network-interfaces.rules), # MAC tbitBRETE|$E B ZFE (75-persistent-net-
generator.rules , EE®E4 70-persistent-net.rules),

hotplug 1§15
ELBEEE DHCP FAN N EHERERE (/etc/sysconfig/network-scripts/ifcfg-
ethN), tBEEKHBEREER (/etc/sysconfig/network-scripts/route-ethN),

DHCP 515
BERBNHEAWEIFE DHCP HE , IEETIHRESEHEM IP it TERPEER., E8A

F—EEM P U ERBABREMEDHERA , SIHERKBUER EROBERNENERE, ©
EEREENLE P a8 E MR E RS WEI U

ec2ifup ethN (/usxr/sbin/)
EFAZEE ifup HIThEE, ERETHEFREMEARERE ifcfg-ethN fl route-ethN 2% , ©8%H
‘/fi- ifupo

ec2ifdown ethN (/usxr/sbin/)
BEREZE ifdown HIZhEE, EHESTHRERABRENERBRBENENAERAE K E2H1T
ifdown,

ec2ifscan (/usr/sbin/)

BEREB R ARRENMER EILINARE

f# A ec2-net-utils SR EMBNE 81
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ec2-net-utils ¥R R TR ELLIE TS,

FRATHHSIE ec2-net-utils L AT EHEERE

$ 1s -1 /etc/sysconfig/network-scripts/*-eth?

EEZEHEEL , BA# EC2SYNC=no FIEEHEMN ifcfg-ethN ER, flwn , FRAUTHSEH
eth1 BTERN BB :

$ sed -i -e 's/AEC2SYNC=yes/EC2SYNC=no/' /etc/sysconfig/network-scripts/ifcfg-ethl
EEZLEFEHEBEL , EUFERUTHSBRES !

$ yum remove ec2-net-utils

£ B REBZO

WRIER Amazon EC2 HITEBEEFA BT , B RRIELIFTEMN AMI R , EENHTEREL
fmEEIRL , AREHRARBEARSUEBEFZL. LEFSEZ AMI FANERCEREME, W
EHIBER |, 7328 (Amazon EC2 R EIER) FMH Linux AMI EE{LER,

B &%
. HVM AMIs (GRUB)
. £E#H1 AMIs (PV-GRUB)

HVM AMIs (GRUB)

HVM SiTERERERSEENEREER, AEMRARXNERC 2 EHBRNFAHEARE VR
FEREZEEL , TEBRXENRA Linux BITRA—EITHF, RERNARHEAENR GRUB
GRUBZ,

RIZFEK , GRUB FEREREEEEHTERIRS  RATCSEMBENNRBILE, MEFMAE
# , F2H (Amazon EC2 EAEER) FHATEEFZaHE, MREBRLZEEHIIKD , FER
A GRUB #i i,

BAFEEERAKRLD , EEMAEBREEARAFTR O RZBERARD. EFNEOKRME , GRUB A
REEMRL. ERHEAKD , BERTEFHRL , $11TEEE ek,
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E X GRUB for Amazon Linux €/ /boot/grub/menu.lst, EAMR AL2 B GRUB2 £/ /etc/
default/grub., AL2 IZEFHFEEBAERNPERKRONFMENR , F2E Linux BITARIVEREAX
%,

4+ 1t AMIs (PV-GRUB)

FRELERNL (PV) EF{tAMIs EHEEBRESFEHAEA PV-GRUB R, PV-GRUB 22 E#{LH
FME| AT  HITISM1BA GNU GRUB 0.97 frA, EEBEBHTEER , PV-GRUB 2R E F#E
F, REEEH LB 2 menu. 1st BRIBENRZ D

PV-GRUB 7 f#1Z %8 grub.conf = menu.lst &+ , BEEEH BI X BMFATE Linux BITARA—iE
T4E, Ubuntu 10.04 LTS, Oracle Enterprise Linux 2 CentOS 5.x S&RHY B TIRAEE4S KM
Fec2y = "xen)t ROUEH , MBFHHNBITHRAUSERERROEGPIEFMEZEDER.,

REDHWBERSEE AMI FEERMFEH PV-GRUB AKI (2% Amazon EC2 Launch Wizard Quick Start
BERMEATANSER Linux AMI) , IAETFEEFRENAS R TEZNHTER LEATE
WL, BEREEFEANKROEENEITREAES. EEZNFTERLBTEITIRONRESR , B
RIECURFIER AMI Bits , AR ELEWHITER LFEZETROLEH menu. 1st EBR |, LB/
B

IBA AR T AMI IO BRIE R B B PV-GRUB AKl, #{TELT describe-images i (BiRH AR
5 ID) Y EX Name LR E L pv-grub B :

aws ec2 describe-images --filters Name=image-id,Values=aki-880531cd

AES

« PV-GRUB HYBR &l

- REERERA GRUB AMIs

« Amazon PV-GRUB &/ ID
- ¥ PV-GRUB

PV-GRUB YR #l
PV-GRUB EE T 5IBR# :

- BTEEMER 64 L TThREY PV-GRUB BAE) 32 u THIR AL , RZ MR
- A PV-GRUB AKI K , &2 8838 E Amazon ramdisk image (ARI).
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« AWS BRI LY PV-GRUB AT E FHIERARMENEA : EXT2, EXT3, EXT4, JFS, XFS M
ReiserFS, EAfERRZFEXATETT,

« PV-GRUB AILABRENE A gzip. bzip2. |zo 1 xz BARHE N BB Lo

« B AMI A ERFE PV-GRUB , RAEFEALERER(L (HVM), HRALER(CHITEEE
A PV-GRUB F# , B HVM T ERBHERERARENRE K MEREFEUSC 2 SR
AR RBERRENREER

« PV-GRUB 1.03 iR M BEMRAF & GPT 23l ; ©fMRAXE MBR 23,

- IREITE Y Amazon Elastic Block Store (Amazon EBS) Mt Eff B EMBEEETE TR (LVM) , &
FEELVM ZASZER#ES S, RETERA LVM B EEHEKE,

AREERESR GRUB AMIs

ZZ[M# PV-GRUB , GRUB menu.lst BRUVLEABFEERELY  ERKERNVNMES /boot/
grub/menu.1lst,

THRAFEH PV-GRUB AKI BiE AMI 9 menu.1st fBREREEEH, EAHIH , EMEROIEE HIE
£ : Amazon Linux 2018.03 (It AMI B R##0v) F Vanilla Linux 4.16.4 (¥TAREY Vanilla Linux &0,
R E https://www.kernel.org/). Vanilla 3B 2Rt AMI FRBEEEH MK , M kernel M initrd
BREEHEHMMUE., default 0 BEERBERBAREQNTCREANE—MEER (RFIH A Vanilla 1
B), MRE—EEERAMELERRE  fallback 1 SBSSRAKRBARELT—EEE.

default @
fallback 1
timeout 0
hiddenmenu

title Vanilla Linux 4.16.4

root (hd0@)

kernel /boot/vmlinuz-4.16.4 root=LABEL=/ console=hvc0
initrd /boot/initrd.img-4.16.4

title Amazon Linux 2018.03 (4.14.26-46.32.amznl.x86_64)

root (hdo)

kernel /boot/vmlinuz-4.14.26-46.32.amznl.x86_64 root=LABEL=/ console=hvc@®
initrd /boot/initramfs-4.14.26-46.32.amznl.x86_64.img

BAFEE menu. 1st ERFEERARD , ERMARBEEAEFH KR ORKFHRZBAK L. BB
DRMEF , PV-GRUB AR EME& L. BREAKD , BIERTRFZD , S11TEEE thsefH,

£ E#E{L AMIs (PV-GRUB) 84
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PV-GRUB A FIME — @ O0RBET 5 menu.lst HIE :

* (hd0)/boot/grub

* (hdo,0)/boot/grub
* (hd0,0)/grub

* (hd0,1)/boot/grub
* (hdo@,1)/grub

* (hd0, 2)/boot/grub
« (hd0@,2)/grub

* (hd0, 3)/boot/grub
« (hd0@,3)/grub

5

AE  PV-GRUB 1.03 REMRARBENSEIMEMNENEF 2 —,
Amazon PV-GRUB &1 ID

P8 Amazon EC2 [EiZ &2t PV-GRUB AKI , T K[EiF (KBR) BRIk 32 (L TH 64 T REHEE
A AKl, KE2HERMA AMI FHFEEREEA PV-GRUB AKl,

BEE—EFEARHRY PV-GRUB AKI , AT 2FTER PV-GRUB AKI iR A& EEMMEHTEREDR
B, AT describe-images tn FE{S B 6l EEHH PV-GRUB AKI JEE :

aws ec2 describe-images --owners amazon --filters Name=name,Values=pv-grub-*.gz

##EE , PV-GRUB & ap-southeast-2 EEE—RZHH AKI, EBEXRZFEEEZERT| L EIFHWT
il AMI BREEA It B R AR PV-GRUB MR8

T 5% =B ARy AKIID : £/ hd0 AKI ZEf#TRY AMI.

(@ Note
HMEIB XRE A hd00 AKI By EE AR H L AKI SURRE EIBHA A .
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ap-northeast-1 , ZE KE1F (RK)

BR{& ID
aki-f975a998

aki-7077abl1l

IR 2 78
pv-grub-hdo_1.

pv-grub-hdo_1.

ap-southeast-1 , T8 K E1E (Fini) B

AR ID
aki-17a40074

aki-73a50110

ap-southeast-2 , I K[EiF (T )

BR{R 1D
aki-ba5665d9

aki-66506305

eu-central-1 , BUMN CEZBRE)
B ID
aki-1419e57b

aki-931fe3fc

eu-west-1 , BN ()
BR{& ID

aki-1c9fd86f

IR 152 8
pv-grub-hdo_1.

pv-grub-hdo_1.

REEHE
pv-grub-hdo_1.

pv-grub-hdo_1.

IR 15E 78
pv-grub-hdo_1.

pv-grub-hdo_1.

BRE&E T

pv-grub-hdo_1.

05-1386.9z

05-x86_64 .9z

05-1386.9z

05-x86_64.9z

05-1386.9z

05-x86_64 .9z

05-1386.9z

05-x86_64.gz

05-1386.9z

£ E#E{L AMIs (PV-GRUB)
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BR#& ID REEHE

aki-dc9ed9af pv-grub-hdo_1.
sa-east-1 , XM (BRE)

R ID RE&EHE

aki-7cd34110 pv-grub-hdo_1.

aki-912fbcfd pv-grub-hdo_1.
us-east-1 , US East (N. Virginia)

R ID RE&E B

aki-04206613 pv-grub-hdo_1.

aki-5c21674b pv-grub-hdo_1.
us-gov-west-1 , AWS GovCloud ( EBIFEEP )

B ID REEHE

aki-5ee9573f pv-grub-hdo_1.

aki-9ee55bff pv-grub-hdo_1.
us-west-1 , XBIFAZR (N 1LEF)

BR#& ID RE&EEE

aki-43cf8123 pv-grub-hdo_1.

aki-59cc8239 pv-grub-hdo_1.

05-x86_64.gz

05-1386.9z

05-x86_64.9gz

05-1386.9z

05-x86_64.9z

05-1386.9z

05-x86_64.9z

05-1386.9z

05-x86_64.9z

£ E#E{L AMIs (PV-GRUB)
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us-west-2 , XBEIFEEP (BREIM)

BR{& ID R E B

aki-7a69931a pv-grub-hd@_1.05-1386.9z

aki-70cb0el0 pv-grub-hd@_1.05-x86_64.9z
¥ ¥ PV-GRUB

BERE—REMARMRN PV-GRUB AKI , AT ZFIEH PV-GRUB AKI iR A< #BEFT A #A{TEBER
MBE. MA , YWEMBEEHERMEEN PV-GRUB IRA ; FTEL , WIREHERABERAEN AMI B
X EZBRANES , FEERRORER , B ERBEZ AMI RBNBTEE. A TIIE
FRELHITERN PV-GRUB A , Y EEEEREFE.

BEHRL PV-GRUB R

1. SREFTERZD D,

aws ec2 describe-instance-attribute --instance-id instance_id --attribute kernel --
region region

{

"Instanceld": "instance_id",
"KernelId": "aki-70cb0el@"

L ITEENRL ID & aki-70cb0el0,
2. MIRZZ ID BWRAEH.

aws ec2 describe-images --image-ids aki-70cb0@eld --region region

{
"Images": [
{
"VirtualizationType": "paravirtual",
"Name": "pv-grub-hd@_1.05-x86_64.g9z",
"Description": "PV-GRUB release 1.05, 64-bit"
}
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]

I OE G R PV-GRUB 1.05, MIRER PV-GRUB RATFRHE#TAR (21 Amazon PV-GRUB &
#1& |D FFR) , BRZEATIEBFEFRE.

BE#ER PV-GRUB A
WMRENHTEREABEN PV-GRUB [RA , BIEZE © E#E SR

1. 1% Amazon PV-GRUB %04 ID AH HERAREEGNEERFREEBHN &I PV-GRUB AKl,
2. FILEENHITER, ZNHTERBXAFELETEERFTANZOESR,

aws ec2 stop-instances --instance-ids instance_id --region region

3. BUAREHTEENZROEA.

aws ec2 modify-instance-attribute --instance-id instance_id --kernel kernel_id --
region region

4. EFREBEHNHITERE.

aws ec2 start-instances --instance-ids instance_id --region region

AL2 AMI A& 40

ZEEBHE Amazon Linux AMI 2R EEZD |, B0 LAE A Amazon SNS £TE.

WEITE AL2023 BAIWMEEBET , 5528 (Amazon Linux 2023 EAEIERE) TWERGTEHRNE
A,

® Note
AL1 BVEREXEE M 2020 F 12 A 31 BHER. AL1 #HEXEERERN 2023 £ 12 A 31 B
Ro WF AL1EOL MRX EIFMEN , B2 RE%ERXE Amazon Linux AMI end-of-life
EH
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ZTE8 Amazon Linux &4l

1. 1£ https://console.aws.amazon.com/sns/v3/home FRX Amazon SNS F# 5,

2. MAKE  BEERITE (BH BEAZERD KERTLN). LLBENES  £ETH
# SNS BB ERBHFRL R,

. EEEEMRFMKFEE Subscriptions (FT ) B2 Create subscription (B3iZ5T ).
4. $&F¥f Create subscription (2IZFTRY) ¥FEH R , BT T HIEZE -

a. [AL2] HRERE ARN , FFERIEL F T 5 Amazon Resource Name
(ARN) : arn:aws:sns:us-east-1:137112412989:amazon-1linux-2-ami-
updates.

b. [Amazon Linux] ¥ Topic ARN (£ ARN) , F#E & T %l Amazon Resource Name
(ARN) : arn:aws:sns:us-east-1:137112412989:amazon-linux-ami-updates.

c. ¥R BAME ,BE EFHH4.,
d. &¥ Endpoint (%E) , A TARBERE NN E FE 4t
e. IZJE Create subscription (I FTR).

5. L2WIHERETEMHE , TE1TA TAWS B - FTRMER. . FAME FE4ILEE Confirm
subscription (FEFRETRY) ERET .

RER AVI 31T, RABESOEETENHREEEEN, FEFLEVWELEA , FEATIER
HUGHRT B

BUEETE Amazon Linux @41

—

£ https://console.aws.amazon.com/sns/v3/home BARX Amazon SNS £# &,

2. WMAKE , FEEBITHK "EE, BEAXERI HH i), BXAFEHER , SNS B
HEexEZxEEPEITRK.

3. EEEBEHFIER Subscriptions (F]E) , #EFT BIARIZEEN Actions (EiE) , Delete subscriptions
(T BRETBE)o

4. HEFEIRRE | 5RE Delete (MER).

Amazon Linux AMI SNS SAE %=

SNS FA BB E BRI T Ro

{
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"description": "Validates output from AMI Release SNS message",
"type": "object",
"properties": {
"vi": {
"type": "object",
"properties": {
"ReleaseVersion": {
"description": "Major release (ex. 2018.03)",
"type": "string"
1,
"ImageVersion": {
"description": "Full release (ex. 2018.03.0.20180412)",
"type": "string"
1,
"ReleaseNotes": {
"description": "Human-readable string with extra information",
"type": "string"
1,
"Regions": {
"type": "object",
"description": "Each key will be a region name (ex. us-east-1)",
"additionalProperties": {
"type": "array",
"items": {
"type": "object",
"properties": {
"Name": {
"description": "AMI Name (ex. amzn-ami-
hvm-2018.03.0.20180412-x86_64-gp2)",
"type": "string"

},
"Imageld": {
"description": "AMI Name (ex.ami-467ca739)",
"type": "string"
}
I
"required": [
"Name",
"ImageId"
]

iy
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"required": [

"ReleaseVersion",
"ImageVersion",
"ReleaseNotes",
"Regions"
]
}
.
"required": [
ny1"
]

RTE AL2 MATE SMEERS

MATE RSHEIRECE AMI FFAAXZENTELRE , WEBFTHIERA -

".NET Core x.x, Mono x.xx, PowerShell x.x, and MATE DE pre-installed to run
your .NET applications on Amazon Linux 2 with Long Term Support (LTS)."

RERHEEXBEERENE , UKEPEAGTIINAXNEE AL2 HTER, ZMTEERAEEE
&, BImER, RE. TR, BRKR, KANKENIE, AEN GUI X TETHRHAT—HKT
. Bl A-ETEAARFENBRRE. EAEH. BEER. R@ER , UARERRFEENR

&

/A Important

xrdp 2 AMI FEENRESHEEE, BIETER , xxdp SEABREZBN TLS BRRMNFER
iR E TERE R, xrdp #EBE AWS Ml TBRBELEEREDNEAERESER. MENE
ENRREREMEE (CA IBEE , UKHZREREEWHTER L, WEHE TLS ARRNFFHE
B, F2E xrdp wiki LH TLS 2B X,

(@ Note

R &R A EBRBMESE (VNC) IRFEMIE xrdp , FEZ B W7 #H1T AL2Knowledge
Center B Amazon EC2 #1T7{EI#8 £ %% GUI AWS X E,
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https://mate-desktop.org/
https://github.com/neutrinolabs/xrdp/wiki/TLS-security-layer
https://repost.aws/knowledge-center/ec2-linux-2-install-gui
https://repost.aws/knowledge-center/ec2-linux-2-install-gui
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Jo IR R

EEHTATEPETRNGS , B4 AELE AWS Command Line Interface (AWS CLI) 5 AWS Tools
for Windows PowerShell , M 5%E R AWS FRERE,

#I1E
1. R4 AWS CLI - tNE#ME R , 52 BAWS Command Line Interface { EAEIERE)Y PR RE

AWS CLIMEREERE =

2. Z % Tools for Windows PowerShell — t1EFFMEEH , 5528 AWS Tools for PowerShell £ &5
BRI L% AWS Tools for Windows PowerShell it B,

® Tip
BT EBLE 25 AWS CLI , B4 LLAWS CloudShell$tH$HE 2% BEHN 2B S RITE AT
Shell £ AWS BE XA, BMELEN AWS B , UEREELIENESFTH,

R E RDP Eig

AIB TSR SRERAHERIHIT MATE REREZ AL2 HITERNERKEEAHE (RDP)
E#Ro

1. ZEHRSB AMI BBHEE MATE 2 AL2 B9 AMI ID |, &0 AR A # a5 T A describe-
images i, MREBHALEGTIITE | B LEER AWS CloudShell TERBRHITTIE
#. WFEMALE CloudShell BB Shell THEFREERMEEMER , 55288 AWS CloudShell AP, #
Amazon EC2 £ & , BB BREHTEER , RRE AMI EE5|hig A MATE , REKEE
MATE 89 AMI, %% MATE B9 AL2 Quick Start € HIREESHER T,

aws ec2 describe-images --filters "Name=name,Values=amzn2*MATE*" --query
"Images[*].[ImageIld,Name,Description]"
[
[

"ami-0Q123example@abcl2",
"amzn2-x86_64-MATEDE_DOTNET-2020.12.04",
".NET Core 5.0, Mono 6.12, PowerShell 7.1, and MATE DE pre-installed to run
your .NET applications on Amazon Linux 2 with Long Term Support (LTS)."
1,
[
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html
https://docs.aws.amazon.com/powershell/latest/userguide/shared-credentials-in-aws-powershell.html
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"ami-Q456example@def34",

"amzn2-x86_64-MATEDE_DOTNET-2020.04.14",

"Amazon Linux 2 with .Net Core, PowerShell, Mono, and MATE Desktop
Environment"

]

BEESEERDN AMI,

2. ERAZEL-ESRPEII AMI RERE) EC2 TR, Eﬁiﬁ%ﬂumnﬂ—r TCP REEA
FE#RE 3380, MERLFENFHEEN , F26 VPC E’Jkiﬁi’éﬂo AR RE AT R IEE R RDP A
FinREREFITEE

3. f£M SSH EREHITERR
4. EFFTIER LAVRBMRO,

[ec2-user ~]$ sudo yum update

EHMTERER BT ERENND  #ELEANRENPEFINEGNERE ; TEFREZ
Bl , FEHAKOEN.

[ec2-user ~]$ sudo reboot

5. EMEHEHTMEE , LE Linux BTER LT TIHS , UEE ec2-user WHE,
[ec2-user ~]$ sudo passwd ec2-user
6. REBHENL.
MREEREEBRENSE  FRHTMERE /etc/xxdp/ B, MTAR :

« B - /etc/xxdp/cert.pem
- &8 — /etc/xrdp/key.pem

MRELZEBRHNSE® , FEATISHE /etc/xxdp BEPELE,

$ sudo openssl req -x509 -sha384 -newkey rsa:3072 -nodes -keyout /etc/xrdp/key.pem
-out /etc/xrdp/cert.pem -days 365
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® Note
R TEELEERERA 3656 RKEE,

7. HELEERIVTERAER LR RDP AP (H141 , 1T Microsoft Windows K E ik L #YIE
I REERR). WA ec2-user MAEAERRE , RRBALE L —EAFRPRENHR,

£ Amazon EC2 #1T{E8 L=A xxdp

SETLAFE Linux $ATEEE LT TIER —@Ea S , UEREM xxdp. TowTAEXEEER X11
RARER LA MATE BYBE D

[ec2-user ~]$ sudo systemctl disable xrdp

[ec2-user ~]$ sudo systemctl stop xrdp

£ Amazon EC2 #1T{EI#8 LB A xxdp

HEENRA , xrdpLME"‘—IL)\ BIREHIT MATE REREHN AL2 #1T{ER , 57 Linux BITER
EHATTIHA BT,

[ec2-user ~]$ sudo systemctl enable xrdp
[ec2-user ~]$ sudo systemctl start xrdp

AL2 HEERTE

THHERERPUAEAIT AL2 B Amazon EC2 HITERERHTE RERK. MELHRHEBRE
ZEAWS HEZFNERE,

s

WEE AL2023 EREF , 5528 (Amazon Linux 2023 A EERE) T ERE,
e

¥
B

BERE . £ AL2 ER%E LAMP {AIBRES
o« BRI : £ AL2 LE&RE SSL/TLS
o FHERFE . £ AL2 LFEE WordPress 3% 4%
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HERE - £ AL2 L ZZE LAMP falBr&s

THRF A HEIEIE AL2 H1TEE (GRS LAMP Web [RIARESSR LAMP #8& ) EZR#ELE PHP
M MariaDB ( #-E¥FI 23/ MySQL 3% ) B9 Apache Web fAlfRES. ELAFER L ARESEE —EFRE
B RIBE—ESEABNNEAERENTEE PHP EAER.

/A Important
MRAEBETRMEITHR (Hl20 Ubuntu = Red Hat Enterprise Linux) L& E LAMP Web fd
fRER , AU EBETEARE, B AL2023 , B2 E1E AL2023 LZ%E LAMP fAiksR. &4
Ubuntu , 55289 T Ubuntu &84 : ApacheMySQLPHP, ZRHITHR , F2RAHSS
EXH

B EABBLTERILHERE

=ZEFEH AWS Systems Manager BEI{L I T HEBR TR A BRE |, FFH
InstallALAMPServer-AL2 Automation 34,

\N

el

AWS Docs-

%

- SR 1 %% LAMP AR5

- S 2. AEEH LAMP fIRES

- SR 3 REERERRSE

- FB 4. (EH) £ phpMyAdmin
- SEEHBEAE

- MHEAEE

HER 1 : ZE{H LAMP fRfRsR
TR

- AYBFREBBRECHER AL2 MBFOETERE , .05 DNS FB AL EBRMARKIER, MEFME
& , 5528 (Amazon EC2 A EIER) FHRBEBITER. SHMXBEERELNLLEE A
5F SSH (iE#E8 22), HTTP (GE#ZIE 80) M HTTPS ((EiZIE 443) iEiR, WMFiE L RIGHIEEAE
# , F2E (Amazon EC2 FAEER) PMZ =B HEFAL

- THRFERE AL2 LA PHP IR , B8l A php8.2. EERFEMTERALLBBMERN
PHP EEAREX , EAHM PHP EARER , BEMEHEE phps.2 WHEEM,
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%1 LAMP ] iR 25

1. ERIEHHITERE.

2. REFMAEZEEATARIKRA  FHENITERATRELREN. XAEFURFERESD
i 6 BRECHAERNNZeENMNEREEEHEER.

-y BEAERBRHMELRET. NREELREEMHRE | I URBLEE,

[ec2-user ~]$ sudo yum update -y

3. Z# mariadbl10.5 Amazon Linux Extras ffZE , LAELS MariaDB E4H & FT Ao

[ec2-user ~]$ sudo amazon-linux-extras install mariadb10.5

MRHIEEES | B8R sudo: amazon-linux-extras: command not found , BIXR#ITE
B8R =L Amazon Linux 2 AMI B &) (BT BE= A Amazon Linux AMI), ERIBAER T 5w
BWARIEH Amazon Linux MRA,

cat /etc/system-release

4. %% php8.2 Amazon Linux Extras &% E , LAEUE AL2 WEMTIRAPHPEH,

[ec2-user ~]$ sudo amazon-linux-extras install php8.2

5. BRELENFITERESZHRA , L% Apache Web ARES. PHP # MariaDB B8 &4, F£H
yum install W S A A ERLZEZERBEAHNFTEHEBNKEE,

[ec2-user ~]$ sudo yum install -y httpd

B LER T Slar SR RE LB B ATARA

yum info package_name

6. FR(& Apache Web fAlfRES.

[ec2-user ~]$ sudo systemctl start httpd

7. fEF systemctl SR RELE Apache Web AR EB X R KM EERE,
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[ec2-user ~]$ sudo systemctl enable httpd
EFEFE httpd ERA , BT TSRS

[ec2-user ~]$ sudo systemctl is-enabled httpd

8. MR ARERM , BHELLRAAAFFERE HTTP (FEZE 80) ERIELNHTER, RIEE
% , launch-wizard-N K2 FHEEVRCHECHBENBTERRETRE, ZFETEAF SSH
EARAR A,

a. TE https://console.aws.amazon.com/ec2/ BIRX Amazon EC2 # A&,
b. iZEH Instances (B 1T{EH) AR BEENHITERE.
c. 7E Security (Z2&M) 8L , RRHRKRA, SEZSEITHHRA -

Port range Protocol Source
22 tcp 0.0.0.0/0
/A Warning

FH0.0.0.0/0 AIZEFTAE IPv4 3t F SSH FEUERMEITERE., BEEIRERE
PEEHETHEZRESZERHEN , BRAELEERENTRS, BLEERED  LER
RESE P Mok =R 45 & &5 B A9 3t it F BRI B1T (B RE

d. EEZBEENEE, FAFEANEZHETNER , FIBEETIENTEAZESR
Al :

. H : HTTP

« Protocol (B&AHE) : TCP

- Port Range (IE#ZE#iE) : 80
« Source (3RR) : BET

9. JRIEAEM Web fRIfRER. £ Web BIESRH , W AHITERALE DNS Hist (RLFE IP #hit), 40
R /var/www/html FREAR , EBEZEEEF Apache BIFRE., B LAEHA Amazon EC2 i3
BB HITEREANE DNS (EF Public DNS (0 DNS) # ; R @ ARERE , 5i%#E Show/
Hide Columns (F7/BiE ) (BEiRE =) X iEIF Public DNS (48 DNS)),
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BRPTEENLTLMFETSAFERE 80 LMW HTTP REMNKR A, WEFHMEN , F28EH
BRAELLEE,

/A Important

MRAFGEF Amazon Linux , I fth BEE LA EM LRUER KRN AFHELE
. WBMARENAEOHEER | BRI H TR ERRO

Test Page

This page is used to test the proper operation of the Apache HTTF server after it has been installed. If you
can read this page, it means that the Apache HTTF server installed at this site is working properly.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that You may now add content to the directory svar /www

the website you just visited is either experiencing /heml/. Note that until you do so, people visiting

problems, or is undergoing routine maintenance. your website will see this page, and not your
content. To prevent this page from ever being used,

If you would like to let the administrators of this follow the instructions in the file setc/httpdscont.d

website know that you've seen this page instead of feweleome . cont.

the page you expected, you should send them

e-mail. In general, mail sent to the name You are free to use the image below on web sites

"webmaster" and directed to the website's domain powered by the Apache HTTP Server:

should reach the appropriate person.

. . . wered by 2.4
For example, if you experienced problems while LAPACH

visiting www.example.com, you should send e-mail
to "webmaster@example.com".

Apache httpd IR RFER A Apache R B HHPHIEZR, Amazon Linux Apache X R B &= /
var/www/html , FEEER THEHES,

EEAR ec2-user IRFREKBHPINER  BHLEERBENFTERNGT. BEZESHEALE
REHER., EARKEBR L8 ec2-user FI®E apache B4l , LA[@ apache R F /var/
www B8P ERE , YIRS AT,

RERRST
1. BEHERE (EURFIFE ec2-user) FI®E apache EiH,
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[ec2-user ~]$ sudo usermod -a -G apache ec2-user
2. BHIBHZIA , LEEFTINFELIBBLNRNEER,
a. B (FH exit m T REMAKRIFEERE) :

[ec2-user ~]$ exit

b. HEH apache HETREBLENERERK , FEMERZLNHTER  ARIT TS
O .

T .

[ec2-user ~]$ groups
ec2-user adm wheel apache systemd-journal

3. # /var/www WEHEFTEERHERNABEE A apache Bl

[ec2-user ~]$ sudo chown -R ec2-user:apache /var/www

4. HEMBRESAFTULAEARN B S ELRERE ID, FFRE /var/www R E T B 889 B $5F
LI

[ec2-user ~]$ sudo chmod 2775 /var/www && find /var/www -type d -exec sudo chmod
2775 {} \;

5. HEMEHEBRAST , FUEBELFNEE /var/www RE T B SAVERF

[ec2-user ~]$ find /var/www -type f -exec sudo chmod 0664 {3} \;

IRTE , ec2-user (MK apache B#ARRWEMKE) T LAFTIE. MBRMIHE Apache XH1R H 8
WER , FTETUHEAR (FlnFaER s PHP EAREX).

RELEH Web AIBRER (EBE M)

1T HTTP BIAWHEN Web ARBTEAEBEEIBZUNERRERERZ M, BEHEH Web &

BEERE HTTP RRER , BEMN URL, ZREINREARUREREINEM HTML RERE
(BIEEE) , PRELCHNEM-ENBEEERTUEL., REEH Web ARBHNREERSTEY

HTTPS (HTTP Secure) Bz # , HTTPS {#/ SSL/TLS IR EEHNER,

MEAEMFRSEI LA HTTPS WHEEAE , B2 HERE - £ AL2 E5%E SSL/TLS,
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ERAEER

SER 2

AEZH LAMP fBRER

MRAERB[BELERTEEHNT , EREFREER , BB ec2-user IRFEFEZREH1E A1IE BB
B ERAK /var/www/html BE#F Y PHP 3,

AEER LAMP fRIBR2R

1. 7£ Apache XHRBRER KRR PHP BX,

[ec2-user ~]$ echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.php

MREERAIT
RENEEEER,

e RREHREBFUHER  FERABRLEENREA  UBBEE REERTT

2. £ Web BlERP , WALHTEINER URL, It URL BEHITMERA LA DNS thit , H#

RERBRNEREHE, Hlw:

http://my.public.dns.amazonaws.com/phpinfo.php

LERERZEER PHP B EME :

php

System Linux ip-172-31-22-15.us-west-2.compute.internal 4.9.62-10.57.amzn2.x86_64 #1 SMP Wed Dec 6 00:07.4% UTC
2017 xBE_B4

Build Date Dec 13 2017 03:34:37

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fete

Loaded Configuration File fete/php.ini

Scan this dir for additional .ini files fetefphp.d

Additional .ini files parsed

fete/php.d/i20-bz2.ini, /ete/php.di20-calendar.ini, fetc/php.df20-ctype.ini, /etc/php.d/20-curl.ini, /etc/php.df20-exif.ini,

fete/php.df20-fileinfo.ini, /ete/php.d/20-ftp.ini, /ete/php.di20-gettext.ini, /ete/php.di20-iconv.ini, /etc/php.d/20-json.ini,

fete/php.d/20-mysqlnd.ini, fetciphp.d/20-pdo.ini, fetciphp.df20-phar.ini, /etc/php.df20-sockets.ini, /etc/php.d/20-
sqlite3.ini, /ete/php.di20-tokenizer.ini, fetefphp.d/30-mysqgli.ini, fetc/php.df30-pdo_mysqlini, fetc/php.d/30-
pdo_sglite.ini

PHP API 20170718
PHP Extension 20170718
Zend Extension 320170718

Zend Extension Build

API320170718,NTS

PHP Extension Build

API20170718 NTS

MRRARERLER ,

AR /var/www/html/phpinfo.php EREwR

WA AEA T I RER CREFTELENES.

RERPIEFERET, &
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[ec2-user ~]$ sudo yum list installed httpd mariadb-server php-mysqlnd

MEZENBEERINEFFIE2EMEY , BFEH sudo yum install package TT B REZE, BiEHER
£ amazon-linux-extras @5+ # & H 2R php7.2 # lamp-mariadb1@.2-php7.2 extras,

3. MBR phpinfo.php R, HRAEWREAANET , EERZERE , ETEKHEEREZER
R o

[ec2-user ~]$ rm /var/www/html/phpinfo.php

RIELIEEENEE S/ LAMP Web fAfReR. MREKRBHEE /var/www/html B4R B %
R e AT AFE ST E BB AV /2B DNS it RFZA R

SR 3 REERERRSR

MariaDB fAIfREBFN AR LR B LEFEESAUHANBENINGE  EHHEERRFSESEFASE
BR. mysql_secure_installation i B iG5| BB THREREBEB AR ZRPBRIZLINENEF.
BIEETTE LA MariaDB fAlfRER , R L EREBITHER,

1R & MariaDB @R 25
1.  BXE) MariaDB A BRES.

[ec2-user ~]$ sudo systemctl start mariadb

2. #4117 mysql_secure_installation,

[ec2-user ~]$ sudo mysql_secure_installation

a. WMERRRRE , WARIKRFHERR,

i BWABRMNREBR. BRIEBEER  BIRFILARREZR. & Enter,

i. BWAYRBRERR , ARBAMALEER. NFEELRLEBNFHIENR , F2H
https://identitysafe.norton.com/password-generator/, BRI ZBERREZLE

A MariaDB RER BB ERHRENELZLNBEELRER, TREIRRENEEDH
EREXK K BESAZXEBAERAERYERERKERE  WRLEARKRSETENE
B EMER
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b. HWAYRBREREREIRS,
c. BAYREAERREA.
d. BAYRBERAAERE,
e. MAYRFACHEEZRENRIRBEENEE,
3. (EA) WRETTEIUAEM MariaDB RS , FREFL, BAFER , EUUEEER.

[ec2-user ~]$ sudo systemctl stop mariadb

4. (EH) MREFHE MariaDB ARB[EBRXRKABEHE , FAATI G

[ec2-user ~]$ sudo systemctl enable mariadb

S 4. ER) £ phpMyAdmin

phpMyAdmin 2—18 Web 2N EREEETE , TARRKRNEE EC2 #1T7EE LK MySQL &
EE., FEERET S BELR Amazon Linux #11T1EE 2 £ WEEE phpMyAdmin,

/A Important

B EZMEA phpMyAdmin R1ZH LAMP faBR2S , BRIEEIE Apache A T SSL/TLS ;
BEH , EHNERNEEEEFHNEGERN S EBRABRRAETIZ2EH., NERARABNZTSMY
BE A F2BEARELEW phpMyAdmin Z2, MEBRIE EC2 #ITHEE LRE Web RIREFH —
RER , FSERERE . £ AL2 EERE SSL/TLS,

Z 8t phpMyAdmin
1. REMENKEFEE,

[ec2-user ~]$ sudo yum install php-mbstring php-xml -y

2. E¥RE Apache,

[ec2-user ~]$ sudo systemctl restart httpd

3. E#HRE php-fpm.
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4.

5.

6.

7.

8.

9.

[ec2-user ~]$ sudo systemctl restart php-fpm

£ /var/www/html FEEZE Apache XH41R,

[ec2-user ~]$ cd /var/www/html

& https://www.phpmyadmin.net/downloads E#EU&# phpMyAdmin [RENRFEEH . EEEEE
BERTHIEHHTER K FERELELEHEIEA wget 5, BITFIR :

[ec2-user html]$ wget https://www.phpmyadmin.net/downloads/phpMyAdmin-latest-all-
languages.tar.gz

AT BIan S phpMyAdmin ER®K | W EHEIEZERRF,

[ec2-user html]$ mkdir phpMyAdmin && tar -xvzf phpMyAdmin-latest-all-
languages.tar.gz -C phpMyAdmin --strip-components 1

MBER phpMyAdmin-latest-all-languages.tar.gz tarball,

[ec2-user html]$ rm phpMyAdmin-latest-all-languages.tar.gz

(EH) tR MySQL AR AR#IT , FRESERE

[ec2-user ~]$ sudo systemctl start mariadb

£ Web BIE==9 |, # A phpMyAdmin £%&#) URL. It URL REHITEERAINE DNS bt (5
NE P i) , RRBERENELEKEZNERERE, Hlu

http://my.public.dns.amazonaws.com/phpMyAdmin

IRIREEZEE R phpMyAdmin 2 AEM :
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php
Welcome to phpMyAdmin

Language

English j

Login &

Username:
root

Password:

Go

10. ERBZHIEMK root FAERBEMN MySQL BREE AFEM phpMyAdmin £,
NERBREENLE  TESEBACH. RMARRERFHELEBERFES , WA :
a. BERRPIWEEERSE A BEALRENXFRES[EINER , RAE&E
config.sample.inc.php WARERE H,
b. BEERMEAEE config.inc.php B phpMyAdmin B &5 # index.phpo

c. WEFAMEMERE , FSH phpMyAdmin ZERBAWN FRLZEESE—HFHEEERETE
HIEREA

2% phpMyAdmin ¥, , 28 phpMyAdmin User Guide,
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SRR TFRAE
REREARERER LAMP AR T aEEE 2 E RAENER,
BEEERM Web BIERERE AV MAMRER

EET T IMELLEREZN Apache Web ARz 2B EE ST B TFEL
- Web AIRBERBEEHIT?
EW# httpd CEUA , BEAUBTUTHS

[ec2-user ~]$ sudo systemctl is-enabled httpd

R httpd BF AT , FFEE %l LAMP [AIRERFIIREHER,
- BB REREILERE?

HEHMTERNZS2MREES AFNERE 80 LN HTTP REMNR A, MEFHMEN , F2RFE

RAEL2EE,

REELEH HTTPS ERE RN FARES
EHTTIREUEFEN Apache Web fAIIREFEBRAEXE HTTPS,
« Web ARz — S EMRRE ?

%% Apache & , fAIfRZRENET ¥ HTTP REBETRE, HEEXE HTTPS , FFHEMMREE LA TLS
W#E SSL BE. MEMBENR , F2EAERE | £ AL2 £5RE SSL/TLS,

« BARBRERELER?

BT ERN LS URESS AFEEE 443 LW HTTPS REMNKRR, MEFMENR , F2
B RRIFTIE E RSB

MR ERE

WMES R ER T HTE-RE Web RS ERE WordPress EHRAFHMET |
%

s
$

Z2RT5IX

o FH EEEEHRIEM Linux F1TEREWINSCP,
- [ SCPHFImEERERE Linux #ITEE,
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- BERE : £ AL2 LFEE WordPress #B3%& 4%

MFERLBAEANGSNEBFHMET  F2ETIRE :

« Apache Web k25 : http://httpd.apache.org/
 MariaDB & #EfmfRag : https://mariadb.org/
« PHP ZXF&FT5ES | http://php.net/

« chmod @4 : https://en.wikipedia.org/wiki/Chmod

« chown @ : https://en.wikipedia.org/wiki/Chown

MEAEE Web AREFZMEEEBIASREHEZRERE L THONFMENR , 52 BAmazon
Route 53 FiZ A EEE I E I BB E A #8152 Amazon Route 53,

WEBRE - £ AL2 £ERE SSUTLS

Secure Sockets Layer/Transport Layer Security (SSL/TLS) &7 Web fAIIREFEE Web F Fimz B2

UEER  REERTNERUREDBEE. AHEBREFRANMEESR AL2 ] Apache Web fi

ARESHY EC2 #4TMEIRE £ FEh#Ti8 SSL/TLS X, AU BRBLREALR T EHE, WREEEFEA
Elastic Load Balancing , #&a] LLURZE#E A MR E AWS Certificate Manager B BR R EE & P #E L/Y
SSL H#,

ERBERE , Web INZBEHEERIELL SSL 18, #A Web BIERNMAZE SSL, BEZRNIBERA
BE TLS BT B2 S WE, RIEFER , AL2 BFHME SSL AN ARSBHLE, T2 EERERA
TLS 1.0 &%, TLS1.0 M TLS 1.1 B 2021 £3 AEREA. AHBRETEZTEEREA TLS
12MEE TLS1.3 BN 2018 £ , EREEM TLS BRE ( AHEBREFH OpenSSL) FEIX
EYRRA , A E AL2 RER., AFIRMSEATE 2023 F£6 A 28 H 2RI TLS 1.2 EHRA, ME
Bz MEFRENFHEF , 5528 RFC 7568 M RFC 8446,

AHEREFHENR Web MHEBEA TLS.

/A Important

BLEFERE AL BEMEH, RABKREREEANREH Amazon EC2 #1T{EE. MRE
EXREHITTED M EC2 BTHEE , RBTEMR AL2 WETEE K AHBHNELRER
ATEEfLIEIE, B A Ubuntu , B2 BT X : Open SSL on Ubuntu, ¥/ Red Hat
Enterprise Linux , 5528 LT : 5%27E Apache HTTP Web AR5, ERHEMEITHR , F2HHE
HEX M.
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http://php.net/
https://en.wikipedia.org/wiki/Chmod
https://en.wikipedia.org/wiki/Chown
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/creating-migrating.html
https://aws.amazon.com/certificate-manager/
https://www.ssl.com/article/deprecating-early-tls/
https://datatracker.ietf.org/doc/rfc8996/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://tools.ietf.org/html/rfc7568
https://tools.ietf.org/html/rfc8446
https://help.ubuntu.com/community/OpenSSL
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/deploying_different_types_of_servers/setting-apache-http-server_deploying-different-types-of-servers
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® Note

RNE , WA LAEHE AWS Nitro enclaves £ AWS Certificate Manager (ACM) , &2 —1{@&
enclave FEAER , WIEEA LB MFLE SSL/TLS BEEIEEAS AWS Nitro Enclaves B
Amazon EC2 #{TEI#8 L#11TH Web FEAREX MRS ZEE M. Nitro Enclaves & Amazon
EC2 gt , JEVUREMERRE  REVXZL2RESEHRBER , i SSL/TLS BREMNLE
&8,

ACM for Nitro Enclaves TJ#4 & £/ Amazon EC2 Linux #{T{E & L #4178 nginx , B ESE
w, PEBENLESR , UREERIFEN.

£ ZE#H ACM for Nitro Enclaves , &4 B FERARRARMA Linux $1TEE,

MEFMER , 5528 AWS Nitro Enclaves £ H &5 PR EE=E Nitro Enclaves ? AWS
Certificate Manager #ll for AWS Nitro Enclaves,

B &

. FRRHE

- SR 1 ERMRESLRA TLS
- ZBR 2 HUiS CA HEENEE
- SER3: AR SERE
- REHOFAE

SRR
FRIGAH B 28] , BETH TSR

« BB Amazon EBS X &M AL2 H1TEIRE. MEFMEEN , 5528 (Amazon EC2 FHEER) &
Y BB 1T E B8

c RELLTHEATHTERZEZ TS TCP EHE LHELR
« SSH (GE#IE 22)
- HTTP (E#£ 80)
« HTTPS (IR 443)

MEFMEF , F2H (Amazon EC2 EAEERE) PHZLFHERA,

- &% Apache Web fAfR28. N&FEstep-by-stepiRfA , FSEHBZERE | £ AL2 L ZE LAMP Web {7
BEE. RFEE nttpd E4MEARKYE , HEA 2SS PHP F MariaDB HER .
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https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
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- ZEEBRIMERFTME , TLS N ESBERIRE (PK) KBEMAEHEBBRE (DNS), EEFH EC2 81T
ERFEE LNEMY , BEETM Web ARV AEERE , ISBEEREBZEERE Amazon EC2
T, BEZEFE=F#EEMAM DNS FEERB A , HELZ U LAER Amazon Route 53,

SR EMAMRER LA TLS

BIE  EABBLERILHERE

& ZEM AWS Systems Manager B E){L T IE T SHEBRTERAHERE |, FFHTE B
hREFEsIBETRERBREZBUABEE AL2 LFE TLS HERF.

(® Note
BEBETHRAERRRE K MFLERR. IRECEERBRLFNEREE , RIEWEH BN
BHERERIZEES,

AR LA TLS

1. EEZHITEE | IR Apache EEH 1T,

[ec2-user ~]$ sudo systemctl is-enabled httpd

MREEMNETR "enabled" , FFRE) Apache , WERTE AR RFFKEERID.

[ec2-user ~]$ sudo systemctl start httpd &% sudo systemctl enable httpd

2. RBEFRFMATEEABTARINNRA  FHENITERATREZREN. XEFTRFERES
i ORECHARNNREEMNEREEEHEER.

(® Note

-y BEAERBERHNELREN. IRECEAREENBRE , BT AEMKILEE,

[ec2-user ~]$ sudo yum update -y

3. BELENIFTERARE , 5%% Apache ##H mod_ss1 i TLS XiE,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://console.aws.amazon.com/systems-manager/documents/AWSDocs-Configure-SSL-TLS-AL2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
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[ec2-user ~]$ sudo yum install -y mod_ssl

BHITERRERTIER , HEARKRELRSARFMNEILARAUENERE

+ /etc/httpd/conf.d/ssl.conf

mod_ss| (VHEREER, BRPIESWIERAFEH Apache I EMAERIMBSH/NER, ER
ATHY TLS BAAMERA , SR BEZHMERE,

« /etc/pki/tls/certs/make-dummy-cert

RARBARREMEEBRBEE X509 BENLEERNVETH. HRAE Apache REEH
EREUER TLS , ABE AR LAS. I?%T?;Eﬁi\% TR, BORELEERES. WRA
HEAEEREF , AIEE Web BIERPRBBRES,

4. BITTFIESE , MEEARAENBERZERBENZR,

[ec2-user ~]$ cd /etc/pki/tls/certs
sudo ./make-dummy-cert localhost.crt

JEETE localhost.crt B ELEFER /etc/pki/tls/certs/, HENREZBFS
SSLCertificateFile F# /etc/httpd/conf.d/ssl.conf & RFAFTIE RN TERE,

HERETEEREZBINBIENILE LB, Apache REBFMERMLAR PEM KK | IR
F "BEGIN" M "END" {TFTAE{£HY Base64 #mf% ASCIl FTiEA , M T TRV REHE R EHIFT R,

MIIEvgIBADANBgkghkiGOw@BAQEFAASCBKgwggSkAgEAA0OIBAQD2KKx/8Zk94mlq
3gQMZF9ZN66Ls19+3tHAgQ5Fpo9KIDhzLjO0CI8ulPTcGmAah5kEitCEcOwzmNeo
BC1lOwYR6GOrGaKtK9Dn7CuljvubtUysVyQoMVPQ971deakHWeRMiEJFXg6kZZ0Ovr
GvwnKoMh3D1K44D9dX7IDua2PlYx5+eroA+1Lqf32Z2SaA00bBIMIYTHigwbHMZoT

56tE7THVH7vOEf4/iU0sIrEzaMalOmgkmY1A70qQGQKBgBF3H1gNRNHuyMcPODFs
27hDzPDinrquSEvoZIggkDM1h2irTiipJ/GhkvTpoQlv@fK/VXw8vSgeaBuhwlvS
LXUSHVYq@U604FgD3nAyBOhI®MBE13r1HjUvbjT7moH+RhnNz6eqqdscCS@9VtRAO
4QQvAgO0a8UheYeoXLdWcHaLP

MIIEazCCA10gAwIBAgICWxQwDQYJKoZIhvcNAQELBQAwgbExCzAJBgNVBAYTAiLOt
MRIWEAYDVQQIDA1Tb211U3RhdGUXETAPBgNVBACMCFNvbWVDaXR5MRkwFwYDVQQK
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DBBTb211T3InYW5pemF@aWOuMR8wHQYDVQQLDBZTb211T3InYW5pemF@awOuYWxV
bm1@MRkwFwYDVQQDDBBpcCOXxNzItMzEtMjAtMjM2MSQwIgYIKoZIhvcNAQkBFhVy

z51RUE/XzxRLBZ0OoWZpNWTXJkQ3uFYH6s/sBwtHpKKZMzOvDedRE jNKAvk4ws6F0
CuIljvubtUysVyQoMVPQ971deakHWeRMiEJFXg6kZZ@vrGvwnKoMh3D1K44D9d1U3
WanXWehT6FiSZvB4sTEXXIN2jdw8g+sHGnZ8zC0sclknYhHrCVD2vnB1ZJKSZvak
3ZazhBxtQSukFMONWPP2a@DMMFGYUHOdOBQE8sBIxg==

EREBNEESERACEHLNAE , TEFEIME. 0, RE cert.crt BRPWHEBIET
AEAEENERE , B TUARWERE cert.pem, ssl.conf REMERER,

(® Note
ERKAR TLS BRI ABECHBAITERE , Al

Y

HETERA PEM #83X,

5. FRRHEFNXFEHREES (B2 vim = nano) , AIRERES 2B /etc/httpd/conf.d/
ssl.conf BRIEMATHER K NABRZESNEERREIZLEER, REIZEMALS
MR T5EE |, Apache RIS E LR,

SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

6. EXRE Apache,

[ec2-user ~]$ sudo systemctl restart httpd

@ Note
FAHETE ] LATE EC2 #{TEE8 L7 HN TCP R 443 | MEHIFATR

7. Apache Web fRIfRZFREEX X EEBIERIE 443 1§ HTTPS (X£ HTTP), BIEF XN =AF EC2
ATERA P Ut NEERA B BN LEFE https:// &, —REATBZESR URL 5,

RALEEAEENTZEEIUBRERZMEY  IAAERTREET —RINZLES.
BRES , LHRENTMEN,

3

WRTEER Apache AIHEEBR , BIRRECRMARSFIERERE TLS. BEMBEERERERR
SR BEENERESME,
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® Note

RTEBRBUFERIEEER , BELENE CARENZEERRE  HFEENH LT
B LRBREABLERE,

SR 2 . IS CA HENEBR
BRAERA THIRFIRIE CA HBHBR

- RIESBELBREEERER (CSR)
- #%5 CSR BRERBREME (CA)

- MSHBENIHETR

« ER7E Apache XfE R EH

ERmaE S H , BEA TLS X.509 THBEHE CA ZENRET 2R, MENZEERERNFE
X, EFEEEMNE, CARHEEELAREBRIANFEE  BEBRERIGHFA. 5@ Web BIERE
EEZRERBAEERMTERREN CABE, X500 BRIETEHEENEARB[ERILE
TR, URUEZEBRSSABEELE RN CARE, BEREB HTTPS EiEE Web AR ,
ARFAELRBRGIUER K BAEFREHEEN CABE, NREBEUNREEL  ATEBETE
HZEEHBFEN "GEHE, 70, AERSRAKFHZ—RENBZERER , YHARH.

BEEFRIERFERNBIMEREREL , AHBEELE=R, —& CA RBRRHEXEREE. E
Y CAEFREFIENR Let's Encrypt ER | HERUZEAH L EREUNENER. NEEA
Let's Encrypt BEHFMER , 5FSBEUS Certbot,

MRBITERHEERIRTE , AWS Certificate Manager & 2 T &5,

FHBENERRE SR, B 2019 F8 , IFNEZERERRAR/ W (EH) X/NA 2048 fut
H) RSA ©38 , ALUREHE 2030 £, OpenSSL 1 AL2 HEEMNTEREE KNS 2048 [uT , B
AR CAZENBE. BNFERIERNASR , fINEARAKEHFEATRMBEREEN SR , WL
TEFRAEZRNS R,

/A Important

BRIFEHEA CEMMTER DNS B , TRAIBAENE CA HENTHEBRENELE IETE
Ao
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https://letsencrypt.org/
https://eff-certbot.readthedocs.io/en/stable/install.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf
https://cabforum.org/wp-content/uploads/CA-Browser-Forum-BR-1.6.5.pdf
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H1§ CA HERBE

1. BEZHITEE  WEBZF /etc/pkiltls/private/, EREFEMRAIREIHN TLS E BN B &, MEE
REFERRBEEMESBRELE CSR, BHITER 3,

2. (BF) EXEFLELSE. UTESBRAEARBH —L&H, ENEENSBETHREN Web &R
2, BEeRAEENZEEENERETRE,

- il 1 B TERY RSA T2 8, ELMER custom.key 2 2048 It RSA FAE €18,

[ec2-user ~]$ sudo openssl genrsa -out custom.key

- Eifl 2 B EABRAEEMNRESE RSA €8, EEMNER custom.key 2 4096 {7t RSA
eS8,

[ec2-user ~]$ sudo openssl genrsa -out custom.key 4096

- 10l 3 B EERIHREMN 4096 (LTNE RSA £, EEMNER custom. key B
AES-128 BRI NZHY 4096 LT RSA FAE &8,

/A Important
MECHBAREEFNRS  ERANENSREERS , AMUBLE BB HEAEN
KRS . BAERALERE , B#MHLEEB SSH ERREMET (EaREL PR
"abcde12345"),

[ec2-user ~]$ sudo openssl genrsa -aesl28 -passout pass:abcdel2345 -out
custom.key 4096

- &6 4 : EAJE RSA BIBRME TR, RSA BiFEERNAELABTEWMH D (BURRBEAXE
HH R , TREAEER. T8 , B TLS BIUfEMAE RSA BRHNSR/ERE RN, BEHER
2ERE , UEERREERELAERNSRIV) , HEEEERR,

[ec2-user ~]$ sudo openssl ecparam -name prime256vl -out custom.key -genkey

f&R2MEM prime256v1 (OpenSSL XEH—& "E&Z MR, ) 1Y 256 U tiEEMRLE S
. RIENIST , HEGRFAEM AR 2048 7T RSA £,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf
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® Note
BHIN RSA £ , WIEME CA e RBEHRE SRRERMMREBRNZE.

ARENNLEESRESSRANAERMNTA BB E=root, #il=root, EREFENEAR
), m WM TEHIRTR,

[ec2-user ~]$ sudo chown root:root custom.key
[ec2-user ~]$ sudo chmod 600 custom.key
[ec2-user ~]$ 1ls -al custom.key

LRGP ETEEETIER.

-IW------- root root custom.key

EEBEVNREREN SR 2E  BIATEY CSR,
3. FARFHNSIEET CSR, LLTEHFIFEM custom. key,

[ec2-user ~]$ sudo openssl req -new -key custom.key -out csr.pem

OpenSSL EHRMEFEA R , YRR ATRPETRINEA. BREFHNERI[BEZEIHE
#& , Common Name (BRA &) SUANFIBERALE A& AEAL

78 HiR - iR]|
Country MEFEH ISO BE , ARAKKREHVER/MHE  US (=%H)
Name (B=%/ [Eo

i [E E18)

State or THEBNENNERER, LEBTEBERAME  ZEREM
Province -

Name (=

BEH\)
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28 iR & 451
Locality BEBNALE (FlanE™), Liipidis
Name (i: [E
£18)
Organization #FHEBHTREERR, BTECALZARBE &EHLF
Name (#8#% HBHES.
£18)
Organizat BEAEBEF (MREHNEE). & 45 B
ional Unit
Name (818
BNER)
Common LHWEX BT REAERESERES www.example.com
Name (B  ®WAHK web ihit, EBEXRRFEAEIHS
B BRAZWRHEEZRE , KA www. examp
le.com ., 7=ffF BH#/BFE HX%E DNS f#
WHRES  BAEBAURERISEHRE
B, CAURMEABENER K HUESE
RAF &% (flan * . example.com ).
T FE it ARFIEE SN E FE b, someone@example.com
Ht

B#% , OpenSSL R RAH GEANKEEE, KFBRALEMAZ CSR HURAHE CA ZBHR
2 , AFEERE CAHRERBN S —EZAMN (BALTERE) NER, CSRIIEBRBIgEE
RIBREFIRE,

ELENER csr.pem BERENAE TR, BLEESBNENER | UREWANFEESR,

4. # CSRIEX#M CA, EBETEENFTRERMBM CSRER | URBARBERE Web RE, It
B, RS ERECREERNERE LN —RNZEEEEIE (SAN), R www.example.com
REME® , Bl example.com ER2TEH SAN , RZ R, BAHTE—ZBHBELFEFSE
FIMIEFRER. WREMN CAWeb REAFFEEIRE , BESAN BEHRITEZERAER. &% CA
BEBTFUIE,
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EREENFERZE , EERI CAFEENHEIMEBR. RELITREETETR "HEE
#ER, HPISTH CA EEEMENEMWER.

(® Note
IGH) CA MRS ER ZERANERBE  LHTERRME, EAHES | BREZMSE
A PEM #XWEBEER , MEBEFERERE EF—%) 8FL .pem= .crt BlIER. W
RETHEEFANER  BFEANTHRESRARER , YSKIE—LZBUTIE—
THEZERAER,

RN EE LEXR T IE—1T.

- - - -END CERTIFICATE - - - - -
BT UERSIREER , AT

[ec2-user certs]$ openssl x509 -in certificate.crt -text
BRERPEHRELT. FTEFEAKES .p7b. .p7c B LERBNER,

5 K CAZBEENTMPEBENE /etc/pki/tls/certs BH#&H,

(® Note

BHEAXTLEFHNER LEZE EC2 HTEE , EREZEEEN I RNREAKEK

MBITERE LB FAREERS (H170 | vi, nano HEEEAR) , REEEHERNE FERR
B, ¥ EC2 HTHEBHITELRIER | BMEES root [sudo] 557, Hit , BRI LA ENE
FRBEEMAHFUIHEREE, TiB , FEETEAERARHMEEMT , IEAS
XEEEM.

it /etc/pki/tls/certsB#&H K MEEREEE, FENFITREREHFESRHEMN AL2 &
RE (HEE=R, FHE-1B, EHEEEFEIEA ). UTHIBEREEANGT.

[ec2-user certs]$ sudo chown root:root custom.crt
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[ec2-user certs]$ sudo chmod 600 custom.crt
[ec2-user certs]$ 1ls -al custom.crt

EEDTEXEELETIER,

-TW------- root root custom.crt

FROBEEENFFAIBRTERE (WA E=root, &ill=root, FEAETURA, FHERLREER, H#HR

ALAEE). ATHIBEREEANG T,

[ec2-user certs]$ sudo chown root:root intermediate.crt
[ec2-user certs]$ sudo chmod 644 intermediate.crt
[ec2-user certs]$ 1ls -al intermediate.crt

LW TRZEELETIER.

ﬁu

-rw-r--r-- root root intermediate.crt

6. ASERAREIL CSR WIABEEMMIE /etc/pki/tls/private/ B #&H,

(® Note

REELSATUKE SR EEE EC2HTHEE , ERERXARSEN A XNREARERK

M7 ER LR FmEsR (H120 , vi. nano WA EA) , AREHBERNME LERA
B, ¥ EC2 H{TERMTELRER , BFEHR root [sudo] ¥, Et , BAILENE
IREAREMATNBEEREE, T8  FEIETEEERABTEHMEEMWT , SMEM[TA

ABEEM.

# /etc/pki/tls/privateB#F , FATHGHRABERAEM, BEMNT TR

AEREIN AL HERE (HEE=R. HiE=-R. EH/AHEFERIVEA).

[ec2-user private]$ sudo chown root:root custom.key
[ec2-user private]$ sudo chmod 600 custom.key
[ec2-user private]$ 1ls -al custom.key

ELHTEREEL TR

(i

%
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-ITW------- root root custom.key
7. #®E /etc/httpd/conf.d/ssl.conf AxMEHHIBEMESBER,

a. 7t Apache #y SSLCertificateFile EERFAR , Rt CA BEEF R BIENRENERS
i

SSLCertificateFile /etc/pki/tls/certs/custom.crt

b. MWMREEWE|FEEBERER (FREHFA intermediate.crt), FEFEH Apache B
SSLCACertificateFile ERARBHERENERSER

SSLCACertificateFile /etc/pki/tls/certs/intermediate.crt

® Note
Ho CAESEIHUBRMNPERRVESETE—ER , B SSLCACertificateFile 5
TABESTHME, F2HE CA FTREMNERA,

c. 1E Apache ¥ custom.key IETRFAT , RELE LB (EHEF RSB
SSLCertificateKeyFile) WEBMERZRE ;

SSLCertificateKeyFile /etc/pki/tls/private/custom.key

8. f#1F /etc/httpd/conf.d/ssl.conf , W EHEE Apache,

[ec2-user ~]$ sudo systemctl restart httpd

9. fBER URL JIMABIEEE (FEA https://) , WAIRMARESE. BEREZDER HTTPS
HANEER , MASELEHER,

HBR 3 AENRLR2ERE

HEN TLS BEEYAMARLRAE , CERAREBERZ2EE. ERBFREAT AR LRBERT
BX , 40 Qualys SSL Labs IR BERENRZEREATERN DN, RIBER | BALUREZEBE
HFTEZNBABE, MEFNER  URHFRNIRE |, FALERTSERE. NFHEER , 528

how Qualys formulates its scores.
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https://www.ssllabs.com/ssltest/analyze.html
https://github.com/ssllabs/research/wiki/SSL-Server-Rating-Guide
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/A Important
BERAHERARBZEMS T EE. I NERERTREEENRERLRBNERE
X HREBNZLERARNEMREZRNREMN SR HESY  IAEHREERERTMA
fRBRE BN LEEE,

£ Qualys SSL Labs #8345t | @ ARRB[BHOTEBEHEE , XA www.example.com, N EZ
%, CERIPENTE RAZF), URBRREENFERAS . TREZRBPMAENERE , HER
EEE AL2 FRITEER Apache fAREME , B EHBTEEX Certbot BFE.

BRTo B
bk 100%
BABEE 95%
TR 70%
BIRRE 90%

HABBETECARLRER  BFARSELSEEEHE K SERKBREEEIL

XXEFEGENBBERMEMH RC4 MF., NMERMBEEEZNHERL D, ARME TLS ERBRNR
EINE RC4 EABREBRERY, RIFCHABEEHRZEERIER , TRIEKEFRILIIEE,

X ZEEM TLS, WHREXE TLS 1.0 (EREEER) # TLS 1.1 (B4 EERR), B 2018 8 , RBRZHMA
TLS 1.2,

X AL XEAARE. NREREATEALESRCER (BY) TERRSBRINZWERE X
W—IENRE, ERTHEEER LELME HTTPS X, BIEMFIES Web ARSBHRBALE LS
'H_:’;IEE_ﬁo

FEIEMITERIMEMERY TLS AHRE

1. EXFREIFTEBMBERER /etc/httpd/conf.d/ssl.conf , E N —1THRERA "#", L

#SSLProtocol all -SSLv3
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2. WETIETRAE :

#SSLProtocol all -SSLv3
SSLProtocol -SSLv2 -SSLv3 -TLSvl -TLSvl.1l +TLSvl.2

IIEREAIBATEIE A SSLARA 2 M 3, AR TLS IRA 1.0 M 1.1, HRZLREA TLS1.2 AR
i, ARBFRREEEEIHMNPER, BERATHIRSHAERFEORE RERMRBNRERR,

(® Note
kB A NAFA TLS 1.0 M 1.1 ki , AIHE/PMERDHIBH Web BB FEUEN B,

B ARFR AR E

1. TEHAEERER /etc/httpd/conf.d/ssl.conf & , #HEHE SSLCipherSuite ¥ RFANE
B, ERE-THHEERA "#', UBERFH,

#SSLCipherSuite HIGH:MEDIUM:!aNULL:!MD5

2. EERENNBES 6 BEENZIEFEHQREBEIIREL , BRTZENNE, EEEAN
SSLCipherSuite #§RE 2B #E Mozilla SSL Configuration Generator Ey&rH | b T B 7] ¥ &
AR LHTHRERRRESITIE TLS 8. 5% , BRET G SHE L REESLRH Apache
F1 OpenSSL kA,

[ec2-user ~]$ yum list installed | grep httpd

[ec2-user ~]$ yum list installed | grep openssl

Flan | MREEHEFR Apache 2.4.34 #1 OpenSSL 1.0.2 , RIS HEELSTWMALEF. W
BIZEEE "modern" HHAMER | BIEE I SSLCipherSuite B RARBHIERLZSM , BNE
ARKZEBER, IRENEEBAXEHNNERE | Bl EHEE RN AIERE "intermediate” 8

&

SSLCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384: ECDHE-
ECDSA-CHACHA20-POLY1305:

ECDHE-RSA-CHACHA20-POLY1305 : ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-
SHA256:
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ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA384 : ECDHE-ECDSA-AES128-SHA256: ECDHE -

RSA-AES128-SHA256

PiZH 3R 1E B B2 E ECDHE (Elliptic Curve Diffie-Hellman Ephemeral H#EE). ephemeral

EEFRTAIERE, HHERRIELMBEFZE RC4,
BREERARER

KELENERFAERE /etc/httpd/conf.d/ssl.conf #,

® Note

MARKBHERERRART T RNWERE R,

ERFAERE /etc/httpd/conf.d/ssl.conf BEAERET , MAMNZEB2ER

Bt (RBZ
3. &%, BRRTIE—1THIRAY "#" , LEUHERE.

#SSLHonorCipherOrder on

), ERETRKZITRAT HERR,

tiERAEREARSRELRFHERRSNMNE , 3F (ELRMP) IEMORBHMNE. FRK

ERFAR  ARFELERRIBEFENT2ER  BREZEARERZRENAFER,

TREMERFE ,

fEf#1E /etc/httpd/conf.d/ssl.conf HWEE , ¥ EHHEE Apache,

WMRBIE Qualys SSL Labs FEFTRIEMBIE , BEERIR RC4 WANHEMBESSHL , MEAEWTAR

BABE R
ZEEE

100%

100%

90%

90%
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B{E OpenSSL ENMHEELMER  UBKREZRBNHZE. REMN EC2 AL2 HITEBRKRIFup-to-
date. BEXRH OpenSSL HZ2NE , YEERMERPHIZEMREANES.

SR HER
- BRIERMARE , FRIFKM Apache Web IR T ERE,
MREBELZHE—ENE, ZFHESIREVLEARSISE K ESREHTA.

BUUBRE|OMBANZRTRZR, BRREEHERBEEPEBES custom. key NFAHME RSA £
iR, BEHEMRIBS abcde12345 , R EC2 HITER LT TGS , NEL L SWEIRINFER
o

[ec2-user ~]1$ cd /etc/pki/tls/private/

[ec2-user private]$ sudo cp custom.key custom.key.bak

[ec2-user privatel]$ sudo openssl rsa -in custom.key -passin pass:abcdel2345 -out
custom.key.nocrypt

[ec2-user private]$ sudo mv custom.key.nocrypt custom.key

[ec2-user private]$ sudo chown root:root custom.key

[ec2-user private]$ sudo chmod 600 custom.key

[ec2-user private]$ sudo systemctl restart httpd

Apache REEZSEE , MEARKITSRTIEBARE,
« RIEHIT sudo yum install -y mod_ss| U B EEER,

HEBRE SSL WLEEHE , JReEE R TIELAVER,

Error: httpd24-tools conflicts with httpd-tools-2.2.34-1.16.amznl.x86_64
Error: httpd24 conflicts with httpd-2.2.34-1.16.amznl.x86_64

BEERTEN EC2 HTERARIIT AL2, AHYBRBEIERRLE S AL2 AMI FTELVHITERE.

HERIE - £ AL2 LEE¥ WordPress Zp&E&

THREFUHBBE AL2 HTEE EZE, REMRE WordPress %K, ANHZBREERERM
Amazon EC2 HERAEN , LA EZHTEE L2 EE5EE WordPress S0%E &M web RIRES , &
I Ik — R ER B FEE RIS

BEEEEARBETRBEARMHELZSMBHEESR, HRTEEHE Web ARSFEEEZEEEHNE
BBt WordPress Z 2 , CloudFormation It IR IR LY WordPress &4 th o] LA IR IR IR E A o
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WMEFHMER , 528 AWS CloudFormation R EERMHTHAMN., ELEEEHRBERNENSH
ARG R |, 5528 AWS Elastic Beanstalk FiZE A EfsEH M E 5 0] A% WordPress #81h,
/A Important

BUYRBFERRE AL #EFEH. NEHMS BOFEER  FSREBEXM. FAUBRF
EPNFZIBRTEAR Ubuntu #1TER. WMFEE Ubuntu #1788 £ %2 WordPress
M 1% Bh , 552 B8 Ubuntu X4+ # WordPress, B SAfEA CodeDeploy , ¥ Amazon
Linux, macOS = Unix & L 5 R ERE,

FE

o SERFM

- &3 WordPress

- BRESR

- A BHNE DNS 2 HEREFEREMERELEH

FORIFRAF

THEBREBRRLEKB FNMESE , BMEBEAE PHP FMIERE (MySQL = MariaDB) X & I8
Web A iR2FEY AL2 STIEREHERE | £ AL2 EZ#E LAMP AR, AU BFETRUBRERSH
HLAAFFHTTP M HTTPS RENS R , EEZ AT B URRKREN web FARSFEREERNERER,
MEKFRFEELLFHEANFRENR , F2REEAANEEL SR,

BARZUBR RS EM IP bt (EIP) E2E A RFEE WordPress SH& S EATEBE BB, it
AR EETERN/AE DNS thit @ERIBERE, NREHEBEERE K mABLSEEXBEEE
FAREER !&Tﬁﬁﬁﬁ%ﬁﬂﬁ DNS 528% , ﬁﬁ?a ERE EIP #hit (FEFEWIHED , FRHIEE
WEE S BEME). SUREK—E EIP i BETHHNRTERELRE, NEFHEA , F2
B {(Amazon EC2 {EFH Eigm) PHvEME P ik,

MBHERZEPEHEBAARIPER , £0[E Route 53 SR ERE |, WEHITEEMN EIP thi BEI41E
ZREEN, WEFMAEDR , 52 Amazon Route 53 B A S5 £H Amazon Route 53
SIMEE R,

=4 WordPress

BIE . EAB B TERILHERE
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& ZEM AWS Systems Manager BE){L T IE T IMEBTRAKBRE , FYITE L.

HERZNHTEE AR THE WordPress ZEEH.
T & R BHE WordPress REEH
1. A wget B TERHM WordPress ZEEH, UTHHE—ETHEFTRAE,

[ec2-user ~]$ wget https://wordpress.org/latest.tar.gz

2. MEBHBIRRBELZREN. RERERREHEBEEE A wordpress BRI,

[ec2-user ~]$ tar -xzf latest.tar.gz

B3 WordPress ZEMNEREFREMNERE

I&HY WordPress RRFEEREFAFREERE , SINEERXEMERAETR. WEFHBEELS
ERNENE  URERERENETERNBEFEANERE.

1. BEBERER[RSR.
[ec2-user ~]$ sudo systemctl start mariadb

2. Blroot FRENE D EAEREMRS. HRETE K BALEREN root &5 ; LRI
TERIREM root RIRFE , BRUEH KRR EER EMRESSVEE , LBRBIEAZH,

MREH KRB ERERRFORBRS , FHELEEM. MFFMESA  F2HE RE MariaDB
AARER(AL2)o

[ec2-user ~]$ mysql -u root -p

3. ALK MySQL ERERIFAENZRE, B WordPress R HELLEEE MySQL ERER
Fo

3

BLRERERYSBERR. FOVEEBHERAESIRFT ('), BAESME Lk 5.
NEEEARBER UKL EBEFRERLNBT,

(aif

RBATHSS | LRAK— WA EEBREE.

CREATE USER 'wordpress-user'@'localhost' IDENTIFIED BY 'your_strong_password';
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4. BIUERE, AERERM-—EHELAEEEZNE®E , §l10 wordpress-db,

(® Note

LT THhENEEBRNERTRBARSIMR. FERE TR () BREFVE
Tab@EH. REIBFA—ER/LE , EREERTREEENERBPEAEMNIET
7T, BlIEEFR,

CREATE DATABASE ‘wordpress-db’;

5. KEHNEZTEERRTFEINEILN WordPress FAE .

GRANT ALL PRIVILEGES ON ‘wordpress-db’.* TO "wordpress-user"@"localhost";
6. HEERERR , LERAMBRE,
FLUSH PRIVILEGES;

7. BB mysql A F iR,

exit

B3 K #wE wp-config.php &R

WordPress Z#EER R T EHERERES , HEHBA wp-config-sample.php, EWEFHEEE
RZER , TRKBENFEARREER,

1. # wp-config-sample.php EBREHZI®EE wp-config.php HWER, LEESEI—EFH
HREER , YWREBRANEFIERMARED.

[ec2-user ~]$ cp wordpress/wp-config-sample.php wordpress/wp-config.php

2. BAEEBRNXFEHES (F1W wp-config.php B nano) #fwEE vim X , YW ALHNLEE, W
REBRZBEBNNFmESR , nano REE AME,

[ec2-user ~]$ nano wordpress/wp-config.php
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a.

# Hi = DB_NAME H91T , 3t#% database_name_here BE B&1EStep 4MEL
WordPress R EREFAENEREFRINERESR R,

define('DB_NAME', 'wordpress-db');

# HEZ DB_USER WI1T , X#§ username_here B F BEEStep 3092 7 WordPress &4
HEREFRENENERPEINEREFRE,

define('DB_USER', 'wordpress-user');

¥ H EZ DB_PASSWORD K17 , I password_here £%F BI&E7EStep 30927 WordPress
ZENEREFHENEREREINSRERE,

define( 'DB_PASSWORD', 'your_ strong_password');

K HMAB Authentication Unique Keys and Salts HI[EER, L KEY # SALT B9
B —BIFRAIE WordPress I E TR ST BIESS Cookieo EARL | ALk
FERMERESEENRIEERZ S, A1 https://api.wordpress.org/secret-key/1.1/salt/
PBEMES —HSRE BB HERYEIAZ wp-config.php BRER, EESXFHAZ
PUuTTY #if , BB EBREREMANTFHMNE , RAERE PUTTY RisRE—TEEREAE.

MELZLSBOFMENR , 5528 https://wordpress.org/support/article/editing-wp-config-
php/#security-keys.

(® Note
THEEREFER  FOEASLEETRE.

define('AUTH_KEY', " #U$$+[RXN8:b -L O(WU_+ c+WFkI~c]o]-bHw+)/
Aj[wTwSiZ<@b[mghEXcRh-");

define('SECURE_AUTH_KEY', 'Zsz._P=1/|y.Lq)XjlkwS1y5NJI76E6EJ.AVOpCKZZB, *~*r ?
60P$eJT@; +(ndlLg');

define('LOGGED_IN_KEY', 'julgwre3V*+8f_zOWf?{L1GsQ]Ye@2Ih*,8x>)Y [,;(*[Iw]Pi
+LG#A4R?7N YB3');

define( '"NONCE_KEY', 'P(g62HeZxEes [LnI*i=H, [XwK9I&[2s[:?ON}VIM%?;v2v]v+;
+79eXUahg@: :Cj');

define( 'AUTH_SALT', "C$DpB4HG [IK:?{ql "sRVa:{:7yShy(9A@5wg+ JIVblfk%_-

Bx*M4(qc[Qg%IT!h");
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define('SECURE_AUTH_SALT', 'd!uRu#}+q#{f$Z?Z9uFPG.${+S{n~1M&%@~gL>U>NV<zpD-@2-
Es7Q10-bp28EKv"');

define('LOGGED_IN_SALT"', ', j{00P*owZf)kVD+FVLn-~ >. [YSUg4#I**LVd9QeZ"&XmK |
e(76miC+8&W&+"0P/"');
define( "NONCE_SALT', '-97r*V/cgxLmp?Zy4zUU4r99QQ_rGs2LTd%P; |

_eltS)8_B/,.6[=UK<J_y9?IWG');

e. REFERLERENIFRER,

# WordPress IR R # E Apache XHRET

- RELCHBHERIEERR, B MySQL EREMERAE , WHET WordPress fAREER |, &
B L EERERE web FAIRBFXHR , U TLEETHUTHLE, ELEERNMUERR
RIEBELE web FIREBFHEBRR (HI70 , my.public.dns.amazonaws.com) RARIE T 2 F B #
RERIH (FlE |, my.public.dns.amazonaws.com/blog) T{EH WordPress ZB% 4%,

o WREIEZE WordPress EX 4R T#1T , 5BHE R wordpress ZE B HIWRA GEBE A F) ,
WTAR :

[ec2-user ~]$ cp -xr wordpress/* /vaxr/www/html/

- MWRMHEIEZTE WordPress EXH R THHMB S THIT , FAEVEH K AREERERIE
8, TEULEHIF , WordPress #$4E blog B & #11T :

[ec2-user ~]$ mkdir /var/www/html/blog
[ec2-user ~]$ cp -r wordpress/* /vaxr/www/html/blog/

/A Important

ERNZ2ER K MREFREVHBET —EFR , REFLE L Apache web fRIRST
(httpd). #HRERE| Apache XHRET & , WordPress REETHARAZRE , REET
BE7E Apache web A RESEIITRFEUEH I EK ., BHERELE Apache Web ARES , BAGT
sudo systemctl stop httpd, MREEBEZT—EL R , AIFFEELL Apache web A RES.

F5F WordPress i i 5k A E 4

WordPress K A EfEFEEMF A Apache .htaccess ERFEEIE EIEME , (HIAERTE Amazon Linux £
WIFFARRRA . FBEALRERF A Apache X IR THMBEESR.

£ AL2 L5E% WordPress Z55%#& 127




Amazon Linux 2

ERAEER

1.

2.

3.

£

—
7]
RE

#8285 , nano REAAME,

[ec2-user ~]$ sudo vim /etc/httpd/conf/httpd.conf

HHBSEA <Directory "/var/www/html"> HWEER,

<Directory "/var/www/html">

#
Possible values for the Options directive are "None", "All",
or any combination of:
Indexes Includes FollowSymLinks SymLinksifOwnerMatch ExecCGI MultiViews

#

#

#

#

# Note that "MultiViews" must be named *explicitly* --- "Options All"
# doesn't give it to you.
#
#
#
#
#

The Options directive is both complicated and important. Please see
http://httpd.apache.org/docs/2.4/mod/core.html#options
for more information.

Options Indexes FollowSymLinks

#

# AllowOverride controls what directives may be placed in .htaccess files.
# It can be "AILl", "None", or any combination of the keywords:

# Options FileInfo AuthConfig Limit

#

AllowOverxrride None

#

# Controls who can get stuff from this server.
#

Require all granted

</Directory>

8F FIREHRTH AllowOverride None 17, LAFEHY AllowOverride All.

(® Note

WERPEZE AllowOverride 17 ; FRELEEMN R <Directory "/var/www/

html"> BERHHIIT.

TN FHmERS (B2 httpd. conf = nano) BRI vim R, NREREEZNNFR
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AllowOverride ALl

4. REERLEREN X FRER,

EAL2 F&2% PHP B a8 R E

BARPHP ¥ GD BXETZELREUT G, IREEERTFERNEEMRSG  FEHERE, &
ZH# I phpMyAdmin IiRATTREE BB EN IS ERERA (B0 7.2 R).

FEATIWSE AL2 ER%E PHP B @RERNE, Hln, WREHR amazon-linux-extras & php7.2
ERRE LAMP BN —E2 , At T ERE PHP B EREN 7.2 M.

[ec2-user ~]$ sudo yum install php-gd
BERBDELERNRAK , FEATIGS :
[ec2-user ~]$ sudo yum list installed php-gd
TH A= HE T
php-gd.x86_64 7.2.30-1.amzn2 @amzn2extra-php7.2

{&1E Apache web AR EFHVIE RIERR

WordPress I A] A EB 0 HEEFE E Apache XH RN EAER (fliEREREEH EHE), MRR
MWARIEEM  BEATYEEREERMET (W FHR ) HERE . £ AL2 EZE LAVP @R
Bo

1. # /var/www RERBWIERMEERF apache FRAE,

[ec2-user ~]$ sudo chown -R apache /var/www

2. #& /var/www REABTNEMEMERER T apache ##H,

[ec2-user ~]$ sudo chgrp -R apache /var/www

3. 8% /var/www RET BB KA, LT BEER A WIRE B R T B HAVEE D,

£ AL2 L5E% WordPress Z55%#& 129



Amazon Linux 2 EREER

[ec2-user ~]1$ sudo chmod 2775 /var/www
[ec2-user ~]$ find /var/www -type d -exec sudo chmod 2775 {} \;

4. BUBEERREE /var/www RE T B HHERT,

[ec2-user ~]$ find /var/www -type f -exec sudo chmod 0644 {} \;

(® Note

MR BB EFEH WordPress A FTP RS | LELESEFERMWEANRTE, FraR
HERERY WordPress Y BR &2 2 5% & LASE X L3R 1E -

5. EHE Apache web fARES , AEAFAVBHAEEEFT T,

[ec2-user ~]$ sudo systemctl restart httpd

£ AL2 #11T WordPress REiESTE

RECHBE T RE WordPress, FERANESEURREERK. KEFPHNHSEAR AL2,
1. fEH systemctl % , BEBRXRAFEMEF httpd MEREREBLRE,

[ec2-user ~]$ sudo systemctl enable httpd && sudo systemctl enable mariadb

2. HRENEMRRSIFEEHT.
[ec2-user ~]$ sudo systemctl status mariadb

MRENERB AT , FRERE.

[ec2-user ~]$ sudo systemctl start mariadb

3. H&R Apache web falfiREF (httpd) EE#IT

[ec2-user ~]$ sudo systemctl status httpd

R httpd BBEREIT , FREBRE
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[ec2-user ~]$ sudo systemctl start httpd

4. TEMEBRIEIRT , AL WordPress & EH URL (TTEERHITEBEANE DNS thik , 2
it MmN E blog ERIK), EEEZSHE WordPress ZHIETSTE., =BHE WordPress ZEFT
EWER, BERE WordPress RERRZHE, MEFMEF , 5528 WordPress #h £ Step
5: Run the Install Script GFBE 5 : BIITTREETH).

BETR
5/ WordPress BRI AR 2% , BAINEBEHN LML,
fEABTNAEERE

MREEHHEBE EC2 HITEEM EIP thut AHEIH , BUREWDEREAXERE , MTAE2EA
EC2 /A% DNS #usit, INEFFMEA , 5528 WordPress #3 LB Changing The Site URL (2 F #8134
URL).

=R oo 3 3
R TE BB & AR

AR EBEREATRNEENMARES , AEERUEABALCNERESR. EXEEFENE
HEE | FRAERETER, RUERMRIIBZLABTEERIHEHH Amazon Machine Image
(AMI) , AZBERLTHIMAETERNBEN , N ZE B R LT MERFERERBEE, NFEF
HER , FSEELEEDH AML,

HNAE
£15 WordPress S HREB+HRAMBRESEHANAMBEEN  HSETASH

- BRITEBNREZE. NFFMER , 528 "Amazon EBS EAEER. FH Amazon EBS
EMERHITRE,

- # MySQL EREREE Amazon RDS , EMMEAZBRETREBERNEEN,

oR W BR M B O B O A B S R

MREFELNIERENRSREEASHFERAENRE , FERE AWS Global Accelerator, Global
Accelerator AJREFE A E A F iR ERE AWS E#1TH WordPress FERE R 2 MY RS TRE %

gt , BB ERBIRMIEE, Global Accelerator fEFIAWS £ 3k |, S RESOKIZERAFIHN
AWS BiFPEEREBEFNERAEN S,
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& — 7 % WordPress

MEZLEE WordPress HIEFMIE R , 552[ http://codex.wordpress.org/ 8 WordPress Codex help
documentation,

MERRY REETHEDENFEET K F2REENZERE.

WEERE WordPress BN ER LM ERR , F2BE{L WordPress,

WEHEHE WordPress ZB3& &R iFEup-to-datelVE A , FFS B E#H WordPress,
R B/, E DNS 2R BERKREFHRENERELFEA

&8 WordPress RE S BEREAFEH EC2 #ITEBA/NHE DNS thit, MMREF LI FSHUEBEIT
EIE8 , /05 DNS it F B8 E (BRIEEEM IP it BV B K MABERSELBER , REHS

ZERWibit EFFE (B ERREEMM EC2 H1TEE). FRAMEMYLE TR RS RNEFMAR
R, FESEEERY URL,

WMRIEH WordPress ZEBREEBEN , BUUFERAUTEFREREWIER  ZBFEH
WordPress Bywp-clits © 5| R H,

5 F wp-cli % WordPress #834 URL

1. {E£A SSH EFEERY EC2 #ITEE,

2. RTHTEENEML URL MM URL, BB URL AJEER %L % WordPress B EC2 #1T{E
B8/ DNS B, ##8vh URL A EC2 HI1T{ERE B 81/ E DNS &, MRETHEERM
B URL , 58 curl EA TR & HREHK URL,

[ec2-user ~]$ curl localhost | grep wp-content

WHEZSERNELH DNS 2BHNE2ZE |, AEEREL (BN URL /ile)

<script type='text/javascript' src='http://ec2-52-8-139-223.us-
west-1.compute.amazonaws.com/wp-content/themes/twentyfifteen/js/functions.js?
ver=20150330'></script>

3. FEATHaSTH wp-clio

[ec2-user ~]$ curl -0 https://raw.githubusexrcontent.com/wp-cli/builds/gh-pages/
phar/wp-cli.phar
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https://wordpress.org/support/article/updating-wordpress/
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4. FEATHHHESEEN WordPress ZE A EMIL URL, X EC2 #1T{ERR MY E B UL F##8
Uh URL , BAX% WordPress ZE MK (BE A /var/www/html = /var/www/html/blog).

[ec2-user ~]$ php wp-cli.phar search-replace ‘old_site_url' 'new_site_url' --path=/
path/to/wordpress/installation --skip-columns=guid

5. 7£ web BIEESH# A WordPress ZHEEHFTAL URL , BIRXHERFERBEEEE. WRFT
=, EZ2EEER URL ME RLERBELEESHFMEN.
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£ Amazon EC2 #\Zf{£ A Amazon Linux 2

AL2 RESMG T LAE BN AR HTRBREHHIT,
AL2 A LATE [E$EE Amazon EC2 LT 2 A EBRILFHE T 2 H1T.

(® Note

AL2 BRIGEVAEREER AL2023 F[E,
BB E AL2023 IF |, B SMBEIE Amazon EC2 #\3BEH Amazon Linux 2023 |, iR A4E
REFIR B ER AL2023 FR.

£ A ERERE H LAE SRR 31T AL2

fEM AL2 ERHES (VM) RIFETASHERABAAE. ZAALSERNERCFaRETRN
AL2 VM BR{&, SEFTBAFE Amazon Linux 2 BRI ERERH TR ENF EFE,

EERRET—EXENERILEAEER AL2 ERESRNEG BT TIIEME
- BEB 1. 4§ seed.iso BRI &

- SR 2: TH AL2 VM B

- S8 3 B EEZTENET VM

FSER 1 : (% seed.iso B &
seed.iso H#MEGSIE VM REFrEMWIGEEEE |, PINMAEKRERE, THEBNERAEER,

(® Note
seed.iso FA#MEGEITE VM BEFMENHAREET. eTEE AL2 EEZRRER,

EEEY seed.iso B EG K LEEMEHEBER

« meta-data- WEREFE VM W EHEZ BB REMEKRE,
« user-data- WERSHREFABIRSE , LiIECHERE., SBENEFESE, RFEFERR , AL2VM
MGEREVec2-userFAERE, BEFH user-data HERE R KRB EEREAERFNZE,
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E1 seed.iso BIMLRE

1. BY—{H& 5 seedconfig WEFERRI EERZER K,
2. B meta-data HHEEER,

a. BIUEA meta-data WEFEZR,
b. FRASRIFNXFIRESEFM meta-data BR , REFETIHS.

local-hostname: vm_hostname
# eth® is the default network interface enabled in the image. You can configure
static network settings with an entry like the following.
network-interfaces: |
auto etho
iface eth@ inet static
address 192.168.1.10
network 192.168.1.0
netmask 255.255.255.0
broadcast 192.168.1.255
gateway 192.168.1.254

LURIBIEN VM EHEZBEUR vm_hostname , REBEEERTEREKRHRTE,
c. fEFEYEIR meta-data HHEERER,

fln | #§E VM = EZ 8 (meta-data) B amazonlinux.onprem #HREERAE , SR EER
N E (etho) , WIEEXNEPKREHTE P thit , 75 B & Seed.iso B,

3. 3 user-data fHEEREZR.

a. BIEA user-data WHFER,
b. FRASREFNXFIRESEM user-data BR , REFE TGS,

#cloud-config
#vim:syntax=yaml
users:
# A user by the name ‘ec2-user’ is created in the image by default.
- default
chpasswd:
list: |
ec2-user:plain_text_password
# In the above line, do not add any spaces after 'ec2-user:'.
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DUBBTERRIY ec2-user FABERFIMBENZBBEMN plain_text_password,

c. (ER)RIEFEER , cloud-init EERRX VM REKERAMRIRRE. METIAE , LER
cloud-init EERFERBERMBRE , LREE -XFARKERANPERRE.

# NOTE: Cloud-init applies network settings on every boot by default. To retain
network settings
# from first boot, add the following ‘write_files’ section:
write_files:
- path: /etc/cloud/cloud.cfg.d/80_disable_network_after_firstboot.cfg
content: |
# Disable network configuration after first boot
network:
config: disabled

d. fEFEIER user-data fHAEREZ,

B BT EMERAERFYIEEEFIES, RBENSBY, NEERSIIEERANGFHEE
A, F2REE2E, NEBRY=-(AHENMERAE , W AETERERMW user-data FABRFIEEBITR
B E S| ec2-user BER , F2 B Ei| Seed.iso &=,

4. (M seed.iso M meta-data HEERET user-data BB %,

Mm% Linux , BAEAEZ genisoimage £T B, BEZ seedconfig ERRALHIT B S,

$ genisoimage -output seed.iso -volid cidata -joliet -rock user-data meta-data

WA macOS , BAFEABRE hdivtil ELE, BEE seedconfig BRI E—EBIXHITT 50

PN
T o

$ hdiutil makehybrid -o seed.iso -hfs -joliet -iso -default-volume-name cidata
seedconfig/

HER 2 TEH AL2 VM BRE&

BAABEXENERICLTFARMHTEN AL2 VM Mg, ZAUBRXENFAEE , W& Amazon
Linux 2 EEHEFRERES TEHMETL SN ER VM BRE,
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SR 3 FHEIEREEERH VM

EERMIBHREFN VM |, BB Eseed. isoFMBE (ESHE 1 hET ) M AL2 VM BR&
(ELB2FTHR) . RIBEFNRIEN VM LETR , TBUREEMER,

VMware vSphere

VMware B E G E L OVF &R,

£ VMware vSphere /& & #1425 B i

1.
2.
3.

7 seed.iso BREVUFTNEREFERE , IKHNTEEZREERTFHRE,

#8E OVF &K , BT EMBEREKSE.

£ Navigator (BE28) HikF , RETEBREES LR —TEBEAE , A% EZ Edit Settings (fRiE
EXIE)o

£ Virtual Hardware (JEERFERE) 3RE|1EHE L , &% New device (2 &) , &1 CD/DVD Drive
(CD/DVD YeHr#g) , REEEFE Add ($718).

#¥f New CD/DVD Drive (¥738 CD/DVD X #x#) , :#$# Datastore I1SO File (ERFH[E ISO
BR), BEUEHIE seed.iso ERNERERE , BIEEZWER seed.iso BR , REZIER
OK (F&XE),

$H¥ %718 CD/DVD X | EEUELR , ARBIHEE.

HERFHEEERMREYEBER SR USHRAR,

KVM

5 KVM 78 E SR 2R F i

1.
2.
3.

BARK Create new VM (B #TE MRS B E,
SH¥ BB 1, 31F Import existing disk image (FE AR B RIRER ).

SHHTR 2, BEZWBEUERMBINGR, A OS type (1EERKEE) F Version (BRA) ,
#5740 BIiZE Linux 1 Red Hat Enterprise Linux 7.0,

SHYSER 3 EEEMEAN RAM BEMN CPU B&,

SHHLER 4 MAFERMINERE , REIBECustomize configuration before install (Z & &)
BRTHERE) , AREZIZE Finish (5EMX).

FEEHFRBEEH Configuration ($158) 4R &+ , #1E Add Hardware (¥TiHEERE).
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£ Add New Virtual Hardware (¥7i8E#EE58) 1R B+ |, 121F Storage (RFH8).

£ Storage (f1Z[E) #84E , ;ZHY Select or create custom storage (BEVHRE M BT E
[E), &¥f Device type (BEEEH) , 12$2 CDROM device (CDROM # &), i#H! Manage (&
), Browse Local (BIEARH) , AR EBEEIWIRE seed.iso BR. EIZ Finish (EK).

i#1Z Begin Installation (BB &),

Oracle VirtualBox

£/ Oracle VirtualBox 5 & 5 #4 25 B #4%

1.
2.

BARK Oracle VirtualBox It i21E New (F12),

=4 Name (B1) , B AERBENHRMERT | XE Type (FE) M Version (FRZA) H 5 5l
#EHY Linux # Red Hat (64-bit) (Red Hat (64 17t)), i##E Continue (#&&).

£ Memory size (GEBB A/ + , EEEREREREEEINGCEREE , REREEF Continue
(RE1E).

£ Hard disk (BER%) & , #2128 Use an existing virtual hard disk file (£ AR B K EBEEKEE
R), BIBEZEEMBIMGIFR , REBIRIE Create (BIL),

ERRBERMRZH , BYBEN seed. iso BRBAEREI[NERLTES

a. EEUHVEEMES | 1BE Settings (FXE) , ARIEE Storage (REFEE),
b. 7E Storage Devices (#1774 &) JEEH , R Controller: IDE (##%I88: IDE) T , i## Empty
(=) W,
c. TEXTRMERY Attributes (BfE) BB |, :EE BB k4R , :ZE Choose Virtual Optical Disk
File (BEUEBRABERER) , RBE seed.iso BHR, iBIE OK (BE) LEREE IR
FSettings (RXE) . o

1 seed.iso BRFEEERATH R  BRTIRB ERESR.
Microsoft Hyper-V

Microsoft Hyper-V K E SRR G EBAEK — B Zip BR, BXERN zip ERNAS.

5 Microsoft Hyper-V #& & e 14 25 B i

w o=

BARUETHY Virtual Machine Wizard (BB E),
RREGER R, FHERE 1 1K
RNEREMBNEFE , $% Connection (E#R) i#12 External (58 3F),
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4.

RNGEHSERERIE | 552H Use an existing virtual hard disk (£ 3R Y E B ERE) |, iBH
Browse (BIE) , AR ZEEZ W ZEUE R RBKR, BIZF Finish (THR) RKEIL VM,

EHEEEES IR —TBE AR , REBIEE Settings (RE). 7E Settings GRE) REF , B
IDE Controller 1 (IDE %88 1) & , i## DVD Drive (DVD HER#).

&% DVD FBR#E | IZEY Image file (BREGHE) , AERBIBIIRE seed.iso ER,
ERASE B EEREEE,

VM AR, RGBT user-data HEERPERNET —BAEAERFEA, F-XBAZ
%, AL VM H il seed. iso FAMMRIRAYESS,
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Bl Amazon Linux 31T {E & 1 hix 24<

BESHIER Linux BITHRA , UREXRFREG R TEBIZITHRAIEEEE, Amazon Linux 24
AR5 B EE E At Linux 2 1THRAFREIHY Amazon Linux , SA K% BIBERAY Amazon Linux MxZ.

AEREAERANTESE, HRS , YN EEERN—LEH,
£
£/ os-releasefZ

« Amazon Linux &

- EXERBEREFEXT

£ os-releasef®Z#

Amazon Linux &3] Linux 21T os-releaseWiE%, WERBEHERBIEEREBIIMMAE
BB T EEVE A,

(® Note

EBE IEE%/etc/os-release EREIMN , #ER /usr/lib/os-release, EEXEER
ERERBBNREHNELE,

FE

- RBAIEZE

- WER  MERREREAETE
- /etclos-release &ifl

- EHEMS IR

TWMBHER

os-release A /etc/os-release , MMRFFE , AU /usr/lib/os-release, MEZTE
B, 552 M os-releasetZ%,

Y BT EE R E 1T Amazon Linux RASERN G ERRE F1Y ID #{Zos-release,
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YR AZRERUEN S ERRE T4 VERSION_ID #{Zos-release :

- Amazon Linux AMI : VERSION_IDG& L B i A E A ERA ( i 2018.03)
« AL2 : VERSION_ID="2"
- AL2023 : VERSION_ID="2@23"

(@ Note

501X , VERSION_ID 2B MEN , BRANRERXRSFTAHE , M PRETTY_NAME §&
mEAEER. NEWVERNEHEHthe section called “WB{ T | F2H .

BER MR TERAETE

/etc/os-release =X (/usr/lib/os-releasell®/etc/os- releaseTT?’E:) CEMmERA
WA ARERRGTRENKSBETERN , UEAREERAEERENABETERNL,

HiBS O] T AN AV M 12

ELEMUEARELCER  EEMETHR. EAEEENHMABIERE., EMREEIEFE,
BFNMERNBEMRTR (H, KENEFR ) o

« ID - EERBABIFF. Amazon Linux amznfEFTBMAH LR |, #HE Debian (debian), Ubuntu
(ubuntu) = Fedora (fedora) FHMBITRAEEE 2 BER

» VERSION_ID - ARERRTABRNERRMRA ( filn 2023)
« ID_LIKE - A=K7 RHMEE S #MEE ( fli fedora)

« VERSION_CODENAME - ESIBMRAERNTERE (Al karoo)
« VARIANT_ID - BXERFTRE N EBE B

« BUILD_ID - E & RFTARGHV R BITF

« IMAGE_ID - AL IREN R GA B

« PLATFORM_ID - £ AFEBITF (Bl platform:al2023)

AR AR EAY R AL

EERUBRARGCERERT , TRESERK, BERXNBIHRMEXF, EEAENEHERAEER
mEAR , BEAEM.

MAEE T
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« NAME - BRIV EERKEER (W0 Amazon Linux)

« PRETTY_NAME - R IRANTEEERKER ( HI%W0 Amazon Linux 2023.8.20250721)

« VERSION - EAREREBHAIRAER

« VARIANT - ARBTRHNERIMREERE ( flf0 Server Edition)

Hi &AM
ELMUREERERIRNEMGPEES

« HOME_URL - EREH URL

« DOCUMENTATION_URL — X4 URL

« SUPPORT_URL — X#B&H URL

« BUG_REPORT_URL - #8533k % URL

« VENDOR_NAME - £ FEPS & 18

 VENDOR_URL - f}tf& URL

« SUPPORT_END - End-of-support , #32 YYYY-MM-DD
« CPE_NAME - BRFA5IBRE IR

« ANSI_COLOR - #2im 8B RAY ANS| BB

MBEBEELURENRETHNEA Amazon Linux WIECBRERAENE | B5FE M T EINE
fz , {51420 IDF] VERSION_ID, RIfFRAEBEREXRRENS  BERAAEAEIRNMEA , 4l
PRETTY_NAME,

/etc/os-release ifl

/etc/os-release BRAZRE Amazon Linux RATE :

AL2023

[ec2-user ~]$ cat /etc/os-release

NAME="Amazon Linux"
VERSION="2023"
ID="amzn"
ID_LIKE="fedora"
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VERSION_ID="2023"
PLATFORM_ID="platform:al2023"
PRETTY_NAME="Amazon Linux 2023.8.20250721"
ANSI_COLOR="0; 33"
CPE_NAME="cpe:2.3:0:amazon:amazon_linux:2023"
HOME_URL="https://aws.amazon.com/linux/amazon-1linux-2023/"
DOCUMENTATION_URL="https://docs.aws.amazon.com/linux/"
SUPPORT_URL="https://aws.amazon.com/premiumsupport/"
BUG_REPORT_URL="https://github.com/amazonlinux/amazon-1linux-2023"
VENDOR_NAME=""AWS"
VENDOR_URL="https://aws.amazon.com/"
SUPPORT_END="2029-06-30"
AL2
[ec2-user ~]$ cat /etc/os-release
NAME="Amazon Linux"
VERSION="2"
ID="amzn"
ID_LIKE="centos rhel fedora"
VERSION_ID="2"
PRETTY_NAME="Amazon Linux 2"
ANSI_COLOR="Q;33"
CPE_NAME="cpe:2.3:0:amazon:amazon_linux:2"
HOME_URL="https://amazonlinux.com/"
SUPPORT_END="2026-06-30"
Amazon Linux AMI
[ec2-user ~]$ cat /etc/os-release
NAME="Amazon Linux AMI"
VERSION="2018.03"
ID="amzn"
ID_LIKE="rhel fedora"
VERSION_ID="2018.03"
PRETTY_NAME="Amazon Linux AMI 2018.03"
ANSI_COLOR="0; 33"
CPE_NAME="cpe:/o:amazon:1linux:2018.03:ga"
HOME_URL="http://aws.amazon.com/amazon-linux-ami/"
/etc/os-release il 143
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B2 H 57 i Y LE R

ZE T Amazon Linux MAFEEEZMN Linux £2ER#%E , FHEH/etc/os-releaseFREHME
ERITIRAETHER -

Fedora

[ec2-user ~]$ cat /etc/os-release

NAME="Fedora Linux"

VERSION="42 (Container Image)"
RELEASE_TYPE=stable

ID=fedora

VERSION_ID=42

VERSION_CODENAME=""
PLATFORM_ID="platform:f42"
PRETTY_NAME="Fedora Linux 42 (Container Image)"
ANSI_COLOR="0;38;2,;60;110;180"
LOGO=fedora-logo-icon
CPE_NAME="cpe:/o:fedoraproject:fedora: 42"
DEFAULT_HOSTNAME="fedora"
HOME_URL="https://fedoraproject.org/"
DOCUMENTATION_URL="https://docs.fedoraproject.org/en-US/fedora/f42/system-
administrators-guide/"
SUPPORT_URL="https://ask.fedoraproject.org/"
BUG_REPORT_URL="https://bugzilla.redhat.com/"
REDHAT_BUGZILLA_PRODUCT="Fedora"
REDHAT_BUGZILLA_PRODUCT_VERSION=42
REDHAT_SUPPORT_PRODUCT="Fedora"
REDHAT_SUPPORT_PRODUCT_VERSION=42
SUPPORT_END=2026-05-13

VARIANT="Container Image"
VARIANT_ID=container

Debian

[ec2-user ~]$ cat /etc/os-release

PRETTY_NAME="Debian GNU/Linux 12 (bookworm)"
NAME="Debian GNU/Linux"
VERSION_ID="12"
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VERSION="12 (bookworm)"
VERSION_CODENAME=bookworm

ID=debian

HOME_URL="https://www.debian.org/"
SUPPORT_URL="https://www.debian.org/support"
BUG_REPORT_URL="https://bugs.debian.org/"

Ubuntu

[ec2-user ~]$ cat /etc/os-release

PRETTY_NAME="Ubuntu 24.04.2 LTS"

NAME="Ubuntu"

VERSION_ID="24.04"

VERSION="24.04.2 LTS (Noble Numbat)"
VERSION_CODENAME=noble

ID=ubuntu

ID_LIKE=debian

HOME_URL="https://www.ubuntu.com/"
SUPPORT_URL="https://help.ubuntu.com/"
BUG_REPORT_URL="https://bugs.launchpad.net/ubuntu/"
PRIVACY_POLICY_URL="https://www.ubuntu.com/legal/terms-and-policies/privacy-policy"
UBUNTU_CODENAME=noble

LOGO=ubuntu-logo

75 = B p a5 T R AR (L 1N AT 5 40 M £ A — BRAvER Bl -

s

« ID-M—BIEEZRH  amzniB AR Amazon Linux, fedora@E@ AR Fedora. debiani@E AR
Debian. ubuntui A Ubuntu

« ID_LIKE - BE/R% #iE8% : Amazon Linux £/ fedora(AL2023) = centos rhel
fedora(AL2) , M Ubuntu 8/~ debian R H Debian {&if

« VERSION_ID - i2Ht#38n2MTHIRRASE S | 2023 AR AL2023, 425E A Fedora, 12iE AR
Debian., 24.043E AR Ubuntu
kit , ABUBERAVLSEQFEAERER

« NAME - BRERNEERFH LT - Amazon Linux, Fedora Linux. Debian GNU/Linux.
Ubuntu
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« PRETTY_NAME - TERETRE® , lRAA : Amazon Linux 2023.8.20250721, Fedora Linux
42 (Container Image). Debian GNU/Linux 12 (bookworm). Ubuntu 24.04.2 LTS

« VERSION - ABETERAMA , EEEABEBARTEESHEMAR

BEETAEDSER  F—EFE A B (ID. VERSION_ID, ID_LIKE) #TBEAMRE A6 I
EFER AT EMAL (PRETTY_NAME, NAME) BIfEREREREA.

Amazon Linux &

FLEEEZEBRN Amazon Linux , Af ARE B Amazon Linux R ERAE, FHEXBEFER /etc/os-
releasei2%¥ | LUEHEBE S MMER. TSBFEAEA Amazon Linux FEE R,

TE

« Jetc/system-release 1%

. EBBRER

« Amazon Linux 4% E 1 = /Y £ 41

/etc/system-release R

Amazon Linux @& /etc/system-release BR , EERENBHHRE. LHEREHAEHEEEE
#T , Amazon Linux system-releaseEHMHN —E2 ., A Fedora EHM— Lo HEERER , B
©AREER Ubuntu LA Debian BEBH DM,

(® Note
/etc/system-release BERESAETERNFTE , FTEUBRAFRET A X ARBAIESE
RIFB A, FBHA /etc/os-release ( H/usr/lib/os-releaseflR /etc/os-
release AFHE ) HHHEE TTEEENAL

Amazon Linux tt @ E#E5 T BEUH FRA/etc/system-release , H#EfF /etc/system-
release-cpe BEHWEAFEAFIE (CPE) R,
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BB BIESR

18 Amazon Linux BGEREE —EME—# /etc/image-id#ER |, 24 Amazon Linux BBkFTE
£ 2 RIEMENEMBER. EZREBR Amazon Linux , EEM Linux ZTARASHFZAE] |, 40
Debian, Ubuntu = Fedora, ZERBEERREN THIER -

- image_name, image_version, image_arch- AAREBMRGZEER HFWE,
- image_stamp - EE IV MRGREEE M —FEE 1+ SENMES

- image_date - B BUEEFHY UTC BFR , #XA YYYYMMDDhhmmss,

« recipe_name, recipe_id- AREBMEGMNEEER SHBAEH ID,

Amazon Linux 33 E & = € 51
T3 &R MEBFME Amazon Linux EERAZ Amazon Linux 45 7E 5 B2 RV 4,

(® Note

EEMEERRNEH , R /etc/os-releasetEEFRFEE , Bl/usr/lib/os-releasefEX
5EA

AL2023
T HIEE5IEE R AL2023 B BIRE ==,
/etc/image-id EARM AL2023 #Y £l :

[ec2-user ~]$ cat /etc/image-id

image_name="al20@23-container"

image_version="2023"

image_arch="x86_64"
image_file="al2023-container-2023.8.20250721.2-x86_64"
image_stamp="822b-1a9%e"

image_date="20250719211531"

recipe_name="al2023 container"
recipe_id="89b25f7b-be82-2215-a8eb-6e63-0830-94ea-658d41cs"

/etc/system-release BAR AL2023 £y 545

/etc/image-id 147
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ERAEER

[ec2-user ~]$ cat /etc/system-release

Amazon Linux release 2023.8.20250721 (Amazon Linux)

AL2
THIEEHIFER AL2 B BIHE R,
/etc/image-id EAR AL2 #Y 545

[ec2-user ~]$ cat /etc/image-id

image_name="amzn2-container-raw"

image_version="2"

image_arch="x86_64"
image_file="amzn2-container-raw-2.0.20250721.2-x86_64"
image_stamp="4126-16ad"

image_date="20250721225801"

recipe_name="amzn2 container"
recipe_id="948422df-a4e6-5fc8-baB9-ef2e-0elf-elbb-16f84087"

/etc/system-release BRAK AL2 Ky 45

[ec2-user ~]$ cat /etc/system-release

Amazon Linux release 2 (Karoo)

Amazon Linux AMI
T HIEHIZE R Amazon Linux AMI B9 Bl #E 22,

EAR Amazon Linux AMI /etc/image-id#y 4l :

[ec2-user ~]$ cat /etc/image-id

image_name="amzn-container-minimal"
image_version="2018.03"
image_arch="x86_64"

image_file="amzn-container-minimal-2018.03.0.20231218.0-x86_64"

image_stamp="407d-5ef3"

Amazon Linux 4 E &34l
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image_date="20231218203210"
recipe_name="amzn container"
recipe_id="ble7635e-14e3-dd57-blab-7351-edd0-d9e0-ca6852ea"

B M Amazon Linux AMI /etc/system-releasefy i :

[ec2-user ~]$ cat /etc/system-release

Amazon Linux AMI release 2018.03

EERME R SEHIENE

T oI REBMAER /etc/os-release ( H /usr/lib/os-release /etc/os-release ™ fF
) BR , UBARET AN ERAEERRIRAE, ELEHHI/REBMMES Amazon Linux FME A1 Z 1T
RRA , AR a{a{Ef ID_LIKE 447 34 B 28 T AR A R 51

UTESHUBETEANEXRERSEF meAEFHEELEENE L,

Shell

#!/bin/bash

# Function to get a specific field from os-release file
get_os_release_field() {

local field="%$1"

local os_release_file

# Find the os-release file

if [ -f /etc/os-release ]; then
os_release_file='/etc/os-release'

elif [ -f /usr/lib/os-release ]; then
os_release_file='/usr/lib/os-release’

else
echo "Error: os-release file not found" >&2
return 1

fi

# Source the file in a subshell and return the requested field.

#

# A subshell means that variables from os-release are only available
# within the subshell, and the main script environment remains clean.

WHEA® v
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(

. "$os_release_file"
eval "echo \"\$$field\""

is_amazon_linux() {

[ "$(get_os_release_field ID)" = "amzn" ]
}
is_fedora() {

[ "$(get_os_release_field ID)" = "fedora" ]
}
is_ubuntu() {

[ "$(get_os_release_field ID)" = "ubuntu" ]
}
is_debian() {

[ "$(get_os_release_field ID)" = "debian" ]

# Function to check if this is like Fedora (includes Amazon Linux, CentOS, RHEL,
etc.)
is_like_fedora() {
local id="$(get_os_release_field ID)"
local id_like="$(get_os_release_field ID_LIKE)"
[ "$id" = "fedora"™ ] || [[ "$id_like" == *"fedora"* ]]

# Function to check if this is like Debian (includes Ubuntu and derivatives)
is_like_debian() {

local id="$(get_os_release_field ID)"

local id_like="$(get_os_release_field ID_LIKE)"

[ "$id" = "debian" ] || [[ "$id_like" == *"debian"* 1]

# Get the main fields we'll use multiple times
ID="$(get_os_release_field ID)"
VERSION_ID="$(get_os_release_field VERSION_ID)"
PRETTY_NAME="$(get_os_release_field PRETTY_NAME)"
ID_LIKE="$(get_os_release_field ID_LIKE)"

echo "Operating System Detection Results:"
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echo "==================================

echo "Is Amazon Linux: $(is_amazon_linux && echo YES || echo NO)"
echo "Is Fedora: $(is_fedora && echo YES || echo NO)"

echo "Is Ubuntu: $(is_ubuntu && echo YES || echo NO)"

echo "Is Debian: $(is_debian && echo YES || echo NO)"

echo "Is like Fedora: $(is_like_fedora && echo YES || echo NO)"
echo "Is like Debian: $(is_like_debian && echo YES || echo NO)"
echo

echo "Detailed 0S Information:"

echo '"======================="

echo "ID: $ID"

echo "VERSION_ID: $VERSION_ID"

echo "PRETTY_NAME: $PRETTY_NAME"

[ -n "$ID_LIKE" ] && echo "ID_LIKE: $ID_LIKE"

# Amazon Linux specific information
if is_amazon_linux; then

echo ""
echo "Amazon Linux Version Details:"
echo e e e e e e e e e e e e et e e e L
case "$VERSION_ID" in
2018.03)
echo "Amazon Linux AMI (version 1)"
2)
echo "Amazon Linux 2"
2023)
echo "Amazon Linux 2023"
*)
echo "Unknown Amazon Linux version: $VERSION_ID"
esac

# Check for Amazon Linux specific files
[ -f /etc/image-id ] && echo "Amazon Linux image-id file present"
fi

Python 3.7-3.9

#!/usr/bin/env python3

WHEA® =
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import os
import sys

def

def

def

def

def

def

parse_os_release():

"""Parse the os-release file and return a dictionary of key-value pairs.
os_release_data = {}

# Try /etc/os-release first, then /usr/lib/os-release
for path in ['/etc/os-release', '/usr/lib/os-release']:
if os.path.exists(path):

try:

with open(path, 'r') as f:
for line in f:

= line.strip()

if line and not line.startswith('#') and '=' in line:

key, value = line.split('="', 1)
# Remove quotes if present
value = value.strip('"\'")
os_release_data[key] = value

return os_release_data

except IOError:
continue

print("Error: os-release file not found")

sys.exit(1l)

is_amazon_linux(os_data):
"""Check if this is Amazon Linux."""
return os_data.get('ID') == 'amzn'

is_fedora(os_data):

"""Check if this is Fedora."""
return os_data.get('ID') == 'fedora'

is_ubuntu(os_data):

"""Check if this is Ubuntu."""
return os_data.get('ID') == 'ubuntu'

is_debian(os_data):

"""Check if this is Debian."""
return os_data.get('ID') == 'debian'

is_like_fedora(os_data):

"""Check if this is like Fedora (includes Amazon Linux, CentOS, RHEL, etc.)."""
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def

def

if os_data.get('ID') == 'fedora':
return True

id_like = os_data.get('ID_LIKE', '')

return 'fedora' in id_like

is_like_debian(os_data):
"""Check if this is like Debian (includes Ubuntu and derivatives)."""
if os_data.get('ID') == 'debian':
return True
id_like = os_data.get('ID_LIKE', '')
return 'debian' in id_like

main():
# Parse os-release file
os_data = parse_os_release()

# Display results

print("Operating System Detection Results:")
print("==================================")

print(f"Is Amazon Linux: {'YES' if is_amazon_linux(os_data) else 'NO'}")
print(f"Is Fedora: {'YES' if is_fedora(os_data) else 'NO'}")

print(f"Is Ubuntu: {'YES' if is_ubuntu(os_data) else 'NO'}")

print(f"Is Debian: {'YES' if is_debian(os_data) else 'NO'}")

print(f"Is like Fedora: {'YES' if is_like_fedora(os_data) else 'NO'}")
print(f"Is like Debian: {'YES' if is_like_debian(os_data) else 'NO'}")

# Additional information
print()
print("Detailed 0S Information:")
print("=======================")
print(f"ID: {os_data.get('ID', '')}")
print(f"VERSION_ID: {os_data.get('VERSION_ID', '')}")
print(f"PRETTY_NAME: {os_data.get('PRETTY_NAME', '')}")
if os_data.get('ID_LIKE'):

print(f"ID_LIKE: {os_data.get('ID_LIKE')}")

# Amazon Linux specific information
if is_amazon_linux(os_data):

print()

print("Amazon Linux Version Details:")
print("=============================")
version_id = os_data.get('VERSION_ID', '')
if version_id == '2018.03':

print("Amazon Linux AMI (version 1)")
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if __name__ == '__main__"':

elif version_id == '2':
print("Amazon Linux 2")
elif version_id == '2023':
print("Amazon Linux 2023")
else:
print(f"Unknown Amazon Linux version: {version_id}")

# Check for Amazon Linux specific files
if os.path.exists('/etc/image-id'):
print("Amazon Linux image-id file present")

main()

Python 3.10+

#!1/usr/bin/env python3

import os

import sys
import platform

def

def

def

def

def

is_amazon_linux(os_data):
"""Check if this is Amazon Linux.
return os_data.get('ID') == 'amzn'

is_fedora(os_data):
"""Check if this is Fedora."""
return os_data.get('ID') == 'fedora'

is_ubuntu(os_data):
"""Check if this is Ubuntu."""
return os_data.get('ID') == 'ubuntu'

is_debian(os_data):
"""Check if this is Debian."""

return os_data.get('ID') == 'debian'

is_like_fedora(os_data):

"""Check if this is like Fedora (includes Amazon Linux, CentOS, RHEL, etc.)."""

if os_data.get('ID') == 'fedora':
return True
id_like = os_data.get('ID_LIKE', '')
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def

def

return 'fedora' in id_like

is_like_debian(os_data):
"""Check if this is like Debian (includes Ubuntu and derivatives)."""
if os_data.get('ID') == 'debian':
return True
id_like = os_data.get('ID_LIKE', '')
return 'debian' in id_like

main():
# Parse os-release file using the standard library function (Python 3.10+)
try:
os_data = platform.freedesktop_os_release()
except OSError:
print("Error: os-release file not found")
sys.exit(1)

# Display results
print("Operating System Detection Results:")

print(f"Is Amazon Linux: {'YES' if is_amazon_linux(os_data) else 'NO'}")
print(f"Is Fedora: {'YES' if is_fedora(os_data) else 'NO'}")

print(f"Is Ubuntu: {'YES' if is_ubuntu(os_data) else 'NO'}")

print(f"Is Debian: {'YES' if is_debian(os_data) else 'NO'}")

print(f"Is like Fedora: {'YES' if is_like_fedora(os_data) else 'NO'}")
print(f"Is like Debian: {'YES' if is_like_debian(os_data) else 'NO'}")

# Additional information
print()
print("Detailed 0S Information:")

print(f"ID: {os_data.get('ID', '')}")
print(f"VERSION_ID: {os_data.get('VERSION_ID', '')}")
print(f"PRETTY_NAME: {os_data.get('PRETTY_NAME', '')}")
if os_data.get('ID_LIKE'):

print(f"ID_LIKE: {os_data.get('ID_LIKE')3}")

# Amazon Linux specific information
if is_amazon_linux(os_data):

print()

print("Amazon Linux Version Details:")
print("=============================")
version_id = os_data.get('VERSION_ID', '')
if version_id == '2018.03"':
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print("Amazon Linux AMI (version 1)")
elif version_id == '2':
print("Amazon Linux 2")
elif version_id == '2023':
print("Amazon Linux 2023")
else:

print(f"Unknown Amazon Linux version: {version_id}")

# Check for Amazon Linux specific files
if os.path.exists('/etc/image-id'):
print("Amazon Linux image-id file present")

if __name__ == '_main__"':
main()

Perl
#!/usr/bin/env perl
use strict;
use warnings;
# Function to parse the os-release file and return a hash of key-value pairs
sub parse_os_release {
my %o0s_release_data;
# Try /etc/os-release first, then /usr/lib/os-release
my @paths = ('/etc/os-release', '/usr/lib/os-release');
for my $path (@paths) {
if (-f $path) {
if (open(my $fh, '<', $path)) {
while (my $line = <$th>) {
chomp $line;
next if $line =~ /A\s*$/ || $1line =~ /A\s*#/;
if ($line =~ /A ([*=1+)=(.*)$/) {
my ($key, $value) = ($1, $2);
# Remove quotes if present
$value =~ s/A["'1I["'1$//9;
$os_release_data{$key} = $value;
}
}
gl
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close($fh);
return %os_release_data;

die "Error: os-release file not found\n";

# Function to check if this is Amazon Linux
sub is_amazon_linux {

my %os_data = @_;

return ($os_data{ID} // '') eq 'amzn';

# Function to check if this is Fedora
sub is_fedora {
my %os_data = @_;
return ($os_data{ID} // '') eq 'fedora';

# Function to check if this is Ubuntu
sub is_ubuntu {
my %os_data = @_;
return ($os_data{ID} // '') eq 'ubuntu';

# Function to check if this is Debian
sub is_debian {
my %os_data = @_;
return ($os_data{ID} // '') eq 'debian';

# Function to check if this is like Fedora (includes Amazon Linux, CentOS, RHEL,
etc.)
sub is_like_fedora {
my %os_data = @_;
return 1 if ($os_data{ID} // '') eq 'fedora';
my $id_like = $os_data{ID_LIKE} // '';
return $id_like =~ /fedora/;

# Function to check if this is like Debian (includes Ubuntu and derivatives)
sub is_like_debian {
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my %os_data = @_;

return 1 if ($os_data{ID} // '') eq 'debian’';
my $id_like = $os_data{ID_LIKE} // '';

return $id_like =~ /debian/;

# Main execution
my %os_data = parse_os_release();

# Display results
print "Operating System Detection Results:\n";
print "::::::::::::::::::::::::::::::::::\n";

print "Is Amazon Linux: " . (is_amazon_linux(%os_data) ? "YES" : "NO") . "\n";
print "Is Fedora: " . (is_fedora(%os_data) ? "YES" : "NO") . "\n";

print "Is Ubuntu: " . (is_ubuntu(%os_data) ? "YES" : "NO") . "\n";

print "Is Debian: " . (is_debian(%os_data) ? "YES" : "NO") . "\n";

print "Is like Fedora: " . (is_like_fedora(%os_data) ? "YES" : "NO") . "\n";
print "Is like Debian: " . (is_like_debian(%os_data) ? "YES" : "NO") . "\n";

print "\n";

# Additional information
print "Detailed 0S Information:\n";

print "=======================\p";

print "ID: " . ($os_data{ID} // '') . "\n";

print "VERSION_ID: " . ($os_data{VERSION_ID} // '') . "\n";

print "PRETTY_NAME: " . ($os_data{PRETTY_NAME} // '') . "\n";

print "ID_LIKE: " . ($os_data{ID_LIKE} // '') . "\n" if $os_data{ID_LIKE};

# Amazon Linux specific information
if (is_amazon_linux(%os_data)) {

print "\n";
print "Amazon Linux Version Details:\n";
prlnt ":::::::::::::::::::::::::::::\n"’

my $version_id = $os_data{VERSION_ID} // '';

if ($version_id eq '2018.03') {
print "Amazon Linux AMI (version 1)\n";
} elsif ($version_id eq '2') {
print "Amazon Linux 2\n";
} elsif ($version_id eq '2023') {
print "Amazon Linux 2023\n";
} else {
print "Unknown Amazon Linux version: $version_id\n";
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# Check for Amazon Linux specific files
if (-f '/etc/image-id') {
print "Amazon Linux image-id file present\n";

EFTRRELATHR  ESREELETIEL

AL2023

Operating System Detection Results:

Is Amazon Linux: YES
Is Fedora: NO

Is Ubuntu: NO

Is Debian: NO

Is like Fedora: YES
Is like Debian: NO

Detailed 0S Information:

ID: amzn

VERSION_ID: 2023

PRETTY_NAME: Amazon Linux 2023.8.20250721
ID_LIKE: fedora

Amazon Linux Version Details:

Amazon Linux 2023
Amazon Linux image-id file present

AL2

Operating System Detection Results:

Is Amazon Linux: YES
Is Fedora: NO

Is Ubuntu: NO

Is Debian: NO

Is like Fedora: VYES
Is like Debian: NO
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Detailed 0S Information:

ID: amzn

VERSION_ID: 2

PRETTY_NAME: Amazon Linux 2
ID_LIKE: centos rhel fedora

Amazon Linux Version Details:

Amazon Linux 2
Amazon Linux image-id file present

Amazon Linux AMI

Operating System Detection Results:

Is Amazon Linux: YES
Is Fedora: NO

Is Ubuntu: NO

Is Debian: NO

Is like Fedora: YES
Is like Debian: NO

Detailed 0S Information:

ID: amzn

VERSION_ID: 2018.03

PRETTY_NAME: Amazon Linux AMI 2018.03
ID_LIKE: rhel fedora

Amazon Linux Version Details:

Amazon Linux AMI (version 1)
Amazon Linux image-id file present

Ubuntu

Operating System Detection Results:

Is Amazon Linux: NO
Is Fedora: NO
Is Ubuntu: YES
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Is Debian: NO
Is like Fedora: NO
Is like Debian: YES

Detailed 0S Information:

ID: ubuntu

VERSION_ID: 24.04

PRETTY_NAME: Ubuntu 24.04.2 LTS
ID_LIKE: debian

Debian

Operating System Detection Results:

Is Amazon Linux: NO
Is Fedora: NO
Is Ubuntu: NO
Is Debian: YES
Is like Fedora: NO
Is like Debian: YES

Detailed 0S Information:

ID: debian
VERSION_ID: 12
PRETTY_NAME: Debian GNU/Linux 12 (bookworm)

Fedora

Operating System Detection Results:

Is Amazon Linux: NO
Is Fedora: YES
Is Ubuntu: NO
Is Debian: NO
Is like Fedora: YES
Is like Debian: NO

Detailed 0S Information:

ID: fedora
VERSION_ID: 42
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PRETTY_NAME: Fedora Linux 42 (Container Image)
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JSON

"Version'":"2012-10-17",
"Statement": [
{
"Sid": "AllowRequestsByOrgsIdentitiesToOrgsResources",
"Effect": "Allow",
"Principal": {
"AWS": M
}I
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOxgID": "principal-org-id",
"aws :ResourceOrgID": "resource-org-id"

"Sid": "AllowAccessToAmazonLinuxAMIRepositories",

"Effect": "Allow",

"Principal": {
"AWS™: ME"

},

"Action": [
"s3:GetObject"

]I

"Resource": [
"arn:aws:s3:::packages.region.amazonaws.com/*",
"arn:aws:s3:::repo.region.amazonaws.com/*",
"arn:aws:s3:::amazonlinux.region.amazonaws.com/*",
"arn:aws:s3:::amazonlinux-2-repos-region/*"
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NMEE—HZEFTER LRANERAROCERMSHENFHREN , F2BAWS Systems Manager
(ERAEER) RNE AL2 FTER EFERAZORRIEE,

FE

- BiA Kernel Live Patching

- BETHNKOBSHER
- EAKOEKEHER

- BEEANKOESHER
- EAUOARIEH

A Kernel Live Patching

AL2 EROCENRHEHTRRAER. EECEARRMEHE | WA ELE Kernel Live Patching B yum 4
#EX | SWRA BRI EE,

FERMRAF

Kernel Live Patching FE binutils, MRERLE binutils , FEA TG TETLE !
$ sudo yum install binutils
% Kernel Live Patching

1. BRORRKESHERNBERAN T 5 AL2 O

« x86_64 BB LEMBOIRA 4.14 5 5.10
« ARM64 %48 FRIROVRAS 5.10

EEMELNRORE , FHATTIIGS.

$ sudo yum list kernel
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2. MREZEREXENROUMRAE , FHBLUIR, MREREIBENKZORE , FAT TGS , 1§
BROBHARNRAE , WEMBBHITEE.

$ sudo yum install -y kernel

$ sudo reboot

3. %t Kernel Live Patching B9 yum A2

$ sudo yum install -y yum-plugin-kernel-livepatch

4. BRA Kernel Live Patching B9 yum MR,

$ sudo yum kernel-livepatch enable -y

i Tt SR EN KRB ER KRR OEIRHEMER RPM,
5. HEMWFEZROABHEME yum AREXRERIERE , BT TIHT.

$ rpm -ga | grep kernel-livepatch

EE8RA Kernel Live Patching B , RS EBEAZ BN O AIRHEMHEZER RPM. 1R Kernel
Live Patching EIEFIEA , kS EERTEVNRZE AR OEREHEER RPM WEE, UTA
&5,

yum-plugin-kernel-livepatch-1.0-0.11.amzn2.noaxrch
kernel-livepatch-5.10.102-99.473-1.0-0.amzn2.x86_64

6. = kpatch Ef,

$ sudo yum install -y kpatch-runtime

7. WMRZBIBZRE kpatch BRI , FEEF LR,

$ sudo yum update kpatch-runtime

8. R kpatch BR#5, LLERBSEMNBCHAREHAFRBZOEFEHEX.

$ sudo systemctl enable kpatch.service && sudo systemctl start kpatch.service
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9. 7 AL2 Extras BRXEHFRAKZ O EMEIE. AETEI SR OAKEHER,

$ sudo amazon-linux-extras enable livepatch

BB AN OREFHRER

Amazon Linux £ M E REBHEZE A Amazon Linux Z2H 0. WE AL2 R2EEBHNFMEE
A, AEZOEBESHEERNVIZE 528 Amazon Linux 2290, OB EHEERXNEES
ALASLIVEPATCH, Amazon Linux Z£ /U RER &5 H R EEER MO BB T2 .

BT LAME AT IRRREZRM CVE M Al AR U ENERHE IR
5P E A AR RO BN RS R N A B R

EATHGHS.

$ yum updateinfo list

THETRT&#HEH.

Loaded plugins: extras_suggestions, kernel-livepatch, langpacks, priorities, update-
motd

ALAS2LIVEPATCH-2020-002 important/Sec. kernel-
livepatch-5.10.102-99.473-1.0-3.amzn2.x86_64

ALAS2LIVEPATCH-2020-005 medium/Sec. kernel-livepatch-5.10.102-99.473-1.0-4.amzn2.x86_64
updateinfo list done

5| CVE BYFT R A AR O BN SRR

EATHGS.

$ yum updateinfo list cves

THERT &M@,

Loaded plugins: extras_suggestions, kernel-livepatch, langpacks, priorities, update-
motdamzn2-core/2/x86_64 | 2.4 kB 00:00:00
CVE-2019-15918 important/Sec. kernel-livepatch-5.10.102-99.473-1.0-3.amzn2.x86_64
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CVE-2019-20096 important/Sec. kernel-livepatch-5.10.102-99.473-1.0-3.amzn2.x86_64
CVE-2020-8648 medium/Sec. kernel-livepatch-5.10.102-99.473-1.0-4.amzn2.x86_64
updateinfo list done

ER ORI EHER

A ER yum E4EEEREAKOCINFEHER , SZREAEHEHMMERE. Kemnel Live
Patching B yum A\ EXeEETHERANZORREHER.

® Tip
EMEREEHEA Kernel Live Patching Efiiz i , MR TWEBENEENBRRZ L&
E, BERRAULIENREB AL, tEREEFECARERVERHRHEMESIE  SLEEHE
EHEBERABSHES Y ELBEREFTHEHNREROEH

BRREERARENROEREHEN  IEAEATANROEREHEN , URERANZLHE
o

ERREROEIREMRER

1. A @R AN OARHEMES PR EP — B TIEZ 0K ERRERRE,
2. RN AL2 RUERKZOEIKEHEER.

$ sudo yum install kernel-livepatch-kernel_version.x86_64

Flan |, THHSEER AL2 BOMA B OB RFE#TEX5.10.102-99.473,

$ sudo yum install kernel-livepatch-5.10.102-99.473-1.0-4.amzn2.x86_64

EREMTANKOARERRER | URENER LS EERR

EATI®S,

$ sudo yum update --security

O SHBRBEN --security E1E,
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/A Important

- EAROAFBHENR  RORATEEH. AFEITEBREFNBBDR , RASISERHN
AR

- AL2 OBE=EARKEROCEEEHER. SEANMBE  ZIRORETERITEM
MR OAFEHER, EEE=(AAREEERROIFBHEN , BXRERRMBHT
BERSEBEMNRORAE , RAESEEET RN = nEEERZ VAR EHERES, &
EMERORANZEIRE |, 55T yum kernel-livepatch supported,

BREANZ OIS HERER
BIRERN RO REHER
ERATHIHS,

$ kpatch list

I TEERERARCRENREMERROAHMEMENFE. TH A,

Loaded patch modules:
livepatch_cifs_lease_buffer_len [enabled]
livepatch_CVE_2019_20096 [enabled]
livepatch_CVE_2020_8648 [enabled]

Installed patch modules:
livepatch_cifs_lease_buffer_len (5.10.102-99.473.amzn2.x86_64)

livepatch_CVE_2019_20096 (5.10.102-99.473.amzn2.x86_64)
livepatch_CVE_2020_8648 (5.10.102-99.473.amzn2.x86_64)

(® Note
E—RUOHKEMEXNTES XL RS EEREMER,

£ A% O BN RS

MRIEFBEEMA Kernel Live Patching , &I LABEREA T,
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{£F Kernel Live Patching

1. BRERNZOEEHER RPM E4.

$ sudo yum kernel-livepatch disable

2. [EBRZ# Kernel Live Patching B9 yum SAHER

$ sudo yum remove yum-plugin-kernel-livepatch

3. EXMMEBUITERE.

$ sudo reboot

PR 751

Kernel Live Patching B LA T BRI :

- EAZKOARFEHEERE , B8 LHTRE, FHERERE T E (Fl0 SystemTap., kprobes
eBPF AEMM T E) , 512H Kernel Live Patching B 2R EFI A/ ftrace B HER,

(® Note
HRRMRS , BEEMEBEEIMARLERE, At , BEEEFSER OB EHEXEN
FiEE , AEEFREROEHEFRTERE, BUNRKRFEROCEHER , W EHMBERHK
LREMAEHER,

EREESE

WE AL2 %O ENRHMEH E RERE | 528 Amazon Linux 2 O BIRHERHE RBEE,
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AL2 Extras 123\ &

/A Warning
epel Extra @A =HEPEL7#FE. B 2024-06-30 2 , N E#EE =HEPEL7#EFE.

EEE=ZFAREERRKTISEEN., EXRTEPEL #EETHNEHATSELESHEBE,
MEFLEPELEHRMNIEE |, 552/ EPEL Amazon Linux 2023 £ A& iEm PN —&,

EIB AL2 , BRI LA Extras Library E#TER L REKEARANBREN, SLBREMNAE
B, ZAREBEREINEE , SBBRAER , AEASTIRER. BADEERBEREXRREE
MHEITARENEECBANTE,

Extras TN ABTZ Amazon Linux BERP RIS EMN ZEMEBMRES], Extras FE T EEFE
BUORENEHBE, EHNRATRESKETH , gt E AL2 HENEBRERFTZXE,

(® Note
F AL2ZZ| EOL 2wl , ERIRESNIE B EE T aE e 8 B HUK.

EESIHTRANERE , BEATIGS,

[ec2-user ~]$ amazon-linux-extras list
FERATBEYREEEHNENIRE , URRNEE K BEATIIGS.

[ec2-user ~]$ sudo amazon-linux-extras install topic
FERMATBEYREAEHNBEREIURREEY , FEATIHS,

[ec2-user ~]$ sudo amazon-linux-extras install topic=version topic=version
EERTEBRRENES  BEATIGS,

[ec2-user ~]$ sudo yum remove $(yum list installed | grep amzn2extra-topic | awk
'{ print $1 }')
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® Note
T FAEBRELEA Extra HEKMENEH.

FEFRATEYR yum EAEEESBEENEN,  FEATIR T,

[ec2-user ~]$ sudo amazon-linux-extras disable topic

/A Important
o TERARERERE, TECALTSTREEREFEAREER,

Amazon Linux 2 Extras &

BHANER EEABAMH
BCC

GraphicsMagick1.3

R3.4

R4

ansible2 2023-09-30
aws-nitro-enclaves-cli

awscli1

collectd

collectd-python3

corretto8

dnsmasq
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ERAEER

BANERE
dnsmasqg2.85
docker

ecs

emacs

Epel

HEE
Firefox

gimp
golang1.11
golang1.19
golang1.9
haproxy?2
httpd_modules
java-openjdk11
kernel-5.10
kernel-5.15
kernel-5.4
kernel-ng
lamp-mariadb10.2-php7.2

libreoffice

ERABEH

2025-05-01

2018-11-14
2024-06-30

2022-11-08

2018-11-14
2023-08-01
2023-09-30

2018-12-14

2024-09-30

2022-08-08

2020-11-30

Amazon Linux 2 Extras K555
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BANERE EEABH
livepatch

lustre

lustre2.10

lynis

mariadb10.5 2025-06-24
mate-desktop1.x

memcached1.5

R

R 52

BE—

nano 2018-11-14
nginx1

nginx1.12 2019-09-20
nginx1.22.1

php7.1 2020-01-15
php7.2 2020-11-30
php7.3 2021-12-06
php7.4 2022-11-03
php8.0 2023-11-26
php8.1 2025-12-31
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ERAEER

BANERE
php8.2
postgresql10
postgresql11
postgresql12
postgresql13
postgresql14
postgresql9.6
python3
python3.8
redis4.0
redis6
ruby2.4
ruby2.6
ruby3.0

rust1
selinux-ng
squid4

AR
tomcat8.5

tomcat9

ERABEH

2023-09-30
2023-11-09
2024-11-14

2025-11-13

2022-08-09
2018-08-22
2024-10-14
2021-05-25
2026-01-31
2020-08-27
2023-03-31
2024-03-31

2025-05-01

2023-09-30

2024-03-31

Amazon Linux 2 Extras K555
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BANETE EEARAH
unbound1.13 2025-05-01
unbound1.17

vim 2018-11-14
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AL2 T8 & £ i & M AHE

EMERSGNZESEECTE AL ERERERSEFERENEE, FAE. FEREHEBEHRN
UIDsH GIDsESITELLEE , LABS L& R,

*rE
« Amazon Linux 2 FEEEFEHENEE
« Amazon Linux 2 FEZEHENBE

Amazon Linux 2 BB A EWFE

& UID 5

EHESR uID
i 0
bin 1
FEEN 2
BE 3
Ip 4
CEZ 5
shutdown 6
=1k 7
B4 8
uucp 10
operator 11
2 12 12
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ERAEER

ERHERR
ftp

oprofile
pkiuser
squid

=y
postgres
mysq|

nscd

nscd
rpcuser
rpc
amandabackup
ntp
mailman
gdm
mailnull
apache
smmsp
tomcat

ldap

ulD

14

16

17

23

25

26

27

28

28

29

32

33

38

41

42

47

48

51

53

55

Amazon Linux 2 B E fEFH EMBFE
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ERAEER

ERHERR
tss
nslcd
pegasus
avahi
tcpdump
sshd
radvd
cyrus
arpwatch
fax
dbus
postfix
quagga
radiusd
radiusd
hsqgldb
dovecot
559
REA

gemu

ulD

59

65

66

70

72

74

75

76

7

78

81

89

92

95

95

96

97

98

99

107

Amazon Linux 2 B E fEFH EMBFE
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ERAEER

ERHERR

usbmuxd

stap-server
avahi-autoipd

Ak &

rtkit

dhcpd

sanlock

haproxy

hacluster
systemd-journal-gateway
systemd-network
systemd-resolve

uuidd

tang

stapdev

stapsys

stapusr
systemd-journal-upload
systemd-journal-remote

EiEkR

ulD

113

155

170

171

172

177

179

188

189

191

192

193

357

358

359

360

361

362

363

364

Amazon Linux 2 B E fEFH EMBFE
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ERHERR uiD
pesign 365
pcpga 366
pcp 367
memcached 368
ipsilon 369
ipaapi 370
kdcproxy 371
ods 372
sssd 373
& 374
BRIk 375
dovenull 376
corognetd 377
clevis 378
clamscan 379
clamilt 380
clamupdate 381
= g=) 382
geoclue 383
aws-kinesis-agent-user 384
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ERAEER

ERHERR
cwagent
BUHB
polkitd
saslauth

dirsrv

chrony
ec2-instance-connect
rngd
libstoragemgmt
ec2-user

nfsnobody

BB

EHERR
BE
amandabackup
apache
arpwatch
avahi

avahi-autoipd

ulD

385

386

387

388

389

996

997

998

999

1000

65534

ulD

33

48

a4

70

170

Amazon Linux 2 B E fEFH EMBFE
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ERHERR uiD
aws-kinesis-agent-user 384
bin 1
chrony 996
clamilt 380
clamscan 379
clamupdate 381
clevis 378
e 382
corognetd 377
cwagent 385
cyrus 76
FEEX 2
dbus 81
dhcpd 177
dirsrv 389
dovecot 97
dovenull 376
ec2-instance-connect 997
ec2-user 1000
fax 78
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ERAEER

ERERR

5953

)i
gdm
geoclue
BE
hacluster
F 1k
haproxy
hsqldb
%)
ipaapi
ipsilon
kdcproxy
|dap
libstoragemgmt
Ip

B4
mailman

mailnull

ulD

375

14

12

42

383

374

189

188

96

98

370

369

371

55

€89

41

47
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191



Amazon Linux 2

ERAEER

ERHERR
memcached
mysq|

=y
nfsnobody
RE A
nscd

nscd

nslcd

ntp

ods
operator
oprofile
pcp

pcpga
pegasus
pesign
pkiuser
polkitd
postfix

postgres

ulD

368

27

25

65534

99

28

28

65

38

372

11

16

367

366

66

365

17

387

89

26

Amazon Linux 2 B E fEFH EMBFE
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ERAEER

ERHERR
A &
gemu
quagga
radiusd
radiusd
radvd
rngd

i

rpc
rpcuser
rtkit
Ei5k
sanlock
saslauth
shutdown
smmsp
squid
sshd
sssd

stap-server

ulD

171

107

92

95

95

75

998

32

29

172

364

179

388

51

23

74

373

155

Amazon Linux 2 B E fEFH EMBFE
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ERAEER

ERHERR

stapdev

stapsys

stapusr

GEZ
systemd-journal-gateway
systemd-journal-remote
systemd-journal-upload
systemd-network
systemd-resolve

tang

tcpdump

tomcat

tss

BUHB

usbmuxd

uucp

uuidd

Amazon Linux 2 JE BB H B E

it GID 5 H

ulD

359

360

361

191

363

362

192

193

358

72

53

59

386

113

10

357

Amazon Linux 2 T B B HMEE
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Group name (B #H &%) GID
B 0
bin 1
FEEN 2
sys 3
B 4
tty 5
tig i 6
tig i 6
Ip 7
mem 8
kmem 9
By 10
cdrom 11
B4 12
uucp 14
man 15
oprofile 16
pkiuser 17
b 18
R 19
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ERAEER

Group name (B #E & 18)

BEE
g
utmp
squid
EwmaA
postgres
mysq|
nscd
nscd
rpcuser
rpc

W
s
utempter
kvm

ntp

8/
=

= A
mailman

gdm

GID

20

21

22

23

25

26

27

28

28

29

32

33

33

35

36

38

39

40

41

42

Amazon Linux 2 T B B HMEE
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ERAEER

Group name (B #E & 18)

mailnull
apache
ftp
smmsp
tomcat
HE
|dap

tss

/A
pegasus
avahi
tcpdump
sshd
radvd
saslauth
saslauth
arpwatch
fax
dbus

screen

GID

47

48

50

51

53

54

55

59

63

65

70

72

74

75

76

76

77

78

81

84

Amazon Linux 2 T B B HMEE
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Group name (B #E & 18) GID
quaggavt 85
wbpriv 88
wbpriv 88
postfix 89
postdrop 90
quagga 92
radiusd 95
radiusd 95
hsqgldb 96
dovecot 97
&5 98
REA 99
ERAE 100
gemu 107
usbmuxd 113
stap-server 155
stapusr 156
stapusr 156
stapsys 157
stapdev 158
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ERAEER

Group name (B #E & 18)
avahi-autoipd

A &

rtkit

dhcpd

sanlock

haproxy

haclient
systemd-journal
systemd-journal
systemd-journal-gateway
systemd-network
systemd-resolve
usbmon

wireshark

uuidd

tang
systemd-journal-upload
sfcb
systemd-journal-remote

EiEkR

GID

170

171

172

177

179

188

189

190

190

191

192

193

351

352

353

354

355

356

356

357

Amazon Linux 2 T B B HMEE
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Group name (B #E & 18) GID
pesign 358
pcpga 359
pcp 360
memcached 361
virtlogin 362
ipsilon 363
pkcs11 364
ipaapi 365
kdcproxy 366
ods 367
sssd 368
libvirt 369
BE 370
fedfs 371
dovenull 372
docker 373
corognetd 374
clevis 375
clamscan 376
clamilt 377
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ERAEER

Group name (B #E & 18)
RERE

REAHE

REEHE

clamupdate

=B

geoclue

printadmin
aws-kinesis-agent-user
cwagent

pulse-rt

A& 17 EX

HUH B

polkitd

dirsrv

cgred

chrony
ec2-instance-connect
rngd

libstoragemgmt

ssh_keys

GID

378

378

378

379

380

381

382

383

384

385

386

387

388

389

993

994

995

996

997

998
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ERAEER

Group name (B##8 & #8)
input
ec2-user

nfsnobody

BRI

Group name (B A& )
B&

apache

arpwatch

A

avahi

avahi-autoipd
aws-kinesis-agent-user
bin

cdrom

cgred

chrony

clamilt

clamscan

clamupdate

GID

999

1000

65534

GID

48

77

63

70

170

383

11

993

994

377

376

379

Amazon Linux 2 T B B HMEE
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Group name (B #E & 18) GID
clevis 375
= 380
corognetd 374
cwagent 384
FEHER 2
dbus 81
dhcpd 177
B 18
=A 40
dirsrv 389
tig i 6
tig i 6
docker 373
dovecot 97
dovenull 372
ec2-instance-connect 995
ec2-user 1000
fax 78
fedfs 371
R 19
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ERAEER

Group name (B #E & 18)

ftp

BEE
gdm
geoclue
BE
haclient
haproxy
hsqgldb
&5
input
ipaapi
ipsilon
kdcproxy
kmem
kvm

|dap
libstoragemgmt

libvirt

GID

50

20

42

381

370

189

188

96

98

999

365

363

366

36

55

997

369

54
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ERAEER

Group name (B #E & 18)

B4
mailman
mailnull
man

mem
memcached
mysq|
EREA
nfsnobody
REA
nscd

nscd

ntp

ods
oprofile
pcp
pcpga
pegasus
pesign

pkcs11

GID

12

41

47

15

361

27

25

65534

99

28

28

38

367

16

360

359

65

358

364
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ERAEER

Group name (B #E & 18)

pkiuser
polkitd
postdrop
postfix
postgres
printadmin
A &
A& 17 EX
pulse-rt
gemu
quagga
quaggavt
radiusd
radiusd
radvd
rngd

i

rpc
rpcuser

rtkit

GID

17

388

90

89

26

382

171

386

385

107

92

85

95

95

75

996

32

29

172
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ERAEER

Group name (B #E & 18)

25k
sanlock
saslauth
saslauth
screen

sfcb

B iE
smmsp
squid
ssh_keys
sshd

sssd
stap-server
stapdev
stapsys
stapusr
stapusr

sys
systemd-journal

systemd-journal

GID

357

179

76

76

84

356

21

51

23

998

74

368

155

158

157

156

156

190

190
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ERAEER

Group name (B #E & 18)
systemd-journal-gateway
systemd-journal-remote
systemd-journal-upload
systemd-network
systemd-resolve

tang

tcpdump
tomcat
tss

tty

BUH B
usbmon
usbmuxd
ERE
utempter
utmp
uucp

uuidd

GID

191

356

355

192

193

354

33

33

72

53

59

387

351

113

100

35

22

14

353
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ERAEER

Group name (B #E & 18)

®hR
virtlogin

B

wireshark

GID

39

362

378

378

378

88

88

10

352

Amazon Linux 2 T B B HMEE
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AL2 RKEEH

A Amazon Linux Rt TERBHTERBLEZHEHNRR , UASEZA. REEHEH
R Amazon Linux MR L EHRBEFERITENEE,. RELELEZREEHNESHER , XEA
yumdownloader --sourcefn T £ #1T F M EAITE B P MR RIR. B0 :

[ec2-user ~]$ yumdownloader --source bash

FIR RPM Al AR RRAE |, 3 BB AT LAE AR RPM TERBERIFRME & , UHt2E, TREHRE ,
EHETHER.
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AL2 AV EZ £ EHER

MERZEMAWSRESBEIEF. FAAWSEF , BAUZRRENPOMNMREESE  ELRER
RiMERZEHREABNERMEE.

ZEMR AWSHEENARSERE. HEEEEESEHRABRNZEMNBRPHESMY

- EiRHNLLM - AWSE EREE AWSCloud F#11T AWSIREH ERERE, AWStAZRRMTRZS
FANRE. FAWSERHEP , F=ARRRAEEEHARNBERMANZRLENE. BETH
BEAR AL2023 WERFE , FBEAWSERFTEIN REHE,

- EIRATNERSE  BNEEECRAFTERN AWS R, SHXEHHMAZESE  SREEHNBE
M, BLFNERNBEAEZENZER,

£ AL2 ERUA FIPS &=

AEFEREAINMAITE AL2 R BFBE AR EZLE (FIPS), W FIPS MEFMAERR

T
W
&1

- XEBHEAREZE (FIPS)
- FREREREESE BB EAREFE

TORMRAF

. AEFEIBEEBERUTESEESHNIREA AL2 Amazon EC2 #{T{EE. WMERE AL2 Amazon EC2 #
TEBEMEEMEER , 5528 Amazon EC2 £H AL2 Amazon EC2,

- BMAMFER SSH = E4EE Amazon EC2 AWS Systems Manager#i 1T {E 8.

/A Important

FIPS X1~ X1 ED25519 SSH & £, MR A ED25519 SSH €% BE Amazon
EC2 #i1TMEEE K SHXBAFERHEMEE L (HlI RSA) EEF 8 | BRI EEERA FIPS
BRAERENHATEE, MEFMESR  F2H (Amazon EC2 FAERE) FHELSEY,

R FIPS &=

1. {#F SSH = E#REF AL2 #1TEIREAWS Systems Manager,

1£ AL2 LRAA FIPS XX 211


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/fips/
https://www.nist.gov/standardsgov/compliance-faqs-federal-information-processing-standards-fips
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
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2. FRRREARFRA, MEFMER , F2REHREEE,
3. HMATHSRRZEMBAdracut-fipsi&Eil,

sudo yum -y install dracut-fips
sudo dracut -f

4. FEATHHSE Linux BOMEH EEUE FIPS R, EiA AL2 B RREIZES S| HWEHRRA
BERKEN FIPS ER

sudo /sbin/grubby --update-kernel=ALL --args="fips=1"

5 EMMEBEHN AL2 #ITER.
sudo reboot
6. FEREFIPS EXREBEHKA  FEMERIBITEE  ARBIT TGS
sysctl crypto.fips_enabled
LEZEEITEE
crypto.fips_enabled = 1
BB AT AT T Hlan S RERTE OpenSSH 2B EMA FIPS &= :
ssh localhost 2>&1 | grep FIPS
LEZEEITEE

FIPS mode initialized

1£ AL2 LRAA FIPS XX 212


https://aws.amazon.com/amazon-linux-2/faqs/
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