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% Data Catalog fl Amazon S3 {7 BER LBV FEIR S|, MFFHFMEF , 52 B Lake Formation H
WEBEIRFERHEA,

#& & X% A Data Catalog

BAIhEE RSB BA RS  WEREFHE Amazon Redshift SRR ERRRHHNERENFT |
MEELER R EE R BB ZE Amazon S3 5 AWS Glue Data Catalog, ETLMERATHISEE |, &£
Lake Formation F AN EREFRERMNEEFFA -

MEFHMEN , FS2EBHERTE A AWS Glue Data Catalog.

* #% Amazon Redshift E¥ & & P E B # A AWS Glue Data Catalog : [6] Data Catalog 53R G #Y
Amazon Redshift ip B ZZ B R FE , W Data Catalog PEILZEHE B #%.

&) LAFE F{E{T B2 Apache Iceberg REST H &% OpenAP| R HANEH I BERETEHNER | 4
N Amazon EMR Serverless fl Amazon Athena,

MEFMER , F2EH Amazon Redshift E#l# A AWS Glue Data Catalogs

o fEHEBE R RIREES E| Data Catalog — i F:E#R#% Data Catalog E#ZZEISAEPE R KR AWS Glue
I Lake Formation B & B #UEHFERERENFEFT T, BFEHPEERERE Data
Catalog.

MEFHMENR , BFSHE PRSI ER IR AWS Glue Data Catalog.

« & Amazon S3 ER R FEFET B EL Data Catalog B4 — A LA Amazon S3 BRI R M 4R B
A Data Catalog ¥4 , ¥ Lake Formation £#2 A= EH AWS Glue APIs# B 85X A Lake
Formation ERHYE,

MEFHMET , 552 B7E FE T Amazon S3 Tables B # AWS Glue Data Catalog.

« BY B #%LUEE Data Catalog F1# Amazon Redshift E¥& - & B 81 TJ4E% B 7 AA#Y Amazon
Redshift £ E & # &5 Amazon Redshift ERH A , BB E A Data Catalog B FI'EE Amazon
Redshift Efl%K. BRI LAEH glue:CreateCatalog API 2% AWS Lake Formation 32 &% 31
AWS Glue S E B %% , 5B #EARTEA ManagedH Catalog source Redshift , LABIEER,

MEFHME , F2BE PEI Amazon Redshift F& H $& AWS Glue Data Catalog.

« # Lake Formation 88 Amazon Redshift E¥l# &4 — £/ Lake Formation £EFEE Amazon
Redshift BRI ANERE, ERK. ERBMNERYIBREFEIGEFT , YREFEHAEFERLAS
Y,

#E R A Data Catalog 4
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+ 7 Data Catalog EFEZENEBFREEME — AWS Glue Data Catalog BEE/NTHEEFEKE , LUEH
Lake Formation ¥ Amazon S3 R EREMNFEGT . BEKPEERERE Data Catalog,

WEFAES , FEREEEANTTFREFHENERES .

* 7% Lake Formation 82 AWS BRI R RE 4 — Lake Formation X EEiB REFIUEMNER AWS Data
Exchange, MRZEHE EBRME Lake Formation E¥ , S BAWS Data Exchange ( £A&ERM)
1+ BER AWS Data Exchange o

AWS Lake Formation : iBEH =

AWS Lake Formation 12BN EREEE R (RDBMS) FralE 8! | LR F 8% Data Catalog
BERAFEE |, FlI0 Amazon S3 FEEERERNERE, ERRMEE. INEEMN Lake
Formation SF Al € B E M Amazon S3 FFEFEBENYEN IAM BEX,

£ Lake Formation # , A LAE M BB IR EVERF T :

- HEREMNERRE Data Catalog ER5RFIH T hEE R BREFT
« RRESS|EEEFRIE Amazon S3 FEBER W RFEIEFT

Lake Formation ¥ A & TERTE

Lake Formation B2 9 #7 5|2 &4 |, LAEH G Lake Formation 539 Amazon S3 BRI FHREMPH#EE
By, TESRAZF B ML Lake Formation FiE4E,
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Administrator sets up permissions on
resources: databases, tables, columns,
rows, or cells —and registers the
locations.

Lake Formation provides two layers of permissions enforcement: Data lake administrator

* Metadata layer — Data Catalog
e Storage layer — Credential vending

1 Get metadata —=-| 2 Check permissions %
[ &
AWS Glue AWS Lake Formation
Temporary credentials Data Catalog 3 Get credentials T
N g =0

O
[ I | =0
User Amazon . 4 Getdata
Athena (or any other engine)

5,

Amazon S3 bucket

Lake Formation 5F 7] &8 & P 25 BB

7 Lake Formation AIBAAE AT ERHREM IRz , EEEEFTHNERNEESREA

&

ZEE@EFH Data Catalog ERIREAEBEBEK , LLAFFHIERLEA Lake Formation FFA] 2EX Data

Catalog Efl &,

RE  ERHEEEREEEERNERE DS Lake Formation ¥ aJ#% F Data Catalog & ¥ EME ¥
REWMERAE , @ Lake Formation & B R Amazon S3 &,

1.

IBFHEER - FEFEA (FHE) BEHRETLESBREIZEZEANSHEIZ |, 6120 Amazon
Athena AWS Glue, Amazon EMR = Amazon Redshift Spectrum, BEX 05| ZBEERBIEER
RERFK , Wi EERFEREIEZE Data Catalogs

. BEFFH - Data Catalog &F f Lake Formation MEFAENF T , MRFHERBFIRERRN

RiE, eAMEREEENPEEREDGEIZE,

. B¥578 & - Data Catalog AJZE 5| ZHEE R K2 EH Lake Formation B, MIREREREM

Lake Formation 53} , £ #7 5|2 €555k Lake Formation &R 1% % 5 iF FEUE RIBHE R 1ZH,

B ER -MRAFEAEESENENRNEZEE | Lake Formation 2B AN 25| ZHN EF1ZE

B, EREREFIR, 251 ZEH Amazon S3 VAR , UHTLENER , SINERE. ER5
HFEFRER, ECIZETRIITERR  eRERERGEASE. LEFBAEAERRE,

MERERKRTRZH Lake Formation B , Bl 5512 E —EF U EZEE Amazon S3 #1T, FF
{5 +HEIHY Amazon S3 AT BUERA IAM {F A & BER LLE T ERHZEL
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BELMER IAM BURE |, FHLERE IAM REER., NFFHEES , F28 (AM £RAEER) +
B IAM F VR EMREER

3]

- PREERTY

- REFTHER

- Lake Formation PRV ISR P &R LA

RREERETA

Lake Formation $#2fit Data Catalog Y REMFEEZES. E IAM BB RHKEST Data Catalog API
FFOUEF , Data Catalog @RFBEEAENERTT , YEFERFEAEEEFINHEER, flm, 0R
IAM BEREFIENERN —EERK , BERIXACHRKERFEAEHTGetTablesiRE , HIE
RENETHNERKREE AN, OEREITE —EBER K.

FEEZE%E - IAMAllowedPrincipal B4

AWS Lake FormationiR#ETHz% , EMMEERENERRNFARERE A NIE
HEMHIAMAllowedPrincipal, HEHERME—H , 3 BfE7 Lake Formation A

R, IAMAllowedPrincipal B2 EMAITER IAM ERBERHNERBEFE Data Catalog AWS
Glue BRI IAM 8, RUFAFERENELERKLE , ISR TMEIRFRERERER K
HIRERR .

MREGEETERNERERNR LREEFHNFA , FBBRIAMAllowedPrincipalfFfl , Lake
Formation Ei&HIMITERZENESER KR MEEABNMEREMER, Sl , MREBRRXAFEREARE
EVEABDESCRIBEFAHERIE A , H IAMAllowedPrincipal EEMAEHT , BIFERAE A SEES
TAREHMEE , EZIEEIAMALlowedPrincipal 3FAI ALk,

BeSh , ARIBFEER , TAMAllowedPrincipal BHMAEERMABNENENERRGHEEFF AT, 2
TRANEREWE, F—ENVMRFNEZSER  AMELNEMERALLIIE , F_BAVRERER
h. BEBUARRE , F2H EEAKT BRI FEHARESFIUER,

RFEFA

BERHEE B LS Data Catalog SF IR TR , UEFTRBUUEVNEBREREMER K , L
EMEBER,

BEREBENERKREBRTH
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E &1 Lake Formation AR FEIAE , RFELBEEERTFHANETRA. RTFHFTNER , BIRE
RERBEAITHEDE. HR Lake Formation FIIAZHER , B FATNERNBFENERBRE
B, BEREATUHNTHEBFERBEREEMBMTE, fl , ERRUTREINERKRMNSELECTET
A, BERENARFFSELECTFF A, BRE L /o7F CREATE_TABLERFA] , BEERIKR EF70FF 7F A,

Ea L E A ME S ERKFEF AWS Lake Formation 57 :

- BERERFE-TRAERTEAEFTREZEENENERKER,

- LF E®A RS (LF-TBAC) - EAEEY LF &, J$HH Data Catalog EIREIBIME, ¥ LF
BEIZR FDescribedrl, #ErAUBRBMEREBEAE , UREA LF E8E LF FABRREAZETEH
FH%E, B8 LF-Tag-based B EAREEL LF EHEHBBAMEER BEHKER.

(® Note

LF 8 ¥ Lake Formation 2 —#. ©I{ETE Lake Formation F A & , THEE AWS &R
BEEE.

LF-TBAC & —1EI#
Eﬁnq:—.ro @Jt

£, IEFERAESERIEAFREEEN LF ZBER , Y ELERFEAL
=% K& Data Catalog ERIERFF I RESL R,

=
MEHMMEER |, 52 BLake Formation A ZEUR 4,

BB IR TFEFEAR | Lake Formation ST AIFHME AR EABEFMABERNBIE, Hlm , MRE
MWEFTAERR EEMEBEK , R —EBEREBEZERSZEZR FELRM col1. col2 M col3 BETF
A, ME—EBREFHERERKRMEFTA col5 HWFFH , ARBEB LF Z8H col6 , MBI
R AHEBE | Bl col1, col2, col3. col5 # col6, EthTEERERIFHMERT,

ERMLERTA

ERMUEM A RFERFEAEERE Amazon S3 L EEZVENEMNER KR, WREAEEHAEMM
RERMUFAINNVEEZEVENENERK , IBUEBRERN. ERATHILLEREETERHANE
BNERVERK , WRHAEHRETER HS&%HE)\QJHE’JLLE?“%IJO HEEUERRNEREFHE Amazon
SSUEFREVERKE K FEBEFT. UFEFHMAESA A FSABTERNENT,

BYERRMEBERTT

RIBER , FEEEAERTEEREPELERERERKRNT . ERERYRHEIRFERER
Lake Formation ERTEETES , Rt AARENERS BV ENE, NBFHEEA , F2RELE

HEERFT 8



AWS Lake Formation HBEABER

FE, BEEVERNR , TRFTEBVERR CERENCREATE_TABLEFF A, MEFMET , 52
B ERR,

B2 MEARET

Lake Formation €RZAGNAGHTHRFRHBSE . fl , ERHEESSEINEER

B Sk ATREIRMDESCRIBERT A, FTRNENERMVER . ErAER M EREMERRNET
a7, Grant AREAEIRAIRevokeFFAl, BERERVESHBISHMEL ERERN A EBER
o, MERKRBEUERBSHMEYERRNAET. NFEFMER , F2HES Lake Formation
AT Ao

R

ERHEEEENEBRATETOHT  BHTNEEEMETRRAE. EERARGERNT
BFHTA—MHTR  BERASEHETRDR LWL HETART,

REFFNERE

Lake Formation i f & A &R R E e R L IFFHL Amazon S3 EXl, BEAERRERFZTRER —E
EENEN  TRMUEBREAERGERE. RE—LHMOER  URFEHFHER.

Lake Formation R ILE S | 2% Athena & AWS S TIRIEH EHEEE | LRAXKXRMEWUEFTEAER
B8, BYHOE  FHEFTEEEHH Amazon S3 REEFIFEEER IAM BE , 8 FEEEEER

Amazon S3,

TE &R Lake Formation #{ & i ZEE ML E :

Trusted services 2 Check authorization for principal

{
[-] AAA
uvn =
> 3 Return temporary credentials AWS Lake F i
1 Query tables Amazon AWS ake rormation
| | i > Redshift Glue
User
4 Request objects comprising tables
\ >
Amazon Amazon
EMR Athena <
5 Return objects comprising tables Amazon S3

6 Enforce polices

Trusted services enforce AWS Lake Formation policies (distributed enforcement with fail close).
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1. ZFEA (#EH%E ) EB Athena, Amazon EMR,. Redshift Spectrum = EZ EEMNES REE A
ERRNEHRERFER AWS Glue,

2. BEWIREEME Lake Formation R | LIESERKRNBRNVERE , WiETREHE. R
EHEREIRE |, Lake Formation BB FIER , BEHAE XN,

. ERRNFEAENREMIEMBBEERER , BEREE K Lake Formation REEER R LFE
&8,

4. BEWREEFE A Lake Formation I ERRFEAER , #£ Amazon S3 @ER¥#4.

5. Amazon S3 RMHESIREH Amazon S3 ¥1#F. Amazon S3 I BEERKFHMBEER.

6. BEAVRIEEHNIT Lake Formation BRI L ERHIBIT , PINERMEEBR. ERFIBRN/NFHFH
BiENE, BENRBERESH  IHEREEGERE,

XAl Data Catalog B #3RHY 17 B ik &F °] 58 8017

RIFFEER , 78 A Data Catalog FHERKRBABERBREFEIT. EERAREFEEHRATHT , &
4 ZA[E Lake Formation SE SR E R Amazon S3 & |, WM IAM A6, BEYHEEHEEERR
NEBREH Amazon S3 N EFEHNWAMEERRRAREREREFI,

EEROSNBRBERRGEHEDZRENERIEBRE , Lake Formation R ERI AR , WX AETRE
SAEZEEERM N EBEFTNERRSE , WEETERER. SEMHN IAM A48 EfE Amazon S3
NENFIELEFZIE , 3 AWS KMS €18,

MEFMER , 2B M Amazon S3 V&,

i AWS W R

AWS 2 #BR#E , 570 Athena, Redshift Spectrum, Amazon EMR AWS Glue Amazon QuickSight ,
I £ AWS Lake Formation ‘R R E API #&4EEE Lake Formation Amazon SageMaker Al &, &

EEEFH Lake Formation 24 AWS WIRETEEE , URESZENBHEENERRKES , F2H8

EAE M AWS BRH.

Lake Formation Y IR F & E £

£/ Lake Formation , BRI LAMERAEZERAFES LF E8 , LIEENREE AWS IREAFMEIRE &
F Data Catalog &R ( ERIEMNERR ), ELUEREERERRERNETRZRNEREK | 2 ZH IR
EHRHEM IAM E8 (IAM AeFERE ). IREBHRNEM AWS IRFE , EEPER S —EIRF R
1AM =B,

&t T LAERE B ERE R 2 A Data Catalog BRIk , URHIEER I BRMBFERBRFMERN
fZHl, Lake Formation {8 AWS Resource Access Manager (AWS RAM) i BhFEIRF 2 B#% F5F
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A, EMERF ZELAERE , AWS RAM S 8FEXGREAIRE., EFEAEES AWS RAM
HEBEFER , AWS RAM 21214t Lake Formation X E#IFF Al , # Data Catalog ERTH , ARKA
MR EFEBHRATEIT, MEFMEFR , F52BLake Formation FHEIRFERHHA,

ERMHFAIRFHERHEESES AWS RAM H AR , WHEARFHEREHAER. REESH
EHRERNEFT , AENEESSIE LA ERGRANTABLER Lake Formation & A i — 4% F 4+
ARF R EME IAM E88.

B, EREEREZNERT , TRELFEH Athena = Redshift Spectrum ERHAER, EFE
#& = Data Catalog FHYE R , FLUA Linux-Symlink Bi£

KHARFHNERHEEESERAERLIEVERER. EEERT ERERMWDescribedf ] ,
URBREHAERIIENGIGHMFERE, AR, REARPHINERAETUERAERERS , £A
Athena #1 Redshift Spectrum ZEFH{AER, NEERELNWFMENR , F2H ELERELR,

Lake Formation JT4F
AWS Lake Formation kBB Z Bt BB KRB MEBERH,

Lake Formation £ &

O] LAEF Lake Formation TR A REEMNEBERDS , R FFHEE Lake Formation 557, &AL
£ ERELERERRKER, FE. BRANEEER, St JLlA{E7B| Lake Formation £/ & BUA
ERY TEA0EFE.

Lake Formation APl M55 2@

Lake Formation EiB ZE5E S 4 EH SDKsH AWS Command Line Interface () 21 API R#EAWS
CLl, Lake Formation API AJE2 AWS Glue API #Ei{£/H, Lake Formation APl T EZFEREHE Lake
Formation §F 7] , ™ AWS Glue API RIRER B & API IS EEREE , ARER. BFENHTE
BB ETL #81E,

mEFE AWS Glue APl (WHHEBER , 5588 AWS Glue B A EEH. MEMEA WEFMEF AWS CLI,
BB AWS CLI i ng8E,

AWS H b iR 7%

Lake Formation R TR :

« AWS Glue BFREBEMECHREN , LIERAEBRAWS GlueEHRE K,
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* |AM #§EF AT BUR R T Lake Formation 88, Lake Formation FFA/#ERIEHE T IAM FFAIER | LR
BIZHVE R,

L ake Formation #iisE
BT 2 RS 4E A S R OB By — 6 B TSR,
&ErhE

BERUHRERIE Amazon S3 R AMER | I H Lake Formation £/ Data Catalog B, EXHH
BESEHRTYIEE :

- BRALNESBLER
- RIRERNBRENER

& E% Amazon S3 BB RERER , AIAAE Lake Formation &£l
ERFH

Lake Formation 3&EiB 183 AWS Identity and Access Management (IAM) BUR B F 1% T/ SEEF o &
B RERLBRHENERTE.

DATEAERI BB R LAER AWS Amazon Athena E5 MR BERBN TEERBESRIFNE
#o BREHR Lake Formation Z £ BRA BREREREARFIHAMNERBFIHNESR,

BEFIHEN

BeFIE X T REE A Lake Formation AT # IAM #] Amazon S3 FF A R{ZEFMFEL B &5
B, BEEERERXRTEEHTHEEZEMAEL I A Lake Formation 351 , —XEXR—@AEE
1 A R

EH

ERRBEREESEAR TELRREENENEER M, Lake Formation IRt HREEE , S@
EEBARBELERNRFER , flnEBNERES AWS CloudTrail A, REBES , BRI
THERE. THEREH AWS Glue [CBREX., EHRNBREFER , ELBBREFRARBRAERN
BANEH. EEXRAERKRER, EREENERBATA  UREIERE,
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TERRE

THERER—HMEBEAWS GluefF5, CRBEXNFBREFNEES, B0 LE Lake Formation FE I
THERE , WHEAWS GluelRFE P #11T, Lake Formation AT UG THEGIRMREEEM HE — B,

ELERTHFERER  SUNENEERNER. AR , SULEERHFEAT THERE.

I&7E Lake Formation RE M TEREZEAWS GlueE A LAERERE (DAG) R, £H
DAG , ZaJLUEMt THEREBNHEE W HITHRIERZ B,

Data Catalog

Data Catalog R B F AP EERFTHE. ER—EIZERE , AIFEE LT Apache Hive H#ETF
HREHEBNAR , £ AWS ElRFHER, EFTNRAFEEN, CRER—NRETE  EPTFREBR

RALGERNSEPEERNERERNESPINER K ARFEARXPREERNREANERER, Lake
Formation £/ AWS Glue Data Catalog RAFEEERH, ERRR. BRMNEENFEER,

ERERARFENERNFEENRABEHENERRNER. ERRTFREBHEREA. NEEASF.
ERERERRMNES. Lake Formation IR AIFEE , LURHIE Data Catalog H & B EME KR
FHL

=18 AWS RF&E1E AWS EiFEE —EE R B &%,

ERER

ERERREENERENREONERSANKEERTER,

Principal

ZFE AR AWS Identity and Access Management (IAM) £ & = & @5 Active Directory &,
EXRHEES

BERREEERARTEMERA (2EBC ) £ Data Catalog ERHERHY B EMFFAIRIEFT
Ao BERHERSEEAR Data Catalog FVE—EEAE. A&, EAETUSERENE R
RTHMEFTEA
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® Note
IAM EXEFEAE - B AdministratorAccess AWS S EBENEAE - FTREHERHE

BE, fla, RIFCERFHT , BEMMBMEERF B EYWHH Lake Formation 551, i |
B BT LAEF Lake Formation £ A5 APl A& BCIEEAERNEEER,

WEERNEESEENENR , 5528 B2 Lake Formation 71, MEREAERERENEES
MFHEER AR BIERNEES,

AWS BR7&Ed Lake Formation 4

&I LAEF Lake Formation ZREIE Amazon S3 HFfERERNERE, ERXRNERMBRE
EXFFAl, [ Lake Formation &R % , WAl LA AWS 2 #7 R#E AWS Glue , fila1 Amazon
Athena, Amazon Redshift Spectrum, Amazon EMR R&E#HER, 5 AWS fRiEEE S AWS Lake
Formation , 6&{& Lake Formation 57,

AWS BR#E SFEMMER

AWS Glue 2Z I8 - AWS Lake Formation &8 /A AWS Glue

AWS Glue # Lake Formation £ RN ER B %, R EEEBRE
( Bl IRERIRBE ) MATHE APl #24E , AWS GluefE & REER
HUH B A Lake Formation FF A EREFNER K.

Amazon Athena 2E T8 . AWS Lake Formation ¥ & Amazon Athena £

£ Lake Formation /2 FFsE&1E Amazon S3 FEEE R,
E Amazon Athena £ E £ &8 mEEES P IEEAWS Glue B 85 |, ft
M ReEeEHEES Lake Formation FF I ERIE, ERXRMERE,
FXEEAEAFTENESA,

B &l , Lake Formation T EE® Open Table Formats # VACUUM,
MERGEUPDATERM & E AE/EOPTIMIZEMEF T,

BR 7 3%EiB AWS ldentity and Access Management (IAM) B ¥ Athena
MZEFEAZI | Lake Formation 12 % #i%i8 JDBC = ODBC SEEIFE =X

AWS BR#5EE Lake Formation & 14
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AWS PR#E BAFHMEER

EARIFEIB SAML BRFEHY Athena EA &, XEM SAML HERTHE
Okta 1 Microsoft Active Directory Federation Service (AD FS).

Amazon Redshift B8E T . AWS Lake Formation #& it Amazon Redshift Spectrum f§#
Spectrum H

E Amazon Redshift A EE FHNERE L EIADEBERE
AWS Glue Data Catalog , ftffi REEEHZXEBRRPEH Lake
Formation 57 Al Y & Rl R M E RBHH

Amazon QuickSight £3% 2% : AWS Lake Formation & B¢ QuickSight £ F
kR

& Amazon QuickSight Enterprise Edition /&£ Amazon S3 {i
ETHERER , FAEXEEEERMN Lake Formation SELECTEF
A,

Amazon EMR 2% : AWS Lake Formation ## Amazon EMR £/

BOUERIEEHTHAEHN Amazon EMR #2ERES Lake

Formation /],

HITREEAERE Amazon EMR FiRREHETEEMN IAM A6 |
% Amazon EMR Ef It &R EFE AWS ER.

Lake Formation t2E2 AWS Key Management Service(AWS KMS) #EFE R , BLEREMREEL
BAREE , UINZRFE R Amazon Simple Storage Service (Amazon S3) (VB K E ¥l.

H#h Lake Formation &R

MEEMMEH AWS Lake Formation , REEERA THER | BEHE —5 T RASETINMEHES -
£

- BEME

. BREERNEETNE

. BRI

. BRBRER
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- REERER

EREAE

« AWS Lake Formation 2022 FE&H

- BEMNZERBARILEREE

- 5H LF Z8BXR518E IAM EBHBREHA
« Lake Formation I EFERIR

- EHREEEREK

BRI RS

» re : Invent 2020 - EXLH : BEREE., REFMHEH AWS Lake Formation
« re : Invent 2022 — 7 Amazon S3 L& figEE K
o AWS Summit SF 2022 - TR ERBF R ERRE

« AWS Summit ATL 2022 — {# AWS Lake Formation., Amazon Redshift f B3R {8 E&E £ AWS
Glue

« AWS Summit ANZ 2022 - EX1i, HEMERMERS B, BA4 BRI ?
« AWS iR ERITEREE - ML ERUA PRV FT AT M E IR

BARE
- BREBER

ERBRER

+ 5/ AWS Lake Formation ZHBEFEUE | AR EEER ML ERRENERBEEN
+ JPMorgan Chase WA ZEE R KRR K UHBDEEEEREHRACEERTES
o £ FEBEERBEE AWS

REEKERE

« AWS Lake Formation X E&ER
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MRIEE REEM AWS HEEZBEIFBER | FHLTHTIER.
e

- SERVIE AWS HRERER

« EXXE AWS Lake Formation

« #AWS Glue & ¥IFF Al A 4K E| AWS Lake Formation #& 2

« AWS Lake Formation 4 VPC i % (AWS PrivateLink)

SERAIIA AWS A RB(ETE

ZE# A AWS Lake Formation , % BEATRUATER :
*RE

o 5t AWS IRF

s BYEAEEEFIENFERE

- BEEXREFIVE

M AWS IRF

MRERE AWS IRE |, BER TS BRESL—E,
S AWS tRF

1. BARX https://portal.aws.amazon.com/billing/signup,

2. FREfEMRLETRET.

HoEMEFFEBRE , Y ESHRERE RIS,

BB B AWSIRF , AWS IRFRERESRIY . REAERFRFINIRFFHHAE AWS R
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AWS EEFMEF TR EZEERRE FEFH R, S0 ARERE 8 https://aws.amazon.com/ IiE
BROIRE , MR EERINIRFEBUEERIRS,

BYEREEFHENERE

=t & AWS IRF | FHRE AWS IRFREAE. BUA AWS IAM Identity Center M2 EXEFERAZE |
DR RERERNAEEE,

REEZH AWS IRFARFERE

1. EEREAELRHA AWS IRF SN EFEHubut , SUIRF B EAWS Management Console &
ﬁj\ﬁk o E-F_EEF , iﬁliﬁﬁlggﬁl%o

WEEAREAZEZANRA  F2RAWS BA ERAEEEPHNIUBREAES I E A,
2. BERLNBREREIRF LRAZEEZRRE (MFA)

, m2E (AM EAEER) PNALHN AWS 1RF REAE (FES ) MAES

S
MFA &£&,

BYEREEFIENERSE

1. BA IAM Identity Center,

MEETR , F2E (AWS IAM Identity Center £ EIE®) PHIEA AWS IAM Identity Center,
2. 1£ IAM Identity Center # , i EEFRERFEAE,

MFEMEA IAM Identity Center B # A 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(EAEER) PHERABEREREMSEAEFIUHE IAM Identity Center B #.

UERERFRENERAESSEA

EEFRAEH IAM Identity Center EAEFE , FEEMAEIL IAM Identity Center EA EHREIAE
BEFE bt EE URL,

WMEFAFEA IAM Identity Center A EZ AN , F2EAWS BA (EREEE) FREA
AWS fFELA O#8Y5,
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2. BERAEEREFHE K ARHRBEEERE -2 AFTIE,

METR , ESE (AWS IAM Identity Center EFA & SR) PHIFIEEH,

RERE KT FHUE

MRFEAERERE AWS AHBER , AIFERENFZFTFE AWS Management Console, & FRERELF

FRENSXEURR EEFRRNERAEERE AWS,

FERRBEREEARGIFIE  FERTIIEF —ERE,

HREE A & R BRI AT F
2

ANERE D

(IAM Identity Center FEEH
EHE)

IAM

IAM

ERTREAENEEYH AWS
CLI. AWS SDKsf2xF&5t58
Ko AWS APIs

FERERFEAERHESE AWS
CLI. AWS SDKsf2= 585158
K. AWS APlIs

(FRBER)

R

ARG EEANN EATRME
e RER R,

« WE AWS CLI,

Command Line Interface
(EAEERE) FHNEE
AWS CLI EEH AWS IAM

Identity Centerffd .

« AWS SDKs, T ERl AWS
APls , 528 AWS SDKs
MIESEREEPH IAM
Identity Center & 2B &

EfE (AM EREER) B
miE S A BRI R AWS BiRTE
B &£ A R AV HE R o

AR EFEANN EATRME
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MEEAEZTEERRTFR RIR
2
FRARBEAERREZY « WNZE AWS CLI , FFZBAWS
AWS CLI, AWS SDKsfE= 5% Command Line Interface
Ft8Ek. AWS APIs (EREERE) PWEAR
IAM FERBEETES DR
Fo

‘it

« AWS SDKsFITE | &2
B AWS SDKsHITE &£
AN EARERRETS
DERE,

° %\Tf& AWS APIs , nﬁ/ ES] <<
IAM £ EERE) PNEE
IAM ERENFIRER.

% E AWS Lake Formation

T 5B EFR A% —IXFRE Lake Formation FWAEBAE A, WIEAEHFHNMAETERZEZRK A Lake
Formation, &7 LA{E 18 RREZTE Lake Formation EFaJ#&£ . | LAfE Amazon Simple Storage Service
(Amazon S3) FEEEEH AWS Glue Data Catalog ¥ MERMIE

BYERHEES

S FERFIRESERESFIRER
the section called “& B ERHHEEE Amazon S3 U E”
the section called “A%&F Al $5ik#& Lake Formation £ &”

the section called “E& IAM Identity Center”

the section called “ (JEHA ) HNIPEREFERTE"

the section called “ (EM ) ¥F¥f Data Catalog 1% £ @K FEUE”
(EH) BYTHEREN IAM AR

G FREA WA AR EE R B Y 75 X E’RE Lake Formation BIR :

« £ AWS CloudFormation £i7x
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« {# M Lake Formation £ &

EEMFH AWS T AERTE Lake Formation , S5811E BV EREIES,

£ AWS CloudFormation E45%E Lake Formation &R

(@ Note
AWS CloudFormation &2 & # 1T ERMSE 1 B 6, HEE 2 5 BRI, & Lake Formation
FREYT EFERFUERSFEHARESFIERXH the section called “B & 1AM Identity
Center” F 8,

1. LDEBERL (#FRHIE) BEMN IAM EEE 55 % A AWS CloudFormation 124 |, #811k
A https://console.aws.amazon.com/cloudformation : /o

2. EEREGHEE,

3. HEVHEBEELRBRET S,

4., WAHEBRERE,

5. &% DatalakeAdminName # DatalakeAdminPassword , I AE R HEEEFAENERAERE

MET,

6. #t¥ DatalakeUser1Name 1 DatalakeUser1Password , A &R MO TEMERENEAELE
=S,

7. &% DataLakeBucketName , I AER U FHHEFITEEHE,
8. EE-F_*/FO

9. ET—EH® ,iB#EI acknowledge that AWS CloudFormation might create IAM
resources with custom names , REBIBIET—%,

10. REBEKREELNEMAET , AR IBEIKMESE AWS CloudFormation ATRES I IAM EJR,
11. BEE,

|.

HBEVRZAREEWNSENKRE.

i

AREIR

IR EEEFRR AWS CloudFormation 2% R -
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1. BUERIM#EBZEI WM AERMER Amazon S3 #FETHE,
2. MB& AWS CloudFormation # &, ESMKRHEEEINFMEER.

BYERHEES

ERHEE S — B M — AWS Identity and Access Management (IAM) fERE R AR |, AEE MY
B Data Catalog RV Lake Formation SF IR FEMEE ( 2EECD ) . WEERHEESINEE
WEHERR , 2@ B2 Lake Formation 5F ], RIRFAEX , Lake Formation A EER &% 30 @&
FHEEE,

B LAE A Lake Formation £ &A 5 Lake Formation APl PutDatalakeSettingsHyIR{EREIE
FHEES,

BUYERHEEEEETHHT, Adninistrator FHEBSHERIELEEFT,

 lakeformation:PutDatalakeSettings
* lakeformation:GetDatalLakeSettings

IR AWSLakeFormationDataAdmin BRI FEHAE , RERAEKELETHM Lake

Formation EXEEFH &,

BYSRHNEES (X#£A)

1. MRERAERHEBEENFERAERAKRTE , BERA IAM EEERETLE, BE , FEEERA
ERNEBEENBREFERE,

(® Note

BELSTEEN IAM EEBFEHE ( BEF AdninistratorAccess AWS SE BRI EH
) MAERHNEES,

T3 AWS REBREREFEME

B sl 1 2 i3

ﬁ'll’

AWSLakeFormationDataAdmin o 5l 14 HEAERNEESH T, It AWS ZE
BUR A& Lake Formation API 2 4ERY BA

BUBRHEES 23
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B sl 1 7 frat

FeiE# , PutDatalakeSetting iE
SRHEAEEUFTNERHEESR,

AWSGlueConsoleFullAccess #A MRERHREE BT E B Lake
CloudwatchLogsReadOnlyAcces Formation EEE 2 M THERE , FHE
s BELER, BEBRIUEERNE

EEBf AWS GlueE# & M Amazon

CloudWatch Logs F i3 & iR 5 S 5k
mEH. METERENENA K FS2E
the section called ‘A T/ERZEEAE

A
AWSLakeFormationCrossAccoun e BB  BERHEEER TR
tManager $8 Data Catalog ERHEBIRFFFAI. W

EFHIMER |, 7528 Lake Formation |

Eﬁﬂ?ﬁﬁﬁﬂ/\
AmazonAthenaFullAccess iZ A MRERHEEESEHDPHITEN

SFEEZ L BER Amazon Athenao

2. HETIARBE K BEFERNEHEEE Lake Formation RIS EZE B AN, BENESES
%A LakeFormationSLR.

R EEAEEENEEEFEREME Lake Formation 55 Amazon S3 {u &, NZE Lake
Formation IRISERE A B EMEN , 552 the section called “FRARIELE AR,

/A Important
ETHFMEBES , LEMK AWS IREEE <account-id>,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",

BUERNEES 24



AWS Lake Formation HBEABER

"Condition": {
"StringEquals": {

"iam:AWSServiceName": "lakeformation.amazonaws.com"

}
}
.
{
"Effect": "Allow",
"Action": [
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::<account-id>:role/aws-service-role/
lakeformation.amazonaws.com/AWSServiceRoleForLakeFormationDataAccess"
}

3. (EA) #BT¥PassRoleARBFEZEZFAE, WBHRWEERHEBRERYMNATIER
2, iam:PassRole A A E I EFRIEBEAELakeFormationWorkflowRoleHiE 1] B 5 FE
RNAER , YA EZIEYNCRERNER. BERNEZEZEAS UserPassRole,

/A Important
LBEHK AWS IRIFEE <account-id>.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam: :<account-id>:role/LakeFormationWorkflowRole"
]
}
]
}
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4.

(BA) NRENIREASR FRZWEIRS Lake Formation 55 , M Mt B/ RERER, 1t
BERERHER BRBEFMIEZ AWS Resource Access Manager (AWS RAM) &R A igE.
LAk, B AWS Organizations EEBIRFHPHERHEES , IR ETEAFBIRFR FHABH
o, MEFMEN , 552 B Lake Formation FHIERFEERH A,

BURHERZEL A RAMAccess,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ram:AcceptResourceShareInvitation",
"ram:RejectResourceShareInvitation",
"ec2:DescribeAvailabilityZones",
"ram:EnableSharingWithAwsOrganization"

]I

"Resource": "*"

}

BRI https : //https://console.aws.amazon.com/lakeformation/ #J AWS Lake Formation
FEE ,UNEBEHRBRYNERESERAESIBA , EYEEEBEFIUENEAEDS
PAAdministratorAccessfEAE AWS SEBERNERET D E A,

MR HBEDFEA Lake Formation 18 , R ELES B 1 PEVSHERN IAM FHE |, REEB
ERBER,

MRERZBEERNENMER Lake Formation 8 |, 588117 N 3L BB REXE Lake Formation BEE &,

a. HEEBERTNEEST K ZETEACGNER. EXRARENERNEEIRERT | B
BRI,

b. EHMEEESHZLSRTINWEFNEET , EREMHEESR,
c. HRIAMERENAS® 6 FRELSELSR 1 PEVYIEDN IAM EAE  ARBRERT.
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PEHERGTIRENERESFEER

Lake Formation —BRERA "EMEA IAM FEURE|, 5%E , LABE A AWS Glue Data Catalog 174
HB. WEREAZELRIER IAM BEREM Amazon S3 B EBEK , EBEHER NI ERREP#ER
I 1ZEL,

AT BB ERRFFIIE IAM 1 Amazon S3 {EH 1A Lake Formation 57 7] , ZHMEZREER Data
Catalog WEEFEER ., FARESFIERE K 28— EHERKE , B EEFAA—HE¥EEH
ERA A Lake Formation 557 , MAEFETEMBRENFERAERTEER,

MEFEFHMET , F2EESFIUES,

FRERSE K UEE-—SBRPIRBERRNAMBEREEMERE Lake Formation.

/A Important

MRBEBRBERAWS Glue Data CatalogE BIEFMER K , BV ERAHFNIE R, IE ,
EfiEthe section called “#FAWS GlueE ¥ 5 7] A #& E Lake Formation & E "R HY R HETT,

3

/A Warning
MREEE Data Catalog FEVEREMER KRN BEL , TITRAUESERBE B
TFHEE, BBAEA (ETL) EB L. REEEZESCRERFIEHERN Lake Formation
FARTFLENETEAZRE , TrelB. W05 Lake Formation ST FFMERA , 5528 the
section called “Lake Formation FFA] &&”,

# ¥ 8% Data Catalog 3% &

1. 7E Lake Formation £ A H#&E , #uLA https : //https://console.aws.amazon.com/
lakeformation/, BEREUEE PRUNEESCRAES BN , EVEEEEFIENFEAEDS
LA AdministratorAccess AWS SEHRWERAEEDE A,

2. {&tX Data Catalog %€ :

a. HEEEBERNEET , & Data Catalog FX7E.
b. FRMEKERAR , RAREERT.
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Data catalog settings
Default permissions for newly created databases and tables

These settings maintain existing Data Catalog behavior. You can still set individual permissions on databases and tables, which
will take effect when you revoke the Super permission from IAMAllowedPrincipals. See Changing Default Settings for Your Data Lake.

Use only IAM access control for new databases

Use only IAM access control for new tables in new databases

3. HEERERITEMNIAMAllowedPrincipalsEFal,

a. HEEERNEERT  EFEEANER,

b. EEEAGNIKFITRAEENERNEERYERERD , BHIAMAllowedPrincipals&i ,
REBBEFRE,

BEEN HIRIMEAF rT 55 A , B~ IAMAllowedPrincipalsEBEB VY EREF,
c. EERE.
142 A1 $8k4& Lake Formation &

BUFEAENFREPHNERM AWS Lake Formation, thEF & BB EHE LA SEEREF .
MERMEREIFENFMAER  F2E (AM EHEER) PR IAM 55,

#17HY Lake Formation BRIV EF A EEZZIEEEEFERE

1. 1 BB IAM E£3#24& | https://console.aws.amazon.com/iamIt AR TE PRV EBEFEFAE S D
EA, BUVEEEEFEENFERAERL AdninistratorAccess AWS SERENERES D

B Ao
2. BRECHAENEAERHE
3. HFED , ERENREERNEAENEFHERRE.

BET,
4. BIEFIEHT  RBBEFEEEEEER, Athena EBFEBERENFHATHA . EHERBES
A)iE By HEAmazonAthenaFullAccess,

5. BEERVEBEREH, TEUBXHEEL  #F JSON B8, & TIEABERL EIBERFES
o

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess",
"glue:GetTable",

"glue:GetTables",

"glue:SearchTables",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetPartitions",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLFTags",
"lakeformation:GetLFTag",
"lakeformation:SearchTablesByLFTags",
"lakeformation:SearchDatabasesByLFTags"

]I

"Resource": "*"

}

6. RERMBNT -SRI 6 ETEEIRABREERRL. WABRNERE , flW
DatalakeUserBasic, BEEVEBIR , ARBMABRRSIERIBERRE,

EIRNERHHERE Amazon S3 L&

& ZEM Lake Formation REENMREFERATHER , BAASLEM Amazon S3 LB, B
L ERF , Amazon S3 BREMKBRE THAIEER REEEEM , :EAIF Lake Formation S8 FI# 1T T E
M, EfFEAENR Amazon Athena ZE 48| ZERERIE | Lake Formation RIEMEEEER , MF
=REAERETT,

SMER , BANEE IAM A , BRFZNENEBE AT, Lake Formation FEHS ERREE A E R
REBFRENCEM Amazon S3 NEFERMNES AWS R  SREZXAR®, BALUEE Lake
Formation RISERE AR (SLR) BV HCEHW AR,

ETIBERATERETAR

- #&5t&J7E Amazon CloudWatch Logs HE#&#i{ER. FRAEEHZNABLEABETE CloudWatch Logs
hETE A , URERT SLR FAI 2 A BMERNBER, WFERTFLE CloudWatch 5] AR
4, F2R AREMUENSEER,
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« Amazon S3 NEFERTRINIIRS AR, MEFMENR , 552 Bthe section called “7£ 5 — @ AWS 1
F &5 Amazon S3 U &”,

« Amazon S3VEZEMFEMA MENER AWS ZSELR, MEFMENA , F2E TMINEZER Amazon
S3 & M & AWS RE M INZA Amazon S3 V&,

« &ETEIEHA Amazon EMR 2B Amazon S3 U iE, MELABERNFMEN , F2E (Amazon
EMR EE1E®) P Lake Formation B IAM &,

TRENABLABRLENTT  MTRARERIENACER, NEMTEM Amazon S3 fi
BHRS , HS09 48 Amazon S3 U B I EEME KM,
(1BA) ABERERRE

MREERBEFERAE=ZFEHSIZRITNEBRER RPN ER |, BOEBREMA | LAKFNESIZE
HY Lake Formation BN EFR, MRETEBEMA |, AE5I1ZAEEEFEIE Lake Formation FEfHY
Amazon S3 VL EFHE R,

Lake Formation X EERHEERETH , URHBERKFPIEERBN TR, BEX2WRE
Amazon Athena , 5120 Amazon Redshift Spectrum 1 Amazon EMR ¢ BiEUREHEN E R RPEE R
AWS Glue Data Catalog. EHEIEFER BN ERFERESRENER, F=HEEEFETER
BRIEFFH , LU S REIRENERFE.

BEMAUAFE=FSIEEMNEGRER (EE2E

1. 7E Lake Formation £ A H#&E , #uLA https : //https://console.aws.amazon.com/
lakeformation/, FE{RIZLABER Lake Formation PutDatalakeSettings APl &4 IAM FFAIZE
AAFDBEA, £ FEYMN IAM EBSFERAETM AWS IRF BB LEFT,

2. HEBERNERET , EERARARBRERE.
3. ERAEABRSHREREL , T TIEE:

a. GBS AFFIEE5|ZEHE [ Lake Formation 5EfMAY Amazon S3 L EH N EE,
b. WMAARAE=FSIZBEENITERRERE,

c. SF¥IAWS RFE IDs , B A o555 =5 5128 FHa Lake Formation sEEfz L ERRF IDs, 1
FEWRSE ID 2% Enter.

d. ZBERERF
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BEAMINSEIZEERE T EREERRENEATENESR , F20 tRENRFINEAREAE

|

(iEH ) BFY Data Catalog IR £ & H 17 EUE

MR AWS Glue Data Catalog E1N% , 5% AWS KMS £ E# AWS Identity and Access
Management FF A] % F & E ¥ Data Catalog EflEME R &KKZ T Lake Formation FF AJHEMZEFE A

MEFHMET , F28 (AWS Key Management Service BIZ AERE)

(1ERA ) BIYIEREN IAMAE

%@ AWS Lake Formation , & LA AWS Glue [BERERXHITH IEREEAEY., ITEREEE
EERREMIRE , BEREAZHWER S, EuLUER Lake Formation RSN EE R EARERESR
THERRE.

BN TERER , B4 AAHEIR AWS Identity and Access Management (IAM) B | % F Lake
Formation #EEVE BIHY A EFF A,

THREFBREEAE IAM,
ATHERERI IAM A6

1. 7£ BRK IAM E# 4 | https://console.aws.amazon.com/iam¥i A& P EVNEEEFERAES D
EA,BEVEEEEFEEMNFERESL AdninistratorAccess AWS SEBREXNERES D
Ao

2. EEEERT , BEAC K AREBEEFRUAG,
3. HEVAGHEL , B#EFEAWS BRI , RARHEE Glue. EET %,

4. FEFHEBHFATEEL , #23 AWSGlueServiceRole SEBR , AR EIEEDTHEREBENZES
W, RETHREVAECEE , W88 LFWorkflowRole, ZEERHK , HEIERVAG,

5. REIAEER , 2 LFWorkflowRole , AR BEABEZRE.,

6. TACGHEEANFIURSIEZEERT  BEEVAREEK, EEVYHFXEML , EEZE JSON E3|
BE A6 ARFETIHARBE, BERNEZBEMWA LakeFormationWorkflow,

/A Important
ETHBERS , # <account-id> MR BBERH AWS 1RF B F.
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess",
"lakeformation:GrantPermissions"”

1,

"Resource": "*"
.
{

"Effect": "Allow",

"Action": ["iam:PassRole"],

"Resource": [

"arn:aws:iam: :<account-id>:role/LakeFormationWorkflowRole"

]

}
]
}

BUF R BUGR R AT R R

« lakeformation:GetDataAccess IR IEFRBREVNEREABEMNE.
« lakeformation:GrantPermissions AIZE T{EAREE FEEERRMWSELECTEF,

« iam:PassRole AIEZEREIBTABLakeFormationWorkflowRole A [ERER T
( IEREHTEE ) b LAEEZFEYNCREXNERE,

7. TR ABLakeFormationWorkflowRole B EEM K.,
8. WMRMEBEMIMELRANVNEUANER , BHEAKRBEK , RFBIRFEERMNEET,

AEAWS Glue&E #1537 FH#k El AWS Lake Formation 18!
AWS Lake Formation 7 7] A] #+ ¥ & ¥ P AV BRI RUA R EEUE S, KA Lake Formation 7%

AR | 7£ Amazon Simple Storage Service (Amazon S3) FE IR EH AWS Glue Data Catalog ¥
HRERHLE,

HAWS GlueE I35 AT AR ZE Lake Formation 18 32
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Lake Formation 5F A #& 2 { FA#B%. AWS Identity and Access Management (IAM) FF AT # 1T API RIS 1
HY, Lake Formation £/ Lake Formation FH &R EFEM B FHRERZ S M INEERRFIEAERHLE
ARXEERE. ERSNREREBRNERREFR. HBZT , AWS GlueliEEEBUS 5 AER
WANEREERN IAM BERBRFEREFEEE,

EEETR , FERANEETHNIR,

WNEFHMER |, 52 B Lake Formation FF A #LE .

Eﬁﬁﬁﬁnx:ﬁ—l

Bt (N EHAEBSMAWS Glue , FEERE S SupersF Al AWS Lake Formation &5 Fir

A A AWS Glue Data Catalog ﬁ/ﬁJ:El’J IAMAllowedPrincipals&#l , WIERABAEFE

A 1AM FEURHIE2 E R R T3 Data Catalog BRIV Supersfil, EEBR LEEB{EH AWS

Identity and Access Management (IAM) B2 #l¥} Data Catalog EiREF Amazon S3 L EWTF

Hl, IAMAllowedPrincipals ##3E IAM B L FF7E Data Catalog ¥14-H1EM IAM 5 &
A, Super T AEZRAERTFHERERER K LHITEEZEMN Lake Formation #4E,

BT LLEIBTE Lake Formation 53R A Data Catalog BRI ERFEREASFIER |, BBEH
Lake Formation REBH ERMNERN, EESEIENPEEM Amazon S3 VB , B LLBREZNVE
TEREMERKRWERE , LA Lake Formation §F 1,

A7 E{EERHEF T IAM 1 Amazon S3 E R B A Lake Formation 5571 , ZMEREMEA Data
Catalog HEEFIER, FARESEFIERE K L2F—EEERK , EUUEHEIPABSE—HER
E R Lake Formation 357 , MAEFEEMIBEFEAERITEESH,

MEFMEN , F2REESFIELR,
{2 785% Data Catalog :% € , FE—TBHHKERKRNWMERBEAELE Lake Formation,

% EB%H Lake Formation FF AT A M AWS Glue Data Catalog BRI EMER RELRER , BHE
AT T HENME
1. ¥ EREYESEENENERRNEAS IAM 7,
2. 1 Lake Formation & BIELEF 1,
3. RN B2 E RIS E Amazon S3 LE :
a. S8EZMENSE Data Catalog EIR E# IAMAllowedPrincipalsE#H#EESuperfF .,
b. [a Lake Formation sEfHL & .
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4. BREBNBAFIUES IAM BER.

/A Important

& EE i Data Catalog WBREFPFHIEBFEAE | BLAE IAM PBRZ B —HKERERBMELN
AWS GluesF o], #&th%ATE Lake Formation FEEIELEEF A , AR, MRFHEHE
BEXERPATRAEE IAM BER , IS HEBRF SuperfF I E A ER ERE R
FIAMAllowedPrincipals. it AJLARRIRELERNPEER.

EBREAEHRHNLSER | ARE Lake Formation FFaJ#EH,

e

- SR IHEAENACGHNEREEHT

- SR 2. REHZEN Lake Formation §F A

- SB 3. BFFEHEMEHA Lake Formation B9 IAM T 7]

- SR 4 BERFHEBRE Lake Formation FFAI#EH

- HER5 . REFH Data Catalog ER

- S 6 AFEAERMETN IAM BUR | SRR FIELHH
- SR7 . BERREMN IAM B

SR IHERAENACNRARTA

ZERBBERAENAWS GlueBE B EMER REH AWS Lake Formation 557 |, N BELYEERERN
BEH,

/A Important
B2l , FRREERC T PRERBEKEER,

&

- 5 APIIRHE

« {#£/H AWS Management Console
- fEH AWS CloudTrail

IR BWEFA 34
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5 AP 21

# /8 AWS Identity and Access Management (IAM) ListPoliciesGrantingServiceAccess AP #4354
ENEEZZSEAZFEA (FRERAR ) W IAMBE., #ERPERMNBER , EANYERFEFEAN
IAM FF ], &85 Bl ASEZETEAN APL

Example

T % AWS CLI &5l EREEREDFEHAE B Eglue_userl,

aws iam list-policies-granting-service-access --arn arn:aws:iam::111122223333:user/
glue_userl --service-namespaces glue

wREERNEUTINER,

{
"PoliciesGrantingServiceAccess": [
{
"ServiceNamespace": "glue",
"Policies": [
{
"PolicyType": "INLINE",
"PolicyName": "GlueUserBasic",
"EntityName": "glue_userl",
"EntityType": "USER"
},
{
"PolicyType": "MANAGED",
"PolicyArn": "arn:aws:iam::aws:policy/AmazonAthenaFullAccess",
"PolicyName": "AmazonAthenaFullAccess"
}
]
}
1,
"IsTruncated": false
}

ff£A AWS Management Console

&t AT LAIE AWS Identity and Access Management (IAM) 24, FAESACKEER LN
Access Advisor RE|EEHEFHEN :

IR BWEFA 35
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1. BIfE https://console.aws.amazon.com/iam/ BIRK IAM 2 &,
EREEEEES |, 1BIF Users (fFFH) & Roles (Bt),
ERETEESABURMERERR , REEF Access Advisor &5 ER.
RESEBE , LHESECAZEERFTHNENE. ERRNBEERS,

> w0 Dd

AR ELBEPRECAEINANAE  BAENEEAR TRBETACKENER,

£ AWS CloudTrail

HEEBREHTNE —EAEREEH B additionaleventdata BV EE
insufficientLakeFormationPermissionsIE B H AWS CloudTrail AWS Glue API FERY, IthI8
Be% R EEEZE Lake Formation 55 7] F sE SR BV R EMERV E R EME R K,

ELERERFIAER , ALELERABEMEELTENEREREFURE, BERAEEEZNKBE
EREMAHR D EHAENERFIRER | SINBBEHEA.

WMFEFMER , F2B (AWS CloudTrail EAEEE) FHIEA CloudTrail E4HE L L HFMIAE 1

TR, Ba LR E Lake Formation EF AJ LAFSAWS Gluesfal, 5208 S8 2  SEEYZEM Lake
Formation ],

HER 2 SREHZEM Lake Formation 55 1]

R PRENERATE 1 IHERENACHNIREHFT , ®RFEFA AWS Lake Formation LARF&
AWS GluezFfl, A TIE—FERHTRT :

- {#H Lake Formation =& AWS CLI,

$5 28 the section called “BFERFF T,
« f£A GrantPermissions®{ BatchGrantPermissions API #&4E,

ASE 5T A APls,

WNEFHMER , 52 B Lake Formation FF A #LE .

3% Lake Formation 3 A #% , S5#@ S5 3 : B FFEAEEH Lake Formation & IAM 55,

5% 7E Lake Formation & 7] 36
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S 3 EFFEHEMFEH Lake Formation By IAM 1]

EEMEA AWS Lake Formation FFAI#EH | HFEFEALERESE Lake Formation APIsHY AWS Identity and
Access Management (IAM) 55l

EIAM REY TIEE  YEEEZRIFTEFRERINEEERAE. BEXDEA

LakeFormationDataAccess,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "LakeFormationDataAccess",
"Effect": "Allow",
"Action": [
"lakeformation:GetDataAccess"
1,
"Resource": "*"
}
]
}

BTR, —XHKE —EELER Lake Formation 5f 7], 28 8B 4 . EERERENRE

Lake Formation FF A& #!,
T4 BEREFEHEIRE Lake Formation FFrJf&E &

— X F#BE Lake Formation Al —EERMIE, EEEKNY K FEREERR K EXLESEMERE
%2 Z W FTE Amazon Simple Storage Service (Amazon S3) B,

&

« B Lake Formation FF 7]

- REIREH Data Catalog EIR

BB Amazon S3 fIEHY Lake Formation & ]

B2 3% Lake Formation 55 7]

HMEcH , BHTRESE  LBEREENEIEEESMEMN Lake Formation 5
A , MET & Lake Formation FF IR T THEHE M ERE. FH Lake Formation

BFERAE IAM F 37
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GetEffectivePermissionsForPath API #4E , & 512% Amazon S3VENERBHER , UK
ERELERIFAINERE,

T %) AWS CLI €| & & [[E 2% Amazon S3 f#ZET#8 B Data Catalog EREME R FKproducts,

aws lakeformation get-effective-permissions-for-path --resource-arn
arn:aws:s3:::products --profile datalake_admin

I profileiBE, BRALEEHERES S EIT 5,

LT RERFRAFEE.

"PermissionsWithGrantOption": [
"SELECT"

1,

"Resource": {
"TableWithColumns": {

"Name": "inventory_product",
"ColumnWildcard": {3},
"DatabaseName": "inventory"
}
1,
"Permissions": [
"SELECT"
1,

"Principal": {
"DatalLakePrincipalIdentifier": "arn:aws:iam::111122223333:user/
datalake_userl",
"DatalakePrincipalType": "IAM_USER"

},.o.

/A Important

MREH AWS Glue Data Catalog 1% , Bl R
@GetEffectivePermissionsForPathf&El#£ Lake Formation —fi& Al iz B E I HIE K
HNEREMER R,

123 Lake Formation FF a4 & 38
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REIH B Data Catalog EJR

BEE  HESRAVEIRINESREENKRMNEREIAMALlowedPrincipalsiy Superzfl,

/A Warning
MREHFT Data Catalog PEVEREMNERRNWEEL , THTRUESEHRFHLMT
HEREEN, EIRABMA (ETL) EH LK. REEBEIIREREFHSHERN Lake Formation &F
ARFLENETFEAZE , THEEEHT. W0F Lake Formation FFAJMFEMERR , FSH the

section called “Lake Formation SfaJ&&”,

EE R KRIAMAllowedPrincipals ESuperf# s

1. BARX AWS Lake Formation £ & , #8ik A https://console.aws.amazon.com/lakeformation/ : /o
DERAEESESDE A,

EEBEKT |, #F Tables (BHER).

EERRERL , EIAMEERRINERZRH,

EEETRERS |, EEFEREE,

ERSEFAUHELSRT , ZIAMERAENAGEETR O TEDHEFESRE , RAREE
IAMAIllowedPrincipals.

6. EERRFAT , MECEIUER , AREZFHE,

o &~ 0D

EE R EIAMAllowedPrincipals ESuperf# s

-_—

BRX AWS Lake Formation =12 & , #81LA https : //https://console.aws.amazon.com/
lakeformation/, AERHEEE S 2 E Ao

HEEEEKT | B2 Databases (ERE),

EERERRL , ERAMREERESHEERERE.

£ Actions (B4E) TheEsk L |, 1##Z Edit ({REE).

EREEREREE L , FREHLEREPHIMERRKRER IAM FEIZRE , AREBERE
BREOERERE  BREMEMENZIGVRE K REEBEDERL , BERE,

ERESEFFAIYHELRY , £ IAM ERENAGFEY , O TEBEFHEEE , REREE
IAMAIllowedPrincipals.

8. HEREFAT , BECEIER  RREEHE.

N o o K~ WD
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BARX Amazon S3 L EH Lake Formation 7]

& | [@ Lake Formation 5t Amazon S3 &, EEEHKM , B LAMEA P FIRMEFAE Amazon
S3UEFHIEEEWER M, H#E , £ RegisterResource APl IRE , t RFTRE A ERIRE
APls,

(® Note
MRXECHEM , ITEFEEMFLE,

ERELSRUAREAERTTAFHHERR , BERFAMRE Lake Formation FF 7, EET —
BSR . B 5 . REFHMW Data Catalog Eif.

FER 5 . REFH Data Catalog ER

ET R , FE 5% Data Catalog 5 ERRZEFTEFH Data Catalog EiR. BERIEIELMEHHEREFM
BRREH AWS Identity and Access Management (IAM) fZEUE &,

/A Warning
WMREHE Data Catalog FEVEREMNERRNBEL , THATRAESEHEEIHLAT
ERREL, EHIRMEBA (ETL) K LK. REELENBEEFINEHEEDN Lake Formation &F
ARTFHENEFEAZRE , TEEEESIT. WFE Lake Formation FFAIMFEMEN , F2E the
section called “Lake Formation Ffa] & #&”,

# FFEER Data Catalog % 7E

1. BARX AWS Lake Formation £ & , #8it A https : //https://console.aws.amazon.com/
lakeformation/s BA IAM EEFERAE ( EAFAdninistratorsiHMEHR
AdministratorAccess AWS SEBENHERAE ) BoE A,

2. EBEERT , BERE.
3. HERBHREREL , FRMEKIEGR  RREERT.

T—SRERTEAERRENHMENERERRNER. F20H T8 6 . BEAZREHAMN IAM K
E , AR REFEE R,

SER 5 . REFH Data Catalog EiR 40
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SR 6 REABRMIN IAM BUR |, UERREFRERH

EERTHERAEARRE HAth Data Catalog ERIEHER KN FEE , BUEFMPIRA T EEERAR
AWS Identity and Access Management (IAM) RERBUR . #§ B & & GlueFullReadAccess,

/A Important
MREESuper BRI B H PN EEEREMERRIAMALlowedPrincipals £ #Ehz
Bl , AL BUREEDERE  AIREAFTUMIE Super ERF WERERNMEFEE
FIAMAllowedPrincipals,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "GlueFullReadAccess",

"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess",
"glue:GetTable",
"glue:GetTables",
"glue:SearchTables",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetPartitions"

1,

"Resource": "*"

}
]
}
® Note

WEBHNAHSBIEENABRBEETEELHN IAM 57, MEERHEES, ER o HENM
BEihAENEEHRE , 552/ the section called “Lake Formation B&F IAM Faj &,

BEE A BE SR EREAEN IAM BUR,

HER 6 REEAERN IAM BER 41
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TEBR7ERBEEN IAM BGR

#XE AWS Lake Formation #F 0] 3 3 37 30 i 2 ¥E B 7 EX#2 % AWS Identity and Access Management
(IAM) BiR#%& , FTX IR ERIER

RERAE, BENABTBIRIE Lake Formation FE BN ERBMEFZEURE] IAM BUER,

mit—2k | EFEERRIELZFTEAELZBEEFI Amazon Simple Storage Service (Amazon S3)
WER, A%, BALIELEIB Lake Formation BIRiE L EFEANERHEFELL

AWS Lake Formation 4T VPC im® (AWS PrivateLink)

Amazon VPC 2 —I8 AWS k% , AT ARELEZNERAE DS AWS R, EaFF VPC Rz
HIIRRRBEERE |, HIi0 1P i EE, FHRK., BAXRMBEKEE,

R & E A Amazon Virtual Private Cloud (Amazon VPC) 58 AWS EJR , & a LI VPC # Lake
Formation 2 2 FABEMR, B LER , # Lake Formation ATLAEE VPC RV ERIBIA , ™

BT AN A VPC %%, AWS Lake Formation £ VPC Ml ¢ BB YA EEH. NHEHRHER
AWS PrivateLink$ziT , AIREE R B MAEBRMARFIE, NAT &, VPN E#RZ AWS Direct Connect &
FHERT , AT 1FH Lake Formation APls, VPC A {TEEREE/LNE IP st , EITEE Lake
Formation APIsi&&. VPC #l Lake Formation 2 BRI RET 5B Amazon #3.

BENERSBEHEFREPN — RS EEERER T ER TR
MEFHMHER , 528 (Amazon VPC FRERERM) PR/ E VPC inE (AWS PrivateLink).

Lake Formation VPC iR BtV EEE1H

Z%E Lake Formation " VPC imE 2 8l , 5315 HE (Amazon VPC ERESE) F B/ Hin 2
& 14 F BR 1

Lake Formation XEREM VPC RILEFFE API B1{E. BRI LATE AWS [EiF, X Lake Formation
Amazon VPC imZhHIFTE T Lake Formation £ VPC w3,

A Lake Formation 23 7T VPC % 2

EALAE A Amazon VPC E£# A5, AWS Command Line Interface () & Lake Formation ARFG % 3L
VPC 5% 25AWS CLI, MEFHMER , 5208 (Amazon VPC FEREER) PHEINEIRS.

SR EREEN IAM BER 42
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FEA TR ZBEI Lake Formation B9 VPC %% :

* com.amazonaws.region.lakeformation

MREEIHSAFAE DNS |, RITLAFE A EETEER DNS B[ Lake Formation 124 API 553k |, 4

N lakeformation.us-east-1.amazonaws.com,

MFBFHMER , F26 (Amazon VPC ERAEERE) PrYEB I H i 7 ERT .

A Lake Formation 23 VPC iw B BUER

Lake Formation X VPC In BiBUR, WWHBERRE —EUERAEBNBER , B LUEREE VPC iF
b LUREImRLE AWS £ 88 v LA A i B R 1FE AWS AR TS

&0 LA i B BUR B i E 124l Lake Formation fZEUHY VPC %%, WBERERRETHEN :

- AHATEIERVERE.
« AEATEVENE,
- AHBATEENER.

WMEFMER , F2H Amazon VPC R ERERFAVEA VPC i &2 53 AR5 89 7 B

&5 : Lake Formation Ei4ERY VPC s BB

T % Lake Formation By VPC % 2R £ 6 7 55 F F Lake Formation FF Al REREE A E R, B0 LAfE
FILBUER |, #€ Amazon Redshift #EHFAHE A H Amazon EMR £ A Lake Formation 5 7]
REITERM,

{
"Statement": [
{
"Effect": "Allow",
"Action": "lakeformation:GetDataAccess",
"Resource": "*",
"Principal": "*"
}
]
}

% Lake Formation 237 VPC B 43
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® Note
MREEE T IRBMEAREZEBER |, AISERAFTEFIRBHERBXR,

MFHMES , 2B Amazon VPC XHFH TFIEEE :

o {+EER Amazon VPC ?
o B RHEiRE
o /A VPC #BBE

% Lake Formation 3 VPC Uit BhBUR 44
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AWS Lake Formation {2 &2

THHEBRES B =58 , WIRMEIZES step-by-step 157~ , RAMMAFER BEERH, HEEH.
H AR EE R AWS Lake Formation :

1. BEEERDHYHEEER : THNMAEREERY I FEHEBERES. EH. wmE. FENEEE
B, FHEEFNMREZIEERNR, SEERNRE—EHHN Amazon S3 ERRER K TBEF.
—3., REEMM A (ACID) XH-

e , EEELRE TR P LFBLake Formation AF9,
« & AWS CloudTrail 3R 3 & &4

FEREZBECH CloudTrail BEMABRRR , EXMBALHE—EERH,
» #& Lake Formation F#y JDBC R 31 & ##

FREP—{ETJFEH JDBC WERFHERILERH , fINEHBRIXERE , MAERKRIER,
2. REERY . THUNMAEAZEEEMNERY ERFIES , LERRENEEHERHNFE.
« f£ Lake Formation PR ERME B RFEFEANETFT

AR EBRETEWIE Lake Formation FEREFRKRBRER 2 E R TR IER (Apache
Iceberg. Apache Hudi # Linux Foundation Delta Lake E#l%& ) BIFF ™,

« £ Lake Formation 12 % 2! 7 BUiE 4 & B & BH

TR A{AIE A Lake Formation FVRBE RS , EEER PR ERNFE.
- ERERYIERFEIEHREE L

TRMAREERIBRTT , FERER Lake Formation FHER SR MIFERE , REERE
ERIINER.

3. HAEHR : THNM[ AWS tRF EREREFEIUES| (TBAC) Xl HAER K AEEXREN
ENRMFTA AWS IRF,

« £ Lake Formation ZE I FEIZHIF E & E R HERH

EAHEBRRED BT HOMIEER Lake Formation £ #hiE AWS tRE £ HEX,
« {8 Lake Formation ¥Rz EUZ & B & $H

EAYHEBRED , B T7THRUOME AWS tRF BB 2@ & , £/ Lake Formation BHRIRER R ith 3
BERE AWS Organizations,

45
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FE

« # AWS CloudTrail 2RJRE 3 & ¥

+ 1¢ Lake Formation F#) JDBC R 7 & ¥Hif

* 1£ Lake Formation F R ERKER KRB FBRIXNFA

A Lake Formation B E FEUZFIEEE R4

- FAERIERFIIEHRELERH

£/ Lake Formation EBAFIEFINEEEREAERH

 f5H Lake Formation ¥g#H1FEIZE 3 F &R

£ AWS CloudTrail 3Rz & R4

R ERED 5| ERTHRIE Lake Formation £ & L EFHREEIME , LA AWS CloudTrail R L
FEAIBHE —EE R,

BUERHNESHRS R

1. # Amazon Simple Storage Service (Amazon S3) BBEFEMAE R,

& F Lake Formation 8] , LE A E R B &MERAFH Amazon S3 L&,
By ERELES Data Catalog FHY R E R X,

FRAEERENL TERE, TIERBURERNRFEHEIER,

X E Lake Formation 559 , A AFFHfth A B Data Catalog MERAFHER,
#XE Amazon Athena REFHRE A Amazon S3 ERUANE L,

HRELEERFHREER | 5555 E Amazon Redshift Spectrum RZEHEE A Amazon S3 & #}H
HER,

S L R S

&

- BEYR

o SRIRHE

- SR BUERSMEAERAE

« SB 2 BB AWS CloudTrail BN AIFEZETEREAE
- B3 AERME Amazon S3 fFETEE

- SR 4 . 5Ef Amazon S3 B

#& AWS CloudTrail Z&RE 3 & ¥ 46
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- SB5: BFERMENT

« BR 6 : 1 Data Catalog 723 & ¥ E

- SR7 . BRFERTH

- SR8 FRAEEEIIERE

- SR BMITITIERE

- SR 10 HEERKRLERF SELECT

« SR 11 £8 EFERM Amazon Athena

BESHR
TRINHAHBREDARELERINAR,
BEHR
A BN
IAM BB & BE AWS ZEBER : AdmninistratorAcces
s . AILAEI IAM B Amazon S3 178
%O
ERHEES AIAFEER B &%, BUERE , UE# Lake
Formation AR FHMFERENERE. 1AM
ALK IAM BEEE  BRUAEEERM,
B9 AHERRETERNERE, EERMFR
HITEH,
THEREAR BEHTIERENE AMBERNAR, W
EHMER , E2E (ER) BXIHEREN
IAM A,
SRR
BtR <Al -

ERELETHR PHERKERE AWS Lake Formation,
« Tf# CloudTrail BE$M{LE,

BEHR a7
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« Athena EEER O MENAGBIKREITL Amazon S3 HEEITHE |, LUEEFER Athena ZBIERESRZE R,

RE&REE AWS Identity and Access Management (IAM), 0% IAM BWHBENR , F2EB IAM FHERE
Mo

SR BAERDEIERSE

LEREEREHERRNRNFFTE,

1. 7E https://console.aws.amazon.com/iam B IAM 2 &, U&E PEUNEEESFERAES S
A, BUYEEEEGFIENFERAER AdninistratorAccess AWS SEBRERNWFERES D
Ao

2. datalake_user A TIIRERILBA WFERE :

-« BXA AWS Management Console 17H,

- RERH , TEEEREBR

- B AmazonAthenaFullAccess AWS ZEBURK,

- BEETIRRBE, KBKR®HER DatalakeUserBasic,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess",
"glue:GetTable",

"glue:GetTables",
"glue:SearchTables",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetPartitions",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLFTags",
"lakeformation:GetLFTag",
"lakeformation:SearchTablesByLFTags",
"lakeformation:SearchDatabasesByLFTags"

1,

"Resource": "*"

}

SR BUENOTEERE 48
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]

FHER 2 : HEEEEL AWS CloudTrail BRI HEZEITEREAR®

1. BTIHABRBFEZEAR® LakeFormationWorkflowRole, BUREE FEE AWS CloudTrail
BT, SBERm& A DatalakeGetCloudTrail,

ZEEV LakeFormationWorkflowRole At , B2 (EH ) B T/EREN IAM A6,

/A Important
# <your-s3-cloudtrail -bucket> BifX % CloudTrail EX# Amazon S3 L&

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": ["arn:aws:s3:::<your-s3-cloudtrail-bucket>/*"]
}
]
}

2. BAB=ABRXREEIAE,

$E 3 BERMEN Amazon S3 #1ZErEE

BIUEEAERAIRMNEMN Amazon S3 EERTE,

BARK Amazon S3 £32 A& , #8itA https://console.aws.amazon.com/s3/ : //ZZ EHEEZEERN
{2/ Ehttps : //www.healthnet.com/healthnet.com/healthnet.com/healthnet.com/healthnet.com/
healthnet.com/healthnet.com/healthnet.com/com ; Amazon S3 £#&#5&

2. REBRVMERE K ARBERBLUEIEZS NWREEFEIFE<yourName>-datalake-
cloudtrail , HH <yourName> RIEME — BB EBBMBEK, B0 : jdoe-datalake-
cloudtrail,

-

HER 2 : i$TEE AWS CloudTrail BEFFMFFAIHMEETHERESE 49
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WMFRI Amazon S3 EFATREAVFFMRE , F2RELREFIE.

LB 4 : 5 Amazon S3 K&
#% Amazon S3 R FEMAE RN BRME,

1. BERX Lake Formation & , #it A https://console.aws.amazon.com/lakeformation/o LAE$}H
EEEEDZ A,

2. EEEERNFIMAEEMT , BEERBNLE,
. EBEGREMMUE , RRBEE,
4. BEBERIEINREFE<yourName>-datalake-cloudtrailBrE8 | 2 FEMMN IAM A6
AWSServiceRoleForLakeFormationDataAccess , RZRIREFEFMLE.

MEFMUENGEMEENR , 528 % Amazon S3 U EFIEEERIERDH,

SEES5 h%ﬁﬂLL &

FRLATERNE L BEEMUERT , TRBEVEORNVENER B RENRIENE, BL4H
HEMMEFTRTIERREN IAM A6, THERESSESAERHEA Wi,

1. EEEERPNFAT , BREEMUE
2. BEERT  RARERTFHUHRARPETELERE !

a. ¥ IAMERAENAR | ##2 LakeFormationWorkflowRole,
b. $HEREEME , BIEBENFE<yourName>-datalake-cloudtrailBreg,
3. B Grant (&BF)
MEERMLEFTEEMES , 28 Underlying data access controls
B 6 : 7£ Data Catalog R E T E X E
Lake Formation Data Catalog FH P #EERREFHREEREH,

1. EEBEERTHEHBEET  BEERE,
2. BEEBVERE 6 ARARETEREFHEAT , W ASBE lakeformation_cloudtrail,
3. BHMARMNARBEZEL K AREBEEVERE,

$EB 4 : 53 Amazon S3 BE 50


https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-bucket.html
https://console.aws.amazon.com/lakeformation/

AWS Lake Formation HEABEE
SBT BT ENHT

BB F 1 Data Catalog PEV FREERRNTT. ARIEREKETAR
LakeFormationWorkflowRole , A EMELHFAIZTAE,

1. £ Lake Formation X ANEEERPNERBET , BEEERE,

2. #EiFlakeformation_cloudtrail ERE K REBRXBETHNXNEFED  BEFITEETHR
Fo

3. ERTEHRFAUHELRSD , BT TIEE .
a. EXHET, #H¥IAMEAENAE , #IF LakeFormationWorkflowRole,
b. % LF-ERIFEKERT , BEECHENNERRZER,
c. HRERE,6 FEXEERlakeformation_cloudtrail &R ECHE,
d. EEBEFAT , ENELERR. BRMNERE  LEENEBRER,

4. #E Grant (&F).

WZEHE F Lake Formation FF AT EFMAEA |

TR S FHEBEILIT/ERE

A TEE CloudTrail B35, THH&E®, 7£ Data Catalog PEVEEMNER R , RMEEREHAWS
GluelCz@miEX., . BRGMHNTEREEARN IERE. Lake Formation WEEBIREL T LLREFo

3
¢

& B Lake Formation ¥ A,

THEREGELEY. REBEXANBRFMG , LRZERNALKEENEENER. ETURIREH -
B8 £ EZH Lake Formation BB I THERE,

1. 7 Lake Formation AN EBERY , BEHENMTHEERE , AR BZECHER.

2. EEAEEREENEBREET , &#E AWS CloudTrail,

3. HEEARIRT , iEIE CloudTrail RIRM B B #.

4. EEABET K EETISEH

BEERE lakeformation_cloudtrail
BREREREALE s3://<yourName> -datalake-
cloudtrail

BWT BT ERFT 51
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5. SHHENER  REBFHNT,

6. HEAZBREAT , EETHSH :

THERERR
IAM A&
ERRFH

Parquet

lakeformationcloudtrailtest
LakeFormationWorkflowRole

cloudtrailtest

(® Note
BERDPE

7. EEEY A ARFHIELEWETERBSRIEL,

® Tip

BRBWEITIERAR?

User: arn:aws:iam::<account-

id>:user/<datalake_administrator_user> is not authorized to

perform: iam:PassRole on resource:arn:aws:iam::<account-id>:role/

LakeFormationWorkflowRole. ..
E2UMt  BRELRS

ABRH AWS IR,

SO MITITERRE

ERERHEERSERAENARBERPHN <account-id> B

HREIEE TEREZrun-on-demand , B L& %A FERE TERE

- FHFEEBEEEL , EHRI/ERRE lakeformationcloudtrailtest , REEEEThRER L | i

B,

ETEREBHTER SN E LXBTRERPRESEE, BEERENEEREA,

MEEEH RUNNING AR, EA , A COMPLETED,

HER 9 HITITHERE

52
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ETHERETHRE

- Data Catalog B ## P E EI R,
« J2H9 CloudTrail HFEASHEEBIERHH,

MRTERERY , BT TIEE
a. EBEWMIERE , AREDFEDIERL , BEEREEL.

TEREESE AWS GlueE#ZE A F R
b. WREEIMIERE , AREE History (BFi28k) 2.
c. ERLRHT , ENSENHT , ARBERAHTFHFHEA.

d. EBRE (HTHE) B ERABNEIERCRES , WREES o REMVETBE AL
emER,

SR 10 . EERKRLRT SELECT
&2 E R T Data Catalog ERHRH) SELECT ¥ , BRS80S e EHERRIEHNENR,

® Note

TERESEBRAMEYERRNSELECTRFAR THTRERRNERE, HRERNEE
ST TERE , BLASELECTH RTEHR 2 AT,

1. £ Lake Formation AN EEBEKPNERB&HT , BEERE,

2. #iElakeformation_cloudtrail&ERE K REBERBETHXNEFES | BEFITEETHNER
Fo

3. ERTFEMFTHHBALIAT , BT TIESE

a. EEX®T, $#HHIAMEAENAE  EIZ datalake_user,
b. #LF EBREHERT , BEEZERNBEHER.

c. ¥RERE, FEEEHlakeformation_cloudtrail EEE,
d. $HERRK , BE cloudtrailtest-cloudtrail,

e. EERXRVNERMRTT , BEFEER,

SR 10: EERRERF SELECT 53
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4. #E Grant (&F).

T—ESBELLER D& 21T,
S 11 . £ EHERHE Amazon Athena
{5/ Amazon Athena TR AEHEREHH CloudTrail &l

1. BARK Athena E# & |, #1tA https://console.aws.amazon.com/athena/ : //datalake_user,
2. WMBENE, FHEEZEAPIUEERE Athena EFRIERR.

3. SHHERKIE , ##EF AwsDataCatalog.

4. ¥} Database (ERE) , #iA lakeformation_cloudtrail,

ERRBEFEA,

5. HEERR SHOBMIRE (AKFEHD 3 E2 ) Ecloudtrailtest-cloudtrail |, BEFEER
® , REBBEHT,
ERSEYTLRET 10 FIHNER,

MRz HIRER Athena , LA ELTE Athena TIEAFERTE Amazon S3 U E |, UUFEEEHE
R, datalake_user X BEXEMWFT , FEEFEUEREIEZEMN Amazon S3 RFETE.

(® Note
BELCTRHABRE , FRERFINEMEFF IR TR PV ERE.

& Lake Formation F#Y JDBC RiFE#E 37 & B

AHBREE5| ELRTRIE AWS Lake Formation 12 E L #ITHWSEE | LUE A Lake Formation 7%
JDBC RN MEB ALK E—EERH,

FE

- BESR

- JDBC HEBRELRGL

- SR BUERSHEERE

- SR 2. E PEIELR AWS Glue

SER 11 . A EE R Amazon Athena 54
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« SB 3. AERHEN Amazon S3 fF#EETEE

- SB 4. 5 Amazon S3 B

- SB5: BFERNENT

« B8 6 : 1£ Data Catalog FE I &I E

- SR7 . BRFERTH

- SR8 FREBEIIERE

- SR BMITTIERE

- FBR10: EERKRLERF SELECT

« SR 11 £8 EFERM Amazon Athena

« B 12 : £/ Amazon Redshift Spectrum Z &R P E R

« %% 13 : £/ Amazon Redshift Spectrum 1 F =& $8 Lake Formation £ 1]

BEREHER

T&5|H It AWS Lake Formation JDBC #Z2RBREPFEANAE,

y=:h=:)

IAM EIEE

ERNEERS

ER D

THEREAS

DU

A[E 37 AWS Identity and Access Managemen

t (IAM) &M A BLLK% Amazon Simple

Storage Service (Amazon S3) EFiTEH A
- B8 AdministratorAccess AWS ¥

EBR,

A LA77E Data Catalog, B ERE , ARk #
Lake Formation F Al R FHMEREWFEHA
E, IAMFAI2RN IAM EEBE  BRUEEE
#HH.

IHERRSTERMNERE, EERNITER
B R SAFF .

ERYITITHEREME IAM BERN A6,

MFETERBBREN TR EFR , 5B 6 JDBC HERE SR ER M

BEHR
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JDBC HEZBREE TR RAF

B AWS Lake Formation JDBC #EZREZH , FREEECH T T HEE :

« 52FR Lake Formation AF9 REER.
- RELEFANHZREN JDBC AIEREREHE.

- W JDBC EHAWS GlueE#RFTEMNER. LLERBSNHISEREREN URL, BAR
F, URMRERFZMERE Amazon Virtual Private Cloud (Amazon VPC) M , RIBEEINW
VPC 4 EHEEA, MEFMET , 5520 (AWS Glue B ABIEE) FHEAWS GlueEXE
P ERER.

A EREBEIEHE AWS Identity and Access Management (IAM), 215 IAM BWHHBEER |
IAM fEF & 1M

3
¢
8

EERMBMER |, 5488 the section called “FS B 1 : B ERDFEIERE"
TB1 . BUEROWEIERE

FEWS B | EBEEIT AWS Identity and Access Management (IAM) A #& | U BERHFTENE
¥l #7E AWS Lake Formationo

IEREEREHERMNRNTIE.

1. 7E https://console.aws.amazon.com/iam FAR IAM £ &, UEE BN EEEFAEG S E
A, BYEEEEFHIENFEHER AdninistratorAccess AWS SEBERNWFERES D E
Ao

2. datalake_user EEATHRERIBA NEHRE :

-« BXA AWS Management Console FH,

- REER , FTEEEREE

- JE# AmazonAthenaFullAccess AWS ZEHR,

- EETIHRBRBER. BBEWHEH DatalakeUserBasic,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

TORIRE 56
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"Action": [
"lakeformation:GetDataAccess",
"glue:GetTable",

"glue:GetTables",

"glue:SearchTables",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetPartitions",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLFTags",
"lakeformation:GetLFTag",
"lakeformation:SearchTablesByLFTags",
"lakeformation:SearchDatabasesByLFTags"

1,

"Resource": "*"

FER 2 £ FEIEL AWS Glue

® Note
MREEHE JDBC BERKRHWAWS GlueiE sz , FFEEBILIS R,

AWS Lake Formation &8 AWS GlueiE#3ZH JDBC ERIRIR, ELEZ Data Catalog 1 , EFa
SEBEZERREMENFTEEN. BLUER AWS GlueE A B I ELR,

BIER

1. 7E AWS GlueBgRX E# &https://console.aws.amazon.com/glue/ , SWLAIERE DBV N EEEMFEH
EEPEANEIEEEBFIENFERE.

HEEEEHKSF , 1 Data catalog ( Data Catalog ) TiZ3#E Connections ((E#8).

EEEREE L BIEEER,

EREERRFEERL | B2 JDBC AERER, RBBET -5,
BETERBEYRFER,

o M w0

MFBBRIMERNER , F2B CAWS Glue AEAEIER) FHI AWS Glue JDBC E#RE M.

S 2 £ REIMEL AWS Glue 57
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$E 3 BERMEI Amazon S3 F#1FErE

P BH | BRI Amazon Simple Storage Service (Amazon S3) EEFTE | R EITESRA
ERHNRME,

1.

£ https://console.aws.amazon.com/s3/ : // B Amazon S3 £ #&& , WRE AEVHNEES
FERESIBRAEVEEEEFIENFERE.

BEBRUMEIR  ARBABREBELUEIRA WRETFITRB<yourName>-datalake-
tutorial , HH <yourName> RENE —EHHEBMBEK, Fl0 : jdoe-datalake-
tutorial,

WMFFRI Amazon S3 EFATRERVRFMERRE , 552 B8 (Amazon Simple Storage Service &£/ &5
) PHIA{AIE Y S3 RIFETE 2,

SR 4 : 5 Amazon S3 K&

FEW S EBS | &4 Amazon Simple Storage Service (Amazon S3) R M AL MBI E,

1.

BARK Lake Formation 124 , #81t B https://console.aws.amazon.com/lakeformation/, A& ¥}
EEEFTEA,

HEEERNEET  ERERHMLE,
EEFEMME L RARRERE,

BER LRI E N NfEE<yourName>-datalake-tutorial Bri8 | #EZFER IAM A6
AWSServiceRoleForLakeFormationDataAccess , AREBEFMAIE.,

MEFMENGEMEENR |, 5528 /% Amazon S3 VBB E B ERDH,

SBRE5: RTERMMUER

FTRMNEEERANELEEERMENT , THEVERARNENER BEHERNRIERE, BHNE
BERVERTRTIEREN IAM AG | TERETEEAEREEE i,

1.
2

£ Lake Formation X AMEBB KPR T , BEERMMVE,
BEET  RBEEFHUHEAIRSG | BT THEE

a. ¥ IAMEAENMAR | 122 LakeFormationWorkflowRole,
b. $¥RBEEMNE , BELMNFEF<yourName>-datalake-tutorial 788,

S8 3. AERGHE Amazon S3 fE1FETEE 58
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3. #IE Grant (&F).

MEERMLBEFTRNFMES , 5528 Underlying data access control,

5B 6 : 7£ Data Catalog RE I EXE

Lake Formation Data Catalog FIFEERREEREEREH,

1. 7£ Lake Formation FIEANEBEERFNERB&KT |, BIEERE,
2. BEBVERE 6 ARETEPREFMEAT  WALHE lakeformation_tutorial,
3. BHMARMNARBEZER K AREEFEENERE,

SB 7 BFERFT

B VAR T Data Catalog PEV FREERKRNFTT. AERIERECARAE ¥
{TLakeFormationWorkflowRole , S B ELHF IR T AR,

1. 7 Lake Formation X AMNEBEERPNFFAIT , BEERHFTA,
2. BERT , ARERTERFTIHFELRF , BT FHEME
a. EEXHET, $#HIAMFEAENAE , B LakeFormationWorkflowRole,
b. % LFEBREHERT , BEEFELSERBHER,
c. SHERE, BEELXEMWERE lakeformation_tutorial,
d. EEBEFAT , ENEVERR. BRMNERE  LEENEFRER,
3. #IE Grant (&BF).

WER T Lake Formation FF AV EFHHIE A , 5828 Lake Formation 5F AJ 81 E
SRS FRERRILIERE

AWS Lake Formation THEREEEAEAWS GluefEi., ICREXMBFEEF , LUIRERE RIS EFHE
EENER, B UBRBET —EFELEEN Lake Formation EEEE I TEHTE.

1. 1E Lake Formation X ANEEEBIKF | BEER K ARRBECFERHER,
2. EFEFREEEEMEREIT  REERERRE,

4% 6 : £ Data Catalog P&k E 59
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3.

EEARRT , SHEEREEE | BELSREINELR. datalake-tutorial , RAEBWER
RRREBHEANER

HRRRERRE  MAERTHERERNEKRE , 18XA <database>/<schema>/<table>,
B LLAED (%) EAFETBRAEBERARER KX, HRXELFBELANERE  BFRA
<database>/<schema>1% , LATF& <database> A <schema> B FFEERIK, Oracle

EREM MySQL X EREAHNEEHEIR , MR8 A <database>/%. ¥ Oracle Et
EE , <database> RRKEHBIFF (SID).

fBlgn |, R Oracle EREEER orclifBHE SID , FBHWA orcl/s LAF4E JDCB EEFIEENE
BENERNFIEER R,

/A Important
WMV EED KPR,

HKEABRT  BETISH

BEERE lakeformation_tutorial

BRREEALE s3://<yourName> -datalake-
tutorial

BRI ( i#$Z Parquet = CSV)

SHHEAER | ZEEFEANT.
EEARERT , BEETIIZH

THREER lakeformationjdbctest
IAM At LakeFormationWorkflowRole
BERRTH jdbctest

(® Note

VERNE,

SR8 FAEREY THERE 60



AWS Lake Formation HBEABER

8. EEERY A ARFHIRLEWMETERBESRHIEL,

® Tip
BREWEITHERAR ?
User: arn:aws:iam::<account-
id>:user/<datalake_administrator_user> is not authorized to
perform: iam:PassRole on resource:arn:aws:iam::<account-id>:role/
LakeFormationWorkflowRole. ..

ARl , FRELRECHKERNERESERENABRBEPH <account-id> B
ABRH AWS IR,

FB I HITIERE

HREIEE TERERrun-on-demand , Rt B4 BT H A FEAE TE7HRTE AWS Lake Formation,

1. 1E Lake Formation ZZAMEBEE L , ERIT#RIE lakeformationjdbctest,
2. BEESME, RBBERRK.
3. BIREMTH , FELRHITRERTREEEE. BREZZENBERMA,

MREEEH# RUNNING %/ Discovering, EA , B% COMPLETED,
B ITERETRE :

- Data Catalog BRI P HEER XK,
- BHNERSHIEIERSEP,

MRITERBELEN , BT THEE
a. EWIERE. BESE K ARBEBHEER.

TERTEEE AWS GlueE#E & FBR.
b. BEWMI/ERE 6 ARBERILIHEESIER,
c. ENREWHIT , ARBERAHITHMER.

d. HEBE (FTHE) BEPERXRNEEIRRER  RAEREHERAS . KMNHHEA
femEea,
WO B LIPRE o1
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HER 10 : EERKR LR T SELECT

BT 1 Data Catalog E#IFRH SELECT §F 71 , AWS Lake Formation ER 2 #TEI T sEEHE
RREOMNER,

@ Note

TERESEBRAMEYERRNSELECTRFAR THITRERKRNERE, HRERNEE
ST TERE , BLASELECTH BT ER 2 AT,

1. £ Lake Formation X ANEBEBEKPWNETFAIT |, BEFEERHETF,
2. EERT , ARERTFERFUHFELSRS , 117 FHEE -

a. HEERT, & IAMERENAER | &#2F datalake_user,
b. FELFEEIEHKERT , BEELERNBEHER,
c. stHERE | EE lakeformation_tutorial,

BERKRBENGEA,
d. HRERSK K FREMRFPEE-FZEEREK
e. EERRVNERFEFAT , BFEER,
3. EE Grant (iR F).

T—ELTBRESLLER DA B 2817,
SER 11 . £ EHERHE Amazon Athena

£/ Amazon Athena I AEEHERAFHER,

1. 1£ https : //https://console.aws.amazon.com/athena/ BIRX Athena 32 & |, I LLE R 2 47 6 55
# 549 % Adatalake_user,

2. WBALXLE , FEEFRKBERUEER T Athena EERERR.

3. #HERNRF , i#ZFE AwsDataCatalog,

4. &% Database (E#E) , WA lakeformation_tutorial,

BERRBEHNEIEA

SR 10: EERRERF SELECT 62
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5. HEEG—EERRZNREDERT , BEREERNE,

EHGHTIEETR 10 FINEFR,

S B 12 : £ Amazon Redshift Spectrum Z & £ 8y & #

& B LAERE Amazon Redshift Spectrum 2R &7 E A Amazon Simple Storage Service (Amazon S3) &
FUHMER, B% , B3I ARAE Amazon Redshift 5 M & Amazon S3 EXH AWS Identity and
Access Management (IAM) A, A% , KEEEH ERKNSelectFFIRTFRHAG, RE , BT
£ A& A Amazon Redshift EF#IfRERMNFT . &% , I Amazon Redshift E I FHITEH,

BUERBSSBUEE  YAERS S IEHRE.

WMEE Amazon Redshift Spectrum BYFFHIE N , 526 _(Amazon Redshift EXERZEASER) T8
{# F Amazon Redshift Spectrum &/ E8E ¥l o

SR E# 1T Amazon Redshift & RYEFA]

1. HI{E https://console.aws.amazon.com/iam/ BB IAM £ &, UEE hEUNEEEF
AESHEBEAEBIEFEEFRENERAE (FHESM Adninistrator) , AEH
AdministratorAccess AWS SEBERNERE T2 E A,

2. EBEERT , BEBK.

WMRIERBE —IXZEEZ Policies (BUR) , 2 HR Welcome to Managed Policies (B A S EH
%K) HMH,. 1#Z Get Started (BIAFER).

3. BEERIEX.
4. FHEHE JSON £,
5. BE LR3I JSON BRI 4.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess",
"glue:GetTable",
"glue:GetTables",
"glue:SearchTables",

$E% 12 : f#£ A Amazon Redshift Spectrum Z & £8P Y& % 63
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"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetPartitions",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLFTags",
"lakeformation:GetLFTag",
"lakeformation:SearchTablesByLFTags",
"lakeformation:SearchDatabasesByLFTags"

]I

"Resource": "*"

}

6. STHEF , B Review (B SIEREE, BERBREEX SEMEAEEE

7. ERBEBXE@L, iﬁﬁ‘)U’.&FJ?EALRedshlftLakeFormatlonPollcyE&%E’\J%ﬁo LN
Description (F280) (). BEBZE Summary (BE) REFLNWBERFIR T, REREE
Create policy (B3 BR) RBEFEMN I,

8. T IAM EEAMNEBEEKD | ZF Roles (Af) , REIEIE Create role (B AR),

9. ¥ Select trusted entity (REEENER) B , 1BIE AWS service (AWS BRH).

10. &2 Amazon Redshift RIS BF LA E,

11. BIERKEH Redshift Customizable (Redshift ] BET) EARM, ARBET—F : FF 7,

12. BSBEEIMNIFTHE RedshiftLakeFormationPolicy , REBEEE T HE R BE NI
F o

13. BEET % &,

14. BET -5 : @&,

15. £ Role name (B & &) # , B A& RedshiftLakeFormationRole,
16. (EHA) 7£ Role description (B &RE) F , MAFHABSHRA,

17. BEAE , AREIE Create role (BRI AE),

Q

& FE1E Lake Formation ERlEHRE#H 2 E R KW SelectFFr

1.  BAEX Lake Formation E£#4A , #8itA https://console.aws.amazon.com/lakeformation/, LAE KI5
EEEFTE A,

2. HEBBRNFAT , BEERSFT , AREERT.

3. FRHETIER

$E% 12 : f#£ A Amazon Redshift Spectrum Z & £8P Y& % 64
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. Y IAM EAENAE  BIBLEVHN IAM A RedshiftLakeFormationRole, E&H#IT
Amazon Redshift EfREREF , HEFEALL IAM AR KEEERNEFT.

« §t¥f Database (B &) , WA lakeformation_tutorial,

REBEGEA
- BEERRY , EEEEHANERRFEPVERK,
- BEEINERRA,
4. & Grant (&BF).

X E Amazon Redshift Spectrum Y TEH

1. 7£ BARX Amazon Redshift 32 & https://console.aws.amazon.com/redshift, AMERH &5 &
AAdministrator.

BIEBURE,

FEEVEBEHEML , redshift-lakeformation-demoB# EEAIF@A .
SHETET R A | EE dc2.large,

ETHE K AREERNEHEET K BARESIELSH .

o &~ 0D

- EEEFAEERRW . awsuser
- BEEEMFRAERE : (Choose a password)

6. EFBEENT , HATHAN IAM A€ | i#IE RedshiftLakeFormationRole, EZIiZ#Z Add IAM
role (#7118 IAM A ),

7. MRIBNLAERERTERE 5439 TEMEREE  FHEAMBEESHAEAAREER, RRENE
HERERY B , AR AN EREERERS,

8. BREEIUERR.

EEREEEA,
9. FIREMREENTH, EHEEENEEET.
10. BTFERSMHBEMITEHNGT T, BEERM , FTR TITER,
a. 1f https://console.aws.amazon.com/iam/ : // BERX IAM £# & , ¥ EAAdministratorfEAH
0B A,
b. EEEERTP K BECEAE A ARKBTIZEHREREMEAE datalake_user,

$E% 12 : f#£ A Amazon Redshift Spectrum Z & £8P Y& % 65
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11.
12.

13.

14.

15.

* AmazonRedshiftQueryEditor
* AmazonRedshiftReadOnlyAccess
& Amazon Redshift £1#24& , WAFERE B9 E#H = Adatalake_user,

EEREBEIESG | #ZF EDITOR BIRUBREHRERLERERZE., REREREEHR
ESEEAH , B EEELE redshift-1lakeformation-demo , AWM AE R ERZE dev,
FREAR awsusex IR E LW FHE, #EIE Connect to database (EREERE),

® Note

MRREBEREWAERSE  ACEEARERTENS —EERE  FREFSEERIURF
BUEREEREHFEL .

EHEH 1 XFHRP , WAL IT IR , # Lake Formation
lakeformation_tutorial FHIERIEME E Amazon Redshift FEBIHIAZH
redshift_jdbc :

/A Important

# <account-id> MR ABE XK AWS BR5E , W& <region> IR AERH AWS [E1F
B (M us-east-1),

create external schema if not exists redshift_jdbc from DATA CATALOG
database 'lakeformation_tutorial' iam_role 'arn:aws:iam::<account-id>:role/
RedshiftLakeFormationRole' region '<region>';

EFERNAEERARTIWEERIREED | iZE redshift_jdbe,

RIGFEGEA . EHRESRIAGEREES Lake Formation EXREHFT TR BRI,
HERRBBENREDERT , BEREER,

Amazon Redshift 2B 8] 10 %,

ERET U H ERE TN AR RNER WA TE,

$E% 12 : f#£ A Amazon Redshift Spectrum Z & £8P Y& % 66
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$ B 13 : £ Amazon Redshift Spectrum % F 58 Lake Formation 55 7]

Amazon Redshift X EFEREHREN SQL AR IR F BB E R EMER KD Lake Formation FF 1,
BLEFRARXNELUNIEER Amazon Redshift RAR, MEFMER , F2H (Amazon Redshift &
EEFE A B3EF) H M GRANT Ml REVOKE,

£ Lake Formation F R ERA M ERIRFHEFENETH

AWS Lake Formation X EEERKER RIERN (OTFsHFEGEFA , 430 Apache Iceberg, Apache
Hudi # Linux Z# Delta Lake, TEARZKZERESF | 83§ 7 #1047 AWS Glue Data Catalog £ E3I
Iceberg, Hudi A Delta Lake ¥E symlink EF/FE &R AWS Glue, £/ Lake Formation 5% f&#f
Al LARfEA Amazon Athena B E R,

(® Note

AWS P BRBAXEBRMERZERREN. MEFMEN , F2REHEM AWS RS, 2%
BREEREFEH AWS Glue £357E Data Catalog F FE)ZE VI H N EREMER K,

AHBREDERERERN AWS CloudFormation EZA, FBALREEEITE , WFEENER,
£}

- BEHR

- ERIRME

- SR HELEHN BIR

« BB 2 R Iceberg BRI RMFFT]

- $B 3 BE Hudi BRIERMEFT

- $ER 4 . F%7E Delta Lake ERIFRHEFFT

- R 5 BB AWS BIR

BEHR

AHEREEAN IAM EEE, ERHEEENBESME, TRIIHAKZRREFHANER Lake
Formation B ZEERKRNAE,

$E% 13 : f#£ A Amazon Redshift Spectrum % F =i ##{#8 Lake Formation EF @] 67
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A BN
IAM BEE S AEY IAM FEREMA®LUK Amazon S3 f#1F

BrEERERE., BEfB AdministratorAcces
s AWS ZFEBX.,

BRNEES Al LAfZHY Data Catalog, B ERE , AR
Lake Formation A1 IR FHMERE WA
E, IAMFALR IAM EEE  (BRLUEEE

755 W 67 THERRUTERANERE. BERTERN
S
FeRIRAF

FIGAHBRECH , BLEHEE AWS 1RF AU ERERFAINERESSEAN . NFFEE
A, m2E EMAWS IRF M EVEAEEFIENERE,

RHBREBEREHTE IAM BEABEEK, 0FE IAM NHEBER , 228 AV FHEER,

BEERETH AWS BERT BETRAHERE

- BRHEHEEFERE
« Lake Formation &% E
« Amazon Athena 5|2 iR 3

BUERHEES

1. J«X"“IEEEFH HE 9 EAMR https://console.aws.amazon.com/lakeformation/ # Lake Formation
AR, CREXERY (HEFEEILH ) EHEIAKBERENER,

£ Lake Formation TR AN EEE RSP , RFIT , EEEEABNEE.

EMERNEEE THREEES,

ERERET  EEERNHEES £ IAMERENAET  BE IAMEEREFASE,

i#IZ Save ().

o & 0N

TORIRE 68
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1. BARK Lake Formation i #& , #8it A https://console.aws.amazon.com/lakeformation/, EEEHE

BAENERBEST , RERE, BUHAETHER .

- EHWERESR IAM FEUZH,

- EHMEREPHOHERREAR IAM FEUEH,
2. EBRFRARET , BESE 3 RIEABIRFRE.
3. I#E Save (&%)

#% Amazon Athena 5|ZHRESE 3 IR

1. BARX Athena £ & , #1tA https : //https://console.aws.amazon.com/athenalo
2. EWMIEEE 6 ARENMFTEIEEHE,

3. MEIBHEMNGR/NBRAL 3. NRTR  FREIFHE , BEFEAREMSIE , RREWE
3 Mo

4. ji®Z Save changes (fEZ2F),

T 1. MEBEEN ER
<857 BA a04a[fE A AWS CloudFormation 438 & AWS &R,
£ AWS CloudFormation g4 &R

1. LAEBRRI (#HSEEIE) EiFHhH IAM BEEE 55 & A AWS CloudFormation £ 4 | #8
#t A& https://console.aws.amazon.com/cloudformation : //www.healthnet.com,

BEREHE,

FEVHEBERHEET -5,

WAMERERE,

EIZE Next (F—%).

ETF—E9H , BET -5,

BRESRKER LWFMENR , AREIIKHES AWS CloudFormation FJEEE &L IAM ER.
24 Create (B1),

© N o g ~ w N

HBEIYRZSAUREEMS E.
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54

BiRERHEREEN THER

If-otf-datalake-123456789012 — I E XY Amazon S3 {#1ZETEE

(@ Note
Bf 0= Amazon S3 ffFRTEE B BAIIRS ID FERAEAIIRS ID,

If-otf-tutorial-123456789012 — Amazon S3 #FiTEE , ANREEHAE RN AWS Glue FHKETTE
Ificebergdb — AWS Glue Iceberg & ¥} E

Ifhudidb — AWS Glue Hudi E#E

Ifdeltadb — AWS Glue Delta &} E

native-iceberg-create — 7 Data Catalog FE1I Iceberg EflTk AWS Glue N
native-hudi-create — 7£ Data Catalog H %37 Hudi E&l& AWS Glue I

native-delta-create — AWS Glue job , AJ# Data Catalog F# . Delta &5k

LF-OTF-GlueServiceRole — & E5E4# AWS Glue LLE{TERH IAM &, HBEEEELERE ,
LAEEER B $%. Amazon S3 FEIFBEE R,

LF-OTF-RegisterRole — [@] Lake Formation &t Amazon S3 L EH IAM B, LtBEELF-
Data-Lake-Storage-PolicyBiEZEHE,

If-consumer-analystuser — £ f Athena &R IAM EHE
If-consumer-analystuser-credentials — 77 17E KYE #l7 HEM £ & 28 AWS Secrets Manager

HBEVTEKE  EEERHRSITERALLT THEENE :

AthenaQueryResultLocation — Athena Zi# HH#Y Amazon S3 V&
BusinessAnalystUserCredentials — & ¥} 47 B & F & 1) %15

A RHIVERTGE

1. BEFE Secrets Manager £ & LLiEE1f-consumer-analystuser-credentialsfB,
2. 1 Secret value (WZ1H) B E , i##F Retrieve secret value (FEERMZH).

3. B TEWBRIWEE.

SR REN IR 70
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HER 2 : 5XE lceberg BRI RMFFT

EAREP , B8 T HRIATE PR Iceberg ERTk AWS Glue Data Catalog, £ HEXEERETH
AWS Lake Formation , LAK £ Amazon Athena & & ¥,

#17 lceberg BRI X
FERFRP | BT Data Catalog I Iceberg X% E R T AWS Glue BIE#,
1. EXBEIRI (#FEiIE) BEiEAh , MERHEEEFERAES P RBAWS Glue £ 4 |, it

A https://console.aws.amazon.com/glue/ : /lwww.healthnet.com,
2. REASESKFERER.

3. #EHlnative-iceberg-create,

Create job info m

© Visual with a source and target O Visual with a blank canvas O spark script editor
Start with a source, ApplyMapping transform, Author using an interactive visual interface. Write or upload your own Spark code.
and target.
O Python Shell script editor O Jupyter Notebook O Ray script editor @
Write or upload your own Python shell script. Write your own code in a Jupyter Notebook for Write your own code to run on Ray.
interactive development.

Source Target
Amazon S3 v Amazon S3
JSON, CSV, or Parquet files stored in S3. S3 bucket by specifying a bucket path as the data target.
Your jobs (24) info ‘ C ‘ Actions a ‘ ‘ Run job ‘
Edit job l
Q, Find jobs ’ . )
Clone job
=2 Job name v Type Last modified Y Schedule job v
. Delete job(s)
O native-delta-create Glue ETL 2/24/2023,9:22:31 AM
Reset job bookmark
native-iceberg-create Glue ETL 2/24/2023,9:22:31 AM 30
O native-hudi-create Glue ETL 2/24/2023, 9:22:30 AM 3.0

4. HEBFET , BRREREER.

5. EEBFHMEAT K EREERBY , X1EFEH AWS Glue Data Catalog 4 Hive F#EFHK
[E , L B ERRPEERZEN S AWS Glue Data Catalog, EEE AWS Glue Data
Catalog A+ FrA Data Catalog RV #EFHHI[E , A Lake Formation 5] , LAEZE
BERZBH%ER.
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6. igj% Save (ﬁﬁ)o
7. EE#T. BUNEEEBITRBETHENME,

WMEE AWS Glue EHVFMAEN , 528 ( AWS Glue HEAERERE) PHIE AWS CGlue T2 &
L ERES.

WEKEHELficebergdb BEREHRRIE A producth Iceberg ERIEK., £ Lake Formation &
EAETREERERRK.

[ Lake Formation SEfi & KM E

#E | # Amazon S3 BREMAERANLE.

1. UERHEEEMAE S D BEMIRA hitps://console.aws.amazon.com/lakeformation/ : // #) Lake
Formation 12 &,

2. EEEERNEMAMERT , BREERMUE.

3. HEXEAMNALA , BEFMUE.

4, HEFMUEBEEL, BATIAS

« Amazon S3 & — iRIBBIEIWRE 1f-otf-datalake-123456789012, ¥ —F Amazon
S3IBNEZWEASTH (>) LEEZEs3/buckets/1f-otf-datalake-123456789012/
transactionaldata/native-icebergfii&.,

- IAM & — #$E LF-0TF-RegisterRoletEA IAM B,
- EEFMLE,

SER 2 RE lceberg BRI RMEFFT 72
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Register location

Amazon S3 location
Register an Amazon S3 path as the storage location for your data lake.

Amazon S3 path
Choose an Amazon S3 path for your data lake.

s3://|f-otf-datalake- /transactionaldata/native-iceberg Browse

Review location permissions - strongly recommended
Registering the selected location may result in your users gaining access to data already at that location. Before registering a location, we
recommend that you review existing location permissions on resources in that location.

Review location permissions

IAM role

To add or update data, Lake Formation needs read/write access to the chosen Amazon S3 path. Choose a role that you know has permission
to do this, or choose the AWSServiceRoleForLakeFormationDataAccess service-linked role. When you register the first Amazon S3 path,
the service-linked role and a new inline policy are created on your behalf. Lake Formation adds the first path to the inline policy and
attaches it to the service-linked role. When you register subsequent paths, Lake Formation adds the path to the existing policy.

LF-OTF-GlueServiceRole v

Enable Catalog Federation

Lake Formation will only assume a role to access a registered location when accessing a table under a federated database

Cancel Register location

FEG Lake Formation FEMERHu B FMEEF , F2H #& Amazon S3 L EFEE LM ER
o

£ Iceberg ERlFk L& F Lake Formation FF ]

USRS BASKERRTIRTEEDTEAERE

1. BEERHFTT , BERT.

2. ERFERFIEEL , BEIAMERAENAR,

3. 1f-consumer-analystuser & FH X FEHIRIE,

$ER 2 5RE Iceberg ERIERMFF T 73
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Principals

© 1AM users and roles
Users or roles from this AWS
account.

IAM users and roles
Add one or more IAM users or roles.

[f-consumer-analystuser X
User

SAML users and groups
SAML users and group or
QuickSight ARNs.

External accounts

AWS account, AWS organization
or IAM principal outside of this
account

4. EEERERBHER.
5 &#HERE, #EF 1ficebergdb,
6. &H¥IEREK , B product,

SER 2 RTE lceberg BRI XM T
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LF-Tags or catalog resources

Resources matched by LF-Tags (recommended)
Manage permissions indirectly for resources or data
matched by a specific set of LF-Tags.

© Named data catalog resources
Manager permissions for specific databases or tables, in
addition to fine-grained data access.

Databases
Select one or more databases.

Load more

v
lficebergdb X
Tables - optional
Select one or more tables.
v
product X
Data filters - optional
Select one or more data filters.
v

Manage data filters [

Create new

7. ETR, ZALEEEMAIRER TFTERBEEFE,
a. HEERRFAT , EFEE.
b. EEHFITT , BEENEETER , EETSERHE.
c. 1## product_name, pricefl category#.
d. B Grant (&F).
SER 2 RTE lceberg BRI XM T 75
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Table permissions

Table permissions
Choose specific access permissions to grant.

Select Insert Delete Super

This permission is the union of all the individual permissions to
the left, and supersedes them.

Describe Alter Drop

Grantable permissions
Choose the permission that may be granted to others.

Select Insert Delete Super
. This permission allows the principal to grant any of the
Describe Alter Drop permissions to the left, and supersedes those grantable
permissions.
Data permissions
All data access © Column-based access
Grant access to all data without any restrictions. Grant data access to specific columns only.

Choose permission filter
Choose whether to include or exclude columns.

© Include columns
Grant permissions to access specific columns.

Exclude columns
Grant permissions to access all but specific columns.

Select columns

product_name X price X category X
string bigint string

£/ Athena &£ Iceberg BRI &

WREERTLAFRBREREER Athena B Iceberg BRI R, MRBIEE —IRTE Athena HPHTEM |
AFEEREEARRNE, UEHFHEN , F2REEEHERVE,

1. UERHNEESERAES B , WHEA LB AWS CloudFormation B 52 TR IS 1T -
consumer-analystuser , AEBERE (#MSFEEIE ) EBEHFN 5B A,

SER 2 RTE lceberg BRI XM T 76
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2. BI{E https://console.aws.amazon.com/athena/ BARX Athena £ &,
3. EERTE , ARENEE,

4. HEEARLRWULELRT  WASRE AWS CloudFormation 8 F 2 I M REFEFEER, BR
AthenaQueryResultLocation(s3 : //If-otf-tutorial-123456789012/athena-results/) HI1E , A%
BERT.

5. T THEHRFEEERIE Iceberg ERIERBH 10 E508%

select * from 1lficebergdb.product limit 10;

MFEER Athena B Iceberg BERIRNFMET , F2E (Amazon Athena £ EER) FHE
& lceberg BRI &K,

58 3 BE Hudi @R R

EAREF |, BT HBINAE PRI Hudi EREX AWS Glue Data Catalog, £ AREREERIFF A AWS
Lake Formation , A X% H Amazon Athena EHE %},

B3 Hudi BRIR
TS RP | Ei§#1TE Data Catalog P& Hudi X H E R &K AWS Glue BEHK,

1. EXERI (HESEEE) EiE , BEAAWS GluefI https://console.aws.amazon.com/
glue/ : /lwww./www. https : //www.healthnet.com

MAERNEEEEAE,
REASEERPRETEK
#EH native-hudi-create,
EEBET , BEEREEH

EEBHMERT , BEEREY , Y28 FEH AWS Glue Data Catalog % Hive F 17K

B , LE FEERRPEERZNHS B AWS Glue Data Catalog. E&#EE AWS Glue Data
Catalog & 1E#* T A Data Catalog BRI FH#EFKIE , A Lake Formation 57 , SAETE
BREAZBHEER.

6. iE#E Save (EE).

7. EEHT. BUUEEBRTRRETHIRE,

o &~ 0D
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WMEE AWS Glue EHVFMAEN , 528 ( AWS Glue BEAEHERE) PHIE AWS Glue T2 &
EERES.

WAEFEETE database : Ithudidb A 37 Hudi(cow) BE#l&K, £ Lake Formation £12& F B
Fproduct&ERIEK,

4] Lake Formation s &g &
#E | % Amazon S3 BEFMAERHNBMNE,

1. LERHEEEFERES D E A Lake Formation & |, #8ut% https:/

console.aws.amazon.com/lakeformation/ : //www.healthnet.com,
2. EEEERNEMNERT  ZBEEHVE,
3. EXFEREMLELA  EEEMUE.
4, HEEMMUEEEL , GATIAR :

« Amazon S3 B - BIZBIEIIBH 1f-otf-datalake-123456789012, E—T Amazon
S3IBNEZWEAETHE (>) LEEZEs3/buckets/1f-otf-datalake-123456789012/
transactionaldata/native-hudify&,

- IAM At - #1#2 LF-0TF-RegisterRolefEA IAM B,
- BEFEFMULE,

# Hudi ER R ERFERHTH
ERSRD  BMASRESFIRTEESMAERE

1. EERRFTT , BEERT.
ERFERFIEERL  EEIAMERENAE,
1f-consumer-analystuser ## FHXBE,
EEEEL£ERBEHER.

SHHERE | #EE 1thudidb,

SHHEREK | #IE product,

BETXR, fUUEEEMMERE FTERRETE.

N o o A e Db

a. HEERRFAT , BEEH,

SEB 3 BRE Hudi ERIRMEFT 78
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b. EEHFAT , ERFERWAEN , BEET2EMMR.
c. 1#¥F product_name, pricefl category#.
d. B Grant (&F).

£/ Athena £ Hudi ER &

WBEFBEHREFER Athena B Hudi ER R, MREBIEE—IRTE Athena REI1TEH , BIFER
EEHERNVE, MEFMEN  B2REEEHERVE,

1. DERSEEEFRES S EL , MFEALBE AWS CloudFormation i 52 TR 2 EE1T -
consumer-analystuser , AEBERE (#MSFEEI ) EEHFN FH5EA,

2. BIfE https://console.aws.amazon.com/athena/ BERX Athena £ 5,
3. EERTE , ARENE

4., HEEHFERNUESRS , 8ALEE AWS CloudFormation iH P B Y M FEFITEEE, B8
AthenaQueryResultlLocation(s3 : //if-otf-tutorial-123456789012/athena-results/) F &
B,

5. T TFIIEHRABERFME Hudi ERIRFH 10 E5LHK

select * from 1lfhudidb.product limit 10;

WMEEH Hudi ERRHOFMEER , 5528 (Amazon Athena FEAEIER) FHEH Hudi EX
i_ﬁko

SR 4 : R Delta Lake BRI RMFFA

EAREGP , B THRNAE PELEERAREZLEFEERRM Delta Lake E R FR AWS Glue Data
Catalog, 7£ FEREZERIFFA , AWS Lake Formation AR £/ Amazon Athena & & ¥,

37 Delta Lake B¥l 5%

HEHTBRHD | EiE#IT1E Data Catalog FE I Delta Lake R F E ¥tk AWS Glue BIEH,

1. HEXEBIRI (#HEEEEE) EiF , BEAMR https://console.aws.amazon.com/glue/ : /fwww./
B AWS Glue £#4&

MAERNEESERE.

$ER 4 : 5R7E Delta Lake ERERMEFT 79
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2. REASEEHPREES.

3. i#Hl native-delta-create,
4. EBET , BERETK.
5

EERHMAEAT , BEERBMY , WAIREA AWS Glue Data Catalog % Hive F#F K
B, LA R ERKRPEERZH TR AWS Glue Data Catalog, iEEEE AWS Glue Data
Catalog i A&1E#+ FT A Data Catalog BRI FRETFHIE , LRA Lake Formation 5F 7] , LA{ETS
HERZEHER.

6. % Save (EE).
7. EBETEEHT.

WEHKEEIfdeltadbEREHEITZ A producthy Delta Lake ERIER, 7£ Lake Formation £
BAaSEEproductERR,

4 Lake Formation S¥fi & kM=

EE | #& Amazon S3 BEEMAERHMNENE.

1. BB Lake Formation X1 5& , it AERHEE S FEAE hitps://console.aws.amazon.com/
lakeformation/ : /lwww.,

2. EEEERMEMAENT  BEERMVE,
3. EXEAMNALA , BEFEEMUE.
4. HEEMUEBEEEL K WATIAR:

« Amazon S3 I8 — BEBIEIIZE 1f-otf-datalake-123456789012, ¥ —T Amazon
S3IBNUEBEZENMEARH (>) LEEZEs3/buckets/1f-otf-datalake-123456789012/
transactionaldata/native-deltafyi&.

« IAM At — 22 LF-0TF-RegisterRolefEs IAM B,
- EEFMUE,

£ Delta Lake BRI K LR FERHEF A

HUFZBRP  BASKERRTIRTEEDNEAERSE

1. EERHFFTT , BERT.
2. ERTERFUERL , BEIAMEAENAEG,

$ER 4 : 5R7E Delta Lake ERERMEFT 80
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3. 1f-consumer-analystuser # FHXFEE,
EEEZERBEHER,

S ERE | #IF 1fdeltadb,

Sr¥ERIEK | EEF product,

BETR, EAUEEEMMERE FTERREFE.

N o o &

a. HEERRFAT , BEFEEE

b. EERFAUT , EZERNRAENR , EETSERH.
i##E product_name., price# categoryH.

d. ##E Grant (&F).

o

£ Athena &3 Delta Lake E¥l &

HERKREHEMER Athena B Delta Lake ERl &R, MREEZE —IKE Athena FEIITERH |, BIE
ERTEAERNE. WEFHMHEN K B2REEEEAIERVE,

1. DERHEEEEAESSEH , EMA TR AWS CloudFormation i 52 T Y2
B5 , BusinessAnalystUser AZEBRE (#FEEILE ) BEFHFHNE D EA,
2. BIfE https://console.aws.amazon.com/athena/ BARX Athena £ &,
3. EERE , ARENEE,
4., EEHRERWNUBFRP , WAL AWS CloudFormation Bl R I W FEFETRERE, ER

AthenaQueryResultLocation(s3 : //If-otf-tutorial-123456789012/athena-results/) FfEFFHY
E.

5. BT TIEHLUTEEFERIE Delta Lake ERRPH 10 E508%

select * from 1lfdeltadb.product limit 10;

WMZEEH Delta Lake ERIRMWFFMENR , 528 (Amazon Athena FEAEIEE) FMEH Delta
Lake & ¥l &k —Hi,

SER5 : BB AWS EJR
BRER

BEBREN BEETLENER AWS tRF |, FRIBREARAKIHZBRE AWS WEIR,
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1. BLIAM BEEH 529 % A AWS CloudFormation =12 #& , #81L A http : //https://
console.aws.amazon.com/cloudformation.healthnet.com,

2. MERERLEER, BRVNER KRS B BEEHEE—RMER.

£ Lake Formation 12 & 7Bz 4| & B & R #

RTLENEFEERE PBRERM AWS, HHPFZEF#E A AWS Lake Formation 7 2 E#H 4+
REZENLAHER N, BEERRNEAENEEEN  EREEENEEEEESRAEREBER
RREEERERH EMNFFA. Lake Formation BB A FEURS] (LF-TBAC) I AT EREEEE LF
EE (REBEHERNIENARE )  AREZINER , UFRRLEE,

LF-TBAC R —EREXRKE , JiRIBEBMERIFT, £ Lake Formation 7 , ELEMHEA LF E8, &
AL LF 28, EEZE Data Catalog ER# Lake Formation £, ERHEEE T UEH LF &K
18R BEE Lake Formation ERMEF ], WEFMEN , 582 Lake Formation ZH A FEZ#l,

A BREREBUAFER AWS NEERERE Lake Formation BHEEFEIRHIBEK, I, ©RE
mEHEEEEEEEA Lake Formation ZBEEFZIBERNERR., EREMERE,

SET LASH T FIE A =GR LF-TBAC :

- BEREBENRNIER  ENHEESLARTFIE
- BRERE AHBRIEEN , WRFEDERE T
- EREESREURBRBEN A XNBEREIRET T

LUTEMER LF-TBAC REFTHNERSE

1. ERIEEEFRAME LF EBEX EBAE . Confidential# Sensitive. A HWE
#lConfidential=TrueEEERIEWFEEH, FH WERSensitive=TrueEE D HTAIH4S

[—1WAN

ED o

2. BREBESSTRANFUBRIBREER IEM , UERATEN LF EBREEER X,

3. ERTIEMEEBMMEERE . tag_databasef col_tag_database, HHFTEER
Ftag_database®FEA kEConfidential=True, FWFFEE KK col_tag_database®B
BiE Confidential=False, FERKRNFELERBcol_tag_database&il L &

] , Sensitive=True X mEBEDHTER,

4. BRIEMEEToMMEAEBSEREN KM Confidential=TrueMM Confidential=False,

HEEEF A Sensitive=True,
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5. EALLIERE , BRI MEN A LS ERNER ERNERHT oM.

&

- BEYER

- SRIGH

- SR HEEN ER

- SR2 . EMENERMIE, BY LF Z8A8E  UREFHA
« BB 3 : B3 Lake Formation B E

- TR4 . BFERKRHT

« BB 5 : £ Amazon Athena FEI{TEH BB

- R 6 FKRAWS ER

BHREHR

AYEREEANEHNEEE. ERIEMMNER DA, £ Lake Formation HE I AWS Glue Data
Catalog ¥ W EF , £ERFHANERNEEESRBESIENIEHEEIEEEE | YA TLUSEIER
FEEHEE., NPEBTIRSE,

TRIMAHBREFEANEE

AE iR
EREEE (EEE) 1f-data-steward EHAEEETHFEE :

« ¥} Data Catalog # 7 & & R HY FEEU 7BV

- AJUEY LF EBLFEHEERIEMAE
DERTFHMERTA

ER TR 1f-data-engineer FAEEETF|FEH
.

- TEEBEN., EANEFHY Data Catalog F 7T
BERNEFE
- BERUHPHERMIER T

BEHR 83
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AE iR
o AIBAEI LF ZEEAEE , W EE Data Catalog
BRI

- ALK LF EREREE &R , RERFREE
HEESEVNEMECR , RETBEFIE

EH 5 1f-data-analyst FHAEERTHIFEE :
« ¥4#H1FE Lake Formation &R A FEUE R &

FAHER
TERMRAF

FRIRAHBRECH , ELABRETHARUEEERFTNEERERES DB AWS IRF By . WF
n¥%ﬂiﬁﬁﬂ nﬁ/ Bﬂmﬁk*ﬂ#‘ AWS %H. 1%5%0

A EREMEREHE IAM, 0F IAM WIEEBER , F28 IAM FEHEIER,
TR MELRN R

AHEBREDSRIEZEMN AWS CloudFormation 74, BRALUBEMBETE , UHFESENER, &
AEEV=FETFENAE (JRA FEEYR) RATUES , I8 nyc-taxi-data ER EE R T A
Amazon S3 EFETE,

« Amazon S3 f#FETEE
EEH#R Lake Formation &€
- BEHK Amazon EC2 &R
- BEEBRAERNZ=EIAM AE

BN BR

1. HEXBIRI (#E5EZIE) EiF , BEAMR https://console.aws.amazon.com/
cloudformation : /iwww./ B9 AWS CloudFormation £ &,

2. EERFGHESE,

3. i#IE Next (F—%),
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4. HEEAEEEERY K BWAZEANES
DataStewardUserPasswordDataEngineerUserPassword#l
DataAnalystUserPassword,

5. RERKEELNGFMAEN  ARBIFKMESL AWS CloudFormation AJ8EEE L IAM R,
6. 1EE Create (B1I)

<

HBREVRZIREERLSE.

i

(® Note

SERHEBRER |, LU ER hMERHEE AWS CloudFormation , B GREEELER,
REREHEBNEHRES IR,

S 2 EMANERMEE, BY LF EEAN  URETHT

EWTRS BERNEEEFHECEAWE LF EBEREBARE : Confidential# Sensitive , I
BT IAM TEEEASHEYN LF ERERE SR,

AMERMELES LF REAR

1. LEREEEMAE (1f-data-steward) B9 HTE—ELER , LABRE Amazon S3 FVERIA
Lake Formation R EYE ¥ B #%.

a. E AR https://console.aws.amazon.com/lakeformation/ B Lake Formation £3#4& , 1f-
data-steward21EEFE AWS CloudFormation 3 B B 55 F 19 B2 1%

b. HEBEBEHRMN Permissions T , BEESEAGNIE.

c. EERNEESREBRPEEHNE,

d EWMEEESEHL, Y IAMERENAG , BEEAHF 1f-data-steward,

e. BERELUFEIf-data-steward Lake Formation BEE 8,

2. TR , EH Data Catalog R ELAE A Lake Formation F A RizHI B &R , MA2 IAM B
B FEuEE,

a. HEEEBERMEET , #1¥ Data Catalog F%E.
b. BUEAE EHFMEREFEA IAM FEUERH,
c. BUHDE EHHEREDRPNHERRER IAM FEUERH,

SR 2 EMENERME. BY LF BBAR  URETFFHA 85
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d.

j’fi — | Save (ﬁﬁ)o

EE | EMEHNERMLE,

a.
b.

C.

d.

e.

f.

EEESHENEET , BEERHVE.
B E.

EFMUEERM®L , % Amazon S3 & A s3://1f-tagbased-demo-Account-

ID,

HR IAM A6, REFFERBEAWSServiceRoleForLakeFormationDataAccess T,

iZ£12 Lake Formation fEAFFAER.,
EEEMMNE,

BETR, E& LF EBREUKE,

HEEERPOFAT , BE LF ERAFA,
BIEWIE LF 85,

£ Key (%5|8) WL , @ A Confidential,

SH¥HE |, #13E TrueM False,

BIEWIE LF B,
EEELIBIURBIESensitived B LF E&True,

BREBYMWRENFFELE LF B,

AT IAM ERE

1.

#E  BRE IAM TREASHELN LF ERERZTER,

a.

b.

EEEERPWFAT , BE LF ERAFA,

7 LF-Tag A EERH , BEER T,

SHURF TR | 1RIE LF-Tag B/EHH T,

ZH IAM ERENSE,

HRIAM ERENAR  BSWiRE]Lf-data-engineer AL,

f£ LF-Tags BBk , ##@Confidential{EA TruelZE5|#False
{EkeySensitive® B True,

B
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FMBABER

h.
2. ETXR, FART 1f-data-engineer , LAfE Data Catalog fl Z 3 E# Amazon S3 f#71F

B Grant (BF).

BPE8 32 B R E AWS CloudFormation,

a.
b.
C.
d

e.

FEEERPNERET , REEEACGNEE.
EEHERVERERY , BERT,

g IAM ERENAR | BE1f-data-engineerA &,
SHE B &ETA , EREUERE,

iE#E Grant (F).

3. EE , 4% Amazon S3 REFHBEMNF IR T (s3://1f-tagbased-demo-Account-ID)1f-
data-engineerfff &,

a.
b.

C.

f.

ESEERNFATT , BEEMIE,

B Grant (BF).

BEIENIRE

&H¥ IAM ERENAE |, BELf-data-engineerAE,

SHEFENE , MASA 2 Amazon S3 AWS CloudFormation f#F 8788 (s3://1f-
tagbased-demo-Account-1ID),

iE#E Grant (BF).

4. EF K RTHLF-Tag FRERX HEBEB 2 ERNWT1f-data-engineeriX F&F
AJConfidential=True,

a.

b.

j

ESEERNFAT , BEERSEFT,

B Grant (&F).

B IAM ERENSE,

EiEAM 1f-data-engineer,

£ LF EBREHERERT , BERRS LF EBNEIR,

BIEWIE LF EHB/IEY,

#i8ConfidentialEA WL True,

EEREFTERYP , EREREREF MR,
EERRFUTERY , tHERRF TN TR T, ERER, ZEAEUR.
B Grant (BF).

SR 2 5

BHERME. BY LF B8R  URETHT
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5. #EF  KRFHELF-Tag ®REX HEAB < ERWAI1f-data-engineerBF5F
AlConfidential=False,

a.

b.

J-

EEEERNFFAT , BEEREFT,

iE#E Grant (B¥F).

EEIAM ERENAE,

EEA® 1f-data-engineer,

EWAE LF EBHNER.

BIEWIE LF 8%,

¥#E{EConfidential A W&i8False,
EEREFTEERYP , EREREREFF MR,
EERRNERWTATERT , F2EEUEAEE,

B Grant (BF).

6. ETHR, RMSLREFELF-Tag #/{E¥ Confidential=Falsefl HHEABIMN E R IJ1f-data-

engineer®FFFA[Sensitive=True,

a.

b.

HEEEERNFFAT , BEERF,

B Grant (BF).

ZH IAM ERENSE,

EEA® 1f-data-engineer,

£ LF EBREHERERT , ERRS LF EBNER,

BEHIE LF E%,
#i8{EConfidential® WW£88False,
BIEHIE LF ERE/EY,

¥iE{ESensitive’ HWEBTrue,

EEREFTEERYP , EREREREFF MR,
EERRFITERY , HHERRF AN TR T, EIER, ZEAEIR.
B Grant (BF).

SR 3 : B Lake Formation EX}E
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BYERENENRUETENERRIFR

1. B, BXEHE tag_database, BEHK source_data , WEREEED LF EE,

a.

e.

f.

£ Lake Formation 1 & (https://console.aws.amazon.com/lakeformation/) ERI B & T ,
BEERE,

BEBRIERNE,

HREMW , WA tag_database,

SHEME |, MAEAR BIM Amazon S3 AWS CloudFormation fZi&(s3://1f-tagbased-
demo-Account-ID/tag_database/),

HUHZEH E& L ERETHRERRER IAM FEUZH,
BEEVERE,

2. BEE A T PEIFMNERKtag_database,

a o T o

—h

EEREERRL , ERERE tag_database,
BEERRERK , ARR-TEIERX,

HNEW , WA source_datao

7t Database (ERlE) # , #1# tag_database ERlE,
S ERRKEN | BIFRE AWS Glue BRI K,
HRMUR WER , BEREKIIRFPHIEERR,

SHE ISR , WA AWS CloudFormation #7< Fiitag_database B MR (s3://1f-
tagbased-demoAccount-ID/tag_database/).

SFHERERX  EHICSV,
ELEREBERT , AT HIERMEBE JSON fE3IREMERER

[

{
"Name": "vendorid",
"Type": "string"

},

{
"Name": "lpep_pickup_datetime",
"Type": "string"

},

{

"Name": "lpep_dropoff_datetime",
"Type": "string"

$EB 3 : B3I Lake Formation & ¥ E 89
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iy

iy

}I

}I

}I

}I

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"store_and_fwd_flag",

"string"

"ratecodeid",
"string"

"pulocationid",
"string"

"dolocationid",
"string"

"passenger_count",
"string"

"trip_distance",
"string"

"fare_amount",
"string"

"extra",
"string"

"mta_tax",
"string"

$EB 3 : B3I Lake Formation & ¥ E
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. BELE, LEBEHRR K BENREBELREEREZNTHRHENER :

}I

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"tip_amount",
"string"

"tolls_amount",
"string"

"ehail_fee",
"string"

"improvement_surcharge",
"string"

"total_amount",
"string"

"payment_type",
"string"

$EB 3 : B3I Lake Formation & ¥ E
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8 Column Name v Data type
1 vendorid string
2 lpep pickup_datetime string
3 pep_dropoff_datetime string
“ store_and_fwd_Hag string
5 ratecodeid string
6 pulocationid string
7 dolocationid string
g passenger_count string
) trip_distance string
10 fare amount string
1 extra string
12 mta_tax string
13 tip_amount string
14 tolls_amount string
15 ehail_fee string
16 improvement_surcharge string
17 total_amount string
18 payment_Lype string

%3 . #vy ceke rormavon &2 _.__________LL 92
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k. EBEBERXR
3. BEE A TEREBRERELF EZE,

a. HEEMEEAEL , SXIWEK tag_database,

b. HEBEMEINEERT , BERE LF FR,

c. EBEEMEH LF FHE,

d. SHEIEIRN key , BIEFEMLREFEILMN Confidential LF K,
e. #¥HE , 1B True,

f. 1&{F Save (RF)-

it BNSERR tag_database ERIER LF-Tag ko

BYEREMERRUETERHERFR

ERTISBRELERECcol_tag_databaseME R K source_data_col_lvl , MEERIRE
RiEE LF 28,

1. EEREEEL | BIEBRITERE,
2. BB, WA col_tag_database,

3. &#H{uE , MAEA EIIH Amazon S3 AWS CloudFormation & (s3://1f-tagbased-
demo-Account-ID/col_tag_database/).

4. BUHER EstHHERETNHERRER IAM FEUZE,

5. EEEVEHE.

6. EEREEAEL , ERENHERE (col_tag_database),

7. EERGERK, RER-TEIERX.

8. H¥AEMW , WA source_data_col_1lvl,

9. #HHERE , BELMNHERE (col_tag_database),

10. SFHERRERN | BEEE AWS Glue ERl R,

1. HRMUR HWER , ERRIEFPHEERE.

12. B A B col_tag_database Amazon S3 ¥ (s3://1f-tagbased-demo-Account-ID/
col_tag_database/),

13. SHETERMEI | BELCSV,
14. £ TUpload schema , & A T 5I#&E#E# R JSON :
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iy

iy

iy

iy

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"vendorid",
"string"

"lpep_pickup_datetime",
"string"

"lpep_dropoff_datetime",
"string"

"store_and_fwd_flag",
"string"

"ratecodeid",
"string"

"pulocationid",
"string"

"dolocationid",
"string"

S B8 3 : I Lake Formation E#IE
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iy

iy

iy

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :

"passenger_count",

"string"

"trip_distance",

"string"

"fare_amount",
"string"

"extra",
"string"

"mta_tax",
"string"

"tip_amount",
"string"

"tolls_amount",
"string"

"ehail_fee",

S B8 3 : I Lake Formation E#IE
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15. J## Upload. LEFBHELRE K ENREBRELEEREZN T EFENER,

IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"string"

"improvement_surcharge",
"string"

"total_amount",
"string"

"payment_type",
"string"

$EB 3 : B3I Lake Formation & ¥ E
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HEABES

10

1"

12

15

14

15

16

17

18

Column Name

vendorid

lpep pickup_datetime
lpep_dropoff_datetime
store_and_fwd_Hag
ratecodeid
pulocationid
dolocationid
passcnger_count
trip_distance

fare amount

extra

mta_tax

tip_amount
tolls_amount

ehail_fee
improvement_surcharge

total amount

payment_type

Data type

string
string
string
string
string
string
string
string
string
string
string
string
string
string
string
string
string

string
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16. BERERUSTHERRNEIL,
17. BT , # Sensitive=True LF EHEE R vendoridfl B @FBifare_amount,

a.
b.
C.
d.
e.

f.

EERKREEL , BERERBRIMNER R (source_data_col_1vl),
EEETNRERY | BERBHEIL,

ERERHRvendorid , RRIZZRE LF B8,

HYERN TR | BEHR,

$HHE , ZEEZ True.

Z1Z Save (f61F).

18. & , 1% Confidential=False LF Z&E #E/EH¥col_tag_database, ERNEIF

B,

a.

b.

1f-data-analystiE BES1E & Acol_tag_databaseBFifi & #lE Amazon Athena,

EERNEEAEL , SRR col_tag_database.
EEEIIRERTP |, BIERE LF FR,

BIFEIRETN LF B8,

SHEIEIRN SR | BIBALHEILMN Confidential LF EH,
#¥{E , EEZ False,

#1Z Save (f17).

S® 4 BFRBRIHT

col_tag_database £/ LF & tag_databaseM #F TR FER 2L EE E R
EConfidential Ml &R KRSensitive,

1. FBIKB TSR , 7£8 LF-Tag Confidential=True(Database : tag_database) 8B E#EY ¥ 44
FHEFARF1f-data-analystEAE , LEEERKRNDescribe&E R EMSelectdF Al

a.

b.

C.

d.

e.

LA & A Lake Formation 12 #A& |, #81t A https : //https://console.aws.amazon.com/
lakeformation/.healthnet.comlf-data-engineer,

HEFFAIT , REVERLART A

B Grant (BF).

EXET , BEHIAMEAENASG,

¥ IAM FERENAG | ##F 1f-data-analyst,

SR ETIERERS H R &R~ , ZITa LF EBRNER.
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AWS Lake Formation BB A BIET
g. 1EBEWIELF ER,
h. &¥ &8 , E## Confidential,
i ST¥ME , BE True,
j. SYEREFFA , EH Describe,
k. SFEERRFA , BIFZENER,
I iEHF Grant (R F).

2. BE A ERELSR , ¥ LF-Tag REANFIRTFER o MAEIConfidential=False, #
Amazon Athena A %9 & Asource_data_col_1v1E , Itk LF EBARER 1f-data-
analyst col_tag_databasefl EH XK,

a. LA & A Lake Formation =& , #81LA http : /https://console.aws.amazon.com/
lakeformation/.healthnet.comlf-data-engineer,

b. ZEREEEL , ENERE col_tag_database,
c. EEFEANRT,

d EX®T,ERIAMERAENAE,

e. ¥ IAMEAEMNAR  BIE 1f-data-analyst,
f. ERR/AS LF EBRNER.

g. BEHELF ER,

h. ¥ €48  ##F Confidential,

i. &% Values , i##F False,

jo SHHERERFA , #EH Describe,

k. HREBRRFA , F2ENEAEE,

l. 2 Grant (&F).

3. TR, EEELSE  #§ Confidential=False# By LF-Tag REXFAEZTFE
Bl HrEiSensitive=True, # Amazon Athena LA B0 E A | It LF E8A AR
col_tag_databasefl &Rk 1f-data-analyst source_data_col_lvl ( EXEER ) -

a. B B2EANMM https://console.aws.amazon.com/lakeformation/ #Y Lake Formation £2
Alf-data-engineer,

b. EEREEAEL , EHNERE col_tag_database,
c. EEBENRT.

d——EEB ~ SRELIAM SERENAG,
SB4 BFERNRTA
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e. Y IAMEHENMAR  BEIE 1f-data-analysto

f. EEFSE LF EBNER,
g. iggﬁfaﬁ LF Eﬁo
h. ¥ €488  ##E Confidential,

&H¥f Values , i#1E False,

j. BENELF ER

k. &8 , 1B Sensitive,

l. &% Values , & True,

m. &HEEREFFA , #E Describe,

n. SHERRKRFA , BH SelectM Describe,
o. IEE Grant (&¥F).

$E8 5 : £ Amazon Athena F# TR B EIFA

FELEBF |, A Amazon Athena BIRIEE Bl &K #1TSELECTEM (source_data and
source_data_col_1vl). f£/H Amazon S3 BRMAEHRERME (s3://1f-tagbased-
demo-Account-ID/athena-results/),

1.

Ll B9 & AR https://console.aws.amazon.com/athena/ : //www.healthnet.com #J Athena F#%
Alf-data-analyst.

£ Athena EfRESR T , BELAIERtag_databasedH
EEZENHMIIERBEER (=@EEY ) source_data , AR BEABEER K,
iZZ Run query (B{TEH).

EHEZEEL ) EBNRRERET. EHSHETRETNEERE , A LF EREERERK
MEBAE , Bsource_dataBERREBHELF-tagtEREEE tag_database,

£/ col_tag_databasef #1175 —fE&Esource_data_col_1vl,

FE-(AEHEELEELE S Non-Confidential fl B MEE R @Sensitive,

BHALRE  EFLZEBEREF2ERH LM Lake Formation BREFZEBRTA. RREH
RIEBERAEBELENER#MIFsource_data_col_1vl , Athena €EEEEE, fl0 , BAUBMITT
S EHRBEARELCHERMN geolocationid :

SELECT geolocationid FROM "col_tag_database"."source_data_col_1lvl" limit 10;

$E8 5 : £ Amazon Athena F#I{TE R LAERFEFF AT 100
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HER 6 : B AWS BEIR

BEBREN BEETLENER AWS 1RF |, BRI LUIRMBREAREHERE AWS WEIR.

1. LA B2 & A Lake Formation £#4& , 1f-data-engineeriMiBrE R Etag_database
col_tag_database,

2. BETXR, U 558ALf-data-steward¥FR ERERZFHATE LF BRI, ERFATNERML
BFFH , BEEFTERF 1f-data-engineer#f 1f-data-analyst.,

3. EAZAREE AWS CloudFormation &K IAM EAE R | UREHEAEN F 9% A Amazon
S3 E#A,

4. MERT5IRFATER -

+ If-tagbased-demo-accesslogs-acct-id
+ If-tagbased-demo-acct-id
5. & A AWS CloudFormation 32 & , #8itA https://console.aws.amazon.com/cloudformation : //

www.healthnet.com/healthnet.com/com ; ; ; , AEMRERINMEE, SHHEREEBES
DELETE_COMPLETE,

£ A E RS Bk 7 AR SR EE R

AWS Lake Formation BRI BRFF A TR ERBERSANEEBR , RRHEBRPEEERIINF
g, MREEFHHETRECENABERR , KFE-EF EZRBTRN LR & N EB(EFEEFI
ARHFEFNER, ERJIERFIRFRABENNEEASHEN AN , ANREREFDHMTEE
BATEMER. Lake Formation ZEiRFEBIMLEBFI T HEER, MEUREBWERS  RES
PAERMNERES.

EAHEBRRED BT HRERYBHRFEIES| IN{A1E Lake Formation FE/E , AR NMAEREEM,

A BRETE AWS CloudFormation #4< , AIEBREREFMENER. BURENBTE , MU
HEBHNER,

F&E

- BEER

o SRR

- SB1 . HEEN ER

- B2 TEERNGERENES
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AWS Lake Formation BB A BiER
- PR3 REERGERRGEALRFIFA

- SR 4 FRERGERREEH

- R 5 BRAWS BER

BEREHER

FHERBEANENEES, ERIRANER D, TRIIHERBERENERNAENAEMN
Bif.

At iR
IAM EEE AR FERAEMNABIR Amazon Simple

Storage Service (Amazon S3) fEZETE K A
%, BA AdministratorAccess AWS ¥

EHX,

ERHEESR AEREERM. EYEREERE  URRT
ATA R ER D AR ER &

ER o AHEMNSATEMNERE, BEETEE
KMMENERDHE (SERMOERRM
XEMBAAX ) REgo MR ECBEREENE
FHEmTH MAERERER , EXEE
EEVREMBERMENTFER.

FeRIRH

FRIEARBEREZH , ELARFITRANNERERIFTNEERERESIEA AWS 1RF 1Y . W%
AER , F2RTHEAE AWS BREER,

AHEREBRRERE IAM, WE IAM WIEEER , F2H IAM FAEER.
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£% Lake Formation 32 E

/A Important

X AWS CloudFormation S84 2 85I , B A KR T 588 , £ 7E Lake Formation H{E¥¥#T
B EEHREA IAM FEURSIERIE

1. EEXERI (HSEnIf) EEEEAI (=M ) EiF , BAMRA https://

console.aws.amazon.com/lakeformation/ # Lake Formation £ &
2. EEBEGT  BERE
3. BUHEZEH EBHEREMEA IAM FEUEH , YEHIENERHNHERKRER IAM FEIZH,
4. & Save (FF).

SR RN BER

FHERB IS REREN AWS CloudFormation #4<, BRI MBBMBEETE , AFELEHER.
AWS CloudFormation SiAEE4E THIEIR :
- ERAENBEK
» DataLakeAdmin
» DataAnalystUS
« DataAnalystJP
« Lake Formation ERHEREMET A

« Lambda HE ( BAM Lambda X E# AWS CloudFormation B &R ) , BASEAERERR
3 Amazon S3 fEFETBERZE] Amazon S3 FEFETE

- BERHE Amazon S3 fE1FETEE
« AWS Glue Data Catalog EXE., EREXM D E

BuiEm B

FMBET Y58 , /8 AWS CloudFormation #4181 &R,

1. HEXBIRI (#EEZE) EiF , BEAMR https://console.aws.amazon.com/
cloudformation : //www./ B9 AWS CloudFormation &,
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2. EBEREHEE,

3. HEEUHEBERLEET D,

4. WAHERER.

5. &r¥f DatalakeAdminUserName 1 DatalakeAdminUserPassword , i AERHEEEFEHEN
IAM fE i & B BRI

6. &%} DataAnalystUsUserName Fl DataAnalystUsUserPassword , AR ERAREEXEHHEZ
ERoMMERAENERAEEBNER,

7. &% DataAnalystJpUserName #1 DataAnalystJpUserPassword , IAREARBEAATHZE
RoMERAENERAEEBNER,

8. &r¥f DataLakeBucketName , i A BRI R FITRNABEE,

9. ¥/ DatabaseName Fl TableName , R & A&

10. BET %

M. EF—EH , EET—F,

12. RESKERLNFEER  RARERZKES AWS CloudFormation FTEEEE I IAM &,
13. i#4E Create (1),

HBEVAREFEE— D ET T

SBR2 TEENGERGNES

RERER , BUUEHERTRENR, AEEHARIAENIBRTFEUERINERSR | LBEEALERL
EIEH. ZIEI%'J 58 —IX* Amazon Athena F#ITEM , AIFEREEHRRIVE,

ERBERFIBREFINEFNERL TEHIER R

1. LA DatalakeAdmin ff#&https://console.aws.amazon.com/athena/& 2 & A AthenaXxi#E & |, I
HITTIES :

SELECT *
FROM lakeformation_tutorial_row_security.amazon_reviews
LIMIT 10

THEBHNEHNEREARER. LERKRE—EPEIE product_category=Video , Hiit
BEREBREH ERNRBEEMHE,
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. [i]
@ New query 1 +
< 1 SELECT +*
2 FROM lakeformation_tutorial row_security.amazon reviews
3 LIMIT 10
Save as Create ~ | (Run time: 12.62 seconds, Dala scanned: 64.57 MB) Format query Clear
Use Ctrl + Enter to run query, Ctrl + Space to autocomplete Athena engine version 2 Release versions @
Resuits <
= marketplace * customer_id ¥ review_id v product_id *  product_parent ¥ product_title « star_rating ¥ helpful_votes = total_votes ¥ vine =
1 US 22066705 R3HZYXMJSHEXIG 6304878621 928670802 The Thin Blue Line 3 [VHS] 5 0 0 N
2 Us 20838467 RJC8PH4K3DVQEB  630335663X 577032943 Covert Bailey: Fit Or Fat for the 90's [VHS] 1 0 1] N
3 Us 15338666 R10OH4581ARVWNX 6300269434 266152584 ‘Young Man With a Horn [VHS] 1 ] 2 N
4 US 7080939 R3TWQ50TBKWOES BOOOEKCQMQ 345913478 Madeline in London (Told By Christopher Plummer) 5 1] 0 N
5 US 30548191 R3BKOULGX82VGO 078311317X 38445970 2 Days in the Valley (Widescreen Edition) [VHS) 5 0 0 N
6 US 16052189 RILVZNNBOA3BYT 6302862833 924318070 Zotz [VHS] 4 0 1] N
7 Us 43430756 R2IJAELO3PXEYM  BO0D0O27VBBI 51076382 Party Crasher 1 1 1 N
8 Us 43539164 R3TNOJOJANROQS 6303205542 69262780 Frugal Gourmet: Spanish Kitchen [VHS] 5 1] 0 N
9 Us 21187650 RZAVXCQOLIS3IC 6302606713 934453987 Live [VHS] 5 0 1] N
10 US 7080939 RC71NIBDHRSKA ~ BODOOTELHT 498552125 Golden Rules of Growing Up [VHS] 5 a 0 N

2. EF  BTRELTH , HIEE WiisEHBmnarketplace,

SELECT marketplace, count(*) as total_count
FROM lakeformation_tutorial_row_security.amazon_reviews
GROUP BY marketplace

THRBEHENEEEREAGR. EfmnarketplaceBERBETRENE,. ERELSBEF |, &gt
F marketplace #EREE R 5 B &R R4
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@ New query 1 +

< | SELECT marketplace, count(*) as total count
FROM lakeformation_tutorial
GROUP BY marketplace

_row_security.amazon_reviews

Save as Create ~ | (Run time: 12.4 seconds, Data scanned: 28.41 KB} Format query Clear
Use Cirl + Enter fo run query, Cirl + Space to autocomplete Athena engine version 2 Release versions (&
Results ul
- marketplace total_count

1 FR 530

2 UK 4582

3 JP 2061

4 DE 2927

5 us 427319

S8 3 REEN R LR THT

FHBERECAMEER DL : —EAREXETSE K S—EEERARNS. SEDHFEEHER
Athena R & Fitam , EREKBETS. BYMEFRANERGERT , —BAREEXETHBH
S, Z—EAAREEBEATENS A, RE , BRFINAEENF,

BUEREGERGGAER T
1. BNEEMRHLBRHIEUSnarketplace ERHFEL

a. Ll DatalakeAdminfEAES DB AXBERE (#EFEEILE ) EFH Lake Formation E
A& , #8it A https://console.aws.amazon.com/lakeformation/.

b. BEEREERMG.

c. BEEBRVHENERHE

d. SHHERENEREET , WA amazon_reviews_US,

e. SHYEEERE  BIEFERE lakeformation_tutorial_row_security,
f. SHBEFEERRK , BIEERK amazon_reviews,

g. HRERMEMRFE , B8 REAERE,

h. ¥ ERIIENERGRER , 8 A marketplace="US",

i. IBIZE Create filter (I EFRIRMH)o
2. BMEHERMGLAPRHIYE B Xmarketplace ERWERL
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a. HEENEHRUEEEL , BEEIHEEKRG
b. $HERENBREEHE , WA amazon_reviews_JP,
c. SHYHEERE , BIEFERE lakeformation_tutorial_row_security,
d. SHEEEERK , B table amazon_reviews,
e. HREBWMERTI , Fi¥ REATHER
f.  SHEERIIEREHRES , A marketplace="IP',
g. IZIZ Create filter (B3I EFZIRH),
3. BEE A HHAGLENGERGEITUIRTERSME. SEBRTITEREFAIRTEEER DA
(DataAnalystUS) :
a. HEFFAIT , BEEERHFFA,
b. EEBHFAT , BEET,
c. HHFE EFEIAVMERAENAR® K RZBEWMAE DataAnalystUS,
d. #¥ LF EBHAHER , BEEELEHEHER,
e. &Y Database (ERIE) , WA lakeformation_tutorial_row_security,
f. HRERK-EA , EEF amazon_reviews,
g. SHHEEREHEEM - A EE amazon_reviews_US,
h. S ERENZHR4TA , EEUEELL

B Grant (BF).

4. BERETHSBSHTET B XM S (DataAnalystIP):

ERFAIT , EEERSHE T,

EEBFAT , BEET,

SR  BEIAMEAENAR  REZEAE DataAnalystIP,

#HY LF SRR EHER , BEEELEERNBHER,

#+H¥f Database (E#IE) , A lakeformation_tutorial_row_securityo
HRERK - 1EA , 1B amazon_reviews,

S EREREMY - B 8E amazon_reviews_JP,

ST E R ENEREET T |, REGEEL.

B Grant (BF).

FR 3 REEREERFALRFHFA
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SR 4 ERENGERRGES

HERGERMERTERRAERRR , FT—

I

153

253 | WEF Lake Formation Z04a]5& #1017 5F

1. LA DataAnalystUS A& &2 & AR https://console.aws.amazon.com/athena/ : // B9

Athena 12 4&.

2. BATTHEHLEE - L& , ELERHERBAMERNERIIBRFTIEITER

SELECT *

FROM lakeformation_tutorial_row_security.amazon_reviews

LIMIT 10

TIEFHENEMBETREDER,

© Newquery1 @ Newquery2 © |+

< 1 SELECT *

2 PROM lakeformation_tutorial row_security.amazon_reviews

3 LIMIT 10

m Save as Create ~

Use Ctrl + Enter to run query, Ctrl + Space to autocomplete

Results

& marketplace ¥ customer_id v review_id +

1 Us 43836277
2 Us 20261976
3 us 15947067
4 Us 19288153
5 US 19712967
6 US 51047097
7 Us 43836277
8 Us 51047097
9 us 42808630
10 Us 11682952

RZNUBTTUOBOVYU
R2QTOLZUQERUSB
R1PHKR75RKZNSU
R1BL2WVESX34UN
R2DKOCIBS5FSP7
R2XFSHQATT4IVR
RZNUBTTUOBOVYU
R1COHOGENATZXO
RZHXWTUD4IGZLN

R18IURLUPYI4DP

(Run time: 11.9 seconds, Data scanned: 0 KB)

product_id ¥ product_parent ¥ product_title =

B000BBS411
6303060013
6303927319
6304032153
0784017743
0793960142
B00068S411
6304872585
6303060013

6302993717

653409458 The Notebook [VHS]

176265879 American Cyborg: Steel Warrior [VHS]
850909689 Biography - Darryl Zanuck [VHS]

479446069 Timon & Pumbaa: Quit Buggin Me [VHS]
35164822 Denise Austin - Hit the Spot: Arms & Bust [VHS]
233936597 | Love Lucy - Lucy's Italian Movie/Ballet [VHS]
653409458 The Notebook [VHS]

233936597 I Love Lucy:Lucy Meets Superman/Freez [VHS]
176265879 American Cyborg: Steel Warrior [VHS]
42308924 Songs of Christmas [VHS]

3. AR, BUTEHRFESEHEMNCHRR

SELECT marketplace , count ( * ) as total_count
FROM lakeformation_tutorial_row_security .amazon_reviews
GROUP BY marketplace

[i]
Format query Clear
Athena engine version 2  Release versions
e

star_rating * helpful_votes ~ total_votes ¥ vine v verified_purchase ¥ re

o ] N Y Kl
5 1] 1 N Y it
5 o ] N N G
5 Q 0 N N Fi
5 [} ] N Y G
5 1] 0 N N Fi
4 o ] N Y Kl
5 0 1 N N Fi
5 o 1 N Y M
1 1] o N Y R

ERRRReEF EnarketplaceUSHER . ERFAFHEREEEmarketplace ERHE

FER ERIUS,

FRA4 ERERGEREEH
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4. YJ#EIDataAnalystIPFEREIHITHRBNER,

SELECT *
FROM lakeformation_tutorial_row_security.amazon_reviews
LIMIT 10

EHRRIASBEREBN IP Wit#marketplace,
5 HITEHLGTESHE W&k EEmarketplace,

SELECT marketplace, count(*) as total_count
FROM lakeformation_tutorial_row_security.amazon_reviews
GROUP BY marketplace

BHERIASETER IP &R JImarketplace,

HER 5 BR AWS BIR

BEREIR
EERREN BEETLENER AWS 1RF |, B LIRMBREAREHERE AWS WEIR.

HHJ glﬁ'ﬁﬁxﬁkiﬁao

£ Lake Formation EBEEFZREFME R EREHERH

A BRERE IR E AWS Lake Formation , LR #hEZRAT, EBIERENLBAERE
BRGNP ER K MAXERBEERE, #H Lake Formation R FEFEUR4] AWS IRE |, B/ 1@
BIEUUES —EEREMEREKLH

- Lake Formation & B FHIZH ( =)

Lake Formation BEHEFEEHIZE —ERER , JRBEMYERFH I, £ Lake Formation A
EBLEEMEA LF 2R, MEFEZHMEN , 528 £ A Lake Formation 2B A FEZRH|EEER
o

+ Lake Formation 7 & &R

SER 5 ERR AWS BIR 109
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Lake Formation tn B ERFER—EREXRE K TTEEERNETT, ERBFEERNE,. ERXM
BERH, ERHNEIES A LIS R BEES Lake Formation BRNEFA, MEEZHMET | F2H
Lake Formation FHVBIEFERH A,

MEERHEREREBTITHARRTFENER , BERFHERER. ERFERERERA LK
Data Catalog &JRH Lake Formation FF Al & F S\ &8tk B B , Lake Formation €% AWS Resource
Access Manager (AWS RAM) R A &R,

&

- BEER

- EHEEZWRFEFERE Lake Formation Data Catalog &
« SEB 1 AWS CloudFormation B2 &R

« BB 2 : Lake Formation 1R 5 £ F %0 SR IG 4

- SRI: HAEREFIEFSSEZEEBRFPHA

- SR4.BHEELEERFE

- FBR5 B AWS BEIR

X3
it

BREHR

AYEREEANEHNEEES. ERNIEMMER DA, 7 Lake Formation H 3£ A Data Catalog &
Rk AWS Glue MIEEFF IR , £ERFHINERNEESERBE BN MBS AR , 31
DERFEENAE. NBERIMEEHNEFERE, TRIIEAHBFREFFEHANAE

AE PN
DatalLakeAdminProducer ERHEES IAM FREEE T 5FEUE -

- TEEBEWN. BANEFHE Data Catalog A
BERNFE

- BEHRT BRFH

- AINEVHAERKRNERER

- MBS LF EREREE ER , 5 RSRBE
AEESEVNEMBR , REETRFEUE
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Al iR
DataLakeAdminConsumer BERHHEEER IAM FREEE T Y EEE

- TEEBEN., BEANMEFHY Data Catalog 7
BERNFE

- BEHRT ERFH

- IUEBEVHABERKRNERER

- AN LF EREEE ER , XERSREE
AEBESEVWEMABER , RUEETRFEUE

DataAnalyst DataAnalyst £ & &8 T 5| FEUE :

- FB#17H Lake Formation ZEH R FHUBIR S
FRERERAEZHLANER
EEEEZIRF B ERE Lake Formation Data Catalog %€

FIRAHBRECH , ELRBRATHRUESERFTNEERFERES DB AWS IRF B9 . W
AAEH , FF2RETARAE AWS BHEER.

AHEBRERRIERE IAM, F IAM WEFAER , F20 AM EAEEBE.

EEEZEIRFE $ELE Lake Formation Data Catalog % &

® Note

EAHERET , EARRENRNIRFEALEERIRS , MERFIRREMKRNIRFES
HRAERE.

Lake Formation IRt B CNFFAIEEERE, & 7HFHE IAM FFAEENEMESY , BERES
SupersF IR FATEHE AWS Glue Data Catalog EJRIAMAllowedPrincipals E#Y 848, LIt
S\, $¥H Data Catalog EIRERA IAM FEURHIERE, AHEBREME A Lake Formation FF A HY
FiEEES , XFEA IAM BERETHEBEHFEES, MEFAEF A F28 slFEEHNS
. B , M AWS CloudFormation SiAETIRERE A , BFEESELEEZRF PRI Lake

Formation Data Catalog %7€
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/A Important
LRESXEMBMEUNENEMER R , RLRMAEBEFLEERS RS PTHK
LEHBERE, A, MREERANRAAIKRE (HIULANFEIRS ) K FHREECIEFEH
b ER. MREREFREFRRZLHE , AV AERERD ZRHMIRFRTRENNTER
EZRFH , BXARBEENERERKRIAMALlowedPrincipals FFERERFF . KM
e WAHBRENFEEA,

EEAELEEZIIRFEFERE Lake Formation Data Catalog :8E , 5B R NS ER -

1. AWS Management Console ER4EEEIIRFUEESEAET D , XELEHF Lake Formation
PutDatalakeSettings API &FAIHIERAEEDEA

2. 7t Lake Formation T ANEBEE KT K RERBEHET , BERE.

3. HUHEH EHHMEREMSH IAM FEES , WEHFTENERHNFHFERRER IAM FEUR G

21 Save (f&1F).
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AWS Lake Formation Data catalog settings

Data catalog settings
Default permissions for newly created databases and tables

These settings maintain existing AWS Glue Data Catalog behavior. You can still set individual permissions on databases and tables, which
will take effect when you revoke the Super permission from IAMAllowedPrincipals. See Changing Default Settings for Your Data Lake.

D Use only IAM access control for new databases

D Use only 1AM access control for new tables in new databases

Default permissions for AWS CloudTrail

These settings specify the information being shown in AWS CloudTrail.

Resource owners
Enter resource owners you wish to share your CloudTrail access details with.

Q

Enter one or more AWS account IDs. Press Enter after each ID.

A BAILEERACNERK, EREEILIEIAMALlowedPrincipals FRBR
AICREATE_DATABASEZFF T, REEE , BF tJLLEEBFH T LAUEIB Lake Formation FF A2 3 37
HERE,

SER 1 : EFH AWS CloudFormation #E48 &R

4+ EEIRF W CloudFormation BiIAEE4 THEIR :

o AE RN Amazon S3 fE1FETEE,

+ Lambda W& (EAM Lambda X#EH AWS CloudFormation BETER ) . HRFIERH RBAEHHE
RHERME Amazon S3 EFEITREREIEM Amazon S3 fEFETE.

o |IAM fEFEFBER : DataLakeAdminProducer,
« BEH Lake Formation R EMEFA , BIE :
- EEEZBIIRF P ER Lake Formation ERHEES

$E 1 : A AWS CloudFormation SE4# 2 &R 113
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 # Amazon S3 fEZETEEEM A Lake Formation BRI E ( £EEIRE )

« AWS Glue Data Catalog E¥lE. EREXNPEE. AREMEBELAERNEE AWS IRF |, Fitit
HASEUMEATEANERENER K,

SHEEMRF M AWS CloudFormation SIS E 4L THIER :
- IAM EFHEMBUR -

+ DataLakeAdminConsumer
+ DataAnalyst
« AWS Glue Data Catalog E¥lE, LEREARELHLAERNERERS,

EEEERFHFEULENER

1. EXERI (#HSEEE) B, BAMR hitps://console.aws.amazon.com/
cloudformation : //www./ B9 AWS CloudFormation £32 54,

2. EERMEHE,

3. IEE Next(T—2%).

4. SHEHBER  WAMBERE , HlW stack-producer,

5. HEFHAEHEEERS , @A M ProducerDatalakeAdminUserName H{EH & B BMNE
BBProducerDatalakeAdminUserPassword,

6. ¥t DataLakeBucketName , M AERUHRFIrRBNER. LEBL AR -1,

7. &t¥ DatabaseName H TableName , R EFEERE,

8. IEE Next(T—%).

9. ET—HH 6 BET—F,

10. REBEKREAELNFEMAEN , AR IBEIRMESE AWS CloudFormation ATEES I IAM EJR,
11. iE#E Create (B1I).

|.

HEBRVBRZAREE—DiE,

HEHBEIRFHEILENER

1. HEXBIRI (#HE5EZE) EiF , BEAMR https://console.aws.amazon.com/
cloudformation : //www./ B9 AWS CloudFormation &,

2. EEREHEE,
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AWS Lake Formation HBEABER
3. igj% Next (-F_i)o
4. STEHEERE  WAMEERR , W stack-consumer,

5. EEHAEHEEERD @A M ConsumerDatalakeAdminUserName BIfEF & B BMZR
BConsumerDatalakeAdminUserPassword,

6. &F¥ DataAnalystUserName#l DataAnalystUserPassword , i AR EH & B 5 A6 IAM
ERAENEAEEBIRE.

7. ¥ DataLakeBucketName , i ABERHFITFEBN SR, LEBSARSEHHE—/,
8. #t¥ DatabaseName , F B FERE,

9. #&¥ AthenaQueryResultS3BucketName , i AfER Amazon Athena E##E R H Amazon S3
fEFITHE S, Amazon Athena MNREBRERETE |, 752 Amazon S3 HEETE,

10. & Next (T —%),

11. EF—E9 , BET—%,

12. MBESKEELNFMER , RE BRI AWS CloudFormation ATREE R IAM &R,
13. 1##E Create (#1I).

BEVRZURFE—DE,

(® Note

SERHERER |, B MRS AWS CloudFormation |, LUBGELXER, BREREHE
SR RE R B R Sh M BR o

BB 2 . Lake Formation B0 5 i o SRR 4
£ 82 Lake Formation £ &R ZH , EREFEERF G ENER ER A EHE £ REH.
STENERILFEUEHBEIRE ER LA LREYE

NEBRFERHLAZSRNFRES , F2RBRFESLAETP SRGEL —H,

EEHBIRFRARESR 3 MAEMMA LA Data Catalog EIR , RTFEFZEMH
BAWSLakeFormationCrossAccountManager &R EH AWS SEBRFEZRH IAM 551,

MREERANREIRFRARENS 1 RHEE 2 R, AIBELESTHISONFFRAYHHEELEES
bR P Data Catalog EIRHEK , T eeEARBEFIZR S ER TFBIRFENER, EWEE

BB 2 : Lake Formation B1tR 5 £ A e R4 115
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B EWRFSE glue:EvaluatedBylLakeFormationTags % true B7FHY Data Catalog. Btk , ¥
REERA Lake Formation FFA] EBEFF AR T HEERFNER , WIRGSEMK true. AWS IR
F &R FHANEE BEZLBEE.

THBRMLEE Statement TER, RFET —EFIRTERN IAM BEXR,

{
"Effect": "Allow",
"Action": [
"glue:*"

1,

"Principal": {

"AWS": [
"consumer-account-id"
]

1,

"Resource": [
"arn:aws:glue:region:account-id:table/*",
"arn:aws:glue:region:account-id:database/*",
"arn:aws:glue:region:account-id:catalog"

1,

"Condition": {

"Bool": {
"glue:EvaluatedBylLakeFormationTags": true
}
}
}

SEREREIRFGEBRE LA SRR

—

MREHIRF 2 Data Catalog ERBUR , Al Lake Formation BiRF IR FEREHET. TiB ,

iR Data Catalog ERBERFE , BLEARTIIRAEXNMEEHD , UAFEARRERAFEE

TBEIRFRTIRAT. MRETEECRAELEERLE , ECAERIEFEURSAE |, &7 I8
BULSR. EEAHEREF  RMSAHEMESLSZ , MERMEEZNE TIBX,

THBERHBE Statement TER, HPET —HFIRTEN IAM BER,

"Effect": "Allow",
"Action": [
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"glue:ShareResource"
1,
"Principal": {

"Service":"ram.amazonaws.com"

1,

"Resource": [
"arn:aws:glue:region:account-id:table/*/*",
"arn:aws:glue:region:account-id:database/*",
"arn:aws:glue:region:account-id:catalog"

2. ¥F 6 #£H AWS Command Line Interface () #1i8 AWS Glue Data Catalog EJRBFKAWS CLl,

MREEREAEREFNEFFENERERSERTFERSE T , BIXNEENE LRBER
KFiGEnableHybrid5I#ERER "trues » AR TREBAIAXELEER , AL EXAEH
glue:PutResourcePolicy API 1 AWS CLlI,

B, BABERSUF (#I30 policy.json) M #Ti8 EIRREEEEK, #% consumer-account-id BUX
& AWS IRF BEWR F### ID, #% region BUfX A Data Catalog W[EiH , HHIEEBRFFH
WEREMERR , AR account-id R BEEHE AWS 1RF ID,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Service": "ram.amazonaws.com"

1,

"Action": "glue:ShareResource",

"Resource": [
"arn:aws:glue:region:account-id:table/*/*",
"arn:aws:glue:region:account-id:database/*",
"arn:aws:glue:region:account-id:catalog"

"Effect": "Allow",
"Principal": {
"AWS": "region:account-id"

}I

BB 2 : Lake Formation B1tR 5 £ A e R4 117



AWS Lake Formation HBEABER

"Action": "glue:*",

"Resource": [
"arn:aws:glue:region:account-id:table/*/*",
"arn:aws:glue:region:account-id:database/*",
"arn:aws:glue:region:account-id:catalog"

1,

"Condition": {

"Bool": {
"glue:EvaluatedBylLakeFormationTags": "true"

}

BWATH AWS CLI 6%, # glue-resource-policy B BIERENE ( HlL file : //
policy.json),

aws glue put-resource-policy --policy-in-json glue-resource-policy --enable-hybrid
TRUE

MBEFHMEN , 52 B put-resource-policy.

SR3 ERARRAEFIEHFEEEBIRFHA

EAEH , RMSELEIELTRTIERESR

1.

©® N o o bk~ w0 D

EE LF 28],

# LF BRIE RS B EEIR,

#& LF-Tag FF IR TELAEIRF,

HERFITRTRAERSE.

RNE , WBEERE, ERXRMNERHIAMALlowedPrincipals EHY 557,
BUYHAERKRNERERS,

BY LF EBY K EIERE B REERE.

# LF-Tag ERFF IR TEAERE,
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EE LF BR

1.

2.

3.

(® Note

MREEBRALEEERIRF , FAEE , BT,

LERHEBREG D BEAEEEIRSE |, #81kA https : //https://console.aws.amazon.com/
lakeformation/, fEFEIEHEEE T HE AWS CloudFormation 18 EMNAEEEIRSE. 1AM ERESR
8 ( 783%{EA DatalakeAdminProducer) M#EHH,

£ Lake Formation £ #& (https://console.aws.amazon.com/lakeformation/) FEBEEKH | AT

AT , #EZF LF BN,
BIEHIE LF FE

# LF BB IERiG B RER

#% LF-Tag fEiRiG B RER , LAEERFART S — @RS

BAERHEES , S EREZZER. IREITHERAEBNASG , AITRESERFHRH
q, WA EEIEREN AR,

1.
2.

EEEERPHERB&T |, BINERE,

BEHEEZEERE(lakeformation_tutorial cross_account_database_tbac) , A%
EBERER L | BERE LF E%.,

EAHEBRED , B LF EBERGERE , BEETUHE LF EBERGERRNER
o

BERIRITH LF BE,

183 5|8 Confidentiality #{E public.

i#IZ Save ().

#% LF-Tag FF AT R FEUA EIRF

MEEEERFS , RTFFTHRIAEIRSFH LF B8,

1.

EEBESHENFTAT |, &2 LF ERMNEF,
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2. B LF-Tags R5IER , AR EZFHEEIRFHLAN LF-Tag RANE (£
#@Confidentiality#I{E public),

BIE BT,

STYRF TR | RIZ LF-Tag B/EYHT,
STEEFEA , BEAIIRS,

B A B4 AWS 1RF ID,

o o kA~ W

AWS tkF EBBIHRER —EEBRN. B/ , BLAFBBWA AWS IRF ID,
7. HEFFAT , ERUER.

ERREHIGHEEIRFH T, IRTFHAIREEERFARTFHMETANT,
8. EF Grant (&F).

L  HEEERNEIEEEZENENT. LF EBNFAT , HEBEBEBERE Lake
Formation 2 & H AN EEREZER,

RHERFFAR THAERSE

BEMREMBBIEE LF-Tag KiEX , YR THAERFEFRFSREANTMNENRIERNE , Ki2
HERFIERIAERE.

1. EEEERNT. BERHFAT  EERT.

2. HYWERFEA , BENKIKRSE , AR@ABR AWS 1RF ID,

HRLF BRI AHER , BEEEHEERFPFHLAN LF EBNFRSIENE (Xsl
#Confidentiality#I{E public).

SHYFFE |, £ LF-Tags RFNER (E&E ) T , BEMNE LF-Tag.
ENEHEERFHAANERNRSIRNE (K58 ConfidentialityM{E public),
STHERER T ERNENENT THHER , MR TFENER RN FEETT,

BAEERHEE EEZAEMIE Lake Formation TR AR, BEAGNEKhttps:/
console.aws.amazon.com/lakeformation/, LF & T , #IFEBINAEIRS L ANWBERER,

ENEARFHATHER , ENAERFIEERERBLRFIRTEERS.,
9. SHHERKRMERMWT , BRNERRI A TAZIMER,

10. EBEXAT#EFEF A T @A R,

11. & Grant (R ¥F).

w

N o o &

©
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HEERE, ERRMERBIAMALllowedPrincipals E#isE W95Fa (A )

EARHBRE—FWH , BEEF Lake Formation Data Catalog (%2 E. MREKIBEZIE S , AFEELS
BR, MRIEEE Lake Formation Data Catalog 57 , & 0] LABEB Itk 25 BB

EWSBH  RAEEMBERNESERRIAMALlowedPrincipals R E WTERBRFT, NE
MBS  BEZRE TR 4 BERNEREYRE Lake Formation FFaJ &8,

EHEE WFF 2B IAMAllowedPrincipals , A EMR 21EB Lake Formation B FIHE IAM 8
DB, EOE=EIER

1. f£H Lake Formation GetDataAccessEifE ( A IAMBEX ) |, # IAM BRI #FEEBE IAM £
AEZRAE,

2. BT EH Lake Formation ERIFTH (BF, ENE ) WEEIAMFERESAL,

3. A%, B W TIAMAllowedPrincipals. &8I, E/E W<
#IAMAllowedPrincipals , AN IAM = EELZEFEE EERED Data Catalog.

B8 EER Lake Formation SFaJ#&E 8 ( M3k IAM BUEER ) | LUEMA Lake Formation 5F A #&
HNERE-RFARZERF 2ENERAEFZEHER , IAMAllowedPrincipal sEEHEE HWiE
REFT, BIAEEREEMERRIAMALLowedPrincipal sty A , MZERBERH IAM B
SRR,

I | HEHEIRFERHEE B EZBEME hitps:/console.aws.amazon.com/lakeformation/ : //
# Lake Formation =&, Data Catalog ERIET , REEBEEERFEANERENER
*, MRRZH , FEFITIHEBERESEREE :

1. ERNBSREBNESERGEEZENENER K,
2. BIERNERT T NERTF IS RGEAERS,
3. EERERERKRIAMAllowedPrincipals E# A TERBARETF A,

BUHAERRNERER

ERFeEEAERE  XAERTERAEEESIRFNERB &S, BTRETECH , XA Athena
EREEHLAERNRVERER  BRAZTERVHAERXRNERER, ERERLR Data Catalog
Y R EAERERERRNER, WEFHHEENR , #2080 EUEREE, BREIERE
AL

- BTEMNEBIBREEE Data Catalog ERGEBR — BN ERERER K.
« {#£H Athena #1 Redshift Spectrum ZREREHHLAERERE R K.
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FEEVERER  FEATIILER

1. MREEBRAEWEEEIKRFE , FEH,

2. LUHEBBRIRFERNEEESDE A, FEHAEE AWS CloudFormation #B8 2 T HIBIEEHN HE
ERF ID, IAM FHER®E ( 785k DatalakeAdminConsumer) FZ .

3. 1£ Lake Formation E£# & (https://console.aws.amazon.com/lakeformation/)
HWEZEE®KD , A Data Catalog. ERET , BELXAERE

lakeformation_tutorial_cross_account_database_tbac,

MRERZBEEINERE , FEFRALINNIR  UEERECERRERABER,
BERBERR,

BEHAERIK amazon_reviews_table_tbac,

EBEDRRY , BERRVERER,

HYEREFERE , GASE (FXHERES

amazon_reviews_table_tbac_resource_link).

8. HERET K ENEREFELMENERE (ELXESF , n AWS CloudFormationf & 2 3 31

BB E lakeformation_tutorial_cross_account_database_consumer)s

9. i#FE Create (B1I)

A -

EREGSETEERBER BRXR T,

BY LF BRYBEEKGERERE

Lake Formation &I A L2 ERIEFERY Data Catalog F. ERXRRELEZRFFEINERERE T
AERFHERERNEIERELICEH. CEEENAZRFPEY —AEBN LF E8 , UEEH
ARAERFPHNEREZEER LF EREFEUERE,

1. BHEERFHER LF ER. E4AHBREF , RMAEAEWDivisionME sales,
marketing# analyst,

2. #LF BBERS|@DivisionM{EanalystigiRkiaE Y & RE
#Elakeformation_tutorial cross_account_database_consumerfIE&ERE ,

& LF ERERF IR THES

RE—F , & LF ERERFIRTHESE.
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e T -

HEEEERNEFTA. ERUATAIT , BER T,

HY TR  EEIAMERAENAG K RZBEEMFEHE DataAnalyst,
$#HY LF SR BHER , BEFS LF EBNER (B=).
BESBRIENED T

ST ERE T , ENERE A TR,
SFHERRMERRET T |, EWNERRT A FROERAER,

i#1E Grant (BF).

SHYERE ERELSRDataAnalyst , HH LF-Tag €88 A Confidentiality , EA
public,

LB SHEBERFPNER DA A ERXREARIERNENERER , WEBMM https:/

console.aws.amazon.com/athena/ : //www.healthnet.com BJ Athena EEA&EHLAER K, W

RRA , FEATIIEERECIEMRE :

- RREAHAERREVERER

- BERTHEABHEEEIRFHAN LF EBNVFIE

« BRTFEAEFRREEREFNEEFRIERER AR EHEBE LF-Tag
- BMELRBRERN LF EBERGERER , UREREFELMENERE

SBR4. BEERERALE

EEERERERAE , RMEES5IELTRTHISHELER

OEREMEEENE, ERRMERWMIAMALLowedPrincipals B FF ],
EERFARTIRAERE,

CEZRE WERILA AWS Resource Access Manager,
BUHAERKRNERER,

A RAERRNERFIRTIAE,

REREENERFIRTHAEL.

EERE, ERRMELMIAMALLowedPrincipals L#$E BEFT (12 )

EARHBRE—FH , REE T Lake Formation Data Catalog 5% E. MRERKBZIEL , BIFE
ENFR, NERA , FB2EL-GHNERSR.
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HERFFIRTHRAERE

1,
® Note

MRIEUE —BERESDIBALEEEIRF ,

3
PH:
o
53

FREEZRIRFERHEES  FH AWSIRFE ID, IAMERAERRE ( AFRA
DatalakeAdminProducer) 1 AWS CloudFormation # & 7 B S EMZ , 7 hitps:/
console.aws.amazon.com/lakeformation/ : //www.healthnet.com & A Lake Formation E£i2 &,

2. HEFFTEENERRFAT , BERT.

3. HEEBET , BEENMIRF , ARE A —NZE AWS RS IDsz AWS 44 IDs. MFEFMAE
528 : AWS Organizations.

g{_l'lll

A EERFAIBNEBNE— AWS 1kRF EBANERS BB R, B8, FFBAAKRF DH
1848 1D,

4. & LF ZEREHKER , B Named data catalog resources,

5. HERET , EFERE
lakeformation_tutorial_cross_account_database_named_resource,

6. EEWELF R,

7. EERRT , BEMAERR.

8. SIYERKREBMRFTR , BERN , AREERRKRIT THR,

9. SelectSelect #l Describe , EAI R FEFAI To

10. ¥ , HRERFAT , MREZERWERFIEE  FEEHZIEMREFE.
11. & Grant (R F).

=
igp
»

IR RS BWEFATIAMAllowedPrincipals , B EWETE FEF A A BEERE, I | &
EEA, ERHFAUTEZIER AWS RAM EEVAERE AN B EER R,

it EZERHAH AWS RAM

(® Note
RENAWS tRFEBAERNARATERZRI R,
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1. fEATE AWS CloudFormation &2V HiIEEER IAM EREER ( BRA
DatalakeAdminConsumer) FZH# , EAEEEIRFERAEE SR A https : //https:/
console.aws.amazon.com/connect/.. LY AWS FiZ &,

2. TE AWSRAM EEZEAWNEEEKT K FREREHAT  BERELAT , BEHAM Lake Formation &
R. MEEAGZE,

3. BEBENRT.
4. TWERERFMEN K ABRBEESERAA.

e  HEEIRFERNEEEEZEEME Data Catalog , Databases T Lake Formation 12
& (https://console.aws.amazon.com/lakeformation/ : //) LB A E IR

BUHAERRNERER
B PR3 . FAGREFIEG L ZEEEIRFHAA (LR 6) hiET , AHAERRENE

iR, mBERER amazon_reviews_table_named_resource_resource_link., &
BE DB ERE#Elakeformation_tutorial cross_account_database_consumer,

HEARERKRNERFITRTHAE

m

EERAAERRNENFIRTHES , BTSSR

-_—

£ Lake Formationconsole (https://console.aws.amazon.com/lakeformation/) - , E&F ™., &#H

AT, BERT.

Y TR  BEIAMERAENAG  ARBEMFEHE DataAnalyst,

3. Y LF EBIEHRER , BEELERBHZER

4. HEERET  EEEHE
lakeformation_tutorial cross_account_database_named_resource., MREHE TH
XNFEHERINERE , FEERAES,

5. EERRKRT , BEEHK amazon_reviews_table_named_resource,

6. SHHERRMERMW , BRERRI A TAZIMNER,

7. 1B Grant (iR F).

N

HEREFNEMFTFIRTIRASE
BRTYRTFTERSEREFERHAENRNATZN , CUFERTERNEAEFNEREBNFTT,
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1.

£ Lake Formation 32 #& (https://console.aws.amazon.com/lakeformation/) B9EF®], & RHHEF
AT, BERT,

HY TR  BEIAMERAENAG  RRIBEMFEHE DataAnalyst,

¥ LF BRI AHER  BEESEREHER,

lakeformation_tutorial cross_account_database_consumer, JMIREETHRBFE
RERINERE  FEEFAES,

FERRT , BEERK amazon_reviews_table_named_resource_resource_link,
SHERELTT , BREREZT U THER,

B Grant (BF).

LB SHEEIRFPNER D EIEAERBXEAKRIERNENERER , WiEB Athena T4
ERHLAERR,

WMRRE  FHRETIIREREBE ERRE !

- RESAHAERRENERER
- BERTHEAEHEEESRFAACERRNEFIE
- BRTFEAEEREZNRYERER 2GR ENFHUE

HER 5 : BER AWS EIR

BEBREN BEETLENER AWS 1RF |, B LIRMBREAREHERE AWS WEIR.

1.

FREEEIRFEZE AR https://console.aws.amazon.com/lakeformation/ B Lake Formation &
BE, UMEBRHBETIIER

« AWS Resource Access Manager E iR A
« Lake Formation Z%

« AWS CloudFormation 3 &

« Lake Formation £%7E

* AWS Glue Data Catalog

FERHBEREZE AR https://console.aws.amazon.com/lakeformation/ : //www.healthnet.com
# Lake Formation A& , MRHEBETHEE :

« Lake Formation E%
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« AWS CloudFormation &

£ Lake Formation 18l FEL% HI & A & R4

AR BRI IR Hstep-by-stepiR A , FREAMN{AT AWS 1RF EFEH EEZME & , £4 Lake Formation 1R
HER R b I E R 5E AWS Organizations, &R LLESRBMAVEFT |, LU EHURE BN EE.

THRFHERRSE ANERHEESMAAIRS B RUBHATEL , RIS B hRER & NAES
BEREER  RHKRFANEMEAERTHARENRNBEFR, SERFANENERSTUE
VR FREZREECHERE , ASEBRREFEN (LOB) RHE A EHE,

1 A RHBREREME A AWS Organizations REE AWS 1RFE, —{EEMEN (OU1) HHIRE A FERE
BFERERT OU2 HikRF B WEAE., BALLEAREA Organizations BERAMERK G ZE |, HlnR
SEIRFR. TERB\EHTERNENFHETERG, ERVHTERS A PEM. 1RF A NERH
EEBIRMIRS B WEM7TFN. BXRtERKES B NFERAERMIIES A BRHERRNEREERE
EVERF B RV EHAfERE,
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r %

0OU2 - Account B

S3 data lake

testuserl

Lake Formation

Catalog, database
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v
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At R
IAM B S BB AWS ZEBCRINMEASE : Administr

atorAccess o

BERHEEER BEE AWS ZEHRNFEHASE : AwSLakeFo
rmationDataAdmin BEEEZEAG,

BR oM 2 AmazonAthenaFullAccess &z AWS £
EHXNEASE :

TORIRHF

FIRAHBRECH , BELRBRAETHRUEEERFTNEERERES D EA AWS IRF By . WF
AEA , FERTEAE AWS RRER,

AHEBRERRIERE IAM, F IAM WHEEER , F20 IAM EAEEBE.

EABBRES , GRETHER

- MEBBEN
- OU1-TEIRF A
- OU2-TERFB
- 1RFE A i Amazon S3 ERVHE ( REEETE ).

- IREFE AFHNERNEESEHEMAE, BLUFER Lake Formation £ & (https://
console.aws.amazon.com/lakeformation/) =% Lake Formation APl PutDatalakeSettingsHIig{E
REVERHEES,

- &P A PERER Lake Formation , AR RF A # @ Lake Formation FEftHY Amazon S3 & &L
B,

- IREBAHAMREFEREEE T IAM 2EBUR -
« testuser! — B AWSLakeFormationDataAdminE# AWS ZEBE,

« testuser2 — EAmazonAthenaFullAccessiE#E AWS SEHE.,
- R B Lake Formation &R EH K E K E testdb,
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SR REH S —E kFNRHEFE

THRIRFE A WERNHEESNMAIRS B REBHENFEL

RTH 5 — 1@ tkF B FEE

1. TEWRF A F#Y https://console.aws.amazon.com/connect/ : // AWS Management Console EA &
BERHEES,

2. BARK Lake Formation & (https://console.aws.amazon.com/lakeformation/) , AEIRZER B

Ao

EEEERD , BEEERE,

i#1Z Create database (B & ¥ E),

EEREFHEARERD , ENERE,

HYER , BASRE (EFXHERED , RMEA sampledb0ol),

ERERENENERESEHEHERRER IAM EEERE], BHEA L AR REAFEMIZE Lake
Formation B91ZHL,

BERNERE,

9. HEEMEEAEL , BELNERE sampledb0l,

10. EBEDIRERT , BERT.

1. ERFHURERT , BEUINIRS,

12. &% AWS RS ID s AWS ##8 ID , £ OU2 FEAIRE B HIRF ID,

13. StHERR , BELHFERF B AR ERR (EXEYF , BAIEAERRE
acc_a_area), & , BULURTH ERRPERNMNEIE K MEMEERXEDRHITIEER
£,

14. $FHESERMBELFERF B ARFINERR (HHLEXE  ZEMNERT B2, S8R
BIRFRIRTHE ) o

15. SHEERE  BETSERM.
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kP B RV EMERE.

18. EE Grant (B F).
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B ERERS
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BEERR, CEXZFIRF A REFEERENERSK,
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4., HEBEIDRERT  BEEIERER.

5. S$HHEREGER K WAZE ( AHBHRES acc_a_area_rl),
6. SHHERE , BELNERE (testdb),
7

8

9
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EEEEKD |, #IF Tables (ERR).
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EERTFEREEARFNHT, BLEERT DESCRIBE 5 DROP 1], HFERKREMEL , BX
BREHNERSR  AREBENRERLEER T,

8. ERTFHAUERERT , EREMIRF.,

9. HRIAMEAENAR®  BEMFEASE testuser,

10. SHEIERER T TIREUER,

11. 1B Grant (8F).

12. L B EARFE B FH AWS E# Atestuser2,

£ Athena E£# A& (https://console.aws.amazon.com/athena/) £ , BEZEEINEREMNE R
acc_b_area_rl, BEETUEERKR LHTEM , LE B testuser2A[FH WERHME,

HER 2 . BHARKRF PHERERERBIEEFER 132
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I Lake Formation 1]

AWS Lake Formation £/ AWS Glue Data Catalog (Data Catalog) LA B $&. EREMERRNTERF
1 Amazon S3 ERLHMIA T E R KRN P E R | Hl0 Amazon Redshift, Data Catalog FHIH#EE
REEfTasE%. ERENERRN=EERKEEY. c8¥RETERENEREBTBAR &
HBERE, ERERERRMNES, Data Catalog thBEERER , ELEERNMRETHAE
REMERRNER , ARBIRFFIRERSFHNER. 86 AWS tkRFSE AWS EFHE—RBAER
H #%.

Lake Formation 12t FH X &R EEE R (RDBMS) SF A& R | L% FEisEY Data Catalog 7 &
B Amazon S3 HERERMNE &, ERE. ERRNERENFEUE,

EIRT % Lake Formation SF R WEFMERAZE , B THESEASEEEL !

« Lake Formation B K E XA Amazon Simple Storage Service (Amazon S3) K38 E
B, Data Catalog th'2E B 8%, S18H &R B Amazon Redshift E¥}= . Amazon
DynamoDB BRI EME =1 ERRRERKFENWEER , S0 Snowflake, MySQL , LAKE B S EEE
JEEM 30 ZEABERIKIR,

- Lake Formation &#f Data Catalog , HH B2 EEAERARNRFEERPEER , Gl BFFER
BMXERERNER , AR Amazon S3 HERAHHE R, Data Catalog 82K B Amazon S3
DANSBERRBENERPEER, PRERSHEHBAB %, ERENERK, PREERKTSHEE
B, V&, 78, UREMRREMNHEMEF. PEENENERERRNES.

« Lake Formation Data Catalog £2 fEF#J Data Catalog #HEIAWS Glue, &ERILAEHAWS Gluell€&
F2NRE I Data Catalog ERIEK |, th AT LLEAAWS GlueHiEl, ERMEIMA (ETL) 1115 , TERH
FRIEAEBRER,

- Data Catalog 1 #J B $%. BRI EMER KA Data Catalog ER. Data Catalog FHERKBAF
BENERRK , MES CHEENREPHNER RS Amazon S3 P RIEER, PRERRE
Amazon S3 HERRRFIEEANERBRAERER,

- ZFEAREAEL AR, Amazon QuickSight ERAEZEFH. FEiB SAML 1Rt [ Lake Formation
BENCEAENEE , IRBRFFEIRGINEAEREHE. AWS 1RF ID, B8 ID MR
ID,

- AWS Glue EREXNEEIFEER K , BEBTLUEA Lake Formation £ &, APl 5 AWS
Command Line Interface () FEIZ I FHEERRAWS CLI, B HPRBERKRE , BXEEENE,
EREVERER , VERZEAN. ERRMUETLUE Amazon S3 UEHERRIFMLE , fila0
Amazon Relational Database Service (Amazon RDS) EXlE, EREMNE —EZ Amazon S3 {I
B,
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 EBH Lake Formation BZ&M RIS , #l20 Amazon Athena I Amazon Redshift , AT LAfZHX Data
Catalog LLERSHF#EER  WREHTHEINRE, NEBSKRENTEEE | F2E AWS R

Ed Lake Formation &4,

&

+ Lake Formation 5 /] &

Lake Formation & IAM F A1 E
EFERANTERRE

B S Lake Formation 5 7]

- Lake Formation A1 &%

- ¥4 IAM Identity Center

* #§ Amazon S3 {7 E#T1 = ENE R
- BEERUER

- £ RE Y4 AWS Glue Data Catalog
- 1£ Lake Formation F A TEREEAER

Lake Formation 5 7] #1 &8

PEMEEXEEAMNFF T AWS Lake Formation :
- PHEERIFE - Data Catalog EiRHIFF A (Data Catalog 3 ).

IELFFAI AT B E B8 Data Catalog P&, BEE, EMAMMBRFPEERERENER K,
- E#ERFH - Amazon Simple Storage Service (Amazon S3) BRI EF ] (& RHZEEF 7 F1E #
ZERFA).
- BRUHFTEZEEBRNNEALSHEIER Amazon S3 L& , R HHERIEQZER,
- ERMUBE T AZEERE I AESRIE[ISE Amazon S3 BN HEERERENER K,

HHRIEMEREE , Lake Formation &£ Lake Formation 5 A #l AWS Identity and Access
Management (IAM) BF ATV #E G, IAM FFAJREEE IAM K. Lake Formation 3 AJ R EEEEA
DBMS #3# GRANT/REVOKE @i % , 5l Grant SELECT on tableName to userName.

EZFEARHFE Data Catalog ERHERERIMNERE , EERIIFER , HEARKEIR IAM
Lake Formation HEF AT &,
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)
HLTC

Requestor Resources

1AM Lake Formation
Permissions Permissions

Lake Formation £ A3 #)¥f Data Catalog EJR. Amazon S3 {VuBFELVEERERMNER. IAM
ST AT #5¥ Lake Formation 1 AWS Glue APIsTZER. EH itk , #REAREHEHE Lake Formation 7 Data
Catalog (CREATE_TABLE) REV FEERRMNFTH , BMMRERZE glue:CreateTable API £H
IAM 351 , BIVIREE XK. ( BHEERglue: 57 ? BA Lake Formation £H AWS Glue Data
Catalog, )

(® Note
Lake Formation FFAI{EE A RR FEFOUM B,

AWS Lake Formation EXRESEZFEA (FHAEHAR ) EEEE Lake Formation BB E R 1TE
B, BRHEEEREMEER T Lake Formation FF AN ZEA S B ELENZE,

E 818 Lake Formation FFAIRFEFEAR , B LLESEM MK ZAFIR TFEHMBETA

B LAfE A Lake Formation API, AWS Command Line Interface (AWS CLI) 2% Lake Formation £%
BNERFF TN ERLE EERE T HMHSE Lake Formation ¥,

AR EUE SRy 73 0E

FERERDE , B ERYERMETHEMFIES], £ Lake Formation A , iE%k ~¥f Data Catalog &R
Amazon S3 (U BHEITRMFEIES, BAEATIEP —BH ERERBEHFEIZRS,
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BiE Lake IAM FF 7] R EA

Formation 7]

FE 1 B AL ot il ERE EHEBTMNTERRITEAWS Glue,

Open &k TG BRFT AISuper R FH#E
IAMAllowedPrincipals , E#F
IAMAllowedPrincipals &HE
B, 3E IAM BUR AFFFE Data
Catalog ERIVEM IAM FRENAE |
M SuperfFAIAJRERBERTENE
PERERR LHITEEZEN Lake
Formation &, EER LEEHEH
IAM BR324 Data Catalog &R #
Amazon S3 (U EMFE. MBFHME
7, ESREEERNNAEREERE
AWS Glue& #15T 7 A #&EI AWS Lake
Formation &,

BEZRTR IAM BURZ4I¥ Data
Catalog ERF{ESI Amazon S3 REEFET
RN AEFE.

£ Lake Formation E#& L , WA EEHE
TRAER IAM fFER 4,

Bk 2 T a1 ER ) EREBN A %,

FBHlFEER =~ Data Catalog &

JR. Amazon S3 U EMELNENE
BERN EWERERETFERMN Lake
Formation 5™,

AL TR EHE IR EM ¥ Amazon S3
VENEFREERZNTT. fla,
R IAM BURAJREEE "glue: *"5f
"glue:Create*" M3k "glue:Cre
ateTables" , # Lake Formation &

BFEUESIN T
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FE Lake IAM &5 7] R EA
Formation & [

B UREFBZTIARSALUEL B &Y
., Etb R NEERIFEMMEITIERN
FW APIs , BSHEHM APIs &R,
fFlan | A LAY IAM BUR | EEREAE
$§% 31 Data Catalog BRI 28 3 F#1T
TERRE , BEEEITAWS GlueiELRD
FREEENEE. F2REAHHERNE
o

/A Important
AERUTSEHE !

- RIRFAER , Lake Formation ERAAEFEHA IAM FEIRHIERE , EIREK AWS Glue Data
Catalog TAHZA. BERZREEERAMER Lake Formation EF O] & EFHIELRE, MEFHF
HEF , FEREEERINERRE,

- ERVHEEENENERIEERENAT HHES Lake Formation 570, MFFMENA ,
=2 BB S Lake Formation 557l

RS E R EE

¥14 Data Catalog ERHVFEURE| , THFREEHRAEE Lake Formation FF ATV EHAEEUE S |, IR
BH |IAM BUERHY BB 7 B &,

EMETEK FERIET Data Catalog IR Lake Formation FF [ :

- BERERERERG - FRALEZE , EUNEBEEENERENRBBRRTREENERERK
HEFAl, RTERIRE !
R TRTER [ERARTEER] LNER.
ERRTEE , BUARAEARERFTARTEMBETEA,

- BRAFHERS - £RALEE , B —HZ @ LF FREIERLE Data Catalog EXE, &
BRMEBN , Wi —HZME LF RBOFFARTEFLA. 86 LF-Tag HEZWREY , Sl
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department=sales., ##HE & Data Catalog EiR L LF FREMN LF ERNER A UFIZER.
HREBAEENENERKNERY  EREAILEE, FHEAERER Lake Formation HRE A FE
=,

ZRAEERLBEANFIREMEL AR TR ITNBE.

TRWERA Data Catalog ER £ FEY Lake Formation 37, WMEEXRRIEFHINEIR

B 8% BRE BRx
CREATE_DATABASE CREATE_TABLE ALTER
ALTER DROP
DROP DESCRIBE
DESCRIBE SELECT*
INSERT*
DELETE*

fltn | EERELEF CREATE_TABLEFF A, ERXRTRAHFTREXEBEREFRIERR,

Data Catalog ER LR FEFENR (") WETrY , EEMEARERER, flin , PEEREREK

#) DROP Al A EERER EHKPREER K, T8 , HEERK LB FHDELETEFF A A EEFEH
SQL DELETERRRX & FH X MBER Amazon S3 AERRWERER, FHELHT , BB A LE Lake
Formation 32 & ERRER K | WA AWS Glue AP| FEEVE R RAMERIE A, Ht , SELECT,
INSERT#1 DELETE#BR Data Catalog 5 A #1& B 1ZEEF Al -

HERKRSELECTER T K , BUHE ISR —NSEERMOEE RS, EAFHPRERR
ERMETRMATEES , REIZSBBNEAEEUTEIRTUASTINER M. WIHETRELA
IAM B3R

EE—EBA NEKRTISuper, Super fAABERAERTHERNESIERR LBTEAXE
#) Lake Formation #4E. MLEFRIAILAEEE fih Lake Formation SF Al 17, 0 , BRI AEFEERE
FAIRINSERT LR T SELECT. Superfl . ZFEAATUEERKR EHITAEXENEE , EERKEB
B¥Super , SELECTAH INSERTEFAINERE.
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MESEFINFMERN , 52/ Lake Formation ] 2%,

/A Important

EERENEES—BAFEAZEEINERNBEHKERR  SHEBEEERRLERTEL —E Lake
Formation 857, MR ERR EBFEZD—@EHFT , BHEAUEFEERRNESERE,

IEALAE A Lake Formation £ 4. APl 8 AWS Command Line Interface () & F =8 Data
Catalog FFJAWS CLl, A TR AWS CLI i SH &6l , IR FEAEEretailEREHREI ERIK
Mdatalake_userlFfl,

aws lakeformation grant-permissions --principal
DatalakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "CREATE_TABLE" --resource '{ "Database": {"Name":"retail"}}'

ST RABREER S IAM B 6] | ZBEER Lake Formation A RB I EMEIIRS, TAK
TR R R R R T A R AE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"glue:*Database*",
"glue:*Table*",
"glue:*Partition*"
1,
"Resource": "*"
}
]
}

T— B4t 2AERE , BRARS, TAFFHEERFMEDF Data Catalog FEYFFE FHRE R
BEREMERRETHRRF,

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Action": [
"glue:GetTables",
"glue:SearchTables",
"glue:GetTable",
"glue:GetDatabase",
"glue:GetDatabases"
1,

"Resource":

arn:aws:glue:us-east-1:111122223333:*"

S BERE T BURETHE |, RBUREEN IAM AEBWBEMFEES, CEEEERFNES

THEFBARERE (CRM) PEERENETNERRTFE LR T,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"glue:GetTables",
"glue:SearchTables",
"glue:GetTable",
"glue:GetDatabase",
"glue:GetDatabases"

1,

"Resource": [
"arn:aws:glue:us-east-1:111122223333:catalog",
"arn:aws:glue:us-east-1:111122223333:database/CRM",
"arn:aws:glue:us-east-1:111122223333:table/CRM/P*"

WTIE RIS EN ESHH | S Lake Formation AB IAM HISZ,
it & el R sl

EES AWS WREHEREFEA 24288 Amazon S3 B PRI ERIEF AWS Lake Formation , Lake
Formation SR HEFEEAERREZERE R,
HEBERFEES 140
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% E & Lake Formation 2 #)¥} Amazon S3 U EEBERAZE , 55 Lake Formation BEMEZ L E.

atflt Amazon S3 LB , &R LAR#A R T T 5 Lake Formation FFH] :

- BRZNENER B HKERRDELETE) LM ERFEEF Y SELECT(INSERT, M,
- ZNELNERMIEFT.

Lake Formation & #Hy B &F 7] Al 52 4122 31 #5145 E Amazon S3 {1 &2 Data Catalog BRIEE ., &
AUBEFAARERMANVEREEAN—EBERLM, E4H CREATE_TABLES ALTERFFAIRTE
AR, BUEgRTFERMUENT , URFAZFATURLSZ BRI EERRNONLE,

Amazon SN ERBEFIFEB THREFFFEBIFTE , EF2MEHIH Amazon S3 ¥,

O] LAEF Lake Formation £ &, API = , S$ERMVEFRTZEFEA AWS CLI, RFH—F
RUTF :

grant DATA_LOCATION_ACCESS to principal on S3 location [with grant option]

MREZE with grant option, ARBULUSHFARFEHMEBTEA,

$5501% , Lake Formation 55 8] —# & B AWS Identity and Access Management (IAM) EF AT #&ELE A |
DAEAT BT EUE B, BAER Amazon S3 ERWEEVE AT , IAMEFANRFARMOT :

HMUER , ZOLUEE IAM A6 , RFZNVNENBEVE A I, Lake Formation TEAS R B A& #
RBHAES AWS REE  2REZAR, HAAGTAAENMNT THEE , Hh3MANVERFEIE

awsexamplebucket,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]
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},
{
"Effect": "Allow",
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket"
]
}

}

Lake Formation 12t — BRI EZ A E , B UEZMBEAREHELGEERNBER, NMEFHHEE
 , 52 B E A Lake Formation RIS ERE AR,

Rtk , 53 Amazon S3VBESRFZVEFIEN IAM s3: 5577 , ER T EHARFMUENACFT
FEE.

/A Important

B eE A BREE A Amazon S3 REFETE. ¥ M Lake Formation EEH R FET
B AREMREETrENAC— NG ARESE. VRAEFTRERZ —EAWSIKEE
B, AnRAeBREREFIFrEHEEMHENIIRS  Aen@FIrREs & RlEREFENE
=8

HRAEBRERWBR/EARFZE , BR7T Lake Formation fF 24 , TEEZE
lakeformation:GetDataAccess IAM §F 0], B T FF A , Lake Formation Mg IREERFIE R
MENEREXR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "lakeformation:GetDataAccess",
"Resource": "*"
}
]
}
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ELRBES | BAEGERSERES ™ (2. THXEANFUEERMEMER, WAETHE
f& Lake Formation A] LAE MR i B B (EERHIIREF N E RFE,

(@ Note

Amazon Athena ERFE A E A lakeformation:GetDataAccessF A, HMBSERKE
EHEBHITABTEEES lakeformation: GetDataAccessEFl,

WA aEE WEBBE P Lake Formation B&F IAM Faj2#,

BRI | BEE Lake Formation EEEAEMBEENAME A E A Lake Formation FF a4l 2 FEER &

o

« [d Lake Formation G2 & & XH Amazon S3 &,

- BYEBERER{IEZ Data Catalog BRI RN TB S EEEERUBIT,

- BRABEAERERNEZERAMEERROERERMVENER B &KER K EEEF Lake Formation &
RHEEEF T,

« EEBERIEM Lake Formation lakeformation:GetDataAccess sl , BN EAERE
BNETTASLEEES IAM T,

(® Note

IR BT LLEIR IAM 5 Amazon S3 BIZRFZEL Amazon S3 API 5{E£## A& , Lake Formation &F
RIS R & PE 1E BB Amazon S3 APl S #E &FH Amazon S3 B, BALE IAM BUERE
EEFEUHEEFE,

ERERMIEF T EFMERR

ERMUEFF A EHE Data Catalog ERIENER KR LBV NENRENER. HAIWNT .

o ZFEAMAE Amazon S3UE FEEREREBENERMENT , THREIREHNEEZVNENE
- BAFESFAIDATA_LOCATION_ACCESSR=fER £#&. API = &F AWS CLl,

- EERNEEEERNCEEMUENVEBY. TREAERENCREATE_TABLERF T , BEFXRBEHE
ZNERTFNERIERXRE K RERTFEBESHFI,
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- IRBERMUEF IR TERA , AZREAERET FUERTERMLES .

s FRAFEEERMENT , IHERERNSTERE ARE, B SELECTZN INSERTERIFE
FAUMERH, ERMUEFFTEERARENEMUER Data Catalog Eiff.

ZRTEHERNREM,

Data Catalog Amazon 33
Database A
Tables & Products < Registered
111 & Commercial location
D::D = Consumer
111 = Government
& Finonce < Registered
(No location) B Sales location
B Expenses
Database B = HR
& Employees
[5 Tables &= Plans
11 &= Customer Service <———— Registered
11 B Support location
D::D & Incidents

EERE T -

« Amazon S3 f#7Zir# Products, Finance®l Customer Service B[ Lake Formation 5.
+ Database ARENEBEY , HDatabase BEAMfFECustomer ServicelrEMUERBK.,
. FAEEM{AE R ECREATE_TABLE Edatalake_user#H .
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- FH#&Edatalake_userEEBFEEProductsirE EMERLETFT,

UTRERAEdatalake_userEREREMNENRBEEREF R B HERRKFNER,

datalake_user EFEVERRKNWMNE

ERENVE R IR B R A

ERE AR Finance/Sales R RBEERMERTT

ERE A VR Products FZh ERERMNERT

ERE AR HR/Plans B2 B AREEM

ERE B IR Customer Service/I A ERENNVEBMEMR Customer
ncidents Service

WEFBES , FSRATIAR

* % Amazon S3 U E I E BN ERHH
« Lake Formation sfaj&#
« Lake Formation & &F IAM Ffaj &

Lake Formation A& IAM FfFaf&#&

G5 H — LR Lake Formation A& & HEFER AWS Identity and Access Management (IAM)
#FH . NEE Lake Formation FFrAJIEFMIE A , 552 B the section called “Lake Formation FFAI& &,

AWS Lake Formation At
TRV HEZE AWS Lake Formation &,
Lake Formation &€

AW iR

IAM EEEE (HBRFERE) (HE) JBY IAMFHRENACHNERAE, B8 Adninistr
atorAccess AWS ZEBX, EBFA Lake Formation &R

Lake Formation & & IAM FF ] £:& 145
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A¥ DU

AT, AU ERDEEES, MRURIEEERVHERE
g , B|#E %8 F Lake Formation 557,

ERNEES ( XE ) AI5EM Amazon S3 {Z{&. 77HY Data Catalog, B &
BE, BIMITIERRE. 58 Lake Formation FF ] R F H b fF
A& , Lk AWS CloudTrail B ERE. IAM FaJD R
IAM EEES  BREUAEEERN, BiHfEHMmERNEES,

HEEES (iZF ) "R =8, Data Catalog BIR. FFH AWS
CloudTrail HFEHIERE , |BFEETERN,
B T2 (i) TEYERE, BEUMHBTRBEINMIERE ,

DR EREANTEREEZUNELR B HERRET Lake
Formation E‘F—JH’JEFH &, BEREEMAENIREMELESR
E. MEFMEF  F2RELERE,

ER DM (ER ) AILER BERAMITERNERAE , fl20 Amazon
Athena, EERHITEMNEHFT,

THEREAS (ZE ) AREAEPITIERENAC, EEREBELTHF
R , BALEELAE,

(® Note
£ Lake Formation # , ERERV ZMENERHEES R T , EFSEBHHEEER
FEXFF A , a0 SELECT = DESCRIBE, B BRI ENEEEEREELE R ENSUPERFT
A, LITARKEN , #AMBEESHTURTFECXENT , BEELHATERDHER
HRAEFENER. it , EEEXERBRETECHERENFIE , AR THEBEES
REPR

AWS Lake Formation #Y S & B%k

B LAMER AWS ZEBEMAERBEK AWS Lake Formation , #FEH FTER AWS Identity and
Access Management (IAM) 58], T%] AWS SEBXKEAR Lake Formation,
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AWS ZEBE . AWSLakeFormationDataAdmin

AWSLakeFormationDataAdmin BIER € F AWS Lake Formation MHEEREN EEFZEE | Hli0
AWS Glue REEERH,

LA LAAWSLakeFormationDataAdminEERENFERE. BHENAE,
SRR E R

« CloudTrail - AFFE MR AWS CloudTrail B3, 1ERWEERHRETMWEASERFTLEN,

« Glue - A EEHRK., BEIMMEH Data Catalog FHI P ERKRNERE, ESFE
Get. List, . Delete, Create Update#l BHSEHY APl #{ESearch, EREBEERHER KRS
BERNNSEER,

o IAM- AFFBEINEZEIAEN IAMFEHE. ACNBENHEBRER. ERENEEESREANY
HIAM EREMNBE LT Lake Formation SF IS EIFH,

« Lake Formation-RFERHNEEEETEERHFIER Lake Formation 5™,
¢ S3— RFEHEAE Amazon S3 REEFIFERENVENMHBEN , LREERHNERMNE

"Statement": [
{
"Sid": "AWSLakeFormationDataAdminAllow",
"Effect": "Allow",
"Action": [
"lakeformation:*",
"cloudtrail:DescribeTrails",
"cloudtrail:LookupEvents",
"glue:CreateCatalog",
"glue:UpdateCatalog",
"glue:DeleteCatalog",
"glue:GetCatalog",

"glue:GetCatalogs",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:DeleteDatabase",
"glue:GetConnections",
"glue:SearchTables",
"glue:GetTable",
"glue:CreateTable",
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"glue:UpdateTable",
"glue:DeleteTable",
"glue:GetTableVersions",
"glue:GetPartitions",
"glue:GetTables",
"glue:ListWorkflows",
"glue:BatchGetWorkflows",
"glue:DeleteWorkflow",
"glue:GetWorkflowRuns",
"glue:StartWorkflowRun",
"glue:GetWorkflow",
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:GetBucketAcl",
"iam:ListUsers",
"iam:ListRoles",
"iam:GetRole",
"iam:GetRolePolicy"

1,
"Resource": "*"
},
{
"Sid": "AWSLakeFormationDataAdminDeny",
"Effect": "Deny",
"Action": [
"lakeformation:PutDatalLakeSettings"
1,
"Resource": "*"
}
]
}
(® Note

JtAWSLakeFormationDataAdminBURF SR FERHEEREFTENMAR

A, BUMHTIERE , UEARKESAE FMUER , EEEINWET
A[AWSServiceRoleForLakeFormationDataAccess., MEFMET , FSEELELH
EEE R FEH Lake Formation B RIS ERE A,
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AWS ZEBER : AWSLakeFormationCrossAccountManager

AWSLakeFormationCrossAccountManager B3R i%iB Lake Formation 12 #t¥f AWS Glue ERHV IR
EFEE | ¥R F¥ AWS Organizations 1 & H b4 Z R 5 BEUFEUE AWS RAM,

B LLAWSLakeFormationCrossAccountManagerBEZENFERE, BHEMAR,
ST EEAEE A
BRI E AT,

« Glue — RFFERRTERMER Data Catalog B IRBUR LA {TEEUERH,

- Organizations - AFFFRAHEEEBA RS MBEMEN (OU) EFA.

- ram:CreateResourceShare - AFFBEIERRE,

- ram:UpdateResourceShare -AFFRENIEEERAEZNE LB M,

- ram:DeleteResourceShare - AFFFEMBREENERAE,

« ram:AssociateResourceShare - AFERBIEENERFENEREFEFEEZERAE,

- ram:DisassociateResourceShare - AFFBHSHEEENERREFBRIEENETRBRE
Ro

- ram:GetResourceShares- AFFFBENEHESEEHACERLANFHREA.

« ram:RequestedResourceType - A THEBENERER (ERE, ERRHBE) .

« AssociateResourceSharePermission- AFFREFAEIMARERRAEZHIENERERY
AWS RAM 1], B EEBERAZES | R#EE — (AR EEREEBEEET,

"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowCreateResourceShare",
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare"
1,
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"ram:RequestedResourceType": [
"glue:Table",
"glue:Database",
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"glue:Catalog"

"Sid": "AllowManageResourceShare",

"Effect": "Allow",

"Action": [
"ram:UpdateResourceShare",

ram:DeleteResourceShare",

ram:AssociateResourceShare",

ram:GetResourceShares"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": [
"LakeFormation*"

"Sid": "AllowManageResourceSharePermissions",

"Effect": "Allow",
"Action": [

"ram:AssociateResourceSharePermission"

1,

"Resource": "*",
"Condition": {
"ArnLike": {
"ram:PermissionArn": [

"arn:aws:ram::aws:permission/AWSRAMLFEnabled*"

"Sid": "AllowXAcctManagerPermissions",

"Effect": "Allow",
"Action": [
"glue:PutResourcePolicy",

ram:DisassociateResourceShare",

AWS Lake Formation B S &%

150



AWS Lake Formation HBEABER

"glue:DeleteResourcePolicy",
"organizations:DescribeOrganization",
"organizations:DescribeAccount",
"ram:Get*",
"ram:List*"

1,

"Resource": "*"

"Sid": "AllowOrganizationsPermissions",

"Effect": "Allow",

"Action": [
"organizations:ListRoots",
"organizations:ListAccountsForParent",
"organizations:ListOrganizationalUnitsForParent"

1,

"Resource": "*"

AWS S EBHE : AWSGlueConsoleFullAccess

AWSGIlueConsoleFullAccess RS F AWS Glue &R TR ZEE AWS Management Console,
MRSKBUEBRFEENERGRIES , FAERERETENTRATIE. LBERBEEES
AWS Glue = EMEAE.

B4, AWS GlueLake Formation TR A EAWSGLlueServiceRole , LA FEERERYE , 2
#& Amazon Elastic Compute Cloud (Amazon EC2), Amazon Simple Storage Service (Amazon S3)
Amazon CloudWatch,

AWS managed policy:LakeFormationDataAccessServiceRolePolicy

HHEREEREIE A NERBEEABServiceRoleForLakeFormationDataAccess , ZA® A
RIEEEFRFEERRTHE. SELBLEBEREREZEN IAM 55,

LR U EF Lake Formation & AWS fR#E |, #l0 Amazon Athena 5 Amazon Redshift , {8 f IR E
EABREHER Amazon S3 &R,

WMEHMMER |, 5528 £/ Lake Formation RIS ERE A E,

AT A EFAEE A
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FMBABER

BRI EUTHA,
« s3:ListAllMyBuckets - EEBREHREBESHERENFIEREITREE.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "LakeFormationDataAccessServiceRolePolicy",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource": [
"arn:aws:s3:::*!
]
}
]
}

AWS ZEBUER Lake Formation B

BB REEEBERNE L E FE LUK | Lake Formation AWS S EBEFEHMWEMEN.

g5 iR H &7

Lake Formation & Lake Formation ZEi@#&Stringlik 2025 €1 A
EFHAWSLakeFo e RFEEFERAAET IAM 1T

rmationCr ARN X ENEEArnLike ¥ , 18

ossAccoun g T AWSLakeFormationCrossAccoun

tManager BUR. tManager BUK.

Lake Formation & Lake Formation #7i8 T %1l AWS Glue 2024 £ 12 B
E#AWSLakeFo Data Catalog CRUD APIsf &% B &

rmationDa IhEEMY —E8 9 , AR AWSLakeFo

taAdmin BUR, rmationDataAdmin BK.

* glue : CreateCatalog

* glue : UpdateCatalog
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https://us-east-1.console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSLakeFormationDataAdmin
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2F BN B #
* glue : DeleteCatalog
* glue : GetCatalog
* glue : GetCatalogs

WEEBREE STEHER Lake
Formation EEEEAGTERERFELHE
EHY IAM 5T,

Lake Formation 2 Lake Formation &8 Sid Jt&# 2024 ¥ 3 A
EF#HAWSLakeFo BZHEBR RIEE AWSLakeFo

rmationCr rmationCrossAccountManager BUR .,

ossAccoun

tManager BUR.

Lake Formation 2 Lake Formation #iB#$ Sid ;t&E 718 2024 £ 3 A
EEAWSLakeFo EBERBRAR R I B BREE B ERIEE
rmationDa AWSLakeFormationDataAdmin B,

taAdmin B,

Lake Formation & Lake Formation #EiB#§ Sid TR FIEE 2024 £ 2 A
E#HLakeForma BURBRIR I 2R 18548 LakeFormationDataA

tionDataA ccessServiceRolePolicy Bl

ccessServ

iceRolePolicy M

Ko

Lake Formation & Lake Formation EBHIBHE RS FEHE 2023 F£10 A
E#HAWSLakeFo NP ABRFER LAV , 8

rmationCr 8 Y AWSLakeFormationCrossAccoun

ossAccoun tManager B3,

tManager BUR,
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https://us-east-1.console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/LakeFormationDataAccessServiceRolePolicy
https://us-east-1.console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/LakeFormationDataAccessServiceRolePolicy
https://us-east-1.console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSLakeFormationCrossAccountManager
https://us-east-1.console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSLakeFormationCrossAccountManager

AWS Lake Formation

FMBABER

gE

Lake Formation &
E#HAWSLakeFo
rmationCr
ossAccoun
tManager BUR.

Lake Formation B4 iE
88§,

ABEBFTT

iR H Hj
Lake Formation 1§58 7 AWSLakeFo 2022 £ 5 A6 H

rmationCrossAccountManager BUR |, 1£
F-—XERERE , SEREFARFER
By —EERLA., 2REMERKRF &
ANmEERHEEEIERNERL
Ao

Lake Formation BRIRIBMEE AWS & 2022 F5 A6 H
BURHEE,

LTREEAENERTT. AMEEETEEHEAR , RARERERAMBERNAER .

£ |

- Data Lake BEE BT
- HEEESHA
ERTITREMFH
ekl bl
TEREAGHHA

Data Lake B 855 7]

/A Important

ETHEES |, #& <account-id> BIRAB R AWS IRSE , A& <workflow_role> BIfR
ABERYTIERERTNACER W PAEE TEREART I,

BREE

AWS ZEBUER

BUR

» AWSLakeFormationDataAdmin

AERBNFT
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BRER BUR
* LakeFormationDataAccessServiceRolePolicy
(RBELEABBER)

AWSGlueConsoleFullAccess (#H)
CloudwWatchLogsReadOnlyAccess (1EH)

AWSLakeFormationCrossAccountManager (EH)
« AmazonAthenaFullAccess (iEH)

WMEEMA AWS SEBERWIEEES , 26 the section called
“BIERHEESE,

RERBR ( AREIL Lake

Formation RIS EZ A E ) { "Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRol
e",
"Resource": "*",

"Condition": {
"StringEquals": {

"iam:AWSServiceName": "lakeform
ation.amazonaws.com"
}
}
I
{

"Effect": "Allow",
"Action": [
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam:: <account-
id> :role/aws-service-role/lakeformation.amazonaw
s.com/AWSServiceRoleForLakeFormationDataAccess"

}
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FMBABER

BREE

(BH ) ABRBER ( TERE
AENBITHX ). REEE
FHEESR Y NHIT TERE
B, THEEEHRM

(ER) ARBEKR (MRL
IR FE &R T HIEWIEB RS Lake
Formation 577 ) . LLBURA
REZHIEL AWS RAM ER
HEBFE , URBAKEBIRSE
AR T/, ram:Enabl
eSharingWithAwsOzrg
anization EHEHAREE
REPHERAEES AWS

Organizations

BR

"Version": "2012-10-17",
"Statement": [

{
"Sid": "PassRolePermissions",
"Effect": "Allow",
"Action": [

"iam:PassRole"
1,
"Resource": [
"arn:aws:iam:: <account-
id> :role/<workflow_role> "

]
}
]
}
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ram:AcceptResourceSharelInv
itation",
"ram:RejectResourceSharelInv
itation",
"ec2:DescribeAvailabilityZones",
"ram:EnableSharingWithAwsOr
ganization"
1,
"Resource": "*"
}
]
}

ABEBRWFT
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HEEESH

Policy type (BUREHY) BE
RERBUE (EA)

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"lakeformation:GetEffectivePermissio
nsForPath",
"lakeformation:ListPermissions",
"lakeformation:ListDataCellsFilter",
"lakeformation:GetDataCellsFilter",
"lakeformation:SearchDatabasesByLFTa

gs-,
"lakeformation:SearchTablesByLFTags",
"lakeformation:GetLFTag",
"lakeformation:ListLFTags",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListlLakeFormationOpti
ns'",

"cloudtrail:DescribeTrails",
"cloudtrail:LookupEvents",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetConnections",
"glue:SearchTables",
"glue:GetTable",
"glue:GetTableVersions",
"glue:GetPartitions",
"glue:GetTables",
"glue:GetWorkflow",
"glue:ListWorkflows",
"glue:BatchGetWorkflows",
"glue:GetWorkflowRuns",
"glue:GetWorkflow",
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:GetBucketAcl",
"iam:ListUsers",
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FMBABER

Policy type (BUR¥EH)

R IRAHT

/A Important

BR

"iam:ListRoles",

"iam:GetRole",

"iam:GetRolePolicy"
1,

"Resource":"*"

"Effect":"Deny",
"Action": [

"lakeformation:PutDatalLakeSettings"

]I

"Resource":"*"

ETHBERS |, # <account-id> MR ABBRH AWS RS |, A& <workflow_role> BUX

ATEREACHER,

BERER
AWS SEHE

REREER (EX)

BR

AWSGlueConsoleFullAccess

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess",
"lakeformation:GrantPermissions",
"lakeformation:RevokePermissions",

"lakeformation:BatchGrantPermissions"

’

ABEBRWFT
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FMBABER

BERER BUE
rce",
gs",

]
}

"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:

"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:

"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:

]I

"Resource":

nin

BatchRevokePermissions",

ListPermissions",
AddLFTagsToResource",
RemovelLFTagsFromResou

GetResourcelLFTags",
ListLFTags",
GetLFTag",
SearchTablesByLFTags",
SearchDatabasesByLFTa

GetWorkUnits",
GetWorkUnitResults",
StartQueryPlanning",
GetQueryState",
GetQueryStatistics"”

ABEBRWFT
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FMBABER

BREE

REBREE (BRARIZEER
BRENEE  SERS
REVIRE )

BR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:

]I

"Resource": "*"

StartTransaction",
CommitTransaction",
CancelTransaction",
ExtendTransaction",
DescribeTransaction",
ListTransactions",
GetTableObjects",
UpdateTableObjects",
DeleteObjectsOnCancel"

AERBNFT
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FMBABER

BREE

RERBUR (BARGEH
Lake Formation Z2& & 17
H2 4l (LF-TBAC) J5 %Ry
i EREEE S )

RBRBR (THEREAEG
RYBITBUR )

BUE
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"lakeformation:
"lakeformation:
rce",
"lakeformation:
"lakeformation:
"lakeformation
"lakeformation:
"lakeformation:
1,
"Resource": "*"
}
]
}
{
"Version": "2012-10-17",
"Statement": [
{
"Sid":
"Effect": "Allow",
"Action": [
"iam:PassRole"
e
"Resource": [
"arn:aws:iam::
_role> "
]
}
]
}

AddLFTagsToResource",
RemovelLFTagsFromResou

GetResourcelFTags",
ListLFTags",

:GetLFTag",

SearchTablesByLFTags",
SearchDatabasesByLFTags"

"PassRolePermissions",

<gccount-id> :role/<workflow

AERBNFT
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FMBABER

R0 HTEIET Al

BURER
AWS ZEHX

RIRBER (&EA)

(EA ) RRBER (EA
REEENRNERE , 2
BEX 5 THRE )

BR

AmazonAthenaFullAccess

"Version":
"Statement": [

{
"Effect":

"Action":

"2012-10-17",

"Allow",
L

"lakeformation:GetDataAccess",

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

GetTable",
GetTables",
SearchTables",
GetDatabase",
GetDatabases",
GetPartitions",

"lakeformation:
:ListLFTags",

"lakeformation

"lakeformation:
"lakeformation:
"lakeformation:

1,

"Resource": "*"

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [

"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:

GetResourcelLFTags",

GetLFTag",
SearchTablesByLFTags",
SearchDatabasesByLFTags"

StartTransaction",
CommitTransaction",
CancelTransaction",
ExtendTransaction",
DescribeTransaction",

AERBNFT
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FMBABER

BREE

IVE/JIL*EE% @ FltF —.I-

WACEEMITIEREMS

/A Important

BR

"lakeformation:ListTransactions",
"lakeformation:GetTableObjects",
"lakeformation:UpdateTableObjects",
"lakeformation:DeleteObjectsOnCancel"

]I

"Resource": "*"

VEFT], RO EBRY TERERIEEERAELHITNAE,

FETHIBERD |, # <region> R BB MM AWS EIFHEBIAF ( HlH0 us-east-1), #
<account-id> MR ABMW AWS IR3E. #& <workflow_role> IXAI{EREACHNA
M, Y% <your-s3-cloudtrail -bucket> BUX A AWS CloudTrail H&# Amazon S3 %

&,

BUREHA
AWS ZEBUR

REREER ( BRER )

BR

AWSGlueServiceRole

"Version": "2012-10-17",
"Statement": [

{

"Sid": "Lakeformation",
"Effect": "Allow",
"Action": [

"lakeformation:GetDataAccess",
"lakeformation:GrantPermissions

1,

"Resource": "*"

ABEBRWFT
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BREE

RBRBE ( TEREAER
HYEATHEUR )

REBRBER ( AREERME
SNEERE R, Bl AWS
CloudTrail B )

BR

"Version": "2012-10-17",
"Statement": [

{
"Sid": "PassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam:: <account-id> :role/<workflow
_role> "
]
}
]
}
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["s3:GetObject", "s3:ListBucket"],
"Resource": ["arn:aws:s3::: <your-s3-
cloudtrail-bucket>  /*"]
}

B AR AR E

5T HEEE N EDHAESMEAWS Glue , AWS Lake Formation EB THIHIB L L ERTE :

« Super FULHEFEEAE AWS Glue Data Catalog EJRIAMAllowedPrincipals EHY B¥#H,

BFERNNERRE
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* #@Y Data Catalog EIRCRA "EMH IAM FEUZH] RTE.

B E N EXEBER AWS Identity and Access Management (IAM) B2 41% Data Catalog &R
M Amazon S3 L EMFFEL. {5l Lake Formation FFAIRE K.

IAMAllowedPrincipals ##2E IAM BUX 257 H Data Catalog EIRHEM IAM EAENA
B, Super FAIARZRXAERTHERERE R K LHITHESZEMN Lake Formation &4

EEBFRLRTE , LMEH Lake Formation FF Al B ¥f Data Catalog EIR ( EREMERK ) BT
B, AT R IEME -

1. BEMEFRNARRERE, WERP , F2H SERFEFITERESFERESFIUEN,

2. F A Data Catalog EIRERTE. MFERE , F2E BAWS GlueE BL5T A F4EE| AWS Lake
Formation &%,

£ Lake Formation PutDataLakeSettings AP| {2 EFERLZLRE

B A LA Lake Formation PutDatalLakeSettings AP R{EREBEFER T L RE. LBFEFEMHASI
2, ZFAM B # ID M DatalakeSettings &8,

EEEHERENER KR L@%|#1T Lake Formation PSR MER E R FEIRE , FO TR
BEDatalakeSettingsEBHNEXE.

® Note

¥ <AccountID> BMX BB AWS tRF ID , 4§ <Username> BN BE XM IAM FEHE
2, B EAERAEREERERNIERS,

"DatalLakeSettings": {
"DatalLakeAdmins": [
{
"DatalLakePrincipalldentifier":
"arn:aws:iam::<AccountId>:usexr/<Username>"
}
1,
"CreateDatabaseDefaultPermissions": [],
"CreateTableDefaultPermissions": []

BEERNNRRRE 165


https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_PutDataLakeSettings.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DataLakeSettings.html

AWS Lake Formation HBEABER

}

B A LS EBREBN T, BB CreateDatabaseDefaultPermissionss
CreateTableDefaultPermissions 28 ERNEEZTFTE,

"DatalLakeSettings": {
"DatalLakeAdmins": [
{

"DatalLakePrincipalIldentifier":
"arn:aws:iam: :<AccountId>:user/<Username>"

}

WEEESERHEHEREMERR EIAMAllowedPrincipal sE## 4B FTAE Lake Formation &F
A, BUERER S BBIIERE.

EEEEHERENERKLH IAM BHIATHPEENNERERFEURS , FATIAER
¥DatalakeSettings#EBimRBRERE,

"DatalLakeSettings": {
"DatalLakeAdmins": [
{
"DatalakePrincipalIdentifier":
"arn:aws:iam: :<AccountId>:user/<Username>"

}
1,
"CreateDatabaseDefaultPermissions": [
{
"Principal": {
"DatalLakePrincipalldentifier": "IAM_ALLOWED_PRINCIPALS"
.
"Permissions": [
"ALL"
]
}
1,
"CreateTableDefaultPermissions": [
{
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"Principal": {
"DatalLakePrincipalIdentifier": "IAM_ALLOWED_PRINCIPALS"

I
"Permissions": [
IIALLII

]

}

IEE# Super Lake Formation FF A/ & T EREME LK LA IAMAllowedPrincipals&#l. &
VERER , BUNBBUIEE.

@ Note

£ EiRDatalLakeSettings#EiEF , WK — fAFF{EDataLakePrincipalldentifier®
IAM_ALLOWED_PRINCIPALS , i KM — AR FFEPermissionsA ALL,

B2 & Lake Formation 5FA]
AWS Lake Formation RFERHEES, ERERVENENRBIEN TIRBEF T,

ERNEES

- A LADescribeFMER BHPNAEER , EEERS —ERFAABTRAZETEANERER
. BEESEARBHEFEE,

- BEEERHPE SN ERMCERNT,

AL Data Catalog FEMERNEFRER FTRRERETMETA (BHEBS ). EEERE
1 88 7T BV

« A[LATE Data Catalog HEI ERIE,

- IEEVEREBENTIRTHMEERE,

(® Note
REEEMHEES ERYTILREN IAM Bk , ResEf Amazon S3 B, AR
TEBNEMPEEERRERTELHN T, It BERHEEERARSHAIRERBH
ABRMNERERER/EBREREK. T8, AR TFECSHT,

fB& Lake Formation 55/ =



AWS Lake Formation AR
NEFEERHEEENFAEN  F2E BEYERHNEES,
BsREVE
- BREMEMBSNAAEE T, BEEEERPELCENENERRWNET , I
AR THEE AWS tRFFVEMEBAEEFZPEYENENERKRNFT. BRKER

AWSLakeFormationCrossAccountManager AWS Z&E BRI B 83 3 & 1] LS B &M EF 7
BT HAM AWS IR S AR

ERHERE B LA Lake Formation £ A5k APl RIEE B FRBIE,

(® Note
BESEVEFER S HEMAEBESETRINENENERREFTTT,

MEEY BHEMNFMET , B2 BENERS A AWS Glue Data Catalogs
EREELE
- MEHMEVERNENFIEERENT. #BEHEEREPEI ZERKRNTT ,
WA R FHEE AWS tREHPHHMFBEEREPEIERNKRNT T, BRHER
AWSLakeFormationCrossAccountManager AWS SEBRMNERER Y ELUSERERN
Fa T EHAM AWS 1RE AR

BERHEE ST LE A Lake Formation T A APl RIEEERERNE,

® Note
ERERVETERSHUBEFEMATERNETEL 2 EHRNFT,

MEFHMES  FEEELERE.
ERREBAE
- HEHEBRVHNERRBERRETT,
« AR MIRMNAEERKRBNFF AR THEE AWS IRERHER.

- MR t{fIEEHE AWSLakeFormationCrossAccountManager AWS S EHE | BIF LG
VHWFIBERRNFT IR THM AWS tRE AR

- TUBREEEMEYENRNENE,
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Lake Formation $fa] £ #&

£ EH 1T AWS Lake Formation 2/ , T FEE Lake Formation £F 1 1 AWS Identity and Access
Management (IAM) §F 7], ZBESFEABENFEESBER T IAM A , 10 FETRthe section
called “Lake Formation ¥ Al #E#1 ", EAILAER £ A, APl I AWS Command Line Interface () #&
¥ Lake Formation 8 ATAWS CLlI,

BE 7RI TS Lake Formation 57 , 552 B the section called “#& T & #FF A" the
section called “BFERVEFF A",

(@ Note

AE P E P RE NS T TR TERE AWS IRE P8, MEBIRSEENEF |
the section called “Ei& F & ¥l A

En
B
a8

BEERERH Lake Formation 7]

UTREBEEREI T AMNEM Lake Formation 551 :

&R FERR
Catalog ALL (Super), BikFERE
ALTER

CREATE_DATABASE
DESCRIBE
DROP

Database ALL (Super)
ALTER
CREATE_TABLE

DESCRIBE
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&R

Table

View

Data Catalog
Amazon S3 location

LF-Tags

LF-Tag values

RERR

DROP

ALL (Super)
ALTER

DELETE

DESCRIBE

DROP

INSERT

SELECT

ALL (Super)
SELECT

DESCRIBE

DROP
CREATE_DATABASE
DATA_LOCATION_ACCESS
DROP

ALTER

ASSOCIATE
DESCRIBE

GrantWithLFTagExpr
ession

FHEEFREREY Lake Formation 357
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&R

LF-Tag policy -
Database

LF-Tag policy - Table

Resource link -
Database or Table

Table with data
filters

Table with column
filter

ES]

RERR

ALL (Super)
ALTER
CREATE_TABLE
DESCRIBE
DROP

ALL (Super)
ALTER
DESCRIBE
DELETE
DROP
INSERT
SELECT
DESCRIBE
DROP
DESCRIBE
DROP
SELECT

SELECT

« Lake Formation & F s AWS CLI 55

FHEEFREREY Lake Formation 357
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« Lake Formation 7]

Lake Formation = FF##5 AWS CLI i5 &

REFRNEEFFIERETEER AWS CLI f R FEFUME S, LT 2 Lake Formation grant-
permissions#l revoke-permissions AWS CLI i T E,

grant-permissions

[--catalog-id <value>]

--principal <value>

--resource <value>

--permissions <value>
[--permissions-with-grant-option <value>]
[--cli-input-json <value>]
[--generate-cli-skeleton <value>]

revoke-permissions

[--catalog-id <value>]

--principal <value>

--resource <value>

--permissions <value>
[--permissions-with-grant-option <value>]
[--cli-input-json <value>]
[--generate-cli-skeleton <value>]

MEELWSHEFMRE , FSBAWS CLI ( 858%E) M grant-permissions H revoke-
permissions, AEIIRMt --principaiBENHMER,

--principal BENEATIHP—IF ;

- (IAM) &R A EH Amazon Resource Name AWS Identity and Access Management (ARN)

EiB SAML R EETE BB FEAEREFA ARN , 70 Microsoft Active Directory Federation
Service (AD FS)

« Amazon QuickSight £ & HEEK ARN
HRERSEFT., AWSIRFE ID, ## 1D SRAEMELL ID
¥H 1AM Identity Center 5 &8 48 , IAM Identity Center £ &= &4 ARN,

LR R --principal EBRMEEEMETFI,

Lake Formation #% ¥ ##§$8 AWS CLI @ 172


https://docs.aws.amazon.com/cli/latest/reference/lakeformation/grant-permissions.html
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AWS Lake Formation HBEABER

Principal 2 IAM £/ &

3

E:
--principal DatalLakePrincipallIdentifier=arn:aws:iam::<account-id>:user/<user-name>
4l -

--principal DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/
datalake_userl

Principal & IAM &€&

E:

b=111]
hul

--principal DatalakePrincipalldentifier=arn:aws:iam::<account-id>:role/<role-name>

gl

--principal DatalLakePrincipalIdentifier=arn:aws:iam::111122223333:role/workflowrole

EEARIEIR SAML REEETEIBRBHERE
&

b=111]
hul

--principal DatalLakePrincipalldentifier=arn:aws:iam::<account-id>:saml-
provider/<SAMLproviderName>:user/<user-name>

g4 -

--principal DatalakePrincipalldentifier=arn:aws:iam::111122223333:saml-provider/
idpl:user/datalake_userl

--principal DatalLakePrincipalldentifier=arn:aws:iam::111122223333:saml-provider/
AthenalLakeFormationOkta:user/athena-user@example.com

ZFEAREIB SAML REEHTERFENEE
&

b=1111]
hul
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--principal DatalLakePrincipalldentifier=arn:aws:iam::<account-id>:saml-
provider/<SAMLproviderName>:group/<group-name>

g4 -

--principal DatalLakePrincipalldentifier=arn:aws:iam::111122223333:saml-provider/
idpl:group/data-scientists

--principal DatalLakePrincipalldentifier=arn:aws:iam::111122223333:saml-provider/
AthenalLakeFormationOkta:group/my-group

Principal 2 Amazon QuickSight {3/ EH &

B

yro

--principal DatalLakePrincipalIdentifier=arn:aws:quicksight:<region>:<account-
id>:user/<namespace>/<user-name>

® Note

¥ <namespace> , M ERE default,

g4 -

--principal DatalLakePrincipalIdentifier=arn:aws:quicksight:us-
east-1:111122223333:user/default/bi_userl

Principal & Amazon QuickSight Enterprise Edition &4

B

y: 3

--principal DatalakePrincipalldentifier=arn:aws:quicksight:<region>:<account-
id>:group/<namespace>/<group-name>

(@ Note

¥ <namespace> , M ARE default,
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g4 -

--principal DatalLakePrincipalIdentifier=arn:aws:quicksight:us-
east-1:111122223333:group/default/data_scientists

EZFAR AWS IRF
E:

b=111]
hul

--principal DatalakePrincipalldentifier=<account-id>

gl

--principal DatalLakePrincipalIdentifier=111122223333

3
E:Il-

--principal DatalLakePrincipalIdentifier=arn:aws:organizations::<account-
id>:organization/<organization-id>

gl

--principal
DataLakePrincipalldentifier=arn:aws:organizations::111122223333:0rganization/o-
abcdefghijkl

Principal 24E&E

E:

b=111]
hul

--principal DatalLakePrincipalldentifier=arn:aws:organizations::<account-
id>:ou/<organization-id>/<organizational-unit-id>

g4 -

--principal DatalLakePrincipalldentifier=arn:aws:organizations::111122223333:0u/0-
abcdefghijkl/ou-ab0@-cdefghij
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Principal & IAM Identity Center & % 3 & s B 4H

g6l . ERAE

--principal DatalLakePrincipalldentifier=arn:aws:identitystore:::user/<UserID>

g5l B

--principal DatalLakePrincipalldentifier=arn:aws:identitystore:::group/<GroupID>

Principal & IAM £ - IAMAllowedPrincipals
Lake Formation 84 E# B # i ERENMER KRB SuperfF IR E
AIAMAllowedPrincipalsTEERM MM A H, MRUBFEAFIFERERNERER KL , AIEIKR

FHNFIEZRFEABALUER IAM ZFEABERFEER AWS Glue, EZBMKRMEA Lake Formation
O RRELAIZE IAM BERRER Data Catalog ERE , © A2 EMHHESME AWS Glue,

& 144# A Lake Formation & Data Catalog ERMFFAIBF | 1804 B L HBE R
MIAMAllowedPrincipals&f Al , RBEFEKERNERMAESFEUER , Lake Formation ¥ 7]
T HEEE,

gl

--principal DatalakePrincipalIldentifier=IAM_Allowed_Principals

Principal & IAM ##f - ALLIAMPrincipals

B &% F1£ Data Catalog BEJR EALLIAMPrincipals o #EMEFAIEE |, 0RE RSB BBE A LA
F Lake Formation §F A1 1 IAM 55 A] 2R#ZEX Data Catalog &R,

gl

--principal DatalLakePrincipalIdentifier=123456789012:IAMPrincipals

Lake Formation F /]

AEETESEBUURFETAN T A Lake Formation 55,
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ALTER
HER EHERLEZRT ARELEE
ALTER DATABASE glue:UpdateDatabase
ALTER TABLE glue:UpdateTable
ALTER LF-Tag lakeformation:Upda

telLFTag

EENRFTHEMITLBE Data Catalog HEHERERRNFRERN, HREHK  LINBEE
BEABERLFLEHNSE, SEEBEhRENEHRIEHNERER TR,

MREEEEH BHER S 5HMA Amazon Simple Storage Service (Amazon S3) LB , EFEALEHE
BN ENERMER T,

Example

THEFIEHE ALTERFFAI R T AWS IRF 1111-2222-3333 retail F&E R Edatalake_userl £HY
ERE

aws lakeformation grant-permissions --principal
DataLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl --
permissions "ALTER" --resource '{ "Database": {"Name":"retail"}}'

Example

THEBHALTERER FinventoryEHEE F Bl KRdatalake_userl EHFEAE retails

aws lakeformation grant-permissions --principal
DatalakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "ALTER" --resource '{ "Table": {"DatabaseName":"retail",
"Name":"inventory"}}'
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CREATE_DATABASE

R EHERLERT AREGLEE
CREATE_DATABASE Data Catalog glue:CreateDatabase

S RLFF TR ER AL Data Catalog FEV FREMERENERER. ZEAtLAUEEREF
BYERR,

Example

T 5| HICREATE_DATABASEEF AWS BRF 1111-2222-3333 datalake_userlHHFERE.

aws lakeformation grant-permissions --principal
DatalLakePrincipalIldentifier=arn:aws:iam::111122223333:user/datalake_userl --
permissions "CREATE_DATABASE" --resource '{ "Catalog": {}}'

E&FEATE Data Catalog PEVERER , TR FEBRERNNGTT, ERT I HMPEERTT
( ARAGELEF AR T AREESD ) -

« CREATE_TABLE BRlE+HH
« ALTER B¥IE
- DROP BERIE

BUERER , TEAULLBIEMIETE Amazon S3 LB, RIBETARTEEERNES

A] , CREATE_DATABASEFF AT HJRER B EFTBIBER TR ERE, FELERL TI=RZRH,
B EREFE ARG EE LT
KIEENEBM., CREATE_DATABASE EEZ#,

EiEEMNEBY , BB T M Lake Formation CREATE_DATABASE B Z2#.
EE (KEM).

SiEEMNEEM , B{ZiEH Lake Formation & CREATE_DATABASE =A4EIEB |, tiLBEMN
B (BEM). B ERMERT A,
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CREATE_TABLE

REPR EHERERT ARELER

CREATE_TABLE DATABASE glue:CreateTable

ERNFITNERIUEEEEREFSMN Data Catalog PRI FEERNKRREFRER,
Example

THEFFZFERAEE AWS IRFE 1111-2222-3333 fretail EREFEI TR R
Mdatalake_userlFFm,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "CREATE_TABLE" --resource '{ "Database": {"Name":"retail"}}'

EZFEATE Data Catalog PEVERKE , ERR LHWFTE Lake Formation FFrAIEE R FEFEA , I
RSB LR FHM A,

iR FRE

MRERERFEIIRFCREATE_TABLER T ARE , B ARFE REVERE R EHEFEIRS
MEMERRIERNSE , AEATHRA

- BHARFRNERENERHEESREER KR EMNFTA Lake Formation FF A, {3 Al LS EH
REOFFAIRTHIRFAWEMER, MBI IR TFREEERFIEMEMIRS PR ER,

- BREERFANENHEESTURERRNFF IR THIEFHIEMER,
ERMLERTA
EREFRIIER Amazon S3 (VERERKRE , BURREREEREREFTA , CREATE_TABLEFT

A AR BB BERIR, FHLERL T =M@=,

BY ERREARG —

2

EEMMETRH Lake Formation ¥ ( kg% CREATE_TABLE B2E#,
).
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BYERREMARD ETH LT

FEEMEMH Lake Formation ( B ) & CREATE_TABLE R#4EHEAB , MEtEEMEL
B, K BosnNERNERIENERYE K HEETE HERMIENFT.
BERRMNE Amazon S3 FEHNNEBM.

{EEMWLEBH Lake Formation ( E&EM ) & CREATE_TABLE BE#,
B, KLBos WEREERERCFMIENN

EEY L WHRERRKRMERN Amazon S3 F

Ho

DATA_LOCATION_ACCESS

R ERERLERF AREHEE

DATA_LOCATION_ACCESS Amazon S3 {I & ( ZiE £H Amazon S3 &5 1
PEHRAREMUENA GRS
Eo )

ERE-—NEMUET. EAMFTNERTUEIYIEGIEE Amazon S3 VBN FEERERES
BERR, VELAEM. AVEEFEMER TNERAEFNERBMLERT,

Example

T5I&i%|s3://products/retail &4 FMNERMVBHF I FIRS 1111-2222-3333
datalake_user1# 8 AWS ERAE,

aws lakeformation grant-permissions --principal
DatalLakePrincipalIldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":
{"ResourceArn":"arn:aws:s3:::products/retail"}}"'

DATA_LOCATION_ACCESS T EHEELTHIEMERER, HFFAEEMARE I Data Catalog EilR.

MEERMCEFF TV FFMER , 5528 Underlying data access control,
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DELETE
R EHEREEF ABREHREER
DELETE TABLE (WRNEBECEM , AFEFEE

I 1AM FF A )

BEELHTNERAUEERRIEEN Amazon S3SUEBA. EHMNENRERER, ZEABALE
Lake Formation ¥ & FwRERIEK , WA AWS Glue AP HEVER R MEBEEHR.

Example

THEHISHE DELETEF IRZ Fretail AWS BRFE 1111-2222-3333 inventory FEREER
Fdatalake userl EWIEAHE,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "DELETE" --resource '{ "Table": {"DatabaseName":"retail",
"Name":"inventory"}}'

BLEF AT B A A Amazon S3 FHIE R , FBA M Amazon Relational Database Service (Amazon
RDS) FHMERFREFRHNESR,

DESCRIBE
R EHERLETF ARELTEE
DESCRIBE ERRERER glue:GetTable
EREERER glue:GetDatabase
DESCRIBE DATABASE glue:GetDatabase
DESCRIBE TABLE glue:GetTable
DESCRIBE LF-Tag glue:GetTable

glue:GetDatabase
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R EHERERT AREHWTEE

lakeformation:GetR
esourcelLFTags

lakeformation:List
LFTags

lakeformation:GetL
FTag

lakeformation:Sear
chTablesByLFTags

lakeformation:Sear
chDatabasesByLFTags

EEHFITNEEUUBREENERE, ERRIERER. TERE SR FHA Data Catalog 5
A, I FERERTFTERFINFGT,. ERENENRGLATESRENEARESRT , ERIERTH
ft. Lake Formation £F ] ( #5120 SELECT) , BB L ¥ HETEMEN,

Bl , DESCRIBEREREFER NEAEWURTINERENMAERETRER (#HR, LE
F). T, tAEELGAERETSWMLEERK , EEER, SEFRVENETNERRK, B
Bty , FERIRDESCRIBELER WEAELUBIERRNERKRPEER (#HR, BBHER,
BF) , BEEER. BEIHERRIITEN.

UTR - LHA4HRADESCRIBE :

- MRGHAEHERNE, ERRJEREFEEHM Lake Formation 557 , DESCRIBERIEZE &R
F o

- MREAESELECTREERKRNBFE (#2 SELECT), AIEAEREEINELW,

- BEEDESCRIBEM BRFEER KR LAy BENERAE. MR , BEERDESCRIBER T NE

RRETERNRTEHHREE.
Example

THEHIEAEDESCRIBEFF IR FIRF retail AWS 1111-2222-3333 inventory-link &R
EEdatalake_userlNERKREREL LNERE,
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aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "DESCRIBE" --resource '{ "Table": {"DatabaseName":"retail",
"Name":"inventory-1link"}}'
DROP
HEPR EHERLERTF AREGLEE
DROP DATABASE glue:DeleteDatabase
DROP TABLE glue:DeleteTable
DROP LF-Tag lakeformation:Dele
teLFTag
DROP EREERER glue:DeleteDatabase
ERRERER glue:DeleteTable

BB NI ER A LUE Data Catalog HERERE, ERRIERER. SREKERELHN

DROP & F M Ef bk 5 S48 8.

/A Warning

REEHEESRRENMETFHAEERNR.

Example

T HIEEHIE4% DROPEF AT T AWS 1RF 1111-2222-3333 retail P& ¥ Edatalake_user1KEHH

=1

aws lakeformation grant-permissions --principal

DatalLakePrincipalIldentifier=arn:aws:iam::111122223333:user/datalake_userl --
permissions "DROP" --resource '{ "Database": {"Name":"retail"}}'

Lake Formation &

183



AWS Lake Formation HBEABER

Example

THEHIDROPERFERE FER K inventory datalake_userl LHIEA#E retail,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "DROP" --resource '{ "Table": {"DatabaseName":"retail",

"Name":"inventory"}}'

Example

THEHl e ERE datalake_userl P ERKREFEFK inventory-1ink L8 DROPER F £ H
Hretail,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl --

permissions "DROP" --resource '{ "Table": {"DatabaseName":"retail", "Name":"inventory-
link"}}'
INSERT
FERR EHERERF AREHLEE
INSERT TABLE (MRESEHM , BIFHE

S 1AM BT, )

BENFAMERAUEERRIEEN Amazon S3 UEFBA, EFNENMERER., ZEXABALE
Lake Formation AR MHEERIEK , WA AWS Glue AP HEVER R MHEBEEHR.

Example

THEHIEHE INSERTHF TR F AWS IRF 1111-2222-3333 inventory &%}
Edatalake_userl&®lFKRretail EHFERE,

aws lakeformation grant-permissions --principal
DataLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "INSERT" --resource '{ "Table": {"DatabaseName":"retail",

"Name":"inventory"}}'

LEFAIEE A M Amazon S3 FE R , FEAM Amazon RDS FHMERTFHREFHNESR.

Lake Formation & 184



AWS Lake Formation HBEABER

SELECT
FERR EHERLET AREHLEE
SELECT « TABLE (MRUECEHM , AIFEE

I 1AM FF A, )

BHE AT ER A LIRIR Data Catalog PR ERIFK , LA I ERKRIEENNEEH Amazon S3
FRERER, ZFEATLIE Lake Formation £ AP MRER K , WA AWS Glue API #EEUE ¥
ROEBER. IRERTFUHFTIREAERHEEGE  ZXARERAIESERENPEER , LAR
I ENEREERENR.

(® Note
BEA S MBBASEREEHAREAERMEE,

Example

T5IEEHI &S SELECTH AT AWS 1§F 1111-2222-3333 inventory &%
Edatalake_userl&flRretail LHWFERE,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "SELECT" --resource '{ "Table": {"DatabaseName":"retail",
"Name":"inventory"}}'

LEFATEE A M Amazon S3 FE R , FEAM Amazon RDS EHMERTFHREFHNESR.

ETLEREANGSEENHREEREGE (RAY WFR) KEENN. 22 58REETER
MERE. HREEREEEATRNENN. NREEALREREE | BTNFRAARNRER
.

MERREglue:GetTableEEEEAGEBRENERE, ESRK , 140 Amazon Athena H
Amazon Redshift BSFERE TS FHEBRIBE,

Example

THEFlinventoryEFEAEEFESELECTH T E R KRdatalake_userl EREAE,
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aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl --

permissions "SELECT" --resource '{ "TableWithColumns": {"DatabaseName":"retail",
"Name":"inventory", "ColumnNames": ["prodcode","location","period", "withdrawals"]1}}'

Example

T—E&Ef e ERAERBFEEinventoryEBRSELECTER T

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl --

permissions "SELECT" --resource '{ "TableWithColumns": {"DatabaseName":"retail",
"Name":"inventory", "ColumnWildcard": {"ExcludedColumnNames": ["intkey",
"prodcode"]1}}}'

T5IPR&IERMN SELECTEFH :

« R BSELECT , MRERAERWEE , AIEEZTERTIEIE,
- HRERDZERSIBNERE , SEEREIFZEEEE,

s BERXRTERWFTELES SELECTHUNEER | EELEEZER R LM ALTER, DELETE.
DROPE{, INSERTEFH, Efkih , BEREER KR LIRFEHE ALTER, DELETE., DROPZ{ INSERTFF A
NEREFERHENRASELECTEF,

SELECT SFr]—EELUERE R FHNF N HIRE Lake Formation TR AN ERFITEAR L, TEETR
SELECT EfFinventoryE K P datalake_user3FiEE BN FEA EHdatalake_user2#l ,
Data permissions (8) m

Choose a database or table for which to review, grant or revoke user permissions.

Q 1 @
Database: retail X ‘ | Table: inventory X | | Clear filter
Principal :—‘;Lr:ipal zl:;:ur(e Resource ﬁ}wner Gocoane Permissions
datalake_user3 1AM user Table inventory 111122223333 Insert
datalake_user3 1AM user Column retail.inventory.* 111122223333 Select
datalake_user2 AD user Table inventory 111122223333 Delete, Insert
datalake_user2 AD user Column retail.inventory.* 111122223333 Select
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Super

HER EHERLEZRT ARELEE
Super DATABASE glue:*Database*
Super TABLE glue:*Table¥*,

glue:*Partition*

A AFEREERERERR EHITEEZERN Lake Formation ##4F, SEEAEER ESuper £
By R TFINERIR S

WEF AT A] LABE E fth Lake Formation Al &1, #lin , SR FHEERER K MY SELECT,
Super® INSERTEH T, A% , EXATUEERR LT EXENIRE, EERE BSuper
SELECTH INSERTEFAI &R E , ZFEAREHTEIAEARE,

BRI HERTFEE , MARSuperR FREBIZER

AIAMAllowedPrincipals. IAMAllowedPrincipals B2 EHEEY , ¥ TS IAM
BUR o517 Data Catalog BRMFTE IAM EHEMAE, Super #% Data Catalog &
JRIAMAllowedPrincipalsHFEUER T B , RH IAM BERS e A RIEFH ERNFE.

A AR A Lake Formation AW EEHE LMIEE , A IAMAllowedPrincipals#i B #&%¥&
RSuperfVEF T BEIRF -

Data catalog settings

Default permissions for newly created databases and tables

tain existing Data Catalog behavior. You can still set individual permissions on databases and tables, which
n you revoke the Super permission from IAMAllowedPrincipals. See Changing Default Settings for Your Data Lake.

Use only IAM access control for new databases

Use only IAM access control for new tables in new databases

« HEIAMAllowedPrincipalsBFIEMERERT Super , FEREHNEREMRLA IAM FEUE
il

« HEIAMAllowedPrincipals A EREFHNENERRET Super , FREUEHTERES
R ERIREA IAM FEURH,
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® Note

WEBRESEHRIMAR TEVERNEHFEARY , KARRASHLEREPHTFERR
£/ IAM FERSl, SHEBTY. EREVEREHFE RTINS  IZRT
Super#s IAMAllowedPrincipals,

ELREAMEARRARA. NEHMET  HBHTHAS

« the section called “€&F & R A AR E”
« the section called “#AWS GlueE #IFF o] A4k = Lake Formation & #!”

SUPER_USER
RERR EHERLEET AEREGWEE
Super user Catalog glue:GetCatalog

B ABER Super userFF 1% F 7835k Data Catalog R E & LS ETHE, SEEZEEREHKIHME
REENSuper userfFAIRTFINEMRFHMER  HINERENER R, Super user FFAIFFAI
FEXAERTFEHFNERNENERR LHTEMEZTEN Lake Formation ##1E,

BB Super useri T , EFEA (ARE ) eHHEKFNER ( Bk, EREMERR) HTT
SIEE -

« CREATE_DATABASE , B & ERYDESCRIBEZF W,

- DROPE $AFTE &R ER ALTER, . CREATE_TABLE, DESCRIBE ( %k SUPER) &,

- DROPE#AFTEEREAFTEER KA ALTER, DESCRIBE, SELECT, INSERT, . DELETE (&
% SUPER) &1,

« All ( BM SUPER) B # K B #MET A,
- BF (BELHAURTHMERMNES ) BRAMBEE K. ENENMERKRNFTT,

iEiB B 8% ERH Super user FF A , ARERBEB &K LFITHZEIR ALTERF] DROPEIE,
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ASSOCIATE
R EHERLEZET ARELEE
ASSOCIATE LF-Tag glue:GetDatabase

glue:GetTable

lakeformation:AddL
FTagsToResource"

lakeformation:Remo
velLFTagsFromResource"

lakeformation:GetR
esourcelLFTags

lakeformation:ListLFTags
lakeformation:GetLFTag

lakeformation:Sear
chTablesByLFTags

lakeformation:Sear
chDatabasesByLFTags

£ LF-Tag EBWFF AT ER AT LA LF-Tag 184 Data Catalog HiR. ASSOCIATE BE®RT
DESCRIBE,

Example

Eifldatalake_userlfEA &8 HFEHAE LF-Tag EWASSOCIATERF Almodule, EEZFHREM
BRZESIRBFTEENTT , MEK (*) TR

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/

datalake_userl --permissions "ASSOCIATE" --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["*"]}}"'
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¥4 |AM Identity Center

£/ AWS IAM Identity Center , BRI LLUERZE F 2 RAE 1dPs) , X HE AWS D REEFEEFERAE
MBHHM FZEHUE, BTLAE Okta, Ping 1 Microsoft Entra ID ( & #I# %A Azure Active Directory) & &
PR EE IAM Identity Center S |, HEBPNEAEFRHE S ABRRTFTEESR. 1AM Identity
Center U X B EEHME=L D RMHE,

MEFMEF , 552 AWS IAM Identity Center  FRAZEER) PHZENEDRESE,

& T LATE 1AM Identity Center #1& AWS Lake Formation 3R EACRANERRER K mMERHEES
A LUK HAEF AT 2 F AWS Glue Data Catalog &R £ R 2R & M EHE,

BB ERAETUAFERERN B o REEEAEMERA Identity Center WEAREN , YEHEH
Lake Formation FF AV ERIE, BBILES , B LIEEYH AWS REWEER , MEFEITZE IAM
A,

(® Note

EENE P EBAHERAENREEAENEEREERE AWS 2 TREEFEIER., EBE
N ERE , CAEUUNERAERER K MEABRXTNERRTIEEERENE D , UF
B AWS lREFHNER, EFREFEEHTEAREIEN S o RREEHES IAM AEEKRE, £H
& &L {5 AWS Management Console BV 5 2 E#E& A ., MEFHMEN , 5528 AWS
IAM Identity Center  EAFEiEmM) PHEEAEXNZEESHERE,

WERGINFFMEER , FSBIAM Identity Center B EPR .

&

« 1AM Identity Center B2 Lake Formation & i 50 R IE 4

« #% Lake Formation E& IAM Identity Center JE4Z

« 3 |IAM Identity Center B4&

« MIBX Lake Formation E& IAM Identity Center BYE 45

- BHARTFEAENEE

« £ CloudTrail B552%& IAM Identity Center FFHE RS
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https://docs.aws.amazon.com/singlesignon/latest/userguide/supported-idps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation.html

AWS Lake Formation HBEABER

IAM Identity Center B2 Lake Formation & # o R4

LA RE 4 IAM Identity Center B2 Lake Formation Y 5t iR R4 -

1. BXA 1AM Identity Center — Bt IAM Identity Center X B 5 7 B FH N 5 0 EBH F£IRIGH

2. RIBEWN G 53R - BUA IAM Identity Center 2% , BUBEE S D IREESTEEETEFEHAEMEHE
B AE A RER Identity Center B 8 A 5 5 KR , EAIEB 1dP , 4]0 Microsoft Entra ID =
Okta,

WMFEFHMERN , FSE AWS IAM Identity Center { EREIERE) FHNEES 5 REMERE/NE
BrRHE,

3. B3 IAM A€ - B IAM Identity Center BRI A BFEEFFA] , FHETE Lake Formation 1 IAM
Identity Center RE I FEXEAERNERE , 0T 5 AEBRBUER Ro

BEERRE IAM REBKHEFT. TIHEFSFHERAREHER, NEFEENR , F28 AM
Identity Center A P9,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:CreatelLakeFormationIdentityCenterConfiguration",
"sso:CreateApplication",
"sso:PutApplicationAssignmentConfiguration",
"sso:PutApplicationAuthenticationMethod",
"sso:PutApplicationGrant",
"sso:PutApplicationAccessScope",

1,

"Resource": [

T

]

}
]
}
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MRIEEEENIE AWS 1RF B A Data Catalog &R , BHAEEEEVERLAMN AWS
Resource Access Manager (AWS RAM) 557, MEHLAERMEFUNFHEN , F2REIRF
ER A ERIESE

THARBRBEITERR., FEHMMEREE IAM Identity Center & 2 Lake Formation B Fr EM IS E ST
A,

- FATHARRBE , A IAM AERIRE IAM Identity Center Y Lake Formation 4,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:DescribelakeFormationIdentityCenterConfiguration",
"sso:DescribeApplication"

1,

"Resource": [

Han

]

}
]
}

- EATYARIREEK , AFF IAM SEEFHE IAM Identity Center B Lake Formation 4, WEEXHa
SHEASIRFE LA ERMENRA,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:UpdatelLakeFormationIdentityCenterConfiguration",
"lakeformation:DescribelakeFormationIdentityCenterConfiguration",
"sso:DescribeApplication",

"sso:UpdateApplication",

1,

"Resource": [

i
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- FEATHRIREE , L5 IAM AEMEREE IAM Identity Center B9 Lake Formation &,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:DeletelLakeFormationIdentityCenterConfiguration",
"sso:DeleteApplication",

1,

"Resource": [

"

]

}
]
}

« WIZEA IAM Ildentity Center R EMBER FRBEERDHFIAMEN IAM 357 |, F20H T
$8 Lake Formation FFa] FRERY IAM FF 1T,

T AT IR
« lakeformation:CreatelLakeFormationIdentityCenterConfiguration - #1I Lake
Formation I1dC #H%E,

« lakeformation:DescribelLakeFormationIdentityCenterConfiguration - #iRREH
IdC A&,

« lakeformation:DeletelLakeFormationIdentityCenterConfiguration - 2 MEREE
Lake Formation IdC #HRERIEE 1,

- lakeformation:UpdateLakeFormationIdentityCenterConfiguration- AXREFHE
# Lake Formation #H%&,

 sso:CreateApplication— AREI IAM Identity Center ERE,
« sso:DeleteApplication— FARAMIBR IAM Identity Center ERRER
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 sso:UpdateApplication— FAREHT IAM Identity Center BRARER .

« sso:PutApplicationGrant— AREBEZEENFHARITEENA.
 sso:PutApplicationAuthenticationMethod — #%F Lake Formation & 72 B & FHUE,
« sso:GetApplicationGrant— ARIIHEZEENFHARITEENA.

« sso:DeleteApplicationGrant — MIBRETEMEITEEN

 sso:PutApplicationAccessScope — $EREFHEARER IAM Identity Center 77BN &8 B #Y 1R
BEFE,

« sso:PutApplicationAssignmentConfiguration - FAREEFEAENMAEFEIRERARER,

#% Lake Formation E& IAM Identity Center iE#5

B BRTER T ISR , FeEEA IAM Identity Center BB 5% , LA#EA Lake Formation 5% Data
Catalog BRIV FEUE, BuLAE A Lake Formation £ A= Z 37 IAM Identity Center 4 AWS
CLl,

AWS Management Console
# Lake Formation E2 IAM Identity Center 243

1. B A AWS Management Console , A% BB Lake Formation 12 & , #8it& https : //https:/
console.aws.amazon.com/lakeformation/,

2. TEERAEEEKSD | ZEH IAM Identity Center B4,
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Create IAM Identity Center Integration

Enable 1AM Identify Center and then create Lake Formation - 1AM Identity Center integration to manage identities from 1AM
Identity Center (external IdPs like Azure AD or Okta Universal Directory). Learn more [4

v How it works

Enable IAM Identity Center Create Lake Formation Grant permissions

Enable IAM Identity Center for your integration Grant permissions to users on Data

account or organization and select Integrate Lake Formation with IAM Catalog databases and tables using

an identity provider. Identity Center to permit Lake fine-grained Lake Formation
Formation to access users from permissions.

your selected identity provider.

Connect Lake Formation to IAM Identity Center

BB |

Connect to organization instance of 1AM Identity Connect to account instance of IAM Identity

Center Center

Manage access to Lake Formation by assigning

Manage access to Lake Formation by assigning
users and groups from the Identity Center directory

existing or creating dedicated users and groups
for your organization. Learn more

from your Identity Center directory. Learn more

instance of IAM Identity Center

Manage access to Lake Formation by assigning users and groups from your Identity Center directory.

arn:aws:sso::instance/ssoins-6987513bf5410c¢2f

Add AWS account and organization IDs

Add AWS accounts and organizations whose users need access to Lake Formation managed resources.

AWS Accounts and AWS organizations
Enter one or more AWS account IDs and AWS organization IDs. Press Enter after each ID.

Q. Choose AWS account, AWS organization ID

» Lake Formation application integration - optional
# Lake Formation 52 hiWalsieintitysOon teniE#Raccess 53 data locations registered with Lake Formation on behalf of the user. 195

(@ After this step, you can't edit the connection. You can edit AWS accounts, organizations, and applications. If you

wiant +a madifu the rFannactinn dalatae it and Frraata 3 new canpactinm
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3.

(A ) WA—RZE AWS tRF IDs, #H#& IDsH/RAABENL IDs , AAFFIAIBIRF1FEN
Data Catalog EJR. & IAM Identity Center {£ /& = 4H E & 7B Lake Formation % %& Data
Catalog &R EF , Lake Formation €T IAM ACRFEHEER TN, R IAM AEBR
BB AWS Glue ERBUEER AWS RAM ERHE A AZIRS |, 1AM Identity Center £/ & F &
HEgEEFIER , BEMPIEERE Lake Formation FFH,

Lake Formation £ AWS Resource Access Manager (AWS RAM) AR 7% E2 5L ZBbR B A4 48
AER. AWS RAM mEAZRERFEILBE , MEZHIERERLA

MEFMEA , Bt ERERAZEEFE AWS RAM,

® Note

Lake Formation 755K B A ZBIRF HY IAM &K IAM Identity Center i 5 & F &8
BESEXEEAE , LUIFE Data Catalog ER , B Ree# AR~ F ) Data Catalog
BERLEBETHT, MREBERST IR TIHEBIRS F Data Catalog &R L8 1AM
|dentity Center {8 & fMB¥4H , Lake Formation €8 H T HI$E:E - TEXATZEEIR
F&EF.

(i#F ) £#3 Lake Formation Z2EEMH L , 8EEE=FHEAHERA ARNs , ELEAHRER
A[fZEN[E Lake Formation EXf#Y Amazon S3 B PHIE K, Lake Formation EiRIZHE WET
A, BL AWS STS VR A E M/ 0 BERBREIRMAE S M Amazon S3 L& , LAE
RENERABRXTURKRFEAEEIER,

BEER R

Lake Formation EXEEX KT BN EIESE , IAM Identity Center B & HIRE Lake
Formation £ &AH, THRIELEFAE Lake Formation B AR IAM Identity Center £ F&F
B, IEAANBHIEESRE, BEREBERETRTHASuccessHEE, LAREIEE IAM
Identity Center #iRER B E T Mo

AWS CLI

« THIEHIREIMEI Lake Formation £ IAM Identity Center &S, S aLUIEERARER
#9 Status(ENABLED, DISABLED),

aws lakeformation create-lake-formation-identity-center-configuration \
--catalog-id <123456789012> \
--instance-arn <arn:aws:sso:::instance/ssoins-112111f12call22p> \

# Lake Formation B2 IAM Identity Center E#3 196
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--share-recipients '[{"DatalLakePrincipalldentifier": "<123456789012>"},
{"DatalLakePrincipallIdentifier": "<555555555555>"3]" \
--external-filtering '{"AuthorizedTargets": ["<app arnl>", "<app arn2>"],
"Status": "ENABLED"}'

« T 55458 RIN{AI 4245 Lake Formation EZ IAM Identity Center &S

aws lakeformation describe-lake-formation-identity-center-configuration
--catalog-id <123456789012>

E# IAM Identity Center &

BYEGE  SULUHEE=HEAREN , 2 IAM Identity Center & B2 Lake Formation 4 |, ¥ 1%
REAEFE Amazon S3 B, Bt a LA IAM Identity Center BEF BRI ENERAER., B
£/ Lake Formation £ #& , AR UpdateLakeFormationldentityCenterConfiguration # 4 AWS CLI
RITEEBERERARER.

® Note
E3I IAM Identity Center B2 % , BELEHEITER ARN,

AWS Management Console
B #EE Lake Formation K938 1AM Identity Center E#%

1. & A AWS Management Console , A% B Lake Formation 124 , 81k A https : //https:/
console.aws.amazon.com/lakeformation/o

2. HEERIBEEEES , EE IAM Identity Center &,

3. 1£ IAM Identity Center 4 B H LiZEUHIE,

4. BA—RNZE AWS RS IDs, #& IDsH/SHAMENL IDs , LAARFF/AEBIRFFE Data
Catalog ER.

5. EFEEARINEEL WAL EHE Lake Formation BEZ2E=HEAREINEARESR IDs,
6. BEUGHIE,
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AWS CLI

BT BT T 5 AWS CLI @5 , B IAM Identity Center BB BRE=ZSFEARER. EEH
SAEBERRARREER E A BFENABLED , © 15 IAM Identity Center B =FEARERNIEHEIERE |
LAfZEX Lake Formation BEEMNE R, B URERAEIRERBADER IAM Identity Center
S,

aws lakeformation update-lake-formation-identity-center-configuration \
--external-filtering '{"AuthorizedTargets": ["<app arnl>", "<app arn2>"], "Status":
"ENABLED"} '\
--share-recipients '[{"DatalLakePrincipalIldentifier": "<444455556666>"}
{"DatalLakePrincipalldentifier": "<777788889999>"}]1"' \
--application-status ENABLED

filB% Lake Formation E& IAM Identity Center HYiE4R

MREEERERIEA IAM Identity Center S |, BT LAEH Lake Formation £32& AWS CLIE
DeleteLakeFormationldentityCenterConfiguration &R # 1T

AWS Management Console
fIBREE Lake Formation Y3848 IAM Identity Center iE#R

1. & A AWS Management Console , A% B Lake Formation £ & , #1t A https : //https:/
console.aws.amazon.com/lakeformation/,

2. HEERIBEEBKST , EE IAM Identity Center &

3. £ IAM Identity Center B4 B HE L2 EUM R,

4. T:T:EEWL,\ EJ: EEWL‘E{’E y %?ﬁi&ﬂyﬂﬂ“pﬁo

AWS CLI

&R AT T 51 AWS CLI a5 3R fHBR IAM Identity Center &

aws lakeformation delete-lake-formation-identity-center-configuration \
--catalog-id <123456789012>
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ASRT AIR T2 & M A+

TR ERHEBEE T LS IR F Data Catalog R ( ERE, ERXRMEE ) LB IAM Identity
Center EZEMEE , LERRENEN., EERFREEERNHT , RFEZETFI IAM Identity
Center BHERVEF T,

» DescribeUser

» DescribeGroup

e Describelnstance

B A LAfE A Lake Formation £#&. API 5 R#&EF 57 AWS CLI,

MEFEFHINEMENR , 52 the section called “FBFERIFFA,

® Note

BRERTIRFHPERNAT, AESTURBEESHAERLNERENEE , SL4AE
A AWS RAM ERH£ A,

AWS Management Console
HEF AR ERAENEA
1. B A AWS Management Console , A& BB Lake Formation 12 & , #8iL& https : //https:/
console.aws.amazon.com/lakeformation/,
£ Lake Formation £ &M N EENERDAFF .
ERET.
EEFERNHFTEMEmL | 212 IAM Identity Center {# & M B,
BEGHENEEER FIFAINERAENEE,

o A 0N
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Grant permissions
Principals
Choose the principals to grant permissions.
© |AM users and roles (O 1AM Identity Center () SAML users and () External accounts
Users or roles from this - new groups AWS account, AWS
AWS account. Users and groups SAML users and group organization or 1AM
configured in IAM or QuickSight ARNSs. pr!nupal outside of
Identity Center. this account

IAM users and roles
Add one or more IAM users or roles.

[ Choose IAM principals to add v ]

AWSServiceRoleForRedshift X
Role

6. HIEREAENHEER L , BEERTRAUNEREN/ZEE,

EHUE R

AT AR TEAEMEE
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Assign users and groups X

Q. [search by user display name or group name

Users
user1 |
Remove
user2 | b
Groups
DataStewards

Manage groups [

Learn more about managing groups from IAM Identity Center [£

Cancel Assign

7. EF O BERTHUNIG X
NEERERERLERTHUNRE , F2H EAERERL ERTER .

WMEEA LF EBREBE T UNRE , 528 £/ LF-TBAC I EETFERDRFT T,
8. EHEEFELERTFFAIM Data Catalog EiRo
9. EEERTWEREB &K,
10. BREF,

AWS CLI

T Y& HI R IR FE R KA IAM Identity Center fEF & SELECTEF Al

aws lakeformation grant-permissions \
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--principal DatalLakePrincipalldentifier=arn:aws:identitystore:::user/<UserId> \
--permissions "SELECT" \
--resource '{ "Table": { "DatabaseName": "retail", "TableWildcard": {} } }°'

& EUserIdft IAM Identity Center #EEX , 5288 <IAM Identity Center API 2%&) F# GetUserld
B1E,

£ CloudTrail B5®2E IAM Identity Center FHER A

Lake Formation £ A /&7 IR E Th sE KRR L E HF1FEL Amazon S3 E#l, RIEFEER , E |IAM Identity
Center FAERREBHEZTEAEN O MIRIEE |, CloudTraill BFFE RS EEREEEN IAM A | UUEH
EHIEH, MREERAERAEERZMNAENM Lake Formation 5Eff Amazon S3 ERMUE |, BT LUEE
£ CloudTrail E#4# 2 & IAM Identity Center EREN AR , AR EBRER ERNERE,

/A Important

ZE £ CloudTrail PASYHBHRK Amazon S3 APl 553k |, BFEE A Amazon S3 #1FEFEEM
YR CloudTrail B4 #k. WEEZRE |, 528 (Amazon S3 A EIER) FHEA
Amazon S3 RN WA/ CloudTrail E45248%. Amazon S3

EOEAEERACEMNERNCE LRABRRERK

1. & A Lake Formation E£# A& , #8it A https : //https://console.aws.amazon.com/lakeformation/o
EERBES  EHEE K RAREEEREHRE,

HEHEBERKT  BEEEERRHNAR,

i#Z Save (E1F).

> WD

ﬁ‘\m—ll«iﬁ PutDatalakeSettings #REHERE Parameters B , UBAEBREREE, BiEHE
, SET_CONTEXT"ZB{ERER "trues -

"DatalLakeSettings": {
"Parameters": {"SET_CONTEXT": "true"},

}
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}

LAR 2 CloudTrail 40§tk , AP S EREE, It AFKERTE IAM Identity Center
EHNTERERRANZS , AKX Lake Formation #&FELLFE Amazon S3 ERMUBENFEAEER IAM A,
EZ2BE T HHEET M onBehalfof 28,

"eventVersion":"1.09",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AROAW7F7MOX40YE6FLIFN:access-grants-
€653760c-4e8b-44fd-94d9-309e035b75ab",

arn":"arn:aws:sts::123456789012:assumed-role/accessGrantsTestRole/access-
grants-e653760c-4e8b-44fd-94d9-309e035b75ab",
"accountId":"123456789012",
"accessKeyId":"ASIAW7F7MOX4CQLD4JIZN",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROAW7F7MOX40YEGFLIFN",
"arn":"arn:aws:iam::123456789012:role/accessGrantsTestRole",
"accountId":"123456789012",

"userName":"accessGrantsTestRole"

.

"attributes":{
"creationDate":"2023-08-09T17:24:027",
"mfaAuthenticated":"false"

1,
"onBehalfOf":{
"userId": "<identityStoreUserId>",
"identityStoreAxrn": "arn:aws:identitystore::<restOfIdentityStoreAxrn>"

1,
"eventTime":"2023-08-09T17:25:437",

"eventSource":"s3.amazonaws.com",
"eventName":"GetObject",

£ CloudTrail BE6HE%E IAM Identity Center A EZERR 203
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#& Amazon S3 U E X8 EEHNE R

EERERUENEBRERBTNREFR , B0 FMuE ( ERUBLE) AWS Lake Formation,
A&, B LAEH Lake Formation 78] , EiE@ MM EMN AWS Glue Data Catalog ¥ # M L& + E i
BRI B EEE S,

Lake Formation t o 5F LUEAFEERNFMERLE , WIRHE Data Catalog PIiBIEM b BE R E
MERKRMA Lake Formation 5 AJHI5EM., FRARETFIRERE K S8 —EAEERKE , URLAE—
HEIFEFEAERE Lake Formation 577 , MAEHEHMREFERAER TEEINF TEE,

NEREREFRRANFAES , F2H ESFIUER

fRE

R\

Hlu}

ﬂl,’

ML E R , 2% Amazon S3 BREMXERE THIFAB ER R ARG EM.

Bt | BREREB W TFRAEY Amazon S3 BREAEE -

/mybucket/accounting/sales/

MRIEZFM S3://mybucket/accounting , sales&ERI KB EIE Lake Formation EIE T 5.

MEFMLERNFMEESR , 5528 Underlying data access control.

(® Note

Lake Formation Ff A/ ZZ ARG B ER (EEFERIMERBMHNERKRDPHES ), IR
ENERTEUNGAERNIEEBLER , FEBMEM Amazon S3 FEUIREREEEREF
HY,

e

- AREMUENAGESR

- 5t Amazon S3 U &

- EEMNZA Amazon S3 Ui

- &% — {8 AWS R F P EEft Amazon S3 V&
- B AWS tRFEMMNER Amazon S3 L&

- BUHEEM Amazon S3 fu &

# Amazon S3 L BB E LN ERLH 204
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ARG BN A B ER

XM Amazon Simple Storage Service (Amazon S3) [V B , BB E AWS Identity and Access
Management (IAM) B, SEFEZMLERHERK AWS Lake Formation #EEZAE,

BAER TR —EAGREREMLE

 Lake Formation R E#E £, LEEERFNEMENGTT, FALEERIMUENREES
E. MEHMET , 552 B FH Lake Formation RIS ER A RREEE B ERES,

- FREEENAG, EEFERTHERBERACESHNAIUR K FEACAEEENAE,

ETHERT , ZXAFAERAEEZNAS :

- E5—ERFPEMIER,
MBFHME , S Blthe section called “7£ % — 18 AWS kP H &£t Amazon S3 & Kthe
section called “¥5 AWS R FEEfNZH Amazon S3 u&",

- MREFEH AWS ZE CMK (aws/s3) KM% Amazon S3 L&,

WMEFMENR , B2EEMINER Amazon S3 &,
. WRMEETEIER Amazon EMR ZEUE .

MREEFEARBEEZACTIMUE , YARERKMER Amazon EMR ElEMALE , BIHBEUHEE
MZNE K AFEAFEAEEENACENIMENE, NEFMENR , 552 Bthe section called
“BUHEEM Amazon S3 L &”,

54 Lake Formation B RIS EE A E

AWS Lake Formation f£ /8 AWS Identity and Access Management (IAM) FRISERE A G, RISEREAE
BREEERE Lake Formation Flt— IAM A A, RKEZLAEH Lake Formation FREESE |
WBEZRERREFWUEM AWS REFFENFMEFT,

REEEACTESTEREMEETE Lake Formation , RASRTSRES /G FHITBLEMWEF
A, Lake Formation EEZHRKEL AN , RIEZEEE , BHIR A Lake Formation A SAEE
HEeG, EENFUSEEEEREMFUBEK , ¥ AZFFTBRTEEZIEMEM IAM 28,

RBEFABEETIRBEEIXAE

« lakeformation.amazonaws.com
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ERFEAIRE A PR ERE AR MIRE B #AEM Amazon S3 L ER , tRF B /Y Amazon S3
RETEREX (LWERAERNEBER ) HERFIRE A DR ELEA/CNEFEEGEFT,

MEERRBEREACEMERENFMAER  F2R REEEACRG,

(® Note

RI&IZEHIBEK SCPs) T8 ERKELAE,
MEFMET , 528 ( AWS Organizations R EERE) HHYIRIEEEIBEE (SCPs).

Lake Formation KYBR#5:& 45 A BFF A

Lake Formation fEH & & M ARFSE#E A EBAWSServiceRoleForLakeFormationDataAccess,
A EIEM—4 Amazon Simple Storage Service (Amazon S3) 7] , A3 Lake Formation 4 R
#% ( #la0 Amazon Athena) ZERESEMMMLE., FMERANVER K X ARBERVNEEFSE
Amazon S3 BEUEAFFANAE, SR UFEALBREEERAE , MAREILEEME Amazon S3 7F
ANAeE,

F-RERBELACTRAIMBERNARE  RRAGRREBEIRKELAGTHHN IAM
%, Lake Formation SR EHMBETAHRBEKR , WEHBEEERKELEACR, ELAFEARKEEEE
MR ER I | Lake Formation iR BB EH BB,

DERHEEESDEAR  BEMEREMNE, A%, £ IAM EBEFHESA
AWSServiceRoleForLakeFormationDataAccessii#iR HiEZMN B,

Flan | FEEFEME 2%s3://my-kinesis-test/logs , Lake Formation &% 3 T 5l R #r BUER I
S HE#EEZE AWSServiceRoleForLakeFormationDataAccess,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "LakeFormationDataAccessPermissionsForS3",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts"
1,

AREMUENAEER 206


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

AWS Lake Formation HBEABER

"Resource": [
"arn:aws:s3:::my-kinesis-test/logs/*"

]
.
{
"Sid": "LakeFormationDataAccessPermissionsForS3ListBucket",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3:::my-kinesis-test"
]
}

}

5 Lake Formation B R EZEAE

BAREEFHEY —EARBELEAR, EEE AWS CLI, = AWS API #[a Lake Formation 5
Amazon S3 AWS Management Console{ B , Lake Formation @ BE B R ERE AR,

/A Important

LR EF A UBEREENIRS  IRENEMBRFE PR —RBER , TUERAXEL
AENRE. BEE-STH K F2EEN IAMIRFHHBENTA S,

EEMBRLRSEE AR  CREERREY , B LUAERFHEAMEEFEFTELAR, EEMN
Lake Formation 5} Amazon S3 {ZZ ¥ , Lake Formation € BXAEEY R ERLAE,

B LAER IAM £ AE L EF Lake Formation R RGIN RIS EZLAE, £ AWS CLI % AWS
APl # | FRARFEEBEILlakeformation. amazonaws . comfRIEGEFE AR, MEFMEN , B2
B (AM EAEERE) #1 "EURBERAR.) . NRERBRLEREESZAE , SR UERA AR
WREFUBXREIZAG,

#m¥E Lake Formation RIS EE AR

Lake Formation /it 58 4mEBAWSServiceRoleForLakeFormationDataAccess R EE A,
REESEERTSSERBELAC  MULELCEEV AR REEAGERE, Am , BuEH
IAM RiGESEE LR, MEEZEN , F2H IAM FREEEPNFEERGEEAG,
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B Lake Formation B RIS EiE AR

EETBEARERBESRACHIEIRY  RAZBERGRZAE. -, ERREREDE
EHEENRERER. AW  EFDRRBRBESHCZH , ELAXBERER.

(® Note

R Lake Formation IRIEEZLEHRMBRERREAAE , BIMBRATEE AR, BHBEREE
BERAYYERYBRERRE,

fBR Lake Formation £ Y Lake Formation &R
WRIEE F AR ERE ARG Lake Formation 5t Amazon S3 X & , RIEMRIRISEZ AR
B, BEECHIMZMNE  IEABTACEHRIMRVE.

/A IAM FEIRBRIREEEAE

B IAM E£324& AWS CLI, = AWS API &
BRAWSServiceRoleForLakeFormationDataAccessIREEHFE A, MEFMAET , F2E (AM
EHAEREE) PHRBREREEEAE,

h
%

\

LTREAEEREABHER !
- BYFAGK , £ IAM ETEANEVACEEL , BEAWS R , AREEEFEARMT | BE

Lake Formation,

NREERATEANRRCRIAE  FREACKE E5EEE
f&lakeformation.amazonaws.com. MFEFMER , F2REI/EEEERE (F25).

- AELAERRMBEK , BF Amazon S3 HERNENFI/E AT, AT 2HEBHBER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
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iF
"Resource": [
"arn:aws:s3:::awsexamplebucket/*"

]
},
{
"Effect": "Allow",
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::awsexamplebucket"
]
}

}

s BTHEEBREFREE IAM B , LA Lake Formation FRISIEEAE | WSEEFHAEFIRME
B9 E,

#E7£ CloudTrail BEHE%E IAM Identity Center FRERE , EEBRXLELESR
sts:SetContextE{EW 557,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DataCatalogViewDefinerAssumeRolel",
"Effect": "Allow",
"Principal": {
"Service": [
"lakeformation.amazonaws.com"
]
.
"Action": [
"sts:AssumeRole",
"sts:SetContext"
]
}
]
}

- HEMUENERNEEEXEAEEAE®MN iam: PassRole &,
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LUTEEFHRHFTHRNBRBEK. UMM AWS IREEMR <account-id> , WA ABEZBEUL

<role-name>,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam: :<account-id>:role/<role-name>"
]
}
]
}

« ZE R Lake Formation £ CloudWatch Logs H #7118 A 55 M 154E |, FEHTE T 5 REBUR

® Note
B A CloudWatch Logs €E£E M,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Sid1i",
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents"
P

"Resource": [
"arn:aws:logs:<region>:<account-id>:log-group:/aws-lakeformation-

acceleration/*",

AREMUENAEER
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"arn:aws:logs:<region>:<account-id>:log-group:/aws-lakeformation-
acceleration/*:log-stream:*"
]
}

X Amazon S3 L&

& Amazon Simple Storage Service AWS Identity and Access Management (Amazon S3) VB & |
ﬁwzﬁ}b* (IAM) A, Lake Formation EMEREAERNR FFRRNEFERNES AWS R

/A Important

B R E A BRFEE IR Amazon S3 TR, ¥ M@ Lake Formation Bty fE1Z &7
B AREMREETENAC—ESHAARESE. RFEEFRERZ —EAWSIKEE
B, ANRAeBREREEIFEHEEMHENIIRSE  Aen@FIrREs & RWlEREFENE
58

A LAE A AWS Lake Formation =384 . Lake Formation APl 2 AWS Command Line Interface
(AWS CLI) RzEf Amazon S3 fZ &,

FR6 2 Bl
REAREHLENHEER,

AffHuE ( E#E

/A Important

T 52 F{R5&% Amazon S3 {u B8 Data Catalog (v RAHEEIH AWS IRE A | BN EFHER K
&, 7MY H M E B E D& B 1Y B 0R 5 R A EE

1. 7£ https : //https://console.aws.amazon.com/lakeformation/ BRI AWS Lake Formation £ &,
LERHEEEHESR IAM lakeformation:RegisterResource A ERE &2 & A,

2. EEEERNEET , BRERBNE.

5 Amazon S3 & 511
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BIZBFMVE , AR ZEBIELUEE Amazon Simple Storage Service (Amazon S3) B&1&,

(EA , BEEE ) REMEMERTT , LUREFE Amazon S3 VBHHWFIERBERBFER
/\H*TO

SEENAY L B W BE 2B B Lake Formation FREFRXMNESENER ., WIFBEEHEE
BREFERRERZ S,

$H¥ IAM B | EIEAWSServiceRoleForLakeFormationDataAccessRIGEZEAE® (FE
%) TS PERNEFT IAM A fithe section called “AREMNENABER

REEEREF] IAM #eaEmE , TREMCEMNVERHMFMET. BEREMEMARKE
BAGEMNMLE , SREXBUHEMZ LB X EMEM.

BIZRAE R B #EBISRE |, LLAAFF Lake Formation IEFAB SR BHFIEMEES AWS R
¥, UERBESERETHER R, MREE@EMECR Lake Formation 5t , M BB EHEKHS
BERETHERXRERERNMNE A IEEFAMAENB KBS RETMERNME,

BIERSTFIHER |, BERTERUA Lake Formation 38, E&ERESFIERF M Amazon S3
NER  BulEEZNETENEMERRNER , LABA Lake Formation §F 1],
MEREESEIEANFMENR B2l EaEEER,

BRI RE.

SMHZE (AWS CLI)

1.

@ Lake Formation S E{L &

WEIGIE RS EEACRIEMUE, BuHAMER --role-arns|BRIEHEZBCHN AR,
# <s3-path> K BB XK Amazon S3 BB, MIRFEEAKABERH AWS 1RF |, & <s3-
access-role> R AEGFMERVEF TN IAM BE,

(® Note
MREEARBESFACER  AREAFRESEMIEN B,

aws lakeformation register-resource \
--resource-arn arn:aws:s3:::<s3-path> \
--use-service-linked-role
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T35 BT A eREMUE.

aws lakeformation register-resource \
--resource-arn arn:aws:s3:::<s3-path> \
--role-arn arn:aws:iam::<123456789012>:r0le/<s3-access-role>

2. EE# [ Lake Formation SRz E

REEEABET IAM AGEME |, FTREFECHMNVNVE,. HRnREEZACTMNLE |, &
FEZEBUEEMZMEN EEFHEM. WEFMEN , B2 Bthe section called “BUEFEM Amazon S3
&,

aws lakeformation update-resource \
--role-arn arn:aws:iam::<123456789012>:r0le/<s3-access-role>\
--resource-arn arn:aws:s3:::<s3-path>

aws lakeformation update-resource \
--resource-arn arn:aws:s3:::<s3-path> \
--use-service-linked-role

3. MBESEMERNESFIREANERME

aws lakeformation register-resource \
--resource-arn arn:aws:s3:::<s3-path> \
--role-arn arn:aws:iam: :<123456789012>:ro0le/<s3-access-role> \
--hybrid-access-enabled

aws lakeformation register-resource \
--resource-arn arn:aws:s3:::<s3-path> \
--role-arn arn:aws:iam::<123456789012>:ro0le/<s3-access-role> \
--with-federation

aws lakeformation update-resource \
--resource-arn arn:aws:s3:::<s3-path> \
--role-arn arn:aws:iam: :<123456789012>:ro0le/<s3-access-role> \
--hybrid-access-enabled
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MEFMEFR , F52 [ RegisterResource API #1E,

(@ Note
Ff Amazon S3 U E®R , EEENVE ( XHEFMFNE ) HWEM AWS Glue ERIFRER
2{#E IsRegisteredWithLakeFormation 28 M {E , & GetTableMltrueFFf
o Data Catalog AP I2/EEEHIEIPRHI , Hli0 GetTablesH SearchTables &€&
#T IsRegisteredWithLakeFormation Z8ME , WEEFARE , B false, EEMEA
GetTable API %##8 IsRegisteredWithLakeFormation 28K EMEE,

S NZRY Amazon S3 &

Lake Formation 82 AWS Key Management Service(AWS KMS) B4 |, AIEBAFRRMIREHMES

BR7E , LAINZ FfE 2 Amazon Simple Storage Service (Amazon S3) & R & ¥,

AWS ZETR IETFZE AWSKMS keys M . BEl , RE Athena XER Fin &/,

M Amazon S3 VB K , BAEEE AWS Identity and Access Management (IAM) A&, R INE
) Amazon S3 V& , ABMXEEEFER MEMBRZERNWFRT AWS KMS key , H¥E KMS £RBXR
NEBESROFTIRTAE,

/A Important

R E R BEEE B Amazon S3 fEFETRE. ¥ MA@ Lake Formation iy fE 1= &7
B AREMREETENAC—ESHAARESE. REETFREEARZ —EAWSIREE
B, AInRACBAERFGREITEBHEEEHBNIRS , oA FRIFBHEE KINERFIE
58

Lake Formation A RIS EZAGREMENERNVE,. T8 , ACEEERH ., ARELRH ,
EMEZEINERABE] IAM AR MARATEESEEMEMNEHED, SAFMUEMELNEET
ABUIBETES PIEEMNERthe section called “FAREMUBHNAEER",

/A Important

MRIEBFER AWS S EE8 RINZ Amazon S3 L& , BIFEEERH Lake Formation BRI E#E A
&, BXAFRABITAG , LB N IAMFUHREEAE, NEHHEEBEHFMAEA,

M Amazon S3 LB 214


https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RegisterResource.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html

AWS Lake Formation HBEABER

THRFRAMNMEMEATFZES|RI MBH Amazon S3 LE AWS ZEER.

- AMEATEEFZESRMNBNME
- A EMNENVE AWS ZESIR

FR4E 2 Bl

REARERUENSEER.

AMEAEFZSE LB MEN Amazon S3 L&

(® Note

MR KMS &8 Amazon S3 L EF1£EE Data Catalog tHREIHY AWS #RFEH |, the section
called “B& AWS 1R E M NZZHY Amazon S3 (VB BN BER hHIER.

1. ¥E https://console.aws.amazon.com/kms : // BEX AWS KMS £ & , I LL AWS Identity and
Access Management (IAM) EEFERAER TEHARMNBENEZ KMS £RHNSWMBERNERHE
F9E A

2. EEEERT  BEEFZESR K AREBEEMEKMS £R/NEE,

3. EKMS £RFHMEFARTEL , BESBBERRSIER , ARHITTIHP—FRE , £BETAE
=% Lake Formation RIS EZE A EFHIEA KMS €BFEAHE -

- MRBERERBE (FALBREEE, SRMKR. SREAENEM AWS IRFE
B) -GELBEAEERT , LN BITA®IM Lake Formation R ERZ A

AWSServiceRoleForLakeFormationDataAccess,

- MRBETRESWEK (JSON) - REBE , 5B AR Lake Formation fREERL A G HTE
ZAWSServiceRoleForLakeFormationDataAccess¥IF TR FERALE, , T HIEHIAT
o

(® Note
MRRMFBKR , BEABBIFT SN UHNBYMH. LEBHIER BRBEEAE,

M Amazon S3 LB 215
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"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:x0le/aws-service-role/
lakeformation.amazonaws.com/AWSServiceRoleForLakeFormationDataAccess",
"arn:aws:iam::111122223333:user/keyuser"
]
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "*"

}I

4. £ https : //https://console.aws.amazon.com/lakeformation/ BIRL AWS Lake Formation &
£ IAM lakeformation:RegisterResource FA LLERHEBEREAEE D E A,

5. EEBEMRNEET , BEEEHVE
6. BEFMUE , REIZEZELHEE Amazon Simple Storage Service (Amazon S3) B 1&,

7. (BA , BEZER ) BERBMENT , URAFME Amazon S3 NEFRNFIEREEREER
HEF,

SHEEA L E T E R E R Lake Formation FAEFEXMNECENER ., WMRLFERHER
BREEENMMRERS,

8. &% IAM A | EBEHS AWSServiceRoleForLakeFormationDataAccessH R EE AR
( TEER ) HEH BT A ®the section called “AREMUENBBER",

9. EEFMuE

MEREEZEACHFEMEN , 52 B Lake Formation R ERZ AT,
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SEER hNZ2AY Amazon S3 fiIiE AWS S &4 i8

/A Important

R Amazon S3 {Z [ E £ EE Data Catalog #EH AWS #RFH |, the section called “B5 AWS
bR S EEMNZEA Amazon S3 U B FEHNAEBRE PHIET.

1. BIVAREMMIEN IAM A, BREAFS P35 HAERthe section called “FARFMIENAE

ok vAl

== SIF
< o

2. BTIARBERFEERAR, CEEESBNFURFAR, Resource RIFLERE B Amazon
Resource Name (ARN) AWS ZE &, B L& AWS KMS 2 A HS ARN, HEEBSEHEN
ARN , FETRESLFER AWS ZE SR EEARMEMEN HEH AWS IRFFEZHEA AWS KMS

EX Ao

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "<AWS #### ARN>"

BETLAER KMS €88 5187 , M3EL8 ID- arn:aws:kms:region:account-id:key/alias/
your-key-alias

MEFMEF , 552B ( AWS Key Management Service B3 AEE/) HHY FRIEIE AWS
KNS — 8,

3. £ https : //https://console.aws.amazon.com/lakeformation/ BIEX AWS Lake Formation £#& &,
£ IAM lakeformation:RegisterResource FAI L ERHEBEREAE T D E A,

M Amazon S3 LB 217
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4. EEBEBERNEET | BEERANE.
5 EEFFHMNE , ARBEFBELLER Amazon S3 B,

6. (iEA,ERIEH) BERMUBENT  SURSAHE Amazon S3 HEHFNAHIEREEREER
HEF,

AtfHEEA L E R sE S B 3 Lake Formation EAEFMZULECANER, BRIEERHYE
BARBERRERS.

7. ¥ IAM AE | BIELESB1REINBE,
8. BEFMMUE.

£ % —1@ AWS R F A&l Amazon S3 L&

AWS Lake Formation ] & AWS 1R F&Ef Amazon Simple Storage Service (Amazon S3) &,
a0 | 8 AWS Glue Data Catalog fIAIRE A , 1RF A hIEREZE AT LLEIRE B 5 Amazon
S3 EFETE.

FH AWS IRFE A F1#9 AWS Identity and Access Management (IAM) A& RS B & AWS 5l
Amazon S3 REEFEBFE TG -

- IRF ARNBEBLARTIRF B REFITEBAIETA,
- RF B FNRFETRERLERTIRE A PARHNFEGET.

/A Important

R E A BRFEE IR Amazon S3 FEFETE. ¥ M@ Lake Formation Y /12 5T
B AREMRRETENAC SRR ARFEE. IRFTFITREHRS —E AWS IRFF
B, ANRACEBRERETRESEHENIRS , AgnREIRESEEEREZIRE
58

&L E A Lake Formation RS ERZEABREMS —ERFPNMLE, EXEXAFEAEESR
NAEE, BEVARFE FHEXRthe section called “FAREMUENAEER", MERKEDE
AENEMED , 5528 Lake Formation BRI ER AT,

FR46 2 Bl
REARELENHEER,

15— 1@ AWS 1R FE P EEf Amazon S3 L& 218
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£ % — i AWS iR F PEEfvE

(® Note
MRMES IR , the section called “B AWS 1R FE M INZR Amazon S3 B "fERAER &
R

THREFBREZIRE 1111-2222-3333 @& Data Catalog W ZFEA B EsF Mawsexamplebucket 1R
5 1234-5678-9012 Y Amazon S3 f#17ETEE

1. FEBRFE 1111-2222-3333 /1 , & A AWS Management Console Y 7 BIRX IAM 32 &https:/
console.aws.amazon.com/iam/,

2. BUFNAGRBRZTE FERNIRAE A Bthe section called “FARFMUENABER, BRA
B&F LK Amazon S3 FFFJawsexamplebucketl,

3. BB https://console.aws.amazon.com/s3/ ) Amazon S3 £ &., EARFE 1234-5678-9012

Ao
EREFTREBEED  BEERMTIrE A awsexamplebucketl,
BEF,

EFUEAL  BEGETEIBCK
EREFTRBGRFEESET , WETHBE, # <role-name> MR AEZNABER,

N o o bk

"Version": '"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal": {

"AWS":"arn:aws:iam::111122223333:ro0le/<role-name>"

by
"Action":"s3:ListBucket",
"Resource":"arn:aws:s3:::awsexamplebucketl"

.

{

"Effect":"Allow",

"Principal": {
"AWS":"arn:aws:iam::111122223333:role/<role-name>"

},
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10.
11.
12.

13.
14.

"Action": [
"s3:DeleteObject",
"s3:GetObject",
"s3:PutObject"

]I

"Resource":"arn:aws:s3:::awsexamplebucketl/*"

}

BERE

£ https : //nttps://console.aws.amazon.com/lakeformation/ BARL AWS Lake Formation 12 &.,
LERHEESHEARAFEMUEFTHNERE S D EARFE 1111-2222-3333,
FEEERNEET , BEERANE.,

EERHUBER L  BEGFMMIE.

EEMMIERMELE |, &% Amazon S3 & , M AR FETREE M s3://awsexamplebucketl,

(® Note
LA AREIrESR  RAECERIER  BRFREFETETEHAEEESR.

$HEIAM g |, BEEENAG,
BEFMMLE.

= AWS IR EEEMNZ2/Y Amazon S3 L&

AWS Lake Formation B2 AWS Key Management Service(AWS KMS) B4 | A E R R bR

BAEMRIE , LLINBFfEZR Amazon Simple Storage Service (Amazon S3) (U B FHIE ¥,

AWS SEZR XEFFXEERMN . TXERFRME/M@E,

/A Important

B REMEMABREE AR Amazon S3 fEFETE. ¥ M@ Lake Formation EEft Y fE1Z &7
B AREMRETFENAC— SRR EREE, NRFEEFERBAS —E AWS IRFE
B, ANRAeBREREEFEIFEHEEMHENIRSE  Aen@FIrgEsa RlEREFNE
Ao

EH A

B AWS 1R F 2K Amazon S3 &

220


https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html

AWS Lake Formation HBEABER

ZAREAER A AT 1E R HHE R T & Amazon S3 &

« Amazon S3 U EFMEREFERAEEPELMN KMS £BEITINE AWS KMS,
« Amazon S3 v B EE HHEH AWS BRF #H AWS Glue Data Catalog.
« KMS £#8Ed Data Catalog fu R FEMEREH AWS IREH,

£ AWS tRF A H{EA (IAM) BAE1E AWS tRF B F & AWS KMSHNZR AWS Identity and Access
Management Amazon S3 @#FEFRBEFEZ FHIFFH -

- IRF ARNBELARTIRF B REFITBAIETA,
« 1RF B AR EFEFEBBRLARTIRFE A PAGHENGTT,

« MR KMS EMMURIRFE BH , EWMBARLARTIRF A DAENEFEIE  MIRF APNBELEA
BT KMS #|HFFA,

ETHEFF , BEEDE Data Catalog AWS HWIRFHEIN AR ( ERIFRTHIRSE A). RE , &
AILAERAAEREME, Lake Formation £77E Amazon S3 I ERE R IFRIHAE, BTN
ABEA KMS SBFTENTT, Atk , ZFRFEEK KMS eBNF IR FHEA ETL RSB ESRERE
ME#RERMNWETTA , fl0 Amazon Athena,

/A Important
&4 L E A Lake Formation fRIGERZ B REIMSE —EREFFWNE, BXEXAFHRAEES
NER, ABEUEABZES PR ERthe section called “AREIMUENABER", NMERKELS
AENEMED , 52 B)Lake Formation M RIS E#E BRI,

A48 < Bl

BREAREMLENHEER,

5 AWS RPN # Amazon S3 (L&

1. 1 Data Catalog #HEIHY AWS tRFH , B A AWS Management Console Y7 BRI IAM 312
A https://console.aws.amazon.com/iam/,

2. BUFNAEIRIEZTE PERNWIEE A Bthe section called “AREMUBNEBER", BRA
&8 EF Amazon S3 B ATHIBUEER.

B AWS 1R F 2K Amazon S3 & 221
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3. WR KMS £ £ Data Catalog HEMIRFH , R T KMS £ A EFF A RERBUR 18
ZARAG, BEREHMT, & <cmk-region> M <cmk-account-id> BIXE KMS £ [EiZ A
'I’Eﬁgﬁﬁ,%o J‘;Lﬁﬁ ID Hyf% <key—id>o

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "arn:aws:kms:<cmk-region>:<cmk-account-id>:key/<key-id>"

}
}

4. 71£ Amazon S3 A L |, MR EFETREBEE , BATEWN Amazon S3FFAIRTFAR., UTART
BrBEBURMVE B, #5 <catalog-account-id> BUX A Data Catalog ¥ AWS IR5%. #§ <role-
name> R BAGBER , X4 <bucket-name> R BRETEERE,

"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal": {
"AWS":"arn:aws:iam: :<catalog-account-id>:role/<role-name>"
},
"Action":"s3:ListBucket",
"Resource":"arn:aws:s3:::<bucket-name>"
I
{

"Effect":"Allow",
"Principal": {

"AWS":"arn:aws:iam: :<catalog-account-id>:role/<role-name>"
},

"Action": [

= AWS IRFE M %K Amazon S3 {1 & 222
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"s3:DeleteObject",
"s3:GetObject",
"s3:PutObject"

1,

"Resource":"arn:aws:s3:: :<bucket-name>/*"

}
5. £ I AWS KMS , i AaiEhA KMS €8N ERE,

a. £ https : //https://console.aws.amazon.com/kms BIEL AWS KMS i &, A% UEEE
FEREFDEA , IUATUMERARMBNEZ KMS BN ESMBERNFEREF T ZE A,

b. EEEERYP , BEFFIETR A ARRHEE KVMS £BHEE.

c. T KMS &RFMEFARENERBBERRSITRT , MRESIWBUERN JSON BERETR |, FHE
EY IR B BUERRR.

d HTEEBEFKERT  BERE , ARIEAGBH Amazon Resource Name (ARN) ¥ ZEAllow
use of the key¥I#f , TSI BIFT R,

(® Note
MRBRMAFBK | FBEREEIFT R A8+

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::<catalog-account-id>:role/<role-name>"

]

.

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"

= AWS IRFE M %K Amazon S3 {1 & 223
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10.
11.

MEFMER , 52 ( AWS Key Management Service BiZ A E5Rm) FH AFFEMIRSE
HHEAEEA KMS £8,

£ https : //https://console.aws.amazon.com/lakeformation/ FAEX AWS Lake Formation 12 4&,
LB R EE S 5§29 & A Data Catalog AWS 1RF,

EEESHENEET , BEERHMLE.
EEE M E.

EEMEEMEL | ¥ Amazon S3 BB , WMAMERRA s3://<bucket>/<prefix>, #%
<bucket> MR EBREITENER , XA <prefix> BRANENHEREK K,

(® Note
BYABMARE , RAELERIER , BIRFAEFIFETSHERERED.

i IAM B, SR 2 EEAG,
BEFMMLE.

EUEEE Amazon S3 &

WMRIEF4EEH Lake Formation B Amazon Simple Storage Service (Amazon S3) L& , &7 LAE
HEEM. BUCHEMER SR EEZXMNE LR FH Lake Formation ERMYEHF 1, B LAEFHFMER
SHEMONE BN EFTNARER. B lEATRNACREHTMLE.

BUHREMME ( £#8

1.

£ https : //https://console.aws.amazon.com/lakeformation/ BAEX AWS Lake Formation 12 4&,
LERHEEEHES IAM lakeformation:RegisterResource FAIMNERAEE D& A,

EEEERNEET , BEERHULE.
ERE  RREBEDRRLE , BIEBR.
HBERBRETE  FREBR,

HUHEEM Amazon S3 L& 224
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AWS Lake Formation HEABEE
BEFEUE

AWS Lake Formation JE&ZEUER X B @XM RE AWS Glue Data Catalog #1448 ’ B 55 7T BR %

£ — @& | Lake Formation AIBEIBEVSE X8 , WiIR F b Lake Formation EBiRIZEMATF
BB #%. ERE. ERKRNBRNETT. E-ARKCAFAMEHMERIER Amazon S3 Ml AWS Glue
BEMTER IAM TRBERFERELER,

@ Lake Formation &t Amazon S3 U E R , B LURIESHH BN PTE EIRAHI 1T Lake
Formation 57 7] , REABESFEER, RIFFEFXCREATE_TABLE , BEFIUER R &5 &

17 . CREATE_PARTITION, UPDATE_TABLEFfH, & Amazon S3 NBERRBEERNK , B LUE
BEEZNETEHNB EYWHHNEBRBA Lake Formation 877,

JIEIR’R Lake Formation FF A fl IAM FFAJ ER a] AR B I ERNER. EXRTEEMAEREE Lake
Formation FF A1 # IAM 5 0] F RE1ZEXNE ¥} , Mnon-opted-inE EIGEEEFH IAM F A EIER,

Hit , BEEEREXTELE Db A E—BFEHAEREM A Data Catalog FEIE 8%, ERENE
Rk Lake Formation , MAEHEHMBREFEAER TEAESENER.

AWS account A

] — AWS IAM
e T role policy
r AWS Lake Formation

E permissions PR 8

&
i
<
&

1 —

: AWS Glue
Amazon : Data AWS Lake

1

1

S3 bucket Catalog Formation
A Do 1

Amazon Data-Analyst
Athena

AWS IAM @

AWS |IAM permissions 3 role policy
<
<

Data-Engineer

AWS Glue
ETL

H-ll-

MFEIRBENRE , F2H BESFIEANEZENRE .
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firEMER

LA 2 Data Catalog ERHNER , BURR BN EFEGET :

Lake Formation &R

[6) Lake Formation &MV E IR, FH&EZEZE Lake Formation 35 7] F sEFEE R,
AWS Glue &R

k[ Lake Formation FMHER. FAERAFE IAMFIHATEFRER , RAEE
AIAMAllowedPrincipals##A5F ™, Lake Formation FF Al A &3 HI#1T

WMFEIAMALlowedPrincipal sEHARF AN EMEN , F2E PHEERF .
REEIR

EREFIEAPEMNER. REBEFNERNERE , ERSBEVIRA Lake Formation EJRH
AWS Glue &R,

ERENEEFERAEARS
EANEARAFIES  EE RS MBIRE G L ARHRETIE
B — RS 0

- # AWS Glue EREMRAERBEER - EHRHIF |, BB EEARFERA Lake Formation , B8 E A Data
Catalog ¥4+ Lake Formation 55 7], E&ELURE FEUE XM Amazon S3 LERF , &AL
Lake Formation FF A R FEEMABEXNEZ IS EERNENERRNFERE,

« #% Lake Formation & RE# RS EIR - B a1 , BIEEMEA Lake Formation 5 Al 242 &l Data
Catalog BRI ENZEE | (B EMEH Amazon S3 1Y IAM FIJIREHETFANEEE K M-
AWS Glue H§i3R B#Y Lake Formation 5/,

EXKERVERMENARSFEERE , FWEEA LR IAM 3 B FEUE [ Amazon S3
NENERBHERE K mMAeHhEREFAEDN Lake Formation FF 1,

EEFERMVEFMUBBAREEIER 281 , YA KL RIZEMEH Lake Formation 5F ] ZEUE RV
)

ERATHILEI TERENBEFE,

O EEREREFERKRNSuperfFAlRF IAMAllowedPrincipal&#,
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Bk FER ARG

- FRHRESTFIERNHEA AWS Glue ER - EULRHIF , SEBRFEENEREEEREK , Bl
A Amazon S3 AWS Glue B9 IAM S A BUR M EEEENA ERF XA, ERENERMLERMD Lake
Formation .

EREFEEXNPEMERNVEZE , CEERBIIRFIRAREEFHHSE 4 o
EaIAMAllowedPr1nc1palﬁ¥%ﬁﬂﬁﬁﬁﬂ’] AWS RAM FF IS |, 5 4 IRIZIERE HLAFEN
HSuperfFaBiR, R EABIAMAllowedPrincipal B¥AF I EIR , B0 LLAE Lake Formation
FARFAEIRSE |, WiRZBMALLER Lake Formation 857, WHARE FHEREEEE T LS
Lake Formation FAI R FIRF P E /8 |, IBIF A LA EIE1T Lake Formation FF 1,

- FRESEFEIHERNKLA Lake Formation iR - B8l , £EBRFEEREH EFEBHEIEIT Lake
Formation FFAIHWERAERF AN ER R, ERENERECE [ Lake Formation 5.

FEREBERT , BALUE Amazon S3 UBHEMEHRARSFEER , dFEH Amazon S3 f##F
BT B8 BUR M Data Catalog BRBUR |, #52K B Amazon S3 FIE#F2K B Data Catalog B ##
ERIPERBAERFANEN. ZEEEFHRTIREM Lake Formation 577 , LEEH
Amazon S3 (U B2 BNBIFEMAZRTEA. A , BEELEREPFERKNVSuperffF IR T
IAMAllowedPrincipals&#.

ES- ]

- BEEIEXNEELRK

- RERSEIER - EREH

- RESFIEABRIENER

- EESFREAPRETIENER
- AER

BEFIRAREFS K

TE#EREEEH Data Catalog EJRE , Lake Formation R ML RS FZEHE R B/,
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a

Data lake admin

Registers S3 location(s) in hybrid
acces: e and sets up

AWS Lake Formation authorization process

Amazon Athena or
any other engine

IAMAllowed

— 3 ermissions
. or Glue i
; Yu ermissions ermisiens ¥y
— olici ? ! Y
?
Data Catalog j AWS Lake Formation Amazon S3 bucket

No
X

1AM policies for
AWS Glue/S3

4 5

Access denied

Get temporary credentials

Access granted

EFERERAPNERZE , EEEEFTNERNEEESFEHEEREMEI Data Catalog & #l &
FERAEBR , LAFFRIERFE Data Catalog P ERI R, AR%E , EF#HITRegisterResource®RfE
TN RS ER KRN Amazon S3 {1 &[0 Lake Formation s BESEEEN . MRERMLER
[@] Lake Formation 5t , B E &% Lake Formation F 1] #% F Data Catalog ERIEFME K K4
EfEAE , WRERMOMATESFIEXNPFERELEREME R R Lake Formation 557,

1.

BRXEH - EXAFEABRSHRBERESHAD ETL 551 , 0 Amazon Athena AWS

Glue. Amazon EMR 3 Amazon Redshift Spectrum,

CFBERER - BEXNOMEIZBERFIEEBRNERR , WK HEERFBREXZE Data Catalog
(GetTable, GetDatabase).

. B&EFF T - Data Catalog € Lake Formation BB EH X BN FEEFT,

b.

a. MRERRAKEZIAMALLowedPrincipal sE#EFFT , RIS 548 %|¥1T Lake Formation §F .

MREFACBRETEESEFEIERXF A Lake Formation 357 , BERREE
#IAMAllowedPrincipalsEH#EFTH , Algs&H/#44T Lake Formation FFAl. EHSIZSERR
Lake Formation W EIM ERZRMY , WA ERERKFERE,

. INRERRMERMG Lake Formation 5t , BEZEFEA MK BEE RS EIERX B FEA Lake

Formation 3¥ 7 , I Data Catalog EREE R KR E 2 EEIAMALlowedPrincipal sEHARF
A, MREFAFEREREKT , AIRFHNFAEIEHLEESERR LM Super=® ALLFF,

MIEERHMIE B 6 Lake Formation 53 , ZRIENEERZIZEM A , Lake Formation EAE R ERE th
#EEER,
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4. B83/8F - Data Catalog ERENEFH S| BERKMER A S M Lake Formation Fft, MMRERE
#E [ Lake Formation 5 , 24512 €5 K Lake Formation 2RI EE , LAFEL Amazon S3
IR PNER.

5. MBER - MREZFFZAEEEFIERKRER |, Lake Formation RHAB SN 2SI ZH HEEFE
¥, FRERETE, 251 ZE% Amazon S3 HEUER , WHTHXENEHE , flERE. &R
RETFHREE, E0IBERBTELERN , SXERERGRERE. MEFBABRERERF. UF
FHER ,
i52@ B Lake Formation 45

MRERRNVERIE R Lake Formation 5t , Bl 047512 5% —EM U SEEYE Amazon S3
1T, FPAEEIRY Amazon S3 REERFEEEA IAM FRAEBERUETERER., SEEFEH IAM
BURE |, A AERE IAM REEBK, WEFHMEN , 320 (AM FHAEIERE) F1 IAM N Z42
=EER.

REBSFIEN - ERR

B3 Lake Formation 3] —#% , B BEEEMEEIENRS , BUEHEGFERESEREAREEER
FH : fEHEFEG—E FHWEFTEA , AWS RS WIREHE AWS IRFE SEFEANEE,

FHERHEETIERATRERSFIEXNRA !
@ ALLES FEENXEEFF A AWS tRF

« # AWS Glue EREREESER - BEBIER Amazon S3 8 IAM 551 , BIRFHMETERM
BEREFHNERRFEIE , AWS Glue BXEERR A Lake Formation RZE S EEBEF 1],

« # Lake Formation ERE#R A ESER — BB BIfEA Lake Formation REBERIRFFMEEXREE
BEDERFRNEFEIE  {ER81 Lake Formation ARG EXE, FHEEXMHENERENERR
EFEH AWS Glue 1 Amazon S3 #Y IAM 551 , A R IREFEUE,

B EREFREXPEESNT AWS IRF

- FHEEFEEERXEH AWS Glue ER - BB eI 2#H Lake Formation REBERRFFT |, B
M EEM Lake Formation FF AR A% —EIRF P T B IREFEUE,
- FHESFEHERX A Lake Formation EJR — BIETE A Lake Formation R E B E Bl R FEH

LK BREEHERERE AWS Glue ME XK EFERH Fl Amazon S3 8 IAM 557 |, A% —{@EREF
B E BRI FEUE,
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RERGTFIER - ERSR

1. ZEUREESFEUHER |, @ Lake Formation 55t Amazon S3 XM E,

2. TR EHEEERALLBHIDATA_LOCATIONEFT , TR BN EMZNBNWER B EERRHER
E,

3. BERFIRARERBE 4 IR

4. R TEFEHENERERLNEE IAM EHEERAR, A, FBSMAERELN
IAMAllowedPrincipal sEHEME R EHFTESuperdiZBNE R REEE = ALLFF A,

5 1 BEFXRMNER, REDMWEMERETLUER M Amazon S3 EER IAM FF ] BUREBZEVE R E
AWS Glue F1&E R &,

6. BIEM b BIRIZFFF Lake Formation FF IJBY = 8875BR Amazon S3 #Y IAM FF AT BUER

RERS FEUR Y SRR

BT RERERS FEUE R SoR R4

(® Note

FIEE Lake Formation BB ELUES FEUEX M Amazon S3 U E , Wi EFEMAFTENE
Ro

1. BFERMUEFT (DATA_LOCATION_ACCESS) , LAB M &M Amazon S3 {IEH) Data Catalog
BiR, ERMYEHF R B IEMYEE Amazon S3 {uE 2 Data Catalog B . BREMERE
MIBEN .

2. EERREHFBUERNPEHEMIRS LA Data Catalog ER ( MARERR
BRIAMAllowedPrincipalsE#HFFA ) , BEEXBIRFIRAZEENAE 4 k. BEEFEA
Lake Formation FEAEFME , FEERN B SR TEENBIRFRAERE TEESE 4 iR,

B LAERA put-data-lake-settings AWS CLI @55 #% CROSS_ACCOUNT_VERSION 2%
BREHSE 4 MR :

aws lakeformation put-data-lake-settings --region us-east-1 --data-lake-settings
file://settings

{

"DatalLakeAdmins": [

{
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"DatalLakePrincipalldentifier": "arn:aws:iam::<111122223333>:user/<user-name>"
}
1,
"CreateDatabaseDefaultPermissions": [],
"CreateTableDefaultPermissions": [],
"Parameters": {
"CROSS_ACCOUNT_VERSION": "4"
}

FEEREFRERNTRFBIRFHA , BFELEEE AWS Glue Fl AWS RAM BRIEFTERY
IAM 857, AWS ZEBEEAWSLakeFormationCrossAccountManager B F 4B,
ARTEERBEEEEXTRABKRFERLR , HMFHE 7T MEF IAM 35 REH

AwWSLakeFormationCrossAccountManager & BUE :

* ram:ListResourceSharePermissions

* ram:AssociateResourceSharePermission

(® Note

MRETRERARTEACH AWS ZEHK , Fi LRBERHE &/ BT R,

Amazon S3 EFIFBMNEMFEREFI

ERE PRI E &, ﬁﬂlﬁ:ﬁﬁﬂ%ﬂ# AWS Glue Data Catalog , & [ LS E B/ E KA Amazon S3

REFITRME , WAHFME Lake Formation, TRERPBABIBERRFLERERN Amazon S3 ERHMU
B , 7 A aE AR AWS Glue # Lake Formation Ef#& ( £E5EA )

[ Lake Formation EEf#Y Amazon S3 (V&

BRER Amazon S3 I E AWS Glue & Lake Formation f &

] Lake Formation 5 (8 BEiBER IAMAIlowedPrincipa AR EZR FH CREATE
BEHUEX Lake Formation  Is B8 ( BiRkFHEL) FFA , # TABLE FFrAI2M &R KRAVET
EX) & Amazon S3 ERMIEME m,

BB ATZEVE,
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BRER Amazon S3 & AWS Glue A& Lake Formation fE A&
R E MBI Amazon S3 {2 #11T CREATE TABLE #11T CREATE TABLE
& INSERT TABLE AR EZE  INSERT TABLE BA X EEH

#EH DATA LOCATION FF ™, #EH) DATA LOCATION FF I,

IsRegisteredWithLakeFormation & &k B4

BHRERM IsRegisteredWithLakeFormation B HERNRNERNERED

EFEREH Lake Formation 5t MR EMNFFAIE N 25 A Lake Formation , 8l
IsRegisteredWithlLakeFormation BitruelBARENERMYBNFIEERE , RAREER
EHRERACDREMAZERN R, IRVERTESFIERNPEEM , Bl Btrue AGEHH2IBEMA
ZERRNERAER

IsRegisteredWithLakeFormation HY:E/ES

FFAER FEREAG IsRegiste EiR
redwWithLa
keFormation
Lake Formation e True [ Lake Formation

HMuEBR , FIEE
F#&H IsRegiste
redWithLa
keFormation B
MEEEE A true, &
R Lake Formation
FERNFFATEAR
TMPMNE. BEA
BERREMH Lake

Formation 5o

BEFIER BEEMA True HREEMEA Lake
Formation #17&
R RERFEM
EENERE
ZE R FRtruey
IsRegiste
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=

FFAE FREAG IsRegiste i
redWithLa
keFormation

redWithLa
keFormation
BHEKRER. ©
fIZ5EM{LE Lake
Formation A 7E 289 5F
AT BERAI R,

BEFEER RIBEFEMA False HREAREREE
F Lake Formation
AFAUNERE ,
IsRegiste
redWithLa
keFormation B
MEEEAS false,
BT 32 Lake
Formation & A& &4
I E & M FT AT BURKY
R, Rz, ERAEX
B1& Amazon S3 1]
BXE,

# AWS Glue EREBRARESER

ERBTHISE  TREAEEEN M Amazon S3 L& , W ERHEIRA Data Catalog &Y
ERFINER T A Lake Formation £ &,

ROIHEIR - ERMLERME Lake Formation 53 , £/ & ¥ Data Catalog B ¥ E M & B R FEEUAR
Amazon S3 # AWS Glue E)YERY IAM FFATBUR,
BIFFEER , IAMAllowedPrincipals#HHEEERERFIEERKRMNSuperfFal,
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A K[ Lake Formation MM ERMER B ES FEIES

1. FEMBAERESEIERL Amazon S3 L&,
Console

1. LERHEEE 59 % A Lake Formation £ 4,
2. TEEBEKSD | BEEETHERBME,
3. BEFFMVE.
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Register location

Amazon S3 location

Register an Amazon 53 path as the storage location for your data lake.

Amazon S3 path
Choose an Amazon S3 path for your data lake.

e.g.: s3://bucket/prefix/ ‘ ’ Browse ‘

Review location permissions - strongly recommended
Registering the selected location may result in your users gaining access to data already at that location. Before registering a location, we
recommend that you review existing location permissions on resources in that location.

IAM role

To add or update data, Lake Formation needs read/write access to the chosen Amazon S3 path. Choose a role that you know has permission
to do this, or choose the AWSServiceRoleForLakeFormationDataAccess service-linked role. When you register the first Amazon $3 path,
the service-linked role and a new inline policy are created on your behalf. Lake Formation adds the first path to the inline policy and
attaches it to the service-linked role. When you register subsequent paths, Lake Formation adds the path to the existing policy.

AWSServiceRoleForLakeFormationDataAccess v

/\ Do not select the service linked role if you plan to use EMR.

[] Enable Data Catalog Federation

Checking this box will allow Lake Formation to assume a role to access tables in a federated database.

Permission mode

Select the permission mode you want to use to manage access.

© Hybrid access mode - new O Lake Formation
Lake Formation permissions can co-exist with |IAM Only Lake Formation permissions are enforced.
permission policies for AWS Glue and S3 actions to

manage access. Learn more [4}

4. EEMUERES | BELEM Lake Formation 5 HY Amazon S3 B &,

5. 8% IAM At | iEEAWSServiceRoleForLakeFormationDataAccessiRIGERZE A
(85% ) = B:] IAM
e RERN AAREMVENARER,
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6. BEEAEFEHER , BB Lake Formation FEUEHIBRER MM E AYZEZEM
AEB M Data Catalog EREME R XK,

iZ1Z Lake Formation LA 2 §F Lake Formation IZEH MV BN FZEEE K,
7. BEFRMMUE
AWS CLI

LU 24 A HybridAccessEnabled : true/false [ Lake Formation 5 & Ry & #Y &8
fil, HybridAccessEnabled 28K TEREA false. UBREER Amazon S3 KR, A€
ZBM AWS 1EF ID,

aws lakeformation register-resource --cli-input-json file:file path

json:
{
"ResourceArn": "arn:aws:s3:::s3-path",
"UseServicelLinkedRole": false,
"RoleArn": "arn:aws:iam: :<123456789012>:role/<role-name>",
"HybridAccessEnabled": true
}

2. REFUMBEFEMAER , UEHESFEREXPWERFER Lake Formation ¥ 1]

EREFEIREXNPEEMAERMNER 28l , 5B Supersk IAMAllowedPrincipals###
WALLF I EERBEEAFEIHER [ Lake Formation SE{uBHEREMER R L,

(® Note

BEFEEERERREF ALl tables#IIAMAllowedPrincipalsE#AzFal, BEERT
HNXBEFSRENSEERRK , URFHFA. I, ECEEREDPELTERRE ,
B LURIBE B K B 885X EUse only IAM access control for new tables in
new databases¥FA . EREERNERELHERRE , WBESEBKSupersFd
&F IAMAllowedPrincipals&#H,

Console

1. 7 Lake Formation AN ER B & T , BEB &, EREZEFER K,
2. RBFEHEER K, EHERERR , ARRBEERPRER T,
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3. BEEXR A LEAERRERLS AR LF EBRTFERE, ERRMEBRAIZT T,

RE ,REFERET  XBFEPREERTHUNERA , AREER T,

wE &%ﬁﬂnq:—.rEﬁn¥%ﬂiﬁnﬂ R 2 28 &¥T Data Catalog HRWFT

@® Note
NREERFEIABUERKNT , BUEERERNVERT
(DATA_LOCATION_ACCESS) B FZEFEA. EHERKRFTEELFTA,
MEFHMES , FSEETERMIEN T,

4. BERERERERFEARRTHUR , ERTEMFUTREN T —HRAEEMAZTEAN
ERWVIEHE,

iZ1EE Lake Formation FF ] BN , LAB A ZFEAFEIRM Lake Formation FF 1,

Hybrid access mode
In hybrid access mode, Lake Formation and IAM policies for AWS Glue and S3 work together.

Make Lake Formation permissions effective immediately
Lake Formation permissions are enforced for databases, tables, and principals.

() You might get access denied.
If the checkbox is selected, your Lake Formation permissions are enforced. Make sure that you've completed
the required setup for Lake Formation for the permissions to work. If the checkbox is clear, you can go to
hybrid access mode [? to add resources and principals. Learn more [

Cancel Grant

5. &# Grant (8 F).

ERERROERMVENERR A LEEMAZTEAAR  NREMVEFMAERSER
Bl AREFZEEEA A £ Lake Formation FF A RIFEUHER RN E.

AWS CLI

UTRERSFIREXPRENAZEANERRNES. KABEHE. AWSIRF ID. &
EZBNERREBRR/ETRE,

aws lakeformation create-lake-formation-opt-in --cli-input-json file://file path
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json:
{
"Principal": {
"DatalakePrincipalIdentifier":
"arn:aws:iam: :<123456789012>:r0le/<hybrid-access-role>"

.
"Resource": {
"Table": {
"CatalogId": "<123456789012>",
"DatabaseName": "<hybrid_test>",
"Name": "<hybrid_test_table>"
}
}

a. (Optional) MR EEIE LF-Tags RFFHFA , B LUREZFTRETRNSEBFER Lake
Formation #F 7, EAIAELBAIEES|WFTA T RFRS FEERRBAITIRE,

b. EEAFHEAEENTERS  EFEMEUKERNEIEBHNEZRSFIER,
c. ENHERNIEEEL K EREESFHEXTEMNER ERENERRK,

B LLEEREALL tables TEE URFFEUE,

REBRSFRER - EREH 238



AWS Lake Formation HBEABER

Add resources and principals

Choose databases, tables, and principals to add in hybrid access mode. Lake Formation permissions will be enforced.
Learn more [2

Resources

Catalogs
[ ")

Databases
Select one or more databases.

[ Choose databases v ]

[ testdb X ]

Tables - optional
Select one or more tables.

[ Choose tables v ]

[ testtable X ]

d EBEXEZREEESEEERXFBMER Lake Formation 51,

« BFEA - BUEMERF REMWRS PIEE IAM ERENAG, S LLRE SAML £
& MEE.

- B - REBMHENERTIFUTHNEM.
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e.

Principals
[CJ 1AM users and roles

Users or roles from this AWS account.

[CJ External accounts
AWS account, AWS organization or IAM principal outside of this account.

(] SAML users and groups
SAML users and group or QuickSight ARNs.

Attributes - new
Define permissions using attributes (IAM session tags) with a Cedar policy expression.

Attribute expression
Add tag key-value pairs from 1AM roles or IAM session tags [, Separate values with commas. AND logic applies between pairs, OR logic
within keys. Verify tag entries for accuracy.

Key Value

[ Department ] [ Sales ]

( Add key-value pair )

Expression review
The attribute expression above will be written in the following Cedar policy. Use CLI/SDK to edit or write custom Cedar policy.

permit (principal, action, resource)

when {

context.iam.principalTags.hasTag("Department")

&& context.iam.principalTags.getTag("Department™) == "Sales"
b

Permission scope
© This account

() External account

SEMANTBENRE IAM e/ERE SR EFEE.
BRI,

- MAR/EY  URBEBMEIRT, £ 5 L8 Cedar IR KRIERX, WE Cedar HIEE
HMEF , BFS2EMER Cedar ? | Cedar IR FE S 22 GuideLinko

< BIENE,
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#% Lake Formation &R EHR A BESER

MRS H B ERE A Data Catalog EREMERIRMEMA Lake Formation 37 7] , & A AR & X B 1%
DRAREFEIER, S EEMFEA Amazon S3 9 IAM FF AT R M AWS Glue BifE , AFTEBIRA
HHERERNTFIE , MAEPEIREMN Lake Formation FF [,

RHIER - THZBEBEREE R Lake Formation EEMERMVE , ML EAEOXNENERE, &
RRFERNW LN ERBRESRT, MERVECORBELZACHM , IBLENNESEIMARERE
HiEX, BIBTER , IAMAllowedPrincipalsEBEHERER HFrEERREGBRTT,

/A Important
AAEARBEERVEFHENNEIRNERT  SUBEMEFAESEIEN,

A8 Lake Formation BV E R ERA RS FEHER
1.
/A Warning

RPTEZME Lake Formation SEERVEEBRARSFIER , UBEFEEMBEME
BERITEEENFTBUER,

iZ{Z B H Lake Formation FAIHIREZEFE AL

1. I MR ERTFES%, EREMERRTBNTT, MEHMEN , BFSBE Lake
Formation HP #2437 & Bl B # & B FREF 1l .
2. EERIEEY NN NEEBRESEIES | REIBEHE,

3. EFEFRNEFREAL , REEEESFEIEXNFEHAI Amazon S3 ERMYE FIEEH &,
BEREMERR, BIZECEE Lake Formation SF TR £ 8,

4 BEFIELUEEMAZE  UERSEEHEX P FEA Lake Formation §F 1,
2. EEESTFEUHENIEE , 3 Amazon S3 EETE/FEEM.

Console

1. LERHEEE 59 % A Lake Formation £ 4.
2. TEEERWEMMBEET , BEERNNE,
3. BFVE , AREEEIER L |, BERE,
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4, BERERETFEER,
5 EERT7T.
6. TERBEHT , ERNERERERK , LA Superm AlLIFFARTFEA NEREF
#IAMAllowedPrincipals.

7. EREHNETMBMER , FEEEEAN Lake Formation EHEWNEZEUEARF B, LA
Lake Formation =8 &7 & A Athena 14 , Y EHENEFRNVENERR L HTEHHE
B8

it , BREMEM IAM FFAIBERREFMER EMNER KR Z AWS Glue £HENFEHE,

AWS CLI

LU 24 A HybridAccessEnabled : true/false 6 Lake Formation 5 & Ry & Y &
fil, HybridAccessEnabled S8 EREA false. SLBEREEN Amazon S3 B, A€
Z8A AWS tRFE ID,

aws lakeformation update-resource --cli-input-json file://file path
json:
{

"ResourceArn": "arn:aws:s3:::<s3-path>",
"RoleArn": "arn:aws:iam: :<123456789012>:role/<test>",
"HybridAccessEnabled": true

FERESFIER LA AWS Glue ER

£ 5 — @52 % Lake Formation AWS t1RF FF A/ EES —fE AWS tRF HEFXAXAER , mMAgHE
IRA Data Catalog £ & IAM B 7FEL,

ROIHER - £EEIIRF EE Data Catalog ERIE , REREEFFEA Amazon S3 #Y IAM 8
BERHM AWS Glue BifEERHINFEEL. EREMNERMLERM Lake Formation 5, RIBEFEER ,
IAMAllowedPrincipal s EEEREREMEER KRN Superif i,
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EREFIER R FEWRSE Lake Formation 55 1]
1. REBIRFRE

1. FAHESE IAM FF ATV A& A Lake Formation lakeformation:PutDatalakeSettings
FEAE,
2. HI{¥ Data Catalog 587 , A% iBEVersion 4ERFRAERE,

MREEREEFEARSE 1R 2, F2RENERE 3 EFEIRE ERHL A RAFRERNRH,

WEE IRFAMRESE 4 R , TEESFFITBR,
3. B8 E BEFEEX T HANER ES ER R Amazon S3 L&,
4. EERSRY | BEEUREFRERNGMERMENERENERKR LT
£IAMAllowedPrincipals& 4K SupersFml,

5. #& Lake Formation sF A1 R F AWS ##8i. #HMBEN (OUs) , HEERFZ—EIIRF+HH IAM £
.

6. IRBEMHVEZERT IAM T8  BRBEEERSFZEENATE | FBEAREE Lake
Formation FRISZ BN |, 7EB S FEUE R R HIE11T Lake Formation ¥,

MRBEEBIREHFURTFES —E AWS IRF |, ERZEMAWRFSR | Lake Formation 5 7]
RefRFNEREEMEIET, WHARFERHEESEERMET , WBERFFNE
B, UHERNESFIERNN X AER®E T Lake Formation §F 1,

MRBEE LF EBHAMANERBZEREFERFHT , IZEAETKARTFHILTE, Bk
Lake Formation T AERIEES MW M EZESEFEIESR , LEEKTBNERMARS
FEESEAERNS R, RBBIEFGLNBEEREH 1T Lake Formation FF A ERME
B,

2. HEBERFRE

1. LERHEEE 529 % A Lake Formation 12 A& , #8315 https : //https://
console.aws.amazon.com/lakeformation/.

2. BI{E https : //https://console.aws.amazon.com/ram/home, AWS RAM £ AHFHEKZHAR
SIEREREREANIRFE X ANEREMER K.

3. £ Lake Formation FEV X RHEREMN/HER KRN ERELE,

BEREZMGrant on targetid (EEHRHEAERL ) WDescribefFARTE (HE
%) IREHH IAM £8,

s
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5. IGEREH ANERESRER KR Lake Formation FFAI R FERF PR A, BEZEHN
&R , BBRUAE Lake Formation FFAI M BIAEMAYRIE |, EREFEURKNFIEFIHIT Lake

Formation 7.

6. F1TEHI Athena &3 , LUBIFRZEFE AW Lake Formation 57, £ Amazon S3 fl AWS
Glue BH/ERY IAM =B BUIRHKAIF AWS Glue FEAENIR A FEUE,

(1EA ) BRIEEEAMER Lake Formation 7 7] 2 88 H E ¥ 7FEL Amazon S3 f##FAmazon
SIETREEEE M B9 AWS Glue IAM EBBUER |, LLK Amazon S3 ERHMZEL

FERESFEIUER H A Lake Formation EIR

R EFINEBMR B Y% Data Catalog £/ & £ IAM B B3R 1ZEX Data Catalog EREMEREK , MF
2B IR A M Lake Formation ESIRE X A,

ROIEIR - EEEIRF EH Lake Formation SEERENMER K K EEEHNENERREERS
Bk IAM ZFEABMREAL (HEE ) RFEA. ERENERMLEZ M Lake Formation &
ffo IAMAllowedPrincipals B REERERHEER KRB SupersFi,

FEBL IAM AEBNBERSEIRE FZEER FH M Data Catalog £AE , MALHEIRAM Lake
Formation 5]

1. REFRRFRE

1. BWABEA Lake Formation & lakeformation:PutDatalakeSettings,
2. TEREEERET |, Version 4BEBIREMARE,

MREERNEREERARE 152, FEREMERE 3 ENMBEIRFERLARAFRENRH.

#1563 RAHRESE 4 RTAFBEE[FFAIBREE,

AR TFERNEMERKRTBNT . MEFMEN , 52 B 7L Lake Formation PR E
BENER KT,

4. BEMAEBMNER , UIRTFEEH Lake Formation BRFEF A,

@ Note

EREMIEZMEMRRESEIRERAURTERFFAIZE , KEERSEKRFET
EL—EABRFERLA., HWTRIEFMMNE AWS RAM ERLEZH AWS RAM
B nq:—.I-EIJaZ‘E-LFg’%o
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2023 £ 7 B , Lake Formation EEFAR L AEREMER RN AWS RAM ZEFF
1

* arn:aws:ram::aws:permission/
AWSRAMLFEnabledGlueAllTablesReadWriteForDatabase ( EREBHREE
BUR )

* arn:aws:ram: :aws:permission/AWSRAMLFEnabledGlueTableReadWrite
(BRREBHRAZHEER)

£ 2023 £ 7 AZETHBIRFFF IR FREELEHR AWS RAM 7+,

MRZERBRFATEERTETEA , IFERANSELHARTEREA. NRER

BRSR , FRHAAERNETATREEREIEENEEHER,

5. BI{E https : //https://console.aws.amazon.com/ram/home,

6. AWS RAM =2 AN HRA ARSI ERER T EEENATIRFREXALANENENER
REHE,

BEEZEEHABERNTTEEERESN ARN,

7. BB AWS RAM £ EHMEREMN Associated HREE, MBMRERERA Associating , FBE
FHHEA Associated AREE, WMRARREEK Failed , S LB Lake Formation AR E
BXo

8. EEAIEBEIMF A TRERESEFIER , RBBEFME,

9. MEFWNEFEESHREREN/RERK , URAEEFINER, SN ERBERIR
MER , WETLERNEFH.

108 HEERERESFIRANERNENERSR | BEES Lake Formation AR X8, #iF
BEREMER R,

11RIBFIELUREMATE | RS EIER A 5#H#1T Lake Formation 85,
123 SuperfF AR FER EMATZE R RIAMALlowedPrincipals EH E SRR,
134§ Amazon S3 {i & Lake Formation X iRiE B EESFEHER,

14 £ A Amazon S3 AWS Glue actions #J IAM FF A B , BHEE (HEE ) tRFH AWS Glue
NERAER T,

2. HEBERFRE

1. RERHEE S 55 B A Lake Formation 34 , #8it A https : //https:/
console.aws.amazon.com/lakeformation/.

2. BI{E https : //https://console.aws.amazon.com/ram/home, AWS RAM BEEFEZHANE
BRECIEBRSRTESNIEFAANERNENERRER,
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&% AWS RAM £ H | FREEENFTTES LA AWS RAM EEFEH ER ARN, BE AWS
RAM AN EREBEN Associated MREE, WMRMREHERA Associating , BEEFH
HA Associated &, MEMEEK Failed , FBE LW B Lake Formation BRFS BB,

3. 1 Lake Formation FEV L AEREN/HE R KRN ERER

4. EFREFZLENGrant on targetF# Al (ERBHEAEZIRL ) MDescribeFFAIRFHE (HE
&) lREFH IAM £,

5. TR, HAERERER KR L BEIRFE PHEBRE Lake Formation 55,

EEREBEFINFFAT , EEFESEFIEN,

6. EEAFIEAREN TERPBEENE , LEENAZTA , URREEERFEGHLAN
ERERERK,

7. f£H Amazon S3 AWS Glue actions B IAM SFAIBER |, BIEWRE  AWS Glue WERERZEFHF
],

8. £ Athena EERIXR L HTEBIMNE HIESH , UM EHR &/ Lake Formation AWS Glue &F
a

(EA) $HENBSEFIEXNER , /B Amazon S3 #Y IAM FF AT BK,

RS EREXABERERBNER
BEETISH  RRATREXBRENE. ERRMEIN,

Console

1. A Lake Formation 32 #& , #1tA https : //https://console.aws.amazon.com/
lakeformation/,

2. BEFFA T , EFERESFEHER,
3. HRAFHEAREL , ENENESERREBENKIMA R , AEREEF Remove,
4- ?I:l: mahﬂ'\f@fﬁiwib'ﬂzo gggﬁﬁo

Lake Formation T & B HEIETELE RN , MEERNFEEAFER IAM 1 AWS Glue
AT, MREHAESEEEN IAM 5T | ETEeENEMAELEFIULER,

AWS CLI

THEH RBUARBEFIEABRER.
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FMBABER

aws lakeformation delete-lake-formation-opt-in --cli-input-json file://file path

json:
{
"Principal": {
"DatalLakePrincipalldentifier": "arn:aws:
.
"Resource": {
"Table": {
"CatalogId": "<123456789012>",
"DatabaseName": '"<database name>",
"Name": "<table name>"
}
}

ERESFIEXFREETBNER

ARBRTISR , EREFIEATRAENE, ERRNER,

Console

iam:

:<123456789012>:role/role name"

1. & A Lake Formation £ & , #8311t A https : //https://console.aws.amazon.com/

lakeformation/,

2. EFHOT , BEEESTFEHES,

3. BEEHEREEEREERNESEEESNERMEE,

AWS CLI

THEHBRIMS HERBEFREANAEREZENATEBNER,

aws lakeformation list-lake-formation-opt-ins

TSI REBUAS] HFERFTAERERNREFMA

EREFESXFREEEMER
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aws lakeformation list-lake-formation-opt-ins --cli-input-json file://file path

json:
{
"Principal": {
"DatalakePrincipalldentifier": "arn:aws:iam::<account-id>:role/<role name>"
},
"Resource": {
"Table": {
"CatalogId": "<account-id>",
"DatabaseName": "<database name>",
"Name": "<table name>"
}
}
}
Hi &R

ETIEERNES , RAEZTSHR UM EEREREIR IAM H Amazon S3 FF A FELE b E A
ZR , LUEBEFEUEXRFTEFEAEMA Lake Formation FF AT E R, BAIEBEERSE R R{E
AWS 1R 2 BERER & FEERNIER.

- 48 MBS EEHER AWS Glue Data Catalog , LAfEf Lake Formation #1 IAM 1 Amazon S3
RREEE.

£ EIT Y4 AWS Glue Data Catalog

AWS Lake Formation f#f AWS Glue Data Catalog (Data Catalog) RE#FHEBERH. ERRE, &
BRANEENDPREER, PEENRENEINERERWMERER. S8 AWS RFEE AWS [EiFE
BE—EER B %,

Data Catalog P FEERSHEBETEE &, ENENENRN=ZEERKEE+. cEEREEZE
RENERHEBTBABZNEBERSFT. BB HAKRNKE Amazon Redshift EXERE. Amazon
DynamoDB BRI EME =7 ERRRHNER , §l20 Snowflake, MySQL , ARIB BB S EEZRES
f 30 ZEATFERRF, BEATUEERERKPETHPVBE  BERFHRE S3 ERRFEFITES
Redshift 2 & (RMS) #,
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AWS Lake Formation HEABEE
BERRERTERENNVMEEEN K SREBHEREA. 7EEREANEMIE,. ERERERRNE
Ao Data Catalog th @2 & RER , BLERZR/NBRFPFHLAB K, ERNENERRNERS , AR
Bk FFRERAPHNER,

Data Catalog 2 &EAR B &Y , HP T SE&%. ERENERRK, THAWSIKRF ID8% , AR IR
E# i8R B 8% AWS [E1F, Data Catalog £/ =/EPF&fE (catalog.database.table) R#H M E KBl k.

« Catalog — Data Catalog =B #EREENRLE, BLUEIBEISE Data Catalog F #1182 {E E
#%.

- BRE-FPESHNEENE-E K 28X BR ., £ Amazon Redshift fl Trino EFZER R
B BREMEAEEER,

- ERRMMR — Data Catalog B9 3 BERIKEBHNE=E,

Amazon S3 FHIFTE Iceberg ER KR EEFFMIEE # ID = AWS R ID #9785% Data Catalog H. &
AT LATE R BES B # AWS Glue Data Catalog , #EiBHi& £ Amazon Redshift, Amazon S3 Table
REBIHME=FERARETEFHRERRNER.

- BEVERE
- BEVEREX
« EE AWS Glue Data Catalog ¥R

= RVA=K S

B#RKR W=BHPEEHNEEPIZTSEBRIKRSEMR AWS Glue Data Catalog, EAILAEAZES L
K& ERI# A Data Catalog W2 Z B4R H 8.

MFERABERRREM B KN FHAER |, F2HE BENERTF A AWS Glue Data Catalogs

£ EF A Lake Formation TR ABT B , B4 BUERNEEEREREYEEDE

Ao BEEINERCERT Lake Formation CREATE_CATALOGEFAJHY £ 88, BT LATE Lake
Formation XX ANEERACGHNIKER LEEERETEETE, EERKRMNAEE | BXLEHE
lakeformation:ListPermissions IAM 5] , WA ERHEESSEKELEF S BEA , I
FECREATE_CATALOGRF Al LEA B Fi#E1E,
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By ERE

Data Catalog P HF R ERNRSEREEREF, BUREERTAESEENERNE , ol HE
BERERFAEH Lake Formation 5/,

ERETUAEZANNVNERY, WUEBEMME Lake Formation FEft#Y Amazon Simple Storage
Service (Amazon S3) U B, EREENER , TRTEEEMMUENT , TR EQENEMNEAR
{ZEHY Data Catalog Eflik, MEFME , F2EUnderlying data access control,

EEMF M Lake Formation TERABVERE , B4 BUERHEEERNENERYEFDE

Ao BEREREIEZEERF Lake Formation CREATE_DATABASERF AT 88, BT BLTE Lake
Formation EE AN EEACGHNIKEE L EFERNERVESTE., BERRMNEE , BXEES
lakeformation:ListPermissions IAM ZFA] , WA ERHEERERERNERIESHEA , L E
B CREATE_DATABASEFFA] LK% Fi&IE,

EERBVERNE

1. ¥ https : //https://console.aws.amazon.com/lakeformation/ BB AWS Lake Formation £ & |
WAERHEESSENEEYES T E A,

HFEEERTHNERBET  EEEBE,

BEBVERE,

EEVENEHFLRD K BAERESR, ERVENEZEAKER,

HE , EIRESHEIIEREPNFIERRER IAM FEUHRH,

o M 0N

WMEZBENMAET , 552 Blthe section called “BF & RN TARETE
6. EEBEVERE,

BYERE

AWS Lake Formation F#ER KR TSER PP ERNEEEN , SEEBRRENR. 2IEEAM
BRHUE, ELEERKREFME AWS Glue Data Catalog . A ERACPRERNERATHNERE
#, WERA Lake Formation FF J EBZE R, BRI RFMIE Data Catalog FWE R EH,

BHZEHETRLLE I Data Catalog EHH 3k :

« £ BFITICRERAWS Glue, F2E (AWS Glue BB AEER) T ERCRER,
« BUWHITIERE, F52 M the section called “EA TEREEAER,
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« {4 Lake Formation £##&. AWS GlueAPI 5 AWS Command Line Interface () F 82 E R &
AWS CLI,

- fEA B3 ERER Amazon Athena.
- BUNGIRFHERKRNERERRE, 552 the section called “E I EFREHE,

# 3 Apache Iceberg &R &

AWS Lake Formation X #8% 31 Apache Iceberg E#lk , 7 H{EH Apache Parquet ERH#EX AWS
Glue Data Catalog , 3t7E Amazon S3 F{EAE R, Data Catalog P ERKEHPHRERER , KK
BREREFHNER, RIFFERR , Lake Formation €137 Iceberg v2 ERlR, BB v1 Flv2 ERERZ
B ER , 5528 Apache lceberg XHHMIE R MAEE,

Apache Iceberg EHBANERRER , EARFEERBEN S TERLE, Iceberg AIBEERRRMEBFTE
BER K tBAFBERESE EXTEAZUTUREHRTE, ENGALBRENE  MALHE
ERER, Iceberg X BERRAES , IRFRAEERERMMNEE, EURAREREREINRE ,
AFERAEFRANEAERNBERAE , XS HEHFRBRZ BN EREE,

BT LAE R Lake Formation 3 &3 AWS Glue APl H#y CreateTablel®{E , 7 Data Catalog 2
3 Iceberg ERlFk. MFEFMES , 52 E CreateTable EfE (Python : create_table)

& I&1E Data Catalog F21I Iceberg BRI KK , BB Amazon S3 HIEEERRENM P E BE
RER  TRBFTERIEA,

B %M@ Amazon S3 ERMYBEFMEF , WAL Lake Formation £ A #4072 B33 55 AT SRR &
Iceberg & ¥1F& AWS Lake Formation, ¥/ Amazon S3 A EIRIRE R M K[E Lake Formation AT
PSR, FERBURAR Amazon S3 Hl AWS Glue EIERY IAM FFEI IR, MEHMES  FSHEE
# |Lake Formation &,

® Note
Data Catalog N B 1 7 Z|[EFMFTE Iceberg ERIRE M.

£
- FRRM

« BY Iceberg ERE
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-CreateTable

AWS Lake Formation HBEABER

FRMRAF

# E £ Data Catalog F I Iceberg BE#lFE , W FRTE Lake Formation ERMFEEFTFT , BEEZTHK T
ER:

1. B Iceberg ERIRATFRIFFA , MZH @ Lake Formation FEMEIE R,

BR T # Data Catalog FERM ERRAFEMNFFAIZI , ERRBIEEFTZETHFF

« s3:PutObject &R arn: aws : s3: : : {bucketName} LK
e s3:GetObject HiR arn : aws : s3: : : {bucketName} L#Y
« s3:DeleteObject&JR arn : aws : s3 : : : {bucketName} LK

2. fERM Lake Formation EEfEYE R I Iceberg BERIRAMBMNETA :

= E® M Lake Formation REEFMFRBERATRHNER , F5F A Lake Formation M EEER
RERIH Amazon S3 LB, JETE Lake Formation #§& A ERHEEH AWS 24T IR , 60
Athena, Redshift Spectrum 1 Amazon EMR REFEER, wMFEFM Amazon S3 LB FFHEE
7, 528 4% Amazon S3 U B H 8 E M E R,

BEVAE A @ Lake Formation FzEBERNEZETAZTETHIEFT

« lakeformation:GetDataAccess

« DATA_LOCATION_ACCESS

AVELERERNEFTNEIABERE FLELERNVERT,

MEERNEFITNFEES , F2R ERENFIES

EERARE , REEERTESEN Data Catalog HERKRFAIN IAM A, WMEFHEENR ,
B E B R AL SORIRME

Y
r

37 lceberg BRI R

B LABEF Lake Formation FEARULEEATEEE AWS Command Line Interface B AR E I
lceberg v1 Ml v2 BRI R, EHATLIEER AWS Glue £ A B I Iceberg BRI TR AWS Glue #wE 2
No. MEFMENR , FS BS] C AWS Glue B A EF) RFHERHHAMEHER,

37 lceberg BRI R
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AWS Lake Formation HBEABER

Console
1. A AWS Management Console , I 7E https : //https://console.aws.amazon.com/
lakeformation/ BAEX Lake Formation 32 &,
2. EERBGT | BEERK K AREHABRUERRIRARIEETIEBM :

- ERRER  BABRKRNER, MREMEA Athena FIIERI R , FFEA (Amazon Athena
ERAEER) FHELHERT.

- ERE . EERANERERELFTNERE,
« IR BERKRMOER, BOULRERA , RBHETHRERKRNIAS.
- ERREN  erHERKRKER |, 181F Apache Icebergs

Table format i

Data Catalog managed tables support data compaction for Apache lceberg table type. Learn more [

o Apache lceberg table

Create a table in Apache lceberg table format.

() Standard AWS Glue table (default) ‘

Create a standard AWS Glue table.

Table optimization
Enable optimization capabilities for Apache lceberg tables enhance guery performance.

Compaction
Combine small data files into larger, more efficient files to optimize table
performance

Snapshot retentien - new
Optimize table storage by removing old smapshots from metadata overhead and
expiring files that are no longer needed.

Orphan file deletion - new
Automatically clean up grphan files perodically.

- ERRZEL
- Bif - OV ERERERSBREFNER  UKIBRNENSHBRER, EARRNE

=

<Ko

< REBRE - RAR Iceberg ERRMKBBERAE, RBERHALETREFAHATRER
RNEFERE , URERENRRBE, RERBRREZFENLIEAEBBREE,. TL4E
HREREMEERNERER BB EERRTRENESR.

« FAERMIBR - AIAERR Iceberg ERRPEERTBSENER. ELERTRER
ERNERE  BIREERRMBRIARN ETL EHERE2E. BAMMZERMER AWS
Glue A1 EHMBAMBRELTLENESR , BRRFEME,

MEFMER , B2 ZE Iceberg ERIER,
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- IAM B . EEFTERE , REERREEE IAM A€, B FERATHNIRERE IAM A
&, FEZACEERARGHLERR,

ERE-S THRMENFT  FERERRRELTREF.

« & : I87F Amazon S3 FEHHEERRZERRIIKE, Iceberg FEER B PR
ERERNMNVE , TEHTERMNEA,

o FEEER . BEFEEHEUFEERBENERNENEREE, ZULLEEEITHAEREK
HEBEFFHBHEIR, Data Catalog X & Hive ERIER, MEFMEN , FSE Hive ERE

2,

Iceberg JREHEEVERKCEREREBERNEIE, B LUFER Athena EHREHE
RREBIER , UREFHHIIEMN Spark £,

AWS CLI

aws glue create-table \

--database-name iceberg-db \

--region us-west-2 \

--open-table-format-input '{

"IcebergInput": {
"MetadataOperation": "CREATE",
"Version": "2"

}

A\

--table-input '{"Name":"test-iceberg-input-demo",
"TableType": "EXTERNAL_TABLE",
"StorageDescriptor":{

"Columns": [
{"Name":"coll", "Type":"int"},
{"Name":"col2", "Type":"int"},
{"Name":"col3", "Type":"string"}

1,

"Location":"s3://DOC_EXAMPLE_BUCKET_ICEBERG/"
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AWS Lake Formation HBEABER

B1E{LERE Iceberg ERIEK

Lake Formation X EZEERRKE(CIRIE | LUEE AWS 25|12 M ETL FXFEAK Apache
Iceberg ERIREEMMEE, ELRENNITERUERENRECAR, AENEHWE , URERH
BEREE, Lake Formation It =FHAMNERKRHKE(LTE :

- Bif - ERBBEBH/ D EERER  UELREFRAEYXETEIYE. ERERSSHALENS
A, UBBRBRHNER YT RNERSHRER, ERRENER. BRAREREDHHIT , |
REEFHEE.

« REBERE - RBZE Iceberg ERRMNBFHRHERAE, REFAFALETRR FEFNITRERBHEE
RE , URERENRRERHE, RERBREFECLIETEBBRRE. TLENRRREMEED
MERER  HYEERTFREAENT,

« MMERMPER - AMIERR lceberg ERRTREPNTESENER, ELERTREEERBR
B, BRIREENRMBRIARD ETL ERFREZR. RAMIMLERMER AWS Glue AT EH#
BNBRELTLENER , BRRTZE,

WA LAE A AWS Glue A AWS Glue API #&4E , BRI Z{£ A Data Catalog H{& 7! Iceberg E#}
KB AWS CLI, RERBANMLERMBRRELCIE,

MBFHMEA , F2H ( AWS Glue HEAEREE) PHZEL Iceberg ER5R,

HEEERER

B LAEA AWS Lake Formation 24 , k&8, L&, 25 EREZERE S Data Catalog B}
=, BESERASETEHE Lake Formation FFral v E R &,

BEERR (X8

1. & A AWS Management Console i FRX Lake Formation & , #8itA https : //https://
console.aws.amazon.com/lakeformation/.

2. HEEEBEKT , 28 Tables (ERK).
3. REEREEHERNESHUS. MUERKBUESHKERNRNEZRNEXF.

BuyEXRfENHER K BEREESNSEENREBX.
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Tables (30) Create table using a crawler [4 ‘
1 @

KX |

Properties

Name
Classification
Database
Location

Catalog ID

4. BITUTEE—HE:

- KBEEREN BE,
1. RBUENERTEEFEERE , AR HANERNENGERTERIZERE , IWAERNESR
78, AREIZ Enter 8,
HIH B EEREFHEET TN ER K.

2. (1BA) FESBER N NAEREFNE—ERK K FEREESHBNPHERE , ®B
MINERPEERZR K ARRLHBANERNRIERPEEERNRERE , S AERKRERE
REI% Enter 8.

REErHE-&ERK  EREEBNENREBHEEEBRUTERAER.
Tables (1) ‘ Create table using a crawler [4 ‘
1 @

Q

‘ Database: "legislators" X‘ ‘ MName: persons_json X‘ ‘ Clear filter ‘

HRARBGERN  FEAEP—EET  SURFBREERNE
- EMBBERS,
1. RBEIIERTEZRSEMN.

EEMRAWSIEF ID B2 , FRBMIIEERTEZEBHE ID, WABRN AWSIRFE ID (
7 111122223333) , A% IE Enter,

EEMNUEES K FRBMUIERPEENE AR LEBENVEIRRFPERVE, XK
SEQFMEME (5110 Amazon S3) B BFHFIEER %
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£/ ESE R K AWS CLI

THEHIREIAFITE S serach, --search-text S2HELESEHPEERPEIEEE
XFHERK, FEERBAT , c2ERER, ERRHEAFRENRBNUIES "BF) WMEE
*ﬁ‘%o

aws glue search-tables
--search-text "customer"
--region AWS ##
--max-results 10
--sort-criteria "FieldName=Name,Sort=ASC"

P& AWS 1R F £ B Data Catalog &Rl &R M E K E

BRI LB B A EIREY Lake Formation FF AJ & T 7028 AWS 1RF |, EEAAERR S £ A Data Catalog EJR
(ERENMERRK ), AR, FAEUURTEANEE , UESERFHBENEHER K, ERLR
HlT , BEREEMIRF LA Data Catalog EREF , ZIRFPNERAUEXERLERE , BBERE
H Data Catalog # —#k,

BRI AWS IRF IR ETRLAAER , MEHE AWS IRFSEBLAER. EEREAWS 88
HRERK  CERZEBFEBRNAAIRFLARER, AR, SENSIRFINENEEELA
Hﬂ‘/\ﬁﬁﬁlﬁﬂ’]nq’jg%ﬁmﬁ}éq:mfﬁ%o

MEFMER , 52 B Lake Formation PRI EBIIRF ER L A K ZRF Data Catalog ERHIFF Ao

sr,.-tﬂ

® =FHESHE:

- EEAEEHEBAK Data Catalog BRI R FME R E
o FORIEH

#E AWS Glue Data Catalog %18

¥ 1 AWS Glue Data Catalog , @R ERER K  HHAABRRHSE —HSZEERRN SQL EFE
. B LA Amazon Athena, Amazon Redshift 5 # SQL #w#825 , SiffH EMR Serverless =
5.0 AWS Glue kx#J Apache Spark , BV &%2% 10 BERKXNER B HBE. RENERSEER
KO LABAMERE AWS BRF Data Catalog A HI R & B ES TR E R E,
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LA LB E B AWS Glue ERIZRBX (OTF) WEEERRMERK , fla0 Apache Hudi, Linux
Foundation Delta Lake # Apache Iceberg , IA4 E i & &7 Az @ sZEMHY Amazon S3 L& AWS
Lake Formation, It4h , AT LA EE Lake Formation £ FI#Y Amazon Redshift BRI A |, RBIAE R
REMNBRE,

[E 4 Data Catalog #1% 82 H AR S 1

Data Catalog #:#R 82 Apache Hive, Apache Spark 1 Amazon Athena ##3 1[G, Data Catalog 1%
= R4 ThEE AWS Glue Data Catalog , thRZREEREELNRIR. BUUFERAEP —EBZEN
DT BRFSE I Data Catalog %48 , 5170 Athena =} Amazon Redshift Spectrum , Y {F A H X EH
PR EFEMENMR, B —FME , Apache Hive, Apache Spark 1 Athena MR &£ Athena #
Amazon Redshift E&E 2 TRIEF B EY |, WH REEZREAX T RFMZE,

TERERRZMA 2

ERERBERE—ESQLBE  BRBERITCHETAFTEE, EEEACEEENSEZERRNME
A, WHITERWRL SQL Bk, EXESEIRIR , WiEIB AWS Lake Formation#E#l 77 Eiz
FEREALGE A E X ARIR,

EfAEEHERERGR K EHSIEEHERAEREACNTIRENERSEER K. WHEAERE
RERRGREEY K MEFEZRFIRRERR, HERZLHIHLERFMER,

EEREERERE  ERELAREHENBHETEERB AR AWS IRFHH IAM B2, 0F
EREACHEFTNFMAES , F2R BB TREMS .

% B RAR AV R4

Data Catalog XEFEAZEREB(LEHES (SQL) ST EUME. SQL R—EAREEMEREHR
FRMEEEFANES , 818 AWS S5 EHESEA B A SQL = SQL FER1L.

BOERAED —EXEN S TEHSIE , £—18 SQL 55 PE I Data Catalog 1. A% , &AL
FRAEMEMZENDHEIZHRRRE SQL FEFH ALTER VIEWRRNREH@IR. FiB , BEAFS
HUESE—AHENERRK. ERENERER,

B LAEA GetTable API AWS CLI f1 AWS =2 AEMAARRENZELE. Atk , ER B &%
HREUTEN  TARBETREAZEN TSI EBHITEN.,

BBERETURSESIZEEHNE RRRERBERNPRERYM | Data Catalog R AIREEE
BHHE AR — R

MFPIAREES SEBHERNFEET , 20 AP SZENEE., WETEREARR A
B, F2E AP XAV AEES [E BUEfS
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B4 Lake Formation Sf /&4

BT LAE A AWS Lake Formation £ EE £/ & AWS Glue Data Catalog BRIZHIFF ], &0 LAEH
BEZERGEDR LF 2% , £ Data Catalog #43 HIRFREMEFT |, 3 AWS 1RFE. AWS #BBFEE
BNHABLEFT., Bl AWS EBiF FAERERE £ AMFE Data Catalog R, ETEFEH
ERMERFR , METERERRER , YHAERER K,

Data Catalog #4328 CREATE VIEW DDL PR = Al AR ik & Bl &R 4& X (OTF) BE L AWS Glue ER
FKME LK , H70 Hudi, Delta Lake Fl Iceberg , HH T EFMFEM Lake Formation Ef#Y Amazon
SIUEMEMRER , LAKE Lake Formation 2 F#9 Amazon Redshift ERI L ANBESER K. RE
AREARRNSIZZEZEN , ERRTURFAEREN. BHAUSERTSIBNAEEE , B
ARERAFHMBI BB EER. MEFHMEN , 528 Data Catalog #1RH E EF R Hl,

15 F 3R 451

AR & Data Catalog RN EEFA R :

- BYNEEE-RBRERBEAN, ETHBERRELESIZEPEYNEESRR EEEF—5GF
GI): o)

« EBEZEERRNBRIEFTIRTERE  MTEREERSEERR LR T,
- BEBEREBELEALF &K XL LF ERAERNFTRTEAE  EEHRLER LF &R

(EF LF EBAeBEZTEREER ) RERERTIEBREE,
Brte M AWS DT IRIE

T 5 AWS %47 BR#& X B # 31 Data Catalog 81 :

* Amazon Redshift

« Amazon Athena £ 3 iR

« EMR Serverless £ Apache Spark
« 5.0 AWS Glue X _E# Apache Spark

Hth &R
BRI LAEARIEE A — 5 7 #% Data Catalog , AREATHER :

AT &5 REtn{af Athena 1 Amazon Redshift 23 R FZEH B 1R,
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e

o BEUBIRH KRG

- £/ DDL iR E I Data Catalog #4R

« {£/H AWS Glue APIsE 1l Data Catalog 1%

« ¥ Data Catalog MR RV FF 0]

B M AR RY SRR

« HE1E Data Catalog HEIL 1R , B ZE[E Lake Formation SFfi2Z &R RO ER Amazon S3 &
BHIE, WM Lake Formation EEMERIKGFHEER , F2E #& Amazon S3 U BFTIEE LN E R
Mo

- 2F 1AM A®ALAE I Data Catalog #47. H IAM &% £ 1 Data Catalog #8245
- ERWMEN IAM AEXEEFTIIFFT .

* Lake Formation SELECTEFA] , HHBEMESEER KR LM Grantablei®EHE,

+ Lake Formation 1 AWS Glue R REABHNEEERE.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DataCatalogViewDefinerAssumeRolel",
"Effect": "Allow",
"Principal": {
"Service": [
"glue.amazonaws.com",
"lakeformation.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

« AWS Glue # Lake Formation #J iam : PassRole F#,

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "DataCatalogViewDefinerPassRolel",
"Action": [
"iam:PassRole"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"glue.amazonaws.com",
"lakeformation.amazonaws.com"
]
}
}
}

« AWS Glue # Lake Formation 7,

"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"Glue:GetDatabase",
"Glue:GetDatabases",
"Glue:CreateTable",
"Glue:GetTable",
"Glue:GetTables",
"Glue:BatchGetPartition",
"Glue:GetPartitions",
"Glue:GetPartition",
"Glue:GetTableVersion",
"Glue:GetTableVersions",

"Glue:PassConnection",
"lakeFormation:GetDataAccess"

]I

"Resource'": "*"
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}

o BESEECH Supers ALLEF AR FIAMALlowedPrincipal sEHAMERERE I BE, BBl
EERE LS IAMAllowedPrincipals#HMSuperstd , F2R TR 4 . SERTFHETH
% Lake Formation FFAlEE | SFEAEFEVERRNERTUITECEAERE , EHERELA R E
Y ERRER IAM FEUEHIREZFHFHNERE,

£/ DDL BRIR=XE I Data Catalog %45

A LA A Athena. Amazon Redshift #1 AWS Glue APIs/ ) SQL #REE252E 3 AWS Glue Data
Catalog #4RAWS CLI,

EEMFA SQL fmEEEFE 3 Data Catalog #4% , 581##F Athena =X Redshift Spectrum , A& F
FACREATE VIEWEREZFES (DDL) AR EZIRFR. EF—ESIZNASHPEILURKR , BOLUE
S —{E5|%2# ALTER VIEWDDL FRARXEHHEHM S S,

ERRER  BHELEETIIEE:

- ERZFRE - ELEREEZEASRER , TRASWEBIERXEERT. S SQL A5 #H
BERETRMNFEERE., £ Data Catalog RN EHE LEZXEFMELS SR AT SHEENE
FREE K QIESEENERE, WEAESEME WiStorageDescriptory ., HFEHMHESER
B Data Catalog FV BRI EEER R4+,

EZEFADDL#FZ—EASHEEMA , WA ALTER VIEWBIRR, RALTER VIEWRRR
REHEFRAESZ , Sl ANREERAERERERR , IR SHERMET "WAFR
ERERERETHEA, . ErLFER SQL B /ERBEARBEHEERAER,

- EHRE -EEFHWIE , B UpdateTable APl, MR EBEHBRE L EEFNREEE
MIERSEEREK , BOLURM FORCEEE (MEREZL , FSME5IZ SQL X ) . MEHEHR ,
BIEASERAEFI ERKStorageDescriptorMIZEER K, FAE—FH ALTER VIEW DDL #
ERFEERENE. CEFAEETHAASHREKER Bk, MR, MAMREBERETRE Lake
Formation =2 &FEH GetTablelg,

« 2# varchar ERMBER M AT S - E%§ Redshift Spectrum B varchar ERHBERER AT E,
R 7E Redshift Spectrum M varchar ERBEAETIRIA  BREHSESBIBUSEAT
& , Bl Data Catalog €4 cHRiAFH , M EEFORCEEE,

- ERBEABVERE - Amazon Redshift @i$FrEEMERR A SUPER A | M Athena 818
EERER, WRHEEASUPEREREN , AR —Eo|Z2E%EHHBEAR EERER |

530 struct (<street_address:struct<street_number:int, street_name:string,
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street_type:string>>), Bl Data Catalog BBEZMUABEEHER W ERFRIEREHR
FEAZMN , MTHEEForcelfF,

WEE T FMEE Data Catalog IR 2B EWNFFMEN |, 552

\‘ﬁ

B :

« {Amazon Athena £ EEm) HHIEH AWS Glue Data Catalog #2457
+ {Amazon Athena £ &’) F M Glue Data Catalog WiZEHFEE,
« {Amazon Redshift &¥ERZ ASERE) FHE FEILHEIE AWS Glue Data Catalog.

= EHS AR Data Catalog FHVRERMEE 2 SQL T THEZE , 2B CREATE
EXTERNAL VIEW, ALTER EXTERNAL VIEW ] DROP EXTERNAL VIEW,

# Y Data Catalog ##8% , A LLTE Lake Formation =2 A P EESRBHFEMEA.

1. 7£ Lake Formation XA HIBRIZEER B HE T HRER,
2. RN EESEREREER L,
3. BEAEERR  FHEFEESERRENBM.
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https://docs.aws.amazon.com/redshift/latest/dg/r_CREATE_EXTERNAL_VIEW.html
https://docs.aws.amazon.com/redshift/latest/dg/r_CREATE_EXTERNAL_VIEW.html
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https://docs.aws.amazon.com/redshift/latest/dg/r_DROP_EXTERNAL_VIEW.html
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AWS Lake Formation » Views » europe_players

europe playe ) Version 1 (Current version) ¥ | | Actions ¥
Details
Name Database Definer role
europe_players views_demo_database admin 4
Last updated Status Description
November 22, 2023 at 10:41 PM UTC © Ready
Schema SQL definitions LF-Tags Cross-account access Underlying tables
SQL definitions (2) Add SQL definition ¥

List of available SQL definitions in different engines. Choose an engine from the list to add or edit the definition.

Q Find engine | 1 {&}
Engine name A Version v | Status v | SQL statement Edit definition [
Athena 3 © Ready View Amazon Athena
Redshift 1.0 ® Ready View Amazon Redshift

rERER

BEERColumn?l , AR ZERRE LF ERUEFEREN ST LF £H8,
SQL B

BO L EET AN SQL EHFE, BHEIE SQL E& , AR BEEHSIZLHE SQAL EX. &
BHEdit definitioni® F&EZEFSIZ (Athena 5 Amazon Redshift) LEH SQL E.

LF 2%

BERE LF SERREESEBRNESERFRR. LTUER LF ERER TRENFT,
iR S 7 EVE

B EE S EEHLA Data Catalog MRV AERE AWS IR MAEME (L (OUs) EE,
AREINRAN SQL EEXHSENEREN RSB T ELRSIEETH,
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A AWS Glue APIsE I Data Catalog #1%

IETLAE A AWS Glue CreateTable #1 UpdateTable APIs Data Catalog #3158 £

. CreateTable # UpdateTablet®#EEH M TableInputiE#EViewDefinition , M
SearchTables, GetTableGetTables, GetTableVersion, . GetTableVersionsi#{EEH
BIAHNEEFEEViewDefinitionF1RH . 4L, GetTableAPI B EHFEIStatusiL,

EME#E AWS Glue EfFE T AR EREFEZENEHSIZE Amazon Athena # Amazon Redshift B9
SQL /5 &,

BB EFEHAE , CreateTable# UpdateTable APIsRIERIZ M, EFEHZE SQL FSFUE
& APIs i, REEFERASESIZRI|EY , SHEZSFSEREUUERKSIZBLET  UREBELFEW
BEGEREBIERREMET. AWS Glue FRIEEAELERYE 25| BETARIFEWY, BLmuEE
S| BN MEEIES|IE EHITH CREATE VIEWEL ALTER VIEW SQL DDL,

MREHE SQL B, AMRL S 2BNERHEZRMEL | B AWS Glue API 2 LR F A RERE
R, Atomicity AFFEVHERERZEL SRR MAEEH,

ES|

« B AWS Glue E#RAGF IR AE

- BERGELNRE

« FERISARENERE

- BRFRSRIEHEIET XHBED

BT AWS Glue E#E LA B R BE

£EF A 5 UpdateTablelREE L CreateTableHEH AWS Glue Data Catalog ##8 , &4 A
BIUSHERER AWS Glue UETHRE  YEHREHEZIEN D52, BE Athena = Amazon
Redshift £/ Data Catalog R FEELER, BREEMEHA AWS CLI, AWS SDKsZX AWS Glue
APISE IS LR, 188X A AWS Management Console 2 AWS Glue E#&.

® Note

MREBIRERE AN CreateTables UpdateTable WABTE , AIMEHEEH
IAM BURBRR T A #glue: PassConnectionfF o,

nl‘ﬂ

WEFMER , 552 create-connection AWS CLI X4,
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AWS CLI AR EIEEN 5

T RRAREMERN AWS CLI 8% :

aws glue create-connection --region us-east-1
--endpoint-url https://glue.us-east-1.amazonaws.com
--cli-input-json file:///root/path/to/create-connection.json

AWS CLI & A JSON

¥ Amazon Redshift :

{
"CatalogId": "123456789012",
"ConnectionInput": {
"ConnectionType": "VIEW_VALIDATION_REDSHIFT",
"Name": "views-preview-cluster-connection-2",
"Description": "My first Amazon Redshift validation connection",
"ConnectionProperties": {
"DATABASE": "dev",
"CLUSTER_IDENTIFIER": "glue-data-catalog-views-preview-cluster"
}
}
}
¥ Amazon Athena :
{
"CatalogId": "123456789012",
"ConnectionInput": {
"ConnectionType": "VIEW_VALIDATION_ATHENA",
"Name": "views-preview-cluster-connection-3",
"Description": "My first Amazon Athena validation connection",
"ConnectionProperties": {
"WORKGROUP_NAME" : "workgroup-name"
}
}
}
BERIEELRE

E 1T CreateTableD UpdateTablel®{ERF , GetTableAPI B Status MU ESERRRE
MARREMEEME A, HRERKRETFE N create®R , EEIFRFSEFHME AWS Glue B 71
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BEK, B BGetTable , A LAEEZ AN A MEERE IncludeStatusDetails , EHFERER
MREERA. MEKLXY , WEESBERERAR , HPE 5@ SN EBIRE,

RIREY, FEE., EFAMER (CRUD) REMRBIMEEER T AL 3 £ £ AWS Glue/Lake Formation ARF
HEREHIR |, SifE Amazon Redshift 5 Athena 94248 SQL EaEHARE ., ES|EBREF BB LSRR
AWS Glue R SR ESIZBERMPVEERAL,

HREEHE L
BUTF —ARBEAR AL -

- AREE . —MAARE , EREEANEHER .
- QUEUED
 IN_PROGRESS
< BT
- KW
- BE-EHERKRLETUNEAE , B RHE CREATESL UPDATERIERT A,

EHA®WAE  [E9D UPDATER] CREATEREIEEEE, BREFASAELEZNMMEBEHRNER R,

UPDATE 2ERRE B REFEERN Data Catalog ¥, HEEEBERT , BRI EEEHAEINE
RER K MASREEMBEE, F—FHHE , CREATE BEXRTEFNRARDEILIER R, MRER X
ZRA CREATE , EXREHREAY , RAEHRMATFERRAEF. At , EEHAETHERKZ
Al , AR EHE (UPDATE =X CREATE),

- RequestedBy - @ RIFRTEBE 2 FERAER ARN,

« UpdatedBy - L AF BB FIRLSEBEFRFWERE ARN , HIINFEREUERIE XK.

« R - MU RASEIRES FAILED KHE, ERXBRHIMRRAR. BELSTREETEMH
§HERo

« ErrorCode — BRIV EREL,
- ErrorMessage — Bl 7A R 5L RY 2 R,
 RequestTime - I1SO 8601 BXW AHF& , HEHBEBEERERE,
« UpdateTime - 1ISO 8601 #& XA AHAF £ |, 5 LR EFHAREBH R,

SEE S AREMRIE

E8#1Tglue:CreateTablefm R , ERRIER LS E I Data Catalog 1R, E FIFEF , AKX
#RBAglue:GetTableEEEH AT AAKY AWS Glue ®#RStatusiy . ATERER , AHERTEOE,
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{
"Table": {
"Status": {
"Action": "CREATE",
"State": "QUEUED",
}
}
}

LiAmEBUEBAREZNDEHEN , EHIERDTRENRE , URATELBRE EHATHEIE UTR
ELEME A UARAN ATEE,
1. Status.Action
a. CREATE
b. UPDATE
2. Status.State
a. QUEUED
b. IN_PROGRESS
c. B
d. K&

thEFEMAEE | Data Catalog 13 LW E L EFHAETEERLTRIE, Hlun , et EFTHERR
B Description BM, HRAEFTEEFMIERLRE , EHEENERRPEERERIEEM
Status , BB 4 NULL,

"Table": {

ooy

"Description": "I changed this attribute!"

BTR, 2TESRE LRREERMALE R E AWS Glue 1R _EHITHIRE,

glue : CreateTable
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BT Glue ERFERM glue:CreateTableEH , bk API R EEAEE, CreateTable AgESf

HiE RFENEMERREBRY
glue : UpdateTable
IR EEEE BB T IMREBERAR AWS Glue 18 E#IT

1. Bh4F == CREATE F#k&& == QUEUED

2. BjfE == CREATE Fl#R&E == IN_PROGRESS
3. BjfE == CREATE FjiRA&E == kB

4. B == UPDATE HI#R 5 == QUEUED

5. EjfE == UPDATE FI#R&E == IN_PROGRESS

BMmE 2 , BRABEFES THERBER Data Catalog 4%,
1. B—REHEL,
a. BjfE == CREATE MI;R&E == B Ih
2. HEEES BB ER BIEIKRHAMRE,
a. BjfE == UPDATE FI;R&E == B3N
b. Ej#E == UPDATE FjiRA&E == k&K
3. HRARSEH , TEBENULLARERB %,

glue : DeleteTable

HB AT AWS Glue ERIERM glue:DeleteTable ¥ , WIRERBEMEE, &

] , S&ER AT LAMIBR Data Catalog #2145

glue : GetTable

5 FL iR 8
Al = R

HEAEM AWS Glue ERIERRE glue:GetTable B , IREREEMEE, T8 , EFE XK

Ih# 3 Data Catalog iR 28l , BEER D #75|EE# Data Catalog 848, Action
and State == SUCCESSZ — XM IhEII Data Catalog #3% , &

Ho

mEARERM

== CREATE

AR ] LA E R AR
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@® Note
AEHNFEERABRARAEERKRER APIsGetTables , 40 GetTable, #I
SearchTables,

AR IEE SR M HA R A9 22 32 2K R B

THEHRERTEER CreateTablesUpdateTable i API FEIUME LR EEREE, SRALFEH
&, @A SQL EHXMMERREMEE X

2 1 : Amazon Redshift & %k B{

ERRHIR | EER B HPRTREY Amazon Redshift 2t EH , EhASsHEELENERRE
W, EENSEREETREREGetTable @R Status WALF,

GetTable 53K :

"CatalogId": "123456789012",
"DatabaseName": "async-view-test-db",
"TableInput": {
"Name": "view-athena-redshift-72",
"Description": "This is an atomic operation",
"StorageDescriptor": {
"Columns": [
{ "Name": "coll", "Type": "int" },
{ "Name": "col2", "Type": "string" },
{ "Name": "col3", "Type": "double" }

.
"ViewDefinition": {
"Definer": "arn:aws:iam::123456789012:r0le/GDCViewDefiner",
"SubObjects": [ "arn:aws:glue:us-east-1:123456789012:table/gdc-view-
playground-db/table_1" ],
"Representations": [
{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewOriginalText": "SELECT * FROM \'"gdc-view-playground-db\".
\"table_1\"",
"ValidationConnection": "athena-connection"
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"Dialect": "REDSHIFT",
"DialectVersion": "1.0",

"ViewOriginalText": "SELECT * FROM \'"gdc-view-playground-external-

schema\".\"table__1\";",
"ValidationConnection": "redshift-connection"

GetTable EFE :

IncludeStatusDetails = FALSE

{
"Table": {
"Name": "view-athena-redshift-72",
"DatabaseName": "async-view-test-db",
"Description": "",

"CreateTime": "2024-07-11T11:39:19-07:00",
"UpdateTime": "2024-07-11T11:39:19-07:00",
"Retention": 0,
"ViewOriginalText":
"ViewExpandedText": "",
"TableType": "",
"CreatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"IsRegisteredWithLakeFormation": false,
"CatalogId": "123456789012",
"IsRowFilteringEnabled": false,
"VersionId": "-1",
"DatabaseId": '"<databaseID>",
"IsMultiDialectView": false,
"Status": {
"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse"
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:39:19-07:00",
"UpdateTime": "2024-07-11T11:40:06-07:00",
"Action": "CREATE",
"State": "FAILED"
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}

IncludeStatusDetails = TRUE

{

"Table": {

"Name": "view-athena-redshift-72",
"DatabaseName": "async-view-test-db",
"Description": "",

"CreateTime": "2024-07-11T11:39:19-07:00",
"UpdateTime": "2024-07-11T11:39:19-07:00",
"Retention": 0,

"ViewOriginalText": "",
"ViewExpandedText": "",
"TableType": "",

"CreatedBy": "arn:aws:iam::123456789012:user/zcaisse",

"IsRegisteredWithLakeFormation": false,

"CatalogId": "123456789012",

"IsRowFilteringEnabled": false,

"VersionId": "-1",

"DatabaselId": '"<databaseID>",

"IsMultiDialectView": false,

"Status": {
"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse",
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:39:19-07:00",
"UpdateTime": "2024-07-11T11:40:06-07:00",
"Action": "CREATE",
"State": "FAILED",

"Error": {
"ErrorCode": "QueryExecutionException",
"ErrorMessage": "Error received during view SQL validation

using a connection: [Connection Name: redshift-connection | Query Execution
Id: ddb711d3-2415-4aa9-b251-6a76ab4f4lbl | Timestamp: Thu Jul 11 18:39:37 UTC
2024]: Redshift returned error for the statement: ERROR: AwsClientException:
EntityNotFoundException from glue - Entity Not Found"

I
"Details": {
"RequestedChange": {
"Name": "view-athena-redshift-72",
"DatabaseName": "async-view-test-db",
"Description": "This is an atomic operation",

"Retention": 0,
"StorageDescriptor": {
"Columns": [
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iy

]I

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"COll",
"int"

"COlZ",
"string"

"C013",
"double"

"Compressed": false,
"NumberOfBuckets": 0,
"SortColumns":

"StoredAsSubDirectories":

L1,

"TableType": "VIRTUAL_VIEW",

"IsRegisteredWithLakeFormation": false,

"CatalogId": "123456789012",
"IsRowFilteringEnabled": false,

"VersionId":
"DatabaseId":

Il_1ll’

"ViewDefinition":
"IsProtected":

playground-db/table_1"

"Definer":

"SubObjects":

"arn:aws:glue:us-east-1:123456789012:table/gdc-view-

]I

{

L

"<databaseID>",

true,

"Representations": [

{

playground-db\".\"table_1\"",

"Dialect":
"DialectVersion":
"ViewOriginalText": "SELECT * FROM \"gdc-view-

"IsStale": false

"Dialect":
"DialectVersion":
"ViewOriginalText": "SELECT * FROM \'"gdc-view-

playground-external-schema\".\"table__1\";",

false

"ATHENA",

II3II’

"REDSHIFT",

||1.®||

’

"arn:aws:iam: :123456789012:role/GDCViewDefiner",
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"IsStale": false

}
]
.
"IsMultiDialectView": true
.
"ViewValidations": [
{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewValidationText": "SELECT * FROM \'"gdc-view-playground-db
\".\"table_1\"",
"UpdateTime": "2024-07-11T11:40:06-07:00",
"State": "SUCCESS"
},
{

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewValidationText": "SELECT * FROM \'"gdc-view-playground-
external-schema\".\"table__1\";",

"UpdateTime": "2024-07-11T11:39:37-07:00",

"State": "FAILED",

"Error": {
"ErrorCode": "QueryExecutionException",
"ErrorMessage": "Error received during view SQL validation

using a connection: [Connection Name: redshift-connection | Query Execution Id:
ddb711d3-2415-4aa9-b251-6a76ab4f41bl | Timestamp: Thu

Jul 11 18:39:37 UTC 2024]: Redshift returned error for the statement: ERROR:
AwsClientException: EntityNotFoundException from glue - Entity Not Found"

}

=4l 2 : E%H Amazon Redshift E 4R

THIEHIHE Amazon Redshift EREENEER , HACREERUENESE/ EARS[FKEPTEEN
Amazon Redshift E¥IE, Amazon Redshift £ FMIE , CEHHY Status WL GetTableEE R
$852 ("State": "FAILED"2RE Amazon Redshift,
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GetTable 553K :

"CatalogId": "123456789012",
"DatabaseName": "async-view-test-db",
"TableInput": {
"Name": "view-athena-redshift-73",
"Description": "This is an atomic operation",
"StorageDescriptor": {
"Columns": [
{ "Name": "coll", "Type": "int" },
{ "Name": "col2", "Type": "string" 3},
{ "Name": "col3", "Type": "double" }

.
"ViewDefinition": {
"Definer": "arn:aws:iam::123456789012:r0le/GDCViewDefiner",
"SubObjects": [ "arn:aws:glue:us-east-1:123456789012:table/gdc-view-
playground-db/table_1" ],
"Representations": [

{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewOriginalText": "SELECT * FROM \"gdc-view-playground-db\".
\"table_1\"",
"ValidationConnection": "athena-connection"
.
{

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewOriginalText": "SELECT * FROM \"gdc-view-playground-external-
schema\".\"table_1\";",

"ValidationConnection": "redshift-connection-malformed"

GetTable [EIFE :

IncludeStatusDetails = FALSE
{
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"Table": {
"Name": "view-athena-redshift-73",
"DatabaseName": "async-view-test-db",
"Description": "",

"CreateTime": "2024-07-11T11:43:27-07:00",
"UpdateTime": "2024-07-11T11:43:27-07:00",
"Retention": 0,

"ViewOriginalText": "",
"ViewExpandedText": "",
"TableType": "",

"CreatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"IsRegisteredWithLakeFormation": false,

"CatalogId": "123456789012",

"IsRowFilteringEnabled": false,

"VersionId": "-1",

"DatabaseId": '"<databaseID>",

"IsMultiDialectView": false,

"Status": {

"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse",
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:43:27-07:00",
"UpdateTime": "2024-07-11T11:43:40-07:00",

"Action": "CREATE",

"State": "FAILED"

}
}
}
IncludeStatusDetails = TRUE
{
"Table": {
"Name": "view-athena-redshift-73",
"DatabaseName": "async-view-test-db",
"Description": "",

"CreateTime": "2024-07-11T11:43:27-07:00",
"UpdateTime": "2024-07-11T11:43:27-07:00",
"Retention": 0,

"ViewOriginalText": "",
"ViewExpandedText": "",
"TableType": "",

"CreatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"IsRegisteredWithLakeFormation": false,

"CatalogId": "123456789012",

"IsRowFilteringEnabled": false,
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"VersionId": "-1",
"DatabaseId": '"<databaseID>",
"IsMultiDialectView": false,
"Status": {
"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse",
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:43:27-07:00",
"UpdateTime": "2024-07-11T11:43:40-07:00",
"Action": "CREATE",
"State": "FAILED",
"Error": {
"ErrorCode": "QueryExecutionException",
"ErrorMessage": "Error received during view SQL validation using a

connection:

[Connection Name: redshift-connection-malformed | Query Execution Id:

69bfafd4-3d51-4cb0-9320-7ce5404b1809 | Timestamp: Thu Jul 11 18:43:38 UTC 2024]:
Redshift returned error for the statement: FATAL: database \"devooo\" does not exist"

},
"Details": {
"RequestedChange": {
"Name": "view-athena-redshift-73",
"DatabaseName": "async-view-test-db",
"Description": "This is an atomic operation",

"Retention": 0,
"StorageDescriptor": {
"Columns": [

{
"Name": "coll",
"Type": "int"
},
{
"Name": "col2",
"Type": "string"
},
{
"Name": "col3",
"Type": "double"
}

1,
"Compressed": false,
"NumberOfBuckets": 0,
"SortColumns": [],
"StoredAsSubDirectories": false
},
"TableType": "VIRTUAL_VIEW",
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"IsRegisteredWithLakeFormation": false,
"CatalogId": "123456789012",
"IsRowFilteringEnabled": false,
"VersionId": "-1",
"DatabaseId": '<databaseID>",
"ViewDefinition": {
"IsProtected": true,
"Definer": "arn:aws:iam::123456789012:r0le/GDCViewDefiner",
"SubObjects": [
"arn:aws:glue:us-east-1:123456789012:table/gdc-view-
playground-db/table_1"
1,
"Representations": [
{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewOriginalText": "SELECT * FROM \'"gdc-view-
playground-db\".\"table_1\"",
"IsStale": false

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewOriginalText": "SELECT * FROM \"gdc-view-
playground-external-schema\".\"table_1\";",

"IsStale": false

}
]
},
"IsMultiDialectView": true
},
"ViewValidations": [
{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewValidationText": "SELECT * FROM \'"gdc-view-playground-db
\".\"table_1\"",
"UpdateTime": "2024-07-11T11:43:40-07:00",
"State": "SUCCESS"
I
{

"Dialect": "REDSHIFT",
"DialectVersion": "1.0",
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"ViewValidationText": "SELECT * FROM \'"gdc-view-playground-
external-schema\".\"table_1\";",

"UpdateTime": "2024-07-11T11:43:38-07:00",

"State": "FAILED",

"Error": {
"ErrorCode": "QueryExecutionException",
"ErrorMessage": "Error received during view SQL validation

using a connection: [Connection Name: redshift-connection-malformed | Query Execution
Id: 69bfafd4-3d51-4cb0-9320-7ce5404b1809 | Time
stamp: Thu Jul 11 18:43:38 UTC 2024]: Redshift returned error for the statement: FATAL:
database \"devooo\" does not exist"

}

% 3 : Athena KX

IE4H SQL for Athena X , RAEHREENERRE, Athena EFREFESMEULIER , EEMER
BiEiBGetTableM M StatusYHER,

GetTable 53K :

"CatalogId": "123456789012",
"DatabaseName": "async-view-test-db",
"TableInput": {
"Name": "view-athena-redshift-70",
"Description": "This is an atomic operation",
"StorageDescriptor": {
"Columns": [
{ "Name": "coll", "Type": "int" },
{ "Name": "col2", "Type": "string" 3},
{ "Name": "col3", "Type": "double" }

iy
"ViewDefinition": {
"Definer": "arn:aws:iam::123456789012:role/GDCViewDefiner"
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"SubObjects": [ "arn:aws:glue:us-east-1:123456789012:table/gdc-view-
playground-db/table_1" ],
"Representations": [

{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewOriginalText": "SELECT * FROM \'"gdc--view-playground-db\".
\"table_1\"",
"ValidationConnection": "athena-connection"
I
{

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewOriginalText": "SELECT * FROM \'"gdc-view-playground-external-
schema\".\"table_1\";",

"ValidationConnection": "redshift-connection"

GetTable [EIFE :

IncludeStatusDetails = FALSE

{
"Table": {
"Name": "view-athena-redshift-70",
"DatabaseName": "async-view-test-db",
"Description": "",

"CreateTime": "2024-07-11T11:09:53-07:00",
"UpdateTime": "2024-07-11T11:09:53-07:00",
"Retention": 0,

"ViewOriginalText": "",
"ViewExpandedText": "",
"TableType": "",

"CreatedBy": "arn:aws:iam::123456789012:usexr/",
"IsRegisteredWithLakeFormation": false,
"CatalogId": "123456789012",
"IsRowFilteringEnabled": false,

"VersionId": "-1",

"DatabaseId": '"<databaseID>",
"IsMultiDialectView": false,
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"Status": {
"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse",
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:09:54-07:00",
"UpdateTime": "2024-07-11T11:10:41-07:00",
"Action": "CREATE",
"State": "FAILED",

}
}
}
IncludeStatusDetails = TRUE
{
"Table": {
"Name": "view-athena-redshift-70",
"DatabaseName": "async-view-test-db",
"Description": "",

"CreateTime": "2024-07-11T11:09:53-07:00",
"UpdateTime": "2024-07-11T11:09:53-07:00",
"Retention": 0,

"ViewOriginalText": "",
"ViewExpandedText": "",
"TableType": "",

"CreatedBy": "arn:aws:iam::123456789012:user/zcaisse",

"IsRegisteredWithLakeFormation": false,

"CatalogId": "123456789012",

"IsRowFilteringEnabled": false,

"VersionId": "-1",

"DatabaseId": '"<databaseID>",

"IsMultiDialectView": false,

"Status": {
"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse",
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:09:54-07:00",
"UpdateTime": "2024-07-11T11:10:41-07:00",
"Action": "CREATE",
"State": "FAILED",

"Error": {
"ErrorCode": "QueryExecutionException",
"ErrorMessage": "Error received during view SQL validation using

a connection: [Connection Name: athena-connection | Query Execution Id: d9bble6d-
ce26-4b35-8276-8a199af966aa | Timestamp: Thu Jul 11 18:10:
41 UTC 2024]: Athena validation FAILED: {ErrorCategory: 2,ErrorType: 1301,Retryable:
false,ErrorMessage: line 1:118: Schema 'gdc--view-playground-db' does not exist}"
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"Details": {

"RequestedChange": {
"Name": "view-athena-redshift-70",
"DatabaseName": "async-view-test-db",
"Description": "This is an atomic operation",

"Retention": 0,
"StorageDescriptor": {
"Columns": [

{
"Name": "coll",
"Type": "int"
},
{
"Name": "col2",
"Type": "string"
},
{
"Name": "col3",
"Type": "double"
}

1,
"Compressed": false,
"NumberOfBuckets": 0,
"SortColumns": [],
"StoredAsSubDirectories": false
},
"TableType": "VIRTUAL_VIEW",
"IsRegisteredWithLakeFormation": false,
"CatalogId": "123456789012",
"IsRowFilteringEnabled": false,
"VersionId": "-1",
"DatabaseId": '"<databaseID>",
"ViewDefinition": {
"IsProtected": true,

"Definer": "arn:aws:iam::123456789012:r0le/GDCViewDefiner",

"SubObjects": [

"arn:aws:glue:us-east-1:123456789012:table/gdc-view-

playground-db/table_1"

1,

"Representations": [

{
"Dialect": "ATHENA",

"DialectVersion": "3",
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"ViewOriginalText": "SELECT * FROM \'"gdc--view-
playground-db\".\"table_1\"",
"IsStale": false

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewOriginalText": "SELECT * FROM \"gdc-view-
playground-external-schema\".\"table_1\";",

"IsStale": false

}
]
},
"IsMultiDialectView": true
},
"ViewValidations": [

{
"Dialect": "ATHENA",

"DialectVersion": "3",

"ViewValidationText": "SELECT * FROM \'"gdc--view-playground-db
\Il . \Iltable_l\ll n ,

"UpdateTime": "2024-07-11T11:10:41-07:00",

"State": "FAILED",

"Error": {
"ErrorCode": "QueryExecutionException",
"ErrorMessage": "Error received during view SQL validation

using a connection: [Connection Name: athena-connection | Query Execution Id:
d9bblebd-ce26-4b35-8276-8a199af966aa | Timestamp: Thu J

ul 11 18:10:41 UTC 2024]: Athena validation FAILED: {ErrorCategory: 2,ErrorType:
1301,Retryable: false,ErrorMessage: line 1:118: Schema 'gdc--view-playground-db' does
not exist}"

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewValidationText": "SELECT * FROM \'"gdc-view-playground-
external-schema\".\"table_1\";",

"UpdateTime": "2024-07-11T11:10:41-07:00",

"State": "SUCCESS"
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}

56 4 . TN R FHERE

Athena A E{EH#H SQL &3#H coll , col2m SQL for Redshift REIEH coll, EREHRBERR
RN RS L

GetTable 53K :

"CatalogId": "123456789012",
"DatabaseName": "async-view-test-db",
"TableInput": {
"Name": "view-athena-redshift-71",
"Description": "This is an atomic operation",
"StorageDescriptor": {
"Columns": [
{ "Name": "coll", "Type": "int" },
{ "Name": "col2", "Type": "string" 3},
{ "Name": "col3", "Type": "double" }

},
"ViewDefinition": {
"Definer": "arn:aws:iam::123456789012:role/GDCViewDefiner",
"SubObjects": [ "arn:aws:glue:us-east-1:123456789012:table/gdc-view-
playground-db/table_1" 1],
"Representations": [
{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewOriginalText": "SELECT coll, col2 FROM \"gdc-view-playground-
db\".\"table_1\"",
"ValidationConnection": "athena-connection"

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewOriginalText": "SELECT coll FROM \"gdc-view-playground-
external-schema\".\"table_1\";",

"ValidationConnection": "redshift-connection"
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}

GetTable [EIFE :

IncludeStatusDetails = FALSE

"Table": {

"Name": "view-athena-redshift-71",

"DatabaseName": "async-view-test-db",

"Description": ""

"CreateTime": "2024-07-11T11:22:02-07:00",

"UpdateTime": "2024-07-11T11:22:02-07:00",

"Retention": 0,

"ViewOriginalText": "",

"ViewExpandedText": "",

"TableType": "",

"CreatedBy": "arn:aws:iam::123456789012:user/zcaisse",

"IsRegisteredWithLakeFormation": false,

"CatalogId": "123456789012",

"IsRowFilteringEnabled": false,

"VersionId": "-1",

"DatabaseId": '"<databaseID>",

"IsMultiDialectView": false,

"Status": {
"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse",
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:22:02-07:00",
"UpdateTime": "2024-07-11T11:23:19-07:00",
"Action": "CREATE",
"State": "FAILED"

IncludeStatusDetails = TRUE

{
"Table": {
"Name": "view-athena-redshift-71",
"DatabaseName": "async-view-test-db",
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"Description": "",

"CreateTime": "2024-07-11T11:22:02-07:00",
"UpdateTime": "2024-07-11T11:22:02-07:00",
"Retention": 0,

"ViewOriginalText": "",
"ViewExpandedText": "",
"TableType": "",

"CreatedBy": "arn:aws:iam::123456789012:user/zcaisse",

"IsRegisteredWithLakeFormation": false,

"CatalogId": "123456789012",

"IsRowFilteringEnabled": false,

"VersionId": "-1",

"DatabaseId": '"<databaseID>",

"IsMultiDialectView": false,

"Status": {
"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse",
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:22:02-07:00",
"UpdateTime": "2024-07-11T11:23:19-07:00",
"Action": "CREATE",
"State": "FAILED",

"Error": {
"ErrorCode": "InvalidInputException",
"ErrorMessage": "Engine and existing storage descriptor mismatch"
},
"Details": {
"RequestedChange": {
"Name": "view-athena-redshift-71",
"DatabaseName": "async-view-test-db",
"Description": "This is an atomic operation",

"Retention": 0,
"StorageDescriptor": {
"Columns": [

{
"Name": "coll",
"Type": "int"
},
{
"Name": "col2",
"Type": "string"
},
{

"Name": "col3",
"Type": "double"
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1,
"Compressed": false,
"NumberOfBuckets": 0,
"SortColumns": [],
"StoredAsSubDirectories": false
},
"TableType": "VIRTUAL_VIEW",
"IsRegisteredWithLakeFormation": false,
"CatalogId": "123456789012",
"IsRowFilteringEnabled": false,
"VersionId": "-1",
"DatabaseId": '"<databaseID>",
"ViewDefinition": {
"IsProtected": true,
"Definer": "arn:aws:iam::123456789012:r0le/GDCViewDefiner",
"SubObjects": [
"arn:aws:glue:us-east-1:123456789012:table/gdc-view-
playground-db/table_1"
1,
"Representations": [
{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewOriginalText": "SELECT coll, col2 FROM \'"gdc-view-
playground-db\".\"table_1\"",
"IsStale": false

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewOriginalText": "SELECT coll FROM \"gdc-view-
playground-external-schema\".\"table_1\";",

"IsStale": false

}
]
},
"IsMultiDialectView": true
},
"ViewValidations": [

{
"Dialect": "ATHENA",
"DialectVersion": "3",
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"ViewValidationText": "SELECT coll, col2 FROM \"gdc-view-

playground-db\".\"table_1\"",

mismatch"

"UpdateTime": "2024-07-11T11:23:19-07:00",
"State": "FAILED",

"Error": {
"ErrorCode": "InvalidInputException",
"ErrorMessage": "Engine and existing storage descriptor

"Dialect": "REDSHIFT",
"DialectVersion": "1.0",
"ViewValidationText": "SELECT coll FROM \"gdc-view-playground-

external-schema\".\"table_1\";",

mismatch"

"UpdateTime": "2024-07-11T11:22:49-07:00",
"State": "FAILED",

"Error": {
"ErrorCode": "InvalidInputException",
"ErrorMessage": "Engine and existing storage descriptor
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DERNEESEHFEFERNTIEMFAINERAETSTBEA. WRFMENR , F2BLake Formation
A IAM Fa8E,

2. HEBERT , REER K ARBEEREE
3. EEAEEREEL  BEEELENERSE,
4. EEARET , EEERRR,

WMRERH JDBC KIREA , FFIEETHIEE :

By THERE 290


https://console.aws.amazon.com/lakeformation/

AWS Lake Formation HBEABER

5.

- EREER - ROBFEFEEER, £ AWS GlueEZE A2 T HMELR, EHRPH JDBC £H

EEBAEZBERETEREAETMNERED 4.

. RREERKRE -8 A <database>/<schema>/<table> B <database>/<table> , RERE

EmME. Oracle EREM MySQL A EELHWEBER, ZUUABDL (%) FLBRK
<schema> B <table>, Bl , BRRHKFEBITF (SID) & W Oracle ERlEorcl , B A orcl/
s MEANERTEA 2FRAEITFRNAMEER R,

/A Important
RV ESRNB. MREMTHENRHITHEYT , TERESZ KK,

MBEIEE MySQL ERE , AWS Glue ETL FEERE A Mysql5 JDBC SREER , b R4E
& MySQL8, ERILAMREE ETL EHiE S BREMAcustomIdbcDriverS3Path8% , & (
AWS Glue A% A B3E/8) FH# JDBC connectionType EHFTR , LAEAZE MySQLS A [E
JDBC EEEEX,

MRLRRAFEREAN K FRELA/AIEREEENAR ("TITHEREAG. ) BEERF
MERKEFTEN IAM 5T, a0, ZEEA AWS CloudTrail BEE , FAEXEESR
cloudtrail:DescribeTrails#l cloudtrail:LookupEventsf ] , FREEEN T/ERE
FEZEE CloudTrail BEE/EE K MBI EREAGBHKEESR Amazon S3 # CloudTrail (L EREF T,

PITUTER—E :
- BRENERKRERRE  EEMMEE S BEHREARBINEEANER FE, ELHRKR

BHAR Unix X globEX. EMEREATEREMELERRNEML,

METAREXNNFMER , 528 (AWS Glue REBAEERE) THEZEMHBRER,

- HHEEENEERRE  BEETIHL. ABEEEANERKRINIE I,

ERKxEH

EEANERR, BAREHIE,
EE A

EREBRCIBNERMEBERSRBE. WRAZAH , ASEAEREIBRHEHE
#. BEERRNRALATSERRRPERNEN,
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® Note

FTREBRABERFENIED (REERK) B, IHSHERERRSIBNER,
MREBEFERAERSIRBMAZTERSIREEFER , LA ERIBRMHBAS
A

BRIES
ECRBEEE , EARERENEHIIRRABTENT. EORBEAE , BORAER
ERER IR BT,

SEIRE

(BH ) pEIRSIBERNBE , URR (/) 2. #EH : year/month/day.

Incremental data

Enter tables in the data source to import along with bookmark columns to determine previously imported data.

Table name Bookmark keys Bookmark order Partitioning

scheme - optional
v Remove

Comma-delimited list
of bookmark columns.

WMEFMEER , F2EH (AWS Glue FERAERER) PHEAEIRERERCEENER,
6. EEABET , EEBEERE. B1E Amazon S3 L EMERER.

BEIEREAGHEREM Amazon S3 BEEEERMXEN Lake Formation 5,

® Note
Bal , EETXRNEBENER.
7. BEEAEE,

A LAER BE B EIE Ecron®iEN,
8. TEEANEET :

a. WATFERESR,
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@® %7

b. #¥AE  BiZELakeFormationWorkflowRolef&fE FEMNMWAR (IBFH ) B ITIERE
B IAM A,

c. EEMHIETERRFTE. FTEHEMEIERERIM Data Catalog BRIERERE.
EEET , %?ﬁ%ﬁiﬁﬁ#ﬁ%lfﬁmhEEJZIJJE_LO

® Tip
BREEWRITHEERAR ?
User: arn:aws: lam :<account- ld> user/<username> lS not authorlzed
to perform: iam:PassRole on resource:arn:aws:iam::<account-

id>:role/<rolename>. ..

BRI  FREERBEMBBEFHE <account-id> BRAB A AWS IR5E,

o
s

B :

» Lake Formation FHEE N TERE

#AT TR

1

Il_a\

AILAfEF Lake Formation 32 &., AWS GlueE12 & HAWS Gluedn# %5 H (AWS CLI) 5 API 3k

1T THERE

1T TYERTE (Lake Formation 324 )

1.

£ https : //https://console.aws.amazon.com/lakeformation/ BAEX AWS Lake Formation £ 4&,
DERBEESIEFERNTIREMFINFERAES DB A, WEFMHENR , 2B Lake Formation
A IAM FIZ2E,

EEEEKF |, ##2 Blueprints (EEE),
EEBEmEL , ERMIERRE. AREBENRERL  EEBR.
ETEREHTR , FELRBTRERIRAHELEE, BREEENEERHE,

REEEH# RUNNING %/ Discovering, EA , B%Z COMPLETED,

ETERETKE

HITTERE 293


https://console.aws.amazon.com/lakeformation/

AWS Lake Formation HBEABER

« Data Catalog B REE R XK,
- BHERSHEMEERM,.

MRTERERY , BT TIEE
a. EBEMIERE. BEHE A ARESERKEEL.

THEREEE AWS GlueE#Z A H R,
b. MHIEEDEWMIERE , RERE History (BELH) BR.
c. HEELREHET , BNKIINHMT  ARBERRUITHMER,

HemEe,

B :

®
30
T
¢

» Lake Formation FHEE N TERE
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& IS E R A AWS Glue Data Catalog

B LATE AWS Glue Data Catalog ( EFIB#% ) FEVUBISE& , 7 Amazon S3 EXUHA
Amazon Redshift ERl2@PHKE—ER ., B UBSREERNEHRNESR , HlI0 PostgreSQL
Amazon DynamoDB, Google BigQuery, MySQL £ =4EH KR, Data Catalog IZHEF K P
EXNREE , IELERRHERNRRTEARKTFHNER,

Data Catalog iEiBBi S E1Z85 MR 30 AABERRERES, BEBILES , B UEHRBELINE
RENER , MAXEEEREER AWS ESEREIRE .

BARERRHE F 2% , B LUER AWS Lake Formation #£ Data Catalog HEF EBERE
BEFA, ERVIEESEBHEERGT IR THERPIEBIIRSFHEM IAM X8 (EAERA
), IAM EBEELERRE AWS RIEEHER , Hla0 Athena, Amazon EMR =, Redshift
Spectrum,

Data Catalog ##E T3 5= REBAFERSENASBHEFRENER T

« #% Amazon Redshift E¥ & & P E B # A AWS Glue Data Catalog : [6 Data Catalog 53R G #Y
Amazon Redshift s & ZE B R FEE , W Data Catalog PRI ZEH S B .

& O] LAfE F1E{AT B2 Apache Iceberg REST H & OpenAPI BB EH S| EBRFZEESR , il

Amazon EMR Serverless fl Amazon Athena.

- fEHEBERIRIRES El Data Catalog — £ FE#R#% Data Catalog E#ZEEISAEPE R KR AWS Glue
WA Lake Formation B BE B #UEHERERENFERF T, FFEEXPEERERZE Data
Catalog.

* 7 Amazon S3 Table f#77ET#8Ed Data Catalog ( FEE ) — &A% Amazon S3 Tables 2
M7 %A Data Catalog ¥4 , W # Lake Formation 32 j?.fiﬁﬁ AWS Glue AP| 81615 B 85 A
Lake Formation ERHMIE.,

« B3I B #%LAE Data Catalog &2 Amazon Redshift 13k — & B 51 7828 & 1] FI 89 Amazon
Redshift & & & & & 3 Amazon Redshift EflH A , BB E A Data Catalog I FMEE Amazon
Redshift ERl&K., EALIEA glue:CreateCatalog APl #4ESK AWS Lake Formation 2 &%
3 AWS Glue S E B |, #$B &EARTES ManagedH Catalog source Redshift , LABIARE
Ao

- £ Data Catalog & Amazon Redshift &#l$£ A — # Amazon Redshift &Rl F#&# £ Data
Catalog , X Lake Formation £HEEER L AN ERFEILRFIFEREFE.

T LA Amazon Redshift Spectrum & ¥l
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- # Data Catalog E#ZZ|/ B Hive FHEZMIE - #§ Data Catalog EZEEIAN PP ETHE , UEH
Lake Formation B3 Amazon S3 P EREMNFEGT . TRERFHHEERERZE Data Catalog.

« B4 Lake Formation 2 AWS &} X — Lake Formation X #£i%iB FEFEEMNER AWS Data
Exchange, MRZEERME Lake Formation B , 7S BAWS Data Exchange ( EAEIE®E) F
By BERE AWS Data Exchange o

&

« 1 Amazon Redshift E¥}% A AWS Glue Data Catalog

- £ PBSFINEBER KR AWS Glue Data Catalog

« £ BE 31 Amazon S3 Tables B # AWS Glue Data Catalog

- £ FE I Amazon Redshift & B #& AWS Glue Data Catalog
- EI Amazon Redshift ER AP ERBET T

- EEFEANBPEFTHRENERSEST

#% Amazon Redshift &% A AWS Glue Data Catalog

B LATE AWS Glue Data Catalog ( E¥IE # ) FEE Amazon Redshift BRI 2T TER ,

I #%— Amazon S3 ERHHF Amazon Redshift E¥l2f#. Amazon Redshift & AWS EinH£ZER
PB k&R 2R . Amazon Redshift ERlEREBAGTENEEERNES , HBNBAEENE
fH. BEHEEEHIT Amazon Redshift 5| X BE —HSEERE.

£ Amazon Redshift 7 , BRI L2 I Amazon Redshift fiZ2 % EMERREH BN , WEHFMRE
Data Catalog. EiBEHM , LA LUK — Amazon Redshift 2 E %17 (RMS) #1 Amazon S3 f1zir 88
REVER , W Apache lceberg B D 5| BEEE R

BEEMaEEEMEE  SUURMEHERNER K MAZTEERLBEHER., MEHE Amazon
Redshift PFEEMEEM TR ZENFEMER , 5280 53 Amazon Redshift £ Mo & 22 E AWS
Glue Data Catalog.

£ Amazon Redshift # , A LUEIBE £ A @ Data Catalog & o & = EMBERIITER
. FREENENENHBRIRENERRR  SXEASEESHXRIRGERALA, ARt , ®8
CRSEEERGRCHBRBMEE, EEM Data Catalog THEERGRET/HE , CHNFREE
REMENERHSEBSLA , MAXAENMHRELA,

EERBSET BN ASEGEEHREBER LKA B %, EH&EM Data Catalog S SRV EEE
R, BABS B #. Amazon Redshift i & Z RPN ERRFRITE 5 A Data Catalog Y {E Bl &
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x, B LLEEE — ik B A Lake Formation B EMIRE R HiEE IAM B8 SAML FREHLBABS
B#FNERNENERRK, Bl asERYMERBERRERER , LIRHHISEERNER.
WEFMEER , 552 BLake Formation P ERE BN ERBR T2 M,

Data Catalog XEIEH#%. ERENEREK (M) N=BHPEERMKE. E&Mm Data Catalog
S an & Z B , Amazon Redshift EXIPEE 2 ¥ FEZE Data Catalog Y 3 BIEE , TR :

+ Amazon Redshift i & ZZE & K A& Data Catalog FHIZ B B &,

- MHEABEEY Amazon Redshift EXEE&7E Data Catalog P EEft A B 8.

« Amazon Redshift #&E# R & 5 & Data Catalog PV E R E,

+ Amazon Redshift E¥F&R &K A Data Catalog F Y& ¥l&,

. Redshift Namespace . Glue Catalog
Database A Glue Catalog
Schema A Glue Database

BB = #EREE S LA Data Catalog F1#Y 3 E4 R K% - "catalog1/
catalog2.database.table" ZR1ZE! Amazon Redshift E¥l&K, bk , ER BB A U#EE Amazon
Redshift Fi3R4E# Data Catalog 1k F &R R EER.

£ Lake Formation & , & A LAfE A Data Catalog BRIV EHAFEEES , Z£thEERE Amazon
Redshift W& ¥, FBIES , ZUUEAERNFREF#S K B2, RENEHARBE-BHNS
WwEH,
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MERGINGEMENR |, 552814& Amazon Redshift ER 2R E R % A IR AWS Glue Data
Catalog.

&

- TEEHE

- AENEE

« 7£ REE Amazon Redshift 5% Z8 B Y 5o R R4 AWS Glue Data Catalog
« #3I Amazon Redshift Bi& B 8%
- BRIRB KUY

- BEHBEE &

- ERHABSE %

- MIEREES B 8%

- ERBS A%

- HibER

FTEEH

£/ 5Ef Amazon Redshift & Mas A ZE , AWS Glue Data Catalog 37 Amazon S3 & ¥l
Amazon Redshift ERl2REPE—ER , TiRHETIHIES .

- H—EHWE - FATTEE Apache Iceberg AN EF 51 B REFH Amazon Redshift 32 & & K ]
Amazon S3 EEFEIFEFMER |, a0 Amazon EMR Serverless fl Amazon Athena , MEZEBEIS
BRER,

SIRIE —BWERFR - TR AWS 2T REEFEHERBNBSER KRN K BFEEEHERE
EFNWERENERKEHE , HAERKIREE Data Catalog # &t

o BiEEEE - B LAERBMAFEEURHEFT , A Lake Formation I R EEH B S ER RN

FH

AGNEE
Role BT
Amazon Redshift £ EE#EEES @ Data Catalog sEf# £ R A =M
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Lake Formation E¥HEES BEIEESTRTEEEE. BUBSB% , Uk
KBS ESNEIERTHMEE,

Lake Formation HEEIES REBSHES , ERBS B %P H Amazon
Redshift &# &,

ERERAE Amazon Redshift X &R & 7E Amazon S3 &7
frgcEERER,

AT BiIR M #E A EFE Amazon Redshift v B 22BN SRS B

1. 7 Amazon Redshift F , £ EEEEEE S0 Data Catalog FFME KR E =M,

2. ERVHEE BT RE Amazon Redshift F EEREEE BN A ZZEEEE , L Data Catalog #
BIUBE B %,
SRS ER®E , A LATE Data Catalog FE ¥ Amazon Redshift a5 Z= & B #.

3. MHURTEE, ERHENERRENERSE, S EMEARIRSEREMIES PN ERAE L AR

WEEEEHRIERRFE,
£ HEE Amazon Redshift o5 % 22 B 5E R %R AWS Glue Data Catalog

1. BEYERHEES - E.Lﬁ*gﬁﬁﬁ"% SREEERN IAM Af | WE I AWS Glue Data Catalog ¥4
(B8, BERE. ERR/MK ) , A& Lake Formation AR FHMERE,

WMEE T ERHEIE S Wstep-by-stepiR B |, B2RAELERHIEES,
2. EFERHEEREH,

BRTERHEESHF T2 , ERVNEEESRFE TG , F 87 Lake Formation 1S
Amazon Redshift i & ZZ &5, BI R FEFH Data Catalog EIR , ARBAERHFEE :

{
"Version": "2012-10-17",

"Id": "glue-enable-datalake-access",
"Statement": [
{
"Effect": "Allow",
"Action": [
"redshift:AssociateDataShareConsumer",
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"redshift:DescribeDataSharesForConsumer",
"redshift:DescribeDataShares",
"redshift-serverless:CreateNamespace",
"redshift-serverless:CreateWorkgroup",
"redshift-serverless:DeleteNamespace",
"redshift-serverless:DeleteWorkgroup",
"ec2:DescribeAccountAttributes",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeAvailabilityZones",
"s3:createBucket",

"s3:deleteBucket",
"s3:putBucketPolicy",
"s3:putEncryptionConfiguration",
"s3:putLifecycleConfiguration",
"s3:putBucketVersioning",
"iam:CreateRole"

1,
"Resource": "*"
}
]
}
{
"Action": [
"iam:PassRole"
1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/data transfer role name",
"Condition": {
"StringlLike": {
"iam:PassedToService": [
"glue.amazonaws.com"
]
}
}
}

. MRARELUBESEHZN IAM AETRERNEES , REERTHABCreate catalogifd,

BYHEEZENE

a. BIRX Lake Formation £##& , #it A https://console.aws.amazon.com/lakeformation/o
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AWS Lake Formation BB A BIET
b. EEE T REEEAGNEE.
c. iB4E Grant (&F).
d ERFHIEERL , BEIAMFERAERAG,
e. BEVE I B #7577,

f. RF , BEAURTFIRTHEYBEHI . IRTFHAAFBHEELENCreate catalogsf
AR TFHAMER,

g. iE# Grant (8 ¥F).

AWS CLI T2 BiE B &Fr TR Hl,

aws lakeformation grant-permissions \
--cli-input-json \

{
"Principal": {
"DatalLakePrincipalldentifier":"arn:aws:iam::123456789012:role/Admin"

.

"Resource": {
"Catalog": {

}

.

"Permissions": [
"CREATE_CATALOG",
"DESCRIBE"

]

} 1

4. BAWEETEE AR , LLff Amazon Redshift ZEFimEEET v2 I E R B 8+ 1%ER Amazon Redshift
B4 B &%,

ZE ¢ Amazon Redshift ZEfRERS v2 BHES B 8P A Amazon Redshift ERlk |, FEREME
EEEACBEEE Amazon Redshift IRIGE#E A K ARNAWSServiceRoleForRedshift,

aws lakeformation put-data-lake-settings
--region us-east-1 \
--data-lake-settings \
{
"DatalLakeAdmins": [{"DatalLakePrincipalldentifier":"arn:aws:iam::123456789012:ro0le/
Admin"}],
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"ReadOnlyAdmins":[{"DatalLakePrincipalIdentifier":"arn:aws:iam::123456789012:role/
aws-service-role/redshift.amazonaws.com/AWSServiceRoleForRedshift"}],
"CreateDatabaseDefaultPermissions":[],
"CreateTableDefaultPermissions":[],
"Parameters":{"CROSS_ACCOUNT_VERSION":"4",6 "SET_CONTEXT":"TRUE"}
} 1

5. 3 Amazon Redshift I RERENERER AR |, LLFIR Amazon S3 REFEFEERER,

& 8B Athena, Amazon EMR on Amazon EC2 & Apache Iceberg 1B R ZE 55| Z 19 & R 1FH
LA1ZHY Data Catalog 89 Amazon Redshift ERE , SEEEVEEXEF TN IAM A& | T
#171E1R Amazon S3 REIFEANEREHR,

{
"Version": "2012-10-17",
"Id": "glue-enable-datalake-access",
"Statement": [{
"Sid": "DataTransferRolePolicy",

"Effect": "Allow",

"Action": [ "glue:GetCatalog",
"glue:GetDatabase",
"kms:GenerateDataKey",
"kms:Decrypt"],

"Resource": "*"

}
]
}

6. B T IMEFEBEREFIBZE AWS Glue M Amazon Redshift RIS ERMERAE® , LEEAGE
Amazon S3 fEFErE B EmER,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": [
"redshift.amazonaws.com",
"glue.amazonaws.com"

]
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}I

"Action": "sts:AssumeRole"

]

7. MRGBEREFZELEBEIMNE Amazon Redshift BE/MEB RPN ER , T THSBBE
8 ZE AWS KMS €88, SIRERBE MM AWS RiE , YIEEEREHACEHE, RIEHE
£% , Amazon Redshift Z#E PN EREFEH KMS €812, Lake Formation 22 BHE] KMS €
BUGEITINENEE, NMREFEAEFZESH XA ESRBERMEESH,

NFEEEEFZETRATNFREN  F2REFZETER,

"Version": "2012-10-17",
"Id": "auto-redshift-3",
"Statement": [
{
"Sid": "Allow access through RedShift for all principals in the account
that are authorized to use RedShift",
"Effect": "Allow",
"Principal": {
AWS":
b
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",
"kms:DescribeKey"
1)
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "123456789012",
"kms:ViaService": "redshift.us-east-1.amazonaws.com"

}I
{

"Sid": "Allow access through RedShift-Serverless for all principals in the
account that are authorized to use RedShift-Serverless",
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"Effect": "Allow",
"Principal": {

iy

IIAWSII : nmn

"Action": [

1,

"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",
"kms:DescribeKey"

"Resource": "*",
"Condition": {

iy

"StringEquals": {
"kms:CallerAccount": "123456789012",
"kms:ViaService": "redshift-serverless.us-east-1.amazonaws.com"

"Sid": "Allow direct access to key metadata to the account",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
I
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms :RevokeGrant"

1,

"Resource": "*"

"Sid": "Allow GenerateDataKey + Decrypt to the DataTransferRole via
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::123456789012 :role/data-transfer-role-name"
I
"Action": [

"kms:GenerateDataKey",

"kms:Decrypt"

1,

53",
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"Resource": "*"

1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"

}

3 Amazon Redshift B4 B %

ATERPESZEEINEZHEE. BUBSSERASE , UREFIRTHUTRMENSR, &
A[LAE A Lake Formation E£#&. AWS Command Line Interface (AWS CLI) 2 APIs/SDKs>R5E K iE
LK. AETEPNEFIBRTE—IRFPINEEEES/HEZH. EREENERTAE,

EEH— 2 7 # Lake Formation BIRFIhEE , 5828 Lake Formation FEVEIRF &R H A

£ Data Catalog & Amazon Redshift &% Z=
1. REWEZEABBELEST.

Console

1. UERHEEE 59 % A Lake Formation 124 , #8it A https : //https:/
console.aws.amazon.com/lakeformation/. %ﬁiﬁﬂ@l B&THB&EM,

2. REREREFINGEZHBFE. AERMELNEZHE NS ERE, REZIRERTR
REFBERBEM , AR KREZBFENCEREF.
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Catalogs

v How it works

Create a catalog Manage catalog permissions Access from query editors
Register Redshift databases as catalogs in the Data Catalog. Learn more [4 Manage permissions for specific catalogs, databases, tables and fine-grained Access catalog objects from Redshift Query Editor v2 [ and Athena
data access. Learn more [ Console [2.

Create a federated catalog for your S3 Table Buckets. Enable S3 Table integration X
dTORY! g

Pending catalog invitations (4) @ Approve and create catalog Reject
View and manage Redshift namespace/cluster invitations in the AWS Glue Data Catalog.
[ Q. Find invitations ] 1 [}
Name [2 v Source accountID ¥ Received v Status v
(@) arn:aws:redshift-serverless:us-east-2:451785580005:namespace/c0381d75-3f21-49f2-b2¢3-44d000803a71 November 20, 2024 at 10:16 PM UTC @ Accepted, catalog not created
(@) arn:aws:redshift-serverless:us-east-2:451785580005:namespace/4a798b4c-71d8-4df4-b77f-52cff8ac80a1 November 20, 2024 at 5:38 PM UTC @ Accepted, catalog not created
(@) arn:aws:redshift:us-east-2:451785580005:namespace:48a491a6-d5d8-415b-b5b2-3832a4affb08 November 26, 2024 at 3:45 PM UTC @ Accepted, catalog not created
(o) aws:redshift:us-east-2:451785580005:namespace:a77f139¢-5a19-4b53-a662-c2f50db2fc28 December 3, 2024 at 2:21 PM UTC @ Accepted, catalog not created
Catalogs (1) @ Actions ¥ View ¥ Create catalog
A catalog is the top level in the Data Catalog's three-level data hierarchy and contains Data Catalog objects.
[ Q_ Find catalogs by name ] 1 (]
Name A | Type v | Source v | Owneraccoun... v | Sharedresource v | Sharedresour... v | Shared resource owner region v
O Default Default catalog

3. FEMERBTEARBERF  FENEFER  ARRERRBHE. EEIFEER
AP, BRRBFEFEEN, BERIUERIBFNIEBLUIEBEE. WREEEHF , AE
EER B ZEM.

AWS CLI

THEEHIRENIRR, ESMEMEE. UBFRW AWS kS ID BIX AWS #RF ID, # B
fdata-share-arnA2Ewm & =R EK Amazon Resource Name (ARN),

1. BB B,

aws redshift describe-data-shares \

--data-share-arn 'arn:aws:redshift:us-
east-1:123456789012:datashare:abcd1234-1234-abl2-cd34-1a2b3c4d5e6f/
ds_internal_namespace' \

2. EREH

aws redshift associate-data-share-consumer \

--data-share-arn 'arn:aws:redshift:us-
east-1:123456789012:datashare:abcd1234-1234-abl12-cd34-1a2b3c4d5e6f/
ds_internal_namespace' \

--consumer-arn 'arn:aws:glue:us-east-1:123456789012:catalog’
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3. 1 Lake Formation tRF REFME KA =M. FH RegisterResource API BETE Lake
Formation FEEM&ERIHE A, DataShareArnZ W A28 ResourceArn,

(® Note
ERBHIMES R,

aws lakeformation register-resource \

--resource-arn 'arn:aws:redshift:us-
east-1:123456789012:datashare:abcd1234-1234-abl2-cd34-1a2b3c4d5e6f/
ds_internal_namespace'

2. BIUBEBE.

EZEFH®R , BFEEXE Data Catalog FEIBS B # , #5 Amazon Redshift a5 2= & 5 #9 ) - BR
5t Z Data Catalog, BN BERER HEEERERFENBEHAMETINFERAEIALE,

Console

1. EZ W AZEBFR SRR ERSFMAETA R,

2. TR EEHHFMEFRE L WABSNE—2R, #HHEREBFEAINE. BREBRE
HANPRREFR 255 EF T, BALUEHEERPEE (catalogid.dbName.schema.table).

3. |MABHNER, HRREXADPAIZFR 2048 AF T,
4. FEE | BIZFR lceberg A SIZFEUL B 8B #R , LAER Apache Iceberg A 2 #7 5l
B 1FH Amazon Redshift &R , 21 Amazon EMR L# Athena #1 Apache Sparko

BAEERAERAEE , BNA 5 Amazon Redshift ZEUE & B .
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Catalog details

A catalog is the top level in the Data Catalog's three-level data hierarchy and contains Data Catalog objects.
Name

[ nscatalog ]

Catalog name is required, in lowercase characters, and no longer than 255 characters.

Type
Federated

Source

Redshift

Description - optional

namespace catalog

Descriptions can be up to 2048 characters long.

Access from engines
You can access this catalog from open source enginers as well as Amazon Redshift.

Access this catalog from Iceberg compatible engines.
Choose this option to access the data catalog using with Apache Spark running on an EMR cluster.

1AM role
Role used by Redshift for loading data to and from S3 bucket that is created for the managed workgroup.

[DataTransferRole v ] @

( Create an IAM role [ )

Encryption options
Your data is encrypted by default with a key that AWS owns and manages for you. To choose a different key, customize your encryption settings.

[7) customize encryption settings
To use the default key, clear this option.

Cancel ( Skip to Review and create ) Next

5. ATEELEHS|IZEEHBFINAME A Amazon Redshift i B ZER , SFEAHTENNE
ANREFFEMNEEMNFBEERR AWS Glue B2 ZE Amazon Redshift #5% , MAEFE
Amazon Redshift ERl &/ TEAER,

BHEEA IAM AEIEMHE Amazon S3 REFE 2 EERERFIENFT,

6. IR¥EFEEL , Amazon Redshift SEFWERSER AWS ZE S| INE, Lake Formation 12
HE BET KMS £ LUETMEMNZIE, IREHEATFSESE  BXNEBIETELEH
KB ELE,

MBS FERAFTEZE SRR IME Amazon Redshift BE/mBAEEHNER | FHBIZEBZTM
BERE, BEFAB S8, ZLERHMEITSESRBEEIIEE KMS €8, WFEFHH
B , E2RE PEE Amazon Redshift a5 Z2 B 58 R IK 4 AWS Glue Data Catalog.
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AWS CLI

FRATYEHRENE , FH %= Data Catalog B Amazon Redshift &38R 17 B & AWS
CLlo

aws glue create-catalog
--cli-input-json \
{
"Name": "nscatalog",
"CatalogInput": {
"Description": "Redshift federated catalog",
"CreateDatabaseDefaultPermissions" : [],
"CreateTableDefaultPermissions": [],
"FederatedCatalog": {
"Identifier": "arn:aws:redshift:us-
east-1:123456789012:datashare:11524d7f-f56d-45fe-83f7-d7bb0add6d71/
ds_internal_namespace",

"ConnectionName": "aws:redshift"
},
"CatalogProperties": {
"DatalakeAccessProperties" : {
"DatalakeAccess" : true,
"DataTransferRole" :
"arn:aws:iam: :123456789012:role/DataTransferRole"
}
}

} 1
3. BFFARTERFHABIRFEPRERE
AWS Management Console

1.EBT—F  BrURTHABE®% ERENERRELNEMERSE,
2. B AEE L , BEEERTHNERANGIEE,
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4
Add permissions

Principals
Choose the principals to grant permissions.

© IAM users and roles

Users or roles from this AWS
account.

() SAML users and groups
SAML users and group or
QuickSight ARNs.

(O External accounts
AWS account, AWS organization
or |IAM principal outside of this
account

IAM users and roles
Add one or more IAM users or roles.

{ Choose IAM principals to add

UserRole X
Role

Catalog permissions

Choose the permissions to grant on the catalog. Choosing Super user overwrites individual permissions, granting

unrestricted administrative access.

(7] Super user

A super user has unrestricted administrative privileges to perform any operation on all resources within the catalog (databases, tables,

and views).

Catalog permissions
Choose specific access permissions to grant.

Create (] Describe
database

(] Alter

(7] Drop

Grantable permissions
Choose the permission that can be granted to others.

Create (C] Describe (] Alter
database

D Drop

[

(] super

This permission is the union of all the individual permissions to
the left, and supersedes them.

(7] super
This permission allows the principal to grant any of the

permissions to the left, and supersedes those grantable
permissions.

X

a. EEEAERYP , BEEZFRARE  RREEZFRAUR T,

- IAM ERENASGS - & IAM EAENA

FEPEE-RZEEAERHE,
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- SAML A& FEHE - ¥ SAML # Amazon QuickSight £ & FMEE , WAER
SAML Bi& 5 & SREFAEAY — = % {8 Amazon Resource Name (ARNSs) , 5 Amazon
QuickSight 1§ fi & K B #HARNs, £S5 ARN Z %1% Enter,

WEMA 2 ARNs FWEF , 5528 AWS CLI FZFF M8 AWS CLI 5o

- AERIRE - M8 AWS, AWS AR IAM £88 | @A —RZSEERN AWS IR
F IDs, #B#% IDs. #BE IDs = IAM FAEHARK ARN, E81E ID 2&I%
Enter, #8#% ID 88 To-1 , #HEE 10-32 BNEFRREF, HMEN ID L
Tou-; R , REEE 42 A NEFIRHF (2E OU MR ID), WFEREEERE
@ T- BITEEA 8 B 32 AN NEEZHEFE,

b. EFFAIEERA , BEGTAIMARTFHEFT,
HESEAT , BENERTH-—HNZEFT, EARTFHTT , BEHRTFREATART
H AWS tRF R EMERFEANGTA, EERNBIRFHFFART IAM E8EK , T<XElt
B,
BEERERAE  SERIFIRTFEAEEZTINER (ERE. BBR, 817 ),
3. BRI,

AWS CLI
ERTHIEHIRER KT B k. EREMERKFTT AWS CLI :

« THIEHBRIMARTHE B BT,

aws lakeformation grant-permissions
--cli-input-cli-json \

{

"Principal": {

"DatalLakePrincipalIdentifier": "arn:aws:iam::123456789012:role/

non-admin"

I
"Resource": {

"Catalog": {

"Id": "123456789012:nscatalog"
}
1,

"Permissions": [
"DESCRIBE", "CREATE_CATALOG"
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]I

"PermissionsWithGrantOption": [

]

} 1

- EATIHEMRTFERENTT,

aws lakeformation grant-permissions \
--cli-input-json \
{

"Principal": {

"DatalakePrincipalIldentifier": "arn:aws:iam::123456789012:role/non-admin"

},
"Resource": {
"Database": {
"CatalogId": "123456789012:nscatalog/dev",
"Name": "public"

},

"Permissions": [
IIALLII

} 1

« THIEHIFERINA#EF Amazon Redshift B EFERI R,

aws lakeformation grant-permissions \
--cli-input-json \
{

"Principal": {

"DatalakePrincipalldentifier": "arn:aws:iam::123456789012:role/non-admin"

},
"Resource": {
"Table": {
"CatalogId": "123456789012:nscatalog2/dev",
"DatabaseName": "public",
"TableWildcard" : {}
}
I
"Permissions": [
"ALL"
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} 1

4. BET-SURRESFMEALRIYBMSEE. MEYNBSESNESYASHREREKER
o

Amazon Redshift B4 B #%88 —#2$#& catalogID = 123456789012:Redshift-federated
catalog id.

W18 B &9

BUBAB&c® , BULMER Lake Formation 32 A %13 B &894 AWS CLI,
AWS Management Console

1. FARK Lake Formation & , #8ik A https://console.aws.amazon.com/lakeformation/s
2. EER B & TEER %,
3. REHEAE LNFEPEERS B &%,

4. ERHERASENERTUINESEYMG (BRENERR ), IR ERERCEREL
YIH-RTRIRY IAM £ 88,

AWS CLI

« % AWS CLI €I REMMFERER LE B &%,

aws glue get-catalog \
--catalog-id 123456789012:nscatalog

5] fE
{
"Catalog": {
"CatalogId": "123456789012:nscatalog",
"Name": "nscatalog",

"ResourceArn": "arn:aws:glue:us-east-1:123456789012:catalog/nscatalog",
"Description": "Redshift published Catalog",

"CreateTime": "2024-09-05T14:49:16-07:00",

"FederatedCatalog": {
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"Identifier": "arn:aws:redshift:us-
east-1:123456789012:datashare:b1234589-e823-4al4-ad8e-077085540a50/
ds_internal_namespace",

"ConnectionName": "aws:redshift"

},

"CatalogProperties": {

"DatalakeAccessProperties": {
"DatalakeAccess": true,
"DataTransferRole": "arn:aws:iam::123456789012:role/
DataTransferRole",

"KmsKey": "AWS_OWNED_KMS_KEY",
"ManagedWorkgroupName": "123456789012:nscatalog",
"ManagedWorkgroupStatus": "AVAILABLE",
"RedshiftDatabaseName": "dev"

iy
"CatalogIdentifier": "e2309c2c2fb048f1a3069dfdclc7883e",

"CreateTableDefaultPermissions": [],
"CreateDatabaseDefaultPermissions": []

T 5 S fIFE R AT 55 R 0k B PRV FT B B 8%

aws glue get-catalogs \
--recursive

T 51| €5 45155 >R B8 /R aN{A] BN 48 Amazon Redshift &R EE K B .

aws glue get-catlog \

--catalog-id 123456789012:namespace catalog name/redshift database name

« T3IEHIFERE R AMNATEIE Amazon Redshift E¥ERB K E &P EBE,

aws glue get-databases \

--catalog-id 123456789012:namespace catalog name/redshift database name

T 5| £ FIFER B R AT 4E B 8 ELS Amazon Redshift E#l&k,

aws glue get-table \
--catalog-id 123456789012:parent catalog name/redshift database \

W B s
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--database-name redshift schema name \
--name table name

« THIEHIREIMAE Amazon Redshift BRI ERESREERIRK.

aws glue get-tables \
--catalog-id 123456789012:namespace catalog name/redshift database name \
--database-name RS schema name

EHBS B &%

& LAEF Lake Formation £#4&. AWS CLI 5 UpdateCatalog API 4 , £ Data Catalog F E#7
Amazon Redshift B4 H 8.

AWS Management Console

EUBT55ER | 5/ Lake Formation TR A FH BB S RIS,

1.

a B~ W0 N

A AWS Management Console , ¥ 7E https : //https://console.aws.amazon.com/
lakeformation/ BB Lake Formation £ &,

EEASEERT  EFEREBEHTHEK.

.EESEREL | BIEESEFEHM Amazon Redshift B & B .

CEBAET , BRERE,

 EREESHFMNEANEENUSIBENERT | BER lceberg A BIZFHUL B #. AR

HAS R Apache Iceberg A &M 5| B ERHFEL

CEE BIUFNIAMAG | EEES BERNERE IAM A6 | XBERRFHT , UHTHH

Amazon S3 fFEFETR N ERHEEH,

MEFTNEHMES , F28 &£ F B Amazon Redshift &5 8 22 /Y 53R &4 AWS Glue Data
Catalog.

. IR¥EFEER , Amazon Redshift EEEFWERSFER ME AWS ZEER, MRZEEFRAEFRFSE

EEWMMZER , BRI KMS €R=EEER £ PEHE Amazon Redshift a5 Z= B Y 5o IR 5%
# AWS Glue Data CatalogB B ERZFFAINEE SR,

RERET.

R , BEFMEFAEESRERARES "R NXETHFFERR.
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AWS CLI

LA RiEBA DatalLakeAacess BBERE A update-catalog REAERAFEE CLI EA
#iflfalse,

aws glue update-catalog --cli-input-json \
{
"Name": "nscatalog",
"CatalogInput": {
"Description": "Redshift published catalog",
"CreateDatabaseDefaultPermissions" : [],
"CreateTableDefaultPermissions": [],
"FederatedCatalog": {
"Identifier": "arn:aws:redshift:us-
east-1:123456789012:datashare:11524d7f-f56d-45fe-83f7-d7bb0asd6d71/
ds_internal_namespace",

"ConnectionName": "aws:redshift"

1,

"CatalogProperties": {

"DatalakeAccessProperties" : {

"DatalakeAccess" : false

}

}

}
3
FEHABE B &

AWS Lake Formation IEWRFE hee M EEAE LS MEZE AWS IRE, AWS EBHAsHAER
W, REEES—ERERN IAM ERB AR | UBAEFEERPEESRMERE R,

Lake Formation £} AWS Resource Access Manager (AWS RAM) RIS REEEREA, EFREH
fbdk F A B HERK , 8 AWS RAM B BHREAREIRS , MESHELBERE T,

Amazon Athena H Redshift Spectrum B EX 2 MRBFEERER , TeeEEHPIEHAE
R TREEE PEVERER AWS Glue Data Catalog , At B —EERELAER AWS RS,
TEREFZNFEEN , F2BERER NI Lake Formation FiE4E,

B $&ERL A 252 Data Catalog ¥4 , ZZRBH M AWS IRFHNAKBBIRFHMSERERBRE %,
BTN ERSRERARTEVERNEEGNERNRER, ECRVEREERNERNRERRK , B4
RIEEMAMERE B Amazon Redshift EXEE#% B 8% (Amazon Redshift E81E ) THEEEIR.
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EEREVTBSEFERES , BFEE Lake Formation CREATE_CATALOGE glue:CreateCatalogifm,
BIUBIIRFHE B %M B tkiEFE RS

BRI LA AWS Lake Formation £#4& ., CreateCatalogAPl 3 AWS Command Line Interface
(), AWS Glue B[ AWS [EiFF Redshift EREBRBS B &1 B #KEZL B EFAWS CLI,

BYBSREGRREHABR (E2E)

1. 7E https : //https://console.aws.amazon.com/lakeformation/ BRI AWS Lake Formation £ &,
LB % Lake Formation CREATE_CATALOGEF AT ZEFEA G B & A,

2. HEEBHRKT , BEEH , ARBEFEIH K,

3. ERERASFMEAERL , REHETIER :

=L

WAEBBEBETHERAINER, EBIUEBEELAB &M,
Type

BB SERRRMA B REE,
HR

i## Redshift,
B & Redshift B #

EH Redshift EREBRBIS B , EFEPRERE (¥F ) Bk

LEEOESHREANIRFHRANEE&. I8, BREEEIRSE D 2HsEB &% &5

H, MREBRERINECHNECH RFHANBS , FRETIIEAR

- MREBFARERHNEES K FREENHNEEESRER FHH LM Lake Formation FF Al

- MRERERNHNEES , MEAEWIRFER FIRFTER—@ AWS fBig+ , FRELEE
5 B ## AWS Resource Access Manager (AWS RAM) ER R ZiB5E, MEFMEN |, 5
SRR B EFRHLZEFE AWS RAM,

4. FEEFE Apache Iceberg 7 5| ZREAEEVME A Amazon Redshift ifn B2/ , EFEAETER
MBEAREFMBNEENRFTEIRR AWS Glue I ZE Amazon Redshlft %% , MAgXE
Amazon Redshift ERlEfTEEH., ZEEAL IAM ARIEMAE Amazon S3 BEFEEERE
R ERNET T,

5. BEET—
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6. (EA) BRENEFT , BFAARTFEMBETEA

B, RFEKEESRNFAILTERTER (ERE ) BENF. ELEDIRTFEREH
BYEFA] , B $EH T REHE Athena REET.

7. BE K REAEREESRFAET  AREZFEVBEK.
RE BN EBEREE TREEERSRER.

BiE , EUNEESREFRERTEVENEEGNENKRER , URRAEMAEIZNFEG

B ESERA SR CLI 5l

-  FZETH&HIF , TargetRedshiftCatalog ¥ EIEE Amazon Redshift B & E R EEHK B 8%
(Amazon Redshift E#E ) # arn, 2 B #EFE AR , DataLakeAccessH4ERA

aws glue create-catalog \
--cli-input-json

"{
"Name": "linkcontainer",
"CatalogInput": {
"TargetRedshiftCatalog": {
"CatalogArn": "arn:aws:us-east-1:123456789012:catalog/nscatalog/dev"
},
"CatalogProperties": {
"DatalakeAccessProperties" : {
"DatalakeAccess" : true,
"DataTransferRole" : "arn:aws:iam::111122223333:role/
DataTransferRole"
}
}
}
}l

EEHERRRTEVLERER

BUNEEREGRAR TEVERENERNREGNERERS. ELRVERNEEREFRERK
BRERR  SXREEMNAERERRIEMRERE B 5 Amazon Redshift &l EE K B # (Amazon
Redshift E8lE ) THEEREER.
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BRI AR AWS Lake Formation E£#&. APl 5 AWS Command Line Interface () 23 F Amazon
Redshift X EH &K RV EIFREFAWS CLI,

- WMFEFMERE , F2H B HA Data Catalog ERIEN EFRER

UTREBHEZRAHFTELENEERER AWS CLI K56,

aws glue create-database \
--cli-input-json \
{
"CatalogId": "111122223333:1inkcontainer"”,
"DatabaseInput": {
"Name": "dblink",
"TargetDatabase": {
"CatalogId": "123456789012:nscatalog/dev",
"DatabaseName": "schemal"

} 1

- FEABHREARBTREYERRERER  BMBALEEABHPET AWS Glue EXE AWS Glue
Data Catalog , A BEERKERER.

MFEEZRUHARAERRNEREGNFMENR , 528 B HA Data Catalog BRI R ERER,
- BYERENSSENRERERZED

aws glue create-database \
--cli-input-json \
"{
"CatalogId": "111122223333:1inkcontainer"”,
"DatabaseInput": {
"Name": "dbl",

"Description": '"creating parent database for table 1link"

} 1

- BUERKREFREGHED

aws glue create-table \
--cli-input-json \
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{

"CatalogId": "111122223333:1inkcontainer”,
"DatabaseName": "dbl",
"TableInput": {
"Name": "tablelink",
"TargetTable": {
"CatalogId": "123456789012:nscatalog/dev",
"DatabaseName": "schemal",
"Name": "tablel"

MBREE S B 8%

&R LA AWS Glue Data Catalog glue:DeleteCatalogi®fEZk AWS Lake Formation %5 |,
RIBRIETE PR ILKVEES B 8%,

MRS B8 ( E2E )

1. BARX Lake Formation £# & , #8it A https://console.aws.amazon.com/lakeformation/o
2. ESEEKRT , EFEERNB&HTHE K,

3. RESFEPEZZEMERAB &%,

4. EEREBEMER.

5. BIFREIUERY , S B &S ER B &K MER.
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r ~
Delete catalog gluebqcatalog X

Permanently delete catalog gluebgcatalog? This action can't be undone.

[ /N Proceeding with this action will delete the catalog. ]

To confirm this deletion, type gluebqcatalog.

[ gluebqcatalog ]

Cancel Drop

I ER B B 8% (CLI)

aws glue delete-catalog
--catalog-id 123456789012:catalog name

RS B &

BHUEFHMITE % | MR LLEA Amazon Redshift, Amazon EMR Amazon Athena, #
AWS Glue ETL A SQL T & |, XA YRR EHABS B HTHNERRK,

IZE AWS Glue Data Catalog f f Apache Iceberg Rest ZE{Hixm 25k & Spark FEAEEREHEE B
HEF , B2 (HEEAERR) PHEE AWS Glue Data Catalog— 8, AWS Glue

ZRLAERAERERFES (DDL) & , £ Amazon EMR L{#f Apache Spark EEREFREILME
BERK, EEM Amazon Redshift EREFREIIFMBRERR , ZFEASZEEE Lake Formation
Create table., Drop# ™.

WFER T Data Catalog FF AT FFHIEH , 752K X T Data Catalog EIRHYFT o

WER BB KERVFMEF Amazon Athena , F2E (Amazon Athena R &EIER) FRIAWS
Glue Data Catalog it & Amazon Athena,
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HiE R

A LAE A Amazon SageMaker Lakehouse Rt —ERER 2 REMELRAPHNER, FEiB
SageMaker Lakehouse , B E]LUEIBR MMM Apache Iceberg REST API A {RIFII 54T, HESE2EH
FMEEESIZE , UinBERARN -, BHNFIENRLFIER,

« Amazon SageMaker HE1 &

+ {# Amazon SageMaker Lakehouse f&{t %1 E £ FH

£ PESBIAZBERIRIR AWS Glue Data Catalog

& T LA AWS Glue Data Catalog (Data Catalog) iE#Z 2| &R &% , 620 Amazon

Redshift, Snowflake, Amazon RDS FZEi#&E#E Amazon DynamoDB, Oracle 1 Amazon MSK &
BRI , ARMEA AWS Glue B4R Teradata ZRAIH B RM. ELERERE B, AWS Glue
Data Catalog Y £ 53} AWS Lake Formation , AIZEEASET AN ERKREYHAS B .

BS B HRENNBENRRTIERENTEERR, CARCERMINBENRREDEN , MEFHE
., B]RMI|A (ETL) EF.

WE AWS Glue ERNFHES , 528 (AWS Glue BB ABER) PHNEREER.

BERHERE M LAEA Amazon SageMaker Lakehouse B 23 B4 B #Amazon Athena,

Rk, BRUHEE BT LEA Lake Formation ¥ B SR WI R BHIEET |, EHIB &, ERE, &8
=, B, ERYSRBERSEZERBRNER. ERIWEATLER Athena RIFRMEH B #1L
ERIRIR , Lake Formation EEHIETERNFIEEK, oMU UEE - EHPESERRBEE
B, MAFEEEREEZRERIR,

3]

- THERE

 #% Data Catalog B4R E S\ ZBE B 2R IR Y 5 R R 1

- £ AWS Glue EHE YA B 8%

- WGBS HT

- MIBRES B 8%

- BERBHSHE &

- HiER
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TERRE

ERHEEEREEHVERTNEREEERUTIE |, Ll AWS Glue Data Catalog iE#E ENEE

BRR

1. B EERREMN AWS Glue ELR, ERTMERE , AREMESRHN IAM B4 EREH1FE
Lambda B2 Amazon S3 B HEFEMNE.,

2. [ Lake Formation 5EfHE4R.

3. FREBFEEZRHERRFREN AWS Glue E#R , £ Data Catalog FEMV S B 8%, ERE. ERERM
¥WiRES B 8#R B 1£ Data Catalog # , i[5 Lake Formation 5.

4. £/ Lake Formation 5F ] , #43E B k. ERENERRNEFEER TER DA, E7SEH
Lake Formation BE&#5H, Af#M OLTP REERFMFEUERFIBER , LA E R SIBRMNE R
BRI R 2 BB

RE |, ERDWEI AT AR Athena F Y SQL &E#3%Ei8 Data Catalog FEIFIEE R , MEZEBN
ERSNERRRER. oM USTES SQL £ , #ZERFRFHEER K EREEREREE
RN THEERIMAR

#% Data Catalog E#R E I\ EPE B RIRAY SO R

& Z#% AWS Glue Data Catalog E#RE/NIBERIHKIR, [@ Lake Formation FEHER , ARREBME R
%, BEETHTIIER

® Note

F M3 Lake Formation EXHEE B T AWS Glue BEELLEEENTER KR , W ET
B& B &%,

1. B IAM Af,
- BUYEEXEFITNAG , UHBBE L HEATER KRRV ERFAENER (Lambda &
(. Amazon S3 EHRFETE. IAM AEF AWS Glue E#R ) -

- BEVEEMXEREHFTHNACKREZE AWS Glue EEBE M (Lambda EEHM Amazon S3 5 Hf#
78788 ) . EER M Lake Formation SEHEREEEENAE,
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& EZ# M Lake Formation REEBNFZERHEPHNER |, BB @ Lake Formation #Eft AWS
Glue E#R, FEHIEHRM , Lake Formation A& E A ERHEH4E Amazon Athena LLEHEH S

BRI,

A NEBEHR Amazon S3 fFEFZETFEMN Lambda BNEH Selects Describeffdl,

» s3:ListBucket
+ s3:GetObject

* lambda:lnvokeFunction

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"s3.x"
1,
"Resource": [
"s3://"+"Your_Bucket_name"+"Your_Spill_Prefix/*",
"s3://"+"Your_Bucket_name>"+"Your_Spill_Prefix"

]

"Sid": "lambdainvoke",

"Effect": "Allow",

"Action": "lambda:InvokeFunction",
"Resource": "lambda_function_arn"

"Sid": "gluepolicy",
"Effect": "Allow",
"Action": "glue:*",
"Resource": "*"

« BTIEEBERHEEARNEMERDN IAM A
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [
"lakeformation.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}

c FMESENERHEEESNEAEEAEM iam: PassRole #F T,

LUTEEFHRHFTHRNBRBEK. UEMH AWS IREEEME <account-id> , WA ABZBEUL

<role-name>,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam: :<account-id>:role/<role-name>"
]
}
]
}

- ZE7 Data Catalog FEVHE B #% , FREZEEAN IAM A& R Lake Formation ERHE
BE 6 FERWBEERHERE (aws lakeformation get-data-lake-settings)s

MBHEFEERHHEES |, B|FEE Lake Formation CREATE_CATALOGEFRI FaEEE M B 8%, T3
EPIFE RN TR B EFTEMNEFT

aws lakeformation grant-permissions \
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--cli-input-json \

{
"Principal": {
"DatalLakePrincipalIdentifier":"arn:aws:iam::123456789012:role/non-
admin'

.

"Resource": {
"Catalog": {

}

.

"Permissions": [
"CREATE_CATALOG",
"DESCRIBE"

]

)

2. AWSKMS IREEREFZESRRMAZERNRFETNESR , FHTIERBKRTBESR,
RIS EMEY AWS IR3E , WIEEABRE. RIBEAR , ERSEM KMS RIBINE. Lake
Formation 12231 BF] KMS &R LETMZENRIR. NREFEAFFZESR  RLEREE
TRBRTEEER,

%

\

MEEEEFEECRYANHMAEN , ROUEF ISR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1)
"Resource": "arn:aws:kms:us-east-1:123456789012:key/key-1"
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£/ AWS Glue E#RZEMBIS B &%

= E#% AWS Glue Data Catalog E#EEIAFERRIR , BFEEFEH AWS Glue RUAEAIBERI K
RBANER, BALUER AWS Glue £ &, B AWS Glue E#R API #1 Amazon SageMaker
Lakehouse 1% & R E LER

MEFEE I AWS Glue BFRIZELHRA , 5528 (AWS Glue A BIER) PHERZERRE
Amazon SageMaker Lakehouse H % 3 ELR

EEAEHBMSERKRHITEMR , Lake Formation SRRHAZEAER |, LA AWS Glue ERFIEE
By AWS Lambda BN , TR ERIRIREEE F @ E R 4.

AWS Management Console
RABER KRB S B HKIWEREHFAT ( EEA
1. BARK Lake Formation A , #8itA https://console.aws.amazon.com/lakeformation/s
2. EEEERKD  EEEHBEHTHEK
3. EHUE B&EE,
4. HERTEESHFHMEAEEL K WATIER :
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Step 1
@ Set catalog details

Set catalog details

Create a catalog in the Data Catalog.

Step 2 - optional
@ Grant permissions

Step 3
@ Review and create

Catalog details

A catalog is the top level in the Data Catalog's three-level data hierarchy and contains Data Catalog objects.

Name

[ snowflake-catalog

Catalog name is required, in lowercase characters, and no longer than 255 characters.

Type

[ Federated catalog

Source

[ Snowflake

Connection

[ mysnowflakeconn

Description - optional

[Enter a description

Descriptions can be up to 2048 characters long.

Register Glue connection with Lake Formation
You can access this catalog from AWS Glue data connections.

IAM role
Choose a role that has permissions to invoke an AWS Glue connector.

[ Admin

D)@ G=D

Create an IAM role [2

Activate the connector and connect to the data source.

A connector is a piece of code that runs on AWS Lambda that translates between the target data source and query engine (Athena).

Encryption options

Your data is encrypted by default with a key that AWS owns and manages for you. To choose a different key, customize your encryption settings.

(] Customize encryption settings
To use the default key, clear this option.

Cancel Skip to Review and create Next

- B -BESBESNE-—EE, SBEEEE  HYEAANE. EBEZAES 255 @F T,

R

- FE - EREBRSBERERBHEE,

« KR -RTHNBE

PREBERNRR, BHBERECEYERNERREFE, WFRYNTE

BIAGR AWS Glue EIREVFMER , F2B ( AWS Glue BB ARIER) PHSERSREY

BRI Amazon SageMaker Lakehouse H 2 3 E#R o

- ER - BRERANERRIR AWS Glue Ei#R,
« BR - W ARRERRIFEL 2 B Sk,

iZ1E Lake Formation 8 IAM B8& | LUEE , AEHSIBREMAEAER , LMRERRRFEIE
B, hAEBHEEMBIENTT , FEEFE AWS Glue EFI A Lambda BB , FRER IR

ERRREIER,

B AILE IAM EREHREUFTNAE,
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AWS Lake Formation HEABEE
MEXHENET |, B5ZE# Data Catalog E4E E SN E B R H o R R — 8o
6. EEEIE MMAEESREEZERRIR , & Athena BEABITBIS LM,

WMEXENEEREE , 528 (Amazon Athena R EIERE) FHEMEMNELR,

7. MERE-MREBVEFEFABITEWMRMNBE & , FEELITMBRERE, sEEAEA=
R, BLAREMBTZESRBERTEE KMS £,

8. EET—F 6 BURTHMETA
9. ERFHAUEEL , BEEXMEEFA,
10. EFEFFUERL , BERERTHERTANGFITEE,
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v

h

Add permissions

Principals

Choose the principals to grant permissions.

X

© IAM users and roles
Users or roles from this AWS
account.

() SAML users and groups
SAML users and group or
QuickSight ARNs.

(O External accounts
AWS account, AWS organization
or IAM principal outside of this
account

IAM users and roles
Add one or more IAM users or roles.

[ Choose IAM principals to add

UserRole X
Role

Catalog permissions

Choose the permissions to grant on the catalog. Choosing Super user overwrites individual permissions, granting

unrestricted administrative access.

(C) super user

A super user has unrestricted administrative privileges to perform any operation on all resources within the catalog (databases, tables,

and views),

Catalog permissions
Choose specific access permissions to grant.

Create [C] Describe
database

(7] Alter

(7] Drop

Grantable permissions
Choose the permission that can be granted to others.

Create [C] Describe (O] Alter
database

D Drop

(C] Super
This permission is the union of all the individual permissions to
the left, and supersedes them.

D Super

This permission allows the principal to grant any of the
permissions to the left, and supersedes those grantable
permissions.

Core) @il

- EERARRT , BEZRARE  AREEZRAUR T,

< IAM ERENAG - 1 IAM ERAENA

FEPEE-RZEEAERHE,
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- SAML A& FEHE - ¥ SAML # Amazon QuickSight £ & FMEE , BAER
SAML BiE 5 & REFAEAY — 2 % {8 Amazon Resource Name (ARNSs) , 5 Amazon
QuickSight 1§ i & = B #HARNs, 7E&1E ARN Z %1% Enter.,

- EFfUERT , BEGFAMAR TR,

HEESEFAT , ERNERTH-—HZEFFTA.
BEBRRERE  BRTFTERAMBERTZRENEETFT,

ERTHAT , BEERTFRHEATURTHE AWS tRF R EMEFTANFTA, EEEN TR
FREFATET IAM B , TXEIER,

1. BET-SUREAEALEY B, BEFERRTNBE B &,

BERERESR AN AEMNBSER,

Data lake locations (7) @ Actions ¥ Register location
[ Q, Find data lake storage ] 1 i3
Data lake location v | 1AMrole v | Location Type v | Permission mode v Last modified v
@) ddb_ds_3[3 SageMakerStudioQueryExecutionR... Federated connection Lake Formation November 26, 2024 at 10:34 PM UTC
@) postgre_db2 [ SageMakerStudioQueryExecutionR... Federated connection Lake Formation November 24, 2024 at 11:12 AM UTC
@) sf_dsz2 [2 SageMakerStudioQueryExecutionR... Federated connection Lake Formation November 24, 2024 at 3:27 AM UTC
O s3://amazon-sagemaker-5390106... datazone_usr_role_50wwm8ts855... Amazon 53 Lake Formation November 24, 2024 at 3:10 AM UTC
@) ddb_ds_2 [2 SageMakerStudioQueryExecutionR. .. Federated connection Lake Formation November 24, 2024 at 3:05 AM UTC
@] s3://amazon-sagemaker-5390106... datazone_usr_role_adtmv7d4im9s... Amazon 53 Lake Formation November 23, 2024 at 9:15 PM UTC
@] s3://data-lake-pk-us-east-2 [2 AwsserviceRoleForLakeFormation... Amazon 53 Hybrid access mode November 21, 2024 at 7:40 PM UTC

AWS CLI
RN ERRFREYBS B FIRESFT
1. THEHIREBIMMEL AWS Glue EER

aws glue create-connection
--connection-input \
{
"Name": "DynamoDB connection",
"ConnectionType": "DYNAMODB",
"Description": "A connection created for DynamoDB",
"ConnectionProperties": {3},
"AthenaProperties": "spill_prefix": "your_spill_prefix",
"lambda_function_arn": "Lambda_function_arn",
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"spill_bucket": "Your_Bucket_name",
"AuthenticationConfiguration": {3}

} 1

2. T5|&HREm[E Lake Formation 5 AWS Glue E#R.

aws lakeformation register-resource
--cli-input-json \
{"ResourceArn":"arn:aws:glue:us-east-1:123456789012:connection/
dynamo", "RoleArn":"arn:aws:iam::123456789012:role/
AdminTelemetry","WithFederation":true}

3. THEHIREBUMARIE B #%.

aws glue create-catalog
--cli-input-json \

"{
"Name":"ddbcatalog",
"CatalogInput":{"CatalogProperties":{"DataLakeAccessProperties":

{"DataTransferRole":"arn:aws:iam::123456789012:role/role name"}},
"CreateDatabaseDefaultPermissions":[],
"CreateTableDefaultPermissions":[],
"FederatedCatalog":{"ConnectionName":"dynamo", "Identifier":"dynamo"}

}

}l

W15 B s

HASETHNERRER , €7 F AWS Glue Z ¥ FEM B & AWS Glue Data Catalog. 23 B &2
% , WA LA Lake Formation 2 A% RIZEKHFNEREMER K AWS CLI, AR

1. BFARK Lake Formation #2 & , #8ik A https://console.aws.amazon.com/lakeformation/.

2. TERERTRER &, BERARSRREHATAIMAE &%,
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Catalogs (11) @ Actions ¥ View ¥ Create catalog
A catalog is the top level in the Data Catalog's three-level data hierarchy and contains Data Catalog objects.
{ Q Find catalogs by name ] 1 o]
Name a [ Type v | Source v Owner account... ¥ Shared resource Vv Shared resourc... v Shared resource owner region v
O 80005 Default Default catalog 0005 - - -
(@) bkaiyuan_nscatal... Federated Redshift 0005 - - -
O bkaiyuan_test_ca... Federated - 0005 - - -
O linkcontainer-leon Managed Catalog Link container 0005 - - -
(@) mymulticatalog Federated TPCDS 0005 - - -
O test-bug-share Federated Redshift 0005 - - -
(@) test-zetl Managed Redshift 0005 - - -
O  test-zetl-mwg Managed Redshift 0005 - - -
O tpcdscatalog Federated TPCDS 0005 - - -
@] yansoncatalog2 Federated Redshift 0005 - - -
(@) zetltest123 Managed Redshift 0005 - - -
3. WBEFRIERK , UBRREZTEESNENENERK, HFEESLIRFPINERENERE

EERAMIRFHFHAENENERRNER , ARBIRFFRERETHNER,

Catalog summary

Name Data encryption 1AM role
451785580005 - -
Catalog ARN KMS key for optimization

[0 arn:aws:glue:us-west-2:451785580005:catalog -

Objects Permissions Table optimizations
Databases (1/14) @
[ Q, Find databases ]
Views [2
Name 'y Owner account ID v | Lake Fo... ¥ | Default... ¥ | Shared ... ¥ | Shared ... ¥ | Shared... ¥ Amazo... Vv Descript... ¥

[ [ arfarajpostgresqldb = Lake Form... - - - - - ]

O aws:cloudtrail - Lake Form... - - - - -

O default - Lake Form... - - - - -

O  gluedynamodb - Lake Form... - - - - -

O mysnowflakedb - Lake Form... - - - - -

O snowflakedb - Lake Form... - - - - -

O test-db-0737fa687d584b2d9ab72fbd... - Lake Form... test-db-0... 45178558... - - -

O test-db-1927b03560764a4b81a276e9... - Lake Form... test-db-1... 45178558... - - -

O test-db-32ee54b6949b4fdd85b8ff066... - Lake Form... test-db-3... 45178558... - - -

O test-db-5978c2e076aa4583a28df124f... - Lake Form... test-db-5... 45178558... - - -

O test-db-5cebe417bf734eafbbeaf7d3d6... - Lake Form... test-db-5c... 45178558... - - -

O test-db-7fa7ca8de2b84232ae3e8dcf... - Lake Form... - - - http://db [2 database ...

O test-db-bb19fb486dc14ad68813612... - Lake Form... - - - http://dbﬂ database ...

O test-db-cdec6ecaa0f143b7b4d6f24a8. .. - Lake Form... test-db-cd... 45178558... - - -

4. BERATHERRER  UeRNERENETNERRK,
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AWS CLI 1215 B &M & ¥} E#Y €85

THIEHIRE A fE A RARER B 8% AWS CLI

aws glue get-catalog \
--catalog-id 123456789012:dynamodbcatalog

T3 A B R WMFE R RS R AYFRE B #%o

aws glue get-catalogs \
--recursive

THIEHIFERBERSNMAEIE B HFHERE,

aws glue get-database \
--catalog-id 123456789012:dynamodbcatalog
--database-name database name

MRS B 8%

BRI LAE A AWS Glue Data Catalog glue:DeleteCatalogi®¥E=k AWS Lake Formation £ 5

RBREHE FRI MBS B 8%,
MERBIS B8 (E#ER)

1. BARX Lake Formation £# & , #8it A https://console.aws.amazon.com/lakeformation/o

2. HEBERT , REENEETHNEH,
3. feBE&BETREEMBRNE K.

4. BEFEBEMER.
5

BEIEFR RO, B B SAERER B &P MER,
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r ~
Delete catalog gluebqcatalog X

Permanently delete catalog gluebgcatalog? This action can't be undone.

[ /N Proceeding with this action will delete the catalog. ]

To confirm this deletion, type gluebqcatalog.

[ gluebqcatalog ]

Cancel Drop

I ER B B 8% (CLI)

aws glue delete-catalog
--catalog-id 123456789012:catalog name

ERBEE &%
BHTEFHMEER 2% | PTER Athena BALBAHEHABA B EPHERE.

EEEBMEERETREINMBRER R , ZFXEALZEESE Lake Formation Create tablefy Drop
A,

MFEHR F Data Catalog T T FFMEF , 528 X T Data Catalog ERHIFF A

WMER EHER B FNFFHEE Amazon Athena , 582 B (Amazon Athena R &) PHAWS
Glue Data Catalog # &7 Amazon Athena.

Ht &R

EAXREERXES , BARTER D MEANMEBE—, fi—NHER K T2 FRNEAFRESIE
FUHAIBER |, E¥E Amazon Redshift B2 M Amazon DynamoDB EHIE, EESRER N
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TRERNBHACEEERFIES A URRBRBRENTIRRENFIRNZIRE, EREBNEE
BEtE  FARHEFREMNSRMYE  EMINREBESIRFEE,

+ £ Amazon SageMaker Lakehouse fi B & & Amazon Athena B & &# Amazon SageMaker

f£ H %37 Amazon S3 Tables B # AWS Glue Data Catalog

Amazon S3 Tables IRMUEBEMEHHE ST TEEBHKELH S3 HFHE , TXEZSEHANEE , FEREX
K, S3Tables FHEREEREFNREFITEER D . EHRREAETE  HEBERRREEATE
R S3 ERIRAEZE Apache Iceberg 1Z# | TEEERE RNEHS|Z | 0 Apache Spark ,
#2 & Amazon S3 BRI RBEFTEINRBEXER.

IBA L% Amazon S3 BRI R EBAERKRE AWS Glue Data Catalog ( EXIE &% ) S , I
Lake Formation 32 & SE A RS APIs #§ B $%5E A Lake Formation ERMLE .,

MEFMER , 5528 (Amazon Simple Storage Service fFREER) THEEFEH Amazon S3
Tables B2 AWS 2 #7 R#% -

N

&

+ Data Catalog #1 Lake Formation & HEE T

« #% Amazon S3 B ¥k B #E2 Data Catalog # Lake Formation Z4& 1 50 RIE 4
« BH Amazon S3 Tables 4

- £ S3ERREBTEVENENERR

« £33 —1fE AWS 1RF F 5 Amazon S3 BRI RFEFLTE

- BFHH

Data Catalog 1 Lake Formation &K E®EHF

B 184 S3 B ¥k B #82 Data Catalog 1 Lake Formation &8 |, AWS Glue RIS EEIRFHFERR
Data Catalog s3tablescatalogfZBu &% HWE—BSE & AWS B, BEGUT AR E
R FBES B 8% AWS BiE THFTE Amazon S3 ERKRFEFTRER -

- Amazon S3 ERl&k@#FET#E KA Data Catalog FHIZEMR B .

 FHEABER) Amazon S3 A& Z B | 1E Data Catalog PRt AERIE,

- ERRFBEEFTEPHN Amazon S3 ERRERBER B HEPNERK,

1£ Data Catalog F#3I Amazon S3 B}k B 8 336
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Account: A
AWS Glue Data Catalog
@ Default Catalog
S3 Tables - D s3tablescatalog (Account level container)
o “Table bucket = Catélc-)g- [
Table Bucket A o Catalog (Table bucket A)
& Namespace = Database -
| Namespace A , 7 Database (Namespace A)
TableA " rables-Tabies i @) Table A
. HlTableB . @ TableB
Il Table C ® TableC
- Table Bucket B ‘ Catalog (Table bucket B)
Il Table Bucket C @ Catalog (Table bucket C)

B Lake Formation &% , WA EER KM FITEE &P EIL Apache Iceberg Bk , WiEIBE
&1 AWS 2 #1512 Amazon Athena , #l20 Amazon EMR M & =4 0 5| ZRIFZEHE M.

#& Amazon S3 E#K B #8 Data Catalog # Lake Formation &K 5t iR 1%
#

LAF 2EA Amazon S3 B #&K B AWS Glue Data Catalog Hl B4 1 5 R RH AWS Lake
Formation,

1. AWS S HTIREEEEFECEN. NREZCREHAEREANES , S EEEHETNES,
T8 K EFNEESEFAIRENESRE. REENES .
1. 5% , MIER Lake Formation FIRER S3 BRIk B %K. ZEMBREHK , B
#tS3tablescatalog B #FE IR A & , AR BERBEDMER.
2. #F  BUHEM BERMLES3tablescatalog,
a. 1 Lake Formation I AMEERERT , BEEEMIE.,
b. EEULE , AREBIERERTEEBR,
c. HRMFRRTK , FREBK,

MEBCHEME ML ERNFEMERE |, 55268 BUEEEM Amazon S3 V& — &,
d. 1% , EfE secton EYF Amazon S3 Tables 24 HHNEHEESS R,
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2

EERA Amazon S3 ERIKRE S K |, Lake Formation B &5

it S3 ERKRMIE, ZE[M Lake Formation M E R KR FEEFET

BNVE 6 BFEEEF lakeformation:RegisterResource,
lakeformation:RegisterResourceWithPrivilegedAccess#l
lakeformation:CreateCatalog®F iy IAM Af/ERE, EEEELEHTHNIIEEEREFRHE
atfl B #{VE R , Lake Formation & B BN R T b I (L EAIDATA_LOCATION_ACCESSFF A , 7t
FHUBFEAZECTMNERMLE EBITATE B Lake Formation ##4E,

B S3 B REEHE | MEEIRIZ Lake Formation B9 IAM BERIZHEAEZTE , UAHE
HEE. B8 S3 ERKRFHEEFITEM Lake Formation ERMZEUE IAM B, [6 Lake Formation
HMERRBEEITBIFERAN IAM BREETHET

"Version": "2012-10-17",

"Statement": [

{
"Sid": "LakeFormationPermissionsForS3ListTableBucket",
"Effect": "Allow",
"Action": [
"s3tables:ListTableBuckets"
1,
"Resource": [
nn
]
},
{
"Sid": "LakeFormationDataAccessPermissionsForS3TableBucket",

"Effect": "Allow",

"Action": [

"s3tables:
"s3tables:
"s3tables:
:GetNamespace",
"s3tables:
"s3tables:
"s3tables:
"s3tables:
"s3tables:
"s3tables:
"s3tables:
"s3tables:
"s3tables:

"s3tables

CreateTableBucket",
GetTableBucket",
CreateNamespace",

ListNamespaces",
DeleteNamespace",
DeleteTableBucket",
CreateTable",

DeleteTable",

GetTable",

ListTables",

RenameTable",
UpdateTableMetadatalocation",

TORIRE
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"s3tables:GetTableMetadatalLocation",
"s3tables:GetTableData",
"s3tables:PutTableData"

1,

"Resource": [
"arn:aws:s3tables:us-east-1:123456789012:bucket/*"

MEFEFHMET  F2EARERCENABER,

4. BTIEEBERIMTEE IAM A€ |, LLAFF Lake Formation lREREAE , WA RFBERERE
BNDHEIE,

{
"Effect": "Allow",
"Principal": {
"Service": "lakeformation.amazonaws.com"
1,
"Action": [

"sts:AssumeRole",
"sts:SetSourceldentity",
"sts:SetContext" # add action to trust relationship when using IAM Identity
center principals with Lake Formation
]
}

EXF Amazon S3 Tables 4

O] LAEH Amazon S3 £ AE T Amazon S3 BRI RHEFITHE | WigHE AWS 2 TRFEES. W
BB |, BSBEE AWS D TRFEEH Amazon S3 Tables,

£ # AWS Lake Formation , 8 RI BAE A Lake Formation 2 &M BUAEE AWS Glue Data
Catalog 1 #9 Amazon S3 Tables AWS Lake Formation #4& AWS CLI,

#& Amazon S3 Tables B2 Data Catalog # Lake Formation ( ¥##& ) B4

1. BARX Lake Formation £ & |, #uk A hitps://console.aws.amazon.com/lakeformation/,

2. EEEERT , REERBEHTHERK,

BtH Amazon S3 Tables & 339
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3. HEBEHEMELZEERMA S3IERKRES,

Catalogs

v How it works

Create a catalog Manage catalog permissions Access from query editors
Register Redshift databases as catalogs in the Data Catalog. Manage permissions for specific catalogs, databases, tables Access catalog objects from Redshift Query Editor v2 [ and
Learn more [2 and fine-grained data access. Learn more [ Athena Console [2.

[ (@ Automatically create a catalog from an S3 table bucket. Allows external engines to access data in Amazon S3 locations with full table access. ( Enable S3 Table integration ) X J
Catalogs (2) Info @ Actions ¥ View ¥ Create catalog

A catalog is the top level in the Data Catalog's three-level data hierarchy and contains Data Catalog objects.

[ Q Find catalogs by name ] 1 frx}

Name 'S | Type v Source v ‘Owner account ID ¥ Shared resource ¥ Shared resourc... V¥ Shared resource ... ¥

4. BIZEE{H Lake Formation FIEF K IAM A€ | BUIBESEAEREHE O TEHSIE, NEL
EENMERMEBENTT , B2 R RH —Histep3-permissionsHY

Enable S3 Table integration X

Once integration is enabled, every table bucket in this account and region will automatically be available
under the s3tablescatalog catalog in AWS Data Catalog.

Select a principal to register
AWS LakeFormation needs to be able to call 53 Tables APls on your behalf to retrieve 53 Table buckets, namespace, and tables.
S3 tables must be registered with AWS LakeFormation with an [AM role that can be assumed.

Select a role to register v

[T Allow external engines to acces data in Amazon S3 locations with full table
access

Cancel Enable

() When you register an S3 tables catalog in Lake Formation, the registering principal automatically
receives permissions to perform all supported Lake Formation operations on the registered data

location.

5 EINAHFNZSIZEATEERKXREFERIERZE Amazon S3VEFNER, ELBAE=55%
I EEERRFZEE | Lake Formation BE#EGEAERERZTE=H5IZ , MAEIT IAM T
BEERERERF, EXRTEELM Lake Formation Bl EIIE4IEAZTEFIMNER XK,
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6.

7.

iBE A . S3Tables WHBSHZEFIEEBEHKFE, ELRMA S3 ERNKRBKREESKR , K20
Lake Formation 5t S3 ERIRBEEFEITENERMVE.,

EER S RE B ST  TRFIRTHMER,

© Success X
Successfully created catalog s3tablescatalog.

s3tablescatalog ©

Catalog summary

Name Permissions for newly created tables Description
s3tablescatalog - -

Catalog connection details
Connect to data stored in lakes, warehouses, and other external data sources and publish to unified Iceberg data catalog.

Access for Open Source Engine 1AM role

Namespace register status KMS key
@ Registered to AWS Data Catalog -

Objects Permissions

Data permissions for catalog s3tablescatalog (1) @ Revoke Grant

[ Q Filter permissions by property or value ] 1 o]
O Principal 4 | Princip... ¥ | Princip... ¥ | Resour.. ¥ | Database ¥ | Table v Resource V | Catalog ¥ | LF-Tagex.. | Permissions | Grantable | RAMF
O Admin IAM role arn:awsia... Catalog - - - 45178558... - All, Alter, ... All, Alter, ...

EEBVZEMRB % , 5528 (Amazon Simple Storage Service &) FHETERRGH
FEFE 8,

#& Amazon S3 BRI REE R H &M Lake Formation (CLI) &

1.

2.

#% S3 Tables B #5F A Lake Formation ERMIE,

aws lakeformation register-resource \
--resource-arn 'arn:aws:s3tables:us-east-1:123456789012:bucket/*' \
--role-arn 'arn:aws:iam::123456789012:ro0le/LakeFormationDataAccessRole' \
--with-federation
--with-privileged-access

B3 B #%.

aws glue create-catalog --cli-input-json file://input.json

"{
"Name": "s3tablescatalog",
"CatalogInput" : {
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"FederatedCatalog": {
"Identifier": "arn:aws:s3tables:us-east-1:123456789012:bucket/*",
"ConnectionName": "aws:s3tables"

iy

"CreateDatabaseDefaultPermissions": [],
"CreateTableDefaultPermissions": []

£ SIS ERKRBEHZPELENENERRK

BRI LA ERERMBME Apache Iceberg ERIR , UREBIUERKRRER S ERKAZPERNG
BRRANNVE,

BUERE (X#28)

1. 7E https : //https://console.aws.amazon.com/lakeformation/ BRI Lake Formation £ & , W E
HHEEESHENERYES T E A

2. TEEBEBEIKD , 1B Data Catalog FTHIERIE,

3. EEEBVEHE.

4. EEVENEREEL  ZEEERERE  ARBATIFMEES

- BB -ERENHE 2R
- ERIE&K - RIE SIS ERKRE K. ERESNVALE &S,
- HR - (ER ) SRR NVE,

« MTERRHN IAM FEEES] - BE M RIES L EREFRERKRER IAM FEEZE. 0%
LRENMEERER |, F2REEE RN ERRE — .

- BERVERE, SUNUERE SSERRBKTEYUNERE,

fEF B EFE AWS CLI
T3 CLI sn SRR S3 ERREBFHPEVERE,

aws glue create-database
--region us-east-1 \
--catalog-id "123456789012:s3tablescatalog/test" \
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--database-input \
"{ "Name": "testglueclidbcreation" }'

B ER R (AWS Management Console)

EAILAE A Lake Formation 12 A 5 APl , 7£ S3 E#l5R B # & 3L Apache Iceberg AWS Glue
CreateTabledh#EER &K,

1. BARK Lake Formation 12 #& |, #8it A https : //https://console.aws.amazon.com/
lakeformation/CreateTable,

2. HEEEHEIKD B2 Data Catalog THERIK,

3. EEEVERK.

4. HEEUVERKERL K WAERKRFEES
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Create table ..«

Table details
Create a table in the Data Catalog.

Name

[ Enter a name ]

If you plan to access the table from Amazon Athena, then the name should be under 256 characters and contain only lowercase letters (a-
z), numbers (0-9), and underscore {_). For more information, see Athena names E

Catalog
Table is contained within this catalog.

[ __ ______ __ s3tablescatalog/bucketl v ] @

Create a catalog E

Database
Table is contained within this database.

[ databaser v | @

Create database E

Table format

© Apache Iceberg Table

Create a table in the Apache Iceberg table format

SChema Info ( Upload schema ) Delete Edit Add column

View and manage table schema.

[ Q. Find columns ] 1 &

No available schema

- AR -BAERKRNE—BRE,
- B -#E S3 ERREKMAE K,
- BRE-BE SIS ERKREZRTHNERE,
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o« IR - I AERRAVEIR,

- FERHET - BRIEFEERRLTEERRNERNNENRE, SUERENZAERER
HEBEMGHBEIR. lceberg TREERVENRCEREEBEEN S BE, BTUEA
Athena EFREMNERRGEBER , UREH 2 EI[EH Spark £,

5 BEEXR.
B EE R (AWS CLI)

aws glue create-table \

--database-name "testglueclidbcreation" \

--catalog-id "123456789012:s3tablescatalog/test" \

--region us-east-1 \

--table-input \

'"{ "Name": "testtablegluecli", "Parameters": { "format": "ICEBERG" },
"StorageDescriptor": { "Columns": [ {"Name": "x", "Type": "int", "Parameters":
{"required": "true"}} 1 } }'

EZ—1@ AWS tRFE 5T Amazon S3 ERIREFETE

BRI L AE S — 18 AWS IR F H#Y Lake Formation 1Rk F s fHE Bl Amazon S3 BRI &R FRr# (ARN 1%
I : arn:aws:s3tables:us-east-1:account-id:bucket/bucket-name). HIfN , &7 LAHEMR
F B B Lake Formation FHYIRF A EEER R FETE.

TR

FRIRE IR M FRr B 8l -

ERE A BT ERKRFGHEEZTE,

ERFBHEVEAREFIFEIMEETHN IAM A€,

wnEE M Lake Formation EMERI KRBT RBATET UNFMAER , 528 1§ Amazon S3 EXEE
#%Ed Data Catalog #1 Lake Formation B& ) Fo 3 RIRH

EERERE S3 ERKBHNIREPEMERRRBFITE.

HREBIRFFN , AMENRFEEFTRESEENAGLAREREENINIRFAAE® | T RFEE
RERFIE. LABEEMLER S3 Tables IAM BIES BEFEUREITREIR.
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BikFER R EFIrEEM

ETIEFF , tkF A ZEES IRFHEIR , MikF B RREMERRFEFTRUAEEFIG TN
o

1. B AMRFE A AWS Management Console A

BRI R https://console.aws.amazon.com/s3/ B Amazon S3 £# A,

2. BUEBERKRMEIE, WFEFAEH , 528 (Amazon S3 FAEIER) FNEITERKRFHE
ATRE.

3. HiRF B FEMBERKRRAFITR,

A ®IEF A [RE B F 8 Lake Formation AWS CLI 53 &E B RFEFETE,

aws lakeformation register-resource \

--resource-arn 'arn:aws:s3tables:us-east-l:account-A-id:bucket/single-bucket-name'
\

--role-arn arn:aws:iam::account-B-id:role/role-name \

--region us-east-1

# account-A-id, single-bucket-name., account-B-id Fl role-name BMfX BB 4EEE.

4. #EZ , BIRF B PHERNKRMEEFIEEME %,

£/ #1 B# AWS CLI,

aws glue create-catalog --region us-east-1 \
--cli-input-json \
{
"Name": "catalog-name",
"CatalogInput" : {
"FederatedCatalog": {
"Identifier": "arn:aws:s3tables:us-east-1:account A:bucket/single-bucket-
name",
"ConnectionName": "aws:s3tables"
b
"CreateDatabaseDefaultPermissions": [],
"CreateTableDefaultPermissions": []
}
}l
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# catalog-name. account-A-id 1 bucket-name BRI BB IFEE,

T3 CLI AR & At B & FAEF.

aws glue get-catalog \
--catalog-id account-id:catalog-name \
--region us-east-1

5. #EE A HIWRF B FHMEMHBHKPELERENERK,
BYERE,

aws glue create-database \
--region us-east-1 \
--catalog-id "account-B-id:catalog-name" \
--database-input \
{
"Name": "database-name"

}l
BY &R

aws glue create-table \
--database-name database-name \
--catalog-id account-B-id:catalog-name\
--region us-east-1 \
--table-input \
{
"Name": "table-name",
"Parameters": {
"format": "ICEBERG"
1,
"StorageDescriptor": {
"Columns": [
{"Name": "x", "Type": "int", "Parameters": {"required": "true"}}

]

} 1

# database-name, account-B-id, catalog-name ] table-name Bl B RS EE,
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6. THIEHIREIAIMRIR B EHVWH.

BREREFEE

%II

aws glue get-database \
--name database-name \
--catalog-id account-B-id:catalog-name \
--region us-east-1

BRERRFHEER,

aws glue get-table \
--name table-name \
--database-name database-name \
--catalog-id account-B-id:catalog-name \
--region us-east-1

# database-name. account-B-id, catalog-name # table-name VX B &R S EE,

RFEFA

# S3 BRIKRE BE 2% AWS Lake Formation , 1L A S3 ERIKR B &M B &YWH ( ERXREE
BrEE. ERE. ERX ) WHFITRFIREFHNEM IAM SEFIEHAE, Lake Formation FF A Al &R A
Amazon Redshift Spectrum #l Athena FE S 2SI ZBNFEREEEERR., ERENERYIERE
HERNFEURS,

&R LAEIB & Lake Formation FFAI R F/AEB AWS #RF |, EANEIIRF HRABREMER K, AR, £
REALHITEANER , UESERFBENEDERNR, EQEAMIRFHAABRERE RS
FRERALUBRAEZER  RBERTEERB &P K

ERRASIRFHAAENENENKRE , BAERBREREFT,

MERFHFARGEMRN | 520 B Lake Formation 5 7] —§f,

FEHE K Amazon S3 BEREK

i S3ERKREZPRTENEIENRNEBIRFHIR  FEFNER , KFEBRRVHAAERENE
BERNWEFER
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1. ZENHIRF (BRHEAERNIIKRF ) B, BEYENEERER. WFEFARE , #2808 2yt
F Data Catalog ERENERER.

BYEREERERZR CLI 4

aws glue create-database
--region us-east-1
--catalog-id "111122223333"
--database-input \
{
"Name": "s3table_resourcelink",
"TargetDatabase": {
"CatalogId": "011426214932:s3tablescatalog/chmni-s3-table-bucket-011426214932",
"DatabaseName": "s3_table_ns"
1,
"CreateTableDefaultPermissions": []

}I
2. HERRERTFEIRFFA,

RS EF AR T A CLI 845

aws lakeformation grant-permissions \
--region us-east-1 \
--cli-input-json \

{
"Principal": {
"DatalakePrincipalIdentifier": "arn:aws:iam::111122223333:role/
S3TablesTestExecRole"
1,
"Resource": {

"Table": {
"CatalogId": "@11426214932:s3tablescatalog/chmni-s3-table-
bucket-011426214932",

"DatabaseName": "s3_table_ns",
"Name": "test_s3_iceberg_table"
}
.
"Permissions": [
"ALL"
]
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3. &EEREHELEF Lake Formation DESCRIBEZF ],

BF ERELHEREFATA CLI E44,

aws lakeformation grant-permissions \
--principal DatalLakePrincipalIdentifier=arn:aws:iam::111122223333:ro0le/
S3TablesTestExecRole
--resource Database='{CatalogId=111122223333;, Name=s3table_resourcelink}' \
--permissions DESCRIBE

£ FE I Amazon Redshift & B # AWS Glue Data Catalog

& B A1 AT 82 R A AT AM Amazon Redshift £ E & & &5 Amazon Redshift B3t , BEEFEA &2
M MEE Amazon Redshift 8% AWS Glue Data Catalog, & LA#E A glue:CreateCatalog
API =% AWS Lake Formation £# A& , AWS Glue #§ B # 8B E A Managedfl Catalog source
Redshift , L2 ZE B &%, LLZREHITTHEE

« 1£ Data Catalog 721 B %

« & B85 A Lake Formation &Ry &

« 33 Amazon Redshift & & [ fRes T/EEH#H

- EREREAYHER Amazon Redshift 7R 25 T #2480 Data Catalog

BYSERRIRENT (E#EH)

1. BARX Lake Formation £# & |, ##k A https://console.aws.amazon.com/lakeformation/o
HEEEERT , EEERB&THE K,

BEVE 3 B $%iRE,

EREBHFMEARD L , WA TIER :

w0 N

- BB -ZEAHNE-BB, SBEEEE  AXEFANE. EBRZAUES 255 @F 7. Ik
E.

- JFA _®$E Managed catalogfiis B &EAE,
- %77 - #ERedshiftE R,
o R - W ARERRFEEL Z B S HEIR,
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5. $&uLAEFATE Amazon EMR on Amazon EC2 E#1TH) Apache Spark FE A2\ R1ZE Y
Amazon Redshift E¥E AWS Glue Data Catalog.

5 7 & Apache Spark RESBEUME A Amazon Redshift 2EfF , AWS Glue RIS E
Amazon Redshift #5% , HR IS TERNEAREMENEENREER , MAgxTE
Amazon Redshift ERlE TEE R, ZHEFEEA IAM AERMHE Amazon S3 7T 2 &R
ERMENGTT. NEERERACGMENGT , F2K & 5 Amazon Redshift a5 % Z2 B #)
Jo R AWS Glue Data CatalogZERH IS BB 5,

6. MRIEFEEL , Amazon Redshift EEFNEREFERH AWS ZE S8, Lake Formation 1242
M EET KMS €8 LUEITIMZRNRE, IREFAEEFZESLER VAR ESBERTEES
i,

7. NMREBFERAEFZELB/RIME Amazon Redshift SEREFRNER , BREEHITNBRRE, &
EFABER , AL EARHMBETSESRBERIIEE KMS £, WFFHMEEN , F2EBE F
E ¥ Amazon Redshift 5% 2= B8 LR 4 AWS Glue Data Catalog.

8. MMEZRE-MREBVEFEFABITEWMRMBE & , FEEFELITMBRERE, sEELAE=
R, BLAREMBTZESRBERNEE KMS £,

9. EET—F K BIAUTRTHMETA.
10. ERFEFAUEEL , EEHMHEFA,
M. EFEFTERL , BERERTHERTANGFITEE,
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r 3
Add permissions X

Principals
Choose the principals to grant permissions.
© 1AM users and roles (O SAML users and groups (O External accounts
Users or roles from this AWS SAML users and group or AWS account, AWS organization
account. QuickSight ARNs. or IAM principal outside of this
account
IAM users and roles
Add one or more IAM users or roles.
[ Choose IAM principals to add v J
UserRole X
Role
Catalog permissions
Choose the permissions to grant on the catalog. Choosing Super user overwrites individual permissions, granting
unrestricted administrative access.
[C) Super user
A super user has unrestricted administrative privileges to perform any operation on all resources within the catalog (databases, tables,
and views).
Catalog permissions
Choose specific access permissions to grant.
Create (] Describe (] Alter (] super
database This permission is the union of all the individual permissions to
the left, and supersedes them.
() Drop
Grantable permissions
Choose the permission that can be granted to others.
Create (7] Describe () Alter (7] super
database This permission allows the principal to grant any of the
permissions to the left, and supersedes those grantable
D Drop permissions.
e
A A
= N = 3 s =r ~ =
s EEXAERYF  BEZAAEE  RARBEEZETAUR T,
PA EE oo A [
- IAMERENAR - IAMFRENARBFETRE—RZEEAERAE,
31 Amazon Redshift & H & 352
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« SAML /& MEHE - W SAML F Amazon QuickSight {# & MEE |, @ AEB SAML B
SRR & REEM — =% Amazon Resource Name (ARNSs) , 2 Amazon QuickSight {#
AENEHEARNs, E81E ARN 2 &1 Enter,

WEMA 2 ARNs FWEF , 5528 AWS CLI FF 8 AWS CLI 5o
- EHFTERD  EEFFAUMAEFHEFD,

HEESEFAT , ERNERTH—HZEFFA.
BEBRERERE  BTFTERAMBERTZRENEETFT,

AERTHAT , BEERFRHEATURTE AWS tRFPEMEFTANGTA, EEENIBIRF S
ATAERT IAM £8K , TXEIRIE,

12. BET-SUREAEALEV &, BHFESETITNZER &,

BuBS B & (CLI
.  THEFIRE MRS B %,

aws glue create-catalog --cli-input-json file://input.json

{
"Name": "CatalogName",
"CatalogInput": {
"Description": "Redshift published Catalog",
"CreateDatabaseDefaultPermissions" : [],
"CreateTableDefaultPermissions": [],
"CatalogProperties": {
"DatalLakeAccessProperties" : {
"DatalLakeAccess" : "true",
"DataTransferRole" : "DTR arn",
"KMSKey": "kms key arn'", // Optional
"CatalogType": "aws:redshift"
}
}
}

Glue get-catalog [E] f&
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aws glue get-catalog \
--catalog-id account-id:catalog-name \
--region us-east-1

Response:
{
"Catalog": {
"Name": "CatalogName",
"Description": "Glue Catalog for Redshift z-etl use case",
"CreateDatabaseDefaultPermissions™ : [],
"CreateTableDefaultPermissions": [],
"CatalogProperties": {
"DatalLakeAccessProperties" : {
"DatalLakeAccess": "true",
"DataTransferRole": "DTR arn",
"KMSKey": "kms key arn",
"ManagedWorkgroupName": "MWG name",
"ManagedWorkgroupStatus": "MWG status",
"RedshiftDatabaseName": "RS db name",
"NamespaceArn": "namespace key arn",
"CatalogType": "aws:redshift"

&2 Amazon Redshift EXl&E A HEREFA

{5 AWS Lake Formation , & 0] LL# Amazon Redshift Z& it EEERHAFMNER ., Amazon
Redshift 2 AWS Elm£ZEH PB RERNERRYE. EAERILATIEE , Amazon Redshift A7 Bh
& HRER AWS 1RFE, 213 Amazon Redshift EX i FMEEMAERR , B2/ Amazon Redshift Ff
ERL A,

<t

£ Amazon Redshift ¥ , £ EEREEHEESGREVERNAR , THEENHEESHA., UFEE
HEE B step-by-stepit ¥l , TSR BEUERIEEES,

R (BRHEEE ) BESERNARR B4 EAREERERAEIL AWS Glue Data Catalog &
E., EREFH LA Lake Formation FF A] RIZBHI¥ © M FE, Lake Formation &% =@ & ¥l AR
S ZE¥FEM Data Catalog EXIE, ELRTE Data Catalog FERABSERE,
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EEREEM Data Catalog A SPNERE , BABMSERE, Amazon Redshift EREAPHER K
MR gd AER B FPNEBER R, B LLEMERERF D Lake Formation Y E ik 5 #iZEEY
IAM =8 SAML FRELABESERE, SN IESERIINERBEGRIFGRIEZER , URHY
BEERWER, MEFMES , 5520 Lake Formation FHE R ERZMGFFRBRZ M4,

EEEMFAEFE Amazon Redshift &¢It |, WS AT T HIEE :

1. E#7 Data Catalog 5% E LA RX A Lake Formation 5F

2. 2R EH Amazon Redshift E EEEEEEEMNERHFEEE , W Lake Formation FEEME R
A,

SER IS EEE | O LLTE Lake Formation Data Catalog R EEE R A,
. BUBSERBEYERZERENT .

4. BEFAURTENENENKR ENERE, EUARMEERFREMEFPNERAEXAREERE
HERRNFE.

WERGINFMEER , F2BAmazon Redshift ERI3LF R,

x5

« 1£ Amazon Redshift ¥ F £ & E R A BY 50 R R4
« X Amazon Redshift & ARIEF A

- BEHBESERE

£ Amazon Redshift &Rl A £ 5% E&F ol 89 5 IR 544
F #785% Data Catalog % &

= Z R A Data Catalog BRI Lake Formation 58] , & &5 Lake Formation F I FEEX Data
Catalog fXE. MEFMEA , F2REERRFIELSEAREFIER,

ERTETA

BRTERHEEEHT (AWSLakeFormationDataAdmin) 24\ , 7 Lake Formation A#23 Amazon
Redshift ERI L AEZFEZTHIEFH :

* glue:PassConnection on aws:redshift

» redshift:AssociateDataShareConsumer
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 redshift:DescribeDataSharesForConsumer

e redshift:DescribeDataShares

ERREES IAM ERERBEEE THFT.

» data_location_access
» create_database

 lakefomation : registerResource

E%E Amazon Redshift &t FARIFF AT

AXTERALFTEE/NTSR  LESERHLAEHE. BUBMSERE  URRTFHAT. BUUEA
Lake Formation 32 A3 AWS Command Line Interface (AWS CLI), ZA&REE iy E B RHEERE
FREEERE. ERESNERBAE,

£ E—25 7 # Lake Formation IR FINEE |, 5528 Lake Formation R EIRF &R &

REER AT
1. REERHABBELEST
Console

1. LERHEES 59 & A Lake Formation £ 4 , #8it A https : //https:/
console.aws.amazon.com/lakeformation/, EBEZ &R HAEM,

2. RE R EREFINERLR, MEMEHEBNENLAZERE, FERERTED
MBEERLAR , R RESZIEREH,

3. FEMEENHARE  FENENHLARRE RRBRERREF. TEIIEEBERL
A mEBFEHEEN. BEEIUEIBFNIEBUIEBEBFE. WREEEHF , AE
EEIRERLHA

AWS CLI

THIEF RE AR, HEZMFMBEFE. UBERHN AWS 1RF ID BUX AWS RS ID, #% BX
fdata-share-arn£A28EZ &L AWER Amazon Resource Name (ARN),

1. RIBEFEBHE.
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aws redshift describe-data-shares \

--data-share-arn 'arn:aws:redshift:us-
east-1:111122223333:datashare:abcd1234-1234-abl12-cd34-1a2b3c4d5e6f/
federatedds' \

2. mMRENHH,

aws redshift associate-data-share-consumer \

--data-share-arn 'arn:aws:redshift:us-
east-1:111122223333:datashare:abcd1234-1234-abl2-cd34-1a2b3c4d5e6f/
federatedds' \

--consumer-arn 'arn:aws:glue:us-east-1:111122223333:catalog

3. 1 Lake Formation lRF &R A, £ RegisterResource API #{ETE Lake
Formation FEEMERIHE A, DataShareArnZ W A28 ResourceArn,

(® Note
ERVESR.

aws lakeformation register-resource \

--resource-arn 'arn:aws:redshift:us-
east-1:111122223333:datashare:abcd1234-1234-abl2-cd34-1a2b3c4d5e6f/
federatedds'

2. BUBERE.
EZENARERRE  LERRMIENEERLRAMEBE 2 Amazon Redshift B ERN &R E.
BN ARERHEESSEVERE,
Console
1. RBFERPENERLR  ARREREENEFAES.

2. EREEREFEERAD , MAER AN -2 BARBIR, SO ERLBBIFEE
B RIBEE (dbName.schema.table).

3. BET—# , #FFAURTHARAERNENENKR LNHMERSE

X E Amazon Redshift & AR EFAT 357
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AWS CLI

EATHEMNEXBELERE , ZENERGEA 2 Lake Formation # A # Amazon
Redshift £#E AWS CLI,

aws glue create-database --cli-input-json \

{
"CatalogId": "111122223333",
"DatabaseInput": {
"Name": "tahoedb",
"FederatedDatabase": {

"Identifier": "arn:aws:redshift:us-
east-1:111122223333:datashare:abcd1234-1234-ab12-cd34-1a2b3c4d5e6f/federatedds”,
"ConnectionName": "aws:redshift"
}
}
3
3. BFFAL

BIBREZR , BULHIRFIREFRNERE , A AWS 1RF MER. BB EER
5 Z Amazon Redshift BRI ANBASERELRFTEAERHT (BA, MR ) MPBERH
A (BFE, BE BY), IERTHUNWFHEENR , 528 2 Lake Formation 577,

@ Note

BEREMHEESR  LRERGABMSENETNERNSR, BRUTEMEMEE , £FE
HELERRRTEHCSESHT,

Console

1. ERTHUEEL  ENERTFIFIANEAE,
2. #&# Grant (8 ¥F).

AWS CLI

ERTHIEHIRER RTFERENERRFFAI AWS CLI :
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aws lakeformation grant-permissions --input-cli-json file://input.json

{
"Principal": {
"DatalLakePrincipalIdentifier": "arn:aws:iam::111122223333:user/non-
admin"
.
"Resource": {
"Database": {
"CatalogId": "111122223333",
"Name": "tahoedb"
}
.
"Permissions": [
"DESCRIBE"
1,
"PermissionsWithGrantOption": [
]
}

aws lakeformation grant-permissions --input-cli-json file://input.json

"Principal": {
"DatalakePrincipalIdentifier":
"arn:aws:iam::111122223333:user/non-admin"

b
"Resource": {
"Table": {
"CatalogId": "111122223333",
"DatabaseName": "tahoedb",
"Name": "public.customer"
}
1,
"Permissions": [
"SELECT"
1,
"PermissionsWithGrantOption": [
"SELECT"
]
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}

EHBSERE

BFEra# , FAETLMER Amazon Redshift 2 AW BB EHABRSERE, FHEREAUFERALS
HMERNELBRSE SQL EH A Amazon Redshift EXl3 A, &£ Amazon Redshift § |, FERE R i+
ARz A EEBERpublic. customer PN EFERR , KESEVHEENBHTHRANEEESR
zo

1. £/ Amazon Redshift EHBESERECH , BEEEEESSMFA T dS % Data Catalog ERIERE
UERE

CREATE DATABASE sharedcustomerdb FROM ARN
'arn:aws:glue:<region>:111122223333:database/tahoedb' WITH DATA CATALOG SCHEMA
tahoedb

2. BEEHEEERTENENERTT,
GRANT USAGE ON DATABASE sharedcustomerdb TO IAM:user;

3. & (MEESMERE ) BETEA SQL TEREHER K.

Select * from sharedcustomerdb.public.customer limit 10;

MEFHMEA , F528 (Amazon Redshift EXE1ER) FHIZEH AWS Glue Data Catalog.

BEERANSTRTRENERNESTT

£/ AWS Glue Data Catalog H## & RIHt4 (Data Catalog B4 ) , &£ LAA% Data Catalog iE4EE!
AEBHEFHE , LU7FHK Amazon S3 ERWHEER , WFEH £ ERERFEETT AWS Lake
Formation, B FEEAPREER N TP EFTREE B E Data Catalog,

Data Catalog Rt EHPX PR ERFFE , TRLEFRRMEENRRTERETHNER., BEEWE
BB Data Catalog FHIERIEE | BT LU AWS Lake Formation R &% Amazon S3 FERIE
OEE1

EHHEERE 360
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® Note
BEl , PEXE Apache Hive ( E 3MRREBHRAE ) PEEFHEBS.

% EERE Data Catalog Bi4 , ®FIE FIRMHEE A GlueDataCatalogFederation-HiveMetastore #9 AWS
Serverless Application Model (AWS SAM) FEAEX AWS Serverless Application Repository,

SEBHERE GitHub LIE# |, #AAWS Glue Data Catalog Bi & - Hive 417 11 [E I B BUR IR IE S

=

AWS SAM FEREN 22 W ZPE T 54§ Data Catalog EEE Hive P EHREFRENER :

« AWS Lambda B - EEBH S RIS EIE , W7E Data Catalog F Hive h#EEHIE 2 BETER.
2 AWS Glue WAt Lambda BHE , LAfE Hive FEF R EMEEPEE R4,

« Amazon API Gateway — Hive P#EF M ENERKE , THANRE , BFIEFRARHEZE Lambda &
8

- IAM At - EEXEHFTNAR® | 01 Data Catalog B2 Hive REEFHIE < B I ELF,

« AWS Glue E#R — 771 Amazon AP| Gateway i IAM A& LAMAETH —& AWS Glue ER
Amazon AP| Gateway f#,

EREHERRE , AWS Glue REEH I Hive PEFHELHEEFEER ., Lambda BKE R E Hive
FRERENER B e BNEES,

BIERER  BEK Hive PREFEHEPH PEE R Data Catalog B |, BFEEEM Hive FHETFK
[EERFF M ERAE Data Catalog PERVBSERE , LS ENERS E Hive ERE, EERERD
Data Catalog /A SR ERE , BABSERE,

FZU U EAEREFERENBMSENE LN ERERAEREA Lake Formation 577 , MG HEH A
F|Z {8 AWS Organizations, AWS tRFFAMEN (OUs), BRI IEREERES —EIRFH 1AM
FRAEABSERE,

O] LAE A SAEB Hive BRIR A Lake Formation ERIERERH4 , TEREBR. ERVBRMNFEE
BEBRERBMETFA., &L ER Amazon Athena, Amazon Redshift 8 Amazon EMR RZ&E# Lake
Formation 2 & /&8 Hive ER &K,

MEBRFERNLANEREHZNFFMENR |, B2 -
« Lake Formation Ry Bk 5 & £l & FH
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https://github.com/awslabs/aws-glue-data-catalog-federation
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« Lake Formation P E R BB EEBREZ M

Data Catalog H# & K& S P25 B

1. BBV EEBEEFTN IAM ERENAE , UEFE AWS SAM EARXNMEUBSERE.

2. WA LUEIBZEEE A /50 Hive FAEFMERE RS Enable Data Catalog federationm®EHE ,
[6 Lake Formation 5t Amazon S3 E¥HE,

3. WA LAERE AWS SAM FE AR ERE (AWS Glue B E ., Hive H#EZME/ URL # Lambda
BHESH ) , EIBE AWS SAM EARER.

4. AWS SAM EAEX SEBE /N EF Hive PHEF M [EEE Data Catalog ERFTFEHNEIR.

5. ZE1& Hive EREME XK L EH Lake Formation 358 , A LAEHA Hive PEFHEESFFME
#AE Data Catalog P ERE , Wi EREMRSZE Hive ERE,

6. KBS ERENF TR T AR NEMWRS PR TR,

(® Note

& LU Data Catalog B4R E S\ %8 Hive mestastore, B BISERE |, AR TE Hive EX
EMERRK EHITEHRN ETL 5T , MEFEHM Lake Formation 51, ¥R k@ Lake
Formation 5 #9 Amazon S3 FHRFER , FEEBURR Amazon S3 Fl AWS Glue EifEHY
IAM FF T BUR

'h+

MERFNFAES , F2HEHve PEERFHREENLANZENRE,

£

- LIFRE

« 7 Data Catalog JE#ZE Hive F 17 HUE B9 50 IR IR 4
* 7 Data Catalog E# 2|7\ 8B Hive i F K2

- A ER

TERRE

T E# =4 AWS Glue Data Catalog iE#ZZI4A\ B Hive FETFHEMN T/ERE
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AWS Cloud

AWS SAM application components
(managed by the user)

Q. N —iE

IVE AWS Amazon AP| Gateway!
LN Lambda

. ‘:\‘\‘ —
U Amazon
Y Redshift
" 4 . 3
. . N (9 " 1 9

Amazon S3 AWS Glue Data Catalog AWS Lake Formation ) Amazon Data lake User
Source data of HMS Athena

[ - 2 N

1. EEAEAESHWREIREREM , 20 Athena = Redshift Spectrums,

2. BEMERBEHUtEERNERB & , #MFE Hive FREFMIERE , Amazon API Gatewayif
BERHEERBERNEE,

3. BERBEHEFEREEZ Lake Formation , R ERREANBAERLREMER K,
4. Lake Formation SE#ER , WSHRIFEAERRHAKAEZENERARES , LAKFEREFE.

5. fEA ¢ Lake Formation IEIWIREFE A ER , BERBEE Y Amazon S3 BHER , YKERS =
HREFT A

#% Data Catalog JE#R E Hive R E R 50RIGH

£ E4% AWS Glue Data Catalog iE#ZZE 4, &8 Apache Hive P EFEREL R EERFZIEGT , BEET
BTHER :

(® Note

9% Lake Formation EEEZ2 AWS SAM FERRER K MAREEEESHERNFERE
M Hive PEEHEEFRELHENBSERE,

1. B IAM A,
& AWS SAM FEAER

- BN EAXEFTNAR | LUEEBEI Hive FREEHEEZRFTENEIR Amazon AP
Gateway(Lambda B, . IAM &5 AWS Glue E#E ) o
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BUBMSERE

BERFEETHIFF :
* glue:CreateDatabase on resource arn:aws:glue:region:account-
id:database/gluedatabasename

* glue:PassConnection on resource arn:aws:glue:region:account-
id:connection/hms_connection

2. @ Lake Formation 58 Amazon S3 i i&.

& EZF A Lake Formation REBFREZBE RPN ER |, B4 HM Lake Formation &FfEE
Hive FEEHEFERRERH Amazon S3 LB, FEHIEHM , Lake Formation AT LA E A E
RHEML AWS 2 #TBRTE , #I40 Athena, Redshift Spectrum  Amazon EMR,

WETM Amazon S3 N EMFFHER , 528 5 Amazon S3 U EHIE E BN ERIH,

E R Amazon S3 U ER , i EIBAER B B SE 8 , LLAEF Lake Formation #&1E
AtRENBRESENEFNER K,

TORIRE 364
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AWS Lake Formation Data lake locations Register location

Register location

Amazon S3 location

Register an Amazon S3 path as the storage location for your data lake.

Amazon S3 path
Choose an Amazon S3 path for your data lake.

Browse

Review location permissions - strongly recommended
Registering the selected location may result in your users gaining access to data already at that location. Before registering a location, we
recommend that you review existing location permissions on resources in that location.

IAM role

To add or update data, Lake Formation needs read/write access to the chosen Amazon S3 path. Choose a role that you know has permission
to do this, or choose the AWSServiceRoleForLakeFormationDataAccess service-linked role. When you register the first Amazon S3 path,
the service-linked role and a new inline policy are created on your behalf. Lake Formation adds the first path to the inline policy and
attaches it to the service-linked role. When you register subsequent paths, Lake Formation adds the path to the existing policy.

AWSServiceRoleForLakeFormationDataAccess v
/\ Do not select the service linked role if you plan to use EMR.

Enable Data Catalog Federation

Checking this box will allow Lake Formation to assume a role to access tables in a federated database.

Cancel Register location

WFE [ Lake Formation M ERMYENFMEE , F2HE SEHNERIHEE Amazon S3 f1E,
3. fEMAIEFEM Amazon EMR kRN,

ZERAES Hive PEFHRESEREMSEA Amazon EMR |, BfEE B Hive 3.x iR EHARA |
LA® Amazon EMR 6.x WX 5% E iAo

TR RAF 365
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# Data Catalog E#ZI /A Z8 Hive FHEFHE

&E# AWS Glue Data Catalog i E Hive FEFHE K BEEHELA
GlueDataCatalogFederation-HiveMetastore AWS SAM AR . ©EE NI Hive Pl
FH 28 Data Catalog EiRFIENEIR. BAILE FFE AWS SAM EEAER AWS Serverless
Application Repository,

AWS SAM FERER 2 A Lambda BEUE I Amazon AP| Gateway %75 Hive F# Z i [EHYELR o
AWS SAM EARXEARK—ERBBITF (UR) MAFERAENTA , XAEHNE Hive PEIFHEEREE
Data Catalog. EEMA&E Hive ERlFR L#1TEF , Data Catalog 04 API Gateway i Bho U2
WA Lambda B EREE Hive BRI RN PEER,

# Data Catalog E#£ZE Hive FEFEHEI L ERF T
1. EBF AWS SAM FERAER.

1. & A AWS Management Console B EX AWS Serverless Application Repositorys

2. ZEFEBEEKTH Available applications (F] A EARER),

3. BENAREAREL,

4. iZHUEIE Show apps that create custom IAM roles or resource policies (BEEREN BE] IAM A
BRERBRHVEARER),

EESHHRF , 8 ALZ R GlueDataCatalogFederation-HiveMetastore,
6. i#1E GlueDataCatalogFederation-HiveMetastore FEFE

7. EEEARRRET , WA Lambda BEM T HIHEMBERE

- ERAREXEE - B AWS SAM ERAERNERE,

« GlueConnectionName - E#EHE &,

« HiveMetastoreURIs - Hive F#EZME XK URI,

« LambdaMemory - 38 B 128-10240 #9 Lambda ;iC B EE , Ll MB AE, FEREA
1024,

« LambdaTimeout - Lambda FAA#TRE LR , AW AEN, FARES 30,
« VPCSecurityGrouplds 1 VPCSubnetlds - Hive F#&1F R EFTER VPC B

o

8. i#4E | acknowledge that this app creates custom IAM roles and resource policies (F&a A Ltk FE
AREXEIBTW IAM BENERER), MEFHEER , FHEE Info (BA) ERE.
9. 7£ Application settings (EAREREZE) oA T F , i#IZF Deploy (HE). BBETK

=1 EnL
+X T o 366
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https://console.aws.amazon.com/lambda/home#/create/app?applicationId=arn:aws:serverlessrepo:us-east-1:766175011753:applications/GlueDataCatalogFederation-HiveMetastore
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ERRERNEIEE Lambda, EEBWRIEM L serverlessrepo- , R REARER 27 SBEM AWS
Serverless Application Repository, EREAEXNSFENETERER , HPIHEHBERAER
NWEEER, ERTE Lambda EE , AFFER B % Hive PEFHRIE. AWS Glue EfR , K
EREBRSFENEMER 2 BETER.

2. 1£ Data Catalog PR BEERE,

B3 Hive P EHRENEF 2% , BT LAME Data Catalog P E M 5 HIE Hive HEEHE
ERENBSERE, BEEAHEFEE Data Catalog HE1E Hive hEFHEERE , £ Data
Catalog A %2 31 ¥ FERY & BLE,

Lake Formation console

1. HERARAEEL  EEHLAERERSIER , AREEEVERE,
2. SHHERERE | L TN WRERTEE Hive PETFREERN A,

3. MABRENE —ERNERBNBMSRFERENT. EREEEMERRIFE SQL Rid+
EANEE, BBEZAEE 255 EAFx , MAELNIRFHALARE -,

4. BEBVERE,
AWS CLI

aws glue create-database \
{
"CatalogId": "<111122223333>",
"database-input": {
"Name":"<fed_glue_db>",
"FederatedDatabase": {
"Identifier":"<hive_db_on_emr>",
"ConnectionName":"<hms_connection>"

3. REBSENETNERRK,

BUMEEREZ® , B UEA Lake Formation £ A @17 Hive FHEFRESRHERRF
& AWS CLlI,

# Data Catalog E#FI/A 5 Hive PEFHE 367
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Lake Formation console

1. REAERNERSIEBRPEMNERERE,
2. TEREREE L , BEREERK.

AWS CLI

THEHREMMAFEEERER, ERESRR , UREREFN R HEBERIFK. # Data
Catalog 9 ID ERMX BERREIERENE R AWS IRF ID, # Bifthms_connection&i&E
REB,

aws glue get-connection \
--name <hms_connection> \
--catalog-id 111122223333

aws glue get-database \
--name <fed_glu_db> \
--catalog-id 111122223333

aws glue get-tables \
--database-name <fed_glue_db> \
--catalog-id 111122223333

aws glue get-table \
--database-name <fed_glue_db> \
--name <hive_table_name> \
--catalog-id 111122223333

4. ETFFA,

BYEREZR , BB URFIRFFHEM IAMERAENAR , A AWS IRF M
B BRELIEBSENELRTFEAERST (BAA. MR ) NMPESHFT (BF, BE,
By ), IERTHANFHERN , 528 B Lake Formation 5,

5. BEMBSERE,

BIHFa# , ERETLER Athena 1 Amazon Redshift B2 AW BB EHBMESERE, FAER
ERLUERAABERERBRSE SQL EH A Hive ERE,

# Data Catalog E#FI/A 5 Hive PEFHE 368
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Amazon Athena &3 5E % &5l

fed_glue_db # R BB LM BZLNAHEREEHE.

Select * from fed_glue_db.customers limit 10;

Ht &R

THEERNEIERE Hive PEEHEEREMNE R KR Lake Formation 857 , AR E Athena
EHELFUMNEMARA, RMOERAEBEEFLAFERARS , HPhEEEIRS A MY Lake Formation
FHRERLF EBREEEZIRS B HABKS Hive BRHENER R,

 f£ AWS Lake Formation FF Al &2 Apache Hive F#EZ HE
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https://aws.amazon.com/blogs/big-data/query-your-apache-hive-metastore-with-aws-lake-formation-permissions/
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B Lake Formation 5]

Lake Formation AE XM ERBHEPFEIRE, BT LUE Lake Formation FIKAEBERERE
MEARINNZEHERRE | WE A LL AWS Identity and Access Management B2 FE A&
MA®, E&FAIE , Lake Formation €% Amazon Redshift Spectrum # Amazon Athena B fE &
EBEHTERRK, EREA o BRBHENFEIRS,

£}

- BYFERMUERTT

+ & F Data Catalog & JRHFF A

L I ESY)

* Lake Formation P EREGFENRBEFRER LT LM
- 7£ Lake Formation PR &K ERNE R RFTH

- {# ] Lake Formation A BEEFA

« Lake Formation #HEIRFERHA

- FEUHIRRH M Data Catalog BRI R E R E
- BYERER

- BEHFIRERE

RFERMLERTA

PR E R ERF AT AWS Lake Formation A X BER V ME F 15015 E 25 M Amazon S3 LB/ &
B&&ER. BRT Lake Formation ERFFAI 2/ , ERMVER T ETARREBER RPN ER.

Lake Formation & # AWS Resource Access Manager (AWS RAM) IRIEFARERMU B TEF |
Ht S EEESERVEFTNERLAERE.

I&TLAE A Lake Formation £# &, APl 3 AWS Command Line Interface () B FERMLBEFTAWS
CLlo

(® Note
EERIETF , BAASME Lake Formation FMERMIE.,

RTERMUERFT 370
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3

Z28:

@® %7

» Underlying data access control

£

- BTFERMVERTT (AMEEIRE )

- BTFERMVERTA (SERIRFE )

- BYREIRFHACERMVERFT A

RTEMIEFT (MHEKRFE )

ARETISER  SERMVEFITRTE AWS IREFPWEFEA. B LAER Lake Formation I 1%
A. API 5 AWS Command Line Interface () 2% F5FATAWS CLI,

AWS Management Console
RTFERMIEFA (HHRRS )
1. BARX AWS Lake Formation £ & , #8it A https : //https://console.aws.amazon.com/
lakeformation/s AERIHEEEREEMBERNVEZTAINEZEREAZSTEA,
2. EESEBERNFAT , BEEERMUE,
3. BIE Grant (&BF)
4, ERTFHUHFEARD K BECENENRFERE. ARREMTIIER

- $#HYIAM ERENAS , BE-ZEEFTA.

- &% SAML 1 Amazon QuickSight £/ & MEFHE |, # A — = Z {8 Amazon Resource Name
(ARNSs) #8i1EiB SAML B &R EFA B , RARNSs # Amazon QuickSight 55 & = 8%
8.

— R#& A —1E ARN , S #E &8 ARN 2 %1% Enter, INEM{EH ARNs WEF , 72
Lake Formation - F #1588 AWS CLI i85,

- SHEREEME | BIERE | REI1EIE Amazon Simple Storage Service (Amazon S3) 1
B, ZfIELZEM Lake Formation 5 ft, B/GEEBRBLUMNEHMVE, St m] g A
B, BERESENEFEMLE s3://,

\ﬁ

B
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https://console.aws.amazon.com/lakeformation/
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- SHEEEMNIEFNE K WASEMMIE AWS WIRF ID, ERRAEHNIRS ID. EEIRS
ROl ERERNEMAIRTRAARFHPHEMERE , WEARFTNERHEES
AR EIEERE ERE

- (EA) FEFENIREERNVE LB TFERMMNEST , FENART.

Grant permissions X

Add access permissions for specific storage locations.

User or role frem this AWS account. AWS account or AWS organization

outside of my account.

© My account ‘ External account

IAM users and roles
Add one or more |IAM users or roles.

datalake_user X
User

SAML and Amazon QuickSight users and groups
Enter a SAML user or group ARN or Amazon QuickSight ARM. Press Enter to add additional ARNs.

Storage locations
Choose one or more data lake locations.

s3://retail/transactions/2020q1

Registered account location
The account where this storage location is registered in AWS Lake Formation.

123456789012

Grantable

ca"(El m

5. B Grant (&F).

AWS CLI
BRYERMUERT (HEKRS)

+  #fTgrant-permissions® <% , ¥DATA_LOCATION_ACCESSEEFZEFEA , ¥E Amazon
S3 BRIMAER.

Example

TH&EHls3://retail BH§ LNERMUBHF TR FEHAE datalake_userl,

RTERMLERTT (AEIRS ) 372
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aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam: :<account-id>:user/datalake_userl
--permissions "DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":
{"ResourceArn":"arn:aws:s3:::retail"}}"'

Example

T5lgEfls3: //retailE@s§ LN ERMVEFF AR T ALLIAMPrincipals&#l,

aws lakeformation grant-permissions --principal
DataLakePrincipalIldentifier=111122223333:IAMPrincipals --

permissions "DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":
{"ResourceArn":"arn:aws:s3:::retail", "CatalogId": "111122223333"}}"'

%ﬁih

® BFHESHE:

+ Lake Formation EFaJ & &

BRTIERMLERTT ( SNERIRF )

BB THSR , SERIBI TR T AWS RS RAM.

A LAE A Lake Formation £#5& . APl 8 AWS Command Line Interface () 2R F5FATAWS CLI,
BA%h 2 BT

REGAFABRIRSFIVEREE. NEHMER  FSMEREE.

AWS Management Console

RTERMERT (IEBIRFE. £28)

1. BHRK AWS Lake Formation & , #8it A& https://console.aws.amazon.com/
lakeformation/ : //o AERHEEE D E A,

2. EEEEBRWFTT , BREERMUE  RRBERT
ERTFEFAHFELRSD | BEENIRFBE,
4. FRHTIER :

RTERMLERTT ( SMEBIRF ) 373
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o SF¥AWS IRF ID 2 AWS 4 ID , 3 AB MW AWS tRF RS, A& IDssEBEN
IDso

E&1E ID 2#3% Enter,
B IDES "To-a , EEEE 10 3 32 A NEEZHHEBFE,

HABEMIDEE "Tou-, , BAEEE4T N2 ANEFIREFE (EE OU IR ID), lt=F
BEEEEE_ME"" (EFE) N8I 32 @AEANNEZREFE,

- EREFEMNET , BEBE  AR%IEE Amazon Simple Storage Service (Amazon S3) f&1F\
B, Z{IEWZED Lake Formation 51,

Grant permissions X

Add access permissions for specific storage locations

© External account
AWS account or AWS organization
outside of my account.

My account
User or role from this AWS account

AWS account ID or AWS organization 1D

Q

111122223333 X
Account

Enter one or more AWS account IDs or AWS organization |Ds. Press Enter after each ID.

Storage locations
Choose one or more data lake locations.

s3://retail/transactions/2020q1

Grantable

Eancel m

5 ERAET.
6. EEE Grant (E¥F).
AWS CLI
BRTFERMUERFA ( SASFIRFE AWS CLI)
. EERHTUBTHAI AWS IRE | FEAECNTHGS.

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=111122223333 --permissions

RTERMLERTT ( SMEBIRF ) 374
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"DATA_LOCATION_ACCESS" --permissions-with-grant-option

"DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":

{"CatalogId":"123456789012", "ResourceArn":"arn:aws:s3::retail/
transactions/2020q1"}}"

LA SDATA_LOCATION_ACCESSE#F #1818 , LA Amazon S3 V& LIRFE

1111-2222-3333s3://retail/transactions/2020ql , ZMEAIRFE 1234-5678-9012
R,

EERFARTERS  FRARCLOTHG S,

aws lakeformation grant-permissions --principal
DataLakePrincipalIldentifier=arn:aws:organizations::111122223333:0rganization/
o-abcdefghijkl --permissions "DATA_LOCATION_ACCESS" --permissions-
with-grant-option "DATA_LOCATION_ACCESS" --resource '{"DatalLocation":
{"CatalogId":"123456789012", "ResourceArn":"arn:aws:s3::retail/
transactions/2020q1"}}"

It S DATA_LOCATION_ACCESSE#R FiEIHR T Amazon S3 f{& o-abcdefghijkl EH
#8#%s3://retail/transactions/2020ql , ZMEAIRFE 1234-5678-9012 Fi#EA.

BRI RTIEG AWS IRFFHEFEA , FRABRUUTHG T,

aws lakeformation grant-permissions --principal
DataLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":

{"ResourceArn":"arn:aws:s3::retail/transactions/2020ql", "CatalogId":
"123456789012"}}"'

& DATA_LOCATION_ACCESSE#F Amazon S3 {uE EIRF 1111-2222-3333 HVESE
As3://retail/transactions/2020ql , ZNEBWIRFE 1234-5678-9012 Fi#EH .

Example

T5IgEHIs3: //retailE@s§ LN ERMUEFF TR FHEBIRSFH ALLIAMPrincipals &
#H.

aws lakeformation grant-permissions --principal
DataLakePrincipalIldentifier=111122223333:IAMPrincipals --
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permissions "DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":
{"ResourceArn":"arn:aws:s3:::retail", "CatalogId": "123456789012"}}"

® ZFE2H:

s

 Lake Formation fA] &%

RTERERFHRA CERNIERFTT

B AWS Bk F L A Data Catalog ER% , SAERREES , BB ERNF IR FIRE R/
HihFg8, MREHAERKR LR FALTERT Y , BERRIEE E2FMA Amazon S3 L& , RIEEX
BAENEIRTFERMUENT. At , MRELAERELR T CREATE_TABLES ALTERFFH , B
EREERERNCIMIBENVERBY  RESERTFEINENERMIENT,

EFERAANEBE LNERMNVEBF IR TFEREFNETA , EHNRFS4ECHFR BRFBERTFZNVE
HIDATA_LOCATION_ACCESSEFAl, A% , E/EDATA_LOCATION_ACCESSH# BFiRFFME —EZE
AR SLESEHEERFNER B ID (AWS IRF ID), #AEIRFRIMUBNIRSE,

B LAE A AWS Lake Formation £3## &, APl 5 AWS Command Line Interface (AWS CLI & F & #
NEFFH,

RTRENRFHAACERMEN (E28)
- FERERTERMVEST (HMEERE ) FHSR.

HRREFNLE K SLFRBANE, SHEMRFNE  BAREE AWS IRFHIRF ID.

RTHELNIRF XA ERHLENFFA (AWS CLI)
- BATIHHA-—ES , BHATRTFEAERAE.

aws lakeformation grant-permissions --principal
DatalLakePrincipalIldentifier=arn:aws:iam: :<account-id>:user/<user-name>
--permissions "DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":
{"CatalogId":"<owner-account-ID>","ResourceArn":"arn:aws:s3:::<s3-location>"}}"
aws lakeformation grant-permissions --principal
DatalLakePrincipalIldentifier=arn:aws:iam: :<account-id>:role/<role-name>
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--permissions "DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":
{"CatalogId":"<owner-account-ID>","ResourceArn":"arn:aws:s3:::<s3-location>"}}"

¥ Data Catalog EIRHIFF ]

BATLAE BRI FETEA , AWS Lake Formation LAMEZFEA T LAE L M EE Data Catalog
BR, UREFENERER, SR TEHEK, ERE. ERXRNRENERRTT, EARTERRN
AR, BOLIRFEHBEERNRENBIERIINFE , LESEFHENFEES,

BORTFERE &%, ERE. ERRTIBRENGT , IEAE—RFRE , EUURTFEHRE
REFHRAEERE, ERRNRENGET, IREKEHNETHMEERRNFTET IAM X8 |
Rl2EEitR FERENDESCRIBERFT, A% , ERNESHRE IRANENEERL , H
GetDatabases API ##EEE., MEMNRAEARNE %ER - EEEE HPIZKERENTITE , &
& ES % B #HIDESCRIBEFF A,

/A Important
BB SDESCRIBEFF A EBA RS FHER AWS IREFH IAM 8, HRBIRFER ,
BV RPATEIR FDESCRIBERT Al EABMEFEURS (ABAC) B , HEIDESCRIBEFFAI R T
TER, FABMRTFTEREFIEERRNEFTE | Lake Formation T2EEHBZFER
EEDESCRIBEZF T,

BAILAE A E R EIR A AR Lake Formation 2 A FEUZR S| (LF-TBAC) FERZEFFHF T,

FBA R TFEFUEMER FHEFEA , AWS IRF SAISIRFSRER. ELRFABRFSEBE , &
SHEELIRFHEMB L AZEEN Data Catalog ¥4, A% , ELIRS AR K X8 O] UIFEUEREE
B Data Catalog Y1 MERER,

® Note
B#l, LF-TBAC FEZEREBIRSFF TR T IAM =88 AWS IRF, fEBFEBEL (OUs).

BRI R TIIRS ERR , B4ATESRTFRE, RAENIMIRFEPHERHEES A FEt
Ayt EXEESRAAYHENF AR TFASIREFHEMERALE,

IETLAE A AWS Lake Formation £3#2&. API & () #F Data Catalog AWS Command Line
Interface F ATAWS CLlI,
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® Note

E &Mk Data Catalog ¥148% | AV A BB MEF UM AN, FAHBERBENEL
HEIMNER , 2R Lake Formation 7], A& SV EBXRREHMEFT,

2
W

® = B :
- ¥ AWS IRFE # F Data Catalog & ¥ & & ¥l E
- PREERFEUES

« Lake Formation S5 o] &#

&= F 588 Lake Formation EFRIFRERY IAM 55 1]

FAIEXE K SEERHEEES  HEET5H AWS Identity and Access Management (IAM) 7 |, =
BEfE M Lake Formation API =% #% F 5 ##$8 AWS Lake Formation Data Catalog 5F ] 5% & R & 35 1]
AWS CLI :

e lakeformation:GrantPermissions
 lakeformation:BatchGrantPermissions
e lakeformation:RevokePermissions

« lakeformation:BatchRevokePermissions

- glue:GetTable, glue:GetDatabasez glue:GetCatalog BARZEERERERFEZRT
FTATVERIR, EREDSA %,

@ Note
ERHEEEEBRE Lake Formation 577 , AT & M#$8 Lake Formation §F A, {BAth{I{p
MFEE Lake Formation 1% F M8 API #R4ER 1AM 551,
BAEAWSLakeFormationDataAdmin AWS ZEBURM IAM SEEEHMIGERNEES | ®
AILBE T E Lake Formation API #/E #BAREIERPutDatalakeSetting,

#&F Lake Formation FF A FT&HY IAM 3 378
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HAFEERNEES BAEEFE A Lake Formation T AT FHREHEF TN TR | EREATH IAM K
Ko

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:ListPermissions",
"lakeformation:GrantPermissions",
"lakeformation:BatchGrantPermissions",
"lakeformation:RevokePermissions",
"lakeformation:BatchRevokePermissions",
"glue:GetCatalogs",
"glue:GetDatabases",
"glue:SearchTables",
"glue:GetTables",
"glue:GetCatalog",
"glue:GetDatabase",
"glue:GetTable",

"iam:ListUsers",
"iam:ListRoles",
"sso-directory:DescribeUser",
"sso-directory:DescribeGroup",
"sso:DescribeInstance"

1,

"Resource": "*"

WWERAMFTA glue: M iam: FFra/#al LA7E AWS ZEBR
AAWSGlueConsoleFullAccess,

EEF M Lake Formation Z2& A 7EUR 4 (LF-TBAC) #F 51 , ZFEAFZEE/NN IAM FFAl, MFE
FHMEEA , 82 B Lake Formation EHBE FERHIREEKME EFE1E K Lake Formation A IAM
FOsE,

BIRE 5

REFAEZERAERFTEIRE Lake Formation EF IR E |, b4 ARES
AWSLakeFormationCrossAccountManager AWS ZEBUERHMEF T,

#&F Lake Formation FF A FT&HY IAM 3 379
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BERNEESEEELHRAMNF TR FTERFETA , L AWS Resource Access Manager (AWS
RAM) 3F 7] , T REMFF AR FHM. MTFFHMER , 52 FData Lake EEEFF A,

EEFERE

BEEEEFAMEEE - flwn , EF AdninistratorAccess AWS S EBK - EEEF Lake
Formation &FAIMEZEV ERHEBENT A, EEELBFEHEDNABEE Lake Formation BB B8
£ , BEEEE API IRENDenyBRIR X Ff NS #7108 EHBUR,

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"lakeformation:GetDatalLakeSettings",
"lakeformation:PutDatalLakeSettings"

1,

"Effect": "Deny",

"Resource": [

T

]

}
]
}
/A Important

EEIEFERAECABEER,. ERANEA ETL) ETHEECHIEAEES K BHRAMEIEER
EFRAENACEEELFEIEL APl #/E, AWSLakeFormationDataAdmin AWS ZEHXE
‘D& Lake Formation AP| #2/ERYBA#EIE4E , PutDatalakeSettingAIBh Lk {6 F & 58 & KHH
BEE,

EASEERSEETENHT

B £ Data Catalog ER S i —BEAEPX G ERFWHEF T AWS Glue Data Catalog BY53% |,
ME#%, BRE. ERX. SEENRERE. cUZELRESUERAEBRNBEE , UiEsHERBTEE
EIRNEE,

ERERERERFEARTHIUR , EUNEEER FTRREZERNEREENFT T, SHaURE
ERRBEEET T, R REARBHERBERITT,
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IBALAE A AWS Lake Formation £3# &, APIss, AWS Command Line Interface () &% F&F JAWS
CLl,

ES |

- FRERERSGERT B &FTH
- FHERERSERTERENA
- FRAERERGERTERKRT
- FREEERSERTRENFTA

ERERERAFERTB&IA
THZRRABIMAEREBRERG ERT B &,
Console
£/ Lake Formation ¥ & LR FHTEEH,. HHS AR THS :

- ZFEARE . BZUUEFIRTFRERTA  IFEABLER,
- ZFEA-IAM EAE, AR, IAM ldentity Center FFA & MBEFH., SAML EAEMELE,. AWS
MRS, HEBSABENUR T,

KB ER - %% IAMroles 3 IAM TREREBFEERRBEY. EAEFBENETAT
UEEEENER.

- LFEESREKER -RFHFTHEEK, ERE. K. RELEREL,
o Br] - E2F M Lake Formation 5,

@ Note
EERTEREEREGNFT , F2R RTERELT T,

1. FARRFHFITEER.

£ https : //https://console.aws.amazon.com/lakeformation/ BRI AWS Lake Formation F 1%

A, THERHEES, BEEVEIHEHKERARTHIN IAMERESDEA,

PITUTER—H :
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- EEBEERPHFAT , BEEERFT, RAREEERT,

- EEEEET , 2 Data Catalog THIE . A%, FERKEEL , REEH , RARRXEY
FEDRERMFFAT , BERT.

® Note
BHLLEBEHNEREZRTESKHT Y. BEEERKM , BEBKEEL |, BEHSKE
R RABREHENERL | BEHBEERT. NEFHMER K B2REERELE
Lake Formation = Z1{a&{E,

2. &F A GEZAABEERY , RERREAREEEEREREANBML,

Grant permissions

Principal type
Grant access by IAM principal or attribute tags.
© Principals () Principals by attributes
Grant permissions directly to specific IAM users, roles, or Grant permissions using attribute tags with Cedar policy
Identity Center principals. expressions.
Principals
Choose the principals to grant permissions.
© 1AM users and roles () IAM Identity Center () SAML users and (O External accounts
Users or roles from this - hew groups AWS account, AWS
AWS account. Users and groups SAML users and group orgar}ization or IAM
configured in IAM or QuickSight ARNs. principal outside of

Identity Center. this account

IAM users and roles
Add one or mare IAM users or roles.

[ Choose IAM principals to add v ]

User

[ If-data-analyst X]
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EEXE
IAM ERENAE

®IAM ERENACEETERE—RZAEAEIHE,
IAM Identity Center

RERAENFEBFTEDRE NS EEAENEFHE. BEETE LG RESEHEREHE,
SAML f&£ /i & MEHE

¥ SAML # QuickSight fEF & MBHHE , A3FB SAML BiEeWFERESFER A —RZE
Amazon Resource Name (ARNSs) , 24 Amazon QuickSight {5 i & =i ##H# A ARNs, £
18 ARN Z# 1% Enter,

WE M EHE ARNs BWEF , 5528 Lake Formation & FF#&#8 AWS CLI 5o

® Note
& QuickSight Enterprise Edition 3 # Lake Formation 2 QuickSight &

S ER IR

&% AWS 8RS, AWS organization = IAM Principal , @A IAM EFAERAGHN —ZRE
B AWS 1RF IDs, ##% IDs, #HMBEE(I IDs 5 ARN, E& 1B ID 23 Enter,

1 1D 88 "o, , REEE 10-32 B NBEFERBF.

FEMEEA ID A Tou-u BAER , REEE 4-32 @ NEFHHHF (22 OUMRID), tF
REEEFEME "- BTN 8 F 32 HEANNEFEHEF.

RBHEBESINEFEA

Attributes

#* 1AM S ERiE AM EHRE/EH,
AT A SEE

EELRSHF IR THRKRFIEMRSFPEFANTBENETEA.
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3. ELFEEBIEHBERERT  BEEFENEHER.

LF-Tags or catalog resources
Choose a method to grant permissions.

(O Resources matched by LF-Tags (recommended)

Manage permissions indirectly for resources or data
matched by a specific set of LF-Tags.

© Named Data Catalog resources

Manage permissions for specific databases or tables, in
addition to fine-grained data access.

Catalogs

[ Choose catalogs

")

[ mymulticatalogdemo X ]

Databases
Select one or more databases.

[ Choose databases

tpcdsi X
:mymulticatalogdemo

Tables - optional
Select one or more tables.

[ Choose tables

All tables X
:mymulticatalogdemo

Views - optional
Select one or more views.

Choose views

Data filters - optional
Select one or more data filters.

[ Choose data filters

")

Manage data filters [7

Load Create new
more

4. REFFETEEZE-DZEE K, CHUNRE-HSEERE. ERRN/IEREERT,
5. EESFUTERD  BEGFAMARTHT, £EEFHAT , ENERTFH RSB,

ERERERAE
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6.

BEBEREAEUARTFIX
AT EMERE

=k oo

B8

Catalog permissions

Choose the permissions to grant on the catalog. Choosing Super user overwrites individual permissions, granting

unrestricted administrative access.

(C) Super user

A super user has unrestricted administrative privileges to perform any operation on all resources within the catalog (databases, tables,

and views).

Catalog permissions
Choose specific access permissions to grant.

(7] Create () Describe (O] Alter
database

(C] Drop

Grantable permissions
Choose the permission that can be granted to others.

[C] Create [C] Describe (] Alter
database

[C] Drop

® Note

(CJ Super
This permission is the union of all the individual permissions to
the left, and supersedes them.

(O] Super

This permission allows the principal to grant any of the
permissions to the left, and supersedes those grantable
permissions.

Cancel Grant

[REIVEEER  WEKTHWMEER (EHE, ERRAWER)

EEAENCHMUIBECNEBMN B #Alter £ F Create databases 2% ,
ERMERSNE LNERMUBHTRTERA. NEHMEER K F2EEZTFERME

ERFTERSRETTUFAER. R
FREE T ALLPrincipalsBIEF A,

(BA) BARTHAT , EERRTERAATURTHE AWS tRFHRHEMEFLANFT, EX
RESNERIRFAFF AR T IAM £

B Grant (BF).

B, TXEIIEE,

R{E A Principals by B ZEERIR TR , BRI LT

ERERERAE
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AWS CLI

MEFER &F B HFFY AWS CLI, 5528 23 Amazon Redshift B & B #.

EARRERAERTERNENT
THSRRAMAEALEERL AR T EREF T,
Console

f£ A Lake Formation £ 4 FWRFHITEE. EESRUATHS :

- ZRAEE -ZFEAERBE IAMFERE. AR, |IAM Identity Center EFH & FEH. SAML
REMBE. AWSIRF, MEMSEMEN , AR FHFT. EMRBUENEBESRS , BALUEE
EED IAM At BN RSIEBFE,

- LFEEEDBEHER - BRFIAUTNERE. Bk, BRIERER.
« Br] - EFH Lake Formation 55,

(® Note
EERTEREEREGNFT , F2R RTERELT T,

1. FARRFHFITEER.

£ https : //https://console.aws.amazon.com/lakeformation/ BRI AWS Lake Formation F 1%

A, YERHEES, ENERVEIHEREERTRTHAN IAM ERESGDTEA

HITUTEE—H :

- EEEEHRTHEFAT  BEERFT, RRBERT

- EEEEET , #4Z Data Catalog THERE, AR, FENERERL , BEERE , AR
RBERERMFFA T |, BER T,
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® Note
BULBRERENEREERTFERENGT, 2EEAMN , FEEREERL |, &
BERER K AREHEDRERL  ZEHEERT, WEHMAEN , F2HEEREE
1 Lake Formation 9 Zn{ai&4E,

2. EZETAEHERD K SABMEEZEEARRTFHTLETA,
Grant permissions

Principals
Choose the principals to grant permissions.
© |AM users and roles (O 1AM Identity Center () SAML users and () External accounts
Users or roles from this - new groups AWS account, AWS
AWS account. Users and groups SAML users and group organization or IAM

principal outside of

configured in 1AM or QuickSight ARNs.
this account

Identity Center.

IAM users and roles
Add one or more IAM users or roles.

[ Choose IAM principals to add v ]

[ AWSServiceRoleForRedshift X]
Role

IAM ERENBE
®IAM ERENACBEFEZE-—SZEEAEIAE,

IAM Identity Center
REAENFEAFTEPRE-—NSEEREREE. EEFBUNEESERENEE,
SAML £ i & &8

¥ SAML M QuickSight fEAEFEHE , K1FEB SAML BBENERAENFHHEB A —RNZE
Amazon Resource Name (ARNs) , 514 Amazon QuickSight & = ##H# A ARNs, 1
=18 ARN 2 #1% Enter,

WE N2 ARNs BWEF , 5528 Lake Formation & T ####5 AWS CLI 5o
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® Note
& QuickSight Enterprise Edition 3 # Lake Formation 2 QuickSight &

SRR

&% AWS 8RS, AWS organization = IAM Principal , @A IAM EFAERAGHN —RZRE
B AWS 1RF IDs, ## IDs, #HMBEE( IDs 5 ARN, E& 1B ID 23 Enter,

1 1D B8 To-, , REEE 10-32 A NBEFERBF.

FEMEEA ID WA Tou-u BAER , BEEE 4-32 @/ NEFHHHF (22 OUMRID), tF
REEEFEME "- BTN 8 F 32 HEANNEFEHEF.

RBHEBESINEFEA

EEBMREIBNE (s), MREREFESHEE, ASERA OREEFEVEBMERER. ER
RNRIERAG IAM BERERERHNEABEBERRE  Ae/EAESEEERNFIGT
LI
EESERFARTHRKFSEMKRFFERARBEANER  UERFFTHE,

3. ELFEEBIEHBERERT  BEREEFENEHER.
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LF-Tags or catalog resources

Choose a method to grant permissions.

(O Resources matched by LF-Tags (recommended) © Named Data Catalog resources
Manage permissions indirectly for resources or data Manage permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.
Catalogs
[ Choose catalogs v ]
[ Default catalog ]
Databases

Select one or more databases.

[ Choose databases v ]

[ sales )(]

Tables - optional
Select one or more tables.

[ Choose tables v ]

Views - optional
Select one or more views.

[ Choose views v ]

Data filters - optional
Select one or more data filters.

[ Choose data filters v ] Load more Create new

Manage data filters [

4. REPEFEPEE-LZEERE. SO TNRE-SSEERRN/FER R HRT
5. HEFAERKRT , BEFFUMARTHT. FEMERATT , BRERTH—RNSEF .
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Database permissions

Database permissions
Choose specific access permissions to grant.

Create table Alter Drop Super

This permission is the union of all the individual permissions to

Describe the left, and supersedes them.

Grantable permissions
Choose the permission that may be granted to others.

Create table Alter Drop Super

This permission allows the principal to grant any of the
permissions to the left, and supersedes those grantable
permissions.

Describe

(® Note

EEEENCHMUIBECNEBMNEREAlter L F Create Tables 2% , &
BUEIREVE LNERMUEHFRFETEA. NEFHAET  B2EABRTFERMIEN
T

6. (EF) EARTHAT , ERRTRHEATURTFHE AWS (RFHPHMEERMNFTT. EEHR
AEBIRFRFFART IAM TR , FREHIER,

7. & Grant (&F).

AWS CLI
IEAILAE R E B EIR A EM AWS Command Line Interface () % 33 B EFFAJAWS CLI,
A BTFERET AWS CLI

«  #fTgrant-permissions@i® , XIEEE K ER Data Catalog HAER , REFHEFFAM
Eo

ETHEFIF | 48 <account-id> R AEE MK AWS IRFE ID,
Example - & F UEZ U ERE

Lt & |CREATE_DATABASEE#E T H# datalake _userl, AAREFATNERE Data
Catalog , At S S EIEEZECatalogResourcefEEMA resource B8,
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aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam: :<account-id>:user/datalake_userl --
permissions "CREATE_DATABASE" --resource '{ "Catalog": {}}'

Example - T EREENERETEYER R

T—EEHEAEE R ECREATE_TABLELR FFretailfF#& datalake_userl,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam: :<account-id>:user/datalake_userl --
permissions "CREATE_TABLE" --resource '{ "Database": {"Name":"retail"}}'

Example — £ A& FREER TS AWS tRF

T —{E#HICREATE_TABLEE# ERELHIRXRFIBIER Fretail SRS
1111-2222-3333,

aws lakeformation grant-permissions --principal
DataLakePrincipalIldentifier=111122223333 --permissions "CREATE_TABLE"

--permissions-with-grant-option "CREATE_TABLE" --resource '{ "Database":
{"Name":"retail"}}"'

Example — & T8

T—ESEBFIALTERE & ERE LNERFEEissuesiR FHEM o-abcdefghijkl,

aws lakeformation grant-permissions --principal
DataLakePrincipalldentifier=arn:aws:organizations::111122223333:0rganization/
o-abcdefghijkl --permissions "ALTER" --permissions-with-grant-option "ALTER" --
resource '{ "Database": {"Name":"issues"}}'

Example - & TR MRS FALLIAMPrincipalshy

T—E&EfESER ENCREATE_TABLEFFAI R TR S Pretai INFTE XM, MEET
ZREFANESFETBEERNETEVERR  YEVERRERERS K AHBRAXEHSIER
MAAENEMERRK, EETARIBIRFET K MERBERIERELNETAIR , Hi&EE
BRER, EHRMS  ERHEEETUERIEENEESRE , YA CREATE_TABLEFF A%
F ALLIAMPrincipal®fH , BIRFFHEE IAM T EBECHEEVNEERNEPEIERE
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aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=111122223333:IAMPrincipals
--permissions "CREATE_TABLE" --resource '{ "Database":
{"Name":"temp","CatalogId":"111122223333"}}"

Example - & F 7\ EB1E 5 FALLIAMPrincipalsty

T—EEHI S ERECREATE_TABLE LB RFINEIRFretail P A £, B HETER
IREPHEEEIBEENEPEILERNK,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=111122223333:IAMPrincipals
--permissions "CREATE_TABLE" --resource '{ "Database":
{"Name":"retail", "CatalogId":"123456789012"}}"'

(® Note

EERENCHMIB2NEBMNEREALTERLEEF CREATE_TABLES] 2% , H44
B NE LNERMUBHF AR FETA, NEHMET  F2EETERMIENT T,

© BHESH

s

« Lake Formation s ]2 #&
s RFELBIRFHBACCERNERER KXW
o FERAIMRH A Data Catalog & ¥l &R FE ¥l E

EHERERG AR TERRKRT

B LAE A Lake Formation £ A AWS CLI I FE R B &5 R KH Lake Formation 557, &R LA
BFENERRNGA , FERAE—FFiRE , BulBFEREDFREERRNETT,

NRERTFEREPHMEERRNGTT , IGEBERTERENDESCRIBEFFA, A% , EREGHR
£ ERANERERM®L , A GetDatabases API &L, FHABMRFEES (ABAC) B | It
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HEDESCRIBEFFAIRFAER., FABMRFERNEFRMEERNRNVET IR , Lake Formation °&
BB SR FE R EDESCRIBEFF T,

EEE SELECTHAR TAIUE | B NREERENMMERRGE. ERIIEHERARERERRK
o

Console
OSBRI MM Lake Formation T2 A L#Y BE R ERE TR TEERET RN
R, EEHPAUTEHD :
. ERARE -EEFHTNMEAE. ABAWS . BF. ERSEMEY. SHANEFTET
BEEHEFBHENEITTA
- LFEEEDREHKER - ERTFHUNERE, ERNRIERERE,
« 557 - EiZFHY Lake Formation 7],

(® Note
EERTERREREGWFT , F2R RTERELT T,

1. BARETFEFITEE,

£ https : //https://console.aws.amazon.com/lakeformation/ BB AWS Lake Formation E%
A, YHUENHEES, ERREVESIEAESIEAN , AERECERT BTEENER
R,

MITUTEE -8 :

- EEEERT , BEFTTHERFT, RERERT
- EEEEET , BRIF Tables (BRK), AR, TERREAE L , BEERK , AREDFEY
REREVETAI T , BERT.
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® Note

BALLEBER RN EREZR T, ZEEHEMY , MEERXRERL  BEERE
O RBEBEDIERL  BEEHEBERT, NEFAET , F2RAERELEE Lake
Formation AR #N4a]E4E,

2. ETXR, EZFAABEERYD , EEEFHANTBENZRAREZRA | URFFHFT,
IAM ERENAE

®IAM ERENACEETERE—RZAEAEIHE,
IAM Identity Center

REAENFEFEDRE—NZEERENEE

SAML fEREFMEA
¥ SAML # QuickSight & MBHAE , B AEIB SAML BN EAERFHEN —RZE
Amazon Resource Name (ARNSs) , 2 QuickSight &= ##HARNs, 7£&18 ARN 2#
1% Enter,

WE M EHE ARNs WEF , 5528 Lake Formation & FF#&#8 AWS CLI 5o

® Note
& QuickSight Enterprise Edition 3 # Lake Formation 2 QuickSight &

SRR

MW AWS IRFE . AWS organization = IAM Principal , @ A —= %8 AWS #RF IDs, #A
8 IDs, #HAREENL IDs = IAM EAELAEH ARN, £81E ID 2% 1% Enter,

1 1D 88 To-, , REEE 10-32 A NBEFHRBF.

FEAEEAL ID A Tou-u BAER , BEEE 4-32 @ NEFHHHF (22 OUMRID), tF
REEMEEE M "-, FxN8 3 32 ARANNEFIHBF.
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RBHEBESINEFEA

BEBMRSIENE (). MREBREZEE , IEFEAOREHETEVBMHRER. EX
RNMBERE IAM BeSEAEREENETABLERE , AC/FAESREERNEFEGT
o)

EELERHF IR THRIKRFIEMKFPERANTBENER , LUERSFIHE,
3. ELFEEBIEHBRERT  BEEHE, ARBE-—JZEERK , AMBERR.

LF-Tags or catalog resources

Resources matched by LF-Tags (recommended) © Named data catalog resources
Manage permissions indirectly for resources or data Manager permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

Databases

Select one or more databases.

v Load more

retail X ‘

Tables - optional
Select one or more tables.

inventory X
No description available

4. EERBEBERNT,

ERTEST , ENESFHENELT , WREENTEFOHT,
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5.
6.

Table and column permissions

Table permissions
Choose specific access permissions to grant.

Alter Insert Drop

Delete Select Describe

Grantable permissions
Choose the permission that may be granted to others.

Alter Insert Drop

Delete Select Describe

Super

This permission is the union of all the individual permissions to
the left, and supersedes them.

Super

This permission allows the principal to grant any of the
permissions to the left, and supersedes those grantable
permissions.

NMRERTFEN , ERFFTERSLRAEENRNERRFIRRTS , XARA/BNHEE

RHFEURIR, EZHERE.

Data permissions

O All data access Simple column-based access Advanced cell-level filters
Grant access to all data without Grant data access to specific Grant access to specific columns
any restrictions. columns only. and/for rows with data filters.

B Grant (BF).
FERAEREHEE EERGTA

BEHUERGT A, AZERBEMEM

AT,

ERFTEREHREERRNERMFTERT 5.

HITUATEE—H :

- EEABENERMER,
1. EEBZERMEFN

ERERERAE
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Table and column permissions

Table permissions
Choose specific access permissions to grant.
Alter Insert Drop Super

This permission is the union of all the individual permissions to

Delete Select Describe the left, and supersedes them.

Grantable permissions
Choose the permission that may be granted to others.

Alter Insert Drop Super
. This permission allows the principal to grant any of the
+
Delete . Select Describe permissions to the left, and supersedes those grantable
permissions.
Data permissions
All data access O Simple column-based access Advanced cell-level filters
Grant access to all data without Grant data access to specific Grant access to specific columns
any restrictions. columns only. andfor rows with data filters.

Choose permission filter
Choose whether to include or exclude columns.

© Include columns
Grant permissions to access specific columns.

Exclude columns
Grant permissions to access all but specific columns.

Select columns

Grantable permissions
Choose the permission that may be granted to others.

Select

2. RERBUSTHRERR  AREEZT SR E R,

AR R TIME AWS tRFSEBE , EXEQEEE.
3. (EA) BEURTHUT , HRUZEGF IR FRE,

MREVERTRE , ARTFRAARBEER TRMEMANERR LR TS

(® Note

BB LUERE Y ERERRAREAERMENRE  USEERWMENERM | ST

RERIEERERSIEGRRFS, T8, EFREESIE,

ERERM. ERIISREREE,
1. BEERRHTREREERS.

ERERERAE
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Data permissions

All data access Simple column-based access © Advanced cell-level filters
Grant access to all data without Grant data access to specific Grant access to specific columns
any restrictions. columns only. and/for rows with data filters.

P View existing permissions

Data filters to grant | C | ‘ A Manage filters | | Create new filter |
Q
1 @
Filter name Table Database Table catalog ID
restrict-pharma orders sales 111122223333
no-pharma orders sales 111122223333

2. (BA) BR RREBEBNFF,
3. (EBA ) BEBRMMEERM.

4. (FEA ) BEREIIHNERRENFAET  ELHHOIMBRRBAEE RS
BEEERRMS

2
i

BEREEREESENNBERRE PR

ESEERNGERMGERLERE  FRERTFHAIER , YRFEEENEETEUARSE
I8 M VIR B R ERE R

5. EMEEMAER TN —RNSEERERMRMS

(® Note
MPBREFREENBRRNE  KIARERNERKRELENERRM.

8. B Grant (iR F).

AWS CLI

BT LMER ERERAZEM () AWS Command Line Interface 1% F&RI&RZFJAWS CLI,
A BTERKRFAT AWS CLI

#iTgrant-permissionsin©s , Y ERKRIEERER.
ERERERLE 398
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Example - & FE—&R kK - TEHE

THEHALTERE A SELECTHM AWS RFERIE datalake_userl  ERIERMWIRS
1111-2222-3333 inventory K EAHretail,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl --
permissions "SELECT" "ALTER" --resource '{ "Table": {"DatabaseName":"retail",

"Name":"inventory"}}'

(® Note

NMREEEEMUEHEERERNERR LR T ALTERF AT , FBAEREVE LNE
PHUBERF TR TEFEA, NEFAES  F2RRTERMES .

Example - AR TREARTFHREERRK - TEE
T—ESEHISELECTR FENE FAMAERKRNER TR Eretail,

aws lakeformation grant-permissions --principal
DatalLakePrincipalIldentifier=arn:aws:iam::111122223333:user/datalake_userl --

permissions "SELECT" --permissions-with-grant-option "SELECT" --resource '{ "Table":
{ "DatabaseName": "retail", "TableWildcard": {} } }'

Example - fF A ENERHEER T
T—E#HHISELECTER FER K PWERM FEpersons, ©EABENERMEE,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl --
permissions "SELECT" --resource '{ "TableWithColumns": {"DatabaseName":"hr",

"Name":"persons", "ColumnNames":["family_name", "given_name", "gender"]}}'

Example - A ER G EFHR T
WEHIERTF ordersERIRSELECT , ¥ EMrestrict-pharma& R EHEIEH,
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aws lakeformation grant-permissions --cli-input-json file://grant-params.json

TR ER WRABgrant-params. json,

{

"Principal": {"DatalLakePrincipalldentifier": "arn:aws:iam::111122223333:user/
datalake_userl"},

"Resource": {

"DataCellsFilter": {
"TableCatalogId": "111122223333",
"DatabaseName": '"sales",
"TableName": "orders",

"Name": "restrict-pharma"
}
b
"Permissions": ["SELECT"],
"PermissionsWithGrantOption": ["SELECT"]

« Lake Formation &F ] % &5

* Lake Formation FEREFENRBEREBER LT LM
- Lake Formation S &% IAM A& %
BTFERERZTT

FEUAH R L A/ Data Catalog BRI R ME K E

EHERERLFEZRTFRANETH
THSRRAMAEALL AR ENRTFHTEARRTFRENIT. EADRUTHS

 EFEAER -BFHITN IAMERAE,. A€, |IAM Identity Center & MEE AWS 1RE., A&
WAABEN, BEAUSEFIRTEEHETBENEE,

- LF EBSEHER - BTFHINERE,. ERX. BEHIERER.

« A -ERTHERMFTT,
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BRI ER

1. 7E https : //https://console.aws.amazon.com/lakeformation/ BERX AWS Lake Formation £ #&
WHUERHEES, ERERVESIHEREERARTHAN IAMERAEFDE A,
2. BITUTHEE—E:

- EEEEETHEFAT  BEERFT. RRBERT

- EEEEET , #IF Data Catalog THEER, AR, ERKAEE L  ZERE , AREBED
BEREVETAI T , EBERT.

(® Note

FBALLZEBRAENEREERTRAT T, EEEEM , FERGER L | BEERE
& ARTEEEDRERL | BEHEERTF. NEFMAEN  B2EERELTE Lake
Formation A #2N{a&E{E,

EEEFTAER
EXBEAERD  KBHBRIZTERTE, NREBETE  AFEATHIRE
IAM EAEMNAE

®IAM ERENACSTENRE-—JZAEAER/E,
IAM Identity Center

REAENBASEPRE—RZEFEHEREFE,
SAML £ & FEHAR

¥ SAML # QuickSight fEF & MBHHE , A3FB SAML BiEWFERESFER A —RZE
Amazon Resource Name (ARNSs) , 2.4 Amazon QuickSight £l & s BffH# A ARNs, E&{E
ARN 2z #1% Enter,

WE MM ARNs & |, 55208 Lake Formation = F F#E#E AWS CLI f5 5

(@ Note
£ QuickSight Enterprise Edition & Lake Formation &2 QuickSight &,

FERERERAZE 401
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S ER IR

&% AWS 8RS, AWS organization = IAM Principal , @A IAM FAERALHN —RZBEEX
AWS 1RF IDs, ## IDs, #A%XEE{I IDs = ARN, £&1@ ID 2 &% Enter,

1 1D 88 To-, , REEE 10-32 A NBEFHRBF.

FEAEEAL ID A Tou-u BASER , BEEE 4-32 E/NEFHHEF (22 OU MR ID). thFHREEE
EHEZME T- B 8 B 32 EEANNEFHREF

G BFE2Z2E
« FEAMRIRHE AR/ Data Catalog ERRMERIE

3
»

\

RBHEBESINEFEA

EEBMRSIBNE (s). MREREFESEE, ASERN OREEFEUBURER, EXRTHNRE
wiE IAM AeHEAERENEMNELERE  XAC/EAESINEERNFIET

EELERHF IR THRIKRFIEMKFPERANTBENER , LUERSFIHE,

EERR
% LF EBYEHRERERT , BEEFERTHATN —HZERER.

1. BEELENBEHER,

2. RBRBFEPEE-ZERR. CUAUURE-HZEE K. ERE ERRN/IERGHERE
.

SRR TRETENESRALL tablesh) | BB RAEEHAENENFTAENENRBANT
T,

ERFAIEERSF , BEGEFAUM AR TR,
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View permissions

View permissions
Choose specific access permissions to grant.

[] Select [] Describe (] Drop (] Super

This permission is the union of all the individual permissions to
the left, and supersedes them.

Grantable permissions
Choose the permission that may be granted to others.

[] select (] Describe (] Drop (] Super

This permission allows the principal to grant any of the
permissions to the left, and supersedes those grantable
permissions.

Cancel Grant

1. ERBEFFATT | ENERTH—HZEFFA,

2. (BR) BEARTHAT , BEERTFREATUEE d R FHUETANFT AWS tkRF. B&1%E
ATRFAEFTART IAM T8, TXEIEE,

3. & Grant (8 ¥F).

® =FEZ2H

« Lake Formation §f A& &
- BFEEBIRFHAACERERERRWETFT

Lake Formation 2% I ZE2 &l

Lake Formation {28 FEEF| (LF-TBAC) 2 —EREXE , IRIBEEBMHERT . 7£ Lake
Formation A , ELXBMREA LF Z8., B LUE LF % EEZE Data Catalog EiR , WHEAEL LF
BEAF R TF Lake Formation X8, EZXANEBRERFSERERER , Lake Formation /L 5F¥
ELERETRE, LF-TBAC BBRRERENIRE , Y AR EEBREESBEEMNER.

& K& Data Catalog R , & LF-TBAC R#ZF Lake Formation §F 7, LF-TBAC LtE &
ERFZEETERMY , BEERPWFFTEERE,
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® Note

IAM ZEE LF EETRE, ELEERTAER, LF ZEEARNKRF Lake Formation 77 , M
IAM ZE AR ESZ IAM BUR,

Lake Formation ZEHE FHUZHINEES K

18 LF-Tag B2 £ EY , HlW0 department=sales= classification=restricted, &#&m
LEZEESEMNE , Hl20 department=sales,marketing, engineering, finance,

HEMEA LF-TBAC B& , ERHEEENER TEMEHNT FIEH.

£ EHEFAER
1. % LF SRV BHEAEIR, -

2. 1£ Lake Formation 23 LF 28 EL 8 LF EREVE
&,

3. 7£ Lake Formation -2 LF &, By LF %

4. #% LF ZEH; R4 Data Catalog &R # LF Z %54 Data Catalog ER

5. BEFA R TFHMER , Ui LF E&ER EHE LF-Tag HFFA
RER  EEMERARTER,

6. #& LF-Tag RiEARTFEFA , BEMME 8 LF-TBAC F AR TERMETH
AR TR,

7. (BE) BEEEARSTES LF- -
TBAC FAFHUENERE , FRIBER
BR2ERFER TN,

BERELARFART=EEMNENLEERR LN =(EEE,
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A
.

=
>
e

pol

hZ

B

.2

£l

.2

£.3

EECEAEEERSEEN LBTIEENT , BXEET 17 RBETF , WTAR (ERERS) .

GRANT CREATE_TABLE ON Database A TO PRINCIPA

GRANT SELECT, INSERT ON Table A.1 TO PRINCIPAL 1
GRANT SELECT, INSERT ON Table A.2 TO PRINCIPAL 1
GRANT SELECT, INSERT ON Table B.2 TO PRINCIPAL 1

GRANT SELECT, INSERT ON Table A.2 TO PRINCIPAL 2

GRANT CREATE_TABLE ON Database B TO PRINCIPA

GRANT SELECT, INSERT ON Table C.3 TO PRINCIPAL 3

REFZEBWAEA LF-TBAC BF&F . TEEH
BRI ITRTETEA

L1

L 2

BER LF BRERGENENERSE , XK LF

BEXFERE
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FEESIF , LF EBAREINES K Hba s EXERRE (ERP) EARIXEHTREEEMN
. BANRFIHZERESTERNFER, FIE LF EBEFE £Bmodule M AIBEH{E Sales,
Orders# Customers, #iff] LF-Tag M1 FFI7R :

module=Sales

BEEET LF BEE,
=
Al
s
Drders
(1 |<|m> \ @&-
R
Orders
&,ﬁ- N
(e C
&ﬁ
£l
Y 4
£.3

}Z &2 Data Catalog BR M & I8

ERRNTEREER LF 28  SHBRERNRER LF Z8. ERNETUEE, £ LB+ , W
LF EE SR,

HREE , ERHEEERAFTERERETTI LM LF FBERK (UEREERXBRT )
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ASSIGN TAGS module=Sales TO database A
ASSIGN TAGS module=0Orders TO table A.2
ASSIGN TAGS module=0rders TO database B
ASSIGN TAGS module=Customers TO table B.2
ASSIGN TAGS module=Customers TO database C

BRRTFERA

#LF ERERKERENERR R  ENHEEEV AU TRRTNELF 8 , TR (&
ERENET ).

GRANT TAGS module=Sales TO Principal 1
GRANT TAGS module=Customers TO Principal 1
GRANT TAGS module=0rders TO Principal 2
GRANT TAGS module=Customers TO Principal 3

B, EA module=SalesLF-Tag WEFEA T LAERA LF-Tag module=Sales #ZHX Data
Catalog EJR ( Hltn , ERE A) , 8 module=Customers LF-Tag WZEFEARLAERA LF-Tag
module=Customers FEER , LALEEHK,

RBFHTATE.,. EREAMATMESR LF BRERBFERRTETXALEEGHT , BT
MIEHEXAEELER LS WL Lake Formation 57 ( 4]#0 SELECT, ALTER), At , AT E#
EREDSERRME R RUNMIEIR LF Z% 7 Data Catalog ER £ F Lake Formation 51,

GRANT (CREATE_TABLE ON DATABASES) ON TAGS module=Sales TO Principal 1
GRANT (SELECT, INSERT ON TABLES) ON TAGS module=Sales TO Principal 1
GRANT (CREATE_TABLE ON DATABASES) ON TAGS module=Customers TO Principal 1
GRANT (SELECT, INSERT ON TABLES) ON TAGS module=Customers TO Principal 1
GRANT (CREATE_TABLE ON DATABASES) ON TAGS module=0Orders TO Principal 2
GRANT (SELECT, INSERT ON TABLES) ON TAGS module=Orders TO Principal 2
GRANT (CREATE_TABLE ON DATABASES) ON TAGS module=Customers TO Principal 3
GRANT (SELECT, INSERT ON TABLES) ON TAGS module=Customers TO Principal 3

HEBE—E - EXBRFTT

ERLEPERGENEMERRN LF 28 , UREFRRFETEANLF 28 , TRIILZFTALEE
BEMERERLEHEAER Lake Formation FF 1,

Principal B LF EBEFHET
EFEEA 1 « CREATE_TABLE EBHREA £®
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Principal

ZFFEA2

ZFEA 3

JE#R

HUWEESG T | EARERERREN\ERTERE K ERHERE

EiB LF EET TR

« SELECT , &%k A.1 INSERTE
« SELECT , & #ik B.2 INSERT L
« CREATE_TABLE ¥&H®EC LH

« SELECT , & #l%& C.1 INSERTL
« SELECT , & #%k C.2 INSERT L
« SELECT , £#&#I5& C.3 INSERTL

« SELECT , &%k A.2 INSERT L
« CREATE_TABLE ¥¥EB tH
« SELECT , E&%3k B.1 INSERT L

« SELECT , & #li%k B.2 INSERT L
« CREATE_TABLE ¥&H®EC LH

« SELECT , £#&#I5& C.1 INSERT L
« SELECT , & #%k C.2 INSERTE
« SELECT , £#&#I5& C.3 INSERT L

$IEE 17 EFF . ERHTE

BEREMEEERRE , LF-TBAC F2HERERSF ZNELSESHE, ERBREERTFEEE

BUSEERNEFRENERLT , EF n(P)REREE , M n(R)RERHA :

- FRAERERGZER  ATBENRTEES n(P) X n(R).

« BB LF-TBAC 1% , EFE— LF-Tag , RFZELANERERAEES n(P) +n(R).

T

® 5#H2H

- EBEPEERFIUEFIN LF 28

+ £ LF-TBAC J5 &8 T B RIME

B AR S
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&

- EEGEERFEEFN LF R

- EEPEERTFEIRHN LF-Tag FRIEX

- B8 LF-Tag BT

BEPEERNFEUZHER LF B8

£ E(#F A Lake Formation BH R ZHZ 4] (LF-TBAC) F7 %X RE Data Catalog ¥4 , BN E &%, &
BE, ERRx, RENERE , BUEN LF 28, BTfMERGER , X LF EBFURTER
Ao

BUARTESR LF BER , T LF E&KIE R4 Data Catalog WU RAF AIRTFETLA. REEBELF
ERETETINER S Ea R T E Y LF &8,

LF EHREY &

LF-Tag BV ERIEEETE K EFEVUNEE LF-Tags WA, BERVHEEE LA Lake
Formation E3# A= CLI ¥ LF ZHEMY H, LF-Tag B EEERBSE Lake Formation & A] 2R
IBR LF-Tags. #% LF-Tags M EIR , AR LF-Tag 5F M LF-Tag BFF TR FHMERE.

BB LF ZEBEVEAE  ERNHEEETUKEREEIKZIREIIEEEETE | HINELNERE
BEBNE, ERVHEEEHTURT LF EBEVETR FHCreate LF-Tagifal, A% , LF-Tag
BYETLSEY LF-Tag W EFHMEE,

B LE LF BB LR TRERREMNET -
o LF & - Alter, Create LF-Tag#l Drop. B3, EHMMER LF EHREZIELHT,

ERNEEEN LFEREVESRSHHEEYN LF EBHBAELEHT , YA LA MEEL
FURFEFEA , LEBERHPNER,

« LF ZE®B/EYIFT - Describe, Assign®l Grant with LF-Tag expressions. #% LF &%
f&#A Data Catalog ¥4 , LA fEH Lake Formation EEBAEFZEIRFIEE RN TR T ETEAE
EEELEHT, LF-Tag B BEEREI LF-Tags BB SRS LR,

WE|Create LF-Tagif AN E LF 2H#%E , LF EBELETUE LF EBIBREER , L4
LF #2857 (Create LF-Tag. Drop. AlterM ) RFEMIFEETER A6 UEEERHPHNER.
IETLAE A Lake Formation £# 4. APl 2 AWS Command Line Interface () R EE LF Z2&AWS
CLlI,

B AR S 409
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® Note

ERMEERSEBRE Lake Formation FF ] , AT, EMMMER LF FE, #& LF FRIEIK
WRER , AR LF BRIFUTRTETEA

MEREERNEESEIE , 528 Lake Formation EEHFHIRSEERNEZEE1E

- B LFEBEVE

- BY LF &%

- B LF ER

- MiBR LF 28

- JI LF B8

- # LF BEEIE R4S Data Catalog R

- BEERGERN LF K

- #4 LF-Tag BRI ER

- LF BB EamiEH

* Lake Formation FR S A 7 EUZ HI B2 IAM [ 1 2 17 Bz Sl Y HE R

s

® =FESH
« B LF-Tag EFFA
- $£F LF-TBAC 5B T &R T
« Lake Formation 28 E 7 B &l

Wi LF EREVE

BIRTERR , ERVHEEEUEY, ENNMER LF F&R, SERIE R Data Catalog ¥4 , SA KA

ERFUEFETIA, NRECEEKEREUNEERESRGITEETE K SHNEESTUE

M LF ZBENEAE , I Lake Formation Create LF-TagiFaRFAR, BB TR FHCreate
LF-Tagif ™l , LF-Tag BEU E AU EBREY MBI R E MG HMIFEEETR,
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EEZEERHEEEN LF-Tags IER# Data Catalog ER , tMEEZFHCIEREENMW LF-Tags
A BABEET AT .

(@ Note

EIREF AR T RAEEE Describefl AssociatefFal, BE LA Create LF-
Tag, Alter, Drop# Grant with LFTag expressionssF AR FFREIIRFE RFHWZEFE
Ao

£
- BT LF BRAEN IAM 557
- HMLFEREY &

® Z#FE2H

3

- &I LF-Tag EFA
« £/ LF-TBAC AR TERINET A
« Lake Formation &R A FEUZH!

B LF REAEL IAM 5
BUARRERTA , BUAFF Lake Formation X882 LF B, S TIRAXMEETZERT LF FE]
EH I AR,

(@ Note

HAERHEESEARE Lake Formation FFAIREY . EMMMBR LF BB, 5 LF FEEE
MAGEIR , AN LF EBRFETA , BEERNEREHEFEETH IAM FF,

WMEFMER , 52 BLake Formation A&F IAM FFAI8E,

{

"Sid": "Transformational",
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"Effect": "Allow",

"Action": [
"lakeformation:AddLFTagsToResource",
"lakeformation:RemovelLFTagsFromResource",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLFTags",
"lakeformation:CreatelLFTag",
"lakeformation:GetLFTag",
"lakeformation:UpdatelLFTag",
"lakeformation:DeletelLFTag",
"lakeformation:SearchTablesByLFTags",
"lakeformation:SearchDatabasesByLFTags"

#% LF-Tags BRI ERIAE LF-Tags BFEFXANEZTAXLEEGHEMNFTT , {8 CreatelLFTag.
UpdatelLFTag#l DeletelLFTageFal kR,

WigLF EREYE

LF EREVETLEY LF 28, FEHMESRSIEANE, MRER, $EFE Data Catalog ERE L
BAHE , AR ERA LF-TBAC %5744 Data Catalog ERHIFFAI R FEFEA. LF-Tag B & th Al LGS L
FARTETEA

BT LAE R AWS Lake Formation E£# 4. API 5 AWS Command Line Interface () R¥E 3 LF ZH2E
A EABAWS CLI,

console
8 LF EREVE

1. BARK Lake Formation A& , #8it A https://console.aws.amazon.com/lakeformation/s

LA Datalake EEE B9 & A,
2. TEBBEROFOUT , BB LF BBRAFET,

i LF EBNFITEEL , #E LF EREVEER , RRBEFE LF BREMLE,
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Add LF-Tag creators

LF-Tag creators can create and manage LF-Tags. Learn more [}

LF-Tag creator details

1AM users and roles
Add IAM users or roles.

Choose IAM principals to add v

If-developer X

User

Permission
Choose the permission to grant.

Create LF-Tag

Grantable permission
Choose the permission that may be granted to others.

Create LF-Tag

Cancel Add
3. EWEILFEBRYEEEL  REEFEY LF ZEMESFTN IAM BEHERAE,
4. RifCreate LF-TagffaJ#&HEUAHR,
5. (BA) EEZZHNETAECreate LF-Tagf B FETA , BREAHE FCreate
LF-Tag&fd,
6. BEFIE,
AWS CLI

aws lakeformation grant-permissions --cli-input-json file://grantCreate

{

"Principal": {
"DatalLakePrincipalIldentifier": "arn:aws:iam::123456789012:user/tag-manager"

I

"Resource": {
"Catalog": {3}

},

"Permissions": [
"CreateLFTag"
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1,
"PermissionsWithGrantOption": [
"CreateLFTag"

]

UTRLFEREVEAGT AN

FERR iR
Drop £ LF-Tag EB LTI R AT AL EBDAMIBR LF-Tag. TR EHES LF-

Tag ERFIEBEBENRESDescribef .

Alter £ LF EREBUFFANETATURE LF BB EIBBRERE, ETA
EHE LF BB AAERENRBSALters i,

Describe £ LF-Tag L EB AN ERFEATTLAER LF-Tags EREERZIR T
LF-Tags FF AT B , #8248 LF-Tag R H{E, &R EDescribefiE % 5|4
EIREELRT

Associate £ LF-Tag L E B FFAIR R A LUAS LF-Tag $#Eik4E Data Catalog &
o BBAssociate &#&F Describe,

Grant with LF- £ LF-Tag EFWFANERITUEA LF-Tag SRANERTFER B HE
Tag expression RHVEF T, BBGrant with LF-Tag expression &% F Describe,

BEFATREAETN, CEARTREER T ELEFATNEIATLEEETFHMET A,
B LF &R

FfE LF ZBE XA Lake Formation EE , TREMFEAH, LF ERETSSR , URSRNW—HZHET
BE(E.

BRHEHEESR LF-Tag BV EABKRESEN IAM S5 # Lake Formation 3 a]#% , ER O LUEN
LF-Tag, LF-Tag B EEMBEEHT , UEHBBER LF-Tag PIVEEEE , 1M ER LF-Tag.

B LAE A AWS Lake Formation £ &, API 5 () 2R# 3 AWS Command Line Interface LF &
AWS CLlI,
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Console

B LF &%

1. BARK Lake Formation A& , #8it A https://console.aws.amazon.com/lakeformation/s

UEB LF-Tag BUEFTNEIREDEA , IAERHEEIFDEA
2. HEBERMNFFT, LF ZBNFFAT , BE LF 8.

LF-Tags EEFEEIH R,
LF-Tags LF-Tag expressions - new LF-Tag permissions LF-Tag creators
LF-Tags (2) Delete Edit Grant permissions Add LF-Tag
LF-Tags have a key and one or more values that can be associated with Data Catalog resources. Learn more [4
[ Q, Find LF-Tags ] 1 3
Key v Values v Owner account ID v LF-Tag permissions
O test 111 View
@) Department Sales, Marketing View

3. EBENELF RE,
4. TEFELF EBHEELIRS AR —SEE.

BETRLAZLR—EE. BEWASEE , FRAERIRBEE , ARE Enter, H—R
WA—EE  RRESEECREENE, LFFHNERE LRS 1000,

5. #E Add tag (FTEER).

AWS CLI
B LF ER
- i Acreate-1f-tagm®o

THgEFlEREI EFERS|#EmoduleF{E M Customershy LF BE&KOrders.,

aws lakeformation create-1f-tag --tag-key module --tag-values Customers Orders
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BARREVE K ZFEASHESGL LF EBAIALtersTA , WA AT BIEL LF EREMABRETAER
H, LF-Tag BV EFT BB AR FALterstAia %S — B8 , UEMMBERI LF-Tag LHREE,

FH LF B8

B LLEB IS MR AN SWMERENCHESE Alter?FAW LF FHR, BEXEE LF-Tag £
W, EEEFEER  FMRLFER  UEAXENSH/ITEER. BRT Alter FAZHN , BHEE
lakeformation:UpdatelLFTag IAM Al F BEE T {E,

EEMIBR LF-Tag ER , T"E¥EMT Data Catalog EIR L REFHEK LF-Tag EFITRE. MREM
BREY LF-Tag EERERMEED , AITBERXER , BEXRBEH LR TFHITNETAEIRETEEEF
CIB

MIBR LF-Tag B2 81 , B LLEEMFEA remove-1f-tags-from-resource i R EEEMREN
EREHERPBIR LF-Tag, ARFEALERENEENERLER.

REBEE LF-Tag Alter?ff N ERHEEER, LF-Tag BV EME B FTEEEHN LF-Tag,

BRI LA AWS Lake Formation &, API 5 () BRE#T AWS Command Line Interface LF 2%
AWS CLlI,

Console
B LF &8 (E2ER)

1. BARK Lake Formation £# & , #8itA https://console.aws.amazon.com/lakeformation/.

DERHEES, LF EREVERES LF EBALterfFAMNERI D E A,

2. EEEERWNFFA, LF EBAFAT , BE LF &R,

3. 1 LF-Tags EE L , EH LF-Tag , AR BERE.

4. TEMmEE LF-Tag WREHL AP , FEHBER LF-Tag E.
BENMEZEE , FEERLVT  WAERSREELIR Enter, H—RBA—BE , RES
BE 2 &IZERIE,

5. EER7F.
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AWS CLI
E§ LF =8 (AWS CLI)
« E A update-1f-tagin v, BETHEF—E=RESIZ :

+ --tag-values-to-add

 --tag-values-to-delete

Example

T EE{RvpA vice-president LF-Tag £i8 fW{E1level,

aws lakeformation update-1f-tag --tag-key level --tag-values-to-add vice-president
--tag-values-to-delete vp

MIER LF E%&

B MBI BEARN LF 8, T 8% Data Catalog EIR L REFE LF EBHITRE., WREM
BREY LF-Tag BAERMEAE: , AITBERZER , BEX LF-Tag LR FHAINEAEZRETIEEET
A,

EMIBR LF-Tag 281 , B LUEEMEH remove-1f-tags-from-resourcemSHRAIEERDBKR
LF-Tag.

REERHEES, LFEBEVEREE LF EHDropiF A ERE AT UAMIBR LF 28, BRT DropsFrd
25, ZEFEANEEE lakeformation:DeletelFTag IAM RFAIF sEMIER LF 28,

A LAE A AWS Lake Formation # &, API & () filBR AWS Command Line Interface LF 28
AWS CLlI,

Console
MES LF 28 (E#4)

1. BARX Lake Formation £# & , #8it A https://console.aws.amazon.com/lakeformation/o

DERHEEEEDE A
2. HEBERPFHOHFTY. LF EBNFTT |, BE LF X,
3. 1 LF-Tags EME L , i#H LF-Tag , REZIBEMER,
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4. EMRERRE 2 HWREART , e EHWEMER , FEEERMUPBA LF-Tag TRE , ARER
E‘Hﬂuﬁﬁo

AWS CLI
IBR LF 2% (AWS CLI)
B Adelete-1f-tagi©. REEMBRZ LF-Tag WL,
Example

T5IE 5 <88 MER LF-Tagregion,

aws lakeformation delete-1f-tag --tag-key region

5| LF %

A LAS H 28 Describesf AssociatefFAl#y LF &, =@ LF-Tag MBI LN EREHEEST
AT {E,

LF-Tag BV EEBREFHHT , IEFMMEEUMN LF-Tag.

ERONEE A TOUE BIAH AWS IS RESNATE LF B8 , R DHABIES Describe
AssociateSf BT ARMIESIATA LF i, WAMERETHUESMAE LF EBOAFARE.

B LAE A AWS Lake Formation £# &, API 5 () AWS Command Line Interface %Il LF 2%
AWS CLlI,

Console
HIH LF B8] ( £3E8H)

1. BARK Lake Formation £# & , #ut A https://console.aws.amazon.com/lakeformation/,

LALF-Tag Bu ¥, ERAEESH R T LF-Tags ST BEEHE IAM
lakeformation:ListLFTags &F AN EEE 5 E A,

2. HEBERWNFFT, LF ZREBNFFAT , BE LF 8.

LF-Tags EHFEEIHH,
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LF-Tags LF-Tag expressions - new LF-Tag permissions LF-Tag creators
LF-Tags (2) Delete Edit Grant permissions Add LF-Tag
LF-Tags have a key and one or more values that can be associated with Data Catalog resources. Learn more [%
[ Q, Find LF-Tags ] 1 3
Key v Values v Owner account ID v LF-Tag permissions
O test 111 View
@) Department Sales, Marketing View

BERBERF ID W, BLHBTREINERIR S REAIRFH AN LF RE.

AWS CLI
H LF #Z2% (AWS CLI)

- LDERHEEERERT LF-Tags iFTTHEH IAM lakeformation:ListLFTags FFAINZE
FEABDHTIIGT,

aws lakeformation list-1f-tags

BWHEMMT,
{
"LFTags": [
{
"CatalogId": "111122223333",
"TagKey": "level",
"TagValues": [
"director",
"vp",
"c-level"
]
1,
{

"CatalogId": "111122223333",
"TagKey": "module",
"TagValues": [

"Orders",

"Sales",
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"Customers"

[a
| -

EEEERNIIRFRETH LF B8 , FEEWHIEIE --resource-share-type ALL,

aws lakeformation list-1f-tags --resource-share-type ALL

BEECNT, BT NextToken®is  EXRTRENHEEZIER,

{
"LFTags": [
{
"CatalogId": "111122223333",
"TagKey": "level",
"TagValues": [
"director",
"vp",
"c-level"
]
.
{
"CatalogId": "111122223333",
"TagKey": "module",
"TagValues": [
"Orders",
"Sales",
"Customers"
]
}
1,
"NextToken": "eyJleHBpcmF@aW...ZXh@Ijp@cnV1fQ=="
}

EX o T, LHE - -next-tokens| B , LURRREANERIRF R T VIR ER A LF REBA
LF 28, RENBIRFH LF ER-—FUREBNEE L,

aws lakeformation list-1f-tags --resource-share-type ALL
--next-token eyJleHBpcmFQ@aW. ..ZXh@Ijp@cnV1fQ==
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{
"LFTags": [
{
"CatalogId": "123456789012",
"TagKey": "region",
"TagValues": [
"central",
"south"
]
}
]
}

API

& a] LA Lake Formation SDKs , I HEREE A EBRENER,

import boto3

client = boto3.client('lakeformation')

response = client.list_1f_tags(
CatalogId='string',
ResourceShareType="ALL",
MaxResults=50'

T EEREATIBENdictdH

'"LFTags': [
{
'CatalogId': 'string',
'TagKey': 'string',
'TagValues': [
'string’,

iy
1,

'NextToken': 'string'

B AR S
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}

MEFREATHFMESR , F2ELake Formation BEH IAM FFAIZE,

# LF {28 15/k4E Data Catalog EiR

IET LA LF BREI5IR4E Data Catalog iR ( ERE. ERXRNE )  UEHHELERNFR. R
RERTHNY LF BENER (URERTERERSEFIENTR ) FRFHER.

MRERREERERE LF B8 , IERRTERREE LF 88  BUEBKHEREIRE LF 8
BRo|@BRBREANE,

BRI LR RIGE TR LF ZEREE LR A 50,
£ |

- EBETGERNEBRNER

- # LF ERERGERRERE

- # LF ZHIBRIE Data Catalog ER

- EFERN LF R

- RRERBER LF-Tag

EEERGEERNEBRNHER
EEi LF ERIBE RIS Data Catalog BiR , BH4ZE -

- %A LF-Tag L# Lake Formation ASSOCIATEZF ™,
- %58 IAM lakeformation:AddLFTagsToResource .
« 7£ Glue EXE L#H glue : GetDatabase 1,

- RAEREEE (BI%E ). BEHE GRANTEZEMNERES Super Lake Formation 577 , HEH
8575 GRANTIZIEM FIFFH :

- YRR AWS tRE &R E : DESCRIBE, ALTER, CREATE_TABLEF DROP
- BRNIRFE DR ERE : DESCRIBECREATE_TABLERI ALTER
- HRERR (FMERH ) : DESCRIBE, ALTER, DROPINSERT, SELECT. #1DELETE

S, LF-Tag R EERNERLANVRERRN AWS tRFEH,
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EE1f Data Catalog EIRF BB LF-Tag , BHAFESELER , EE
lakeformation:RemovelLFTagsFromResource IAM 5™,

¥ LF BRI TG E N R AR
¥ LF BRSO SRR (88 )

1. BARK Lake Formation 2 & , #8ik A https://console.aws.amazon.com/lakeformation/o

URE ERERNERESDEA

HEEBEEKT , EEF Tables (ERIR).

BEENRERE (MFENRBBIHNEERERSE ),
HERKRFHEARANERERERY , BRREERBHER,
EREFHBHEHAERL , EN-HZEERM , AREERE LF 8.

o & w0 DN

(® Note
MRERER B HMRERRMIAL R ERRE , FAATIIRE. RRIFE LF 8.

fmiE LF EREFEARENHER | WERSRERREENEM LF 58K,
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[
Edit LF-Tags: product_id Learn More (2 X

LF-Tags

After they are associated with catalog resources, LF-Tags allow you to create scalable permissions.

Inherited keys Values
level director (inherited) v
module Orders (inherited) v

Assign new LF-Tag

You can add 50 more tags.

6. (EA) HREARSIBRUSHESE  EFEUNEREANE.
7. (EBR) BEETEHN LF R, A% HRERNESR , BESR  HRE  EESBNE.

BEXFERE
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Edit LF-Tags: pl'OdUCt_id Learn More [A X

LF-Tags

After they are associated with catalog resources, LF-Tags allow you to create scalable permissions.

Inherited keys Values
level director (inherited) v
module Orders (inherited) v
Assigned keys Values
Q. environment X Production A Remove
Production

Assign new LF-Tag Development

You can add 49 more tags.

8. (EA) BREEERFN LF EHBUMES —@ LF &R,
9. EBERTEF

# LF 285 4G Data Catalog ER
Console
# LF EH 544 Data Catalog ERIERERIK

1. BARK Lake Formation & , #8it A https://console.aws.amazon.com/lakeformation/s

UREXamFIERNERET T EA,
2. EEBEERWERBET , ST THHP—RRE
- BEERLF BRERGERE , FEEERE,
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3. BREBREFERK , AREDFEDIERL , BERE LF B,

#m¥8 LF-Tags : resource-name ¥i55 5 BRI HE,

MREHREATEEREN LF B8  IRESETEEAN LF B8, &R , c8ETRXF
TRBHEERERBIAEE LF REL .

Edit LF-Tags: inventory Learn More [2 X

LF-Tags

After they are associated with catalog resources, LF-Tags allow you to create scalable permissions.

Inherited keys Values
level director (inherited) v
Assigned keys Values
Q. module X A Remove
Orders
Assign new LF-Tag Sales
You can add 49 more tags. Customers

4. (FER) NREHRERT LF B8R , SREEARSIEMUINERE KU LEEERER
RAENE,

5. HEERMHN LF BE , BT TIILER

a. BEERTHN LF F£R.
b. HEEMHNEBWALT , BIE LF-Tag £ , AREERLD , BEE,
c. (EA) BREESERFMN LFER , UsRENDN LF FE.

6. EBERF
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AWS CLI

# LF Z=E B4 Data Catalog EiR

PN
To

«  #4T add-1f-tags-to-resource @

THlgEfE# LF-Tag module=orders EMEERE ordersHHERTKerp. ©FEA --
1f-tags5I M ERFEL. B CatalogID BM--1f-tagsEEAN., MRREHR , AlER
HERNESID (EHBERTA ERK).

aws lakeformation add-1f-tags-to-resource --resource '{ "Table":

{"DatabaseName":"erp", "Name":"orders"}}' --1f-tags
CatalogId=111122223333,TagKey=module, TagValues=orders

AT 2o & I R R da

"Failures": []

T—ESHSEME LF ERIEMiGsalesERIR , WFEMA--1f-tagssI K JSON

R kRo

aws lakeformation add-1f-tags-to-resource --resource '{ "Table":
{"DatabaseName":"erp", "Name":"sales"}}' --1f-tags '[{"TagKey":
"module","TagValues": ["sales"]},{"TagKey": "environment", "TagValues":

["development"]}]"'

T—{E&Hl & LF-Tag level=director ERFEER X BHER totalMsales,

aws lakeformation add-1f-tags-to-resource --resource '{ "TableWithColumns":

{"DatabaseName":"erp", "Name":"sales", "ColumnNames":["total"]}}' --1f-tags

TagKey=level, TagValues=director

EHERN LF £K
¥ #1 Data Catalog &R LF & (AWS CLI)

- f#H add-1f-tags-to-resource®< , MEBEFFTR,
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MEEAREA LF RBARSRY LF &8  EESTEEN LF EREEFREE,

RERBER LF-Tag

#BR Data Catalog EJREY LF 2 (AWS CLI)

PN
T

#1T remove-1f-tags-from-resource @

o

MRERRN LF-Tag EEBRERXERERANE , AIRERRPBERE LF-Tag S8 FEAD
H, WiITABBRARBERRENRBAZRSIZENERW.

THlgEflEfsalesERRM ERltotal BER level=director LF ., # CatalogID &
M--1f-tagsREAMN., WRAKEM A ASBRIREFRNESZID (ERHIBERATHA ERRK ).

aws lakeformation remove-lf-tags-from-resource

--resource ' { "TableWithColumns":

{ "DatabaseName": "erp", "Name": "sales", "ColumnNames":[ "total"]}}'
--1f-tags CatalogId=111122223333,TagKey=level, TagValues=director

BRI EIRD LF RE]

& A LA R 8R4 Data Catalog BIRH LF 2%, BB TE LF ZEH® 848 DESCRIBESR
ASSOCIATERFH T BERIRE,

Console
BREREERN LF £8 ( 24

1. BARX Lake Formation £# 4 , #it A https://console.aws.amazon.com/lakeformation/o

ERHEEE, EREEEDCRFEIR Lake Formation F TN EREE 2 &E A,
2. HEEBERNERNBESEET , ST N EF—IERME

- EERGREIRGENEN LF £8  BSEFENE,
- EERGREIRGERRY LF 8 |, SEFENR

3. HERXYERERRL K BERENEIERRNEE, RAREFHEFREL , A TEHE
LF RRER.
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THEEHEINERMBE RS RAcustomersER XMW LF B8  HP T Efretail ERE
F, module LF EEEAFERE, Eflcredit_limit#M 2K level=vp LF Z%,

LF-Tags (3)

Edit tags

LF-Tags are key-value pairs that you can assign to data catalog resources, such as databases, tables, and columns.
You can then grant permissions to principals based on these tags to control access to the resources. Table columns

inherit all LF-Tags that are assigned to the table. Learn More [/}

Q

Resource A Key

customers (table) module

customers (table) environment

credit_limit (column) level

Value

Customers

Production

vp

v Inherited from

retail

AWS CLI
RIS RIEGE RN LF ZH], (AWS CLI)
° ﬁlk;ﬁiu?*ﬁﬂﬁl N ﬁ%o

aws lakeformation get-resource-lf-tags --show-assigned-1f-tags --
resource '{ "Table": {"CatalogId":"111122223333", "DatabaseName":"erp",

"Name":"sales"}}'

HHRMETHH -
{
"TableTags": [
{
"CatalogId": "111122223333",
"TagKey": "module",
"TagValues": [
"sales"

BEXFERE
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]
I
{
"CatalogId": "111122223333",
"TagKey": "environment",
"TagValues": [
"development"
]
}
1,
"ColumnTags": [
{
"Name": "total",
"Tags": [
{
"CatalogId": "111122223333",
"TagKey": "level",
"TagValues": [
"director"
]
}
]
}
]

teig i R B RARERMIEEEAN LF 28, WREREEEMEERME NS LF 85 ,
TIEREAN LF E® |, 55EH --show-assigned-1f-tagsi®iE,
18 LF-Tag EiREHEIR

B LARIRIEERISE LF-Tag £8#8KIFTHE Data Catalog R, EEEBKM , BEE TS Lake
Formation 3 :

« Describe = Associate B LF &%,
« Describe S{HE L& JRAY Lake Formation ¥ 7,
AL BWEET S| AWS Identity and Access Management (IAM) EF 7 :

* lakeformation:SearchDatabasesByLFTags

« lakeformation:SearchTablesByLFTags
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Console

WIS LF-Tag IR (24 )

1. BARK Lake Formation A& , #8it A https://console.aws.amazon.com/lakeformation/s

LERHERSHTAERNIIHNERNERES DB A,
2. HEBERMNFFT, LF ZBNFFAT , BE LF 8.
3. BELF-Tag &R (MFTRBABWINRIRREA ) .

LF-Tag $MIET EERER ISR LF-Tag & ESE,
module

LF-Tag

Key

module

Associated data catalog resources (12)

Q

Key

module
module
module
module
module
module

module

Values

Customers

Customers

Orders

Customers

Customers

Customers

Customers

v

Resource type

DATABASE

TABLE

TABLE

COLUMN

COLUMN

COLUMN

COLUMN

Delete H Edit ‘

Orders, Sales, Customers

Resource v

retail

customers

inventory
customers.cust_first_name
customers.work_phone_number
customers.company_name

customers.credit_limit

BEXFERE
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AWS CLI
18 LF-Tag BTG HEIR
«  #1T search-tables-by-1f-tags= search-databases-by-1f-tagsi®.
Example
THIEHIFIHEIER level=vp LF EBHERRMERME. BRIHHNESEERRNESR
W, eREENRIERRNFIERRLF BB, mMARARESRER,

aws lakeformation search-tables-by-1f-tags --expression
TagKey=level, TagValues=vp

MFEFREATHFMESR , F2ELake Formation BEH IAM FFAIZE,
LF &Y & B 4

1. LF BEE & Michael 237 LF &% module=Customers,
2. Michael £ LF % Associate L EFE R T#2EH Eduardo, Associate BE# F Describe,

3. Michael EAEFIZEAEER KR Super £ Michael #%F Custs Eduardo , LA{E Eduardo A] LA
LF EEBERGER R, MFEFMEEN , T2 LF E8 ISR Data Catalog B,

4. Eduardo &% LF &g M Emodule=customers&H &K Custs,
5. Michael & ¥ Ti2E0 Sandra ( EBRERE ) FFTHEE,

GRANT (SELECT, INSERT ON TABLES) ON TAGS module=customers TO Sandra WITH GRANT OPTION

6. Sandra B FE ¥ 2 #7E0 Maria T 5/5F 7,

GRANT (SELECT ON TABLES) ON TAGS module=customers TO Maria

Maria BE A LAfECustsERR L HITEM,

i
%

© BESE

- PREERFEIZE
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Lake Formation ZZ& ! FEIZHIEE IAM B4 B FHUR HIAY L8R

BHRFEIEG (ABAC) 2R—BEREXEK , IREBEEBMRERTT. £ F AWS , BLBUHBARAER.
B LEEREZE IAMER , 3 IAMER (FAEISAR ) 1 AWS ER. B UAZN 1AM
FEEETE— ABAC BERH R —HBER, B ABAC R IURGTRE TN EREE RERBTE
AFFERE, ABAC ERRRENRREFHEETED , WEEBREESBHERIRAMTE,

BiRZeRBREEBRERH IAM REXMBEERNFHBRMZ£FFH , 2 Amazon S3 #FRT

#8. Amazon EC2 #1T{ERE , AREALIEA ARN 2ENEMER. IAM BREERERAEIRD
Bz (#8#) FFa, Bl , RFFNIERL Amazon S3 REFEBIFEARBMRAENER RN FE. NF
IAM ABAC WFFHIEA , F2E (AM EAEER) PHTERE ABACAWS ?,

Blan , BATLUER project-access BERBRV=ELAE, #$E—ELCHNEERSD Dev , =1
AEHRERR Marketing , WK E=EASHWERERS Support., KEFBEEENEBRERGE
Ho A&, BULERE-—BX , EABNEREYH project-access EAMERERLRK TG

EREEBRMEA Lake Formation RERISEE LB E RN BHEFTA, LF EE|EEIRIE Data
Catalog iR ( ERE. ERRMNERE ) , URFEFEA. EEFSERLF ZB2 LF Z8BNER
AT LAFENRZE R, Lake Formation FF A2 IAM FF ATV IR BEFd]. flan , N IAM BFRAI R AT ERET
EVERH |, Lake Formation 78 ZE AP EAERNFRER TXEAE  IEEEANERE
B/ LF Z%,

Lake Formation fZ8 & 1ZH032 % (LF-TBAC) E2 IAM ABAC B , BEM Lake Formation & #HH]
ERREMENANT R,

- Lake Formation TBAC FfAiZfEEAIFTMER. EEETEEEENMRAERERAFFEFNE
Fo Hlan | BRERIEFER IAM ABAC KBEFEEL project-accessiZH |, LURMEY Lake Formation
BEERENER., A LF-TBAC, LF-Tag Project=SuperAppEiRiKIEEERRERHE |
MiEEK LF-Tag ERFZERNEARAS, BB IAM , HBASTUREIRERE , M LF-TBAC
FUERTHRASBE - STFHENRABEENRIERNFNER. IRBHFERRTEEE
= , Lake Formation EEERFEKEBIERET ER R , BRABSTEFIREREK,

+ Lake Formation TBAC ZEEZR M IAM BURK, HRAEER IAM BUEERF Lake Formation EJRH
Lake Formation TBAC SR EEE K UEBFERENERER , AttEBaUETBLH IAM K
Ko

« £ Lake Formation TBAC , BT UARERENR R, ERRAHE RS BB REBEBHRERT
A, 0, tNBFHHWEBASEMAER | Bl IAM BEEFEHEZ TN K AREBBIEYN LF K
BiREEAE  ITREEFHRARASFIE, STTESTE IAM BEERXEHRFERRELHTN
LF &,
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- £ Lake Formation TBAC AILA BB ERMNET . IAM BRER TR LEBERNFEUE , fila
Data Catalog ERIERE R K. FH Lake Formation TBAC , B LR FENMETEHEERENE
EERKRRERE.

® Note

IAM ZEE LF EETRE, ELEERTAER, LF ZEEARNRF Lake Formation FF 7] , M
IAM ZE AR ESZ IAM BUR,

EEREERNFEUEHM LF-Tag RiER

LF-Tag RIEXNEH—ZE LF-Tag ( #/EY ) ARNEBEERER , ARKRTF AWS Glue Data
Catalog ERMEF A, LF-Tag REXTELERRE , REBEERNERNPEENEBERREEHERNE
BHFR, SUUREFELERER , TEZEFIRTFHIEEFAGLERES , A3 UFEHE
EEEERAEERBNEL,

EEEN LF-Tag REXT , EBRRCIREMEH AND 2/E/8S , MERMEH OR BEHE. fitn , &
HKREFRXcontent_type:Sales AND location:USKREREXEBHEEELRHEBNER.

EAILAE PEYHZ 1000 M@ LF-Tag RIEX AWS 1RF, ELEREARMEMATERNAN , LR
BHEEEREENT  BARAARENCEAEIEARA T RRBREENERANFIEEERE
Ro

LF-Tag REXNRHTFIER

- IEEFERAN - BBEENRRF LF-Tag REX , ELBREERFIERGEGCERIEREFB
BERHARNRENX,

s — M -EZEHFIRFZEEERMEA LF-Tag REXTRARTNEEF TN SR —H.

- BEAREE - LF-Tag REXAFWREERBABERENEE  RALTUERCRHREFHRE
X, MARERERIFF TR T,

MEERMEFEUREIMNGEMEN , 5528 Lake Formation & A FHIZRE,

LF-Tag REXEME

LF-Tag RIEXEVEREHEVNEE LF-Tag REXNER, ERVHEEE UM Lake
Formation 324, CLI, API = SDK #ii# LF-Tag RiEREVUE, LF-Tag REXEVEEFES
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Lake Formation 5F 7] , A3, EHHMMIR LF-Tag RIZER , LKA LF-Tag REXFAURFTHME
B,

FERNEEEN LF-Tag RERNEBVEREHHHEVNREXNEWKES AlterDescribe, .
Drop# Grant with LF-Tag expression&f .

BERHEESWALURT LF-Tag REXBUETR THCreate LF-Tag expressionsfd, A&
%, LF-Tag RIEXNBIETLNEEY LF-Tag REXNWHTRFH M,

FE

« B LF-Tag REXFEMN IAM FFA]
o ¥ LF-Tag REXELE

« BY LF-Tag ®ERX

« B3 LF-Tag RiER

« MR LF-Tag RiER

« BJH LF-Tag KRiER

® Z#H2H

T

- B LF-Tag HFA
« 8/ LF-TBAC AR TERINET A
« Lake Formation EH R FEEH

R LF-Tag REXFEMN IAM 7

B BARREHRT , LASLEF Lake Formation E88EZ . LF-Tag FRiEX. B TIREXHIBEZTERSH
LF-Tag FREXNEV EN ERBHOFFATBE,

® Note

HMAERHEEEEBEE Lake Formation T A 2RE L, FEFHMMBER LF-Tag # LF-Tag ®iE
. #§ LF-Tag $EMMAER , AR LF-Tag M LF-Tag REXFIE TR , BERHEES
WwEETS IAM 751,

MEFHMEN , FSHLake Formation BAEF IAM FFAISE,
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{

"Sid": "Transformational",

"Effect": "Allow",
"Action": [

"lakeformation:
"lakeformation:
"lakeformation:
:ListLFTags",
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:

"lakeformation

i LF-Tag RIEERNEVH

AddLFTagsToResource",

RemovelLFTagsFromResource",

GetResourcelLFTags",

CreatelLFTag",
GetLFTag",
UpdatelLFTag",
DeletelLFTag",
SearchTablesByLFTags",

SearchDatabasesByLFTags",

CreatelLFTagExpression",
DeletelLFTagExpression",
UpdatelLFTagExpression",
GetLFTagExpression",
ListLFTagExpressions",
GrantPermissions",
RevokePermissions",
BatchGrantPermissions",
BatchRevokePermissions™"

LF-Tag REXNBI EWLUEBINFEFEIEEFERAN LF-Tag XiEX, EFEBRRSIENE. MBpRE
I, UAREA LF-TBAC 7544 Data Catalog ERHFFAI R FEFEA. LF-Tag RIEXNE Y F A LA

BEFATRTEFEA

IETLAE A AWS Lake Formation £3#&. APl 5 AWS Command Line Interface () RZ I LF-Tag &

EXEIEABAWS CLL,

console

i LF-Tag RIERNEVAE

1. BARX Lake Formation £# & , #8it A https://console.aws.amazon.com/lakeformation/o

DERHERES DB A,
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2. EEEERNFAT , BE LF EBAFA,
3. B LF-Tag REXRKRSIER,
4, T LF-Tag REXNBUEZBERD , BEHNE LF-Tag REXEVLE,

Add LF-Tag expression creators

LF-Tag expression creators can create and manage LF-Tags expressions.

LF-Tag expression creator details

1AM users and roles
Add IAM users or roles.

[ Choose IAM principals to add v ]

[ datalake_user X]

User

Permission
Choose the permission to grant.

Create LF-Tag expression

Grantable permission
Choose the permission that may be granted to others.

Create LF-Tag expression

Cancel Add

5. EWELF-Tag REXBEVEEEL , BEEFEY LF-Tag REXNAEFTN IAM BAEHfE
R#E,

6. iZHICreate LF-Tag expressionZFrl#&H5 58,

7. (BR) EEZENMMZETAMCreate LF-Tag expressionFFa#FEEA |, BiRET
& FCreate LF-Tag expression&Ffl,

8. BIEFENHE,

AWS CLI

aws lakeformation grant-permissions --cli-input-json file://grantCreate
{
"Principal": {
"DatalakePrincipalIdentifier": "arn:aws:iam::123456789012:user/tag-manager"

}I

"Resource": {
"Catalog": {}
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3,
"Permissions": [
"CreatelLFTagExpression"

1,
"PermissionsWithGrantOption": [
"CreatelLFTagExpression"

]

LF-Tag RERBVEAGAUEY, EHHMER LF-Tag RERK.

R iR

Create BEWF UM ER T AEERAPFIY LF-Tag FRER,

Drop 7 LF-Tag RER L EAMFF AN ET AT ARERHMBR LF-Tag FRiE
s

Alter £ LF-Tag /REX LEF AR ER T UAER LF-Tag RIEXHFKRER
K3,

Describe £ LF-Tag REX LEBHFFATNERTLURE LF-Tag REXHAZR,

Grant with LF- HEFAARFBHEAERTFERIPERENFEGETAR , fATERRENMH

Tag expression AER, BGrant with LF-Tag expression & ¥ Describe,

Super ¥ LF-Tag RiERX , SuperffAIE&R T Describe, Drop. Alter#

HEBREANFT IR EMER,

BEEFTRARTHN,. EFEARFRERTELHFTNETRA , AIUBSEARTFHEHMEERTA,
B LF-Tag RERX

REETE Lake Formation FEZRFTE LF 2% , #E © 8R4 Data Catalog BIR , FEEAREILIE
BRX, LF-Tag REXTE—HZ MR8 , URBERSIEN NS ETEEE,

EERHEEERTE LF-Tag REXNEIEACHEN IAM FF ] Lake Formation 5l 2% , =8 A
DB EEFERN LF-Tag RiEX, LF-Tag REXNEBEVESMBESFIREFHKENAIL , LM
BR LF-Tag RiZER,
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B LAE A AWS Lake Formation £/, API 5 () 21 LF-Tag AWS Command Line Interface &iE
FAWS CLl,

Console
B LF-Tag RiER

1. BARK Lake Formation A& , #8it A https://console.aws.amazon.com/lakeformation/s

A LF-Tag REXNBUEFUUETRESBA , IUERHEEEF S E A,
2. EEEBERNFAT , BIE LF EZEBNFF,
3. BIELF-Tag ®iENX, i LF-Tag KEXEEMEEIHIR,
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Add LF-Tag Expression

LF-Tag expression creators can create and manage LF-Tag expressions

Expression details

Name
Enter a name that describes the expression. Expression name cannot be edited after creation.

{ sales-general-expression J

Name must be less than 1000 characters.

Description - optional

[ General access to sales data. ]

Description can be up to 2048 characters.

Expression
Choose the keys and values for this expression. When multiple keys are specified, the keys are joined by an AND operator and when
multiple values are specified, the values are joined by an OR operator.

Key Values

[ Department v J [ Choose LF-Tag values v ]

( Add LF-Tag key-value pair )

You can add 49 more LF-Tags.

Expression review
The LF-Tag expression above will be interpreted in the following way.

Department = sales

» Grant permissions - optional
Grant permissions to allow others to manage or grant permissions with the expression.

Cancel Add
4. BATHERR :

- BE-BARERANE—2B, SEIETREXRRE.
-AREARGEANELR  HPhasREXNFMER.

RERX - EBEETEBRZFSIBRHEMEABNEREIREN, BEAREXNZZ ITLUHNE
BRoIR, ELAREREXNAXPIEEEN Grant with LF-Tags Lake Formation
A,
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BETRLAZLA—EE. BEWASEE , FRAERIREE , ARIEZ Enter, H—
RA—EE A ARBEETESEEREDNE. SERSIRAFFHRKES 1000,

Lake Formation £/ AND/OR &% , EREXPESZEESIBNE, FE— (R5|#
CERE ) Hh , FHEE OREEFREGHE, fln, mMREHRE (M : [HBE. 17
8] ), AIRTUREREGHEENTHENBMAER , IEBSMEE.

EREEZESHEE  28SMh AND BB EE FHE, Fit, MREEBRERXE (FHM

[$5E. 1788] )AND (fuE : [XE. mEKX] ), IetBHEETMERAEABEES
THNER , UK EEEAZESNEANNEER. UTREEZAXRSIENENE —E
g1 -

LF-Tag &iZR : (ContentType : [Video, Audio]l ) AND (Region : [Europe, Asial )
AND (Department : [Engineering , ProductManagement] ).

WREXSHHEEETIRENER : - ContentType ZEEHEE Video OR Audio
AND - Eigi2% E A8 Europe OR Asia AND - #8F9#Z% 25 E Engineering OR
ProductManagement,

BHETUERER LF EBRRTERSFTRFEEFRERES, BERIENEY , AREES
FAMRENEER, WAMRREANEHE.
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LF-Tags or catalog resources
Choose a method to grant permissions.

© Resources matched by LF-Tags (recommended) (O Named Data Catalog resources
Manage permissions indirectly for resources or data Manage permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

© LF-Tag key-value pairs
() saved LF-Tag expressions - new

Key Values

[ Department v ] [ Choose LF-Tag values v ]

[ marketing X] [ sales X]

( Add LF-Tag key-value pair )

You can add 49 more LF-Tags.

Expression review
The LF-Tag expression above will be interpreted in the following way.

Department = (marketing OR sales)

Save as new expression
Use saved expressions to grant permissions. Create LF-Tag expression permissions are needed.

New LF-Tag expression name
Enter a name that describes the expression. Expression name cannot be edited after creation.

[ General access ]

Name must be less than 1000 characters.

5. (BA) BFE A EEERE/AG  URGREERFHARTFEAENRENFT, ShaLl
BETURTHA , UAAFEAERELHTRTIRFANEMERE, SCEERTERRE
AHYE IR FEF
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¥ Grant permissions - optional
Grant permissions to allow others to manage or grant permissions with the expression.

IAM users and roles
Users or roles from this AWS account.

( Choose IAM principals to add v ]
Permissions
Choose the specific LF-Tag permissions to grant.
7] Describe
See keys and values.
(7] Alter
Update or delete LF-Tag expressions.
(7] prop

Delete LF-Tag expressions.

[(] Grant with LF-Tag expression
Allow principals to grant access permissions using LF-Tag expressions.

(7] Super

This permission supersedes the individual permissions set above.

Grantable permissions
Choose the permissions that the recipient can grant to other principals.

"] Describe

See keys and values.

(] Alter

Update or delete LF-Tag expressions.

(7] prop

Delete LF-Tag expressions.

[(] Grant with LF-Tag expression
Allow principals to grant access permissions using LF-Tag expressions.

(7] super

This permission supersedes the individual permissions set above.

Cancel

6. BIEWE,

AWS CLI

B LF-Tag RiERX

« By Acreate-1f-tag-expressionii®,

Add

THEHEEN LF-Tag RiEX , HZHDepartment EHA1E SalesH Marketing , M1E
#LocationEHE US,

aws lakeformation create-1lf-tag-expression \
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-- name "my-tag-expression" \
-- catalog-id "123456789012" \
-- expression '{"Expression":[{"TagKey":"Department","TagValues":
["Sales", "Marketing"]1}, {"TagKey":"Location", "TagValues":["US"]1}]1}"

It CLI s & E PRI LF-Tag RiEX AWS Glue Data Catalog, FiIiE A LR 5 H BRI
WAZE |, TR F Data Catalog EJR , flinERIE, ERER, MERERME. FHEHF
FEXSHYEEE Salesm® ZDepartment RS E RMarketing , AR EEE 2 &K
5lLocationfBHIEIRUS,

EAEBRENEIE , TREEEL LF-Tag RIEXWALtersFd , YA UEHFABRRER, LF-
Tag REABYEFTROTUKEHRABRIERENNALterFARTE —EEH.
BE# LF-Tag RiER

REERHEES, LF-Tag REXNELE , UEHES LF-Tag RiERX Alter = Superff I EE |
THEEHT LF-Tag RiER. BRT Alter FAIZH , RO EEFREAANLMEERRSIREN
lakeformation:UpdateLFTagExpression IAM FFAIflGrant with LF-Tagsfal , FEEF K
E,

BAEREHRRERX LR THER, REXACHMFFARER LF-Tag KiER, EEEZEE LF-Tag
REXNERE, FESFELR , FMBR LF-Tag REX , UEALENSEHIE,

IBALAE A AWS Lake Formation £3#&. APl 8 AWS Command Line Interface () RE#T LF-Tag &
iZ3XAWS CLI,

Console
FH LF-Tag RiERX

1. BIRX Lake Formation £##& , #it A https://console.aws.amazon.com/lakeformation/o

DERHEES, LF BREVERES LF EBALterfFANERI D EA,
EEEBEPNFTT | B2 LF EBANTT,

BIE LF-Tag RIEX LS| ER.

# LF-Tag ZERERYT , BH LF-Tag RiEX , REBERE,

iR LF-Tag RIEXNBFEAP , EMHEL , BB EIBHRRIBNEREHREXA
o

o ~ w0
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EEMEZEE , BEERNP , TN EEREEE,
6. igj% Save (ﬁﬁ)o

AWS CLI

Lake Formation F#Y update-If-tag-expression T S Al REEFH B EM LF-Tag KiEX,

aws lakeformation update-1lf-tag-expression \

-- name expression_name\

-- description new_description \

-- catalog-id catalog_id \

-- expression '{"Expression": [{"TagKey": "tag_key", "TagValues": ["tag_valuel",
"tag_value2", ...1}1}'

UTRARM S SHNSHAARNER

« name - FEEFFNWREEZERREANER,
« description — RIZR I F R

catalog-id - EZFEEKRIZEXFTER Data Catalog ID,
- expression - REEHMREXANITEBRREXFTH,

MRk LF-Tag RiE

B LAMIBR T B EAN LF-Tag RiEN, MRESHFEH LF-Tag RENAEFT IR F Data Catalog EIR L
WEHE S TERETT.

REERHEER, LF-Tag RIEXNEVE , EHF LF-Tag RiEXDroprF W EEE , FEEMIBR LF-
Tag FRiENX. BRT DropffAIZih , ZEFEAEFEE lakeformation:DeletelLFTagExpression
IAM 55 7] =+ BEMRR LF-Tag FRiE,

IEALAE A AWS Lake Formation £3#&. APl 8 AWS Command Line Interface () 2B} LF-Tag &
iZ3XAWS CLI,
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Console

Mgk LF-Tag T2 ( Ti2A )

1.

BARK Lake Formation & , #8it A https://console.aws.amazon.com/lakeformation/,

LERHEER, LF-Tag REABUEHEAMBRREXFAINERI ST EA,

2. EEEERMFFITT , EE LF EEMNETFT,
3. B LF-Tag REXRKRSIER,
4. FELF-Tag REXEERF , BE LF-Tag RiERN , REBEEMER.
5. 1EMMBR LF-Tag ®ER ? HFEARP , EERIMBR , FEBEWMAIFTBA LF-Tag RiEX B
B, ARIBEMER,
AWS CLI
fIBR LF 2% (AWS CLI)

i Adelete-1f-tag-expressionin®. REEMERAFKEXNZBRE & ID,
Example

T 5 & FImy-tag-expressionBH ID & WERBSETMREES W LF-Tag RiE
123456789012, MREFEHAKEEE AWS CLI fAREHERRS , Al catalog-id B8 A&
F. MR LF-Tag RiER# , Lake Formation /5 MZFIEXN M AEEBIET Tic k. E2IEE R
FAREN TS EMBRRIEXNEEFF I8,

aws lakeformation delete-1f-tag-expression \
--name "my-tag-expression" \
--catalog-id "123456789012"

FIH LF-Tag RiER

SER LS HICBE R IR FT AT AY LF-Tag RiEX, BERUMEES, LF-Tag REAEZUENHEREEST
LEEitERHIRF RN ERERER,

B LAE A AWS Lake Formation £# &, API 5 () 3 LF-Tag AWS Command Line Interface &i¥
FHAWS CLlI,
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Console
HlH LF-Tag RiEX ( EEH)

1. BERX Lake Formation £# & , #it A https://console.aws.amazon.com/lakeformation/o

LALF-Tag REXEBIES S, ERVHEEES Y , IERF LF-Tag REXFTHEER IAM
lakeformation: LlstLFTagExpre551ons AFANERSSEA,

2. EEEEHRWEFT. LF EBNFFAT,

3. BEELF-Tag REXARSIEBUEETREN, FAHBETER LF-Tag REXNEBES , 215
REXEBHE, @2LERBERNREXNLE , BIREN, REIMRFENRE,

AWS CLI

FlH LF 28 (AWS CLI)

3
\/

o
St

EEMA HIE LF-Tag RiZEX AWS CLI , & LUE M list-If-tag-expressions &5
A

aws lakeformation list-1f-tag-expressions \
-- catalog-id "123456789012" \

-- max-items "100" \

-- next-token "next-token"

Hrep .

 catalog-id REESIH EHKER Z Data Catalog AWS H#RF ID,
- max-items IEEEEHEENERREXNEA LR, MRKREALSE , ERES 100,
« next-token MRELFWFERFEBEH THER , Bl REEFH.

CIfER TS LF-Tag REXNEE , URT—EFHN , MREANE.

B LF-Tag BT

WA LA LF-Tags £RY DropAlterff AR FEFEA , LEHE LF-Tag ERER . BB
Describe, Associate# LF Z#MGrant with LF-Tag expressionsfFAIRFZEFA , X
B LF ERI A HIEMIE Data Catalog EIR ( ERIE, ERKXMNERNE ) . B LF ERIEKIE Data
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Catalog EJREF , BRI LAfE M Lake Formation {Z# B ZEUZE S| (LF-TBAC) FiERRBELER. WFE
SHER |, 2B Lake Formation Z& & 7 EURH,

BUUEARTEERTELHT , MEHMEAATURFELFF AT, Grant with LF-Tag
expressions, Describe®l AssociateFFAI &7 HERAAHIE LF ERWEIE,

A LA LF 28 Describefl Associateff AR FHEE AWS 1RFE ., A% , ZIRFPHNERHEE
BEMIGELHARTFIRFINEMER, AIRFPERNEESR FAssociateF TR /85
E WL LF EHi5kis LB H R 5 S A# Data Catalog EiRR.

BFARRFER , X HETERTRIE,

IBELAE A Lake Formation £33 4. APl 5 AWS Command Line Interface () ¥ LF &
AWS CLlI,

&

- FAEXEE%|E LF-Tag 557

- FRAEEAKRT LF-Tag & A

- £ B¥ LF-Tag " AWS CLI

NTFEZSEN , F2REEPERERFEURHR LF FE K Lake Formation & E FEULH.

EREZATIN LF-Tag 2

& LAME A Lake Formation £ A RMIR LF-Tags LIEFWHT, BHSER LF-Tag B &, EXH
EEE K E%E Describem LF-Tag AssociatefF A/ T REE T,

B LF-Tag 5 ( T4 )

1. BARK Lake Formation A , #8itA https://console.aws.amazon.com/lakeformation/s

LALF-Tag BV %, ERHEEEH2HEF LF-Tags £ Drop. Associate, Alters
DescribeffAIMEAE S D& A,

2. HEBERWFFAT , BE LF BENFA , RRBE LF BRI ER.

LF-Tag FFAERENESEE. RERI2. BENFITNERE.

ERX TS 448


https://console.aws.amazon.com/lakeformation/

AWS Lake Formation HBEABER

LF-Tags LF-Tag permissions LF-Tag creators - new

LF-Tag permissions (6) Grant permissions
View and manage the permissions granted on LF-Tags. Learn more E

Q_ Find permissions by LF-Tag key and value 1 &
Principal A Principal type Vv Keys v Values Vv LF-Tag permissions ¥V LF-Tag value permissi v Gr bl v
arn:aws:iam:: ):role/Admin IAM role module All values Alter, Drop - Alter, Drop
arn:aws:iam::( J:role/Admin IAM role module All values - Describe Describe
arn:aws:iam::C role/Admin |AM role module All values - Associate Associate
arn:aws:iam::( :role/Admin IAM role module All values - Grant with LF-Tag expression Grant with LF-Tag expression
arn:aws:iam::C :role/Admin IAM role LF-Test All values - Describe Describe
arn:aws:iam::C :role/Admin IAM role LF-Test All values - Associate Associate

EAERERT LF-Tag 510

THIZERERBA M E A Lake Formation 32 & LR F LF-Tag srAI BEHERERF LF-Tag 577, HH
DRUTES :

- FFUEE -ERTHFIERE,

« ZFEA-ERTHUN IAM FREHAE , A SAML FRERAE,

 LF-Tag SB/MEHFFA] - ERFFAM LF-Tag #/{EH,

- LF BEHF ] - ERFHIUM LF FHK,

« LF-Tag REXFA - ERFFFAM LF-Tag.

o FFA - ERTFHF,

FRUEF LF-Tag FEE

1. BARX Lake Formation £# A , #8it A https://console.aws.amazon.com/lakeformation/o

EfEA Granti®E , LA LF-Tag BY &, ERHEESNERAE LF-Tag S A= LF-Tag EMEH T
AHNEDE A,

2. HEEEEET , EELF RENFT , #E LF EEFFIER.

3. EERTFHT.

EEH AR

ENTELERT  EEY TR,
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LF-Tag 3T

BIE LF-Tag 5571 , AAFEBEH LF-Tag EHMIER LF-Tag.
LF ZEE/EHFT

BIE LF-Tag B/MEHT |, LA THEAE LF-Tags R4S Data Catalog iR, #48 LF-Tags
B, ¥HEER LF-Tags WEFaI T8,

T3 Z 8o o] A AR IBEURAFF AT R E,
LF-Tag REXFFA

B LF-Tag REAF A, UAAFERERREAIMBRREN,

® Note
8L LF-Tag 379 (Alter M Drop) &F 5 —EIRF R SPIRE HERR,

EZEARERT , BERFAARE  TREERTFHFANETLA

Principals
© 1AM users and roles SAML users and groups External accounts
Users or roles from this AWS SAML users and group or AWS account, AWS organization
account. QuickSight ARNs. or |IAM principal outside of this
account
IAM users and roles
Add one or more IAM users or roles.
v

IAM EREMNAE

®IAM ERENACBTEFRZE-—SZEEAERAE,
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SAML £ i & M A48

7 SAML F QuickSight SEAEMELE |, I AiEB SAML B SN ERAERFHEN —HZ@E
Amazon Resource Name (ARNSs) , 5 QuickSight {8 & s B¥#HARNs, £&1E ARN 2 &%
Enter,

WEMAEHE ARNs WEF , 5528 Lake Formation & FF#&#8 AWS CLI 5o

® Note
Lake Formation B2 QuickSight &£ # QuickSight Enterprise Edition,

SERRF
FHHAWS IRF , WA —SHZEEMK AWS 1RF IDs, #E81E ID 2% Enter.
1 ID & To-, , BEEE 10 B 32 A NEFEHEF

fEMEEAL ID A Tou-u BASR , BEEE 4 3 2 A NBEFHIBF (22 OUWR ID), LFHE
EEEFE M - BN 8 B 32 EEANNEFHREF

¥ IAM X8 @A IAM FRERAEN ARN,
EE LF %

HERT LF BB , BT LF BB TERTEEER TN LF FH,
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LF-Tag permissions

LF-Tags

Choose the LF-Tags you want to grant permissions to.

‘ Choose one or more LF-Tags v

‘ Department X

Permissions
Choose the specific LF-Tag permissions to grant.

Alter

Update or delete key values.

Drop
Delete tag(s).

Grantable permissions
Choose the permissions that the grant recipient(s) can grant to other principals.

Alter

Update or delete key values.

Drop

Delete tag(s).

Cancel Grant

- FEATHXBRERE-JZE LF &R,

EE LF RRg/EY

1. BERT LF-Tag BEYMNETT , (BYSETEEF LF-Tag @/EHFTAMAFT TEE) BEiEHE
LF-Tag &/{E¥ , NERARIEE LF-Tag #NEN S —FIHG.
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LF-Tag key-value pair permissions

Key Values

‘ Q. Enter an LF-Tag key ‘ ‘ Choose LF-Tag value: v ‘ ‘ Remove

n

‘ Add LF-Tag key-value pair ‘

You can add 50 more LF-Tags.

Permissions
Choose the specific key-value pair permissions to grant.

[] Describe

See keys and values.

[ ] Associate

Assign LF-Tags to databases, tables, and columns.

[] Grant with LF-Tag expression
Allow the principal(s) to grant access permissions using the LF-Tag(s).

Grantable permissions
Choose the permissions that the grant recipient(s) can grant to other principals.

[] Describe

See keys and values.

[] Associate
Assign LF-Tags to databases, tables, and columns.

[ ] Grant with LF-Tag expression
Allow the principal(s) to grant access permissions using the LF-Tag(s).

Cancel Grant

2. BHEERERSIEWALP , BEMWEKRE ARG NENEESTE , AREI LF-Tag R5I1#.
3. HEFBES, BR—HZBEE , RRET Tab HE—THHBRAUNBURFERE,

(® Note
MREFEFNHP—EERFIEERT , FR Enter EEEUBBREINT o

ERNESETABBETHNEHE, 1BF % UBKRE. BEBRUBKREE LF £RK.
4. BHENEE—E LF-Tag , FEKEENE LF-Tag, RAREEMELS R,
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1B LF-Tag RiEX

1. BERF LF-Tag RIEEAWFTA , BFBRIERE LF-Tag REXFFAIMERAFFTER),

Permission type
Choose the type of permission to grant. Learn more [4

() LF-Tag permissions () LF-Tag key-value pair © LF-Tag expression
Grant permissions on LF-Tags to permissions permissions - new
create, update, and delete LF- Grant permissions on LF-Tag key- Grant permissions on LF-Tag
Tags. value pairs to assign LF-Tags to expressions.

Data Catalog resources and grant
permissions on the resources to
principals.

Principals
Choose the principals to grant permissions.

IAM users and roles
Add one or more IAM users or roles.

[ Choose IAM principals to add v ]

[ datalake_user X]

User

2. igj% LF-Tag i%i%ﬁo
3. BERWREXNSE LF-Tag REXNFETHETRAEE, #iF % UBKRKEN,
4. EEHEE —E LF-Tag RiEX , BREZ —ERER,
EEA
AHERBEEL —ESBHRENFTIEE | B8 LF-Tag A% LF-Tag BEFF T,
RIBEBRFR TR | B LF-Tag 30 LF-Tag BMEHEA , URARTFHFFA,
1. HELF-Tag AT , ERMERTWFF,
£ F Drop and Alter B&1ZF #iid,

BEERTHAGRBRENEXMERET,
2. ¥ LT-Tag BEFFATT , EHNERTHF,

BEXFERE
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4.
5.

RTEABEESR TR, BEMFEA LF-Tag REXET , UAHFRTFKRHEAER LF-TBAC FER
F =i $8 Data Catalog BRI FEEFT,

£ LF-Tag FREXHFTT , ERMER T,
¥ Drop and Alter BE#&F iR,

BRTEEEA , RFAETRANFA,
(BA) EURTFHAT , EERRTFTUBHFATURTH AWS iIRF P HMEBAFTF,
B Grant (BF).

{5/ B LF-Tag 37 AWS CLI

BT LMER () BT, WM H LF % AWS Command Line Interface BIEFATAWS CLlI,

B4 LF-Tag S & (AWS CLI)

B Alist-permissions@®, BH AR LF-Tag Bu¥E., ERHEES , REAE DroplLF-Tag
B AlterDescribe, Associate, . Grant with LF-Tag permissionsiFAlF#EER

To

THmTEFREHEBHANAE LF ER,
aws lakeformation list-permissions --resource-type LF_TAG

UTRERHERENHES@Y K FAEBEERT R THAEIENMA LF B8, FEBEFERAER
BRIRTHEMAN LF BB, ®ALIIRFRETH LF-Tag F RN EEBNEREAE L, BE
EREM, FEE T, UEARL—EAGSTHTERDN ZHREM--next-tokens| &

"PrincipalResourcePermissions": [

{
"Principal": {
"DatalakePrincipalldentifier": "arn:aws:iam::111122223333:user/
datalake_admin"

i
"Resource": {
"LFTag": {
"CatalogId": "111122223333",
"TagKey": "environment",
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"TagValues": [

i n

]
}
},
"Permissions": [
"ASSOCIATE"
1,
"PermissionsWithGrantOption": [
"ASSOCIATE"
]
.
{

"Principal": {

"DatalakePrincipalldentifier": "arn:aws:iam
datalake_userl"
},
"Resource": {
"LFTag": {
"CatalogId": "111122223333",
"TagKey": "module",
"TagValues": [
"Orders",
"Sales"
]
}
},
"Permissions": [
"DESCRIBE"
1,

"PermissionsWithGrantOption": []
1,
1,
"NextToken": "eyJzaG91bGRRdWVy...Wlzc2lvbnMiOnRydwVv9"

::111122223333:user/

BB HAEE LF-Tag MMAMARTF. TIHHTEEE LF ER LR TFHARBERF AImodule,

aws lakeformation list-permissions --resource-type LF_TAG --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["*"]}}"'
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BT LB HEH S E LF EBMBRFREZRTEAN LF ZHE, BEH--principal 5188 , B
BRME|--Tesource®, HIt , T REEHEIE LF-Tag EWMERMBERBRFEIEETAN
B, THHmIERMAYETA datalake_user1M LF-Tag £ #1Ttbi®Emodule,

aws lakeformation list-permissions --principal
DataLakePrincipalIdentifier=arn:aws:iam::111122223333:usexr/

datalake_userl --resource-type LF_TAG --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["*"]1}}"'

T3 R g5,

"PrincipalResourcePermissions": [
{
"Principal": {
"DatalLakePrincipalldentifier": "arn:aws:iam::111122223333:user/
datalake_userl"

1,
"Resource": {
"LFTag": {
"CatalogId": "111122223333",
"TagKey": "module",
"TagValues": [
"Orders",
"Sales"
]
}
1,
"Permissions": [
"ASSOCIATE"
1,

"PermissionsWithGrantOption": []

#F LF-Tags #9358 (AWS CLI)

1.

WA THLUNG S, Efldatalake_userlfFA €8 HFFEHE LF-Tag £
WAssociateffAmodule, ER FREMIERZZSIEPIEENTY , WEK (*) T

BEHXFEUES 457
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aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/

datalake_userl --permissions "ASSOCIATE" --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["*"]}}"'

HEFAssociateFAIBER FDescribed¥ ,

T—E&HBFIER €8 Associate , BE B F#EHEmodule , £ LF-Tag LR FHE AWS 1RF
1234-5678-9012, ©R FERFEMNIERE salesH WFFTorders,

aws lakeformation grant-permissions --principal
DataLakePrincipalldentifier=123456789012 --permissions "ASSOCIATE"
--permissions-with-grant-option "ASSOCIATE" --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["sales", "orders"]}}'

2. BEEFGrantWithLFTagExpressionfFal @B & FDescribedF .,

T—E&FIER €88 GrantWithLFTagExpression§ LF 28 LM A EE T module , A
ARTFEE, cRERFEAE M KRHsalesHIRF Data Catalog ERFAIHFFMorders,

aws lakeformation grant-permissions --principal
DatalakePrincipalldentifier=111122223333 --permissions "GrantWithLFTagExpression"
--permissions-with-grant-option "GrantWithLFTagExpression" --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["sales", "orders"]}}'

3. T—A#HIER €88 EDropFAlEF LF-Tag LWEAEmodule , ¥ EA BFEE, ©HETMH
BR LF EB|HMF . ZEMBRLF Z8 , CEERSRFIEEMNET,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=111122223333 --permissions "DROP"
--permissions-with-grant-option "DROP" --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["*"]}}"'

4. T—E&HIER 88 4§ LF-Tag LBAlterFF IR FEAEmodule , XHEH R FBE, BRF
MK LF BB, EEEH LF 8  SEEZSBFMEENTT,

aws lakeformation grant-permissions --principal
DataLakePrincipalldentifier=111122223333 --permissions "ALTER"
--permissions-with-grant-option "ALTER" --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["*"]}}"'
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H4H LF ZE|ESF T (AWS CLI)

BMABELTHEUNGS. LEF2EEE LF B8AssociatedFd] , EFE@Emodule REFEAE
¥ €88datalake_userl,

aws lakeformation revoke-permissions --principal
DataLakePrincipalIdentifier=arn:aws:iam::111122223333:usexr/

datalake_userl --permissions "ASSOCIATE" --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["*"]}}"'

fiEM LF-TBAC &R T ERUMFT A

BE AR FEFEA LF ZHE A DESCRIBEF ASSOCIATE Lake Formation &F 7] , Zfth{fI 7] LAR4R LF 42
% , WAEHIERIG Data Catalog iR ( ERE. ER&k. RENERE ) . E LF EHIEIRIE Data
Catalog EiREF , B LAEA Lake Formation B A FEIR S| (LF-TBAC) F A RREBEELER, WNFE
SHMMER |, 52 B Lake Formation &R ZHEUE S,

—Fl , REERHEBENURTFELH T, MRERNEEEFARFRERFELHT , Hx
BT LR FIELLEF T, DESCRIBE 1 ASSOCIATERFAI €7 HERBALake Formation 2% & 17 EUiz #l &
TERMEEERIE,

BT LA LF 28 AY DESCRIBEM ASSOCIATERF IR FHAES AWS IRF, AR , ZXIRFHRNERRE
BEETWUSELH TR TFIRFAHNEMER, ABREFPERHEEER FASSOCIATEFATHEE ,
BEEA L LF ERIERIGEEEIRF L AW Data Catalog Eiff.

BFASRFR , S4 AR TRIE,

IBALAE A AWS Lake Formation £3#&. APl 8 AWS Command Line Interface () ¥ LF Z8HFF
AaJAWS CLlI,

*RE
« &F Data Catalog & 7

o
s

© ZESE

B LF-Tag EFF T
- EEPEERFEIRGN LF £%

M LF-TBAC 5 % BT ARUMT Al _
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 Lake Formation 2% 8 1ZEuz 4l

& ¥ Data Catalog 1]

£ Lake Formation £ A=A Lake Formation Z&H A ZE#R 4] AWS CLI (LF-TBAC) F &R EF
BEREHKERE. ERX, RIBMERBEH Lake Formation FF 1,

Console

T3S RERAMAIEERA Lake Formation BB FEUIE S (LF-TBAC) /A Lake Formation 12 &
FHRFEBHFITEEARRTFHA. HHDARATHS :

- ZFEA-AWSIRF ERFHINEAE,. A€M,
- LFEEEDEHER - ERTFHAUNERE, ERNRIERERS,
« 0] - EFEFH Lake Formation 57,

1.

FARUR T E XM AT B H

BRI https : //https://console.aws.amazon.com/lakeformation/ B9 AWS Lake Formation %
7e , YUERAEEEN2IER LF-TBAC & FE K B #%E R Lake Formation EFJ W fEA &

HEEERTHNFTT , BEERRFT. REBERT,
E

EEFAABRY , REZTARE  AREEERTHINETA

M LF-TBAC 5 % BT ARUMT Al _
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Grant permissions

Principals
Choose the principals to grant permissions.

© |AM users and roles (O 1AM Identity Center () SAML users and () External accounts
Users or roles from this - new groups AWS account, AWS
AWS account. Users and groups SAML users and group organization or 1AM
configured in 1AM or QuickSight ARNS. pr!nmpal outside of
Identity Center. this account
IAM users and roles
Add one or more IAM users or roles.
[ Choose IAM principals to add v ]

[ AWSServiceRoleForRedshift X]
Role

IAM ERENBE

®IAM ERENACBTEPRE-—ZEAEHERAE,
IAM Identity Center

RERAENMFEFEPRE-—NSBEHEN -
SAML f&£ f & MEFE

¥ 7 SAML 1 QuickSight £/ & FEHAE , @ AEB SAML BN FERAERFEAN —RNZE
Amazon Resource Name (ARNs) , 5 QuickSight £ & S B #HARNs, £ ARN 2%
1% Enter,

WE N2 ARNs BWEF , 5528 Lake Formation &5 ####5 AWS CLI 55

@ Note
£ QuickSight Enterprise Edition % # Lake Formation 2 QuickSight &

S ER IR

$#H8 AWS 8RS, AWS organization = IAM =8 @A IAM EFRERBEN—HZHEE

M AWS tEF IDs. #H#% IDs. #&4E {7 IDs 3 ARN. £&1@ ID 2% I& Enter,
5 LF-TBAC 53R FERUHEFA 461
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1 ID & To-, , REEE 10 B 32 A NEFEHEF

FERREE{ ID KA Tou-) FEE , BEEE 4 3 32 A NEFEHBF (22 OU KR ID). It
FEREEEES M "- IR 8 B 32 EEANNEFIREF

3. 18X LF EZ®],
HWECRIER/RS LF-Tags WERIEIE, 1B LF-Tag B/EHIESREFN LF-Tag FiEX,
1. INRIBIRIE LF-Tag R/ELIRE , BHEEENE

MBEBREZEE , MEFEA OREE TR LF-Tag RiER, ERXRRNEEM LF-Tag BERF
& 18)fk#4 Data Catalog EJRH LF-Tag , BIERFEERNFT,

M LF-TBAC 5 % BT ARUMT Al _
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LF-Tags or catalog resources
Choose a method to grant permissions.

© Resources matched by LF-Tags (recommended) (O) Named Data Catalog resources
Manage permissions indirectly for resources or data Manage permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

© LF-Tag key-value pairs
() Saved LF-Tag expressions - new

Key Values
{ Location v J [ Choose LF-Tag values v ] ( Remove )
{ Department v J Choose LF-Tag values v ] ( Remove )

[
[

marketing X} [ sales X]

( Add LF-Tag key-value pair )

You can add 48 more LF-Tags.

Expression review
The LF-Tag expression above will be interpreted in the following way.

Location = US
AND Department = (marketing OR sales)

Save as new expression
Use saved expressions to grant permissions. Create LF-Tag expression permissions are needed.

New LF-Tag expression name
Enter a name that describes the expression. Expression name cannot be edited after creation.

[ new—expresssion J

Name must be less than 1000 characters.

2. (ER) BRERENELF RRE/EY  UEES —E LF &R,

MRBIEEZE LF-Tag , M2 ANDEE FEI LF-Tag ®KiEX. REEA LF-Tag RiE
NP EE LF-Tag $ERERFH LF-Tag B , 7 2% Data Catalog ERE T EEEF A,

J BRESHFANMNKREXNERUEECAKKEN,
mEE(Create LF-Tag expressionf#FERIER.

WFE LF-Tag RIEXAWFHENR , F2H EETFRERFEUEFIR LF-Tag RiEX,
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4. EEFF,

EEEFLERTEBRMA Data Catalog EIRIFFA, HAERZERN LF RRER , ELE
BHERTERANES —E LF RERE,

LU LIEEEAFENE. HTERRNE/FRE LRT 8955,

v Database permissions

Database permissions
Choose specific access permissions to grant.
Create table Alter Drop Super

This permission is the union of all the individual permissions to

Describe the left, and supersedes them.

Grantable permissions
Choose the permission that may be granted to others.

Create table Alter Drop Super
. This permission allows the principal to grant any of the
Describe permissions to the left, and supersedes those grantable
permissions.
v Table permissions
Table permissions
Choose specific access permissions to grant
Alter Insert Drop Super

This permission is the union of all the individual permissions to

Delete Select Describe the left, and supersedes them.

Grantable permissions
Choose the permission that may be granted to others.

Alter Insert Drop Super
" This permission allows the principal to grant any of the
Delete Select Describe per Y5 Ehe prineipa fo 9 -
permissions to the left, and supersedes those grantable
permissions.

EEREFATT , ERNERTHAERE L TBNEREFT,
EERRFITT , BERERKRIBRTT , UBTFHAERRNBENETA,
BB AT LA BRI RDropFF Al HiBIZE Describe, SelectM Al , LEAEZHIE.
5. & Grant (iR F).
AWS CLI

EALAE A AWS Command Line Interface (AWS CLI) #1 Lake Formation Z& R ZHURHl (LF-
TBAC) FEARKR FTER BHKERE, ERKRMEREHN Lake Formation FF 7,

R LF-TBAC F 2R T B RMET o] _
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£/ AWS CLI # LF-TBAC F &R FERUARTA

« fEM grant-permissions &%

Example

THEFEHE LF-Tag RIZER "module=*" (LF-Tag £5& WFTEEmodule) BFEAHE
datalake_userl, ZEAEKHEEPTEHAERERN CREATE_TABLE 7] , GEERED
FARE|8 5k LF-Tagmodule , B EHEM{E,

aws lakeformation grant-permissions --principal
DatalakePrincipalldentifier=arn:aws:iam::111122223333:user/
datalake_userl --permissions "CREATE_TABLE" --resource '{ "LFTagPolicy":
{"CatalogId":"111122223333", "ResourceType":"DATABASE", "Expression":
[{"TagKey":"module", "TagValues":["*"]1}]1}}"

Example

T—E&EF 2 LF-Tag FiEX "(level=director) AND (region=west OR
region=south)" #FFE A% datalake_userl, XA ENHES SELECT, #
DROPFFAJALTER , ¥ AN ERKR LEFRTIEE - EFKREIR level=director#
(region=west & ) &R FKregion=south,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/

datalake_userl --permissions "SELECT" "ALTER" "DROP" --permissions-

with-grant-option "SELECT" "ALTER" "DROP" --resource '{ "LFTagPolicy":
{"CatalogId":"111122223333", "ResourceType":"TABLE", "Expression": [{"TagKey":

"level","TagValues": ["director"]},{"TagKey": "region", "TagValues": ["west",

"south"J1}1}}'

Example

T—EEHFEH LF-Tag RiEX "module=orders" £F AWS IRF 1234-5678-9012, A% ,
ZIRE DN ERHEEE TS "Tmodule=orders) REXBZTFHIREF W TR, RE
BYERFEABERIRSE 1111-2222-3333 Fr#ER A EEIRF 1234-5678-9012 AV MERFERIE
WCREATE_TABLEFTH , FE_RERERERAZED LF-TBAC Ko

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=123456789012 --permissions "CREATE_TABLE" --

M LF-TBAC 5 % BT ARUMT Al _
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permissions-with-grant-option "CREATE_TABLE" --resource '{ "LFTagPolicy":
{"CatalogId":"111122223333", "ResourceType":"DATABASE", "Expression":
[{"TagKey":"module", "TagValues":["orders"]1}]1}}"'

B R FHEE S

£ AWS Lake Formation A |, o L\FEREAENERES IAM EEMEBBN IAM 28N TEREREZE
EEM K RTEH&% BERE. ERXNEHREHEFHSE AWS Glue Data Catalog ¥4+ 89 FEUE,

MEERTEEEERNFMAET  F28E (AWSCLI EREER) THWREAE,

B RFEUES (ABAC) B—EREXRE , TRIREMERT. & AWS RUELEUHER, &9
LERA ABAC # 7BV 1R T EWR F 5 Data Catalog £JR £ —ERFFHER, EAMEEHAT IAM
BB TERREBRRSIEBNEN IAM TRFANENER, ELAHREGERNTRTA , Tl

TELR T,

ABAC MTRIEERKFIERTZEEMAE, ENEAENAERR  HABNNENARREER
MERERE , HINEEHRENEM K MEFEEESFIERBEEACIFT., EBEABEMIES
&, ABAC RETEMLEAHEN X , REEFERFNRENEREFN , HKERTERNEEN
B,

WMEEEBUENFEES , FSHEEM ABAC BRERBBIHEERTA,

MERF, EEMZEAWS BEENEF , F2H BHEGFREFZESE, RENENER,

2
- R MY T R SRR
. AR R SIET A

5 R MR TR o B SoR IR
HEEABEREFEUES (ABAC) RFFFAI |, BUBEFTR T B SRR

« ¥ Data Catalog 3%%E , LABKA Data Catalog ¥1##) Lake Formation FF 7, MFEFHMEA ,
REFRRTIREESRTERAESFIER —&1,

- BERFRARERAMERES R,

- BEHEEZEEEFIN IAM EH,

3
B
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. RERASEFTHERNEEES IAM 5T 48T Data Catalog W4 FEME. MELES
THEMER , HSH IAM H T,

ERBEREIRHETHT

AEERALETER/NSE , LUEF Data Catalog ERMNBHAEFZEEFA, EALUEMA Lake
Formation 2 & AWS @+ %R E (AWS CLI).

£/ ABAC & F&F 1 (AWS Management Console)

1. BARX Lake Formation £# & , #81it A https://console.aws.amazon.com/lakeformation/ : //o
2. HITUTFEE—1H :
- TEBEERPNFAT , BEERHFT. RAREBERT,

- EEBERT , BEENEHETHES, AR, T THBFRETEZERRYMH (B &
HE, BERRNERGERE )  AREERT.

3. ERTFHAEE L , EBMHEEERE.

4. EEBMMUEREIRNE (s) MREBREFZEE , AIEGHER OREFETELBERER, ERTURE
miE 1AM AeHERAERENEAELERE  ZAC/EAESIFEERNFEGET T,

NREEEZEBMEER , ISEM ANDEEFRUBMERER, AEEBUHREXNFSEBMLRE
8N IAM A&/ERERERMTERE , 8% T Data Catalog BRI EEFFT,

RETEAFETRNELR Cedar BERKRIER,
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Grant permissions

Principal type
Grant access by IAM principal or attribute tags.
(O Principals © Principals by attributes
Grant permissions directly to specific IAM users, roles, or Grant permissions using attribute tags with Cedar policy
Identity Center principals. expressions.
Attributes

Grant permissions using an attribute expression based on user, resource, and contextual attributes.

Attribute expression
Add tag key-value pairs from IAM roles or IAM session tags [ 2. Separate values with commas. AND logic applies between pairs, OR logic
within keys. Verify tag entries for accuracy.

Key Value

[ Department ] [ sales ]

( Add key-value pair )

Expression review
The attribute expression above will be written in the following Cedar policy. Use CLI/SDK to edit or write custom Cedar policy.

permit (principal, action, resource)

when {

context.iam.principalTags.hasTag("Department™)

&& context.iam.principalTags.getTag("Department™) == "sales"
};

Permission scope
© This account

(O External account

5. REMUHE, MRAREBNRAINIRS  FRIBNIRSE , REBWA AWS RS 1D,

6. #¥F , 1E{F Data Catalog lIRFHENABIRF ., ELAHEREEHERN AR T , TERIT
FRF AR Fo
7. EEZEAEANANBMCER (FRENAG) JTHNEF. FRESRTEERERD

IAM EfE  URELFEHP—BAEEBMHRERNNWE, £ TEEFHRE Cedar BERKER, WFE
Cedar FUEFIERA , HZE T ER Cedar ? | Cedar BIZEFE S 2 Z GuidelLink,

B M B A B ) 468
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8. # TR , i#{Z Data Catalog EJRUR FEFEE., B LLEHR R E Data Catalog ERHNELFA , &
FEH& ERE. ERRNEREERGE,

9. & Grant (8 ¥F).

A ETRERBEBEEHFR , BRRAREFEERBRNEAENACT EHEENERIITH
EBE.

£/ ABAC &5 ™ (AWS CLI)

THEFFERSBRETEBERERLFAEUTAFINBERER, FE , B LUEEEEBIFT
—JSelect {5140 Describe, =i Drop., FERNFF Cedar BIEREKIER, WE Cedar WEFMER |
ESEBAEER Cedar ? | Cedar BUREE S 22 GuideLinko

tiEteRsE IAM B REESdepartmentZH , BdepartmentZBEEEER sales,

aws lakeformation grant-permissions

--principal '{"DatalLakePrincipalldentifier": "111122223333:IAMPrincipals"}'

--resource '{"Database": {"CatalogId": 111122223333, "Name": "abac-db"}}'

--permissions ALL

--condition '{"Expression": "context.iam.principalTags.hasTag(\"department\")
&& context.iam.principalTags.getTag(\"department\") == \"sales\""'

eI R ES
THRBIEBRTREWMAERE 570 , ULZE£FE PHE R AWS Lake Formation,

Shirley REREEE, ABEE/N T AnyCompany :REE R, Bal , FIEEREER

£ Amazon S3 #, John 21THRKE K FTEEFFBEEANEAREE (ZEE Fs3://
customerPurchases). {T#2 4Tkl Diego SEE XA John, John EEEEHME T Diego FHUE |
LMEREARH K Shirley BIER THEREITER,

Mateo FEEM B IFINFEEREHESFTER (B0 s3://transactions), ftiEEE BB

FERANERE (Finance_DB) ERRANKRFER, AVKE Arnav W LAZE7FEY Finance_DB,
RIETEXBEREHER , EEERERNBRABESHAANES (HEBHER ), LENSTFREM

A LME Ry B B % 178788 (s3://financeForecasts) HF,

BE .

 Shirley 2EfHHEEES,
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« John EE CREATE_DATABASEAR CREATE_TABLERFT] , F #E7E Data Catalog FHZE 3 #7HY & Kl E
« John HEEE SELECT, INSERTM HHZEVHWERRMDELETEF T,
 Diego EEE R RMSELECTRFAI S REBIITE N,

AnyCompany B9 8 TE&#1T FHIBMERRERT W. LROGIPERN API RESERELAFEE , UK
B,

1. Shirley [@ Lake Formation B8 &% FIEE &K Amazon S3 BB,

RegisterResource(ResourcePath("s3://customerPurchases"), false, Role_ARN )

2. Shirley &F John FRIEZE&EFEBEEMAKN Amazon S3 B,

GrantPermissions(John, S3Location("s3://customerPurchases"),
[DATA_LOCATION_ACCESS]) )

3. Shirley #&F John 3 &R EMFF,

GrantPermissions(John, catalog, [CREATE_DATABASE])

4. John B ERE John_DB, John E BB ER ERCREATE_TABLERFT] , RAMET T

CreateDatabase(John_DB)

5. John 23 John_Tableigm W& R FKs3://customerPurchases, RAMEIT TEREK , AL
o EBEERAENA , WA TR,

CreateTable(John_DB, John_Table)

6. John fREFffY 2 #7EF Diego FHVERIE John_Table,

GrantPermissions(Diego, John_Table, [SELECT])

7. John SR EFftbEY o #TEW Diego £HY s3://customerPurchases/London/. H Shirley B 5
s3://customerPurchases , At HEF&E B R &M Lake Formation §E .

B ES 470
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GrantDatalakePrivileges( 123456789012/datalake, Diego, [DATA_LOCATION_ACCESS], [1,
S3Location("s3://customerPurchases/London/") )

8. John fEFfbiy 2 #7E0 Diego EE R ERFE I E F K IJohn_DB,

GrantDatalakePrivileges( 123456789012/datalake, Diego, John_DB, [CREATE_TABLE],
[1)

9. Diego John_DB £ #y FE I EHIK , s3://customerPurchases/London/3f B EEE
ALTER, DROP, INSERT, SELECTAHI DELETEFH,

CreateTable( 123456789012/datalake, John_DB, Diego_Table )

Lake Formation PRI E R ENEMAEFZREBRZT SN

ERRTER B HKERRN Lake Formation FF Al , BRI AT EERERRFAE , URFIHEHERMN
B2 Lake Formation BEW 5| B G EERMEEL. Lake Formation FAEREHERERERBEBR R
2+, ERIIBRZEMNRERERBRLZS N, NMRENFFEERISEHRER , BUUEERERE
FtERNEREREGEFRMG

iEiB Lake Formation B E R EFIZIIRE , WU BEUTBHRNERZ £,
ERMEREZS

HERBEHENRBETERENMEBRZEM (EHMENE ) 5T, TREAEERAHE
ERRPUFHNBEERMNERER R, EREAREZEIBALANSERRAENFEH
Mpersons&fik, RTERNBBERRWFTT , BEAEFE HR HFITHE , IBEZEFTBAS S
HWBIEA PI) , Sl ERLRBRHERDR, FHTUERZLEHR , YERTFTHERERRT D
FREBNFEUE,

ERFIBRR M

HERBEHERNRBETEEERIIBRZEM (ERIEHE ) N5, TREAEERRETENR
FRERNREERS. BRERBE-—HZSAERRNE, EUUEERERIHERFREARETS
ERERRER, fl, WREFALTANTREERLAZEFECHANEREF , EUUEANERE
TAUEENASKRERFKEREES S THEH,

REBERZEM
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REEERZEMES TERIGRNERRER  TRUSEBMNFTEE, NIREKERRNE
BIMERRRB LB, EULUERRERERZSM , RYUFNESHNMEEENEAVE, B5
=R, BUURBENIIRFETEAERNWNFRN. TERBTUHHD , HPFRENERHSE R,

Coll Colz Col3 Cold Cols Cole

Rowl
Row2

Rowd
Rows

REBASERRNES  BUNERERBERELENEREMS , MRERIINVER/ B EERRRE
A "UK", RIFRGIS @i BRIV FE , BNRERIINBER/EEERWRES "US", BIRFE
B 738 tth 31 B

EREEHEERANEIURE. Rt , BREEFERAERFHRT SELECT Lake Formation ¥,
ERERNW LNEERBRZSMN

Lake Formation J ZEEEERERM LEZNEAEERERBRLZEHENERNGRRYE. T
iB , Amazon Athena, Amazon EMR #1 Amazon Redshift Spectrum %EL\’%ﬁﬁliiﬂgﬁﬁﬁﬁﬂ
DIMEREERLT L MR Lake Formation S EHRERRHAITER,

MERFBIWEFHMEEN , FSRERENERT,
I

» Lake Formation H Y& ¥l 852 &4

o BERVIERGHETREXNPH PartiQL X &

- ERRERERGREHERRAENTT
- EEREREERYE

Lake Formation A Y& Bl EF Z R4

BRI LB EREERYG , REEERRER. ERJIBERNREEERZ S, BEERTERKRN
SELECT Lake Formation FF A B , S @ EVE R EFRFEM4, MELHNERRBEERERNRERS | £
LUEBBERBRFERBMRERERERMKRGE , WEERBY L EEERYIBREHRIRGREN,
FEE B EHEE 4 BN Data Catalog FHBEERR, EREFREHIETIENR :

- ENERER

EREREYT 472



AWS Lake Formation BB A B
- RENERCEEBNER KRB IDs

- ERKREH

- SEERRNERERR

- AR - B REEAGERTHEMMNERENE ( SstructEREE ) BE,

- ERIEIERUGRER - ECECSEEIREREINERIINRER, ERLERHET , RiEXEE
PartiQL 85 WHEREFAINE L, BEEIBEMBERY , BETEATREFTINERYIBRFI
THREERS  H1E APl FEIUA11RowsWildcard®hEA

MEFERIEEFRGEREXFZEBPLEATHFMENR , F20H BRIV EEHFRERELXDH PartiQL
=%,

IEES N ERZERBURN BB BB RARIEA T K.

- MRIETE "FREERT. BRAFAERHAERIGERRGESEN  AIRSEVERIIBRZ &M
(BRFIER).

- BTSSR EERRMANESRERNE  LEALIBRAFAEE "MRERS . K, KRg8
BERRMERNZ2HE (ERWEE )

- IRYEFHRBEBRTEREERIIERIFFERES  IGRURERERR SN (REHEEH
ig)o

<

T 5l Lake Formation T AN ERENETE TR FEBREFENERERFRG. HRER
KW E#Horders , EERFIY customer_nameBWZE , MEHERIAESEEZE 'pharma’
product_typel@ iy &R 5,
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Create data filter

Data filter name
Enter a name that describes this data access filter.

restrict-pharma

X

Name may contain letters (A-Z), numbers (0-9), hyphens (-), or under-scores (), and be less than 256

characters.

Target database
Select the database that contains the target table.

sales X
054881201579

Target table
Select the table for which the data filter will be created.

orders X
054881201579

Column-level access

Choose whether this filter should have column-level restrictions.

Access to all columns
Filter won't have any column restrictions.

Include columns
Filter will only allow access to specific columns.

O Exclude columns
Filter will allow access to all but specific columns.

Select columns

Load more

BB ERE R

customer_name X
string
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AR, FAESIREFEFEEME 'pharma’,

O] LAEFH Lake Formation £ A KRB I EREFREHF , BT T HERMHFRERS
CreateDataCellsFilter API 24k,

"Name": "restrict-pharma",
"DatabaseName": "sales",
"TableName": "orders",
"TableCatalogId": "111122223333",
"RowFilter": {"FilterExpression": "product_type='pharma'"},
"ColumnWildcard": {
"ExcludedColumnNames": ["customer_name"]

}

B DEBIERKRIMENTESENERNGERYG. BEERMN , LEEERKRLEERTE
IHHSELECTFFAI, IRIRFEER , Data Lake EEEERFEZIRFHPNMEER KR LBV EREIR
RENFFAT. CEERERERRNTAIRTESAR , TEATENERGEERETE. 6
m, BRI AERRENE ZEEREGREYS , RordersE R &R Rrow-security-onlyfy & £ &5 i
R, FSELAERHENER , AUNEEFIRMEERMIEE , Y38 NWER IR
FiEXproduct_type<>pharma. LLEREFZRHRENZBALRE no-pharma. EERFIHE
Flproduct_typeti%E A 'pharma’ BIFFEEE 5 EEL

BRI ERBIEMHM CreateDataCellsFilter APl EERWHENT,

{
"Name": "no-pharma",
"DatabaseName": "sales",
"TableName": "orders",
"TableCatalogId": "111122223333",
"RowFilter": {"FilterExpression": "product_type<>'pharma'"},
"ColumnNames": ["customer_id", "customer_name", "order_num"
"product_id", "purchase_date", "product_type",
"product_manufacturer", "quantity", "price"]
}

K&, BA LS ordersERRSELECT EMrestrict-pharmaEREHERIFUHRTFEERERE |
#orders&ERIRSELECT EMno-pharmaERENERUH R FIIFEEFHE, BREEREIMNEH
%, B fEordersERRSELECTER T , URBEFHFEERIIMERE ( BMEREERYE ) |
REFEH S —ERFEEEBEAN TN EREREMY,
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EERGERETEEERBERNERIIBRZEME , BTSN ERERERE, £ T I
B, EAERNEREER (UEs5Ra%E ) EEH product.offer MIUMNFE. EHREAMMEL
REE , LEKERMEBOSRRT IRRERER  WHSHES I EERBERLEEZNEHMER
38

{
"Name": "example_dcf",
"DatabaseName": "example_db",
"TableName": "example_table",
"TableCatalogId": "111122223333",
"RowFilter": { "FilterExpression": "customer.customerName <> 'John'" },
"ColumnNames": ["customer", "\"product\".\"offer\""]
}
® FHE2H

- EEEREERYE

BRI ENEMRHRIZEN T PartiQL <&

WA LAGER PartiQL ERIER, EETHEEN FEREBERYIERFRHRIER, Lake Formation
ARAFERREXNPNEAEHEEEREE partiQL HE. BRI UERALBREEFREBERFESE
B (flI views >= 10000) , BEEZEBERMREEMERE,

BRI EERGREATURBEREAFESREN, REANWBRELA/DR 2048 EFT.
EHEREN
HEREXNERXMT : <column name > <comparison operator ><value >
- ERREE
CHLUREBERMN,. 2IERRENRGEBERPEFENERERR  ELABRTIXENER

BHEAR,

- HBERET

UTRZENEREF: =, >, <, >=, <=, <>, 1=, BETWEEN, IN, LIKE, NOT, IS [NOT]
NULL

ERFIER R RIEX P PartiQL X 476



AWS Lake Formation HBEABER

« IEFELBNLIKERXEHHEED K NE, BEELZESIEESMREERA IS INOT] NULLE
Bt
- EXRWE

ERMELCANSEMMB BN ERRE,

BeRERX

BERERXWERS : ( <simple expression >) <AND/OR >(<simple expression >), &
AUAERREER T - S HEEESRENXAND/OR,

xENERER

SEZQETXEERER 2 AWS Glue Data Catalog BRI RN E R FIEFREHASEHEER, UTRE
RREFVBAEEZENERER K ELEEMERSHEE Amazon Redshift ERFEH .

 STRING, CHAR, VARCHAR

« INT, LONG, BIGINT, FLOAT, DECIMAL, DOUBLE
« BOOLEAN

« STRUCT

#FE Amazon Redshift FERBEHEFHAES , FSH (Amazon Redshift EXERZA&ERM) F
HERMEE,
ERPIERRFRIEN

Example

UTREFERMZERKRNERERSIEBRERERES : country (String), id
(Long), year (partition column of type Integer), month (partition column of
type Integer)

* year > 2010 and country != 'US'
* (year > 2010 and country = 'US') or (month < 8 and id > 23)
* (country between 'Z' and 'U') and (year = 2018)

* (country like '%ited%') and (year > 2000)
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Example

UTREAEREMMZENRNERIIEERENNANRES : year > 2010 and

customer.customerId <> 1

ERERERIBRRERR , TESESIERERMR T EARBN,
FHREHMSANEIRESE

REHEERT

MRS ERSEREGREXNTE PartiQL BT , EFRIZINER , RAERMER B T EEEEES
BFEHR, BLEERENR , FEAESIHRALERNREE., HERRETH —LE&EHTIE sty |
Masty . Tascy . "missingy » METARBRFTEE |, 520 PartiQL R1E,

PartiQL &#&

MF PartiQL BYFHER , 552 H https://partigl.org/o
PRI Ca B RE S E e

ZZE T 5| AWS Identity and Access Management (IAM) 357l , FREX E B REER BN EZNER R
TE#,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:StartQueryPlanning",
"lakeformation:GetQueryState",
"lakeformation:GetWorkUnits",
"lakeformation:GetWorkUnitResults"

1,

"Resource'": "*"

:I:I'H

3% Lake Formation FFATRIFEMEERA , 382/ Lake Formation A& H IAM FAI &2,
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BB R EER G

EEEFERMENR. ERIBERNRBERERNZ2Y  SUNRT NEBENERES, SEER
ERZE{RMHER Data Catalog ERlR, BAILUAERNREYSEEREGERE K RARERTFERRE

ARERA -HSEERERES. SO EESstructERERENERENR LERZNERERE
BiRkt  BEAERRFRERERRN FEB.

BEEZEERFIEEMSELECTHY , TREEBYSRITERFRES,. EEAFREFINTERIENE
RAEREHEGRY , BLIRFEDESCRIBEFF A,

(® Note
Lake Formation A X ERFHRE —EIRF AN EREHEHE4DescribefF A,

EALAE A AWS Lake Formation £3#2#&. API 2 () AWS Command Line Interface 2R E 2 & K &5 1&
1&REFAWS CLI,

MEEREIRIRGENER , 5528 Lake Formation K & B EFIZ R
B EREERYF
& L A {@ Data Catalog ERIREIL —RLEEREFEHRE

B3I Data Catalog BRI RN ER BRI ( E2E)

1. BIRX Lake Formation £##A , #itA https://console.aws.amazon.com/lakeformation/o

LERHEES, BRERKRERELHES BFEERR Lake Formation FF TN ERH 0 %K E.
2. ESEBERTHNEMBET  BREZREGERNT.
3. HERGERGAERL  EFELWEERT,
4. HEEVERBERGEELIREP  BATIER

. BREEREER
. BRENE - BEOSERRNENE,
. BERERE

- ERWEREE - SEREAFHMEERE , LEEEERIIGR., BETSERMIR
ERMUEEENRAREREE K AREEZESHHRNERR.
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ERENH - MR LETESERERRNERR LERERRG | B IAREEE R 6E#
R RRE R E RN T8,

EEH SELECT S AR FUHERMAMR LNEFEAR , BT FIEANZREARSEI NE

%l , customer.customerNameMAEEE| WE R customer.customerId,

SELECT "customer" FROM "example_db"."example_table";
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Column-level access
Choaose whether this filter should have column-level restrictions.

Column-level access
Choose whether this filter should have column-level restrictions.

O Access to all columns
Filter won't have any column restrictions.

O Include columns
Filter will only allow access to specific columns.

O Exclude columns
Filter will allow access to all but specific columns.

Included columns (4/11)

Choose the columns for column-level access

EEE R R

Q, Find column 1
-] Name Type v
O [=] customer struct
] customerld string
customerName string
[Z] customerapplication struct
J appld string
[=] product struct
O [=] offer struct
J listingld string
] prodid string
0 type string
purchaseid string
Row-level access
Choose whether this filter should have row-level restrictions.
(O Access to all rows
O Filter rows

sstom 481

Enter the rest of the following query statement SELECT * FROM nested-table WHERE...

Please see the documentation for examples of filter expressions.

customer.customerName <> 'John'
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EERTFER customerMMFF AR , ZRASKRIERRNZEE , URERE
(customerName # ) TR EAMMBM{ZcustomerID,

- BRYIEEREHRES - WAFRFGRERNUEEENYSRBEFERER, NEXENERNE
HIEE T , B2 ERVGRBRERERFH PartiQL T, REFENFEERY , URF
FEE NER.

BULEERSISRFREREXTISERERNMO B ERRER  UHEQLSREENER
5,

EXRERTEEERIIGRGRGREN WERKIFTSelect * from
example_nestedtable where customer.customerName <>'John' K BERBEERE
IR EAFEIFMEEREE , EHFERIEHETR customerName <>'John' §H& A true HE
25,

THEEHNEERATEERTFRENENERNEGEZRY. EHordersERRNERD , TEIER
FHER customer_namet , W RERERproduct_typel+HER "®E&E , HERZ,
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Create data filter X

Data filter name
Enter a name that describes this data access filter.

restrict-pharma
Name may contain letters (A-Z), numbers (0-9), hyphens (-), or under-scores (_), and be less than 256

characters.

Target database
Select the database that contains the target table.

v Load more

sales X
054881201579

Target table
Select the table for which the data filter will be created.

orders X
054881201579

Column-level access
Choose whether this filter should have column-level restrictions.

Access to all columns
Filter won't have any column restrictions.

Include columns
Filter will only allow access to specific columns.

O Exclude columns
Filter will allow access to all but specific columns.

Select columns

EEE R RS, - 483
string
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5. #{E Create filter (B EHZIRH).

£ SRR L 68 A R AR BB AR BUR B ML B B R R 1
REEANUTE@OEBHER |, MR ER R RERENS

L

{ name: "customer", type: "struct<customerId:string,customerName:string>" 3},

{ name: "customerApplication", type: "struct<appId:string>" },

{ name: "product", type:
"struct<offer:struct<prodId:string,listingId:string>,type:string>" },

{ name: "purchaseId", type: "string" },

]

1. EEVERGERGL , EEAAERGRRFNEE,
2. EE K FEATHNXREREEREABNERRERE,
3. EERWMENRENERT  ERFSSHNEME  AREBNMENRERW

(customer.customerName),
4. EERIIBREFNMERY  EEFIRMEERSRIE,
5. 1Z{E Create filter (B EFIZEH),

EER T HENBGMASELECTER A , ZEEA T LATFE customerNameE R P AT E E ¥
§IJ°

6. EE A6 AHRNEREERRERS —EEREHEELE,

7. EERREBRENERYT  BZBETGENERE  ARBINSE —EERERHE

(customer.customerid),

8. HEERIIBRENMERT  EFHEERS , ARBABMIIFEREN

(customer.customerid <> 5),

9. IEE Create filter (B EFIZEMH)

ELRFUHENBRHMSELECTEUR , ZFEAGWE FREER SN FERE customerName ,
AR &R customer IdEHEA 5 WREEKRUIABN customer I,

RTERERRAFTE

BA LS E B BF B E 4/ SELECT. DESCRIBEXI DROP Lake Formation S a8 FZE5E A,

EEERELERY 484
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—FE , ARETURRAERREUNEREGERSG. EERHMTRRAERGERSE  YRTE
BB 8&FFA | BHA

« FARFIRESERRSELECTEN BRFEFTA , UEREHRBEEERERT.
- BEREZEFEM4H DESCRIBES, DROPHF AT ZESE A,

SET LA SELECTEFAIR FAAED AWS 1RF, R% |, RIRFHPHNERAEES L ZFF TR TIRF F
MEMER. RTABKRFE , ELAQERTER , ANIRFNEESS Rt -SRI EBERK
FhnHMERE, RTEIRFPNERAR , FARTERETRTFRERN.

BT LAEA AWS Lake Formation £3#2 &, API 2 AWS Command Line Interface () RR T M B E
REFERFFFRTAWS CLI,

Console

1. & A AWS Management Console 3t fRX Lake Formation =& , #8itA https : //https://
console.aws.amazon.com/lakeformation/.,

EEEERNFFAT , ERFERHF T,
EFFTEELNERFAIRRT , BERT.
ERTFERFTEEL  ERERTFHIANETA.

% LF EBYEREFRERT , EFERERNERER. AREFLERTHINENE, &
BRME B ER R

o & 0N
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LF-Tags or catalog resources

Resources matched by LF-Tags (recommended) © Named data catalog resources
Manage permissions indirectly for resources or data Manager permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

Databases
Select one or more databases.

v Load more

cloudtrail X
106567286946

Tables - optional
Select one or more tables.

cloudtrail_logs_awslogs X
106567286946

Data filters - optional
Select one or more data filters.

v Create new

cloudtrail_lakeformation_filter X
106567286946

Manage data filters [7]

6. EERBGRFRUFITRRT , BELERTMEZLANT,

Data filter permissions

Data filter permissions
Choose specific access permissions to grant.

Select Describe Drop

Grantable permissions
Choose the permission that may be granted to others.

Select Describe Drop
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AWS CLI

- By Agrant-permissions@®, DataCellsFilter Aresource5s|
BIEE , X APermissions5|BIEE DROP DESCRIBES; , MiEiE it
APermissionsWithGrantOptions|&iEE = »

T5|€EBIDESCRIBEEA R FEERER FEREERY datalake_userl WA
FErestrict-pharma , ZEEBR AWS RS 1111-2222-3333 HFsalesEREHRH
orders EFl&K,

aws lakeformation grant-permissions --cli-input-json file://grant-params.json

LTRER WAAgrant-params. json,

"Principal": {"DatalLakePrincipalldentifier":
"arn:aws:iam::111122223333:user/datalake_userl"},
"Resource": {
"DataCellsFilter": {
"TableCatalogId": "111122223333",
"DatabaseName": "sales",
"TableName": "orders",
"Name": "restrict-pharma"
}

Iy
"Permissions": ["DESCRIBE"],

"PermissionsWithGrantOption": ["DESCRIBE"]

RTERBERFRENERGTA

EREEFREARENRTNER TR, "ERUENFIRIGETA , FEMSELECTRFARFEL
ZFFEA. FEBULFFE , ZFEAFTLL :

- ERHIRFARANENRBEEPRABRNERRER,
- EHAENKRLBEVERNERGN K UEELENGREH LR TFERAENT,
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Console
¥ F SELECT 51

1. Bi{¥ Lake Formation T AFTMHFAER , AR BEEF,

AWS Lake Formation Permissions

® Too many permissions? Filter by database or table. In the navigation page, choose Databases or Tables. Then choose a
database or table, and on the Actions menu, choose View Permissions.

Data permissions m

Q ) I S

Principal a Principal type ¥ Resource type v Database v Table ¥ Resource v Catalog v

2. ENECERAGIRENER K ARENELENEHER,
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LF-Tags or catalog resources

Resources matched by LF-Tags (recommended) © Named data catalog resources
Manage permissions indirectly for resources or data Manager permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

Databases

Select one or more databases.

v Load more

cloudtrail X
106567286946

Tables - optional
Select one or more tables.

cloudtrail_logs_awslogs X
106567286946

Data filters - optional
Select one or more data filters.

v Create new

cloudtrail_lakeformation_filter X
106567286946

Manage data filters [7]

3. FERMUBERGAMARENNEFIE  FEEERNHERERMEETT THER

EEER GG 489



AWS Lake Formation HBEABER

Data filter permissions

Data filter permissions
Choose specific access permissions to grant.

Select Describe Drop

Grantable permissions
Choose the permission that may be granted to others.

Select Describe Drop

(@© Select permissions on data filters will grant access to the table 'cloudtrail_logs_awslogs'.

CLI

B Agrant-permissions®i®, DataCellsFilter AER5IIEE , WHASELECTHF I 5|83
E .

THIEEHISELECTER BT BER FERENEEM datalake_userl EWFEAErestrict-
pharma , ZBEBMN FsalesEREFH ordersERIFK AWS IRF 1111-2222-3333,

aws lakeformation grant-permissions --cli-input-json file://grant-params.json

LTRER WARgrant-params. json,

"Principal": {
"DatalLakePrincipalIdentifier": "arn:aws:iam::111122223333:user/
datalake_userl"
.
"Resource": {
"DataCellsFilter": {
"TableCatalogId": "111122223333",
"DatabaseName": "sales",
"TableName": "orders",
"Name": "restrict-pharma"

1,
"Permissions": ["SELECT"]
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}

WA E R ERE R

& AT LAfE A Lake Formation 324 AWS CLIZK Lake Formation AP R4 18 &R EZ 1 4.
ZEREERENEGRYE , BNER Data Lake BEIEEREEE R EFBBRUEPTENET,
Console

1. B A AWS Management Console i 5@ Lake Formation £ & , #8itA https : /hitps://
console.aws.amazon.com/lakeformation/.,.

2. EEEERTHNEMBERT , REERGERN.

HEHESETCERENNEREGZRYE.
Data filters (1) @
Q 1 )

Filter name v Table v Database v Table catalog ID v

test-df cloudtrailtest_cloudtrail lakeformation_cloudtrail

3. AEMRENGRMRUGFMET K FBREERGERE K ARESERE. BHRTRE  H
hESERERRAFRER,

EERNHRRR 297
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s

View data filter

Name

test-df

Database

lakeformation_cloudtrail

Column-level access

Include

Columns

eventversion, useridentity, eventtime,
eventsource, eventname

Table

cloudtrailtest_cloudtrail

Row filter expression

true

AWS CLI

B Alist-data-cells-filterin S HIEEERRER,

THEFIF Hcloudtrailtest_cloudtrail BRI RN E B ERZIEH,

aws lakeformation list-data-cells-filter --table '{ "CatalogId":"123456789012",
"DatabaseName":"lakeformation_cloudtrail", "Name":"cloudtrailtest_cloudtrail"}

API/SDK

£/ ListDataCellsFilter APl iIEEERKRER,

T3IgEHIEA Python 5l tHmyTable &R RAY Al 20 BE B & Z R4

response = client.list_data_cells_filtex(

Table = {

'CatalogId': '111122223333"',

'DatabaseName': 'mydb',
'Name': 'myTable'

},

MaxResults=20

EEEREERGM
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)

Bl HH & R R R AR

IET LAE R Lake Formation 42 & A E R EIE R4 LR THFF .
EERTRERNERRGNTT , BHAR Data Lake EEEREFER G ERGFAENFFA,
Console

1. & A AWS Management Console 3 f Bk Lake Formation =& , #8it A https : //https://
console.aws.amazon.com/lakeformation/.,

2. EEBERWFFAT , EEERF,
3. HEERFITEEL , B—THHEESMV , AREBUHIERTREEREE,
4. HEERERGERT  BEEREE  ERFEFHREREMS.

FIHEHEAFT AN ERER RS, CARFEKTED , TREFFTNARTERM.

Data Permissions (58) m
Q X | 7 matches 1 [
Resource type: Data cell filter X | | Clear filter

Principal 'y Resource type Database Table Resource Catalog Permissions
datalake_admin Data cell filter sales orders no-pharma 111122223333 Describe, Drop, Select
datalake_admin Data cell filter sales orders restrict-pharma 111122223333 Describe, Drop, Select
datalake_user1 Data cell filter sales orders restrict-pharma 111122223333 Describe
datalake_user2 Data cell filter sales orders restrict-pharma 111122223333 Select

AWS CLI

« B Alist-permissions®<$, DataCellsFilter Bresources|&
EEE , ¥APermissions5|¥$EE DROP DESCRIBED , M iEiE M ith
APermissionsWithGrantOptions|&IEE = .

THgEfes HEREEEYE L EERFIEEMNDESCRIBEFF Alrestrict-pharma, #RE
FBRAET EEMEFT , datalake_userlBAK AWS tRFE 1111-2222-3333 Hisales &R EH
Horders& ¥ &K,

aws lakeformation list-permissions --cli-input-json file://list-params.json
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LTRER WARgrant-params. json,

"Principal": {"DatalLakePrincipalldentifier":
"arn:aws:iam::111122223333:user/datalake_userl"},
"Resource": {
"DataCellsFilter": {
"TableCatalogId": "111122223333",
"DatabaseName": "sales",
"TableName": "orders",
"Name": "restrict-pharma"

}

i
"Permissions": ["DESCRIBE"],
"PermissionsWithGrantOption": ["DESCRIBE"]

1£ Lake Formation AR ER EME R KT

B LA AR 7E Data Catalog ERIERE R KR LR FH Lake Formation FFAl. A SAEMA Lake
Formation £3#2#&. APl 5 AWS Command Line Interface () 3R#1{T LR MEAWS CLI,

£/ 28 EUURARENEIENREARNERF T EERKNTT,

(@ Note
MREFRERNEEEESHERESE  AIRBELHEARTRENEIRES Lake
Formation FF Al , FREiR Hib TR EEIR EHEBMET T,
BR T X E/ Lake Formation FF AT Z 4k , BiEFEE AWS Identity and Access Management
(IAM) 7] glue:GetDatabases. glue:GetDatabase, glue:GetTables,
glue:GetTable# lakeformarion:ListPermissions,

BIBERENT (26, RENERHERL )

1. BARK Lake Formation & , #8ut A https://console.aws.amazon.com/lakeformation/,

DERHEEES, ERERVEREEERE LT Lake Formation sFAINERAEE D EA |, I
R ®FiRE,
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2. EEEHKD | #IZF Databases (ERE),
3. EEERE K AREBEINRERL  EERRFT,

® Note
MRIBBIZBEREEFER |, Lake Formation EEEFERE LERET , MARERER
HEEERE,

ERFUEEIHERERNFTA Lake Formation FF i, EREHEENENESBMEE D
(AWS IRF ID) EERABRSHFRTHER. BRXRTHEFRGCERAZEIHRERNENFTT,
18 0] LA 28 PR B W = 1R BR BB AR M SRAA B ERB IR o

Choose a database or table for which to review, grant or revoke user permissions.
Q 1 e
Database: logs X | | Catalog ID: 111122223333 X ‘ ‘ Clear filter
Principal R O
Principal rincipa esource Resource wner Permissions Grantable
type type account ID
Alter, Create Alter, Create
Administrator 1AM Datab L ' '
user atabase ogs 111122223333 table, Drop table, Drop
< >

BEERELNGR (X268 REBFTEERS )

1. BARX Lake Formation £# & , #8it A https://console.aws.amazon.com/lakeformation/o

DERHEEES, ERERVEREEERE LT Lake Formation F I ERAEE D EA , I
/A BFRHE,

2. EEEEKT , BEERFT
3. HFEMEEARRNESSRT  AREHRANEBHIIERT , BEERE.
4. EHBENENENRERT  EFENE,

(@ Note
MRIGBIZBEREERER , Lake Formation EEERERE LERTT , MARERER
HEEERE,
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BERFE@YHERENFTE Lake Formation 0], ERlERBEERABS AR THER.,
EEXREHRRECEAZEYHZRERENTT, &0 LR E SR IESRENE R RBERES
pEL - ICN

BEERRENFET (X228 RENREEHR )

1.

BARK Lake Formation & , #8it A https://console.aws.amazon.com/lakeformation/,

FARTFRE , LERNHEES, ERREVENEEER K LFT Lake Formation FF 0] #Y £ A
HEEEEKST | B2 Tables (BRR).
BEERNR  ARTEBETIERPBIEREI T,

® Note
MRIBBIZBERREFER | Lake Formation EEEFRERE LERET , MAREERE
HHWEEERKREERET,

ERFFTEEY HERKRNAE Lake Formation FF A, ERREH, S2ERRNENEER ,
UREBHRBERENEH ID (AWS IRF ID) EERARSHFRTHER. EREHGRFRGCE
REEFHZEBRNTT, S7ABMERIRERREER RAREERM

Choose a database or table for which to review, grant or revoke user permissions.
Q 1 @
Database: logs X | | Table: alexa-logs X | | Catalog ID: 111122223333 X | | Clear filter |
Principal R O
Principal rincipa esource Resource wner Permissions Grantable
type type account ID
Administrator IAM user Table alexa-logs 111122223333 Super Super

BREERRENFET (X286 REBFTEERRR )

1.

B Lake Formation 32 & , #81t A https://console.aws.amazon.com/lakeformation/.
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FARTER , LERHEEES, ERREVERHEEER K LM Lake Formation FFATHY £
EE50B A,

2. EEEERP  EEFEEREF,

3. BEEREREERRNEBESHRY  RAREHANBUIRERY , BEERE

4, EHBEMNERENGRERTD , BEERE,

/A Important

MRIEIBERIRIEINED AWS IR FEENIRF A2 ERRNFA |, SRR EFNGIRS
TESERRNENE K MTARENENERERS.

ERFTEEY HERENE Lake Formation 557,
5. BABEENEEESSHRFP  ARELERNEBMEIIERL | BEFEERRX,
6. EHRMNERRIDERL | BEERX,
BERFTEEEYHERRNATA Lake Formation 3 1], A& R2ERENERREZBNE

HEZREEESARATEIAERE., BRXRTHEFRGCERAZEIHZERRNFTT. ETN
[64 A ] 8 o038 132 0 PR B iR AOR A SR FR B BB AR 14

IR ER R EMETFH (AWS CLI)

B Alist-permissions#f,

THEHIFI HEANEIRF LA 2 ERRMNFF T, Catalogld BHERAE AWS IRFHRS ID , &
BEEBREADIRFFESENRNERE,

aws lakeformation list-permissions --resource-type TABLE --resource '{ "Table":
{"DatabaseName":"logs", "Name":"alexa-logs", "CatalogId":"123456789012"}}'

£/ Lake Formation = & B85

IBULAER A BEFTEERM Lake Formation 551 : Data Catalog 877, BUERERIT., ERE
BT AT ML BT,

FERAERAREST 497
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5 ERH Lake Formation 5F 7] ( 84

1. BARK Lake Formation £ & , #8it A https://console.aws.amazon.com/lakeformation/,

LERHEESRFERAESFIEA  AEAECESER LR TE RN,
2. ESEERMFAT , BIEFEERNFT. LF EBAFFTHERMLE,
3. EHGTUSE , RREEZHE,
4. HEFRBMYRFEARSD  BEEHE,

Lake Formation PRV EEIR B & ¥l H

Lake Formation Btk FIhE A EFEAE L2 B L E AWS AR EZEES —EIRF R IAM i
Ao#RERE AWS IRF | 2%} Data Catalog PEERMERERNWBHER, AEGEEES
FRAZMEAWS IRFE , HHHFZIRF U EERNHE— EENERN AWS IRE, #FA&EM AWS
Glue #EEY, EMAMBA (ETL) FEUTUEZEREEHMBEER R , BRI A Lake Formation &
RREMNEREE RN ERMRE,

B 181 Data Catalog EJRHY Lake Formation Ff AJ R FAIPIREFREZR T3 —@IRFEFH IAM £38
B , Lake Formation &€ AWS Resource Access Manager (AWS RAM) BRI R LA E IR, 1R &
RERFEARERSFUAERNERSS , AIARETUZEEALAER, NRARERFTER
— @AM+ , AWS RAM EIXBHERARERE , WESHIEBERRT. AR, EERHARE
R, ARERFHPNERHEERS ML AER AWS RAM 258 AWS CLI EZ#5E.

Lake Formation X B LUE A FEUE X EEAEIR 5 £ A Data Catalog EiR. EAFEIER THEE ik
BEMA FREREMERRBA Lake Formation §F 7] AWS Glue Data Catalog.
FRAESTFIEXE , FREE—AEERR , IRLA—HIFEFEAEZERE Lake Formation 551 ,
MAEHPEEMREERER TEEBENFTFTBEER.

MEFBET  F2RESEFIIES,
EEEBRS LA

REZTEATUEINSIRFRHY IAM ZFEEARBRKAER. EtRFHEREEEEFISNARIRS PROET
LERERE , WHEEFERM. IAM TRKINFFTERERER THBE K MIRFERRTEEE
FEE. REFIRTHRAATURRERZEBRFRET. BRERAANZRABZIREMETAHR
&R,

# A Data Catalog ERH 53
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iEIBE — Lake Formation & F1#4E , B AR F T % Data Catalog ERHIBIEFFFA,

- ERIERR (EARANERRENR )
- HERINERE
- BERETHABERR (EAMBERKRERAZET)

EMEZRETVRLES —EREPHNE —E AWS IRF = IAM TR HAAEREMNER R,
« Lake Formation {Z# & FE42 4 (LF-TBAC) ( B& )

Lake Formation BB EFHREFIRE—EREBEEBHERFTNRERKE., SUUCHAERITIE
Bl , BASAER IAM 88, BBAHEME (OUs) &£ A Data Catalog EiR ( ERE AWS 1RFE., B
RMERME ) o 7 Lake Formation 1 , EEBMHEA LF R, WEFHEEF , F28EH Lake
Formation SRR E FEIEFIEEE BT,

® Note

# Data Catalog 5F 7] AWS Resource Access Manager AR EBIRFEE T8 LF-TBAC 5%,
Lake Formation BR1E X EE M LF-TBAC F & Bk P T AR F Organizations FAEBE
o

EERMALINGE  AFERBIRFRAREEMAHSE 3 RSB EHRE,

MEFHMES , FSREMBIRFEREARERE.

+ Lake Formation #n & &R

FEAEEEIRGER Lake Formation B5iRF &R+ A 7] EE £ A Data Catalog ERIFRMERELH
% F3818 | #% Lake Formation SEF AT T E0 AWS 1RE., IAM 88, BB MEN, BFRES
BEHAIELER,

® Note

B AT LA A EF AWS Glue s8R E H Lake Formation A B R REMAERE PN ERZF
ME, MEFME , 528 ( AWS Glue IR AEI ) PHERFTCEL,
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Athena 1 Amazon Redshift Spectrum EBEREFTEERER , T EHPIEHLAER. 0F
EREFNFHENR , 520 ERERETE Lake Formation A alE[EE,

WEEEBNRSE , F2H BRFERAASEEBNEESE,

F&E

o SRIRHE

- BEMBIIRFERILAREEE

o MHIEIREE AWS 1RF = IAM 8 H F Data Catalog & ¥l &R & K E
s RFEEIRFHAZERESRERRNFA

- RFERERFTA

- ERHAERKRNERER

« IR CloudTrail F28

« 5 AWS Glue#l Lake Formation EIEF RS 55 1]

+ ffF GetResourceShares API 2 EMIRFIEBIRE R F

® HREE

+ Lake Formation &F A] 8L &5

- EEAIRIE L AR Data Catalog ERIRMERIE
- BEVERER

- HERF FEUETRED

FORIREF

£ AWS ZHRF AT B S — Atk P 5 — Btk F PV EFEA LA Data Catalog EiR ( B#%. ERE
MERK ) 28, URELUUFREIRFXANERZE , XEAFES T I ERGHS,

—RERFERHEAER

- FEEERAFEHEX P HA Data Catalog EREMERI K , Y EBSEHPLAYY K EFEKE
RERAEBEEEMAE 4 IR

« £ ¥ Data Catalog ERMWEIIREF A28 , BUERBERIAMALLowedPrincipal s
P HFTE Lake Formation FFA], MR IUWEFEAEEBIRFFEERNEFA ,
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B#IAMAllowedPrincipalsifAIFEREIRL , Bl Lake Formation E#
AccessDeniedException,

M EREBEARTE Lake Formation BXHPEMERERMUER. RELUESERNFME R
& , IAMAllowedPrincipal s AF AT I A FEERLAERERER K L,

- HREBERERACERKRNERE , B4 AMIEFHERRTERIRE Superif
IAMAllowedPrincipals. £ Lake Formation £ & Lt | {REEEHENEFEMAEHH L EREF
W ERRER IAM ZEE24 , RBWATH AWS CLI 6% , databasef§ MK BERENBZHE.
MREBEMEREREFIERNFEM , EFFEESENRERRE. TREFIERF | Lake
Formation AJZEZREHENEIR AWS Glue LiEIEM 58 H#4T Amazon S3 M B Lake Formation
FFRIAN IAM BF AR

aws glue update-database --name database --database-input
'{"Name" :"database","CreateTableDefaultPermissions":[]}"

- BERTBIIRFT , RFELEHEE AWS GlueM AWS RAM BRI P&
#9 AWS Identity and Access Management (IAM) 87, AWS SEBX
BAWSLakeFormationCrossAccountManagerEFHERFFT,

R EFRERAZEZRFPHERSEES AWS RAM M\’EEETEJ%E%E&%O ERAMEESES
AWS RAM ERHRBFE., CEAMEESRMAREBNERL

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ram:AcceptResourceShareInvitation",
"ram:RejectResourceShareInvitation",
"ec2:DescribeAvailabilityZones",
"ram:EnableSharingWithAwsOrganization"

1,

"Resource": "*"
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- MRMEIBEE AWS Organizations S#HMBE {3t A Data Catalog Bif , AIXEEH P RUAEMAR L
A AWS RAM,

y

EA R AR RS A &
A,

, 2 BAWS RAM ( &) PHEUHE AWS fH#8HE

&\ EHEE ram:EnableSharingWithAwsOrganizationsf ] , FAEER4A M A

- EEEEHES—EREFHN IAM ERARAER  SEERBIRERAREENASE 3 . i TE"—I
FERBSRECEELEE. MREEFEANEE 1R, F2REMRE WREEMEBERSFERH
RARERTE o

- LRSS —ERFLAER AWS Glue [REZE M| INEMN Data Catalog ElR. R REELAERA
EFMEE®MER Data Catalog ER , M BEKRERLAWIRFE 4EEH Data Catalog 1NZ &8
WOETR] , FREREZE M,

£/ LF-TBAC ERWBIRFERLH

- HEE AWS Organizations MA@ E( (OUs) £ A Data Catalog B , BFEERKERFRATFZEE
FARAE 3 HESRA.

- ZEHEBIIRFRAIRESE 3 iR A Data Catalog B , B FEEEHE
BAWSLakeFormationCrossAccountManager&iRE & AWS SEH KA EZRMH IAM 51,

- MREFEANIEIRFMRAERENSE 1 lRSE 2 i, BXEHERMA LF-TBAC WER B HERBUEE
(glue:PutResourcePolicy). MFFMENR , FSEFEH AWS Glue#l Lake Formation ‘EIE 5
REFF A,

- RSB HIEEFEA AWS Glue Data Catalog ERBERLAER , MAREFABIRE R
RERESE I IRBRFEIRFFT , BIA4ZAMFHA glue:PutResourcePolicy APl REEERB
#HEREP#Eglue:ShareResourceff Al , W /A AWS Glue#l Lake Formation EEE R F
FrA —HFT R, MREHIRFEREER AWS Glue Data Catalog EIREEE ( 5 1 lRME 2 iR
Fglue:PutResourcePolicy: ] ) #FERFFEE , ITEELBXR,

{
"Effect": "Allow",

"Action": [
"glue:ShareResource"

1,

"Principal": {"Service": [
"ram.amazonaws.com"

13,

"Resource": [

TORIRE 502


https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs

AWS Lake Formation HBEABER

"arn:aws:glue:<region>:<account-id>:table/*/*",
"arn:aws:glue:<region>:<account-id>:database/*",
"arn:aws:glue:<region>:<account-id>:catalog"
]
}

- WMREHWIRS 2EH AWS Glue Data Catalog ERBURETERFHA , BEABRFEAERER
F A LF-TBAC BEBEIIRFHRES 3 RLAER , IEERWA glue: PutResourcePolicy
AP| #24E " true' B AWS RAM , %478 EnableHybrid3I®ERER . WEFHMEN , FSHER
AWS Glue#] Lake Formation EIEEBIRE&F T,

FERHAERNSERSPARAENERE

- MREER HFER AWS tRF , RIBAERFAEDE—EEAELARERHEES , TrEm
HARER. NFNARVERPEERESNES , F2H EVLERHEES,

BERHEEE LA HERN Lake Formation FFAIRFIRFANEMEE, TERHEERERT
BRFU2H , Htt T BEEZERAERER,

- Athena # Redshift Spectrum EEESRBEFTEERER , TeeEEHTIEHAER. ZEFXAFTE
£ H Data Catalog FEVERER , U5 —fE LAER AWS IRF, MEERELNFHER ,
H2E ERERTE Lake Formation & f1{i& 4k,

- EEREEE IAM TRBALAE  EEMH Athena BEHERX  TRETEEVERERS. 2EE
M ERER  EFEAFEE Lake Formation CREATE_TABLEE, CREATE_DATABASE 57 , A&
glue:CreateTable®k IAM glue:CreateDatabase 5 f,

MREERRFEMARENETREMERNS —BEEARATRANER R , AIRZFREATUMLAERH

(® Note
HREHEEENERNERSERTHAINER  HAEREERTERNB &P , AR
AH (BE) BRE—&. HE, BRABA (ETL) FBRAUAFREAERNERER,
HRHEMAEIR , Lake Formation & LW ERKNENEEESETEESENRS ID,
FRHAERNERERE , CloudTrail BFESH#SELAERRA ANIRFMERES EIR
FHE4%, CloudTraill S AU EZEFEMERNER ARN , EFiRR2WHEAIRFEELZBFH
BEEM ARN, MFEFMEF , F2REIRS CloudTrail AiL#%.
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EERFERERARERE

21 AWS Lake Formation EFEBEIRFERHARE , LES ¥ AWS RAM HEfMHHNEE X
ENBREFEN LA ER. E Lake Formation #{TIHIRIER: , ©E B HNIESIE S MRS
TEMRA

BIRFRARENEEER

NEBIRFERABETEBIRFRARE T EFLXNFHRES , 2R TS,

(® Note

EEHEMIREFHRAER  BRFESBEEBAWSLakeFormationCrossAccountManager®
E 1AM BURFF ], 1B RATE RAH SRR o
EHBRFRARETELERHEABHLAERAMEEN T, SERARRKE 1 IREHMTE 2
FR, #4656 2 REFTEISE 3 iR , SARAGEE 1 IREMEISE 3 k. EFRAE  F2RTIEES
H,

% 1R

BEZ2ERAGE  BEEBIIRFE Lake Formation FF A/ R FHET ZE —{E AWS RAM B RHE, FHE
(REFARREFTAN ) TEEHNWEFT,

LF-TBAC 753 : BS#RF Lake Formation FF AJR F A& AR AWS RAM H ¥R, ERELAHES
glue:PutResourcePolicy ™,

ERIRAAVIFER : FBARA - TEA.

EXRRARNZEESIE : PERAE - TER
2 hx

BEZERGE . EBMHEES—E AWS RAM BERHXEMZEBIIRFSHF TR T RKEEL AWS RAM
ERASZSNEE, FHETTEHANET,

LF-TBAC 5% : B8Rk F Lake Formation FF Al R FAE MR AWS RAM HAEHR, ERAELAHRES
glue:PutResourcePolicy ™,

EHRANESD | BB AWS RAM RENREEARETARENBIRFRE.

EMEIRE ERHARARE 504



AWS Lake Formation HBEABER

EHRAENEZE - BER FERFE Lake Formation SFafERE , X EAKE
AWSLakeFormationCrossAccountManager AWS SEBURH S #Fr, BH , BFEER
ram:AssociateResourceSharefl ram:DisassociateResourceShare®fal , FBERKTHEEE

fib 1R F X RE R,
% 3R

BRERPE  BEMRFEF— AWS RAM ERAENZEEIRFFF IR T , REE{L AWS
RAM ERAZENHE, FRETTEERANFT,

LF-TBAC %% : Lake Formation £ AWS RAM ETERE®E T, FRENLEK glue :
ShareResource BIRA R #F#ZEglue: PutResourcePolicy®F o], W AMNBEZRKE NWERH
A#5E AWS RAM,

BEHRANES . BT
- RFFEABIRFE PR IAM ERARLAER.

MEFME , F2EE T Data Catalog ERHIFF o
- £/ LF-TBAC J &% Organizations SR EE (Y (OUs) BiABIRF XA,
- BREEBIREFEEIN AWS Glue IR ENAER .

FHMABNZEEEE . E4FA LF-TBAC FEHAERE , MRRFEERERE 3 iR
MRRA , B AGERSE 3 REEMRAE |, AIRFESWII THERAL | TERNEIRS
RFHER. HEERFMEEMABIRERA : v3, 51 CrossAccountVersion Hfy &
¥DatalLakeSetting BRI v3 ( BR# : AmazonDataCatalog ; ARAEHE : 400 ; $5ERTE -
InvalidinputException)", £ , MRTFEEAE 3R, BB AERSE 1 IR=E 2 ik, BIEA
LF BB BIRFETESIERER,

ERERERLEZETHNEBIRFR FTETERAZEHER, MERTEIRFEARERS (%F 15K
HEE 2 MR ) BRHFARFERABHMRA (% 3 RIESKA ) , BikFEFIIIE REEIEEEF
mA SR EMATEREERER.

FEEEES —ERFTH IAM ERBARER  RAERTFEFTEEAS 3 R,

£/ LF-TBAC FEE#ETHEBIRFR T EEEAE LIRS P HEHE AWS Glue Data Catalog BEIREK
K, EREMEE 3R, LF-TBAC BFEFEA AWS RAM, BEEAFFL AWS RAM AEBEN B
WRERF I , 4B glue:ShareResourcefIRR F I8 EH AR Data Catalog EFREE ,
fFH AWS Glue#l Lake Formation B2 Btk F & o] —8iFT Ro

EMEIRE ERHARARE 505



AWS Lake Formation HBEABER

4R

RYIEZESE 4 REEFRA , T BEESFEE R A H A Data Catalog ER , REBMS B &P H
Rt

B{E{t AWS RAM ERHH

BIRFRENHRA (£ 2RMEESHAE ) SRENMFIHA AWS RAM ZERFRILEBIRFHAE, BF
EASLER AWS IRFE =% IAM =L HEJRE | Lake Formation ATRES BV HFMNERLH , g ERER
EHLAEIEE, BBEREHLZTEIEEE , Lake Formation Al HEEZEERESINERLZ RS
ﬂio

#EiB TBAC BiA AWS RAM A BEEHEETALAER

FEEZHES—EIRFFH IAM EBHLAER , SRAE Organizations HAABELK TBAC BIRF
HA K LEELBIRFRABREEFASE 3 . IFE AWS RAM ERRHNFHFMEN , F28 BikF
ERLAREEENEEEE,

EH IR AR E BN

MRBREHFARFTEEBAWSLakeFormationCrossAccountManager & IAM BUREFA |, Al
REFAIRTEACIEZIATEEENNTIRE. T8, MRBIRFRTFERERA TEBEEK , 8
RTEACRETEAEEETS IAM A, TEEBIRFRFHIRETR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"ram:AssociateResourceShare",
"ram:DisassociateResourceShare",
"ram:GetResourceShares"

1,
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": "LakeFormation*"

}
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}
}
]
}

8 P TR AR

FMEBT Y58 |, &EIB AWS Lake Formation £ & =% EHERF A% E AWS CLI,

Console

1. EEPREBESRTEANBEIRFRAERET |, BEFE 2 R, 5 3 RIE 4 . WREZRREE 1
Wy , Lake Formation #&fEAFERERLAER,
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AWS Lake Formation Data catalog settings

Data catalog settings
Default permissions for newly created databases and tables

These settings maintain existing AWS Glue Data Catalog behavior. You can still set individual permissions on databases and tables, which
will take effect when you revoke the Super permission from IAMAllowedPrincipals. See Changing Default Settings for Your Data Lake.

Use only IAM access control for new databases

Use only IAM access control for new tables in new databases

Default permissions for AWS CloudTrail

These settings specify the information being shown in AWS CloudTrail.

Resource owners
Enter resource owners you wish to share your CloudTrail access details with.

Q

Enter one or more AWS account IDs. Press Enter after each ID.

Cross account version settings

Version 1 ‘0ss account permissions. See

Version 2

Version 3

Version 3 'S

2. BERE.

AWS Command Line Interface (AWS CLI)

£/ put-data-lake-settings AWS CLI i35 2R&XE CROSS_ACCOUNT_VERSION 8%, #F
E"J{EE 1\ 2\ 3 *u 40

aws lakeformation put-data-lake-settings --region us-east-1 --data-lake-settings
file://settings
{
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"DatalLakeAdmins": [

{
"DatalakePrincipalldentifier": "arn:aws:iam::111122223333:user/test"

}
1,
"CreateDatabaseDefaultPermissions": [],
"CreateTableDefaultPermissions": [],
"Parameters": {
"CROSS_ACCOUNT_VERSION": "3"

}

/A Important

BIESE 2 RHE 3 R, AN ERERR THELBMNBIRFRTEN, FEKEBE
ABEABEIRFLRAN AWS RAM B8 , 2R EHECRARERNETHRT , YEFRKFE
HERTo

WAZEIRF B AWS IRF = IAM =58+ A Data Catalog ER R ME R E
REIDE WM{A# Data Catalog ERIEIIRFEFF IR FAI AWS tRFE, IAM £88. AWS fEBSE B
BENHNETR. RTRIFEEBHLAELER.

F&E

- FAESAEFEREAETERTLA

- FRAERERFEANBIRFERLH

ERRREFIRRETERLA

AWS Lake Formation {Z&H FEEF (LF-TBAC) 2 —ERERE , AIRIBEEBMERT T, TITBE
RPWMMAER LF ERRFHEIRFF,

HEEE/EEBRF LRELEEE
1. ¥ LF &R,

1. LERHERBES LF E8EILE B 5 E A Lake Formation £ A&,

RHNEBIRE B AWS RS = IAM £ 88 H F Data Catalog &R RME R E 509
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2. EERIEES|P | BIFFFA , UK LF EEMFFA,
3. EIFMNIE LF X,

MEFEEN LF EBOFMRE  F2E B LF £,
2. BT HARN/REHHFT LF EBE/BEHEBIRFHNATIRERH IAM 8,
B¥ LF-Tag 8/BEHNHF A B EME LF-Tag , WASH IR Data Catalog ER ( ERIE.
BERERMERE) o
3. EE ZBRHNEEEREAEWETMN IAM TROLE LF EBIBRGEHE. ERIER
W, MEFHMENR , FSEE LF E8ISREE Data Catalog EiRo

4. EE  FHLF-Tag RENEERFURTAITIRSE, EVEFTNARERIZREFEUAEE
(%) £8M ( =/ ) EE5CH Data Catalog EiR.

1. T EBERF , BEFITNERTT,
2. B4 Grant (&F).

. ERTFHTHEL , $HHEFTA |, BENBIRS , ARWAZTEANARE AWSIRF ID 5
IAM B | SEHEFEA ( ZFEA ARN) B A Amazon Resource Name (ARN) , BAEZ IR
FRFARBEFTEA. WAIRFE ID#& , BFEI Enter,

IR FE B AWS 1RF = IAM £ A Data Catalog ERRME R E 510
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Principals
Choose the principals to grant permissions.
(O IAM users and roles () IAM Identity Center () SAML users and © External accounts
Users or roles from this - new groups AWS account, AWS
AWS account. Users and groups SAML users and group organization or IAM
configured in IAM or QuickSight ARNSs. pr!nc\pal outside of
Identity Center. this account

AWS account, AWS organization, or IAM principal outside of this account
Enter one or more AWS account IDs, AWS organization IDs, or IAM principal ARNs. Press Enter after each ID or ARN.

[ Q. Choose AWS account, AWS organization ID, or IAM principal ARN ]

[ Account ]

Granting data permissions to arganizations is not supported when granting permissions by using LF-Tags.

LF-Tags or catalog resources
Choose a method to grant permissions.

© Resources matched by LF-Tags (recommended) (O Named Data Catalog resources
Manage permissions indirectly for resources or data Manage permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

© LF-Tag key-value pairs

(O Saved LF-Tag expressions - new

Key Values

[ Department v ] [Choose LF-Tag values v ]

[ Sales X] [ Marketing XJ

( Add LF-Tag key-value pair )

4. $t¥ LF EBHEHER , BEFS LF EEBNER (E38).
a. BIEEIE LF-Tag B/EH N EREFH LF-Tag FTiER .
b. MREERE LF-Tag #/EY , B AREBEAREIIRS H A2 Data Catalog & 7 A8 B3 B Y
LF-Tag ##11& (LF-Tag).
WEFEE LF-Tag RiEX D EIERAEM LF-Tag 2 Data Catalog ERHIFFA, MR LF-Tag
RENEESEEERSIBNZEE , A —EEHREZTLEE,
5. BEEERERRBERNREMRTT , £EHS LF-Tag REXNERLET .
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/A Important
HRERHEESXAARARERNFIRTARERFANER K RSB A—RE
AR TEERTEIRFF T,
MEFMES , F2EEAEESRT LF-Tag 7F A,

® Note
WEEEBERFRERTFTHETAZRE AR FHIER,

EER/ERERE LRELE

1. LUEEBERFHNERBEEES 529 E A Lake Formation £ &,
2. EE  BUWHEBRFFNERKE,

1. B AWS RAM #2858,
2. HEEERT , RERBRAATHNERAA
3. EMERAR , BREEZERAH

3. EXNHEHEMIKRFHAAERS , ERNBREESIRSE , BE Athena TEEFETE, BEHE
Athena TR AGTERER , CEEEVERAAAERNERER. WEEYEREZLNRSA ,
28 # I H A Data Catalog BRI RN ERER M E I H A Data Catalog EREMN ERER

3

1. BEERE ST ERERERERE,
2. TERE/ERKREE L , BERY., ERER .
3. REREERERWMATIER
- EREREE - EREBHNE -/,
BEY B &% - LER N ERER B %o
HABHERESE - REBETEARETEVERERS , MEESHANERERER,
HAENE - BEEHRENE.
HAENENES ID - AHAENENE K D,
4. BEEN., AL EENERETRINMELNERER,

RHNEBIRE B AWS RS = IAM £ 88 H F Data Catalog &R RME R E 512
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Bt , BB HAERKRNERERL,
4. BERTEEHAERZ IAM TN EREFEHEHRT,

1. HEHE/ERREE L K ENERER , AREDFEIRRPEERT,
2. ERFHARERY , BRIAM EAENAE.
3. BELRERTERERFIERN IAM A€,
4. EEREFZAATRERSD , BEHER,
5. i#4E Grant (&F).
5. #EE K LF-Tag BEFITRTRAERFHHIR
IR PEFRESITE Lake Formation EIRAMFFA. LF EEAFAT , REEBEIIRF PEELHN

LF B8, S RETFELANERERETEIRFARANERELEE  EHafE &R
BE. ERXRNERW, ElE-—SHERNFAIRTFEMBEZTEA

LF-Tags LF-Tag expressions - new LF-Tag permissions LF-Tag creators
LF-Tag permissions (8) @ Grant permissions
View and manage the permissions granted on LF-Tags. Learn more [
Q Find permissions by LF-Tag key and value 1 S
Principal A Principal type ¥ Resource name v Resource type v LF-Tag permissions ¥ LF-Tag value permissions ¥
AWS account Department=Marketing, Sales LF-Tag key value pair - Describe
AWS account Department=Marketing, Sales LF-Tag key value pair - Associate
arm:aws:iam::( 3/Admin 1AM role Department LF-Tag Alter, Drop
arn:aws:iam::( 3/Admin 1AM role Department LF-Tag - Describe
arn:aws:iam::( 3/Admin 1AM role Department LF-Tag - Associate
arn:aws:iam::( 3/Admin 1AM role Department LF-Tag - Grant with LF-Tag expression
arn:aws:iam::( 3/Admin 1AM role LF-Test LF-Tag - Describe
arn:aws:iam::( 1/Admin 1AM role LF-Test LF-Tag - Associate

1. EEEERNTA., ERFAT , BEET,

ERFHITEEL , EEZIAMERAENAE,

BEE  EELKREHRHN IAMERENAG  UBFTHARENEERRNWEFIE,
BE Y LF ERREHER , BERFS LF BENER.

BE  ERELSHAC LF EBNERNE,

BE BELERT IAMERENACHERENERNKRTT. ShrLERRTHT,
IAM EFEMA KT AIRTEMAERE/ B,

2
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7. B4 Grant (&F).
8. BT LL1E Lake Formation £ AN ERFAI TREFATZ T,

EHERERSEANBIRFERAA

BAILEEEFIRTS — @ AWS tREFFPHEFEA , IR FIEB AWS tRF 5 AWS Organizations,
#& Lake Formation 3 AJ#&2F Organizations S #H# B F RN T A1 R FEB S EBMEL AWS R
F AEE .

EERF R TFINIRS ERE  EXATSTRFHURER. RAABRFAFNERIEESTU
FRAAER  EXNEESRARERNF IR TAMRFFHEMGERS L,

(® Note
RADBIRFRFTEERT IAM TRE | FXETRFHFTEE,

BIE FHIETEARE SRS AR TENENT  ERAEEERSEETRIRSHT.
RFPEREIRFHAACERERERRFTA

BRHIRE AWS BN S —18 AWS RS 1Y Data Catalog R 2% , BABRHEES , £
BHEABFRNEIRFIREFHNEMEE, T8 , SELEERNETRTEAM AWS RS SHER.

B LAE A AWS Lake Formation £# &, API 8 AWS Command Line Interface (AWS CLI) K% F
A

RTHRAERENT (DBERAE. TEE)

AERTHRPETEAERERL AR TERNENA & LF GRIEKERTHNERNEFTESD ,
AEELENSIRFPENENE , MTRENENERERS.

MELEEREFTEDERTNERE  BFREEECEZIERERN AWS Resource Access Manager
(AWS RAM) EiRAZBFE, MFEFMET A F2RL B ERLAZEFE AWS RAM,

BeSh , X CREATE_TABLEM ALTERFTH , FFiE{E PHERETERMVEST A (HEIKRE ) |
I F A AE R F A ER AV P EARBIIRE ID,

RTYRGRFARCERNERER RN _
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BRTHRAERKRNFT (SWBERTE, F24

AERETHRBETEAERERLERTERRA £ LF ERREKERTHERNEFE

AEESENSBIRFPENERE K MARERENERERS.

MREEERRFBEFETIENR , FRELCHES AWS RAM ERRNERLZEF,
HAEHS 2R BERERAZEEF AWS RAM.

0%

LSk, WA ALTERFFH |, B8R PHERRTERMVER A (MHEERE ) , WHLEEMIRS L

BV P ABEFNRS ID.

HERTHAERNET (LF-TBAC 733, £#2A)

EEETMREETEF Data Catalog 577 £ LF-Tags SRE HERERF , EFABIRERF

MR F L) LF-Tag REX , IRREANFE

Flan | MRAZREFERAE FIREN LF-Tag EEX ¥ Fmodule=customers AND
environment=productionfZMiRS , IS AEREEEES , B LUEZREEEER

module=customers env1ronment productlon RTERPFHPNETA. BRERTFESB
LF-Tag RIERXIZFERWHEES—E2 Lake Formation 58] ( 5140 ALTER, SELECTE ),

RTFHAERKRNEFTT (wBERSE) AWSCLI
WMARNTAUNG S, FLEHH

- AWS ZWIRF ID & 1111-2222-3333,
- FRERRIBER TERFH RFE S 1234-5678-9012,

- FHEAAERRLEN SELECTHF T FpageviewsFA#E datalake_userl, ZfEAER

FHRHEFEA
 pageviews ERKRMM analytics ERESF , HAIRF 1234-5678-9012 Pt A

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "SELECT" --resource '{ "Table": {"CatalogId":"123456789012",
"DatabaseName":"analytics", "Name":"pageviews"}}'

AR , %ZEE resources|EH Catalogld BHHIEEHBIRS,

AN

RTYRGRFARCERNERER RN
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R EREREFTT

FMBETISR , 8—RZEEFRELR AWS Lake Formation Al F& AWS IREFFHZEEEA.

BUEBREG<®R , RAAELTUBRNEFERE. (ERXAHGHERERALEREFHRTERRERL
R IAM RS, ) BEAFIRFPHNEMEIREFNERER , FRTED DESCRIBEFF A,

/A Important
RTEREENFIAERTER (EH ) BERERERRNFA, E4ADBRTEEN
P,

& LAME A Lake Formation £#4&. APl 5 AWS Command Line Interface () ZR#ZF & ATAWS CLI,
console
£/ Lake Formation AR FEREFHT

1. BITUTHEE—H|:

- HREREESRER K FBERE PMLTBEHESERFERTEREN T, BT T
=

1. #% Data Catalog E#lE THWEREEE R ERNERERD,
2. BRERTURBEFHITER,
3. BEERFHIAMNETA,
4. BHEMENEMUSEN,
- BRERNRERERS  FRE PNISREAERERLFEETFTERKRF AT FIIEE :
1. # Data Catalog , Tables T & # & /EE PRI E FRER,
2. AR FHATEE,
3. EEXR,
4. B, EBE. ERRBUEEA,
5. EEXH,

2. HFAT , EHNERTHFT. 2E , ERNTRTHFFT,

RTERERFTT 516
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FMBABER

LF-Tags or catalog resources

Choose a method to grant permissions.

(O Resources matched by LF-Tags (recommended) © Named Data Catalog resources
Manage permissions for specific databases or tables, in
addition to fine-grained data access.

Manage permissions indirectly for resources or data
matched by a specific set of LF-Tags.

Catalogs

[ Choose catalogs

[ Default catalog ]

Databases
Select one or more databases.

[ Choose databases

[ resourcelink X ]

Tables - optional
Select one or more tables.

[ Choose tables

Views - optional
Select one or more views.

[ Choose views

Data filters - optional
Select one or more data filters.

[ Choose data filters v ] Load more

Manage data filters [2

Resource link permissions

Resource link permissions
Choose specific access permissions to grant.

[C] Describe [C] prop

Grantable permissions
Choose the permission that can be granted to others.

[C] Describe (C] prop

3. &I Grant (&BF)

Create new

RTERERFTT

517



AWS Lake Formation HBEABER

AWS CLI
£/ BFERERFTT AWS CLI
1T grant-permissions@® , EEEREZMAER.
Example

M EIHIDESCRIBEE#E Fissues AWS IRF 1111-2222-3333 incidents-1link &R EH
BERIREREEdatalake_userl FHFERAE,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "DESCRIBE" --resource '{ "Table": {"DatabaseName":"issues",
"Name":"incidents-1ink"}}'

T

® FFEZHA:
- BUERERL

« Lake Formation §f A& &

FHARENRNERER

&RE% AWS 1RF A E2tRF B £ F Data Catalog B3k , 4l , SELECTEBSER R LR FRIER
FIRE B, EEZIRE B PN BEHNENLASHRNERER , XAFSTIEYE :

- IREBHAMWERNHEBEEXVNAESHA, (WRIRF A M B UAMHBERSS , HEA Lake
Formation 2B R FEURH 5 EZETRT , IFEEEEM. )

- ERVHEEEMNEARNZTEAEFRRTFHLAER R ELIRF A B Lake Formation SELECTEF ™,

- ERAMBEERRK, BETHWEREURIRF A Data Catalog LEE T IAM 55,

® Note
ET5 IAM B
- LLAWS IRFE A 9tRF ID BXfX <account-id-A>,
« # <region> X AEMRWES,
FRHAERRNERER 518
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+ # <database> X BIRE AR EEHAERRNERERR.
« 1 <table> RAHABERRNERE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"glue:GetTable",
"glue:GetTables",
"glue:GetPartition",
"glue:GetPartitions",
"glue:BatchGetPartition",
"glue:GetDatabase",
"glue:GetDatabases"

1,

"Resource": [
"arn:aws:glue:<region>:<account-id-A>:table/<database>/<table>",
"arn:aws:glue:<region>:<account-id-A>:database/<database>",
"arn:aws:glue:<region>:<account-id-A>:catalog"

]

.
{
"Effect": "Allow",
"Action": [
"lakeformation:GetDataAccess"
1,

"Resource": [
nmen

]

FRARERRNERER 519
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¥R F CloudTrail 5¢8%

Lake Formation IRt $f ERUAF ERMAIEBIIRFFIRNEPFRNBRER. BWHFA AWS IRFFE
HAERRPHERE , Lake Formation €% CloudTrail E4EREIHEAIRFEH CloudTrail B, &
HNEHIREBEEREEHER , H20 Amazon Athena 1 Amazon Redshift Spectrum , LA R &
AWS GluefE 7 &E %,

Data Catalog &R LIRS R/EMN CloudTrail B4t SECIER,

BAEREEE , MREE Amazon S3 HRUAYIHEHRECE , B LAEI1T#$ S3 CloudTrail B2
Lake Formation CloudTrail S4Bt ER , LLHIETEFE S3 EETEMNIIRE,

&
o EIEWRE CloudTrail BT AEsxXE S
« & Amazon S3 EIRFFHA CloudTrail B &

EEWRE CloudTraill B8 EXE S S

RIEFAEE , BIRF CloudTrail E#4EHEEHLAERKGANBR YR EFRHEEENAFE , R
SENEIRE XM AWS =8 ID, mMA2EBH AZETEE Amazon Resource Name (ARN) ( =58
ARN), EEENRBEALAERE , flE—ABRERA , BLLUEETE CloudTraill E#FETEE
FEA ARN, A% , EREEERFAITLNERKHFAIREPEREEEE RN XK,

/A Important

BRAHAERBHAN , EEELBCH CloudTrail BRFEPEFEHTHNETA ARN , BH4EE
BREAFEIRFHLAZTEA ARN,

NMRENEFHNEEBERERET  NSEAREREHARFE RCEMESH - —BHRE
REFZFR , Z—EARBEEERER. EREEFINEHITESETA ARN, BEERER
HNEATEEREEZENMANETA ARN, EREZFHEATEERIBEETEIRS,

LT RIEREWRS CloudTrail 54 ( REBEZMA ) BIHKR. BTEREFRBIRER
1111-2222-3333, ERBNEMNURS MERER EIRFEFHY B, Lake Formation EEFE IR S =4
P M E RS PEA B

{

"eventVersion": "1.05",

BEWRE CloudTrail 528% 520
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"userIdentity": {
"type": "AWSAccount",
"principalId": "AROAQGFTBBBGOBWV2EMZA:GlueJobRunnerSession",
"accountId": "111122223333"

},
"eventSource": "lakeformation.amazonaws.com",
"eventName": "GetDataAccess",

"additionalEventData": {
"requesterService": "GLUE_JOB",
"lakeFormationRoleSessionName": "AWSLF-00-GL-111122223333-G13T@Rmng2"

}I

BARAERNAE K ERBEMAZTAARN B, FEEERUTA
&, lakeFormationPrincipal ¥z &iEE Amazon Athena., Amazon Redshift Spectrum =%
AWS GlueFB#TEINRKRACRFEARE.,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AWSAccount",
"principalId": "AROAQGFTBBBGOBWV2EMZA:GlueJobRunnerSession",
"accountId": "111122223333"
},
"eventSource": "lakeformation.amazonaws.com",
"eventName": "GetDataAccess",
"additionalEventData": {
"requesterService": "GLUE_JOB",
"lakeFormationPrincipal™: "arn:aws:iam::111122223333:role/ETL-Glue-Role",
"lakeFormationRoleSessionName": "AWSLF-00-GL-111122223333-G13T@Rmng2"
.
}

EZEEBEIIRS CloudTrail BT 8& X% ARNs

1. BARX Lake Formation £ & |, #uk A hitps://console.aws.amazon.com/lakeformation/,

=R S CloudTrail 528 521


https://console.aws.amazon.com/lakeformation/
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BAAdministratorfEAES S E A , HEH IAM Adninistrator Access BUEMERER
Ao

2. EEEEST , BERE,

3. HEEPRBERTEEEL , REREEENTERFFT AWS CloudTrall EERH |, B A —=ZE AWS
EREEERFE IDs,

EFERE ID 2% Enter.
4, BERFE

WE , BRF CloudTral E4EFEREXAERBGANEREEENBFEY , 858 ARN,

&3 Amazon S3 IR FZHWAY CloudTrail B &

BAHRAEREESE , B LIEH S3 CloudTrail B , MAHIBT E17E Amazon S3 R FETEHIIRS

( BIIR BB TE Amazon S3 FRIAYIHERGES ) » EEEAMNEME Lake Formation FEEY S3 L&,
R H AEREEEIEIEE Lake Formation CloudTrail B A E X8 ARNs , BB FEEE
FENALRERE,

A #ITEHKE Amazon Athena , B AE TERRBRBRBE L NA Lake Formation
CloudTrail E##1 S3 CloudTrail £, E AT LAERE LAY Lake Formation
#feventName="GetDataAccess" , LAX eventName="Get Object"= LH S3 =
ffeventName="Put Object",

LAF 2 Lake Formation ®B#&F CloudTrail B4k , EHhEFIMEFM S3 MEFRNEHR,

{
"eventSource": "lakeformation.amazonaws.com",
"eventName": "GetDataAccess",
"additionalEventData": {
"requesterService": "GLUE_JOB",
"lakeFormationPrincipal": "arn:aws:iam::111122223333:ro0le/ETL-Glue-Role",
"lakeFormationRoleSessionName": "AWSLF-00-GL-111122223333-B8JSAjo5QA"
}
}

=R S CloudTrail 528 522
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lakeFormationRoleSessionName £#8{8 AWSLF-00-GL-111122223333-B8]SAjo5QA T Ed S3

CloudTrail E##principal IdE® PN TEREEBBBIE. L TR S3 CloudTrail BN &, ©
SRR IERBEEBHNNVE,

"eventSource": "s3.amazonaws.com",
"eventName": "Get Object"

"principalId": "AROAQSOX5XXUR7D6RMYLR:AWSLF-00-GL-111122223333-B8JSAjo5QA",
"arn": "arn:aws:sets::111122223333:assumed-role/Deformationally/AWSLF-00-
GL-111122223333-B8JSAjo5QA",
"session Context": {
"session Issuer": {
"type": "Role",
"principalId": "AROAQSOX5XXUR7D6RMYLR",
"arn": "arn:aws:iam::111122223333:r0le/aws-service-role/
lakeformation.amazonaws.com/Deformationally",
"accountId": "111122223333",
"user Name": "Deformationally"

THEREREBHBIMT
AWSLF-<version-number>-<query-engine-code>-<account-id->-<suffix>

version-number

LAV ARAS |, BRIA 00, MR TFRREBRAEBE | T —ERFHEA 01,

query-engine-code

EHEFRENNER. BAINES

GL  AWS Glue ETL &%

AT Athena

=R S CloudTrail 528 523
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RE Amazon Redshift Spectrum

account-id

& Lake Formation s8R B && AWS MItRF 1D,

suffix

RBRELNFS,

f2f AWS GlueH Lake Formation &2 Bk 5 5l

BRI LAE A AWS Glued), #2F Data Catalog ER M EH &R ERF FEUE AWS Lake Formation,

£ HAWS Glue , BRI LUEBE M HE#H Data Catalog ERBERRZ FEIIRFHF T, £ Lake
Formation A , 2RI LAfEF Lake Formation ¥ AI#&E & ] Grant Permissions API ##/ERER FEIR
F GRANT/REVOKEEF [,

® Tip
KM EBREMEE Lake Formation 3 A SRR R H0 E 614,

BT LAE A Lake Formation £ A5 AWS Resource Access Manager (AWS RAM) 2 & R iatR
Lake Formation BBIRF&RF. T8 , ELFEAREAERE T AWS Glue Data Catalog ER B KR F
WERFET A, Bt , BRI AMEHAAWS GlueEZE AR EEH MR Data Catalog ERBURFHIIE
IRERT , EXEEALERMEMA Lake Formation R FHBEIREFF T,

ATHRAZERENESEBIREHFUBIAZEBEMIEF |, Lake Formation Hl AWS GlueE& ERI&H
TTHEE , LRREHNEI 2 FF Lake Formation 1 #4T IR FE £ FAWS Glue,

£ AWS Glue Data Catalog B REE R F Btk 5 &F 7] B

MREHRSE ( ERARFREEEIRF ) REFEA AWS RAM REAERNEBEIRFEE | &
BEE —BRE PfFEF Data Catalog ERBERAWS Glue, Fi8 , MR BEHETH R AWS RAM EFRHE
WRT , BXEHITTIEHP—FRE , LRRKIFFERECK

EXREAWS GlueX B AR ECERA I RBEERBER  THEASEHIERE  BHBEPHNHFIURT
5/ Lake Formation T AR FIEMFT 24, EBLAERFRBUREIER.

£ AWS Glue# Lake Formation &I 50k 5 55 A 524
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« f£/ glue:PutResourcePolicy API #{ERFERBUERRE , BH4ER EnableHybrid MR E
% 'TRUE' (BB =F& ), THREXNHEHIREMAE Python FEITILIRE,

import boto3
import json

REGION = 'us-east-2'
PRODUCER_ACCOUNT_ID = '123456789012'
CONSUMER_ACCOUNT_IDs = ['111122223333"']

glue = glue_client = boto3.client('glue')
policy = {

"Version": "2012-10-17",
"Statement": [

{

"Sid": "Cataloguers",

"Effect": "Allow",

"Action": [

"glue:*"

1,

"Principal": {

"AWS": CONSUMER_ACCOUNT_IDs

.

"Resource": [
f"arn:aws:glue: {REGION}: {PRODUCER_ACCOUNT_ID}:catalog",
f"arn:aws:glue: {REGION}: {PRODUCER_ACCOUNT_ID}:database/*",
f"arn:aws:glue: {REGION}: {PRODUCER_ACCOUNT_ID}:table/*/*"

]

}

policy = json.dumps(policy)
glue.put_resource_policy(PolicyInJson=policy, EnableHybrid='TRUE')

MEFMEF , F2E C AWS Glue FHEAEIER) FH PutResourcePolicy EifE (Python :

put_resource_policy),

£ Lake Formation s &MV &R 5 ER FEIRF 5 o] ¥

£ AWS Glue# Lake Formation &I 50k 5 55 A 525
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MREHIRE (A£EEIIRFE ) #%E Data Catalog EIRBUER |, LB EH# T Lake Formation Bk S %
F, T , MR Data Catalog ERBEREE , BHLABEETHRARXNFEEHS | LUAFBREFETHE
FERERERALZETER. # <region> BRABRWEHER , ¥ <account-id> XA
AWS EHIES ID ( £EEEFS D).

{
"Effect": "Allow",

"Action": [
"glue:ShareResource"

1,
"Principal": {"Service": [
"ram.amazonaws.com"

1},

"Resource": [
"arn:aws:glue:<region>:<account-id>:table/*/*",
"arn:aws:glue:<region>:<account-id>:database/*",
"arn:aws:glue:<region>:<account-id>:catalog"

]

}

MERFBEWEAINEFER , Lake Formation B FE KT , EEEZIFE AWS RAM , T B AR £
EERRFHER.

/A Important

£/ Lake Formation Z2& B ZH% 4] (LF-TBAC) F 2 ETHEIRER T B4 EREEZLVE
B FIEEHF K Data Catalog EIRBUE SR R4F

©® BH2E:
o PEERFEUET (FWRERERSEHE Lake Formation B R FEUE S (LF-TBAC) /7
E) o

« BWtRH A Data Catalog &Kl R E K E
« (AWS Glue FIZABIERM) PHEAWS GlueE# A LFERERBEEETE

« (AWS Glue HEABEM) PHETHEIIRFFEE (ERAREH Data Catalog R
R)

£ AWS Glue# Lake Formation &I 50k 5 55 A 526


https://docs.aws.amazon.com/glue/latest/dg/console-data-catalog-settings.html
https://docs.aws.amazon.com/glue/latest/dg/cross-account-access.html
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2 GetResourceShares AP RERBFIEBIRFR T

MREW B ERBRERA AWS Glue Data Catalog EIREE M Lake Formation & FREBEFEIRFFTA ,
ER—EUBEREFEBIRFR T —5EZ2FMA glue:GetResourceShares APl 1k,

ERERAERERF EZBIRF R T Lake Formation FAJ B , AWS Resource Access Manager (AWS
RAM) €% 37 AWS Identity and Access Management (IAM) ERBUER |, WG HEFERIE AWS EHIRE
., BRERTHFN ERMENTT. SABEBIIRFRT AWS RAM B ERINERBE, &AL
£/ glue:GetResourceShares AP| BRERBIRFTEIE LBR,

® Note

IR {Eth & EE Data Catalog EIRBEK., T8 , MR AT Data Catalog FREHRRAPEER
iz , mE%KEE AWS KMS £8MFTH |, AlREFEEE Data Catalog ERBUR.

BEFEEBIRFRT

- BWAT% AWS CLI 5%,

aws glue get-resource-policies

LT REHERBEK , ERAb1IBtERERERRNFTRT AWS IRF 1111-2222-3333 B , AWS
RAM 22 3 MEMEZBUER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"glue:GetTable",
"glue:GetTables",
"glue:GetTableVersion",
"glue:GetTableVersions",
"glue:GetPartition",
"glue:GetPartitions",
"glue:BatchGetPartition",
"glue:SearchTables"

f# A GetResourceShares AP| 2 {ER BRI EEIEE T 527
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1,

"Principal": {"AwWS": [
"111122223333"

13,

"Resource": [
"arn:aws:glue:<region>:111122223333:table/dbl/t"

aa-tﬂ

© BESH

C AWS Glue BIR¢ A B3E/) FH GetResourceShares E{E (Python :
get_resource_policies)

ZE AR £ /Y Data Catalog BRI RFME R E

HRERHEEENERTH TN ER | 8B AWS BWIRE AN E RS E R Data Catalog |, #
BRIEFTFNER—K, IBEASETREEERNIRE,

BT LAEA Lake Formation 2 ARBRELBHIREF AN EIR, BB LIEA AWS Resource
Access Manager (AWS RAM) = ARBRRELZWIREFHANER , UREAERERS ZEHEA
AWS IREHANE IR,

/A Important
EBAERAERERA A Data Catalog ERHEWRFFF AR FEMKRS S AWS B8
B , Lake Formation &f#fH AWS Resource Access Manager (AWS RAM) BRI K A& R,
MREHIRFEFTIREMAR—E AWS 8+ |, BIEAERATLEREER,
i, MRENIRFFER —RBHE/ST , FOEHIKRS AWS RAM S EZEZHiERERLE
B, ARk  FEFHAERTA , BRFHINERNEEESXLAFER AWS RAM 125
CLI = B5E.
MRAE AWS RAM EREZBESFET |, Lake Formation TIRASHEREE, AEERE
18 AWS RAM B E A E T W EIRE,

FEUA# 8 2 A K Data Catalog BRI R ME K E 528
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3

Z28:

® 3
« & AWS 1R FE # A Data Catalog BRI ERME L E
 Lake Formation RIS IR B & ¥+ A
- ERHAERRNERER
- PEERFEES (MFERERSEZEARKEAERY LF-TBAC HEMWHEBEMRA. )

R
.t EZERAZEE AWS RAM
- MR AW Data Catalog FEI R ME K E

it EZERAZEHE AWS RAM

WMREE AWS £Hy IR F £ A Data Catalog BIR , BEMRFELAIRFEFER—E AWS g9+ |

RIfE #8322 R B AWS Resource Access Manager () W& R FBFE 28 , EEEERHEAERAWS
RAM, SRERHEEES , BXALE#N AWS RAM FEBFH , AREZEHE.

BATLAE R AWS RAM E£3# &, API 5 AWS Command Line Interface (AWS CLI) 3R #2158 #3% 32 5%

===
ABo

BEMEZ KA AWSRAM ( £28 ) NWERAEEERE
1. BREZEERANEZIERAZEFENLE AWS Identity and Access Management (IAM) £F 1,

WEERHEEENES IAM BERNEEE
G
AIEEAWS RAM ( EREIERE) RHEZNEBZFEPHETR.

E{_'IIII

. 552 B the section called “Data Lake EIE &5F

N
=111

# AWS RAM (AWS CLI) iR fliE S & L 2K
1. BREEERENEZIERAZEBENLE AWS Identity and Access Management (IAM) 557,

MEERHEEENERS IAM BERWEEIERA , 552 B the section called “Data Lake EE E7F
A’

2. BATIHTURBEEETNERLRAEE.
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aws ram get-resource-share-invitations

BHRXEREUULTREA.

"resourceShareInvitations": [

{

"resourceShareInvitationArn": "arn:aws:ram:us-
east-1:111122223333:resource-share-invitation/a93aa60a-1bd9-46e8-96db-

a4e72eecldof",
"resourceShareName": "111122223333-123456789012-uswul",

"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-

share/2a4ab5fb-d859-4751-84f7-8760b35fclfe",
"senderAccountId": "111122223333",
"receiverAccountId": "123456789012",
"invitationTimestamp": 1589576601.79,
"status": "PENDING"

EE FARREPENDING,
3. #resourceShareInvitationArn£ i@ EERDTIALE,
1

4. BEBBITHGSH , B <invitation-arn> , REBEBADD.

aws ram accept-resource-share-invitation --resource-share-invitation-

arn <invitation-arn>

BHEXEEUULTREA.

{
"resourceShareInvitations": [
{
"resourceShareInvitationArn": "arn:aws:ram:us-
east-1:111122223333:resource-share-invitation/a93aa60a-1bd9-46e8-96db-
a4te72eecldof",

"resourceShareName": "111122223333-123456789012-uswul",
"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-
share/2a4ab5fb-d859-4751-84f7-8760b35fc1fe",

BT AWS RAM B R ZBE 530



AWS Lake Formation HBEABER

"senderAccountId": "111122223333",
"receiverAccountId": "123456789012",
"invitationTimestamp": 1589576601.79,
"status": "ACCEPTED"

[a
| -

FEEE MARAEACCEPTED,

1R L A/ Data Catalog BRI RMERE

A LAE A Lake Formation 1A AWS CLI RBREZHNIRFHXANER. BEALER AWS
Resource Access Manager (AWS RAM) £ &5 CLI RBFEEWIRF X ANER , AREEHA M
AWS 'I]E}E/\ﬁq E’JEI No

£/ Lake Formation AL AER

1. BARX Lake Formation £ & |, #uk A hitps://console.aws.amazon.com/lakeformation/,

HEMHEESHERTHAERRFATNEAESTTEA,
2. BHERBEAWS BHIRFHAANER , FRITTIEF —HEE

- EERRAELHIRFAANERR K FESEERTREERR.
- EERRELHIRFAANERE K FESEERTREERE.

FERASENCIRFPAERENIRFAANERERERRBE. BRNRENIRFAANER ,
IE‘:?%E:’@EE% AWS tRF ID # ( ATERSENERTHNFE=(EH ) THETERENIRS

IDo
Tables (11) Create table using a crawler [3 ‘
Q 1 ®
Name Database Owner account ... Shared resource Shared resource owner
adviews analytics 111122223333
pageviews analytics 111122223333
blackholes hubble 123456789012
celestial-events hubble 123456789012
suns hubble 123456789012
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3. EEMREHEHAMAWS IRFFABARANER , FEEEERPREERFT,

BHARANERSIEENFTATREREL , ABIRFRBFETERTAMD , MTEMRR.

Data permissions (4) m

Choose a database or table for which to review, grant or revoke user permissions.

Q 1 @
Database: analytics X | | Table: clickthroughs X | | Clear filter
Principal Principal type Resource type Resource Owner account |ID Permissions
Super, Alter,
datalake_admin IAM user Table clickthroughs 123456789012 Delete, Drop,
Insert
. analytics.click
datalake_admin |AM user Column 1234567859012 Select
throughs.*
111122223333 AWS account Table clickthroughs 123456785012 Insert
lytics.click
111122223333 AWS account Column analyhies.cic 123456789012 Select
throughs.*
< >

fE AWS RAM F#EABEHLAER

1. BRELEEFER WELAERAEN AWS Identity and Access Management (IAM) EF 7] AWS
RAM,

IBE DA ram:ListResourcesiF i, HFAEERE AWS ZEBER
AWSLakeFormationCrossAccountManager,

2. EAAWS Management Console , ¥ 7E https : //https://console.aws.amazon.com/ram/home B8
B AWS RAM =2 5H,

3. HTUTHEE-—E:

- FEEECHARNER , FEEEERTHNEAAT , BEHAER,
- FEERRALHANER  FESEERTHNRARAAT , REXARER.

B ERERR

&IREL = Data Catalog ¥4 , HATRENENENERRNER K BERREHM AWS IRFH
HAENENER R, eMEPYREME AWS BEMAERHHERNEIRS 7,
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® Note

Lake Formation x#E# AWS [EE & Data Catalog ER KR, BAUERBARE AWS EiF+
HAERENERRNERPETERER , UREMEFHFE Data Catalog EF EFE K
Ko

e

- BRERTE Lake Formation # a0faiESE

- By H A Data Catalog ERIERNE R ERE
- By H A Data Catalog ERIENEFRERE
+ AWS Glue APIsH I &R B RE

EiREL1E Lake Formation & 04L& 4k

ERER R Data Catalog Y1 , ERAMI LA ENERERRNER, BEUEHERERRNER
EER B EEAFERAERESERXRBBNHEFEREREZSRE. RTEHEENERRRJER
HANWERRZN  EEREREZtBEH BEglue:GetTables() , I 4E Lake Formation & &
MWERKREELBERAER, ERNENEREZSUELH S EE,

BUEBNERENRNERERIRENT T HIEME

- B ERY R MIERAE Data Catalog PHEREHER K, MRTE AWS tkRFHAERRBHER
ERERE  IBRFANZEEREEFHERBHNERRK , EERAIFMA,

- ZEMRS—EAWS EBHNERNENERKNESTRIERER , AT [EIiHFI Data Catalog
BREMERR, BAILEA Athena, Amazon EMR EEMES P ERAELEEREFZHTESN , I
#1T AWS Glue ETL Spark 1% , MEFER KR E KN Glue Data Catalog FHIHHEE K,

« f£f Amazon Athena # Amazon Redshift Spectrum ZE& AWS RIERFATEFMLAERERE
RENESH, FLESREELIEEFIERFHNENESER K. T8 , AT UFEEKREFH
EREFZHEMRS P EREMER R,
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® Note

BAFTERVERER , BIAJEAWS Glueffill, BMAMEA (ETL) ESHRHPSELRERE
FERK, T8, EEBEZEAWS IRFHAEFHEEBNERERERNRKBREEER
AER , EREUA ETL REBRLNEREREGHIEER % D,

T3Ig5|EE R Lake Formation EEAERKREH , HPIEMEERER. EREGEB —FUFN
RER,. SAEREGHSHEAEZNEAERNBZBNHAEE —EET, EHEFHP , AWSIRF
1111-2222-3333 GRS E B HIES 1234-5678-9012 £/ inventory# incidents&E &,
ZRFHPNEAEEZEET TELEHAENRNERER.

Tables (30) ‘ Create table using a crawler [ |

Q 1 ©
Name Database Owner account ... Shared resource Shared resource owner
inventory-link retail 123456785012 inventory 111122223333
incidents-link issues-local 123456789012 incidents 111122223333
site-logs logs 123456789012
alexa-logs logs 123456789012

UTREREFNREEMRS

- FEERERETREBBAESR , 40 Athena F Redshift Spectrum , AEHHLAERKRNWERE
B, BEESRETHNEASRBEREGFEBER,

- BEREREHEASERENTERERAER IAM ZEE4ICER  IRERYERERZNTE ST
ERANTRE, EEZRFHNHEHMEBENFIERER , BIR FHDESCRIBEF ., EEZEH
AR EERER , FRFHDROPEFA, ERVHEEE A UFIIIRFPNFBEERER. BERE
F—EETHEUNERERS K ENHEEEXAERTFTECERERZNWDROPEI T, MEFHMEN ,
$&2@Lake Formation Ff ] &%,

/A Important
RTERERNFAITIERTER (EF ) ENEFIERRNFT, ELADBRTEE
HYEF o
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s BFERVERELR , 8FEE Lake Formation CREATE_TABLEE} CREATE_DATABASE 1] , L%
glue:CreateTablesf glue:CreateDatabase AWS Identity and Access Management (IAM) &F
Al

« BEBVEM A (BEF ) Data Catalog ERMERER , ARE AWS ERIRF AN ERER.

- ERBRNEBEREGR  TEUTREUEEERARNERESFE , BB RETEREIRFT
., EAREUEMIEFELEREFEMILAER,

- MREMBREFRER  AITESRBEENLRER. NREEZARER , ATERBRIAERNER
o

- BAINENERERHE, , ERMRBEE , BA APIsRERSE —EERER.
® ZF2H

 $£F Data Catalog & JRHIFFA]

#3 H f Data Catalog BRI KK EIREL

& LAE A AWS Lake Formation £ 4&. APl & AWS Command Line Interface () , #E4E{T AWS [E
PR HAERRNEREZAWS CL,

BYHRAERRNERER (E#48)

1. £ https : //https://console.aws.amazon.com/lakeformation/ B AWS Lake Formation £#& &,
LABEE B R EE Lake Formation CREATE_TABLEFF AT EB EHEA , LBEERER,

2. HEEEBE#®KD , #IF Data Catalog THIERK , RARBERL., ERER.

3. EEVEREFEHRL , RETIER

EREREERE
WAEREENREBHEERANEE. EBUUEEEAAERRMEE,
ZA# Data Catalog F EI 2 EFEMNERE,

HABRNRBEREES

NREEETREBEPEVERERS  FENERARERRNES,
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HAERE

EERRELARERR ALK (%8 ) IHABHERERE,
WEEQGESHENIREXANMEERER, B IZHsEAERR—EINHNERENEES EIR
F D, IREBREFINEHECH RELXANERRK  FRETYER :

- MREBLARERHEESR K BREENHEBEERERFER K LM Lake Formation 51,
- MREBRERHEEES K MEALNEFERFIEFTER—@ AWS 8+ , FREEREE

ZER KK AWS Resource Access Manager (AWS RAM) ERE 855, MEFHMEA ,
ESRER BERERAZEE AWS RAM,

HAERERNERE

MREHBEPEMAAERR , AIEBUSEANBRFALARERRNERE, R,
ENIRFHRMASHERE (ARAHERXRNERER ) AHAAERRNEDE,

HABENRHERE

3

MRERBEFEMARAERR , AWMU SEALRERNRNEREIRS ID, BRI, FRA
AWS &HRF ID (ERANAHERRNERER ) HAERK AWS B91RF ID.

4. BEBRVUBRVERER.

R, BN EERREENEBETREEREEER.
5. (iEA) BERESEN Lake Formation DESCRIBEF A/ T A BREHMIREZL M E EE K
e,

T, BFEREFNFITETERTER (EF ) EREIENRNFT, ELEDHRTE
BERENFTA , FEETE Athena FRTERR/ERER.

EECHEESPEYHAERKRNERES (AWS CLI)
1. BABENTHLNSS.

aws glue create-table --database-name myissues --table-input
"{"Name" :"my_customers", "TargetTable":
{"CatalogId":"111122223333","DatabaseName":"issues", "Name":"customers"}}'

W SEEIBEAmy_customersHAEREK WERER customers , ZERRNMAIRE
1111-2222-3333 issuesHy AWS ERlEH, EREFSERESREERE Pmyissues,
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2. (EA) BERELEN Lake Formation DESCRIBEFFAI ¥ T A BREHMIREZL M B EE K
e,

T, BRFEREBNFTETERTER (ERF ) ERRNFT. S4EASTRIRTERERE
BYRFHE , FBETE Athena HEIRERIR/ERER,

EEETEESPEYHAERKRNERES (AWS CLI)
1. BWABENATHENSGS.

aws glue create-table --region eu-west-1 --cli-input-json '{
"CatalogId": "111122223333",

"DatabaseName": "ireland_db",
"TableInput": {
"Name": "rl_useastlsalestb_ireland",

"TargetTable": {
"CatalogId": "444455556666",
"DatabaseName": "useastl_salesdb",
"Region": "us-east-1",
"Name":"useastl_salestb"

Wit rl_useastlsalestb_ireland®EEM (EHEE ) BHPEURA WEREZEHLA
BHRIR useastl_salestbh , XERREZBERS (#MSFEndt3P ) EHFuseastl_salesdb
AWS IR F 444455556666 WEREF, ERERSEFRELAEERE Pireland_db.

2. #& Lake Formation DESCRIBEFF A F 4 ErEM R EE W EREFEFIEFEENEE,

T, RTEFREGNFALFTERTER (EF ) ERRNFT, EL4ADHRTERERR
BYRFH , = BETE Athena RFEIRERIR/ERER,

G BHEBHE
o ERE#TE Lake Formation H i0{i&4E
e DESCRIBE
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3 H A Data Catalog BRI EH EIRERS

BT LAE R AWS Lake Formation £# 4. APl 5 AWS Command Line Interface () 23 &R ER
EIREFZLAWS CLI,

BYHARERNENERER (E££#8)

1. ¥ https : //https://console.aws.amazon.com/lakeformation/ BARX AWS Lake Formation £ &,

LERHEESHENERYET DB A,

BERERETERCEREF Lake Formation CREATE_DATABASEEF ARy X BE,
2. HEEEBKRT BREEHE 6 ARBERN., ERER,
3. EEVEREZAEAEL , BHTIHENR

EREREER

WARERNERBETHRERANEE., EBUUREEE_AEREMEE.
B /it B &%

ENENEERERGR B /Y E &,
HAENERFEES

NMREEETEARGFELERER  FENESRLRENENES,

HAERE
WBEETREERNE  WALY (#EF ) IHAEHERH,
IFEYSRENEFAANMAEERE, FIsgBEERNESNLNEREIRF ID. IREFR

FECHCE IRFHANERE  BFRETSIIES
s MREBTFRERNHEES  FREENHEEERBERFERE LM Lake Formation &F
A,
- MRERERHEEE  MAZMIRFERFIRETER—@ AWS i+ , BREECE

xﬁﬂEE’J AWS Resource Access Manager (AWS RAM) ERHZiREE, MEFMEN ,
w2t BT ERAZEF AWS RAM,

HAEREREE

MRIEREBE PR )ﬂﬁﬂﬁ E'JJtI:*Eﬁf A%ﬁﬁﬂlﬁﬂ’]%ﬁ%ﬂlﬁﬁ ID., BRI, FF@A

AWS RABEE ID
Eﬁ%ﬁﬁ’ﬁﬂﬁﬂ’ﬂﬁfﬁﬁ%
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HAENENEID

WMALFAERENE® ID, BIH%HSE—1E AWS lRE H 2 databse WERERER | £EER
ELLB 8% 1D , LR BIWRE R 5 8 Data Catalog @& RIRE R E,

EERTHAYRRPENHAENER K RREEDEAEFRERNERCREHAZER
B2 ikFH B & 1D,

Create resource link i

Database resource link details
Create a database resource link in the Data Catalog.

Resource link name

[ sales-db-link ]

If you plan to access the database from Amazon Athena, then the name should be under 256 characters and contain only lowercase
letters (a-z), numbers (0-9), and underscore (). For more information, see Athena names [2.

Destination catalog
Select the destination catalog for the database resource link.

Shared database's region
Select the region of the shared database.

[ US East (N. Virginia) = ]

Shared database
Enter or choose a shared database.

[ Q, sales X ]

Shared datbase's catalog ID
Enter the catalog ID of the shared database.

Cancel Create
4. EBEBAUBNERER.

RE LU EEREREANSBRTRRERES S,

5. (iEA) BERELSEN Lake Formation DESCRIBEF Al I F M BREHMIREL M E EEHE
WEN (ZEE ) BENER,
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 RTEFREGNFALTERTER (EHF ) ERERERRNFA. ELEDHRTE
%ﬁﬂlﬁﬁ’\] ATA] , FEETE Athena FEERERIR/BIRER.

FEEHREREPEYHAAERENERER (AWS CLI)
1. BWARLTHEUNSS,

aws glue create-database --database-input '{"Name":"myissues", "TargetDatabase":
{"CatalogId":"111122223333","DatabaseName":"issues"}}"'

U TEEILBA NWEREREnyissuesEHAERE issues , REREMNK AWS RS
1111-2222-3333 H,

2. (1EA ) # Lake Formation DESCRIBEFF Al &R F & RERE L XN B IR EFNIFIE FERE
HERRNWER,

, RTEFREGNFALTERTER (ER ) ERERNERRNFT. BLEDRIRT
%ﬁﬂﬁﬁ’\] ATA] , FEETE Athena FEERERIR/BIRER.

FEETREREPELHAAERENERER (AWS CLI)
1. BWARLTHEUNSS,

aws glue create-database --region eu-west-1 --cli-input-json '{
"CatalogId": "111122223333",
"DatabaseInput": {
"Name": "rl_useastlshared_irelanddb",
"TargetDatabase": {
"CatalogId": "444455556666",
"DatabaseName": "useastlshared_db",
"Region": "us-east-1"

TSRV ERMN (BEHEE ) EEP AWS IRF 111122223333
rl_useastlshared_irelanddbdA & A WEREZEHLHERE useastlshared_db , &
BEMREBEIRE (#EEEIE ) EiFAR AWS BWIRF 444455556666,
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FMBABER

2. #§ Lake Formation DESCRIBEFFHJ&RFREBMN ( ZEE ) EENER , SLFRLAERARIA
E I EIBRE A FEUER B,

s
9

® = B :

« EiRE#ETE Lake Formation & #{a &4k

 DESCRIBE

AWS Glue APIsH & JERE R IE

T 5528 AWS Glue Data Catalog APIsIMARIEER EMNER K ERERL. HNRFTAE Get* API 1§
£, REREATE LEFFTNERENERRISER, i, EBEREEFNEEERE
RERKRE , ELARKES B EMERELN AWS Identity and Access Management (IAM) F
Lake Formation FF A, &iRiE#H LFTEHR Lake Formation ¥ 71 & DESCRIBE, MEHMEN , EZ

BIDESCRIBE,

ERE API 21
AP| #1E
CreateDatabase

UpdateDatabase

DeleteDatabase

GetDatabase

GetDatabases

BERERRE

NRENERERER  SEVEEBERENENERER.
NREENENERERER , SEREFLEMERENE, W
RUABREREGNERETEANERE , BLAEEMERILET
MEOERE,

MBRERER. erERBRERN (BE) ERE

NRBEAHERERFT , SEAERRELEENBE. &
B, eaEREENEMYT,

EREREZFE 6 SEERERE, ¥NEREFNESEERER ,
BRESEREERINESEFHEENBMY., BHBEIEE ResourceS
hareType =ALLFREEFHENKRFHLANERE,

AWS Glue APIsH IV ERIERE R E
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FMBABER

BRER API #B1E
API ##4E

CreateTable

UpdateTable

DeleteTable

BatchDeleteTable

GetTable

GetTables

SearchTables

GetTableVersion
GetTableVersions

DeleteTableVersion

ERERRE

MRENERERER , SERENEER , YEBEERETFE
VERK. IRENREERER K RFSEREENEREFRLE
RE#E, TXEZRENEEREREYERRERER,

NRERRFEENENERERER , EEMERERNK, MR
ERRNENENRERER , AIRFERHK

MREENENERERER , SEEERS , XMKREFEERES
MNEMRRERRERER. IRERXREERER , RIFSMERE
EEREFHNENRERER. MERENREREGTESRRERE

B DeleteTable #H[E,

NMREENENERERER  SERERNEER  XREFEN
EERNENRNERKRERER. BR , IRENREERES , #
e ERERTED R EERREM.

NREENENERERER  SERENEER  XKBEFE
HEEDERRVNENRERER, NMRERERERRE S —E
AWS IRFHIHAERE , AIRERSEEZENETHHAERE
. ENEEEERENETHNENRERER. &R, MREENE
MERAH (#F ) BERE  RFEELIHEREFHMEER
*, WERSEERREREGREDERERKRBMLE,

BEEENRMENRERFRER. CT2ERELRERBEEZERRKEB
%, BAEETE ResourceShareType = ALLFREEFEEHIRS
HANERR,

B GetTable #H[E,
B GetTable #E.

B4 DeleteTable #H[E,

AWS Glue APIsH IV ERIERE R E
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FMBABER

API #4E

BatchDeleteTableVe
rsion

SEIE AP| 24

API #4E

CreatePartition

BatchCreatePartiti
on

UpdatePartition

DeletePartition

BatchDeletePartiti
on

GetPartition

GetPartitions

ERERRE

B4 DeleteTable #A[E,

BERERRE

NREENENERERER  SERENEERR , YEBEREHR
EFNEEENRPELDEIE, MREHNRRERER , AlRES
BREERER  YEBRENRPEUDEIE, TXEZRBENKRE
REFEMENEEREREMY 7 EE.

B4 CreatePartition #HE.

NREENENERERER K SERENEER  XEBFEHR
EFNEEENRTENTEIE, MRENKRREERERS A RiRFS
BRERERER LEFERENRTHNIEE. TXEERENRE
REGENEREERERERDEE.

NREENENERERER K SERENEERR , XEBREHR
EFNEEENRTRGRIEIE, MRERREERER  RIFSE
BERER , XMBRERERRPNDEE. TXEEBEHNRER
EEMERNEEREGRERD EIE,

Bd DeletePartition #E[E.

NREENENERERER , SERENEER , YitiEENE
HMEREESEEEA. B8 , IRENRRERER , AIRFSER
EREWER ERET. IREHRRNEREHBRERER  Aed
EZHERE.

NREENENERERER , SERENEER  XEEEER
MERPAESTERNSEIREF. B8, MRENRERERER |, Al

AWS Glue APIsH IV ERIERE R E
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AP $4E ERERRE

RFEEREFEUBLE S ERENA,. MRENZNENEHRERE
&, AeEEZEZNERE.

BatchGetPartition B GetPartition #EE,

FEHEECENEE APl RE

API $21E EREFZEE
( FiE APl 24 ) MRERNELRERERE , SERERER  YEBEERELHT
j‘i{lﬁo

©
a0
3
¢
&n

« EJREHETE Lake Formation H an4{a&E 4

BEEREATHERR

Lake Formation X AWS [EiZ&# Data Catalog &K, EAILAEEH Amazon Athena, Amazon
EMR 1 AWS Glue ETL , ZiERARFERMENERKNEMESPEVERER  fEMGESEFERE
HHANER., FAEERHERNKREN , ZUlBESERNER K MESSERERSPRERNERT
Data Catalog.

plan , BALEEEERFPHEED A PHWRAERFARENERERNSR, EZEH A PREFRH
RBFER , HEERFNERNEESTUEYESE B PHAERNERERS, HEEIRFEEET
DHAERMNFTRFED A FZIREFH IAM 8 |, YR FES B PHERERLFT. EAER
B, HBERFHNIEINEHAREEE B WHAEHR,

BB ELEEEREDWED A PEEE Amazon S3 BRIHR |, WEEE B WP RIREHEMER
VB, BAAERRIRF S EY Data Catalog Bif. 32E Lake Formation FF 7] , LA K B2k = HYER A
EREE B WABRFHLAESR. BERENEITERFEAEEAEREZRES C FRELERBHKE
EEE

BEEHFIRERRK 544
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fEFLLZhRE | LR BAEES EIER Apache Hive HFilFHHEPEHMSERE WU AENITEARE
FEERFETNERRES —ERETHERRBE.

Lake Formation X EE B EEER FTFEN THIH8E -

« LF SR B FEURH

- BHEEURSIETE

- TEAEEMINARERNESENR LEARE

- EWRFERBIRFERAA , WEZE IAM ZRERLH

B Create_Databasef Create_TableFFAIMEBEREFEAEAURY BESERER,

(® Note

B ERMESHEYBEEEEREZLFIER , MEEEH Lake Formation 1], ¥
FA KRG Lake Formation 5Ef#9 Amazon S3 I REE R , FEUEEUAR Amazon S3 fl AWS
Glue B)/ERY IAM FFATBUER,

MERFWFAES , F2RERDERFEERF,

TERRE

TEBETRHEARR AWS IREMAHIRSE AWS BFFIER N THERE.
FEER AWS 1RF R AERRN TERE

ETES , ERSREXBRS (HFEEILE ) EEPHERE AWS IRFHNERAERR , MEHAES
REN (ZHEW ) BEEEHLRER.
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Account A

AWS Lake Formation

{resuurEe link)

CREATE_TABLE
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ERHEESEHTIIER (PBR1-2):

1. EXVHEE S £ A Data Catalog EREMERRITE AWS IEF |, WO EBRI (#F L)
[EIF A Lake Formation &t Amazon S3 ERMUE,

#% Data Catalog EiR ( ERPHEMERRK ) BSelectFARTFHERFHPMNETIA (£EH
E)o

2. ZBN (EEE ) EFFPENERXBERI (#SEREEIEH ) EBEPRRERRNERE
#5. DESCRIBE #EF{REUN ( BFEE ) ESIEXTANERERS,

3. EM &R Athena BN ( ZHN ) BEEEHFEREK,
FEUEESNER AWS IR F A 2 BRI R THERRE
ETEH , £EEIIRS (IRF A) 7TE Amazon S3 7. EMERMVE , UREXERT (#S

[EEiLE ) EBEAAEEERS (IRF B) MIRBEEEIRF (1kF B) MEAEHLAERBHESR
®, EHREBN (ZENE ) BEENERRK,
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Account A aws Account B aws
. us-east-1 e . us-east-1
1
! M= o ——
:Table| i 2 Shared tablel v
| = =
1
1

SHARE TABLE i %__
(LF Grant) AWS RAM o

1
1
|
:
1
—y 1 ! 3
E‘ o' DataCatalog | I I » Data Catalog
! e
|
|

AWS Lake Formation: AWS Lake Formation

4 CREATE_TABLE
r (resource link)
. eu-west-1

Resource link table i

> Data Catalog

Amazon Athena

i

AWS Lake Formation

1. ERUHEE S A Data Catalog ERFRE AWS tRFE ( £EEBWRFE ) , UREXBERI (#SFEDE
b8 ) [EiF[E Lake Formation FEf#Y Amazon S3 ERMLE .,

2. £ EZBRFHERPEE B Data Catalog BRI RS EZHREVAEIRFE.

3. HEERFNERNEEEEZEIFRT (MFEEIE ) BEEPHNERLAHEE , YELXAER
FiSelectFHF IR TFHREIEFEHNEZFTEA.

4. HEBZRFNERNEESSERN (ZHE ) EEPEVEREBRE (#EFEZILE ) BiF
FEEARAEHRERNERER  YRFREEN (EEE ) BEcEREZNEAEDESCRIBERF
A,

5. FRAEMER Athena ERBEEN ( ZHEE ) BENER,
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HEBREERKER

EZERTEAREBEFENMER , BS4ALETM Amazon S3 ERMUBER [E1H - E Data Catalog & ¥ E
MEREK, BULEREFPFHNEIEHHMIRE PN EE A Data Catalog ERIEMNER K, RE , &
FEEVERNNEES  MUUEIERFRAEERENCESTEERAEMMIBENERER,

ERRETE BRENAER REFHANER

AT, BEEAAERRESABARE A, FAERES B #TEH.

1. B APHIRFRE (LEETEINHAER)
BERNEEERETH TIEE :

a. =¥f# Amazon S3 BEEMUE.,

MEHMET , F2H1 Amazon S3 (B8 E EHE R

b. ERFHAERVERENERRKR, ELAUHEFEVERNENENRFTINIEEEFRER
o

c. FHABERKRLNERFITRFEFRAGrantable permissions,

MEFME , 5520 2F Data Catalog EFRHIFFT,
2. EHEB (&L EFNERNNLE ) PHIRFRE

BERNERERETH TIEE :

a. EESIBHRUEMNESAPEEAAENRNERERS, EEVENRENLEELARE
HREEEET.
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Create table

Table details

Create a table in the AWS Glue Data Catalog.

Table © Resource link
Create a table in my account. Create a resource link to a shared table.

Resource link name

Name may contain letters (A-Z), numbers (0-9), hyphens (-), or underscores (), and must be less than 256 characters long.

Database
Resource link will be contained in this database.

Q

Shared table owner region
Select the region where the table is shared

US West (N. California) v

Shared table
Enter or choose a shared table.

Q

Shared table's database
Enter the database containing the shared table.

Shared table's owner ID
Enter the AWS account ID of the shared table owner.

MERVEREMERNREREZWRYE | B20 E1EREE,
b. #EEE B WEFRERLIZRT IAM E#DescribeffFd,

MERTFEREREFAINFMAER  FSR RTERERET T,

EE B F 1Y IAM TR AT LAEA Athena BB ERFEHEEER R
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RTREEHEFENEIRFER

1. SEBREFIRFRE
BERNEEERETH TIEE :

a. EEEAPRELEEEBREERF.

b. 7EEiH A P Amazon S3 ERMIE,

BUERENERK, ETHEARUYERNKRITINIEEFERETK.

d FABERFIRTES APERKRLENEEE/ ARERFGrantable permissions,

o

MEFHMER , F2ERLENIBRFE AWS IRF =% IAM £88 i A Data Catalog ERIFRMER
JEN

2. HEHEAREBERFRE

BERNERERETH TIEE :

a. KEEH AAWS RAM EZRE MWERILARBE,
b. ERERAAEHRNESE BHARUERER, EFB REFAENEESHERNRNA,
c. BHAERRLENENFIRTES AP IAM 88,
(® Note
BAARFIRTFHEABHRFIEEARESHFHEAEREK,
d BEBFHFUBES B PERERZHNTE,

A&k, BE B FHBEEIRFHINWEREMEA Athena EFESE B WHAER R
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h ) Z 42 M AWS Lake Formation

MEREZE AWS BERESELIEF. 58 AWS BF , BAUZHRNERFOMMBIRRE  ELRER
ATREREZEHRABHTZIRMEES.

ZER AWS BECENHAERE, HESEEE SEHERAZTRNEZENERANLZE

- ERNLZ LY - AWS BEEFREE AWS Cloud FH11T AWS IREHERRE, AWS t BERIIREHEATL
2EANKRE. £ AWS §RHESD | F=FEZESEHARIRERMNZEYIN. EETHE
AKER5TE] AWS Lake Formation , 552BAWS &R T2 E A RIS

- BERNLEY - ENETECRAEER AWS iR, St /4EHEMEREZEES  SFEERNBE
., BTN ERNBERERFNER,

R A7 BY IR T R A £ Lake Formation RERAHBEISEER, THEERAWNMERE Lake
Formation AFFE BN ZLEHESRBEE, Bt 7T HEMMEREM AWS RIS K5 B IEES 1R R R E
Lake Formation &J&,

E3 |

- Lake Formation A& FHRE

- PERREZ S AWS Lake Formation
- EBREEENREA

o ZEEHE A AWS Lake Formation

Lake Formation PRI ERRE

AWS HESFERBEAR AWS Lake Formation REVERMRE, MLERFR |, AWS BEREH
TAE WEEERERE AWS Eif, FEEHBTHERSE LEERATNESE, fEEREE
FRfEA AWS BRIE MR LERBNERTK, WFEENEBAENFRES  BSSREREAEERM
EE. NEFRABNERMREBENMERENR , F2H AWS T2 MIEK LM AWS HEHNSEERA
GDPR #B&EE X E,

ERERNREEN , BRERE AWSIRFE 2AEHR , X EA AWS IAM Identity Center 2 AWS
Identity and Access Management (IAM) B2 EEBIERE, Mt—R , SECHEHASESRHETHK
HEKPABENRT,. RftEBRERATIANREER

- BERFHEERSEEZRRRE (MFA),
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- £/ SSL/TLS B AWS EREMA. BMFE TLS 1.2 LEZEFAH TLS 1.3,

- M 5RE API MEAEZEIFZ 8 AWS CloudTrail. 2NEEEAEA CloudTrail BHHAREER AWS SEEIH
B , FF2BAWS CloudTrail  fEAEER) FHIEA CloudTrail B,

- EF AWS MEMARAAR , UREPHWFAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

o MREE AWS FZBGTTHIRES AP FE BFEE FIPS 140-3 BREN R IGHE=EHR |, 5568 FIPS
imEh. MEFR FIPS M FIPS in MM EXHEAE , FE2RE I EFEEZ%E (FIPS) 140-3,

BRZIBRCBETEREFNE B SRERBBEN , HEEERS BHEERN X FRA
o BlInE BN, EBEEEMER Lake Formation SEHA AWS RIS £32A. API AWS CLIS At
AWS SDKs B, ZHEEEHEIBEHERANNFTHRAUTRANTAERBUEARGTERZEH AR, WRE
RUNADBRRSEN URL , RFAZIEBFVERB LEZARBEFZRG URL P2 EBREBEA.

TRE N
AWS Lake Formation X & T 5B E R MNZ
« Amazon Simple Storage Service (Amazon S3) &k E R,

Lake Formation XA AWS Key Management Service() ETERIMBZAWS KMS, ERBEEE
BAWS GluefBl, EIMBA (ETL) FREAERH. NMEBRBUOMMEZEAWS GlueFEFMEA
ERNER , 528 (AWS Glue BEABER) PHMEZREER, EEIHZBREMEANE
#,

« AWS Glue Data Catalog , & 2 Lake Formation IR E R A HERIMN P ERRNLE,

MEFMEF , F2H CAWS Glue BB ABIER) PRINEEHNER B i,

EHE# Amazon S3 UEMNIEAERMTHRER , FBFEA M3 E AWS Lake Formation, A% |
BRI AR Lake Formation 3571 , 5@ L ER AWS Glue Data Catalog ¥4 , ARBRNENER
ERETREEEFEEURS,

Lake Formation XSS MBZERH Amazon S3 LB, MEFHMET , F2EBMNEN

Amazon S3 &,

mEmE 553
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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Py EfEE LR 4 AWS Lake Formation

EAZERTE , AWS Lake Formation ZE| Amazon Web Services : Z£ R FHE A K EHFTRE
AWS £k 2L EFIRE.

BRI AR AWS E8#MH API FELY | FEiB K FE Lake Formation, A P w44 E X & Transport
Layer Security (TLS) 1.0 REF IR, BJEEH TLS 1.2 REHMEAE. AFRBSETERERT
EXHEEILR (PFS) WERBEM |, HIMEREF Diffie-Hellman (DHE) =4 B #h #7 iR BF Diffie-Hellman
(ECDHE), BRARMK (W Java 7 MEHMIRAE) KEFZEELEN,

HeA  BRSACEHAFEREH ID FE IAM TRMEEBNALAEENSW/REE, 2F , BUUEH
AWS Security Token Service (AWS STS) LEA ERERZ L BEURBE R,

b R EEREA

BEREABEBRZ2UBE , AP REUTHFEFTNERTURFH ESESH TN ERIITXE
fEo 7 AWS , BERBERTRSEBRENEABE. ERERS (WILIRTS) /o5 —ERE (K
WEOLARFS) By , AIREE B A BIRISE R, IR IUBRBRERAEFT , AEFTERERFTIN AR
HHMEFNERRNEE. ATEEZEERR , AWSRMHTE  HEEREME RENER , M
AR #% £ B8 E B EIR S T EIRAYFEUE.

EERH| AWS Lake Formation BEREM S —HERBENTA , BABRREERBE+REA
aws:SourceArn M aws:SourceAccount £FHRHFARREIE, NRRREASERGERETRS
&  BEMEEBEFRRXFEH aws: SourceAccount B aws:SourceArn EFWIEEE | %A
FEAMERMIRSE ID,

B & , Lake Formation X #aws:SourceArn F¥|# :

arn:aws:lakeformation:aws-region:account-id:*

T 5 &5~ EE0{AE A Lake Formation Y aws : SourceArn# aws : SourceAccount &I EH A
BELIE , UPIEEBEREABRE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

AWS Lake Formation HBEABER

"Principal": {

"Service": "lakeformation.amazonaws.com"
},
"Action": [

"sts:AssumeRole"
1,

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account-id"
.
"ArnEquals": {

"aws:SourceArn": "arn:aws:lakeformation:aws-region:account-id:*"
}

T4 EHZE A AWS Lake Formation

AWS Lake Formation 282 fR#ZE 4 AWS CloudTrail , WIRFSIREHERE. BB Lake Formation
R AWS BRIEFTEREN 2 BIYERYSC 8%, CloudTrail ©4% Lake Formation BT APl FEAUHEEL A SE

%, FEERRYILEFER B Lake Formation £ &AL AWS Command Line Interface, F1¥t Lake
Formation API ##/EEV 2 EE AL,

\

%

N Lake Formation REHECEMEEMEEA , 52 R FH 8% AWS Lake Formation API FEAL AWS
CloudTrail,

(@ Note

GetTableObjects, UpdateTableObjects# GetWorkUnitResultsE AEERFHEER
¥, B APIsFIL B BI R &5 Z CloudTrail, % CloudTrail P& FHERENFEMER
=2 BAWS CloudTrail  EAEIEmM) FHEHERENEREH,

Lake Formation X #EH i CloudTrail EHHEBEAEELEHRN B SXFE L L8 AWS Lake

Formation,
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K E=HR¥E #E Lake Formation

B BAAWS Lake Formation Al B = FRIE L £t FEE Amazon S3 HERHFNER., &7
LAfEF Lake Formation i A#Z#5|2 |, 118 AWS Glue ETL, Amazon Athena, Amazon EMR #
Redshift Spectrum FE & AWS REREB AT HITERHNET T, Lake Formation 2t MEZES
PR AS Y21 -

1. Lake Formation FEARE R B SELE : Lake Formation AJiRIBEMEF T |, # AWS STS RN 4E
NEERERRIREERCHMN Amazon S3 & , UWERENERAERATURREAEEZIER.

2. EFsEFIBIT : Lake Formation & AP| 2R/ Amazon S3 HEVER | WARIRE MEF vl 6F iR i
R, HEH API REBESHN S| EREAER TLUKEE Lake Formation REFAMW & S5 HIFFT |, 4R
BELHIRLHENRER, F=HEHSIBRSEHENERN LEFMIRE,

Lake Formation ‘B RE T EE spark sql EFE S, EAERREIEEARIER AWS Glue ETL 2
NEHTHEH,

=&
 {# Lake Formation EARERES

£/ Lake Formation ERERES

Lake Formation /25558 =5 BR# 82 Lake Formation & , XA
GetTemporaryGlueTableCredentials 1 GetTemporaryGluePartitionCredentials &4 , KXEFHE
EHFFH Amazon S3 B, EAEFE=FRBEAEHEM AWS 2 TRBHENRENSERET
B, AEIFREAMMERAIEL API RERESE =S5 EH 5|25 Lake Formation,

EL API BETERAFER. EMEIRIENRE Lake Formation BEEARER :
- BESATIUERERES AP I2/EREREMN IAM T/ERBRER

WEFMES , F2RABAE=FEH5IZEFUEREXES API BRFAVFTA.
« BARFASSIZFHERTREENREIELZ Amazon S3 VB ERHIEER

NMREHAEEERZENERREFEIE  BETREHSIZNEAERNERE IAM TERBRZERN
BRTHEEAER, TREEHSIZMEARNEES , WELERFEE., Amazon EC2 £
Amazon EMR 8E50FI L ERE .
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MEFFHMET  F2ETBRERRFRNEREES

&

+ Lake Formation EAEAESHEES KX

« Lake Formation EAEXESETHNACNELE

« Lake Formation EAERE S API BREEN TERE

- BME=5EHIE

- RAE=FEHIZETUERRERNES AP BENFTT
- TEERRFINEREXES

Lake Formation FEFREXNEESHEEL X

AERPMAEAERRERES APIBE | BE=FEARR (E#H3|1%E ) B BSLake Formation,

o ———— = ——— ~
& 1. Set up user access in / N
Lake Formation

Admin
22 Amazon Amazon
V“M 3. Service requests data access Ath: Quicksigh
A credentials for the table/partition
e I_ql and principal

7 3
¥
Lake Formation
X
Access Data
Control Catalog

Amazon 53

2. User tries to access data

. via one of the services
4. Lake Formation returns

temporary credentials
allowing data access

Data Lake Storage

o ey
: :HH E.
H S s g
H
o o o o o o o o e o e o

1. Lake Formation EEEE€#T N 3EH :

+ [a Lake Formation &t Amazon S3 & , FZRIEHEGEEN TN IAM B€ ( ARRER
AER) , BAEE Amazon S3 [ EAMER

- ME=FERER , LMEREHMI Lake Formation HEFERE API 21, §
called “SEE = H &5 %"

- BRYPEREFIERENERKREETA

HI‘H

S Blithe section
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plan , MREEERGERE THEERERE  HEhEs - LESBASIBIEF (PI) WER
W, REIEFH , BUURAELERMERES "28, BES "HR, B LF-TBAC &&., T
H, BAILLERFT , AFEBOMAFIERE THEERER  BHRRLADE - BRNE
B,

2. ZFEA (A% ) ABRERBEXEM.

3. EENEARK E8FEREILE Lake Formation , ERERREANBAERREMER &K,

4. MREBETAERFEELRR , Lake Formation ERZFAEREOESAEARR , UAHESR

38

® Note
BEixEE AEREE | Lake Formation EZFZHEREER,

5. BEMRIERE Amazon S3 MENER, REBWIINEKGZERNE A IRKERELIEETA.

/A Important

Lake Formation ‘RERE API BESRA 2 AN @FIH 1T , WEARIEBRK (B@EAKXEK ) &
#, EBIATEE. £=HRIHM Lake Formation 2B E=F L £ER, SEEINEARR
75 1] IEFERR H ¥ 1TLake FormationFF Al ( 2B EREIBENIT ) -

BEBBAESRBR EONBEREIZER Amazon S3 BEIRIE K , Lake FormationfA % BHSERHEN &R
BoRERE, BENRBEMBARAABER  EXRA0NRMPEERH BT A EMNLake FormationFF
A, BIAEREER R,

Lake Formation FEARE XN ESFHNACNEHF

UTRBAZE=ZFEAEAESHNACKEMEBEEE AWS Lake Formation,

y=h=:) B

BE « BRA Lake Formation EAEXEEERE ( 2B the section called “5F
ME=1FEHIZ),
« [0 Lake Formation BAREFMZAEMNE =7 ( 72 E the section called
“HEME=5EHSE),
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At BT
« 5/ Lake Formation F i RIEAMBR R E = HERAA R,
o EERFNFER Lake Formation BEIRE AP| I#ENE=HERE R

%

[l
at

s NFARKSERRBITNZERE  YREERBADNENER.

« FNY Lake Formation ZRERE API B1E ( REBEXH ) B, BERELASEX
BRI,

s ZEWMTFRANERRENBAER , UBEEAERRRNEREF,

- RBXENEERFIBTHT , XEKGFENERMERGERSE

s BAEBEFBMTLEFUE , EFLK

AWS Lake s FRITEXEREEZETANERT.
Formation . 1Bi% API B 4Ecall-by-cal & B = 5 X EMN L,
- REESIBLAENINGERASCESKERLERNINER , T 2ERGEE
B IAM B2 AER , FRIFEEREEER,

Lake Formation ERTENES API EMN T/ERTE
LTREARIES API BENITERE

1. FREFEAZBENE=SEHSIZRRENEHALF R, EH-IZEREIRREAESIFEAERE
BIAM A& , IHITUERARERNES AP BREREFANEESE.

2. E#5|EEFN GetUnfilteredTableMetadata , IREEDEER K , AIEHSIEBSFY #®
Data Catalog GetUnfilteredPartitionsMetadatafiERP#EERFMBEENA,

3. Lake Formation 81T RN TE., WRFERAEREERNXRNEENT , JED
AccessDeniedException,

4. ERBRN—Hy , EHIZGEAEXBENER, YT UEEREE
#Z : COLUMN_PERMISSIONS #1 CELL_FILTER_PERMISSION, MR &E#H5|ZLRZEFMHEL
Ihee , BN ER R L FEEBER |, BIEHE PermissionTypeMismatchException , B&E#H & %
B, ERATEAERINE,

5. BRI EEIETHIER
- ERRMNEBEGEER , UESHSIBULMEHAECRBAERIINTER,
- EAEUFRNREERREE, NRREENHBZERZN , AIRREAEEABDESCRIBERF

7] , (B8 ESELECTEFR , BE#H A,

Lake Formation FEFREXNE 4 API BEN TERE 559
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 ¥5C IsRegisteredwWithLakeFormation , #EiH Lake Formation 2% Al SUi§ & A & BHE MG
HERER. WREE false , BIEXEATFHNEAERRFE Amazon S3,

- MRCellFiltersBEM EEAZERIIN BFE, EETESETEHE—JINERBINRE
H. RBETE CELL_FILTER_PERMISSION fEAFERH — o EiE , BErHFWUERENERRE
ERENERGR , TEEALIER,

6. MENFEER % , EH5ZEH0 GetTemporaryGlueTableCredentialssg
GetTemporaryGluePartitionCredentials BAHUS AWS EAEH , LA#E Amazon S3 L EHRE
&,

7. EH 5|2 g% Amazon S3 BEMEREYIH , RIBHEDR 2 PREINBEREGRER , YiEERER
WwERE

HEARERES APl i1ELake Formation2 E AR EEE=ZHEHSIZEESWEMART, Bl
EEANERRE API RIEERPEFIREFMENR.
HEME=HEHGIZE

HEE=ZFEASIETUAEAEAERNRS AP RE2E , CEEARBMAEH I EAREFIY API
EEVEF AT, EEZELSRPTH

1. IBEEETE AWS tREH IAM T/ESEBRER , EEEREEEIB AWS Lake Formation £ 4.
AWS CLI =t API/SDK I FEFARERES API RENEET,

2 BE-AEHE|BELNIEETECHTACK THEIBLEAEEZEORKRE=4EIZM Lake
Formation S8 T/ERERIER, Lake FormationfEA K EBR KRB B EREERBZENSIZE, W
FTHERBEEENFAES , 328 (AMEHEER) FM T/ERERER,

. REE=ZFEHIZEHTACGK , BLEE IAM BERPHEE T IREIFTE :

{
"Version": "2012-10-17",
"Statement": {"Effect": "Allow",
"Action": [

"lakeformation:GetDataAccess",
"glue:GetTable",
"glue:GetTables",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:CreateDatabase",
"glue:GetUserDefinedFunction",
"glue:GetUserDefinedFunctions",

HEME=HEHCE 560
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"glue:GetPartition",
"glue:GetPartitions"

]I

"Resource": "*"

}
}

4. EEHSIZRTAGLEECAGEEERE , UHTERZIKACHN TERRERRS|I&
EYHTEMFEIES, £ THEGF , kACRAH "enginel " EETERKRERS
f&@"LakeFormationAuthorizedCaller"M IR RERE K FTAFHM T ERRERLSEE
¥j‘°

"Sid": "AllowPassSessionTags",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/query-execution-role"
.
"Action": "sts:TagSession",
"Condition": {
"StringlLike": {
"aws:RequestTag/LakeFormationAuthorizedCaller": "enginel" }

}

& LakeFormationAuthorizedCallerMAY STS : AssumeRole AP| & {ERFEENEFE AN ZEH 5|
BERAEHE  IEEMRERMSESEE AssumeRole 5ERkd, BEMNERZEAERTHRIIELake
FormationfEAREXNE S API 553K,

Lake Formation ERREXE S API BEZSEFIUEEMAE IAM A6, IAM A4 BEEEEEMH &
Mz FEAEEN TIEREZEE Lake Formation, LHIZEE /5T Lake Formation BB AR ERAREXES
APl RENABERB RIFERM.

BASS S EW3IETURARRES AP RIENHT

BB TYIIER  AFE=1EMHSIZEB £#4E. AWS CLI = API/SDK AWS Lake Formation® Y
FERAEXES API #1E,
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Console

B Zat AR IR F SUE (TN ERE R ERE -

1.

A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/
lakeformation/ FARX Lake Formation £ &,

EERSES  EREE A ARREEARARSRE,
HERAEABRSRERE L , EBEAFINEEIZEEHE D EMz Amazon S3 U BHHIE KlLake

Formation,

WAZRAE=F5IZ2EINTERRER, IEIERREBRNEN , FSEAWS ldentity
and Access Management  fER&EIEM) FME AWS STS HEETEREBER.,

WATERE=F5IZFRAREETREREANEAENIRS IDs , LUK B AIRF H &R
ERFEURRE.

BB A LAER AWS 1RF ID B RERE B RS 7.

BAR=HEWEIETURARIES AP RENT —


https://console.aws.amazon.com/lakeformation/
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Application integration settings ceammore 2

Application integration settings
Use the options below to control which third-party engines are allowed to read and filter data in Amazon S3 locations registered with Lake
Formation.

Allow external engines to filter data in Amazon S3 locations registered with Lake Formation

Check this box to allow third-party engines to access data in Amazon S3 locations that are registered with Lake Formation.

Session tag values
Enter one or more strings that match the LakeFormationAuthorizedCaller session tag defined for third-party engines.

Clear all

engine1 X || engine2 X || session1 X

Enter one or several string values separated by comma.

AWS account IDs
Enter the external AWS account IDs from where third-party engines are allowed to access locations registered with Lake Formation.

| Clear all

111111111111 X 222222222222 X
Account Account

Enter one or more AWS account IDs. Press enter after each ID.

[] Allow external engines to access data in Amazon S3 locations with full table access.

When you enable this option, Lake Formation will return credentials to the integrated application directly without IAM session tag
validation.

Cancel Save

CLI

£/ put-data-lake-settings CLI S8 S HRERE TS E,

%

\

EAL AWS CLI tn 5k , BERE BRI :

« allow-external-data-filtering - ( itk{E ) RTRE=H5IZBAUEFEIMAEKREPER
AREFRPEERNEFANERFTEERE.

+ external-data-filtering-allow-list - (fE%|) FEHAE=H5IZ6 6 AIEFEWMEFKRSE
FERRGEPEERNEANERFTIRRNIRS IDs /FE, E AllowExternalDataFiltering % A
true B , ExternalDataFilteringAllowList B #EZL> @& —EIRF ID, TAKFZEHBE,
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 authorized-sessions-tag-value-list - ( f#E% ) RETERERERENETE (F
F)., IR IAM AEEAERCHEHRENR/EYEE  AINRITEHEREERTESEEED , 8
ERFIRBHERERFHPERLAGEFEERNEFANERNTREAERNNFIE, B2
) TERRZEBERERS *LakeFormationAuthorizedCaller*,

« AllowFullTableExternalDataAccess- (fithfH ) EREAEEZENERFEGIIE ,
REAFE=ZAEHSIZMERE TERBREBENERFIURRE.

Hlan -

aws lakeformation put-data-lake-settings --cli-input-json file://
datalakesettings.json

{
"DatalakeSettings": {
"DatalLakeAdmins": [
{
"DatalLakePrincipalldentifier": "arn:aws:iam::111111111111:user/lakeAdmin"
}
1,
"CreateDatabaseDefaultPermissions": [],
"CreateTableDefaultPermissions": [],
"TrustedResourceOwners": [],
"AllowExternalDataFiltering": true,
"ExternalDataFilteringAllowlList": [
{"DatalLakePrincipalIldentifier": "111111111111"}
1,
"AuthorizedSessionTagValuelList": ["enginel"],
"AllowFullTableExternalDataAccess": false
}

API/SDK
£/ PutDatalakeSetting APl IRERRE T2 H,
ERLE APl RER | SERE=EWN

« AllowExternalDataFiltering- ( itk{E ) BHE=SSIBREAUERARFPEIR
WAREFRPEERNEFANERFTEERE.
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- ExternalDataFilteringAllowlList - ( fE%|) AIERAE =S5 BFRARGRFBERNENRA
MRS IDs SEE , LR BRIk F P ERNERFIURE.

« AuthorizedSectionsTagValuelList - ( fE%l ) REEBRENEE (F£)., UR
CHEAREEREE AM AEEAER , I TEREBSESHT , UEEREZR P4
EREANCRERFHERLNERNENMEAER. RENIERREBESBERA

*| akeFormationAuthorizedCaller*,

« AllowFullTableExternalDataAccess - (it ) EREAEEZENEREFEET I,
EBRAFE=AEHSIZNEEIE TERBEEBENERFIUERR.

Bl

//Enable session tag on existing data lake settings
public void sessionTagSetUpForExternalFiltering(AWSLakeFormationClient
lakeformation) {
GetDatalLakeSettingsResult getDatalakeSettingsResult =
1fClient.getDatalakeSettings(new GetDatalakeSettingsRequest());
DataLakeSettings datalakeSettings =
getDatalakeSettingsResult.getDatalakeSettings();

//set account level flag to allow external filtering
datalLakeSettings.setAllowExternalDataFiltering(true);

//set account that are allowed to call credential vending or Glue
GetFilteredMetadata API

List<DatalakePrincipal> allowlist = new ArraylList<>();

allowlist.add(new
DatalLakePrincipal().withDatalakePrincipalldentifier("111111111111"));

datalakeSettings.setWhitelistedForExternalDataFiltering(allowlist);

//set registered session tag values

List<String> registeredTagValues = new ArraylList<>();
registeredTagValues.add("enginel");
datalakeSettings.setAuthorizedSessionTagValuelList(registeredTagValues);

lakeformation.putDatalakeSettings(new
PutDatalLakeSettingsRequest().withDatalakeSettings(datalLakeSettings));
}
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TERENREFNNEREXRS

AR TSR RE=ZFEHSIZBERE IAM TEREREBRENERL T FIHER

Console

1. A Lake Formation 12 #& , #1tA https : //https://console.aws.amazon.com/
lakeformation/,

2. EEAISEY , REAEE K ARBERARAEEHRE.

3. HEAREARSRKREREL , REAFNNSIZBERATEERRFEUEEFI Amazon S3 V&
PHEHR,

BRI LLZIER | Lake Formation € EIESEAEREOEZEHEARER , K MAEEIAM I
EREREERE.
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Application integration settings ream more 2

Application integration settings
Use the options below to control which third-party engines are allowed to read and filter data in Amazon S3 locations registered with Lake
Formation.

@] Allow external engines to filter data in Amazon S3 locations registered with Lake Formation

Check this box to allow third-party engines to access data in Amazon S3 locations that are registered with Lake Formation.

Session tag values
Enter one or more strings that match the LakeFormationAuthorizedCaller session tag defined for third-party engines.

Enter one or several string values separated by comma.

AWS account IDs
Enter the external AWS account IDs from where third-party engines are allowed to access locations registered with Lake Formation.

Enter one or more AWS account IDs. Press enter after each ID.

Allow external engines to access data in Amazon S3 locations with full table access.

When you enable this option, Lake Formation will return credentials to the integrated application directly without IAM session tag
validation.

Cancel Save

AWS CLI

£/ put-data-lake-settings CLI s B 2RE&E AllowFullTableExternalDataAccess £
o

aws lakeformation put-data-lake-settings —cli-input-json file://put-data-lake-
settings.json —region ap-northeast-1

{
"DatalLakeSettings": {
"DatalLakeAdmins": [
{
"DatalLakePrincipalldentifier": "arn:aws:iam::111111111111:usex/
lakeAdmin"
}
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1,
"AllowFullTableExternalDataAccess": true
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https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/emr-serverless-lf-enable.html
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/delta-with-lake-formation.html
https://catalog.us-east-1.prod.workshops.aws/workshops/78572df7-d2ee-4f78-b698-7cafdb55135d/en-US/emr-runtimerole-integration
https://aws.amazon.com/blogs/big-data/get-a-quick-start-with-apache-hudi-apache-iceberg-and-delta-lake-with-amazon-emr-on-eks/
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https://aws.amazon.com/blogs/big-data/enable-fine-grained-permissions-for-amazon-quicksight-authors-in-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/securely-analyze-your-data-with-aws-lake-formation-and-amazon-quicksight/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/query-federation.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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CloudTrail &72# P Lake Formation API BifE , 7287t AWS Lake Formation BZ A BIEEF.
flan | ¥ PutDatalakeSettings, GrantPermissions LAM RevokePermissions BjfE3HM
FFIYE7E CloudTrail BEEERPELEE,

T5|EEH R GrantPermissionsEER CloudTrail B4, ERAREETFHAINERE
(datalake_admin), ZFHFAUMZESEA (datalake_userl) , ARBFEHF UK ()CREATE_TABLE,
HEHUEERBRFAN , BAKREresources|HHisEEEBERE,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAZKE67KM3P775X74U2",
"arn": "arn:aws:iam::111122223333:user/datalake_admin",
"accountId": "111122223333",

"accessKeyId": "...",

"userName": "datalake_admin"
I
"eventTime": "2021-02-06T00:43:217",
"eventSource": "lakeformation.amazonaws.com",
"eventName": "GrantPermissions",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.198.65",
"userAgent": "aws-cli/1.19.0 Python/3.6.12
Linux/4.9.230-0.1.ac.223.84.332.metall.x86_64 botocore/1.20.0",
"errorCode": "InvalidInputException",
"errorMessage": "Resource must have one of the have either the catalog, table or
database field populated.",
"requestParameters": {
"principal": {
"datalLakePrincipalldentifier": "arn:aws:iam::111122223333:user/
datalake_userl"
},
"resource": {3},
"permissions": [

T f# Lake Formation =4 584


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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"CREATE_TABLE™"

},

"responseElements": null,

"requestID": "b85e863f-e75d-4fc@-9ff0-97f943f706e7",
"eventID": "8d2ccef@-55f3-42d3-9ede-3a6faedaa5cl”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333"

T — BT~ GetDataAccessE)YERY CloudTrail B5EH., TERIASEZFUL AP, H&xib ,
BEZFTEARES AWS REFREEFEHAER |, LLIFEED Lake Formation FEMHEREME RN E
BBE  GetDataAccessHECHE .

"eventVersion": "1.05",

"userIdentity": {
"type": "AWSAccount",
"principalId": "AROAQGFTBBBGOBWV2EMZA:GlueJobRunnerSession",
"accountId": "111122223333"

b

"eventSource": "lakeformation.amazonaws.com",

"eventName": "GetDataAccess",

"additionalEventData": {
"requesterService": "GLUE_JOB",
"lakeFormationPrincipal": "arn:aws:iam::111122223333:role/ETL-Glue-Role",
"lakeFormationRoleSessionName": "AWSLF-00-GL-111122223333-G13T@Rmng2"

1,

26

®
|
T

- EWRF CloudTrail 5C8%

T f# Lake Formation =4 585



AWS Lake Formation HBEABER

Lake Formation {EE#. Z=2FHFREF

FAAERESKREATNREER, EEEENRH AWS Lake Formation.
ME WREERIRERE LR , FSHREETE AWS IRF,

&

- BIRFERHAASEEBNESEE

- REEZACRS

- BEFERFERES

+ Data Catalog ¥24% iy Z £ R

- BRENERS

- BREFEBUEXNEE R 5

 #% Amazon Redshift E#l 2R ERF A BB H AWS Glue Data Catalog
- SIERKAKESRS

« Hive P ERFREERILANEZEERNRH

+ Amazon Redshift & F R #l

« |IAM Identity Center &R

+ Lake Formation EREFREGHSEEENEEEIE

- BUHRFREFEEEE, RENZENEE

BRFERAAREEBNEZRESR

Lake Formation 5tk FIheE I EEAE LT 25 2@ AWS BB A 2B ERH AWS IRE |, B #
HE—ERFFH IAM TEHEA | 124Y Data Catalog A% E R E i E R B FEL

£/ Lake Formation BiRFER L AR K FEETIREEL

o BALEECS AWS IRFE I ZEFEAEIT Lake Formation 3 A FTHEBER AR, T8 , Lake
Formation €1 AWS Resource Access Manager (AWS RAM) BREETEIRFET , £HIRS
ALUERERERFEZETRT. EEH AL AWSRAM BE | BERTYHEBRERFENREE
7%

s FRAFNERERTFER (BRFRARETHWE 3RRESHA ) EAS HAER AWS 1R
F. MEFHMEN  F2REEMBRFERLAMRAEEE,

BiRFENLAREBENEESE 586


https://docs.aws.amazon.com/general/latest/gr/lake-formation.html#limits_lake-formation

AWS Lake Formation HBEABER

« & AWS IRFREFEEBT | YR IR TEBIEBENC. HABABEVHRTEHA—E
E%O

BFEMSEREN BT EEZEZHEFTH AWS Resource Access Manager (AWS RAM) ER£ =
BEE. MEFMEEN , F2EFRARKR LA Data Catalog ERI X MERE,

. ERRKOTAENEBATIRETENERFAENENTT , TARETENEPHSER
ERENTT, BFAEENEGHAE—BT, NEHEER , HBMWAET Data Catalog R
e

@® Note
MEFRESRFINERLBAHENFEMEN AWS RAM |, 528 FHAWS FRIGEZEAWS
_%%%o

- BUABRVHARAENENERERS , ZERETSHIBEE Amazon Athena Fl Amazon Redshift
Spectrum BEF{RER P, R , EERLMEA Athena # Redshift Spectrum Ef| £ AEREK |
ENEARVNERKRNERER. EREREESHREEHREENERRFEH,

BAUERAMEENRBAFARETFEREFAMEERRNGTT , MARAFZEAERRENL
EREFNETEN. A%, ECARERERVERER Y EEHRESTENENEE RER
B, B FRZERETEANAMEER K. NEFHEN A F2RELERERS.

- BEREZES—EARFANEIBALAERR , WEARFEFH IAM TR IELIEELERERZNT
Al , RESHME A Athena 1 Amazon Redshift Spectrum ZEH{FAER R, ERHEEETUERYER
NEERE , WASCREATE_TABLERF AR FALLIAMPrincipal #fH , MARABRBLANER X
BUERERE, R%E , WHEAREHHAE IAM TREETUEEZVEENELETERER , I
RBREHLAERK,

B2 8 ALLIAMPrincipalsF &R Tl WEH CLI v oA ERERS ERFEREN T,

- EBIRFHAERRTERAR , RERTHORAATURRELFFT. WHEA AWS 1RFEFHER
HEESEEIRRELERERE,

« Athena # Redshift Spectrum X IERERBMBREFEIES , EERAREE , MIEBERR. AWS Glue ETL
ERFZEERRBRTFEIRS

- BBAWS BWIRFHAERK , BREKERNFUIRTIRFANERE, SELIKERNFIRT
Hih AWSIRF., 8 (EZZBCWAER ) HIAMAllowedPrincipalsEH,

. BESEEERESuper LAY DROPER #FAIBRE .

BiRFENLAREBENEESE 587


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html

AWS Lake Formation HBEABER

- EERBRENERERRZH , BEEERFFT. B8, BLARBRETINZNERLR AWS

Resource Access Manager,

3
¢

® Z=w2HE

 Lake Formation ZZ& A FEIEHREERNEEEE
« CREATE_TABLE #F# Lake Formation Ff A/ 2% | LIS EZEIRFE FZEUR A FPERH,

AR ¥ & 4% A e BR

RGEZAEEEEERZNIS IAM AEER AWS Lake Formation, WABEEFELERNET
f2EF Lake Formation X R &E AWS REHITEIE,

FRARELS A (SLR) [@ Lake Formation SEfE R B |, B A T HIRH,

- —HRY , BRBEEEARBESHCHE,

- BREFACTIEBIRFAANZNEKER. NENERFEZREN AWS KMS £RFFAl. AR
BEFACERHALERNH , TREBIRFEMANE B HKERNEND,

- 5 Z @ Amazon S3 U EK , FARKELEACTRESERBREEB IAM BURRS. E-EA
FRRKEEACK , ERFAWS B#EBE , WEEA—EIEMEZMAREER, BUUE
EREHREEFZEHR. BZEBRRIENT , IHTRANESERATRNAE,

- EC2 £H Amazon EMR & FHEFEARKERACTMEMIBENER.

- R¥ELACRESHKIBEN AWS RIGIEHBR,

- ERERRBEGACHEMERVER , CEENRE —MEN IAM B, MFEFHEER ,
(AM R EIERE) FRISEHDEAE IAM X4,

3
W
&

5 [ 13 B 7 BN BR

Lake Formation &% &# Data Catalog EXlk AWS [EiF, EALAER Amazon Athena, Amazon
EMR M AWS Glue ETL )t Hft B EFREFHTHER , FERERMGERPRYIEORFEREMNE
RRNERERE, ZBEESENREN , SUUEESENERY K MESKERERRPEERER
#| Data Catalog.

THIREBERARERBENREN.

R#EE AR 588


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html#troubleshoot_general_eventual-consistency

AWS Lake Formation HEABEE
« Lake Formation A% #{#H Amazon Redshift Spectrum #t Hth [E15 25 Data Catalog EFI&K.
- 7f Lake Formation 2 AH , ERENERRBETEERIREEHEREERKREE,

- FERES—ARSRRARENETHENRBE  S4AXRBRULARENENERERS , REEWN
BERERE , AREERBERR,

+ Lake Formation A& SAML A& & BN EEIGERELSFWY,
« Lake Formation W [EIEZHRER S R ERMEM MW ENER,

Data Catalog #24R 892 = H1 R #l

T %&£ MR H/E AR Data Catalog B3

« BEEEM Lake Formation £#2 A2 Data Catalog #18. A LA#EM AWS CLI 5 SDK B #
o

o IRATLATE 10 BE B RE I Data Catalog #1R, ERBEMHRE. MENWERSEZERKRTIUBAM
@ AWS R F PV EREIE R ES T EERE,

- WM A Redshift 21 Data Catalog #RFI HZEERPRH , 552 (Amazon Redshift & E
B ABIEM) PH Data Catalog #173=E EREH —&i. ¥R Athena , 2B (Amazon Athena £
F#&EIEE) B M Data Catalog #i15 # & R #| — &,

o BOLERBEFEEME R Lake Formation B # | £[a Lake Formation EFfHIERIFK L3 ] Data
Catalog #21%..

B Lake Formation JE& ZEUE R £/ Data Catalog 1R , EEBEREAREN ZEZEZEMNA
BRFSEEBERRKRY Lake Formation 577 , MARFEEE, ETHAERERRTZESR
IAM AWS Glue FFRJ[ESHE & 2B

- BIRFHEARAKZEHLARITHES,

- ERSEHERINRRASER ALTER VIEWBRIRR B , MR RA L5 X B8 Data Catalog & # &
ME. ZELZERZELINREA , RARGIRASHEERERNEEMEE, £ UAMBRBIRRA
I:,J"I-Iﬁ SET—ETRANRTRAEA, ERS8FRFNRAE  BREESNENEZNNRERNEEBE

H’ o

- F&5| AFH Data Catalog APls, 3EH UpdateTable, CreateTableDeleteTable#l

GetTable APISEE T,

« Amazon Redshift —EEREEFENERKRPFER varchar ERBEY BT, REMSIZHIGHS
B, BUESFRENFERAHERER varchar,

Data Catalog #2458 #92Z £ HBR 589
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C BERRETETERNEFALL tablest) | REBURRE AEERERTAENRARENT
T

- BEREVMR
- RBEHMBER
- E2EERREERERF,
- E2EERRMNURNE —E RF P,
« HESNER Hive PEETFRIE,

BRI ERIE R

ERRTERBHER KM Lake Formation FFral i , B LB SEREHERE , SUIRHIEEE Lake
Formation B 2 EHE RN 5| ZHFEE R FE. Lake Formation EHE R ENERBRERRER
el ERVIBRZEUHNREERBRZ SN, NMEEHRRERTEERER  SUUEERER
B LEEZNERERERRG

B R B AR ERIZ AV R X A R 5
EEANMEEE A
- EAEHERRE

- ERAMENERREERERE R
- £/ TAGs

HEENHGERSEETETSRHMRNERMRBE., Lake Formation =&, API # # AWS CLI
TEREENERHEZ, WEHH , 528 "Grant with Simple Column Filtering o

T 5l ik 53 50 PR 18 A R & R &2

« AWS Glue 5.0 SR E IR AE & ¥ Apache Hive H Apache Iceberg Bl &k %S Lake Formation
HEITRMEFEES,

- FESELECTEARTEBENENHGRETRT K CXETHTEBEE , MARHREE, MRXR
BERTER , BUUEASERIRBE,

- ZESELECTEEEERWEGIZENERRLERT K SXEACHEEERFREEARETMER YR HIH
ERRSELECTERT . BXEEAFIFEERS,

BERERERS 590



AWS Lake Formation HBEABER

« MRESELECTEARFEENERNHGERTERFANETA , ZRERALEER TS —EEFT
ARAMHENERRIBE TN ERB FRIEEEREEE, WRESELECTERAR FEENERHE
ERFAIIRSE , IASBIREFHANERAEEE T EERRSELECTEN BRTHIRFHMN S —
BEXE., ©8 , BIFEPMEERMMSELECTEMFER , REFEANREEERTATIRSHNERE,

- BEEZESIEZRSIE L ERAERBMENE,

- HERKRTHWERNE FEES SELECTFFAIM R , MEEERERKR LR ALTER, DELETE,
DROPTZ}, INSERTEF A, B ER KX LEH ALTER, DELETE. DROPEZ{ INSERTEFAIMVZEFEA , IR
BRFEEERWENEMSELECTH T |, AITSEEMEE,

T B i aE A BR 5B A R E iR E SR ERE
- BAILEEREGZRREP IS NIRRT EARRAL.
Example

- BEZHSEEERRANERBLERERMEEE,

- MEREBHERREBHERTERLELEBEREER ("customer"."address") , H& Bl EF R HR 4 R H &R
BURREERNMER (AERLEEREEBcustomer MERBU B BN ERER WaddressTE
EREEMREM "customer" . "address"HIEE S ) , AIGELPABIEEE & LEERME EARB
WER, RAMEESS/HREETREAHRNERNRT. EETHEN , MEANREEERL
[BE B E AL , Lake Formation EEHT,

- MREFRENHIERBUEEBTIETSYEsIR  ELETENRTERHERGNTESNEREETE
EHERRUNFIE , SXATESE-EEIH,

Example
BEES|IMNEMHERERMER - a.b.double"quote

Example

ERERRG PO ERERRRRES - "a"."b". " "double""quote"

fi 17 1% JB AR B PR
R TS A ME RS E RN R E R R R EENRA.
- HRERE, RAMERERT X ERTRERZ 2K,

REREREERS 591
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- ERERROXERERERM L XENMERER. T8 , ERERERIIBRREXS K TESE
7 B [EE R T B R AR,

« f£f Athena 5|Z% 3 ixs} Amazon Redshift Spectrum B |, i EBEHF I ERARERBRL S,
HAHEM RE 6 REEERLLMEEEARN AN ESZERE,

« A8 SELECT INTO =,
- ERYEERGRERNTXE array., MmapERFERH, X& structEREFR,

- ERRETERNERGRREBRERARS , BERNR LE-FTRNENGRRFSELECTFFIA
100 f&l PR,

- ERRETESERTHINEREEFREBE LRA 100,

- FEEAEIGRRGREAEAENGRFNSG  CLRAEFMAERRENM LER SELECT &
TEE, ERTINRFE , WRHEITEARINSRFHNEES,

« MREZFAARFHENKE , YEAZFEANFARES - H2ERFINEFT , AZFEANERERIFT
A REFEAFFAMEBFERT THBE.

- THERREBEERRDPZINERNIIERNBFZREBREZARS
 ctid
* oid

¢ Xmin

¢ cmin

* Xmax

¢ cmax

« Tableoid

* insertxid

+ deletexid

* importoid
 redcatuniqueid

- MBI SERFGREXRLFANEMGHRRGREXDREAZTERNR , A2IEEXKEL
RPA 2R R RER,

- ERERSTFENFFARTIHAE AWS IRFE |, MAAVSIIRFHNERAEESHELF AR TFRIRFE TR
ZREAR , ERANBUEGZRRFARKF AN EZER FERXANFEMRANRE.

plan , MRIRFEFERRANERFIFFT , dept="hr' BEFEAEBES 5T

Acountry="us' , AIEFEARBEEFINES dept="hr'fl WE R Flcountry="us',
R BRI 592
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MERFRBREZNFMES , 52K Lake Formation FHEREIEN R FRERZ M,

= /A Amazon Redshift Spectrum BELERJIBRZLBREHERKENEZENRS , F2
<<Amazon Redshift &R ERE AS1ER) PWFER RLS BEHZEERMEH,

BEFIERHEEMRE

BEFIER TRABEMEEN S PHNERENERRMA Lake Formation A AWS Glue
Data Catalog.

ERAEBEFIERK , SREF —AEERE , TREA BB EEAFERTE Lake Formation FF 1 ,
mAE+EEMREEAER TS HNFFIBEE.

THEZEMRFEANESFIER,
BR 1

« ¥ Amazon S3 LB - BELFEF AR EL ARE Lake Formation s EZS &,

- £ LF-Tags BHBZBMAEE - EETLAER LF-Tags &% F Lake Formation sF A B |, 8T LUIRE
IMAZFEA , BEBEECER LF-Tags WEREMEREK , BHE/#1T Lake Formation FF ] EAEE
S

- BEEBHENFE - £ Lake Formation #FEUEE FEERNERRNEAEHEESIHEEES
ATANERE.

- BEEMAZRE - BEl , REERHEESAGTUEREMAZTREER.

- EREMABHEPHARERR - EBIRFETH , EARTHT , MEEMABREFNREE
BRE , CUFEZEMAERE , T RFFFER.

ZEEHE
 #%[@ Lake Formation sEft#Y Amazon S3 N EEFAESFIER - ZMATEBE S M Lake
Formation X #Y Amazon S3 ERMfuBEMR A RS FEHE |, BIFE T LT ELERAE,

- EEEFREXPEHMERMIERHN API 174

 CreateTable - ERESFIUENEZAM |, ZVE IR A S M Lake Formation 5Ef |, i E
MAREE, Eiit , FREEESRNEFRTTEREIERR,

« CreatePartition/BatchCreatePartitions/UpdatePartitions ( EXZENBEFAEELUESER
HMHUER ) - BRESFIENEENEZEMMAARE , Amazon S3 LEZHEIR R E M Lake
Formation 5fft. EHit , EFAEEEERNVEITREEUREMERE,

BAEFRERNEENRE 593
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+ CreateDatabase/UpdateDatabase ( EEREMNEEFHFUABEERESFRERXPFMNLER )
- EREESEIEXEEMBENMAMRE  ZNEEBHIRAE M Lake Formation 5. Eit |,
AEEEERNBRUTRBUSENEHE,

 UpdateTable ( EMERKRMUEUERNEREFIEXNFEMNVLER ) - BRESFIERE
BRIZEMARE | ZUBEHHERBE M Lake Formation 5. Hitt , FREEEERVENT
THEFERR, IRERRMVEREH NIEM KT Lake Formation MV E , AIEAETRE
EERMIBF I REHRER K,

# Amazon Redshift Rl 2/ E R A BPRE & AWS Glue Data
Catalog

BRI LAEA A& Amazon Redshift ER 2 RPN o T E R RER B S NEEFEUHE AWS Glue Data
Catalog. B T5IRHI :

- TXEBTRE HH4E B &R F Lake Formation AWS IRFEF T,

- BYUAREBEIRFIRARESR 4 AWS RFMR , THEE HABESBERPNERESER K,
- Data Catalog EXXEE I & LE B #*.

- B ABEEHT Redshift ZE®F (RMS) # B MR,

- A EH Redshit (EARTFMNENB &, ERE. BBk , TXERFHIN LF EREFEUEH
(LF-TBAC) 1.

s TXEKBMSESURBEEHTHNERNENERRNFTAIREAIAMALLowedPrincipal s###H,

« 7% Athena, Amazon EMR Spark 5|2 B # FMNERERFES (DDL) B , SFEREEHHE
RE,

« FXEM A Athena £ RMS &R R E#1T DDL 24k,

- TXERVERCRER , E#H21FEIB Athena, Apache Spark AWS Glue Data Catalog, =
Amazon Redshift B &

« Athena T EZEHER, © - XREEREIE-—NBEB &, Athena BZRKRENREHNZEE
8%,

- FX#EEB Athena F Amazon Redshift 7 Iceberg ¥l &k FER D X184k,
. FXIERMS EHE LHEHER,

s THXEEEERHERRNZERE %, EHIE Amazon S3 HEERHER KRB EERANFIEER
A BNV ATEERE S AWS Glue Data Catalog , BEE BB R ZE B .

#§ Amazon Redshift ER & fREE R XA HIBRE AWS Glue Data Catalog 594
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« 1 Amazon Redshift 7 , ERI L AFSFHEZT TN BT, ZENGBTEHEEARF , —
HE#E E M E| AWS Glue Data Catalog , & E XTI E R,

« Amazon EMR on EC2 X E® RMS BRI X F Amazon S3 ERl &k EifE. RH EMR Serverless XX
%JHSIJJ BEo

- FXBEINBEBEBRNER K

« RMS &K RBEH Iceberg REST Catalog H#Y AWS Glue %E{#ir 217 HY,

« Hive ERREEMIELRZE AWS Glue Iceberg REST Catalog #9588 =5 5|2 17 HL,
« XEFEB Spark B RMS Bl E read_committed PR BB ko

+ Redshift EREZBE PHREBTED K/NE AWS Glue Data Catalog , PR#IA 128 B=FT , AT
EEEWITE () KR ) NEEFTT,

- BHEBBTEIARNNE , RHEZ 50 EF T , AANRFEBITR () MER ) WEBF T,

« Amazon Redshift X #E H Lake Formation SQL %=, GRANT 1 REVOKE i S REERME 2
BRI R EZEEF T AWS Glue Data Catalog.

- TEmEIETEEIEESE (R ) Amazon Redshift BEENERFIBRZ S NBEERIEZH
Ko MR , Lake Formation FEZHFEFF A E X AER LEFI#T,

c TRXEEENREG LRTERERRES (DDL) MEREEFES (DML) &4E,
- MRAREREHFEZRET , ISEHRMIHER.
« TXEEZEHRGIDMEER,

S3 ERREZKEARE

BT L% Amazon S3 BRI R FEEETEBAERKRE AWS Glue Data Catalog ( ERIE % ) S , Ik
Lake Formation 32 A A RS APIs #§ B 851 A Lake Formation ERHLE,

THIPRHIE AR S3 Bk B #%88 Data Catalog 1 Lake Formation 4 :
- B, ERENERRNS3 TablesEFNNEFAXEL LF ERAERAVFEURS (LF-TBAC) 57&
REBEFEFA,

« AWS Glue # Lake Formation X EBRAXNEERNRERE , WiEFEERBEERERANE, B
BAENER  BLERRENRENWESEEME -1, FH customer_idmM3E customerId, R
FEAERAPEI XEBEFRAREXNNEERRERE,

« CreateCatalog API £5%% Amazon S3 HEV BRI RFHFITE,
- SearchTables API %€ S S3 ERl X,

S3I BRI KRB HFKESRSF 595
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£/ AWS Glue Data Catalog R & R H#4 (Data Catalog B4 ) , A LL#% Data Catalog JE4EZ!
HNEBPHEEMIE , AT Amazon S3 BRI HPEER , WA T2t ERERFEGETAT AWS Lake

Formation,.

THESFPRHEARKE Hive ERERIWBHEERE !
ZEEH

- AWS SAM EAREAXE - CEETHNENEAEXNERTAM AWS SAM (Amazon API Gateway
M Lambda BB ) . EFEAEHTEHR , 5EME AWS Glue Data Catalog £2 Hive F#EHEZ
Y AR I EE AR,

« Hive F#EFHRERAER - B R8EMEA Apache Hive 2 3 IR ESRAE B ERE,
- MRETMNEREER - B Hive EREHABEMETE Lake Formation RHIFTE R E,
- ERERBRBAEXE - CREFEREBRERE Hive PRERE,

- BEERENGT - AIERRRRENRSLERNE  EHAERNETERAZHSERERERRN
HuNERE, EFEURRERESERXRE  BFEEEHNRFHIT. ERFEMERESR Lake
Formation SF A B & BRI KREF |, Lake Formation SF A/ {NARAA R |, A UREERECM,

MEFHAEMBRBEERE , AIGREHFEHENGT Y. UHEEBEREIHENERE , &
B8R Lake Formation 5™, EAESABRBRETNETT.

- Bt ERELH IAMAllowedPrincipal BH#HFF 7] — #R#% DatalakeSettings , Lake
Formation AJREE M FIEERENERRNFTIRELRAE A NERS
#8IAMAllowedPrincipal, IAMAllowedPrincipal 2157iEB IAM X8 ERNERBERFE
Data Catalog AWS Glue ERHIFIE IAM £, MRELFAFERERESLERKL , AIgRT
FIEEXREFINERNESERRNER.

18 , Lake Formation R AFFHBESENE T HEMKREITIAMALLowedPrincipal . BEE
UBMEERER , FRES CreateTableDefaultPermissions S8 AZEFEFE,
WMEFRES , FSREEERH N ERERE

- EEATBEERR - ST Hive Tl FREE R KRE Data Catalog REE R KRB , LATE
7o

Hive PEERFHREERLANZEMRH 596
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BR 1

« AWS Glue Data Catalog 2 Hive F#&F Bz EEZ HHEERM RS - B3 Hive PETH[EER
% K CEEEBIUBESERE , U Hive PETFHRERHFHEEZERE L5 AWS Glue Data Catalog.
EFRAERTERAR K HEeENETHERRSERTHERD,

- EHEERETEUMENRNRE - ZHEELIEBHSENETEINER K,

- BEREFARE - FXE Hive FREEHEERRBIANET T,

Amazon Redshift & ¥l A R &l

AWS Lake Formation AJZE & Amazon Redshift Z& it EEE R L AT MER., Amazon Redshift 2
AWS Eixt 4+ ZEN PB RERE /MRS, ERERLATIEE , Amazon Redshift Al B EE LA E
# AWS tRF, % Amazon Redshift E¥H AW EFMER , 52 B Amazon Redshift FHYE R H
B,

T 54 53 K1 BR 4158 A ;A £ Amazon Redshift &It ARSI HWBSERE -

- MEHNEREER - 18 Amazon Redshift E#l i A& L4 ERES Z Lake Formation # B & KL E,
£ Data Catalog ERIEFRFILER L AYHRTER  ERHEH —SENRSBHMXEIEE,

- EBRESERETEUNERXRNRES - EEZEBHEERNETELTER XK.,

- BEERELNTT -BIEMRREERRIENE , EHSERNETEAZEHAENETER K
HEFANERE. EFMEUREERNEREREXRE , EFEEEFNRTHUT. EREMBRES Lake
Formation F A B & BRI KREF , Lake Formation 3F A/ {HARAA R |, A UREEREEM.

MEFAEMBRBESERE , AIGXREHFEHENGT Y. UAHEEBEREIHENERE , &
B8R Lake Formation 5™, EAESLABRBREFNETT,

- BiEERELH IAMAllowedPrincipal BH#HFF 7] — #R#% DatalakeSettings , Lake
Formation AJREE M FIEERENERRNWFTIRELAE A NERS
#AIAMAllowedPrincipal, IAMAllowedPrincipal 2157iEB IAM X8 ERNERBERFE
Data Catalog AWS Glue ERHFIE IAM £, MRELFAFERERESLERKL , AIgRT
FIEEXREFINERNESERRNER.

FiB , Lake Formation T AFFE A ERETHWERREITIAMALLowedPrincipalffal, E&E
MHEERER | FREL CreateTableDefaultPermissions 28 A= EEEHE,

WMEFRES , FSREEER N ERERE

Amazon Redshift &}t AR &l 597
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- BERERE - 7£ Lake Formation # , BRI EEGERNBERNER I ERGFENBSERNETRT
ERRNFA,. T8 , ZBLSHERBERNERIIBHREGE , URFIBSERNETERRNRARE
K ERBHEE T,

- B KNBREBIRF - Lake Formation EE# Amazon Redshift ERI X AW HEXENBENER XK
EBNERNREE. WRERNE, ERKRMNERWA LM Lake Formation X AFERE , BB
Amazon Redshift &3t A Y E 25 K/ H B

- BHEXE - B LUEH Amazon Redshift 235 Lake Formation B2 Amazon Redshift & ¥}

. Athena FZ#E#E Lake Formation B2 Amazon Redshift & ¥}

WEFE £ Amazon Redshift AEAER L ARREINFHEER , 528 (Amazon Redshift & ERM %
ABEE) PHER AR,

IAM Identity Center B4 PRl

£ AWS IAM Identity Center , A LUBEREI & 212 H#E 1dPs) , XI5 AWS 2 TR EFEEFEA
EMBENEEE, BT LUE IAM Identity Center 4% AWS Lake Formation 5% ES E XA EATE
X, MEEAEREE T LSBT 1% F AWS Glue Data Catalog &R E R REME F & MEE,

T5IBR#IEA M Lake Formation 8 IAM Identity Center &S :

o« REETE Lake Formation ## IAM Identity Center F B F B EERAERNNEEE S HEETE
B,

MREFER AWS Glue TR RERIH IAM AERMNZEFAFEZ Data Catalog , IAM Identity Center
FREMBETLUER NN Data Catalog ElR. AWS SEEB I EZEEN G 9 EE,

« 1AM Identity Center {52 3 & I #H R 80U A 1AM Identity Center T2
HAWSIAMIdentityCenterAllowlListForIdentityContextBEF5IHA APl BE,

» Lake Formation f25F R A/ EBIRFHY IAM A &M K IAM Identity Center £ E MBEERBEERFEEE
A€ , LAFHE Data Catalog EiR , B REEEHEBG RS WM Data Catalog R LR F&FAl. MREE
SHAS % F A\ ER R B Data Catalog &R _E# IAM Identity Centerusers F1E##8 , Lake Formation
SEETIHER - "EXATIEBIRFRT. 4

Lake Formation EREFHIZRHIREERMNEZESEE
MATLURY . MBS LF 28, HR4IY Data Catalog ERVE. HEEAERHNEZE.
£/ Lake Formation BB EFHIZHIRF , FEZE TIHREER :

IAM Identity Center & PR &l 598
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« FFE LF REBELAFLESE , FEHEIRIG Data Catalog EFRFR FEFE A

ERHEESTLEBEYEAME IAM FFAH LF-Tag BY EREZNMERERTH. ERITEM
M ERE LF BRRAVSENBER, AR LF EREIYESE Lake Formation FE I MHEE LF
B®.

- B LS Z{E LF BEEIEIRE Data Catalog EiR. REEEBESBN —EEEREIEER,
Flan | AL module=0rders, division=Consumer, region=WestZiERHEELRIE, &
BRBFERWE, BEEHIK module=0rders, Customers.,

- BEEIEEVERKE LF EBRERGER. EREEK LF EBHEEREFER.

o BAILARF LF-Tag "REFERMB/ZEZFTA , MAR — LF-Tag.

LF-Tag REXBERELUTAR (EHEXE ).

module=sales AND division=(consumer OR commercial)

BEFI LF-Tag KIEERXAW T ReEFHEEMmodule=salesH division=consumer= HER
B#ER (EHE ERRMNEBMH ) division=commercial, MREHFEETAREHNEFINES
module=sales= W& Rdivision=commercial , BT ERMEH TS EHRNRTH., EITH
RBEF , —IXAM module=sales , 3 —XAM division=commercial,

REGEMN LF-Tag RIENEZTE —1@ LF-Tag , 20 module=sales,

- EEEZEEMN LF-Tag LR FHUTNER AU LAFERAHE AP —{EEFE Data Catalog ER. flan , m
BEEFHERE LFZ% , H€8 =module H{f =orders, customers , Bl H & A LA ZEUERIG

module=orders= K& Rmodule=customers.,

- WEEBEABGrant with LF-Tag expressionsiFH , FEEFEM LF-TBAC 154 &F Data
Catalog ERNWERFTT. ERHEEEN LF EBEVEERSHERILETFT. 258 Grant with
LFTag expressionsfFAINERAUEATIAX R TFERNERFF :

- BEEREE
« LF-TBAC 5% , BEFERMERK LF-Tag FRiER

Bl , BERERHERSEITTIIRT (EHREXE )

GRANT (SELECT ON TABLES) ON TAGS module=customers, region=west,south TO userl WITH
GRANT OPTION

Lake Formation 2B A ZERH REEKNEZEEE 599
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FEHERT , userlTJLAEMA LF-TBAC A ERIRSELECTLEN BRTFHMER , BEREFAT
BH LF-Tag ®iZEX module=customers, region=west,south,
- MREZFAAEBEREES LF-TBAC FEMERERFENERT , IEZFEAETER LBEENET
EMES AR TRIUMEE,
+ Lake Formation X E ¥R F#®F DESCRIBE # ASSOCIATE LF 2% , AR EH LF-TBAC FEEIR
F#&F Data Catalog ERHIETFH. EEMERRT , ZFEAHZE AWS IRF ID,

(® Note

Lake Formation X & LF-TBAC 2B IRF R FHRMBIMBEMEN, SEFEHALLINEE , &
TEELBIRFIRAREEFAE 3 o

WMEFMEN , 52 B Lake Formation FHYEIIRE &R+

« E—ERFAFERUNER BHERRAEEAMERIRFPEYN LF ERETRL, £ ERFHPET
EIJ LF g%ﬁ/ﬁéﬁ% 1¢E§Eﬁ/\ﬁﬁﬁlﬁﬂi§§ﬂﬁo

 {#/ Lake Formation fZ8 I ZH32F| (LF-TBAC) ##F Data Catalog RN EIIRFZEE K FEA
AWS &H 1R F #7318 Data Catalog EIRER. WHFFMEN , BFSE LREMET,

- LF ERE5|8N LF ERENRETEEREIB 50 #F 7T,
- A[$E)#E Data Catalog EIRHY LF BEHEE B LRA 50,
« THIRFIBERMERS :

- ATEVH LF EHRHA LRA 1000,

- LF ERAERNERE LRS 10000
- BERZRSIBNESERERERAENE.
« RBE—{@ LF-Tag WETIEREISEER.

- MRUE-—REKZHE LF ZEBRTFEFTA , ZXAREENEEFE LF 2% M Data Catalog &
/J/?\O

- MR LF-Tag ZKEXNFTHEERTFN—HBorHWERKERE , EFSKIRTHW Lake Formation 5F
AREEXEER MMM 2— , Bl Alter, Insert, Drop Delete , BIF & FIEM
EEFFA, RDescribez , R8KRFT . MRBRFHFF IR All(Super) , BIREHRF Describe
Select#l .

Lake Formation 2B A ZERH REEKNEZEEE 600
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- BAFAIAEHE LF EBELRMEA. BEM LF-Tag EREERKRNMEERE , B LUE LF-Tag
ERGERER , MERRPNATEERREBSHER LF-Tag, BEA LF-Tag EREGERERNATE
ERER , BALUE LF-Tag ERGERE , MEMEFHNAMEERRBSEAK LF-Tag,

. BALVEIES R ES 1000 {8 LF-Tag F3E,

« BULERRS 50 fil LF-Tag REX , #&FF AR F Data Catalog EIR LR EFEA.

- EAH LF-Tag REX LR FRMEBFF AR |, LF-Tag REXH KD TBEIR 900 B tiH. EER
FEBAK LF-Tag RIEXWFTT , FEARTH LF-Tag RiEX, MFFHMENR , FSHEL LF-Tag
FKER,

BHEGFHEFHEZESE, REMIENED

T3IEEMBRHEARBHERFEES (ABAC).

« ABAC A%/ LF-Tag BERBEFEFEE,
« ABAC THRMEAIRFIWEF,
« ABAC T EMFFAIR T IAM Identity Center &,

 7£ Lake Formation &R KR LFH ABAC Z# K , Lake Formation T &4 DESCRIBEFAIFEFRE
RIES B %, EEEIE ABAC EHIFRE , H& Lake Formation 12 R ERHEBEDESCRIBEFF T,
« BB AmazonDataZoneProjectEBRSIBNAMEIR —ERACHEMEERBEHKEREEMA

Lake Formation,

- ABAC EXEFREBM%.

BHAFRRHESEER. RYUNIENEE 601
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Lake Formation #([&E

MREEME AWS Lake Formation FHEZIEE , FSRERHHNEE,
£

- —RMBBNRED

- HEWRFFEGETHED

- RRHRERNITERE

- HYEXME AWS Lake Formation

- EEHFEBRAS

— i 1t RE Y S PR B2 T

{55 FA L BR /9 35 3R 2R 1 BY A2 B2 i M8 IE & 78 Lake Formation fE&&,

#8523 . <Amazon S3 location> £ # Lake Formation 8 A 2
EAEERIE@A Amazon S3 U E LBV &k Data Catalog BEIR , MEBEERMLEFF T,

R Data Catalog ERIEHERIKIER Amazon S3 & , EERF Lake Formation &F
AJCREATE_TABLESY BFALTER , A BR T EHRDATA_LOCATION_ACCESSEFR], MIREBEIE
LEFA IR FHA IR S e AER , AIXBETERTIBIE,

RELFFAIRTFAIMIRF R , RIRFPNERNEEES XA ARTIRFANER (EREIA
®), BFRS—ERFUWEIFMNDATA_LOCATION_ACCESSFFAIR: , ZXAIEEHEEIRFHN B ID
(AWS #&kF ID), HERHEIRFREMUENIRS.

MESHAET , E30 EREREHEE M BT ERMTBEHT,
8535 "Glue APIIIMNBZREEBEFAT T E |

EE &R F Lake Formation 57 , % A& AWS Identity and Access Management (IAM) &F 7] 45 I %%
Data Catalog 9 AWS KMS & 48,

FEREFAFEMER Amazon Athena = Amazon Redshift 255 5k Bk

Lake Formation A X EFEHEAETENEH.
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&

EREAELARENHNERS,
i B AR Sk 9 B R T B I B AR SR R

BEZERBRBRFIEEMNERHEES (CHREEAERHEEEN IAM AR ), MREBERSD
BIMIBRERMNERHEES |, Lake Formation 2185 [E A 8L,

sk F FHETHEZ
5 P UL R A0 RN B 52 B F1E EBS0R S 7 R,

I

« REBFFTEWRS Lake Formation 55 7] , (B4 A B R ENEIR

s WHARESHEE A LAEF Data Catalog ER , BEEZFHRERER

o $EER EZ AWSRAM BRASZEBGER , "BBAN K HAREAKRRE,

- BB TAEREBETERNFT.

- $RER . TIESHEAWS HBEANERL

- #8582 . T FESE <organization-ID>

« $852 . TLake Formation f /A2 : A& &R,

- HHNEBIRE R FAEEFERH ConcurrentModificationException
« £/ Amazon EMR FEUEIIRF AN SRR AR

KIZFEWRE Lake Formation 37 , Bl A BT RER

s KHEARFHNEAERSSAERNIEEER ? REERNNEEEUEXLAREETER.

- BRAFERERERFEZEABADBHREEA? E2ML , WHAREFHNERHEEESNXNERE
AWS Resource Access Manager () P22 ER A ZEFEAWS RAM,
MEFHME , 552 Bthe section called “#2 AWS RAM ERHLZEFE,

- BREBE PEARFER (EREBEH% ) ERBERAWS Glue? IRRE , AINREEREEERS
&, AIZAE BERPEE —ERKRES , & AKRE AWS RAM HABK.
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FMBABER

MBEBET

&5 2 Bidthe section called “BEF AWS Glue#l Lake Formation EEEIRF A,

- BREERFHERFEZEHEFTERN AWS Identity and Access Management (IAM) §F 7] ?

WMEFHEA

52 Bithe section called “Z& 3R &4,

s BRFHUNERTBAZEM Lake Formation F A% FIAMAllowedPrincipals& i,
- IREBMBRPNERREEdenyRR ?

W AMRE R E & AT LA & Data Catalog &R , BEEZFIRERER

W AREPHEFEALEERTLER AWS Identity and Access Management (IAM)

&, 2R ERHAERRNERER,

BHER | R AWS RAM BERAZEEFR , "BEEXK , RAZEARRE,
BERNEIERTIRIES % , BENRSERESERTEEN  DEEAK

$ aws ram get-resource-share-associations --association-type PRINCIPAL --resource-
share-arns arn:aws:ram:aws-region:&44b4bLLL44444L 4L Tesource-share/eldlf4ba-XXXX=XXXX~XXXX -

XXXXXXXXx5d8d

{

"resourceShareAssociations": [

{

"resourceShareArn": "arn:aws:ram:aws-region:44b4bLbLbLbL4444  Tesource-share/

eldlf4ba-XXXX-XXXX-XXXX-XXXXXXXx5d8d

n
4

"resourceShareName": "LakeFormation-MMCC@OXQBH3Y",
"associatedEntity": "58158@3XXXXX",

"associationType": "PRINCIPAL",

"status": "FAILED",

"statusMessage": "Association failed because the caller was not

authorized."

4

"creationTime": "2021-07-12T02:20:10.267000+00:00",
"lastUpdatedTime": "2021-07-12T02:20:51.830000+00:00",
"external": true

ERWIRFESERAZEFEAWS GluelF , glue:PutResourcePolicy &

EEMANEE  BAFEEE/REZRFEANEBIACEIT glue: PutResourcePolicy &k,

AT A, MNFEFFA

A FEERER,

W ARE R EE AT LA EE Data Catalog EiF , (BEEZFIERER
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RS —ERFHEANENEIERRRTEIRF. EENERERREBENIRFHAAR , &
ERHMEES , CRERSENERERRNFITRTIRFFHERSE,

88 . TIEMEREEN AWS B E A FEL
EHIMR P R AWS Organizations EEIRF , KR BEWBGEBEFFTENTT , flatkF PrEBE

o

MEFHMER , 2B Required permissions for cross-account grants,

a8 . T BER <organization-1D> |

EFEARLAER  BARMARABLEA. MARABLERAER.

WMEFHMER , FS2EAWS RAM ( £AEER) PHIEUHE AWS Organizations # A,
$855 . TLake Formation F A~ 2 : & &M,

& Lake Formation A% F&RH IAMAllowedPrincipals B#HE , F & H A Data Catalog &
Bo ERESLASLK BEEFTE Lake Formation 857 , IAMAllowedPrincipals=gEH &R,

¥R B 1R F /8855 KM ConcurrentModificationException

EFAEY LF-Tag R LW EFXAREZEATRF AN/ MEEFFAIFEKEF , Lake Formation &1
I8 ConcurrentModificationException, A& FZEHEAIAMRN , WEHAXBHO R F/AERER, £
A GrantPermlssmns/RevokePermlssmns AP| 2 EMHER RS - BatchGrantPermissions #l
BatchRevokePermissions AIEBB AW TR F/AHERFRNEE , £ —ERE LRI EE,

£ Amazon EMR FEUSIRE X AN ER R4 RN

E&#EH Amazon EMR EEt EiR FEREH AN BRI | T2 Spark B EGE R /Y
Glue:GetUserDefinedFunctions APl &4, B AWS RAM TEHFANRE 1M 2 T B E
£, Rt B THIEERAL -

"ERROR: User: arn:aws:sts::012345678901:assumed-role/my-
spark-role/i-06ab8c2b59299508a is not authorized to perform:
glue:GetUserDefinedFunctions on resource: arn:exampleCatalogResource
because no resource-based policy allows the glue:GetUserDefinedFunctions
action"

HE . ABRMET AR _


https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_BatchGrantPermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_BatchRevokePermissions.html
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EEMANER  BEUEREANERHEEEXEFMEZEZTERAAN AWS RAM ZSEFF T,
AWS RAM ZEF T 3 IR AFFEBHIT glue:GetUserDefinedFunctions EifE,

MR RETHNERALE | Lake Formation A EERASIARAN AWS RAM SEHT , MBLTE
EXREAEE. EERARGERAEZNERFERER , EFEK AWSRAM ZEFAEHMASE
3 iR

BA LA PRRIEIRGEES L AERN AWS RAM 1] AWS RAM, £ 3 IRPEETHIEFT :

Databases
AWSRAMPermissionGlueDatabaseReadWriteForCatalog
AWSRAMPermissionGlueDatabaseReadWrite

Tables
AWSRAMPermissionGlueTableReadWriteForCatalog
AWSRAMPermissionGlueTableReadWriteForDatabase

AllTables

AWSRAMPermissionGlueAllTablesReadWriteForCatalog
AWSRAMPermissionGlueAllTablesReadWriteForDatabase

EFHEREERAEMN AWS RAM ZEF A IRA

& (ERHEESR ) TUMKEB AWS RAM FAHEEBPWNIET , BAWS RAM ZEFT A EH ABHR
A, AR ERERENMERENT , Y FUEHRT. MREHETT , & AWS RAM fikREE
AWS RAM EREEEBRBNERLA., EGRTHUR , AWSRAM EBUHNERRLA , SUERE

BHTMRAK AWS RAM Z &,

RHUEMERM T/ERRE

{52 F L B2 1Y B A 2R 17 BY S8 2 B A8 EE BN TR AR R R

xR

- RWEBXAHK , "fFHE : <user-ARN> REREH T : iam : PassRole on resource : <role-
ARN>

s BNITERTER , "f#HAE : <user-ARN> REREHIT : iam : PassRole on resource : <role-
ARN> |

s RIERETHCRENLAN , HE "ERIAEAERFEREEEFEIERNFT
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-update-permissions.html
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- THEREPHCBIEX KR , WHER "I CreateTable #RERFEE 4§58

(AccessDeniedException)...

EMEBKLB , "HHE : <user-ARN> KREFHEHIT : iam : PassRole on

resource : <role-ARN> |
ERBVERNERAERERANTIREEMEAER,

ENERAEN IAM BRUEEAE  SIEREAEREEAXEBTHAINTAAE,
MEHME T , 552 Mthe section called “Lake Formation & &# IAM A8 £,

RN ITERELE, "FHE ; <user-ARN> REZHEHIT ; iam : PassRole

on resource : <role-ARN> |

BAITEREEENACGREATACEITEENARER,
MEFMEF , 552 MBthe section called “ (EF ) B THEREN IAM A,

EIERETHCRENLAN , HR TERATFESREREEEFIGERLN
5

HEh—ETENER , REENARRIEEZANGT K BELEEEEHEFREVERK. RFZA/ARE
B ERCREATE_TABLEZFH,
THEREFPHCRBEN KK , WHE R "I CreateTable RIERF A FHR

(AccessDeniedException)...

Hp—EagNER , RIFREACEERREFLELRAEMUER Y. SERUEFFAIRTA
@IO

WMEFMER , 52 Ethe section called “DATA_LOCATION_ACCESS”,

B E HIEEE AWS Lake Formation

BE WSS HREEE AWS Lake Formation.

ES- |

RWEBLE , "% : <user-ARN> REREHI1T : iam : PassRole on resource : <role-ARN> 607



AWS Lake Formation HBEABER
- BEERRPEERNRS

- BB HERRE R R E

- Bk CSV ERl XD E R REE

- ERKRDIEXAFEETEABET

- ETEREEVHBEVERENRE

- MBREEHEIFEAENREE

- Data Catalog AP| 2EF & #T IsRegisteredWithLakeFormation 28 E
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BAEE, ELBUHEUREUNARNED , Y THEMNESEMERMSELECTRFINEAERER
HY,

Blan , Avro SerDe B ERIREBHIAHN JSON RREFHER A NEBREBM
favro.schema.literal , AIRERENENERNAMBEEHEERH. RAIZBEHESBRENT
REERKRBYS , WFETE , FAETUTHE Avro BRERRNTEEBHRER. LRIEENER
REVPEER

AWS Lake Formation iR &R AR BEERKTIEERRMNSELECTEFH , BIFEEFE
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., EABH LR EFEAEA Apache Spark B 2 ER XMW EMAPEER ., £ Amazon EMR E#1T
BF , Apache Spark ERAREX AT UBERELER K , EAETEEARLREL , Y EFZERESD
KNENERREE. IRFEAETFRERNKRTHIAEERM , Lake Formation EEEXREHEE
EMBEERKRBHENER R,

B B R E R EE

MREEREREBRETAIRERERNE  AREFHEERR , AERRTSEREATHR , fiw
SELECT *,

fiER CSV ER X P ERRANEE

WMRIEEER CSV A E I Data Catalog ERlFR , ARG BHEAFMERERE  AEHIEEEQE
RHNER , MEARRETERMERET T,

BRITSE | MARVHHERE,
BERRIFELBNEZBMHBRET

Lake Formation BRI XNIE DS EHVAENRUEMUFRENERBET., BLREACR
B AENEEE KR K ESIEGERF. ER  NREFDHHEIIE K BELESIAEFTERER
RPRENVEZT , AERFEELERF,

EIFREELHERYENENEE

£/ Lake Formation TR SREBRV T/ERER , IREEERESRHEFE , LBV BEEE
FE, EREEME K BEANCEHESIESELEREN CREATE_TABLE 89, T8 , T{ER
EEEHECSESEENEVENRRERIERENACR., EBLAHM , HAACKREEREN
CREATE_TABLEZFH,

REZE  MREEIERESRCHEAZEBETZABEYERE  AEFTIEREZCH , B4 ERET
ERIZEEBN A EREEREN o ER EWNCREATE_TABLESFT,

BRI BT 3 B &R R E
AT RMIEB EE 53231 Lake Formation 5FfJlakeformation:ListPermissions :

1. B FERELIF T Lake Formation 57,
2. MIBREAE,
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3. EFMEEABEMELFEAE,

ListPermissions EEEMEERE , —EAREFERE , 5 —EARNHERSE, NREEEHER
FTECRAENFT , ERBHERENTT,

Data Catalog AP| I {ER S E# IsRegisteredWithLakeFormation £
B E

Data Catalog API 2/EEEHAIPRHI , i GetTables# SearchTables & E T
IsRegisteredWithLakeFormation 28 M{E , WEEFERE , ER false. EFEMEM GetTable
API| 3R#1% IsRegisteredWithLakeFormation S IEMEE,

Lake Formation I24ER X AWS Glue #5181 IR & 8515

Lake Formation EFRZEE SchemaReference @& StorageDescriptor BB R
ERAR B AWS Glue ERZR,

EEMIEERAR

AWS Lake Formation E#ERIFEFIAMRREFH AT 5 APl BERN —AREntityNotFound#f iz
B, UNEeZsHNERBE,

* RevokePermissions
+ GrantPermissions

» GetResourcelLFTags
+ GetTable

+ GetDatabase
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AR
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* |AM Identity Center APIs
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- X
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- FREN

5] APls

Al API [BEREREAR T AMEERF W T ERVIRER B B A AWS Lake Formation. MEFTHE APl RE
FERER 52 Lake Formation APl 2£35/8, AWS Lake Formation

(GES

* GrantPermissions

* RevokePermissions

+ BatchGrantPermissions

+ BatchRevokePermissions

* GetEffectivePermissionsForPath

* ListPermissions

* GetDataLakePrincipal

Erga

* Resource

+ DatabaseResource

» TableResource

* TableWithColumnsResource

» DataCellsFilterResourcee

» DatalocationResource

» DatalakePrincipal

* PrincipalPermissions

* PrincipalResourcePermissions

 DetailsMap
¢ ColumnWildcard

» BatchPermissionsRequestEntry

» BatchPermissionsFailureEntry

e 612


https://docs.aws.amazon.com/lake-formation/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GrantPermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RevokePermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_BatchGrantPermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_BatchRevokePermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetEffectivePermissionsForPath.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListPermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetDataLakePrincipal.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_Resource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DatabaseResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_TableResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_TableWithColumnsResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DataCellsFilterResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DataLocationResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DataLakePrincipal.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_PrincipalPermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_PrincipalResourcePermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DetailsMap.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ColumnWildcard.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_BatchPermissionsRequestEntry.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_BatchPermissionsFailureEntry.html
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AEHETEAREEERNEE SN ERNRRE AP BEMEREE,

=3

+ GetDatalLakeSettings
+ PutDatalLakeSettings

ey okic

+ DatalakeSettings

|AM Identity Center APIs

AETEEIMERE Lake Formation B2 IAM Identity Center & HYIR1E,

(GES

CreateLakeFormationldentityCenterConfiguration

DeleteLakeFormationldentityCenterConfiguration

DescribeLakeFormationldentityCenterConfiguration

UpdatelLakeFormationldentityCenterConfiguration

Erga

» ExternalFilteringConfiguration

BEFIER APIs

BEEIEN API EERRBE PREESFIEAFIENRIENMERIER AWS Lake Formation, %
EMAE API BEMERER 5528 Lake Formation APl 2£158. AWS Lake Formation

(GES

* CreateLakeFormationOptin
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https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetDataLakeSettings.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_PutDataLakeSettings.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DataLakeSettings.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DescribeLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ExternalFilteringConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLakeFormationOptIn.html
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* DeletelLakeFormationOptin

» ListLakeFormationOptlns

- geEek

* Resource

» DatabaseResource

* TableResource

- EREH

» LakeFormationOptlnsinfo

+ DatalocationResource

EAERRE APIs

BEAERERE API EERRBAEEFE A AWS Lake Formation IRISHEEAMIRENERER | LUERHEEA

EH  SREMAERER LR,
((GES

* RegisterResource

» DeregisterResource

» ListResources
* GetUnfilteredTableMetadata
* GetUnfilteredPartitionsMetadata

* GetTemporaryGluePartitionCredentials

» GetTemporaryGlueTableCredentials

* UpdateResource

- geEek

* FilterCondition

* RowFilter

— BERNEE —
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https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLakeFormationOptIn.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListLakeFormationOptIns.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_Resource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DatabaseResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_TableResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ResourceInfo.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_LakeFormationOptInsInfo.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DataLocationResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RegisterResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeregisterResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListResources.html
https://docs.aws.amazon.com/glue/latest/webapi/API_GetUnfilteredTableMetadata.html
https://docs.aws.amazon.com/glue/latest/webapi/API_GetUnfilteredPartitionsMetadata.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetTemporaryGluePartitionCredentials.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetTemporaryGlueTableCredentials.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_FilterCondition.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RowFilter.html
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* Resourcelnfo

Z=C API

RiC AP| BRI ERERBAARNRENEREE IR ERBEIREHRBRNFFIRE,

%

* GetLFTagExpression

» ListLFTagExpressions

» DeleteL FTagExpression

» UpdateLFTagExpression

* CreateLFTagExpression

* AddLFTagsToResource

* RemovelFTagsFromResource

* GetResourcelLFTags

 ListLFTags
» CreateLFTag
* GetlLFTag
» UpdatelLFTag

* DeleteLFTag
» SearchTablesByLFTags

» SearchDatabasesByLFTags

Erga

» LFTagKeyResource

» LFTagPolicyResource

» TaggedTable

» TaggedDatabase
+ LFTag

» LFTagPair

R
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https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ResourceInfo.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetLFTagExpression.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListLFTagExpressions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLFTagExpression.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateLFTagExpression.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLFTagExpression.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_AddLFTagsToResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RemoveLFTagsFromResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetResourceLFTags.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListLFTags.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLFTag.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetLFTag.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateLFTag.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLFTag.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_SearchTablesByLFTags.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_SearchDatabasesByLFTags.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_LFTagKeyResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_LFTagKeyResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_TaggedTable.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_TaggedDatabase.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_LFTag.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_LFTagPair.html
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https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_LFTagError.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ColumnLFTag.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateDataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteDataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListDataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetDataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateDataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RowFilter.html
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https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/general/latest/gr/lake-formation.html
https://docs.aws.amazon.com/general/latest/gr/lake-formation.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-alf.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-alf.html
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https://docs.aws.amazon.com/lake-formation/latest/dg/attribute-based-access-control.html
https://docs.aws.amazon.com/lake-formation/latest/dg/attribute-based-access-control.html
https://docs.aws.amazon.com/lake-formation/latest/dg/create-s3-tables-catalog.html
https://docs.aws.amazon.com/lake-formation/latest/dg/create-s3-tables-catalog.html
https://docs.aws.amazon.com/lake-formation/latest/dg/create-s3-tables-catalog.html
https://us-east-1.console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSLakeFormationCrossAccountManager
https://us-east-1.console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSLakeFormationCrossAccountManager
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
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https://docs.aws.amazon.com/lake-formation/latest/dg/bring-your-data-overview.html
https://docs.aws.amazon.com/lake-formation/latest/dg/bring-your-data-overview.html
https://docs.aws.amazon.com/lake-formation/latest/dg/managing-tag-expressions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/managing-tag-expressions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/working-with-views.html
https://docs.aws.amazon.com/lake-formation/latest/dg/working-with-views.html
https://docs.aws.amazon.com/lake-formation/latest/dg/identity-center-ct-logs.html
https://docs.aws.amazon.com/lake-formation/latest/dg/identity-center-ct-logs.html
https://docs.aws.amazon.com/lake-formation/latest/dg/identity-center-ct-logs.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/initial-LF-setup.html
https://docs.aws.amazon.com/lake-formation/latest/dg/initial-LF-setup.html
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https://docs.aws.amazon.com/lake-formation/latest/dg/service-linked-roles.html
https://docs.aws.amazon.com/lake-formation/latest/dg/service-linked-roles.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/lf-limitations.html
https://docs.aws.amazon.com/lake-formation/latest/dg/lf-limitations.html
https://docs.aws.amazon.com/lake-formation/latest/dg/data-compaction.html
https://docs.aws.amazon.com/lake-formation/latest/dg/data-compaction.html
https://docs.aws.amazon.com/lake-formation/latest/dg/identity-center-integration.html
https://docs.aws.amazon.com/lake-formation/latest/dg/identity-center-integration.html
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https://docs.aws.amazon.com/lake-formation/latest/dg/working-with-views.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/hybrid-access-mode.html
https://docs.aws.amazon.com/lake-formation/latest/dg/creating-iceberg-tables.html
https://docs.aws.amazon.com/lake-formation/latest/dg/creating-iceberg-tables.html
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https://docs.aws.amazon.com/lake-formation/latest/dg/data-access-across-region.html
https://docs.aws.amazon.com/lake-formation/latest/dg/data-sharing-hms.html
https://docs.aws.amazon.com/lake-formation/latest/dg/data-sharing-hms.html
https://docs.aws.amazon.com/lake-formation/latest/dg/data-sharing-hms.html
https://docs.aws.amazon.com/lake-formation/latest/dg/data-sharing-overivew.html
https://docs.aws.amazon.com/lake-formation/latest/dg/data-sharing-overivew.html
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https://docs.aws.amazon.com/lake-formation/latest/dg/cross-account-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/cross-account-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/cross-account-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/cross-account-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/cross-account-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/cross-account-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/cross-account-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/lf-managed-policies.html
https://docs.aws.amazon.com/lake-formation/latest/dg/lf-managed-policies.html
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started.html.html
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https://docs.aws.amazon.com/lake-formation/index.html
https://docs.aws.amazon.com/lake-formation/latest/dg/how-vending-works.html
https://docs.aws.amazon.com/lake-formation/latest/dg/how-vending-works.html
https://docs.aws.amazon.com/lake-formation/latest/dg/how-vending-works.html
https://docs.aws.amazon.com/lake-formation/latest/dg/governed-tables.html
https://docs.aws.amazon.com/lake-formation/latest/dg/governed-tables.html
https://docs.aws.amazon.com/lake-formation/latest/dg/data-filtering.html
https://docs.aws.amazon.com/lake-formation/latest/dg/data-filtering.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
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https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lake-formation/latest/dg/tag-based-access-control.html
https://docs.aws.amazon.com/lake-formation/latest/dg/tag-based-access-control.html
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#emr-switch
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#emr-switch
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html#sharing-databases
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html#sharing-databases
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html#service-integrations
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html#service-integrations
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