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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf
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FROUTEREANRUBHRESS|ITERNNESE, AWS KMS FRHEMITERE (KDF) KT

4 AWS KMS key TR INZNESETI S, ATE KDF REHSEFEA STEEEESPH KDF (£A
HMAC [FIPS197] 88 SHA256 [FIPS180]). 256 fItiT4 &8 AES-GCM BEER , UnHR@sH
EFERNTE,

AWS KMS Ry ZFH R EBEH

BNEEHRTAREG SN AWS KMS BB CHNBAETE I RE. MERKEREAEHREHRE

N EHEE L (ECDSA) 8%, HA_THEBREFASEZL (CMS) FHRE M EZIEHRE (ECC) EE L

HYE AR X9.62-2005 : €RIRBEEN A E SR ERRZ  BEHRBUBREEE L (ECOSAFFER
#) ECDSA, ERFERBITEFEEZEHRY FIPS PUB 180-4 (85 SHA384) AFIEEN R M=E
JEEE, I8 AR secp384r1 (NIST-P384) B4,

HEMZ

EFZEBRERRPEANELAEBRGHNE, GHNBEAMENZEARBHEESH/RRENA
B, BE  —([A€RERERRANFESR K, 5 —ELREBHRAELE msgKey (ER A TINER
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https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-108.pdf
http://csrc.nist.gov/publications/fips/fips198-1/FIPS-198-1_final.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf
https://datatracker.ietf.org/doc/html/rfc5753/
https://datatracker.ietf.org/doc/html/rfc5753/
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
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EREENBESRBESHREETRP,
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DU

£7 HSM LR P AREE KMS &
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AWS KMS {5 F 2= 41

FEAERGITHBIEZ 2 F A AWS Key Management Service, 5 —1{E/REIG1{AI7E Amazon Elastic
Block Store (Amazon EBS) Bk [E AWS KMS keys A AWS KMS #1TRIRESmNE, £ _E2
AFRREAER , RENAEAEHMERREAR AWS KMS,

£

- Amazon EBS Fifk [E h1 %

- AEmMER

Amazon EBS iRk [E in&?

Amazon EBS 1RHIREMFETNEE, BERREEER AES-256-XTS %, EFEME 256 LTl
KRESH 6 FSUUBEGA—ES12 UtHEESR, WRESBSELRSHH KMS 28T NE,
£ 7% Amazon EBS A MZERRE , EXABEEETFEE , THEERFFH KMS €8 TELERKEE
288 (VK)o ZAILUBIBIR Mt Amazon EBS RIE# KMS €88 , LBV EH S8 , WNBEMBREL

M EL®, BT , Amazon EBS I AWS KMS #E KMS £ E4E AWS KMS INZNHEES

EBS iRk & 1Nz 9


http://csrc.nist.gov/publications/nistpubs/800-38E/nist-sp-800-38E.pdf
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EBS Volume < - GenerateDataKey
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ORNO. 5
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w

=

Ok

EC2 Instance
VK - > Decryptienc)
\, .

THIEREESEHE A Amazon EBS Bl EHN ERHITINRR

1. Amazon EBS AWS KMS &8 TLS T/EFSERTE KMS €8 TEN S INEZMUEE SR K LignZENE
WEREPRER —RBFR.

2. 8 Amazon EBS Bt [ER , SHEEUNEZMHERE S,

3. FEiB TLS AWS KMS Il IR NZNHEEESE. & AWS KMS &5l KMS £ |, SW¥i#ats

B HSM 1R H AR ERUMBZNBNHEES®, AWS KMS K& , 8EIB TLS TEREBSHEE
SRELZITEHITELER Amazon Elastic Compute Cloud (Amazon EC2) £ #,

4. MEESEANNBRNERTEE L 2E#E Amazon EBS M EMNE R, Amazon EBS €13 & na?
NHEESR  UEHREREEINEESRTB T HBER,

WMFEEM KMS 802 Amazon EBS Wik ENFHMES , 52K ( AWS Key Management Service
i ABEE) H# Amazon Elastic Block Store £/ 5 AWS KMS , L&) Amazon EC2 A 15
) M Amazon EC2 £ E¥EF) FHY Amazon EBS M#,

EBS HH#R[E 0% 10


https://docs.aws.amazon.com/kms/latest/developerguide/services-ebs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EBSEncryption.html
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AWS Encryption SDK @&EA KMS B TEHMEBN API 21, MEZBENEZNAEFHE
A, BSEEE. BFREARIX LR AWS Encryption SDK REITEE MNE AWS KMS,

// Instantiate the SDK

final AwsCrypto crypto = new AwsCrypto();

// Set up the KmsMasterKeyProvider backed by the default credentials
final KmsMasterKeyProvider prov = new KmsMasterKeyProvider(keyId);
// Do the encryption

final byte[] ciphertext = crypto.encryptData(prov, message);

RFimERREN AT T B

1. £ KMS IR TRIEHMENE|MNFE R, RRSELNBZNERSR/NER SRV FRA.
2. 7 ¥ AWS Encryption SDK , fiX FERSRANMEALR . KR, AXFERSRSHCRES
HH'IJF%O

3. MBENERS|/MMENFAESHEESRE - B FM TS,

GenerateDataKey “Hello World!”
/ KMS key) / »| encrypted key key

O

KMS Interface

encrypted key encrypted message

R Rk T T T U SR
m
=
a
e
=
L R R T

Envelope encryption of “Hello World!”

EABZIDREEHNENASETHESR , LS RENZENAS.

final AwsCrypto crypto = new AwsCrypto();

final KmsMasterKeyProvider prov = new KmsMasterKeyProvider(keyId);

// Decrypt the data

final CryptoResult<byte[], KmsMasterKey> res = crypto.decryptData(prov, ciphertext);
// We need to check the KMS key to ensure that the

R F iR 11


https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
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// assumed key was used
if (!res.getMasterKeyIds().get(0).equals(keyId)) {
throw new IllegalStateException("Wrong key id!");

}
byte[] plaintext = res.getResult();

1. AWS Encryption SDK T EHMZASUREBMENER £/ , ALFR AWS KMS #FRER S
o

2. &1 AWS Encryption SDK EW#E X FEH £#8 AWS KMS,

3. A%, FREHSRREEAL , BEVKRMNXF,

IR
encrypted ke encrypted message
///f Decrypt(enc) j/éi—rT_ P Y P 9

KMS Interface

ﬁ--------r---
i|
48]
b
P

o — o —

“Hello World!"

()
N

Envelope decryption of “Hello World™
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{FF AWS KMS keys

AWS KMS key RIEEEEIR A FRERE RS ETER L EE (HSM) Rin &R (HBKs), AEERHA
WY KMS £, BEASRME , URWOAMA. F/8. GRANMER KMS £,

® Note

AWS KMS [EFEAMMFERF €8 (CMK) BiiX A AWS KMS keyfl KMS €88, B2 58
B, ATEHIEHREEE |, AWS KMS ERERZUMEH — L84,

AEHR KMS SRIEEYIMERAVEWBH , W TEAR.

Enabled Key(s)

Key
Generation

CreateKey

Rotation o

_/l\ Schedule

U deletion
' Previous
\Ferslnns

FE

- Y CreateKey
- EASBME
- RANERSES
- MBRER

- WRSH/ME

E0Y CreateKey

AWS KMS key MM CreateKey APl IR,

’0Y CreateKey 13


https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html
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LR CreateKey @BEREEM T 5,

{
"Description": "string",
"KeySpec": "string",
"KeyUsage": "string",
"Origin": "string";
"Policy": "string"

}

AREZHA JSON KXW TIIER.
iR

(EA) £RNRA. BRELBREHRUGBEAEERETEARNTERE,
KeySpec

EEEEUMN KMS S#MJA, FRE SYMMETRIC_DEFAULT R HBME KMS £, 12
BHREBMESRMS REM , MERMERMSRKARMS WAL E,

KeyUsage

BEEELBMER, EXES ENCRYPT_DECRYPT. SIGN_VERIFY = GENERATE_VERIFY_MAC,
FAER{EA ENCRYPT_DECRYPT, LSBHRHUBNESBMS AER , MBRMEHMGSRREM
SHIAMKE,

Origin

(EF) IEE KMS €8N S|EMRIR, FEIRES AWS_KMS , R/R AWS KMS EEMEE KMS €
WHSBM R, HttERETHE EXTERNAL , RREREER/MANBEATREANSWBMRIET
#9 KMS AWS_CLOUDHSM €& , I £ HZIZEHIH AWS CloudHSM & X EN BT 2B EHEFE
M KMS £48,

HR

(ER) ZBEEISROBEK. MREMEEK , AISEARREBER (T) B 2® , UAFH#ES
AWS KMS FF TRk 1AM ERBE HETEE,

MEFBBRNEFMERN , 528 (AWS Key Management Service % A E3EF) FH AWS KMS
PR SRBER A TERSBBUR,

CreateKey FEREE T E £ ARN HEIFE,

’0Y CreateKey 14


https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html#API_CreateKey_RequestSyntax
https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/custom-key-store-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/custom-key-store-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html#API_CreateKey_ResponseSyntax
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arn:<partition>:kms:<region>:<account-id>:key/<key-id>

WR Origin A AWS_KMS , HEY ARN 2# , 1B ERFBMN TEMR KRR HE AWS KMS HSM #Y
R, UEFEE LT SEE (HSM) fE/H €8 (HBK), HBK 2 256 (U TR &8 , BE KMS £t &8
ID tHE3E ., BEREETE HSM LEXE | W HERFHKEFTEUMXFRNEL HSM 2R 25\, HBK £ H
HIABE 28 DKy TINE, BLMEHN HBK BA MBS BT (EKT). HMA HSM AILIRERAEARE
SWIEFL , EEINEESFERAECHRBNBEE Galois STEEFEN (GCM) FH AES-256, iE
ECREFNNEEXAFRARBR > M FELSRFTRHPEER,

EBERELRTA

EKT = Encrypt(DKg, HBK)

AEH KMS RMEE HBK RAUMBEARREBL N | £ KMS £ ERRENREBER |, U
HBK LN HiwZFRE. HASHRAEBRFREN EERBN L2 AWS KMS,

BRT ARN 24\ | BT LUEBREVSBNAIE  BUEFRAEILNBRBYASZZEE KVMS €82
M REBE. —BERIBEHE KMS ©8MEEER , MO LER BB REMZFREFRES KMS €88, mMEFME
B , 28 (AWS Key Management Service BIZ A 2165) RRIERAEIE,

ZEREERERZE KMS £8HFEH. AWS KMS BIAMZERAMN KMS €82 BN ERRERE. 4
m , AWS KMS EREH 1% # Amazon Simple Storage Service (Amazon S3) ¥4 &# & Amazon
SIREFRLNBE, TR , HXENESRNFEHEEURRN KMS BN FEE, WMFE KMS £
RENET , 5528 (AWS Key Management Service BiZ A B15™E) RHAWS KMSH 5 9 B fEEE1E
B2 o

FE A & 88+ %

AWS KMS Rt AREAAR HBK 2 BiGimZE RS, W IFIY CreateKey TR |, B
CreateKey in S BEEXE A EXTERNAL By Origin BEFEAN , BRI T I SER HBK HEE KMS
i, HAMA ImportKeyMaterialAP| FENYE A A USHRZEA B 80T LASE A bt Th 88 2R 438 ) 27 S A =
MENS|EINMWAE, MREEALE  BESEREPHELSBNEENM A HiSEERE
E. NEEASBMBNTEHMBEANESR , 528 (AWS Key Management Service & A &1
) PHEASBME.

EAE®|M B 15


https://docs.aws.amazon.com/kms/latest/developerguide/kms-alias.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ImportKeyMaterial.html
https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys.html
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04 ImportKeyMaterial

ImportKeyMaterial FREEAMSERN HBK ZiFmMEM P, BHHMEMELER 256 M TEHBES
%, CHAFHARIA GetParametersForImport FBERMWERLNE ST WrappingAlgorithm &
EEMEE LHETMNE,

ImportKeyMaterial @ REFEAUTEIE.

{
"EncryptedKeyMaterial": blob,
"ExpirationModel": "string",
"ImportToken": blob,
"KeyId": "string",
"ValidTo": number

EncryptedKeyMaterial
EANEERNENEASRMBEUERZFRIEESKREEEN
GetParametersForImport FRE[E,

ExpirationModel

EELBMHRERBE., EES KEY_MATERIAL_EXPIRES B |, ValidTo 284 ESEIBH
HEl, ELt{EA KEY_MATERIAL_DOES_NOT_EXPIRE B} , 532A 2 ValidTo 28, EXEA
"KEY_MATERIAL_EXPIRES" F "KEY_MATERIAL_DOES_NOT_EXPIRE",

ImportToken

BEAFRNESHREHRLELEBNMER GetParametersForImport FEREME,
Keyld

#5 EREE A £ 3R MR AE B EAY KMS €88, KMS €819 Origin 48R EXTERNAL,

BRI LAMBRMEMEAMBDNEASREMNZHEEN KMS £8f |, BEEEEANRBEE KMS SR
fAHE SR

ValidTo

CER) EANSHRMRIBHNERE, ES|/MRIBHR , AWS KMS gfifrEBMmE , EBKMS £
SR ATMH, & ExpirationModel I{EA KEY_MATERIAL_EXPIRES B , W BHBHE, &
B BN,

1Y ImportKeyMaterial 16


https://docs.aws.amazon.com/kms/latest/APIReference/API_GetParametersForImport.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ImportKeyMaterial.html#API_ImportKeyMaterial_RequestSyntax
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EFEKRINE , MNREMH KMS €88 , Bl KMS R EREN BB AWS KMS 2aifEH. BAKN
@M EHIBEE | EKT €% AWS KMS 128 A M BR.

RBAMERTR

{27 KMS £RTB L SRESBRBRETEA. HUESEEEAFERE KMS SMAEME 2 HBK
B IhAE. ERAEE HBK A1 KMS SMIER. BANEABRANENER  AEZEASH DR
KMS £ £ 8 ARN,

iR

BREFERETLMER ScheduleKeyDeletion APl RZZ HEMIER KMS £ M FrA BB HBK, iE
2 —AEENBEMEIRE , & MERSMISEEE AWS KMS, MR KMS €885 | AWS KMS &4
BTRINESFHBLtR, ESFHE  2RSEREARE , MEMWAREES Pending Deletion (1
BR)o EAZGRERIESBOMETILAEE KB, ScheduleKeyDeletion AT 5 &,

{
"KeyId": "string",
"PendingWindowInDays": number

}

Keyld

EMIER KMS SR —BBIF, BEEEXE , FEAE KNI ID 3 KMS SR/ ARN,
PendingWindowInDays

(BH) SEHE , AXBIEE. ERZRN, SERA 7 £ 30 X, BREAR 30 XK. FFHERER
% , & AWS KMS iR KMS &8 f AT A #RBIEEY HBKSs.

LA P

REFRETURAEEFZE KMS RN EBFERWR, AWS ZESR —E8FHBR K

Wit KMS £ , SEMHK HBK , YR RAMBMMERRNEREN 2 BoIRAR, FIEEREN
HBK R LAGEA |, LUEBRER It HBK R IZMEME L. BR AWS KMS & KMS &R T
FHRMEBENEAMNENF , AL EBRENRER HBK TMENMEXFEE HBK %, B AEH
ReEncrypt API BUE KMS &REVHT HBK THEFE LM FHEM KMS £ T ERM MEZEE[E
o

BANERASH 17


https://docs.aws.amazon.com/kms/latest/APIReference/API_Enable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Disable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ScheduleKeyDeletion.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html
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NEMANERASRBRNERNR , 28 (AWS Key Management Service BiZ A B355) HH @R
AWS KMS keye

WIS 18


https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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EFERERF

B KMS €’ , TUARIITERR=RE. SELRA KMS |MMBERE , EXNUHRE
EEMBENF, NEXFELEMELD : RNBHERR (FAXF) B2 , HEREBNNBEEFAH
e BREERETRE  N—ENENEHD . MAXFEHD 2HE HBK #EBIRF (HBKID), tNEXFERIE
WA AT 2B B R TR RIR AWS KMS AJ AR Z 4.

&
- EFMNZRC IR Y4

RIREFEAETTLUER GenerateDataKey API (E248RE API) , BRI ERENER SRIEIERENRE
iR, AEBREAMN API BENELRE. WEFHEENR , 528 AWS Key Management Service
AP| 2Z/F ) GenerateDataKey API,

» GenerateDataKey

» GenerateDataKeyWithoutPlaintext

» GenerateDataKeyPair

» GenerateDataKeyPairWithoutPlaintext

LLF 2 GenerateDataKey #&R&& %,

“EncryptionContext”: {“string” : “string”},
“GrantTokens”: [“string”],

“KeyId”: “string”,

“NumberOfBytes”: “number”

AAREZ A JSON BN TIIEH.

ELXERER 19


https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyPair.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyPairWithoutPlaintext.html
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Keyld
ARMZBER B RPN SI|EINT. HELEREZRNEBMNERE KMS 218,

HWANESH,
NumberOfBytes

BEEELCURHBENEY, HAKESE,

Al & % B KeySpec 5 NumberOfBytes , EFRERI R M,

EncryptionContext

(#F) Name-value (B#-B) ¥ , EP B2 EEFASBNNENRZEFHB®TRINEME
GrantTokens

CER) BTFFRBEE ARBTFREELSIEASBNGTT. IERTARTFFHANFMRE
2/ AWS Key Management Service B8 A BIEEFH AWS KMSH & 7 B fE BELFEUZ S,

illll
3

BREDT2E , AWS KMSEHS B AIEE KMS £RBEBEM/ER+ EKT, ©iFEIB AWS KMS E##E2
BEPH HSM 2N SR EIT/ERE | 1§ EKT EREERHNFBRNEAMNBRRNEEEE HSM,

HSM #11T T SR 4F :

1. EEBRNEEMS  WKEFREERMHLERD,

2. BEMERRPAER KMS £ 2218 ID B EKT , BUEVBERA# HBK = Decrypt(DK;, EKT),
3. EAFE# nonce N,

4. £ HBK 1 N E4 256 {1t AES-GCM {TERNMEZ 88 K,

5. N Z 4 # ciphertext = Encrypt(K, context, secret),

GenerateDataKey & AWS KMS #H HSM BN Z£BE , S FREM BN NE L FE
B, AWS KMS R , &8 TLS THRBREHEXKE. AWS KMS F8REMIXFHNE
XF. IRREHEEMEBENF. MEAD , URER KMS £BNRE , AIELERERRE,

LT RO E,

{
"CiphertextBlob": "blob",

ELXERER 20


https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html

AWS Key Management Service AWS KMS ZiEfRZFMEER

"KeyId": "string",
"Plaintext": "blob"
}

ERLEREAFERZAES  EHSBNEESRKE, MEMFH AWSKVS EX £ (BFEERLR
H) ETRAFRNBZNREER , B LR AWS Encryption SDK,

ERS|UKEMERRR, i, ERS|TUER ReEncrypt API 24 |, RIZTEM KMS £
WNEWITN KMS £REFMEBER R/, WEFMEN , 28 AWS Key Management Service API
2Ed i ReEncrypto

&

MWEREE AWS KMS 2% KMS €8 THYWH. BIEEEET . AWS KMS 7 HSM LR HHREEEH
RIEmERE, it , EHRBETNIBNEEFWUG | BAUMENHXFEREAH 4 KB, AWS
Encryption SDK AT ARIMBERANAS. EBBHSZE AWS KMS , 2EEE KMS £#@MEEN B
BI{EA® EKT, EE# EKT ERMXFZNNBEAREERESFEMATHN HSM, ELEEIR AWS
KMS E#EBE P HSM 2K EBRFE TEREREE,

HSM €#1T T 5178 E :

1. ## % EKT LAER1S HBK = Decrypt(DK;, EKT),

2. EEFE# nonce N,

3. #£ HBK # N T4 256 Tt AES-GCM fTERNMZE 88 K,
4. INZHFELF ciphertext = Encrypt(K, context, plaintext).

MEXFEHEEOGEE K MARXFENINBEXFHTISREE AWS ERZBEHNEMLE. R
REBEENBENFNMEZERS , URER KMS RN TRE | AEEEREREF,

AWS KMS ¥ #THRZHNFISESI NZNENBEXFNNZRAT. SEAAWS BESE 4 REZEN
53R AWS KMS B Py | IEHEINER S 7 I 2 & £8RAY HBKID, HBKID R ARIEGHEZINEXF,
Ei% ID ML ID BERFEN EKT. ARERBSRBER, URFENRTNSEE® D AYEI B
IAM BUREITIRME, Decrypt NEBELIAMEREE

LA & Decrypt FHRE .

S oY


https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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{
"CiphertextBlob": "blob",
"EncryptionContext": { "string" : "string" }
"GrantTokens": ["string"]
}
LT RBRSH
CiphertextBlob
BREPEERRINEF,
EncryptionContext

(EA) MBARAET. MRERE Encrypt HEFIEEN , AIXEREREIEE , FRBRRESK
B, MEFHMER , 536 AWS Key Management Service B A BIEBEHHMEAS.

GrantTokens

(BR) RTFHBE , ARETFRENTHEENT,

NEXFEHE EKT SERMEZEARAR , BB ERFEN TEMREEE HSM UETHEE,
HSM €#1T T 518 E :

1. ##% EKT , BUEX/8 HBK = Decrypt(DK;, EKT)e

2. 1e & X FEEBEEE nonce No

3. #£ HBK I N EiE4% 256 {7t AES-GCM FTEMINZ | Ko
4, BRI X F LLER{S plaintext = Decrypt(K, context, ciphertext)o

EENZR D X FEEBRE THEBEREDIG AWS KMS =4 | RAREB TLS EEED G WY
MEFERARER,

J’)\TIEE'@HFI/ (]

"KeyId": "string",
"Plaintext": blob

jcar 22


https://docs.aws.amazon.com/kms/latest/developerguide/encrypt-context.html

AWS Key Management Service

AWS KMS # i #mZ A&

MRFUNEARAEERRAEXFNEEY , AIXFARITELN SR ID FEBM,

EHTINE S IEZ Y4

E—E KMS R TNEZENREEFNEXFAEBERNMBGRTKEERNELS —E KMS £,

AN KMS REARB[REFNBZER K MAREBEAFHNSRAXT. EREEREDR , AR

Nz,

LT BB RFEEo

"CiphertextBlob": "blob",
"DestinationEncryptionContext": { "string" : "string" },
"DestinationKeyId": "string",
"GrantTokens": ["string"],

"SourceKeyId": "string",
"SourceEncryptionContext": { "string" : "string"}

}

FEREZHA JSON XMW THER,
CiphertextBlob

EEMMBNERMEXF,

DestinationEncryptionContext

(BR) ENNBENREFEANNZEAR.
DestinationKeyld

RREMMEZEER 2 SRR 1D,

GrantTokens

(BR) BFFHEE , ARETREPITHRENT,
SourceKeyld

(ER) ARBEENZSRVEREIN.

SourceEncryptionContext

(E2A) ARMMBAER CiphertextBlob 2 i EE RN MNBAR,

Eiyikanyika: Yk

23
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ZBREFEES T ABERNBENNERE . BEPFNBEXFEEZEFNBEXFRSENAH HBK THEZE

TR KMS &R THER HBK, EWSTHERN KMS RMEER , kST F MEBE X FRER
Y HBK B ERFHTMAR HBK,

BT 2 EIEREE,

{
"CiphertextBlob": blob,
"DestinationEncryptionAlgorithm": "string",
"KeyId": "string",
"SourceEncryptionAlgorithm": "string",
"SourceKeyId": "string"

}

MRFUNEAEAEERFRERMEXFTHNESMY , AIXERFBERMN SourceKeyld 2 FEHIM,

Eiyikanyika: Yk 24
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AWS KMS AR /E

AWS KMS AEBER LIRS Bt £ B ERRHREARE HSMs.
30

.+ BERBERE

- AEBRZS

- SEHSRWERER

- BAKRE

e 320 0 48 J AR B

WHEEREE AWS KMS BRIGEES AWS EiE BARE. #HEaes —HTEENER. —E8
A, Uk —EBARIAETRNMETR, RESRKREEBRNEEKEN HSM 2B A, MEHRER
TR R

=%

R 2R 58 B L B Y M 2 AR
&

BRBEXEN HSMBE , 8 ELRHESRNLEHESR.
EEXRE

KRUBEHEEFNER, LARESRNA® AWSKMS EEFHRBEH ) HNEE,
HA

HAREBERTTEEE HSM LT THHRBRREE,
mE TR

BRiE@EPEANRESHR HELM) FE.,

TERAMRBEEAR HSM, HSM BEIRE 2 BNBERESREDS S ELNBRFR.

RE M B E 25
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TR

RIMPRIFTE HSM A —EEEER , DK, }, ELTREZBMIREELEXNLA, ELNESE
ARG R LA FE A = BR#E & BV ET HSMo

—HEBEER DK} — e —EERATNEESER  URBECSFANEESR, SHhRAES
i, UERAWS FESREENERS - £ 1 52, ERASRWNHE , MEENFREESRTM
ZMNHEE KMS £RBEEFNERATRESRTEFRNE. FERDNBEESR T ARIMBEMTHH
EKT, E5ARKEHBRASS|/RBNRERN , BHRNEH SR IERARER L MEN EKT,

E B HEEF R

FECHRSRERHGZSEECBNRE, EREBFELEMARELREAMERTH, BEHRE
SELABRLHNBEFTR.

=%

P RER Bl t E E RV B LB R
&

BREEKEN HSMBE , SEEBRENHELNE LR,
BT

B, AFRESRURRREBBECEENAGTEE,
A

W E BB EG T HSM BEKE L BT T HERAEE
ENEA S SR

EHNZNESEER. AEcREHLASERENRERNEETNE , SREELFHESR
o

BqE
HSM B4 2B RENERE , LEREHMEMREBHMEHEKE.

EHNREFHEREENERKE , ARRRANERRAE,

sl 26


https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-5/final
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\ Labs
EIR A ARRE

MEREREBHMHRFNGTETEE, ELLFUREXPAPIEASRENBTE, BAHT
HSM S &R R , AR ENHBVPH SR, ELTTEUSAGTAERETRRE K HERET
EREBRRETETE (MTBMRR).

BERABLCNREREN HSM B2 —HEBTEENFEBES IR, XFRY  URSREIUNE
WY, BBFEERF , AWSKMS EEFRAIMNEMMHKEE , UMEEESFHHE—ME HSM L&,
AR EESEERATELHERNTERIARE, CEREBMARTEZRERIEFSESERN HSM
&

HSM MA##AER  ceREEZMEAPERNHRAY, ELRAEREAFTFEREECRIEE
ITHRFWAREN DT, EHNEERZERABRFEFZRNCRE TEMRE AP RE.

(1) modify domain -
update domain

“
HSM @ state
L ’
@ new domain token
-
update domain
> HSM (D state
@ update domain
L. o
-
e update domain
s @ state
L iy

LRE F R T g i EiRE, kEFESEELSR

A

1. L BAERN G T EEIEE HSM BUSSEE.

2. RIS EAHNBEERE  YEHAFHNELESFZS. RETEHEHR HSM EHREE |, ERTXE
EXSEBRARN HSM,

3. B mEEEEFRERNMEEFAPAEME HSM |, LR A RE 7 AF R EH k&,

4. BIEFELNBFHFAPH HSM AL BR e S NBEFN. RtalRBERSER  UERESE
RAFE HSM MRBEAR &,

HSM TS EZRILER. kit , EEFENHREFREERGNRE , tMEEHMNEL BT
Fo #BERYARFS EMAK S W A A F AR IR R 0 Bl ERE A AV B @ HSM,

BEF MM ARERER HSM BEEINEET AR, MERENEREEBREBEENRETHN.

BRI AREE 27
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B

#F HSM BHFEME , REREBFMBREAENFIERRD s S8,
PN =i

& HSM IIAF@E , S HE B eBEIREERAFEERE. BENRISAFENERIEN
R, LB IS EITRE,

By

# HSM LR U8, METHRABEAE HSM 0% —BRIZH.
BUBERE

EESFHEABRREECRERHIACGCRETNERREE,
BuRE

ERE P ERNBERE R HSM BEHH HSM.
& SR Al

EHE HSM L BT SRR HER UL,
Lo bRt

RUFNBESH , CHHLBTAEATNELLMN. SRRRENEATLRBEEEALMR
LHBERETERBEENEEALR.
RNEEFAZ =

AR =M AWS KMS BEE FE& HSMs 2 Bl as T EEIR PHRMMEMHETREDBELN TERE
B £ HSM R ERBEAMENREABBREFRA EZNCBE TERE,

HEFFDTHRIRATRAMNE-SEEXEDREBUHSM RENEER2RE, ECRITHE
FEER LT R T HERBRAARENRBEGSRETUNITIR KMS ZRNEE. IEEFRE
MRBREABSE AWS ERFEHZFRE,

EREM

ATREALBEH , AWSKMS ERAMETENEREL S E. F—BRERA LA RS HETR
ENREESREVRENER (851 2)F M C(1, 2, ECC DH), lhEE#HEERLEBESERNBB

REEF RS 28


http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf
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FF. MEBIRSELEWHETRMHE /LR Diffie-Hellman (ECDH) €& , AR EHFHE ECDH HEESR|RHN
WA, WHEEA—EETRTRNMENFEESE (£ ECDH), ERZE®R C(1, 2, ECC DH) H£7
£, WHERRER/ER ECDH,

FE_EESMEISER C(2,2,ECC,DH), EERAEEY , EFNE—EFEXEE 2R HEL, %2
MR|EEFH ECOH €48, EEFEZEAMEFESRAMETF SN , SESHK MM ECDH, E

EE® C(2, 2, ECC, DH) HfT4, EEH EHERETE A ECDH B ECDHE, FiE ECDH £ig#e
£ 4R secp384r1 (NIST-P384) EE4E,

HSM Z£i8 5%

WAL L RE AWS KMS & HSM, HSM #EEERE , MEAREHMERRIERENERATER
RE, EYVRCHE  SEAXENZRRESHREBRREHSM , UEERAGFEVHEARE, HSM
WBBEZBREMERASEREERMITIEED | IE HSM BHIRERERSER , SEAHNIEE
MBS E R

HSM APl #2EEZEBER G EBREETHETNERRIEE THEREETRE.
4 A

Command Authgnticated APIs
Host & Domain Management

'Session Authen]?cated APIs
Customer Key Operations

J/

\ HSM

HRFENDT

HHBEND T RHEEEELRS HSM, FHHRATHMEY, BENRIUGMBAERN BT,
LR BNEERE, fl0, %6 Foo EEAE Bar WRMERKE , NWETRE. BUNBRIBUNBLAE
BODSE=EIR. F-IRIEDTEY  F_SIERXGHMECRELETEE  F=S=RT
MET,

ATSIANELEHS  BRRE—HEENSEXELESBNAG (QOS,} , UR—HAHEARL QR =
{Command;, Rule 4} , EFEER AR —EABNHNEE N {Role, N} HRMEMER A
T, mMTEREXEBRIR {(QOS} FH—HEFXEHE , FHHFESARTSIEHNRAZ—, W5
iR | ERBMEFEFEEE S REARER E H v RBEF R TR

BRL  HREBEGHESBNS Sigr = Sign(dO,q, Command), E—ZEBEFEXEELGEEGD Sigy =
Sign(dOp,, Command), #EZEZFNALEEEE HSM #1T. HSM BHITUTRE

HSM Z4£38 57 29


http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf
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1. R BEEZE  ceRtP@EREENEZTEN LGSR , URIHTSTLNEE,
CEREXEEEERSRENTHRAAL

ERFEN TERK

LN EWRESEEE AL AWS KMS EHM HSMs 2 B#11T. EL T RERREZSWMAVEILM
EAUREZE2NREREFELERR. ST ERBIHN HSM 2EH TEREBREBELHT. KT
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