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HEEE R WebRTC B9 Amazon Kinesis Video Streams ?

WebRTC 2 —BRMAEMAME K AEABRNTEREARN CEEBBHE AP ETEIRHER (RTC).
FABERNEERNE SR 2 BETERERRTE , WIRHEAEARBBSMENRLEERRS
o WebRTC SRR TEUENZLARERNENBRNEAHERE , BETE—H IETF BA
HE , BIEANEIL Y ZIELRM Interactive Connectivity Establishment, Traversal Using Relay
around NAT (TURN) # Session Traversal Utilities for NAT (STUN),

Amazon Kinesis Video Streams S\ £ 2 E el F S B LR WebRTC BE, B LAFEA Amazon
Kinesis Video Streams with WebRTC Z£ Bl R RIEE , REFMESH loT HXEHFFS
WebRTC BEMITEIS Web B[ 2B , MTEQOZAIRALDS. RARLZTEURE , EFFTEE
B, MITRIERIEMEE WebRTC HEHNERERERME , IR SFEREAFRSS , U EEARERS
MEEBZELZEHEBERIEE,

f# M Kinesis Video Streams & WebRTC , & 0] AR R ith 5 Bl iFpeer-to-peeriR B B REERARE
X, IARECARGIBIEIE oT BE, BEAESNTHRECEANNRIAREH EBMH, &
EERARANTUEPREERERNER. BEEXZFAGAMGKREREMO. BEZITIEREHMEEA
WHEEEFH LBRIRESMER  SUREREHMSEA |, FUOLE,

MREBEE— 2 FE A Kinesis Video Streams with WebRTC , BB EREBEUTEE -

- BEAFK
* Amazon Kinesis Video Streams with WebRTC SDK in C for embedded device

« HEARK Web ERRERA JavaScript FH Amazon Kinesis Video Streams with WebRTC SDK
WebRTC

« Android ix Amazon Kinesis Video Streams WebRTC F&E#

« EAM i0S B Amazon Kinesis Video Streams WebRTC IR EH
- I A API

- &8 ¥HE REST API

« B ¥ HE Websocket API



https://www.ietf.org/rfc/rfc5245.txt
https://tools.ietf.org/html/rfc5766
https://tools.ietf.org/html/rfc5766
https://www.ietf.org/rfc/rfc5389.txt
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/what-is-kinesis-video.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Signaling_Channels.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-websocket-apis.html
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ES AN

(® Note
# 15 A% # Amazon Kinesis Video Streams with WebRTC AWS GovCloud (US) Region,

Amazon Kinesis Video Streams with WebRTC A7 F 5 [EiEE A -

15 & AWS [EiHTF
EERI (H%E) us-east-2
BRI (#E B L) us-east-1
EEFEIP (RERA) us-west-2
Africa (Cape Town) af-south-1
DAREE (BE) ap-east-1
RAREHE (ZE) ap-south-1
TAXEE (BH) ap-northeast-2
SRAREE (Frinig) ap-southeast-1
DERESE (BHR) ap-southeast-2
DARESE (RR) ap-northeast-1
&K (FER) ca-central-1
BN CEEEE) eu-central-1
BN (BE®) eu-west-1

BN (fR3) eu-west-2
BN (E2E) eu-west-3

35 7] A 1
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[Ei% & 8 AWS E S
EEM (BRE) sa-east-1
BRI

Amazon Kinesis Video Streams with WebRTC R £ Web BB 25, TEIZEEMEMEA WebRTC K FE
AEXZEETIRGEABEH. CRHZLATERNERRE  ARBER R REAEN. BEHA
. REBEREER  UREHEHM AWS RENES, ANERE RENERER. THNI/ERRE

% B AR R EL B 5T IR BRI 4 561

&

- EEHE

- BAiBE

« STUN, TURN # ICE sn{a—i2i&4E
-

EEH=

LLT & Amazon Kinesis Video Streams with WebRTC 43 BRI EEATENE S,

FSRBE I RERAREARBIARAL  URR, BRE. EHMNE IS ER, FRASSWIEE
ARA MU M E T HHHERNFRER, T RERQEARERET , AINERERRMN
B2 8 , LKW E R A E AR BEAR DU 1T BB 5557 R 6B 62 A AV M BR AR B BR 1K

RERARX T HFEAFAECANSEER  YSFHoEARREEZEM. IE

REFENRSEREES T ERIAFRE, FARBAETEEARINEA —BEXHHEREZE
ﬁ*ﬁ%ﬁﬂ’ﬂﬁ@ , E-HLBMERPEEER, RBERNEARSEZHENET, £4
ConnectAsMaster APl L & Fmiiss. A% K &Z 10 AEABRIXTUEERESINVET , WA
ConnectAsViewer AP JGEMREIXFAFIAE., ERIFFMER , THHEABEINTIRRRER
EXTUEREERARALS , LB B SRR FEE SR,

R EAIEIB Kinesis Video Streams with WebRTC E{TENRE R RN ML ERERARER (H
m, TEE Web FEARREN., Web BmEH, RERLEBIM, BRERSEE),

BEARX 3
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x
RENERLEREAFAENEEHR | BHRFE(NEEAFRFEENRRRIEL 2 TRER.
/A Important
Bal , —{EAREE R geE — 8.
g
ERERAFBENESHE , REHRRAFIAEN THHA E e TRER, RER[BELEBEE
MAFRERREEMBRRNEEE, —EBARBERSALUE 10 EERHBRER,

B RBA{E A Kinesis Video Streams with WebRTC B |, &t a] LA{E 7 ## WebRTC T2 S 2EFE
BB EAGERM APIs R,

Session Traversal Utilities for NAT (STUN)

—EBRABE , AREREN By , WHIERRR P SHE L EREEYSH RN TR,
Traversal Using Relays around NAT (TURN)

—EfRER , ATH TURN AIRREIMER , WEBXAR[EEEF , LUREREE NAT R4,
Session Description Protocol (SDP)
—ERE  HRERNSERAR , AIU@TE, B8 , BHSR. 58S  FHSHHEERRR
155 B AT LA T R 1R
SDP &%
HAEREAEEN SDP AR , AELE TERRBERRELIE R TIERER. HAFRFEERERAN
&HH.
SDP EI&

HEEEGEEN SDP AL , MERRERBENRS, BEELEIWESH. HlN, REES
RETNESANBEASRR.

B 4
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EBERE L (ICE)

JLRT Web 21 E 25 B2 ¥ S E0 BB HEAVAE SR,
ICE {&:&18

A 80 U 4 35 B R PR SRAB AR )5 0%

STUN, TURN # ICE fn{a — 2 1E4E

BRE%E AN B MEYSEE  MEHEHA WebRTC B B miH R =7 (Flan , RENKERRE
N)o B AMITERRHR B RSBEMERER?

ATEREBWEARN K ANERAEAMLEAEL SDP 2%, SDP RHE= ANEAEXREY
M TERRNERER , SREATEERR, EREAERRATERERSE, B2 ICE REHE
B, L ERUHBHERARAEHARERE AN IP MEREREH,

ATERE ICERBERFE K ANEARENSMD STUN fRRSERE —ESRFER, FARFERZEHFBRN
NE P FEEER Y. ANERARENKS —HHEE ICERBREE , fOFER , WK ICE &E
IEO A E@@Fﬁ*ﬁﬁ—ﬂ%ﬁi”ﬂﬁ |CE ﬂ;iglﬁ y E)ﬁﬁ_“’j\ﬁlil SDPo

ETHR ANEARAMNEZBELEAEXBANTAEIEE , & SDP HiXF B HWERRE
o WebRTC ZEW KRR EMRIBHNEHBARE. ATLUER HTTPS , % WebSocket M E At
BAABERHIT,

i, BHEAEALEEL SDP BE, BWERENER A EL—FERANMARIER | KK ICE &
BEE, AR BNEREAFTERL SDP BEEEE A NEARR,

£ A M B X SDPsz# , g7 —RIINERRE, EEERARERAT , ICEZEERAEY
75 SDP HIRFIKEEHRIIRE IP/EESREY | YA STUN BREEZHEYH., NR5E—EEAERX
BErOE  AERERAEFERARERY , WX IPEEERHERAENN ICE RIBIE,

PR IPERERH EERERRER  BRARASXSIWREEAEF —ERGHEREY. ZH
BH®k  RENEREERARX CERE.

MRE—EAEARTIBEBEFREN IPAEZIERY |, AI€M@ TURN [ARESIEE STUN B3R , L
IS HEEEE N, BEMVURAE IP it MEEE  TEEATERAERAENKRINES , UREHE
EMiat, A%, HWEXEMUEFIERGREIEEE | WEBARBEER,

T

& H WebRTC B Kinesis Video Streams @& T3t :

STUN. TURN # ICE fn{a— 2 &4k 5
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- BEI¥AE

3
¥

EBHTETH A EFER WebRTC FASESEIE 2 M#EE Kinesis Video Streams, MEFMMEA ,
B Amazon Kinesis Video Streams AP| 2%,

. Pk

AR EE WebRTC Fshin®: , AIREARX KL 2ER , UETHEMAGRESR, #

8% ;T8 8 Amazon Kinesis Video Signaling REST AP F1—#8 Websocket APl
+ STUN

LT EE STUN Indh , ERARENUR NAT S ERAGE , ELRBATREAENRRALNE
|P 3tb3ik,

« TURN

W HERE TURN S  EEAEAELBHE S REER EERETIESEEREIXERE,
« Kinesis Video Streams WebRTC B E#

EEREUUERENEARXAFRGK TR, RRNRENURBRENE , TZEES WebRTC Zh&E
B 1% loT HEHETEEEN ML HREBER. ELSDKstEE Android, iOS F1 Web @ﬂﬁz'ﬁﬁﬁﬁ
ImEESTAS Kinesis Video Streams B2 WebRTC FA5%. TURN H STUN ZhaEEa £/ WebRTC HHAEH
T8k Web BHREES

* Amazon Kinesis Video Streams with WebRTC SDK in C for embedded device

- BAM Web FERTER K JavaScript Y Amazon Kinesis Video Streams with WebRTC SDK
WebRTC

« Android ik Amazon Kinesis Video Streams WebRTC B E#4
- EHAM I0S B Amazon Kinesis Video Streams WebRTC B EH

%,ubgi}z

AEHHEFEHE WebRTC #H Amazon Kinesis Video Streams WEAZRHKFR , BB ERMIER
B, cthasEEELRNHEREER,

AR ER
£/ WebRTC H Kinesis Video Streams #5588 FRI5 im B Y —ARER A ESR 0T -

o FEER HIREM HTTPS FEM https://*.kinesisvideo.{region}.amazonaws.com

REER 6


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Signaling_Channels.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-websocket-apis.html
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« WebSocket i BV E S wss://* . kinesisvideo. {region}.amazonaws.com

« STUN fRIBRZF{L M stun:stun.kinesisvideo.{aws-region}.amazonaws.com:443

« TURN fAlBRZF{LM turn:_._.kinesisvideo.{aws-region}.amazonaws.com: 443l
turns:_._.kinesisvideo.{aws-region}.amazonaws.com: 443
® Note

STUN F1 TURN falfR=28 B 81 A2 8 IPv6 i,

E¥ZE 2 B B RTCPeerConnection —284 By @A E AT L2 TCP = UDP,

RZEBERRERNERESBpeer-to-peerty IP it , AR #AE ICE 1#iR1E H XM EZBREA
E, EREVEZENEHEER, EEREEEANEXNEAEERBER FILER. HHSELASE
B, ERTLABIER AL,

MR IR IR

MEREWBEBOIAECEEAZEMRET , Wicsk FHFENo valid ICE candidate , AIERAEE
MEEERE, MR AMEI IEEEELR  NEEZEGERERE R EEEES .

AT TSI EER G AR AR I
 MREFETURNEEZIWFER |, FBIELRA TURN,

TURN 7£ C BB EHHTERBRA . 1 JavaScript B EM4 |, 3ZE NAT BETURN onlyH#Y
STUN/TURNE

- BRERBIREZRMAIE , 5B

]II[E]}

AEM TR ( BRIER) .

MRIEEERE VPN , FFHETEE VPN BV ELR,

® Note

& ] LLZ B Kinesis Video Streams TURN Al RESEE K 403 Forbidden IP$§E%. fAfRZZE
888 localhost IPs #Y ICE 1R1ZH ¥ |, #l30 192.168.*5 10.0.0. *,
ETNAE S EHFLEELRTE LM ICE 1RIBH ¥ kB,
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HSRHEITPIER
BLEEATASERERY. BN WebRTC BRHEME , BRERERERN.

& LA export AWS_KVS_LOG_LEVEL=1FREARKEE , £t SDK #52 VERBOSE E#k B,

@ Note
MRESEARBEARTIREEY , ICE REERXSECHEEREE 0x5a00000d.

yu% H WI:,\JE%\&EIJ n¥%ﬂ1§nﬂ ﬁ%ﬁ GitHub,

export AWS_KVS_LOG_LEVEL=1
./kvsWebrtcClientMasterGstSample TestChannel

FHREBEINBOUUTHAER. SuARELAFEREHNERE (ICE) 1RE (IP i MEESE ) E

HY YR ZECH .

2023-02-13 @5:57:16 DEBUG  iceAgentReadyStateSetup(): Selected pair wlUdVOfE+_/

CuBellpl, local candidate type: srflx. Round trip time 7 ms. Local candidate priority:
1694498815, ice candidate pair priority: 7240977859836116990

2023-02-13 05:57:16 INFO onConnectionStateChange(): New connection state 3

2023-02-13 05:57:16 DEBUG rtcPeerConnectionGetMetrics(): ICE local candidate Stats
requested at 16762678365731494

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate IP
Address: XXX.XXX.XXX.XXX

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
type: srflx

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
port: 38563

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
priority: 1694498815

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
transport protocol: udp

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
relay protocol: N/A

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate Ice
server source: stun.kinesisvideo.ap-northeast-1.amazonaws.com

2023-02-13 05:57:16 DEBUG rtcPeerConnectionGetMetrics(): ICE remote candidate Stats
requested at 16762678365732111

ASEEITHRIER


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c/blob/master/README.md#setup-desired-log-level
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2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate IP
Address: XXX.XXX.XXX.XXX

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate
type: srflx

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate
port: 45867

2023-02-13 ©05:57:16 VERBOSE signalingClientGetCurrentState(): Signaling Client Get
Current State

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate
priority: 1685921535

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate
transport protocol: udp

Amazon Kinesis Video Streams with WebRTC FRF&HEC 58

Kinesis Video Streams with WebRTC E& T 5l RSB 4E -

/A Important

TORBERSTEMNEE [s]  HEZEMWEE [h] . EEETRBDEIE LIRS
BEE=Em [s]1 A [h] o

(® Note
TPS RERBHHXZ

]
. EBEIFE AP BRISEE
. %% AP BRI ELEE

- TURN BRI BCEE

« WebRTC HEEURIEELEE
. BB

PEEIFE AP RSB EE
TR SR R4 T E AP HRBEE,

[ 9
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API @ WERKAPIFER AWS IRF S1E KA BEEEN API B3R
R AWS IRF EBEE LR AWS [Eif, LR

CreateSignalingCha 50 TPS [s] - EEAREBR N/A

nnel B (#F Rt

B ) (us-east-1)
EEPEE (R=F
f ) (us-west-2) -

10, 000
. FIEHZEN B

-5, 000
DeleteSignalingCha 50 TPS [h] N/A 5 TPS [h]
nnel
DescribeMediaStora 50 TPS [h] N/A 5 TPS [h]
geConfiguration
DescribeSignalingC 300 TPS [h] N/A 5 TPS [h]
hannel
GetSignalingChanne 300 TPS [h] N/A N/A
IEndpoint
ListSignalingChannels 50 TPS [h] N/A N/A
ListTagsForResource 50 TPS [h] N/A 5 TPS [h]
TagResource 50 TPS [h] N/A 5 TPS [h]
UntagResource 50 TPS [h] N/A 5TPS [h]
UpdateMediaStorage 10 TPS [h] N/A 5 TPS [h]
Configuration
UpdateSignalingCha 50 TPS [h] N/A 5 TPS [h]

nnel

&I E AP RIS ELEE 10
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R AP BRI B8R

T —&55R 88 Kinesis Video Streams with WebRTC A5 T IR HECEE, MMFEFMET |
EH R

3
¢
dn
=

API &L ER 2 BIRY BEMEEN SEFEN SAXERE FAEERR
GO_AWAY FAEERHIE APIBERE WMEFE EEE RFEAR LR
R FBR EFR
ConnectAs 1 28 ( /INEF) 3 TPS (h) 1 (h) 1/0NE (N 10 DEE
Master B ) ( DEF)
ConnectAs 1 Z8&E (/DEF) 3 TPS (h) 10 (#¥) 10K (/N 10 &
Viewer B ) ( DEF)
API APl EERE LR ABRAEHKD LR
SendAlexaOffertoMaster - SEASRIEE 5 TPS (h) N/A

- AWS B35 S8 AWS tRF
(=1 ) 100 TPS

SendICECandidate 218 WebSocket E#R 20 TPS 10k (h)
(h)

SendSDPAnswer =18 WebSocket E#E 5 TPS 10k (h)
(h)

SendSDPOffer 18 WebSocket E#R 5 TPS 10k (h)
(h)

TURN AR5 BL %A

T —EiERBATE Kinesis Video Streams with WebRTC A1 FI B 2 E & NAT (TURN) JT /Y 3582 R 75 B
., WHEFHEEA , F2EEELS,

8% API RIS ELRE 11
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API =% S8 Value
GetlceServerConfig - SEAIKREE 5 TPS (h)

- AWS [EiF ZE AWS IRF ( &1 ) 100 TPS

LIRS 5Mbps ( /NEF)

BAEREWIER 578 (/M)

BREHE FEARIEE 50 @ (h)
WebRTC ##EY Ak #% B &8

T —E&i52 88 Amazon Kinesis Video Streams WebRTC F &R THMRIEERE, MEHMEEA ,
SR E WebRTC 8 A Amazon Kinesis Video Streams REEENFZHUE B,

2

JoinStorageSession

« APl :
. 8 AWS #RF 50 TPS (h)
- J{EEE - 2 TPS (h)
- BRI VEREERECER
« {LJTIEZE - 1 Mbps (s)
- THEFERIFEIGRE - 1 /NEF (h)
- HERKE -3 78 (h)

=

&

FE2 T

RS — EEEN— DS ARSI E — A,
LA S EE R ERERE —ARAEE,

£ WebRTC 1Z2HY Kinesis Video Streams

BRI LAERA T HEA A R B WebRTC A Kinesis Video Streams :

WebRTC #EERR % Bl &8 12
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AWS Management Console

A P9 AWS Management Console

FIEARRERRAE , AAREFEEMER AWS R , 23 Kinesis Video Streams with
WebRTC,

AWS SDKs

AWS RUEEEZEEM (SDKs) , HHF B2 EARSERXRFESNES (fin
Java, Python, Ruby, .NET, iOS. Android & ) WEXEMEARENTE. SDKsiRMHEH

WebRTC 217 Kinesis Video Streams XX ERFTEIMWERHF RN, ME AWS SDKs HHEEER |

SR TRMNZE | F2EEHR Amazon Web Services W T E,
£ WebRTC HTTPS API B9 Kinesis Video Streams

A LAME A Kinesis Video Streams with WebRTC i LA AWS R E&FTH R 1FH Kinesis Video
Streams with WebRTC APIs , EFZ R E M RIEE L API B3R, WEFMER , B2E
Amazon Kinesis Video Streams AP| 2%,

£ WebRTC 12H! Kinesis Video Streams


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://aws.amazon.com/tools/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Reference.html
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B A 2 H

A B35 BA A0{a] £ Amazon Kinesis Video Streams with WebRTC F#11T T 5I{ETS :

- BRELN AWS IEF WEIEES,
« £/ WebRTC FASRSEIEE I Kinesis Video Streams.
+ 7£ Ingenic T31 fEE& L WebRTC §%7E Kinesis Video Streams.,

WMREEYREH Kinesis Video Streams with WebRTC , BB FEEAH R EEE,

RE AWS tRF

2 — X Kinesis Video Streams B2 WebRTC BEERA 28 , SFETHR T HER :
TRE

. M AWS IRF

- BYEEEEERENFERE
« B AWS IRF£18

S AWS IRF
MBHEH AWS 1RF | BB TS BRET —E.
S AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup,
2. FAEREMLETRET,

AMEFN—Ho LREEREFRIAXFALE , W EEFRE - ABRER,

B B AWSIRFE , AWS IRFRERESRIN . REAERFBFINZIRFFHAE AWS R
BHNER. FRAZERAERR  FREEFIEERGERASE  YEECERAREAERUTER
BEAEFEEES.

AWS EEFMEFEREBEEEREFBHRE, B AR E# hitps://aws.amazon.com/ &
BROIRS , USRS B INIREEE L EEIRS,

FRE AWS 1RF 14


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
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BYEREEFHENERE

=t & AWS IRF | FHRE AWS IRFREAE. BUA AWS IAM Identity CenterMEZ M EXEERE |
D& RERERN A EEK,

REZH AWS IREARFERE

1. EEREAELRHA AWS IRF SN EFEHubu , LIRS A EAWS Management Console &
ﬁJ\;’_E'-YfA o E-F_EEF y ﬁlfgﬂggﬁﬁo

MEFHABEAERANRR , F2REAAWS BA FAEEEPNUEEAES D E A,
2. EELHLMBREABIRFLRAZSEERZRE (MFA),

WERSA  F2E (AM EHEER) PHSEHN AWS IRF BEAE (F2E8 ) BAESR
MFA £E&,

BYEBAEEFRENERE

1. A IAM Identity Center,

MEER , FZE (AWS IAM Identity Center EHEIERE) PRV AWS IAM Identity Center,
2. 1£ IAM Identity Center # , i EEFRERFEAE,

MFEMEA IAM Identity Center B # %5 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(EREERY PNFEAERERESHEFIIAM Identity Center B #%.

LERERFRENERAESSEA

EEEAEK 1AM Identity Center (A& HE , FBHEMAEI IAM Identity Center £ & BEIXE
BT EM B URL,

WMEFEMA IAM Identity Center EFEEAMRE , FSBAWS BA (FEREER) PHEA
AWS FERA O,

EREFIEGHMERE
1. 7 IAM Identity Center 7 , B —EFF I EREBEAREERNREER.

MET , S (AWS IAM ldentity Center FA &SR PWEILFIE,

BYEAEEFRENERE 15



https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
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2. BERERRERE  RRAZFAERE -2 AFIHE,

MERT , F2E (AWS IAM Identity Center A& ERE) hHVHIEEE,

B AWS IRE €488
WEE AWS tRF €88 B R A X 1FE Kinesis Video Streams with WebRTC.,
EEREYT AWSIRE &8 , BT THEE :

1. & A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/iam/ BERX IAM
FEA,

2. HEEEBIEIE Users (EAE) , ARIERE Administrator (B E) £FAE.

3. BARK Security credentials (ZR£ B AER) B , A%REE Create access key BIIFEEIR).

4. FC8% Access key ID (ZEi£18 ID), BEEEAEEHNSBTER , ARLCHILBFIEE,

B AR

Kinesis Video Streams with WebRTC FA3REE B B R 1E WebRTC A Fif 2 B2 3 M # Fpeer-to-
peerERFTENARALS . EREETEREERIERTEE (SDP) REAR SN IERBRSENER , U
R BEERNEHRET (ICE) 1XiEE B LUINESRABEN,

EEEVHANEE , 5™ CreateSignalingChannel APl, B AR MR AWS Management
Console AWS CLIFE #—1{& AWS SDKs WA APl

/A Important
FARC MEE ARN , HEEREE.

AWS Management Console
AT FHIERE

1. BABMZ R https : //https://console.aws.amazon.com/kinesisvideo/home/#/signalingChannels
B Kinesis Video Streams Signaling Channels £ &,

2. 1#IE Create signaling channel (I FAHREE).

B AWS IRE &8 16


https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://console.aws.amazon.com/kinesisvideo/home/#/signalingChannels
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3. EERVHNAMMEREL , BAARBEENEHE,

48 FER Time-to-live(Tt) ERE A 60 B,
212 Create signaling channel (B3 FIR5EE),
4. BAUAGEER  EREBEEFAEAEE LNFEFEMAER
AWS CLI

HRIBRELHE AWS CLI ERE , MNEFMENR , 582 E "AWS Command Line Interface £ &
FEE .

MELERE |, FS2BAWS Command Line Interface ( EHAEIER) . R#E%R , FARXAEHM
[Eig % E AWS CLl,

HE , RS RREILEETE AWS CLI B9 AWS CloudShell 4Rk, tNEHMEER |, 588 AWS
CloudShell fEA& B,

F/H 1T T % Create-Signaling-Channel 5 AWS CLI :

aws kinesisvideo create-signaling-channel \
--channel-name "YourChannelName" \
--region "us-west-2"

CIFEM TR :
{
"ChannelARN": "arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123"
}
AWS SDK

WRENEH ERERH ZZM_JEFH B K JavaScript B AWS SDK v2 217 Kinesis Video Streams with
WebRTC FASRIEE, FEEAMEEM AWS SDKsTE , B —REAFMEE. £ GitHub ERETEN
EXIEEH,

E 1] Kinesis Video Streams A Fi, E2AXRMW CreateSignalingChannel API B A Fi%

const clientConfig = {

B ASREE 17


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cli/latest/reference/kinesisvideo/create-signaling-channel.html
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/createSignalingChannel.js
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accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

£H A FmPMEA CreateSignalingChannel API,

const createSignalingChannelResponse = await kinesisVideoClient
.createSignalingChannel({
ChannelName: 'YourChannelName',

1

.promise();
SIENE
console.log(createSignalingChannelResponse.ChannelARN);

ERLEABHAIMNENRHEERE GitHub L&A, MAZHNES. AWS BRENARAENBH,

R T,
B |Ingenic T31 &

(® Note

AWS A ELMEMARZEALESE , B FRBEESEEEE, KIEBRLL Amazon Kinesis
Video Streams BB BIEAER K BEHGHEFREHE.

SEMRIELREF | 7 Ingenic T31 FEB £ 5% E Amazon Kinesis Video Streams with WebRTC.,
T&EHEXS
1. REBREB %,

ELLZEBRED | 557 Downloads ERlKingenicREI B A MY B &%

mkdir ~/Downloads/ingenic

RIEAF : Ingenic T31 B


https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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cd ~/Downloads/ingenic

2. BTHREEESRIEHHEE S : https : //https://github.com/aws-samples/amazon-kinesis-video-
streams-media-interface,

git clone https://github.com/aws-samples/amazon-kinesis-video-streams-media-
interface.git

REEBERE

1. BBEEIEHEMNTELRERE Docker B& , WiGEMIE ingenic BRIK,

/A Important
TE@ETREREERN CPU BEMAMTRE, FaAREANEE#RNTRRE,

2. B AIngenic-T31-app-build.tar.gzDocker B,

docker load --input ./Ingenic-T31l-app-build.tar.gz

AN HER

580272b5675c: Loading layer [==================================================>]
1.666GB/1.666GB

Loaded image ID:
sha256:76d41ef9b2f53ad32a33f00ael10df3d1b491378a4005e19€a989ce97e99bcl

iaac N Image Ido AT —EFZ R+ , EHFENRIER,

3. HMATHGT , SEMERK LA BEFIB # (~/Downloads/ingenic) #E 2| Docker BEFAHY/
ingenicMappedFolder B &,

e Tt EEAK R TERRUEBNEXINTESR, ESERHRAEA Bash shell , AIREZE
?&#ﬂ: Thp %o

docker run \
-v “pwd’ :/ingenicMappedFolder \
-it 76d41ef9b2f53ad3f2a33f00aell0df3d1lb491378a4005e19€a989ce97e99bcl \
/bin/bash

RERERR 19


https://github.com/aws-samples/amazon-kinesis-video-streams-media-interface
https://github.com/aws-samples/amazon-kinesis-video-streams-media-interface

Kinesis Video Streams

Amazon Kinesis Video Streams WebRTC Bz A 2387

4. #R/ingenicMappedFolderERIRMWAR , UERBEHRBUBRERL.

B

1s /ingenicMappedFolder

5] FE -

AWS-Solution-Remote-Diagnostic-Media-Interface Ingenic-T31-app-build.tar.gz

5. HERY Docker RESCREREEE -

B

env

[E] FE -

CC=mips-linux-gnu-gcc
CXX=mips-linux-gnu-g++

PATH=/mips-gcc540-glibc222-64bit-r3.3.0/bin:/usr/local/sbin:/usr/local/bin:/usr/

sbin:/usr/bin:/sbin:/bin

6. W5 Docker B3 2 E T EH M Ingenic SDK, TR /ingenic-sdk,

B

1s /

5] FE -

bin
boot
dev
etc
home

ingenic-sdk
ingenicMappedFolder
lib

1ib32

lib64

1ibx32

media
mips-gcc540-glibc222-64bit-r3.3.0
mnt

opt

proc
root
run
sbin
SIv

sys
tmp
usr
var

20
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£ WebRTC FEHERXEE Amazon Kinesis Video Streams

1. BATIHAR :

cd /ingenicMappedFolder/AWS-Solution-Remote-Diagnostic-Media-Interface

cp -r /ingenic-sdk/* \
/ingenicMappedFolder/amazon-kinesis-video-streams-media-interface/3rdparty/T31/

export LDFLAGS=-W1l,--dynamic-linker=/1ib/1d.so.1

mkdir build

cmake -B ./build -DBOARD=T31 -DCMAKE_BUILD_TYPE=Release -DBUILD_WEBRTC_SAMPLES=0ON \
-DBUILD_KVS_SAMPLES=0ON -DBUILD_SAVE_FRAME_SAMPLES=0N

cmake --build ./build --config Release

kvswebrtcmaster-static BEAZEX MR /ingenicMappedFolder/AWS-Solution-
Remote-Diagnostic-Media-Interface/build/samples/webrtc/,

2. HITTHTHEEER Docker BES :
exit

3. TEE#HEs | #EFlkvswebrtcmaster-staticlERARRREEFE.

1s ~/Downloads/ingenic/AWS-Solution-Remote-Diagnostic-Media-Interface/build/
samples/webrtc/kvswebrtcmaster-static

HEAEX LEERE
1. EEMEEL SBECEMRERIINE SD .

cp ~/Downloads/ingenic/AWS-Solution-Remote-Diagnostic-Media-Interface/build/
samples/webrtc/kvswebrtcmaster-static /Volumes/IngenicSDCard

2. THIk pemEE , WigHE B KX MA micro SD <Hcert. pem,
3.  # micro SD A micro SD Fi#E#E,

%7 2§5tb

1. BFYEZFEBETEEZEZTIEIR , WTATR.

£ WebRTC FEHREREE 21


https://www.amazontrust.com/repository/AmazonRootCA1.pem
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2. BZAMBNEREB/ALEE, 412 LED ESHR.
3. MBEMMESEZEZERFIIEFEETE FM micro-usb 1EHE,
4, WMEEENEE .

1s /dev/tty.*

(® Note

MREBZETTY KE |, FHIEWE TTY LER Ingenic ERER, HEi% B R T A E
R, RRISBRHT. KBS TEEIREESR,

5. fFf screensiEtFYERETE (HlM0 , Tera Term) EEF T, BHERERES 115200,
screen /dev/tty.usbserial-XXXXXXX 115200

6. RBFEHNBHRAGREREBENEE

3R Shell TR ERE# , RIBAMEET. M boota & RME Linux EERM , AR
B SRWEERE T,

ERERE 22
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- R Shell TERBEEREEA , FRALNEE,
- MREBMEZAH , 75 Enter,

- MREBMAERIEER Cannot exec '/dev/tty.usbserial-XXXXXXX': No such file
or directory , BB EFEIRF I RBE BN MEERER,

# micro SD FHE BB L

1. BB :

® Note
EtgEplF , HfIEM sdcard,

mkdir /tmp/sdcard

2. BMATHARE , # micro SD FHEE ERIK :
mount /dev/mmcblk@pl /tmp/sdcard

3. BMEERRNAR :

1s /tmp/sdcard

HITEARER
1. EEFHEHEK
cd /tmp/sdcard

2. RERRELHLENBAERNAEMER :

export AWS_ACCESS_KEY_ID=ID

export AWS_SECRET_ACCESS_KEY=key

export AWS_DEFAULT_REGION=us-west-2
export AWS_KVS_CACERT_PATH="pwd /cert.pem

#& micro SD FHEEIERR L 23
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3. HTEAREN:

./kvswebrtcmaster-static channel-name

WiR R e

EERGER  FURGRIOEREAFINE, WFHH , FSETIEEH .

« JavaScript

« AWS Management Console

» Android

. i0s

R

AHIEHMEINE REENEE,

ERREBRMEED TR IFNIT Kls /dev/tty.* , HETEHETR.
EEMJ_%?%EIFJ?’E%?%%BE:’%{% ECBHMER. BE USB-to-TTY £& FHFT LED I8 R"ER

B, MEEBMAEEE , nﬁﬂﬁﬁ%ﬁﬁf'ﬁu\ﬁ SOENEEDERRNEE,
FERRA B LEREAR

MR WEI T H AP — R

SSL error: certificate is not yet valid

(3

2024-09-19 08:56:34.920 WARN lwsHttpCallbackRoutine(): Received client http read
response: { "message": "Signature expired: 20240919T085634Z is now earlier than
20240919T155135Z (20240919T155635Z - 5 min.)" }

IERTEN Ingenic ERIR EANRETER, 1T date R RBFE— B, BIERENIERRER
B, RAEBRATEARER,

BRI 24
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BEERTFE , ERAEXNEZRE
MRIBRRBREL

-sh ./kvswebrtcmaster-static: not found

ERTEERBERTIEAER ELF FREP I HAMAMKME, 0, libcERE L,

BE  EXRTHAEANTEEEERRTES , SUEFRER (LDFLAGS) RIEMEM A FNENXER
8, BERHTHEARERAAKE,

HMEEMH T EHE (uclibc B8 glibcREMA ) FEEHMR LA | IIRIE LDFLAGS R Ethe
section called “f WebRTC FEREREE",

WA EE A SD < ?

ZEHH microSD + , FFEA 5 :

umount /tmp/sdcard

RS0 25
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M

R BN IEEE (SDKs)

1£ Amazon Kinesis Video Streams WebRTC & , $IE R R EAZBAFREBETHRE D F RN

B, Amazon Kinesis Video Streams with WebRTC SDKs easy-to-usefV B2 E , BAI LU THI %

B EEEEREEAREE LR EAHENEENEAERA R
Amazon Kinesis Video Streams with WebRTC & & T 5ISDKs :

* Amazon Kinesis Video Streams with WebRTC SDK in C for embedded device

- BRARK Web ERTEXH JavaScript 9 Amazon Kinesis Video Streams with WebRTC SDK
WebRTC

« Android Bx Amazon Kinesis Video Streams WebRTC B E#
- EAR IOS B Amazon Kinesis Video Streams WebRTC BI&E#

S8 SDK I EHENEHIMZ L ISR , IR ERENSTELEARER. B LIERELEH
HITREEE, BIEF, ERmMFAFAASER , URTE Web/Android/iOS FERRRXRBMARNEENEM
HEZEETERNRE, RAOFER  SUUBRARNBEFREBWERZAFNKRASRRE Android =
Web ERER , SEM{E Android EARER 2 B8,

Amazon Kinesis Video Streams with WebRTC SDK in C for
embedded device

LA T step-by-stepiR FHRREA MM T &, BEMHATEARBRARNERE C B Kinesis Video Streams with
WebRTC SDK & H¥f FERI 51,

X ET5IE0R:R

- Bk

y

+ G.711 A-Law
+ G.711 U-Law
* Opus

- ®h
+ H.264
« H.265

BARBRARKEN C RBEEHS

26
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+ VP8

THHRERBEEHNF

£2EHE C PARTREE T H Kinesis Video Streams with WebRTC SDK , F#{T A& S :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c.git

Z#E SDK

/A Important

£ macOS LEREL LR ZH , RIBEHEB N macOS A , BAEHIT xcode-select
--install UEAGSH I EMNEBETEHEN. A% /Library/Developer/
CommandLineTools/Packages/mac0S_SDK_headers_for_mac0S_10.14.pkg IiETE
ZREREARZEGCIHIENEE, ERFEEWA 2H#T K. cmakelIREBEREm
SHIEMNER , AIFEEBRHTHT S

1. &% CMake :

« £ macOS L , #1T brew install cmake pkg-config srtp

« f£ Ubuntu £ , #19T7 sudo apt-get install pkg-config cmake libcap2 libcap-
dev

2. MBZERARILTREZ AWS IRF WERSRNALZE SR,
3. BTUT@S , EETHEMN WebRTC C REEMHFEI build Bk , RERPHIT cmake :

$ mkdir -p amazon-kinesis-video-streams-webrtc-sdk-c/build; cd amazon-kinesis-
video-streams-webrtc-sdk-c/build; cmake ..

4. BRELENVRERIER LARSREYMNbuildB &% , 1T make REE WebRTC C BBREH

R HEHEH,

THHRERABREN
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® Note

MRRFKE M AKRgstreamerZ# | BlkvsWebrtcClientMasterGstSample F &%
B, ZERRHECEE (£ macOS L) , BHA#HIT . brew install gstreamer
gst-plugins-base gst-plugins-good

1T SDK &l

TR LERREFZE , &REE build BHFEHBETIE@FIEARER !

« kvsWebrtcClientMaster - thFE AR EIB AR IREFEIXE B H264/Opus FI& (BB : /samples/
h264SampleFrames 1 /samples/opusSampleFrames), U 2EZEANZHA (MREBES P
). ERERIMER  BEELREINKINSAHENHPEER,

« kvsWebrtcClientViewer - tbFEARERNEZ I EN 5| H| H264/Opus F1&,

« kvsWebrtcClientMasterGstSample - ttFEFAER # GStreamer BB X 5] H264/Opus ¥
o

BEPTEMELEN , FTKTFISER
1. EAEA AWS IRF ERREL

&3
&F
i
s

export AWS_ACCESS_KEY_ID=YourAccessKey
export AWS_SECRET_ACCESS_KEY=YourSecretKey
export AWS_DEFAULT_REGION=YourAWSRegion

MREERAN R AWS BE , WFEH TERRFHA

export AWS_SESSION_TOKEN=YourSessionToken

MREBEHF] CA BRBEERE , BAUEATIARAEKRE

export AWS_KVS_CACERT_PATH=. . /certs/cert.pem

#1T SDK &34l 28
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® Note
RIZTERR , SSL CA BEFRES ../certs/cert.pem , F§[E GitHub Lt EFEFRHER,

2. BEERFARBENZERELRET—RBAEJERAER , UBTERAEN. ERAEXSEAEEM
WEBRIARIEE, F , BEERIT LA myChannel WEASEIEE | I BILAIEIR I 5858 5% E 4
H264/Opus ## , BHT TGS

./kvsWebrtcClientMaster myChannel

TSI ERAERXFIN Connection established B , LA LBEHETT —ES B,

3. BE, ANEECEY , HEENEIHREEKERBREZAFREE , SR ItkER. Hla
BAILATE Web FERREX PR LLENEE SRR, BEEERM , BEMA PP B WebRTC SDK I
HEE, FREfEAESYFERAEE LR RAKRSEENHER AWS ZEAER MR MNAREE
REXETHIE :

- IFEEH® ID

- REBIFERSHR

- ERIEEER

- AF#% D (Zi21)

E1E Start viewer (BB 2T) , B E B H264/Opus FH& A BN EFARFA R

FRHBRE

W REMAEEZENESE  WHEHIRERERMN WebRTC B9 Amazon Kinesis Video Streams.,

BERAM Web FERAER A JavaScript 89 Amazon Kinesis Video
Streams with WebRTC SDK WebRTC

BAILATEE A Web FERTER A JavaScript F#% 2| Kinesis Video Streams with WebRTC SDK , A K&
H7E GitHub V¥ eS|, JavaScript

£
REYREHREN
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c/blob/master/certs/cert.pem
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FiZ A 215/

« WebRTC JavaScript SDK X
- FREHIEARER
. fmEEEHIFE AER

RUBHEEN

£ JavaScript F{#£H WebRTC & EM4HZ# Kinesis Video Streams 2B R MM ZHEUARERER
B1ENode. jsEERBBERESBPHIT.

NodedS module

£ JavaScript for Node.js £ WebRTC B EH L& Kinesis Video Streams W EESGE=ZFE
F Node.js EHEEE npm,

EHFEER https : //https://www.npmjs.com/package/amazon-kinesis-video-streams-webrtc,

EE7ENode. jsERHPLE I SDK , FFEARFREESTHEEREN HEIMNE
$#%package.json :

BMATIHAR :

npm install amazon-kinesis-video-streams-webrtc

&R LAFEA SDK $ 5! , HIans A Ay Node.js 48

// JavaScript

const SignalingClient = require('amazon-kinesis-video-streams-
webrtc').SignalingClient;

// TypeScript

import { SignalingClient } from 'amazon-kinesis-video-streams-webrtc';

Browser

BEFZTEZE , CRERERETRTEARBREEN, SLER HTML EEFH AWS 1§
T, EER HAFKEN SDK £

HEERERPEM SDK , BB THESHB URMEE HTML BEH :

<script src="https://unpkg.com/amazon-kinesis-video-streams-webrtc/dist/kvs-
webrtc.min.js"></script>
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https://www.npmjs.com/
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ELKHRRHEZRE4EAZTERR , EUHRSEE R KVSWebRTC (5 window.KVSWebRTC) Bl#E
ZEEBERES,

540 : window.KVSWebRTC.SignalingClient,

WebRTC JavaScript SDK U4

SDK 773 X HAL A GitHub &4 X T https://github.com/awslabs/amazon-kinesis-video-streams-
webrtc-sdk-js?tab=readme-ov-file#documentation,

ERERET , BESLL SDK MEA R JavaScript B AWS SDK LUEE Web Bt EAEXNE
&

NEEREARINES , QETBNRABAL , HSH exanplesH .
EREMEARER

Kinesis Video Streams with WebRTC t 2FEE & HIERREN , B UAFEAZERENRE LA A
$EE  REEERANEE , YEHEAETHERRIEES,

Kinesis Video Streams with WebRTC i fE AR K GitHub =,
FEHIEARXHELXTMURN examples B # 9,

e

o 1RE G EARER Bpeer-to-peerE i E AWS Management Console
o 1REHIERRER Bifpeer-to-peer® £ 4l FE HFER

« £ WebRTC #E , #t&i 4| B H & Fpeer-to-peerfi | B H

te i 5l A2 & peer-to-peerf i Z AWS Management Console

1. {#EF WebRTC £iIfEAE B Kinesis Video Streams , W58 T FI1R1E :

« AWS [EIF, #li0 , us-west-2,

« IAM ERESHARH AWS FRERVNLRER, IREEARYE AWS BR , B TIERERT
RFREZH,

- BEERNARBEN B,
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js?tab=readme-ov-file#documentation
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js?tab=readme-ov-file#documentation
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js?tab=readme-ov-file#usage
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FiZ A 215/

MREEEEREMNARBE |, BFBEFREVIRE , LRI EBHFRPAARFENAREE.

® Note

BRRFNESNFRBEERBLARE -, BAUERZE, BF. KR () &
7% (-) , BT REERZERS

- REEBEAEA. RATmE.

« WebRTC HEM#TF. RS A RRBEFETIHEP—1E
- EIABYIETHEEES
- MERENABHERIES I FHBERRES OFF,

® Note

B Bp | B #EEAR =X AT 3 P 2 X Y DescribeMediaStorageConfiguration API | B3R
EEEBEER FHIT (Peer-to-peersk WebRTC #EL ) ., tEESAK API FEIYE & D
EFEEREERE,

MBEEELEMENFFREEEEBEENFET , FEAFBDESHKIBL API FI,

« BEEX ICERZBIER, RESTUN/TURNEZERIGRIFTrickle ICERKAAREE,
2. EIZF Start Master LUEEZEFIEE,

MEFE , AFFIENESEAN/RERE,
3. £ #BARK Kinesis Video Streams £ & AWS Management Console,

EECEEIEREMNIED,
4, EEREEG  BEFAEEE,

EHERFAFRENEE. WAEFE , FERAESI.
5. RAKBERRESKRER.
6. EERHBRERLNERZRE, SN WENIMA WebRTC T/EREEviewer,

EREEH LEENFEBEXSRETRE P AWS Management Console.
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://console.aws.amazon.com/kinesisvideo/home/
https://console.aws.amazon.com/kinesisvideo/home#/signalingChannels/

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FiZ A 215/

&G FEARE Bipeer-to-peerF| E | FEATES

1. {EH WebRTC &I AERBRX Kinesis Video Streams , WIEE N HI&EH -

« AWS [EiF, #I#0 , us-west-2,

- IAM ERERACH AWS FRERNLFER. RECARYE AWS BR , S TIERERT
RFREZH,

- BEERNARBENERE,

MREGBEERIFTNARBAE | FEEFREVIRE , LBYEFARPAAR/ENAREE.

® Note

BantkFNESNFRBEERBLARE -, BUUERFE, BF. KR () NE
7% (-) , BT RRERZEMS

- RERBEEEA. BAIME,
« WebRTC I M#TF. RS A RARBETIHD—1E
- EEE B¥IETHEEUR K.
- FRERENEBHEFEIER  WRFHBERRER OFF,

® Note

B B4 B B =X T s FE A2 XA DescribeMediaStorageConfiguration APl , LR
EEEBEER FHIT (Peer-to-peersk WebRTC #E ) ., LtEEIAK API FEIY S & D
EFNEERBRME,

MBEELEMENFFREEEEBEENFBT , FEAFBDESEKIBL API FI,

« BXL ICE®ZEE, RESTUN/TURNEEY{RETrickle ICERUAAREE,
2. £ Start Master L ffiBmaster B BEEZAEIEE,

WETEE  AFFNENBEIHMN/HERE.

3. BRZE—ERERXRGIEER , WFEHA WebRTC £ 4IfE 2= B Kinesis Video Streams. FE®
AFBTHITHFIEERA.

4. MBTHEIBIZEMBBIRSE  UlHAviewer ABEGREEEE,

BEZEEIE masterf 2EARBNEEviewer,
{5 WebRTC #fIERARER 33



https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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£ WebRTC HEEY , ¢ &4 B H & Fipeer-to-peerfi 5l B H

1. kMR the section called “{EZI B VAR RERFTE2HE WL HOEREMRT TIEHE
B

2. BfE the section called “i&# 1R 253718 EREE T/ERE Y AFTIERIEE BB E,

BRERSEERERTRT T ERRILRPERER. CMTLUSZANTAELR T TERER,

BEIERREEEESRIENRARSEERIINEE WKEEXEEENB WM,
3. A LAUEIB Kinesis Video Streams 15 K 3R 448 F 46 A #EERAY 1588

mEESIERAER

EE{RE SDK MNEHIEARRUETHE | FERE TR
B R

NodeJS 16+ kR

(® Note
R ZEH https://nodejs.org/en/download : // FTEEFHRAZE (LTS) M4,

fmEE s HlEAEN

1. 1£ JavaScript F T # Kinesis Video Streams with WebRTC SDK,
EREETPMATIIER :
git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js.git
2. f{#H package.json EREEZE BH#, BRUNBTENRB HF,
ERmREPATIIER :

cd amazon-kinesis-video-streams-webrtc-sdk-js

3. HREMXFEE.
ERPERER 34



https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/how-playback.html
https://nodejs.org/en/download
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R IR A TS npm CLI 85 :

npm install

4. BB Web fAIREFARBIRHEBE,

R A TS npm CLI 885 -

npm run develop

5 EEmMBIEIRF , 5FE&EFS hitp : /localhost : 3001/,

BRI LAfREE examples B PV IERRIFEERE,

Android ik Amazon Kinesis Video Streams WebRTC & E#4

THZELSIERRBNMA TR, Z2ENIITERAMN Android B Kinesis Video Streams with WebRTC B
BRE4NRHEENES,

(® Note

Amazon Kinesis Video Streams &% Android L#J IPv6 #bit, 52 BEAERE Android E£E&
FE=H IPve WEEHEE .

THHRERBEEMNF

ZE7 Android P & WebRTC BIREMSH , FHT TGS :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-
android.git

#E SDK

A 21 Android FEE WebRTC BBEH , FBUATHER :

1. amazon-kinesis-video-streams-webrtc-sdk-android/build.gradle £/ Open as
Project BARX , #% Android WebRTC SDK FE A Android Studio #& F2IRE (IDE),

Android SDK 35


https://docs.npmjs.com/cli/v10/commands
https://docs.npmjs.com/cli/v10/commands
http://localhost:3001/
https://www.cactusvpn.com/tutorials/how-to-disable-ipv6-on-android/
https://www.cactusvpn.com/tutorials/how-to-disable-ipv6-on-android/
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2.

MRRE-AHBER  EXSEHHEPL, NRTE , BRERS., ELFIEEERG , FEE
Install missing SDK package(s) (Z2 R4 H SDK E) , AREZRIEE Accept (1£3) WERETE |,
ZERIMASER SDK EH4.

#4T Amazon Cognito (FFAEEEMES D EE) FRE. NEFHETR  F2EA SDKEE
Amazon Cognito » EME4EEE Android WebRTC BIREHFIEN S 9 BB NBHERTE.

£S89 Android IDE & | BRX awsconfiguration. json (# src/main/res/raw/). ERE
R

"Version": "1.0",
"CredentialsProvider": {
"CognitoIdentity": {
"Default": {
"PoolId": "REPLACE_ME",
"Region": "REPLACE_ME"

}
}
.
"IdentityManager": {
"Default": {3}
},
"CognitoUserPool": {

"Default": {
"AppClientSecret": "REPLACE_ME",
"AppClientId": "REPLACE_ME",
"PoolId": "REPLACE_ME",
"Region": "REPLACE_ME"

}

}

B #1T & SDK &% Amazon Cognito REYZRFTELME , E# awsconfiguration. json.

R EH Android £ B 2 EEZE#1T Android IDE WE S, £ Android IDE & | ZHUEEMEE |
RBEEBEIHIT WebRTC Android BEEH.

WS BEEEM Android B EZEEZ B AWSKinesisVideoWebRTCDemoApp HWEARER, &
AEAERRES , BRETE. Web H loT HEH Fiw 2 EHEIK WebRTC FFA/MRAE R

#E SDK 36
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HITEHEHARER
ERRTHISR -

1.

I8 Android & L | BARL AWSKinesisVideoWebRTCDemoApp , I E K (L) HIE
AH Amazon Cognito lRFE & A,

£ AWSKinesisVideoWebRTCDemoApp A , BIEZE Channel Configuration ($Ei&#H%8) BE , A
BREVHHOAREE , SHEERENAREE,

® Note

Bal, FRALAZEHINEFIEARERE , 87 AWSKinesisVideoWebRTCDemoApp
R EEEL 1T — EARIEE,

BEY  REELREARS D ERILIEE , FRIFE—K Client Id (AFi% ID), ABEZE
BRIEREREHER , TFERAFK ID. ERBREEN TEHRFER S BBERES.

BEAWS B , UREEBETARBAER  EEWME,
FERVHBUER  FHTTIEMA—IE

® Note

ARELELRERERNAERAF K LIEEMENARBERE. AWS B, RER
ID A1 AWS 1R ID,

« W1{E Android Z£E 2 B B ER - TEEMBRE
« EM{E Android £E L , fFA LREERFTH., BEEMNH1T Android WebRTC BHEEH,

« 7£—1& Android & £ , LEEIBHE X B AWSKinesisVideoWebRTCDemoApp , 1###
START MASTER (RAB) = &7 %) , BRENFTHY TIEREER (FASRIEIE),

® Note
BEl , A ENRARTE REE — B,

- EEWE M@ Android ££& £ , LIRS E X BIRL AWSKinesisVideoWebRTCDemoApp , B
ERELRSRPREFARIEE (TERER) , #ZE START VIEWER (BEI#1738).
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BEREAR T AR EHHNZTARAER,
- MAXNFEREHTEHHM Android & ERFRRR 2 BH HHEHER

s EEEMEE L  UEHBEXTH., BEMIFI1T Amazon Kinesis Video Streams with

WebRTC SDK in C for embedded device,.

« £ Android RE L , A LREF T#H. EEM#IT Android WebRTC REEH, £t
Android #i& I | AR5 E X B AWSKinesisVideoWebRTCDemoApp , #7253 ]

LEFRAN SDK EEHNFA/RAER

» Android &i& (E&%) M Web BIE2R (R1A2R) <EARERER

« £ Android RE £ , £ LRBFTH., EEMEIT Android WebRTC REEH. 1Eit
Android 2 & F | LIF &2 X B AWSKinesisVideoWebRTCDemoApp , i&## START

MASTER (RREVEERR) , RREFTHY TR B (FSRIRIE).

« URRBESTEH, BENHT EAR Web FERATERE JavaScript ) Amazon Kinesis

Video Streams with WebRTC SDK WebRTC , X HERMR IS A LLE Z| Android BN F

AR

% SDK &% Amazon Cognito

FORIFAF

- BEMA Android Studio &, RENSTEARINERR. BAERERLEASTNEBERSE,
- HEEHREXTEF , B£EIRM Amazon Cognito EAE R

SEMKHRIE AR RERE Amazon Cognito FAEEEME D ERE,
HEEAEERE

RESEHAEERRE

1. & A Amazon Cognito 12 & W HEFR [E15 IF S,

2. EEASEYH  BEFHELEE.

3. EFEAEKEERD , BEERUFHERE,

4. TR THIEE

a. SB1:REZAEE - Cognito FHEEEZ NEEERH

, REUEEREE,

% SDK &7 E Amazon Cognito
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https://developer.android.com/studio/index.html
https://console.aws.amazon.com/cognito/home
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igﬂy-lt _io
b. FB2: [RELXLEFR - BEGEEMNIEIE,

igﬂy-lt_io
c. HER3:REXMESR - ZEREENER,

igﬂy-lt_io
d HR4: REALEE - EREENERE,

i IAM AeZRH T  ZRREACHELTAR,

igﬂy-lt_io

e. SRS BEENEREN - EEUEENEIE,
EVREARAAFRENCT  BEEEEAF K.
igﬂy-lt_io

f. SER6: MENMEY - RELNERPHESE K ARBERIUCEAERE.
5. EFEAEEEREL , ENERIELINER.,

BREAEELRE ID MR T ID AHBERER, £ awsconfiguration.json R+ |, ER
CognitoUserPool.Default.PoolId,

6. EREARIESESIER K ARITEERKE,

7. EEARXAFRPREERRY K BELREUNEAREXAFRRER.
BRAF ID X2 Tk ID UHBERFEA, £ awsconfiguration.json R+ | ER
CognitoUserPool.Default.AppClientId.

8. HBTAFPmRMZE A6 Wi THBMEUMBEMER, £ awsconfiguration.json BEH , &2

CognitoUserPool.Default.AppClientSecret,
REGHEE
RESTERE
1. & A Amazon Cognito 3% & I HERS [ i IF FE fE 3R,
2. EERSEY  REFIERE,

% SDK &7 E Amazon Cognito 39



https://console.aws.amazon.com/cognito/home
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3. EERBIUSHIM,

4 BEEHEE,

a.

e.

SR REFITEREME - TR THIFHEH

- FAEER - BRERFNFE
- ERZFENE SRR - #E Amazon Cognito A EEE

igﬂy-lt_io
FR2: REFT - EEBEACERT , TR TN

« 1AM A& - BEEIYITH IAM A
- AM AEEE - BAREYRT , MERESRER,

igﬂy-lt_io

SRR BEESSRUEE - EEREKEFAEAERTD , TR TIRA

- FRAEEEID- EREAENEVYNEAEEE,
- EREXRAFi ID - ZRELmEYHERAERXAFR ID.

igﬂy-lt_io
TR REBYE - EEI7EESBHRULTBAERE,

igﬂy-lt_io
FR5: MANEY - pRRSERRTHNERE  ARENEYFHEE,

5. BEFSKEEEREL , BEEFNE S EE,

BRESERE D IFE T ID UMEFREEER. 7 awsconfiguration.json ERH ,

CredentialsProvider.CognitoIdentity.Default.PoolId,
6. E#H IAM BT,

a.

b.

C.

E A AWS Management Console , Y 7E https : //https://console.aws.amazon.com/iam/ BiRX

IAM £ &,
EEREES  EEAG,
SERVENEELHEVYNAE,

% SDK &7 E Amazon Cognito

40
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® Note
WMEFRE , FEARS,

d. EEUEEMNFFIBR.

#1Z Edit (FRE8).

e. EHUJSON R5|HRHE , WA T I ARBRECEER :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cognito-identity:*",
"kinesisvideo:*"
1,
"Resource": [
i
]
}
]
}
BHT—F,

f.  MREARRN , FERULHTRARESBRREZSH LR,

BN FEE.

AR i0S B9 Amazon Kinesis Video Streams WebRTC B E &

THZEL I RRBIME iOS P TH., BENF:IT Kinesis Video Streams WebRTC BB EH R HY

FERY B,

THHRERBREHN

BRI IOS B TH WebRTC BREEMN , ST THEGT :

i
il

iOS SDK

41
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$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-ios.git

#E SDK

—

AT T HILER

1£i0S Ef Lt , BIRX KinesisVideoWebRTCDemoApp.xcworkspace (B§f® : amazon-kinesis-
video-streams-webrtc-sdk-ios/Swift/AWSKinesisVideoWebRTCDemoApp.xcworkspace) , # iOS
WebRTC BZEHE A XCode BEBEIRE (IDE),

NMRRE-AFARER , EXEHHRE. RTE , FRBEE.
EAREEREITIIER -

error: The sandbox is not in sync with the Podfile.lock. Run 'pod install' or
update your CocoaPods installation.

MRERFMER , FRTTIEE

a. RBEIMNI{EREYIIRE amazon-kinesis-video-streams-webrtc-sdk-ios/
Swift , WEBSIFHTUTHS :

pod cache clean --all
pod install

b. RBBMIEB#EYIIZE amazon-kinesis-video-streams-webrtc-sdk-ios , I 7
WEYFHTUTHD

$ git checkout Swift/Pods/AWSCore/AWSCore/Service/AWSService.m

c. Build.
#£4T Amazon Cognito (FFAEEEN B2 ERE) FRE. NEFMATR , 5F52H A SDK 5E
Amazon Cognito , EMSEAEEE iOS WebRTC HBEHFMMEN S 2 BRIBNBERE.

£ IDE % , R awsconfiguration.json & (f& /Swift/KVSi0SApp). HERFRERKL
™

"Version": "1.0",
"CredentialsProvider": {
"CognitoIdentity": {
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"Default": {
"PoolId": "REPLACEME",
"Region": "REPLACEME"

}
}
I
"IdentityManager": {
"Default": {}
},
"CognitoUserPool": {
"Default": {
"AppClientSecret": "REPLACEME",
"AppClientId": "REPLACEME",
"PoolId": "REPLACEME",
"Region": "REPLACEME"
}
}

LA#1T % SDK 5% E Amazon Cognito FHISEBRFTEAM{E , E# awsconfiguration.json,
5. 1£ IDE # , BBk Constants.swift 8= (£ /Swift/KVSi0SApp). EBEFERWMT :

import Foundation
import AWSCognitoIdentityProvider

let CognitoIdentityUserPoolRegion = AWSRegionType.USWest2

let CognitoIdentityUserPoolId = "REPLACEME"

let CognitoIdentityUserPoolAppClientId = "REPLACEME"

let CognitoIdentityUserPoolAppClientSecret = "REPLACEME"

let AWSCognitoUserPoolsSignInProviderKey = "UserPool"

let CognitoIdentityPoolID = "REPLACEME"

let AWSKinesisVideoEndpoint = "https://kinesisvideo.us-west-2.amazonaws.com"

let AWSKinesisVideoKey = "kinesisvideo"

let VideoProtocols = ["WSS", "HTTPS"]

let ConnectAsMaster = "connect-as-master"
let ConnectAsViewer = "connect-as-viewer"

let MasterRole = "MASTER"
let ViewerRole "VIEWER"

& SDK
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let ClientID = "ConsumerViewer"

LA 1T A& SDK §%E Amazon Cognito FEISERFIEEME , # Constants.swift,

6. HREM IOS KECDEREHIT XCode B Mac B, 7 XCode # , EBHUEENEKE K REEE
I #4T WebRTC iOS FREEH.

WSBEEEN I0S £B LZHEFZ A AWSKinesisVideoWebRTCDemoApp HEFRAER ., &AL
FEALEARN , BFETEH. Web # loT REA Finz BHYENE WebRTC FFA/RFAHR,

BT HIEARE

R THIHER
1. TEEH i0S #E L |, BIRX AWSKinesisVideoWebRTCDemoApp , S FERAFH (SLEII) RIBREW
Amazon Cognito lRF & A,

2. 1£ AWSKinesisVideoWebRTCDemoApp & , BIEZE Channel Configuration (SEi&E %) HE , A
BRENHVATIEE K NBFRAENAREE,

(® Note

B, FRALRAREATNEFERARRE &% AWSKinesisVideoWebRTCDemoApp
R BEHIT —EARIEE,

3. (BEM) MREELRARS D ERIILEE , FEEFME—H Client ld (AFI% ID)e RBEEZE
RERERSTRER , TFERFIK ID. ERBREERN TERE RS BEERES.

4. EBEEFEAWS BE , UREEBETANRAELR  ERWE,
5, FERBMHHEMEN , FYTTIIEM—IA

(® Note

FRRESELTHETERANARFR LIEEHRNARBEZE. AWS BEl. BT
ID 1 AWS #&S ID,

- WMfEi0S REBHNMYBIER | TERMNBERES
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- EMfEIOS HEL , A LRXEFTH, ZENHIT IOS WebRTC FHEEH.

- E£—18i0S #£E L , L HIEE X BB AWSKinesisVideoWebRTCDemoApp , i### START
MASTER (RREVEETE) , BNBI#TH) TIERSER (FASRIRIE),

® Note
BEl , A ENRARTE REE — B,

- EFRME{EIOS £E L , LR 25E X BIR AWSKinesisVideoWebRTCDemoApp , LUE
RELRSBRPREBARIEE (T/EFKE) , 1212 START VIEWER (B ERRER).

BEREAR T AT EHHNZTARAER,
- MARFABREHZHHNIOS RERBR[ENHEHER

s EEEMEE L  UEHBEXTHR., BEMII1T Amazon Kinesis Video Streams with
WebRTC SDK in C for embedded device,.

- FIOSHEL , FALREFTHR. BENH:ITIOS WebRTC BIREH, It i0S £E
E, LR 28R X BB AWSKinesisVideoWebRTCDemoApp , I #E:3 iOS MRS AT LAE F
‘E’i]\‘ﬁ SDK = HIENZAMRAESR

- iOS KB (EEIF) M Web BIESR (lefRaF) <EHNHB SR

- FIOSHEEL , FALREFTHR. BEMHIT IOS WebRTC BIREH, Lt iOS £E
E, AEHEER B AWSKinesisVideoWebRTCDemoApp , i### START MASTER (B(E)
FEIR) , RRENETAY TYERS B (FRBRIRIE),

« URRBESTEH, BENHT EAR Web FERATERE JavaScript ) Amazon Kinesis
Video Streams with WebRTC SDK WebRTC , I #52 JavaScript #4785 7] LL&F £/ Android
FETERVE AR

% SDK &7 Amazon Cognito

FORIFAF

- RMEZE XCode BE., MENHTEAENB. BAEBREHASRITRE,
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Amazon Kinesis Video Streams 3R 7E 7] 3 Z {E #1725 E18 WebRTC IABNRE A R ITIERE. SE
BESFBALRERRES  URERZFALEFFE2EEHARAET  BRSERERIER,

API #&4E

AT % API #E/EXRERE Amazon Kinesis Video Streams WebRTC #EHX :

» DescribeMappedResourceConfiguration

» DescribeMediaStorageConfiguration

» JoinStorageSession

» JoinStorageSessionAsViewer

» UpdateMediaStorageConfiguration

HEEE Amazon Kinesis Video Streams with WebRTC HEEXVHfE1FE ?

Amazon Kinesis Video Streams 12i%Ei8 WebRTC BB R AN S AR REEZ WA TNEE , LUEITRE
7, BRANDWEREE, NEBEASREstep-by-stepiRBl , UEREMEAZMH WebRTC HBEEHNME
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
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ERFESHE

FTESHEEGHLIER FH WebRTC FAIRELEZE Kinesis Video Streamsthe section called
“ConnectAsMaster’, $#& , IR JoinStorageSession API , 17 T/ER BB WebRTC &

#R. B3 WebRTC Eff#E , S8 ERBHEINEREN Kinesis A &7,
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BR2HEEGEER FH WebRTC FARERZE Kinesis Video Streamsthe section called
“ConnectAsViewer’, & , IR JoinStorageSessionAsViewer AP| | BfE17FE TERREE
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WebRTC Storage Session
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-
SDP answer
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-«f
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{5 Fl /7 TERE BRI )L WebRTC Ei#R

HRRETFITERERMMA Amazon #ERER , @ FT/ERBRR 24 relay(TURN) 1RIEIH B EixE2H
., MESEENHFEIE AT, scflx(STUN) FRBEETHAREREMFTIERE., 152 , #BHEE
NWAERE , AHEIEEN ICERZBETUR srflxH relay , Mgl ICE fRiZE—2ER relay,

EERE(ERERE , BF28hostRBEEEEEMEIERR., MEILERBRBETrickle ICEEE
N

s8 2B the section called “¥i &7 T {FPE BB AR ETT iR FE 2 BT AL SEBR R 17 TAEPE ERAVIERR R RE

B ASRAE

Kinesis Video Streams with WebRTC FA 354818 B BI A R 1E WebRTC A Fif 2 B2 3 M # Epeer-to-
peerERFTENARAS . CREETERRIERTEE (SDP) RN SN IERBRSENER , U
R BEERNEHRET (ICE) 1RiEE B LUINESMABEN,

EEEYIAMRMEE , 55 CreateSignalingChannel APl Itk B R8540 £ H AWS Management
Console AWS CLIFIE # —1E AWS SDKs WA API,

/A Important
AL THEE ARN , BEEEEE,

AWS Management Console
AT T HRAE

1. BIBMZ R https : //https://console.aws.amazon.com/kinesisvideo/home/#/signalingChannels
A Kinesis Video Streams Signaling Channels £ &,

i#1Z Create signaling channel (B3 FSR5EE),

3. HEEVHNARBEREL , G AFARBEENERE,

N

#&FAEZ Time-to-live(Ttl) ERE & 60 ¥,

i#1Z Create signaling channel (B3 FIR5EE),
4. BIUASFER  FRRBAEFHEARR LNWFHENR.
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://console.aws.amazon.com/kinesisvideo/home/#/signalingChannels
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AWS CLI
BRI ELHE AWS CLI W ERE . MNEFEMEA , 5528 "AWS Command Line Interface fEFA#&
*H@J o

MELERE | F2EAWS Command Line Interface ( FHAEIER) . RE® , FRAEAERM
[EiF % E AWS CLI,

FHE K FRRESTEIZTE AWS CLI B9 AWS CloudShell #&Rimi, MEHMET , FSH AWS
CloudShell £ &5/,

M 1T T 5 Create-Signaling-Channel #5 AWS CLI :

aws kinesisvideo create-signaling-channel \
--channel-name "YourChannelName" \
--region "us-west-2"

BN TR :
{
"ChannelARN": "arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123"
}
AWS SDK

WEXBHERRA ﬂﬂﬂﬁﬁﬁ AR JavaScript B AWS SDK v2 211 Kinesis Video Streams with
WebRTC FASRIEE, FEEASEE M AWS SDKsFE , B—REMMEE. £ GitHub LR TEH
X EEf,

1] Kinesis Video Streams i Fit, ER MR CreateSignalingChannel API #9f FiR

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

£/ A FiRMW CreateSignalingChannel API,

const createSignalingChannelResponse = await kinesisVideoClient
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
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https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
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https://docs.aws.amazon.com/cli/latest/reference/kinesisvideo/create-signaling-channel.html
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/createSignalingChannel.js
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.createSignalingChannel({
ChannelName: 'YourChannelName',

1)

.promise();

HIEN I FE,

console.log(createSignalingChannelResponse.ChannelARN);

SEREXRAMNENFMETE GitHub EEM. BAZHNESR., AWS BREMNFRBENEHE,

B Y EE,

BUE RSB

ARRELEFREVMEIERN SR, NRECEIBNBFER , FHBLIER,

T

/A Important
WebRTC #EIEZERRE RN 0 B Kinesis £ BR. HER 1 /D,

EERBY SR, 5B#E A AWS Management Console AWS CLI, sE A —1{& AWS SDK Y
CreateStream API,

/A Important
B THERARN , BEAEEET,

AWS Management Console
AT T SIRAE

1. BRI R https : //https://console.aws.amazon.com/kinesisvideo/home/ B Kinesis Video
Streams A,

£ Video streams (¥ &%) EE L , i#1F Create video stream (B ¥ 5 BiR).
3. EEVFNEARREELE , WA YourStreamNameiB R REHE. RIFZIFERMBRER

A
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https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateStream.html
https://console.aws.amazon.com/kinesisvideo/home/
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EREIERMRERR 0 WER,

i#1Z Create video stream (BMX & £o
4. Kinesis Video Streams B % , @B YourStreamName EE LW EEMHE .

AWS CLI

BB R AWS CLI WERE . MNEFMENA , F52E "AWS Command Line Interface £ &
*H@J o

MELRERE |, FH2BAWS Command Line Interface { fFAEERE) . TE% , FRAEAERM
[EiF 5% E AWS CLI,

FHE K FRREREIZTE AWS CLI B9 AWS CloudShell #Rim#, MMEFMEF , FSH AWS
CloudShell fEA& 8™,

A #4TT5Create-Streamén ™ AWS CLI :

aws kinesisvideo create-stream \
--stream-name "YourStreamName" \
--data-retention-in-hours 24 \
--region "us-west-2"

CIFEM TR :
{
"StreamARN": "arn:aws:kinesisvideo:us-
west-2:123456789012:stream/YourStreamName/1234567890123"
}
AWS SDK

WX A ERERBE A A AWS BAR JavaScript B SDK v2 B3I Kinesis &5 B, B EiGE
Hth AWS SDKsH[E , B —f&REAHEE. £ GitHub LR TEBHNEXIBEH,

#17 Kinesis Video Streams F P, &= F XM CreateStream API B F F i

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'



https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/createStream.js
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateStream.html
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i

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

EH AFwMI CreateStream API,

const createStreamResponse = await kinesisVideoClient
.createStream({
StreamName: 'YourStreamName',
DataRetentionInHours: 48,

1)

.promise();

FIENEFE

console.log(createStreamResponse.StreamARN);

EANEX RGN EIRRBERE GitHub EEA. WALWER. AWS BEMARBENERE.

BB WebRTC HENIREFHEY K WARRNER K AREBEEIER, EHXAGESHHEER
BERERERNEFE, WAKROWE , RRBERIER,

RFEFA
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https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesisvideo:DescribeSignalingChannel",
"kinesisvideo:DescribeMediaStorageConfiguration”,
"kinesisvideo:GetSignalingChannelEndpoint",
"kinesisvideo:GetIceSexverConfig",
"kinesisvideo:ConnectAsMaster",
"kinesisvideo:JoinStorageSession"
]I
"Resource":" arn:aws:kinesisvideo:us-
west-2:123456789012:channel/SignalingChannelName/1234567890123"
},

{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:DescribeStream",
"kinesisvideo:PutMedia"

]I

"Resource": "arn:aws:kinesisvideo:us-

west-2:123456789012:stxeam/VideoStreamName/1234567890123"

}

A% JE H By i

17 Kinesis Video Streams ER%& , BEE S ANAKEIEE EiS HREFEIWEE R

RSB ERERAFEERBR , BSBALSEEUHER, 5528 the section called “BUH B #3557 58
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#‘inﬂ'ﬁﬁ,&ﬁ %u $IJIL

£/ UpdateMediaStorageConfiguration API , 3 &R EE#H Kinesis Video Streams &JR# A
ARNSs,

/A Important

—BStorageStatus A , A B4 EEpeer-to-peer ( EEMRE ) ER, HEEE
ERERTEIERE. B4AMWY JoinStorageSession APl X fg% SDP BE&ix |, ¥
HENREIERBE BB ILER,

AWS Management Console

@ Note
Kinesis Video Streams B 8] F X &l # ¥ AWS Management Console,

BARL AWS CLI EZREIERE 9 AWS CloudShell #im#, MEBFHMEN , S0 AWS
CloudShell fEA& 8™,

E1& AWS CLI REIEBPWIE R,
AWS CLI

RIEE L% AWS CLI WERE . MEFMEN , F2EAWS Command Line Interface 34,

MELZERE |, BF2BEAWS Command Line Interface ( FHAEIER) . REE , FAEAERM
[EiF 5% E AWS CLI,

HE K FREZREILERTE AWS CLI B9 AWS CloudShell #&Rimi, wEFFME ,
CloudShell fEH & ™.

:I:Ih+

2/ AWS

£ H#1T Update-Media-Storage-Configurationd® AWS CLI :

aws kinesisvideo update-media-storage-configuration \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--media-storage-configuration \
StreamARN="arn:aws:kinesisvideo:us-
west-2:123456789012:stream/YourStreamName/1234567890123" ,Status="ENABLED" \
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
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--region "us-west-2"

AWS SDK

WX ERRAMMEREAR JavaScript B AWS SDK v2 SREAESRE , S EBENEEE
B Kinesis &5 $£ii. BEGHEE M AWS SDKsFE |, B —xiREgHEE. & GitHub iR
X TFE S,

37 Kinesis Video Streams A P, &= AR UpdateMediaStorageConfiguration API BYF F
i o

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

/A A F %MW UpdateMediaStorageConfiguration APl

await kinesisVideoClient
.updateMediaStorageConfiguration({
ChannelARN: 'YourChannelARN',
MediaStorageConfiguration: {
Status: 'ENABLED',
StreamARN: 'YourStreamARN',
.
)

.promise();

ERENREAMNENF@ETE GitHub EEM. BAZHNESR., AWS BREMNFARBENEHE,

BB WebRTC HEXMREZEIR: , MARRNER K AREBEENERRFTHELE, HEERELAS
BERENEEENER.
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EARRIAE R B RBUIBUHERE 2B, SEEA E MR,

BUHERE TSR REM B R 77


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/updateMediaStorageConfiguration.js
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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MBEAFEAFAENERBENESRR , BB UpdateMediaStorageConfiguration API 3REUHE E#E
Kinesis Video Streams &R, $REBEUHER% , Bl I8 E Epeer-to-peeriE#R,

AWS Management Console

® Note
Kinesis Video Streams B 81 X E i E AWS Management Console,

B AWS CLI BL £ I ERTE B9 AWS CloudShell iR, MEFMET , F2E AWS
CloudShell FFF &=,

B8 AWS CLI REIEBAWIE R,
AWS CLI

R ELHE AWS CLI ERE » MNEFMAER , FBSBEAWS Command Line Interface X 4,

MERERE , FSBEAWS Command Line Interface { FFAEERE) . TE% , FHABRAERMN
@i 5% E AWS CLlI,

HE  BEN AWS CLI EREWRTE B AWS CloudShell #&ixH, tIESHMEN , FSE AWS
CloudShell fEA& B,

£ B#H{T Update-Media-Storage-Configurationd® AWS CLI :

aws kinesisvideo update-media-storage-configuration \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--media-storage-configuration \
StreamARN="null",Status="DISABLED" \
--region "us-west-2"

AWS SDK

AR XS A R 57 B8 an{a] s AR B A A JavaScript 8 AWS SDK v2 SR EFRIEE |, SIEEEINERE
B Kinesis &£ 8B, FBEMSEHEM AWS SDKsAE |, B —iRiEiSMEE, £ GitHub LR
WX EEH,
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o
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https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
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const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

£/ B FifM UpdateMediaStorageConfiguration API,

await kinesisVideoClient
.updateMediaStorageConfiguration({
ChannelARN: 'YourChannelARN',
MediaStorageConfiguration: {
Status: 'DISABLED',
StreamARN: 'null',
},
1)

.promise();

ERLEXBHHIMNENRHEERE GitHub &R, MAZNES. AWS BRENMARAEN B,
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https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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B E AR R EUR 8

/A Important
Chrome B Bl 2 M —XENBIER.

1. 1 JavaScript il & # B Amazon Kinesis Video Streams with WebRTC SDK,
2. FBEZTIEMR :

« KVS in¥ - FEEMN A , BEUEHES,

Bila0 us-west-2,
« AWS BF

SR TSI -
- Access Key ID (ZER£4& ID)
« Secret Access Key (AR ZEE£8)

- THFERFHR - #fEARAXERSIRAEAEN, NREERARY IAM BAESR
MU REZA, MBFHEEA , F20 AM FNERLZEEARTR,
- AMRARE - HAERBRMALT  WALLENRENARBERRE, NEFHER , F2Hthe

A=

section called “5X7E H #y #b”,
- BB - EREREANEEEA,
- WebRTC HEMf#T - REAEE A AR EINEBHEEEUER, 1hiEREaEE 6 AR ey
DescribeMediaStorageConfiguration API , LA E £ BMEE X T#1T,
3. ERREERARSR.

3

et

MRFAEIAE R E A M A DescribeMediaStorageConfiguration AP| #EHY , BIEif|EARE X SEE
REFSRIE LU E WebRTC BV T/ERER BB B WA JoinStorageSession APl

£ WebRTC C SDK HEHUK &
fikBRthe section called “BRARMARNEEN C HZEHEBFEELHFIEARER,

1. fEA AWS IRF B2 AERRELNIRIE

export AWS_ACCESS_KEY_ID=YourAccessKey
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https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
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export AWS_SECRET_ACCESS_KEY=YourSecretKey
export AWS_DEFAULT_REGION=YourAWSRegion

MREERANRER AWS BAEHR |, hFEH TERRFH

export AWS_SESSION_TOKEN=YourSessionToken
2. #iTEH
FEHH

BEZEbuild ERIX , AER "1, MAE-EEIH. FE .

./samples/kvsWebrtcClientMaster channel-name 1

GStreamer = E il

BEZS build ERK , WA Taudio-video-storage #AE A58, B

./samples/kvsWebrtcClientMasterGstSample channel-name audio-video-storage testsrc

IE SR E WebRTC #EEL,

@ Note
IR MR IRE L BREAMTF. A DescribeMediaStorageConfiguration API # 1T
=)

At o

A B4R B2 T I E R TERE ER

@ Note
EEZWARZE (FHER ) B WebRTC fEEUEREFEEMRFRA , 10 AWS BRIEFRFRFIE
&, TEEEmMEE, THAEERAR us-east-1(IAD),
EEBNAEBR , FEEAEFELG4E

<kvs-webrtc-multi-view-preview@amazon.com>,
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—BIASRSEEE A WebRTC fHEUER , MRS HENTESEERERETESHE., RERSHE
SEEEREFEIERER. RASSHEESRIZTESHEEEENERE K BABZSEETIUGERN
EAEOREIESEE, AEFESHEEREFEEIERER  RESEENIMNIATLELZTER
ZfEFE TEREREHEELZE Kinesis Video Stream HIFTA Hitt &,

BTHIRE :

- BERHELR 3
- BARSEETUUERATESRENFER TERIFEF TERERNEE LR : 3 9@

/A Important

NIRRT TERRTENER (BRAESER)  HESE (BASERY ) 512
iE, it 1 pENE MRS TLUERAMEENAFR ID WAL AP, LEH A THERER
MAFERNNRRREE. 1 78R  SEHRRRES , 1,\,\ﬂﬂ7|ﬁ$ﬁ,%§ﬂu)\o

BEeR

/A Important
Chrome 2l —XENBIE:R,

1. 1E JavaScript # I EE# Amazon Kinesis Video Streams with WebRTC SDK #H B S — B R 5|
B, t—EWFEEAFSEHEAN. WREE , FERTIER :

- KVS inkh - EEEMNL D , BEEHE.

BilE0 us-west-2,
. AWS BFE

SER T SIMRAL -
« Access Key ID (fZER£4& ID)
« Secret Access Key (FARZEN£$8)

- THEEEFN - @fRARXXERRNRIZEAER,. IREEARYE IAM BAEH
UM REZA, MFFREA , F2H AM PNERZEEAER,
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https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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Amazon Kinesis Video Streams WebRTC Bz A 2387

- FRMEE - EREEBRNLP , BALKINRENFARMERHE., WEFHEA , F2Hthe
section called “F%E By #th”,

- B - BREEEF. FAR, MREABEERA , AEERBRARFRSEBEIUEAE,

- WebRTC fEENA##T7 - B E  ARENEBHHEMEIMEN, BEJRSFEAENFEUY
DescribeMediaStorageConfiguration API , LA BT EE BEE RN T E1T,

2. EERBMRAR,

EREXSEEEERMER BB EMLY JoinStorageSessionAsViewer API , LA 21 T4
P R EIX AR MR AR 3R R SDP B,

(® Note

{# Fpeer-to-peer WebRTC , R[S HEE ZRFIHE K MESHEEZRFYSE, £ WebRTC
HEERP  FEIERBRREREHHE, EREAFKILWA JoinStorageSessionAsViewer
2% , RN EZE O SDP EXE |, IEB WebRTC B3 B fEF TERERAER,

® Note

BEIERBERSEETURNREIEH., RSEENAERIEE ICE RBRYE , BinffE—
BAEH relay,

B E R R A

&R ATE 42

ABFRRERESR | A Hypertext Live Streaming (HLS) B3 & EEURE E K

FERREX , LEAERER.

E AP RRER

EZ—ERERRSIZEEBYF , BE AWS Management Console, #E Kinesis Video Streams
Dashboard # , #EUF H &jio

ERERFEFENRRNEE, NALE  BFEAESS.

BREBENER, MRLHFNELE, AGEREITH. IRELEETH , FENELEH,

B RS
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://us-west-2.console.aws.amazon.com/kinesisvideo/home?region=us-west-2#/streams
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5 HLS EAREEER

WO LA EF HLS 1€ Kinesis & A B RINAERNAFRERER, MEGHEEMLMFER HLS BAK

BERNERARERANEN , 3528 Kinesis Video Streams &1
FREMFERBRRRERAERGEER

Amazon Kinesis Video Streams 21 7T iF BRSNS B EE/E |, REME HLS = DASH H#ERK

Kinesis Video Streams. #EAILAE GitHub ERBRBERE K YERAFRTIERE.,

1. BRX Amazon Kinesis Video Streams Media Viewer,

2. FERTIIRM

- [Ei - #H us-west-2,

- AWS FERE#R

- AWS AR TR

- BREB

- BHE - REANE,
3. EEFRIEK.

ERERF TERER

RRKBRELREFEIYMELERERLME WebRTC EFEF, TESHEEETI
JoinStorageSession, RS 8 E MY JoinStorageSessionAsViewer,

ESEGELERRBERNDSER ERNETESHEELER ERNIEERGI[/SHEEZ LA
#Rthe section called “ConnectAsMaster” , {i% SDP B2 # ICE {®i&&the section called
“ConnectAsViewer’,

1. ESFRIBEN ARN , ERERT —ESRMENGAA, MRESEHMEARN , FERET —ED

B,
AWS Management Console

1. BARX Kinesis Video Streams Signaling Channels £ &,
2. EBEFARBENER.
3. HEARMEBEARSITRT , HEFARMER ARN,

fEM HLS ERREER
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/how-playback.html
https://github.com/aws-samples/amazon-kinesis-video-streams-media-viewer
https://aws-samples.github.io/amazon-kinesis-video-streams-media-viewer/
https://aws-samples.github.io/amazon-kinesis-video-streams-media-viewer/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://console.aws.amazon.com/kinesisvideo/home/#/signalingChannels
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AWS CLI

BB L% AWS CLI WERTE . MEFMEF , 528 "AWS Command Line Interface fi£
BAEREE .

MERERE |, FHSBAWS Command Line Interface { FAEERE) . fE% , FHBRAE
B EFEZE AWS CLI,

FHE , BRCLEIERTE AWS CLI B9 AWS CloudShell #&is#, MFEFMEE , FSB AWS
CloudShell fEF & 1ER .

FH 1T % Describe-Signaling-Channel 5% AWS CLI :

aws kinesisvideo describe-signaling-channel \
--channel-name "YourChannelName" \

EIFEM TR :
{
"ChannelInfo": {
"ChannelName": "YourChannelName",
"ChannelARN": "arn:aws:kinesisvideo:us-

west-2:123456789012:channel/YourChannelName/1234567890123",
"ChannelType": "SINGLE_MASTER",
"ChannelStatus": "ACTIVE",
"CreationTime": "2024-07-07T23:28:24.941000-07:00",
"SingleMasterConfiguration": {
"MessageTtlSeconds": 60

+
"Version": "WsOfZvFGXzEpuZ2CE1s9"

}

WO LATE ChannelInfo ¥4 BIFASESEE ARN,
AWS SDK

RN ERERA ﬂﬂﬂﬁﬁﬁiﬁﬁﬁﬁ"\ JavaScript B9 AWS SDK v2 23] Kinesis Video Streams
with WebRTC FASRSEE, FEEMGEE M AWS SDKs FE , 1B —f&REMER,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cli/latest/reference/kinesisvideo/describe-signaling-channel.html
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& AT LA 4R JoinStorageSession = JoinStorageSessionAsViewer B9 5t 2 FE = HE 2545

B 1 Kinesis Video Streams A Fif, 15 AMRMA DescribeSignalingChannel API,

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

£/ B FigMW DescribeSignalingChannel API,

const describeSignalingChannelResponse = await kinesisVideoClient
.describeSignalingChannel({

ChannelName: 'YourChannelName',
1}

.promise();

RFCE,

const channelARN =

describeSignalingChannelResponse.ChannelInfo.ChannelARN;

2. H\8 WEBRTC %%, BREBERAIEIEER JoinStorageSession 5 JoinStorageSessionAsViewer
AR, XEMEENREREL,
AWS Management Console
(@ Note
Kinesis Video Streams B Bl F X E IR AWS Management Console,
BIRK AWS CLI ERE W ERE # AWS CloudShell #£in#, WMEFMENR , FSE AWS
CloudShell £ & EME.
B1fE& AWS CLI &5 EBFHIETR,
EREREIERR
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSession.js
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSessionAsViewer.js
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
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AWS CLI

IR B R8 AWS CLI Y ERE » WEFMEA , 52 BAWS Command Line Interface X 4,

MERERE |, FHSBAWS Command Line Interface { FAEERE) . fE% , FHBRAE
B EFEZE AWS CLI,

HE , BRCLEIEETE AWS CLI B9 AWS CloudShell #&is#, MFEFMEE , FSB AWS
CloudShell fEF & 1ER .

£ B#H{T Get-Signaling-Channel-Endpointd&® AWS CLI :

aws kinesisvideo get-signaling-channel-endpoint \
--channel-arn "arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123" \
--single-master-channel-endpoint-configuration
"Protocols=['WEBRTC'],Role=MASTER" \
--region "us-west-2"

EIEERERECLATHRR,

"ResourceEndpointList": [

{
"Protocol": "WEBRTC",

"ResourceEndpoint": "https://w-abcdl1234.kinesisvideo.aws-
region.amazonaws.com"

}
]

AWS SDK

WREXIBH ERERBWMAEAEAR JavaScript ¥ AWS SDK v2 Ry Kinesis Video Streams
with WebRTC FASESEE R GetSignalingChannelEndpoint APl, FBEASEEM AWS
SDKsA @ , B —#&HRESHE, BT JoinStorageSession B JoinStorageSessionAsViewer
W BEREXEEH,

B3I Kinesis Video Streams Al Fiw, &= MR DescribeSignalingChannel API B9 F
o
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSession.js
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSessionAsViewer.js
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
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MRE K H 22 Kinesis Video Streams f F i RF Y DescribeSignalingChannel , I
ALEEERAMERNA R,

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

i

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

£ FAFmMFE GetSignalingChannelEndpoint APl

const getSignalingChannelEndpointResponse = await kinesisVideoClient
.getSignalingChannelEndpoint({
ChannelARN: channelARN,
SingleMasterChannelEndpointConfiguration: {
Protocols: ['WEBRTC'],
Role: 'MASTER',

iy
1)

.promise();

RIFEFE -

const webrtcEndpoint =
getSignalingChannelEndpointResponse.ResourceEndpointlList[@].ResourceEndpoint;

3. {#ASEE ARN 1 WEBRTC iz Zii1T API FEAY, 1R SE#EIEB ConnectAsMasters
WebSocket APl LA WebRTC Signaling IEHE#RZE Kinesis Video Streams , SDP #E# ICE &
BALBERABE WebSocket fEfET LERBREIXBSBHEE., ConnectAsViewer WebSocket
APIs

AWS Management Console

® Note
Kinesis Video Streams B 81 X E i E AWS Management Console,
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FREL AWS CLI ER & IFRE B AWS CloudShell & imt, MFEFMHENR , F2HE AWS
CloudShell £ A& M.

EfE AWS CLI E5|E&+H s R
AWS CLI

PRI RE AWS CLI S ERE . WFFMERN , F2BAWS Command Line Interface X,

MERERE , FHSBAWS Command Line Interface { FAEERE) . TE% , FHABRAE
B EFERE AWS CLI,

HE , BRCLEIERTE AWS CLI B9 AWS CloudShell #&is#, MFEFMEE , FSB AWS
CloudShell fEF & 1ER .

AWS CLI A% BRI IEE ARN #1 WEBRTC %% , £ P AXTESHEEHIT Join-

Storage-Session®@% :

aws kinesis-video-webrtc-storage join-storage-session \
--endpoint-url https://w-abcdl234.kinesisvideo.us-west-2.amazonaws.com \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \

--region "us-west-2"

BY#FTHR  SEEZENEE , MATEIHEARR,

WREBEESHEE | BFERA ZFMIEE ARN 1 WEBRTC i3 , £ AWS CLI F#{T T
HlJoin-Storage-Session-As-Viewerm® :

aws kinesis-video-webrtc-storage join-storage-session-as-viewer \
--endpoint-url https://w-abcdl234.kinesisvideo.us-west-2.amazonaws.com \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--client-id "ExampleViewerClientID"
--region "us-west-2"

BOEITE  SEEZNEE  mMATRSINEARE,
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https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
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AWS SDK

WG R A EREAR JavaScript B9 AWS SDK v2 FEIY Kinesis Video Streams
with WebRTC FASESEER JoinStorageSessions] JoinStorageSessionAsViewer
APIl, FEEASEHE M AWS SDKsH[E |, B —MREMHEE. 4R JoinStorageSession =
JoinStorageSessionAsViewer I SEBE X HE I,

E 1 Kinesis Video Streams WebRTC f##F A Fim. ER AR JoinStorageSessions
WA Fim , JoinStorageSessionAsViewerE2 RIS BB MY Kinesis Video Streams A
FiwAE,

const webrtcStorageClientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2',
endpoint: webrtcEndpoint
};
const kinesisVideoWebRTCStorageClient = new
AWS .KinesisVideoWebRTCStorage(clientConfig);

A AFmMFIEESEAEN JoinStorageSession AP,

await kinesisVideoWebRTCStorageClient
.joinStorageSession({
channelArn: channelARN,

1)

.promise();

MREBEESHEE  BEA AP JoinStorageSessionAsViewer APl

await kinesisVideoWebRTCStorageClient
.joinStorageSessionAsViewer ({
channelArn: channelARN,
clientId: "ExampleViewerClientID",
1)

.promise();

ERALEABHFIMNEEFEERE GitHub EHG, MAZNES. AWS BRNAMRFEN R
. R WebRTC HHMFFEIR , ARBUEKE A B BEHEEUE X,
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSession.js
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSessionAsViewer.js
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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PIRFHEEE ON , AR BIFE RIRMALLF B JoinStorageSession AP H/=k 58 /R 1= & LA
F B JoinStorageSessionAsViewer APl

E 838 HY Start Master =% Start Viewer B , EFERENEI® ConnectAsMastersl EHREEH
#R#&ConnectAsViewer , BB T —EiZil , ERFILIEREREBEHEEMN WebRTC EE ,
MAREESEEZTAFRZR LTI API WERER,

S ER R TAFRE BREAR A BB E 1T RO A

FEPRHBRARENREERT H R FREEBENEHEES,
ES |

- BERINZEEE

- BEXENERS

EHI M HEE

7 WebRTC # , ¥ E S BB SDP BERMBERFHENER, YR peer-to-peer TR
B, RARSRESEBARBSEERRTESHERMBER, HEIRE WebRTC HE 7 TR
BRE , RETEEERRZFES, HREESEE  fANAERESKEE, T8, ABESHREGR
EHlI 2,

FEAY JoinStorageSession B JoinStorageSessionAsViewer B | FTE 2 E & #R 4B L SDP ZREFE |
3 A 7 TIPS ER S H#L ICE fREE .

MEFRYIE , 528 the section called “7 i WebRTC IRV FE",

WEXENERES

53X SDP BRI ICE {R:ZEE BT IERERRRE , RMABFEEA S correlationIddEE .

EA B correlationIdF @8 UERBFILEREEREstatusResponseflE ., EXAEKBE@MA

nﬂECOIIElathHIdEIJ AIEABHE statusResponsefTBRIFARE . EAEAILBENKEIIELRL SDP
RERMEREE,

% correlationId M statusResponse MWEZHBE , 2 Bthe section called “IERF AL
W,
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/SendSdpAnswer.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/SendIceCandidate.html
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REIFEERARIERLE SDOP XN —BERRRARFEF LERBRELEZIERPEENEBIEER. £
filstatusResponseAIREM AR :

"correlationId": "1700186220273",
"errorType": "InvalidArgumentException",
"statusCode": "400",

"success": false

EEWE SDP BERARK , FREREAR 1T, a=rtpmap BT EBRFERFIERRIENE

HaF. A TREE opus FAMN VP8 &S| SDP ZEREXTEH K.

a=rtpmap:111 opus/48000/2

a=rtpmap:120 VP8/90000

MEZENEFREE , 52/ JoinStorageSession,

WX ENERR
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Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FiZ A 215/
zE

MERZEM AWS REEEEIEF. 58 AWS BF , BZHENERNTONMBERERS  XRBER
mEREEHBABHTER,

ZEMR AWS EECBNARERE, AFSEEE SUEEAZRRNZENERANET S

- BElRNZEMH - AWS EEREE AWS Cloud #1117 AWS RIGHERLE. AWS tHigEETUZ
2EANERE, FZFEZAEECHBARBRELZSWREREERM AWS SHRTEIN—Zs, NE
T B AR Kinesis Video Streams W& RETE| , 528 SAFTEINAWS RIEEE,

s ERNEZEM - BNETECRAEER AWS WRE, Sfd4BHERMRE, 8EK , UKEA
ERNEREEMRESS,

AR A B8 T fR aN{a £ B WebRTC f#H Amazon Kinesis Video Streams BFEH L ES{E1&E
#, THIEERAMAER WebRTC 5RE Amazon Kinesis Video Streams , T A BN L L EER
BiE, Btig 7T MR EREM AWS RT |, HBIZIEIB WebRTC EREZRF{RE Amazon Kinesis
Video Streams,

*&E
« {8 %% Amazon Kinesis Video Streams with WebRTC ¥ R ZEL AWS Identity and Access

Management
« Amazon Kinesis Video Streams with WebRTC B4 R Ex 3%

« Amazon Kinesis Video Streams with WebRTC = Y5814

« /A WebRTC # Kinesis Video Streams P ER LT M
+ Amazon Kinesis Video Streams with WebRTC N Z & RIEEH
+ WebRTC %

5 %1% Amazon Kinesis Video Streams with WebRTC &R Y
ZEL AWS ldentity and Access Management

EiB B Amazon Kinesis Video Streams with WebRTC £ AWS Identity and Access Management
(IAM) , B[ AR SIAE B 9 (5 & =5 AT LB BL WebRTC APl B 4EMEFI4$TE Kinesis Video Streams
R#ITES , ARBREAUEARE AWS EiR.

WFE IAM NFHEF , F2ETHEE !
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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* AWS Identity and Access Management (IAM)
« AM
- IAM EREIERE

B &

- BEERREE

- API Bk

« Amazon ERH®E (ARN)

- BFHA IAM tRF# Kinesis ¥ 5 BR N FEE
- BUREHI

IAM R A SE —HZEBRARRXE JSON X, SERRANEBU TR

{

"Statement":[{
"Effect":"effect",
"Action":"action",
"Resource":"arn",
"Condition":{

"condition":{
"key":"value"

BOR B BEETTRAX !

* Effect (XR) : R AR Allow 5 Deny. BRIRFER , IAM EAERBEEAERMN API B)ENFT
1, Rt ERREGGEDIERE. BEAHBERHERE. REREEEREAAHN.

« Action (B11E) : EiE RERFHIEBFTTMHE API BIfE,

« Resource (BiR) : SEMEXENER,. EEERARXNPEEER , BXAEMAHE Amazon Resource
Name (ARN),
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https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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» Condition (fffF) : RHFAZEFME, 877 LUE A © P 242 5] A B SR BR) 4R £ o

ECEVNER AM BURE , WREBEMEA IAM BEREL SN IAM BUREH R

API EhE

£ 1AM BURBRR A |, S AR 2 8 1AM WY BRI 18 BT API Bh¥E. ¥ Kinesis

Video Streams with WebRTC , A T HIFERKE API BRI E M : kinesisvideo:. fl

i : kinesisvideo:CreateSignalingChannel., kinesisvideo:ListSignalingChannels
M kinesisvideo:DescribeSignalingChannel,

BREE-RAXPIEESEEE  FRAERSR , TR :

"Action": ["kinesisvideo:actionl", "kinesisvideo:action2"]

RO ERBRETIEEZEEE, fln , BUIEEEBHEES "Gety XFWFEEE T
N

"Action": "kinesisvideo:Get*"
= EEEFE Kinesis Video Streams &/ , @FHER ) EAFx , TR :
"Action": "kinesisvideo:*"

W% Kinesis Video Streams API Bi{EHI TEIEE |, 552 [ Kinesis Video Streams APl 2%,

Amazon &R % # (ARN)
8 IAM BERBRARNHEERAIEERHE ARN EENEIR.

#t¥ Kinesis Video Streams AL T ARN ERER :

arn:aws:kinesisvideo:region:account-id:channel/channel-name/code

fln -

"Resource": arn:aws:kinesisvideo::*:111122223333:channel/my-channel/0123456789012

API EhE 95


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-generator
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& A LAfE A DescribeSignalingChannel EXS4$83&# ARN,

EFHEM IAM EF ¥ Kinesis &5 &7 FEUE
WO REEEA BT HM IAMIRFE | FHEFEIB WebRTC FASESEE Y Kinesis Video Streams #1718

. RBEACRBHEEN AM AG  AIREHTHH. IAM EESATLKE IAM REM, E3CHMER
BHEAG, MBEFEEF  F2H (AM EHEER) FNELAGUEIRET A #E AWS R,

BUR g2 45

T 5 €551 BUR R & ] 55 F§ WebRTC $EI& 12 #I65 F & ¥} Kinesis Video Streams BY7ZHL,

Example 1 : AFFFEAERETAFARHEENESER

e B SR AT R & S AR TR (R RASREE L B AT
DescribeSignalingChannel, GetSignalingChannelEndpoint, ListSignalingChannels
#M ListTagsForResource 4,

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesisvideo:Describe*",
"kinesisvideo:Get*",
"kinesisvideo:List*"
]I
"Resource": "*"
}
]
}

Example 2 : AFFFERERIAKKIAE

WBUER O] B A A REAEFIT CreateSignalingChannel &4k,

BT EHM IAM RFY Kinesis 82 S£RM ZHUE 96
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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{
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesisvideo:CreateSignalingChannel"
1,
"Resource": "*"
}
]
}

Example 3 : o5 & B EZEFTAE Kinesis Video Streams H Kinesis Video Streams with

WebRTC &I

WK R 3 6E A B S BHAE A E R L3 T2 Kinesis Video Streams /., WHFRERRER

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kinesisvideo:*",
"Resource": "*"
}
]
}

Example 4 : iRt ERAERBEARBEDMSER
L BUR RRHE A & AR S EARBEERISER,

JSON

"Version": "2012-10-17",
"Statement": [

BrREf)
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{
"Effect": "Allow",
"Action": "kinesisvideo:DescribeSignalingChannel",
"Resource": "arn:aws:kinesisvideo:us-west-2:123456789012:channel/
channel_name/0123456789012"
}

1

Amazon Kinesis Video Streams with WebRTC B & 18 B 3%

EETH RS AWS IR B EERTENEERR , F2HBAWS g SR ESERARREBELR
EBNERFTE, ME-MRENR , FS B AWS Compliance Programs,

B LAER TEHE= SRS AWS Artifact, MFEFMEF , FS2RE F FTHIHKST AWS Artifact.

BEMER BNERELE AWS B BURRERNBRE, SRANERER | UREREENE
Bo AWS RETIERABHER

« ZEERERE - BEBRATEFIEEARTRTEEEZE  YRUFBLRLHESRIENSE,
« HIPAA £ RS ZE - JIH HIPAA S IRH. XIEFTE AWS IR ZBRFS HIPAA B,
« AWS 2 ER - W ITEFMANEEmNES TR EAREHNEENLE,

- AWS EFEHEH - EBERNAETRARNEREEE. FTEERHERARE NREEK
AWS BR#% WA ERERAFE S ERBN L L2 ( SFBEREENBZMAIZA (NIST), XNFE
XL BEZEZEE (PCl) MEIREELER (1S0)).

- AWS Config % A B15m P K £ AR B EE R — AWS Config RESFAERAEFEATE
%, EXEAFZHENEE,

« AWS Security Hub — & AWS fR#% AIEELERBH P L £ ARE AWS, Security Hub El L&
#l, TEFEEN AWS BRI BELN EHER/REETEZLEREENGEERK, NEENWRE
MBFEEE | 5528 "Security Hub ###|22E , ,

« Amazon GuardDuty - EEERLNRERBEARNMEETED , #it AWS R ERIHE AWS iR
B, I#&H. AENERNBERE, GuardDuty TRERESRRBARAENASEINER ,
LA Bh & K FE PCI DSS & BRI ARER,

« AWS Audit Manager — & AWS R AT GBI B EREZ AWS A& , UELEERRKBN A , U
REEERMEEEENAR,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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Amazon Kinesis Video Streams with WebRTC ARy 5E

AWS £ EBERERI AWS EE M TAESAEREE. AWS B RESEEBR S BANREHA
TAESE , ELXEHEKEE ShEENSEREBRMER, SR UER A BERRMRERA
BANENE K SLEARANERESETHAEScEABRERE  mMAgPE. WARENATH
., RERINBERREL  IBRE-SZEERDONERERRBES,

W AWS B A THESNHEET , BBMAWS £ REBBE,

5/ WebRTC B Kinesis Video Streams FHEB R LM

EBZERI , Kinesis Video Streams ( ‘@3EH WebRTC Ih#t ) ZF| Amazon Web Services : &%
RFEHAREPFNR AWS WERFERLZ2RBFHRE,

B LAER AWS B2 4R APl LY | BB FE Kinesis Video Streams, FAF R4 EAX E
Transport Layer Security (TLS) 1.2 SREFTRAE, BFEFEA TLS 1.3 REHM KL, AFRiRtLSEXE
B EEZELSF (PFS) WHRBEH , SRS Diffie-Hellman (DHE) 4% Bl gh 4% #& B Diffie-Hellman
(ECDHE), BRARM (W0 Java 7 MEHMAE) AZEXEELERX,

A, BRAEAFEAFIRESE ID ME IAM EBEBRBAARTNEB/REZ, E , EULUEA
AWS Security Token Service (AWS STS) UEX ERRZ £ BEUKEHE R,

Amazon Kinesis Video Streams with WebRTC I Z £ REEH

Amazon Kinesis Video Streams ( B&H WebRTC &t ) REHFZ LRI , HIEERBENEER
CHEZLHERER, UTHREESA—MER  ITREZEBNZLERIR, EEREEETHET
BAREBEREZNREER , ALBEHBEABRAERNYTY , MAEEERET.

NBLEHKLBH R BEES  FENLEAREIN R BEEY,
BEFREERTH

BFHAE |, B LUREHEEE ML Kinesis Video Streams BRI FFA, FEEHEHELEREA
AFHITHEE , Bt , BREREHTEEMENGTT, ¥R EERIIZBZZEZEFIENZSRARM
FEMmMS K BEFREERTFHNERMEMEEEN IR,

Flan | BBEREIXE Kinesis Video Streams A E &R EE PutMedia.
GetStreamingEndpoint#l DescribeStream, AR FEEZEEABEAFMEDE (*) REMENE
(#5130 GetMedia) BIEF T,
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-DetectMetricsMessagesBestPract.html
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NEHMET  BEMERSEERTT.
A IAM A&

SEENAFPREBRARXAAERERNEAER , FEEFH Kinesis £ &, BTER AWS BEA
ERERTFHERAFREARENAN Amazon S3 REEFFEY, ELRTEEDBRNRIIBRE K MRE
FEA  TREHXBENBRENTE,

Rz , CEZER AM AEREERRREAER  REEENAFKREAREAFH Kinesis &£ &
e EAAGE  EFLEARMBERFIAMER.

MFFHMER , F2E AM ERAEREETFNTHEE

- IAM Bt
- AENERRS . FHE. BEAESXNEE

£/ CloudTrail E512 API FEOY

Kinesis Video Streams with WebRTC 288 24 AWS CloudTrail , ILRIEAIIEEFERAE,. AR
Kinesis Video Streams with WebRTC & AWS RIS FrEREXENERY 5T 8% -

A LAfE A CloudTrail WWERE A , HETEE A WebRTC ¥ Kinesis Video Streams 12 HHIEER. BH
FESREY IP bk, IRHBRMWAS, REBRVERE , UREMEFEMER.

WMFHMMEER |, 552 Bthe section called “fF A CloudTrail 528 API FEIY”,

WebRTC 1%

i ¥im 22 2 Amazon Kinesis Video Streams with WebRTC By5& &I ZhAE |, Kinesis Video Streams
SEMA Y LEEIITIIE  SEARMNERLERER. BERBEF Rpeer-to-peerz 2iEIB
Kinesis Video Streams TURN % 2t83% |, FfE WebRTC BAMEEBERE /L MBEAHEL LN
2,

£ &4 Websocket (WSS) R#FASEA L. 4 Datagram Transport Layer Security (DTLS) &
RER , UAREAZLKERBEFRE (SRTP) NEFER SR,

A 1AM A& 100
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ERESRAN API R

Bt 2 E A WebRTC FIZH AWS f#3R 75 R4 Amazon Kinesis Video Streams A5, wJ A
WEENEEI D, BEZKE AWS BAFRNFTEBIWEERER , UEERESHHERERR T
HiE, TiB , EEBBER WebRTC B2 Kinesis Video Streams Z B , BfEZ B EEiRtE | Hep
BETIHEENER :

- ERERRMAE?

- EERPLEER?

- ERELEERAVEARBM?
- EEABLEERTERE?

- ERMITERER?

- B4 REREROEAE ?

EREREFASEYEVEREIZR , T—FRAREPW Kinesis Video Streams with WebRTC
EEMGEREVEE, ZEZETRNEFENTRENEZHRELS TEE Kinesis Video Streams with
WebRTC g, EIREE Kinesis Video Streams with WebRTC B , BE RSN EREREZRE—
PR S, EALLLLE B BIH Kinesis Video Streams with WebRTC ReEERIEER S E R | iHBHE
BRI EEREENNMREREMRR , WEEARATRER LW EE,

3]
« {£/H WebRTC E5#2 Kinesis 5 &%
- {EF 528 API FEOY AWS CloudTrail

£ WebRTC E5#2 Kinesis &5 &k

&R LAE A Amazon CloudWatch E£32 B4 WebRTC B Amazon Kinesis Video Streams , © & U EM
BIEREEH WebRTC B Amazon Kinesis Video Streams HIRRER , WigHER A0 B &I ED
BBV, WebRTC Amazon CloudWatch EL#FFTER €5 15 BANEKRE , LELEFRELE
A, WEEFEE Web EAREN AR EITHEE,

Amazon Kinesis Video Streams 12 T HIIEE :

ES- |

£ WebRTC E:#2 Kinesis 25 &7 101
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- AMEE

- TURN 158

- WebRTC HEUERE

AR E R

REFRB UM EER CloudWatch Logs S54% 1 %% # 5k 4% 77 5% 46 BA R RE RV AR BA B A

EEER B By WE
KB MRHEEPIRBIVIREFEE 200 ARRERR FE Operation
EFE , B2 0, FAIA "1, . Signalin
gChannelN
ame
Latency (R BIE ARG EER B E [ FEFT B BF Z% Operation
i) IS . Signalin
gChannelN
ame
MessagesT SEEEIEFZEWHASHEE, HE Signaling
ransferre ChannelNa
d.Count me

Operation #EEAR T35 APIs :

» ConnectAsMaster

+ ConnectAsViewer

» SendSdpOffer

» SendSdpAnswer

+ SendCandidate

+ SendAlexaOfferToMaster

» GetlceServerConfig

« FPENELR

FEEEEE 102
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TURN £

AERE MR CloudWatch Logs ESZ MR 2 HEAE TURN HEIRIREM MBI E A

BEER iR B HEE

TURNConne HR—7EAARFEREREE TURN B HE Signaling

ctedMinutes =, 1, ChannelNa
me

WebRTC #EUER

REFREMMEIEER CloudWatch Logs B3 M £E 2 HE#2 WebRTC #HEVAHEAE BV HEIE Fo

EEER iR B WE
KB MREEPSENREGER 200 MREH , BIE T Operation
BH'0ONE; FRISEE "1 NE, . Signalin

gChannelN
ame

TotalBitrate MASTER 282 & X B TR R bps B
{E , Channe
IName

TotalPack FILHE , TESHEEEENHTEY, FTE R

etCount {E , Channe
IName

H M WebRTC HEUEE |, #OperationE#EAMR T35 API : JoinStorageSession,

R 528 API A4 AWS CloudTrail

Amazon Kinesis Video Streams with WebRTC 28 #4& AWS CloudTrail , IR AR EERE. A
5, Amazon Kinesis Video Streams with WebRTC 1 AWS RIS AT EENEN R 52 8%, CloudTrail &
#EEY Amazon Kinesis Video Streams BIFFAE API FERY | 36 LA WebRTC #AE 4., HEEAIFEILSFER

TURN 542 103
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B Amazon Kinesis Video Streams E#E AN | AR FZEREE Amazon Kinesis Video Streams with
WebRTC API ##21ER RN, MREEMIRZR , BIRLARA CloudTrail 4 &34 ZE Amazon S3 f&#
178788 | EIEFEH WebRTC B9 Amazon Kinesis Video Streams B4, EMFEZR KRR EBRE |, AT
%R CloudTrail AN EHREEHEREEZHEMH. BRI LUEA CloudTrail WERNE , HENE
iB WebRTC [a Amazon Kinesis Video Streams 12 HEVFER. RHFERE IP bk, BHBERHAS.
REFBRNOER , URHEMFHEA.

EEH—F 7 CloudTrail , SIEWAREREA , F2E (AWS CloudTrail fFH &) o

Amazon Kinesis Video Streams with WebRTC and CloudTrail

B AWS IRF , EZNKRS LA CloudTrail, EfH WebRTC # Amazon Kinesis Video
Streams PEE ST ENWSHTER , BOTEBE LN CloudTrail B4 , AR E4 R & 5 6% Ay H A AR
% AWS B, EBAE AWS IRF iR, BENTHRENSEH. WEFHAENR , F28 (EA
CloudTrail B4 B S MR EH) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-
cloudtrail-events.html,

EERETSE AWS IREFFNEHSH , B WebRTC B Amazon Kinesis Video Streams fIZE
f#, BEMER, FRELE CloudTrail A BFERRZE Amazon S3 FEFEITFE, KFER , ER/EEE
BFEVEHE K ZEMSERZEFMEMN AWS EBiF, EBHMEHHE AWS FEIEFE BENEHSF , I
# BFHERRTEERIEEN Amazon S3 fEFETHE. WA, BAEILIEREHM AWS R , LE—F 547
MBEEEE CloudTrail BFEPFIKENSHER, NEHEEN , BSETIRE .

- BVEBHHNBIE
 CloudTrail X EMWRENES

« ERX7E CloudTrail B9 Amazon SNS &£l
. RZ{EEEEW CloudTrail BFEFER , LRKEZEIRF I CloudTrail BFEFER

Amazon Kinesis Video Streams with WebRTC X #E# T 5|E{Efc#% A CloudTrail HFFEER+HPHNEH -

« CreateSignalingChannel

» DeleteSignalingChannel

* DescribeSignalingChannel

» GetSignalingChannelEndpoint

» ListSignalingChannels

 ListTagsForResource
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« TagResource
« UntagResource

» UpdateSignalingChannel

B-EEMHIARERFELSELFRENENA. FoERATHBEHE THIEE

Lj-w-

- EREREHRER AWS Identity and Access Management (IAM) & ZE A ERHEH,
- REZERK , RECEATHEACGEBME I 2 EAENERELRE.
- BEREAHHEM AWS BRIEREHE.

WMEFME , 526 CloudTrail userldentity TTH.
4 - BFERER

EHR —EERE RSB ARERNEARAREIEEN Amazon S3 f#FRT#, CloudTrail B
BRES-VZSEEAFER, —EEHAEARFRENE-FR , AIEFRBDE. FRHBHAE
B, FRBHFEF. CloudTrail BFFEIIFELE API IR EREREEF Rt TS UEMEEIR
FHE,.

T 5IgEHIFER CloudTrail BF$IEE , /7”&l CreateSignalingChannel Bk,

"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"EX_PRINCIPAL_ID",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"EXAMPLE_KEY_ID",
"userName":"Alice"
},
"eventTime":"2019-11-19T22:49:042",
"eventSource":"kinesisvideo.amazonaws.com",
"eventName":"CreateSignalingChannel",
"awsRegion":"us-west-2",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-sdk-java/unknown-version Linux/x.xx",
"requestParameters":{
"channelName" :"YourChannelName"
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},
"responseElements":{
"channelARN":"arn:aws:kinesisvideo:us-west-2:123456789012:channel/
YourChannelName/1574203743620"
},
"requestID":"df3c99c4-1d97-49da-8569-7de6c92b4856",
"eventID":"bb74bac2-964c-49b0-903a-3501c6bde632"

g5 BFEERER 106
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AP| 22&

FE
* \WebSocket APIs
- FEREFSHABZK

WebSocket APls

LT 2 Amazon Kinesis Video Streams with WebRTC WebSocket APls :
B

» ConnectAsMaster

» ConnectAsViewer

ConnectAsMaster

LEEE G0 EREREIEENTREE, T WebSocket-complaint 23 EE &R 0] A RELE 1
GetSignalingChannelEndpoint API FEIYERISKY R4 Websocket (WSS) U2, A ARMFATRIE
JEH Amazon Resource Name (ARN) fEAEAFTESE ., BEBRH UM EHHEMNRIARS 2 RE
e MRZEAFHUFTEERERTERE , BILEFNHERAEL, FNERPESHSEEREAN
ERPEER,

"X-Amz-ChannelARN": "string"

« X-Amz-ChannelARN - FASE4EEH ARN,
- B FH
- RERH : RETRA 1, RELREA 1024,

« R : arn:aws:kinesisvideo:[a-z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-]1+/
[0-9]+

« HE 2

WebSocket APIs 107
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[ &

200 OK HTTP AREERE A ZE B W3

$HER
* InvalidArgumentException

EENSHBEBHRS, FTXENBEEH. NWFEFAEF

s
¢
dn
=
[o]
2
el

HTTP ARAEHS : 400

* AccessDeniedException
BEARERETFIEENBEN LB,

HTTP ARAEHS : 403

* ResourceNotFoundException
BERFHE,

HTTP AREEHS : 404

 ClientLimitExceededException

DUASHIERRILE API K, MEFEMEN , 5528 Amazon Kinesis Video Streams with WebRTC
RIGELRE M SRR EXMISEOER, AWS

HTTP AREEHS : 400

R 5/ B 7

MELUARSHERRIA API, BIESERFBRERL AP, EREE
ClientLimitExceededException EEI$EER,

S
MREER clientld MIBECFRER , AIGUHEFAEMERPEER,
EREITA

IERAFHY API FEIY,
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36 47 FEOY
AFFETHNY  SAFUFSERERTEER,

ConnectAsViewer

DR B 0 EREimM AT EMNFAREE. EMARFE WebSocket WIEX EH A LA RERER
GetSignalingChannelEndpoint API FEIUER{SHY Z £ Websocket (WSS) i s, HERMEAIRIE
JEH Amazon Resource Name (ARN) M A Fi% ID EBEHFES . EEBIRE THIU IR
R G oRER. MRBREWEREBRPIEENERClientIdE , AIFHERE L. FNEFASE
BERPEER,

ER

"X-Amz-ChannelARN": "string",
"X-Amz-ClientId": "string"

« X-Amz-ChannelARN - FAR4EEH ARN,
- JE . FEH
- RERH : RETRA 1. RELRA 1024,
- B : arn:aws:kinesisvideo:[a-2z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-1+/
[0-9]1+
- BE R
* X-Amz-Clientld - Fi F ik HE— & BIAF
- J|A . FEH
- RERH : RETRA 1. RELRA 256,
« X : A(?1(?1)AWS_. *)[a-zA-Z0-9_. -]

(@ Note
X-Amz-ClientId £EXLL BATEAWS ,

. l\\g . ;EE

[ &

200 OK HTTP AREERS I ZE H A 3o

ConnectAsViewer 109
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7

i

* InvalidArgumentException

EENSHBBHRS, TXEHEEEM. NEFHEA ,

S
Vi
&
T
[9]
)
1113

HTTP AREEHS : 400

* AccessDeniedException
RREARERETFIEENBENNFLEBH.
HTTP #REEHS : 403

* ResourceNotFoundException
EERFE.
HTTP ARREHRS : 404

 ClientLimitExceededException

LUASHWRERRZEIWA AP i | EEZHENBRRSREEBEXEN LRI, MEFMENR ,
Amazon Kinesis Video Streams with WebRTC R#SELEE 1 iR E R MIEEURE AWS,

3
¢
8

HTTP AREEHS : 400

R 5/

MRUKSWERRIWLA AP, SERZBHEENRERHEBLHZIEN LRE , AISEIRFEBRERLL
APl, ETRBFELL ClientLimitExceededException {EE 35,

£5

MRISEM ClientIdF BECFHEER , AEEAREATIHERPREL,
ERTA

ER B API FEIY,

3 47 WY

SAFFIATI , SRS EMERPEER,
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SEE A 2=

FIEERASSBESEMERSEEZRMHE (Bl , SDP 2EH SDP BEEE). U TREH
%o

S

nn
i
21

{
"senderClientId": "string",
"messageType": "string",
"messagePayload": "string",
"statusResponse": {
"correlationId": "string",
"errorType": "string",
"statusCode": "string",
"description": "string"
}
}

- senderClientld - 53X & F 5 i B9 M — 38 B 5
- | T
- RERS : RETRA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+
- BB A
- messageType - BH4HER,
- A : ENUM
- BNE
# : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE. GO_AWAY., RECONNECT_ICE_SERVER,
STATUS_RESPONSE

- RERS : RETRA 1. RELRA 256,
« R : [a-zA-Z0-9_.-]+
- BWE 2
+ messagePayload - base64 fRIGHAERNR.
- JE . F&H
- RERH : RETRAB 1. RELERR 10K,

° I\\E . 17::

FRSHAEER 111
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- correlationld - AREEFTIEMVA R —ZBI R, ERAFImAS (B0 , SDP 2%, SDP EZ& S ICE
ﬁiglﬁ) 1A HEE correlationlds

EA -
- RERH : RETRAB 1, RELRA 256,
- B : [a-zA-Z0-9_.-]+
- BE R
« errorType - $5ERRME— BRI B,
- JH . F&
- RERH : RETRA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+
s BE R
- statusCode - ¥ ER EIFEME M HTTP REETE.
- JH . F&
- RERH : RETRA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+
. RE B
- description - fREMREN FHEHEIR,
- BH FH
- RERS : RETRA 1. RELRA 1K,
s BE R

SendSdpOffer

BiRREEGEERGE, ERFG—RAFPRSEDEREM GetSignalingChannelEndpoint
API| B 8# WebSocket i E,

MREXEFREREASN , ASRBREEGBEEHE. kA, FEEIEE RecipientClientId,
RIFEG B RecipientClientId WA TIEEE. MREXEFRRIEE , ARZEERE
RecipientClientId EER B ERREE. EEREIBENT , RecipientClientId EXE# A,

AFEHHAFPREARASRBER GEMAREGAS  ERAMRAFAFREAENSRREEEE
EiR A FiREARER. ZZEI%#@*E%E}WE mfE AR ERS ?m%{%l_%%s ﬂilil‘ﬁﬁﬁﬁ}ﬂﬁ mEMAEN , Al

th /= S-S ] = (5 3% B =l ke = o h 48 =3
0 ' Ll 1 = JIgn TES il T




Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FiZ A 215/

_%\,
{
"action": "SDP_OFFER",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"
}

- action - EIAMNALSER,
- A . ENUM
- B®E : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- RERS . RETRA 1. RELRA 256,
« R : [a-zA-Z0-9_.-]+

- BE R
- recipientClientld - Yt ¥ & B ME— B R o
. R . =@

- RERH : RETRA 1, RELRA 256,
- R : [a-zA-Z0-9_.-]+

- BE R
« messagePayload - base-64 fRBHAEAR
. FH - =8
- RERH : RETRAB 1. RELERA 10K,
- BE R
» correlationld - ALK ME—FBIFF, ERBEENSH,
. A - =8

- RERH . RETRA 1, RELRA 256,
- B : [a-zA-Z0-9_.-]+
° l\\g . E\

SendSdpOffer 113



Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FiZ A 215/

[ &

MBAERIERINFWAL , IFSELEEMEE, MRERHKERES  BFERDEE
correlationId, BI€ LA STATUS_RESPONSE AN EEELFMEA. MEFMET ,
Bfthe section called “3E[E A B3 W,

i

Y
*

?

* InvalidArgumentException

EENSHBBHRS, TXEIEEAEM. NEFHEA

s
¢
dn
=
Io]
-
¢l

HTTP ARZEHS : 400

* ClientLimitExceededException

LLASRERIA API B, MEFEMERA , 552 Amazon Kinesis Video Streams with WebRTC
RIGECEE M SRR ESXMISBOE®, AWS

HTTP AREEHS : 400

BR /800

MRUKSHWERRWA AP, BISERFERERL APl, EIREEN
ClientLimitExceededException {EE$EER,

R

It API TREFE,

ERATA

ERAFH API FREIY,

b 17 P Ay

REFLATHU, FRFUEEE—RIER,
SendSdpAnswer

BEZEEEGEEERGEE, EREFGERAFPKSEDEREIMR GetSignalingChannelEndpoint
API| B {8# WebSocket i E,

SendSdpAnswer
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MREXERREREASR , AESFEXEERE, kA , FFEEIEE RecipientClientId,
RSB RecipientClientId WETIEEE. MREXEFBERIEHY , AEESEEE
RecipientClientId IEEM B ERKEZE. EEBIENT , RecipientClientId EXE# A,

ARHFTHHAFREAEASOEER GEMRES , ERAMRASAFREAEASDEEEGE
HMAFREAER. URRERAFPREARAEEASEEEE RS —ARREAFRERES , A
"REL BITRER. MRE—EAFREEAEENRTEXEE , IGHNEEERILEZ,

R oK
{
"action": "SDP_ANSWER",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

}

- action - EAWAREE,
- FH : ENUM
- B%E : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- RERS : RETRAE 1, RELRA 256,
- R : [a-zA-Z0-9_.-]+

- BE R
- recipientClientld - W4 & B9 M — 3 B &F o
- J|E  FH

- RERH : RETRA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+

c BB FE

« messagePayload - base-64 fRIBHAEAR,
- JE . F&H
- RERH : RETRA 1. RELRA 10K,
c BE . FE

- correlationld - 5.2 K ME— B R,
- JE . F&H

- RERS : RETRA 1, RELRA 256,

SendSdpAnswer 115
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« R : [a-zA-Z0-9_.-]+

- BE B
=1 FE

MBRAFREIERINZWAL , AIFSELEAEE, MRRKERESR  BERPEE
correlationId, BI&LL STATUS_RESPONSE AR ELEBRFMEA. MEFMEA |
SEREEZNSE T

$HER

3
»

* InvalidArgumentException

s
9
dn
@
[o]
2
el

EENSHBBHRS, TXENEEEM. NEFHEA ,

HTTP AREEHS : 400

* ClientLimitExceededException

UARESHRERRIA AP| BFEE, MEFMER , 5828 Amazon Kinesis Video Streams with
WebRTC fR#EHEZE M SERERAMISEBOERE., AWS

HTTP AREEHS : 400

R 5/ 8%

MRAKSHERRILA API, RISEIRFERERL AP, ETREKFE
ClientLimitExceededException EEI$EER,

R

It APl TR ER.

ERATA

ERAEE API FEIY,

47 R AL

SFFIATREIY, R EEE—IRR,

nun
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SendlceCandidate

1% ICE RBIEEXGERRHEE., ERFERAFKRMECERIR
GetSignalingChannelEndpoint API EX{8H) WebSocket i Eho

MEEFEERRZMIAE , 2 ICE RBEBEXGEEHH, ki, FTEERE
RecipientClientId , RIAEZHE RecipientClientld WEMISEE. NRFHEERREH
2 ICEfRBEESEXEE EEMNEERecipientClientId, EHERT , RecipientClientId
ELENBA

RFEHUAFREARIE ICE RREMEAETREE  BRAFRIREASHEARRNS (CE
REAMXETHUASHEAER, NRRREMASREARIERE ICE RREMEEG S — B8
RBASREARS , 8 TTR, WTHER,

ER
{
"action": "ICE_CANDIDATE",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"
}

« action - EEAMWAREE,
- A : ENUM
- B3E : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- RERS : RETRA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+

- BE R
« recipientClientld - Y44 & 8 M — 58 B 7F o
- JA . FH

- RERH : RETRA 1, RELRA 256,
- R : [a-zA-Z0-9_.-]+

- BE B
« messagePayload - base64 fRIEHFAERAE,
- J|H . FH

SendlceCandidate 117
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- RERH : RETRA 1. REERS 10K,

« HE 2
« correlationld - FA 5K M — 5% BI7F -
- J|E  FH

- RERH : RETRA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+
- BB A

= &
MRAFRFADZRAE , AT EELEAEE, MRERHFERER , BFRPERE

correlationId, BI& LA STATUS_RESPONSE AR EEHERFMER. WRFHMER
FERLS ALK,

3
$

$5ER

* InvalidArgumentException

2
s
&1
B
o
2
¥

EENSHEBHRS, TXEIEEEM. NEFHEF ,

HTTP AREEHS : 400

 ClientLimitExceededException

UASHIERILA API B, WMEFMMET , 5528 Amazon Kinesis Video Streams with WebRTC
PRAEEZE M SERERAMISEOER., AWS

HTTP AREEHS : 400

BR 5/

MRUKSWERWA AP, BISERFERERL AP, EIREEN
ClientLimitExceededException {EEI$ER,

K

Itk API TR EHE,
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BEHTA
ERAFHY AP R4,
3 17 WY

ARFLATHU, SRTFUEEE—RIEHR,
o ETE AR

M Fuwm] LARERFEARAIEAR. 52 WebSocket MENEXNEX R, EERBEAR , REESEHF
IR RAEREARBETRR  MEFTSERBETMANALS. ERAEERRFIER T thxREERR
175

LR th EEAPENERIE A PR , flNERENARFEZNE, ATRERNERAR

- GO_AWAY : A S ARMBICERER. TEAFRKEFTRELANNES, PENER , Y EXER
EFEEZAREE,

- RECONNECT_ICE_SERVER : WA E AR B EIXERRE , EVEAFREEPEER, W
B ICE fAR:SMERE Y EMSEREINERETEX AR,

A ETE AR 119
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£ WebRTC ¥ Amazon Kinesis Video Streams # 1T & &

=2

AT HIEARZFEHBEAAFEH Amazon Kinesis Video Streams with WebRTC A/ gEiB N & R A,

i 3 peer-to-peer TYEPS EX BV R =B

WebRTC % BiR 8 & T 51 JR (X 3% 4 1Y R

. BRI EEE (NAT)
- BraE
- BIECENRE

WebRTC 122248 K REWSERF , BRI NHERBER, CEER—EES , AREBTURNG
FRESEIXIREE | LABHEE LR P peer-to-peenEfR,

BEREERFENMALY  FHL4 TR - LT ARGERE SR EE T TR RN BN T
£

- TEERMEREHANE (SDP) BEEMESR

- FME ICEfRIZHEESE

o ORTEfE A WRLE IR IR B R M ELR

- ICE MR

TEEREREFGE (SDP) BEMER
TR HRER G E (SDP) REMEE | THHKILYEE 2 M RTC THEE.
Tt — 5T # SDP BAME , BSH 5k,

- BEH "BEE, BEL , MMEEEREDE Kinesis Video Streams with WebRTC ALl T E | &
EEFAREENYE,
=

HESNEREEL,

ﬁJ\
.

# I peer-to-peer TERS EX Y R 28 120


https://www.rfc-editor.org/rfc/rfc4566#section-5
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BENZRMBREAFKEL  EURESBEXREHRABLWEN ICE REER.

BARM C B Kinesis Video Streams WebRTC FIZEH & —EAMEMNIIRELSY , BB ERES
FC8% SDP, EEBIN THRIINEENELENER,

EEstdoutft SDK #§ SDPsie#kE| |, FHERE FHIRIFE Y : export DEBUG_LOG_SDP=TRUE, #&
A LA sdpOffer®E4F , 1 JavaScript A FigHicék SDP BENE R, EEBF N RE , F2
B GitHub,

MEEMEF , M the section called “FH WebRTC E532 Kinesis 5 B

WMRAREE SDP BFR , AIYSAsEEEEST SDP B , RABET IS A MAHENERERR. &
AREERIELUATHE

I/webrtc_video_engine.cc: (line 808): SetSendParameters: {codecs:
[VideoCodec[126:H264]], conference_mode: no, extensions: [], extmap-allow-mixed:
false, max_bandwidth_bps: -1, mid: videol}

E/webrtc_video_engine.cc: (line 745): No video codecs supported.

E/peer_connection.cc: (line 6009): Failed to set remote video description send
parameters for m-section with mid='videol'. (INVALID_PARAMETER)

E/peer_connection.cc: (line 3097): Failed to set remote offer sdp: Failed to set remote
video description send parameters for m-section with mid='videol'.

E/KinesisVideoSdpObserver: onSetFailure(): Error=Failed to set remote offer sdp: Failed
to set remote video description send parameters for m-section with mid='videol'.

D/KVSWebRtcActivity: Received SDP offer for client ID: null. Creating answer

E/peer_connection.cc: (line 2373): CreateAnswer: Session error code: ERROR_CONTENT.
Session error description: Failed to set remote video description send parameters for
m-section with mid='videol'..

E/KinesisVideoSdpObserver: onCreateFailure(): Error=Session error code: ERROR_CONTENT.
Session error description: Failed to set remote video description send parameters for
m-section with mid="'videol'..

BB SDP BEARE , ESKMAEA WiTa=rtpmap , AEF EEFRIL FEBEIEES,

a=rtpmap:126 H264/90000

a=rtpmap:111 opus/48000/2

MR Safari AMBR[KERETESEIE H.265 Fi8 | BEBEFITHER

TERSERIER B E (SDP) BEMER 121


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c#getting-the-sdps
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/983b62f07330e05277fd072f8062fecd8233bce7/examples/master.js#L123
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 InvalidAccessError: Failed to set remote answer sdp: Called with SDP
without DTLS fingerprint.

* InvalidAccessError: Failed to set remote answer sdp: rtcp-mux must be
enabled when BUNDLE is enabled.

BFEEREAERELEN SDP BEHE., £ SDP BE+ , B#EK BB Ta=rtpmap , YMER

BfFHE H.265 B91T. BEERZM TR :

a=rtpmap:104 H265/90000

WMRFTEFEE |, 51 Safari SREFRAEARR WebRTC By H.265 EiEEs,
£ Safari BimEEH |, 17 T~ IIENE -

« JZHY Safari > 5RJE... > P, BEEER Web A ABSINRES B,
o BEUSSIERE, EE WebRTC H265 HEiE25 551,

ENMRBENBESR K BEELEN

AL ICE{RBIEEELE

ICE 1%:218 H REHYSTUNRIIRESETHFUNESEAFRELY. BHREA WebRTC 89 Kinesis Video

Streams , STUNfAIBRE§ A stun:stun.kinesisvideo. {aws-region}.amazonaws.com: 443,

BR T MOUSTUNMRIBRES LU BRIRIEE 24 , AFRBE Lt EMITURNMRES. S TIerE
BIEE AR Y B iEpeer-to-peenBZ 38 | SRR BERH.

B LAER T 5 TEREL ICE REZEER :

« Trickle ICE WebRTC il , {8 Trickle ICE RINEREE

* |ceTest.Info

FEREMETLER, &a L A STUNKT TURN fRIIRES E AR W ERBIER,

£ E# A WebRTC HUE Kinesis Video Streams FITURNfRI RS EAMMS BN ZE A E R |, &7 LARELY
GetlceServerConfig AP| 4k,

T%| AWS CLI R REBNMIERS L ERR , MEEERMBELTEHRER,

B

FHME ICERBEEHBEEE

122


https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://icetest.info/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_AWSAcuitySignalingService_GetIceServerConfig.html
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export CHANNEL_ARN="YOUR_CHANNEL_ARN"
aws kinesisvideo get-signaling-channel-endpoint \

--channel-arn $CHANNEL_ARN \
--single-master-channel-endpoint-configuration Protocols=WSS,HTTPS,Role=MASTER

get-signaling-channel-endpoint @AY H &R T AR EFE

{
"ResourceEndpointList": [
{
"Protocol": "HTTPS",
"ResourceEndpoint": "https://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"
},
{
"Protocol": "WSS",
"ResourceEndpoint": "wss://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"
}
]
}

ffl HTTPS ResourceEndpoint{BEREVSTURNIFRESEE , I TFIR :

export ENDPOINT_URL="https://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"

aws kinesis-video-signaling get-ice-server-config \
--channel-arn $CHANNEL_ARN \
--service TURN \
--client-id my-amazing-client \
--endpoint-url $ENDPOINT_URL

Bl fE I ETURNMIARZREFAIEEA , 21E TCP M UDP Win%: , UREFNEMMENEAER.

® Note

EEFH TTL EREELEAERNERNSERRE  UWAENM., £ Trickle ICE WebRTC
&1} IceTest.Info R{FEAELE(E , /A Kinesis Video Streams S & RIGHEE L ICE &2
==

& ICE RIBIBEEX 123


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://icetest.info/
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R TEfE A BRLEAR R IE B 2RE I ER

THRMEREZEARREIIFRESREENY. IREEUABERAERNAFPRITEEYNT
EREER |, BRI LAEFH AR webrtc-internals 222X , 7 Google Chrome H ¥ Btk &7

F—ERERRS|RBH R WebRTC TIFHEER.

EE—EZES|IBED , B chrome://webrtc-internals/. A UEL RS BEPIBIEEEEST
P IERBRNPEERA.

EREINEECELERNESA. i .

» Create Dump
Read stats From: | Standardized (promise-based) getStats() AP| ~]

Note: computed stats are in []. Experimental stats are marked with an * at the end and do not show up in the getStats result.

GetUserMedia Requests

https://awslabs.github.io/amazon-
ki i id brtc-sdk-

ic/avamnlac/indav html [ rid:- RN2E

https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js fexamples/index.html, { iceServers: [stun:stun.kinesisvideo.ap-northeast-1.amazonaws.com:443, turn:3-113-249-125.t-6618366e.kinesisvideo.ap-
northeast-1.amazonaws.com:443?transport=udp, turns:3-113-249-125.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=udp, turns:3-113-249-125.t-6618366e.kinesisvideo.ap-northeast-
l.amazonaws.com:443?transport=tcp, turn:18-183-42-89.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=udp, turns:18-183-42-89.t1-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com: 4437
transport=udp, turns:18-183-42-89.t-6618366e kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=tcp], iceTransportPolicy: all, bundlePolicy: balanced, rtcpMuxPolicy: require, iceCandidatePoolSize: 0 }

ICE connection state: new => checking => connected

Connection state: new => connecting => connected

Signaling state: new => have-local-offer => stable

ICE Candidate pair: 146950 <=> :35795
» ICE candidate grid

tate Tahlac

T R ERIMERNIER , MTAR.

¥ Stats graphs for candidate-pair (state=in-progress, id=CPaYGwieso_EsxKSWoY)
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