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ft &= Amazon Kinesis Agent , B A RAMERE ?

Amazon Kinesis Agent (B Windows B Kinesis Agent) 2 J:8E A JEHHRERER, ©E

£ Windows R HEIF A EEMAR[FHVEE LHT CRBIPBR AWS EwAR). BEAM Windows B
Kinesis Agent AIAE R B A b e, M. BRREART. EHNEEFRERE AWS R ,
‘@& Kinesis Data Streams, Kinesis Data Firehose, Amazon CloudWatch , BA% CloudWatch Logs.

RELRY , BEFEUVUAEARTERM AWS RBEKR. 2 MREBILER , ISLUTER :

* Amazon Simple Storage Service (Amazon S3)

* Amazon Redshift

* Amazon Elasticsearch Service (Amazon ES)

» Kinesis Data Analytics

* Amazon QuickSight

* Amazon Athena

* Kibana

TEFRBA/GSE Windows B Kinesis Agent f%& , A% H & R B R ZE Kinesis Data Streams.,

ArTacts Kinesis Agent ror Microsof Vvindows AV oenvice

Kinesis Data
Streams

MBAOR, EEMER ORI,

W

ESRMEREB SR Amazon Kinesis Kinesis X2 .

TERALATUEARREEEREZERR]. IREREEN — L1, ELEBE I Kinesis Data
Analytics, Amazon EMR L&Y Apache X , LA& AWS Lambda.



https://docs.aws.amazon.com/streams/latest/dev/
https://docs.aws.amazon.com/firehose/latest/dev/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonS3/latest/gsg/
https://docs.aws.amazon.com/redshift/latest/gsg/
https://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/
https://docs.aws.amazon.com/quicksight/latest/user/
https://docs.aws.amazon.com/athena/latest/ug/
https://aws.amazon.com/elasticsearch-service/kibana/
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Em AWS

Amazon Web Services (AWS) £8 T REBN ERRERYE K FLEHEZEARIEMUNA, RE
BETEE., f#7F7. ERE. sHMREARXES (FANTH). AWS FRAEFENRBEERN. &
REARE (BLEARN) EANBRKEAE. A, ATERBERERFTNERLESESA , AWS
tRUTEEBAELSR, EHARED , REAEBRUTHREEARE, NF AWS HEXNEES
R BEZEERPOAM, BEEEI AWS RF |, B AWS B EHI M,

B A M Windows B Kinesis Agent A T BEMEZE 2

Windows E [ Kinesis Agent 2 T 5 ThAE :

WERFW. EHREEEHR

BEAR Windows B Kinesis Agent U EE. B4, BRREARKFEENREFE , KB, B4
EEERE—HZE AWS . REZERENEAFTESNRAERENEXNERTE. fl0, BFH
REEUEENXFEI (B syslog ) FHRIEMARSE L. BAR Windows # Kinesis Agent AJ i
EMFANZXT , WRFEE S CERE I JSON EKX , BRARE AWS, E2HEELFER JSON
B AWS BR¥% , EHEFRZ i TIRE., HRE Kinesis Data Streams A H Kinesis Data Analytics
BERE 6 UELEINEENEEEE , EHANKERIRFER. BUUEHAZE AWS R (a0
Amazon S3) FHER , BURAEREEREE T FERN S,

—T—
0

B AWS RIEES

B LA TE Windows B A Kinesis Agent , # B R, SHNEEEAZEHETREMN AWS R :

« Kinesis Data Firehose— EF& 1% BB iR BV B RHFZ TE Amazon S3, Amazon Redshift, Amazon ES
B Splunk A — 35 53 4.

« Kinesis Data Streams— A #£ & A Kinesis Data Analytics 8 BETEEAERX B Amazon EMR, =
& AETEAmazon EC2#ITER , ETHITH BT ERRI[EEAWS Lambda,

R AWS 3


https://docs.aws.amazon.com/FeaturedArticles/latest/TestDriveFreeTier.html
https://portal.aws.amazon.com/gp/aws/developer/registration/index.html
https://docs.aws.amazon.com/firehose/latest/dev/
https://aws.amazon.com/quickstart/architecture/splunk-enterprise/
https://docs.aws.amazon.com/streams/latest/dev/
https://docs.aws.amazon.com/emr/latest/ManagementGuide/
https://docs.aws.amazon.com/AWSEC2/latest/GettingStartedGuide/
https://docs.aws.amazon.com/lambda/latest/dg/
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 CloudWatch— LEIFERABRNEER , BB ESHIBRRF. ARREERBELARERE
B, BISEEMHEEM CloudWatch R,

« CloudWatch Logs— @7 &R BFNEH |, WE AWS EEEEASPRENIE
REEREEPE-SREBELAFNES,,

4Hm

BLBRMEHS

RIEL BN ERE

BRAEBLELSR  FELERIRTE Windows B Kinesis Agent, MIEESFHFMENR |, FF2E 24
B ARREER Kinesis RVEBRER & S2EERARMEIREDN Amazon Kinesis, BZNELERNEREERS
BELLTIER :

- FFRARBWRENBFE. SHEREREN,.
- EEAEMREENNER, HERTUESNERNERERNEE,
- PRRRERNBER , UREREAHNET. 25 &EK,

Windows E f Kinesis Agent FEFf REZBHIZIATES , ATARE R Microsoft ¥ REFIEEN BAFER ,
flan -

» Microsoft Exchange

+ SharePoint

« Active Directory #8132 &4
- DHCP fafRE8

-f'\élf"T
= o
— e

BASREEHE

Windows Z A Kinesis Agent EE B RESEMRR , MAEEXEMER. ETE BFEWR, EHEAK
BETER , URERMENBREIREPE . BAILERE Windows B Kinesis Agent , BBIE#HZE
R, EELMRRPETFTEETMAREENNT A,

fEAE AR Windows #9 Kinesis Agent A 1T/ EEEE 2 4


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
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15 FA A P SR AR AEE 1

EEEANRNARAHEXTZUARERARSFIREFERE , ETNEBEVAEHERN | &L
B AR Windows B Kinesis Agent, $TRVABREXAIMABFE. SHREENHIRERBEE, BAR
Windows BY Kinesis Agent B9 3RS 7] 7E https://github.com/awslabs/kinesis-agent-windows

Benefits

Windows i Kinesis Agent @ R &R EEHT A, BHNERNNBERKE, BRESER, BEE
LENEERTZHE

-'-
SRR

Windows E f Kinesis Agent E2 Kinesis Data Firehose WA R H@ifiTha  REFETR 2 TAE
BILRENESBEEARS.

« Amazon QuickSight— AR FFZFRKFEMENEiR Bl k. BARKERN Kinesis KERER
AT ERER | WiEB Kinesis Data Firehose $7E| Amazon S3 M Amazon #I#%., WEFAIEA
Amazon QuickSight {81t , REBHREERANFFIE.

« Athena— BIALL SQL AERNERNEANEBH N EHRYE. BARKBEN Kinesis KB AT LUE
iB Kinesis BRI KB EASERERIY BRE Amazon S3, A% |, Athena TJLULLE B AN E K
1T SQL &7 , UMREREMN D MK EH.

» Kibana— FHRBHERREBILITE, BRARKEEN Kinesis REER AJLUER Kinesis ERIBT X E
ERERERYFETRE Amazon ES, BEZEEAILIEA Kibana RIFRZER . BUXRHRTEMN
RE , 32EFE. REE. BFXE. RERHEZEER.

Security

Benefits 5


https://github.com/awslabs/kinesis-agent-windows
https://docs.aws.amazon.com/quicksight/latest/user/
https://docs.aws.amazon.com/athena/latest/ug/
https://aws.amazon.com/elasticsearch-service/kibana/
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‘@& Windows kR Kinesis Agent B B EHER > MEETEAREEBINZLERELRE ,
BN IR HG IR B E,

=~
et S
L=

FERE3EE

Windows Z A Kinesis Agent I i E AR RENEEN A5, SHMNEFEER . TEERNEEEE
BASMEER, oM ERENRREEHMER T TEERPENERL |, HEERAEEARESNR
BERBER AT M, B0 , A SUERIRE AP FILETREN KIEEEE, ENBBHEBBE

1 T RE AT 15 Bh 46 2 3% R R SR 18 FIT BB 8 PR A 357 RO S AE RS BB

AR R4

EREEANOMABRENER , FABENRERE , WRHANMERRFEFEOFRS. flw, ST
S BFE. BHEREERYEENNFEANTERE , Y ERBEAEZINFENERANETE LR,
BRERBTE , SN MERRYEPEHAEEEFERNTE,

&

A\

Auditing

EXEETEE Windows EA Kinesis Agent IREEMERM BE,. BHNER, SEEETUEAS
B AWS REEREEREEZMNESR., 0 , Kinesis Data Firehose A# Windows 2 Kinesis Agent
BWERSRR , EBFRE Amazon S3 1, ZEZEEASUEA Athena BTEBRM SQL &4 , ¥
RIEEER,

&

Benefits 6
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Archiving

BEREENRESHNERRKIOKWENER., B2, oM ESFEHEEARSNREKENERER
A PmARREERE). REAEERNTHESREE, BAM Windows B Kinesis IR A L
BB Kinesis ERIPF KB WE, ERAMFESE Amazon S3 FHER, Eit , Amazon S3 Glacierd] A
RBD>EFEEBREERNRAR,

Alerting

ERARRERRNAEEEE CloudWatch 2, EEZFE LR CloudWatch 7R , EiBAmazon
Simple Notification Service (Amazon SNS)ERIEFER—HERBEHREREN, EEIEMEELE—D
wRAMHEAEXNRENRERE,

B ERERARKEEN Kinesis RERER

EE#—F T Windows B # Kinesis Agent , BERER THEHHBKRETF

o HEMRBERLSH Amazon Kinesis Kinesis AERE
« Amazon Kinesis {$ T2 A P9

FiEEAERARRER Kinesis KERER 7


https://docs.aws.amazon.com/amazonglacier/latest/dev/
https://docs.aws.amazon.com/sns/latest/gsg/
https://docs.aws.amazon.com/sns/latest/gsg/
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HEMR B #ES.H Amazon Kinesis Kinesis {2,

T f# Amazon Kinesis R IR (Windows B Kinesis RIEER) WHREH S , IEEEWRENSR
REHTAENABRSEE LENZERNEERNSRBIETEENBREERARS.

Avtifacts i - Nindow
Kinesis Agent for Micro soft Windows AWS

WD

Services

Sources Pipes Sinks

DirectorySource S .
J .r T== KinesisStream - -
=7 Sink
Al bl & CicchangelogSource it NN
RN | Kinesis Data
N R _ Streams
~ \“‘ - b W3SVCLogSource i
~ Md
~ “~
i b ‘_ T
“
~
A DirectorySource? Sy
Trace Events - >4
WindowsETWEvent - e Kine sisFirehose
- * - | S - — _
- S
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— - 5 | | H

Log Files

¥
I

-

i

Kinesis Data
Firehose

Windows Event Logs

!
/

. : # CloudWatchlLog
Sink

WindowsEvent
LogSource

~

Windows Performance
Counters

WindowsPerformance
CounterSource

N
“
~
~
-
-
- 0
CloudWatch ~ ),
r
/

Sink1 Amazon
CloudwWatch

CloudWatch d

Y

|

|
iy

II

_KinesisTap

MetricsSource Sink2

HEREEERAT FHTHNER

FARENEEAFEAHEERAFER,. BHREEFESE , B—=Z@E "Windows, H Kinesis Agents I
R R fmsources, il , ERALEFM A —BRERNLFTERNEBRRYHF,

BR CHEARNFEN) EFEALURG —:ZE "Windows B Kinesis REREN, €&, &
BEH—ERFERE —@ "Kinesis REREN . sink, EBTREFMHMEETLENER,

BB IE S S AT E R IR A 4. JSON 2 XML, EREEEREEEIEE AWS BRE |, fit0

Kinesis Data Streams. Kinesis Data Firehose = Amazon CloudWatch,
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ERAZEEE K E-RETEEEEMBEISERK P, F2RETHNEEF X G), ERAZE
EE , TRARRATEENRREE I (Fln , F2HEEPNEEA,. BRC), BALERASEE
B, BRESEZBNENSRESEREF, KFE, ZRNEEREFEE Y ALATUREGER—@
MHEEENRR, ERREE.

MEESRR., BUREENACERES  FEMA BARREREHDIR Kinesis REE,

FE

. BREE
« Sources
* Sinks

* Pipes

EREE

AData Pipeline AR, RE, MBI , URTREEXEAEXMBRENE R, BAR Windows

M Kinesis Agent B = — BB HMEARERNER — ik, BHNEERRKE LEEKIMRI[EERK
£, Windows kR Kinesis R ERAEHKNENERERERE AWS R , BRERNEERAT . &
REEEE—EEN , SIMEIREESERBENEERRT BB ITEMEERMREXRE. REE
ERRE R EB ST T EM—IEEZE -

- EEESEIRBEFNERY  REIEMELRE,

- BRETERREBRS B IEMANEERRBAA, ELBZURGMBEELREERER , B
ERBEFEDABRERM

- RERBEFBEEERETRRNFT, EMEARELREE , RO ERE,

WMEMEA Windows B Kinesis REREAEZBERNEENZ TS |, F2EAHERE  FHEARER
B Kinesis XIEZ 4% JSON H%#E &7 2 Amazon S3,

Sources

BEARIRE Kinesis {EBENsourceBNE B, EHFREE. RESRBIRHVER | ©ZE
RN ELEESERESEERER, Hli0 , DirectorySource EHERERRAHNIEEE %
WERFER, ZERERERt WEELERANBAFESR) , REEEXERTANEXERESE
LEXWBEIEREA. SERFHER —BRENRRESEARRENRK Kinesis KERE
Nappsettings.jsonflEBER, REESFTRMUBRERENELRFHEN , BEISEERRESK

ENEE 9
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EHITHRE. IRENFHEFAERSARREREMBENTRE, 0, DirectorySource KR
HEFIETE AFERFIEN B &,

MEFERFERNRRESHFHAES , F2EREES,

|m}

Sinks

HRARHKE Kinesis REBENsinkE1#Z X Kinesis REEIXNKENER , UHKRERBREHE TR
AWS REHPHWEP—F K BREREENRSHS. SEKEHERA —BARENZKESTERAREE
IR Kinesis XEEXappsettings. jsonfABER., BKWELTURMUBREEVRNERFAEN , B
BREEENBERFRESFFTHIER. TRENFHEFRESRERBEEMAMTE. flwn, FLEK
FAAFBERESARHEBMOMANERIEERSENFIIL Format, EEVRESHIEEMNIEER |, FIK
SERNFItEERER SR EEZWAERBREAN AWS R4,

MEFERREHENZWETHFEES  F2RENHES,

Pipes

BARKRE Kinesis RIEBENEFESASE AN Windows R Kinesis RIBRER i HEHRFBEHAR
Windows #ZIH Kinesis REEXBW A, CEEEMHHBETERREETRBRERER, SEEEHR
HEFHE Kinesis "TEEBES, appsettings.jsonfHEER, EEESZRARTEERNEREE
HER , HlanEE R R W,

NEEERENEEESTNFEED , F2HREEES,

Sinks 10
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Amazon Kinesis {XIEFE N A P

AT LASE A B A R E R B Y Amazon Kinesis RERER (HARKRE) WE, S, BRIEARE. =
HFEEREN Windows BEFRESE AWS k%, UTERATERERFEEAR Windows kR
Kinesis RIBEXN W B EBMNZE L HRA,

I

 Prerequisites

- BRE AWS IRF

- ZEHEARBEEMN Kinesis KEER
« BREMBBEEDN Kinesis LEER

Prerequisites
L% Windows B Kinesis RIEBRRN 281 , FHLMER T 5T REH

- ABREB W Kinesis RIEREN, NMEFMENR , F2E HEKEEHZH Amazon Kinesis Kinesis
RERER,

- AWS IRFE |, A R EHEEEREEMEBAMN AWS REE. WEEILMRE AWS IREWER ,
BIERE AWS IRF,

- EEERBIT Kinesis REERNNWREF A MRS LR %E Microsoft NET 348 4.6 REFRA, 0
EHMER |, 5528 Microsoft NET X#H# Install the .NET Framework for developers.

3
r

EEVHEREFARMAMRET LELERN NET Framework &FhRAS | SBFEA LT PowerShell I
-

[System.Version](

(Get-ChildItem 'HKLM:\SOFTWARE\Microsoft\NET Framework Setup\NDP' -recurse °

| Get-ItemProperty -Name Version -ErrorAction SilentlyContinue °

| Where-Object { ($_.PSChildName -match 'Full') } °

| Select-Object Version | Sort-Object -Property Version -Descending)[@]).Version

« BEHBER Windows ZE A Kinesis KB EiX Amazon Kinesis Data Streams (& H). BIHR
£ FiKinesis Data Streams £ 4 , AWS CLI, 58 A Windows PowerShell By AWS T B, %E
B B2l T BUNEHER SR PMAmazon Kinesis Data Streams B A B3/,

Prerequisites 11


https://docs.microsoft.com/en-us/dotnet/framework/install/guide-for-developers
https://console.aws.amazon.com/kinesis/
https://docs.aws.amazon.com/cli/latest/reference/kinesis/create-stream.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-KINStream.html
https://docs.aws.amazon.com/streams/latest/dev/amazon-kinesis-streams.html
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- BFHER Windows E A Kinesis R FIXERH Amazon Kinesis Data Firehose X &R (B

B). BARFEHRFFEAKinesis Data Firehose £# & , AWS CLI, =& A ® Windows PowerShell By
AWS T E, MEFHMEN , 528 1 EII Amazon Kinesis Data Firehose 3 1 &7 # B9 Amazon
Kinesis Data Firehose B A B15F,

AE AWS IRF

MRICEIRE AWS 1RF |, FBER T SIS BRE M HIRF o

aff AWS tRF

1.
2.

BARX https://portal.aws.amazon.com/billing/signup.
mIEfEMR LiERETT,

HOEMEFFEBERE Y ESFRERARER.

REHCEBY —EEESHERAE  YREAENEEEEEHE (F128)

1.

EAo IAM FIREEARFHES  BRERFEAE  RRBGALHN AWS tREEFE4ibit, £
T—EF , mABNHE,

(® Note

BB BRCEEEHAAdninistrator EBA ZEHBBEHAEEAERN IAM FAE,
RAEZEEHTLEIRFANREEETHEE  TUBREAEESE A,

ESEERKT |, BIF Users (FAE) , ARIEIE Add user (FTBERAE),
£ User name (EA & &) & A Administrator,

EE AWS Management Console access (AWS EEFXZAFN) SHKETHR, REZRER
Custom password (BE] £18) , EEENFHRP I AECHHZE,

(2f) BIBETER , AWS EEXRFFERAEEFE —XEARBERYHRE, B0 LUEK User must
create a new password at next sign-in (fEf & TR BEALEEI TR SNZEGH | EHE
AEEABLUERRE,

BET—H: 57,
£ Set permissions (FREFFT) T , 122 Add user to group (S EABEFIEEEHE),
121 Create group (B &#H),

RE AWS 1RE 12


https://console.aws.amazon.com/firehose/
https://docs.aws.amazon.com/cli/latest/reference/firehose/create-delivery-stream.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-KINFDeliveryStream.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-KINFDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://portal.aws.amazon.com/billing/signup
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
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9.

10.
11.

12.
13.
14.

15.

£ Create group (B ###8) BEEA AP , BB Group name (BHEBTE) WA

Administrators,
BEEHRBCR , RRIBIMAWS RE-TIEINSERBFEREAS,
FEBURBES |, BE AdministratorAccess HEUG R, #EEEF Create group (B FH).

(® Note
BRALERA IAMEAEMNACHIIRENFERE , FeEFA AdninistratorAccess &F
A EE AWS IREMEAEETIZA, ZEELKMY , FERZS REIRE T2 ANWFEUER
AHEBRENTER 1 hET.

EZBFHAEEE | EEFHENKEA R, HER, 1B Refresh (EFEE) LUEREEFHEE,
BET—H: Tags (BH).

(ER) #FEMMEBMARSIE/MER , BPEERNFEEFERE, UFEE IAM PERERNFFHA
B, BF2EESL IAM EEAHIAM FRHEER,

BET—H BB  EEEFEEFEAENEEREEREE, EiEER , 5&E Create
user (BRI EAE),

BRLMEREEMERENEFRLESHENERE  URREAEEHEFIEN AWS IRFER. 01F
THRLABURIRBIE A ELHRE AWS BRNFTA |, F2REFIEEMBEES,

atflt AWS RV EE SRS

1.

WMRIE K BEH AWS 1RFE |, 5EFBhttps://aws.amazon.com/, i#1E Create an AWS Account (22
3 AWS 1RF) , REBEERLRHA,

HBOAMEFEZRKRE , TFEASTFREHA PIN &,
EAAWS BEEIEEA | AR%EEIE https://console.aws.amazon.com/iam/ BIEL IAM £32 A,
EEEEKT |, 812 Groups (B¥fH) , ARIEIZE Create New Group (B &),

g% Group Name (BHEE8) , M A GEENER |, flW0 Administrators , REEEFE Next
Step (—F_ﬂ;)o

FEBURBES |, BEX AdministratorAccess BUR S ZEN G . EAILAEH Filter (EFiE) Thag kM
Search(B£) H IR REZBEREE.,

i#1E Next Step (BB ER), 1BIE Create Group (B E#H) , BRI EABEIEHE RTE Group Name
(BHEE®) TH,

RE AWS 1RE 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_billing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_billing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_examples.html
https://aws.amazon.com/
https://console.aws.amazon.com/iam/
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7. EBEBEEKRTP , EE Users (FAH) , RERIEIF Create New Users (BRI FEAE).

8. TEHBR1F  MAFERAERME. BB Generate an access key for each user (ABEEREELR
&R SIBREUS B | AREKIRIE Create (BI),

9. HEAEBEYD , RELRNEINEAERRE (TREMAHR), BT Search (&) HHRK
EEFEHEEH,

10. iB1Z Groups (B¥H) E® , R%EIEE Add User to Groups (FTi8 A & FIB4H).
1. BNEESHESHZEUS R | AA%RIERE Add to Groups (FTi8 E#4H),

12. 1EE Security Credentials (R£EAEHR) BH, 7£ Sign-In Credentials (BRAER) T , BEE
Manage Password (B2 % 15),

13. 1#HEX Assign a custom password (1B BF] %) , £ Password (%) & Confirm Password (¥
RN PR ARE , RERIEE Apply (EA).

ZHEBEARBEEMN Kinesis X EBER
B LAER =8 H RN 1E Windows EZ# Windows B Kinesis X ERER :

« £/ MSI (Windows ZEEXEH) #ITRE,
- RRZHEAWS Systems Manager , ER —HAEE AR S HEF & KR,
« #1T PowerShell #5516,

(® Note

THRBEBESEER KinesisTap #1 AWSKinesisTap Fidl, &£ F#MIERER ZBHM
Windows hR Kinesis RIEEXNHRIMNIEE |, BEXEEHITIELIE RIEFEE MM,

A MSI Z&£1BEBARKRED Kinesis KEREX

B A LA Windows MSI E4 TR EF A Kinesis KEBRER ., GitHub EHBEREREAEEFZFHE,
T# MSI 2% , #&FEH Windows BT , WIKBZHEXNRTET, TEE  SULUESTEM
Windows FEREN —BKMBRELE,

HE , BFUAUEARESHSUEARFRNRE, ARGHKLBREE , WL TSI
o ReplaceAWSKinesisTap.1.1.216.4.msi with the appropriate version of
Kinesis Agent for Windows for your application.

ZRBEARRED Kinesis RERR 14


https://docs.aws.amazon.com/systems-manager/latest/userguide/
https://github.com/awslabs/kinesis-agent-windows/releases
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/msiexec
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ZEDEASAFRNLZEERMN Windows B Kinesis KBRS :

msiexec /i AWSKinesisTap.1.1.216.4.msi /q
BERREASRHEER Rlogfile. log :

msiexec /i AWSKinesisTap.1.1.216.4.msi /q /L*V logfile.log
NREFEABTRRFTHBRZE Windows EAM Kinesis {EREX :

msiexec.exe /x {ADAB3982-68AA-4B45-AE09-7B9CO3F3EBD3} /q

£ AWS Systems Manager ZZ& B ARKRER Kinesis KEER

KRBT 5B , FH Systems Manager Run Command R %% Windows @A Kinesis KEBRER,
EHTHONHMEET , F2BAWS Systems Manager Run Command® #JAWS Systems Manager
fEF$Em. BRT A Systems Manager Run Command Z 4\ , & A LAE A Systems Manager# & i
BHREEEE SR BB Windows B Kinesis ({ERRXHWIE.

@ Note

EA M Windows kR Kinesis V2 AV Systems Manager Z# A FEAWS Systems
ManagerB&R F3IE B 74 :

e cn-north-1
e cn-northwest-1
« P8 AWS GovCloud [EiF,

£/ Systems Manager ZZEHA R Windows Y Kinesis {23

1. HRCELFLEEZE Windows EH Kinesis KEEXWHTER L SSM RERER 2.2.58.0
HEFRA, MEFMER , F2E T, £ Windows H{TEE ELEKEETE SSM KERER H
#AWS Systems Manager £ 155,

2. BB AWS Systems Manager £ & , {4 R https://console.aws.amazon.com/systems-

manager/o
3. REBERNHHEESD  BIERun Command , A%1EERun Command,

fEEF AWS Systems Manager Z£EARKRER Kinesis {LEER 15


https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#ssm_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#ssm_region
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-ssm-win.html
https://console.aws.amazon.com/systems-manager/
https://console.aws.amazon.com/systems-manager/
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4. RESXHBEEH , BEAWS ConfigureAWSPackagedocument.

v App % M Il el
akbory Ml
' Run a command
Agod onl
Parapeter Sloie
Command docurment
¥ Ch tan.
[
Aot on . y
Lhd el b T
P3N e W e
hame Dremniid Flatfaem Dypas

5. DER®TZ2H , ARER K BASZEFH. SHURERIFARRE.

(® Note
BRAMRAZ R |, LUEE AWSinesiStap EHWERFTMRA, HE , RO ATRERAEZZE
A 45 E RS o

Command parameters

/A AWS Systems Manager Z 418 AR R EM Kinesis {EBER
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6. DERTargets (B&)T , EEEHTHSHHTER., SULLEERBEATEEEBBNERR
EEZTERE , t U AFHREHTERE , b EECSHTRENEREHE,

7. BAEHMREREATERE , LB EHIT

BIRE R4 PowerShell KEER

FANFRESRETINHTERAIERYD , XHFEFAH PowerShell IETHE. &ML
FInstallKinesisAgent.psl1fE F5I&E6]+,

Param(
[ValidateSet("prod", "beta", "test")]
[string] $environment = 'prod',

[string] $version,
[string] $baseurl

# Self-elevate the script if required.
if (-Not ([Security.Principal.WindowsPrincipall]
[Security.Principal.WindowsIdentity]::GetCurrent()).IsInRole([Security.Principal.WindowsBuiltlI
'Administrator')) {
if ([int](Get-CimInstance -Class Win32_OperatingSystem | Select-Object -
ExpandProperty BuildNumber) -ge 6000) {
$CommandLine = '-File "' + $MyInvocation.MyCommand.Path + '" ' +
$MyInvocation.UnboundArguments
Start-Process -FilePath PowerShell.exe -Verb Runas -ArgumentlList $CommandLine
Exit

# Allows input to change base url. Useful for testing.
if ($baseurl) {
if (!$baseUrl.Endswith("/")) {
throw "Invalid baseurl param value. Must end with a trailing forward slash

(QVADR
}
$kinesistapBaseUrl = $baseurl
} else {
$kinesistapBaseUrl = "https://s3-us-west-2.amazonaws.com/kinesis-agent-windows/
downloads/"
}

ARE R PowerShell REFZ 17
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Write-Host "Using $kinesistapBaseUrl as base url"
$webClient = New-Object System.Net.WebClient

try {

$packagedson = $webClient.DownloadString($kinesistapBaseUrl + 'packages.json' + '?
_t='" + [System.DateTime]::Now.Ticks) | ConvertFrom-Json
} catch {

throw "Downloading package list failed."

if ($version) {
$kinesistapPackage = $packagelson.packages | Where-Object { $_.packageName -eq
"AWSKinesisTap.$version.nupkg" }

if ($null -eq $kinesistapPackage) {
throw "No package found matching input version $version"

}
} else {
$packagedson = $packagelson.packages | Where-Object { $_.packageName -match
n.nupkgn }

$kinesistapPackage = $packagelson[Q]

$packageName = $kinesistapPackage.packageName
$checksum = $kinesistapPackage.checksum

#Create %TEMP%/kinesistap if not exists

$kinesistapTempDir = Join-Path $env:TEMP 'kinesistap'

if (![System.IO0.Directory]::Exists($kinesistapTempDir)) {[void]
[System.IO0.Directory]::CreateDirectory($kinesistapTempDir)}

#Download KinesisTap.x.x.x.x.nupkg package

$kinesistapNupkgPath = Join-Path $kinesistapTempDir $packageName
$webClient.DownloadFile($kinesistapBaseUrl + $packageName, $kinesistapNupkgPath)
$kinesistapUnzipPath = $kinesistapNupkgPath.Replace('.nupkg', '')

# Calculates hash of downloaded file. Downlevel compatible using .Net hashing on PS < 4
if ($PSVersionTable.PSVersion.Major -ge 4) {

$calculatedHash = Get-FileHash $kinesistapNupkgPath -Algorithm SHA256

$hashAsString = $calculatedHash.Hash.TolLower()
} else {

$sha256 = New-Object System.Security.Cryptography.SHA256CryptoServiceProvider

A1 E %% PowerShell REER 18
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$calculatedHash =
[System.BitConverter]::ToString($sha256.ComputeHash([System.I0.File]: :ReadAllBytes($kinesistar
$hashAsString = $calculatedHash.Replace("-", "").ToLower()

}
if ($checksum -eq $hashAsString) {
Write-Host 'Local file hash matches checksum.' -ForegroundColor Green
} else {
throw ("Get-FileHash does not match! Package may be corrupted.")
}

#Delete Unzip path if not empty
if ([System.IO.Directory]::Exists($kinesistapUnzipPath)) {Remove-Item -Path
$kinesistapUnzipPath -Recurse -Force}

#Unzip KinesisTap.x.x.x.x.nupkg package

$null =
[System.Reflection.Assembly]::LoadWithPartialName('System.IO.Compression.FileSystem')
[System.I0O.Compression.ZipFile]::ExtractToDirectory($kinesistapNupkgPath,
$kinesistapUnzipPath)

#Execute chocolaeyInstall.psl in the package and wait for completion.
$installScript = Join-Path $kinesistapUnzipPath '\tools\chocolateyInstall.psl'
& $installScript

# Verify service installed.
$serviceName = 'AwWSKinesisTap'
$service = Get-Service -Name $serviceName -ErrorAction Ignore
if ($null -eq $service) {
throw ("Service not installed correctly.")

} else {
Write-Host "Kinesis Tap Installed." -ForegroundColor Green
Write-Host "After configuring run the following to start the service: Start-Service
-Name $serviceName." -ForegroundColor Green
}

FRESERATHNGTRIRE. ETRERNEHT , FATIHSRATESE

PowerShell.exe -File ".\InstallKinesisAgent.psl"

EEREBSTERAEAM Kinesis REBRER |, 5888 -versioni®IE :

A1 E %% PowerShell REER 19
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PowerShell.exe -File ".\InstallKinesisAgent.psl" -version "version"

ReplaceversionfE B MM Kinesis RERER., MEREEA , F2HGitHub LR ERERIEENA
BiFRE,

B LB IEAEKHIT PowerShell ETHR. eMTAREARSEIREFAEELEHLRE
Windows B A Kinesis Agent.

EREMBAEIREM Kinesis KIEBER

%% Windows B/ Kinesis RERA 2 #& , ELARERBBAEEN, 2® , UTFEFE—F
Ky RS Ao

% E R BE Windows R Kinesis X EE R,

1. B NEPE Windows fHAERE RN Kinesis KIERER., LERSHTERIERE, BBMNEE , UNREM
SIHEREIEE,

WE Windows B A Kinesis REBRNBENFFMAENR  B2EREERARHEIRERN Amazon
Kinesiso

\

MELSTLLBITRZENZRAEERES |, F2EEARREREEHH Kinesis KEER,
2. BIRURSHERRIITH PowerShell i TR RIRE , REBFEHALLT PowerShell s TEAEHERAR
Windows B Kinesis fXIEER :

Start-Service -Name AWSKinesisTap

REMBEIEER Kinesis REER 20


https://github.com/awslabs/kinesis-agent-windows/blob/master/README.md
https://github.com/awslabs/kinesis-agent-windows/blob/master/README.md
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X EE AR M EMR BB Amazon Kinesis

ERREI B R B B Amazon Kinesis {XEERZ AT , BSUBE Y —EEERERIMLAZE, HERERAIE
HUkEE, B Windows ﬁﬁﬁ%ﬁ*ﬂit*uﬁﬁﬁﬁﬂﬁﬁﬂﬂt$5ﬁ§ﬂ%ﬁ AWS IRIEFTENEH ., HREERT
EELEMERR, BRMNEE (EEREME M) , URIBANER,

HARERE R R Bappsettings. json, AFLERIFEBE SPROGRAMFILES%\Amazon
\AWSKinesisTap.

R

- ERfAEHESE

- FREES

- BREBBEMN
- HARKREREEHHIN Kinesis REFRER

< REER

EREREE

e B AHRERE R E A ZE#E Amazon Kinesis —F JSON X4 , EHAESUTE A ;

{
"Sources": [ 1,
"Sinks": [ 1,
"Pipes": [ ]

}

« Sources HR—ZH % REES.
« Sinks ER—3 %@ BEHESL,
* Pipes ER—HZ@E EEBES,

WE Windows R, EEFM BBl SEFMAER |, m2EHEE EB =M Amazon Kinesis Kinesis
REER,

EAREEE 21
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THEHHFR—EZTENappsettings. jsonflREER , HEERE LA Windows AR Kinesis VR
NEBERGIEERKEBFSML,

{
"Sources": [
{
"LogName": "Application",
"Id": "ApplicationLog",
"SourceType": "WindowsEventLogSource"
}
1,
"Sinks": [
{
"StreamName": "ApplicationLogFirehoseStream",
"Region": "us-west-2",
"Id": "MyKinesisFirehoseSink",
"SinkType": "KinesisFirehose"
}
1,
"Pipes": [
{
"Id": "ApplicationLogTotestKinesisFirehoseSink",
"SourceRef": "ApplicationLog",
"SinkRef": "MyKinesisFirehoseSink"
}
]
}
MEBEEENEN , F2ETIRE
° 5'55 \EI:I
- B ES
- BEEES

HERDKNE

JSON BANERBEELES XNE , I BEZBRER Windows AREERFHMIERSIBNELEE
PDR/NE, appsettings.json HAEBERPELBINETES K/IE , Hl0

- BRHE Format B/BEYMNE., MEFMEN  E20 BOHES

HEES KDE 22
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« IR SourceType $#B/E¥, BHH# SinkType #/EY , UREBMNMHER Type B/EHHNE,

« DirectorySource ¥R RecordParser /¥ M{E. MFEFMEF , 528 DirectorySource
FELCE

« R InitialPosition {MEWME, MEFMEEF A F2H SHRERE.
- BYENNTE, NRFMAER  F2H XEENBEHENR,

RRES

EEARMERERN Amazon Kinesis Kinesis REBRERF , REESHREWEN AR, SHEREE
BRMUEREE, ttMEALEEMMEEIZERMENEN , LETEHR, UTEEHREEAR
Windows Z A Kinesis K EEXFTRAZAERRFERENHERE, BAR Windows B Kinesis XERE
XNEBAEMY , ST UHEEITIREEE, SERRERARENTEHEBNGPEFEZRRRER
MBS ER/EL,

FIAERREEHRELLATETIRIEY
Id

ME—F &, JEARERPEBIFERFEDH.

SourceType

LRRM AR RRER R, RREESEELRENHMEERR. SHREFERNRR. ©
tERFHIRRTEGNEMBER AT,

NMEFATEAEERFEESZEARBERNES  F2EEZERFESEME Kinesis Data Streams.,

ES]

« DirectorySource #H#E

» ExchangelLogSource #H&&
» W3SVCLogSource #H5&

 UlsSource #H&E

» WindowsEventLogSource #H &

- BREIESREIREURIRERE
« WindowsETWEventSource A &€

« WindowsPerformanceCounterSource A &&

& 23
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« Windows AZEIEZRKIRIEAK Kinesis XIEER
- BARBEEEEMN Kinesis RERRBFE

- ERER

DirectorySource #H 7

Overview

DirectorySource RFFHERTFHREEEAHPIHNERKEAFR. HRBFEREISTRNE
I , DirectorySource EETRAEEAFRERPERNBR. AR, BULUEAFRARTEIRRE
AR (B0 JSON = XML) , BERFREEE AWS R

LAF 2 &3] DirectorySource % :

{
"Id": "myLog",
"SourceType": "DirectorySource",
"Directory": "C:\\Program Data\\MyCompany\\MyService\\logs",
"FileNameFilter": "*.log",
"IncludeSubdirectories": true,
"IncludeDirectoryFilter": "cpul\\cpu-1;cpu\\cpu-2;load;memory",
"RecordParser": "Timestamp",
"TimestampFormat": "yyyy-MM-dd HH:mm:ss.ffff",
"Pattern": "\\d{&}-\\d{2}-\\d(2}",
"ExtractionPattern": "",
"TimeZoneKind": "UTC",
"SkipLines": 0,
"Encoding": "utf-16",
"ExtractionRegexOptions": "Multiline"
}

FiB DirectorySource EE#MAREM T YIR/(EYE !
SourceType

MAREEFTS "DirectorySource" (HE),

Directory

EOas AFEREENERE (BE),

DirectorySource #A&E

24
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FileNameFilter

BEEMHREBEERAFTFAERGEER  REKEAFENBEHKPNERE, IREEZEREESR
BER | WWIhEE R BB AE —DirectorySource , MM RHIEHIFTR , FiRo

FileNameFilter: "*.log]|*.txt"

RREEEARGLBRMHE K ARBHEFEKE, WREEE"*. *"HHWFileNameFilter ,
BIREESHRE AN BEE, thIheeahlk.zip, gz, AR .b22BREFANMEBEREE, HR
RiEELR/MEY A ARSREEETHEERNER,

IncludeSubdirectories

EESFESRERASEERRRFINEERE., LIEHREREESARLNPBERRSEESE
BR, BHALfEMAIncludeDirectoryFilter B REIR BRI PISEMN L 7 B 8%,

RecordParser

187 DirectorySource RIFFHELTIEEEHKPAKI AFERN AR, LB/EHRLEER

B, EERENTARR :

« SingleLine— FESENE —1TH 2 s#kac %,

« SinglelLineJson— RS —1TER JSON B HECEH. LWITBEEFEFEAYY
2, BEIANR/EHFIEE JSON RRER.,. WEFHEF K F2E FEENHES. 0FE
£/ SingleLineJson e HMBRNER , FSEAHUERE  FAEAREEN Kinesis {LE
EXK JSON HESE £ E Amazon S3.

« Timestamp— —H BT AT ELHEFLH. AFCHEFURBECHE, HEEFERIEE
TimestampFormat &/{E¥,

* Regex— BERHFUFESRERUNEEXN X FHE, HEEBESEXRIEE Pattern #/EY,

« SysLog— RTRLHERE AsyslogBR RN, AFERGRBEZFAKINMELEZ.

* Delimited— EHEM Regex & FIMBRAE , HPREHKPINWERBEEEU—BN D REHRD
fB. WBERASEMAL Regex HIMBNHTREER , B BB AR AEREE, £H
LIBIERE |, BAEIEE Delimiter #B/ME¥,

TimestampField

EEWE JSON M B E R HMN BB, WWIEBERE SingleLinelson RecordParser f&
A, EEE/EYRZRAN, BEEEE , Windows EA Kinesis RIEER & At HEEREBICER
SHERENEE, BEhE-EEN—AEY Y Windows S , Kinesis RERRNELENIEERKE
EREB A %R,

DirectorySource 7 25


https://en.wikipedia.org/wiki/Syslog
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TimestampFormat

EESIMEC S E RN A BB A X, IWEARFH epoch 3 .NET BHI/ERREBXFH,
E{E = epoch , BIREERIE UNIX Epoch BFREEI4#r. @F UNIX Epoch RFERIFFHERA |, 38
2/ Unix time, W% NET BHI/RREEXFRNFEMEN , 528 Microsoft NET XHHH
Custom Date and Time Format Strings). Ltt#/ME¥ REEIEE Timestamp o & ZMes , =2
SinglelLinelson FC&&EI4rESPEE TimestampField #/EYH —RIEER T RS EIEH,

Pattern

BELALEHBESTRHEPE-THRAUREN. HEREHBIHEY Regex RHIMB[H/LEER
B

ExtractionPattern

EEREAEAFHENRAREN, BHEEALRBKREXSN , MERFHERSBERBITCE
HIMfL, ELMAUEESARMARESE JSON H XML IHRX4AHWER  WEHZHBUERES
E&E AWS R, WREYRZERMN , I H A EiBRegexse kAT M BB TR,

Timestamp BEBBEHFRETERE , HATEM Regex ZIMB[IELSEAFZTERTHLEHRLD
S —EC 5N B MR,

Delimiter
BESRE—ZH#EKTEBEEENFANFH, WE/(EHXE (BEREE) B Delimited Fo &k
HEREA. FEAEF TR\t RRTRIEMNF T,

HeaderPattern
EBERARKER K HKEAFERPEISRHEFEANT. EAFERTIEFMEREN , BEH

Headers &/{EYRIEERBEEE, HeaderPattern B/EYEZAN , Rét¥ Delimited 28
H /AN

(@ Note
BERTHZER (RE 0) EHEER SiEMA % DirectorySource ST H i &K & H b E6HE
HZERITHESR,
Headers

EEEREEDRTRIANCERNERTERE, LE/EHRERN , REY Delimited FEiKH
e E Mo

DirectorySource 7 26


https://en.wikipedia.org/wiki/Unix_time
https://docs.microsoft.com/en-us/dotnet/standard/base-types/custom-date-and-time-format-strings
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@ Note
BRTHZH (RE 0) ZHEEE &M% DirectorySource SI#T# HH R A& & H F E5iR
HEERTHESR,
RecordPattern

EERAKER , B AFERPITSHHEERNIT. BRT H HeaderPattern P BIAEA

EEZHN , FFEIEE RecordPattern WITHEELHKEEHEER 2K, LHEB/EYHEER
B, R&t¥ Delimited EHIIMB[ER. BRERHNKER , AIRBEZSHEAFITEER
HeaderPattern =i®f CommentPattern WTIR BB E ML HERNIT,

CommentPattern

EEHRARER BRI AFERPEEIFBFERAERTHERNT. LEB/EHEZAN ,
Hét¥ Delimited SRE&IIMERA N, BERERMHLIEER , ARBERSKIMNTLIFTSEA
HeaderPattern BWITHR AT S UZIECEKERNIT , BRIEBHEE RecordPattern,

TimeZoneKind

EERAESBFERTFHREBELEKRATMEES UTC HE, WAZEAER , HERA UTC,
LR/ EEH B RMNEER Local B UTC, ERBIEE TimeZoneKind , 2 HEA UTC , BIKIE
TERESBEEBE. FHARACSERA UTC , ETimeZoneKindEALocal , BEWEBEERTH
WA CloudWatch Logs , eSSk EX B HMizl, AREASFHEBRNEEIEE

#,

SkipLines

EEWERR  SRHEHIANBETRESEAFERAERZHNTH. LARAEE , B
0,

i

RIEFERL , Windows hR Kinesis REBREXN T BEBERIZR B THERLNRE. T8 , TELRE
B Unicode B £ , BEBmIBAIAEEE I EEE R, THEHSIEEERRME SQL [RRESTECEE
FrEMNRS.

"Encoding": "utf-16"

NBEESBOEE | BSMEEEEEME NET TR,
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https://docs.microsoft.com/en-us/dotnet/api/system.text.encoding?view=netframework-4.8#list-of-encodings
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R RS AE TR

BRI LAfEAExtractionRegexOptions AL RAIRIERN, EEE/EHREAN., FREAR
||None||°

LTgEflEE". "EBERAFEEMFT , B \r\n.
"ExtractionRegexOptions" = "Multiline"

NERBHERNZBENTEMVEE  F2REAAAREXEEIEEMK NET XEF,

Regex iC 8% #7258

BT LAE A Regex FO8&ZIATES | ¥4 TimestampFormat, Pattern # ExtractionPattern &/
EHHNIIEEBILXFERF. fl, BRENWAFEREEROT -

[FATAL][2017/05/03 21:31:00.534][0x00003ca8][0000059c][J[ActivationSubSystem]
[GetActivationForSystemID][@] 'ActivationException.File: EQCASLicensingSubSystem.cpp'
[FATAL][2017/05/03 21:31:00.535][0x00003ca8][0000059c][J[ActivationSubSystem]
[GetActivationForSystemID][@] 'ActivationException.Line: 3999'

IERBAR Pattern B/EHEEUTRAUKER |, HEIE BEERD K@ R AL

MNwH\INL(?<TimeStamp>\d{4}/\d{2}/\d{2} \d{2}:\d{2}:\d{2}\.\d{3})\]

EERAUAREXFSUATFS

1. EFHMEN FHERAE,
2. DFRENSEN —SHZBXFF .
3. A RFIMSENRERERL. REABRETEUTES
a. MuEFEH
b. RH#R
c. Z(uEAH
d. R
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https://docs.microsoft.com/en-us/dotnet/api/system.text.regularexpressions.regexoptions?view=netframework-4.7.2#fields
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e. Z{UBHH
f. ZEFT
9. BN
h. §5%

i B eE
j. B

k. ZUERE
. A%

m.=UEER

SET AR TimestampFormat #MEHEELUTHEN | BN FREBECEIRK B NI

yyyy/MM/dd HH:mm:ss.fff

BRI ERALTRARERRKER ExtractionPattern &/{EYHIE B 52 EM 8L,

M [(?<Severity>\w+)\I\[(?<TimeStamp>\d{43}/\d{2}/\d{2} \d{2}:\d{2}:\d{2}\.
NA{3IONINLLATININCLATININCLATIANINL(?<SubSystem>\w+)\I\[ (?<Module>\w+)\I\[[*]1*\]1 '(?

<Message>.*)'$

HRAFKEXFESLUTFIHEE

1. Severity— U A FENESEN —RZEXFF T,
TimeStamp— A2 E £ —BEE RS RFEEE.
BB=EELZEF N REEHFIENF5,
SubSystem— UAFENESEN —RZEXFF T,
Module— A #EMTEHN —RZEXFF T,
BB —EZHZEF T RBE HIEMFS,
BB — (B AR o & =A%

Message— M ESISHRFEANEM/LZEF T,

© N o o bk~ w0 N

DTREESTEEHHELRAFKEN R AR |, RUTERBALE Windows iR Kinesis Agent , A
RINTEEAFER,
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"Id": "PrintLog",

"SourceType": "DirectorySource",

"Directory": "C:\\temp\\PrintLogTest",

"FileNameFilter": "*.log",

"RecordParser": "Regex",

"TimestampFormat": "yyyy/MM/dd HH:mm:ss.fff",

"Pattern™: "A\\[\\wH\\I\\[(?<TimeStamp>\\d{4}/\\d{2}/\\d{2} \\d{2}:\\d{2} :\\d{2}\\.
\\d{33)\\1",

"ExtractionPattern": "M\[(?<Severity>\\w+)\\I\\[(?<TimeStamp>\\d{4}/\\d{2}/\\d{2}
N\\A{2} :\\d{2} :\\d{2I\\ AN CINNINNLLATTN\NINNLLATTS\NINNL LA TTS\NINN\ L (?<SubSystem>\\w
+)\\I\\L[(?<Module>\\w+)\\I\\L[*]11*\\] '(?<Message>.*)'$",

"TimeZoneKind": "UTC"

}

(® Note
JSON #BHXERPHRFRLAERBEANRBHRIED

MERBRIZFXWEEMEN , 5528 Microsoft NET F ) Regular Expression Language - Quick
Reference,

Delimited 5C&8%3HrEs

IETLAER Delimited REHJMBREMEPE - BRFAFI2REBEERIFBEERTHNEER
LEHRERER, i, CSVERERERRTRBEERT , TSV ERUFEAERR.

BRERIB A EL B BUR RRES AT E £ M Microsoft NPS Database Format B iER, EERERFRK
LT RAMEM -

"NPS-
MASTER", "IAS",03/22/2018,23:07:55,1,"userl", "Domainl\user1",,,,,,,,0,"192.168.86.137", "Nate
- Test 1“,,,,,,,1,,0,"311 1 192.168.0.213 03/15/2018 ©08:14:29
1, 00000 v rvrrrvrererersrsereresrs,Use Windows authentication for all users",1,,,,
"NPS-
MASTER", "IAS",03/22/2018,23:07:55,3,,"Domain1\user1",,,,,,,,0,"192.168.86.137", "Nate
- Test 1“,,,,,,,1,,16,"311 1 192.168.0.213 03/15/2018 08:14:29
1, 00000 v rvrrrrrererersrrereresrs,Use Windows authentication for all users",1,,,,
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https://docs.microsoft.com/en-us/dotnet/standard/base-types/regular-expression-language-quick-reference
https://docs.microsoft.com/en-us/dotnet/standard/base-types/regular-expression-language-quick-reference
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc771748(v=ws.10)
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LAR &5l appsettings.json #HAEEREE —{E DirectorySource E% , M Delimited &
ZIATER R X F A HRT. CTEEEH JSON BXERBERE Kinesis Data Firehose :

"Sources": [
{
"Id": "NPS",
"SourceType": "DirectorySource",
"Directory": "C:\\temp\\NPS",
"FileNameFilter": "*.log",

"RecordParser": "Delimited",
"Delimiter": ",",
"Headers": "ComputerName,ServiceName,Record-Date,Record-Time,Packet-

Type,User-Name, Fully-Qualified-Distinguished-Name,Called-Station-ID,Calling-Station-
ID,Callback-Number, Framed-IP-Address,NAS-Identifier,NAS-IP-Address,NAS-Port,Client-
Vendor,Client-IP-Address,Client-Friendly-Name, Event-Timestamp, Port-Limit, NAS-Port-
Type, Connect-Info, Framed-Protocol,Service-Type,Authentication-Type,Policy-Name, Reason-
Code,Class,Session-Timeout, Idle-Timeout, Termination-Action, EAP-Friendly-Name, Acct-
Status-Type,Acct-Delay-Time, Acct-Input-Octets,Acct-Output-Octets,Acct-Session-Id,Acct-
Authentic,Acct-Session-Time,Acct-Input-Packets,Acct-Output-Packets,Acct-Terminate-
Cause,Acct-Multi-Ssn-ID,Acct-Link-Count,Acct-Interim-Interval, Tunnel-Type, Tunnel-
Medium-Type, Tunnel-Client-Endpt, Tunnel-Server-Endpt, Acct-Tunnel-Conn, Tunnel-Pvt-
Group-ID,Tunnel-Assignment-ID, Tunnel-Preference,MS-Acct-Auth-Type,MS-Acct-EAP-Type, MS-
RAS-Version,MS-RAS-Vendor,MS-CHAP-Error, MS-CHAP-Domain, MS-MPPE-Encryption-Types, MS-
MPPE-Encryption-Policy,Proxy-Policy-Name,Provider-Type, Provider-Name,Remote-Server-
Address,MS-RAS-Client-Name,MS-RAS-Client-Version",

"TimestampField": "{Record-Date} {Record-Timel}",

"TimestampFormat": "MM/dd/yyyy HH:mm:ss"

}
1,
"Sinks": [
{
"Id": "npslogtest",
"SinkType": "KinesisFirehose",
"Region": "us-west-2",
"StreamName": "npslogtest",
"Format": "json"
}
1,
"Pipes": [
{

"Id": "W3SVCLoglToKinesisStream",
"SourceRef": "NPS",
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"SinkRef": "npslogtest"

B ZE Kinesis ER A IGEER JSON X ERFERELTAREMEE :

"ComputerName": "NPS-MASTER",

"ServiceName": "IAS",

"Record-Date": "03/22/2018",

"Record-Time": "23:07:55",

"Packet-Type": "1",

"User-Name": "userl",
"Fully-Qualified-Distinguished-Name": "Domainl\\userl",
"Called-Station-ID": "",

"Calling-Station-ID": "",

"Callback-Number": "",

"Framed-IP-Address": "",

"NAS-Identifier": "",

"NAS-IP-Address": "",

"NAS-Port": "",

"Client-Vendor": "0",

"Client-IP-Address": "192.168.86.137",
"Client-Friendly-Name": "Nate - Test 1",
"Event-Timestamp": "",

"Port-Limit": "",

"NAS-Port-Type": "",

"Connect-Info": "",
"Framed-Protocol":

"Service-Type": ;

"Authentication-Type": "1",

"Policy-Name": "",

"Reason-Code": "0",

"Class": "311 1 192.168.0.213 03/15/2018 ©08:14:29 1",
"Session-Timeout": ""
"Idle-Timeout": "",
"Termination-Action": "",
"EAP-Friendly-Name": "",
"Acct-Status-Type": "",
"Acct-Delay-Time": "",
"Acct-Input-Octets": "",

"Acct-Output-Octets": "",
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ERAEER

"Acct-Session-Id": "",
"Acct-Authentic": "",
"Acct-Session-Time": "",
"Acct-Input-Packets": "",
"Acct-Output-Packets": "",
"Acct-Terminate-Cause": "",
"Acct-Multi-Ssn-ID": "",
"Acct-Link-Count": "",
"Acct-Interim-Interval”: ""
"Tunnel-Type": "",
"Tunnel-Medium-Type": "",
"Tunnel-Client-Endpt": "",
"Tunnel-Server-Endpt": "",
"Acct-Tunnel-Conn": "",
"Tunnel-Pvt-Group-ID": "",
"Tunnel-Assignment-ID": "",
"Tunnel-Preference": "",
"MS-Acct-Auth-Type": "",
"MS-Acct-EAP-Type": "",
"MS-RAS-Version": "",
"MS-RAS-Vendor": "",
"MS-CHAP-Error": "",
"MS-CHAP-Domain": "",
"MS-MPPE-Encryption-Types":
"MS-MPPE-Encryption-Policy"

"Proxy-Policy-Name": "Use Windows authentication for all users",

"Provider-Type": "1",
"Provider-Name": "",
"Remote-Server-Address": ""
"MS-RAS-Client-Name": "",
"MS-RAS-Client-Version": ""

SysLog o8& ATES

#¥f SysLog

B

<Rt

SysLogTimeStamp F &

’

’

RCEREIMTER |, WRRRTERNBHISUTER

PO

R E syslog X AFERN R B &

MR,
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B HE AR

Hostname FE syslog B A ERIENEKA
o

Program &R EEAFERNERAENIREE
o

Message FE EARAYSRBELENBFAE.

TimeStamp T ISO 8601 &MY ZIHT % B HA K B,

AT 2E# K JSON B9 SysLog &R &4 :

{
"SysLogTimeStamp": "Jun 18 01:34:56",
"Hostname": "myhostl.example.mydomain.com",
"Program": "mymailservice:",
"Message": "Info: ICID 123456789 close",
"TimeStamp": "2017-06-18T01:34.56.000"

}

Summary

LAF R DirectorySource RRAANEEHBENEELE/EXMEEIN RecordParser,

REAE RecordParser fim st

SourceType FMIEEBEMAEIEH HEXEA
Directory
Source

Directory FFIEEEENMSEIRR

FileNameFilter FMEEBEMWEAEH

RecordParser FMEEBEMNSEIEH
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ERAEER

Microsoft Windows B Amazon Kinesis Kinesis {2 =,
BEZRE RecordParser izt
TimestampField SingleLineJson HY:#
AIEH
TimestampFormat Timestamp HY£4
E1HH  EEEE
TimestampField , Bl
SingleLineJson M4
=B
Pattern Regex WA EIEH
ExtractionPattern Regex WIiZEMIEHR HEWBIEE json
5 xml &= , BlA
Regex WA EIHA
Delimiter Delimited MYMAEIEH
HeaderPattern Delimited HYZERIEHB
Headers Delimited HYERIEH
RecordPattern Delimited MIEMFIEHB
CommentPattern Delimited HYERIEHB
TimeZoneKind 55 51 B S 2% S M o B
, Regex, Timestamp
. SysLog Ml SingleLin
elJson HWEREHB
SkipLines FAIEEEBMEAEE

ExchangelLogSource #H5&

ExchangelLogSource EH & A Microsoft Exchange W% B, Exchange S BEREER
HEdmrrERN. BABTLUFEM DirectorySource EREHE

HEFEBAELEBRR. LWRERE

ExchangelogSource #H#E
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Regex FC8&3#re8 2 #Tt{f , {BEA ExchangelLogSource B EH %, ERRABTEERTR
REAFEERAHVRAREN, AT 26| ExchangeLogSource EF :

{
"Id": "MyExchangelLog",
"SourceType": "ExchangelLogSource",
"Directory": "C:\\temp\\ExchangelLogTest",
"FileNameFilter": "*.log"

}

P8 Exchange ES# Al T 5I8R/{E¥ -
SourceType

MWEAREEFTSH "ExchangelLogSource" (HE),

Directory

EOEE ARFEREENERE (HE),

FileNameFilter

EFEMHBRERAFIERGEER  REIUKEERFENBESTNERE, ERAEELHE/EY
AIRBTER  EREBERTAEERNAFER,

TimestampField

SBemEBNKRENERTER. LB/EHRZEAN , BEWUEBE date-time
DateTime , RIFFEEREEMNIER ., RAKEEALEEE,

W3SVCLogSource #A5E
W3SVCLogSource A& A # Windows B Internet Information Services (I1S) W% B &,

LA 2 &5 W3SVCLogSource B :

{
"Id": "MyW3SVCLog",
"SourceType": "W3SVCLogSource",
"Directory": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"FileNameFilter": "*.log"
}
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P8 W3SVCLogSource ES & TR T3 &/EY

SourceType

HEREEFSE "W3SVCLogSource" (HE),

Directory

EOas ARHEREENERE (BE),

FileNameFilter

EEMHRBEAZTERSEER  REWEAFTENBHRPHIERE, BRAEELE/EY
AIRBER , SREERTREERNBRER.

UlsSource #H&EE

UlsSource TBH € H N Microsoft SharePoint WE HiE. U T 2% UlsSource B4 :

{
"Id": "UlsSource",
"SourceType": "UlsSource",
"Directory": "C:\\temp\\uls",
"FileNameFilter": "*.log"

}

FTE UlsSource EEHMTIRE T HE/EY
SourceType

PHEREEFSE "UlsSource" (X4 E),

Directory

EOeE AFEREENERE (HE),

FileNameFilter

EEMHRBEEAZTERGEER  REWEFTENBHTHIERE, ERAEELE/EY
AIREBER , sREBERTAERNBRER.
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WindowsEventLogSource #HRE

WindowsEventlLogSource EE &M RAH Windows B4 FEERENESH, LT RE S

WindowsEventLogSource % :

{
"Id": "mySecuritylog",
"SourceType": "WindowsEventLogSource",
"LogName": "Security"

}

P WindowsEventLogSource EE#F TR E T A&/ EY
SourceType

MHAREEFTSE "WindowsEventLogSource" (4E),
LogName
EHSREEHFKRE, FENESZSE Application, Security # System , BB LUISESFE
fAIBEMH Windows B4 AFHEE. EEB/EHRLEN,
Query
EIEMRHBER windowsEventLogSource B EH, HREIETEIE/EY , AIRBEERSH

HArESEH., MEWREEENET , F2B Windows XHF# Event Queries and Event XML, 2
ERFBRERNEN , 526 Windows XHHH Event Types.

IncludeEventData

HL#/EHNES "true" i, BIEFEHEMBAEEE Windows 4 B E & 5 7 B2 5 4 18 B B
MRHEERESHEN. AFTRDFINLNEAERTESSEHP. HB/EHREAN , AR
RBEE , ETERERHERESHER.

(@ Note
BEEHERTHESNERNRLERRBRNENE. SHHXDLRTR 262,143 {Efz
TR (BEEHEH).

R H WindowsEventLogSource WEIFB@EBEUTENR :
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https://msdn.microsoft.com/en-us/library/bb399427(v=vs.90).aspx
https://docs.microsoft.com/en-us/windows/desktop/eventlog/event-types
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ERAEER

R
EventId
Description

LevelDisplayName

LogName

MachineName
ProviderName

TimeCreated

Index
UserName

Keywords

EventData

Kt
1

W&

DU
SHEENEBIR,

WRASHFHAERANF.

EH4HEER (8555 (Error), BS
(Warning), && (Information), A&
Ih#&# (Success Audit), kBFER
(Failure Audit) PRI E H —18),

EHREHNVE (HRENER
Application . Security
System , B EFFZ AREMH).

REEHNER,
REEANEARIRRS.

EHEEERE (ML 1SO 8601 #&#XE
B)o

HEHEBFRNNE,
BUREBNAR (FEHRGE).

EHNEE, EEEIE AuditFail
ure (RBMMNZRLEZKE

#), AuditSuccess (UL £FE
¥EH), Classic (£ RaiseEven
t BEBEIBMNEH). Correlation
Hint (E&@=4). SQM (R mE#E
=), WDI Context (Windows 2 HEf
ERZmASTSEH), AR WDI Diag
(Windows R ETER 2 EIEH).

B AFE4EENERREEREEN
B®, REE IncludeEventData

WindowsEventLogSource #H#E

39



Microsoft Windows #J Amazon Kinesis Kinesis {225 EREER

B <Rt DU
B/IEHNER "true" B, 7882
LIEE .

LT RE#K JSON M IS4 -

{L
"EventId": 7036,
"Description": "The Amazon SSM Agent service entered the stopped state.",
"LevelDisplayName": "Informational",
"LogName": "System",
"MachineName": "mymachine.mycompany.com",
"ProviderName": "Service Control Manager",
"TimeCreated": "2017-10-04T16:42:53.8921205Z7",
"Index": 462335,
"UserName": null,
"Keywords": "Classic",
"EventData": [
"Amazon SSM Agent",
"stopped",
"TPctBAMZFhYubF8zVLcrBd3bTTcNzHvY5Jc2Br@aMrxxx=="
1}

PREESGEEEIRFRER

WindowsEventLogPollingSource&EAEmAREME A REA4EEFEPREFESRESEBHNERN
=4, WAMBYE 100 EWE 5000 EW 2 HEBEERH , H LARHHBRENSHBEEMNE. AT

=2 &1l WindowsEventLogPollingSource B :

"Id": "MySecuritylLog",

"SourceType": "WindowsEventLogPollingSource",
"LogName": "Security",

"IncludeEventData": "true",

"Query": "",

"CustomFilters": "ExcludeOwnSecurityEvents"

P8 WindowsEventLogPollingSource E& & iR T 5&/EY :
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SourceType

MAREEFSE "WindowsEventLogPollingSource" (% E),

LogName

B, BNMBIEA : Application, Security., SystemsiHfthEMHIFCEE,
IncludeEventData

EH, B#true , I8ESZEL JSON M XML XX EREBEAEESI EventData, F8ERA false,
Query

EM, Windows B4 RHESZEFER XPath EEXEHEH , B AEMAQuery, MEFME
A, ESHE T SHEHANEH XMLEMEES,

CustomFilters

BR. UoRoRAVEERBE ;. BAEEL T 8RR,

ExcludeOwnSecurityEvents

HERRH Kinesis KIERER $HH Windows AEEL N LT L HEH,

WindowsETWEventSource #H&E

WindowsETWEventSource R EFEHAE A Windows BHEHE (ETW) BIhEE , ARWKEEAEZERM
RBEHER., WRFMEN , F2E Windows X HHH Event Tracing.

LT B&if] WindowsETWEventSource B4

{
"Id": "ClrETWEventSource",
"SourceType": "WindowsETWEventSource",
"ProviderName": "Microsoft-Windows-DotNETRuntime",
"TraceLevel": "Verbose",
"MatchAnyKeyword": 32768

}

B WindowsETWEventSource E4# AR H T H&/EY
SourceType

HEREEFSH "WindowsETWEventSource" (HE),
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https://docs.microsoft.com/en-us/previous-versions/bb399427(v=vs.90)
https://docs.microsoft.com/en-us/windows/desktop/etw/event-tracing-portal
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ProviderName

EEERARKEERSEHNEHREME. HBEEXARCTREHENERETW BRHEERE. &
B ELRMERME |, FE Windows B TRABERHATUATRE .

logman query providers

TracelLevel

EERKENEMESHER., AHESS Critical, Error, Warning, Informational &
Verbose, BAREM EREURMRFTZEA ETW REE,

MatchAnyKeyword

HER 64 NTWEF , HASELTHRR—EENBRET. SERRFHERT ERESHE
Al METHIENERFIREE , URMFE TraceLevel HEN AR , F2RZRERENX
., flan , T CLRETW REEMNE , 2B Microsoft NET Framework X4/ CLR ETW
Keywords and Levels,

1E S BTB0 BB | 32768 (0x00008000) /£ 3% CLR ETW 124 ExceptionKeyword , $ERiBft
EWEMHNEEHEBENA, HAR ISON X TFREZE+ANEMNEY , BUUEHBSMMEREE
$F A, RAE MatchAnyKeyword #EEMM, BEAUIEEREESR , XLLERS R, Bl , £A
LR ABRIEE ExceptionKeyword F SecurityKeyword (0x00000400) :

{
"Id": "MyClrETWEventSource",
"SourceType": "WindowsETWEventSource",
"ProviderName": "Microsoft-Windows-DotNETRuntime",
"TracelLevel": "Verbose",
"MatchAnyKeyword": "0x00008000, 0x00000400"

}

RTREARKERAMEEENREY  ZEBERFESHEA OR &4t , XEEREHRREKEE,

R H WindowsETWEventSource WEIH B EBEESHNATENR ;

B E=Fii R
EventName F& BRENEHESR,
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https://docs.microsoft.com/en-us/dotnet/framework/performance/clr-etw-keywords-and-levels
https://docs.microsoft.com/en-us/dotnet/framework/performance/clr-etw-keywords-and-levels
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B <2t iR

ProviderName FER BEREEHNREE,

FormattedMessage ¥R EHNNFRE.

ProcessID Int HRESHOER,

ExecutingThreadID Int EFRPHRESHHIITE,

MachineName ¥R BWESHNREFARARES
B,

Payload Hashtable STE&FHRBREMVHEERHBA

ENERR. BREAHERR
B, ERRASEENE, &R

BEURREMRE,
LA RE LR JSON MEBISE4 -
{
"EventName": "Exception/Start",
"ProviderName": "Microsoft-Windows-DotNETRuntime",
"FormattedMessage'": "ExceptionType=System.Exception;\r

\nExceptionMessage=Intentionally unhandled exception.;\r\nExceptionEIP=0x2ab0499;\r
\nExceptionHRESULT=-2,146,233,088;\r\nExceptionFlags=CLSCompliant;\r\nClrInstanceID=9

n
4

"ProcessID": 3328,

"ExecutingThreadID": 6172,

"MachineName": "MyHost.MyCompany.com",

"Payload":

{
"ExceptionType": "System.Exception",
"ExceptionMessage": "Intentionally unhandled exception.",
"ExceptionEIP": 44762265,
"ExceptionHRESULT": -2146233088,
"ExceptionFlags": 16,
"ClrInstanceID": 9
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WindowsPerformanceCounterSource #85E

WindowsPerformanceCounterSource BRI &4 Windows WEMBESTBIESIERE., UT 24l

WindowsPerformanceCounterSource 8% :

{
"Id": "MyPerformanceCounter",
"SourceType": "WindowsPerformanceCounterSource",
"Categories": [{
"Category": "Server",
"Counters": ["Files Open", "Logon Total", "Logon/sec", "Pool Nonpaged Bytes"]
b
{
"Category": "System",
"Counters": ["Processes", "Processor Queue Length", "System Up Time"]
b
{
"Category": "LogicalDisk",
"Instances": "*",
"Counters": [
"% Free Space", "Avg. Disk Queue Length",
{
"Counter": "Disk Reads/sec",
"Unit": "Count/Second"
},
"Disk Writes/sec"
]
b
{
"Category": "Network Adapter",
"Instances": "~Local Area Connection\* \d$",
"Counters": ["Bytes Received/sec", "Bytes Sent/sec"]
}
]
}

B WindowsPerformanceCounterSource B4 A2 M T 5|8 /EY -
SourceType

MHAREEFSE "WindowsPerformanceCounterSource" (% E),
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Categories

EEZER Windows WK —AMEET R EERRE, SEEEFENTETIREY
Category

EEEWENFTEREFRE (XE).
Instances

EEEMHEHES —EH—HNWEFTESRR , EEAREBNYHE. flw , EERIR

LogicalDisk B , SEMIRMEEH — MR, EEB/EHYRRAN, EULUERS
RZEx * M ? REHZEHTEE. EEREMEHTHERHNE , FEE _Total,

B A InstanceRegex , EEZ A BERAF THATTERBEBN -2,

Counters

EEEAEETHEIKEMNEEE., EEREHRLEN, ZUNEHAERATT * M 2 R
ZEGTEES, BULREASZBIEE Counters , SIREABBNEN, BREKETHEE
£ , Windows hR Kinesis Agent S ER R EBHEEE([, FELHETTER , BIFLARIEEE
I, BEFLEMNEE , BB E Counter BB, HEBHEFERNRRECEATIR/EHNY
#

Counter

HEBENEE. SEREHELBY.

Rename
MW ERNFEEEEE. ERER/EH2ERN,
Unit

BEETEEEHENER, ERENZBNTEEE | F2EMetricDatum® #IAmazon
CloudWatch AP| &#,

LUT RAEMETHER AR AV H -

{
"Counter": "Disk Reads/sec,
"Rename": "Disk Reads per second",
"Unit": "Count/Second"

}
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WindowsPerformanceCounterSource RE¢¥&Ei#EE Amazon CloudWatch KM E & F

. R Windows AEEZEMN Kinesis KBRERtLEHFKE CloudWatch , FEEATREAER,
EREABERE Kinesis RIBFREXM Windows B , ¥EE AT EESHEMEEN | B K
fEWindowsPerformanceCounterSourceEH ., £/ PowerShell 2R¥ BRI, HITEIRFETEES
NERE R,

EREEMARANENR (2 HEFTHEFAABBAIFTHER) , 557 PowerShell REP TR T :

Get-Counter -ListSet * | Sort-Object

& RYIEFTBESRATBSEFTBRRA WL T ANHITER , 555% PowerShell £ & #1TE LT #8544

Has

Get-Counter -Counter "\Process(*)\% Processor Time"

Counter 28 EE S %E Get-Counter -ListSet sy SMEWATHIY PathsWithInstances B
EFpE S —ERER,

Windows R IEEZERIRIEA M Kinesis VERER

BT —REEIR (FliiwindowsPerformanceCounterSourceEH (52
BIWindowsPerformanceCounterSource #858) , CloudWatch $ZUW3E R o] LUZ IR B 43 R RV IEAE |
MiEREFHRIREGWEEA Kinesis Windows & FHHEEER. EAR Windows B Kinesis RIEREI
EBEHB T RKinesisTapZEAIHY Windows MEEFTEIER.

FriAttMetricsFilterCloudWatch W EEHEEFREERREMN Kinesis KEREX (BAR Windows
BERFHAE Kinesis {EBFER) B ZE CloudWatch BWIEE, HER—EFH , 38 —RNZEUS
%o PRy BB R RER ; Hl0 -

"MetricsFiltexr": "FilterExpression1; FilterExpression2"
e RS EEHBHRGREANEEFHRE CloudWatch,

E-#TEREENAERSEN A MASBRERNEBERRIER. ZEHNTERERUSRBIER
BERES Id, MENAFNER., SERRNZREEHEITUATTENIERE.
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ERAEER

WE Windows BB B AR Kinesis REBRENEE | B2RERARNAEEEN Kinesis KERENF

o

HHE-HTERER  SERFREREXRERNERE ; fim

"MetricsFilter": "SourcesFailedToStart;SinksFailedToStart"

HHZEAMTERER , FERUEREXREENER , —EH9% () , ARRELEXEERFRSER
BEEH Id, i, BRERE—EE MyFirehose Id HERES :

"MetricsFilter": "KinesisFirehoseRecordsFailedNonrecoverable.MyFirehose"

BUEREERSE-RSEHNTEREENEREAFZTERX.

- BN (%) SEHEBIHZEFT (B (.) BRI
- B (?) RgB—EF T (FRERN).
- AT IHBAGERD S LY,

« _Total R—ERKFR , eREXHERMEEATNZEARTERE.
DTEflgtHmEE—#TERBIER
"MetricsFilter": "*"

RAERFTEEHARFTT , At R8s E—HTERER.

UTEHELERESENTEERER

"MetricsFilter": "*.*"

UTEHSLEREER (E-—R2MHE):

"MetricsFilter": "*;* *"

UTEHeRERARERZRNAEZENTERER

Windows AZEEZERIFEEAMN Kinesis KEER
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"MetricsFilter": "*._Total"

LT #i &R EFTA Kinesis Data Firehose EWHIFTE Kinesis XX EE1EZ
"MetricsFilter": "*Firehose*._ Total"
UTEHSEREE - RSEHNTEREREE
"MetricsFilter": "*Failed*;*Error*.*;*Failed*.*"
UTEH S EREAMARERBZERNMEFTERERES
"MetricsFilter": "*Nonrecoverable*._ Total"
WMEMAEEEAEAR Windows REEZRRIRH Kinesis REBEEXEENEN ,
Windows EE2EEH Kinesis KEER,
BHARKREEEN Kinesis RERENFE
LT REBAR Windows B Kinesis REERXTANE—HTERBRSEHTEBEREEE.

E—-#HTEEES

3
¢
g
i
Fl

UTRATANE-—FTERERS .
KinesisTapBuildNumber

BAREBEN Kinesis RERERRAELS,

PipesConnected

BZVEE MM RFRKIEREHZR.

PipesFailedToConnect

BZLEERMBANRRERELZRAR.

SinkFactoriesFailedTolLoad

B DEBEWERI RETHEHAZE Windows B Kinesis R EBER.
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SinkFactorieslLoaded

BEZVEWER BRI AZE Windows B Kinesis X ERER.,
SinksFailedToStart

B EVRERKIBER (BERRATERNERES).
SinksStarted

BELEBERNBEE.

SourcesFailedToStart

BELRFIRKNFE (BEREST ERNREES).

SourcesStarted

BEZORREKUBLE.

SourceFactoriesFailedTolLoad

EZORRERIARKIIBEA Windows BA Kinesis R IERER.,

SourceFactorieslLoaded

1£ Windows B A Kinesis REBREXAF , RIBA TZAORRERH,

Z BT RIS =
LTRATANZEATERER
DirectorySource 151Z
DirectorySourceBytesRead

It DirectorySource WERHAREER 7 2L til,

DirectorySourceBytesToRead

Windows #E A K Kinesis LB 4 5k B Windows EAM Kinesis K IBREREWM T LA A THE
28

DirectorySourceFilesToProcess

ERENEHAERAEZ D , BEKH Kinesis RERARE,
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DirectorySourceRecordsRead

It DirectorySource BWEIRHIE S EE T Z D EC %o

WindowsEventLogSource 154Z

EventLogSourceEventsError

BZ D Windows E4F B 5SS 4R 3 R A Zh & E

EventLogSourceEventsRead

"% Y Windows B4 HEE 4 E R ERE.

KinesisFirehose ##ZU154Z
KinesisFirehoseBytesAccepted

BRAEEES T ST,

KinesisFirehoseClientLatency

SCEEE A BEEC8% R E Kinesis Data Firehose R 2 R&EB T 2 A B,

KinesisFirehoselLatency

Kinesis Data Firehose IRFEFCEFERVFAKREFZL R BERLIB T S ABME,

KinesisFirehoseNonrecoverableServiceErrors

EMEKBTER , B MEBEEETHREBERMNIE R TEIXZZE Kinesis Data Firehose BRFEHIX E,

KinesisFirehoseRecordsAttempted

B B ZE Kinesis Data Firehose FRIFHIZCEE

KinesisFirehoseRecordsFailedNonrecoverable

EMELBTER , MEEHRIIERE Kinesis Data Firehose IRFGHIFC SRS,

KinesisFirehoseRecordsFailedRecoverable

BBER 2% , KIEFRZE Kinesis Data Firehose IRIEHISC R 2L,

KinesisFirehoseRecordsSuccess

ETHTEENERT , HWEFRZE Kinesis Data Firehose RIS Y28 E,

BRARKREEER Kinesis REEXFE
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KinesisFirehoseRecoverableServiceErrors

BBEFH 2% , S0 IIEIEE Kinesis Data Firehose AR R 2L,

KinesisStream $§1&

KinesisStreamBytesAccepted

BfRAECER T STl

KinesisStreamClientLatency

SCEEE A BAE0E% M E Kinesis Data Streams IRIE 2 &8 7 2 A B,

KinesisStreamLatency

Kinesis Data Streams fRIEFCEE B RNFRELZ R CBREB T 2 AR,

KinesisStreamNonrecoverableServiceErrors

BB TER , BB NMELETHRELRMWEN TEIZE Kinesis Data Streams BRESHY X &L,

KinesisStreamRecordsAttempted

B B 7 E Kinesis Data Streams BRIGHY S28& 2,

KinesisStreamRecordsFailedNonrecoverable

BB T B, , MEERIIEFRZE Kinesis Data Streams IRIEHISE 8RS,

KinesisStreamRecordsFailedRecoverable

BIBER 2% , IWEARZ Kinesis Data Streams IRIFHIECEE

KinesisStreamRecordsSuccess

ERETEEMNBRT , KIWERE Kinesis Data Streams IRIEHIECEE S,

KinesisStreamRecoverableServiceErrors

BBEFR 2% , LR IIEIEE Kinesis Data Streams BRIEHI X,

CloudWatchLog #51&
CloudwWatchLogBytesAccepted

BfRAECER T STl
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ERAEER

CloudWatchLogClientLatency

FOSREA BRI E R E CloudWatch Logs fRFS 2 B&iE T 2 A B/,
CloudWatchLoglLatency

CloudWatch Logs ARIGFC8& BRI FEREGE R 2 BRKB T 2 ARM,

CloudWatchLogNonrecoverableServiceErrors

EERBTEN  BEMNEBEEZETHRERNBERTEIEZE CloudWatch Logs BRIEHNIX &
CloudWatchLogRecordsAttempted

EF&EME CloudWatch BRIGHYACER R,

CloudwWatchLogRecordsFailedNonrecoverable

BfERB T EH , MEZEZKIIERZE CloudWatch Logs FRISHIFE S E o
CloudwWatchLogRecordsFailedRecoverable

RBERZ%E , YWHERE CloudWatch FRIEHIFE 8% S

CloudwWatchLogRecordsSuccess

ERETERNEBERT , RAIEFRE CloudWatch Logs ARFEH EC 8% 2,

CloudwWatchLogRecoverableServiceErrors

BBEHR % , iCERIEEE CloudWatch Logs RFSHI X o

CloudWatch Metrics
CloudwatchLatency

CloudWatch BRISEFEFH RN FARERFR 2B FHEB T S AKHE,

CloudWatchNonrecoverableServiceErrors

BERBTER , BENEELIETHREZRMIER TEIXEE CloudWatch IRIEHIXH.

CloudWatchRecoverableServiceErrors

BEETHBEHELENER TEIEE CloudWatch FRIGHIXE,

CloudWatchServiceSuccess

TETESR  BEEETHBRERBRNE R TEEXZE CloudWatch RFSHIREL,

BRARKREEER Kinesis REEXFE
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ERAE

RIFFARR , Windows Y Kinesis K EEXNE# AL HBEEREEARDREUNER. BKRE
EREWAFCHERER , AN . TEDEFHBELEFMEIN BFLHE. SBEYEgERDEE
EEWMGCH. E Windows BRI Kinesis RERXEREBEALABK , ©ER&FAE Windows
BRAK Kinesis RERAFIL2REVH BFLE , BEMNCREVHN BFRLH —REE, FEEHL
TR, EREARFESTUEEENETE T IREY .

InitialPosition

EEESBNHEMRE, ATRINENT :
EOS

EESRER (EOS), AFERERAPTHIREIMN HEERLHK , T EEEFE

FIET AN BEFLHEREHHEENEREES. CRESEVER  MASMEMN BEREHERTE
ERBVREBVNEHRRBEEE , R Kinesis BEBITH.

Bookmark
ERSERTNAFEERNEGHcEBNBt. cREFEERIVER K HRSAEAFNVAFEERES
BEJTREINEHREBESEE , FEHR Kinesis BEHITH,
ERMFERAETHA. BEMEESProgrambata%\Amazon\KinesisTapH #.

Timestamp

#3% InitialPositionTimestamp B (ERMT) 2REVH BFLENESH., cREFE
VEE K MRASEFNAFZBREERESEEIREINEHREHLEE |, R Kinesis BEH
T9,
InitialPositionTimestamp
EELHZENRFEAFCEIEHRBES. FRE InitialPosition BB Timestamp BB
FTIEE I E/EY,
BookmarkOnBufferFlush
WEREAHIBEEAAKRENRER, EREStrue , THRREBREFHMREEEZRERIIBEHEX

B AWS A g#1T. EREKE-BRBRRITEERER, NREERCHKBEIEZBEENM , FE
AR , LR ERIE R EEBE.,

EE TR 53
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& Windows hR Kinesis Agent BE L RE—BREE , BUEZSEMRIBLER , RACERLAE
BYBFEERBHUTHEETEE. BE source id WEBERMR SPROGRAMDATA%\Amazon
\AWSKinesisTap\source id.bm H,

ERBEIEENBERNEBEHNERLER, BA ETW SARMEET BN |, efIBERERAS
.

BERES

"EMHES ) AIEERR. EHNEEEENAE. UEAENEEEEE AWS R, THIEE
AT EARMEREN Amazon Kinesis REEXNTAREENERNHERE, BR Windows EH
M Kinesis KRN UEMN , REETUFEETENHER, EEEAENHERNEBHERES
b BN EREEEEH —NE/EY,

FIEERESH UGS TIREY

Id
AABIEEBERDP S EBNENE —F& (XE),
SinkType
LBt BV EREEE (HE), BENERETEELENSESRRNBFE. B4RESRERE
AccessKey
EEEFEAN AWS FRERLAREFEE B /Y R EEBIN AWS RS, SEE/EYHRER
B, MEFMESR , F2HE BRHET2ERE,
SecretKey
EEEMCAN AWS E R UREFECE B Wit BEMEEBN AWS k. EER/EHRER
B, MEFMESA , F2E BRI L 2ERE,
Region
EEWEAWS EFEEESRNERER, SEREYERERAN,
ProfileName

BEWE AWS HREZARSHRE. SEEER/EHRERN  BEFEE , caBREAE
ENEMERNBE SR, NFFEER , F2R BN LLERE,
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RoleARN

EEEFAN IAM A€ FEEE B Wit BREEBN AWS BR#E. E Windows i Kinesis Agent 7
EC2 #1/TEEE L3 1T , LBEIEEAR , EFTEANACELITERERAESENACGEHESE,
filgn , BRFE AR AREENR EC2 BTREBTEZ AWS IRFANERBE. EREEHRR
A,

Format
BEEESERZIERAZAFNEHERNFILER, EREA json M xml, BEERLEETE

HEEN T HIMHFBERELANENE , LBRARAEY, SEAEER/EHREMN , BEXR
BEE , AIg8RIEN—RXXFIER Rt BRI B ay 1 A AR RIRRAY AWS BRTS.

TextDecoration

EREEMEM Format K , TextDecoration EEEHFi B R NEMH R HKEZ TS WL
MXF, IEFRES  F2R RXEENHES, ERREHRZAN.

ObjectDecoration

E1E7E Format & , ObjectDecoration B EEREFILMEBRZE , BRFABHEHTEXST
EMLEEANER, WEFHER , B0 [EENHES., EER/EHZAN,

BufferInterval

A THEUERADE B it EE B 2 AWS BRFER API AL | Windows B Kinesis Agent
SEREZEBF. SHNIEERKZBRBRR. EUURE IR API FEIL UL E Y BRI K
A, BufferInterval A#EEZHERE AWS BBzl EXBEFLHENRRIE WAEN), EME
EER/EHSEAN  BEEEE , FEAFEAKRE,

BufferSize
A TEARERADEH BN ERMEEEB 2 AWS IRIER API I | Windows E A Kinesis Agent
SEAREBZEBFR. SHIIEELRHKZRBERR. EWUURE R AP FEILURE R BRI
A, BufferSize AIEEEREHERE AWS R ERENCHEBE LR, EREER/EHZREN
W, BEEEE , FEAFEAKRE,

MaxAttempts

EEESRRGFEAMBER AR, BHNERRKERE AWS RENXH LR, EEZEHRER
AN, BRERE , FERAFHEARE. ARER 3

MEEASEENEN TRARERES , F2EKE Windows BEAEXEH BHHRE B HH#h,

BHES 55
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ERAEER

ES]

KinesisStream B RY it 40 &€

KinesisFirehose B By ith4H4E

CloudWatch Logs B BYith4H 5

CloudWatchLogs B #J it 4H &

[EigFileSystem B Ay ith 4H AE

BRI R SIERE

% 7E ProfileRefreshingAWSCredentialProvider E 2 2 AWS & A& #

REBNMES

B B R B ER

R E B Wit 1T5

X E B i 3R

EESBEWBMPERERITEH

£ AWS EUWEEF A RoleARN BHRFERE AWS STS [EiFik 2
& AWS EINERRTE VPC imk

FERERRIFINERLTR

KinesisStream B Y ith4HAE

FrlAltKinesisStreamB Byt ¥ A &% B FFC 8k MB M B K 2 Kinesis Data Streams fR#. —#%

0

5 , BB SERE Kinesis Data STV EMSHEAEE AWS REATH —HZEETEAERX

REE, RFESEERSEHRTEA Kinesis Data Streams SR EWNE L BH, MEHFAEH 2
B . Amazon Kinesis Data Streams B2 &5/,

LA & Kinesis Data Streams B #h S 4 :

"Id": "TestKinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "MyTestStream",
"Region": "us-west-2"

KinesisStream B #yibiA%E

56
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FTE KinesisStream Bt EHE A LURMH T 5 EE/ANE/EE -

SinkType

HAERE K MEEXEAEEFSE KinesisStream,

StreamName

FE7E Kinesis BRI B RN ERE , UIERKRKinesisStreamkEEE (KHE), BEFER2H , B
£ AWS EE XA, AWS CLI HiEBE A Kinesis Data Streams API KW ERE R REZE L.

RecordsPerSecond

EBESMWERT Kinesis Data Streams HiCHE EH LR, ERB/EYHRZAN, EHIEE , BEH
BEYNRKRE, HEREA 1000 EE &%,

BytesPerSecond

3
m

EES®SRE Kinesis Data Streams VU AR B LR, EE&/EHRRAN. EFEE ,
AEZHNARE. BRER 1 MB.

LB BRI FEER BufferInterval £ 1%, MESRM BufferSize A 500 £icé%.
KinesisFirehose B Y1t #H&E

FrlAttKinesisFirehose B Wyth A &% H#E L 8k NS4 R Kinesis Data Firehose Ak

#. Kinesis Data Firehose BB RN ERR IR EMBREURE. E2F  ERAENEESEER
EEREBERRD T, RESKERBRIBIEEA Kinesis Data Firehose SREN BB RFHEHR. MEFHA
B , 5528 . Amazon Kinesis Data Firehose Bz &5/,

LT &1l Kinesis Data Firehose B it 54 :

{
"Id": "TestKinesisFirehoseSink",
"SinkType": "KinesisFirehose",
"StreamName": "MyTestFirehoseDeliveryStream",
"Region": "us-east-1",
"CombineRecords": "true"
}

i KinesisFirehose Bt EHE AT LUR M T 5 ZEA N E/EY -

KinesisFirehose B Hyih#HAE 57


https://docs.aws.amazon.com/firehose/latest/dev/

Microsoft Windows #J Amazon Kinesis Kinesis {225 EREER

SinkType

MVEEE , MBEXEAEEFE KinesisFirehose,

StreamName

187 Kinesis Data Firehose XY B FRN BT , LiEKMKinesisStreamkEEE (X H), ERE
B2zal, BEFERAWS EEEHEA. AWS CLI HiFERB A Kinesis Data Firehose API By FEFAFE
REERMTHER

CombineRecords
ERXEAtrue , EESZHE/DICEESHRES 5KB AKX/ AEEE#%, EEE/EH2ZAN.

FERNEREHEENEERA\N. WREMFEH AWS Lambda Eit Kinesis Data Firehose it8% , BlI&H
Lambda R FEEL S RBARFTMAZE,

RecordsPerSecond

BEBWSERET Kinesis Data Streams HiCE# BB LR, EEB/EHRZAN, EHIEE , BEH
BN RE, ERES 5000 £ick,

BytesPerSecond

BES®ERE Kinesis Data Streams WL tiAE B LR, EREE/EHRERAN, EHIETE , BfE
AEHRRE. ERES 5MB,

LB ER A TERR BufferInterval B 1% , MM BufferSize & 500 ZE52 4%,
CloudWatch Logs B Y #H &&

FrEAltCloudwatch B f9 it R €852 R FK 2 CloudWatch Logs BR#E. ERILATE AWS BEE#EE
RRIRIEE, WEFHMEER , 528 Amazon CloudWatch £ & 5.

LT R CloudwWatch BW b E &I &5HI

"Id": "CloudwWatchSink",
"SinkType": "CloudwWatch"

FiA Cloudwatch Bt E SO SURH T FIFEINE/EY

CloudWatch Logs B #9140 58 58
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SinkType

HAEE , MBELEAK/EEFS Cloudwatch,

Interval

$8E Windows i# A9 Kinesis Agent [ CloudWatch BRI B $RIBESER (LW BEN), EFEE/E

HEZAN, EEEE  FEABRHAKRE. BREAR 60V, NREEEZSHENER CloudWatch
B, BEE1®.
Namespace

EEEOHRFZLE R CloudWatch @& 22, CloudWatch i & =BG IEEE D H. ERE/E
HREAW. FHRMEAR KinesisTap,

Dimensions

fEE CloudWatch #E , AR GG R ZEANIEESE, FLER , MRERM
BEKEIARENELNEEERE  EEREM. EREER/EHZERAN ,

BEEEE , EXEAFTEUTER : "keyl=valuel;key2=value2...", FBRESH
"ComputerName={computername};InstanceId={instance_id}", WEXEBNHEEEH
B, MEFHEA , F2H EEENHEREE,

MetricsFilter

EEEEMLIEZERAE Kinesis Agent &7 % CloudWatch, MFERE Kinesis Agent Windows
EEREFNFEET  SFLB/EHNEFEEFEER , 52BWindows REEZEIREAD
Kinesis XEEX,

CloudwWatchLogs B #yith#HRE

FrEAttCloudwWatchLogs B Wb A &3¢ B S & M EH 7 2 Amazon CloudWatch Logs. &R KL
EAWS EEFZATREAR  IEBEREENHMMRREBELAR. REEFERSBRT
CloudWatch HFEHERENER AR R. RMERAFERT /ER AFHE. WEFAES , F2
B . Amazon CloudWatch Logs &R,

LA 2 &34 CloudWatch Logs B Mt 545 :

{
"Id": "MyCloudWatchLogsSink",
"SinkType": "CloudWatchLogs",
"BufferInterval": "60",
"BufferSize": "100",

CloudWatchLogs B4R RE 59


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/

Microsoft Windows #J Amazon Kinesis Kinesis {225 EREER

"Region": "us-west-2",
"LogGroup": "MyTestLogGroup",
"LogStream": "MyTestStream"

}

FB CloudwWatchlLogs BRI b E & & LBR B TN R/EY -
SinkType

HARFEEFSE CloudwatchlLogs,
LogGroup

fEXE CloudWatch Logs AFEEHEN BT , LLBHEEZEHCloudwatchLogsiZINEEE, MREE
# BEBETEE , Windows R Kinesis Agent S EHEN T,

LogStream

fEXE CloudWatch Logs BB , LAEWHECloudwatchLogsiZ e A, HEXEBWHE
HEHn, NFEFAES  F2H [EANHEHEE, MREENBFRRATERE , Windows iR
Kinesis REEXZEHEILT.

LB BRI TERR BufferInterval 2 1%, M7ERRA BufferSize & 500 Eidék, EH AL
FRA 10,000 Z#524%.

[EiEFileSystemH Y ith #H RE

EWEREEFileSystemEBR R MEHLHMEFI A EERRAK LAVER , MAERKEMSERE
AWS BR#%. FileSystemki#ERBRAMREMPDE ., flw , B LMERALBERBR[ERRBELCHE , R
BB REEE AWS,

EECFileSystemiZW RS , MU A AERERSBERIEE, BORMBRER , SURERER AWS
BEWERNT A

REFAERENTIERGEREEFileSystemZEREBHREFIIEEAFilePath, W

RFilePath , BRI EHEFIBAMNERSIinkId. txtFHISTEMPS B 8 , iEBE ZC:\Users
\UserName\AppData\Local\Temp , EF : SinkId2 B Kt 3t &Y 3tb B9 3tb BY 3tb B IHE — 58 B
fFUserName{ERAHEAER Windows ERAERRE,

ERFERIENFRMNEYE. NFEFRESR  F2H REENHES,

#iflFileSystemE f9 it S A AH RE 70 T HI EF I P R o

EiFileSystemB Kt 4R RE 60
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{
"Id": "LocalFileSink",
"SinkType": "FileSystem",
"FilePath": "C:\\ProgramData\\Amazon\\local_sink.txt",
"Format": "json",
"TextDecoration": "",
"ObjectDecoration": ""

FriAtFileSystemfHREH LA T /(B ¥ H K.
SinkType

NAREEFSE FileSystem,
FilePath

EERELCHENEECNER, SEAR/EHREAN, MRREE , IFREREATempPath\
\SinkId.txt , HH : TempPathERRZIFMIESTEMPSE R SinkId= B HYith By ith 1Y it 1Y
1 B9 b e — 58 B ¥ o

Format

EESHHEARjsonTxml, LERELARRAN , FESANE, MREH , SHASFUHXF
BAESR.

TextDecoration

EERRUARXFRENEMF. ERER/EHZER,

ObjectDecoration

EERAREFNES : FormatE2REAjson. EEEMELH2ZAN.

E RS E ] — FRCERETR M K BUR 5

FileSystem® SUBBME T GEFRAEEE AWS BRSENTH, SULERFHIRE RELRIEELR
SR ST RN Sk AR 1

BIBEEEFENXHNHEHIPIERA , BRI UEAFileSystemfE A UE R M R = HEE K B AWS EA
BT &

THlgEfl g RFileSystemEAERBHMNRE,

EiFileSystemB Kt 4R RE 61
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{
"Id": "LocalFileSink",

"SinkType": "FileSystem",

"FilePath": "C:\\ProgramData\\Amazon\\local_sink.txt",
"TextDecoration": "",

"RequestsPerSecond": "100",

"BufferSize": "10",

"MaxBatchSize": "1024"

RequestsPerSecond

& WIEEAFTHRER, HEK , IFEREAR"S", BHBUSREENERER (LHREEAE
X)), MIECHEHEB . BAM Windows B Kinesis REBREXN Y AWS KRinE BB H#tRHER |
ERATEEEE L ER &,

BufferSize
g WEEAFTFER, EEERBEIRFEERZIHREENSHRHKEE LR,

MaxBatchSize
E  WEEAFHEEL, EEBEVFREREEERIIMARENSH4RHERNE LR (ML
TUAEREAN),
BARGEHERRFIZBufferSize , B REBMEFE RN A LR , AXRequestsPerSecond,
B ERATI AN ESW R EERRS,
se#k=BufferSize*RequestsPerSecond

£ ERE TG EARE  BARSERREY 1000 Ei,
B B ith 2 & 4H A8
RRE & 1R

= E# Windows BEH Kinesis Agent #§ B&#E, SHMNIEEERE AWS R , TR ERE S 74
B . A Windows lx#) Kinesis REENRMBRBELES Z. ZHHTHRBURRE Windows
Kinesis Agent BT AN U RS ERBN B ELEER,

- MERZME Amazon EC2 T# E#H1TH Kinesis Agent , R B REBERLLEREHENHEREN
IAM St R4 2 ARRUFE AWS REFTENRE  UBISEZAEH EC2 HITEBER
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. MBEUHTEEBHEIENES  FSRELAITEEELE. IFESBLEEKEEE IAM
ABNER , F2RERERE.

EEVHTERBARE R , B HETMFER Kinesis Agent B EC2 #T{EBZE I BEBE, 40
RYTEEBCEEBBASTERBERE  SATKEEBREEEZEZHTEREREEBHN A
&,

- WR=Z Windows B Kinesis Agent EE @tk F#Y EC2 T# E#1T , EE MY B EERURAT
EIRE , SRR —EBIRFERN IAM A€, MEFHEES , F2E ") HERE . £H
IAM BESEEREZRETE AWS IRE, EEIBIRFAR % , FABKREARIEE Amazon
Resource Name (ARN) #Z&RoleARNBE it EEF it SWEY ., BIE Kinesis FEUEZ B With3E
BB AWS B , ERBTEENBIRFAR,

- MRZME Amazon EC2 ZAABIITH Kinesis Agent , BIINRISERE) | £ 0] LAfE A 44 B3RS

o MRALAARG LB RIRES N REHEEFZEMA Amazon EC2 Systems Manager S E R #1TERE |
BEEATIRFREZESDRE

1. FREESNEEDRE AWS Systems Manager FTRMERF , LEBURK AR, BEUSEH
TEBNEA , 2% SSM RERER,

2. BEENBREZEZRKAG , LAFE Windows hi Kinesis Agent FFER{EPIEX B /9 1t 58 R & R PR
ZNER, NEEHPLBREEE IAM BENER , B2RERERE.

3. EAREProfileRefreshingAWSCredentialProvider EFH B IE AWS EAE R REHE
B AWS B AE R,

ERHHIEEC2 HITEBMNEBRESE , A SSM M AWS XL EEEAER,
- MBRAESISEMERES D HITH AWSKinesis Agent BRTS , MIETARNRFEIRSE , BHEA TS
BEBF
1. EEF A AWS R AWS IREH |, B IAM EHE, B2 BRET , FEEUEAENER
RN ZREE, FELEFNEGESBEDEEEELEA,

2. BBUREEE IAM ERAE , UREFILERBHLEER. IFEERBPLEBREEE IAM £
RENEHF  F2RHERE,

3. BESERENMIRERH AWSKinesisTap fR# , EE LU E MM E 5 2 81T MIEHR N R IR
FO

4. FRBEESENENERNREZSH K CEHERAZRE4FREPRELERE, NEFHHMER ,
BSERE AWS BEAER,

5. EH1 SPROGRAMFILES%\Amazon\AWSKinesisTap B &+
AWSKinesisTap.exe.config BR , MEELE LT RELUNERERTE, WEFHHEE

A, BSERE AWS BEAER,
BRibZ = HHRE 63



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/net-dg-config-creds.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/net-dg-config-creds.html
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HYUTEAESEHTEBNIEEC2 EH  EREBENSE  RARREABETHRNSEFERAE
MZEZEAER,

- MBHELFERRFEREHAITEAM Windows B Kinesis Agent fR# , A BEFEARLZEAER

R, EREARKIRFRA Windows EREHIRE , BERARBHREEAFRE. RET
ENEAZEAERER , REBRMTERBILMOE, IFNAEALRERENES , F2EE
EAWS ZEAERRREAR NET B AWS REBEHN. MREEMLTE , BFEER NTFS i1
2, TRHAAZEEERNEREN., EEVLEHRER K MAZECERL AT SRR
E#o

HAGUUEREENEESTRUFNERIRFER  EFEBIUEE, RARKITENEES,

RERE

BEENBEREZE IAM FHERAR® , LUE Windows iR Kinesis Agent FA SR &5 E B2 AWS AR

%

Kinesis Data Streams

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditoro",
"Effect": "Allow",
"Action": [
"kinesis:PutRecord",
"kinesis:PutRecords"
1,
"Resource": "arn:aws:kinesis:*:*:stream/*"
}

HEZRFBERE, IRFIFREBIRE , F8 ARN PHEEERNAAREE. NFFEE

#

ESZRBFER IAM 2 4% Amazon Kinesis Data Streams &R FELH MKinesis Data Streams B9

Amazon Resource Name (ARN)J o

Bz AR 64


https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/net-dg-config-creds.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/net-dg-config-creds.html
https://docs.aws.amazon.com/streams/latest/dev/controlling-access.html
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Kinesis Data Firehose

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:*:*:deliverystream/*"

}
]
}

FERFBERE, IRFEIRVERBBHRE , F& ARN FRNEEERDRAREE. WEFEFHEE

2, 5520 T #4] Amazon Kinesis Data Firehose BJ12E# #9Amazon Kinesis Data Firehose B2
EIEE,

CloudWatch

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor2",
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*"
}

MEFHMEF , F2E "1 EE CloudWatch EIRFEET Al L& H #YAmazon CloudWatch Logs £
EE™E,

SRAEEFHEENBSERM CloudWatch B

Bt R 2ERE 65


https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-access-control-overview-cw.html
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor3",

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:*"

"Sid": "VisualEditor4",

"Effect": "Allow",

"Action": "logs:PutLogEvents",

"Resource": "arn:aws:logs:*:*:log-group:*:*:*"

EERFEFREFERSE. tRFE. BFFHERAZEER , F8 ARN FEEERRRAEENE. NFEH
MEN , F2E "1 EE CloudWatch H 5 &R FEGET I 818 F #YAmazon CloudWatch Logs £ &

?Eﬁo

CloudWatch Logs B2 Windows E A Kinesis RIBRERN NG , LBV BFREMBEFER

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor5",

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:DescribelLogGroups",
"logs:DescribelLogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:*"

Bt R 2ERE 66


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-access-control-overview-cwl.html
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"Sid": "VisualEditor6",
"Effect": "Allow",
"Action": "logs:PutLogEvents",

"Resource": "arn:aws:logs:*:*:log-group:*:*:*"
},
{

"Sid": "VisualEditor7",

"Effect": "Allow",

"Action": "logs:CreatelLogGroup",

"Resource": "*"
}

EERHFISERSE. tRE. BFFHEIBFESER , F 5 ARN PEEERBRRABEENE, WEF
HEF , F2E "1 B CloudWatch HFFEIRFEGET AIEE H #YAmazon CloudWatch Logs A&
B,

EC2 BB BIREM BT

FEREBIERME ec2tag B8 FEK , XEE(H ec2:Describe* 5,

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "VisualEditor8",
"Effect": "Allow",
"Action": "ec2:Describe*",
"Resource": "*"
}
]
}
(® Note

BALEZEREAESHRE-BR , AEZBRFESEBRRAN Sid BRE—KEIT, MF
VBRNFHESR  F2REY IAM BERPHIAM £AEER,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-access-control-overview-cwl.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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X EProfileRefreshingAWSCredentialProvider EFHEE AWS E A

MRIEEEREASIREMFEH AWS Systems Manager REE AWS & AE K , Systems Manager &
fEc:\Windows\System32\config\systemprofile\.aws\credentials, MEREENREMN
Systems Manager BWEFHHE , F2EAESRKEFHRE AWS Systems Managerf FIAWS Systems
Manager fE &M,

HA AWS net BZREHTEEHRESHNEAER , AEERMAEER
ftProfileRefreshingAWSCredentialProvider /MBREN REFHEERE,

BRI LA ACredentialRefB AWS L2 ZECredentialsiE® , EFCredential Type BHEERE
AProfileRefreshingAWSCredentialProvider i FHIEHIFTR , FiRo

"Sinks": [{
"Id": "myCloudWatchLogsSink",
"SinkType": "CloudWatchLogs",
"CredentialRef": "ssmcred",
"Region": "us-west-2",
"LogGroup": "myLogGroup",
"LogStream": "myLogStream"
1,
"Credentials": [{
"Id": "ssmcred",
"CredentialType": "ProfileRefreshingAwWSCredentialProvider",
"Profile": "default",
"FilePath": "%USERPROFILE%//.aws//credentials",
"RefreshingInterval": 300

]

rord EEH T FIBMHEER , MAREIRMER,

Id

ERTEUBERTUFERAEENFHFECredentialRef RSE WERFERE,
CredentialType

REFEEFBEProfileRefreshingAWSCredentialProvider,

REProfileRefreshingAWSCredentialProvider EHEE AWS EAER 68


https://docs.aws.amazon.com/(systems-manager/latest/userguide/systems-manager-managedinstances.html)
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Profile

igﬁﬁo ﬁ%ﬁﬁk’ defaUlto
FilePath

ER, IB5E AWS EAERERNKE, MREAERE , SUSERPROFILES/.aws/credentials A&
FR1E,

RefreshingInterval

ER, ENMBERENEAR UYREN). NREK , 300 ATERE.

REBRNMES

BUEFETENMESTISR/EY  UEEEMESRRISE AWS RBNER , R RRIR
L N DERE -8

TextDecoration

EENME SR RIEEE Format i , BEALLE/(EY . RERARSHSRBEFER
BXFH, Hlun, RS B iR "{ComputerName}: : : {timestamp:yyyy-MM-

dd HH:mm:ss}:::{_record}" # TextDecoration. EXFREHMN BFILEIENE The
system has resumed from sleep. , BERRESEBEEEREI BN , AIEKXF
MyComputerl:::2017-10-26 06:14:22:::The system has resumed from sleep. &
TREE B Mt A MBI AWS BRFE. {_record} EHESZRFERTHWIREE X FRE &,

ObjectDecoration

EBMNEEFIETE Format B, FEALB/EHTEHMER , 2&

BETRERI, HlEn , REREEHIEE JSON Format Y B Wy ithigfit
"ComputerName={ComputerName};DT={timestamp:yyyy-MM-dd HH:mm:ss}" §9
ObjectDecoration, RMEMKELEN JSON iR EIEE M HAAERIEA AWS BRI , BT
PR ERRNIRBER

ComputerName: "MyComputer2",
DT: "2017-10-17 21:09:04"

MFTEFEMA ObjectDecoration WES , FSE HERE . FHEARGEEN Kinesis KEEX &
JSON H & #& &7 %] Amazon S3.

REBHNBES 69



Microsoft Windows #J Amazon Kinesis Kinesis {225 EREER

ObjectDecorationEx

EE—RBRRN , EAFEEENERZERNMENMELE , ObjectDecoration, EXKENHEXR
A AERAEFRjson, RAXNBZEM TR

"ObjectDecorationEx":
"attributel={expressionl};attribute2={expression2};attribute3={expression3}(;...)"

a0 , AN ObjectDecorationExB i :

"ObjectDecorationEx":
"host={env:ComputerName};message={upper(_record)};time={format(_timestamp,
lyyyyMMddl)}n

B FRoek
System log message

EA JSON R , TR , AEARENREE

{
"host": "EC2AMAZ-1234",
"message": "SYSTEM LOG MESSAGE",
"time": "20210201"

}

NEERFEEEXNFMEN , F2REEEENMR, KE2HI0bjectDecoration®E
BAMERXERAMEET/E , ERFEBEERN . A{timestamp:yyyyMMdd} &
fIObjectDecorationgMHERRA{format(_timestamp, 'yyyyMMdd' )}
fObjectDecorationEx,

TextDecorationEx

BE—EXRRR , CAFEE TN ERZERMEXMLE , TextDecoration , M &EHIFT R

"TextDecorationEx": "Message '{lower(_record)}' at {format(_timestamp, 'yyyy-MM-
ddl)}n

A LAfE A TextDecorationEx R K JSON R, A '@ { AR HBEMEY RIESR , 20T 5545
Fi o

REBWHMES 70
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"TextDecorationEx": "@{ \"var\": \"{upper($myvarl)\" }"

MEREHRE B B2 RN FRER A DirectorySource , RIEMba LAER T 5 = EFENESE

_FilePath

AERNTRRE,

_FileName

ERNEREBINEESR.

_Position

BY , HRTFEHERFBETHNE.

ERERNRESHERI B (RS ALHKERIE-—BR) NSEERKERFLER | 8
LRYFEEA. SELBMBAASRCEN , IBAENEEN THSH , URERNGCHKESEE
RPN B REEFR .

BREFAWUR
BEATRTIEM—E

- BERER , flf'hello'. 1. 1.21, null. true. false,
- HUEREHWIWUARES T HEHR.

regexp_extract('Info: MID 118667291 ICID 197973259 RID 0@ To: <jdeacme.com>', 'To: (\\
\\S+)"', 1)

BT TT

ZTEMERPHIIREZHFH®RFT R,

Nesting
BBy AT LA |, a0 T I BIFRT R.

format(date(2018, 11, 28), 'MMddyyyy')
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Variables
BE=EE8Y . B, PEMNLHE,

- BB HEELASHIMSNessage,. TMAARBITEHERNENY , IREHRFHERNKE , IE
MREHZ JSON HRIEBME., MRBEHEETSTHRIEHKRFTR , BEATSIHRNEHEERE |
iN$'date created's

- PRSFLUTERREE (_)  TARENSHNTBE. MESHREBIETIPRER.

_timestamp

SHRRFEBR.

_record

SHNRATTRT.
EREETET R R,
_filepath
_filename

_position

_linenumber

- SEBHMEITIRESE  EC2 Ef|TBIENR EC2Tag, ABEBESHNAE , RMBELFEAFTER
PRESEE , Fla0{env:ComputerName}, {ec2:Instanceld} , AR {ec2tag:Name},

RNERH

Windows EAH Kinesis REEXNZTEUTARIEE, NMREFASEIENILLY BEZRETRATRE
EENULL , —ENULLYI & EmE,

//string functions

int length(string input)

string lower(string input)

string lpad(string input, int size, string padstring)
string ltrim(string input)

string rpad(string input, int size, string padstring)
string rtrim(string input)

REEBNMES 72
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string substr(string input, int start)

string substr(string input, int start, int length)
string trim(string input)

string upper(string str)

//reqgular expression functions
string regexp_extract(string input, string pattern)
string regexp_extract(string input, string pattern, int group)

//date functions

DateTime date(int year, int month, int day)

DateTime date(int year, int month, int day, int hour, int minute, int second)
DateTime date(int year, int month, int day, int hour, int minute, int second, int
millisecond)

//conversion functions

int? parse_int(string input)

decimal? parse_decimal(string input)

DateTime? parse_date(string input, string format)
string format(object o, string format)

//coalesce functions

object coalesce(object objl, object obj2)

object coalesce(object objl, object obj2, object obj3)

object coalesce(object objl, object obj2, object obj3, object obj4)

object coalesce(object objl, object obj2, object obj3, object obj4, object obj5)

object coalesce(object objl, object obj2, object obj3, object obj4, object obj5, object
obijb6)

ARE B it R

KinesisStream, KinesisFirehose E2 CloudWatchLogs Bt EH SEM A LogStream 5
StreamName $&/{E¥%, EL&/E T ZEH Windows iR Kinesis Agent B BT B E S E, EH

M CloudwWatchLogs , LogGroup@/E¥tu X AR , W@ EHEAR Windows B Kinesis Agent
BERTNEESE, BULERER {prefix:variablename} RIEEEE , HiF prefix: Bi&
A, ZENFENT :

- env— BYSBESHENAMEERBHRESEE.

« ec2— BESESHEMAMELBN EC2 ERPRER,

« ec2tag— EBEZSEZSMTAHREEN EC2 HTERBERE, EEFHTEEBER 6 AMXEE
filf ec2:Describe* 350, MEFFMENR , B2 EC2 EBEHIEREFMENT,

FRIE B Mt B BB 73
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MRARIEEFE , BIRESHEE variablename WHEE R , A8 BB EZSMTARESHNE,
EA, 118 variablename & instance_id = hostname , @S2 EZSMRITAHEE BB EC2
FEERME, 58 , MTERTESE,

UTREABBSENERE/EH M

"LogStream": "LogStream_{instance_id}"
"LogStream": "LogStream_{hostname}"
"LogStream": "LogStream_{ec2:local-hostname}"
"LogStream": "LogStream_{computernamel}"
"LogStream": "LogStream_{env:computername}"

CloudwWatchLogs BEitESES X B HEANFEBEEE , UERFRFER B FHREH 085N -
B EXNAFERNEE, BXE {timestamp:timeformat}, BFZRE T HEH

"LogStream": "LogStream_{timestamp:yyyyMMdd}"

MR AFREHEZHEN 2017 F6 A5 BELE , AILw#EHIH LogStream B/EHNESHENS
"LogStream_20170605",

MR , Al CloudWatchLogs BEM A AIRBEANZBATEZEDEVHN BESER. SEE
SR B N BERHT EREE , RRATMFEESERBBUNNHMERE,

NFNYHESHPEHERERKRNSBER. WEFHET  F2HE XEENHES.

% E B #Y 175

MRRHFEATFHEFEEREEZRRIET S B W EEEEEN AWS ik
#% , KinesisStream, KinesisFirehose B2 CloudWatchLogs B #IitE & Al LLR BRI AR &AT
3, ZERATIVEESMEREDESRSRR  FEENHESHFERTYR/EY

QueueType

EEECRANMTII#E., E—XENER file , ERTLHEZIHABRTI. BEMA
Windows i Kinesis VIR TFIZHAE , EERCIR/EEARLEN, MRREE , AFERTAR
EEEALRETY , YHEETRETIIRGKEEZRR.

S B T 5 74
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QueuePath

EEERRNER , ZEARTESTIRHENER. EER/EHREAN, BRER
%PROGRAMDATA%\KinesisTap\Queue\Sinkld , EH Sinkld &5 (BEERAENHBELEH
Id &),

QueueMaxBatches

HEECSEHE A BRI | PRAI Windows B Kinesis Agent BJ LAE A =B E RS, =HE
BR&I AL/ EHNERUASHANZE KA THESE. KinesisStream, KinesisFirehose &
CloudwWatchLogs Bt BN BHIXE RN THED B A 5 MB, 4 MB 1 1 MB, EZEZEIFRH
B, EERARBELIEATS , EGRBRABLIERNAKR. ERAL/EHZEAN, HEREL
10,000 1E#tiX.

A E H iRV

EEHEFAEER AWS BRIEM Kinesis RIEBRERNRENRE , FREULNA%Program Files%\Amazon
\KinesisTap\AWSKinesisTap.exe.config., MHERA , EFSBproxyFWEEEARN NET &
AWS BB EHHEBEZSZEHNERR NET BEABHN AWS BBEEH,

EEZRUBMREEETER

T oI FIEERERA B ibiERERegionIRIEE B W ERegionBH B EY, HAMRoleARN , BIEE
EC2 Z#H#MyRoleARN , S EEZ BB E.

"Id": "myCloudWatchLogsSink",
"SinkType": "CloudWatchLogs",
"LogGroup": "EC2Logs",
"LogStream": "logs-{instance_id}"
"Region": "{env:Region}"
"RoleARN": "{ec2tag:MyRoleARN}"

£ AWS EWFHFE A RoleARN BHERFERE AWS STS [E15 w2

L IhRE LG E B4 Amazon EC2 LM KinesStap Y #fARoleARNB M |, LUBEANIE IAM At | LA
B fit AWS IRIEHE T F 105 FE,

EiBEEEUseSTSRegionalEndpointsEtrue , BALUIEEREBEERXFHAEHRE (Hlilhttps://
sts.us-east-1.amazonaws.com) MARLiHiEE (flihttps://sts.amazonaws.com. £
[EiF STS In B R A EXEN FTRIEE |, WIRH £ REABNTEE,

FRIE B 1R 75


https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/net-dg-config-ref.html#net-dg-config-ref-elements-proxy
https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/net-dg-config-ref.html#net-dg-config-ref-elements-proxy
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A AWS BIRERERE VPC umFh

IBA AT U BR A RE R HE TE VPC imBiCloudWatchlLogs, CloudWatch, KinesisStreams , BA
EKinesisFirehose#Z WS, VPC mB A EETEEMBMEEE. NAT £E. VPN ER
2 AWS Direct Connect 4R , BIA[#§ VPC FABERE X EH AWS BRIE AR ERA AWS PrivateLink
BATHY VPC BRI, VPC FHHITERTZFELE IP it , BIAJRRHHHEREHRA. VPC B
5 —EREzEHNREDBERIFE Amazon FERNEER, MEFMER , F2H ", VPC ImHF
#IAmazon VPC &R,

I&A VPC £ AServiceURLB AT 5IEFIAT R , CloudWatchLogs#EWEEMHRE. HHERTE
AServiceURLERE BB REVPC inBFFMEHAR VPC EZEH.

{
"Id": "myCloudwWatchLogsSink",
"SinkType": "CloudWatchLogs",
"LogGroup": "EC2Logs",
"LogStream": "logs-{instance_id}",
"ServiceURL":"https://vpce-ablc234de56-ab7cdefg.logs.us-east-1.vpce.amazonaws.com"
}

RENERRFHEFRLSGN

IZIJJ“" FHIEH AWS BIREMH (M NET) RENREXE KRR ABPREREMAREE, XA
, BRERXREAFER Proxy WHE—FERER NET BWR4IhEE , BIEEE B EEIB Proxy 18
?E'#‘;E%E’J Proxy & HHFTE HTTP/S EK,

WMREB A EEMNRERENE Proxy ARFEEER , AITFESEN ARG %,

B LAMEAProxyHost MProxyPort RBLARREE X Proxy , #1 NS HIFT R

{
"Id": "myCloudwWatchLogsSink",
"SinkType": "CloudWatchLogs",
"LogGroup": "EC2Logs",
"LogStream": "logs-{instance_id}",
"Region": "us-west-2",
"ProxyHost": "myproxy.mydnsdomain.com",
"ProxyPort": "8080"

}

A AWS EZIREFERE VPC in 2 76


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
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EEBESH

FRAEEESEREZERER (FZ2RRRES ) B—EEKSE (F2EENHES ) , LEAR
Mlcrosoft Windows B Amazon Kinesis Kinesis B, BEEBEE R JSON ¥#H R KR, Windows kR
Kinesis RERERXNRB <% , RRSREENEEBRFRRERR. EHIIEE, A% cMAERER
NEAXEEMEER B NN EE AWS R,

ToREH EEES

{
"Id": "MyAppLogToCloudwWatchLogs",
"SourceRef": "MyApplLog",
"SinkRef": "MyCloudWatchLogsSink"
}
FHE

- REEE

« 5RE Windows EE2E B/ Kinesis X EBE

FIEEEESR NI TIIE/EY

EEEENER (HE), WEBEHEERPLEARH—N,
Type

EEERFENRRRERIENHKREEEEANERER NMRE), BE—XEBENEA
RegexFilterPipe, EEMEAZEAARENHEAFGCHENER TR, FHMENERIS
HSHEBAMY HESRC S M TREA R EREE , MR KERNGFETHE. SER/EHREAN. B
RERTRAER,

FilterPattern

{87 RegexFilterPipe BEEMAARIER , LARGRIFEWEN BFRLE  2RBERE
B, ERAREXFTOTHBNERTFERF | BIEEB RegexFilterPipe EREEEH
Bibic#k. BMATLAER RegexFilterPipe #fl , REFETE DirectorySource EHHEA
ExtractionPattern B/{EHMELNEBL BFHRL K. ERRAALEE SAIRIT 2R RLE

ﬁTm
Ilﬂ}
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XERRKEE, LE/EHRZAN , BMREEIEE RegexFilterPipe FH | BRHAAERM
LER/IEY,

T3 A% 6| RegexFilterPipe BEEES :

"Id": "MyAppLog2ToFirehose",
"Type": "RegexFilterPipe",
"SourceRef": "MyAppLog2",
"SinkRef": "MyFirehose",
"FilterPattern": "~(10|11),.*",
"IgnoreCase": false,

"Negate": false

SourceRef

EERREGEHNERE (Id B/EHNE) , UERAEERERR. EHNEEERNKE (XE).
SinkRef

EEEN®BESHEE (Id B/EHNE) , LEBREERWAR. SHNESRERN BN (&
=),

IgnoreCase

EH, EZEtruemifalse, B EAtrue , BIERIRIENXGUFED K/NE 5K TH FC 8%,
Negate

BA, EZEtruesifalse, EREAtrue , EEKERTHAHRIRER,

MFEMEA RegexFilterPipe EEHBE N TREEREREN , F2H FAEE,

% E Windows EE2E B Kinesis XIEER

BA LEREANANERIEZERF_KinesisTapMetricsSource , AIEAEM Windows BAK
Klnesis REEXNVEE, WRECloudwatchiZWEREAEIdAMyCloudWatchSink , A TN EHIE
BELS 24 Windows EEXRISEEHEIZE i

"Id": "KinesisAgentMetricsToCloudWatch",
"SourceRef": "_KinesisTapMetricsSource",
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"SinkRef": "MyCloudWatchSink"
}

WMEE Windows EAM Kinesis REREXAREERFNFMENR , F2RWindows REIEZEHIFRE A
Y Kinesis XEE,

MRBAEERBEER Windows EEFTEEFIERE , AITEEEE Windows 812 Windows MBEETE
S EFERERN BN , M Kinesis A ERIMEERN B 09 i,

AE BB E#T

£ Mappsettings. jsonfHREER , LUABEARMEIRER Amazon Kinesis REERZR B
BEH , AREARREN Kinesis RERAWHEEBER, EERFEHTH , FEARBER
Sources, Sinks AR Pipes HHEEBMHFIEE Plugins S#/{EH,

Plugins /B IEEHMEERAN —MRIEE  EEDETFIBERE. BNt REEHE

B, il , BEEABEXTARERH Windows kR Kinesis RIEER , MABREAHEXATARE
Frappsettings.jsonfAREER., HAHERXZLL JSON MR~ , B—2FE(H Type B/EY, Type
REFMSHEABENIEEHMMLR/BEY, BaiXETINABERNER .

PackageUpdate

& Windows fR Kinesis {HREHE R  EZXEHREEHRSEREER, MREAMAERIEHEX
ZHETBMRAR Windows iRA<H Kinesis KIEFE R, , Al Windows iRA<H Kinesis RIEBERETH
ZNRA AL R %, PackageUpdate SAHERB/EHEE

Type

WWEXBERFE PackageUpdate , BRHMHEM,

Interval

EEREEMHFRAERNWERUSKREMEE USEREN. FRRT), EAR/EHRER
M., MRKRIEE , BREAR 60 P, WRENIA 1, RFFETEAEHRE,

PackageVersion

EEEHMRAE JSON ERNNVE., ERUTVURERRE (file://). B (http://)

= Amazon S3 (s3://. il , EAs3://mycompany/config/agent-package-
version. json& NEAR Windows B9 Kinesis {2 EZME config/agent -
package-version. jsont&ZmycompanyAmazon S3 i, LEZBBZIERNARTR
HITEH.
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@ Note
H{EPackageVersionH#/{E¥ ¥ ¥ Amazon SSEES K NE,

TIREHREERNARSEH

{

"Name": "AWSKinesisTap",

"Version": "1.0.0.106",

"PackageUrl": "https://s3-us-west-2.amazonaws.com/kinesis-agent-windows/
downloads/AWSKinesisTap.{Version}.nupkg"
}

FrAttVersionhE/EH &5 ERZ T EWERMAE Windows IiRZAH Kinesis RERER (U0
REAREE), PackageUrl iy {Version} BHSEMMEMTEAR Version B/EHIEEMN
B, ELEF+ K SHKEBHETBEFE1.0.0.106, RELEBEENE S TERKNESEMR
AERNE—NERERAMENRSERE. ZAUFEAZEEHRIER |, RIEHERAFRAE
) Windows ki Kinesis Agent #E , T KB EE 2 5l MBI AE, HFEEER Windows B
Kinesis REEXNHE , FE—JZBAEFRTEREEAEELREP A TAK Windows
E R Kinesis REBRE,

BHBMEE PackageVersion #/EHWE , AEDTEAEMFRAERNEERN. WFE
BRBRNFAET  FERAREENHEHER,

AccessKey

15 E B A GHMEF AN SR 2R ERE Amazon S3 H E’JE#H&ZM’;’?T?HNEO EEEEERZAN.
ERTEREEALB/EY. NFHEMUEBINSIORIBL L, BERESDBE.

SecretKey

BEEMSEAERS SRR Amazon S3 PR EHMAERFZEE, EEEB/EHRZRAN,
EMFAEREERLR/EY, NEEMEBRN ORI S ZE , B2RRESHEE,

Region
5 E E 6 A E E i in 2 Amazon S3 FERIEMRAESR., EEB/ELH2EAN,

ProfileName

EEECAMER 2 EHERERETE Amazon S3 PN EFRAEREFIE. MEFMAER
Z2H RESURE. EEZ/EHRRAN,

B
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RoleARN

EEERITHELSCKRBEEBEIRSEH T Amazon S3 EAMAEREFEE, MEFMENA , H
Sl RESNEE. EEREHRZAN,
WMRKIEEE PackageUpdate ABER , IFTEREFTAEHRAERRHEEEEZTEERN.
ConfigUpdate
1B Windows i Kinesis R EREXNEEHRRERSEEMMNappsettings. jsonfBBERFH

ERERHAZE, HYE Amazon S3 ., MEFEEFWHRBER | BIE THI LT E Kinesis HERE
=R, ConfigUpdate/EHBET5IER :

Type
WENBERFE ConfigUpdate , BRMEM,

Interval

EEREMEEERNEER UIPEREN, FHRT). EEREVRERN ; IRREE ,
FRELR 5 DiE, MREPIRA1, AFSREEARBEREN,

Source

EEEEMNRESKENNASBER, BERUMNAERRE (file://). #BI (http://) =
Amazon S3 (s3://. #lu , EAs3://mycompany/config/appsettings.jsonikR
Windows KR Kinesis {22 @ E config/appsettings. jsoniEX=mycompanyAmazon
S3 EFITE.

(® Note
K {ESourceAmazon S3 HE/BE¥HEED K NEB,

BHEBRERE Source B/EHMNE , UHEBTEBECERNEEERN. WFELBBRNVFR
&, F2AREENBEHEL,

Destination

BEHEEREFREAKEKMNLE, EMUREEHRERRE, fHRE IR sREEHSE
AIERR |, 5140 SPROGRAMDATA%, MR ZMHHEEER , B2 HEE R Windows R Kinesis R EEZ
ZEMNME, —BME , EEZRE .\appsettings.json., ERE/EHELEN,
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AccessKey
EEECAMEFIREHREE Amazon S3 HRVAREREFEE., SEAR/EHREAN. &M
TEREERALR/EY, IFHMUEBENSOREL L K F2REZEIHRE.

SecretKey
EEEREATMENZ SWMRERE Amazon S3 FHVERERFEUE. SER/EHIRRAN. HM
TEREGERALR/EY, IFHEEBNSOREL L  F2RARESHRE.

Region

8 EE A WEEERER Amazon S3 FEMEERE R, EEB/EHREAN.

ProfileName

EEECAMERSEREREE Amazon S3 PERERTFEIE. NEFMAENR ,
ESHRE, EER/EHRRAN,
RoleARN

i
W
&4
i

EEERTHESCRBEEIRS R HH Amazon S3 PHHBERFIE. MEFMENR ,
A2 RESHRE. EREE/EHRERN.

MBEREEMEM ConfigUpdate ABEN , IFTEREFMECERRYERETEEEERE
o

T3 A REAMEA PackageUpdate Fl ConfigUpdate SAHERXHEH appsettings. json fHEERE
R, FHEHID | HEEHRAERMAmycompany & &M Amazon S3 f#FET#config/agent-
package-version.json, RHEANER 2 MNEEREHERREEEMNEE, NREHFRETER
hiEETRRMAHK Windows Kinesis Agent , IR EM4MAERIEENNERLZEEENRERNIR
x,

BRiLZ A | BB —{Bappsettings. jsonflREE RfEFEmycompany & AH Amazon S3 A FET
fconfig/appsettings.json. REAN SR 30 P ESHEZERERPWARBER, WRF
@ , BIE % Amazon S3 THEMMWMALER , WH L& Fappsettings. jsonfHREEZR,

{
"Sources": [
{
"Id": "ApplicationLogSource",
"SourceType": "DirectorySource",

"Directory": "C:\\LogSource\\",
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"FileNameFilter": "*.log",

"RecordParser": "SinglelLine"
}
1,
"Sinks": [
{
"Id": "ApplicationLogKinesisFirehoseSink",
"SinkType": "KinesisFirehose",
"StreamName": "ApplicationLogFirehoseDeliveryStream",
"Region": "us-east-1"
}
1,
"Pipes": [
{
"Id": "ApplicationLogSourceToApplicationLogKinesisFirehoseSink",
"SourceRef": "ApplicationLogSource",
"SinkRef": "ApplicationLogKinesisFirehoseSink"
}
1,
"Plugins": [
{
"Type": "PackageUpdate"
"Interval": "120",
"PackageVersion": "s3://mycompany/config/agent-package-version.json"
},
{
"Type": "ConfigUpdate",
"Interval": "30",
"Source": "s3://mycompany/config/appsettings.json",
"Destination": ".\appSettings.json"
}

BEARNEERESBHIRY Kinesis KEEN

FriAltappsettings. jsoniBRERE R 2 — & JSON X # Amazon Kinesis A2 E| i1 E AR, =
HRIEE, ©harLiiE4] Windows B Kinesis Agent 1@ E L &R HE H 257 2 &8 AWS AR
%, MEBEHBERDPRE BENHNEEESTHHMBENR K FS2EARERES. ENHEEUREES

o

| o

THEHESEETERERMNBEEERED,
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&

- REBEHRRERE Kinesis Data Streams

« & Windows FEAREX S BFRRE B Wit

- FRAEE

- FRAZERENEE

RBERREFK R Kinesis Data Streams

AT A6 RE : appsettings. jsonfHREERRE NI B HNBHRBZERFEERE Kinesis
Data Streams , AR & Windows 3 BEFT #1858 & 7 E Amazon CloudWatch $51E,

DirectorySource. SyslLog ic#&ZI4TES

UTHERE syslog X\ BFREMFEERERE , HPEE.logRlIfER AC:\LogSource\H
# M SyslogKinesisDataStreamKinesis Data Streams & us-east-1 B H# Kinesis Data
stream B, BBV ER , LURRNEREEXBERAYRBRENRIE , H2EXAFENAT
&R, BFTERAEATUENRERR B SyslogkinesisDataStream &A%

{
"Sources": [
{
"Id": "SyslogDirectorySource",
"SourceType": "DirectorySource",
"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"RecordParser": "SyslLog",
"TimeZoneKind": "UTC",
"InitialPosition": "Bookmark"
}
1,
"Sinks": [
{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "SyslogKinesisDataStream",
"Region": "us-east-1"
}
1,
"Pipes": [
{
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"Id": "SyslogDS2KSSink",
"SourceRef": "SyslogDirectorySource",
"SinkRef": "KinesisStreamSink"

DirectorySource. SinglelLineJson 52434788

LTHEESE® JSON 18X AFFRHRER . logalIfER AC: \LogSource\ B #&
#JsonKinesisDataStreamKinesis Data Streams &% us-east-1 EIiFH Y Kinesis Data stream &
o BRZHE , RAEAE ComputerName M DT R5|EHVE/EE FIBFESE JSON ¥4 , BEEK
EBANEERCHN A HEEEE, BFTEARKTUERKEERERE JsonKinesisDataStream &
TRAVFE 8%

{
"Sources": [
{
"Id": "JsonLogSource",
"SourceType": "DirectorySource",
"RecordParser": "SinglelLineJson",
"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"InitialPosition": @
}
1,
"Sinks": [
{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "JsonKinesisDataStream",
"Region": "us-east-1",
"Format": "json",
"ObjectDecoration": "ComputerName={ComputerName};DT={timestamp:yyyy-MM-dd
HH:mm:ss}"
}
1,
"Pipes": [
{
"Id": "JsonLogSourceToKinesisStreamSink",
"SourceRef": "JsonLogSource",
"SinkRef": "KinesisStreamSink"
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}
]
}

ExchangelLogSource

LT HERE# Microsoft Exchange EA W BFREHMNERELES . logiEFIhEEC: \temp
\ExchangeLog\ B #® M ExchangeKinesisDataStream?E us-east-1 [EiZ Y Kinesis Data
stream , LA JSON X &#ifi. H A Exchange BT =E JSON 3 , B Windows & Kinesis LB
X ATBIMTIEL B WIS JSON, SRl , REEHE ComputerName M DT K5I SRV R /ME ¥ #T
BEEE JSON Yt , HH a2 ERME BN EELHN AMREKEE, BTEARITUBERRERE
3R B ExchangeKinesisDataStream &I 8%k

{
"Sources": [
{
"Id": "ExchangeSource",
"SourceType": "ExchangelLogSource",
"Directory": "C:\\temp\\ExchangelLog\",
"FileNameFilter": "*.log"
}
1,
"Sinks": [
{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "ExchangeKinesisDataStream",
"Region": "us-east-1",
"Format": "json",

"ObjectDecoration": "ComputerName={ComputerName};DT={timestamp:yyyy-MM-dd
HH:mm:ss}"

}
1,
"Pipes": [
{
"Id": "ExchangeSourceToKinesisStreamSink",
"SourceRef": "ExchangeSource",
"SinkRef": "KinesisStreamSink"
}
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W3SVCLogSource

AT # R Internet Information Services (II1S) (FREELERNEENEF) BFR
B|IISKinesisDataStreamKinesis Data Streams & us-east-1 EiZ H#Y Kinesis Data stream &
Fo BIIEREXUUENKLEERE IISKinesisDataStream B FHIE#. IS 2 —& Windows
web faA] AR 25

{
"Sources": [
{
"Id": "IISLogSource",
"SourceType": "W3SVCLogSource",
"Directory": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"FileNameFilter": "*.log"
}
1)
"Sinks": [
{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "IISKinesisDataStream",
"Region": "us-east-1"
}
1)
"Pipes": [
{
"Id": "IISLogSourceToKinesisStreamSink",
"SourceRef": "IISLogSource",
"SinkRef": "KinesisStreamSink"
}
]
}

WindowsEventLogSource EE&EH

THIERER Windows RItEHLCHEERRICHSEMH , HERACriticaldiError(MRARER 2)
B EISystemKinesisDataStreamE us-east-1 B H#Y Kinesis Data stream , A JSON &= &
Fo BETEARNTUERKREERE SystemKinesisDataStream &7 %o
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"Sources": [

{
"Id": "SystemLogSource",
"SourceType": "WindowsEventLogSource",
"LogName": "System",
"Query": "*[System/Level<=2]"
}
1,
"Sinks": [
{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "SystemKinesisDataStream",
"Region": "us-east-1",
"Format": "json"
}
1,
"Pipes": [
{
"Id": "SLSourceToKSSink",
"SourceRef": "SystemLogSource",
"SinkRef": "KinesisStreamSink"
}

WindowsETWEventSouxce

LT HERE# Microsoft BAREEHITES (CLR) WHIARRMZ L2 EHBR
F|ClrKinesisDataStreamft us-east-1 [EifH#Y Kinesis Data stream , A JSON #&XX 8. BHE]
FEARXATUERRERERE ClrKinesisDataStream £ EE 8%,

{
"Sources": [
{
"Id": "ClrETWEventSource",
"SourceType": "WindowsETWEventSource",
"ProviderName": "Microsoft-Windows-DotNETRuntime",
"TracelLevel": "Verbose",
"MatchAnyKeyword": "0x00008000, 0x00000400"
}
1,
"Sinks": [
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ERAEER

{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "ClrKinesisDataStream",
"Region": "us-east-1",
"Format": "json"
}
1,
"Pipes": [
{
"Id": "ETWSourceToKSSink",
"SourceRef": "ClrETWEventSource",
"SinkRef": "KinesisStreamSink"
}

WindowsPexrformanceCounterSource

LT H# RS CloudWatch BREREE., EFRBREAZTAEE, WUKEST
TR D LR MBEETRIBT B E us-east-1 EF P EHE,
=R, REXREBEERN , URREERUEHEBRERELZEA,

{
"Sources": [
{
"Id": "PerformanceCounter",
"SourceType": "WindowsPerformanceCounterSource",
"Categories": [
{
"Category": "Server",
"Counters": [
"Files Open",
"Logon Total"
]
I
{

"Category": "LogicalDisk",
"Instances": "*",
"Counters": [

"% Free Space",

{

"Counter": "Disk Reads/sec",

ENE , LUK o] A REEE
A] LATE CloudWatch F2 &S LISEN E

REERRERE Kinesis Data Streams
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"Unit": "Count/Second"

}
]
}
1,
}
1,
"Sinks": [
{
"Namespace": "MyServiceMetrics",
"Region": "us-east-1",
"Id": "CloudwWatchSink",
"SinkType": "CloudwWatch"
}
1,
"Pipes": [
{
"Id": "PerformanceCounterToCloudWatch",
"SourceRef": "PerformanceCounter",
"SinkRef": "CloudWatchSink"
}
]

#€ Windows FEFERX B BFEHERE BNt

AT A% 6IRE : appsettings. jsonfHREIERTRE# Windows BARXEH HFSERIEBEARMK
BB Amazon Kinesis KEBEXFHWEZEE WL, MEFEA KinesisStream F Cloudwatch B
i EE N ES | ESERSERIEFESERE Kinesis Data Streams,

KinesisFirehose

THERSERCriticalHErrorWindows AR FCEESH
FlwindowsLogFirehoseDeliveryStreamKinesis Data Firehose R {1 &R us-east-1 EiF A,
IR EE Kinesis Data Firehose HERTE , RREEHBHHEALRRERTI . BELE , RRgEE
BEMBEEABMTER ENTS , ERIREER. AR, SHATRRTIRE  IRBEEAHRE4—E
Bix,

BRI LRIZEREEBER , 3]E Kinesis Data Firehose , & RERFHREZSETEAEENFEFEE
747 BR %5 o
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"Sources": [

{
"Id": "ApplicationLogSource",
"SourceType": "WindowsEventLogSource",
"LogName": "Application",
"Query": "*[System/Level<=2]"
}
1,
"Sinks": [
{
"Id": "WindowsLogKinesisFirehoseSink",
"SinkType": "KinesisFirehose",
"StreamName": "WindowsLogFirehoseDeliveryStream",
"Region": "us-east-1",
"QueueType": "file"
}
1,
"Pipes": [
{
"Id": "ALSource2ALKFSink",
"SourceRef": "ApplicationLogSource",
"SinkRef": "WindowsLogKinesisFirehoseSink"
}
]
}
CloudWatchLogs

TH#EERSBRCritical®ErrorWindows EEAFER CloudWatch Logs B4 &7
E|MyServiceApplicationLog-Group B#& . BERREBHAER Stream-, BEABREL
ROV EED., —NHAGN A , 25 HETE—& (HlE , Stream-20180501 = 2018 F
581 BRIMNER).

{
"Sources": [
{
"Id": "ApplicationLogSource",
"SourceType": "WindowsEventLogSource",
"LogName": "Application",
"Query": "*[System/Level<=2]"
}
1,
"Sinks": [
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{
"Id": "CloudWatchLogsSink",
"SinkType": "CloudWatchLogs",
"LogGroup": "MyServiceApplicationLog-Group",
"LogStream": "Stream-{timestamp:yyyyMMdd}",
"Region": "us-east-1",
"Format": "json"
}
1,
"Pipes": [
{
"Id": "ALSource2CWLSink",
"SourceRef": "ApplicationLogSource",
"SinkRef": "CloudWatchLogsSink"
}
]
}
ERAEE

LA &4 appsettings. json #HAERE R/ €0 a04al f5F A B & AE ER AV ThBEo

WEHI A AFEE #c: \LogSource\Z|ApplicationLogFirehoseDeliveryStreamKinesis
Data Firehose Xt &%, CEREBEMHA FilterPattern B/EHMEERAURERNNFZIT, EEXK
R, BFERRAENLI0511EH B E Kinesis Data Firehose,

{
"Sources": [
{
"Id": "ApplicationLogSource",
"SourceType": "DirectorySource",
"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"RecordParser": "SinglelLine"
}
1,
"Sinks": [
{
"Id": "ApplicationLogKinesisFirehoseSink",
"SinkType": "KinesisFirehose",
"StreamName": "ApplicationLogFirehoseDeliveryStream",
"Region": "us-east-1"
}
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1,
"Pipes": [

{
"Id": "ALSourceToALKFSink",
"Type": "RegexFilterPipe",
"SourceRef": "ApplicationLogSource",
"SinkRef": "ApplicationLogKinesisFirehoseSink",
"FilterPattern": "~(10|11),.*"

}

FERAZERENEE
LA €6l appsettings.json HEER RENAEAZEARENEE.

EflesrEAER. Z2MMRAMR Windows E4 BFFERFKEIEventLogStreamKinesis Data
Firehose XY B REAZERIR. ZEEENE—BHHt,

"Sources": [

"Id": "ApplicationLog",
"SourceType": "WindowsEventLogSource",
"LogName": "Application"

"Id": "SecuritylLog",
"SourceType": "WindowsEventLogSource",
"LogName": "Security"

"Id": "SystemlLog",
"SourceType": "WindowsEventLogSource",
"LogName": "System"

1,
"Sinks": [

"Id": "EventLogSink",
"SinkType": "KinesisFirehose",
"StreamName": "EventLogStream",
"Format": "json"
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1,
1,
"Pipes": [

{
"Id": "ApplicationLogToFirehose",
"SourceRef": "ApplicationLog",
"SinkRef": "EventLogSink"

1,

{
"Id": "SecuritylLogToFirehose",
"SourceRef": "SecuritylLog",
"SinkRef": "EventLogSink"

3,

{

"Id": "SystemLogToFirehose",
"SourceRef": "SystemlLog",
"SinkRef": "EventLogSink"

}
]

A EE A

ABTHAEENXE , BIBETEEE , Microsoft Windows | Amazon Kinesis R ERREWERERERE
ERMBGTER |, WEEE AWS, WEAL RS EEMEAZINERA. ST SEMAEKES B
RE AWS REBHNER., BRMEE 60 2EBWEN 1—2 KB WEEIBEE R,

FZA R HINERBWEELHRITER . BERTIAEE  BRUATR/EHMEZTERR, BRNEE
HEBRH appsettings. json AR

"Telemetrics":
{ "off": "true" }

plan , ATFTHEBERSRERR. BRNEE K

T
3
i
S

{

"Sources": [

{
"Id": "ApplicationLogSource",
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ERAEER

"SourceType": "DirectorySource",
"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",

"RecordParser": "SinglelLine"
}
1,
"Sinks": [
{
"Id": "ApplicationLogKinesisFirehoseSink",
"SinkType": "KinesisFirehose",
"StreamName": "ApplicationLogFirehoseDeliveryStream",
"Region": "us-east-1"
}
1,
"Pipes": [
{
"Id": "ApplicationLogSourceToApplicationLogKinesisFirehoseSink",
"SourceRef": "ApplicationLogSource",
"SinkRef": "ApplicationLogKinesisFirehoseSink"
}
1,
"Telemetrics":
{
"off": "true"
}

EPMEeERAEERETIEE
ClientId

REHEK BB IERAVME— 1D,

ClientTimestamp

Wi IRy B A BF R

OSDescription

ERRFVIEIL,

DotnetFramework

B B8 dotnet FEZRARA,
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ERAEER

MemoryUsage

Kinesis REEXFEANGCREERE (MB).
CPUUsage

Windows CPU AAEB 7Lt (‘M &), Hlg0 , 0.01 TR 1%.

Instanceld

R Windows #E K Kinesis {XIEE X [EF£ Amazon EC2 #1T{EEE L #1T
TEREBIES.

InstanceType (string)

&R Windows B A Kinesis KB IEFE Amazon EC2 #{T{EEE L #1T
TEBER,

A BMEFREERARNGEEEER Kinesis (RERENBERAIINIER,

A% Amazon EC2 #

A& Amazon EC2 #
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HERE . FHEAREREEN Kinesis REERAZ JSON B
& &7 2 Amazon S3

R B REIF A Amazon Kinesis vice (Windows) 52 EE R EE M FHMZL B
THBEAE TSR -

« ¥ Windows £/ Kinesis Agent # JSON #& XY B 5548 2= & it £ Amazon Simple Storage Service
(Amazon S3)i&EiBAmazon Kinesis Data Firehose., & BE Windows B Kinesis {CEEZ X #Y5E 4
B , F2BE M EER Amazon Kinesis Agent |, 1B R HERE 2 .

- WREFEER K BEAVHEMHETER. MEFMAEN K F2H REEWHES,
- {FRAAmazon AthenaiE 24 EHA Y B L.

Prerequisites

B AR AWS 1RF |, FFEBERE AWS IRF REF—1E,

&

- R RE AWS BRI

- S22 ZER, FERHTEAREEN Kinesis KIEERX
« $B8 3 : £ Amazon S3 HEH HFEER

- BRESR

SER 1 5RE AWS BRi%

BREELSE , EREHWIRE | £ Amazon Simple Storage Service (Amazon S3), MEFME A
ERElE , FSEAREFRE 45 JSON BHFEZREFRZE Amazon S3,

FH AWS EE X AB & AWS Identity and Access Management (IAM), Amazon S3. Kinesis Data
Firehose B #l Amazon Elastic Compute Cloud (Amazon EC2) , LA f## EC2 #11T{EE& ) Amazon
S3IMERBFER,

&

- BREIAMBERAE

SR BRE AWS BRI 97


https://docs.aws.amazon.com/AmazonS3/latest/gsg/
https://docs.aws.amazon.com/AmazonS3/latest/gsg/
https://docs.aws.amazon.com/firehose/latest/dev/
https://docs.aws.amazon.com/athena/latest/ug/
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« B3 Amazon S3 REEHE

« I Kinesis Data Firehose X134 &

« B Amazon EC2 #{TERUMITEAREERN Kinesis KIERER

- BRESER

RIE IAM BER R AT

BV LATEER , 2% Windows iR Kinesis Agent #§i2#% R ZE 45 E Kinesis Data Firehose X1 &k :

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:region:account-id:deliverystream/log-
delivery-stream"

}
]

Replaceregion , B E#E L Kinesis Data Firehose X 187K AWS Ei&Z# (us-east-1, Hi
W), # account-id BMEAEIRFEFR AWS IREH 12 LEWRFE ID,

EEEY| R | RIELE  RESupport F:0v. BEEIEAKN 12 VEBIRF5EES (D) &8 R1ESupport F
LEEER,

FRAUTEFEIBR, BBE®HEA log-delivery-stream-access-policy,
£/ JSON BUR#meESR 2 I BUR

1. BEAAWS BEEEA , AREBI1E https://console.aws.amazon.com/iam/ BEEL IAM £32 A&,
2. EEAINEBESEKT , EIE Policies (BXR).
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WM RIE R IEBE — & Policies (B) , B2 H R Welcome to Managed Policies (EUI A Z &I
%) Eﬁo 1%% Get Started (Ffﬁtﬁﬁﬁﬁ)o

3. HEEMEIEW , i#$E Create policy (I HXK).
4. F51E#E JSON R5|ER.

5. B JSON BURXf, M IAM BURFESHFFMER , 552 BIAM JSON BRZZ HHIAM £/
HEE,

6. TTHEF , i#IE Review policy (MBI X). Policy Validator (BERRET E) & EHIT(IFE 55

® Note

& B] LABERF Y12 Visual editor (1R B {LAR¥ERET) B JSON ZH, BER , MRBETEF IR
ERBBE R Visual editor (1REBILIRESR)ZESIEE , IAM AJESREEHNBUERBE B IS
HIEBLRESETRENL. WEFHES , F2E ") AERBCGEEERNIAM FAEE
Mo

7. 7& Review policy (BRBIBUR) EE L , AR EREEIHWVBER A Name (&) B Description (i)
(EA). BMEBE Summary (HE) REFENBERAR TIETY. AREIEIE Create policy (B
BER) RBEFEOITHE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_policy-validator.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
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Create policy o 2

A policy defines the AWS permissions that you can assign 1o a user, group, of role. You can create and edif a policy in the visual editor and using JSON, Leam more

Visual editor JSON Import managed policy

“Version": "2812-18-17",
“Statement™: [

{
*5id": "VisualEditerl™,
"Effect™: "Allew”,
"Action™: [
“firehose:PutRecord”,
“firehose: PutRecordBatch”™
1.
"Resource™: "arn:aws:firehose:us-east-1:812345678981 deliveryst r'ﬂ.am_,-"lrsp_.-db'l ivery-stream”
}

Cancel Review policy

E1I Kinesis Data Firehose 7H S3 i ZirEM A G

1. FERAETNERF , BIYBA firehose-s3-access-policy BB , AT JSON E :

"Version": "2012-10-17",
"Statement":

BEIAMBERAR 100
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ERAEER

L

"Effect": "Allow",
"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

]I

AbortMultipartUpload",
GetBucketlLocation",
GetObject",

ListBucket",
ListBucketMultipartUploads",
PutObject"

"Resource": [

"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

"Effect":
"Action":

"Allow",
L

"logs:PutLogEvents"

]I

"Resource": [

"arn:

aws:logs:region:account-id:log-group

group:log-stream:firehose-error-log-stream"

]

:firehose-error-log-

# bucket-name B K FH AR —FHFrE B, Replaceregion , WEAAAEL

CloudWatch Logs 4 HEEE R AWS B, EL ARG HFER Kinesis Data Firehose #
BB HBERE Amazon S3 BB ENEMIER. 1§ account-id BIRKAGEL BFEEEKR BFE
BRRER 12 MLERF 1D,

RIE IAM BUR R AR
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A policy defines the AWS parmissions that you Can assign 1o 3 user, Qroup, of rple. You ¢an create and it 2 policy in the visual editor and using JSON, Leam more

Visual editor JSON Mpodt managed policy
“{
“Version™: "2812-18-17",
“Statement™:
[

"Effect™: "Allow”,
“Action™: [
“s3izabortMultipartUpload™,

5 e ey Eion®
BucketLocation™,

tBu ltipartUp |
PutDbject
1.
"Resource”: [
"arn:aws:s3:: imycompanyname-streamned-logs -bucket™,
“arn:aws:s3:: :mycompanyname-streamed-logs-bucket/*"
1
¥,
{
"Effect”: "Allow™,
“Action”: [
"logs:PutLogEvents”
1
“"Resource™: [
“arn:aws:logs:us-east-1:812345678981: log-group: firehose-error-log-group: log-stream: firchose-error-log-stream”
]
}

]
}

Cancel Review policy

£ IAM ERANEEE KD | 1212 Roles (Af) , REIZIZE Create role (B AB),
BEAWS REARER | RAEREKinesisiRH.

i##Kinesis Data Firehose#t ¥IEA XM , AREET—K: 5,

EEBHHT , W Afirehose-s3-access-policy, BEZERF , REBET—H: B,
£ Role name (A& ) A+ , WA firehose-s3-access-role,

i#1Z Create Role (BRI &),

N o g &~ 0 b

BYyA6G , EEHT Windows S3 #1178 #8 /Y117 1B B8 8 A2 22 37 BR Bk

1. &AM EEANEEEKRST | 1212 Roles (Af) , R1%IRIZ Create role (BIAAB),
BEAWS REARER | REBREFEEC2,

BET—H: .

EESHHRF , WA log-delivery-stream-access-policy,

w0 DN

RE IAM BERAE 102



Microsoft Windows #J Amazon Kinesis Kinesis X2 EREEmR
5. BEBX 6K AREET—H: #E,

6. 7 Role name (A&&M®) AW+ , WA kinesis-agent-instance-role,

7. 1Z#E Create Role (BRI AR),

3 Amazon S3 fFE1FETEE

37 Kinesis Data Firehose &3 B558) S3 /178,
BYRANERBEN S3 f1zEreE

1. BIfE https://console.aws.amazon.com/s3/ BARX Amazon S3 £ &,
2. iZ#Z Create bucket (B F1ZHTE),

3. 1£ Bucket name (REFITBEMW) P , WALERE IAM BERACFMEREN M — S3 fFF
ErREE,

4., BEERIRETENESE., EEBFEMEERBE Kinesis Data Firehose R {F & Amazon
S3 #ITER EEERN EE,

5. 1&$F Create (B1I).

# 1] Kinesis Data Firehose 3244 &7

1 Kinesis Data Firehose Y& , #& & faC#&FMIE Amazon S3 K Kinesis Data Firehose 3 ¥
==

#1I Kinesis Data Firehose 3 {387

1.  BARX Kinesis Data Firehose 2 & , #8ik Ahttps://console.aws.amazon.com/firehose/o

2. iZIZ Create Delivery Stream (B3I XXFEHK).

3. 7 Delivery stream name (R4 HERE ) FR , WA log-delivery-stream.

4. &% Source (3RJR) , 12 Direct PUT or other sources (iB1Z PUT s E 1 3IR),

#3 Amazon S3 fE1FETEE 103


https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/firehose/
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ERAEER

New delivery stream (2]
Delivery streams load data, automatically and continuously, to the destinations that you specify. Kinesis Firehose resources

are not covered under the AWS Free Tier, and usage-based charges apply. For more information, see Kinesis Firehose
pricing.

Delivery stream name* log-delivery-stream

Acceptable characters are uppercase and lowercase letters, numbers, underscores,
hyphens, and periods.

Choose source

Choose how you would prefer to send records to the delivery stream.

Firehose data flow overview

Source Firehose delivery stream Destination
Source Processed
opnh | — records records — | ODD

DOD| PRB
DOD | BRB !

““““ Optional

Source* @ Direct PUT or other sources
Choose this option to send records directly to the delivery stream, or to send records from
AWS loT, CloudWatch Logs, or CloudWalch Events.

Kinesis stream

L AV SV SV S S SV S S S S S S S N

BET -5,

BIXEE Next (T—%),

¥ EAZ | ®¥EAmazon S3,

$1% S3 bucket (S3 F1ZHTEE) , BIEMLEEY Amazon S3 HEFEFEYNRETESRE,

B3I Kinesis Data Firehose 31837
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Select destination (2]

Destination* ® Amazon S3 @
Amazon Redshift €
Amazon Elasticsearch Service €
Splunk €

Firehose to S3 data flow overview

Source Firehose delivery stream S3 bucket

Source Processed
B B B —* | records .I:E-G-D-r(-j?------. — g:
D D D [a @ @ (destination)

S3 bucket

________________________ B

(optional backup)

------ Optional

53 destination

83 bucket® mycompanyname-streamed-log... * - Create new

View mycompanyname-streamed-logs-bucket in 53 console &

cify prefix 'ﬂ

Prefix

0
5
Ls]
T

* Required Cancel Previous m

9. EET-F,

10. 7£ Buffer interval (R &EMR) HHRT , @A 60,

11. 7£ IAM role (IAM &) T 7 , i## Create new or choose (2 #7118 B =& ),
12. ¥ IAM role (IAM A& f2) , #$E firehose-s3-access-role,

#1I Kinesis Data Firehose X138 105
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13. B2 Allow (FF)o

#1I Kinesis Data Firehose X138 106
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Configure settings (2]

Configure buffer, compression, logging, and 1AM role settings for your delivery stream.

S3 buffer conditions

Firehose buffers incoming records before delivering them to your S3 bucket. Record delivery will be triggered once either of
these conditions has been satisfied. Learn more

Buffer size® 5 MB

Specify a buffer size between 1-128 MB

Buffer interval® 60 seconds

Specify a buffer interval between 60-900 seconds

S3 compression and encryption

Firehose can compress records before delivering them to your 33 bucket. Compressed records can also be encrypted in the
53 bucket using a KMS master key. Learn more

53 compression® @ Disabled
GZIP

Snappy
Zip

53 encryption® @ Disabled
Enabled

Error logging

Firehose can log record delivery errors to CloudWatch Logs. If enabled, a CloudWatch log group and corresponding log
streams are created on your behalf. Learn more

Error logging® Disabled
® Enabled

IAM role

Firehose uses an 1AM role to access your specified resources, such as the S3 bucket and KMS key. Learn more

IAM role* firehose-s3-access-role

— . = Create Mew Or Choose
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14, igj%-lt _io
15. 1&$E Create Delivery Stream (&3 X {1 &

Sif

Ib)o

et

33 Amazon EC2 #TEBUMTEARKRER Kinesis KIEER
EBY EC2 #1TER , £/8 Windows R4 Kinesis Agent , i%iB Kinesis Data Firehose &3 B 56508,
HY EC2 #T{ERE

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &,

2. 1&f& Amazon EC2 Windows #1T{EE AFIHPEIGREE , A THEENDER -

- SHHFITERM IAM role (IAM B8) , i#F kinesis-agent-instance-role,

o MR ARBEE L RREBAERERNERILEEIR (VPC) , SBEMEF A Amazon EC2 #1758
EHHIAmazon EC2 #{T{EEFEAEER.

. Eijﬁﬁﬁtéﬁ%ﬂ REEHTEENEIRRAERBENERN K IR EEBNER. NEFA
B, 528 "1 A Amazon EC2 #1752 E R HIAmazon EC2 H1TEEEH & BN,

- EREERANESRY K FHRNCHFEFRERYVAASR, HE  BEUNNSRYILEILE
TRMEFERENME,

- EREZE  FEFUTEREABTHRE , XTXETWEEFRERE,

. ""E’ﬁ}l?ﬂlﬁg¥§ BoE IP ik, MMREKREE , FBAREM IP ik A Amazon EC2 #
TEBFERERM.

‘REIR

B2 . =z#E RERIFTEARKEDN Kinesis KEBRE

il

FER 2 T, RERFTERAREERN Kinesis KERE

EUTRP  FBEFEHR AWS EEIRARKERELREEIL Amazon EC2 #I1THEBEUBITEARA
B Kinesis KERER, REZFSEHTER LZE Amazon Kinesis imple Storage Agent , 231 & B
Z1E AR Windows KY Kinesis Agent WHHRERER , RAERMBEER FHRE.

1. iEB Remore KHEEAIHE (RDP) BimBiEEHTEE  HERLSE 2 . BEIEHNHTEES
A Amazon EC2 #{TEBEFEA &SR,

37 Amazon EC2 #{TERBUTEARKREN Kinesis KLERRERN 108



https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/get-set-up-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/get-set-up-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/get-set-up-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html#ec2-connect-to-instance-windows
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2. EHTEEL, F£/4 Windows RlR:ZEESEFAFERAENRKEESMN Microsoft Internet
Explorer I8N Z £ M ERE. MEFMENA , 552 Microsoft TechNet #8¥5 EH How To Turn
Off Internet Explorer Enhanced Security Configuration,

3. EHTEREL , REIFZEBEARN Windows B Kinesis REBRER, MFFHMEF , F28 2EBE
ARKREN Kinesis KEBER.

4. HEBITHERL , FHAREEAREIL Windows #HEERER Kinesis Agent (Kinesis Agent), #ER@AT
Z %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json. L TRABHIEEHE

REER
{
"Sources": [
{
"Id": "JsonLogSource",
"SourceType": "DirectorySource",
"RecordParser": "SinglelLineJson",
"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"InitialPosition": @
}
1,
"Sinks": [
{
"Id": "FirehoselLogStream",
"SinkType": "KinesisFirehose",
"StreamName": "log-delivery-stream",
"Region": "us-east-1",
"Format": "json",
"ObjectDecoration": "ComputerName={ComputerName};DT={timestamp:yyyy-MM-dd
HH:mm:ss}"
}
1,
"Pipes": [
{
"Id": "JsonLogSourceToFirehoselLogStream",
"SourceRef": "JsonLogSource",
"SinkRef": "FirehoselLogStream"
}
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https://blogs.technet.microsoft.com/chenley/2011/03/10/how-to-turn-off-internet-explorer-enhanced-security-configuration/
https://blogs.technet.microsoft.com/chenley/2011/03/10/how-to-turn-off-internet-explorer-enhanced-security-configuration/
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ERAEER

EREREERE Windows B Kinesis RERER , BIERc:\logsource\ B # (source) #iBE
Kinesis Data Firehose X8 (f BAlog-delivery-stream(sinko FEFEBHFFLHEERE
Kinesis Data Firehose 81 , EEEAMETS BB BN BN E/NR/EEHEM,

5. I3 c:\LogSource\ B&k , AR FRARLEAEXEFPEIITEUT AR test.log BR :

{ "Message": "Copasetic message 1", "Severity": "Information" }
{ "Message": "Copasetic message 2", "Severity": "Information" }
{ "Message": "Problem message 2", "Severity": "Error" }

{ "Message": "Copasetic message 3", "Severity": "Information" }

6. HEREERHITH PowerShell TEREH , FAMUT W SEE AWSKinesisTap IR :

Start-Service -ServiceName AWSKinesisTap

7. FRAEREE  BEZE %*PROGRAMDATA%\Amazon\AWSKinesisTap\logs
WwER, BFEREEREXENUTREEML

2018-09-28 23:51:02.2472 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.AWS.AWSEventSinkFactory.

2018-09-28 23:51:02.2784 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.Windows.PerformanceCounterSinkFactory.
2018-09-28 23:51:02.5753 Amazon.KinesisTap.Hosting.LogManager INFO

factory Amazon.KinesisTap.Core.DirectorySourceFactory.

2018-09-28 23:51:02.5909 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.ExchangeSource.ExchangeSourceFactory.
2018-09-28 23:51:02.5909 Amazon.KinesisTap.Hosting.LogManager INFO

factory Amazon.KinesisTap.Uls.UlsSourceFactory.
2018-09-28 23:51:02.5909 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.Windows.WindowsSourceFactory.
2018-09-28 23:51:02.9347 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.Core.Pipes.PipeFactory.
2018-09-28 23:51:03.5128 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.AutoUpdate.AutoUpdateFactory.
2018-09-28 23:51:03.5440 Amazon.KinesisTap.Hosting.LogManager INFO
counter sink started.
2018-09-28 23:51:03.7628 Amazon.KinesisTap.Hosting.LogManager INFO

B %, MBI A

Registered
Registered
Registered
Registered
Registered
Registered
Registered
Registered

Performance

KinesisFirehoseSink id FirehoselLogStream for StreamName log-delivery-stream

started.
2018-09-28 23:51:03.7784 Amazon.KinesisTap.Hosting.LogManager INFO
JsonLogSource to sink FirehoselLogStream

Connected source

HER2: RE. RERHTEARKRERN Kinesis KEER
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2018-09-28 23:51:03.7940 Amazon.KinesisTap.Hosting.LogManager INFO DirectorySource
id JsonLogSource watching directory C:\LogSource\ with filter *.log started.

WAFERSEHRBEERE , YERESEH c:\LogSource\ B #WEHERLH. 17
I BE— JSON Y. ERZBANSEBLCNE/EESHEEZSEAYH. RE , c2EXKE
Kinesis Data Firehose.,

8. HE—MoERN , EEZHEDEIHN Amazon S3 FEFEFEE T Amazon S3 FFEFEMER AWS
BEEIRA, BRACEETEA LREZIENESE,

EZFEITRT , F—EEFONERNRK, RMZENRRETEAGHNERK, BREER
RRERE B HHNERR, BMZERRRETEA/NE (UTC) WERIKR, BRMEE R RRE
REMBAEA log-delivery-stream W—HZEER,

*

Cverview
Q
+ Create folder US East (M. Virginia) &
Viewing 1to 1
Hame Last modified Sipe Storage class
[ log-celwery-stream-1-2018-00-28-23-51-05-07200477-b500-4205-b471-bec 44c Sep 28, 2018 45211 PM GMT-0700 45808 Standard
Viewing 1to 1

9. FRMEHMBEENRE , #RBARKLHDKILFME Amazon S3 1, WA EFFEMNER, &—IH
RELERE , REEFBREMUATABTHEL

{"Message":"Copasetic message 1","Severity":"Information", "ComputerName":"EC2AMAZ-
ABCDEFGH","DT":"2018-09-28 23:51:04"}

{"Message":"Copasetic message 2", "Severity":"Information", "ComputerName":"EC2AMAZ-
ABCDEFGH","DT":"2018-09-28 23:51:04"}

{"Message":"Problem message 2", "Severity":"Error", "ComputerName":"EC2AMAZ-
ABCDEFGH","DT":"2018-09-28 23:51:04"}

{"Message":"Copasetic message 3", "Severity":"Information", "ComputerName":"EC2AMAZ-
ABCDEFGH","DT":"2018-09-28 23:51:04"}

10. MEFHEREMTHIBENER , BSEHEHEIRER Amazon Kinesis {VIBTE R 5F S HE#E -

« Windows HFEZRE Kinesis Agent @& 8582,
- Amazon S3 FHFEHIE R R IE R FEFE,

FR2: RE, RERSTEARRELD Kinesis KRN 111
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+ Amazon S3 EHEMABT EMHE.

®REI R

B8 3 : £ Amazon S3 mEHHFER

B 3 : £ Amazon S3 FEHHGZEER

FEIE 8l Amazon Kinesis R BN HE —ELRHERE , LA Amazon Athena Service (Amazon
S3) R Amazon Simple Storage Service (Amazon S3) B & ¥,

1. BIfE https://console.aws.amazon.com/athena/ BARX Athena &,

2. EEMR (+), EUFNEIRE.

New query 1+
< -— Run an ANSI SQI X ive Data Definition Language (DDL STATEmEnt .

- AMSI S5QL Example:

iew from query Format query Clear

Results

3. BUTXFRAZHRE :

®rESR 112
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CREATE DATABASE logdatabase

CREATE EXTERNAL TABLE logs (
Message string,
Severity string,
ComputerName string,
DT timestamp

)
ROW FORMAT SERDE 'org.openx.data.jsonserde.JsonSerDe'
LOCATION 's3://bucket/year/month/day/hour/"

SELECT * FROM logs
SELECT * FROM logs WHERE severity = 'Error'

# bucket BRIEEIE Amazon S3 EETEFEBIYNREEFEIES
. Replaceyear, month, dayMhour , 8 E Amazon S3 HFERBEURNESR. AH.
HE R /NEF (UTC)o

4. 1EHU CREATE DATABASE FRIRXHINF , ARIEE Run query (B1TEH). ERTE Athena F2
MV AFERE,

5. iZEEU CREATE EXTERNAL TABLE BRIARXHIXF , AREE Run query (R1TEH). EBEY—E
SETE HFHER S3 RFATHEM Athena ERIEK |, 4% JSON WAEEHIRIRE E Athena BRIk
MR R

6. EHEE —{E SELECT AKX F , REBFEE Run query (BTEMH), ESETRERRTANE
B3,

4B 3 : £ Amazon S3 FEH HEFER 113
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ERAEER

New query 1 & New query2 @ +

CREATE DATABASE logdacabase

CREATE EXTERMAL TAELE logs |

Massage STring,
Saverity scring,

Camputeriame scring,

DT timescamp
]

ROW FORMAT S5ERDE '‘org.openx.data.jsonserde.JzonSer

LOCATION '"a23://mycompanyname=atreamed=loga=bucket/

SELECT * FROM leogs

SELECT * FROM logs WHERE severity = 'Erzer’

Results

message
1 Copasetic message 1
Copasetic message 2

Problem message 2

= oW P

Copaselic message 3

Create view from query

severity
Information
Information
Error

Information

(Rum time: 1

39 seconds, Data scanned: 0.46KB)

computername

ECZAMAZ-KTUSTTT
ECZAMAZ-KTUSITT
ECZAMAZ-KTUSITT
EC2AMAZ-KTUSITT

Format query Clear

dt

2018-09-28 23:51.04.000
2018-09-28 23:51:04.000
2018-09-28 23:51:04.000
2018-09-28 23:51:04.000

7. BEUEZ{E SELECT BRI X F , ARRIBIE Run query (BI1TEH), EERERERRBARE
€ Error BRBREMAFCENERY, SECHEREBENAROFEEEFSHKEBNA

ACE%o

4B 3 : £ Amazon S3 FEH HEFER
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ERAEER

i ]
New query 1 @ New query 2 @ +
14
CREAIE DATAEASE logdatabase
CRERTIE EXTERMNAL TABLE log= |
Save as Create view from query  (Run time: 1.8 seconds, Data scanned: 0.46KE) Format query Clear
Results B /7
message severity computername dt
1 Problem message 2 Error EC2AMAZ-KTUSITT 2018-09-28 23:51:04 000
Y
RIEBIR
B AWS EEFEAEREHNZHEEINER
1. #&1k EC2 #{TIEEE (552E) Amazon EC2 Windows #H{T1EEE AFIFHIEEE 3).
/A Important
RGBT EERIEAWS FEHRE , SEEEERLEE X AHTEENES
Ao
2. R Kinesis Data Firehose 344 &
a. BARX Kinesis Data Firehose 2 & , #it Ahttps://console.aws.amazon.com/firehose/,
b. EBEEBRINIMFER.
c. IiEIZE Delete (MER)o
d. #IE Delete delivery stream (BIBRZ AT HBR)o
BRESR 115


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html#ec2-connect-to-instance-windows
https://aws.amazon.com/free/
https://console.aws.amazon.com/firehose/
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3.

kR S3 AT, MERHA , FSH "1 WAMER S3 FEFETEE ? FAYAmazon Storage Service
IRAFERERES,

WMEFMES , FSRTHERE :

R EE AN MEMR B R Amazon Kinesis

B2 Amazon Kinesis Data Firehose ?
L Amazon S3?
R Amazon Athena ?
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/delete-bucket.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
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S MER B R Amazon Kinesis RIEFE I SE #EHE R

5 T 53R BA 2R B2 T I A 1E 658 A B A A B IR BB Y Amazon Kinesis RN RFHYEIRE,

FE

- REFYARARFEIEEMNEREREFAHHN AWS BRI
- FHERERIREEX

o BERUTERARIKE

- MEEHEE

- WRZETRE

- WEZEHTIE

KEVENARF[ILEETMERSZREFRHN AWS R
Symptoms

ELREEZER AR Windows B Kinesis REBEZINE B HEHRA AWS IRIEFIFETEN B, EHFIE
B | Windows EH Kinesis {EBREX I K EREMEE

Causes

LeE R BE AT RERY R R

- R, BWRHEERETER,

« Windows Kinesis fRIEERXNH & 7 BERET EMHE,

 Windows Kinesis (A BRI RERET EF#,

« DirectorySource EEHMREMANR AR EXEIHER,

« &% DirectorySource EHIEE T A EEMN B .

- RIS AWS IR ZENE , RILIER T Windows Kinesis KEREXHWFER,
- BREESEEZEESRE AWS BEHPREFENEIR,

« B WindowsEventlLogSource E&EEMNEREN.

- AXR InitialPosition @/{EHEENEEN

- appsettings.json fAREERTASEERMN JSON FEEHIR,

KEFARARFRZETMERBREREAN AWS IR 117
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- EREERREZEE AWS EBEZEA TR ESTEMNESE,
« Windows B AR Kinesis REBERN MR IEBELER I AREHRITH,

Resolutions

FEMARBBRENNEE , FHIT ISR

1. 3B E Kinesis R EERX M %PROGRAMDATA%\Amazon\AWSKinesisTap\logs B &+, S FH
ERROR,
a. ERERZKRIEREA , FEITUTEE -
i. WMEBEHBRAL , YSHEAIFRHZWH Id,
i. MEYHHEZE SPROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json #HAERE
hId WRRRBUES , EEREETMEMKIERASHBHER, WEFAER ,
SR BREEARMERER Amazon Kinesis.
iii. & IE B2 85 RR M B RV 1T AH REAE R R =E
iv. I WK E) AWSKinesisTap f#. RAEMERKIANBFER , BT CHRAEERE.
b. BEEMRAETEHIE RKBIEEN SourceRef = SinkRef , BHITUA T -

i. M TFEEMN Id.

i. #% %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json fHREHERHh¥fE
ERE T Id WEBE S, M5 SourceRef M SinkRef B/EYHMNEC EHEHALEESZE
HRBEMZWES Id. BEEMEREHFHER, BHBERPRERRERBEWRES , FF
BEL, WEFHAEF , 528 ZEEARBEIEERN Amazon Kinesiso

iii. FLEIRNE AWSKinesisTap fi#§. ABRMERIAMW BFER , BB S AEEHE,

c. ERBRAEEEHEE AM EAERACERESRETIIECRE , FETUTEE -

i. FERRE MM Windows HY Kinesis REBEXEEFEALERN IAM EAERAG, URTFR , H#

WEIE i L £ 4HE | HFHE Windows B A Kinesis RERXN ORI AN , BREHANE
FEN IAM ERERAE,

i. ZEFEFANREEN IAMEAERAR  BEAAWS EBIEA  RERFAENA CIHEEB
HEE, BREAERACEHYE Windows A Kinesis REBERRXFINATE AWS EiR , B E1E
FIEESERAEDIERNTT, MEFHMEN B2 REEE,

iii. 7L RE) AWSKinesisTap BR#. AR K BMEKOMNAFER K BRECHRZLHE,

d. BEERAEBRHEINNEZEN SPROGRAMFILES%\Amazon\AWSKinesisTap
\appsettings.json AREERP MR BIRIZXBFRE S| BEER  FHITUATHESE
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i. MEAEBERPHWRARKES,

i. MERNKEANTE. ZUUAFARERAERIRUKER , IREATIGRIIRRE
DirectorySource RIFEHFHHRAIFKER :

cd /D %PROGRAMFILES%\Amazon\AWSKinesisTap
ktdiag.exe /r sourceld

# sourceld BB EBTREMMRAIRIER DirectorySource REEHM Id B/EHE,
jil. HEBERPHORAREXETEAXENEE , FEER.
iv. fFLE IR E) AWSKinesisTap fr#. REMERIAN AFER , BECHREERE,

e. BEBABIBHEINNLERITEN SPROGRAMFILES%\Amazon\AWSKinesisTap
\appsettings.json HEERHTNRAFKEXRGELES|I YR , YAXEREREERER ,
BHITUUTEE -

. RHERBERPHERES,

ii. BRFEEATRE AWS IREMEENR/EEHEARFSXRBERBRUNEZTE, S0 , CloudWatch
Logs BB BSBERBEEESHRRARERNBEN—HBFrT. [\.\-_/#A-Za-20-9]+,

ii. EERREEREHINEMENERE K RAREITPLEFRSEEE AWS FERE.

iv. F LW E) AWSKinesisTap fR#. AEMERKIANBFHER , BRECHRAEERE.
f. BERABRBLHIRFERE nul EXRSBEMBE LA , FHITUATESE

i. FCFARRSEEWA Id,

ii. £ %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json {HEERFHRE
SR T Id HRFRHERE S,

iii. REERRFFEWRESHRENEMES | WEARBREBER REEARHHIEER Amazon
Kinesis X F B9 RRZBCR R T RETLLE, TR RN L EE/MEHFIE 2 RRIIEW

EI:Io

iv. fFIEI RN E) AWSKinesisTap fif$. ABWMERIANWAFER , BB CHIREERRE,
g BERBRAREBLHBESKEBEY , FHTUTHEE .

i. 1£ %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json {REE R+ K HE
RGBSR S i

i. REBUEAFFELITEEBROBRFER

iii. € EAEERPATEE B B BANEMEFHER,

iv. fZ LI RRE) AWSKinesisTap lR#. REVERIANAFER , BECHRIEERE,

Resolutions 119
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ERAEER

i. ¥ %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json {HRERERHER

EERNTEFEERNERSE,

i. A AWS EEFERAERREEREERANIER AWS BEEFHREER. #TRERERS

BEENARETHR,
i. 2EHABERPNBERES  FEHEFEENERSBNERNES,
iv. F 1L RRE) AWSKinesisTap fR#. REREKICHAFER , BRECHREEHE,
i EHERABIEHEEIETE WindowsEventLogSource HERENR , BHITUTEX -

. £ %PROGRAMFILES% \Amazon\AWSKlne51sTap\appsettlngs json fHRERERP |
EEEBRAEEAEMERE Id B WindowsEventLogSource B,

i. MBRREEEH Query B/MEHMESRS Event queries and Event XML,

iii. HEFETEAEE  FHER,

iv. 5L RRE) AWSKinesisTap fR#. REREKICHAFER , BRECHREEHE,
j. BERAREHAEPERENNNKBME , FHITUTES

B %PROGRAMFILES"/\Amazon\AWSKinesisTap\appsettings .json {HREHERH
EERAL EfRMER Id WRRES.

#

, B

i. BERRESEH InitialPosition BMEHME , EHAFSFHANE , MERELHAR

&

iii. FLEIWRRE) AWSKinesisTap fr¥. AEMERKIANBFER , BT CHAEERE.

2. #EF2 %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json fARE#EZXREEL JSON #&

BB
a. EMTRTREES , FUTIET

cd /D %PROGRAMFILES%\Amazon\AWSKinesisTap
%PROGRAMFILES%\Amazon\AWSKinesisTap\ktdiag.exe /c

b. & 1E ¥ SPROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json #HREHE =G

B EMREE,
c. FILIW R E) AWSKinesisTap fi#., ABRMEREMAFER , BB CHAREREBEE,
3. BERCHARER , EXNBEFMNGI&EBFEN.
a. FALTARAREER SPROGRAMFILES%\Amazon\AWSKinesisTap\nlog.xml HRERE R :

<?xml version="1.0" encoding="utf-8" ?>
<nlog xmlns="http://www.nlog-project.org/schemas/NLog.xsd"

Resolutigre xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
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xsi:schemalLocation="http://www.nlog-project.org/schemas/NLog.xsd NLog.xsd"
autoReload="true"

throwExceptions="false"

internallLoglLevel="0ff" internallLogFile="c:\temp\nlog-internal.log" >

<l--
See https://github.com/nlog/nlog/wiki/Configuration-file
for information on customizing logging rules and outputs.
-——
<targets>
<l--
add your targets here
See https://github.com/nlog/NLog/wiki/Targets for possible targets.
See https://github.com/nlog/NLog/wiki/Layout-Renderers for the possible layout
renderers.

-—>

<target name="logfile"
xsi:type="File"
layout="%${longdate} ${logger} ${uppercase:${level}} ${messagel}"
fileName="${specialfolder:folder=CommonApplicationDatal}/Amazon/
KinesisTap/logs/KinesisTap.log"
maxArchiveFiles="90"
archiveFileName="${specialfolder:folder=CommonApplicationData}/Amazon/
KinesisTap/logs/Archive- {########4#####4#4#]} . 1og"
archiveNumbering="Date"
archiveDateFormat="yyyy-MM-dd"
archiveEvery="Day"
/>
</targets>

<rules>
<logger name="*" minlevel="Debug" writeTo="logfile" />
</rules>
</nlog>

b. FIEIWRAE) AWSKinesisTap fR#. RAEMERFNWAFER , EEARFRBEENNALET
1% Bh 32 BT % R SR R RE,
4. BMEBIBEAWS EBEIRAFIREFREFTER.
5. B&$% Windows R Kinesis RERER L E L EHITH.

a. £ Windows H , i#1F Start (R&) , REEEZE Control Panel (##|%&). Administrative Tools
(RREEITE), Services (fR#).

Resolutions 121



Microsoft Windows #J Amazon Kinesis Kinesis {225 EREER

b. & AWSKinesisTap fR#%.
c. BB EE AWSKinesis IR , 58 FAmazon Kinesis X ERE T A,

d. ZREBEIRYE , FHERERSEERTH, BEFEHTH , FRERBRENASR UBEAER
—T)EE , ARIEE Start (BLE).

e. 2 %PROGRAMDATA%\Amazon\AWSKinesisTap\logs B#&FRHFW ARFER K BERED
5 €8

BAYR

WERAEAR 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.115 Wx & EHIRAKY Kinesis I

HHEREREREER

Symptoms

REEHRHRMEER T B RERH Kinesis KERN , BERERGFEARLEESR,
Causes

LB EA B E AR RE

i*ﬁﬁgﬁIbﬁbo
- RIBIELIRIEE SRR | BiB AWS BREHE RHEERER I,
- AWS RIEHY API FENUZBRRE| | BIEB GiHappsettings. jsonfBREE R AWS RS BRH/,

Resolutions

BEMFNERERNEE , AT TSR

1. ZEREAEREEPRENEERIIE. CUHBERAMEENSKESEE , A Windows EHH
Kinesis IR 1L W RR B BF th — 4%,

2. ¥t Windows FY R IEZE A Kinesis REBRE |, IiRERBE -
a. BA Windows 1512/ Kinesis KEBEREXBR , WELE Windows EEEER Kinesis {AEER .

b. E—HZEEBEAREFTAERNER  FHESVEES D UTERLH. RRYUHHERET
EEREMEERIRFS , S HL AWS RFARERNREEE A,
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c. ZHRIBRE , FRSEENERNERER, FRESRSH , A2WMNDFH (FEABEE).
d. EETHABZE , BEEP Windows EAR Kinesis RIERE , BRERSHR

W Kinesis Data Streams FREIFVEFME A , 552 B Kinesis Data Streams PR &R Kinesis Data
Streams BAZ A B3, WE Kinesis EX Firehose FBRAIMNFFMAE , 52 B Amazon Kinesis Data
Firehose BR#l,

BRAHR

HEABEAR 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.115 M & EFTMRAKY Kinesis IE

BRI EARTURE
Symptoms

BB LT BV IKE AWS RS,
Causes

LB EA B E TR RE

 appsettings.json fAREERPEWES Format BMEHMNET EHE,
- DirectorySource EfH RecordParser #/EHMWET ER,
- DirectorySource EEH M Regex SE&ZMESH R AR EXTIER,

Resolutions

BEFRTERBCHERE , FRIT TSR

1. #2 B %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json HEERFHNEZKE

e =
Ho

2. BEEABERVRESIEE Format #/EY ERNE. MFFAESR  F2H BEHES.

3. #EH DirectorySource EEMRIRSHEAEBEEEH Format /{EHIEE xml = json EY
BUGELR | BERERBLERE A RecordParser B/EHEE T HEA —EE :

* SinglelLineJson
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https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
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* Regex
* SyslLog

e Delimited

Hitf kB en SR ER N FHE | MAEFE XML 5 JSON B LAy 8 E I IE % iE4E.

4. ZBFEGCHELH DirectorySource RIRFE FEMETIHN , BEDTRETIAEPHWUTIE
17 , BB TE DirectorySource EFFEENREBEMNA AR ENE/EY .

cd /D %PROGRAMFILES%\Amazon\AWSKinesisTap
ktdiag.exe /r sourcelID

# sourceID BRI R IEHIE/E DirectorySource BRES I1d /EYHE. S EEMH
ktdiag.exe ENEE,

ERER

HEABEHAM 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.115 My R EFHRAH Kinesis L

M EEE R

Symptoms

FEREEI ERE Windows iR Kinesis {tIEf2R % , AR MR IEEE M,

Causes

LeE A BE AT AR R R

 Windows iEA Kinesis RERRNHTHHBIEEANBTERRMENERE,

- FTRENEREESRRE—NZE AWS R,

« Windows A Kinesis REEXN EEMFERBREL KR H S ERHEWERETHREN AWS BRI,
* Windows Kinesis {SZERZ RN IE#E API FFILERREIBEAERS S , L AWS REHIRE,

Resolutions

EEMAUEDE , FUT ISR

ERHR 24
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1. £ Windows ERESIZEREN , mELIEE,. CPU, MENBHRAE, EEEEMFHA Windows
E A Kinesis Agent B ABER , BURAEE SO ZSEARLEESAMESER S RIEES,

2. WAIREALAEAER |, BAOREERNBE .

« 5828 WindowsEventLogSource #HREF Y Query &/{EY,
E2EREEEPNEERE,
« 2B % Amazon CloudWatch $5#Z & #ECloudWatch Logs H #IithfARE,

3. i Windows SAEEEIREARER , MR Windows I8/ Kinesis R , A ARLLIGE S
ZE CloudWatch (782 B Windows AEEERFEAK Kinesis KEEX. & Windows &
ERERREXS , £ LA Windows EWF IR Kinesis RIEBE XA HEE. MASIE
AWSKinesisTap Sinks (AWSKinesisTap ) A AWSKinesisTap Sources (AWSKinesisTap iR)
TH.

&

@ File Action View Window Help -
e AL =N 7 Ne

.-j:i':'- Performance

v g Menitering Tools

BE Performance

# Data Collector Sel Selact counters from computer:

@ Reponts : - Counter Parent [nst.. Computer
<Local computer > w

!
Add Counters x

Avaiable counters Added counters

o .

[ ASP.NET v2.0.50727
ASPMET +4.0.30319
Authorization Manager Applications
AWSKinesisTap
AWSKinesisTap Sinks
AWsKinesisTap Sources
Battery Status
BatLecker

1111111(%

£

Instances of selected object:

ot |
<Al instances:
1]

1
2
3

Add >> M 5:53:24 PM

[ show desariotion o Ron 1:40

M T Show Color Scale Counter Instance Parent Object Computer
Il 10 % Processor Time _Total Processor Information \\SEA-1800144152

Hlan | ZEPE Kinesis Data Firehose X BERIRE |, FE#FTi8Kinesis Firehose X BEET (25,
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i

.lﬁ:" File Action View ‘Window Hglp

s M D Hrm
&) Performance HPE XS 0 1
~ _g Monitoring Tools
B Pedformance Monitor -
2 Data Collector Sets L
@ Reports
20
m_
40;
204
]
6:23:12 PM G23:25PM  6:23:35PM  &2345PM B22535PM G2405PM G2&T4PM E2424PM 6:2&34PM 6:24:50 PM
Last sesseeses  Average e e % [y T sesesnees haximum sssssecss  Duration 1:40
Show Color Scale Counter ) Instance Parent Object ()
[+ 1.0 EinesisFirehoseBytesAccepted ryfirehosesink ANSKinesisTap Sinks
[ 1.0 KinesisFirehoselstency myfirehasesink AWSKinesrsTap Sinks
¥ — 10 KinesisFirehoseMonrecoverableSenviceEmors ryfirehosesink AWSKinesisTap Sinks
[ 10 KinesisFirehoseRecordsAtternpted myfirchosesink ANSKinesisTap Sinks
I 1.0 KinesisFirehoseRecordsFailedMonrecoverable ryfirehosesink AWSKinesisTap Sinks
[¥ 1.0 EinesisFirehoseRecordsFailledRecoverable miyfirehosesink AN5KinesisTap Sinks
" 1.0 KinesisFirehoseRecordsSuccess ryfirehosesink AWSKinesisTap Sinks L
< >

EERENTHERMNIES , FRERH Kinesis KERER , EESPROGRAMDATA%\Amazon

\AWSKInesisTap\logsH#&™H, #& KinesisStream 5 KinesisFirehose $ZUIE%£EFAHT ,

BITUTEE -

s ERAERENNEEBREHBAEFE , FERIES Kinesis ERBRNEBELE, MEFHME
A, BE2E T EFoL. BEMNFTEEDKKinesis Data Streams B A B,

« ZRIES Kinesis Data Streams 8 AP FEI4PR®SI | SiFmNERAVEREE X/ (B APl FILESIFH
g, WMESFMEF , 28 "1 Kinesis Data Streams [R & F HKinesis Data Streams B A&
*Hﬁo

- EERBRNEEBR  FEERBFERIES Kinesis Data Firehose X EHRNEREH], HE , &
API| I ERIFAET |, FERERIES API FEIYBR & (782 B Amazon Kinesis Data Firehose FR ) 2% 38

RN EEE XD,

« TE38 0 Kinesis Data Streams VB 5 8 , S8 0 KKinesis Data Firehose &RV ERRRHI% |, 55
15T Windows B Kinesis KB, appsettings.jsonfBREER |, iKW MN SR &
HABWLTEE. FA, Windows X Kinesis {SEFE 2 #4% £ 3% Kl F 18 In Y BR &

3

5

\/
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https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-scaling.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
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A Y 73
EAER

WERABEAR 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.115 W & EHFHIRAKY Kinesis I

HMERZERE

Symptoms

B AR Windows B Kinesis RIERENEE —HZ EHBENEERZEHIFEEDHHESE LB]T,
Causes

LB EA B E TR RE

« Windows iC8% H 55 REE RN Kinesis KEBRERX T IEHE,
« EARM Windows FAMTHIE Kinesis KAEBRERREF EHE,
. HUEHMERENSRS EEEAUEREZTR-,

Resolutions

FEMAUTEZE[E , FRTTHIIR

« HEE Windows HiFFER Kinesis RERXUBR LWHBRZEBRE 6 FREAFERES®% (BF
2 %PROGRAMDATA%\Amazon\AWSKinesisTap\logs, MR REN HFERHEESE , HH
HEENANMEE, BULERRE Windows Kinesis SR ENE., REHMFMEE &2
#l Windows SE#& BNV E, REHMFMEZEE. SPROGRAMFILES%\Amazon\AWSKinesisTap
\Nlog.xmlfHRERE R,

- ERABERIEATIITHEER K FERECEAXENERES., B2 QueuePath B/BEHZEEEFE
7l | AIE@E M A QueueMaxBatches B/EHFIIEEHIABE FIRVEBRH, EELHTHRE
¥ |, 2 QueueMaxBatches #/{EHHE , FERERZ BMEE EHBBRAOR R BRZBA,

« £/ Windows EREE , RHEAMKZENER  LEAIMBRSHRNER. SBEEAREUE
?Faﬁﬂ@@)ﬁ%ﬁﬁﬂ&i%ﬁﬁﬁo

BAHR

WERABEAR 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.115 Mx & EHTRAKY Kinesis IR
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Iz = =/\
HEZETE

BRYEABAHRERER | BtbAEFEAktdiag.exeTE  ZTEMRHEEHE MG , ARBERFER
X E M fE A& E Windows B Kinesis REBEXFHIREIE, ktdiag.exe TEM R SPROGRAMFILES%
\Amazon\AWSKinesisTap H#,

s EERATEREEREANAFTEREAEEAB & , BXARHBEAM Windows B Kinesis X ETE
NEE , BEA/WSE , UHERERNZELEE, fli , BREFEHEE *.log EREBERNA
HEREEBA c:\foo B, BULEHIT ktdiag.exe TERER /w R , IEEXB &N E
RER

cd /D %PROGRAMFILES%\Amazon\AWSKinesisTap
ktdiag /w c:\foo *.log

SEEEZEABRFER , KAUNFIEATRATECLNGEE

Type any key to exit this program...

File: c:\foo\logl.log ChangeType: Created
File: c:\foo\logl.log ChangeType: Deleted
File: c:\foo\logl.log ChangeType: Created
File: c:\foo\logl.log ChangeType: Changed
File: c:\foo\logl.log ChangeType: Changed
File: c:\foo\logl.log ChangeType: Changed
File: c:\foo\logl.log ChangeType: Changed

EREREEEGY RTEAAFRBLEEARSRERE , IERERLHEEREE (MFE
Windows kR Kinesis Agent), HE4EE@ L , 18 Windows bR Kinesis RER X IREARE M EE B
i, B2, REYASRARBRIEETMNERBREARN AWS R,

- BEME , BRERSBES A , B58E Windows X Kinesis REBREARABEREERER. HFERH /
log4net FABAREE A Logsnet BREB A BFWERARER ; flin

cd /D %PROGRAMFILES%\Amazon\AWSKinesisTap
KTDiag.exe /log4net c:\foo\log2.log

EEH Logbnet B BAFEEREA c:\foo\log2.log BFER , WIFEFHIEHMW AFIER |
BEIZETEERAL, EALUEIEREBERAEEMMIEEFERAENANGEE K REHEER !

&
&
Y
B
H
plu
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ERAEER

$HE : -1m, -11i 8§ -1le

BRI EETYHEHP—IEHEHRE , BFHEHETAFTERNAK
-1m

EEHRERLERARKERENHEE  REARERRAEENFE,
-1i

REMEBRFANBITETERFER B,
-le

—RREE—RBHTHEEFIAR. LAERE,
-tn:##

EEEARFEE BN ##E, TEFRA 1000 ER (1 #).
-sm: ###

EESEBFEE N #48. XA 1000 fLTtil,

-bk:number

*EE_;KEEAEI‘J H%IEE##O ﬁ%ﬁk’ 10

- ERFREEREA Windows EHBFNWEAEXSEREH. £H /e KRS BFEEEB B A Windows

SR ; Flm

cd /D %PROGRAMFILES%\Amazon\AWSKinesisTap
KTDiag.exe /e Application

EERHFREERA Windows BREASZHAER , ERRTEERAL, ERLUEZ T BFEN

BHERBTEETIEINEE
-tn:##

EEEABFEBBN##8, FERA 1000 E® (1 ¥).
-sm: ###

EESEBFEBE N 248, RS 1000 fzTil.

-bk:number

BEE-XEBANBREB#4. ARA 1,

129



Microsoft Windows #J Amazon Kinesis Kinesis {225 EREER

ARENFHERNEI Kinesis RIERER

EXZEBERT , TEEAMEBRENGHERXEI Amazon Kinesis Kinesis REER .

#H3 Windows Y Kinesis Agent AT S B EITERE , W E T @A FREMBEY |, 4
DirectorySourcefKinesisStream , EHRAZHIERKRRELEHN T, WFRRBARFEMEZER
WEHER , F2REREEARBEREN Amazon Kinesis.

HEUTSENRG , EUEZFSEMEABIAHEREREE Windows B Kinesis Agent, H A LE 24l
BEUTHEE :

- f£M Regex 3 Delimited Fe&kHIMTER T LB MM DirectorySource ESE , FHZREREF
ZTRIBERENEEERF,

- BUWHIUERAER , NREIBIRECHII TR FTHR AL 547 Th 58 1Y 8157 R

- BREIFXZEET AWS IREEH W,

e

- BRRRBEAEAR Windows AAEERH Kinesis RIEBER
- AEENHERX T HEE Kinesis REER

- AEENBEXRIFRELE Kinesis REER

- AEENBEXEWEREE Kinesis REER

FH %A A B A Windows AABMERXAY Kinesis A EBRET

BRI ERN L %K. FMIERAENRRMNZWEERF Windows HEM#ES , FBFTHAMBENHE
& , K Kinesis FFRETEH A , B g7 EBappsettings. jsonfHREE S,

E Windows iR Kinesis RIEBEXNREE K ESREUTIERF :

1. $H¥ Windows Y Kinesis Assembly 212 #E % % B WA 4 (*PROGRAMFILES
%\Amazon\AWSKinesisTap ) , AR EHRIFactory<T>HERHNN
HAmazon.KinesisTap.CoreAssembly, bt5iEE7EAmazon.KinesisTap.Core
\Infrastructure\IFactory.cs , BLEN8 Windows RIRERE,

2. #H¥ Windows B Kinesis Agent 8 A S S ELHBIMHEH , WFIRegisterFactoryiE&EM
B
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3.

BARBERN Kinesis REBEREHEH Aappsettings. jsonfBERER, SHHHERERFHNESER
SRFNIZW , ME SourceType M SinkType #/EY ., ZEEEHAMERBEBME SourceType M
SinkType #/BEHEZMHY IR 6 FREEL I EMI CreateInstance FiE. AEHARMEAL
BEAMA IPLluginContext W EE CreateInstance A%, Createlnstance F2g€8F
HRERANBICARERN,

ERFNHMENEREF , AR AMEXWEM I RER , ¥ Bt BEERMIEXNER A
&,

&% Windows JRJRHEERY Kinesis {REEFE N R https://github.com/awslabs/kinesis-agent-windows

AR BENHER THEE Kinesis KERER

EBRETHSBREESE Windows AHER THH Kinesis KERER,

B EAREENAEER T Kinesis KERER

1.

N

S

EBI%E NET Framework 4.6 B9 C# BRXEEXE,

#7118 Amazon.KinesisTap.Core #AH#HNSE, HHEHAFMR%PROGRAMFILES%\Amazon
\AWSKinesisTap B # Kinesis 1T Windows &£,

£ NuGet &% Microsoft.Extensions.Configuration.Abstractions E#4,
£/ NuGet Z#t System.Reactive E#,

£ NuGet Z# Microsoft.Extensions.Logging E#,

BYTHER , $tYRIFEHE IFactory<IEventSource> , st EE
IFactory<IEventSink>, ¥T#8 RegisterFactory # CreateInstance J%o

Flgn | FHIRBABLEILEE Windows MBFER TRH Kinesis Agent , 2237 B 4 FE#EE LAY 3R
R

using System;
using Amazon.KinesisTap.Core;
using Microsoft.Extensions.Configuration;

namespace MyCompany.MySources

{

public class RandomSourceFactory : IFactory<ISource>

{
public void RegisterFactory(IFactoryCatalog<ISource> catalog)
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{

catalog.RegisterFactory("randomsource", this);

public ISource CreateInstance(string entry, IPlugInContext context)

{

IConfiguration config = context.Configuration;

switch (entry.TolLower())
{
case '"randomsource":
string rateString = config["Rate"];
string maxString = config["Max"];
TimeSpan rate;
int max;

if (string.IsNullOrWhiteSpace(rateString))

{
rate = TimeSpan.FromSeconds(30);
}
else
{
if (!TimeSpan.TryParse(rateString, out rate))
{
throw new Exception($"Rate {rateString} is invalid for
RandomSource.");
}
}
if (string.IsNullOrxWhiteSpace(maxString))
{
max = 1000;
}
else
{
if (!int.TryParse(maxString, out max))
{
throw new Exception($"Max {maxString} is invalid for
RandomSource.");
}
}

return new RandomSource(rate, max, context);
default:
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throw new ArgumentException($"Source {entry} is not
recognized.", entry);

}

ERREFEEBTIRRELARERNIHITERE | switch BRIAXEHM CreateInstance A
Ew,

B REEW T RORE M MREUEBIFRY R |, FFEARULTRARELHER

using System;

using System.Collections.Generic;

using System.Ling;

using System.Text;

using System.Threading.Tasks;

using Amazon.KinesisTap.Core;

using Microsoft.Extensions.Configuration;

namespace MyCompany.MySinks

{
public class NullSinkFactory : IFactory<IEventSink>
{
public void RegisterFactory(IFactoryCatalog<IEventSink> catalog)
{
catalog.RegisterFactory("nullsink", this);
}
public IEventSink CreatelInstance(string entry, IPlugInContext context)
{
IConfiguration config = context.Configuration;
switch (entry.ToLower())
{
case "nullsink":
return new NullSink(context);
default:
throw new Exception("Unrecognized sink type {entry}.");
}
}
}
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ERAEER

}

AEENHEARFREF Kinesis KEER

EBRETHSBREELHE Windows AR FRMN Kinesis RIEBRER,
7 Windows SMBERIREY Kinesis KERER
1. $18%85| , 84 IEventSource<out T> AEZ LA AREBMEINERE,

Pl ERAUATEABRERELERHEERIRE

using System;

using System.Reactive.Subjects;
using System.Timers;

using Amazon.KinesisTap.Core;

using Microsoft.Extensions.Logging;

namespace MyCompany.MySources
{
public class RandomSource : EventSource<RandomData>, IDisposable
{
private TimeSpan _rate;
private int _max;
private Timer _timer = null;
private Random _random = new Random();
private ISubject<IEnvelope<RandomData>> _recordSubject = new
Subject<IEnvelope<RandomData>>();

public RandomSource(TimeSpan rate, int max, IPlugInContext context)
base(context)

{
_rate = rate;
_max = max;

public override void Start()

{
try

{

AHEBAHENFREE Kinesis RERER
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CleanupTimex();
_timer = new Timer(_rate.TotalMilliseconds);
_timer.Elapsed += (Object source, ElapsedEventArgs args) =>

{
var data = new RandomData()
{
RandomValue = _random.Next(_max)
};
_recordSubject.OnNext(new Envelope<RandomData>(data));
};

_timer.AutoReset = true;
_timer.Enabled = true;
_logger?.LogInformation($"Random source id {this.Id} started with
rate {_rate.TotalMilliseconds}.");
}
catch (Exception e)
{
_logger?.LogError($"Exception during start of RandomSource id
{this.Id}: {el}");

}
}
public override void Stop()
{

try

{

CleanupTimex();
_logger?.LogInformation($"Random source id {this.Id} stopped.");

}
catch (Exception e)
{
_logger?.LogError($"Exception during stop of RandomSource id
{this.Id}: {el}");
}

private void CleanupTimex()
{
if (_timer != null)
{
_timer.Enabled = false;
_timer?.Dispose();
_timer = null;
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}
}
public override IDisposable Subscribe(IObserver<IEnvelope<RandomData>>
observer)
{
return this._recordSubject.Subscribe(observer);
}
public void Dispose()
{
CleanupTimez();
}

L& HIF , RandomSource FBIEH#AH EventSource<T> il , RATRMT Id Bit,
HANAHFIZEER  BUHEREREEFZIE LEARER, SHTRE-ELFXFRPE
BH, WORETEERURREER. RandomData BRIGET —ESBEHPER , LREXKAL
R H YRR,

2. FEFBHNELANERNER , XERELE TRRRBRNER,

Pl EHRENMNERTERDT :

namespace MyCompany.MySources

{
public class RandomData
{
public int RandomValue { get; set; }
}
}

3. WELAHERNESR.
4. SEAERE Windows BY Kinesis RIERXN LK B &,

5 B FHrappsettings.jsonfBREER |, AT EMEEAR Windows B Kinesis Agent f1%&
KB &R,

6. {=1LIRERE) Windows BY Kinesis A EBRE R,

7. BREBHIM Kinesis REBERZAEHE Windows iC#&#E (B F (VR %PROGRAMDATA%\Amazon
\AWSKinesisTap\logsE &) , R B RFENHEX I EEMAEE,
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8. MERNERHEEFER AWS IR,

mEMAEREDIrectorySourcehBEREEZ T E AFE N , F2 B Amazon.KinesisTap.Uls
\UlsSourceFactory.csfAmazon.KinesisTap.Uls\UlsLogParser.cs , LAER48 Windows &
mENXB,

MENMELRIR , LURHEBIRENEH] , 52 BAnazon.KinesisTap.Windows
\WindowsSourceFactory.cs#Amazon.KinesisTap.Windows\EventLogSource.cs , LAEX
8 Windows RIBRERE

AEENHENZEWEREF Kinesis KEER

ERETYSBREELHE Windows HMHERIZIM Kinesis RIERER.
& EE Y Windows B ERZIWEFH Kinesis RERER
1. HFEBERNELBERNER , B IEventSink FH,

g, LTEXABSEFEEWR , RTREREIRENTRIEAEE |, IFEENER &,

using Amazon.KinesisTap.Core;
using Microsoft.Extensions.Logging;

namespace MyCompany.MySinks

{
public class NullSink : EventSink
{
public NullSink(IPlugInContext context) : base(context)
{
}

public override void OnNext(IEnvelope envelope)
{
_logger.LogInformation($"Null sink {Id} received
{GetRecord(envelope)}.");

}
public override void Start()
{
_logger.LogInformation($"Null sink {Id} starting.");
}
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public override void Stop()

{
_logger.LogInformation($"Null sink {Id} stopped.");

}

UL &I , NullSink EWBUEEBIEAE EventSink Al , RRATRM T HEEBIRKTRF
H{L& =X (Hlzn JSON A XML) BIEEH .

2. WELNEZENER,
3. BEHERE Windows B Kinesis RERER L2 H 8.

4. EIHFEFappsettings.jsonflREER , WHETERIEEAR Windows B Kinesis Agent #Y
ZHBFEA, I, ZEEMEMA RandomSource M NullSink BFTAMEES | BAIUERUT
appsettings.json fHRERER :

{
"Sources": [
{
"Id": "MyRandomSource",
"SourceType": "RandomSource",
"Rate": "00:00:10",
"Max": 50
}

1,
"Sinks": [
{
"Id": "MyNullSink",
"SinkType": "NullSink",

"Format": "json"
}
1,
"Pipes": [
{
"Id": "MyRandomToNullPipe",
"SourceRef": "MyRandomSource",
"SinkRef": "MyNullSink"
}
]
}
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LAEREEE VKR |, 1% RandomData WHITEER K HPEE8 10 WEGRA 0 & 50 BFEH
2= H RandomValue, ©EEEI —E#EW , #&EAK RandomData #TEEE A JSON , §
#%5% JSON , REREHTHER, FHELXELENFEREMNEEERNERERP I SWEEE G TRK
(RandomSource IR BIK& NullSink ZEWER),

5. {Z1EIERE Windows HY Kinesis (X ETE,

6. MWEHEBIM Kinesis RIEERE2EHE Windows 28 (B ¥ LM %PROGRAMDATA%\Amazon
\AWSKinesisTap\logsH &) , #FE HFI EWIHEX R EEMEE,

7. WRRERHEEREN AWS RE. RAH NullSink TEERE AWS B , LAUEEEH
BEWEEENBEFEAL  REZREEREEE.

plan | RSB REUTABTMEAE HEEES

2018-10-18 12:36:36.3647 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.AWS.AWSEventSinkFactory.

2018-10-18 12:36:36.4018 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Windows.PerformanceCounterSinkFactory.

2018-10-18 12:36:36.4018 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory MyCompany.MySinks.NullSinkFactory.

2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Core.DirectorySourceFactory.

2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.ExchangeSource.ExchangeSourceFactory.

2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Uls.UlsSourceFactory.

2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Windows.WindowsSourceFactory.

2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory MyCompany.MySources.RandomSourceFactory.

2018-10-18 12:36:36.9601 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Core.Pipes.PipeFactory.

2018-10-18 12:36:37.4694 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.AutoUpdate.AutoUpdateFactory.

2018-10-18 12:36:37.4807 Amazon.KinesisTap.Hosting.LogManager INFO Performance
counter sink started.

2018-10-18 12:36:37.6250 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink starting.

2018-10-18 12:36:37.6250 Amazon.KinesisTap.Hosting.LogManager INFO Connected source
MyRandomSource to sink MyNullSink

2018-10-18 12:36:37.6333 Amazon.KinesisTap.Hosting.LogManager INFO Random source id
MyRandomSource started with rate 10000.
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2018-10-18 12:36:47.8084 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":14}.
2018-10-18 12:36:57.6339 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":5}.
2018-10-18 12:37:07.6490 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":9}.
2018-10-18 12:37:17.6494 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":47}.
2018-10-18 12:37:27.6520 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":25}.
2018-10-18 12:37:37.6676 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":21}.
2018-10-18 12:37:47.6688 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":29}.
2018-10-18 12:37:57.6700 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":22}.
2018-10-18 12:38:07.6838 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":32}.
2018-10-18 12:38:17.6848 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":12}.
2018-10-18 12:38:27.6866 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":46}.
2018-10-18 12:38:37.6880 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":48}.
2018-10-18 12:38:47.6893 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":39}.
2018-10-18 12:38:57.6906 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":18}.
2018-10-18 12:39:07.6995 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":6}.
2018-10-18 12:39:17.7004 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":0}.
2018-10-18 12:39:27.7021 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":3}.
2018-10-18 12:39:37.7023 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":19}.

EREETFEAWS REMNZER  EEERERTTESEFTER., HRAE
FAAWSBufferedEventSinkEK#E R , 52 BAmazon.KinesisTap.AWS
\CloudWatchLogsSink.csfE/RITE Kinesis B4,
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& F A& Windows B9 Amazon Kinesis BB L4 F

S AC 8k

API fRZ< : 2018-10-15

T F&RERBAAmazon Kinesis ERE R BRI FEHER(EXH).

update-history-change

FEXFERH

BRI

HEBAT

update-history-description

g MSI Z#iER. 2EHM
B #&3R B E A R E £ 18
FHEENRIR, stEEWERE
B, EARERRRRLSHR
E; RERENEEEER
REtE  BRAXFEHNE
A, BTEREERER,
EREEWESH STS EEmE.
RE VPC imE , UAREREER
Proxy falfk25. HRE , M
AR EIE M,

EEHWERE , 8§ Amazon
S3NNEBEEED K NE.

E—IREITH CGEAR
Windows B Kinesis KIEFER
FEREEE) -

update-history-date

2021 2 A 23 H

2018 F11 A 7H

2018 ¢ 11 A5 H
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AWS FER

For the latest AWS terminology, see the AWS glossary in the AWS General Reference.
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