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SEIW B EE MIEIR B TERERME T BT ARG BB
REETE - #HEHRE DynamoDB & REEEREFAMREENH oH , BRI
AR RE AWS loT Events ARAEEIE

ZeH - EERET IAM & EEHBFFAIRERR T EA AWS loT Core 5F
aJ Al 24 | BAEY Kinesis Data Streams. D

ynamoDB #1 EventBridge #J17EX

B (1BF ) EH AWS loT Events {58258 B A RE

BAHERZE , FFEEL AWS loT Events [REIBREEER, ELTSENEHEERE , TUHA
BFERBRTENELSE,

Console
/B HE R E R ERERF AWS loT Events AWS Management Console , #8117 F 5S8R
/A [EH 825488 AWS Management Console

A AWS loT Events 184,

EERIEEEEG | #IZ Detector models ({8 RIZFEH),
ENEEHNERSRER,

B1E Export (BHi), HEARBHNENAAE K RERBRREED,
HYEEEHNSEARIREREERER,

o k~ w0 bh =

BEERREE JSON GHNERSMEEZERN THER KR, SANEEHRFESEENES
REARE  UMREELER.
AWS CLI
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aws iotevents list-detector-models
2. STEEEESER T TIBERELHEERE

aws iotevents describe-detector-model \
--detector-model-name your-detector-model-name

3. RESAEMIFERNEE,

FER2:EIIAM AR

B IAM BELUIREER hEEMEFA AWS loT Events, L& HIFMNAGBERF DynamoDB K17
LUEITHRREE T, EventBridge AR BERE, Kinesis Data Streams AR ERHEEL, AWS loT Core AR
AL , BARK CloudWatch AR 8%, 1E L AR = B A 2RENL AWS IoT Events,

1. BMYEFTHEHFTN IAM AE, tNERIN IAM BENEEMARE | F28 (AM FREIER) &
M BB LUSEF I BiRia AWS BRFE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DynamoDBAccess",
"Effect": "Allow",
"Action": [
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:Query",
"dynamodb:Scan"
1,
"Resource": "arn:aws:dynamodb:your-region:your-account-id:table/
EventsStateTable"
},
{
"Sid": "SchedulerAccess",

"Effect": "Allow",

"Action": [
"scheduler:CreateSchedule",
"scheduler:DeleteSchedule"

SEB2: B IAM A 7
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1,
"Resource": "arn:aws:scheduler:your-region:your-account-id:schedule/*"
1,
{
"Sid": "KinesisAccess",
"Effect": "Allow",
"Action": [
"kinesis:GetRecords",
"kinesis:GetShardIterator",
"kinesis:DescribeStream",
"kinesis:ListStreams"
1,
"Resource": "arn:aws:kinesis:your-region:your-account-id:stream/*"
1,
{
"Sid": "IoTPublishAccess",
"Effect": "Allow",
"Action": "iot:Publish",
"Resource": "arn:aws:iot:your-region:your-account-id:topic/*"
1,
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:your-region:your-account-id:*"
1,
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs: :your-account-id:log-group:/aws/lambda/your-lambda:*"
]
}

2. FHETH IAM ASEEEE, FEBRAFEEN AWS REREME IAM A& |, UEMFI BT
HENEMF, MFEEY IAM ESEBCRIFMERA |, F20 (AM EAEER) PHEABEE
BREVAE,
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"Service": [
"scheduler.amazonaws.com",
"lambda.amazonaws.com",
"iot.amazonaws.com"

]

},
"Action": "sts:AssumeRole"
}

B 3 : I Amazon Kinesis Data Streams
£/ AWS Management Console =% 223 Amazon Kinesis Data Streams AWS CLlI,
Console

EEFEH B Kinesis ER8 % AWS Management Console , 55&1& Amazon Kinesis Data
Streams BB ASEMPEVERNESREELNER,

RBEETBHNASABH N PHARERFTE.
AWS CLI

£/ AWS CLIZ I Amazon Kinesis Data Streams , {8 BB 2 2NE R,
Kinesis Data Streams AR ILER |, LLEMK WE R EEZIAE AWS loT Events, BiREAIERE AR

BRENTARRE loT KEWE, BEENSTEKSERER , AREHREENENEEME b
AWS BRIEHVES

aws kinesis create-stream --stream-name your-kinesis-stream-name --shard-count 4 --
region your-region

BRBEETBNAS A PHAREFFTH.

4% B8 3 : 31 Amazon Kinesis Data Streams 9
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HER 4 BAUSERH MQTT AL RAHAE A

B LB MQTT ARBBAARNEMRBRENR L,

Console

~

o a0k~ wbh =

HEEREFEHNN MQTT ASKBHRA , ARREAUEHBEENR A,
BB AWS loT Core £ 8,

HEEBEEKT  BEASEH  AREESA

EEBERYD , EEASEH  AREESA,

BERIRAL

ERERIBHEEEL , @A AWS loT Core R AIBZBHFR BT, R AR - 28 | &
AR R BB EEREBESEH IS HEIAE Kinesis Data Streams.,

FERRE SQL BRAXE®E L , WA SQL RIAX MW T5IEE : SELECT * FROM 'your-
database' , REREBET —F,

EEEANBERE LAVRRBMET |, 2B kinesis.

BERRM Kinesis B, StH D EIEZRS|8 , B A your-instance-id, EH IAM &1
BEAG  RARBEFHERABE,

MEFMES , FSEEIL AWS loT REILUEREER B EE M R,
AWS CLI

1.

EATIREEL JSON ER , Itk JSON HEEEREESR AWS loT Core R A , EEEHE
WAL , XEAYNTEE ID MADEERSIBEHEXEEEN Kinesis Hiito

{
"sql": "SELECT * FROM 'your-config-file'",
"description": "Rule to process events and forward to Kinesis Data Streams",
"actions": [
{
"kinesis": {
"streamName": "your-kinesis-stream-name",
"roleArn": "arn:aws:iam::your-account-id:role/service-role/your-
iam-role",
"partitionKey": "${your-instance-id}"

1,

SB 4 BIREH MQTT ASEBERA 10
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"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23"

}

2. A ZE3x MQTT £EHR A AWS CLI, LtFERFER AWS CLI , £/ events_rule.json 18
EhERWERERZE AWS loT Core EREHR A,

aws iot create-topic-rule \
--rule-name "your-iot-core-rule" \
--topic-rule-payload file://your-file-name. json

HER 5 UG B /Yt MQTT ERERY w2

SEAEMM MQTT EERREFTEBRMEHASNMNE , BURLTIEERIIEE AWS loT Events, w3
¥ AWS BHRFE =T 2 M — 1,

Console

1. BIRX AWS loT Core £ A,

2. EEAEEERNERERS , BEREHERE,

3. IEiF iot : Data-ATS BiFHEURBERENFHEFRR.

4, ERPJEBE. HERKHN, REFRHE RALSERESRIEETE,

AWS CLI

4T T HIE S LLENE AWS loT Core 25 , UBHTIEFNELHTE,

aws iot describe-endpoint --endpoint-type iot:Data-ATS --region your-region

B 6 : #3 Amazon DynamoDB & ¥k

Amazon DynamoDB &R REEA HAREEEINEE AWS loT Events , Rt ERBEMN AN , &
FNBRAREETRENSERBIRENERSBEREE,

Console

E3I Amazon DynamoDB BRI RUGBERFERNMRE, WEFHENR , 528 (Amazon
DynamoDB Bi# A E15r) FHIFE DynamoDB FE I E K, DynamoDB

SB5: MEBEMNTE MQTT TEN K 11
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ER T REFHFMES

- HERXREBYP  WALEENERREHE,
- HHSEERSIR  WALKESHBITER ID.
- IBHSAMERERRRENTERRE

AWS CLI

1T T 5 REIL DynamoDB &E#l &K,

aws dynamodb create-table \

--table-name your-table-name \

--attribute-definitions AttributeName=your-instance-
id,AttributeType=S \

--key-schema AttributeName=your-instance-id,KeyType=HASH \

HER 7 B3 AWS Lambda 8 ( =4 )

Lambda B A OEESIZ | B WERISER TG EE AWS loT Events, TELLEHIA | FHRFIEE
Hit AWS [RIEES , UEBEBEEENRAREEAER., EEREMNBRIE,

fEFANodeJSH TR ZE I Lambda BB, A TIRERNBHER , BRNEXREEH

o k~ w0 bh =

o

Bl AWS Lambda console,
21 Create function (B H#),
WAREEBNER.

EEY NodeJS 22.x AT,

EBEARITAGTANEESY  EEEARAAC  RERENEERWNSRIEIN IAM £
&,

121 Create function (B HE),
ERRAEXGEREH 2R , W ETIRXBH &,
MR z% , FEEABEIER TR LTIERNBES , AEESHWEXN TR your-

destination-endpointi® %,

import { DynamoDBClient, GetItemCommand } from '@aws-sdk/client-dynamodb';

SER 7 : B3 AWS Lambda BE ( £ 8H) 12
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import { PutItemCommand } from '@aws-sdk/client-dynamodb';

import { IoTDataPlaneClient, PublishCommand } from "eaws-sdk/client-iot-data-plane";
import { SchedulerClient, CreateScheduleCommand, DeleteScheduleCommand } from "@aws-
sdk/client-scheduler"; // ES Modules import

//// External Clients and Constants
const scheduler = new SchedulerClient({});
const iot = new IoTDataPlaneClient({
endpoint: 'https://your-destination-endpoint-ats.iot.your-region.amazonaws.com/"

1)
const ddb = new DynamoDBClient({});

//// Lambda Handler function
export const handler = async (event) => {
console.log('Incoming event:', JSON.stringify(event, null, 2));
if (!event.Records) {
throw new Error('No records found in event');

const processedRecords = [];

for (const record of event.Records) {

try {
if (record.eventSource !== 'aws:kinesis') {
console.log( "Skipping non-Kinesis record from ${record.eventSource}');
continue;
}

// Assumes that we are processing records from Kinesis

const payload = record.kinesis.data;

const decodedData = Buffer.from(payload, 'base64').toString();
console.log("decoded payload is ", decodedData);

const output = await handleDecodedData(decodedData);

// Add additional processing logic here
const processedData = {
output,
sequenceNumber: record.kinesis.sequenceNumber,
partitionKey: record.kinesis.partitionKey,
timestamp: record.kinesis.approximateArrivalTimestamp

SER 7 : B3 AWS Lambda BE ( £ 8H) 13
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i

processedRecords.push(processedData);

} catch (error) {
console.error('Error processing record:', error);
console.error('Failed record:',6 record);
// Decide whether to throw error or continue processing other records
// throw error; // Uncomment to stop processing on first error

}
}
return {
statusCode: 200,
body: JSON.stringify({
message: 'Processing complete’,
processedCount: processedRecords.length,
records: processedRecords
b
};

i

// Helper function to handle decoded data
async function handleDecodedData(payload) {
try {
// Parse the decoded data
const parsedData = JSON.parse(payload);

// Extract instanceId

const instanceld = parsedData.instanceld;

// Parse the input field

const inputData = JSON.parse(parsedData.payload);
const temperature = inputData.temperature;

console.log('For Instanceld: ', instanceld, ' the temperature is:',
temperature);

await iotEvents.process(instanceld, inputData)

return {
instanceld,
temperature,
// Add any other fields you want to return
rawInput: inputData

};

SER 7 : B3 AWS Lambda BE ( £ 8H) 14
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} catch (error) {
console.error('Error handling decoded data:', error);
throw error;

//// Classes for declaring/defining the state machine
class CurrentState {
constructor(instanceld, stateName, variables, inputs) {
this.stateName = stateName;
this.variables = variables;
this.inputs = inputs;
this.instanceld = instanceld

static async load(instanceId) {
console.log( 'Loading state for id ${instanceId}’);
try {

const { Item: { state: { S: stateContent } } } = await ddb.send(new

GetItemCommand({
TableName: 'EventsStateTable',
Key: {
"InstanceId': { S: ‘${instanceld}’ }
}
1)

const { stateName, variables, inputs } = JSON.parse(stateContent);

return new CurrentState(instanceld, stateName, variables, inputs);
} catch (e) {

console.log( 'No state for id ${instanceId}: ${el}’);

return undefined;

static async save(instanceld, state) {
console.log( 'Saving state for id ${instanceId}’);
await ddb.send(new PutItemCommand({
TableName: 'your-events-state-table-name',
Item: {
"InstanceId': { S: ‘${instanceld}’ },
'state': { S: state }

SER7 : B3 AWS Lambda B8l ( £ &)
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1))

setVariable(name, value) {
this.variables[name] = value;

changeState(stateName) {
console.log( "Changing state from ${this.stateName} to ${stateNamel});
this.stateName = stateName;

async setTimer(instanceld, frequencyInMinutes, payload) {
console.log( 'Setting timer ${instanceIld} for frequency of ${frequencyInMinutes}
minutes®);

const base6b4Payload = Buffer.from(JSON.stringify(payload)).toString();
console.log(base64Payload);

const scheduleName = ‘your-schedule-name-${instanceld}-schedule";
const scheduleParams = {

Name: scheduleName,

FlexibleTimeWindow: {

Mode: 'OFF'
},
ScheduleExpression: ‘rate(${frequencyInMinutes} minutes)",
Target: {

Arn: "arn:aws::kinesis:your-region:your-account-id:stream/your-kinesis-
stream-name",
RoleArn: "arn:aws::iam::your-account-id:role/service-role/your-iam-
role",
Input: base64Payload,
KinesisParameters: {
PartitionKey: instanceld,
},
RetryPolicy: {
MaximumRetryAttempts: 3

i

const command = new CreateScheduleCommand(scheduleParams);
console.log( 'Sending command to set timer ${JSON.stringify(command)}');
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await scheduler.send(command);

async clearTimer(instanceld) {
console.log( Cleaning timer ${instanceld}’);

const scheduleName = “your-schedule-name-${instanceld}-schdule";
const command = new DeleteScheduleCommand({
Name: scheduleName

1)

await scheduler.send(command);

async executeAction(actionType, actionPayload) {
console.log( 'Will execute the ${actionType} with payload ${actionPayload}’);
await iot.send(new PublishCommand({
topic: ‘${this.instancelId}’,
payload: actionPayload,
gqos: @
1)

setInput(value) {
this.inputs = { ...this.inputs, ...value };

input(name) {
return this.inputs[name];

class IoTEvents {

constructor(initialState) {
this.initialState = initialState;
this.states = {};

state(name) {
const state = new IoTEventsState();
this.states[name] state;
return state;
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async process(instanceId, input) {

let currentState = await CurrentState.load(instanceld) || new

CurrentState(instanceld, this.initialState, {3}, {});

currentState.setInput(input);

console.log( "With inputs as: ${JSON.stringify(currentState)l}’);
const state = this.states[currentState.stateName];

currentState = await state.evaluate(currentState);
console.log( "With output as: ${JSON.stringify(currentState)l}’);

await CurrentState.save(instancelId, JSON.stringify(currentState));

class Event {

constructor(condition, action) {

this.condition = condition;
this.action = action;

class IoTEventsState {
constructor() {
this.eventsList = []

events(eventListArg) {

this.eventsList.push(...eventListArg);
return this;

async evaluate(currentState) {

for (const e of this.eventsList) {
console.log( ‘Evaluating event ${e.condition}’);
if (e.condition(currentState)) {
console.log( Event condition met’);

// Execute any action as defined in iotEvents DM Definition

await e.action(currentState);

return currentState;
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AWS loT Events HBEABER

}

////// DetectorModel Definitions - replace with your own defintions
let processAlarmStateEvent = new Event(
(currentState) => {
const source = currentState.input('source');
return (
currentState.input('temperature') < 70
)i
}
async (currentState) => {
currentState.changeState( 'normal');
await currentState.clearTimer(currentState.instanceld)
await currentState.executeAction('MQTT', “{"state": "alarm cleared, timer
deleted" }°);
}
)i

let processTimerEvent = new Event(
(currentState) => {
const source = currentState.input('source');
console.log( ‘Evaluating timer event with source ${source}’);

const booleanOutput = (source !== undefined && source !== null &&
typeof source === 'string' &&
source.tolLowerCase() === 'timer' &&
// check if the currentState == state from the timer payload
currentState.input('currentState') !== undefined &&
currentState.input('currentState') !== null &&
currentState.input('currentState').toLowerCase !== 'normal');

console.log( ‘Timer event evaluated as ${booleanOutput}’);
return booleanOutput;

5o
async (currentState) => {
await currentState.executeAction('MQTT', “{"state": "timer timed out in
Alarming state" }°);
}

);

let processNormalEvent = new Event(
(currentState) => currentState.input('temperature') > 70,
async (currentState) => {
currentState.changeState('alarm');
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await currentState.executeAction('MQTT', ‘{"state": "alarm detected, timer
started" }°);
await currentState.setTimer(currentState.instanceld, 5, {
"instancelId": currentState.instanceld,
"payload":"{\"currentState\": \"alarm\", \"source\": \"timer\"}"
});
}
)i
const iotEvents = new IoTEvents('normal');
iotEvents
.state('normal"')
.events(
[
processNormalEvent
1);
iotEvents
.state('alarm')
.events([
processAlarmStateEvent,
processTimerEvent

);

SR 8 : #7118 Amazon Kinesis Data Streams & 2% &

£ AWS Management Console = # Kinesis Data Streams #§2% #7138 £ Lambda BEE AWS CLlI,

# Kinesis Data Streams #§E#T8E Lambda RESEVERENEEHREBE BN ER K ZFT
BEFEEAN loT ERER , WEIRFEEHMERE , BN AWS loT Events EE# AN FH K.

Console

WMEFMEERR |, 3828 ( AWS Lambda FIEAEEFE) PIETEH RS LLILA Lambda B
B,

SEEMRRMSFMENR , FEATIIER

HEHEER , WA PEAMN lambda BBFE 7 . Y AWS Lambda B ( FEE ),
SHEHEBE -2 , WA Kinesis &7 ARN,

R K/DNFEBA 10,
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AWS CLI

AT T AR HREIL Lambda EE 53,

aws lambda create-event-source-mapping \

--function-name your-lambda-name \

--event-source arn:aws:kinesis:your-region:your-account-id:stream/your-kinesis-
stream-name \

--batch-size 10 \

--starting-position LATEST \

--region your-region

HER 9 : R E BHHEEUA & Ih8E (AWS CLI)

BRBEEEUNBERPEZNAR , BERRBMHGE MQTT £E, LUTE MQTT EEH & HI%
& , your-topic-name AR BIHEE,

{

"instanceId": "your-instance-id",
"payload": "{\"temperature\":78}"
}

BEZERIMQTTARBKGEZEE TS (HEM ) ABRWERE .

"state": "alarm detected, timer started"

FEY AWS loT SiteWise B REBIERF AWS loT Events

AERABRBARAR , IELEBRHREHBECIHNERIIEE AWS loT Events,

A AWS loT Events Z/RE AWS loT SiteWise Bt , B a]LAE A CloudWatch B RER E R
FR, WHZEBBCEEIM SLAs MEMINAERMHE KN ERINGE , fINEE AN EE TR,

LEERZRAE

BB BIH AWS loT Events B/R#HAE AWS loT SiteWise EEEEEE
HAssetModelCompositeModelsEI , MAWS loT SiteWise ( EAERRE) FWE REZI/
BPE R AWS loT SiteWise TR, ¥R F ZNIENBEEEB FEEEIT AWS loT Events B,

HER 9 1 R ERHRER A & i Th B8 (AWS CLI) 21
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¥R A ZEF A CloudWatch B RIBEHEREE, 5 EFER AWS loT SiteWise BAE B M &R B3
fiZE AWS loT Core MQTT E£& , A% H Lambda REUEIE, HNEEAELBEHMNEIRA CloudWatch

512 , BB CloudWatch WE REBBAE RERE,
A& R R =R

BRRR-RE B AWS IoT SiteWise

5/ AWS loT SiteWise BMH MQTT &@HEUL

BE R AWS loT MQTT & B3 loT Events &
SiteWise
BEREE -EHREMH Lambda &£ BEIE AWS loT SiteWise B BAWEEHER A
=g CloudWatch ¥g#&
R - ESRisE Amazon CloudWatch LA CloudWatch AWS loT Events BRE{E
I AR E R R ™, REREREENEHMINEE
— B2 MYiEAR AWS  AWS loT SiteWise 4&  # CloudWatch & /~REAE AWS loT SiteWise
IoT SiteWise HER AN ERWIZAINEE

SR AEEBMLERA MQTT BA

WREFEA AWS loT SiteWise ZRH AWS loT Events B4

BEA,

1. BREFTPHEEREER AWS loT SiteWise , EEIRTE
B MQTT BAREZE A ACTIVE,

2. HREEEEBHEL ,

Properties
Property Type

Attributes
[ 0O Attributes (1) ]

"Alarm-Recipient:

AU AEERNSEBERER MQTT

BiREEEREBENEED R,

MQTT Notification status

Measurements (2) ACTIVE v
Transforms (0) Must be less than 2048 characters. Motification will be published to topic $aws/sitewise/fasset
models/ [assetsf
Metrics (2) /properties/
3. HARETHHESEGRNENBERMNEERE,
MEFBER  F2RERTIXHER
22

SB1 . tEEBM LA MQTT B4


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-alarms.html#configure-alarm-threshold-value-console
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« {AWS IloT SiteWise fEA & ER) FH T#H MQTT TEHRNEEB M,
« CAWS loT FAZABIER) F/ MQTT E:E,

B2 - B3 AWS Lambda B

I Lambda BRELAEE MQTT £EBMH TQV k% |, WS EBIEZEMZE CloudWatch, EFI#&ER
It Lambda BEE{EATE AWS loT Core 1235 Bt #5289 B &9 i Bk,

BB AWS Lambda console,
24 Create function (B HE).
WARHEEBNER.

#EY NodeJS 22.x fEA# TR AL

EBEARITAGTANEESY  EEEARAAC  RERENEEXWNSRIEIN IAM £
==

o K~ 0N~

(® Note
HREFRIREEERRARERE, MRLRE IAM AL,

3
B
a8
~
~
o\)

6. IEIE Create function BRI EE).
7. EBREAGHEEH2R 6 BLETIERXEH .

import json
import boto3
from datetime import datetime

# Initialize CloudWatch client
cloudwatch = boto3.client('cloudwatch')

def lambda_handler(message, context):
try:
# Parse the incoming IoT message
# Extract relevant information
asset_id = message['payload']['assetId']
property_id = messagel[ 'payload']['propertylId']

# Process each value in the values array
for value in messagel['payload']['values']:
# Extract timestamp and value

S8 2 : B3 AWS Lambda B 23


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/mqtt-topics.html
https://docs.aws.amazon.com/iot/latest/developerguide/topics.html
https://console.aws.amazon.com/lambda

AWS loT Events HBEABER

timestamp = datetime.fromtimestamp(value['timestamp']['timeInSeconds'])
metric_value = value['value']['doubleValue']
quality = value.get('quality', 'UNKNOWN')

# Publish to CloudWatch

response = cloudwatch.put_metric_data(
Namespace="'IoTSiteWise/AssetMetrics"',
MetricData=[

{
'MetricName': f'Property_your-property-id',
'Value': metric_value,
'Timestamp': timestamp,
'Dimensions': [
{
'Name': 'AssetId',
'Value': 'your-asset-id'
},
{
'Name': 'Quality’,
'Value': quality
}
]
}
]
)
return {

'statusCode': 200,
'"body': json.dumps('Successfully published metrics to CloudWatch')

except Exception as e:
print(f'Error processing message: {str(e)}')
return {
'statusCode': 500,
'body': json.dumps(f'Error: {str(e)l}')

S8 3 E AWS loT Core A E KR HHR A

- EREHERE  EFERMH MQTT ASERF , FHRRRKEEWATIER !
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a. WMBFEKHBEFE SiteWiseToCloudwatchAlarms,
b. HRENR , EAIUEATHIER :

SELECT * FROM '$aws/sitewise/asset-models/your-asset-model-id/assets/your-
asset-id/properties/your-property-id'

c. EHRABES  ENER ELEMNEREIXZE AWS loT SiteWise CloudWatch B Lambda Eb
£, N :

Rule actions info
Select one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur

You can add up to 10 actions.

when messages arrive, like storing them in a database, invoking cloud functions, or sending notifications.

Action 1

Send a message to a Lambda function
Lambda function Info
[ ListenForSiteWiseUpdates v ] @ ( View E) ( Create a Lambda function E)
Lambda function version
( starest ) @
Add rule action

SER 4 48 CloudWatch 1§

ERHEEERZE AWS loT SiteWise PR IZMMN BT ER 1 . £ EEBM LBA MQTT BAE , &
BERBRAZEERME PEIUMN Lambda MBS ER 2 : Y AWS Lambda B S, ELEERF | S0 LI
& LEEBIEEEIXZE CloudWatch B Lambda.

1. BERX CloudWatch AWS Management Console,
2. EEREEYF  BEEE K RABREBEEFEEE
3. EEETRH URL RERTE.
4

ERRESIEZEET , CloudWatch & it Fife RELLL EFHIFE L, LRFEFSHIBEZER EEEE
% CloudWatch,

"view": "timeSeries",
"stacked": false,
"metrics": [
[ "IoTSiteWise/AssetMetrics", "Property_your-property-id-hash", "Quality",
"GOOD", "AssetId", "your-asset-id-hash", { "id": "ml" } ]
1,

"region": "your-region"

$ER 4 : 1R CloudWatch 1542 25
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}

B2 5 : 3 CloudWatch R

Ef& (Amazon CloudWatch £ A& EmRE) PHRIEFEMERFE CloudWatch B~ , A EMEEE
EEEIE/R, Amazon CloudWatch

(@ Note

Amazon CloudWatch P E L& REREREE, NE CloudWatch B RIVEFMAES |, 5
2B Amazon CloudWatch A &) FHIEH Amazon CloudWatch /R, Amazon
CloudWatch

HE6: (1BA ) # CloudWatch /REAZE AWS loT SiteWise

B A LAERE CloudWatch /R , AWS loT SiteWise £/ CloudWatch Z REEH Lambda i & EH{EE
F , HEESAESRE SiteWise Monitor A O#BIE PR ERIREMB M,

1. BARBETRREAEEERPHBEMY. MEFHMENR , FSBAWS loT SiteWise ( FERHEER)
FIE REZINEBE TR AWS loT SiteWises

2. 3] Lambda BEKE( , fFHAWS loT SiteWise  fEFA &) FH BatchPutAssetPropertyValue
AP| A& E REREIXZE AWS loT SiteWise,
3. FXXE CloudWatch BRE)E , MEBRMEBEERFIWA Lambda B, MEFEFMBER ,
{Amazon CloudWatch £ A& 1Er) FHE REHIE—E,

s
¢

B
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% E AWS loT Events

AEIRMRTE IS AWS loT Events , @FEE N AWS tRE ., REMSENHT , UREBIEE ERF
BB AeE,

&

« EXE AWS tRF

o ERE WIEFA AWS loT Events

R E AWS IRF

M AWS tRF

MRIRE AWS IR | S5 T IS BRI — @,
M AWS tRFE

1. BARK https://portal.aws.amazon.com/billing/signup.
2. FREEMLETRET,
HoEMEFFEHPCREREA , A EEFEBWARIN

B B AWSIRF , AWSIRFREAESREN . REAEFRTFIKIRFFHFRE AWS IR
¥ MNER. FRZERARR  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

AWS SEFMEF TR EEERRAE FIHHH B, B0 LABER & https://aws.amazon.com/ i
BRENIRE , LR EEFINIREEBYEEIRS,

BYEREEFHENERE

% AWS 1RF | ERE AWS tRFRERAE. BUA AWS IAM Identity CenterflZZ  EEFEAE |
D% RERERN A EEK,

REEZH AWS IREARFERE

1. EEFEREAELHA AWS IRF SN EFEHubu , LIRS A EAWS Management Console &
ﬁJ\;’Efo o E-F_EEF y iﬁjli@m%ﬂ?ﬁﬁo

RE AWS 1RE 27
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2.

B

1.

2.

WEEAREAZEZANRSA  F2RAWS BA £RAEEEPNURERAES I E A,
BEELNBRERAERF LASEERZRRE (MFA).

WERRA  F2EHE (AM EHEER) PHSEN AWS IRF BEAE (F28 ) BAESR
MFA £&,
EREEFHENERE

B IAM Identity Centero

MEETR , F2E (AWS IAM Identity Center £ EIE®) PHIEA AWS IAM Identity Center,
7 1AM Identity Center |, i EEFRERTFEAE,

MFEME A IAM Identity Center B # A 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(EAFEER) PHEAEREREMSAEFEIAM Identity Center B #.

LERERFRENERAESSEA

EEF ALK IAM Identity Center fEAEEFE |, FEEMAEIL IAM Identity Center EA EHREIAE
BEFE it EE URL,

MFEFEA IAM Identity Center EAEZ AWNRE , F2HEAWS EA ( EAEERE) FHEA
AWS ZEA O#8,

EREFIREREMERE

1.

£ IAM Identity Center | B —EFF I £ RE/BEAKEERNREER.

MEER , F2E (AWS IAM Identity Center &I DWELHFAE,
BERAERERERE  ARYRBFEERE —Z AFEE,

WEER , FS8 (AWS IAM Identity Center fEFEER) FHFIEEE,

BYEAEEFRENERE 28
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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AWS loT Events HBEABER
EXE BYEF T AWS loT Events

BEFEEENTIHERZLBEERMER EBAEZ AWS loT Events, AHEIRIASHA WELINEERTEN
ZFH AWS loT Events, #EAIBAEA AWS CLI a5 52 AWS Identity and Access Management (IAM) £
EAREVACHNMEBBNFITRE , LEETPERERIHTHERB AWS loT Events.

IAM £ EiEMiREERLZEE ] AWS EREEGFAMNFMAEN. WFE WEEEHA AWS loT
Events , 552 B WE{E. ERMFEHLEZESIE AWS loT Events,

EFEMFH IAM ERAEINERACHNEY |, 320 IAM #HERE . £/ IAM A FEEE KRG
AWS IRFE,

(® Note
TWMALR 1-128 fAF T , S :

« KNEFH az
- BF 09
s BHRET-, _H o

K ENESF ] AWS loT Events

AWS loT Events A ZEZ G EAEHM AWS IRENEE, EEEKRMY , EXERTRKREHITELD
ERY AWS IoT Events FF A, AT ESEEBTENEHIEEK K HERFELNER LATAHEELEE
WEFR, BEESE 4 Mar ID B, MRTE , CHEZEBEERTT (%), USEKEIHNEE
BiR, BuLER IAM T8 AEF T F AWS IoT Events , SUEIXEEZR M Amazon SNS 12EE,

AWS loT Events XETSIEE , AIRAFEAFRSEIRERY
« setTimer KRBT

e resetTimer LAEERETAFEE,

« clearTimer MIBRETEFRS,

« setVariable RENEH,

AWS loT Events XE T 5|81E , aIZEFERH AWS R :

« iotTopicPublish 7 MQTT £E L& MHA L,

ZR7E WYEFA AWS loT Events 29


https://docs.aws.amazon.com/IAM/latest/UserGuide/
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« iotEvents BEREIXZE AWS IoT Events i A&@ A&,
« iotSiteWise #ZAERMEIEXZE AWS loT SiteWiseF N EEB M.,

« dynamoDB # & #{&i% & Amazon DynamoDB & #l %,

» dynamoDBv2 #5¥ ¥{&ix E Amazon DynamoDB & # %,
« firehose #&RHEIXZE Amazon Data Firehose &,

+ lambda WM AWS Lambda B#,

« sns UEEBANEXExER,

* sqs HEREIXE Amazon SQS 1751,

Example B3
{
"Version":
"Statement": [
{
"Effect":
"Action":
"Resource":
I
{
"Effect":
"Action":
"Resource":
},
{
"Effect":
"Action":
"Resource":
I
{
"Effect":
"Action":
"Resource":
},
{
"Effect":
"Action":

"2012-10-17",

"Allow",
"iot:Publish",
"arn:aws:iot:<region>:<account_id>:topic/*"

"Allow",
"iotevents:BatchPutMessage",
"arn:aws:iotevents:<region>:<account_id>:input/*"

"Allow",
"iotsitewise:BatchPutAssetPropertyValue",

"

"Allow",
"dynamodb:PutItem",
"arn:aws:dynamodb:<region>:<account_id>:table/*"

"Allow",
[

"firehose:PutRecord",
"firehose:PutRecordBatch"

]I

BT
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"Resource": "arn:aws:firehose:<region>:<account_id>:deliverystream/*"
.
{
"Effect": "Allow",
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:<region>:<account_id>:function:*"
},
{
"Effect": "Allow",
"Action": "sns:Publish",
"Resource": "arn:aws:sns:<region>:<account_id>:*"
.
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:<region>:<account_id>:*"
}
]

RE PHE AE R AWS loT Events

REAEEHUTURTFRAERNTFEIE  UEEEISFSERDEH, NREERER
FIHZRFUNEAERER  EAFEURENENSFER K SEXEARTEEAE
RERFHNWARHNGTT, ERXRTRBRTRT iotevents:CreateDetectorModel #
HEFiotevents:UpdateDetectorModel , BIBNLEREF WEF
Aliotevents:UpdateInputRouting,

Example

THBEREHE WEFiotevents :UpdateInputRoutings

"Version": "2012-10-17",
"Statement": [
{
"Sid": "updateRoutingPolicy",
"Effect": "Allow",
"Action": [
"iotevents:UpdateInputRouting"

1,

"Resource": "*"

REWAEHR

31



AWS loT Events HBEABER

}

EAT LA "+ 5 E# A Amazon Resource Name (ARNsHUBEE , M AR BHFE T "Resource" , LUi§
WEFARFRBEERA,. ERERIIFNACAEIEREISIEFTNEARZEEMEANBAE
#o

B Amazon CloudWatch 28 B BB AWS loT Events

THBRXHREAGBRMEEEEK , L7F AWS loT Events RFRE# BFRRXE CloudWatch,
ABIER

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:PutMetricFilter",
"logs:PutRetentionPolicy",
"logs:GetLogEvents",
"logs:DeletelLogStream"
1,
"Resource": [
"arn:aws:logs:*:*:*"

FEBCR :

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

Amazon CloudWatch 508 A @R 32
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"Principal": {
"Service": [

"iotevents.amazonaws.com"
]
1,

"Action": "sts:AssumeRole"

BEFEEEZIEAREN IAMFTEE , AAFEAEZEEAS , TR, NFEFHEER ,
(IAM EREERE) PR TEAESAGEEE AWS BRBHIFTA.

e
s
&5

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::<account-id>:role/Role_To_Pass"
}
]
}

B LAERA T 5 dn 5 R ME CloudWatch BHEEHERBUER, E A AWS loT Events # B S4B A
CloudWatch &,

aws logs put-resource-policy --policy-name ioteventslLoggingPolicy --policy-
document "{ \"Version\": \"2012-10-17\", \"Statement\": [ { \"Sid\":
\"IoTEventsToCloudWatchLogs\", \"Effect\": \"Allow\", \"Principal\": { \"Service\":

[ \"iotevents.amazonaws.com\" ] }, \"Action\":\"logs:PutLogEvents\", \"Resource\": \"*

\"} 113"

EATIGHRMELHKRE, roleArn i IRALBRYNEHEAE,

Amazon CloudWatch 508 A @R 33
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aws iotevents put-logging-options --cli-input-json "{ \"loggingOptions\": {\"roleArn\":
\"arn:aws:iam::123456789012:role/testLoggingRole\", \"level\": \"INFO\", \"enabled\":
true } }"

B9 Amazon SNS FAE A BBE AWS loT Events

AWS loT Events 8 Amazon SNS BEEEEENFUERE , TrERREZ B ERERNEH, K5
SF L 5| BRRTE IAM BEFNBER , LA AWS loT Events A 23 #E Amazon SNS &,

THIBEX R A /LFT BiE SNS FAER A EBERMEEEE AWS loT Events .
HEBUX

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"sns:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:sns:us-east-1:123456789012:testAction"
}
]
}
BEEBUR -
{

"Version": "2012-10-17",
"Statement": [

{
"Sid":. "",
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
.
"Action": "sts:AssumeRole"
}

Amazon SNS AE A BHE 34
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}
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AWS loT Events ¥ & AP

ZEFFREAMNMAIER AWS loT Events TSRV AMERREE, KBV ZNMEMEER : EF
RENBRFEG, E5IZHRAEINBIBEBRERER , HEASREEREBERLSBBIRE., RiE
TEEIE Amazon SNS FE , RERMAERE kfr. EBHBRRIER=EBIRIVEEAT
i, EEEEOERERE , WEES—8 Amazon SNS FAEERTHEE.

EMEnEREE-AEENRREREBLRE  LUEKREFREERKRIEFTBLFINERT |
AREERAENBRRNIEEFSIEE.

#EZAL, BHARIETEFTNELREGNRERER, BOUNUER TRAEARMA
ERARELRARRENEUFEE  SEFEH AWS BEHFEHRAEMH. MREEAERFER
FRESANESEUMENBARENREILEERA , YEFREANEASE ARNS,

fEA AWS loT Events T2 AR THRUTARR.

ERBEA
EEERENERENRER , cAXERGENEREAN AWS loT Events, HERKAEMAH]
AEEE| AWS loT Events, A UEES X REAITLEIE
-« f£f BatchPutMessage #&1E,

« £ 71 AWS IoT Core , BEXFISELRH AWS loT REAISIZIBEAWS loT Events EjfERE Al
AWS loT Events., &ABEKB BB A

« 1£ 7 AWS loT Analytics , 8 CreateDataset ##EE I EH HEHR
£ contentDeliveryRules, EXLRAEEEBBHEEERERBH AWS IoT Events & A,

BYRALAER—SZB@A  EHRESIREUEEFRNEZER. BEERY , FASEBA®
A, WEEWAEZNEAASER R HLERLL.

B ERRRER
A REEREMN[EE (RiEIEFHER ) , BRSEARE  ERREX (HFWE) BE,
AHEEABANERNEARSH. ERARKEGRISHE , CURERE | UEHAEBRIERK

BEFTRERALERNEE AWS . BAIERHEMES , EEATRRERBEBEE , 07
LREENF SRS B,

EAHBRET , BEEEX Amazon SNS FAR |, MAEIE AR R EMRERNB1E.
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule
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ERZENERF

MRLERZEALENRERF , FESEWAPEERN , LB ARBNEERESREF. FS
B3 FH key #{CreateDetectorModel, E FHBIMVE AR key PERATER , SFRBIEEL
BiuEAR. SEENSTRENSEENHTER. FNEISSBEDEREXEENTA |
BE EERSREREHRRMBRA L.

MRGERE—-BF (AFEEZELEERTFEFEEEEAA ) , ATSEEH —NE B key#
I, EHERT  KESEE B ADZERFEIE—GRRE (BTEE).

AR MAR AEXAISAEER
BB AR TLUREEREFFHIZFL , 5 AWS loT Events ERISEMN@W A , TEELHEASE

TEHMERRERTE, EEAHERED , B LAER AWS loT 1248 |, AEIEFAEERM AWS loT R
BI5| 2B BAWS loT Events B1/E3R Al AWS loT Events,

HEETIHRE  FRESBARNBA | XWREER AWS loT TRERELEMABABEHNFALE
AWS loT Events,

® Note

AHBREFEH TRARELMHEBH input , detector model R WEHIAWS loT
Events EARFINHERE., B JSON #4525k 1B S B EHBRE.

F&E

o APIBY 53R AWS loT Events

- EHPEVERNE A AWS IoT Events

o £ PEIERIEEEE AWS loT Events

- EiEmALURE PHERIZIER AWS loT Events

AFIHY 2E 511544 AWS loT Events
MBERE AWS IRFE | BBEIL—1A,

1. EEfE RIVPERERE AWS loT Events , AR EE IR REMEF T,
2. EIM{E Amazon Simple Notification Service (Amazon SNS) F &,

TORIRE 37


https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule
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AYBHRE (MBENES ) REREEYL T WE Amazon SNS £#, ELEEARNs EFTRA
arn:aws:sns:us-east-1:123456789012:underPressureAction#l arn:aws:sns:us-
east-1:123456789012:pressureClearedAction, #ELERNRAEEIH Amazon SNS
FEARNs, MEFMEN , 728 (Amazon Simple Notification Service iz A 1)

BR Y iGIREEEE M E] Amazon SNS B , LW A LIBERIZREE MQTT AL , EhISEETE
WEE, FALEE  BAIUEA AWS loT Core T2 AFTRMEREXZEL MQTT EEMNA
S, REREAREERTEEEYHTER  UARELHTERRES EEEIARE, BHWUE
AERASBEEPEYNBANEY  EHTHEBEEE MQTT TERE,

B AWS EiF ZEH AWS loT Events, MMEFHMER , F2H AWS —fik2E i AWS
loT Events, MFEWHE , F28 ( AF9) FH AWS Management Console BR#E A, AWS
Management Console

£ FEVERNE A AWS loT Events

EXRBRENBAR K BERCRELSHIFARAENER  CHNREIEFEEEELERRRS
HEFRE, BEELERTHEERLENAA

BRI BB ABFTAN S ER FET @A

B3 JSON I AfE3R

1.

HERBER , input. jsonBEATIABTERKERRRKLELRA HESR

"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
}
}

RELBEBLLAMinput. jsontER , BAIUBIW A, BYWANAXNERME. B LUE
FAAWS loT Events 124 FHEBEERREIRA, HE , BUNEERNSRERPBRIHA |, I
EECEBICERENL,

EumA 38


https://docs.aws.amazon.com/sns/latest/dg/
https://docs.aws.amazon.com/general/latest/gr/rande.html#iotevents_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#iotevents_region
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/start-service.html
https://console.aws.amazon.com/iotevents/

AWS loT Events HEABEE
BAMEER A
THRINMIAERERNGERFEREIR®A,

B A AWS loT Events 25 |, SUREURIELE I # AWS loT Events 1&RF,

£ AWS loT Events R AENELA | ERUEREEER,

EEREBEE®RP , EIRE@E A

EERENELA  BEBIBWA,

14t uniquelnputName,

BA - AR ANER,

EEFE JSON R |, FHZEUEAE BB P ETinput. jsonERE T JSON g AERE, BiZRH
ABH , THEREBANBMEEE,

8. SHHEFWMABMY K ENEFANEBMYE K RREBEFEL, EHEHIF , RMEE motorid M

sensorData.pressure

9. HF - ERREMEEE A,

N o o bk~ w0 Dd =

® Note

BB AT LATEAWS loT Events 324 WERISERRNEBY Hi A, MEFMENR ,
FEERISFE R R E T8 A AWS loT Events.

s
W%
&n
B

£ P ERISSEE P T8 A AWS loT Events

HHYERIERE A AWS loT Events MABERRRNERR[ER 2 BHBER, BRRBARKRRERES
A NEAEBMBELIIEERMEZE AWS loT Events, T EAMAEREMRIZRE A , UiHBI R R AR D
FE loT AR A EE M B4 MEL

RERPAMAERERRERNEA |, LEPERENZHAS
EREAF[EENEA

1. BABXAWS loT Events A&,

2. £ AWS loT Events E12A&H | BEEERISFER,
3. #IZE Create new (B HHEE),

4. JBZE Create input (I & A),

BIMBEBA 39


https://console.aws.amazon.com/iotevents/
https://console.aws.amazon.com/iotevents/
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5 StH®WA , WA InputName, ERAMNER , ARBEFELEER, EETHHEEARD , ERNEE
BI#RPE Tinput. jsonMIERE L JSON I AER

6. HEHEZRMABM A ENZCANEM K ARBEFERN. FLHEHIH , FFIEI motorld H

sensorData.pressure

£ FEVEBIZER AWS loT Events
EAETEY LA MEERERF[/EE (RMEIEFHER ),

HRBERE  LERRFRX (TWE) BE , FFEEABAURNERSH, RAZEHE , ©E
SERES TUARBEMEE. ELEHBRABRENF,

EENREF | BEUUUEESEEASNEARBHEZRE  SIRFWAR (ELREA OnEnter,
OnExit# OnInput=:#4 ) , AIBTEEN SN, REESHENEGEETMEA B, T28TH
fEtrue,

B ERRER

1. E—BAEAFEREC/ALEL, FELN , FEIERBZHPEIERS State_1 WEIE.
2. HEAREEKRF , @AMRERZBMN OnEnter , BIEFHHEEH

3. % Add OnEnter S EHE L , W ASHEBMEBLFRGE, FLEHD , WA trueRTEEA R
ER—EZREBEN,

4. HEEHBET  BREFREDNE,
5. EEHBET , BT TIIEME:

a. ERREEH
b. &HEERIRME  EEEIRE
c. HHEBHER K BWAERENEHER.
d. S#HEBHE @WAEN(FT).
6. 1EIF Save (FE).

NEEERNEE  TUERUREEPNEME4PRE (RH]E) . REEENRED RE
FHATEBRRENDFE 2R , TRESELBNE (FlM, EEHORGNEES )

7. EREBERT , BERESH X UREEARERACRE,

8. ETEERVE_@FEEBSDMNE  FEEASERFACED  BEEREYSHERTTERETH, 8
SEVEA WA untitled_state_1,

By {EREER 40
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9.

10.

11.
12.
13.
14.

15.
16.
17.
18.

19.

EE—ERE (E% ) LEE. RENER L e HRTE.
B-TUHAEE  #E—EREIE_ERE, #E—EREIE_ERE (EEEEE)
B AT REEN

RIS, CEASAERT  BASASBAUEAELEE,
ERREAERS | EERRBE,

EFREREADEERT | REFLEE,

SHENRIEBE | RIERESW,

a. SHHEHIRE  EEFEIRE,

b. SHEEBHER K BWABENER,

c. &tHIERE K WAME , Sl : $variable.pressureThresholdBreached + 3
d. #E Save (A7)

B ELEE — {EARRE untitled_state_1,

EAREERP , BANREER , AREWAHEENESH,

£ Add OnEnter E#HEHE L , WMASHEBNS4HR4, EEFEHE

SHENREBME | JBIEEIX SNS AL,

a. &% SNS £f& , #1 A Amazon SNS £/ B & ARN,
b. ### Save (7).
BEETEHMIDIILEEH,

a. #¥ Oninput , ZEHEEN K RRBALRF TIEHEA.

Event name: Overpressurized
Event condition: $input.Pressurelnput.sensorData.pressure > 70
Event actions:
Set variable:
Variable operation: Assign value
Variable name: pressureThresholdBreached
Assign value: 3

b. &¥ Onlnput , ZBZFMBEH , RRWALFREF TIEHER

Event name: Pressure Okay
Event condition: $input.Pressurelnput.sensorData.pressure <= 70
Event actions:

B AR ER
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Set variable:
Variable operation: Decrement
Variable name: pressureThresholdBreached

c. &H¥} OnExit , BEFIEEH K RBFEHAEEIHN Amazon SNS M ARN B AN FEET 5
EHER

Event name: Normal Pressure Restored
Event condition: true
Event actions:
Send SNS message:
Target arn: arn:aws:sns:us-east-1:123456789012:pressureClearedAction

20. EEEMRE (fBke ) LEEF, MENERF LSHRER
21. B—THHR , AREFTARE _BAREERLIE —ERE, BREFER Untitled WE @17,
22, REESET , AREBREAERTD , EATIHETRASHEBNSHBRES.

{

Event name: BackToNormal

Event trigger logic: $input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 0

}

MEEBAMTERMEMEEBEE $inputBHM $variableBNFMEN , F2HE 1 E8E
Al AR IE B AWS loT Events 1858 25 & B PR 41,

23. EEURERE, RERER , WRESELELERRERFEY ) . ERBERP , BIEFE AR
B (flm, EF).

24, BE K REARRERUEREGA, EALA | EERM,
25. EERMGERAFEREE L , ST THEE,

a. WAGRAREREHE, HANACERE. LABGRA/LKEMMN.,

b. BEEABEHE-—HNEBEEVEINS. FEEVNERALZECNAE , FEBINSR , 8E
HIEFE AWS loT EventsiffE L EBA B AR,
26. $HEIERIESEV 8]  BEELAXEENHEP B ABMEE, SRERABENRFRELSEN
BHUXEFEASERERAY K MEERSEEEZAENEERBLEIME—W, LLEHIFEH
motorid B,

27. i#3#ZE Save and Publish (#1733 ),
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® Note

REEEREREYNE—SRRBERRBEEINBAAS . BUERREREE , S/XtH
ABHAPEDNEER, LERRAEZEANENRNITER. ORNREEINSR (WERSR
BE)  MERYHNERNRNTEE. ARCEIXRESR  RMSEAELSREYHE
MR BERBRATERE,

BANEFREYHEHREURFREER (LA JSON BEN ) NiBGEIZER , ER EABARRENLS
— BRI R AL

ETUREBRAREATI CL S RATIEME. NELE  FETEUSEINSE  UEAL
L A5 BB ENSERREANEE,

aws iotevents describe-detector-model --detector-model-name motorDetectorModel >
motorDetectorModel. json

EERVEEHELMUUTABZZABTHER (motorDetectorModel . json).

-~

"detectorModel": {
"detectorModelConfiguration": {
"status": "ACTIVE",
"lastUpdateTime": 1552072424.212,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1552072424.212,
"detectorModelArn": "arn:aws:iotevents:us-
west-2:123456789012:detectorModel/motorDetectorModel",
"key": "motorid",
"detectorModelName": "motorDetectorModel",
"detectorModelVersion": "1"
.
"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"actions": [

{
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"setVariable": {

"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached + 3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70",
"nextState": "Dangerous"
}
1,
"events": []
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "0Q"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "Back to Normal",

"actions": [],

B {EREER 44



AWS loT Events HBEABER

"condition": "$variable.pressureThresholdBreached <= 1
&& $input.Pressurelnput.sensorData.pressure <= 70",
"nextState": "Normal"
}
1,
"events": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70"
I
{
"eventName": "Pressure Okay",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached - 1"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
<= 70"
}
]
},
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"actions": [
{
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"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:MyIoTButtonSNSTopic"
}
}
1,
"condition": "$variable.pressureThresholdBreached > 1"
}
]
I
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:IoTVirtualButtonTopic"
}
}
1,
"condition": "true"
}
]
}
}
1,
"initialStateName": "Normal"

BixE A LURIE PRV ERIZFEZR AWS IoT Events

EBEARTE HIZUGERIER AWS loT Events ( 20 £ FEZWERNBRBEN S ETHE
AWS loT Events), ZNEREFRFAMAIE AWS loT EHEAFEIL AWS loT A, BAEEEBBAE
AWS |oT Events {80185, EAILAER AWS loT £ AH MQTT AFmRREXAREALS. EXRNERE
ALAMEAAE AWS loT RERNEX MQTT A2 AWS loT Events B |, SBaJLAEA L 5 EZEVSIE A E

R RRIERA
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P 8 A BURIE R SR

1. BARRAWS loT Core 5, AEASEERNEET , REFASRA , RREERA,
2. EERLANBIRAL
3. HEMVRAEEL, EXTISR .

1. B 1. BEERABM. TR TIIMA
- HAIEHE, WARANNETRE , Flw MyIoTEventsRule,

(® Note
R ERZER,

- RAMR, ERZAN.
« & Next (T—%),
2. HBR 2. F%E SQL iR, TR T HIMRMLL -
« SQL fr#s, RBFEHEEEENEE,
« SQL FRiA=, # A SELECT *, topic(2) as motorid FROM 'motors/+/status’,

21 Next (T—%).
3. TR 3. ERRAUFE, ERAVBERRT , TR THIEE
- BfF 1, EE loT B4, HBETIIWMT :
a. WMAER, REETEZEENEERE, URENWAKRET  FEEENEE,

EEEIHNEA , FBRERET loT E48E A, TR THIMN :

- WMIABM, WA Pressurelnput,

- iR, ERERM,

- FE JUSON ER, L& JSON ERMEIR, MRERE ER , LEN LEFHMIER
MER, BEXHBaE

{
"motorid": "Fulton-A32",

"sensorData": {
"pressure": 23,
"temperature": 47

1
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}

- EEFEWABMY, REEEN (2@ ) BEE,
° TagS (%ﬁ)o E%gmﬂlgo

i#4Z Create (B1),

BROEVRUNEMS EREEWASERAU. BEEMEINEA,
b. # XK, ERBAN., MRARIASES , FEREULEE,
c. AR ID. WABEREME K BEBJERA,
d. IAM B, RFEFESFEEENAE, NRKIHAG K FEEEYFAE,

BWARBERE K RRBEEI

HEMES—ERA , FREFERAUEME
- HBREE, KERREA, REMEDE  SEEFREEREE , AREBFEPREEEN
B,
SER H IRV WAL
« & Next (T—%),
4. TR 4. REAMNEYL, #REELNER , ARBEEY,
4. EEASEERAAIRET , ZE MQTT AEAFik,
5. F51##E Publish to a topic (R EEXRE), K T HIBN :

- FEEH. MAZBLUEBRIFAE |, Hl80 motors/Fulton-A32/status,
- ABEE, mATHER :

{
"messageld": 100,
"sensorData": {
"pressure": 39
}
}

@ Note
FRBEHTASmessage IdRFEE ,
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6. HREM , FRIGEEMRE , BiER "pressure"HH BEAXREEFANFER D IEENE
EWE (Bl 85),

7. iZIE Publish (7).
TR ERISHTEREELWEIX Amazon SNS AEKE, BESEXBRHIEFEEAIERELR
B (LEi6lA 70) AR , LEFEEFNERISE,

HEEHP | BXRAEE=ABNIFBEARENALS , TREREERE , YIRIEHBREAEHE

B9 Amazon SNS AR, EREERER K BHBEEBEBREFVAESEZEAFZEABRAARE I
3% 8 B 5% & 489 Amazon SNS FAE.,

RESCEVEENGANGRREE  F

mm}
ﬂlll,

= T SR,

- EERALERFSEAFEREH (HEAX),

- KR PRVSRER CLI B WIEAKFER AWS loT Events {Hi8I5 , A B 8 A MR ER
AWS CLI

- THREAAREGE, BRANERESHERNREXRERN FHEERA,
- THR E hERERNEHBFN X EEE AWS loT Events,
- MRFELERHFELENR , FSE KEDE AWS loT Events,
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AEEELREER , LWEFSKRAFZE AWS loT Events,

« B3 AWS loT Events {8 RIZS#E B BB A Amazon CloudWatch &2 &%
« £ AWS loT Events =2 A T/ERF |, EEIRMG LG ERIZFER

1£B8 AWS loT Events ERIZFEE R EUAH Amazon CloudWatch
&%

Amazon CloudWatch AWS £ HIRFESIRIEH AWS ERMEE LHTHNERER. F/

CloudWatch , a2 HE 7T HRERER,. ERABRAKENEEMRE, EERBHENETE AWS loT
Events {€BI85#&E R | CloudWatch B[ BI& T ## AWS IoT Events IEEHITHRE , UREEIINE
{555,

c

B A CloudWatch

1. WMREBHKREN , FBKE FHSEBET BFFA AWS loT Events B EGEEBRENAR® | UE
FEIMEIE CloudWatch HEERIFFAT AWS loT Events,

2. BIfE AWS loT Events £# A&,
3. HEEEBEBERP , BERE,
4. EREEHEL  BEREE,
5, EmBREHKEZHAENCHBEERT , BT THEE:
a. SHHBERER , BERIE,
b. &H¥EMAE  EWMEFRAFAINACRYITERENCZHEBE,
c. (EHA) MRECEEEHBABDARBER , EUUTTIBHERITEBEEER
. EEEEET , BEFNEEILEE,
i. BWAERBSEREZEN (EA ) KeyValue , LU EECHME IS E R A4S E0828
(BITIER ) .
6. BIEEWN.

1EFA% AWS loT Events {5885t 2 85 R A Amazon CloudWatch &2 8 50


https://console.aws.amazon.com/iotevents/

AWS loT Events HBEABER

ENRCHIETHE O R E o

7£ AWS loT Events ER AR TER , EH M URTFERISFEDR

EZfEH AWS loT Events &K , FNETHIFEREFERESAH, T8 , BXLERIEZRMHU
fETFE RIS E R AWS loT Events, ZA{ERISSERE | SBMAN TS LA REFZERS WERE
B ER,

(® Note
MRETBRMHTE T ERETHE. BHREANRER  CEEIBEHAIE. T8, 8L
BELIHER,
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AWS loT Events A £ H|H B RE

AWS loT Events H 2R ERHHNEREBANEFES AWS loT Events , REAXRRERFERNME
ARG, SEHBREHERERROINES | HEEREBRIERREE, RERMA, REBE , URE
Hith AWS IRISES LB K loT RS ZMEE T RiRaE,

AEFRAF WM

WMEHE , LAEESEEEASERTHRE | YHHEERRFTE—ERBEEREHITERE,
- BEMER HEH AWS CLI,
- BUBANREZEBNERSBERBZUCEANER  UERNMBREEEXER 2 HEMRE,
- REWA, ERARERNBREHRE . AWS loT Events
- FEEEMNERNRELEGS K HhasFEi.

&

{8 AWS loT Events EEiR48H) loT B

- £/ CLI B W1EARAER AWS loT Events {88125

« AWS loT Events 15 BIZR & E R

- FEFRES) . FH W HVAC JBE# % AWS loT Events

£ AWS loT Events E5I=BH) loT £ &

&R LAER AWS loT Events REEZREREF , A RIFEASHRIEME, "EEEM , FEKET
ERDERELT -

B A

AR -EAR , ENRENEF T ISERER AWS loT Events, &R LUEIB&EAS 4
R\ ABEE REITEIRAE AWS I0T Events, & AILUEIR % 875 A4 A S M Ak A R -

- A BatchPutMessage & 4E.

- E&iotEventsHBISIZMHAAIEIE, AWS IoT CoreRAIBMEEM M ANASERBEIXE
AWS loT Events,

 1£ & AWS IoT Analytics , £/ CreateDataset IREEIEHF HWER
fcontentDeliveryRules, EXRBAISIEEBBEEZERERETHN AWS loT Events B A,
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« £ AWS IloT Events ERIBFEE M onInput. onExitZ transitionEventsEHHER
iotEvents Bi{E, ERIBRERHTERNBBBEZSHNHEBEASULEEEBNRATLXE
EIE 5

EENKRERBUERANBEERCH , BXAER—HZEARA. EEERMY , FAEBEGA
WA, YIEEMAERBESAASERFHBERL, SRIFZ IR AWS loT Events EL JSON
AENFEABERHEGA. SEMASTUBTRE , Lt Rt ARES  UENEEHENSE
o

BAuERASRER

R REEREANFEE (RIEDEFHER ) . SHESEMRE , EUUERTEEABAIF

f (fME) BEE , SMERERSH. FRZSEHE , AUBERE , EAEECERBREB ATEE
RELEZNEE AWS . BANEREMENH , EEARERREFRBEE , h I LREER
BIR B BN,

EAHBREF , BFEX Amazon SNS FAE |, MAEEE AR & EMRERNB1E.
ERZENERF

NMREEERZAREDRER , FESEBATEERMC , UEZBBWARENFELZEREF.
(B2 H F 1 key #{ICreateDetectorModel, ) BIFEER (£ BANBW AR FEFH
Bkey) , BEMERE. (SEGENSH2EUFDELNHTER. ) AR, FNEIRSEED
EREXEENWA , B HENFERETNAMBRA L,

MRBERERE-RBF (AEAZARENFEFEEEZAA ) A RASEERKE R
BlkeytlfI, HEHIFRT A BEE—EWAIERBEYE—EUFE (HITER).

AR MABE ANBEERERRER

BEESATUREESEFEEAL |, 84 AWS loT Events ERIZFHNEBA , MAZTELYHAR
FITHMEXERE. EARERED , BOLUER AWS loT 2 E , AEEALERH AWS loT
Core R BISIZEBAWS loT Events B)/EfR Bl AWS loT Events, & EE#H M , B LAKBBRE
WA, A%, LHEEER AWS loT TEREREE — LU AEEXNFE AWS loT Events.

WA AE R RIS AR B AR R L ARRE 2

BEYEERRELEEROME | BRAREETURRNEE, flan , MREHN[ELESHLHIT,
EEFHRTER  LSEERBES  UEEREFRENHRMRE,. CHEERF —EHF . 5HED
B TSR, . ZNEARERFTERERE . "TREFFERE. M TSEFERRL . —Kkm

W AE B T o 3 B R AE 7 =
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S BREABETRNBEERE —ERE , UREFTEEBFRBEER —EiRE. AESFEASER
M,EHAN. S, BURBEEHI IS SRERINEHUSISZEEEENER , BELEEHA
B3 "THSEH. K, FRTLHERE.

BEREBRTRERMALNRE , BUUERRAA. BALSRELEZENAERETENES. &E
BB FEEXEIEFEENASPEN-—HZEML , UHBEMERE, ELHEHF , £F
—fE@m A , EHREEMHRBE ("TADLR. ). EAEHNSEEEEERETRNARGE @A
EHEBETENMAL,. FEEVIEA  BARENFAENRE B IREFTBROMLL. SEFET
HRIERE ( " BAVMAYEERE, ) ATBLETENRE , SMRISHE | EUUERAPERERE. &R
B AET -—L5E (ZAPLHEXRE2EFES D gallon? EAREAUTRcRENFHRERE ,
EBURREHBAM gallon MF1FE gallon REH ) . BUNESHFHTELTENEEAL

BRI AL  CEMEREN—FEEaA, ZEZENE—BARENEYS , ZIZHESRBWABTHE ,
WRERSBEHAE _@EiRRE, E2—EEMBEMH, (transitionEvents UAMREEoNnInputIEH
BEH, WIEALE—ERENAAR , MR conditionFAEH4HN , SHSHTERAE @R
B, ) BIERIE —ERER ST MEFIAEXAL, (&FEH onEnterE#H. #AFE=
ERER , LEHSEEAS., TEESEFZ—ERMAZE, ) EFHMEANSEY  BEERREESR
BIFTEEMN.

Ht BN EHR onExitM onInput, —BRFIBWALFESHEY , onInput B4R ENTIEEND
. B REBREBNREBEFEHRMERE , onEXItEHEHTEENDF,

BERTHES? 2, MAEBE—@E TTEFAFTERS. KE? EXENREZR  BASETR
EmRE, EF—ERET A LFERERSHAEEERBAR (EF-@EREonInput : WEH
B ) BRENE—ERE, MREFEERERECREERENNRHI T ENEREENLS |, ATk
ZEEIRE —ERE,

ERREIHS, FEFAURERZBNERREZDANREREEEMNENR K MARRATERNE
B. Blan , BRI EEARERPF=ZERE , TEHERE : "IER, K&, "BHR, RE, UKk TE
EEE, RE. ERERBREKE  BHREGBAK  LEERIBFENBERE, EFREXE
N, RFEBRENLBEFZER 15 2. IRELZIBEREERE , GRHFSEREERERE, W
RETRRBY , GARSERA/BRRELEEIER , ARE/NM, BUUEHASHN—HEEEMNE
HRGRATHENDE, EBEERAS —BAREERS BB L AUREFERER,

S B EE — (B BB R R ZR Y S 1T {EIEE 2

BERELFTEZLYITER  FERE "EREBNEMNE? ) RREBVEMNESKRRAOM[. 2E
TR (RE) ? CEEEARE (BF) B2 SUMEE—EARSEBEENRER, 5—EHRERE
RYRIERS , R EMbRERREB L, REMBEUKREKNAER, B2, E4E-EERMAEELR
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FE2R , DB RRME (K, Bk BE, BX ) IERINEERE (ENBXIEKRGER ) .
BERERMEAR , £FLE—EEMNR[ATERERRFMRE | X ENEERMABIE.

BR K NRER BEHNRREARS , AT ELEREREINHNITER  ARBEREN
TRMNE, BEVENAERFTBZANERVENRRENL. HEBIFAT , CEERAUFNZEHT
B, SELETSERERBENENLATELEES Wikey R, LHMALAIE AWS loT
Events 2V EREMNERRATERE A AREEUF[ATERBISEDER  BESUHEFRBEXER
RUTER, THEASENREIBENRA !

EAL  MRACH-BEERROER (—ERFI—BLE) AT EEISNTESR N2
CEHSEEERNER (LB, BF)  ASTSEEUSATER,

A CLI I MEMER AWS loT Events {28125

L&l , HPIEA AWS CLI a5 B FEAY AWS loT Events APIs , SAE 34547 5| Z2 R R iR R A9 1581
77 | ERRENBRRAS.

ESIZHRASERNBROBRBSERER , KESERIIBERE , AEEX Amazon Simple Notification
Service (Amazon SNS) 8 , REREMAEXE . BEEB=ABIBENBIEREREUTE ,
EHSRE EEARRE , ¥EES—E Amazon SNS AL , LUHERKRGECER. RATEEE=BAER
BORENEY , UBREFERUEERBEES —IAHEEERRBFINERLT , BE BB/ EEASMNIE
B,

UTREMERRNSEREE,
BY#@A,

EEERENEENER , cePSERNAAERNEREAN AWS loT Events, HERABABIEAE
AEIEZR) AWS loT Events, A LAERE A X RE TR ENE -

- fM BatchPutMessage &1E, W5 EREE , EFELNEEREFEENER SDK 5 FH
AWS loT Events APl AWS CLI,

« £ 1 AWS IoT Core , BEZXFASELRH AWS loT Core R EIS|ZBEAWS loT Events Ej{ER
Al AWS IoT Events, ERKEBEAEA. MREHNEESLEFTURECKER EEAL B
FERLL A% AWS loT Core, WHZEBEEERIONESEEREN,

« 1£ & AWS loT Analytics , 8 CreateDataset IREE I EH HWER

£ contentDeliveryRules , BUEE AWS loT Events A , EFEHERETSEEEE, W
REBERBRESI IV ERREFEESER , BEALLSE AWS loT Analytics.
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BYAXTEE-—JZEWMA , ENREFEUERIXNEEEN ., BEERMY , FRAEEABAN
B, YiEEWAERNEAASER Y HERLL,
By ERBRER

£ MRERERRFER (RiENEFVER ) . HRESEMRE , ERFRGN (HFHE ) BE
AHEEARALERNEARSENH, EREEHE  CANRERE  EAEGCREREB EFTRES
HRAERNEIME AWS . BULEREMENS , TEARBRERERRBEE , BIUBEERS
R4 R R ED B

ERERENERF

MEREEERZEALERREF K MARESERSEEERERF , FESEARMAPIBERNL ,
LB ARFENESEEEERERF. F2H PH key #{ICreateDetectorModel, BMBIFEE
B (7 RN ABCTERHEkey) , BN ERHSBHTEE, FNENSHTEESEED
EREZBEEENBA , BEIEHAIRERETNRMBRAL, BHEEZE EE—NERSF (3
TERE ) , RABW Akey B hEM —HIE,

ERE-#HELER
MREGEEERE—BEF (IFEESERESFEFEEEEIAA ) , ITSEEK —HHE
Alkeyffl, ELBERT , EEF—EWAZEREIE—ERRE (HTHEE). flw, BAsEE
EFNESEELE#HEEERALS  ERE—@ HVAC ExRmMAaRAMNEERE ¥, At , BESE
EEGAENFZEMMNRE (BA) B, BNARARELUE-BEFZES,

REEHEFEEAL , MAGRBFERN@A

EPEATRESBREFELASNLES L | A8 AHR AWS loT Events ERIS3E@ A, £&
BYBMAYEEESER R | SRAUTLBRBEEER,

(® Note
BB ERREE  AENRANVERNFELR | SNERNERSFERR R
EMEMEAR (BTER) 28, FRES7ENRE. NRANFKRASER , it
B, S RESRESIRBENRENITR.

xR

« 3 AWS loT Events i A LLFEEE EE R

o BIUERIZEREEUARRK PREEAME AWS IoT Events
o £ FGAE M AR A X EREZE AWS loT Events
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3 AWS loT Events B A LLEEER S B B B

ARIE K8 ABFE AWS loT Events , AT ARIA AWS CLI RER K ENAIBABRERER. Hlm, WR
BHREMEIL JSON KANFAE , EFZEF/ERFIFNBERTY , EUUEBEYRASRABES

PRI ARV B R | FIINB A MEE ID. BF—FRHSE JSON EXRPERBA, EEMBEESR
B, WA AWS CLI & ft# A AWS loT Events, & AWS loT AJZE RIRENFRER E R EZENEE

BRI

o, BERENEBEATIHEXNEEAL,

"motorid": "Fulton-A32",

"sensorData": {
"pressure": 23,
"temperature": 47

WA LAERA T %] AWS CLI te S 8 A K Elpressure R M motorid ( FMBIEEFENISESE
E)o

aws iotevents create-input --cli-input-json file://pressurelnput.json

¥E=Xpressurelnput.json@ET3IEE,

"inputName": "PressurelInput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData.pressure" },
{ "jsonPath": "motorid" }
]
}
}

EERIACHBAR  FLEARKEFEFWEHFFASMA JSON ER. BUNEAEMHREE
BAas CLIEY @A,

B@ANEREEER 57
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BAUERBRERNUREK FHEEATE AWS loT Events

£ FE AWS loT Events I ALEEIEEER , BinputRIZFHRERE FEBHERH
EEREFES , UTREANFER  JTRESERNBEREH,

B LA MEARRE - "Normal" 1 "Dangerous"., SEERIZE ( HITEE ) ERIBEHSEA
"Normal, k&, EEHE key "motorid" ME—EMEW AZER K MEEIHTHEE.

MRERB[HTERBKE 70 IESHWEBHER , ©2HEA "Dangerous. AREE , WEHiX Amazon
SNS AREAEEL, MEREE=E@m ANWBLIBEHEZEE (/PR 70), ERELEE "Normal, AR
BE | WX % —18 Amazon SNS FAEEE LB,

/%\E ‘I_ o

I &SRB R RER B E B M E Amazon SNS £ , H Amazon Resource

Name (ARNs) B REEZHAB "targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction"# "targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction",

WEFMER , 5582 E Amazon Simple Notification Service FiZ% A E38F , 2A% Amazon Simple
Notification Service APl 2:& CreateTopic R{E 3.

WEH B BRRECERIEGBERFTH AWS Identity and Access Management (IAM) &, 1t
) ARN EEASERESZFE RS "roleArn": "arn:aws:iam::123456789012:ro0le/
IoTEventsRole", FBKER FHLSERLE ETT AWS loT EventsZN It A® , WHEERSERESR
HNEENEERABHN ARN,

BRI AEA T3 AWS CLI s T ERIZRER,

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel. json
¥EZE"motorDetectorModel.json"@ET3IEE,

{

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Normal",
"onEnter": {
"events": [

{

"eventName": "init",

B ERSRERUARRENRE 58
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"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "0Q"
}
}
]
}
]
I
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached + 3"
}
}
1,
"nextState": "Dangerous"
}
]
}
I
{
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"condition": "$variable.pressureThresholdBreached > 1",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction"
}
}

BUERRERIRRESMRE
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]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "3"
}
}
]
I
{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}
]
I
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",

BUERRERIRRESMRE
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"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction”
}
}
]
}
]
}
}
1,
"initialStateName": "Normal"
.
"key" : "motorid",
"roleArn": "arn:aws:iam::123456789012:r0le/IoTEventsRole"

E FAR AR AEIERERZR AWS loT Events

FRECERBA , BREEEEINALPNEER N (FSH EIL AWS loT Events i A LUREER
HEER), EL—FF , BEVMW detector model EEEFZETHBRES (B2 B V(05
BRUREK PHEEAME AWS loT Events).

EETRILES , FREE (ZUBERTARAAWSCL BERE NER ) EAAL , MAEUNSENE
Ao

(® Note

BN ERAREENERRARNREER , FENFEENERNNERRERRGER
AEMBEIMERR (HTER) <8, FELSENKE. WREEHEUF[EE | FibH
B, B REERESIRBENRENTR.

EA T35 AWS CLI s REBEAR , HHF LS ERRENER.

aws iotevents-data batch-put-message --cli-input-json file://highPressureMessage. json
--cli-binary-format raw-in-base64-out
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= "highPressureMessage.jsons @& T 3EH,

{
"messages": [
{
"messageld": "0000l1",
"inputName": "PressurelInput",

"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 80
\"temperature\": 39} }"
}
]
}

BRAEBEEENAEnessageIdPEE , MREFEEHAEL , AWS loT Events RIESMRESE
S, MRASEBER S EANE EmessageIDIEMFISAERE , Bl AWS loT Events ZEEFA S

Wi SEVERNRE (BTER ) REEFIE WSEH"Fulton-A32", ERRSETEVRE
A "Normal" ik&E, BER , HABRMEE T EBRMENEBHE , e EEHA "Dangerous”
AREE, EFRME  FERRSEEAEE ARN B #9 Amazon SNS ixBiarn:aws:sns:us-
east-1:123456789012:underPressureAction,

#}MITT5 AWS CLI @815, MEX IS EREBHREZERNTAE,

aws iotevents-data batch-put-message --cli-input-json file://normalPressureMessage.json
--cli-binary-format raw-in-base64-out

¥EZEnormalPressureMessage.json@&E T 3IEE,

"messages": [
{
"messageld": "00002",
"inputName": "Pressurelnput",
"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 60,
\"temperature\": 29} }"
}
]
}
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BN BERDEASRWYA BatchPutMessagem© i , 88 messageId$;§¢E0 BE®AEL

MR, ABREIE=X% , BiE "Fulton-A32" M{ERIEE ( #TER ) XML ZE Amazon SNS

imEi"arn:aws:sns:us-east-1:123456789012:pressureClearedAction" , REEFHHEA
"Normal" fAREE,

(@ Note

BRI AR — R EIES] 'JEHMBatchPutMessageo i, MERBEBELEASWIERF,
EERIFALE (BN ) ERFEE  F-REx—EBAR , XESRFWY AP BEFHKIIE
&

LT RAE PR R R 2R B S B FT 2 ML AY SNS FA S A Z S 6
SHBRLER NERBORIE

IoT> {
"eventTime" :1558129816420,
"payload":{

"actionExecutionId":"5d7444df-a655-3587-a609-dbd7a0f55267",

"detector":{
"detectorModelName":"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

b

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00001",
"triggerType":"Message"

3,

"state":{
"stateName":'"Dangerous",
"variables":{

"pressureThresholdBreached":3
b
"timers": {3}
}
3,

"eventName":"Pressure Threshold Breached"

EHBRER"ERRBRIERE"
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IoT> {
"eventTime" :1558129925568,
"payload":{
"actionExecutionId":"7e25fd38-2533-303d-899f-c979792al12cb",
"detector": {

"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

.

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00004",
"triggerType":"Message"

1,

"state":{
"stateName":'"Dangerous",
"variables":{

"pressureThresholdBreached":0
.
"timers": {3}
}
1,

"eventName":"Normal Pressure Restored"

MREEEREMETIFER , SNS AREBRF LR RH B AR,

NEABRITEASBEERERZRT (HTER ) MEBNHEBEER (LHRE2HIT SNS B
B ) o BAIBAEEMA https://docs.aws.amazon.com/iotevents/latest/apireference/AP|_iotevents-
data_DescribeDetector.html#& £ 2R ER 1515 I 25 AR BBV L E A

AWS loT Events 18 8|254& Z R
BINERERERE  NAEETIEE,
{5 actions 1
actions WU RMHWBEE., EALEZEYYG , EEEANHI AT —EBE.

Example

ERIBREBLPR )
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"actions": [

{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
{
"setVariable": {
"variableName": "temperatureIsTooHigh",
"value": "$variable.temperatureIsTooHigh - 1"
}
}
]

W{AEA condition H{
EHMERT , transitionEvents M Econdition%E/,
WR condition ML AFFE , BIBAER "condition": trueo

FRUREXNWTHEREATHE. WRERTEHAME , AIERN false BE TE/E actionsz
EBREEHPnextStatetl8EM

SRENTAK

RIFTAR  WREBEVWEREEHTDRE , AIEEFERAETE , SIARTAERFEPEMES4N
&Y, FEEEAMNMER onInput, onEnter= onExitH N HEHEML,

EERSEREZPILE evaluationMethod B8 , LEF I1TA. #% evaluationMethod
RER KFSERIAL , EFMEE  WIKEREHWIEFTES4ES. TR, B
evaluationMethod &% & BATCHERFEREA K , MEBANEBYHSEHN A mMAREETEMESHS
HRUE , TEHTRERNEYS,

£ "Dangerous" AREEAH | £ onInput #{L , "Pressure Okay"EfH4HmER (EB@AR
BPRAEER 70 B HEF ) , "$variable.pressureThresholdBreached" &3&Em —1E,

{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
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"actions": [

{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]

}

& "$variable.pressureThresholdBreached":&%2| 0 i , {5825 &R "Normal"

Ee (BNEERSFKEI=Z/E/NARER 70 WEBB HEHE ) . P "BackToNormal"E
#transitionEvents#ZBBIFA "$variable.pressureThresholdBreached"/NARER 1
(3E0), XBRERF BREMNBEFIE"$input.Pressurelnput.sensorData.pressure" /MR

HEFM 70,

"transitionEvents": [

{

"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&

$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"

}
]

BH , MRFERESHNE , AIMELTEES , RAEEBRE

SMERYE , REEHRDO "Normal" &, RUREFELINRERA
B"$variable.pressureThresholdBreached"FriZ tME. BBMERE
"Overpressurized" BHHEERA 3, BFERME , FERKRATHEM FEAcondition,
RIBTERR , SEEHEEA onInput M , conditionREEBZEEBNE , MEEEERE A
R Bl PIEENEMEEEZFonInput, onEnter M th2MtonExit, EHRMEAREH

REESHBEF MO EARE | STEARMEE onEnters onExit BHIIEEN ML
FH SR R IR

MREEFH, MBRMEFHELERZJER (52 B UpdateDetectorModel) , BITEMIBRFTBEELR
ERIEE (BTER ) UREAFTEEEREVENRCEFLHFEE, EMEEHMNEREE

HARBHMO@ATEREREY., FULHE , TRSEEREIMANERSREEmEE AR

REEWA, FULAE , SURe&ERI L EAIFEEERNRE,

66
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WARBIRPHZEE

WMARBIRPAFER  BEREIBNSELEFEERSIRD  SFRABENER  UREEXF

SERS|IBNER, Hla, RHENTHASEE

{
"motor id": "A32",
"sensorData" {
"motor pressure": 56,
"motor temperature": 39
}
}
EATSERBA
{
"inputName": "Pressurelnput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData. motor pressure'" },
{ "jsonPath": "“motor id'" }
]
}
}

EiRtrARERP , BEELAERARSIRSEEMLERSIRHE.

$input.Pressurelnput.sensorData. motor pressure’

EEREERH - EF M9 HVAC jRE#2H] AWS loT Events

T3 —L8 6] JSON #ERAMRER , ESETMHEREN JSON, ELHHIMNTERAE , T

iR | A]1E EUSEEH - 2 A HVAC ;BE2#] AWS loT Events,

LS BB T IBSRIEHIER | AIREHT T HEME.

- EER-EEUREE  TRAREENEHNZERES. RESASERSERERRNITEE.

- feEEEGESNZEREREIREER,

SERRE S HVAC SRE 2|
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- BERENBERER.

- AEEEHRERFSE , YEATEREARERELSR.
- it BB IERMERBERS.

- EERDIITREURBMRNSAEL.

- FEEENRERRR

- MREMA—EARERHSESRVEREERENRE
- BEEFHABNRERIE,

T

:%'E

EE M ENET A LAY 2R

&

o P RISSE R AESR AWS loT Events

« B3 AWS loT Events B IS ERESR

- £/ BatchUpdateDetector E#T AWS loT Events {5 RIS EH
« 1£ [ BatchPutMessage #1T# A AWS loT Events

« £ PHEE MQTT FAE AWS loT Events

« 7£ FE4XE Amazon SNS FAE AWS loT Events

- 1£ HERE DescribeDetector APl AWS loT Events

- £/ B AWS loT Core #R AI5|Z AWS loT Events

R ERIZRE R AEZ AWS loT Events

EMFLERY —EEUFER  TAREZNEZHBEFRERENEE. SEARSTAEREREEE
HRBERR. BMARREEREENE —ENRETN —RAAETRME  BLERANE T A AR
it REARE. 18 EEERH —E1{ER 2R T RS,

HARMERNEHNTREETEEETEANGSY , FEETANEHSE , ALEMER
'seedTemperatureInput ' RASREFSREHELSE, ERMELZHP—ERAFLEE B AWS
loT Events , @ HNERISFERH/TER EEP’EEE"EﬁlﬁiE‘ZCPEFHE’J%?L DT RZBANE

o

CLI

aws iotevents create-input --cli-input-json file://seedInput.json
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= : seedInput.json

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangelLow" },
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
[E|FE -
{

"inputConfiguration": {
"status": "ACTIVE",

"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/

seedTemperaturelInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

fmat

« RESHEEMALS T areald  EWHFEME—IEE BN ER[ATER,

B 'areaDetectorModel ' E&HH 'key' H1L,

3
¢

- ERAEZSMNMASRAANEE 'desiredTemperature' 'allowedError' 28l , FRE T AL

£ &,

- MREEMBEREHFEESHR 'rangeHigh' , ERIBSERIEEL I BVRE SAIEE,

ERIBER N\ AES
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- MREEABERDFEERR 'rangelow' , FHRREEHREEI VEIRBMBEKE,

o MREIREREIHABEE SN anomalousHigh' KR 'anomalousLow' , EHIEESEHREE
WRESREY  EE2RAKEHAEEER,

« §'sensorCount' EAERIBXEHNBERHREHE. BEAFEEASEREKINAEREEE
WREERERTERBTNFORE. Hit , BARTEEERBSERESRSBENAST , URALUE
TEDCETRESRNRYE, T8 , IRERNBESRRE , GUBRRTEHEE—® , EFTERHERE
HEE, RMERLELS —BEUFEE  SMAREESERESRNERRE, AMEEHER
SEER A ELRE R

* 'noDelay' fEAI LR trued false, FAMMAD AARKER , BARFHEBMME—RERB , LUR
EEENTBEMTEREBRESS, MR 'noDelay' FREAH false , HASBHTEERSEERASD
AR MAE T2 AIABIFITIEE , UBRREMEREREA#T. ARRMBEEZEABBEREER
Rres , A ERARERERPCENRBLEEN &,

'temperatureInput' AR RBIESRE RS EERIF[HAITHEE.

CLI %5 :

aws iotevents create-input --cli-input-json file://temperaturelInput.json
=X . temperaturelInput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}

G fE :

{
"inputConfiguration": {
"status": "ACTIVE",
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"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,

"creationTime": 1557519707.399,

"inputName": "temperaturelnput",

"inputDescription": "Temperature sensor unit data."

st

« HHRRIBRHITER sensorld' T REZKZEFRELRBER. CEEDEAERRANITE
RBEXNEA, EHE , CURAREBEABNRBESR (S, EREEEFREMNBIER TR
A ) SEHRNRES (ETHEEREEEHARNEGENREENGAR ) . REFHTH
RS LEHRERMEERFIYERE , Bl 'sensorld' tBABIRABBIXEEMN RSB ESE,

« 'areald' ARKBESNERNBHIBEENENRHTER. RESHEEMAR DR 'areald
WH B EME— B ERIEEHTEE. 528 'areaDetectorModel ' EHHH 'key' WL,

3 AWS loT Events EHISERES

Itk ' areaDetectorModel ' &l BB NHERET R,

CLI 5 :

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

= . areaDetectorModel.json

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "start",
// In the 'start' state we set up the operation parameters of the new detector
instance.
// We get here when the first input message arrives. If that is a
'seedTemperaturelnput’
// message, we save the operation parameters, then transition to the 'idle'
state. If
// the first message is a 'temperaturelnput', we wait here until we get a
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// 'seedTemperaturelnput' input to ensure our operation parameters are set.
We can

// also reenter this state using the 'BatchUpdateDetector' API. This enables
us to

// reset the operation parameters without needing to delete the detector
instance.

"onEnter": {

"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {
// initialize 'sensorId' to an invalid value (@) until an actual
sensor reading
// arrives

"variableName": "sensorId",
"value": "OQ"
}
},
{
"setVariable": {
// initialize 'reportedTemperature' to an invalid value (0.1) until
an actual
//  sensor reading arrives
"variableName": "reportedTemperature",
"value": "0Q.1"
}
I
{

"setVariable": {
// When using 'BatchUpdateDetector' to re-enter this state, this
variable should
// be set to true.
"variableName": "resetMe",
"value": "false"

iy
"onInput": {
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"transitionEvents": [

{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > Q",
// When a 'seedTemperatureInput' message with a valid 'sensorCount' is
received,
// we use it to set the operational parameters for the area to be
monitored.
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangelLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
// Assume we're at the desired temperature when we start.
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
I
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
I
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
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}
I
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalouslLow"
}
I
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
I
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.noDelay == true"
}
}
1,
"nextState": "idle"
},
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperatureInput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperatureInput.sensorData.temperature > $variable.anomalouslLow)",

// This event is triggered if we have reentered the 'start' state using
the

// 'BatchUpdateDetector' API with 'resetMe' set to true. When we
reenter using

// 'BatchUpdateDetector' we do not automatically continue to the 'idle'
state, but

// wait in 'start' until the next input message arrives. This event
enables us to

// transition to 'idle' on the next valid 'temperatureInput' message
that arrives.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
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}
1,
"nextState": "idle"

]
},
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
// Make sure the heating and cooling units are off before entering
'idle'.
"actions": [

{

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"

"stateName": "idle",

BAUERRERESR
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"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",

// By storing the 'sensorId' and the 'temperature' in variables, we make

them
// available in any messages we send out to report anomalies, spikes,

or just
// if needed for debugging.
"actions": [

{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
// This event enables us to change the desired temperature at any time by

sending a
// 'seedTemperatureInput' message. But note that other operational

parameters are not
// read or changed.
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
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"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",

// If a valid temperature reading arrives, we use it to update the
average temperature.

// For simplicity, we assume our sensors will be sending updates at
about the same rate,

// so we can calculate an approximate average by giving equal weight to
each reading we receive.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",

// When an anomalous reading arrives, send an MQTT message, but stay in
the current state.

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
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// When even a single temperature reading arrives that is above the
'rangeHigh', take
//  emergency action to begin cooling, and report a high temperature
spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
// This is necessary because we want to set a timer to delay the
shutoff
// of a cooling/heating unit, but we only want to set the timer
when we
// enter that new state initially.
"variableName": "enteringNewState",
"value": "true"

}
1,

"nextState": "cooling"

iy

"eventName": "lowTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",

// When even a single temperature reading arrives that is below the
'rangeLow', take

//  emergency action to begin heating, and report a low-temperature
spike.

"actions": [
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{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",

// When the average temperature is above the desired temperature plus the
allowed error factor,

// it is time to start cooling. Note that we calculate the average
temperature here again

// because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
3,
{
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"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",

// When the average temperature is below the desired temperature minus
the allowed error factor,

// it is time to start heating. Note that we calculate the average
temperature here again

//  because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}

1,
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"nextState": "heating"

"stateName": "cooling",
"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
// If the operational parameters specify that there should be a minimum
time that the
//  heating and cooling units should be run before being shut off again,

we set
// a timer to ensure the proper operation here.
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
I
{
"setVariable": {
// We use this 'goodToGo' variable to store the status of the timer
expiration
// for use in conditions that also use input variable values. If
// "timeout()' is used in such mixed conditionals, its value is
lost.
"variableName": "goodToGo",
"value": "false"
}
}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
// If the heating/cooling unit shutoff delay is not used, no need to
wait.
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"actions": [

{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
},
"onInput": {

"events": [
// These are events that occur when an input is received (if the condition

is
// satisfied), but don't cause a transition to another state.
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
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]
}I
{

"condition": "$input.seedTemperatureInput.desiredTemperature !

eventName": "changeDesired",

$variable.desiredTemperature",

]
iy
{

{
"setVariable": {
"variableName": "desiredTemperature",
}
}
"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >

actions": [

"value": "$input.seedTemperatureInput.desiredTemperature"

$variable.anomalousLow",

]
}I
{

{
"setVariable": {
"variableName": "averageTemperature",
}
}
eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}

actions": [

"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
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"transitionEvents": [

// Note that some tests of temperature values (for example, the test for an
anomalous value)

// must be placed here in the 'transitionEvents' because they work
together with the tests

// in the other conditions to ensure that we implement the proper
"if..elseif..else" logic.

// But each transition event must have a destination state ('nextState'),
and even if that

// is actually the current state, the "onEnter" events for this state
will be executed again.

// This is the reason for the 'enteringNewState' variable and related.

{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureIlnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
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"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",
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"actions": [
{

sns": {

"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"

}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"

}
1,

"nextState": "idle"

"stateName": "heating",
"onEnter": {
"events": [

{

"eventName": "delay",

"condition": "!$variable.noDelay && $variable

"actions": [
{
"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
},
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

]
}I
{

"eventName": "dontDelay",

"condition": "$variable.noDelay == true",

.enteringNewState",

BAUERRERESR

86



AWS IoT Events

FMBABER

"actions": [

{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState",
"value": "false"

}

}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"

}

I
{

"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"

}

}
]
I
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"eventName": "changeDesired",

"condition": "$input.seedTemperatureInput.desiredTemperature !

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >

$variable.anomalousLow",
"actions": [

"value": "((($variable.averageTemperature * ($variable.sensorCount

{
"setVariable": {
"variableName": "averageTemperature",
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
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"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=
$variable.anomalousLow",

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
1,
{
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"setVariable": {

"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
3,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
}
1,

"nextState": "idle"
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}

1,

"initialStateName": "start"

iy
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

5] FE -

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

{# F§ BatchUpdateDetector E#T AWS loT Events {8825 #& &

&R LAE A BatchUpdateDetectoriRFEERIZFHITEBERCHMNE , SFEFTRENEHE, &
T5IgHIH , BatchUpdateDetectorRFEERBEEZENEH TEHNEESH, LREFETRR
MATUHRE  MEFMER, EMEURNEMERFER,

CLI 5 :

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD. json

FEZ=R : areaDM.BUD.json

"detectors": [
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{

"messageld": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areab5l",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"

"name": "averageTemperature",
Ilvaluell. II22II

"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangeLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
Ilvaluell. Il@ 0"

"name": "sensorCount",
Ilvaluell. II12II

"name": "noDelay",
"value": "true"
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"name": "goodToGo",
"value": "true"

},

{
"name": "sensorId",
"value": "0Q"

},

{
"name": "reportedTemperature",
"value": "0Q.1"

},

{
"name": "resetMe",

// When 'resetMe' is true, our detector model knows that we have reentered
the 'start' state

//  to reset operational parameters, and will allow the next valid
temperature sensor

// reading to cause the transition to the 'idle' state.

"value": "true"
}
1,
"timers": [
]
}
}
]
}
[E]FE -
{
"batchUpdateDetectorErrorEntries": []
}

£ R {# A BatchPutMessage #1T#I A AWS loT Events

Example 1

£/ BatchPutMessagelREREIEFAE "seedTemperatureInput" , AR EEBEZRHFMEZET
EEESNIRIESE ., WRIEHEH AWS loT Events B A B S LB FHMN "areald " ERIZFHITME
BB, BFMNERSHTEEBISSRERTES | "idle" YHAKBERBEEMZEH MBAR SANEN |, EE
WE|FEE"seedTemperatureInput"HEAE B LE,
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CLI % :

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

% : seedExample.json

"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \'"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"

}

"BatchPutMessageErrorEntries": []

Example
2

£/ BatchPutMessagel2EXREIXF L "temperatureInput" , EE ERHIFMER EiEHRBAIE
BHEERERER,

CLI % :

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

X . temperatureExample.json
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"messages": [

{
"messageld": "00005",

"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 23.12} }"
}

"BatchPutMessageErrorEntries": []

Example 3

{8 BatchPutMessagelRfEREIXF S "seedTemperaturelnput" , LB EESNMERE
=

CLI %5 :

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

= : seedSetDesiredTemp.json

{
"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
[E] FE -
{
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"BatchPutMessageErrorEntries": []

£ PHEE MQTT FAE AWS loT Events

MREBHBEREFEEREEMFEMA "BatchPutMessage" APl , B[ EARER MQTT AF
ImAG H & RHEIXE AWS loT Core FAERER , BALUE AWS loT Core EEH A , A&7
BREREHE@ME AWS loT Events B A, L2 AWS loT Events ZERAINER , &ZHA A
SHRAKXE MQTT £/ "areald"# "sensorId"#M AWML , AR KB ASEKE " "temp" 1
fi"sensorData.temperature"BV , WA ELERHHEEEIERME B AWS loT Events
"temperaturelnput",

CLI % :

aws iot create-topic-rule --cli-input-json file://temperatureTopicRule.json

=X : seedSetDesiredTemp.json

"ruleName": "temperatureTopicRule",
"topicRulePayload": {
"sql": "SELECT topic(3) as areald, topic(4) as sensorld, temp as
sensorData.temperature FROM 'update/temperature/#'",

"description": "Ingest temperature sensor messages into IoT Events",
"actions": [
{
"iotEvents": {
"inputName": "temperaturelnput",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/anotheRole"
}
}

1,
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23"

E); €3
MEREREAEN TENFAS |, ¥ "update/temperature/Area51/03" @& T 5 &H,
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{ "temp": 24.5 }

EEEHEBKHEE B AWS loT Events , G E#1T T3 "BatchPutMessage" API AL —#K,

aws iotevents-data batch-put-message --cli-input-json file://spoofExample.json --cli-
binary-format raw-in-base64-out

= : spoofExample.json

"messages": [

{
"messageId": "54321",
"inputName": "temperaturelnput",

"payload": "{\"sensorId\": \"@3\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 24.53} }"

}

£ P ESE Amazon SNS FAE AWS loT Events
LR R2"AreaS1"EAIZFHTEEBELR SNS AEEH,

AWS loT Events AT LABZ Amazon SNS & |, RIFEABNSHEENZMAEHN., KEHRE AWS
loT Events {28123 #11T{E B a0 E 4 Amazon SNS FAE. |, 45512 "Area51, 5HIZF, ELHFER
H AWS loT Events 151,\J%§W‘§§Hﬂ(,m$ﬂ$1¢ﬁ§§'§ﬁ’] Amazon SNS BHIEBAMAZR , R AWS loT
Events #£4& Amazon SNS # 1TEN 2 B2 M@ AR ThAE

Heating system off command> {
"eventTime" :1557520274729,

"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",
"detector":{

"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState":true, "averageTemperature"
{}1}3}, "eventName":"resetHeatCool"}
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Cooling system off command> {"eventTime":1557520274729, "payload":
{"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192", "detector":
{"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"
{}1}}, "eventName" : "resetHeatCool"}

£ HERE DescribeDetector APl AWS loT Events

F# DescribeDetector API AWS loT Events Al & HEEUS E SRS ST EBNFFHE-N. HigE
REERNFERE, EEENEADPTRENER, EBEAL AP, BB AWS loT Events
ERIZS VBB ARAE | HBIEEE. DT AEE loT BEHEE TERRE.

CLI &% :

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area51

5] FE -

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

.

{
"name": "rangelLow",
"value": "15.0"

.

{
"name": "noDelay",
"value": "false"

.

{

=nes
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"name": "desiredTemperature",
"value": "20.0"

},

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorId",
"value": "\"OQ1\""

},

{
"name": "sensorCount",
"value": "10"

},

{
"name": "rangeHigh",
"value": "30.0"

},

{
"name": "enteringNewState",
"value": "false"

},

{
"name": "averageTemperature",
"value": "19.572"

},

{
"name": "allowedError",
"value": "0Q.7"

},

{
"name": "anomalousHigh",
"value": "60.0"

},

{
"name": "reportedTemperature",
"value": "15.72"

},

{
"name": "goodToGo",
"value": "false"

}

1,
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"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
.
"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

R B AWS loT Core # 8I5|Z AWS loT Events
THHFBIEAE AWS loT Core MQTT AR EFBMAREEFHRERAE ., BMBREEHEAHERES

B IS E R E R HBEMFAAEMA AWS loT Core ¥4, HLEHIG  RFIEETEA
"Areab5lHeatingUnit"# K944 "Area51CoolingUnit",

CLI 5 :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule. json

= : ADMShadowCoolOffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
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}

G : [z=A]

CLI v 55 :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

= : ADMShadowCoolOnRule.json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}

EE: [z=A]

CLI % :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

= : ADMShadowHeatOffRule. json
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{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

G : [z=Aa]

CLI 5 :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

= : ADMShadowHeatOnRule.json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
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"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
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£ HEEERNBERE/ENZEE/E AWS loT Events

AWS loT Events A SAERAIZIEENSHNEREFRBREE, EUTAERANEBERERFTRES
WERESY  WEERBEEIEHM AWS BR, THRNFAREMBIELEE , LEYEE loT FHH
QEE@O

® Note
ECHEFNSEETERBFER , CAUKERXARFRERBENS Y. NRFHFEER
RBRRER,

AWS loT Events iR N 5IE){F , AT RIGERAFTRSRRERH -

« setTimer REIFTHEER.

« resetTimer LAEFRFHEFES,
« clearTimer MIBREHEFES,

« setVariable RENEH,

AWS loT Events XE T 5|81E , afZEFER AWS R -

« iotTopicPublish £ MQTT & L& MFHA L.

- iotEvents ERMEIEZE AWS loT Events # A% A&,

« iotSiteWise SERMEEZE AWS loT SiteWiseF W EEB M.
« dynamoDB #$ & #}{&i: & Amazon DynamoDB & #l %,

» dynamoDBv2 #$ & #H&ix E Amazon DynamoDB &}k,

« firehose #4&¥H#iXE Amazon Data Firehose &,

« lambda WA AWS Lambda BN %,

« sns QEEBHAAXEEER,

* sqs KHERMEIEXE Amazon SQS 1751,

5 AWS loT Events REFTIFSS S B FE

AWS loT Events XE T 5|EE , A BEFERATRESIREEE -
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« setTimer REIMLFTHEFER.

- resetTimer LAERETESR,

« clearTimer MIBRETEFES,

- setVariable REEE,

ARERT R EREIMF

Set timer action

setTimer BF AR ER M IFEFEUY HEMWNFTEFR,

More information (2)
BYFHEESEE , BXEBEETISE.
timerName

AR BT,

durationExpression
(B ) FTSRNSFERE , U AEN,

FERBREANTLEEREUBIAZTRIZFONER. FlW, NREHEFTIFRHRES 60.99
¥, AEREREXNTLERSR 60 ¥,

WIESFMEER |, 5529 AWS loT Events API 2Zth§y SetTimerAction.

an-I_ HT%%E'HE

Reset timer action

resetTimer B)MFAIREHK TR BRREA LRIFHENIFERERERXER,

More information (1)
BRGNS E  SXERE TS,
timerName

AT R B,

RENRRDE 10


https://docs.aws.amazon.com/iotevents/latest/apireference/API_SetTimerAction.html

AWS IoT Events

FMBABER

AWS loT Events EEERGTRRE , TEEMNGEFERERERX.

WMEHMMESR , 5528 AWS loT Events APl 2£ 1§ ResetTimerAction.

SERRET TR BN E

Clear timer action

clearTimer BEbETR] ZEEMIERIB B ETEER,

More information (1)
MIBRETREEREG | B AIBETIIBE.
timerName

AR BRI R B,

WEHMMEER |, 5528 AWS loT Events APl 2Z A8 ClearTimerAction,

REESEEE
Set variable action

setVariable BEMET] RGBT EGEEEMNES,

More information (2)
BUSEE K SXREETISH,
variableName

BREHNEE,

value

BRAHTE.

WEFMEER |, 552 AWS IoT Events API 2Zd ) SetVariableAction.

EBRET IR EIE
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_ResetTimerAction.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_ClearTimerAction.html
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AWS loT Events £ E MR AWS

AWS loT Events XE T 5|81E , aIZEFER AWS R :

« iotTopicPublish £ MQTT & L& MFHA L.

- iotEvents ERMEIEZE AWS loT Events # A% A&,

- iotSiteWise BERMFIEZE AWS loT SiteWiseF W EEB 4.
« dynamoDB #$¥& #}{&ix E Amazon DynamoDB & #l %,
 dynamoDBv2 #4 & #H{&iXE Amazon DynamoDB ¥ ik,

-« firehose #&KHEIEZE Amazon Data Firehose & i,

« lambda WA AWS Lambda BN %,

« sns SEERBHLXNELEHR,

 sqs BB ERMEIEE Amazon SQS 17751,

/A Important
o BB E AWS loT Events FMIEFEA IR AWS BEZEHBHN AWS EiE, NEXEEEN

BE | 7528 (Amazon Web Services —fig2:#£&) H#) AWS loT Events i B A Bl 58,

o BIRAE AWS loT Events BI{EZE M Hb AWS BiRE | X AFRAMERN AWS EiF, NRE
T4 AWS B , BIfFE AWS ERRFAIsE=IE R ERE,

BIBTESR , 7 JSON A AE[EE AWS loT Events EAEXEE ., WEIEASHESEHERSEE
HYTERNBRDECSHHEBETANEBLEY, EERTEHFERAR , BUUERARERER,
WMEFHMER , 550 API AWS loT Events BE /M ANEHE, BiRAEESHERHREXME

AWS loT Core

loT topic publish action

30

AWS |oT Core BMERREFBABRRERERN M MQTT AWS loT FAE, NELZEEENEE ,
2/ {(Amazon Web Services —f2ZE) HI AWS loT Core U 2 F El 58,

AWS loT FABRIEER AWS loT EEBKFA SR MA FInEIEEFTRAFRIEEA Pk, W
FHMER , F2BR CAWS loT B AEER) PHNEEBEABE,
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More information (2)
E8BM MQTT AER , BLEEETIZH,
mqttTopic
BEWEAEH MQTT =&,

BAILEREREREPEVNERTBAE  ERTHREBEER MQTT TERH,
payload

(iBF) ERASESEAEASNELHTERENSHEZBEERETANFIEBEEY. &
A LA BT RS, WEFEFMEN , 528 AWS loT Events API 2E iy EE,

® Note
AREEEESL AWS loT Events RIEACHBEREF iot:Publishifrl, WMEFME
A, EZ2ENE 2 MFEEE AWS loT Events,

WMEFEE

%II
ﬂh

2R AWS loT Events APl & H#7 lotTopicPublishAction,

AWS loT Events

loT Events action

AWS loT Events B){E A :ZBIEAS EREIXZE AWS loT Events AR A, IEXEEEHNEE |
B {Amazon Web Services —fix2Z) H# AWS loT Events Un 2 # Bl 58,

T
¢

AWS loT Events I AR ERELEERBRETFELTENEREE  WERL W EEHEFEER
BE, MEFHMEN , 5528 ( AWS loT Events FAZABIER) PRI EE AWS loT Events ? o

More information (2)

EREEERE B AWS loT Events , B AEIEE THS2E,
inputName

EWERH AWS loT Events B A Z &,
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payload

(BR) RRAHISEFEASFEEHTERNSHBRDERBEIANMEBLEY. &
ﬂ_jo—.“’/{ ﬁ nTE‘(ﬁo yu$n¥%ﬂiﬁnﬂ nﬁ Z ﬁ AWS loT Events API ﬁ%q: E’Jﬁﬁ

(@ Note

FRTEEEEZE AWS loT Events [RIEA B EBER T iotevents:BatchPutMessagedf
A, MEFEHEER , FSEN S DM EFIEE AWS loT Events,

WEFMER , 52 AWS loT Events APl 2Z 1) lotEventsAction,

:lJI

AWS loT SiteWise

loT SiteWise action

AWS |oT SiteWise BIEF BIZASERHEIEAE R EEB M AWS loT SiteWise, MEXEEFWFE

B  #2H (Amazon Web Services —fi82ZE) HI AWS loT SiteWise i 2 M B 58,

AWS IoT SiteWise R —HZEMRE , TREARBWE., BRBNINRE IREBEHER. WFHF
WMER , F2H (AWS loT SiteWisefEAEER) PV ERAWS IoT SiteWise ?,
More information (11)

EREEREEE FHNEEBME AWS loT SiteWise , U4 BIBE T IS H,

/A Important
EERBRESR  SXAER PHEBEEBME AWS loT SiteWise.

o MREFEH AWS loT Events 125 , BINAEEE propertyAliasREFEEEER

.

- MRIEMHEH AWS CLI , BINAEIEE propertyAliassim & propertyld , assetIdif
HEBREEBM,

MEFHMEN , F28 (AWS loT SiteWise A EIER) FHEITEERETRMHFEEE
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propertyAlias
(BA) EEBMENRE, SHhalEERER,
assetld

(ZEH) EAEEBMNEE ID. BHETUEEREN,

propertyld
(A ) EEEMN ID. KA liEERERN,
entryId

(CER) LLIEBMME—EBIN. SRLERERE ID REREXKE , THMEERIER SREHER.
FREATHHE—FAE. SEAUEEREN,

propertyValue

TDEBMEFEEANGES.

quality
(1B ) EEBMENRE., E44EA GOOD, BAD = UNCERTAIN, &t aLUEERE
o

timestamp
(A ) SEHEARETANES., NREREEIE , AFERASHRRE,
timeInSeconds

A3 (AR AREMN , 88X A Unix epoch), BREE TR 1 B2 31556889864403199
2B, BHAEERER,

offsetInNanos

(A ) R ERHEWUEtimeInSeconds, BREE N 0 2 999999999 2 A,
BB IEERER,

value

BEEEBMENGE,

/A Important
BAERE EEEEBMN dataType , EETHEF—EEERE, WEHAE
A, 5528 AWS loT SiteWise APl 2Z i ij AssetProperty,
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booleanValue

(BF) EERMERMME , XHA TRUES FALSE, B AIUEERER, IRE
ERFRER , RFHEERESHME.

doubleValue

(1BR ) EEBMERE. BHUMEERER. NREEARER , FHEEREXR
BRRE,

integerValue

(1BER ) EEBMEARY., ShaliEEREN, MREEARERX  AFLERE
B,

stringValue

(R ) EEBMEATR, SHAbEEREN, MREERAKRERX , RFHEERE
TR

® Note

FEREEIEEZE AWS loT Events RIS A BNWBERE T
iotsitewise:BatchPutAssetPropertyValueffd, MEFMENR ,
FEUETE AWS loT Eventso

s
B
dn
S
w
3
2

WEHMEER , 5528 AWS loT Events APl 2 lotSiteWiseAction,

Amazon DynamoDB
DynamoDB action

Amazon DynamoDB Ej & o] 124% & FHEX E DynamoDB & #l#%. DynamoDB & ¥k — M2
WEEE 2 BEAEPNAIEBMEY. WEXENEFHEE , F2E B Amazon DynamoDB
i 2 A1 Bl ZEAmazon Web Services —fi¥ &%,

Amazon DynamoDB R — B £ S EH NoSQL BRI ERT , Wi 4tiRiE B o] & % aE
ERNTERMY., MEFMENR , 5528 (Amazon DynamoDB Fi% A 215/ ) FHTER
DynamoDB ? , DynamoDB
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More information (10)

T}

EH6 & BHEIAE DynamoDB ER KRN —EE R , BXEEBET IS H,
tableName

EWERH DynamoDB B KRB, tableName EHAERFS DynamoDB ER KRN ER KRB
B, BhalisERER,
hashKeyField

HESRBNEE (LBAPIIESE )., hashkKeyField EAEMHFE DynamoDB ERIFRM 2
HEXRF|IER, BHALEERER,

hashKeyType
(A ) MESBNERER, HESREANENLES STRINGE, NUMBER, FEFR{ES
STRING, #EAILAIEERIER,

hashKeyValue

FZEZRE|8AVE, hashKeyValue EABNRELR, ELHBAFENTRERHEER, Sl
BEEREN,
rangeKeyField

(ER) ERSI8 (TFBAEFRSIE) WA, rangeKeyField EHXERFE DynamoDB E#
ROEFRSIE, BhaUEERER,

rangeKeyType

(&R ) SERSIEBNERER, BESRBERWENES STRINGE, NUMBER, FEFREA
STRING, &l AEERIER,

rangeKeyValue

(ER) 8SE%R5I@ME, rangeKeyValue EABNRER, ELBARSENTRHARMKESR.
WA EEERIEN,

operation

(ER) EPTHRESE, ZHalEERERX. BFEXERTIIHEHS—@EE
« INSERT - #$& M A% 8B & A DynamoDB E#l&, ERTERE.

« UPDATE - fER#TE & E % DynamoDB BRI XRMWIBEFIEE,

 DELETE - & DynamoDB BRI &XMREEHEE
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payloadField
(ERA) BWEBEASEN DynamoDB ERHE . FARBBEA payload., B A LUIEERE
o

payload

(2R ) AREAHESEEREIFERYTERNEHBEXBDFEEBETANMEBLHEY. &
WA BRI RS, MEFMEF , 5268 AWS loT Events APl 2E RS,

MRIEENAFERRFTH , Si%IE JSON ERMEA M E BDynamoDBActionEiAE
DynamoDB & #}#k, DynamoDB £# A &L Base64 iGN FRETER . payloadField
B2 payload-field_raw, EHBAILIEERIER,

WMEFHMER , 5528 AWS loT Events APl 22 f1#y DynamoDBAction,

Amazon DynamoDB(v2)
DynamoDBv2 action

Amazon DynamoDB(v2) EifE I Z B A& E # = A DynamoDB & #Rl%&, DynamoDB & #l &Y 1E 5l
ERRESELEENBEARPKE —EEHEY., NEXENEEEE , F28 PH Amazon
DynamoDB i 2 #1 B¢ 88Amazon Web Services —fi8Z %,

Amazon DynamoDB 2 —HEHE2ZE M NoSQL ER ERK , mTiR41RIE B o] 8 I % EE
EEOERY. MEFMENR , 5528 (Amazon DynamoDB F# AE1E/m) PR ER
DynamoDB ? , DynamoDB

More information (2)

ik

BEEREIEE DynamoDB ER RN ZEERMEE | BXARETYZE,
tableName

U EREY DynamoDB BRI REH, BBAILIEERER.
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payload

(BR ) FREAHISEFENFERITERNSHBERBFERRETNMEBLEEY, &
AL BT &S, MEFMEA , 528 AWS loT Events API BE &,

/A Important
AEHFEHAAR JSON, FBHAIIEERER,

(® Note

REEERZE AWS loT Events IR A B BER F dynamodb: PutItemsFa, MFEFFHH
B , F2EN S NEFIEE AWS loT Events,

I

WMEHMER , 5528 AWS loT Events APl 22 F1#y DynamoDBv2Action,

Amazon Data Firehose

Firehose action

Amazon Data Firehose Ei{E 0] &S E BHEIX E Firehose X &EH. NEXENEEFE
B 8 Amazon Data Firehose i 25 F %l £2Amazon Web Services — 2%,

En
¢

Amazon Data Firehose 2 —IH£ZER®E , TAABRRERERRFE Amazon Simple Storage
Service (Amazon Simple Storage Service). Amazon Redshift, Amazon OpenSearch Service
(OpenSearch Service)  Splunk & B Wi, MFEFMER , 52 (Amazon Data Firehose FiE
AEBIER) PR EER Amazon Data Firehose ? o

More information (3)

B SIS ERHEIEE Firehose RITHEREK , BLABE T IS8,

deliveryStreamName

BEIWE R Firehose XTRHREZE,
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separator

(iBA ) BULERZETDBFRRDREZEE Firchose R ERNEEER ., 2RFRELYL
A= '\n'(newline), '\t'(tab). '\r\n'(Windows new line) & ', '(comma),
payload

(IBA) BRASESEAEANSNEEHTERBNESHEZBEEBRETANFIEBEEY., &
WA A BRI RS, WEFMEF , F2E AWS loT Events APl 2E R,

(® Note

EEEIEREZE AWS loT Events RIEA R BEKRRF firehose:PutRecordid ., WMEFF
MER  BF2ENE D MEENEE AWS loT Events,

WMEFEEA

nlh

2289 AWS loT Events APl 2Z iy FirehoseAction,

AWS Lambda

Lambda action

AWS Lambda B)fET]Z&EF Y Lambda KB, MEXEEFNEE |, i 5828 (Amazon Web
Services —fi§2ZE) I AWS Lambda i 2 M ELEE,

AWS Lambda R—EEERK , AIZLHTERE K MEESHERNETEMRS. NEFMEEA ,
28 ( AWS Lambda B A E365R/) PR ER AWS Lambda ?

More information (2)

3

E&EFI Lambda ¥ , BLEEE TS,

functionAxrn

Lambda B FEALE ARN,
payload

(EA) ARASIEEFEARERYTERNSHBEDEEBREANFEBLEY, &
'&—.I-J’)\ ﬁ nT%ﬁo yuﬁﬁn¥%ﬂi§ﬁﬂ nﬁ 2 ﬁ AWS loT Events API ﬁ%qﬂﬂﬁﬁ(ﬁo
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® Note

ETEEEREZE AWS loT Events RE AR BEEIR F lambda: InvokeFunctiongfal, 40
EHMER  BF2Z2ENE 2 MEFEEEE AWS loT Events,

MEFEFHAEA

nl‘*

2289 AWS loT Events APl 2Z ) LambdaAction,

Amazon Simple Notification Service

SNS action
Amazon SNS FERMENIMETZ AR Amazon SNS A8, MEXENEEBE , 528 71

Amazon Simple Notification Service i 2 #1 Bt #2Amazon Web Services —f##8%&,

Amazon Simple Notification Service (Amazon Simple Notification Service) & —& Web IR ,
ABANEEASBGESEELETRIRESIAFin. WHEFMENR , F2H (Amazon Simple
Notification Service BiE A S5/ PR ERE Amazon SNS?,

(® Note

Amazon SNS EFERMENET & Amazon SNSFIFO ( £#EH ) £, HRBRRIS|IZE
2 ERIRIE , BLELEE Amazon SNS BEifERE , AS AR W‘%LX?EEE’JJ“EH‘?%/?O

More information (2)

B IRE M Amazon SNS B  BUBEIBETISH,

targetArn

EUWEAE M Amazon SNS BHZ ARN,
payload

(iBF) BRAHESEAEANSNELHTERBNESHEXBEEBETANFIEBEEY., &
WA A BRI RS, WEFMEF , FSE AWS loT Events APl 2E R,
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® Note

SAREEEESE AWS loT Events RIEA RN BEREF sns:PublishiFrl, WMEFME
A, BF2ENE 2 MEFEEEE AWS loT Events,

WMEFMET , 5528 AWS loT Events APl &ty SNSTopicPublishActiono

Amazon Simple Queue Service

SQS action

Amazon SQS EE T ZEEAGE BHEIX E Amazon SQS 175, MEXENEEFE , F2H O &
) Amazon Simple Queue Service i & A it EAmazon Web Services —f# 8%,

Amazon Simple Queue Service (Amazon SQS) ##t%Z 4. MABTHANFEE TS , THREESH
DRt B BBRENTH. MEFHENA , 528 (Amazon Simple Queue Service FE A E15
) B EER Amazon Simple Queue Service>,

@ Note

Amazon SQS EEAR X #E >Amazon SQS FIFO ( &%t ) £fE, HRRBIGIZR S
BXRT , HILEE Amazon SQS BER , AR T BET LB EMNIERFE R,

More information (3)
B ERMEIAE Amazon SQS fFHIEF , BAUEEE TS ¥,
queuelUrl

BEWERH Amazon SQS 75 URL.,

useBaseb4

MBEIEE , (BAH) 2485 AWS loT Events #®i§4A Base64 X FTRUE, FEREA
FALSE,
payload

(2R ) AREARESEEEIRERYTERNEHBEXBDFEEBETANMEBLHEY. &
WA DB RS, MEFMEF , 5268 AWS loT Events APl B2E ) EE,
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® Note

REEEZEESE AWS loT Events R B BHBER T sqs:SendMessagesF i, WMFEFH
HEF , F2RENF D WFIEE AWS loT Events,

WEFMER , 552 AWS loT Events APl 2Z /1 #) SNSTopicPublishActiono

& Al LAE A Amazon SNS 1 AWS loT Core # I 5| 23R 58 AWS Lambda E#, EJHEEFEH
Amazon Connect EEMRHK , EER LN RALEERFE (ERP) BARE REKEE £,

(® Note

EEABNENRIE AR ERICHER , B LAEHAEMBRE AWS |, Fl#0 Amazon Kinesiso
BRI URZESTRAE D , AESEREBEIXE |, AWS loT Events #iAEBIZSHNE A

Amazon Simple Queue Service
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FAREHE, ERNEEEHAERNRKIEN

BEEAARIGEAER, ST E , ARYEESEEBESMEERERENHEG, BERELIMNEHE
BISSEEEF | AWS loT Events IR ZB A X RIEEE, BUAFERAEEXRIEEEE , LU EERE
¥ EMEZE AWS loT Events sHEEE R,

xR
o £ PENREEERMEZHIENTEE AWS loT Events
« WREAFHIFMAE AWS loT Events

E HEREZEEERNMESEENTEE AWS loT Events

BEARHANRGRREERNERDFNTE, EUUEREXFHEM AWS loT Events B, EH
F. HE. SENERER, EBFEEELRY , BUMBYBABEETNREXNREZEE oT EX. ¥
1TRTE. BEFS | URERNREE P M HBERE,

XF

* Integer
« Decimal (‘M)
- FH

* Boolean

EHF

Unary
« JF (fME) : !
« 3E (fum) : ~
&/ME (BHT) @ -
FER
o BBE : +

MEEETHLARTEH, FREESAUELR () FiE.
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flan : 'my' + 'string'> 'mystring’

=K
o i : +
MEEE TH L ERHE,
o BE -
- EBF9 : /

BRIFEL—EEET (BREIGRH ) BHEME , FASINERAERE,
« JE O+
Bitwise ( B )
« OR: |

flzn : 13 | 5>13
« AND : &

5l : 13 & 5>5
e XOR: A

5l : 13 ~ 558
- NEA: ~

Fln ;- ~13> -14

Boolean
« PR <
« PRJERN : <=
« R ==
- RER: 1=
« RRFEFR : >=
« KR : >
« AND : &&
- OR: ||
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@ Note
ENTFRENX| | TERERNERE , ZFREXFRA false,

&SR

B AERE R R D B RIEXFRIFER,

E1£ AWS loT Events FRIER P EARNEHE

AWS loT Events 12t —fAAEKE , nEEERFERRIZENXNNINEE, ELXRERATRIEE,
BFRER nulRE, BRERERE,. WARR. FEERENMVTERE, EBFAELRE , B
EIE & AWS loT Events REEEE , = loT EFARERNEREME,

AR E
timeout("timer-name")
true MRIEEMNFTERCB , BIFHME B . 4§ "timer-name" R BB EENFTFEERE |
LABISR TR, EEHEESD , BULIERFTEE , REMEFTFSE. BERRFTRESR , SUSKRER

ERMETIFES, 528 WL detectorModelDefinition.states.onInput|onEnter|
onExit.events.actions.setTimer.timexrName,

BABETRRENSERNEBIRENFTRBFR, QLA TEHEEIUFTRFRNRE , TaEE
ASEFTRIRAIRRE,

Blan | ERISEREMENEE TemperatureChecked® RecordUpdated., &E#
TemperatureChecked ARREZE I 5THFER, MU BEKIERS TemperatureChecked HREE |, &
£/ RecordUpdated AREERIETEEES,

A THREAERNE  BREFHFNSEREAR 60 Y.

(® Note
timeout() true REEERITERSRBHEFE X RERERDR K ffEfalsezBE
=,

REXHEK oY
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convert(type, expression)

TEAERAEERRNRIENE, ##ENXER String. Booleand Decimal, EAHEH
—EARREFIA AT ERRFCFENRER., RETHERRINEERENE :
- E > FH

EEFE "true"® "false"s
- NE > FEH
- F& > mHE
- FH > Ty

BEENFELARNBNBERERTE , BRlconvert OB XRM,

MR convert( ) REEEMWE , MEFMBHRERN LSRN, LERERR false , BT
8% actionss Bt BnextStatelEEARERERNZSHMN —3BD.

isNull(expression)

true MNRFEXEE null , BIFES . B0, RE@AMyInputREIFAE { "a":
null }, BIBATRAREFEA true , {HisUndefined($input.MyInput.a)iH LA
false,

isNull($input.MyInput.a)

isUndefined(expression)

true MRREHZFKIER |, AIFFEA . Hlw , R AMyInputEBIFAE { "a": null },
AL\ TRBEFEA false , BisNull($input.MyInput.a)iff A true,

isUndefined($input.MyInput.a)

triggexrType('"type")

#AEA AR "Message"H "Timer", ¥k true RERAFTRHRBHMBETRNEMHREES
Al , T AEHIFRR.

triggerType("Timer")

HEWE AR
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triggerType("Message")

currentInput("input")

HME true RERARIEENWAFEMIEEERNEHKEE, Flm , mR&H
ACommand W ZIFAE { "value": "Abort" }, BIATABRETE LA true,

currentInput("Command")

EF R BORBRE R EREFES , ERACKIIBERMABTRSREAREH TR EXAHR
o

currentInput("Command") && $input.Command.value == "Abort"

FERECHERE

startsWith(expressionl, expression2)

TEE—REFERENtrueRBUEZBAFRRENXFHE, Hlw , MR AMyInputEIFAR
{ "status": "offline"}, BIATABETES true,

startsWith($input.MyInput.status, "off")

MEREXPLATERFEE MRE-—REARFEAFTRE , IRBNERRER. T8
PITER,

endsWith(expressionl, expression2)

true MIRF—EFEREANUF_BAFEREXNERE , AIFEA . o, LRy
AMyInputZIFAE { "status": "offline" }, BIATAREFMES true,

endsWith($input.MyInput.status, "line")

MEFREXPLATER/FEE, MRE-REXARTEAFTRE , INBNERARER, T
EHTEIR,

contains(expressionl, expression2)

true MRE—EAFRREATEF_FEFRKREN |, BIFFEAE . S0, WREAMyInputll
BEAR { "status": "offline" }, BIATAREHEA true,
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contains($input.MyInput.value, "fli")

MEFREXPLATERAFTEE, MRE-REXARTEATRE , INBNERARER, T
EHTEIR,

Bitwise & 2173 &l B &

bitoxr(expressionl, expression2)

AMEEEHRIERNNMIT OR ( ZH# (L OR BRERERBMWH EM T LT ), flmn , i
AMyInputi®BIFAE { "valuel": 13, "value2": 5 }, BIATARGFAMEA 13,

bitor($input.MyInput.valuel, $input.MyInput.value2)

MEREABLATERBRE, MRE-REXARTFELEZRE , INBHNERBRER. T
EHITEIR,

bitand(expressionl, expressionZ2)

AMEEYMRIENXMNMUIT AND ( —H AND REEEBHNBEN T EH]IT ) . flln, WRE
AMyInputlRZEIFAE { "valuel": 13, "value2": 5 }, BAILATRAAREFMEA 5.

bitand($input.MyInput.valuel, $input.MyInput.value2)

MEREABLATEABRHE, MRE-REARTELEBRE , AINBNERBRER. T
EHTEIR,

bitxor(expressionl, expressionZ2)

AHMEEHRIERMNMIT XOR ( DL XOR RESHEEHMWE BN T LHT ) . flan, mRE@
AMyInputWZEIFAE { "valuel": 13, "value2": 5 }, BILTRAALFEA 8.

bitxor($input.MyInput.valuel, $input.MyInput.value2)

MEREABLANFEABRHE, MRE-REARTERERYE , INBNERBRER. T
EHTEIR,

bitnot(expression)

TMERHRERNWAIT NOT ( ZHA NOT BREREREM AT LT ) . Hln, R
AMyInputlRZIFAE { "value": 13 }, BAIATRESTEA -14,
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bitnot($input.MyInput.value)

MEFREXPLAFEHBERE, MRE-REXARFEAEHE , INBNERARER, T

EHTEIR,

AWS loT Events IEE X P AFMBE NS ZE
A

$input.input-name.path-to-data
input-name 2& M Createlnput BIEE I K A

flan |, MREBELAE B ATemperatureInput RE
FinputDefinition.attributes.jsonPathIEH , AI{ET

"temperature": 78.5,
"date": "2018-10-03T16:09:09Z"

EEZ2E temperature BUMWE , BEATYGR.

$input.TemperatureInput.temperature

HRESESINMENL , BTUER RBEEFINKEN], 0, BEETHIE

{

"temperatures": [
78.4,
77.9,
78.8

1,

"date": "2018-10-03T16:09:09Z"

}

B LAER T 5 578.882%E H,

$input.TemperatureInput.temperatures[2]

HEE TS M,

BEAFGANSHNSE
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Variables
$variable.variable-name

variable-name B A CreateDetectorModel BN{EEZ RIS B,

Flan | MREFFEH TechnicianID EENB A HE
#detectorDefinition.states.onInputEvents.actions.setVariable.variableName ,

BULER TGS 2ERIIREREHN (FF5) E

$variable.TechnicianID

*

8RB setVariable BIfFRERELHMNE, LEE/REXNFHNEBEIRE, BBEEIUE
RIE. Bl BEEBEIEIRME null,.

(® Note
EFEATER (RARESX ) EXPBEFNSBEP[a-2A-2][a-2A-20-9_]* , BLEE
REI5%E () PREELHRBIRT . i, FAEA WBAURSEEZS MyInputWE A _value ,
KA LBWVIEES $input.MyInput. _value',

EfEREXPEASER  FRETSIER :

ERERSEMAER —SZEERTHNERERR  FREESENMAEERERHBAR,

Flan , AT RERD , BEOR ==MRWEEFWEE T, A THFREZE T
& , $variable.testVariable + 1H$variable.testVariable/BESEREH N /DNE,

WA BEI1R+EEFHEE T, Ak, $variable.testVariable #BSEZRESH/INE,
‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- ERFERASEZERABERRENSIEE  FRERREIELSENENER,

Bl , Foltimeout("time-name" ) MBREEFLSIRNFHEMASI B, MREER##1##ER
2%  ALASEERES|HRNFH,

timeout("timer-name")
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® Note
B convert(type, expression)EH# , MREFERAENSZE | AISENTHERL

AR String., Decimal= Boolean,

AWS loT Events EE XX EEH, N, ZENHMEREE, TREHTHEENEEHFE,

BHEEHIER
BE. 78
BE, fME
PR, FER
MR, mME
FE8, AME

AWS loT Events RiZEHERE A

'${expression}"

ERFES{(IBINBBEAFHR, expression GRS AWS loT Events RiER, ETIHEE
F. HENSE,

f5lgn | #BEF SetVariableAction BIfEREZHZEE ., variableName BlA SensorID, M value
BNA 10, &R LAEN THIEREA,

BRER =
'${'Sensor ' + $variable.SensorID}" "Sensor 10"
"Sensor 11"

'Sensor ' + '${$variable.SensorID +

1}
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BEREA fERF

"Sensor 10: true"

'Sensor 10: ${$variable.SensorID
10}

"{\"sensor\":\"${$variable.SensorID "{\"sensor"\:\"11\"}"

+ 1A\"}

"{\"sensor\":${$variable.SensorID + "{\"sensor\":11}"

133

WREZENEFHFAE AWS loT Events
BO BB TY AR EERFERPIEEE

« £ AWS IoT Events A AT ENRIER,
« BREREEZE AWS loT Events APIsii B2,

BEAXEREEH. EET7. BB 2ENBRHEL,

/A Important
BHREXALASETEY, PN, FRIHME

##E AWS loT Events &RiZE\
FEBETHEH |, HEERE AWS loT Events RiER :
%18
WRAXFE , REXMEISEIR, HHESES truesk false,

'123" # Integer
'123.,12"' # Decimal
'hello! # String

|
2]
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'true' # Boolean

HRBSE  SLAEESEIBWAE.
« Tl AZZ+HEMLBT 10.01,

$input.GreenhouselInput.temperature

« THEBSBEFE Greenhouse Temperature Table,

$variable.TableName

BERER

HRBARES  BLAER ${} , BEAMLALES|HRERLR, BREFBTNEEXF. EH
F. HE., 2ENBRELVAES.

« THREXWIFEERREFE 50.018 in Fahrenheit,

'${$input.Greenhouselnput.temperature * 9 / 5 + 32} in Fahrenheit'

s THREXVFTEERE2FE {(\"sensor_id\":\"Sensor_1\",\"temperature\":
\"50.018\"},

"{\"sensor_id\":\"${$input.GreenhouseInput.sensors[@].sensorl1}\",\"temperature\":
\"${$input.GreenhouseInput.temperature*9/5+32}\"}"

FERBE

HRFHRBE  SXEFER +. FRBECTUIEXTF. EEF. BHE. 2Z0NERELNAE
PaN

Ro

. THAREXNFTFLEERRFE Greenhouse Temperature Table 2000-01-01.

'Greenhouse Temperature Table ' + $input.GreenhouseInput.date
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AWS loT Events {5 8 251& 7 &5 {5

WEMIRMAREMAEEESE AWS loT Events hEEMEHIFEARFIEE, Sfls@EREARER |, 4
MEERE , JFERNEEEINKEZERS. SESMHTIESRFNERNRHER , HERE
AWS loT Events {838, BIfEFIEES., EL&HHIRR T AWS loT Events IRIEHVEEM |, AR A&t ¥ &
E loT EFRAEXMERAERMETEET, #RE AWS loT Events THAER , RNREEEEHEEBEEIRNE
BL TERENIES , B2RILLEMR,

&

- 4l . BE FH HVAC BE#EH AWS IoT Events

- 56 : A 858 AR Canane AWS loT Events

o EXWSUUEE PERSNELE AWS loT Events

- A Cane ES#2#9 AWS loT Events {88858 5

» AWS loT Events AI® Cane E5#Z@y% A

- A EEETRARERAS AWS loT Events

- 51l . EABERFNERAER AWS loT Events ITEHE A
- &4l : £/ Device HeartBeat E5128£ B E#% AWS loT Events
- 5 . PR ISA R AWS loT Events

- S5 : EH EERERER AWS loT Events

i - R FH HVAC BE#H] AWS loT Events
ER2HE
MR GBS FEIh A BERAIER (ERE) -

- BERN—EEUSFEE  TERN2HZEES. (KASERIEMERFEATER. )
- SEAEAFHTEERNSRAEESEEFN RSN Z ERERZVREER,

- BULERSESEERANAERE (REHM )

- BULABEESERRESE , XRREEELSH,

o BALIRER S R ESR TR E BIEERE B M ERRERR,

s BALRBARERTREMNBNGAET , MRFEMARREE,

- FRIBRSERYHRERENBERTER.
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« BULERBRIURERERN, MREA—EREREDHHERESHRIEREERNRES , AlguH
BEEMAHSAEKE  MEANFSQHRZBREIERE,

Lt ga Bl R e T 5 2R

- BEVEHERRER,

- BIA®WA,

- W ARREERSFER,

o« FRLAEERRMF

- BBRGEEPHREEY  WRBEREIEEFNE.
- B2BRGPOERSE  XRBERUERET RS

. FREVEIE Amazon SNS #l MQTT FAE M ENE,

Hy HVAC R#ERVE A EER AWS loT Events
seedTemperatureInput AREI EEHMNERIEEHITERE K AEZHRESE,

£ HERE HVAC RFEE AR B R RIRIZES| AWS loT Events IEEEE, I &14I5R 8 a5 EHE
WMSBEWEA |, fIAEE. RE. GAXRNERERER., TR IEEAABE. REERRFEME
ERAEERL , UHBERSFERBZERERARKNEN , UESKREEENNE,

AW CLI i f

aws iotevents create-input --cli-input-json file://seedInput.json

= : seedInput.json

"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [

{ "jsonPath": "areald" },

{ "jsonPath": "desiredTemperature" 3},

{ "jsonPath": "allowedError" },

{ "jsonPath": "rangeHigh" },

{ "jsonPath": "rangelLow" },
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{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },

{ "jsonPath": "noDelay" }

[E]FE :

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

EREEHSERSFHNSEBREStemperatureInputEi%
fEFAM CLI @ -

aws iotevents create-input --cli-input-json file://temperatureIlnput.json

= : temperatureInput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
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[E] FE :

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperatureInput",
"inputDescription": "Temperature sensor unit data."

£A B HVAC RN ERIZFERESE AWS loT Events

areaDetectorModel EEEEERFBTEBNEESRN, Flstate machine#{TEEBESHE
BERERESREY A AREEBELEHSEFRENEAZHAL,

AN CLI % :

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

= : areaDetectorModel. json

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "start",
"onEnter": {
"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {

"variableName":
Ilvaluell: II@II

"sensorId",
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},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "0.1"
}
},
{
"setVariable": {
"variableName": "resetMe",
"value": "false"
}
}
]
}
]
},
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangelLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{

"setVariable": {
"variableName": "averageTemperature",
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"value": "$input.seedTemperatureInput
}
},
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.
}
},
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.
}
},
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperaturelnput.
}
},
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperaturelnput.
}
},
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.
}
}
1,
"nextState": "idle"
I
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperaturelnput.sensorData.temperature < $variable.anomalousHigh &&

.desiredTemperature"

allowedError"

anomalousHigh"

anomalousLow"

sensorCount"

noDelay == true"

$input.temperaturelnput.sensorData.temperature > $variable.anomalouslLow)",

"actions": [
{

"setVariable": {

ARREANER
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"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,
"nextState": "idle"
}
]
I
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
}
]
}
]
}
},
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"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperatureInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",

ARREANER
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"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureIlnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
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"setVariable": {

"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",
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"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
I
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",
"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
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"nextState": "heating"

"stateName": "cooling",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
},
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
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"actions": [

{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}

ARREANER
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},
{

"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
},
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"eventName": "highTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature >
$variable.rangeHigh",

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

ARREANER
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},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"

}
]I

"nextState": "idle"

iy

"stateName": "heating",
"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [

ARREANER
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"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
I
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"

"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"

"onInput": {
"events": [

{
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"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureIlnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"

}

ARREANER
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},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
},
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}

ARREANER
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},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",

"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"

}
]I

"nextState": "heating"

"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) >=

ARREANER
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($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [

{

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

}
1,

"nextState": "idle"

]I

"initialStateName": "start"
1,
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

[E] FE -

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"
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) HVAC RHH BatchPutMessage &4 AWS loT Events

FILEHIF | BatchPutMessage AR A EBIHEM RS HTEE K I ESVHRBRESH,
fEFM CLI 5 -

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

% . seedExample.json

"messages": [
{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"
}

"BatchPutMessageErrorEntries": []

L& HIH , BatchPutMessage ARG BEPE—RESHNBERESREE.
ERAM CLI &%

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

= : temperatureExample.json

"messages": [

{
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"messageld": "00005",
"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 23.12} }"
}

"BatchPutMessageErrorEntries": []

W& | BatchPutMessage AREEEEHNMERE.,
ERAM CLI &%

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

= : seedSetDesiredTemp.json

{
"messages": [
{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
B FE -
{
"BatchPutMessageErrorEntries": []
}

Area51 ERIZEHITEEELEM Amazon SNS FAEE 4 -
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Heating system off command> {
"eventTime":1557520274729,
"payload":{

"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",

"detector":{
"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

1,

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType'":"Message"

.

"state":{

"stateName":"start",

"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0Q

1,

"timers":{}

}
.

"eventName":"resetHeatCool"

Cooling system off command> {
"eventTime" :1557520274729,
"payload":{

"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192",

BatchPutMessage &5
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"detector":{
"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType'":"Message"

.

"state":{

"stateName":"start",

"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0

},

"timers":{}

}
.

"eventName":"resetHeatCool"

L& BlH , HFIEA DescribeDetector API JREVSEAIZR#ITE R B AR EERVHEEE A

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-

value Areasl

G fE :

"detector": {
"lastUpdateTime": 1557521572.216,

BatchPutMessage &5
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"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

},

{
"name": "rangeLow",
"value": "15.0"

},

{
"name": "noDelay",
"value": "false"

},

{
"name": "desiredTemperature",
"value": "20.0"

},

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorId",
"value": "\"OQ1\""

},

{
"name": "sensorCount",
"value": "10"

},

{
"name": "rangeHigh",
"value": "30.0"

},

{
"name": "enteringNewState",
"value": "false"

},

{
"name": "averageTemperature",
"value": "19.572"

},

{
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"name": "allowedError",
"value": "0Q.7"
},
{
"name": "anomalousHigh",
"value": "60.0"
},
{
"name": "reportedTemperature",
"value": "15.72"
},
{
"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
.
"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

FH HVAC R & H BatchUpdateDetector 345l AWS loT Events
U EH|F , BatchUpdateDetector AREEEEFSRSHTEENRESE,

S¥H HVAC R EBBEESEMXRNEMNZEEREE. RE/RE A HEREFHN AWS loT Eventsiit
IREFIEE, THRNREBERZEEFSE, EFNRE  WELSTMUEEERFIRABRCESRSE  ®
MESENEE KIRERFENEED,

EAM CLI 5 :

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD. json
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= : areaDM.BUD.json

"detectors": [
{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areabl",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"

"name": "averageTemperature",
"value": "22"

"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangelLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
"value": "0.0"

"name": "sensorCount",
"value": "12"

BatchUpdateDetector 4l
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"name": "noDelay",
"value": "true"
},
{
"name": "goodToGo",
"value": "true"
},
{
"name": "sensorId",
"value": "0Q"
},
{
"name": "reportedTemperature",
"value": "0Q.1"
},
{
"name": "resetMe",
"value": "true"
}
1,
"timers": [
]
}
}
]
}
[E] FE -
{

An error occurred (InvalidRequestException) when calling the BatchUpdateDetector
operation: Number of variables in the detector exceeds the limit 10

}

AWS |oT Core R RIS|ZHf AWS loT Events

THREIEA AWS loT Events MQTT AAEEH B MHAE FEHBERAR, RMBRFRABERNFZER T
HNEEEEES T HEBEMNSHANENLAN AWS loT Core #1145,

EWEHFH | REZERT BB Area51HeatingUnitH H¥#FArea51CoolingUnits

A/ CLI 5 :
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aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

= : ADMShadowCoolOffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

EE: [z=A]

FEAK CLI & :
aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

= : ADMShadowCoolOnRule.json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",

"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [

AWS loT Core R HI5|%
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{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}

mfE: [Z=H]
FRAKN CLIHS :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

= : ADMShadowHeatOffRule. json

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

EfE: [Z=H]
AN CLIHS :

AWS loT Core R HI5|%
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aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

= : ADMShadowHeatOnRule.json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:r0le/service-role/ADMShadowRole"
}
}
]
}
}

EfE . [ZH]

35 - fEF {558 4R Canane AWS loT Events

MPEHENEETRRAAMBMRTEEEERESR  YBREENEAN. B0 XRBE—E FiE.
FESRHALS (AA)  HTE=BHIFTRENHERER. EEFRERERRNBHAERR

- BERERSHERES
- BEBREMHERR

FARE BENAR (EAHFITE craneldfl F#EERmotorid) , EEFAILUEAEE K HRET
MEE RN EHERZR. FEBMHGETE , BAEEEEEEN Amazon SNS =, BE 7 UURE
BRIEEER  HUREESENBL,

Lega R8T 5IZhEE
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- By, #EHL. E#. MER (CRUD) @A,
- By, B, EF. MR (CRUD) S4ERFERNTRRANSH4ERZR.
o A5 — 1B AR BB S EE4ERIER
He B A FRER ZE RIS R R,
i 8% R AN 4 A B H B YRR
REASE R DAGRERE , WRBHERRERE,
BEEER. RE, BRAAF[ANBEATROBITHRGHE.
ActionsExecutor £/ SNS BE&E F#THHE,

Biza S UEE PERZRHEAE AWS loT Events

HEERAMERA AWS loT Events S T RRERMA. BV AERFEANELERBERERNED, &
L6 g5 (5 RE AR A AWS loT Events REIZFEM TR E THKIR.

#Create Pressure Input

aws iotevents create-input --cli-input-json file://pressurelnput.json
aws iotevents describe-input --input-name PressureInput
aws iotevents update-input --cli-input-json file://pressurelnput.json

aws iotevents list-inputs
aws iotevents delete-input --input-name Pressurelnput

#Create Temperature Input

aws iotevents create-input --cli-input-json file://temperatureInput.json
aws iotevents describe-input --input-name TemperatureInput
aws iotevents update-input --cli-input-json file://temperaturelInput.json

aws iotevents list-inputs
aws iotevents delete-input --input-name TemperatureInput

#Create Motor Event Detector using pressure and temperature input

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel. json
aws iotevents describe-detector-model --detector-model-name motorDetectorModel
aws iotevents update-detector-model --cli-input-json file://

updateMotorDetectorModel. json

aws iotevents list-detector-models

aws iotevents list-detector-model-versions --detector-model-name motorDetectorModel
aws iotevents delete-detector-model --detector-model-name motorDetectorModel

#Create Crane Event Detector using temperature input
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aws iotevents create-detector-model --cli-input-json file://craneDetectorModel. json
aws iotevents describe-detector-model --detector-model-name craneDetectorModel
aws iotevents update-detector-model --cli-input-json file://

updateCraneDetectorModel. json

aws iotevents list-detector-models

aws iotevents list-detector-model-versions --detector-model-name craneDetectorModel
aws iotevents delete-detector-model --detector-model-name craneDetectorModel

#Replace cranelds
sed -1 '' "s/100008/100009/g" messages/*

#Replace motorIds
sed -i '' "s/200008/200009/9g" messages/*

#Send HighPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highPressureMessage.json --cli-binary-format raw-in-base64-out

#Send HighTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highTemperatureMessage.json --cli-binary-format raw-in-base64-out

#Send LowPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowPressureMessage.json --cli-binary-format raw-in-base64-out

#Send LowTemperature message

aws iotevents-data batch-put-message --cli-input-json file://messages/
lowTemperatureMessage.json --cli-binary-format raw-in-base64-out

FAMA Cane EE#2=HY AWS loT Events 15 RISFEH

ERFHNREILEERHRSEREANIEE  WERLENESHFBEEE, B LE JSON F
EHESBER  BEERE. RANEE, EEEESRA , SIMEAENE D, BHREER 6 UKk
BXIREE, SLEHIFET crane M motor B RIZFER, FRIBEARE , AR Amazon SNS 7EEiB R
BERREEAN, BUUEMERREBTE , MASFEIEE,

% : craneDetectorModel. json

"detectorModelName": "craneDetectorModel",
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"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 35",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
I
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
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.
{
}
]
}
}
1,
"initialStateName":
.
"key": "craneid",
"roleArn":

]
"eventName": "Underheated",
"condition": "$input.Temperaturelnput.temperature < 25",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "0Q"
}
}
]
"Running"

"arn:aws:iam: :123456789012:role/columboSNSRole"

FHBRENERRER, R updateCraneDetectorModel. json

"detectorModelName" :

"craneDetectorModel",

"detectorModelDefinition": {

"states": [

{

"stateName":

"onEnter":

"Running",

"events": [

{

"eventName": "init",
"condition": "true",
"actions": [

{

"setVariable": {
"variableName":
Il@ll

"craneThresholdBreached",
"value":

ERIRRER
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},
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'false'"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 30",
"actions":
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
},
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5 &&
$variable.alarmRaised == 'false'",
"actions":
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
I
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'true'"
}
}

iy

ERIRRER
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{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 10",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "0Q"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

iy

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

= : motorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName":
"value": "OQ"
}
}
]
}

"motorThresholdBreached",

ERIRRER
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]
.
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
},
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:MotorSNSTopic"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

iy
"key": "motorId",
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

FHEAWERSEER, =R . updateMotorDetectorModel. json

"detectorModelName": "motorDetectorModel",
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"init",
"true",

"setVariable": {

"variableName":
"value":

"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [
{
"eventName":
"condition":
"actions": [
{
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName":
"condition":

"motorThresholdBreached",
II@II

"Overheated And Overpressurized",
"$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",

L

"actions":

{

"setVariable":
"variableName":

"value": "$variable.motorThresholdBreached + 1"

"eventName":
"condition":
[

"actions":

{

"targetArn":

east-1:123456789012:MotorSNSTopic"

sns 2

{

"motorThresholdBreached",

"Motor Threshold Breached",
"$variable.motorThresholdBreached > 5",

{

"arn:aws:sns:us-
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1,
"initialStateName": "Running"
I
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

AWS loT Events A4 Cane EXf&=@yE A

A EHIF |, BFURENAMER RE BEMEIZREN@EA AWS loT Events, EEHEVBONEE
WA, UGREAMMAEMA TR BEEZERB A

EZX . pressurelnput.json

{
"inputName": "PressurelInput",
"inputDescription": "this is a pressure input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "pressure"}
]
}
}

=R . temperaturelnput.json

{
"inputName": "TemperatureInput",
"inputDescription": "this is temperature input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "temperature"}
]
}
}
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A FEEERFEEHAE AWS loT Events

EMHNAERESR crane ERRRBREE, AEHREUMMEZE AWS loT Events , SURENEERE
crane BERMNBEALER, BBEEHALRTEERUHGB AN, EHEMMAMREEL , LUERE
EWEE,

FMBABER

=X . highPressureMessage.json

"messages": [
{
"messageId": "1",
"inputName": "Pressurelnput",

"payload": "{\"craneid\": \"100009\", \"pressure\": 80, \"motorid\":
\||200009\|| } n

}

¥R : highTemperatureMessage.json

{
"messages": [
{
"messageId": "2",
"inputName": "Temperaturelnput",

"payload": "{\"craneid\": \"100009\", \"temperature\": 40, \"motorid\":
\nz@@@@g\n } n

}
]

#E= . lowPressureMessage.json

{
"messages": [
{
"messageId": "1",
"inputName": "Pressurelnput",

"payload": "{\"craneid\": \"100009\", \"pressure\": 20, \"motorid\":
\||2®®®®9\n } n
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}

X . lowTemperatureMessage.json

{
"messages": [
{
"messageId": "2",
"inputName": "TemperatureInput",
"payload": "{\"craneid\": \"100009\", \"temperature\": 20, \"motorid\":
\'"200009\"}"
}
]
}

g5l : FERABESNEHAER AWS loT Events ETSE4E 7

HERARERRF RS RMEMNE D —(EES AWS loT Events . AFEER , LEISWIER,

e &85 7R £ 4 I R FE 2R B RHER AWS loT EventsFERRER B4, ©RAMMAEEREESHNER
SRIER | DELTUBREENEE. EUNRLSEREREA. EREMOBHERS , URRER
HE = [ e

{
"detectorModelName": "EventDetectionSensorsAndApplications",
"detectorModelDefinition": {
"states": [
{
"onInput": {

"transitionEvents": [],
"events": []

}I

"stateName": "Device_exception",
"onEnter": {
"events": [

{

"eventName": "Send_mqtt",
"actions": [

{
"iotTopicPublish": {
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"mgttTopic": "Device_stolen"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_in_use",
"actions": [],
"condition": "$variable.position !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position",
"nextState": "Device_in_use"
}
1,
"events": []
},
"stateName": "Device_idle",
"onEnter": {
"events": [
{
"eventName": "Set_position",
"actions": [
{
"setVariable": {
"variableName": "position",
"value":
"$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position"
}
}
1,
"condition": "true"
}
]
},
"onExit": {

g5 EARERETSHER
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"events": []

"onInput": {
"transitionEvents": [
{

"eventName": "To_exception",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_Tracking_UserInput.device_id !=
$input.AWS_IoTEvents_Blueprints_Tracking_DevicelInput.device_id",

"nextState": "Device_exception"
}
1,
"events": []
},
"stateName": "Device_in_use",

"onEnter": {
"events": []

},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Device_idle"

#2345 : £ Device HeartBeat Ef17 8t & & 4 AWS loT Events

WERIZFER Z 0] HE AWS loT Events T AMEBWESG —EHEAX, AHELE , c@HEIE,

B0 BB (DHB) EHIFRRA 4N{A AWS loT Events EBERRBEIRPER o MEHIRE A2 7 E 5
BREE | Do RER, BRAFRAUEN BB EENDE, THRO[ARERA, EREE, AR
REBTOHEENRE B ERERREBEMEA AWS loT EventsZ#1%.

{
"detectorModelDefinition": {
"states": [
{
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"onInput": {
"transitionEvents": [
{
"eventName": "To_normal",
"actions": [],
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")",
"nextState": "Normal"
}
1,

"events": []

iy

"stateName": "Offline",
"onEnter": {
"events": [

{
"eventName": "Send_notification",
"actions": [
{
"sns": {
"targetArn": "sns-topic-arn"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "Go_offline",
"actions": [],
"condition": "timeout(\"awake\")",
"nextState": "Offline"
}
1,
"events": [
{
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"eventName": "Reset_timer",
"actions": [
{
"resetTimer": {
"timerName": "awake"
}
}
1,
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Create_timer",
"actions": [
{
"setTimer": {
"seconds": 300,
"timerName": "awake"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Heartbeat_Input.value > Q"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"

H - Y ISA Z/R AWS loT Events

WERIZFER 2 0]HE AWS loT Events TR AMEBWEG —EHELX, AHELE , e@8EIE,

ISA B~
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"detectorModelName": "AWS_IoTEvents_Blueprints_ISA_Alarm",
"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

.
{
"eventName": "unshelve",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"normal\"",
"nextState": "Normal"
}
1,
"events": []
},
"stateName": "Shelved",

ISA B
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"onEnter": {
"events": []

},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

I

{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",

"nextState": "Normal"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

I

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
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"nextState": "Suppressed_by_design"

1,

"events": []
},
"stateName": "RTN_Unacknowledged",
"onEnter": {

"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"rtnunack\""
}
}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

iy
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{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "lower_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.lower_threshold"
}
I
{
"setVariable": {
"variableName": "higher_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.higher_threshold"
}
}

15
"condition": "$variable.lower_threshold !=
$variable.lower_threshold"

}

},
"stateName": "Normal",
"onEnter": {
"events": [
{

"eventName": "State Save",
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"actions": [

{
"setVariable": {
"variableName": "state",
"value": "\"normal\""
}
}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",
"nextState": "Acknowledged"
1,
{

"eventName": "return_to_normal",

"actions": [],

"condition":
"($input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value <= $variable.higher_threshold
&& $input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value >=
$variable.lower_threshold)",

"nextState": "RTN_Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"
.
{

"eventName": "remove_from_service",
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"actions":

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",
"nextState":

}I
{

"eventName"

"actions":

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

L1,

: "suppression",

L1,

}
1,
"events": []
},
"stateName": "Unacknowledged",

"onEnter": {
"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"unack\""
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "unsuppression",

"actions":

L1,

"Out_of_service"

ISA B~
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"normal\"",

"nextState": "Normal"

},
{

"eventName": "unsuppression",

"actions": [],

"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

1,
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

1,
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

}
1,
"events": []
I
"stateName": "Suppressed_by_design",

"onEnter": {
"events": []

.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
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"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"rtnunack\"",

"nextState": "RTN_Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"unack\"",

"nextState": "Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"ack\"",

"nextState": "Acknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"normal\"",

"nextState": "Normal"

}
1,
"events": []
I
"stateName": "Out_of_service",
"onEnter": {
"events": []
I
"onExit": {
"events": []
}
I
{

"onInput": {
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"transitionEvents": [

{
"eventName": "re-alarm",
"actions": [],
"condition": "timeout(\"snooze\")",
"nextState": "Unacknowledged"
},
{
"eventName": "return_to_normal",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

1,
"events": []
I
"stateName": "Acknowledged",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
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{
"setTimer": {
"seconds": 60,
"timerName": "snooze"
}
}
1,
"condition": "true"
},
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"ack\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
.
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State in accordance to the ISA 18.2.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"

£l - FH BEBFEMNET AWS loT Events
LASRIBSE R 2 AT AWS loT Events TR AMEBHNEF—EELX, A5 ERE , e85 RE.

"detectorModelDefinition": {
"states": [
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{
"onInput": {
"transitionEvents": [

{
"eventName": "not_fixed",
"actions": [],
"condition": "timeout(\"snoozeTime\")",
"nextState": "Alarming"

},

{
"eventName": "reset",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",

"nextState": "Normal"
}
1,
"events": [
{
"eventName": "DND",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "1"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"dnd\""
}
]
},
"stateName": "Snooze",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{

"setTimer": {
"seconds": 120,
"timerName": "snoozeTime"
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}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "out_of_range",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.value > $variable
"nextState": "Alarming"
}
1,
"events": [
{
"eventName": "Create Config variables",
"actions":
{
"setVariable":
"variableName": "threshold",
"value":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.threshold"

.threshold",

}
}
1,
"condition": "$variable.threshold != $variable.threshold"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Init",
"actions":
{
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"setVariable": {

"variableName": "dnd_active",
"value": "OQ"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "reset",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "acknowledge",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"acknowledge\"",
"nextState": "Snooze"
}
1,
"events": [
{
"eventName": "Escalated Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:escalatedAlarmNotification”
}
}
1,
"condition": "timeout(\"unacknowledgeTIme\")"
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iy
"stateName": "Alarming",
"onEnter": {

"events": [

{
"eventName": "Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:alarmNotification"
}
},
{
"setTimer": {
"seconds": 300,
"timerName": "unacknowledgeTIme"
}
}
1,
"condition": "$variable.dnd_active != 1"
}
]
I
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
},
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"
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« £ PEV Lambda B AWS loT Events

- £/ EHEM Lambda EE AWS loT Events

- £ PEBRE TR AR IAM Identity Center ZHUE AWS loT Events
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ERRETREY Lambda BB , BATSIER .
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- MEFMER , FSETH X4
« Amazon Simple Notification Service B#& A BIEEHP M EH Amazon SNS Fl Amazon SNS
SMS AERIRE D MITEIEA.
- AWS SMS FREEBHNHER AWS SRFEAEEHA SMS 7,
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"ses:GetIdentityVerificationAttributes",
"ses:SendEmail",
"ses:VerifyEmailIldentity"

1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"sns:Publish",
"sns:0ptInPhoneNumber",
"sns:CheckIfPhoneNumberIsOptedOut",
"sms-voice:DescribeOptedOutNumbers"
1,
"Resource": "*"
.
{
"Effect": "Deny",
"Action": "sns:Publish",
"Resource": "arn:aws:sns:*:*:*"
},
{

"Effect" : "Allow",

"Action" : [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource" : "*"

}

}
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3. T # CloudFormation 7 notificationLambda.template.yaml.zipo

(® Note
MBBETHERSETRNSH | SHABA7E PEHACloudFormation &7,

4. MBEBHFEARIL notificationLambda.template.yaml FE1FIEAKE,

5. EEMEBFFRKRHEE YEEZFETHnotificationLambda.template.yamlEXRME
#%.

6. EEREI CloudFormation &  FHT TGS :

aws cloudformation create-stack --stack-name notificationLambda-stack --template-
body file://notificationLambda.template.yaml --capabilities CAPABILITY_IAM

& 7] LUE B CloudFormation 843 BET Lambda B & HITA.

® Note

AWS Lambda EXMAEHES. IEEXREEANBRREEFEEANSER , SHTH
B SRR NS RRR S SEEIER, SN HY LR EENAS ] (DLQ)
DGR RS 4, MEFMET  H8H AWS Lambda B A BIEEHRMNERS W
A.

& ] LATE CloudFormation A BV R EME, MEFMER , 582 AWS CloudFormation
(EREIER) PIERHES,

A B3 BET Lambda BB AWS loT Events
O LA Y Lambda BB IS o IRIEAVERE AWS loT Events,

EEEN BET Lambda HEE , BATHER,

E Lambda EE 199


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-methods
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-methods
samples/notificationLambda.template.yaml.zip
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html

AWS loT Events HBEABER

« 18 A5 Lambda EHEFTIEEBEMEZER AWS ERNEFT,
- MREFEH BMEH Lambda BB AWS loT Events , &5 44121F Python 3.7 #{TER,

Lambda BIE{E I -

import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses = boto3.client('ses')
sns = boto3.client('sns"')
def check_value(target):

if target:

return True
return False

# Check whether email is verified. Only verified emails are allowed to send emails to

or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the emails
verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from your
account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages. Phone
number must be opt in first.'.format(phone_number))
return False
return True
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except Exception as e:

logging.error('Your phone number {} must be in E.164 format in SSO. Exception
thrown: {}'.format(phone_number, e))

return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime
%m-%d %H:%M:%S')
alarm_msg = "{} {3} {3} at {3} UTC ".format(nep['alarmModelName'], nep.get('keyVal
'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3} {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:
from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [1)
bcc_adrs = email.get('bcc', [1)
msg = default_msg + '\n' + email.get('additionalMessage', '')
subject = email.get('subject', alarm_msg)
fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)

'%Y-

ue',
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if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email(Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses': cc_adrs,
'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text': {'Data':
msg}}})

logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

MFEFHMET , F2H AWS Lambda FEASEEPHAERE AWS Lambda ? ,

CloudFormation &iZs
A T %l CloudFormation EiZ~38 %37 Lambda B &,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Notification Lambda for Alarm Model'
Resources:
NotificationLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole
Path: "/"
ManagedPolicyArns:
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- 'arn:aws:iam::aws:policy/AWSLambdaExecute’
Policies:
- PolicyName: "NotificationLambda"
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:
- "ses:GetIdentityVerificationAttributes
- "ses:SendEmail"
- "ses:VerifyEmailIdentity"
Resource: "*"
- Effect: "Allow"
Action:
- "sns:Publish"
- "sns:0ptInPhoneNumber"
- "sns:CheckIfPhoneNumberIsOptedOut"
- "sms-voice:DescribeOptedOutNumbers"
Resource: "*"
- Effect: "Deny"
Action:
- "sns:Publish"
Resource: "arn:aws:sns:*:*:*"
NotificationLambdaFunction:
Type: AWS::Lambda::Function

Properties:
Role: !GetAtt NotificationLambdaRole.Arn
Runtime: python3.7
Handler: index.lambda_handler
Timeout: 300
MemorySize: 3008
Code:
ZipFile: |
import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses = boto3.client('ses')
sns = boto3.client('sns"')
def check_value(target):
if target:
return True
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return False

# Check whether email is verified. Only verified emails are allowed to send
emails to or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the
emails verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from
your account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages.
Phone number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO.
Exception thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
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timestamp =

datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S"')

alarm_msg = "{} {} {3} at {3} UTC ".format(nep['alarmModelName'],

nep.get('keyValue', 'Singleton'), alarm_state['stateName'], timestamp)

cc_adrs,

{'Data"':

default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule']['operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3 {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:

from_adr = email.get('from')

to_adrs = email.get('to', [])

cc_adrs = email.get('cc', [])

bcc_adrs = email.get('bcc', []1)

msg = default_msg + '\n' + email.get('additionalMessage',6 '')

subject = email.get('subject', alarm_msg)

fa_ver = check_email(from_adr)

tas_ver = check_emails(to_adrs)

ccas_ver = check_emails(cc_adrs)

bccas_ver = check_emails(bcc_adrs)

if (fa_ver and tas_ver and ccas_ver and bccas_ver):

ses.send_email (Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses':

'BccAddresses': bcc_adrs},

Message={'Subject': {'Data': subject}, 'Body': {'Text':

msg}}})

logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
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sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')
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- BMABBRIEN MFA-ATREREMY , EXRFEREFEASEEZERRE (MFA) RENBEERR
APl 24E, MEFHMEEN , F2E (AM EAEER) PWEAWSHERAZSEEREE (MFA).

- FABRKERHUENRS - EUEBNTWEED  FERE 2 BERBEAFTFRE RN GG, £
m, WA BEGRY , EERRMSARE—EN AT IP Hut&EE, SRR , REBEN
HHSEEEERAHFER , REERFEA SSL 5 MFA, MEFHMENA , #F28 (AM £ &R
&) FH IAM JSON B T E : R4,

£/ AWS loT Events 4

EEFHLAWS loT Events X184 |, BB HE —HREHFT, ELHFULEATEYHABRE F
AWS loT Events BRI ET AWS IRE, MBELBIYHFEARANVEHFAEBREN S 2 BEBER | A
HREEZBENER (FREIAR) MS , TRAREEZMEREE,

BTHRFELERMATLER AWS loT Events 124 |, FHETH AWS SERFEEZZSE, 01F
HMER BB (AM FEHERR) PRIFIEFIGRERE

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iotevents-data:BatchPutMessage",
"iotevents-data:BatchUpdateDetector",
"iotevents:CreateDetectorModel",
"iotevents:CreatelInput",
"iotevents:DeleteDetectorModel",
"iotevents:DeleteInput",
"iotevents-data:DescribeDetector",
"iotevents:DescribeDetectorModel",
"iotevents:DescribeInput",
"iotevents:DescribeloggingOptions",
"iotevents:ListDetectorModelVersions",
"iotevents:ListDetectorModels",
"iotevents-data:ListDetectors",
"iotevents:ListInputs",
"iotevents:ListTagsForResource",
"iotevents:PutLoggingOptions",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateDetectorModel",

AN
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"iotevents:UpdateInput",
"iotevents:UpdateInputRouting"

1,

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/
${detectorModelName}",

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:input/
${inputName}"

}
]

HREH AWS CLI 5t AWS API ETTHFINERZE , EIFEATRBEREHT. Rz, RER
FRNEEERMNTZ AP EXNBIMER AT T,

ARHFEAEE PREBSHEFA AWS loT Events

WEHSREBNMBRIBER , A FAERAEZIMGMAERAEFI s NARRIEER, AFFERE
RISECH IAM FAIHREZLEZRBNBBREIIERER, BRI SEEEA LERULEEN
Al , A AWS CLI 5 AWS APl URREBH AR TR BERNFT .

!l:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,

"Resource": [
"arn:aws:iam::*:user/${aws:usernamel}"

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",

AN

5o B BRI 219

=
]



AWS loT Events HBEABER

iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",
iam:ListUsers"

]I

"Resource": "*"

FEL— 1@ AWS loT Events & A

¥ AWS loT Events B AV B EEUIRFIEREZFRAERZERREPHEBEZLSHEZREE, FER
BRIN{AIZE S IAM BR |, LA FHH4SE AWS loT Events S AN ZE , ERESIEE 4 A NZE

FELEHIP  BAURTERAE AWS tRFE FEE S —1E AWS loT Events B A exampleInput, &
WA AFERENE, EFMAMERE A

HBERER

iotevents:ListInputs., iotevents:DescribelInput, iotevents:Createlnput., iotevents:D
M iotevents:UpdateInput FFAIRTHEAE. MEFERFARTEAELFERA TEAETRED

Amazon Simple Storage Service (Amazon S3) #i5IZ L # R , BSAFERAFEAEREREHEREIE

HY 7 ER

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListInputsInConsole",
"Effect":"Allow",
"Action":[
"iotevents:ListInputs"
1,
"Resource":"arn:aws:iotevents:::*"
.
{
"Sid":"ViewSpecificInputInfo",
"Effect":"Allow",
"Action":[
"iotevents:DescribeInput"
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]I

"Resource":"arn:aws:iotevents:::exampleInput"

"Sid":"ManageInputs",

"Effect":"Allow",

"Action": [
"iotevents:CreatelInput",
"iotevents:DeletelInput",
"iotevents:DescribeInput",
"iotevents:ListInputs",
"iotevents:UpdateInput"

1,

"Resource":"arn:aws:iotevents:::exampleInput/*"

BIBEB IR AWS loT Events #i A

ZH B E R AWS IoT Events BiR, B E B2 BBERPEREYE , RIBERZEHE AWS
loT Events ERIFE. LEFIREBIMMEY AFRIB 44 BEK, TiB , REE##EEOwnerEEX
FHESBRNER  JT8RFHY. LBFEERFETRATRUEBENSERLFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListInputsInConsole",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "*"
},
{
"Sid": "ViewInputsIfOwner",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "arn:aws:iotevents:*:*:input/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}
]
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}

BB REZERERFAN FHAE. IREA WEAErichard-roeEHEBREK AWS loT
Events ## , Bl## 2B EB&Owner=richard-roes owner=richard-roe, &R ESHIE
BEE. FHEZEBE Owner fF4 Owner M owner , AARUREIBEBTED K/NE, MEHMAE
A, ESE IAM EREEBEPH IAM JSON BERTE 4.

15 IR 15 2B CEETERS AWS loT Events

(® Note

« 3% AWS loT Events RER A EERACERYERNMEEIRE DBEEE. EFBINAM
1EBEBRIE ABE AWS IoT Events,

- WEEAMASE K BLETHEEAERENERSN , LERBH AWS loT Events So7F
5 b = B R B A0 BARR LE o

BEREABEBRZ2URE , AP REUTHFEFTNERTURF EEES TN ERNITD
. & P AWS , ERBREFETERESEBREFRNEABRE,

HEEERS (PR PO 5 — EBIARTS (IFILARTS) B , TRES B ABIRSERE . A SURKF I ARF
REMEFTT , LETERAEFEF AN A ABHEMEFNERENEF, [THILEEERR , AWSiE
HIE  HGHEREME RENER , B REEBERAFDEIRS FHER.

RMEZBEERBERFMEA aws :SourceArnHl aws : SourceAccount £ FHARBTREIE | LA
BR%I#S 5 — 1@ BR#E AWS loT Events RHIGERNFFT. R aws:SourceArn EFZERF ID
(5120 Amazon S3 7B ARN) , X AFEAEMELEGRGRBSSBRRFIFTF T, MREE
FEAEMELEKEERARTLIE | H aws:SourceArn EEEIRFE ID , AIEHEBRERRR F#EH
aws :SourceAccount {EH aws:SourceArn EHRWIREE , AEFRMHBMNIKRSE ID,

MREEREEAF—EEREEREFZEHEMEEE | BIFEEA aws:SourceArn, MR EBEE RIFHIR
F A& R RIS A AREINE , 55 A aws:SourceAccount. HIfEaws:SourceArnHER
Bists:AssumeRoleFE R BB RV RIZSE R s B RIEH,

el REREBABERENNSGE , 2 aws:SourceArn £ RHERB LS UK
BERNTE ARN, NMETHEERNTE ARN , REMREIEET ZMEER , BEH
aws:SourceArn £EHRHFAR LR , ARFEAEAF T (*) X ARN FRAIH. 6
W : arn:aws:iotevents:*:123456789012:*,
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THIEHREMAEA A aws: SourceArnHl aws : SourceAccount & HFHR B E 5| AWS
loT Events , HABFIEEBERE ABE,

FHE

- Eiffl : Z21FHAWS loT Events {8 RIg31E

. Eiffl : Z2FHAWS loT Events BRER

- il : FEUSEEFH P AWS loT Events FHEIR
o Eifl : FRE WECEKIEIE AWS loT Events

&5l . £4£FH AWS loT Events {8 0|3518 &

SEEEHUREANER N IAM BER |, LR i FEER T P ERRZREE AWS loT Events, BUR
ERFEERERIABIEEN AWS tRF AWS loT Events fIIRBAILEEAES , UHBEANLZLE,
FEL D , AEREFNMEA WindTurbineol MERIZREE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
.

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
},
"ArnEquals": {
"aws:SourceArn":
"arn:aws:iotevents:region:account_id:detectorModel/WindTurbinedl"
}
}
}
]
}
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gl : ZEFHLAWS loT Events B RER

L&) RET N2 3T L FF AWS loT Events ZEFIE RERM IAM BER. BERERBRERERR
IEEMN AWS tEF AWS IoT Events MR AT LUBEZAE,

EWEHIF | ARTEFERIEE AWS IREFWEME RER | B RER ARN F*BRF T
o aws:SourceAccount M aws:SourceArniFH I HEE/E , LABFIEEERE ABE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
.

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"

1,

"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:region:account_id:alarmModel/*"

}

}
}
]
}

g5l : FEUEEEE S AWS IoT Events &R

W EHREBMAIERE IAM AEUFEEUSE AWS EifH AWS loT Events &R, FEBE IAM BEH
FREESEN ARNs , B ARG T EIBESF AWS loT Events ERIEFEE. tIFEAIHEITE
ZEEHTFBHHEELZEEMNESE Y, LEHPWEER us-east-1,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Principal": {

"Service": [
"iotevents.amazonaws.com"

]

},

"Action": "sts:AssumeRole",

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
.
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:us-east-l:account_id:*"
}
}

i - 3RE WIECEKEIE AWS loT Events

BENSEYENE, EEMBZREHN AWS loT Events EARREZEWMEE, AFHEM daHARLEKE
EHELE AWS loT Events.

I EB I R EB AN EZ TE SLFF AWS loT Events i & #5284 %l CloudWatch Logs B IAM B, &R
ARN RERERAF T (*) ATZE £HH%EH AWS loT Events EfEFZHE,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": {
"Service": [

"iotevents.amazonaws.com"

]

},

"Action": "sts:AssumeRole",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"

iy
"ArnEquals": {
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"aws:SourceArn": "arn:aws:iotevents:region:account_id:*"

¥ AWS loT Events &9 MEEETHERD
FEATHEARBBEZEFEEMSERA AWS loT Events 1 IAM BFa[gEB M E RRERE,

FE

- REREE PHIT B1E AWS loT Events

- RAEBHIT iam:PassRole HIIRHE

- BREERF UARNAE AWS 1RF FHEFREY AWS loT Events BIR

REREE PHIT BE AWS loT Events

R AWS Management Console & EFEREREH T B , AIXEABREEES KRG, ZNERE
ERRHLAFERAEEBNERNAL,

= IAM mateojackson EAEEHFEA TEARBANFMEN , BX
Biotevents:ListInputsFF oI , R4 T & HIEEES,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotevents:ListInputs on resource: my-example-input

FEHERT , Mateo B REEEEMMWHBUER , AFFMER my-example-input BYETFE
iotevents:ListInput iR,

RAEESHIT iam: PassRole HIIFHE

MRS EIEEEE | SHEBREFTEHIT iam: PassRole BfE , BHBERMNEER , AHFEEARER
¥ AWS loT Events,

BE AWS B AIREKREACEEGERE K MAREVFNBEACIRBEELE, NFH
THER B4 ARERACEEESZRBAIFT.

£ 5B marymajor B9 IAM EFAEERAMFEAEE ST AWS loT Events P TENMER |, B4 T 558
H, B2, BEFERBREERBREACKR TN, Mary REAGEEEZRBENFTT.

WIE KR 226



AWS loT Events HBEABER

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEFERBRT , Mary WBURABEEH , AT iam: PassRole Bk,
MREBFEERGE , BHEEN AWS EEE, FNEESRHENEZRE.
BREEAFF U AE AWS tRF FEFEM AWS loT Events Biff

BUNRY—EAE  REMKRFINERAEIEEBATNASFIENER, B UIEEZ AR
LEFUHDEXAR, HHIXEERERNBERIFEIUZHIEE (ACL) MR , &R LUE R ARL K
RRET AEFRUENE R,

ASRATIEE , BB ENRERE

- BETHE E AWS loT Events XEIELIhEE , 552 B AWS loT Events 2M{AI £/ IAM,

- BEETHOMAWS IRF EEHEN ERBRMUFEIE  F28 (AM EAEER) PNELES
AWS IEF 5 —EERTIRHEFEIUES IAM E£RE,

- EETHRIMMEERNEZREREMBE=F AWS IRF |, 528 (AM FAEER) PHNRMEFEE
HWE=H AWS IRF #H.

- METHIMBEBEE 2 RMEEIE , F28 AM FAEEEPNSEIERHGENAIDETS
SRENERE BESED).

- NETHREAAGNEREBRETERFFNZENZR , F20 (AM E£RHEER) PH IAM
Y S IR P & IRFE.

Bty AWS loT Events AUEERT M, AT RMRMEE

Brim B 1 AWS fRA R FEM. TTHM AWS loT Events FIBENEE L5, REZME AWS
R RNWATEI D WEEZRER  UEERESH ARG ERRMEE, FAHBREEZH AWS loT
Events , BIEZEV ERTE  HPEETIBENER ;

- ERBERRMAE?

- BERBLEFR?

- ERELEERNVERAM?
- BERAMLEERTE?

- FERMITERER?

- REBERERBEA ?
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AWS loT Events HEABEE
T—ELBRENTIIREDPIEE AWS loT Events ReENE%E | HFERAETRBEMNTREE SE MG
THMEE, ERESE AWS loT Eventshs , B MELREHRERER |, Ntk sEEE B s W ee & B#H L
B, #ACEREEXNREEERR., AEBERELR,

flan , MREFEHK R Amazon EC2 , BRI AB R H/TEEM CPU AR, B /0 MBKREAR,
ERETHESEMEBEYNELE  BURZEEMRENEATERZE , SABEK CPU £AXR, X&E
HEHR 110, RBRMERRE,

&

- AEEFEMATA T B AWS loT Events

« AWS loT Events £/ Amazon CloudWatch E&$2

- fF 8 528 AWS loT Events APl F£A} AWS CloudTrail

AT ESEM R T B AWS loT Events

AWS B Ea AREEN T E AWS loT Events, BRaJ AR EHP LT ERETER BHET
BEEFFHNA, BERERTREEBLEEER.

BELERTE
BAILERATIEBLERTE | ERAEFEREEE AWS loT Events MRS :

« Amazon CloudWatch Logs — #& AWS CloudTrail S 1 2RFEEE, EHRAMEREHNARER, 1E
FHMMEH , 2B (Amazon CloudWatch & ER) AHERH Amazon CloudWatch E3FR4Ro

« AWS CloudTrail BF5EE#2 - EIRF2EHABRFER. EiBHK HFEREXZE CloudTrail
CloudWatch Logs ENEFEE#2 CloudTrail HESER, £ Java PEABFREEARN , URBRIEEN
HFIERT CloudTrail RIS EAAREE, MEFMER , F2E AWS CloudTrail FREERTHE
FA CloudTrail HEER,

FEERTE

ERNE—EEEIS AWS loT Events ZIEF EIEEIE CloudWatch B RAREWEMNIER, AWS loT
Events, CloudWatch FHftt AWS FiZ A ERIRREA AWS RIZMREMat-a-glance. EREHLRE L
7 B 5588 = AWS loT Events.

« AWS loT Events A€ :
- {ERIESE R
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- {ERIZ
- WA
- BRE
« CloudWatch BEEEHT :
- BRI REMRRE
- BREERNER
- IRIZEFEAMREE

BEsh , A LLER CloudWatch #11T T 5B 4E

« B3I B CloudWatch & &R R A B2 EE UM IRTE
- ARREHMEEURREBEZNEFIEEER.
- BEMBBEENME AWS BRIEE

- BVEREEEAREBENET

AWS loT Events /8 Amazon CloudWatch E5$%

BB RS EEE AWS loT Events (SIS RS | SEEHNE AWS loT Events EFEMMTEE , LR T8
FIWEfIEEER. Amazon CloudWatch AWS & Bl EFES IR RH AWS ERFMEE LHITHEAEN, &
i CloudWatch , B 2E T HERER. ERARAMEMEERE, ZHE AWS loT Events {8
B 2548 B BE U Amazon CloudWatch iC8% R0 A B CloudWatch 528k #9ERIE A AWS loT
Events, EEE4RBLUMTARNW AR , BLEKFHEERES "EfE, , YiRMH—HZEEHEE
B, MERSRERZBAZAN KeyValue,

THEHIFETR E4ER CloudWatch DEBUG B A1 H AWS loT Events,

"timestamp": "2019-03-15T15:56:29.412Z",
"level": "DEBUG",

"logMessage": "Summary of message evaluation",
"context": "MessageEvaluation",
"status": "Success",

"messageld": "SensorAggregate_2th846h",
"keyValue": "boiler_1",
"detectorModelName": "BoilerAlarmDetector",
"initialState": "high_temp_alarm",
"initialVariables": {

"high_temp_count": 1,
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"high_pressure_count": 1
.
"finalState": "no_alarm",
"finalVariables": {
"high_temp_count": 0,
"high_pressure_count": @
},
"message": "{ \"temp\": 34.9, \"pressure\": 84.5}",
"messageType": "CUSTOMER_MESSAGE",
"conditionEvaluationResults": [
{
"result": "True",
"eventName": "alarm_cleared",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true

},
{
"result": "Skipped",
"eventName": "alarm_escalated",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true,
"resultDetails": "Skipped due to transition from alarm_cleared event"
},
{
"result": "True",
"eventName": "should_recall_technician",
"state": "no_alarm",
"lifeCycle": "OnEnter",
"hasTransition": true
}
]

£ 524% AWS loT Events API 0 AWS CloudTrail

AWS loT Events B 82 4 AWS CloudTrail , lLRIEIREFEAE. BEHREE AWS FREREEE
K52 8% AWS loT Events., CloudTrail €#% KIFTHE API FEIYHEEL AWS loT Events A4 , 1R A
AWS loT Events =AML | LA IRB¥ AWS loT Events APIstY 2\ B FEALY

MREEER , BITLABA CloudTrail B4 EFE RS E Amazon S3 fFETE | 288 EH AWS
loT Events, BMEHRARZEEH , MAATLUEIR CloudTrail TEAFHNEGERCERBHZTHELS, F
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A CloudTrail FTINERNER , BT LAHIETIR HAYFESR AWS loT Events, BHEESKEY IP thak, RS
KWAE, BHBRNERE , UREMEFHEER.

EZEE—L TH CloudTrail , FZRBAWS CloudTrail {FEHA&EIERE)

AWS loT Events CloudTrail Y& &

ERET AWS IREE | £HIRE L€ 8UA CloudTrail, ESEENfE P4 AWS loT Events , %558
EECHRTE CloudTrall B4 |, YHESHFELTLHEPIEEM AWS RIEEH., EILIE AWS IRE S
B, BENTERONENH, WEFMER , B2 EH CloudTrail EHFE S iC %,

EEHEBELHEE AWS IRFHRNEH , 3IE NWEH AWS loT Events , SFEIIBHE, REREEFHE
CloudTrail # AFE R E Amazon S3 fE7FETHE. RIFER , EAEEIRATMEERK , Bt
EAZEMEB AWS B, BRIEEE AWS 2EIEGRE BEENEHS , T ARERRISTELREEN
Amazon S3 fFZATEE. AL, BRI BIEREH A AWS BR¥E , A — 5 947 CloudTrail BFEHINENSE
HERTHERWMTE. WHEFHMAENRA , F28

« B AWS ZH R 52 378 #E
 CloudTrail X EMNRENES

o X7 CloudTrail B9 Amazon SNS &4l
o EWZEEER CloudTrail BFEFERMFWZEIRFER CloudTrail HFEEER

B-FEHVARERNSUSELEFRENET. B EATHBIEHE T5IEH !

- ZERERESFERARE IAM EFAERRIRY,
- REBRERE  REEATEEACEBE B FRENERREEE.,

WMEFHMER , 5528 CloudTrail userldentity element. AWS loT Events actions &2 87 AWS loT
Events AP| &+,

T & AWS loT Events BEERIER

BHER AR, TRESEEHMA BRERINIEIEEN Amazon S3 FfFRTEE. AWS
CloudTrail HEFEREE—HZEHFEE ., —EASHAEMRREHNE—FR , XISHFREE.
ARWBHNERE, FRBEEEHA. CloudTrail BFERI KT AP FEILEH KA H BT
Rt T & MBS E BT H R
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&35 : CloudTrail B9 DescribeDetector EjfE

LT &S BB RN ERT DescribeDetector EYERY CloudTrail B35EE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/bertholt-brecht",
"accountId": "123456789012",
"accessKeyId": "access-key-id",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-08T18:53:58Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
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"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}
.
"eventTime": "2019-02-08T19:02:447",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetector",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-cli/1.15.65 Python/3.7.1 Darwin/16.7.0 botocore/1.10.65",
"requestParameters": {
"detectorModelName": "pressureThresholdEventDetector-brecht",
"keyValue": "1"
.
"responsekElements": null,
"requestID": "Q0f41283-eal@f-4e85-959f-bee37454627a",
"eventID": "5eb0180d-052b-49d9-a289-0eb8d08d4c27",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&5 : CloudTrail B9 CreateDetectorModel Eh{E

AT &I TR ER R CreateDetectorModel B4R CloudTrail BE5EH .

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEvents-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
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"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "CreateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"key": "HIDDEN_DUE_TO_SECURITY_REASONS",
"roleArn": "arn:aws:iam::123456789012:role/events_action_execution_role"
.
"responseElements": null,
"requestID": "cecfbfal-e452-4fa6-b86b-89a89f392b66",
"eventID": "8138d46b-50a3-4af0-9c5e-5af5ef75ea55",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&if5l : CloudTrail #9 Createlnput EjfE

LTEHERNERRER CreateInput B4R CloudTrail BE6HEE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I

"sessionIssuer": {
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"type": "Role",

"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "CreatelInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"inputName": "batchputmessagedetectorupdated",

"inputDescription": "batchputmessagedetectorupdated"

},

"responseElements": null,

"requestID": "fb315af4-39e9-4114-94d1-89c9183394cl",
"eventID": "6d8cf67b-2a03-46e6-bbff-ell3a7bdedle",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

&5 : CloudTrail B9 DeleteDetectorModel Ei{E

LT EHIZETRHNER TR DeleteDetectorModel B4R CloudTrail HE5EH .

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
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"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:54:117",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
},
"responseElements": null,
"requestID": "149064cl-4e24-4160-a5b2-1065e63ee2e4",
"eventID": "7669db89-dcc@-4c42-904b-f24b764dd808",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&35 : CloudTrail B9 Deletelnput EiE

LU 16| B R 2B~ DeleteInput E4ER CloudTrail BEEH,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
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"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:54:38Z7",
"eventSource": "iotevents.amazonaws.com",
"eventName": "Deletelnput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {
"inputName": "NoSuchInput"
},
"responseElements": null,
"requestID": "ce6d28ac-5baf-423d-a5c3-afd009c967e3",
"eventID": "be@ef@ld-1c28-48cd-895e-c3ff3172c08e",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&7 : CloudTrail B9 DescribeDetectorModel EjfE

LT EBIZERNER R DescribeDetectorModel EYERY CloudTrail BEER,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
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"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AAKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:54:20Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
},
"responseElements": null,
"requestID": "18al1l1622-8193-49a9-85cb-1fa6d3929394",
"eventID": "1ad80ff8-3e2b-4073-ac38-9cb3385beb4",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&4 : CloudTrail B9 Describelnput B4

LA g1 R 2B R DescribeInput EIfERY CloudTrail HEEHEE,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AAKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
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"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:56:09Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"inputName": "input_createinput"
I
"responseElements": null,
"requestID": "3af64lfa-d8af-41c9-ba77-ac9c6260f8b8",
"eventID": "bc4eb6cc@®-55f7-45c1-b597-ec99aal4c81a”,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&35 : CloudTrail B9 DescribeLoggingOptions EjE

LT &6 f RN ZRE R DescribeloggingOptions Ej¥ERY CloudTrail BEEHEE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
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"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

arn":
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeloggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": null,

"responseElements": null,

"requestID": "b624b6c5-aa33-41d8-867b-025ec747ee8f",
"eventID": "9c7ce626-25c8-413a-96e7-92b823d6c850",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

&35 : CloudTrail B ListDetectorModels Ej{E

LTEHIBETRNERT ListDetectorModels B CloudTrail BE51EH .

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
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}I

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModels",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkZEZXR1Y3RvcklvZGVsM19saXNOZGVOZWNOb3Jtb2R1bHNOZXNOX2V10OWIKZTk1YT",
"maxResults": 3

},

"responseElements": null,

"requestID": "6d70f262-da95-4bb5-94b4-c08369df75bb",

"eventID": "2d@la25c-d5c7-4233-99fe-celb8ec05516",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

&7 : CloudTrail B9 ListDetectorModelVersions Ej{E

LT EBIETRNERTR ListDetectorModelVersions EjfERY CloudTrail B551EH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
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"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:337",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModelVersions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"maxResults": 2
.
"responseElements": null,
"requestID": "ebecb277-6bd8-44ea-8abd-fbf40ac@4see",
"eventID": "fc6281a2-3fac-4ele-98e@-cab560b8b8be",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&1/ : CloudTrail # ListDetectors Ei{E

LT #EHHBERNERTR ListDetectors EifEH CloudTrail BESER,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
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"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:547",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "batchputmessagedetectorinstancecreated",
"stateName": "HIDDEN_DUE_TO_SECURITY_REASONS"

},

"responseElements": null,

"requestID": "4783666d-1e87-42a8-85f7-22d43068af94",

"eventID": "@d2b7e9b-afe6-4aef-afd2-a®bble9614a9",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

#if5] : CloudTrail #9 Listinputs EjE

LT &6 BE RN 2B R ListInputs E4EM CloudTrail BEEHE,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
.
"eventTime": "2019-02-07T23:53:577",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListInputs",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"nextToken": "CkhjYW5hcnlfdGVzdF9pbnB1dF9saXN@ZGVOZWNOb3Jtb2R1bHNOZXNOZDU30GZ",
"maxResults": 3
.
"responseElements": null,
"requestID": "dd6762al-1f24-4e63-3a986-5ea3938a03da",
"eventID": "c500f6d8-e271-4366-8f20-da4413752469",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

#if5 : CloudTrail B9 PutLoggingOptions Ej{E

LT EHIBERNRZE R PutLoggingOptions B)YE/Y CloudTrail BB H .

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
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"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"

},

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456",

"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:56:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "PutLoggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"loggingOptions": {
"roleArn": "arn:aws:iam::123456789012:r0le/logging__logging_role",
"level": "INFO",
"enabled": false
}
I
"responseElements": null,
"requestID": "df570e50-fbl9-4636-9ec@-el50a94bc52c",
"eventID": "3247f928-26aa-471le-b669-e4a9e6fbcs2c",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&5l : CloudTrail # UpdateDetectorModel B

LT EHIBE RN RZE R UpdateDetectorModel EEH CloudTrail BE5EE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
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ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",

ABCD123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:55:517",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",

"roleArn": "arn:aws:iam::123456789012:role/Events_action_execution_role"

},

"responseElements": null,

"requestID": "add29860-c1c5-4091-9917-d2efl3c356cf",
"eventID": "7baa9al4-6a52-47dc-aea@-3cace@5147c3",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

&5 : CloudTrail 9 Updatelnput B4k

LT g1 REY 2B R UpdateInput E4ER CloudTrail B3 EH,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",

arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-

arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
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"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:00Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {
"inputName": "NoSuchInput",
"inputDescription": "this is a description of an input"

.

"responseElements": null,

"requestID": "58d5d2bb-4110-4c56-896a-ee9156009f41",
"eventID": "c2df24la-fd53-4fd0-936c-ba3@9e5dc62d",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

&l : CloudTrail B9 BatchPutMessage Bk

AWS loT Events AJ A CloudTrail B&#TER T E API 2%, LEHIEER
BatchPutMessage BI{EFIEER EHMEFHEN.
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{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:PrincipallId",
"arn": "arn:aws:sts::123456789012:assumed-role/my-iam-role/my-iam-role-
entity",

"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/my-iam-role",
"accountId": "123456789012",
"userName": "sample_user_name"
.
"attributes": {
"creationDate": "2024-11-22T18:32:417",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-11-22T18:57:357",
"eventSource": "iotevents.amazonaws.com",
"eventName": "BatchPutMessage",
"awsRegion": "us-east-1",
"sourceIPAddress": "3.239.107.128",
"userAgent": "aws-internal/3",

"requestParameters": {
"messages": [

{
"messageld": "e306d827-b2e4-4439-9c86-411d4242a397",
"payload": "HIDDEN_DUE_TO_SECURITY_REASONS",
"inputName": "my_input_name"

}

},
"responseElements": {
"batchPutMessageErrorEntries": []
.
"requestID": "cefc6b63-9ccf-4e31-9177-4aec8e701lbfe",
"eventID": "b994b52c-6011-4e3c-ad5f-e784e732fde",
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"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::IoTEvents::Input",
"ARN": "arn:aws:iotevents:us-east-1:123456789012:input/
my_input_name"
}

1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "iotevents.us-east-1.amazonaws.com"

K& HREFHE AWS loT Events

EETH 2B AWS R EBESRTENGEER , F2EAWS ¥ A EEHERNRRBELRR
HEBHESRETE, WE-—MEN , 552 AWS Compliance Programs,
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F/A BNAREMT AWS R BEURRERNBRBE, SLATNAREE , URBERANEENER,
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AWS IRI% , F2E L L X AWS Well-Architected Framework R E S5 e R &
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- Transport Layer Security (TLS)s BMFEE TLS 1.2 WEZEFEA TLS 1.3

- BTEXEEFRPFS)NEBEM , 0 DHE (Ephemeral Diffie-Hellman)= ECDHE (Elliptic
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ZEAWS Service Quotas,
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ATHBEEENEBERFERN@A |, EAUUEEUEBRNEASECHPREERBRIGEEE
Ro RETRABRBI RENTEILEM.

BERELXHR

BRAUREUTENITKXNDE AWS loT Events iR , Hla1 , AR, BEERIRR, EELHERS
MEEENERKRER. ZAUUBRBREETGERNEBRREZNFEER.

BEEREUSHEERN—@ "R5|E, EEREEN "EH, . flW, EULUABRAER AR ,
BERBRERELELRANKE. RMNEBCASEEREERUNALERN—EEBER, &
A—3NERERETECERREELN ER,

BALURIBEMERIEANEBRESHNEGRER, FHEBRIEMNEMRER , URFEHAZEERZEH
HERNFE , 201 AWS loT A ABREPRNEAEEZE IAM BEEHRFTR,

AETHEER, PHNEBHEST AWS Management Console IRH B MEBEBNED K —FH R,
MBEFHMEF , F2H (FERERNESFESCAEER) PHERBESRAM. AWS

BB AT LAE A AWS CLI F1 AWS loT Events API RERZEE., ELRERATYGSHH "Tags" HE
MR | SN LS ERE(SRE R Fm AR B

* CreateDetectorModel

» Createlnput

BEULER TS GaTHE, EXBMRIERCHERNRFERER

« TagResource
» ListTagsForResource

« UntagResource

U RESERER/ANE , X ETUBREERBRER, SUNASEBRNERAZEFTS , BEEE
HEBNVERA Nul, EEKERAEREAHAZNERNEIZER  AIMEEEREE, NRE
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- @MRE LR - UTF-8 AR 127 {8 Unicode F it
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- EBBHERES KNE,

« BANERBEBIERER "aws: " FH , RREEREHR AWS /. BT THRESIMBRELTFTE
NEREBIE, ELFENER  TEEZERRFINERTBA,

« MREHNFLFEBHRREZERBENERCEAR K FLGHUEREIREERZERARE, B , 2
AMEANTRA A UTF-8 RAMNREXFR, ZHMBF , URATERZET (+-=._:1/@-

BE IAM BERERESR

&R LAEE AR AWS loT Events API E)ERY IAM BURHF |, ERUERASERNERBRGT . EAZH
LERRRFIERETEY, BT ERBLEER.

IETLAMER Condition T3 (%A Condition E#) , S IAM BERFH AT REABT SE
B, RIRBEREREHFEAEEFE F) :

- £ aws:ResourceTag/<tag-key>: <tag-value> AAHHIEBER I EEBEERNER
EE1E,

- M aws:RequestTag/<tag-key>: <tag-value> BATEIRH API 5ERE , EXREH (FAER)
BERR , UBYSBAAFEBNER.

- £ aws:TagKeys: [<tag-key>, ...] B ATEfRH APIBERE , EXER (HXF-EH) FEER
SHRE  HUBIUSBRATEBENER,
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AWS Identity and Access Management £/ A EREETPNESRRFEFEE  EEAZENEME
Ho ZIEMH IAM JSON BURSZEHAFHMMNEEL. R, BB R, SH&EH , URE IAM Y
JSON BRI #EE,

UTHAIRREEAMBEURRAERRG . LBRRHNERE

o LG TEIR "env = prod" BE (&P , FSBIIT "aws:RequestTag/env" : "prod"
o FEEUREFEMTEREER "env = prod" WEIR (FEEHIH , FSEMIT "aws:ResourceTag/

env" : "prod").

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": [
"iotevents:CreateDetectorModel",
"iotevents:CreateAlarmModel",
"iotevents:CreatelInput",
"iotevents:TagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/env": "prod"
}
}
},
{

"Effect": "Deny",

"Action": [
"iotevents:DescribeDetectorModel",
"iotevents:DescribeAlarmModel",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateAlarmModel",
"iotevents:DeleteDetectorModel",
"iotevents:DeleteAlarmModel",
"iotevents:ListDetectorModelVersions",
"iotevents:ListAlarmModelVersions",
"iotevents:UpdateInput",
"iotevents:DescribeInput",
"iotevents:DeletelInput",
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"iotevents:ListTagsForResource",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateInputRouting"
1,
"Resource": "*",
"Condition": {
"StringLike": {

"aws:ResourceTag/env": "prod"
}
}
.
{
"Effect": "Allow",
"Action": [
"iotevents:*"
1,
"Resource": "*"
}

BHAERREERBRIBETRED , AEERBRIBEEZEEERE , WTATR.

"StringEquals" : {
"aws:ResourceTag/env" : ["dev", "test"]

}

@ Note

MREARFARNEEEAERBERFNER , FELZEBHBEEEAERELERNEEM
FR&EFRR T BERNED. B EAETREBEARBRBEFENRS , YAEERNT

B,

B IAM BEREARR
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INEHMER , F2EERE AWS loT Events {88125 E E IFEY A Amazon CloudWatch 52 8%,

Amazon CloudWatch =& &4

BT LAERE Amazon CloudWatch Logs 3E5#E AWS loT Events {ERISSE R HTEE, T RERR
EEERAEHEE AWS loT Events , EANE RIEERNES,

Amazon CloudWatch & & 555 259
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- HR RMEETABENRES. BEENNEHEE, AASBNRESERANEEN@A
H. Mo, FBREEAEA /NN 1 KB, BIEAE RFFRI K/ LR,

VoS

FRELCHALRNSHEE, BASBNAREC. NROEREAR 1 KB, B TRKBILE
B,

- BROEEAT ARNARRER <action-type>. EAERNELRANTRER,

R B

RNBAREXTUEEFR ('string'). BE ($variable.variable-name), BWAE
($input.input-name.path-to-datum), FHRBE , LREBE HWFE${T

- $5ER  BABRRKRER {expression} BN, EHXMNEAHEE S JSON , HUBELEEE AWS loT
Events Mt A F B RER,

RRAR
MEEENESHFERE JSON , B AWS loT Events BEERERBEFTUFAFENRER, FHE
WRERTRERTMEREFT., RBEAK , B REEEE,
BE  BECHT , ERMELIKBERBENABTRENTLABERN JSON, EXNEARERA
JSON,

RRAR

MREKRABERERS , BHEE AWS loT Events AI U EIMEA BN AR RENTEAE R
JSONJSON. Bl AWS loT Events A AR REXTEAB M JSON, & AWS loT Events
BATENE

NEHMER , 52 AWS loT Events {E8IZ3E & BFE A Amazon CloudWatch 52 8%.
AN ERER

AR ETFHIRER<reference>FIRE WAMHBERER [<inferred-types>] :

<expression>

PSS

B RRERATIEH —ERE WS EER
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- BENFEEREREXNPNEMEZE TFES.
s TXEEEEHHNSIBEE,

EEREXPEASER  FRETSIER :

- ERERZEMARER—SZEERETHNEERR K FRELSENMEERERBAR.

ﬁJZZEI EUTRERASD , BEOR =M REETHEE&E T, A THREE TH
A , $variable.testVariable + 1H$variable.testVariable % EBESEBRHH/NE,

WA BHIE+EEFHNEE T, EIt, $variable.testVariable HESERETH/DNE,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- BERERAZERABEERRRENSI B , FREEREEXIELSZENERER,

Flan | THltimeout("time-name" )HNBEEERE5| RN FRIMASIE. MEREFER11144EN
2E  ANBESEERES|HHNEE,

timeout("timer-name")

(® Note

HH convert(type, expression)E®E , WREBFERA##ENSE | JISENTEERL
A7 String., Decimal= Boolean,

MEFHMEN , FSEAWS loT Events EEXFHANEENSE,

L EEFIEZE AWS loT Events

B . EEEIEFAEE lot Events

AR ERATIRRIES IR

- WMARERAFETEE Input attribute Keyo
« Input attribute Key EH#i AEZTFIEER JSON BERE,

HSEEIXFIEE AWS loT Events 261
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- B A EE AWS loT Events B A P EEEBIERTHA.

® Note
REAM RBEINERBE XK,

Example

Bl , £ # AWS loT Core , AWS loT RAIGAKI B R THIFAE Verify the Input
Attribute key.

EEFRIEE  BFREETAARBISEEBHEIRFTS AWS loT Events BAEZMInput attribute
KeyLEHRF. MEFMENR , F20 UE PEVERNE A AWS loT Events T I E&E AWS
loT Events & A,

EIBTE REIT O REEAISIERE T FERZ B AWS loT Events

AWS loT Events I D MERIBFERYEESNMER , MEFTEWAENMEEEERH[EE, AWS
loT Events #TAHFTRN —RIN D4 , IREEHNERISFER, HERUEDEHBRIRbERHE
EYEEN , SEREMERNVE  FETURESHRANE EEASERPNBEEE, NEEASH
ERPEERERENASNEFHEEN K F2ENENEER S AP EEHA AWS loT Events,

BT LAE R AWS loT Events £# & . APl, AWS Command Line Interface (AWS CLI) 8 AWS SDK
RipRERRER D MO EHRAS,

® Note

- BYEBEFRREER , TREMERBRER,

- BREELERRTERAERANRER ZE , SRRBESY RIS ENSE. B8, ERIZFE
B Al RE ML TR HAMRGE 1

« R ZALAERTE RUNNING REEFRHEST 10 XD #.

EE TR ERISSER | 5526 24T AWS loT Events ( £#4 ) W{EBISSERH £ AWS loT
Events (AWS CLI) Fr 48825 F

ES- |
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- KWERISER S AP EEH AWS loT Events

« % AWS loT Events ( £#4 ) W{ERISSER

« 7£ AWS loT Events (AWS CLI) & 48 BI85 18 &

WERISSER S A2 ETEFA AWS loT Events
EHRSRER T ERETHZEER -

c B -9 MERNBREMLEBR. REBEREMER , TR A=E—RER
« B (INFO) - ERERELGFEERNH[ERINEER, EEEENERBETEE LK
78,
« BE (WARNING) - BERERSRIEETRENEIFEEBENRL. BREELEEREPE
REANSFER 8, EREESUHERSENEE, 8, GRS ER s &L A EMREE.

« #4782 (ERROR) - SHRGEREBENEEARER P RHBNEE. ELEABMERRREER , AWS
loT Events @ B BT EMR T . BHLRIEEFTAIRR , TRERMERSRER,

- NE-BETARSERIMERSE2EURERD BUNEF. CEBETSRERRE, BiRE
HEB, EHBBANKRERX (HWin state TemperatureCheck in onEnter in event
Init in action setVariable),

- BE - SHERNEE, sWEES A THEE

* supported-actions — AWS loT Events I EERIZEIIE EEH A EREHRUAEE, BTN
EREAEBERERFTRFIREEY , GERMEEEHM AWS BB, EXAEETRMERE
AWS B AWS [E3E £ A H 2 AWS BRIEH B 1F,

« service-limits - fRIGELEE , WBARSE , REAWS IRFHNBREERIIREHELRET
R, BRIEZERH , RAISERENEEFHBERE. BREBEENWEKRER , BUUEHERRE
B BREBIRINBRESESE. ZUUBRRESELESE , EF LIRS HMEE, MEFME
&, A2 mE.

« structure - ERIFEBELXEEEMELENTH |, BlAREE | A EE AWS loT Events XEN#E
¥, BAREREXEELE —ERENTEEAWAERNGESE , MENEREHS, ERHZIEH4E,
BRRERSEBAT —@EARE , XANWUA B, ELEHBABHRSH., BREA4LAETRT
—EARREF BEE A,

- expression-syntax — AWS loT Events EZZ U MEMERFERE , EUHSERBEENS
Eo BUNEREXNFEAEE. EEF. HE, SENBRELR, ZUFEHEENRIEEEE ,
WA A EFEE Z 8 AWS loT Events fFEHEERN . ENREALAE/SENTE L, MEFMA
B, F2EANGE. ERNEESHERNRER,
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PRI E R RIZER AWS loT Events J LB EREERRER.
« data-type — AWS loT Events XEREH, N&. FREMNHMERER, R AWS loT Events A

DEREXNFEHEBEBR - BENERAENERNERAS —BENEE  MELENERERS
B9,

(@ Note
- BN/ NEHE H—ZENHEBZERFHE AWS loT Events,
« AWS loT Events A5 ETRIZE , B4 AWS loT Events A BB R AT S,

referenced-data - BN EERERR[/ERFSENER , TeERER, flln , MREEE
& BMEIXZE DynamoDB Bl X , BUBAATEESZEERXRBBNERY , T EER () PEH
g2 $variable.TableName,

+ referenced-resource - HHIBERFANERSNETNH, BHELEERER ,

FTEEEATEM. fln , ERERVEAREARERRENEE, EXEAERWA
($input.TemperatureInput) , BEANBEERRAZMERNSFER , FTEEH

$input.TemperatureInput.sensorData.temperature 2Z&E,

SET —EARHRIER | YRENR[EEN SRS R TRERNERT R,

WEEZE PRy ERIBFE R FEER AWS loT Events

LPRERBEARERMAEURERNZEER  YHEETETRENNAL. CRAELASNERNERS
SRIREEH B R R R R BV EER,

AEMBERT =

Location

* supported-actions

service-limits

structure

* expression-syntax

data-type

» referenced-data

» referenced-resource
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Location
BE HBEEAN D ERLocationHEZ T HEERALR -
- AR -EEEBEIMERNEMENR., EUAREN. BERHEBRAL,

2
i
g
ol
=]
H
Xt
R

RRIFE  MBREBIEET AWS loT Events BBIFXENEE , B seEkE
NEMEERE | 520 £ PREKERNBRBEN S ESIE AWS loT Events,

supported-actions
B HBEAN DL Rsupported-actionsHHEE T HISERAL -
- AR BEERPIFEERNBERE © 1444,

MEMEEE  F2H £ P ERERTEEEFN XESE AWS loT Events.

« AR : DetectorModel E&EH aws-service®fE , B region-name FXEaws-servicelt Bk

%,

SRR  NRIBIEENEIESEIZE AWS IoT Events , BB s B EEFEAZE/E , AlTEES
WEILEERAL., ELRERBERNEELE BEHPEEFEH AWS WRHEE , JESBEEEER.
B NE R AWS loT Events 1 AWS B IEEFERAN R ZIZHEN EE,

service-limits
BE HBEAN O Rservice-1imitsHEE THEERAS

« AR ARPATFNRBRERBIB state-name F event-name FHY content-expression-
size L TTAEPR I,

E,__{I'III
¢l
i
i
&
F
0%

FRRTTR  MRBEARBNABRTRERNAR 1024 BTl , B R St #ER
RKEXAKNPRZAIE 1024 @ THE,

- AR BRARREEREPAFHNMREEEEIBstates-per-detector-model,
BRAR  MRENERFEREEB 20 ERE , B2 R B LERAL, BRSEEFEZTH
20 fEAREE,

o AR FrEESEas4 NS BREEE D Bminimum-timer-duration®¥ &,
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FRRTTR  MREHNFRRSEREIN 60 ¥ , LA ESRIBLEBRALR . BAIERFSRNEE
RFE T 60 F 31622400 Wz, MREIEEF RRFREKEANTES , FERBAREANTEE
RENEAAZREINER,

- AR BEBEHAFNBEHEBBERNSFERERZFactions-per-event Rl

ﬁ-’ib"&?‘n"? MREBHA 10 B LOEE , BURSKRILERAS . BNMEIREEPNEES
# , BRZTUE 10 BEEIE.

- AR SEAREBATFNERE4HEBBEASZERERPSEtransition-events-per-
statestate BR#l,
FRRF R MRARREE 20 AU LWEBREH | B WEILERAS . ERARERPWEEMRE
RZALAA 20 EEBREL,

- B BEREATFNEHEEEBERRFERERZEFevents-per-stateBE
RRFR  MRARFEE 20 B LNEH , BOESREILERAS. BHFERPSERERS T
& 20 EE4,

- AR WEE-EAHBBRNERSERNE FRAAESERRE, WA input-name AR
detector-models-per-input {ERIZREREHR,

BRFR  MREEFRSBAKBAIER 10 BEAUFER  EURSRILEGAS. BRZSTU
B 10 {EERE —(HRIREEMEEBN T EMERRRE,

structure

B HBEAN S S Rstructure HER THISEEEA S -

- AR BEREER—BEE , BRI EBnumber-of-typestEIfE. FFH EIREBIEN1E,

BRFR: MREFEH AP BERBUIEFRERH[ER  HE—HUPEERERZEEE , A
ARES W B ML ERERAE ., BALIERActionVWHfES|, BELEESEEBEERABERNYH,

« F 8 : TransitionEvent transition-event-name @Eif AR FENAREELL,
fRIRF R - R AWS loT Events A EREHSENT —EMRRE |, B s EILERAS,
BECERT—(EARE , BECHWAEENREZE,

« FAE : DetectorModelDefinition EE L AARRER T : & Bl#### , EEnumber-of-states.

s
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BRAER  MREEHE —EAHNZEREFEAERDNER , BRI ERAL . FHELAERIES
BRGNS EREREE —NWEHE, MERBSLAER 1-128 BF T, BRFERT : a-z. A-Z, 09, _
(E#F) M- (EFH),

« BB : EEW initialStateName initial-state-name REEEEZMARRE,

BBRFER  MRMBRERBTIER  EURSRIILERAS . AURREEREDNE (BF)
MREE , ERWMATERSL. WAZER  GURKESVEERAT —ERE. FREVNKRESRE
REERNENEE , M AL@AERNERE,

- AR BHBFEAERSAERGPERAES —ER A,
RRAR  MREREHREFTEERA , AITESWEILER, ELAEEL —BRGEPERAED—
B A, &Bl , AWS loT Events A& EEANER,

« AR : £ SetTimer H ReEEREM &M durationExpression WHE A Z —,
FORFAR - MREEREAFER secondsM durationExpressionfiBitises , Bralse 2B SRR

B, BEELMEM secondss durationExpressioni s HIZESetTimerAction, MEFF
BN , 5528 AWS loT Events APl 2Z /iy SetTimerAction,

- AR BRERENRERFNEE. REMBBFEARML.

BRF R MRERBFERDNBERLZER , ASHNRGSTMLEA false. MEITE BFENEH
R, REREFHER true. ESHRRMFIMES true B | BIERERX T LUERR.

- AR EEREUEMABY , BIEERANGT BT

FRRAR  BETIME—BRE , T EE@ A BEAE
- BIREIFH @\ AE.
- ERASRPHETRERBHE.

EERRARBERIZBANTERI SR ARY , FELEN R+ asH
triggerType(“Message” )EREH I , I RFFR :

AR RIBR R B R R A BV R IR IR 4F

if ($input.HeartBeat.status == “OFFLINE”)

EERELUATAR
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if ( triggexType("MESSAGE") && $input.HeartBeat.status == “OFFLINE”)

Ho¥ftriggerType(“Message” ) BN P SRR P RUNDBREBAZITEHER., EiBE
FLLEA , triggerType("Message" ) EHBUGFEME A true , IR EWFTE A BRI R, 0
FTtriggerTypeHBFERA S NMFMER , 7B AWS loT Events B ABEBHNREXE
ERtriggerTypediES

- AR BREREANFEEPIRE, RESEHERERERE R,

BRAR  MRERFERDPHREELER , ASEREANBREZGRENIRASFTMHES false,
REERRER P EABRIZELEFREN R REFTMEA true , UEZSIPTFAIRE,

- AR BEFRRTRSERAFRNARBESE,

BRAR . ATHLEEANRERETRB[BEMEARRASEXZENERBMNRE , FEREERAHRE
BEH T ERAYtriggerType("Message" ) EHIFEM | IR -

RIS R B ARG B R GBIk 1

if (timeout("awake"))

SEMRA W T FRAVRS

if (triggerType("MESSAGE") && timeout("awake"))

Hep¥triggerType(“Message” ) NS IS E RGPV BE A 28T HIR
LB E AR I EE RIS PR E GRS B , P ILEREIRINVASEE., MENAEEREEFERGE
SEEMEMEMET , 5528 ( AWS loT Events B AERE) PNEAREE/EER

expression-syntax
BE HBEAN S i Rexpression-syntax HER THISERAS

« AR BAFHRER {expression} BN, ERNARERS JSON , HILEXEIEE AWS loT
Events ffE AF RN RIEN,

FERAR  MRIEERAFHERR JSON , Bl AWS loT Events B EBERB RS A LUGEHRER
AHEAFH, FMENERTERAMERRT. MRRIFFKY , B S WELLEER,
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« FAE : SetVariableAction.value HERKER., EEZME 'variable-value'

BRRAFE B LAEA SetVariableAction RREZE A namef HWE B value, value AIUERF
B, BFERAME, B UIEE R ERXvalue, MEFHEL , 5528 AWS loT Events API
gE ) SetVariableAction.

« AR : BMEEZH DynamoDB BIEMBMRIER (attribute-name). EHERMNEE L@ AR
ER,

ORF R - A% DynamoDBActionBERBAPHNMESHEARER, MFEFHEA ,
B3 AWS loT Events APl 2 f iy DynamoDBAction,

« AR : RIPIEEZHT DynamoDBv2 BjERY tableName RiER, FHERME EZMARIER,

3
¢

fERAE : tableName®HY DynamoDBv2Action A BRFHE, BHEAFH WRIE
I tableName, RENEZ X >, EEF. WY, S2EANENEEL, NEFFHMEF , F2H AWS
loT Events APl 2Z f#y DynamoDBv2Action,

- AR RMEEKENREXTER/BERH JSON, DynamoDBv2 EjEEZ & JSON HEFR,

RRFR . WASHEEDynamoDBV24ER JSON, FEMEE AWS loT Events A ARG &S
HRAREATEABUE JSON., MFFMEF , 552 E AWS loT Events API 2E 1
DynamoDBv2Action,

- AR BME LI action-type RBWARKER, FAERNE ZBARBTRIEN,

BRAR : AAREXNTUIEFE ('string'). B# (Svariable.variable-name), ¥ AE
($input.input-name.path-to-datum), FREE , UREE WFEE${I.

- AR BETAREMERIIEZEZAN,
RRAR . NREAHERIBRETASR , BKRE AWS loT Events TR EHhM ARSI RER , BITRE

BREILERAL, WREBEFEIAS  AXAEBIIRRATOAARKEN, MEFMER , F
28 AWS loT Events APl 2E &S,

o AR EEIINETEESS ‘timer-name ' ######## 'duration-expression's
BRAR  FTIRSFEREAREINNTMBERLEARNN 60-31622400 2ENE. FERBENTMGE
RRENBRAEAIRBENESR,

« AR : EEEIMN action-name BWIRIER 'expression'
RRFR  MREEHENRERNZEFER , BUESKEINHAR., FELEAEENEEBAR
EX, MRFMER  F2RE PHRRELERNERSFAFEE AWS loT Events,
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« BB : IotSitewiseActionfE XM &Y fieldName, BN BERFRERPFEHERNEE,

BORFE - 1R AWS loT Events XM B fieldName , & vTeE SRRt 85
RIotSitewiseAction., FBHEXE fieldName £ AWS loT Events ATLAZIMTHIRIER . MNERF
HME |, 528 ( AWS loT Events APl 2#) thfy lotSiteWiseAction.

data-type
BE HBEEAN D i Rdata-type HHER THIERAR -
o B : FTESES xRN IEBEERES duration-expression R , AAEREE,

fRIRFZE - IR AWS loT Events RISV FERBREANFTGAET , LS WEILEER
AR, FEESLH durationExpression JUEBAE T, TXEHMERER | SlumME,

- AR  EEX condition-expression TREMMNEHFEH,

RAE - DR AWS loT Events £ f¥ffcondition-expression BAME , B e R
HEEERAA S . MENLAR TRUES FALSE, FRELHNHFREREXNATUBRAGTME, IRERT
EHmME , BIEER FALSE, MB FEUABERERASMHPnextStatelEEN

« AR ETHREXPKRITHEHBNERER [inferred-types] BAit## . #4#
BRAR : BRAR  GRREEPHERABEIEINAMERERNTLASEHRNERERE,

£/ T 5 & A RARIREE -
- ERERSEMRER—SZEERTHNERERE  FREESENMEEREEHBMAR,

Flan , AT RERD , BEOR =M RWEEFWEE T, ATHFREZE T
A , $variable.testVariable + 1H$variable.testVariable4BESEREEHH/NE,

WA BHIEHEEFHEE T, Eitk , $variable.testVariable KBS ERE N /DE,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- BERERAZERABERRLRRENSI B , FREEREEXELSENERER,

Flan | FHltimeout("time-name" )HNBEEEFES|SENFEMASI B, MBREMER####E
HaE  ANESEEFES|IENEFS,

timeout("timer-name")
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® Note

#H convert(type, expression)EHE , MREER+#HENSZE | AIZENTEER
WJERR String, Decimalz Boolean,

MEHMET , FSEAWS loT Events BEE X R AN EEHN S E,
- AR BEaERANTHEERER [inferred-types] . E AL ERHTHBEHERS,

BRER  MRMERMABMEIBBNMEREXNSENEEREE , EEERIL
BEMRAABEIEBNREXNSEARRERPNEEREEE,

- B BREHEF [###] BANERER [#44#] HTIREXTHEE  'expression’

l]IIIIQ
r4]]}
i

BRAR  MREHREANGESREEEE T THANEREE BT RILLERAS Flm,
EUTRERF , EFTHEY, TEVNFZRENREHEE  BFBRARNTHEERNEENESR

TTo
true + false

B ERERE BEETFEANERNERER,
« AR sz RIINERER [#444] THE , TeEERI TS,

ABR  MRMEEWABMENMERZEXNSZE MREONEnterLifecyclely = AR
REOnExitLifecycle® OnInputLifecyclef WRMEERER , SR EILERAS, B
EIEME OnEnterLifecycle ( 8% OnInputLifecycle® OnExitLifecycle) '#'E’Ji%l%'ﬁ 8
AR E RS EMENEREREE,
AL EEREX [#4#] BN, EESEHTHETGAFTEARES , RAERERER R JSON
i W
FERAR - MREIEENARER S JSON |, 1B AWS loT Events EEHERER T L AFSE , AT
BEFWEILER, RETENERETHE , MTR2AMERE T,

- AR BB ARER {interpolated-expression} A BEHTEBFLAABREIGMHE, &
Al B EBRIER {payload-expression} EHITERBSE LT EE YL JSON,

BRRTTE - IR AWS loT Events FE# AR EXNTERBBIMME , BRSNS EERA
B, FRECNBAREXNTUERSZAIMME  RATXEEMERERE |, HIM tring,
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« AR : IotSitewiseActionfURERDPW 11 BRI ERAE M ranny  WHEAER 1444, E
=ENEANHEHNER XA EHEE,

BERAR - MRIEIE propertyValue FHKRERIotSitewiseActionEFEHEINERERT
BNES , BAseS US55 8 AWS IoT Events, A4S Rk RIEXNFTEH
TEEEAEENERER,

- B AlsetTimerBENERER [inferred-types] TEIntegerstBH FHRERT LA

BRER  MRFESHREANEHEERNERFIREYIIEY , Bt RILERAL, FEE
&M durationExpression A LB T, T EEMERMER , fSlUHMENFS,

- AR EEREE T [###] EEREREANENER [inferred-types] ETIREXF
THE

FERB R BRSRERENGRERNRER (#17) P EE T EE ERERTHEE, EETH4EREE
AIREEAEHME D PHEFERREREER.

® Tip
BALAEA convert REFHEAISSERAREXANERER, MEFMENR ,
AWS loT Events FRiZ3\ AR E,

Y
W
&5
b

referenced-data

BE HBAEAN S HiERreferenced-datai R T HISEEA L. -

- BB EHEIREOHER | B ARRER | BRARE

BRSR : NIRCEARRENINS , THASRBLESAL, EREXPERHBEZN , 24
ARREEHBE, U BRECHACROIHESE.

. BB ENEHEENEE BB ARRER  BRARE,

BRFR  MBELEARREHEY , TEFRINBEAL, CLXAERERR , THERERS
EAT. I BREGHACRYBHETRE,

. BB ERIEENEE SR EARRES  ARBREAME,

BRER . SELEBLEARKGE—BE , TREREADETHME. ERREMAZIRESHEWN
B, AEREEE, i, FRECHALERNBHER,
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referenced-resource

BE HBRETAN Dt Rreferenced-resource I FER T HISEERAE. -
- AR BHRERAERTESETEENEA,

BRAR  WREEAREARSESFENTBA , BARFNILERALS . FREEHREXS
ZEANBA , YWAERNAGARE., IRERIBT@A , FAEMY—E,

- AR BRBEERERTESEMM InputName : input-name

BRAR  MRENHENFREEISERNBARRE , EURSWINLERALS . FRELEAL
BONBAEHE, BARBLER 1-128 @F . ARFT 1 a-z. AZ, 09, _ (E#K) M- (EF
%) o

24t AWS loT Events ( £#24 ) WERIZSER

AWS loT Events A BB BSAEHIFEH AWS loT Events AP 823 8)/E , IREEHE loT BRI HH
HMERE, THLSERFER AWS loT Events TR AR H{ERISSER,

(® Note
AWS loT Events Ao ITERIZERE  SERZ 24 NRNEBEROER,
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THIZRER AWS CLI R M {ERIZRERE,
£/ 2RI E AWS CLI

1. BT T I T URBR D,

aws iotevents start-detector-model-analysis --cli-input-json file://file-name.json

@ Note
# file-name MR AT ESEHFEEEZNERER,

Example EBIFERER

"detectorModelDefinition": {
"states": [

{
"stateName": "TemperatureCheck",
"onInput": {
"events": [
{
"eventName": "Temperature Received",
"condition":

"isNull($input.Temperaturelnput.sensorData.temperature)==false",
"actions": [
{
"iotTopicPublish": {

"mqttTopic": "IoTEvents/Output"

1,
"transitionEvents": []
},
"onEnter": {
"events": [
{
"eventName": "Init",
"condition": "true",

AT {ERIBEE R (AWS CLI)
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"actions": [
{
"setVariable": {
"variableName": "temperatureChecked",
"value": "OQ"

]
},
"onExit": {
"events": []
}
}
1,

"initialStateName": "TemperatureCheck"

I&ER AWS CLI RO RENERFZER  FRETIES —BEREERERRERES :

« MBHRBE[MA AWS loT Events T2 E |, FHIT 5 EE :

1.
2. EERBRERT | BEEEERNRER,

3. BT EZELHERFIER  UATRERRER, ERREREFHEFE JSON H#,
4

5 BRAEE detectorModelDefinition ¥, BBRTF|EE :

6.

EEBEEET , BREEASFEE,

FRUERIZ R JSON B,

- EEERNE—BAER ()

« #detectorModelfT

+ detectorModelConfiguration #I#
- BEEIH&RE —EXRER (3)
REER,

- MREHREMA AWS CLI, FBHIT T HIEE :

1.

ERIREIATT IS T,

aws iotevents describe-detector-model --detector-model-name detector-model-name
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2. # detector-model-name MR AERIZEENEZTE,
3. #fdetectorModelDefinition ¥ EHEI X FiREES.
4. £ 28 KIESE ({3)detectorModelDefinition,
5. £ JSON HfEFRER.

Example &l FE &5

{
"analysisId": "c1133390-14e3-4204-9a66-31efd92as4fed"
}
2. WREHERDN D,
3. AT T S REEEL S AT RIARE

aws iotevents describe-detector-model-analysis --analysis-id "analysis-id"

® Note
#& analysis-id IR REERN S 1D,

Example & FE&T

"status": "COMPLETE"

REER AR T HI Hih —{E{E :

* RUNNING — AWS loT Events IEE D HTERIZRER, KEFRZUREEE—STETETHK.
« COMPLETE — AWS loT Events B 5K 2 #r @RI & &,
« FAILED - AWS loT Events £ DT ERISFEE, FHEEHEHR.

4. BAITIHCREBERRERN —HSEDTER.
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® Note
# analysis-id X REERN 547 ID,

aws iotevents get-detector-model-analysis-results --analysis-id "analysis-id"

Example [E] & &5

"analysisResults": [
{
"type": "data-type",
"level": "INFO",
"message": "Inferred data types [Integer] for
$variable.temperatureChecked",
"locations": []

},
{
"type": "referenced-resource",
"level": "ERROR",
"message": "Detector Model Definition contains reference to Input

'TemperatureInput' that does not exist.",
"locations": [

{
"path": "states[@].onInput.events[0]"

@ Note
AWS loT Events R ST ERISRIER R | BAKRS 24 /NS EEEL D AT R0

AT {ERIBEE R (AWS CLI)
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