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Dashboard

B Summary = Device list | C | | Create alarm |
Total devices Total connected devices Total alarms monitored Total in alarm
4 Alarm widgets in the dashboard Alarm widgets in the dashboard

don't support filtering. don't support filtering

3. MEHTESE | FHRIE Search (8), BEFEIKELHEZE AWS loT Core WFTEREFE,
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2. FEREHERENKERS  FRUEH.,. NFNARIHEETHNET , F2[E the section
called ‘BN BHWE—AEH, BRI RENEH , FHNETESERATERBINFEEE,

3. HEHEREXRIREMEL , 1BIE Create alarm (BIETR).

4. 7f Build aggregation metric G2 REEF) EE L , FHEFEERN Target query (BEE#) 2T
#REHM. 7E Configure fleet metric aggregation (Bt E# B 5= ) E R AIChoose field (i
W) BE L | 382 Connected (BiE#R). It AWS SERNVSELEEESERE AWS loT
Core, Choose field (ZZE# ) BETE AWS SERNUURRKEESTE AWS loT B RS+
BN BTN

5. ERRERARE A EETIHP—ERE,

« LR : BE—E&XRIE,
- AR BEEFREEARE,
- B BENEESRE,
« TR : BE—E&/ERE.
- FHH : BEEVSRE.
6. #NA Choose period (ZEFEHE) , BIEFELNBEPREENRASERE , UBRETR,

REHBEERENEIREN TR :

Configure fleet metric aggregation

Choose field
Choose a searchable field from your device's data.
Connected v
This field is a Boolean field. True will be converted to 1, and false to 0, to help aggregate data

statistically.

Choose aggregation type
Choose how would you like yo
aggregation options.

ur field to be aggregated. Different field types may trigger different
Count v

Choose period

Choose the frequency on which this alarm will be based.

1 minute v

I Next (F—%).
7. 7 Setthreshold (3R ERE) BEEH Trigger the alarm whenever... (B E%R...) ERT | EETS
Hrh—1{EiE1E,
« KR EEAEENENERECEREHETR,
« KR/IER  EREIEENEREASERECEREHE R,
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10.

11.

12.

- PR ERBEENEEERNEEERELEETR.
« PRIFR  ERBESENEESNIBEREEERBLER.
 Than (kb)) XFHHF  BEEBZRARERBETSRENE,

REMENSEIRERRBRABLMNTAR

Trigger the alarm whenever...

Metric is
Define alarm conditions

Greater [o] Greater/Equal

> threshold >= threshold

Lower/Equal Lower

<= threshold < threshold
Than

Enter a threshold value.

igg Next (—F_ﬂ;)o

£ Notify user (BZIfE A &) EEA Notify — optional (B4 - &) B+ , MAEFEHBEENS
ﬁ HhaesfERTEERERNEAPREFKEBENNERAE. BASFBHIEE (SUE
ohR) , EAWEE,

£ Alarm details (BREFEER) BEF  BABTRHNEE K AREEMHBABTHRE, 1BE
Next (F—%).

R Review (#6) HE L , RS ELHEE LB ANER. #EZ Submit (]BX). LEREFER
Ry BRI

ERERERIRL , BN I ESERNECELNMAERNEN.

Total alarms monitored Total in alarm

Alarms 1
MyDisconnectAlarm violationCountAlarm

11 -

A\ Inalarm @ Insufficient data

disconnectAlarm
0
® oK
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Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device E¥2i5r

EECEMEVETRHNFRES  FELASEERYIZEE Fleet Hub alarms (Fleet Hub 7R).

Fleet Hub alarms Create alarm
(® Sshow triggered alarms 1
Alarm name Status Latest update
MyDisconnectAlarm A_:“'-_.[c:lm‘l_ November 17, 2021 18:20 (UTC)
disconnectAlarm @OK November 17, 2021 06:15 (UTC)
violationCountAlarm @ Insufficient data November 17, 2021 06:12 (UTC)

BEREFHER
AEESESRERAEHEERENLEHAEAN SR,
SRR

- BEEEE (WH) 2 AWS loT Core HRFERIHA Fleet Hub FEAE,
« IRMBBHERER Fleet Hub ERAREFHNIRE,

KEFAE

& A Fleet Hub Web FEFIFE\ B , BEF R LRAIBEERPH Device groups (EEFH#H). Device
groups (ZEFH) EEIE 7&K Fleet Hub Web BRABERFHMEELEREH, EEEFREFAEN
FHBERA |, 551 Group name (BHHE B W) MILEFISEREERE,

test-0119 test-0119 Device groups US East (N. Virginia) ¥

Dashboards q
Device groups
Device groups L @
I Group name Parent group Group type Query Group description Created at
obs
LightBulbs - VS}Vaf[Vcrgrrggg - - March 11, 2022 18:59 (UTC)
Fleet Hub alarms
MyDynamicThingGroup1 - Dynamic group attributes.wattage:75 - October 17, 2021 22:15 (UTC)
MysStaticThingGroup - ,Sf,t,af!,(,,gf,O,HP, - - March 11, 2022 18:49 (UTC)
MyStaticThingGroup2 LightBulbs Static group = - March 11, 2022 19:01 (UTC)

English (US)

Logout

BERBEFMES 14
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REFHEFMER

Device group details (£ BRHEFHEF) EEISEBrFMERERENET. EERARENFHE

A , A Devices in XXX (XXX FEYEEE) B Device name (EE R B) MILBEFREENEE,

test-0119 Device groups MyDynamicThingGroup1

MyDynamicThingGroup

Group details
Name
MyDynamicThingGroup1

Created on

October 17,2021 22:15 (UTC)

Group type

Dynamic group

Query terms

attributes.wattage:75

| View on dashboard H Run jobs l

Devices in MyDynamicThingGroup1 (2)
Q

Device name

MyLightBulb1

MyLightBulb

Groups in MyDynamicThingGroup1

Group name

KEFHE

illll

Device details (ZEBFHEF) EHTSERIMBEEENER.

® Note

MRENFAFIREEZEE AWS loT BEREYAHEBIRNAFR ID, 8 "¥W4 ., BERR

ERTEEBHAHRRRE,

BERBEFMES
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AN E

E‘_\'III

Details (&) BERIELEKEN THER :

* Device name (REE ) . AREENYHEREE, NFEFHEN , F2RNMNEASEREEEY
EO

PSR RENEERBONEED, SUNEANEEREREERENEER S AR
BEF. MEHEET  BSREUEEL,

« Last connection timestamp (LXREFREFEBE) | £E LIRELRE AWS loT W BB,

- AIHAEEER : 51 Device details (EEFMEF) HE LMBRER AT HAERS.

« Last connection status (LEXEZRAREE) : EEF| AWS loT HERRE, MREWEECELR , AIE
& true, MRAKELR , AfEA false,

- Disconnect reason (FEIEMRREE) : EEPENERNEREE,

BENWER

Reported data (REMNER) ERTEFHEEEHRER., BEX FERNNYHFENER

- Device fields (ZEEML) : LEE AWS loT WERSIFHNESIHNL. MEFHER , FSREEH
B,
« Device shadows (EE& F) : Eﬂ"‘ﬂ’]%ngéﬁﬁﬂﬁﬁ - BEXFULIEREEERNARATREE TN

EnEEF, yu%#%ﬁﬂﬁaﬂ EHSB AWS |oTazF£$; o

- Device groups (5 EFHH) : EEENEERBNEERHE, ZEFETURRIESTFEYHEENS
RYIEE. WEFAERN SRR ENS R HEE,

BREEFHMET 16
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https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
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%

Jobs (%) ERERTERELHITHMEREE. SATKEHE —EFAEAER , TETEEN
REEH , oEEENHITRBENRA. WEFMEA , F2BEH Fleet Hub for AWS IoT Device
Management W EBAER S ESMER.

Defender 151&

Defender metrics (Defender 154Z) B FE/RELE B piFTIZEE ERIBEAY AWS loT Device Defender 3§
B, ZBulERABERNEEER  $EEECRBEEANREREREB(LER, Ek Fleet Hub B
X EF Defender IE1ZEHR , B Fleet Hub EXE B XA KR EHEPMELE B RIA AWS loT Device
Defender E12, MEELER AR FMEZELEE AWS loT Device Defender IEZHWEF , FSHE
FEE. EEREENEREE.

10T Fleet Hub > Devices > MyLightBulb1
MyLightBulb1

Last connection status

nnnnnnnnnnnnnnnnnnnnnnnnn

Mar29 Mar 29 Mar 29 Mar 29 Mar29 Mar2s Mar 29 Mar 29 Mar 29 Mar 29 Mar2s Mar 23 Mar 29 Mar 29 Mar29 Mar 29 Mar2s
---------------------

rrrrrrrrr

Behavior violations (1TA1E#) EREREEB aIFMBREMEBEE. KBZRSIHIAWS loT Device
Defender 5 RIERER., TAERENTUSFEERTE. LAEARBNLREREEEE. B

# Fleet Hub ERREXNMIRITAERER , £H Fleet Hub BB EEE L LRERPERE AWS loT
Device Defender 1T &1&# , WEHEF 5| PERE AWS loT Device Defender i&#, N7 E LR MM
£ AWS loT Device Defender Z £ ERPRET A ERNENA , 582 E AWS loT Device Defender

BREEFHMEA 17
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https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
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B, MEFEZSMAERE AWS loT Device Defender iR ER , FSEEE Fleet Hub EAREXH
KBRS MNEEYHERE,

B3 M ER R R A

BRI LAEREETEET AWS oT £EEEEH , LEBYNRAEBEEEINERBE, FIE AWS
AENEN., BITHUMRSIBEHRREFNEMBEES T EAETHEGRIZEH, B TLUENL BFTH
i, AMEA AWS loT #EZE 5| EIE#, the section called “EBRMNEMBRS|IWFHEET , F2
BB =5,

ES- |
- BERERIR
- ERASERGELEDN

mIRERR

EEBEAAR AWS loT KEEENWEETE Web ERAEXK , L85 —EERIK , EHETEH
BEEPRENMEERBER,

Summary

Summary (BE) RIESBETIHRETARERBERNRERRE. ESRMUTIER

- REHRHE

- BEPENERNERBE

- BRBEAERINYARENSEREINEERE
- BRMEMEMNYHRENSEFATNEERE

ERMER G 18
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Dashboard
‘ B Summary | i= Device list | G | | Create alarm

Total devices Total connected devices

40 -

Total alarms monitored Total in alarm

2 1

Disconnect reasons

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for

help.

Alarms 1

test-alarming-alarm test-ok-alarm

40 40
A In alarm @OK

Device types

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for

help.

Device groups

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for
help.

HEFE

Device list (REFE) RESE R HBBERENRE, RERHBETSEKENTIER.

- RERH

HYIE AR AR R
EIRERRH R B EC

R ETRY R

YR

- RENYHEE

< BEMBBERSIRBPEILN BT ML

il

KB

%

KB

~

KB

i W md o
f

K
=

mf

BRERR
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® false
® false
® false
® false
® false

waterSensar16 model-1 ground-sensors ® false

waterSensor33 - - ® false

FETHIEEALERCRENCSVER  FHERERELERE "EHBENER. . FER , B8
EesH , EHBFEAETHENEELERNEN  MAETHREEEA LNER,

U UERAEANEGRRY MO EE—ARKRPELERESRTERNEEFTETNEERE, WE
FRERMEREGLUNSHEREEWFHER , 5528 the section called “E I &,

e ENE R R EH

RERERA AWS loT KEEEEANBE D OIMIER |, Y5 EETREABRBELEHTFENS
B

BRERAEN , REFHETREERRBENFERBV LNRERENEE, KALIER AWS-
managed #fz. BEFTHMLAK AWS loT BERS|IFRSI BN EMBEREEEH. NERER
SINFEFHMES , F2REERE.

BETRERTHEEER. BRFEARMETESNRV, EESHALTEE-EHPEAN=
18 & 2 AR 1 BR 1o

T-HRARTAREHRENSR,
BUEH

THSRRAMART ARG,
DB

- BEDNTEZMERME (EY ) B AWS loT Core 1RF K Fleet Hub FERTREFF
- BEREMEA Fleet Hub EARERXMIIRS

ERERRTRIES 20
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ER R A PV ERREMAE M &% — 18 Fleet Hub &3

1. BIBEZEZH Fleet Hub FEARER.

2. ERRBERRL , WEVEULER (REFE] R5IFER , LUKEEB AWS loT Core IRFHERE (B
) AL

3. EFRBERML , iBE Device list (REFE) R5IRH. RRBREFINTEZEEN BTN
BHBEFE, BFIIBHTEBMEFTE.

4. EEHER K GASEBETEREITNIEET, BEFEIEAZTHEMRNL

5. WEEEMEIER , &2 Filter (BHEHEM).

6. 7E Filter (BFEMRM) BN Field (W) T , BELEZRAREAGTZRE 4GB, £ Operator (IE
BEF)T, BHBE—ERE, 5%, & Value (B) T , BREEANGEHZR GG PHBME,
BERZUHB=EGRRYt. BEFEILFTALEF,

7. WMEHITEN , FREIZ Apply filters (EREHRRY),. RSB TS EBREANMEBEE.

£ Fleet Hub for AWS loT Device Management & {Y{E & F{E 5
i

® Note
EREAYEE I ATREMNE , JEERE,

FRABEEEEEZ AWS loT W—HZEEE , W EH EHTHWRKEE. flnn, BUUER—BF
B, ERHEETHYZREARIIIREN. EFNNE. BIABR  NFHTERYEHRER

B, SETHITHRE Fleet Hub for AWS loT Device Management Web FEFTE X W FE £ B BETE. &4H
BHEEEEE AWS loT TERAPEVFHE R | WEE M Fleet Hub FEREFEAEANBE, &£
21 Fleet Hub ERERH , BEEHITEBNEEREEHE.

EEESEERVATVERARNPRENKESHE. WEEFTELEHAE  FEESEE KT Device
groups (R ERH), ECEEREREABER , EUAERITHAXEETIIMEREERE 2 —.

« Snapshot (1RER) : FEHHIT IR,
- Continuous (iFHE) : EHUXEITZ %R , T SENEEFHENTMEE LHT,

{# A Fleet Hub for AWS loT Device Management FF f9{E 3§ F{E# S5 4 21
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NERVRERARBANHEET,  B2REBEES. DBRERBEIANFEET  FSRIB.
TR

& T 1 Fleet Hub BABEXFHBEMNEMTES , B TIZRBKMEE,

1. ER—@AFHEN—EHZEEERLABE.

i#1Z Run job (FTIE).

£ Job target selection ({E# B #Z=i#18) T , i#$F continuous (F4&) = snapshot (1RER).
BEEEEAR, BFE Job summary (EFERE) THNFRARPLEHTHEEER,
BRI LR AT ERE,

E1Z Run (F1T).

o g~ w N

& ¢ Fleet Hub BARAN TIMERENE R , WEBRETIIR

« BRREMHREFERSIFER,
- KERENFAEFARH,

- REFEEE,

- BEXRBERENFHAEARH,

BENEBER

BAETIEERRER EEATHNER.

- EHFERE  WEEEARMHETUTHAEER. NEEELEE , FEEEERTIERE Jobs (1E
%)

- BERENFMAEAER  HEASETRIKRE LBITHARBEER.

BECHHS —EFEEHAER , TEREBNREEEHN , 2FEENITHEER. LEESELNE
BRE LEBNATRERE, HESETTIBR

- BTHE.

- CHUERIETHE,

- RREITHE.
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- KEWETHE,

- BEIENETHE.

- BHAMTIINETHE,
- EITHHETHE.

- ERRNETHE,

- RENETHE,

WMERCHER |, 35&#1F Cancel (BUH).

~

I

AEIEREA Fleet Hub for AWS loT Device Management B /RINMEE |, W5l BEERTREL ERFIEN
SR,

ERE FleetHub B R, HEEAZEBERNERRTNFAEEE, ZEFTERAEMES , RE
TEEAELMBETNMERE, WEFRHEBERIRNELEHWFEMER , 528 the section called
‘B M ERIE

¥ =~ Amazon CloudWatch (CloudWatch) 51282 AWS loT # B3R 5| RIE E’J—H% W ESER
RE I CloudWatch BR, filtn , BAEY—RIER , HEGHBEPRENTF EEEKMN 50%
B , @& 4 — Bl Amazon Simple Notification Service (Amazon SNS)FAE.,

Fleet Hub /R {F MBI 5| IRIEHY GetStatistics M GetPercentiles ThaE , EHEELER, | &
FENEMBITHERVNERE  ZUBRVERZEEBM 2 THESETRRE,

« &K
- AT
.« A
- TBR
- EE 1018, 5 50 fE. 55 90 f&l , 5 95 {E=F 99 HEE T UBBE

MFEEMBERSIBBHEARBRENNFHEN  F2REEERNEM.

TRIE-ETRAR AWS ZEMNUMNBFTWAL KB RENEH,

4

Sl


https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html#get-statistics
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BRTEERBRUNER 2N | BETEETIIE,

- BEENETRERRETMENEERE (1 28w 5 7 #).
- TIEGF-BAEEAELEERBMUNEENEBER T,

I
SRR AWS FETRE)
SR (AWS FETRE)
BB (AWS S &)

true WEA 1, false BWEA 0,

shadow.reported.batterylevel (#&¥3& 5| fR#& &
BUNEFTEEBNT)

« EX
- RRR/IER
- B
- BR/ER

- BEEENLBEE FEREFERANE,
o BIREERIBRE RIS Amazon SNS AR Z AENEFEHHIHEE,

Aggregation Period (& HiR)

e
e

. B
- B
. A
- TR
. FHH

- B
.
. A
- TR
. FO#

. p10 (B 10 BH B
« p50 (56 50 B E
. P90 (% 90 A
« p95 (56 95 BV E
« p99 (55 99 A&

)
)
)
)
)

24
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. BREE.

WEE I Fleet Hub B~ |, 582/ the section called “E I R

BAUER

AEESZELHRAR I —E Fleet Hub for AWS loT Device Management B RFFTEN S B, HERRE
HWRFEEE B BB A shadow.reported.batterylevel S E R FRMN BN —EEEMN, LLBFTHN
EHEBENSEHEE, EXNAEREHEELAWS loT BRI REDEITIESH B TR,

RELBBETPRENTHENEEN 1 2ERER 50% , BMELNWERIER Amazon Simple
Notification Service (Amazon SNS) FAEEEZEZABHPIASBE,

3] Fleet Hub &3

1. BIEZE Fleet Hub EARER.

2. BHEEHERENKRELS K FEUEH. NFNURYEEEHNIER , F2H the section
called “(FFAEFEZIFHEVEHN, BRIV REVEN , CNERSERZTEUBETNMEEE,
EHEFEBRIREEL , ##ZF Create alarm (BIETR).
£ Build aggregation metric (B2 RZIEE) EE L , FHERER Target query (B BEEH) 2 THE
T~E#, 7E Configure fleet metric aggregation (FREM B 51ZHE) EERH , 1 Choose field (###
WAL) B, 1EIF shadow.reported.batterylevel, WIBE@TE AWS ZEMN , RENRKEESR
M A AWS loT #E R 5| BRI 8 BT,

5. %% Choose aggregation type (BEREH|A) , FF18IE Average (F13), HBERBEEMEH
W ENEEEREER,

6. %A Choose period (ZIZHIME) , FEiZZE 1 Minute (1 £88), ELNEBRBREEREENE TR
R—oiER REBRETR,

igj% Next (-F_i)o

7. 1£ Setthreshold (XERE) EE K Trigger the alarm whenever... (R E®H...) B+ , &2
Lower/Equal (IER/ZER). EFHENEEERRAZEENER , LEBRER,

8. 1£ Than (kb)) XF R+ |, @A 50,

EIE Next (T —2),

9. 7£ Notify user (BHIfEH &) EEH Notify — optional (Bl - i) B+ , MASFHHEENS
B, HhasfESPEEREAEAPRERKRIBHMNERAE. BASFEAFbuEE (UE
ok, EANEE,

i
<t
4
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10. £ Alarm details (BRFMAER) BERF K MABTRHNER AR BEM M AERNERH, 1BE
Next (T J-F)o

11. 7 Review (#6) EE L , RESELNEE LB ANEA, 12EZ Submit (1K), LHRETER
B R

12. EFERERIRECANEEmMARF , 122 Fleet Hub alarms (Fleet Hub BR), BREEREREIN
B

%E SRR

RERHRB B AT TR ARG R |, B Fleet Hub £/ & MR BRE.

IR R B

BEZRESHBRRGDNENEERNE AR T XE 28 1 AR SE ) 70 {81 22 5 90 =5 A0 B i R 4 Y R

o o

BHRAFETER, AN EEEEMBEREIRBTELER,

BV E R RBEMEAER, BERENFEE ETREA

REEREFRANETRAEENERE, BEENBERRABLEENH,

BEBRRFLERGRFEIERIAL. AN EE SR MRS CRARGERNE
BH,

B "M NERRETSRHBERSIREIZR  EEE AWS loT K, FBREESR A F ik EEE

5lo REYMHEBEENAFR ID. MRENAHF
IR E AWS loT K EARYHEBTRERN
ID, Bl "9, MEERREETSEBRERR
#5l,
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EZ#2 Fleet Hub for AWS loT Device Management

BB Fleet Hub RIGHM AWS RS RMV T FME, ATRAMNAEREFEE. AWS RHTIE
T HRER Fleet Hub , EHIRBEERETEER , WHEEEMRKIREBHRIITE,

« AWS CloudTrail #EU& AWS IRE 2 AR HM API I FEBEESH , WEXRRHEERERE
EH Amazon S3 RFETEE, BRI LA HBFLEE & AR S A AWS, 2% LAY KR IP ik | 2L
KR AR, EFMENR , 528 (AWS CloudTrail FHEIER) .

F&E
« £/ AWS CloudTrail s2# Fleet Hub for AWS loT Device Management AP| Ff 1Y

5 AWS CloudTrail §28% Fleet Hub for AWS loT Device
Management AP| FERY

Fleet Hub for AWS loT Device Management £2 AWS CloudTrail #17%%& . CloudTrail FRIEREE A
%, AEE AWS RIEIE Fleet Hub R ATEREREIERYAC 8%, CloudTrail &% Fleet Hub BIFTE API FEAY
HEASH., MEMNEILIERE Fleet Hub =AM | R ¥ Fleet Hub API {EZEMEX B,

EEENIEBEMR , EO4§ CloudTrail EH4FERNZE Amazon S3 f1ZETE | 2FE Fleet Hub B9E4, Al
FIRAREEBR | fKARTLUER CloudTrail £33 & H# Event history (B4 B S 50 8%) REKRFEH.

BAI LA{E R CloudTrail FRUREERI B AR K ET @ Fleet Hub 2 HMIFER , UARBHEBERW IP ik, A
8., BFEMEMEEFMER.

EEH—F 7 CloudTrail , 28 (AWS CloudTrail fFA &) o

CloudTrail F#Y Fleet Hub &&H

EEENIREE  RHESEELEN AWS IRE B EUA AWS CloudTrail, 4, |, Fleet Hub 234 SEENRS |
RIRBEEAEZEEFHE CloudTrail B4 , WigHM AWS REEHLEZTEHELILHET, Bl
B, BENTH AWS IREFHNRHEH., MEFMENR , F2BEHA CloudTrall E4E P ERERIES
#o

MESE AWS IRFRIEEETEHMNECEE (2S Fleet Hub BIE4) |, BRIV IEMIGCH., BHATEE
CloudTrail #5282 % X+ % Amazon Simple Storage Service (Amazon S3) & ZiriE., BIFEER B

fEF AWS CloudTrail 2% Fleet Hub for AWS loT Device Management API AL 27


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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BEFTREEVRERE  RREEMAEMAE AWS B, ZEREFHRE AWS 2 EIEHAA EE
B4, Wik HREERIVIEREERN Amazon S3 fEFETER.

BAEEE M AWS RS |, E—F 2T FEIE CloudTrail B8P ATMENSHER ., MEFHMAET ,
ZRTIRA :

3

- BEMIEXHBIER

» CloudTrail X EHRBMNES
* EXJE CloudTrail #§ Amazon SNS J&Al
- #£ZEEFIEW CloudTrail BFE
- REZERSEW CloudTrail HFE

E 3
E 3

CloudTrail 728 FiH Fleet Hub B, HEFEHMN AWS IoTAPI 2Ed, i | ¥
CreateApplication #l UpdateApplication BjfEZ HAIFIUETE CloudTrail FLEERPEEIE
Ho

B-EEMAHARREHETSELFRENENA. FoERATHEHE THIEE

« ZFEREBFEHBR AWS Identity and Access Management £ & & A & RHEH
- REZERK , RECEATHEACGEHME I EFRAENBRELERE

ig‘!
I
%
fim

EHE—E AWS REIEH

WMEFHMMET , 5528 CloudTrail userldentity T3,

T # Fleet Hub for AWS loT Device Management 5C &% 1& =18 B
EMRR—BHERE  EESHUAFERNEXRMIEEIEEN Amazon S3 RETHE.

CloudTrail B EREE —HZEARKIEE ., —BASEHATMARREBHNE-—FER , XTSFREE.
AR BN, BRBHFET.

CloudTrail BB IEARAE APl IRV HEEERBEF , HiittFgUEMISEIER IR,
Example

T %l CloudTrail f52#%1E B #8 ~EE3 CreateApplication BIEMVE .

{

T f# Fleet Hub for AWS loT Device Management iCé&4E =8 H 28


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "principal-id",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/test-user-name",
"accountId": "123456789012",
"accessKeyId": "access-key",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "principal-id",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-04T19:59:53Z"

}
}
I
"eventTime": "2020-12-04T20:02:38Z2",
"eventSource": "iotfleethub.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.22.186.61",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"applicationDescription": "Test application description",
"applicationName": "Test application name",

"clientToken": "c9bc7f45-3737-4ee9-9b0f-5delaabl69b2"
},
"responseElements": {
"applicationUrl": "https://application-id.app.iotfleethub.aws",
"applicationArn": "arn:aws:iotfleethub:us-
east-1:123456789012:application/application-id",
"applicationId": "application-id"
},
"requestID": "5456304e-31c5-4336-9bbe-a375e3728eee",
"eventID": "9ffb5d72-9267-4f4e-88e6-d26051133c8c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

T f# Fleet Hub for AWS loT Device Management iCé&4E =8 H 29



Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device E¥2i5r

}

T f# Fleet Hub for AWS loT Device Management iCé&4E =8 H 30



Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device E¥2i5r

Fleet Hub for AWS loT Device Management Yy Z £ 1%

MERZEM AWS RESEBEIEF. 558 AWS BF |, LA UZHRNER P ONMEHERE | L8
EANERT2HBEBNTERMEE.

ZEMR AWS BB ARRE, AFEEEEREERRERNZLUENERPHRZEMN

- BRI EM - AWS S EREHE AWS Cloud H#11T AWS IRIEHERR . AWS BRHEETEZ
EEANERE. FAWS R8P B RBUASEEHMAANRERMAZLNERME. BET
FREM M Fleet Hub WE RS , F2RAWS SRTEIN REHE,

- BRI et - ENEEEUAREER AWS HER®, SH4AHHEMRREE  S/ERNIRE
. BRFNERNERERNER,

AR B IR T R ANMAI4E £ Fleet Hub for AWS loT Device Management BE R ESEEER,

T Y EBES REWNMELE Fleet Hub SLERIBM L2 MEHRBE, BT HRNMFERH M AWS R
it By & EE R MR RE Fleet Hub EilRo

*iE

* Fleet Hub I ERRE

B9 Identity and Access Management Fleet Hub for AWS IoT Device Management

+ Fleet Hub for AWS loT Device Management K& iR B 5%

* Fleet Hub for AWS loT Device Management 5 #5814

+ AWS Fleet Hub for AWS loT Device Management Y 3 & BUR
+ Fleet Hub for AWS loT Device Management R E R L £
- EBEREEEREA

Fleet Hub FIV ERRE

AWS HESEETBERAR Fleet Hub for AWS loT Device Management Y ERHRE, It E R AR
R, AWS BEREHITIE B 2REBRRE AWS Eif, CESHECHERSIBLTERAERN
RHE, SHEREEFMER AWS RE WE2EBNERTK. NEENBAENMER , F2
RERBIEEREEE. UEFBEBNERMRENHEEDN , F28 AWS T2 M EEE L/ AWS
HENSEEEF GDPR HERXE,

ERRE 31


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device E¥2i5r

ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- SERFHUEFHAZEEZRRE (MFA),
« i/ SSL/TLS B AWS BEREMA. RPIFEE TLS 1.2 WEZEEH TLS 1.3

o {$F RE API MR EEEISE8% AWS CloudTrail, TNEAERI{EA CloudTrail B MHBEEL AWS SEEIH
B, B2 BAWS CloudTrail € ER&ER) BHER CloudTrail B,

- EF AWS MEBEMAAR , UREPHWFAEERZEEH AWS R,
- ERAERNZERZLRE (B0 Amazon Macie) , HBIREFREFEEE Amazon S3 HWEBER,

o MRMEE AWS BB HRMEIN APl FEH BEE FIPS 140-3 BN R IGmEZEHE , 55FEHA FIPS
imE. MEBE FIPS M FIPS mEMEZMEBEN , F2REHTEFEEZE (FIPS) 140-3.

BMRZERCEHTELEFNEFBH b ERZLHREA , HEEBI AR XFHRL
h o, flanE B, ETEELRMEA Fleet Hub A EEA. API AWS CLIZE AWS SDKsHy E A
AWS R B, ZHEEBREHENXERUARANTANERTTEARGTERRE B, WREIE
HMASRARBIEY URL , BPIEZEZFB I EREBLHXMARSEF RN URL I EBEBEA.

Frss Ll 4o iy
o HE 27

Fleet Hub A REFIHMBREFREER, MEHMAENR , F20 (AWS loT FHEAERE) +
AWS loTH K FRREMNE,

S N

ERENEIREEE S | Fleet Hub 8 Transport Layer Security (TLS) @ % E R R EE @ H I E R,
MEFHMEA , F2E (AWS loT FERASERE) F AWS loTHHE# L 24,

B Identity and Access Management Fleet Hub for AWS loT Device
Management

AWS Identity and Access Management (IAM) 2 —& AWS BR¥E , AT HBIEE S R e T H¥H AWS
BERNEFER. IAM EEESTLRF G2 8BE (EBA) MRE (EEFFT) KEM Fleet Hub EIR. I1AM
RETMUZEFER AWS IR B .

BREN® 32


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/iot/latest/developerguide/data-encryption.html
https://docs.aws.amazon.com/iot/latest/developerguide/transport-security.html

Fleet Hub for AWS IoT Device Management Fleet Hub for AWS 0T Device & 2157
&

- BEHR

- ERESRE

- FRABKREEFIE

* Fleet Hub for AWS loT Device Management #0{a]fE F IAM

- B DB BIREH Fleet Hub for AWS loT Device Management

« ¥ Fleet Hub for AWS loT Device Management & % #11z EUE 17 8 FE 22

BHRHR

&5 AWS Identity and Access Management (IAM) I A REBFTRE , BURRETE Fleet Hub A,
TR I,

Service user (ARIEEAE) | BEMEA Fleet Hub REHAITER , ENEESSRLRELTENTE
MEFFT, BEEEBTHITEEMFERN Fleet Hub THEEBEE S |, BURERFTEEANTT. THER
FUMEBREARN AR EOEESRREENETA., &EELFE Fleet Hub PR IEINEE |, FSE
¥ Fleet Hub for AWS loT Device Management & % f BT HER B .

Service administrator (fRIBEEE) : FEREELFTAM Fleet Hub ER , B AI8EE (% Fleet Hub By
TEFEIER. ZNEE2HEREEREETEN Fleet Hub THEERER, EE , B4EAKBERE
REEN IAM EEE |, REFLRBEEAENTT. SBELERLNER , 7H IAM HEFRES,
MEHE - THRELN T AEE Fleet Hub A IAM YA |, 552/ Fleet Hub for AWS loT Device
Management Za[fEF 1AM,

IAM administrator (IAM B 8) : &2 IAM EEE , ERLEENMAREBERUER Fleet Hub 7
EEMFMHER . MEMBETE IAM R ERANES| Fleet Hub 0 EBEK |, F2E NWE DR BKES
5l Fleet Hub for AWS loT Device Management,

5 & 2 B

BErBRBFREAWS FHAF)BRBEANAR, BH4ALLAWS IRFRERES D, IAIMERES DR
BE IAM AERERE (ZEA AWS),

A LAERIER S 2 RIFIRENER , LUBHESE D AWS 555 % A . AWS IAM Identity Center
(IAM Identity Center) E &, BRANE—ZAGDEBE , BIREM Google = Facebook & AE
¥, HEBESHINEH, BLUBESE2EAE K CHNEEEXNCRESR IAM AENBESE D,
ERERABE AWS 557l K, felEErAe.

BEHR 33



Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device E¥2i5r

RIBEWFEREER | B L% A AWS Management Console 5, AWS ZERA O#E, MEZE AN
HEA AWS , BFS2EAWS B A ( FAEER) PHITE ALK AWSIRF .

MRELLAWS BREFAFREFER , AWS SRREKBFEBEEH (SDK) MaxwFI5RE (CLI) , SAEA
BB AERURERESNBZBLENFER. IRETEAAWS ITE |, X EBTHERER. 0F
FAERBNAFERTEZIFRNFREA , F28 (AM FAEER) FHEAR APl FFRHAWS
Signature 2 4 fRo

EREERAMNES P RES L , AU EERHEANZTSHERA. i, AWS BEEHEHAZE
B (MFA) RIZEIRFNZ M. MEFEZENR , F2H (AWS IAM Identity Center fER & EFE)
WZEEBZREFN (AM EHAEIER) I IAM FHAWS ZEEEEH,

AWS IEF RERE

EREY B AWSIRF , fER—EZEASDOHRE , XS D UUTREFIRE PHAAE AWS RH
BiR, LB 2HA AWS IRF Theroot EAE |, AIEBEREAREYIRFNE FEMH U METEA
REHW, BARBETEUREAERZEAEER. RELHREAERE , WEHARHTARAR
ERAERITHER. UFELEBNZTREE , THEURERAEZRANGEY , F2680 AM EHERE
MPHNEEREREBENEL,

BEeD

BREREER K ERALRCERE CRTECEEFIENERE €8 eSS oRHMAE AWS R
REAmMEFEAZERIRFE .

BEgrRBrEFEREBE. Web B2EMHE. AWS Directory Service, Identity Center B8 , 5
AWS i RIZEB S D RERENBAERFINETAEAE, EBES S FIE AWS 1RF , Mg
BT AE K MAGERHEREAER.

HREFXEREEE , RAEZREMEA AWS IAM Identity Center, AT ELIE IAM Identity Center #
BAUMGHENEE  CUNERYRSIEECHE S RRPHN—HEFERAE AWS 1RFE MEHE , UE
EE MERAEXFFEA, WE IAM Identity Center BIEHAE T , 55289 AWS IAM Identity Center

FEHAEEEPHTER IAM Identity Center ? o

IAM fi£ i & M A48

IAM EAER PHE D AWS tkRF , EAE-ASSEBARXNEEN . ERERURKERNEE
&, MARERELRYBRE PINEBNEFNEER) 09 IAM EAE, ERURBECARIIZENRER
REBEN AM £AE  ERECHPAENSR. NFEZEN , F2E AV FAEEETHATER
HBENERARIERRBRTFMER.

ERIDBE 34


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials

Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device E¥2i5r

IAM ZHER —BIEE IAM BAEEENE D . BEIUFESHDEE, EUUEARER-RAZS
BEAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BALBEE—ERA
IAMAdmins HYEFE , Wis FEEHEERE IAM BRI,

ERERARTE, FHERGRE-ASHEAENZLRE K EACHNENREHEAFTEENA
BHE. ERERFXKANKREER K BACEREGRER. WFEZEHN , F2H (AM E£RE
R PR IAM EAERNER RS

IAM &

IAM AR FEEESENT AWSIRE B2, BELUIAM A%  ETESENASHER, 22
FFE HIEE IAM £ AWS Management Console , BRI A MRERAETIRE IAM A/ ( A ),
B LUEB AL AWS CLI 2 AWS APl B EEA B URL RigEAC, NEFERAABNEEFHE
#, Bm2E (AM EAEER) PHRBEACH S E,

EAREREN IAM BBETIERLPIEEER

- BMESPEREFN — UEMBES DR, FELAR  YRABGERTT. EBSESHE
TEORER  XEI/SHACEYRN  YERRTHAGERNIT. IFEEHSACNHEEE
A, B2H (AM EAEERE) PHAE=F S RMUE (HE) BUAR, WREMEA IAM Identity
Center , BIZEEREHN TR, ARFSIRFEUTUFTIHIAZR , IAM Identity Center #45F 7] 52 EE
IAM R B EEEEE. WFEBEEFFIENEN , 5528 AWS IAM Identity Center £/ & EE PRI

EE
- R IAM EREFT - IAM ERAERA BT LEE IAM A REKHEFEEHRATEEFT.

- BIRFEIE : BAUER IAM B8 | RAFTERIRFFHEA (FENERE) FRERFHER.
AERRTERFEFIENEELSN. T8 , HREL AWS ¥ , LS BREREZIER
(MTAREABEUMANRE ), NFTHERAAGNERERRETEIRFEFNCENEZE K F2H
(IAM EREER) T8 1AM FHEIRF EIRFEG

- BREFE - B AWS R EAEM PEITHEE AWS RIS, Bl , EEERE P ETIEULE,
ZRIEBEEEE Amazon EC2 h#{TEEAR X AW 4T Amazon Simple Storage Service
(Amazon S3) 1, RETREEFEAFWUERNFTR. FARKEACKERAREELACKHITIE
%,

- BEAFMITERER (FAS)- &R IAM EREHACEHPUTHFE AWS , EEREA/ER
Ao ERFELERKE  BUREATEEDNE , EMETRRBHRAEB S —EEE. FAS E£AWF
W BYEFEAFFA AWS RS , %56 AWS BRI BRE TFRBREFER. REERBKRIFTER
Hftt AWS fR#% S EREB S RESTRBFAERE , T ERH FAS R, EIIFAT , ELAEFH
ITEMBEBMENFTT . WFERL FAS BRIEFNBRFMEENR , F2R_(BREFNITEREER) .

FEREDRE 35


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html

Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device E¥2i5r

- B¥Ae - RESERRBEEIN AM £€ , IRREMTBHE. IAM EES TR IAM RE
M. BRNMEBRREAE. NFEFMAES  F2HE (AM EREER) PHEIAGBUEIRTA
B AWS R,

- BBERAC - BRERACRERE N —ERBAG AWS R¥. BRBATURERKRENTH
At RBEEFACEHRAEEN P AWS IRF | YHBRK#EES. IAM EESTRE , B
T RefmeE AR5 E S A B RYFT Al

« £ Amazon EC2 L #IITHERRER - B LUFER IAM SEREEE EC2 MTEB LT EARE
RNWEREEAER , URIEH AWS CLI 5 AWS API 553K, E2 EC2 #I{TERAREERSE
WBEFAR. EEM AWS SEIERE EC2 BTERYSHRMREGHFIEEARESN , BELE
EZHTEBNFTERERE, BTEREREEIESXAC , XA TFE EC2 HTERLIITH
BEXANMSHRERE. NEFHAENR , BF28 (AM FAEER) PHNEA IAM BEREFEFES
Amazon EC2 #{TEB LHITHEAER.

ERABREEFHE

FRIIEBE Y BURIAG HE D & D HE IR AWS RIZH AWS P EFER. BERR P84 , AWS
ERSGS,RNEFMABEBE , SERANT, EZFRAA (£RE. REAEIACITHERER ) BHF
RE, 8 AWS FHEELHEK, BERPHNFFIIRERB AFHIEBHFER, KZHEESL JSON X
# AWS FEXFHAE B, WMFE JSON BERNHERBNARNFHEEN , F26H IAM EAEERTH
JSON BB

EESWLER AWS JSON BURRIEEH T AFHAR, twpEaR , BMEEREERE T o8
FEER#TURLE B

HERERT , ERENACREHNT. BERTEAEBEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE.

IAM BURERZBENTA , BREGERTES EZRBTRE, Hl0, BRREF—EAF
iam:GetRole BIERMIBER., EEEBURKMEAE A LA AWS Management Console AWS CLI,
API AWS BRBABE /.

B o BEER

SO BBERRALMME S (Hla0 IAM ERE, EREFHERAE) K JSON FFAIBERXSF, ELEK
RS D EMERG TRRYBLEFRATHLEDE, NFTHROMEYSSBEEK |, F26H (AM
EAEER) PHEEBEFEREBREZ B IAM A,

EABRERFEE 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device E¥2i5r

BOBEBRATE-SOERARBRIAZERR, ARBRESEZARINE—FEHE, FEIEE,
RERREBUMNEEK , BUNERD PHSECRE,. HENAE AWS 1RF, XEBRESE AWS
ZERRNEFZERR, NFTHINMEIERRRARBEKR 2ERE 720 (AM EHEE
) THEXEBRMABRBEBERE,

BEREHR

BEREBRREZIERA JSON BERX . EREBRNRE REHIR IAM ASEEEEN
Amazon S3 fEFITEBR. EXEEREBRXNEBHS , RBEEESTUEACMAREFHBEER
MFEER. BRMIIBERNER , BREEREEN TR TUNRERATHEEAREMERET
BITHEMF, BXREEREBRTEELZR. ZEXATNESRFE, £RHE, A6, BESEIERE
2 AWS BR7.

BEREHRRURZBRBEPHANRBE, SEEZEUNEFRAERNBEEPERARE IAM B AWS ZE
2§ 8

FHURFIFE (ACL)

FHUZFIEE (ACL) ATEFIBL X RFKE, FRAENAC) HEFIEERNFFT, ACL EHR
ERAPCR , BEMATEM JSON BERXHFER.

Amazon S3 AWS WAF# Amazon VPC % ACLsHIR#SEifl, WEE—F TH ACL , 552H

Amazon Simple Storage Service BiZ A Bi5EH AN FEUZRHIEE (ACL) ##,
Hin R EE
AWS X EHMBEFERNBRRER, SEBRREHTVREREABNREER FERNR AT,

- FORRE-FUEER —EHEREIEE , IHERES P EBEEERT IAMER (AM FRAESABR)
WRAFTT. BUUABRERETTRR,. IEEANTITERERN S 2 BEBEMEFTREHR
£, 87 Principal MU EEFEAESIACHNEREBRITEZ T IRRRES, PAEEEK
EHWARIERHEBEXAT. WEFTTRARNFHEN , F2E AMFEREERPHN IAM E58
ST AT SR BR,

. FRIEIRHIBE SCPs) - SCPsE JSON BiE , WHEE BB RMBBE( (OU) HBAFT AWS
Organizations. AWS Organizations @ — AR 7 EMEFEEEEEREE AWS 1RF W@ R
¥, BEBAEBTNFIEEE , SR LUSIRISIEHBUR (SCP) EAZMEMSATEIRS. SCP &R
FIRXERFHERNGT , SESEEE AWS tREREMAE, WE Organizations 1 SCP #YFF#H
B, 5528 (AWS Organizations fERA&EERME) I RIEIEE BER,

- BRIZEFHIBR (RCP) - RCP 2 JSON BUR , TARBELIRFHPERN AT LR , HKEUE
BARARTEEEFNHMELRFIHEENESEERN IAM BER. RCP SRFIKEIRE FERMN

EABRERFEE 37


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

Fleet Hub for AWS loT Device Management

Fleet Hub for AWS loT Device EEi5r

A, WARERESTNERGST , 8F AWS IRFREAE , ERTHAREBRAZNHER,
% Organizations 1 RCPsHIFFMIE R , @IEX T RCPs AWS R # JBE , 2 EAWS
Organizations ( fEAEIER) PHEREHIBER (RCPs),

- TFPEERBUK - THERBERR —BERBEX , Sl EERREEAN S RNEVACSBEER
ENETRTFEERE  MASREE. MELETFMERNFITEREAENACH ST EBERNITE
FEERBURBI RS, FTAAILRAEREER, AEEEBRTWAREERGEERTZ AN, WEHF
WMER , F2H IAM EREERPH TERERBER.

SEBRER

REZERREEERIFRE  HERTANTISELAEN, EMHBLIER, B2 THNMAWS &

BREEBRBERRERE RFFH>

, w28 (AM EAEER) PHERMEEE.

Fleet Hub for AWS loT Device Management 2{al £ A IAM

EL&EH IAM BIE Fleet Hub BV FELZ BT

55 7 BRYEEL Fleet Hub EFRY IAM ThEER HRLE,

BT LAFEEL SR EY IAM IhEE Fleet Hub for AWS loT Device Management

IAM Zh &g
BoBEE
EREBE
BREE
BRER

BRIk REI#

ACL

ABAC (BURHHER)

e By 8 =

S i)

Fleet Hub X 1E

fim fn D fm FHm  Fn O

fim

Fleet Hub for AWS loT Device Management Z0a[{£f IAM

38


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device E¥2i5r

IAM ZhEE Fleet Hub % &
REAEE =
RIGELAE =

BELME T # Fleet Hub MEM AWS BRISUMMEXZH IAM hEeREER |, F2H (AWS IAM £
EEE) TP IAM BEFEAN RB.

BEAR Fleet Hub B & 25 BBER
XEHHEBE : R

o RBRERAMME S5 (Fla0 IAM /A&, EREFEANAR) B JSON FFATBERN A, BELR
RAEH S EMERG TREBEERATHERDF, NFTHRUOMELSIEBER , F2H (AM
ERERE) PHEBEFEEBRRERBL] IAM A,

A IAM BEDRBER | BUEEAFSIEENBHENER , UREMNEGRE T AFRIEESE, &
ELEEDABKRPIECETE K NAGSEAZTEENFERESNAR®, NETHIEE JSON BHEHFE
ANFER®E , @28 (AM EAERERE) P IAM JSON BER RS E,

Fleet Hub B9 & % B BUER €5 451

WNEH#243 Fleet Hub B9 B BUERNEE I | 2B 5 5 BB & Fleet Hub for AWS loT Device
Management,
Fleet Hub WY EIRE BUR

XEEREBE : &

ERABREZM MBI ERH JSON R, EREBKRNEE REFIZE IAM ABEEBEN
Amazon S3 REEEBEBX, EXEEREBRNEES , REEEETUFERACHREHEISEER
WEFEER. HRMNBENER  BREEREEN IR UUHZERATWEEAREMERSET
HITHEE, BHBAEEREBRPIEEEE, ZXATLIGEIRE, A%, AR, BE5 2 HERAE
=; AWS fR#.

MEBRABIRFEFIE , EUUEEEEMIRFANFAERESR IAM B2 , HAEREBRN IR,
MEBRFEIREEREBR , RARBAFEBRN —¥, EZRANERNVRATENER AWS ik
F ., EEIRFFH IAM EEEUXARTERAAER (EAENAR ) FRERNFT. HEBKS
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SEPREERIERRREFT, T8 , IREREBRSEAMERFHINEIBRTFER , EKHMLF
BENANBEEBR, MEFHMER  F28 (AM E£AEERE) 98 1AM FHRIEF ERFEG

Fleet Hub Y BUR Bh{E

® Note

Fleet Hub FEFTEX&{F A AWSIoTFleetHubFederationAccess SEHFE, MEHME
A, FSHE???,

XERREE: B

ERE A LMER AWS JSON BURRIEEHAIUERAR., WHEHR , BEERETESRAFT o E
& REITHLE F,

JSON BURHY Action TEREHRETUARAFRIEBBRPEFRNEF, BERBFEY EREEER
Bf AWS API REHERBINER. B —LFIIMNRR | AIAURBHERFE AP BENERFFIEBE, tF L&
FEREFZBRTNZEEE. ELBANBFERABKEIF,

HREEABERR THTHBBB N,

WNEEE Fleet Hub BIMEREE |, 2B (RIERESE) F M Fleet Hub for AWS loT Device
ManagementiE 2 9 B 1E .

Fleet Hub FHBUERBIMESEXBIMEREA TIIFE
iotfleethub

MEEE-—RAXFIEES BB , FUERETHRE
"Action": [

"iotfleethub:actionl",
"iotfleethub:action2"

]

MERR Fleet Hub B0 B BUERNEH | 582 15 o B EERE 5 Fleet Hub for AWS loT Device
Management,
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Fleet Hub HIBIER B R
TEBXRER: 2

EESWLER AWS JSON BURRIEEH T AFHAR, twpiEaR , MEEREERE T o A8
EERAITHLEBIF,

Resource JSON BETEZTEEEERABENYH., MR H4EESE Resource 5 NotResource
TtE, REEKEFEHE Amazon Resource Name (ARN) RIEEE R, B HTERSEERER
HENME (BAEREBHREFT) REEM.

HRAIXEERBERFFAINEE (PS5 HRE) , FEABRAFER () RRTEEXERRAEER.

"Resource": "*"

WMEEE Fleet Hub EREE R HE ARN WEE |, 520 (RERESE) B8 Fleet Hub for AWS loT
Device ManagementEZHNE R, EE T HRATLERAMLEIERESEERN ARN |, 5528 Fleet
Hub for AWS loT Device ManagementiE & # B4k,

WNEH#R4R Fleet Hub B0 B BERMNEE ] | 52 W5 9 BB & Fleet Hub for AWS |oT Device
Management,

Fleet Hub R BRER R+ 3R 5|88
X ERBHEBRRGEER - R

ERE A LMER AWS JSON BURRIEEH AU ERAR, W2 , WHMEERE M BERAAE T o AE
EERAITHLEBIF,

Condition st (5f Condition E#) AJEEIEEFRAR ERIHRMYE. Condition TERZEAE
H. BAUBYFRARFEE FHREEEN BINERSIR) , REHBERFNRGEMBERPNE,

HERERBNPIEESZME Condition k& , HREE— Condition TEFIEESERSIE , AWS
EEAELE AND BRIFFTAE M. WRE/E—RUHERSIREESEE , SEMEEORRE AWS F¥E
Rt BAFEMBHKEGL , T ERERRANFFT,

FBHA U EEEGREREARENEEE., W, ZAUREFAEERE IAM FAEEBERR ,
HENERNFFARTXIAM ERE, NEEZEF , F2H IAM £AEERETHN AM BEERTE : &
BHER,
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AWS X E2EFRASRANBHBBIENRG SR, BEEEE AWS 2EFRGRSIR |, F26H (AM
EREERE) PHAWS 2ERHERERSIE,

MEEE Fleet Hub IRHRSIRNBE , F2E (RERESZE) W Fleet Hub for AWS loT Device
ManagementfV &3R5I, BEETHREUTUERARGRSIBNBENER , F20 EXHEE Fleet
Hub for AWS loT Device Management,

WNERR Fleet Hub B0 B BUERNEH] | 582 15 2 B EERE 5] Fleet Hub for AWS loT Device
Management,

Fleet Hub Ry fZER 2 HI/EE (ACL)

TEACL: B

FEUZHIEE (ACL) FTEFIBLEE (RFKE, FRAERNAG) HEFIEERERNFFT, ACL EHR
BEREBER , BEMAEA JSON BERXAHHE,

B Fleet Hub Ry B FEUE S (ABAC)
¥ ABAC (EHIER) : 2

B RFEUES] (ABAC) R —EREXRE , RIREMRERF A, £ F AWS , ELBHBARRE.
LU ERERD IAM BR (£RAEFAE ) MFE AWS Ef, AERNERMN LFERE ABAC
ME—F, BEBERFT ABAC BX , A EIBENEREREHERFINERERMEFRRAE,

ABAC ERRMRENFRZPHEREE , WRERREELEHERERB,

MERBERIZHIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , ZBERNFGTESD , RHEREA.

NMRBHEXESEEREEN B =ERG SR  DBEZBBEMS , EA Yes, IRBHBEIERLE
REEN =@ &4 iR , RIEA Partial.

T ABAC WEFMEF , 5526 (AM EREERE) PHEM ABAC REESHTA, IEEESH/R
TE ABAC ZERNHEZRE , F2H (AM R EER) PREHABEEFEUES (ABAC).

FREMREME Fleet Hub 12
TEGBREE 2

EREABEEAEREAE B AWS R B EE, MEFHMAER , STEWL AWS R FH
REEEAER , F20 (AWS R IAM FHERERE)Y) FHER IAMB
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MR E AWS Management Console (EAAEAEB BN BHBUANE ML EZEA |, AISERATEEA
BRl, flm, EEAWS FALTNE—FA (SSO) BEREEH K , ZEFSEDEIHEEAER,
BERUGERAEG»BEATEAS , REZVRACK , tEEHRIKEE. NEVRACHMEER ,
B2l (AM EREER) PHRERAETRE IAM A6 (F2E).

BRI LAER AWS CLI 5 AWS API FEIEVRREAER, R, B UFEAELEEREAERRE
BAWS, AWS ZZLBREELRIFEAEL  MARFEARPENEE, WEFMEN , EF2HE
IAM Y B B i 2 2 B %o

Fleet Hub FV BB BRIEEFEAFFAI
TEESZEFINIERER (FAS): 2

EREA IAM ERERARE PHTEHER AWS , BEHRAETA. EARLRKE , BUES
WITEEERE , EMEFRREPEE S —EE8E. FAS EAMW WEFTAFFT AWS R , &&
AWS fR¥ FERE T BB REFR. AEERBREFREEM AWS R S EREB = sETRE
ARE , TERE FAS @R, BRIBERAT , KL EEFWITEMERFENFT T, MFRH FAS FXRE
MBREFHEENR , F2RERFMITFRER.

Fleet Hub RIS B &

XERBAE B

REAERRBEEN IAM AE , AIREHTER, IAM EES TR IAM RE, SRR
A, MEFEES  F2H (AM EREER) PRV AGUEIRET A #is AWS R,

/A Warning

SFERBACHNFTI AT REE T E Fleet Hub 2188, R B Fleet Hub IREIEEIRF | A BEMRER
BHE,

Fleet Hub RIS EE A E
YTERKEZAR B

BHEREACREEE H—ERBAEC AWS BE. BETUBERRCATHENAEG, REERH
AEGHBELN | AWS IRF | WERKES. AV EEETHURE , B TEAEERBERAGY
T,

Fleet Hub for AWS loT Device Management Z0a[{£f IAM 43


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device E¥2i5r

NMFERVREERBEEACHFMER  FSETEL IAMEFENAWS B, EREPSHERHE
HPggRBEFAGRTHN Yes, EERER , R ZBBHRBERS B

9 & 2 B UK €5 45] Fleet Hub for AWS loT Device Management

k7% , FAENACTEMEISIENR Fleet Hub ERMIFF T, b th % FEA AWS Management
Console, AWS Command Line Interface (AWS CLI) 2t AWS API R#ETIEHK, EERFHERAEHHE
FREERBTEENSGT , IAM BEETUEN IAM BER, RE , EEETLUE IAM BXFIEEA
&, FREFEERTIELAE,

WET R fE AL JSSON BURX M2 IAM S5 RBR |, 20 (AM EAEERE) PHE
M IAM BUER (E2E)o

W Fleet Hub FTERZEMEMEREEMNFMET , SEEEEREEN ARN X |, F2H (RK
BE2E) hiE A Fleet Hub for AWS loT Device Managementfy B, & RAIEH S8,

F&E

- BRGEEK

 {# Fleet Hub 34

- AAERAERGEMMBSHETT

HRREER

BOEBREHEHSRFPINEBASREAINEY., FHEMER Fleet Hub iR, ELBERREERR
R AWS IRFEAEA. ERRYSRES 7 EBERE , FEE T EIRERSER

- FEER AWS SEBRAEBORKEERTT - EERBRFTRTENCERAENTERR , LA
B RTHZEREARGN AWS REBK., ©ATELN REMA AWS IRF, RAIZBRLEESR
BERERARM AWS NEFZERR , WE—FRDFA, NFEEZEHA , F26H IAM ERHEE
PRI AWS ZEBREKSEBBAENAWS ZEBXK.

- ERAREHERT - RE IAM BERNFAIR  FERTHTEXRMTNT. KERLEN , B
LERERERG T IUHBEERRNNEF  ELBAKEERTT. MFEEH IAM ERFH
MNEZHEES , F2E IAM EAERERETH IAM PRIBERMET .

« £ IAM BER PR EGE— S REIFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
flan | BATLURBBEERRG , EEXEMEA SSL BEFAER R, MREBIE Hlun FHRKEE1E
AWS FR#E , &t 0] LASE A R4 2R %2 T L 77 BV AWS CloudFormation., INEFFHE , B2 1AM
FAEREET IAM JSON BETE « Fé.
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« f£/ IAM Access Analyzer B IAM BUER |, F{RFT I 24 B 7/ IEEEE - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2E (AM EAEERM) PHEA IAM Access Analyzer B 5 BUE.

- EEZEETRRE (MFA) - MREBNRFIFE IAM FRHES PWRFERE AWS IRF |, BB
MFA RS Z 24, WEEFN API BERFER MFA | B8 MFA (REFTEEEHBER, W
EHMEN , B2 (AM EHAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntml|# §V3EiB MFA B9 &£ API FEL

WE IAM R REBEBNEREN  F28 IAM £REEEYHN IAM Z2H5EFEK.

5/ Fleet Hub E£# &

% E17H Fleet Hub for AWS loT Device Management X124 |, 84 BHEE —ARKEHF T, ELHT
HARFFEFIH B B Fleet Hub BRMNFMER AWS IRF, REEVHSEALEFATERE
WEZHEBE  AIBREGXABERNER (FRAEIAR) ME , TREMEEZWFARERE,

HWREW AWS CLI 5 AWS API (IfER & , BRFTEATREEERAHT. ke , RFEAFFIHA
Bt ERMITZ API RIENBER AT,

ATHREERAENAGNMATUMEA Fleet Hub £ 4 |, 554§ Fleet Hub ConsoleAccessd
ReadOnly AWS S EBREZIER., MEFMAENR , F2E (AM FHEIER) PHFEET I 2E
ik

ARFFEREREMMAECSHEFT

LA G RE AR EIR |, SoFF IAM ERERGH MM MIERAE S I NARRZERR. LBE
BEETRAHMEA 3 AWS CLIAWS APl AR RETH N TR BERRT A,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

¥ Fleet Hub for AWS loT Device Management & 23 fZEUE T E D B

EEATHEARBGEEZET RIS EFER Fleet Hub M IAM BR4ENE RREE,
B

o BRAEIZHEE Fleet Hub REITENE

o RAEEBHIT iam:PassRole HIIZ#E

« REEAF AWS IREANAEFEIKN Fleet Hub EiR

RAREZHEL Fleet Hub REITENME

R AWS Management Console & HIEBEFIT BIE , BIXABMKRENEESE SR, ZNERE
ERABRERHEEARBNAL,
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® Note

Fleet Hub FEFIRZ & AWSIoTFleetHubFederationAccess SEBHE, WEFMAE
A, B2E 2?77

THIEHIFEREEmateojackson IAM ERAEERAERATEARE —BERS my-example-widget
BERWGEMENR , BAVEEMR iotfleethub: GetWidget FFaJBEEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotfleethub:GetWidget on resource: my-example-widget

FELERT , Mateo EFREBEFTHMAIBER , AFFMER my-example-widget EEFE
iotfleethub:GetWidget EiR,

K AEEHIT iam:PassRole HIFZ#E

ERINEBIEERS |, EHEBEREHIT iam: PassRole B)E , AIIEMBIER X EEH , AFEKACEER
Fleet Hub,

Bl AWS B THEKREACEEARES MTRBIFNEEACIBEERAL, NES
TR , LU ARERACEEERRBEHHT,

EH& A marymajor B IAM EAEEHEAEIE B Fleet Hub PEVITENER: | B4 TSI E IS5,
BR , HFEERBRBEFBRBACK TFHFA., Mary REKAREEEXRBEHT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEFERBRT , Mary WBURABEERH , AT iam: PassRole Bk,
MREEERE) , BHEEN AWS EEE, ZNEEERHENEERR.
REE AT AWS IRFAHNAEFEIEM Fleet Hub EJR

BRLEY — @A  BEHMAIRFHNEREIEEBABHNASTFIRENER, BUIEEE R
EEENHENEXAR., HHXEERERNBERIFEUEHIEE (ACL) VAR , &I LUE A BLR
REE T AEFRENE RN,

MFEE-FTH L F2EUTRE

BB =
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- WE T Fleet Hub BB XEIELINEE , 552 B Fleet Hub for AWS loT Device Management 211 {&
H IAM,

- BETRNMRAEHER AWS 1kRF WERTFEE , F28 (AM E£AEER) PHESES AWS
WRE By % — 1@ PRAHAFEUER IAM ERE.

- BEETRINMKERNEIERMBE=H AWS IRF |, 528 (AM FAEER) TS FEER
HEE=H AWS IRF #H,

- METHNEBKHSE S DRUEEIE , F2H AM EAEERPHNKFIEREEGENATETS
SRMEBENERE BEFD).
NEFTHEAAENERERRETERFFRCENZR , F28 (AM £RAEER) F8 IAM
PR EBRE EiRFE.

Fleet Hub for AWS loT Device Management Y& #57 B 5%

EZEERAEP , E=HEBRABGTfh Fleet Hub WL 2 E AWS 58, ELFEITHE
SOC. PCIl, FedRAMP, HIPAA &%,

EETH RS AWS IR TS5 EEHTESEER , F2BAWS B SR ERRERELREBN S
FETEl, WE—MER , 5528 AWS Compliance Programs,

WO LAER T&EE = H RIS AWS Artifact,. JIEFMERA , F2E T HIE®S in AWS Artifact

BER BWESREMT AWS R BURRERNEZME, BLRNEHREE  UREBANEENER,
AWS RHETHERRIGEIER :

ZEEREAE - BEMRAREFEEARTRTEBZE  YRUSBLLEESRIENTE,
« HIPAA 1% RIESZE - 5IH HIPAA 18R, I 3EFTE AWS fRi& #AFE HIPAA B,
s AWS EHRER - WITHEFMANERES TR EARENEENVE,

- AWS EFEHIER - EREANAETHRAREIEE, XEERERBEBEZELRE ( BRBERE
ER MR (NIST), XA FELLRLEEZE S (PCl) MEREE(CERZ 1S0)) R E AWS RS
MR IEEELLEHNREER,

{ AWS Config B AS1ER) HHFEA RAIFHEEIR - AWS Config RE ST EERELBRFER
HEXR. EXENLIRANEE,

« AWS Security Hub — i AWS fr#§ T ZELERFEPHN L LAREE AWS, Security Hub R Z £ %
&, ﬂ{E"‘E’J AWS BRI MELNEZREREAFTELZERZENREEYK, WEXIENRKE
FMIR&EE | 5520 "Security Hub #2412,
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REFESEHANERZENFR,
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AR , EEESUEEE SHXENEEEERSEE, FRTRESY , £AURHRRIENES
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5, UBRE-RSEEN RO SRERR RS,

Mm% AWS BEATABEOFMER , BHB AWS 2IREBFIG,
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EFRFERBMNERAE K MIEBRRTALHERRHEMENTT. EERERAER , &7
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AWS ZEBRNFMEN , F28 (AM EAEER) P AWS ZEBEE,

AWS RBEHZBMER AWS SEBR, BEEZEE AWS ZEBRPNFT. RBEBESE AWS
ZTERRPHEEMIT I UAENIE, RENENSRECERBRNTEE 2 &R (ERE. &
HNAE), EFNDERMBHBREFTHE , RERATEESER AWS ZEBR, RETSE AWS &
BERHPBERT , AEBERER T SHRER BN,

AL, AWS XEEZE RBEZEBHBWZEBRR. Hla, ReadOnlyAccess AWS 2 & BURRE AT
B AWS BRBEMNERNEREFIE, ERBEBEBFNER , SAMBENER AWS HEHERFTT. M
FEBBEBRNBENRY , F28 AM EHEEETEBRERRENAWS ZEHRE,
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B #E AWSIoTFleetHubFederationAccess BUFEREE| IAM B %,

WWEUR R F Fleet Hub for AWS loT Device Management Bi& & 2 £ F & ¢ Fleet Hub Web FEATRER
¥ AWS loT FME At AWS BRI EREX BN EFR BRI FF AT,

MBHGE D EFME Fleet Hub Web BARXWEMET , B28 222

A AWS A PR ILEBEER,
SR E R
WBESEUTET :

« iot - FEEL AWS loT £ EE R W H THE BN EE,
« iotfleethub : #EHY Fleet Hub FERRER FHEE R,

« cloudwatch : #iHX CloudWatch B/ RFIEEER, B AFEIFMMERERES Fleet Hub B REBEM
BH1E,

e sns : BITERIY, BE. MBER., STEARBUHITRRE, SLEXWEER Fleet Hub SNS &,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:DescribeIndex",

iot:DescribeThingGroup",
"iot:GetBucketsAggregation",

iot:GetCardinality",
"iot:GetIndexingConfiguration",

jot:GetPercentiles",
"iot:GetStatistics",

jot:SearchIndex",
"iot:CreateFleetMetric",

jot:ListFleetMetrics",
"iot:DeleteFleetMetric",

jot:DescribeFleetMetric",
"iot:UpdateFleetMetric",

jot:DescribeCustomMetric",
"iot:ListCustomMetrics",

jot:ListDimensions",
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iot:
"iot:

iot:

iot:

iot
"iot:

iot

iot

iot
"iot:

iot
"jot

iot
"jot

iot:
"jot

iot
"jot

iot

ListMetricValues",
ListThingGroups",
ListThingsInThingGroup",
ListJobTemplates",

:DescribeJobTemplate",

ListJobs",

:Createlob",
:Cancellob",
:DescribeJob",

ListJobExecutionsForJob",

:ListJobExecutionsForThing",
:DescribeJobExecution",
:ListSecurityProfiles",
:DescribeSecurityProfile",

ListActiveViolations",

:GetThingShadow",
:ListNamedShadowsForThing",
:CancelJobExecution",
:DescribeEndpoint",
"iotfleethub:DescribeApplication",

"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",

"sns:

]I

ListTopics"

"Resource": "*"

"Effect":
"Action":

sns:
"sns:

sns:
"sns:

sns:

1,

"Resource":

"Effect":
"Action":

"Allow",

[
CreateTopic",
DeleteTopic",
ListSubscriptionsByTopic",
Subscribe",
Unsubscribe"

"Allow",
L

"cloudwatch:PutMetricAlarm",
"cloudwatch:DeleteAlarms",

"cloudwatch:DescribeAlarmHistory"

"arn:aws:sns:*:*:iotfleethub*"

AWSIloTFleetHubFederationAccess
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]I

"Resource":

AWS ZFEBERH Fleet Hub B

"arn:aws:cloudwatch:*:*:iotfleethub*"
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Fleet Hub F#RIBH & E Fleet Hub BA#RIBMEE AWS % 20214 A 12 H
EBRNEE,

Fleet Hub for AWS loT Device Management Y E Sk 4%

ERZERT , Fleet Hub for AWS loT Device Management 2 | Amazon Web Services : Z2 25
BEAREPFNHRKN AWS £ AR EFHNRE.

BELAE A AWS B4R APl I | FEIBERR FEY Fleet Hub, P FimA A2 $& Transport Layer
Security (TLS) 1.2 REFHIRA, RMBZEMEH TLS 1.3, AF RSB EEREREIEFLR (PFS)
WEBEHY , HlaEReEF Diffie-Hellman (DHE) = #5 &l gh #R fR I Diffie-Hellman (ECDHE), IRAREE (40
Java 7 MIEFHIRA) KL EELEER,

AN, BRSACAFRE® ID FME IAM ZRMEEHNAE TSR REE, NF , EAUEH
AWS Security Token Service (AWS STS) EX BRI Z 2 BRREBEH R,

TaPs s RIEENREA

BEREABEBRZ2MBE , AP RAUTHFFTNERTURH ESESH TN ERIITXE
B, & AWS , BRBERTESEHEENEABE, EEERY (FURSE) Fi5S — @RS (K
WILARTS) By , AIREE B A BRBER. TIURGFIUBRHREAEFT , AETERERFTIMN AR
HEMEFNERRNEE, BTHEBEERRL , AWS RHENTETHBERBEMERBNESR , ™
ELRBEEEEBEBRIRFPERNFIE,

EEPRH Fleet Hub AERIEM S —BRENVHT , RPESEERBEHPEA aws :SourceArn M
aws:SourceAccount £IFHRHGARRSIE, NREREALEFREABTRERSE | AIEHEBBEREFER
R FEHaws : SourceAccount {EM aws:SourceArn EHMIRFEE , K EFEAHBEBNIKRSE ID,

BFEVEBENREBABENRENRSEZRMEMA aws:SourceArn £ RAREIE , HHhEEE
JREYSEE Amazon Resource Name (ARN)., ¥/ Fleet Hub , aws:SourceArn HBRFEUT#%

I :arn:aws:iot:region:account-id:*, ¥E region B Fleet Hub EIHAAF , M account-
id BEFIRF ID %,
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THIEEHIR RAAHEIBIE Fleet Hub BABEFEHEHRFEA aws:SourceArn Hl aws:SourceAccount
SIEHEFARRSIE | REHEEREABE, EESHEN Fleet Hub A ARN |, 55811F AWS loT
TS HH Fleet Hub BEY , REABEVEH Fleet Hub FERRRUBREARKFMEFEE.,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotfleethub.amazonaws.com"
3,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
b,
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:us-east-1:123456789012:*"
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Fleet Hub end-of-life FAQs

* Fleet Hub i #§ 1 A end-of-life ?

« FKH Fleet Hub FEARERTER end-of-life A G R E M ERER ?
- EXMZ#E , end-of-life RMNER AWS ERSHEMBEER ?
. W{a7E B 812 81 end-of-lifeftl Bk Fleet Hub FEARER ?

« MIBR Fleet Hub EARERE B B BRE M E IR ?

o WAMBRENER AWS EJR ?

« R APIs fE5E7E HHA end-of-life B KMl 2 BB EEE 2

* Fleet Hub WIREWEERHE ? MAIEEEAHREFEREM?

Fleet Hub A B A&1E A end-of-life ?

AWS #A 2025 £ 10 A 18 HE1E Fleet Hub for AWS loT Device Management, Fleet Hub &LL%
EOLPEER AN EIRAH . Fleet Hub 1REAYThEEtHAE AWS loT Device Management 32 & 24 | XU
BEZERECHNEBLER,

1.2024 £10 A 17 B , AWS SZ L BFEF A Fleet Hub, TNRIEIE 2024 F£ 10 A 17 BZR0%
B Fleet Hub FERRER , R EEEBA AFE Fleet Hub BF ., BEl , BEREHABEN
Fleet Hub & F,

2. BEMW Fleet Hub BF A LAMEMEE A Fleet Hub FEAREX , EF 2025 F 10 A 17 BA L. # 2024
F£10 A 17 BE 2025 F 10 A 17 B , Fleet Hub i TS EFHMIHEEEH , H AWS X EBE K
RIBIE,

3.2025F 10 A 18 H , AWS #= 1L ¥ Fleet Hub for AWS loT Device Management B9, 7Eiit
HH , Fleet Hub #EiEH end-of-life , &M EBEEM Fleet Hub, £/ Fleet Hub T8 X E
EAEAM AWS loT Device Management That, B LAEEER REAIRBINEE AWS loT Device
Management, MEFHMEET , FSE?277

M Fleet Hub FE AR R 1E3X end-of-life B HI= 3 4 BB M ?

£ 2025 £ 10 EOL A 18 H , &#) Fleet Hub FE AR NASKMIER , BAEMEBFE Fleet Hub, ~EH
EhfiEREE Fleet Hub HEBEEY AWS BEIR, ELEREIE AWS loT Device Management 1E73%., Fleet
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Hub BRt# , #120 AWS loT Device Management #E¥154Z CloudWatch, E’R# Amazon SNSE
B, AL BB I AWS Management Consoles, AWS SDK ZHEUELE R AWS CLI , LR 2 &
MERER, EEMBRER AWS &R , F2E 277

EXMz%E , end-of-lifeBRNER AWS EFRSHE BB ?

IR LARE B 72 EUEE Fleet Hub FEBABRAY ERE AWS &R , 3L AWS Management Console 1A i@ 2
FBHERER, ELERTIE AWS loT Device Management TE, #EERB[E R Y , B0 AWS
loT Device Management # #1512, CloudWatch® =H Amazon SNSERE, Fleet Hub FEAREXE
A& =H |dentity Center IAM EAEEEBTIER. WREH IAM Identity Center £ EZERARER
Fleet Hub FERRER , MESTISHAREM AWS RIS , BAT L TR A FH IAM Identity Center B
WERAENERARIXRSIEBPMER, WHEFHHEER , F2E?2

w{al7E B #i 2 8 end-of-lifefllBR Fleet Hub FERER ?

ZEEEOL B2 A MIBRIZEY Fleet Hub FERTER , B AWS loT £ A --delete-
application AWS CLI &85

® Note

MR Fleet Hub FEARR X T2 MIBREE Fleet Hub HHEIBIM ERE AWS BEiR, ZEEMIKRELE
R, 5528 the section called “20{A MR R AV ERE AWS HIFE?”

EHE[EA AWS loT £ AMIER Fleet Hub FEAR , BB RET,

1. BI{E AWS loT 28 , REAIEEREE Fleet Hub , RREZEFERAEN,
2. EEARIXEEL  EEEEMERD Fleet Hub EAER, EEZE MR . EEFIRTEE , EX

IEREROMIBRE AR, A "MIBRL MARESEMIBR | REBIZEMIBR.
HZMEA MER Fleet Hub BRI AWS CLI , RIS ERETT,

1. EEFEA MKRER Fleet Hub AR AWS CLI , BEEMERARER ID, HEBIT --1list-
applicationsCLI&< , SIHFTE Fleet Hub EEREX R EEARER IDs.

EEMEH 5 HEW Fleet Hub EARERIDs , BT T HHS,

aws iotfleethub --list-applications --region us-west-2
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{
"applicationSummaries": [

{

"applicationId": "68d0603a-66c9-43bf-b93f-a90e7ee5cf76",
"applicationName": "test_appl",
"applicationUrl": "https://12ad0603a-66c9-43bf-b93f-
a90e7ee5cf76.app.iotfleethub.aws",

"applicationCreationDate": 1698174116,
"applicationLastUpdateDate": 1698174117,
"applicationState": "ACTIVE"

I

{

"applicationId": "b6198497-cd5b-400c-9b82-1c82b69cb66c",
"applicationName": "test_app2",

"applicationUrl": "https://c6198490-
cd5a-400c-9b82-1c82b69cb66¢c.app.iotfleethub.aws",

"applicationCreationDate": 1684355213,

"applicationLastUpdateDate": 1684355214,

"applicationState": "ACTIVE"
}

]
}

2. EEMBREM Fleet Hub ERARER , BT T % AWS CLI 5%,

aws iotfleethub --delete-application --application-id b6198497-
cd5b-400c-9b82-1c82b69cb66¢c --region us-west-2

BETREL@E, BT --list-applicationsCLIT P RREEENEAEARSE
I BR o

fHBR Fleet Hub FEARERZ B EBIMBREREIREE ?

Ao MBR Fleet Hub EARER TS EHMBREREER. ZEZMPBREE Fleet Hub MEIEA AWS EIR |
28 777

B

Bk Fleet Hub FEREX S ESMRERERS 2 57
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3. BREHUHER.
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1. EIEEREE , BEERRSIER.

2. EREERUEHNER.

3. EEHUH.
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5. EE MR,
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& LAE #7E Fleet Hub FERTE X FMIBR Fleet Hub R, ESBEEMIBRFTEER T4 | HlNHE
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#& CloudWatch £1& & MR CloudWatch /R

1. HifE CloudWatch A& FAEE RESIER,
2. ENEBFHA "otfleethub” WFFTEIEE.,
3. HIEENME | ARBIBIEZEMER.

M BRBZFUL S Amazon SNSEZEAE T E R~A Amazon SNSEE

1. HifE Amazon SNSE#EAFWETERS|ER.
2. ENEBFEA "iotfleethub” MFATE &,
3. iEE MR

Nl M BR ¢ Fleet Hub 237 #9 IAM Identity Center fEF & ?

WMREH 1AM Identity Center £ & E A RZE Fleet Hub ERRER , MESFTAAHEAREM AWS iR
%, EBAILIEE R A FH IAM Identity Center REVE A BT E AR RS ZEB P MIBR,
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IELAPIsR & Fleet Hub HEIHE , TR EEMEM AWS loT Device Management ZhgE, REH
Fleet Hub EE A LAREEF S LLINEE , APISEZR 2025 £ 10 A 17 HA Lk,

» CreateApplication

« DeleteApplication

» DescribeApplication

 ListApplication

 ListTagsForResource
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« TagResource

» UntagResource

» UpdateApplication
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