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=
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&
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. A& E DA AWS loT Core for LoRaWAN

HEEEE N A AWS loT Core for LoRaWAN

MMRBRE—IXMER AWS loT Core for LoRaWAN , BIRJ LA £ A R EH E — B LoRaWAN
RENERE,

(@ Note

MREER LB LoRaWAN £EERZElG , AU BMAZKRE, NEFEE
7, BESREEERBELE LoRaWAN £ EHEEH LoRaWAN i E (Everynet)o

EMAEBHREEZ I
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- FERARFESE AWS loT Core for LoRaWAN #EEFRAERNEE, ELFEEFTMEMBRERER
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ZEEATREYHELEN IAM A6

HEEEHIBZE AWS loT Core for LORaWAN 2l , BFIEBREEZERESEHETEENES | L8
PER IAM A6 |, LUEREEEREZE AWS loT Core for LoRaWAN,

(® Note

MRALEFEHEEAMEEE , FIR—TEEEFH Create role I AE) UEBUXER IAM
At BLTURBELSR, REEMKACL BYRER , THEMNTELTSR.

ZRAFEMNEKEEHERN LoRa 585

AWS loT Core for LoRaWAN X #& EU863-870. US902-928, AU915 1 AS923-1 #8% |, BRI LAEA
ELEFREXBERFENER/HENRENKE K MELER/tEXFEELHAFTNEARBEMNS
. EU863-870 F US902-928 7 Bl RBUMAMILZINEAMRES. AS923-1 BEM, MAE. BAH
IR EBERERMNES. AUIS BRAFZMARESZEREANET, NFEEENLEHER
ERBEEFNFEET  F20 LoRaWAN® EEZ H.

LoRa Alliance 2 7 B]#£ LoRa Alliance #835 T## LoRaWAN #REF[EFHS B X . LoRa Alliance
[ 13 2 8 AT 177 Bh 2 RISR E 12 H i [ = B 3R 58 A MR B BB B . AWS loT Core for LoRaWAN V3B # B /EE
BEISEREBEXHTHER. GEESSHEEX—HERESY , UREANITE,. RENER
(ISM) SEFWIEREE, RMERBLESHAEKRSHE , UEREZFSEMEANERER,

#iE IAM AL AFERREEMN AR (CUPS) EERERE

AR 3R I Fr 18 A& R EF AR REER E A ARET (CUPS) EEMEREMN IAM At, BHEEERE
LoRaWAN B ERE AWS loT Core for LORaWAN EEZHIFTHERF | T8 , EREFHTHERF

_;io
¥ IAM AL AFHHRRREE HMAMRSR (CUPS) EERERE

1. BB IAM EEEHAEFIE , RRFEIE Create role (BRI HB),

2. WRERBTEECHE loTWirelessGatewayCertManagerRole & | SFHEESE%% | WA
IoTWirelessGatewayCertManagexrRole,

MRERSHFERFPEFE loTWirelessGatewayCertManagerRole & | AIZBEELER IAM A€,
BREUBRFEERER T,
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10.

11.

MRBESERREZEN , RIERBLEN IAM A, BELEFUFEAR,

£ Select type of trusted entity (ZES TN EBEA) A | i##E Another AWS IRF (5 — 1@ AWS
IRE RF).

£ Account ID (R ID) R , 58 AEH) AWS BRF ID , A%1#E#E Next: Permissions (T —% : 5
Ao

EESHEF , MA AWSIoTWirelessGatewayCertManager,
EESHERBESF | BB A AWSloTWirelessGatewayCertManager I BUR
B Next: Tags (T —% : BH) , ARIEIE Next: Review (T —% : ®EH).

£ Role name (A& %) 7 , i A IoTWirelessGatewayCertManagerRole , A% IEE
Create role (B B ).

EEREFAC , BEBRRASPIRE loTWirelessGatewayCertManagerRole.

f£ Summary (JE) L , &2 Trust relationships ((S1EBR) 28 , AREIRIZE Edit trust
relationship (fREEEER).

£ Policy Document (B X ) F , F Principal B UUEERGLEHI,

"Principal": {
"Service": "iotwireless.amazonaws.com"

iy

HEBE Principal BMEZR , TRBERNH AT B REULEH,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotwireless.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {}
}
]
}

12. EEFEENEE | FIEE Update Trust Policy (EFEEEER).
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1. REFEFMAEAMBEEER
£ Gateway details (FEFMENR) EER , ARHESHEERNMEEEER , HIUFEERN EUI F
SEAEERE,
- BB EUI

BERIFERER EUI EMHE—BFBITE). EUI & 16 LB RBAE , Sl
cOee4@ffff29df10 , ATME—F Al LoRaWAN P EE. LLEAZBRNEHNFEERR , ™
BETUERERZEREEREFMARIKEA.

® Note

FER EUI EER T REE ZIFIENE MBS E LY Wi-Fi MAC Lt F[E. EUI E{E EUI-64 1R
#®  AM-REENRE , RitEEEEM AWS 1RF M Region FE&EEM,

- #8% (RFRegion)
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https://console.aws.amazon.com/iot/home#/wireless/landing

AWS loT Wireless HBEABER

BB ES, S LUEIE US915, EU8SGS., AU915 T AS923-1 , BURNREEXEMNER , UK

MEEREENERREE. NEESNANET  B20 B AMENEEEEEN LoRa
.
2 {EEANEEMEEEER (E2R)

ELERERML , EUNEACPHREHRERFER AN HMET.
- MENERE. #HENER

EEEARMTINEARARNENTESNIERAEERFETNTE, BTG Name (B1B) 15
icFE. £ Description (#iR) WA RBUFENHEBEN , UREA Tags (BH) RITIEEH
REENFEENNREY, NEEEGRENEARERNFMEN , F28 EREHN AWS loT
Wireless ERo

- fEF FIREFERZFMHH LoRaWAN FHEE

WA BUREE 35 TE LoORaWAN HAREE R | HIAIEREERAN FHET LR T LEFIRENE
B, SHEAHERE , AUURBELHMA. MEFMEF  F2EREFEN FHETME

EINEE.

3. #& AWS loT #)#F 2 5 5& 22 3 BA B

EERBEEY AWS loT W , WA HEREZILEB. AWS loT A4 ITREEERMBIES
NEBLHNERE, SYHEBEZLEE , TRRAEFEEM AWS loT Core Zh#E,

4. BN T HFERE
EERBENMBEE , FHEENZ S HEE AWS loT B , £ LoRaWAN FEXERELE S/
B4 AWS loT Core for LoRaWAN, E 3 Gateway certificate (BEBFE) , LAME AWS loT ] LAfE
FA X.509 BERBERENSF 2,
#— T Create certificate (B3 /BF) RAY THERIFER. BREBEACHRFZERE.

5. 8% CUPS #1 LNS i#25Y TH&RE
37 B2 AWS loT Core for LoRaWAN HYEAREF , BHY LoRaWAN FE X HE#EE] CUPS =X LNS i

. BELFEA CUPS InE , HATCH A RMARERE, ZEEE AWS loT Core for LoRaWAN
e SNBSS YESE CUPS Ml LNS B FEAEERE

E—T Copy () =K EH CUPS M LNS ind, LHAZTELEAREBRELHNFE, REBR—
T Download server trust certificates (T R FEERFE) &Kt , R T#H CUPS F LNS inHH1{E
ERE.
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6. B3 IAM AEUEESEERT A

BEENE —EAEBEENMAMRS (CUPS) EEREREN IAM A6,

® Note

HEWSBH | EBEEY loTWirelessGatewayCertManager £, MREEEU AR | Bl
AERIBLL SR, BAALBMITHEE , AR LoORaWAN FEFTEESE AWS loT Core for
LoRaWAN E# ; Ti8 , BREHTHEBE—IX.

EBATHIRFEEIL loTWirelessGatewayCertManager IAM &€ |, 553 — T Create role (&3 A&
&) ki, IRABGCEHFE , BRTHAXNBFEFERZKAE,

&—T Submit (X)) UK FHEEIL,

£ API ¥Ti8RE

MRERE—IRMEA APl = CLI #TiBRFIE , BIXAEFIE loTWirelessGatewayCertManager IAM &€
LAMERE R LAEE AWS loT Core for LoRaWAN E#, MBMNMEVACHHEEEN , FSE T #E
IAM B &L R FFERBEE HFIRES (CUPS) BEEFERE —&,

THBEHER API BifE , EEFITEME, ERHM MR LoRaWAN FEHE BB ER,

AWS |loT Core for LoRaWAN &K AWS loT Wireless AP| EjE

» CreateWirelessGateway

» GetWirelessGateway

ListWirelessGateways

UpdateWirelessGateway

» DeleteWirelessGateway

WEAREILFEIE AWS loT Core for LoORaWAN ERHNE{EMER BRI TEEE |
loT Wireless API 2%,

-;;.u»

2/ AWS

wm{aE A AWS CLI R$7 8 &
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessGateways.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html

AWS loT Wireless HBEABER

IBATLAE R AWS CLI REM EARFE |, A BMEA create-wireless-gateway v AT S5 €T HE
#% LoRaWAN #ERE, B LUEME input.json BER , Hh IS HMFMEEN , HINEERFEN
HERE.

(® Note
EW A LAER AP R LLERRERRY CLI sn RV R |, £ AWS APl REITILAR o

aws iotwireless create-wireless-gateway \
--lorawan GatewayEui="alb2c3d4567890ab",RfRegion="US915" \
--name "myFirstLoRaWANGateway" \
--description "Using my first LoRaWAN gateway"
--cli-input-json input.json

MESRTSE AL CLI MRS
HEEZIRK LoRaWAN &I Er R HiEF AR e

B2 AWS CLI 2%

EREREBEFREZR , BHNECHIEREE | WiSHEEZE AWS loT Core for LoRaWAN, #ZEM
MEIEEEMMEEE , F2E SEEHIEZE AWS loT Core for LoRaWAN,

SRR BB EREE| AWS loT Core for LoRaWAN
EHMBTHEAECR  BEEERENERRE W ABRBEANEERSE.

ESRBEEAFIEZE AWS loT Core for LoORaWAN 2% , 584& —L AWS loT Core for LoRaWAN &
B EFAEREE, FERFRHENHEZERSEEEERLEERE UK EFEEEHRE AWS
loT Core for LoRaWAN BANREF.

EEHE AWS loT Core for LoRaWAN it & A Y B &

WMEMMELE LoRaWAN RERIETR , 552 E AWS loT Core for LoRaWAN FFEI &R ERFESE E —
fi, FIER , B/ UKRIFEEFEIE RWHEBEENA , ELFAEFERE AWS loT Core for LoRaWAN
B EA

X & CUPS B ER FMIE
LT HERERIMMEEXE CUPS BAHER &
1. EEEEHRERERIEHN TIER
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-wireless-gateway.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/index.html
https://iotwireless.workshop.aws/en/200_gateway/400_configuregateway.html

AWS loT Wireless HEABEE
- FERERENLESBRER,
« CUPS in MM EERIBER , B cups.trust,

2. BELLBEEH CUPS in % URL, InHHERA
prefix.cups.lorawan.region.amazonaws.com: 443,

MEBBENMESIHERANGFHEENR , B2 SREHEZE AWS loT Core for LoRaWAN,

¥ LNS BABENEE
LT RBRINMEESE LNS BABENBEE.
1. LESEFERFERRESN TIER,

- HELERENLESBESR,

« LNS HEWEEEREER , Bl 1ns.trust,

2. IBEELATEUSHY LNS %2 URL. mEMNERE
https://[prefix.lns.lorawan.region.amazonaws.com: 443,

MEBBENMEGIERANGFEERNR , B2 SREEHEZE AWS loT Core for LoRaWAN,

EAEEEREZE AWS loT Core for LoORaWAN 2% , Al AEA A APl RREERFAME | UK
SR R E)Xx E1THMEERE A

ER TR A REREERRE

EEFEATRAREERRE  FEEE AWS loT EEAK Gateways (Fi8) HEH , ARBELCH
WHREE, EREFMEAEMM LoRaWAN specific details (LoRaWAN 4 EFMET) B+ , £
EEERREE | SR ERWRE TR B B AES R,

£/ APl R EEFRAE

EEMH AP BEEFMEE | FBEA GetWirelessGatewayStatistics APl, It APISREERE
# MERGEEEXIR  HPETRERSDER , AR ERKE LTHRRE,

HTTP/1.1 200
Content-type: application/json

{

“ConnectionStatus”: “Connected”,
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https://console.aws.amazon.com/iot/home#/wireless/gateways

AWS loT Wireless HBEABER

“LastUplinkReceivedAt”: “2021-03-24T23:13:08.476015749Z2",
“WirelessGatewayId”: “3@cbdcf3-86de-4291-bfab-5bfa2bl2bad5"
}

HEEEMA AWS loT Core for LoRaWAN

EABEEMAZE AWS loT Core for LoRaWAN |, W EaHEHRRECZE  BRAIUMABCSHERE
B, MEMMIMARENMEBEER , 5828 SHAEMA AWS loT Core for LoRaWAN,

LoRaWAN #EfEH LoRaWAN BFAHE , EERTIENERAERAZTER ., AWS IoT Core for
LoRaWAN X ER&FE LoRa Alliance Fif2#{t 2 1.0.x ¢ 1.1 LoRaWAN R EE

LoRaWAN £ BB EZT S —DZERESR M BEE, ELEEREIB LoRaWAN BER L1Ti& &R
EiEXZE AWS loT Core for LoORaWAN, EREEWERAREN AR FHIRBESS |, HEA1EIB LoRaWAN
BE T TS E*EZE LoRaWAN #£E,

EMALHNERERE
EBEEEEIMAZE AWS loT Core for LORaWAN 28] , BEEELXBZLUTEN :
+ LoRaWAN R B4R 8L B 1A R

ERERHFEAANSERESBEESY , TEENAAZTIRAEIEG. EEERANKBESR
HURMEEEMAY LoRaWAN 1%, MEERKNERSBNTREE  F2REEAKEN X,

- REBBAHR (BH)

ﬁél&ﬁ*ﬂﬁuﬂlﬂﬂﬁﬁaﬂiﬁﬁm FUTEBN B RESERRFN TR, NEEBEGRMERERFFH
B, BB HREM AWS loT Wireless &R,

KB MR R ERE

i —LEGEBHEESY , HFZHERA , WAIFHFTE AWS loT Core for LoRaWAN & |, 1
AEENRBERERE, HESHUUEREN 4P HEELRS LT, SR ERIIFSREHRRE

SHNEERTERE K NEXEREV—ERERE K AREWERE, NEFHENR  F2REHRERE
#1¥8ZE AWS loT Core for LoORaWAN,

 AWS loT Core for LoRaWAN destination

BEXERSAEREENE , ZENMEEREEEEE AWS loT MEMBREHAL. EEME
ERERASH AWS loT RARKBERKRENASKER, BERERAKENARLKEMEEEE
IR  FRAISEEBYUEXEASKEERANENG T ETERGRE,
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AWS IoT Wireless B A B ISR
H B AR E B I A E AWS loT Core for LoORaWAN

- BENERESHIEE AWS loT Core for LoRaWAN

- HERERFIEZE AWS loT Core for LoRaWAN

- ¥EEMHZE AWS loT Core for LoRaWAN

- BIRAIKREE LoRaWAN £ERE

- EEZH LoRaWAN £ B 30 58 5% ELE R AR RS

IR AR S B 3718 E AWS loT Core for LoRaWAN

MRERE-REEREE K RMBBEFEAEES, EEZE AWS loT EE AR AWS loT Core for
LoRaWAN Intro (1) EE. 1#E1E Get started (BARERA) , A%RIEIZE Add device (FTBEE), WRE
FIEE | FEiRIE View device (RIBEE) , IBIREOCHENEE, NMRECEEREELHE  FHE
£ Add device (FTI8HE),

HE |, B LA AWS loT £ A/ Devices (RE)BHMMIBEBREE,
FEAIEABENESEERKEIEE AWS loT Core for LoRaWAN

RIBEH A 7% LoRaWAN FRZA | i#1E Wireless device specification (BiF#E BRIK), —Bi&
N, MEEA AWS ST ALEEN LB RNZBENER,

OTAA #1 ABP B AR

EEH LoRaWAN £ E A LIEIX EITERZH , BXABEXTREA "BA. 3 "B NERF. £E
BABHEE |, B LUER OTAA (EIERA) 5 ABP (B A{LEA).

ABP TEEBFEREFESHEARESER, EXFEH OTAA K | LoORaWAN £ESEXBEER , BB
RAREBATUATZER, RARZEEA OTAARBMALE K RAS AR ASSEE TN TR
&8 EREFHERS,

LoRaWAN A7

B OTAA B, 28 LoRaWAN £BNERTENEARNSHLARSER, SELRSBEUAAR
FERANZE vI.0x BRIER v1.1 fRo v1.0x RE—ER £ , Bl AppKey (EREEX£88) , T v1.1 BME
B&48 , B AppKey (FEFAER£88) F NwkKey (g £18), TR SBEERSAMAKRIBRSH
FTHER . NwkKey 1 AppKey FI&E &b 2 BAR R A PRI Y + /S ENE (32 L E).

|IRKE EUI
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https://console.aws.amazon.com/iot/home#/wireless/landing
https://console.aws.amazon.com/iot/home#/wireless/landing
https://console.aws.amazon.com/iot/home#/wireless/devices

AWS loT Wireless HBEABER

T S&E B Wireless device specification (JEFREERE) & , LEFI TR LB TREREEN EVI (T
R —HBINE) 28, SR UREERBEREN X HFRTER,

« DevEUI : 16 LB +/NEME , EREGEREBEN I ERERBIHE XM LKE,

« AppEUI : 16 B+ RNEMNE , ERBMERRIBEN , IEEE XM P HE, 7£ LoRaWAN v1.1
MR, AppEUI #7824 JoinEUI,

WMEM—BAE, TERBRSBNBS|BOFMERN , 520 LoRa Allance X#.
5/ AP| SR BREFIEZE AWS loT Core for LoRaWAN

MRERMER API FTIEEREE , AN BEABYEERERENBRBRERE , RARTEBLEREE,
Eﬁiﬂ%‘i RER , "‘H—:E}%ml_nxffﬁ%ﬂﬂ&i% REN ID, WMEWMAMER API B IS LR ERAEE
B, F2H £/ API FEEERER.

THBEHR API BitE , HEHTERNE, EMIMEBRREREEHBEBN TR,

RIS ERER AWS loT Wireless API EiE

* CreateWirelessDevice

» GetWirelessDevice

» ListWirelessDevices

» UpdateWirelessDevice

» DeleteWirelessDevice

METAREILFEE AWS IoT Core for LoRaWAN ERHNEMENMERBRTREE | 528 AWS
loT Wireless APl &%,

WEIEA AWS CLI B EIREE

EALAER AWS CLI REN EHEE | HEAMFER create-wireless-device 5. FHIEHISETE
REE , HEBMER inputjson BRRWMASE,

® Note
BT BEA AP A ER L ERERE CLI s I35 , T AWS APl FITIER .

input.json AR
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https://lora-alliance.org/about-lorawan
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDevices.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-device-profile.html

AWS loT Wireless HBEABER

"Description": "My LoRaWAN wireless device"
"DestinationName": "IoTWirelessDestination"
"LoRaWAN": {
"DeviceProfileId": "ab@c23d3-b001-45ef-6a@l1-2bc3de4f5333",
"ServiceProfileId": "fe98dc76-cd12-001e-2d34-5550432dal00",
"OtaaVvli_1": {
"AppKey": "3f4cal@0e2fc675eal23f4ebl2c4adl2",
"JoinEui": "b4c231a359bc2e3d",
"NwkKey": "01lc3f004a2d6efffe32cs4edalsbed2bs”
I
"DevEui": "acl2efc654d23fc2"
I
"Name": "SampleIoTWirelessThing"
"Type": LoRaWAN

O LR M RERES create-wireless-device S HRIE A,

aws iotwireless create-wireless-device \
--cli-input-json file://input.json

MABLETUEABLE CLI HIHBIET , BB AWS CLI %

B EE EREFTIEZE AWS loT Core for LoORaWAN

HENREREETUERAEREAMNEEHERE, ELRTEEEALELANKRESY , BEL
HhETIEIELE8EE, AWS loT Core for LORaWAN X EH B EREMBERERE,

1
B
B

giﬁ ﬁﬂ:: ﬁﬂ@%ﬁ%%ﬁ*ﬂﬁ%mk %Lﬁh{/\o
MEBRERER

HEXTETCEMKMKREARERE LoORaWAN ESESEFIRBHNEEENFEESE ., ©E8RE2H
HYIZ#Z | 0 LoRa 58%. LoRa EBIEZBURA , UREBHW MAC A, EEE#—F THTEES
B ZEARMEMNEEERIEZN LoRa 8%,

ERERAMERERTER

MRERFEATEAMEEEEE W FATEESENERESHEEHIEE AWS loT Core for
LoRaWAN Pzt | ,\lJEﬁiﬁTﬂﬁ%zE%ﬁ.%Zé ERA I RERERE., 3E , BHAUE
LoRaWAN ZH L AWS loT E#EE K Profiles (FRERE) EEHITIEEREE,
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/index.html
https://console.aws.amazon.com/iot/home#/wireless/profiles

AWS loT Wireless HBEABER

BOLLEERREERERIEIFTNEERERE. ERCTARREERER, NRENERAEXE
f’d‘\ﬂ_LézE‘“ﬁﬁ? , fe 121 Device profile name (£ B R EEEHE). &Hﬂ,.,\IE’E:ﬁ%E*ﬂFﬁJEEFH
B Frequency band (RfRegion) (8% (RfRegion)) , Wi HMRERBATENRE A RIELEXHFEE

EBE.

f£F AP FTIBRERERE

MRIERER API FHEERKE , AIXAXTBEYRERTER , RARTREVERKE
THBRE#HR API BiE , HESTHERE, EHMERIRE R EEEBBNER,
ARFEEREREH AWS loT Wireless API BifE

» CreateDeviceProfile

» GetDeviceProfile

» ListDeviceProfiles

» UpdateDeviceProfile

» DeleteDeviceProfile

WEAAREILFEIE AWS IoT Core for LoRaWAN ERNEMEMERN B TRFE | F2/8 AWS
loT Wireless API 2%,

t{aEE A AWS CLI B & B ERE

BRI AR AWS CLI RV EHBRERE , HEAMEA create-device-profile i w. UTEHIEEIE
B ERE,

aws iotwireless create-device-profile

BTG TEEBEVER IDWRERERE , BUNEEVERRERERAL D, ERETUEAT
5 API B RISRER  RRERAEENRBREREYEREE.

{

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:DeviceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",

"Id": "12345678-alb2-3c45-67d8-e90falb2c34d"

}

WELE T LAE AL CLI MR ER , 28 AWS CLI 2Z
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDeviceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDeviceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDeviceProfiles.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateDeviceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteDeviceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-device-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/index.html

AWS I0T Wireless BIRA RIS
MMEERERE

R EREHREE AR AREN AR BAFFENBASE

EREE A B RBRER

MREREATHREAFERGEEE W ERAFEASENEGESREHIEE AWS loT Core for
LoRaWAN Fit |, BIFEFIE TR BREE 2R , B ULUIIEREREE. SF , BELE
LoRaWAN ZE L # AWS 10T 32 &A 1 Profiles (REHE) EETIEEREE,

BERIBAERTE AddGWMetaData R B ARAME | UELTUKREISEERSFVENEELEEER | F
MARERHEEREK RSSI A SNR.

EF AP| #718 BR ISR EAE
MRERER API FTEEREE , AW BELBMBRBRERE , RARTBELEREE,
THBEHR API BitE , HEHTERNE, EMIMEBRREREEHBEBN TR,

RIGERERER AWS loT Wireless API EjE

» CreateServiceProfile

» GetServiceProfile

» ListServiceProfiles

» UpdateServiceProfile

» DeleteServiceProfile

MEAAREILFEE AWS loT Core for LoRaWAN E RN EIMMEMER ERTREE | F28 AWS
loT Wireless API &%,

t{aEE A AWS CLI B3 RIERERE

IBATLAE R AWS CLI R M RIS , HiEAMER create-service-profile v . A TEHIEE T RIFHKE
B

aws iotwireless create-service-profile

BTG SEEHELES ID WRBRER SN ERYEBRESEREAL ID, BREATUERASE
BRI EREREYEREE.

{
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https://console.aws.amazon.com/iot/home#/wireless/profiles
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateServiceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetServiceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListServiceProfiles.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateServiceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteServiceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-service-profile.html

AWS loT Wireless HBEABER

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:ServiceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",

"Id": "12345678-alb2-3c45-67d8-e90falb2c34d"
}

¥ig BRI = AWS loT Core for LoRaWAN
AWS loT Core for LoRaWAN iR REIE K E &R A AWS BRIEERH AWS loT 8l

KA KE%D LoRaWAN EETELL AWS IR TLAERPK |, BEREIEZZE AWS loT Core for
LoRaWAN , FTLL AWS loT REBISBELERET . AWS loT HEES@EREERMN SQL BRR |, UL
B4 SQL B =4 REE EAS A © 1 BRI/ = 88 Bk,

MREBE-RFEENN  RAESEEREES,
EREZEAHEEM

MREFATRAFIGHREEE (N FHEEASENEFEBEEHTIEZE AWS loT Core for
LoRaWAN Frilt) , BIE EASERE B RIEFEREEFIEZE AWS loT Core for LoRaWAN 2z # |, &AL
MBI HTIE B R,

T LA AWS loT £ A/ Destinations (B i) BEE#E AWS IoT Core for LoRaWAN B By,

EERBHEEBENER , FBEE AWS loT Core for LoRaWAN B H i BEisE TSI , REIEE Add
destination (¥7i8 B #V1ith),

- BRYMEFHER

AR B B ¥ A Destination name (B Byt & #8) FiZ A iFR,
- HAIEE

AWS loT HAIMREATERBEEINFAESLEELEENER., RUSHEEMAZTEMNM. Bt

TERAREEZERKIINALS, BOLUREFEIBWA AWS loT RAIHEMHE AWS loT AERER

N F X REEHALS

« WNREIF Enter arule name (AR AIEZTE) , B ABBARRIERE Copy (BR) , REREEET
AWS loT RAIBAAWM AR EZRE, BT LURIE Create rule R R A]) RIENETRE L REE
Z AWS loT EZEMFABPE  WFEAXEBEIRAL,

A A AR R, BEEA Advanced (M) RERIEETEEHB. TEEHSERRWALBE
"4t MATUERARATE topic EEXFH. MFEAWS loTRANFMER , F2H hitps:/
docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html,
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- BERRERME AWS loT ASREEN , FRATERE, RRETUER MQTT £ES
B, ZUEEULTRELERE , UERBHEZTENALS . NFFAER , FS2Ehttps:/

docs.aws.amazon.com/iot/latest/developerguide/topics.html,

MEBBEMMZ AWS loT RAIMEHEER , F28 ERAIKRERE LoRaWAN EEA L,

- ABERE
RFEBERFT , UIFEE Rule name (RAIEE) PanB 2 HBH IAM A, BAIUEEEE
BIAFNHREAR 6 ENERANREAC, MREERIFHNREAR Sl AAEEE (H

il IoTWirelessDestinationRole) , A AWS loT Core for LoRaWAN R & &Z° B LA E £ M
ABHAM, AWS loT Core for LoORaWAN ERKXEBEBHEIEFBERTH IAM B,

MEER IAM AEWEFEEENR K BF2BEEA IAM 856,

£/ API #18 B b

MEHEEWA CLI KFBEN , EXACABNHEIRIIFN IAM €, IEENHERAECHPEE
E’Jn¥%ﬂ1ﬁnﬂ EE /351 ?‘%"‘E’J B ZE IAM B,

THEBEEQESYTRNE, EXMNMERE Kt BRABE 2 1589 API B,

BB #a AWS IoT Wireless API B4k

» CreateDestination

» GetDestination

» ListDestinations

» UpdateDestination

» DeleteDestination

WME A AREILFMEE AWS loT Core for LoRaWAN ERHEMEMERIER TEIEE |, F20 AWS
loT Wireless AP| 2%,

WEEA AWS CLI 2R¥i8 B fyith

B LAMERA AWS CLI 2R#7I8 B B3t , 3£ AR create-destination 5. LA T S84 8 7R (4T &EiB £
F RuleName #EA expression-type SEEMBAERE , LBV BN, MREEEEZRMHNET
FASKREBERANEERT , 515 expression-type Z2EEEFE A MgttTopic,

aws jotwireless create-destination \
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https://docs.aws.amazon.com/iot/latest/developerguide/topics.html
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-destination.html
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--name IoTWirelessDestination \

--expression-type RuleName \

--expression IoTWirelessRule \

--role-arn arn:aws:iam::123456789012:role/IoTWirelessDestinationRole

BITHBTECRAEENENEERE, RUEENACEBEVENT, MFENEIRANSEER
WHEBEA , F20R EYRAIREE LoRaWAN REFE M RENBNHEYT IAM B,

MABETUEABLE CLI HIHBIRT , BB AWS CLI 8%,

RENBENEEN IAM A6

AWS loT Core for LoRaWAN BEHIHLEE IAM A , EXACSSEREIEXZE AWS loT B AIFFER
FFAT4EE AWS loT Core for LoORaWAN, MR EAERNHEAE  AIMEERT , LECEREAR®
EER,

EFEATESHEENE | AWS loT Core for LORaWAN € HEI AEE IAM A€ |, tIAREEER
iR, M API = CLI T8 B Iihhes | B4 BEABMNMET IAM A6,

A AWS loT Core for LoRaWAN Btk BB E IAM BE

1. BRUIAM EEEMNBERPAE,
2. #iF Create policy (BILBUR) , ARIEE JSON ER,
3. HERESRET , MRFEESTHEIARE , AR EHBRXH,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeEndpoint",
"iot:Publish"
1,
"Resource": "*"
}
]
}

4. E#F Review Policy (BEIHE) , AL Name (B8) 1 , WALBRNER, SREELERA
RT—EREF+.
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/index.html
https://console.aws.amazon.com/iam/home#/policies
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5.

#& 1 °9] LL7E Description (3#iR) iR L BUR (W0 RIGEERIFE).
iZIZ Create policy (B3I BUR).

% AWS loT Core for LoRaWAN B H#2 Y IAM A€

© © N o g &

FEIAM TR ENABHIE , REREZF Create role (BUAR),

£ Select type of trusted entity (ZES TN EEEA) A | i##E Another AWS IRF (5% — 18 AWS
IRE RF).

£ Account ID (¥R ID) # , FE# ALK AWS BRF ID , ARIERE Next: Permissions (T —% : &
Ao

EESHRYD  BALEL—ERFPEILN IAM BERER,

ERESERY , wELE L —EERFPELN IAM BX,

B#IE Next: Tags (T—% | BE) , RERERE Next: Review (T —% : ®E).

£ Role name (BBEM) A , WAL ABHWERE , ARIRE Create role (BIUAE),
ERFAESD , BELCRINACEBRFEET AR,

£ Summary (JE) L , i Trust relationships (SEFE&) Z8, , R%EIRIE Edit trust
relationship (fREEEEER).

. *& Policy Document (IR X #) # , F Principal BMIUERRGILEH,

"Principal": {
"Service": "iotwireless.amazonaws.com"

iy
BT Principal BiEe®  TEBURXH BB R RELILEH,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "iotwireless.amazonaws.com"
o
"Action": "sts:AssumeRole",
"Condition": {}

}
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]
}

1. EEREENEE | 555812 Update Trust Policy (EF{EEBUER).

ERNABE , F£5XE AWS loT Core for LoRaWAN B ity , LA LEABBESRRIEE.,
B EAIREE LoRaWAN £ ERAE

AWS loT REIEEEFEEETHMRIE. AWS loT F At o] LURIER LoRaWAN 8t B iZINR —
VAR K BAEEHBKEMES K BEMBREERSEH,

AWS loT Core for LoRaWAN Bt EiSEEEEEFANEVER K MUEtRISEEEEARER
EIXEHMRIE. AWS loT Core for LoRaWAN — i B|EEMNER , KR SEHFEEEE, AWS
loT Core for LoRaWAN E i AT A EAE EEHEERE XML EREEZEMRRBHWIEHEEHR
=8

AWS loT Bl RIE % EFA B

AWS loT RAUMMEERENASER , BURABZRENNRE. KEFASENNEN , SIREH
FIRNERKRN, BF , RAFFIW AWS Lambda B , BERENALENBRARBATENRN ,
REBBREEERE,

TEREREASERREREERE AWS RKER , MARBENREZAEER,

- n
=
(1) f3: E“E“}

mrrr

LoRaWAN AWS ToT

gateways and Core for YA

devices LoRaWAN °‘@"
—

AWS services

1. LoRaWAN R ESEEI EMLF S 28l , STEM AES128 CTR ERAMBEZAL
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2. AWS loT Core for LoRaWAN S8 Z —#MALE , WABZEN ZEMNASRFRIES base6sd F
B

3. B4 M base64 ImBASSERASEE (REHILA JSON XX 4) EIEE AWS loT R8I, R A
ERIERGERERN B Kb i SARER

4. AWS loT R A AERERE R ZE 1R AIE R PFTR YR

REFEB TN NZE ZEN AR EH AWS loT Core for LoORaWAN 2 F s fi#:E, MR —#MH
BABRAERETEAR base64 TH, EEZRBEN—_ENASAEPNER TR, iEEJH:ﬂlIE’J&I”E%’E
RABITHER TR, basebd MIBNFALRERE—E ASCI F&E , AT URERERER ,
BRI,

3 LoRaWAN & E R Al

AWS loT Core for LoRaWAN & AWS loT A8 , ZeiiSEERAREET S MEXZTHM AWS
R  MEEFEAFAESARERER, HEIRKBRAERERER | TREXAEZECERRE.

ZEE AWS loT Core for LoRaWAN & EASBEIEZE Hi AWS BR#E , BIFEZE AWS loT Core for
LoRaWAN H Kb F 154G B B9t A9 AWS loT 38l AWS loT REIKETE SQL EFFRRAME
2 — (& BB 1E,

BE , AWS loT RAEAREREE :

« SQL SELECT ¥4 , AR ZEEMENLAB AT ER
- TEGERG (RUEARRXFH FROM ¥4) , ARBRIZEANAR
- ERGARRR (SQL WHERE F4) , FREEZE HEREIT BN A4 E R4

UTRANEAFRRIA EH
SELECT temperature FROM iot/topic' WHERE temperature > 50

EZEE AWS loT FBIREER B LoRaWAN £ERES , BLHLIEE FROM ¥4 |, EARAEHY
HH—25. BAEHEWHLEES SQL SELECT ¥4 , A #EiEMi EH WHERE ¥4, MNRE#H
R fEHR FROM ¥4 , BISiSHZR,

LUTEH AT UEERE LoRaWAN KB 2 AR AEHFRA

SELECT WirelessDeviceld, WirelessMetadata.LoRaWAN.FPort as FPort,
WirelessMetadata.LoRaWAN.DevEui as DevEui,
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PayloadData

L EH|F | PayloadData 2#&EH LoRaWAN B FTEA I LA base64 MmiSHI — AR,

UTEARRUEMREN , EUTUBEARENIT EUBES  LEEBRATENEN , flu
JSON :

SELECT WirelessDeviceld, WirelessMetadata.LoRaWAN.FPort as FPort,
WirelessMetadata.LoRaWAN.DevEui as DevEui,
aws_lambda("arn:aws:lambda:<region>:<account>:function:<name>",

{

"PayloadData":PayloadData,

"Fport": WirelessMetadata.LoRaWAN.FPort
}) as decodingoutput

WEM A SELECT AND WHERE FaMEFE
developerguide/iot-sql-reference.html,

%II

$52: B https://docs.aws.amazon.com/iot/latest/

WEBR AWS loT AR R A Z T MEACPNFMER , 520 https://docs.aws.amazon.com/
iot/latest/developerguide/iot-rules.html # https://docs.aws.amazon.com/iot/latest/developerguide/iot-
rules-tutorial.html,

WMEBEILMEA AWS loT Core for LoRaWAN B Wt fIIERE A , S I E M ZE AWS loT
Core for LoORaWAN,

MEERAPERA —EVFAREARHMEEER , 5520 hitps://docs.aws.amazon.com/iot/latest/
developerguide/binary-payloads.html,

NEERERZSM , UREHREHBARREASRS ZMENFMENR , F2H AWS loT
Wireless & BlRE,

WEFER loT RAIW TN BIBMNEBEEHNSELE | 5526 GitHub EAY AWS loT Core for
LoRaWAN R 75 =& 45,

B LoRaWAN 2 B I 5 35 HIE AR ARRE

EREBHEEEFREZR , BHECHIEHEE | WiGHEEZE AWS loT Core for LoRaWAN, #ZEM
IS ELEMRBED , B2 BENERFEEHIEZE AWS loT Core for LoRaWAN,

HHFEBTRECR  F2RRENEREFM , 7THUMERKE LoORaWAN REFIX LTAR,
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https://docs.aws.amazon.com/iot/latest/developerguide/binary-payloads.html
https://github.com/aws-samples/aws-iot-core-lorawan/tree/main/transform_binary_payload
https://github.com/aws-samples/aws-iot-core-lorawan/tree/main/transform_binary_payload
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EREFRAMEREERRE

EEFAEIEAREERME  FEEE AWS loT A/ Devices (EE) EH , AR BELCSH
EHRE, TERKEFMEFAEME Details (FFHER) BRHP , EFEFI LRXBER ETHEPNE
FEﬁo

£/ APl BB EIFiRAE

EZEFH API EELFARGE  FFH GetWirelessDeviceStatistics APl Ltk API R BERE
B MERAGgLERKREI ETRHERNEETE,

HTTP/1.1 200
Content-type: application/json

{
“LastUplinkReceivedAt”: “2021-03-24T23:13:08.476015749Z2",
"LoRaWAN": {
"DataRate": 5,
"DevEui": "647fda0000006420",
"Frequency": 868100000
"Gateways": [
{
"GatewayEui": "cQees4@ffff29df10",
"Rssi": -67,
"Snr": 9.75
}
1,
“WirelessDeviceId”: “30cbdcf3-86de-4291-bfab-5bfa2bl2bad5"
}
rESR

BREEEREEEWRFTERME | BRALTE AWS loT 2 EM Test CAIE) EELEEA MQTT A
AAF , RERERBERI 2 LTHRERNEN, NFFMAER , F2HEMEL LoRaWAN £E
BEH ETAERER,

£ AWS loT Core for LoRaWAN R EEEE RNV E

EERAIIEEZE] , FBEE RN LoRaWAN R EVEEAMEBERENE =H HERSIRER Internat
ional GNSS Service (IGS). #iB NASA JE{EH EarthData SR EME = HIRHRHENERBE
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MENE, ELERBENEREBRE=ZTRE (NEFHBMER) X EKRRERREH, WFFA
&, F2HE AWSBRBEHERK.

o] LABEF AWS loT Core for LoRaWAN IEERREMEER , FEAE=ARBIAEMIEELLRD
R BIEHNEBNE, BRI LAFHIEHEN LoRaWAN £ EN/SHBEENNZEE .

BO LA ESEEREEEHIEZE AWS loT Core for LORaWAN B | SRiFELERFENEEFMET
B IBENBET. RESBAUBEAIETES GeoJSON FEH, GeoJSON &R A AR Y b IEE RS
HEITIRIE. RESEEENVNENBEMNRKELE U R iR ERFE (WGS84) AE),

ERMBEELLERNWALER , 1R HF Amazon Location Service , 28 LAEKA Amazon Location it
, EhSBERERNMVE, FRAMNEER , &L :

- BURAENIIEERE BN ENS LoRaWAN EBHLE,

- BHIWESIRRENEENNE.,

- ERREBVEERMEMERL K ERHEEHEE A AWS BRI 85 AWS loT RAl, MFERAUEBENF
B, F20 (AWS loT BB AEER) S8 AWS loT REIBE,

- ERVEZERMN Amazon SNS BV E R , ¥ ERAFMEE ZFBRKEREENEA.

LoRaWAN £ E EINeEREER I

ERILAER S8 =73 Wi-Fi M1 GNSS Rz BUAE M e AR R EMNLE, SR LAER L ERARIEHR
MERKE. UTHRRA\UWABAEMIEEL BT LoORaWAN KEHWVEEH.

(® Note

E=FRAEEFRREEER LoRa Edge @& F ) LoRaWAN HEREFEH. HTEEE LoRaWAN
FME—RER, ¥REE , BMATUIEEREMEEN , 7 Amazon Location s [E 38 5l
NE,

1. Fig#EE

AR ENMIhEE BT |, SRS EEHEZE AWS loT Core for LoRaWAN., LoRaWAN £EHBEH
LoRaEdge @5 # , HEE—EREEIEHEBNETS , UEBNEERAEE K BSTREM
LoRa &85, ZE X GNSS BHaEMEEX Wi-Fi MAC s,
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https://aws.amazon.com/service-terms
https://geojson.org/
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html
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2. RUAENLIhEE

EEMSEBENERVE  FRAEMNIE, E LoRaWAN £EBFEX LTARE K AARDEAEN
Wi-Fi 1 GNSS B E B2 F it 3B E M AEEZEFEIEZE AWS loT Core for LoRaWAN,

3. HEH{ZEEM

BIBEREWNEBDOBERER  RESFANEAVEENE. MRBERFER Wi-Fi 1 GNSS ##
ERRETEMBET , AWS loT Core for LoRaWAN EBIBEEER S NG UE.

4. wBBRNVEEA

RBEFTENEEACR , t2SRMUEREEH , HEEHRBR[HENVERZMANTEME
BEFEMNER, StH a7 Amazon Location B EBEBME,

® Note
HARFEREEZAN LoRaWAN FE , ERREEFASFHRES 0.0,

MELTABERIAFMNANEMRFIFOEREZIBHEFMAER , 5528 AWS loT Core for LoRaWAN
EXAEHRAGIEH ETAE,

ENTEREZBE

TEH R AWS loT Core for LoRaWAN A EFEMNEHMEEENFENNEER

™ -
| C =
static position input OS
A Rule ) Map
@ Amazon Location Service
Liiil /
: ﬂ ‘ lraw position data .
TITT1T
LD(I?EWQN LoRaWAN loT Core for LoORaWAN SO-'"I/
end device gateway ’003:;% A Q
— —»
Ej Application

MQTT Topic

LIL|

Lilll
Il

1. EEERNBREMVE

Ef TERERE 41



AWS loT Wireless HEABEE
FRAKEEEREERESMENFRAUEEAIEEAR GeoJSON AH, BHAUEEERANSEE
R, BEEFEL WGS84 BEERRAER., NEFMEN A F2REER L ERE (WGS84),

2. MAEKENEMIIEE

MRIEEA LoRaWAN £EEH LoRa Edge &5 , BITHE B A EM AR BRI E (v
B, ESNEBEIXZLTASE , GNSS M Wi-Fi BifE e A B EMAEEEEEIEZE AWS
loT Core for LORaWAN, A% , REESSSFERALEARBINEENE,

3. MM EVEERR BN

BRI RRAREEEEER 2 oT RAWBE W , WEEFENVEEAKHBE AWS loT
Core for LoRaWAN, #t18] LA7E Amazon Location i#: B 8 &R L — B ML E.,

REERMNE
A LAEF AWS Management Console, AWS loT Wireless APl 2% AWS CLI REZEERWLE

MREBEEH LoRa Edge & F , BE LA EMIhRERETEEBNBEEN ., StEBEERER , £NAR

A LA AFRRE{y B EEE | A {#E A Amazon Location £ Amazon Location i & £ & Mt R &E B .

TR

« E%E LoRaWAN RER/
=

« E%7FE LoRaWAN EEW I

% F LoRaWAN BB E

EHE BB FTIEZE AWS loT Core for LoRaWAN B | ALUIEERENEER ., MEEEBAE Amazon
Location Service , {ZiE & R 2 F /R Amazon Location #:[E L,

@ Note

SB=FHRMEITREE LoRaWAN REREFEM. SHHFERA , BNATUEERENLE
BERIHIE B, ERBEBEFTANAEMCER (HINERERRAY) , EREEARERES
0.0,

EAILAEF AWS Management Console, AWS loT Wireless APl 2 AWS CLI RE&EREBNE.,
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ERERARERENVE

m

= E& A AWS Management Console REZERBERNVME , FBEBAETES , RERBE AWS loT
TR AWM Gateways (&) FEEME,

MELEEA
AREEFTE L ERRE

1. £ Gateways (&) FHEEME , i##F Add gateway ($TEFIE),

2. |y AFEM EUI, 387 (RFRegion) , A REAHMEEFMEF N LoRaWAN #HREE . WFEFH
B, FEEEREREHIERE,

3. BIfEPosition information - Optional (LB & - BiEM) , FARKEELEURSEEE (EA) R
ABENNVEERA. MBERAU WGS84 EEZRHKHER,

mERENE

REMBEMNER , AWS loT Core for LoRaWAN 82 & A iotwireless.map B9 Amazon
Location B, #&RILATE Position (L&) R EEFWREEFMAEFEALEFT R HE, RIBEEE
WL BERE  MENESEHE LERBER, SUURASRMENMER , SEREREE®RE LN
B, £ Position (&) R5|ZEE+D , ZHUEFEREEFANREFMEMENFBERL

® Note

WREE LS Amazon Location Service #1[E , B EFE —RIFAE | EHELEFERH Amazon
Location Service R{ZEUh B MR EEE, A Amazon Location Service i [E A AE & 0]
BE AWS tRFE WENEEANE A, MEFMENR , 5528 AWS loT Core EE,

#E iotwireless.map ﬂzﬁi&lﬁﬂﬂ’ﬁﬁﬁ EIB Get API BRETFEL , B0 GetMapTile, W&
Get AP| B2t B ECEARMEEIER , 582 B Amazon Location Service API reference ( {Amazon
Location Service APl &) ),

MEERIEMEMEEMEN , 5Bu11E Amazon Location Service £ A |, B maps (B) , A&
#$E iotwireless.map, MFFHFMEER , 5528 (Amazon Location Service FE A B15m) PHHbE.

EXMRAENERRE
FESFRENNVEMERE  FEREFMEFARETIERE Edit (RE) , ARENVEEANB Wi,
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https://docs.aws.amazon.com/location-maps/latest/APIReference/API_GetMapTile.html
https://docs.aws.amazon.com/location-maps/latest/APIReference/Welcome.html
https://console.aws.amazon.com/location/maps/home#/describe/iotwireless.map
https://docs.aws.amazon.com/location/latest/developerguide/map-concepts.html
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® Note

EENSARELNEERNNEN. ENMRENVERRK A HEeBREHRENLEER.
BEHVE2® , BGEREFMERARN Position (LE) R5IEBHFIFHNVLEER, KEH
AENBERTTHREIRFENRR —BEEAVE.,

5 API SR ERENE

BT LAE R AWS loT Wireless APl 5 AWS CLI EEEN BEAN R EREMNE.

/A Important

FEXETI API B1E :

UpdatePosition, GetPosition, PutPositionConfiguration, GetPositionConfiguration AR
ListPositionConfigurations, AR MEEEEEAK FIUERAER GetResourcePosition
F UpdateResourcePosition API ##4E,

WEBVEER

EEREENERREMEFENEEN , A UpdateResourcePosition APl #4E5, update-
resource-position CLI i S RIEELIE, FEE WirelessGateway 5 ResourceType, EFH 2 &
#REEM ID /EA Resourceldentifier , AR EMEFAIES GeoJSON EE,

aws iotwireless update-resource-position \
--resource-type WirelessGateway \
--resource-id "12345678-alb2-3c45-67d8-e90falb2c34d" \
--cli-input-json file://gatewayposition.json

T%|%ER gatewayposition. json BRHRE,

gatewayposition.json AR

"type": "Point",
"coordinates": [33.3318, -22.2155, 13.123],
"properties": {
"timestamp": "2018-11-30T18:35:24Z"
}
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPositionConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListPositionConfigurations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetResourcePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourcePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourcePosition.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-resource-position.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-resource-position.html

AWS loT Wireless HBEABER

}

HITERBGSTEELEEMEE. EZEEELREENNESELN , B GetResourcePosition API
B’IE,

BEBVEEA

EENMSEEERFENVEEN , FHEMA GetResourcePosition API #4E= get-resource-

position CLI i3 F5. ¥EE WirelessGateway fE4 resourceType , WiIRMEMIREED ID tEH
resourceldentifier,

aws iotwireless get-resource-position \
--resource-type WirelessGateway \
--resource-id "12345678-alb2-3c45-67d8-e90falb2c34d"

BITEBAGTERERFENEEAE TSR GeoJSON AR, LKEINEATSNELE, LEE
AEE, HtEtt , SInBERRERE S AVEN BB,

{
{
"type": "Point",
"coordinates": [33.3318,-22.2155,13.123],
"properties": {
"timestamp": "2018-11-30T18:35:242"
}
}
}

% E LoRaWAN &£ BB

BB FTIEE AWS loT Core for LoRaWAN B | AILUIEEREMNEEN. BEMBAEN , AKRIE
EENH, BENtER T REBREREVNEEAVYSEHNRIWIMERHBEZE Amazon Location Service B loT
FHEl, BHERBENBER , LEERESHERE Amazon Location tt B+ , HPASXBEEANEKIEE
B K,

EALAE A AWS Management Console, AWS loT Wireless APl 2% AWS CLI REEEE B E,
AN EZIBR E1TAAREN

MEBERAENMN , BUBEREMIBNBAEEEZE | LUES Wi-Fi 71 GNSS BiFE R R EBHiXE AWS
loT Core for LoRaWAN, i E& A LA I AEEZEEBEEIELE AWS loT Core for LoRaWAN,
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetResourcePosition.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-position.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-position.html
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LoRaWAN #R1& 12 & B R I (FRMPayload) MiE#ZEMNL (FPort) , LES FRBEHENAS. &
EERAMBEN , BUNATIEEZERIEE 1 2 223 2BNEEE, FPort 0 %54 MAC AEME
A, FPort 224 R MAC MAMRIEMER | EEIE 225-255 BIRBIG KRR BEE AR LM
EFIEIN

AWS loT Core for LoRaWAN Ei(ZH BI5| M ETHAE

FIEBE AR | BISET AWS loT RA| , AEAR A5 24 E R B ZE Amazon Location Service,
EHENAESTREEIEERTE Amazon Location 1Bl £, MBEABMAEN , BN SEEEHE
ENFENEEEREANVEER,

THREXBE R AWS IoT Core for LoRaWAN EFixf) ETAERT , WIRHENEERN., EEE,
RIBEHMHENELZEPHES, TERABERNBAUAZAEE, WRESEEEHEEEET , QIEA
null,

// Position configuration parameters for given wireless device
"WirelessDeviceld": "5b58245e-146¢c-4c30-9703-0ca942e3ff35",

// Position information for a device in GeoJSON format. Altitude
// is optional. If no vertical accuracy information is available
// or positioning isn't activated, the value is set to null.
// The position information coordinates are listed in the order
// [longitude, latitude, altitude].
"coordinates": [33.33000183105469, -22.219999313354492, 99.0],
"type": "Point",
"properties": {

"horizontalAccuracy": number,

"verticalAccuracy": number",

"timestamp": "2022-08-19T03:08:35.061Z"
1,

//Parameters controlled by AWS IoT Core for LoRaWAN
"WirelessMetadata":
{
"LoRaWAN":
{
"ADR": false,
"Bandwidth": 125,
"ClassB": false,
"CodeRate": "4/5",
"DataRate": "0",
"DevAddr": "@o0b96cd4",
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"DevEui": "58a0cb0o00202c99",

"FOptLen": 2,
"FCnt": 1,
"Fport": 136,

"Frequency": "868100000",
"Gateways": [

{
"GatewayEui": "80029cfffe5cflcc",
"Snr": -29,
"Rssi": 9.75

}

1,

"MIC": "7255cb0o7",

"MType": "UnconfirmedDataUp",
"Major": "LoRaWANR1",

"Modulation": "LORA",
"PolarizationInversion": false,
"SpreadingFactor": 12,

"Timestamp": "2021-05-03T03:24:292"

EREEARERENVE

i

EEM A AWS Management Console FREI EBEBNMNE , BEBAEZES , ARBHE AWS loT
FE AR Devices (#EB) PEEME,

g EER

AEARENMENENVEEN

1. £ Device (R&) RHaEHE , i##E Add wireless device (FTIEEREE),

2. M ABRRERANK., RENRBRERE , AR ERSERKBEIHM AWS JRi& 89 loT R EIE B
M, MFJFHMER , BSBEAEEEMA AWS loT Core for LoRaWAN,

3. BMAMNEBEEN, BEHMAMENE K YIEEEARBAASNNEER B,
- UBEHA

EREEEERURSEER (BR) REEEENVEER, MEEMAL WGSs4 BERRERE
#.
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https://console.aws.amazon.com/iot/home#/wireless/devices
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* Geolocation

WREZFE AWS loT Core for LoRaWAN fER B BRFTEHREE |, FRAE IThRE, HEASE
=7 GNSS # Wi-Fi RSB BBI R E BN NE,

EEMANBNEEN  SRERAEN , ARA A MENEFIEEZE | SUMEHE GNSS # Wi-
Fi B EREIXE AWS loT Core for LoORaWAN, Z&EZIFERIEAN FPort itiE2E, i |
BATLURIZE 1 F 223 2N E=E.

- VEER B

EE—EENRBERARERENEERWASEREIXZE AWS loT B9 AWS loT Core for
LoRaWAN R A|, EFEAENREANVEER ., ZENHIEAHEARNSEEERKAEIHi
AWS R B9 B By itb R [E,

mRKENNUEHRRE

REEEMMER , AWS loT Core for LoRaWAN 8 E A iotwireless.map 9 Amazon
Location #h[&, A LATE Position (L) R EBTPNEEFMEFEM LEFLME. RBEEE
MUEBERE=FRFERTENNVE  REVESHEHWE LETRARR. BAURKIMENMERE , B
BRfREETEHE LNUE, & Positon (L&) R5IEBINEEFMEAERR L , B EENER
EEA. AEHBNENKREEE , UREEENVEER BN,

(® Note
B8R ¥ AR BB Amazon Location Service #: B , FE€F2 —BIFAE | BHESLEAFEH Amazon
Location Service R{ZEN#t B M 1R{LE, A Amazon Location Service it [B 7] RE S @ IR HY
AWS IRF WEREENNE B, WEFMER , 5528 AWS loT Core EE,

#hE iotwireless.map tEAEIERMRIR , FEiB Get API BREFE , S0 GetMapTile, WFH
Get AP Edith BBl EFAAVMERBIERA , 582 F Amazon Location Service API reference ( {Amazon
Location Service APl 2#) ),

MEARELER HAFEEER , 55801E Amazon Location Service 124 |, iZ1Z maps (bE) , R#&
#$E iotwireless.map, MFFFMEA , 5528 (Amazon Location Service FE A B15m) PHHbE.

EMEENVERRE
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https://aws.amazon.com/iot-core/pricing/
https://docs.aws.amazon.com/location-maps/latest/APIReference/API_GetMapTile.html
https://docs.aws.amazon.com/location-maps/latest/APIReference/Welcome.html
https://console.aws.amazon.com/location/maps/home#/describe/iotwireless.map
https://docs.aws.amazon.com/location/latest/developerguide/map-concepts.html
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FESFHRENNVEMERE  FEREFMEHAEETERE Edit (RE) , RAREFVEENA. FAHEN
B E K B i,

® Note

EENSARELVEERNNEN. MREFEENVELER  ISBRCHHENNVEE
B, EFUBEZR , B Position ({LE) R BEBINEEFMEFARA L BIFNVEE
. REABENSERTCHEIRENKREAMNE,

£/ API BREE B E

AT LAE R AWS loT Wireless APl 5 AWS CLI RIgEBEA. FRERBENE , UNRBAEAN
&,
/A Important

TEXET API BE :

UpdatePosition, GetPosition, PutPositionConfiguration, GetPositionConfiguration EA%
ListPositionConfigurations., AR E# M HEE{LE &R PR A FERA GetResourcePosition
F UpdateResourcePosition AP 4,

B EEFANARE

EEAIEENEGREENENEELN , 5BFERA UpdateResourcePosition API #E=, update-resource-
position CLI S S RIEEEIE, EE WirelessDevice ¥4 ResourceType., EEH 2 EIRFEEW
ID ¥4 Resourceldentifier , AREMEFAES GeoJSON HEE,

aws iotwireless update-resource-position \
--resource-type WirelessDevice \
--resource-id "1ffd32c8-8130-4194-96df-622f072a315f" \
--position [33.33, -33.33, 10.0]

TR deviceposition. json BRNWAR. BEEEANEEAMIENEERH FPort B , FFHEER
CreateWirelessDevice # UpdateWirelessDevice API #4ER A E ¥4,

deviceposition.json AR
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdatePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdatePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_PutPositionConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPositionConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListPositionConfigurations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetResourcePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourcePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourcePosition.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-resource-position.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-resource-position.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_Positioning.html
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"type": "Point",
"coordinates": [33.3318, -22.2155, 13.123],
"properties": {
"verticalAccuracy": 707,
"horizontalAccuracy":
"timestamp": "2018-11-30T18:35:24z2"

HTEEGTSITEELET MY, EEEFREENNEE , BEH GetResourcePosition API
B’1E,

WS EERAMBRE

EEMSEEEGEBENNEEN , 3B H GetResourcePosition API 5 get-resource-position CLI @5
To IE WirelessDevice ¥4 resourceType , WiRM{EA resourceldentifier WEREE
IDo

aws iotwireless get-resource-position \
--resource-type WirelessDevice \
--resource-id "1ffd32c8-8130-4194-96df-622f072a315f"

HITEEBPTERBREEVEEABTAR GeoJSON AH, BREINEATESNELE, VERE
BURETELE , AuefEEREERRCAVENERER KFEBGLEN.

{
"type": "Point",
"coordinates": [33.3318, -22.2155, 13.123],
"properties": {
"verticalAccuracy": 707,
"horizontalAccuracy": 389,
"horizontalConfidencelLevel": 0.68,
"verticalConfidencelLevel": 0.68,
"timestamp": "2018-11-30T18:35:247"
}
}

£ AWS loT Wireless EIE &

T5 2L FAREE AWS loT Core for LoRaWAN By —LLEEEZE, MENAHBEEZE AWS
loT Core for LoORaWAN BIMEEIEF , 32 B & FEE A AWS loT Core for LoRaWAN,
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetResourcePosition.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-resource-position.html
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LoRa Basics Station Eifg EK

£ EE T AWS loT Core for LoRaWAN , & LoRaWAN BB ZEE & A LoRa Basics Station B8 5&
£H #1117, LoRa Basics Station H Semtech Corporation #ZE B MR AEEEE  WHEHE GitHub
FETZEERLEE, AWS loT Core for LoRaWAN 3% #8 LoRa Basics Station 2.0.4 iR &R E#H A, SEARA
£ 2.0.60

{# A 3 B AWS Partner Device Catalog B &1 F&E

AWS Partner Device Catalog ‘@& B &8 AWS loT Core for LoRaWAN #E £ A FEMFEEZA
EEH, RMERECEAELERNEE , RASTAMENARERE , B ERHEEREE AWS loT
Core, ELREEEHE AWS loT Core for LoRaWAN & H BasicStation 2B R A,

® Note

MRBERYRESESHBFKFWEE , AEAFEE AWS loT Core for LoORaWAN B & 1%
FiE , AlFEZFAEEEHITRAES 2.0.4 REFMAL LoRa Basics Station # 8 , B AIgE{IA
AILAERT., MEMLAMEA TLS Server and Client Authentication (TLS fRIFREEF FH F ik & 2 88
) , LAERFEEM LoRaWAN BiE,

£ CUPS H LNS @A E

LoRa Basics Station Bl 2 =M E T ERAGE , AR RAEEZEDMER MRS, LoRaWAN #58 [ ik
2% (LNS) , AR #HREEE S Al AR B (CUPS) B E o

LNS B EEE LoRa Basics Station A B EEMFK ARSI 2B ELEREL, LoRa LITMTT
FEERH %L S WebSockets &1 & RHEARE 1T 3T,

CUPS BAAMENRARGRERE , UXFHENERAENEFEBERHR. AWS loT Core for LoRaWAN &
24t LNS 1 CUPS # 2 , 2 Bl LoRaWAN ERHERAE HFEEEE,

WEFMENR |, B2 NS BHAHBEM CUPS B E,

&

« X% LoRaWAN BEMEZFEHEINEE

« {8 CUPS BR#IEE AWS loT Core for LoORaWAN 2R E 37 B JE £ B8
- BIERBELIER LoRaWAN TTERRE
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https://doc.sm.tc/station
https://github.com/lorabasics/basicstation
https://devices.amazonaws.com/search?page=1&sv=iotclorawan
https://doc.sm.tc/station/tcproto.html
https://doc.sm.tc/station/cupsproto.html
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235 LoRaWAN RSB R S EAIEHR N4

£/ LoRaWAN & B , BA LA LoRaWAN FERERLZAS Y., 283K .

- 51
AL A LoRaWAN FEREEESE , LA B ¥ LoRaWAN £ EREIESS., EEHEESHEITE
HERBZEWRTITIALE  RtEXEAREREEESY  TrERELBERSLNER,

- BRI
A LAER ELoRaWAN REIER NetID M JoinEUI 28 , ARG EREENRE., BFEREFDR
BEBREFHAE , WP BEERE LNS 2BNRE.,

. FHEEE

AL ERBN T  WIEEREMANSE FRT, SREZESETET BB ERE
B, BRI  EEARBEFRETTNARBEREREEITER,

THEZETEEBEELSERNAREELSHNFMENR. SESEEAWS Management Console
RARTAA , REEFEA AWS loT Wireless APl 5 AWS CLI $#57E,

ES-]
- REFEEXEEE BERE
- REREH FHETMEHEDEE

REMEEELEEEBERE

MREHE B BEMSEEIMA AWS loT Core for LoORaWAN |, B ESHEHEENBREBERTITAE, £B
SREBFEEHNEERSEERMBELAERE, ATELANFEERELEERLSEE , EUER
AWS loT Core for LoRaWAN 2 EREN ELEEEHRBSE,

EERTELEESY , BN EEXEHIT LoRa Basics Station 2.0.6 MxE B, ZF2BFEHAKEH AWS
Partner Device Catalog B & EE,

MAREFTRSH

® Note
MRFER B BERRBEESA , BT FRERENFRSEL
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FEEA CreateWirelessGateway APl B2{EASRIE T ZE AWS loT Core for LoRaWAN EEREFE
S8, W AP| BER , FAREN Beaconing HEET IS8, RESEE , HESLL 128 ¥
RS EEEEEIENER,

- DataRate : BHEEZFEMNERIER,
- Frequencies : MEBEEREENEREE,

THIEHIRBA AR ERENELSH, input.json BERUSESHMHFMENR , HIUEEEEMN
HERBFE, MEMMA CreateWirelessGateway API REFTIEEEZ AWS loT Core for LoRaWAN
WFMER , F2E £A AP FTERE,

(® Note
5/ AWS loT 1A REEHIEZE AWS loT Core for LoRaWAN L FREESE,

aws iotwireless create-wireless-gateway \
--name "myLoRaWANGateway" \
--cli-input-json file://input.json

THIEER input.json BRHNAR,

input.json BNAR

"Description": "My LoRaWAN gateway",
"LoRaWAN": {
"Beaconing": {
"DataRate": 8,
"Frequencies": ["923300000", "923900000" ]
I
"GatewayEui": "alb2c3d4567890ab",
"RfRegion": US915,
"JoinEuiFilters": [
["0000000000000001", "00000000000000ff"],
["000000000000ff00", "00000000000OfFff'"]
1,
"NetIdFilters": ["000000", "000001"],
"RfRegion": "US915",
"SubBands": [2]
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGateway.html
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}

UTEABERATEER TAES@E L,

{

"Arn": "arn:aws:iotwireless:us-east-1:400232685877aa:WirelessGateway/a@1lb2c34-
d44e-567f-abcd-0123e445663a",

"Id": a0lb2c34-d44e-567f-abcd-0123e445663a"
}

WEERSHNEN

BAILAER GetWirelessGateway API RELIEVSBEMNESESEMEBEN.

@ Note

MEEEMARE , QXA UpdateWirelessGateway APl R ERBRESESH, B
RESE , B AMBREE , REEFER CreateWirelessGateway AP R{EFTIERE S
EZ2H,

aws iotwireless get-wireless-gateway \
--identifier "12345678-alb2-3c45-67d8-e90falb2c34d" \
--identifier-type WirelessGatewayId

BTk TEELRENERSENMEEEN.
ARERER FHEF N ENE AL

LoRaWAN EE#11T LoRa Basics Station ¥Xf8 , & 7] LLEREZE AWS loT Core for LoRaWAN, &
EE#EZE AWS loT Core for LoORaWAN , & #) LoRa BiEBH £ 22&E: CUPS fRIIR3SH LNS B , RE
B 3T WebSockets BRI BRI BAERR, ERINER 2R, TABBRERRTE LT TITIES,

ERZEREWEIN LoRa ERIELR

£ LoRaWAN FEZ B2k B ERE 2 % , AWS loT Core for LoRaWAN €L router_config AR
EFE |, 57 LoRa FIEMHEN —HB Y , SEEHESH NetID M JoinEui, MFE router_config
LUK tnfa 8 LoRaWAN B RARET (LNS) B EEMNEFFMER , 5520 LNS BAHE.
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{

"msgtype" : "router_config"

"NetID" : [ INT, .. ]

"JoinEui" : [ [INT,INT], .. 1 // ranges: beg,end inclusive
"region" : STRING // e.g. "EU863", "US90@2", ..
"hwspec" : STRING

"freq_range" : [ INT, INT ] // min, max (hz)

"DRs" : [ [INT,INT,INT], .. ] // sf,bw,dnonly
"sx1301_conf": [ SX13Q1CONF, .. ]

"nocca" : BOOL

"nodc" : BOOL

"nodwell" : BOOL

}

FEBEFEER Wi-Fi. 2ARKRITERE2ENSHEERE , 5 LoRaWAN £EEZ B HEAMEH
LNS, BEEFESEWMEAL , YiGEEH P REFEELL AWS loT Core for LoORaWAN, i
BU LR ERBERGREELEBERRE  EEPRHEEEMXAAE , WHAPBEERE LNS 2EHR

=
o

EERIE LoRa MEUEHEERELR |, BO LU router_config AEHREHAZE NetID
JoinEui. NetID R#23ZH) NetlD EEE., {11 LoRa EXEREZEETENHNEEHELR |, 15ES
¥BE, JoinEui & JoinEUI BN EHERTHENELEFE, BEFRELKHMERSE  BRIEFAR
FHMEAL JoinEui E&IE [BegEui,EndEui] Ko

SRR BEN IR

# US915 M AU915 RF B35, , EIREKE R 64 1 125KHz 1 8 {fl 500KHz LITRIERYIEE |, SIEA
LoRa BiEFHL LoRaWAN 8%, LITHERBEES A 8 4% , BEEFH 8 18 125KHz BEM —
18 500KHz B, BMR AU915 BEIFHEE—KRFEE , BB -—NZETFHEF.

Ficmigst B ML FHAS < BBEE | mEEE#RR| AWS IoT Core for LoRaWAN B | REEE—1EF
EELEREREE, YAERELEHRESRN LTHE | i LoRa MBREAFRZISEFES, B
REf RF &5 (5120 EUS6S) MREE , TEELHALE,

ERAFEEKENREREACEREENFET

BULUSEERESERABSEN FHEY , U BAEIE LoRa ERERMNINEE. EEFATERAKRE
EEZE

1. BEZE AWS loT £ &AM AWS loT Core for LoRaWAN Gateways (B8) BE , AR%EIRE Add
gateway (¥ri8FE),

FRE LoRaWAN FIEH SR MEFEIBE 55


https://console.aws.amazon.com/iot/home#/wireless/gateways

AWS loT Wireless HBEABER

2. EEMEFMENR , Hlin Gateway's Eui (& Eui). Frequency band (RFRegion) (8%
(RFRegion)) , LA IZF# Name (& %8) # Description (#iR) , REBEFREEA AWS loT YHEE
FHFER R, NENMHERENFEEN 6 F2E EAXREHMERE,

3. 7£ LoRaWAN configuration (LoRaWAN #%E) EEH , BRI LUEE FHEFHEEER.

« SubBands : ZEEHIE TS |, FEIRIE Add SubBand (I8 7HE%F) , WIS EBHEEFE , I5HE
B EMLTIEE, SubBands 28R EETE RfRegion US915 Ml AU915 HFEkE , mMBEHEAF —
EXENERER , X EEGEHE [1,8] ¥HE,

« NetIdFilters : ZEEHR L1TIESR , FE#E Add NetID (738 NetlD) , ARIEEMEFHNF
BESE, RAEGEECEALITESLM NetlD XERFEEL—EIHNE , TRIELSESR
BE,

« JoinEuiFilters : i### Add JoinEui range (738 JoinEui £ &) , 315 %E F& A R &F&E LoRa
EENFREHEBZE, BEEARBEBREECHEFER—IDH JoinEUI BEXEEZLHP —1E
JoinEuiRange B EE R , &8 JoinEuiRange EE& %A —¥f [BegEui, EndEui] , BRIEER S
EIRE,

4. K%, BADEEERE FAXEEHIERE PRNIETRRBRERE.

EFBTEEZR , WREE AWS loT E#EEM AWS loT Core for LoRaWAN Gateways (R &)
BEEPIRIEHICHEE , Al LIfE Gateway details (B EFFHHE ) EHEAY LoRaWAN specific
details (LoORaWAN $EFFMHEN) BEF EFE SubBands , AR EHEMRM NetIdFilters
JoinEuiFilters.

£/ API #EH RERRE A LA BIEMN 785

ST LA ME 8 A BREZ M RSB RY CreateWirelessGateway API |, LARRE SR E (i A IR ERB ThAERY F 48
#. A CreateWirelessGateway API , SIS E FHEFMENZRY , /EBEFEH LoRaWAN 1
TRtz MEHREBERAN —5. TIHERT ISHEANBERFR.

POST /wireless-gateways HTTP/1.1
Content-type: application/json

{

"Arn": "arn:aws:iotwireless:us-east-1:400232685877aa:WirelessGateway/
alle3d2l1-e44c-471c-afca-6716c228336a",
"Description": "Using my first LoRaWAN gateway",
"LoRaWAN": {
"GatewayEui": "alb2c3d4567890ab",
"JoinEuiFilters": [
["0000000000000001", "00000000000000ff"],
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["000000000000f 00", "0000000000QQFTff"]

1,
"NetIdFilters": ["000000", "000001"],

"RfRegion": "US915",
"SubBands": [2]

},
"Name": "myFirstLoRaWANGateway"

"ThingArn": null,
"ThingName": null
}

B A LA A UpdateWirelessGateway API REFTIBREY , EFEEH FIEF. R
JoinEuiFilters M NetIdfilters ERZEE , ERTRMUREEH . WRELEFRZEME , X H
TETFE | ASEREN. EEMSRISEENHAE , BEMA GetWirelessGateway AP,

£/ CUPS BRIG#EE AWS loT Core for LoRaWAN 3R 5 37 5 & 5] g&

& L #1THY LoRa Basics Station BB &£ AR F # R RET (CUPS) BAAWE , RUERER
MEBEHRME, CUPS B ERERZLHRFHR{THE ECDSA £E,

BN AREEFNEENEHE, E0LEH CUPS IRFEHEBEL AWS loT Core for LoORaWAN |, AR ERH
FEEHN MELEFNEWUELFEERETES, EEENFHENEE | E9LIFER SDK = CLI
BFRgEERERES,

ENBEFNTE 45 ESRETR. MRERE—IXFRERMENREREE AWS loT Core for LoRaWAN , 7]
EEEFRNEE, FEREFEFSREBCHIBENIERNEE AL EANAELERNE
B OARBEEHET SIEERLEST S3 EEFEIFIE IAM £,

MRERIANREFER , F2RELIEENERNESE , G ETUARIRLEREEAERX
YR,

ERYITRENFRER

- EXPEEHERNEE

- BEBEERLEE S3 REFAELHE IAMAS
- FRAEBESERIENPITHEEN

EXHRENERNERE

BEFANSRAEZASIR  YHIRRNBEEERANFE, FEREHEUAEMERIETHRHERRE
A CHYEBER , M A Basics Station EEERFHTUHETH. EUBERT , SR TESHERER
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RENBRAEZFERITBREFTER, AR LULAAZEHMERIESH , AREEET K38
ERELEE S3 MEITEIIE IAM A6,

MRERZALRESE , THIERATELIRENERMUTHD S, ELEMLATLUETHE |, LI
REABIFEILERRR, MARESHTRAHESENEERHNEXS.

EREFT , &858

- ELEFBENER
- EXFRENNES
- BERESR

ELEERERER

EF8E L #1TH LoRa Basics Station BiBERESMIE CUPS BIFEFIZNFEEH, NMRELERRERFIRE
HWESE  F2ETIIREFHNIEST , EREH Raspberry Pi # RAKWireless BMEFTREN. &
fME— 1IEE*E?E S, MBI/ ZHEME, RAER , LK station.conf MMERA,

(@ Note

LIS ER RAKWiIrcless BMiEESAERN , ALK ERGRE , LLEBEENERER | EEURNE
FEFEANRFEE

ERETH

T 5|5~ Raspberry Pi # RAKWireless FEMNEHIERETHR. ZUUBETIGSREERER
base.sh # , SRR TE Raspberry Pi B BB MWK IR HITIESE,

*#!1/bin/bash*
execution_folder=/home/pi/Documents/basicstation/examples/aws_lorawan
station_path="$execution_folder/station"
version_path="$execution_folder/version.txt"
station_conf_path="$execution_folder/station_conf"

# Function to find the Basics Station binary at the end of this script
# and store it in the station path
function prepare_station()

{

match=$(grep --text --line-number 'ASTATION:$' $0 | cut -d ':' -f 1)
payload_start=$((match + 1))
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match_end=$(grep --text --line-number 'AEND_STATION:$' $0 | cut -d ':' -f 1)
payload_end=$((match_end - 1))

lines=$%$(($payload_end-$payload_start+l))

head -n $payload_end $@ | tail -n $lines > $station_path

}

# Function to find the version.txt at the end of this script
# and store it in the location for version.txt
function prepare_version()

{
match=$(grep --text --line-number 'AVERSION:$' $0 | cut -d ':' -f 1)
payload_start=$((match + 1))
match_end=$(grep --text --line-number 'AEND_VERSION:$' $0 | cut -d ':' -f 1)
payload_end=$((match_end - 1))
lines=%$(($payload_end-$payload_start+l))
head -n $payload_end $@ | tail -n $lines > $version_path

}

# Function to find the version.txt at the end of this script
# and store it in the location for version.txt
function prepare_station_conf()

{

match=$(grep --text --line-number 'ACONF:$' $0 | cut -d ':' -f 1)
payload_start=$((match + 1))

match_end=$(grep --text --line-number '~END_CONF:$' $0 | cut -d ':' -f 1)

payload_end=$((match_end - 1))
lines=$%$(($payload_end-$payload_start+l))
head -n $payload_end $@ | tail -n $lines > $station_conf_path

# Stop the currently running Basics station so that it can be overwritten
# by the new one
killall station

# Store the different files
prepare_station
prepare_versionp
prepare_station_conf

# Provide execute permission for Basics station binary
chmod +x $station_path

# Remove update.bin so that it is not read again next time Basics station starts
rm -f /tmp/update.bin

£/ CUPS ExRiEz i 59



AWS loT Wireless HBEABER

# Exit so that rest of this script which has binaries attached does not get executed
exit 0

MEARIETHR

EEBESHED , RM=H I Basics Station —ENHE, FBIEEHEMERMAK version.txt , AKX
+H5 (5 addpayload.sh) ## station.conf, A% , HITHESE.

*#1/bin/bash

*

base.sh > fwstation

# Add station

echo "STATION:" >> fwstation

cat $1 >> fwstation

echo "" >> fwstation

echo "END_STATION:" >> fwstation

# Add version.txt

echo "VERSION:" >> fwstation

cat $2 >> fwstation

echo "" >> fwstation

echo "END_VERSION:" >> fwstation
# Add station.conf

echo "CONF:" >> fwstation

cat $3 >> fwstation

echo "END_CONF:" >> fwstation

# executable
chmod +x fwstation

EHTTELERTHRZR B lEREHPHIT TGS , UELEDREFER (fwstation).
$ ./addpayload.sh station version.txt station.conf
ELXFREFTNER

LoRa Basics Station B2 IR OB HEEHE ECDSA £, EEXECEENEN , BFE
« WEAMH ECDSAESBELR /A 128 B THNEE,
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- ARZEENALESE] K MALSBUBELUERA sig-%d.key WERZBHREFEREF. BEMEH
BREM sig-0.key,

- BBAEEE|AY 32 LT CRC,

ZE M CRC #SEEZE AWS loT Core for LoORaWAN APl, EEEL AHNER , EUUEATIES
% gen.sh , WIS TR H GitHub REFEHHY basicstation EHIFTEE.

*#1/bin/bash
*function ecdsaKey() {

# Key not password protected for simplicity
openssl ecparam -name prime256v1l -genkey | openssl ec -out $1

# Generate ECDSA key
ecdsaKey sig-0.prime256v1.pem

# Generate public key
openssl ec -in sig-0@.prime256vl.pem -pubout -out sig-@.prime256vl.pub

# Generate signature private key
openssl ec -in sig-@.prime256vl.pub -inform PEM -outform DER -pubin | tail -c 64 >
sig-0.key

# Generate signature
openssl dgst -sha512 -sign sig-@.prime256vl.pem $1 > sig-@.signature

# Convert signature to baseb64
openssl enc -base64 -in sig-@.signature -out sig-0@.signature.base64

# Print the crc
crc_res=$(crc32 sig-0.key)printf "The crc for the private key=%d\n" $((16#$crc_res))

# Remove the generated files which won't be needed later
rm -rf sig-0.prime256vl.pem sig-0.signature sig-0.prime256vl1.pub

ETHELANAASREZFBEERE. SRERE - EUKN,

./gen_sig.sh fwstation
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read EC key

writing EC key

read EC key

writing EC key

read EC key

writing EC key

The crc for the private key=3434210794

$ cat sig-0.signature.base64
MEQCIDPY/p2ssgXIPNCOgZr+NzeTLpX+WfBo5tYWbh5pQWN3AiBROen+X1IdMScv
AsfVfU/ZScICalkVNZh4esyS8mNIgA==

$ 1s sig-0.key
sig-0.key

$ scp sig-0.key pi@192.168.1.11:/home/pi/Documents/basicstation/examples/iotwireless

WERESER

BARAEBCELETRNEE  FBRET—EEXE , SFBER fustation LEZE Amazon S3 f##FET
B, RETERKYREIERERBYHNERS. BULHFE IAM A6 | HiEH W CUPS fAR:SE
B S3 @ iFirR PR EMER.

KERERLER S3 HFEITBLHE IAM AR
O LAEF Amazon S3 REY "REEFEFE, L ER—ERES , HPURELENIBEFER, &0

LiAgtE R &2 S3 fifzETEe , WHE IAM A6 | 25 CUPS [ARSERHFEFEITERENENERER,
WNE Amazon S3 WVEFHIEEA , 5528 Amazon S3 AF9,

LEFENIREFNERIFARECEEFERANFE, NREMERNEFEUR ELEFIREHNERA
EE MENER , B LEEBRITESHMELEN fustation EX.

IR FHFE 20 28T BT Ko

EELEENIRER

« B Amazon S3 ffFIrBEY FEEHMER
- BUFWHERKS3 EEEEN IAMAG

- BREESR
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3 Amazon S3 EFEEFRY FEFEHER

& LAMEF AWS Management Console RZ 3 Amazon S3 172888  REBIREFTREELEER
FETEE,

B S3 #fFhreg

EEEY S3 R17ETEE | 5B Amazon S3 console (Amazon S3 £#A), MREHMAEAN | FE
A, REBEHITTIZER

1. BREEUREFRE.

2. %A Bucketname (REFTBEB) MAK - BEERMNAE (1MW , iotwirelessfwupdate), UM
ERETENEZEDGRIES , 528 https://docs.aws.amazon.com/AmazonS3/latest/userguide/
bucketnamingrules.html,

3. WMEMLCIERAWS B , FREAREI LoRaWAN FEMEBEWEE , 3 2i2E Block all
public access (ES#EFIELAERFER) RE , WELNREETEBULUMEATERTY,

4. &% Bucket versioning (7T B8 MR A2 %) 1#1F Enable (BUA) , EASHBIEK LS ERANERE
VFRERRBER —REEHEP,

5. &S Server-side encryption (fAlfRE5iwINZ) B E A Disable (£H) , AKI&EHE Create bucket
(BURFITHE),

LEENTRERESR

IRIRTE A BATE AWS Management Console RN REFIFRBFEF BRI LNREFITE. BELNREN
BYTRTISBU LERNER,

1. BEZNRTITR , AREE Upload (LB).

2. BEEF Addfile FEER)  RARLEHAREHNMER, MRCER ELFEEMERNEE AR
BF , &8 ELE fustation BR , BRI LEREREFHAIRHENESR.

3. WMEFMBERTEHREAHTERE., ®E Predefined ACLs (JEEEZM ACL) EFRES private (FA
B) , REBIZIE Upload (LF) UL EEEHESR,

4. HBHEFTLERRN S3URI, BELNRERE K L2538 LENERETE Objects
(W) BBEF, RIBEWER , AREE Copy S3 URI (#H S3 URI), URI I TFT
R :s3://iotwirelessfwupdate/fwstation , MMREEKFHEITEG R BELRN LR &5
(fwstation), FBAEHEERIL IAM BEEFER S3 URI,
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BYFFAEN S3 REFEN IAM AR

RIAEREN IAM BENEE | 59 CUPS #£ S3 i TRENGHNIRENRER,
BIENABEN IAM BUER

ZEEAIBK AWS loT Core for LoRaWAN B b A EE IAM B3R |, R IAM == AN BEH
E, RETH TSR

1. 1&1F Create policy (B EX) , REIEEF JSON EE,

2. MBRIRESRPHEMAR , REE EWBERX ., BERFFIEER iotwireless AFTRE , M
EMHEARARFHNEHBEHRER fustations

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@o",

"Effect": "Allow",

"Action": [

"s3:ListBucketVersions",
"s3:ListBucket",
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::iotwirelessfwupdate/fwstation",
"arn:aws:s3:::iotwirelessfwupdate"

]

}
]
}

3. i#iZ Review policy (REIBE) , RETE Name (BTB) b , WALLBERNW BT (4
W, IoTWirelessFwUpdatePolicy), B EENRZBAR T —EREFF,

4. EBEERMNIK.

B IAM A B EHINEY BUER

BHREREY IAM A6, WERTHEYNEE , UFH S3 fFir#. RBIAM TEENAETH
1, RETRTHILER

1. 1##Z Create Role (I Af),
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2.

£ Select type of trusted entity (EEVEEMERER) b , i#IF Another AWS IRF (5 —1{& AWS
RS BRF).

£ Account ID (R ID) # , B8 ASERH AWS IRF ID , AA%IZEE Next: Permissions (T —% : 5
Ao

HEESHRT BALEL—ERFHEIN IAMBEEZE, RECHEEESERDEIN
IAM BUER ()30 |, ToTWirelessFwUpdatePolicy) , REIREE,

BIE Next: Tags (T —%F | BER) , REREE Next: Review (T —% : BE).

£ Role name (AEE®) b , WAL ACKHN AT (HlW0 , IoTwirelessFwUpdateRole) , R#&
24 Create role (BRI AE),

imEE 1AM B ENEEEER

ST —AS B ERNRIALT | BELEUNACEENRERAS, LEREERGUYIE
THEERIE,

1.

EFENAGKN Summary (FE) BB |, & Trust relationships (EERR) BE , REREE
Edit trust relationship (fREEEEER).

£ Policy Document (B X ) F , B F Principal BHUUEERE L EH,

"Principal": {
"Service": "iotwireless.amazonaws.com"

iy
HEBE Principal BMEZ® , TEBERNHEZT B REULEH,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "iotwireless.amazonaws.com"
o
"Action": "sts:AssumeRole",
"Condition": {}

}
]
}
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3. EERBELEMNEE  FiRIE Update Trust Policy (EFEEEER).

4. AEHNAGEISE ARN, BRIEZW IAM A€ , RRTE Summary (BE) BB+ , &
2& % Role ARN (8% ARN) , #l arn:aws:iam::123456789012:ro0le/
IoTWirelessFwUpdateRole, ##t Role ARN (B ARN),

BERESER

BEREE R S3 T | LUK /U5 CUPS fAlBR=REEL S3 AT IAM A& | BBET —fEE
BUSRESYHTHRET. REELEMNERDN S3 URI M Role ARN (B ARN) , UEZAT @ AT
i, RELATHTIAREFMATHNERES

EREBERRFENANITH R ER

B EATREERTSHBETNWFMENR , LREEEH. AWS loT Core for LoRaWAN 1R %
AR EMBEBN T Y = EM AP E AR EEEER,

- THF¥h

Basics Station BB AR AT ERE, EERAILER , BEATLERAREFT#ITH Basics
Station EXB& (l#0 , 2.0.5(rpi/std) 2021-03-09 03:45:09) RELETE,

+ PackageVersion
FREMRA , AREFHNER version. txt IEE. BEMEFARTFELENR , BRMEREE
HHBRA (Bl , 1.0.0) EA—EH N,

. HE

FEEEFRANFEAIER (0, Linux).

HEFEE 20 DiESBET Ko
BETHIER

- HUS B Bl FE L BITHARAE
- BUERFEEBES

- BT ENRERIERERE
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HU15 B A7 M8 L #ATAYMRAS

EEYERERTNSIRENMNER , CUPS ARBFEERERN CUPS BRI ERME = BRI
(Station. PackageVersion #l Model) i , REEMIRENEERK. ELERATIHRERK , BL
W ERES CurrentVersion HH —Z5

A LAEA AWS loT Core for LoORaWAN API 5 AWS CLI , B#&E I EEES CurrentVersion, T
Yo ERIAER CLI REVB L E R

1. MREBREMERE , B LUER get-wireless-gateway 5 , BUISREERNHBER.

aws iotwireless get-wireless-gateway \
--identifier 5al1b@a85al1b0a8 \
--identifier-type GatewayEui

ORI a TS HIEH

"Name": "Raspberry pi",
"Id": "1352172b-0602-4b40-896f-54da9ed16b57",
"Description": "Raspberry pi",
"LoRaWAN": {
"GatewayEui": "5allb@a85allb@a8",
"RfRegion": "US915"
},
"Arn": "arn:aws:iotwireless:us-
east-1:231894231068:WirelessGateway/1352172b-0602-4b40-896f-54da9ed16b57"
}

2. £/ get-wireless-gateway S EIRMBIRFAE ID , BAILAEA get-wireless-gateway-
firmware-information a5 5 2RE#8 CurrentVersion,

aws iotwireless get-wireless-gateway-firmware-information \
--id "3039b406-5cc9-4307-925b-9948c63da25b"

THERTEHES@EY K HEHPhEHARE CurrentVersion BRHFTE = BB,

{
"LoRaWAN": {
"CurrentVersion": {
"PackageVersion": "1.0.0",
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IlModelll: "Ipi",
"Station": "2.0.5(rpi/std) 2021-03-09 03:45:09"

BYERREIRESR

BB ERR , BREMER AutoCreateTasks Z2ERIEEBHE I T4E, AutoCreateTasks EH
RAEAFEAFME=ZESENEE, NMREALSE , AIXNEFEKSEIERGEE,

BRI B BSEETBES , HEAMER AWS loT Core for LoRaWAN API 5 AWS CLI, FHI#S
FBRINAFER CLI BB ES,

1. BMER input.json , HFBIEEFEEZE CreateWirelessGatewayTaskDefinition API
W&, £ input.json BEP , BRHEETREN TIER !
+ UpdateDataSource
REVHNER  HP S8 LEE SIS REFFRNIRBRENER (Bl , s3://
iotwirelessfwupdate/fwstation).
» UpdateDataRole

RIEERIAN IAM SEREAE ARN WER |, 3% 1AM A5 AJERN S3 fEFirE (6
W, arn:aws:iam::123456789012:role/IoTWirelessFwUpdateRole)s

- SigKeyCRC # UpdateSignature

BHEATERHFERERRM , BNRCERE ELIEENERNES ANERF , E8EE
EHBRRELER,

e CurrentVersion

REEALRHIT get-wireless-gateway-firmware-information #HSFATEUER

CurrentVersion #H,

cat input.json

THEER input. json BRNAR,

"AutoCreateTasks": true,
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"Name": "FirmwareUpdate",
"Update":
{
"UpdateDataSource" : "s3://iotwirelessfwupdate/fwstation",
"UpdateDataRole" : "arn:aws:iam::123456789012:ro0le/
IoTWirelessFwUpdateRole",
"LoRaWAN" :
{

"SigKeyCrc": 3434210794,

"UpdateSignature": "MEQCIDPY/p2ssgXIPNCOgZr+NzeTLpX
+WfBo5tYWbh5pQWN3AiBROen+X1IdMScvAsfVfU/ZScICalkVNZh4esyS8mNIgA==",

"CurrentVersion"

{

"PackageVersion": "1.0.0",

"Model": "rpi",

"Station": "2.0.5(rpi/std) 2021-03-09 03:45:09"

}

2. # input. json EREEZ create-wireless-gateway-task-definition S8 S REBM K EE.

aws iotwireless create-wireless-gateway-task-definition \
--cli-input-json file://input.json

TR R THE L.

"Id": "4dac4bff4-efc5-44fd-9def-e8517077bb12",
"Arn": "arn:aws:iotwireless:us-

east-1:231894231068:WirelessGatewayTaskDefinition/4ac46ff4-efc5-44fd-9def-
e8517077bb12"

}

BTEIRENER LB HERE

FiECEFEFERIREN , —BFEMER , »EEES CUPS fAfkEF. E CUPS fAAR:REREMRA
RRFAFEER  REEHRER,
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FRERFTIHNEEESR. ELCH AutoCreateTasks FRES True KIEEHBERELE R
REMEFHEE b JREHNETERSERE,

A LAE A GetWirelessGatewayTask APl EBMMEREE ., ER#IT get-wireless-gateway-task n
T EESEHREETRA IN_PROGRESS,

aws iotwireless get-wireless-gateway-task \
--id 1352172b-0602-4b40-896f-54da9ed16b57

TR THE L.

"WirelessGatewayId": "1352172b-0602-4b40-896f-54da9edl6b57",
"WirelessGatewayTaskDefinitionId": "ecllf9e7-b037-4fcc-aab0-a43b839f5de3",
"LastUplinkReceivedAt": "2021-03-12T09:56:12.047Z",

"TaskCreatedAt": "2021-03-12T09:56:12.04772",

"Status": "IN_PROGRESS"

BEETRBTHTE , NRIBEHFER , CEETREMWBAL Package. Version Hl Model ,
BEBMRESEES COMPLETED,

aws iotwireless get-wireless-gateway-task \
--id 1352172b-0602-4b40-896f-54da9ed16b57

TR R THE L.,

"WirelessGatewayId": "1352172b-0602-4b40-896f-54da9edl6b57",
"WirelessGatewayTaskDefinitionId": "ecllf9e7-b037-4fcc-aab0-a43b839f5de3",
"LastUplinkReceivedAt": "2021-03-12T09:56:12.0477",

"TaskCreatedAt": "2021-03-12T09:56:12.0472",

"Status": "COMPLETED"

EHESH | RPMERETRT EH Raspberry Pi # RAKWireless BB T EIEE ., FJREFHIEDS
== L #1THH BasicStation , AEEHH Package. Version #l Model #{ , EH b ABEFH
B &) BasicStation,

2021-03-12 09:56:13.108 [CUP:INFO] CUPS provided update.bin
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2021-03-12 ©09:56:13.108 [CUP:INFO] CUPS provided signature len=70 keycrc=37316C36

2021-03-12 09:56:13.148 [CUP:INFO] ECDSA key#@ -> VERIFIED

2021-03-12 ©09:56:13.148 [CUP:INFO] Running update.bin as background process

2021-03-12 09:56:13.149 [SYS:VERB] /tmp/update.bin: Forked, waiting...

2021-03-12 09:56:13.151 [SYS:INFO] Process /tmp/update.bin (pid=6873) completed

2021-03-12 ©09:56:13.152 [CUP:INFO] Interaction with CUPS done - next regular check in
10s

MRFEEF AN , BEEITRE CUPS RREFAAREE FIRST_RETRY , mMEFESEAMRMNGE
Ko #18R CUPS faliRES1E SECOND_RETRY 2 B L EZEMIE , ©AHE R~IRE FAILED,

FE 8 —{E{EH# = COMPLETED = FAILED Z# , 5f£ M delete-wireless-gateway-task #n % fIBREAI{E
%, AR BREHEL.

aws iotwireless delete-wireless-gateway-task \
--id 1352172b-0602-4b40-896f-54da9ed16b57

BIERE U EKR LoRaWAN TTEREE

#& AWS IoT Core for LoRaWAN EiXZ TTAER , B LLZREEARTITERRENEE, BaliE
EEHFEE , A EETEFREUERTITRE,

s ERMEBE

BALAMEA SendDataToWirelessDevice API #4E | I8E# AWS loT Core for LoRaWAN
BETTAEEREERNEFANERNRESFEBE, W API RER , FRBEERN
ParticipatingGateways ¥#4EET 5SS 8,

® Note

FLEFRANFEZTETNERAR AWS loT #2548, EEFEH SendDataToWirelessDevice
AP| 21ES, CLI BT gEfs E L REBE,

':iﬂln

* DownlinkMode : EHRUEFEXERITRAEETITALE. HRABRKE K FEE

UsingUplinkGateway , Eﬁﬁﬁﬁ'ﬁﬁutﬁaﬂﬁﬁﬁlqﬂﬁgﬂ’ﬂﬁﬁL

+ GatewaylList : BEAREETITERNRENBEERE, TITRBEKUIEENAREXIIEENHE
B, ERMHA GatewayListItem ¥HFERKT , @& GatewayId M DownlinkFrequency
¥,
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« TransmissionInterval : ERESE@ME T —ERFE 28 , AWS loT Core for LoORaWAN FF
HIFERE,

(® Note
REESTIASEEE B EN C BERRER  TREEHMEREE, MREER A EX
B, IBETITARERER  #ERALEELILTARKEENRE

THEHIRPUAIEERENELSH. input.json BRI EHMFMEN. WEEAR

SendDataToWirelessDevice APl A TTAERMNFMENR , B2 £ APl 31T FTiT5i%
1Eo

® Note

BEEM AWS loT 2 A% AWS loT Core for LoRaWAN i TATHEK | 346 AR
ESHEMERTENSH,

aws iotwireless send-data-to-wireless-device \
--id "l1laa5eae-2f56-4b8e-a023-b28d98494e49" \
--transmit-mode "1" \
--payload-data "SGVsbG8gVG8gRGV2c21t" \
--cli-input-json file://input.json

THEER input. json BEMNAR,

input.json AR

"WirelessMetadata": {
"LoRaWAN": {
"FPort": "1",
"ParticipatingGateways": {
"DownlinkMode": "SEQUENTIAL",
"TransmissionInterval": 1200,
"GatewayList": [
{
"DownlinkFrequency": 100000000,
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"GatewayID": a@lb2c34-d44e-567f-abcd-0123e445663a

},
{

"DownlinkFrequency": 100000101,

"GatewayID": 12345678-alb2-3c45-67d8-e90falb2c34d
}

BTG SHNEEEATITHAERES. Messageld, EELEBFERT , EIERIEI Messageld , ERFH
SRELIREEREE, NFENAMRERNFREN  F20 TITASTIERRETR,

Messageld: "6011dd36-0043d6eb-0072-0008"

WSS HEFEFENENR

BRI HE T TR NALE LS EBRSHEEBEVRTITARCHETENERA. BEHFEHAR ,
A ListQueuedMessages API,

s
@

aws iotwireless list-queued-messages \
--wireless-device-type "LoRaWAN"

BTk SEERTIPARRESHHNAEBES.

FF AWS loT Core for LoORaWAN B E

TH 2EEEHEZE AWS loT Core for LORaWAN By —LEEEE  MEMAFIBEEE AWS
loT Core for LoORaWAN HHHEEE A , 552 S E M A AWS loT Core for LoRaWAN,

REZE

ZEVEAAE AWS IoT Core for LoRaWAN BHAMNEER , FEETYEHE,

- ATARRIERR
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListQueuedMessages.html

AWS 10T Wireless S
- EWBE

- BETROHFE

- B

- RREANEnEE

B HEHFS AWS IoT Core for LoRaWAN B EEFEAHEE

IEEFR B T LB E E R IEE AWS loT Core for LoRaWAN AR EZBEER Y, ETLUE AWS
Partner Device Catalog #JkZELXHENABAEEN. RALEZLERKELREEELENFEE,
WEFMER , B2 BREAKRE AWS Partner Device Catalog B &1 RHIE.

LoRaWAN fRZ<

AWS loT Core for LoORaWAN X EFFEZS LoRa Alliance ZE#4t, 1.0.x 2 1.1 LoRaWAN R # &
=,

R8N

IEH LoRaWAN KB AILEIX ETERZE , BLALETHRBES "RAL R TS WEF. 58
RAEHNEE |, LA LER OTAA (EIRRA) N ABP (AALREA), RMEZREFER OTAA REAR
B, AASAMANSEETN IHERRESR K ERAEEHERS,

TBHEREERER LoRaWAN BAFNMAEBEXAER K EE@REBRAREBMEENRSEBN
THERERS®, MEFMEA  B2EEHTEASENEGEESRERIEE AWS loT Core for
LoRaWAN,

KEREH

LoRaWAN £ E A LAFEREIX LITAR., EETTASSEAEHRRE , XRPEMFER
B, LoRaWAN BB ESIEE=BEEFIMN LoRaWAN &,

- ABEBEAT,BESBEMKERE MEEESEEZEETTAR, EETHAZRENMEENRE
2B, EHNEGRE 10 F,

- BEREWUEHENTITUERRAS., ELREXSREMUBNEIR.

CHERBXKEHTENRE A LIFEZEEANALR  AMUEERAEKIEASHEE, BEREBX
ZRERHENHFR.
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MEELmEREEBOFMET  FSH 5 T LoRaWAN HIREIH &R,

&

 f£ AWS loT Core for LoRaWAN 175318 & & £LIEZE (ADR)

- BIER LoRaWAN EEH AWS loT 2 EREEA

- BEERHELE LoRaWAN FEEMIA LoRaWAN i Z (Everynet)

£ AWS loT Core for LoRaWAN #{TFEE & #HEZR (ADR)

ATRENEZESHESE K RRNEREEZEKRBEKHEENHLE , AWS loT Core for LoRaWAN
SEARABRERNER, ABRENERSETRFRESFELERNRER, BHIRREFERRY ,
WEBERREMERINHERE, fliin , MREENKIFEEVARBENE , AFERERERER
SREEAIRI RS ERERE,

i

F

EEERER (ADR) HEHESF K
EEFIELRF (CLI)

K

BT ERER (ADR) HEEF R

EERA ADR , BHEB XN BEENEZEHRRE ADR LT, 5%E ADR {2t , AWS loT Core

for LoORaWAN /&% LinkADRReq MAC & , MKW EESFEH T E ADR S ACK AREER
LinkADRAns S HETEIFE, —BHEB U E| ADR ST ACK AREE , B EIRERK B AWS loT Core for
LoRaWAN #9 ADR 5 Rif1T , YRR EHSHELLETHKEERRE,

AWS loT Core for LoRaWAN ADREE ZE A LITHEERERLCHEDH SINR B , Ry B
EEFANREERIIRNERRR, WEELESEHAELEBEFTERET ADR L TEBREEN &
20 BLETAAE. ATHEERERA Y , c2FAHSHEERER (PER), MR EANHIEEE S
b, BERIEEER  SRERHENRENEE  tRIEERERY TR LR,

SRR EPEE RS (CLY)

RIFFERR , BETE LoRaWAN EEHFAEZEEHERE ADR 2Tl , AWS loT Core for LoRaWAN #%
2#H 1T ADR, B LATEFE A AWS IoT Wireless APl #4E CreateServiceProfile 5% AWS CLI
¥ create-service-profile & LoRaWAN $# BRI R EEE , BHERERERNTRMN L
PR
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® Note

#£ AWS Management Console B [RBREER , AIEEEEERERN LRAM TR, 28
5 AWS loT Wireless API 2 AWS CLI #1T#57E,

EZEREEERERNTRAM LR , 35 H DrMin M DrMax & IEE CreateServiceProfile API
BIE, ERRMNEREXRTRMERSBIA O0F 15, Hltn , T5 CLI S EREEREETR 3 ML
12,

aws iotwireless create-service-profile \
--lorawan DrMin=3,DrMax=12

HITHHCSRELERBEILERED ID M Amazon Resource Name (ARN),

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:ServiceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",
"Id": "12345678-alb2-3c45-67d8-e90falb2c34d"

IEELABE R AWS loT Wireless APl 384 GetServiceProfile 5/ AWS CLI @8 get-service-
profile BUSFTIEESHMWE.

aws iotwireless get-service-profile --id "12345678-alb2-3c45-67d8-e90falb2c34d"

BT TEEERBREESHNE,

"Arn": "arn:aws:iotwireless:us-east-1:651419225604:ServiceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",
"Id": "12345678-alb2-3c45-67d8-e90falb2c34d",
"LoRaWAN": {
"UlRate": 60,
"UlBucketSize": 4096,
"D1Rate": 60,
"DlBucketSize": 4096,
"AddGwMetadata": false,
"DevStatusReqFreq": 24,
"ReportDevStatusBattery": false,
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"ReportDevStatusMargin": false,
"DrMin": 3,

"DrMax": 12,

"PrAllowed": false,
"HrAllowed": false,
"RaAllowed": false,
"NwkGeolLoc": false,
"TargetPer": 5,
"MinGwDiversity": 1

MRECEISERER , BT AER API #4E ListServiceProfiles 3 AWS CLI 8 list-
service-profiles FIH& AWS tRF PR ERE , REMFEA GetServiceProfile API &
get-service-profile CLI i S HEEVE BT ERIERRFIN R R ERE

BEEEMN LoRaWAN EERM AWS loT ZE/EH

;I1 LoRaWAN £ EE#ZZFE AWS loT Core for LoRaWAN #% , £ EEIAIBIBIETASBEEZTEiK, LTHA

2RI B FEIXI A AWS IoT Core for LoRaWAN ZEUAIEAE . LoRaWAN & o] LARE &%
mﬂm , REBALEHEEHAM AWS RIE MERFTEEAER. # AWS loT Core for LoRaWAN F
Hih AWS R NEAERXBEEAELNEENAEBATITAL,

MBMMEENEBLENER2BMEEN ETMTITAE, BuLHEEBTTASSTS , LR
:@E:baﬂ%%ﬁia?tﬁﬁu#ﬂﬂ[&r‘ WIS R EETRIES,
=&
. BFM LoRaWAN HEBHEEN LTAERR
« BEEEZE LoRaWAN £EBW FITASIEATS

13 1%¢ LoRaWAN S E XM ETHAER

£#% LoRaWAN & B &= ZE AWS loT Core for LoORaWAN zZ#% , B B SR ESR BRI L1T
AERER,

FER BT LTS Z A

IBAECIAEZEE | WHGHEERESE AWS loT , UET AT MERANZWER, WFE NS
AZE AWS loT Core for LoRaWAN HIHHEEE A , 528 BZEE A AWS loT Core for LoRaWAN,
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LTAREBEWERE ?

LoRaWAN #HEFEAFEH LoRaWAN B XEREZ AWS loT Core for LoORaWAN, EREBWEIMN L
TARKEETIER.

- BREERERKEEEZZMBAHFASNERER.
- BIRPEEN  Hpa#i
B&EHA , H40 DevEui, BRER | IR KBERFEMENEREE,
- ERERECRENEZRBASBANREEF. MESHSERMEN EUI, SNR # RSSi,

FERFEARRTESR  SULRSEBREREENEREN , LX&E%zEEﬁ AWS loT Z EE&@mK
EH, Hlan , BAILAEA AckedMessageld 28 , RREEZEERRCKRIIZGERBERENTTAR. ;N
E, MR BRZTEMEENR , !é‘\ﬁjl«}{?é’%?aﬂ%ﬁgwmﬁﬂﬁ?ﬁﬁﬁﬁﬂgﬁﬁﬁ?ﬁﬁﬁﬁo

WMAEELTRAE?

EMATENEB 2R , B LE AWS loT £ AM Test CAIR) EEmLEER MQTT BIEA P , LA
TR EEYEN MRS ENEE, TEZEENEESYRRBREEARBER 2% K CERBEIFAL,

EREHBIEREZ AWS loT Core for LORaAWAN Z LoRaWAN ZREFNEERLE , EEETRTEE

P ERERFERG .
’.—-..
el S

{41 N ||
LoRaWAN AWS ToT -
gateways and Core for r'\.
devices LoRaWAN

AWS services

f/:_l.ﬂ\l '/ 2 )

LLLLL

[es]

mrrr

—7%5 g]-—z_.

EESEBREBEELTERE  AWS IoT Core for LoORaWAN i ES M ERN EFHAR —ES
g REBEEEIEH AWS EARER,
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FMBABER

LITAEEHI

THSEHIREREEEERZ EITARNEN,

"WirelessDeviceId":

"PayloadData": "Cc48AAAAAAAAAAA=",
"WirelessMetadata":

{

"LoRaWAN" :

{

"ADR": false,
"Bandwidth": 125,
"ClassB": false,
"CodeRate": "4/5",
"DataRate": "0Q",
"DevAddr": "@0b96cd4",
"DevEui": "58a0@cb000202c99",
"FOptLen": 2,

"FCnt": 1,

"Fport": 136,
"Frequency": "868100000",
"Gateways": [

{

"GatewayEui": "80029cfffe5cflcc",

"Snr": -29,
"Rssi": 9.75
}

1,
"MIC": "7255cb07",

"MType": "UnconfirmedDataUp",
"Major": "LoRaWANR1",

"Modulation": "LORA",
"PolarizationInversion": false,
"SpreadingFactor": 12,

"Timestamp": "2021-05-03T03:24:29Z"

"5b58245e-146¢c-4c30-9703-0ca942e3ff35",
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R LITHEENPHRREPEER

MREBER ETHRERTHRFBEPRERNET , FERMLRBEREERKFH AddGwMetadata 2
Y. MEFALSENMERET , F2R MEREREE,

EUBERT , BFEFI LTHREBDPH Gateways B , 2T FIEEHIFT R,

{
"WirelessDeviceId": "©d9a439b-e77a-4573-a791-49d5c0f4db95",
"PayloadData": "AAAAAAAA//8=",
"WirelessMetadata": {
"LoRaWAN": {
"ClassB": false,
"CodeRate": "4/5",
"DataRate": "1",
"DevAddr": "01920f27",
"DevEui": "ffffffl0000163b0",
"FCnt": 1,
"FPort": 5,
"Timestamp": "2021-04-29T05:19:43.646Z"
}
}
}

BEMEXZE LoRaWAN £EBHN TITHAEHEA TS

ERAEERAREXNMEM AWS RIE AT BN ESEEEEEATTHAE. TITAER®K AWS loT Core
for LORaAWAN EiXZEENEFELBNALE . BAILLAEMA AWS IoT Core for LoORaWAN BB EE

NMRBEZERERAEBETTAL , MUNERASHEEHFE. ZHEIEPNEESHAEEN
ZHEE I, ARBERN I RERERHAKRERFE, WFEFAET  FSHRELSHEEETE U
BTITEAREEESEERE.

TTABTHIEELR

LoRaWAN £ BN EBHEARE T HPHNAREEIEZEEN R, A BRESK LITHAEEEXSE
AWS loT Core for LoRaWAN B REETTAREWR TITHAE. BEREENUEERN TITUNEZER
AE, CEEBTURBKEBEKRTITAR, IEREEMNFMET , F28 L2287,

THERIAEABREAMTIESEELE A RKE,

& LoRaWAN EEB &N 80
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1. AWS loT Core for LoRaWAN 2EBAEEEE, AEER , LUREHR AWS loT £##AE AWS
loT Wireless APl FTiE ENFEREX S E , REFEHEETIN TITHAE,

2. ) LoRaWAN £ EEiX— R E1TAE |, B REENE LREE | W B LB RIZEWTITAE

3. e BZRBTTAEFHEETS| , Bl AWS loT Core for LoRaWAN #{T5hpy & — BI T1TEA B &%
EOREME (ACK) EEZNEE,

4. IBHEBEEEIAE ETHAEBIXZE AWS IoT Core for LoORaWAN |, SREE AERARE K E2T—1@
FTABRELEBREAEHREE ACK EE,

5. AWS loT Core for LoRaWAN #IWEHE ACK HEWN LTHAER , 8KRTIFHTITAE , BRE
NEBERINKRSITTAE, WRBE=X % LTASRNIRD ACK IEE , AIEEEZAE

ERAEE AT FTTIERE

& LAME R AWS Management Console # T TAEHEATS | YR BEEEFRMERNASHEMETY,
ERAABEE  EREZEBEERLTARMNEREEENR LRER  SHATINARKEEEIESE
B, AEEEE , IgBBRTIFBER.

KBTTASHEATD

B TITAETS

1. BI4E AWS loT EREAMNEBERSE  AREBEEE TITASHEATINEE,

2. HEEFMEAEMEHA Downlink messages (FTIAE) ZBo0H , i Queue downlink messages

(& TITRAERHEA TS,
3. BEEUTZEURETTAE
« FPort : 8124 EE AWS loT Core for LoRaWAN JEEAM SAAEEIZIE,

« Payload (R #) : EELBEEEZZELENAEAE, R ADLERA 242 B tiH. MEBATH
BHEERERZR (ADR) , AWS loT Core for LoRaWAN £ A HE A B RS/ MBIEZERENERE
R, BAUBRBEEEE - P HREICERER,

« Acknowledge mode (FEFZHER) : REHNEKEREB S
SEERBERPERES ACK BEENLTHALE , BA

4. ZEETITAEFEE(TS , 55212 Submit (1BX).

WETTAS. MRASFELERX , B8
Biefrsl ':F'/ﬁ BRo

BN TITASRCHEETS, MRERBIASTERIER , TR BIMAER |, 0 TTAS
TSI EERRER SEHF AR R AR

EIE LoRaWAN BB 81


https://console.aws.amazon.com/iot/home#/wireless/devices
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® Note

B TITARHERTIE , BERLBRESH FPort, Payload () M Acknowledge
mode (BRER), BEEFEATRANSHEREEZTITAL , EUURMRLAR , XFERAEHW
SHESFTHNTITARIEAN T,

THERHEHEBNTITAE, BEEEEEM AWS loT Core for LORaWAN ZBERX#HN LT TT

AERVEE B LMERBRoER. WEFRES  F2RERAER D TR R R EEEIREREE.
5 T ITAETS

BRIV TIARNEHERTY, BEARETTARHSSELHARZETER(TI R, BAUEREE
FMMEFAEER Downlink messages (T1TAAE) L EF TITASBE, BURLETR , ASBEEE
HE, TLNBRERIITITARER , ASBRTIHDBER, RE, T-RASSEFIPELEE , U
BEEEXZENESE,

i BR 18 5 T 7 A 2 BB BRE AR T 51

BATTASEEEEENEER , S ABRTIIFER, LI TMBERERF S SEREE T 7T
5, EEBFEEEERR.

3

BEAR , REREFEIE Delete (MHIER).

- MREEFIHPHRITEEEINAEL
BEEXEELRWEE , BIFLURE Clear downlink queue (BBR T 1T{T

o MBREBARHERTHIFHEMA
H,

58 APl #T T 1T1T5IIRE

O LAEF AWS loT Wireless API #& T1TEAEHEA TS | W RIBEEESRERIAEREEITH,

BTITAEBEATS

EERVTNTHESTSY , 55FH SendDataToWirelessDevice APl # 4= send-data-to-
wireless-device CLI 5o

aws iotwireless send-data-to-wireless-device \
--id "1laa5eae-2f56-4b8e-a023-b28d98494e49" \
--transmit-mode "1" \
--payload-data "SGVsbG8gVG8gRGV2c21t" \
--wireless-metadata LoRaWAN={FPort=1}
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BTG THEEEATITHARESE Messageld, EEEFERT , BIERIE| Messageld , ERH
TRLITRESHER, NHENARRERNFREN B2 TTARTIEREETR,

{
Messageld: "6011dd36-0043d6eb-0072-0008"

}

JHTFIFRITITAR

EZENHTHPNFAE TTAL , BFEMA ListQueuedMessages APl #B4EE] 1ist-queued-
messages CLI @3,

aws iotwireless list-queued-messages

BRERT , ST PRHEZSTER 10 A FTALE
BERER T THAERERE@E TS
EERTHFBERERNASIEREM@TY , FBEH DeleteQueuedMessages API REE] delete-

queued-messages CLI &%,

- FEBRERNFAR , FRELBERBREEBRNAEMN messagelD (H wirelessDeviceld
EE)o

EEEREBETITFTY , FEHEHENEREEN nessageID I8EA * (B wirelessDeviceld 1§
E)o

TTAR T HIEERR AR S HE AR
BRUABINFEHNGER , FREUATER :
« TITASTEETRE AWS loT £ A

WMREHIG (W EAEREEHIT NTTHIRE k) REFTHHDEFETTAR , ETERRA
THEBEESATHRBABRARBEREFNER. EEMNEEIMA AWS loT Core for LoRaWAN B |
WREFIITK. NEFMEN  B2REATRASENEEEBRIEHIEE AWS loT Core for
LoRaWAN,

EHEREE A AWS loT Core for LORaWAN # |, #R A LA A #8588 2 AT 28 8 Amazon
CloudWatch REEBEGHEE  LREBMENENBESTRI. MEFHMENR K FSEEREIE,

- £/ API FHEX TTRARERHZ

& LoRaWAN EEB &N 83
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B SendDataToWirelessDevice API ##1EEF , APl €& EIM—# Messageld, ER , &
L FERRIEZM LoRaWAN £E R R EWEI TTAR. ﬂﬂ%"‘ﬂ’]%grﬁﬂimﬂiﬂﬁﬁihr BITT&ER
HOURSBEERE, NENAMARLERNFRET K FSH L —8.

- BETTHARRERLERD ARN &R

AT 5 T 1 Eﬂ%‘% ELNKER , BUESRKEIEX Amazon EIREH (ARN) #8588, HRK
ARBWTTASNKREEREEBNM , IS HRMER, ERRILER  FREXKENEN
e E .

EIERENE LoRaWAN # E#KA LoRaWAN i & (Everynet)

FEALNFAA AR LoRaWAN #8% |, £ B AR 2R LoRaWAN % EEREIE K, AWS loT Core
for LoRaWAN RO X EEZFMEFIE AN Everynet IBRBEHE, FHLAERAKE K SMBH£ESA
AN AEHEKRERE, TEEAREBRUEABHEKERNAE AWS Bifl, IFEEBILLIEEEN
SHHMERA |, 528 AWS loT Core EEEMH,

/A Important

NEWE =R H Everynet EIRELERRFRM. AL , F2EERAN AWS R
B LA, tREFEIR AWS IoT Core for LoRaWAN EHAEME |, 45 LoRaWAN £E
B (530 DevEUI M JoinEUI) A&7 AWS loT Core for LoRaWAN Al A B HE R,

AWS loT Core for LoRaWAN k&8 LoRa Alliance 2R 1& X #£ /08 LoRaWAN & , 21 LoRaWAN
BimTE 1.0 FEEFTR, A ERERINETARNESERARBRADBHOKRIGEE, A7 ZELIINEE , AWS
loT Core for LoRaWAN EZ Everynet SEREEENEGERSEHE,

A/ H LoRaWAN BB FE

B LoRaWAN EE T UFER A EHMEREIER , EXUBENRBEE , WHDHENLE
LoRaWAN #8 & Fir & B9 B 7S R R 2K

EBEA LA LoRaWAN 3 , B ESRMEEHERRE. BEAEREARIATROUAREZEE
BENFTE. WHRETAR

- EREHFARAPRGRAKEEER , flIN/AHE LoRaWAN MR ERE—FHMREPHEKE A,

- BREHERAERE LoRa METERNEKE , flI02H LoRaWAN 8k 7 E 2R E —HiF R B
MEKE B, AR , REUEASEBFREHANBFERRIIRAMEE.
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https://aws.amazon.com/iot-core/pricing/
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https://aws.amazon.com/service-terms/
https://lora-alliance.org/wp-content/uploads/2020/11/lorawantm-backend-interfaces-v1.0.pdf
https://lora-alliance.org/wp-content/uploads/2020/11/lorawantm-backend-interfaces-v1.0.pdf
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1&HY LoRaWAN RE AT AE AN A\ | EiBRENERI B , ERTUBENERE , LR
HEEFLE LoRaWAN #83E FIT 75 BY B FE I B AR

THEEHRALNBMEREEE, 8 LoRaWAN R ZENEET X | IR MR thIhEe.
£

* LoRaWAN B <X EAEEL

- MMERANEEREXE

LoRaWAN 2 F #8i& X BHEF T N

AWS |loT Core for LoRaWAN K #& LoRa Alliance #31& , XEWM B HEINEE, FAMEISER | BiEE
FHRIGEETEER, EXRAMEBATEENRIGEETLLERIIZMBEPNEE  XEAEAER
ARBR|ETHNTITER, EBESERES  H#ERSHEIRAMEKNER,

@ Note

AWS loT Core for LoRaWAN £z B B8 i BiRREIheE, T X EV#SIEE, EHSIE
BN EERBIIRAEBRNIE K SURIFTEANEESESE,

FE
« NF LoRaWAN &4
« /NE LoRaWAN #3358 X E48 48

/N8 LoRaWAN #Bi% By =
LATERBE AWS loT Core for LoRaWAN 3z /YN E HB& Th 8557 A RV HE 4L
LoRaWAN #B2% A BR S8 (LNS)

LNS RBUNAERREE , JUELNRBHBHNIT , AR EREKEHE. AWS loT Core for
LoRaWAN =& Eix FIRHARIEH LNS,

AW MABRER (hNS)

FAMKRRLEBEFMBNBEK., KAMKMEREE (NS) 2 AWS loT Core for LoRaWAN 174 B i
BER (Hln DevEUI, AppEUI R I /ERSER£88) B LNS,
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ERIE @ MRS (VNS)

EREERRRERMARAMBEIIRENME, 2EMAEEMAMAKRSE (VNS) 258 hNS #FTRBME
TSR LNS |, AR mEKERMERE. AWS S4ERB M Everynet BEA TR RMAREEHE.

AR % 48 2% A BR 2R (SNS)

BRIEHBEE RIBRES (SNS) RERIEHE MAC th S HI LNS, —1E LoRa T{ERSER RBEE —1E sNS,
X A R ARES (FNS)

XA A RER (INS) REEEREREN LNS, —fE LoRa THREERH e B ZEHZE NS,
LA ARREEAREERINENH BRI RAMEE.

N LoRaWAN X E%E

LA ZR#EE R AWS loT Core for LoRaWAN A2 Everynet S1EIR A EMRMER, TIHIBER
T, #iE A 21818 LoRa FEE#EZE AWS loT Core for LoRaWAN 1=2## hNS (RABKERKES). &
REABDIRRBEEZNAE , SEEADGHAE , LA Everynet IR ZIFH B RARES (WNS) 12
HEELE., NS i REHEREREZIRE B, MEE B ¥ F LoRa MEAELR.

BT LATE AWS loT TR AFRA LA EHRREEHEEN , W TFEHMR,
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FMBABER

Home Network (us-east-1) EveryNet (Visited Network]
Customer account
Amazon Aurora Augmented Al Amazon SNS
: Amazon
Aurora

a0
loT Rule Ej [T MQTT topic

g
I

HTTPS .| forwarding Network

serving Network :
Server (sNS) | Do - Server (fNS)

|4
-«

AWS loT

(8] (=]

LoRa gateway LoRa gateway

L1l Liiil jr Liiil

TTTTT TTTTIT TTTTT

Device A : Device B : Device A
Customer A Customer B

AWS loT Core for LoRaWAN &8 LoRa Alliance LoRaWAN ;248 3255 | F 8P 0Tk,
BiEFIEA Everynet I21iGH , ARNBHERIREEZKRIVRE, EEEBRT , Everynet A EE
EHEEMAARET (INS) , AR EEZWIINRE. ©FEAH LoRa Alliance R EZH HTTP RESTfuI

AP,

EERENE LoRaWAN £ EHIEH LoRaWAN & (Everynet)
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® Note

MREH S ERRARE BB I E A RIRIEBEE R Everynet HRERENNVE , cEHEMALE
EEBHNBERERAERERET LoRa FiE , EREEZT Everynet W&,

EHAEMEE: , hNS FIREREH R AMRER (SNS) EMRER. A% sNS M hNS 2B b
THE,

WMAERLEREXE

EEZRA Everynet WABRBXE  BFEERIBRESRERERBABEEES S, Tt Beta lRF , E
&EH AWS loT Wireless APl 8 AWS CLI i |, B[ LAMEREE2E., THSEHRPELERANS
2 U RW{AER AWS CLI BRALAEHEE,

(® Note
BREERNFTNREREEBSHALAREXE, SRLIEAELSHENRABNRERR
15 G NS i 8

B2 R

RERKEERIURBRERER , EETISH, X% AWS loT ETEANFEEFESEA AWS loT
Wireless API #4E CreateServiceProfile 5 AWS CLI @5 create-service-profile #38HR
BEREER , EEELE2H.

® Note

AWS |oT Core for LoRaWAN A X EH#E W, BRI REREER , BELEA HrAllowed
SEYRIBEREFEHA IS,
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https://console.aws.amazon.com/iot/home#/wireless/profiles
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateServiceProfile.html
https://docs.aws.amazon.com/cli/latest/reference/create-service-profile.html

AWS loT Wireless HEASER

- RFFBBERA (RaAllowed) : WS BUIEERARABERMA, BEMATERIREEE VNS HEEHH
ERRE ., FHEEINAER | RaAllowed HEFRES true,

- RFFHENBIE (PrAllowed) : LB BIEERERAHEENE, FHEBMEINEER , PrAllowed 4%E
BREA true,

BRAZEN L EREXE
BEELENERE LA LE LoRaWAN i XE BT TIER,

(® Note
IBR Y OTAA RERA A BEMERINEE. £ ABP ERRA L ZNRET X EILL 8L,

1. EREES B RERERE
832 AR M RIS R ERE

(® Note

ELAERNBRBREREELEBBNRERYRERERER , EREEEEBAW
RxDelayl B88E , EP KR 2 ¥,

|—]

« £ AWS loT £ &

BIE AWS loT AR EESE AR BENERBEREE. BIUNREES  2ERALE
R
« 5/ AWS loT Wireless API

EEEEYREREEERBAEIE , 55#H CreateServiceProfile APl #24E5 create-
service-profile CLI &% , 20T FIEHIFT R,

aws iotwireless create-service-profile \
--region us-east-1 \
--name roamingprofilel \
--lorawan '{"AddGwMetadata":true,"PrAllowed":true, "RaAllowed":truel}'

HTEBGTEELRBEHRERR ARN A ID EAEH,

EERBNHE LoRaWAN EEMER LoRaWAN JRE (Everynet) 89


https://console.aws.amazon.com/iot/home#/wireless/profiles
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateServiceProfile.html
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"Arn": "arn:aws:iotwireless:us-east-1:123456789012:ServiceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",
"Id": "12345678-alb2-3c45-67d8-e90falb2c34d"

2. REBRBREETNSESH

EERTLEENSESHY , BAUEEEAPRARKRER , SifAget-service-
profile CLI &% , 20 FSIEEHIAR o

o fEFH AWS loT £ 4&

BI{E AWS loT EERENREEFE , AREELEYNIEE. EFAEREENRERR
EXRL|IBED , £EE T RaAllowed M PrAllowed 2EA true,

« {5 AWS loT Wireless API

EEMIRECRRABIESE |, 55FE A GetServiceProfile APl #4E5{ get-service-profile
CLI a8 % , 20°F 5 & 6T o

aws iotwireless get-service-profile \
--region us-east-1 \
--id 12345678-alb2-3c45-67d8-e90falb2c34d

TS TEERREREEFMEAELRL , HEESH RaAllowed M PrAllowed By
=B

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:ServiceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",
"Id": "12345678-alb2-3c45-67d8-e90falb2c34d",

"Name": "roamingprofilel"
"LoRaWAN": {
"UlRate": 60,
"UlBucketSize": 4096,
"D1Rate": 60,

"D1BucketSize": 4096,
"AddGwMetadata": true,
"DevStatusReqFreq": 24,
"ReportDevStatusBattery": false,
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"ReportDevStatusMargin": false,
"DrMin": 0O,

"DrMax": 15,

"PrAllowed": true,

"RaAllowed": true,

"NwkGeolLoc": false,
"TargetPer": 5,
"MinGwDiversity": 1

3. BREREEMIMEE

BIERAEESEETWREREEMMBKREE, REUUUBTEERECELHTIGHREEEN
B, SEFEALENERBEAREBEEEN LITAE, NEEWEETEBELREREMNE NN
MEF , BB FIEEERERE M HBE#ZE AWS loT Core for LoRaWAN,

< MAFEE

MRIEERMAEE | FBEASEBFIEE AWS loT Core for LoRaWAN B8 E 8 A B RIEERE
B, UTHSERUNMAMER create-wireless-device CLI % , EREEN 2 RIERERE
W IDFBRE, WEEBEEAFZTRARMERKEREENEN , F2H EFAXTRESENER
BRI E AWS loT Core for LoRaWAN,

aws iotwireless create-wireless-device --cli-input-json file://createdevice. json

T3EER createdevice. json BENAR,

createdevice.json BNAR

"Name": "DeviceA",
"Type": LoRaWAN,
"DestinationName": "RoamingDestinationl",
"LoRaWAN": {
"DeviceProfileId": "ab0c23d3-b001-45ef-6a0l1-2bc3ded4f5333",
"ServiceProfilelId": "12345678-alb2-3c45-67d8-e90falb2c34d",
"OtaaVl_1": {
"AppKey": "3f4cal00e2fc675eal23f4ebl2c4a012",
"JoinEui": "b4c231a359bc2e3d",
"NwkKey": "01c3f004a2d6efffe32c4edaldbcd2b4”
.
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"DevEui": "aclZefc654d23fc2"
},

BT THRHEEEEREKEN ARN M ID BAEH.

{

"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:WirelessDevice/1ffd32c8-8130-4194-96df-6221072a3151",
"Id": "1ffd32c8-8130-4194-96df-622f072a315f"
}

- EHMRARE

MREERMALE  BUUEHRENERZREUFEALBRBREE. T mSEROMAER
update-wireless-device CLI % , EAGEVWRKERERE ID REMEE,

aws iotwireless update-wireless-device \
--id "1ffd32c8-8130-4194-96df-622f072a315f" \
--service-profile-id "12345678-alb2-3c45-67d8-e90falb2c34d" \
--description "Using roaming service profile A"

UHSTFEELETMEL, BLERH GetWirelessDevice API 5 get-wireless-
device CLI sa 5 REUSEFHMWEA,

4. fEM Everynet ¥ EERF I ER

HRBECHA  BNEERELENITEE S BEESHAY DevAddr, WMRERFEH

OTAA , LoRaWAN KBS EEBEER , BFERARSI ATUAFKER. RRCHTUEA
Everynet {2 BV M ESEIEMRE AWS Bif, MFNAAEXENTRABRFIBENET
A2REEXHF.

@ Note

- BRERFERA OTAA (ERR AL EM R ERABB L ERENGMME. T3E
ABP #E, MENAARBATRARFRBRENER  ALHLEEE. F2HBA
LBV
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- EEFRAELENSEDE , AUUBEREHE I REREENBE K ARGEREHEHM
BESYEER false WRBEREEELRE. VREBUREREER , ENEEL
BAHTS—XMA , MIEREFTTFSREETLBEHE AT,

5. RI|!ETHTITAS

2o

ZEEMA AWS loT Core for LoORaWAN # , 5 AT AR IR 1E 2 B M E i 2 B 325
- BMIRLETHAR

SREBEE EITASE , AWS loT Core for LoRaWAN F AR LFIEREMN B M |, A5E
ﬁﬂr%% F%AILJ\EO AWS IIIEFO L‘u:bn}l; %\H‘j‘ﬁ H Everynet H,J%H%{I{E/U\E,J E1§ %Kufl;jﬁ-'ﬁo

||‘* Eﬂ}

IERLAER AWS loT RABBRKRFAL , HEA MQTT A FiRRETERE B Kb FHEER
MQTT &, WERABERAUBRBNEEEcHME BN FMEANFEESD , F20 £AEE
BHEE .
MERRLTASNRANFAET , F2E AR LoRaWAN EEEXEM ELITASHEN,

- BETTAR

WA LAEREES , SEH AWS loT Wireless APl #55F SendDataToWirelessDevice 5
AWS CLI #5$> send-data-to-wireless-device , 8 T{THAEHEATS , TS HEETE
B, MEMFHMEETITARNFEMENR B2 BEEEZE LoRaWAN EEN TTHAEHEA
751,

THRABERNMER send-data-to-wireless-device CLI i S EETTAENE
B, BAILUEERWERWEREE ID, A, EAFEARRERXNURERPEER,

aws iotwireless send-data-to-wireless-device \
--id "1ffd32c8-8130-4194-96df-622f072a315f" \
--transmit-mode "1" \
--payload-data "SGVsbG8gVG8gRGV2c21t" \
--wireless-metadata LoRaWAN={FPort=1}

BTG PN EEATITAERESL Messageld,
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® Note

EEEERT |, BIERKEl Messageld , EREH MU TESHERE., MEFHIMR
HERARBRELIFTRNNEREEN , F2HE TTASTHIEEE R,

{
Messageld: "6011dd36-0043d6eb-0072-0008"

}
- MRKEHEER

RBRALEREE® , BAILE AWS loT AP REEEKEEEER, 5E AWS loT Fi2
ANREHETE K ARESVE , A EHE T EFRENREHEEA,

(® Note

I IhEEfE A Amazon Location Service ¥ Amazon Location 3th B b 8R4 & /Y K = &5 E
. A Amazon Location #E 28I , 55 %&#E Amazon Location Service B9 {5 5XEE
B, BEE , AWS TTRERAS BN AP| EHEEGERENE=1ERREMHE K &R
MEBABETEELBRERN AWS BE A, NFFMENR , F28 AWSEREHER.

&%} LoRaWAN 2 E M ZBEFFE T RIRZNEEE (FUOTA)

BRI TERRIBENREME - LoORAWAN RER—HEXENKEFE, "EENMREHRIE
TIERRBEEIEZAERE K FRUSERE, BREAZE  RETUKEREEEE-SEFE A
BESENIBEERGARERE,

AWS loT Core for LoORaWAN ¥ FUOTA 1% BHEX BB M T BAKIE R LoRa Alliance FI A TR -

« LoRaWAN &% 2 BEIXERERIE : TS005-2.0.0
« LoRaWAN 7 ERER BB IFIE : TS004-2.0.0
« LoRaWAN FEAREXERFER LR : TS003-2.0.0
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https://lora-alliance.org/about-lorawan
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® Note

AWS loT Core for LoRaWAN £#8#% LoRa Alliance {RIZHEIHTRHER LS EIE, EFBFEHK
2 AppTimeReq , HE#K MARBRIFE R ZEZEA ClockSync FAsRERZFEANEKE.,

THEERAMME VL ZERHEMEIT FUOTA,

&

- EfEFARZSHEEN FUOTA HHEBHNEE

- BYSHEEEE  UBTTABEEEZMEER

« AWS loT Core for LoRaWAN £ B ERFEEFH (FUOTA)

ERFARZSHEEN FUOTA ERENEE

TERG AR BHIEZE AWS loT Core for LORaWAN B , SBAIBUMEREHR A CLI , #{@HiF 2 BEARR
EM FUOTA MR ERKE, MRBEXHMTIAR K BREERATELS, EEEESHERHEE
WHREPITERBRZERE , EREER CLI REEAXEER.

GenAppKey H FPorts

EFBEREER K MSAXRTEUTSH , THEKEKEFTBESEFERHIT FUOTA, ERTE
BESHZH , FEAREREUXE FUOTA NS HER  YEBREEREA OTAA v1.1 R
OTAAV1.0. Xo

« GenAppKey : A X & LoRaWAN WA 1.0.x FEA S BHEABFHENEE |, GenAppKey 2FTEH
SHEBErBETERBESBNEERERSR,

(® Note

EAEREFREN OTAA vl.1 # LoRaWAN £ & | AppKey K/ B #9 AIEE
GenAppKey #[El,

EEN TS HRME) S LEH , AWS IoT Core for LoRaWAN S TR S8 o B EBRIFEE,
WE LoRaWAN MBI EEHE R , 582 B LoRaWAN M7,

EFIFARSHEEN FUOTA HENEE 95
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® Note
AWS loT Core for LoRaWAN EF A INEZEKRXREH GenAppKey B,

« FPorts : 184 FUOTA #9 LoRaWAN 3 #& H1% BH{EIX ¥4 , AWS loT Core for LoORaWAN &L T
FPorts 2815 RERE. MEBIEMRUTEM—IE FPort H{E , BIF{E 1 B 223 AiEE—E
A AT REIEIE,

e Multicast : 200

It FPort HERN S BEIAEH,
« FUOTA : 201

It FPort B/ERAR® FUOTA,
* ClockSync : 202

It FPort BERREFERZSEE,

ZEEEM FUOTA B ER

HEZHEETEERRAKE B EN C B RNREARBTTARBEIEFETNREL, AZH
BIEM FUOTA fTBMVREX A& B Hel C BRFEN, FREEXENKERR , REMAB
By C EEANEEEZRERTERE,

MEEMEERTEENFMEN , B2 SR EEHIEE AWS loT Core for LoRaWAN,

i
FERAEEAEAZHEEMN FUOTA EiEiFsE

i

EEFAIEARIEESHEEREN FUOTA B FPort & GenAppKey 2 :

1. BEZE AWS loT EEEWEEFIE , REIEIE Add wireless device (FTERIREE),

2. 1E1F Wireless device specification (EiRFEERI%). HEXEMEA OTAA , TeEARE., TEE
OTAA Vv1.0.x 5 OTAA v1.1 B | REFEEH B FUOTA configuration-Optional (FUOTA #H&E-i2F) [E
B,

3. B ASRARSE B Y HE I — K BIES (EUI) B#,

4. B FUOTA configuration-Optional (FUOTA #A%E-2f) [EE , R&I1EFE This device supports
firmware updates over the air (FUOTA) (It B X BERZ B EH (FUOTA), LLEFTI S A S B

EfRFRANSHEEMN FUOTA MAEHNERE 96
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FMBABER

Fix, FUOTA MEFERD K FPort B{E., WMEIERE OTAA v1.0.x (EAEREEHE , BEA

GenAppKey,

5. BB REFEREENBHASNBENM , BRETEE

AWS loT Core for LoORaWAN, BEREE

EERHEBWHEBRTER , 551212 Supports Class B (28 B $8) = Supports Class C (XE C ) &

X, HEFHEFERMEEREN,

(® Note

BEEE FUOTA HRESH , LAMEH AWS loT FEENEKE

P, MREM AWS loT Ei2

A Intro (MT4R) EEMALEE , AIFTEHEELSH,

NEFHRERRERAKRNEARENFEET , F2H BENEREE

LoRaWAN,

(® Note

REEEVERRER K FTRIEEELSH., BEEEMREE

5 AP REAZBEEM FUOTA (EfBIFEE

718 Z AWS loT Core for

BRSFNEESH.

EEFAZBEARBIT FUOTA , 55 CreateWirelessDevice APl #4ES create-

wireless-device CLI iR RBREELZE., RTECEAREXS®M FPort 2824 |

3
7
ril
i

BERENREREETXEB BN C BERANEP—& , JEAKXEWE,

BT AR M input. json #EEREB create-wireless-device R HIE A,

aws iotwireless create-wireless-device \
--cli-input-json file://input.json

Hep

input.json AR

{
"Description": "My LoRaWAN wireless device"
"DestinationName": "IoTWirelessDestination"
"LoRaWAN": {

EfRFRANSHEEMN FUOTA MAEHNERE
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-wireless-device.html
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"DeviceProfileId": "ab@c23d3-b001-45ef-6a@l1-2bc3de4f5333",
"ServiceProfileId": "fe98dc76-cd12-001le-2d34-5550432dalo0",
"FPorts": {
"ClockSync": 202,
"Fuota": 201,
"Multicast": 200
},
"OtaaVl_0_x": {
"AppKey": "3f4cal@Qe2fc675eal23f4ebl2c4adl2"”,
"AppEui": "b4c231a359bc2e3d",
"GenAppKey": "@1lc3f004a2d6efffe32csedalsbed2bs”

1,
"DevEui": "acl2efc654d23fc2"

iy

"Name": "SampleIoTWirelessThing"
"Type": LoRaWAN

MELTLERMLE CLI SMMEBIET , F28 (AWSCLI B8ZE) ,

%II

(® Note

EEEELSHNECE , FHEEMFA UpdateWirelessDevice API BEREFH S EE, T
B, B LB ERASE GenAppKey # FPorts MEREBIFEE,

EENFSELSHIEENHEBEN , B LUFEH GetWirelessDevice API B get-

wireless-device CLI i35,
BRELER

ERESEE , BB HEEREN FUOTA 1 , UEETITEIHRKELH LoRaWAN £ER
g,

- MEFRENSHELAHANENR BB BEUSHEEFEURSEEHIEEEE,
- MEBBEIL FUOTA EBIER |, 58268 E FUOTA EF IR H B EIRE,

BYSZHEBEBE , LETITRARBEEZEARE

EERTTARBEEZEAERE , FEAUSHEEFE, BBEAZHEE , RETUSERNEEREE
—SZHEEM  ARBERD EEK¥1IH&1¢A c BRI,
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ZREZFEATNRESHAARN S HEE I, THERRES|BMERTHR. FHERABRNITHE
[EREIR  SHEXHETHEERTE TTERRBRBEENS . SZHEEFEAAZETT. £18
HEKERBCEWTITRER,

£ AWS loT Core for LORaWAN K Z BHEXEEE | IBERTLL

- EAEKERER. RFRegion HEEFBIRENRREFE  RARBELREMEE S MEEFHE.
« HAB PR BRKERA , FENEE -HSZETTRHEALEZSHEEIHEAPIHEE,

- ESHEETFERFAKE  RRETRNE B /N C EEAUBERTITAR.

- BERSHEAHERERREEERE , Wt TR EEIT SR,

- R TERFEEN.L (FUOTA) , KEIREN T2 HEINSHEXFANKEESD,

THIE R IN{AE L AWS loT Core for LORaWAN ZIEEH , LR ZRSHBRISH BB ET B EILHE
EBTTHAEESEHENER.

LT EEER AR SHEEFANFEETTAS

ES|

- BUSMEXFEURSEERIEEEE

- BERRGHERSMHEEFEANFEPEBENRE
- FER TITASEBEESHEERETHNEE

BUYSHEIFEURSERERNEEEHAE

BEUEREEEN CLI EYSHEXRFHE. NREEREYSHEEHE , EREEATRARH
BESHEERE, SLER CLI REESHEAFAE  YERETHEIBEREE,

EEFIEMNRIBEBE ISR , AWS loT Core for LORaWAN EF AR pRBER VL AL W
EERHEMN S,

BRI
HA R SHEEFAURAARENREEHA A

« EBIEE FUOTA HRES # GenAppKey M FPorts , 2R ZRMEEN FUOTA RENEKE. MFE
HMES  F2RERFANRZHEEN FUOTA HHENEE,

By ZERAE 99



AWS loT Wireless HBEABER

- REXBEAZEB AR C BRMEEN, BUUKEEIENEEER , BERAT Supports
Class B (21 B #) = Supports Class C (XE C ) EXNEERER , AELDRMA TEM
EEANEERE. IFEERRERTEENFMHEN , F2H BEEREHIEZE AWS loT Core for
LoRaWAN,

HZHEETEERRAKE B EN C B RNKREARB TTASBEIEFETNREL,

ERTERAEYZMEEEE

CEMATEABRY ZHEXEE , FBriE AWS loT E#AH Multicast groups (Z B E%EE) B
M , SR%IRIZE Create multicast group (B3 % B EXEE),

1. BUSHEERAE

BERVSHEEIRE  FEERENSHEIBENERR,
1. BEESHBEEN

EEEESHEIEN  FRASHBEIREANUTES.
- BR . BASHEZRENE -8, SBETEEFEE. BF. EFRANER. TUE8R

7o
i o

- HIR  TLLEEASHEEFARMAELR. HANRESSAE 2,048 EF T,
2. ZHBERENER

AR EREEMRB/EHEASREEIFENER. FEREEYSHEERE , 521 Next
(-F_i)o

2. BEEFMEESHELTFE
AUEERRERREFENMBESHELRTE, FENERE .
1. 8% RFRegion
}E7E RFRegion Z M EXFEMNET. SRHEEFEN RFRegion XAREMEBEZS HEX

B1EA % E RFRegion, MFEHRE] RFRegion MWFFMER , F2H ZEAREBEMNEEEFIERN
LoRa g‘ﬁi\mo

2. EMZMEEKERR

EERAEZHERFETNRETSHEXITFRRERKYIRE B EN C BEX. BETL
o] Ul 45 — % 4748 HiZIX = Pz 3 Bil 7 L) BE Rz 1 B

A3 11}
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3. ERENMEEMHENEE,

BEZENERAEMBREE S MEEFHE.
- BEERFEKE  FWAEMEEHENSREEREKE D,

- EEAREBEE  JUKBRRERERIEBERGEEZNENKE, eERARKERTE
&, TG ERTXIE B BEl C ENEMBENEEREENEE.

4. BEEEN S HELEAE | FBRIE Create (1),
SHEXEFHAFHERNFENEESLREREY, WEERZSHEEFENEERENE

A, URREFBEMBRENEEET , F20 SRR RS M ERFENFATEEN
REEo

HEVZMEXFE R |, TTLURE Action (BI1F) , LURE. MBRIFERESSHEXTE, 8
KER A EUHETEEE  BTTREEEERETHERE,

£/ API R % R EIXEHE

BEMER API BEYZREEHE  YREMEEHE
1. BUZSHEERAE

EERBVSHEREE  BFH CreateMulticastGroup APl #4E] create-multicast-
group CLI a5, A BURM input. json IEREA create-multicast-group S HIH
Ao

aws iotwireless create-multicast-group \
--cli-input-json file://input.json

He .

input.json HAAR

{
"Description": "Multicast group to send downlink payload and perform FUOTA.",
"LoRaWAN": {
"Dl1Class": "ClassB",
"RfRegion": "US915"
},

"Name": "MC_group_FUOTA"
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateMulticastGroup.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-multicast-group.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-multicast-group.html
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}

BEVNSZMEXFE R , EAEANT APHREDS CLI s BRER. MBRIEESHEEEA
KB E Ao

UpdateMulticastGroup = update-multicast-group

GetMulticastGroup =% get-multicast-group

ListMulticastGroups = list-multicast-groups

DeleteMulticastGroup = delete-multicast-group
2. KBEBNEESHEXEE

ALMERI R AEBIIBREE S BEXFE.

- FEAEBHBKLESSHEARE , BEA
StartBulkAssociateWirelessDeviceWithMulticastGroup APl #/E= start-
bulk-associate-wireless-device-with-multicast-group CLI %, EEEZEKX
ERHESHECFHENEE A BRMUEEHFH. ATREASHETUMIHBREERE , XHFHEE
B—HEBE D BEENEERER.

aws iotwireless start-bulk-associate-wireless-device-with-multicast-group \
--id "12abd34e-5f67-89c2-9293-593b1bd862e0" \
--cli-input-json file://input.json

Hr .

input.json AR

{
"QueryString": "DeviceProfileName: MyWirelessDevice AND DeviceProfilelId:
d6d8ef8e-7045-496d-b3f4-ebcaald564bf",
"Tags": [
{
"Key": "Multicast",
"Value": "ClassB"
}
]
}
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateMulticastGroup
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateMulticastGroup
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListMulticastGroups
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/list-multicast-groups.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteMulticastGroup
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/delete-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkAssociateWirelessDeviceWithMulticastGroup.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-bulk-associate-wireless-device-with-multicast-group.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-bulk-associate-wireless-device-with-multicast-group.html
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BEE , multicast-groups/d6d8ef8e-7045-496d-b3f4-ebcaald564bf/bulk 2K
S EEF AR VBB URL,

- FERBINELEZTSHERTE 6 BEA
AssociateWirelessDeviceWithMulticastGroup APl #4ESk associate-wireless-
device-with-multicast-group CLl . AEFHEEFENSEAEERHEREE D,

aws iotwireless associate-wireless-device-with-multicast-group \
--id "12abd34e-5f67-89¢c2-9293-593b1bd862e0" \
--wireless-device-id "ab0c23d3-b001-45ef-6a@l-2bc3de4f5333"

HERUZEEEEF AR  EREAUT AP RES CLI s T RINE S HEEHENEEER |
HHUHEBBREE,

» DisassociateWirelessDeviceFromMulticastGroup 3 disassociate-wireless-

device-from-multicast-group

e StartBulkDisassociateWirelessDeviceFromMulticastGroup 3% start-bulk-

disassociate-wireless-device-from-multicast-group

+ ListWirelessDevices 5 list-wireless-devices

® Note

ListWirelessDevices API #4ETTAXRFIE —REBFEE K UNRESBEEBFEN
FUOTA 5 HEABERY BAREE

s FEHHBESHEABBEMABHNEEEE 6 BFEH ListWirelessDevices API
BREREE MulticastGrouplD EBERR R

s ZESIHE FUOTA EXMHEBNWESFEE  FBFMH ListWirelessDevices API
BERTE FuotaTaskID fEAERBFL,

BRESR

ERVZSHEXRFEYHEREEC %R  FEENEEE K LERSHEAFHENEENMRE, R
ERIEEEFIEERED , AIURELYHEEETITARELEE, AEEXTITARZE , #EMR
R A A Multicast setup ready (Z B EIAREMME). EHETITAERE , REEEE A Session
attempting (L/EFSERE R H). MFFHMEF , FSRHEER TTASEEESHEEFEPINEE,
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithMulticastGroup.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/associate-wireless-device-with-multicast-group.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/associate-wireless-device-with-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromMulticastGroup.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/disassociate-wireless-device-from-multicast-group.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/disassociate-wireless-device-from-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkDisassociateWirelessDeviceFromMulticastGroup.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-bulk-disassociate-wireless-device-from-multicast-group.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-bulk-disassociate-wireless-device-from-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDevices
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/list-wireless-devices.html
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NMEEFHZHEABEAPESHNIHE |, ATLUAEER AWS loT Core for LoRaWAN #{TEAR 2 B8 F 5T
(FUOTA), MNEHMET , 552 BAWS loT Core for LoRaWAN £ B H) ELZ F & E 3 (FUOTA).

MREAFEERE IR ESHELFEARKERETBINHERAL , KBEHEBEHERAR LS,
BRI ESEAAMEARE, SMEFTIHR[RAL , EEENAREHANAREENFMER , B
2H ERRRE SRS HEERENFETRENRE,

ERRRSRSHEXRANGFEPRENRE

SR ENE TS HEAEME % , B AWS Management Console, EEZE AWS loT £## A&
M9 Multicast groups (ZREAFE) EE , ARRERUNSHEAFEARBEHFRAESA. £8FD
SHEXFENMEEEN. CHENEBHE  UREEREBHMEER., BUUEAREBERARERRS
BEE TERERMEE | SRR TMER,

LEBEEFEME
SZEEEBATRESH T —EHERE AWS Management Console FREYARRERA & .
. 5E

BARERTEEYSHEEHE , EHTEAZHEETHERER, SEEREERUREIREE TR
REAS . HEUHIE , EUNEMSHEERRE WK ERRER AR RER, EARER
Pending (5 ) 8F % , fEAZSEMEENREEEHA,

- THERERERT

BEERINFTIEESHEXFER £
S, ELHEE , SELIFEHIMEGEES
#BE A Pending (),

« THEEEER

EZHErTEEBRERZ TN ITEREREREE K SEFIRRERURERS ., ESHEXFHER
ERFEHREN THEEERN FUOTA ERAEEEEIR , 2EHE L SREEN ILRE,

HEEHEERHENZREETFERFEIRFERILARE
SHREEHE, MREUESHEETERER , FERES

MR TERE R BN FUOTA 5% , Y B2 HEX TERER TERRFEEBRFFER
BUH T ZHEE TEREBMMECE , AIBEREEEE A Pending (FE).

- EFMERG
IMRMIBRZBEEEE  HBEMRESEE A Delete waiting (FRFMIBRF). MIBRA K X MBER

HERER, WBMERFE—REE , MAESHEEIHEEIIMER , HFEARKEENS
Delete_Waiting, % MEXFEEALMRE R | FEEIFREHLE-ERE

FREZ ST o


https://console.aws.amazon.com/iot/home#/wireless/multicastGroups
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SHEXFHEPRBENRE

SHEEFHEAPNEB TR HA LT —EHERE AWS Management Console FHAREEA R . #5:8 Bt
FEBEEREAR L  IUTRESERRABTHFBEN.,

- EHERT
EEEHESHEAFERIREB R  £EMES Package attempting (EHERF). RERTR
AWS loT Core for LoORaWAN & RIEFRHE E R B X & 25 BEIA R EMBRE,

- FEEEH

EHREBHEZIEABBAEIBEB 2% , AWS loT Core for LoRaWAN S EHX BN 2T AEHETT
% BHEA R E MR E, HD%%%‘@%’“S'ZTEE’J ZEEXAEN |, Hik& A Package unsupported (R
BEMN), FERRANIES  FREZENIBEDEETSHEERENRE,

- SHEXAREERT
MRESHEAFEEBHNEBREETSREXRENEE , BIARAES Multicast setup attempting
(ZHEEZRERF). WRBRREERRTHZSBHEERE,

- SHEEZERE

%EE‘.mEX%%%LE E, HEFMEEZREEEE, WIREBRTRECERIFETSHEEITHE
PEER , BEAT TITASEEIELRKE, MEBSIEHARTUER FUOTA REFFHETLKENE
8

- THERRERSF

CHYESHEEFEPNEE  FESHEETERE, TS HEABRATERRARE , £ERRE
A Session attempting (CEEERER D) , EMUBATERERRMA B B C B RGREXETH
Ro MRBESHEXTERERENRGRBERREHE , REMCESREETERE , Alilees
¥ A Multicast setup done (ZEHEEREETMR).

« TEREER

WARRERTRERA B ER C B RRER , BREFETHNSHEXTERE, TLHHE , ATUR
AWS loT Core for LORaWAN EX TTAERESHEXFEATHNEE, NREF TERERRE , H

SESEHINWIT/ERE , BRESEE A Session attempting (L/ERERER ), MR T/ERKRERE
ERBECHZ BEIE TERER |, MEESE E A Multicast setup ready (Z B {EIERERE).
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BRESR

BLERTHSHEIFENFEAPRENTEMRE , URNAZHFFREAEE (PINKERELETS
MEERE) , BEATUHEER TITASEEERE , BSHEEHERIFER In session (TR
B). MERBHFETITARNEN , F2HA HEL TTASEEESHELFETHEE,

BFEXSTITARBEESHEEIFAPNERE

ERNEEREMEESHEEHECR  EURESHEITFERE , IREEBEITELREN TT
E3=W MﬁEH—:T ITARHEER 48 NEAR , EZHEENRERBLAZTOHRN B ARBN 30 7,

(® Note
ZHEXHETPHNEEREERIITTA

Iﬁ#
ﬁi
g4

DB AR

HAREN —ESHEEHE , ARDHBREZZEETITASNEE jfjk“%l.T?TEﬂ%o EHF
EZHEETEEENRARRER K SEEINHEESRE. NEFAET  F2REELZHEXEE
LR 5 B8 EEHE.

MREBEMEKEREKIDHE , ASHEIFENKEREE TS AYERREBRNETN. SHERNDA
7%, A2 EEREHRSHERFANFEPRENRE THARELERNAEBENR.

EREEAHFETTAR

EEMRAERABETTAL , BT AWS loT E#AHK Multicast groups (Z B EXEE) B ,
RBBEEITNSHEXEEE. £ multicast group details (ZEEEBEFMET) HED | BIE
Schedule downlink message (HEE T1T#AE.) , A% 1EHE Schedule downlink session (BFE T 1T TERE
).

1. BFETATARRER
BALUAREEESHEZFEAPRENTITAR  RE—ARSHEE, SHAE 48 MERAFET
TS

EEHESHBEEITHERE  FREEUT2H

- Start date (F% B i) 1 Start time (F1RFR) : FER ABHNBEESEZED A B BB 30 58
%A 48 /NEERT

By ZERAE 106
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® Note
LA UTC EERBE , RULFBEHFETITHRRIFEEEIRE/E.

- THERBERE B RRIFEATTAS  AFERSHEEITERERSNRE. ZNBKA
60 ¥, B ESHBEIHENBEARKESR 2 X, C ESMEXFHESR 18 M,

2. HBRETITAER
EERETTAR , BEEUTSE :

- ERMERER  BETTARNEREGER, ERMERERMK RFRegion FABRBE M
Eo. US915 BIFWFE ERMEHIERE 8 , EUSGS B FEERMEHIEEE 0,
- AR BEEXETITARNER, ZERGALER , FKIE RFRegion RBIZFTHER,
» FPort: BE—ETHANEREREE  BTTARBEAEEE,
- AE  REBEERNEHERETASENAELRE, EFEAERERMERER | US915 RfRegion

RYRE R EFRA 33 L t4E , EU868 RfRegion H AIA 51 fEfItil. HEABRSHNERSH
HE | BIRESAE LRAE 242 (Tl

EEZHETITAR , 381&#F Schedule (HERE),

£/ API BEE T 1T%

EEFEH AP HEETTIAR |, A StartMulticastGroupSession APl B4EE] start-
multicast-group-session CLI @i,

BT LER LT APl RESR CLI 895 REVG 2 B EE BHE AV ME B & AR S BR 2 BB B

e GetMulticastGroupSession & get-multicast-group-session

e DeleteMulticastGroupSession = delete-multicast-group-session

EEETERBARESEREAESHEEIARE A SendDataToMulticastGroup APl #1E
B send-data-to-multicast-group CLI &%,

RESR

EREEFEZRENTITALR , RSN TIERRFKRFEES o ZHBEREPHERERE
BEREWEIFAE,
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartMulticastGroupSession.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-multicast-group-session
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-multicast-group-session
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetMulticastGroupSession.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-multicast-group-session
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteMulticastGroupSession.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/delete-multicast-group-session
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_SendDataToMulticastGroup.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/send-data-to-multicast-group
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REHMTITAS

BETMUREREEEESHEF AT RENEMTIT

. BI{E AWS loT £ A/ Multicast groups (ZEEIEFE) M , ARIBEEN 2 BEIXEE,

. £ multicast group details (2 B EEFHEFMEN) EEF , 1#1F Schedule downlink message

HEETTAR) , AR%Z#E Configure additional downlink message GREE M TITAL).

DAE—ETITHARREELSH-NWHELEZE , IEES ¥ Data rate (ERME®IEE), Frequency

($82), FPort LAK Payload (& #).

- HFEMA API T CLI REBRXEHM TTAL , FFUSEREMTTAEN
SendDataToMulticastGroup APl #4E=f send-data-to-multicast-groupCLI @5,

- BERIRAREHMTITAR !
1
2

w

ERT TAEREERHERE

BB UER TERRIRE  AZHEETERRERFNFK BBNEE, N TERRIEEER
ZBTHEE R TR B

@ Note
EEVERENSHEETHFRR, ELEHMTREEHRERKEENRERE @M

. BITE AWS loT £ A Multicast groups (ZEEEEHE) HE , ARBEEVN S EEARHE,

. 7£ multicast group details (Z B {EEFHEFME) HEEF , 1EIE Schedule downlink message
HEETTAR) , AR%IZIE Update session schedule (F# T 1M ERIERR),

URE—ETTAREEELSHMWMELS E , EESH State date (B A ). Start time (2
5 f) AR Session timeout (T /EPE BUREF).

- HE API X CLI B TR HERRE |, 38fF A StartMulticastGroupSession APl B4EDR
start-multicast-group-session CLI &%,

- BEREIERAEN THERERRE
1
2

w

AWS loT Core for LoRaWAN ZE B Y AR ZN BB E#H (FUOTA)

R TEIRFBER L (FUOTA) , 5B EFHZBEE AWS loT Core for LoRaWAN &,
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartMulticastGroupSession.html
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BT LER FUOTA BB EMEREEFKERKERE. LalERRYSHEXFE , KF8
EHMEEESEALRE. ELREENBESHEEIRE  RAE2CIREFTREEELEMERE, BB
U ABXZTRREG , SERBREHNRETUHITIERERE ERRR.

£ AWS IoT Core for LoRaWAN HJ FUOTA , &A1 :

- BHHERENERZRGHBINE - RENEKEHE,
- EERNBINRERREHEERERTEML,
- BERHNBEE , WENFRMEETHERE,

AWS loT Core for LoORaWAN ¥ FUOTA 1% B EIX BB M ST BAKIE =2 LoRa Alliance FI A TR -

« LoRaWAN iR % % BHEIX R ERE : TS005-2.0.0
« LoRaWAN 7 ErER B EE IR : TS004-2.0.0
+ LoRaWAN FEARERXERFER LB : TS003-2.0.0

(® Note

AWS loT Core for LoRaWAN € 1E#% LoRa Alliance R BB THER S RE, BBFEAK
2 AppTimeReq , HEKAR[ KB R B ZM#EA ClockSync FAIRERZBEENEE,

T5IE F5RBE tn{a 22 37 AWS IoT Core for LoRaWAN FUOTA 17 , U RIZ SRR T8 % B I
HERE FUOTA EEHNRERF,

T 5 EER A A #AIT FUOTA,

- FUOTA EF#iE

« B FUOTA ER IR E MR &

- BEBNMZHEXBETEE FUOTA E5 , WHEE FUOTA TERER.
- EE¥E FUOTA ERMEBURFEBZEFEBHNEB W FRERERE

FUOTA iZFHE

LT E&REHE T AWS loT Core for LoRaWAN Al Ak inEEH T FUOTA IEF. EEA@ERIZEEFH
ZE FUOTA IT/ERSER , AITTES B MR ESBEERFENLI R, Bl EEEEHIEZE FUOTA
TYEBEEY | $23 AWS loT Core for LoRaWAN € TEH R EHEF,
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AWS IoT Wireless

FMBABER

Firmware Vendor
Creates firmware
image or delta-

You: |dentify the
device(s) for FUOTA

loT Core for
LoRaWAN: Configures

loT Core for
LoRaWAN: Schedules
Class BorClass C

End Devices: Sends

the report of the |

transferred fragments |

Checks the digital
signature of the
image and

End Devices: Collect

all fragments of the |,

file and reconstruct [

. o —— and create a » the multicast group A -
image, which multicast group if with the end devices, if distribution window,
contains a digital necessary using multicast fragmentation
signature. ) =ing : information.
h i
End Devices: loT Core for

LoRaWAN: Sets up the
fragmentation session,
and begins sending

to LNS . . the hinary image. fragmented file to
authenticate it. devicas.
h 4
loT Core for loT Core for

LoRaWAM: Collects
the report from end
devices and prepares
for the guery.

End Devices: Send LoRaWAN: Collects
application uplinks o firmware version of
with the new "| devices and updates
firmware version info. firmware info of end
devices.

End Devices: Check
the firmware version
and reboot.

Y
Y

EEAEEHIT FUOTA , BEEBNBNUEENIRMEG , WREEWNIEE FUOTA EBNEENZE
BifH, 1EBA%A FUOTA TERRERER  RiInEESWEMERER. RAFBREZEMEG. BIREBEKE AWS
loT Core for LoORaWAN , AREZEF Y E BR%G,

LTEReA FUOTARFHFNTEISER

1. FARNEZEVIHRBREIEZ=EZREG

ZEE AWS loT Core for LoRaWAN £ LoRaWAN & E# 1T FUOTA , BB X EGHEE

M

N
WMo

 HERRERZERERGETRURR, 2  BURENREFTHIEERERE ERR

HRMENTEEBR 1 MB, IBANMEX , TREHEFAENEERER, EEEREHE
BWER  AEFRGAR 1 MB , FEAZERE , HAFNREGHN -2 , B HBRERE L —(@
MG ZENEE,

®

Note

AWS |oT Core for LoORaWAN "R EABNFEEL T ENMIBRATERK, B LUE
RAEMAE=ATERELHRBRENEBNEE, EREFEABNUEETE | fIMEGRA ARM
Mbed GitHub #ZEMNIE  HESGRARELEZEEMRGUREEEFEHAZMENITE,
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https://github.com/armmbed/mbed-os-example-lorawan-fuota
https://github.com/armmbed/mbed-os-example-lorawan-fuota
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2.

4.

A MR EEEIT FUOTA WEE

kg

AP EHEIT FUOTAMKRER , BRIBREMEEZERINSEERE.
- EERIRENEEAESEARE
MEFHMES  FBHEELZHE
- EERIRENEEAZEAKE
PRE 2 B R ILARE 0 BR THERE B

PRV SEEREE  YEARIRRERRESBEEEHE,
EEE U TITERREEESEEE.
AELREMEE FUOTA TEME , AR THRERN.

MREEBUZHEXREAE , AITLSE B B C Mo B |, LUEHETEE MR LA%E AWS loT
Core for LoRaWAN ZWHE, HEEYRE B B C MERX 251 , TR LE A BHiEE, &
th B E TERERIVBIA R,

BENCHERESHEREEN T RIFRME  WHBEKTTHE, U CEBEARFENEESILB
BREHREZEN, MFEFAER  F2REEEEH.

Rims B EHREERERZE AWS IoT Core for LoRaWAN 3f 5 #7 5] 82 A {5

EDBRTIERE 2% , KRi%EEFR AWS loT Core for LORaWAN E#TUT S BREFHFEBHN
B,

1. B LoRaWAN £ENERHERERK , RILEEFHK FUOTARERF , AWS loT Core for
LoRaWAN EEERED R THEERRAIBMEI R, AR, HERELHREEERKE
o

2. £ AWS loT Core for LoORaWAN AR 5 B , LoORaWAN RinK EEEHATUTERK.
a. WERER , BRELEFBRIPEEENME,
b. @EERMEMN B BT URFBREG , WHEFTMREGR B ERKRIF,
c. # AWS loT Core for LoORaWAN K9 ] 8 ki 4= B2 & #7 iR A< 1T LEER o
d. E¥REE#HZ AWS loT Core for LoRaWAN B0 BRI , REERFHNHEME,

® Note

EREEERT , RigEESLOIMEF#EME AWS loT Core for LoRaWAN Y 2 ER ik
B BREHEMGNENEE,

BLERTHE FUOTARERF  BERLMEN FUOTA FRUSREMESERRENEIL. NFFAE

A,

SHSREY FUOTA B R H S B,
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B FUOTA E# IR FRBRE&

L EFH LoRaWAN £ EMEIEE  BAEY FUOTAER , YREEANETN U S @M

B, A& , BEUVSEENSHEXFERNEETH , WHE FUOTA THERKR. £ IERERRE
BF , AWS IoT Core for LoRaWAN R ED R TIERE , RInEEGWERFR. EBERGEEAHT
f8, WFE FUOTA EFWEFMEER , 528 FUOTA EF#EE,

UTARREERMMAEN FUOTA 7 , AR A EEFRIE S3 BTN HEBMEGSR = EME,
DR

HE#IT FUOTA 2al , #AXBUKZFNRBME , LEKRGEEEEARGHEBRERENER, &7
LERAEMNE=FTERELIRRENBUET, EREEABNBEETE | flNHA ARM Mbed
GitHub REFENTE  HEGERARELZERGIUARMKREFEAZIRENTE,

EAEEAET FUOTA I8 B EEm 4

EEFEATEAEEN FUOTA KA LB 8ME , 55811E FUOTA tasks (FUOTA 1£3%) R5I1E% ,
RZIBIE Create FUOTA task (31 FUOTA 7).

1. B3 FUOTA 1%

EEEBY FUOTA % , FiEEXKBHANER,

1. ¥ FUOTA £ B M

EEEBE FUOTA £ BM , B8 A FUOTA EEHN AT ER.
- EW WA FUOTAEKNHE—BRE, EBETIEFH. BF. EFHANRR. FTOUEF

7o
= o

« R TLLERERSHEEHERMER, HARVKRRTIE 2,048 BF T,
* RFRegion : 5% FUOTA & KEF, BEHLANSARMERREENS HEEHENE

It
™o

2. FUOTA FEHER

BRLGREBRMAMEMBEY , 8 FUOTA EBHERER. FHEE Next (T—F) LBEEYE
%o
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https://github.com/armmbed/mbed-os-example-lorawan-fuota
https://github.com/armmbed/mbed-os-example-lorawan-fuota
https://console.aws.amazon.com/iot/home#/wireless/fuotaTasks

AWS loT Wireless HBEABER

2. LEIERE

BRIZERAREHMVIEE FUOTAEBHNEETENTEMGER, JEMEGERSTHRE S3 #F
Brg@ch, A LURMH AWS loT Core for LoORaWAN 7] , BERRGEIFEMG, EFZEUE
NAEREZSHEREG  UEEIHTIEEFRREELER,

1. BEFRREBESR

BRI RMREER LEE S3 FFreE , EFEC LEE S3REFETENERRE.

® Note
FRMEERA/NTEEIE 1 MB, FIRAXNEX , cEREFAMENREARBR,

- ZTEFRHBEAWE , FFIEIE Select an existing firmware image (ZEUE A HIBMK) , RE1E
£ Browse S3 (BIE S3) , HEEEFXANIRMEESR.

AWS loT Core for LoRaWAN 21E A S3 URL , EA51# S3 REFEHHEGERNE
&, BEHERA s3://bucket_name/file_name. &ZEIE Amazon Simple Storage
Service TR AP RIAER , FHEIEF View (B1]),

- LEHFAERREK,

a. IZ#F Upload a new firmware image (LS BIE) , RE L EHRRE, MEERKD
1518 1 MB,

b. EEE Y S3 FFETE I A Bucket name (BFEFRER) UEHEBMEGER K HEE
Create S3 bucket (1 S3 f#FETEE).

2. FEURTFETRRAVAEIR

BOLEBVHNBEAENEREREEAE® , FE AWS loT Core for LoORaWAN X REFE S3
EFBEPHIRMEBER, B2 Next (T—%),

EERUYFAG , BB ALEERE K NERLETA , WEEDEERKERE, EERRR
F S3 FEEBEEERMNEBRET |, 5522 View policy permissions (MR BUEREF ),

MEFEH S3 REFERIFZHBEIRIZF AWS loT Core for LoRaWAN ZEUVERRIIIEE |
ESE SHEERLESE S3FEIFEYHIE IAM A6,
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https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
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3. REANMEM

EEE FUOTA 17 , FEMBIIEEM FUOTA I M REFFHERR , AEREIZ Create task (B
£5).

£/ API 23X FUOTA %3t - SRR &

EEE FUOTA IR FEH APl IEERI B GIESR , 55FE A CreateFuotaTask APl BED
create-fuota-task CLI @55, &AILARM input. json ERIEA create-fuota-task i HH
WA, EEMA APIZ CLI B, XECKEABMARMNIIBMBIERLEZE S3 FEAFiTE., BBl
1EE IAM At | 5 AWS loT Core for LoORaWAN 1ZEX S3 #7888 Z BB R AV R,

aws iotwireless create-fuota-task \
--cli-input-json file://input.json

Hep .

input.json WA

{
"Description": "FUOTA task to update firmware of devices in multicast group.",
"FirmwareUpdateImage": "S3:/firmware_bucket/firmware_image
"FirmwareUpdateRole": "arn:aws:iam::123456789012:role/service-role/ACF1zBEI"
"LoRaWAN": {

"RfRegion": "US915"

I
"Name": "FUOTA_Task_MC"

}

Y FUOTA 2% , EuERALT APl R4S CLI e B REH. MIER=LEE FUOTA E#/948
BEA.

« UpdateFuotaTask 3 update-fuota-task

- GetFuotaTask = get-fuota-task

« ListFuotaTasks B list-fuota-tasks

« DeleteFuotaTask 5 delete-fuota-task
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateFuotaTask.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateFuotaTask
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetFuotaTask
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListFuotaTasks
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/list-fuota-tasks.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteFuotaTask
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/delete-fuota-task.html
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BRESR

8B E FUOTA B MIEHEIRMREG , Rt AU R EFEESAEHUEMEEE. JLUSEREES
SHEEREMEEEH. UFEFMET K F2RARKENSHEETENIEE FUOTA £5% | WHEE
FUOTA T/, -

KRB NS BEXBATIEE FUOTA 175 , tHEE FUOTA T/ERRER.

FEEYN FUOTAEK2#%  BEuEENEZEEEMIRBNER. ERIEEENIEZE FUOTA £
% EUHEE FUOTA T/ERBRREHE B HE,

- MRRBLERE | AW IKELREEEFEE FUOTA 5.

- IRAABEFHHABNKE AN ELRENEESHERHE  ARESRELFEMES
FUOTA 1%, MERBEEYNEASHEXHENET K FE BEUSHEEHTE  SUETTER
BEEZEEE.

(® Note
AT LUK Bl 38 B =R 2 B BHE 12 — T8 E FUOTA 7. SEEKEENS MEXFHEARK
8 EER

EHEELENZSHEERECR  EURBIBEHRTERKER. AWS loT Core for LoRaWAN &UKE
FRMEG, MBI ER  ARUMERIEFRABR. RREERVREFBRIEAFNIELRG, W8T
MM ERERRE K NARBRGESBRAFRME. EHARBTHEFR , RBEESMBR AWS loT Core for
LoRaWAN T2 Y S BB BRI N TR 5 B, AT 1E S3 RFETEE h R T H B R &R,

PDEFH
EAUSEEDS 2 BEEEEFES FUOTA 828l , FEFITUTEE,
« MECEIT FUOTA L IREEEMRG, MEFMEN , BFSEET FUOTA EHIT IR &M

&,

- MEEEHHESHRNERES, WENMAELZEWHEBEENR , BB SEEMNA AWS loT Core
for LoRaWAN,

- FEENZSERENER TR ENEESHERHE, NFFEET K F2REUZHEER
1, U TTEAREEESEEE,
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. ERSEE A AWS IoT Core for LoRaWAN B | 5538E FUOTA #HREZ2 8 FPorts., HRFEA

LoRaWAN v1.0.x #& , Blth A BIEE GenAppKey, MEHFE FUOTA RESEHEMET |
B EBIFARSHEEN FUOTA HHENEE.

3
$

FERTEAEEBTRIEE FUOTA £ , ItHEE FUOTA T/EREER

EEMERATEARTRRENSHEEHE , YHE FUOTA TERER , BRTEEEEK FUOTA
tasks (FUOTA 1£55) REIHRH. AR , BELAEMEEEN FUOTA EH , AHAITERER.

MERENSHEERE
1. AIBUEREKEREER S HEERFENEE FUOTA 8. T8 , i ERNRENSHEXRE

B EHRRN FUOTA 5, KBUTEFEAEZEZARTEEE,

1. £ FUOTA task details (FUOTA E#& 55 EFR) A |, 1#1F Add device (FTiBEE),

2. A BETKNWEEZEFRT D RFRegion, LLEEXERFSEA FUOTA EEEEN
RFRegion,

3. REERMERERSHEXFENEERR.

- EEFMBMEBIEE , FFiEZF Add individual devices (FTiBERIEE) , REWAEZHNIEE
FUOTA B2 & EBMEE ID,

- FENESUHEXEE 5212 Add multicast groups (HTiE 2 B EAEHE) , RABESHER
BHEFNEEEE., EUAFEAREREERNEBRGEENEETENSHEARTE, EK
BEERERETERE , WLLUEERA T Supports Class B (218 B #) = Supports Class
C(RECH) #EXTRENZHEEEAE.

HETE FUOTA T{EP&EER

ERDFERESSREXFE R , EAHEE FUOTA THEEER. EEHFETHERER , FHTHR
TEIF,

1. BEREAHEMBEHEM FUOTA I3 , A% 1EFE Schedule FUOTA session (BEE FUOTA
TEREER).

2. I8 FUOTA T{EREEXHY Start date (BH%a H H#) M Start time (AR EE). FREEMBRELSE
BB 2 B 30 D EESRE BRAFR,
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https://console.aws.amazon.com/iot/home#/wireless/fuotaTasks
https://console.aws.amazon.com/iot/home#/wireless/fuotaTasks
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£/ AP K EFIEE FUOTA £5 , L HEE FUOTA TYEREER

BT LAER AWS loT Wireless APl 2 CLI |, S EFEERZ BEIXFEFHIEE FUOTA £, A&,
AT HEE FUOTA T/ERSER,

1. HRERKEMSHEEEHE

B DA AR S B R 2 B EIA BT SR FUOTA EH52 L BB

o 55 AssociateWirelessDeviceWithFuotaTask APl ##4E= associate-wireless-
device-with-fuota-task CLI s S RAEBIZELE FUOTA {EFEEML AR , Wit
WirelessDevicelD fEAE A,

aws iotwireless associate-wireless-device-with-fuota-task \
--id "0@la23cde-5678-4a5b-ab1d-33456808ech2"
--wireless-device-id "ab0c23d3-b001-45ef-6a@l-2bc3de4f5333"

« 55/ AssociateMulticastGroupWithFuotaTask APl #4E= associate-
multicast-group-with-fuota-task CLI SRR AZ BEXFHEE FUOTA EKEILER
B, WiRME MulticastGroupID #EA# A,

aws iotwireless associate-multicast-group-with-FUOTA-task \
--id 0la23cde-5678-4a5b-abld-33456808ech2"
--multicast-group-id

ERERRENSHEEHERBE FUOTA %% , BEANT APIHRED CLI sh 2R3 K%
BHZHEARE | HBUHERERAIEIE,

» DisassociateWirelessDeviceFromFuotaTask B disassociate-wireless-

device-from-fuota-task

» DisassociateMulticastGroupFromFuotaTask 3 disassociate-multicast-
group-from-fuota-task

e ListWirelessDevices 3 list-wireless-devices

e ListMulticastGroups 3 list-multicast-groups-by-fuota-task

(® Note
API :
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithFuotaTask.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/associate-wireless-device-with-fuota-task.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/associate-wireless-device-with-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateMulticastGroupWithFuotaTask.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/associate-multicast-group-with-fuota-task.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/associate-multicast-group-with-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromFuotaTask.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/disassociate-wireless-device-from-fuota-task.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/disassociate-wireless-device-from-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateMulticastGroupFromFuotaTask.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/disassociate-multicast-group-from-fuota-task.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/disassociate-multicast-group-from-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDevices.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/delete-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListMulticastGroups.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/list-multicast-groups.html
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o E#% MulticastGroupID fEREFNEMRUEMEF , ListWirelessDevices &5l
—REREE  URESHEEFHEMEBBNERB., E4 FuotaTaskID EAERHEK
HERE |, API 23 HE FUOTA 5 HBEB N BIREE,

« 1£#% FuotaTaskID fEBEFRFMEAE , ListMulticastGroups 85 —f&%
BHEIARHE |, IR FUOTA 55 1HEEBIN 2 BEIXBHA,

2. HEE FUOTA TiEREER

ERINGHERZHEEBFEFIEE FUOTA 5% |, EOIBEH FUOTA TEREBRREFHELET
B, HREESEAENRECEMN 30 ENEKRER, EEM#H API = CLI 3 FUOTA T4
BEER | REfFEF StartFuotaTask APl #4E={ start-fuota-task CLI 8%,

EBTR FUOTA THEMER 2% , BEEASEENSHELAFENTEEEHE. TUER
GetFuotaTask APl #4E= get-fuota-task CLI S 2REVEHEE FUOTA TIERERMIE

ELf FUOTA EEMRELUR T IB S EHNEE Y IR RE

EMEEREEYEVNREFRANTMAZHELABEECR  EUUHTUTIRRER FUOTA ITE
P ER o
FUOTA EFEARRE

FUOTA E# e @B LA T — R R AWS Management Console FHIAREERA .o
- BHE

LARERTREEM FUOTA % , EETEREIREN TERR, CEEERELRBIREET
LEARRERAS . FEULHAR |, BATLAERT FUOTA 255 , Wi 5 B oS R EIAAE BT 75 12 7 BRI =i A% BR A
B, EMREMR Pending (7€) BFR , BEEIRHMBENTHEER

« FUOTA TEREBRZEHH
ERRERNFIEE FUOTA EHE , BEEEKEFHEN R EN TR ERKE IR FE TR

BERAE, R K SEEFEHIRFEEEE FUOTA TIEMER, MEEUHE FUOTA T/ERER |, B4R
MESEE A Pending (1F5E).

- £ FUOTA I{ER&ER

£ FUOTA TEFEERFtAE , ERIRMBETURETA L. 7BRITHEMERKBERF , KiRKEFW
SHE. ERFHERE, LBEHBRANRGBRA , URERHBRE,
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartFuotaTask.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GettFuotaTask.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-fuota-task.html
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- FUOTA B2/

H#&imgE &R AWS loT Core for LoRaWAN Bl EERFMEEBMER | A TFEERER , Rk
214 FUOTA TERRETRAETKAESERIEMRE,

BEgEE TE-EBRTRIWKE , AtFBLIREIRENREC EREAERE.

« £ FUOTA F#iR8& A FUOTA session waiting (FUOTA TR RZEEH) , B34 S3 fFIrE
$5E5 (Bl S3 EETEANWMEGEREZTER , =5 AWS loT Core for LoRaWAN &8 B AV EF
AIRFHHFITEFNER) 8,

« 7£ FUOTA £ AR5 A FUOTA session waiting (FUOTA TERERZEE5) , HEARI FUOTA
THEMRERMFER , B FUOTA EBHPRKEIRBEED S HEXFENEER,

« £ FUOTA £ iR&& 5 FUOTA session waiting (FUOTA T/ERERE#EH) , BEBER S BEXE
FRTE 45 2 HA R A R EDE T B A E A THERE BOR BF (9 B R

« HREMIBRT
MRMBREMEMEMBAREN FUOTA £% , RIRSETRIIRE, MERBIEAKAMEE , BELE

R WBIMETRERE —BRIEE , A% FUOTA EHMERET , EFHREMNA Delete waiting (F1HH
Bre#). 7 FUOTA EBEALMRE 2% |, EEZEBIREHMARRE,

FUOTA E# £ ERIRE

FUOTA K MEB e R B LT —EHR1E AWS Management Console FHIAREEFA B . #5:8 Bt
FEBEEREAR L  ITRESERRABTHFBEN.,

- ¥4

1£3E FUOTA T/EREERMIBAABERIEE | AWS IoT Core for LoORaWAN EREREBEEREESTEN
FREHEN. NRELEBEEESTENEY K FERBEEN FUOTA T/ERER, FEMES DR,
MEBRSEXIEE, EREBERIARER  BIRTEEN FUOTA TIERERE KRB,

- TXEEH

MREZEEFTERZEMN FUOTA £ , RSB TILRE, MRFTXEIREFENF , EEW
FUOTA THEMBREHEERE. HEFRILIER  FRERENHRIS TLUER FUOTA EikzER
E#o

« TREZERREE
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£ FUOTA T4EREERBATARE | AWS IoT Core for LoORaWAN AR BREL R TERER., MR R
BRIRE  BRREANPBREELREBLIEANEENTRBEH. BENHERERRAEERE
TSYENFUOTA EH, ZEMRIEESR K FREXENIBESULER FUOTA EKREIRERH,

- iCIRETRE

£ AWS IloT Core for LoRaWAN EixM B H %  HRinRESWERGHE , X RELHFBRPER
“HENBREG, MREBSEEANCREREZIRMGHEARER , RRESERLAMRE , mitE
MAUREERIREFTTERBRIRENER, EEMANER  SREZRENVEBRSTEKLESH. W
REE/EABZWHEN  FEAZERGRENIE.

« FAXEDERESI
PRSI TERINOERRTTH R I/EREFNE —BEIERR. IREETIEEEN D ERESI
B, RrESERLRE, ZEFRRCEE  FHTUTES -2 EENE,
- BITREEMH FUOTA £7.
- MRERMPAHE  FREBEEIENVRASHEEIES,
- MRERMABR  FRELEHE,
- FOIEREEEES
HAREER R B I B AWS loT Core for LoRaWAN BV & ERBSFES$ A 0B EBeEss, R R4 s

B, EETRMLEUNLET. SERANBEE  FRELEVERRTTRUNEY. 268E,
HEAZRUEREFLEDR,

. AR
EETTEEENHOE. WAER—ERY , ARERBES B TERSHNERNER, NRE
BINLSHER | FBHE AWS ZIE B,

. EFETTEREGE

WREERREE LT CEABI THERRGTE. EEMRES  FAEEHAHM FUOTA £7%,
- MO
EHEE AWS loT Core for LoRaWAN IREMG R , HERB I BHREBN HRPEZFHNFEM

B, MREERKIFAEHER , IEZERHREG , RRSETIRE, FEARER  FARER
IRFTHY FUOTA 3.

- MIC #8378
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https://console.aws.amazon.com/support/home#/

AWS loT Wireless HBEABER

EREREUEHFREEFIRREGR  HEHT MIC (FETEMRE) REFRENER , UK
REREREERRR, MREXEBEEMERHRBERE MIC PETHMANER , FEE TR
&, BEMRER , FRARERBIN FUOTA £,

« BZD

#EBEH FUOTA T/ERERE B3,

® Note

HMANMEFAESRTEBERSRIPEERMGL D ETRE  EELEEHRAARES AWS loT
Core for LoRaWAN B | KEH B AETN. RELEIRETCEN.

BRELR

BETH FUOTA EBREXBNTEMEE , IR N HIEAEEREBEE, NEEH LIRS ERENE
MEH , B2 60 LoRaWAN 7 ERER EHREEm R - TS004-1.0.0,

£ FHEER 0 AT SR BN R B 4R SR AR B R A B

W B& 20 A7 R £ A FRER AV WebSocket iE#R RIZWERERE R ENFERAS Bt FAERBD N
2, BALHEEERNER, MAEBRAR THERER , UREIRFEREVERAS.

B AT LAE A Amazon CloudWatch REERER, HEMA CloudWatch , BIFTLAGRE IAM A BREE
ik, ARZEFEIRAPETRAFER. B2 e KR % EE R I B iR 5 BB MEFA S P B 1Y B
B, BARLNEREERMUAKAFEF. MFEMA CloudWatch ETERNFHMENR , F2H8H £
A Amazon CloudWatch Logs EE#2#&EY AWS loT Wireless Bl

ERMBERTREEYFEARAERASHNES , IUEANMEREER., NEESSNIEURBIFE
R, B LLEEIE LoRaWAN £ E H LoRaWAN &, #ilan |, ATLAfE A — 1B LoRaWAN £ ER |, RIE
MBS ERR, EEEE  BERARERMNERIAE BFEFTNER.

AR {5E FA M B 0 AT RS
EREREREEWFHKRBZBERTAE , FRT TSR
1. B @R Hras BB i E &R
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https://lora-alliance.org/wp-content/uploads/2020/11/fragmented_data_block_transport_v1.0.0.pdf
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AAARMMR O MERER  WKERFEEAR  TRBAERAS. 8t BEEARRE , E+
SEARERNEREEERET . AREABRFENEREER N BHREERNERER,

2. {#F WebSockets £ B} A2

BRI LAMER IAM AENEIRRELERLHZENFER URL , BUER WebSocket B 1 E 5 AR RS 5
DI RS

3. BUAEHAE TIEMR R BRI HEAA B

& ERABUVERTE , FRAEHRAS THFER. BEREEEBENNEE , LT LUF R R
ME% 20 AT 2R IE MR S THEREER

T3 AR AWS loT Core for LoRaWAN #8520 #r25 REE A I |, BANIE D BR300 (£ R M8 B% 20 4 2R T
BERNERBEEDNERF.

THEBERP\UMRMARE, FEEFRNMBAERAS THERR.

FE
- AR DEBRMALER IAM B
- BEVERSEERSAIEER
TR o HT 2R A WebSocket JE Mt H B
o BENRGAAR 0 EE IR IRR o ATRR B A S B 56
- ERAME R STHENZSBEEN FUOTA ERETEENS BHR#

AR D MBMALEN IAM B

FERAMER O TEEE Y AZTFERAEZFAMEMA APl #4 UpdateNetworkAnalyzerConfiguration
GetNetworkAnalyzerConfiguration ZEVBE 228 ER. A TETREZARRFHFITH IAM BUR,

1B A AR 2 ATES Y IAM BUR

5 T HET—18 -
- TEFIERBOR

&F AWS loT Core for LoORaWAN TEEFEHE , 5L 21 AWSIoTWirelessFullAccess BURE 1%
ZEENAR, NMEHMENR , F2B AWSIoTWirelessFullAccess HERHE,
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetNetworkAnalyzerConfiguration.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTWirelessFullAccess$serviceLevelSummary
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- AREBHER APl NEE IAM BUX

BYLT IAM BUE |, HERAIE IAM £ AK Create policy (B BK) EE , ¥ Visual editor
(RBILImERR) REIER :

1. Service (FR7&) EF loTWireless.
2. 7£ Access level (FEUERR) T , BB Read (fB) , i##F GetNetworkAnalyzerConfiguration , A%
BB Write (8) , i## UpdateNetworkAnalyzerConfiguration,

3. iBE Next:Tags (T —% : BH) , A&R&@ ABCER Name (B18) , fl0
loTWirelessNetworkAnalyzerPolicy, &E#E I BX.

THERIEEI B loTWirelessNetworkAnalyzerPolicy, MEE N BRI FHAENR
IAM B3R

3
¥
=
o3
<t

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@",

"Effect": "Allow",

"Action": [
"jotwireless:GetNetworkAnalyzerConfiguration",
"ijotwireless:UpdateNetworkAnalyzerConfiguration"

1,

"Resource": "*"

}
]
}

AR EFERREERNEEBR

EERTEERMANFEERS , BXERERBENEBHIEZE Resource (BR) M. UTBX
FERAEAFTARN RTFTHMEREBNERENFEHER, ERLUERA WirelessGatewayId M
WirelessDeviceld EHI¥ S ERMBMEENFE.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
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https://console.aws.amazon.com/iam/home#/policies$new?step=edit
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create
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"Action": [
"iotwireless:GetNetworkAnalyzerConfiguration",
"jotwireless:UpdateNetworkAnalyzerConfiguration"

1,

"Resource": [
"arn:aws:iotwireless:*:{accountId}:WirelessDevice/*",
"arn:aws:iotwireless:*:{accountId}:WirelessGateway/*",
"arn:aws:iotwireless:*:{accountId}:NetworkAnalyzerConfiguration/*"

BERTEAEEABBIMRETEAEMERFERKENTA , FEANUATER. REEE , B
PiEBERERNETA,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorQ",

"Effect": "Allow",

"Action": [
"jotwireless:GetNetworkAnalyzerConfiguration",
"iotwireless:UpdateNetworkAnalyzerConfiguration"

1,

"Resource": [
"arn:aws:iotwireless:*:{accountId}:NetworkAnalyzerConfiguration/*"

]

}
]
}
RESR

BEGCEMNER , EUSERMAMBR s MEEERE , YIRKELERNEMRASET. WEFEE
A, FEREVER D TRERGTEER.

B % 0 A RR AR RE W ¥R B R

EERERERASCH , BABUMBONSRERE  WEBERNERMAEEER, BIHER
10>
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AWS loT Wireless AR
- EEERRBENRAHR,

- BFTMEREERTE , fINEREAN BFASNFEETABR.

- MAREERNER, ERVARERRE, BEFEIWELE =,

BEENERRESRELKHHEMABEPINERERIINERASET. LUt EERILSEE
&, EREURN G ERERREM

LA SR A a8 i A RE X HT 1B ER .

ES |

- BUMBE S HTERERE

 HTIEEIRIE R D AT ER A RE

B AT AR AR RE

BYATEYBBROMBERE , TRERERFEREREE. BVARR K LRFEEEAERRE.
BRI EFTEWARSRTE Y EREERNERNEZAR  AIEACEEY 2R M, AR
EERELKSHELE RERIIMEHRFASER,

BARFTEREVZEER  ERIAREERNERUREGHFERRNEARR, Flm , ERET —
BiERE , ERBR AWS tkF P —ERMENFREN. SO ALEN —ERk K BrREERECEREE
K&~

AT &R MM iE & AR RE AR E LA R AN 22 M AR RE

3

X3

E

~

HERERRE

¢

BYSEMRRDTREREE , BB TUAT 28 , R BFRREA.

- ERER
EERELEEMTL L EREERRNELAT. ERARTAREHBEARERKREEZNY

KB, KTARRE A L IhRE,
- BEER

IBA LA AR Info (B ) =R Error ($582) A , tL AT LARABAGC 8RN EE

* Info
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AEEEBMRA Info (BFA) WBFEFM , YERKISHRAZERNEFA BRHR. EFBFER
RARRBRERFERENEE,

(® Note
WEEFMEWAFTEREELEBNNEAER, MEEENFHEER , 5528 AWS loT Core
- $HER
HF#EE#RA Error (538) WARBTHAFMERSEREREN. EEARNBERER (HlHNEEE
REEER) B, BRAULIERAELAR. BEHEAKREAFERNEN , BULEB L HFEEPE
REVEEER,

EREEAEVAR

BO LA B D ATESMERE | WAEA AWS loT 3 A= AWS loT Wireless APl BET 228, &t
ALY ZEERE | CEBBRTBERNTAHERE,

BB MTERiaRE
1. BRLAWS loT 2 & 20 HT8 P #& & ## Create configuration (33 #H5E),

2. IWEMERE

- B, HRNER

EE—EE—WHEEERE K RESEFE. 8F. EFHRIER. FHEAM Description (iR)
BWUNREEEMBEERNER , UK Tags (FR) MUMABREERZFEERNREY, NEFE
WENBERERWFHER , FSE HRER AWS loT Wireless R

- FHAERRE

BERREREREANLFER Selelct log levels (BEBFEER) , MtREZAREBHASH B
ng%&o igg Next (—lt_ﬂ;)o
3. M ERIBAE, EALENMAEIR , thAJLURIE Create (BI) , REZERMALNER, BE
ZEMAEIR , 55121 Create (B1I).

£ Network Analyzer hub page (@B 2R FEEHE) , LSFINEMELNEERHERE, FE®
BFHEBNFHENR  FREHEER,
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https://aws.amazon.com/iot-core/pricing/
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i BR SR O B 5 20 A7 2R AR R

BT RN ZE@E D e , EREUARNEERNER , UREFEZRNERASEABR.
REZEAPBRAR

1. BITE AWS loT E42 & #7547 85 P AR IR B R R BRAVAR RS
2. EBEEBF, RREEMER.

£ AP| 3 4HAE

EEFH AP B MO HES4ERE | 3R CreateNetworkAnalyzerConfiguration API #24E= create-
network-analyzer-configuration CLI 8553

BUEER  SRFEERECHEEE, SO UERAL AP REREERERE , WEEERERMN
AER, & , B LATHERFEH UpdateNetworkAnalyzerConfiguration AP T‘*ﬂfj?, update-network-
analyzer-configuration CLI &5,

BYAER  SXBAEERME. S, TGS REASBMZAERREIAE, BERERT , H
REOCRAELRED , XFEA INFO BiFER.

aws iotwireless create-network-analyzer-configuration \
--configuration-name My_Network_Analyzer_Config \
--description "My first network analyzer configuration"

YITEM 2RI D TERHEREN ARN A 1D,

{

"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:NetworkAnalyzerConfiguration/12345678-alb2-3c45-67d8-
e90falb2c34d",

"Id": "12345678-alb2-3c45-67d8-e90falb2c34d"

}
- EREREMYAR

EERFTHERTE , SFFHtrace-content 28, EEHMIBER , 55FH WirelessDevices M
WirelessGateways SEIEELEHMEEHEBNEE, ZEHEME. 0, U THSTBTHRE
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https://console.aws.amazon.com/iot/home#/wireless/networkAnalyzer
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-network-analyzer-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-network-analyzer-configuration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-network-analyzer-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-network-analyzer-configuration.html
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HRE , WEEEERMALHHERE  SLEFRHME WirelessGatewayID fl WirelessDeviceID
EBE,

aws iotwireless create-network-analyzer-configuration \
--configuration-name My_NetworkAnalyzer_Config \
--trace-content WirelessDeviceFrameInfo=DISABLED,LogLevel="ERROR" \
--wireless-gateways "12345678-alb2-3c45-67d8-e90falb2c34d" "90123456-
delf-2b3b-4c5c-bb1112223cd1"
--wireless-devices "1ffd32c8-8130-4194-96df-622f072a315f"

LT EHBERT TS

"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:NetworkAnalyzerConfiguration/12345678-alb2-3c45-67d8-
e90falb2c34d",

"Id": "12345678-alb2-3c45-67d8-e90falb2c34d"

B A8 o0 A 2R HE RE

BB S AR S EEE  EREUAREERNER , UREFEZEKRWIEKEA S EAFFME
BE, BIUELHERE% , ALl ListNetworkAnalyzerConfigurations APl 3 4ES list-network-
analyzer-configuration CLI as S EUSIE LA REMIEE,

aws iotwireless list-network-analyzer-configurations

HTEBRTERRE AWS 1RF HHFIEMRER D TERER. B LUEM max-results 28IEE
ERRZOEE, UATERYTERGTHNEL,

"NetworkAnalyzerConfigurationList": [
{
"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:NetworkAnalyzerConfiguration/12345678-alb2-3c45-67d8-e90falb2c34d",
"Name": "My_Network_Analyzer_Configl"
b
{

"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:NetworkAnalyzerConfiguration/90123456-ala2-9a87-65b4-c12bf3c2d@9a",
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListNetworkAnalyzerConfigurations.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/list-network-analyzer-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/list-network-analyzer-configuration.html
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"Name": "My_Network_Analyzer_Config2"

il B S B9 M8 % 20 A 2R AELRE

& A LLA DeleteNetworkAnalyzerConfiguration API #4E5§ delete-network-analyzer-configuration CLI
MR EERNHERE,

aws iotwireless delete-network-analyzer-configuration \
--configuration-name My_NetworkAnalyzer_Config

BITE@PTTIEELEEMNELH, FERETANER , BAUER
ListNetworkAnalyzerConfigurations APl &1k,
®rESR

RELCEVYMAROMEMERE , WUEARNAERIEREERE, MFFMER  F2EMEER
3 5 5T 48 3% 0 T 2R AE R

T8 B R I AT RS o0 AT AR AR R

VA ERMEEHE , TEBBEMALS, BREFH —EEZBE 2 TE5H%. AWS loT Core
for LoRaWAN &% %8 NetworkAnalyzerConfig_Default 38R LLAHRE | Bt B L iRE, £/ E
BECERAMERES TR , LEBREaBHIEELRN AWS RS,

A LSRR EE RN ERE L TEREARRE, ERTR LoRaWAN £ER LoRaWAN BB, ZEHE
BERMEEMAE , FEABRRENEREERFR.

HERE
1 70N

HRETHRE , FARERNEERGAR , ARMAEHRALS . KIEHRASBR R , SHALA
Al THI28, UERMARME RN EIE B S &ER.

E

X3

. ERE

HERERERFASABREEERNERET . EREAFRRARBA , A REHEMBE AR ER R
KEZEBHA.

- HEER

IBALAAR Info (B ) =R Error ($5882) A , tL AT LABABAGC 8% TN EE
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/delete-network-analyzer-configuration.html
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* Info

AEEEMRA Info (BF) WBFRENME , YEAESEFEERRHMERNBFRER. EAEENA
A AREARERFERENRE,

@ Note

WEEFMANBEREREEERANEAE, MEEENFMEES , FFSB AWS loT Core

- $HER

HESE MRS Error ($853) M ARBAAFMARSERERET. ERAEAREER PINEEE
RREEER) B, BRITAEREL R, RHAFAREBFHERNER , BB L HERERE
RAVERRR o

DB R

EFBERCA , BAELBEERNEERNEE A AWS loT Core for LoORaWAN, INEFEME
F, F2EEBEEMNEEERESE AWS loT Core for LoRaWAN,

#i8 BRI fE A E 12 A ERARR o AT ER AR

A LAHTIBEIR |, A AWS loT A AWS loT Wireless APl BiT:Z2HAZS 8., BRTERZH
BB L REBARERES EEEHRMALE,

FRERIERE (TR

1. FRLAWS loT TSR D T2 PR , REBBEFPERR D MERERE
NetworkAnalyzerConfig_Default,

2. &2 Add resource (FT18ER),

3. HAERFENERRERTHNHEEEEZNER, B&Z LT 250 BAERRAEREREE,
HEMEER

a. i View gateways (B2 FIE) = View device (RIREE) REIZH , EFECHIEE AWS IRF
MREMEBBE,

b. EREEERWHEBHMEN WirelessDeviceID 5 WirelessGatewayID , A& AL FE
IR BISE,
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https://aws.amazon.com/iot-core/pricing/
https://aws.amazon.com/iot-core/pricing/
https://console.aws.amazon.com/iot/home#/wireless/networkAnalyzer
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c. EERBEIIER , 55E1F Add gateway (FTIBEIE) = Add device (FTIBEE) , AR B EIRE
EREE, NRTEEEERHENER , 55121 Remove resource (BBRER).
4. IWAABEERZ R , FFEE Add (¥718).

LEERBIMRPREEFEINENEENREHNE ., ENATUREFERENKE , 52
BAEKAS THEERAL. RBTERRZR  EEMEER , RLAFEHATHERER,

TREEERE o MTERERE (E128)
T R o MERERE , WRERTEFABRAS BN EREAMN BEER.

1. BB AWS loT a0 P iE , ARBIFRR D HERHERE
NetworkAnalyzerConfig_Default,

0. JRIZ Edit (IR ).
3. BEREERAELEAILMA Selelct log levels (ZELAFER) , ANBEZEEARNEMARHWASE
&o 1EE Save (EF)o

CRERES TEEEHHAEREE B O S HENERRE.

|

FIBERIER API EXTHEEE 2 H7 SR A 8

WA LUE AWS loT Wireless AP #&4E3X AWS loT Wireless CLI fip 5 3R 718 &R I B 3 #88R 0 25
HHRERVFARESRE,

- BEFWERLEHAE OITESMERE | FBFEH UpdateNetworkAnalyzerConfiguration API 2 update-
network-analyzer-configuration CLI,

« ¥TBER

HREFBHEGZESE | 5568 H WirelessDevicesToAdd A E M WirelessDevicelID
ERFTHRE, BREFEHEREE , BFH WirelessGatewaysToAdd B ARER
WirelessGatewayID fEAF R,

- {REBAHRE
EERBAKROIEEHEEE  FEA TraceContent 2 EHKIEE WirelessDeviceFrameInfo

2B FEA ENABLED = DISABLED , LUK LoglLevel 282 EHES INFO, ERROR =
DISABLED,
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/index.html
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-network-analyzer-configuration.html
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"TraceContent": {
"LogLevel": "string",
"WirelessDeviceFrameInfo": "string"
I
"WirelessDevicesToAdd": [ "string" ],
"WirelessDevicesToRemove": [ "string" 1],
"WirelessGatewaysToAdd": [ "string" ],
"WirelessGatewaysToRemove": [ "string" ]

}

- FEMSERERBNCHEERNENR , FHEA GetNetworkAnalyzerConfiguration
API| 4E= get-network-analyzer-configuration a5 5. IR D TERAENERE
NetworkAnalyzerConfig_Default EA#E A,

RESR

BEFBE R AHEREEFRZAHERRE , ETRIULEH WebSocket BAEEILEE AWS loT
Core for LoRaWAN HVEFRLAE B DT85, AR , BB A B MEEA B3 A 1R IR E TR BV 1B MEER
B, MEFHMEN , BF2EERBR I MEE A WebSocket 1B #EH B,

R A o AT RS A WebSocket 1B HEE R

EEH WebSocket BIAHER , AT BN ERAR 2 MESEMALS . FIEERE , RE=SH JSON
HREOE, MAEBMAER R , BuAMEAAEBF HY1=;=§E§J§$EB§E’J§5R&?3F%%“ o WMEFME
A, 2B WebSocket B E .

T EERERBRMEE D WA H WebSocket IBHEFAE

F&E
£/ WebSocket EAKFRLEBENFER
« WebSocket & B FARERS

£ WebSocket E4E R TA L EBMEFER
TXBERUNMAERTBLEEBNER , WESRTLUER WebSocket B35 R &% SRS
#% WebSocket iRV BURHTIE R IAM B &

= EME A WebSocket BAWHEFIBER DM , BEEZUTEHRHMERHFERH AWS Identity
and Access Management (IAM) &€,
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotwireless:StartNetworkAnalyzerStream",
"Resource": "*"
}
]
}

BIUFESHEEMN URL

A WebSocket FERE# URL , EF B ENERERXNME /BRI BARAMENE
. EEREFFHRNWE D , WebSocket B fEH Amazon Signature 5 4 lRIZFREHBHE R, WEHF
8 Signature 5 4 [REVEFHEFA , 5528 (Amazon Web Services —fi§8£) HHIZEE AWS API i&

S
B %4
“JNo

EENWMEROET , BEA StartNetworkAnalyzerStream 5K URL, AR LHIIRE IAM
AENBEEEFSR. URLEATIIRN , USHMESTRHAUEMATENY,

GET wss://api.iotwireless.<region>.amazonaws.com/start-network-analyzer-stream?X-Amz-
Algorithm=AWS4-HMAC-SHA256

&X-Amz-Credential=Signature Version 4 credential scope

&X-Amz-Date=date

&X-Amz-Expires=time in seconds until expiration

&X-Amz-Security-Token=security-token

&X-Amz-Signature=Signature Version 4 signature

&X-Amz-SignedHeaders=host

FEALLTE#%ES Singature 5 4 RS -

« X-Amz-Algorithm : BE#HERFFFEANESE X, HE—BANRNES AWSL-HMAC-SHA256,

« X-Amz-Credential : EBFEFZHNEHR ID NBRBEETHFIANUARERE (1) 2BEHNFHE, BE
#ETIE YYYYMMDD X B HI, AWS B, BREBBAISHKKILF S (awsd_request).

« X-Amz-Date : ZFEME ] A HHREER, K8 (Amazon Web Services —fif£#) = Signature 5 4
R AP YRR B HAYE R A B HABERG .,

« X-Amz-Expires : BEERHBRIHESLEE AW AEN). ZRAEA 300 ¥ (5 218),
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https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-date-handling.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-date-handling.html
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« X-Amz-Security-Token : (ZF) AR RIFZ £ BEMN Signature 5 4 iRFERF. MRBIEENSE , F
BHBOSEERE '}2'4:' MEFMER , FZE (AWS Identity and Access Management i & 1§
M) PHBERERZLEE.

« X-Amz-Signature : 2 BFERPTEKRY Signature 28 4 [REFE,
« X-Amz-SignedHeaders : ERAFREVHER , FIRENEHE, HE—BMES host.

BEHER URL AR E I Signature £ 4 (R#EE
EEAMBRER URL X1 Signature 2 4 [REE  BFEATITR, SLEHFIREREXE,
51 BAUIERER

BYFHR , AP IERBEWERNENRA (EAEENMER), ETHERE AWS IRBIFERE , ATLETE
HIBE 5% 3 FTEEE PHELNMEEEE, WHEFHMER , 528 (Amazon Web Services —fi%
$%) FM A Signature 58 4 BT EXFER,

1. EERARXPERFRNEH

# HTTP verb

method = "GET"

# Service name

service = "iotwireless"

# AWS ##

region = "AWS ##"

# Service streaming endpoint

endpoint = "wss://api.iotwireless.region.amazonaws.com"
# Host
host = "api.iotwireless.<region>.amazonaws.com"

# Date and time of request

amz-date = YYYYMMDD'T'HHMMSS 'Z'

# Date without time for credential scope
datestamp = YYYYMMDD

2. BINIEXM URI (FE—EREBR ). EX URI 2NRBIEEEHFEZEHE S URI,
canonical_uri = "/start-network-analyzer-stream"
3. BUFABENEHERFRE, mEIEEXEFEEHEPNERE \n.
- MM NBEREER , AEEESHR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-create-canonical-request.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-create-canonical-request.html
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- AREENINERsRNEBSE. TEEESEAENEEFHFE.
o MEAFETE—4T (\n)o

canonical_headers = "host:" + host + "\n"
signed_headers = "host"

4. EEEVEAFEMEERE L, BMAMSEH SHA-256,

algorithm = "AWS4-HMAC-SHA256"

5, BURBEMNEE 6 BITANESREBERENREFROBH, BEMBRE.

credential_scope = datestamp + "/" + region + "/" + service + "/" + "aws4_request"
6. BUEXEHFHE, EHAFHREHLER URL B AL BHERF,

- MBFAFREENSHEBEESF. EREEABNZHERAERF. S, AABEFE
FRENSBEE  RENNEFZE b RENSBEE .

* URI fmiSTBEFATT RFC 3986 FTEZMEMARAEF T : A-Z, a—z, 0-9. BFHR (-). KR
() AE(.) MBARRFR (~)o

- HFTEHMER %XY WFRHTESLLER , HP X MY B+HAREMFT (0-9 MKE A-F).
flan , ZEF T AERES %20 (MIEGELFEBLEBHRIPRER "+, ), MK UTF-8
F T ABFEA %XY%ZA%BC %X,

- H2HETNEASR (=) FLETEERER.

canonical_querystring = "X-Amz-Algorithm=" + algorithm
canonical_querystring += "&X-Amz-Credential="+ URI-encode(access key + "/" +
credential_scope)

canonical_querystring += "&X-Amz-Date=" + amz_date

canonical_querystring += "&X-Amz-Expires=300"

canonical_querystring += "&X-Amz-Security-Token=" + token
canonical_querystring += "&X-Amz-SignedHeaders=" + signed_headers
canonical_querystring += "&language-code=en-US&media-encoding=pcm&sample-
rate=16000"

7. BUEARWHME, BN GETHXR , REAZEFH,
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https://datatracker.ietf.org/doc/html/rfc3986
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payload_hash = HashSHA256(("").Encode("utf-8")).HexDigest()

8. WEMALEREMYERFBR,

canonical_request = method + '\n'

+ canonical_uri + '\n'
canonical_querystring + '\n'
canonical_headers + '\n'
signed_headers + '\n'
payload_hash

+
+
+
+

FH2: BEUEHENFH

EXBNTRTEERENBROPRER, ZET —ESBRTERBREER , FALFREA, NF
HHMER , F2E (Amazon Web Services —fi¥2E) FHR I Signature 5 4 lRPWEAFH,

string_to_sign=algorithm + "\n"
+ amz_date + "\n"
+ credential_scope + "\n"
+ HashSHA256(canonical_request.Encode("utf-8")).HexDigest()

% 3 : FTEEE

RIEH AWS ZEENMSRITEXBE SR, ATRHFAEENARE  ITENSREEENAE,. BRK
M AWS EiF, BERATENSBREBFER. MEFHMENR , F2H (Amazon Web Services — %
2%) FH A AWS Signature % 4 lRFTEZEE,

HREXNBRERESEE GetSignatureKey HBIRITEHESB, WEFHEANEH Y , F2HE
{Amazon Web Services —fi§2E) HFHIMMHLTE Signature 2 4 IR HEBZ/EHI,

B2 HMAC(key, data) f£&X HMAC-SHA256 & , e #UEXEEER,

#Create the signing key
signing_key = GetSignatureKey(secret_key, datestamp, region, service)

# Sign the string_to_sign using the signing key
signature = HMAC.new(signing_key, (string_to_sign).Encode("utf-8"), Sha256()).HexDigest
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https://docs.aws.amazon.com/general/latest/gr/sigv4-create-string-to-sign.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-calculate-signature.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-calculate-signature.html
https://docs.aws.amazon.com/general/latest/gr/signature-v4-examples.html
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F5 4 . BEJBEARNNERRLEEILFER URL

BHEREZE R BEENEIENFTE, MEFMENR , 5528 (Amazon Web Services —fixZ:
Z) PHFEREFTER.

#Add the authentication information to the query string
canonical_querystring += "&X-Amz-Signature=" + signature

# Sign the string_to_sign using the signing key
request_url = endpoint + canonical_uri + "?" + canonical_querystring

BESR

BIRMTERAEAER URL E28H) WebSocket BNE , AMERRFIZHBRIEEALS ., MEFHMAE
A, EFSBWebSocket FEFARRETS,

WebSocket A E FARRETS

BYFALEBRBENFRZRE , LA LERAFR URL &M WebSocket BEXERB S BEARFTESH
BXE , MRBREFER. IFUMEELREARZFRNFMES  F2H £H WebSocket EAEK
BAEEZRFER.

WebSocket 12

AT LA A WebSocket BAAMER Y & MER, ASTUEAFHRERMIIREE  ©aIUREERER
AR, T8 , BRI MBERAZERARBZEEINAFRVAR . BIMEAFRERNEMALR , &
AERBRAFE , AIfAAR2EE B BIBIR WebSocket iR,

B RIFER LA B M S TR , AARESEL JSON EEEE | BNARS, NESERRNFME
EH , AR WA AWS Management Console RAAEHEFAS. |, F2E BRI SRR 9 e B
KRB B 5.

WebSocket AR BETS

TXERT ARSEZAHEIRBEFAN WebSocket iREETE, WebSocket AR RENSIBEELR [EERABAN
RFC 2%,

TXERZ X EAIRER

+ 1000

EEMEBRREFBEA , KREEIL WebSocket ERREBESTHRAER, B LHERERMHE AT #E
FiRRE | EEERERRE
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https://docs.aws.amazon.com/general/latest/gr/sigv4-add-signature-to-request.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-add-signature-to-request.html
https://datatracker.ietf.org/doc/html/rfc6455#section-7.3
https://datatracker.ietf.org/doc/html/rfc6455#section-7.3
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+ 1002

Ik AR RE RS 2% 7 Ui 366 (K B AL i T 8 BR T 4% LB AR
+ 1003
BAREBRRERAE , HEP MR ZRNERENEZRIMRILER, REEXEXFTER , W
REWI—HUASRRKEEAFTIERANAFRVALR , ATRESEREMRER,
+ 1008
BAREB R NERAE | HPinRKREER EBERNVAS MK LLER, WRES—KRIRE &L

fiARRERS (4N 1003 5 1009) T EAKE R, MRFERHBRIBEAY (FINHZBH) , e
R IEEARRE

+ 1011
BAREB R R IERAE | ERARFEREZAFERNBERHNARMER , EBREEHEFRMK LE
#Ro

®rESR

BELCEEE T MAEKFELEZNGR , ARMMAEER WebSocket iR REEMIRBFNAS ;
TR, S LBAERALS , YEBERERRENEREEERNALS B, NFEFMENR , F2
B8 BN AR A 4R 3 BE 12 M BR o0 #T 2R IE MRS B 56

BB A 4 30 EE 42 BB 20 AT 2R IE ME LS B 5%

MREKERFEEMEROMFMERE | ATIRBERAR  BRERERNERAR. EUER
AWS Management Console, AWS loT Wireless APl 5 AWS CLI,

B R

EREE DR AERAS 28 , BLHEER
- CHEEERNERIARNOERDTRER. NRFREF  F2RMEERIL F B MERE

- f£f StartNetworkAnalyzerStream 53K URL £ EFE A HBHNFER, BEAIRHLLERD

AWS Identity and Access Management & RFRBEEFR. NHFHMEA K F2RELELESE
# URL,
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EA EE2 A RAERAE

& ERMAERAR
1. BB AWS loT FIZ SV D Mz P , REEBIFME D a8
NetworkAnalyzerConfig_Default,

2. EH D TESAAREMEH A E R B , iB1E Activate trace messaging (BXFBHEFEHER) , REBIEE
Activate (BXF).

FEBBERENAE  HREFNERASEEERETRAT,

(® Note

AETERERRBE®R , BWEHAETRESELFEINRE , EREEHTERERSE#AE
MTERSER AL, MEEEWFHFMENR , 528 AWS loT Core EE,

AR A BB M R

BABKIAE 2% , MEEI WebSocket E#F , WEEIRHREMRAS (RALBEKRFAL), EALL
BiIRERE 6 BEEESEEAPENERASHE  YERRSERASHNMEEMEM. Sl , &9
ABRTIEMFAE B , BT Log level (AFEEMR) 5% E K ERROR HWEFRFEEIR , LB RIE S5
MEEFENER, BERASIETIER.

- Message Number (FAEMRER) : H—HRS K TERRERINVSZHAL.

« Resource ID (BJR ID) : ERNWERFEREREE ID,

- Timestamp (RFRE&ES) | WEIFA BRI B,

« FAE ID : AWS loT Core for LoORaWAN 1845 & Bl UK 2 #9 57 S 9 35 B 7

« FPort : 5/ WebSocket iE#R 2% BB B REEIR,

 DevEui : EARE B AR — BT (EUN)

« Resource (BR) : THZEENERSEREENB/RFES — K.

- Event (B4) : BREBEAFALENEML , AELE Join (MIA). Rejoin (EFTHN
A). Uplink_Data, Downlink_Data = Registration (F£ffi}).

* Log level (B5EB#Rk) : £& INFO =X ERROR HiEE FHEREEA
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https://console.aws.amazon.com/iot/home#/wireless/networkAnalyzer
https://aws.amazon.com/iot-core/pricing/
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W& Hraz JSON BEFAR

"Rﬂz_ll«l PRE—EERTALS  UREZFAEN JSON AEH, RIFEEEBHAS BFETZIHNA
B, &% JSON AEHPFIRTEIE 2 B2 HEFA - CustomerLog H LoRaFrame,

CustomerLog

JSON K CustomerLog o ERREWASNERERNBATE. BFBERUARALRE. THEH
B 7R CustomerLog HEEFAE. B LAEHA JSON Y message MBS B IR ER AR AN fR IR EEER
EEMRER.

LoRaFrame

JSON 9 LoRaFrame %% E%& Message ID (AE ID) , Y E S £ EERAHNEFDEERNHEEE
Ao

o HERERASNESE.

export type TraceMessage = {
Resourceld: string;
Timestamp: string;
LoRaFrame:
{
MessageId: string;
PhysicalPayload: any;
WirelessMetadata:
{
fPort: number;
dataRate: number;
devEui: string;
frequency: number,
timestamp: string;
1,
}
CustomerlLog:
{
resource: string;
wirelessDeviceId: string;
wirelessDeviceType: string;
event: string;
logLevel: string;
messageld: string;
message: string;
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}I
};

BRENRESR

EAHT , CERREHAL X THRNAEHELEARRFE, REMEASR , BTN

- FRERFAR
HRBBEEEEMBEARS , BULERERAS THER. F/HITFEREREHE WebSocket &
R, TRRIREIHMERAS . SNRATUEERRTZETNREAL

- REHAEHNEREF
B ARBRER O MEBRARE, EERTEFREREAUNREEFAENBFER. EMEREZA , B

ZRERERAS TR, EEETELRE , B AWS loT T4 PHMRE S HTERFHER
BEEIER Edit (REB). AR , EUNERAMNERRERENRERLE , WREEHASRES EFHA

/N0

- MTBERIARE

BB RS TERARTHEESLER , YAIREREEER, BHZAUMEEML 250 EE
REEBNEREEER. BEMEER , 557 AWS loT % EPEI’JﬁﬂE% AT ER AN E A R ERE
Resources (BR) R5IE®H , REIZE Add resources (FBER), A% , BULIERAFHFEREFMA
B, TREERARREFEHMERNEHRAS,

WERREBREEBERRENEERRENMR D R[EBNFAES , 2R FEE RN FHE
5% 0 Hr 2R AE G

ERMERE D Mres | SN S RBEEN FUOTA EREIT R 8 5 Bk i#

Ba L B IR M EAR E R EFE LoRaWAN &, LoRaWAN BEMZBEE, SHTLERBK O
25, #H¥ FUOTA M MEMEEE T EENEHEEAE, ST LE FUOTA E4HTREE R B i e
RE., EREWMAREEHHEBOAR,

BEER FUOTA % , IREBRISLREE  CL AR SBFEANXBFEAPHNRENEEMAR
D ERERE, BHELERBEREFANSHERES , UEHAE FUOTA EBETRESEFENEES
RPWEBRNZE TN TITAR

FEERSRERE BTN CMNTEERRoMRER  YEASHERET , srHEEEELHE
MZETITASETRELM, NFHBERMARGHE (HPEAERER) WEEETREIS® &
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https://console.aws.amazon.com/iot/home#/wireless/networkAnalyzer/details/NetworkAnalyzerConfig_Default
https://console.aws.amazon.com/iot/home#/wireless/networkAnalyzer/details/NetworkAnalyzerConfig_Default
https://console.aws.amazon.com/iot/home#/wireless/networkAnalyzer/details/NetworkAnalyzerConfig_Default
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UM EEEBE S MBREETIRELRE, FEEEREREPERENERET A FREBEREENE
REF. WHETRARIHSBERHENMAZFENREETE S VNERMNMDE

T & BRI E MRS 0 #Tas | St ZBEFEN FUOTA EF5ETHEE ML B HERE
ES |

- SHHHETSERER FUOTA B ETEE

- S BB ZIEEEN FUOTA EHETEE

- SHHEERMASEREENEEETHIE

- S SBEE TFEBETEE

SHEMETSRER FUOTA E5ETHER

B LAE B OTES | $H¥H R A LoRaWAN £ EHIBEEHH FUOTA T ESE. NELELE
M8 E FUOTA XA EN , B2 SEENZ HEXREENIEE FUOTA £7# , WHEE FUOTA
TEREER., » BESHE FUOTA EETESE BT TYIEE

1. BBEREENEREARBEYMERSMHFMERE , UELTUEEBETREZREEIRN
FUOTA EATMTF{TAL.

2. B FUOTAEBHFHNREMNEZ\HONR[ERE , FEAREAEEREERIB,
3. WEEKFE , BAHEWERseRERTEENERTAS

EEMASENAR applicationCommandType #H , i RIBWEERHEH M2 REREMHBHNE
BTTAR,

® Note
MBEEEBASRKEDETRE applicationCommandType # , BRI IR R ELUERES
FR AR

& 8] LLFE WirelessMetadata > Applicationinfo TH) JSON BHiEAEHE R
applicationCommandType MEMEFMHALS,
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S BB ZBEEMN FUOTA EHEITRER

A RPEBROITEE | st EEZIEEE R LoRaWAN £ BB E AN FUOTA E4KETEE,
MESEBEFHIEE FUOTA EHHNMBAEN , B20E KEBNZHEXFEHRIEE FUOTA E5# |, IF
HEE FUOTA TEMEER, » BESHY FUOTA B ETESE BT TIILER

1. RBEKRZENZEFENEREFANSEEREARE , LBMLMAK D HERERE.

2. B FUOTA M ZEHFHENEZTMRONMSEE T EAFHESEHEARIG, BEAS
BERER , B LASETE FUOTA R ETIREZEFHEMNIEERAEN FUOTA MREEHAFA
BEIT(EEE,

3. BZERBEPNEBETEEZMROMSMERE  FEAFHEEREERRG. ZBRBERENR ,
BT LA EEEE FUOTA AR ETHRNEZBEEESBN LT TTAE,

4. RBEKFAS , RREWERSMEEEPEENSBHENBRAS

A& B LURREMAE  YHEETESE  FEAFEHERRASREN
applicationCommandType # , ¥ {FfH JSON AFAETMFMET , W HHETSHEN
FUOTA E##1TEEE PR,

ST ERMASBHANEEETHE

WO LA D ITEs , S EEMAZSEBEENEEETES WEAEEFNEEZBEAEANEREE
A, ESEREUSHEEFBEURGEEHEEEHE, EEHHZSBRBEETERE  BHTTYE
B2

1. RBEREZENEREFAREMERDMERERE,

2. REBRERNEENTHEZEROMBERE , FEACRAERREERS.
3. RBEHFE , RuERERsslEhEENERTAS.

4. HEEHEFRETNEERBEMRAS <R  FHSEERESBEIERE M ER,

S SIBEE TERBETHE

BT LAERBR DR SHSBEETERRETHRE, IFFAET  F2REER TTHASEE
EZHELFETNEE, FEHWSBHETFERBRETRIE, BT TIIER

1. RBSBEHENSBEREFARELME D HRERE.
2. REEERNZEFATEEZMBIONBERE , TERERESBHERE.
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3. ZEI/ERERMEBE , BRDEMAS  BHHRBVSERETERBENEBRIAS,
4. FEBR\EMABREHERNVALERN JSON BFEAL , BB ZBEHE TERER N B2 EE,

EEMAERED , MulticastAddr S EHE/RTE DevAddr #H, £ JSON BEFAEF , Bl
BEMAL | HlINTE WirelessMetadata > Applicationinfo T# MulticastGroupId.

AWS loT Core for LoRaWAN FJTH VPC i% % (AWS PrivateLink)

& A LAEIB Virtual Private Cloud (VPC) R/ E VPC i 2 (AWS PrivateLink) E#E#EZE AWS loT
Core for LoRaWAN , M 3EEIB LB BB EITIERE, A VPC M HImEHE , VPC fl AWS loT
Core for LoORaWAN Z B BEAE T L 7E AWS #RR R Z £ HHET,

AWS |oT Core for LoRaWAN S #E# B AWS PrivateLink 3 fiT# Amazon Virtual Private Cloud 7\
2, 5@ VPC mEEESH — B2 EEEMN VPC FHEE LEEFE IP it VEMH R A ERER R, W
THMER , 28 (Amazon VPC ERAEIEmM) P E VPC inE (AWS PrivateLink).

WFE VPC MimFAVEFHER , 2B ERE Amazon VPC,

WNEE AWS PrivateLink BIE¥#IEFA , 552 B AWS PrivateLink ¥ VPC % 2,

AWS loT Wireless VPC i B ZEE1E

FRE AWS IoT Wireless B/ VPC BT , 2448 (Amazon VPC EREER) PN EHE
B BR &,

AWS loT Wireless X EREH VPC RILEFTA API Bi#E. AWS loT Wireless %18 VPC i B
F, BIBEFESR , BB BEYETEEFZE AWS loT Wireless, MEEHMELR , 528 (Amazon VPC &
AEERE) PEH VPC ik 2hi2 &8 R 7 E

AWS loT Core for LoRaWAN PrivateLink 224§

THERER AWS loT Core for LoRaWAN K Privatelink 2848, LtZR#EMFE A Transit Gateway
F Route 53 2=, , £ VPC. AWS IoT Core for LoRaWAN FRAZHBIRIE 2B H AWS
PrivateLink N Hix 3. XEHE VPC N HIHHWERE K SRV EFMANEREE,

LoRaWAN VPC #: 2 144


https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html#what-is-privatelink
https://docs.aws.amazon.com/vpc/latest/privatelink/endpoint-services-overview.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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5 @ § loT Core for
X )

f | ‘  LoRaWAN
PrivateLink; i
| S interface Control plane :

API PrivateLink R :
Service

Cl|ent N N e e :
1 @ Availability zone 2 1
I

loT Core for
E 5 LoRaWAN
PrivateLink, |

' interface ! LNS ;
A = | f = i PrivateLink e |
= L = E Service
| ! E | : Availabiity zone 3 :
LoRa gateway on  AWS VPN/Direct | ! AWS VPN/Direct ; @ Availability zone 3 ;
premises Connect | i Connect i : |
Pl A @ | loT Core for
A | \
N8 ! LoRaWAN
PrivateLink; H
interface CUPS
PrivateLink L i
Service

AWS loT Core for LoRaWAN i B

AWS loT Core for LoRaWAN E=ZELEwH. SEL BRI ELHEN VPC M HIKR. N FimET
A EARFHFTEMERNYHIRS, NEELIRHNWHEEBEN , F28 AWS loT Core for LoRaWAN
API i 2,

o J2ESEE AP i 2

Al LA E &I EE API i 2EEE AWS loT Wireless APl BB, &AL fEH AWS PrivateLink , #&
Amazon VPC FEEER A F iR FEUE Lin 3,

o BERFME AP i 2

BRI PE AP 532 LoRaWAN #BEERAR3E (LNS) SARABREERSBATRAREE (CUPS) B , AT LA
FAIELEK B8 AWS loT Core for LoORaWAN LNS # CUPS i B E 8. Lﬁb“%ﬂuﬁé LoRa FEMR
HEBRFE , TEAER AWS VPN 2%, AWS Direct Connect. #&RREMAZE AWS loT Core
for LoRaWAN B , SBATLUEUSIE L. MBEFMEN , FSRGREHEE AWS loT Core for
LoRaWAN,

ES- |
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https://docs.aws.amazon.com/general/latest/gr/iot-core.html#iot-wireless_region
https://docs.aws.amazon.com/general/latest/gr/iot-core.html#iot-wireless_region

AWS loT Wireless HEASER
« AN AWS loT Core for LoRaWAN 4| H API % 24
« BIA AWS loT Core for LoRaWAN &R E @ API i 2

I AWS loT Core for LoRaWAN 2 &|SEE AP % 2k

O] LAEFH AWS loT Core for LoRaWAN #2%EHE API s 2582 AWS loT Wireless API E &), a0 |
& 0] f5E FA I iR B 3R #9T SendDataToWirelessDevice API |, # &R # AWS loT &% E LoRaWAN &
B, MEFHMMET , 5528 AWS loT Core for LoRaWAN 324 E API i 2,

A LAfE A Amazon VPC HREEE M A Fik , FE AWS PrivateLink 2RI 4| FEiw %, S LER
ELUR S |, FEiB Virtual Private Cloud (VPC) Y ST H ik $iEEZE AWS loT Wireless APl , TI R 2iEiB
N 1T E B,

EEMAZSFEIRE

o B IRE Amazon VPC FlF#35%

o EFHBEBPEE Amazon EC2 #1T{EEE

o 3 Amazon VPC /M H %2

o SBIER R ER ) H i BV E AR

B8 Amazon VPC FFiE%&

HEALUEER M Em R 2, SBERY VPC MFHE. AR, SELHN FRERPE EC2 #1TE
B B LMERRSITEREED N ERR.

EEEITZH VPC :

1. BEE Amazon VPC &M VPC (VPC) EE , A%KIE#E Create VPC (1 VPC),
2. 1 Create VPC (321 VPC) EHE L :

B A VPC Name tag - optional (VPC BTB1ZH - &) WA (70 , VPC-A),

. £ IPv4 CIDR B#5h8 A VPC B IPv4 {4 &8 (5i10 | 10.100.0.0/16).
3. REHMBUMNTERE , A& 1EFE Create VPC (21 VPC),

EEBRVENFEE
1. EEZE Amazon VPC X &M Subnets (FHBE) EE , R&1EZ Create subnet (B F#HK).
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_SendDataToWirelessDevice.html
https://docs.aws.amazon.com/general/latest/gr/iot-core.html%23iot-core.html%23iot-wireless-control-plane-endpoints
https://console.aws.amazon.com/vpc/home#/vpcs
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2. 7£ Create subnet (81 F#8i%) EE L :

- §¥ VPCID , BELHEELHN VPC (I, VPC-A),

¥ A Subnet name (F#XKAE) WERB(HIW , Private subnet),

- BIEH THAMKIZE Availability Zone (7] F [E1).

* 7£ IPv4 CIDR block (IPv4 CIDR [E##) H#s A FHBERE IP thit[EH] (Hli0 , 10.100.0.0/24),
3. BEERV FRBYAEHIIEE VPC , 55:&F Create subnet (3 F#5%).

MEFEFHMES , FSEEA VPC M T8

£ F#38& P & Amazon EC2 #1T{EEE
EZEMBEH EC2 #1TEEE

1. BB % Amazon EC2 £ & , AR%IEE Launch Instance (B{ B 1T{E).

2. $H¥ AMI , J#12 Amazon Linux 2 AMI (HVM), SSD Volume Type (Amazon Linux 2 AMI
(HVM) , SSD ®if& EEH) , AERIEIEF t2 micro MITEREE, FERTHTERFHEN , FEE
Next (—F_ﬁ)o

3. 7 Configure Instance Details (X EBTERFFMEN) EED
« ¥ Network (#88§) , BIELBEEILR VPC (0 , VPC-A),
 &t¥ Subnet (F#83%) , BIELHEEMW FHEE (Bl , Private subnet),

« #H¥ IAM role (IAM &) , BIZE & & AWSloTWirelessFullAccess &R FZIBERE T AWS loT
Core for LoRaWAN, MFEFMEN , F2MB AWSIoTWirelessFullAccess BRI E,

« ¥ Assume Private IP (BRFBFAE IP) , £/ IP bt |, 180 |, 10.100.0.42,

4. &1F Next: Add Storage (F—%5 : #iBREFHE) , AEIEIE Next : Add tags (T —F : FIEER), &
A DUEE M i 3T AR ER |, EIRR EC2 BITERE BB, 1E1F Next: Configure Security Group
(T—% : RERELEH).

5. £ Configure Security Group (BREZ &) HEF , REEARFTFNWLZLEHA -
- MIIRE All TCP (FTE TCP) BRA 10.200.0.0/16,
. #IIRE All ICMP - IPV4 (FFE ICMP - IPV4) BIRUA 10.200.0.0/16.
6. EEMBHTERFMEALE EC2 H1TE , 752 Review and Launch (BB 2 4F),

WMEFHMER , F2B Amazon EC2 Linux #{T{EEE AP,
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html
https://console.aws.amazon.com/ec2/home#/
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTWirelessFullAccess$serviceLevelSummary
https://docs.aws.amazon.com/AWSEC2/latest/userguide/EC2_GetStarted.html
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37 Amazon VPC 1\ E i 2

A LLA VPC B VPC in % , RETLUEIR EC2 APl REEZKnH,. FEETIRE :

1. EEE VPC Endpoints (i) T E , REiERZF Create Endpoint (B %),
2. 7 Create Endpoint (&3 ix %) BEEA , IEE T HEH.
- EEFRBEEAN AWS R

- &H¥} Service Name (FRIEE ) , MABHET iotwireless ETE S, EETW
iotwireless RRIFES , FFALKNEEZRZLRSITEH AP wE, HWENKXE

com.amazonaws.region.iotwireless.api,

 #¥ VPC M Subnets (F#8%) , EEEEHEPETN IR VPC , U BEH PR in R EKAY
AAESE (AZ),

® Note
iotwireless R W aeE L EMETHESE,

- &¥f Enable DNS name (B{f DNS &) , i##E Enable for this endpoint (% Lkl B RA).

BIZRIES B BT DNS , Y7 Amazon Route 53 Public Data Plane FE & H , LUEZRTHE
% A AGRIGERREY AP #6838 Privatelink 3 2o
- &H¥} Security group (Z£8HH) , EEEHEBKEBEN AR LBHNREHE,
- ZBALLUEEMHFTESBRER. EREEAREIRMEEBRNEBEL,
3. EEHE VPC %% , 551242 Create endpoint (3w E),

R R SR B2 ) TH o A Y IR AR

EO] LAE SSH FEY Amazon EC2 #1T{EIE |, sRAEER AWS CLI LUEIEZE Privatelink 7 HE w2

HEEEENERBZH , FHEMEE Linux LR%E, FHAMERETE AWS CLI 5 2 iR F R HY IR R
TH &K AWS CLI i,

T B EEFIRE R A fE A CLI 3RRIE R B2 57 TH o R Y I AR

aws iotwireless create-service-profile \
--endpoint-url https://api.iotwireless.region.amazonaws.com \
--name="'test-privatelink'
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https://console.aws.amazon.com/vpc/home#/endpoints
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2-linux.html
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TR RBITIR SRS,

Response:

{

"Arn": "arn:aws:iotwireless:region:acct_number:ServiceProfile/l1a2345ba-4c5d-67b0-ab67-
e@c8342f2857",
"Id": "la2345ba-4c5d-67b0-ab67-e0c8342f2857"

}
B , BRSBTS S , REGRBREREEFARI HATRARIERERE.

aws iotwireless get-service-profile \
--endpoint-url https://api.iotwireless.region.amazonaws.com
--id="1a2345ba-4c5d-67b0-ab67-e0c8342f2857"

T BIEER list-device-profiles #r5 B &34l

aws iotwireless list-device-profiles \
--endpoint-url https://api.iotwireless.region.amazonaws.com

IN A AWS loT Core for LoRaWAN & ¥ EmE API i 2

AWS loT Core for LoORaWAN BRI FHIHE T E T HiwE ., SEMNEERIEZE AWS loT Core for
LoRaWAN B | T LIESELin S, MEFMENR B2 SHEHEE AWS loT Core for
LoRaWAN,

« LoRaWAN #EE&mAR2S (LNS) ¥ 2k

LNS i B HI& XA account-specific-prefix.lns.lorawan.region.amazonaws.como
BRI LA AL EL |, REBIL AR LoRa LT T ITHARRIER,

- VHAEEREHAIARET (CUPS) U2k
CUPS in BN A account-specific-

prefix.cups.lorawan.region.amazonaws.com, EA LA LIHEARBEENBREE. Bk

EENHBEN.

WEFMER |, B2 FEH CUPS # LNS B E,
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EESREAR AWS tRF # Region WERFHE API ing , FEAEEERM get-service-endpoint
CLI 85 GetServiceEndpoint REST APl, fNESFMEA , 5528 AWS loT Core for LoRaWAN
BERFE AP| in 2,

B A LUEE R EEFE LoRaWAN FEiE |, LL{EEE AWS loT Core for LoRaWAN i EEH. EEEZT It
R HAMEA VPN ER | SRR EREEEE VPC 7/ AWS IRE, A% , BT LLE AWS loT
Core for LoRaWAN VPC H Privatelink 12419 & ¥ F & ik 2E .

T SURE R A AN A IS £ v R o
« BV VPC N EmBMMALAEE EE
« £/ VPN #§ LoRa REEZEEH AWS IRF

BY VPC MHmHMALETXERSE

AWS IoT Core for LoRaWAN EREE R FH xS - ARREEH[EREE (CUPS) 12 LoRaWAN #
BRI ARES (LNS) i B, B EREEMERIA Privatelink BN ERFER , AtEMERRAEBE N
/8 LNS 25,

HRENER FHIRE , LoRa BEH LEEESE| Amazon VPC FH9 AWS 1RE |, AREBERE| AWS
loT Core for LoRaWAN VPC ##J VPC i B,

R B R , DNS 2B A E —{@ VPC RETHMNT , (BB ZE VPC #1THN, EERE IR
5= AFAH DNS |, 5515 A Enable DNS name (B(F DNS £18) 82 E. BAUERALERERESE , XA
RMEEEE Route 53 t{a &t ¥ VPC EIFE DNS EHMWMEEEN . EEHABHBRERLA VPC , &
A LABE A Route 53 TR HKIFHBIES DNS,

EETRLER , BHITUATESR
« B3 Amazon VPC FFi#B5&

« B3 Amazon VPC N iR Z

- RENLEFRERESE

« ERE Route 53 EA#MTER

- BRESR

3 Amazon VPC M F#8

B L EEERESEMAZE FHiEEEE M Amazon VPC M F#35%, MEMRBEN ,
&1 Amazon VPC FF#85

3
&h
=
|m”‘u+
<t
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iotwireless/get-service-endpoint.html
https://docs.aws.amazon.com/iotwireless/latest/apireference/API_GetServiceEndpoint.html
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https://docs.aws.amazon.com/general/latest/gr/iot-core.html%23iot-core.html%23iot-wireless-data-plane-endpoints
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37 Amazon VPC 7\ i 2

BT AR VPC B3 VPC i | B ERIG R IE K P Him R M — Eim a5 B L

1. EEF VPC Endpoints (8 & , R#EiEIZ Create Endpoint (B H).
2. £ Create Endpoint (2 %) EEF , I8E FHEH.
- BERBERN AWS R

« ¥ Service Name ([REZ 1) , W ABEF 1ns #TE S, EETW 1ns
RIGEES | FHENEDIRE LNS ERFHE AP in%, HENERXE

com.amazonaws.region.lorawan.lns,

(® Note
MRERETH CUPS InERLLERF , HRSE cups. ImHHNBENAR

com.amazonaws.region.lorawan.cups.

« $H¥ VPC 1 Subnets (FHB%) , BIEEE LRI HEN VPC , R B1EE A 1 ik BB Y
TR ESE (A2).

@ Note
iotwireless BRI aeE L EMETHESE,

« &F¥} Enable DNS name (Bl DNS £78) , #ERI1ZEX Enable for this endpoint (4 Lt i R B
F)o

FEBTREULIEE |, B LMEA VPC im BN FAE DNS , YA ETEEEHE.
- &t¥ Security group (£ 8HH) , EEEHEEEBEN AR BN RLEE,
- BALUEREMHITESIBRER. SRS SRAREREVEBNEBEY.
3. ZEEREI VPC inE , &8 Create endpoint (BZi%E).

RELRREEESE

&I Privatelink in R 2 & , B IRIR Details (FHIEH) HBEHEE DNS &
BRE, S ERES—E DNS EBRRELFFLERE, DNS BBHIEAR

vpce-xxxx.lns.lorawan.region.vpce.amazonaws.COm,

BYNAREER
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https://console.aws.amazon.com/vpc/home#/endpoints
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FEEVNRAERS :

1. BEF Route 53 Hosted zones (FEEEHE) A , ARKRIBIZ Create hosted zone (BIUFEE
).

2. £ Create hosted zone (2 FEEEE) BEEA , IEE THEH.

- &r¥ Domain name (815 B ) , FEAEH LNS %2 1ns.lorawan.region.amazonaws.com
WATEREER.

[E

(® Note
MRIEREH CUPS iInMEBLERF , FRA

Cups. lorawan. reglon .dMazonaws . Com.

« ¥ Type (38H) , iB4Z Private Hosted Zone (A B FEE EH),
- REF , BULUHESIBREETEETR L BABNER.
3. EEEVIERERE , 5 %8 Create hosted zone (BIFEEE),

WEFMES , FEHREULBLEESE,

BRI THEREERE %R , MU , 557 DNS B ERERAEZBEN SR,

B0

ERITHEREERE 2% , UG , £ DNS ZEERERAEZBEN SR, BEET
FO8% -

1. EETNREEREFE , BEELAXNEUNALERERE , REREIZF Create record (BIUFE#H)o

2. {EFEF*EE:RE_LHE%O MR EE A Z R Quick create (IRIEEI) 7% , FHEFE Switch to wizard

3. A& Routing policy (B&HBUER) 22 Simple Routing (I3 & H) , ARIEE Next (F—%),
4. 1 Configure records (FXEsc#%) EEF , i Define simple record (E & & 5% ic#%).
5. 7£ Define simple record (E&E Z 50 8%) B :

- #¥} Record name (B8 &) , WA AWS IRFREHRI BB, BAILEMARERTRELLE =X
/8 GetServiceEndpoint REST API EU{S It {E,

¥ Record type (#i28%%H) , BEERE A A - Routes traffic to an IPv4 address
and some AWS resources.
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https://console.aws.amazon.com/route53/v2/hostedzones#/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zone-private-creating.html
https://docs.aws.amazon.com/iotwireless/latest/apireference/API_GetServiceEndpoint.html
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- &H¥} Value/Route traffic to ({E/BRHREZE) , iE1E Alias to VPC endpoint (VPC in BRI B &), =
& | EZEEH Region (B) , ARERETHNHRMFETRELLNEINGE , WE L Amazon
VPC 9\ % B A o

6. 1#1F Define simple record (E& & 5 5o #k) 2RI L RHIFC &%o

A TE Route 53 EASEMEN

EEEAIIMBIREHRLA VPC i E |, Route 53 TR A LLAXKIFBIES DNS, BABTERTE
BERERADPERKEAZTERNYEREY  EEB B L ERABENK., EEEORENFLE IP it
B , 5EH VPC i Z8EM VPC R E L Route 53 fFEMTFER,

ERRMEABMERK , RARE VPC MEAREARAEE (AZ) PEMA T/, Route 53 T2
AEEALERAREBHIER IP #ut , UG RERHEEETRE.

BEEVBAENERX

1. BEZ Route 53 Inbound endpoints (A im2h) L H , RRIEIE Create inbound endpoint (331
B,

(® Note
BELEANREERNRMENLBEERAKAEMNE—@ AWS EfE,

2. T£ Create inbound endpoint G2 {EAixE) EET , IEE FHEA.

* & A Endpoint name (2 &) WE (B , VPC_A_Test),

- &¥t VPC in the region (EBiFF# VPC) , BESLER VPC i RFEANE—1E VPC,

« ERTE Security group for this endpoint (ltin BN Z 28 ) , LAFATHEHBNEARE.,

- $H4 IP b3t | i#4E Use an IP address that is selected automatically (£ B EhiZEWHY IP i)
3. IEE Submit (IRXR) RE U ENWEARTER,

st EEEE B | FIRMMEER IP #h3k 10.100.0.145 1 10.100.192.10 IEREEHABENEA
Route 53 @ #rfE=,
REBISER

GEERUNARERIMEABMNER , LAIKH DNS IHAKRE, LREALUER Site-to-Site VPN
5 Client VPN in R, MFEFMES , F2REA VPN #§ LoRa FEEZEEEH AWS 1RF,
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https://console.aws.amazon.com/route53/v2/inbound-endpoints#/
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£ VPN #% LoRa BEEZZEM AWS IRF

HESFEARTIBFEEE AWS 1RF , B BMERA Site-to-Site VPN E#R T Client VPN ¥,

ETLEREENABHEMEL N , SABARY VPC #% | TREUGTE BHAEAMTER
SEREMENRETE BN EERER. NELMET  BSEEY VPC N ERENLEEEE

Site-to-Site VPN %24

MRERERERR BB FEATEN AWS 1RF RIE VPN &R , BIR LR Site-to-Site VPN &
#Ro BTELAER Site-to-Site VPN , {EAHEHY AWS 1RF SERBEETRE AWS B R ERAN S —1E
AWS 1RF E#ZE VPC mHi.

(® Note

MREERERR , MARERE VPN ER , RMEZREDA Client VPN, MFET ,
B A Fiw VPN im &,

)
r

EEFE Site-to-Site VPN :

1. ERERPREEFENEIEFEY S —@ VPC, HH VPC-A , BAILEEFREREILMN VPC,
EEEVT S —@E VPC (flan , VPC-B) , iEfEAKREESHFIEIL VPC 2 CIDR ERELH CIDR
[E

WERTE VPC WHRIER |, B8 AWS 5% E Site-to-Site VPN E 4 A PFHRKIIE R,

® Note

XHHPTRAY Site-to-Site VPN FHEEEF OpenSWAN #1T VPN E#R , T VPN EHIR
E—1{E VPN @@, REEE VPN EATRENEEHRE , ERTFTUEREZBEREWE
BiE,

2. FEERE VPN ERZ & , FIEHN AWS tRF FTBEAMNTERW IP it REH /etc/
resolv.conf {ER, B ZBAMRFFEALL IP thut, WFEWMESL IP it IR E
;A , BSB BE Route 53 EAFMER, HERESEHF+ , RATUEABEEIL Route 53 fRHTTE
NEFFTERE IP ik 10.100.0. 145,

options timeout:2 attempts:5
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samples/Setup_Site_to_Site_VPN.zip

AWS IoT Wireless

FMBABER

; generated by /usr/sbin/dhclient-script
search region.compute.internal
nameserver 10.100.0.145

3. RPIRMERLAEM nslookup @ , BIE VPN EHEEE A AWS PrivateLink ik 2 , M A 2&iR

NEREER. TIHBERHTRTHE.

nslookup account-specific-prefix.lns.lorawan.region.amazonaws.com

THERSTHSNEGEME K HPERALE IP ik |, 5 22878 AWS PrivateLink LNS #2509

Ei#Ro

Server: 10.100.0.145
Address: 10.100.0.145

Non-authoritative answer:

Name: https://xxxxx.lns.lorawan.region.amazonaws.com
Address: 10.100.0.204

WEM A Site-to-Site VPN BRI EEIE N , 52 B Site-to-Site VPN HVIEES K,

FFi% VPN i 25

AWS Client VPN U AP RERNZE VPN RIS , SERER 2T AWS EIR
WEPNER. THERAFR VPN RBRIERE.

B AEBERE

':.-':":'E"E%E NETWOrK ':.-'.:;

LoRa gateway  [€ ro—— W

)

loT Core for
LoRaWAN
PrivateLink
Resolve loT Core Interface
for LoRaWAN
Endpoint
Resolve loT Core for
LoRaWAN Endpoint fr—
Your Network DNS [«
Inbound endpoint resolver
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https://docs.aws.amazon.com/vpn/latest/s2svpn/how_it_works.html
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EEE 7 E Client VPN im R VPN E4R -

1. Ef& AWS Client VPN AP ATIRAYIE R 2RE L Client VPN Ui 2

2. EFRXERESMFE URL (fil2n 192.168.1.1) B ALK AIIIBEMEL (Fl0 Wi-Fi BEHER) , A%
SRR BANEE,

3. BEMEXHFIIERREZE LoRaWAN FE , REEFHERIEE AWS loT Core for LoRaWAN,
MEFWNAFIEEFEENERBEENR , F2E EFEEMA AWS loT Core for LoRaWAN,

4. REFRENIBRESARTRA, WRHEBER , B LERABHSHEBE P RENIE RRERRE
EHEE, MEFMEER , FSRER CUPS IRIEEB AWS loT Core for LoRaWAN 3R 5 57 &8 £
g,

5. 8% OpenVPN 2B ERA. MREEA , BET —RBLR , ERIBEBMHEEAERE OpenVPN
BB, MREKREA , 5B OpenVPN for OpenWrt Z &5 HF I IE Ro

(® Note

HRLEEH , EPIEA OpenVPN, BRI UAERAEM VPN A Fim (20 AWS VPN = AWS
Direct Connect) , 2R&%E Client VPN E#%,

6. BIBRBAFIRIERENER , URMMAEER LuCi REH OpenVPN B Fi% , 5%E OpenVPN B F
o

7. iR SSH BEZ BN AR BMAIE , WFH /etc/resolv.conf R |, HEBE AWS RS
(10.100.0.145) FHTEEABMTEINA IP i,

8. R EM A AWS PrivateLink BT in M RERE , FEFENSE —E DNS HE BB EA BT
R P bk,

ZE# A Site-to-Site VPN iEiRHEEAE R , 2 Client VPN AF9,

H#EZE LNS 1 CUPS VPC %%,
THIEER{BIE 4282 LNS 1 CUPS VPC 2R E LR
JEIE CUPS % 2,

ZER® LoRa M&EBIZE AWS PrivateLink B2 CUPS iR BiRVER , BT TGS :

curl -k -v -X POST https://xxxx.cups.region.iotwireless.iot:443/update-info
--cacert cups.trust --cert cups.crt --key cups.key --header "Content-Type:
application/json"
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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-getting-started.html
https://www.ovpn.com/en/guides/openwrt
https://openwrt.org/docs/guide-user/services/vpn/openvpn/client-luci
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/user-getting-started.html
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--data '{
"router": "XXXXXXXXXXXXX'",
"cupsUri": "https://xxxx.cups.lorawan.region.amazonaws.com:443",
"cupsCredCrc":1234, "tcCredCrc":552384314
3

—output cups.out

BIE LNS im

BRI LNS inf , B EMESEREIRREN LoRaWAN KB, A% , B LERELHIT "B
1 RBRF, RERER T URBEE LTAR.
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B A Amazon Sidewalk B9 AWS loT Core

B AR Amazon Sidewalk B9 AWS loT Core 12 E TS , & 0] LAE FIE L IRFEAS Sidewalk #imdt
BEEE AWS Eix WERAEM AWS BRI,

Amazon Sidewalk RZEHHAREKE K TELALEFPHEEEZRIRIFER. Amazon Sidewalk £
Sidewalk #& %2 E M Sidewalk FE 2™ , AK Sidewalk FEH Sidewalk Ein 2 B ERER,

FHUE AR Amazon Sidewalk B9 AWS loT Core

WOl LAER EZE A AWS loT Wireless AP #&4E#% Sidewalk & imZEE M A AWS loT, HEEMMAR ,
HAEFESEIEZZE AWS loT Core, A% , BAILIBHBEMSEAR B Amazon Sidewalk KR iR E 2 E X
B AWS Eix FHRREEEAER.

EREERA

EZEMA Sidewalk HimEE , 5% AAWS Management Consoledi BIEZE AWS loT F# A LW E
BEE. £EMA% , BUE oT THRANEEA IRENEREE,

85/ API & CLI

Al LAME AWS loT Wireless AP #&4EH0 A Sidewalk 1 LoRaWAN &, AWS SDK X ERREE
AWS loT Core B9 AWS loT Wireless APl, WNEFMEF , FSE AWS BHREHETEM,

BA LA AWS CLI 11T S RINAFE IR Sidewalk iRiHEE, MEFMET , F2E AWS loT
Wireless CLI &%,

i A Amazon Sidewalk B9 AWS loT Core [& i3 i 25

Amazon Sidewalk EiE AR us-east-1 AWS EiF, #EAM Amazon Sidewalk B9 AWS IoT Core At
EF PR EEAMERFH AP HmHREHTE, EERE AWS IRFHNERFH API k2, WMESH
HMER , B2 CAWS —fix2E) I AWS loT Wireless AR 7 i Fio

B A Amazon Sidewalk B9 AWS loT Core #EREZE A AREEEM AWS Eix 2EE@mNER
BEEHEAR AWS loT Wireless AP| I2E S K TPS, MEFHMEN , F2H (AWS —fg2E) kh
B9 AWS loT Wireless i 28,

1ZEUE AR Amazon Sidewalk B AWS loT Core 158


https://console.aws.amazon.com/iot/home#/wireless/devices
https://console.aws.amazon.com/iot/home#/wireless/devices
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/
https://aws.amazon.com/getting-started/tools-sdks/
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/index.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/index.html
https://docs.aws.amazon.com/general/latest/gr/iot-core.html#iot-wireless_region
https://docs.aws.amazon.com/general/latest/gr/iot-core.html#wireless-limits

AWS loT Wireless HBEABER

& A Amazon Sidewalk B9 AWS loT Core EE

EEET AWS B | BOTLUEIB AWS 2B H EZXBRKRERERR Amazon Sidewalk B AWS loT
Core,

WE-RERBBNEENFEET , 5FSB AWS loT Core EfE,

1 E 28 A Amazon Sidewalk B9 AWS loT Core ?

fEAE AR Amazon Sidewalk B9 AWS loT Core , &8 L% Amazon Sidewalk #RiggEE A AWS
loT , FEEEBEMNER, CHetEBERKREEEREEEEHM AWS RS /Y B 19,

# AR Amazon Sidewalk B9 AWS loT Core RYIhEE

A& AR Amazon Sidewalk B9 AWS loT Core , &R 2L :

« {EF AWS loT £ 4. BEHAR Amazon Sidewalk B AWS loT Core API 45, AWS CLI &% , #§
Sidewalk #ixgEEMA AWS loT,

- A AWS Eii REEIhEE

« BYHKH , LIEA AWS loT RAIREBEAERBSAS W EE M AWS RREE .

- MASHEHNEKEREHNAL , fit0 Sidewalk KirEBENMERZMEEE , RETTAER
BERDIBEEENEE.

- BNEFECERMESIRER Sidewalk MIRKE, EUSHEAMEME | UGB MEE SR ER.
« #% Sidewalk #&im 2t EEE AWS loT MHFZM BB , LUHBIREEN RSB EFESRK L, AWS

loT P HEAREERRMIESNEEENINEE | LLRFEHEM AWS IoT Core ThEE,
AT EREAS 15 B T 2 Amazon Sidewalk F1iE A Amazon Sidewalk #9 AWS loT Core,
&

« {+EER Amazon Sidewalk ?

« BHAR Amazon Sidewalk B9 AWS loT Core f{a&E4E

B AR Amazon Sidewalk 89 AWS loT Core E{B 159


https://aws.amazon.com/free/
https://aws.amazon.com/iot-core/pricing/
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B2 Amazon Sidewalk ?

Amazon Sidewalk EZ £ MW EM#B#& , ©FEH Amazon Sidewalk Bridges , #l#+8ZA# Amazon Echo
MRing £E , & loT £BIRMUERELR, Amazon Sidewalk BJ#E 3R LA K HAthith 75 £ A Bluetooth LE
HITEIEBES , UK 900MHz 3821 LoRa Ml FSK EBREBAME , WHREEREMNIES,

Amazon Sidewalk BUA R , IR T U EEH EPHHEAM Sidewalk KRiREE |, WAl LA R BEELH
RIENERER , fINRELMNIRE, Amazon Sidewalk A 7Bt B EIR W R IFELR,

Amazon Sidewalk BYIZh &g

LT & Amazon Sidewalk BITHEE :

 Amazon Sidewalk £ @IERM IS E Echo £ EM Sidewalk & , BRI KEEREK. FHBE ,
BA L Ao MBREREE  REBGEANSKRIREE EZIREE,

« Amazon Sidewalk ZHEEZEMBEMEZ 2 MHNZ 2 HHEBE

« Amazon Sidewalk 12t — & & B Y # I 2R Bk = /= A Sidewalk Y2 EE,

Amazon Sidewalk #2;

LA 2 Amazon Sidewalk By — SB35

Sidewalk &

Sidewalk & (5% Amazon Sidewalk 1§#%288) AI1£ Sidewalk RirRENMER <z EBBER. FE
=X & SubG-CSS (JEFF. LDR), SubG-FSK (B, HDR) AR Sidewalk BEFAH Bluetooth
LE #9 Amazon & , 0 Echo RE IR ZHEBRE M, Sidewalk FEEEE Sidewalk t[E A
o BB IEE , LMEAR — BB Sidewalk (WEE B IRMHERBEN

Sidewalk & imstE
Sidewalk #2 w8t E A[EEZE Sidewalk & , 7£ Amazon Sidewalk L8, KRigHBR2KEE, K
ENEERMER , Sl Sidewalk BB I8,

@® Note
KL Sidewalk BB LU ERIREE,

B2 Amazon Sidewalk ? 160
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Sidewalk #8#&{r Bk 25

B Amazon 2{EM Sidewalk M AR SRIBEATE , Wi LT TITAERBEFAENERN
i, ERF{REF Sidewalk #REREES,

i — 4 7 ## Amazon Sidewalk

m

INEE Amazon Sidewalk HIEEMAEA , FSHETHHREE

 Amazon Sidewalk

« Amazon Sidewalk 344

 EARM Amazon Sidewalk 89 AWS loT Core

E A Amazon Sidewalk B9 AWS loT Core f1{ai&4E

£ B AR Amazon Sidewalk B9 AWS loT Core , & A L% Amazon Sidewalk #&ixzSEE N A AWS
loT , FEEEMNER, CHUEEKEEERMEEZEHM AWS REWE Wik,

B AR Amazon Sidewalk B9 AWS loT Core 12 EEIRIRTE , BT LAEFHIEL RN Sidewalk #im
HEEEE AWS Eig WEAEM AWS RIE. St el LAEHE AR Amazon Sidewalk B9 AWS loT
Core REIE Sidewalk £E& , UREZENEEERAER,

Sidewalk #&ik 2 & 7] 3E 1B Sidewalk FEE AWS loT Core T8, #EAM Amazon Sidewalk B9
AWS loT Core & AWS loT Core EENRBENEEBEK |, LLEEE Sidewalk KRinEEMEEL
HZEH. cthEEREEERNEEZTHM AWS REHN B Htt,

EAR Amazon Sidewalk 8 AWS loT Core 211a&E 161
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Cloud-hosted
AWS loT Core for application
Amazon Sidewalk
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Devices Gateways

5 B A Amazon Sidewalk B9 AWS loT Core BItA#EST

BRI LAER AWS loT £# 4. EAR Amazon Sidewalk B9 AWS IoT Core API 5 AWS CLI 3Rz
INA Sidewalk RigsE A UNRBHERZRZE Sidewalk #83%, MERBMER Amazon Sidewalk SA KA #&
IWEEMA AWS loT BWHHEIERN , BFSE T I EE,

« AR AWS loT Core B9 Amazon Sidewalk AF9

REBESNEMA Sidewalk #imd By SRR, RAEARERELZEARANITHERE X
REWMMAER AWS CLI s B INA KRBTSR,

o HEZEAMR Amazon Sidewalk B AWS loT Core

AERAMATEREBEN TN TEASE , Y51 EEREAFTEAUK API BEMAKIFREE, Bt
SHERE  WHREEEENEAR Amazon Sidewalk B AWS loT Core Z B H#EA L.,

« {EAEBAR Amazon Sidewalk B9 AWS loT Core KEHMEHEE

AERHFANZSHBRE , RPNAERERR Amazon Sidewalk B AWS loT Core K&
& Sidewalk R IRKE, EERINAEMETHERE , LRI AKXE Sidewalk £ E.

i —35 7 #EE AR Amazon Sidewalk 89 AWS loT Core

WZEE AR Amazon Sidewalk B9 AWS loT Core HIE¥4HE , F2E T HMWE :

B Amazon Sidewalk B9 AWS loT Core ZN{AiE4E 162
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* Amazon Sidewalk

« Amazon Sidewalk 344

« E A Amazon Sidewalk B9 AWS IoT Core

E AR AWS loT Core B9 Amazon Sidewalk A5

AEIERBA AT B IR HE 29 Sidewalk #imEE B EAR E B A M Amazon Sidewalk #9 AWS loT Core, &
A MR IR E B EEE Amazon Sidewalk , WEZEEERA LS. LEE T # Sidewalk EHIEAR
I, LR A i#E A% Amazon Sidewalk B9 AWS loT Core $1{TRURIZSES =8, SIBIEARER
AEREERR , R E B EENEL,

Set up your CLI and

environment Try the sensor monitoring tutorial
Set up your AWS account
AWS CLI _
and boto3 Monitor sensor
temperature
AWS account
and user =)

N o0

11—
=
HDK

Sign in to your account if you already have one Explore the onboarding workflow

(@)
[

Sidewalk [ | 7T
Qateway Sidewalk device

T 5| EREA& 15 Bh & BE 8 A E A 7 Amazon Sidewalk B9 AWS loT Cores
xR

- REARHSEE Y ERE

« BNA Sidewalk % B/

A A RAISRERSERE

A EiRME GitHub £ Amazon Sidewalk EHIERARERNEE K EE RNMEZRRBORRFAERE., BA&
HERED  LEEAETE  UEXRTAAREIMENEFRER. MERREEYEHEE -
HEUER K ABRBRFREEERZERRER. FH AWS CLI #l Python T SHESHEEEIL AWS

B AWS loT Core #9 Amazon Sidewalk AF9 163
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CloudFormation B MMRER A AREMBE_EUER K YREAEXFEZLNERRERES
(HDK),

TEBERATESERAEZENXN Sidewalk RIREHEEEZTRABEASMIRNTE, NEXAHBRHFE
MEEMERE | BEAREEMNERE | 528 GitHub Y README X4,

Sensor monitoring tutorial

|::' 1 \:]

(2) 3
Deploy AWS - Create wireless resources Flash binaries and run
and provision device sample application

CloudFormation stack

"_/'.,_
((1.52

A Sidewalk £ B/t

R EIER BA MNAAE IR R Sidewalk #& 58 & 11 A AR Amazon Sidewalk B AWS loT Core, INEIAZE
B, FEAHIEEN Sidewalk B |, BFEMBIZIMENEE K RBEERERZTERERAER. #T
AYBREZE , BARBMTR 2% Python 1 AWS CLI,

T3 SR REUMA Sidewalk #LimZEE N AEA R Amazon Sidewalk B AWS loT Core Y 1TiE
Ro BEREMFEH AWSCLI IIAZEE , ATSEAAGHFIRENEF G, MEFEHR AWS loT E#£A
MALEWHEEBEEN , F2HE EEFEEEAK Amazon Sidewalk B AWS loT Coreo

/A Important

MEHTEBAMAIERRE , FEFERERIMENKFREE , ERSNEREREN
(HDK), WNEFEMEA , 552/ (Amazon Sidewalk X #4) FHMHEMGFMENRIFES,

&

- SB 1 #EH Sidewalk ZEEFIEEEAM Amazon Sidewalk #) AWS IoT Core
« SB 2 B Sidewalk iR EH B #its

- SR3 MENGMKIREE

« B4 BEE Sidewak RIREB W RBRAL

SER 1 : 8IEH Sidewalk EEFH G ZEHM Amazon Sidewalk By AWS loT Core

AT 24 Sidewalk &5 B #7118 18 AR Amazon Sidewalk B9 AWS loT Core IS BHEE ., f#EFHE
Bz EBRERERMEYEGEENHEEET. SEEALEARMEITMRIERE, IEELS
BWEFMEN , F2E BENEEFIEEEAMN Amazon Sidewalk B AWS loT Cores
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1. BUYRERERE

By —E3TE Sidewalk HEHLAMERNEEREE. BURTERER , FEEREREN name BEAH
K FER, MEREITRER , BBE AWS loT A HELEREFIER Sidewalk R5|1ZH |, W&
BEVRERE , HfEH CreateDeviceProfile APl 4= create-device-profile CLI
T, WLk E BT R

// Add your device profile using a name and the sidewalk object.
aws iotwireless create-device-profile --name sidewalk_profile --sidewalk {}

2. EBIIEM Sidewalk RixEE

& A8 A Amazon Sidewalk B9 AWS loT Core 221 Sidewalk ki E, IEEB LR
BRRELUSBHFAREBMNEBRERE ID. NEFHIERERE  BFBE AWS loT TiIEAPEERE

FHERY Sidewalk RE|12H |, WiBEMBEE | fEH CreateWirelessDevice APl #R{ESK
create-wireless-device CLI 5% , H0Lt & HIFT R

® Note

EAEK AWS IRFE f1 AWS EiF IEE— A —WEBE Wt ER, ZEFERASENLIHESE
1 A Amazon Sidewalk B9 AWS loT Core BRI E B B b Z 18,

// Add your Sidewalk device by using the device profile ID.

aws iotwireless create-wireless-device --type "Sidewalk" --name sidewalk_device \
--destination-name SidewalkDestination \
--sidewalk DeviceProfileld="12345678-234a-45bc-67de-e8901234f0al"

3. HISEEREEBNEREEEN

LA JSON XIS EBEREENEBFLEEN. JSON BETSLEFHMEN. LEERE. LE
€488, DeviceTypelId # Sidewalk &i&F 5% (SMSN) HWAHREE .

o BIRMER AWS loT £# 4 |, AInFEAZEEFHEH Sidewalk ZE5|EE , BIER Sidewalk K ima
B TEHE6H JSON B,

« BEIRIEEMER API 824 | 5% API 24 GetDeviceProfile M GetWirelessDevice
BN EIERTAMERIR JSON BX , il device_profile. json M
wireless_device.json,
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// Store device profile information as a JSON file.
aws iotwireless get-device-profile \
--id "12345678-alb2-3c45-67d8-e90falb2c34d" > device_profile.json

// Store wireless device information as a JSON file.
aws iotwireless get-wireless-device --identifier-type WirelessDeviceld \
--identifier "23456789-abcd-0123-bcde-fabc012345678" > wireless_device. json

HER 2 : BIIR Sidewalk #RimEER B b

LAUR 24 B 19t #738 ZE A M Amazon Sidewalk B9 AWS loT Core f95 BRI, F£H AWS
Management Console, AWS loT Wireless API ##4E=X AWS CLI , 1T THIZBREL AWS loT R Al
MEWH, RE , BUNEEITERTS  YRENTBRAR. WELREHRAR AWS CLI 65 5l
IAM B &5 AWS loT # 8| , FSE AEWENHET IAM AEH loT KAl

1. EIIAMAE

B IAM A6 | SEIEZERZE AWS loT R AMNEFAT R FEAR Amazon Sidewalk B9 AWS loT
Core, MMEBREVZ AR , 5FH CreateRole API 4 create-role CLI 8P . BAEZA
BWEAS SidewalkRole,

aws iam create-role --role-name lambda-ex \
--assume-role-policy-document file://lambda-trust-policy.json

2. BY—EBEmHRR

BUKEREBELEBERN AWS loT HAIBZRE , WIEETEBRMHAENEIE, EEZETFEBTEE , &
KEeBEFENALS., B6EH AWS IoT Core API #4E CreateTopicRule , 8 AWS CLI &85
create-topic-rule , RZE —{EB KR A,

aws iot create-topic-rule --rule-name Sidewalkrule \
--topic-rule-payload file://myrule.json

3. EMNHM#

B —ES R Sidewalk Z2EEE loT R AMEEBEBN BNt  HEREXRAIEEM AWS R
% BEEA, SBAEH AWS loT TIEAWE W P48, = CreateDestination APl B4
create-destination CLI fp < RFTIE H MYk,
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateTopicRule.html
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDestination.html
https://docs.aws.amazon.com/cli/latest/reference/create-destination.html
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aws iotwireless create-destination --name SidewalkDestination \
--expression-type RuleName --expression SidewalkRule \
--role-arn arn:aws:iam::123456789012:role/SidewalkRole

SR 3 mENEMRRERE

EFH Python ﬁ% , jﬁTL/LmEEﬂEHHVU\B’J%Zj%;gI_O ﬁﬁg* ﬁ%éﬁﬁﬁa» B’J;H:IE JSON ﬁ*ﬂ y ;E
EXf—EARE-EURSG  RAEERERIEIR EMUEREE, #F fi"f—.fﬁ?ﬂﬂ%ﬁﬁ"ﬁﬁlﬁlfliﬁ?ﬁf;ﬁﬁ
BYs, MEHMEENR , F2H (Amazon Sidewalk X)) FHMHEMGEMENKRIRES,

(® Note

ZEff Sidewalk #RiRE B | EHEEXAEZEZE M A Amazon Sidewalk , B EFEEHEE
ULV EE A,

HER 4 E#EZE Sidewalk HimRKEW AL
A ENRRRER , ITEZERENRERELRARIBASNEEER.
1. EEEK Sidewalk Kim#E

# HDK EEELWER , WKREERE X HRHENIE REREERMN HDK, MEFMENR |
28 (Amazon Sidewalk X#) I MEFGFMENKIRES

2. MEMKBAL

3

FRA MQTT AFRRETREENBRFMNERE  IREFFKRIINVALE., BETFEH
SendDataToWirelessDevice API 45 send-data-to-wireless-device CLI @5 , #
THAREEEZELWEE , WERBEFE,

(ER) BURAFAEBERESH  RERBEKIBERTITAE

aws iotwireless send-data-to-wireless-device \
--id "<Wireless_Device_ID>" \
--payload-data "SGVsbG8gVG8gRGV2c21t" \
--wireless-metadata Sidewalk={Seq=1,AckModeRetryDurationSecs=10}
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EARZEE AR Amazon Sidewalk B9 AWS loT Core

AERRIMMINA Sidewalk KRigHEE , REGENEBEREE Sidewalk Mg, HEFERTERIMAZK
EREPMATHLE , W0 A Sidewalk £EEEN PR, BT HBIUNMAER AWS loT £ AME
A Amazon Sidewalk B9 AWS loT Core API IRERIMAZEE, BES T HEIITELEZELN AWS CLI

ﬂpTJo

DB R

BRI EN B B8 8 AR Amazon Sidewalk B9 AWS IoT Core , &ABEEETE AWS 1R
F. MEMEH AWS loT Wireless APl 2% AWS CLI is S8 {TiELE g/ , BB HEARE AWS CLI, IE
BRELREHGHERENEZEN , 528 L% Python A AWS CLI,

® Note

ﬂugﬂﬁﬁﬂﬁ‘fﬁﬂ%’%ﬁ#ﬁ%@&ﬁﬁﬁﬁﬂEﬁ?&%ﬁ (HDK) BN EZ A TERE , LB M AR
iE Sidewalk FE&EM HDK, MEFMER , 5528 (Amazon Sidewalk X #4) EFE’J;&EEEE%E»—EJ
B EH (HDK) FEXE Sidewalk &

R IRE Sidewalk &R
EERBERERALTENERCH , BREEZE Sidewalk RIFREE, HERTEMBENNmEES, B

HR Amazon Sidewalk B AWS loT Core EAKREIMNERIER—EH —ZHE, E2 , B AHRE
HEZHAHNETE , SRR EAER , HEHETHIMEE,

(@ Note
BNt B BRI REELEE, EH—EHEAWS IRF M AWS EE WE—R T,

MEHMER |, F2BERER AWS loT Wireless EiF,

3]
- HBEMEEFIEZEEAMN Amazon Sidewalk B9 AWS loT Core
o ABIRH Sidewalk R imst B8 EH Wit
HEZEH Sidewalk £E W R TP EERER

EEZEEARM Amazon Sidewalk # AWS loT Core 168
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HE IR Y 8 B 3718 =18 A Amazon Sidewalk B9 AWS loT Core

BUBKREKECH , FABURKERER, REREEES Sidewak KENKBIHREREMBH. E
—REREETRSEEEE BB,

BRUKBERERE , EOHRRERNERERAR , EEE {8 DeviceTypeld. EAMRILIHLE
R, SEEAL D, XEBE. RARXARSELELMA SMSN,

WA Mg SN EE
1. B8 Sidewalk R ImEBENHEBRTERE. BSEANE Sidewalk EENRERBBIEEAREZE
B, REESEAR ZHEHEBHRNES,

o (E#B) FIGEH Sidewalk HER , BB FNWRERE. EREMAREKENEETIZE
B AR Amazon Sidewalk B AWS IoT Core , A5 H B2 5% & #5237 B3 Bt

« (APl BEBIEEREE BB Sidewalk ¥4 sidewalk {3} RfEMA CreateDeviceProfile
API #24E, API BIFEBERER ID M ARN (Amazon Resource Name).

2. BN EEEBHIMEEA M Amazon Sidewalk B9 AWS loT Core, I8E B ZHE , LIBIBERA
F—ESRPFAEINEBRERE,

- (EIB) F1¥ Sidewalk LB , FRABNMER , ARBELFTEINRER,
* (API) £/ CreateWirelessDevice APl k. IEE BN EBNR CAIAMIEHNEKERER

IDo
EIGHBESY
¥ iR -
B8 EE BEWibEE , EARERER LR AREN B |, BIAiR{EfF 5
Hi AWS R¥E SRz E. BAM Amazon Sidewalk By AWS
BERH AWS loT #HA, loT Core SEBVEBERET —EZAN
BWit , BB AFEE N EH®ITE
o
HERTER BB EINWEBRER, —

3. S EEemBERRRENFEEMAR JSON ER,
o (EB) RIEFFEI Sidewalk KENFMEATH FHLER,
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FMBABER

(API) £ GetDeviceProfile #l GetWirelessDevice APl RERENERBEEBRER
MEREBNEF. 1§ API EIEERAREEAS JSON =R |, flal device_profile. json Ml

wireless_device. jsono.

AWS IoT Wireless

HIBENEEREREM Sidewalk RimHEE

AERRNMMBETREBIRERE, WIALERBUMMER AWS loT £32
B HIE E R AN Amazon Sidewalk B9 AWS loT Core,

A AWS CLI , # Sidewalk #&

B IEW Sidewalk £E (X H)

MEREA AWS loT A FIBER Sidewalk KE , FRELEFIER Sidewalk R5|1FHE , BEME

KE , ARBITTIL R,

LoRaWAN

Sidewalk

¥ How it works
with AWS 10T Core for Sidewalk, you can add your Sidewalk device fleet to the AWS Cloud. Use the following steps to get started

il =

Step 1. Add your Sidewalk device

First, create a device profile and retrieve the application
server public key. Next, create your Sidewalk device and
retrieve information about it, including device certificates
and private keys.

Sidewalk devices (2) info

Provision and manage all your Sidewalk devices.

Q, Find Sidewalk device

EEREFHEENR

IEER Sidewalk HEREREERA, LEATRIULFTNEER

BHERER,

a. BE#HE
LEH (T,

b. EEEEH Sidewalk REZVBABMNRERTEE, EEFEARAENEKE
MERER, NEEVHNRERE K FEBREUNRER  EE20AKR

P

BENRARA,

Step 2. Provision & register your Sidewalk device
Provision your hardware as a Sidewalk endpoint by
flashing the device certificates and the application server
public key that you have generated. Register your device
so that it can connect to AWS loT Core for Amazon
Sidewalk,

ZRANRERSIE 2,048 BFx, BAEEVKRERFES

Step 3. Connect your Sidewalk endpoint to the
cloud

Create a destination and use AWS loT Rules [4 to process
and route data to other AWS services. Your endpoint can
now exchange messages with your cloud application.

Provision device

1 c

SERE | NALEK Sidewalk HEIEER

f"|||

RERE , AINERER
EENERE,
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® Note
NEXEBMMERERERE K EEURERBZE , FBEZEETIE , RREESR
MR ERE LA B I & .

c. BEMIAERCHWEERBAZTHMAWS RiE WENLEE, ELEAREIBENK  FB
ZEWMTIE  RET B, EE , EAHZIEE Sidewalk £EEN B W, MEFMENR ,
F2 B AR Sidewalk KRipdt B8 B Wi,

d. EBET—F 6 BEWHEEHN Sidewalk £iE&E,
2. #% Sidewalk &£ EE AWS loT ¥ E LR (1ZH)

IR ARIENS Sidewalk Z£EE AWS loT YIHELRE. loT YHER AWS loT £EZEBFEPHNIE
B, YHTHLEFREHESNEELNEE, BYHELZNEENBENESNEEETIEM
AWS loT Core Ih#E.

MEREREREYHEURE  FREFEBWHEM.
a. AREEH Sidewalk BiEE MMM loT NWHBAK—BHE, WHEBEI XIS , BE
AWS 1RF M AWS B PHERIE—R.

b. ARG loT MHRMEMEMERE , FIMERAMHEE  HTHRENHBEFHEN RS
Bk,

c. EBET—F 6 AEHE Sidewalk REMMEBAEF , RBEEFRY,

FT8RE Sidewalk $£ 8 (CLI)

MEFIEIER Sidewalk & |, I T EiG A RMER Sidewalk ££ER JSON ER |, FHIT T API 1
(="

&

- SB1 . BUEBERTER

o S 2 FBEH Sidewalk Ei&

SR BEURERER

MER AWS IRFE REY —EEBRER , 5FH CreateDeviceProfile API #4ES create-
device-profile CLI i, ERBUEBRTEN K BEECEBLRHTMEAERASE/ER.
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fltn , THGSERY Sidewalk RENKERER.

aws iotwireless create-device-profile \
--name sidewalk_profile --sidewalk {3}

1T &S EEE Amazon Resource Name (ARN) M EELERE ID EBEH,

"DeviceProfileArn": "arn:aws:iotwireless:us-
east-1:123456789012:DeviceProfile/12345678-al1b2-3c45-67d8-e90falb2c34d",
"DeviceProfileId": "12345678-alb2-3c45-67d8-e90falb2c34d"

HBR 2 FBIER Sidewalk KE

3

WMEAGIZM Sidewalk 2B #5718 Z# A Amazon Sidewalk B9 AWS loT Core t1RE |, 558
CreateWirelessDevice APl #4E5} create-wireless-device CLI &85, ESBEVEHER K

TI& Sidewalk ZEWZAZBMBRZHN , BFEETIZE,

(® Note
EIRMWERE Y Sidewalk B8 AWS loT WHRIEEE: | FEH

AssociateWirelessDeviceWithThing APl #4E=f associate-wireless-device-
with-thing CLI &%

TS HRE Sidewalk £EEREHI

aws iotwireless create-wireless-device \
--cli-input-json "file://device. json"

T 5|8~ device.json BRNAR,

device.json AR

{
"Type": "Sidewalk",
"Name": "SidewalkDevice",
"DestinationName": "SidewalkDestination",
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"Sidewalk": {
"DeviceProfileId": "12345678-alb2-3c45-67d8-e90falb2c34d"

}

TGS ZETEE ID & Amazon Resource Name (ARN) fEB# H,

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:WirelessDevice/23456789-
abcd-0123-bcde-fabc012345678",
"Id": "23456789-abcd-0123-bcde-fabc012345678"

HUSEKE JSON Bx | #1THE

# Sidewalk % & #7118 Z @AM Amazon Sidewalk B9 AWS IoT Core % , S8 F A SRR IFKEEFT
EER JSON R, EaJLAER AWS loT A AWS CLI R#EEULEH . NEEFBENAMESR
BREAET , 528 (Amazon Sidewalk X)) P HEMNTMEMNKRiREE

H(18 JSON X (x#£8)
WEES JSON X |, LIMFEEH Sidewalk £E

1. BB E Sidewalk E£EF4E,
2. BIELIEEFEARMN Amazon Sidewalk B9 AWS loT Core W& E | LIBIREFMEA,
3. EXHBEBNFMENEETRIZETHLEE JSON EXR |, LUHE JSON #XR

BETHE certificate. json R , HEEHBEKRREMENEN. THRETRE R JSON 18
R, HIsHBERR. TAEL48. Sidewalk Bi&F5% (SMSN) 1 DeviceTypelD,

{

"p256R1": "grg8izXoVv@86cPVmOGMyWuZYHEBbbH ... DANKkOKoNT3bUGz+/f/pyTE
+XMRdIUBZ1Bw=="",

"eD25519": "grg8izXoVv@86cPVmOGMyWuZYHEBbbHD ... UiZmntHiUrlGfkTOFMYgRB+Aw==",

"metadata": {
"devicetypeid": "fe98",
"applicationDeviceArn": "arn:aws:iotwireless:us-
east-1:123456789012:WirelessDevice/897ce68e-3ca2-4ed0d-85a2-30b0666c4052",
"applicationDeviceld": "897ce68e-3ca2-4ed0d-85a2-30b0666c4052",
"smsn": "82B83C8B35E856F43CESC3D59B418C(C96B996071016DB1C3BE5901F0OF3071A4A",
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"devicePrivKeyP256R1":
"3e704bt8d319b3a475179f1d68c60737b28c7081845d019812d00d00c88ee018",

"devicePrivKeyEd25519":
"17dacb3a46ad9a42d5c520ca5f47f0167f59ce54d740aa13918465faf533b8d0"

}I

"applicationServerPublicKey":
"5ce29b89c2e3ce6183b4le75fe54e45f61b8bb320efbdd2abd7aefa5957a316b"

}

# Sidewalk REMFFMEFAERE T , LML EER T HIHEEBRER :

- #& ID. H Amazon Resource Name (ARN) , & % & 82 2 BIRt V(£ AWS loT ¥4 REREAE &
=

B R FAERA,
KEFFREIRE — A LTA SRR,
HIERKER D EMENEMAAMRE,

N8 JSON #= (CLI)

MEEFE AR Amazon Sidewalk #9 AWS loT Core API 5 AWS CLI Bl1§ JSON Rk M2
Sidewalk #iRgEE , FHENEERERNEBREEHBETN APl EEEL JSON EREXEFA
wireless_device.json M device_profile.json SRR, e FERACMMHELEN Sidewalk
®iE,

T3 B R 0T #EEL JSON 22,

ES-]

- TR BSEEREREEFFES JSON EX

- SER 2 . BU4E Sidewalk £EEEFESA JSON EEX

SR HSEERERBEFFES JSON ER

£/ GetDeviceProfile APl #4E= get-device-profile CLI 39 , LENVBEABERAR
Amazon Sidewalk #) AWS loT Core #Ti8ERF 2 RKEREENHEBEERA. NEENKERERENE
BEHR , BIEERERE ID,

EE AP SSECEMEBEERBIMFHEES D MFEERERNEA,. BB IOEEASELE
£, ¥AHSGH , M device_profile. json,
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THIFEREH CLI @

aws iotwireless get-device-profile \
--id "12345678-al1b2-3c45-67d8-e90falb2c34d" > device_profile.json

BTG TEENREREENSH,. BAEXMAKRSFZLEER , MDeviceTypelD, THIE
N JSON R , HEEXRE API WEHIDEER. MFERE API DEHSENFRET , F2H

GetDeviceProfile,

GetDeviceProfile API [EfE (device_profile.json FIAZR)

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:DeviceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",

"Id": "12345678-alb2-3c45-67d8-e90falb2c34d",

"Name": "Sidewalk_profile"”,

"LoRaWAN": null,

"Sidewalk":

{
"ApplicationServerPublicKey":

"a123b45c6d78e9f012a34cd5e6a7890b12c3d45e6f78alb234c56d7e890a1234",

"DAKCertificateMetadata": [

{
"DeviceTypeld: "fe98",
"CertificateId": "43564A6D2D50524F544F54595045",
"FactorySupport": false,
"MaxAllowedSignature": 1000
}

1,

"QualificationStatus": false

HER 2 : BU4S Sidewalk X E&E AR JSON ER

fF/ GetWirelessDevice APl 4= get-wireless-device CLI &5 , LIV EABAR
Amazon Sidewalk #J AWS loT Core i8R F 2 Sidewalk £EHWHBET ., MEMSKIHEEHE
BEHF , FRUHSEMEEERINESHNERESRBR.

BE AP BESEREMEEHMNFTREE D MFZEENER. SHEEEARTS JSON EX,
ARERREH—EEEENERE , flW wireless_device. json,
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THIERER CLI BT T HYEEA

aws iotwireless get-wireless-device --identifier-type WirelessDeviceld \
--identifier "23456789-abcd-0123-bcde-fabc012345678" > wireless_device.json

BT TEELREFMEA. REBE. LA EMN Sidewalk Hi& 75 (SMSN), FIIEETRH
THhea THESImE . MFHE AP DEHSENFMER  F2H GetWirelessDevice,

GetWirelessDevice AP| EIfE (wireless_device.json FHAZR)

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:WirelessDevice/23456789-
abcd-0123-bcde-fabc012345678",
"Id": "23456789-abcd-0123-bcde-fabc012345678",
"DestinationName": "SidewalkDestination",
"Type": "Sidewalk",
"Sidewalk": {
"CertificateId": "4(C7438772D50524F544F54595045",
"DeviceCertificates": [

{
"SigningAlg": "Ed25519",

"Value": "hDdkIw9L2uMCORjImjMHGzNR6nYYh6QKncS15Gth@QNL7NKedounb5UMQtL jnm7z0UPY0qghCeVOLCBUiRe2z
F+GeltcafZcFKhS+05NPcVNR/fHYaf/cn5iUbRwlz/T
+0DXvGdwkBkgDyFgoUJgn7JdzFjaneE5qzTWXUbL7911sXToGGjP8hiD9jIhidPWhIswleydAWg010ZGA4CjzIaSGVM1Vta
UMMBfgAelL8Tdv5LkFIPIB3ZX9zt8zzmAuFRzI4MuNjWfIDnOF6AKU37WWU6/
QYhZoQrW9D/wndiCcsRGL+ANn367r/HE0O2Re4D0iCfs9f2rjc4LTILKt7g/KW2ii+W
+9HYvVvYObBAI+AHXx6Cx4j+djabTsvrgW2k6NU2zUSM7bdDP3z2a2+Z4WzBji/jYwt/
OP8rpsy5EedywXUfCsTQOrK0r0zay6yh27p313MZ1e20C041I11gKOVbIQqsXzSSyp6XXSOLhmuGugZlAAADGz
+gFBeX/ZNN8VIwnsNfgzj4melHgVIdUo4w9kvx9cr2jHWkC307/bdBTh1+yBjOC53yH1QK/
LI1GHrEWiWPPnE434LRxnWkwr8EHD40ieIxC8fkIxkQfj+gHhU79Z
+0AAYAAAZzsnt9SDIZPoDXFOTACOPOqTgldooXD12XPaVD4CvvLearrOSLFv+1sNbC4rgZn23MtIBM/7YQmIwm®
+FXRup6Tkubglhpz043/09dxg8UiZmntHiUr1GfkTOFMYqRB+Aw==""

},
{

"SigningAlg": "P256rl",

"Value": "hDdkIwOL2uMCORjImjMHGzNR6nYYh6QKncS15GthQNmHmGU8a
+S0qDXWwDNt3VSntpbTTQLl7cMIusqweQo+IPXXWELbGh7eaxPGz4ZeF5yM2cqVNUrQrllX/61Z
+0LuycrFrLzzB9APiONIMLqV/Rt7XIssHQs2RPcT1ul/2XVpabztULJeQi2IwhTb/k48wbh/EvafG/
ibrIBIx9v7/
dwGRAPKHq7Uwb9hHnhpa8qNOUt jeUdIwINh9vCBFX9s22t4PdoxrtoFxbXo9C149PDDD4wqUHIGYLCSVX/
Sqqjf7Aug3h5dwdYN6cDgsuuiOm@+aBcXBGpkh70xVx1wXkIP
+11dt23TkrSUKdOBO1sc9Mc/@yEBCzx5RutKBwsefzy0l4v@X3AHgV70D/XV73THMgGiDx@55CPaaxN/
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pm791VkQ76BSZaBeF+Su6tgok/
e@neklt8Du5ugkyBHVxy8MvxsBIMZ73vIFwUrLHjDeq3+n00yQqSBMnrHKU2mAwWN3zb2LolwjPkKNOh1+NNnv99L2pBcNCr
+BgewzYNdWrXyKkp403ZDa4f+55VWvbY5eyDDXcohvz/
OcCtuRjAkzKBCvIjBDnCviMcjVdCO3+utizGntfhAolRZstnOoRkgVF2WuMTOIxrUmzYximuTXUmWtjyFSTqgNBZwHWUT1Mn
cSC4HPTKr3dazdvEkhwGAAAIFByCjSp/5WHc4Ahsy jMvKCsZQiKgiI8ECwjfXBaSZdY4zYsRI03FC428H1atrFChFCZTOBG

+VAUJiP8XqiEdXeqf2mYMI5ykoDpwkve/cUQfPpjzFQLlQfvwjBwiIJDANKKkOKoNT3bUGz+/f/pyTE
+XMRdIUBZ1Bw==""
}
1,
"DeviceProfileld": "@ff5b0c6-1149-4498-af34-21993acd52a7",
"PrivateKeys": [
{
"SigningAlg": "Ed25519",

"Value": "2c24d45723271f23b9bef38097137c29224a9e979081b3d90124ac9dfa477934e"
1,

{
"SigningAlg": "P256rl",

"Value": "38d526f29cfaf142f596decal87bd809ef71bc13435eedc885b63bb825d63def"
}
1,

"SidewalkManufacturingSn": "843764270F4BDAE3023918C89A3307AB3351EA761887A40A9DC4A5E46B6140D9",

"Status": "PROVISIONED"
iy

‘RESR

EiF#7F JSON fER wireless_device. json Ml device_profile.json , AREGET —RBS
RO FEACLERRMENTIMENKRRRKENEREER TS, WEFMENR , F2H (Amazon
Sidewalk X4#) SR HEFNEMENKIKEE,

RIER Sidewalk K imE E#T1E B Y itb

£ AWS loT RAIREEERMEEAE , WK EHRAZTHEMRYE, CETERRUREERREE
W ZEMFAS , WAKASERSEMEN  BREMRBITERMUER. BHNESEHN Sidewalk
RimscBER RV EE  MUERASREREERNEEE i AWS R
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WA ST A GE AR B RY i

1. B B#A AWS loT HE F1 IAM B, AWS loT RAEESEEREER WS EKRBUMHEM
AWS R FMEERAREXFEANSEA, IAM AGRTFEIGRAINER,

2. f£M CreateDestination API 24 , B % Sidewalk £EM BN, EEENHERE. RAZ
B, ACEBNEMEANSE., API2EE BN —ZRBE SR SKIFEEENEZER
F Amazon Sidewalk B9 AWS loT Core B NLIEE,

THRRMMEBRI BN , X ERE AWS loT FEIF IAM &6,
T

o B I& Sidewalk E£ER B Wit

« BIENBERNMEY IAM AEF loT HRAI

B 1% Sidewalk £ER B i

BaRERAEMN T IEREH CreateDestination , #5 B Wb 18 &M E A Amazon Sidewalk
B AWS loT Core tRF, B B #uEF | FBIEE :

- —fEARNE Sidewalk #imsk Bz B Ry ATME— BB,

® Note

HRCHERENGERENERE  AERBVENMKRLAERZERE, NEFHEEA
BIZER 2 : #TIRERY Sidewalk £ &,

3
¢

- BERBEREZRA AWS loT RAEE , RASKERHNEE,
- RTEEERFEURAERD IAM A€,
THEEHRAMATEMEE A AWS loT BRI IAM B,
BB (FEAR)

MEMER AWS loT EZAEM BN , FREE N PHE , WRERIEE .
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AWS loT > Manage » Wireless connectivity » Destinations

Destinations (2) info

NERERBENER , FEETANFEETIMAL , ARBEHNEE N,
- BRVFFMAERR

AEH B HIbE A Destination name (B Byt & 18) B A HIR,
- RAEE

AWS loT RAIBEEATHEBELNTAEYEBREBNER, HASESUMSNZEENH, BVt
EERAREBZWINAL, ELLBRZEFBWUA AWS loT RAIKZMHZE AWS loT ABEREFRE
AW AERREEALE,

« INREIZ Enter a rule name (ﬁfliﬁﬁ“%*ﬁ) , R A BTEAREBIRIE Copy (BR) , RERGHERY
AWS loT R AR @M AR BT, BALUEE Create rule (B R H)) RIUBETHRA |, REE
ZE AWS loT EE AR AIFHE | jfﬁﬁﬁ'?%ﬁﬁ_dﬁﬁﬂo

B AR R, BEA Advanced (ERE) REREEEXEL R, TESBSEHARINAHR
Rt , MBAUEARAPH topic BEEXNTFE. MEER AWS loT RAINWEZER , FSHE
AWS loT # 8ll,

- BRIBEBERMHE AWS loT ARRERN , FRATERRE. ARLTLUER MQTT XERE ,
ZNGTERBERLGTRILEE  UBERBHEXEENALE, NEEZFHMEA , BF28 MQTT =

2,

WMERMAE M2 AWS loT RAUNFHES , F2REULRBIHKEE LoRaWAN EEF S,
- ABER

RFEBEREFT , AFEUE Rule name (RAIBH) PanBA 2R IAM A, BUNEEEAE
BUFWEKEAE RBERENREACG, NREEBRIYFNREAE , Bl ARZCEE (H
70 SidewalkDestinationRole) , A& AWS loT Core for LoORaWAN REBAZHAUELEHHNAE
£, AWS IoT Core for LoRaWAN ER XL EBHEITEFEEFT TN IAM A&,
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37 B #i (CLI)

WMEET—EEMH , 55FH CreateDestination API #4ESX create-destination CLI #5$,
Flin | FHamSEEN —1E Sidewalk &R IwEE R B #I

aws iotwireless create-destination --name SidewalkDestination \
--expression-type RuleName --expression SidewalkRule \
--role-arn arn:aws:iam::123456789012:ro0le/SidewalkRole

TGS SED B WEEMENR |, IkE3E Amazon Resource Name (ARN) F1 B Hitb & 78,

{
"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:Destination/SidewalkDestination",
"Name": "SidewalkDestination"
}

MEBRHERY BNibWMET , FSEETHARERE LoRaWAN £EF S
AN ERNEN IAM S5 loT RAI

AWS loT HRAIESEEASEEXAZTHMRIE, AWS loT RAEREIEH Sidewalk K imE B REWKN =
TS, WEEMERKEEA. BAR Amazon Sidewalk B9 AWS loT Core B Ry &S E RS B B
RAEVER mMtRISEEBEEEAEERNUELAZTHMERK. —BiEAM Amazon Sidewalk By
AWS loT Core INEIZBE R , RN SHREERFEITEH, EREEEREEZEHRKRENE
®E 6 SUBUAMPAEREELXANEN, ZEFEL IAM AR , REZERMELZERANVER.

RENBENHEEN IAM A6

B IAM A6 , BEEERZE AWS loT RAIMWEF IR FEAR Amazon Sidewalk # AWS loT
Core, MMEEVZA®  B5FH CreateRole APl #4ES{ create-role CLI &%, BAXARHD
£ 4 SidewalkRole,

aws iam create-role --role-name SidewalkRole \
--assume-role-policy-document '{"Version": "2012-10-17","Statement":
[{ "Effect": "Allow", "Principal": {"Service": "lambda.amazonaws.com"}, "Action":
"sts:AssumeRole"}]}'

EW A fEM JSON ERREZABHNEEBR,

aws iam create-role --role-name SidewalkRole \
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--assume-role-policy-document file://trust-policy.json

TSI R JSON BERHNAE.

trust-policy.json AR

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "lambda.amazonaws.com"

}I

"Action": "sts:AssumeRole"

RIEH B Nt E AR Al

#EfEFA AWS loT Core API #4E CreateTopicRule , 3, AWS CLI @5 create-topic-rule
By—EfR., ZHENbEERAEERE , F4% Sidewalk HinEEZRHNERBAEHM AWS R
%o flan , BARY —ESASEEE Lambda HEMR BB E, B EIER Lambda B, fEHER
EHEEZVERERNER , WFEA baseb4 BHFARER , AHMEREX TUERAXEE.

THSRBERUMMEN Lambda Bl , HERUKASBEEZHREWEERA,

|—]

1. BYBTASHNERER

By —@#IAM B8 , RTERHEFIM AWS BERVER. ZHWTFER JSON ERRERACHNE
EHE,

aws iam create-role --role-name lambda-ex \
--assume-role-policy-document file://lambda-trust-policy.json

T5HE R JSON BREHNAR,
lambda-trust-policy.json I AR

{
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "lambda.amazonaws.com"

}I

"Action": "sts:AssumeRole"

-

2. BRI Lambda B
1T YD BRRE base6d FEIFAEHERA AWS Lambda EE,

a. BREANMISEHERMNERNB. flW , BoER T Python BXBEIF, I8EESBNS
8 , Bl base64_decode.py.

base64_decode.py B AR

import json
import base64

def lambda_handler(event, context):

message = json.dumps(event)
print (message)

payload_data = base64.b64decode(event["PayloadData"])
print(payload_data)
print(int(payload_data,16))

b. BHBEHEILA—EITE Python BRI zip BR , WAEHWBE A base64_decode. zip,
f£ CreateFunction API 5 create-function CLI 55 , A& HIERNE
base64_decode.py B3I Lambda BE#,

aws lambda create-function --function-name my-function \
--zip-file fileb://base64_decode.zip --handler index.handler \
--runtime python3.9 --role arn:aws:iam::123456789012:role/lambda-ex
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LEZEEITIEE, BYFERAUK  SSFERABE FunctionArn FH Amazon
Resource Name (ARN) B,

"FunctionName": "my-function",

"FunctionArn": "arn:aws:lambda:us-east-1:123456789012:function:my-
function",

"Runtime": "python3.9",

"Role": "arn:aws:iam::123456789012:r0le/lambda-ex",

"Handler": "index.handler",

"CodeSha256": "FpFMvUhayLkOoVBpNuNiIVML/tuGv2iJQ7toyWVTU8c=",

"Version": "$LATEST",

"TracingConfig": {

"Mode": "PassThrough"

.
"RevisionId": "88ebelel-bfdf-4dc3-84de-3017268falff",

}

d WMERBSIHMESEXFAANBT , FEAEE invoke HH --log-type #I1EH, ZEE
‘BFE LogResult #1Z , HASBXFAM baseb4 #wmlls B (TR AE 4 KB),

aws lambda invoke --function-name my-function out --log-type Tail

BEZEIWNE StatusCode A& 200 WEIFE, INFEHBREHE AWS CLI B W FEH Lambda B
MWEHAET , 552/ Lambda B2 AWS CLI # B {EH,

3. BYFERA

£ CreateTopicRule API B create-topic-rule CLI %% , B AL FEXZ I Lambda
HEMEBERA, SETVHE—EEHRZEME AWS loT TENE_@ERAUSHE, SHEBERAUG
£ 5 Sidewalkrule,

aws iot create-topic-rule --rule-name Sidewalkrule \
--topic-rule-payload file://myrule. json

A EA myrule.json BR , RIEEEEAANEZSFHMEF. Hlw, T JSON ERFE RN
AIEFHEMHE AWS loT £E , RUNAKALEEE Lambda BHE,
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"sql": "SELECT * ",
"actions": [

{
// You obtained this functionArn when creating the Lambda function
using the
// create-function command.
"lambda": {
"functionArn": "arn:aws:lambda:us-east-1:123456789012:function:my-
function"
}
},
{

// This topic can be used to observe messages exchanged between the
device and

// AWS IoT Core for Amazon Sidewalk after the device is connected.
"republish": {
"roleArn": "arn:aws:iam::123456789012:role/service-
role/SidewalkRepublishRole",

"topic": "project/sensor/observed"

}

1,

AR Sidewalk RE W R EITHEERIE

RAHEBRESD , ZEEHA MQTT AIRAFPHRAFER , YEFELRKRFHEEN AWS Eif 2
BWARRE, MEREKAL , FR MQTT BIEAFHPITEEEIL B IoT RAKAIEENE
B, BE T #E A SendDataToWirelessDevice API #4E , B T{TAE R E AR Amazon Sidewalk
9 AWS loT Core X ZEEMNEE, EMAASEERESHEL , BRALCEHE,

(® Note

MBEEFR T AW ETRENHEBET , 528 (Amazon Sidewalk X ) H#Y i 22 M =
Rims EMREFBHABEN (HDK).
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# T T B EE E MR IR ER R

A SendDataToWirelessDevice APl #4E={ send-data- to wireless-device CLI S,
B TTAEREAM Amazon Sidewalk B9 AWS IoT Core X E £ Sidewalk RixEE, THIETR
mEF TG SHES, RHERREFEN M , L basebd %ﬁﬁ%o

aws iotwireless send-data-to-wireless-device \
--id "<Wireless_Device_ID>" \
--payload-data "SGVsbG8gVG8gRGV2c21t" \
--wireless-metadata Sidewalk={Seq=1,AckModeRetryDurationSecs=10}

THERATHSTHES R | EREEERENTITAR ID,

{

Messageld: "6011dd36-0043d6eb-0072-0008"
}
® Note

SendDataToWirelessDevice API AJLAEEIFAE ID , BXA S ATREE LR INEE, WER
EEAZRENASAME , LA A Sidewalk IRFFNEEMARASBEERESH., MFWNARK
AELEHMNFHREN , 528 Sidewak ERNEHEH, MEHSHERNFRER , &
SRAAEEESH,

BBRREEEAN LTASHER

HEEZANEEE , BTREE (Bl , project/sensor/observed) , L EBRETEIEN
R WREBEE LTALREBMEEN,

EREEIVENHEBEET ETEEE , AR REEER LTARNEE, BFBZE AWS loT
FRACAREMENM MQTT BIEAFFix , MAEERRE (HIW |, project/sensor/observed) ,
BEEEETR,

T o & HIEE R Sidewalk B EIXE AWS loT 2 ETHAEMIER ., WirelessMetadata @ EEREA
SR EER,
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"PayloadData":"ZjRINjY1IZWNINw=="",
"WirelessDeviceld":"wireless_device_id",
"WirelessMetadata":{
"Sidewalk": {

"CmdExStatus":"Cmd",

"SidewalkId":"device_id",

"Seq":0,

"MessageType'":"messageType"

TRERETHESERFTESENESR., Itk device-id REFEEBMN ID, 21 ABCDEF1234 , T
messageType =t&EEMZEW 2 LITASWEE,

Sidewalk E{THEERSH
28 iR b 2Bl HE
PayloadData REREBEEHLAZALAE, F& =
WirelessDevicelID BAERNEEEEB L FEH =
Sidewalk.CmdExStat MEHTREME, CEERHA 5l &R &
us BEZ S EREERE COMMAND _E

XEC_STATUS_SUCCESS . Ai8,

BH T RER T EAMEERS,
Sidewalk.NackExSta CIFEARTESDARRE |, ATLAR RADIO_TX_ FERpEZ B
tus ERROR X MEMORY_ERROR

£ A8 A7 Amazon Sidewalk B9 AWS loT Core KXEfiRZHEE

B LERAREME , —XBRERKEEMAEAR Amazon Sidewalk B9 AWS loT Core, KE#
BIFEEER  LERELEIRHPRERENEE K WHELZELEEMA AWS loT B, NEESZH
EREBWHEBFAET , 5528 (Amazon Sidewalk XY FHEE Amazon Sidewalk &i&,

THEEERTAEBMENEFL.

« Amazon Sidewalk XEME TERRE
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AWS loT Wireless HEASER
AFTESRRAEMEREEESFNN —LEREIS. WINERBTHEHITWISE | LUESERI
Sidewalk & & [E A # A Amazon Sidewalk B9 AWS loT Core H,

- FHARBZEETEERERE

AEERAMARIRERERINEEERZE, LEKS THONMTRE YubiHSM 8] , WiEH
BEELNRER , AERERERIEERGH B,

- FAEAEKME Sidewalk EE

AEBERTMABEBZLMEREAER , KEME Sidewalk £E. LIERE T BT EH M ER
EAER , WRREHTEANEBNEKENRE,

F&E

« Amazon Sidewalk X B#E T E#RTE
- FRARBXERVEERER

- EFRAEAERMHE Sidewalk E£E

Amazon Sidewalk KEfME TERE

TIHBEHRRT REMENEERSRELEFRTK. REMBASRNSRIIE

1. B A M Amazon Sidewalk # AWS loT Core B # B ERE.

2. [ Amazon Sidewalk BIBXZER YubiHSM €88 , YR ERXE TEHMEBNWEEREE,

3. # YubiHSM £ EIX BN RIER , FBAM Amazon Sidewalk ¥ AWS loT Core AJRE BRI
SER RS R B .

4. BYEAER  WREAEMABAR Amazon Sidewalk B9 AWS loT Core 2 # B K F5% (SMSN),

REMBH TH
THRSHERTT ABHEN —LEETH  ROTEEARERILEMHE Sidewak HEHN —1

Do
YubiHSM €&

Amazon € ARV Z{E Sidewalk EmEY —HZE HSM (FERR L £1818), =@ HSM #BHE —EME—1
FFo% , A YubiHSM €88 |, tb3IFNEREREM L, HE|MATRE Yubico E EBE,
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Z oY EME HSM MR —1 , BEZFERABEAR Amazon Sidewalk B AWS loT Core 23 # Z &
HEXTEREBERER, WEEYS YubiHSM €18 , Bi4% Amazon Sidewalk BB, &&4& YubiHSM
SRERARER |, AIERKBRE Sidewalk #£E#% , A M Amazon Sidewalk B AWS loT Core #%
SRETEREFFWIEFHARBER, EE , HEKLEARENEA CSV BRETLLE , LiGEE
A AWS loT,

KEFFALR (DAK)

E Sidewalk #£I%EE M A Sidewalk #E&EF | HBFH Sidewalk XETRMEZEE, ANKEEE
NBEOFE—ELNEEBERTERE , LM Sidewalk BHEEHBEN AEREERE., ®if Sidewalk %
B, YubiHSM S%EBHEEBE,

THERRES JSON ER  HHESRERIVNLEER, MFEFMEFA , F2HEYSEE JSON
BE , ETHE.

{

"p256R1": "grg8izXoVv@Q86cPVmOGMyWuZYHEBbbH ... DANKkOKoNT3bUGz+/f/pyTE
+XMRdIUBZ1Bw=="",

"eD25519": "grg8izXoVv@86cPVmOGMyWuZYHEBbbHD ... UiZmntHiUrlGfkTOFMYgRB+Aw==",

"metadata": {
"devicetypeid": "fe98",

"devicePrivKeyP256R1":
"3e704b18d319b3a475179f1d68c60737b28c708F845d0198F2d00d00c88eed18",
"devicePrivKeyEd25519":
"17dacb3a46ad9a42d5c520ca5t47f0167f59ce54d740aal3918465faf533b8d0o"
I
"applicationServerPublicKey":
"5ce29b89c2e3ce6183b4le75fe54e45F61b8bb320efbdd2abd7aefa5957a316b"
}

HEFPLE DAK) RELEEVHEREEBEINESN —RBALELE, HHERERERE K XBREXK
468 {E Sidewalk EmAIME—BR ., EEBI4E Amazon Sidewalk BBk | AU E| Sidewalk FBHE
#. YubiHSM £88 K REAEREERHEH/ (DAK) MHEM HSM,

LHREREELSEN/FTNRERATR DAK) , LRAARKZE, REREREN DAK PEEHR
EFSRMFMESR , Sl DAK £, BF ID. APID (M EEm ID). REMARKXE , & DAK
IHEBNRABRERE.

Amazon Sidewalk X &#2E TR 188
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NEER ID (ApId)

Apld 2R —ERBFEAFE , ARBILENER, EL/EELAKREMEN Sidewalk EEFERLB
ENRBRCER K XKEBEHEZ. BAR Amazon Sidewalk B9 AWS IoT Core EESE 4 DAK
IWiEIB YubiHSM £#8iG HIREGE, HEIN DAK BB RREBREE D,

WMERE ApId , REREMEL 2 RERERENEBENAR , FBB4E Amazon Sidewalk X E BB,
!’d‘\—I{“ AWS loT 2 & ., =M GetDeviceProfile API #4E , = get-device-profile CLI @5
BREREREEA

RKEMENEELR
WHEER R AKEMEMNMEEERM Amazon Sidewalk B9 AWS loT Core &4k,

Get YubidSM and Manufactures device and F'aslses cnntrnl log
send to manufacturer sends control log info N f‘\ information AWS loT Core for
> " ) Amazon Sidewalk
4 6

Contract manufacturer Sidewalk Cloud

B

AWS loT Core for
Amazon Sidewalk

Compares serial numbers
T with CSV file and staris
) bulk provisioning
Create device profile

P Obtain device profile

with Device type Id v

1

Customer

2

- '
s — (\\
Request YubiHSM and =~ == ‘==

factory support ae==

Sidewalk team

Updates device profile with new
DAK and factory support enabled

AWS loT Core for
Amazon Sidewalk

THRERFRERXEMEREFPHTRITE,
1. 21 Sidewalk £EME B TERE

BRGEREFERRZE , FABRYRERTEE. SAUUERAUREERGEERNEE |, 10 5
BB B EREM Sidewalk KRigHEE PR

SIENVEREREREME

N
af
\

EREE  BRIEEBEZERE 558 Amazon Sidewalk EIBXESR YubiHSM &88 | It 5EH
HEERERERERZE,
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3. HUS DAK MRRE < EAVEREE

A% , Amazon Sidewalk T EEKSEFEAEREETHSER DAK) IEBMZEREFHENEE
BREE, FNEBERTEEKESEBHEFAELEERID (APID) , R#FH DAK FIEREH , Hlin
B#E D, FALRERZMN Sidewalk EEBEBFESAEMEFEANERL,

4. # YubiHSM £#®ExEHIER (CM)
BHRIFHREREFESER , ALLETE YubiHSM £8EEBEHNEIER (CM) F'aﬁ?ﬁ‘@éiﬁfi
Fo MEFMEN , 32 (Amazon Sidewalk XY FH&IE Amazon Sidewalk &

5. HEHEWEXZEE AFNFR

CMAREREIELEFAF. CMERHE CSVER , A I ERENKERTERH
Sidewalk & F5% (SMSN), THRNIFHER T &R H BF. HESREMNFHRK. APID MILNE
KEB®E

{
"controlLogs": [
{
"version": "4-0-1",
"device":
{
"serialNumber": "devicel",
"productIdentifier": {
"advertisedProductId": "abCD"

},

"sidewalkData": {
"SidewalkED25519CertificateChain": "...",
"SidewalkP256R1CertificateChain": " "

}

}
}
]
}

6. S4B FEFEERIEFAR Amazon Sidewalk B9 AWS loT Core

Amazon Sidewalk EWR SR EEREEURH HFERA , AN ERAEESEHR N Amazon
Sidewalk B9 AWS loT Core, E%Eﬂﬁﬁ%ﬁ&ﬁrbﬁo
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7. REFRREENS  URBREME

EH AWS loT £ AREAM Amazon Sidewalk B9 AWS loT Core API #1E
StartWirelessDeviceImportTask K , AR Amazon Sidewalk #J AWS IoT Core #$ &%
# Amazon Sidewalk FTEVS & E% & 2 Sidewalk ik /F 5% (SMSN) £ CSV ERPWE EF R
HEITHE, EHEFANEYT  HERBAEMREREF  XEIEE ABEAR Amazon Sidewalk B
AWS loT Core I E,

SRR EEUEERER

EREMEZEM Amazon Sidewalk £E 271 , BHBEEIN —EREBRERE , F EL Amazon
Sidewalk X EBBKERFEMZE, #E , Amazon Sidewalk X EBKSSEATNEETASR
(DAK) EFEMEBRERE , YHHIMEERIE., FHLREED Sidewalk ZEFRERE/FSER ,
A E2iE A Amazon Sidewalk B9 AWS loT Core #EEMA , LA MALET KEMHE,

TISRERTIARYER S ENRERER.
1. BYRBRER

BARI—BERERERE. BARERER A FREBNERAEREEARE/ER. WEMES
¥, REMNERREENFMAET  F2E NAUELNIEENEE.

2. HISEHREENERXE

EENSLAEERERENER:E , ICAKBRERNEEENNFEER. BEMEER , FH
Amazon Sidewalk Bk —EEVRE, BREREZER , E¥gWE—@ APID (XEEm ID) , ME
MEXERM AR B E DAK EITEH . FRALEREEMN Sidewalk RIFHEHETEER,

BEEA AWS loT £ A, BAM Amazon Sidewalk #9 AWS loT Core API #&4E5 AWS CLI 3R 31
RERER.

FE

- BURERE (XFEAH)

- BV —ERRERE (CLI)

- BRESR

ERRE BT BB o
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BAURERE (X£&5H)

WMEMFH AWS loT EBRABVTHERTERE , BFBEREEFIERN Sidewalk E5|1ZEE , AR BIFRE

RERE,

LoRaWAN Sidewalk

Device profiles (1) info

Profiles allow you to connect similar Sidewalk devices to AWS loT Core for Sidewalk.

Q, Find device profile ‘ 1 {c}
Name v Profile ID v | Qualification status v
New_profile3 b627bc56-97c3-475e-90b7-b... Not Qualified

MERVRERE , FEETIRM , ARBEFERER,

W ABRERN BT,
. B

MAZARSIEBERAER/ER , HBHEERRMEBECHREE. RIEBETRLETRR BB
HWRET A

BAREREALRERERE
LEFINERIYNBEEFBNREE, BEEREEUBREFMERA. £S5 TIHEBER

c EERTEEBBNHE—BE  KEECAZB/EENTEMRZARSIER,

- REENEAERXARSLAESBNEEERE D,

s BERMRE , MRTEBFEANEESRERTEIERZE, IERELANEESRERUFHESERX
B, @&¥4% Amazon Sidewalk X1,

- £EFHLE DAK) EFl. —BELHNEKERTRERTSER , FE%E —EHH DAK , BH
BEIEFHAFH DAK Ef.

EEE

Ka
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By —ERER (CLI)

MEET —EEERTEE , 55FEH CreateDeviceProfile API #4EE] create-device-profile
CLI %, fltn , FTHHSERIL Sidewalk KinEBMEERE.

aws iotwireless create-device-profile \
--name sidewalk_device_profile --sidewalk {}

TGS SELRERFEMENA , Ik EIE Amazon Resource Name (ARN) MR EREM 1D,

"DeviceProfileArn": "arn:aws:iotwireless:us-
east-1:123456789012:DeviceProfile/12345678-al1b2-3c45-67d8-e90falb2c34d",
"DeviceProfileId": "12345678-alb2-3c45-67d8-e90falb2c34d"

BIBREREALRERER

£/ GetDeviceProfile APl 45 get-device-profile CLI @9 , LEUEZAERAR
Amazon Sidewalk #J AWS IoT Core 8 ERF 2 HEEXREENMHEBEN. NEHNEEREENME
BEN K FEERERE ID, #F AP SEEREMEEHRINFHEFCEEREENENA,

THIEREH CLI 8

aws iotwireless get-device-profile \
--id "12345678-234a-45bc-67de-e8901234f0al" > device_profile.json

TG TEERELEREENSH,. EAEXAKRSILE L8 DeviceTypeld, Apld, EEIREE
K DAKCertificate &,

RAILE G F | ERREN DAK EARTENEBRERTER.,. NMEFESEHNRTERER |, B
Amazon Sidewalk X1 |, B EESSE —EHN DAK , REEER,

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:DeviceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",

"Id": "12345678-alb2-3c45-67d8-e90falb2c34d",

"Name": "Sidewalk_profile"”,

"LoRaWAN": null,

"Sidewalk":

{
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"ApplicationServerPublicKey":
"a123b45c6d78e9f012a34cd5e6a7890b12c3d45e61f78a1b234c56d7e890a1234",
"DAKCertificateMetadata": [

{
"DeviceTypeId": "fe98",
"CertificateId": "43564A6D2D50524F544F54595045",
"FactorySupport": false,
"MaxAllowedSignature": 1000
}

1,

"QualificationStatus": false

Amazon Sidewalk X EBIBKMER L EAE , B FUWE APID MEMZER DAK , W15 EHIFFRo

@ Note

MaxAllowedSignature % -1 &R DAK REEMEERS, MF DAK SEWFMER ,
5528 DAKCertificateMetadatas

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:DeviceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",
"Id": "12345678-al1b2-3c45-67d8-e90falb2c34d",

"Name": "Sidewalk_profile"”,
"LoRaWAN": null,
"Sidewalk":

{

"ApplicationServerPublicKey":
"a123b45c6d78e9f012a34cd5e6a7890b12c3d45e6f78alb234c56d7e890a1234",
"DAKCertificateMetadata": [

{
"ApId": "GzBd",
"CertificateId": "43564A6D2D50524F544F54595045",
"FactorySupport": true,
"MaxAllowedSignature": -1
}

]I

"QualificationStatus": true
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}

“RSH

RELCRKEBY T EERMXEN DAK WRBRRER , B EREREEH YubiHSM £iRiR MG
RER, AR, ZNEEBRIRPRE , AREES AFEABEE Amazon Sidewalk , Ea@&
KEBERFH (SMSN), MFHTERENHEBFMEEF , F2H (Amazon Sidewalk X#) FHRIE

Amazon Sidewalk & &,

EE  EUEEMAEENFRIEEAERAR Amazon Sidewalk B AWS loT Core , it KEMHE
Sidewalk #£&., Ei# AR Amazon Sidewalk B9 AWS loT Core W ZI#2 4] B 558 | H2i884| 5

PR FRESRUNFRETLER. EFHRER , EACTESHEABENEEMAERAR Amazon

Sidewalk K9 AWS loT Core, MFEFMEF , F2REAEANEHMHE Sidewalk K&,

£ F [E A% Sidewalk Z£E&

AEFHGEREA Al E A AWS loT 32 4. EAM Amazon Sidewalk B9 AWS IoT Core API 24 | =%
AWS CLI XE#E Sidewalk Z£E, T %% ERB AT KEMERMN Sidewalk EiE,

FE

- Sidewalk KEMHEMEHELR

- Sidewalk KEHEHNERIEEIE
- CSV ERERX

- Sidewalk KEMHENFEAA R

- REME Sidewalk &

- BREAEBNEEMAAEE

Sidewalk KEMHEMNEEF
T LSRR REMENEETN,
1. BREBEEBEEEEANTKE

MEBEAREME Sidewalk £E , BHLERIEBATE , AAEBMALBN Sidewalk ik F5%
(SMSN) 1R #45E A Amazon Sidewalk B AWS loT Core, S i24l A LEZE Amazon
Sidewalk # , BEEFBHF L CSV BERWEXIBEEM Sidewalk RiEFHE (SMSN), 0
S ITERBREGES BFS ENEEFMEN , 528 (Amazon Sidewalk X#4) HHRIE

Amazon Sidewalk & &,

EREAFEMHE Sidewalk # & 195
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2. EEETHITEARER

EEAR® Amazon Sidewalk # AWS loT Core Y| EATKERE , ELBHBETERE , XE
REGHRCNEREERF. " BEERBEEEFRIEAEIKETR , ESHHATR CSV EX,
EAR Amazon Sidewalk ) AWS loT Core REKRER A E# Amazon Sidewalk Y Z|#2 %l B
Ao

3. BUERKELHK

#£ Amazon Sidewalk W R & B 558 , AR Amazon Sidewalk B9 AWS loT Core R &2 4|
BAEPHFRERE CSV EEFPR SMSN EHRFF. EFRAER , BAR Amazon Sidewalk Ky
AWS |oT Core S 2RKRBEELFIEYIEMN Sidewalk EEEVEFHEBHE. MAFMEEEZ
%, EAIBSETAERN.

Sidewalk REMENEERFEEE

1 Sidewalk £ B KEMEZEE AR Amazon Sidewalk 9 AWS [oT Core B , U TRE—EFEEZES
18,

s BUABEBRVEERTENERE AWS tRE (V& , £ AWS loT A 3E AR Amazon Sidewalk
B AWS loT Core AP| BE#IT KEMHE,

- EREME Sidewalk £B 28] , BFHNEERTEESNECTERTERZEN DAK EF. FAI, £
B AWS loT XA AEME AP BIEN KEMETREE XK,

- FHREAEKER , EE CSVER, EAEEGEENLKEMABAR Amazon Sidewalk B AWS loT
Core EVEE 10 DEREERM,

- —ERBR K BEREEEAEIHEHT 0 X, FHHE  HEREREBEH Amazon Sidewalk 1
BEFIHEE. & 90 RZ A RIKE| Amazon Sidewalk H#2H B3 , RIEEMBEHFMERR
ZEBKBFLR/ETR , XER-AFLE  EHZEKRCEH. EAERPEAESFSRHEARHERE
AR EEAGIRAC B K o

- EREREFNCEUNEATEE  SRESHMEENEERTHE, BUEBRIEBAETHE2E &
ECHEZEATENEE LRBREKCH K BRFIEEE, EETEREGERREATEHLEEE
HEBF , ASRRELFE.

- EREREFMEXER  BBEHEZEEVEATBEMERAACHERLN IAM A6 RFE Amazon S3
fEFETE Y CSV X,

- AEEEBERNTRREBRERKKE , T AMBREAER. EFNRET FEREN IAM B2
A E Amazon S3 RTFIFEERSERAT , R TRELEN. FEAEHERN PENDING MRE
RUECRETT EH M ER
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- BEAZERH CSV ERLAMER T REEHFAIRHEN,

CSV ERER
BEEANEKFTIEE Amazon S3 EFITERFTITESH CSV ERMLAFEATHER -

s B1HXAFERABRE smsn , LRREEAN CSVERTEEEAZEEN SMSN,
« B2 MZENINSHELESEMAZEER SMSN, ZEE SMSN HEE 64 T RENFETHER.

Itk JSON fEREH R CSV EREANEH,

smsn

1C1A10B0OACOA200C012BBAC2CBB1B21CB12COCA2AC1C1BB22CAA01C1B0OB0O1122
B122C2B1121BACA2221001AC1B22012AAC11112C11C2A100C1C2B012A1100C10
02B222C110B0A210BOAOC2C112CCCAC21C1COBOAAL221AB1022A2CC11B1B1122
C2C021CA1C111CCAB1221C0021C1C2AAADAALIA2AQIABC10CBAACCA2AQ121022A
0CB22C01BBC2CA2C0PB11001121ACB2ABB0OBB0121C2BA101C0A12CC2B20CO11ACO

Sidewalk XEMHENFERAAR

THLSBERINAFER Amazon Sidewalk XEMZE,
1. RHEKBFR

MEMBER Sidewalk £E , MBS HERBEEMAKENF5R. S UERTIME-—BHRERM
BIENEKE,

- EAH Sidewalk HEFH (SMSN) ERMESEEE, HEERETFREMALTERELMA
FHEEMBETLEEEEE IAM ABMN CSV ER , ISFHBEMITFMAELERE , BlltS5%
R®REH.

- BBREASEERL CSV ERPFIMEREE S SMSN #9 Amazon S3 728788 URL , RAXEM
BHE, EREREENMANEER , WESZHNER. RERRT , EBMASEEE TR
SREHE, Akt , FREERME LEF Amazon S3 FEFEFEY CSV EEMNRE , # 1AM
AEHAFIESR,

2. BSEAEBZMEEIMAMEE

HREBVNBEEAESR  EUENEEEHENARENFTEEREIRRE 2 LRRENER,
RETESEMREER , SINEBIKEMARBNER. WEFAET , F2H
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3. (BEF) EXMHMEREAER

BRI EH MR E R EAER.

- EEHENEE LRREATK R , EUEREFTEYSHEHMOEEREEZEEK. BAR
Amazon Sidewalk B9 AWS loT Core BRI IAM B REESEYEAFTEEEANACHEE., &
BRENIKE  SECESENEEIKEcEEFFENE CSVER,

® Note

ELEHMRANEAEBE  SESKENEEEH. BRAM Amazon Sidewalk #Y
AWS loT Core EEEAEBFEANKERCERANEETERNREZBUTHER
., ENRERUEEAEIRTEFENEKEFT , AISZKELFHR.

- ZARMREIERTRBNEAERE , REFZW IAM BEEATER , IR EMERFELEE
S REIBERSEAT , EMRBMNEAMER.

&
« REME Sidewalk £&
o RIREAFEKEMEE IAAEE

REME Sidewalk £E

AREHSEREA A fE F AWS loT 32 & AWS CLI , ¥ A Amazon Sidewalk B9 AWS loT Core X
E#7E Sidewalk £ &,

REME Sidewalk £E (X2 8H)

WEEM AWS loT EE A HEER Sidewalk RE , FBELETER Sidewalk REIER , BEXE
HEERE , REHT TIILER,
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LoRaWAN Sidewalk

¥ How it works
With AWS loT Core for Sidewalk, you can add your Sidewalk device fleet to the AWS Cloud. Use the following steps to get started.

e o

Step 1. Add your Sidewalk device Step 2. Provision & register your Sidewalk device Step 3. Connect your Sidewalk endpoint to the

First, create a device profile and retrieve the application Provision your hardware as a Sidewalk endpoint by cloud

server public key. Next, create your Sidewalk device and flashing the device certificates and the application server Create a destination and use AWS loT Rules [ to proces:

retrieve information about it, including device certificates public key that you have generated. Register your device and route data to other AWS services. Your endpoint can

and private keys. so that it can connect to AWS loT Core for Amazon now exchange messages with your cloud application.
Sidewalk.

Bulk provision (0) ifo

Bulk provisioning table shows the task IDs, which includes tasks that are added for individual devices, and tasks that are linked with your 53 CSV files [A.

Bulk provision devices

Q Find task 1 &

Task ID v Creation date v S3 bucket v Success count v Pending count v Failed count v

No bulk provisioning tasks are currently running at this time.

1. BEEEARZRN

BELELAREMANEERE AEAR Amazon Sidewalk B9 AWS loT Core A =,

MEERE SMSN M2 ERIERE , FEEMZERNEREERE,

NEZEBRUISEERHE SMS BFEN CSVIER , AEMEERE , FEEEA S3 AT
8

2. EBEEmMANEE
RIBBELEEMANWAEEME , FEEESAREFR,
a. BEELEREMEENNERIEEE K BRETHEN:
i. BEENMACZEENEE. ZHBBEEN AWS IRFE M AWS EE A4 ERH -8,
i. H7E# A SMSNHEHH Sidewalk FiEF 5 (SMSN),
i. ERGAERESHEAZTEHM AWS RFE 2 loT HANE ik,
b. ZE&EEMFER S3 REEET

EREAFEMHE Sidewalk # & 199
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i. $RAtEE S3URL EAN S3REEFREMNLEN. MERMK CSVER  FEEHE
S3 , RREZFLBEMAR CSV ER,

B Amazon Sidewalk ) AWS loT Core 2 HE)#EA S3 URL , HAFIF S3 &z
BriErh CSV ERMERE, BEBMHERA s3://bucket_name/file_name, EEE
Amazon Simple Storage Service £ & RWRER |, FBIRIE View (BR).

i. EBESImEAR , KA EAN Amazon Sidewalk B9 AWS loT Core X & & 12H S3
EETEDY CSV R, BUUEBYFNRELAEEEREAE,

MERIYHARG , AR EAACERE , IEREEQ , LBEDHEEREKEE,
ji. EBH—EEREABREERBZTHM AWS RIE 2 loT RAIM B b,
3. RBEAEK

RHETMERAERELSSE/ER  UEERXURKERREEAEK.

KREME Sidewalk E& (CLI)
MEH Sidewalk 2 & N A& HYE AR Amazon Sidewalk B9 AWS loT Core 1&RFE , 5E6EH T 54E{T AP
B4%E , EREURNEEERIFERE  ERREMIEN S REFIFRPH CSV ER.
- I S3CSVIiERAELEEE
MEFEIBHE S3 REFIFRPREME CSVERUKRELELE | FEA
StartWirelessDeviceImportTask APl #4EZi start-wireless-device-import-task

AWS CLI 5., BI{FHEEE | 5518E Amazon S3 #1Zir#E CSV EZEMRE |, XEE IAM A
& , MEAFE CSV BRI FiE A M Amazon Sidewalk B9 AWS loT Core,

—BEKBRBHITE , BAK Amazon Sidewalk B9 AWS IoT Core i SBAEE CSV EER |, 118
ERHAHFHE (SMSN) B Amazon Sidewalk FrEl 2 2% B EEF W EEEAETHE., EF5EME
T, HiSeRRETHEELFREHENEGRERE,

T HRREVEAEBHED

aws iotwireless start-wireless-device-import-task \
--cli-input-json "file://task.json"

THIFE R task.json BRWAR.
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task.json AR

{
"DestinationName": "Sidewalk_Destination",
"Sidewalk": {
"DeviceCreationFile": "s3://import_task_bucket/import_filel",
"Role": "arn:aws:iam::123456789012:r0le/service-role/ACF1zBEI"
}
}

TS EEREATHL ID F ARN,

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:1ImportTask/alb234c5-67ef-21a2-
alb2-3cd4e5f6789a"
"Id": "alb234c5-67ef-21a2-alb2-3cd4e5f6789a"

- £/ H SMSN fERIfhEKE

MEFEHAE SMSN ERI#EEE |, A StartSingleWirelessDeviceImportTask APl i
= start-single-wireless-device-import-task AWS CLI &s 5. BM{E#KE 6 BEE
Sidewalk B it FEEMANEE F5E,

E PR % Amazon Sidewalk AT Rz 24 BEE PN B REFANE , SRTERLEVEREE
AC#%o

THlaTRTREMLEANEHH S

aws iotwireless start-single-wireless-device-import-task \
--destination-name sidewalk_destination \
--sidewalk
'{"SidewalkManufacturingSn": "82B83(C8B35E856F43CE9C3D59B418C(C96B996071016DB1C3BE5901FOF3071/

TP EEDEAERER ID F ARN,

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:ImportTask/e2a5995e-743b-41f2-
ale4-3caba5c5249f"
"Id": "e2a5995e-743b-41f2-aled4-3caba5c5249f"
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}

5B T M BR EE A2 RS

BB EREMRENEEEAEE  SUNERZER. BETBFEREBRIEC KK, AETH
HMBR. MFERBARERRMEBREBNET , F2H Sidewalk REMEH AT o

/A Warning
MBREIER K AENME , BELER, MBREIERTROEAEKETLBIREFEAXERM
ANRIREE,
W0 EE SE R o M BREE AEH -

« £ AWS loT £ &

THISEREREA a1l E A AWS loT #2458 5 37 2k M BR BB A (£ 75
MEFEHEAER :

1. FBBZE AWS loT £ A M Sidewalk £ EF &,
2. BELEFINEAER , RBBERE,
3. RHUHZ—HAESLEFEEAKCEERFFRN SIER , RARBERER.

AN MR E AT

1. FBBZE AWS loT £ A M Sidewalk £ EF1&E,
2. BELEMBROEE , REBEZEZEMER,
« £/ AWS loT Wireless API % AWS CLI

5 T % AWS loT Wireless API #4EE] CLI fp 5 3R 52 37 =k Ml BRI& 1Y FE A 75

« UpdateWirelessDeviceImportTask APl = update-wireless-device-import-task
CLI

It API 4EE 48 Amazon S3 CSV BERXENARKMINEZEREWEATE, BETUHEETRIER
FHEHPNEEFR.
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- DeleteWirelessDeviceImportTask APl 3 delete-wireless-device-impoxrt-task
CLI

e APl BRESE R E AT ID MERTC A ZMERAYE AT

BAR BB AMERS M ZEE H0 AGIRRE

CHEGREBEEATE , MECHEZZXERKMN Sidewalk EETJeEF T HEHD —FEREFE., &1
SEINELAEE RN AWS loT E#Z A&7 | SR2EFEREM AWS IoT Wireless API ##4E5 AWS CLI
TOHEELEERREELEHBEEANEERE,

AR EAERIREE A

EERNEAMEBR , ATRREMELNEAER , UARFMEEEBRENMARE, MARES
EHEEMANKERE, ERAMMANKERE K REIZMANKEHE.

EEAEBBIREZLR 6 SEARSSET —ERFTEXREREAHENE. —BEBRELEN
CSV ERMUEVERRBERLKZR , SEMEMERL , MR R SEELRER I MNATE M,
EREMEEEEMA , KMETBASSEM,

MERIFEAEKEMNE S IMAAMEE :
« M AWS loT 24

A AWS loT £ A Sidewalk ZEFIEF , BUEFLMEINWEAEE , REEMAREER
RENGE, ELRRAEN 2T EAEKWFHEEN , MR\ EEMAMENEMEREER.
« {FH AWS loT Wireless API 5 AWS CLI

MERBEEIMAME  FEHATHE—IE AWS loT Wireless API RESE FER AWS CLI &85,

- ListWirelessDeviceImportTasks API & list-wireless-device-import-tasks CLI

It AP| IS EEEREEHIEER AWS loT Wireless t(REFTEE AT B R ERENET . HiE
SEEIE LD Sidewalk EEBIMARERENETEL

- ListDevicesForWirelessDeviceImportTask API = list-devices-for-wireless-
device-import-task CLI

It AP R FEERAREEEAEBRERENER , UREHEEEANEH A Sidewalk £
B R EMAGREEARNEBEA.

« GetWirelessDeviceImportTask APl 5 get-wireless-device-import-task CLI
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It AP R FEERAREEEAEBRERENER , ARZEBK T Sidewalk HEMAMRERHE
HYET R

EAEBAMRE

BHRAWS IRE RV HEATETREEETIHEP—EREFLE., ZRESREHENEAEKRS
CHRERE, ReTRRDER. BBAFEHR AWS loT A HEM[ AWS loT Wireless API 24ERY
StatusReason 2% , R EMAREFHEH,

- ¥R

B AR Amazon Sidewalk B9 AWS loT Core B FIEIZE B EAEKFER , BEEEREER,
- BH%RI1L
B AR Amazon Sidewalk B9 AWS loT Core EEKXEAEKIERE , WIEEFEHEIBFRE |, UE
FHEEFE (SMSN) HETEA LB ERIBES,
- BE
EAFEBEETHPESEE, BARK Amazon Sidewalk B9 AWS loT Core [EE L EETHIFH
HE#,
o4

\

di

EAEBEREBTK.
S

EAEBREEEE LK., BaEH StatusReason SEUREBIE AR LXBNERE |, Hla05HH5
o

- IETEMIBR

EAEBERLSAMBER , BEEMERS.

KEMAARE

BB EEAEKY Sidewalk HRETREEE NI EFP—EREAL, ZRESEHENEERS
EEEHEMA , HEMAHELZIMA. ZEAFEH AWS loT A= AWS loT Wireless API 1€

ListDevicesForWirelessDeviceImportTask B OnboardingStatusReason 28 , KH#E
HbARRENFHEA,
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- BRI

1B AR Amazon Sidewalk B9 AWS loT Core EEXEAEBIERE , WIEFESFEH BFENLE , UE
FEREBFE (SMSN) # 1T [ A I 8 R B 75,

- FE
EAEBEETIHIFEGEE  IFBRKENEEMAZER. BAR Amazon Sidewalk 89 AWS

loT Core 1E £ 54k BRI {T 5 0y b {E 5,
- EMA

E R Z#% Sidewalk <& 0 A B AR,
S

BEAEKRHEBEHELK , B Sidewalk EEBEEMAER, E0EH
OnboardingStatusReason 2% , HEEREEMA X MERNEMFHAER,
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AWS loT Wireless L4 4

BEmEE2 R AWS REBRN R, 58 AWS BEFINE , et ERP ONBREBNEEFERE , M
wmEABMRABRNEEER,

&R AWS BEHAEBANER. HEFSEEESERHRAERNZ2ENBRPHREM

- TIMAFHEL - AWS B EREE AWS Cloud F#1T AWS RN ER R, AWS HIBHE TR
2FERANBRE. F=ZAFERAESEHIRNBRRMZMENERME , /A AWS 2HEFTEN—IF
. BETHERRN AWS loT Wireless WERETE , F2RSRFTEIN AWS FRIEEE,

- ERRFNES - BHEEECRAMERN AWS B, fHXEHEMEZEE  GiEE MR
%, BNTMERMNEAEENER,

AT EBE T EAAEMER AWS loT Wireless BERLESEER, XHEPERESMNMAERE
AWS loT Wireless UBFEHBHNELEMNEREBE, St THRNMAEREM AWS RERIGEIEEIRI R
#E AWS loT Wireless &R,

B #%

« AWS loT Wireless (W ERHRE

« AWS loT Wireless B § 9 MEEEE

« AWS loT Wireless & R %

« AWS loT Wireless K18 FRAE

« AWS loT Wireless PRI E#EREL LM

AWS loT Wireless I & R E

AWS L ESEEEBRAMN AWS loT Wireless FRIERHMRE, MILEEFR , AWS EEREHITA
AWS Ein HEIRERRE, CREHBTHERRE LREATNRGE. SthLAETERER
AWS ¥ NZ2ERNEEREH. NFENBLENEREN K F2RENELEEREEE. WF
BREBNERREBENHEBET  F2H AWS ZEMERER LM AWS HEWSFEEEMN GDPR #55%
BXE,

ERERREBEN , BEEMEH AWS IAM Identity Center 5 AWS Identity and Access Management
(IAM) R AWS tRF BFE K UREBAFERAE, k—R  SEFEHEHSRASESRETREERAR
HEANFT. RALEBERATIHAFRNREBER -
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- BERFHECAZEEZRNE (MFA).

- f£/ SSL/TLS B AWS BiREA. RMFJZE TLS 1.2 LEZRFEA TLS 1.3,

- £/ AWS CloudTrail F%%E AP| /A& E 8 A 5F5C &%,

- fEF AWS IEBERFR , UKk AWS BRI R FTEER TS H1E,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

- MRBEFBGSHNER API FELAWS B | EE FIPS 140-2 BRFEINZREE | 55 FIPS i%
2. WZE FIPS M FIPS im BV EREEFA , B2 RE I EFREZE (FIPS) 140-2 BEE,

BEMEEBRCEBUIESETFNE B U FRZIBRAET  HERRIABHBANFRL
B, flIE BRI, ESTRELERATESE. API, AWS CLI, AWS SDK RfEA AWS loT Wireless
HHEM AWS R K, SESBIABERIANFZRUTAANTAERBTRANGFERZEH B

MRERMAIARER URL , BMENEBF 2 ERET EHAARB[FE RN URL F 22 BEEA.

AWS loT Wireless V&R N

BB , FTEEW P FTFREM AWS loT Wireless ERIEEINZR, AWS loT Wireless T ERH
AWS KMS key & FZE AWS KMS ©18, AWS loT Wireless R H AWS G S8 RiNBE
B

AWS IoT Core for LoRaWAN I E R ME#H T4

AWS |loT Core for LoRaWAN LR 75 7% K758 LoRaWAN &, FEE AWS loT Core for
LoRaWAN Z B/ &R FEER
- #EH LoRaWAN FHEETEARFIEENZEREER , I LoORAWAN Z4 HREFMIR,

« AWS loT Core ARAS B EELZE] AWS loT Core for LoORaWAN , A5 E&E BHEX R EH M AWS IRIEH
e, MEHMEN , 5528 AWS loT Core FHERHRE,

MAEREREPREES

WERETRELEZE AWS loT Core for LORaWAN B LoRaWAN RPN EERE , AREREHMNE
BERESN

AWS loT Wireless B9 &£ 0% 207


https://aws.amazon.com/compliance/fips/
https://lora-alliance.org/sites/default/files/2019-05/lorawan_security_whitepaper.pdf
https://docs.aws.amazon.com/iot/latest/developerguide/data-protection

AWS loT Wireless HBEABER

- -
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E?I —i:; @ —ZZ— .: {4 m |ll

mrrr

LoRaWAN AWS ToT
gateways and Core for r'\.
devices LoRaWAN

AWS services

1. LoRaWAN EREEEEEEm —EMAS 28 , £EM AES128 CTR X MEZEAL

2. [F&EE AWS IoT Core for LoRaWAN HYEFRZH TLS 4RFE , 10 AWS loT AR SR L 2% Fr
&R AWS loT Core for LoRaWAN % ML | WASHERN ZE N AR RKERE S basec4
F&H,

3. EAEM base64 mIBEAESEEASRTEILZE AWS loT A, MItRBREERGEEZHN Bt
LR, AWS RNERIZRER AWS BB REITINE,

4. AWS loT RAIGKARERE R ER ABERBPIRNEE. AWS ANERZER AWS HEN SR
HEATINE,

LoRaWAN £ ENFEERZ S

LoRaWAN #£E 1 AWS loT Core for LoRaWAN SFEHRFALLANIRLR, THERRESBRER
LoRaWAN £ E 1 AWS loT Core for LoRaWAN BEBEABEFFITE. BRI ERERSB/ANESE
AES-128 CTR X MZEMER, 4 MTHEASTEMENRE (MIC) th 2 ANREFZLE AES-128
CMAC EEZMEERTEM, THERERESB USRS ENBEEFETEN.

LoRa MEHNLZ LB S LoRaWAN HEF MR, LoRa BB A Basics Station &
1B Web B imELEZE AWS loT Core for LoRaWAN., AWS loT Core for LoRaWAN {E & Basics
Station 2.0.4 X R EIFIRA,

BT Web BHFMELZ 2B , AWS IoT Core for LoRaWAN €8 TLS ARSENA i S 9 BEE
HRBFFEIE. & 7T HR LoORaWAN BIRABENEEMY | AIGFER TLS 1.2 ik, ZEEXRFESH
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EERRRAM TLS T, AWS ANERRHEFEN AWS BRI MNE, MEEBEHEM AWS R &R
MEZENFHRES , FERRBBH R

AWS loT Core for LoRaWAN th & #EHREEL S # A ARES (CUPS) , AR ENXEFH AN TLS B0 8
FHRRMEE,

AWS loT Wireless B & 9 MFEIEE

AWS Identity and Access Management (IAM) & —%& AWS fR# , EEESREAR SR FIE AWS &
RN EEE, IAM EESTUZEGRERERS 2 BE (EBA) MRE (EBFTH) REEA AWS loT
Wireless iR, IAM BR—EE TR EFEHN AWS BRI

e

- Wtt

- FRASSBE

- ERABRREEFIE

« AWS loT Wireless #n{aEd IAM & i 55 5

« AWS loT Wireless & % BB &I

» AWS loT Wireless #J AWS ZEBE

- ¥ AWS loT Wireless & 7 MEFBGEITHRER B

cZhes

&5 AWS Identity and Access Management (IAM) 8975 REURAETE AWS loT Wireless FFF#EI{T
T,

REFERE - MREFEA AWS loT Wireless BT , ENEEESALREMENRIENG T, FE
ERATHTIHEMMERALN AWS loT Wireless THREHEER S | BARE ST BNV, BETIGF
ANEEAXN AR ROERSFEREBNTT, &EEBEEFH AWS loT Wireless FHIREIFINEE | 38
280 ¥ AWS loT Wireless & 2 MZEGETHERD B o

RIEEEE . ZERELTEEERE AWS loT Wireless IR , EEZTEE AWS loT Wireless & E
B, BN ITERYEREEREEEEN AWS loT Wireless THEEME IR, EE |, BHXBABBERER
RIEER IAM BEEE  REFLREEAENGTT. SELXERLNER , THIAMHNELRHRS, FZ
HE—FTHRELN T EE AWS loT Wireless £ IAM B9 AR |, 528 AWS loT Wireless #1{AEE IAM
BEEA.
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IAM B E : IRER IAM BEEE  BEERLERNMREBERLUEE AWS loT Wireless FZEUERY
BT, EEMRRETLUE IAM B{EHBETH AWS loT Wireless 90 B BEE |, 5528 AWS loT
Wireless & % B BUR &4l

e M & 2 B

BrRBFRSFEAELBEEAAWS WA, BAELAWS IREREAE, IAMEREE D , BT
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Center) A&, BNAIMNE—ZF A BREMNEN Google 5 Facebook BEAZB S & 2 HIEHI,
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o, CEEEREIAC,

RIBENFERHEER | BB A AWS Management Console ) AWS FERA O, MEEAE
AWS HWHHEEN , F2E (AWS B A EAFEERM) PHUNFREALN AWS RS,

MRIERUENERFTN T RFEAWS , AWS RHEBERHEN (SDK) Mas TSI E (CLI) , AEFEM
BHBREBFRRZFLIAREENFER, NRETEHN AWS TR | BLRBTHEFR. WEEH
EBNHEATHEEFRNEEENR  F2E8 (AM EAEER) PHEE AWS APl FEXK.

ERCERMESBRRBS L BURHTSERHEEANNZESHEN., Fln, AWS BEEZEFERAZEE
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AWS tRF BER#E

MREBEIY AWS IRF , B£EXE—EEASSD , TUZEFIWRFFME AWS IR RER. ke D
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BABEUREAEREREFR, RECHREAERRE  UEARIITREHREREATNE
. MFELEBNTREE , THEUREAZEZANES , F2E8 (AM EAEER) PHNEE
BEAEBIFNER,

IAM f5£ F & F B+ 4E

IAM EFZERIE AWS 1RF PN —BE5 7 , ERE-ASTERAEXNKHENT. BRER|RKE
TRERE A MAREAERURHBRE FIMNBEBMENSE® IAM ERE, BROIRBEEARGFE
ERERIBEN AMEAE  ERLHREFNESR, WFFHEEA , F28 (AM £AEER) +
MAZERMBRENEARMENRRFIREER,

FEREDRE 210


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials

AWS loT Wireless HBEABER

IAM ZHER —BIEE IAM BRAEEENE D . BEIUFESIBEA, BUUEARER-RAZ
BEAEEENT, HEATREEABREAEFTNBEEGEARS, flU , BALBEE—ERA
IAMAdmins HYEFE , Wis FEEHEERE IAM BRI,

ERERAGTEH, FRERGHEE-ASIEAEXRIRE K BACGHNENREHEARTEENA
BNE. EREHEKANKRYER K EBACERHERERE. sEE-—STH K F2H (AM £
EHiEM) TR IAM EHE (MEAE) AR,

IAM B

(® Note
AWS loT Wireless T EREAGCHNRKELZAE,

IAM BERE AWS tRF P —B 82 , BERBENT. TELUIAMEAE  BTEBENAEMN
EHf, &TLLTE AWS Management Console FiEB 1A EREREE IAM A€, &0 LUER Y
AWS CLI 2 AWS API 4 , SiREA B URL REVEAR. NERABCNSENHEEER , 2
B {IAM EF&EERE) RER IAM B,

FREREEN IAM AGETHERHIEEER

- BEBSFEAEFN — NFEOBESESERSTT , FEIYAG , TAABGERN Y. EHHES S
TETEIREBR , XF/)LHEAGERIRAY  YHESHACERNTT. IEERHSAR
WEEMET , B2 (IAM A& https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_roles_create_for-idp.ntmFHIRE=1F FoiRHEREV AR, WREMEA IAM Identity Center ,
AIEERENTE, BRHIESRBETLUERNAS , IAM Identity Center #§3F TSR 1AM F#Y
AEHER. WEARTUENEN , F28 (AWS IAM Identity Center EF & IERE) FIFTA
%o

- EEIAM EREFT - IAM EAERNABRALUEE IAM SeRE R BRI EEBRA TRV,

- BIRFFEE - EAUEA IAM BAE , AFTERFHPHEA (BENEFEAERERFHPNE
R, AERRFEBIRFEFIENEEAN, B2 , $rEHEL AWS R , BB EEZEZTE
B (MEFERAARERRE), EETHERFENACNEREBRENEZR , F28 (AM FRE
B ¥/ IAM AEEEREABENEE,

- BRI - L AWS R SEREM AWS RIS HHIIEE. FlEN | BIEIE RS D TR
ZRIEBEEEE Amazon EC2 h#{TEEAR X AW 4T Amazon Simple Storage Service
(Amazon S3) 1, RETEEEFEAFWUERNFTR. FARKACKERAREEZLACKHTINE
o

FEREDRE 211


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

AWS loT Wireless HBEABER

- EREFMITHERER (FAS): BEER IAM ERERNARKE AWS RHTEER , RRERERR
TR, ERERAELRER  SURENTEDHE, MZBERSETEANRETRE S —E
BfF. FAS EREBRMFFI A AWS R , #BECFER AWS BRI LA TERBHHFER. RE
ERBRIFTEEEM AWS R REFEB S RETRMNFERZE , TERH FAS R, HEI1E
RT , BB EEBEHTEMEEMENFTA, MFRE FAS BRENBERFREN , F2H (E%
FELTEFEERD o

- FAR  REACERBELEN IAM A6  TRREHTEHE, IAM EEETLRK IAM AE
3., ERAMEBRRE AR, MEFMAENR , FSE (AM EREERE) FREIABUEIRTT
# AWS BR#E BR¥E

- RBEFAE - REERACR —BEERED AWS R NERBARER, REITUBERRES
TERENAE, REEEACSERESLN AWSIRF F |, WHBREMEES. IAM EESA L
miR | BETRERERBERAGNFT,

- 7£ Amazon EC2 L #THEARE - ¢¥7E EC2 #1TER LTI R E AWS CLI F1 AWS API &
ROWEARER , BUUER IAM AERERTREE, ERE EC2 HTERARFEFRNSRANBRLT
B3R, WMFERIKAWS A EC2 HTERWIRMUEMMBERARAMER , KRB EEFHTE
BHHTERREE. BTERREETSXRAE , YAWE EC2 HTER LHITHREXNEERK
BE. WEFMER  F2H (AM EREER) PHEA IAM BERETFEFA#E Amazon EC2 #
TER EHITHEAER.

WMETHREEER IAM AEXN IAMERAE 728 (AM EREER) PREYM IAM A6 (M3EE
H#E) R,

ERABREEFHE

B LUEIBE Y BRI A HM T AWS 5 REIR , £ AWS HEEFIFERN. BERE AWS Hiy—{E1
#, EENS S REREVREABN  EUERHT. AWSEHEXR (ERAE, REFMEIACTHE
P ER) B U ARG R A B L BR . RPN ARER S LFTRIEEF R, AE0 BER L JSON X4
FEAFEEE AWS F, 1FE JSON R4 ERNABTNFHMAER , F2H (AM EAEER) $1
JSON BB

EESWLER AWS JSON BURRIEEH T AFIBLERS. WHER , WEERETBEERET TR
B BEIRAITHLEE 4,

HERERT , ERENACREHT. EEREEAEBEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE,
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IAM BUREBZBERNFTH |, EmEERMESERUTRE. flW , BEREF BT
iam:GetRole BMEM IR, ERZBURRIMEM & E A LLHE AWS Management Console, AWS CLI 5
AWS API RSB BEF.

BoBEER

SoREBEETUKME S S (Hla0 IAM £HAE, FREFHESAE)H JSON FaIBEX 4, EL
BUERT 2 5 9 B GRE TR ML S RATHLESE, EETHNMEISIERBE  F2E
CIAM EREERE) PRET IAM BUR,

BrBERRUE-S O ERARBRIAZERR, ARBREEZARINE—FHE, FEAIAR, 2
EHRARBIABER , B EELHERHMNE AWS 1RF RS EFERE, BENAR, TER
KOS AWS EERENEFEERR. NIFEEBENMEZERRRARBERERE , F2H IAM &
REEMPHNEZERRNARBERERE,

EREBE

EREPRREZEIER JSON BERXH, BEREBRNZE REHR IAM ABEEBERMN
Amazon S3 REFATEER, EXEEREBRNEETS  BREEESTUEAEMARZHESEER
HEDRE. BRINERNER , BREEREEN T8 TUNRERIITHEFEAREMERGTH
TR EE, BXAAEEREBRRPEEIE. TRILUSEIRF, £AX, A6, BESFIEAES
AWS B

ERABERMNZBEFNARBE. SEEEEREBEPEARE IAM 8 AWS ZEBK.
FEZHEE (ACL)

FEUEFEE (ACL) TEFIMERTEA (IRFKE. ERENAL)EEEIMRERNFTT. ACL B
REFREBER , BEMFER JSON BRI HER,

Amazon Simple Storage Service (Amazon S3), AWS WAF #1 Amazon VPC 2% & ACL B R &8
B, EEHE—5 T ACL , 5528 (Amazon Simple Storage Service B3 A B15R/) hHFEUEEIE
B (ACL) $5#.,

HtBeREE
AWS XEHMBRD RHBRER, ELFREETRERT RRREEREEHHZRAFFT,

- FARR-FUHER-EERDRE  THERES I EBERERT IAM B8 (AM £AEHAR)
MBAFFA. BUNAERREFAIRR. MEENFITERERNS D EBERMEFT A SRR
o B Principal M FEEERAENACHNEREBRUATSZIFTRRRG. EEEK
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RPNHAREEHSE RN, NFFUIHRENESHRBES , F260 (AM EHEERE) 7
IAM BEFF I EE

- PRIEIEFIEZK (SCP) - SCP & JSON B , A#EE AWS Organizations H#EMB S HBE L (OU) B
B AREFA. AWS Organizations R TAR S EMEPERZLEFEENZE AWS IRF., E&
BB IFTEIhEE | B UG IRISIEHIBUER (SCP) ERZIEASFTAIRSE . SCP SRFIR SR
FHREENGT , 8FESE AWS IRERFERAE. MEHBHN SCP WESHEEN , F2H (AWS
Organizations £ A& 1EFE) I SCP EEHF X,

« THERBRBE - THRERBERRE-EEMBER ST EEBREEAN TR ACHBS A
ENTRTERERE  FR2EBEE. MEEATERENFITSREAEIAGN ST EBERMIE
PEERBURMI RS, FFAHRAIURAEREHK, MEEEBRTNAREENSERX AN, UFE
ZEH , 720 (AM EHEER) P ITERREE,

ZRBRER

HEZERRERERIFRE ,H%*%%EEE’JE‘FEIQEEJE;&\ EINELIRAE . WFEREE AWS EF K
SEBREBEFNAHERE AN —EFER , F2H IAM ERAEEERVBEREEE,

AWS loT Wireless fN{AIEE |IAM ¥ &L {5
£ IAM REIE AWS loT Wireless BV FEUREZ B , IRFERZ T T R W] B2 AWS loT Wireless & EL Y

IAM TheeE L, BELSE 7 AWS loT Wireless F1E it AWS RIS fIEE IAM 2 EER |, F2E
(AM EREERE) FHER IAM B AWS R

AT EL AWS loT Wireless £ RY IAM Thig

IAM Zh&g AWS IoT Wireless X 1%
B o BEE =
ERBBX e
BERBE =
BREAR =
BRIFH S| =
ACL &
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IAM Zh&E AWS loT Wireless &
ABAC (BUE T HER) £

iRk =

EBFTA =

RBAE §

R EREAE &
£

« AWS loT Wireless & % BB

« AWS loT Wireless R EREBUEE
- BEREIE

- BRER

- FHRSIE

- FHUEHIEE (ACL)

+ ABAC B2 AWS loT Wireless

« HEREFREE AWS loT Wireless #&Hi i F
« AWS loT Wireless i i#5 iR 3 BB RERR
- REAS

« AWS loT Wireless BWIRIER AR

AWS loT Wireless 9 BBE
YESHHBE 2

EoBEBERALLEEIS S (Bl IAM ERE, EAERENAER) /Y JSON FFABERXHF, EL
HERWER S D EMERG TREBLEEFRNTHLESRE, EERBUMRYSSBHEPE , F2H
(AM EREERE) FREL IAM BUX.
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£/ IAM 2 BEBER | BUIEEAFRIEBNBENER , UREMERG T RAAREEEE. &
EELESSERRPEETR  RASSEMAENMNERAESAR, NEBRBEEE JSON BERHE
RBFrETE , FF26H IAM ERERER T IAM JSON BETES E,

g4

ZEERR AWS loT Wireless & 7 BBURE ] |, 5528 AWS loT Wireless & 7 Z BRI,

AWS loT Wireless AR ERBBEER

XEUNERERBE

7|

ERBBEZMMEERAN JSON BERX 4, EREBERNZE REHIZ IAM ABEFTBERMN
Amazon S3 FEEFREBE. EXREREBERNERES , REEEESTUFEACHREHEHEER
WFEE, HRITMBEENER  BREEREEN TR IUEHZERATHEEUAREMAERGETH
THEE, BXAREREBERPIEELR. TRIUUSERS, £AE. A, BESIERAER
AWS R#

EERMABIRFEFIE , SrlEEEEMIRFANFIAEIRFR IAM B2 | FAEFREBRN TR,
MEERFEIRETEREEE , ARBYGERRAN —¥, EXTRNERETEN AWS 1kRF HE
ZEFRFHHN IAM EEE UL AREIRER (EREHAC) FRERNT. HEBKS 2 EK
REMBERRETHT. T, MREREFRSH/MEERFFHEIBREFN , ERRTTERN
MEDHEBR, MEFMAER  F2H IAM EHEEETN IAM ACRERABREMNEE,

BEREE

X ERBUREE =

ERE A LMER AWS JSON BURRIEEH AU ERBLEAR, thpEmR , WIEEBE M ERMSE T T
A BEERAITHESE

JSON BURRE Action TEHERETURARAFHIEBBRFFRNEFE. BRBENRBEESH
B AWS API RIEMEE. B—LFIARR , SIAURBHETH AP BENERFFIBE, &
REFERXRTNSEEF, ELBANDEB/BKREE.

BURE A BRI SR IT AR BB IR ERVRT W6
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AWS |oT Wireless FHBEREMESEBMEZRIEANTFE  iotwireless:, #ltn , FERE
HEAfEMA ListWirelessDevices API 4E5|H AWS tRF REMAMMEREEENET , B4
iotwireless:ListWirelessDevices BMfFBEEHBEH., BERMARN KA T E Action
NotAction Jt&E., AWS loT Wireless B & B C #Y — A B)/E 3R 1R & 7] LAE A bk RIS BT VTS o

EERE-MRXPIEELEEE , FRERIR , WTAR
"Action": [

"iotwireless:ListMulticastGroups",
"iotwireless:ListFuotaTasks"

BT EREBRET () RIEEZEEE, fln , ZEREHRER Get XEWFFEEE , FEEUT
BhE -

"Action": "iotwireless:Get*"

EEEF AWS loT Wireless EIEREE |, 552 (IAM EHERE) T AWS loT Wireless EZEH
Bk

BERER

X BEBRER =

EESWLER AWS JSON BURRIEEH T AFIBLERES. WHAER , WEEREMBEERET TR
B BEIRAITHLE 1,

Resource JSON BHERTEZWEEEEABENYH. BRARXNXAEEE Resource = NotResource
TE, REEEEMFEAHE Amazon Resource Name (ARN) RIEEER, B tH X EREERER
HEME (BAERBRFET) REEM.

HRAIXEERERFFAINEE PIWFHER)  FEABRAFER () RRTEEXERARAEER.

"Resource'": "*"

AWS loT Wireless IR EHFLLT ARN :
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arn:${Partition}:iotwireless:${Region}:${Account}:${Resource}/${Resource-id}

WME ARN #BXEEMAE , 5528 Amazon Resource Name (ARN)  AWS R 7 an & 28

Pl BEREENRRX P IEEMBEE 2 HERERE NAConfigl , FEEMLLT ARN :

"Resource": "arn:aws:iotwireless:us-east-1:123456789012:NetworkAnalyzerConfiguration/
NAConfigl"

BREEBRISEIIRFHNAE FUOTA % , FEAEBAF T (%) :

"Resource": "arn:aws:iotwireless:us-east-1:123456789012:FuotaTask/*"

BLE AWS loT Wireless BMEEEESEERHT , AR EERWEE, EELBRT , BHLE
FEREBAZET (%)

"Resource": "*"

7% AWS loT Wireless API EB)EE S R ZEEIR. a1 , AssociateWirelessDeviceWithThing
SR EFEBE AWS loT WHEILER , it IAM EFAELEEEEREBN loT MHFNEET, B
EE-BRRAXPIEELZEER , FEAERD B ARN,

"Resource": [
"WirelessDevice",
Ilthingll

EEEE AWS loT Wireless ERER L HE ARN H/EE | 528 (AM EHEIERE) F/ AWS loT
Wireless EEHNER,. B2 7RIS AERABLESESEREESEERN ARN , 5528 AWS loT Wireless
EENBE,

R 8

X BERBASEBURRIF R 8 =

EEE A LMER AWS JSON BURRIEEH AT U EIMMERNS, thpi 2R , WEEBE T RERSE T AL
YA BEERITHEEE.
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Condition Jt# (8 Condition [BiR) A BAEEERERNERNHEYE. Condition TERIEAE
B, BUUBRNFEAREEE FHRGEER BINERFIR) , REHBEPWEFENBERPHE,

BHEERRXFIEESZME Condition THE , WEHEE— Condition TEFIEEZMEREIR , AWS
EEMAELE AND BRAFFT M. EERE—RHRIBEESEE , AWS SEREE OR RFFTIAIK
o HANFEMBERG , T ERERRXBNFFT,

FHUA U EEEGREREABEVEEE., fln , BAUREFEAEERE IAM FAEEBERR
REHERNTAREZ IAM ERAE. NFEZEF , F2H0H (AM ERAEEE) 7 IAM BEET
= BBAER,

AWS X EEERGRSIBABRBEENRERSIR, EEEEF AWS 2ERGREIR |, F26H (AM
EREERE) P AWS £ERTFRBEZESI#,

AWS IoT Wireless BEE B2 — R4 REIR v X BEFHRELELHRGRSIB, ZEEF

AWS £ EFHEiR , F2E8 (AM ERAEER) v AWS £ERFAST SR, BEEEF AWS loT
Wireless 4R EIEIEE , F2H (IAM FREIERE) P8 AWS loT Wireless IR RS #, BE
THRIET R EMEESEMERFERAFRGESIR , FSE AWS loT Wireless E&E Y ENE,

FEIRFIFE (ACL)

<& ACL a

FEUZHIEE (ACL) AHEFIBL TR (RFKE, FRERNAC) HAEFIEERNFFT. ACL EHR
ERAPR , BEMATEM JSON BERMXHFER.

ABAC B2 AWS loT Wireless

X ABAC (BURFHVRE) =

BRI FEEES] (ABAC) R —ERBEXE , RBEMRERFTT. £ AWS F , EELBUHBERE
B, B ERHMNE IAM B8 (ERAEHAE), BURFTFSZ AWS ER, AERNERMNLERR
ABAC M —F, IEEERT ABAC BUR , A EFBNERRHERFINERERMEFRER
=

ABAC ERRMRENFRPHEREE , WRERREESEEERERIB,
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EERBERILHZE , FEFH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 &5 , TERNVGEGTESD , REEBREA.

NRBEBHEXESEEREENLH=BRGEREIE , IBEZBRBEMS , ER Yes. MRABBEIERL
EREHENH=ERFREIE , AES Partial,

WEE ABAC HEFHIER , 828 (IAM F£AEIER) P ER ABAC?, MEEFESHRE ABAC
SBNHERE  BF20 (AM FAEEE) PHERBMHEFEEES (ABAC).

BRI LG R RE RS AWS loT Wireless iR , ARG NGEBREES AWS loT

Wireless, & ERFEHILEHFE , 55 H YOUR-SERVICE-PREFIX:ResourceTag/key-

name. aws:RequestTag/key-name = aws:TagKeys &4 &E5I8 , EHRENFRETESF | RHEE
BEH. WEER AWS loT Wireless ERFFHERA , 582 Z52 88 AWS loT Wireless EilRo

W EREER SR EE AWS loT Wireless 2

S ERERE =3

BERRSBREETEAR , FE AWS R BXEF, MEFMER , SFEBLEL AWS T HEER
RBRENR , F2HE_(AM EAEER) PR THRE IAMEERN AWS R,

MREBFEAEAEBBANBRB WIS EEAN AWS Management Console , BISRIEE A RS
Fo flwn , EEERANTNE—BEA(SSO)ERFIFN AWS i , ZEFSEHERIKREER. ELLUE
AESSEAIRE , RABRURACK , CSEBEIRRER. NEVRACHFHHRERNR , F2H
IAM EREEEFHNIBREAS (FEE).

Ba A AWS CLI 5 AWS AP| , FEIEVERER, B8 , SuLEAELEREEREFH
AWS, AWS BEZLBHREELRIFER K MIECARMENSE. NEHAENR  F20 AM AR E
RMLZeEHE,

AWS loT Wireless Y ¥ iR 75 £ g8 ## R

XERTFETIERE (FAS) =3

ERER IAM ERERNARE AWS RFHTEER  SERBEAER, ERAXEREK , ke
WAITHEEEE , EMETRRBIRE S —EEE. FAS ERERAIFFAIRL AWS RF , #EEFS
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AWS BR# LA T isRIE AR, ARERBKRBFEZRE M AWS R HNERE BT RETAREIGHE>
2% , TERE FAS BXR. BERIBERAT , BLEEFUITEMEDFENFFT. MFRE FAS FREH
BERFHMEES AR (EREFHTEREER) .

A e

xERBAG =)

REACRRBEETN AM S€  AIRETEE, IAM EEE LKL IAM RE, 18K FNM BRIREE
A, MEFHMAEN , F2H (AM FREEE) PNEILACUERFITHE AWS RS R,

AWS loT Wireless RIS EE A ®

XERBERAE, )

BREEFEAER-—BEERT AWS R WRBACEE, REITUREAREANTHENEE, RE
BEEACSEREEN AWS tkRFE 1 , YHZBHAES. IAM EES e , ETRIEEREE
fEAERE,

AWS loT Wireless & 2 B Bk €451

RIZFERR , IAM EAENAECTERBILRIEHR AWS loT Wireless ERWFFA, It EEFER
AWS Management Console, AWS CLI 8 AWS AP| #{TE#. IAM BEEENXNERY IAM BXR |, BF
FRAENACEEEERLITRIE API BENMETT. EEEEE/L AR BELYRREEETESE
ST IAM EF B S E AR

HETEMAERIELE JSON BIERXHEY IAM B2 EBEK |, F268 (AM EREERE) BHhE
JSON B8 FE T BUR.

£

- BRBEER

£ AWS loT Wireless £ &

- AAERAERGMMBCSHETT

« 31T AWS loT Wireless iR BB EFTERET A
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HERREEK

BOEBRSHEERFINEBASEEAIUNEY, FHEMER AWS loT Wireless EiR. ELEE
AREE RGN AWS 1RF ELXER., EREVYRREBES S EBEK , FEE T EARERER .

- FRIEER AWS SEBRY AL KREERFTTHEREE : MFERERTFHUGEAENIFEH
FAERA AWS REBK , EEBRERTHUBFZEARS,. eMTEEN AWS tkRFE REM, &
MEBREERRBERNERARGIN AWS EFERBX , AEE-SRIFHA. NFESEHA , F2H
IAM R ERERMTH AWS ZEBREBHEN AWS ZEHE,

- ERAREFFART - 5RE IAM BERNFAR  FERTHTEXRMTNER. AERLEN , B9
LERBERERG T U UHBEERRNNEEFE , ELBAKEERTT. MFEEH IAM ERFH
MNEZHEAES , F2H IAM EAERERETH IAM PRIBERMET .

« R IAM BER PR EGE— S REFEE - SO LUSHREFIEEBEER |, UREIEBEMNERNEE.
flan , B BB BORIGY |, IEESEFEA SSL EIEFMERER, Bt ERRERRTFHRESE
EREEE | aTIREFEIBISE AWS BRFE (120 AWS CloudFormation)E k. MEEZEN , 3B
20 (IAM EREEE) T8 IAM JSON BETE : 4.

- M IAM Access Analyzer B& 3 IAM BUR |, BERFF AT 24 B W IE EiE4E - IAM Access Analyzer 5
BHBEMBEER |, BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH, 1AM Access
Analyzer 12fit 100 ZIEBERERVEATHNER , THBERELTLEEANEXR, NIFEEZSE
A, FESE IAM EAEEREFH IAM Access Analyzer BUEERFE o

- EEZEERRT (MFA) . IREEZFZEAWSIRFES IAM FAESRFERAENER , BB MFA
REBIANZ M, WFEEFWU AP BRERTER MFA |, 518 MFA (REFEZELNBER, NIEES
B, F28 AM EAEEEFHNRE MFA REN AP FELL

BEIAM A REEBNESHBET , F268H IAM ERAEERTH IAM REZEEX,

£ AWS loT Wireless £12&

ZEFH AWS loT Wireless =124 , BAEBE — R EKREMNTFA, ELHFAXEARTEYH A%
RI& AWS IRE R AWS loT Wireless EREFAE . REBEIHREAXEHFTEREN G 98
BER , HEREEZBERNER (AM £RESAR) ME , TRAMRELNERERE,

ATEFRBLERIAIEA AWS loT Wireless £ 5 |, @RS T AWS SEBREZIIER, WFE
EZEA , F2l (AM FRERERE) RFHEFTRIERE,

AWSIoTWirelessFullAccess
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HRMEFW AWS CLI X AWS API (IERE |, BTAFBEAFHEHKEAREIREFHT. Rz , RAERHFE
WA SLERINITZ API BRIENBER AT,

HERERGRAMBE ST

i

7

WEH S REMMBILIBER , A IAM EREREM MEPERES2NWAREZEBER, BER
SeEEEA L HE2FEH AWS CLI 5 AWS APl EBHmEERRN AR TR EENSF T,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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#1T AWS IoT Wireless EiRE B EI{EFTE TR

&R ATE & o5 BUBUR P 8 A R SR ¥R  AWS 10T Wireless EiYERYFERAE, L &S /R 88 A0 22 3L I
R, UAHBUNEERE, BER , RAEEYHER Owner WERXEAENEAEERE TR
T, KBRUERTFETEE TR FENLERTT,

{
"Version": "2012-10-17",
"Statement": [{

"Sid": "VisualEditor@",

"Effect": "Allow",

"Action": [
"iotwireless:CreateWirelessDevice",
"iotwireless:GetWirelessDevice",
"iotwireless:ListWirelessDevices",
"iotwireless:UpdateWirelessDevice",
"iotwireless:DeleteWirelessDevice"

1,

"Resource": "*"

}

HEERPE—ERERX , aRTEA

CreateWirelessDevice, GetWirelessDevice, ListWirelessDevices., UpdateWirelessDevic
# DeleteWirelessDevice EMERIFFAI. AWS loT Wireless & MHE L 75 74 3R 28 31 A S 1B IR AV SR AR

KE,

BRI EEEETEAE , RRAETEES P EBRTEEMSHINER. EECRBRREREFERSE
i, EAEAERBEERA. EAKHTHREREE IAM A6 | ZBACNEEERRPEBINERT
ABVEUSET Al

AWS loT Wireless B AWS ZEBXK

EEFEHUAMRE. BENAG A AWS ZEHXRILBCREBRFEERS. BV IAMEFZ
ERXEERBMNEEANE A MIEBREUTALCHNEKREHARENGTT. EEPRBEBMER , £
/A AWS ZSEBR, EEBRREERNMEARA , XEERN AWSIRE R, MEHRE AWS
SERENFEET , F28 (AM EAEIEE) bW AWS SEBE,
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AWS BRBEHBNER AWS ZEHH, BELEENAWS REBKRTWFTT. REBEHESE AWS
ZERRPHEEM A BRI, WRENENSFECERBRNTES 2 #EB (ERE. &
HNAR), ENMDERBIHTRETAE , RBRTERSEN AWS REBER. BBETEH AWS ZE
BUERHPBERT , AEBRERTSHRER BTN,

LSk, AWS X EREM S ERE 2 EBBENZEBR, fl , ReadOnlyAccess E1R AWS ZEHBEK
RUSHIE AWS RBNERNERFIER. ERBABFIIER , AWS ELTNRENE R
BRI, MFEBRWEBRNBENRN , FE2HE IAM ERERERPERESHEEN AWS 2F
BEo

AWS ZEBE : AWSloTWirelessDataAccess

BAIA& AWSIoTWirelessDataAccess BUERERE| IAM 549,

WHRSEFHEBNE 250 , LAKFER SendDataToWirelessDevice API #%& BHEA
Z LoRaWAN # Sidewalk #£ &, & E7# AWS Management Console F®REILBE |, F2H
AWSIloTWirelessDataAccess.

ATAIRFARE A
BRI EUTHT,

« iotwireless : #EEY AWS loT Wireless E#l,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iotwireless:SendDataToWirelessDevice"

]I
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"Resource": "*"

AWS ZEBE : AWSloTWirelessFullAccess

BAIAE AWSIoTWirelessFullAccess BURERE| IAM 549,

WBERERTFHBN S SR, AT TEFEFAE AWS loT Wireless ##1F, HEE&E AWS
Management Console 1R LI , 552 E AWSloTWirelessFullAccess,

HTHBER
DS U TR,

« iotwireless : #EHY AWS loT Wireless ERM#ITFTHE AWS loT Wireless 4.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iotwireless:*"
1,
"Resource": "*"
}
]
}

AWS ZEHE : AWSloTWirelessFullPublishAccess

A% AWSIoTWirelessFullPublishAccess i E#ES IAM 45,
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HBEERTFHBNS 2 , UAFRKRERMAE AWS loT RENERTFEE, EEE AWS
Management Console IR ILER , 5528 AWSIoTWirelessFullPublishAccess,

ATARFAEEA
L BEREE LT,

- iot : BMITHSIHE URL MM E AWS loT R EAIS|IZAIRE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeEndpoint",
"iot:Publish"
1,
"Resource": "*"
}
]
}

AWS ZEBE : AWSloTWirelessLogging

BA#& AWSIoTWirelessLogging BURERE| IAM B9,

WBEREEFHBNE 2T, LAFEY Amazon CloudWatch Logs B8 , LIRS HFERE
B, WHEREEEZEEM CloudWatch BB E, EEE AWS Management Console R #R LK
%R, B8 E AWSIoTWirelesslLogginge

AR E A
HBERBE U T,
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 logs - #HX CloudWatch B, b4\ , B ARFFEI CloudWatch BE#E , ARG AFRRERH
#H.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/iotwireless*"

}
]
}

AWS ZEBUER : AWSIloTWirelessReadOnlyAccess

&BA#§ AWSIoTLogging BUEREEZE] IAM &5

HBERERTFHBNS S, UAFEBMERES NFE AWS loT Wireless 4, HEE AWS
Management Console R ILEK , 52 AWSIoTWirelessReadOnlyAccess,

AR R E A
HBREE LT,

« logs : 1T AWS loT Wireless List # Get API &,
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FMBABER

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iotwireless:List*",
"iotwireless:Get*"
1,
"Resource": "*"
}

AWS ZEBE : AWSloTWirelessGatewayCertManager

BA#& AWSIoTWirelessGatewayCertManager BUREEE IAM B %,

HWBERER FHBNESFFA , LAFFEMY., JIHMER AWS loT BE. &EE AWS Management

Console IR IR , FFSMB AWSIoTWirelessGatewayCertManager,

ATAIRFAEE A
HBEREE LT,

« iot : BATEM. HIRMFHERENEF.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "IoTWirelessGatewayCertManager",

"Effect": "Allow",
"Action": [

"iot:CreateKeysAndCertificate",

]I

iot:DescribeCertificate",
"iot:ListCertificates"
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"Resource": "*"

AWS : AWS loT Wireless S EHEEH

138 AWS loT Wireless BIRIBHE AWS EENBREFELURNWEFFMEN. EHKIIFEL
EEESENIERE | FaiE AWS loT Wireless X R FLEEE LT RSSHE,

gE DU Sp

AWS loT Wireless S BIBEH  AWS IoT Wireless EHBIEBH 2022 5 A8 18 H
g5 HAWS EEMNBERNEE,

¥ AWS loT Wireless & 2 MFEEUETHED B
FEFEAUTEARGEEZEMNESEFEHE AWS loT Wireless M IAM B aJge R4+ 0¥ BRI,
B

o RAEBE AWS loT Wireless R #ITEIER 1248

- REERERNEIEES

- REEEE K REEAFHMAFE AWS loT Wireless
o RAEE R AWS tRE A FZEIEH AWS loT Wireless &R

EAREEE AWS loT Wireless REITEMERN R

& AWS Management Console HHZ W REBHTHENERE , ZLEABBENEES IEEHE,
EHNEEERREHELSERAERBNEBNALR,

AT € HIEEERE1E mateojackson IAM EREEHFERATIREMIR WirelessDevice WFHMER ,
{BA0%H YOUR-SERVICE-PREFIX:GetWirelessDevice SFaJ i34,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: YOUR-
SERVICE-PREFIX:GetWirelessDevice on resource: my-LoRaWAN-device
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FEHBERT , Mateo BFFREEESFEMMABUER , AFFMER my-LoRaWAN-device BIERER
YOUR-SERVICE-PREFIX:GetWirelessDevice BiR.

BRERRRNFIRER

HEEY IAM ERAEFNERE , EUUERBRENENEER ID. B2 , EELBABKRENALER
FHER, BRERTRRER  EL4ABRUTNFHERY.

EHEBEEmELY : 7EE® ID (a0 AKIAIOSFODNN7EXAMPLE) MALAZRZEN &8 (40
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY), MEFERAERZBNZHE A S4E—EBERAF
£ ID MAREHNSH/EBREFLNBER. RNBENERAEIBNRE—&K , T2 EEBENER

/A Important

AARENENERERGE=7 , EERHGHSHRENEEFEAE D, EBHTIIRE , 7T
RRERMAXKAFEEN AWS 1RF,

BUFHMSRYE  SAERIET , ERGEENLH D AREENLRREER1E. UEE
NERAGELRYCHRGEET— R BASXTAEENLR  AXASHN RS RFHIL
0 IAM ERE, LRSS THUBEMETNESNR. SACAMETNSN  CAAEMBREH—EoH
W, FREVHNSRY. EERERT  B2H (AM EAEEE) PHEEEREH.

KEREEES K REEAFHMAFZE AWS loT Wireless

EERFHMAFEE AWS loT Wireless , B4 BHHEEFNNWAEREARERNEL IAM ER (£4
ERAR), S EAZEBNEREREFI AWS, EEELEKBREZDER | LUEE AWS loT
Wireless A% F i f IEEAVEF 7] o

EEVHGHGRER | B28 (AM FEAEIER) PWNETEE—@E IAM ZRERE R EHE,
RAEERHF AWS tREAWAFZEIE AWS loT Wireless &R

BRLEY—EAe  BEHMIRFHNERENENBBATNABTFRENER, EUUIEEERF
WESEVHINEZAC, SHHIEERERNBRNFIZGEE (ACL) BVARE , & AEA AL
HRRRTAEFRENERNFFT,

MEE-STH , F2RUATAS

« ZETH AWS loT Wireless R A X EBELINEE |, 582 AWS loT Wireless 2N EE |AM & ELFE

¢
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- WETHNAFERERBHNRE AWS IRF FTRENER , F2H (AM EREER) PRSEFE
BREGEMEENS — 8 AWS 1RF 89 IAM EAE,

- MEBTRIOMKERNEFIERMEBE=S AWS IRF |, 728 (AM £AEERE) T FIERE
HIEE =S BB AWS IRF,

. izu THERIMAEBRBS &2 RMUFEE  F20H (AM EAEER) PHEFEERHEEENSE
TEIRENERE MSE D).

- EETHREAAGNEREBRRETEIRFFRCEANZR , 528 (AM £REER) H8 IAM
AEREREBRRNER,

AWS loT Wireless & 15 3%

EZE AWS ERFEIP |, E=FREABEEFTME AWS loT Wireless W R HERIFE, ELFHES
& SOC. PCl, FedRAMP, HIPAA &%,

MBRES R BEEAN AWS REEE | BSWLRHRBENN AWS . NE—RKER
B AWS SRS,

"

O fEF AWS Artifact TEE=Z R HE, MEFMER , 528 AWS Artifact PRI FEH S,

&HEFH AWS loT Wireless B S RETEUCRARERNHBRBE., ENLATNEREE  URBERANERE
FER. AWS RELUTERBBELEERSHREE

- Z2HESGHRREAPIIERE | ELEBEFARREBEER  YREE AWS ERBEURLRERAED
ZEERENISER,

* HPAA Z2HERABARE FAKERAL A TUMER AWS RE T HIPAA ERHNERAR
Mo

- AWS £ ER - EEFMAERUEERAREHNEENLE,
{AWS Config BiZ& A E1Er) FMEAFBFEENR : AWS Config AIFHE EREBEHRAIE
%, ERERAMERNESHAME,
« AWS Security Hub : Itk AWS RIS TR 81 AWS R R EAREE | TBIIERERETARLEHXE
ENFREER,

AWS loT Wireless 18 R &E

AWS £KREMEERI AWS BFHEAAESSTOEZEN, BHRHZEsFHARRNERITHRE
i, WEHKIEE, SWEENSERERKRERMEER, EBTAHESE , B LR RRENEARE
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ANMERE  ETABRESCcHEBRHEBEMASREDE . THESNTRAY, REERINTRES
N, HBRE-HZEENFONERERREES.

mE AWS BHRTABSNFMER , HLH AWSLIRERBIE,

AWS loT Wireless PFRVEBERELZ M

AWS loT Wireless B2 &R , £Z| Amazon Web Services : Z2 B FHEH QA FZEPAMRMN AWS £
K@K LLEFARE,

ST ER AWS B89 API FERY | 3E BB 1ZEL AWS loT Wireless, F Fiig 448 2 Transport Layer
Security (TLS) 1.0 REHIRA, BEFEFEH TLS 1.2 NEHMA. AF M AT EEHEEEHELR
(PFS) WZIBEH , RS Diffie-Hellman (DHE) =i #§ B # #% [ BF Diffie-Hellman (ECDHE), BAXR
(W Java 7 MIEFIRAE) KEEXEELERN,

AN, BRMACAFREER ID FE IAM RMEEBNAEFTIERREE, NF , EAUEH
AWS Security Token Service (AWS STS) IEA TR LZ L BEURBER.
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£ F Amazon CloudWatch Logs EE#= 289 AWS loT Wireless
&R

EEyR R HEE AWS loT Wireless E2E fth AWS RS R TSEM, TTHAMMNNENEERE, BLUE
BFES42 LoRaWAN # Sidewalk £i& |, W#EE MM A AWS loT Wireless BRENERE SE A S FEEE,

RFAZRBAN AWS BRSO AN, WEERES | LESSERE SR AREES, AE—
PR Y ATEA THMBEN SR, NRETRENAELEELHE , 44T ER ARSI
U MAEE,

. ERBERIE?

. BT ER 2

. BEEERNERRMA ?

. BERAMEERTE ?

. HERRITERIE

. B PEREREAE

BT —SEBARS , YTESERBENTRNESFRE T HENEE , LUELWREDREL AWS
loT Wireless IEEBERIE %, EE32 AWS loT Wireless B | SER B EF B E R | LU{FEEEB g RAEE
ERHETHER, EMiHBEERN EEMEEERFMEREREN , YREIBIRELE RN,

ERTE

A LAEA THEEIE T EREEE AWS loT Wireless , ERREEEEIR | IR B BHIRIITE

» Amazon CloudWatch & BN ESIRER AWS BIR |, AREE AWS LHRTHEARER. BTN
SMERER. BUHEREK , UARREET , £REEEREIEEN RERENERINE
. Blan , SEAILARR CloudWatch J&#E CPU A B H M Amazon EC2 H{TERIER , X EH
EREDRBFOHTER, WEFMER , F2H (Amazon CloudWatch EFAEEE) https:/

docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/,
o MR DITER W EEREE LoRaWAN EJR , B3 LoRaWAN £ ENFBEER , 3 B W HE 58 EEF L

FIEEBEHRASFENER , EMASRENE AREF. NFEFRER , F2REAEE D
B SR IR E R
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wW{afE F Amazon CloudWatch B£8R

EALAE A CloudWatch B8 AWS loT Wireless , ERNEFRIAE B AS %8 # 2 18 R 7 38 B i P AN
REIEE, SERIATENESRE 15BA , UELEFRELEN , YEFRE Web ERABERNRRBEHH
TMEE. BHUUREEERERENET , EREELRERELABARKEENEE, WEFHEENR ,
55289 Amazon CloudWatch & IE,

EEEI BRI AWS loT Wireless ER , FHT TSR -

1. BIUSEHACLIEEEH AWS loT Wireless BJR , 0 ZE 32 AWS loT Wireless Wid & A B MBUER
iR,

2. CloudWatch Logs E# A WEEHASEE AL BEEMR ERROR , LWEMHRT AFM MmMBARIEH
REH. NREHEERGEEZHMALS , RMBRBLEELEH CLI REREH , 0 5%27FE AWS loT
Wireless BRIV EC &% Fiko

3. ETR , BaLUEB#IR CloudWatch Logs T AS K BFEEB REBENER, MEFMENA ,
FS B MR CloudWatch AWS loT Wireless BE51EH,

4. IO LAER Logs groups (FE&kEHH) REVEBFRERER , ERMBEELE A ERKBATEUHE
ERBRIRM LRI IER , REBE CloudWatch Insights REV &5 , LUIRBEEEERNE RS
EHNEREHKIER. WEFMENR , 2B FEH CloudWatch Insights 3R EfE AWS loT Wireless B9

EXTE AWS loT Wireless RYEC &%
EE LA BRI E 8% AWS loT BB Z 81 , 581 CLI =X API 2REXA AWS loT Wireless & JRAYEC #%o

EZEWMAERE AWS loT Wireless iR 8kEF , BRIESBIETE , B UITERIHHARERER K AWS loT
SEEN AR, BRcE B eEERNEERAFERAS INFO WEEREEH%.

HEREBLE 2R  BULEHERAREREEARTFHMN ERROR , Y EARFEESIENE
R EREEFHMNEREZEBRBMR. LALIERERHFEER.

THEBERERINAETE AWS loT Wireless BRI EE 8,
B

« 37 AWS loT Wireless Wit A BMBUER

o EZTE AWS loT Wireless BRI EC 8%
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I AWS loT Wireless HIEE 8 A B MBE

THERINAERILEBERN AWS loT Wireless ERECEFA TR, MRBBEET AWS loT Core By

AT , 52 E hitps://docs.aws.amazon.com/iot/latest/developerguide/create-logging-role.html,

3T AWS loT Wireless Y528 A&

BARGDEZN , BLALRY IAM BEHETRELEE AWS loT Wircless FBZ AWS HTH
B

B IAM AT

EEEBIY AWS loT Wireless ie# A€ , 5B Roles hub of the IAM console (IAM £iE A AEF
HE) , AARIEIZ Create role (BRI AE),

1. 1E Select type of trusted entity GEEVSERERER) T , 1#HZF Another AWS account (5 —1& k&
F)o

2. 7E Account ID (R ID) /1 , B A 2K AWS BRF ID , R#ZR12E$E Next: Permissions (T —% : &

Ao

EESHHRF , WA AWSIoTWirelessLoggings

EEHE A& AWSloTWirelessLogging Z IR S AR , ARIERE Next: Tags (T—F : EH),

BE T—5 BB,

£ Role name (A& &%) # , A IoTWirelessLogsRole , A%iRIZ Create role (I A
&)o

o g~ w

mEE IAM B ENEEER

EHT—BALBcERERNERALSS | BELCEINAR®ERE (loTWirelessLogsRole), #T
R, B RE A C LIS T IEEBRR,

1. FEAE loTWirelessLogsRole ¥ Summary (FE) BEH , 1##F Trust relationships (S1ERIR) &
# , REI1ZIZ Edit trust relationship ({RESEREE).
2. 7t Policy Document (B3R #) # , F Principal BMIUEFRRGILEH,

"Principal": {
"Service": "iotwireless.amazonaws.com"

+
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HEBE Principal BHEZR | TEBRNHEAFRREILEH,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "iotwireless.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {3}
}

]
X

3. EEMELENEE , FBEE Update Trust Policy (EFEEBR).

AWS loT Wireless B EC$&BUER

THEREXHRETBEBERREEBER , AU AWS loT Wireless KRG BFEERERRG
CloudWatch,

® Note
B8N CHB AT (loTWirelessLogsRole) B | E& BHBIAKBET AWS SEBE X,

y=R=NE
TR RABBER .

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelLogGroups",
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"logs:DescribelLogStreams",
"logs:PutLogEvents"

]I

"Resource": "arn:aws:logs:*:*:log-group:/aws/iotwireless*"

{5288 AWS loT Wireless SEEIRIEEBUR

TR RERNEEE AWS loT Wireless SEEBINEFBER,

"Version": "2012-10-17",
"Statement": [
{
"sid". "",
"Effect": "Allow",
"Principal": {
"Service": [
"iotwireless.amazonaws.com"
]
1,

"Action": "sts:AssumeRole"

MRBEE] IAM BELRRECH# AWS loT Core SEE) , AIBER XX ARFRCHREMEEE ., MEE
AWS loT Core ie# A ENHEBER , 5528 hitps://docs.aws.amazon. com/lot/Iatest/deveIopergu|de/
create-logging-role.html,

BRESR

BETHRUNAEINEEAERKEE AWS loT Wireless EiR, RIBTER |, 58N BEBRA ERROR |, P
DR EREEEDNERES , FBE %45 CloudWatch AWS IoT Wireless BE5IEE |, EHHIRCHE
1H B REIRIENERER,

MRLEFEHRIEBEEFEEZEN , BULUALNERITRNEHEEREHERBFBR , flug A
BiRE&EH INFO, MERTEERICHMNMEBEN , FSE 5%E AWS loT Wireless EJRAYEC %o

B REAeMBUR 238


https://docs.aws.amazon.com/iot/latest/developerguide/create-logging-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/create-logging-role.html

AWS loT Wireless HBEABER

=R E AWS loT Wireless & RRIEC 8%

& ERRE AWS loT Wireless EIRIVECER , B LAER APl = CLI, EFHBEEE AWS loT Wireless &
REF , WA AERARRERE, EEEEM , BUURBIIE , REEA £/ CloudWatch Logs B2
AWS loT Wireless RESER IR FC 8%

EFRERREZ R , BLEA CLI S BFEREFEAFFHFMEE |, flaniE#t INFO A ERROR &
A, WA EZE RN,

AWS loT Wireless &R BB

HEfERA AP CLI 28l , FEATRTHTRANBFER , URETUREHZHENE R, LRES
BREEERERER CloudWatch &P EEN B R, REERCHNARNERELETREFER
E"Jﬁaﬁo

WEF B CloudWatch BEEHNEBNMEEER , LR UNAFERELES K H AWS loT Wireless EIRHY
BEAEH , 528 #18 CloudWatch AWS loT Wireless HE51EH

HiSBHRMER
2 A REMV{E iR
logLevel INFO. ERROR =} « ERROR : BREMSBURMERKIEER. Lk
DISABLED {£4E ERROR &,
« INFO : REYMH RN SEHREH. iLHKEE
INFO #1 ERROR &,
- DISABLED : EHAMAERL #%.
resource WirelessGateway =zH  EHRHNEHE 6 AR WirelessGateway I
WirelessDevice WirelessDevice »
wirelessG LoRaWAN EISEENER | E resource A WirelessG
atewayType ateway B, —#4A LoRaWAN,
wirelessD LoRaWAN =% Sidewalk BIREBENER  E resource A WirelessD
eviceType evice B, ATLAR LoRaWAN = Sidewalk,
wirelessG - HIRFEMNEBIAT , & resource B
atewayId WirelessGateway Ko
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Z8 Al RERY(E iR

wirelessD - EREENABR , B resource &

eviceld WirelessDevice &,

event Join, Rejoin, Registr HMBHEE  BURREFTEHNEIRZER
ion . Uplink_da KEERERFEE., MBEFAENR , F2HRE
ta . Downlink_ CloudWatch AWS loT Wireless H&&IEH o

data . CUPS_Requ
est M Certificate
AWS loT Wireless 52 4% API

BT LAMER T 5 API BIEREREE R FC8k. WRBBERRELERTERA API B fETE A 5
IAM BER, TEIfRIAGER APl REXEEIRAY BB R

SC8% API BfE
APl £ iR &5l 1AM BUR
GetLogLevelsByReso EEBENTERAFBR , SKE c
urceTypes BREREBRBAFER , HPUas "Wersion":
AR E O EARE B A SR, "2012-10-17",
"Statement": [
{
"Effect":
"Allow",
"Action": [

"jotwireless:GetlLo

gLevelsByResourceT
ypesll
1,
"Resource":
[

nin
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APl £ iR g6 IAM BUR
]
}
]
}
GetResourceloglevel EEREERANFNEREEN .
HFEBREE. ERUURERE "Wersion":
ERERFE, "2012-10-17",

"Statement": [

"Effect":
"Allow",
"Action": [

"iotwireless:GetRe

sourceloglLevel™
1,
"Resource":
[

"arn:aws:iotwirele
ss:us-east-1:12345
6789012 :WirelessDe
vice/012bc537-abl2
-cd3a-dooe-1f0e20c
1204a",
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APl £ ik 25 IAM BUR
PutResourceLogLevel BREREERBNFNERERW c
HRFBREE, ERUURERRE "Wersion"
ENERKE, "2012-10-17",
"Statement": [
@ Note {
it API EEIR S 1 BB R ) . Effect:
ERR4IA 200 1. ——

"Action": [

"jotwireless:PutRe

sourceloglLevel"
1,
"Resource":
[

"arn:aws:iotwirele
ss:us-east-1:12345
6789012 :WirelessDe
vice/012bc537-abl2
-cd3a-dooe-1f0e20c
1204a",
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APl £ ik 25 IAM BUR
ResetAllResourcelLo BRABER (EERRFENER c
9L6V6|S %E) E/g H %\Eﬁ&%go "Version":
"2012-10-17",
"Statement": [
® Note
It API T EFEFEH {
UpdatelLoglLevelsByR VEHTEEET
esourceTypes APl Ff AltLow™, "Action": [

RIEHR BB R

"jotwireless:Reset
AllResourcelLoglLevels"

1,

"Resource":

"arn:aws:iotwirele
ss:us-east-1:12345
6789012 :WirelessDe
vice/*",

"arn:aws:iotwirele
ss:us-east-1:12345
6789012 :WirelessGa
teway/*
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APl &£ iR &5l IAM BUE
ResetResourcelLoglevel BREBEERANFNERERMN c
H aﬁgﬁ‘&ggo ﬁjﬁﬁl’Lj\%ﬁﬁV?ﬁﬁ "Version" S
ENEREE, "2012-10-17",
"Statement": [
{
"Effect":
"Allow",
"Action": [

"jotwireless:Reset

ResourcelLoglLevel"
1,
"Resource":
[

"arn:aws:iotwirele
ss:us-east-1:12345
6789012 :WirelessDe
vice/012bc537-abl2
-cd3a-dooe-1f0e20c
1204a",
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APl £ iR 5l IAM BUR
UpdateLoglLevelsByR REFRR AFBR N EREREE c
esourceTypes EHFEER. BRI API AR O peaslor
mIRE B ERFENGCHIEE , "2012-10-17",
W HIHETE CloudWatch FERHY "Statement": [
FEERFA R {
"Effect":
@ Note "Allow",
R ) "Action": [
EHRERAN , mMBEHE
HBEEERER, WFEF
HER  F2EEHNER "jotwireless:Updat
EA eLogLevelsByResour
- ceTypes"
e
"Resource":
[
]
}
]
}
£ CLI sREEIRK BFERER
EHHR A EEE APl 3% AWS CLI 2 AWS loT Wireless B9 B 55B #ko
EEA CLI 281 :
- BELCEHHERIT CLI v API B3 IAM BUR |, W% RIFTIR,
- BREEBLBEFHNAEH Amazon ERE% (ARN), NMREFERVEANKHKNAE K F2E
I AWS loT Wireless iR A BB,
ATBEESERA AWS CLI
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KFEER , MBEEY IAM A€ IoTWirelessLogsRole (#1 23 AWS loT Wireless K28 A @ MBEE
FR) , &7 AWS Management Console & 2| 785% A 5% /B #k A& ERROR KY CloudWatch it#k. HE
BEMAEERIBEERNTERBFAER , FHEMA AWS loT Wireless 28 API = CLI,

wqEIfE A AWS CLI

APl BMEAT L BATHEE  BORREBEREFAERERBEERMN BEEMR :

 API BifE GetLogLevelsByResourceTypes # UpdateLoglLevelsByResourceTypes A S %H
Y EFHEREHBRISEER (FIINELRFEIES LoRaWAN = Sidewalk £ 8) 2FiEE RN B
Bk,

« API B)fE GetResourcelLoglLevel, PutResourcelLoglLevel Hl ResetResourcelLoglLevel A
DR, ENNEREGERERIANFIEE 2@ERERN BFERBR,

- HREEAEA PutResourceloglevel APl BEIEEHFEBRBEZNIEER , APl B{E
ResetAllResourceloglLevels A/ H AGFBREEERA null,

£/ CLI 5% E AWS loT W& R45E c 8%

(® Note
BH A LAER APl R ERILLERETRH CLI M A% |, £ AWS APl HE{TIHIERE,

1. KTERR , FTEERMN AFEBRAERES ERROR, EEALIRFANFIEE R EHERAFER ,
NGB RERREHFER , 5B update-log-levels-by-resource-types T, T FIEHIFE R0
A3 JSON 8= Input.json , WRMHLERESR CLI v SHB A, BRI AER S REE
M ERREE , BEREEENERNEAHNTER BFRER.

{
"DefaultlLoglLevel": "INFO",
"WirelessDevicelLogOptions":
[
{
"Type": "Sidewalk",
"LogLevel": "INFQ",
"Events":
[
{
"Event": "Registration",
"LogLevel": "DISABLED"
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]
},
{
"Type": "LoRaWAN",
"LogLevel": "INFQ",
"Events":
[
{
"Event": "Join",
"LogLevel": "DISABLED"
I
{
"Event": "Rejoin",
"LogLevel": "ERROR"
}

]
"WirelessGatewaylLogOptions":
[
{
"Type": "LoRaWAN",
"LogLevel": "INFQ",
"Events":
[
{
"Event": "CUPS_Request",
"LogLevel": "DISABLED"
1,
{
"Event": "Certificate",
"LogLevel": "ERROR"

\
/
|
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WirelessDevicelLogOptions

BRRENCHBRFE, SELKERFTSEBEEKERE (Sidewalk 5 LoRaWAN) , LK
BRERESHCHRANEE. SAERKESHCHKERTUNEEEHESEHEERA
SEI=FYE

WirelessGatewayLogOptions

ERFMENCHBRRFE, SELKERFCSEEFESRE (LoORaWAN) , IR ERFES
HrREERIERNFE, SERREESARHKERBITUEEE IS SHEEREBRER.

DefaultLoglLevel

ARFEERNBEEHR. EXES : ERROR, INFO F DISABLED, FEER{EZA INFO.
LoglLevel

BLERARNENERERAMEHFNEFEBR, SEAGERSESHENRBEFER , Hlu
LoRaWAN FER HEEERK INFO , AR MEEHEE A AFEER DISABLED #1 ERROR,

AT THTRES Input. json BR , FRABTHEA, K STFEEEEFAL.

aws iotwireless update-log-levels-by-resource-types \
--cli-input-json Input.json

MREBREBREREENBRRENTHEE , FHTTHHT.

"DefaultlLoglLevel":"DISABLED",
"WirelessDevicelogOptions": [],
"WireslessGatewaylLogOptions":[]

}

2. update-log-levels-by-resource-types in 5 T EEEEAI# H, £/ get-log-levels-by-resource-
types MR RMME RIS ENCHEEA. LT SEERFZBFER , URERZENERFER
IEIE,
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® Note

get-log-levels-by-resource-types n F &% B ##HEX CloudWatch E#2 & /Y B FEK.
A LAE A get-log-levels-by-resource-types i , 2REVSE 2 A update-log-levels-by-

resource-types i , RERIEENWRH AFEBRER.

aws iotwireless get-log-levels-by-resource-types

BT TIoSE , e2EOEEMEA update-log-levels-by-resource-types 18 E I R FFCEE
Ao flan |, MREBBREHEBCHKIRE , AT get-log-levels-by-resource-types A& El Lt EE

% null,

"DefaultlLoglLevel": "INFO",
"WirelessDevicelLogOptions": null,
"WirelessGatewaylLogOptions":

[
{
"Type": "LoRaWAN",
"LogLevel": "INFO",
"Events":
[
{
"Event": "CUPS_Request",
"LogLevel": "DISABLED"
},
{
"Event": "Certificate",
"LogLevel": "ERROR"
}
]
}
]

}
3. HERHMENERFENEREEERNAFER ,

» put-resource-log-level

 get-resource-log-level

AREA T3 CLI BT -

RE BRI
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 reset-resource-log-level

BEIRER , FAEL CLI WEHE , RERENRFHAEAEEEEHNEREESIFE. IRRE
EHYFLMIGHBHITRENMR BT DefaultLoglevel 3REA DISABLED RERAMMA
HIGHE BN , RE A put-resource-log-level , RLEFEEIRFE R ALHE B S Loglevel 5%
E 4 ERROR,

aws iotwireless put-resource-log-level \
--resource-identifier
--resource-type WirelessDevice
--log-level ERROR

HELEHP | T A HEENRRKEEFRE BEBRES ERROR , MAMREHMEIRA
iEEEEA. ke TTEEAEEY, sEFRLEFAYRBRECREAFER , FEA

get-resource-log-level @5

4, EL—ESRP K BOEHEBBELHRTHER , HILETLET reset-resource-log-level 5 H
BZERNBFERERA null, MREESMHEM put-resource-log-level M BRFRES
BEEFEEIFEEFRNBEFERES HIUR#ERZBAEBENER) , MITTLER reset-all-
resource-log-levels % , FAEELERN AFBRETERE null,

aws iotwireless reset-all-resource-log-levels

Lt TEELETMAE., EEMNERNEHEN , BT get-resource-log-level T

‘REIR

BETHRINARILEHEAE , LUREH AWS loT Wireless APl BRE&E AWS loT Core for LoRaWAN
ERNEEH. ETR, EETHOMERLHKER , %X £/ CloudWatch Logs E#2 AWS loT
Wireless,

£ CloudWatch Logs E53#% AWS loT Wireless

AWS loT Core for LoRaWAN EE#EiB 50 EKFERE AR CloudWatch HFEE B, SEFCH#IE B &P
SHEAEHER, AFEEMERER, MEFMEF , FS2BEAWS loT Wireless ERA HFEE .

wn{a BER 4R Ay AWS loT Wireless &R
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E R AWS loT Wireless #1T5C8&8F , AWS loT Wireless €1E HiEIB AWS loT RIEH & B 5k B E5E
BREXEHESAAENEESH, KTEER , AWS loT Wireless HFFBEEWFER AFZERBIESR, &
FARCEk (20 B3I AWS loT Wireless FIEC 8k A EFBUE FIiR) B , &7 CloudWatch A EFTE
X BFBRA ERROR WAL, BACAKAFER , ARRSRER A LEFACERREENFE
ERNEEREA,

MREEELHRBEREMEN , fINAZERE INFONER , EAN,RENE , WEBTED
HEMEEAL , AETLLER AWS loT Wireless iC8% APl, MNEFMET , F2REFEHA CLIEREE
RE BB R

B NEVEREREN , EREISENTAR,

EEALBBEEEA PR AWS loT Wireless SR8 2 Hi

£ E{F /aws/iotwireless FC#EHH H IR TE CloudWatch 3 &7 , BMHEDTK T HIEIE,

« 1£ AWS loT Wireless RARAAZ A, WMEMMIE AWS loT Wireless FRYACEMFMET , F2H
% E AWS loT Wireless B EC 8%,
« B#1T AWS loT Wireless I#/EREA—LLHFFIER,

EEFAMMEBINEAGRRES , EREBESMEMA CloudWatch Insights , 21 N5 TR, &
MtREERBEIECHEERIIERF  BEELEEET, ESHBIEE %MEMA CloudWatch Log
groups (FC#kBHE) , RTHETRABRMNER, HEHEE  URETUARBKEEAPREHKEENAE
HER. A%, BT HBUMAFEA CloudWatch Insights REV EHERIER , ®REFRTINEEZER
&R,

*RE
« MR CloudWatch AWS loT Wireless B 368 B
£/ CloudWatch Insights R&7i#E AWS loT Wireless HYC 8%

247 CloudWatch AWS loT Wireless HE6IE B

EERE T AWS loT Wireless BIEE &% (30 237 AWS loT Wireless HIEE 8 A BT BE FRR) WE A —L
HEFEHBH 2% , BUUBT TS8R , 7 CloudWatch £ AP RFICHKER,

£ CloudWatch Log & #H E32 A 4R AWS loT &%

£ CloudWatch £#2 & A |, CloudWatch i #& HHIR1E B A /aws/iotwireless BIFCEKEHEH, ME
CloudWatch Logs HIFF#E A , 752 E CloudWatch Logs.
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1£ CloudWatch £ & iR 81 AWS loT 528%

BEZE CloudWatch 2 & , RETEEEE K FIERE Log groups (FE&FHH).

1. 1E Filter (BRZFMH) XEHHAF , A /aws/iotwireless , AR%EIBIZE /aws/iotwireless i
SREEAE

2. BEEEERIEIRFFIESZ AWS loT Core for LoORaWAN FRE&H T BB EE | 38R IE Search all (£
“B?E‘i#)o EEEE@BAEER , HRERBETR.

3. EEERHBMBEMN , BT LUE Filter events (BREEH)XFEHFRFWMA—EEH, UTR2 LT
DEEENES !

« { $.1logLevel = "ERROR" }

{5 F L ERZ R4 2R & 3 B S E AR A ERROR WP RCER , M BA& T LAR B8 B! 85 3R & 7 SR R EL SR
RIS B tHBIEEREM.

 { $.resource = "WirelessGateway" }

S WirelessGateway ERMFTEREH , TEHAFEBR AW,
« { $.event = "CUPS_Request" && $.loglLevel = "ERROR" }

EREHEAE B CUPS_Request B BB A ERROR AT AR,

SHNERER

THRERESINECKHENTRAERESEN, SHEEGIAREREEREREEERERRE.
BRLMERERNSHEENERAGER , IREEEPE— AN ARERRERERAFER.

LFrfE ER S ERNEFEE

&R BRER E-e bl
BIRFEE LoRaWAN « CUPS_Request
- BE
BREE LoRaWAN . Bt
- BB
* Uplink_Data

* Downlink_Data
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IR BRER ESuS ki
BREE Sidewalk .
* Uplink_Data

* Downlink_Data

THFETEELEMHEENFRER , UARERFAENBREENTHER,
£
- BERBEENEREEERAVFCIKEH

ERFENEREEERVCHEER

EMATRE R BT RRERFAENERRENRTHEEE, THERBENERNSHERBLE
BRI

EIRFBRICHIER
RERRNERFEE RN —LEAIRKREAE |, BHE CloudWatch FZEHREBETM, ELCHA

B EESEHER CUPS_Request B Certificate , WHAIMREAEERBRIEBHER
FERBE5E4#% INFO. ERROR = DISABLED, MR HRAEEEZEBET , FASBRERES
ERROR, ERROR it$% B AT EHAMAKMMWMEBEENR.

ERFEERNCHEETUREBET IS4 ERETIE
+ CUPS_Request

FEFE L #1TH LoRa Basics Station B E MG FE R E X EHEBHEEHM[ARET (CUPS) E1TEH. ¥
REtE4ER K MREAEABRFABEERIE CLI B AFBHRRES INFO , RIfER &Y -
o MBREHRIY , BREEZ loglevel & INFO WEEAE., BEEAEKTEEHELEME

Z CUPS EI@E’J#%B]ﬁ:.RM&ﬁﬁL#%Hﬁ:% THRERILESRIERNES, MERHKER S
logLevel MEMMBMIAVFFMERR , 5FSE AWS loT Wireless R H 558 o

{
"timestamp": "2021-05-13T16:56:08.8537",

"resource": "WirelessGateway",
"wirelessGatewayId": "5da85cc8-3361-4c79-8be3-3360fbh87abda",
"wirelessGatewayType": "LoRaWAN",
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"gatewayEui": "feffff00000000e2",

"event": "CUPS_Request",

"logLevel": "INFO",

"message": "Sending CUPS response of total length 3213 to GatewayEui:
feffff00000000e2 with TC Credentials,"
}

- MRBAEGEI  B2EZF loglevel B ERROR WEEHIEE , MAAEA T SHEANFAE
o CUPS_Request EH-fIRFAIaE S A SHERMNE I ITIE - R4 CUPS CRC, &M TC Uri Ed
AWS loT Core for LoRaWAN R fF, B4 IoTWirelessGatewayCertManagerRole , &%

IESEREERLE. THEMERRD CRCiEHIER, EEMANIEER  FRECHEERE ,
DR EREEE A ERR CUPS CRC,

{
"timestamp": "2021-05-13T16:56:08.853Z",
"resource": "WirelessGateway",
"wirelessGatewayId": "5da85cc8-3361-4c79-8be3-3360fb87abda",
"wirelessGatewayType": "LoRaWAN",
"gatewayEui": "feffff00000000e2",
"event": "CUPS_Request",
"logLevel": "ERROR",
"message'": "The CUPS CRC is missing from the request. Check your gateway setup

and enter the CUPS CRC,"
}
- BFE

BLREHFER KB EREERFERTER EMINERE , UBFEE AWS loT NER, HRIELSEH
R NMREEABRBEZERRE CLI K& BEBRERERS INFO , RIFERC & !

- MBREHKI , BREEET loglevel A INFO HWEREAE ., EEALKETERE ID MELFBHE
BARFHNEFEHEN. THERUMGEKIEEWES, MELHIEE P loglevel MEAMBLHYFEH
BEA , 528 AWS loT Wireless EREM A 5B,

"resource": "WirelessGateway",
"wirelessGatewayId": "5da85cc8-3361-4c79-8be3-3360fb87abda",
"wirelessGatewayType": "LoRaWAN",

"event": "Certificate",
"logLevel": "INFO",
"message": "Gateway connection authenticated.

B BFER 254



AWS loT Wireless HBEABER

(CertificatelId:
b5942a7aee973eda24314e416889227a5e@aa5ed87e6eb89239a83f515deal7c,
WirelessGatewayId: 5da85cc8-3361-4c79-8be3-3360fb87abda)"

}

- MRBAHR , BFEFF logLevel & ERROR WEEHIEE , MEFA KIS HBRMFHEE
#o Certificate B AIRERAHRNVEAF S EMMNEE ID. BRFERBIFF , NER
BER B AR ID < EFHEAF, THEHIFR ERROR , AAEIREERBIFEY . &EFRI
$RER , FWEMERBNT.

"resource": "WirelessGateway",

"wirelessGatewayId": "5da85cc8-3361-4c79-8be3-3360fb87abda",

"wirelessGatewayType": "LoRaWAN",

"event": "Certificate",

"logLevel": "INFO",

"message": "The gateway connection couldn't be authenticated because a
provisioned gateway associated with the certificate couldn't be found.

(Certificateld:
729828e264810f6fc7134daf68056e8fd848afc32bfe8082beebs4116d709d9%e)"

}

EiRKERREE

AEEREFEEERN —LEFIFEEEE |, FBASE CloudWatch AT EEIEM, ELIHEAEN
EHERECRAEFERNE LoRaWAN ER Sidewalk £ &, BEEGEEE R SHELAARES
FERB5/B#% INFO. ERROR = DISABLED,

® Note

BHFERTEEESE LoRaWAN H Sidewalk EFPEER, BEER % ILEFIA ERROR L%
1HH , 5#8<E LoRaWAN = Sidewalk EEEE

LoRaWAN £ E5C8%IE B
LoRaWAN EREBWELHKIER A BB T EHERETSHE

« Join B2 Rejoin
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EIRE18 LoRaWAN B IS Hi#E %) AWS IoT Core for LoORaWAN |, REEEEE FRE/EX 1T
BRI | BUBLETRES activation = join procedure E’ﬁz)"'o MEFHMBEA , F2RE
BN EAREEFIEZE AWS loT Core for LoRaWAN,

HRUEHEE K NMREEABREEEIRRE CLI K BFEEMRREA INFO , BIFERHP .

- MBREHKY , EREED loglevel & INFO WERHEAE ., EEFESETEERHE NI
AR MREBWFEHER, THETRREHKEENES, WFELHKIEE T loglevel MEMMBEN
HEEME , 5J2E AWS loT Wireless &R BB K.

"timestamp": "2021-05-13T16:56:08.8537",

"resource": "WirelessDevice",

"wirelessDeviceType": "LoRaWAN",

"WirelessDeviceId": "5da85cc8-3361-4c79-8be3-3360fb87abda",
"devEui": "feffff00000000e2",

"event": "Rejoin",

"logLevel": "INFO",

"message": "Rejoin succeeded"

}

- MRWAR , LEEFE logLevel A ERROR WEEHKIEE , MEARK S SHBRNFHAE
aﬂo Join M Rejoin B4 AJaE R £ SR L H| LI EMA LoRaWAN EIFHERE , SEMH
AETEMAE (MIC) E., THEFBTREN MIC BEMEENBGEER, BERRUHER
ARELRAEWAERNBEER,

{

"timestamp": "2020-11-24T0Q1:46:50.8834819892",

"resource": "WirelessDevice",

"wirelessDeviceType": "LoRaWAN",

"WirelessDeviceId": "cb4c@87c-1be5-4990-8654-ccf543ee9fff",

"devEui": "58a@cb000020255c",

"event": "Join",

"logLevel": "ERROR",

"message": "invalid MIC. It's most likely caused by wrong root keys."
}

« Uplink_Data & Downlink_Data
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EHEA Uplink_Data A LoRaWAN = Sidewalk #£& [ AWS loT X AEEH AWS loT
Wireless EEHAE . BSHHER Downlink _Data ARER AWS loT BXZEBFHEEZTITAE
HEENAR,

HRANMEHER K NRESEAEGEENRT CLI FiSHFEBRERES INFO , RIFERSEH |, Bi8E
F -
. ﬁﬂigﬁﬂﬁm EHMEEE loglevel & INFO HNREHAS . BEASHITEMEEZ LITRT
ASMENFMHENR , URBREERFT. THHET Sidewalk ZEER M ECEKIE B S H], L0
FRIEBE Y loglevel MEMBAUKFFMENR , FSE AWS loT Wireless EIREH HFEE o

"resource": "WirelessDevice",

"wirelessDevicelId": "5371db88-d63d-481a-868a-e54b6431845d",

"wirelessDeviceType": "Sidewalk",

"event": "Downlink_Data",

"logLevel": "INFO",

"messageld": "8da@4fa8-037d-4ae9-bf67-35c4bb33da71",

"message": "Message delivery succeeded. Messageld: 8da@4fa8-037d-4ae9-
bf67-35c4bb33da71. AWS IoT Core: {\"message\":\"OK\",\"traceId\":\"038b5b05-a340-
d18a-150d-d5a578233b09\"}"

}

- MRWAEHR , LEEFE logLevel A ERROR HWEEHIEE , MEAARK I SHBRNFHEA |
#5160 B B RR L 8RR Registration BRI RE R A SBRAVESITIE « HoRFTRHE, ,mx*il
PAZFHER, EEANBPHMEZAE , EEEREEN ID RBEREE, TIHMBEREREA
BENB R FF AT ER,

{
"resource": "WirelessDevice",
"wirelessDeviceId": "cb4c087c-1be5-4990-8654-ccf543ee9fff",
"wirelessDeviceType": "LoRaWAN",

"event": "Uplink_Data",

"logLevel": "ERROR",

"message": "Cannot assume role Messageld:
ef38877f-3454-4c99-96ed-5088clcd8dee.

Access denied: User: arn:aws:sts::005196538709:assumed-role/
DataRoutingServiceRole/6368b35fd48c445c9a14781b5d5890ed is not authorized
to perform: sts:AssumeRole on resource: arn:aws:iam::400232685877:role/
ExecuteRules_Role\tstatus code: 403, request id: 471c3e35-f8f3-4e94-b734-

c862f63f4edb"
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}

Sidewalk & & iC8%1E H
Sidewalk ZER & B AT MRIB T IS4 EEETOHE -
* Registration

L B55IE B 2B S EE IEE [ AWS loT Wireless 52 £ Sidewalk Z£EHARRE, ¥R
EHEE K NMRAEABRELEERRE CLI K AFBMRES INFO , BlEEHEY , B8 ER
loglLevel & INFO H1 ERROR MRS E ., EEFA LT ETMEE (HBRBITK) NFHEE
#o ERROR REHFA ST E M EEEEETMBEENMEEENR.

TEIJEEH? HEEB#RA INFO WECEFA S E A, MEFLEKIER P loglevel MEMBMMAFFEHENR |
2/ AWS loT Wireless ERM BB K.

{
"resource": "WirelessDevice",
"wirelessDevicelId": "8d@b2775-el9b-4b2a-a351-cb8a2734a504",
"wirelessDeviceType": "Sidewalk",
"event": "Registration",
"logLevel": "INFO",
"message": "Successfully completed device registration. Amazon SidewalkId =
2000000002"
}

« Uplink_Data E& Downlink_Data

Sidewalk B EH4EA Uplink_Data # Downlink_Data LA LoRaWAN £ ER ¥ FE
EHEY, MEFMER  F2E LAY LoRaWAN 2B 58418 B TR #Y Uplink_Data £
Downlink_Data —fi,

‘RESR

BETHRNMRAERNAFER , UREERA AWS loT Wireless HI52 82 & A 1£ CloudWatch *
BRAGTRENTREBFER, BEETLER Log groups (FR8#&EHE) KRBV EHESER , ERMEBRE
£/ CloudWatch Insights REM MEAEERR. MFEFMENR , F2BEEA CloudWatch Insights

REFIE AWS loT Wireless Y FE 8o
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£ A CloudWatch Insights 3R E&##E AWS loT Wireless HI&C &%

BESRTLAEA CloudWatch Logs REBI EhiERER , BERMEBEREMEA CloudWatch Insights , 1R1%
EHEARNEAMHEYNEAGRERER,

BREE EEA CloudWatch Log groups (Fe#kaH#H) , R THRFREEENER, HEH4ER , URET
LIRAREEZRADRETLHEENEFER. RE , ErUFEAMER EREGRRESNEHIELS
Z | B AWS loT Wireless BRI B C B EFZIE4

£ CloudWatch Logs SAZ £ & iR AWS loT i

£ CloudWatch £#2 & A |, CloudWatch Feé&HIRE R A /aws/iotwireless FVECEkEF ., ME
CloudWatch Logs KYF¥#IE R , 552 B8 CloudWatch Logs,

£ CloudWatch £ A H R ER AWS loT Bé%

EBEZF CloudWatch =& , AREBEE K IERE Logs Insights (B &%),

1. 7 Filter (BFiZ1E4) XEHHH , B A /aws/iotwireless , AR&IRIE /aws/iotwireless id
8RR 28

2. EEEETHBEMNTEBE | 5582 Select log group(s) (BEGE &8 H), EEEE AWS loT
Wireless BYEC 8% AH#E , 381#1F /aws/iotwireless,

BRET BB AETHUEREHEEE, THEEETs—LEREN , KiHBENBEREREEN
TEE,
BUBREHRENHELEIE AWS loT Wireless HY 22

B LMERAERRRIER | 8 CloudWatch Insights REEREEBRAIEET. FHBER—LEHHE
B

ERTREEREEARK

B RN —EEH , BB ERREEERER (110 LoRaWAN FER Sidewalk &) #IF2 8%,
flan | & EERCHFLMERE R Sidewalk EEWAL , B A T 5 EHIWIEE Run query (BI1TE
#), FEMEUHEN , H5&E Save (1),

fields @message
| filter emessage like /Sidewalk/
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HHTEHA R , BFH Logs (o) BBHPEIER , AT ERELIRFF Sidewalk 2 EHBIRVET
MBS, MRTAHLER Sidewalk REMEANEN , KOSFIERE , EHPETRSHRENE
B. WRERM Logs (A BBHWEF—EHER , THSER—EHEH, NE , MRBVERHHRE
Sidewalk & EHBINVERER | BT LAHTIE 5 — @& E KM | A& BEEMRERTESR ERROR A EBRFRE
#o

Field Value

@ingestionTime 1623894967640

@log 954314929104 : /aws/iotwireless
@logStream WirelessDevice-

Downlink_Data-715adccfb34170214ec2f6667ddfal3cb5af2c3ddfc52fbeee@e554a2e780bed
@message {

"resource": "WirelessDevice",

"wirelessDevicelId": "3b058d05-4e84-4ela-b026-4932bddf978d",

"wirelessDeviceType": "Sidewalk",

"devEui": "feffff000000011a",

"event": "Downlink_Data",

"loglLevel": "INFQ",

"messageld": "7e752al0-28f5-45a5-923f-6fa7133fedda",

"message": "Successfully sent downlink message. Amazon SidewalkId =
2000000006, Sequence number = Q"
}
@timestamp 1623894967640
devEui feffffo000000011a
event Downlink_Data
loglLevel INFO
message Successfully sent downlink message. Amazon SidewalkId = 2000000006,
Sequence number = 0
messageld 7e752a10-28f5-4535-923f-6fa7133fedda
resource WirelessDevice

wirelessDeviceld 3b058d05-4e84-4ela-b026-4932bddf978d
wirelessDeviceType Sidewalk

BRBEAEREH
BRI EY —EEH , BPHEEREEAR Y ESHRERETEHSE, flU, MREVEF[RHR

LoRaWAN EMRFEBEFEIA TTAL , B WA THEHLIEE Run query (BIITEH), EERFLE
# , 5% Save (E1F).

filter @message like /Downlink message sent/
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HHTEHAZR , BFH Logs (e BRI EIHER , EFETRTITARKNEEERRKERF

REBE. SEEFIRGE  HPERTOTARNEERE  WRENA TTARBEEIEREE
E’\J%ﬁo MRREB Logs(Ela?)i‘i‘;ﬁ':FE’JﬁﬁF—1$*% TR — @, HE K WRREETITA
B, BuLMERER , ERETAEEAERNER , WEETMaHERE,

Field Value

@ingestionTime 1623884043676

@log 954314929104: /aws/iotwireless
@logStream WirelessDevice-

Downlink_Data-42d0e6d09basd7015f4e9756fcdc616d401cd85fe3ac19854d9fbd866153c872
@message {

"timestamp": "2021-06-16T22:54:00.7704938637",

"resource": "WirelessDevice",

"wirelessDevicelId": "3b058d05-4e84-4ela-b026-4932bddf978d",

"wirelessDeviceType": "LoRaWAN",

"devEui": "feffff000000011a",

"event": "Downlink_Data",

"logLevel": "INFO",

"messageld": "7e752al0-28f5-45a5-923f-6fa7133fedda",

"message": "Downlink message sent. Messageld:
7e752a10-28f5-45a5-923f-6fa7133fedda"
}
@timestamp 1623884040858
devEui feffffo00000011a
event Downlink_Data
logLevel INFO
message Downlink message sent. Messageld:
7e752a10-28f5-45a5-923f-6fa7133fedda
messageld 7e752a10-28f5-4535-923f-6fa7133fedda
resource WirelessDevice
timestamp 2021-06-16T22:54:00.770493863Z

wirelessDeviceId 3b058d05-4e84-4ela-b026-4932bddf978d
wirelessDeviceType LoRaWAN

BRESR

/e THRMMEFERA CloudWatch Insights , FBE U EHREHELHALS , LEIBEZEREA.
BOLMES AR RN LR GY  YRBEEEEERNERRTACHENREY., WEFER
CloudWatch Insights M EER , 552 B A CloudWatch Insights 7 #TEE # & £l
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AT CloudWatch Insights REIU &2 % , MREBCRHFELEN , AITUREEFALHTE
RENER, HE , MEBE CloudWatch Logs Insights (28 EE) £ A HE— T History (B 52
%) ki, IR ERIETHES , YRFEZEFHTEM , KBV HMEEARE-SBHREM.
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AWS loT Wireless 4@ Al

AWS loT Wireless AT AR MEAE. , BHIMA AWS loT Core B9 LoRaWAN H1 Sidewalk £ EE4, i
m, EHERFMIKEE P Sidewalk B , BRI EHNEH,

WA S ERNEEIR

REZBLERESH , RERHOSHEA. Sl , M Sidewak KERSELEMH. SESHHSHR
BE-AEfBEH, SHBAEZEBE JSON AN MQTT #f, ARARBURREHREE,

(® Note
ELERG-XREMHEH. BHEACATRERMAER X, BEZREBEHEANIET.

SHNERERR

THRERZGEEWBANTREERSEY, SHRRFRARNERFEREREE,. BERFEER
Sidewalk 1RF ., B AUEERBRAERMASHS  ELEHEARNKSERERENMEER , S AR
BEER, N T —EEBAR, METEAESHEENFHERN , 528 LoRaWAN ERNEHEL
Sidewalk BRI EHEA,

LERAERNEHEE

EiR ERER LS il
mISHE LoRaWAN Bbit
Sidewalk o HEBETMARRE
- EEEE
EISEE LoRaWAN EARARRE
Sidewalk 1§ F Sidewalk o EEFIMRAEE
plinki=)-7:
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BEWERSHEANVBER

EERENEHEAN  REXEFERABEENEE , UATXEEEEE AWS loT HERE , XiTHE
MQTT EH X8, Bt ETRSEN EEEE KRG,

LT AZEREEERSH BRI ERN RS,

"Version":"2012-10-17",
"Statement":[{
"Effect":"Allow",
"Action": [
"iot:Subscribe",
"iot:Receive"

1,

"Resource": [
"arn:aws:iotwireless:region:account:/$aws/iotwireless/events/join/*",

"arn:aws:iotwireless:region:account:/$aws/iotwireless/events/
connection_status/*"

"arn:aws:iotwireless:region:account:/$aws/iotwireless/events/
device_registration_state/*",

"arn:aws:iotwireless:region:account:/$aws/iotwireless/events/proximity/*"
]
1]

EREL4H MQTT EERN

ATEAEFERNEGHBAGE , AWS loT SFEALLEREE () FAEN MQTT AE X E, &AL
BHNETRELEEZETIE, T8, fEEZEVUERAMEEENHTEIE,

(@ Note

MQTT EEEBAEH AWS 1RF |, WHEAE arn:aws:iotwireless:aws-

region:AWS-account-ID:topic/Topic., WFEFMENR , F2B (AWS loT HEBEABIE
) HH MQTT =&,

ERRENTAE MQTT TEFEAUTRIN
- BRERERE
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FMBABER

ELFEBRARNE

B AWS IEFE 2 i A AWS loT Wireless BT B4 EERER.

$aws/iotwireless/events/{eventName}/{eventType}/{resourceType}/resources

- BBIRFEREE

& EiEARE

o

E
E

$aws/iotwireless/events/{eventName}/{eventType}/{resourceTypel}/
{resourceldentifierType}/{resourceID}/{id}

NMEEZRARERMBANEREENET

THENRBETRSESHN MQTT EEEH)

EH4NM MQTT £

B4

Sideside £ &5t
Ak aE

MQTT £

EREREE

$aws/iotwireless/
events/dev
ice_regis
tration_state/
{eventTypel}/
sidewalk/w
ireless_devices

Al E R EE

$aws/iotwireless/
events/dev
ice_regis
tration_state/
{eventType}/
sidewalk/{
resourceTypel}/

A2 AR,

fizE

« {eventType} HELR registered =
provisioned

« {resourceType} HALLZ sidewalk_
accounts = wireless_devices

e {resourceID} =& sidewalk_accounts
B amazon_id M wireless_devices
B wireless_device_id

B AWS 1RFE B il A AWS loT Wireless HIZE4SEERER , BERBBIZE

RSB MQTT EEER

265



AWS loT Wireless

FMBABER

=4

Sidewalk i

MQTT £

{resourcelD}/

{id}
ERERERRE

$aws/iotwireless/
events/pro
ximity/{e
ventTypel}/
sidewalk/wireless
_devices

m Al E R EE

$aws/iotwireless/
events/pro
ximity/{e
ventType}
/sidewalk/
{resourceTypel}/{r
esourceID}/{id}

« {eventType} HELLZE beacon_di
scovered E{ beacon_lost

* {resourceType} HAILLZ sidewalk_
accounts = wireless_devices

 {resourceID} = sidewalk_accounts
B amazon_id #M wireless_devices
B wireless_device_id

RSB MQTT EEER
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FMBABER

=4

LoRaWAN 10 A

LoRaWAN F§i&

MEFESHNFRER

MQTT £

- EREREE

$aws/iotwireless/
events/join/
{eventType}/
lorawan/wirel
ess_devices

Al E R EE

$aws/iotwireless/
events/join/
{eventType}/
lorawan/wirel
ess_devices/
{resourcelID}/{i
d}

ERERERRE

$aws/iotwireless/
events/join/
{eventType}/
lorawan/wirel
ess_gateways

E Ay RS e

$aws/iotwireless/
events/join/
{eventType}/
lorawan/wirel
ess_gateways/
{resourcelID}/{
id}

{5

{eventType} HAIEARZ join_req_

0_received = join_req_2_receive

d = join_accepted

{resourceID} THJLAR wireless_
device_id = dev_eui

{eventType} WILAR connected =

disconnected

{resourceID} HAEARE wireless_
gateway_id = gateway_eui

a2 LoRaWAN ERNEMHBEH M Sidewalk ERNEHEH.

RSB MQTT EEER
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NREETEELEETE  RASEFERGEET—ESHABRANETERBANE, NEFMENR  F2H
(AWS loT A EIER) T MQTT REEE,

BREANEE

WETRAEHNEVBHANEEEF , FFSB AWS loT Core EfE,

AERERMASH

EEEBFTENTRETUBKARZH , BXELEMASHEN., EEFHTHIERE , BOLUEA
AWS Management Console & AWS loT Wireless APl 2 AWS CLlI,

SHERE

UL SEHRESOBARERENIEERIELNEREFRFEEN., EREH TR ERE
&, Sidewalk SERBHIRFHEREKE , MIRKE LR LoRaWAN T Sidewalk B, A &R
BERACZEMHERNEREN , F28 LoRaWAN ERHMEHLER M Sideside ERMEHFE,

B &R

BAILASY  BEERABEERER 2 AWS 1RF PHMBEEREREHA, Fl , & LARA—@

B, ¥ EFER AWS loT Core for LoRaWAN A K FTE LoRaWAN & |, @88 & HiERARER
B8F, ERELEA4RENZRIERN , fINERBEPHNEL LoRaWAN FMEHEER , AEFEUR
BH AWS 1R F P HEEE Sidewalk £EEEEEKX,

18 51 & IR

&t ] LA B BIAY LoRaWAN F Sidewalk EiRMMAZHSHERE Y AEBMABHN, SSEHEER
BRERENEREIR. fla0, B LUEATERN LoRaWAN H Sidewalk &RE AR , WiHWBREEL
RN MAREEFMRESHEA.

BRI

&HY LoRaWAN % Sidewalk ERAEERAFHEWEHEANEERR, NFEFMER
RSB RRY R

#H AWS Management Console B i@ 41

EEREHRARASHAL , BT AWS loT £ AM Settings (FRE) RI1ER , A&k
LoRaWAN and Sidewalk event notification (LoRaWAN #1 Sidewalk E4EH) EER,

s
¢
aq
8
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BRI E BRI EERERE 2 AWS 1kRF FNAAERRMAEH , WiETER,

HERAMBERNBEA

1. 7£ LoRaWAN and Sidewalk event notification (LoRaWan 1 Sidewalk B4 @A) [EE& , aifE All
resources (FTEER) R5|EH , iB1E Action (B1E) , R8I Manage events (BIEEH),

2. BUABBEERNEN , REBIZIE Update events (EHEH), NMRETEBERRELEEY | FE
12 Action (B){E) I iBIE Manage events (BB EH) , REFEHELEEH,

BT UHHBREEEREE 2 AWS IRF hERERMABA |, WiTER,
B3R M8 B R Y 3B A

1. %E LoRaWAN and Sidewalk event notification (LoRaWan # Sidewalk E4EH) EE& , #E
Action (Ei1E) , A% 1E$F Add resources (FTEEIR).

2. BELEEPBANERNSEHS

a. BEREBEEE LoRaWAN resources (LoRaWAN &JR) 5 Sidewalk resources (Sidewalk &

R) BB,
b. BURRERER A6 LULLERERERMANEMH, RE , EALGIRELEHALZBRER.
WMRIERE

« LoRaWAN resources (LoRaWAN EJR) : & LA K LoRaWAN £ ERKA join (IIA) E
%, REEH LoRaWAN RFERLA connection status (E#RAREE) B4,

- Sidewalk &R : A LLE B Sidewalk & 165 L08R 5 Sidewalk 2 & B BFRUA device
registration state (£ & FFMARAE) = proximity (i) B,

3. HORREEESENEREENEN  EEEEENERRBEIFE. EUUAHEMAERESERSH
250 fEEIR.

4. B2 Submit (%) MAZKE R,

BHIEMEREEE MQTT EEHBEEREETZE AR LoRaWAN and Sidewalk event notification
(LoRaWan #1 Sidewalk E#4EH) ERPABEREENZESIER.

« LoRaWAN join (LoRaWAN flA) E4H Sidewalk £EBWEH SR RETEAN Wireless devices
(BREE) B,

- LoRaWAN [EH Connection status (EZ#RAREE) BEHEHRTE Wireless gateways (SRR FIE) &
&,

£ AWS Management Console EXFEH 269
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- Sidewalk &S #9 Device registration state (3£ E 5 MAREE) F proximity (L) B4 SBERE
Sidewalk accounts (Sidewalk 1R F) &3|E%,

£/ MQTT A Fimz] B ==&

BRAGEAMEERFERNERELRASH  CRANSHESERETEA , H MQTT TE MR
All resources (FTE&ER) R BB IEEEREENZESIFER,

- WMRBEMQTT B2 — , BALEIE MQTT AFiRFTEEL FEW WAL,
- MRMAZEEH TS THZESHETELZREEN, FETHZEEE  FRESNETE A
IR Action (B)1E) , ¥3&$F Subscribe (FTB).

58 AWS CLI ByABE A
BA LR EEH A ERMAERE | FERFER AWS loT Wireless API 2 AWS CLI,

BRAFE &R B

B S AWS 1RF FBERBEEREENMEERBMABA , XFEH
UpdateEventConfigurationByResourceTypes API 5 update-event-configuration-by-
resource-types CLI ap S hNBABS 2, fln

aws iotwireless update-event-configuration-by-resource-types \
--cli-input-json input.json

input.json WA

"DeviceRegistrationState": {
"Sidewalk": {
"AmazonIdEventTopic": "Enabled"
}
b

"ConnectionStatus": {
"LoRaWAN": {
"WirelessGatewayEventTopic": "Enabled"

}

5 AWS CLI BrF@% 270


https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourceEventConfiguration.html
cli/latest/reference/iotwireless/update-event-configuration-by-resource-types.html
cli/latest/reference/iotwireless/update-event-configuration-by-resource-types.html

AWS loT Wireless HBEABER

® Note
FRESI (") HERERBHR () -7 T,

AT LAY GetEventConfigurationByResourceTypes APl S £ get-event-configuration-by-
resource-types CLI a5 3RES B sl E4-FERE, a0 .

aws iotwireless get-event-configuration-by-resource-types

R M8 B R Y 3B A
HREBMEM API = CLI R EERERIEMHARE  TRHERGNSHEE | By

UpdateResourceEventConfiguration APl £ f update-resource-event-configuration CLI

me.

aws iotwireless update-resource-event-configuration \
--identifer 1ffd32c8-8130-4194-96df-622f072a315f \
--identifier-type WirelessDeviceId \
--cli-input-json input.json

input.json AR

{
"Join": {
"LoRaWAN": {
"DevEuiEventTopic": "Disabled"
by
"WirelessDeviceIdEventTopic": "Enabled"
}
}
(® Note

FRASISR (") MERERFHR () —RBEH,

A LAY GetResourceEventConfiguration APl £ flget-resource-event-configuration CLI
WHREE BN EMHERE, fla
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aws iotwireless get-resource-event-configuration \
--identifier-type WirelessDeviceId \
--identifier 1ffd32c8-8130-4194-96df-622f072a315f

F HE AR

A BAE R AWS loT Wireless API 5% AWS CLI S| ZED A —ESH BN S HERE, ZEIH
fARE , M A ListEventConfigurations APl #EEfEMA list-event-configurations CLI @3,
filgn

aws iotwireless list-event-configurations --resource-type WirelessDevice

LoRaWAN &R EHEH

AT LAE A AWS Management Console 2 AWS loT Wireless API #£4E , X182 & LoRaWAN #
ENRAENSH. UFESHBENURNAMASHENNHEEBENR , 528 AWS loT Wireless EHE
M AEERERBASHS.

LoRaWAN & RINEHER
B LA LoRaWAN ERRUAME 4T

o BHE LoRaWAN EEMAZSHNMAZH, ZEEMA AWS IoT Core for LoRaWAN , & W EIFE
BOSER 2 WMEFRMABERE , £E2KRIEH,
« LoRaWAN FEHEFREST A EERPENERFER | EEREESHSENE,

UTE53EHEE LoRaWAN ERSHHNEZSER !
ES -]

« LoRaWAN jnAZE#
o ERAREEH

LoRaWAN N A =4

AWS loT Core for LoORaWAN TJ LA MFAE |, BAIMA AWS loT B9 LoRaWAN £ BEH, INRWKEILE
BOoORER2WMAREFMABER , XBEEECHEH AWS loT Core for LoRaWAN HIA |, TIAZE#
SEAE,
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MASHREESRN

E1&E A AWS loT Core for LoORaWAN #&#&H) LoRaWAN ZE A K , AWS loT Core for LoRaWAN
SHERNEBLL AWS loT Core for LoRaWAN HITINARF. EHNEEESRANAMUER , XAT
DEIE—RI EfTRAE | ERETAEER, EEMAR , BHEEM AWS loT Core for LoRaWAN 2
B AR LT TITREAS. MEMALENHBEEN , 528 $EEMA AWS IoT Core for
LoRaWAN,

Ba U RASEH , UEEEEMA AWS loT Core for LoORaWAN BEHE AR, MBIMASH LK., I
A OREHR 2 MWEFMABRURIES AR , S0 RIEH,

B LoRaWAN jnAS#

£ LoRaWAN MNATEE XTI E T SZWAE 281 , BB LMK AWS Management Console 5%
FEBEM API = CLI RASEH4EH, ZALA AWS 1RF FHFTE LoRaWAN ERNEEERRAE
LEH, IFNATRACLEHNFRERT K F20 AERERASS.

LoRaWAN E4H MQTT EEEK

LoRaWAN £ EMNTEE MQTT TEFALUTEN. MREFTE TELEE , AIFfE S ME AWS R
F B9 LoRaWAN £t & n] LA RGE 40

- EREREE

$aws/iotwireless/events/{eventName}/{eventType}/lorawan/wireless_devices

- MBI EE

$aws/iotwireless/events/{eventName}/{eventType}/lorawan/wireless_devices/
{resourceID}/{id}

Hrep .
{eventName}

{eventName} Z4ZE=2 join,

{eventType}

{eventType} AT LAZE :

* join_req_received
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 rejoin_req_0_received
 rejoin_req_2_received
* join_accepted

{resourcelD}

{resourcelD} AT LA dev_eui 3 wireless_device_id,
fFlan | BT LASTBILA T 88 , LUMETE AWS loT Core for LoRaWAN #5323k B84 B K i A FE SR IFZ U
EHBEA,

$aws/iotwireless/events/join/join_accepted/lorawan/wireless_devices/
wireless_device_id/{id}

BEALER + BRFZFREKITEZETE, it + BERAFAEEHESZFINERTNEMAFS
PIIN B ERE -

$aws/iotwireless/events/join/join_req_received/lorawan/wireless_devices/

wireless_device_id/+

(@ Note
T REERAEBRAFT # FIRBAEEE,

NERRETREERER + BRAFZNFEES 2R (AWS loT AEAEERM) P MQTT
BT,

LoRaWAN I AZEHH A S &S
LA TER88 LoRaWAN HA S4B RS,

{
// General fields

"eventId": "string",

"eventType": "join_req_received|rejoin_req_0_received|rejoin_req_2_received|
join_accepted",

"WirelessDeviceId": "string",

"timestamp": "timestamp",

// Event-specific fields
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"LoRaWAN": {
"DevEui": "string",

// The fields below are optional indicating that it can be a null value.
"DevAddr": "string",

"JoinEui": "string",

"AppEui": "string",

AHITELUTBMY :
eventld

B AWS loT Core for LoRaWAN (F&£) ELEHHE—F4 ID,
eventType

BENEHER, AURTIHES—EE :

* join_req_received : EEWMMNEHE R EUl 28 JoinEui = AppEui
* rejoin_req_0_received

 rejoin_req_2_received

« join_accepted : EEME T NetId # DevAddr,

wirelessDeviceld

LoRaWAN £ &/ ID,

timestamp

EHRAERR Unix RRE&.
DevEui

EREREBIEE X AR TR & EME— B,
DevAddr A EUI ((Z1E)

S

SR RIBIENEEMULF EUI 28 JoinEUI = AppEUI,

BRI BB

AWS loT Core for LoRaWAN A LAZ#MEASE , @AM A AWS loT B9 LoRaWAN BB EFARES
. LoRaWAN FEMEFRESF A EERPENERFE | EERESHSENE,
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ER N CE L IR GIPER (&

R EE A AWS loT Core for LoRaWAN # , AT A% BEE#RE] AWS loT Core for LoRaWAN
WEREHEHRRE, FHFEERREEFADERIPEERK , EEEHLBENE, NEEZH
AAERE A M ERE S AWS loT Core for LoRaWAN K& |, 5528 #&BEMA AWS loT Core for
LoRaWAN F1 EiZ & LoRaWAN RiE 3f By 3% H B AR AREE

LoRaWAN &R MQTT EEER

LoRaWAN FEMTEE MQTT EEFALUTHEN, MREFTETELEE , AIFfESME AWS 1R
F B9 LoRaWAN & ] LA BUE 40

- HRERBRERE :

$aws/iotwireless/events/{eventName}/{eventType}/lorawan/wireless_gateways

- HREBINTERE !

$aws/iotwireless/events/{eventName}/{eventType}/lorawan/
wireless_gateways/{resourceID}/{id}

Hrp
{eventName}

{eventName} #4ZE2& connection_status.

{eventType}

{eventType} AILAZ connected =% disconnected,

{resourcelD}

{resourcelD} AT LA 2 gateway_eui = wireless_gateway_id.

Flgn | AT LAFTRAA T £R8 , LEFMERBEE 2 ELE AWS loT Core for LORaWAN BHZUEH4EH -

$aws/iotwireless/events/connection_status/connected/lorawan/
wireless_gateways/wireless_gateway_id/{id}

BT LER + BRAFZARBITRZEEE, It + EAFEFASEEEXFANBRIPNEMFE
BT HIFERE -
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$aws/iotwireless/events/connection_status/connected/lorawan/
wireless_gateways/wireless_gateway_id/+

® Note
BTReEAERTT # SIRBEREE,

NEARETREIERER + BRAFINFEES  F2H8 (AWS loT AEAERERE) P/ MQTT =
B EnIEER

BRRESHNASEE
LT R ERMRESH VA S AH.

{

// General fields
"eventId": "string",
"eventType": "connected|disconnected",
"WirelessGatewayId": "string",
"timestamp": "timestamp",

// Event-specific fields

"LoRaWAN": {
"GatewayEui": "string"

AEBAELUTBM :
eventld

F AWS loT Core for LoRaWAN (F &) ELEHHE—F4 ID,
eventType

BEMSBHER, ALLR connected & disconnected.

wirelessGatewayld

LoRaWAN F3EH#Y ID,
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timestamp

EH AR Unix BEEER.
GatewayEui

£ RERE S FE A T KRB R R M — BT .

Sidewalk RN EHE A

& T LAME A AWS Management Console 5, AWS loT Wireless API 24 , B E S A/ Sidewalk £&
MEEBREIRFNEY, UFSHEAURNARAESHEANNHEBER , 5528 AWS loT Wireless
EHBEA M BAEEERBRASEH

Sideside ERNEHE|A

&AL A Sidewalk BERBANSH R -

- RESEH  BHE Sidewalk KERERLELE | Pl ECEMETHER,

« BIEEH : £ AWS IoT Wireless W B Amazon Sidewalk BEH |, 5 H BN K EXLEEREH
BHEH,

UT#o 22 HEE Sidewalk ERBHHNEZEN
£

KEFMRESH
- BREH

REFMRESH

HEFMRESHEEREAMREREBTRBMSHEA , SIS HEHEM Sidewalk ZiER
ELEHSRAANEERMEIZMEMEENTRMREEA.

KI5 MARES A NEE

£ H Amazon Sidewalk 1 AWS loT Wireless I A Sidewalk Z&E 8 , AWS loT Wireless €#11T
create & , Y Sidewalk HEFHIEE AWS IRF, RAREESHEACSHEME , M eventType
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S8 provisioned, MEMALENMEBEEN , F2E EAM AWS IoT Core #J Amazon
Sidewalk A9,

#EO MK provisioned 2% , Amazon Sidewalk #1T register &4 , &8 AWS loT
Wireless & fft Sidewalk #£ &, FMEFSHE , HPNBEMTERERERVBERESR AWS loT., FMEE
#% , eventType €8 registered , £#EENAHFEH,

#&E registered #& , Sidewalk TJLAMEEFERI deregister BHIEE, AWS loT Wireless 5T
ZEER , WiGEBARAENRE provisioned, WMELEBRENFEMEN , 552/ DeviceState,

R & ERERESHEA

EHREFMRERZTENTRETLIEBEAE 281 , BXEAELKE AWS Management Console 2i%Ei8
£/ API 5 CLI MRS 4@, EALAR AWS tRF FHFTE Sidewalk ERNBEERBAELS
#., nENABAELEHNFREN  F28 AERERMASH.

HEFMRESHN MQTT EEER

EEEMEETMAREEH | BATLAFTRLAET ($) AFSRFAEN MQTT EE X8, MEFMENA |
28 (AWS loT & ABEE) FH MQTT &,

e

Sidewalk ZEFMRESHHNTEE MQTT EEFEAUATHERN :
- HRERBRER :

$aws/iotwireless/events/{eventName}/{eventType}/sidewalk/wireless_devices

- BRERIFER

$aws/iotwireless/events/{eventName}/{eventTypel}/sidewalk/{resourceType}/
{resourceID}/{id}

Hrep .
{eventName}

{eventName} #47HE = device_registation_state,

{eventType}

{eventType} AILARZ provisioned = registered,
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{resourceType}

{resourceType} AILAZ sidewalk_accounts 3 wireless_devices,

{resourcelD}

{resourcelD} £ sidewalk_accounts B {resourceType} & amazon_id , &
wireless_devices B {resourceType} & wireless_device_id,

B LiER + BRAFRBTREZEESE, it + ERAFceBAEEsXFNBRPNEAFE,
fFlan | MREEEWBIFIE TRESHER (provisioned Ml registered) WEH , URFMEEE
Amazon ID WFFEE BB , B LAER T 5 EEERHR KRG -

$aws/iotwireless/events/device_registration_state/+/sidewalk/
sidewalk_accounts/amazon_id/+

® Note

BreeEABRAZET #STRERIE., NEEEIEEESNFMER , 528 (AWS loT H
BABEEE)) P MQTT EEEHESE,

K EFMIRESHRIASER

RMAKEFMREESHBEAN R , SHBASEBE JSON EAHN MQTT &, ELBEHISTHH
SOHIAE

{
"eventId": "string",
"eventType": "provisioned|registered",
"WirelessDevicelId": "string",
"timestamp": "timestamp",
// Event-specific fields
"operation": '"create|deregister|register",
"Sidewalk": {
"AmazonId": "string",
"SidewalkManufacturingSn": "string"
}
}
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ABRODEUTBM :

eventld

BENEH ID (FH),
eventType

BENEHER, LR provisioned = registered,

wirelessDeviceld

EIRK BB

timestamp

SR Unix BRIRIE.
1

B EHMIRE, BMES create, register f deregister,

sidewalk

ERWEHBHH Sidewalk Amazon ID 5 SidewalkManufacturingSn,

BITEHF

EIREHSE AWS loT # Sidewalk £ EEZWEERRMHEHEH, B Sidewalk £EHIE Amazon
Sidewalk B , Amazon Sidewalk @ EHEFZR KB EIXWERZE , IH AWS loT Wireless #U, AWS
loT Wireless 2 W EIEEREHMNBELEH,

BISEHHERELR

BIREHEE AWS loT EREIGERZEHBEA , Sidewalk £E R LABERRHERZ, BEENR
Amazon Sidewalk Mif ks , Sidewalk €U EIEZ 30 & 12 E E K I E B FE A EEEIEE AWS loT
Wireless, Amazon Sidewalk 2# Lt iFREIERERES 10 28, £ AWS loT Wireless YR B
Sidewalk BEER: | LEWRTISHHEH.,

ERREENERELRR  HLB4EENE, SUURERPIZIESHBANER.
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BAEEEHNEHN

£ Sidewalk #EFEB TENIEAE TLERAE 281 , LA ALK AWS Management Console =i&E
BEEA API 2 CLI BIAZEHEA, EBA AWS tRF FHFTAE Sidewalk B RRIBEERAAELSE
H, MENMABRAELEHNFEMETN K F2E ABEERBASH,

BIEEA4H MQTT EEER

HREABCEIEN  BUSFTRANER (§) fERMAEN MQTT BEXE, MEFEESA ,
(AWS loT B AEER) T MQTT &,

e
W
&

Sidewalk #ITEHTEE MQTT TEEAUATHER :
- HRERBERER :

$aws/iotwireless/events/{eventName}/{eventTypel}/sidewalk/wireless_devices

- HRERIRFER :

$aws/iotwireless/events/{eventName}/{eventTypel}/sidewalk/{resourceType}/
{resourceID}/{id}

Hrep .
{eventName}

{eventName} 47E & proximity.

{eventType}

{eventType} AILARZ beacon_discovered =% beacon_lost,

{resourceType}

{resourceType} AILL2 sidewalk_accounts = wireless_devices,

{resourcelD}

{resourcelD} £ sidewalk_accounts B {resourceType} & amazon_id , &
wireless_devices B {resourceType} & wireless_device_id.

B LER + BAZAREBITRZETE, It + EAFEFASHEEXFZaNBRPNEMZE,
fFlan | MREEBWBIFTE TREEHEE (beacon_discovered # beacon_lost) WEH , LAKEE
ME45E Amazon ID WRTEEEN B , Bl LAEA T 5| EEEEERMY
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FMBABER

$aws/iotwireless/events/proximity/+/sidewalk/sidewalk_accounts/amazon_id/+

(@ Note

BTReERAERFT # FIRAEEE, NMFAEITEGERVFREA

B ABRE) PH MQTT EEEESR.

BISEHNAREH

MAELE4ENzE , EHASGEBE JSON EEN MQTT #fi, ELBHITE T HAVEHIH

= -

"eventId": "string",

"eventType": "beacon_discovered|beacon_lost",
"WirelessDevicelId": "string",

"timestamp": "1234567890123",

// Event-specific fields

"Sidewalk": {
"AmazonId": "string",
"SidewalkManufacturingSn": "string"

EEAELUTEM :
eventld

E—MNEH ID, ER—EFE,

eventType

BENEHER, AR beacon_discovered 5 beacon_lost.

WirelessDeviceld

BIREENRBI,

timestamp

S BA R Unix KRB

Z& (AWS loT B

BrEs
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sidewalk

EREINEHBEHH Sidewalk Amazon ID 5 SidewalkManufacturingSn.
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AWS loT Wireless API ¥

B TE A LoRaWAN = Sidewalk RimEKER , SREVT AR KEME Sidewalk R imsE & Y E AT
B, ST TSI EH A API B1E,

THZHEESEMEL API BEMEHMEA.

&

o HBEZTEREM AWS loT Wireless API &4k

+ LoRaWAN # Sidewalk Z£EH AWS loT Wireless AP ##4E

o EAEEMN B A AWS loT Wireless API 124
- FARAKEMHEK AWS loT Core for Amazon Sidewalk API &4

SEBEERTERER AWS loT Wireless AP 1#1E

#1] B LoRaWAN 1 Sidewalk % B3R EREHT T 5 API 1&4E :

» CreateDeviceProfile APl 2 create-device-profile CLI

» GetDeviceProfile API & get-device-profile CLI

» ListDeviceProfiles APl & list-device-profiles CLI

» DeleteDeviceProfile API 5 delete-device-profile CLI

THEHALBERRNAT HMMERRERE. MFTEYNENKREREENHEBER ,

En
¢
&n

. FIGEBRER
« S BUHEBRTER

5% AWS 1RF PRV EIERERE

BA[fER ListDeviceProfiles API 24 |, 51 HEFHIEZE AWS loT Wireless Z AWS 1RF FRyZE
BEREE., BRI AMEA L EARBRER LS EERIEARNEE,

MEERRFE | £~ LoRaWAN = Sidewalk #£BRERE , BEHIT API BFRRE Type. THIERD
SEH CLI &% :
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aws iotwireless list-device-profiles --wireless-device-type "Sidewalk"

HTHDTZERSHIENEBRERFE | SIEEREER BTSN Amazon Resource Name
(ARN), MNEHENMEBISEREENHMFMEN , 5F A GetDeviceProfile AP,

"DeviceProfilelList": [

{
"Name": "SidewalkDeviceProfilel",
"Id": "12345678-alb2-3c45-67d8-e90falb2c34d",
"Arn": "arn:aws:iotwireless:us-east-1:123456789012:DeviceProfile/12345678-

alb2-3c45-67d8-e90falb2c34d"
.
{

"Name": "SidewalkDeviceProfile2",

"Id": "alb2c3d4-5678-90ab-cdef-12ab345c67de",

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:DeviceProfile/
alb2c3d4-5678-90ab-cdef-12ab345c67de"

}

HEIRHY AWS IRF MIBREERRERE

BA[fEF DeleteDeviceProfile API B2EMIBREBRER . THEREF CLI v :

/A Warning
MBREMEEERER, ZEERERBRENAWS tRF KABER,

aws iotwireless delete-device-profile --name "SidewalkProfile"

ST eEELEETME LY., S0 GetDeviceProfile APl & ListDeviceProfiles API i
B, RERBREERBERENIREH B,

LoRaWAN F Sidewalk Z£E& /Y AWS loT Wireless API #24E

&Rl A LoRaWAN # Sidewalk E£E# 1T T 5 API 84k :
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* CreateWirelessDevice API B% create-wireless-device CLI

» GetWirelessDevice API 5 get-wireless-device CLI

e ListWirelessDevices API 8 list-wireless-devices CLI

» DeleteWirelessDevice API % delete-wireless-device CLI

» UpdateWirelessDevice APl 2 update-wireless-device CLI

« AssociateWirelessDeviceWithThing API 8 associate-wireless-device-with-
thing CLI

» DisassociateWirelessDeviceFromThing APl 2 disassociate-wireless-device-
from-thing CLI

THEHABRRNAGTIHNMERERE, NFEVERRENFNREETNMEEES

3
B
dn

. BIEHNEFEBIIEE AWS loT Core for LoRaWAN
o SER 2 FIBIEM Sidewalk EE

A$I& AWS IRF RRVEREEE loT Y42 3 B

HEEREH LoRaWAN F Sidewalk £ E B2 AWS loT Y42 EBE , FBEM
AssociateWirelessDeviceWithThing API #1E,

AWS loT FR YA BAERRMESWERLNEE, KYHEENEEHEER
EREXEETFTIHEM AWS loT Core ThEE, MFLALL API WFFHER , #2828
AssociateWirelessDeviceWithThing,

THRERATHBTHNES, STEEGTTIEEEE M@,

aws iotwireless associate-wireless-device-with-thing \
--id "12345678-alb2-3c45-67d8-e90falb2c34d" \
--thing-arn "arn:aws:iot:us-east-1:123456789012:thing/MySidewalkThing"

MERCHEGHWEFEBE AWS loT YHERREE | E6EH
DisassociateWirelessDeviceFromThing APl #4E , #1~ 5| &EHIFT R

aws iotwireless disassociate-wireless-device-from-thing \
--id "12345678-alb2-3c45-67d8-e90falb2c34d"
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https://docs.aws.amazon.com/cli/latest/reference/update-wireless-device.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithThing.html
https://docs.aws.amazon.com/cli/latest/reference/associate-wireless-device-with-thing.html
https://docs.aws.amazon.com/cli/latest/reference/associate-wireless-device-with-thing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromThing.html
https://docs.aws.amazon.com/cli/latest/reference/disassociate-wireless-device-from-thing.html
https://docs.aws.amazon.com/cli/latest/reference/disassociate-wireless-device-from-thing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithThing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromThing.html
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5 4% AWS i1RF RRVEREE

WED HIEHIEZE AWS IoT Wireless 2 AWS tRF FERFEE | FFH ListWirelessDevices
API| #8/E, MEEFEFE | LUMEEEE LoRaWAN = Sidewalk £ & |, BRT
WirelessDeviceType,

THRERBATI TR EH,

aws iotwireless list-wireless-devices --wireless-device-type Sidewalk

HITHBTESERLHENEEEE , SWHRERBBITER Amazon Resource Name (ARN), E
AR ERENHMEFRER aﬁ{ﬁﬁﬁ GetWirelessDevice APl #E,

{
"WirelessDevicelist": [
{
"Name": "mySidewalkDevice",
"DestinationName": "SidewalkDestination",
"Id": "1ffd32c8-8130-4194-96df-622f072a315f",
"Type": "Sidewalk",
"Sidewalk": {
"SidewalkId": "1234567890123456"
b
"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:WirelessDevice/1ffd32c8-8130-4194-96df-622f072a315F"
}
]
}

& AWS 1R MIBREREE

MEMBRESEE  FEELEMMBZEERN WirelessDevicelID EEZE DeleteWirelessDevice
API 24,

T 588 Rl an

aws iotwireless delete-wireless-device --id "23456789-abcd-0123-bcde-fabc012345678"

ST EELEEME Y. BA{FEH GetWirelessDevice API 2 ListWirelessDevices API #
B, REABEERB O RENIRE DB,
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDevices.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessDevice.html
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MRS BB A AWS loT Wireless API #21E

&0l & LoRaWAN # Sidewalk Z£E /Y B 19 #3117 T 51 API B1E -

+ CreateDestination API B create-destination CLI

« GetDestination API 2 get-destination CLI

» UpdateDestination APl 2 update-destination CLI

* ListDestinations API 8 list-destinations CLI

* DeleteDestination APl 2 delete-destination CLI

THRHRRIAMEG, H, EFRAMBRENGL, MFEEYBNBNERENR , F2H 2880

Sidewalk & imZE EHE B AV,
S BtV AEHEE & FA

BT GetDestination APl #4E , LAERBEFTIEZE AWS loT Wireless tRF 1Y B K91t AHEEE
. REBMNHBZEES API W& A, AP EE2KSELOIEMEERBITHET BN ER,

T EREH CLI & -

aws iotwireless get-destination --name SidewalkDestination

BITHBTEEDEENNBE,

{

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:Destination/
IoTWirelessDestination",

"Name": "SidewalkDestination",

"Expression": "IoTWirelessRule",

"ExpressionType": "RuleName",

"RoleArn": "arn:aws:iam::123456789012:r0le/IoTWirelessDestinationRole"

BN =R:0p: 0] - R Ed

£ UpdateDestination APl #4E , REFTEA AWS loT Wireless B ERFHE N BHE, T
SIER T EREREENES CLI ah
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDestination.html
https://docs.aws.amazon.com/cli/latest/reference/create-destination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDestination.html
https://docs.aws.amazon.com/cli/latest/reference/get-destination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateDestination.html
https://docs.aws.amazon.com/cli/latest/reference/update-destination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDestinations.html
https://docs.aws.amazon.com/cli/latest/reference/list-destinations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteDestination.html
https://docs.aws.amazon.com/cli/latest/reference/delete-destination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDestination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateDestination.html
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aws iotwireless update-destination --name SidewalkDestination \
--description "Destination for messages processed using IoTWirelessRule"

B AWS 1RF FRY B Ryt

£/ ListDestinations API #4E , £ AWS 1RF H 5 HEHEE AWS loT Wireless BB Ky, 20
EENEEE , UEEEE LoRaWAN F Sidewalk #imsEER B WM , FFEA WirelessDeviceType
BH,

T8 R&EH CLI & :

aws iotwireless list-destinations --wireless-device-type "Sidewalk"

TGS SELEHIENENHMEE | B H Amazon Resource Name (ARN), MEHEERIEE
Br W H &R , F5FH GetDestination APl

{
"DestinationList": [
{
"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:Destination/IoTWirelessDestination",
"Name": "IoTWirelessDestination",
"Expression": "IoTWirelessRule",
"Description": "Destination for messages processed using IoTWirelessRule",
"RoleArn": "arn:aws:iam::123456789012:r0le/IoTWirelessDestinationRole"
},
{
"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:Destination/IoTWirelessDestination2",
"Name": "IoTWirelessDestination2",
"Expression": "IoTWirelessRule2",
"RoleArn": "arn:aws:iam::123456789012:role/IoTWirelessDestinationRole"
}
]
}

RIZH AWS 1RF MIBR B #Yis

MEMBRE MM | FASEMERN B W ZBIELE ABEL DeleteDestination APl g4, THIHE
&I CLI 855
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDestinations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteDestination.html

AWS loT Wireless HBEABER

/A Warning
RBRBIMERERER, BNV REENAWS IRF KABR,

aws iotwireless delete-destination --name "SidewalkDestination"

R STFeEELEF @Y. Ba#EH GetDestination APl & ListDestinations APl & {ERER
Bt 2SO RIBHIEE D BK.

ARKEMHREMN AWS loT Core for Amazon Sidewalk API 4

EATHAT T 5 APIR4E , AKEME Sidewalk RiRKE

e StartWirelessDeviceImportTask APl 2 start-wireless-device-import-task CLI

» StartSingleWirelessDeviceImportTask APl & start-single-wireless-device-

import-task CLI

e ListWirelessDeviceImportTasks API 2 list-wireless-device-import-tasks CLI

« ListDevicesForWirelessDeviceImportTask APl 2% list-devices-for-wireless-

device-import-task CLI

» GetWirelessDeviceImportTask APl 2% get-wireless-device-import-task CLI

» UpdateWirelessDeviceImportTask APl & update-wireless-device-import-task CLI

» DeleteWirelessDeviceImportTask API 5 delete-wireless-device-import-task CLI

THEGRRMMEE, JH, FEFEMBREA TR, MFEEITEATENIERENR  F20 B
KEMHEH AWS loT Core for Amazon Sidewalk API &4,

S E A BRI ERR

s

IBATLAERA ListDevicesForWirelessDeviceImportTask APl #ERKEEUSE
EAEKNHEBENR  RETEPRENMAMRE, EH AP RENTA  FEEER
StartWirelessDeviceImportTask @ StartSingleWirelessDeviceImportTask APl &4k
IMEBHWEAER ID. API EF¥ESELOEAMEERIIFHETZEAEBTNEAR,

THIEEREH CLI 75 :
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartWirelessDeviceImportTask.html
https://docs.aws.amazon.com/cli/latest/reference/start-wireless-device-import-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartSingleWirelessDeviceImportTask.html
https://docs.aws.amazon.com/cli/latest/reference/start-single-wireless-device-import-task.html
https://docs.aws.amazon.com/cli/latest/reference/start-single-wireless-device-import-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDeviceImportTasks.html
https://docs.aws.amazon.com/cli/latest/reference/list-wireless-device-import-tasks.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDevicesForWirelessDeviceImportTask.html
https://docs.aws.amazon.com/cli/latest/reference/list-devices-for-wireless-device-import-task.html
https://docs.aws.amazon.com/cli/latest/reference/list-devices-for-wireless-device-import-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDeviceImportTask.html
https://docs.aws.amazon.com/cli/latest/reference/get-wireless-device-import-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessDeviceImportTask.html
https://docs.aws.amazon.com/cli/latest/reference/update-wireless-device-import-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessDeviceImportTask.html
https://docs.aws.amazon.com/cli/latest/reference/delete-wireless-device-import-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDevicesForWirelessDeviceImportTask.html

AWS IoT Wireless

FMBABER

aws iotwireless list-devices-for-wireless-device-import-task --id e2a5995e-743b-41f2-

ale4-3caba5c5249f

T TEELENEAEBEANEKEMARRE,

"DestinationName": "SidewalkDestination",
"ImportedWirelessDevicelist": [
{
"Sidewalk": {
"OnboardingStatus": "ONBOARDED",
"LastUpdateTime": "2023-02021T06:11:09.151Z",
"SidewalkManufacturingSn":
"82B83(C8B35E856F43CE9C3D59B418C(C96B996071016DB1C3BES901FOF3071A4A"
.
"Sidewalk": {
"OnboardingStatus": "PENDING",
"LastUpdateTime": "2023-02021T06:22:12.061Z",
"SidewalkManufacturingSn":
"12345ABCDE6789FABDESBDEF123456789012345FEABC0123679AFEBCO1234EF"

iy

MSEATHEERE

MEMSHMEBEREEATKEZREMAREBHRELEATE , BFEA
GetWirelessDeviceImportTask APl 4, THIEREH CLI S5,

aws iotwireless get-wireless-device-import-task --Id "e2a5995e-743b-41f2-

ale4-3cabasc5249f"

THREABE TR B BT EHICFE,

{
"NumberOfFailedImportedDevices": 2,
"NumberOfOnboardedImportedDevices": 4,
"NumberOfPendingImportedDevices": 1

}

MEEAEBEERE
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDeviceImportTask.html

AWS loT Wireless HBEABER

IR EUEAER

£ UpdateWirelessDeviceImportTask API #E , EBHIBELFHENREEATE, &1
FERL APl IR , RIFIG LT AT ELEFEA StartWirelessDeviceImportTask APl BEEMN 2
BRI ZEE R (SMSN),

MERLEEH MBI EATRE , 45 API FERW—885 , 3R Amazon S3 RFErBE A IEE — BN
CSVIER , HA s EMENEERF. EEBNVREAEETNRENRBRBMAERK , I8
EZER, ELEEFCLKRME , Bl UpdateWirelessDeviceImportTask APl BERGE KM,

ERMESEBHMMEEAES , BITEX#HIT UpdateWirelessDeviceImportTask APl 1E,
T APl #4EZ2 8 , 85—18 UpdateWirelessDeviceImportTask APl R4 BB TREE
S3 AEETHEFH CSV ER

(® Note

EI8#1T ListImportedWirelessDeviceTasks APl 55K , BRI A2 EE £ H
UpdateWirelessDeviceImportTask APl I#{EFTIEEH CSV f&E2RM S3 URL, KX

i, AP| BESEREFYMER StartWirelessDeviceImportTask APl 3R EX 2 B RN
S3 URL,

TEIJ T\ﬁ1§“ CLI ap o

aws iotwireless update-wireless-device-import task \
--1Id "e2a5995e-743b-41f2-ale4-3caba5c5249f" \
--sidewalk '{"FileForCreateDevices": "s3://import_task_bucket/import_file3"}'

4% AWS 1RF PRI EAER

£ ListWirelessDeviceImportTasks APl =% list-imported-wireless-device-tasks
CLI &% , SIH&E AWS 1RF FHEAER, THIERES CLI h.

aws iotwireless list-wireless-device-import-tasks

HTHTTEEREFEINEATEEE, WEEIHEE Amazon S3 CSV ERXRMIEEMN IAM A
B, EAEHEID, REBMARENEEEA,

i REEAMER 293
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"ImportWirelessDeviceTaskList": [

{
"FileForCreateDevices": "s3://import_task_bucket/import_filel",
"ImportTaskId": "e2a5995e-743b-41f2-ale4-3caba5c5249f",
"NumberOfFailedImportedDevices": 1,
"NumberOfOnboardedImportedDevices": 3,
"NumberOfPendingImportedDevices": 2,
"Role": "arn:aws:iam::123456789012:r0le/service-role/ACF1zBEI",
"TimeStamp": "1012202218:23:55"

"FileForCreateDevices": "s3://import_task_bucket/import_file2",
"ImportTaskId": "alb234c5-67ef-21a2-alb2-3cd4e5f6789a",
"NumberOfFailedImportedDevices": 2,
"NumberOfOnboardedImportedDevices": 4,
"NumberOfPendingImportedDevices": 1,

"Role": "arn:aws:iam::123456789012:ro0le/service-role/CDEFaBC1",
"TimeStamp": "1201202210:12:20"

148 AWS 1R P I BR B AR

INEMIBREAET , FBASEAEI ID EEZE DeleteWirelessDeviceImportTask APl BES
delete-wireless-device-import-task CLI @,

/A Warning
MBREIMEEEER, ZEAMEBRERIEN AWS IRF KABER.

B 81T DeleteWirelessDeviceImportTask APl R | B SEF2HBMKREA TS, E5
RIEEHTE , EATKEPWEBFI (SMSN) EEMBRNBES, REETHMBRE , £ A
ListImportedwWirelessDeviceTasks B GetImportedWirelessDeviceTasks API REEF
L&A,

EEAEEMNISEEESMANEE , AIRERBEATETNFERERCMAREEIMARL , F
BHRE DeleteWirelessDeviceImportTask APl &k, BEAEKEE 00 XAREH , —BEKIB
H, Al e EMRE P A EMBR. TR , ERAEAEBRINMANEE T E2EEIMER.
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® Note

“i’&‘\EEﬁL —EEAER , EhEEFH DeleteWirelessDeviceImportTask API
‘k%ﬁﬂﬂ']lz?Z%zEE’Jrﬁ , Bl StartWirelessDeviceImportTask APl REK S EE &

[=]
N0

g

T3 REH CLI @
aws iotwireless delete-import-task --Id "e2a5995e-743b-41f2-ale4-3caba5c5249f"

T EELETMEaE, AMEERRE K IEREEATKDCRENIRFPRER , EAFEA
GetWirelessDeviceImportTask APl #4ED ListWirelessDeviceImportTasks APl &4k,
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£ AWS CloudFormation 23 AWS loT Wireless &R

AWS loT Wireless B2 AWS CloudFormation 1T 7T B4 , ZRE A HBEELERNERE AWS &
R, BB EBRYNEEE RMERREFTTHER, SBY —FAHAREREZTENFIE AWS &
J& , 3 AWS CloudFormation 8 & A& & EFE BB LER.

A AWS CIoudFormation B UL EEFERER | LUE—BtEERE AWS loT Wireless iR
AEHER—XENER , ITEZE AWS IEF EESNEEMEHERNER.

AWS loT Wireless #] AWS CloudFormation &2

= EMEBFMERE AWS loT Wireless ERHHBREN EIR , E4E T # AWS CloudFormation #3
K, BARZLL JSON 5 YAML BRILW X AER, MERALUERELHANWRE , THARE
AWS CloudFormation & fEMNER, WRETFTHE JSON = YAML , EBATLAER AWS
CloudFormation %5t 85t B &Rt AWS CloudFormation #8745, 1% E%#%&Iﬁnﬂ A2
AWS CloudFormation EfR & 1Er F# TR AWS CloudFormation %5188 ? o

AWS loT Wireless X7 AWS CloudFormation FE I B ERER, MEFHMEER (BEAR AWS
loT Wireless EJRHY JSON F YAML €& Hl) , 2B (AWS CloudFormation fER &) FH
AWS loT Wireless ERERSZE,

— %5 7 fi# AWS CloudFormation

WEE— 5 T AWS CloudFormation , 5E2E T3 ER :

 AWS CloudFormation

{AWS CloudFormation £ & &) https://docs.aws.amazon.com/AWSCloudFormation/latest/
UserGuide/Welcome.html

« AWS CloudFormation ss S SIN EEAEIERE
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_IoTWireless.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html

AWS loT Wireless HBEABER

AWS loT Wireless RV HELEE

HWRBIE AWS BRI BRI , B AWS 1RF BHERER , ToIBARE, RESHERA , TRSER
BHREARERE, KUUBRESELRE K MEGCEEEELIRS,

ZEME AWS loT Wireless BIELKE |, 55BRL Service Quotas ¥4, HEBEEKP | BIE AWS R
s , SREZIZEHL AWS IoT Wireless,

EEFEREINERE , 52 Service Quotas FAEIREHRNFERIZESEZE, MR Service Quotas A &
RIBMHECEE | A MREE RERE,

AWS loT Wireless #8 T 318 B (IBLZE :

« AWS loT Core for LoORaWAN BLZER AR EXEEEERNEEER
« AWS loT Wireless API ##E:B A LoRaWAN # Sidewalk &,

WEFMER , FSH (AWS —fig2E) FH AWS IoT Core for LoRaWAN FEi %,
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/general/latest/gr/iot-core.html#wireless-limits

AWS loT Wireless HBEABER

=228 AWS loT Wireless &R

ATHBEZEENBEBEE. HE. ENHRRER  SULLEEFEAEESECHWPEERIERES
BER, AERARBYL RETUNAEIEER, AWS loT Wireless ;R EMREE , HE AWS loT Core
FEAMENIRERHE. WEFMEHR , F2E (AWS loT Core X#) FHIREFH.

BERELXHR

HEERBEMEEEEN AWS loT Wireless EiR , AJMERBRBERTET XKD EER (HlaEKA
B, BEENIRE), ERMTIGEERIFREIREERNVERRIRIEDREER.

BEEREISHEERN—E "RoE, EEEEN "EH, . fil, BUNHHEEHREHRN -
18 LoRaWAN R EFHEER —HER, ATEERHEELNER  RAEZRLEY —E—BHER
& AR eHEsEEREENER,

BRLMRBHESIEANERRESEGELS R, SUTUERRBRRZEGERNFNR , FHEA
IAM BUR MR EFFERER D EANIEREK A

BUVNMEER

B LAE A AWS Management Console RV REMmEERT. AWS loT Wireless 5 AWS CLI RE IV ME
BEH

EREEZEA

ATHEMHEER , AWS Management Console RV ZERESFIZEM TEF, HF—WHX , BEET
MEBRER, MEFMEN , F2BFEH AWS Management Console I A Z B iRERS o

58 API & CLI

B LAER API S CLI, WHEEBVEREE, FiE, RERMEWE , FATHHSHH Tags #
B E E A

» AssociateAwsAccountWithPartnerAccount

* CreateDestination

» CreateDeviceProfile
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https://docs.aws.amazon.com/iot/latest/developerguide/tagging-iot-billing-groups.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/tag-editor.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateAwsAccountWithPartnerAccount.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDestination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDeviceProfile.html
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* CreateFuotaTask

» CreateMulticastGroup

» CreateServiceProfile

« CreateWirelessGateway

« CreateWirelessGatewayTaskDefinition

* CreateWirelessDevice

» API_StartBulkAssociateWirelessDeviceWithMulticastGroup

EHERNBREBRDNI HER
EALEA TGS, BRAMBLEREYENREEREE

« TagResource

» ListTagsForResource

» UntagResource

BULREEEBRER/NE  LATUBRREERBERER. SUUEEBRNERAZATS , BEEE
HEBHERA Nul, EEEERAERAFHRRNERTEIZER  ANESEREEH. URE
MIBREIR , thEMBREIXEIRE BB AV E R E

EBRRHIELR

UTEXRRGBERARER

- BEERHNEEH LR : 50,

- £RE LR : 127 {8 UTF-8 Unicode & Jt.

- ERE LR : 255 {8 UTF-8 Unicode = Jt,

- EEREEAETEDKNE,

s BIREBREBIEFTER aws: FH., REBUMHEBE AWS A, BFUiREIMERELFEHHE
BE2BUE, ELFENER K TEEZERBHINERTHEA,

- MRLHWEREEBRAREZERBMNERER , B SH MR U EFZA AR, AHFFEA
HFRTBEAH UTF-8 RTINENFE, ZENEF  URATERFET ( +-=._ 1/ @o

EHRERNERIIHRR 299


https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateServiceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGatewayTaskDefinition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessDevice.html
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EEEEFERETEL., BUIFEANER , BRI AEAR AWS IoT Wireless API EI{ERY 1AM IR
BH , EAUERAERNEREBR Y. EERBERNERZFFEAEEN GF ) , AIEH
Condition jt¥& (tt#A Condition E#l) , UK IAM BERP WU T REA BT SBRE,

- £/ aws:ResourceTag/tag-key: tag-value AAHSIEBRER L EEBEEBRNERAED
(=

- £/ aws:RequestTag/tag-key: tag-value BATEIRH API ERE , ERFER (RFEH) BE
BE , UBISBHAFEBNER.

- £/ aws:TagKeys: [tag-key, ...] BAEIRH APIBERE , EXER (BTEA) KEERS
WE  UEBIUGBHAFEBRNER.

(® Note
IAM BERAF R GARSRAE , RSEATNERBINFTELALESEM AL AWS loT
BE, flm , RBEEABTEBHANE , TARFFHIERLEA DescribeEndpoint , AAELLFERH
I8 RBMNIER R B EZERLER.

MEFRERNFMEN , 5268 (AWS Identity and Access Management R &) PHEHE
Fiehl, HIEEW IAMJSON BERSZEMAFMMNEE. RA , BEELR,. BHEHG , URE IAM
) JSON BUREF LB,

UTHAIRREEAMBEURRAERARG . ZWBERRHIA IAM £/ E

o FERMEIR Tenv=prod, FE, (LEHIH , FSEILLIT "aws:RequestTag/env" : "prod").
o FEBUNFENMEEREESE "env = prod" WEIR (FEEHIH , FSEIT "aws:ResourceTag/
env" : "prod").
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": "iot:CreateMulticastGroup",
"Resource": "*",
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"Condition": {
"StringEquals": {
"aws:RequestTag/env": "prod"

"Effect": "Deny",

"Action": [
"iot:CreateMulticastGroup",
"iot:UpdateMulticastGroup",
"iot:GetMulticastGroup",
"iot:ListMulticastGroups"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/env": "prod"

"Effect": "Allow",

"Action": [
"iot:CreateMulticastGroup",
"iot:UpdateMulticastGroup",
"iot:GetMulticastGroup",
"iot:ListMulticastGroups"

]I

"Resource": "*"

BHAUERREYEERED , ARERRSREEZARRE , WTHR:

"StringEquals" : {
"aws:ResourceTag/env" : ["dev",

"teSt"]
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