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HREEE AWS loT TwinMaker ?

AWS loT TwinMaker Z—I8 AWS loT fR# , Ba LU ARBEER NSRRI EFEENERAE,

AWS loT TwinMaker EAREEBEEH RBAER. BRI XBARNE IR 2 T RE L ET
KRB, BHEEHNERTIR. BEYBIEIR, BUUFAELEEHRNERRERIEE. 2
MEIESRER , URFRECIEE,

HFSLERRBEREMBYMENRFEANERETRR, CHBBRBEEN , LEGRENEER
B, RENITR. B MERTRERBAR,

RinEREERERAENTEERAERN  HEENBUSEERES,

EERN
ERZARBTSLNREER  CAERTUTRIE,

- TERVNERVERE., R, ZANEFHRE,

- KELEE Connect FIFREZL TXERNEER , HINERRBIRBEBERE,
- BIRAEBAFTHEBNEENAIRILAR , MEEFRHERIREK,

- BRGEAETUERBMERE  DIHEBERRR,

AWS loT TwinMaker EiB 2 T 5 Th8E R R RIBELE PR &

- BEREARRARE  EABE D AWS IoT TwinMaker REAREERE , &iE , ZEAMNBENT

>=<o0

HARBERISEBRENTRER , Y AEEETFEMVNENER . AWS loT TwinMaker Bf#1F#E
Kinesis Video Streams F AWS IoT SiteWise WERHRH AR ERESE., Bl AREFEEHMBNE
HERERIT BT ERES,

ABBENEERARREHRE-NE , AREIFRVENER,

« HERMEMZKR . AWS loT TwinMaker ZHI A REBRERTE , ARKE 3D HRAIRER. BTN LE
SEBIE MY 3D/CAD #&E | WHHWREBRETREN , WEIRS gitf X glb 8K, RREASR
EEESRE-SRTRESEEE K BVHERNEABRIRE.

BETUESRPEMBIR. fl , EUUETERRAREAEENNSRUEFRIER. EEKE
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- FEAER : A Grafana #1 Amazon Z& Grafana AWS loT TwinMaker 2 HEDR, |, BT AMEALE
NBHEXARKREREELIEBRHREARARER,

« B=HIE : Mendix B82&4E, AWS loT TwinMaker BT ¥ loT 2 TBNMERA R, F2H
Mendix WHFEIEREHEEEERRELR |, I AWS loT TwinMakerBa#8 £ H Mendix K2R SHE
AREXBEFA (LCAP) E Kinesis Video Streams AWS loT TwinMakerZ AWS BR#. AWS loT
SiteWise

AR = A AH B &R 0

T EIER A A9 RA A 5 04T AWS loT TwinMaker Bg&7E —#2.
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(@ Note
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https://catalog.workshops.aws/lean-daily-management/en-US
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html
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TEE

TEERBNSLEARINEERSR, SUUELTIEERARBUHFEVER. . BSREEN
HttERNEBEESES. CEAUFEAZLAR , AREEHBZSLRARFREESNERNB™[,
BEIFEHSEFEFHIFEERN Amazon S3 REFETR. BAUERA IAM SRR TIF
[ 89 7B

THETUERSEA4. KR BRUER. THEL. KR SERERAFER—EIHEER.
KA IR A

AWS loT TwinMaker 28 FH entity-component-based MEBEIREL ZRAEHNW T E, S LR
ERTHEBRBEYERRAFENERT, LERBTHERAER, THNBERER. UEERTHREN
FHHEF  FBREERTHRR.

8

ERRBUERRPAIENBVRT , THITRANE. LaxTUlRERRE. BediErF. 8
BEAHEAMEEBN T, EETARMABHRERNENTAR.

i

Eﬁi AWS loT TwinMaker , B A BERAMIIBFTREES , MESEENER, ERNTHRENE
R 2R E A,

T

HEASSTHETRE L TXHNER. SUUEEEGNAZET. —EAANENEHHES —E

BERNEMBEH,

THETUMAREES , SO EESMEVENER, eMETUESERIIEMRENE 2
RO FIBIRNRE , 12 AWS loT SiteWise MEMEREFIERLER

B4 B 1R BUHRIR M 2 B AYE#ERY JSON XAEE &R AWS loT TwinMaker, o Al AR A2 AT E
PIRIRHEFIIR AWS loT TwinMaker, JTHEEM JSON XHFHIEER Lambda BBIREHIERE
BHEEFE, —ETERTAEEFZ M. THEERBMERORBRREHER.

AWS loT TwinMaker I2HEBERETH , BRI R EEREFTITELTH, BEAUEIBESHE T
#, VEEEREREIMLETEEEEER KR, EL&EFTRE TlmeStreamu% A, IBZEE T
# UREZEZEFE=FERHR (Fln Snowflake) HIEEES,

AWS loT TwinMaker $r8E R FEHARFIBHETHEENRETH -

THE 3


https://en.wikipedia.org/wiki/Entity_component_system

AWS 10T TwinMaker (R
- X, BlanEREFMRIUREE URL W&,

- BEFS, Fla0R 8 ERIRHIR AWS loT SiteWise,

- BR, Gla0R B AERE R SRIRE R E 5 R

- B8, KBEEREZR Kinesis Video Streams B IP B\ {§#,

- AREREHMERRRNBEFT Tl Hlan , BB BFTE SR , i AWS loT TwinMaker B
BEEREENSHRREFIER,

ERIR
BRRRYFHFNRBBENMLE. AWS loT TwinMaker X EMBRE N ERIHKIR :

- BEEESR  UREHESNBERBFLSZE AWS loT TwinMaker,
- KFEFYERESR  TREEREREFIERE , HIa. AWS loT SiteWise

Bt

BHRESEEAGTNE  SeBBAKREF, EGETHANEZERE TP BrESHEER
B AR B E .

AWS loT TwinMaker X E=E B :

« B—{E. non-time-seriesBt — EXBMEERFERSIEERY , WEREREFEE AWS loT
TwinMaker AR EBEN P REE R+,
- BFREFIIEBE — AWS loT TwinMaker fFELBHE 2 FEFIERENS R, ERRATHE.

- BREBE —GLBUERES —BEBITHNZR, Sl , seen_byR—EBEFRTH , ATRESH
FHETEZESHEERBLN S —EE TEE .

U UERAR—NERERNE K BREEERREEABHEE,
HEWR
&) AWS loT TwinMaker S 2R 18 B ERIPRIV =HER RE | RRBE Grafana PRIEE. BEEN

wi= , sm L EAR CAD SiHfth 3D EREH, AR LU UEABREEABRFTERG A NMEEER
#o
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=

BERDHRR , AEZEINERIEMEIFEE ETX AWS loT TwinMaker, H S A LUBIBERERE
FREFEEME gitf ( GL EEaE=X ) R glb 3D HERE L ABBEFEASEEENERRERESES, 5
SHEEER  URTESTHEBE,

BREABMRANEERR. SRH—ENZEEREX,

—EIEETAIEZEER. Sl , TREFUGHRENSEEESE —ES5R.

BIR

BRERER , ELEIRE AWS loT TwinMaker 2 & FBRAHH, —ESRUUETEHFZER,
ERRAITFRAIBSSRNEBERNER=ZHERE, ERTURNRE -RBEHTERN.

ALK ERBEASR , FERK gf N gb BERELBETHREERE , AEEECMFEESR
BREAENE

AWS loT TwinMaker B SAMEAER B RRBHRIE R , SEEN L TXHNEF (FINBRERER) ¥
EESTRHNNIE,

iR BEESRR. XRNZHEENSIE, SMEURZEN , LUSKEBRMESRBEEED. 6
W, B Z AN EAEE AT,

BR  ERRE-EOREE  XTXREAN (BEER ) NBIR, —EARBRIAEE—ExAEEE. &
BREMAZSEREE, y, zZERVENGEE. FREACAEEENEREBASRT D IANRE, &7
UERARBRRESRPRENTRATRENE , HIUNRE,

KR B RERRPFIMASFRAEREYHRAER , REVH ERFRZUEHE

i

BRVE.

SRR ZHRBEEEARERN gitf  .gb BRNBVBLRTE.

(® Note
AWS loT TwinMaker T EAREATEERBREAFEERRTCRERRERVGERENBR
RESBERAENIRE , N2 HBEB,
BB R BUIR AWS loT TwinMaker FEIRIRIEHY 55 A ROIHEST EEREFTfE. AWS loT
TwinMaker TEAEATERERIANERR , MFTLEELRRRERLER,

HEHR 5
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A9 AWS loT TwinMaker

ZEF AP ERE R A A AT T B B4

- BYHNEREMN TR,
- BUEBIASEIE TS,

SHIEEfR -

FERVE—EITEENSS , BFETI AWS &R,

« AWS WEFO

- B9 1AM BRIE A AWS loT TwinMaker, EERTEAWS loT TwinMaker 32 & R E K AWS loT
TwinMaker T/EER , AR EBEL AR,

MR IBFIRZEZE AWS loT TwinMaker BENZEIFEH IAM REAE |, AN BEEELRCRINRES
&,

MEEBVMNEBENBREHCHRA ,

3
¢

28 72?77,

WE AM REACHNFHRES  F2RELACLUSFT I ZIRIE AWS R,

/A Important

LREABXEEREREBER , BF REFEMME A Amazon S3 FEFEEMNETT. AWS
loT TwinMaker fEA Lt AR KREEFMEM FE. SLFEEHAGHE 2BEREEEE ,
AWS loT TwinMaker SAMERRIEATAREZ AR, NRENEHEHEM AWS RIEEE) |, thEE
AELRMEHIELENTT,

e
- EVHEE WIREAE AWS loT TwinMaker
- BUTHRE
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https://aws.amazon.com/
https://console.aws.amazon.com/iottwinmaker/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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BIYMEE WIRFEAE® AWS loT TwinMaker

AWS loT TwinMaker EREFERARERAE , LA ERREENEMBREFNER, tAGHEHE #
S ASERE%& AWS loT TwinMaker, BY T/EER , S4B AGIEREIER, XXEI S 6K
K, RAWAIREE BRRAIMNETFT,

BiRIEE

TIHBRREEENACE BRI EEEEE AWS loT TwinMaker, #LLEEBERIERGEARITERE
AR,

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "iottwinmaker.amazonaws.com"

Y

"Action": "sts:AssumeRole"
}
]
}

Amazon S3 £ 7]

T OB RIS A YK Amazon S3 FEFETREEEAMMBRME A, Workspaces i E REFERIE
Amazon S3 # , FtFiE TEEEFEE Amazon S3 55,

JSON

{
"Version": "2012-10-17",
"Statement": [

BUNEE WREAE AWS loT TwinMaker 7
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{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::*"
]
}I
{
"Effect": "Allow",
"Action": [
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"
]
}
]
}
(@ Note

ERENTEER , 87 Amazon S3 HEETEH AWS loT TwinMaker B ER | f5sHITE
EBEEFRAZER., EEMBRIEER , LBERERHEMBREZERLN AWS loT TwinMaker &F
A,

AWS loT TwinMaker @ BB TEEHBNEMYH. MERIERER  SESEMERELY
#,

A5 Al HE AR 45 Amazon S3 R ETEE

£ AWS loT TwinMaker £ & HE TERER , BATLUREZE AWS loT TwinMaker A&
Amazon S3 f#1ZETEE, ZaLUERA TS AWS CLI ts S B fEZET BB E A,

HEEF AT IS RAR 45 E Amazon S3 {176 R 8
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aws iottwinmaker get-workspace --workspace-id workspace name

TSI & B R Rt 65 = # AV A =X,

{
"arn": "arn:aws:iottwinmaker:region:account Id:workspace/workspace name",
"creationDateTime": "2021-11-30T11:30:00.000000-08:00",
"description": "",
"role": "arn:aws:iam::account Id:role/service role name",
"s3Location": "arn:aws:s3:::bucket name",
"updateDateTime": "2021-11-30T11:30:00.000000-08:00",
"workspaceld": "workspace name"
}

EEEHREMNBERLIERIEE Amazon S3 EEFENGT |, FERRERE2 4N E.
THBRFETELNAGRIEE Amazon S3 FFTEERANMBRME A,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"
]
},

{
"Effect": "Allow",

HEEF AT IS RAR 45 E Amazon S3 {176 R 9
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"Action": [
"s3:DeleteObject"
1,

"Resource": [
"arn:aws:s3:::iottwinmakexrbucket/DO_NOT_DELETE_WORKSPACE_*"

1
}
1
}

WIEBEERRRFT A

MBEEWITERERANEREZFEEM AWS BEEE , EXLEAREBERPAESELRBENGTT, R
&6 com.amazon.iotsitewise.connector JTTHER | BIXBIE WEFT AWS loT SiteWise, HFETT
HREABNFMEN , F2E 2727

® Note
WREFERA BT THEREREMW AWS REES , EXLERTARHA , TEMTETHEE
HPEE HEH Lambda B8, WEFMER , FBE?2?2,

THIE I RE MG BEEBE AWS loT SiteWise A,

JSON

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"

]I

"Resource": [

AEIEEERNFT A 10
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ERAEER

"arn:aws:s3:::bucket name",
"arn:aws:s3:: :bucket name/*"

]
}I
{
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAsset"
1,
"Resource": "asset ARN"
},
{
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel"
]I
"Resource": "asset model ARN"
}I
{

"Effect": "Allow",
"Action": [

"s3:DeleteObject"
1,

"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"

W RIEE A com.amazon.iotsitewise.connector TTHER | BEERPEIBEHER AWS loT
SiteWise , I BEBRPEZE T,

"Action": [
"iotsitewise:GetPropertyValueHistory",
1)
"Resource": [
"AWS IoT SiteWise asset resource ARN"

AEIEEERNFT A
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1,
"Effect": "Allow"

}I

WRIEER com.amazon.iotsitewise.connector THEHBEEZABMHER AWS loT SiteWise , Al
PBEEHREREIETIEHF,

"Action": [
"iotsitewise:BatchPutPropertyValues",
1,
"Resource": [
"AWS IoT SiteWise asset resource ARN"
1,
"Effect": "Allow"
},

R EEH com.amazon.iotsitewise.connector.edgevideo TTHEE |, BHBTE AWS loT SiteWise
M Kinesis Video Streams MIFF A, T 5IEEHIBERREBMFAIEBEFZE AWS loT SiteWise F Kinesis
Video Streams 5,

"Action": [
"iotsitewise:DescribeAsset",
"iotsitewise:GetAssetPropertyValue"

1,

"Resource": [

"AWS IoT SiteWise asset resource ARN for the Edge Connector for Kinesis Video
Streams"
1,
"Effect": "Allow"
1,
{

"Action": [

AEBEESRNETT 12
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ERAEER

"iotsitewise:DescribeAssetModel"

1,

"Resource": [

"AWS IoT SiteWise model resource ARN for the Edge Connector for Kinesis Video

Streams"
1,
"Effect": "Allow"
.
{
"Action": [
"kinesisvideo:DescribeStream"
1,
"Resource": [
"Kinesis Video Streams stream ARN"
1,
"Effect": "Allow"
},

B B SN AR E R IRV T A

MREBYNWTHEREREZEINALER KRN BB, B4
EZEHEH Lambda BB, MERY tHBBENEEMNFEEE

TOIE B RIEA R A RREFER Lambda BERYFF .

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
]I

"Resource": [

HARTE
Eﬂ,nﬁ/

MRS E
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ERAEER

}

MEEA IAM £ 5 AWS CLI,

1

},
{

}

"arn:aws:s3:::bucket name",
"arn:aws:s3:: :bucket name/*"

"Action": [
"lambda:invokeFunction"
]I
"Resource": [
"Lambda function ARN"

1,
"Effect": "Allow"

"Effect": "Allow",
"Action": [

1,

"s3:DeleteObject"”

"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"

1

BOEE M A B LU T AT T RAE AWS BRTS .

A IAM APl REZMN A, HIRBERMEERROFMAER

s
¢

&k T/EE IAM B LER Athena EXHERESS

BEMFH AWS loT TwinMaker Athena &&= E R E#ERS | BABEEFHEMN AWS loT TwinMaker T4

E IAM B8, ETIFFAHEETHEE IAMBE :

(@ Note

It IAM 2 EEREARE AWS Glue #l Amazon S3 —E2FHH Athena RERRER ., BEH

Athena BEBEHME R RFEEREFER , B4 AEA Athena

Identity and Access Management,

RE IAM A6 | 552 [ Athena RHY

ERITERE IAM BEBEER Athena B FIEEEES


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/athena-tabular-data-connector.html
https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html
https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html
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{

"Effect": "Allow",

"Action": [
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:StartQueryExecution",
"athena:StopQueryExecution"

1,

"Resource": [

"athena resouces arn"

]

},// Athena permission
{

"Effect": "Allow",
"Action": [
"glue:GetTable",
"glue:GetTables",
"glue:GetDatabase",
"glue:GetDatabases"
1,
"Resource": [
"glue resouces arn"
]
},// This is an example for accessing aws glue
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,

"Resource": [

"Amazon S3 data source bucket resources arn

]
}, // S3 bucket for storing the tabular data.

{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",

ERITIERE IAM BELUER Athena ERLERSR
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"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:CreateBucket",
"s3:PutObject",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": [
"S3 query result bucket resources arn"

]

} // Storing the query results

INEE Athena IAM FERERIEFAAE A |, 55280 Athena B/ Identity and Access Management,

BIUTEE

FEEVNREENE—ETEE 6 FEATIDER,

@ Note

AEERPANMAERE-EREVBSENTIEE, HREEZAERNEINETERE ,
g3 Github fEZEEFRRIAWS loT TwinMaker £345%E o

Tt
0
E'III,I

1. FEAWS loT TwinMaker T2 EBH L , BEEEAIEEERTIHN ITHEE.
EIEEAEL , BEEIYIER,
EEREVIEEEL K WAIEENER,

(A ) FEIEENHER,

ESIERT , BIFEN S3 REITE, BRBESET Amazon S3 #FETE , A AWS loT
TwinMaker FHE T/EEHEBENERANER. SEAT/EFERZTEBCNHEFITE,

6. EHITHET K EFEDELFAGREALTIEERYMNEL IAM A6,

o & 0D

MRGBIZEHEELHAR , SEHE AWS IoT TwinMaker EBEZEZEAE® | UEFHERKEACEFER
Hi R AWS |, SIEENMBEALE L —BSEBHPIEEMN Amazon S3 fEFEFEMNEFT,
MEFERT IR LACHFERER , FSE 2727

7. BRERNIRE, TIERESHREETFEARER,

1S (@ We recommend you update your IAM policies

Copy the json and go to IAM to update your policies. It is recommended to create a new IAM policy called MyFirstWorkspaceSceneViewerPolicy and attach it to an 1AM role MyFirstWorkspaceDashboardRole. L« nor

By TEE 16


https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html
https://github.com/aws-samples/aws-iot-twinmaker-samples
https://console.aws.amazon.com/iottwinmaker/home
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8. IBIEHE json. BEREAHFIN IAM BEEH B E AR Grafana ERARAY £ H & FE
F AWS loT TwinMaker 23 H IAM A€, KABHNEBERBLER : Workspace-
nameDashboardRoleDashboardRole , INEMABHELSEEREZABNIETR
WABHIUBE (X#EE).

3
¢
&
£

TIHEHTEEHMEBEZERRABHBEK.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
]I
"Resource": [
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-
case-account-id",
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-
case-account-id/*"

]
},
{

"Effect": "Allow",

"Action": [
"jottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmaker:us-east-1:account-id:workspace/workspace-name",
"arn:aws:iottwinmaker:us-east-1:account-id:workspace/workspace-name/

xn

]

},
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}

BYIERE 17
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s
9
dn
i
<t

FREATUEAZEFEEFERATEERIEMERE, NMENAHTLEMENFHENR ,
j@ﬂg%_ﬂﬁlgggo

BUENE— B8R
LERUGNE—AER  BEATISE.

1. EIFEREEL  BEENITEE K ARELAERPREER.
2. HEBEEL, BEERY K ARBEBRVER

Entities fbr workspace "MyWorkspace" (0)

All entities are displayed by default. You can search, group and expand/collapse to customize your view.

Q

Entities (0) Actions /¥ Components (0)

Create entity
Component

Entity Entityld Status

No entities

Mo entities to display

Create entity

3. HEEVEBRKRES WMAESENZE, LEH/FEHCookieMixerEE,
4. (EH) WmABEMNER,
5. BEEVERE,

BUANE—EEE 18



AWS loT TwinMaker EREER

ERCEIEFSEEENER. B LUEBHIE components #ERKMAER. AWS loT
TwinMaker IRt T 5 RETHIEE,

- BE  HE-HRERM,

s X AESERMEBEERANXHIHEEEN URL,

 BR O ERERTRERFIIERRR,

- SiteWise iE#25 : I2EL AWS loT SiteWise & & H & & 1Y B8 7 51 B

+ Edge Connector for Kinesis Video Streams AWS IoT Greengrass : # Edge Connector for KVS 12
I &R AWS loT Greengrass, MEFMEF , FSBAWS loT TwinMaker ZHE &,

R EEAERPRECHAEE  UEEELERAREREER, SN ETHEREEE LEYH
MTHEE, MERYTHEENFRES  F2R ERANEY THEE,

ELEHP  RASRIBENGM , UHBEERNEREER,
1. EEREEL  REEE  ARBENEH

Entities (1) ctions CookieMixer Components (0)

Entity Entityld

CookieMixer 01a602c¢5-f172-404-854b-720753aa97c0

2. EFETHRET  WATHNEE, ARLEFFER Cookie EEXHER , RS
fEMixerDescriptionB B FEA

BUANE—EEE 19
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Add component

3

Name

MixerDescription

Type

lypes of components include documents, time-series data, structured data, and unstructured data.

com.amazon.iottwinmaker.documents v

® Edit form Edit JSON

Document editor

Mo docs associated to the entity
Add a doc

¥ Properties

Property Data type is Timeseries  Storage

Add another property

Cancel

BEME M RARBAXGEBMAL URL NE. £ X4l BULERESERERE
AR IER URLSTFE,

4. EEFMETH

BUEHE—EEE
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BRECEMBFRLENE —ESR. UFNAATHBENFRER , F2RELNEE AWS loT

TwinMaker H =,

ERE AWS IRF
MRERE AWS IRFE | BER NS BREL—E.
S AWS IRFE

1. BARX https://portal.aws.amazon.com/billing/signup,

2. nHLﬂE%iJ:?EI/j_\L‘fTo

o EMEFREPRENEN , AEESFR B ARER,

EEGEM B AWSIRF , AWSIRFREAESREY . REAEFRTFEKIRFFHIFRE AWS IR
¥NER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

M AWS IRF

MRERE AWS IRFE | BER NS BREL— .
S AWS IRFE

1. BARK https://portal.aws.amazon.com/billing/signup,

2. nHLﬂE%iJ:?EI/j_\L‘fTo

o EMEFREPREREN , AEESFR B ARER,

EEGEM B AWSIRF , AWSIRFREAESREN . REAEFRTFEKIRFFHIFRE AWS IR
¥NER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

AWS HEEMEFTRE , SEXERE FHHHRE, B LABEREEE hitps://aws.amazon.com/ IFi#
BRORS , RSB sINIREEELEEIRS,

FRE AWS 1RF 21
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
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BYEREEFHENERE

=t & AWS IRF | FRE AWS IRFREAE. A AWS IAM Identity CenterME Y EEERE ,
D& RERERN A EEK,

REZH AWS IREARFERE

1. EEREAELRHA AWS IRF SN EFEHubu , LIRS A EAWS Management Console &
ﬁJ\;’_E'-YfA o E-F_EEF y ﬁlfgﬂggﬁﬁo

MEFHABEAERANRR , F2REAAWS BA FAEEEPNUEEAES D E A,
2. EELHLMBREABIRFLRAZSEERZRE (MFA),

WERSA  F2E (AM EHEER) PHSEHN AWS IRF BEAE (F2E8 ) BAESR
MFA £E&,

BYEBAEEFRENERE

1. A IAM Identity Center,

MEER , FZE (AWS IAM Identity Center EHEIERE) PRV AWS IAM Identity Center,
2. 1£ IAM Identity Center # , i EEFRERFEAE,

MFEMEA IAM Identity Center B # %5 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(ERAEER) PNEAEREREFLEAEZEFTIE IAM Identity Center H #%.

LERERFRENERAESSEA

EEEAEK 1AM Identity Center (A& HE , FBHEMAEI IAM Identity Center £ & BEIXE
BT EM B URL,

MFEMEA 1AM Identity Center EREZEANRA , FBEAWS BN (EREER) PHEA
AWS FELA O#835,

EREFIEGHMERE
1. 7 IAM Identity Center 7 , B —EFF I EREBEAREERNREER.

MERT , F2E (AWS IAM Identity Center A& ERE) hWEFIE,

BYEAEEFRENERE 22
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
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2. BERERRERE  RRAZFAERE -2 AFIHE,

MEETR , F2E (AWS IAM Identity Center A &IEmE) DV FIEEE,
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ERMEM THEER

AEENGZ S 5| ERMEE A RET AWS loT TwinMaker THERWENGEE, ©SREBMAEIER
Y | AT LUESEZE CreateComponentTypeAP| £ AWS loT TwinMaker =18 & R T4 B R iR
e,

BHREEBRERREHBENBIRN £ T X,

NETHER

£ AWS loT TwinMaker &7 , EREETIEE , ARELBERPREE [tHEHE] K, f2F3T
TR,

+ BEIEZ AWS loT SiteWise EEMEEER K WSHERAER AN THERN THERNTH
A, AWS loT TwinMaker 21FEERBIER AWS loT SiteWise EERSWFHMERN , FSREEE
[E% AWS loT SiteWise,

« B —EERNERANS  TREREBASRERIIER. AT SEEIBERBRN
HE, ERREZEREARHMRYN , WHTLHS —EAAEEEE , ZEAREEE T BIREMLE
Mlﬁ HEEOEE&O

« X B ERABEFA I XHNREE URL EEHIE,

- EES BEET  FREARERRASRNBEEES , € oT RERIRAZTERN TH.
AWS loT Greengrass Kinesis Video Streams AWS loT Greengrass JTHFRY 2 FEZEE T2 AWS
loT TwinMaker 7ot , M R3PBE loT KEAK FHITALEE AWS loT Greengrass T,

o EEEE  BEBRENIEEDNEHR. AWS loT SiteWise
- B BEEEEHINIISENES,
+ 1858 : ¥ Kinesis Video Streams 12EURSEE| —EEEMMELH. AWS loT TwinMaker

Component types (6)

lovember 12, 2021, 16:25:32 (UTC-8:
lovember 12, 2021, 16:25:34 (UTC-8:
ovember 12, 2021, 16:25:35 (UTC-8:
ovember 12, 2021, 16:25:30 (UTC-8:
ovember 12, 2021, 16:25:38 (UTC-8:

ugust 24, 2022, 12:12:57 (UTC-7:00)
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/tm-sw-asset-sync.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/tm-sw-asset-sync.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/kvs-edge-connector-component.html
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AWS loT TwinMaker Tt R & IhEE

THBEERATHEENZOINEE.

- BMEER : PropertyDefinitionRequest¥I#rE&R 7T — BB , BN ESZRRERPEAXE
M, A UEARABERRKERRINEHEAZB L. ERENFEBLESREEETF AWS loT
TwinMaker, RRERFKRENNEEFIIBHNEMBESRETEINS,

B LA E ¥ PropertyDefinitionRequest N FHEREEMEER, BEFRERNEE L AR
_EI‘JO

« B® : FunctionRequest¥I#EE Lambda B & , R B AT /T E R RIRBIANEANABERR
Ro

BEERAREFENMEREHERBRENEN BN BUABEFRE R MKRBEFRE, G0 AKEH
REARERRERAMER, SEEZSHREAERINIER. eNTEHRESRERRF,

B EEHFunctionRequest N FREREEEE. FRMLAEETIHP-—ERLERNEHE
ﬁi“lo
« dataReader : fEAEDRIBEVEIRN B &
- dataReaderByEntity : /A ZPIRIZENEIRAVEREL,
ERFERAERERNERENER , GetPropertyValueHistoryAPl B E X Bt tHER P BHEHN
BERISEEH, (BREEER componentName + WBMER S CFentityId, )
« dataReaderByComponentType : A EBIRIZENBUIRH R E,

EREREEERNNERFEIEEE , GetPropertyValueHistoryAP| fERE X Bt T4 B P BN
BEREH., (BReEERNEBMEERE LI #HcomponentTypeld, )

« dataWriter : BERE AN BRIFREEHE,
« schemalnitializer : BEZLZV IS THERENERE K S8HUKRILBEENRE.

FRMREARED  FE-BRENBRENSEHEZ—

MEEEFERRENTH (BIEETR) W Lambda REE S| , FFSBAWS loT TwinMaker £ 5] #Y
EREER,
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_PropertyDefinitionRequest.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_FunctionRequest.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
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ERAEER

® Note

HRETEZESEREMRERTHER , Bt Lambda B4 AEEalarm_key{H. M
RIBRBEERNE , Grafana B EEEBAARE, EEFMEREERMNEGELEN,

- A AHEREREARERKBIEANL., —BAxtEREKS TEE 10 BRXTHEE,

EfextendsFromZE A E T HEE R PEAEENRNEN THEE,

* ISSingleton : RETHBEHEY , HINNUERER , ELEBUETHRISEERPZIN
#$isSingletonBEERES , true MEERTHERREITEEB TH — X,

EyBMES

TRRA a WS BPropertyDefinitionRequest,

B8

isExternalld

isStoredExternally

isTimeSeries

isRequiredInEntity

dataType

defaultValue

DU

THE  EEBMRERAREENSSZBHEER
ME—3% BI%E (5120 AWS loT SiteWise & ID),

LB TERES false,

WME  EEBHEEREREEINE.
LB TRRES false.

wME  EEBUREREFREFIIER,
LB TERER false

WHE; EEBMEERATHRENERTRS
HAERE.

EEBM < EREE (HlmF&E, DataType¥
BR, FEMREEN) BT,

fgDataValue EE B TR EN Y4,

26


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataValue.html
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ERAEER

B8

configuration

B

TRRA a WS EFunctionRequest,

28

implementedBy
requiredProperties

scope

W0 7E R R IR ML M E (R T A R R RV EE 45

safl TR

AEBESTHUMNEETHERERH R,

TR (WE)

DU

—¥& string-to-string & , 1§ E&FEEEEEI/
HERRRNEMER,

DU

$gDataConnectorEBEEN T E R RIRZ
Lambda EX &R ¥4,

HEATHERBNBAASERRRARENBLE

o

HENEE, AWorkspace REIEREZEET
EENEE. AEntityREERSASETH
ZERNEE,

EEZE?7

THEH R ERTE AWS loT TwinMaker TR AFWMKE R THER, e8&functions—EEE

’RdataReaderB&implementedByEH 5K,

{

"componentTypeId": "com.example.alarm.basic:1",

"workspaceId": "MyWorkspace",

BIUEH

27
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ERAEER

"description": "Abstract alarm component type",

"functions": {
"dataReader": {
"isInherited": false
}
I
"isSingleton": false,
"propertyDefinitions": {
"alarm_key": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
},
"alarm_status": {
"dataType": {
"allowedValues": [
{
"stringValue": "ACTIVE"
},
{
"stringValue": "SNOOZE_DISABLED"
I
{
"stringValue": "ACKNOWLEDGED"
},
{
"stringValue": "NORMAL"
}
1,
"type": "STRING"
},
"isRequiredInEntity": false,
"isStoredExternally": true,
"isTimeSeries": true

(]

ﬂ-ll’l

4

#H (HE)

28



AWS loT TwinMaker EREER

componentTypeIdMi{EworkspaceIDRLEMN, WEHEN ITEEcomponentTypeld4ERM
—H. W{Ealarm_key—RME—BAEIE , HBUARKEADBRKEHENERER,. BRNWERLEN X
FEED AWS loT TwinMaker, Bfalarm_statusfBFIERFEENAIPRIES,

&5 5| AWS loT TwinMaker 12 Z &4,
BF R 7R & R

TG REEN THER | ITRASRFRHEIUSETHER (BN R® Cookie IREET) HERIE
B, EETHAERESRN Lambda B,

{
"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"
}
}
}
b
"propertyDefinitions": {
"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true
b
"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true
}
}
}
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AWS loT TwinMaker ERERER
HWE (tHRmEBEER)
TH S EgAMRERNEESRRENTHER, EEETHCSH Lambda BRERBREREIR

"componentTypeId": "com.example.cookiefactory.alarm",
"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry",
"com.amazon.iottwinmaker.alarm.basic"
1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue": {
"stringValue": "Alarm"
}
}
I

"functions": {

"dataReader": {
"implementedBy": {
"lambda": {

"arn": "lambdaArn"

}

® Note

HRETREEFERAMKERTHER , At Lambda B4 EERalarm_keyH, R
R BEELE , Grafana EEKEBRARE. ERFMAREBERNEHHBLEN.

e A

RE PR EBIRANAME L BERBHERER, SBUUEAELEMRESERNTEBCHRETER

ARIEH —EARE,

BE (EHMREREREA ) 30
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ERAEER

A ERT

THIEHERAB R BERERNTHEE, EA Cookie BEAFRNRERRIAEREEHMIREFIIE

38
{
"componentTypeld": "com.example.cookiefactory.mixer",
"workspacelId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"
1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue" : { "stringValue": "Mixer" }
3,
"RPM": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
b
"Temperature": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isStoredExternally": true
}
}
}

K58

TrEHSEEERESRENTHERE, ER/KENEBENREEEEMKREFIIBE.

"componentTypelId": "com.example.cookiefactory.watertank",
"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"
1,
"propertyDefinitions": {
"telemetryType": {

RIBES
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"defaultValue" : { "stringValue": "WaterTank" }

.

"tankVolumel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

},

"tankVolume2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

.

"flowRatel": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isStoredExternally": true

},

"flowrate2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

ZEVE

TH&EFHLSBMYE , HES/R#FED AWS loT TwinMaker, HRELERHFERAZIEELF#EEER
B, AFAEEEMREETHEINTEMH. tEftEfFHAERELATIONSHIPRI R RigEEE M
BHRMWER,

e RHEERMS AR L TXMAZRUSE, EUUAERATCRMTEE , HERELERAN
VB, BTN ERE FEALET  LHEBERIRTUSIEERFERZER , HABEIAREEA
AR AL B

"componentTypeld": "com.example.cookiefactory.space",

"workspaceId": "MyWorkspace",

"propertyDefinitions": {
"position": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"rotation": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
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"bounds": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"parent_space" : { "dataType": {"type": "RELATIONSHIP"}}
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AWS loT TwinMaker KEE4#E

£ AmetadataTransferJob KXIFIEEHFEE AWS loT TwinMaker &R, metadataTransferJob A &
&1 AWS loT TwinMaker 1 Amazon S3 2 E#11T KER/E AWS loT SiteWise F{E&#E IR,

BT LAE T BB E A RERAE -

- EIRFZBARBEBEENER , fINRBERIESEBIEERS.

- AREEEEE , fINABRE LENRE AWS loT BE,

- BIENEEAREBEAZE AWS loT TwinMaker 1 AWS IoT SiteWise.

- REEARERAEEA AWS loT TwinMaker B8 , fi#0 revitsk BIM X,

£

- EEHSNMEE

« BITRKEEANMEHERE

« AWS loT TwinMaker F# & fHEREHEE B R

BEEHZRNITEE

AWS loT TwinMaker X EREFHA U TELSFMEE

- BEA : SEIR AWS loT TwinMaker BET/EEMEIE, Hlan , RABIER. Amazon S3 FEEETEE
PR , R AWS loT SiteWise F AWS loT TwinMaker T4[&E,

- [EH : &R AWS loT TwinMaker TEERB ZEARME KRN Amazon S3 FEEETEE M BNE,
- RR  BERFBHERNELHBNE,

fflgn , Amazon S3 FEFETE2EARIR , ™ AWS loT TwinMaker T/E[E 2 FE H KR,
- B . BERERBBHINAEME.

f5ltn , Amazon S3 F#FETEEEH Bt , M AWS loT TwinMaker T/EE 2 E A B Hith,
« AWS IoT SiteWise #&#&HEA : AR EAME HE RSB AWS loT SiteWise.
« AWS loT TwinMaker #&##ik : AREANELERNEEHER AWS loT TwinMaker.
« AWS loT TwinMaker Sk EEE R : B APIsHEANER. E8mMS , E8I ComponentType.
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« AWS loT TwinMaker FEREIR : PRENERTEANEREREE, BRIRTH.

- REER  RIWEALEL AWS loT TwinMaker AWS loT SiteWise M ERFTEN BN

* metadataTransferJob : 1T BRI ¥ CreateMetadataTransferJob,

AWS loT TwinMaker metadataTransferJob Zh&E

AREERPHITARERER AWS loT TwinMaker BB 1T A — I EE metadataTransferJob. B
RPENAEAERERMENDTREERNREREBIEIR, AWS loT TwinMaker KEREZE T
BE :

- REEBEREIHEUL : AWS loT TwinMaker EZ I FHHEIR , BB EIR ID —E BN E
BEER,

i, R BEREFENRRED  ERESRKH EntitySRTEAPERNMERERTUL
- FTEREMYHEM :

# EntityComponent [E#k , ZRERUIIR . ERXECHEFE , B8, BESEL

ValidationException,

REUEBERER  FRERURBRBELESER , EEE EntityComponent B ABEFHE.
- FERMEK :

AWS loT TwinMaker 8 X B FERMIR. FERTUZRTH. BHIER.
MBEEEMBRTH | BLAEREREERIAIT,
MREEEMBRBHRRER , BXLERBEER EntityComponent BT,

HEZMBRTFER  FENMESBERNER Y ERTFERNES.

o THIBRTEEBEIR : AWS loT TwinMaker X ZTEMBREBER, X LEERE2EER
ComponentType,

- —EEXPREMHREERERN FERES
FRAEMREATFRUEDERNZEERERNFER (Hln BY ) =,
MBHEBEAFEA entityld , BIEEEEE. EntityComponent, B4 SREESFEHAMEB/ D,

R EntityComponent B entityld 5 componentName 84 , & &£ 7E EntityComponent,
BEMSBERTEAMERNES.
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MREBUREFFEDEA entityld, componentName, propertyName {4 , B EE B M REAFK
REAERNES

« Externalld 2:Z A8 AWS loT TwinMaker : Externalld 7 F 3 1% B 18 38% B & iR o

AT K EEANE HIRE

REBREOAHTAREAMELRE , UARIAREEREFHVER. SRHEEH CLIvTH
BaEesl,

AWS loT TwinMaker APl 2# /A& CreateMetadataTransferJob FE b API BNERFEEEE A .

FE
- metadataTransferJob JtR 14
« IAM FFH]
- BITKRERKE
B
- EAREEREL
- AWS loT TwinMaker metadataTransferJob &4

metadataTransferJob c R4

AR T EREH , BE{TmetadataTransferJob :

« Y AWS loT TwinMaker T/EE, I4E[ETA LA RmetadataTransferJob, MEEI TEENER ,
B2 BIITERE,

« 3 Amazon S3 EEFEEFBUEHER. MEMEA Amazon S3 WEFME , 2B E 2 Amazon
S37?
IAM 5 1/]

BT AERER  SFERVEFFTH IAM BE AWS loT TwinMaker , A fo5FfE Amazon S3
AWS loT SiteWise A5 2 B AWS R, MFEEY IAM BERWEFEHEER , F2EEL IAM
HR.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

AWS loT TwinMaker

ERAEER

AWS loT TwinMaker AWS loT SiteWise 1 Amazon S3 HWBERBFRIRA R TR LLEE -

« AWS loT TwinMaker BUR :
JSON

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"
]I
"Resource": "*"
}I
{
"Effect": "Allow",

"Action": [
"iottwinmaker:GetWoxrkspace",
"iottwinmaker:CreateEntity",
"iottwinmaker:GetEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:GetComponentType",

"iottwinmaker:CreateComponentType",
"iottwinmaker:UpdateComponentType",

"jottwinmaker:ListEntities",

"iottwinmaker:ListComponentTypes",
"iottwinmaker:ListTagsForResource",

"iottwinmaker:TagResource",
"iottwinmaker:UntagResource”

1,

"Resource": "*"

« AWS loT SiteWise BUR :

IAM BF 7]
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JSON

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:ListBucketMultipartUploads",
"s3:ListMultipaxrtUploadParts"
]I
"Resource": "*"
}I
{
"Effect": "Allow",

"Action": [
"iotsitewise:CreateAsset",
"jotsitewise:CreateAssetModel",
"iotsitewise:UpdateAsset",
"iotsitewise:UpdateAssetModel",
"iotsitewise:UpdateAssetProperty"”,
"jotsitewise:ListAssets",
"iotsitewise:ListAssetModels",
"iotsitewise:ListAssetProperties"”,
"iotsitewise:ListAssetModelProperties",
"jotsitewise:ListAssociatedAssets"”,
"iotsitewise:DescribeAsset",
"jotsitewise:DescribeAssetModel"”,
"iotsitewise:DescribeAssetProperty"”,
"jotsitewise:AssociateAssets",
"iotsitewise:DisassociateAssets",
"iotsitewise:AssociateTimeSeriesToAssetProperty"”,
"iotsitewise:DisassociateTimeSeriesFromAssetProperty",
"iotsitewise:BatchPutAssetPropexrtyValue",
"iotsitewise:BatchGetAssetPropextyValue",
"iotsitewise:TagResource",
"iotsitewise:UntagResouxce",
"iotsitewise:ListTagsForResource"

1,

IAM FFH] 38
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"Resource": "*"

« Amazon S3 BUEK :

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"

1,

"Resource": "*"

nlh+
W%

WA , BE LG Amazon S3 BUREE PR E AEFENE — Amazon S3 R FETRE |, F2E T HIBUR,

Amazon S3 E—RAFArREEBE

{

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"

1,

"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

]

}

IAM FFH] 39
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ERAEER

=L

s EmetadataTransferdob

HEEHERAETFINEHEER | FR T IAM BERFEEARFWAYSE AWS loT TwinMaker,

® Note

W BURE A FFFEL AWS loT TwinMaker [ A F1FE H 7 Amazon S3 2 B & &R

"Effect": "Allow",
"Action": [

"iottwinmaker:*DataTransferJob*"

]I

"Resource": "*",
"Condition": {
"StringlLikeIfExists": {

"iottwinmaker:sourceType":

I|53I| ,
"iottwinmaker"

1,

"iottwinmaker:destinationType":

"iottwinmaker",
"53"

HITRERME
AR MATHIT AR EARE S B4

&R Amazon S3 EEAZ AWS loT TwinMaker

1. {#F AWS loT TwinMaker metadataTransferJob #& &R
W EFRE Amazon S3 REFIFED,

MEHSIERER | F2E EATRENEAR,

2. BIUBRANYKEHMEFA JSON R, B RANSHEEERTHENREMNE NVit,
Amazon S3 EFEEIEEANRIE , A& AWS loT TwinMaker T/EEIEE A B i,

EEHGNER. BAGEBHERE

ARG A

BT REBRIE
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AWS loT TwinMaker

AT RFER ARy

{
"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{

"type'": "s3",
"s3Configuration": {
"location": "arn:aws:s3:::amzn-s3-demo-bucket/your_import_data.json"
}
1,
"destination": {
"type": "iottwinmaker",
"iotTwinMakerConfiguration": {
"workspace": "arn:aws:iottwinmaker:us-
east-1:111122223333:workspace/your-worksapce-name"
}
}
}

ALREREBRANNEREE , EREET —ELRPERAT, EUHEAEHF , BFRAXES

createMetadataTransferJobImport. json,

3. BITT% CLI S SRIMA CreateMetadataTransferJob ( # input-json EREBERR BEERE
HEBERAXNERE )

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobImport.json

EE® 2 I metadataTransferJob , YRR ERFNEERNER,

% EEER AWS loT TwinMaker  Amazon S3

1. EREENEEREEY JSON BFRAN , LEREEHNER, FL&EH+ , RAEH

"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{
"type": "iottwinmaker",
"iotTwinMakerConfiguration": {

BT REBRIE
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"workspace": "arn:aws:iottwinmaker:us-
east-1:111122223333:workspace/your-workspace-name",
"filters": [{
"filterByEntity": {
"entityId": "parent"
13,
{
"filterByEntity": {
"entityId": "child"

11,
{
"filterByComponentType": {
"componentTypeId": "component.type.minimal"
13}
]
}
1,
"destination": {
"type": "s3",
"s3Configuration": {
"location": "arn:aws:s3:::amzn-s3-demo-bucket"
}
}

filters S AIREIETEELHNER, THEFF , BMSMK entity, F ETE
iEcomponentType,

A HE AWS loT TwinMaker TEEISEARKIR , W HE Amazon S3 REEFEEFRIEEAPEERE
HEEH B 893,

l

REENFRANLCHEERER , CEETASRPTET. EHEH+ , RMABFERA®D

£ A createMetadataTransferJobExport. json.

2. #ITTH CLI SR MA CreateMetadataTransferJob ( # input-json ERZBER BEE
MBRAXHERE )

\

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobExport.json

E®E I metadataTransferJob , WK EBBMEERNEF.
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EEREREHERITHENMRE , FEA TGS

« ZEERUHER , 5BEH CancelMetadataTransferJob API BifE, & #&RE0Y
CancelMetadataTransferJob & , APl REBUH#1TH BImetadataTransferJob , M BEEEEH K
EANERETEZ I AP RIHFE,

- PEHERBEEENER , FBFER GetMetadataTransferJob API Bk,

HE , BULERATS CLI v , EEANERH T LI GetMetadataTransferJob :

aws iottwinmaker get-metadata-transfer-job --job-id ExistingJobId

MRIBERFEEN AWS loT TwinMaker [E A 2 [ H£7 £ F Al GetMetadataTransferJob , & &R
FlResourceNotFoundExceptionf&ii O fE,

- PELHERNMNER , FEMA ListMetadataTransferJobs APl E1E,

LA 24 ListMetadataTransferJobs FEAY AWS loT TwinMaker & destinationType # s3
sourceType B9 CLI &5 :

aws iottwinmaker list-metadata-transfer-jobs --destination-type iottwinmaker --
source-type s3

(® Note
EAI L2 E sourceType # destinationType 28 ME , UFASEAREHETENRRENE K
i,

WMEWAIELE API EEH CLI oS &EH |, 552/ AWS loT TwinMaker metadataTransferJob i 4,
NREEERTHEEERTMER , F2E ERERE

R
BUNHTEREIE2E , B LR GetMetadataTransferJob 332 B 2% 4 W {8558

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your_metadata_transfer_job_id \
--region us-east-1
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CancelMetadataTransferJob.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetMetadataTransferJob.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListMetadataTransferJobs.html

AWS loT TwinMaker EREER

— BB EEKARREE K COMPLETED , M I LARFBEENE R, GetMetadataTransferJob &EEH
5B B¥#MetadataTransferJobProgress , EHREE T HIH{ :

« failedCount : R REWBEPRXBNERBE.

- skippedCount : RTERBBEFRBNEREE.,

» succeededCount : R NMEWRREFPEHINERHE,
* totalCount : RNEWEFP I RNERBH.

e, EEE reportUrl t& , HHIERALEEN URL, MRENERIHRESER  LRAEE—
e, MIATEAL URL TEHTEMNERERE

EAFEEREAR

U LFERE—KREEBANREEAZFZTH. componentTypes HNERE, AEI K& FI R EE AT
LEigE,

template: Importing entities

ETHEAEXAREATRNESR

"entities": [
{
"description": "string",
"entityId": "string",
"entityName": "string",
"parentEntityId": "string",
"tags": {
"string": "string"

},
"components": {

"string": {
"componentTypeId": "string",
"description": "string",
"properties": {

"string": {
"definition": {
"configuration": {
"string": "string"

}I

EARRER g 44
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AWS loT TwinMaker

ERAEER

"dataType": "DataType",
"defaultValue": "DataValue",

"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
I
"value": "DataValue"
}
},
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}

template: Importing componentTypes

T 5 E AKX A EA componentTypes FYER :

"componentTypes": [
{
"componentTypeId": "string",
"componentTypeName": "string",
"description": "string",
"extendsFrom": [
"string"
1,
"functions": {
"string": {
"implementedBy": {
"isNative": "boolean",
"lambda": {

"functionName": "Telemetry-tsDataReader",

EARRER g

45



AWS loT TwinMaker EREER

arn": "Telemetry-tsDataReaderARN"

}
},
"requiredProperties": [
"string"
1,
"scope": "string"
}
},
"isSingleton": "boolean",
"propertyDefinitions": {
"string": {
"configuration": {
"string": "string"
},
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
}
I
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"

}
1,
"tags": {
"string": "string"

template: Importing components

R TIEAEXAREATHNETR
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ERAEER

"entityComponents": [
{
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",
"description": "string",
"properties": {
"string": {
"definition": {
"configuration": {
"string": "string"
I
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
I
"value": "DataValue"
}
},
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"

AWS loT TwinMaker metadataTransferJob €345l

ERATSmSREREN PRERER

» CreateMetadataTransferJob API Ej{E,

CLI Sr = &4l

AWS loT TwinMaker metadataTransferJob &35
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AWS loT TwinMaker

ERAEER

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \

--cli-input-json file://yourTransferFileName. json

« BEHUHMET , 55 CancelMetadataTransferJob APl B4k,

CLI S &5l :

aws iottwinmaker cancel-metadata-transfer-job
--region us-east-1 \
--metadata-transfer-job-id job-to-cancel-id

E BI04 CancelMetadataTransferJob B , REBUERENPEE R ERTE K MAFEMNEELS

ZITE,

EEH GetMetadataTransferJob API Bk,

EANERBIEXE
- FEHDBEEBNES ,

CLI arm &l :

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your metadata_transfer_job_id \
--region us-east-1 \

- ZEIHBEBNMNEH , BFEH ListMetadataTransferJobs API Ei{E,

BRI LAE JSON & 2852 ListMetadataTransferJobs BEINE R, F2

1. E CLI & A JSON #23 bUIE i {8 i Pl Y BRI R

{
"sourceType": "s3",
"destinationType": "iottwinmaker",
"filters": [{
"workspaceId": "workspaceforbulkimport"
},
{
"state": "COMPLETED"
1]
}
RECALHKERER  EWA CLITREEE.
2. fERA JSON ERMA TSI CLI s HSHEIH :

A CLINTYER :

AWS loT TwinMaker metadataTransferJob &35
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AWS loT TwinMaker

ERAEER

aws iottwinmaker list-metadata-transfer-job --region us-east-1 \
--cli-input-json file://ListMetadataTransferJobsExample.json

AWS loT TwinMaker ##& & BHMER{E & B HER

metadataTransferJob EA#SEBHHIR | B8 ER LEZE Amazon S3 FFEFER
TwinMaker F#ERHE BB A RBREFESR

"$schema": "https://json-schema.org/draft/2020-12/schema",
"title": "IoTTwinMaker",

, SBEEALE AWS loT

"description": "Metadata transfer job resource schema for IoTTwinMaker",

"definitions": {
"ExternalId": {
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+"
.
"Description": {
"type": "string",
"minLength": 0,
"maxLength": 512
},
"DescriptionWithDefault": {
"type": "string",
"minLength": 0,
"maxLength": 512,
"default": ""
},
"ComponentTypeName": {
"description": "A friendly name for the component type.",
"type": "string",
"pattern": ".*[M\\u0000-\\u@@1F\\u@@7F]*.*",
"minLength": 1,
"maxLength": 256
.
"ComponentTypeId": {
"description": "The ID of the component type.",
"type": "string",
"pattern": "[a-zA-Z_.\\-0-9:]+",

AWS loT TwinMaker # ## & BHERHE L E TR
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"minLength": 1,
"maxLength": 256
},
"ComponentName": {
"description": "The name of the component.",
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
I
"EntityId": {
"description": "The ID of the entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "[0-9a-f]{8}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{12} | [a-zA-
Z0-9][a-zA-Z_\\-0-9.:]*[a-zA-Z0-9]+"
I
"EntityName": {
"description": "The name of the entity."
"type": "string",
"minLength": 1,
"maxLength": 256,
"pattern": "[a-zA-Z_0-9-.][a-zA-Z_0-9-. ]*[a-zA-Z0-9]+"
},
"ParentEntityId": {
"description": "The ID of the parent entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "\\$ROOT|~A[0-9a-f]1{8}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]
{12} |*[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+",
"default": "$ROOT"

I

"DisplayName": {
"description": "A friendly name for the property.",
"type": "string",
"pattern": ".*[M\\u0000-\\uQ@1F\\u@@7F]*.*",

"minLength": 0,
"maxLength": 256
},
"Tags": {
"description": "Metadata that you can use to manage the entity / componentType",
"patternProperties": {
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"ACONNPLLIN\P{ZI\\p{N}_. : /=r\\-e]*)$": {
"type": "string",
"minLength": 1,
"maxLength": 256
}
},
"existingJavaType": "java.util.Map<String,String>",
"minProperties": 0,
"maxProperties": 50

I
"Relationship": {
"description": "The type of the relationship.",
"type": "object",
"properties": {
"relationshipType": {
"description": "The type of the relationship.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
},
"targetComponentTypeId": {
"description": "The ID of the target component type associated with this
relationship.",
"$ref": "#/definitions/ComponentTypelId"

}
},
"additionalProperties": false
},
"DataValue": {

"description": "An object that specifies a value for a property.",
"type": "object",
"properties": {
"booleanValue": {
"description": "A Boolean value.",
"type": "boolean"

},
"doubleValue": {
"description": "A double value.",
"type": "number"
},
"expression": {
"description": "An expression that produces the value.",

"type": "string",
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"pattern": "(M\\$\\{Parameters\\.[a-zA-z]+([a-zA-z_0-9]1*)}$)",

"minLength": 1,
"maxLength": 316
I
"integerValue": {
"description": "An integer value.",
"type": "integer"
I
"listValue": {
"description": "A list of multiple values.",
"type": "array",
"minItems": 0O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
I
"default": null
I
"longValue": {
"description": "A long value.",
"type": "integer",
"existingJavaType": "java.lang.Long"
},
"stringValue": {
"description": "A string value.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
I
"mapValue": {
"description": "An object that maps strings to multiple
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/DataValue"
}
I

"additionalProperties": {
"$ref": "#/definitions/DataValue"
}
.

DataValue objects.",
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"relationshipValue": {
"description": "A value that relates a component to another component.",
"type": "object",
"properties": {
"TargetComponentName": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
I
"TargetEntityId": {
"type": "string",
"pattern": "[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{12}]
A[a-zA-Z0-9]1[a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+",
"minLength": 1,
"maxLength": 128

}
1,
"additionalProperties": false
}
},
"additionalProperties": false
},
"DataType": {

"description": "An object that specifies the data type of a property.",
"type": "object",
"properties": {
"allowedValues": {
"description": "The allowed values for this data type.",
"type": "array",
"minItems": O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
},
"default": null
},
"nestedType": {
"description": "The nested type in the data type.",
"$ref": "#/definitions/DataType"
},

"relationship": {
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"description": "A relationship that associates a component with another
component.",
"$ref": "#/definitions/Relationship"
1,
"type": {
"description": "The underlying type of the data type.",
"type": "string",
"enum": [
"RELATIONSHIP",
"STRING",
"LONG",
"BOOLEAN",
"INTEGER",
"DOUBLE",
"LIST",
"MAP"
]
1,
"unitOfMeasure": {
"description": "The unit of measure used in this data type.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
}
1,
"required": [
"type"
1,
"additionalProperties": false
},
"PropertyDefinition": {
"description": "An object that specifies information about a property.",
"type": "object",
"properties": {
"configuration": {
"description": "An object that specifies information about a property.",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
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},
"existingJavaType": "java.util.Map<String,String>"

},

"dataType": {
"description": "An object that contains information about the data type.",
"$ref": "#/definitions/DataType"

},

"defaultValue": {
"description": "An object that contains the default value.",
"$ref": "#/definitions/DataValue"

},

"displayName": {
"description": "An object that contains the default value.",
"$ref": "#/definitions/DisplayName"

},

"isExternalld": {

"description": "A Boolean value that specifies whether the property ID comes
from an external data store.",
"type": "boolean",
"default": null
},
"isRequiredInEntity": {
"description": "A Boolean value that specifies whether the property is
required.",
"type": "boolean",
"default": null
},
"isStoredExternally": {
"description": "A Boolean value that specifies whether the property is stored
externally.",
"type": "boolean",
"default": null
},
"isTimeSeries": {
"description": "A Boolean value that specifies whether the property consists
of time series data.",
"type": "boolean",
"default": null
}
1,
"additionalProperties": false
1,
"PropertyDefinitions": {
"type": "object",
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"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/PropertyDefinition"
}
},
"additionalProperties": {
"$ref": "#/definitions/PropertyDefinition"

}
},
"Property": {
"type": "object",
"properties": {
"definition": {
"description": "The definition of the property",
"$ref": "#/definitions/PropertyDefinition"
I
"value": {
"description": "The value of the property.",
"$ref": "#/definitions/DataValue"
}
},
"additionalProperties": false
},

"Properties": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Property"
}
I
"additionalProperties": {
"$ref": "#/definitions/Property"
}
I
"PropertyName": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+"
I
"PropertyGroup": {
"description": "An object that specifies information about a property group.",
"type": "object",
"properties": {
"groupType": {
"description": "The type of property group.",
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"type": "string",
"enum": [
"TABULAR"
]
},
"propertyNames": {
"description": "The list of property names in the property group.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/PropertyName"
},
"default": null
}
I
"additionalProperties": false
I
"PropertyGroups": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/PropertyGroup"
}
},
"additionalProperties": {
"$ref": "#/definitions/PropertyGroup"
}
},
"Component": {
"type": "object",
"properties": {
"componentTypeld": {
"$ref": "#/definitions/ComponentTypeId"

},
"description": {
"$ref": "#/definitions/Description"
.
"properties": {
"description": "An object that maps strings to the properties to set in the

component type. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/Properties"
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},
"propertyGroups": {

"description": "An object that maps strings to the property groups to set in
the entity component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
}
},
"required": [
"componentTypeId"
1,
"additionalProperties": false
I
"RequiredProperty": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+"
I
"LambdaFunction": {
"type": "object",
"properties": {
"arn": {
"type": "string",
"pattern": "arn:((aws)|(aws-cn)|(aws-us-gov)|(\\${partition})):lambda:(([a-
z0-9-1+) | (\\${region})): ([0-91{12} | (\\${accountId})):function:[/a-zA-Z0-9_-]1+",
"minLength": 1,
"maxLength": 128
}
},
"additionalProperties": false,
"required": [

"arn
]
.

"DataConnector": {
"description": "The data connector.",
"type": "object",
"properties": {
"isNative": {
"description": "A Boolean value that specifies whether the data connector is
native to IoT TwinMaker.",
"type": "boolean"
},
"lambda": {
"description": "The Lambda function associated with this data connector.",
"$ref": "#/definitions/LambdaFunction"

AWS loT TwinMaker & BHERT A B ER 58



AWS loT TwinMaker EREER

}
I
"additionalProperties": false
I
"Function": {
"description": "The function of component type.",
"type": "object",
"properties": {
"implementedBy": {
"description": "The data connector.",
"$ref": "#/definitions/DataConnector"
I
"requiredProperties": {
"description": "The required properties of the function.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/RequiredProperty"
I
"default": null
I
"scope": {
"description": "The scope of the function.",
"type": "string",
"enum": [
"ENTITY",
"WORKSPACE"
]
}
},
"additionalProperties": false
},
"Entity": {

"type": "object",
"properties": {
"description": {
"description": "The description of the entity.",
"$ref": "#/definitions/DescriptionWithDefault"
I
"entityId": {
"$ref": "#/definitions/EntityId"
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},
"entityExternalld": {
"description": "The external ID of the entity.",
"$ref": "#/definitions/ExternalId"
},
"entityName": {
"$ref": "#/definitions/EntityName"
.
"parentEntityId": {
"$ref": "#/definitions/ParentEntityId"
},
"tags": {
"$ref": "#/definitions/Tags"
.
"components": {
"description": "A map that sets information about a component.",
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Component"
}
.

"additionalProperties": {
"$ref": "#/definitions/Component"

}
},
"required": [
"entityId",
"entityName"
1,
"additionalProperties": false
},
"ComponentType": {
"type": "object",
"properties": {
"description": {
"description": "The description of the component type.",
"$ref": "#/definitions/DescriptionWithDefault"
I
"componentTypeld": {
"$ref": "#/definitions/ComponentTypeId"
},
"componentTypeExternalld": {
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"description": "The external ID of the component type.",
"$ref": "#/definitions/ExternalId"
},
"componentTypeName": {
"$ref": "#/definitions/ComponentTypeName"
I
"extendsFrom": {
"description": "Specifies the parent component type to extend.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/ComponentTypelId"
I
"default": null
I
"functions": {
"description": "a Map of functions in the component type. Each function's key
must be unique to this map.",
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Function”
}
},
"additionalProperties": {
"$ref": "#/definitions/Function”
}
},
"isSingleton": {
"description": "A Boolean value that specifies whether an entity can have
more than one component of this type.",
"type": "boolean",
"default": false
},
"propertyDefinitions": {
"description": "An map of the property definitions in the component type.
Each property definition's key must be unique to this map.",
"$ref": "#/definitions/PropertyDefinitions"
I
"propertyGroups": {
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"description": "An object that maps strings to the property groups to set in
the component type. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
I
"tags": {
"$ref": "#/definitions/Tags"
}
I
"required": [
"componentTypeId"
1,
"additionalProperties": false
},
"EntityComponent": {
"type": "object",
"properties": {
"entityId": {
"$ref": "#/definitions/EntityId"

iy
"componentName": {

"$ref": "#/definitions/ComponentName"
iy

"componentExternalId": {
"description": "The external ID of the component.",
"$ref": "#/definitions/Externalld"

I

"componentTypeld": {
"$ref": "#/definitions/ComponentTypeId"

},
"description": {
"description": "The description of the component.",
"$ref": "#/definitions/Description"
},
"properties": {
"description": "An object that maps strings to the properties to set in the

component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/Properties"
I
"propertyGroups": {
"description": "An object that maps strings to the property groups to set in
the component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
}
I

AWS loT TwinMaker & BHERT A B ER 62



AWS loT TwinMaker

ERAEER

"required": [
"entityId",
"componentTypeId",
"componentName"

1,

"additionalProperties": false

}
1,

"additionalProperties": false,
"properties": {
"entities": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/Entity"
}
},
"componentTypes": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/ComponentType"
}
.

"entityComponents": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/EntityComponent"
.
"default": null

LT EHIE RN BZ A BF componentType , component. type
Binitial:

{
"componentTypes": [
{
"componentTypeId": "component.type.initial",
"tags": {

JntialWEVEA NE
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"key": "value"
}
}
1,
"entities": [
{
"entityName": "initial",
"entityId": "initial"
}

UTREMRAERNVES

{
"componentTypes": [
{
"componentTypeId": "component.type.initial",
"description": "updated"
}
1)
"entities": [
{
"entityName": "parent",
"entityId": "parent"
},
{

"entityName": "child",
"entityId": "child",
"components": {
"testComponent": {
"componentTypeId": "component.type.initial",
"properties": {
"testProperty": {
"definition": {
"configuration": {
"alias": "property"
},
"dataType": {

"relationship": {
"relationshipType": "parent",
"targetComponentTypeId": "test"

b
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"type": "STRING",
"unitOfMeasure": "t"

},

"displayName": "displayName"

}
1,
"parentEntityId": "parent"
}
1,
"entityComponents": [
{
"entityId": "initial",
"componentTypeId": "component.type.initial",
"componentName": "entityComponent",
"description": "additionalDescription",
"properties": {
"additionalProperty": {
"definition": {
"configuration": {
"alias": "additionalProperty"
1,
"dataType": {
"type": "STRING"
1,
"displayName": "additionalDisplayName"
1,
"value": {
"stringValue": "test"
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AWS loT TwinMaker & £hE #2858

AWS loT TwinMaker £ LLE#EZRAEBAIRE |, IESTURKENRBCHENEEERS,

AWS loT TwinMakerE EREZFLTZEEE LA 2B BB EIE AWS loT TwinMaker, B8l , AWS

loT TwinMaker X B #5E — 58 1#88 AWS loT SiteWise, MRZERIENBHEERFHEEER AWS
loT SiteWise , AITEEEFHCHERER, NRLEEASBHERFREEEMERERE (B
Timestream, DynamoDB = Snowflake) # , BI4ZEEH AWS loT TwinMaker £ AWS Lambda &
ERENEEMEERESS | AWS loT TwinMaker LB 1 4 BB FE O E 288,

=B
o AWS loT TwinMaker & ¥ E #2588

« AWS loT TwinMaker Athena R & ¥ E 1
« BEE AWS loT TwinMaker B& RS 7 51 & $1E 1288

AWS loT TwinMaker & ¥HE S
HERTFTEFENERERENE , TEAREIENES | YEOFERNER.
EFEBEAANEES, EEXRNEREEE T , B2RTNHEE,

NEEMEREENAHERZABRNHMET , 5538 GetPropertyValueHistoryAP| Eif,

(® Note

RUEEREFRNEENERHEMAREECHEY , ARFERFENEREEE

. startDateTimedendDateTimeFABRRNHFRERE_FEicT , EFBEEXE. &
TREORREAY  RANALAZRFERZARBERLE , ERMEZCHE AP BEEEE
AN —HHstartTimeMendTimeFER,

&
- REBHEARYRERER
« DataReaderByEntity

» DataReaderByComponentType
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« AttributePropertyValueReaderByEntity
« DataWriter
. il

EBER AR EN

LUl ETHERERER LB P ERGERERNBFRES @Eﬁ%ﬁﬂiﬁﬁﬁﬁﬂlm#ﬁmj
B, BRERIAREASEBEATHRES THEYE  MEFTHARTU AP B/EE

EXpropertiesiE,

Schemalnitializer 53R 0

"workspaceId": "string",
"entityId": "string",
"componentName": "string",
"properties": {
// property name as key,
// value is of type PropertyRequest
"string": "PropertyRequest"

}
}
(® Note
EEEBEREOBMNBE 2 —{@PropertyRequest. MEFHMENA , TS
BiPropertyRequest.

Schemalnitializer £fE# 0O

"properties": {
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
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® Note
EEEBEREOBMMNBE 2 —{@PropertyResponse. MEFMEN , F2
B PropertyResponse,
DataReaderByEntity

DataReaderByEntity R &£l FEE#=R , ARINEE — P BHENFEFSIE.
MEARILERESBRNARER, FENBANER , 28 GetPropertyValueHistoryAP| Ei4E,

DataReaderByEntity5& k1% O

"startDateTime": long, // In epoch sec, deprecated
"startTime": "string", // IS0-8601 timestamp format
"endDateTime": long, // In epoch sec, deprecated
"endTime": "string", // IS0-8601 timestamp format
"properties": {
// A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
.
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",
"maxResults": int,
"orderByTime": "string"

}

DataReaderByEntity 2 fE$Z 0

"propertyValues": [
{

DataReaderByEntity
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"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I

"nextToken": "string"

DataReaderByComponentType

HENFREMETHER - RBENKEFSIE , FEMHER FHEHIERES DataReaderByEntity.
fign  MREEAHGFEPERKEFIEE K MASEZEAEAXTHREN TG , AIETUEHRE
ERBEEAMETHANELEYE., —EERNEARFIRELCREEIZALHNE RREUNEE
BH SRR,

MEBBEIILEZFIOAREE, ZBENRANENR , 328 GetPropertyValueHistoryAPI 1E,

DataReaderByComponentType &R #0

"startDateTime": long, // In epoch sec, deprecated
"startTime": "string", // IS0-8601 timestamp format
"endDateTime": long, // In epoch sec, deprecated
"endTime": "string", // IS0-8601 timestamp format
"properties": { // A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
},
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",
"maxResults": int,
"orderByTime": "string"
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"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"entityId": "string",
"componentName": "string",
"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I

"nextToken": "string"

DataReader

DataReader ;2 7 [5] i B2 32 1 52 5l Y9 & Bl T [E E #55 DataReaderByEntity 25
DataReaderByComponentType.

MEERMLEESNARER, ESENEXNER , F2H GetPropertyValueHistoryAPI BifE,

DataReader 53R #0

EntityId #l componentName 2iBZEMMEHI,

"startDateTime": long, // In epoch sec, deprecated

"startTime": "string", // IS0-8601 timestamp format

"endDateTime": long, // In epoch sec, deprecated

"endTime": "string", // IS0-8601 timestamp format

"properties": { // A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyRequest
"string": "PropertyRequest"
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}I

"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"entityId": "string",

"componentName": "string",
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",

"maxResults": int,

"orderByTime": "string"

DataReader £ &= O

"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference

"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I

"nextToken": "string"

AttributePropertyValueReaderByEntity

AttributePropertyValueReaderByEntity 2 A] Fi R{FENE — B P F BB EN E R FEHEESE,
NERRALEERNATRE, FENEXNER , FSH GetPropertyValueAPI BifE,

AttributePropertyValueReaderByEntity F55R$#Z 0

"properties": {
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// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"

}

"workspaceId": "string",

"entityId": "string",
"componentName": "string",
"selectedProperties": List:"string",

AttributePropertyValueReaderByEntity 1% 0

"propertyValues": {
"string": { // property name as key
"propertyReference": EntityPropertyReference, // The same
as EntityPropertyReference

"propertyValue": DataValue // The same as DataValue

DataWriter

DataWriter 2 —EE B T HERES , TARKEEEFIENSENE—THPHENERERNAE,
MEEBIEZBIVARTRE, EBEZENBRANEN , 528 BatchPutPropertyValuesAPI B1E,

DataWriter 53R # 0

"workspaceId": "string",
"properties": {
// entity id as key
"String": {
// property name as key,
// value is of type PropertyResponse
"string": PropertyResponse
}
1,
"entries": [
{

"entryId": "string",
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"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"propertyValues": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}
1
}
1
}
DataWriter £ fE#0
{

"errorEntries": [

{

"errors": List:BatchPutPropertyError // The value is a list of
type BatchPutPropertyError

}

il
51 JSON #E41 2 2 fHIE 2 Y I BRI R B A Wl
+ Schemalnitializer:
Tl AT BRSBTS R AR ER.

ER:

"workspaceId": "myWorkspace",
"properties": {
"modelId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,

gl
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"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false,
"defaultValue": {
"stringValue": "myModelId"

},
"value": {
"stringValue": "myModelId"
}
},
"tableName": {
"definition": {

"dataType": { "type": "STRING" },

"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false,
"defaultValue": {

"stringValue": "myTableName"
}
3,
"value": {
"stringValue": "myTableName"
}
}
}
}
[EFE :
{

"properties": {
"myPropertyl": {
"definition": {

"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "%"

gl
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1,
"configuration": {
"myPropertylId": "idValue"
I
"isTimeSeries": true
}
1,
"myProperty2": {
"definition": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"defaultValue": {
"stringValue": "property2Value"

- BER4ABEHPHEXNBLES

ER:

"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",
"properties": {
"assetId": {
"definition": {

"dataType": { "type": "STRING" },

"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "myAssetId"

}

iy
"tableName": {

gl
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"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false

I
"value": {
"stringValue": "myTableName"
}
}
}
}
B FE -
{
"properties": {
"myPropertyl": {
"definition": {
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "%"
b
"configuration": {
"myPropertylId": "idValue"
},
"isTimeSeries": true
}
b
"myProperty2": {
"definition": {
"dataType": { "type": "STRING" },
"isTimeSeries": false
},
"value": {
"stringValue": "property2Value"
}
}
}
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}

« DataReaderByEntity A& DataReader :

ER:
{
"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",

"selectedProperties": [
"Temperature",
"Pressure"
1,
"startTime": "2022-04-07T04:04:427",
"endTime": "2022-04-07TQ4:04:457",
"maxResults": 4,
"orderByTime": "ASCENDING",
"properties": {
"assetId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
b
"value": {
"stringValue": "myAssetId"

b
"Temperature": {
"definition": {
"configuration": {
"temperatureId": '"xyzl23"

},
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "DEGC"
},

"isExternalId": false,

gl
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"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

I
"Pressure": {
"definition": {
"configuration": {
"pressureId": "xyz456"

iy
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "MPA"
iy

"isExternalld": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
}

}

}
[E]FE

{

"propertyValues": [

{

"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"

3,

"values": [

{

"time": "2022-04-07T04:04:427",
"value": {

gl
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"doubleValue": 588.168
}
},
{

"time": "2022-04-07T04:04:43Z",

"value": {
"doubleValue": 592.4224

}
1,

"nextToken": "qwertyuiop"

« AttributePropertyValueReaderByEntity:

R
{
"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",

"selectedProperties": [
"manufacturer",
1,
"properties": {
"assetId": {
"definition": {

"dataType": { "type": "STRING" },

"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

b

"value": {

"stringValue": "myAssetId"
}
b

"manufacturer": {
"definition": {

gl
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"dataType": { "type": "STRING" },
"configuration": {
"manufacturerPropId": "MoQl1l"
.
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": true,
"isTimeSeries": false

}
}
}
}
[E]FE :
{
"propertyValues": {
"manufacturer": {
"propertyReference": {
"propertyName": "manufacturer",
"entityId": "myEntity",
"componentName": "myComponent"
3,
"propertyValue": {
"stringValue": "Amazon"
}
}
}
}

« DataWriter:

ER:

"workspaceId": "myWorkspaceId",
"properties": {
"myEntity": {
"Temperature": {
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"definition": {
"configuration": {
"temperatureId": "xyzl23"

1,
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "DEGC"
1,

"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
1,
"entries": [
{
"entryId": "myEntity",
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"
1,
"propertyValues": [
{
"timestamp": 1626201120,
"value": {
"doubleValue": 95.6958
}
1,
{
"timestamp": 1626201132,
"value": {
"doubleValue": 80.6959
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}

[ FE :

"errorEntries": [

{
"errors": [
{
"errorCode": "409",
"errorMessage": "Conflict value at same timestamp",
"entry": {
"entryId": "myEntity",
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"
},
"propertyValues": [
"time": "2022-04-07T04:04:42Z",
"value": {
"doubleValue": 95.6958
}
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« BIUTEMN Athena RIE R HABEREBIE Amazon S3 BiR, WMFEMSEA Athena WIEEEF |, 528
Athena X4,

« B3 AWS loT TwinMaker T4E[E. EALFEAWS loT TwinMaker 2 & FE I TEE,

« M Athena FIEFHEHNIT/EE IAM Af, NEFMAET , F2E BRI EE IAM SELUUFER
Athena B RhE#ES,

o B3 AWS loT TwinMakerBEB THRFURNMETEE, MEFMER  BF2ER ELLNE—E
B,

o ZA3& AWS loT TwinMakerf ERiE 2R, MEFMENA , F28 AWS loT TwinMaker & #BHE#E
2o

A Athena BRE#E2S

EEMFEH Athena EHRIERESS |, BABEMEH Athena EESMATHERKEY THh, RESSHEGM
MEBSEFHE T , UEERFER AWS loT TwinMaker,

£ Athena EXIERESE T tHER

SEANERREILEER Athena RIFNERHEREESH AWS loT TwinMaker JTHHEH

1. HEZE AWS loT TwinMaker £ &,

2. HARBABIERHELH TIEE,

3. REMASEIDRERPERE [THER], AREN [(BUHER] UHBRTHEREYEE,
4, E[EITHER]EERL , £ D BUPEAFESEERARMN D,
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Component type information

ID

com.test.athena.connector.example

Description

Example athena connector child component type

Must be less than 2048 characters

Base Type
Choose a pre-defined Component Type or create your own

com.amazon.athena.connector

5. EEF TER, BE, RTHUXBES , BEETA Athena RIEXNERLEESR.
6. &HTIMALEE Athena BER , UBREXHERENERRIE :

+ iB#Z Athena ER KR,

. ##E— {8 Athena BRI E,

- BERKEE,

. J#{E Athena T{EEHE,
7. EMEMAEERNREN Athena BR% , FREKPREZTEHH,

8. EH "AIID, WEW, RE—ESRAEINEMAINE ID BHOW. SE D 2ARKE
Athena EEX A H Y EE AWS loT TwinMaker E &/ ID,
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Athena Data Connector

Athena datasource
Select an Athena datasource

AwsDataCatalog

Athena Database

tabular_test_database

Table Name

tabular_test_data_service_record

Column Names
Select columns to include

V4 Table name Data type

v recordid bigint

assetid string

description string

dateperformed string

performedby string

datevalidated string

validatedby string

comments string

nextservicedate string

servicerecordurl string

External ID Column

assetid

Athena workgroup
Select an Athena workgroup

TestWorkgroup
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9. (BIEM) S AWS EBMEBEELER , LEZTUS Mo EMAR.
10. BE "BEYM4ER ) UEREYTHER,

£/ Athena BRI EESREREY W , IKEMNES

EALLEFRE M EA Athena RIEXNERIEREIRA AWS loT TwinMaker Tt , WA EHINEE
R

® Note

BB EERER Athena RIFEXNEREZB[UABERNRRNRELHEE , FREEAILE
F. ERBRAZRSMR A , F2RTANEFER Athena ERERBREY THEE,

1. HEZE AWS loT TwinMaker £ &,

FRREIEEREVH TEE.

REASEDERPEZFER K ARENEFTETHIBEUFERNER,

BEUHER.

BETR, ZEEFNES. o F, FE "HEE MUPEAERENERARGIEFNERE,
RAtBRETUXDRERD , ENEEL—BEFTFEIN THEE D,

BMATHEN. THER , REZEELH ComponentType B K FH, ER
ComponentType & A Athena ERNEIZEREIMN,

8. & "MEH, EBERY , WA THM athenaComponentExternallD,

Properties

¥ Properties

Property Data type isTimeSeries Storage isRequired Value
False Internal  True A0001

Add another property

9. EE "¥¥xH., UERELTH.

BRECKIEIMER Athena ERNEEBRBATHEENTH , WREMNEEE.
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£/ Athena RIENERIEESR JSON 22

T 3B 2 Athena RIBFAERLHERERNTE JSON 2E, FAKEREARY BFTERERSFZNTH
BHENER.

"componentTypeId": "com.amazon.athena.connector",
"description": "Athena connector for syncing tabular data",
"workspaceId":"AmazonOwnedTypesWorkspace",
"propertyGroups": {
"tabularPropertyGroup": {
"groupType": "TABULAR",
"propertyNames": []

1,
"propertyDefinitions": {

"athenaDataSource": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaDatabase": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaTable": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaWorkgroup": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaExternalIdColumnName": {
"dataType": { "type": "STRING" },
"isRequiredInEntity": true,
"isExternalId": false

1,

"athenaComponentExternalld": {
"dataType": { "type": "STRING" },
"isStoredExternally": false,
"isRequiredInEntity": true,
"isExternalld": true

fEF Athena RIEXNERLEEEE JSON & 87
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1,
"functions": {
"tabularDataReaderByEntity": {
"implementedBy": {
"isNative": true

}

}

£ Athena B RHE#ESS

BT LATE Grafana FEE/RER Athena RIENERE, MEFMEN , 5528 AWS loT TwinMaker
Grafana BERIRE S

MEEFEA Athena RAEEEFZERNIERIEH | 558E Athena R,
SR HEAR Athena BERLERE
REFERBMAIERE Athena EREEERTLSBIIN S REE,

Athena TE#E{LE :
B Athena BB THHAEE | Athena THEFAXBRTERENE., FSH TIERENERE
R

R 1AM BB

£ AWS loT TwinMakerZ2iZ TR, # Ca tHFHIEEERSHIT API B , TEEAGTEE
4> Athena API ZEUHEPR. GetPropertyValue ZEEE# IAM 571 , F2REVHNEENREAE
AWS loT TwinMaker,

£ Grafana F18 21t Athena RIERER

Grafana /AN ER b o] A RR B LB TE Grafana ERIRER LI REE R AWS loT TwinMaker , H
TEHMINEE , HlNRFERN B ETHEFMENRE | METH Athena #1T API 1L EE Athena B
B, AETERPUWAERE Grafana AR BILAI AR 2R Athena RIEAER,

PERG
EERE Grafana EHREAR B L Athena RIEE R 28T , ELRE T 5 L RIEH
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-
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RARHETERESBRENAR,
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- BB EEMEENERR , UERER,
- OrderBy : 38 & KR A FELUE 8 5 E R IE 5 S 5 B .

£ Grafana R 8{t Athena RN ER

89


https://docs.aws.amazon.com/iot-twinmaker/latest/guide/grafana-integration.html
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/datasource/README.md

AWS loT TwinMaker EREER

Panel Title
crit {componentName=" description {component equipment_type {compo status {componentNam: total {componentName= won {componentName=
Shutdown valve inspec.. VALVE COMPLETED 90563 128355
Damaged cable on SDV  VALVE COMPLETED 90041 128461
BYTN-04-TV-02385 do.. VALVE COMPLETED 85611 128361
Shutdown vlv inspection VALVE COMPLETED YETLN 128531

RYTN-N2-XV-NA517 da VAIVF COMPIFTED 71324 128458

B Query 1 &5 Transform (0

YELFIVpPE LY vaiue
TabularEntity1
Component Name TabularComponent
Property Group tabularPropertyGroup (TABULAR)
Selected Properties won (INTEGER) X status (STRING) X  total (INTEGER) X  crit (INTEGER) X  description (STRING) X  equipment_type (STRING) x

Filter @  crit (INTEGER)

5

W ®
OrderBy @  total (INTEGER)

DESC

W @

B2 AWS loT TwinMaker B F 51 & B E 1285

R ENERBA WM E 2 F P B2 B step-by-stepF 5 & BHEERS, AL | RFIERELLEE Cookie
Factory | A ER BRI ERLEZSES , HPhaE D EE, B8, . BRMNERE
8%, Cookie TKEIHIFRATIEAWS loT TwinMaker €345 GitHub 17 E P EE,

FE

« AWS loT TwinMaker B 75 ERHEESRI S E
- BEFIEREERER

- GAESRFRE 5 & RIS

- WELNERERES

- RGN ERESS

. 2
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« B3 AWS loT TwinMaker &R
. F—$RAE
« AWS loT TwinMakerf#t#z T &g 7= 51 i & Fr S E 228

AWS loT TwinMaker B F 5| & REEZESR N E

ERBREFIIEREZR N , BEREETHTIIE

« BIAWS loT TwinMaker T/E[E,

« EBIAWS loT TwinMaker TTHEEL,
« BIYAWS loT TwinMaker BB,

- (EEM) BEEALEY THER,

- ((EEM) FBEAWS loT TwinMaker EEHEEEEFNE , AKXBBEAFE AWS loT TwinMaker $1iE1%
2o

® Note
MEZTLEENERESRSES , F2RRMI Cookie TRREHIEE

RFEFINEREZESRETR

BE—T  BEEE-RES - EHRZBEERNKENIHEE. SREZILSLEERN AWS loT
TwinMaker B €fzfis , LEETUBEBRESEREFIERRERLEERE,

BERRETRSRBERS K MALERKIGUNEERERE Timestream ERER, BELREHUUZ /NN
FBHNEEBRENELEER. AWS loT TwinMaker 8 8] LA A B R = 51 & 0 B 182 85 SR ST AR Utk T4,
T EEREHER R BEEARFEFYEESSEA
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AWS loT TwinMaker EREER

Rows returned (1000+)

Results are paginated. Scroll through the result pages to see more query results,

Q 1 2 3 4 5 6 7 ..100 > &
TelemetryAssetld TelemetryAssetType time measure_value:varchar measure_value::double
Mixer_22_680b5b8e-1afe-4a77-87ab-834fbe5ba01e Mixer 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_20_0568f25f-116c-429c-a974-5ceec065a6ac Mixe RPM 2022-04-19 00:28:00.241000000 - 59.4233207702637
Mixer_22_680b5b8e-1afe-4a77-87ab-834fbeSba0le Mixe RPM 2022-04-19 00:28:00.241000000 - 50.9421195983887
Mixer_24_7ffOb75b-f0fa-43f0-bc89-b96337586d00 Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_25_cf42effc-ba19-48ba-bbc3-d21d2508ce31 Mixe RPM 2022-04-19 00:28:00.241000000 - 59.8453979492188
Mixer_20_0568f25f-116¢-429c-a974-5ceec065a6ac Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_24_7ff0b75b-f0fa-43f0-bc89-b96337586d00 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.4532585144043
Mixer_15_0bbS66cd-d6f3-4804-9fe1-7d2abcad82d0 Mixe RPM 2022-04-19 00:28:00.241000000 - 58.397144317627
Mixer_2_d8e76844-e739-4845-a748-a83983279376 Mixer RPM 2022-04-19 00:28:00.241000000 - 60.206958770752
Mixer_6_b66db3d3-c144-47b5-afb9-3a0150c53456 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.206958770752

It & T HREN 2 [ A B RS A Timestream RAEAEAWS loT TwinMaker 4] GitHub {17 &+
0§, BESREERMN cookie THRRHIEES  RERFEELE LEFFEEPRETRNER,

B F 5 EREESRERRE

HRERFTEES , SRTHENTEERESS AWS loT TwinMaker BTN T4 BN Y ES
%, AWS loT TwinMaker #4 B EEE P IEM APl ERS H—EEHZIE AWS Lambda BEHE,

AWS loT TwinMaker £/ Lambda BEREIZERFFHT R B ERIRIRNER , WERELEHNE
R, Lambda HEEAERTFEF N THMTHERBMYRBRIBER.

Lambda ENE RS EEE AP| BRI EE &,

AWS loT TwinMaker EEEFHEEZSSNE , WEAZKS Eﬁﬁi Lambda B B &, FAHERLERESS , &
AT LAfE AWS loT TwinMaker APl EERIRIR , MEBEZETEMNERBEIE, THIEEBAR T Ak
BT EARERRE,

Service-Owned Customer-owned
Connector Request
= properties from queried component type
+ properties from queried component (if specified component)
+ validated parameters from AP|
AP request ~ Connector request query
— » TwinMaker Data Plane APls  — » 3P Connectors ———» Underlying Data
AP response b Connector response query result Source

BB B 7 S ERHE IR RS
THRFERES R E At A FS SRS RN AREE, EXSRNT
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https://github.com/aws-samples/aws-iot-twinmaker-samples
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ARG SuUlERETHAANERANE. SERARBUMERTHEE  F2REEA
MBI THEE,

AWS loT TwinMaker fEFER T2 [ES] , AEXSEATHENE—EET. RMIRBEES
EEREEEEAER K YEASTANTHEREREETENER KR,

TH&EflEERES —EBMHN Timestream EATHEH -

{"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"

.
"propertyDefinitions": {

"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

.

"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

},

"Temperature": {
"dataType": { "type": "DOUBLE" },
"isExternalId": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-component-types.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-component-types.html
https://en.wikipedia.org/wiki/Entity_component_system
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EFRENEETENT

« ltelemetryIdBHERAIHEERRFNERITE MR8, EREERERALY

HEHMATRFMS , MEEHRIEEREMEBNE. W IREEERFTHE API EEHE
StelemetryIdB#(E , MAFHKENSE D, Y ELXERPITREERA.

 ttlambdaArn{ S A THEEBEY Lambda BEH.
 ltisRequiredInEntityEZERMWHIZE] ID, LWEFELEN , MEERIZBHE , LEH

{LIHE® 1D,

- LU ID WEAFEE A 4EE  MEE "RESR) REPEBIREE. Telemetryld
2. ERATHEEEINTH

FEFEAERMNTHEE | SLRRN — Bt  ASENNEEERTENERNET. T3
TRFHRARMEZTTHNER

a.

b.

BEZ AWS loT TwinMaker £#2 &,

BRI HBREEEPRI cHERENERTITEE.

BEFEREME,

BUNBRIRRRPENREER.

EMECANER 2% , FREME AR [FE T4 B,

Antad , XA "HE, BESE 1 WEASFAEYNAHEE, BYARNELSTHE

A,

3. BN THERMI Lambda E#Z3S

Lambda E#RFEFNERRE , TRFEGAELEEIAREN , TREBFTEERRR, THIE
PlERBRHAITIEER JSON ERE A,

"workspaceId": "MyWorkspace",
"entityId": "MyEntity",
"componentName": "TelemetryData",
"selectedProperties": ["Temperature"],
"startTime": "2022-08-25T00:00:007",
"endTime": "2022-08-25T00:00:052",
"maxResults": 3,

"orderByTime": "ASCENDING",
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"properties": {
"telemetryType": {

"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false

I

"value": {
"stringValue": "Mixer"

iy
"telemetryId": {

"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "item_A0Q1"

},
"Temperature": {
"definition": {

"dataType": { "type": "DOUBLE", },
"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true
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ERAEER

}
BRNEARER
 J&selectedProperties®—EE , HP S LEETRERBIZMBMHL,

« startDateTime., startTimeEndDateTime. MendTimelB{IIEEERMWIFREEE, ERTE

TIRER BN EALEE.
« EentityIdREERFEHERNERERE,
- EcomponentName 2R ERPEHERZ THNETE,
« {FALtorderByTimef@ M REBERVETIER,

ERENREIFERD  BNFEERERENEERERANESMEBEN —
BRFEIRF. EEFEIIUBMAUTAR

"propertyValues": [
{
"entityPropertyReference": {
"entityId": "MyEntity",

"componentName": "TelemetryData",
"propertyName": "Temperature"
},
"values": [
{
"time": "2022-08-25T00:00:002",
"value": {
"doubleValue": 588.168
}
.
{
"time": "2022-08-25T00:00:01z",
"value": {
"doubleValue": 592.4224
}
.
{

"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 594.9383

RIEE , LEBFRF
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ERAEER

}
1,

"nextToken":

4. BAHEEEHAEEMEBGE

T% JSON SEAXERERMEBEN B M THEE

"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"

},
"propertyDefinitions": {

"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

},

"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalld": true,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

b

"Temperature": {
"dataType": { "type": "DOUBLE" 3},
"isExternalId": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false
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},

"RPM": {
"dataType": { "type": "DOUBLE" },
"isExternalld": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false

}

5. E¥ Lambda EiZBFUEREE _EBEM

AWS loT TwinMaker ¥ H AP| XBEE-ERFEHZEBEM , WEBRLFTERE AWS
loT TwinMaker #tiE 25V E —ERselectedProperties,

5| JSON EREETRCBANER , ZEAREEREBENER,

{
"workspaceId": "MyWorkspace",
"entityId": "MyEntity",
"componentName": "TelemetryData",

"selectedProperties": ["Temperature", "RPM"],
"startTime": "2022-08-25T00:00:00Z",
"endTime": "2022-08-25T00:00:05Z",
"maxResults": 3,
"orderByTime": "ASCENDING",
"properties": {
"telemetryType": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false
.
"value": {
"stringValue": "Mixer"

iy
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"telemetryId": {

"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "item_A0Q1"

iy
"Temperature": {
"definition": {

"dataType": { "type": "DOUBLE" 3},

"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
},
"RPM": {
"definition": {
"dataType": { "type": "DOUBLE" 3},
"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true
}
}

Efi , BERNCEOEER , MTIEFFR
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{
"propertyValues": [
{

"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "Temperature"

1,

"values": [

{
"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 588.168
}
I
{
"time": "2022-08-25T00:00:0172",
"value": {
"doubleValue": 592.4224
}
I
{
"time": "2022-08-25T00:00:027",
"value": {
"doubleValue": 594.9383
}
}
]
I
{

"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "RPM"

I

"values": [

{

"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 59
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"time": "2022-08-25T00:00:01Z2",
"value": {
"doubleValue": 60

}
},
{
"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 60
}
}
]
}
1,
"nextToken": "
}
(® Note

REEBRANZEMS , FRAFNEEAANDERARHEBE. ERXRTEATRLEBLE ,
HEANS 100, IRFEPEEHNERNR  CERZAYSEISEBE 100 @EHR
B BHE 500 EERR

\

%

WMEEFEES , FSETNETCEEIFEH GitHub,

& SRRV E LB R

BRE B SRR

Lambda iEZR[BEIFINMRA L. FERFEHE API g | AWS loT TwinMaker R 2% S
Lambda BRREEE B fE, R EZI[EEBE FHHARR , BISEH AR TEE AWS loT TwinMaker
ZEAConnectorFailure , & APl AAF R AE B AEPE T REIE,

BESE

HEIEMAIF |, Timestream BT —EEREFUE , TUBEBA MR RSTE, B , HREM—L
EMEO (HlMSQL) , TRFREANS HRERARN D BE L, F—ES0ERFEHITUE
SQL M EFEESD H.
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https://github.com/aws-samples/aws-iot-twinmaker-samples-snowflake/blob/main/src/modules/snowflake/data-connector/lambda_connectors/data_reader_by_entity.py
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/timestream-query.html#TimestreamQuery.Client.query
https://github.com/aws-samples/aws-iot-twinmaker-samples-snowflake/blob/main/src/modules/snowflake/data-connector/lambda_connectors/data_reader_by_entity.py

AWS loT TwinMaker EREER

AWS loT TwinMaker JZiB:E #8250 BN EECHERE , ZERSENE , ARBEQ APl A F ik,
ERBEEES —EFERPER , FESE AWS loT TwinMaker 8% , REBHKHEEFE Lambda Ei#
2. RAIEBCB S ERAPHEBRAES.

AR SR E R R

HMABMATUUEEEREEEHERCRTNEE , ERMENBELREH BES A ERE
Lambda E3#Z28 AWS loT TwinMaker,

EZEHETLUAE Lambda E#E2S : AL Lambda £ A A #7815 Lambda E1#88 AWS
CDK,

WEFEBBERE Lambda MEAVFMER , F2BAE Lambda B EIM A RIE AWS CDK FEAE,

ZE

MFEARE Timestream R M HKEMCENRANHY , F2EBESERTHNZ 2N,

WMEFE SQL EAFARE BN , FF5SE AWS loT TwinMaker £84 GitHub 75X EH 8 T 51 Python 5

&,
3 AWS loT TwinMaker &R

E/E Lambda &% , LA LUEIBAWS loT TwinMaker 12 A API B THEE, SBMTH4ZE
AWS loT TwinMaker &R,

® Note

R REFE GitHub £8P ER R~ , A BBHIRMHFTE AWS loT TwinMaker EiR, &R
BWEEAWS loT TwinMaker GitHub Al THERER, —BEAcHERTHER K ME
EEHMTHEANMEEERNEHE,

55 AR R

BMEBRECETESAE , AWS loT TwinMaker MG EE R FEEHHNEES X end-to-end, 7T LA
BB GetPropertyValueHistoryAPI #11T , th A LABSER I FEAWS loT TwinMaker 21 & F#11T,

R B R ERERS 102


https://docs.aws.amazon.com/lambda/latest/dg/testing-functions.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html
https://docs.aws.amazon.com/timestream/latest/developerguide/security.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/libs/udq_helper_utils/udq_utils/sql_detector.py
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/libs/udq_helper_utils/udq_utils/sql_detector.py
https://console.aws.amazon.com/iottwinmaker/
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/workspaces/cookiefactory/component_types
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://console.aws.amazon.com/iottwinmaker/
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AWS IoT TwinMaker > Workspaces » CookieFactory » Entities » Mixer_22 > MixerComponent

MixerComponent

Component information
Name
MixerComponent

Type
com.example.cookiefactory.mixer

Status

Properties JSON

Test connector Run test

Select the properties from "MixerComponent* and a time range to test for time-series properties.

Timeseries properties (max 10 supported)
) Rpm
(] Temperature

Non-timeseries properties (max 10 supported)
[] Telemetryassetid
(] Telemetryassettype

Status

e

£ AWS loT TwinMaker #2Hl &7 , BEAHFMEER , ARETAET , E¥EFES4PHMERMES
EE, EEEW DA BE A ELREEREFSIBEMERN non-time-series B, BHRAREFSIEMYE ,
B LAERA GetPropertyValueHistoryAPI ] non-time-series B A GetPropertyValueAPl, 40
REW Lambda EER I EZERARES , BUEES B,

Properties JSON

Test connector Run test

Select the properties from "MixerComponent” and a time range to test for time-series properties.

Timeseries properties (max 10 supported)
[J Rpm
¥ Temperature

2022-04-01T00:00:00-07:00 — 2022-04-30T723:59:59-07:00
Non-timeseries properties (max 10 supported)

[] Telemetryassetid
[ Telemetryassettype

Status

Time-series result

3 AWS loT TwinMaker &R



https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html
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TSR

BB IE T LAERE AWS loT TwinMaker Grafana &R AR B2, B LUBIBEEFI GitHub 5
B Y E At E B EEEAWS loT TwinMaker €65l , AEBECPEREFTESENERZEN,

AWS loT TwinMaker®#&z T & 7~ 5l 85 E 7 5B #e5

Cookie T Lambda B EHY TEEXE AT E LEYE GitHub, HARBMATNEEEFELELHE
Ry #BHEE , ERMAENEREEHE ZES 2 L£ME Lambda E#SE AWS loT TwinMaker, &
AJLAfE Lambda 12 & S A A1 Lambda BEE AWS CDK, MEAEIAIE Lambda BREHI A
7 , B2EAE Lambda BEF &85 AWS CDK EAER.

Bt TRAE R RHI

HAGEES  BAERBEAGHAZENAEEE. HR cookie TRRE , HEBENYERAFHEM
ERAE , RtRMAUEEAREPERABERER. Sl , BERBEETHEPER.

{
"componentTypeld": "com.example.cookiefactory.mixer"
"propertyDefinitions": {
"RPM": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true
},
"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true
}
}
}

f5lan , B TTHATEETE Timestream EREFEFHEE. SQL EREFNHERERLE , ABRRHKDP
WEREN, BEUYZETHAYKHEEEEERE K XTEANERRRELZER A WIEAEET
HEF, EHRERD  SEATHHEE—EtelemetryId i &R E B EER RS TH M — 35|
#, EEtelemetryIdBMEMENE : ZARTHAREREEZRIEATERYE , NEETHEERHF
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/grafana-integration.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/modules/s3
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/modules/s3
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
https://docs.aws.amazon.com/lambda/latest/dg/testing-functions.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html
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WE K MEBNREEERFE AP BEFEStelemetryIdBME , IAFHKEME ID, Y EHSE
RrETREER,

MRETHERFIEAENE ID , EEETimeStreamREH R TH. TelemetryId

{
"componentTypeld": "com.example.cookiefactory.mixer"
"propertyDefinitions": {
"telemetryId": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"isRequiredInEntity": true,
"isExternalId": true,
"isStoredExternally": false
},
"RPM": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true
b
"Temperature": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true
}
}
}

B  RAEEN THEEREWaterTank , N TEH JSON EHIFTR,

"componentTypeId": "com.example.cookiefactory.watertank",
"propertyDefinitions": {
"flowRatel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true
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},

"flowrate2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

.

"tankVolumel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

},

"tankVolume2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

.

"telemetryId": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"isRequiredInEntity": true,
"isExternalId": true,
"isStoredExternally": false

MEECHENTelemetryTypeREHEREEPNEME , AREAEREGDNEZABM, MFELHH ,
ASBAWS loT TwinMaker £ GitHub FHEFEERN THEE, B—EAERRTLART BT

A HitTelemetryTypeBEE , BRI LENERABMY (TelemetryIdMl) TelemetryType £
RKoEE | UHHGFEREHA,

#if5] Lambda

Lambda BiEREEEMERRR , URBRAAEEESHRER  UKEEBESETERRE, EEE
Lambda BV EHIE R E 8 RTE T %) JSON &4+,
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'workspaceld':
'selectedProperties’:
'startDateTime':
'startTime': '2022-04-01T07
'endDateTime': 1650610799,
'endTime':
'properties': {
'telemetryId': {
'definition’': {

'dataType': { 'type':

'isTimeSeries':

'CookieFactory',
['Temperature'],
1648796400,
:00:00.000Z",

'2022-04-22T06:59:59.000Z",

'STRING' 3,
False,

'isRequiredInEntity': True,

'isExternalId': True,

'isStoredExternally': False,

'isImported': False,

'isFinal': False,

'isInherited': True,
I
'value': {

'stringValue': 'Mixer_22_680b5b8e-lafe-4a77-87ab-834fbe5badle’
}

}
'Temperature': {
'definition': {
'dataType':
'isTimeSeries':

{ '"type':

'DOUBLE" 3},
True,

'isRequiredInEntity': False,

'isExternalld':

False,

'isStoredExternally': True,
'isImported': False,

'isFinal': False,
'isInherited': False
}
}
'RPM': {
'definition': {
'dataType': { 'type': 'DOUBLE' },
'isTimeSeries': True,
'isRequiredInEntity': False,
'isExternalld': False,

'isStoredExternally': True,
'isImported': False,
'isFinal':False,

'isInherited':

False

AWS loT TwinMaker ##5 T &g #EE5
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}
I
'entityId': 'Mixer_22_d133c9d0-472c-48bb-8f14-54f3890bcofe’,
'componentName': 'MixerComponent',

'maxResults': 100,
'orderByTime': 'ASCENDING'

Lambda R EEREHIFECERNWELRAEER ., AWS loT TwinMaker 12t tiF-BHEHMR | &
ZATH IDEEEERILNE, i, EERE4BRERENR (BREARMIRER) YERIT/ERE
FRIE THNE RRE  AIBMHEHMREETHEREMEER,

HREBENER , MaTEMNFER , RAFLEERENKBE OAHKENBEFET -RIBERR
LUR R EIRFET. EHEITURBNAUTAR

SELECT measure_name, time, measure_value::double
FROM {database_name}.{table_name}
WHERE time < from_iso8601_timestamp('{request.start_timel}"')
AND time >= from_iso8601_timestamp('{request.end_timel}"')
AND TelemetryId = '{telemetry_id}'
AND measure_name = '{selected_property}'
ORDER BY time {request.orderByTime}

AWS loT TwinMaker ##5 T &g #EE5 108



AWS loT TwinMaker EREER

2 MimE AWS loT TwinMaker 5=

BRERUDEN=#EARL, EMARGRERULIINETESN, THRNMEER, BEFIER.
EERKH, ERNREBRAFEEENER  RENBUSLEEERREEEH ANERARMIRE—
o

REGHET 5 EE

- BUE—EBEZH

- &R LEEZE AWS loT TwinMaker &R E
- BUSHNISES

- BEEREHMEETER

- BRIEBIREE

- REENES

- 3D WHEIE AR

4518 =
REig=

BUE— R A

BEGE ERRRRENENSE, EEEREH D ER, ERSMEBEERER. ERHA/NE
M, SEHPHNTER  FINRENEKERE K HIEESHMEE AWS loT TwinMaker , EAAERE
FREATIRADEE, BARE , IRESSINERER,

ERBEREAN 2B REILEIR AWS loT TwinMaker

O LAEA AWS loT TwinMaker EBE {9 BRI EE), ATESRENSSER K RAEZEKENL
R, EEEEBRERMER,

IEHY 3D HAETREHMAELEARE, MR LMNES TR EMKEE, fl , T CAD &
REESEMNMET, RMEHEE AWS loT TwinMaker FR2HEAZ BB 2ol BiEE LRI ERE
WHERETCMNZETE. WREER BUFM 3D HE AWS loT TwinMaker , BIFEE T MEIER |

WHMBEERMAME, RTITEERARIRBCRENER R BERFAET.

HEBRMERSBOERA)D , FEAFBRBRAESBHETIE | 4/ DRACO 3D EFIBRHE.
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RRECHFEE SR ENE, MRENETIFTERMERE , FEREE PEG KA MIE
PNG #3X. S SAERARRRBITICERE T EBREIEESR , 140 Basis Universal £32 B,

P EEN RIEE IS AWS loT TwinMaker
ZEFH BEREMEE AWS loT TwinMaker , 3 EEZ T HIR &I FREER.

« AWS loT TwinMaker 5 SERMBEEBUAREE, MeERFTEMNEKEREAEME,
- RMEZEE PEYHNEZBEETEIRR 100 B AWS loT TwinMaker,
- RMRZEESSEL 200 EYH. BNSSTHNYHEERIB 200 TJUBRESSFEERRE,

- BMEBSRPHAEE— 3D EEMNBAANTEIE 100 MB, &R, RIBENBIERMNER , Bae
BB KBRS AERENER.

- RBHEE  SREARRERA, EULUESSPHEEANXER  BREVHRAER  ENHL
BrHEY, RMAZBRBESIREA—EAXR. AFECALEY  TH#AESRTEREEHANE
Ho

E—5 T #

ERELERKE - TR ARIE SR MENRELEAM.

o W{A#% OBJ R EHFBRMES GLTF LUEE A AWS loT TwinMaker
o $H¥ Web RA&E/L 3D EHE
« RIEFENMBSLUEBEEN WebGL HAE

HEREEZE AWS loT TwinMaker EJRE

B L ER ERERAERZFHNEEERNBEH NV BEAERXSESPNEMER. EE AWS loT
TwinMaker 7 &R , 588 Resource Library T A BEH - EER,

FEAFEEEERLLEBEEZERE
FEMBTHSER | 8 AWS loT TwinMaker T2 S ERHIEETERE,

1. BEEASERENTHEET , ENERE.
2. BREHEER , AREZBELELENESR.

AR RIEE T AWS loT TwinMaker 110


https://www.khronos.org/blog/google-and-binomial-contribute-basis-universal-texture-format-to-khronos-gltf-3d-transmission-open-standard
https://aws.amazon.com/blogs/iot/how-to-convert-and-compress-obj-models-to-glb-gltf-for-use-with-aws-iot-twinmaker/
https://medium.com/@michael.andrew/6-things-you-havent-optimised-in-your-webvr-content-272d74d541f0
https://www.soft8soft.com/docs/manual/en/introduction/Optimizing-WebGL-performance.html

AWS loT TwinMaker EREER

Resource Library i«

S—

‘ Q. Find resources 1 @
File icon Name Created v

CookieFactoryWaterTank.glb April 28, 2023 at 14:27:45 (...
CookieFactoryMixer.glb April 28, 2023 at 14:27:44 (...

CookieFactoryLine.glb April 28, 2023 at 14:27:44 (...

CookieFactoryEnvironment.... April 28, 2023 at 14:27:43 (...

= RVBLN: OR B

HEAHF , BERESR , WEREBUS S, SUUEALEZTEFREN 3D #E | RARHENTE
YHBUHERBEEYH  AERENEUD S, SRYUG TS SREZEYRZERE , MUREERN
I B 18 Bl B fie o

® Note
BAUBRZH , BB RRUTEE,

FERATIRERE FEIH S AWS loT TwinMaker,

1. EERARERER K BEIEENEAEEYF | BEESS,
2. FRIEIE Create scene (BIIER), #MHIZRE N BB,

3. ESREVEST  BANSRNABNER, NREAFEERYBEHAEENE , LT LLUERUS
=EH, ERERDES S,

4. ERERHFERVSRE K BEEERIUSR. TNSRSRRBEERFHEER,
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£ AWS loT TwinMaker 35 =H{FfH 3D BEE

AWS loT TwinMaker 528 — B BZHE , TARERRHEBHRM 3D =M, FREERER
8 3D ZEMYHES , FEATI/ NI EMYEREE,

+ Inspector : £ Inspector RERBRFMNFRERBEFFIZERS THNBHEMRE.

- BRER SRENR D [ , BKAUMUEEFEMNEMLBEREANEM 3D ERo

- BRERE  ZUUERALERREESSPHMEER. CSHRERENEA.,

o ¥ Gizmo : AL Gizmo EEREABRBYH., cEHRESSERPIME 3D YWHHF O,

« IWEEH Gizmo | FRARBEESH Gzmo RERRSRREBIHNBSE , WEARESR
E, SLUESSREANE TAKE Gizmo.

« MERIEGHIR  FEESRENLEE  FHEABEARE-TIRBRLEERINSGE, FEEE
B-—TRELRYERUGEE, ®EMK , FERELERARS , IEEFE L EECHEMNH
g FHE 96,

1£ AWS loT TwinMaker 52/ H 3D BE 112
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Edit{cameralGizmo]

[EEER LS RRASRERANEEIETFSE TR

- BR  EREESFETHLRBE,

- B EMBEREPHEREE,

o DNEE (+) : FEALKRAREFMTHIE A : FIBZ AR, #1830 EH, FEEEM, FIEARNE
BRREERR,

- BFEENE  FEHUSSBEEHEEIEE Orbit M Pan.

« Trashcan ( fiBR ) : fEF LLiRER M BR B = P EEEA W4,

- HRETIER  £RAERARTER, EENERERND4G.

K E R IE :I:EE_

BRI S E R AR 1RE D] AWS loT TwinMaker S5 =B, ELIESMIEM dBRENEE
BA K MELREERRMESESTNEYERIEZENE,

1. 7£ AWS IoT TwinMaker £ AP EBEZENHE =,

BB ERS 113


https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker

ERAEER

2. ESE=MEEDRERT  ENEEREIHNER.

3. BT + &, AR THNNXFEERTFENR B IREANEEIH, SEFENRANEIRE

=HE,
4. TERRRTD  BULRERBSHIFE T IIRE

- BEMER
- BEMNBNES
- FEEERE
. MEEBHR
- ERERYIFE
5. EHEMEARAEFEIMEKE, ENEERETHMEESHNER, SRERTIHNEZHERE,
6. REEZNERNEEKE SEEFEGASREENERSBNRERA,
G =g raiREE
AWS loT TwinMaker 52 EE5—#HTE A AREENFEENRESSEPEENER,
THEBERAWMAIE AWS loT TwinMaker 35 5 5 F i B iR T AL
SEYVHNEBEERE
. FRERRIE
- EEEREDIRESE
=T EERE
AWS loT TwinMaker Al B RBRKREL BT B S, IEBARETENELEZEMITFIE
BEPYHEEZER,. BERARNERNNE,
1. £ AWS loT TwinMaker X5 EBE T RIS,
2. BT + #%kit , RAER TN BEHRRIMES—@EiZE, EURER, ¥R, EEIEMRE +

BENAR,

ERAESSN 3d ZHEPBEREER , BREEHE AEREIER.
3. EHEBRELNSERPEERETE,

HrR A RE
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AWS loT TwinMaker EREER
TEENEE

AWS loT TwinMaker A ZBEEH S HIRIN 3d ERN FER WS ZEBMHERZTCH , HIIEER.
BRRA,

3d REERRANTEFHER  THEENTESEEABRKERIN FER, fim , ERTUEB
BRI, MR, EERNFESFRENER DS SHRLABRE 3d RENFRE,

BRPXEN 3D EXRHERX : GLB M GLTF,

1. 1& AWS loT TwinMaker X5 EBZHRNIES,
2. MRENBEFREER  FHEMLR + TheRPIEE BIERTIPER,
3. BEHESSERESIHMNER —BiEH , KEEZISEEETHEREMFER,

(® Note
MRERBEIIHNEMFEREE | ATREERRESTEMFEE,

4. BHEYBRTEHENTRYE  FEREEF FEEZBAANREE TR,

5, FERBTEEEY  JINHZBINE K SSREFRSHEEMFEESHAM. EARASRINEE
EHMRBETEAEY,
6. EEMER. X, RASHABMFEEARE K FR + , ARERBEPENFEE,

EEEREPREER

AWS loT TwinMaker HSE TR A BEZFERBERXRTERNEM., THEFERETUEERKED
RERUERIATHEE,

1. 1& AWS loT TwinMaker X5 hEBZHRNIES,

2. FRUGERE A ARENELERECEENTITE,

3. EBHITER BT + %l , AR TN BEPRINEH—@iRE :

- MEZERER

- ¥i€ 3D EH

.« FTIEAR

- EBRTRRAIEERIN

FHEREE 115
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AWS 10T TwinMaker EREEE
- EER
- FEEREGR
- EBEER

4. RTUNBEFENEF-—ERER K RAESRKENEEBEMAIESR , MATR 2 PAEREN
FHE,

5. ZBHULEBENFARIERBETHEIEEMHNRXR , REFHFFFTRENRRATE,

KEEMIEEER
AWS loT TwinMaker R iR E s A ZLHBSSERERNEIMTE, FB 2 Markdown £ E,

ZZD ’T:l_: Markdown ':FEAE,J n¥%mﬁnﬂ nﬁ £ Eﬂ Markdown En /i Ez'xnn /f_tEIJ EEI#F

® Note
AWS loT TwinMaker f£BR S8 F52KE Markdown 553 , 3 HTML,

MEEEREEER

1. 7 AWS IoT TwinMaker FEZE AP EBEEZRNE =R,
2. REREETENCEZBNTE, MRKENEEFNTE , BALUSEEMEERAE &
3. BT + Bl , RREFMBEEEE,
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https://www.markdownguide.org/basic-syntax/
https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker EREER

Hierarchy Rules Settings EmMTotEy ¥ Inspector

¥ Properties

No node selected.
Add empty node
Annotation

Add 3D model
D« Cameral
Add light

O« Camera2
Add camera from current view

H ot = Add tag
@ MIXER Add annotation
@ MIXER Add model shader

Add motion indicator

@® Tag

Scene Statistics
Vertices : 107,892

Triangles : 162,180

4. EEANRERRED  ATHEBHEEEER. £A Markdown 7% , BELHFEFBETRNX
Fo

E1E Markdown B AWGEMEN , 552 B Markdown 3B3E. EARFEE EWE H X,

Hierarchy Rules Settings (Ut L Inspector

Q Findreso +

v Properties

®  Annotation Name

Annotation
o« Cameral

¥ Transform
£« Camera2

Position

*  Light X | 1.560

@ MIXER S Rotation
X

EHS® MIXER

@® Tag X

® T

v
3 ¥ Annotation

/ - / Markdown Content
@® Tag S 7 .

Scene Statistics
Vertices : 107,892

Triangles : 162,180



https://www.markdownguide.org/basic-syntax/

AWS loT TwinMaker EREER

5. HEM AWS loT TwinMaker SRERBEEHR  FREMEENERE  ¥EER D, REREN
LERPETRENNERN THEBNEEEE, SUERBRES B E A% Markdown £
B, YEEBTETIER.
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Inspector

_|_

|

¥ Properties

Name

Annotation

¥ Transform

Position

X | 1.569

Rotation

X

¥ Annotation

Markdown Content

Add data binding

ERAEER




AWS loT TwinMaker EREER

Inspector

_|_

A

¥ Properties

Name

Annotation

¥ Transform

Position

X | 1.569

Rotation

X

¥ Annotation

Markdown Content




AWS loT TwinMaker EREER

6. BEABARKKREBRNEE

WMABREZRE , FEIB B AWS loT TwinMaker@8 5% , TP EREEREFRINETEL
{8 : ${variable-name}

Flan , KN EEEREE NEBnixer0alarmP &R WES{mixer0alarm},

Camera View v
Inspector

4L
¥ Properties
Name
Annotation
¥ Transform

Position

X | 1.569

Rotation

X

X

\é« > V¥ Annotation

Markdown Content

/ '\*\(<“r4

- \ ~ME< D ! ### Annotation
/ 1 C alarm status: ${mixerOalarm}
. Annotation

EN
. —_—
alarm status: ${mixerOalarm} \‘J

v
Binding Name

mixerOalarm
Entity Id

Q_ Mixer_0_cd81d9fd-3f74-437a-802b-9747ff240. X
Component Name

AlarmComponent

Property Name

alarm_status

AFKENFT I ERR

BT LA A AWS loT TwinMaker 5522352 KE, HSZ/KMEZHRAEREE K TARZKNESZSER
MEEEBANERER ., FKEEE Markdown RS MEE,

ZZI]%T:T: Markdown EFEAE’QE¥:%H§ nH 2 Bﬁ Markdown aa /f Ez'snn /fJ:E’J EHI#F

%II

R K D E A, o


https://www.markdownguide.org/basic-syntax/

AWS IoT TwinMaker

ERAEER

® Note

RIFER , AEERRREARNGRER  TRESRTRETTKN. SANESREET

thi | DAME — IR R R K,

1. 1 AWS loT TwinMaker F AP EBEZHLNIES,

2. AWS loT TwinMaker 32K NEZE G SAHEAE |, B ULEHRRENEBRRIIEER,

BT + &, REBREFERRER,

Hierarchy Rules Settings

1)

Add empty node
Annotation

Add 3D model

o« Cameral
Add light

o« Camera2
Add camera from current viey

¥ Light

E® MXER Add annotation

® E® MXER Add model shader

‘Add motion indicator
" : ‘lf'.ﬁ
N

\«‘ 7

s“ ““ - 77\\«“

3. HEAMAMRETEMART ,EE + (105 ) &,

RBIZEHTEZ KD,

v Properties

Name

MIXER

¥ Transform

Position

X | 3184

Rotation
X  23.085 Y | 0.000 Z -12.823
Scale

X | 1.000

Constraints

Snap to floor

¥ Model Reference

Model Type

Model Path

Shadow Settings
Cast Shadow
Receive Shadow

Unit of Measure

HEF K ENHT I8 EARAR

122
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Inspector

+

A

Add overlay

Add entity binding

IH:

Default Icon

Entity Id
Q

Component Name

Property Name

Rule Id

Link Target




AWS loT TwinMaker

4. £ Markdown FBEH , BRELHEZKHNBERHNXF,

ZZI]%‘.%T:E Markdown ¢'EAE’9§¥:§H§:R ) nﬁ £ Bﬁ Markdown % |:u:|/ gmnn /f_tE,J EHI#F
5. BEi#& AWS loT TwinMaker 352 ERBEZFKED |, FHERGTEEREREE,

Inspector

+

A

P Properties

» Transform

P Tag

¥ Overlay

Markdown Content sl efC T e

Remove overlay

MEREEBANER D, ARENECERTETERANERNI THEBANBHERRE,

1K ENRTIE BRH

ERAEER



https://www.markdownguide.org/basic-syntax/

AWS loT TwinMaker EREER

6. ZBAILUEIB B AWS loT TwinMaker@#FE% , EF KNP ETERFEAFIERNNRHESE
B : ${variable-name},

Flgn | EAKNEEEEEE W FKEImixerfalarmPER WES{mixer0alarm},
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Inspector

+

|

P Properties
» Transform
» Tag

¥ Overlay

Markdown Content

### Overlay
alarm status: ${mixerOalarm}

Binding Name

mixerQalarm

Entity Id

Q, Mixer_0_cd81d9fd-3f74-437a-802b-9747ff240 X

Component Name

AlarmComponent

Property Name



AWS loT TwinMaker EREER

7. EERAZKONUEY  FHBRELANRERSIER  YHEFFKEDNVIBRECER , UE—XHE
RFTEFKE,

® Note
BIRFER , AEEEREEMBBRNERE , T8 85 S PRRTKE,

T KA, =



AWS loT TwinMaker EREER

Hierarchy Rules

¥ Current View Setting

Toggle visibility

Motion indicator

Tags

Overlay

Annotation

¥ Scene Settings

Environment Preset

¥ Tag Settings

Scale

5.000 B Fixed scaling

Overlay
Visibility settings
® Alwayson

¥ Data Binding Template

sel_entity




AWS loT TwinMaker EREER
/R =N=1
REBENS =

BUSRZE  BUNKER, tHARERENIEHEEER. CAEETAN NI ERETHN
DENEE | WRHFSEERRMNIIEE,

AR 7 1 T A

FERREMEEER  FEATIERF.

(® Note

EELIBESPHEER  SBAUALKER AWS loT TwinMaker HEEERE, MEFME
F, F2EBEERLEE AWS loT TwinMaker BiRE.

1. ESRESEREEL , REMR (+) , RRREFHE 3D KA,

2. ERBREFGEFRIAED , iBIE CookieFactorMixer.glb R | REBRIBHIE, B RIFEZE5MEA
B RK

B R (+)  REBREFEALIR
4. BRESEXRER , LEFEMUMLES R,

¥ | 0.000 Z | 0.000

X | 0.000 ¥ | 0.000 Z | 0.000

Scale

X | 1.000 Y | 1.000 Z | 1.000

v Light

Light Type

Directional

mEBLHNER 129
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® Note
SREERARNRERA, FEREERREL  FERRESEPRENHA LRI
B,

HEREZGEREEN U NIEFEESS

BHEGCR/NTENMUELAEENHRGTEEYHNER, il ZulEVEe/ ) NTE  BBESSH
HBREEREBEIZ S D Cookie EZFESMEE,

ER TR FE R E G/ TEMEEENH 4.

1. ELEFBNITENEETERGH. BT + R RRRFRHEZER,

2. FENEHFNRBAKAELE  FERABTIIETREIL ColorRule , AERERA ID YIHH
Inspector E1xHi## ColorRule,

3. ENZEBREBAZEEM entitylD, ComponentName H PropertyName.
AENEERURELAR

A AERRBRUARFRIEEEREE R , NABERE U NITENRBNE , HINERIE
RECR, BHEGEMHRE K EEETHUEYACHRR, THEHBERRBLRAL

ENTER 130
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ERAEER

— Expression

temperature == 40

Target

lcon

Remove statement

Expression

temperature >= 20

Target

lcon Warning

Remove statement

Expression

temperature < 20

Target

lcon Info

Remove statement

Add new statement

Remove Rule

P sampleTimeSeriesColorRule

Rule Id

WENIE
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FTEERHHREEREIDA "TRE, AN ERERBUHERNRA, flm, MR NEE, KRIF
R 40, RESKEBNABBEAMICERE, 7% Grafana BRRTEER , BESEAREAEAM
B & B4 R BV 5+ 40 B A AR

THREFRAMMABEECERE Ul BHERERRFAE,
1. EXBENRAURSIERT , EXFRUT@AELRE , Sl ColorRule , REBZBFFEHRAEE,

Hierarchy Settings

» rule_1

> rule_2

MNew Rule Map:

ColorRule

Add New Rule Group

2. AENEARFERTAL, fl, ELUREBEREYE RE) B —# , EPHRENEDR
20, RAIKEXBEATIEE : DR <. KR >, PMRIEER <=, KRHBER >=, URER
==, (WMEFHMENR , 528 Apache Commons JEXL F&%, )

3. KEENXEHEE, EEEHREAR , §lW0 #fcbad3 , BEATAAENE, (MEHEMENGME
ﬁﬁﬂ e Eﬁ'I’/\JEf_Lo)

RIENERBIER

BERNEISREEX, y, zERNENEE. EREAERBUESESRT I ERITBRE R, LA
ERARBRRRESRTHENITARRABNR , fINER,

MIBER 132


https://commons.apache.org/proper/commons-jexl/reference/syntax.html
https://en.wikipedia.org/wiki/Hexadecimal
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® Note
EERYETHERE , CTUSRELRNERTEE,

EATIHEFEERTEEER

1. ERREETNYH  BE + 2 RAREENEER,

2. REBGE. A% FEEAGBLRR  FERKREBLEE D,

3. TETHXFEEH , #IZ EntitylD., ComponentName 1 PropertyName,
4. BHEEAENREMA , FEEFEI DataFramelabel,

3D W HERFEE
EEEHEA 3D BEE

WMREE FEA 3D FERFBEINREBERS , AWS loT TwinMaker SEEBEEHEY 3D BHEKFEEFEXN
RETE E'JE.:%"‘H%E”“E?“% 3D EfE, AEFHHA D BREXAMNARANE=TE, BEHRH , 2
RTE 3D BRERTBESENERARES , XinBERMAER,

EHRVERERREM

MREHEFESTHRSE , AWS loT TwinMaker 35249 3D RE AJse G EBUREERE |, Sl AKH
RS B IESE

« K& HERKX/PAR 100MB,

- BE  HBERETETEREEER.

- BN BREMAREEE=-AR T ERERER.

3D BEEN

3D Tiles A BB RERLMMNE 3D EEMBEMNB ARG R, ©HEIRFHE A AWS loT TwinMaker 3%
SHH 3D EH | WIREBHEKEBREPITRNAREAERWESR | LIKE( 3D B,

3D Tiles #& X2 M Cesium B, Cesium EEZERYE , WA 3D EHEHRAETEA Cesium lon B 3D
B, E2EREY 3D BEENREMRRAIR , BMESEHE T ERSNERERER, BLifE
Cesium WEEEE L5l Cesium , WARIBREBERZEZEBEWITEGTEL

m&{E{L 3D A 133


https://www.ogc.org/standard/3dtiles/
https://cesium.com/
https://cesium.com/platform/cesium-ion/
https://cesium.com/learn/3d-tiling/tiler-data-formats/#supported-data-formats
https://cesium.com/platform/cesium-ion/pricing/

AWS loT TwinMaker

ERAEER

EEX(EAFIEE AWS loT TwinMaker 355/ 3D SWHER | 55E1E Cesium lon FRECEEMIE R :

. HSHERIFE A Cesium lon

#% Cesium 3D Bl LEZE AWS

ERERA D BEE B rEEREER AR M LEREN AWS loT TwinMaker T/EE
Amazon S3 fEFZETHE :

1.
2.
3.

EVUFATH 3D Tiles HE 17,

BHTFHRBEEER K,
HE 2 1E 3D Tiles BRIk LEZFEL AWS loT TwinMaker T4EEFEEIHEAY Amazon S3 fE1FETEE,
(52 R (Amazon S3 ERAEER) B LEYH. )
MEEH 3D BEERS K LE | B2 AWS loT TwinMaker ERENEFERNERE 1
Amazon S3 BRI R ETiles3D,

® Note

AWS loT TwinMaker ERER X EE# & 3D EEER,

£ P{EA 3D B AWS loT TwinMaker

AWS loT TwinMaker &li& L EE| T/E[E S3 RAFATREAVE 3D EIFEER, &

B AATER— Amazon S3 B#H EBFATAK tileset. jsonFMFTBEHEMAKER

(.gltf. .b3dm. .i3dm. .cmpt, .pnts)c Amazon S3 BH#EREESHEE EREXEH , R A
Tiles3D,

B2 3D BEEEFEEER  BERRTIISEET

1.
2.
3.

EESRSEEE L, BENR (+), RAREEFRE 3D KA,
EREREMEERRED , REHEA 1Y 3D LHERKETiles3D , REBEFHE,
B—T&8% A BEIENEESRT,

ESERTER 3D BE

134


https://cesium.com/learn/3d-tiling/tiler-data-formats/
https://cesium.com/learn/ion/cesium-ion-archives-and-exports/#create-and-download-an-asset-archive
https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html

AWS loT TwinMaker EREER

3D EEER

3D BB A A X ELAATEFRER  ERTRBERNEREETEAN FEEERE., &0
4§ Widget ¥ % 3D Tiles 88 | BEEEMHY THEMMAN A  BRZEE, S8 3D BiR
BT EABRNERERE,

BROHHMASRERATHAREEMLA 3D BRER., NREFLEE-SHINEEFRE , AlE
REHERAERN gITF/gb BE , WERKIMIPEIS R, ETLEIR Blender FRBMERAY 3D TAXK
SERko

B ER RS

- BE 1GBNIKRER  HPISFHFHANKEEENTR, EFNEE. EMHBRHNBEHER BB
B, ERENEESERNILE,

- BANEREPREEARNEERE , XLFEA Blender [EHFIEFH gITF,

- BALERBEERNEELENIHERAS 3D EEEE , YAEH EEE S3,

- AL 3D WHHE R gITF iR BT ERKAAREFHY AWS loT TwinMaker 35 (0, 0, 0)

- BALKERZEETHTEE QTF NERENEEFEE , REBHRAFEAKERLE,

BREm =R

AWS loT TwinMaker 5 2EZ B ESHHNREEREER THH , BRAZREXRNEKRIIEE, £H
AWS loT TwinMaker FEAEBVBEES  UERZRHNEE, BEENEEZE D 55,

FEINEE :

- B 3D SREHUH. RENERBEHERBABERES "BDE., BF,
« MRIGH Grafana HETEARXNPEAMRSSREAR , BALUE 30 WERANGERNERN.

HEHEBEER

BRESRAFTMRE S3 PSR JSON EREK , A2 EMASREMNRENFEET. SRNME
T E ML EH JSON XAHETT , WRHAFE S3., WREFEAXEEHE  FESREM—IRER,

BRESESEHER JSON BERER , ZIEREFESNLERTE , MATEHMS SN HEREA
DERTHNERATRELNRERY, REEENBEHEEFETIEHRES, WENAHRE
B EIMEA TR AWS loT TwinMaker EEESR |, EF2H ).
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https://www.blender.org/
https://aws.amazon.com/iot-twinmaker/pricing/

AWS loT TwinMaker EREER

BAMKBRT ISR  BERNBRERERA/PEER

£ AWS loT TwinMaker =2 &P EBEEERWIF R,
EEAERL , Z-TREZRIERK.
REEREBHERIZRER.
R—TERSRIRE , ARE—THER.

/A Warning
REPCERAPEERREELERN.

= rarchy Rules Settings - B _ - — - 5 In r

¥ Current View Settings - - ~ ¥ Properties

Toggle visibility - No node selected.

Motion indicator
Tag
Overlay

Annotation

P Scene Settings

P Tag Settings

» Data Binding Template
» 3rd Party Resources

¥ Convert scene

Convert to entities
Converting your scene to entities enables auto updating,
filtering and querying your scene.
Scene Statistics

Refresh cycle

Auto update (every 30s)

SRETAEENER
ATEMSRETHEETH  KETH 1P THER

+ com.amazon.iottwinmaker.3d.component.camera —EFHES /N TEREN THER,

- com.amazon.iottwinmaker.3d.component.dataoverlay —BTHEE K ARFHEEBRSER/)NITE
MY ZKEDRRE o

- com.amazon.iottwinmaker.3d.component.light —ET#ER | EHEE/ DN T ENERTE,

SETHERANERE 136
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AWS loT TwinMaker EREER

- com.amazon.iottwinmaker.3d.component.modelref — B4 EE , AREHSSHFTA 3D EHMH
REM S3 B,

« com.amazon.iottwinmaker.3d.component.modelshader £ 3D ## F FHER ZEEREN THE
B,

« com.amazon.iottwinmaker.3d.component.motionindicator I EIEFEZE/ N T EREN THER,

- com.amazon.iottwinmaker.3d.component.submodelref — BT8R | ARFENR 3D EE FERH
FXEo
« com.amazon.iottwinmaker.3d.component.tag FHIZ% ) T EREMN THER,

« com.amazon.iottwinmaker.3d.node — B x4 EE K AJEHSSEHHNERRE , flanH 3D EHiE,
BB —R B,

BAEIE 2L
BESSEREREELA NEEEE T$SCENES, SESSHHEERNT S ST UHEKENFE
BEEEAR,. BTHESESESEYEAE — B com.amazon.iottwinmaker.3d.node 7T , AR EI B ER
W BDER, NTEE),

/A Warning
ETFEMBREMSRER , FRAEBESUSERPERE, MESZEER,ITLMERES |

AEASERRBRERRNENMRSRER | WEASREEGETRNMERER.
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£ AWS loT TwinMaker Ul #4212 B EE Web ERRERF

AWS loT TwinMaker & AWS loT IERREFRZE A SRMEEAE Ul 84, EHEL UI B4 K BRAER
ALBEBERMN Web ERRERF , YARBFERAAKA AWS loT TwinMaker IhEE,

AWS loT TwinMaker Ul st 2 Ap AWS loT plication Kit B9 —&B4% , & 2 — BB KRB IS A B iRz
XE, 7JF loT EREXBEZASHEH loT EARMER

AWS loT TwinMaker Ul #8535 -
« AWS loT TwinMaker & :
—EERLEERE Y |, TESHEEER I EE AWS loT TwinMaker ISz ERE T,

WEHMEE , FHSRBAWS loT TwinMaker 3R 34,
- BEWEET

BEMN 3D BERMEMH | BERBereact-three/fiberWEF &4 W (FREHETEITRRE,

WEFMES , F2RESWREE .
 RIAEARER

—ERAEBHREE T |, AIELIEIB AWS loT TwinMaker Kinesis #8728 R R Ao
MBFHMEF , F2RE L BEHRER XS,

ETHEBER AWS loT ERTEGNESZER , FABAWS loT EAEF T ES Github B

ERNAERERRER TEIMEFT Web FEATRE AWS loT FHIEREA , FHRBIE AW loT EAERF Kit
MEHH,
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Y1#2 AWS loT TwinMaker EEE

AWS loT TwinMaker BRI E=EEEBEDR : EX, EERSEHRES. EETEEXNREATAREEBIER
X

B BERRUEAEAERNEEENYRARBIANEERN , E8FSET —EREBHMARE
W RUEHEARENTERRNRZLUREARENITERRNR K SRELHHETRO=AER
BHREUEAEAEENITEESN., MRERKERYRIEE ASFETHEN, MEFHAENR
MERAENR , BFSBAWS loT TwinMaker EE

LR FEREA AR EEAWS loT TwinMaker iR EBER

1. BARXAWS loT TwinMaker £ &.,
2. EEQBSEERSD , BW[RE]l. "EE. EERERREK.

3. BEEBREEREAL
4. EW "HE, 5 "HE, EXREENX , WTIEFENERMN R
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AWS loT TwinMaker

ERAEER

Select price mode

Basic O Standard (current price
laskc pricing mode is determine: ITII:IdE]
w the data access calls sent e e | e
during the current hilling cycls R I‘--c'.'u ——
ioes not include Knowlege queries made, and data acces
cal ent during the curme
il
Standard pricing
The Standard pricing moda is determined by the entities sed, queries made, and data acoess calls s

Pricing element

Unified data access calls

Queries

Entities

Pricing unit
per MM
per 10K

per entity/month

5. B [T UEIFTNEEEN,

6. LHRECELEEEEN,

® Note

Tiered burdle

Tiered bundle pricing mode
based on 4 tiers of usage. Each
tier is set by ny
ind a usage threshold hased an

mher of entities,

L dunng the cwrrent 0 .I|I|'_||'.'||l'

Usage threshold
nfa
nfa

nfa

BULREREAEARAERNEEEXRARKEXNEEEX  BRESET — @k
EEHRBEN, AEHAEREENTERNIREUBBERAELENTEENR , &5
ERSHET RN =(EFEABHTREAERAESEENTERN ., WRERERYIERR
B ASFSVAIEN,
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AWS loT TwinMaker &13% B &

AWS loT TwinMaker HIz%k B R 248 AWS loT TwinMaker T EEF S ENFIEEFH , WLIRE L
BEAER, BUUEEE, M cHERETER , LEERELER , BTRER AWS loT
TwinMaker 2 BB &,

THEERB\UAEAMBES BB R

FE

« AWS loT TwinMaker &3 Bl &% O0B=

o AT AWS loT TwinMaker ZI5&El&REH

- HBERSRE

- WA HE Grafana {Eﬁj AWS loT TwinMaker H3 B &
« AWS loT TwinMaker B & E &R

AWS loT TwinMaker #0:% B R &% O 85
AEFEFEHREMNZBERIEMEER ZFFAE,
HEBEXRAEER :

MEEREEVERBRHETHEREA CreateEntity 8, UpdateEntity APIs 2 IR %, BIHRRR

EEETH LEENEHRERER RELATIONSHIP B, AWS loT TwinMaker &I E R

n} ExecuteQuery API , RIFERTHNITMERSLERZ BANBRETER. NBEREASEEN

PartiQL EH#ES n‘F% AWS fRIEfER ) , XEEESEMENBERLEELXE  THEREE

#H, EITHWUE  BUUBERRAAERR , IBHRBLADERGRFZENER .

A E R BRI

- EREK TEEANERNZEES.

- BH ITEEPHNESEERSENAERERTHETE,

- Edge: ERTHLEENESEERBENENAERERTNEEZ. A , FAEEN
parentEntityld ML ERHVEEB R FRARELENABERBERFTESR NisChildOf, BREBHNEE.
B BE&HE = A [E &,

- B3R : AWS IoT TwinMaker BRRER THNSRBMHER, SR AWS loT TwinMaker
CreateEntity = UpdateEntity API REZMimELIHR. £ H AWS loT TwinMaker , BHRHSAE
ERNTHPIER. BRELIEEARHENER. BRELAR—EEREQNS —EERE.
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateEntity.html
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WA 1T AWS loT TwinMaker Hiz% B R EH

£/ AWS loT TwinMaker I E R 2 Bl , BEEL S TR T 5 REGH -

« EY AWS loT TwinMaker T/E[E, A LATE AWS loT TwinMaker &R E N TR,

o BAZE AWS loT TwinMakerBEB THRFE , URMARLER, NEFHEF , FSERELENE—
HEE,

« F3& AWS loT TwinMakerfy &R ERERS, MEFHMAEA ,

:I:I'*

ZBAWS loT TwinMaker & ¥E#£88,

(® Note

EEMFEH AWS loT TwinMaker HIfgExR , FEEEAEES S BEHEEEN, WFEFHEE
, FZEUH# AWS loT TwinMaker Efﬂ‘%‘to

THREFRAWMAMET, ST, RENREEEH,
R E A iR As
EESHREREAMRER

1. BABX AWS loT TwinMaker E£32 &,

2. FRBGEEHPEATEBRNITER,

3. EERIEEIMNRERT , REEHRER,

4. ERmERMEERY. SRETUETFENER LHATER,
BITEM

WITEHLELEET

1. EEMmRERT , RERESRRCIERURME ERER,
2. ERERZEP  BREEHHIFEERITHNEM.
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EERANESF  FREESEBvav_SPEE WER K AREATIEAS  KE
Bfeedz MMBRARKEBELER,

SELECT ahu, vav, r FROM EntityGraph
MATCH (vav)<-[r:feed]-(ahu)
WHERE vav.entityName LIKE 'vav_5%'

(® Note

%]E&.:\EEI:H/ {EFH Pal'tlQLo quE nn/fﬂ’]ﬁnﬂ
REMER,

ﬂlh

289 AWS loT TwinMaker #1:% Bl

3. EERTEMUITERILNFER.

B gRIBENBEREL,
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vav_15 vaw_7
vav_17 vav 5
feéed féed
feed feed
ahu_% ferd vav_19 ahu_1 fopd wav 9
feed feed
faed . fead
vav_18 vav_23 vav_ G |
vav_24 | .
wav_16 feled waw_B
fead
ahu_4 feed (“yay 33
fiaed )
i feed
vav_20
wvav_21
vav_12
wav_10
wav_0
feed
faed waw_3%
fieed
ahu 2 feed . (Cyay_11 feed
fewd )
fopd ahii_0 feed w1
wav_13 fopd i
fead
wa_14 av_d

LTHBERNEFERRULSR 2 FNEHEEH SER,
4. ERNERUESEFEPETR. BEERUBRBEEPINEIER.
5. HE ,BEFEHARLLISON = CSV RXEHEHER

BRET IBRATHNEBERNERFER, NWEREABERE ENFMEANES
TwinMaker Fl:% Bl 3k &R

”:m'h
W%

Z& AWS loT

ABERBERES

IEATLAGER AWS loT EARNEHTHREE Web EARER , SAZBERESEEHN AWS loT
TwinMaker 5= 7, ETEEZRIBSSFEEN 3D HH (KXRBREIRFEW 3D EH ) EEXEF.
EEEURES SRR D HREFNEARN K FEAK D HREREIEPINER. FEBILME ,
2 AWS loT TwinMaker @8R5 5+ 3D BRHETEEFEBZENER, AR , BTLUET Web FE
AR, FASSZEHN D ERE  WLUBEERNERCMAELGEENER,
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Knowledge Graph

FHHA AWS loT EARKXEHTHE AWS loT TwinMaker S2EFELE BN T4 Web FERERE
ﬁJ , 52 github EBYAWS loT TwinMaker £34 & FEFEFRTEZR o

AWS loT TwinMaker 35 = B 3R & R4

HEUHESSTER AWS loT TwinMaker HFEBIRE Web BAREN 281 , FEZER T 5 FoiR R4

o 33 AWS loT TwinMaker T4E[E., BRILATE AWS loT TwinMaker £ &5 HEIT TEE,
o B AWS loT TwinMakerBR TH R , ARNMAEIER, NHEFHHAER , FSEEILENE —
EEE,
o EIEA 3D A AWS loT TwinMaker 5=,
A

iI
o ZA3® AWS loT TwinMaker AWS loT BWERARXEH T, WMFE AWS loT TwinMaker TR FFMAE
A, F2E EH AWS loT TwinMaker Ul #B4 B2 B E& Web AR,

s BEANBERBABEARNE. FSE AWS loT TwinMaker H& & =0

® Note

ZZH AWS loT TwinMaker R E R FEMIEREINEE , BREERNEES P BEHEE
X, WFE AWS loT TwinMaker EEBHFFMER , 5526 13 AWS loT TwinMaker FEEE
30
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https://github.com/awslabs/iot-app-kit/blob/3DKG_Demo/examples/react-app/src/components/index.tsx
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ESRP R 3D HH

HEUVEBRSABERES SN Web BAEAZH , FSRPHRN 3D ERBEFMABEBN TFE
B L BA D HH, fl, MREESKRPAREESHERWHERE , URBL HWHEHEEMixer_0,
AERERNEREAARBREFNERCAEYENER  UETUARERENERNER.

HITERBEE

1. A AWS loT TwinMaker =12 &,

2. FRVENIEE , WENEFZEREC 3D IFNEGE.

3. ESEFEBEIHRTIZIEE GDER ), ELEMEEE  c2EEEA 0 RERRESER.
4

EflREiRT  SEEERER , AREN + B, ARBEFHERRERER, ESHMT
NABE , B EREFENERGEERFMESNNER.

aws1 Services v Resource Groups

@ Feedback (@ English (US)

Rules Settings

Add entity binding
Add overlay
Cell value

Mixer1

® Mixer 1
¥ Transform

[l cell value B
Position

Cell value X | 0.000 Y| 0.000 Z| 0.000
Cell value Rotation
Cell value - X | 0.000 Y| 0.000 Z| 0.000
[# Cell value ¥ Tag
Default Icon
Info
Entity Id
Q Mixer-1
Component Name

Temperature

Link Target

5. REMBETHUXDRERD , BENERFE 3D EHNER D, st THEBNELEEBRMNT ,
BHUERBREN THMNBIE,
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aws1 Services v Resource Groups ~ *

@ Feedback (@ English (US)

Rules Settings

+ O +

¥ Properties
Name
Name
Cell value Mixer1

Mixer 1
¥ Transform

Bl cell value -
Position
Cell value X| 0.000 Y| 0.000 Z| 0.000
Cell value Rotation
_ X | 0.000 Y| 0.000 Z| 0.000
Cell value
[#] Cell value v Tag
Default Icon

Info

Entity Id

Q Mixer-1

Component Name

Temperature

Property Name
Temperature_F

Rule Id

Link Target

¥ Entity Binding

Entity Id
Q

—BEIMER ID. tHEBANBEREEA , BERTK.
6. HUECERREFNAMERENERERALER.

@ Note

BUNESSER LHTHRNERBERE  ASENERMIEER , REEB/MEEH
EFSEREREZEH.

E 3T Web FEREER

BerEBc®  FEAAWS oT EAEXEAEAEREERABER N TEN Web BRAERX , &
ERESRIRREROUNER ZHHER,

FEATHERBRILBECHERER !
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« AWS loT TwinMaker 35| FEFERER github Readme 34,

« github L&) AWS loT TwinMaker &l /x FEFE AR R

« AWS loT ERBEXEH APISH.

« AWS loT ERBRREH T H B &S Tl X

« AWS loT EREXEH5 SRR T 3.

THREFRE Web BARAPERBTER[ITHNIIEE.

® Note

R ZLL AWS loT TwinMaker €4l EFERTE - AWS loT EARXEHSERIRETH
NWEEAER,

1. BARK AWS loT TwinMaker €5l R EFER RN E=REAR[/ . FESHUPHABERS BRI
PERER (EoXIBES)  ARBENESKE, nRERBEZTER D, ek ERS
STHER  YHESSRASERPEREENEE,

Knowledge Graph

2. FEELARGNELY FESRBRSF[ P IEFRINEGH  RRBRIRZRH,
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Knowledge Graph

| CookieLines
x

COOKIE_LINE_1 | | COOkIE_LINE Equipment

3. RTEREZALEREBNNERZEELEFRRLE.

WNATHE B Grafana £ AWS loT TwinMaker H13% B &
AEIRBA NS EHREEEARETE E Grafana AWS loT TwinMaker &Rk , U TH@ERES,

AWS loT TwinMaker & 58#m%E 85 o R R 4

£ Grafana R {EF AWS loT TwinMaker ZIF B R 281 , 5L T 5 50 RIGH -

o 33 AWS loT TwinMaker T4E[E., BAILATE AWS loT TwinMaker £ A H B TEE,

« FRTE AWS loT TwinMaker LAE2 Grafana ¥ EH. WMERE , S BAWS loT TwinMaker Grafana
BERRES,

@ Note

EEZMFEH AWS loT TwinMaker HIFBER , BEEEAZER 2 BEHEEBEN, NEFAE
A, B2 AWS loT TwinMaker ;Ef”i*i‘to
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AWS loT TwinMaker Z3{REEESF 1]

B ETE Grafana FEA AWS loT TwinMaker EFiRiEsE , ELEHRBEFBHE FAN IAM A
Biottwinmaker:ExecuteQuery, HMZFANMEEZIEERRINAR , WREHIFIR

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
]I
"Resource": [
"{s3Axrn}",
"{s3Axn}/"

"Effect": "Allow",

"Action": [
"iottwinmaker:Get",
"iottwinmaker:List",
"iottwinmaker:ExecuteQuery"

]I

"Resource": [
"{workspaceAxrn}",
"{workspaceArn}/*"

"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"
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® Note

ERERE AWS loT TwinMaker Grafana BRI RRE | B4 AEARETAE ARN #{
FILLEFR], 8% , SO LR IEEZSN T BEER RN ITIERE,

WEFMES , FBRELERRIAM A6,

% E AWS loT TwinMaker 2= 34 48 25 E AR
BB ERREHH Grafana ERIREIR

1. BARREH AWS loT TwinMaker Grafana &% 4R,
2. BIUFWERRER. NENMEIERNFMLSER 526 Grafana XHFHHEILERIR.
3. RIBBFBED , EHAWS loT TwinMaker RIS,
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AWS loT TwinMaker EREER

AWS loT TwinMaker Query Editor

Visualizations

Eﬁ-: } AWS loT TwinMaker Query Editor

4. EBEMEHTEHANERER,
5. (EA) ERHNBAUPAFTERIERRE,
6. IEIEMURFLEBEFER.
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BB RERAEESE AWS loT TwinMaker T A PR EHBEIREL., EAUEERTH
7. EATEREN, NENMREESHWEFMEEN , 528 AWS loT TwinMaker &1 E &R E &

3
Do

wm{aE A AWS loT TwinMaker &8 iR #E 25

CHNERBREU=ZELFNET , ITEMR : ABERE{L, EERRBIE , RBETRAATHE.
- BEREL

Visual graph Query results Summary

A
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feed feed
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feéd
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A
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feed ,
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febd

RBECEEASHBEERPELEF —ERANERETEN. BFRSKERETRAEH  LKEE

BRABEPHNEEZF.
- ®RIEAEHR
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ERAEER

Visual graph Summary

Results returned (25)

Q

{ "arn": "arn:aws:iottwinmaker:us-east-
1:086801877023 :workspace/SmartBuilding/entit
y/ahu_23565bbb-3ec6-3cad-9fce-e9bdcfeae?bl",
1667895668496, "entityId":
"ahu_23565bbb-3ec6-3ca@-9fce-e9b@cfeae?bl"”,
"entityName": "ahu_0", "lastUpdateDate":
1667895669319, "workspaceId":

"SmartBuildin

"components": [ { "componentName":

"creationDate":

"description"

"AhuComponent", "componentTypeId":
"com.example.query.equipment.ahu",
"properties”: [1} ]}

vav

{ "arn": "arn:aws:iottwinmaker:us-east-
1:086801877023 :workspace/SmartBuilding/entit
y/vav_66461816-02ab-355f-afd2-62a2cc92d336",
1667895664133, "entityId":
"vav_66461816-02ab-355f-afd2-62a2cc92d336",
"entityName": "vav_2", "lastUpdateDate":
1667895665269, "workspaceId":
"SmartBuilding", "description":

"creationDate":

wn

"components": [ { "componentName":
"VavComponent", "componentTypeId":
"com.example.query.equipment.vav",
"properties": [ { "propertyName":
"airTerminalUnitCertificates",
"propertyValue": [ "AHRI", "UL" ] }, {
"propertyName" :
"airTerminalUnitBranchCount",
"propertyValue": 2 }, { "propertyName":
"airTerminalUnitDimension", "propertyValue":
{ "width": 15, "length": 30, "height": 15 }
}1313%

Exportas Vv

{ "relationshipName": "feed",
"sourceEntityId": "ahu_23565bbb-3ec6-3ca@-
9fce-e9b0@cfeae7bl", "targetEntityId":
"vav_66461816-02ab-355f-afd2-62a2cc92d336",
"sourceComponentName": "AhuComponent",
"sourceComponentTypeId":

"com.example.query.equipment.ahu" }

REAENEXNESETMAEHINESN, SUUESERRUNGREGRIBERTE. BRI

JSON g CSV &R EH,
c BITHRE

Visual graph Query results Summary

Status

2022-11-15 11:36:08 UTH

Response

Statement

Duration

SELECT ahu, vav, r FROM EntityGraph MATCH
(vav)<-[r:feed]-(ahu) WHERE vav.entityName LIKE
'vav_%'

25 returned

BITRESEREEERRENERNTRER,

AWS loT TwinMaker #13% & & H it & R

FERUEARENBERPEALTHN PartiQL FFEELES , URRHEABEREERE

PartiQL XV E# .

0.833 sec

o
N

HBEREMER
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 PartiQL BIFEERHE R X 4
« PartiQL B E#H X4

EEAERNEAEAREEE, FALBAREEECHERANSE,
EXEH
- ERASERGIGHREER

SELECT entity
FROM EntityGraph MATCH (entity)
WHERE entity.entityName = 'room_0'

hEASEOTEETEBA NAAEERIOOM_0,

FROM ¥4 : EntityGraph R8I EFMEERLREBRNEFTES. LESRH AWS
loT TwinMaker RIBETEEFNERBEBEINEE,

MATCH 78 : EERFEBEF —BorHWENR, FEEERT , BX(entity) FEEF PN ESEE
2 WHBEZTEEEH, FROM FAEREXEEE MATCHF 4,

WHERE ¥4 : I5E B entityName WK ERERYSE , HPEXLEARFE room_0,

SELECT ¥4 : igEentity28% , LEEEZESHETH,

[E] FE -
{
"columnDescriptions": [
{
"name": "entity",
"type": "NODE"
}
1,
"rows": [
{
"rowData": [
{
"arn": "arn:aws:iottwinmaker:us-east-1: 577476956029: workspace /

SmartBuilding8292022 / entity / room_18f3ef90@ - 7197 - 53 d1 - abab -
db9c9ad02781 ",
"creationDate": 1661811123914,
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https://partiql.org/gpml/graph_model.html
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AWS loT TwinMaker EREER

"entityId": "room_18f3ef90-7197-53d1-abab-db9c9ad02781",
"entityName": "room_0",

"lastUpdateDate": 1661811125072,

"workspaceId": "SmartBuilding8292022",

"description": "",
"components": [
{
"componentName": "RoomComponent",
"componentTypeId": "com.example.query.construction.room",
"properties": [
{
"propertyName": "roomFunction",
"propertyValue": "meeting"
I
{
"propertyName": "roomNumber",

"propertyValue": 0

columnDescriptions SEEERMENPEER , Sl BNEE, EENEE A NODE, B
RAECEBOEEHR, FENAMETUEDGERTREHRVALUE , WAl IR RMEEE , HIMEHH
FE,

rows BEEEERIEE, ARARE—REERES , rowDataltEERE—EER K HPIEE
BT E RN,

® Note
RARGEMEERN SQL TE , LA LUEA PartiQL SR ( #%5 JSON),
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SEHSHIESMEERBEMA , HIW entityId, arnFl components. JTiEARH
{I , $5170 componentNamecomponentTypeld, properties LAK BHEBHRMAL , Hlin
propertyName#l propertyValue , £Ep# 2 EAR JSON,

- BUSEEBRENFERR

SELECT relationship
FROM EntityGraph MATCH (el)-[relationship]->(e2)
WHERE relationship.relationshipName = 'islLocationOf'

WEHSELCERERA cTEEFWMERMHRisLocation0f,

MATCH 8 : EERFEMESH (B RT()) WEX , SLHIEHREMEE (H KRT-[]1->)
B WBEEEAR W8Brelationship,

WHERE ¥4 : #§7Ei8# relationshipName WM EFRKME , HP{ES isLocation0f,

SELECT ¥4 : EEREREY A LUESEEMESEZEEH.

5] fE
{
"columnDescriptions": [{
"name": "relationship",
"type": "EDGE"
1,
"rows": [{
"rowData": [{
"relationshipName": "islLocationOf",
"sourceEntityId": "floor_83faea7a-ea3b-56b7-8e22-562f0cf90c5a",
"targetEntityId": "building_4ec7f9e9-e67e-543f-9d1b- 235df7e3f6a8",
"sourceComponentName": "FloorComponent",
"sourceComponentTypeId": "com.example.query.construction.floor"
1]
1,
. //rest of the rows are omitted
]
}

PR EREER columnDescriptions4 EDGE,
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18 rowDataR REH SHUMiBHFrelationshipName, EEER FEHENEERBLREHE
[Bo sourceEntityId, sourceComponentNamedfsourceComponentTypeldiZ2tEEEEIHR
BHEHEZSEM T4 LERNENR, targetEntityld IBEELERISRNER.,

- GEREEREARERRNMEER

SELECT e2.entityName
FROM EntityGraph MATCH (el)-[r]->(e2)
WHERE relationship.relationshipName = 'islLocationOf'
AND el.entityName = 'room_0Q'

HEHEEERERSisLocation0fBARZ I A BN AT Aroom_0EEEE,
MATCH ¥4 : EEFEAETAMBEEEEMBENER (el. 2) WER (1).
WHERE 74 : IEERHREBANRRER S BHEZ R,

SELECT ¥4 : BEe2&#H M entityName #{L,

=1 fE

{
"columnDescriptions": [
{
"name": "entityName",
"type": "VALUE"
}
1,
"rows": [
{
"rowData": [
"floor_0"

£ columnDescriptions # , ERMENERE L , VALUEE A entityName BF &,

floor_OofE[E —{HEEE .
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[k 3]

FMATCHAIZETHER :
- IEEETR a FAERTEIEE b -

FROM EntityGraph MATCH (a)-[rel]-(b)

- LHEIE@EIR b WETE 'a' -
FROM EntityGraph MATCH (a)-[1->(b)

BRAIFEERR LEESRFGT , ABRRIBFEHEEE,
- LWEHEMETR b WETE ' MIEMETR: 'a' HERE b :

FROM EntityGraph MATCH (a)-[rel]l-(b)

EREEMEMEFER : —@ft'a 2D, Z—ERD F'a, AEEEREEREODEE,
- BREBELE BHEEK WEBEntityGraph , R ELIEEZESH (; ) RHIEEHERERE
MA R WHEREFArel.relationshipNamed g EEREF K

FROM EntityGraph MATCH (a)-[:isLocationOf]-(b)

- S EATUEREUNS S ERR,

FROM EntityGraph MATCH (a)-[rell]->(b)-[rel2]-(c)

- ATBEMEN BT EBSEHRNEE

FROM EntityGraph MATCH (a)-[]1->{1,5}(b)

HWEHASLE 13 5 FAESAGE Ta, BHEBENEAEN. AFNELEES .
{m,n}-MR-Am#MMnEEZH
{m,}-mEBZEEE,

ERHHTISENREN ST ARGASHAERESR , flNBE, EREBK MATCH &
ANBERBERERRIFEUELRER.
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SELECT e

FROM EntityGraph MATCH (e), e.components AS c, c.properties AS p
WHERE c.componentTypeld = 'com.example.query.construction.room',
AND p.propertyName = 'roomFunction'

AND p.propertyValue = 'meeting'

# B ABEUFEREARBY. =5 (,) ARBUEEMRL (B ) BER  HhaSsELTHR
BT URELTHANEMN. AS ARESHBEEREMRBSH , LUEE WHERES SELECTF
AhER, EFSETDEEEA Bx4ER ID B 2xfmeeting® roomFunction{E A KIFT

BER com.example.query.construction.room
EEFIRUNZEEMREN , SlInERTFNZ @l , FEAERECEETHE.

SELECT e
FROM EntityGraph MATCH (e), e.components AS cl, e.components AS c2

SELECT :
- EEIEE

SELECT e
FROM EntityGraph MATCH (e)

o B8 -

SELECT
FROM EntityGraph MATCH (el)-[r]->(e2)

- BOFEEE

SELECT floor.entityName, room.description, p.propertyValue AS roomfunction
FROM EntityGraph MATCH (floor)-[:islLocationOf]-(room),
room.components AS c, c.properties AS p

F/A gabBumBARE , UGt HBANBTBAS, EiE® | roomfunctionfEEM T
ROfEPpropertyValue BB,

- BE5A

SELECT floor.entityName AS floorName, luminaire.entityName as luminaireName
FROM EntityGraph MATCH (floor)-[:isLocationOf]-(room)-[:hasPart]-
(lightingZone)-[:feed]-(luminaire)

HBEREMER 160



AWS loT TwinMaker

ERAEER

WHERE floor.entityName = 'floor_0'
AND luminaire.entityName like 'lumin%'

MEBREARNENE, REURYE  YEREATNEAEEMAIZE.

WHERE :
- XEMNEEES A AND, NOTH OR,

* XEWLBERE TR <, <=, =>=, >M =,
- MREEEEMBMALTIEESEORKY , FFER INEBERT.

- ERRER. THIEERM

FROM EntityGraph MATCH (e), e.components AS c, c.properties AS p
WHERE e.entityName = 'room_0'

AND c.componentTypeId = 'com.example.query.construction.room',
AND p.propertyName = 'roomFunction'

AND NOT p.propertyValue = 'meeting'

OR p.propertyValue = 'office'

EFiE configuration B, unit AT 2ERMRFHPH €88 , CelsiusR B,

WHERE p.definition.configuration.unit = 'Celsius'

BRERFBUERET TSR ENRSIRNE !

WHERE p.propertyValue.length = 20.0
RERFBUREISHEEN SR

WHERE NOT p.propertyValue.length IS MISSING
REFEBMREISEENE !

WHERE 10.0 IN p.propertyValue

£/ lower O HBETTIED K/NBEHLEER, REBER , MALBRAEERS XNE,

WHERE lower(p.propertyValue) = 'meeting'

LIKE :

MRETAEMUNEYE , YA ATUEEENRUATEIXES , AIREMH. SRRFIZE,

HBEREMER
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ERAEER

WHERE e.entityName LIKE 'S%room%'

{EIEES . Sroom%
FEES : room%

BEEE : %room

WHERE e.entityName LIKE 'room\%' ESCAPE '\'
DISTINCT :

SELECT DISTINCT c.componentTypeld
FROM EntityGraph MATCH (e), e.components AS c

« DISTINCT B FEHRERERPHNEEFEER,

DISTINCT AXEEMERI|A,
COUNT

SELECT COUNT(e), COUNT(c.componentTypeld)
FROM EntityGraph MATCH (e), e.components AS c

« COUNT BBEFSHETHERFIMNEEEE,
« COUNT EMEMBNUANBFEENBUTIIE,
« COUNT DISTINCTMEMREIFAZIEEE,

flan | A% COUNT(DISTINCT e.entityId).
PATH

EARERTEIRIETIRAKRE

SELECT p FROM EntityGraph MATCH p = (a)-[]1->{1, 33}(b)

hEHGLEHEMEXNESHPEER | X% 13 3 ARRARBHEHEE.

- BISEREER

MRENERE "%, |, B PHRERHFITLIKE , XWER I8EREFITESCAPE,

HBEREMER
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ERAEER

SELECT p FROM EntityGraph MATCH p = (a)-[]1->(b)<-[]-(c)

HEHFSEAKERNPREBNENRERTE b,
- BERNEM

SELECT p FROM EntityGraph MATCH p = (a)-[]-(b)-[]1-(c)

LEHELUER b E#E M c iy 1 EEEX L H MR RN PEER,

{
"columnDescriptions": [
{
"name": "path",
"type": "PATH"
}
1,
"rows": [
{
"rowData": [
{
"path": [
{
"entityId": "a",
"entityName": "a"
I
{
"relationshipName": "a-to-b-relation",
"sourceEntityId": "a",
"targetEntityId": "b"
1,
{
"entityId": "b",
"entityName": "b"
}
]
}
]
},
{

"rowData": [

{

HBEREMER
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"path": [

"entityId": "b",
"entityName": "b"

},

{
"relationshipName": "b-to-c-relation",
"sourceEntityId": "b",
"targetEntityId": "c"

.

{
"entityId": "c",
"entityName": "c"

}

LEPATHE R B EESSER b #B M c < ESEREEANAMAHINSEZNPEER,
LIMIT # OFFSET :

SELECT e.entityName

FROM EntityGraph MATCH (e)
WHERE e.entityName LIKE 'room_5%'
LIMIT 10

OFFSET 5

LIMIT iEEBEEEHFERNEREE , WOFFSETIHEEERBNEREE,
LIMIT $ maxResults :

THEHBE RN ERBHLER 500 EFER , BFE API I — XA S8R 50 BER. EEFER
HETNERHER  ATMERAEN , i, MREREEE Ul FETR 50 BFER,

aws iottwinmaker execute-query \

--workspace-id exampleWorkspace \

--query-statement "SELECT e FROM EntityGraph MATCH (e) LIMIT 500"\
--max-results 50
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- LIMIT BRFELEETHIRIEENERS, MREFEEFIEE AP FIHERNEREE
MARHEENERER , FEA LIMIT,
« max-results & ExecuteQuery AP| EIERVIZA S8, max-results EEAR API, AR
fA7E LREHERABIER.
FEE#max-resultsHER IBRERAVBERNERYE K MIASRIEREEINEREE.

THHNEHAEZE—EEEREN T —H, EHFEA ExecuteQuery API FEIHEERIERF 51-100 ,
Hp SIEE T —ENER next-token- EH/IFERT , FHFAH : "H7kyGmvK376L",

aws iottwinmaker execute-query \

--workspace-id exampleWorkspace \

--query-statement "SELECT e FROM EntityGraph MATCH (e) LIMIT 500"\
--max-results 50

--next-token "H7kyGmvK376L"

* next-token FEBEERLRN T —H, MFEFMEN , 528 ExecuteQuery APl Bk,

AWS loT TwinMaker ZIFEBIREHE T HIRS :

PR il & 7 [Tk} GBS
EHHITRE 10 ¥ B
BEEE LR 10 =
HEEE LR JOIN 20 B
VATV B E LR 20 =
RUERNKIEXNHE LR 10 =
(AND, OR, NOT)

LIKE REXNEXWRE LR 20 =
(BREAFZTAEL )

o[ INTHAPRIEENEEEE 10 =
ER

BB AR{E OFFSET 3000 =
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ERAEER

PR &l & 78
& XKE LIMIT

[A ) B K18 (OFFSET +
LIMIT)

[
3000

3000

fim

i

HBEREMER
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B WEERZE AWS loT SiteWise

AWS loT TwinMaker ZEEE AWS loT SiteWise MIEEBENEERL (BERS ). £/H AWS
loT SiteWise THEH K EERLSEIMEBREMN AWS loT SiteWise EEMEEER Wi ELERE
A AWS loT TwinMaker B, THMTHEE, THIEHERIMRANAREEERS , AR HPL
AWS |oT SiteWise EEME EE R 0] LIE L ZRH AWS loT TwinMaker TE[E,

TE

- B FHEERZD AWS loT SiteWise

- BITNERIEEZRANER

. % EFHWEIR AWS loT SiteWise

o DATREIDAREFMETER

. MBREZSEFR

- BEERIRES

Bl EREERDL AWS loT SiteWise

REFRAMNMFEBMMEKE AWS loT SiteWise EERL, RIBEEEEANTFEEE K EREEN
EF.

/A Important
the section called “BEIMER I EEcENE=E MEATNERIEFECHAZENHERE
A, BEBE
&

- FHBIER
« {8 loTSiteWiseDefaultWorkspace

£ B3] TEE

B RENEL RGN | BEREERS,

B EHEERZS AWS loT SiteWise 167
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FORIFAF

8 Z 8 AWS loT SiteWise , % BETHRTHEE :

.« B8 —1{8 AWS loT TwinMaker Z{EE.
« BEDPBEEENEEERDE AWS loT SiteWise, MFFHMENR , F2RELEERE,
- BETH| AWS IoT SiteWise BItEFEFTF ATHVIRE IAM B :
* ListAssets
* ListAssetModels
* DescribeAsset
* DescribeAssetModel
- IAM AEXEEETH WEAFFT AWS loT TwinMaker :
* CreateEntity
* UpdateEntity
* DeleteEntity
* CreateComponentType
* UpdateComponentType
* DeleteComponentType
* ListEntities
* GetEntity

* ListComponentTypes

AT IAM BEHALEAGRNEEAR

// trust relationships
{
{

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [

FEREFTTEE "iottwinmaker.amazonaws.com" 168
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ERAEER

iy

"Action": "sts:AssumeRole"

// permissions - replace ACCOUNT_ID, REGION, WORKSPACE_ID with actual values
{
"Version": "2012-10-17",
"Statement": [{
"Sid": "SiteWiseAssetReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAsset"
1,
"Resource": [
"arn:aws:iotsitewise:REGION:ACCOUNT_ID:asset/*"

]
.
{
"Sid": "SiteWiseAssetModelReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel"
1,
"Resource": [
"arn:aws:iotsitewise:REGION:ACCOUNT_ID:asset-model/*"
]
.
{
"Sid": "SiteWiseAssetModelAndAssetlListAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:ListAssets",
"iotsitewise:ListAssetModels"
1,
"Resource": [
" n
]
},
{
"Sid": "TwinMakerAccess",

"Effect": "Allow",

ERBT TFE
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"Action": [
"iottwinmaker:GetEntity",
"iottwinmaker:CreateEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:DeleteEntity",
"iottwinmaker:ListEntities",
"iottwinmaker:GetComponentType",
"iottwinmaker:CreateComponentType",
"iottwinmaker:UpdateComponentType",
"iottwinmaker:DeleteComponentType",
"iottwinmaker:ListComponentTypes"

1,

"Resource": [
"arn:aws:iottwinmaker:REGION:ACCOUNT_ID:workspace/WORKSPACE_ID",
"arn:aws:iottwinmaker:REGION:ACCOUNT_ID:workspace/WORKSPACE_ID/*"

AT 5 FRBERBFERE AWS loT SiteWise BEER S,

1. 7£ AWS IoT TwinMaker £i2 & K EBEEBEZRTEEH.
2. FIRERRRRSIER,
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Settings

Settings for your TwinMaker account

Pricing options Model sources

AWS loT SiteWise connector info Open AWS loT SiteWise [4 ‘ ‘ Connect workspace
Connector status Workspace Last updated
© Disabled

3. BIEBEBETIERE , BEH AWS loT TwinMaker T/EEE#E E B8 AWS loT SiteWise BE.

(® Note

B BEEELE — AWS loT TwinMaker TEEFEFAEERS ., NREEEELRE IT/EEF
B 6 S4EFEHRSEERITEENER  WEEES —EIEE,

4. ETR, K EEFLEEHPEHEERSH IERE.
5. i#EF Add sources (FTERR). EEHMFEERENRFEH.

FRETLER =
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AWS laT TwinMaker Warkspaces 'Mur_'ukiQ-Fd-;_'_ur}' Add entity model saurce

Add entity model source

Add an entity model source to your workspace,
Add entity model source

Select a source to connect with your AWS 1oT TwinMaker workspace. With external sources, you can connect the work you have already configured

and import it into this workspace.

AWSE 1aT SiteWise
This will connect your AWS 0T SiteWise data with this worksgace. Descriptive text about what the connector does.

1AM role

Thes male w [ ed for X¥.L

6. EFEEEEARREERL , BRKFEMALER AWS loT SiteWise, BEEEI A IAM £&%
RIGHEH 1AM BE,

7. ZIEECERK AWS loT SiteWise EERY ., LEXSEENN IT/EFEEHEREISHRERE 6 #
REERPEMNMEASRRE, ftUEZSEEREIARRERTEFIINHABL KR,

cookieFactory e | view v || Detete
Workspace information [ Edit l
MName ARN 53 resource
cookieFactory @ arnawsiottwinmaker-us-east-1:2345workspace roci-workspace-myws-348503018462
Description Date created Execution role
This is a fully functioning cookie factory December 17, 2021, 14:32 (UTC+3:30) executionRole
workspace.

Last modified
February 2, 2022, 13:18 (UTC+3:30)

Entity model sources (1)

Source Status Date last updated

AWS loT SiteWise @ Syneced March 28, 2022, 14:32 (UTC+3:30)
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5 F loTSiteWiseDefaultWorkspace

EIRBEZBMAAWS loT SiteWiseAWS loT TwinMaker 258 | IoTSiteWiseDefaultWorkspace®
BUEAR WARIEE , XHEEE FPH AWS loT SiteWise,

&t LAEA AWS loT TwinMaker CreateWorkspace APl REMN & A B TE
[EIoTSiteWiseDefaultWorkspace,

SRR
B ZHiIoTSiteWiseDefaultWorkspace , FEREELR S HIT T BN EE

« 3 AWS loT TwinMaker FRIGEHZ A€, WEFMEN , F2BEH AWS loT TwinMaker#Y iR #
ERAG,

« BI{E https://console.aws.amazon.com/iam/ FARK IAM 2 &,

NMEFE  BFRATHEZACIERSE .

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotsitewise:EnableSiteWiseIntegration",
"Resource": "*"
}
]
}

B MERITER2EHNER

/A Important

1 AWS loT SiteWise Zh&E , #l#0 CompositionModel , 7 12
fIoTSiteWiseDefaultWorkspace, BELFERAER IR , MIEBT TERE,
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/integrate-tm.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/custom-composite-models.html

AWS loT TwinMaker EREER

£ KrIoTSiteWiseDefaultWorkspace , A FHEFEERS W BT TEEFLEEEEZR,

- BEHRENTERIEREE , Amazon S3{VEM IAM BA&E2ZHN,

(® Note
BRI LAE A UpdateWorkspaceifit Amazon S3 U EF IAM A€,

« IoTSiteWiseDefaultWorkspace REERLSERNERFTRRF AWS loT SiteWise AWS loT
TwinMaker,

- BIE® ELSEREE AWS loT SiteWise , H SyncSource @2 SITEWISE_MANAGED, iE&#E
Entities® ComponentTypes,

- &3 AWS loT SiteWise Z1AECompositionMode 1 HiR

IoTSiteWiseDefaultWorkspace,

BEEBERBIIoTSiteWiseDefaultWorkspace , iR :

- BARBRERIERE,

- BERREIR , EXELEMBR AWS loT SiteWise EIR , A% AWS loT TwinMaker iR FHIHEE
o

#*t FALZWEIR AWS loT SiteWise

AEBEGIHE LR B25 AWS loT SiteWise F) AWS loT TwinMaker THEEHEE,

/A Important
B NERTFECEHNEE MFEINERTFERZENMEEEA

3
$
an

EHE B as
THERERS , YUEATMERTERSEA :
EEGR

AWS loT TwinMaker £ A ABEEEE TR T FHH THEE AWS loT SiteWise,
- EEEHTypeldd THEERATHHP—EES -

#*t ESHER AWS loT SiteWise 174
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- BFTI/IE - iotsitewise.assetmodel:assetModelId
« AR I{EE - assetModelId
- BEERAPNSEABHHER cHEEPNFHEYE  EFTIHEP-—EAmSER :
- BEJIEE - Property_propertyId
- ARRI{EE - propertyId

B ER# AWS loT SiteWise #1774 B EZdisplayNameHH

- EEERPHESEKERNE BENFEBM , LISTM nestedType VR THHE
BIRELATIONSHIPH, KESHEZZBFEATIHEHP—EN BY :

- BFTIEIE - Hierarchy hierarchyId
- R IERE - hierarchyId
BE
AWS loT TwinMaker 8 B EFHNEEEEZ M FHAWER AWS loT SiteWise,
« B assetIdd M entityId #HE AWS loT SiteWise,
- ELEERE—EEA NE—tlsitewiseBase , HHBRYHEZHEENEERE,
- BNEEBRER  fINREBMRERNEREN , MERME BEP AWS loT TwinMaker,

ERFERITEERE
THEECRY , BEEANRERIERE : IoTSiteWiseDefaultWorkspace,
AssetModelComponents

AWS loT TwinMaker & & & AssetModelComponents H#Y B M THER AWS loT
SiteWise,

- EEEHTypeldW THFERUTER : assetModelId,
- EERETHSEBMBEcHERPNTEYE , BEEBA propertyld,. FHEMHETE
AWS loT SiteWise #1774 B E&RdisplayNameHH ,

- EERBEPHESERERN S BENHEBM , LISTM nestedType U THEE
BIRELATIONSHIPH, [EE@MHAEERBFE A M BithierarchyId,

AssetModelCompositeModel

AWS loT TwinMaker & & & {lAssetModelCompositeModel i A2 S HTHY TTHEER AWS loT
SiteWise,
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- BEE#EHTypeldt THFERALTER : assetModelId_assetModelCompositeModelId,

- EEERGTHNSEBUHBECHBEETNTEY K BHEEBA propertyld. FHEMRE
AWS loT SiteWise #1774 BHtE&RdisplayNameHH ,

AssetCompositeModels

AWS loT TwinMaker € 5% {8 AssetCompositeModel Y BIFHWES TH AWS loT
SiteWise,

- Bd assetModelCompositeModelId# Y componentName #[E AWS loT SiteWise,

BERARS
THERTERS :

FRLEEMEEER
- BREREREZ A compositeModels(BEE B RMEBENEETHNHEERNTERD,
« AWS loT SiteWise ERIERTBRAL, RERSEEEREPRENB M,

- B, AE, B RENPEERFENEMEE , ILARNNEETERES. RSRASEEE
MRFEER  flupE, EEEMMERER, EAIUER—# AWS loT TwinMaker & ¥1E
$£83 API GetPropertyValueHistory &iiE L 1{E,

E A ERAESEEMTHETE AWS loT TwinMaker

RPRELSEER AWS loT SiteWise , S T EE R SFEE AWS loT TwinMaker, {F{1 5 37 =k il Br
BEERABETE TR AWS loT SiteWise , AWS loT TwinMaker 218 syncJob HEERF |, ELEE
SRSE,

B HEREM AWS loT SiteWise EARTH L EMHEE AWS loT TwinMaker, &7 LG H b IER 25 T4+
FEERINER K REIEEREMREM , flUERSentityName B EH,

BERFEARMAEFESERED. SREZERASERERETNRESERTEY FER. It £E
EEM KRS T RBE MR ER S THEE,

(® Note
WRTE RMBEREE , AWS loT SiteWise & EMIRESER , bt SEEEE — 2 MEk,
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SETLAFE Grafana BRIRFEAELRSER  UKEHEASSERRTNER , S0 —KRER.
BTN AELRSHERRHANBEREN.

(® Note
TEUWMKRERNELSERER  BMREETEE , AISnEREELEENER AWS
loT TwinMaker, #l#0 | MREZERLZ THHIEERLINER K AEBBRESZETE AWS loT
TwinMaker, WNEFMEF , F2EAWS loT TwinMaker E{E,

7 W E IR M5 ER
AEFERBWMA DR L ERMARENIES]
/A Important

the section called “BiI MR ITEECENEZE MEBFTNARIT/EFECEEZEMNEREE
., E2E

B ZHEFHIR R
BRRSEBHRE  ASEKEE TFIET—ERE,

s EFEHCREATINGRER REKEEREFT , W HAER AWS loT SiteWise A EHRE L,

« EFZEBFINITIALIZINGIREER R RHIFTEIRBEEIR AWS loT SiteWise #&EL E AWS loT
TwinMaker, MMRFEAEHREAREEEMEEERDE  LWIPBRREEEFRIEF-BTEESTR AWS loT
SiteWise, AT AWS loT TwinMaker A HRERDSER , HFW ListSyncResources
API REEIZBRISHNEREE,

s EFEBACTIVERERRAKRICTEECTER. THBEECERBFELRE WEAFERF AWS loT
SiteWise,

s EZEHERRORMRERRER LIRFTRENIERR, WMBEERALS. IAM AREREVEERE, W
RIERBFEHAFN IAM A | FHRBAERNVRERSEE  XERAFACERIFTNER,

EXERSHAETEARRERY  XEEIRIEETFHEBERARFEER KT, ERRRER
BRETEIRSNEREE, AZEERTSHRSIKEDHER , ENREREFE 8/, AIgRE
ERROR kA€, #EATLAER ListSyncResources AP| ER{8$RERBEE,
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AWS loT TwinMaker EREER

EEZEERMKRFENAMASIHNER , FEATIIER,

1. & AWS loT TwinMaker 2 & EESEH TR
2. EHERER AWS IoT SiteWise HIFREF I HMRIF , UFRREERSFHHEA R,

AWS loT TwinMaker Wo aces SWSync Source: AWS loT SiteWise

AWS IOT SlteWise source ‘ Disconnect

Overview
Data Source Status Date created
AWS loT SiteWise January 20, 1970 at 02:23:23 (UTC-5:00}

Role Status reason Last modified
syncRole - January 20, 1970 at 02:23:23 (UTC-5:00}

Totalresources  InSync  Error
8

Errors (2)

Q Find

Resource name External Id Status Status reason

e8a7fff4-289c-4b28-8814-6dc3e5a13612 {"code™:"SYNC_INITIALIZING_ERROR","message":"SYNC INITIALIZING ERROR"}

18fd0d54-a268-4558-b40a-34c3f7af9228 {"code™"SYNC_INITIALIZING_ERROR","message™:"SYNC INITIALIZING ERROR"}

3. WEREFHENEEA TR , EAFERLEERNERBE I EHRRRED. S ERLRENRE
HER 12 IE S E B IRAEBARY §RRR

AREMEREREFE T HIEE -

- R AWS loT SiteWise XIEEEMNEERTE , 8 AWS loT TwinMaker f£7£ ROOTEBHRZEECH ,
MAREMHENRXRERT. REEZ WREBTEMERRBEE AWS loT SiteWise , HH—E&EE
EERS, BEEBEMNES  FEBL AWS loT SiteWise Z2BifiREF —EEE , FETRNRIE
EETBBHHEHP—RBEE,

- MREEHEHEEE ID EFME ID B AWS loT SiteWise BEfg , ZEESEEES , EREMKREES
WERAL,

R E S 1EH

A T HREFMERE S ER,
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https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker EREER

/A Important
the section called “BE] MER ITEEENEZRE” MEBITNAERIEFECRAEZENMEBE
A, FEBE

BEZF AWS loT TwinMaker 324,

BRI E R T MIBRRE SR TR,

EERERIGET , BHE AWS loT SiteWise B IR & A B A IR,
BEREFLRLSER , FEEPEER, BEENEE  UT2RRESES.

0N~

Disconnect AWS loT SiteWise sync? X

This will delete all resources including entities, comnponents, and component types,
that have been synced from AWS loT SiteWise.

The sync must be disconnected in order to delete a workspace.

RBREIZERR , EAUEMERRTEAN TEEPBRELRDSER.

MRTHEEFEERARDSER , AEERBRTERE. EMEBRIER 2z , FEMBRESER.
MREMBRE S ER BB R EEMBR | AP EH SR DELETING K& , YEBER. WREEM
ERREREBNER , CRETAFIRREMARIHER I THEE,

(® Note
B 5% AWS loT SiteWise MRt ALZHNEMER , ARMBREASELKERS,
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https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker EREER

EERIR
/A Important
the section called “BiI MR ITEECENEZE MEBTNARITEFECEEZEMNEREE
Eﬂ 9 nﬁ/ ﬁ o

HRAWS loT SiteWise AtZE = RATESRAWS loT TwinMaker BL%E , Rt HRMERE IR BLSHEEM
T ER M T SR &I AWS loT SiteWises

- TEEFW 1000 BARLZ THER K HATRERDEZE 1000 EEEERE AWS loT SiteWise,
« T/EEH 100, 000 AR HER K KATREERFREZ 100, 000 EEZE AWS loT SiteWise,
- BEXEEBEZ 2000 ArEfE, cERIIESEE—RXREE 2000 BFEE.

(® Note

GetEntity API AZEEREEREENE 50 EFER , BETEEER GetPropertyValue API 3R
D ENMBEEFE FERNEBE,

- FERES B 600 BB AWS loT SiteWise , AIEIS EH 600 EEBHFNEENEEER,

(® Note
ELRHAEEARBINER. MREFERNIFRSERELRF , FBFEREMEE,

BERSRE 180


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/quotas.html
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html

AWS loT TwinMaker EREER

AWS loT TwinMaker Grafana &&xRE4S

AWS loT TwinMaker ZEiB AR RN NMBER X Grafana &, #H Grafana 10.4.0 WX FE k4 B2
BB BERARXEE., AWS loT TwinMaker AHERIBHATER. BERIREBANEETER ,
LUERE BB D B E

WMEMMINA Grafana Y& EFERRETFAINFFHER , FSETHEE -
3]

« Grafana B 2mE 238 CORS #HRE

o ERELW Grafana ;RiE

- BIUERIRIAM AE
« 23 AWS loT TwinMaker 85 &S BUR

(® Note

IBEEE N Amazon S3 FZETEEM CORS ( BHFRERILA ) #HRE | LAAFF Grafana £
ENHERFEETRIAER. WFETR , F2EGrafana IFER1ETH CORS #HEE,

% AWS loT TwinMaker Grafana SMER XK FMAER , FSBAWS loT TwinMaker FEFZ X X
o

WE Grafana AHEXNBERE THNFHAER K F2ETIAS :

« AWS loT TwinMaker E#I5RR
s BRREFR

- SERERER

- FAEMERER

Grafana 52 #3238 CORS #ARE

Grafana AWS loT TwinMaker /AR EE CORS ( BRRERLA ) K , RFF Grafana FAE
N HEHR Amazon S3 EFETEBEAER. MREHE CORS #HEE |, A Grafana #BIE £ FE Amazon

CORS #i#& 181


https://grafana.com/grafana/plugins/grafana-iot-twinmaker-app/
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/datasource/README.md
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/datasource/dashboards/README.md
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/scene-viewer/README.md
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/video-player/README.md

AWS loT TwinMaker EREER

S REFBINER , At B SSmRR LIRBIHERAS "HA 3D BRAMA B LMK

IlﬁJ o

ZEFH CORS 52E Amazon S3 fEFETHE  BEATHIZZE -

1.

2
3
4,
5

ZAIAM T2 & X R Amazon S3 25,

EREFETREESD  BELHE AWS loT TwinMaker TEERERBEETFRBNBFITREE,
BEFE,

EEREFERILARERRT , EEMREIFR CORS fRE:R.

£ CORS {HEE{RER N F AP , M ARERIBL ET%] JSON CORS #HEE , A= Grafana
TEEMBIFEVRGRAFANA-WORKSPACE -DOMAIN AR By #B1E

(® Note
BEEKER*FITAREBAE "AllowedOrigins": JSON TEHFHEHE,

[
{
"AllowedHeaders": [
nxn
1,
"AllowedMethods": [
"GET",
"PUT",
"POST",
"DELETE",
"HEAD"
1,
"AllowedOrigins": [
"*GRAFANA-WORKSPACE-DOMAIN"
1,
"ExposeHeaders": [
"ETag"
]
}
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https://console.aws.amazon.com/s3/

AWS loT TwinMaker EREER

6. EEURFEELISTK CORS i,

AEHE Amazon S3 FTFE MM CORS BB | B AR IRLRLA (CORS).

Y Grafana IRIE

B LAE A Amazon Managed Grafana #1T£ 2 ER% , RELE S EEW Grafana ;RIK, EIB
Amazon Managed Grafana , BRI BURIEZPE . BRENMBERFKRIRIRE Grafana LUREENER, =
%, BULUREBCHWERERERERE Grafana A ARES.

W% Grafana IRIFBIEWNFHENR , F2E THEE

« Amazon Managed Grafana
- BREEM Grafana

Amazon Managed Grafana

Amazon Managed Grafana £ AWS loT TwinMaker JMHI2S, | ZE A LURIE AWS loT TwinMaker
B2 Grafana 4., HMA Amazon Managed Grafana € B E 2 Grafana f@Ras , R ELIIRE
G-¢= ﬁ'ﬁﬂﬁﬁﬁ HE N EBIF R BT M E A Grafana EER M, WFE Amazon Managed
Grafana HEFHIEF , 2B R Amazon Managed Grafana ? o

® Note
Amazon Managed Grafana B 812 Grafana /M8 1.3.1 AWS loT TwinMaker fX.

Amazon Managed Grafana 5CiR1&4
#E AWS loT TwinMaker £ Amazon Managed Grafana &RARFER |, FBEATR T HIEREH

« B3 AWS loT TwinMaker T1EE, MMEREN TEEMGEMER , 5528 AF9 AWS loT
TwinMaker,

(® Note

EIRE—RE AWS BEEFEABEY Amazon Managed Grafana T/EER , AWS loT
TwinMaker &%t . T8 , AHEXESREEMBEIEE. B ERBRRIE Grafana
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/cors.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs.html

AWS loT TwinMaker EREER

AWS loT TwinMaker S\ ERBE R HRFNBER ., B EERRREE LBEFHIEER K
TREEHK AWS loT TwinMaker &R 3R,

E &3 Amazon Managed Grafana T/E[ER , @ HBE L IAM AEREE Grafana FITEENET
A, EMAIERE IAM At EREHHRELE Grafana Fi 8 AWS loT TwinMaker & ¥ 5RIRH 5 95
ERFEIRMEIRE, Amazon Managed Grafana R & B ##118 B95F ™ AWS loT TwinMaker , & 1t & 44
BAFBHRTELHT, NEREFEFUTNFMEENR , F28 ELERIRIAM BE,

HREEH Grafana

WU LUREFEE B CWE R ERIER T Grafana, MEEBIEMESAEBNIT Grafana WEH |, E2
B % 2% Grafana, AWS loT TwinMaker /A2 ATE A F Grafana B $&&HEE., MFEE Grafana IRE
PREWNBEXNFMBER , FSEAWS loT TwinMaker FERATE.

EREARKEIT Grafana B |, BELZREAAERNNIEREINEGSECERE, NEFEHAH
Grafana £ &R IESBEPERAFIERE , F2BAWS loT TwinMaker E16|#FE, WERSEZES
5| BI&R7E Cloud9 LFEE Grafana IRIE , W E LA B w3 LFEE Amazon EC2,

SRR TE E(E R ME & 2 B IR & RERTE TwinMaker ERIR, B LURIBTAREAE R SRR
RERENEAER (F2HEEAEREAERREHRENED). BREAEBNTUREMAFEAERS
BHRKABZEAER, Hlin , REHE Amazon EC2 L#11T Grafana , RITEFREE S0 LAEEL Amazon
EC2HITAL , EBRENSMBBRME. T NTRY , FES5/RF|IREMEMN IAM Amazon
Resource Name (ARN)ZE &3R4k IAM A,

BIERRIAM 6

£/ AWS loT TwinMaker , 2 7] LA7E Grafana f&5&kiX LiE 5 & R 1FE. Grafana BRIRFEAEEEL
ETRWFHERREEN K ERELEBERTEEAER, o, EREEFAEREREE N
o, MEBEEEEAMAERNT, Grafana BBERKRERTT , HPREMZAERN IAM A&
B, AWS loT TwinMaker E¥HFEHNEAZA B TH AWS EAER., MREKREMLM IAM £
& , Grafana 8 EAZ AERNEE , E&LZH B2 AWS loT TwinMaker,

& E7E Grafana F£H AWS loT TwinMaker {&5R4R , AR IAM AEINHERZBEER, B LUER
THIE AR F B IR E L E,
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https://grafana.com/docs/grafana/latest/installation/
https://grafana.com/grafana/plugins/grafana-iot-twinmaker-app/?tab=installation
https://github.com/aws-samples/aws-iot-twinmaker-samples
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/credentials.html#credentials-default
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html

AWS loT TwinMaker EREER

I IAM B

£ IAM £# & YourWorkspaceIdDashboardPolicy MBI EA B IAM BUR, BLBUER A BN TE
[E17EY Amazon S3 f1ZEr @A E R AWS loT TwinMaker ., &t AT LUREMA AWS loT Greengrass
Edge Connector for Amazon Kinesis Video Streams , & B E & ¥ T 4R EM Kinesis Video Streams
M AWS IoT SiteWise EEMNT A, EERASEWEARG , FRETIHIEP —BBRES,

1. REZRFFURE

MR B4 Grafana Video Player EiR , 55 R T 5 &R I BUR,

JSON
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [

"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:::bucketName"
]

}I

{

"Effect": "Allow",

"Action": [
"jottwinmaker:Get*",
"iottwinmaker:List*"

]I

"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId",
"arn:aws:iottwinmaker:region:accountId:woxrkspace/workspaceId/*"

]

},
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}
]
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/video-integration.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/video-integration.html
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/video-player/README.md

AWS loT TwinMaker EREER

}

BEIEEHEEIL Amazon S3 HEITE., CESEEERIR ERIEHN 3D EER G
=, SceneViewer HIRERIHEFETRIAAER,

2. BRI T BER E E
& ZPRE| Grafana P& EREERNEFE , FHRERSEH AWS loT Greengrass Edge

Connector for Amazon Kinesis Video Streams ER0#. MEM/NEH B R TEEMNEME
A, B2EEI AWS loT TwinMaker 5 5 B MBS UKo

3. MEEHRFY

MRIERIENEE 24 | B LA Grafana Video Player FEVFIEE . B#ZE Grafana T/EE
AR A BB O] ARE UEIR B R SRRV R |, S EBEE{T AWS loT SiteWise & E Y 1B E
B, EEERREINEMNER,

EF TSR E M BUR
JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject"

]I

"Resource": [

"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:: :bucketName"
]

},

{

"Effect": "Allow",

"Action": [
"jottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspacelId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId/*"

1
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https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/scene-viewer/README.md

AWS loT TwinMaker

ERAEER

},

{
"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

},

{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

]I

"Resource": "*"

}I

{
"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropextyValue"
1,
"Resource": "*",

"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorFoxKVS": "*workspaceId*"

B BUR S AR T BIFF T

- I
.
. I

FEL S3 RFTRUBAE SR,

ITHEEHRFIEERMTH AWS loT TwinMaker B9 ZEUE,
FH , LEERIEIRFE RBVFTE Kinesis Video Streams # 5o
FHUEIRF R AWS loT SiteWise & E /Y B M EE 50 8%,

B IAM BUE
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AWS loT TwinMaker EREER

- ERFINEER £#8EdgeConnectorForKVSHIE B AWS loT SiteWise & EMEAIE
HworkspaceIds

B FEC B EE M AWS |oT SiteWise EEFREH LB

£ Grafana FERARHIBKE , £AFEUUFBHFEREE R EEFMRENEEER Kinesis Video
Streams, BAILLAE AWS loT Greengrass Edge Connector for Amazon Kinesis Video
Streams HHEIE#HV (1T AWS loT SiteWise EE , UK A £ FaCHEE =B RRL T

gEEdgeConnectorForKVsS,

EREFURUTIEAFZ TR workspacelds 5BE : . @ + = @ _ / -, flil , IREEE
2 AWS loT TwinMaker T{EEFE B AWS loT Greengrass Edge Connector for Amazon Kinesis
Video Streams #HEBEEY AWS loT SiteWise BE , BT LA A EBEILEXWIZE : WorkspaceA/
WorkspaceB/WorkspaceC, Grafana AEXEEHI#IT AWS loT TwinMaker workspaceld AR
248 AWS loT SiteWise B E & RH#EEL,

1B S5 A T EERRBUR

AWS loT TwinMaker Grafana A EXNEFERA s REBERME K ELEBUNERTAG LT
AssumeRole, ERAES , AHERNEMEH AssumeRole B FH THEEEBRBER B4 EEEEZRNES
FUEE, MEIERRBEGRNGFMENR A BF2E TIERERBEE,

& RAE AWS 0T TwinMaker THEBHERARA S L TUBANRARHERE -

JSON

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::bucketName/*",
"arn:aws:s3:::bucketName"
]

}I
{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session

AWS loT TwinMaker

ERAEER

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [

"arn:aws:iottwinmaker:region:accountId:workspace/workspacelId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId/*"

"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [

"iotsitewise:BatchPutAssetPropextyValue"
]I
"Resource": "*",
"Condition": {

"StringLike": {

"aws :ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

MIEE S
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AWS loT TwinMaker EREER

}

MBREHFHIEALIoWE ZEFATRBRR |, BIEEE AWS loT TwinMaker SVEER L BE, 1E 2ERETRE
RABHEXFEAZREXERHF,

B, B — S T RE, MEEEET,  FSWET AWS loT TwinMaker B8 B HEH
%,

#3 Grafana Dashboard IAM A&

£ IAM 245 BYEA B IAM BfYourWorkspaceIdDashboardRole, #%
YourWorkspaceIdDashboardPolicyEEEAGE,

BEMEERNAGNEEBER , BLERT Grafana FoRFRHELEERRABAssumeRole L
W BEFR. ER T HISAENREERR !

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "ARN of Grafana authentication provider"
},
"Action": "sts:AssumeRole"
}
]
}

WERT Grafana REMNS K S P BFBIREEWFEERN , F2H JHELH Grafana I;RiE,

3 AWS loT TwinMaker & & B BUE

UTEBREEEA K HPa2E Grafana B AWS loT TwinMaker A ERPTENE ST

¥ 17 Grafana Dashboard IAM & 190
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JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:::bucketName"

1

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

]I

"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId/*"

]
},
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

]I

"Resource": "*"

}I
{

"Effect": "Allow",
"Action": [
"iotsitewise:GetAssetPropertyValue",
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AWS loT TwinMaker EREER

"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*"

3,

{
"Effect": "Allow",

"Action": [
"iotsitewise:BatchPutAssetPropextyValue"

1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorFoxKVS": "*workspaceId*"

NERBRENEER , FLH B IAM BETBERWAE RSB AUREER,
fie 8 ERAVFINEE

Grafana FHIE S B HEEEREE M Kinesis Video Streams # loT SiteWise , IR B K 5
EEEE, EPERAAKEEFIETSRMN AWS loT TwinMaker THEEREBENER , FEGELEHEET
EEBRIRAEMN IAM B,

4N GET ARy 45 E

BRI LB B EIR MG /N Amazon Kinesis Video Streams F1 AWS loT SiteWise EEMZEEE,
& 1] BE B #&& 4R 4% workspaceld AWS loT TwinMaker 252 AWS loT SiteWise H#EE , ABAF A L
EFERYEE , F2RREGEELER ., SULERERNERE/EHRRHIE AWS loT SiteWise
BEMN GET 7H , W A LLAMER B RFEE Kinesis Video Streams,

A&, BULE L EREFEZE P B kinesisvideo F iotsitewise BRA
N YourWorkspaceIdDashboardPolicy :

"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/dashboard-IAM-role.html#tagging-camera-assets

AWS loT TwinMaker EREER

}
}

BEREARD  BESHSE

EUHRGID  GEREBFHERE THPRIE Cookie FIFEF, Cookie batter By #t)X 2 7E Batter
Room H&4E | Batter 7 Freezer Room HE#E , ™ Cookie £ Baking Room R&E1E, HAFEE™
HEEEH K MTARANEEFERESIERSERR. CFESEEEFHENESSEEANR
., & Cookice THEZERNY SR, SEAE—THFE , EEFHTIEERECDEE,

BRI DARIRE S MATE 1D groupingld LB MAFE |, LUERBLEF T 5 8. EE=RHBIF |, groupinglds
2= BatterRoom, FreezerRoom Fl BakingRoom, &{EE K E & #ERE £ 2 Kinesis Video
Streams , ¥ B ERZE —BZEH : Key = EdgeConnectorForKVS , Value = BatterRoom. LtL{ETIEL
EUATIEAFZFToRNSEBEE:. : + =@ _ / -

EE{E™ YourWorkspaceIdDashboardPolicy , A T HBERERR

.oy

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*",

"Condition": {

"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*groupingId*"
}
}

"Effect": "Allow",
"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorForkVS": "*groupingId*"

}
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}
iy

EEFRN ERFI BRI BHA AWS loT SiteWise BHERL LHEEFHEAPREERNER, RHE
MERREGgroupingIdiiE&R. EERMNEFH , ©= roomld,

Scope down AWS loT SiteWise BatchPutAssetPropertyValue 55 7]

REMFAIESRBZ A BHETNE S LEFRIE. BEREEBXHE , B LE Grafana ERRAY
EAR ERFRR , SEERESEEL R RRFER.

= Ei2H iotsitewise : BatchPutAssetPropertyValue 371 , & A ERECK

ooy

"Effect": "Allow",

"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,

"Resource": "*",

"Condition": {
"StringlLike": {

"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

}

}

1,

FEBFEALBER |, FHE TS AWS loT SiteWise R E E L 49 F B MR
BatchPutAssetPropertyValue, &8 LATEBRR R R I8 E4FE propertyld KRR FIRE.

"Condition": {
"StringEquals": {
"ijotsitewise:propertyId": "propertyId"
}
}
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Grafana FHE S B ERSEERBEESR B VideoUploadRequest FAIEB M | LIBHRASEH#®
B FIREN EEE Kinesis Video Streams, £ AWS loT SiteWise X2 A R SR ULBMEM propertyld, &
E{&® YourlWorkspaceIdDashboardPolicy , A T HBERRARR

.oy

"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
1,
"StringEquals": {
"iotsitewise:propertyId": "VideoUploadRequestPropertyId"
}
}
3,

R EEEIRE R R4 A CER AWS loT SiteWise IBEMEENESEB M., WHFAEN ,
B AWS loT SiteWise #{A#EA 1AM,

s
¢
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#& AWS loT SiteWise B/RE#HZE AWS loT TwinMaker
Grafana & &R

(® Note
LHRERLAREER , ATRREAMBE.

AWS loT TwinMaker BE£8#% AWS loT SiteWise 1 EH4ERE A AWS loT TwinMaker T, &7 &
LEHETIMEBLREERRE , MEZFEEBTERLERESEIESIT AWS loT SiteWise ERIER, &
ATLAEA AWS loT TwinMaker Grafana /MHER S B RRERBL , W1 Grafana FEREETEIE ,
MEFHEREIT APl FEIY AWS loT TwinMaker ZE 128 AWS loT SiteWise B RE &),

® Note

MIETEBEA . B 2026 AWS £ 5 A 20 BFERE A9 AWS loT Events, 2026 £ 5 A
20 B2 % , &5 82 B1FE AWS IoT Events =32 A3 AWS loT Events &R, MEFMAE
A, 552 EAWS loT Events #& 1t X,

AWS loT SiteWise 2 RAHRE T IRIG4H

EEVETRYEESIIERMN Grafana BRI H , BEELCHRE T 5 L RFH :

o B3E AWS loT SiteWiseBEMEERFK. MEFMENR , 5528 AWS loT SiteWise EAEIEEH
NWEVEERRANEYEE,

« ZK loT Events BEE | IR MM EMIEEEE] AWS loT SiteWise HE, MEFMAENR ,
B AWS loT SiteWise £ & B RIERE AWS loT EEHET.

« AWS loT TwinMaker 2 Grafana B4 , &1 LAFH Grafana B89 AWS loT TwinMaker EiR, 0
EFMER , T2 AWS loT TwinMaker Grafana &R IRE S,

3
»

EZE AWS loT SiteWise Rt IAM A&

AWS loT TwinMaker (£ T4EE IAM &7 Grafana PEHMEEE REE. AWS loT TwinMaker
THEEABEETHIZFA |, A8 Grafana F &Y AWS loT SiteWise B REF) :
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{
"Effect": "Allow",

"Action": [
"iotevents:DescribeAlarmModel",

15
"Resource": ["{IoTEventsAlarmModelArn}"]

3o
"Effect": "Allow",

"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,

"Resource": ["{IoTSitewiseAssetArn}"]

£ AWS loT TwinMaker £ & & | B RXKRE AWS loT SiteWise EENEE, FHLFEH HEXE
BEH st com.amazon.iotsitewise.alarmiB A ER | B EHENEEMNERER,

Add component

Component information

Name
DustAlarm
Type
Types of components include documents, time-series data, structured data, and unstructured data.

com.amazon.iotsitewise.alarm

Asset Model
Choose an asset model.

ConstructionSpot

Asset
Choose an asset.

Spot1

Alarm Model
Choose an alarm model.

ConstructionSpotDustAlarm

PRESHNEERER ERETHERMNE Flcom. amazon.iotsitewise.alarm.

EFREN LT | AWS loT TwinMaker € BE)#E AWS loT SiteWise f EAHENE B AWS
loT Events, AU EEHERTHEIEER  ATEEFENFMIEEERIERTH.
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ERAEER

#E1B AWS loT TwinMaker AP| Z& 58 F FE &

BYBRTHZE , B LLER AWS loT TwinMaker AP| Z=FE RAREE,

UTREMBETMRENEHIFER :

aws iottwinmaker get-property-value-history --cli-input-json \
{

"workspaceId": "{workspaceId}",

"entityId": "{entityId}",

"componentName": "{componentName}",

"selectedProperties": ["alarm_status"],

"startTime": "{startTimeIsoString}",

"endTime": "{endTimeIsoString}"

} 1
UTREMERRENEHIFER,

aws iottwinmaker get-property-value-history --cli-input-json \
{

"workspaceId": "{workspaceId}",

"entityId": "{entityId}",

"componentName": "{componentName}",

"selectedProperties": ["alarm_threshold"],

"startTime": "{startTimeIsoString}",

"endTime": "{endTimeIsoString}"

} 1
LT REFHE SRENSEHIFE

aws iottwinmaker batch-put-property-values --cli-input-json \
{
"workspaceId": "{workspaceId}",
"entries": [
{
"entityPropertyReference": {
"entityId": "{entityId}",

"componentName": "{componentName}",
"propertyName": "alarm_threshold"
},
"propertyValues": [

{

REMENERRE,

EiB AWS loT TwinMaker AP| 2= 5 1 88 57
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ERAEER

"value": {

"doubleValue": "{newThreshold}"
},
"time": "{effectiveTimeIsoString}"

REETH Grafana &E&RAR

TEBVE_ERRAZEANERIRIAM A  EREEAG , EE

Hiottwinmaker:BatchPutPropertyValues#§ BIE#IEE TwinMaker TEEMEFRA , AT &

BlIFfRo
JSON
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",

"jottwinmaker:List*",
"iottwinmaker:BatchPutPropextyValues"

1,

"Resource": [
"{workspaceArn}",
"{workspaceArn}/*"

]

}I
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}
]
}

REE RN Grafana BERR
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Eﬁ%ﬁ ’41

P4\

A BVE IAM AR ERERTIE L RA

"Effect":

"Allow",
"Action": [

1,

"iottwinmaker:BatchPutPropertyValues"
"Resource":

L

"{workspaceArn}",

"{workspaceArn}/*"
}

ERRREEER

R

Ch

BINBXRREABSBREREHEE A amn,
iR, WE arn PERBAAR,

EXIAM AR , FE A Grafana BRRUBEEFRNAE, BEUERE NMEEEARE AFT AT AIZE
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tl} Settings

AWS loT TwinMaker-4 Default

Connection Details

Authentication Provider ) AWS SDK Default
Assume Role ARN

External ID

Endpoint

Default Region & us-east-1

Assume Role ARN

& Specify an |AM role to narrow the permission scope of this datasource. Follow the
documentation here to create policies and a role with minimal permissions for your
TwinMaker workspace

TwinMaker settings

Workspace

»" Define write permissions for Alarm Configuration Panel

Assume Role ARN Write

Explore

£ A Grafana ERNEITE RIT

1. EEREBEPERIFR,
2. HERBERPREENERRR,

fEH Grafana BRIVETERREL




AWS loT TwinMaker

ERAEER

3. ATHEHER : Get Property Value History by Entityo
4. EHEEMRBEINERNERER,

5. EMERz® K FENEEABUNTHITHER.

6. &% B, ##E . alarm_statusH alarm_thresholds

B CEZEEIE R ID ID REBHRE.

® Note

HRLREAE TR TEAN. CEZBRERIRENRE  URRBUECERER,

7. BREARRKNWEREMIEF , SMERERKIHHE.
8. EMMVENRRMFERAMRE Elo EEE’J%EMZZDTFE/T

€ Grafana Labs Alarm Config Test / Edit Panel
@ Last6hours ~ @

Panel Title

Alarm ID
OverheatAlarm

Thresold
10

Notifications

Edit Alarm

B Query 1

Datasource & GrafanalabsAlarmTest - @ Query options  MD=auto =792 Interval = 30s Query inspector

A (Grei Test) @ o
Query Type Get Property Value History by Entity

Entity ReactorCore

Component Name OverheatAlarm % v Stream (] Interval

Selected Properties alarm_status (STRING) x  alarm_threshold (DOUBLE) x

Filter

9. BBEMREBEE RS  SUURMHEELRREERNERREE,
10. BEIREUAREFHNERE.

S Discard Save |NAPplY

AWS loT TwinMaker Alarm Configuration

v Panel options

Title

Panel Title

Description

Transparent background
[ ]

> Panel links

> Repeat options

~  AWS loT TwinMaker Alarm Configuration

Workspace

GrafanalLabsAlarmTest (GrafanaAlarmTest)

fEH Grafana BRIVETERREL
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Edit alarm

Cancel

= SERNERSEEERLER, BERBEERNEBNEGEEEER
T, IREE—ER8ESAREREAS B RERERERBNE.

fEH Grafana BRIVETERREL 203



AWS loT TwinMaker EREER

AWS loT TwinMaker B4 E8E K

Matterport IRt S EMEGEERBHEBHANIRE  WEVSEHIEMWN 3D £ | thF#EA Matterport
e, ELERNBABRRERIEZE. AWS loT TwinMaker ¥ Matterport £/ , o5&

# Matterport Bl A E A RIBEH, AWS loT TwinMaker EiBA§ Matterport B{{v % i ik B2 fig ¥
AWS loT TwinMaker ,U\—IJ«,{'EJEﬁE—iREP*EEthE"’?ﬁ:,L.\E’JﬂLLEH@H‘*%,

= Rules  Settings i~

J ‘ l ‘\ \ \; S 3’ [ /l \i N ?§ ) ’ [‘

ccccccc

mmumfmnmuu l

; 2 Punuzm/ﬁr

W FEfE A Matterport B F¥MAERA , 552 B0 Matterport B3R EA X F1 Matterport EEAWS loT

TwinMaker »

BEexE

YinEE & FORIRH

E £ WD #RIEM Matterport 528

R BB R R ERTE AWS Secrets Manager

AEM B IR 2o ] E A5 = AWS loT TwinMaker

£ Grafana BRIRPEAFHEZE AWS loT TwinMaker

£ Web FERRER & Matterport Z2# AWS loT TwinMaker
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https://matterport.com/partners/amazon-web-services

AWS loT TwinMaker EREER
AR

LB ATRIEHMIT T HMESE

+ £ AWS loT TwinMaker FE AR EH R EE Matterport ZE Rz

£ AWS loT TwinMaker Grafana &&RiRF @R EANER, BEEFEH AWS loT TwinMaker
Grafana WEZ{EE. , FERE Grafana BRIRE K UE,

#& Matterport ZE &) B A &9 AWS loT TwinMaker 55,
BEY EA BB EREFTIZEESHERM AWS loT TwinMaker Matterport 1Z%,
B BB RIEHY Matterport Z2 IS AWS loT TwinMaker B =2FHEE  YRHEBFELTHRE.

EEEFES 3 BERSER,

1. EXEIWEEKEN Matterport Foss
2. BEHFRHBREEME AWS Secrets Manager
3. KYMHEEBZTEEASESR AWS loT TwinMaker

BRI LAFEAWS loT TwinMaker =R & FHKBES, EFEAEMN "8BE, HENE=ZFERT , B
Matterport BE , EEAMENTRERZERIE.,
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/grafana-integration.html
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ERAEER

Services v

Resource Groups v *

AWS loT TwinMaker x AWS loT TwinMaker Settings
Settings
How it works Settings for your AWS loT TwinMaker account
Waorkspaces
Workspace Pricing options Model sources

Component types

3rd party resources

3rd party software integration. You can configure AWS loT TwinMaker to work with 3rd party software. This pages lists which software is available for integration

Entities
Resource library
Scenes

Query editor

How it works

Settings

Step 1. Contact Matterport
What's new [4

In order to integrate your Matterport
Documentation [

FAQ A
Pricing [4

assets into AWS loT TwinMaker you
need to contact matterport directly
to request an integration with AWS
loT TwinMaker. We recommend that
you reach out to your point of
contact, or request a contact here so
that they can provide guidance on
the necessary components for
enabling the integration.

¥ Matterport integration (1) info

Step 2. Record your
Matterport SDK credentials
Record the client id and client secret
for your Private Model Embed (PME)
application and the SDK key from
your Matterport account.

Step 3. Add your
Matterport credentials into
AWS secrets manager.

Add your Matterport credentials as a
secret in the AWS Secrets Manager.
When adding you secret in AWS
Secrets Manager, you will have to
add a tag with key
'‘AWSloTTwinMaker_Matterport’ to
this secret since it's a 3rd party key.

Step 4. Select your
Matterport account in a
scene composer scene,

Add Matterport scans to your scene,
by selecting the connected
Matterport account from within the

scene settings page.

Contact Matterport [2 |

‘ Go to Matterport [4

AWS Secret Manager [4

Go to Workspaces

Connected accounts

Name

Description

ARN

No connections

Copy you Matterport SDK credentials key into AWS Secret Manager.

AWS Secret Manager [4

@ Feedback

@ English (US)

YDiim B & SO IRk

£ &4 Matterport B2 287 , AWS loT TwinMaker s5FEEZHFE T 5 R &4

- BEBELER Matterport 1IRF , ARBEFIEN Matterport Efo. AWS loT TwinMaker
« 88 AWS loT TwinMaker THE[E, WMFFHMENR , FSBFELEA AWS loT TwinMaker,

o B EH AWS loT TwinMaker T#EERA B, ﬂﬂ%ﬁﬁﬁﬁilﬂfﬁﬂéﬂﬁnﬁﬂiﬁéﬂ E2REINE
EHWREAE AWS loT TwinMaker,

BUATABRHEZENITHEEAS !
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https://my.matterport.com/
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs-service-role.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs-service-role.html
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{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": [
"AWS Secrets Manager secret ARN"
]
}

o RAAHEE Matterport ABLERNA BN LNERE, Matterport tt EAEESRAERERE R#R
(PME).

WMREEREHE Matterport B FIEHE | FFE AR,

MR ERHE Matterport I ERIE RS | FEEA T 5 FBi4E Matterport WERES

1.

nal N

BARE45BH AWS loT TwinMakerE H,

% TEHMEERMIL &k, BRI RE,

ERELEBXENEER.

EREMITFE , FRIE TITRT, |, BENBEREEE Matterport,

AREEZE , BUUELRBERSEFFFENAE Matterport SDK MABRE A# (PME) 535

EARSIREABENERIRBMEEEM,

=AW EC SR IR R Matterport 3058

& E B Matterport S AWS loT TwinMaker , &% E1R#t AWS Secrets Manager Matterport 533
SEEA T HRERFRELE Matterport SDK 525

1.

2
3
4.
5

BABWYEZERE.
Bl R EMIRFERERH.
ARERHEE , RERZASTREERE,
£ [Eﬁﬁkﬁl ) HE L, 5i1k SDK £BEEEER.
A SDK £REEERR , BEHE SDK IREH,

EEIEO SDK B 207


https://matterport.com/partners/amazon-web-services
https://authn.matterport.com
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6. HUS Matterport SDK &8 % , A8 I8 E LM Grafana @ RES AWS loT TwinMaker B9 &
i@, MREFEHAHE AWS loT TwinMaker ERERNES |, BELHIEBEMN ETHEE,

7. ETXR, RE TERAERFERKEE,) Hy , BFEZXSEIIHEN PME ERER, L&ETIE
o

« R F w5 %
- AFImER

® Note
HARAFHRERRAGER X, AERMEANERELEELNAFPRER, B4EE
AWS Secrets Manager £ &P HREHN A FWEZE , T BB T Matterport S,

EERBE VL E MR Matterport ERVAZIRER PME i , RREEBEIELRRH. NRKRET
IELEFRRE |, RAHHAE Matterport, & ZEFEKREE , 552 B M atterport F1 AWS loT TwinMakerE##& &

[}

NEFE ZEE Matterport SDK RV E A , 552 Matterport B 75 SDK X4 8 E

A& IR B4 BRR T/ AWS Secrets Manager

= A TR FEER Matterport REREEP. AWS Secrets Manager

(® Note
BEERELWCHEN Matterport REEEFNEFELNAFREE , TREEEET
Matterport &,

& A AWS Secrets Manager £ &,

EEE "2, 5l , AREN "REHNBE, .

R TEE BE EN THUBRRNRE,

£ [FRolR/ERH] BERP , ETIIRSIBERSE , LAEER Matterport FRFMAE :

) w0 bdh =

« <your Matterport credentials>8| & —{E#-E¥ , # : application_keyHfH : .
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ERAEER

* <your Matterport credentials>£|2E —E#-E¥ , 8 : client_id#E :

* <your Matterport credentials>£I2 —{E#-E¥ , # : client_secretHH :

ERE  BEZBHEFEUTISEGMNERE

Key/value pairs info

Key/value Plaintext

application_key matterport_application_key Remove
client_id matterport_oauth_app_client_id Remove
client_secret matterport_oauth_app_client_secret Remove

+ Add row

BHE "HERBEL M THER, WA
i TRER ERPALEERERER.

© N o o0

FIEEERE  WTEHMREEEFM RO BEZ® - AWSIoTTwinMaker_Matterport

HRAMZESE , B LRFaws/secretsmanageriBINTER NZ £
BiE TT—%, ek TERERE. BEH.

BB ABREFME AWS Secrets Manager
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AWS Secrets Manager » Secrets » Store a new secret

Step 1
Choose secret type

Step 2
Configure secret

Step 3

Configure rotation - optional

Step 4
Review

(® Note

Configure secret

Secret name and description info

Secret name
A descriptive name that helps you find your secret later.

‘ AWSloTTwinMaker_MyMatterportConnection-1 ‘

Secret name must contain only alphanumeric characters and the characters /_+=.@-

Description - optional

Access to MYSQL prod database for my AppBeta

Maximum 250 characters.

Tags - optional

Key Value - optional

‘AWSIoTTwinMaker_Matterport ‘ ‘Entervalue ‘ ’ Remove

BABIFIEER, PNE=FWFEZEZE AWS Secrets Manager , BEEZBHI BT

B

EMMCREER, RESRE | STSLUER 8] EET —ES R

9. BE[T—SUHHE [BREHRE) HEH. HERNTHPLIBEMN, NMREZEETRKMEREM R
FERR  FERRE (T—F). IERERBRNFHEER , BF2EESE AWS Secrets Manager

B,

10. £ [WE] EE RSN RIGHEE, EREFNENER A FEE [BEE,

WNE M EEME A AWS Secrets Manager ,

ﬂlh+

2B T %) AWS Secrets Manager X # :

FERAELNEEEE AWS Secrets Manager

{2 AWS Secrets Manager ?

BB ABREFME AWS Secrets Manager
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 JE# AWS Secrets Manager %

RELALAE AWS loT TwinMaker Matterport EEEABR T, m2E T —HHNER , SYUHEE
BB EASZ S AWS loT TwinMaker

Y E R ZE R FE A F S AWS loT TwinMaker

RB 2R EEHAIRZFECEREMN Matterport 1RF |, #§ Matterport IBIBREFIBERNIE S,
2R E A IZM Matterport IR MERE -

h

HEET

1. A AWS loT TwinMaker £ A&,
BUSBREELESFER Matterport ZZEHIIRA AWS loT TwinMaker 55,
E=AE K B8E "RE, ER.

ERRE|N (BOBEER T , K3 EREE], ARWALEEFPELNZREENESE
ST TE AWS Secrets Manager,

0D

Hierarchy Rules Settings

¥ Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

spaces in your TwinMaker scene.

Connection name

BEHNEEBEE AWS loT TwinMaker 211
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® Note

MREBEDIEE "REEZE AR |, FBREEAWS loT TwinMaker £12 & 5% € B H LA B
%A Matterport B Fo

Hierarchy Rules Settings
Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration

Matterport integration enables you to integrate your
Matterport account with AWS loT TwinMaker.

No connections

Connecting your Matterport account lets you view

Matterport spaces in your AWS loT TwinMaker scene

Learn more

5 ¥ETXR, £ Matterport Z@E TR FEHEEZELEETIZSPFE AR Matter port 22/,

BEHNEEBEE AWS loT TwinMaker 212
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connec

ting your Matterport account enables viewing
es in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234

6. EEZEE , BOLEA Matterport 128 , RE%E "TEAEE,) RBASAHERA AWS loT
TwinMaker 5 R Z®.,

HEPNEEERE AWS loT TwinMaker
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234

Import your Matterport tags so you can bind them to

Twinmaker data.

Mo Tags imported

Import tags

A Matterport EE 2 % , ZERASHENERIRMERNR, BAIUEDFEEHEN Matterport
EE , LL AWS loT TwinMaker 8 R4 R BRIE Matterport IRFE R RFTEE,

BEHNEEBEE AWS loT TwinMaker 214
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

spaces in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234

Import your Matterport tags so you can bind them to

Twinmaker data.

Last updated March 17, 2023, 14:32)

Update tags

7. BEMKIh AWS loT TwinMaker E2 Matterport B4 |, BIEERH AWS loT TwinMaker B2 EE#ES
FE A B9 Matterport Z2 B FEE, 1’R_Il«>lfgilﬁﬁ1_’cﬂﬁﬁﬂiﬁs BRIELL AWS loT TwinMaker B 5
T,

BEHNEEBEE AWS loT TwinMaker 215
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WMEFEAE AWS loT TwinMaker FVFFAER , B2 BEELARE AWS loT TwinMaker 5=

1£ Grafana ERIRFPEABIFEAZE AWS loT TwinMaker

# Matterport ZZREIE A AWS loT TwinMaker 355 , BRI IE A Grafana ERMRHPH Matterport Z2
BRiRZEE, WRECKER Grafana #ITE E AWS loT TwinMaker , Bl REFT B Grafana &%
ix , BDE]E A E AR Matterport ZEERIRIEH IS S,

MR B AR AWS loT TwinMaker £ Grafana #1T5%7E , fS8ETHK Grafana ZE&88&EF. AWS loT
TwinMaker E2 Grafana B&F , £EMERIE, BALUFERABREEN Grafana HITERE , Al LUE

B Amazon 28 ® Grafana.

EZRE T | E— T Grafana BIEHRESRER :

« AWS loT TwinMaker Grafana &R iRE Ko
« Amazon B Grafana.
- BEREEM Grafana,

£ Web FERRER A Matterport ZZ# AWS loT TwinMaker

# Matterport ZZREE A AWS loT TwinMaker 35 2% , BRI ERAEAERXEH Web AWS loT ERTE
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R LUEIB ALY AWS CLI 3 AWS API 2SR HET URL RIBEAE. MEEAASGN A EFRE
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RNWEREEAER , URIEH AWS CLI 5 AWS API 553K, ER2 EC2 T ERAREERSE
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BEXANMSHRERE. UEFHAENR , #F28 (AM FAEER) PHNEA IAM BEREFEFES
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ERSGSREFREUEBE , SERHFT, EEZFA (£AE. REAEI/CTHERE ) &
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Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUEAEMARZEHHESEER
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ZEHIE AWS loT TwinMaker B9 B BENEH | B e o BRBEEHH AWS loT TwinMaker,

3
¢

HIEEEIR AWS loT TwinMaker
TEBEER 2

EEE A LUER AWS JSON BURRIEEH AU ERAR, WH2HR , BMEERE A BT oAt
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FEUZHIEE (ACL) FTEFIBL X (RFKE, FRAENAG) HEFIEEZERNFFT. ACL EHR
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BRl, flm, EEAWS FALTNE—FA (SSO) BEREEH K , ZEFSEDEIHEEAER,
BERUGERAEG»BEATEAS , REZVRACK , tEEHRIKEE. NEVRACHMEER ,
w20 (IAM R EER) ':PE’J?it*ﬁﬂ?%f)J?ﬁi IAM B (£ 8).
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ERER IAM ERERNARE PATIHER AWS |, BERRAETA, ERAELRKE Ei
PITEEDE , EMETRBRBPRE S —EEE. FAS EAFY HEFTAFFT AWS Hﬁﬁ ‘F*
AWS fR¥ FERE T BB REFR. AEERBREFREEM AWS R S EREB = sETRE
ARE , TERE FAS @R, BRIBERAT , KL EEFWITEMERFENFT T, MFRH FAS FXRE
MBCRFMER  F2EEREMTFEE,

AWS loT TwinMakerfY BRI & &

XERBAE B

BB ACRRBEEN IAM BE |, AIREHTEIME. IAM EEST LR IAM REIL, B M BERIRE
A, MEFEES  F2H (AM EREER) PRV AGUEIRET A #is AWS R,

/A Warning

EFEREAENF T ISR E AWS loT TwinMaker Thég, RAEE AWS loT TwinMaker 124t
5|8 , TEREREBREAE,

RIS ELE A AWS loT TwinMaker
YTERKEZAR B

BHEREACREEE H—ERBAEC AWS BE. BETUBERRCATHENAEG, REERH
AEGHBELN | AWS IRF | WERKES. AV EEETHURE , B TEAEERBERAGY
T,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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NMFERVREERBEEACHFMER  FSETEL IAMEFENAWS B, EREPSHERHE
HPggRBEFAGRTHN Yes, EERER , R ZBBHRBERS B

059 BB E B AWS loT TwinMaker

RIFFEER , FRAENAGTEHFEILRIEH AWS loT TwinMaker BRI ER, fbfithEEER AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS AP| R# 1T, EER
FEAEHEHMELERYTRENGT , IAM EESAUEY IAM B3R, A%, EEETUE IAM B
RMEEAG , EREERBTELAR,

WET R fE AL JSSON BURX M2 IAM S5 RBR |, 20 (AM EAEERE) PHE
M IAM BUER (E2E)o

WE EENEBENERERNFMAEA AWS loT TwinMaker , BIEBEEREIM ARNs R |, B2
B (RERESE) PHERARN BEE, ERAEHZREIE AWS loT TwinMaker,

F&E

- BRGEEK

« A AWS loT TwinMaker £ A&
- AAERAERGEMMBSHETT

BRBEER

EOoRABRRSYEEIRFINEBASEREBATUEN., FHEMER AWS loT TwinMaker &R, iELEE
ETREERIEN AWS IRFELER, EREVSHEES P ABER  BERETIERRERSE

- FEER AWS SEBRAEBORKEERTT - EERBRFTRTENCERAENTERR , LA
B RTHZEREARGN AWS REBK., ©ATELN REMA AWS IRF, RAIZBRLEESR
BREREARI AWS WEFZERX , ME-FRDH . WFEZSEA , F2H IAM EAERE
PRI AWS ZEBREKSEBBAENAWS ZEBXK.

- ERAREHERT - RE IAM BERNFAIR  FERTHTEXRMTNT. KERLEN , B
LERERERG T IUHBEERRNNEF  ELBAKEERTT. MFEEH IAM ERFH
MNEZHEES , F2E IAM EAERERETH IAM PRIBERMET .

« £ IAM BER PR EGE— S REIFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
flan | BAILURBBERRY , EEXEMEA SSL BEFERR, MREBRE SHERARKEE
AWS FR#E , &t 0] LASE A R4 2R %2 T L 77 BV AWS CloudFormation., INEFFHE , B2 1AM
FAEREET IAM JSON BETE « Fé.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiottwinmaker.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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« f£/ IAM Access Analyzer B IAM BUER |, F{RFT I 24 B 7/ IEEEE - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2E (AM EAEERM) PHEA IAM Access Analyzer B 5 BUE.

- FEZEERRT (MFA) - NREZNRPIFE IAM EHES FHRERAE AWS tRFE |, 5B
MFA URER£%, MFEEMNW AP BERFER MFA | 51§ MFA (REFEZENBER, W
EHMEN , B2 (AM EHAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntml|# §V3EiB MFA B9&Z £ API FEL

WE IAM AR EBEBNHEREN  F28 IAM £REEEPH IAM Z25EFEK.

£ AWS loT TwinMaker 12 &

ZEEZE AWS loT TwinMaker 12 & |, BN AHE —HRIKFH, ELFUXAAFEIHMBIER
A AWS loT TwinMaker ERHFFEMERA AWS tRF, IREBEITHREARAXEHTEBRENE 2B
R, IEREERBRNER (FAEIAR) NS , TRAMELMAERE,

SHRMETFIY AWS CLI 3 AWS API 2% |, S FBEARBETRANT. Rz  REAHFIH
AP ERATZ AP RIERBIERTLT .

ETHRERERAENAGMHATLUEER AWS loT TwinMaker £ 4 |, 4% AWS loT TwinMaker
ConsoleAccess®l ReadOnly AWS SEBREZTEE, Dﬂﬁnﬁfﬂﬁnﬂ EZBAWS IAM Identity
Center  EAEIER) PMFETTREAE,

RFFERAERAMMAECSHEFT

LEfIE RE MR BUR , AFF IAM EREREMMEMAERESINARRIEBRR, WBE
BEETRAHEA 3 AWS CLIAWS APl AR RETH XTI BERFT A,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

¥ AWS loT TwinMaker & 0 fIFZEEUETHIES
FEARAUTERARBBEZEFEEMSER AWS loT TwinMaker 1 IAM BRI gEIE SN & R EIRE,
T8

o REERLE PHITEIE AWS loT TwinMaker

o BRAREBHIT iam:PassRole HViZE
« REE R LA AE AWS IRF FEFHA AWS loT TwinMaker &R

RERLE PHTEE AWS loT TwinMaker
MBBINBIEEER , FHNEBREREMNTEE , FNBEXEET , AFERTHE,

T5IgEfIgEsREEmateojackson IAM EAEERERA TR ERE —BERE ny-example-widget
BERNVGEMEN , BAVEER iottwinmaker: GetWidget FFAIBEE 4,

BB 1



AWS loT TwinMaker EREER

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iottwinmaker:GetWidget on resource: my-example-widget

HEHBERT , HEEH mateojackson FRAENBER , AFFEM iottwinmaker: GetWidget EfE
ZE my-example-widget iR

IMRBEEGE , BHEEN AWS EEE, FHNEEEBRHENZXERE.
K AEEHIT iam:PassRole B FZ#E

MBARIRFIEEE  SHNEKRERZEHIT iam: PassRole B , FHBELEET , AFLEAGER
& AWS loT TwinMaker,

BE AWS B AIREEREACEEGEBRE K MARBRYFNEBXALIRBEEAE, NFH
THER B4 ABRERACEEEZRBIFT .

£ A marymajor B9 IAM EABERFEAEIEEE AWS loT TwinMaker B TEIERF |, B4 TSI 5]
fHiR. B2 , BFERBEEHEBREAGR TN, Mary REKAREEEZRBENTF,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBERT , Mary WX EES , AFFMEI4T iam: PassRole Bk,
MREEERE) , BEEEN AWS EEBE, FNEEERHENEERR.
BEEAF U AE AWS tRF FEEK AWS loT TwinMaker & JR

BUNRY—EAE  BEMKRFHINERENEEBATNASFIENER, BT UIEEZ R
EEEMHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) AVARES , &I LU ALK
RRBEFAETFIENE RN,

MEE-—ST# , F2RUATRE .

s BETH 2 AWS loT TwinMaker XEIELEThEE |, B2 AWS loT TwinMaker 20MAI{EF IAM,

- BETHENMERESHES AWS 1RF WEREDE , F260R (AM EAEER) FWESHES AWS
RE K% —E P& IAM EHERHEFIE.

- BETHNMEERNFERERRIGE=7 AWS IRF , F2K (AM EREER) PN FEUER
HIeE =5 AWS IRF #H,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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- WETHNMEBKE 5D RUEIE , F2H8 IAM EAEERPHNEFIRREEH#GENATETS
SERENERE BESED).

NETHEAAGNERERRETERFENCENEER , F2H (AM EAEER) B8 1AM
P EBRE EiRFE.

EH AWS loT TwinMakerf RIS EE A€

AWS loT TwinMaker use AWS Identity and Access Management (IAM) R ELE A, REEREA
BREEEEEE WHE— IAM AR AWS loT TwinMaker, [RIEEEAEH FEELEEZ , AWS loT
TwinMaker 33 & BREAREF L EH AL AWS RIEFIFENPIERT .

R EZ AR TFLE AWS loT TwinMaker BRMERE , RAZRTLFEFIGLENEFTT, AWS loT
TwinMaker EEEZHRBEZACHETT , BRIEZEEE , BEIREE AWS loT TwinMaker I8 EH A
B, EENHFTETRETBERMFUEE , BERFUTBRELRMEEM IAM B8,

BB EZBENMEBER , TeESEHMBR, ERARELRLN AWS loT TwinMaker ER |
BIEFERNMBRERERNFT,

NEERXERBEFACHEM RBENER , FBEAWS EH IAM BRTE , Y ERKEREASCH
TEREARNRE., BEEFEENRE , DIREKRBHREERS S XK.

KRS ELE BB AWS loT TwinMaker

AWS loT TwinMaker & & AWSServiceRoleForloTTwinMaker BRI EfE A€ — 23 AWS loT
TwinMaker FEILE 1 AWS RIS , ¥RRERLSHER,

AWSServiceRoleForloTTwinMaker FRIEEZE BB ET T IRKBEIZAR®

 iottwinmaker.amazonaws.com

£ A AWSloTTwinMakerServiceRolePolicy B & &5 Al BUR o5 BHEER &R AWS loT TwinMaker
SER T 5IEE -

- B)fF: all your iotsitewise asset and asset-model resources
FH iotsitewise:DescribeAsset, iotsitewise:ListAssets,
iotsitewise:DescribeAssetModel, and iotsitewise:ListAssetModels,
iottwinmaker:GetEntity, iottwinmaker:CreateEntity,
iottwinmaker:UpdateEntity, iottwinmaker:DeleteEntity,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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iottwinmaker:ListEntities, iottwinmaker:GetComponentType,
iottwinmaker:CreateComponentType, iottwinmaker:UpdateComponentType,
iottwinmaker:DeleteComponentType, iottwinmaker:ListComponentTypes

BAARERNT , UAFENERE, BEIACEY. REIMREEEEAG. MEFMEF ,
25 AM EAEEERNRBEEA BT,

s

A BIARBKEE AT AWS loT TwinMaker

BAEEFHET —ARKEZL AR, EEE AWS Management Console, AWS CLIZK AWS API
B2 AWS loT SiteWise EENMEERR (EERY ) B, 8R% AWS loT TwinMaker 23 fR¥§E
‘At

EEMBRLBREEEAR  cREEBREY , KU AERFHFEANEERFEFEIAR, ELES
AWS loT SiteWise EEMEERE (BEERY ) B, SEBRAER AWS loT TwinMaker 2 37 iR #1E
wAat,

B LAER IAM EEAEIEE TloT TwinMaker - SE&AE, FARGINKRKEEEAE. £ AWS
CLI 5 AWS APl # | EA R BB E L iottwinmaker.amazonaws. comfRIGEE A, MEFEMA
B, #F28 (AM FAEER) W "TELRKEEZEAC) . MREMPRILREEZAES , BN
FRAKERNEFUBREIZAR,

imEE RIS ERE A E AWS loT TwinMaker

AWS loT TwinMaker & /2 ZF 84w AWSServiceRoleForloTTwinMaker RIS EEAE®, RAEBREE
BUEESZREELEAE  FULELIEEYACGCAEBFAGEHE. AMm , B FERH IAM RiriE
AR, MEFMAER , F28 "AVMFEAEREE.) WREREEEEE,

MR WIRTSEL A AWS IoT TwinMaker

ERTEEAESERKRERACHNIIRDRERE , RAREERBRZAC, Wk—XK , BREEXR
FEREERNHEBENRERAER., T8 , EXALEBFTREANDEFEARBERZSEH serviceLinked-
workspace , FEEFEBMBRAE,

(® Note

R AWS loT TwinMaker RIS ELEXMBRERFEAAE , AIMBRITEZ LK, BER
A BESEHOoERYBRESRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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£/ IAM FERBRBREEEHE

f£EA IAM £ & AWS CLI, = AWS API 2Kk AWSServiceRoleForloTTwinMaker RIS E&E A€,
MEFMER , B20 "IAM EAEER, PRRBREREELEAE,

AWS loT TwinMaker RIS EEABTEN [EiF

AWS loT TwinMaker X EBEFMERERBEHNESFFEARKERLAE. MEFHMENR L BF2EAWS E
15 B i 2

AWS B SEBE AWS loT TwinMaker

EEMEFAURERE. HEANAE , £AAWS ZREHRFRLBTREBRRERZ. B IAMEFZ
ERXTERBMNERADR K MIEBRRAUAEHERREHEMENTT. BEREFKRER , &9
LUEREMN AWS REBR, ELERREEF RNEARS , A EEH AWS tREFRER. W%

AWS ZEBRNFMEN , F2E (AM EHEERM) P AWS SEHE,

AWS BRI EHZBNER AWS ZEHR, BEERE AWS REBRTWFFT. REBESE AWS
ZEBRPHBHMFF AU EMNNE, KEENEHSXECEERRNAMBSG 28R (ERE, &
HENAR), ENDERBIFRETHE , REBRTESENR AWS ZEBR. BBETEE AWS 2E
HRPBRET , ALBEREFTSHRERBHEF T,

s, AWS XEEZE BB EBRHBHZEBR. Ha , ReadOnlyAccess AWS 32 & BURRMHAT
B AWS RBEME RN ERFIE. ERBMEBFUAER , SATRENER AWS HEHRFTT. W
FERBERRNBENRY , F2H IAM E£REEREPEBEBRENAWS ZEBE.

AWS ZEBUER : AWSloTTwinMakerServiceRolePolicy

&L AWSIloTTwinMakerServiceRolePolicy E#E IAM Eff, KBRS EZIIREEFAR , M
tkABRE AREHNTEHE. MFEFMER , F2ROBBEEA ST AWS loT TwinMaker,

£ A AWSloTTwinMakerServiceRolePolicy FI & &5 AT B A 5T HIEEMEIR AWS loT TwinMaker
SR T HIEE -

AWS SEHE 245


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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ERAEER

« BJfE : all your iotsitewise asset and asset-model resources
M iotsitewise:DescribeAsset, iotsitewise:ListAssets,
iotsitewise:DescribeAssetModel, and iotsitewise:ListAssetModels,
iottwinmaker:GetEntity, iottwinmaker:CreateEntity,
iottwinmaker:UpdateEntity, iottwinmaker:DeleteEntity,
iottwinmaker:ListEntities, iottwinmaker:GetComponentType,
iottwinmaker:CreateComponentType, iottwinmaker:UpdateComponentType,
iottwinmaker:DeleteComponentType, iottwinmaker:ListComponentTypes

JSON

"Version": "2012-10-17",
"Statement": [{
"Sid": "SiteWiseAssetReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAsset"
]I
"Resource": [
"arn:aws:iotsitewise:*:*:asset/*"

]
}I
{
"Sid": "SiteWiseAssetModelReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel"
]I
"Resource": [
"arn:aws:iotsitewise:*:*:asset-model/*"
]
}I
{

"Sid": "SiteWiseAssetModelAndAssetListAccess",
"Effect": "Allow",
"Action": [

"jotsitewise:ListAssets",
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ERAEER

"jotsitewise:ListAssetModels"

1,

"Resource": [

Mg

"Sid": "TwinMakerAccess",

"Effect": "Allow",

"Action": [
"iottwinmaker:GetEntity",
"iottwinmaker:CreateEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:DeleteEntity",
"jottwinmaker:ListEntities",
"iottwinmaker:GetComponentType",
"iottwinmaker:CreateComponentType",
"iottwinmaker:UpdateComponentType",
"iottwinmaker:DeleteComponentType",
"iottwinmaker:ListComponentTypes"

1,

"Resource": [
"arn:aws:iottwinmaker:*:*:workspace/*"

]I

"Condition": {
"ForAnyValue:StringEquals": {

"jottwinmaker:linkedServices": [
"IOTSITEWISE"

AWS loT TwinMakerAWS = & B K EH

BRBMWRERAERELBELUR , AWS SERKEHNNFEER. IFEBRIFHELERZE

RYIREE BRIt MHELHER LFTE RSS BE,
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ERAEER

gE

AWSIloTTwinMakerSer

viceRolePolicy — ¥ B

]

AWS loT TwinMaker #T18#&

;n\b

viceRolePolicy B £ &5 Al I
% , AWS loT TwinMaker 7

%

1

ﬁ
AWSIloTTwinMakerSer
HEENERTHR THIE

Bi1E : all your
iotsitewise asset
and asset-model
resources _Lt#
iotsitewise:Descri
beAsset, iotsitewi
se:ListAssets,
iotsitewise:Descri
beAssetModel, and
iotsitewise:ListAs
setModels,
iottwinmaker:GetEn
tity, iottwinma
ker:CreateEntity,
iottwinmaker:Updat
eEntity, iottwinma
ker:DeleteEntity,
iottwinmaker:ListE
ntities, iottwinma
ker:GetComponentTy
pe, iottwinma
ker:CreateComponen
tType, iottwinma
ker:UpdateComponen
tType, iottwinma
ker:DeleteComponen
tType, iottwinma

B

202311 A 17 H
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2E iR =g
ker:ListComponentT
ypes

MBFHMEA , F2RENER
BB AT AWS loT
TwinMaker,

FREHEE CRBEME AWS SEBEK 2022 £5 A 11 H
HEE,

AWS loT TwinMaker F1/H VPC %% (AWS PrivateLink)

BN EERALEELR (VPC) BB 2BEVFEER , AWS loT TwinMaker FERE M TE VPC i
2, M EREERA FATAWS PrivateLink , B LAERA RKFA T FE AWS loT TwinMaker APIs , &%
BRRAEERE, MERAIUEEE (NAT) 228, VPN EED AWS Direct Connect iE4#&, ZBE N ERw
2k AWS loT TwinMaker X8 IPv4 #l IPv6 ( 38 ), VPC FHHTERBTEELHE IP it B &
AWS loT TwinMaker APIsi@&. VPC E Z AR E AWS loT TwinMaker T 225 Amazon #§,

BENEREDEHEFBEPN - SEEERBENERT.
MEFHMEF , F2E (Amazon VPC EAEEM) FHRE VPC inE (AWS PrivateLink),

AWS loT TwinMaker VPC i B ZEE18

FXESNE VPC imBZ 8 AWS loT TwinMaker , & & (Amazon VPC A EERE) PW T HIKEHE
4 PR o

AWS loT TwinMaker XEBREH VPC R EFFA API Bi1E,

- HRERTE AP B BFEATIwE
data.iottwinmaker.region.amazonaws.com

ERFHE AP RESETHEE
» GetPropertyValue

» GetPropertyValueHistory
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https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
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» BatchPutPropertyValues
o HIREEITE AP BE , BEATIIRE

api.iottwinmaker.region.amazonaws.com

XEAVERE T E AP RESETIIER -

» CreateComponentType

» CreateEntity

* CreateScene

» CreateWorkspace

* DeleteComponentType

+ DeleteEntity

* DeleteScene

» DeleteWorkspace

* GetComponentType

+ GetEntity

* GetScene

* GetWorkspace

* ListComponentTypes

* ListComponentTypes

» ListEntities
» ListScenes

» ListTagsForResource

» ListWorkspaces

» TagResource

» UntagResource

* UpdateComponentType

» UpdateEntity
* UpdateScene

PN
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateWorkspace.html
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{
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/role"

iy
"Resource": "*",
"Effect":"Allow",
"Action": [

"iottwinmaker:CreateEntity",
"iottwinmaker:GetScene",
"jottwinmaker:ListEntities"
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