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AWS loT TwinMaker Z—I8 AWS loT fR# , Ba LU ARBEER NSRRI EFEENERAE,

AWS loT TwinMaker EAREEBEEH RBAER. BRI XBARNE IR 2 T RE L ET
KRB, BHEEHNERTIR. BEYBIEIR, BUUFAELEEHRNERRERIEE. 2
MEIESRER , URFRECIEE,

HFSLERRBEREMBYMENRFEANERETRR, CHBBRBEEN , LEGRENEER
B, RENITR. B MERTRERBAR,

RinEREERERAENTEERAERN  HEENBUSEERES,

EERN
ERZARBTSLNREER  CAERTUTRIE,

- TERVNERVERE., R, ZANEFHRE,

- KELEE Connect FIFREZL TXERNEER , HINERRBIRBEBERE,
- BIRAEBAFTHEBNEENAIRILAR , MEEFRHERIREK,

- BRGEAETUERBMERE  DIHEBERRR,

AWS loT TwinMaker EiB 2 T 5 Th8E R R RIBELE PR &

- BEREARRARE  EABE D AWS IoT TwinMaker REAREERE , &iE , ZEAMNBENT

>=<o0

HARBERISEBRENTRER , Y AEEETFEMVNENER . AWS loT TwinMaker Bf#1F#E
Kinesis Video Streams F AWS IoT SiteWise WERHRH AR ERESE., Bl AREFEEHMBNE
HERERIT BT ERES,

ABBENEERARREHRE-NE , AREIFRVENER,

« HERMEMZKR . AWS loT TwinMaker ZHI A REBRERTE , ARKE 3D HRAIRER. BTN LE
SEBIE MY 3D/CAD #&E | WHHWREBRETREN , WEIRS gitf X glb 8K, RREASR
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- FEAER : A Grafana #1 Amazon Z& Grafana AWS loT TwinMaker 2 HEDR, |, BT AMEALE
NBHEXARKREREELIEBRHREARARER,

« B=HIE : Mendix B82&4E, AWS loT TwinMaker BT ¥ loT 2 TBNMERA R, F2H
Mendix WHFEIEREHEEEERRELR |, I AWS loT TwinMakerBa#8 £ H Mendix K2R SHE
AREXBEFA (LCAP) E Kinesis Video Streams AWS loT TwinMakerZ AWS BR#. AWS loT
SiteWise

AR = A AH B &R 0

T EIER A A9 RA A 5 04T AWS loT TwinMaker Bg&7E —#2.

Workspace
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(@ Note

B2 P H 25 (*) RT one-to-many BR. BRELEAMNELE , FFSHBAWS loT TwinMaker
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TEE

TEERBNSLEARINEERSR, SUUELTIEERARBUHFEVER. . BSREEN
HttERNEBEESES. CEAUFEAZLAR , AREEHBZSLRARFREESNERNB™[,
BEIFEHSEFEFHIFEERN Amazon S3 REFETR. BAUERA IAM SRR TIF
[ 89 7B

THETUERSEA4. KR BRUER. THEL. KR SERERAFER—EIHEER.
KA IR A

AWS loT TwinMaker 28 FH entity-component-based MEBEIREL ZRAEHNW T E, S LR
ERTHEBRBEYERRAFENERT, LERBTHERAER, THNBERER. UEERTHREN
FHHEF  FBREERTHRR.

8

ERRBUERRPAIENBVRT , THITRANE. LaxTUlRERRE. BediErF. 8
BEAHEAMEEBN T, EETARMABHRERNENTAR.

i

Eﬁi AWS loT TwinMaker , B A BERAMIIBFTREES , MESEENER, ERNTHRENE
R 2R E A,

T

HEASSTHETRE L TXHNER. SUUEEEGNAZET. —EAANENEHHES —E

BERNEMBEH,

THETUMAREES , SO EESMEVENER, eMETUESERIIEMRENE 2
RO FIBIRNRE , 12 AWS loT SiteWise MEMEREFIERLER

B4 B 1R BUHRIR M 2 B AYE#ERY JSON XAEE &R AWS loT TwinMaker, o Al AR A2 AT E
PIRIRHEFIIR AWS loT TwinMaker, JTHEEM JSON XHFHIEER Lambda BBIREHIERE
BHEEFE, —ETERTAEEFZ M. THEERBMERORBRREHER.

AWS loT TwinMaker I2HEBERETH , BRI R EEREFTITELTH, BEAUEIBESHE T
#, VEEEREREIMLETEEEEER KR, EL&EFTRE TlmeStreamu% A, IBZEE T
# UREZEZEFE=FERHR (Fln Snowflake) HIEEES,

AWS loT TwinMaker $r8E R FEHARFIBHETHEENRETH -

THE 3


https://en.wikipedia.org/wiki/Entity_component_system

AWS 10T TwinMaker (R
- X, BlanEREFMRIUREE URL W&,

- BEFS, Fla0R 8 ERIRHIR AWS loT SiteWise,

- BR, Gla0R B AERE R SRIRE R E 5 R

- B8, KBEEREZR Kinesis Video Streams B IP B\ {§#,

- AREREHMERRRNBEFT Tl Hlan , BB BFTE SR , i AWS loT TwinMaker B
BEEREENSHRREFIER,

ERIR
BRRRYFHFNRBBENMLE. AWS loT TwinMaker X EMBRE N ERIHKIR :

- BEEESR  UREHESNBERBFLSZE AWS loT TwinMaker,
- KFEFYERESR  TREEREREFIERE , HIa. AWS loT SiteWise

Bt

BHRESEEAGTNE  SeBBAKREF, EGETHANEZERE TP BrESHEER
B AR B E .

AWS loT TwinMaker X E=E B :

« B—{E. non-time-seriesBt — EXBMEERFERSIEERY , WEREREFEE AWS loT
TwinMaker AR EBEN P REE R+,
- BFREFIIEBE — AWS loT TwinMaker fFELBHE 2 FEFIERENS R, ERRATHE.

- BREBE —GLBUERES —BEBITHNZR, Sl , seen_byR—EBEFRTH , ATRESH
FHETEZESHEERBLN S —EE TEE .

U UERAR—NERERNE K BREEERREEABHEE,
HEWR
&) AWS loT TwinMaker S 2R 18 B ERIPRIV =HER RE | RRBE Grafana PRIEE. BEEN

wi= , sm L EAR CAD SiHfth 3D EREH, AR LU UEABREEABRFTERG A NMEEER
#o
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BERDHRR , AEZEINERIEMEIFEE ETX AWS loT TwinMaker, H S A LUBIBERERE
FREFEEME gitf ( GL EEaE=X ) R glb 3D HERE L ABBEFEASEEENERRERESES, 5
SHEEER  URTESTHEBE,

BREABMRANEERR. SRH—ENZEEREX,

—EIEETAIEZEER. Sl , TREFUGHRENSEEESE —ES5R.

BIR

BRERER , ELEIRE AWS loT TwinMaker 2 & FBRAHH, —ESRUUETEHFZER,
ERRAITFRAIBSSRNEBERNER=ZHERE, ERTURNRE -RBEHTERN.

ALK ERBEASR , FERK gf N gb BERELBETHREERE , AEEECMFEESR
BREAENE

AWS loT TwinMaker B SAMEAER B RRBHRIE R , SEEN L TXHNEF (FINBRERER) ¥
EESTRHNNIE,

iR BEESRR. XRNZHEENSIE, SMEURZEN , LUSKEBRMESRBEEED. 6
W, B Z AN EAEE AT,

BR  ERRE-EOREE  XTXREAN (BEER ) NBIR, —EARBRIAEE—ExAEEE. &
BREMAZSEREE, y, zZERVENGEE. FREACAEEENEREBASRT D IANRE, &7
UERARBRRESRPRENTRATRENE , HIUNRE,

KR B RERRPFIMASFRAEREYHRAER , REVH ERFRZUEHE

i

BRVE.

SRR ZHRBEEEARERN gitf  .gb BRNBVBLRTE.

(® Note
AWS loT TwinMaker T EAREATEERBREAFEERRTCRERRERVGERENBR
RESBERAENIRE , N2 HBEB,
BB R BUIR AWS loT TwinMaker FEIRIRIEHY 55 A ROIHEST EEREFTfE. AWS loT
TwinMaker TEAEATERERIANERR , MFTLEELRRRERLER,
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A9 AWS loT TwinMaker

AR Y R A AT T BB

- BN MEREHN TEE.

- BUBRIETHHEERP,

S0

FEEVFE—EITFEENSR , BFETI AWS iR

« AWS II’E}éo

- B9 1AM BRIE A AWS loT TwinMaker, FEAWS loT TwinMaker 1= & R AWS loT
TwinMaker T/EER , AREEBEL AR,

MR IBFIRZFEZE AWS loT TwinMaker BENZE I FEH IAM REAE , BN BEELRCRINRES
B,

MERYNEELBEACHRE , BB 222,

s

0% IAM BRBAGHHAET  BSERTAGUSH TERE AWS .

/A Important

REACKAEEEREE , 8F REBMME A Amazon S3 #EFEFBHNFFAI, AWS
loT TwinMaker fEf it AR REFIEM R, EUFEERLACE CHANEERR ,
AWS loT TwinMaker AERI AT ABEZAE, MRENEFEHM AWS BB ES |, thiF
FIE L RIS HT I L ERIFF A,

F&E

. Bt AWS IRFE

- BYNEE WIREAE AWS loT TwinMaker
- BYIHERE

- BUBHE—EER

« FRTE AWS IRF



https://console.aws.amazon.com/iottwinmaker/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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S AWS IEF

EERBERAWS , BFE AWS IRF, MFEY WHEBERA AWS IRF |, 52680 (AWSIRFERE
BZEEE) B AP AWS IRF,

BINEE WIREAE® AWS loT TwinMaker

AWS loT TwinMaker EXREFRARBE AR , UAHECRREEFMEMS RETNER, LtAGNLEE &
M E1ERI% AWS loT TwinMaker, B TEER , B4 B AR RKEI/EE, XEEISEHIK
K, RAWMIREE BRFIMNEEFT,

BiRIEE

TIBRSEENAGE ZHEIEERHR AWS loT TwinMaker, #ILEEERERGEARIEE
HAat,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iottwinmaker.amazonaws.com"

3,

"Action": "sts:AssumeRole"
}
]
}

Amazon S3 7]

TH BRI RIS A Y Amazon S3 FEFETREBEEUMMBRME A, Workspaces B#§E RERIE
Amazon S3 ¥ , FtFiE TEEHFEE Amazon S3 55,

S AWS IRE 7


https://docs.aws.amazon.com//accounts/latest/reference/getting-started.html
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ERAEER

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::*"
]
},
{
"Effect": "Allow",
"Action": [
"s3:DeleteObject"”
]I

"Resource": [

"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"

1
}
1
}

(® Note

BBV TEER , 87 Amazon S3 EEETE S AWS loT TwinMaker BV ER |, I5H I
BEEFEAZER. SEMERITERE , LBORSRAMBRZXERN AWS loT TwinMaker &F

LI

AWS loT TwinMaker @ BB E TEEARRAN EHMEH. MBRITEER

o

BEEMER

sy

Amazon S3 FF Al



AWS loT TwinMaker EREEmR
A& T AT 4B R4Q 45 E Amazon S3 f#1FETEE

£ AWS loT TwinMaker £ A HET TEER |, BT LURZEZE AWS loT TwinMaker A&
Amazon S3 17T, B LAMERA TS AWS CLI S RSBFK I FEFITENEEENA.

aws iottwinmaker get-workspace --workspace-id workspace name

T35 BRIt 5 ¥ H AV AR K

{
"arn": "arn:aws:iottwinmaker:region:account Id:workspace/workspace name",
"creationDateTime": "2021-11-30T11:30:00.000000-08:00",
"description": "",
"role": "arn:aws:iam::account Id:role/service role name",
"s3Location": "arn:aws:s3:::bucket name",
"updateDateTime": "2021-11-30T11:30:00.000000-08:00",
"workspaceld": "workspace name"
}

EEFHENBER IS RIEE Amazon S3 FETFETRRMGFT | SBEAGEL 22N E,
THRFETZELNAGBRISE Amazon S3 FEIFEERNMIBRMNE A,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
1,

HEEF AT IS RAR 45 E Amazon S3 {176 R 9
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"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

]

},

{
"Effect": "Allow",

"Action": [
"s3:DeleteObject"”
1,

"Resource": [
"arn:aws:s3:::iottwinmakerbucket/DO_NOT_DELETE_WORKSPACE_*"

WEERRAVETA

MREHIEEEAANEEEREEM AWS REED , SXAERBRP IS ZELRBENFT. R
&£/ com.amazon.iotsitewise.connector JTTHERE | AIAETE WFFH AWS loT SiteWise, MFET
HEBENFHER , F2E 227

(® Note

MREFEABT M EREEM AWS REESE , BXERTAGHA , TeeBTETHER
qﬂﬁflﬁ_ﬁﬂgﬁﬂ’\] Lambda Eﬁo yﬂ%%i%ﬂflﬁ%ﬂ nﬁ Z5 ﬁr)?’)

Ty EHERINMAA BETEBEK AWS loT SiteWise HF,

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

AEIEEERNFT A 10
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ERAEER

"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

]
},
{
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAsset"
]I
"Resource'": "arn:aws:s3:::bucket name"
}I
{
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel™
1,
"Resource": "arn:aws:s3:::bucket name"
},
{

"Effect": "Allow",
"Action": [

"s3:DeleteObject"
1,

"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"

R IEMEH com.amazon.iotsitewise.connector JTHFER | BEERFEIBEEEERE AWS loT
SiteWise , M| X BREBERPIE THEF,

AEIEEERNFT A
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"Action": [
"iotsitewise:GetPropertyValueHistory",
1,
"Resource": [
"AWS IoT SiteWise asset resource ARN"
1,
"Effect": "Allow"
.

WREE A com.amazon.iotsitewise.connector THBEHBEEEABMHER AWS loT SiteWise , &
HBEEHREREIETHEET,

"Action": [
"iotsitewise:BatchPutPropertyValues",
1,
"Resource": [
"AWS IoT SiteWise asset resource ARN"
1,
"Effect": "Allow"
.

MR IEAEEH com.amazon.iotsitewise.connector.edgevideo JTHER | EMHBEIE AWS loT SiteWise

F Kinesis Video Streams BYFF T, TSI HI BER REBMAIEBEFZE AWS loT SiteWise # Kinesis

Video Streams ],

"Action": [
"iotsitewise:DescribeAsset",
"iotsitewise:GetAssetPropertyValue"

1,

"Resource": [

AEIEEERNFT A
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"AWS IoT SitelWise asset resource ARN for the Edge Connector for Kinesis Video

Streams"
1,
"Effect": "Allow"
},
{
"Action": [
"iotsitewise:DescribeAssetModel"
1,
"Resource": [
"AWS IoT SiteWise model resource ARN for the Edge Connector for Kinesis Video
Streams"
1,
"Effect": "Allow"
},
{
"Action": [
"kinesisvideo:DescribeStream"
1,
"Resource": [
"Kinesis Video Streams stream ARN"
1,
"Effect": "Allow"
I

B AR BN E R ARV ET A

MRERMNN THRREEAERIABERREN BB, ELARTREARHT , FEAEFEZX
BB Lambda Bl MERML THBENKBNWFHESR , F2R 2722

THEHBENRBEHSRMER Lambda BBAYFF AT,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

EERR B SN E R REY R A
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"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Action": [
"lambda:invokeFunction"
]I
"Resource": [
"arn:aws:lambda:us-east-1:111122223333:function:example-function"”
1,
"Effect": "Allow"
},
{
"Effect": "Allow",
"Action": [
"s3:DeleteObject"
]I
"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"
]
}
]
}

WMEMFH IAM £ 48 AWS CLI, # IAM API REN A, IERBERMESEEENEMEEN ,
B A LUSEF I EREE AWS IR

ERTIERE IAM BELFER Athena B RhHEZSS

2
r

ZEMFH AWS loT TwinMaker Athena =&\ &R E#ERE | BABEEHEMN AWS loT TwinMaker T4
EIAM A, S THFIHEETHEE IAM AR

ERITIERE IAM BELUER Athena ERLERSR 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com//iot-twinmaker/latest/guide/athena-tabular-data-connector.html
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® Note

It 1AM 255 8 A B AWS Glue M Amazon S3 —i2 12 #Y Athena RIENER, BEH
Athena SEE M ERIFFREMER , BHLASB Athena FRE IAM A€ |, FSE Athena FHY
Identity and Access Management,

{

"Effect": "Allow",

"Action": [
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:StartQueryExecution",
"athena:StopQueryExecution"

1,

"Resource": [

"athena resouces arn"

]

},// Athena permission
{

"Effect": "Allow",

"Action": [

"glue:GetTable",
"glue:GetTables",
"glue:GetDatabase",
"glue:GetDatabases"

1,

"Resource": [

"glue resouces arn"

]

},// This is an example for accessing aws glue
{

"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,

"Resource": [

"Amazon S3 data source bucket resources arn

ERITIERE IAM BELUER Athena ERLERSR 15


https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html
https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html
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ERAEER

}, // S3 bucket for storing the tabular data.

{

"Effect": "Allow",
"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

1,

GetBucketLocation",
GetObject",

ListBucket",
ListBucketMultipartUploads",
ListMultipartUploadParts",
AbortMultipartUpload",
CreateBucket",

PutObject",
PutBucketPublicAccessBlock"

"Resource": [

"S3 query result bucket resources arn"

]

} // Storing the query results

WM& Athena IAM FHREAVEFIAIEFA |

5828 Athena F#Y Identity and Access Management,

BV TEE

BERVNREENE—ETFE  FEATISER,

@ Note

AEFERAUNAFERAE-ERBAUBENTEE, HREEZEERNEIETERE ,
g1 Github fEZEEFRRIAWS loT TwinMaker £34I5%E o

1. TEAWS loT TwinMaker F#EABE L | BELAEEEKPHNITEE,

o ~ b

EIEERL , BEEEIIEE.
EEVIHEEEL, WATHRENER,
(ER) HEIEENER,

ESIERT , B#IFEN S3 REITE, BRBESET Amazon S3 #FETE , Hd AWS loT
TwinMaker FHE T/EEHEBENERANER. BEAT/EFERETEBCNHEFITE,

6. EHTHET K EFEDELFACREALTHEERYNE

i1 1AM B,

T
0
E'III,I

BIYTHEE


https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html
https://github.com/aws-samples/aws-iot-twinmaker-samples
https://console.aws.amazon.com/iottwinmaker/home
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MRGBIZEHEELHAR , S8EHE AWS IoT TwinMaker BIZZEAE® | UEFHEKACIEFER
HutRIEW T AWS | AEERNEASLE L —ESBPIEEN Amazon S3 FEFTENEFT,
WEERTIHELABGHENR , F28 27%

7. BERVIRE, TIEESHREETFERRER.

1S ® We recommend you update your 1AM policies

Copy the json and go to IAM to update your policies. It is recommended to create a new IAM policy called MyFirstWorkspaceSceneViewerPolicy and attach it to an IAM role MyFirstWorkspaceDashboardRole. L= mor

8. BIFHUS json, BRERLEEIIN IAM BURH B E AR Grafana ERIRH & MR
FE AWS loT TwinMaker 238 IAM A, tABHEBERELER : Workspace-
nameDashboardRoleDashboardRole , MFEMAEI BELHEEZEAGHIETR , FSHE
HAGBHITBRER (X2E).

THEH T2 EHMEBEZERRABHBIK.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
]I
"Resource": [
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-
case-123456789012",
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-
case-123456789012/*"
]
},
{
"Effect": "Allow",
"Action": [
"jottwinmaker:Get*",
"iottwinmaker:List*"
1,
"Resource": [
"arn:aws:iottwinmakex:us-
east-1:111122223333:woxrkspace/workspace-name",

By TEE 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/roles-managingrole-editing-console.html#roles-modify_permissions-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/roles-managingrole-editing-console.html#roles-modify_permissions-policy
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ERAEER

"arn:aws:iottwinmaker:us-
east-1:111122223333:workspace/workspace-name/*"

]
}I
{
"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"
}

FLREAJUERAE—EERRKATEEREYERER, WENAHATHEBENFMRES

BHE—EEE

BUEHE—EER

FERVENE—RBER A BEATHISER,

1. EIEREL , BEENITHE K AREEAEETRERR,
2. HEBEEL, BEEREY K ARBEBRVER

s
¢
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i
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Entities fbr workspace "MyWorkspace" (0)

All entities are displayed by default. You can search, group and expand/collapse to customize your view.

{__'{

Entities (0) Actions /¥ Components (0)

Create entity
Component

Entity Entityld Status

No entities

Mo entities to display

Create entity

3. EEVEREERED WAEEMNEE, LEHFEHCookieMixerEHE,
4. (EA) WmASENER,
5. BEEVERE,

ERCEIEFSEEENER. B LUEIBHIE components #ERKAER. AWS loT
TwinMaker R T RETTHEHE,

- B R HBEEMY.

s X RIEERMEBEAN HHIEBEBA URL,

- B BREEEREEFIERRR,

+ SiteWise E#285 : 12HU AWS loT SiteWise EE F E &/ F 5B M4,

+ Edge Connector for Kinesis Video Streams AWS loT Greengrass : # Edge Connector for KVS 12
EF /&R AWS loT Greengrass., MFEFMENR , FSBAWS loT TwinMaker £ E S,

AU EEAERPRELAEE  UEFELRARERAEER. SN ERHEEREE LEYH
MTAEE., IFERYTHARENFRES  F28 ERAMEY THEE,

BUANE—EEE 19
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HUgEfTh , RPSRIEENHTH TR ERNEEEER.
1. EEREEL  REEE  ARZBENEH

Entities (1)

CookieMixer Components (0)

Entity Entityld

CookieMixer 01a602c¢5-f172-404-854b-720753aa97c0

2. EFETHRET  WATHNETE, HRILEFFER Cookie EEZHRER , KM
fEMixerDescriptionB B FEA

BUANE—EEE 20
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Add component

3

Name

MixerDescription

Type

lypes of components include documents, time-series data, structured data, and unstructured data.

com.amazon.iottwinmaker.documents v

® Edit form Edit JSON

Document editor

Mo docs associated to the entity
Add a doc

¥ Properties

Property Data type is Timeseries  Storage

Add another property

Cancel

BEME M RARBAXGEBMAL URL NE. £ X4l BULERESERERE
AR IER URLSTFE,

4. EEFMETH

BUEHE—EEE
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LRECEBEFBRILENE—ESR. IFNARTHBENFMER  F2REEILNGEE AWS loT

TwinMaker &%=,

ERE AWS IRF
MRERE AWS IRFE | BER NS BREL—E.
S AWS IRFE

1. BARX https://portal.aws.amazon.com/billing/signup,
2. FREEMRLIETRET

Mo EMEFREPRENEN , AEESFR B ARER,

EEGEM B AWSIRF , AWSIRFREAESREN . REAEFRFEKIRFFHFRE AWS IR
¥NER. FRZERAERR  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

FRE AWS 1RF 22


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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ERMEM THEER

AEENGZ S 5| ERMEE A RET AWS loT TwinMaker THERWENGEE, ©SREBMAEIER
Y | AT LUESEZE CreateComponentTypeAP| £ AWS loT TwinMaker =18 & R T4 B R iR
e,

BHREEBRERREHBENBIRN £ T X,

NETHER

£ AWS loT TwinMaker &7 , EREETIEE , ARELBERPREE [tHEHE] K, f2F3T
TR,

+ BEIEZ AWS loT SiteWise EEMEEER K WSHERAER AN THERN THERNTH
A, AWS loT TwinMaker 21FEERBIER AWS loT SiteWise EERSWFHMERN , FSREEE
[E% AWS loT SiteWise,

« B —EERNERANS  TREREBASRERIIER. AT SEEIBERBRN
HE, ERREZEREARHMRYN , WHTLHS —EAAEEEE , ZEAREEE T BIREMLE
Mlﬁ HEEOEE&O

« X B ERABEFA I XHNREE URL EEHIE,

- EES BEET  FREARERRASRNBEEES , € oT RERIRAZTERN TH.
AWS loT Greengrass Kinesis Video Streams AWS loT Greengrass JTHFRY 2 FEZEE T2 AWS
loT TwinMaker 7ot , M R3PBE loT KEAK FHITALEE AWS loT Greengrass T,

o EEEE  BEBRENIEEDNEHR. AWS loT SiteWise
- B BEEEEHINIISENES,
+ 1858 : ¥ Kinesis Video Streams 12EURSEE| —EEEMMELH. AWS loT TwinMaker

Component types (6)

lovember 12, 2021, 16:25:32 (UTC-8:
lovember 12, 2021, 16:25:34 (UTC-8:
ovember 12, 2021, 16:25:35 (UTC-8:
ovember 12, 2021, 16:25:30 (UTC-8:
ovember 12, 2021, 16:25:38 (UTC-8:

ugust 24, 2022, 12:12:57 (UTC-7:00)
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/tm-sw-asset-sync.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/tm-sw-asset-sync.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/kvs-edge-connector-component.html

AWS loT TwinMaker EREER

AWS loT TwinMaker Tt R & IhEE

THBEERATHEENZOINEE.

- BMEER : PropertyDefinitionRequest¥I#rE&R 7T — BB , BN ESZRRERPEAXE
M, A UEARABERRKERRINEHEAZB L. ERENFEBLESREEETF AWS loT
TwinMaker, RRERFKRENNEEFIIBHNEMBESRETEINS,

B LA E ¥ PropertyDefinitionRequest N FHEREEMEER, BEFRERNEE L AR
_EI‘JO

« B® : FunctionRequest¥I#EE Lambda B & , R B AT /T E R RIRBIANEANABERR
Ro

BEERAREFENMEREHERBRENEN BN BUABEFRE R MKRBEFRE, G0 AKEH
REARERRERAMER, SEEZSHREAERINIER. eNTEHRESRERRF,

B EEHFunctionRequest N FREREEEE. FRMLAEETIHP-—ERLERNEHE
ﬁi“lo
« dataReader : fEAEDRIBEVEIRN B &
- dataReaderByEntity : /A ZPIRIZENEIRAVEREL,
ERFERAERERNERENER , GetPropertyValueHistoryAPl B E X Bt tHER P BHEHN
BERISEEH, (BREEER componentName + WBMER S CFentityId, )
« dataReaderByComponentType : A EBIRIZENBUIRH R E,

EREREEERNNERFEIEEE , GetPropertyValueHistoryAP| fERE X Bt T4 B P BN
BEREH., (BReEERNEBMEERE LI #HcomponentTypeld, )

« dataWriter : BERE AN BRIFREEHE,
« schemalnitializer : BEZLZV IS THERENERE K S8HUKRILBEENRE.

FRMREARED  FE-BRENBRENSEHEZ—

MEEEFERRENTH (BIEETR) W Lambda REE S| , FFSBAWS loT TwinMaker £ 5] #Y
EREER,

AWS loT TwinMaker JTEER R OIIRE 24


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_PropertyDefinitionRequest.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_FunctionRequest.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
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ERAEER

® Note

HRETEZESEREMRERTHER , Bt Lambda B4 AEEalarm_key{H. M
RIBRBEERNE , Grafana B EEEBAARE, EEFMEREERMNEGELEN,

- A AHEREREARERKBIEANL., —BAxtEREKS TEE 10 BRXTHEE,

EfextendsFromZE A E T HEE R PEAEENRNEN THEE,

* ISSingleton : RETHBEHEY , HINNUERER , ELEBUETHRISEERPZIN
#$isSingletonBEERES , true MEERTHERREITEEB TH — X,

EyBMES

TRRA a WS BPropertyDefinitionRequest,

B8

isExternalld

isStoredExternally

isTimeSeries

isRequiredInEntity

dataType

defaultValue

DU

THE  EEBMRERAREENSSZBHEER
ME—3% BI%E (5120 AWS loT SiteWise & ID),

LB TERES false,

WME  EEBHEEREREEINE.
LB TRRES false.

wME  EEBUREREFREFIIER,
LB TERER false

WHE; EEBMEERATHRENERTRS
HAERE.

EEBM < EREE (HlmF&E, DataType¥
BR, FEMREEN) BT,

fgDataValue EE B TR EN Y4,

25


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataValue.html
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B8

configuration

B

TRRA a WS EFunctionRequest,

28

implementedBy
requiredProperties

scope

W0 7E R R IR ML M E (R T A R R RV EE 45

safl TR

AEBESTHUMNEETHERERH R,

TR (WE)

DU

—¥& string-to-string & , 1§ E&FEEEEEI/
HERRRNEMER,

DU

$gDataConnectorEBEEN T E R RIRZ
Lambda EX &R ¥4,

HEATHERBNBAASERRRARENBLE

o

HENEE, AWorkspace REIEREZEET
EENEE. AEntityREERSASETH
ZERNEE,

EEZE?7

THEH R ERTE AWS loT TwinMaker TR AFWMKE R THER, e8&functions—EEE

’RdataReaderB&implementedByEH 5K,

{

"componentTypeId": "com.example.alarm.basic:1",

"workspaceId": "MyWorkspace",

BIUEH

26


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataConnector.html
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"description": "Abstract alarm component type",

"functions": {
"dataReader": {
"isInherited": false
}
I
"isSingleton": false,
"propertyDefinitions": {
"alarm_key": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
},
"alarm_status": {
"dataType": {
"allowedValues": [
{
"stringValue": "ACTIVE"
},
{
"stringValue": "SNOOZE_DISABLED"
I
{
"stringValue": "ACKNOWLEDGED"
},
{
"stringValue": "NORMAL"
}
1,
"type": "STRING"
},
"isRequiredInEntity": false,
"isStoredExternally": true,
"isTimeSeries": true

(]

ﬂ-ll’l

4

#H (HE)
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componentTypeIdMi{EworkspaceIDRLEMN, WEHEN ITEEcomponentTypeld4ERM
—H. W{Ealarm_key—RME—BAEIE , HBUARKEADBRKEHENERER,. BRNWERLEN X
FEED AWS loT TwinMaker, Bfalarm_statusfBFIERFEENAIPRIES,

&5 5| AWS loT TwinMaker 12 Z &4,
BF R 7R & R

TG REEN THER | ITRASRFRHEIUSETHER (BN R® Cookie IREET) HERIE
B, EETHAERESRN Lambda B,

{
"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"
}
}
}
b
"propertyDefinitions": {
"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true
b
"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true
}
}
}

iy AR R 28


https://github.com/aws-samples/aws-iot-twinmaker-samples

AWS loT TwinMaker ERERER
HWE (tHRmEBEER)
TH S EgAMRERNEESRRENTHER, EEETHCSH Lambda BRERBREREIR

"componentTypeId": "com.example.cookiefactory.alarm",
"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry",
"com.amazon.iottwinmaker.alarm.basic"
1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue": {
"stringValue": "Alarm"
}
}
I

"functions": {

"dataReader": {
"implementedBy": {
"lambda": {

"arn": "lambdaArn"

}

® Note

HRETREEFERAMKERTHER , At Lambda B4 EERalarm_keyH, R
R BEELE , Grafana EEKEBRARE. ERFMAREBERNEHHBLEN.

e A

RE PR EBIRANAME L BERBHERER, SBUUEAELEMRESERNTEBCHRETER

ARIEH —EARE,

BE (EHMREREREA ) 29
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A ERT

THIEHERAB R BERERNTHEE, EA Cookie BEAFRNRERRIAEREEHMIREFIIE

38
{
"componentTypeld": "com.example.cookiefactory.mixer",
"workspacelId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"
1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue" : { "stringValue": "Mixer" }
3,
"RPM": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
b
"Temperature": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isStoredExternally": true
}
}
}

K58

TrEHSEEERESRENTHERE, ER/KENEBENREEEEMKREFIIBE.

"componentTypelId": "com.example.cookiefactory.watertank",
"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"
1,
"propertyDefinitions": {
"telemetryType": {

RIBES
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"defaultValue" : { "stringValue": "WaterTank" }

.

"tankVolumel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

},

"tankVolume2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

.

"flowRatel": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isStoredExternally": true

},

"flowrate2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

ZEVE

TH&EFHLSBMYE , HES/R#FED AWS loT TwinMaker, HRELERHFERAZIEELF#EEER
B, AFAEEEMREETHEINTEMH. tEftEfFHAERELATIONSHIPRI R RigEEE M
BHRMWER,

e RHEERMS AR L TXMAZRUSE, EUUAERATCRMTEE , HERELERAN
VB, BTN ERE FEALET  LHEBERIRTUSIEERFERZER , HABEIAREEA
AR AL B

"componentTypeld": "com.example.cookiefactory.space",

"workspaceId": "MyWorkspace",

"propertyDefinitions": {
"position": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"rotation": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},

RIBES 31
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"bounds": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"parent_space" : { "dataType": {"type": "RELATIONSHIP"}}

B 32
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AWS loT TwinMaker KEE4#E

£ AmetadataTransferJob KXIFIEEHFEE AWS loT TwinMaker &R, metadataTransferJob A &
&1 AWS loT TwinMaker 1 Amazon S3 2 E#11T KER/E AWS loT SiteWise F{E&#E IR,

BT LAE T BB E A RERAE -

- EIRFZBARBEBEENER , fINRBERIESEBIEERS.

- AREEEEE , fINABRE LENRE AWS loT BE,

- BIENEEAREBEAZE AWS loT TwinMaker 1 AWS IoT SiteWise.

- REEARERAEEA AWS loT TwinMaker B8 , fi#0 revitsk BIM X,

£

- EEHSNMEE

« BITRKEEANMEHERE

« AWS loT TwinMaker F# & fHEREHEE B R

BEEHZRNITEE

AWS loT TwinMaker X EREFHA U TELSFMEE

- BEA : SEIR AWS loT TwinMaker BET/EEMEIE, Hlan , RABIER. Amazon S3 FEEETEE
PR , R AWS loT SiteWise F AWS loT TwinMaker T4[&E,

- [EH : &R AWS loT TwinMaker TEERB ZEARME KRN Amazon S3 FEEETEE M BNE,
- RR  BERFBHERNELHBNE,

fflgn , Amazon S3 FEFETE2EARIR , ™ AWS loT TwinMaker T/E[E 2 FE H KR,
- B . BERERBBHINAEME.

f5ltn , Amazon S3 F#FETEEEH Bt , M AWS loT TwinMaker T/EE 2 E A B Hith,
« AWS IoT SiteWise #&#&HEA : AR EAME HE RSB AWS loT SiteWise.
« AWS loT TwinMaker #&##ik : AREANELERNEEHER AWS loT TwinMaker.
« AWS loT TwinMaker Sk EEE R : B APIsHEANER. E8mMS , E8I ComponentType.
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« AWS loT TwinMaker FEREIR : PRENERTEANEREREE, BRIRTH.

- REER  RIWEALEL AWS loT TwinMaker AWS loT SiteWise M ERFTEN BN

- metadataTransferJob : FE&EHIT BHEI Y HCreateMetadataTransferJob,

AWS loT TwinMaker metadataTransferJob Zh&E

AREERPHITARERER AWS loT TwinMaker BB 1T A — I EE metadataTransferJob. B
RPENAEAERERMENDTREERNREREBIEIR, AWS loT TwinMaker KEREZE T
BE :

- REEBEREIHEUL : AWS loT TwinMaker EZ I FHHEIR , BB EIR ID —E BN E
BEER,

i, R BEREFENRRED  ERESRKH EntitySRTEAPERNMERERTUL
- FTEREMYHEM :

# EntityComponent [E#k , ZRERUIIR . ERXECHEFE , B8, BESEL

ValidationException,

REUEBERER  FRERURBRBELESER , EEE EntityComponent B ABEFHE.
- FERMEK :

AWS loT TwinMaker 8 X B FERMIR. FERTUZRTH. BHIER.
MBEEEMBRTH | BLAEREREERIAIT,
MREEEMBRBHRRER , BXLERBEER EntityComponent BT,

HEZMBRTFER  FENMESBERNER Y ERTFERNES.

- TEMBREBEIR : AWS loT TwinMaker XKETEMREEER. KR LEEREZEERS
ComponentType,

- BE-#ATEFAERERSEFERES !
FELIEAREATREEAEERNZEERERNTFER (Hl B ) &,
MREEEHFEH entityld , AIFEXEER,. EntityComponent, BHSEEAHERHER 1D,

R EntityComponent B entityld 5 componentName 84 , & &£ 7E EntityComponent,
BEMSBERTEAMERNES.
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MBEBMREFEDFER entityld, componentName, propertyName #4 |, Rl LB ER
REAMERNES.

« Externalld 22/ AWS loT TwinMaker : Externalld 7] B 3 1 By #2358 Bl & R .

AT K EEANE HIRE

REBREOAHTAREAMELRE , UARIAREEREFHVER. SRHEEH CLIvTH
BaEesl,

AWS loT TwinMaker APl 2# /A& CreateMetadataTransferJob FE b API BNERFEEEE A .

FE

- metadataTransferJob JtR 14

« IAM FFH]

- BITKRERKE

- HBRRE

- EAREEREL

- AWS loT TwinMaker metadataTransferJob &4

metadataTransferJob c R4

AR T EREH , BE{TmetadataTransferJob :

32 AWS loT TwinMaker T4EE., I {EEA LLREmetadataTransferJob, MEEN TEEMFEMAE
A, EZEEIIERE,

« B3 Amazon S3 EEBUENREIR. MEMEH Amazon S3 WEEHEA , FSETERE Amazon
S37?

2

s

%II

|IAM ZF 8]

EERHTREREN  SEEEVEASHFTHN IAM BEK AWS loT TwinMaker , A 257 Amazon S3
AWS loT SiteWise A5 2 B AWS R, MFEEY IAM BERWEFEHEER , F2EEL IAM
HR.
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AWS loT TwinMaker

ERAEER

AWS loT TwinMaker AWS loT SiteWise 1 Amazon S3 HWBERBFRIRA R TR LLEE -

« AWS loT TwinMaker BUR :
JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"
]I
"Resource": "*"
}I
{
"Effect": "Allow",

"Action": [
"iottwinmaker:GetWoxrkspace",
"iottwinmaker:CreateEntity",
"iottwinmaker:GetEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:GetComponentType",

"iottwinmaker:CreateComponentType",
"iottwinmaker:UpdateComponentType",

"jottwinmaker:ListEntities",

"iottwinmaker:ListComponentTypes",
"iottwinmaker:ListTagsForResource",

"iottwinmaker:TagResource",
"iottwinmaker:UntagResource”

1,

"Resource": "*"

« AWS loT SiteWise BUR :

IAM BF 7]
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JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:ListBucketMultipartUploads",
"s3:ListMultipaxrtUploadParts"
]I
"Resource": "*"
}I
{
"Effect": "Allow",

"Action": [
"iotsitewise:CreateAsset",
"jotsitewise:CreateAssetModel",
"iotsitewise:UpdateAsset",
"iotsitewise:UpdateAssetModel",
"iotsitewise:UpdateAssetProperty"”,
"jotsitewise:ListAssets",
"iotsitewise:ListAssetModels",
"iotsitewise:ListAssetProperties"”,
"iotsitewise:ListAssetModelProperties",
"jotsitewise:ListAssociatedAssets"”,
"iotsitewise:DescribeAsset",
"jotsitewise:DescribeAssetModel"”,
"iotsitewise:DescribeAssetProperty"”,
"jotsitewise:AssociateAssets",
"iotsitewise:DisassociateAssets",
"iotsitewise:AssociateTimeSeriesToAssetProperty"”,
"iotsitewise:DisassociateTimeSeriesFromAssetProperty",
"iotsitewise:BatchPutAssetPropexrtyValue",
"iotsitewise:BatchGetAssetPropextyValue",
"iotsitewise:TagResource",
"iotsitewise:UntagResouxce",
"iotsitewise:ListTagsForResource"

1,
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"Resource": "*"

« Amazon S3 BUEK :

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"

1,

"Resource": "*"

nlh+
W%

H®E , BA LS Amazon S3 BURRR #] A{EFHE — Amazon S3 fEZETE | BESR T HBUR,

Amazon S3 E—RAFArREEBE

{

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"

1,

"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

]

}
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ERAEER

=L

s EmetadataTransferdob

HEEHERAETFINEHEER | FR T IAM BERFEEARFWAYSE AWS loT TwinMaker,

® Note

W BURE A FFFEL AWS loT TwinMaker [ A F1FE H 7 Amazon S3 2 B & &R

"Effect": "Allow",
"Action": [

"iottwinmaker:*DataTransferJob*"

]I

"Resource": "*",
"Condition": {
"StringlLikeIfExists": {

"iottwinmaker:sourceType":

I|53I| ,
"iottwinmaker"

1,

"iottwinmaker:destinationType":

"iottwinmaker",
"53"

HITRERME
AR MATHIT AR EARE S B4

&R Amazon S3 EEAZ AWS loT TwinMaker

1. {#F AWS loT TwinMaker metadataTransferJob #& &R
W EFRE Amazon S3 REFIFED,

MEHSIERER | F2E EATRENEAR,

2. BIUBRANYKEHMEFA JSON R, B RANSHEEERTHENREMNE NVit,
Amazon S3 EFEEIEEANRIE , A& AWS loT TwinMaker T/EEIEE A B i,

EEHGNER. BAGEBHERE

ARG A

BT REBRIE
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AWS loT TwinMaker

AT RFER ARy

{
"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{

"type'": "s3",
"s3Configuration": {
"location": "arn:aws:s3:::amzn-s3-demo-bucket/your_import_data.json"
}
1,
"destination": {
"type": "iottwinmaker",
"iotTwinMakerConfiguration": {
"workspace": "arn:aws:iottwinmaker:us-
east-1:111122223333:workspace/your-worksapce-name"
}
}
}

ALREREBRANNEREE , EREET —ELRPERAT, EUHEAEHF , BFRAXES

createMetadataTransferJobImport. json,

3. BITT% CLI S SRIMA CreateMetadataTransferJob ( # input-json EREBERR BEERE
HEBERAXNERE )

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobImport.json

EE® 2 I metadataTransferJob , YRR ERFNEERNER,

% EEER AWS loT TwinMaker  Amazon S3

1. EREENEEREEY JSON BFRAN , LEREEHNER, FL&EH+ , RAEH

"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{
"type": "iottwinmaker",
"iotTwinMakerConfiguration": {

BT REBRIE
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"workspace": "arn:aws:iottwinmaker:us-
east-1:111122223333:workspace/your-workspace-name",
"filters": [{
"filterByEntity": {
"entityId": "parent"
13,
{
"filterByEntity": {
"entityId": "child"

11,
{
"filterByComponentType": {
"componentTypeId": "component.type.minimal"
13}
]
}
1,
"destination": {
"type": "s3",
"s3Configuration": {
"location": "arn:aws:s3:::amzn-s3-demo-bucket"
}
}

filters S AIREIETEELHNER, THEFF , BMSMK entity, F ETE
iEcomponentType,

A HE AWS loT TwinMaker TEEISEARKIR , W HE Amazon S3 REEFEEFRIEEAPEERE
HEEH B 893,

l

REENFRANLCHEERER , CEETASRPTET. EHEH+ , RMABFERA®D

£ A createMetadataTransferJobExport. json.

2. #ITTH CLI SR MA CreateMetadataTransferJob ( # input-json ERZBER BEE
MBRAXHERE )

\

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobExport.json

E®E I metadataTransferJob , WK EBBMEERNEF.

AT AR #
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EEREREHERITHENMRE , FEA TGS

« ZEERUHER , 5BEH CancelMetadataTransferJob API BifE, & #&RE0Y
CancelMetadataTransferJob & , APl REBUH#1TH BImetadataTransferJob , M BEEEEH K
EANERETEZ I AP RIHFE,

- PEHERBEEENER , FBFER GetMetadataTransferJob API Bk,

HE , BULERATS CLI v , EEANERH T LI GetMetadataTransferJob :

aws iottwinmaker get-metadata-transfer-job --job-id ExistingJobId

MRIBERFEEN AWS loT TwinMaker [E A 2 [ H£7 £ F Al GetMetadataTransferJob , & &R
FlResourceNotFoundExceptionf&ii O fE,

- PELHERNMNER , FEMA ListMetadataTransferJobs APl E1E,

LA 24 ListMetadataTransferJobs FEAY AWS loT TwinMaker & destinationType # s3
sourceType B9 CLI &5 :

aws iottwinmaker list-metadata-transfer-jobs --destination-type iottwinmaker --
source-type s3

(® Note
EAI L2 E sourceType # destinationType 28 ME , UFASEAREHETENRRENE K
i,

WMEWAIELE API EEH CLI oS &EH |, 552/ AWS loT TwinMaker metadataTransferJob i 4,
NREEERTHEEERTMER , F2E ERERE

R
BUNHTEREIE2E , B LR GetMetadataTransferJob 332 B 2% 4 W {8558

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your_metadata_transfer_job_id \
--region us-east-1
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AWS loT TwinMaker EREER

—BEREKAREE R COMPLETED , MU LBBEBNE R, GetMetadataTransferJob EE[E A
5B B¥#MetadataTransferJobProgress , EHREE T HIH{ :

- failedCount : IEHEBEFBEABMNERHE.

- skippedCount : EHERBEFRBNEREE,

» succeededCount : R NMEWRREFPEHINERHE,
* totalCount : RNEWEFP I RNERBH.

e, EEE reportUrl tE , HH IR LEEN URL. MRENERIKECEEE-—THENE
R, BALEAL URL TEREEMNERBS

EAFEEREAR

U LFERE—KREEBANREEAZFZTH. componentTypes HNERE, AEI K& FI R EE AT
LEigE,

template: Importing entities

ETHEAEXAREATRNESR

{
"entities": [
{
"description": "string",
"entityId": "string",
"entityName": "string",
"parentEntityId": "string",
"tags": {
"string": "string"

},
"components": {

"string": {
"componentTypeId": "string",
"description": "string",
"properties": {

"string": {
"definition": {
"configuration": {
"string": "string"

}I

EARRER g 43


https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_MetadataTransferJobProgress.html

AWS loT TwinMaker

ERAEER

"dataType": "DataType",
"defaultValue": "DataValue",

"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
I
"value": "DataValue"
}
},
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}

template: Importing componentTypes

$HHE A componentTypes BEFKEA T HIEAE -

"componentTypes": [
{
"componentTypeId": "string",
"componentTypeName": "string",
"description": "string",
"extendsFrom": [
"string"
1,
"functions": {
"string": {
"implementedBy": {
"isNative": "boolean",
"lambda": {

"functionName": "Telemetry-tsDataReader",

EARRER g

44



AWS loT TwinMaker EREER

arn": "Telemetry-tsDataReaderARN"

}
},
"requiredProperties": [
"string"
1,
"scope": "string"
}
},
"isSingleton": "boolean",
"propertyDefinitions": {
"string": {
"configuration": {
"string": "string"
},
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
}
I
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"

}
1,
"tags": {
"string": "string"

template: Importing components

R TIEAEXAREATHNETR
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ERAEER

"entityComponents": [
{
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",
"description": "string",
"properties": {
"string": {
"definition": {
"configuration": {
"string": "string"
I
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
I
"value": "DataValue"
}
},
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"

AWS loT TwinMaker metadataTransferJob €345l

ERATSmSREREN PRERER

» CreateMetadataTransferJob API Ej{E,

CLI Sr = &4l

AWS loT TwinMaker metadataTransferJob &35
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AWS loT TwinMaker

ERAEER

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \

--cli-input-json file://yourTransferFileName. json

« BEHUHMET , 55 CancelMetadataTransferJob APl B4k,

CLI S &5l :

aws iottwinmaker cancel-metadata-transfer-job
--region us-east-1 \
--metadata-transfer-job-id job-to-cancel-id

E BI04 CancelMetadataTransferJob B , REBUERENPEE R ERTE K MAFEMNEELS

ZITE,

EEH GetMetadataTransferJob API Bk,

EANERBIEXE
- FEHDBEEBNES ,

CLI arm &l :

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your metadata_transfer_job_id \
--region us-east-1 \

- ZEIHBEBNMNEH , BFEH ListMetadataTransferJobs API Ei{E,

BRI LAE JSON & 2852 ListMetadataTransferJobs BEINE R, F2

1. E CLI & A JSON #23 bUIE i {8 i Pl Y BRI R

{
"sourceType": "s3",
"destinationType": "iottwinmaker",
"filters": [{
"workspaceId": "workspaceforbulkimport"
},
{
"state": "COMPLETED"
1]
}
RECALHKERER  EWA CLITREEE.
2. fERA JSON ERMA TSI CLI s HSHEIH :

B T3ER CLI NER :

AWS loT TwinMaker metadataTransferJob &35
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AWS loT TwinMaker

ERAEER

aws iottwinmaker list-metadata-transfer-job --region us-east-1 \
--cli-input-json file://ListMetadataTransferJobsExample.json

AWS loT TwinMaker ##& & BHMER{E & B HER

metadataTransferJob EA#SEBHHIR | B8 ER LEZE Amazon S3 FFEFER
TwinMaker F#ERHE BB A RBREFESR

"$schema": "https://json-schema.org/draft/2020-12/schema",
"title": "IoTTwinMaker",

, SBEEALE AWS loT

"description": "Metadata transfer job resource schema for IoTTwinMaker",

"definitions": {
"ExternalId": {
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+"
.
"Description": {
"type": "string",
"minLength": 0,
"maxLength": 512
},
"DescriptionWithDefault": {
"type": "string",
"minLength": 0,
"maxLength": 512,
"default": ""
},
"ComponentTypeName": {
"description": "A friendly name for the component type.",
"type": "string",
"pattern": ".*[M\\u0000-\\u@@1F\\u@@7F]*.*",
"minLength": 1,
"maxLength": 256
.
"ComponentTypeId": {
"description": "The ID of the component type.",
"type": "string",
"pattern": "[a-zA-Z_.\\-0-9:]+",

AWS loT TwinMaker # ## & BHERHE L E TR
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"minLength": 1,
"maxLength": 256
},
"ComponentName": {
"description": "The name of the component.",
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
I
"EntityId": {
"description": "The ID of the entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "[0-9a-f]{8}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{12} | [a-zA-
Z0-9][a-zA-Z_\\-0-9.:]*[a-zA-Z0-9]+"
I
"EntityName": {
"description": "The name of the entity."
"type": "string",
"minLength": 1,
"maxLength": 256,
"pattern": "[a-zA-Z_0-9-.][a-zA-Z_0-9-. ]*[a-zA-Z0-9]+"
},
"ParentEntityId": {
"description": "The ID of the parent entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "\\$ROOT|~A[0-9a-f]1{8}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]
{12} |*[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+",
"default": "$ROOT"

I

"DisplayName": {
"description": "A friendly name for the property.",
"type": "string",
"pattern": ".*[M\\u0000-\\uQ@1F\\u@@7F]*.*",

"minLength": 0,
"maxLength": 256
},
"Tags": {
"description": "Metadata that you can use to manage the entity / componentType",
"patternProperties": {
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"ACONNPLLIN\P{ZI\\p{N}_. : /=r\\-e]*)$": {
"type": "string",
"minLength": 1,
"maxLength": 256
}
},
"existingJavaType": "java.util.Map<String,String>",
"minProperties": 0,
"maxProperties": 50

I
"Relationship": {
"description": "The type of the relationship.",
"type": "object",
"properties": {
"relationshipType": {
"description": "The type of the relationship.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
},
"targetComponentTypeId": {
"description": "The ID of the target component type associated with this
relationship.",
"$ref": "#/definitions/ComponentTypelId"

}
},
"additionalProperties": false
},
"DataValue": {

"description": "An object that specifies a value for a property.",
"type": "object",
"properties": {
"booleanValue": {
"description": "A Boolean value.",
"type": "boolean"

},
"doubleValue": {
"description": "A double value.",
"type": "number"
},
"expression": {
"description": "An expression that produces the value.",

"type": "string",
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"pattern": "(M\\$\\{Parameters\\.[a-zA-z]+([a-zA-z_0-9]1*)}$)",

"minLength": 1,
"maxLength": 316
I
"integerValue": {
"description": "An integer value.",
"type": "integer"
I
"listValue": {
"description": "A list of multiple values.",
"type": "array",
"minItems": 0O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
I
"default": null
I
"longValue": {
"description": "A long value.",
"type": "integer",
"existingJavaType": "java.lang.Long"
},
"stringValue": {
"description": "A string value.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
I
"mapValue": {
"description": "An object that maps strings to multiple
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/DataValue"
}
I

"additionalProperties": {
"$ref": "#/definitions/DataValue"
}
.

DataValue objects.",

AWS loT TwinMaker # ## & BHERHE L E TR
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"relationshipValue": {
"description": "A value that relates a component to another component.",
"type": "object",
"properties": {
"TargetComponentName": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
I
"TargetEntityId": {
"type": "string",
"pattern": "[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{12}]
A[a-zA-Z0-9]1[a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+",
"minLength": 1,
"maxLength": 128

}
1,
"additionalProperties": false
}
},
"additionalProperties": false
},
"DataType": {

"description": "An object that specifies the data type of a property.",
"type": "object",
"properties": {
"allowedValues": {
"description": "The allowed values for this data type.",
"type": "array",
"minItems": O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
},
"default": null
},
"nestedType": {
"description": "The nested type in the data type.",
"$ref": "#/definitions/DataType"
},

"relationship": {
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"description": "A relationship that associates a component with another
component.",
"$ref": "#/definitions/Relationship"
1,
"type": {
"description": "The underlying type of the data type.",
"type": "string",
"enum": [
"RELATIONSHIP",
"STRING",
"LONG",
"BOOLEAN",
"INTEGER",
"DOUBLE",
"LIST",
"MAP"
]
1,
"unitOfMeasure": {
"description": "The unit of measure used in this data type.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
}
1,
"required": [
"type"
1,
"additionalProperties": false
},
"PropertyDefinition": {
"description": "An object that specifies information about a property.",
"type": "object",
"properties": {
"configuration": {
"description": "An object that specifies information about a property.",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
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},
"existingJavaType": "java.util.Map<String,String>"

},

"dataType": {
"description": "An object that contains information about the data type.",
"$ref": "#/definitions/DataType"

},

"defaultValue": {
"description": "An object that contains the default value.",
"$ref": "#/definitions/DataValue"

},

"displayName": {
"description": "An object that contains the default value.",
"$ref": "#/definitions/DisplayName"

},

"isExternalld": {

"description": "A Boolean value that specifies whether the property ID comes
from an external data store.",
"type": "boolean",
"default": null
},
"isRequiredInEntity": {
"description": "A Boolean value that specifies whether the property is
required.",
"type": "boolean",
"default": null
},
"isStoredExternally": {
"description": "A Boolean value that specifies whether the property is stored
externally.",
"type": "boolean",
"default": null
},
"isTimeSeries": {
"description": "A Boolean value that specifies whether the property consists
of time series data.",
"type": "boolean",
"default": null
}
1,
"additionalProperties": false
1,
"PropertyDefinitions": {
"type": "object",
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"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/PropertyDefinition"
}
},
"additionalProperties": {
"$ref": "#/definitions/PropertyDefinition"

}
},
"Property": {
"type": "object",
"properties": {
"definition": {
"description": "The definition of the property",
"$ref": "#/definitions/PropertyDefinition"
I
"value": {
"description": "The value of the property.",
"$ref": "#/definitions/DataValue"
}
},
"additionalProperties": false
},

"Properties": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Property"
}
I
"additionalProperties": {
"$ref": "#/definitions/Property"
}
I
"PropertyName": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+"
I
"PropertyGroup": {
"description": "An object that specifies information about a property group.",
"type": "object",
"properties": {
"groupType": {
"description": "The type of property group.",
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"type": "string",
"enum": [
"TABULAR"
]
},
"propertyNames": {
"description": "The list of property names in the property group.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/PropertyName"
},
"default": null
}
I
"additionalProperties": false
I
"PropertyGroups": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/PropertyGroup"
}
},
"additionalProperties": {
"$ref": "#/definitions/PropertyGroup"
}
},
"Component": {
"type": "object",
"properties": {
"componentTypeld": {
"$ref": "#/definitions/ComponentTypeId"

},
"description": {
"$ref": "#/definitions/Description"
.
"properties": {
"description": "An object that maps strings to the properties to set in the

component type. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/Properties"
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},
"propertyGroups": {

"description": "An object that maps strings to the property groups to set in
the entity component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
}
},
"required": [
"componentTypeId"
1,
"additionalProperties": false
I
"RequiredProperty": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+"
I
"LambdaFunction": {
"type": "object",
"properties": {
"arn": {
"type": "string",
"pattern": "arn:((aws)|(aws-cn)|(aws-us-gov)|(\\${partition})):lambda:(([a-
z0-9-1+) | (\\${region})): ([0-91{12} | (\\${accountId})):function:[/a-zA-Z0-9_-]1+",
"minLength": 1,
"maxLength": 128
}
},
"additionalProperties": false,
"required": [

"arn
]
.

"DataConnector": {
"description": "The data connector.",
"type": "object",
"properties": {
"isNative": {
"description": "A Boolean value that specifies whether the data connector is
native to IoT TwinMaker.",
"type": "boolean"
},
"lambda": {
"description": "The Lambda function associated with this data connector.",
"$ref": "#/definitions/LambdaFunction"

AWS loT TwinMaker & BHERT A B ER 57



AWS loT TwinMaker EREER

}
I
"additionalProperties": false
I
"Function": {
"description": "The function of component type.",
"type": "object",
"properties": {
"implementedBy": {
"description": "The data connector.",
"$ref": "#/definitions/DataConnector"
I
"requiredProperties": {
"description": "The required properties of the function.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/RequiredProperty"
I
"default": null
I
"scope": {
"description": "The scope of the function.",
"type": "string",
"enum": [
"ENTITY",
"WORKSPACE"
]
}
},
"additionalProperties": false
},
"Entity": {

"type": "object",
"properties": {
"description": {
"description": "The description of the entity.",
"$ref": "#/definitions/DescriptionWithDefault"
I
"entityId": {
"$ref": "#/definitions/EntityId"
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},
"entityExternalld": {
"description": "The external ID of the entity.",
"$ref": "#/definitions/ExternalId"
},
"entityName": {
"$ref": "#/definitions/EntityName"
.
"parentEntityId": {
"$ref": "#/definitions/ParentEntityId"
},
"tags": {
"$ref": "#/definitions/Tags"
.
"components": {
"description": "A map that sets information about a component.",
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Component"
}
.

"additionalProperties": {
"$ref": "#/definitions/Component"

}
},
"required": [
"entityId",
"entityName"
1,
"additionalProperties": false
},
"ComponentType": {
"type": "object",
"properties": {
"description": {
"description": "The description of the component type.",
"$ref": "#/definitions/DescriptionWithDefault"
I
"componentTypeld": {
"$ref": "#/definitions/ComponentTypeId"
},
"componentTypeExternalld": {
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"description": "The external ID of the component type.",
"$ref": "#/definitions/ExternalId"
},
"componentTypeName": {
"$ref": "#/definitions/ComponentTypeName"
I
"extendsFrom": {
"description": "Specifies the parent component type to extend.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/ComponentTypelId"
I
"default": null
I
"functions": {
"description": "a Map of functions in the component type. Each function's key
must be unique to this map.",
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Function”
}
},
"additionalProperties": {
"$ref": "#/definitions/Function”
}
},
"isSingleton": {
"description": "A Boolean value that specifies whether an entity can have
more than one component of this type.",
"type": "boolean",
"default": false
},
"propertyDefinitions": {
"description": "An map of the property definitions in the component type.
Each property definition's key must be unique to this map.",
"$ref": "#/definitions/PropertyDefinitions"
I
"propertyGroups": {
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"description": "An object that maps strings to the property groups to set in
the component type. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
I
"tags": {
"$ref": "#/definitions/Tags"
}
I
"required": [
"componentTypeId"
1,
"additionalProperties": false
},
"EntityComponent": {
"type": "object",
"properties": {
"entityId": {
"$ref": "#/definitions/EntityId"

iy
"componentName": {

"$ref": "#/definitions/ComponentName"
iy

"componentExternalId": {
"description": "The external ID of the component.",
"$ref": "#/definitions/Externalld"

I

"componentTypeld": {
"$ref": "#/definitions/ComponentTypeId"

},
"description": {
"description": "The description of the component.",
"$ref": "#/definitions/Description"
},
"properties": {
"description": "An object that maps strings to the properties to set in the

component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/Properties"
I
"propertyGroups": {
"description": "An object that maps strings to the property groups to set in
the component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
}
I
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"required": [
"entityId",
"componentTypeId",
"componentName"

1,

"additionalProperties": false

}
1,

"additionalProperties": false,
"properties": {
"entities": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/Entity"
}
},
"componentTypes": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/ComponentType"
}
.

"entityComponents": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/EntityComponent"
.
"default": null

LT EHIE RN BZ A BF componentType , component. type
Binitial:

{
"componentTypes": [
{
"componentTypeId": "component.type.initial",
"tags": {

JntialWEVEA NE
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"key": "value"
}
}
1,
"entities": [
{
"entityName": "initial",
"entityId": "initial"
}

UTREMRAERNVES

{
"componentTypes": [
{
"componentTypeId": "component.type.initial",
"description": "updated"
}
1)
"entities": [
{
"entityName": "parent",
"entityId": "parent"
},
{

"entityName": "child",
"entityId": "child",
"components": {
"testComponent": {
"componentTypeId": "component.type.initial",
"properties": {
"testProperty": {
"definition": {
"configuration": {
"alias": "property"
},
"dataType": {

"relationship": {
"relationshipType": "parent",
"targetComponentTypeId": "test"

b
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"type": "STRING",
"unitOfMeasure": "t"

},

"displayName": "displayName"

}
1,
"parentEntityId": "parent"
}
1,
"entityComponents": [
{
"entityId": "initial",
"componentTypeId": "component.type.initial",
"componentName": "entityComponent",
"description": "additionalDescription",
"properties": {
"additionalProperty": {
"definition": {
"configuration": {
"alias": "additionalProperty"
1,
"dataType": {
"type": "STRING"
1,
"displayName": "additionalDisplayName"
1,
"value": {
"stringValue": "test"
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AWS loT TwinMaker & £hE #2858

AWS loT TwinMaker fEfEiEZS R E  BETLUSERREBCHERERERRZE AWS

loT TwinMaker, EXRTEFTFTEEFEA 2 BB EHR AWS loT TwinMaker, B#El , AWS loT
TwinMaker 8 B985 — 5 iE$E88 AWS loT SiteWise, MREHE D EHREEMBHEER AWS loT
SiteWise , IFTEEEFECHERE:S. IRTKEESBHERTFTREHMERERE , i
Timestream, DynamoDB = Snowflake , I #%4ZEfEA AWS loT TwinMaker ¥} AWS Lambda E# 85
REEMEERERS , LUE AWS loT TwinMaker 7] BATE 24 BB FE A EZES.

x5
« AWS loT TwinMaker & ¥} E #2388

« AWS loT TwinMaker Athena R R E XL E#ES
« B% AWS loT TwinMaker BfEF 5| & Bl E 228

AWS loT TwinMaker & %} & 85

BEEFRFEFHNERENTHRE , UFREENEN , TELFERRER
ERTHUANEZSR. EFRAARAECERT , F2HETIEE,

MBEZBREPATABMNFMEEN , 552 [ GetPropertyValueHistory API Bk,

(® Note

BLEESRERARFENGREEBMENFE RN EERE A M@

fi, startDateTime fl #endDateTimeFARBFRER R T HXEMN epoch ¥, BT
FEBMEAY , RANELREECEEEEREN , EEZFRATE AP BEBRERHN
startTime#l endTime ML,

IE
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« DataReaderByEntity

» DataReaderByComponentType
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« DataReader

« AttributePropertyValueReaderByEntity
» DataWriter

- EP

o PUEIL R =S E R

BULERATHEENEREMERTNEBERNRLE , RERERRFEETHERS T
Bt FRERNBICREEDEATHEER THBEN  MEFHENIY AP BMERERE

properties,

Schemalnitializer 353k Rl

"workspaceId": "string",
"entityId": "string",
"componentName": "string",
"properties": {
// property name as key,
// value is of type PropertyRequest
"string": "PropertyRequest"

(® Note
WEERAE PR BHEBE 2 PropertyRequest, MEFMEN , 5520 PropertyRequest,

Schemalnitializer 2] FESLH

"properties": {
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
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@ Note
ERAEPHEMME R PropertyResponse, MEFMEN ,

PropertyResponseo

3
B
8

DataReaderByEntity

DataReaderByEntity @ — & ¥ ¥ EHE#E:R , ARNEGEE —xtHPBHENFEFSIE.
MEARIEERNBEER, FENMBANEF , 528 GetPropertyValueHistory API B,

DataReaderByEntity 555k L H

"startDateTime": long, // In epoch sec, deprecated
"startTime": "string", // IS0-8601 timestamp format
"endDateTime": long, // In epoch sec, deprecated
"endTime": "string", // IS0-8601 timestamp format
"properties": {
// A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
.
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"entityId": "string",

"componentName": "string",
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",

"maxResults": int,

"orderByTime": "string"

}

DataReaderByEntity [E f& 5 H

"propertyValues": [
{

DataReaderByEntity

67


https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_PropertyResponse.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_PropertyResponse.html

AWS loT TwinMaker EREER

"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I

"nextToken": "string"

DataReaderByComponentType

HENFREMETAEENE RBENKEFSIE , FEMHER FHEHIERES DataReaderByEntity.
Pl MREEAHEETERKEFIEBGE , YEAZTHEEBERZETM4  RETUEREERN R
BMEEREMATHERELEY. FRNEARFIRELREEASETANE RRE , UEEER
Ry I AR AR B

MEEBIEZSIVBHRE, BEENBRANEN , F2S B GetPropertyValueHistory API BjfE,

DataReaderByComponentType &R L H

"startDateTime": long, // In epoch sec, deprecated
"startTime": "string", // IS0-8601 timestamp format
"endDateTime": long, // In epoch sec, deprecated
"endTime": "string", // IS0-8601 timestamp format
"properties": { // A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
},
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",
"maxResults": int,
"orderByTime": "string"
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}

DataReaderByComponentType [El F& L H

"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"entityId": "string",
"componentName": "string",
"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I

"nextToken": "string"

DataReader

DataReader 2 — & #-FEHE#ESR , AIEKEE DataReaderByEntity
DataReaderByComponentType BI1&E o

MEABILEEBRNBLER, FENEXNER , FHLH GetPropertyValueHistory APl BiE,

DataReader &R R E

EntityId #l componentName 2iBZEMMEHI,

"startDateTime": long, // In epoch sec, deprecated

"startTime": "string", // IS0-8601 timestamp format

"endDateTime": long, // In epoch sec, deprecated

"endTime": "string", // IS0-8601 timestamp format

"properties": { // A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyRequest
"string": "PropertyRequest"
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}I

"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"entityId": "string",

"componentName": "string",
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",

"maxResults": int,

"orderByTime": "string"

DataReader [EIfERE

"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference

"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I

"nextToken": "string"

AttributePropertyValueReaderByEntity

AttributePropertyValueReaderByEntity & £ FHEE#EZSS , AT ARENE —ERPFEBEMENE.
MEERHILEESNBEER, FENBRNES 5588 GetPropertyValue API B4,

AttributePropertyValueReaderByEntity 55K R H

"properties": {

AttributePropertyValueReaderByEntity 70


https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_EntityPropertyReference.html
https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_DataValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html

AWS loT TwinMaker EREER

// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"

}

"workspaceId": "string",

"entityId": "string",
"componentName": "string",
"selectedProperties": List:"string",

AttributePropertyValueReaderByEntity [E] F& 53

"propertyValues": {
"string": { // property name as key
"propertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"propertyValue": DataValue // The same as DataValue

DataWriter

DataWriter 2 —BE X FHEESR , TAREREFIENMNSOERERNERE , LURBE—TH
PR B,

MEEBIEZSINBHREE, FBEMBIANEN , 528 BatchPutPropertyValues API Bk,

DataWriter 553k 5L |

"workspaceId": "string",
"properties": {
// entity id as key
"String": {
// property name as key,
// value is of type PropertyResponse
"string": PropertyResponse
}
1,

"entries": [
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{
"entryId": "string",
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference

"propertyValues": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

DataWriter [ FE 5L

"errorEntries": [

{

"errors": List:BatchPutPropertyError // The value is a list of
type BatchPutPropertyError

}

il
51 JSON #E41 2 2 fIE 2 1 I FE A 5 R B A .
+ Schemalnitializer :
T HITER AR B R B S I R A A (L 2R

ER:

"workspaceId": "myWorkspace",
"properties": {
"modelId": {
"definition": {
"dataType": { "type": "STRING" },

gl
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"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false,
"defaultValue": {
"stringValue": "myModelId"

},
"value": {
"stringValue": "myModelId"
}
},
"tableName": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false,
"defaultValue": {

"stringValue": "myTableName"
}
3,
"value": {
"stringValue": "myTableName"
}
}
}
}
[EFE :
{

"properties": {
"myPropertyl": {
"definition": {
"dataType": {

g5 73



AWS loT TwinMaker

ERAEER

"type": "DOUBLE",
"unitOfMeasure": "%"
},
"configuration": {
"myPropertylId": "idValue"
.
"isTimeSeries": true
}
},
"myProperty2": {
"definition": {

"dataType": { "type": "STRING" },

"isTimeSeries": false,
"defaultValue": {

"stringValue": "property2Value"

- BER4AmBEHPHNEBERLALES

ER:

"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",
"properties": {
"assetId": {
"definition": {

"dataType": { "type": "STRING" },

"isExternalld": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "myAssetId"

gl
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},
"tableName": {
"definition": {

"dataType": { "type": "STRING" },
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false

I
"value": {
"stringValue": "myTableName"
}
}
}
}
[B] FE -
{

"properties": {
"myPropertyl": {
"definition": {

"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "%"
},

"configuration": {
"myPropertylId": "idValue"
},
"isTimeSeries": true
}
b
"myProperty2": {
"definition": {
"dataType": { "type": "STRING" },
"isTimeSeries": false
},
"value": {
"stringValue": "property2Value"
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}

 DataReaderByEntity #1 DataReader :

ER:
{
"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",

"selectedProperties": [
"Temperature",
"Pressure"
1,
"startTime": "2022-04-07T04:04:427",
"endTime": "2022-04-07TQ4:04:457",
"maxResults": 4,
"orderByTime": "ASCENDING",
"properties": {
"assetId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
b
"value": {
"stringValue": "myAssetId"

.
"Temperature": {
"definition": {
"configuration": {
"temperatureId": '"xyzl23"
},
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "DEGC"
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},

"isExternalld": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

I
"Pressure": {
"definition": {
"configuration": {
"pressureId": "xyz456"

iy
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "MPA"
iy

"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
}

}

}
[E]FE

{

"propertyValues": [

{

"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"

3,

"values": [

{

gl
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"time": "2022-04-07T04:04:427",
"value": {
"doubleValue": 588.168
}
},
{
"time": "2022-04-07T04:04:437",
"value": {
"doubleValue": 592.4224

}
1,

"nextToken": "qwertyuiop"

« AttributePropertyValueReaderByEntity :

ER:

"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",
"selectedProperties": [
"manufacturer",

1,
"properties": {
"assetId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
b
"value": {
"stringValue": "myAssetId"
}
b
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"manufacturer": {
"definition": {
"dataType": { "type": "STRING" },
"configuration": {
"manufacturerPropId": "MoQl1l"
.
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": true,
"isTimeSeries": false

}
}
}
}
[E]FE :
{
"propertyValues": {
"manufacturer": {
"propertyReference": {
"propertyName": "manufacturer",
"entityId": "myEntity",
"componentName": "myComponent"
.
"propertyValue": {
"stringValue": "Amazon"
}
}
}
}
+ DataWriter :
ER:
{
"workspaceId": "myWorkspaceId",

"properties": {
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"myEntity": {
"Temperature": {
"definition": {
"configuration": {
"temperatureId": "xyzl23"

1,
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "DEGC"
1,

"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
1,
"entries": [
{
"entryId": "myEntity",
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"
1,
"propertyValues": [
{
"timestamp": 1626201120,
"value": {
"doubleValue": 95.6958
}
1,
{
"timestamp": 1626201132,
"value": {
"doubleValue": 80.6959
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}

[E] FE -

"errorEntries": [
{
"errors": [
{
"errorCode": "40@9",
"errorMessage": "Conflict value at same timestamp",
"entry": {
"entryId": "myEntity",
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"
},
"propertyValues": [
"time": "2022-04-07T04:04:42Z",
"value": {
"doubleValue": 95.6958

AWS loT TwinMaker Athena RAE& R & FE S

5/ Athena RIERXERIEREES | LA LAFEEFAEREH Athena ERERIE AWS loT TwinMaker, &

A LAEF Athena ERIREBEBE VDS K K MEZTREAEERBB LN, BUAFERTELEENEES
HKE I HEF] Athena iE1EE5 , LA Athena ERRIREFEER,
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5/ Athena RIERNERIEEEZ 2T , FBETR T 5 &RGH -

o BITE Athena BB F K HABEIEEY Amazon S3 R, MEMFEA Athena WEE |, 552/ Athena
Xtto

« B3 AWS loT TwinMaker T{EE, &0[LATE AWS loT TwinMaker =& R EIT TEE,

o {$/ Athena SFTEFEWNIT/ERE IAM A, NEFHEET , F2EERTI/EE IAM AEUFEHR
Athena B RhE#ES,

o ZE AWS loT TwinMakerBR TH R , URNMAEVEE, NEFAET , F2EEIENE—
B
« B& AWS loT TwinMakerfY &R E#EERT, MFEFMEA , 5F2EAWS loT TwinMaker & #HE#EE 2,

A Athena BRHE#E2

EEMFEH Athena ERIERESS |, BABEMEH Athena EESMATHERREY TH, RE , SoE
BRSSP ERLMER AWS loT TwinMaker,

£ Athena EXIERESE T THER

SEANEREILEER Athena RIFNERHERESH AWS loT TwinMaker T H

1. HEZE AWS loT TwinMaker £ &,

2. HRBAENIERSEILMNITERE.

3. REMASEDRERY , BEEAHER  ARENEVY T4EREUFERTHEEETEHR,
4. EEVYRHEREEL , CRAFESEERARMGIN ID EA ID B
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Component type information

ID

com.test.athena.connector.example

Description

Example athena connector child component type

Must be less than 2048 characters

Base Type
Choose a pre-defined Component Type or create your own

com.amazon.athena.connector

5. 1E# Base HE, R T FEHERURE A com.amazon.athena.connector By Athena F&#%
X ERLERESR
6. A TFIIMAIEE Athena EIR , ARETHBENERRIRT :
« J#fE Athena BRIEIR.
. i#E Athena ERE,
- BEERRER.
 J#1E Athena workGroup.
7. EMZREERRIRN Athena ER 2% , FREMXRPEEETENERR.

8. EHUE IDERWMER, *L—ELSBPRIERE , AN ID ERME. /301D 2K
R 3R Athena EEINASEH MG ZE AWS loT TwinMaker E8#) ID,
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Athena Data Connector

Athena datasource
Select an Athena datasource

AwsDataCatalog

Athena Database

tabular_test_database

Table Name

tabular_test_data_service_record

Column Names
Select columns to include

V4 Table name Data type

v recordid bigint

assetid string

description string

dateperformed string

performedby string

datevalidated string

validatedby string

comments string

nextservicedate string

servicerecordurl string

External ID Column

assetid

Athena workgroup
Select an Athena workgroup

TestWorkgroup
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9. (EA) B AWS EEFERELER , BELRUUSEANERBTCHM.
10. BEEUOHEBUSEREL THER,

£/ Athena BERLEERBEHEY M , WEHERIER

ERALREFEYEE Athena RIFXNERIERZRM AWS loT TwinMaker Jt#f |, WA HEEEZERE

® Note

BB EERER Athena RIFEXNEREZB[UABERNRRENRELHEE , FRREAILE
. m2EL—ERF ERAAERZE , £/ Athena BRLHERRRE I THEE,

1. HEZE AWS loT TwinMaker £ &,

FRRREN TEERE LM TEE.

REAEEDEERD , BEEER K ARENLESTHFEEZHINER  SBUHER,
BEUYFHER.

BEEERNE Y, EtEBECPEANESESERARANER.
RAtBRETHAREPENEE L —BEFFEIN THEE D,

MATTHEN. THEE , RBEIEREIK T ComponentType, ERZEEA Athena E ¥
TEHEESE I A ComponentTypes

8. EBMHER™H , B ATHH athenaComponentExternalldo

Properties

¥ Properties

Property Data type isTimeSeries Storage isRequired Value
False Internal  True A0001

Add another property

9. EEMETHLUTREM TN,

BBRECKIEILEL Athena BERLEERBBATHEEN TH , YR EERZEE.
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£/ Athena RIENERIEESR JSON 22

T3 B2 Athena RIBEAERLEERNTE JSON &, FAL MARY AT ERERSRNTHE
BNEIR.

"componentTypeId": "com.amazon.athena.connector",
"description": "Athena connector for syncing tabular data",
"workspaceId":"AmazonOwnedTypesWorkspace",
"propertyGroups": {
"tabularPropertyGroup": {
"groupType": "TABULAR",
"propertyNames": []

1,
"propertyDefinitions": {

"athenaDataSource": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaDatabase": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaTable": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaWorkgroup": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaExternalIdColumnName": {
"dataType": { "type": "STRING" },
"isRequiredInEntity": true,
"isExternalId": false

1,

"athenaComponentExternalld": {
"dataType": { "type": "STRING" },
"isStoredExternally": false,
"isRequiredInEntity": true,
"isExternalld": true
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1,
"functions": {
"tabularDataReaderByEntity": {
"implementedBy": {
"isNative": true

}

}

£ Athena B RHE#ESS

B A LATE Grafana R{Ef Athena ERI RN ERRE. NEHMEENR |
Grafana BRIRE S,

WMEEMNFMFEA Athena ERIRFHERNIEREEN , 52 HE Athena X+,
WED BT Athena B BHERZSS
AFERELERTE Athena ERHEREZRBTEESINE REE,

2B AWS loT TwinMaker

Athena T/EB#ENVE :

E I Athena %88 componentType B , Athena TYEEHEN AR ERHNVE, FHSEITIEFHEN
EELK,

B 1AM BEBEFT
AWS loT TwinMaker# 31 componentType. #& Ca T8 ZEER R I1T GetPropertyValue API

B, THEEAGBTEEERYD Athena API FEEFRAl, ZEEEH IAM Y |, B2 REVNEE NWREA
& AWS loT TwinMaker,

£ Grafana F18 21t Athena RIERER

Grafana /N3 L AT ARKRE(L Grafana BRARER LWRERNER , Hh IS HAMIIEE | Hl0iR
BmEBMETHFEMENE | mMARW APl AWS loT TwinMaker , 582 Athena B &), A~FREFRBAMN
5% E Grafana LA4R Bt Athena RIFHXEHR,

FORIRHF
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o WUILAERE Grafana ERIRIR, MEFFME , 2B Grafana AWS loT TwinMaker,
o BRI FNERRFMEFTIEE R

£ Grafana R1#RE L Athena RIEXE

LR F ERBA M{AI 5% E Grafana HRLAR B 1L Athena RIERER,

-

BARRIEE AWS loT TwinMaker Grafana &R

TEEARERE PIZEUE B R E AR
EEHEEPERENERRIT,

BENHNEEHEES,

BIEER,
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BEH Athena BRI KAV B IR,
REBUHFEPEREIEHENEN.
EBEERGNBUEIRFFERERBNGYE. EATIER .
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Panel Title
crit {componentName=" description {component equipment_type {compo status {componentNam: total {componentName= won {componentName=
Shutdown valve inspec.. VALVE COMPLETED 90563 128355
Damaged cable on SDV  VALVE COMPLETED 90041 128461
BYTN-04-TV-02385 do.. VALVE COMPLETED 85611 128361
Shutdown vlv inspection VALVE COMPLETED YETLN 128531

RYTN-N2-XV-NA517 da VAIVF COMPIFTED 71324 128458

B Query 1 &5 Transform (0

YELFIVpPE LY vaiue
TabularEntity1
Component Name TabularComponent
Property Group tabularPropertyGroup (TABULAR)
Selected Properties won (INTEGER) X status (STRING) X  total (INTEGER) X  crit (INTEGER) X  description (STRING) X  equipment_type (STRING) x

Filter @  crit (INTEGER)

5

W ®
OrderBy @  total (INTEGER)

DESC

W @

B2 AWS loT TwinMaker B[ 7 51 & B E#E28

B ER BA tn Rl fE step-by-stepfE FF A B B B E R S E RhE RS, AL | FRPIIR LI @ Cookie TRk EE
Bl AERNEFISREFY SR ERESE  HEhaif 3D E8, S8, x4, BRMEESE., Cookie B
151 3R AT EAWS loT TwinMaker €45 GitHub f17ZE EHE.

FE

« AWS loT TwinMaker time-series 3 #HE 288 S0 R IEH
- BEFIEREERTR

- FHRREFIIEREES

- WELNEREES

- SRR E RS

c 22
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o 3 AWS loT TwinMaker &R
- T—%
« AWS loT TwinMaker Cookie & ik &35 B RS 5 51 8 13228

AWS loT TwinMaker time-series & ¥ 8 #2388 5 RI& 4

HERBREBFIEREERCH , BRETH TIER

o EBIAWS loT TwinMaker TEE,

o EIAWS loT TwinMaker jTiE3a8!,

« BIAWS loT TwinMaker E8.
(BA) £/A BRAMEY THEE,

(ERA ) BEXAWS loT TwinMaker EXhERESRE , ALHE 7 # AWS loT TwinMaker & #HE#
2o

® Note
METEEEEEROVES , FSERERMI Cookie TRREHIEE

RFEFINEREZESRETR

BREREEHEEBF—HH Cookie BERMNAKENTHEF, LRERBEELER AWS loT
TwinMaker W5 & , SEEBRESEREFIERERERERERE,

LERERBRER , HEKAUEERERE Timestream ERE. LHFLERHE P RENEBUE
¥, AWS IoT TwinMaker B ENAAREERE. & —JLMEFH By 8 Fr 51 & RHE 12 88 SR ST A LA
. TEETE/ENERK , SBEMAKEFSEESFE
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Rows returned (1000+)

Results are paginated. Scroll through the result pages to see more query results,

Q 1 2 3 4 5 6 7 ..100 > &
TelemetryAssetld TelemetryAssetType time measure_value:varchar measure_value::double
Mixer_22_680b5b8e-1afe-4a77-87ab-834fbe5ba01e Mixer 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_20_0568f25f-116c-429c-a974-5ceec065a6ac Mixe RPM 2022-04-19 00:28:00.241000000 - 59.4233207702637
Mixer_22_680b5b8e-1afe-4a77-87ab-834fbeSba0le Mixe RPM 2022-04-19 00:28:00.241000000 - 50.9421195983887
Mixer_24_7ffOb75b-f0fa-43f0-bc89-b96337586d00 Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_25_cf42effc-ba19-48ba-bbc3-d21d2508ce31 Mixe RPM 2022-04-19 00:28:00.241000000 - 59.8453979492188
Mixer_20_0568f25f-116¢-429c-a974-5ceec065a6ac Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_24_7ff0b75b-f0fa-43f0-bc89-b96337586d00 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.4532585144043
Mixer_15_0bbS66cd-d6f3-4804-9fe1-7d2abcad82d0 Mixe RPM 2022-04-19 00:28:00.241000000 - 58.397144317627
Mixer_2_d8e76844-e739-4845-a748-a83983279376 Mixer RPM 2022-04-19 00:28:00.241000000 - 60.206958770752
Mixer_6_b66db3d3-c144-47b5-afb9-3a0150c53456 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.206958770752

WEEHENEEFPFERANERERN Timestream ERFRAIFEAWS loT TwinMaker €4l GitHub {#17 E
R, ZESBEEN Cookie EREIf1EERE , EZREEL LRAEEHNEAMTINER,

B F 5 EREESRERRE

HREHTEHEH , efTHENTHEERESP AWS loT TwinMaker BEELTH M THERNW L ES
%, EBMEEHFNEM API EFHSE —E AWS loT TwinMaker EiXE AWS Lambda EE,

AWS loT TwinMaker £ Lambda EREIRIFENVFBENT R B ERRFENER , WERELEHNE
R, Lambda HEFEARBERFHEN THM T4 BEEBHRBRIBER

Lambda EF R ZMRE E AP| B EXEEEE,

AWS loT TwinMaker  E&=ERHEEIZAH , ¥FH B Lambda KB E B, FAERERESS , B
& API AWS loT TwinMaker EFE R KR , MEZHETEMNERBE., TEBRRNLERFIANERE
#I’l)lb*EEo

Service-Owned Customer-owned
Connector Request
= properties from queried component type
+ properties from queried component (if specified component)
+ validated parameters from AP|
AP request ~ Connector request query
— » TwinMaker Data Plane APls  — » 3P Connectors —)\»‘ Underlying Data
AP response b Connector response query result Source

BB B 7 S ERHE IR RS
THRFEATZSRESHARMFIERERENHNEE, EXSRNT
1. BYARNBERTAER
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ARG SulERETHAANERBY. FEE-— S THRINAERTHEE A F2RE
AMEY THEE,

AWS loT TwinMaker fERER THEZEEN  REFETABERIER. RARBEESEER
HEERARR  YEAACHTAEREETENERRR.

Ty EHEREE —EBMR Timestream A T B -

{"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"

.
"propertyDefinitions": {

"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

.

"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

},

"Temperature": {
"dataType": { "type": "DOUBLE" },
"isExternalId": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false
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THEENE|MITENT

telemetryld BHARAIHEERREPEREENKE —RSIR, EREEZSEHLEY
WA REY  EEHEETERMEBEBRNE, ki NREEENTE AP BEFEE
telemetryIld BME , AIAFHEWE D, YRFEHITROES,

lambdaArn #B{zE Bl TH43EEEE 2 BE BRI Lambda BNEl,

isRequiredInEntity EZESMHEIEIT ID BiL, WEERSEN K REEERITHE , be
#ITERLIEEN D,

Telemetryld €4 FEEHEEMAINE ID , LAETE Timestream ERIFRPHEIEE

2. R THEREY TN

EEERSEVHTHEE  SXARN UM  IKRHEREEERPENERNER. TISHR
AR EARM R TR

o o

c
d.

e.

f.

BEZE AWS loT TwinMaker £ A&,

BRI FRMEE Y T ERNAEE TERE.

BEFEREM,

BUFNER  IRERKRTENRENER.

ENEFANERE  BEEMETHURBRFTECHER,

ATTHDE  YABREEELAE 1 PEASEAEYN THEE, BEYERNWERTHER,

3. BREMTHEENL Lambda E#E2R

Lambda E#JRFEFNERRE , TRBFGAELEEIREN , T EBEEERRR, THIE
PIFERFATULIRMERY JSON FEREA,

"workspaceId": "MyWorkspace",
"entityId": "MyEntity",
"componentName": "TelemetryData",
"selectedProperties": ["Temperature"],
"startTime": "2022-08-25T00:00:00Z2",
"endTime": "2022-08-25T00:00:05Z",
"maxResults": 3,

"orderByTime": "ASCENDING",
"properties": {

"telemetryType": {
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"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false

I

"value": {
"stringValue": "Mixer"

iy
"telemetryId": {

"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "item_A0Q1"

},
"Temperature": {
"definition": {

"dataType": { "type": "DOUBLE", },
"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true
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FARHVBRE TR

- selectedProperties RZEALEE Timestream A2 BHIEE,

« startDateTime., EndDateTime,

REBEZAENEFIEE,
* entityId

* componentName

startTime® endTime WIS ES

RERTERENNERERE.
RERTFEREHNTHERE,

« £/ orderByTime R REBERNVERIEF,

EERgEFERS , RMBPEEEEHEENEERRA , ISMEBMN —RIFEH , WEFR

WA REIEF. EERANATUHEMNT

"propertyValues": [
{

"entityPropertyReference": {
"entityId": "MyEntity",

"componentName": "TelemetryData",
"propertyName": "Temperature"
1,
"values": [
{
"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 588.168
}
.
{
"time": "2022-08-25T00:00:0172",
"value": {
"doubleValue": 592.4224
}
.
{
"time": "2022-08-25T00:00:027",
"value": {
"doubleValue": 594.9383
}
}
]
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ERAEER

}
1,

"nextToken":

4. EFEHTABE S RERE

T % JSON SEAERERMEBEN B M THEE

"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"

},
"propertyDefinitions": {

"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

},

"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalld": true,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

b

"Temperature": {
"dataType": { "type": "DOUBLE" 3},
"isExternalId": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false

},

"RPM": {
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"dataType": { "type": "DOUBLE" },
"isExternalld": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false

5. E¥ Lambda EiZBFUEREE _EBEM

AWS loT TwinMaker EXFH APl XEEE—FRIEHSEEY , WiEBRME FER AWS
loT TwinMaker JE Mt ¥ B %25V E —F5KselectedProperties,

5| JSON B RENMESUBMEA , BEXEMEBERFER.

{
"workspaceId": "MyWorkspace",
"entityId": "MyEntity",
"componentName": "TelemetryData",

"selectedProperties": ["Temperature", "RPM"],
"startTime": "2022-08-25T00:00:00Z",
"endTime": "2022-08-25T00:00:05Z",
"maxResults": 3,
"orderByTime": "ASCENDING",
"properties": {
"telemetryType": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false
.
"value": {
"stringValue": "Mixer"

.
"telemetryId": {
"definition": {
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"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "item_A0Q1"

},
"Temperature": {
"definition": {

"dataType": { "type": "DOUBLE" 3},
"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
},
"RPM": {
"definition": {
"dataType": { "type": "DOUBLE" 3},
"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true
}
}

Efi , BERNCEOEER , MTIEFFR
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"propertyValues": [
{

"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "Temperature"

},

"values": [

{
"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 588.168
}
I
{
"time": "2022-08-25T00:00:01Z",
"value": {
"doubleValue": 592.4224
}
I
{
"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 594.9383

]
I
{

"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "RPM"

I

"values": [

{
"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 59
}
},

{
"time": "2022-08-25T00:00:01Z",
"value": {
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"doubleValue": 60

}
},
{
"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 60
}
}
]
}
1,
"nextToken": "
}
(@ Note

EREAT  ARPNEEXNNSEAEMEEE. EXRTEMTFRIEBEAERERA/N
A 100 , MRREFEEHANERE , CRZFAHSEBEMESER 100 BERE B4
500 fE & ¥ 3,

MEEEEHH , 5528 GitHub £K Snowflake E #2554,

& SRRV E LB R

BRIZHIIGIRT

Lambda iEZERBEIFIAMRAEILZ L. EERFEHE API A | AWS loT TwinMaker R 2%
Lambda BREEEIEIFE, MREZESRBEBEHIAMRRT , EEHANRTIER AWS loT TwinMaker B
5 ConnectorFailure , & API A A EEZSEAREREE,

BRESE

IR | Timestream RELAENKE , THBREXESE, T , $R—EHEAEHRHE ,
Plan SQL , AIREFEBIN B W REEFRN D BEE R, H—1E Snowflake E#EREFI A EE SQL
THYNS B,

HEENERE R 100


https://github.com/aws-samples/aws-iot-twinmaker-samples-snowflake/blob/main/src/modules/snowflake/data-connector/lambda_connectors/data_reader_by_entity.py
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/timestream-query.html#TimestreamQuery.Client.query
https://github.com/aws-samples/aws-iot-twinmaker-samples-snowflake/blob/main/src/modules/snowflake/data-connector/lambda_connectors/data_reader_by_entity.py

AWS loT TwinMaker EREER

E W ERF AWS loT TwinMaker EZBEZB[CIERMERZE i , FASEELQE APl BB w2800
R, BEFEHASER —AFRBE , SEEE*Z Lambda E#EREZ 8] AWS loT TwinMaker ¥ E i 1T
RER, BRABRSBREAFTEEER.

AR SR E R R

HABMAUUESEESEEET THEREATHERE , ERMENBERERE BE 2 RE
Lambda E3#Z28 AWS loT TwinMaker,

BZEH A AL Lambda E#8% | BAILIE Lambda T2 & P HEAKMN FHIE Lambda B8R
AWS CDK.

R Lambda EBEAAET, , HBEAE Lambda MHAAHAIS AWS CDK AR,

ZE

WZE Timestream 22 REBKHNXH , FZSE Timestream FHZ £,

0% SQL Injection ALK &I , 5528 AWS loT TwinMaker £ GitHub fEFZE+ T %I Python 1§
.

3 AWS loT TwinMaker &R

E/E Lambda &% , LA LUEIBAWS loT TwinMaker 12 A API B THEE, SBMTH4ZE
AWS loT TwinMaker &R,

@® Note
R REFE GitHub £8P ER R~ , A BBHIRMHFTE AWS loT TwinMaker EiR, &R
£ AWS loT TwinMaker GitHub E#lfFBE T HEREEE. —BEATHERTHER K RE
EEHTHERENBEEENHE,

BEEAE

RMBEBEER ETEAAE AWS loT TwinMaker , BB E R FHEEH#H R Fend-to-endiE 1, &
LLiEIB GetPropertyValueHistory APl SEAWS loT TwinMaker F 3% & FEERH 1T,
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https://docs.aws.amazon.com//lambda/latest/dg/testing-functions.html
https://docs.aws.amazon.com//serverless-application-model/latest/developerguide/serverless-cdk-testing.html
https://docs.aws.amazon.com//timestream/latest/developerguide/security.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/libs/udq_helper_utils/udq_utils/sql_detector.py
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/libs/udq_helper_utils/udq_utils/sql_detector.py
https://console.aws.amazon.com/iottwinmaker/
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/workspaces/cookiefactory/component_types
https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://console.aws.amazon.com/iottwinmaker/
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AWS IoT TwinMaker > Workspaces » CookieFactory » Entities » Mixer_22 > MixerComponent

MixerComponent
Component information
Name
MixerComponent

Type
com.example.cookiefactory.mixer

Status

Properties JSON

Test connector Run test

Select the properties from "MixerComponent* and a time range to test for time-series properties.

Timeseries properties (max 10 supported)
) Rpm
(] Temperature

Non-timeseries properties (max 10 supported)
[] Telemetryassetid
(] Telemetryassettype

Status

e

£ AWS loT TwinMaker £ &F | BIETHFHEER , RARETAUET , C2EHPEFIAGFHME
B, FEAEEESZERAUREEFS BMEnon-time-seriesBE. HRBEFHBMYE , BbaTLl
£/ GetPropertyValueHistory API , ¥ non-time-series@ 1% , 35/ GetPropertyValue APl, IR
W Lambda BESB I EZEBMEN , EULLEESEBM.

Properties JSON

Test connector Run test

Select the properties from "MixerComponent” and a time range to test for time-series properties.

Timeseries properties (max 10 supported)
[J Rpm
¥ Temperature

2022-04-01T00:00:00-07:00 — 2022-04-30T723:59:59-07:00
Non-timeseries properties (max 10 supported)

[] Telemetryassetid
[ Telemetryassettype

Status

Time-series result

3 AWS loT TwinMaker &R



https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_GetPropertyValue.html

AWS loT TwinMaker EREER
T—%

WIBE R LAERE AWS loT TwinMaker Grafana &R IRRIAEBLIBE, B A LAEAWS loT TwinMaker
g1 GitHub R EEPREREMERIEEZR[ES  LEFREFESENERRA,

AWS loT TwinMaker Cookie 5 &k &85 b 5 /& 51 B 32 28

O] LATE GitHub EHUS Cookie & Lambda BREI T ERENTE, HABMAUTUEKERSEEE
THEREEREE , ERMAZIBRREEE BES 25 F Lambda E#3F AWS loT TwinMaker,
&I LATE Lambda £ A HAMA Fi8IE Lambda BB AWS CDK, MEAIE Lambda REHIFEMEE
7 , B2EAE Lambda BEF &85 AWS CDK EAER.

Cookie [R & o B &5 45

EABEY  BMNEEEEAHANERBM. BR Cookie TRES , HMEEENERTAHLA
MENAE , RERMAINECHERFERNEERER. fla , TIEMPEERESREE.

{
"componentTypeld": "com.example.cookiefactory.mixer"
"propertyDefinitions": {
"RPM": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true
},
"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true
}
}
}

fflan |, BETHTE Timestream EREF RSB RERL R, SQL EREFRWHERLE , RBTRHK
FHETRER, BISERHUEHEEREVED S TRANERNRFELIER , WEAESB LY
Bx, EHARD  SETHHEE telemetryld BHERBIBEERKFEF THAM—SB, 55
E telemetryld BMHEMEEE  TEREESPIUER BUHEMAGERYE , WETHEERH

T—% 103


https://docs.aws.amazon.com//iot-twinmaker/latest/guide/grafana-integration.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/modules/s3
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/modules/s3
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
https://docs.aws.amazon.com//lambda/latest/dg/testing-functions.html
https://docs.aws.amazon.com//serverless-application-model/latest/developerguide/serverless-cdk-testing.html

AWS loT TwinMaker EREER

WE 6 MENREEZERTE AP EEHRITE telemetryld BME , RIAFRERE ID, YRFE
PITREEM,

MRIEE TelemetryId B EXHEEBAAL ID , ©ERAITimeStreamER RPN TH,

{
"componentTypeld": "com.example.cookiefactory.mixer"
"propertyDefinitions": {
"telemetryId": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"isRequiredInEntity": true,
"isExternalId": true,
"isStoredExternally": false
},
"RPM": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true
b
"Temperature": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true
}
}
}

B , RPEE Wx4tEREWaterTank , 05| JSON EHIFT R,

"componentTypeId": "com.example.cookiefactory.watertank",
"propertyDefinitions": {
"flowRatel": {

"dataType": { "type": "DOUBLE" },

"isTimeSeries": true,

"isRequiredInEntity": false,

"isExternalld": false,

"isStoredExternally": true
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},

"flowrate2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

.

"tankVolumel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

},

"tankVolume2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

.

"telemetryId": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"isRequiredInEntity": true,
"isExternalId": true,
"isStoredExternally": false

MRATHEREEEHNEREEANEMEE , Bl TelemetryTypeR tHERNEABMH. WE
&5l , FFSEAWS loT TwinMaker il GitHub EFEFERN THEE, EEEREEAR
EHERNERRKRF , HttTelemetryTypeB8ER , BALE TelemetryIdfM EE REMHHE
ElTelemetryTypeEI R tHEE | HEMFEEHLA,

&if5] Lambda

Lambda E#JRFEFNERRE , TRBFGAELEEIAREN , TREBEEERRR, BEE

Lambda KYEEHIFER SR RE T 5 JSON &6+,
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https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/workspaces/cookiefactory/component_types

AWS loT TwinMaker

ERAEER

'workspaceld':
'selectedProperties’:
'startDateTime':
'startTime': '2022-04-01T07
'endDateTime': 1650610799,
'endTime':
'properties': {
'telemetryId': {
'definition’': {

'dataType': { 'type':

'isTimeSeries':

'CookieFactory',
['Temperature'],
1648796400,
:00:00.000Z",

'2022-04-22T06:59:59.000Z",

'STRING' 3,
False,

'isRequiredInEntity': True,

'isExternalId': True,

'isStoredExternally': False,

'isImported': False,

'isFinal': False,

'isInherited': True,
I
'value': {

'stringValue': 'Mixer_22_680b5b8e-lafe-4a77-87ab-834fbe5badle’
}

}
'Temperature': {
'definition': {
'dataType':
'isTimeSeries':

{ '"type':

'DOUBLE" 3},
True,

'isRequiredInEntity': False,

'isExternalld':

False,

'isStoredExternally': True,
'isImported': False,

'isFinal': False,
'isInherited': False
}
}
'RPM': {
'definition': {
'dataType': { 'type': 'DOUBLE' },
'isTimeSeries': True,
'isRequiredInEntity': False,
'isExternalld': False,

'isStoredExternally': True,
'isImported': False,
'isFinal':False,

'isInherited':

False
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}
I
'entityId': 'Mixer_22_d133c9d0-472c-48bb-8f14-54f3890bcofe’,
'componentName': 'MixerComponent',

'maxResults': 100,
'orderByTime': 'ASCENDING'

Lambda R EEREHECEBNELRAEE R, AWS loT TwinMaker 2t T B RS |, &HE
ZIEETTH ID WEHTEEE, i, EEREHEREREN (BREARGRER ) YEMO
ITEEFFETHNETRE  AIBEMEEETHEREBMER.,

HREEZENER , MELRFER , RAFLEEEELFNBERRA , DUEER R BIEFEE — 25
RUBERA. ERRARXTURHENT !

SELECT measure_name, time, measure_value::double
FROM {database_name}.{table_name}
WHERE time < from_iso8601_timestamp('{request.start_timel}"')
AND time >= from_iso8601_timestamp('{request.end_timel}"')
AND TelemetryId = '{telemetry_id}'
AND measure_name = '{selected_property}'
ORDER BY time {request.orderByTime}
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2 MimE AWS loT TwinMaker 5=

SREBUIEN=HEREBNL, EMREREBUIINETESLSN, THRIMMKER KEFIIESR.
HEEeFKH, BENABRANEESS  BENBUSLRERREERTH ANEARIRE -3

RERETHIERE :

- BYE—EBETH

- BERLEEZE AWS loT TwinMaker EJRE
. BYSHIBE

- BEEBYRFNTER

. BEEBIEE

. FESNIEE

« 3D Tiles A&

- BESS

BYUE— SR ZH

BERKE ERRARENEBNS B, ELXEREH 3D ERH, ERFMIEERER. ERHADMNE
M, BEPHNE | fINRPANERKER K HSFEFSHWEE AWS loT TwinMaker » ERAAERE
FREATIBADEE, EARE , IRESSHWEBERR,

EEREAN 2BIgRELEIR AWS loT TwinMaker

BRI LA BBy 2 & BIBF AWS IoT TwinMaker EB), BT EBESHENSRER K RMAESJLERENL
ER , MERRRREHRER.

188 3D RETREEHMEELEEATE ., EHNER LMK T SAREMAE, Fln, T CAD &
HEFSENME, RMEREE AWS loT TwinMaker FRPEAZ BB BREELERNER
WERIEHZ B, WREES BIUHAY 3D HE AWS loT TwinMaker , BREZEVMESER , I
EFrEEE P MUE, TR EEARFRBCIFENERDBRFHEER,

EEREEEYREOERAD , FEARBRERHEBEBELTE , fl DRACO 3D BB HE,

RAREEMCHHELEFENEE, NRENNEBETFTEETMERE , FEEEE PEG BB MIE
PNG &3, Zu LA EARBRREAIERE T EREHIEER , 5110 Basis Universal HU32 BR4q,
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https://google.github.io/draco/
https://www.khronos.org/blog/google-and-binomial-contribute-basis-universal-texture-format-to-khronos-gltf-3d-transmission-open-standard
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PR RBERIEE I AWS loT TwinMaker
EEFH BEREMEE AWS loT TwinMaker |, SEEETHIRFIMSREER,

* AWS loT TwinMaker 5= ERMEFURNER ., MR TEMNEMERBARMSE,
- RMEBEE FAABYHNRZ B BIER 100 8 AWS loT TwinMaker,
- RMEBESESREL 200 B4, ENSSPNYERERR 200 TURESRIBRER,

- BMEBSRPHAEE— 3D EEMNBAAXNTEIB 100 MB, B , Bt BT HARBEEHN

RERENER , ERBIUARERBIERNER,

- BB  SREARERA, EUUESSPHEEANXER  BREVHERAES  EDHL
rERY, RMAEREESREA—EXR. AFECALRY  THEAESSTEREEHRANE

E—F 7 #

ERELERFIE - TR ARAEZ SR MENRELEAM.

« WA OBJ BREEHM M B ZE GLTF LAEH £/ AWS loT TwinMaker
- #¥ Web REJZ{E 3D EH

- RELSSEUEBEEN WebGL XEE

BEREEZE AWS loT TwinMaker &R E

FZAER EREXEREHNEEEREERN S SEARSSESPNEMAER. FEE AWS loT
TwinMaker T &R , 55 A Resource Library A HHE LEER.

FHAFEEEERLIEEZERE
FEUBTHSER |, 8 AWS loT TwinMaker TR S EERHBEERE,

1. BEEASEERENTHFET , EHNERE.
2. BREHEER , AREZBELELENESR.

I RAERAEE T AWS loT TwinMaker
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https://aws.amazon.com/blogs/iot/how-to-convert-and-compress-obj-models-to-glb-gltf-for-use-with-aws-iot-twinmaker/
https://medium.com/@michael.andrew/6-things-you-havent-optimised-in-your-webvr-content-272d74d541f0
https://www.soft8soft.com/docs/manual/en/introduction/Optimizing-WebGL-performance.html
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Resource Library i«

S—

‘ Q. Find resources 1 @
File icon Name Created v

CookieFactoryWaterTank.glb April 28, 2023 at 14:27:45 (...
CookieFactoryMixer.glb April 28, 2023 at 14:27:44 (...

CookieFactoryLine.glb April 28, 2023 at 14:27:44 (...

CookieFactoryEnvironment.... April 28, 2023 at 14:27:43 (...

= RVBLN: OR B

HEAHF , BERESR , WEREBUS S, SUUEALEZTEFREN 3D #E | RARHENTE
YHBUHERBEEYH  AERENEUD S, SRYUG TS SREZEYRZERE , MUREERN
I B 18 Bl B fie o

® Note
BAUBRZH , BB RRUTEE,

FERATIRERE FEIH S AWS loT TwinMaker,

1. EEHBGSRER  BEILEZENECAEES | RIESS,
2. FRIEIE Create scene (BIIER), #MHIZRE N BB,

3. ESREVEST  BANSRNABNER, NREAFEERYBEHAEENE , LT LLUERUS
=EH, ERERDES S,

4. ERERHFERVSRE K BEEERIUSR. TNSRSRRBEERFHEER,
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£ AWS loT TwinMaker 35 =H{FfH 3D BEE

AWS loT TwinMaker 528 — B BZHE , TARERRHEBHRM 3D =M, FREERER
8 3D ZEMYHES , FEATI/ NI EMYEREE,

+ Inspector : £ Inspector RERBRFMNFRERBEFFIZERS THNBHEMRE.

- BRER SRENR D [ , BKAUMUEEFEMNEMLBEREANEM 3D ERo

- BRERE  ZUUERALERREESSPHMEER. CSHRERENEA.,

o ¥ Gizmo : AL Gizmo EEREABRBYH., cEHRESSERPIME 3D YWHHF O,

« IWEEH Gizmo | FRARBEESH Gzmo RERRSRREBIHNBSE , WEARESR
E, SLUESSREANE TAKE Gizmo.

« MERIEGHIR  FEESRENLEE  FHEABEARE-TIRBRLEERINSGE, FEEE
B-—TRELRYERUGEE, ®EMK , FERELERARS , IEEFE L EECHEMNH
g FHE 96,
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Edit{cameralGizmo]

[EEER LS RRASRERANEEIETFSE TR

- BR  EREESFETHLRBE,

- B EMBEREPHEREE,

o DNER (+) : FEALRARIFITSIENF : T8 QER. #7830 KA, IFEER, LR NE
BRREERR,

- BFEENE  FEHUSSBEEHEEIEE Orbit M Pan.

« Trashcan ( fiBR ) : fEF LLiRER M BR B = P EEEA W4,

- HRETIER  £RAERARTER, EENERERND4G.

K E R IE :I:EE_

BRI S E R AR 1RE D] AWS loT TwinMaker S5 =B, ELIESMIEM dBRENEE
BA K MELREERRMESESTNEYERIEZENE,

1. 7£ AWS IoT TwinMaker £ AP EBEZENHE =,

BB ERS 112
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AWS loT TwinMaker EREEmR
2. EESEMEEINERT , ENEEEBEEHBNER.,

3. BT +#&i  ARRTHAFERERTENRBEREAMEESHE. SEFANREANERHE
=HE,

4. TERRRTD  BULRERBSHIFE T IIRE

- BREHEE

- BRERUENRE

- MR

- MEHERR

- EMEHTFE
5, EHEMBREFIER., ENECEREBETHEESHNER, SRERTIHNERZHRERE.
6. HERENENNEIMR SRBEIURASUEENEIBNRERA.

G =g raiREE
AWS loT TwinMaker 52 EE5—#HTE A AREENFEENRESSEPEENER,

T3 EREEREAI{AIIE AWS loT TwinMaker 3% = & 5 FH 18 & B4R ER Th BE,
SEYHNEERE

- TREEE

- EESEETREER

SUHEHEERE

AWS loT TwinMaker AJ ZEEYHBHEMELHIEESH S, HWIERAREDEELEIEMITEEIE
BEEPHEEE,. BERXRNERNNE,

1. 7 AWS loT TwinMaker A hEBEZLWIES,

2. BT +#%i  ARWTHNNERPEFEF —EERE, EURER, KR ERIEMRE +
BENAR,

ERAESSN 3d ZHEPBEREER , BREEHE AEREIER.
3. EHEBRELNSERPEERETE,

R A fREE 113
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AWS loT TwinMaker EREER
TEENEE

AWS loT TwinMaker A ZBEEH S HIRIN 3d ERN FER WS ZEBMHERZTCH , HIIEER.
BRRA,

3d REERRANTEFHER  THEENTESEEABRKERIN FER, fim , ERTUEB
BRI, MR, EERNFESFRENER DS SHRLABRE 3d RENFRE,

BRPXEN 3D EXRHERX : GLB M GLTF,

1. 1& AWS loT TwinMaker X5 EBZHRNIES,
2. MBRLENBESHRIEERER  FHELR + THEERPIZBE BERIFTIPER,
3. BEHESSERESIHMNER —BiEH , KEEZISEEETHEREMFER,

(® Note
MRERBEIIHNEMFEREE | ATREERRESTEMFEE,

4. BHEYBRTEHENTRYE  FEREEF FEEZBAANREE TR,

5, FERBTEEEY  JINHZBINE K SSREFRSHEEMFEESHAM. EARASRINEE
EHMRBETEAEY,
6. EEMER. X, RASHABEREEFEE K FR+, AKEREBPENFEE,

EEEREPREER

AWS loT TwinMaker HSE TR A BEZFERBERXRTERNEM., THEFERETUEERKED
RERUERIATHEE,

1. 1& AWS loT TwinMaker X5 hEBZHRNIES,

2. FRUGERE A ARENELERECEENTITE,

3. EBHTER BT +%, AR TN BEPZRINEH—(@iRE :

« FTIEZEENE

- ¥i€ 3D EH

« FTELAR

- EBRTRRAIEERIN
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https://console.aws.amazon.com/iottwinmaker/

AWS 10T TwinMaker EREEE
- EER
- FEEREGR
- EBEER

4. RTUNBEFENEF-—ERER K RAESRKENEEBEMAIESR , MATR 2 PAEREN
FHE,

5. ZBHULEBENFARIERBETHEIEEMHNRXR , REFHFFFTRENRRATE,

KEEMIEEER
AWS loT TwinMaker R iR E s A ZLHBSSERERNEIMTE, FB 2 Markdown £ E,

ZZD ’T:l_: Markdown ':FEAE,J n¥%mﬁnﬂ nﬁ £ Eﬂ Markdown En /i Ez'xnn /f_tEIJ EEI#F

® Note
AWS loT TwinMaker f£BR S8 F52KE Markdown 553 , 3 HTML,

MEEEREEER

1. 7 AWS IoT TwinMaker FEZE AP EBEEZRNE =R,
2. REEZABNSREEPRICTE, MRRENEEFNTE , BALUSEEMEERAE &
3. TR + R, RRBEFREEEEE,
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https://www.markdownguide.org/basic-syntax/
https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker EREER

Hierarchy Rules Settings EmMTotEy ¥ Inspector

¥ Properties

No node selected.
Add empty node
Annotation

Add 3D model
D« Cameral
Add light

O« Camera2
Add camera from current view

H ot = Add tag
@ MIXER Add annotation
@ MIXER Add model shader

Add motion indicator

@® Tag

Scene Statistics
Vertices : 107,892

Triangles : 162,180

4. EEANRERRED  ATHEBHEEEER. £A Markdown 7% , BELHFEFBETRNX
Fo

E1E Markdown B AWGEMEN , 552 B Markdown 3B3E. EARFEE EWE H X,

Hierarchy Rules Settings (Ut L Inspector

Q Findreso +

v Properties

®  Annotation Name

Annotation
o« Cameral

¥ Transform
£« Camera2

Position

*  Light X | 1.560

@ MIXER S Rotation
X

EHS® MIXER

@® Tag X

® T

v
3 ¥ Annotation

/ - / Markdown Content
@® Tag S 7 .

Scene Statistics
Vertices : 107,892

Triangles : 162,180



https://www.markdownguide.org/basic-syntax/

AWS loT TwinMaker

ERAEER

5. HER AWS loT TwinMaker SRERNBEEHR K FRENEENRE K FHEER D, AR

BHEEZRPETRERNNERN THEBNELEERE,

Inspector

-

4

¥ Properties

Name

Annotation

¥ Transform

Position

X | 1.569

Rotation

¥ Annotation

Markdown Content

Add data binding

] LA SE 3 84 & 78 LUi§ & A 4F Markdown
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AWS IoT TwinMaker

ERAEER

Inspector

-

4

¥ Properties

Name

Annotation

¥ Transform

Position

X 1.569

Rotation

¥ Annotation

Markdown Content

Binding Name

f6ea2133-bf79-4058-838c-8a0ab5095688

Entity Id
Q

Component Name

Property Name

6. BEABANKKREEBNEE,
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AWS loT TwinMaker EREER

WMABREEZRE , FEIB W AWS loT TwinMaker@8 5% , TP EREERERFINETEL
{8 : ${variable-name}

Flgn , KN EEESTEE NiEBnixer0alarmPT R WES${mixer0alarm}.

Camera View v
Inspector

4L
¥ Properties
Name
Annotation
¥ Transform

Position

X | 1.569

Rotation

X

‘ﬁ# > Annotation

/= Q\(‘\‘ri&\ - Markdown Content

### Annotation
alarm status: ${mixerOalarm}

e
.. Annotation

alarm status: ${mixerOalarm}
b
Binding Name

mixerOalarm

Entity Id

Q_ Mixer_0_cd81d9fd-3f74-437a-802b-9747ff240. X
Component Name

AlarmComponent

Property Name

alarm_status

AEFKENFT I ERR

BT LA A AWS loT TwinMaker 35223 Z K, HSZ/KMNEZHRAEREE K TARZKNESZSER
MEEEBANERER ., FKEEE Markdown HiRE MEE,

ﬂﬂ%’ﬁ: Markdown EFEAE’QE¥:%H§§R nH £ Bﬁ Markdown aa /f Ez'gnn /fJ:E’J EHI#F

(® Note

RIBER , A EENEEABBNERR T 2ESRPETEKE, EAUESREKES
thi | DAME — IR RFT R K,
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https://www.markdownguide.org/basic-syntax/

AWS loT TwinMaker EREER

1. 1 AWS IoT TwinMaker F AP EBEZHLNIES,

2.  AWS loT TwinMaker 2K NEZE G SHEAE , B UEHRRENERIFIETNER.
BTN + 1Ri | RBBREHIGERRE,

Rules Settings

Annotation

o« Cameral

o« Camera2

¥ Light

ES® MIXER

® E® MXER

@® Tag

Add empty node

Add 3D model

Add light

Add camera from current viey

Camera View v

v Properties
Name
MIXER
v Transform

Position

X | 3184

Rotation

X  23.085 Y | 0.000

Scale

X | 1.000

Constraints

Snap to floor
¥ Model Reference

Model Type

Model Path

Shadow Settings
Cast Shadow
Receive Shadow

Unit of Measure

3. HEAMAMRETEMART ,EE+ (N5 ) &, REZEGHEZKE,

Z -12.823

&K EN T AR
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AWS IoT TwinMaker

ERAEER

4.

5.

1£ Markdown

Inspector

-

4

Add overlay

Add entity binding

pay

Default Icon

Entity Id
Q

Component Name

Property Name

Rule Id

Link Target

Link Parameters

No parameter

Add parameter

WEE Markdown RE AWEEMERR , 552 E Markdown &
ZEAE AWS loT TwinMaker 5 2 E #1845 Z 53K

AR BRELFEFKNBERNXF.

RER. EAFEEENET X
AIEEIEENRE

HEF K ENHT I8 EARAR
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AWS loT TwinMaker EREER

Inspector

-~

A

P Properties
P Transform

> Tag

¥ Overlay

Markdown Content GG LI

Remove overlay

MERERBNER D, ARENEERPETENNEBN THEBINBLEERE,

6. ZAILUEIB B AWS loT TwinMaker@#FE% , EF KNP ETRERFEAFIERNNTHESE
& : ${variable-name}.

Flan , I KENEEERTEE ¥ KEImixerOalarmPER BES{mixer0alarm},

HEF K ENHT I8 EARAR 122



AWS loT TwinMaker EREER

Inspector

-~

4

P Properties
» Transform
P Tag

¥ Overlay

Markdown Content

#HHE Overlay
alarm status: ${mixerOalarm}

Binding Name

mixerOalarm

Entity Id

Q. Mixer_0_cd81d9fd-3f74-437a-802b-9747ff240. X

Component Name

AlarmComponent

Property Name

alarm_status

7. BEBAFKONURYE  FRAMELSHRERSIRR , WETZKMNIHRERAK , UE—RHE
TRFTERKE,

@ Note
REBER , AFEERNRAARBMNERE , X SESRPETFKH,
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AWS loT TwinMaker EREER

Hierarchy Rules

¥ Current View Setting

Toggle visibility

Motion indicator

Tags

Overlay

Annotation
¥ Scene Settings

Environment Preset

¥ Tag Settings

Scale

5.000 B Fixed scaling

Overlay
Visibility settings

@ Alwayson

¥ Data Binding Template

sel_entity

sel_comp

mEERNER

BUSRZE  BUNKER. tHARERENIEHEEER. CAEETAHN NI ERETHN
DENEE  WRHFSEERRMNNIIEE,
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AWS loT TwinMaker EREEE
ES ]

- BEREMBEENER

- BEAZERBEN U NI EREFES

- RAENSREVER

REEFEELENSER

FERREMEEER  FEATIERF.

® Note

EZERSESDHEER SRUBALBER AWS loT TwinMaker EEEERE, WMEFAE
., FBBEEERLEZE AWS loT TwinMaker EiRE,

1. ESRERFEEL , BREMR (+) , ARZENE 3D KE,

2. ERBREFGERIAED , iBIE CookieFactorMixer.glb R | REBRIBHIE, B RIREZ5MEA
B RK.

3. ER : BEMR (+), RBRBEFEAXIF,
4. BRESEXRER , LEFEMUMLES R,
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¥ Transform

Position

X | 3182 Z | 0.000

Rotation

X | 0.000 Z | 0.000

Scale

X | 1.000 Z | 1.000

>w Light

Light Type

Directional

(® Note
SREFFARNRERA, ERHEIRREXR , FERBRISIPRENH A LRE
£,

RHERZEREEN U DNIEFEESS

EREER[PTEAUELEENRETEEYHNER, §ln , BUEYEE)TE  BIBESSH
HBAEEREBEZE RS Cookic BEESRNEER,

ERA T REFEEREGR D TEMEEENNYH.

1. ELEMEDTENEBERERYG. BT + Rt , ARESFEREER,

2. EENEHFNRBAHAREE  FEKRBRTIIETEIL ColorRule , REEH A ID Y1HH
Inspector E4x FiE#E ColorRule,

3. EHNGEREEAZMEEIMN entitylD, ComponentName 1 PropertyName.
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AWS loT TwinMaker EREER

AIENSEREUREBNRR

A AERRBRAUARFRIEEEREERF , ABERE U PITENRBLNE , HINERIE
REER, BUEEMHRA K EEETUEYACHRA, THEHBERREBLRAL
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ERAEER

— Expression

temperature == 40

Target

lcon

Remove statement

Expression

temperature >= 20

Target

lcon Warning

Remove statement

Expression

temperature < 20

Target

lcon Info

Remove statement

Add new statement

Remove Rule

P sampleTimeSeriesColorRule

Rule Id

WENIE
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AWS loT TwinMaker EREER

FTEERHHREEREIDA "TRE, AN ERERBUHERNRA, flm, MR NEE, KRIF
R 40, RESKEBNABBEAMICERE, 7% Grafana BRRTEER , BESEAREAEAM
B & B4 R BV 5+ 40 B A AR

THREFRAMMABEECERE Ul BHERERRFAE,
1. EXBENRAURSIERT , EXFRUT@AELRE , Sl ColorRule , REBZBFFEHRAEE,

Hierarchy Settings

» rule_1

> rule_2

MNew Rule Map:

ColorRule

Add New Rule Group

2. AENEARFERTAL, fl, ELUREBEREYE RE) B —# , EPHRENEDR
20, RAIFKEXBEATIEE : MR <. KR >, PMRAFER <=, KRFTER >=, URER
==, (WMEFHMENR , 528 Apache Commons JEXL F&%, )

3. KEENXEHEE, EEEHREAR , §lW0 #fcbad3 , BEATAAENE, (MEHEMENGME
ﬁﬁﬂ e Eﬁ'I’/\JEf_Lo)

RIENERBIER

BERNEISREEX, y, zERNENEE. EREAERBUESESRT I ERITBRE R, LA
ERARBRRRESRTHENITARRBINEG , fIMER,

g ER 129
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AWS loT TwinMaker EREER

® Note
EERYETHERE , CTUSRELRNERTEE,

EATIHEFEERTEEER

1. ERREETNYH  BEF + 1 ARBEMEER,

2. REBGE. A% FEEAGBLRR  FERKREBLEE D,

3. TETHXFEEH , #IZ EntitylD., ComponentName 1 PropertyName,
4. BHEEAENREMA , FEEFEI DataFramelabel,

3D Tiles &R &
EEEHEA 3D BEE

WMREE FEA 3D FERFBEINREBERS , AWS loT TwinMaker SEEBEEHEY 3D BHEKFEEFEXN
RETE E'JE.:%"‘H%E”“E?“% 3D EfE, AEFHHA D BREXAMNARANE=TE, BEHRH , 2
RTE 3D BRERTBESENERARES , XinBERMAER,

EHRVERERREM

MREHEFESTHRSE , AWS loT TwinMaker 35249 3D RE AJse G EBUREERE |, Sl AKH
RS B IESE

« K& HERKX/PAR 100MB,

- BE  HBERETETEREEER.

- BN BREMAREEE-ARRERERTER.

3D BEEN

3D Tiles AR B RERLMMNE 3D ERMBEMMBRE R, ©HEIRFH A AWS loT TwinMaker 3%
SHH 3D EH | WIREBHEKEBREPITRNAREAERWESR | LIKE( 3D B,

3D Tiles #& X2 M Cesium B, Cesium EEZERYE , WA 3D EHEHRAETEA Cesium lon B 3D
B, E2EREY 3D BEENREMRRAIR , BMESEHE T ERSNERERER, BLifE
Cesium WEEEE L5l Cesium , WARIBREBERZEZEBEWITEGTEL

m&{E{L 3D A 130
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https://cesium.com/
https://cesium.com/platform/cesium-ion/
https://cesium.com/learn/3d-tiling/tiler-data-formats/#supported-data-formats
https://cesium.com/platform/cesium-ion/pricing/

AWS loT TwinMaker

ERAEER

EEX(EAFIEE AWS loT TwinMaker 355/ 3D SWHER | 55E1E Cesium lon FRECEEMIE R :

. HSHERIFE A Cesium lon

#% Cesium 3D Bl LEZE AWS

ERERA D BEE B rEEREER AR M LEREN AWS loT TwinMaker T/EE
Amazon S3 fEFZETHE :

1.
2.
3.

EVUFATH 3D Tiles HE 17,

BHTFHRBEEER K,
HE 2 1E 3D Tiles BRIk LEZFEL AWS loT TwinMaker T4EEFEEIHEAY Amazon S3 fE1FETEE,
(52 R (Amazon S3 ERAEER) B LEYH. )
MEEH 3D BEERS K LE | B2 AWS loT TwinMaker ERENEFERNERE 1
Amazon S3 BRI R ETiles3D,

® Note

AWS loT TwinMaker ERER X EE# & 3D EEER,

£ P{EA 3D B AWS loT TwinMaker

AWS loT TwinMaker &li& L EE| T/E[E S3 RAFATREAVE 3D EIFEER, &

B AATER— Amazon S3 B#H EBFATAK tileset. jsonFMFTBEHEMAKER

(.gltf. .b3dm. .i3dm. .cmpt, .pnts)c Amazon S3 BH#EREESHEE EREXEH , R A
Tiles3D,

HEMID BBRERNEESR  FERTISR

1.
2.
3.

EESRESREE L BENR (+) , RRBREFHE 3D KA,
EREREMEERRED , REHEA 1Y 3D LHERKETiles3D , REBEFHE,
B—T&8% A BEIENEESRT,

ESERTER 3D BE
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https://cesium.com/learn/ion/cesium-ion-archives-and-exports/#create-and-download-an-asset-archive
https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html

AWS loT TwinMaker EREER

3D EEER

3D BEENAXELMANFESTREY  EXRTRESENEREETERR FEEENIIEE, &4
AL/ N T EREE 3D BEEE | BRAERGH FREMBENINE  BEERR,. 7RV IDHE
BYFREERNEREE,

BROHHMASRERATHAREEMLA 3D BRER., NREFLEE-SHINEEFRE , AlE
REHERAERN gITF/gb BE , WERKIMIPEIS R, ETLEIR Blender FRBMERAY 3D TAXK
SERko

B ER RS

- BB 1GBNIKER  HPSHFHANKEEREMNTR, EXFNEE. EBABNBHEERBBRME
i, ERENEESERILRE.

- BANEREPREEARNEERE , XLFEA Blender [EHFIEFH gITF,

- BALERBEERNEELENIHERAS 3D EEEE , YAEH EEE S3,

- AL 3D WHHE R gITF iR BT ERKAAREFHY AWS loT TwinMaker 35 (0, 0, 0)

- BALKERZEETHTEE QTF NERENEEFEE , REBHRAFEAKERLE,

BREm =R

AWS loT TwinMaker 5 2EZ B ESHHNREEREER THH , BRAZREXRNEKRIIEE, £H
AWS loT TwinMaker FEAEBVBEES  UERZRHNEE, BEENEEZE D 55,

FEINEE :

- B 3D SREHUH. RENERBEHERBABERES "BDE., BF,
« MRIGH Grafana HETEARXNPEAMRSSREAR , BALUE 30 WERANGERNERN.

HEHEBEER

BRESRAFTMRE S3 PSR JSON EREK , A2 EMASREMNRENFEET. SRNME
T E ML EH JSON XAHETT , WRHAFE S3., WREFEAXEEHE  FESREM—IRER,

BRESESEHER JSON BERER , ZIEREFESNLERTE , MATEHMS SN HEREA
DERTHNERATRELNRERY, REEENBEHEEFETIEHRES, WENAHRE
B EIMEA TR AWS loT TwinMaker EEESR |, EF2H ).
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https://www.blender.org/
https://aws.amazon.com/iot-twinmaker/pricing/

AWS loT TwinMaker EREER

BAMKBRT ISR  BERNBRERERA/PEER

£ AWS loT TwinMaker =2 &P EBEEERWIF R,
EEAERL , Z-TREZRIERK.
REEREBHERIZRER.
R—TERSRIRE , ARE—THER.

/A Warning
RBPEESERADBERETTEEREN,

= rarchy Rules Settings - B _ - — - 5 In r

¥ Current View Settings - - ~ ¥ Properties

Toggle visibility - No node selected.

Motion indicator
Tag
Overlay

Annotation

P Scene Settings

P Tag Settings

» Data Binding Template
» 3rd Party Resources

¥ Convert scene

Convert to entities
Converting your scene to entities enables auto updating,
filtering and querying your scene.
Scene Statistics

Refresh cycle

Auto update (every 30s)

SRETAEENER
ATEMSRETHEETH  KETH 1P THER

+ com.amazon.iottwinmaker.3d.component.camera —EFHES /N TEREN THER,

- com.amazon.iottwinmaker.3d.component.dataoverlay —BTHEE K ARFHEEBRSER/)NITE
MY ZKEDRRE o

- com.amazon.iottwinmaker.3d.component.light —ET#ER | EHEE/ DN T ENERTE,

SETHERANERE 133
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AWS loT TwinMaker EREER

- com.amazon.iottwinmaker.3d.component.modelref — B4 EE , AREHSSHFTA 3D EHMH
REM S3 B,

« com.amazon.iottwinmaker.3d.component.modelshader £ 3D ## F FHER ZEEREN THE
B,

« com.amazon.iottwinmaker.3d.component.motionindicator I EIEFEZE/ N T EREN THER,

- com.amazon.iottwinmaker.3d.component.submodelref — BT8R | ARFENR 3D EE FERH
FXEo
« com.amazon.iottwinmaker.3d.component.tag FHIZ% ) T EREMN THER,

« com.amazon.iottwinmaker.3d.node — B x4 EE K AJEHSSEHHNERRE , flanH 3D EHiE,
BB —R B,

BAEIE 2L
BESSEREREELA NEEEE T$SCENES, SESSHHEERNT S ST UHEKENFE
BEEEAR,. BTHESESESEYEAE — B com.amazon.iottwinmaker.3d.node 7T , AR EI B ER
W BDER, NTEE),

/A Warning
ETFEMBREMSRER , FRAEBESUSERPERE, MESZEER,ITLMERES |

AEASERRBRERRNENMRSRER | WEASREEGETRNMERER.
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AWS loT TwinMaker EREER

£ AWS loT TwinMaker Ul #4212 B EE Web ERRERF

AWS loT TwinMaker & AWS loT IERREFRZE A SRMEEAE Ul 84, EHEL UI B4 K BRAER
ALBEBERMN Web ERRERF , YARBFERAAKA AWS loT TwinMaker IhEE,

AWS loT TwinMaker Ul st 2 Ap AWS loT plication Kit B9 —&B4% , & 2 — BB KRB IS A B iRz
XE, 7JF loT EREXBEZASHEH loT EARMER

AWS loT TwinMaker Ul #8535 -
« AWS loT TwinMaker & :
—EERLEERE Y |, TESHEEER I EE AWS loT TwinMaker ISz ERE T,

WEHMEE , FHSRBAWS loT TwinMaker 3R 34,
- BEWEET

BEMN 3D BERMEMH | BERBereact-three/fiberWEF &4 W (FREHETEITRRE,

WEFMES , F2RESWREE .
 RIAEARER

—ERAEBHREE T |, AIELIEIB AWS loT TwinMaker Kinesis #8728 R R Ao
MBFHMEF , F2RE L BEHRER XS,

ETHEBER AWS loT ERTEGNESZER , FABAWS loT EAEF T ES Github B

ERNAERERRER TEIMEFT Web FEATRE AWS loT FHIEREA , FHRBIE AW loT EAERF Kit
MEHH,
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https://awslabs.github.io/iot-app-kit/?path=/docs/components-videoplayer--docs
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AWS loT TwinMaker EREER

Y1#2 AWS loT TwinMaker EEE

AWS loT TwinMaker BRI E=EEEBEDR : EX, EERSEHRES. EETEEXNREATAREEBIER
X

B BERRUEAEAERNEEENYRARBIANEERN , E8FSET —EREBHMARE
W RUEHEARENTERRNRZLUREARENITERRNR K SRELHHETRO=AER
BHREUEAEAEENITEESN., MRERKERYRIEE ASFETHEN, MEFHAENR
MERAENR , BFSBAWS loT TwinMaker EE

LR FEREA AR EEAWS loT TwinMaker iR EBER

1. BARXAWS loT TwinMaker £ &.,
2. EEQBSEERSD , BW[RE]l. "EE. EERERREK.

3. BEEBREEREAL
4. EW "HE, 5 "HE, EXREENX , WTIEFENERMN R
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AWS loT TwinMaker

ERAEER

Select price mode

Basic O Standard (current price
laskc pricing mode is determine: ITII:IdE]
w the data access calls sent e e | e
during the current hilling cycls R I‘--c'.'u ——
ioes not include Knowlege queries made, and data acces
cal ent during the curme
il
Standard pricing
The Standard pricing moda is determined by the entities sed, queries made, and data acoess calls s

Pricing element

Unified data access calls

Queries

Entities

Pricing unit
per MM
per 10K

per entity/month

5. B [T UEIFTNEEEN,

6. LHRECELEEEEN,

® Note

Tiered burdle

Tiered bundle pricing mode
based on 4 tiers of usage. Each
tier is set by ny
ind a usage threshold hased an

mher of entities,

L dunng the cwrrent 0 .I|I|'_||'.'||l'

Usage threshold
nfa
nfa

nfa

BULREREAEARAERNEEEXRARKEXNEEEX  BRESET — @k
EEHRBEN, AEHAEREENTERNIREUBBERAELENTEENR , &5
ERSHET RN =(EFEABHTREAERAESEENTERN ., WRERERYIERR
B ASFSVAIEN,
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AWS loT TwinMaker &13% B &

AWS loT TwinMaker HIz%k B R 248 AWS loT TwinMaker T EEF S ENFIEEFH , WLIRE L
BEAER, BUUEEE, M cHERETER , LEERELER , BTRER AWS loT
TwinMaker 2 BB &,

THEERB\UAEAMBES BB R

FE

« AWS loT TwinMaker &3 Bl &% O0B=

o AT AWS loT TwinMaker ZI5&El&REH

- HBERSRE

- WA HE Grafana {Eﬁj AWS loT TwinMaker H3 B &
« AWS loT TwinMaker B & E &R

AWS loT TwinMaker #0:% B R &% O 85
AEFEFEHREMNZBERIEMEER ZFFAE,
HEBEXRAEER :

NMEERSEVER K ETHERA CreateEntity 8 UpdateEntity APIsZ BRI EB&R, BERIAZRE

EETHLIEEZEHRERER RELATIONSHIP WEBM., AWS loT TwinMaker &15% B & &1

n} ExecuteQuery API , IRIFERTPNEMNERN BB ANERETEN. ABEREAEETH

PartiQL EH#ES n-*r% AWS fRIEfER ) , XEEESEMENBERLEELXE  THEREE

#H, FUERE , ZAKERRAAERR  ISHEHABLACERHRIZENEL.

A E R BRI

- ERER  TEEANERENZEES.

- BH ITEEPHNESEERSENAERERTHETE,

- Edge: ERTHLEENESEERBENENAERERTNEEZ. A , FAEEN
parentEntityld ML ERMNEE R FEHR , tENABERERPESR NisChidOf, BEREBHNE
&, FIBBIEEH RS EEZ.

- B3R : AWS IoT TwinMaker BRRER THNSRBMHER, SR AWS loT TwinMaker
CreateEntity = UpdateEntity API REZMimELIHR. £ H AWS loT TwinMaker , BHRHSAE
ERNTHPIER. BRELIEEARHENER. BRELAR—EEREQNS —EERE.

AWS loT TwinMaker &3 B & & 0= 138


https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_CreateEntity.html
https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_UpdateEntity.html
https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_DataType.html#:~:text=Valid%20Values%3A-,RELATIONSHIP,-%7C%20STRING%20%7C%20LONG%20%7C%20BOOLEAN
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ExecuteQuery.html
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https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_CreateEntity.html
https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_UpdateEntity.html

AWS loT TwinMaker EREER

WA 1T AWS loT TwinMaker Hiz% B R EH

EEA AWS loT TwinMaker H&iE k2 81 , FEEER S TR T 5 LR GH

« EY AWS loT TwinMaker T/E[E, A LATE AWS loT TwinMaker &R E N TR,

o BAZE AWS loT TwinMakerBEB THRFE , URMARLER, NEFHEF , FSERELENE—
HEE,

« F3& AWS loT TwinMakerfy &R ERERS, MEFHMAEA ,

:I:I'*

ZBAWS loT TwinMaker & ¥E#£88,

(® Note

EEMFEH AWS loT TwinMaker HIfgExR , FEEEAEES S BEHEEEN, WFEFHEE
, FZEUH# AWS loT TwinMaker Efﬂ‘%‘to

THREFRAWMAMET, ST, RENREEEH,
R E A iR As
EESHREREAMRER

1. BABX AWS loT TwinMaker E£32 &,

2. FRBGEEHPEATEBRNITER,

3. EERIEEIMNRERT , REEHRER,

4. ERmERMEERY. SRETUETFENER LHATER,
BITEM

WITEHLELEET

1. EEMmRERT , RERESRRCIERURME ERER,
2. ERERZEP  BREEHHIFEERITHNEM.
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EERNESS  BRSESEHBvav_SHEE NWEE K RBEATHERS , ke
fifeedz BB REMELEEE,

SELECT ahu, vav, r FROM EntityGraph
MATCH (vav)<-[r:feed]-(ahu)
WHERE vav.entityName LIKE 'vav_5%'

(® Note

%]E&.:\EEI:H/ {EFH Pal'tlQLo quE nn/fﬂ’]ﬁnﬂ
REMER,

ﬂlh

289 AWS loT TwinMaker #1:% Bl

3. EERTEMUITERILNFER.

B gRIBENBEREL,
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https://partiql.org/
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vav_15 vaw_7
vav_17 vav 5
feéed féed
feed feed
ahu_% ferd vav_19 ahu_1 fopd wav 9
feed feed
faed . fead
vav_18 vav_23 vav_ G |
vav_24 | .
wav_16 feled waw_B
fead
ahu_4 feed (“yay 33
fiaed )
i feed
vav_20
wvav_21
vav_12
wav_10
wav_0
feed
faed waw_3%
fieed
ahu 2 feed . (Cyay_11 feed
fewd )
fopd ahii_0 feed w1
waw_13 fopd
fead
wa_14 av_d

LTHBERNEFERRULSR 2 FNEHEEH SER,
4. ERNERUESEFEPETR. BEERUBRBEEPINEIER.
5. HE ,BEFEHARLLISON = CSV RXEHEHER

BRET IBRATHNEBERNERFER, NWEREABERE ENFMEANES
TwinMaker Fl:% Bl 3k &R

”:m'h
W%

Z& AWS loT

ABERBERES

IEATLAGER AWS loT EARNEHTHREE Web EARER , SAZBERESEEHN AWS loT
TwinMaker 5= 7, ETEEZRIBSSFEEN 3D HH (KXRBREIRFEW 3D EH ) EEXEF.
EEEURES SRR D HREFNEARN K FEAK D HREREIEPINER. FEBILME ,
Al AWS loT TwinMaker #8155/ 3D BRHETHEEFERB BN HR. RE , EAILIET Web FE
AR, FASSZEHN D ERE  WLUBEERNERCMAELGEENER,
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Knowledge Graph

FHHA AWS loT EARKXEHTHE AWS loT TwinMaker S2EFELE BN T4 Web FERERE
ﬁJ , 52 github EBYAWS loT TwinMaker £34 & FEFEFRTEZR o

AWS loT TwinMaker 35 = B 3R & R4

B ESSPEM AWS loT TwinMaker HIGHE&RHY Web BARERN 28I , B TTH T FISTRIRH

o 33 AWS loT TwinMaker T4E[E., BRILATE AWS loT TwinMaker £ &5 HEIT TEE,
o BB AWS loT TwinMakerBEB TtHRFE , UARNMMAEVER, NEFMAER  B2EELENE —
EEE,
o EIEA 3D A AWS loT TwinMaker 5=,
A

iI
o ZA3® AWS loT TwinMaker AWS loT BWERARXEH T, WMFE AWS loT TwinMaker TR FFMAE
A, F2E EH AWS loT TwinMaker Ul #B4 B2 B E& Web AR,

s BEANBERBABEARNE. FSE AWS loT TwinMaker H& & =0

® Note

ZZH AWS loT TwinMaker R E R FEMIEREINEE , BREERNEES P BEHEE
X, WFE AWS loT TwinMaker EEBHFFMER , 5526 13 AWS loT TwinMaker FEEE
30
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https://github.com/awslabs/iot-app-kit/blob/3DKG_Demo/examples/react-app/src/components/index.tsx
https://console.aws.amazon.com/iottwinmaker/
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ESRP R 3D HH

HERMNESARERESSEN Web BRABNZH , BRSSP HERN 3D HHBEZEH
MIEER K #BAH 3D HH. U, IREESSTEESHRIENER , LIRER NWHER
Bmixer_0 , FEEAFNEREAREAFTNERCHEVERNRE  UEEENERIERE
J:l:/o

HITERBEE

1. A AWS loT TwinMaker £ &

2. BRENIEE 6 YWENESREREC 3D HIENESR,

3. ESEFEBEIHRTIZIEE GDER ), ELEMEEE  c2EEEA 0 RERRESER.
4

EllRmiT  SEEERER , AREWN + i, ARBENEERREER, ESHKT
NABE , B EREFENERGEERFMESNNER.

aws1 Services v Resource Groups

@ Feedback (@ English (US)

Rules Settings

Add entity binding
Add overlay
Mixer1
¥ Transform
Position
X | 0.000 Y| 0.000 Z| 0.000
Rotation
X | 0.000 Y| 0.000 Z| 0.000
¥ Tag
Default Icon
Info
Entity Id
Q Mixer-1
Component Name
Temperature

Property Name

Temperature_F

Link Target

5. REMBETHUXDRERD , BENERFE 3D EHNER D, st THEBNELEEBRMNT ,
BEUERBREN THMNBIE,
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aws1 Services v Resource Groups ~ *

@ Feedback (@ English (US)

Rules Settings

+ O +

¥ Properties
Name
Name
Cell value Mixer1

Mixer 1
¥ Transform

Bl cell value -
Position
Cell value X| 0.000 Y| 0.000 Z| 0.000
Cell value Rotation
_ X | 0.000 Y| 0.000 Z| 0.000
Cell value
[#] Cell value v Tag
Default Icon

Info

Entity Id

Q Mixer-1

Component Name

Temperature

Property Name
Temperature_F

Rule Id

Link Target

¥ Entity Binding

Entity Id
Q

—BEIMER ID. tHEBANBEREEA , BERTK.
6. HUECERREFNAMERENERERALER.

@ Note

BUNESSER LHTHRENERBERE  REENERMIEER , REKRMEEH
EFSEREE AT,

E 3T Web FEREER

BerEBc®  FEAAWS oT EAEXEAEAEREERABER N TEN Web BRAERX , &
ERESRIRREROUNER ZHHER,

FEATHERBRILBECHERER !
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« AWS loT TwinMaker 35| FEFERER github Readme 34,

« github L&) AWS loT TwinMaker &l /x FEFE AR R

« AWS loT ERBEXEH APISH.

« AWS loT ERBRREH T H B &S Tl X

« AWS loT EREXEH5 SRR T 3.

THREFRE Web BARAPERBTER[ITHNIIEE.

® Note

R ZLL AWS loT TwinMaker €4l EFERTE - AWS loT EARXEHSERIRETH
NWEEAER,

1. BARK AWS loT TwinMaker €5l R EFER RN E=REAR[/ . FESHUPHABERS BRI
PERER (EoXIBES)  ARBENESKE, nRERBEZTER D, ek ERS
STHER  YHESSRASERPEREENEE,

Knowledge Graph

2. FEELARGNELY FESRBRSF[ P IEFRINEGH  RRBRIRZRH,
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https://github.com/awslabs/iot-app-kit/blob/3DKG_Demo/examples/react-app/README.md
https://github.com/awslabs/iot-app-kit/blob/3DKG_Demo/examples/react-app/src/components/index.tsx
https://awslabs.github.io/iot-app-kit/?path=/docs/overview-getting-started--docs
https://awslabs.github.io/iot-app-kit/?path=/docs/components-videoplayer--docs
https://awslabs.github.io/iot-app-kit/?path=/docs/components-sceneviewer--docs
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Knowledge Graph

| CookieLines
x

COOKIE_LINE_1 | | COOkIE_LINE Equipment

3. RTEREZALEREBNNERZEELEFRRLE.

WNATHE B Grafana £ AWS loT TwinMaker H13% B &
AEIRBA NS EHREEEARETE E Grafana AWS loT TwinMaker &Rk , U TH@ERES,

AWS loT TwinMaker & 58#m%E 85 o R R 4

£ Grafana R {EF AWS loT TwinMaker ZIF B R 281 , 5L T 5 50 RIGH -

o 33 AWS loT TwinMaker T4E[E., BAILATE AWS loT TwinMaker £ A H B TEE,

« FRTE AWS loT TwinMaker LAE2 Grafana ¥ EH. WMERE , S BAWS loT TwinMaker Grafana
BERRES,

@ Note

EEZMFEH AWS loT TwinMaker HIFBER , BEEEAZER 2 BEHEEBEN, NEFAE
A, B2 AWS loT TwinMaker ;Ef”i*i‘to
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https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker EREER

AWS loT TwinMaker Z3{REEESF 1]

B ETE Grafana FEA AWS loT TwinMaker EFiRiEsE , ELEHRBEFBHE FAN IAM A
Biottwinmaker:ExecuteQuery, BZFFAFMEEITEERRIRAR , WATEHFIRTR :

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},
{

"Effect": "Allow",

"Action": [
"iottwinmaker:GetEntity",
"jottwinmaker:ListEntities",
"iottwinmaker:ExecuteQuery"

]I

"Resource": [
"arn:aws:iottwinmaker:us-

east-2:111122223333:workspace/workspacelId",
"arn:aws:iottwinmaker:us-
east-2:111122223333:workspace/workspaceId/*"

]
},
{
"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"
}

A BR Grafana 3711 147
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® Note

EBERE AWS loT TwinMaker Grafana ERIRIRE | B4 fGEETSE® ARN B
WA SR, g%  SUURIEEREN TR FEDENIER,

WEFMES , FBRELERRIAM A6,

% E AWS loT TwinMaker 2= 34 48 25 E AR
BB ERREHH Grafana ERIREIR

1. BARREH AWS loT TwinMaker Grafana &% 4R,
2. BIUFWERRER. NENMEIERNFMLSER 526 Grafana XHFHHEILERIR.
3. RIBBFBED , EHAWS loT TwinMaker RIS,
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https://grafana.com/docs/grafana/latest/dashboards/build-dashboards/create-dashboard/

AWS loT TwinMaker EREER

AWS loT TwinMaker Query Editor

Visualizations

Eﬁ-: } AWS loT TwinMaker Query Editor

4. EBEMEHTEHANERER,
5. (EA) ERHNBAUPAFTERIERRE,
6. IEIEMURFLEBEFER.
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BB RERAEESE AWS loT TwinMaker T A PR EHBEIREL., EAUEERTH
7. EATEREN, NENMREESHWEFMEEN , 528 AWS loT TwinMaker &1 E &R E &

3
Do

wm{aE A AWS loT TwinMaker &8 iR #E 25

ENEHEREUZELRETR , MTIREA R  LBREBL, EERRPIH , B RAHITHE
=

- BRREI

Visual graph Query results Summary

A
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feed feed
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\

W fe?d
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>
feled p
\ feed
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f‘eéd foed /
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RBECEEASHBEERPELEF —ERANERETEN. BFRSKERETRAEH  LKEE
BRABEPHNEEZF.

- ®RIEAEHR
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ERAEER

Visual graph Summary

Results returned (25)

Q

{ "arn": "arn:aws:iottwinmaker:us-east-
1:086801877023 :workspace/SmartBuilding/entit
y/ahu_23565bbb-3ec6-3cad-9fce-e9bdcfeae?bl",
1667895668496, "entityId":
"ahu_23565bbb-3ec6-3ca@-9fce-e9b@cfeae?bl"”,
"entityName": "ahu_0", "lastUpdateDate":
1667895669319, "workspaceId":

"SmartBuildin

"components": [ { "componentName":

"creationDate":

"description"

"AhuComponent", "componentTypeId":
"com.example.query.equipment.ahu",
"properties”: [1} ]}

vav

{ "arn": "arn:aws:iottwinmaker:us-east-
1:086801877023 :workspace/SmartBuilding/entit
y/vav_66461816-02ab-355f-afd2-62a2cc92d336",
1667895664133, "entityId":
"vav_66461816-02ab-355f-afd2-62a2cc92d336",
"entityName": "vav_2", "lastUpdateDate":
1667895665269, "workspaceId":
"SmartBuilding", "description":

"creationDate":

wn

"components": [ { "componentName":
"VavComponent", "componentTypeId":
"com.example.query.equipment.vav",
"properties": [ { "propertyName":
"airTerminalUnitCertificates",
"propertyValue": [ "AHRI", "UL" ] }, {
"propertyName" :
"airTerminalUnitBranchCount",
"propertyValue": 2 }, { "propertyName":
"airTerminalUnitDimension", "propertyValue":
{ "width": 15, "length": 30, "height": 15 }
}1313%

Exportas Vv

{ "relationshipName": "feed",
"sourceEntityId": "ahu_23565bbb-3ec6-3ca@-
9fce-e9b0@cfeae7bl", "targetEntityId":
"vav_66461816-02ab-355f-afd2-62a2cc92d336",
"sourceComponentName": "AhuComponent",
"sourceComponentTypeId":

"com.example.query.equipment.ahu" }

REAENEXNESETMAEHINESN, SUUESERRUNGREGRIBERTE. BRI

JSON g CSV &R EH,
c BITHRE

Visual graph Query results Summary

Status

2022-11-15 11:36:08 UTH

Response

Statement

Duration

SELECT ahu, vav, r FROM EntityGraph MATCH
(vav)<-[r:feed]-(ahu) WHERE vav.entityName LIKE
'vav_%'

25 returned

BITRESEREEERRENERNTRER,

AWS loT TwinMaker #13% & & H it & R

FERUEARENBERPEALTHN PartiQL FFEELES , URRHEABEREERE

PartiQL XV E# .

0.833 sec

o
N

HBEREMER
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 PartiQL BIFEERHE R X 4
« PartiQL B E#H X4

EEAERNEAEAREEE, FALBAREEECHERANSE,
EXEH
- ERASERGIGHREER

SELECT entity
FROM EntityGraph MATCH (entity)
WHERE entity.entityName = 'room_0'

hEASEOTEETEBA NAAEERIOOM_0,

FROM ¥4 : EntityGraph R8I EFMEERLREBRNEFTES. LESRH AWS
loT TwinMaker RIBETEEFNERBEBEINEE,

MATCH 78 : EERFEBEF —BorHWENR, FEEERT , BX(entity) FEEF PN ESEE
2 WHBEZTEEEH, FROM FAEREXEEE MATCHF 4,

WHERE ¥4 : I5E B entityName WK ERERYSE , HPEXLEARFE room_0,

SELECT ¥4 : igEentity28% , LEEEZESHETH,

[E] FE -
{
"columnDescriptions": [
{
"name": "entity",
"type": "NODE"
}
1,
"rows": [
{
"rowData": [
{
"arn": "arn:aws:iottwinmaker:us-east-1: 577476956029: workspace /

SmartBuilding8292022 / entity / room_18f3ef90@ - 7197 - 53 d1 - abab -
db9c9ad02781 ",
"creationDate": 1661811123914,

HBERAEMEIR 152


https://partiql.org/gpml/graph_model.html
https://partiql.org/gpml/graph_query.html
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"entityId": "room_18f3ef90-7197-53d1-abab-db9c9ad02781",
"entityName": "room_0",

"lastUpdateDate": 1661811125072,

"workspaceId": "SmartBuilding8292022",

"description": "",
"components": [
{
"componentName": "RoomComponent",
"componentTypeId": "com.example.query.construction.room",
"properties": [
{
"propertyName": "roomFunction",
"propertyValue": "meeting"
I
{
"propertyName": "roomNumber",

"propertyValue": 0

columnDescriptions SEEERMENPEER , Sl BNEE, EENEE A NODE, B
RAECEBOEEHR, FENAMETUEDGERTREHRVALUE , WAl IR RMEEE , HIMEHH
FE,

rows BEEEERIEE, ARARE—REERES , rowDataltEERE—EER K HPIEE
BT E RN,

® Note
REAEGEMEREN SQL TFE , BA LA PartiQL EEY#F ( #8A JSON).
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SEHSHIESMEERBEMA , HIW entityId, arnFl components. JTiEARH
{I , $5170 componentNamecomponentTypeld, properties LAK BHEBHRMAL , Hlin
propertyName#l propertyValue , £Ep# 2 EAR JSON,

- BUSEEBRENFERR

SELECT relationship
FROM EntityGraph MATCH (el)-[relationship]->(e2)
WHERE relationship.relationshipName = 'islLocationOf'

WEHSELCERERA cTEEFWMERMHRisLocation0f,

MATCH 8 : EERFEMESH (B RT()) WEX , SLHIEHREMEE (H KRT-[]1->)
B WBEEEAR W8Brelationship,

WHERE ¥4 : #§7Ei8# relationshipName WM EFRKME , HP{ES isLocation0f,

SELECT ¥4 : EEREREY A LUESEEMEEHE,

5] fE
{
"columnDescriptions": [{
"name": "relationship",
"type": "EDGE"
1,
"rows": [{
"rowData": [{
"relationshipName": "islLocationOf",
"sourceEntityId": "floor_83faea7a-ea3b-56b7-8e22-562f0cf90c5a",
"targetEntityId": "building_4ec7f9e9-e67e-543f-9d1b- 235df7e3f6a8",
"sourceComponentName": "FloorComponent",
"sourceComponentTypeId": "com.example.query.construction.floor"
1]
1,
. //rest of the rows are omitted
]
}

PR EREER columnDescriptions4 EDGE,
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18 rowDataR REH SHUMiBHFrelationshipName, EEER FEHENEERBLREHE
[Bo sourceEntityId, sourceComponentNamedfsourceComponentTypeldiZ2tEEEEIHR
BHEHEZSEM T4 LERNENR, targetEntityld IBEELERISRNER.,

- GEREEREARERRNMEER

SELECT e2.entityName
FROM EntityGraph MATCH (el)-[r]->(e2)
WHERE relationship.relationshipName = 'islLocationOf'
AND el.entityName = 'room_0Q'

HEHEEERERSisLocation0fBARZ I A BN AT Aroom_0EEEE,
MATCH ¥4 : EEFEAETAMBEEEEMBENER (el. 2) WER (1).
WHERE 74 : IEERHREBANRRER S BHEZ R,

SELECT ¥4 : BEe2&#H M entityName #{L,

=1 fE

{
"columnDescriptions": [
{
"name": "entityName",
"type": "VALUE"
}
1,
"rows": [
{
"rowData": [
"floor_0"

£ columnDescriptions # , ERMENERE L , VALUEE A entityName BF &,

floor_OofE[E —{HEEE .
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[k 3]

FMATCHAIZETHER :
- IEEETR a FAERTEIEE b -

FROM EntityGraph MATCH (a)-[rel]-(b)

- LHEIE@EIR b WETE 'a' -
FROM EntityGraph MATCH (a)-[1->(b)

BRAIFEERR LEESRFGT , ABRRIBFEHEEE,
- LWEHEMETR b WETE ' MIEMETR: 'a' HERE b :

FROM EntityGraph MATCH (a)-[rel]l-(b)

EREEMEMEFER : —@ft'a 2D, Z—ERD F'a, AEEEREEREODEE,
- BREBELE BHEEK WEBEntityGraph , R ELIEEZESH (; ) RHIEEHERERE
MA R WHEREFArel.relationshipNamed g EEREF K

FROM EntityGraph MATCH (a)-[:isLocationOf]-(b)

- S EATUEREUNS S ERR,

FROM EntityGraph MATCH (a)-[rell]->(b)-[rel2]-(c)

- ATEBEEN TS E SRR

FROM EntityGraph MATCH (a)-[]1->{1,5}(b)

HWEHASLE 13 5 FAESAGE Ta, BHEBENEAEN. AFNELEES .
{m,n}-MR-Am#MMnEEZH
{m,}-mEBZEEE,

ERHHTUNESERER SNt EeasEaERER , flmEE. EER#EER
MATCH X G RAVEMRLREFIRELEAE,
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SELECT e

FROM EntityGraph MATCH (e), e.components AS c, c.properties AS p
WHERE c.componentTypeld = 'com.example.query.construction.room',
AND p.propertyName = 'roomFunction'

AND p.propertyValue = 'meeting'

# B ABEUFEREARBY. =5 (,) ARBUEEMRL (B ) BER  HhaSsELTHR
BT URELTHANEMN. AS ARESHBEEREMRBSH , LUEE WHERES SELECTF
AhER, EFSETEEEA BEx4ER ID B 2tfmeeting® roomFunctionfE® 2B

MHFFEEE com.example.query.construction.room
EEFRMUNZEEMRBLY , fINERTNZETY , FEMAERELEETHE.

SELECT e
FROM EntityGraph MATCH (e), e.components AS cl, e.components AS c2

SELECT :
- EEIEE

SELECT e
FROM EntityGraph MATCH (e)

o B8 -

SELECT
FROM EntityGraph MATCH (el)-[r]->(e2)

- BOFEEE

SELECT floor.entityName, room.description, p.propertyValue AS roomfunction
FROM EntityGraph MATCH (floor)-[:islLocationOf]-(room),
room.components AS c, c.properties AS p

F/A gabBumBARE , UGt HBANBTBAS, EiE® | roomfunctionfEEM T
ROfEPpropertyValue BB,

- BE5A

SELECT floor.entityName AS floorName, luminaire.entityName as luminaireName
FROM EntityGraph MATCH (floor)-[:isLocationOf]-(room)-[:hasPart]-
(lightingZone)-[:feed]-(luminaire)
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ERAEER

WHERE floor.entityName = 'floor_0'
AND luminaire.entityName like 'lumin%'

MEBREARNENE, REURYE  YEREATNEAEEMAIZE.

WHERE :
- XEMNEEES A AND, NOTH OR,

- TENLBREETA <, <=, =>=, >Hl |5,
- MREELEEMBHMNAISEZEORKRY , FEEM INEEE,

- ERRER. THIEERM

FROM EntityGraph MATCH (e), e.components AS c, c.properties AS p
WHERE e.entityName = 'room_0'

AND c.componentTypeId = 'com.example.query.construction.room',
AND p.propertyName = 'roomFunction'

AND NOT p.propertyValue = 'meeting'

OR p.propertyValue = 'office'

EFiE configuration B, unit AT RERBRFFHNERSIE , M CelsiusR B,

WHERE p.definition.configuration.unit = 'Celsius'

BRERFBUERET TSR ENRSIRNE !

WHERE p.propertyValue.length = 20.0
RERFBUREISHEEN SR

WHERE NOT p.propertyValue.length IS MISSING
REFEBMREISEENE !

WHERE 10.0 IN p.propertyValue

£/ lower O HBETTIED K/NBEHLEER, REBER , MALBRAEERS XNE,

WHERE lower(p.propertyValue) = 'meeting'

LIKE :

MRETAEMUNEYE , YA ATUEEENRUATEXES , AIREH. sRXFIES,

HBEREMER
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ERAEER

WHERE e.entityName LIKE 'S%room%'

{EIEES . Sroom%
FEES : room%

BEEE : %room

WHERE e.entityName LIKE 'room\%' ESCAPE '\'
DISTINCT :

SELECT DISTINCT c.componentTypeld
FROM EntityGraph MATCH (e), e.components AS c

« DISTINCT B FEHRERERPHNEEFEER,

DISTINCT AXEEMERI|A,
COUNT

SELECT COUNT(e), COUNT(c.componentTypeld)
FROM EntityGraph MATCH (e), e.components AS c

« COUNT BBEFSHETHERFIMNEEEE,
« COUNT EMEMBNUANBFEENBUTIIE,
« COUNT DISTINCTMEMREIFAZIEEE,

flan | A% COUNT(DISTINCT e.entityId).
PATH

EARERTEIRIETIRAKRE

SELECT p FROM EntityGraph MATCH p = (a)-[]1->{1, 33}(b)

hEHGLEHEMEXNESHPEER | X% 13 3 ARRARBHEHEE.

- BISEREER

MRENERE "%, |, B PHRERHFITLIKE , XWER I8EREFITESCAPE,

HBEREMER
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ERAEER

SELECT p FROM EntityGraph MATCH p = (a)-[]1->(b)<-[]-(c)

HEHFSEAKERNPREBNENRERTE b,
- BEOEH

SELECT p FROM EntityGraph MATCH p = (a)-[]-(b)-[]1-(c)

LEHELUER b E#E M c iy 1 EEEX L H MR RN PEER,

{
"columnDescriptions": [
{
"name": "path",
"type": "PATH"
}
1,
"rows": [
{
"rowData": [
{
"path": [
{
"entityId": "a",
"entityName": "a"
I
{
"relationshipName": "a-to-b-relation",
"sourceEntityId": "a",
"targetEntityId": "b"
1,
{
"entityId": "b",
"entityName": "b"
}
]
}
]
},
{

"rowData": [

{

HBEREMER
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"path": [

"entityId": "b",
"entityName": "b"

},

{
"relationshipName": "b-to-c-relation",
"sourceEntityId": "b",
"targetEntityId": "c"

.

{
"entityId": "c",
"entityName": "c"

}

LEPATHE R B EESSER b #B M c < ESEREEANAMAHINSEZNPEER,
LIMIT # OFFSET :

SELECT e.entityName

FROM EntityGraph MATCH (e)
WHERE e.entityName LIKE 'room_5%'
LIMIT 10

OFFSET 5

LIMIT iEEBEEEHFERNEREE , WOFFSETIHEEERBNEREE,
LIMIT $ maxResults :

THEHBE RN ERBHLER 500 EFER , BFE API I — XA S8R 50 BER. EEFER
HETNERHER  ATMERAEN , i, MREREEE Ul FETR 50 BFER,

aws iottwinmaker execute-query \

--workspace-id exampleWorkspace \

--query-statement "SELECT e FROM EntityGraph MATCH (e) LIMIT 500"\
--max-results 50

ARERE AR o
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- LIMIT BRFELEETHIRIEENERS, MREFEEFIEE AP FIHERNEREE
MARHEENERER , FEA LIMIT,
« max-results & ExecuteQuery AP| EIERVIZA S8, max-results EEAR API, AR
fA7E LREHERABIER.
FEEHmax-resultsHER IBRERAVBERNBERYE K MIAGRIEENEREREE.

THHNEHAEZE—EEEREN T —H, EHFEA ExecuteQuery API FEIHEERIERF 51-100 ,
HAERN T —EH EE next-token- EERT , F/HA : "H7kyGmvK376L",

aws iottwinmaker execute-query \

--workspace-id exampleWorkspace \

--query-statement "SELECT e FROM EntityGraph MATCH (e) LIMIT 500"\
--max-results 50

--next-token "H7kyGmvK376L"

* next-token FEBEERLRN T —H, MFEFMEN , 528 ExecuteQuery APl Bk,

AWS loT TwinMaker ZiE&REHEE THIRH :

PR il & 7 [Tk} GBS
EHHITRE 10 ¥ B
BEEE LR 10 =
HEEE LR JOIN 20 B
VATV B E LR 20 =
RUERNKIEXNHE LR 10 =
(AND, OR, NOT)

LIKE REXNEXWRE LR 20 =
(BREAFZTAEL )

o[ INTHAPRIEENEEEE 10 =
ER

BB AR{E OFFSET 3000 =

HBERAEMEIR 162


https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_ExecuteQuery.html
https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_ExecuteQuery.html#API_ExecuteQuery_RequestSyntax

AWS loT TwinMaker

ERAEER

PR &l & 78
& XKE LIMIT

[A ) B K18 (OFFSET +
LIMIT)

[
3000

3000

fim

i

HBEREMER

163



AWS loT TwinMaker EREER

B WEERZE AWS loT SiteWise

AWS loT TwinMaker ZEEE AWS loT SiteWise MIEEBENEERL (BERS ). £/H AWS
loT SiteWise THEH K EERLSEIMEBREMN AWS loT SiteWise EEMEEER Wi ELERE
A AWS loT TwinMaker B, THMTHEE, THIEHERIMRANAREEERS , AR HPL
AWS |oT SiteWise EEME EE R 0] LIE L ZRH AWS loT TwinMaker TE[E,

TE

- B FHEERZD AWS loT SiteWise

- BITNERIEEZRANER

. % EFHWEIR AWS loT SiteWise

o DATREIDAREFMETER

. MBREZSEFR

- BEERIRES

Bl EREERDL AWS loT SiteWise

REFRAMNMFEBMMEKE AWS loT SiteWise EERL, RIBEEEEANTFEEE K EREEN
EF.

/A Important
the section called “Bi T MR ITEECENZE MEATAERIEEERZENHEBEEA |
E2H .
&

- FHBIER
« {8 loTSiteWiseDefaultWorkspace

£ B3] TEE

B RENEL RGN | BEREERS,

i FREERS AWS loT SiteWise 164
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FORIFAF

8 Z 8 AWS loT SiteWise , % BETHRTHEE :

.« B8 —1{8 AWS loT TwinMaker Z{EE.
« BEDPBEEENEEERDE AWS loT SiteWise, MFFHMENR , F2RELEERE,
- BETH| AWS IoT SiteWise BItEFEFTF ATHVIRE IAM B :
* ListAssets
* ListAssetModels
* DescribeAsset
* DescribeAssetModel
- IAM AEXEEETH WEAFFT AWS loT TwinMaker :
* CreateEntity
* UpdateEntity
* DeleteEntity
* CreateComponentType
* UpdateComponentType
* DeleteComponentType
* ListEntities
* GetEntity

* ListComponentTypes

AT IAM BEHAFEAGRNEAR

// trust relationships
{
{

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [

FEREFTTEE "iottwinmaker.amazonaws.com" 165
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ERAEER

iy

"Action": "sts:AssumeRole"

// permissions - replace ACCOUNT_ID, REGION, WORKSPACE_ID with actual values
{
"Version": "2012-10-17",
"Statement": [{
"Sid": "SiteWiseAssetReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAsset"
1,
"Resource": [
"arn:aws:iotsitewise:REGION:ACCOUNT_ID:asset/*"

]
.
{
"Sid": "SiteWiseAssetModelReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel"
1,
"Resource": [
"arn:aws:iotsitewise:REGION:ACCOUNT_ID:asset-model/*"
]
.
{
"Sid": "SiteWiseAssetModelAndAssetlListAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:ListAssets",
"iotsitewise:ListAssetModels"
1,
"Resource": [
" n
]
},
{
"Sid": "TwinMakerAccess",

"Effect": "Allow",

ERBT TFE
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"Action": [
"iottwinmaker:GetEntity",
"iottwinmaker:CreateEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:DeleteEntity",
"iottwinmaker:ListEntities",
"iottwinmaker:GetComponentType",
"iottwinmaker:CreateComponentType",
"iottwinmaker:UpdateComponentType",
"iottwinmaker:DeleteComponentType",
"iottwinmaker:ListComponentTypes"

1,

"Resource": [
"arn:aws:iottwinmaker:REGION:ACCOUNT_ID:workspace/WORKSPACE_ID",
"arn:aws:iottwinmaker:REGION:ACCOUNT_ID:workspace/WORKSPACE_ID/*"

AT 5 FRBERBFERE AWS loT SiteWise BEER S,

1. 7£ AWS IoT TwinMaker £i2 & K EBEEBEZRTEEH.
2. FIRERRRRSIER,

EABFTTEE o7


https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker EREER

Settings

Settings for your TwinMaker account

Pricing options Model sources

AWS loT SiteWise connector info Open AWS loT SiteWise [4 ‘ ‘ Connect workspace
Connector status Workspace Last updated
© Disabled

3. BIEBEBETIERE , BEH AWS loT TwinMaker T/EEE#E E B8 AWS loT SiteWise BE.

(® Note

B BEEELE — AWS loT TwinMaker TEEFEFAEERS ., NREEEELRE IT/EEF
B 6 S4EFEHRSEERITEENER  WEEES —EIEE,

4. EE EEFLEZEHDFEREERSNIERE.
5. i#EF Add sources (FTERR). EEHMFEERENRFEH.

ERBT TFE
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AWS laT TwinMaker Warkspaces 'Mur_'ukiQ-Fd-;_'_ur}' Add entity model saurce

Add entity model source

Add an entity model source to your workspace,
Add entity model source

Select a source to connect with your AWS 1oT TwinMaker workspace. With external sources, you can connect the work you have already configured

and import it into this workspace.

AWSE 1aT SiteWise
This will connect your AWS 0T SiteWise data with this worksgace. Descriptive text about what the connector does.

1AM role

Thes male w [ ed for X¥.L

6. EFEEEEARREERL , BRKFEMALER AWS loT SiteWise, BEEEI A IAM £&%
RIGHEH 1AM BE,

7. ZIEECERK AWS loT SiteWise EERY ., LEXSEENN IT/EFEEHEREISHRERE 6 #
REERPEMNMEASRRE, ftUEZSEEREIARRERTEFIINHABL KR,

cookieFactory e | view v || Detete
Workspace information [ Edit l
MName ARN 53 resource
cookieFactory @ arnawsiottwinmaker-us-east-1:2345workspace roci-workspace-myws-348503018462
Description Date created Execution role
This is a fully functioning cookie factory December 17, 2021, 14:32 (UTC+3:30) executionRole
workspace.

Last modified
February 2, 2022, 13:18 (UTC+3:30)

Entity model sources (1)

Source Status Date last updated

AWS loT SiteWise @ Syneced March 28, 2022, 14:32 (UTC+3:30)

ERBT TFE 169



AWS loT TwinMaker EREER

5 F loTSiteWiseDefaultWorkspace

EIRBEZBMAAWS loT SiteWiseAWS loT TwinMaker 258 | IoTSiteWiseDefaultWorkspace®
BUEAR WARIERE , XBEEHEF D AWS loT SiteWise.

&t LAEA AWS loT TwinMaker CreateWorkspace APl REMN & A B TE
[EIoTSiteWiseDefaultWorkspace,

TR
£EBY 2HIoTSiteWiseDefaultWorkspace , B ELEEHIT F B4 :

« 3 AWS loT TwinMaker FRIGEHZ A€, NMEFMEN , BF2EFEH VR ELEAE AWS loT

TwinMaker,

« BI{E https://console.aws.amazon.com/iam/ FARK IAM 2 &,

NMEFE  BFRATHEZACIERSE .

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotsitewise:EnableSiteWiseIntegration",
"Resource": "*"
}
]
}

B MERITER2EHNER

/A Important

1 AWS loT SiteWise Zh&E , #l#0 CompositionModel , 7 12
fIoTSiteWiseDefaultWorkspace, BELFERAER IR , MIEBT TERE,

fi£ 3 10TSiteWiseDefaultWorkspace 170
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£ KrIoTSiteWiseDefaultWorkspace , A FHEFEERS W BT TEEFLEEEEZR,

- BEHRENTERIEREE , Amazon S3{VEM IAM BA&E2ZHN,

(® Note
BRI LAE A UpdateWorkspaceifit Amazon S3 U EF IAM A€,

« IoTSiteWiseDefaultWorkspace REERLSERNERFTRRF AWS loT SiteWise AWS loT
TwinMaker,

- BIE® ELSEREE AWS loT SiteWise , H SyncSource @2 SITEWISE_MANAGED, iE&#E
Entities® ComponentTypes,

- &3 AWS loT SiteWise Z1AECompositionMode 1 HiR

IoTSiteWiseDefaultWorkspace,

BEEBERBIIoTSiteWiseDefaultWorkspace , iR :

- BARBRERIERE,

- BERREIR , EXELEMBR AWS loT SiteWise EIR , A% AWS loT TwinMaker iR FHIHEE
o

#*t FALZWEIR AWS loT SiteWise

AEBEGIHE LR B25 AWS loT SiteWise F) AWS loT TwinMaker THEEHEE,

/A Important
B NERTFECEHNEE MFEINERTFERZENMEEEA

3
$
an

EHE B as
THERERS , YUEATMERTERSEA :
EEGR

AWS loT TwinMaker £ A ABEEEE TR T FHH THEE AWS loT SiteWise,
- EEEHTypeldd THEERATHHP—EES -

&t B HEIR AWS loT SiteWise 171
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- BFTI/IE - iotsitewise.assetmodel:assetModelId
« AR I{EE - assetModelId
- EERADNSEBMBER cAERNHEYE  EFTIEP—EraERX .
- BEJIEE - Property_propertyId
- ARRI{EE - propertyId

B ER# AWS loT SiteWise #1774 B EZdisplayNameHH

- EEERPHESEKERNE BENFEBM , LISTM nestedType VR THHE
BIRELATIONSHIPH, KESHEZZBFEATIHEHP—EN BY :

- BFTIEIE - Hierarchy hierarchyId
- R IERE - hierarchyId
BE
AWS loT TwinMaker 8 B EFHNEEEEZ M FHAWER AWS loT SiteWise,
« B assetIdd M entityId #HE AWS loT SiteWise,
- ELEERE—EEA NE—tlsitewiseBase , HHBRYHEZHEENEERE,
- BNEEBRER  fINREBMRERNEREN , MERME BEP AWS loT TwinMaker,

ERFERITEERE
THEECRY , BEERANRERIEE IoTSiteWiseDefaultWorkspace,
AssetModelComponents

AWS loT TwinMaker & & & AssetModelComponents H#Y B M THER AWS loT
SiteWise,

- EEEHTypeldW THFERUTER : assetModelId,
- EERETHSEBMBEcHERPNTEYE , BEEBA propertyld,. FHEMHETE
AWS loT SiteWise #1774 B E&RdisplayNameHH ,

- EERBEPHESERERN S BENHEBM , LISTM nestedType U THEE
BIRELATIONSHIPH, [EE@MHAEERBFE A M BithierarchyId,

AssetModelCompositeModel

AWS loT TwinMaker & &S {# AssetModelCompositeModel H#Y B HHY THER AWS loT
SiteWise,
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- BEE#EHTypeldt THFERALTER : assetModelId_assetModelCompositeModelId,

- EEERGTHNSEBUHBECHBEETNTEY K BHEEBA propertyld. FHEMRE
AWS loT SiteWise #1774 BHtE&RdisplayNameHH ,

AssetCompositeModels

AWS loT TwinMaker € 5% {8 AssetCompositeModel Y BIFHWES TH AWS loT
SiteWise,

- Bd assetModelCompositeModelId# Y componentName #[E AWS loT SiteWise,

BERARS
THERTERS :

FRLEEMEEER
- BREREREZ A compositeModels(BEE B RMEBENEETHNHEERNTERD,
« AWS loT SiteWise ERIERTBRAL, RERSEEEREPRENB M,

- B, AE., B, FEENPEERTENEBHE , fINAXNEETEREL, RSRSEHE
MWHEER , flunEls,. EEEMNERER, S UFER—#K& AWS loT TwinMaker & £E
$#83 APl GetPropertyValueHistory Z{E,

E A ERAESEEMTHETE AWS loT TwinMaker

RPRELSEER AWS loT SiteWise , RIS W T BB G EMHFEE AWS loT TwinMaker, {F{1 5 37 2% il
BRENEER LB TE F5ER AWS loT SiteWise , AWS loT TwinMaker #18 syncJob {HIEERF |, B
EgRLSE.

B HEREM AWS loT SiteWise EARTH L EMHEE AWS loT TwinMaker, &7 LG H b IER 25 T4+
FEERINER K REIEEREMREM , flUERSentityName B EH,

BERFEARMAEFESERED. SREZERASERERETNRESERTEY FER. It £E
EEM KRS T RBE MR ER S THEE,

(® Note
WRTE RMBEREE , AWS loT SiteWise & EMIRESER , bt SEEEE — 2 MEk,
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SETLAFE Grafana BRIRFEAELRSER  UKEHEASSERRTNER , S0 —KRER.
BTN AELRSHERRHANBEREN.

(® Note
TEUWMKRERNELSERER  BMREETEE , AISnEREELEENER AWS
loT TwinMaker, #l#0 | MREZERLZ THHIEERLINER K AEBBRESZETE AWS loT
TwinMaker, WNEFMEF , F2EAWS loT TwinMaker E{E,

70 B 25 AR RE M §5 ER

REBRB N2 RS EHBRMARERNIES]

/A Important
the section called “Bi]MfEZR TE BN EZR" MEBFTNERITEFERZENHERBENR ,
e
B TG AREE

RFEBERTIHP-—BRE , REREME.

s EFEHCREATINGRER REKEEREFT , W HAER AWS loT SiteWise A EHRE L,

« EFZEBFINITIALIZINGIREER R RHIFTEIRBEEIR AWS loT SiteWise #&EL E AWS loT
TwinMaker, MMRFEAEHREAREEEMEEERDE  LWIPBRREEEFRIEF-BTEESTR AWS loT
SiteWise, AT AWS loT TwinMaker A HRERDSER , HFW ListSyncResources
API REEIZBRISHNEREE,

s EFEBACTIVERERRAKRICTEECTER. THBEECERBFELRE WEAFERF AWS loT
SiteWise,

s EZEHERRORMRERRER LIRFTRENIERR, WMBEERALS. IAM AREREVEERE, W
RIERBFEHAFN IAM A | FHRBAERNVRERSEE  XERAFACERIFTNER,

EXERSHAETEARRERY  XEEIRIEETFHEBERARFEER KT, ERRRER
BRETEIRSNEREE, AZEERTSHRSIKEDHER , ENREREFE 8/, AIgRE
ERROR kA€, #EATLAER ListSyncResources AP| ER{8$RERBEE,
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EEZEERMRRIIHNAAEHR K FEATIERF.

1. & AWS loT TwinMaker 2 & EESEH TR
2. EHERER AWS IoT SiteWise HIFREF I HMRIF , UFRREERSFHHEA R,

AWS loT TwinMaker Wo aces SWSync Source: AWS loT SiteWise

AWS IOT SlteWise source ‘ Disconnect

Overview
Data Source Status Date created
AWS loT SiteWise January 20, 1970 at 02:23:23 (UTC-5:00}

Role Status reason Last modified
syncRole - January 20, 1970 at 02:23:23 (UTC-5:00}

Totalresources  InSync  Error
8

Errors (2)
Q Find
Resource name External Id Status Status reason

e8a7fff4-289c-4b28-8814-6dc3e5a13612 {"code™:"SYNC_INITIALIZING_ERROR","message":"SYNC INITIALIZING ERROR"}

18fd0d54-a268-4558-b40a-34c3f7af9228 {"code™"SYNC_INITIALIZING_ERROR","message™:"SYNC INITIALIZING ERROR"}

3. WEREFHENEEA TR , EAFERLEERNERBE I EHRRRED. S ERLRENRE
HER 12 IE S E B IRAEBARY §RRR

AREMEREREFE T HIEE -

- R AWS loT SiteWise XIEEEMNEERTE , 8 AWS loT TwinMaker f£7£ ROOTEBHRZEECH ,
MAREMHENRXRERT. REEZ WREBTEMERRBEE AWS loT SiteWise , HH—E&EE
EERS, BEEBEMNES  FEBL AWS loT SiteWise Z2BifiREF —EEE , FETRNRIE
EETBBHHEHP—RBEE,

- MREEHEHEEE ID EFME ID B AWS loT SiteWise BEfg , ZEESEEES , EREMKREES
WERAL,

R E S 1EH

A T HREFMERE S ER,
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/A Important
the section called “BiI AR IEE-ENZE" NEBFTNERIEERMZENMHEBEN ,
E2H .

BEZF AWS loT TwinMaker 324,

BRI E R T MIBRRE SR TR,

EERERIGET , BHE AWS loT SiteWise B IR & A B A IR,
BEREFLRLSER , FEEPEER, BEENEE  UT2RRESES.

0N~

Disconnect AWS loT SiteWise sync? X

This will delete all resources including entities, comnponents, and component types,
that have been synced from AWS loT SiteWise.

The sync must be disconnected in order to delete a workspace.

RBREIZERR , EAUEMERRTEAN TEEPBRELRDSER.

MRTHEEFEERARDSER , AEERBRTERE. EMEBRIER 2z , FEMBRESER.
MREMBRE S ER BB R EEMBR | AP EH SR DELETING K& , YEBER. WREEM
ERREREBNER , CRETAFIRREMARIHER I THEE,

(® Note
B 5% AWS loT SiteWise MRt ALZHNEMER , ARMBREASELKERS,

HIBR =) 5 1E 35 176
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EERIR
/A Important
the section called “BEJMER I ECENER MEEFTNERITFERZENHERBEN ,
nﬁ/ ﬁ o

HRAWS loT SiteWise AtZE = RATESRAWS loT TwinMaker BL%E , Rt HRMERE IR BLSHEEM
T ER M T SR &I AWS loT SiteWises

- TEEFW 1000 BARLZ THER K HATRERDEZE 1000 EEEERE AWS loT SiteWise,
« T/EEH 100, 000 AR HER K KATREERFREZ 100, 000 EEZE AWS loT SiteWise,
- BEXEEEZ 2000 AFER, ceRITESRE—RXREEN 2000 BFEE.

(® Note

GetEntity API AZEEREEREENE 50 EFER , BETEEER GetPropertyValue API 3R
D ENMBEEFE FERNEBE,

- FERES B 600 BB AWS loT SiteWise , AIEIS EH 600 EEBHFNEENEEER,

(® Note
ELRHAEEARBINER. MREFERNIFRSERELRF , FBFEREMEE,
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AWS loT TwinMaker Grafana & &xxRE 4

AWS loT TwinMaker EBEARERXNHER XIE Grafana B4S ., {#/ Grafana 10.4.0 fR A& # x4~ B2
BB, BERAREREE., AWS loT TwinMaker AAHERBHBAFTER., BERRSBAMNERTIE |
LB ERNEIL D B EHR,

WMFEMAMA Grafana WiREBRRRFFINFMER , FS2ETHEE
FiE

- Grafana 35 = #1725 H CORS &

« REZEH Grafana ;RIE

- BEUBERIRIAM B

« B AWS loT TwinMaker £ 5 i RESBUR

(® Note

REEE N Amazon S3 FEFETEEM CORS ( BRFERHLA ) AR |, LAAFF Grafana £
ENERRFITREAZER, NFET , F2RGrafana FEWEEEH CORS #HAE,

WEE AWS loT TwinMaker Grafana JMBRER A FEMER , 52 EAWS loT TwinMaker FEAFE X
#,

W% Grafana AHEXBERE THNFHAER K F2RETIAR

« AWS loT TwinMaker & ¥ 35
- BRREER

- ZEMIRFRER

- EHIBHEER

Grafana 5521325 CORS #H5E

AWS loT TwinMaker Grafana A2 FEE CORS ( BHFRERAA ) #85 , FF Grafana FA%E
N Amazon S3 RETEBEAER, WRKXHE CORS R , AR Grafana M & EFH Amazon
S3EEIRANER , L2255 0RE EINEIHERIAE "EA 3D SR ARL B ERIEWE,
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ZEFH CORS 52E Amazon S3 fE1FETHE  BEATHIZZE -

BEAIAM AW B Amazon S3 EE &,

HEREFTEEESD | BELHE AWS loT TwinMaker TEEERF#EENREIERE,
BIEF

EBEREERRLAERYF , BERMmELARK CORS fmER.

£ CORS {HRE{REESZ N FHiid , M ASERIWEL ET %] JSON CORS #25 | 224 Grafana
TEEHBIEHERGRAFANA-WORKSPACE -DOMAINA R R #E1H, .

o K~ 0N~

® Note
BEERKER*FTREAE "AllowedOrigins": JSON TEMFE,

[
{
"AllowedHeaders": [
nxn
1,
"AllowedMethods": [
"GET",
"PUT",
"POST",
"DELETE",
"HEAD"
1,
"AllowedOrigins": [
"*GRAFANA-WORKSPACE-DOMAIN"
1,
"ExposeHeaders": [
"ETag"
]
}

6. EIFEFEELZTHK CORS AR,

AT Amazon S3 fiFEHE) CORS HAHEF, | S AR IUREEHLA (CORS).
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HELY Grafana IRIE

B LAE A Amazon Managed Grafana #1T£ 2 ERE , RELBE S EEW Grafana IR, EB
Amazon Managed Grafana , B[ MURIEEPE, BRENMBRE MR Grafana LUREENER, =
&, BEULUREBCWERRELIER Grafana A RS,

W Grafana IRIFBEWFFHENR , F2ETHEE

« Amazon Managed Grafana

- BHEREIEM Grafana

Amazon Managed Grafana

Amazon Managed Grafana 12 AWS loT TwinMaker ZA 25 |, BE T LURIE AWS loT TwinMaker
B2 Grafana 4, HM Amazon Managed Grafana € B2 E 2 Grafana f@RaT , RLLELIIRE
{LE&ER , MEFEE. :ﬁ%:ﬁ“ﬂ%ﬁﬂ@ﬁgj&ﬂﬁﬂﬂ Grafana E# . 0% Amazon Managed
Grafana WEFHERA , 552 B 1 E=2 Amazon Managed Grafana ? .

(® Note
Amazon Managed Grafana B 81 # Grafana S\##2308 1.3.1 AWS loT TwinMaker iR

Amazon Managed Grafana &R &4

#E AWS loT TwinMaker £ Amazon Managed Grafana &&RARFER |, FBETR T HIEREH

« B3 AWS loT TwinMaker T/E[E, MEET TEEMWFFME , FSE AP AWS loT
TwinMaker,

(® Note

BIRE—IRE AWS BEE AR EIL Amazon Managed Grafana T{EER , AWS loT
TwinMaker &% . T8 , ABEXSREEMEIEE. BUUERBREEE Grafana
AWS loT TwinMaker A BN FERHRINHER, BUUEERNRFEER LREFIBER K
RS AWS loT TwinMaker &R
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B8 Amazon Managed Grafana T/E[ER , EHEE IV IAM AEREE Grafana #ITEENET
A, EMAIERE IAM A, EREHHRELE Grafana FTE AWS loT TwinMaker & ¥ 5RIRH § 25
ERFERMAEIRE, Amazon Managed Grafana R & B ##118 BVFF ™ AWS loT TwinMaker , & kb & 24
BAFBRTELHT, NEREFEFUNFHMEENR , F28 ELERIRIAM BE,

HREEH Grafana

B LR E B C W ERRERHIT Grafana, MEEBEMIZI I IT Grafana WEA |, 52
B % 2% Grafana, AWS loT TwinMaker /A2 AT £ /A F Grafana B #&HEE. WFEXE Grafana IRE
PRI ERENNEFEER , F2RBAWS loT TwinMaker FEATET .

EREABEIT Grafana B |, BERRAASERNJIEHREFIEGSEERE. NEFHRAH
Grafana HEE&ERHMNIESBPORAFIERE , BF2BAWS loT TwinMaker E6|#EFE, WERSES
5|8 R1E Cloud9 LFEE Grafana :RiE , WELAE % EFEE Amazon EC2,

S AR TE B A ME B 0 B SR IR & RERTE TwinMaker ERIR, B LURIBTERZ A ERIER K
RERENEAER (F2REAEEREAERRHEEERS). AREAERTUREAFERAERA
BHKABEAER, F , WREE Amazon EC2 L#1T Grafana , BIFEEREFE ST LALZEL Amazon
EC2HTAE , EERENGMTREREE. ZNISERP , EEFBREIRMHEN IAM Amazon
Resource Name (ARN)ZE & &R IAM A,

BAUERIRIAM A6

5 AWS loT TwinMaker , 2 A LATE Grafana &R L ZEFIERFE. Grafana ERHREAEEE
BETRWGFIEHERREER K ERELEBERTEZEAER, flu , EREEFURERAEREE T
A, MEEEEAMAEERNT T, Grafana EBERRKRERTT , HPREHEZEAERHN IAM A
B, AWS loT TwinMaker ERIRFEHMEAXACT T AWS EAER, MERIEMH IAM A
& , Grafana EEAZRAERNEE , E&EEH B2 AWS loT TwinMaker,

& E7 Grafana F£H AWS loT TwinMaker &3R4k , AR IAM AEINHERZBEER, B LUER
THI & AR F B IR RS E L E,

B IAM B

£ IAM £ A YourlWorkspaceIdDashboardPolicyH B I A A B IAM BUR, WEBER RSN T4
[E1ZHL Amazon S3 f#1ZETEEFME R AWS loT TwinMaker » B ATLUREFE A AWS loT Greengrass
Edge Connector for Amazon Kinesis Video Streams , &% E&H ¥ w5 ER Kinesis Video Streams

F AWS IoT SiteWise EENF . BENFSLENERARS  FRETHHEHP —EABRER,
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https://github.com/aws-samples/aws-iot-twinmaker-samples
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/credentials.html#credentials-default
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https://docs.aws.amazon.com//iot-twinmaker/latest/guide/video-integration.html
https://docs.aws.amazon.com//iot-twinmaker/latest/guide/video-integration.html
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ERAEER

1o REZAFFTEE

WMRIEARIEAEF Grafana Video Player HER , 55E A T IS AE T BUR,
JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*",
"arn:aws:s3:::amzn-s3-demo-bucket"

]

}I
{

"Effect": "Allow",
"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"
]I
"Resource": [
"arn:aws:iottwinmaker:us-
east-1:111122223333:woxrkspace/workspaceld",
"arn:aws:iottwinmaker:us-
east-1:111122223333:woxrkspace/workspaceId/*"

]
},
{
"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"
}

BEIT/EEHEE]I Amazon S3 REFITE., CESEEERNLWIRN 3D EHFIG
%=o SceneViewer HiRE LA FEFBEAER,

B IAM BUE
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https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/video-player/README.md
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/scene-viewer/README.md
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2. fE/NRFAGT AT BURRY S

EEMRH Grafana PR BEHREERNFE , FHERSZEH AWS loT Greengrass Edge
Connector for Amazon Kinesis Video Streams BER0#., ME M/ NEH ERF JEEVFEME
A, EFSE B AWS loT TwinMaker 225 & B BUE .

3. BT R

MBLBREEE K 248 |, AL Grafana Video Player FEIFIE &S . B FH Grafana THEE
M E A AR AT LU UEIRE R E AR RN E S |, L EBHEM AWS loT SiteWise EEH 1 EFE
B, EaERRELINEMER.

B TSR E M BUR :
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:::bucketName"
]
}I
{

"Effect": "Allow",

"Action": [
"jottwinmaker:Get*",
"iottwinmaker:List*"

]I

"Resource": [
"arn:aws:iottwinmaker:us-

east-1:111122223333:woxrkspace/workspaceId",
"arn:aws:iottwinmaker:us-
east-1:111122223333:woxrkspace/workspaceId/*"

]

},

{
"Effect": "Allow",
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ERAEER

"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"iotsitewise:GetAssetPropertyValue",

"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropextyValue"
]I
"Resource": "*",
"Condition": {
"StringLike": {

"aws :ResourceTag/EdgeConnectorForKVS":

L BUR AR TIIFF

EFFE S3 RETBUBAS R,
ERNMITEEFAMEERMTH AWS loT TwinMaker B 7FEUE.
MEFEFE , LR REIRFE R FTE Kinesis Video Streams &£ F .
MEEFEURIR S R FTA AWS loT SiteWise & ZE Y B M B B 1 50 &%

"*workspaceId*"

BRI EZR £8#8EdgeConnectorForkVSHI{E 9 AWS IoT SiteWise EEMNFAE

Hworkspaceld,

B IAM BUE
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AWS loT TwinMaker EREER

RIBBESIBHIBEM AWS loT SiteWise EEFB RS L&

£ Grafana FERAEHIBKEE , £AFEUUFBHEREE R EEFMRENEEER Kinesis Video
Streams, BAILAAE AWS loT Greengrass Edge Connector for Amazon Kinesis Video
Streams #H BBV 1T/ AWS loT SiteWise EE , AR AR EERNEMEERRLLI
gEEdgeConnectorForKVsS,

EBREFLURUTIEAFZTORA workspacelds 5BE : . : + = @ _ / -, flil, IREEE
2 AWS loT TwinMaker T{EEFEHE AWS loT Greengrass Edge Connector for Amazon Kinesis
Video Streams FHEAH#HY AWS loT SiteWise EE , R AI LAEAEFIENAESR : WorkspaceA/
WorkspaceB/WorkspaceC. Grafana ZABEX F&FIEIIT AWS loT TwinMaker workspaceld AR
248 AWS loT SiteWise & E & RHEE.

S EZFF A B ERRNIK

Grafana AWS loT TwinMaker AR ERNSEAS» BB RMEE  ELEINERRAC LTI
AssumeRole, ERAES , HMBEXEEH AssumeRole YK THERKERBEK , REGEEEFRNES
AEE, WEIFRRBGRNGFHMEN S22 TIEREREEE,

E R AWS loT TwinMaker TEENERIRA® E A LUBEN R K ARFEE

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:::bucketName"
]
}I
{

"Effect": "Allow",

"Action": [
"jottwinmaker:Get*",
"iottwinmaker:List*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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1,
"Resource": [
"arn:aws:iottwinmaker:us-

east-1:111122223333:workspace/workspaceld",

"arn:aws:iottwinmaker:us-

east-1:111122223333:workspace/workspacelId/*"

3,
{

1

"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

"iotsitewise:BatchPutAssetPropextyValue"
]I
"Resource": "*",
"Condition": {

"StringLike": {

"aws :ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

MIEE S
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MBEIFEALlowE SHFATNBORE, |, BIEETE AWS loT TwinMaker #\ 2 HE1E, E RN RE
RIBEXFEARELEF,

B, B LE— SR IEE, WEMBEER , 2B EIL AWS loT TwinMaker £ 5 1 E5
Ko

# 3 Grafana Dashboard IAM & &

£ IAM £#82A5 BUEE B IAM B YourWorkspaceIdDashboardRole, #%
YourWorkspaceIdDashboardPolicyEEZEAE,

BEMEERNAGNEEBR , BL4ERT Grafana F 7 RFRHELEERRAEAssumeRole L
W BEFR. FER T HISAENREERR !

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "ARN of Grafana authentication provider"
},
"Action": "sts:AssumeRole"
}
]
}

WMFER Grafana RIENSK S S BRBRUENFMRET , F2H FHELM Grafana TRk,

il

3 AWS loT TwinMaker 225 B ES BUR

UTENEEXR , Hh8E Grafana F AWS loT TwinMaker AR FIENFIB S 35

JSON

"Version":"2012-10-17",
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"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetObject"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*",
"arn:aws:s3:::amzn-s3-demo-bucket"

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmakerx:us-

east-1:111122223333:workspace/workspacelId",

"arn:aws:iottwinmaker:us-

east-1:111122223333:workspace/workspaceId/*"

3,
{

1

"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*"

E3I AWS loT TwinMaker &5 BB BE
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},
{
"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropextyValue"
]I
"Resource": "*",
"Condition": {
"StringlLike": {
"aws :ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
}
}
}

NERBHENMER , BSH B IAM BETERWAE YL FUREER,
fig/ N BRI P EREE

Grafana FHIE A 1B MES EIRE EEM I Kinesis Video Streams # loT SiteWise , AR HTEBENE S
B, EERRREEESFEE AWS loT TwinMaker TEEZEBEWER | nﬁﬂrrﬂ%ﬁ:%ﬁia iIﬂEIE
ERRACH IAM BUER,

#E/ GET S/ EE

fﬁTLliﬁi_ﬁﬁﬂﬁiﬁiﬁ‘Fﬁ’J\ Amazon Kinesis Video Streams 1 AWS loT SiteWise EERFEEE,
&) %‘é*ﬂﬁ workspaceld AWS loT TwinMaker #Z52 AWS loT SiteWise M8 EE , UBAZEH £
=55 ‘}UJJ , RSRNEBETELEE . ZUNUFERAERNEHRE/EHREHE AWS loT SiteWise

BEM GET T?—HR , AT LA B 5 N AZES Kinesis Video Streams.

A&, WA LS IR HFI8 E BV kinesisvideo f iotsitewise BRI
A YourlWorkspaceIdDashboardPolicy :

"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
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https://docs.aws.amazon.com//iot-twinmaker/latest/guide/dashboard-IAM-role.html#tagging-camera-assets

AWS loT TwinMaker EREER
ERERARS - SESE DA

EURGIP | CHEERERERTM , TEREIBRPRME Cookie BWFERF, Cookie Batter By#tIX 27
Batter Room € , Batter £ Freezer Room HUR#%E , M Cookie £ Baking Room HH{E, ELER
PHEEEZE  MAEANEEFERE I EEEEEr. SFEEEEEFHETESSERANR
¥, & Cookie LHEZEHN SR  SEAE—TIHFE , ERSHTIETEREEEHE.,

A DURRIE BT AE Y groupingld RSB MEE , LUZERLLEF AT 28, TELLZRBIH |, groupinglds
2= BatterRoom, FreezerRoom Fl BakingRoom, &{EE K E & #ERE £ 2 Kinesis Video
Streams , ¥ BEE%E —E1ZE%E : Key = EdgeConnectorForkVS , Value = BatterRoom. LL{ETALL
RUTIHEMNFTOBNSERTE: . : + =@ _ / -

EE{EW YourWorkspaceIdDashboardPolicy , A T HBERBRR

.oy

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*",

"Condition": {

"StringlLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*groupingId*"
}
}

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*",

"Condition": {
"StringlLike": {

"aws:ResourceTag/EdgeConnectorForkVS": "*groupingId*"

}

}

3,

#E/N GET FF ARS8 E 190



AWS loT TwinMaker EREER

iE L BRI =X & PR A 52 2 5 IR AWS 10T SiteWise BB S LB EET B EERNERN, 2EHE
WERARBlgroupingIdiiE&. ERMMVERFIF , ©= roomld,

Scope down AWS loT SiteWise BatchPutAssetPropertyValue 55 7]

RUELFITERBEL BHETNE S LEFRNE, BERLEERHK , T UL Grafana ERIRH
EREIERRR , UEERBEEL K RRRFR,

£ E1R# iotsitewise : BatchPutAssetPropertyValue 57l |, 5 A FERRBUR :

.oy

"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,

"Resource": "*",
"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
}
}
},

FEBFEALBER , /& TS AWS loT SiteWise R E E L #9 M B MR
BatchPutAssetPropertyValue, & 7] LATEFRIR X AR I E4FTE propertyld R PR FI &R #E,

"Condition": {
"StringEquals": {
"iotsitewise:propertyId": "propertyId"
}
}

Grafana FHE S B ERSEERBEESR B VideoUploadRequest HAIEB M | LIBHRSEH#®
B FREN_EEE Kinesis Video Streams, £ AWS IoT SiteWise 2 A R S R ILBMHM propertyld, &
E{&W YourlWorkspaceIdDashboardPolicy , A T HBERBARR

Scope down AWS loT SiteWise BatchPutAssetPropertyValue & 7 191
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"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,
"Resource": "*",
"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

.
"StringEquals": {
"iotsitewise:propertyId": "VideoUploadRequestPropertyId"

+

WERR EEIE R RS A SESE AWS loT SiteWise IBEMEENIEEBM, NEFAEF ,
B AWS loT SiteWise t{A#EH 1AM,

"
i

Scope down AWS loT SiteWise BatchPutAssetPropertyValue & 7 192


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/security_iam_service-with-iam.html
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#& AWS loT SiteWise B/RE#HZE AWS loT TwinMaker
Grafana & &R

(® Note
LHRERLAREER , ATRREAMBE.

AWS loT TwinMaker BE£8#% AWS loT SiteWise 1 EH4ERE A AWS loT TwinMaker T, &7 &
LEHETIMEBLREERRE , MEZFEEBTERLERESEIESIT AWS loT SiteWise ERIER, &
ATLAEA AWS loT TwinMaker Grafana /MHER S B RRERBL , W1 Grafana FEREETEIE ,
MEFHEREIT APl FEIY AWS loT TwinMaker ZE 128 AWS loT SiteWise B RE &),

® Note

MIETEBEA . B 2026 AWS £ 5 A 20 BFERE A9 AWS loT Events, 2026 £ 5 A
20 B2 % , &5 82 B1FE AWS IoT Events =32 A3 AWS loT Events &R, MEFMAE
A, 552 EAWS loT Events #& 1t X,

AWS loT SiteWise 2 RAHRE T IRIG4H

EEVETRYEESIIERMN Grafana BRI H , BEELCHRE T 5 L RFH :

o B3E AWS loT SiteWiseBEMEERFK. MEFMENR , 5528 AWS loT SiteWise EAEIEEH
NWEVEERRANEYEE,

« ZK loT Events BEE | IR MM EMIEEEE] AWS loT SiteWise HE, MEFMAENR ,
B AWS loT SiteWise £ & B RIERE AWS loT EEHET.

« AWS loT TwinMaker 2 Grafana B4 , &1 LAFH Grafana B89 AWS loT TwinMaker EiR, 0
EFMER , T2 AWS loT TwinMaker Grafana &R IRE S,

3
»

EZE AWS loT SiteWise Rt IAM A&

AWS loT TwinMaker (£ T4EE IAM &7 Grafana PEHMEEE REE. AWS loT TwinMaker
THEEABEETHIZFA |, A8 Grafana F &Y AWS loT SiteWise B REF) :
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https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-end-of-support.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/create-asset-models.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/create-assets.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/define-iot-events-alarms.html

AWS loT TwinMaker EREER

{
"Effect": "Allow",

"Action": [
"iotevents:DescribeAlarmModel",

15
"Resource": ["{IoTEventsAlarmModelArn}"]

3o
"Effect": "Allow",

"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,

"Resource": ["{IoTSitewiseAssetArn}"]

£ AWS loT TwinMaker £ & | B R KRE AWS loT SiteWise EENEE, FHEXLEH
com.amazon.iotsitewise.alarmBxHEE K AUEREIMECH , IR EBHENEENERE

A,

Add component

Component information

Name
DustAlarm
Type
Types of components include documents, time-series data, structured data, and unstructured data.

com.amazon.iotsitewise.alarm

Asset Model
Choose an asset model.

ConstructionSpot

Asset
Choose an asset.

Spot1

Alarm Model
Choose an alarm model.

ConstructionSpotDustAlarm

PrREEHNEESFEH ERETHERNE Slcom. amazon.iotsitewise.alarm,

EREIT I TTHEE | AWS loT TwinMaker & BB & AWS loT SiteWise 1 [EAMHENWE RBME AWS
loT Events, A ULEENERTHERESX K AT EETMENFEEERLB R~ TH,

E& AWS loT SiteWise BRTH IAM A& 194


https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker

ERAEER

#E1B AWS loT TwinMaker AP| Z& 58 F FE &

BYBRTHZE , B LLER AWS loT TwinMaker AP| Z=FE RAREE,

UTREMBETMRENEHIFER :

aws iottwinmaker get-property-value-history --cli-input-json \
{

"workspaceId": "{workspaceId}",

"entityId": "{entityId}",

"componentName": "{componentName}",

"selectedProperties": ["alarm_status"],

"startTime": "{startTimeIsoString}",

"endTime": "{endTimeIsoString}"

} 1
UTREMERRENEHIFER,

aws iottwinmaker get-property-value-history --cli-input-json \
{

"workspaceId": "{workspaceId}",

"entityId": "{entityId}",

"componentName": "{componentName}",

"selectedProperties": ["alarm_threshold"],

"startTime": "{startTimeIsoString}",

"endTime": "{endTimeIsoString}"

} 1
LT REFHE SRENSEHIFE

aws iottwinmaker batch-put-property-values --cli-input-json \
{
"workspaceId": "{workspaceId}",
"entries": [
{
"entityPropertyReference": {
"entityId": "{entityId}",

"componentName": "{componentName}",
"propertyName": "alarm_threshold"
},
"propertyValues": [

{

REMENERRE,

EiB AWS loT TwinMaker AP| 2= 5 1 88 57
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ERAEER

"value": {

"doubleValue": "{newThreshold}"
},
"time": "{effectiveTimeIsoString}"

REETH Grafana &E&RAR

FERVE_ERARANERRIAM £ L EREEAR , BESA

iottwinmaker:BatchPutPropertyValues BifEHTI8E TwinMaker TEEMEF R , A T EFIFT

o

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"iottwinmaker:Get*",
"jottwinmaker:List*",
"iottwinmaker:BatchPutPropextyValues"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}
]
}

REE RN Grafana BERR
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2 E

P4\

A EE IAM A BiEEFHH I RRA
{

"Effect":

"Allow",
"Action": [

1,

EE =]
"iottwinmaker:BatchPutPropertyValues"
"Resource":

[
"{workspaceArn}",

"{workspaceArn}/*"
}

BERRRFZERACEINBERRBABERREEBA amo.
W IAM B &%

iR, WE arn PERBAAR,

FEA Grafana BRBUBEEFNAC, ENERE NMEEERE AFF AT AVZE

197



AWS loT TwinMaker EREER

tl} Settings

AWS loT TwinMaker-4 Default

Connection Details

Authentication Provider ) AWS SDK Default
Assume Role ARN

External ID

Endpoint

Default Region & us-east-1

Assume Role ARN

& Specify an |AM role to narrow the permission scope of this datasource. Follow the
documentation here to create policies and a role with minimal permissions for your
TwinMaker workspace

TwinMaker settings

Workspace

»" Define write permissions for Alarm Configuration Panel

Assume Role ARN Write

Explore

£ A Grafana ERNEITE RIT

1. EEREBEPERIFR,
2. HERBERPREENERRR,

fEH Grafana BRIVETERREL




AWS loT TwinMaker

ERAEER

3. ATHEHER : Get Property Value History by Entityo
4. EHEEMRBEINERNERER,

5. EMERz® K FENEEABUNTHITHER.

6. &% B, ##E . alarm_statusH alarm_thresholds

B CEZEEIE R ID ID REBHRE.

® Note

HRLREAE TR TEAN. CEZBRERIRENRE  URRBUECERER,

7. BREARRKNWEREMIEF , SMERERKIHHE.
8. EMMVENRRMFERAMRE Elo EEE’J%EMZZDTFE/T

€ Grafana Labs Alarm Config Test / Edit Panel
@ Last6hours ~ @

Panel Title

Alarm ID
OverheatAlarm

Thresold
10

Notifications

Edit Alarm

B Query 1

Datasource & GrafanalabsAlarmTest - @ Query options  MD=auto =792 Interval = 30s Query inspector

A (Grei Test) @ o
Query Type Get Property Value History by Entity

Entity ReactorCore

Component Name OverheatAlarm % v Stream (] Interval

Selected Properties alarm_status (STRING) x  alarm_threshold (DOUBLE) x

Filter

9. BBEMREBEE RS  SUURMHEELRREERNERREE,
10. BEIREUAREFHNERE.

S Discard Save |NAPplY

AWS loT TwinMaker Alarm Configuration

v Panel options

Title

Panel Title

Description

Transparent background
[ ]

> Panel links

> Repeat options

~  AWS loT TwinMaker Alarm Configuration

Workspace

GrafanalLabsAlarmTest (GrafanaAlarmTest)

fEH Grafana BRIVETERREL
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Edit alarm

Cancel

(® Note
BERARETES B e NERKGEEEREER. BEBEERNFRGENREEEER
T, TREEREBETRER —ZBRTEEHNNE.

fEH Grafana BRIVETERREL 200
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AWS loT TwinMaker Matterport &

Matterport It B EMEGEE , UREEEHAREYETSEHIEY 3D EH | B AMatterport
NP5, L““E’*‘Jﬁ%Matterport spaces. AWS loT TwinMaker S'Z%Matterport BE , UELHK
Matterport B({V 2 & E A B S AWS loT TwinMaker , ZEiB#&Matterport B{z 20 & 82 B ¥ AWS loT
TwinMaker , A A EEEIREHPHR B E"?I/U\E’Jiﬂ_‘zﬁa‘%%. o

ccccccc

mmumfmnmuu l

; 2 Punuzm/ﬁr

WEEE A Matterport BIFEAIE A |, 5528 FAWS loT TwinMaker Matterport B [ _E #JMatterport X

.

BExXE

- BEEBE

+ Matterport B & o R IG4

o EHEIFEHER Matterport BEAE R

« &K Matterport B AEZRFIE AWS Secrets Manager

+ #Matterport ZE I E A AWS loT TwinMaker 55

+ 1 Grafana AWS loT TwinMaker 122 #x & {8 F Matterport Z=
« £ AWS loT TwinMaker Web P& 2= A £ F Matterport Z°[&]
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https://matterport.com/partners/amazon-web-services

AWS loT TwinMaker EREEmR
BEEBH

LB ATREIT T HENME

+ 1£ AWS loT TwinMaker FEAZ X E 4 £ A Z B Matterport EZEBE M =45,

£ Grafana AWS loT TwinMaker &Rk 1243 [E A Y matterport E¥t, MEFEH AWS loT
TwinMaker 1 Grafana HFHER , 528 Grafana ERIRE S XK.

#&Matterport ZZEE A AWS loT TwinMaker %5,
BE B ASEBEE AWS loT TwinMaker 15 5 1 & B #Matterport 2
£ AWS loT TwinMaker £ 2 B 852k 1 & Matterport ZREAMEREE K YR HEBFLHWIEE,

EEEFES 3 BERSER,

1. BEAIWEEHEN Matterport E A E
2. &K Matterport B AEBHFHIE AWS Secrets Manager
3. #&Matterport ZZ[E E A AWS loT TwinMaker 55

IEATLAIE AWS loT TwinMaker A HHAKBRES, EERANREEEANE=FERT , B
BiMatterport BEUEEEFMENTRAERZBEEE,
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AWS loT TwinMaker

ERAEER

Resource Groups v *

Jirginia ~ Support v

AWS loT TwinMaker

How it works
Waorkspaces

Workspace

Component types

Entities

Resource library

Scenes
Query editor

Settings

What's new [4
Documentation [
FAQ A

Pricing [4

AWS loT TwinMaker Settings

Settings

Settings for your AWS loT TwinMaker account

Pricing options

Model sources

3rd party resources

3rd party software integration. You can configure AWS loT TwinMaker to work with 3rd party software. This pages lists which software is available for integration

¥ Matterport integration (1) info

How it works

Step 1. Contact Matterport

In order to integrate your Matterport
assets into AWS loT TwinMaker you
need to contact matterport directly
to request an integration with AWS
loT TwinMaker. We recommend that
you reach out to your point of
contact, or request a contact here so
that they can provide guidance on
the necessary components for
enabling the integration.

Step 2. Record your
Matterport SDK credentials
Record the client id and client secret
for your Private Model Embed (PME)
application and the SDK key from
your Matterport account.

Step 3. Add your
Matterport credentials into
AWS secrets manager.

Add your Matterport credentials as a
secret in the AWS Secrets Manager.
When adding you secret in AWS
Secrets Manager, you will have to
add a tag with key
'‘AWSloTTwinMaker_Matterport’ to
this secret since it's a 3rd party key.

Step 4. Select your
Matterport account in a
scene composer scene,

Add Matterport scans to your scene,
by selecting the connected
Matterport account from within the
scene settings page.

Contact Matterport [2 |

‘ Go to Matterport [4

AWS Secret Manager [4

Go to Workspaces

Connected accounts

Name

Description

ARN

No connections

Copy you Matterport SDK credentials key into AWS Secret Manager.

AWS Secret Manager [4

@ Feedback (@ English (US)

Matterport B & 5 RIEMH

#&Matterport B2 B4 2 & AWS loT TwinMaker ,

AATETEISAFE T B SRR

- BEBELEEMRA Matterport Bk FH AWS loT TwinMaker & Pir & K Matterport 2 fo

o BB —1{E AWS loT TwinMaker TE[E, MEFMER , 5280 AFI AWS loT TwinMaker,

o BEEH AWS loT TwinMaker THEEA®, MEERIVIFEACHFMEN K FSEREINEE N
BRIEAE AWS loT TwinMaker.

#% T~ 315 B #r

EEENIHEEAS .

Matterport B4 ¢ R IGH
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https://my.matterport.com/
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs-service-role.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs-service-role.html
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{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": [
"AWS Secrets Manager secret ARN"
]
}

- B AB & Matterport , LARRERM A B ST ENIRE, Matterport t @ ABSMALEER AR
(PME).

MREE BEMatterport FFKE | FEZBEMM.
R IEZ B Matterport Bifg A , FBFEHA T SR FHi&Matterport WFERES -

1.  BRMatterport 1 AWS loT TwinMaker EH

2. RTBHEERMZE  FREERE,

3. ERFXRELNMXEERA.

4. EEAERITR , BIRIE SAY HELLO #&&HY 55 R &% EMatterport.

AREER LU EL XL ENMatterport SDK MABRE A (PME) BEAEH |, UEBERSE
FFo

® Note
EAREFREXNREMERSBRBHNER.

7 A4 3 SR 8% B MY Matterport & A & B

# Ef§Matterport B S AWS loT TwinMaker , % ER# AWS Secrets Manager Matterport & A
BHl, AT 5EFREEMatterport SDK EAE R,

1. B AZBMatterport 1R 5o

2. BEFLANIRFREEE.

3. EREEEY , ENFBABIRRIE,

4, EHABRASIEEMEL , §11F SDK €B8EEREE,
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https://matterport.com/partners/amazon-web-services
https://authn.matterport.com
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5, ERRERBREHTREEERTD  EINERBERRXEASRIER,

6. —B&BAEMatterport SDK £18 , FAEMEHFIEE AWS loT TwinMaker 1 Grafana Al iR2FHI €
i, MREFEAPR AWS loT TwinMaker EREXNEH , BHELBFBEN BFTHAE,

7. BE A RIEAEARSEEER , CEXSEE PME BARAEIH. CETIEF

- FFu% ID
- AFPmWE

® Note

B Client Secret A MEETR—IX , RFEZIERERHEH Client Secrete BAATE
AWS Secrets Manager £ &P 2R AFHWE , T REREE TMatterport 5,

EELBELXENTH , BMatterport ERUAEIRFH PME i , RS EHELELBZAER,
MBELEZAGRARETR , FBiiEMatterport, B EE R | 5F2EBMatterport # AWS loT
TwinMakerBf#& &R,

mFEMatterport SDK BAERMHMME T , 552 B Matterport BB SDK X4 SDK 4,

1% & B Matterport B A B RFHTE AWS Secrets Manager

£ A T 3R F & Matterport B AERFRIEH R AWS Secrets Manager,

(® Note

BEER ELE MR HFERN Matterport BEAER EEPHNREFEILD Client Secret , T EEEE
1T Matterport &,

& A AWS Secrets Manager £ 8,

BESUEER , AREIFHRFNHE,

S SR | ENHMBRRENWE,

ER/EYHERS , S8 TYER/MEY , iR Matterport BEEAE :

s

- EAE® . M{E : <yourMatterport credentials> Z 3 £ #8/B¥, application_key

1 F1F M Matterport B A& £ AWS Secrets Manager 205


https://matterport.com/partners/amazon-web-services
https://matterport.com/partners/amazon-web-services
https://matterport.github.io/showcase-sdk/index.html

AWS loT TwinMaker EREER
- EA£® . M{E : <yourMatterport credentials> I £#&/B¥ ., client_id
- FAE# . F{E : <yourMatterport credentials> B £#8/E¥ ., client_secret

A& BEZXERBEUTISEGNERE

Key/value pairs info

Key/value Plaintext
application_key matterport_application_key Remove
client_id matterport_oauth_app_client_id Remove
client_secret matterport_oauth_app_client_secret Remove
+ Add row

HRMNZEE , B LMREFaws/secretsmanageriZBMERNFZ £,
BET-—SUBEREREEE,

EREWE R BRI

EERERT , KEBRMESHUE,

© N o o0

BIUERE  FERESEAWSIoTTwinMaker_Matterport , M N B EHINERATR

£ P FHMatterport A E R AWS Secrets Manager 206
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AWS Secrets Manager » Secrets » Store a new secret

Step 1

Configure secret

Choose secret type

Step 2 Secret name and description info

Configure secret

Step 3 Secret name

A descriptive name that helps you find your secret later.
Configure rotation - optional

‘ AWSloTTwinMaker_MyMatterportConnection-1 ‘

Step 4 Secret name must contain only alphanumeric characters and the characters /_+=.@-
ep

Review Description - optional

Access to MYSQL prod database for my AppBeta

Maximum 250 characters.

Tags - optional

Key Value - optional

‘AWSIoTTwinMaker_Matterport ‘ ‘Entervalue ‘ ’ Remove

@ Note

BABFIBEE, £ PHIEE=FRERFFEEEZER AWS Secrets Manager , BI{EZEE 5
AIiERA,

ERUAEE, RESHBE  SULEEEENUEEETT —EASR,

0. EET-SLUBERERARE. RERERAREAN. NRLEBERFNRE  BFEEH
B, EEREET Y, IERNZERBNFMEN , F2B8WE AWS Secrets Manager %,

10. EREEE LEEEHRFERE, ERFFENER  FEERT

MEMEH HEFFMER AWS Secrets Manager ,

:I:I'H

Z BT %) AWS Secrets Manager X # :

- EH BIYMEEWE AWS Secrets Manager
ftEER AWS Secrets Manager ?
Wi AWS Secrets Manager %

£ P FHMatterport A E R AWS Secrets Manager 207


https://docs.aws.amazon.com//secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com//secretsmanager/latest/userguide/managing-secrets.html
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BELRE EfmiTFMatterport EEE A AWS loT TwinMaker $H5%., BSETHTNER , &
Matterport ZZ[E [E A AWS loT TwinMaker &=

#&Matterport ZZEE A AWS loT TwinMaker 55

715 25 E B EHIBHEGE R Matterport 1RF |, #§Matterport IFHEFIBZEMNBE R, FATIHEFEA
& MatterportiB i MEE -

1. & A AWS loT TwinMaker £ &,

2. BIYSRHBEERLH D EHAMatterport ZZRIHIRAE AWS loT TwinMaker 55,
3. BRME K SBEEREXRSIESR.
4

EREPNE=FERT , SKEREE , W ARE BFPEINMBREEN Matterport E A
BE R E AWS Secrets Manager,

Hierarchy Rules Settings

¥ Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

spaces in your TwinMaker scene.

Connection name

AWS loT TwinMaker 355 F B Matterport ¥ 208


https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker

ERAEER

® Note

MREER AR , BHREELR , FEEZEAWS loT TwinMaker £

¥AMatterport BEHREF

Hierarchy Rules Settings
Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration

Matterport integration enables you to integrate your
Matterport account with AWS loT TwinMaker.

No connections

Connecting your Matterport account lets you view

Matterport spaces in your AWS loT TwinMaker scene

Learn more

oy /s =N
AR

5. EZE , EMatterport Z2 ) TR E E P EREREE G R P £ AN Matterport 22,

EEM , B

AWS loT TwinMaker 355 % fy Matterport %
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AWS loT TwinMaker

R &R
Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connec

ting your Matterport account enables viewing
es in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234

6. EBEHZEEE , B LEAEZHMatterportiZH | WIREAZRIZBASHEES AWS loT TwinMaker
BEER,

AWS loT TwinMaker 355 % fy Matterport %
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Hierarchy Rules Settings

¥ Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

spaces in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234

Import your Matterport tags so you can bind them to
Twinmaker data.

Mo Tags imported

Import tags

fE AMatterport 2# % , RS EHERKRBENR, EAUE HFEE HFMatterport 28 |
AWS loT TwinMaker SA{E & 115 #& R BiMatterport IRE PRI EE,

AWS loT TwinMaker 355 F B Matterport ¥ 211
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

spaces in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234

Import your Matterport tags so you can bind them to

Twinmaker data.

Last updated March 17, 2023, 14:32)

Update tags

7. IRERIh AWS loT TwinMaker E2Matterport B4 , IMELEH AWS loT TwinMaker HEREFEA
fMatterport ZZ B FEE, ERIERBEHEE , BERTMAEM AWS loT TwinMaker 355
_%o

AWS loT TwinMaker 355 F B Matterport ¥ 212
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WEMFA AWS loT TwinMaker B =MFFMENR , FSBEELARE AWS loT TwinMaker 5=

£ Grafana AWS loT TwinMaker {& 2=tk & 1 i Matterport Z= [&]

#&Matterport ZZEE A AWS loT TwinMaker 52 , A LATE Grafana & &Rk F £ A Matterport Z= &
RgtRZEe, MBRLREFER [E Grafana AWS loT TwinMaker , BI AT LA E B R Grafana &R 4R |
LAFE A B9 Matterport ZE @B S,

WRIE KR AWS loT TwinMaker 5% Grafana , 5L Grafana 288 F. AWS loT TwinMaker
B Grafana B K , BfEWMEZEE, BLEABREEMN Grafana H1T{EE , kAT LLEEA Amazon

Managed Grafana.

EZRATINXH , #—F 7 Grafana BIEMESEF :

« AWS loT TwinMaker Grafana & &RIxES.
 Amazon Managed Grafana,
- BREEMW Grafana.

£ AWS loT TwinMaker Web FE A FE = 7 {8 f Matterport Z= ]

#Matterport ZZEE A AWS loT TwinMaker 5 R#%& , A LTE AWS loT ERAEXEHF Web BAER
F {F FAMatterport ZEIMRZIE =,

SRATHXMH , E—F THRAAER AWS loT BRAEXEHF

- EEE—S T AWS loT TwinMaker & AWS loT EREXEHER , F2E £/ AwS
loT TwinMaker Ul {8 £IZE B EZ& Web ERARERF.

- BEE—DTHROFAEH AWS loT BREXEH , FFESHAWS loT ERAEAEH Github BE.

- MFEMAERARAEXNESHREF Web AWS loT EARRXNREA , FBFEHE S loT EAEXEHX
HEH.
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https://docs.aws.amazon.com//iot-twinmaker/latest/guide/scenes.html
https://docs.aws.amazon.com//iot-twinmaker/latest/guide/grafana-integration.html
https://docs.aws.amazon.com//iot-twinmaker/latest/guide/amazon-managed-grafana.html
https://docs.aws.amazon.com//iot-twinmaker/latest/guide/self-managed-grafana.html
https://github.com/awslabs/iot-app-kit
https://awslabs.github.io/iot-app-kit/?path=/docs/introduction--docs
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AWS loT TwinMaker ZK &4

MBS VS ERNTHSE, BTUUER AWS loT TwinMaker REFRE#N LB NEREE, &
A AWS loT TwinMaker BN IRSBEMEVER K WFEAEH TSR NPEERRENE
vE &2 AWS loT TwinMaker B 25 Grafana &&x4K.

AWS loT TwinMaker ATSUEIBME S N BFREMNE H . BUUEA Kinesis 85 RN IEGE
BESREGRERRTH WU UEEBEELREER jtﬁﬁﬁ MQTT ASREBEH LE. £
Eb?l:ﬁ'-T#“"E’J%z%%}ﬁ%)#ﬁﬂ LAHEEE AWS loT lRIEER . BEEEEMENEIRIEE Kinesis
Video Streams HYi2#iE#285 , 552 B GitHub L Kinesis Video Streams K32 #5E 85 AF9, WME
AWS loT Greengrass 7514=E’Jn¥,%l}]§aﬂ 52 [ Kinesis Video Streams 2 #iE %25 E# AWS loT
Greengrass X,

B FTEM AWS loT SiteWise R I FXTE Kinesis Video Streams Greengrass st 2% , LT
AWS loT TwinMaker 12 & FEEHIITH RRVFHI B D FEAEN, LWALE Grafana &
EMFREEENNFRRNFEER, MEES Grafana F HWEEHEA AWS loT TwinMaker , &2
B AWS loT TwinMaker Grafana E&RIRE S

£ Kinesis £ BN BFEEIITE FERETH AWS loT

TwinMaker

£/ Kinesis &£ 5 BB BERS L BULUEE R MERERE AWS loT TwinMaker ZRHPE
B, ZULFERAER THRETIHIREE, EEEUEFTHUARESR  BERTIERF.

FoIR IR
£ AWS loT TwinMaker ZEH B H tH 28l , BREZKE TR T HIERGL,

« 5 Kinesis & )#$,,..,E’Ji§%u§%§3&jﬁﬁﬁaﬂﬁ AWS |oT SiteWise IREMEE, MEAEREI[EYT
AWS loT SiteWise EEKFMENR , 5520 Kinesis &5 B RAE5EESE AN,

- BELNEE LIPE Kinesis 57 BRBEIEIZER AWS loT Greengrass » 1FEEZBE Kinesis § 55 &
RBBEEBTHNFMEN , 2B 5E README,

3 AWS loT TwinMaker 32 =& 5 T

TR THIZER , RERBREY Kinesis ®h BT HHEFERESR
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ZRBRER

EZEEENBRERANGBERE , EENTUISERMMELER, B2 T7THNMTAWS £5 R ZSEK
REHRERBANFER , F2H0H (AM EREER) PHBEERLEE.
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AWS loT TwinMaker EREER

AWS loT TwinMaker Z0{aIfE A IAM

EIEFER IAM EEBY WIFEEUZE AWS loT TwinMaker , 5585 7 fEHRLE IAM TheErTEE B ELEH AWS
loT TwinMaker,

B O LAFE B (E AR IAM ZhBE AWS loT TwinMaker

IAM Zh&E AWS loT TwinMaker X &
59 BBER =
ERABR B
BREE =
BRI =
ACL B
ABAC(BURFHER) B
iRk =
ES il =
BHAE =
RIS EREHE &

EESME T H AWS loT TwinMaker F1E Mt AWS BRFE {2 K22 IAM ThEEFEBLER |, FF2BAWS
IAM Identity Center  EAEIEFE) PHE AWS IAM BEFEA R,

e BEE AWS loT TwinMaker

TESGSBEBEK: B
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AWS loT TwinMaker EREER

SO BBRRALMME S (Fla0 IAM ERE, EREFHERAE) K JSON FFAIBERXSF, ELEHK
RAEH GO EMERG TREBLEERATHLERDE, NFTHROMELSDEBEK , F2H (IAM
EAEER) PHNEBEFEEBRERHE] IAM A,

FHIAM BDEBER | B EEARSIEENBENER , UREMAERGET AFRIESEE, W
ETHREE JSON BERPFEANERER |, 528 (AM ERAEERE) BH IAM JSON BIR TEZ
%,

K & 9 B BUER & 45] AWS loT TwinMaker

ZEMT AWS loT TwinMaker & 2 ELBERRIEIHI |, §

E’ﬂh
%

\

28 NE 5B BERE S| AWS loT TwinMaker,

A ERBBE AWS loT TwinMaker
TEGREBE &

BEREBREH IR EIRA JSON BERX . EREBRNRE REHIR IAM ASEEEEN
Amazon S3 fFITEBR. EXREREBRXNBHS  RBEEESTUEACMAREFHBEER
MFEER. BRMIIBERNER , BREEREEN TR TUNRERATHEEAREMERSET
BITHEE, BLRAEEREBRIEETE., ZXATUIEIRE, £AE. A, WSS ERE
2 AWS BR7.

MERRABIRFFIE , UM EREMIRFRNIEEMBIRFSN IAM BEREAEREBRNER. WFE
HEEF , F2E (AM E£REER) B8 IAM R RIS ERF .

N EE B E AWS loT TwinMaker
TIEBEEE: 2

ERE A LMER AWS JSON BURRIEEHAIUENAR, tWH2HR , BHMEERE M BT ot
BEERAITHLEBF,

JSON BURMY Action TERHRETARAFRIEBERPERNEF, BERECERABERKTH
1THE BB BN RV R T

HEEE AWS loT TwinMaker BIFBE |, /520 (RBRESE) FH EHRASE AWS loT

TwinMaker,

P BERBMEE B EZ BT AWS loT TwinMaker A T5IF 8 :

jottwinmaker
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AWS loT TwinMaker EREER

EERHEE-RRXPIEESEEBE  FRERI R,

"Action": [
"iottwinmaker:actionl",
"iottwinmaker:action2"

]

EEMIE AWS loT TwinMaker &2 B BRI &5 |

Y
W

B 050 B BRE B AWS loT TwinMaker,

HIEEEIR AWS loT TwinMaker
TEBEER 2

ERE A LMER AWS JSON BURRIEEHAIUENAR, WH2HR , BHMEERE T BERAET o At
EEREIT LB F,

Resource JSON BERTEZTEEEERAENYH., REEKEEHAE Amazon Resource Name
(ARN) RIEEEER. EBEFAXEBEERBRTT , FABAFR () RZBERNERARMEER.

"Resource": "*"

EEEEF AWS loT TwinMaker ERER K H ARNs , 528 (REFES2E) v ESWER AWS
loT TwinMaker, BE 7T FBETLAFERAMLEEBEREESHEERN ARN , 5828 AWS loT TwinMakeriE
N B1E,

ZZR AWS loT TwinMaker § 9 B BRI EH] |, FESB 0V 5 2 B BUERE 5 AWS loT TwinMaker,
HBUERIREZE 5|8 AWS loT TwinMaker
TEREBEBRGHSE 2

EEEWLER AWS JSON BERRIEEH AT UAFIAR, tWH2R , MEEBE M BERA T o H 4
EEREIT I LB F,

Condition TEERBERNIKRY , EERBXNBITHRHE, LRI FERFRTEETFNRTER
X (PIHFERTPIR) , REHBRPHRGANBFRDNE. EBZEFTME AWS £ER4RSI8R , F2
B KIAM EREER) PHAWS R ABTZREIHE,
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AWS loT TwinMaker EREER

HEEE AWS loT TwinMaker R REIEBIWFE , F2H (RBERESE) iy NRAFRSIE
AWS loT TwinMaker, BHE T AU ERAKRGREIBHBENER , F2H EEMEE AWS loT

TwinMaker,

B

\

&ERR AWS loT TwinMaker B2 B BUREH |, 5528 095 2 B BEREH] AWS loT TwinMaker,

FEZEIRFI;EE ACLs) AWS loT TwinMaker
TEEACL: B

FHUEFIEE (ACL) ATEFIBL X (RFKE, FRAENAG) HEFHEEZRNFFT. ACL EHR
ERAEBR , BEMAEA JSON BERXAHEN,

FH B RFERS] (ABAC) AWS loT TwinMaker
¥ ABAC (RETIWER) : B5

B RFEUES] (ABAC) R—EREXRE , REBARRNBHERFTAIHE, ST RERERE IAM
B AWS MEIR , AR ABAC B , MEEZREANEBASER LNRBE LR,

MERBERILFIEFE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys RG %58 , THENFRETESF , RUEBEA.

MRBHEXESEEREEN LB =ERG SR  RBEZBBEMS , EA Yes, IRBHEIERLE
REEN =@ k4 iR , RIES Partial.

% ABAC WEFMEF , 526 (AM EREEE) PHEM ABAC REESHRT, IEEEESH/R
TE ABAC ZERNHZRE , F2H (AM £RAEER) PREMABEEFEUES (ABAC).

B EAEREAER AWS IoT TwinMaker
FEBREEE 2

REEEAEREMS AWS ERNEHEEE  ELFEABASRACRE  SEHBEL, AWS BEE
HEEEHREBEAEN K MAREARMENRESS. NEFHMAENR K F28 (AMFEREER) 1
IAM FH R L 2 BRETE IAM EEEENAWS R,

BRI EBEEF A AWS IoT TwinMaker
TIEEEFERTERE (FAS) : 2

BA I T/ERE (FAS) (ERMAY MEFEARTAI AWS R |, k5SS AWS BR¥§ BBk T RE &R 1
AR, WMFERL FAS BFRENBERFHRER , F2REXFMTFRER.
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AWS loT TwinMaker EREER

KRB A E AWS loT TwinMaker

xERBAG R

REAERBREREN IAM A6 , IRESTEE. IAM EEE AU IAM RE, SR M ERARE
Af, MEFHMEENR 6 F2lH (AMEREERE) PHETAGLUEZIREF T AWS RIS,

/A Warning

SBFREAENTFT TR E AWS loT TwinMaker ZhgE. R BT AWS loT TwinMaker 1244
5|6, TREMREBREA G,

K ARG E 4L A AWS loT TwinMaker

XERBELAE B

BREFACGREGE N —EREAE AWS . BBITUREARENTHENAR. RIHER
AESHRELEN P AWS IRF |, YHREH#HE. IAM EEEAURE  EFERERTEEAEHN
AT,

NMERVREERHFEEACHFMER , FSEATEL IAMEENAWS . EERKRPSRR
%, EHESRBEEACHTH Yes, BERER , SIREKRBHRIERS B XM

0 & o BB K& AWS loT TwinMaker

RIBFESR  FRAENAECTEBEN SR AWS loT TwinMaker ERVEE, BERFFERHEHHEAR
SERVITEHENGT , IAM BESTUET IAM BUEK,

WMETHMMAERELES JSON BERXHET IAM 5o REEK , F28 (AM EREER) FME
3 IAM BUR (£ R).

ME ESNEBEMERBHENFMER AWS loT TwinMaker , BIEEEERERMN ARNs =R |, 52
B (RERESZE) hH WEME, ERFMEHZESIE AWS loT TwinMaker,

FE

- BRBEEHR

- fF AWS loT TwinMaker £ &
- AFEAERGEMEMECSHET
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AWS loT TwinMaker EREER
BRREER

BoRRREYEEIRFANEBAEBRESTUEY, FEIEMER AWS loT TwinMaker iR, ELE
ERREE RGN AWS IRFELER, ECEBVSREBES D EBXE , FERETIEARERSR

. BIAGER AWS SERELERRERRYT - EERRBH TETOANERENTELR  BEA
BHETEFHSEREARAN AWS SERE, CHTELN HEA AWS 155, RMARMAES
BERERES AWS WEFSERE , Lt —SHLHT, NBEESER , BBH (AV EAEH
) i AWS BEREREBRANAWS SERE,

. ERBERRIT - BE AM BEGHTE | SESTOTERFBNET. ARRLEN €7
NESRERERET TAYBESRRDNDE , ECBAREMRHT, NBEA AV EAFT
MESHBET , HSH (AM EAEIEE) B AV HOBERNHT,

- A IAM BERHP R E— SIREIFEE - B SSRGS EBER | UIREBENE RN FE,
Blan |, ERIRBBERGRY |, EELS AL SSL BIEAMAFR. MREBKE Sl £ARKEE
AWS B , &t 7] LUGE A R 44 SR 4R F HL 77 HU#E CloudFormation, ZEFFMER , F2E (IAM EA
Zi5m) FH IAM JSON BURTTE : &4

- M IAM Access Analyzer B& 3 IAM BUE |, BERFT AT 24 B W IE EiE4E - IAM Access Analyzer &
BHBEMNRBBER , BRELBFKER IAM BERES (JSON) # IAM HEEH. 1AM Access
Analyzer 12fit 100 ZIEBERERVEATHWER , THBERETLBEEANEXR, NEFEE
#A , B2H (AM EAEERE) PREA IAM Access Analyzer 5878 BUER,

- FEZEERERE (MFA) - IREHRGIZFE IAM £AER PHRERE AWS IRF | FBHRE MFA
DIRELeM., MEEMRU AP BERER MFA |, 18 MFA (REFIESEHNBER. MEFHME
A, wm2E (AM E£AEERE) F1EEB MFA &Z £ APl 77EL

WE IAM AREBBNEEES  F2E8 (AM ERAEER) 91 IAM Z2HEEH,

£ AWS loT TwinMaker =12 &

EEZEFH AWS loT TwinMaker 2 & |, BN EHEE —HARIKFT, BELFAUSLARFEY B NRR
A AWS loT TwinMaker BRIVFFMEA AWS tRF ., MRBEITHHEEARNVEHFTE RSN 5 9 E
R, IEREERBRNER (FAEIAR) NS , TRARELMAEERE,

HAMERW AWS CLI 5 AWS API IWEAE , BAZEEAFREBEEEREHT, k2 , REAHFFIA
SMMERHNTZ AP BIENEERTIT,

AETHRERERENAGMHATLUEER AWS loT TwinMaker £ 4 |, 4% AWS loT TwinMaker
ConsoleAccessT ReadOnly AWS ZEBREXIIER., WHFFMENR , FSHBEAWS IAM Identity
Center  FAEIER) PWIHEHIREAE.
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AWS loT TwinMaker ERERER
AFFERAEREMME SN

LEfIE RE MR BER |, 0FF IAM EAERRHNEMNERAES S NABRRZERR, WEE
BEEXEEHMEA 3 AWS CLI AWS APl IR ERET A RN TER LB FFT,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

¥ AWS loT TwinMaker & MlZEUETHIES

FERAUTEFRHBEEZE IS EMEH AWS loT TwinMaker 1 IAM BRI B I & B RERE,

SREHERR 234



AWS loT TwinMaker EREER
&

- RERE PEITHHE AWS IoT TwinMaker

« RAEBEHIT iam:PassRole HiZE

- BEEAF MAHAB AWS IRF FEEK AWS loT TwinMaker EJR

RERLE PRTEE AWS loT TwinMaker
MREBRBGEL  SHEREBREANTEE , CNBERSLEEH , AFEAITEE,

TH&EHIsEER G Emateojackson IAM EAEERAERAEZEARE —BERE my-example-widget
BRINFFMENR , BAMEER iottwinmaker: GetWidget FFIBEEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iottwinmaker:GetWidget on resource: my-example-widget

FEHBRT , BAEFH mateojackson EAEMEER , RFFEM iottwinmaker: GetWidget BIE
ZE my-example-widget B,

MREBEEWHE , BREEN AWS EEE, FHNEEESREHEENEXERE.
AR EBFH 1T iam:PassRole RIS HE

MR AINFEE LSHEBKREZEHIT iam: PassRole B , BHBELEEH , AT BB AGER
& AWS loT TwinMaker,

BE AWS B IRESREACEEGERE A MARBUFNEBEXACIRBEEAER, NFEH
THER B ARERACEEEZRBIFT .

Z A marymajor B IAM EREERFEHEEATE AWS loT TwinMakerh B TENER: |, 34 T 5 &I
i, ER K BFEERBREEERE/ER TN, Mary RESACEERRENEFT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AT iam: PassRole Bk,

MRIEERMB , BRIEEN AWS EER, BNEESRMENBEERRE.
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AWS loT TwinMaker EREER

REEALRFE A AE AWS IRF FEFM AWS loT TwinMaker &R

BUNRN—EAE  BEMKRFTNERAENEEBATNAEFIENER, LU IEEZ R
EEENHENEXAR, HHXEERERNBIRNFEUEFIEE (ACL) BVARES , &I LUE R ALK
RRBEFAETFIENE RN,

NMEE-STH , F2RUATAS

- BETH 2 AWS loT TwinMaker XEIELEThEE |, 552 B AWS loT TwinMaker 20MAI{EF IAM,

EETHRNMAELRHEE AWS IRF 1 ERCERAFEIE , B28 (AM FEHAEER) REERE
B AWS IRF W95 — 1@ IAM £ & IR 1FEUE,

- EETHNMEERNIZEEREMBE=S AWS IRF | 520 (AM FREER) THEFEUER
HIEE=H AWS IRF #H,

- METHRIAEBBHS S0 IREFEE , 528 (AM E£AEERE) TS FIUER B ENETE
TEPRIBENERE BESE D).

- METHEAACHNEREBRETEIRFFIZANEZERE , 28 (AM FAEER) T8 1AM
R EBIRE & RER.

FHA WIREEEAE AWS loT TwinMaker

AWS loT TwinMaker use AWS Identity and Access Management (IAM) R EL A, RIGEEA
BRERERE E— IAM AEEAE AWS loT TwinMaker, [REEREAEH FEELEESE , AWS loT
TwinMaker X @& ZRBRKREFEWE M AWS BREFIFENFIEFTF T,

RI&EE A BT ZEERE AWS loT TwinMaker R MERE , RABTLFEBHFIGHLEMNEFT, AWS loT
TwinMaker EEZHRKEE AT , BRIEZEEE , THIREE AWS loT TwinMaker #BEHE S
B, EENFUBREEEERMFTBER , BRFUTBEREEZMMEHM IAM BE,

BB EMBRIREEZEBARNMEBER , TESEHMBR. ERRELRN AWS loT TwinMaker EJR |
BEFETNMBRENERNFT,

NEERXERKEFACHEM RBENER , FSEAWS EH IAM BRTE , WERKEREACH
TEREARNRE., BEEFEENRE , DURAKRBHNRELERS S XM

KRS ELE BB AWS loT TwinMaker

AWS loT TwinMaker & & AWSServiceRoleForloTTwinMaker BRI EfE A€ — 3F AWS loT
TwinMaker FEIY E At AWS JR¥E , ¥R KREFFZHER.
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AWS loT TwinMaker EREER

AWSServiceRoleForloTTwinMaker RIS EZAREE T IRERBEZAE -

 jottwinmaker.amazonaws.com

% A& AWSloTTwinMakerServiceRolePolicy B A & 5F 0] BUR o 5F I8 EREIR AWS loT TwinMaker
SER T 5IENE

« BfE : all your iotsitewise asset and asset-model resources
EH iotsitewise:DescribeAsset, iotsitewise:ListAssets,
iotsitewise:DescribeAssetModel, and iotsitewise:ListAssetModels,
iottwinmaker:GetEntity, iottwinmaker:CreateEntity,
iottwinmaker:UpdateEntity, iottwinmaker:DeleteEntity,
iottwinmaker:ListEntities, iottwinmaker:GetComponentType,
iottwinmaker:CreateComponentType, iottwinmaker:UpdateComponentType,
iottwinmaker:DeleteComponentType, iottwinmaker:ListComponentTypes

BEAARERH , UAFENERE, HERACREY. REIMREFEERAG, MEFMEF ,
25 IAM EREEERNREEE A BT,

3

A BIRKELEA® AWS loT TwinMaker

BIRZEEFHREIBRBELAE  ELRE AWS BEIHES, AWS CLIZK AWS API % AWS loT
SiteWise EENEEEE (BEERSL ) B, 8AE AWS loT TwinMaker BIRIEEZ A,

EEMBRERKEERES , CREFEBXEYN , ZULERFHFERAEREFENEIAR, EARS
AWS loT SiteWise EEMNEERE (EERD ) &, FHERAE AWS loT TwinMaker 2 37 iR #:&
‘At

AT LER IAM £ AEMES TloT TwinMaker - SEAE, FRARGNBREEEAR, £ AWS
CLI 5 AWS APl & | EARE BB E L iottwinmaker.amazonaws . comfRIGEE AT, MEFA
B, 528 (AM £REER) P TELREEEAC) . NMREMBRLEBREEESE , BN
FALEENEFRUABRELIZAR,

fmEE MRS ERL A AWS loT TwinMaker
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R AWS loT TwinMaker RIS ELEXMBRERFEAAE® |, AIMBRITEZ LK, BER
A BESEOoBRYBRERRE,

£/ IAM FERBRERESSE

A IAM E# & AWS CLI, = AWS API 3 AWSServiceRoleForloTTwinMaker RIS EfE A,
WMEFMENR |, 520 (AM FAEER) PHRBREREEEAG,

AWS loT TwinMaker RIS EEABTEN [EiF
AWS loT TwinMaker X EEFERUBEHWESPERREERAG, WEFMET , FSE AWS
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BEMEFUGERE, BENAE £/ AWS ZERREAITREBRERERS, BI IAMEF¥
EFRFERBMNERAE K MIEBRRTALHEBRRHEMENTT, EERERAER , &7
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AWS BRI EHEBNER AWS ZEHR, BEERE AWS REBRTWFFT. REBESE AWS
ZEBRRPHBHMF AU EMNNE, WEENENSXECEERRNAMBSG 28R (ERE, #
HENAR), EFNDERBIARETHE , RERTESER AWS REBKR. BRBETEE AWS 2E
HRPBERET , ALBEREFTSHRERFHEF T,

LA, AWS T EEZE REZEHEHBENZERR, Hla , ReadOnlyAccess AWS 32 & BUR IR AT
B AWS REMERWHEBEZEE. ERKEABIIGER , SAFNRENER AWS FigHRETT,
EEKBAEBCRABENRSE |, 20 IAM FAEEETEREBEEENAWS ZEBE,
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AWS ZEBUER : AWSloTTwinMakerServiceRolePolicy

& EEHE AWSloTTwinMakerServiceRolePolicy B ZE IAM BiE, LBESEZIRKELFAR M
tkAERE ARENTEHE. MFFMAEF , F2RENBRBEE A ST AWS loT TwinMaker,

& A AWSloTTwinMakerServiceRolePolicy B & &5 Al BUR o 5T BH1EEN &R AWS loT TwinMaker
SER T 5IEE -

- B)¥E: all your iotsitewise asset and asset-model resources
M iotsitewise:DescribeAsset, iotsitewise:ListAssets,
iotsitewise:DescribeAssetModel, and iotsitewise:ListAssetModels,
iottwinmaker:GetEntity, iottwinmaker:CreateEntity,
iottwinmaker:UpdateEntity, iottwinmaker:DeleteEntity,
iottwinmaker:ListEntities, iottwinmaker:GetComponentType,
iottwinmaker:CreateComponentType, iottwinmaker:UpdateComponentType,
iottwinmaker:DeleteComponentType, iottwinmaker:ListComponentTypes

JSON

"Version":"2012-10-17",
"Statement": [{
"Sid": "SiteWiseAssetReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAsset"
]I
"Resource": [
"arn:aws:iotsitewise:*:*:asset/*"

"Sid": "SiteWiseAssetModelReadAccess",
"Effect": "Allow",
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"Action": [
"iotsitewise:DescribeAssetModel™

1,

"Resource": [
"arn:aws:iotsitewise:*:*:asset-model/*"

]
},
{
"Sid": "SiteWiseAssetModelAndAssetListAccess",
"Effect": "Allow",
"Action": [
"jotsitewise:ListAssets",
"iotsitewise:ListAssetModels"
]I
"Resource": [
wan
]
}I
{
"Sid": "TwinMakerAccess",
"Effect": "Allow",
"Action": [
"iottwinmaker:GetEntity",
"iottwinmaker:CreateEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:DeleteEntity",
"jottwinmaker:ListEntities",
"iottwinmaker:GetComponentType",
"iottwinmaker:CreateComponentType",
"iottwinmaker:UpdateComponentType",
"iottwinmaker:DeleteComponentType",
"iottwinmaker:ListComponentTypes"
1,
"Resource": [
"arn:aws:iottwinmaker:*:*:workspace/*"
]I
"Condition": {
"ForAnyValue:StringEquals": {
"jottwinmaker:linkedServices": [
"IOTSITEWISE"
]
}
}
}
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AWS loT TwinMaker AWS S EBFENEHR

WA ELRBFRRERELBELR , AWS RERKEHMNFMES. WFEEBRIFEALEERE
RIREE , BRI E MHELREHER TR RSS X,

g% iR H Hj
AWSIloTTwinMakerSer AWS loT TwinMaker ¥7i8 & 2023 &£ 11 A 17 H
viceRolePolicy — ¥ BK A AWSloTTwinMakerSer

viceRolePolicy B £ &5 ol I
% , AWS loT TwinMaker 7t
FFHEENERTR TSI
1E :

- BfF : all your
iotsitewise asset
and asset-model
resources Lt
iotsitewise:Descri
beAsset, iotsitewi
se:ListAssets,
iotsitewise:Descri
beAssetModel, and
iotsitewise:ListAs
setModels,
iottwinmaker:GetEn
tity, iottwinma
ker:CreateEntity,
iottwinmaker:Updat
eEntity, iottwinma
ker:DeleteEntity,
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2E iR =g
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pe, iottwinma
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tType, iottwinma
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tType, iottwinma
ker:DeleteComponen
tType, iottwinma
ker:ListComponentT
ypes
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BENEHRHFZHEETFEBRTHN - RS EELEERTERTR.
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GetPropertyValue

» GetPropertyValueHistory
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CreateEntity
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CreateWorkspace
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https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_CreateWorkspace.html
https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_DeleteComponentType.html
https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_DeleteEntity.html
https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_DeleteScene.html
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* ListScenes

» ListTagsForResource

» ListWorkspaces

» TagResource

* UntagResource

» UpdateComponentType

 UpdateEntity
» UpdateScene

» UpdateWorkspace
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https://docs.aws.amazon.com//iot-twinmaker/latest/apireference/API_UpdateWorkspace.html
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for PowerShell £H , MR EBEFEHFL T E AWS loT TwinMaker EiBim 2 FE |, B
FFA%H DNS,

WAIfE SDKs AWS RERFHFE X ANFMENR  F2ESE SDK W TH X HEE :

-

AR Java B9 AWS SDK

AWS SDK for Java 2.x
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& A % JavaScript B9 AWS SDK

EAR NET B AWS SDK

EAR PHP By AWS SDK

B AR Python (Boto3) B AWS SDK

EAR Ruby B9 AWS SDK
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https://docs.aws.amazon.com/sdk-for-go/api/aws/#Config.WithDisableEndpointHostPrefix
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html#setDisableHostPrefixInjection-boolean-
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html
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"Statement": [
{
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/role"
},

"Resource": "*",

"Effect":"Allow",

"Action":[
"iottwinmaker:CreateEntity",
"iottwinmaker:GetScene",
"iottwinmaker:ListEntities"
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