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— R ZEESWE

EZ AWS loT Core ¥J#r1ELL , SEWH R THZERSNEERZ.

« AWS loT Core ¥4 : AWS loT Core M1 B — IR E{ TR RZER AWS loT Core B8, FHEAE
FEEEHE., ERFEE. HE., BE. MQTT =E , URBEBEREXNETERRFEFE, NEYH
HISEMEE S AWS loT Core , SF2RFEH EEEE AWS loT,

- SERS ZSEYH  EBZEYH  RPREBLCEBEESINHRES  TTERZAEETR
Al. B, MQTT =TEMBEZER,

Cloud-to-cloudfiizg

ESERARAERSCEANERRBETRRAE=FERHEE, FESELRENARERSYESE
=ZHERMERRES , THNEREIRELTEREN —LEEHL .

« Cloud-to-cloud(C2C) i&E#288 : C2C BB TS ERCHE=-FERREHE ZBEELR,
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ERRBITRE
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« ThEE : ARTERBTFEADRATOTANER (RAFKBHDIETFHRAIEXNGE ) .
- BF RREXRBEDEEDVERE (HEIREMAOBAY ).

« B RRREREDENSHNER, RETUBEIEHRESEHE R, RARERNEDSE
(PIFM EBBEAR ) -

- B ARZEVREPREBHENER (HBEE. FEGERR. BIREERR ),

ZERGWH 2


https://docs.aws.amazon.com/iot/latest/developerguide/iot-thing-management.html
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S AWS tRF

1. B3R https://portal.aws.amazon.com/billing/signup.
2. FEERLETRET

BoEMEFFEVORENGH , WEEFRBNARER.

B B AWSIRF , AWS IRFREAESRIN . REAEFBFIIRFFHAMAE AWS R
B HNER. FRAZERARR  FREEFIEERGERAE  YEECERAREAERUTER
REMEFIENEL,

AWS SEIMEF TR EEEBRE FEHHH B, B0 LARER & https://aws.amazon.com/ i
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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, m2E (AM EAEER) PNALHN AWS 1RF REAE (FES ) MAES
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BEVEREEGFIRENERE
1. BA IAM Identity Center,

MEETR , F2E (AWS IAM Identity Center £ EIE®) PHIEA AWS IAM Identity Center,
2. 1£ IAM Identity Center # , i EEFRERFEAE,

MFEME A IAM Identity Center B # A 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(ERAFEER) PHEAEREREMSAEFEIAM Identity Center B #.

LERERFRENERAESSEA

EEFE ALK IAM Identity Center EAEEE |, FEEMAEIL IAM Identity Center A EHREIAE
BEFE it EE URL,

MFEAFEA IAM Identity Center EAEZ AWNRE , F2HEAWS EA ( EAEERE) FHEA
AWS ZEA O#8,

EREFIREREMERE
1. % IAM Identity Center  , B —EFF I £ RE/BERAKEERNREER,

MEETR , FF2E (AWS IAM Identity Center A &I dWELHFAE
2. BERAERRERE , AREZFEERE —EATRE,

WEER , FS08 (AWS IAM Identity Center fEFEER) FHFIEEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
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THSHERMBER SEREMENS R,
FE

. HEFD

- REMEES

« IAHI

ZERSUEEMZERENKE, SAXERBR TH=EE<z— :
- ERERKE  EERENKETERERE SERARM, —MMS , EERERARERER
BRENEE AT ARERERNZERSKIREE SDK.

- PEERRE ELREBEBHTIERSTE SOK WHEERESERS , MH4E SDK AT ERE
KRERR, MANZFEE, ZRERETUERRBRABIFRBIFHERMAELERE.

THMETEREEMAPEERRKE :
- RREREMBNIZRBET URKEERR
- LUIRIBAERNTRE , SHTEERH
« Cloud-to-cloud(C2C) & : B4 K ERHMEZHCHNERERRENRBITBEARIUETEE

BHNBERGTNER, SEXSFFUUFRELZEN C2C EXFEHERNBTEY , EBK
—NARERBRRESEE = A HEREIREEERR loT BRT R,

ERREMAES —XFAM C2C RENERK , XAMBHERNNE=FERREHRE K NETZER
B, UISHEEDENPEER, TRZMETERER K SEBSUURKREREAERERE
BEME =1 ERMEEBEA.

(® Note
FREFAREAWBERERE., HENERAEERERENESE  WEERERSRE=
FERHUERENER. CUURE LRKERHENHPE,
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X EMNZ T8

ZEMENERERE, REZSNE=FERERHNEREZEHER. RMAXEFRELEEERN
Hp—EHERNAREME ZWend-to-end N , LB ENER.

BERAXERANEF  BATIRMEZETERAMNZEER

- FRAERNSIEESSENR S8,
REIZET AWS KMS key B o

WE AWS KMS BRBHVFMER , F2RZWEERE (KMS)

(ZEES API 2E1ER) PHFY PutDefauItEncryptionConfiguration APl , IR EFERLUEHRE
FANMEZSREER, REER A STERCESCARERNZIEESZENESR, BUURERER
PutDefaultEncryptionConfiguration API E%ﬁﬂﬂ& SIMAERE,

AL, 04 GetDefaultEncryptionConfiguration APl fs S 2EEERHIEEE =+ AWS 1RFE MZRERE
AR E ..

HIA TR

TH2MARER .
EEERNEEMA
MEMAEEEREENSTR , HEEFSH .
Hub oA

MEMAPENSR , BENPENIAZEEZS

REE R EMA
MEMAFEEREBH SR, MALBIE HEPRECHHES

ﬂ
ks
&

Cloud-to-cloudgt & in A

£/ C2C Cloud-to-Cloud) E#:28 MEFERF=ZF ERHEARZRKEMASZERENIR

3
e
&



https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDefaultEncryptionConfiguration.html
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REME

REMENREEENAER. EERELEELEDEY YAZSEERSNHMER JFIRNWEEENR
BIYEFAREETE, SERCRER—MNAOREESELEEE K SHEBEEHEHBEM (SDK)
BEEERNE—ASEFEE , EZEIRHHEEEER commercial-off-the-shelf(COTS) £ &,

EREEERAAMN  SEEASTNSALERE —ELEHM AT , A managedThingId, Lb&#
BIFFARBEEEEEHTBANNEEMANEE, CHIEEQHTES2EE , YEAEFMEZSEESD,
ZRTEHERH—NAWS B, EREERNFEESERAE  SEVLEBAS , WERIZIERS
TZEYY. SEYVHRSERSTEREENENURTE , URFAEREBNMERETEER.
HRE=FEE , BRTmanagedThingIldFRERRERLENZEESH 2 , METEERS
B —EBT , EARE=AER,

MENEEREATRNRE , BURREMNARENER, THFERASEMENRE

« ACTIVATED : #FI%£E , BrfEA oS MEHIE,
- BIRER  RIEE  BERRBRHOSMEHIE,

« UNASSOCIATED : ERVZEWH , BFBZRRE—TNEHFE. EERE AWS Eig 5 AWS loT X2
EELESR (PR ) ER

- PRE_ASSOCIATED : BBV ZEWH , —BERMERIER , B HBHIRR. BER AWS Eif
= AWS loT SERBSEHIZE (1B ) ER.

+ DELETE_IN_PROGRESS : k[ M EREF EME .
- Bk : KESHR PR AWS EiF.

« ISOLATED : &R ABEEZBERNZIEYH., Hln , E=FERNEE , HEESEHE
2 Mo

THMARERARMEEEZERSHPHE

HENPFEMAZERS | REROMERNEABERENNBEN , EENHEATARRERE
BomE. BANKRE.

RETHAMRE , ARHRZEARERSNPEEREE

- BEIE (SS)  RREAERM IoT RENER , AEAREREFEARAFHE QRB. A
® KESEMIZTERAE R , WiEET loT 4.
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- BEFRE (Z1S)  KETEMHEEPCHELEB L. Sl , KPREFRETH , LELKREER
EEFIRFE , MARFHEE QR BHHRKRERE
. ﬁﬂi%%l%;ﬁfi (UGS) : BREAESHMEENER , YEREHALTREEMAZERS, E
AREREET loT FE LRV, EREEREFEAEN  HEAKRTHREMEE LAviRGE, MR
ﬁ% RRERMY , B LAMER LT %

® Note
TEESTNREMBEILERERRENMAZRER., SEESRUBCNEAENERM
ANERRE K EWRKEFIAIREBABERM.
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%%EEE?*H51 :ﬁljli*ggétiﬂﬂ ;ﬂi

EERENKREREENENBHTRARENRERT R BARREIIT.

EAHRMARE  SEERSCSEVEREENERUSLE BAZEYH. TEVHN
managedThingIDiRMt &M —FAIRF , UBAFMEEENZIERSPHNEE, HEGEMEDHE
AEPERY  UERE=FRENZERSIAF=AERETIRER, KELSEBEEERIRH
B W EZEWHNLE APIs B owner 28 FT#EBIGetManagedThing, HESRIFKEFEE
EEHENERERER,

® Note
MRBBEEETREFTHESX , TR ZETH.

HEBLEMBAREMEA CreateManagedThing API EZER AN BIUSEYHHE , TEEFEH
DeleteManagedThing API MRS EWHRE R, HELEWEHHTIAE APISERE :

* CreateManagedThing
* ListManagedThings
* GetManagedThing

+ UpdateManagedThing
* DeleteManagedThing

RERERE

KEREEARBERENRE , flmEamifiis. cREHMABE K TTSRENTNE, RERTE
BEFREAXERAZEEERRERRAMENGIBRTER,. ERANGIBREERREERR,

B

B 10
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HEEREBREY K REFTUAZERSEMERERERE, ETRRNEFEMANGRE TERER
B, ZERSHERENLEEN, KENAMENTEENSFHEERREL I HNERERR
L. KEHAENEGENSEREFEZERS PR EMBREE R,
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BREE

EREERRUMAERRPEBERNEBRE. ), eXEREARERFNend-to-endBH. HR
RERS  FAMEERNERE, SERSENELNSHERERMN AWS B, EMEAMHELUYE B
BEUATEEPRRNANER,

HRE=FHE EMELSHERSBANGRERE, SERENE=FEREHRECEANEN. BTE
RAEERENEERBERONEESEHEAL , €5 Cloud-to-Cloud Connector Zh&E,

£

- SEECEHER

- AWS BEFEHERER
- EREEERER

ZERSERRE
AEPERGEER

KEME

MK
T
i

»

EREREZIERS CBNREERA,

Nr

endpoint M capabilityERTZARERZERSERERPHNEE,
endpoint

endpoint Xk IhRERHREBE R E AR

{
"endpointId": { "type":"string" },
"capabilities": Capability[]
}
Capability

capability &L EINEE,

{

"$id": "string", // Schema identifier (e.g. /schema-versions/
capability/matter.On0Offel.4)

"name": "string", // Human readable name
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"version": "string", // e.g. 1.0
"properties": Property[],

"actions": Action[],

"events": Event[]

¥ capability&ERtE , E=EEEBHKXIER : property., actionfl event, ©fiA AR
HEBBHMEREE,

- Bt RERERGRE , ST R B s E B,

"name": // Property Name is outside of Property Entity

"value": Value, // value represented in any type e.g. 4, "A", []

"lastChangedAt": Timestamp // ISO 8601 Timestamp upto milliseconds yyyy-MM-
ddTHH:mm:ss.ssssssZ

"mutable": boolean,

"retrievable": boolean,

"reportable": boolean

}
- B)E: ARERITRVIERS , BIANSEHEME LN, BETREELEDENMER.

{
"name": { "$ref": "/schema-versions/definition/aws.name@l.@" }, //required
"parameters": Map<String name, JSONNode value>,
"responseCode": HTTPResponseCode,
"errors": {
"code": "string",
"message": "string"
}
}

- B BERERBEMEERMICHE., BA propertyREXEBFIME  EEHRBENEE , XaE
SEFREMWGTEES. FRARENELIEF. S TUBEEGREER | DR SEETEERNERE
#property,

{

"name": { "$ref": "/schema-versions/definition/aws.name@l.0" 3}, //
required

"parameters": Map<String name, JSONNode value>
}
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FMBABER

AWS EEESEERER
EEEHENN AWS EEE T ESEBRANE=FEREHE BN MEER.
MEFMEN K F2REEERER  FERAEER,

KEMEE
EMEER TRTARHBIREE . endpoint cluster,
endpoint

endpoint X3k ThEEIR A EE R HEH R

{
Ilidll: { Iltypell:llstringll}'
"clusters": Cluster[]
}
cluster

cluster RREE &L,

{
"id": "hexadecimalString",
"revision": "string" // optional
"attributes": AttributeMap<String attributeId, JSONNode>,
"commands": CommandMap<String commandId, JSONNode>,
"events": EventMap<String eventId, JsonNode>
}

HRcluster&BnEx , E=ZEEBBKZER : attribute. command® event. ©1f 7 F3KEE

KREEPNERKE,

- Bt RERERGRE , SIATTFHEE IR B sl E B,

{

"id" (hexadecimalString): (JsonNode) value

}
- T AEATHER , FIMBEEME LN, ST UREELEENER.

Ilidll: {

AWS BEBRERER
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"fieldId": "fieldValue",

"responseCode": HTTPResponseCode,
"errors": {

"code": "string",

"message": "string"

}

s B EXRFEBEREERNIEE., A attributesKEBBIMRE , EEHRBENASE I
SEEFEMOTEEE. BEBRNELIEF, S EEGREER  URER EXTEEERN
BEPRIEEattributes,

Ilidll: {
"fieldId": "fieldValue",

ERHE R & BT

%AQ%WEF%}ELQ’W DREMBRER, MREERVEHFTERER , S LERA JSON
%**%}aa RXHRERE-BENEBEL. SEGBHEDXHFHIRSES 50, 000 BEF T,

e B HE I

DRERARBMABEDENESRERR, EiB e B ERBE, BENSHRELEZER
RANTANEE, BETREENBERATMNETENEEEVRERTCBENER, BENSHSE
VRETANER  SEATUIATHGT  URATURENAR.

T ERIhREE R R S SR

Capability
I
|-- Action
| -- Event
| -- Property
B

REBEENEREDNER. S0, EHNIRBHEEFIO,

BERRBERER 15
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B4

REREVRBHNER, RETUNEEEN , UHREREREENEN. BRIUED |, fIE
o

REZERETSEBIEOER, S0, HBEEELRAEECHA
SENRBTRE WS ZHRBY. REEAREAROMR, SRR BRI R
HRFERERY | FRERH .
WERH BT, BB EEBN SRR,
BEERFEBER

FRAERR—EEGARBLENER  TERVEECART TR, CER T WA CMRE
EA. EABEERREYEME loT BRARNFENCERKN,

BEBAEERTHE

- BE—HWEZEREBA

+ Title

R

- ERERRANREFGNVESE

BHRUUARBENESES  SINEFERRFINBHIFE , ARERER , SINIEXEFZEW
BRI Y. BEERMER JSON BREAFE LI REERHKS, S RBENMEVEXE, FERE
MAFFHRN,

WERMET  FEMNELERNEEHER,
WEEE R E B AR
EREER JSON XHREHIEE , MU REPRNAH | REZDERRT BN TES.

HR e, LTEL—BAEERPHEBHEITES $id. extrinsicId. nameextrinsicVersion#
EL—@ErxE

* properties

BRERGEER 16
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e actions

* events

TheE R E A TE S $ref, title, version, description$defsH
extrinsicProperties, ¥iR ZhgE , $ref 4EBE aws.capability,

THZEFMARAARIDEERNEBER,
$id ( FRHIME )
$id TEWHBERERER, THRAEB/ILER

« # /schema-versions/ UR|I Z &

« @8capabilityFBFiRER

- FRAERE (/) A URI BEDREFE

- DERBRRED , FERUGE () 2R

- A @ FRARSBEBHER ID MR

- Llsemver RAKER , FRAE (.) 2BERARE

EBEREPWHBEXERREA - 12BAFANBRGETE , AHEZEAN FHAZEANER,
EEIRAEE MAJOR RAS (&% 3UE ). MINOR MRA ( &% 3 B ) FEMAK PATCH A
(RZ41UE ),

(® Note
EEFERAEER R ZEBawss matter

Example#i il $id

/schema-version/capability/aws.Recording@l.®

$ref

$ref TESERRTNREIE, TEMBE $idTRARIRBIRE.

DREE RN BB 17
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® Note
BEEBERDELAER $ref MRTRHEWERE.

Example &4l $ref

/schema-version/definition/aws.capability@l.®

28 (LE)
FEAERTH , ARBERERAXATFHNEREE. CEFESHS , YALREEELRR

- EYESRBFRT. D (). BR (). EFHR () AEH
- eF IR
- &% 64 fHFT

£ EHAR Amazon Web Services 32 & Ul 1 X5,

Example £l & 78

Door Lock

On/0ff

Wi-Fi Network Management

PM2.5 Concentration Measurement
RTCSessionController

Energy EVSE

B=E

BELTERFBERXHARERNEREFT S, CUNESEAFRT , YARIAP. DREFRER
REERA 256 @7 7T,

Example i {5l 1Z &

Real-time Communication (RTC) Session Controller
Energy EVSE Capability

DREE RN BB 18
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FMBABER

description

description TREHREEERXHFIARERNVFMERA, EANIEEAFT , LARIHHH,

TeeRRRE LRA 2048 B T

Example & {5l #& iR

Electric Vehicle Supply Equipment (EVSE) is equipment used to charge an Electric

Vehicle (EV) or Plug-In Hybrid Electric Vehicle.

This capability provides an interface to the functionality of Electric

Vehicle Supply Equipment (EVSE) management.

version

version tEREMARE, ERNREBHENHRAENTFEH, ©H TIIRSIRMY :

- EAEEESERN , TIMRAREN . (BB ) 2R,
* MAJOR W7 , &% 3 U
* MINOR 7 , &% 3 {uH
« PATCH WA (EA) , &% 4 uH

- REWLUNRA3E 12 BF2M,

Example 5 i ix 4

1.0

1.12

1.4.1

5 R TheERR A

NEERT A ENRALER, TMEEHEXBITNRE, RFESFEH MAJOR.MINOR.PATCH 1%

ARFEERAES , B

- EITEBHTHER API 2F6K | TEMRASEMN
« LEHABNS MR , MINOR IRASHE N

DREE RN BB
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« PATCH IRAEE e ETRERTSEAVRTIBEFHE M,

REEBEITENNRERA 14 RAER  BESESERAFEHHSEARR. BHRMatter iRA<[E
ERAETEMREBERNERE K SERSAMRMEA PATCH liRA,

ERRBIEMNE PATCH A | B4 ZEEBZSFRERBFIER. A PATCH RABLEARNEER
BRI EAVIEET , MAELEIT L ARPMHER.

HREEEAEHIEENEE , B4R RERFERE (CSA) 61 , MBRBBPVBE , AT
FEVERTARAS .

AWSEZEThEE B E A WABMRAEITL.0, FBREL , JUAFEHAE={ARBHKRIHRA,
extrinsicVersion ( F&%H|HE )

ERRE AWS loT RENDPZEMAN TR, HREIEYE , extrinsicVersion BT F

revision
TUAFRNEZERT , RETLE 12 10 BHF,
Example & {5l iR 4

7

1567

extrinsicld ( &M% )

extrinsicId JtEFIE Amazon Web Services loT RFNIPEENR BT, BREEINEE |
EfieldIdERIBANREEE clusterId. eventId, . attributeId commandIds .

extrinsicId A ARFHRTHEMEE (1-10 LB ) HFRLTRNENMERH (Ox N OX FE , REE
Z1-8 A+ AREMME ).

(® Note

M AWS , ™ ID (VID) & 0x1577 , HRE1E , BlR 0. RIXERRBIIEBERTERE
LIEHE VIDsAR ThaE.

DREE RN BB 20
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Example extrinsiclds

0018
0x001A
0x15771002

$defs

$defs BERR FHEBHRMIRES , A1 JSON BRERAFNBERERNHFS2E, EUREH , £
WRARAMSEER , T HIZMH JSON BBk,

(@ Note

REAGRHBIT $defsEARNWMRE , T A=EFHEBELREH AN JSON HRER, T
EoRHEAT AR,

£ E&RE , FFE1E T 5IRBIHRME

- EERBETEREM URI HiEF T
- BASEEHEEYN FEBHET
- FENSHEBER X4 NRENEMHEN FEBER

extrinsicProperties

extrinsicProperties TREE —HEABRMTIERNEBYE  EEERERTERE, BREEY
At , CERHFE ZCL EERNTENRBERBrBETE, B, f5REH
AEBIELRERETIRE :

- BEEBULARRBFR , TEERIBKRFT
« BYEERLREM JSON EiEHHR{E
- &% 20 A%

REZERE extrinsicProperties , 8% access, apiMaturity. cliFunctionName,

clif, ELBMMUERBIN ACL B AWS ( RZTR ) ERERE,

DEERORBEL >
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® Note

IhRERY action, property, event# struct MUTEZENILEBMY , BIERBEERS
Fx&,

R ENNERE M
RRESEH TIARBERDIBENEE, BN, dTRNEMHEM , WEEFR ZCL HE

fiextrinsicPropertiesHif :
access

BEFRM4HBIETHIER
- op- LA BEMIRME , enumHER  write, readz{ invoke

« privilege - A BEMERenum , HEA : view, manage, . proxy_viewoperatesms
administer

« role - RFKEEFACKHKRRFFH

apiMaturity
REFAEBBRNWEBRMFTHR, EE ZCL PEES enum , H{EA : stable, internal.
provisional=} deprecated

side

ERAEEEMNIIE : server., eitherf client
mHREBM

THEMERHMERR

* isFabricScoped

* isFabricSensitive
* mustUseAtomicWrite

* mustUseTimedInvoke
FEEBM
THBMEURBEFERERT

e cli

DREE RN BB 22
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* cliFunctionName

« functionName

* group

* introducedIn

« manufacturerCode
* noDefaultImplementation
* presentIf

* priority

« removedIn

* reportableChange
 reportMinInterval
* reportMaxInterval
 restriction

* storage

BREE

¥ ZCL Bt | extrinsicProperties 8 FHEMES , BEERE, FH RENWETEBERT
SIET ZCL Hif, T8 , IREHEEARRA B EBIERE R ZCL B , BIXARFIE R R HIRYHE
FHREMBEVER extr1n51cPropert1esth§|3E$|J , BlInGIER, B (regex) MIRE., Ith#EfE
AEREERAEEREESLEEM,

MR B AWS EIEESER | STeextrinsicPropertiesTEEELFMEN , HAEESSE
RTFEEELHMENA,

BHAR DENKREIERE. SEREHERSRCIREY , HPREIRERDREN BT , MEH
HARERER.

ER IR |, B8R T 5 RHRAE

- EEMBBHEERRBFE T, FEERIEKRT
- AENERBBER X XDRENEABERE

DREE RN BB 23
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ERABM

DREFHNBERER TR  ARHZERARUIENRENBERE. ©RKREE B AR A
B, ZEEECELEBENERNGRE SR ERERRTRARETAREFNVRELTERES ,
EmE BB TEENRER,

HAThEEB M | kSN TES extrinsicIdM value, WEEBHEINEATES

description, mutable, retrievablereportablefl extrinsicProperties,
Value

ERFINER , TREERMERET JSON BRERERRH , LERLBHENERER,
ERER , FEETFRHIRME

HAMEER  BEH typeMEMEMELE JSON FEEIFHRRE , 20 maxLengthsl maximum
- HRESER A one0f., allOfm any0f, RMEAXZE notl@EF

- FESEZMMLEEE  BEA SrefBRERNTRESE

W% nullability , F5Ef& OpenAP| BEEBHARESR , HFE2FEAMMEEEZERM nullable B%
(truefl® null RAFHE )

i -
{
"$ref": "/schema-versions/definition/matter.uintl6@l.4",
"nullable": true,
"maximum": 4096
}
Al FEEY

R EIRRE R A A R Y 5 M {E

MRENARESTHSEEEREN WtEF, REGREEERERTAIRN. AMRERIE R EE T
XEEDERSPHS , RERERBEREFIHNT.

&l : true = false
Mutable

RPRER S AT B AN HME.

MEEERMFEBIER 24
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RENATBAMSHSEEEREN WREEF, KESREEERERETARA. REHIEESHEH
ITREREDRBETHRS , AU RERFEARBEHIT,

&4l : true = false
CIE: 4=
AHE  RPEENREEER HERTHREMNE,

RENTHREEFASEEZREN WREF, REGREEERERETTRE ., MENEMBSHEE
TREEDEBETHRS , AU RERFERBEHIT

g5l : true = false
BE

BFREFEFROBEENGERBELRZERE, SEABFARKERFNRF,

)

EBIERS |, FRIETE T 5IRS
- ERFEEIITEISESH-BHE

- FENESHEBER XN RENEMBEBE
EAEE

BFRESERSRAMKINKRENREBNZFHADENRELCSTN, EARTERE LHTHNEER
THRERF , WEAGRLEARELAALEFRIEESHNERE, ELBFEAMAEREREME
BRECEANER  EFRRENERERELER - ETENEZH,

HABME, XEXTES namef extrinsicld, BATES description,
extrinsicPropertiesrequest®l response,

DU

HRMRERS LRA 1536 EF 7T,

s

3R

ARERZZEAN , MRREFRSHY , AITLIEH, NREH  ARRIBEEXRBEMESRNE
R, REFEH NEBEITAction, ERREENEE , HlaNBARAERE .

DREE RN BB 25
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EHBEFTEFENNSY, i, BRBESHEAINBERTESEERECANBEREAHES 2
$um1§ﬁ§ﬁmﬁém§z%ﬂﬁﬁ§io

HREVERR , BFIMETTES parameters, EATE S description, extrinsicIdFl

extrinsicProperties,
A KRR
HRBEESE 3.5 HMEEMNKN , RELRA 2048 ¥ 7T,

=1 FE

o
%
%
o2
i_l_lllﬁi_
i
[

ESERET , HHAZEIB SendManagedThingCommand AP| 3K ERBIEER |
WEHEEIERLSEE, SEREEERILEENEE,

HRBERK , MEIMTEA parameters, BATEA

name, description., extrinsicProperties. extrinsicIderrors#l responseCode,
(=] FE #i 5k

HEiREER RN description , RE ERA 2048 BF T.

[ fE & 78

HAHEEE HEANKRAEE (XE)  HhasELHAFRER

- OENEHKBBREBM MResponseEBEBRBRITE.,

s MRBHEEFARENERE , BU A Ename tEFRMHE, MREEEnameFRME |, BILEDN
BEIEFESRERERE,

g58
MRBEFRFRAEER , QEPIRMENE AL RREHES,
IR

il'

AESEEEESEAEE THMMALI JSON ¥
« code : BERHFRA N _(ER) WFFE , RENMR 1T 64 BFT2E
- message : RERFINFHRE

B

DREE RN BB
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Exampless 5251 S & I

"errors": [

{
"code": "AD_001",
"message": "Unable to receive signal from the sensor. Please check connection
with the sensor."

}

B FEATS

BYAE  ERUMEEBR, BAEZBRRERABEM HTTP ARSFEEREEXBTRAREDEN
B, AR RBEAN — Bk,

BRAEIGRA: © TR 100 B 599 2 HRVERE.
AR EEZH

ZEERERABBAN T EBERBENMRE, MRSBANUFSEBERXM , ATUEBRSBPE
RIEHENBE

BEEBARLERBFT. FTAFEAZKRIEMEMLT T,
SR

RS ETEparameters extrinsicIdM value, BATES description#H
extrinsicProperties,

EiR T REFER MHEMERdescription , RE ERA 1024 BF T,
extrinsicId ] extrinsicPropertiesZ®%

extrinsicId M extrinsicProperties B&EE extrinsicld ( s&%IM%E ) F HEHIE
HextrinsicProperties , HA BB L HMEEMER -

« MREFBRIAEEFRME extrinsicId , AIHENEEIEFSRBEBRIEHNE, RAEXAL
FRABER/EERBRextrinsicId , MREX , FEABEEBR extrinsicld

- MEEFKRIEEextrinsicProperties iz |, AIEEBUHNELIEFSREEBREMDN
VAR B, REMHBRIMEBERBR , extrinsicPropertiesBMAERR/EEERIZHNBEY

extrinsicProperties

DREE RN BB 27
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FMBABER

Example extrinsicld 1 extrinsicProperties & £ &5l

{
"name": "ToggleWithEffect",
"extrinsicId": "0x0001",
"extrinsicProperties": {
"apiMaturity": "provisional",
"introducedIn": "1.2"
},
"request": {
"extrinsicProperties": {
"apiMaturity": "stable",
"manufacturerCode": "XYZ"
.
"parameters": {
}
.
"response": {
"extrinsicProperties": {
"noDefaultImplementation": true
.
"parameters": {
{
}
}
}

£ LREHIT | BAEBROERES :

# effective request

"name": "ToggleWithEffect",

"extrinsicId": "0x0001",

"extrinsicProperties": {
"apiMaturity": "stable",
"introducedIn": "1.2"
"manufacturerCode": "XYZ"

iy

"parameters": {

DREE RN BB
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FMBABER

# effective response

"name": "ToggleWithEffectResponse",

"extrinsicId": "@0x0001",

"extrinsicProperties": {
"apiMaturity": "provisional",
"introducedIn": "1.2"
"noDefaultImplementation": true

1,

"parameters": {

}

WNEEF

HRFAEE , B LAMEMRBRF ReadStateM #MITHFTE)fFUpdateState. EMEEIERRRFHE

FERRERERE P ERNREBIE,

ReadState

S EIAE managedThing , AERHEAMREEBHENE. FH ReadStatetFRATIEHMEEAEE

7%,
UpdateState

BAnTREMELBME.

ET5ERS  BmHRERERDS TRREMN
1. RECEHR—RED , BRBHSEH

2. HEMME , HAREERRPHEBEMRE.
3. RKEMERKENEEBRETED,

ReadState #3445l

£ SendManagedThingCommand APl BRE&E 2B

{
"Endpoints": [
{
"endpointId": "1",

DREE RN BB
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"capabilities": [
{
"id": "aws.OnOff",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "OnOff" ]
}
}
]
}
]
}
]
}
FEH matter.OnOffIhEEMI FREAREB M -
{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "*" ]
// Use the wildcard operator to read ALL state properties for a
capability
}
}
]
}
]
}
ThEEE R BB R 30
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FMBABER

]
}

UpdateState &34

5/ SendManagedThingCommand AP| 8 #jJR0OnTimefy :

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "UpdateState",
"parameters": {
"OnTime": 5

=4
ENEHREEFNERERZE. EQFAR,
RIBIELRFRF B

- EEHEIITETSHE-SH
- BENESHEBER X4 DRENEAHENSEH

DREE RN BB
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=

ZEES AWS loT Device Management HEABEE

RERSRRINEHS

RE B4

EHRIBTHEEIHRESEN —ERENLLTN, eARERLEN K RERBEEER R , UEH
HEEELBAREEREPRBRAZYHNEBER. ARELEHEREK  ERFUTNEEFIRERER
BEEN  UHEESHANMEPRUNFHAERAMERIE,

HRAEH , BEIMTES namef extrinsicId, BATES description,
extrinsicProperties# request.,

1

5

R B EE A PR R M #E K description , RE LRA 512 F T,

3

R

request BRZZAN , MRRZAHBRSHY , MUTNEH, NREH K KRRRABZEEASHNERE , B
IXEEEEEEHFRMIBEMEAR. EANEENSH  SINERLNBERNE  WRES
H—SBRERELNERES.

ERBEFTERINNSH. fill, FRESREANFERTRESFHREAANFREABERRER
RREEERERTEENSH

HREBHER | BHMETRA parameters, REEABHTE.
[ 7

AR EEHEE,

REERNERER

5% BRARE AN ERE BN AR,

$id

$id TRATRBILBEREE, CUMUFURE -

« # /schema-versions/ URlI ZEHH
« AgdefinitionfEBiiRER
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- FEAERER (/) BAH URI BRD RS

- AERBHERE S, FRUAE (.) 2R

- A @ FRARSBEBHER ID MR

« Ll semver RAER , FAIH (.) DRMRARER

BEERE S NAESARRKES 3-12 EF TR , REEZEAN T ZBNERE,

E#EERA TS MAJOR IRA (&% 3B ). MINOR IRA (&% 3 U8 ) FIEAK PATCH R4
(RZ4UB),

(® Note
L FERAEES RS EMawss matter

Example#i {5l $id

/schema-version/capability/aws.Recordingel.®

Sref

$ref EESERBRPRENEHEER., ©EREHE $idTEMARMNRBIFRME.

(® Note
BAEERNUELSAMLH Sref BERPRENERTE.

Example£i 4l $ref

/schema-version/definition/aws.capability@l.

name
BBAERTE  ARBEBERNATHNERERE, CEREEHRE  YALAEREELRA
- BEAEEHFT, DE (). MR (). EFR () M=H
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- FF%
c BZ 192 BFET
£ EHAR Amazon Web Services 2 & Ul M X5,

Example i {5l & 78

Door Lock

On/0ff

Wi-Fi Network Management

PM2.5 Concentration Measurement
RTCSessionController

Energy EVSE

BEAREERERXAFIARERNERME TR, SUNESEFAFT , TARXHH.

Example €5 {5l 1Z &

Real-time Communication (RTC) Session Controller
Energy EVSE Capability

description
description TERMEBHRXHFIRKRERNFMAZRA, eI SEAFT , IARXHF,

Example £ 4l iR

Electric Vehicle Supply Equipment (EVSE) is equipment used to charge an Electric
Vehicle (EV) or Plug-In Hybrid Electric Vehicle.

This capability provides an interface to the functionality of Electric
Vehicle Supply Equipment (EVSE) management.

extrinsicld

extrinsicId JtEMRRAE Amazon Web Services loT RIEN T EERE BT, YNRSBETHAE
EfieldIdERIBABYEE clusterId. eventId. . attributeId commandIds .

BAERNFERER
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extrinsicld AIURFHRCTHEMESR (1-10 U8 ) RF B TAEMEE (Ox X OX FH , REE
E 1-8 A+ EMMNE )

@ Note

R AWS , 75 ID (VID) & 0x1577 , HREE , BIR 0, RERRBFTERERTEHRIE
LETEE VIDsAR TEE.

Example extrinsiclds

0018
0x001A
Ox15771002

extrinsicProperties

extrinsicProperties TREE —HEABRMTFEENBY  EEERERTHEE, YRBEY
fE, TEMHE ZCL EEATENRERHIBIEZRE TR, B, DTIEH

A BELAERETHIRSE

- BERBULARRBFR , TEERIBKRFT
« BYEERLREM JSON FEiREiRE
- &% 20 EEMY

REZERE extrinsicProperties , 8% access, apiMaturity. cliFunctionName,
cliZ%, GEBMHAEMN ACL B AWS ( RZTR ) EREE,

(® Note

IhBERY action, property, event#l struct MUTEZEBNILEBMY , BIEBEERT
Fx&E,

R ERNNBIE

R BEEB ZCL extrinsicPropertiesHiEEBM THRBER LI EENEE, B, oD RE
HB%
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access

BEFEN4BIESTIIEE
« op- LA BEMIRIE , enumHER  write, readz{ invoke

« privilege - Jl BEMER , enumHEEA : view., manage. . proxy_view operates}
administer

* role - RREFFHBKRRFFH
apiMaturity

REENFFTE  RKXEAREBR, BE ZCL vEEAS enum , H{EA : stable, internal,

provisionalsk deprecated

side

R AEEEEMNY|E : server. eitherf client
mAHREBMN

T B R HERR

« isFabricScoped

« isFabricSensitive
* mustUseAtomicWrite

* mustUseTimedInvoke
FEBM
TIHBMHEURBEFTERT :

« cli

* cliFunctionName

* functionName

* group

* introducedIn

* manufacturerCode

* noDefaultImplementation
* presentIf

* priority

« removedIn
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« reportableChange
* reportMinInterval
* reportMaxInterval
 restriction

* storage

BREER

B ZCL E#: | extrinsicProperties 8RB+ K BERE. £ RENEITEBERT

BiET ZCL Hift, 718 , IREHEERRA B EBIEREE ZCL Bt , RIXARFIE R R BRI
FEREHBEVER  extrinsicPropertiesiEZERE , BB, X (regex) MRE. WEE
AR EERAEEREESLEEM,

MR B AWS EEESER | T2extrinsicProperties N EELHFMENR , HAEES®K
X EEELHMBEA

EIREEREN X HFFRENEHEEESR

RBERTHNFETEZRERTARLER, ELEAERTAUREAFHRER (fINHMHE. F
B, BF) IndZHEEER (ATHEER  REFEEEREUMNEEER ).

EXERBIRBHERR  SUUERAELAERND R ZHERER.

- BEYgHATE
- BF
. Strings
.+ Null
- 5
- Yt
- BEZEEREESR
 matter ${H

- aws A
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- MEESRES
- JIBEANFER

EXRFHESR

EXFAERRIERSGPERZIEREERNEERNR. MARBEZAESR , SFRETEEESR ,
HAILUEB $refBRFH typeBRFBMNAELTERER.

FAIEERERETLER nullableBERFA null, MBZTLER typeEBRFREBAIFTIEERE

I
Ao M fE
o M BB S B R A,

FHES :
{
"type" : "boolean",
"default" : "false",
"nullable" : true
}
EYEAYTE
EYFHTETHIER
« default &

« maximum &
« minimum &
« exclusiveMaximum &
« exclusiveMinimum &

e multipleOf &

MR xR EERBNE , AITHEESHER true :

e X 2minimum
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e X >exclusiveMinimum

» X <exclusiveMaximum

(@ Note
FPEHINBFERALBEY , BEFHBASEIIER,

1.0 // Schema-Compliant
3.1415926 // NOT Schema-Compliant

Bt RIE A LA IE 8 minimumA] exclusiveMinimum = maximum# exclusiveMaximum , B RE

ZEREAME,.

HHESE :
{
"type" : "integer",
"default" : 2,
"nullable" : true,
"maximum" : 10,
"minimum" : 0O,
"multipleOf": 2
}
BRES :
{
"type" : "integer",
"default" : 2,
"nullable" : true,
"exclusiveMaximum" : 11,
"exclusiveMinimum" : -1,
"multipleOf": 2
}
&2

HBFREEAANEAHFTEE  SRBBAFRE
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FMBABER

BFREEAXETIER .

« default &
« maximum &
« minimum &
« exclusiveMaximum &

« exclusiveMinimum &

« multipleOf {H. EBHAURZEE,

MR x2EERBNE , AITHEESHER true :

e X 2minimum
e X >exclusiveMinimum

e X <exclusiveMaximum

Bt ARIE T LA I FEE minimumA] exclusiveMinimum 5 maximum# exclusiveMaximum , B RE

ZERERAME,
EHIESR :

"type" : "number",
"default" : 0.4,
"nullable" : true,
"maximum" : 10.2,
"minimum" : 0.2,
"multipleOf": 0.2

BERER :

"type" : "number",
"default" : 0.4,

"nullable" : true,
"exclusiveMaximum"
"exclusiveMinimum"
"multipleOf": 0.2

ENsERRER X EENERARLER
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}

Strings
FREMZETYEE

- default &
- RERS (X ERFEH ) , ¥ maxLengthH minLengthfE
« pattern HAIREXHNE

EXERRARERR  NRREXFEFRPINEMALE , AIFREFH. flwm, RAKEXNEpLL
HEMTE p WFE , HIM "apple” , MARARFE "p"s RTFREER  BREER aBRAURERX
AL $ (Bl Aps) , BRIEEBHBEERTERM.

FHES :
{
Iltypell : "String",
"default" : "defaultString",
"nullable" : true,

"maxLength": 10,
"minLength": 1,
"pattern" : "A([0-9a-fA-F]{2})+$"

Null
Null BEEZZE—E : null,

EHER :

{ "type": nnulln }

fE 5
BB ETHIEE :

« default — S REFRRENBEE,
« items — ¥IFAEMEES| TEEMA JSON HEERE,

ENsERRER X EENERARLER 41



HWZEES AWS loT Device Management HEABEE

- RERS (HEARFEH)

* minItems

* maxItems
 pattern Regex K{&
« uniqueltems — HMfE , EHEIFHAEZREETERE—/

 prefixItems — (%5l , HhEEREHRYBEXHESIBERSINERER, UHRER , F—
BrERTE@ARINE—ELE  F_ETERITEOARIINE MR , SULEK,

BHIER

"type": "array",
"default": ["1", "2"],
"items" : {
"type": "string",
"pattern": "A([a-zA-Z0-9_ -/]+)$"

I
"minItems" : 1,
"maxItems": 4,
"uniqueltems" : true,
}
e 51| B 25 19 28451
//Examples:
cetae, m"2", "3", "4"] // Schema-Compliant
[]1 // NOT Schema-Compliant: minItems=1
["ar, "1"] // NOT Schema-Compliant: uniqueltems=true
["{"1] // NOT Schema-Compliant: Does not match the RegEx pattern.
FHRATHEHBRENERES .
{

"type": "array",
"prefixItems": [
{ "type": "number" },
{ "type": "string" },
{ "enum": ["Street", "Avenue", "Boulevard"] 1},
{ "enum": ["NW", "NE", "SW", "SE"] }
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]
}
//Examples:
[1600, "Pennsylvania", "Avenue", "NW"] // Schema-Compliant

// And, by default, it's also okay to add additional items to end:
[1600, "Pennsylvania", "Avenue", "NW", "Washington"] // Schema-Compliant

Y
VHEEXETIIER

- BERHIRYE

« properties — £/ propertiesEBRBFERYWHNEBY (B/EY ). W{EpropertiesZ
Ui R SEZRSIBFEBHENERE  MEEENEARBRIXBHENEBIER,
ltproperties BEFEZBRAFEHEFT P T B EBHEMEME,

« required — FEERFFEEpropertiesRBFERNE M. T8 , BALMER requiredis
FREXEBMMNFE, required RFESZTEARZAFENES, SAFEHLARHE—
Mo

« propertyNames — LhEIRTF RFFIEHIB MR BH RegEx B, Hla0 , BRI R ERHIEITYH
WATE B ERERIESEEFNER,

« patternProperties — EEHMHAAKREXNMAETEBIER. IRBHEBHASEENHAAER
N, ABMENERBEENEEBER, #lm , £ patternPropertiesiEEEEFASIIER
BiER  TEEREEENBERRE,

- additionalProperties — BB FIEHIMMAIEEBEENANBYE. BABEEREBARINEBHERES
BFHNEM T4 PEARAREXNWEMEpatternProperties, RBIFFER , AFHME
M, BUBNRES falseRRTAFEMBM,

- unevaluatedProperties — LB FELIR , additionalProperties{B® o] AR 4
BHERPELEWEM, unevaluatedProperties BEBUEE R E TR K I B E N T
Bt WEABLBUHEAATNEBMNEE, EREAHTEEMNEE  AINEFRGHITEE
., MEFHMEA , FSETHIEH,

- anyOf — HERFWELARFEZHMES, ENEEERBLXERERN JSON EEHER, MR

BITEEBNIIREZES —AHLBERFEEENEEBHER , ASTERSRIEHLBRETETRE.

- oneOf — HERFWELARFEZLMES, EINWEEERBLXERENN JSON EEBHER, MR

BITEEAThE H I ERFNWEMERNRIUGEBIERETRSE , AISTEESRIHLBRTET

B,

ENsERRER X EENERARLER 43



F

ZEES AWS loT Device Management

FMBABER

N
R
7

E&5H -

"type": "object",
"required": ["test"]

// Schema Compliant

{
"test": 4

// NOT Schema Compliant
{3

PropertyNames &4l :

"type": "object",
"propertyNames": {

"pattern": "A[A-Za-z_][A-Za-z0-9_]*$"

// Schema Compliant
{

}
// NOT Schema Compliant
{

"@01 invalid": "value"
}

PatternProperties €34 :

{
"type": "object",
"patternProperties": {
"AS_": { "type": "string" },
"AT_": { "type": "integer" }
}

_a_valid_property_name_001": "value"

ENsERRER X EENERARLER
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}

// Schema Compliant
{ "S_25": "This is a string" }
{ "I_0": 42 }

// NOT Schema Compliant

{ "S_0": 42 } // Value must be a string
{ "I_42": "This is a string" } // Value must be an integer

AdditionalProperties &34 :

{
"type": "object",
"properties": {
"test": {
"type": "string"
}
},
"additionalProperties": false
}
// Schema Compliant
{
"test": "value"
}
OR
{}
// NOT Schema Compliant
{
"notAllowed": false
}

UnevaluatedProperties 4l :

"type": "object",
"properties": {
"standard_field": { "type": "string" }
},
"patternProperties": {
"r@": { "type": "integer" } // Allows properties starting with '@’
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FMBABER

}I

"unevaluatedProperties": false // No other properties allowed

}

// Schema Compliant

{
"standard_field": "some value",
"@id": 123,
"@timestamp": 1678886400

}

// This passes because "standard_field" is evaluated by properties,
// "@id" and "@timestamp" are evaluated by patternProperties,
// and no other properties remain unevaluated.

// NOT Schema Compliant
{
"standard_field": "some value",
"another_field": "unallowed"
}
// This fails because "another_field" is unevaluated and doesn't match
// the @ pattern, leading to a violation of unevaluatedProperties: false

AnyOf &4l :
{
"anyOf": [
{ "type": "string", "maxLength": 5 },
{ "type": "number", "minimum": @ }
]
}
// Schema Compliant
"short"
12

// NOT Schema Compliant
"too long"
-5

OneOf &4l :

"oneOf": [

ENsERRER X EENERARLER
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{ "type": "number", "multipleOf": 5 },
{ "type": "number", "multipleOf": 3 }
]
}

// Schema Compliant
10
9

// NOT Schema compliant
2 // Not a multiple of either 5 or 3
15 // Multiple of both 5 and 3 is rejected.

mECZHEEER

TEREEHELERREREAENRENER, EEBEBNEER namespace. typename. SEES
£ awsHl matter MEBEZB TRUBALEEZERENER. BUUETATEZEHARBTERE &
BawsFmatterd & ZE BRI,

EESRTHANG R EMERES , F5F A ListSchemaVersions APl , ¥ #TypeEHBRHRES

definition.

matter

£/ ListSchemaVersions APl fEmattermn BB TSR ERER | Wi¥NamespacefFBRHRES
matter , Wi TypeEhBERHERE S definition,

aws FH

£/ ListSchemaVersions APl ffawsTi B ZE TSR ERER |, WH¥NamespaceEFBRHRES
aws , W TypetmBRHFRES definition,

MEEERESR
R B A W E o ER B

. type AR Y
« properties X ARTEBBUAERNYY. BENLAHIEEEM extrinsicIdM WY
frvalue, BENTHWEXERR/NMER O BEEREELA 1 HWEH,

A FFEEER
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{
"title" : "Sample Bitmap Type",
"description" : "Type definition for SampleBitmap.",
"$ref" : "/schema-versions/definition/aws.bitmapel.o ",
"type" : "object",
"additionalProperties" : false,
"properties" : {
"Bitl" : {
"extrinsicId" : "0@x0000",
"value" : {
"type" : "integer",
"maximum" : 1,
"minimum" : 0
}
.
"Bit2" : {
"extrinsicId" : "@Ox0001",
"value" : {
"type" : "integer",
"maximum" : 1,
"minimum" : 0
}
}
}
}
// Schema Compliant
{
"Bitl1": 1,
"Bitl": 0
}
// NOT Schema Compliant
{
"Bitl": -1,
"Bitl": 0
}
JIBFRFER

JIREZ={EEMY :

. type AR Y
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« enum XER—HE—FH K HPELEF—@EER
« extrinsicIdMap RERJIBEBHENYYH. SABMHNERZRHEEFIBENINITBEIR.

SIBEREH
{
"title" : "SampleEnum Type",
"description" : "Type definition for SampleEnum.",
"$ref" : "/schema-versions/definition/aws.enum@l.Q",
"type" : "string",
"enum" : [

"EnumValueQ",
"EnumValuel",
"EnumValue2"

1,

"extrinsicIdMap" : {
"EnumValue@" : "Q",
"EnumValuel" : "1",
"EnumValue2" : "2"

// Schema Compliant
"EnumValue@"
"EnumValuel"
"EnumValue2"

// NOT Schema Compliant
"NotAnEnumValue"
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B loT £EEHMTHEH

BRTHITEENZ2M, KBAERENR /A  REFTETROEREEERRE K BRATSEMNER
B, EAAERKEMHR K MEXREMRYTHSITRECEERAREREF, XEXTINEDEN DB
BREENRECEE EMBUFNEESH, LREEHSBEXEDHEEEEFZEERNBNER,

F &
- EBGD
- EBEH
AL A
FED
WETRREREEXELBEND D, OB RTERAE , EEEXIWEE , SINBERER, EEEXE
BT, SERAERKRBREMAETWY SendManagedThingCommand API , Y SEREXETHE
=

¥ M@ fESendManagedThingCommand2 traceld , BAI LB A BB traceIdREM G T
R AT FEMAEREH o5 B FE T/ERTE,

% SendManagedThingCommand API BR{EMFFMIEF , 552 B SendManagedThingCommand.

UpdateState BjE

EEEWMHENMRE , GIILRBEBAERE , 55EMW SendManagedThingCommand API B F
UpdateStateEifE, RMEEE PEFNERER BN Eparameters, U TEHIFRAAEEH
F# A OnTime#¥ SendManagedThingCommand API 5&3R5,

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff",
"name": "On/O0ff",
"version": "1",
"actions": [
{

"name": "UpdateState",
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"parameters": {
"OnTime": 5

ReadState E{E

EEMSEBENSHNRE  SEMEERENBHENERE , FETl
SendManagedThingCommand API B5{#fH ReadStateEifE, #£ HpropertiesToRead , &AILAfE
FAT5ERE :

- REKEERMEEBMUEE WRHE , flmonof FHIE IR REBUE 2B,
- FRBRAFRERET (*) BREIENAREREREB M,

LA R & HIEREAEA ReadStateBE#EZ SendManagedThingCommand API S5REIRERAI :

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{

"id": "aws.OnOff",
"name": "On/O0ff",

"version": "1",
"actions": [
{
"name": "ReadState",

"parameters": {
"propertiesToRead": [ "OnOff" ]

EEHD 5



HWZEES AWS loT Device Management HEABEE

]
}

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{

"id": "aws.OnOff",
"name": "On/0ff",

"version": "1",
"actions": [
{
"name": "ReadState",

"parameters": {
"pIOpeItieSTORead": [ ngn ]

REEH

KEESHLSKENBEMRE, ETRRTIRECEENRE  HEABREERE , BIEREREE, ©
BEEMEETERNBERSENEMS EHTRRNKER[ENCTR  HFBRCEINKKRERE
RENBEFBE,

RESHBEA

EREAETLETEMMEINEERFRFSEANG  UEFTRERESH, EERVRFEFSEEHN
iy, FEF Y CreateDestination APl, ERERNSEBRSHREHEEHE K NEREEFZEEN
M, RIE@AE Hik,

RESH 52



K ZEES AWS loT Device Management HEABEE

R BN ZERAER

ATHBEEENEBER  SUNERIRBEAKECHPREREREEEAER. FAHRAER
WREMMAERIM M,

BEELHR

FBALEAER , UFRAR (flW, kA%, HEEIRE ) 2 ESEESER. EXLEHFZHEE
BRNERE , E2REA , RALITUKEBEINERNERREZINER. SEEBEEIEHEER
B —1@ T3R5, EREMWN TEL . Sl BULALNYHERES —AER , HBEELUERER
HE, RMERLASEERELEIUNEAERN—EHEBSB, A BNEBSBETELETR
EEBEN BR.

ZAURBFHEREANEBERESHEFEER. SUUUFAEEREHEEZERNEIN , 0 £i
IAM BURfF A E Pk,

RTHEER , AWS EEXFRATHNERFEESREHRED. KA XAREINEERE., WFEFME
&, F2ALR EEIRAPTNEAERRESR. AWS

B AT LAER AWS CLI Ml SEES API REAEZEE, EREATIHHSHH Tags MUELER
i, BRI USEBRESIEYNH. MERERE. EAERFEFEEMover-the-air(OTA) F1§2 L BAH -

» CreateManagedThing

» CreateProvisioningProfile

» CreateCredentialLocker

* CreateOtaTask

» CreateAccountAssociation

BELER TSGR HE, EXRBMRIERLUHENREEFRER

« TagResource

» ListTagsForResource

» UntagResource
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U REERRASIBANE U UBREERTBRER. SUUSEBRNERAZATSH , AR
ELEBRBNERS Null, IRSHTENEREARZERLBAEBRARNERSIR , AINESERE
B, MREMEBRER , LS EREZEFRERBOETERER.

BBARHE LR

LUTERRFEAR FE

- BEERNERE LR : 50

- @W|MRE LR : 127 {8 UTF-8 Unicode F T

- ERE LB : 255 {8 UTF-8 Unicode FitT

- ERBHEZES KPR,

- BIRNEBEBIEFEM aws: FH. EREH AWS A, EFAHREIMBRELFENERS
BIE. ELFENER  TEEZERRINERTEA,

« MREHFLFEBHRRESERBENERCER  FLGHMERB IS RZuERARS. 2FFEA
MF T aEEATA UTF-8 RAWEXFR, ZBNBF , URATERFET (+-=._:1/@.

BE IAM BUREAER

BRLNEARZEES AP BEN IAM BIRF EARBRREERBRFTA, ENREEERIHIEFIER
HA LN, SR EAMBEER, EALUER Condition 7t& (¥ A Condition E#) , Kk
IAM BEERHF AT HRERBSHBANE , REBERERZFEAEFR GFH) :

- £/ aws:ResourceTag/tag-key: tag-value UAHRIEBER L EEBEERNERAED
(=

- £ aws:RequestTag/tag-key: tag-value BATEIRH APIERE , ERFER (RFEH) BE
BR  UEVSBAAFERNER.

- £/ aws:TagKeys: [tag-key, ...] SATERH API B3R , EXXER 7 EH) TEEBS
WE LBV BAAFEBRNER.

(® Note
IAM R HEG AR RS BNEEEARBLESERSHE , HhaEMER 2 ERNEBI
=EXENSH, flU , BBEEGARIREIENE , TAFIIERER GetCustomEndpoint , &
ARELBRPRSETMAELCHNER (ZEYH. HEREE. BAERRTE. over-the-
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arft® ) . WEAMEENZEESERRAIENGRERSIBNFMER , 20 1 AWS
loT SEESENBE. ERMEMAZESI8# AWS IoT Device Management.

MEFEAEBNFMEER , 528 (AWS Identity and Access Management fE & E/) FHFEHEZE
HiEhl, ZIErM IAM JSON BRSZEMAEFMNEZL. RP , BEE R, B8HEH , URE IAM
FE JSON BURFT L EEE,

THEHBEESERAMELEBRAERMN CreateManagedThing B)ERH, Z3 L BUEER IR 1AM
FERE

« BEEBVEEBA "env=prod" WEZEYH (EEHIHP , FBHIT "aws:RequestTag/env"
||prodl|)°

s EEBAKFRERTREER "env=prod" WEEYH (&S , F2RT

"aws:ResourceTag/env" : "prod").

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Deny",
"Action": "iotmanagedintegrations:CreateManagedThing",
"Resource": "arn:aws:iotmanagedintegrations:us-east-1:123456789012:managed-
thing/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/env": "prod"
}
}
},

{
"Effect": "Deny",

"Action": [
"iotmanagedintegrations:CreateManagedThing",
"iotmanagedintegrations:DeleteManagedThing",
"iotmanagedintegrations:GetManagedThing",
"iotmanagedintegrations:UpdateManagedThing"

1,
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"Resource": "arn:aws:iotmanagedintegrations:us-east-1:123456789012:managed-
thing/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/env": "prod"

"Effect": "Allow",

"Action": [
"iotmanagedintegrations:CreateManagedThing",
"iotmanagedintegrations:DeleteManagedThing",
"iotmanagedintegrations:GetManagedThing",
"iotmanagedintegrations:UpdateManagedThing"

1,

"Resource": "*"

BHAUBERREISERED , ARERBESREESARRE , TR

"StringEquals" : {
"aws:ResourceTag/env" : ["dev", "test"]

(® Note
MREBAADEEERAERBERFNER , FRLZRAREEERAERELERIEEN
RERKEFBERNED, BR , £AETEREBEXERIRBREEHRE , ANSERNE
B
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SEESBEA
TEESBRATRARKBLENEFTNEE TR, BASFBEEREYH, B, £wiBHS

. OTA Over-the-Air) EHiMiEREmE . ELRAREHATHNENR , TARBIEBCITHERE. UL
BIERETE) , SNEHEHERIETHREDE

BHl , EX#E Amazon Kinesis BRI B R MASERSBAN BN, BHAEKLIRE Amazon Kinesis
BRER  UAFSERSENERNER , BEBEA,

ABHIERZE Amazon Kinesis

Amazon Kinesis 5% 5 B2

« $B 1 : B3 Amazon Kinesis E¥ B

- SR2 . BB

- SR3I.EEF IAMERIR , RBENAE
- FR4: FRAEIEERX

- SR5: ERSNHFTERER

- SR6.BAABER

EEAZEESEA
B8 1 : B3I Amazon Kinesis EX &35k

Amazon Kinesis Data Stream AJLABIRFHIEUAEE R, REFRES K LRERATHEREAER,

E Amazon Kinesis , SEERB TS8R :

kg

3 Amazon Kinesis B &7

«  HEEY Kinesis ERHER , FEMELMEE Kinesis EXHRABRRILZER,

\

HER 2 BIAFTAIBUR

BYAFZEESFH Kinesis R 8RO I BUER.
BMFFUBER

- BEBRVHFUBXK, FERNUTER , WEEEA JSON #7iE =8 E L BER PRI 5 R
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": "kinesis:PutRecoxd",
"Resource": "*",
"Effect": "Allow"
}
]
}

SER3: EEZE IAMEXRR , ARENAG
BIRLIAM BRAR , REE-TAG.
HEE AV BEAR

BERCIAM BRAR , REE—TAG.

WMEFHMER |, FFS2BAWS Ildentity and Access Management £ &1E/E) HWEL IAM A
1=

SR 4 EREFTEERE
EAMER BT EREIIE T Kinesis ERBRN S EEA IR,
EA BT EERE
BYHNAS  ARBEATEERE. B-TF-5.
THB% AN BERARIAS , M ConditionBAREBIRILLEBREABE.

JSON

"Version":"2012-10-17",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

K ZEES AWS loT Device Management HEABEE

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": "iotmanagedintegrations.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:iotmanagedintegrations:ca-
central-1:123456789012:*"
}
}
}

FR5 ERAGHFFITEBXR

BEESE 2 P RYNFTRENHEAS.

SRR

. EFEHTEEL  BBUFMCESE 2 FRUNFTRE. B-TT-5,

STR6: MARABERE
- BAABER , AREK-TRIASG,

XK

EESBA

BHRESE

« $B 1 BFFEHEMW CreateDestination API FYFF ]
2

. SR2
« BB 3 . BN CreateNotificationConfiguration API

AN
X E

: FEOY CreateDestination API
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FERESERSREA , FERTIIER

Y

B 1. ®FEAEMFWY CreateDestination APl BEFH]

BT EHAEMI CreateDestination API FYEF T

THBEESHEFEHRE MW CreateDestination API BIER,

FEZBIAWS Identity and Access Management { fEFA &) FRNREFEAEKACGEESE
AWS BREREFTR , LSS EESWEER T,

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action":"iam:PassRole",

"Resource":"arn:aws:iam: :123456789012:role/ROLE_CREATED_IN_PREVIOUS_STEP",
"Condition":{

"StringEquals": {

"iam:PassedToSexvice":"iotmanagedintegrations.amazonaws.com"

}
}
},
{
"Effect":"Allow",
"Action":"iotmanagedintegrations:CreateDestination"”,
"Resource":"*"
}

ER 2 . ’E0Y CreateDestination API

« 04 CreateDestination API
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateDestination.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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FMBABER

EIE#E S Amazon Kinesis BRI B RMEBREFIMABZE , 8™ CreateDestination API 2RE 3L
BABENM  AEGENEAIZENM, ¥R DeliveryDestinationArn 28 , EFERAKE

#T Amazon Kinesis B & #arniy .

{
"DeliveryDestinationArn": "Your Kinesis arn"
"DeliveryDestinationType": "KINESIS"
"Name": "DestinationName"
"ClientToken": "string"
"RoleArn": "arn:aws:iam::accountID:role/ROLE_CREATED_IN_PREVIOUS_STEP"
}
(® Note

ClientToken REEfFid. MRZEHRVEAMHBERAFPFIRFAFNMSHEKIITHIE

R, IEAEFESKY , MEFTATEMEMEDHE,

BB 3 . B0 CreateNotificationConfiguration AP

- N CreateNotificationConfiguration API

&% , £/ CreateNotificationConfiguration APl B3 BHERE , MBS HEEKH
2l Kinesis ER B RAMA KN B, £ DestinationName 28+ , FHEZYMNWY

CreateDestination API BRI BNt B,

"EventType": "DEVICE_EVENT"
"DestinationName" // This name has to be identical to the name in

createDestination API
"ClientToken": "string"

SEERREENSEHER
UTREASEEABARENEFED |

 DEVICE_COMMAND

S B8 3 : Y CreateNotificationConfiguration API
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateNotificationConfiguration.html
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« SendManagedThingCommand APl Ts Y ARAE. BMER succeeded = failed,

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType" :"DEVICE_COMMAND",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:482Z2",
"region":"ca-central-1",
"resources":[
"arn:aws:iotmanagedintegrations:ca-
central-1:123456789012:managed-thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"
1,
"payload":{
"tracelId":"1234567890abcdef0",
"receivedAt":"2017-12-22T18:43:487",
"executedAt":"2017-12-22T18:43:48Z",
"result":"failed"

« DEVICE_COMMAND_REQUEST
« Web ENBFEEA (WebRTC) B ar B &K,

WebRTC REAFMEHE BN ER, EELHSTUERNFKRA. SANEZER, ZER
BXE WebRTC , IEEFTHEARANGKRERAENREZBARAELEREN SR, NF
WebRTC BREMNFMEF , 528 WebRTC,

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType" :"DEVICE_COMMAND_REQUEST",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:48Z2",
"region":"ca-central-1",
"resources":[

"arn:aws:iotmanagedintegrations:ca-

central-1:123456789012:managed-thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

1,
"payload":{

ZTERSERNSEHER 62


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThingCommand.html
https://webrtc.org/
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"endpoints":[{
"endpointId":"1",
"capabilities":[{

"id":"aws.DoorLock",
"name" :"Door Lock",
"version":"1.0"
1]
1]

» DEVICE_DISCOVERY_STATUS
- RERRIMRE,

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType":"DEVICE_DISCOVERY_STATUS",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:48Z2",
"region":"ca-central-1",
"resources": [

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-

thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

1,
"payload":{

"deviceCount": 1,

"deviceDiscoveryId": "123",

"status": "SUCCEEDED"

* DEVICE_EVENT
- BERBEMHWEH,

"version":"1.0",
"messageld":"2ed545027bd347a2b855d28f94559940",
"messageType" :"DEVICE_EVENT",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"1731630247280",
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"resources":[

"/quit/1b15b39992f9460ba82c6c04595d1f4f"

1,
"payload":{

"endpoints":[{
"endpointId":"1",
"capabilities":[{

"id":"aws.DoorLock",

"name" :"Door Lock",

"version":"1.0",

"properties":[{
"name" :"ActuatorEnabled",
"value":"true"

1]

1]
1]

» DEVICE_LIFE_CYCLE
- REEwBHRE,

"version": "1.0.0",
"messageld": "8dle311a473f44f89d821531a0907b05",
"messageType": "DEVICE_LIFE_CYCLE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",
"timestamp": "2024-11-14T19:55:57.5682846457",
"region": "ca-central-1",
"resources": [

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-thing/

d5c280b423a042f3933eed@9cf408657"

1,
"payload": {

"deviceDetails": {

"id": "d5c280b423a042f3933eed@9cf408657",

arn":
thing/d5c280b423a042f3933eed@9cf408657",
"createdAt": "2024-11-14T19:55:57.515841147Z2",
"updatedAt": "2024-11-14T19:55:57.5158415597"

+
"status": "UNCLAIMED"

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-

SEERSERNESER
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}
}
« DEVICE_OTA
- EE OTABA,
* DEVICE_STATE
- ENREMRERNEA,
{
"messageType": "DEVICE_STATE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",
"timestamp": "1731623291671",
"resources": [
"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-
thing/61889008880012345678"
1,
"payload": {
"addedStates": {
"endpoints": [{
"endpointId": "nonEndpointId",
"capabilities": [{
"id": "aws.OnOff",
"name": "On/Off",
"version": "1.0",
"properties": [{
"name": "OnOff",
"value": {
"propertyValue": "\"onoff\"",
"lastChangedAt": "2024-06-11T01:38:09.0004142"
}
}
1}
1}
1}
}
}
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Cloud-to-Cloud(C2C) iE#£35

cloud-to-cloudiE B AIZELR U AR EE = F REH ZBHNE@mEA AWS,
&
+ fHEE R cloud-to-cloud(C2C) E1Z28 ?
- ftEER C2C EiEHH%?
« AWS Lambda & C2C E#zRH) B
BOEESIHERE
. EFH C2C cloud-to-cloud) EiZRIEE F &
« Ei& C2C Cloud-to-Cloud) ;& #85
 f£f C2C Cloud-to-Cloud) i#}%25

ft & = cloud-to-cloud(C2C) E#85 ?

cloud-to-cloudiZ#RRELRENKBEL , L2 AWS Ein i§ EREF=H ERMHEENIR
B, Ff C2C E#288 |, RS REEF T LR A AWS loT Device Management B 3 B &4 Rz 4E
BIE=FERNEE,

EESESEERNEE , AWSEFALUEREFRANENZE  BEMERESR, NRFMER ,
SR ER C2C EiEH % ?

RERCTERSMEEERERES AWS Lambda BE.

TR C2C EESEH ?

AWS loT Device Management iZ2iZ25 H SN ZERB SR C2C EIERMES |, T2 AWS loT Device
Management N EBSHEE= S EREHRECEANEQBEH. BUUE AWS EEFEA I PRH7
E 35 AWS CLI,

ERATRERASERSERZRB K

1. ARZERSTERE
2. EERAISEERTD  EEZEES
3. HEXERSTIRANEASESKT , EFBK.
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https://console.aws.amazon.com/iot/home#/managed-integrations/intro
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AWS Lambda 4 C2C E#ZE5H K

18 C2C iE##25 Lambda NN EEZEESNE=ZFELAE LNHESEcEEENERma S ME
., W% Lambda BYFFHERA , s8R ER AWS Lambda o

plan , BERBEREAEHASE =7 OEM RENERED. EF C2C EiksfR  RRERAETUR NG
T, EBRERSTVARMBBAL LR, ke TEESEAZERSRZPITEN Lambda HE , ES
RRERBIRAHEE=SFE/Y API I | BIFREEREE.

BN CreateCloudConnector API B , EE Lambda BHE, ZBEFEZE Lambda REHNEXBT S A
EmEREMIEE , W PAMREE C2C Cloud-to-Cloud) E#85,

TERSEESRTHERE

FEBAENAR WZERSTM C2C #2285 AWS loT Device Management, WEMEFSE L BE
EERER , HEFFIRUAEAERESE,

® Note

C2C HE#Z83 27 AWS loT Device Management SEESH BN —HAPEER , ARERE
Z8.

TERARTHEARIETTEEAEEREREERC2C EEFENAG, C2C EERTHMA AWS
loT Device Management RERSHEE=FAERTAEZENEEE,

£ C2C cloud-to-cloud) E1Z35 8358 15 &t

LRI MNEM C2C EEFHRENAE , MEFMNHMETFEMAEM C2C EERBRE=ATR
B, AWS TEEXERAPEUHEEREM C2C E#R,

FANEEMZERSE A C2C EEs. MREEEM , BRE AWS MARKHES , £ AWS
FE LIHEL C2C EEFNMERABIEEF , MK THEM AWS BEF At g HEHE, Sa#
BERTFEFFH C2C EiERMN#ER , UREEHM AWS BFFH C2C EEFNEMHE.

# & C2C Cloud-to-Cloud) i##23

T 5 &EBESR AWS loT Device Management (2 EESEE C2C Cloud-to-Cloud) E#RHNF R,
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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FE

- ERERAT

- C2C EERER

- IRFEERK OAuth 2.0 XK

- BfE C2C E#ERAMRIE

- WA Cc2C iz

- BB ELN IAMAE

- FENRIE C2C EiES

FORIRAF

TE# 31 C2C Cloud-to-Cloud) iE#852 81 , BEETHIER

- AWS IRF 58 C2C EER W B BT ERSTMMN . MFFHMAEA ,
- EREEEESRE  ZEEESEN IAMET, FH

- REEREANNE=ZFERREMHEZE OAuth 2.0 B, MFEFMER , F2REIKRFERN
OAuth 2.0 XK,

B2EEIL AWS IRF,

A, EERREES  ERENRRABXEASFTINER !
- EHE C2C EEREVMBNE=FEIRAF ID
- REB=FERNAFKRUE , ATEEN C2C EiERE I M
« OAuth 2.0 & URL
« OAuth 2.0 Z%F URL
- =75 API FRENE API £88

« =/ API M AHSIH SEEHN OAuth EIFE URL FREEMI{EM API €88 AWS, BLEE =5
REFYIH OAuth EFE R URL , BERIESIHRE , FHAEUUEAILFMM OAuth URL, 5
BEE=FH , UTHBRAHIESERES OAuth EFEMIKEMENAR

e

ELREEESK , REEREN IAMFFHY. BRT BfEMiotmanagedintegrations:FFA]24h ,
CEBETHIHT -

TORIRE 68


https://docs.aws.amazon.com//accounts/latest/reference/manage-acct-creating.html
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« CreateAccountAssociation, CreateConnectorDestination. GetAccountAssociation F
StartAccountAssociationRefresh , T2 secretsmanager:GetSecretValue

» CreateCloudConnector 2 lambda:Invoke

fFiotmanagedintegrations: FAMBENEFMEN , BSRAWS SEESERNIE

C2C E#EaRFEXR

IRBIRE Y C2C 285 H B AWS IoT Device Management S EZAHEE = A BEE iR AN E R E
Ao EEEEFHAEEE AWS loT Device Management WS ERAE/ERE , MAREREAEHTH
£, EERMEBEHRRESRREAEREE. BB AWS IoT Device Management S EBSEIEZNHEE
WE , URBBEFRNFRAABIEHAENIIE, EEXERERE , EESBFLAEE AWS loT Device
Management S EESHEMEE =S A2 HNERNEEFEBHE.

LA 2 C2C 2RV ER !

« BEZAREARB[LEANE OAuth 2.0 FEL K FHHAERE, OAuth BAREFER

- FEC2C EERTRNSHERNEREMN AWS BEEFEFRINT  TEXFARHINESSHERNER
AWS BN ERBNEHN. WFEFMET K FSHEAWS BEFSHEERER

« C2C BiZES A EREMMASigVLE 2 ERFE RO AWS loT Device Management APISHI S EE S,
¥ A E A SendConnectorEvent APl A IER S EH | X AFEH AR EMEERVMER AWS IRFE
EAE R REFEBHEIN SendConnectorEvent 55Ko

o EEEBMNAEIE AWS.ActivateUser, AWS.SendCommand, AWS.DiscoverDevicesHl
AWS .DeactivateUseri4E,

« BN C2C EERNIEELEGTOESEEREZMENE=FE4E 6 VESHEXTEHE
SendConnectorEvent API IS EE S, MEELEHKF SendConnectorEvent API NEEAE
Z , 5528 SendConnectorEvent,

® Note

SendConnectorEvent APl & SEE4 SDKW—2n , A K MAEFHEBNESHE
Ko
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartAccountAssociationRefresh.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-actions-as-permissions
https://amazonaws.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
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iR EASH OAuth 2.0 E3R

@ C2C E#E2REKHE OAuth 2.0 REMMRF[RBERKERE, BB MRS K SRKEAERESE
ZHRFEEFNEEFEER. RFEGRRREAEMEM C2C EESXENEEMENE —BD
B, MFERFERN OAuth 2.0 FREAENFMEENR , F2H IRFERAE,

ALK C2C BEEBTEEEER EREXBERIERERE | BEEMN C2C EEZIEBIN
OAuth2.0 R AR S ARFES OAuth FHREER,

® Note

2 EES AWS loT Device Management EX RE G RETHRIEMN OAuth 2.0, MEFFHFHE
# , 28 RFC 6749,

R EERAT I EESNEERCATHERAFIEREAERENTER. LT RRUEERKEH
FEFFATHY AWS loT Device Management S EEES |, LEEESIF T LUEIR API RIBESKFERAENE
REE, MEFMENR , F2RIRFELS TERE.

RELTECEABHPREILEBEN., T8, NRCHERERRS , ANRBEER
CloudWatch Logs EXRERFRER AN TH, NBHMET  HSNEAEENEHYHRE
IR U

2 EES AWS loT Device Management TR EZINESFIREN ; cERBREBR TEEELEM. B
% , AWS loT Device Management (WS EB SV EANBRER. A%  cXBRENFZAMNEHREE
FRANEXE. ENEETTARNCENFIEMBHNERTNEIER, WREFRNFHANEREE
FRHFBEBH  SXEBRBITIRFESZRE. SR StartAccountAssociationRefresh
API BEREITILRE,

/A Important
BRITN RS A B ESEEREREEE , BT EHE OAuth BFIRREHE, FHTE
REFRBERAFR THRAEEAENMERE.
RERARSF[LEAT FIEP—IRIRE
- BHIBUHNSEKRERE (EREEE ) D NEEER , flm JWT BHL
- EOEsERITERFRANRERERE D,
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https://datatracker.ietf.org/doc/html/rfc6749#section-1.3.1
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
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OAuth HREFE R

TRRAKREB OAuth RERREFHLESE , AR AWS loT Device Management #1715 BB 1 2

EEE

OAuth fRIfRES S &

Wz HE 3

clientId = FEAERXNAEBINT. ©F
REBE S 2RERE , AT
LA,

clientSecret = ARERERRESEREERE
AP ZEE  BRRERR
FHRFANRERR, TEX
REBE K MARLBHEA,

authorizationType o EREAETENREER,
BAEi, "OAuth2.0, E—x%
BENE,

authurl = B HEREERNIRE
URL,

tokenurl = B HERREHENFSR
URL,

tokenEndpointAuthe = THTTP_BASIC. =

nticationScheme "REQUEST_BODY_

CREDENTIALS . & 72 5t &&
#hl, HTTP_BASIC ®RRA

FirnSRasERERRT ,
mMBEEARULEERTRAX
Ho

IELARRELMERR OAuth RIARES , MEFIERFRELEFEM UTF-8 FLEEIT Basebs fmi.
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RFEEAE

BREV C2C E#sR , £F E OAuth 2.0 REMMRF[MIRFER. WHEFAE

FERE.

3
$

5. BoRESERET

OAuth 2.0 B EFIRFERREETIINEAS !

1. REMR RS

2. ERBEE (HRIRERE)
3. EIRfABRES

4. B F i

LTEZSME OAuth A -
(A AR ES

REARFRRBINBRBFE=FERTHEEERESFDNMAMKRR. LARFEUNFIRFRALNE
& AWS RIRERENEFFAIREREE=FFEIRF. EEFBRIRFER,

RERRSFRETIER , UXEIRFERS

- BREAEHA , #EKREAERALHNRE. EEERARERE,
- BREREPONRREAE,

- BEEBRISKERENRER,

- IREBEES AWS loT Device Management I ZEE S,

- ¥ KHE AWS loT Device Management 2 EE SR IR , ILEE AWS IoT Device
Management SEESTARFRAFZIRREAEERNNTRFER. EEESEBRERHN URI T
B, BAZH URI Him R,

/A Important

REMRMRIF ML EZE OAuth 2.0 REWERIE , 88 AWS loT Device Management
Connector Y SEREEEFH. AWS loT Device Management iy SER At EMFH
Code Exchange Ky 5@ 5% £ 18 (PKCE) NIZEB R,

RERRSEXE :

- BHESUTHNBERERERERERE ID WEFBER , flI0 JWT B
- RASBERTHEFIERBESZKERSE D

IR EAE R OAuth 2.0 B3R 72
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A, S EES S EE L EMENAWS . ActivateUserig e, ENSPHLLERSEFERASE
S,

MREZBEFBASTHEEERMBECHREMRS  AIFMEANRERRSES AR ERESZFHR
AEBE=ZSFFAEENEREHEE, ERTIEEAHBREARSENEAFZTHABLARESE
B (BER) LRUHEEZNEZLFAR, N, SREAEFHFTIATEHMSKERERLELF
AeT , FHRHNFTEMHEFTAEARNNEIR, ZE Lights Incorporated &iffl, ERKXFEHAE
FEREESRMBRSEZREN , ttISHEFHFEMQE Lights Incorporated EAEMH , ZEH L
REBEERRBOVEEH. —BEMMBAURTFHUGAFR , BERMAER , FEESFFIH Lights
Incorporated 1k I E R

ERERE (BRERE)

BEBEREEE , B LLAEF AWS loT Device Management EF N S ER A EBHITIR B EE K
FEERER FHERBBNER. i, BREEmEAE 2 MA Lights Incorporated 1TEIEAERNNE
EEE, EREEERECBEYMALENSRERAEIRS. ERMNESH  EFREEEIE
% Lights Incorporated OAuth2.0 tRF, BAERESE , LIRFREZHGSNEREBNGT
GBS

&R A BRER

ERAESREERNARS  FERETEHETN (XBEH ). AWSEFEERXRRKFERSE
FHZRENER , EB AWS loT Device Management EiEZREN S ER S RETIRE ELE, L
ZHINEERERAES , ERMAMRESE Lights Incorporated AN EiHRE , TEZAMABEE
HITEE, BRERARSE  EREEETUOEEEAREGS , AINBERNERE. SHREN
ERASREFTREREAENIIRS , Ukt REF TN EMtmRS/EHE,

R P i

EHARH  AFmREN C2C EiEfF, AFRERANKRERERAER TERAKRIANERT
BENEAREN, RFEFEFAREESR. AFR A ARENF=SERTNRREREAEER,

B AREIEES 2 OAuth A F iR , {8 AWS loT Device Management I S BB A SR REZBH TR
Y€, I , AWS loT Device Management W2 BB S BN RERRSFZEHER , UIEFEE
B, EEBNEERAFE , RACRE—AFNERABRSTEIREER (KEER ) Wx
.

EEBRREAZEMANEERER., EFFF A Lights Incorporated 1 7] Ak 85 2 [E 5T A IR
FiEfe’k  EESA5eHERAMRSIET , LENSKEREEERNRANMEEEN, EiZs
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EEMURRREAEZRS D, EEEIEB Lights Incorporated & R {7 iR 25 1% 2% b P9 B BX = BA BR
B, At , B EESRFIEEAAF K,

R B ERE THERE

EEZEZF M AWS loT Device Management ¥ A ZEEBSEB C2C EEF[HE=FF A& LHNEKE
REXBEES , EB T ITHEREIGFEER

1. EFEAEEREFERABRIARBE=-EENMARK , AWS loT Device Management W2 EE S
=& EE# URI 1 Associationld,
2. FERRENXFIIREEM Associationld , YR FEHEEHERNEE =T FANZEAEH,

REEAEEA. BREAERTAFPRERHEEEERNER,

3. BE=ZFTEREIURER. XFERHESEHREQE AWS loT Device Management & Bl URI
WEERS  SREEZENERFERNERS,

4. BEBAGHFE=FFAZFF URI XBHERE,
5. FAUR SRB[RED 6 WEDHEGARFEHEHEEEN OAuth2.0 FRNFRNEHEEFA.

6. ZEBASGMFEH AWS.ActivateUseriRERI C2C EiER | UUEKIRFEERELEE
Userld,

7. SEERASEAIERBEEEMN OAuthRedirectUrl ( {ERZEIBURERE ) BOKREFERRE
o

® Note

MR A HPE |, AWS loT Device Management B Z BB S 21485357 error_description
EHSHMME URL , AREERFAEFIARETFERRES,

8. EFEARNSKERFEAEEHEMZ OAuthRedirectUrl, LthEF  EARKIIRERE—@ESL
ERAIERARHRY Associationld,

#£ AWS loT Device Management &8 C2C BRI E =S ERTFANZEZSRENMERE
R, SINMRELENEEzGTHTS , FEITE OAuth2.0 FEUFH.
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B1F C2C BRI HERF

2 EES AWS loT Device Management E2& 7 AWS Lambda &4 ERE R MEIRE , e E
ESRNER. B0 C2C EESSABETIISERE .

-_—

. AWS.ActivateUser - AWS loT Device Management RIS S ER S S APl , LAREEREEIR
Y OAUth2.0 ZRIMEEEBN = EE—F A ERIIF. HRETILUEEEHARBTIRFEZREFN
FEAHAER,

2. AWS.DiscoverDevices - AWS loT Device Management FRISHI S ER S S HE I AP| FELIERYE

B UREEHENEE

3. AWS.SendCommand - AWS loT Device Management RIEHI 2 EE S50t AP FEIURAEREES
DEXERERENTS

4. AWS .DeactivateUser - AWS loT Device Management [RISHI S ER S ES 1L AP FEIY IR AYERE
2, UEAEAENEIESR , U ERERRSFEUEES.

M ZEES AWS loT Device Management —E&3i%1B EE , £/ JSON FHEAZIA Lambda AWS
Lambda invokeFunctionEH &, EREEMLBESMEBREAHP IS operationName Wi, WMFE
BB, 28 ( AWS Lambda AP &) LA,

BEAARKHEREAMY , WRARKY , KEERATKR.

B RBEZBRBEEN Lambda EftoperationNamefEREABEZN , W EHEHEZE=HERNEED

ok
Be .

public ConnectorResponse handleRequest(final ConnectorRequest request)
throws OperationFailedException {
Operation operation;
try {
operation = Operation.valueOf(request.payload().operationName());
} catch (IllegalArgumentException ex) {
throw new ValidationException(
"Unknown operation '%s'".formatted(request.payload().operationName()),
ex
);
}

return switch (operation) {
case ActivateUser -> activateUserManager.activateUser(request);
case DiscoverDevices -> deviceDiscoveryManager.listDevices(request);
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case SendCommand -> sendCommandManager.sendCommand(request);
case DeactivateUser -> deactivateUser.deactivateUser(request);

i

@ Note
EIESRNEER A SN ABE LIRE S H LAY
activateUserManager.activateUser(request). sendCommandManager.sendCommand(re
deviceDiscoveryManager.listDevices(request)#l
deactivateUser.deactivateUseri®4E,

THEHIFMRARE SERGN —MHEERFR , AT SELERBDNERMURFE, s
B, BUNERERABRERNFREAE, FREFESERFADTHBRERN.

{
"header": {
"auth": {
"token": “ashriu32yr97feqy7afsaf”,
"type": “OAuth2.0"
}
1,
"payload":{
"operationName": "AWS.SendCommand",
"operationVersion": "1.0",
"connectorId": “exampleld”,
}

BB REE

FRRRER LW TR

"header": {
"auth": {
"token": string, // end user's Access Token
"type": ENUM ["OAuth2.0"],
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}

EERTENTMT AP XERETIERSH

FEERE A AR
W1z HELER Description
header:auth P C2C E#ss R EssEE e
MEI R EHNREE R,
header:auth:token = B AEmREHEEEINE
HEZERAENRERZS
connectorAssociati
onID o
header:auth:type = FrEEmREEE,
(® Note
BESNFEBRBSEZSERFERAENFEEN, BUUlBREREAERSEESEFZ
BIIRFERZ A,
a8 SR A E

BRTERNEE  SEBRBEFEAH. HALAENESERFEEERAH ML  E8EARRER
— K EFERN TR

FESRAEMN
- operationName : IEEFERWIEE , ERTIHP —{E

{B : AWS.ActivateUser. AWS.SendCommand., AWS.DiscoverDevices. AWS.DeactivateUser,

- operationVersion : SEREBSETRANL , UAFHEEREEE , W AE=FEERFREM
BENAEER, SEERCSEMBRRNASPEERSENL,

« connectorld : EEEFERAERSS ID.
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= Gl
TR EEEE

SEREHSFEH T AWS loT Device Management WACKZ ER A | LUIFESRIEM C2C EiZsRE W
BIFERIEFAREE, AT EPNRE B —AXE 5

{
"header":{
"responseCode": 200
},
"payload":{
"responseMessage'": “Example response!”
}
}

BERMFEDEHBLAERTIERER

{
"header": {
"responseCode": Integer
}
}
TR HFER O ERE

FAER [0 FEAR SR A 488

W1z MNEEH EEg
header:responseCode = EHBRATHRENE
ENUM,

EANAMENEEEZRREM AP B8R+ , A responseMessagedf Message f#@fL. &
IEAWA , AR C2C E#ER Lambda BIEFABEREREHTHEARE. REFR , SEURER MU
M ISEER200 MK B 2 HR RN A B E.

f£ A SendConnectorEvent API [E1f& C2C E1E8812EEK

HZEES AWS loT Device Management T8 #i IR AV EiZ 28 & ¢ S8 AWS . SendCommand #
AWS .DiscoverDevicesiBELUFERL HRNEE, ERTHELRENVKREERZ "R £
C2C E#ZHFEWEBIFER.
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£ SendConnectorEvent API , RIS EES SR EHERRTIEEFEE

AWS .DiscoverDevices#l AWS.SendCommandig{E , AR FEBEHEEH ( HlNFEHEERAFEIER
*iR). FERBELSHBARHEFEARVINGEMEERE , 528 E1E AWS.DiscoverDevices #1E,
E 1 AWS.SendCommand ##4EM #H SendConnectorEvent AP| i % EE 4,

flan | MREH C2C EiEZEFW BIDiscoverDevicesiER , AWS loT Device Management
NWEERSTRHNTCEHEIRERNEERXRLEE, RiE , S0 EGH S1F

AWS .DiscoverDevices #£/EDEVICE_DISCOVERY E# , £/ R EZNFEREEWA
SendConnectorEventAPl, SendConnectorEvent #41T API FEAYES | & O] LAE{EfA a] 2HX C2C
E#EES Lambda AWS 1RF BEAERHTHEIT. £ AWS loT Device Management fI 2 EZ SRt
Efzn , BERRRETERL,

(® Note

HEF , MEMSE |, SendConnectorEventAP| FEAY AJLAFE C2C E #2258 Lambda 58 F B fE 2 Hil
H1T, FiB , MR MR S E T B E 2R,

« SendConnectorEvent - E1Z25 &M AU AWS loT Device Management APl IS EES K SEBSH
HiXZE AWS loT Device Management W EEE S, RAEIEZERSESNEHER .

* "DEVICE_DISCOVERY" - W EHREFEARAREENFHEEIE=FERARENEESE,

- "DEVICE_COMMAND_RESPONSE" - WEH#RERANEEBEREEN , (EATTHITHE
8],

 "DEVICE_EVENT" - W B4R ERRANRENKENEASEH K MIECRAERGTHERER.
EAUA-—REHEE  TBHHRERERTEEEREA.

E1E AWS.ActivateUser &4k

AWS loT Device Management IS E®# A EE AWS.ActivateUseri®fE , FREMRKRFERA BN
OAuth2.0 FRFREENE A BB B AF. S EES AWS loT Device Management &7 5 R1ZEH EE
OAuth & , WHEHISMEZREOEAHP IS —FAEEI. HRESERSERZRE
Ihz #EHE,

THBERREZRNER , SUEERIIRIAWS . ActivateEAERE.

« &Ky C2C E#£EE Lambda A LURE R B AWS loT Device Management ¥ &%
AAWS . ActivateUser IR {ERERFA L,
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« &/ C2C E#27 Lambda A LARER A OAuth2.0 FRFF B —NERAERBIF. —KmsS , O
RER JWT E#, ERRRERRIRFR , ©ARERAS S HE.

AWS .ActivateUser T{E7TE

1. WSERASMHEHTHESE AWS loT Device Management I C2C E#£288 Lambda :

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
},
"payload": {
"operationName": "AWS.ActivateUser",
"operationVersion": "1.0.0",
"connectorId": "Your-Connector-ID",
}
}

2. C2C EESRSRNFZHNBEEHENE=ZFERMAMRE , AEETSHEAWS. ActivateUser B fE
FRERAE ID,

3. C2C EiZEE=[OME Lambda FAAAWS . ActivateUseri®fE , AIEFAERFAE UL userId MR
SR & 3BT

{
"header": {
"responseCode":200
1,
"payload": {

"responseMessage": "Successfully activated user with connector-id "Your-

Connector-I1d.”,
"userId": "123456"

}
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& 4E AWS.DiscoverDevices #&4E

HERRSEBREAERENEREBFEE AWS loT Device Management S ER S H#EN
ERREAERENBNURTERE —H. RBEEMEAEE AWS loT Device Management H) 3 &%
E2BERIRFERZ 2R, AWSEFISERKREAERENRELHT. RERER—EIETE
7 , & AWS IoT Device Management 2 BB SR UL ERESERMB B EHREFE R, C2C E#ESF
SEERSERAELNEZERFIE (#BA deviceDiscoveryld) ERSHNFRRERERAEEE

o

BE,

TERAR&FEHAEE AWS loT Device Management SEER A HNEBIRET/ERTRE

AWS .DiscoverDevices TS

1. BEFRERBERERAEMBEERRER.

2. WEEESEdeviceDiscoveryId#tHiEFELEMNEBEIREER AWS loT Device Management
EEEA 1 AWS SEH B,

3. NSEERSEMHA AWS.DiscoverDevicesiBENHEFEBIREFER AWS loT Device

Management 3% E C2C iE#285 , E¥FaccessTokenJKRFEAEN AN OAuth A%
deviceDiscoveryId,

4. BHERESRFMdeviceDiscoveryIdEE T EEDEVICE_DISCOVERYEHH, LEHLETE
RRINFZRERAELBEFE K MAKLABEEE AWS loT Device Management WS E&E | 4§
SendConnectorEvent API #{ADEVICE_DISCOVERYZE#,

5. &MY C2C EzREWUERMMRE A UENSKRERERETNMEEE.

6. &K C2C E#2: Lambda B A ACK EIfEREIE Lambda MY (invokeFunction) , SAME[E
AWS loT Device Management (WS EE S , #iAAWS .DiscoverDevicesiBEN VKR EIE,
ERCEBRAEFHERBEEREZRERFN ACK,

7. BHNERARFESEERERERANRENREFERLRE.

8. EENRTSKESFERKRERAELEBEERA AWS loT Device Management FTEEBRANZIERS |
A13E ConnectorDeviceIdConnectorDeviceName M EEE BN INAEIRE .

9. C2C E#SRtiUserIdRHRRINEEHEE, RENERAKRFBEENE , CURSEEER
5 of {5l |2 Y Hp f SR 1Y B R fR] AR B HE B

10. #FE , B C2C EEBHEMER AWS 1RF BEAERNRIESBRER
"DEVICE_DISCOVERY"SendConnectorEvent , &if Sigv4 M0} AWS IoT Device
Management APl I ZERE . BiXZE AWS loT Device Management S ERACHBFESHH
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SREELEHSULBEESH R TconnectorDeviceName , &1 connectorDeviceld.
capabilityReport,

- REBENERFRESEE , SFEZMEMBE L AWS loT Device Management I ZEE S,

Flan  MBREHNERARSFEREREAERENEEFTEEG»ELOE , AR E/@EGH , &
Al LAE statusCode S8 E%{EBIDEVICE_DISCOVERYEEEH3xx,. MRIENEERF
RNMEETH  BFEESES5. 6 M7,

1. WZEES AWS loT Device Management 8 BB REEHAEEENBHNEELES,

12. WMREH C2C EIEBSHIXDEVICE_DISCOVERYIRESH |, A% statusCode 2 EEH A 200
Al EESEBAEFRFEERRIERETK,

/A Important

WMEEE TBR73 11 LESE 6 2T, Hlun, MRENE=ZFFEKE
B AP RIHFZRFERAEEE , AITLAE C2C E$#E2F Lambda B fE—fi% ACK
SendConnectorEventZ &l , £/ {&ix DEVICE_DISCOVERY Z#,

KERRM C2C EEBRFR
T BERR C2C EERMNER , UMEERINEERRK.

« C2C jE#8% Lambda T LAERE R E AWS loT Device Management 2 E B A M & B IR %S
W EEAWS . DiscoverDevicesig,

- K C2C EEBJ[ALSEA AWS tkF AR EMERESEN BE , FEiB Sigv4 FY AWS loT Device
Management APIs (NS EE 4

?ﬂlﬂ

3R

=11}
\
o

KERREF

THSRERER C2C EEBHNREBRRERF , LAK AWS loT Device Management N ZEE S,
RERRERF

1. RERCEBRRERE

« DiscoverDevices {EfH T %l JSON FEE & POST FBFREEE

/DiscoverDevices
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FMBABER

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"

},
"payload": {

"operationName": "AWS.DiscoverDevices",

"operationVersion": "1.0",
"connectorId": "Your-Connector-Id",
"deviceDiscoveryId": "12345678"

2. EESRAVAUKRE
- EESRSFEEIE TS JSON EIFERYHEET

"header": {
"responseCode":200

b
"payload": {

"responseMessage": "Discovering devices for discovery-job-id
'12345678' with connector-id ‘Your-Connector-Id™"

}

3. EERSERRERREHN:

« /connector-event/{your_connector_id} fEFT%| JSON & & POST

AWS API - /SendConnectorEvent

URI - POST /connector-event/{your_connector_id}

{
"UserId": "6109342",

"Operation": "DEVICE_DISCOVERY",
"OperationVersion": "1.0",
"StatusCode": 200,
"DeviceDiscoveryId": "12345678",
"ConnectorId": "Your_connector_Id",

3
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"Message": "Device discovery for discovery-job-id '12345678' successful",
"Devices": [
{
"ConnectorDeviceId": "Your_Device_Id_1",
"ConnectorDeviceName": "Your-Device-Name",
"CapabilityReport": {
"nodeId":"1",
"version":"1.0.0",
"endpoints":[{
"id".tiv,
"deviceTypes":["Camera"],
"clusters":[{
"id":"0x0006",
"revision":1,
"attributes":[{
"id":"0x0000",
1,
"commands":["0x00","0x01"],
"events":["0x00"]
1]
]

% DISCOVER_DEVICES E# 2 #CapabilityReport

MEREZNEHFEBEBFIR , A AWS.DiscoverDevicesiEEE R DISCOVER_DEVICES
EHPBENESEEE | #HFEE CapbilityReport HHiid ¥ FERY S B IAE, "CapabilityReport’ &
LAEEENEREH AWS IoT Device Management £ BINREN S ER S, THBUSER"
CapabilityReport * Fri2{t :
* nodeld, F& : @B THEHZHEHHMWBEBFAF endpoints
- version, F&H : EBEHHORA , HEESRBABRE
- endpoints, List<Cluster> : [t BRmHE T ENEEERER AWS BEFE,

- id, FH  EEERRASRTENIREES

« deviceTypes, List<String> : ltin BRI EFREEE | B TEEH#,

« clusters, List<Cluster> : lWimH X ENBHEERER AWS BEEFE,
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- id, FH  KBEFEEERHEEIT.
- revision, BH  kEHEEEEENEEEITRmE
« attributes, Map<String, Object> : BMHBIFREB KB EEREBENRS , BEF 4

BEERMNELFNERE.

« id, F& : Matter Data Model AWS BEEZH B ID,

« value, ¥1# : B ID TERZBENBRI{E. 'value' WEEREERE BEMEBE, S
BM value BB RIZRAN , REEEREES Lambda o] SATEHR 3R 2 ¥ B B 51AR B RS FE
ag.

« commands , List<String> : {kBIEBFEFTESR , TEHEBEEN TS IDs BE,
« events, List<String> : IkEEBEEMER , TBEUFENSH IDs BE,

NEBXENDRBEREHENAWS SRERELEF  F2RETREANERRRE K,

B {E AWS.SendCommand #&4E

AWS . SendCommand It 4 2 5F AWS loT Device Management IS E&E | FiB AWS BEF &K
FRERBNGCTEEAZELANERARS. CHNERARSFITHIESERIENEE K HPSEERA
EECHEEER, SOBTR—EIFRLERF , HF AWS loT Device Management W EES S
A “traceld’ EEWSEITHER , B EESFSLLFHERITEEER SendConnectorEvent” API E[E]
ETEBRESNGHSEES, AWS loT Device Management N Z BB STEHE RARSSELER KR
ZWTWEE , BF—ERRZTH D EHT,

TERAGTHTRE  HPEsRRERAEERARBERERANEHM

HEMTHTIERRE

1. RERFEREEEDS , UER AWS EFEWERREXBERE X,

EFEEHSEFAEIXZE AWS loT Device Management WS ERAESKRFERAENEBEET,
SEESGSEL "traceld" , BN EEREEK TP EEEEREEER,

AWS IoT Device Management ) SEZS&FEA AWS. SendCommandiBERE , TR RE
KB E RS,

> w0

- HAHEENEARTSEEHRINT. B¥AZEHEendpoints/clusters/commandsIEEBE T T,
BRERAENEIRER , UREMSXENSE,

5. EERTFRtraceldEGSEMPEIESR .
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EEREN TR ERSWNAREERAERARSENEER,
6. EEBUserIdFRRENFKREAENFEVERES , WASHEE SR B,

a. HEJIWT MELFRFNERT , Userld AlReE M BRI FIUEER EIR A ARASHEE , i
TFEUF A R Y

b. BEEBURRENERARREMEFIEBFEEN.
7. EEBREXKERMARITWY TEML REERAENLIR,
8. BRMMRFEHEEXERS,
a. EENEXZERMARIERLHSH AWS loT Device Management SEEE | L
ACK R ¥Rt E .
b. REESEEFSKEEBXOEFEARR,
9. KERMEX® K ERAKRFNSHENZEESL.
10. BNERARFEZEESHEETEESR,

1. BERSHERARBEENEESHERATEES DEVICE_COMMAND_RESPONSE =14+
BREFR,
12. EEERSMIE/EA "DEVICE_COMMAND_RESPONSE" #J SendConnectorEvent API,
CEENBERPERE AWS loT Device Management W Z E® StraceIdATRHE/ .
13. REEBCRBAEFAREERERENEEREEE,
14. EFBHRKREAEREETRECHR.

(® Note

BHERARSFEAEERCEEBAMEETSERNEEALSNEE, ESEFEATSH
+8[E referenceld EITAEERER.

KEMTHITH C2C EERER
THEERR C2C EEBNER , UEERINERED THIT.

« C2C i###8% Lambda A LAERER B AWS loT Device Management Z & Z & AWS . SendCommand#y
BEBRAR.

« BH C2C EERMLAERBEEEEFRAMRFNGT , EHRFZEEN traceld s
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FMBABER

- WAILAER AWS IRF ARG C2C E#EEM AWS A EHR , EiB Sigv4 AL AWS loT Device

Management R API Y SEES,

1. ZERCERaTEEZEESR (F2HALENBRPHNIER 4)

/Send-Command

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
},
"payload": {
"operationName": "AWS.SendCommand",
"operationVersion": "1.0",
"connectorId": "Your-Connector-Id",
"connectorDeviceId": "Your_ Device_Id",
"traceId": "traceId-3241u78123419",
"endpoints": [{
"id": "1",
"clusters": [{
"id": "0x0202",
"commands": [{
"oxffol":
{
"Qx0000": "3”
}
1]
1]
1]
}
}

2. C2CEEZRACK®T (F2ELNBERTNIR 7, HPEERSHE ACK EIEE AWS loT

Device Management Service NS EEES ),

"header": {
"responseCode":200

iy
"payload":{
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"responseMessage": "Successfully received send-command request for
connector 'Your-Connector-Id' and connector-device-id 'Your_Device_Id'"

}

3. EEEREIX Device Command Response B4 ( BE2BELEHTNSE 1)

AWS-API: /SendConnectorEvent
URI: POST /connector-event/{Your-Connector-Id}

"UserId": "End-User-Id",
"Operation": "DEVICE_COMMAND_RESPONSE",
"OperationVersion": "1.0",
"StatusCode": 200,
"Message": “Example message”,
"ConnectorDeviceId": "Your_Device_Id",
"TracelId": "traceld-3241u78123419",
"MatterEndpoint": {
"id". "1",
"clusters": [{
"id": "0x0202",
"attributes": [

{
"0x0000" : “3”

]I

"commands": [
"oxffol1":

{
"0x0000" : "3”

]

(® Note

1£3EiB SendConnectorEvent API W E¥f FERY DEVICE_COMMAND_RESPONSE E# 2
B, HRATTHTMERNEERESEERG R AWS IoT Device Management #9352
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EEEH, ERTEZEECHIITATR INEMhzn , BERENERRAADERS
KRR , REREERTEEH,

iR AWS.SendCommand ERFEENEE NiKE,

ZERCKRERRERZNEOBRNVEKEINE , RYUMRETESIRBES TS, SEAKEDEFBEBER
ERERN AWS BEETER ; At , FEBANGTHEITEBEEREPTH commands’ 1,

IR EEERR S AR T EI "endpoints’ #fz. HETHENEREGT  URBHBZEAERNGTIESR

B, —RME , EXRTHRBEENEEERAMHEEB API Ko

TSR, ENEESEESYEEEERER AWS EEESM attributes’ 2E8E, KK, EL
SFSFEBFEH APl %8 API DEVICE_COMMAND RESPONSE =4 |, ElI#R% AWS loT Device
Management I Z E#&SendConnectorEvent,

EEE T HEHFAWS . SendCommand&EHFZEH “endpoints’ B :

"endpoints": [{
"id": "1",
"clusters": [{
"id": "0x0202",
"commands": [{
"Qxffo1":

{
"0)(0000" : II3II

}
]
1]
]

LR | EEERTAHIE T SEE
1. REWRMMBEENR
a. BiHBiIdERESR "1"

® Note

MRKREERZERE K BE-—BS (SIMFERUEERE ) TEGZEE (BIFERY
BARAE X , AR BAR/EARASEEY ) , RISGEALL ID o it = EH#N IR
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b. HEEIJFRES "0x0202" ( ABEEFIEE ).

a. BoTHERBI/FRES "0xff01" ( EFMEGTH E&E AWS),
b. ERABRPREENEEFRTSHELEZBIRF.
3. EH B

a. ASBHRBIFERES "0x0000" (FanMode #J Fan Control Cluster BB ) -
b. KEBMEREA"S (RABERE ).

SEECCEEME "B P EE | SEEAWIIFRTEERERN AWS BERIEE

2 : ReadState #l UpdateState if . EEMBUREETEHEENEERBM K SEES2HE

IEAWS . SendCommandiE RIGERYERESS , HP B S EE UpdateState (id : 0xff01) =X ReadState (id :
0xff02) MBI AF 5 IDs , UARMEEFHRNBERNBHEHESH ., HREMatter Data Model HI ¥ FE
AWS BEFREATE (ATEH ) UM ( AEEKR ) WEMY ST MEERWASLS

AL
T o

£ SendConnectorEvent API Eix & B =4

KEMBHEHEE

&M SendConnectorEvent APl AR IERE L EIFE AWS . SendCommand#l
AWS.DiscoverDevicesi®fE , BEEHARBASEESINEEMBNEN. ZEMBNE
HOUERALBEEREFEAERGTTHNERATEENEAEY., ELEESEHTRIFEET
RREEMRESE, BERE, SHEESE, BILUEA SendConnectorEvent API BEIRE
DEVICE_EVENT , ¥ ELEHEREZEES,

THEAZEERTHNESEBEIHMAES , E—IRAPELEMHHN THERE

KESHIERRE

1. ZLHEEHSEIEE  ESEEEEAZTERARSEN B4,

2. FHMERAKRSEREEH K WAEHEEIEE C2C EE:S,

3. EEEREILEHEEA AWS loT Device Management DEVICE_EVENT N HENZERS,
4

BE C2C EEEEFAIg/ERA "DEVICE_EVENT" 8 SendConnectorEvent API |, #§Iit 8 &
EHEEETEERS,
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5, RERSTHEMIMEBEESF  INKLEHEEEEF.
6. BEFERILEHN K WEBEAERRNFSEEREERE.

FE SendConnectorEvent APl RERIFFIAEF , 52 B (AWS loT Device Management API &
1§™) SendConnectorEventd i) SEEE,

RERMBHVEHFFX
UTREERMBEHFN—LEER,

- IBHY C2C BB RERAENEERAMBIZVIEFAS EESH

- BH C2C EEB[EREX AL AWS tkF AR C2C E#HEEMN AWS BF , & Sigv4 ¥
W AWS loT Device Management fR#& APl IS EES,

T 5 #5451 ;R &53%3® SendConnectorEvent AP| 83 % B 3R E 41 E 1288 -

AWS-API: /SendConnectorEvent
URI: POST /connector-event/{Your-Connector-Id}

{
"UserId": "Your-End-User-ID",
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"Message": None,
"ConnectorDeviceId": "Your_ Device_Id",
"MatterEndpoint": {
"id".: "1",
"clusters": [{
"id": "0x0202",
"attributes": [
{
"Qx0000": "3"
}
]
1]
1]
}

RTIEHF , BABFIATAR
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- ERKE IDER 1 NEEiRE
- WEABREMNEEIIAE , HE 5 ID A 0x0202 , B2 Fan Control EH#£EEH,

- CEEN BHEES 0x000 1 ID , REEANESFEXFEHEE,. CEEHMA E 3, & High EHE
o

« B connectorld RERREERIFERMNSE , it Connectors #4ZEfEH
GetCloudConnector &I fik €FiE1ambdaARN, f#/ Lambda.get_function_url_config API
ARN &3 Lambda ECH# ., JEW & £ lambda #CloudConnectorIdBIREER A, MARB L —
BRBRERE,

E{/E AWS.DeactivateUser 4E

EREERBE
ETFMERE AWS FEFIRF  SIBREAEREIEERBKFPIRF AWS BEFRRNERR , FE

FREMNEREFIER,. T ECARMIZERSY  HFEMEMA C2C EEFJ[RMELE L THER
o

TERARRBEICEER R EREIRS

EREEFERTHERE

1. FHESE AWS EFIRFEE C2C EESHEHN E= A RERARI ZAMBBUEEZRER.
2. ZEF&i® AWS loT Device Management #Y3 & 8 & ERE M Kk /A & R BB B
3. ZEELSGMFEAAWS.DeactivateUseriRERH , BBREEEBNBERMEBERAER.

Juser N FEVER TS ERERM ZEA,

4. BH C2C E#ZR[EIHER , WAL RER RIS RAMEES R ERHNEAFEIE,
Flan BT B, REAREZFERABEIRFNEHATEBEEZESEE
&AWS.DeactivateUser,

5. BHRERRFISHEFTIE  LiSEEER C2C E#ES,

6. I&EY C2C EIZEF 2% AWS loT Device Management B4 ACK , REAFEAENFZEUER
EHRE,

7. REERSERKREREREHEA ARENERARFEEBNATEER,
8. RERBAERACKBEGEF , i5HRENRIFAEN A B A= E 2 MER.
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9. EFgBEARKREREHIRFCSRENFEEIUEER,

AWS.DeactivateUser &R

« C2C i##%88 Lambda HEERZTERSEBEWERAL , LUEEAWS .DeactivateUserig
« C2C E#EEAAMBEIRMMN OAuth2.0 B | J«X&E*Eﬁﬂﬁ%%ﬁqﬁﬁﬁ%E’Jﬁ@i%ﬁ%iﬂgﬁo

AT R ERESSAE N EIR EHIAWS . DeactivateUserigR :

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
I
"payload":{
"operationName": "AWS.DeactivateUser"
"operationVersion": "1.0"
"connectorId": "Your-connector-Id"
}
}

A C2C E#zas

AWS Lambda AFFAERASERNBERRMEH T LALA Lambda. HR AWS loT Device
Management BB AR AWS RIS , ALK BAFSERAZEBERBKRAM C2C Eizss

Lambda,

BELEAETIREFTNERBEKEREST C2C #1288 Lambda, S8 Lambda EE L AR
NZEERS, LLEEEE Condition®$® |, AIiHBIE M AT AMRESlconnectorIdBERTEHAFE A
&,

JSON

{
"Version":"2012-10-17",
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"Id": "default",
"Statement": [
{
"Sid": "Your-Desired-Policy-ID",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotmanagedintegrations.amazonaws.com"
}I
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:ca-central-1:444455556666:function:connectox-
lambda-name",
"Condition": {
"StringEquals": {
"aws:SourceArn": "arn:aws:iotmanagedintegrations:ca-
central-1:444455556666:account-association/account-association-id"

}

L

SEFAFEELEN IAM AR

FIEZEES APIs B8FE AWS sigv4 B0 BRETREMUA, Sigv4 EEZBEAHE , UERAEN
AWS IRFE EAEBRIRERE AWS API 55Kk, BRARWUASZSERS APIsH IAM B4 EET T
A, FEERIHIY A APIs :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
"Action": [
"iotmanagedintegrations:Your-Required-Actions"
1)
"Resource": [
"Your-Resource"
]
1]

EE AN EE AN IAM B8 %4
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M

MFEAEFEELFANEMET  FhiE &,
Hitt &R

&Rt C2C EiR , BFETHIER .

- BELERMZEZSHN Lambda ARN,

FHAIE C2C EiEE
& Eend-to-endFERIEL C2C E#:8 , BAEBBREFNRKFERE.,

BREETIER

- EELERAE ZEESZMN AWS Lambda ARN,
. REBEAAIE OAuth 2.0 FHERE,

« @ AWS loT Device Management BB &MV EEZSE. MEFMEER , F2EEA C2C Cloud-

to-Cloud) iE#85,

{# F C2C Cloud-to-Cloud) jE #2588

C2C ERFAEEFRNOEASNEE  YRARERSHEF=TRHEER 2BNERA. ©HIRN
ETRNWERERE, FEMBABEETHR 25, MENMANERF=FLE,

THRFIHER C2C EERN LR,

£/ C2C BRI TR .

1. CreateCloudConnector
REEERUBAZERESNE=FHERESR 2 ENE@MER,
REEZERR , FRHETIIFEES
- B BEEESRNERMEERE,

« IR RALEEER B NN EERE.

« AWS Lambda ARN : IEEAS B EEEMHEZ AWS Lambda EXEHY Amazon Resource Name
(ARN),

FEEIE C2C E#R
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BEMIPE AWS Lambda BKE , UEE=F M APIsSBIAREERES. EE K ESEES
I CreateCloudConnector API , iRt AR MEY AWS Lambda BAE{ ARN, FE{R AWS
Lambda BB ELESERS DR ILEZEBFRMWMER AWS IREF., iR ER— BN — 1 ERE
25 ID REBRIES,

CreateCloudConnector API 553K F [ FE &5 45

Request:

{
"Name": "CreateCloudConnector",
"Description": "Testing for C2C",

"EndpointType": "LAMBDA",
"EndpointConfig": {

"lambda": {
"arn": "arn:aws:lambda:us-east-1:xxxxxx:function:TestingConnector"
}
3,
"ClientToken": "abc"
}
Response:
{
"Id": "string"
}
BIURRE
@ Note

HFEEMFEH GetCloudConnector, UpdateCloudConnector, DeleteCloudConnector
ListCloudConnectors APls,

2. CreateConnectorDestination

f#f C2C Cloud-to-Cloud) i##225 96


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html

HWZEES AWS loT Device Management

FMBABER

REEBMNBUARHERFEE = THEEREURLERMENRENS s RIZAER. £AE
MitnZERSEME=FFORIFB/E , HIW0 OAuth 2.0 REFMEN , S ERM URL., B

BERS , URBEAEREHFPWAE AWS Secrets Manager.
SRR
17 ConnectorDestination Z B , &4AE -

« PEOY CreateCloudConnector APl 2RE 3 E1#E85, HEELOR ID AR
CreateConnectorDestination API FERL,

- FEEUERESR tokenUrl 3P EAM . ( BA LU authCode X124 accessToken)

- BEEGERRSS 3P F AW authUrl, ( ZREAEAUERAEERAERBIEZRETIORE ) .

- EIRFHNZEEEDRFER clientIdM clientSecret (3P FA ),

CreateConnectorDestination API 553k 1[5 FE£5 451 -

Request:

{
"Name": "CreateConnectorDestination",
"Description": "CreateConnectorDestination",

"AuthType": "OAUTH",
"AuthConfig": {
"oAuth": {
"authUrl": "https://xxxx.com/oauth2/authorize",
"tokenUrl": "https://xxxx/oauth2/token",
"scope": "testScope",
"tokenEndpointAuthenticationScheme": "HTTP_BASIC",
"oAuthCompleteRedirectUrl": "about:blank",
"proactiveRefreshTokenRenewal": {
"enabled": false,
"DaysBeforeRenewal": 30

}
}
b
"CloudConnectorId": "<connectorId>", // The connectorID instance from response
of Step 1.
"SecretsManager": {
"arn": "arn:aws:secretsmanager:*****:gsecret:¥FxFrErN,
"versionId": "x**xkxkkn
f§ /A C2C Cloud-to-Cloud) iE#228 97



https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
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}I

"ClientToken": "*x="

}

Response:

{
"Id":"string"

}

IIHI

Eﬁﬁﬁﬁi.Lum*i:

(@ Note

HREEFEH GetCloudConnector, UpdateCloudConnector, DeleteCloudConnector
ListCloudConnectors APIs,

3. CreateAccountAssociation

BABRREREAENE=FERIRFIEEZSEENt CBNER. BXBBMIEKKERAEES
ERERG2E , DUEBH—MEE ID TRHEE, LESTRA=EARERE . FRREE.
BEiE TS MBREHS,

ORI
£ AccountAssociation Z 8 , EAESTERK T HIRE :

« WEOY CreateConnectorDestination APl 3RZ Y B #th, REBEEK ID AR
CreateAccountAssociation API FEIY,

« B4 CreateAccountAssociation APl,

CreateAccountAssociation API 553k F[E] FEE5 I

Request:

{
"Name": "CreateAccountAssociation",
"Description": "CreateAccountAssociation",

f#f C2C Cloud-to-Cloud) i##225 98


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
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"ConnectorDestinationId": "<destinationId>", //The destinationID from
destination creation.
"ClientToken'": "***"
}
Response:
{
"Id":"string"
}
@ Note

RAEEMFH GetCloudConnector, UpdateCloudConnector, DeleteCloudConnector Fl
ListCloudConnectors APIs,

AccountAssociation EF # GetAccountAssociation # ListAccountAssociations APls Z I AR
BE, BL APIsEFETREIRIAYAREE, StartAccountAssociationRefresh APl A EH SR IBER B
HARFE #T & E AccountAssociation HR&E,

4. RERR

EEZENHBSELIEEFENFRENR , SINEFENERER, ERERRALEN
Thee , EHEERE D, HE, FARSEIHMBERENEE, FERRIPEHEAL R P EERY
managedThing , &A% B MK FEET 525,

a. MR StartDeviceDiscovery APl AR B & BIRRIEF -

StartDeviceDiscovery API 5& R # 5] FE &5 :

Request:

{
"DiscoveryType": "CLOUD",
"AccountAssociationId": "**x&x!,
"ClientToken": "abc"

Response:

{
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListAccountAssociations.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartAccountAssociationRefresh.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartDeviceDiscovery.html
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"Id": "string",
"StartedAt": number
}
b. A GetDeviceDiscovery APl R EIRZREFHIIREE,
c. WA ListDiscoveredDevices APl 3RFI HIRZRFINEE,
#3145 ListDiscoveredDevices AP| 55k F[2 FE :
Request:
//Empty body
Response:
{
"Items": [
{
"Brand": "string",
"ConnectorDeviceId": "string",
"ConnectorDeviceName": "string",
"DeviceTypes": [ "string" ],
"DiscoveredAt": number,
"ManagedThingId": "string",
"Model": "string",
"Modification": "string"
}
1,
"NextToken": "string"
}
d. WA CreateManagedThing APl , RIEREEFREEZEAZIEERSNEE,
CreateManagedThing API & R 1 [E] FE£5 45
Request:
{
"Role": "DEVICE",
"AuthenticationMaterial": "CLOUD:XXXX:<connectorDevicelIdl>",
"AuthenticationMaterialType": "DISCOVERED_DEVICE",
"Name": "sample-device-name"
"ClientToken": "xxx"
f#f C2C Cloud-to-Cloud) i##225 100


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDeviceDiscovery.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListDiscoveredDevices.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
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}

Response:

{
"Arn": "string", // This is the ARN of the managedThing
"CreatedAt": number,
"Id": "string"

}

e. WA GetManagedThing API R#x{RIEM@FEIA managedThing, ARREA
UNASSOCIATED,

f. WA RegisterAccountAssociation API #&ltmanagedThing 8245 E 2 37 B3
BfaccountAssociation. TERKIIHY RegisterAccountAssociation API #& R | ARAE
@managedThing®E & ASSOCIATED k&,

RegisterAccountAssociation AP| 553k 1 [E FE &5l

Request:

{
"AccountAssociationId": "string",
"DeviceDiscoveryId": "string",
"ManagedThingId": "string"

}

Response:

{
"AccountAssociationId": "string",
"DeviceDiscoveryId": "string",
"ManagedThingId": "string"

}

5. BaTEEEIIPEKE

EBREFMANERE | BFH SendManagedThingCommand API , # 8t 5¢ 572 3 A9 B3 1D
DHEEXZENREAERNES B, ERREARBRFEREFNFEARBRAERRBEE=H
Eiw , WA BRIERIERT API FEIL,

SendManagedThingCommand AP| &R # [ FEEE 51

f§ /A C2C Cloud-to-Cloud) iE#228 101


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThingCommand.html
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Request:
{
"AccountAssociationId": "string",
"ConnectorAssociationId": "string",
"Endpoints": [
{
"capabilities": [
{
"actions": [
{
"actionTraceId": "string",
"name": "string",
"parameters": JSON value,
"ref": "string"
}
1,
"id": "string",
"name": "string",
"version": "string"
}
1,
"endpointId": "string"
}
]
}
Response:
{

"TraceId": "string"

[

B TEEE 3P KERRE :

6. EBESFREHEEEXERS

SendConnectorEvent AP| HIEEEZ BRI ZERSNNESHEE | UIREERZEN T 55
BERR

- DEVICE_COMMAND_RESPONSE : E#3A TREGSMEENIEEL EFE,
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
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- DEVICE_DISCOVERY : ATEEXERRERF , EENEBRENEEFELHEIEIER
& , A SendConnectorEvent AP,

- DEVICE_EVENT : Bl BINEESH,
- DEVICE_COMMAND_REQUEST : ¢ REMBN W THR. Hl , WebRTC THRE.

EEER A LAEA SendConnectorEvent APl 3 ELE Fuser IdZBEIXE EEH,

- BIREA NEEEHuserId:

SendConnectorEvent AP| 55 3R # 5 FE &G 51

Request:
{
"UseIId": ||*****||’
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"ConnectorId": "****!",
"ConnectorDeviceId": "***",
"TraceId": "*#**",
"MatterEndpoint": {
"id": ||**||’
"clusters": [{
}
}]
}
}
Response:
{
"ConnectorId": "string"
}

- HRIRE WEESHFuserId:

SendConnectorEvent API 553k F1 [ FE &5 51 :

Request:
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
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{
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"ConnectorId": "**x#%*",
"ConnectorDeviceId": "#**#**",
"TraceId": "*x#**",
"MatterEndpoint": {
"id": n**n’
"clusters": [{
1]
}
}
Response:
{
"ConnectorId": "string"
}

EEBREE managedThingBRIR FEAE < BRER |, FREABUEEM#EE

DeregisterAccountAssociation API 5& R 1 [E FE &I :

Request:

{
"ACCOUHtASSOCiationId": n****n’
uManagedThingId": k% % %10

}

Response:

HTTP/1.1 200 // Empty body

BEEHRE

7. BEEBREEFRS 'BIH., K BHOZERSEFULUEER

f§ /A C2C Cloud-to-Cloud) iE#228
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BIFFER , BERELEN , RAEVERES AWS NIRFF R R, SR URERHAMIERS
FFE LA BERRR

HRRHMERELRENERS K FEMEERFFAETED L AWS EETRE NREESF
ID AT REIE |, #EERR ID X E AWS LU, &ER | EERTHER PHAMEZERSHE
RZEMER AWS B, W, ERIUEIRE SUE AR RIEE AWS Lambda BB ERYFEREUR |, R
FIEEE AWS IRF IDs BIFEL. A TREENEER[THAMEFER , FEE Lambda ¥
e E Al AWS tRF 2o RE#EERR IAM FEGT .

HREMZERSEFEREESR N , FREETEERSFLRAMFEGET T AWS BRI B HRRA
BBV BUR

f§ /A C2C Cloud-to-Cloud) iE#228 105
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TEBESHIE SDK

ERAREPNERE , THROAER SEESPE SDK RMAFZRE loT PEEE. NEZEESKIR
£IE SDK WEFHEN , 2R ZTEES KinEKE SDK,

Hub SDK %2

KEMA

HEEFRKRERAZERSZH , FFLRE Hub SDK THMAXEEREMA, AEREREMAFRENE
REEY , SEROMERVNEABERENAHEA DA —EERF , LEERESSRE. BAM
ERERE,

AREEMAR P SDK st

SDK T

- BES

- BABESENHESRAHEN
- BABEREN PN EHKE

B RR

BOMEIBRR N loT FEMEBFREMANF R4, CEHFAZERSEEA B EREMERINE
BAZENMEEA , BMRZEIUENRENA, EEMARER K RUHERTRES T RIRE
EEMQTT AR  URZEBELHHERRERK !

MQTT E#E

BUHE MQTT REBENAER , LLUETEREERMAETR
AETIHNEEER

RFREEEANMEMBREERR.
BABESNMIENSRE

EREES s RENEREBRSENX  EREAREENANBRABEREMERAREX.

Hub SDK %4 106
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Hub SDK APls

BB EIFEN COMB ABMEXNBRREENRBELREBEEEZEES,

BABERSENMER[ABER

BABERENMEEINHEAREETRABABECEENANERNE. SENBEXNSHEZROM
BERENGTERS oT RENBAMERERE. ELENHBEXNEINT

- BABERENPTERERL

- REBBOMERFROVEREBRSENERE

- BBHITERE API FIBREE

BABESERN P ERE

BABERENFNRBUIHAREBABEESIERS CHANEFE, itEELEEA  #HE
SAHEARUGTEREEEEBABEHRR  FRFBEREBRENDE  WEBRKKALELD
FE.

HEEMARE

RIFEA Hub SDK MNAEEREAWIREIER, AFERTHENABRERNATES , WHRZEN
AR %

MARRE

- FERIE (SS)

- TEMELE (ZTS)

- {FHESIERE (UGS)

FEERRTE (SS)

REEAERR T RENER , WEARKEREHERAEAFHEE QRB, AR K KESEMIEZ
ERESER , WEEED loT P&,

HBMARE 107
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FHEMEEE (ZT8)

FEMERE (ZTS) ZBELRABEREFTN LFRE  BLREMA. 0, TRESRSHE
ERLEFERFIRE , MARBHEE QR BHRKREAE. Sl , WERAEBTHOTK,

ERREAERBRESFRRERE , cEEDESERSERTEM , WEET loT 1 , MAFE
EAEANREE

FEAESIEERE (UGS)

REEAEERMEENER , YEREHXIREHMAZERS, ERZEET loT PIELAVE
i, ERAREREFRAREN , SIRRRTHEMEKE LAVERER, MRESRERY , EUNERLS
o

TERAERERERM. SR THRG., SUUEAERENEEABERBENEEERE , 14
EXEREBABENER TELSKERERER.
KE

BREERG  ZRURANBSREERE , B EmERMLE, KIESHERESTFREE
BB ERAR D, RRIMEEE,

RERESERANSEREBM, SR UFR

- RENRE : BRINEEBEE

- BRRE | REEREDNE

- BERE  RRE , fINENEENFAREE (RSSI)
RESEEA

EREBMDERRERTR  BRES  ANBIREREIFIHRERE.
B R

KEAERARBERER , LSEMEE loT PRELWHEMREBH, KERESEERRERHE

Bk S

REESF 108
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EHRESERER, REREHEARANFIRERENRERE,

BREZEBZERSIEHREFMEN Hub SDK THMEF. ANEEFRHA Edge Agent, BRERHEERF
#2% (CDMB) MBABERENABREANMAT—EEF , UEEBERESD T, EERERE , UREE
TEBEF i ER EE.

KEZEHIRE

TEFRAZKAERENMBER Zigbee BEERE , LAR&iend-to-end& ERFIRE,

AREEZRF R P& SDK JTiF

Hub SDK RBEA TSIl , BEW loT BERPREENRARERHHT. SEATHESERDHE
FREEDF. ERXERENEERESEHEREAG, THSHFMARACLETHNMAEEN
EPE p—EEAE

Hub SDK @& T %t , WiEHE loT FiE LAYZEE N A FI=H,
FEH
Edge REER

% loT PIREZERS ZHNFIE.
BAERMER B (CDMB)

#AWS ERRANABAIH EERER 2 HHETERE , 520 Z-Wave Ml Zigbee. ©EERD
CDMB FM&EH 1 E 5 ER CDMB SRR,

RS
BEZERZENMA. CBEEARBABEBREMAETHENZ M MESNERA G ESENMHESS
AEER,

RETH

Hub f0A

ERAAFRBENERMETE , U2 ETERET.

RERFIRE 109
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MQTT {3

REEZEESTIRMN MQTT EiR,
Logger

RENBFEZERS Hub SDK

BETIHES L EENEE LZEZEES Hub SDK , AWS loT Greengrass A TEEI{L I E
RFHETHRE, FORPEMELZNRENRES R,

B L E

- £ Z% Hub BIREMH AWS loT Greengrass

- FAESIHEIE Hub SDK
« £ systemd #=& Hub SDK

R %22 Hub BIZEH AWS loT Greengrass

£/ AWS loT Greengrass (Java k7 ) EPEBRENZEES Hub SDK TH.

(® Note

BB ERRE X T ## AWS loT Greengrass, MEFFMHE , FZBAWS loT Greengrass B
BABBEXHFHHAR AWS loT Greengrass.

AWS loT Greengrass A EXAEFE RN T 5B &HFFA -

» /dev/aipc
« /data/aws/iotmi/config
« /data/ace/kvstorage

ES- |

- EXHMFB M

- BEiRElE
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PR

- 8% CDMB #®4

7 LPW-Provisioner &4E

i

i

FEAERE T

EZMEE EF A CreateDeployment AWS loT Greengrass APl 3RZFE Hub SDK T#. MRA
RETRFEN , TEgRBREEREANREIMEMTRE. &#H A TS#EXversion :

com.amazon.loTManagedIntegrationsDevice. AceCommon=0.2 .0,

/greengrass/v2/bin/greengrass-cli deployment create \

--recipeDir recipes \

--artifactDir artifacts \
"com.amazon.IoTManagedIntegrationsDevice.AceCommon=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.HubOnboarding=version" \
"com.amazon.IoTManagedIntegrationsDevice.AceZigbee=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.LPW-Provisioner=version" \
"com.amazon.IoTManagedIntegrationsDevice.Agent=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.MQTTProxy=version" \
"com.amazon.IoTManagedIntegrationsDevice.CDMB=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.AceZwave=version"

S

= IR AR

ﬂl‘ﬂ

7B

HKFBAWS loT Greengrass FiE A EERHPRIEREITTIIZER -

1. B m_EEZE Amazon S3,
2. EFE A LA EE Amazon S3 K RALE,
3. AN THETHEERNERITE,

REPEME

RESVAEERUEERIIMAE. B /data/aws/iotmi/config/iotmi_config.json R
WHEFRARRERRE A PROVISIONED,

ERs% CDMB #&4E

BEBFEREEE COMB MEBARMNBILKIN, #4##LERREEE AWS loT Greengrass &2 H
EmMBRTE,

fiEF %4 SDK AWS loT Greengrass 111
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tail -f -n 100 /greengrass/v2/logs/com.amazon.IoTManagedIntegrationsDevice.CDMB.log

g4

[2024-09-06 ©2:31:54.413758906][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control
[2024-09-06 ©2:31:54.513956059][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

B 3% LPW-Provisioner 12#1E

REAFEREEE LPW-Provisioner BREIFA SR #ItR{L, #aa#LBERREEE AWS loT
Greengrass KEN NV EM B E.

tail -f -n 100 /greengrass/v2/logs/com.amazon.IoTManagedIntegrationsDevice.LPW-
Provisioner.log

g4

[2024-09-06 02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

FEAESESE Hub SDK

ERARZRETRFDHEIERS Hub SDK th , ARBEHE, FHRPESHITIRNRRERE
FFo

£

#1T Hub SDK 556

B B
REREEXRMHE

BR & LPW-Provisioner I21E

ERIENIRE
EHIT SDK REEDW2H , FEXRATSR :

fEAESIHEE Hub SDK 112
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FMBABER

1. £ EXtEXmiddlewareREI B A WartifactsER K,
2. BIENFREPFNAEERERT middleware ERK,
3. £ & SDK 2 B EI1T ¥Rt i,

/A Important
BRHYBEFRBE , EENHRILERT,

#Get the current user
_user=$(whoami)

#Get the current group
_grp=$(id -gn)

#Display the user and group
echo "Current User: $_user"
echo "Current Group: $_grp"

sudo mkdir -p /dev/aipc/

sudo chown -R $_user:$_grp /dev/aipc

sudo mkdir -p /data/ace/kvstorage

sudo chown -R $_user:$_grp /data/ace/kvstorage

#1T Hub SDK 415

EEEFRMmESZIHTstart_iotmi_sdk.shiETiE. HIETSHEEUERNIEFRRE HHE SDK T

fro METHEEH) B FE AR RE :

(@ Note

WA LAE artifacts/logs BERXRFRIFMEHTHTHHE

hub@hub-293ea release_Oct_17% ./start_iotmi_sdk.sh
------- Stopping SDK running processes---
DeviceAgent: no process found

ERESTHEIZE Hub SDK
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FMBABER

All middleware libraries exist
------- Verifying Middleware pre reqs---
AIPC and KVstroage directories exist

/data/release_0Oct_17/middleware/AceZwave/bin /data/release_Oct_17

/data/release_Oct_17

hub 6199 1.7 0.7 1004952 15568 pts/2
C /data/aws/iotmi/config/iotmi_config. json
Process 'iotmi_mqtt_proxy' is running.

hub 6225 0.0 0.1 301576 2056 pts/2
AceCommon/bin/ace_eventmgr

Process 'ace_eventmgr' is running.

hub 6234 104 0.2 238560 5036 pts/2
AceZigbee/bin/ace_zigbee_service

Process 'ace_zigbee_service' is running.

hub 6242 0.4 0.7 1569372 14236 pts/2
Process 'zwave_svc' is running.
hub 6275 0.0 0.2 1212744 5380 pts/2
Process 'DeviceCdmb' is running.
hub 6308 0.6 0.9 1076108 18204 pts/2

IoTManagedIntegrationsDeviceAgent

Process 'DeviceAgent' is running.

hub 6343 0.7 0.7 1388132 13812 pts/2
iotmi_lpw_provisioner

Process 'iotmi_lpw_provisioner' is running.
------ Successfully Started SDK----

B AR 2

W& P iot_provisioning_state #fi/data/aws/iotmi/config/

iotmi_config.json@&E&EA PROVISIONED,

S1+

S1+

S1+

S1+

S1+

S1+

S1+

21:

21:

21:

21:

21:

21:

21:

41

41

41

41

41

41

42

100

100

138

100

100

100

100 .

./middleware/

./middleware/

./zZwave_svc

./DeviceCdmb

-/

./iotmi_mqtt_proxy -

ERESTHEIZE Hub SDK
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REAEENRE
BRERFERRERAETRAERBARINBILRI.

tail -f -n 100 logs/agent_logs.txt

g4

[2024-09-06 ©02:31:54.413758906][Device_Agent][info] Successfully subscribed to topic:
south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control

[2024-09-06 ©2:31:54.513956059] [Device_Agent][info] Successfully subscribed to topic:
south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

(® Note
BMEZW artifactsB#EPREFEiotmi.dbERE,

& 3% LPW-Provisioner 21E

BEAGERESRBELPW-Provisioner BRENFA S M B Th o

g

tail -f -n 100 logs/provisioner_logs.txt

THMCISRER 7 6.

[2024-09-06 02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

£ H systemd Z§& Hub SDK

/A Important
S5 1B 1E release.tgz #E X readme .mdhubSystemdSetup B &7 # LIER BRI EHF

AERAAE Linux 2R E EHEBNRERBESTBNER.

fiEF systemd %2 Hub SDK
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B
BERFAZMETEESR

« copy_to_hub.sh: EEHEK EHT K BLENERERIFE
« setup_hub.sh : EFE E# 1T UARRERBENM BRI

A4, Esystemd/deploy_iotshd_services_on_hub.shEEBREFSIEFIMNEFHFIEE ,
W BE#MEEsetup_hub.sh,

FeRIFAF
X ThER 2 7 B 5 L B SO IR R o

- FIERM systemd ARFE

- FHEEER SSH FE

- FHESEE E/Y Sudo R

o scp FMMEE FZEM L AER
« sed THMIBKF ERERH L2HER
o THMEE EREMN unzip AAER

hubSystemdSetup/

### README.md

### copy_to_hub.sh

### setup_hub.sh

### iotshd_config.json # Sample configuration file

### local_certs/ # Directory for DHA certificates

### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

7 SDK Ix A tgz lER+ , ZBERERA !

IoT-managed-integrations-Hub-SDK-aarch64-v1.0.0.tgz

fiEF systemd %2 Hub SDK
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FMBABER

###package/
###greengrass/
#t##tartifacts/
###recipes/
###hubSystemdSetup/
### REAME.md
### copy_to_hub.sh
### setup_hub.sh
### iotshd_config.json # Sample configuration file
### local_certs/ # Directory for DHA certificates
### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

I8 E
B SDK Ef

tar -xzf managed-integrations-Hub-SDK-vVersion-linux-aarch64-timestamp.tgz

EE R B SR EREHS

# Create package.zip containing required artifacts
zip -r package.zip package/greengrass/artifacts

# Move package.zip to the hubSystemdSetup directory
mv package.zip ../hubSystemdSetup/

MIEEEEEER
ARRIENWESREYREERESR , WREERIPHE.

1. FHEEEERESR , UEUMENEREHEREER, SOK ESUERARE KB
2. ERERER, BEUNERERERIIPAE.,

HERERI AR
REMMBUITHERED

chmod +x copy_to_hub.sh
./copy_to_hub.sh hub_ip_address package_file

fiEF systemd %2 Hub SDK

117



HWZEES AWS loT Device Management

FMBABER

Example &l

./copy_to_hub.sh 192.168.50.223 ~/Downloads/EAR3-package.zip

EgHEHR

- EXER (EFwEARPELM package.zip)
- fHEERER

- BFE

- RICIRIEER

RETIE
BHRERRE , SSHEEA AT BRI FHTREETH :
ssh hubehub_ip

chmod +x setup_hub.sh
sudo ./setup_hub.sh

EAEMBEER

RIETERR , RFIEA SDK T ERERBMFEPE. FSBREAN :

- ERBIEAEEAE

sudo ./setup_hub.sh --user=USERNAME --group=GROUPNAME

c EITREESHBZAFBELEM

sudo groupadd -f GROUPNAME
sudo useradd -r -g GROUPNAME USERNAME

. £ FETa S setup_hub.sh,

EE RIS
EESFRBE BE , SRPEBRTTIIESE

sudo /usr/local/bin/deploy_iotshd_services_on_hub.sh

fiEF systemd %2 Hub SDK
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REECTHBEUXENBE S, REEENH , URBBHE kK. WREFTEEMA SSH/SCP , &
MBcopy_to_hub.sh#t S EHB L EBH . EXEBEZH , FREMERIERNEREH S EMRER
Eo

HENPEMASZSEES

EBREMBENEZEE., BRENEEHEER  RELNTPRERENEZERSEH. FAHRATE
MAFRBERHOABEER. FRRINEBERNVE, MUBYNEREEHEBER , URTK
PEMEREFNTER,

Hub iIA FR#%

PREMAFREEAELER O THREREEMENERE

Hub 0 JT#F

BEBHRPERE, HRASENSGTRIFER  EEPENARERF,
KEHEBESR

i

REASERBECERETREREL , 24

- REMBERE (MEREME )

- BEVNSRNVE

- BoRFEEN BHit SDKEF |, 0 MQTT RE |, F2E BRI E P RARENERRE
BREEEXARE

RUEARBRANBEALEBRENEBN O RAEXMTEH. EUUBFELERERER :
- ERLLEE (HSM)
- EENFEER (TPM)
- BITR2RTFMRAR
MQTT R TH

£/ B Edevice-to-cloudtyiBFA
- HENAFRERENSR

- HERERPWEEREENA

- ZSEESHN MQTT EE

IR AR 119
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TERBAFEMAFREEBERE T, MRETER AWS loT Greengrass , R A LA Z BB R TT
#.

Hub N AZRE

HEREREMEINARF 2 , FAASETRRETRELRESR, FHR\UMELZEWH.
REHBZER , URREMBHER.

RES R

« PR EMETIwE

- FR2 BEURERERE

- PR3 B (HEMmE )

- R4 EVREEE

- SRS BEIRBERNFESFIERE

m
)<l]2\

- P66 BURBHEESR
- FR7  BERERERIENTIE

HBR1: MBI RS

BEVERBEARY SLENEERAREIETESRBER., HinEEAMEAdevice-to-cloudiAEEILE
SESE R SEEEGS. Hﬁﬁ?%%ﬁﬂiﬁ%ﬂo

T T

«  fEM RegisterCustomEndpoint API device-to-managed® & & H % 2 o

RegisterCustomEndpoint 553K &4l

aws iot-managed-integrations register-custom-endpoint

G FE :

{
[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com

}

EREMA 120
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® Note
FimFitbit, BREECRETRRNEKEEA,

EEEERHHEN , FFEH GetCustomEndpoint API,

MEFHMEN , F2H ( ZEES API BE1EM) PW RegisterCustomEndpoint API F
GetCustomEndpoint API,

FR2: BUMERER
MEREEIELNKREERERERCSHMENREEABHMBERERE.
BB ERTER

« Y CreateProvisioningProfile APl REA T5|EE :

+ ERRBERFRENMERLE
- KESSTRFNEEBINLEER

/A Important
LZEMERELSRRE. RESBNER D, BEEELEEAEH , THBEENMASER
B. MREBEBRELEZAER , AIXERMIMNMERER,

CreateProvisioningProfile &ifjl5ER

aws iot-managed-integrations create-provisioning-profile \
--provisioning-type FLEET_PROVISIONING \
--name PROFILE_NAME

[E] FE -

{
"Arn":"arn:aws:iotmanagedintegrations:AWS-REGION:ACCOUNT-ID:provisioning-

profile/PROFILE-ID",
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HWZEES AWS loT Device Management HEABEE

"ClaimCertificate":

----- END CERTIFICATE-----",

"Id": "PROFILE-ID",
"PROFILE-NAME",
"ProvisioningType": "FLEET_PROVISIONING"

SR3: BURENMH (HEME)

£ CreateManagedThing API NP REEEZIZEYH. BEPEHFEEEAE—S9RFE
ERNEEZENH. MEFHAEN A F2H ZEES API 2EFH CreateManagedThing AP,

EREUZEYHE  FEEELSE .

* Role : CONTROLLEREHIF X o ML FIR P HE , ASULERES , BAIFRES DEVICE,

« AuthenticationMaterialType : #§Ut{EERE A WIFI_SETUP_QR_BAR_CODE,

« AuthenticationMaterial : @& T # L, BAILAER UPCER EAN , EFBERIBFFERAME,
« SN : LB — 7R
- UPC: ltEENERERNRE
« EAN : hRENER X ERTR

/A Important
BEXBEEHESIBRIBENPERLERME—HFR (SN).

CreateManagedThing &R & fl :

{
"Role": "CONTROLLER",

"AuthenticationMaterialType": "WIFI_SETUP_QR_BAR_CODE",
"AuthenticationMaterial": '"SN:123456789524;UPC:829576019524"

}
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MEFMEN , F2H ZERSE API 2EHH CreateManagedThings

(R ) EZEYH

S EYHProvisioningStatush %ZER PRE_ASSOCIATEDF AE#E/E, #NFE ProvisioningStatus #Y
SHMEN  FESE £EME. A GetManagedThing API REERLNZIEVHRBERE , T EREY
EITHE, NEFHES , F2E TEES API BE 1M GetManagedThing.

SR 4 BYBHERE

ATBNERERNEBEEL B &%, BEER , PEMAZEFEFEHA /data/aws/iotmi/config/

iotmi_config.json,

BUNEABERPEERRILE RN BTEE. A EMEARRER /data/aws/iotmi/

certse

mkdir -p /data/aws/iotmi/config
mkdir -p /data/aws/iotmi/certs

/data/
aws/
iotmi/
config/
certs/

FR5: BB BRENFEEPEEE

HERNERERIENPERE K RERBURERENEEBER, SLERSEMEEFTD , &4
MR EESERS CHRIZEBA,.

BRELERINSH
« BELESRFBERM CreateProvisioningProfile APl EIEERE| BN PIEEE -

- claim_cert.pem: ELERHF (HARMEEE )
- claim_pk.key : EEBENALE SR

HEMEREZRKRE /data/aws/iotmi/certs B 8%,
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing.html
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/A Important
L PEM A REFRENLESRE  FEREERTF T , UBREKXER, YR PEM
MIBAVIER , MITF T (\n) L EUEENTORARERN , BAEREFRLEAMT I RE
L IEFRFEEN,

(® Note

MREERLZEME  FRELEANERFREENZERENE  MARERRKE, W
FAMES , F2REVARZERENEIIBEREE .

FR6 BUKEHRERE

BUYGESH KRBT, BRAUBNMERENEEER. RRAXEASEDEMNA BREGEMLE
REBBLENEE, EEMBERE  URBEEERRE,

® Note
FETRZXERFTEEAH - KEREENEREBER.

FERATIEFRELISEREHNBERER  IEEERTPAE,

BUSRSHERER (MEHE),
EEBHEBERDPREELELERN :

1. iot_claim_cert_path : BFEEBBHE (claim_cert.pem)

2. iot_claim_pk_path : AB LB E (claim_pk.key)

3. BELZLRERBEEYNE , SECURE_STORAGE $+¥HiE m/E# & /A
o EMRELTE

1. fp_template_name : %8l ProvisioningProfilefy&#,
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2. endpoint_url : BN ZEE SR H RegisterCustomEndpoint API Bl /Y% 2 URL
(EEFSHPMEEEMEE ) .

- BEHRAIF
1. SN : FA#E CreateManagedThing AP| FIUMEEF ( SEXEMH— )
2. UPCXKE CreateManagedThing API Rl EAEMRNRE (SRELtERNFEEERER )

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "<SPECIFY_THIS_FIELD>",
"iot_claim_pk_path": "<SPECIFY_THIS_FIELD>",
"fp_template_name": "<SPECIFY_THIS_FIELD>",
"endpoint_url": "<SPECIFY_THIS_FIELD>",
"SN": "<SPECIFY_THIS_FIELD>",
"UPC": "<SPECIFY_THIS_FIELD>"

},

"rw": {

"iot_provisioning_state": "NOT_PROVISIONED"

HEERNIAE

B iotmi_config.json ENAR,

B &

Ko =] HEF#H gt

82

iot_provi FLEET_PROVISIONING = EESEFERANMER .
sioning_m

ethod

iot_claim BREENERRBE R = EECEFER N WERR
_cert_path SECURE_STORAGE . f&SECURE_STORAGE

g0 /data/aws/
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FMBABER

TR

iot_claim
_pk_path

fp_templa
te_name

endpoint_url

SN

UPC

managed_t
hing_id

iot_provi
sioning_s
tate

iot_perma
nent_cert
_path

=l

iotmi/certs/claim
_cert.pem

LREENERBE 3
SECURE_STORAGE o
40 /data/aws/
iotmi/certs/claim
_pk.pem

BEMBEAEBESER
S HIfEAR Provision
ingProfile &\,

ZEERSHRE URL,

KEFR. Bl
AIDACKCEVSQ6C2EXAM
PLE ,

KEBHEmMENXR. 5
0 841667145075 .

ZEWHH 1D,

ik &,

loT BEEE. Hla /
data/aws/iotmi/io
t_cert.pem o,

BEFH

g2

o

i

o

o

fim

7|

fim

7|

frmat

BELEFH 3 NERE
f8SECURE_STORAGE

ZR%HIProvision
ingProfile fFAM A

B EBFEAL URL EREF
EEEER, BENBLER ,
#E{# A RegisterCustomEndpoint
API,

BYARBRARERMKILE &
#o

BB AREERHELER,

LEAHR S B PR MAERZE
AREFHTIE.

RS RRER
NOT_PROVISIONED .

LEARR S B P ARMAER R D
AEF#HE,

BREMA
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iR =] HEFEH &k

182
iot_perma loT A EEWMEREE, = WEABREHPEMERR I
nent_pk_path 5l /data/aws/ AEF#TIE,

iotmi/iot_pk.pem

client_id AR MQTT EEMWAEF & HEABREHPIEMAREZN N

% 1D, ARRFHIE , UEEMTHE
.

mqtt_keep #EA 30-1200 , EMEL 2 FERALLERE MQTT EARAIEE

_alive_in WAEN, FAFRES 300. AR,

terval

event_man FEEXEA 500, B HWERAEERSHPEMERL M

ager_uppe ARFHE , UEHEM T4

r_bound Ho

SRT7  BAEERERIERPE

KB HRERE RE R T /data/aws/iotmi/configs HET B &R, FASEMARERFHRREM
ltHubOnboarding = # {7 fE & 18,

R ME

/data/
aws/
iotmi/

config/
iotmi_config. json

certs/
claim_cert.pem
claim_pk.key
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MARELEFRERPRIECSH

BEREZEYMHASELERICHTE  SREREAMAZERSPE. RETUEBHERER
A &5 EXREMAFE,

x5
o BEREUMANIRIEEE
. FRAESIEREUMAFRIELEE

BERREUMAFRELEE

BEREZENMHEREERICHTE  SREREAMARERSPE. FHRAEABERET
REEMARFHL R,

TORMRAF
HESRMAKREZH , FATRUTIER

c BHEEEMASERSPIE,
« AWS CLI # Managed Integrations AWS CL| is 5 2Z LT H R RAH
« 5B DEVICE_LIFE_CYCLE =484,

RES R
FR1:EVBANENREE
« FR2 BEABNREENEELEHNDE
- FR3  FRAEABREYZENH.
« R4 EHARBEIREHEMNRE,
- ZBR5: EEE A
- FR6 BB TEEEZENH
- FR7  RRENTPEBRIEWH

SR BEANBRAENRTE
RAEMBBRIBANENRETE,
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BUYBRAERRTE

« fEM create-credential-locker T, HITHGTHEBEREIMEREER , 28 WIi-Fi 5%
EERENELERE.

create-credential-locker &4l

aws iot-managed-integrations create-credential-locker \
--name "DEVICE_NAME"

[E] FE -

"Id": "LOCKER_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:credential-
locker/LOCKER_ID

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

}
MEHME |, F2E SERED DS EDRMW create-credential-locker AWS CLI &5 55o

TR2 BEABNRFENEEENTE
HEABNREFIrENEEENPE.
HEABRREITrENEEENPE

- FEATIGTKEAERRTFEREEENPE.

aws iotmi --region AWS_REGION --endpoint AWS_ENDPOINT update-managed-thing \
--identifier "HUB_MANAGED_THING_ID" --credential-locker-id "LOCKER_ID"

SER3: FRARAENBRIZEDH.

ERARKENZABRBIZENN. BERENTEACHIEYH.

<

BAZENH

|—]

- {ff create-managed-thing@ T BENEBEIZENH.
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create-managed-thing £i 4

#ZWAVE :
aws iot-managed-integrations create-managed-thing --role DEVICE \
--authentication-material '900137947003133...' \ #auth material from zwave gr code

--authentication-material-type ZWAVE_QR_BAR_CODE \
--credential-locker-id ${locker_id}

#ZIGBEE:

aws iot-managed-integrations create-managed-thing --role DEVICE \
--authentication-material 'Z:286...$I:A4DC0@."' \ #auth material from zigbee qr code
--authentication-material-type ZIGBEE_QR_BAR_CODE \

--credential-locker-id ${locker_id}

® Note
Z-wave # Zigbee EBEREN T T

[E] FE -

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

WMEFMEEA , B

¢

B SERESM DS E DK create-managed-thing AWS CLI &5

=z
63

o

R4 HARBEIREHM!

« f#£f get-managed-thingm HRBEREMNME. ZEYHH ProvisioningStatus L ERA .
% ProvisioningStatus MEFMER , FSE LEME,

get-managed-thing &34l
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#KINESIS NOTIFICATION:

{
"version": "1.0.0",
"messageld": "4ac684bb7f4c4ladbb2eeccle7991xxx",
"messageType": "DEVICE_LIFE_CYCLE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "12345678901",
"timestamp": "2025-06-10T05:30:59.852659650Z",
"region": "us-east-1",
"resources": ["XXX"],
"payload": {
"deviceDetails": {
"id": "1e84f61fa79a41219534b6fd57052XXX",
"arn": "XXX",
"createdAt": "2025-06-09T06:24:34.336120179Z",
"updatedAt": "2025-06-10T05:30:59.784157019Z"
.
"status": "ACTIVATED"
}
}

aws iot-managed-integrations get-managed-thing \
--identifier :"DEVICE_MANAGED_THING_ID"

Gl fE :

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

MEHMET , F2H TEREH B E DY get-managed-thing AWS CLI &%,

SR 5 BEEEIRE

£/ get-managed-thing-capabilities@ HREGENIHE ID , YRREBN TEBEFE.
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HMESEERIhEE

- {ff get-managed-thing-capabilities@H 52 FixE ID,
get-managed-thing-capabilties &i4l

aws iotmi get-managed-thing-capabilities \
--identifier "DEVICE_MANAGED_THING_ID"

B FE -
{
"ManagedThingId": "1e84f61fa79a41219534b6fd57052cbc",
"CapabilityReport": {
"version": "1.0.0",
"nodeId": "zw.FCB10009+06",
"endpoints": [
{
"id": "ENDPOINT_ID"
"deviceTypes": [
"On/0ff Switch"
1,
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "6",
"properties": [
"OnOff"
1,
"actions": [
"off",
"on"
1,
"events": []
}
}

ol

MEFMET |, FSE TERESDDBEFM get-managed-thing-capabilities AWS CLI &5
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R6: EmTBEEZEYH

£/ send-managed-thing-command@ S RBEG D EEEENZIENH.

%F_

BT EEEZENH

£/ send-managed-thing-command®@ S M EEZTENZENH,

send-managed-thing-command £&4l

json=$(jq -cr '.|@json') <<EOF

[
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "Toggle",
"parameters": {3}
}
]
}
]
}
]
EOF

aws iot-managed-integrations send-managed-thing-command \
--managed-thing-id "DEVICE_MANAGED_THING_ID" --endpoints "ENDPOINT_ID"

® Note
WEHIFER jgcli £ , BEGAIUEEEBendpointIdF &

G FE :

AN
aun
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"Traceld": "TRACE_ID"
}

MEFHMBES , F2H TEES AWS CLI 528 E P K send-managed-thing-command @5

SERT  RRENPEBRZENH

Bk SENHLUBREN PIE,

fiBR=Z & W

« f£A delete-managed-thing@ T HREEFBBERZENH.

delete-managed-thing &i 4

aws iot-managed-integrations delete-managed-thing \
--identifier "DEVICE_MANAGED_THING_ID"

MEFHMBES , F2H ZEEEST T B E P W delete-managed-thing AWS CLI @55,

\)ﬂ

W

® Note

MR E 7 DELETE_IN_PROGRESS k% , 1§ - -forceliZM i delete-
managed-thing command,

(® Note
BN Z-wave KB , BRBAEIT vz’ , BREBEARHER,

BREUMANRIERE

BBEY ZEMAHIEERD P, SENRERESMAZERSHE. AHRAERAERESI
BRETHEEMARFNIER,

TEIRIRAF
EEAMARBZE  BETHRATSR
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K ZEES AWS loT Device Management

FMBABER

- BPEREMAZERS TR,

« AWS CLI # Managed Integrations AWS CL| &5 5 £& R §HRAH

+ 7JB DEVICE_DISCOVERY-STATUS E#&EA.,

ERESI BNRES R

o SEORIRHE - ZWave £E FRAREER
- FBR1: RBREERR

- FBR2 . ERRREHZ D

- B3 RENEERVIEYH

- SR4. EAZEYH

- FBS5 BSZEYHIRE

- FR6 BB TEEEZEYH

- FR7 BEIEYHMRE

- P8 RENTEBRIENH

SRR - £ Z Wave £ B ERAABLERE

HZREELRARSEN, EHEXNERESME Z-Wave KEME , RiLFFES

EEREHER, CBEREREL AR THIRE,
FR1: ARKRERR
AENFRUBRERE , IIEARMARENRREIR ID.
e BERR

«  f#H start-device-discovery &5 REVBIRETH D,

start-device-discovery &i 4

#For Zigbee

BY 42 B AY R BA LA IERERR

aws iot-managed-integrations start-device-discovery --discovery-type ZIGBEE \

--controller-identifier HUB_MANAGED_THING_ID

#For Zwave

aws iot-managed-integrations start-device-discovery --discovery-type ZWAVE \

ERESIBREUMAMBERE
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--controller-identifier HUB_MANAGED_THING \
--authentication-material-type ZWAVE_INSTALL_CODE \
--authentication-material 13333

#For Cloud
aws iot-managed-integrations start-device-discovery --discovery-type CLOUD \
--account-association-id C2C_ASSOCIATION_ID \

#For Custom

aws iot-managed-thing start-device-discovery --discovery-type CUSTOM \
--controller-identifier HUB_MANAGED_THING_ID \
--custom-protocol-detail NAME : NON_EMPTY_STRING \

B FE -
{
"Id": DISCOVERY_JOB_ID,
"StartedAt": "2025-06-03T14:43:12.726000-07:00"
}
® Note

Z-wave # Zigbee £EEERRIMNH T

\

WMEHMER |, 5528 ZE integrations AWS CLI Command Reference H#J start-device-
discovery APl

FER 2 ERREREHK ID

£/ list-discovered-devicesm S REBHEEN F D BFEHR,
EREHWRERTH ID

- ERRFMEH ID #EE list-discovered-devices T , UEIBEBEN F 5 BEER,

aws iot-managed-integrations list-discovered-devices --identifier DISCOVERY_JOB_ID

G FE :
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FMBABER

"Items": [
{
"DeviceTypes": [],
"DiscoveredAt": "2025-06-03T14:43:37.619000-07:00",
"AuthenticationMaterial": AUTHENTICATION_MATERIAL

SER3: RENEERYZENH

£/ create-managed-thing T ALNRERUZEYH. BEAREXRFTEZACHZENH.

<

R

=

2

ks
- {£f create-managed-thing@m T AN EEEIZIENH.

create-managed-thing #i 4l

aws iot-managed-integrations create-managed-thing \
--role DEVICE --authentication-material-type DISCOVERED_DEVICE \
--authentication-material "AUTHENTICATION_MATERIAL"

5] FE -

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

}
MEFHMEN , F2H TEBSHDSE MW create-managed-thing AWS CLI i,

SR4 . EHZEYH

B LAMERA get-managed-thingm S RBESEYHEBREHA.

ERESIBREUMANRELE
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. M get-managed-thing@ S RRE I EMHNHERREEERES ACTIVATED, MEME
REEMEFMERN , F2R KEME.

get-managed-thing il

aws iot-managed-integrations get-managed-thing \
--identifier "DEVICE_MANAGED_THING_ID"

[E] FE -

"Id": "DEVICE_MANAGED_THING_ID",

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID,

"Role": "DEVICE",

"ProvisioningStatus": "ACTIVATED",

"MacAddress": "MAC_ADDRESS",

"ParentControllerId": "PARENT_CONTROLLER_ID",

"CreatedAt": "2025-06-03T14:46:35.149000-07:00",

"UpdatedAt": "2025-06-03T14:46:37.500000-07:00",

"Tags": {}

WMEFMEEA , B

¢

B SEREM DS EDH get-managed-thing AWS CLI &5

FER5: ISZEYHIIEE

B LAER A ZEWHN I A E{EEEget-managed-thing-capabiltiies,
HSEERNTIEE

« f{ff get-managed-thing-capabilities@n SR BixE ID, BEIEWRENBESE.

get-managed-thing-capabilities &4l

aws iot-managed-integrations get-managed-thing-capabilities \
--identifier "DEVICE_MANAGED_THING_ID"
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[E] FE :

"ManagedThingId": "DEVICE_MANAGED_THING_ID",
"CapabilityReport": {
"version": "1.0.0",
"nodeId": "zb.539D+4A1D",
"endpoints": [
{
"id": "1",
"deviceTypes": [
"Unknown Device"
1,
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "6",
"properties": [
"Oonoff",
"OnOff",
"OnTime",
"OffwWaitTime"
1,
"actions": [
"off",
"On",
"Toggle",
"OffwWithEffect",
"OnWithRecallGlobalScene",
"OnWithTimedOff"

op

MEFHMEN , F2H SEBEDHDSEHMW get-managed-thing-capabilities #5. AWS CLI

SER6 . B TEBEEZENH

& A LAE A send-managed-thing-command i % , SV BEGTTEEEZEYNH.
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FMBABER

ERRBERSTEEIEZENH.

send-managed-thing-command &i {5

json=$(jq -cr '.|@json') <<EOF
[

"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "Toggle",
"parameters": {}

EOF

aws iot-managed-integrations send-managed-thing-command \
--managed-thing-id ${device_managed_thing_id} --endpoints ENDPOINT_ID

(® Note

IEHIER jocli £ , BEBATUEEREBendpointIdF &

G fE :

"Traceld": TRACE_ID
3

£ send-managed-thing-command&y &R EXNREEG S,

ERESIBREUMANRELE
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FMBABER

yu*rﬁ%ﬂiﬁnﬂ y nﬁ E2 ﬁ

FRT7  MEIEYHNRE

REZEWHNRE , EBRFBVRBERT R,
BEZEVMHNEERE

get-managed-thing-state &4l

ZEEES AWS CLI i 8E P send-managed-thing-command 5%

£/ get-managed-thing-state@m S REEBVRBERS

ORI

aws iot-managed-integrations get-managed-thing-state --managed-thing-

id DEVICE_MANAGED_THING_ID

B FE -
{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/Off",
"version": "1.4",
"properties": [
{
"name": "OnOff",
"value": {
"propertyValue":
"lastChangedAt":
}
}
]
}
]
}

true,
"2025-06-03T21:50:39.

8862"

ERESIBREUMAMBERE
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}

MEFHMEN , F2H TEBESTDSE DM get-managed-thing-state i85 AWS CLI

:lJI

SR8 RENTRBRIENH
B ZEMAHLUERAN PR,

il B 32 &= M 4

« {#H delete-managed-thing s S BRI EY .

delete-managed-thing il

aws iot-managed-integrations delete-managed-thing \
--identifier MANAGED_THING_ID

MEFHMEN , F2H TEBESDHDSE MW delete-managed-thing AWS CLI
® Note

MR FEE T DELETE_IN_PROGRESS #R&E |, &A% --forcelEZM MNE delete-
managed-thing@f,

@ Note
HR Z-wave KB , BREBEIT vz’ , BREEARHER,

BYARZLMENEIIBERERERN

RERRTEENAZERSHPEREZFEEEZ, EREARTHERRRMTE , EUNRYBIEBR
REERX , UM AEENBREE,

TEES KIHEE SOK RUBREREEEXARREBERENE , ZUUSHEEAHLAYHE (so) BX
E. BZEANZLREFEFEUERNBEARE , RAREHITHBERERXNERRERE HubOnboarding
BF.
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FMBABER

AP| E & M T

BB T %secure_storage_cert_handler_interface.hppiEZ , LA THE/ER API THMER

ES]

« API E&
- BEETH

AP| %

secure_storage_cert_hander_intexface.hpp AR

/*

*

*

Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.
AMAZON PROPRIETARY/CONFIDENTIAL

You may not use this file except in compliance with the terms and
conditions set forth in the accompanying LICENSE.txt file.

THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY
DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,
IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.

*/
#ifndef SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP
#define SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

#include <iostream>
#include <memory>

namespace IoTManagedIntegrationsDevice {
namespace CertHandler {

/**

* @enum CERT_TYPE_T
* @brief enumeration defining certificate types.
*/
typedef enum { CLAIM = @, DHA = 1, PERMANENT = 2 } CERT_TYPE_T;
class SecureStorageCertHandlerInterface {
public:
/**

* @brief Read certificate and private key value of a particular certificate

AP| EZM T
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* type from secure storage.

*/

virtual bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) = 0;

/**
* @brief Write permanent certificate and private key value to secure storage.
*/
virtual bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) = 0;
};
std: :shared_ptr<SecureStorageCertHandlerInterface>
createSecureStorageCertHandler();
} //namespace CertHandler
} //namespace IoTManagedIntegrationsDevice

#endif //SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

BAS2 T ¢

« CERT_TYPE_T - #1E -t T REEEIBE.
- B -RUEPRELHVESEBERIRAKARTE.
« Kubernetes - B BIKREMA,
« KX - EZEESIHIEERNKABRE.

- read_cert_and_private_key - (FUNCTION TO BE IMPLEMENTED) #PHERNSBEENESE
WA, WEHBMERRARKENESENMAKARE , UKL ABEEEESD

« write_permanent_cert_and_private_key - (FUNCTION TO BE IMPLEMENTED) %k A BEM<E
WEBAMENNLE,

ZEgfl

I NI EEIZEHEE /N E A (secure_storage_cert_handler_interface.hpp) 288 , LA
BEFNEREE, ZRRER , CUNCEERREEENREELENIAE LY.

(® Note

BEffsecure_storage_cert_handler_interface.hppBALH,
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FHE

- EXRER

- RASRE

- BfF

» CMakelList.txt

ERER

REA S

BUYSARRENERERN, TENEZETEFELEEERNEMGER  UEEERERBRESRENL
BERHE,

#ifndef IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP
#define IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP

#include "secure_storage_cert_handler_interface.hpp"

namespace IoTManagedIntegrationsDevice::CertHandler {
class StubSecureStorageCertHandler : public SecureStorageCertHandlerInterface {
public:
StubSecureStorageCertHandler() = default;

bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) override;

bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) override;
/*
* any other resource for function you might need

*/

};
}
#tendif //IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP
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FMBABER

¥

Ik

i

ELEREZNFHEFR SR src/stub_secure_storage_cert_handler.cpps

*

~N

* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.

* AMAZON PROPRIETARY/CONFIDENTIAL

* You may not use this file except in compliance with the terms and
* conditions set forth in the accompanying LICENSE.txt file.

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY
* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,

* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,

* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.
*/

#include "stub_secure_storage_cert_handler.hpp"
using namespace IoTManagedIntegrationsDevice::CertHandler;

bool StubSecureStorageCertHandler::write_permanent_cert_and_private_key(

std::string_view cert_value, std::string_view private_key_value) {

// TODO: implement write function
return true;

bool StubSecureStorageCertHandler::read_cert_and_private_key(const CERT_TYPE_T

cert_type,

std::string &cert_value,

std::string
&private_key_value) {

std::cout<<"Using Stub Secure Storage Cert Handler, returning dummy values";

cert_value = "StubCertVal";
private_key_value = "StubKeyVal";
// TODO: implement read function
return true;

BERE PERMNEME B src/secure_storage_cert_handler.cppo

BEEH
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#include "stub_secure_storage_cert_handler.hpp"

std: :shared_ptr<IoTManagedIntegrationsDevice::CertHandler: :SecureStorageCertHandlerInterface>
IoTManagedIntegrationsDevice: :CertHandler: :createSecureStorageCertHandler() {
// TODO: replace with your implementation

return
std: :make_shared<IoTManagedIntegrationsDevice::CertHandler: :StubSecureStorageCertHandler>();
}
CMakelList.txt

#project name must stay the same
project(SecureStorageCertHandler)

# Public Header files. The interface definition must be in top level with exactly
the same name
#ie. Not in anotherDir/secure_storage_cert_hander_interface.hpp
set (PUBLIC_HEADERS
${PROJECT_SOURCE_DIR}/include

# private implementation headers.
set (PRIVATE_HEADERS
${PROJECT_SOURCE_DIR}/internal/stub

#set all sources

set (SOURCES
${PROJECT_SOURCE_DIR}/src/secure_storage_cert_handler.cpp
${PROJECT_SOURCE_DIR}/src/stub_secure_storage_cert_handler.cpp

# Create the shared library
add_library(${PROJECT_NAME} SHARED ${SOURCES})
target_include_directories(
${PROJECT_NAME}
PUBLIC
${PUBLIC_HEADERS}
PRIVATE
${PRIVATE_HEADERS}
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)

# Set the library output location. Location can be customized but version must
stay the same
set_target_properties(${PROJECT_NAME} PROPERTIES
LIBRARY_OUTPUT_DIRECTORY ${CMAKE_BINARY_DIR}/../1lib
VERSION 1.0
SOVERSION 1

# Install rules

install(TARGETS ${PROJECT_NAME}
LIBRARY DESTINATION 1lib
ARCHIVE DESTINATION 1lib

)

install(FILES ${HEADERS}
DESTINATION include/SecureStorageCertHandler

&

imEe®k , 888 —{ElibSecureStorageCertHandler.sot A4 EE RN AR TR
B, BEXERRNAFRELERRERE HubOnboarding Z# M EFAHMNERNEME.

FiE

- EEZE

- FRARERE

EEEE
- HERRIEHYE A A IRF E4A HubOnboarding —#{u M#ExX1ibSecureStorageCertHandler.sofE
BRI E AT,

« fR¥ secure_storage_cert_handler_interface.hppBAZEH —HN A AGEEER, FIEH{M
EEERERBELNALBEES,

- BRENLANHESERR., ECRE
BFlibSecureStorageCertHandler.so , HubOnboarding ARt EERE R B BHHIGEMRA |, A

|
2]
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# libSecureStorageCertHandler.so.1.0, A 1ddi T RBERNEMRKYE , IRFER
M RFERIERS .

- MREHHARXERFEERINSMEKYE , FREFIFHRE HubOnboarding AIFHAY B & , fi0

/usr/lib or the iotmi_commonBE &.

ERZEMH7F

# iot_claim_cert_pathfl EEERES iot_claim_pk_path , AEFEH
iotmi_config.json #&2RSECURE_STORAGE,

{
"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "SECURE_STORAGE",
"iot_claim_pk_path": "SECURE_STORAGE",
"fp_template_name": "device-integration-example",
"iot_endpoint_url": "[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com",
"SN": "1234567890",
"UPC": "1234567890"
.
"tw": {
"iot_provisioning_state": "NOT_PROVISIONED"
}
}

BRI EF i ENHER

WA LAER BT EABENBER | BENES loT BAHEESE AWS loT Device Management 4
ERXFENZERESD, EBERPEN SDKMEH , BUUMALRE, ERINENEEBRFZEFIRE
ERRFEZERZRSNPIE SDK THNTEEE M,

THBEEFNmBTEABENBEXNNEEIDRE.
ERREBRT

ERLECH AWS ERHERBEEER Y EMEREFRELEERERS, BULHERELE
IR E B LERFBEIL

BRI ENEE
- A BEZECHNEER THHUb SDK A Fi,
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#ISEEA AWS loT Device Management EEIN=ES)
- BEETENENERINEER , flmmENRE  AMERILK A FiR,
- MERERCEERTNERMESHEEECHNARAR , LERBEREZNERNENATR
BEEE,
IR RS

HRBAEEF |, RGN AFTHNBTBARE  ARRERAEREREETEE.

TERAEFTERABENHENLRE,

Hub SDK A F i

Hub SDK AF R ETHASERES Hub SDK EEEEMRFE LHITHW B EEA G EHE B
SH. E8LF—HLE APIs , BUEEBA W EH B R Device Hub SDK THHEE ., EAXRMISHE
BEIABEX G, BFTAHEXMESFNREREER,

£}

- MBZEES Hub SDK

- B Hub SDK T EfH

- £/ Hub SDK A FimE BT EARER

- BITENBITERARER

* Hub SDK A Fiis API 2%

- EREga

S ZEEE Hub SDK

Hub SDK A FimFEMf 2 EEE SDK, #ZEESFTESBIERMNFEHHE SDK,

B3/ Hub SDK I Ei

T&#% , #8FF —fEIotMI-DeviceSDK-ToolkitE¥®K A HPGsZRARXTEANMEL
EREERN.sofR, SEESEBRBRMmain. cpp RBARNES , LURETEEFTbin/H
REEAER —HEAUE, SULLESERitARARNNER,
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HWZEES AWS loT Device Management HEABEE

A Hub SDK BF RN BITEAER

EATISRREI SN BITEARER,

1. EENEABRXFESERER (h) MHLAYHER (so).

BYXACEERARAPIELEEEER (h) MEAYMHER (so). BN so xR, BUUEKEM
W lib BERRAP, RKREEREEM

### include

# ### iotmi_device_sdk_client

# #  ### iotmi_device_sdk_client_common_types.h
# ### iotmi_device_sdk_client.h

#  ### iotshd_status.h

### 1ib

#  ### libiotmi_devicesdk_client_module.so

# ### libiotmi_log_c.so

2. EXEEABERXBETL Hub SDK AF iR,
a. EXEEARRY , BUEEYBIL Hub SDK A , FTHEAREERER, Sl EEER

E*ﬁﬁﬁ}éﬁ%ClientIdo
b. HERAPRZ®E , BUUSHEREZEESHEE SDK,

AT RE M Hub SDK A 5 i LA K aN{ATE AR 49 €8 651

#include <cstdlib>

#include <string>

#include "iotshd_status.h"

#include "iotmi_device_sdk_client.h"

auto client = std::make_unique<DeviceSDKClient>(your_own_clientId);
iotmi_statusCode_t status = client->connect();

(® Note

your_own_clientId #EEEEERESIERED start-device-discovery HigE
WHRE , IEBEREMERZEDP AR create-managed-thing,

3. BT TIIZERRBMMETE -
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HWZEES AWS loT Device Management HEABEE

a. EYVERE K LRETUUITRREZEES Hub SDK NEAER. BANTHAIUREFE
BRMEREE. CEUFEERIEBRERECHEFEY , UREBCHETTAR , AR
LECHIBREE R/,

// subscribe to provisioning tasks
iotmi_statusCode_t status = client->iotmi_provision_subscribe_to_tasks(
example_subscriber_callback, custom_context);

// subscribe to control tasks
iotmi_statusCode_t status = client->iotmi_control_subscribe_to_tasks(
example_subscriber_callback, custom_context);

b. BEVERzE 6 LRETVTUREARAKFERBMIZERSTIE SDK, BALERACH
EHRALERE  #HETEANEBRREATRNER. FRUTUABRSSEHFRNMGES
R, BURITERE. &% , BUNA EikititrspPayload , AEZHARZEESHIE
REBEEFDNEORE.

// publish control request
iotmi_client_request_t api_payload = {
.messageType = C2MIMessageType::C2MI_CONTROL_EVENT,
.reqPayload = (uint8_t *)"define_your_req_payload",
.rspPayload = (uint8_t *)calloc(1000, sizeof(uint8_t))
};

status = client->iotmi_control_publish_request(&api_payload);

// publish provision request

iotmi_client_request_t api_payload = {
.messageType = C2MIMessageType::C2MI_DEVICE_ONBOARDED,
.reqPayload = (uint8_t *)"define_your_req_payload",
.rspPayload = (uint8_t *)calloc(1000, sizeof(uint8_t))

;

status = client->iotmi_provision_publish_request(&api_payload);

4. BEBZEHCHK (MakelLists.txt , X EAMERELNEARR. SRBETUSTHTH -EN
¥ , a0 MyFirstApplication
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HITENBTEAREN
BITEIERARNZH , B TITBRREBEEFE , YHBHZEESHE SDK .

- B WIAEREEH PEMARZ
« TR PRENZEEFZENRE

EEL,
28 Eé Hub SDK.,

—BRFSEREN , ERAILBITETEARER. Hlim

./MyFirstApplication

/A Important

BYAFEAETHEE Hub SOKERETHRFBHEN FIHNRBESE , UARBEECH
@Fﬁﬁ%ﬁo "E}J—{EEE , HE%EE"EFO
EHUTRE, &

./IotMI-DeviceSDK-Toolkit/bin/DeviceSDKClientDemo >> $LOGS_DIR/
logDeviceSDKClientDemo_logs.txt &

ES

./MyFirstApplication >> $LOGS_DIR/MyFirstApplication_logs.txtt &

Hub SDK A Fiw APl 2%

Hub SDK A Fii% (DeviceSDKClient 7l ) A BFTEARNIRMESZEES Device SDK HEIH
NHE. ERALAFR , BT FIEE :

- & SERS AT RMAEARNZRHEENER.
- BARMERNZHEEERRGEZERS T

W& AWS loT Device Management APIs SEE SN EHA , F2E 1 ER AWS Lambda .

ES-]
- AEm#RIY
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_Operations.html

#ISEEA AWS loT Device Management EEIN=ES)
- HEREBIE

- MEEBERM

o EHMERETE

- EEER M

- RCERIDAEE

- Hfth APIs

M Fim#m{t

ZERKMER DeviceSDKClient , EEFEAAFE ID ¥1HB1LE,

iotmi_statusCode_t DeviceSDKClient(const std::string& clientId)

SEITEFIEE WHDeviceSDKClient#1T{EBclientId, clientld KN EBERFSLELZERS
EHHE’J o

28
clientId ( F& ) - LtBITEBAAFiw ID.

connect()

#DeviceSDKClient# T EBEEETZEES,

EEE
« TOTMI_STATUS_OK - E# K I,
« TOTMI_STATUS_CUSTOM_PLUGIN_CONNECTION_ERROR - B EZZERBSRFRAIES,

R IEEET B

ERELF ERITRZERS THPNMEMERBER.

iotmi_statusCode_t
iotmi_provision_subscribe_to_tasks(DeviceSDKClient_SubscriberCallback callback, char*
context)
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ZERSTUATRMEMEEREH , SlmKENMAMBUEMER,

&

=3

2
« callback (DeviceSDKClient_SubscriberCallback) - 1 U ZIME 5 b5 5417 #Y @ FE B 2
 context (char*) - ESEZRFEHEN BITAS,

EEE

« IOTMI_STATUS_OK - FTBARL T,

+ IOTMI_STATUS_CUSTOM_PLUGIN_CLIENT_NOT_CONNECTED - DeviceSDKClient #i17{E# &
EREZERS,

« TOTMI_STATUS_CUSTOM_PLUGIN_SUBSCRIBE_ERROR - iTRI{E#GRE B 4§55,

\»

HEREBEM
ERAELRERERAMEMANFEREMGE SERS T,

iotmi_statusCode_t iotmi_provision_publish_request(DataModel::iotmi_client_request_t
request)

AEEMEMEENFRBMEIEES T4, Sl , RENANSHREUEMEMRE
28

request (DataModel : : iotmi_client_request_t) - @& EA 2B REBWISE,
EEE
« IOTMI_STATUS_OK - B Ih & #HFEK.

+ IOTMI_STATUS_CUSTOM_PLUGIN_CLIENT_NOT_CONNECTED - DeviceSDKClient#i{T{E %
AREREXEES,

« IOTMI_STATUS_INVALID PARAMETER- &R —RZESHEM,
« TOTMI_STATUS_INVALID_JSON_OBIJECT - i&EREZHTEH XA JSON M4,
« TOTMI_STATUS_NO_MEMORY - B4 0SB A EER,

R HERRTE

EREBLTERITRXERS THPHRHEBEER.
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iotmi_statusCode_t iotmi_control_subscribe_to_tasks(DeviceSDKClient_SubscriberCallback
callback, char context)

ARZERSTAPNRGEMEBER (flw, REZHFER ).

28
« callback (DeviceSDKClient_SubscriberCallback) - 7£ W Bl {F 3% 581 17 9 5 FF B 24,
* context (char) - EEZEFREEN EHFTAR.

EEE
« IOTMI_STATUS_OK - ETBARL T,

« I0OTMI STATUS CUSTOM_PLUGIN_CLIENT_NOT_CONNECTED—DeviceSDKClientiMﬂE%
REHREFZ =R

« TOTMI_STATUS_CUSTOM_PLUGIN_SUBSCRIBE_ERROR - iTRBI{E#GRE B4 535,

EHMER R

ERELR ERGIEFIEBAERRME SERS T

iotmi_statusCode_t iotmi_control_publish_request(DataModel::iotmi_client_request_t
request)

EEHEERERRGEZIERS M. HI , RKEBROEH. S TERIELEREEA.
B8

request (DataModel : : iotmi_client_request_t) - @ S E A B REBHIEE,
EEE
« TIOTMI_STATUS_OK - ERIhE&MHFE R,

« TOTMI_STATUS_CUSTOM_PLUGIN_CLIENT_NOT_CONNECTED - DeviceSDKClient #1T{E & %
BHRESEES

« IOTMI_STATUS_INVALID_ PARAMETER - RPN —RZESHEM.
« TOTMI_STATUS_INVALID JSON_OBJECT - 5 RFEBFTEH A JSON ¥4,
« TOTMI_STATUS_NO_MEMORY - B4 oIS EEER,
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ERELT EREF RERSRHANTEIRE.
soskeR#lm1L

void iotmi_devicesdk_log_init(const char* logger_name)

AT RCERRR | T REE R IRC &AL,
2%

logger_name - RIEEM LR E W, FHERER : MyApplication

RCERE R
LOGGER_LOGD(. . .)

HERAREXFEA L EREIT DEBUG BiRaoik.
LOGGER_LOGI(...)

HERAREXFEM L ERET INFO Bk,
LOGGER_LOGW(. . .)

EREAEXHFER L EE#IT WARN BiRkEH#,
LOGGER_LOGE(...)

ERARARER L ESCHEREBR.

(® Note

MBREINEEMFMER , BBH Hub BETH. BTEAREAIRAR e TESERAR
PR A SR T B

Hb APIs

std::string get_client_id()
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HWZEES AWS loT Device Management HEABEE

{E B 82 DeviceSDKClient #11T{EEABERHEEY A F i 1D,

BEEE
A Fim 1D,

EREE
rHEEARBIIEABENAHENNER R,
iotmi_client_request_t

REERHEZIERATHNFER,

messageType

AEWEAE (CommonTypes : : C2MIMessageType). T HIEEBERE R E,
« C2MI_DEVICE_ONBOARDED : {EH EGHBABNEEMATAL.
« C2MI_DE_PROVISIONING_PRE_ASSOCIATED_COMPLETE : R/NFASCEAHIE BN EUHME
£ 5 BB o
« C2MI_DE_PROVISIONING_ACTIVATED_COMPLETE : R REREE BN ECHMRERKTK
A,
« C2MI_DE_PROVISIONING_COMPLETE_RESPONSE : 3R REUHE MB35 K FE,
« C2MI_CONTROL_EVENT : R REFBEREMREEENEFISH.
« C2MI_CONTROL_SEND_COMMAND : &®RRBEARNEEFIBZNEF TR,
« C2MI_CONTROL_SEND_DEVICE_STATE_QUERY : FR/RIR B AR HISIMIRHIE BREE
reqPayload
ERAH , BER JSON BXHFH,
rspPayload

HEEBRSTHEANEEES.

iotmi_client_event_t

RERZERS THEBNES

event_id

SR HE— BB
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FMBABER

RE
EHENNRE,

data

EHERWIEE , 3¥ messageType, NIEERBRTRENE,
« C2MI_PROVISION_UGS_TASK : &R UGS HiEMMHEET.
« C2MI_PROVISION_SS_TASK : &~ SimpleSetup RIZM MBI,

« C2MI_DE_PROVISION_PRE_ASSOCIATED TASK : R-TALBEHEBENIUEHEER,

« C2MI_DE_PROVISION_ACTIVATED_TASK : &X/RERMEIHE BEMNWEUE MHEER.
« C2MI_DEVICE_ONBOARDED_RESPONSE : R &£ EMAEE,

« C2MI_CONTROL_TASK : RR#Z&EH,

« C2MI_CONTROL_EVENT_NOTIFICATION : R RAHIEHIESHEFIEHEL,

ctx
HEAMEBBNBITAR.
Hub #23l

Hub 2H 2 2 ERBESKIKKE SDK RYHEH
RAEIES] , B EREREE SDK BFERR  XEBXE
e+ %] SDK 8 HE SDK BB EHRAL

control-x.x.Xo

ES |

.« FZRIFRH

« RixFEE SDK T

- BEikiwkE SDK S
- i BEPEES
- XEREPH

- XEPA

FeRIRH

BEREPEES L BFETIIEE :

AT E Hub SDK K MQTTProxy JTi#iE#E, EiB
BHEEHRERNEE, F

EieA iot-managed-integrations-hub-

Hub |
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FMBABER

« 2NA Hub SDK 0.4.0 iRZ E T RAH F 4&,
. R TEEFRANGEREE SDKAWS EEBEEA,
. ERELEETH MQTT RETHE | 0.5.0 FRREFHIRA,

Kind E SDK st
B

ftfE R E SDK EA T FITH -

- BRHERENEABRELESR
- EREREEREEER

B Hub SDK EEMARFNERER , ALEFEE T TH :

- HEE

- PKCS TE

- EHRREER

- MQTT REREX

Bifkind & SDK B &

1. BREEREENEXBELSFSTWERREERE C EXK.
2. EBEESKIKEE SDK FHET , U

REZERE

o

£ Amazon Linux 2023/x86_64 L ZERXIBMALNFAREM, RRELENEERMKMY

dnf install make gcc gcc-c++ cmake

b. FEREIFRE

EFERENEEZH , BETH AP WEEAR, LEFIFER On/Off EEF OnOff BHER

BHEBRE, WE AP FHEER , B28 K C-Function APls,

struct DeviceState

{

struct iotmiDev_Agent *agent;

Rin%E SDK T
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FMBABER

struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */
bool hwState;

};

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)

{
struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;

c. REUmFMMEMEFROIFRE
BFERB R  FEURNLZMENEF, TRELETR

i BUEEREEN
i. REEXENSEREEBEARFRER
ii. FRERMIEMENERS

struct DeviceState

{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;
/* OnOff cluster states*/
bool hwState;

};

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", __func__, state->hwState );
return iotmiDev_DMStatusOk;

}

ER{RIRSEE SDK BE
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iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )

{
*value = 0;
printf( "%s(): OnTime is %u\n", __func__, *value );
return iotmiDev_DMStatusOk;

}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_0OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", __func__, *value );
return iotmiDev_DMStatusOk;
}
void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOn0ff = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOnOff = exampleGetStartUpOnOff,
I
iotmiDev_0OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);
}

/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */
void setupAgent(struct DeviceState *state)
{
struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,
I
iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,
1,
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"Data Model Handler Test
Device",

(const char*[])
{ "Camera" },

1);
setupOnOff(state);

ghl . BEFEZES

Hub #2 %182 Hub SDK EH#H — &5, PiEZESH FEHSESR , iot-managed-integrations-
hub-control-x.x.x¥BEEREKNEE SDK TRIMNERE,

1. BEABELENERBE example ERIRK :

cp codegen/out/* example/dm
2. BEBRBPERS , FRITTIGS

cd <hub-control-root-folder>
mkdir build
cd build

cmake -DBUILD_EXAMPLE_WITH_MQTT_PROXY=ON -
DIOTMI_USE_MANAGED_INTEGRATIONS_DEVICE_LOG=ON ..

cmake -build .

3. EAYHELH MQTTProxy TH#I1TEEHI , AL EAIT HubOnboarding# MQTTProxy T,

./examples/iotmi_device_sample_camera/iotmi_device_sample_camera

MEERERSTIEESERER  F2H . BETNIR S HREAEREE SOKBRERR , IE
18 B #&fi5 F & B2 iot-managed-integrations Z K&

gfl . BEPAEES 163
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X Ry 24

oA BB EE MR

* iotmi_device_dm_air_purifier_demo
* iotmi_device_basic_diagnostics

* iotmi_device_dm_camera_demo

x&E¥a

TRERIXERNPEZFINFE.

£ EEES GCC &< Binutils A7~
X86_64 Linux 10.5.0 2.37
aarch64 Linux 10.5.0 2.37

BUA CloudWatch Logs

Hub SDK 2552 C8INAE, RIBTESR , Hub SDK 2 AR BEALRKBRRK. TE , BIURA
Ein APl REZE HFEEARE CloudWatch Logs , Higfit :

- ERKENE  EREFENSTHARUETEDNREETE, ARERERTETRAERBFIN
MESHE

- WEZEEE  EEBENBEREREEUETREZEH 2. CERRENERARXBREMAUEITRA
EEEO

- EMESPANREE BRRAREER , BEREREFIERE. EE-TESNREFETRERASEE
B /Y B 5o

TERIRME
- HSEEBEMAE R, NBHMET  HSH Hub MARE,
- B® Hub REBXMBMRNNAL. DBEFEET , FS0 ZEANRFSERS Hub SDK.
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® Note
EERVHMARE | 5528 PutRuntimeLogConfiguration APl LAEVSE¥4HE .

/A Warning
RBABRET AT BEENE, HWNARERSELEESHASEBNBENLI R,

E%7E Hub SDK HEH4HRE
FEOY API 2REGE S 1TEF A HESAERE | LARREHHE SDK B E.
Example#ifl API 553K

aws iot-managed-integrations put-runtime-log-configuration \
--managed-thing-id MANAGED_THING_ID \
--runtime-log-configurations LoglLevel=DEBUG,UploadLog=TRUE

RuntimelLogConfigurations &%
THBHERIRAM , ATLATE RuntimeLogConfigurations APl FERTE,
LogLevel
REHTHEERNREKEE SR BIE: DEBUG, ERROR, INFO, WARN
HE% © WARN ( BR{THUAEE )
LogFlushLevel
REMAEREESIHRETRNBRELESR. BIE: DEBUG, ERROR, INFO, WARN
FA5% : DISABLED
LocalStoreLocation

EE#RTRBEMNFEFLE. % : /var/log/awsiotmi
- #EAF B : /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.log

- WA : /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.N.log(N &%
BIEFF )
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LocalStoreFileRotationMaxBytes

ERRNERBBREEN AN , SERERRIE,

/A Important
BTEBRENE , BEERERNNMRIZE 125KB LT, &Bi 125 KB WES B BRI,

LocalStoreFileRotationMaxFiles.

REBFHHREXAFNRIGERYE LR,
UploadLog

BEESTREBEREREERR., AFFME /aws/iotmanagedintegration CloudWatch Logs
BaT,

fEE% : falseo
UploadPeriodMinutes

ERYTIRHBER LENER, R :5
DeletelLocalStoreAfterUpload

B EERERMBR, FEER : true

(® Note

MRREAH false , LENEREEFHTEA . /var/log/awsiotmi/
ManagedIntegrationsDeviceSdkHub.uploaded. {uploaded_timestamp}

A E RS

ZBLLT CloudWatch Logs #& =AY &I -

3

X &M Zigbee M Z-Wave & EFFH

BEEFHEEBZERSARAZIIENTRERRERE, SERSHEAESIERE (UGS)XE
BLELKERN BEKRE (SS)M
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FMBABER

LEERRIIE BN Zigbee K E.

Zigbee B FH
EEREI/HANE/RGB &
EBER

gk

LED RA&E

biNC

HR5YER

BB R

B EMBRRER

BRER

BERERR
1 RIAFERIERR
& R ERR

K RIERR

BENMRERESR

HER R HZERN Z-Wave £E.,

X ERIThRE

OnOff, LevelControl, ColorControl
OnOff

OnOff

OnOff, LevelControl, ColorControl
OnOff

HiBES. OnOff, FTEFES

gi’828. FanControl, OnOff, FtEF8s
WindowCovering, OnOff, LevelControl

BooleanState, OnOff, TemperatureMeasurement, Tim
er. SmokeCOAlarm

BooleanState
BooleanState, OccupancySensing
BooleanState
BooleanState
BooleanState

TemperatureMeasurement, RelativeHumidityMeasur
ement

FBM Zigbee M Z-Wave B HH
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Z-Wave B X ERNEE

BERE O/ HENE OnOff, LevelControl

BEEREE OnOff

BP9 HIEE OnOff, LevelControl

BEX ElectricalEnergyMeasurement, ElectricalPowerMe
asurement

Bt LevelControl

EWmaR LevelControl

BRI ERR BooleanState

FIE R eSS BooleanState

KB HERE BooleanState

BERERS TemperatureMeasurement

CO Rifess SmokeCOAlarm

ERERIES SmokeCOAlarm

£ Raspberry Pi LH{TSER S

(® Note

£ Raspberry Pi LB/ AWS loT Hub SDK 2—EREEZER , EAREFMARAEN , THEA
REERE., ERATRENERN , FRETHEBURIBE

AWS BAERHET EHTEER , BABRNBRS TR EIERNMNE , LEARE
M, £EREBEVEFHLZEMEEMRRS R AWS Secrets Manager , a0 = Systems
Manager 28 EHRE, ML EEEFREMNE , WEE AWS loT Z£%EH|,

ARBEER : THFUESHNERHT , UAFTZRABEFRERERLHCHERITERE.
EEERED  REEUKENLERREE,

1£ Raspberry Pi EHI{TSE&S
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FMBABER

ERTTRIRY |, BLBEA

MR R ERAARE | REEAERBRARRLMANRERRE
B BEFEEENRRRERNDE , U LEREEETFRADERRE.

DEREENER, EEERE

USB £EFTH : ATZREIA USB REFH , MERREZMAEFAZXENAREES, &

HWAERE , BFEREHN USB REZHNERRE U LEEFRRE.
ELERTRELERETAR  ETERARNEERE. BEZLEERER

%, UL EHRBEARNKRERBEENEAER,

Sonoff Zigbee USB W #2$HRYIRIFCREF =

TR

« Sonoff Zigbhee USB Dongle

« Windows : &8 CP210x Universal Windows E&EjF2 =,

RIFTEI 8

-_—

© © N oo o A~ 0D

10.
11.

12.

T & Zigbee Dongle Firmware Build 7.4.1.0,

BB Silabs Firmware Flasher,

# Sonoff Zigbee USB Dongle i E S E K.

B E WS, ZBDongle-E,

BEELR,

ERHREER,

EESFIR,

EREEEECHER,

2% Zigbee Dongle Firmware Build 7.4.1.0 TEHN{VE

E—T Install (Z#),
SR RE,

RETRE  BERE,

X E Sonoff Zigbee USB HE#1H , = 8EEXE Raspberry Pi,

, RBEIE,

, FEERERE

i

Sonoff Zigbee #8817 IR0 1ERE
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https://github.com/darkxst/silabs-firmware-builder/blob/main/firmware_builds/zbdonglee/ncp-uart-hw-v7.4.1.0-zbdonglee-115200.gbl
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FMBABER

ERESHIRE C E m i T HEM.

BETHER |, 81 Raspberry Pi LTS EESFHE SDK, EMEL EMNREMBRE RN TR

RNo

ES |

- Raspberry Pi FV S EE S P 4E SDK BL&

- Raspberry Pi EHIZEE S Hub SDK Docker A 25

RERSTRERAER

Raspberry Pi LS EXESH4E SDK £

(@ Note

£ Raspberry Pi EE{E AWS loT Hub SDK 2 —ER&EEX , EAREBFMAKBH , TEA
REERE, ERANRENERN , FBRETIHEBIURFEE

AWS BAERHET  EHTEER , BABNNBRS TR EIFRNMNCE , LEARE
M, £EREBEVEFHLEMEEMRRS R AWS Secrets Manager , 20 = Systems
Manager S8 EZRIE, MMXAEEREMES , LERF AWS loT Z£2%8,

RBEER : THFUESHERHT , UAFTZ R EFRERE R HCHEZITERE.
EEEREF , RREUREHN S EERERE,

MR IEERE . TEFEANBGREABRAFRRTMERARE , MERNEENER, EEERE
O EEEENFERBRNSE , U EREREFRAIEERE,

USB #£BFF A : BAATZRHIN USB HBFH , UERREEMBAZBLEENALALE., &
HAEERR , EFERKHN USB HEEHIMESE , S LEEEFRRE,
BUHERBTEAEZETISE  ETSARLEERE, FEZLERER , BERLLREER
%, UL ETHABARHNAREREFEIEAER,

TORIRAF

ERE Raspberry Pi B 81 |

ﬁn'lu

AATHRELE

%

ﬁu

- T#EILZE Raspberry Pi B {&ES.
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FMBABER

H#8 SD o

£ 2.4Ghz 64 {7t 9#& 0 CPU (8GB RAM) #&%E Raspberry Pi 5,

i#3$E Sonoff Zigbee USB Dongle,

- Sonoff Zigbee USB fE B sHAY RIS IERE F5E.

E## Silicon Labs SLUSB001A Dongleo
M AWS tRE,
AWS CLI # SEES AWSCLI i 8E%R

EFHY SD + L RIFT Raspberry Pi BR{&

EATIHSR  BIEERSREREIE SD + :

1.

.\‘.03.0":“.0’!\’

o

TERZEES Raspberry Pi Hub SDK R,
£ R L B(& Raspberry Pi Imager.

7% SD R AEMKII AR SD BRI
BEUEEZE - Raspberry Pi 5,

BELGRBEERKE - FHBFT - 3, lotMI-HubSDK-RPi-Image-v1.0.0.img.gz =

BEHUEERFE - #H SD |+,
BEENBEENSTIIER !

#—T Next (F—%).

BREEERKBEIRE :

o EHET : EH raspberrypi,
- ERESBAE
- BARECEAESBIE
- SHEEAERTE ., WA hub123456,
« HRARES . |, WA sh123456,
o B LAN :
- BRARRESAR LAN,
- W ARHEEM SSID MEH,

BIfIERE

RRAARAER -

USB E+~#.

- Open.,

Raspberry Pi L ZEEEH1E SDK B
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https://www.amazon.com/dp/B0CWPPDS3D?ref=ppx_yo2ov_dt_b_fed_asin_title
https://www.amazon.com/CanaKit-Raspberry-Starter-Kit-PRO/dp/B0CRSNCJ6Y/
https://www.amazon.com/Plus-ZBDongle-Interface-Pre-Installed-Coordinated-Zigbee2MQTT/dp/B0B6P22YJC/
https://www.digikey.com/en/products/detail/silicon-labs/SLUSB001A/9867108
https://docs.aws.amazon.com/iot-mi/latest/devguide/setting-up.html#sign-up-for-aws
https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/
https://d2no7dt1utuyzo.cloudfront.net/IotMI-HubSDK-RaspberryPi/1.0.0/IotMI-HubSDK-RPi-Image-v1.0.0.img.gz
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« SSID : iotmi-tplink
o BRIE : KAk kkkkkk (E =P8 EET )
- BEIRAME : FRES US,
- REMERE :
- HBF[E : FRES America/Los Angeles,
- BBERE: REA US,
« SSH :
- BERBRSIER,
- AERA SSH,
- BEEEREBS I BE
10MEREXRR BTN ER BRI FIARERE.
MEFBAERRFRTH.
12fE AL T EEHERKII TN ¢

133 — T Continue (#£1&).
14#B% SD R HE A Raspberry Pi,

£ Raspberry Pi #1717 Hub SDK

3R EM Raspberry Pi EBE(E) Hub SDK BB :

—

. #EZ K SD < A Raspberry Pi 5 £i&,

#& Sonoff Zigbee USB MNZ XA Silicon Labs SLUSB0O01A f1% %98 $£ %] Raspberry Pi.
BARK Raspberry Pi B E R,

1R Raspberry Pi M2 ER (& SSH WRIR ) MAMERMAERE L.
FEREEMGIBEHBBRENZTAEZER , # SSH EiXE Raspberry Pi,

o &~ 0D

ssh username@hostname

6. BEEHE SDK B & :

cd /data/aws/iotmi

7. STA Hub A GRKTE LARTIE & 2 B =8 MAEREE Kl
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® Note
EAEMR YULS DUB B BEBIAT I 5 8.

8. #1T Hub SDK :

cd /data/aws/iotmi
bash start_hub_sdk.sh

RiEeE R T 5 RIHEAE) Hub SDK HY[EIFE -

All middleware libraries exist
------- Verifying Middleware pre reqs---
AIPC and KVstroage directories exist

/data/aws/iotmi/middleware/AceZwave/bin /data/aws/iotmi
/data/aws/iotmi

hub1234+ 1780 0.2 0.1 1093936 16368 pts/1  S1+ 16:34 0:00 ./iotmi_mqtt_proxy -
C /data/aws/iotmi/config/iotmi_config. json

Process 'iotmi_mqtt_proxy' is running.

hub1234+ 1884 0.0 0.0 236272 2624 pts/1 S1+ 16:34 0:00 ./middleware/
AceCommon/bin/ace_eventmgr

Process 'ace_eventmgr' is running.

hub1234+ 1892 9.1 0.1 393040 8352 pts/1 S1+ 16:34 0:04 ./middleware/
AceZigbee/bin/ace_zigbee_service

Process 'ace_zigbee_service' is running.

Raspberry Pi FIZEE S HE SDK B& 173



HWZEES AWS loT Device Management

FMBABER

hub1234+ 1923 0.0 0.1 1570736 12736 pts/1
Process 'zwave_svc' is running.

hubl1234+ 1958 0.0 0.0 1067632 5776 pts/1
Process 'iotmi_cdmb' is running.

hubl1234+ 2001 0.2 0.2 2017712 21264 pts/1
Process 'iotmi_device_agent' is running.
hub1234+ 2045 0.0 0.1 1457824 12624 pts/1
iotmi_lpw_provisioner

Process 'iotmi_lpw_provisioner' is running.
hubl1234+ 1813 0.0 0.0 875152 6848 pts/1
Process 'iotmi_log_daemon' is running.

—————— Successfully Started Hub SDK----

BRIESR
B IhERE) Hub SDK # , 3551

S1+

S1+

S1+

S1+

S1+

16:34

16:34

16:35

16:35

16:34

T REETRENMANEREAESS

0:00 ./zwave_svc

0:00 ./iotmi_cdmb

0:00 ./iotmi_device_agent

0:00 ./

0:00 ./iotmi_log_daemon

AREMAMBRIEEE.

Raspberry Pi £ ZEE 4 Hub SDK Docker & 25

@ Note

£ Raspberry Pi LB/ AWS loT Hub SDK 2 —EREEZER , EAREFMAFAEHN , THEA
REERE. ERATRENER , FERETHEBURIBE
AWS BE2AERHRT ERTEER , BAERNERSFTRETERNME , LERRE
MR, EEREVAFHTZEREEFER RIS R AWS Secrets Manager , 5141 = Systems
Manager 28 EFEHE, ML EEEFREMNE , WERE AWS loT T2 %8,

AR . THEUESWERHT , AAFTZRH i FRERERIEHLERZ ITERE.

EEERRY , AREUAREN L ERRERE,

MERARIRER . THERAEEBEERRAMADERRE  LENMRENER, REERKR
h BEBENRREHN DS, UL REREBTFIABERRE,

USB £ EFTH : ATZRHEIA USB REFH , EERREZMBFAZLENMARELES, &
HAERE , BEREHN USB REZHMERRE UL EEFRRE.

ELEEARTRGERETHHE  BETBAREERE., REZLERERK , FERRE&E
%, UL EHREARNKREREENEAER,

TORIRAF

Docker B8 EE T 5| 5o IR1 5G4

L

Raspberry Pi E#JZ & %4 Hub SDK Docker B8
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92 E®A AWS loT Device Management B ABEE
« TEIXZ % Raspberry Pi 525,

« HU#% SD +.

. B 2.4Ghz 64 {1 TP CPU (8GB RAM) 5% Raspberry Pi 5,

« E$£ Sonoff Zigbee USB Dongle,

« Sonoff Zighee USB &R SHIV RIS IERE B8

+ JE3Z Silicon Labs SLUSB001A Dongle,

- Eft AWS IR,

« AWSCLI #t SEEES AWS CLI i 52 ERERFREN .

o £ IP #hut = 3 ¥ & BB Raspberry Pi 89 SSH 7HL,

£ Raspberry Pi L £ i ZE# & Hub SDK Docker & 8%

1. TEZEEA Raspberry Pi Hub SDK Docker,
2. £ SCP $EREHF| Raspberry Pi :

scp ~/path/to/IotMI-HubSDK-Docker-v1.0.0.tar.gz [username]@raspberrypi.local:~

3. EiB SSH E#RZE Raspberry Pi :

ssh hubl23456@raspberrypi.local

4. MBFEFE , BLZ Docker :

# Install Docker
cd
curl -fsSL https://get.docker.com | sudo sh

# Add your user to docker group
sudo usermod -aG docker $USER
exit # exit ssh

# Log in again

5. MRARETE , 3% % Docker Compose :

# Install Docker Compose
sudo apt-get update
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https://www.raspberrypi.com/software/
https://www.amazon.com/dp/B0CWPPDS3D?ref=ppx_yo2ov_dt_b_fed_asin_title
https://www.amazon.com/CanaKit-Raspberry-Starter-Kit-PRO/dp/B0CRSNCJ6Y/
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https://www.digikey.com/en/products/detail/silicon-labs/SLUSB001A/9867108
https://docs.aws.amazon.com/iot-mi/latest/devguide/setting-up.html#sign-up-for-aws
https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/
https://d2no7dt1utuyzo.cloudfront.net/IotMI-HubSDK-RaspberryPi/1.0.0/IotMI-HubSDK-Docker-v1.0.0.tar.gz
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sudo apt-get install -y docker-compose-plugin

6. fRER#E Hub SDK &% :

# Navigate to the home directory
cd

# Extract the hub-docker.tar.gz file
tar -xzf IotMI-HubSDK-Docker-v1.0.0.tar.gz

7. BB Z hub-docker B # :

cd IotMI-HubSDK-Docker

8. SEBAK Hub SN AR TE LARRE & 20 BR & MR E

® Note
BB YULSL DUB [BIEF BESTILL S BB,

9. BXBh Docker B8 :

# The first time it's called, it will build the container
docker compose up -d
docker compose logs -f

TEHARY B H

[+] Running 1/1

# Container iotmi-hubsdk-docker-hubsdk-1 Started

hubsdk-1 | -\-\-\-\-\-\-Checking USB dongles-\-\-\-\-\-\-\-\-\-\-\-\-
hubsdk-1 | -\-\-\-\-\-\-Stopping SDK running processes-\-\-

hubsdk-1 iotmi_mqtt_proxy: no process found

I
hubsdk-1 | ace_eventmgr: no process found
hubsdk-1 | ace_zigbee_service: no process found
hubsdk-1 | zwave_svc: no process found
hubsdk-1 | iotmi_cdmb: no process found
hubsdk-1 | iotmi_device_agent: no process found
hubsdk-1 | iotmi_lpw_provisioner: no process found
hubsdk-1 | iotmi_log_daemon: no process found

hubsdk-1 | -\-\-\-\-\-\-Starting Hub SDK-\-\-\-\-\-\-\-\-\-\-\-\-
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hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1

| -\-\-\-\-\-\-Creating logs directory-\-\-\-\-\-\-\-\-\-

| Logs directory created.

| -\-\-\-\-\-\-Verifying Middleware paths-\-\-\-\-\-\-

| A1l middleware libraries exist

| -\-\-\-\-\-\-Verifying Middleware pre reqgs-\-\-

| AIPC and KVstroage directories exist

| -\-\-\-\-\-\-Starting HubOnboarding-\-\-\-\-\-\-\-\-\-\-

| -\-\-\-\-\-\-Starting MQTT Proxy-\-\-\-\-\-\-\-\-\-\-

| -\-\-\-\-\-\-Staring Log Daemon-\-\-

| -\-\-\-\-\-\-Starting Event Manager-\-\-\-\-\-\-\-\-\-\-

| -\-\-\-\-\-\-Starting Zigbee Service-\-\-\-\-\-\-\-\-\-

| -\-\-\-\-\-\-Starting Zwave Service-\-\-\-\-\-\-\-\-\-

| /data/aws/iotmi/middleware/AceZwave/bin /data/aws/iotmi

| /data/aws/iotmi

| -\-\-\-\-\-\-Starting CDMB-\-\-\-\-\-\-\-\-N-N- - - - - - -\ -
| -\-\-\-\-\-\-Starting Agent-\-\-\-\-\-N-N-N-N-N-A-A-N-N-N-N-N-N-N-
| -\-\-\-\-\-\-Starting Provisioner-\-\-\-\-\-\-\-\-\-\-\-\-\-

| -\-\-\-\-\-\-Checking SDK status-\-\-\-\-\-\-\-\-\-\-\-\-\-\-

| root 105 0.2 0.2 1093488 16608 ? S1 20:51 0:00 ./

iotmi_mqtt_proxy -C /data/aws/iotmi/config/iotmi_config.json

hubsdk-1
hubsdk-1

| Process 'iotmi_mqgtt_proxy' is running.
| root 183 0.0 0.0 236272 3152 7 S1 20:51 0:00 ./

middleware/AceCommon/bin/ace_eventmgr

hubsdk-1
hubsdk-1

| Process 'ace_eventmgr' is running.
| root 190 12.0 0.1 319264 8352 7 S1 20:51 0Q:04 ./

middleware/AceZigbee/bin/ace_zigbee_service

hubsdk-1
hubsdk-1

zZwave_SVvcC

hubsdk-1
hubsdk-1

jotmi_cdmb

hubsdk-1
hubsdk-1

| Process 'ace_zigbee_service' is running.
| root 200 0.0 0.1 1365792 12480 S1 20:51 0:00 ./

| Process 'zwave_svc' is running.
| root 233 0.0 0.0 1198704 5760 *? S1 20:51 0:00 ./

| Process 'iotmi_cdmb' is running.
| root 268 0.2 0.2 2017424 21968 ? S1 20:51 0:00 ./

iotmi_device_agent

hubsdk-1
hubsdk-1

| Process 'iotmi_device_agent' is running.
| root 311 0.1 0.1 1523072 13008 ? S1 20:51 0:00 ./

iotmi_lpw_provisioner

hubsdk-1
hubsdk-1

| Process 'iotmi_lpw_provisioner' is running.
| root 132 0.0 0.0 875024 7232 7 S1 20:51 0:00 ./

iotmi_log_daemon

hubsdk-1
hubsdk-1

| Process 'iotmi_log_daemon' is running.
| -\-\-\-\-\-Successfully Started Hub SDK-\-\-\-
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FXZR(E) Hub SDK # , Rl BEETREMANEREAESIEREAMATRIEELE,

® Note

o ZEFH Docker B8 bash shell , FEHT T H&HS :

docker compose exec hubsdk bash

- FEEERBRENRBER  FHITTIHD
docker compose up -d

« BEFH Hub SDK , FFER TSI ER R H ZEVIE :

hub-docker/iotmi

- EEERBENRZLHENBE RS , FHAT TIEBHE

ol

docker compose down
docker compose up -d
docker compose logs -f

ZERATHEREN

@ Note

£ Raspberry Pi LB/ AWS loT Hub SDK 2 —EREER , EAREFMAFAEHN , THEA
REERE. ERATRENER , FERETHHEBURIBE

AWS BE2AERHET ERTEER , BAERNERSTRETERNME , LERRE
MR, SEREVAFEHTZEREEFEHRRT R AWS Secrets Manager , 5141 =% Systems
Manager S8 EZRIE, X AEEREME , LERF AWS loT Z2%8,

AR . THEUESNWERHT , AAFTZRH i FRERERIELEZ ITERE.
EEERED | AREUSENSEREREE,

MRS . TEEAPREEARRAMASEERE  UEREENER, EEERE
O EEEENFERBRNSE , U EREREFRAIEERE,

USB #£BFFAl : BAATZRHEIN USB HEBFE , UERREEMBAZLEENAHALE., &
HEERE , BEREHN USB £ERGIFERFE , UL REFERRE,
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ELERTRLERETAR , ETEAREERE. BBEZLERER K FEELZ2BEER
%, UL EHRABEARNKRERBEENEAER,

TEHERAERN R React AERN TEHEAREN  ETERAREREEENIEES IR, LEAR
ERXEBRNK Web RETRE Z-Wave F Zigbee HERWEEMA, #HHMER,

TR

- Ef AWS IRFE,

s BUBAEREETE  WEAEHREEFETFENEELNPIE,
« SERX Hub MNAFEE,

« Node.js 18+ # npm,

- AWS CLI ft EEE AWS CLI S SERERFRAN .

« B Web BIE2S (Chrome, Firefox, Safari, Edge)

ZENKRTE BAEN

1. THXEESTHEARER
2. BBWEMF:

cd ~/Downloads
tar -xzf IotMI-HubSDK-DemoApp-v1.0.0.tar.gz
cd IotManagedIntegrations-DemoApp

3. ZTERMKFHEHE

npm install

4., TERBEHEPEIL .enviER :

# AWS Configuration
REACT_APP_AWS_REGION=your_region
REACT_APP_AWS_ACCESS_KEY_ID=your_access_key
REACT_APP_AWS_SECRET_ACCESS_KEY=your_secret_key
REACT_APP_AWS_SESSION_TOKEN=your_session_token

# IoT Managed Integrations Endpoint
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REACT_APP_IOT_ENDPOINT=https://your-iot-endpoint.amazonaws.com
# Hub Configuration

REACT_APP_HUB_MANAGED_THING_ID=your_hub_id
REACT_APP_CREDENTIAL_LOCKER_ID=your_credential_locker_id

5. BENMBERAEN .

npm start

6. TFHEAEN , #us -

http://localhost:3000

MEEBEEA , 552B AWS loT Device Management EEEHE LS EE S —,

R ERATE
Hub SDK BBz 788

FREBHEFSH AWS Eif EERTHBERTE. EZEREE DeleteManagedThing FFREF |, 27
EXAMEETEER :

REREF :

- ERRPHENAIIRRE
- MBRFTEAHEEFNER
- HEfEEUHARRERMA

EumEE -

- BREPEEBBRNIEERER

- B E—ERFTEEPENELR
EEBESETHER TRE P ESHE

. BE RN EBHES
. ERFEERAR AN TE
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REFARFRPEAECENEE, 22868 SRERNRKEEENIRSEML,

FORIRF

- BYABBEMANDE, MEHRH , FSE Hub IMARE.

« TEIF /data/aws/iotmi/config/ B9 iotmi_config. jsonfER+ , #:R
iot_provisioning_statef R PROVISIONED,

- R PS2ENKABENE®iotmi_config. jsonFEREEEMNEEH,
« ®&E HubOnboarding. Agent. Provisioner #1 MQTT 2B EREL H1T,
- BREHBRETFEE, £ DeleteManagedThing AP| BERFTE FEEBH#E,

Hub SDK BE&EF
FREBETHSBEHERY
#EEY hub_managed_thing ID

iotmi_config.json EXRARGFHRIZIERESTENZEYNH ID. LBIINFREEZENA , ZE
FAEEE AWS loT SERSIRKEA. SEYH ID EFEHME JSONERN rw (BE ) EEW
managed_thing_id @z T, EE TS FEREPAR :

Ilroll: {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",

"iot_claim_pk_path": "PATH",

"UPC": "UPC",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "SN',
"fp_template_name": "TEMPLATENAME"
},
"rw": {

"iot_provisioning_state": "PROVISIONED",
"client_id": "ID",
"managed_thing_id": "ID",
"iot_permanent_cert_path": "CERT_PATH",
"iot_permanent_pk_path": "KEY",
"metadata": {

"last_updated_epoch_time": 1747766125
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=

ZEES AWS loT Device Management HEABEE

}

oA E B AR
FRENIREEAER , XA E—&managed_thing_id#EEE BIT &5 :

aws iot-managed-integrations delete-managed-thing \
--identifier HUB_MANAGED_THING_ID

SR AR AR B B
FERENREEAER , WA E—fmanaged_thing_id#EEM #1T &5 :

aws iot-managed-integrations get-managed-thing \
--identifier HUB_MANAGED_THING_ID

X Zh 1 5k B = 451
PRIESY]
MEBHPENSG TR , FHSETHIEHEE

"Message" : '"Managed Thing resource not found."

A RDIEBM BRI |, iotmi_config. jsonBAIEBETHIEH, R rw EER
£2E iot_provisioning_state MiEAMFEER., FEENTFERTEZH,
iot_provisioning_state #4ZE2 NOT_PROVISIONED.,

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "1234567890101",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "1234567890101",

"fp_template_name": "test-template"
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},

"rw": {
"iot_provisioning_state": "NOT_PROVISIONED",
"metadata": {

"last_updated_epoch_time": 1747766125

}

}

}
P ESL]

MRBHPENG TR, RHPSETIEHDE

{
"Arn" : "ARN",
"CreatedAt" : 1.748968266655E9,
"Id" : "ID",
"ProvisioningStatus" : "DELETE_IN_PROGRESS",
"Role" : "CONTROLLER",
"SerialNumber" : "SERIAL_NO",
"Tags" : { },
"UniversalProductCode" : "UPC",
"UpdatedAt" : 1.748968272107E9
}

- 8 ProvisioningStatus £ DELETE_IN_PROGRESS , 55&1& Hub £ R H MR,

- 8 ProvisioningStatus X2 DELETE_IN_PROGRESS , A B HN G ESERAETHRH X
B RRAZEESEREZER. EE Hub ERPHIER.

- MRBEKY , BMiotmi_config. jsonERFERSETEHNEFER,

ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "123456789101",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "123456789101",
"fp_template_name": "test-template"
I

IIIWII : {
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"iot_provisioning_state": "PROVISIONED",
"client_id": "ID",
"managed_thing_id": "ID",
"iot_permanent_cert_path": "PATH",
"iot_permanent_pk_path": "PATH",
"metadata": {

"last_updated_epoch_time": 1747766125

}

(iZH ) #H1f Hub SDK 2 #

/A Important
THIZRHI5 HEFE Hub SDK AMBERMAEASE , IEMREVETHEREFMA
yN: sk
E#FMA

MERBEAKI  BRBIR 3 BEUSEYH (HMEME ) MESHMAREREMA Hub SDK,
Hub EJR
& 28 P NS B B X Th B 3 i BB 2k B

IR GetManagedThing APl FEIUR{EEIManaged Thing resource not foundfAE , B
ERE2iotmi_config. jsonBiR. FSEEHI json BRI K IIZEH,

ERRLRGIFER , F2ERAFMER,

3B AR BEES K B
EfRiotmi_config.jsonKRIERBERK K HMEREEERR. FSHEEH json BRM KXY
ESVR

EERURGDER  FSEATIMER. MR iotmi_config. json MRELEE , BIXEAE

RERER,

2E 1B rh AR S L 1 2 o A SR 2k B
FEHRBIF , iotmi_config.json HREFELENE , BHEARRES ACTIVATED, T
DISCOVERED,
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EERLERGER , FSRAFIMER. MREHMBRKE , Fiotmi_config. json{hRfEL
B, RIXEEREREE.

RAEBEAR , PAEARRE S DELETE_IN_PROGRESS

HURHP , FiERE  ERSBRIERS S,

BERMRPIPER , FSEERGMER,
568 751/ BR

BEMBRRERDKRETEERBOBRER  FEFTISR, LRFETRSEHRRMESIRE
— 3, EM AR EBARRRFREBE.

EAFHER managed_thing_id# s&F| S8 IY DeleteManagedThing API :

aws iot-managed-integrations delete-managed-thing \
--identifier HUB_MANAGED_THING_ID \
--force

i W

& , M GetManagedThing API dM#EERE B Managed Thing resource not foundo
EERIERERSMER.

® Note
TEZERALEZE, RATCATREERERNRKEREZBANT -, —KRMS , EEHM
REWERZA , RFRARKEFRIERB L,

B ESER R EEE

/A Important
EEEENXHANEXBRATTRENSEEE, ©TTEER SDK -0 REHIGE.

BABERENFNREEFEERBABELBEINREAC, SERSHNREMANKEEST
#+ Hub SDK HEfEAERERIREEE R,

PIEEBEHT IR

BABERSENPNEE 185


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteManagedThing
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing
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- BBRE—MEERN APIs , RTEIRKER & EBA G EHEFHRAPIs,
- REFITHRIRESR., SHTIEENERINSRBHTERE,

T EREBRE
TENERERE Zighee PN RBI M, Z-Wave SHABAK N H N KBES BELL,

BABERENFNREBE=FEETH,

« ACS Zigbee DPK : Zigbee Device Porting Kit (DPK) AR R EREEANELRANMR , ®M
BRAENE, EXLE  ETVLREERBRE (HAL) , CRREERAAPIs , LUK T ERKE /Y
Zigbee FIREW L 2B, Zigbee FNEB I EEAR Silicon Labs Zigbee FEAEREEH DPK
AP| B1E,

« ACS Zigbee ¥ : Zigbee REMAZEAHBEREIT. ©EE API REERX , A[ER IPC BER
BFEiRERAERIEM API U, AIPC B4 Zigbee EiE25 M Zigbee R 2B IPC BE, TR
Hipzhae , fINEREEFEFL/ AL HS. ® HAL BEEH | LURMEMA ACS Event Manager #17
EHFEM/EM,

« ACS Zigbee #5238 : Zigbee HIEEREARIBFAMTHERE (ZEHERT , EAEXR
CDMB A1 ) . Zigbee EiZES1Rt—4#H APIs , £t CDMB/Provisioner BB ENHERNEAS
WERBENGER , UEKREBEWEEZ BH.

End-to-end P /T Ei B8 ip & iR A2 EE 4

LT 28I Zigbee RN BB o B RZE A,

LT R\EIB Z-Wave FNE BN G S HREEEH,

BABEREN PN EREENHES

AEIBEfEIotManagedIntegrationsDeviceSDK-Middleware Eh @t HER B ENHE
BEH. UTRURBTFEDERREEBNEH,

./IotManagedIntegrationsDeviceSDK-Middleware
|- greengrass
|- example-iot-ace-dpk
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|- example-iot-ace-general

|- example-iot-ace-project

|- example-iot-ace-z3-gateway
|- example-iot-ace-zware

|- example-iot-ace-zwave-mw

FE
« Zigbee F N EBREXHAS
« Z-Wave PN EERENHHES

Zigbee AN B BENHHE

ATFHR Zigbee BEF N EBBREXRHERM,
FE

* ACS Zigbee DPK

» Silicon Labs Zigbee SDK

+ ACS Zigbee IR
+ ACS Zigbee HE 225

ACS Zigbee DPK

Zigbee DPK HRER B A T ZIE5 61+ 5 H &Y B #%K

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

|- common

|— |- fxnDbusClient
|- |- include

|- kvs

|- log

|— wifi

|- |- include

|- |- src

|— |- wifid

|- |- fxnWifiClient
|- |- include
|- zibgee

|- |- include

PN HEEATEAR
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|- |- src

|- |- zigbeed

|- |- ember
|- |- include
|- zwave

|- |- include

|- |- src

|- |- zwaved

|- |- fxnZwaveClient
|- |- include
|- |- zware

Silicon Labs Zigbee SDK

Silicon Labs SDK &8i’~fE IotManagedIntegrationsDeviceSDK-Middleware/example-
iot-ace-z3-gateway ERIEA, Lt ACS Zigbee DPK [& 2 & ¥t Silicon Labs B EHEE,

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zz3-gateway/
|- autogen

|- config

|- gecko_sdk_4.3.2

|- |- platform

|- |- protocol

|- |— util

ACS Zigbee BR#E

Zigbee Service BN IE M IotManagedIntegrationsDeviceSDK-Middleware/example-
iot-ace-general/middleware/zigbee/ ER KA, VEMN srcHM include FERKRTSEL
ACS Zigbee FRIEHEHNFIEER.

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
src/

|- zb_alloc.c

|- zb_callbacks.c
|- zb_database.c

|- zb_discovery.c
|- zb_log.c

|- zb_main.c

|- zb_region_info.c
|- zb_server.c

|- zb_svc.c
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|- zb_svc_pwr.c

|- zb_timer.c

|- zb_util.c

|- zb_zdo.c

|- zb_zts.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
include/

|- init.zigbeeservice.rc
|- zb_ace_log_uml.h

|- zb_alloc.h

|- zb_callbacks.h

|- zb_client_aipc.h

|- zb_client_event_handler.h
|- zb_database.h

|- zb_discovery.h

|- zb_log.h

|- zb_region_info.h

|- zb_server.h

|- zb_svc.h

|- zb_svc_pwr.h

|- zb_timer.h

|- zb_util.h

|- zb_zdo.h

|- zb_zts.h

ACS Zigbee #1#35

ACS Zigbee EiZ25 IR BN M IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-general/middleware/zigbee/api ERRRA, LMV EMN
srcHl include FERRTEEE ACS Zigbee EHIZREXERBNAIEESR,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/src/

|- zb_client_aipc.c

|- zb_client_api.c

|- zb_client_event_handler.c

|- zb_client_zcl.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/include/

|- ace

|- |- zb_adapter.h

|- |- zb_command.h

|- |- zb_network.h
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|- |- zb_types.h
|— |- zb_zcl.h
|- |- zb_zcl_cmd.h

|- |- zb_zcl_color_control.h

|- |- zb_zcl_hvac.h

|— |- zb_zcl_id.h

|- |- zb_zcl_identify.h
|— |- zb_zcl_level.h

|- |- zb_zcl_measure_and_sensing.h

|— |- zb_zcl_onoff.h
|— |- zb_zcl_power.h

Z-Wave T EREERE X IEAR

L TR Z-wave 2ZHR N REEXBES.

ES -]
+ ACS Z-Wave DPK

- Silicon Labs ZWare # Zip Gateway

« ACS Z-Wave BR#%
« ACS Z-Wave 38

ACS Z-Wave DPK

Z-Wave DPK fWF2 LBz IotManagedIntegrationsDeviceSDK-Middleware/example-

iot-ace-dpk/example/dpk/ace_hal/zwave ERI KR,

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

|- common

|- |- fxnDbusClient
|- |- include

|- kvs

|- log

|— wifi

|- |- include

|- |- src

|- |- wifid

|- |- fxnwifiClient
|- |- include
|- zibgee

PN HEEATEAR
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|- |- include

|- |- src

|- |- zigbeed

|- |- ember
|- |- include
|- zwave

|- |- include

|- |- src

|- |- zwaved

|- |- fxnZwaveClient
|- |- include
|- |- zware

Silicon Labs ZWare 1 Zip Gateway

Silicon BE&ZE ZWare M Zip Gateway HFEXIF R IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-z3-gateway ERIRA, bt ACS Z-Wave DPK [& 2 &%t Z-Wave
C-APIs#l Zip BEEBE.

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-z3-gateway/
|- autogen

|- config

|- gecko_sdk_4.3.2

|- |- platform

|- |- protocol

|- [— util

ACS Z-Wave fR%

Z-Wave Service W B MLNA ERKA,
IoTmanagedintegrationsMiddlewares/exampleiot-ace-zwave-mw/Ltfu B srcHl

include BRIk ESE ACS Z-Wave [RIEHBHNAIBERER,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/src/
|- zwave_mgr.c

|- zwave_mgr_cc.c

|- zwave_mgr_ipc_aipc.c

|- zwave_svc.c

|- zwave_svc_dispatcher.c

|- zwave_svc_hsm.c

|- zwave_svc_ipc_aipc.c

|- zwave_svc_main.c
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|- zwave_svc_publish.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/include/
|- ace

|- |- zwave_common_cc.h

|- |- zwave_common_cc_battery.h

|- |- zwave_common_cc_doorlock.h
|- |- zwave_common_cc_firmware.h
|— |- zwave_common_cc_meter.h

|- |- zwave_common_cc_notification.h
|— |- zwave_common_cc_sensor.h

|- |- zwave_common_cc_switch.h

|— |- zwave_common_cc_thermostat.h
|- |- zwave_common_cc_version.h

|- |- zwave_common_types.h

|- |- zwave_mgr.h

|- |- zwave_mgr_cc.h

|- zwave_log.h

|- zwave_mgr_internal.h

|- zwave_mgr_ipc.h

|- zwave_svc_hsm.h

|- zwave_svc_internal.h

|- zwave_utils.h

ACS Z-Wave #2388

ACS Zigbee BB MWRERNB MM IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-zwave-mw/cli/ ERER, VB srcHl include ERIK
‘BEE ACS Z-Wave BizSREX EMBEHAMEER.

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/cli/
|- include

|- |- zwave_cli.h

|- src

|- |- zwave_cli.yaml

|— |- zwave_cli_cc.c

|- |- zwave_cli_event_monitor.c

|— |- zwave_cli_main.c

|- |- zwave_cli_net.c

ESPTEREE SDK

THZHENmAPELNPNRERES,
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FE

- £EBWEH (DPK) API S

- BEBENEXGBER

HEBHEEMH (DPK) API S

EERLSEMBLEMKE SDK EBRNEEE | FREMN DPK (EEBEEH ) BSIRMHEE API NME.
SERARBHERR ODMs EERIBH loT Hub EFEAK Zigbee/Z-wave/Wi-Fi & X BH
SDK BEfEiEL APIs,

SEEENERBEL

BRTHNTEE 2, FIEHEfM Device SDK sttt , fliNZ EE S Device Agent MBE A E KB R {F#8S
(CDMB) #BrILAERA , |MEHTEMESH , MEREEBRS.

RN EHENEERLUBAR Zigbee M Z-Wave B Silicon Labs R E4EBER., RPN EHEFERE
#9 Silicon Labs SDK X EBEHF HEDFEHAH Z-Wave M Zigbee & F#H , BITJ A ERETEMIEHNE
MTERASERNEE, CREEXXFEPNERE , AR UAERHOHE LT

B BATE 3K E Zigbee B9 DPK ( £E#H#EEMH ) APlsacehal_zigbee.c , B DPKAPISHZEE
EZER zigbee ERIRA,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/
zigbee/

|- CMakelLists.txt

|- include

|— |- zigbee_log.h

|- src

|- |- acehal_zigbee.c

|- zigbeed

|- |- CMakelLists.txt

|- |- ember

|- |- |- ace_ember_common.c

|- |- |- ace_ember_ctrl.c

|- |- |- ace_ember_hal_callbacks.c
|- |- |- ace_ember_network_creator.c
|- |- |- ace_ember_power_settings.c
|- |- |- ace_ember_zts.c

|- |- include

|- |- |- zbd_api.h
|— |- |- zbd_callbacks.h
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|- |- |- zbd_common.h

|- |- |- zbd_network_creator.h
|- |- |- zbd_power_settings.h
|- |- |- zbd_zts.h

EAM Z-Wave APIs DPK API AT 3 %l , acehal_zwave.cH DPK APls W2 EZBEEER
zwaved ERXRA,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

zwave/

|- CMakelLists.txt

|- include

|— |- zwave_log.h

|- src

|- |- acehal_zwave.c
|- zwaved

|- |- CMakelLists.txt
|- |- fxnZwaveClient

|- |- |- zwave_client.c

|- |- |- zwave_client.h

|- |- include

|- |- |- zwaved_cc_intf_api.h
|- |- |- zwaved_common_utils.h
|- |- |- zwaved_ctrl_api.h

|- |- zware

|- |- |- ace_zware_cc_intf.c
|- |- |- ace_zware_common_utils.c
|- |- |- ace_zware_ctrl.c

|- |- |- ace_zware_debug.c

|- |- |- ace_zware_debug.h

|- |- |- ace_zware_internal.h

HMAEETEME SDK B/ DPK BWWREE , UEAMNEXSEEE, TETHMEMESH , FEXE
T EK S SDK :

1. B AR RS SDK R AR FERNFEE SDKo.
2. RIBF M SDK BEPNEEE DPK ( ZEBHEEH ) APIs,
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ZERES ¥imEE SDK

BE 0T ¥4  RESERKEEREZEERS  WEBK—NEHRAEEER T, KinkE SDK 2H
THREFRES K WRHURBREMEETHNBLRE , LKXE AWS loT Core F AWS loT KEE
ENRLER. & TREMMANEREE SDKAWS EEEE S

FEERANAEIRPEELEREKE SDK. REARE. THANEESSR , LRKEESNEE.
e

- HEREREE SDK?

- KRimEE SDK B TH

- fEE

« Over-the-AirE#i

- EREARABELS

- {KBg C-Function APIs

- BEESTNYENKRESD

- FRREAKEREE SDK

fTERFERIEE SDK?

TEREREE SDK?

#KimkE SDK 2 RZENRER, BEXENTENES AWS loT, REEHFERERZRIVREMT
&, IXEEERIE 512 KB RAM Ml 4 MB fREIFEREBHEE , HIMERHER Linux MENEER R
(RTOS) L#THBEMAMZRIFLER. £ AWS loT EEFERE THREHMANBEREE SDK,

B U

SDK #&7THARERBAN MQTT REEX., ARNCEEENTIEKEEER  URZTEES Data
Model Handler, EXTHTHEENE , ERERSEESCHREHRTZSNEREINEBLERHE
=

N

\

MEFHFANRNER , FSE K2 E.
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https://console.aws.amazon.com/iot

HWZEES AWS loT Device Management HEABEE
RimsE B SDK 2B T

AER AR REE SDK BN H 4 M EERAVERE C-Functions EB), TEIFREA SDK REF AV
DR EBR.

RimdEE SDK Tt
RIREE SDK RBTSELTH , ANSERSYREERS -
HEE

ESERAERTRIEEER , 2FARLTE MQTT BANEERENALE LS, SEB3AER
SELHNEBHRIERASCHEILEENER.

MQTT RERR
FERREHTHEN C AFGREXEETE MQTT ER. I ESEFERESHTHREPNG ST
B, UREEEIREENARETIK)D,. ALLEBZTERSKAMTEREE,

EBREEER

BEZEHE Z2EAERANERIFHover-the-air(OTA) Efff. WAERESEEME S
HEENHREBERN,

ERERREREN

4

A NEEERERENR K EZEESEEM C-Functions AWSZ EIZRE, WHEFMENR ,
2/ GitHub LW EIEXH,

FEiB PKCS #11 AP| EEZRmERE  ARIEERZTSEEAMNEBEE , H20 corePKCS11,
It APl &7 TLS EZF R EEIE Provisionee #1 MQTT Agent 2 st HY B E R 4E,

hEE

MEERZERSH M , TREGTHRAKEME. CRAMRE K LUlReHMREE. RBEHS
BUYRBHEMENER  HTISRHSTEESCERMESNRERINILELHR. ELHNEMERE
FERSEARFELENHERER , EUNERHESE.

ES- ]

BEMTH 196


https://project-chip.github.io/connectedhomeip-doc/index.html
https://github.com/FreeRTOS/corePKCS11
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- HEETHERRE

- REREEH

- EMMBTIRE

- BNWHERER

- BUZEYH

- SDK £/ #& Wi-Fi fi2

g & TERRE

hEFREEERVNRERETHRE. &F
F-REBEEERE , fi2E :

=k

mER , PINBRTIRE., MEREENZENH. &

[l ==
EE

kg

1. EAE EREZERRWE
2. & %ﬁﬁﬂ%ﬁ@ﬂ%ﬁ“%é«z 2%
3. BRELMBAFHKABENLEER
4. BEFEAKABEENMER
5. RREBRERIKHE LEEZERS

RpRE  LEELSEERSERABN. HREASHHUERGREIBRA
RERREEH
EEHBERRE T AWS BAEH -

$ export AWS_ACCESS_KEY_ID=YOUR-ACCOUNT-ACCESS-KEY-ID
$ export AWS_SECRET_ACCESS_KEY=YOUR-ACCOUNT-SECRET-ACCESS-KEY
$ export AWS_DEFAULT_REGION=YOUR-DEFAULT-REGION

Eaua=HP

EERREFFEA RegisterCustomEndpoint APl 5% , Adevice-to-cloudi@AZE M BT i 2.

aws iot-managed-integrations register-custom-endpoint
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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(=] FE £ 51

{ "EndpointAddress":"[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com" }

(® Note

FRORE MU IR EMESE, FH GetCustomEndpoint API EEIHEE .
MEFHMEN , F2H ( ZEES API BE1E™M) PH GetCustomEndpoint API F
RegisterCustomEndpoint API,

B ERER

BUMERERE K UEREHWHRBEMESZ. EERREFHIT CreateProvisioningProfile API , L&
EELERIFNLESRETEEIIRE -

aws iot-managed-integrations create-provisioning-profile \
--provisioning-type "FLEET_PROVISIONING" \
--name "PROVISIONING-PROFILE-NAME"

(=] FE €551

{ "Arn":"arn:aws:iot-managed-integrations:AWS-REGION:YOUR-ACCOUNT-ID:provisioning-
profile/PROFILE_NAME",

"ClaimCertificate":"string",

"ClaimCertificatePrivateKey":"string",

"Name" :"ProfileName",

"ProvisioningType":"FLEET_PROVISIONING"}

BT LLEYE corePKCS11 FAMKRTENE (PAL) , = corePKCS11 B E BB H B4 EL

Fl. corePKCS11 PAL BEZFENARMEFRESBENLESBNMNE, FHILINEE  BAlELH
EREBNALESRINER, EUUSAELBNERERNEEELZEHE (HSM) EENFAER
(TPM) L,

BYXENH

£/ CreateManagedThing AP| B S EBASERIMENEE., BELENFHE (SN) NBEAERNKTE
(UPC) :

i
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
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aws iot-managed-integrations create-managed-thing —role DEVICE \
--authentication-material-type WIFI_SETUP_QR_BAR_CODE \
--authentication-material "SN:DEVICE-SN;UPC:DEVICE-UPC;"

AT EERE) API B FE,

{
"Arn":"arn:aws:iot-managed-integrations:AWS-REGION:ACCOUNT-ID:managed-

thing/59d3c90c55c4491192d841879192d33f",
"CreatedAt":1.730960226491E9,
"Id":"59d3c90c55¢c4491192d841879192d33f"

APl EEEITTARMERTNZIEYH ID. LFBREKERFHR (SN) MEAEMNR (UPC) , BER
REMEXZ BEERENZENHET. XISEEEUTIINER

/**
* @brief Device info structure.
*/

typedef struct iotmiDev_DeviceInfo

{
char serialNumber[ IOTMI_DEVICE_MAX_SERIAL_NUMBER_LENGTH + 1U ];

char universalProductCode[ IOTMI_DEVICE_MAX_UPC_LENGTH + 1U 7;
char internationalArticleNumber[ IOTMI_DEVICE_MAX_EAN_LENGTH + 1U ];
} iotmiDev_DeviceInfo_t;

SDK & Wi-Fi fin &

KEREHNERS RUEFHEEACHNER Wi-Fi MEERHK , AREBMRE Wi-Fi 2AER, Wi-
Fi 2RSS REASAITBRAREN, EWZEST BLE) ERNEMEBEABE , ALt Ehn
HERERFH Wi-Fi EAEE

RimEEE SDK WELAE X BE/E Wi-Fi BRI , mMBEE A LUEEZE Wi-Fi 8%,
KE S MEME
FRMES K BREAETVUEAKRESHERGER —BE K LFEASERAHETHMR.

AR ACESREEREFIEBAFL ID <common name>“_"<serial number>

SDK & Wi-Fi #izZ 199



&

IZEES AWS loT Device Management HEABEE
= ab
S EVHIhEE

HEEREZEVHIIE  REBHRLEEZZERS, CAREARANEM REFECIE, £
B, Hit Web A FinMBRIAILAER MQTT MFEE MQTT EERERINEE , M REST API RE
#HTTP,

Over-the-Air® 1
OTA ZE#H

Over-the-Air(OTA) EFREF SR BETH —REF , LSHREFTIAELNEE. TERRBUNME
BiEREE SDK, H#E SDK M Thaez Eay BB REZE OTA EFEHE Ko

OTA EMRBEE T HITH

- BF  BERNXHLEE S3 REER , WERB AP BB EH
- OTABR¥ : BEEHKEY, BENEE

- AWS loT 1% : EBEBHATHRNGELE

- #& : /5 Harmony SDK EZEWMEREH

TR IFRM

FEEI OTA FH 28l , BAERRE T 5L RGH

R E Amazon S3 17H}

EEMA OTABH , BXAEBEH X LEZE Amazon S3 FEEE , WREEENFEETT :
1. # OTA EH X ¥ LB =E S3 TR

2. #7118 Amazon S3 RFITREBEK , BT ERSHER AN FEE

JSON

{
"Version":"2012-10-17",
"Statement": [
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{

"Sid": "PolicyForS3JobDocument",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotmanagedintegrations.amazonaws.com"

},
"Action": "s3:GetObject",

"Resource": [
"arn:aws:s3:::YOUR_BUCKET/*",
"arn:aws:s3:::YOUR_BUCKET/ota_job_document. json",
"arn:aws:s3:::YOUR_BUCKET"

EEOver-the-Air(OTA) £7§
RENEFERNLBREEMTE , ATLEBRESREY OTA 4% :
—M OTA EBEH

— X1 OTA EHBEHIT OTA EHH B IRIFAEFE (ManagedThings). B—R&Z A LAFTIE 100
BER. TERELA AWS loT EREKERS|  FARHEESIETESHRE.

EFA T 5 &5 E I — IR 1% OTA 275 -

aws iotmanagedintegrations create-ota-task \
--description "One-time OTA update" \
--s3-url "s3://test-job-document-bucket/ota-job-document.json" \
--protocol HTTP \
--target ["arn:aws:iotmanagedintegrations:region:account id:managed-thing/managed
thing id"] \
--ota-mechanism PUSH \
--ota-type ONE_TIME \
--client-token "foo" \
--tags '{"keyl":"foo", "key2":"foo"}'

48 OTA R EH

OTA (Over-the-Air) 7 TERETBERBISEEE , FAEEHEERS| AWS loT WIE , FERH#
EXEECHRE A BSIEENNBELEERE. EE OTAIKEAEHFTSE , MIBEEE. FE

E{EOver-the-Air(OTA) {£5% 201
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ERRGNTERERSET OTA EH , YASKEENTHEI RS AFNVEREEFEHE
#

RRE STIR R
HEMFHE OTA IRzl , FRTR T FIFRFHF

1. BERY CreateManagedThing AP| S {TH B E R E L ZEWH.
2. BPBERBUFEEZIEYH , IETEHBEEHTE,

ManagedThing f##/ UpdateManagedThing AP| #$ B M E R HEE -

aws iotmanagedintegrations update-managed-thing \
--managed-thing-id "YOUR_MANAGED_THING_ID" \

--meta-data '{"owner":"managedintegrations","version":"1.0"}"

EA T A SHIRE N ER OTA 155

aws iotmanagedintegrations create-ota-task \
--description "Continuous OTA update" \
--s3-url "s3://test-job-document-bucket/ota-job-document.json" \
--protocol HTTP \
--ota-mechanism PUSH \
--ota-type CONTINUOUS \
--client-token "foo" \
--ota-target-query-string "attributes.owner=managedintegrations" \
--tags '{"keyl":"foo", "key2":"foo"}'

TR OTA TR
8 OTA EMTERBER T FILZER

1. A LAEA UpdateManagedThing APl EXEE BN S EYH,
2. FAURKRERERMEREENERFHEY OTA £5%,

3. OTA fR# AWS loT Core BRZFEHBME PEVBREYHEHE
4. loT EBEEANNRELHMITEN
5

BT LAEIB ListOtaTaskExecutions AP ES32 i E | HiEIR Kinesis BREE OTA BAl ( IR
A)o

E{EOver-the-Air(OTA) {£5% 202
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListOtaTaskExecutions.html
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TEESOTAM loT FHZBENER

ZEES OTAM loT ABZEANEXER ERBHHRAME B, SEES OTA RHE—RBHER
BER, DERZRB AN E M,

ZERS OTASEBHITHVRE

- BREVIGEHAEY REBENEHARGBEESE AWS loT Core ¥4 FHHE,

- BEMI . BEHFE (EH : attributes.owner=managedintegrations) it B EERAE
BB &,

- IRIEES : £ AWS loT Core loT Jobs # Fleet Indexing BR#% 2 B E4&1H 53
- EHBHEE RERBRIIFTERNEME OTA TERE.

MI OTA SERR T & :

o £ PEMNYIMHEE AWS IoT Core,
- BV ERE,
® Eﬁ loT 1%3%0

BEES OTASRBENEAFTHFEADBREEE=(BRE. BBREFESLBFMHNEE., EEREN
IOT'fEi§, URBHATEN OTA TERRE K MAZTELREZEZE AWS REEE,

OTA EH#ERERTE
WAL OTA EFTHAERE | DIEEHINAIKERERELEE, REPLEYE , SIREERE,
#if5l : CreateOtaTaskConfiguration

£ T 5 HIRE OTA EFHHAERE

aws iotmanagedintegrations create-ota-task-configuration \
--description "OTA configuration" \
--name "MyOtaConfig" \
--push-config '{
"AbortConfig": {
"AbortConfigCriterialist": [
{
"Action": "CANCEL",
"FailureType": "FAILED",

OTA Fi5HHAEERE 203
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"MinNumberOfExecutedThings": 1,
"ThresholdPercentage": 90.0

]

},
"RolloutConfig": {

"ExponentialRolloutRate": {
"BaseRatePerMinute": 1,
"IncrementFactor": 3.0,
"RateIncreaseCriteria": {

"numberOfNotifiedThings": 1
}
},
"MaximumPerMinute": 1
},
"TimeoutConfig": {

"InProgressTimeoutInMinutes": 100

}
'\

--client-token "foo"

BYARER  SE8WEIFEECreateOtaTaskiERtaskConfigurationId#y AR HABEEE !

aws iotmanagedintegrations create-ota-task \
--description "OTA with configuration" \
--s3-url "s3://test-job-document-bucket/ota-job-document.json" \
--protocol HTTP \
--target ["arn:aws:iotmanagedintegrations:region:account id:managed-thing/managed
thing id"] \
--ota-mechanism PUSH \
--ota-type ONE_TIME \
--client-token "foo" \
--task-configuration-id "ae4f49352c5443369f43ad6c3a7f1580" \
--ota-scheduling-config '{
"EndBehavior": "STOP_ROLLOUT",
"EndTime": "2024-10-23T17:00",
"StartTime": "2024-10-20T17:00"
'\
--ota-task-execution-retry-config '{
"RetryConfigCriteria": [
{

AR EERZE OTA 158
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"FailureType": "FAILED",
"MinNumberOfRetries": 1

]

A
__tags 1 {Ilkeylll : Ilfooll’ Ilkey2|| : II-FOOII}I

BB OTABA

IERLAE FAMET R 5 A REEE OTA B

%8B Kinesis Data Streams {83 & 41

A OTA BAIK , EXRESHEEBHED

BFR] B,
£ A ListOtaTaskExecutions AP| E5#22

B A LA ListOtaTaskExecutions APl RFEIRESZ EYHM OTA EFAREE :

aws iotmanagedintegrations list-ota-task-executions \

--task-id "task-123456789" \
--max-results 25

Bl FE R R =B 2 E WAV FF BT AREE -

"taskExecutionSummaries": [
{

"taskExecutionSummary": {
"executionNumber": 1,
"lastUpdatedAt": 1634567890,
"queuedAt": 1634567800,
"startedAt": 1634567830,
"status": "SUCCEEDED",
"retryAttempt": 0

},

"managedThingId": "device-001"

},
{

"taskExecutionSummary": {
"executionNumber": 1,
"lastUpdatedAt": 1634567920,

B9 Kinesis 8ifi. 1 AI{R 1A ES £ B 3] 88 SE#T i E /Y B

Bt OTA BA
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"queuedAt": 1634567800,
"startedAt": 1634567840,
"status": "IN_PROGRESS",
"retryAttempt": 0

},
"managedThingId": "device-002"

}

15
"nextToken": "NEXT_TOKEN"

}
Lt API I RIEHEEVSE OTA R HHNSEZEWHNFANTIRE , S FERBBEN B aTRE.

R

EREY OTA %K  ABEREEXAEELNEE LT TSR, EERTHE , EEEB MQTT
A RIERE XA

1. 5TE MQTT BAEE,

2. $HHEFEMEF ML StartNextPendingJobExecution APl
3. BT AMNER

4. RBEENREEEEN.

EAEBEERS  EARK TN ETDRREBE  EREISTH RS,
BfF OTA RERER

ERREREERSWRIEBX4E  EXABEBCH OTARERER , LEBEH XS, THEHRILH
TEALRERE, OTAREERXZEEHTTISER

1. #18 Amazon S3 URLsZI#TER S04

EIR HTTP THABEH.

MBS,

LRHEOHMBHER.

iotmi\_JobsHandler\_updateJobStatus fEf SUCCESSEX FAILED ARREFEY ,

o ~ @D

ERNEBERINTR OTA RER | XAFIWRES B iotmi\_JobsHandler
\_updateJobStatus APl , JobSucceeded = BE$R & R I EH -

REER M 206


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartNextPendingJobExecution.html
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/**
* @brief Enumeration of possible job statuses.
*/
typedef enum{
JobQueued, /** The job is in the queue, waiting to be processed. */
JobInProgress, /** The job is currently being processed. */
JobFailed, /** The job processing failed. */
JobSucceeded, /** The job processing succeeded. */
JobRejected /** The job was rejected, possibly due to an error or invalid

request. */
} iotmi_JobCurrentStatus_t;

/**
* @brief Update the status of a job with optional status details.
*
* @param[in] pJobId Pointer to the job ID string.
* @param[in] jobIdLength Length of the job ID string.
* @param[in] status The new status of the job.
* @param[in] statusDetails Pointer to a string containing additional details about the
job status.
& This can be a JSON-formatted string or NULL if no details
are needed.
* @param[in] statusDetailsLength Length of the status details string. Set to 0 if
“statusDetails”™ is NULL.
*
* @return @ on success, non-zero on failure.
*/
int iotmi_JobsHandler_updateJobStatus( const char * pJobld,
size_t jobIdLength,
jotmi_JobCurrentStatus_t status,
const char * statusDetails,
size_t statusDetailslLength );

EREEENIBELRS

THRNAREXBELESANERRE, EENEXRTARFICMERFIEERMEE 2 B
HERMEE,

EXRREFESERANEY CEARENERREEANEABELTR, THXERARABELS
MITERE,

ES- |
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- EXBELERER
- RIBRTE

- EARENEXR

BABELERER

EAGELSNSR=ZEETEHAEIL C KRR : Zigbee Cluster Library (ZCL) ERFANBEER
B (matter IR ) AWSEE, REELXEEN Python AHER | UREZEABEBEN Jinja2 &
X, EEEHE , Python ABEXSZEBHELEERTER, REEMAREARERNER , UAREX
{LEBREFNEF , REBEEHN matter BZ,

TERAEY C REERNEXNRELSS.

#RimgtE SDK ‘@& W fEconnectedhomeip®EXRcodegen.pyF A B Python SBERF Jinja2 &,
HEEERBEEN matter ERBWA , AEEEEELEZE CER.

THFEERPABLER,
« Python #MEFES

- Jinja2 #A

- (OER ) HIIEBHER

Python ABER

BXBELS codegen. pyZIHT .matter R , WA ERAMA Python M4 EEEABER. sEHE
NERERiotmi_data_model.pyFEEEELER A AFEARENELEZRE, FAEREDE

1. Frig MLt BB E Fcodegen. py , Hlin£EEa
2. HERBERHTHESRF , LRI ERNERIEF

@ Note
hEREFRAEKRAERMAGMECRESR , BRERBIEF AT,

EBABELRER 208


https://github.com/project-chip/connectedhomeip/tree/master
https://github.com/project-chip/connectedhomeip/blob/master/scripts/codegen.py
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Jinja2 &i4x

HRingEE SDK RHEHEAEREREEE X FKRE C-Functions £ F3ITiEM Jinja2 &<,

Jinja2 &2

PN EENRIR st

cluster.h.jinja iotmi_device_<clus B C MBUREER,
ter>.h

cluster.c.jinja iotmi_device_<clus FERAEMMEREEEXNEEMN
ter>.c = [ I B B S 1R

cluster_type_helpe iotmi_device_type_ ERERERNREFRE,

rs.h.jinja helpers_<cluster>.h

cluster_type_helpe iotmi_device_type_ EERERTEYE, HEE.

rs.c.jinja helpers_<cluster>.c EENEBNEREREEHE

B,

iot_device_dm_type iotmi_device_dm_ty ERLFHEREREN C ERE

s.h.jinja pes.h #,

iot_device_type_he iotmi_device_type_ EETIHIRIEN C EREE,

lpers_global.h.jin helpers_global.h

ja

iot_device_type_he iotmi_device_type_ ELEEERER  SIEAMK

lpers_global.c.jin helpers_global.c B, BY, FTHH FH &

ja fEE, FENGEE,

(ER ) Bl

RIREE SDK S TRENEABEAEFHEAITABER, EVELfNEENREHBEMREEE
FHER, BET#HBIEIA T Bh iR % B device-to-cloud T BE,

NEZERSERNRENFRENR  SFERN. BRANTER  F2H ERCERED,

£/ codegen.pyTEEX B EBHIAN C REER , TR :
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® Note
BEBITEEZFETI=BAERNHEEESE D,

- BYISONBRA MBI GERER  RHEBENRT , UHIREREHE

ERFRUFTNWETES, &

&R codegen/custom_schemas/custom.SimplelLighting@l.Q,

- LEEHEETEBERERERANXMLENEIL ZCL (Zighee BERNE ) ERER.
£/ ZAP TE# ZCL XML EL BN EIE IDL ER, SEHIERMM codegen/zcl/

custom.SimpleLighting.xml,

« ZAP TEM#EHE A , Matter IDL File (.matter) ¥ EREEMWBITEBIHRAEENSEE
%, iE2codegen.pyTEBKRIFHE SDK ELE C RKEERMNB A, EHERMNMN codegen/

matter_files/custom-light.matter,

NEMTHETSERARPNERRAERABEL TERRNHERS |

.

RARE

T RN ELNREUFEMA codegen. pyBRIBTELESS,
£

o FORIGRHE

- RELHNRE

JoIRIRAF
ERERF A, FRETIER

. Git
« Python 3.10 REFARA
« Poetry 1.2.0 SiE R

RIEEBHIRER

ER TR FERRRER/ER codegen.py BXIBELESRS.

2R EEEENES

RIRRE
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1. #® TEEFRANERESE SDKAWS EBFEA,
2. R Python }RiE., Codegen BXRLL python BE®E | WA Poetry #THEKMEEE,

£ codegenB 8&H FF poetry TR ERBMKM :

poetry run poetry install --no-root

3. WRELHRTE.

a. EHEFEFEconnectedhomeipE, EFEAMMN connectedhomeip/scripts/ ERl®K A
Mcodegen.pyETIBRELRENR, MFFMEA , FF2E GitHub £AYELRhomeip.
GitHub

git clone -b v1.4.0.0 https://github.com/project-chip/connectedhomeip.git

b. 7£EdIoT-managed-integrations-End-Device-SDK BERRHEENEBHRER S, EH
ERREBEFETIEE .

| -connectedhomeip
| -IoT-managed-integrations-End-Device-SDK

(® Note
BAFEERERR &R,

EERENENR

FH SEESENABELTE  ACNEEREI BT C BXXiE, ANEERBM{THE SDK FERT Ay £ 542
ERCACHRRELERE, TRNTEAELESE, TRIERERS  URRIGALEER
REXE.
&
o SEIRRM
« EAHE] matter ERNERTE

- BEXBEETITERE

EEEENEAR 5T


https://github.com/project-chip/connectedhomeip
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T IRAR
1. Python 3.10 S E # kR4S,

2. i EERBH matter BRMAR. KindEE SDK £ HiRMEmEEIFI#ERcodgen/
matter_files folder :

* custom-air-purifier.matter

* aws_camera.matter

(® Note
ELHEfEReELETHEARXERENENR.

EEREXT

BTk S AR HERRDEERNR !

bash ./gen-data-model-api.sh

EAEBET matter ERENERTE
EEELHRTE matterBENERBERIEMEBECH .matter B8R | FHITTIES.
EA B matter EEMNERE

1. ({HEH matter R
2. HITEEDD

./codegen.sh [--format] configs/dm_basic.json path-to-matter-file output-directory

(1BR ) EABERRHEHREERENTR

1. L JSON X EfHERMN BTEEER
2. HITEESDD:

EERENREXB

212



HWZEES AWS loT Device Management HEABEE

./codegen.sh [--format] configs/dm_basic.json path-to-matter-file output-directory
--custom-schemas-dir path-to-custom-schema-directory

RS EARETHEEN natteriBEREMBCERNE

« codegen.py & ConnectedHomelP EX
« Python MBI A codegen/py_scripts/iotmi_data_model.py
- ERKFH Jinja2 A codegen/py_scripts/templates

ABREASEREBEE Jinja2 BANWEE , RARARELRK CEXBH L. H¥ --formatFF
2 Clang BXAEAEZEENERR,

BABELETERE

EARELEEFEFALAENEENER WHABEHEFRER matter EREREBtopsort.py. &
AR ERER R HA KRN ERER.

i

A&, BTG matter IERBKER Python AHEXNREES , LEDRMEXCLENER. &E
TCEEHM Jinja2 SIABAREM &K C EXHE@H,

L TEREBETHERRE matter ERNEEREFRERERARZIERSRRESNYREM CERX
o

{KF C-Function APIs

£ AR AP C-Function APIs , ISENEBREEARERIERSRARS, FHRHAWS &
BHERRSERETAN AP BE , UEARENKERERRES, 7THIAEFDTERE, HHE
. BHABMEEE K URARERIHEMES

EA%E API THEHE

1. BENSSHETREEESES
2. BN BRHTHE

3. BHSFEBEAEE

4. BEAMEE

P& C-Function APIs 213
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BBEFEEL APIs , BTN ERENERRFRE SERSERDECHEUFE  BABRNEAN

T —E&iIFREBONOffE & AP,
OnOff & API
OnOff xml BEXEELBMMNGT S : -

- B

* OnOff (boolean)

* GlobalSceneControl (boolean)

e OnTime (intl6u)

« OffWaitTime (intl6u)

* StartUpOnOff (StartUpOnOffEnum)
wme

« Off : () -> Status

* On : () -> Status

« Toggle : () -> Status

« OffWithEffect : (EffectIdentifier: EffectIdentifierEnum, EffectVariant:
enum8) -> Status

e OnWithRecallGlobalScene : () -> Status

* OnWithTimedOff : (OnOffControl: OnOffControlBitmap, OnTime: intlé6u,
OffwWaitTime: intl6u) -> Status

HREEGS , BRARM 1 1 RENREER , BLARBEEE,

BUHMGTHAMECQWHEREURENEHN C HHEF,
g5 C &8

struct iotmiDev_clusterOnOff

{
/*
- Each attribute has a getter callback if it's readable

- Each attribute has a setter callback if it's writable

OnOff #E API 214
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https://github.com/project-chip/connectedhomeip/blob/5bb5c9e23d532cea40476fc0bd1d3008522792ba/data_model/clusters/OnOff.xml

HWZEES AWS loT Device Management HEABEE

The type of ‘value' are derived according to the data type of
the attribute.

‘user’ is the pointer passed during an endpoint setup

The callback should return iotmiDev_DMStatus to report success or not.

For unsupported attributes, just leave them as NULL.

*

/
iotmiDev_DMStatus (*getOnTime)(uintl6_t *value, void *user);
iotmiDev_DMStatus (*setOnTime)(uintl6_t value, void *user);
/*

- Each command has a command callback

- If a command takes parameters, the parameters will be defined in a struct
such as “iotmiDev_OnOff_OnWithTimedOffRequest ™ below.

- ‘user’ 1is the pointer passed during an endpoint setup
- The callback should return iotmiDev_DMStatus to report success or not.

- For unsupported commands, just leave them as NULL.
*/
iotmiDev_DMStatus (*cmdOff)(void *user);
iotmiDev_DMStatus (*cmdOnWithTimedOff)(const iotmiDev_OnOff_OnWithTimedOffRequest
*request, void *user);

13
BRT CHBZN  tEAFEBHERBMHEFREHEL

/* Each attribute has a report function for the customer to report
an attribute change. An attribute report function is thread-safe.
*/
void iotmiDev_OnOff_OnTime_report_attr(struct iotmiDev_Endpoint *endpoint, uintlé_t
newValue, bool immediate);

EUBREHBRAFEEERENSHER. ARONOFBEERERTMAEH , LTER
HCameraAvStreamManagement# S/ &I,

/* Each event has a report function for the customer to report
an event. An event report function is thread-safe.
The iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent struct is
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derived from the event definition in the cluster.
*/
void iotmiDev_CameraAvStreamManagement_VideoStreamChanged_report_event(struct
iotmiDev_Endpoint *endpoint, const
iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent *event, bool immediate);

BEEE LA —EEMRE.

iotmiDev_DMStatus iotmiDev_OnOffRegisterCluster(struct iotmiDev_Endpoint *endpoint,
const struct iotmiDev_clusterOnOff *cluster, void *user);

BEEEMHNBNEAEEESEEZEFRE

ZEESTHYRNEERS
AHRE C-Function BIEWAE , UREBRSERAREDEZBHED.
*H

- RERKBT

- REREERNEH

REERG T

EiR T REMGREE SDK & et AN EBAEE, THEEMER T a6 It BB 5 RUE Y &

MQTT A FimiZEWES I IR E Data Model Handler

EEREXERRWOR , MQTT AFREKE JSON BXNZEREAR. AR, TERAEEER
BERREEEREN, Sl , RREVEEAZERSRABER, FEEAXEOnOfEEAT IR
#1, EILERT  ESEEHTURBELR K SEESSEB MQTT #FREEERE , EXT
CREERE# LUABBGS.

ERRAREEASHRELFREI W HEH
EREREEENX S JSON BFR, NMRBREEEBHESREE , Data Model Handler &5 i

o WKFIUABENENRE, fliin, #8808 RT ,  Data Model Handler W Z| MQTT A
B, cEREEONOFEEFRERZ On S HENENEKEZE A 2 endpoint#1 L&,

RISEBEEE 216
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BEEERXM C-Function BEHIT ©vH

Data Model Handler € AL % 236 AU A 19 1B & B LN 8, C-Function EFiEE S I ENEER
BRI EREE  YEOMTER, i, EEENERT , Data Model Handler €AY [E] FE B
B ERHTHER. ONREEESHRER,

Data Model Handler BEI#{T4E R

FFAACFERER K EREEREEXNESHABEER. AR, ©E2L JSON BXHKDE , I
A MQTT AFmEERZMEZIERSER. HRENEAT , QEFH MQTT ARKEZEE
WY B B A RUE S Y RS SR

EEREERNEHN
REFRWEHLEHRERES SOK H BN EBER, THBERENTET
EEMXBATERNERBHR

BEBMEBEREHE  fINERE FHIXERIZEE | C-Function BEESELERKERNEHBE
SR R E AR E |, A EHEIEZE Data Model Handlers

EREAREEXBERA

EREAREEASRERIINEAN  WAEHERES AWS ERHER,
ERREREEAERENRMES R

BERREEERARESEA MQTT PR , BAEERNEHRHEZERSER.

BIAE R REE SDK

AR TALZER | £ Linux RE LHITHERKE SDK, AHE5IBRTHRERE. WKARE, B
HEEENRRERE,

/A Important

examples B#HPW TREEARINRE P EAHRE (PAL) platform/posix BEEMHS
Z, BOEEERREPFERAELERB,

AFAREATIREFNEESER  UEREENRKREEZIERIES,

REAEERNWEH 217
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BEHEREKE SDK

1. E%%E Amazon EC2 #1T{E 8

BAAWS EEFHEA WA Amazon Linux AMI BiE) Amazon EC2 #1TEE, F2
B {Amazon Elastic Container Registry fEF & 1§F) FH# Amazon EC2 AF9, https:/
docs.aws.amazon.com/AmazonECR/latest/userguide/

2. WREEERE

£ Amazon Linux 2023/x86_64 L ZERXNIBMALNFAREM, ZRELENEEMRMKMY

dnf install make gcc gcc-c++ cmake
3. (ER) REMER
RimEE SOK B HERERAEER. WRFERA Amazon EC2 , FF7EEILL TR,

MREEFEREFIEARIN ZAIAREM Amazon EC2 , BHRILAE L EENEBERETAN
Wi-Fi #85% . B ME 28 5T RMRREE !

/* Provisioning the device PKCS11l with claim credential. */
status = deviceCredentialProvisioning();

® Note
ERAEZEMEETRIENLEES K RARBEE.

example/project_name/device_config.sh A TIIHESHEREEESR

HESH
EEXS2H Description AT ER{S L & ER
IOTMI_ROO B CA BRER., AT LARAWS loT Core B A BT
T_CA_PATH BHHTH Amazon & CA BREE

THIES.
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/
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EE£SH

IOTMI_CLA
IM_CERTIF
ICATE_PATH

IOTMI_CLA
IM_PRIVAT
E_KEY_PATH

IOTMI_MAN
AGEDINTEG
RATIONS_ENDPOINT

IOTMI_MAN
AGEDINTEG
RATIONS_E
NDPOINT_PORT

BESHITREEAERN

Description

EEBRERNREE.

TEESHIRE URL.

ZERSIRMNERRR

5

WATEN S L E A

HENBEERRENLESR B
H CreateProvisioningProfile APl 231
RETER, MERE , BBEEYT
ERER,

EENSZEESHE , BEH
RegisterCustomEndpoint APl, #1ZE
REA , FEBREME .

RIETEER | IR 8883 A MQTT
BT RIRIE, EEE 443 BER
#EF M Application Layer Protocol
Negotiation (ALPN) TLS ZE{#,

REREWME Linux REEAER  BENZEBEBIRNZRFR , MEEHER CMake AR

E%I Lo

a. BEZEIHEAEN

EEEENMTERARN  FRT TS :

>cd <path-to-code-drop>

# If you didn't generate cluster code earlier

>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)

>mkdir build
>cd build
>cmake ..
>cmake —build .

>./examples/iotmi_device_sample_camera/iotmi_device_sample_camera

WREAEER RTC THERREHSFBMNEEBENERESMEFERR C-Functions, £
THEE TEREZITAK PIRINRE.

R ERRFREE SDK
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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REERAEANENE L

[2406832727]1[MAIN][INFO] ======= Device initialization and WIFI provisioning

[2406832728][MAIN][INFO] fleetProvisioningTemplateName: XXXXXXXXXXX
[2406832728] [MAIN][INFO] managedintegrationsEndpoint: XXXXXXXXX.account-prefix-
ats.iot.region.amazonaws.com

[2406832728][MAIN][INFO] pDeviceSerialNumber: XXXXXXXXXXXX

[2406832728] [MAIN]J[INFO] universalProductCode: XXXXXXXXXXXX
[2406832728][MAIN][INFO] rootCertificatePath: XXXXXXXXX
[2406832728][MAIN][INFO] pClaimCertificatePath: XXXXXXXX

[2406832728] [MAIN][INFO] pClaimKeyPath: XXXXXXXXXXXXXXXXX
[2406832728]1[MAIN][INFO] deviceInfo.serialNumber XXXXXXXXXXXX
[2406832728][MAIN][INFO] deviceInfo.universalProductCode XXXXXXXXXXXXXXX
[2406832728][PKCS11][INFO] PKCS #11 successfully initialized.
[2406832728] [MAIN][INFQ] ============= Start certificate provisioning

[2406832728][PKCS11][INFO] ======== Loading Root CA and claim credentials
through PKCS#11 interface ========

[2406832728] [PKCS11][INFO] Writing certificate into label "Root Cert".
[2406832728][PKCS11][INFO] Creating a 0x1 type object.

[2406832728] [PKCS11][INFO] Writing certificate into label "Claim Cert".
[2406832728][PKCS11][INFO] Creating a 0x1 type object.

[2406832728] [PKCS11][INFO] Creating a ©@x3 type object.
[2406832728][MAIN][INFQ] ======== Fleet-provisioning-by-Claim ========
[2025-01-02 ©01:43:11.404995144][iotmi_device_sdkLog][INFO] [2406832728]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:11.405106991][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com
[2025-01-02 01:43:11.405119166][iotmi_device_sdkLog][INFO]

[2025-01-02 ©01:43:11.844812513][iotmi_device_sdkLog][INFO] [2406833168]
[MQTT_AGENT][INFO]

[2025-01-02 01:43:11.844842576][iotmi_device_sdkLog][INFO] TLS session
connected

[2025-01-02 ©01:43:11.844852105][iotmi_device_sdkLog] [INFO]

[2025-01-02 ©01:43:12.296421687][iotmi_device_sdkLog][INFO] [2406833620]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:12.296449663][iotmi_device_sdkLog][INFO] Session present: 0.
[2025-01-02 ©01:43:12.296458997][iotmi_device_sdkLog] [INFO]

[2025-01-02 ©01:43:12.296467793][iotmi_device_sdkLog][INFO] [2406833620]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:12.296476275][iotmi_device_sdkLog][INFO] MQTT connect with
clean session.
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[2025-01-02 ©01:43:12.296484350][iotmi_device_sdkLog] [INFO]

[2025-01-02 ©1:43:13.171056119][iotmi_device_sdkLog][INFO] [2406834494]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:13.171082442][iotmi_device_sdkLog][INFO] Received accepted
response from Fleet Provisioning CreateKeysAndCertificate API.

[2025-01-02 01:43:13.171092740][iotmi_device_sdkLog][INFO]

[2025-01-02 ©1:43:13.171122834][iotmi_device_sdkLog][INFO] [2406834494]
[FLEET_PROVISIONING][INFO]

[2025-01-02 ©01:43:13.171132400][iotmi_device_sdkLog][INFO] Received privatekey
and certificate with Id: XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

[2025-01-02 ©01:43:13.171141107][iotmi_device_sdkLog][INFO]
[2406834494][PKCS11][INFO] Creating a 0x3 type object.
[2406834494][PKCS11][INFO] Writing certificate into label "Device Cert".
[2406834494][PKCS11][INFO] Creating a 0x1 type object.

[2025-01-02 ©01:43:18.584615126][iotmi_device_sdkLog][INFO] [2406839908]
[FLEET_PROVISIONING][INFO]

[2025-01-02 ©01:43:18.584662031][iotmi_device_sdkLog][INFO] Received accepted
response from Fleet Provisioning RegisterThing API.

[2025-01-02 01:43:18.584671912][iotmi_device_sdkLog][INFO]

[2025-01-02 ©01:43:19.100030237][iotmi_device_sdkLog][INFO] [2406840423]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:19.100061720][iotmi_device_sdkLog][INFO] Fleet-provisioning
iteration 1 is successful.

[2025-01-02 ©01:43:19.100072401][iotmi_device_sdkLog][INFO]
[2406840423]1[MQTT][ERROR] MQTT Connection Disconnected Successfully
[2025-01-02 ©1:43:19.216938181][iotmi_device_sdkLog][INFO] [2406840540]
[MQTT_AGENT][INFO]

[2025-01-02 ©1:43:19.216963713][iotmi_device_sdkLog][INFO] MQTT agent thread
leaves thread loop for iotmiDev_MQTTAgentStop.

[2025-01-02 ©1:43:19.216973740][iotmi_device_sdkLog] [INFO]

[2406840540] [MAIN][INFO] iotmiDev_MQTTAgentStop is called to break thread loop
function.

[2406840540] [MAIN][INFO] Successfully provision the device.

[2406840540] [MAIN][INFO] Client ID :

) 9.9.9.9.9.0.0.9.9.9.90.0.0.9.9.0.0.0.0.99.9.0.9.9.9.9.0.0.9.9.9.9.0.0.9.9.9.0.0.9.9.9.0:¢

[2406840540] [MAIN][INFO] Managed thing ID : XXXXXXXXXXXXXXXXXXXXXXX
[2406840540] [MAIN] [INFQ] ======================== gpplication loop

[2025-01-02 01:43:19.217094828][iotmi_device_sdkLog][INFO] [2406840540]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.217124600][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com:8883
[2025-01-02 01:43:19.217138724][iotmi_device_sdkLog][INFO]
[2406840540][Cluster OnOff][INFO] exampleOnOffInitCluster() for endpoint#l
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[2406840540] [MAIN][INFO] Press Ctrl+C when you finish testing...
[2406840540][Cluster ActivatedCarbonFilterMonitoring][INFO]
exampleActivatedCarbonFilterMonitoringInitCluster() for endpoint#l
[2406840540] [Cluster AirQuality][INFO] exampleAirQualityInitCluster() for
endpoint#l

[2406840540][Cluster CarbonDioxideConcentrationMeasurement][INFO]
exampleCarbonDioxideConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster FanControl][INFO] exampleFanControlInitCluster() for
endpoint#l

[2406840540][Cluster HepaFilterMonitoring][INFO]
exampleHepaFilterMonitoringInitCluster() for endpoint#l
[2406840540][Cluster PmlConcentrationMeasurement][INFO]
examplePmlConcentrationMeasurementInitCluster() for endpoint#1
[2406840540][Cluster Pm25ConcentrationMeasurement][INFO]
examplePm25ConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster TotalVolatileOrganicCompoundsConcentrationMeasurement]
[INFO]
exampleTotalVolatileOrganicCompoundsConcentrationMeasurementInitCluster() for
endpoint#l

[2025-01-02 ©1:43:19.648185488][iotmi_device_sdkLog][INFO] [2406840971]
[MQTT_AGENT][INFO]

[2025-01-02 01:43:19.648211988][iotmi_device_sdkLog][INFO] TLS session
connected

[2025-01-02 ©1:43:19.648225583][iotmi_device_sdkLog] [INFO]

[2025-01-02 ©1:43:19.938281231][iotmi_device_sdkLog][INFO] [2406841261]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.938304799][iotmi_device_sdkLog][INFO] Session present: 0.
[2025-01-02 01:43:19.938317404][iotmi_device_sdkLog][INFO]

b. FEZFFREAERX

EEEENHMTREARS  FRT TS .

>cd <path-to-code-drop>

# If you didn't generate cluster code earlier

>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)
>mkdir build

>cd build

>cmake ..

>cmake --build .
>./examples/iotmi_device_dm_air_purifier/iotmi_device_dm_air_purifier_demo
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REAER 2 BRMHNTIXEREENERZRFLBREEKME C-Functions :

ERFCRBHUIENESE

Endpoint K
HE#  ERIFES OnOff
RS
HEPA &5 R+ B5 4%
R PR 9 8 iR 2R B 42
B #2 ¢ ERMERIERR ZERmME
—EtBRERE

Formaldehyde £ E &
Pm25 £ E RIS
Pm1 £ ERE

ERMARILESMREPERE

HHEUREBEYERERRAER , EETEANIEERE,
6. REIBR .

REERS KinkE SDK M REHEAREAREEELR Amazon EC2 #{TERE L#T. ERRE
EECHERER LRZNVHERAREN, EBURE , BUNRA SEESRBRIZS AWS
loT EWEE,

a. FREBDTERH

EFEREONRE R , BETH AP FEEAR. LEHIFER On/Off OnOff #EM BHER
PBHIZERE, WFE AP FHER , 55828 1P C-Function APls,

struct DeviceState

{
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struct iotmiDev_Agent *agent;

struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */
bool hwState;

i

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)

{
struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;

}
b. FREIREFEMEERETRE
EfREcE  FELRBTEMENETE, TR TIER
. BUKERERIN,
A. TEUAEMEAM SDK BB iotmiDev_Agent_new( )28l , A BIHENRER
o
IBHHRRERE D BB E thingld F clientld 28,
C. fEM iotmiDev_Agent_initDefaultConfig()EHEBAFTI K NNERIKHES
B EREMNTERE,

D. RATER®E , BEM iotmiDev_Agent_free( ) HEENRER, EWHILLEEE
Bk, TRAEAEXGTEEENEREE,

i. REEXENSEREEREADFREER.
ii. FRERMIFMIENES

FH BB iotmiDev_Agent_addEndpoint() , EEE :

A, HE—HIRE D,

Py edn LIRS

e AWS ERERERN RS ERBEHRR,
BuURSC®  FEAEENERSEIMEBREMEBE,

BEEFEMETE/UENDTHEFERE. RREREREATEREEZQW
LATE B < B iR,
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struct DeviceState

{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;
/* OnOff cluster states*/
bool hwState;

}i2

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", _ func__, state->hwState );
return iotmiDev_DMStatusOk;
}
iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )
{
*value = 0;
printf( "%s(): OnTime is %u\n", __ _func__, *value );
return iotmiDev_DMStatusOk;
}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", _ func__, *value );
return iotmiDev_DMStatusOk;

}

void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOnOff = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOnOff = exampleGetStartUpOnOff,
};
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iotmiDev_0OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);

/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */
void setupAgent(struct DeviceState *state)
{
struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,
I
iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,
1,
"Data Model Handler Test

Device",
(const char*[])

{ "Camera" },
1);
setupOnOff(state);

c. MERAEBKRERENRIEERHF
i. B OTA EAEXA

static iotmi_JobCurrentStatus_t processOTA( iotmi_JobData_t * pJobData )
{

iotmi_JobCurrentStatus_t jobCurrentStatus = JobSucceeded;

// This function should create OTA tasks
jobCurrentStatus = YOUR_OTA_FUNCTION(iotmi_JobData_t * pJobData);

return jobCurrentStatus;
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}

i. WA iotmi_JobsHandler_start U#IB{LEBEEER.
ji. T RZTEESiotmi_JobsHandler_getJobDocument#EEVERE T4,

iv. FINEVBETR R | 557 processOTARE TR BB EET OTA R2ELED
JobSucceeded AR&E,

static void prvJobsHandlerThread( void * pParam )

{

JobsHandlerStatus_t status = JobsHandlerSuccess;

iotmi_JobData_t jobDocument;

iotmiDev_DeviceRecord_t * pThreadParams = ( iotmiDev_DeviceRecord_t * )
pParam;

iotmi_JobsHandler_config_t config = { .pManagedThingID = pThreadParams-
>pManagedThingID, .jobsQueueSize = 10 };

status = iotmi_JobsHandler_start( &config );

if( status != JobsHandlerSuccess )

{
LogError( ( "Failed to start Jobs Handler." ) );
retuzrn;

while( !bExit )

{
status = iotmi_JobsHandler_getJobDocument( &jobDocument, 30000 );

switch( status )
{
case JobsHandlerSuccess:
{
LogInfo( ( "Job document received." ) );
LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,
jobDocument.pJobId ) );
LogInfo( ( "Job document: %.*s", ( int )
jobDocument . jobDocumentLength, jobDocument.pJobDocument ) );

/* Process the job document */
iotmi_JobCurrentStatus_t jobStatus =
processOTA( &jobDocument );
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iotmi_JobsHandler_updateJobStatus( jobDocument.pJobld,
jobDocument.jobIdLength, jobStatus, NULL, @ );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

break;
}
case JobsHandlerTimeout:
{

LogInfo( ( "No job document available. Polling for job
document." ) );

iotmi_JobsHandler_pollJobDocument();

break;

}

default:

{
LogError( ( "Failed to get job document." ) );
break;

}

while( iotmi_JobsHandler_getJobDocument( &jobDocument, @ ) ==
JobsHandlerSuccess )

{

/* Before stopping the Jobs Handler, process all the remaining
jobs. */

LogInfo( ( "Job document received before stopping." ) );

LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,
jobDocument.pJobId ) );

LogInfo( ( "Job document: %.*s", ( int )
jobDocument . jobDocumentLength, jobDocument.pJobDocument ) );

storeJobs( &jobDocument );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

iotmi_JobsHandler_stop();

LogInfo( ( "Job handler thread end." ) );

FREAGRERE SDK 228



HWZEES AWS loT Device Management HEABEE

HEAE R E SDK BHRERIEHKE

#EfEREE SDK BREIENEREF L, FRRBTISR  SENEEERE AWS loT Device

Management,

THIEFEREE SDK

1. REFEESTEOTHRMRANKIKEE SDK,
2. WRENFENN PXENFEFTESTSE  XENFAE,

|

(@ Note
RIRKE SDK BEEENFA LETRE, HMFa e buERE , B REBHH,

3. K SDKERHEEE (HEE) JENTHEE.
4. ERATIRERREENEERR !

K

- RFRRER
- EEEREK
EEXE
5. EEBEFEHMRE (PAL) Z5, 3

3

BEFENEARIDECHABL. HREadE

. EERGEH
. ERBRE

1% PAL BHEZEHRE

1. ERATEEHPACNTEEREEERIFNE S, fltn , WREFERA FreeRTOS |, FB7FE B
Bé&&platform/freertos,
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Example SDK B $##&#8

### <SDK_ROOT_FOLDER>
### CMakelLists.txt
### LICENSE.txt
### cmake

### commonDependencies
### components

### docs

### examples

### include

### 1ib

### platform

### test

### tools

HOoH HF O OH OH OHF O OH O H B

2. # POSIX BEBEER (.c M .h) #& posix ERREHIFTHNFEEEHK. SELERRULEEEE
B BB,
- BREREFNRECEREE
- PKCS#11 B1E
o WA ERHSE
- BRRERY
- RREFBBNEREHH
EGE- 3 L]
- RERNENERE
3. £ MBedTLS %7 Transport Layer Security (TLS) & 2 B &%,

- MREERKRFHETA L SDK IRAMERFH MBedTLS A , FEEARMHN POSIX Bk,
- EATEK TLS IRAE , BAILAGER TCP/IP #E&E/E TLS #HEBH Fimii.

4. HFAEH MbedTLS #HAEEE A9 SDK platform/posix/mbedtls/mbedtls_config.h &K
ETHR. BEEMAMEXERE,

5. SDK 5% coreMQTT EEWwEE ., Rt , ELEBEFEA TIEBHNREKEHE

typedef struct TransportInterface
{
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TransportRecv_t recv;

TransportSend_t send;

NetworkContext_t * pNetworkContext;
} TransportInterface_t;

MEFME , 5520 FreeRTOS #8h LK Transport Interface X #o

6. (iEH) BAREHAMEH PCKS#11 APl REEBBRFIRIE. corePKCS RIFFHEISTER PKCSH11
B, ARRER. RMERCELEERRPEARENBRES , flNETTEAER
(TPM), FERZLEH (HSM) RELTE .

- REE £ Linux BREARETEAERNEENE B PKCS#11 BfEplatform/posix/
corePKCS11-mbedtls,

- £ E1E PKCS#11 PAL layercommonDependencies/core_pkcsll/corePKCS11/source/
include/core_pkcsll.ho

« £ BE Linux R X#Hplatform/posix/corePKCS11-mbedtls/source/
iotmi_pal_PkcsllOperations.co

- £ BEEREERNFBENSHAREplatform/include/iotmi_pal_Nvm.h,
- £ BEEEERERplatform/posix/source/iotmi_pal_Nvm.co

MEFMAOBHERRE |, 5528 FreeRTOS A B IEEF M BHE corePKCS11 2 E,
7. #% SDK RERXEMEELNERERE

REEABEREUBREMEEREENTFRER
- BEIFTAEMMEENT ERER

RIS E T
ZALERARENESEARSRARCNERE, RESATREEMHERREENHER TR,

(® Note
RAZBREERBENS TEREBAEARNK. @fRARNEHRS THERESEE,

1. £ hESREHIEAERexamples/[device_type_sample]s
2. #main.c EREBEB|RALPER |, WHE BHREWBEE main() EE.
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3. RSB T AR Thim e R AR o

FE

- BE . ZENFA
- BE  FWEXR

- BE . EHA API

2%  XEMN¥a

THRETR SDK ZENFEA.

XE¥AE
£ & Architecture EXRR
Linux x86_64 x86_64 Linux
ZHH X Armv8 (AArch64) Linux
AmebaD Armv8-M 32 T FreeRTOS
ESP32S3 Xtensa LX7 32 {4t FreeRTOS

TR~ SDK MEMER , B RAM 2, EAMERBREE , KRimnEE SDK AEFFEL 5 2 10
MB i ROM ZE[,

RAM ZE[&]

SDK # Tt ZEER (ERANTER )
fEREB SDK A & 180 KB

FEE% MQTT Agent @515 480 fIjTHE ( AIERE )

85X MQTT Agent EA {731 320 futil ( AIRRRE )
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2% . BHA API

AERTIBREEMN API B/EBE,

/* return code for data model related API */

enum iotmiDev_DMStatus

{
/* The operation succeeded */
iotmiDev_DMStatusOk = 0,
/* The operation failed without additional information */
iotmiDev_DMStatusFail = 1,
/* The operation has not been implemented yet. */
iotmiDev_DMStatusNotImplement = 2,
/* The operation is to create a resource, but the resource already exists. */
iotmiDev_DMStatusExist = 3,

/* The opaque type to represent a instance of device agent. */
struct iotmiDev_Agent;

/* The opaque type to represent an endpoint. */
struct iotmiDev_Endpoint;

/* A device agent should be created before calling other API */
struct iotmiDev_Agent* iotmiDev_create_agent();

/* Destroy the agent and free all occupied resources */
void iotmiDev_destroy_agent(struct iotmiDev_Agent *agent);

/* Add an endpoint, which starts with empty capabilities */
struct iotmiDev_Endpoint* iotmiDev_addEndpoint(struct iotmiDev_Agent *handle, uintl6
id, const char *name);

/* Test all clusters registered within an endpoint.
Note: this API might exist only for early drop. */
void iotmiDev_testEndpoint(struct iotmiDev_Endpoint *endpoint);
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WEEBSTMWEZLEM AWS loT Device Management

MERZE AWS RESEBEIEF. 58 AWS BF , B UZHRNERFOMBERERE  ELREE
ATEREZEHREBNEIRMEE.

ZEMR AWS BB ARRE, AFEEEAREERRERNZEUENERPHLZEMN

- BiRNReM - AWS EEREFHE FHIT AWS BRBHERFRE AWS B, AWS LAERHAR
EERANERE. FAAWS SRFEN—HD , FZARRAESEEHRAEANRIRMAZENEN
., EETHERANZERANESHRE , F2RAWS SH 8N RBEHE.

- BT el - ENEEEURREMER AWS NIRE, SH4AHHARREE  SFENIRE
. BRTNERNERERNER,

AXHAIHGEBE T BMAEER SERSREAKREEEE. THTERAUMAREZERS U
SENZ2REERBER. S T7THMNMERAEM AWS BHERiGEEELRNREZERSER.

i

=
EEESTNERRE

EEENSINFIRER

« AWS Secrets Manager iR C2C THERENERHRE

- BEESNERRE

- BEAEVPC hEFEASERS

« B ZE AWS loT Device Management FIPS in B S &R S

KH |MH

ZERSTHNEMRE

AWS HESFEBEAN SEESHHNERIRE AWS loT Device Management, R EFTIR |
AWS ESREHITE B 2IRERRE AWS Eif, CEASHETLERRELTEABTHREE,
RS EMER AWS R NEZSEARNEETE. NTERBILENGFRET K FSRERE
MEEREEE, NEEBEEBNERRENHEBENR , F2HAWS T2 MIPER EHWAWS HESEHFE
EAH GDPR #EKXE,

ERERREEYN , RARBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5§ AWS
Identity and Access Management (IAM) B2 EEBIERE, wtt—R , SECEHAEHASESRHETHK
HEKPAENRT. RftEBRERATIANREER -
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- SERFHUEFHAZEEZRRE (MFA),
« i SSL/TLS B AWS BERBEA. RPIFEE TLS 1.2 WEZEFEH TLS 1.3

o £/ BE API F{EHEEEIZE 8 AWS CloudTrail, tNEEEEA CloudTrail BHHEEEN AWS SEEIH
B, i 52BAWS CloudTrail  fER&#ER) FHIER CloudTrail B,

- EF AWS MEMARAR , UREPHAERERZ S AWS R,
- FERERNZELLRE (B0 Amazon Macie) , HBIREFREFFE Amazon S3 BB EHR,

o MREE AWS BB IRMEIN API FEH BEE FIPS 140-3 BB R IGREZEHR , 55EH FIPS
iwE, WMEHE FIPS M FIPS IWwEMNEZHEAEN , FSREB T EFRIEZE (FIPS) 140-3,

BMRERCEHTEREPNEFEHA4 i SRESHBEN , REERIEARIN X FRL
B, FlnBZEEN, ETREELMER WIEES AWS loT Device Management , SifERAEE A, API
AWS CLIZ AWS SDKsHYE At AWS fR#% B, BHEZRRI B AR R P ANTAERE T
ARAMTESDE B, MRSRMNAISBMFIREEHN URL , RPIEZIEBZB N EREBCEZARSEEZ RN
URL B EBREEM.

SERANFEER NS

BIBTERR , WEEESLMFEA AWS loT Device Management INZ @R NZFEBBEFER,
MEZEEHREMERE  TARNREZIEESEFNBRER

EFZE LR (CMK)

TERAXEMAAHBEFZESR  AUNEY., HANEEELSR. BUUTEEFEL KMS
R BREUNHBESREE, AMBENRT. RANEAELERE. BRERBREFTHR,
MER®R, EUSE KMS £\ EIE , URIEE KMS RHEMBR.

AWS BRI £

RIBER , SERCELAELSRABNFHBEFEN, SELeSR, EEIRKRACALN, &
FTEERNEABEIBEEAEXARFENZENN SR, KERNBFEER , BHREEAER
RERFISRNEERBNEMME. AN, AURELRETSBRRNEZSRAENERERN T2 EARE
o

FRANTERNZSR/E AWS #HEN SR, HE , EFNEESBRNIER API 2

PutDefaultEncryptionConfiguration,

WE AWS KMS MZESR|RNFMET , F2/8 AWS KMS £48.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com//kms/latest/developerguide/concepts.html
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AWS KMS SEEZSH A&

ZERCESREAGHMERNENEZMAEEFES. EERENMZSEMEENMANFTER , XEH
ERSREEETNER. 2 K BASKESRNNFBERENFZARNBRELFERNRRERSR.

EEHMESR , JERBENNSRSRRNZRE TR  ELERAFKENSRNIREEE
B, ARFHRENSRERENFANSEERMNE , RLETURRERENSBNNBENRANFE
BEREARNNVE, BRTHARNZNEZERNSRNBEER I, keyring HERAREE, MEM

(® Note

AWS Database Encryption SDK B A Fin MZBERMEHME., W0FE AWS EREMNE
SDK MYE¥HHER , F2RTER AWS ERENE SDK ?

MEESHMNE, EREB. TESB/I keyring WEHE , FSBEINE, EXeiE, FESHEM
Keyringo

ZERSER RBEREFZESRANRTIAFIRE

+ fEiADescribeKeyfERE AWSKMS , UBREHRENTRIFRUNBBEFZE SR ID,

 #%GenerateDataKeyWithoutPlaintextiEREEZE AWSKMS |, LEAHEFSESHRNEMN
ERER|,

« #ReEncrypt*FEREIEZE AWSKMS , LEBEFZESRENMEERS®,
« #DecryptFEREZEE AWSKMS |, IEBEFZESBRMATER,

EAMBS WM G ER

N

TERCEANZSRANFHBEFRNSEEREE, THBEESRTERAMNFERHE
BEREE

TRRRENZERY

b
!
£

C2C) E#EREH , fIMERERRNEEREEH,

=
- BEYRKRERXENZEYH  URSESREREREIRNKRERIE, NFTRENEKERTEREN
HAMES AR EEN £E,

- RERCEBRANCRKEEFNRERE, NFEZERSBANFMESR |

3
¢

B REZERSE
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https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-cryptography.html#enveloping
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/concepts.html#data-key
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/concepts.html#wrapping-key
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/concepts.html#keyring-concept
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- BREAENEASSEBBIER PI), SINRESREER. REFKE. KKERAEER. RE
B FFFIZEE Amazon Resource Name (arn).

SEESWMME hEHESBEBER AWS KMS

HROXER|BBRNERS WY  SERSTESRERTREAECNNE SR, SRBEENEARR
WmE

- URARFAARERM AWS TREAMB SR,

NFEAREESERSPNFERFIEN SWRBEREM |

3
N
=
o3
<t
=
B
&
5

(@ Note

HN AWS AN TR , TEESRBER , BA AWS HEN R ER BE AWS |, BEZR
B, EBEREAT, RERAR  SERSEHEA AWS BENESREDNEENBRATFE
o

BRT EASMBUERRER AWS KMS SIREEMBFERE N , SEBRSUEEA IAM BEK, 0F IAM
BENFRER , 528 PHBERHETA AWS Identity and Access Management,

BAMRTR

B LAER AWS BEEERA I AWS KMS APISE I INZ 28,

BIYMESR

SEEE < AWS Key Management Service B2 A E#/) FE KMS @M EE,
SWBER

EIMBERRIR 2 HE AWS KMS RNV FE. S8 AWS KMS £ A28 —ESREX, ZER
HEREREWE AWS TRALMERAER  URMAFHTAMNMAERER. WEER AWS KMS SR
EREAEERESREDNEANFHRENR , F2REABEEEF,

LTREVMBERREAWES , THREE FFMZ AWS KMS &RHNFIANAE AWS 1kRF |, LU#

TRERS

{
"Statement" : [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/access-glossary.html#security_iam_access-manage
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{
"Sid" : "Allow access to principals authorized to use managed integrations",
"Effect" : "Allow",
"Principal” : {
//Note: Both role and user are acceptable.
"AWS": "arn:aws:iam::111122223333:user/username",
"AWS": "arn:aws:iam::111122223333:role/roleName"
I
"Action" : [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncrypt*"
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {

"StringEquals" : {

"kms:ViaService" : "iotmanagedintegrations.amazonaws.com"

},
"ForAnyValue:StringEquals": {

"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"

iy
"ArnLike": {
"aws:SourceArn": [

"arn:aws:iotmanagedintegrations:<region>:

<managedThingId>",

"arn:aws:iotmanagedintegrations:<region>:

<credentiallLockerId>",

"arn:aws:iotmanagedintegrations:<region>:

<provisioningProfileId>",

"arn:aws:iotmanagedintegrations:<region>:
]
}
}
1,
{
"Sid" : "Allow access to principals authorized
async flow",
"Effect" : "Allow",
"Principal" : {
"Service": "iotmanagedintegrations.amazonaws
},
"Action" : [

"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",

.com

<accountId>:

<accountId>:

<accountId>:

<accountId>:

managed-thing/

credential-locker/

provisioning-profile/

ota-task/<otaTaskId>"

to use managed integrations for
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"kms:ReEncrypt*"
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"ForAnyValue:StringEquals": {
"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotmanagedintegrations:<region>:<accountId>:managed-thing/
<managedThingId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:credential-locker/
<credentiallLockerId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:provisioning-profile/
<provisioningProfileId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:ota-task/<otaTaskId>"

]
}
}
I
{
"Sid" : "Allow access to principals authorized to use managed integrations for
describe key",
"Effect" : "Allow",
"Principal" : {
"AWS": "arn:aws:iam::111122223333:user/username"
},
"Action" : [
"kms:DescribeKey",
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "iotmanagedintegrations.amazonaws.com"
}
}
},
{
"Sid": "Allow access for key administrators",

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"
iy

"Action" : [
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"kms:*"

1,

"Resource": "*"

NECREFRENFAES  FSREBELE,
EHNEZERE

BERENNFEENIRENEEIERSNERNZEEEHER. ERRVER SEESMA
i, RSRAOGERNFAR. SNBEEKRER AWS AN SRIEVEBCH AWS KMS &
R

AWS EEE XA

EEE PEHMENMBERLE AWS EEEIRA |, FHELAWS loT REEE , AREEE Managed
Integration for Unified Control>Settings>Encryption. FEMZFEREREF , BT LUEEHET AWS KMS &
WMREFHMEZAERE  UREEANMBRE, BEFEEHFTNBRE (ERE) SUEBIREN AWSKMS £
%, NELBULLEEEN AWSKVS €B8REVEHCHEFZE SR,

APl 55

EME APISAREESEESH AWS KMS £ INZ/ERE
PutDefaultEncryptionConfiuration# GetDefaultEncryptionConfiguration,

EEEHERMBFERE | FEFFW PutDefaultEncryptionConfiuration. E WEHAE
#FAPutDefaultEncryptionConfiuration , 52/ PutDefaultEncryptionConfiurations

EEMRTARMFERE | WY GetDefaultEncryptionConfiguration, WME WEFMAE
#GetDefaultEncryptionConfiguration , 52 GetDefaultEncryptionConfigurations

ZEBAENE T NMERER

AWS Identity and Access Management (IAM) 2 AWS ¥ , Al HBIE B E T £t iRH ¥ AWS BR
WFEL. IAM EEETERFIHTUETSIRE (BA) NRE (EFFT) , UEAZERSE
Ro 1AM 2 AWS R EAT AR EFEAN .

ES-
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https://docs.aws.amazon.com/kms/latest/developerguide/key-store-overview.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDefaultEncryptionConfiguration.html
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- BE¥R

- ERESRF

- FRABKEEFIUE

« AWS SEELN ZEECE

EESWMMEE IAM BEFEH

EBAN S 9 BB

NS EESN S NEIEETHED

- FRARBERACHITSEES

)4]2\

KK

e

BEREHER

FHA A AWS Identity and Access Management (IAM) R IBEN AEBMEFRTE :

- BRBEAE — BEEZEMELYRE 3
EATHEEF BN

- RBEES - AEREEAEFIREREIMEAFAIRR F2R ZERSNTE IAM BEFEH)
« IAM EEE — REBRUEEFIES (F2R ZEEENS 5 B HEEH)

AOEESRFEMEN (B2E UZEEEN S D FFHUE

FHE ORI
EOBBELAWS FASIBREANAR. BH4EL AWS IREFIRFERE. IAM FEHERBE
IAM A& 5 2HITE D RE,

B LAER B D RN EAESR , fl0 AWS IAM Identity Center (IAM Identity Center), BE—&A§
7B FH Google/Facebook EAER , UBEEsWEXEA. NEEBEANFHEENR , F2H
(AWS B A FEREER) PHNNEEALEN AWS IRF,

HWRENRFTFE , AWS 124t SDK M CLI ARIGHmFH NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS tRF RERE

EEREN BFFAWSIRE |, 2R —{EH A AWS tRF theroot FAENBZRAG 2R , B P T RER
BB AWS fR#E 7l ER, BIEBTEFRAREAERBTEAEEE. EHEERFEHERENE
%, B2 (AM FREER) PNEZREAERENTS.

TR o7y


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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CEg)

=

REBBRERABEREERABS S RMHE , JLAWS RE ERAKRBEFN

BEgoRELEEE, Web BEDREENFERE |, 2 AWS R FH 52 FEMERE Directory
Service FHMNEAE. BEB72RETAER K MEACERHEFEIFERE.

EEEPERFEUER , EEFEA AWS IAM Identity Center, MEBFMER , 5520 AWS IAM
Identity Center fEF & ER RVt =2 IAM Identity Center ?

IAM i F & M EF4E

AM EAER—EED , ERE-ASIERAEANBEN T, EBUGRERIRERRABEN
IAM fER &, MBFMER , F20 (AM EAEER) FHNERAECEREFABS S D REHE
LA AWS 15t F B B R R B o

IAM FHEEHEE IAM EREES  FERABEAENFFTEMER, NFFHER , F2H (AM
ERERERE) T IAM EAENEAZEN,

IAM B

IAM BER-—BEREATNSD , TRHURRER. SWNEBREAENRE IAM A6 (Fi
A ) SR AWS CLI 5t AWS APl R ERBEA®. MFFMEF , F2E (AM E£AEER) F
HEEABN S *.

IAM EEEBRARBS 2 ERAEFIR. HE IAMEREST, BIRFEIVEREREEFEI , URE
Amazon EC2 #IITHWERAREN. MEFHMEN K F28 (AMFAEERE) P8 IAM PR IRIEFE &R
FH.

£ AR EEFEUE

ZAILUEIB R Y BUR Y G HIEE R & 5 RNER AWS RIZH AWS R FER. BERERES 2 HERM
BABERFT A, ERFARHFERE AWS | SFHMEELEK. KRSHBEKELL JSON X H AWS R
XNERE 7, MFE—F T H# JSON BERX M , F2E (AM EREER) hH JSON BUREi#.

EEESEMEARK  BEBEEMETRIUEWLEAG THRLEERNTEE , UEETFINEERE,

FREAT  ERAENACKRATT. AMEESEEY IAM BRIEHEMEEAE  #HEFERE
B, IAM BERERBMERIFT A , ERmBRAAES X#T.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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o BBE

BoRBRRENMESD (ERAE, ERAEFEANAR) K JSON FFATBERN A, EEBEREH S DA
HPLERATHEDE , UREANGKRE. UFTHRNARIE2EBER , F2E8 (AM £REE
M) PHEBEFEEBRREZRHE] IAM T,

BoBERRADT/ARBEK (EEABRRE-52) EXERX (ANMNESES 5 HBEMLBER), 0F
THRNAESERRENRBREEE , F20 (AM E£AEER) PN EZEEERNARBEEKR
B,

EREBE

ERE PR M N EIRAY JSON BEERM ., &EHIEHE IAM BEEEBRRE Amazon S3 RFRTREE
R, EXEEREBRNEET , REEESUUEACAREZHHEEERNFIER. BLEAEER
BREBRPEEER,

ERABERUAZREFNABRBE. SEREEEREBEPEARE IAM 8 AWS ZEBK.
HAb B R EE
AWS X BHMHFER  TREESERRRERRTHRAMT .

« FURR —REFPHEBETRE IAM BEBHNRAET, MEHMAEN , F28 (I AMEREE
) BH IAM BRI R,

o BRIEIEHIBER (SCP) — & AWS Organizations P A BB BB N IEER AT, MEFMENR ,
=2 (AWS Organizations £ &E1ER) IV PR IE HIBUEE,

- EREHEEK (RCP) — RELRFHPERITAF TN LR, MEFHMBER , 528 (AWS
Organizations (FAEERE) PHEFRZEF BE (RCP).

. THERBRBR — EUBERRFTARAACIBES S/ FAERIRF TERRE , USBEXEE
MR ER, MEFMER 6 F2 (AM EHAEERRE) S0 TIERBRBE,

ZRBREE

EZEEANBRERANGERE , EENTUSERMMELER, B2 THNMAWS £FRSBK
REHFRERBABR , F2H (AM E£REERE) FHBRGEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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EEMEFARERE, HANAE , €A AWS ZRERRLBTREBRRERZ. BI IAMEFZ
EFRFERBNERAE K MXEBRRTRAECHEBRRAEMENTT. EEREFBER , &7
ERARMN AWS ZEBR. EEBRBEERNEMARS , W& AWS tRFFRER, NFE
AWS ZEBRNFMEN , F2H (AM EAEER) $H AWS ZEBEE,

AWS BRBEHZBNER AWS ZEHX, BEEEE AWS SERKRTWFT. REBESE AWS
STERRPHEEMF A ERIE, WRENENSVECERBRNIES 2 &R (ERE. &
HNAR), ENDERBITRETAE , RBRTESENR AWS REBR. BRBETEEAWS ZE
BUERHBERET , AEBRER T SRRERBFHNFT T,

s, AWS XEEZE BB EBEHBHZERR. Ha , ReadOnlyAccess AWS X2 & BURRMHAT
B AWS RBEME RN HERFIE. ERBMEBFUAER , SATRENER AWS HEHRFTT. W
FEBRBERRNBENRN |, F2H IAM E£REEREPEBEBRENAWS ZEBE.

AWS ZEBUER : AWSloTManagedintegrationsFullAccess

I&T# AWSIoTManagedIntegrationsFullAccess BUREEE IAM B9,

s
¢
&a

HHRERTIERSNEBRBENTBFIET. BEE PREIEEK AWS EEEEES
AWSIloTManagedIntegrationsFullAccess.

AT A EFAEE A
BRI EUTHA :

- iotmanagedintegrations - ZEMELBIRN IAM FAE,. BEVNACRESERSNMEER
B TEFIE,

« iam- RAFHERW IAM £/ E, FEANBEE PEYBRHEEAE AWS 1RF,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iotmanagedintegrations:*",
"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://console.aws.amazon.com//iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTManagedIntegrationsFullAccess?section=permissions
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},

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

iotmanagedintegrations.amazonaws.com/AWSServiceRoleForIoTManagedIntegrations",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "iotmanagedintegrations.amazonaws.com"

AWS ZEBE : AWS loTManagedintegrationsRolePolicy

&% AWS IoTManagedIntegrationsRolePolicy BUREZE IAM &%

WBER B FZERE R REZM Amazon CloudWatch logsF5 2K EF T,

EERE PRRLBEE AWS EEXES |, 5528 AWSloTManagedIntegrationsRolePolicy.
AT E A

BRI EATHT,

« logs - &I Amazon CloudWatch BB A% A BREEAMN IhEE,

+ cloudwatch - 22 # Amazon CloudWatch 1512/ IhEE. #1FE Amazon CloudWatch E1ZERY5¥4H
BE |, 5528 Amazon CloudWatch HHIIERE,

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Sid": "CloudWatchLogs",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup"
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https://console.aws.amazon.com//iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTManagedIntegrationsRolePolicy?section=permissions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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1,

"Resourxce": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"
]I
"Condition": {
"StringEquals": {
"aws :PrincipalAccount”: "${aws:ResourceAccount}"

"Sid": "CloudWatchStreams",
"Effect": "Allow",
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stxeam:*"
]I
"Condition": {
"StringEquals": {
"aws :PrincipalAccount": "${aws:ResourceAccount}"

"Sid": "CloudWatchMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/IoTManagedIntegrations"”,
"AWS/Usage"
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FMBABER

}

TEELEHNAWS ZEBXR

BIEBWRERAERELBELR K SEESH AWS SERREFFAER. NFLEESENS
BiRE  FIRAZERANHELRRCHEEN LK RSSHE,

-3

ZERACEHMRERSEE

£

iR Date

TEESHBERE AWS 2025 E 3 A3 H
EHENEE,

SEESNME IAM BEFH
ELER IAM SESERANEIES S | BETRML AM HETHESSRARESER,
T LR E SERAEAN IAM A

IAM Zh &g
R
ERBBE
BREE
BRER

BRIk R #

ACL

ABAC(BUE # Y ER)

I By R =

EWHT

BEAE
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i
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IAM Zh&E SEBREXE
REEEAE =
EECH T MSERSNEM AWS RENMEXSE IAM EEREER , F28 (AM EREE
) FHAWS B IAM BEERN R,
EEENSIBEBXR
T EEFRBUR

SO BBERRALMME S (Hla0 IAM ERE, EREFHENAE) K JSON FFAIBERXSF, ELEHK
RAEH SO EMEFRG TREBLEERANTHLERE, NFTHRUOMELSDEBEK , F2H (IAM
EAEER) PHNEBRFEEBRERHE] IAM FFA,

B IAM § 2 RHE , BALUSEANREBNDIENDR | UREMERAE T AHREBBIE, &
= 7ML JSON BETERANFETE , B8H (AM EAEIEE) S IAMJSON BETES
=,

RERAN G D BBEAES

EERARERSHOBPRNES , F2E ZERAN S D BHBRE,
RERSTNEREEE
XEEREBE: &

EREBERZM MBI ERAN JSON BRI . EREBENEEREFIZ IAM ABEFEBEN
Amazon S3 EEIFBBR, EXEEREBRNEREES , REEEETUFEACAHREHEISEER
WEFEER. HRMNBENER  BREEREEN TR UUHZERATHWEEAREMERET
BITHEE, EXEEEREBRTEELIR., ZXATUSTERE, FARE. AG. BEISFERE
=; AWS IR#.

MERMABIRFFIRE , EUUEREMIRFRNEEMBIRFN IAM BEREABREBRNER. WF
HAES , F2E (AM EREER) P8 1AM PR RIEEEIRF .

T ERANBREE
XEBERBE: B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

K ZEES AWS loT Device Management HEABEE

EESWLER AWS JSON BURRIEEH T AFHAR, thpER , BMEERE M ERE T oA
FEER#AT UL B

JSON BURHY Action TEMRE T ARAFHIEBERPEINNEF. BEREERABERRTH
1TAEBABA BN ERVET W,

i

EEEXERAHENEE  F2H (REEES2E) PNZEZSESNIFE,

RERATHERDFEEBEERATIFE !

jot-mi

EREE-RAXPEESEEE ,

B
H
[k
s
&
&

"Action": [
"iot-mi:actionl",
"iot-mi:action2"

]

EERASERSHIBEBRNES , F2H ZEESN S D REBEE,
ZERSHBERER
XERRER : B

EESWLER AWS JSON BURRIEEH T AFHAR, twpi2R , MEEREERE T oA
EERHAITHLEBIE,

Resource JSON R &S EEEAIENYH. REEBRFEHAHE Amazon Resource Name
(ARN) RIEEEER. EHFEFXZEERBRHT , FABAF R () KT ZRERXNBARMEER.

"Resource": "*"

EEEERRERCEREERE ARNs , F2H (RERESE) DX ERSEENER, BETH
BRMERAMLBEREESEERN ARN , F2RZEESEENDE,

ERAZERS BT EBRNES , F2R ZEESHN S 0 BB,

i

ST ERSMME IAM B E A 249


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
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ZERSHBURRHREIE
X ERBHFERRRE SR : 2

EIEE A LAER AWS JSON BUERRIEEH AIUERAR, WHER , BHMEEBE A BERA T oSt
EERHTIRLBIE

Condition TEERBEBRMNKRY , BEERABXNATRE, EUNURMERFMES FNVIFRHEESR
X (BINFRIIR) , REBBRPORGNBRINE, EEEFBME AWS 28R4 REI82 , F2
B KIAM EEREER) PHAWS R ABTREIE,

A2 (RBRESE) PHNZERSHNRAER. BETHET
B RERSTERNEFE.

EREERERSHRHIESRNEBE
UERRGSRNBENER , F2

EERBRERS G O BBERAVEN ZERSHN S0 BB,
ZERESHH ACLs

XEACL: B

TFEUZHIEE (ACL) FHEFIBL TR RFKE, FRERNAC) HAFIEERNFFAT, ACL EHR
ERAPR , BEMATEM JSON BERMXHFER.

ABAC EEZEE S
¥ 12 ABAC (BUERIER) : 3859

B RFEUES] (ABAC) R—EREXE , REBARRNBMHERFAI#, BTN ERERE IAM
B AWS &R , ARRET ABAC B , LMEEZREANRBRTSER LVERE RFHRF,

MERBERILFIEFE |, 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4G %58 , THENGRETESF , RUEBREA.

NRBBEXESEEREENLH=BRGER A REZBBMS , EA Yes. NRBHEZIERELE
BREEN SN =EFRGS® , AEA Partial

WEE ABAC WEEHIER |, 3828 (AM £HAEIER) FWERH ABAC REESRT. NEEFESHHK
E ABAC BN EBRFRRE , 520 (AM FAEEE) RHERABHEEFEEES (ABAC),.

BE SERAEAREEARR
XEREEE - =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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B AERRMYE AWS ERNEHFN , YEAEABRSIVRACKATEY., AWS EEER
BEELAHREAES K MAREARMENER. UFFMAEFA  F2H (AM ERAEER) PH
IAM 7 | i s &2 2 B RE BE ) £ |AM FE B EAERIAWS AR #S o

SERESNERE EEET
TEEEFN IR (FAS): 2

BX I TERE (FAS) EAMI HEFEAFFA AWS R¥ |, WHES FR AWS IR @ TRBE L
AR, MFRH FAS BRENERFHET , FSRERFITERER.

ZERSNRBEAE

TERKAE 2

REAGRREETN AM S€  ATREMTEE, IAM EES LK IAM RET, 15K FMBRIRKE
Af, MEFHMEENR , BF28 (AM FAEERE) RWEIAGUE R TiE AWS R,

/A Warning

PEFRBACHATAIRETHZERSTR. REESERSRMESR , TeREREA
=

ZERANRBERAG
XERBEFAS 2

BREFAGREGE N —EREAE AWS . BRBTUREAREATHENAR. REERS
AESHRELN P AWS IRF |, YHREHE. IAM EEEAURE  BEFERERTEESEHN
AT A,

NMFERVREERBEFEACHFMER , F2ETEL IAMEFENAWS B, EERRPSRR
%, EHEeRBEEACRMTHN Yes, BIEFEZER , SIREXBRBHN R EREBEXH.

ZEESH S 7 EBUREH

RIBER , FHENACRERIIEAZERSERNA, EERTHERAEHHEMEERAITEME
RYEFAl | IAM EEES T BUE YT 1AM BUR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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WE T MR E B L JSSON BURX M2 IAM S5 RBR |, F2H (AM FEAEER) PHE
M IAM BUER (E2B).

NEXERAEBCHFNEREENFHAER o ESBEREEMN ARNs 8 , F2H (RBER
E2E) PNZEESNEE. ERMNFEIER,

ES- |

- BRREER

- EA ZERSTFES

- RFFEAERBMFIECSHETH

HRREER

BoRARREHEERFANEBASREETUREY, FRIAMRIEESER, ELBETREERL
B AWS IRFEABM. EEEMHMRES 7 EBERE , FEE T EIRERER

- BIAMER AWS SERFLENREERTT - EERREHTRTONEAENTEAN , HEH
B TBTHSEREMRIN AWS SEHE., CHAELN BER AWS B, BRRECES
BEREARG AVS NEFEERE , NE—SHIHT, NEESER , FSH (AV EAEHE
) i AWS FEREREHMAMAWS BEHE,

- ERREERET - RE AV BEGHTR  BEETATEBTBOET, ARRUAN 4T
NEBERERE T TUEHEORRRNDE | S 0BARERERAT. NHED AM ERHT
WESMMAR , FHH (AM EAEEE) P IAM POBEAHT,

« R IAM BER PR EGE— S REIFEE - SO LUSHREFIEEBER |, UREIEBEMNERNEE.
flan | WAILARBEBERRG , EEXEMEA SSL BEFTAER R, MREBSIZE Sl FHRKEEN1E
AWS BRFS , &t a] LUGE A R4 3R 2 T H 7BV CloudFormation, MEHMET , 28 (IAM £H
HIEE) FH IAM JSON BUERTE : R4,

« f£/ IAM Access Analyzer B IAM BUR |, fB{RFT I 24 B 7 IEEE1E - IAM Access Analyzer &g
BHBEMBEER |, BRELBERER IAM BUREES (JSON) Ml IAM FRIEEH ., 1AM Access
Analyzer {2t 100 ZIEBEXRERVEATTHER , IHBERERLBERANBE., NFEFAE
#A , BF2H (AM EAEERE) PRIEA IAM Access Analyzer 5878 BUER,

- FEZEERRT (MFA) - NMRZHRPIFE IAM EHES FHRERAE AWS RS |, FBBR MFA
LREREM, MEEFU AP BERER MFA |, 51§ MFA RH B EEHEER. NEFHAE
A, m2E (AM EREER) FHERB MFA BIZ % API FHL

WE IAM FREEXVEEBEENR , F20 (AM EAEER) 91 IAM 22 KEEK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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R ZERSEEA

FEFNZERSTES  BLARA —AREFFA, EEHFALAAEIHNER PRERSE
RAVEFREF AWS tRF ., MRLBILHKEALEHFTEBENS DHEBEK , AIHREARBERNE
B (ERERAE) MS , TEAREEZWNFAERE,

HAMERW AWS CLI 5 AWS API IWEAE | BAZEATREEREHT, Rz , REAHFFIA
SMMERBNTZ AP BIENEERTIT,

ATHARERAENAGMATUFEAZERSIRS , UFEBZEE S ConsoleAccessHReadOnly
AWS ZEBREZIER., WEFAEA  BF2R (AM EAFER) PHFEFTIERASE,

RFFEREREMMAE ST

WEHEREMNMBEILIBER , AFF IAM ERERGHM MEBPERES 2N ARRZEBR, BER
SEeEEEAHEA FHAWS CLI AWS APl URBREREH AR ER B ENSFT .

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"jam:ListPolicyVersions",
"iam:ListPolicies",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:ListUsers"

1,

"Resource": "*"

HEERSN D NFERETHRESE
EANTERR G AL HNEEEAZSERAN AV B T4585 1 % REE,
T8

- RERESERSTUGT B

o BRAREBHIT iam:PassRole HWiZE
s REEAR UAMAE AWSIRF FRIENSERSER

BERESEESHIT BE
MRBRENER , FACKREREHNITEF , ENBRLEEHN , AFFERITEIF,

THIEHIER G Emateojackson IAM ERAEERAERAETEARE —BERS my-example-widget
BROFEMENR , BAEER iot-mi:GetWidget FIRFE4AE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: iot-
mi:GetWidget on resource: my-example-widget

FERERT , BAEH mateojackson EAFMBER , RFFEM iot-mi:GetWidget EEFE my -
example-widget &R,

MREFEWE , FHIREN AWS EEE., BNEESRELNEZERE.

B AR EB 1T iam:PassRole HIRHE

MRBEWEIEERE | HHBEEHIT iam: PassRoleBE , BFNBELEAERH , UAHTCKAGEER

ZEES,

BE AWS B IRESREACEEGERE A MARBUFNEBEEACIRBEEAER, NFEH
THER B AR ACEEEZRBIFT .
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EZA K IAMmarymajor EREERERATRAESIERSTHTEFE , SRETIIEHIER,
=, DFFERBEEREEHCRTHFT. Mary REKAREERGRBHTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary EURAEEH , AFFM#IT iam: PassRole Bk,
MREFERGE , FHEEN AWS EEE, ZNEEERUENEERE.
BREEARFT UAWAE AWS IEF FERENZERSER

BRNEY —Efe  BHMAIRFHINERAERNEEBATHNAESTRENER, BUNUIEEERFH
LEFNHDEXAR, HHTBEERERNBERIFEIUZHIEE (ACL) MR , &R LUE R ARL
RRET AEFRENE R,

WMEE-FTH K FL2EUATRE

- BETHIEERSREAXEELYR  F2H ZEERS MR IAM BEER,

- BETRNMRAEHERS AWS 1kRF WERTFEE , F28 (AM E£AEER) PHESES AWS
RE N%E—E P55 IAM EAERHFIE.

- BETHNEKERNFERERMHBE=S AWS IRF | F2R (AM EREERE) PR FEIUER
HIGE =75 AWS IRF #H.

- METHNMEEBS S0 RUEFIE , F268 (AM E£REER) FPHBFIEREEGENTE
TESBRENERE BEE D).

- MEFETHREAAGNEREBRRETERFFRCENZR , F28 (AM £REER) 8 IAM
PR EBRS ERFE.

ERRBEFACETSERS

AWS loT Device Management By 2 EE & #H AWS Identity and Access Management (IAM) AR #%5:E
EAG, REERACREREAESERSNE— IAM AEEE, REKERFACH SEESHELE
%, TIERBEARETUEA AWS BREFTENPIBET

RBEFACTREEERNMREZERS , RALKTLAF ML EMNTT. AWS loT Device
Management R EREEEREMBERLACHNIT  RIZEER , BARERERS T RIEE
HAG, ERNFFUSEGEEBRNFTEE , BRI BRELRWINEE M IAM BEE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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BB ALEMBRBHEFSCNERER , TREAMR. EARELNZIERSER , RAGTER)
DBBREFIERNETT,

NEFEXERBEFACGNEM RBENEF  FSEAWS £/ IAM BVBRTS , W RBERS A CH
FEREARNERK. BEEEAERNE , IRAZBRBENREERSEX .

ZERSHRERARH

AWS loT Device Management W EESFEHAE A AWSServiceRoleForloTManagedintegrations Y
RIS EME AT — B AWS loT Device Management IR ZFERES | LA RERM B ZFNIEE,

AWSServiceRoleForloTManagedintegrations fRIEEE AR ET T RBERIZAG

* iotmanagedintegrations.amazonaws.com

%A AWSloTManagedintegrationsServiceRolePolicy A GBI R AT S ERAHIEENERTX
T 5 EE -

« BfF : logs:CreateLogGroup, logs:DescribelLogGroups, logs:CreatelLogStream,
logs:PutLogEvents, logs:DescribelLogStreams, cloudwatch:PutMetricData on
all of your managed integrations resources.

JSON

{
"Version":"2012-10-17",
"Statement" : [
{
"Sid" : "CloudWatchLogs",
"Effect" : "Allow",
"Action" : [
"logs:CreatelLogGroup",
"logs:DescribelLogGroups"
1,
"Resource" : [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"
]
},

{
"Sid" : "CloudWatchStreams",
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FMBABER

"Effect" : "Allow",

"Action" : [
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStxreams"

1,

"Resource" : [

"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stxream:*"

]
}I
{
"Sid" : "CloudWatchMetrics",
"Effect" : "Allow",
"Action" : [
"cloudwatch:PutMetricData"
]I
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"cloudwatch:namespace" : [
"AWS/IoTManagedIntegrations"”,
"AWS/Usage"

BEAARERH , UAFENERE, HENACREY. REIMRERFEERAG, MEFMEF ,

28 IAM EREERPHNREEEA BT,

AZERREURKERAE®

BAEEFHEIRKEREAR , EEBE CreateEventLogConfiguration,
¢ RegisterCustomEndpoint APl N4 PutRuntimelLogConfiguration,
AWS BEF#A AWS CLIT AWS APl i SEEHERK | ZSTES
SREENRBEEZL AR, WF PutRuntimeLogConfiguration,
CreateEventLogConfigurationdk KYFF#iEMARegisterCustomEndpoint ,

PutRuntimeLogConfiguration, CreateEventLogConfiguration B RegisterCustomEndpomto

2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutRuntimeLogConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateEventLogConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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EEMMBRUBREEZEAR  2RFEEBREY , BUUERFHEAMEEFENELA

B, E&MI PutRuntimeLogConfiguration, CreateEventLogConfigurations}
RegisterCustomEndpoint APl s T EEHHEE K SEBSCEERALEBEILIRKEEAE®, &
& | A LUER B AWS FF X AWS Support Center Console, 1% AWS Support Plans #J
HMMER , S E LB AWS Support Plans.

B LAMER IAM £32 4 |, EiB loT Managedintegrations - Managed Role f§
RARPIREIRIGEZEAE, £ AWS CLI F AWS APl | FRBRKEBE

M iotmanagedintegrations.amazonaws.comfRIGEFE AR, MFEFMENR , F2H (AM A
EiEM) T "EVRBEGAE. . IRERHBRUBREEZEAR  SUUERAKERNERUBRE
MFA,

mMEZEERANRBERASG

SEBET A EHRE AWSServiceRoleForloTManagedintegrations R ERE AR, RAESEEE
AHESZRBELAR  FMMUALELICEETAGCREBFEARER. AWM , BZAEA IAM RIGEA
iR, MEFMEET , F280 (AM EHAEED) PHEERSEEAE,

MR ERENRBELAE

EETBEARERBEGACHIIEIRY  RAZBRERERZAC. - , ERREREDE
EREENRERAER. AW EFDRERBRBESHCZH , ELAXBRER.

(® Note

NREEZMRERES  ZERSLECER A6, AIMRATRES XK. FHEREE
B ERIYBIRERARE.

i
4
2

£/ IAM FERBREREESESE

EH IAM £3# & AWS CLI, =% AWS API R ftiBk AWSServiceRoleForloTManagedintegrations AR #&
EREAG, NEFHENR , F20 (AM E£HEER) PHRRREEEEAE,

ZERSRBEFACKEN BE

AWS IoT Device Management N2 EB S X BAERMUBENFERERFEARKEZAR. WEFHE
B3 , 5528 AWS Regions and endpoints,
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https://aws.amazon.com/premiumsupport/plans/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/iot-managedintegrations.html
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AWS Secrets Manager i/ C2C TERENERMRE

AWS Secrets Manager 2 —EWEREFRE , TARRBEREEZAER., APl BN HMRRE
Ao RE , EERHEIEF , BB EXREEAERENR AY Secrets Manager B9 API FEIY,
EERERBERXBNAETZRENE , AARBTRFE. NESH , EENSEHR , F28
{AWS Secrets Manager £ H1E™E) -

Secrets Manager €/ AWS Key Management Service £ INB R, MEFMEA , BFSHE AWS
Key Management Service F #9425 N %5 # £ 25

HZEEASE AWS loT Device Management 4 , AWS Secrets Manager F b8 7] LU E R FRTE
Secrets Manager & , M fEHRERFERAME 1D,

TERSNMAERARE

FAARIE (OAuth) REREFIRBNRKEE  IRERAERTRGNEAEEEMRENE EFIE
EANER K MEFTHRAERR, ERE=FRAERXKXERAEFIEREERNEZEAN , RHA
ERREHEZLNBATR,

¥ OAuth /|, fiFis ID MM FintE R ERREFNFRRE B MEERFikEAEXNEAER,

2 EES AWS loT Device Management £/ OAuth BE2fff C2C THERENEFBHA. EFEER
HAFLE ID NAFRNETEER. TEBEEFBER AWSIKRFHERAFI ID MIAFRRE ,
MEERSGERTFIRFPERAFLE ID MAFIHRE,

LIRCIE= g 2%a

EEEIME  FHEE AWS Secrets Manager  fEREIERM) PHEIL AWS Secrets Manager %
aleal: 07 2 8

BLAEREFZE AWSKMS €REVYHE , SERSS eI FRE, NFFEER , F2R

AWS Secrets Manager { £ &SR RHAWS KMS €5,

CEXVAFAT & IAM BER,
BT SERSHZEUE AWS loT Device Management , 3 HEERIN R

EEAFZTEE S Secrets Manager B EE , FEBUMER , EHENERREHRIE TS
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html#security-encryption-authz
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JSON

"Version":"2012-10-17",
"Statement" : [ {

"Effect" : "Allow",
"Principal" : {

"Sexvice" : "iotmanagedintegrations.amazonaws.com"
},
"Action" : [ "secretsmanager:GetSecretValue" ],
"Resource" : "*" ,

"Condition": {
"StringEquals": {
"aws:SourceArn'": "arn:aws:iotmanagedintegrations:AWS Region:account-
id:account-association:account-association-id"

11

B TIREXFEERFZE AWS KMS SIRHVBUR

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey"
1,
"Principal": {
"Service": [
"iotmanagedintegrations.amazonaws.com"

3,

"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/*"
]

BF SERSHZEUE AWS loT Device Management , 3 #EEUI % 260
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}

ZEESHESHRERS

EETH RS AWS ¥ TR ESRTBHER , F2RAWS B SR EHENRRERLRE
BHESHRE. WFE-MREFA  FSHEAWS 5K E,

k

BT LAMER TEE = F %I E AWS Artifact, MEFMER , F2E T HHS in AWS Artifact

BER BRNESREME AWS R BURREBNEEN, BLANEREE , UARERAERENER.
WMEER BEREENFMEN AWS R , F2H AWS £ X,

EEAH VPC REERASERS

B A LOEB L SR E Amazon VPC iw B , 7£ Amazon VPC B2 AWS loT SEE S CHEENFAEE
#Ro N E BB —EH M AWS PrivateLink , AT ZEEATAE IP it RIATFEH RE. AWS
PrivateLink &#§ VPC Ml loT SER S 2 BN BB REREITE Amazon R, BTEZHEBRMER
B, NAT Z£E&E= VPN EiR,

)
s

BREEMEH AWS PrivateLink , {E2ZEFE A, 1F AWS PrivateLink # VPC im BRI FEMAEA |
B < AWS PrivateLink I§8) B HEIB 7EL AWS fRFE AWS PrivateLinko

F&E

« AWS loT ZEE S VPCIRENESE

« BAWS loT SEESE YN E VPC %
« BIFEERN VPC inE

- &R VPC im B HIE REHNEFER

. EfE

- RE

AWS loT ZEE S VPC IHENEE

R AWS loT ZERESRESRME VPC inBt 25l , HMBE < AWS PrivateLink 1§F) H ) 7 Him 55
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
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AWS loT SERAXEFBRE VPC HER VPC BILEFTA API Bi1E,
X E IR

AWS loT REBESXETHIRBNEH VPC i :

- $2#|F M APl : com.amazonaws.region.iotmanagedintegrations.api

A ENRE
T% AWS loT ZEEZSHETZE VPC HE

- MQTT %% : MQTT KEEEDEEZKRFEAEREF , MT2E AWS VPCsA , LT FE AWS
PrivateLink &,

« OAuth EFi%E : FZE=FFAEEE AWS ERRBEARIEE |, W4 AWS PrivateLink <18
OAuth R IFER .

A A4

AWS loT ZEE 4 VPC inBAIE T 5 AWS EiFER -

- INEX (P EP) - ca-central-1

- BUM (BE®) - eu-west-1

FEZ AWS loT SEERAERETAY , XEHMESE,

EHHELE

AWS loT SEEE VPC im B8 IPv4 1 IPv6 B, EBRILMERTS IP thut R ET VPC imE
« IPv4 : 3% IPv4 it 38 R4S Ui B AR R

« IPV6 : #% IPv6 it RIG IR MRS N A ( EEIPv6-only BV F#3E )

« Dualstack : # IPv4 F IPv6 it 35 RiG i B AER T E

A AWS loT SEEZSEYNME VPC i 2

AT LA Amazon VPC E# A AWS CLI (AWS CLI) & AWS loT SEZAREEYT VPC 2,
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A AWS loT SEESEV T VPC IRE ( £8E)

1. % Amazon VPC £#2 & B Amazon VPC 2 5&,

2. ESEERPERRE.

3. BEEVINE,

4. 7 Service category (RRFEEAI) # , #FE AWS services,

5.t R EE |, BRYEZE AWS EFHREERE, Hl0

* com.amazonaws.ca-central-1.iotmanagedintegrations.api

* com.amazonaws.eu-west-1.iotmanagedintegrations.api
6. #H¥ VPC , EEUARERFIFEL AWS loT ZEESH VPC,
7. R HMERE |, FHEREREURA DNS 2. RMEREREUFRE, ETHERFRYE AWS loT SEE
B0 H IR im B W 3E R AT R B/ Amazon VPC i B,
8. #t¥ Tl , ENEEAPEVREMRNEN 7K, SRUASETAREREE—EFRK.
9. $1¥f IP address type (IP #hut3gH) | T 51218 FiR4E -
o IPv4 : #§ IPv4 3k 15 RAR i B4 48 B8 ST TE
* IPVv6 : & IPv6 it IEIRIG IR N H ( AR EMAENN FHREEBHRIPv6-onlyl =+ & )
- Dualstack : #§ IPv4 1 IPv6 ithiit 35 ks i B4R 2% A

10¥ 1A Security group (Z£##) , ENEHRHARMTHELRBANL2HEH. REFERAKER
AT BN EE VPC REREEANERZEETER.

1MEFBBER | BEZEER , UAFMEIRYANRYE LAMEERNAERE. EERFIFEHR , B
BEHT YIS EBR,

12G8/) ZEHWER , BRI Add new tag (FTIEER) , REWAERSEBNE,

13 RER K,

5 loT SEEES (AWS CLI) BN H VPC %2

# /A create-vpc-endpoint &% , EE VPC ID, VPC i#EER (NE ). BREBE. SERREN
FHE , URERRBEENERIRBN T2 A,

aws ec2 create-vpc-endpoint \
--vpc-id vpc-12345678 \
--route-table-ids rtb-12345678 \
--service-name com.amazonaws.ca-central-1.iotmanagedintegrations.api \
--vpc-endpoint-type Interface \
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint.html
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--subnet-ids subnet-12345678 subnet-87654321 \
--security-group-ids sg-12345678

AHAH VPC KB

B VPC B2 #% , Bt VPC FH EC2 #I1TEEEY AWS loT SERSEIT API LY
iR,

TORIRAF

- VPC RFLE FHEETM EC2 Hi1T{HE
« AWS loT SEEZSRENEE IAM 5T
« REFHTTPS RE (E#EIE 443) 3| VPC B L £ ER A

AR ERR

1. EHRELE FHEEFH Amazon EC2 #1T{HEE.,
2. BaEFHE DNS B#BHY DNS #R4T

dig api.iotmanagedintegrations.region.api.aws
3. I HTTPS iE#REED
curl -v https://api.iotmanagedintegrations.region.api.aws

4. 1T AWS loT SEES API B :

aws iot-managed-integrations list-destinations \
--region region \
--endpoint-url https://api.iotmanagedintegrations.region.api.aws

# BfregionREM AWS EiF ( HlE0 ca-central-1),

EIB VPC un B2 % AR RY FHY

, SURIE

VPC i MR R AE R RS R mMEHEZT N E VPC mEH 1AM BRBUER. MREREE M IR
FREEBUR , RAISURERBRERA A TEFIRE, BRHBRTIEERHEUL IAM E/HE B

FRBIFENER, EESTESNBRSEF R IFTEE 2 RBHN FE

B VPC i B
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U R BUR AL, JSON BRI, MFEFMEA |

2012 I AR TS BV T

#H - AWS loT SEERSEEN VPC ImBBER

LAF 2 AWS loT ZERSHNIRRBERES. WBERAFEREEB VPC ImEERE AWS loT ZEE
a5, UEN BN , BEEBFIEABRMETE,

"Statement": [

{

"Effect": "Allow",
"Principal": "*",
"Action": [

"iotmanagedintegrations:
"iotmanagedintegrations:
"iotmanagedintegrations:
"iotmanagedintegrations:
"iotmanagedintegrations:

1,

"Resource": "*"

"Effect": "Deny",
"Principal": "*",
"Action": [

"iotmanagedintegrations:
"iotmanagedintegrations:
"iotmanagedintegrations:
"iotmanagedintegrations:
"iotmanagedintegrations:

1,

"Resource'": "*"

ListDestinations",
GetDestination",
CreateDestination",
UpdateDestination",
DeleteDestination"

ListCredentiallLockers",
GetCredentiallLocker",
CreateCredentiallLocker",
UpdateCredentiallocker",
DeleteCredentiallLocker"

i - FR&EIFEUSE IAM BE&8 VPC HEBUE

528 Amazon VPC R EERFAMER VPC in

T35 VPC B BEEAFEHEAHPEREE IAM B IAM TEFEAWS loT SEXS, iE
Hih IAM T REHSEZIELFE

{
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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"Statement": [

{
"Effect": "Allow",

"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:PrincipalArn": "arn:aws:iam::123456789012:role/
IoTManagedIntegrationsVPCRole"

}

}

EE

BEEINBINERANE VPC IREE AWS loT SEBRANEEER, MEHMEN , F28 AWS
PrivateLink BB,

PR 751

« CreateAccountAssociation APl EEEBHE = H EwRIEHIT OAuth , EEEFEREEE Amazon
g, EENER NEFMSREE , AWS PrivateLink 2\ VPC R E8EHFE , BB AWS
PrivateLink &% &tk API FEILR ST E A end-to-endPR &l

« AWS loT ZSEEEM VPC im B EEE REA AWS GovCloud (US) Regions.

WME M VPC i EhREI , 552K (Amazon VPC R EIER) Y 5T H i 26 8 14 A R Hl.

EHZE AWS loT Device Management FIPS in BN S ERE

AWS loT 2t X B E FURIEZ X (FIPS) 140-2 K34 P Hin 2. FIPS A REEIERE AWS imE
TE. ZELUMHS FIPS HEMHNEL B9 AWS loT Device Management SERSEHE) , BM4BEKT
FIIRBERRTS FIPS REBMAF BB FEMR. AWS loT EEATHE FIPS RE,

THEERBMMERA REST API, SDK = ZH FIPS #82& AWS loT %2 AWS CLlI,
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https://aws.amazon.com/privatelink/pricing/
https://aws.amazon.com/privatelink/pricing/
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://aws.amazon.com//compliance/fips/
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F22 ) S TH s R

X ESERSIRENREEE AWS CLI 6558 FIPS R4 FHEiBE S FIPS Endpoints by
Service H, & FIPS Endpoints by Service # , 3 AWS loT Device Management 2 EZ &R ,
WEH WikE AWS EiF,

EEEFRZERSBRERSER FIPS A IRE, , 55 AWS SDK = REST API £ ElE & &Y ik 2
AWS [EiF,

EREHTZEES CLI S KEM FIPS AR , 551§ --endpoint 2HEEAR Wi EE
AWS EiF 5 F,
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https://aws.amazon.com//compliance/fips/#FIPS_Endpoints_by_Service
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EEEEEA

ERRHEIETRSMEM AWS BRFRNTEME, TRAMMBENEEZLS. AWS RHTHIEE
TEREESEERS. ERLEERKOR , URERRINEBEE

« AWS CloudTrail €#iEUE AWS IR F A REWIRF 2 H ) AP FRILFMEESZH |, XA EFERR
FEBIETEM Amazon S3 fEFETHE, BT LA BIMW AR EMIKRSE AWS, #ITHRAH KR 1P i
H, AR EEE, MEFMER , B2 "AWS CloudTraill FHEEFE . -

R LT ERS APl 14 AWS CloudTrail

ZEESHE BEAWS CloudTrail , SkIREREHFEAE, AEH FIEKEEENEZ# AWS Bk

. CloudTrail @S EEESWFATE AP FIEIMASH, HENWTIUIERXSIEESTHENELY ,
DREZSEES AP BENERBEWL, EALAEA CloudTrail FIRENEN , HEHIEESREY
MIFER. IRHFERN IP ik, REFBROKGE , AREMFHEER.

B-FEHVARERNSLTELEFRENET. B EATHBIEHE T5IEHE !

- ZAEREEAREAEEREAERRRE.

« FHREBNREK IAM Identity Center FHEREH,

HZBERE , REEATHEACEBEI»EAENERLLRE.
- ZEREBEEHS —E AWS REBRBRL.

AR -

ok &

Fi

b

&
b
fim

BRI IRFE AWS RS ECloudTrail 87 FEREAFME | mBEE S B EFE CloudTraill EHE
S 528k, CloudTrail EHREEEHA AWS EFFIBE 90 RN EESH , BRHATBRKR, T8E,
AITHAEF A BN, MEFMENA , 5528 "AWS CloudTrail fERAEERE ., FHIER CloudTrail
EHEF K. MRBHELEHTEEL CloudTraill EH.

WMFEAWS RS B 90 RAFBEHEMNSZH , FEMUREKN CloudTrail Lake SHERMFHE,

CloudTrail &t

#R3RAEE CloudTrail i HEEE R FE Amazon S3 FFEETE. A BIMNFAERRK AWS EEE
BE HRZEE, BUUEA AWS CLIZVE—SZEFHER, ERLEIZEFER K RARE

REER AWS [BiF tRE PR BEE), MREEIE—EigEH  BREEMREN AWS [EiF ik
WEH, MEEHHNFEEN , F2E (AWS CloudTrail fEAEIEE) T AEN AWS IREE L
IB Bt A AE AR ST B
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A LB BRENEH K REKFEEESHMN —EEAR CloudTrail BEZE &M Amazon S3 %
FETRE |, EERMEESE Amazon S3 FEM. WE CloudTrail EEMFFHAEN , 2B AWS
CloudTrail EE{&, % Amazon S3 EEMMHEAE , 552 E Amazon S3 EE,

CloudTrail Lake EHEREFEHE

CloudTrail Lake BB&EEHAHEH#1T SQL B EFH, CloudTrail Lake #5251 JSON EXHWIRE
EHEHA Apache ORC X, ORC 2—EEMXFEFRN , SHHRIEMEERLEST T HRE.
RAEESEHREIESHERTHED , SHERNERERSHNTITEES  HKBAZERE
REREMEREERNES. EARE4ENEHENZEREFEHPLEHAFETELTHE
B, WZE CloudTrail Lake BIEFMIEA , S BAWS CloudTrail &)Y FHERH AWS
CloudTrail Lakeo

CloudTrail Lake EHEREREMNEHSELER., BEYSHERENER S BREERANE
HERNEHRENEERE, WEERESREENMNBEBESHNRAE , UREHEREHRENTERR
MHERABZH, WFE CloudTrail EEMFFMEN , 5528 AWS CloudTrail E1E,

CloudTrail P EBEH

EEENHRERMAEHE ERLBITHEBRENENR AWS IRE, EELUBAEH FEHIREE, RIETHE
% , CloudTrail ;e EEEH,

RERQERTIZERSEGFHEHIEELCHEE CloudTrail MAEESEH.

* CreateCloudConnector

* UpdateCloudConnector

* GetCloudConnector

* DeleteCloudConnector

* ListCloudConnectors

* CreateConnectorDestination
* UpdateConnectorDestination
* GetConnectorDestination

* DeleteConnectorDestination
* ListConnectorDestinations
* CreateAccountAssociation

* UpdateAccountAssociation
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* GetAccountAssociation

* DeleteAccountAssociation

* ListAccountAssociations

« StartAccountAssociationRefresh

* ListManagedThingAccountAssociations
* RegisterAccountAssociation

* DeregisterAccountAssociation

* SendConnectorEvent

* ListDeviceDiscoveries

e ListDiscoveredDevices

Sl

—EEHRREMARFRENE-FR , LEBSFR API RENHEEER. RENBHMNERD, FX
28%F. CloudTrail BFEFERTR LA AP RN ESFHEEBER , RUSEHT GBS EIRFE

o

THIEE5IFE R RE LI CreateCloudConnector API ##4ER CloudTrail B4,

£ CreateCloudConnector API ##ER I IT CloudTrail B4,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/EXAMPLE",

"accountId": "111122223333",
"accessKeyId": "EXAMPLEKYSBQSCGRIC",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAZOZQFKYSFZVB2J2GN",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"attributes": {

s )
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"creationDate": "2025-06-05T18:26:16Z7",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2025-06-05T18:30:407",
"eventSource": "iotmanagedintegrations.amazonaws.com",
"eventName": "CreateCloudConnector",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.44.0",
"requestParameters": {
"EndpointType": "LAMBDA",
"Description": "Manual testing for C2C CT Validation",
"ClientToken": "abc7460",
"EndpointConfig": {
"lambda": {
"arn": "arn:aws:lambda:us-
east-1:111122223333:function:LightweightMockConnector7460"
}
1,
"Name": "EdenManualTestCloudConnector"
1,
"responseElements": {
"X-Frame-Options": "DENY",
"Access-Control-Expose-Headers": "Content-Length,Content-Type, X-Amzn-
Errortype, X-Amzn-Requestid",
"Strict-Transport-Security": "max-age:47304000; includeSubDomains",
"Cache-Control": "no-store, no-cache",
"X-Content-Type-Options": "nosniff",
"Content-Security-Policy": "upgrade-insecure-requests; default-src 'none';
object-src 'none'; frame-ancestors 'none'; base-uri 'none'",
"Pragma": '"no-cache",
"Id": "f7e633e719404c4a933596b4d0cc276e",
"Arn": "arn:aws:iotmanagedintegrations:us-east-1:111122223333:cloud-connector/
EXAMPLE4Q4c4a933596b4d0cc276e"
1,
"requestID": "c@071fd1l-b8ed-400a-bccO-EXAMPLESe4",
"eventID": "95b318ea-2f63-4183-9c22-EXAMPLE3e",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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}

TH & PR R RE KT ListDiscoveredDevices API ##4ER CloudTrail 4.

£ ListDiscoveredDevices API B{ERK T #1T CloudTrail B4,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EZAMPLE",
"arn": "arn:aws:sts::444455556666:assumed-role/Admin/EXAMPLE",
"accountId": "444455556666",
"accessKeyId": "EXAMPLERJ26PYMH",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE",
"arn": "arn:aws:iam: :444455556666:r0le/Admin",
"accountId": "444455556666",
"userName": "Admin"
1,
"attributes": {
"creationDate": "2025-06-10T23:37:31Z",
"mfaAuthenticated": "false"

},
"eventTime": "2025-06-10T23:38:07Z2",
"eventSource": "iotmanagedintegrations.amazonaws.com",
"eventName": "ListDiscoveredDevices",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-runtime/2.4.0",
"requestParameters": {
"Identifier": "EXAMPLE4f268483a17d8060f014"
I
"responseElements": null,
"requestID": "27aelf6l-e2e6-43e4-bfl7-EXAMPLEa568",
"eventID": "34734e81-76a8-49a4-9641-EXAMPLE28ed",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "444455556666",

s )
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