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WHE. Wi-Fi EES BEEFEEANK Hub £E , REAH Hub HEES4E Wi-Fi 2 BB H 2 7 B,
EE O Wi-FIi£ESERERERLFERAMARSBEIER (SN) EHERAEIN BT R,

LB BRPERB API

* StartDeviceDiscovery

iEwmwMEH

KEMATZRR , ERTURBEENBZREEGTREZRE, THEERP-LEBRRKBENRA

- EEAREGT RENEBEEINBERGS , NWEBRBEN LGB,
- fEAM APIs EU# : SendManagedThingCommand,
- EHREMNE RBEXNRENENERESS , ENEENMKE,

- {EAHK APIs Bl#k : GetManagedThingState. UpdateManagedThing,
ListManagedThingState# DeleteManagedThing.

c BRKBEH  REXETSERANE=SHTHRMEERIZWER C2C £ENEH,
- EHAM APIs B

¥k : SendDeviceEvent, CreatelLoglLevel, CreateNotificationConfiguration,

LEB R ERB APIs

* SendManagedThingCommand
* GetManagedThingState

* ListManagedThingState

* UpdateManagedThing

* DeleteManagedThing

FEW TR
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* SendDeviceEvent
* CreatelLoglLevel

* CreateNotificationConfiguration

AP| #&5|

MESERA APSHHMET , HSW TERA AP SEEW,

3

W AWS loT Core APIsBYEFMIE RN |, 5528 AWS loT Core APl ZZ ™M,

RAEEAREIE A

FE
TERERAEXHSA (FER)
- REMNZESE OEA)
HMBETRE (EFIMY)
- KEWHE (GEFIM)
SEESTHE SDK (&HH )
- HBEEAEHREENELRS GBA)
BEREMMA (GGaitE )
- EBHOMEG
25l

S

>
$$

P

TERRARXHSRE (#A)

RERERERHTDERER  FHREERTHREEEREN —BERAERR. ARTHEAE
APNEEBXNEAENE , SREFAETUFUEESIEES APIs RZH, EENMRERKRE. 78
FEREXAUEBKAREPRER , fINEEE ID. XENKEBAMENKEIE , RinBKE
/A

A, THRARA T REES AWS IRF F EREE=78K , HPE2E=1EREKE
MBREREAERFNEEER, RFEGTRASRKREAETHERAEN. SEES AWS IRF 1
ME=FERENREEREEEB,

API 35| 13
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BRENZE® (ER)

ZEMENBERERE, SERSNE=FERHERHANEREZEHER. RMXEFRBLREERN
FEZ—RAAREMBREMWETend-to-end NZ , AR HIEHERL

BAZERANEF  LATIMEZRTEAMNZEER

- FHERNSEERSSENREIER,
. RESET AWS KMS key B o

MY PutDefaultEncryptionConfiguration APl R FEEHEMA 2 MF SRR
ENFEE., RBEER  TERSSHEARRNSIERSTENE SR, BUUBKER
PutDefaultEncryptionConfiguration APl ENH &AL,

4, Y DescribeDefaultEncryptionConfiguration APl i S &EEFERHIEE R
AWS RS & HENHEEER.

MEER ZEBSend-to-end BN FMEF , F2R ZERSHNBEERNE,

WMFE AWS KMS IRIEHIFFMEER , 552 B AWS Key Management Service

LEBBRPERB APIs

* PutDefaultEncryptionConfiguration

* DescribeDefaultEncryptionConfiguration

Eau=EIN 1 Gy

REETEERSCANEOEATHAREETTHRERD, EREENZTEESNZENHENVER
ME—H , UREEERNZLER, FEEREZEES  REFTEEARIERKARE. RTEE
ARSBEENEEFN 2/ , Bl RegisterCustomEndpoint APl h @ It i% %, BEIREKE
BEEREZEBSNAEAEDR Wi-Fi EEREE SDK H,

® Note
BRI BB R mEREEN LT R,

LSRR ER R APIs :

anh
e

EMZReE® (EA) 14
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* RegisterCustomEndpoint

REME (A )

REMEEEENEENREMPTESERSCAETER  UERRNEQBEAFER, Tl
CreateProvisioningProfile API LBV HEHANMEERE. MRSLAR—BEXH , IERE
HERFHBERZREN —HERVNER., cEERELF —RNEZINZTEBRSHRERNMAEMAR
E. WEFSEBLEERERF , UERABAREHNLRLE —H AWS loT EEENFFAI, BUERM
RREESE ., SERRREHFEMEPRACEANERERE K MEAREEXRIREREREzW , 1
—REBEAEREHERAREERE LK,

THEERRREMETERENESEATERECENEZE

- E-REME
- HEEESERENE—HE,
- TERE
- CreateManagedThing : RIBHEEAR , FASEBRSEIUFTNIENH (£E ),
- MERRESHEAREMY (SDK) WFHMER , BRI EREREE SDK?,
- MEE-REMBENFHEENR , FBRE—YHHE.
- IREEMEME
- AREEREME

- REEEBRVABEEMETEREEEBN IAM ARNEX (UEBRKRERETLUSEEHRES
SEES ), NEALKT/ERERY IAM AENBERNWFHHEN K BSRATELENFERE
B IAM BERN AR,

- THERE
- CreateKeysAndCertificate : AREERVHERELTRENEHR,
« CreatePolicy : B EREBHFTHEER,
« AttachPolicy : BB REZERKFESTRE.
« CreateProvisioningTemplate : BV HEEHK  UEREENHESL RN,

* RegisterThing : REMEEFN—8f7 , RIBMESX |, 7 loT BHREPFMIY4
(£E),

- A BEREE-XERAMEEEERS AWS loT Core B , EEFA MQTT 5 HTTPS B
ABEETRLEH. FLBREH , AWS loT Core WABHFIERITES., ERAMBEEHSL
I TR MEREF o

REME (ABIE) 15
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https://docs.aws.amazon.com/iot/latest/developerguide/provision-create-role.html
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HWZEES AWS loT Device Management HEABEE
- ERECEAZMHENFREN , F2EAREENEAEHE.
- EREEREME

- REEBVERIGEARXESERINEETRIEMERR , WEESEESETIRBHE , AR
BHEMARERENER. FEEAEERRIFRETRME  SLAKERFREEE
MQTT & X,

- IERE
- CreateKeysAndCertificate : BEBEVHRBFELTRINSE,
- CreatePolicy : B ERE BT ITHBIER,
« AttachPolicy : BB EREEERKESTRE.
- CreateProvisioningTemplate : BMHEEHKN , LEREENHES N,

- RegisterThing : EBMEREFN— , BIBMRE AR | £ loT ZEEFTMFYH
(%RE),

o A4, BEE AWS loT Core F—XEAMEESERE B, ©8FAH MQTT = HTTPS &
TR EEITLLEF. EHIBEP , AWS loT CoreN ARSI GBS, ERAMBEX
WERMERERF

- EREGREMENFAESR  F2RKESMHE,

MEMBHEANFRES , FSRMAEEE,

LEBERPERB APIs

* CreateManagedThing

* CreateProvisioningProfile
* RegisterCACertificate

* CreatePolicy

* CreateThing

* AttachPolicy

* AttachThingPrincipal

* CreateKeysAndCertificate

* CreateProvisioningTemplate

REME (ABIE) 16
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ZERESH SDK (i&HI1ME )

EHREERE , FRENFRPIEZEES Hub SDK, WER , FiMESR, BRI,
REBHE. EERE , URERELNMEEARFEE Hub SDK , UXEEREAENREME.

% Hub SDK MFFMER , 7528 Hub SDK 218
HEHEBAERNBEFENTELRE (FEA)

EETBEYD , JUEBFHEEBNGE  SEERAHRERERERLRY. Ega8Ty
CreateManagedThing API U S EYH , EREHESERSTNEREENENRTE, It
4\, CreateManagedThingAP| 2 BE){EE deviceIDMAEEEMBEHBFER.

MRAA |, ALlfECreateManagedThingi@RAE DB EHEENEN. T SUHBEEEEA AT
REBRAERMALEENEB A , LLEBEEmanagedThingEREZERA TN b, EXEMRE
FRASEESHBERENEEMBNERE,

MRFEFEAEEENEN , Bl CreateManagedThing API B owner BB EREZEA |, ¥k
HEMMBREEMARBER.

IS REEERR APIs

* CreateManagedThing

HERKMMA (=B )
BRERAERBEEIREESHBREAREERE K SRBEEHIBLETIIER -
AIEEERTE (SS)

REEAERM oT KENER , WERA SERSERARAFRHE QRB. BAERXSEXERS
Rig L EMEE |, WAEEERE loT Hub,.

£ & 51 B EE (UGS)
RREAESFAMEENER , YEREBALSREHNAZERS, EWREHEET loT Hub L

Mz, A XERSEAREN  IRKETERSNEELNRE, NMRHERERR , FEA
b7k

S ERESHIE SDK ( @HH ) 17
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FMBABER

KEwWTNZH

—BREMATK , ERITURBEINBZREXEGTREERE, THEERF-LEEKE

H

|

- EAREWT  RENKREEENERGS  NWEBRENEmER,
- fEAM APIs EU# : SendManagedThingCommand,
- EHEEMRE  REBEEANEEEWERNELEDT T , EMEENRE,
- FRM APIs Bl : GetManagedThingState, UpdateManagedThing,
ListManagedThingState# DeleteManagedThing.

- BREESH  REXEZIEERSNE=FERHEFEZRER C2C RENEH.

- EFM APIs HY

¥k : SendDeviceEvent, CreatelLoglLevel, CreateNotificationConfiguration,

LEBERAPERB APIs

* SendManagedThingCommand
* GetManagedThingState

* ListManagedThingState

* UpdateManagedThing

* DeleteManagedThing

* SendDeviceEvent

* CreatelLoglLevel

* CreateNotificationConfiguration

AP| #&5|

MEZEES APISHFFHER  F2H IEES API 2EERE,

\ﬁ

0% AWS IoT Core APISHIEEARE A , 5588 AWS loT Core APl 2Zi5H,

Cloud-to-cloudZt & fin A

THFEBRRE =S ERHFEERBEREENAZERSN THERE,

FEW TR
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(@ Note
EIR5% Ecloud-to-cloud& BB , TFEEM A RegisterCustomEndpoint APl, RE
EESREEREREERPREREER , TEE API,
*rE

- THEAENGHE (RHEMHE)
- REMZEH (BH)

- IREER (ZE)

- BERR (HEHIMHE )

- REDTNES

« API &3]

ITEVERENWHRE (&%)

AERERAERATHEARS  FURERRTHREEERREN —REAERR. NATEHEARE
ATHEBXEAENT  RREAETUAFUZIEZSERS APIs RiZH, EENRERKE. 78
FERRATLEBRMKRETEER  fIMBEEE ID. XENKEBAMENRKREINGE , RIBPHERE
R

o, TRRARA TG RERS AWS IRF #H EREE=78K , HPE2E=1EREKE
MREERAERFNXEER. IRFERTHRARKERETHEAREN, SERS AWS IRF H
NME=FEREREEEREEEH.

REMZRZR (EH)

ZEMENBERERE, RERSNE=FERHERHNEREZEHER. RMNXERBLREERN
Hp—BR iR AR NE R ETend-to-end i1 E , LEEHEHNER,

BASERANEF  LATIRMEZRTEAMNBEER
- FAERNZERSSENESR.

- BEHEET AWS KMS key B9

WZE AWS KMS BRI FEMAER |

2
W
5

B £ 8RS RIS (KMS)

TERARENE (MmN ) 19
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MY PutDefaultEncryptionConfiguration API AIZEEE |, LEHEEFEHRM
BREWEE, REBEER  TEECSHEARRNZERSTENE SR, BULIERER
PutDefaultEncryptionConfiguration APl EFINZ & i81HRE,

A, B DescribeDefaultEncryptionConfiguration APl & & EFEREIEE BT
AWS R N HENHEEER.

LEBBRPEMB APIs

* PutDefaultEncryptionConfiguration

* DescribeDefaultEncryptionConfiguration

REER (HE)

RFEFREARKEAENEABNSENERRREEGEF = NHEFTERNEF. AERRER
RRERENTHREARA cHABRHEESTHNHEtGREMBERR  FRLERS.

EERBEIRFER K RRFERAESEXEEREREBNTREAR HEX
StartAccountLinking APl & 5. E=AEiRFERTEHEARNHN URL , TR TEEEHAEBA
HE=ZAEHBEARE  UIREERRRESKREAETHEARI ZBNKRSEZHER.

LS BRARER R APIs :

* StartAccountLinking

REHFRR (&SI )

WREEMETTRE , EHEFL StartDeviceDiscovery APl, E=FERSBESKRERENE=
FiRFHEBBNEBFERME MQTT = DevicesToApprove, R ERAEBETHERAERF
BRAEERNEE K UFEASERSETRERM. A%, RHSEA CreateManagedThing API @5
T, ABEACHMNEEEDELSEES SEYH. SEECTEVHRERESERSTHNER
HBHWE LR,

LE B BRPERB APIs

* StartDeviceDiscovery

* CreateManagedThing

REER (XE) 20
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= oA
gE B ARl

—BREMATE , ERITURKEENEBREGTREERE., TIHFERALEBRENE

- EEREEGD REMVEEBHEENERGS , AEBEENEDBE,
- {FAM APIs BU# : SendManagedThingCommand,
- EHEEMNRE  BREINEBLEDBERNEEDS , EMEBENRE,
- fEFAM APIs Bl : GetManagedThingState, UpdateManagedThing.
ListManagedThingState#l DeleteManagedThing.

- BUREBEEH  REZXEZEEANE=HAEREESZRER C2C £ENEH,
- FRK APIs BL

¥k : SendDeviceEvent, CreatelLoglLevel, CreateNotificationConfiguration,

LSRR ERE APIs :

* SendManagedThingCommand
* GetManagedThingState

* ListManagedThingState

* UpdateManagedThing

* DeleteManagedThing

* SendDeviceEvent

* CreatelLoglLevel

* CreateNotificationConfiguration

AP| %5
MESERS APISHFMER  F2H TERS AP 2B,

T AWS loT Core APISKIFFHIEH , 558 B AWS loT Core API 2E 15/,

W
mfl
B
4

TEE >
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HEEMEEXERARVEBENMARFTNEESR  TECKRAF=-SXER , EEERBRE, ~#H
B, RERSNE=FERREHECHNERD, T FEIKBER,

TEREKEME?

HEMETREERNEENMARER. EEREAZELHEY , LHHSEESNHAEE T FEANE
BEEARVETARBREE. SEESRMUE—NAE , ANEERERERE K AMEREENEME
E4 (SDK) ERERNE—FEFRE , o EEFEIB A& HE B &K commercial-off-the-shelf(COTS) &
B

EREBRAAMN , SEESTHNESERERE B2 —HATF , BA deviceld, BLE
AFARLEBEREALELEDBEHNMANEE, CtHZERAHETERE  YALEFMESE
et P TEERK M AWS Bif, ERESVHMEESERSR , KANTEEZER
&managedThingh B Y WiEEZE , managedThing RS ERASTEREBNENRTE , TEBKE
REBNFEEBEPHEN, HRE=ZFEE , RTdeviceIdFREZEEASHHN 24 , gD
REMEBECHBLKE A/  URKRERBREE,

RUETIAFRE , AMEAZERSHBEENEE
- FHEERRE (SS)  BMEAEHM 0T REER , YFAREREHEAENFEHRHE QR B, A&,

KEGHEMIAZTERSER , WERES 0T PIE,

- EAESIENRE (UGS) : BREAEERELFE  YEREHATREAMAZERES., EF
RETREET loT PiE LAVIRSE, EAXKEREFEAER  FEARKRTHENEKE LAVRE. MRE
ZRERY , B LMERLLT E,

® Note

ZERCTHNREMBETHERERKENMAZRER, SERARUBIHNERENE , &
WmEBRAERREEABEAMT , HEANMANMEEZRE.

TEREEME? 22
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RENRERERE B

EARMARFHRE , managedThingBE U BA 2EREENE KT, managedThing Rit£iH
W—BBF , LBAFMEESPZERSTHNERE, EHENRH  REFHAKPERY , UEESE
BEARE=ALBNE=SERETHREN. £ECFEBEEEZEIRBE , 0 managedThingI
A APIsHFH owner Z28(Fi8iflGetManagedThing, £ESRBEEFNEEZTHENEBIRERE,

(® Note
NMREBREETREFF TMESZX , AR S ELEK.

EEHWIEAHEMEMA CreateManagedThing APl EZ E&AmanagedThing®h &Y Bl , X EF
FmanagedThingfff DeleteManagedThing API RiIBR BiER, HEEEDBEHHTINE APISE
i

* CreateManagedThing
* ListManagedThings

* GetManagedThing
* UpdateManagedThing

DeleteManagedThing

e

B R ERE

KEREEARBERENRE , flMEamifiis. cREHMABH K TTSRENTNE, RERE
BEerREaXERANKEERRERRAMENGIBRTER,. AN BREERREERR,

B
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HEEREBREY K REFTUAZERSEMERERERE, ETRRNEFEMANGRE TERER
B, ZERSHERENLEEN, KENAMENTEENSFHEERREL I HNERERR
. EREFEZERSPREMRE  KEREENESBHMERE R

B
[
&
it
B

24
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BERRE

ERRBERRMAERRPEBERNNEBREE, I, eXERARERFNend-to-endBF. HR
REES  FAMEENER, SERSERERN AWSHSEREMEREE, SMMEEAUE
BHBEUTEEFHRRNMAHEER,

HRE=ZFEE K EMEERHENBANGRERE, SEESNEF=rEREHECENEHRN. BE
RAEEREAEZERXEGSMNEESHEAE , FA Cloud-to-Cloud Connector ZhEE

x5

- SEBRSERER

. AWS E{EEEE BT

MK

BEESERER

BOENELSEERREAEEIERS CHANMEES.

3

KK
g

Nr

REMREE
endpoint # capabilityER tEZARERSERSERNERDPPEE,
endpoint

endpoint X%k TheeiR HtAVEE R E R

{
"endpointId": { "type":"string" },
"name": { "$ref": "aws.name" }, // Optional human readable name
"capabilities": Capability[]
}
Capability

capability K&xEEIhgE,

{
"$id": "string", // Schema identifier (e.g. namespace or
resourceType)

TEBRSERER 25
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"name": "string", // Human readable name
"version": "string", // e.g. 1.0
"properties": Property[],

"actions": Action[],

"events": Event[]

¥ capability&RnE , E=EEBEBREXIER : property, actionfl event, ©{f 7 FREE
HEEBHMERES,

- B ZERBHARRE , FINTFALXRNETEBM,
{
"name" : // Property Name is outside of Property Entity
"value": Value, // value represented in any type e.g. 4, "A", []

"lastChangedAt": Timestamp // ISO 8601 Timestamp upto milliseconds yyyy-MM-
ddTHH:mm:ss.ssssssZ

"mutable": boolean,

"retrievable": boolean,

"reportable": boolean

}
- B)F : ARERITRVIERS , BIANSEERIE LM, BEAUREELEQEMER,

{
"name": { "$ref": "aws.name" }, //required
"parameters": Map<String name, JSONNode value>,
"responseCode": HTTPResponseCode,
"errors": {
"code": "string",
"message": "string"
}
}

- Ef ERERIBEREEMRMCHE, HA propertyREXBATME , EEHRBENEKE , IS
SEFEMPFTEES. FEABENELIEF. SPHUUMEBUREER DUk S TEERNERE
Eproperty,

{

"name": { "$ref": "aws.name" }, //required
"parameters": Map<String name, JSONNode value>

ZTEBRSERER 26
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FMBABER

AWS BFEIRERIRE
AWSHEEEHENEFeEE S ERARES HERRUE CBNFEEA.
MEFHMES  FEESEENERE  ARASER,

KEMEE
EMEER TRTARHBIREE . endpoint cluster,
endpoint

endpoint X3k ThEEIR A EE R HEH R

{
Ilidll: { Iltypell:llstringll}'
"clusters": Cluster[]
}
cluster

cluster RREE &L,

{
"id": "hexadecimalString",
"revision": "string" // optional
"attributes": AttributeMap<String attributeId, JSONNode>,
"commands": CommandMap<String commandId, JSONNode>,
"events": EventMap<String eventId, JsonNode>
}

HRcluster&BnEx , E=ZEEBBKZER : attribute. command® event. ©1f 7 F3KEE

KREEPNERKE,

- Bt RERERGRE , SIATTFHEE IR B sl E B,

{

"id" (hexadecimalString): (JsonNode) value

}
- T AEATHER , FIMBEEME LN, ST UREELEENER.

Ilidll: {

AWS BEBRERER
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"fieldId": "fieldValue",

"responseCode": HTTPResponseCode,
"errors": {

"code": "string",

"message": "string"

}

B BERXERBEMREEIRNECHE, HAR attributesKERBARE , BEHE2BEMNASE , I
SEEFEMMVGTER. REBCNELIERF. S EEREER  LINER EETAERMN
EREEattributes,

Ilidll: {
"fieldId": "fieldValue",

AWS BEEEERHER 28
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EIE loT £EEGMSHNEH

KESDTRUEEREZEREENINGE , F?Ti)lﬁi%ﬂ’ﬁiéﬁ BRENBEREN N EUHRRATE
BHERE, CAAEKERER  JNEXREMRYTHTTREEERERESF, XKEDTIEDE
HERRREREEE EMBUFNKESMH, HEESHSHREDEEETFZERENHBNE
A, DEHHZRERE,

FEEREBNDHD,. DPRRIEARE  EEEXIWEE , flBERER, EEGE
EERRBREMEMLY SendManagedThingCommand API |, Y& A RERXE

W% SendManagedThingCommand API ##{EMFFMERA , 52 B SendManagedThingCommand.

UpdateState BjfE

EEFEHMEBOME | FlNiEREBRBIER , E™M U SendManagedThingCommand AP B
UpdateState®EfE. RMEE dEMNERERBHNFEparameters, LT HIFRAME DM
F#A OnTimefy SendManagedThingCommand APl 583K 5,

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "UpdateState",
"parameters": {

HEBEMD 29
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"OnTime": 5

ReadState E{E

EENSRENSETNE  SEMEERELBMNERE , FEFUY
SendManagedThingCommand API B £ ReadStateB)fE. £ FpropertiesToRead , A LAfE
RAT5ER :

- REBEERHER BN UES WRHE , flmonof B IR 26 BUE =B,
- FRABAFREET (*) ERENMEREEREBM.

LA T EHIEREAER ReadStateBE#EZ SendManagedThingCommand API 55REYRIEZR A :

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "OnOff" ]

HEBEMD 30
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}

"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",

"name": "On/0ff",
"version": "1",
"actions": [

{

nnamen: "ReadState"’
"parameters": {
"propertiesToRead": [ "*" ]

KREEHF

EEFHOSEBNAMRE, ETHRTEBEORERE  REERERE  DERERBE, ©
SEENEETERNBERSNES., SHTELAARBENERA  AHASCEIRKERAE
R BB,

TEREERRE ?

KRENREH ERESHE. ERBEEBHRERERN —HEYEE. SAERREEEHNEHBABN
AR, BEERRENERNBRIE  BREMBMNERUVESHEREMEE,

REEMFEA

BREAETUTRUMAERRERESHMMBEUN S ERFZEEN L, REEVEFZERAN
# , A CreateDestination APl, ERENZERABERESHE , MIRAEFXERN
i, RlglEEA,

RESH 31



HWZEES AWS loT Device Management HEABEE
=L >

RESEESBEA

TERSCEBAVEREFNMARA , RENKEN , UEEHREHRMUEHNNER., BEREBANE

FRESH. KBS ENRRERE  SERXCBNERAZRREFERIASNEEEAR, EB
RETITHET , EF M ABERNRR L RECERERRE,

EPERTTERSEN , FRTHMNES R,
#3I Amazon Kinesis BB £ 7

BEEY Kinesis ERER , FEMRELNEE Kinesis ERERP BRI LR,

B#l , X Amazon Kinesis ERERMAZSERSBANEFZEHWih®EIE,
#37 Amazon Kinesis £REZHAR
By BB AWS Identity and Access Management ZENA & | LUFEUERIZ MM Kinesis &

MEFMEF , 5528 < AWS Identity and Access Managementff & 1Ef) FHETL IAM B,

04 CreateDestination API

EIBE T Amazon Kinesis BRI R B REFERACR2E |, 5EMIY CreateDestination API RE L
EESEENM  HPERAZSERSEH, #Y deliveryDestinationArn 28 , BBERARBEH
Amazon Kinesis EX & Farnty .

{
"DeliveryDestinationArn": "Your Kinesis arn"
"DeliveryDestinationType": "KINESIS"
"Name": "DestinationName"
"ClientToken": "Random string"
"RoleArn": "Your Role arn"
}



https://docs.aws.amazon.com/streams/latest/dev/working-with-streams.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
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4 CreateNotificationConfiguration API

&% , BB BENARE | BESBEAHBKAE Amazon Kinesis EREFRAIRAERNEFZEHNH |
RBAEFIBEHER, MU CreateNotificationConfiguration API LB E&IHERE, £
destinationName Z8# , fEAHEMFEH CreateDestination API BYEFZEENFRAEIL
R E B B it B R,

"EventType": "DEVICE_EVENT"

"DestinationName" // This name has to be identical to the name in createDestination
API

"ClientToken": "Random string"

THFHTER SERSBENEZNE4AEE

. WREAEEBHEBAARE,
« DEVICE_COMMAND
« SendManagedThing API is S EYAREE, LEBRER I KB

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType'":"DEVICE_EVENT",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:482Z2",
"region":"ca-central-1",
"resources":[
"arn:aws:iotmanagedintegrations:ca-
central-1:123456789012:managedThing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"
1,
"payload":{
"tracelId":"1234567890abcdef0@",
"receivedAt":"2017-12-22T18:43:487",
"executedAt":"2017-12-22T18:43:48Z",
"result":"failed"

« DEVICE_COMMAND_REQUEST
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« Web ENEEZ (WebRTC) HE B EE Ko

WebRTC BEAFMEHE 2HNER., ELHSIUUERRFEA. SANTEER. ZEE
EXE WebRTC , AIEEFITEBHEABRINRKEAENRECERAGLEENER. F
WebRTC BREMNFMENR , FZE https://webrtc.org/o

"version":"Q",

"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",

"messageType" :"DEVICE_COMMAND_REQUEST",

"source":"aws.iotmanagedintegrations",

"customerAccountId":"123456789012",

"timestamp":"2017-12-22T18:43:487",

"region":"

"resources": [

"arn:aws:iotmanagedintegrations:ca-

central-1:123456789012:managedThing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

ca-central-1",

1,
"payload":{
"endpoints":[{
"endpointId":"1",
"capabilities":[{
"id":"aws.DoorLock",
"name" :"Door Lock",
"version":"1.0"
1]
1]
}

» DEVICE_EVENT
- BERBEMHWEA,

"version":"1.0",
"messageld":"2ed545027bd347a2b855d28f94559940",
"messageType'":"DEVICE_EVENT",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"1731630247280",

"resources": [
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"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-
thing/1b15b39992f9460ba82c6c@4595d1f4f"
1,
"payload":{
"endpoints":[{
"endpointId":"1",
"capabilities":[{
"id":"aws.DoorLock",
"name" :"Door Lock",
"version":"1.0",
"properties":[{
"name" :"ActuatorEnabled",
"value":"true"
1]
1]
1]

» DEVICE_LIFE_CYCLE
- REEwBHRE,

"version": "1.0.0",
"messageld": "8dle311a473f44f89d821531a0907b05"
"messageType": "DEVICE_LIFE_CYCLE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",
"timestamp": "2024-11-14T19:55:57.5682846457",
"region": "us-west-2",
"resources": [
"arn:aws:iotmanagedintegrations:us-west-2:123456789012:managed-thing/
d5c280b423a0421f3933eed@9cT408657"
1,
"payload": {
"deviceDetails": {
"id": "d5c280b423a042f3933eed@9cf408657",
"arn": "arn:aws:iotmanagedintegrations:us-west-2:123456789012:managed-thing/
d5c280b423a042tf3933eed@9cf408657",
"createdAt": "2024-11-14T19:55:57.5158411477",
"updatedAt": "2024-11-14T19:55:57.5158415592"
1,
"status": "UNCLAIMED"
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FMBABER

}

* DEVICE_OTA

- RE OTABAL
 DEVICE_STATE

- EXMEEMREEFNEA,

"messageType": "DEVICE_STATE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",
"timestamp": "1731623291671",
"resources": [
"arn:aws:iotmanagedintegrations:us-west-2:123456789012:managed-
thing/61889008880012345678"
1,
"payload": {
"addedStates": {
"endpoints": [{
"endpointId": "nonEndpointId",
"capabilities": [{
"id": "aws.OnOff",
"name": "On/O0ff",
"version": "1.0",
"properties": [{
"name": "OnOff",
"value": {
"propertyValue": "\"onoff\"",

"lastChangedAt":

13
1}
13

"2024-06-11T01:38:09

.0004142"
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ZEBSHHE SDK

B SEBSDHE SDK RMAMEZEE loT PEEE, SERSEHWALKHEE, EETHSK
EES Hub SDK , BMSEESTRABMEEM. NEEFRESERASKIREE SDKWE
SERE RiEEE SDK,

AN
il
bl
&
I

Hub SDK ZE#&

KE AT

EARBEASERAZH , FHERE Hub SDK THMAXELEMA, RATEELEMAFTBHE
AR  AEROFRENEAGERENASEANA—REE , LEBEES SRR, BAX

AREEMARNHSNE SDK T
SDK ¥

- RO

- BABERSENHESFNHEN
- BABERENPNKE

B ER

BB R A loT FEMBFRENANFT R4, CEHARERSEEA D EREMERINE
BAZENMEEA , BRZE2UENRENA, EENMAKRER K RUHERTRES DRIERE.
EEMQTT AR  UREZEBELHHERREFK !

MQTT E#R

BYEMQTT RERXRER , ETEREERMMITE.
AETIHNREEER

KFREEANFEMBEREEF K,
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https://console.aws.amazon.com/iot/home#/managed-integrations/intro
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ABENBEXNE

BEERS>RBNEREHEES  FHEAREZEENANBAGESEMESIAHER,
RERBEF (IPC) F S8 CDMB

B REDRKRS , WRAERBABEREN COMB AHEXNBEEEXEES,

BB ERENMER[ANABER

BABERENMEEINHEAREETEAEABEREMANENE, SEABMEXNESROME
NG TERA oT KENEABERERFE. ELNHEXSHT

- BABERENPTERERL

- REZOMHERBFRNVEBEREBSEERE
- BEBPITERE API HIBREE

BB E S ERN IR

BABERENFNRBAUIMAREBABEESIERS CHANEFEE, itRELEENR  #HE
FEAMEARRSSEUSEEEAZBAHEHE  BFKRERERENDE | WERRGEHKHACELE
FE.

ZEMARE

BB Hub SDK INARKBRBLENREIER, FEETRITHEMABERNMNES , IBHRZEN
AR,

MARE

- EERE (SS)

- BEBRTE (ZTS)

- FAESIERE (UGS)

FHEERRTE (SS)
REEAEESHRM oT RENER , YEARXEREHRARAFHEE QR 1K, AR, 2
ZERSER , WEEES loT P&,

HEMARE 38
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FHEMEEE (ZT8)

FEMERE (ZTS) ZBELRABEREFTN LFRE  BLREMA. 0, TRESRSHE
ERLEFERFIRE , MARBHEE QR BHRKREAE. Sl , WERAEBTHOTK,

ERREAERIRESFRRERE , cEEDESERSERTEM , WEET loT F1E , MAFE
EAEANREE

FEAESIEERE (UGS)

REEAEERMEENER , YEREHXIREHMAZERS, ERZEET loT PIELAVE
i, ERAREREFRAREN , SIRRRTHEMEKE LAVERER, MRESRERY , EUNERLS
o

KEZFIEHN

TERAERERERM. SR THRG., SUUEAERENEEABERBENEEERE , 14
EXEREBABENER TELSKERERER.
#®

BREERG  ZRURANBSREERE , B EmERMLE, KIESHERESTFREE
BB ERAR D, RRIMEEE,

RERESERANSEREBM, SR UFR

- RENRE : BRINEEBEE

- BRRE | REEREDNE

- BERE  RRE , fINENEENFAREE (RSSI)
RESEEA

EREBMDERRERTR  BRES  ANBIREREIFIHRERE.
B R

BER B ERMAER  REMSER—E loT PHELREAMEREBEH, KEREEEERIRER
BEREL,
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EHRBSERE, REREHEARANFIRERENRERE,

BREZEBZERSIEHREFMFEN Hub SDK THMERF. ANEEFRH Edge Agent, BRERHERF
#3% (CDMB) MBEABERENARERANT—REF , UEBRESDT. EERERE , UREE
TRBABEN D,

AREEZRFIAIHHE SDK TH

Hub SDK REFEA T4 , HEW loT BEEFTRENRAREZFS T, SETHEEERGS
EARERE. EEXRENBINREDRAEHDEREAR, T 5SS EHFMHREEL T4 NFEEN
EDF T — i

Hub SDK @& T 5l , dBHE loT hiE LHEE AR,
FExH
Edge REER

% loT PEESZERS CHNRE.
BAEREEEEERR (CDMB)

£ AWS ERHER N ARBABEERERE 2 BETERF , fl0 Z-Wave M Zigbee, BB/
CDMB MiE# i E 45 EH CDMB S #ER,

i as

REEERZMMA, ek 0mE[NBERENHERNBEN , ARBERENNAL
%

RE T

Hub f0A

EAAFRBRENERMETE , U222 ETEREA.
MQTT 38

REZSEERSIIRMN MQTT EiR,
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Logger
EAHN SEEEERBABR.

KERHIRRE
TERPBSKERENTH Zighee ERFH , ST end-to-end S E R 4IRE,

HIENPRMAZERS

BBEREMEN B &GS, BRVKEABER  RELNTREREESERSEF. AHHRADIEM
AFRERAWA—EEE, FREBENEEERNNVE, AR NERREREESR , UIRTRF
B EEFNDER,

Hub A+ Xk
FEMAFREERAEEROTEREBE LS MHENMERE
Hub HIA o4

EBHHEPEMRE, HBELFENEGTRIBEN , EEFENAER.
KEHABESR

HEXPBEARERFREREL , a4

- REMBERE (MEREME )

- BEANSRNVE

- BoBREN Hi SDK R |, 0 MQTT R | 52 2 5= A B P AR B HLERERE
BRREERSASE

REANEBERNEAREREN RN ARENNE, ZANEFELREREA !
- L LEE (HSM)
- EENTEEER (TPM)
- BITR2RTFEMRAR
MQTT R T
£/ B device-to-cloudty B

RERFIRE 41



#ZEEA AWS loT Device Management EEIN=ES)
- HENAFREBEMNER
. EREEEThNEEREET
- ZEESH MQTT ER

TERATREMAFRARERE TH, WREFFER AWS loT Greengrass , & LA Z BB RV TT
.

Hub N AZRE

ERBMBEMRENMARFEZE , FEABEPREETHELRES R, FAHRANTELZENH.
HREBHER  URBREMENEE.

RESR

- SR EMBIwH

- SR2 . EBIUHERER

- SR3:BEVZEYH (BEHE)

- SBR4 . BUEHEE

- FR5 . BESBEERNFEETPREEE

- SRo6. BUEBHEER

- SRT7 BEEERERIENDIE

SR 1 EMBRTRE

BUYEHBARY K BRREAREIERSTMER. inHE AT Bdevice-to-cloudiAR B Z£E
wmE SEKEeT. REEFNEA.

=t il i

+  {#M RegisterCustomEndpoint API device-to-managed® & & 1Y if B o

RegisterCustomEndpoint 553K &1

curl 'https://api.iotmanagedintegrations.AWS-REGION.api.aws/custom-endpoint' \
-H 'Content-Encoding: amz-1.0' \
-H 'Content-Type: application/json; charset=UTF-8' \

REMA 42


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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-H 'X-Amz-Target: iotmanagedintegrations.RegisterCustomEndpoint' \
-H 'X-Amz-Security-Token: $AWS_SESSION_TOKEN' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \

--aws-sigv4 "aws:amz:AWS-REGION:iotmanagedintegrations" \

-X POST --data '{}'

5] FE -

{
[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com

}

® Note
FlimR ik, BRFERERETRRNEEREHR.

EEERREEN , BHEM GetCustomEndpoint AP,

MEFHHEN , F2H TEES API BE--> dif§ RegisterCustomEndpoint API
GetCustomEndpoint API,

HR2: BAMERER
HMERERELESLNEEERIIZERSHENZREBRAERMARRE.
BB MmERER

« Y CreateProvisioningProfile APl LAE4A T 5IER

- EREEERRENMEELR
- RKEFTRFNEEBINLEER

/A Important
REWEFERESERE. RESBNER D, CRETELEEXAEN , THSEBENASER
Bo MRBBBRELBAENR , AILFREIMMNMERERE.

BREMA
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html
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CreateProvisioningProfile #if5EK

curl https://api.iotmanagedintegrations.AWS-REGION.api.aws/provisioning-profiles' \
-H 'Content-Encoding: amz-1.0' \
-H 'Content-Type: application/json; charset=UTF-8' \
-H 'X-Amz-Target: iotmanagedintegrations.CreateProvisioningProfile' \
-H "X-Amz-Security-Token: $AWS_SESSION_TOKEN" \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--aws-sigv4 "aws:amz:AWS-REGION:iotmanagedintegrations" \
-X POST --data '{ "ProvisioningType": "FLEET_PROVISIONING", "Name": "PROFILE-NAME" }'

5] FE -

{

"Arn":"arn:aws:iotmanagedintegrations:AWS-REGION:ACCOUNT-ID:provisioning-
profile/PROFILE-ID",

"ClaimCertificate":
Moo - BEGIN CERTIFICATE-----
MIICiTCCAfICCQD6m7..... w3rrszlaEXAMPLE=
----- END CERTIFICATE-----",

"Id": "PROFILE-ID",
"PROFILE-NAME",
"ProvisioningType": "FLEET_PROVISIONING"

ZRIBAREYH (HEME)

£/ CreateManagedThing AP| AW HEEERYZEYH. SEATPEHZTEECNIEDNHY
DRE—NEBBER. UEFHEF A F2E TEES API BE P CreateManagedThing
API,

ELREUZEYHE  BEETIZSH

* Role : #UL{EERE A CONTROLLER,
 AuthenticationMaterial : @& T 5L,
« SN : HLEERME—F5R
« UPC: tRENBAERNKE
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
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* Owner : Lt EWHAVHEE EREBIRT .

/A Important
BEXEEHS S BEER DML AEE TR (SN).

CreateManagedThing &R &l :

"Role": "CONTROLLER",

"Owner": "ThingOwnerl",

"AuthenticationMaterialType": "WIFI_SETUP_QR_BAR_CODE",
"AuthenticationMaterial": '"SN:123456789524;UPC:829576019524"

MEHMET , F2H SERE APl 2EdH CreateManagedThingo.

(BR ) IEZEYH

FEYProvisioningStatushy HER UNCLAIMEDF #E#E#E. £/ GetManagedThing API
REFLENZENHREFE , WERBHFETHE. NEFAEN , F2E ZEES API 2EHH
GetManagedThing,

SR 4 BIUBEKEE
ARENEEERNBERE LB &, BEER , PENARFEMEA /data/aws/iotmi/config/

iotmi_config. json,

UL EABERPEERRNLE RN BTEE. AEEEARRER /data/aws/iotmi/

certs,

mkdir -p /data/aws/iotmi/config
mkdir -p /data/aws/iotmi/certs

/data/
aws/
iotmi/
config/
certs/
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing.html

&
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eI BREFERNEEPERE

HBERENERERIENPERE K RERBUYURERENEEER, ELERSEMEREFTB  £4
MRS ERSCHEYZEBA.

..|.'|.

Rilh

HE

HKELE DEREREREN CreateProvisioningProfile AP| B EER EEH HIEHEE

o

BRNER

« claim_cert.pem: EERE (BANRFERE )
- claim_pk.key : EEBENALE SR

HE W ERE R EMIE /data/aws/iotmi/certs B &,
(@ Note

MREFERAZLFHEE  FRELEANENFHELENZLAREFVLE , MARERRR. W
FAMES  FSREVARZERENEFIBEREE X,

SR6: BURBHEBER
BUGESH-—RERHNE. BREVENMERENEEER. NERAXEASEPENARBEMLE
RAMBLENRE, EEMERE , UARBEERKRE,

@ Note
BETREEXEAFTELAR - KREREENEBARER.

EATIRFRELSSRENEBER | YAEHERT PR,
BYSSRERER (#HEME).
HEBHEERPREELLEMM

1. iot_claim_cert_path : BEERBHE (claim_cert.pem)
2. iot_claim_pk_path : AB £ E (claim_pk.key)
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3. BERLMERRREEXE , SECURE_STORAGE #¥§E MBI £ A
- BREE
1. fp_template_name : 58] ProvisioningProfilefy &,

2. endpoint_url : BN ZEE SR E RegisterCustomEndpoint API ElIFEH % URL
(HERBHAEEERER ) .

- REBBIF
1. SN : &4 CreateManagedThing AP| FIUMEEFS ( SEXEH— )
2. UPCR B CreateManagedThing API Rl BAERNE (HERNFIEEETMERE )

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "<SPECIFY_THIS_FIELD>",
"iot_claim_pk_path": "<SPECIFY_THIS_FIELD>",
"fp_template_name": "<SPECIFY_THIS_FIELD>",
"endpoint_url": "<SPECIFY_THIS_FIELD>",
"SN": "<SPECIFY_THIS_FIELD>",
"UPC": "<SPECIFY_THIS_FIELD>"

1,

"rw": {
"iot_provisioning_state": "NOT_PROVISIONED"

HEERNIAR

BBiotmi_config. jsoniERMNAR.

B 8%
&R =] HEF# 2
182
iot_provi FLEET_PROVISIONING 2 EELEERANMERZE.
sioning_m
ethod

BREMA
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FMBABER

TR

iot_claim
_cert_path

iot_claim
_pk_path

fp_templa
te_name

endpoint_url

SN

UPC

managed_t
hing_id

iot_provi
sioning_s
tate

=l

TREENERBE
SECURE_STORAGE o
f5lan /data/aws/
iotmi/certs/claim
_cert.pem

FREENERBE 3
SECURE_STORAGE o
a0 /data/aws/
iotmi/certs/claim
_pk.pem

BEMBHEAEBESER
S RIER/ Provision
ingProfile &,

SEESHIHE URL,

KERFR. Bl
AIDACKCEVSQ6C2EXAM
PLE .

LEEBRAEREXR. f
N 841667145075 o

ZEWHE ID,

BEFH

g2

o

fim

o

o

fim

i

7|

i

frmat

BELEFEH S HERE
f8SECURE_STORAGE .

BELE[FH 3 HERKE
fBSECURE_STORAGE

ZRERIProvision
ingProfile fFAM BB

EHERBSEAL URL EE
NREEEER, FENSE

& , FEEA RegisterC

ustomEndpoint AP,

BB ARBERERMIE—F
#o

L AREERELET.

L EARR S B AR AR R D
AEF#HE,

RS RERER
NOT_PROVISIONED .

BREMA
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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iR =] HEF#H &k

g2
iot_perma loT BERKR. Hila / S WEABREHPEMERR I
nent_cert data/aws/iotmi/io AEF#TIE,
_path t_cert.pem
iot_perma loT A EEWEREE, i WEABREHPEMERR I
nent_pk_path 5l /data/aws/ AREF#TIE,

iotmi/iot_pk.pem

client_id AR MQTT EENWAFEF & HEABRSHPEMER M
% 1D, ARBFHE , WHEEMhTHE
)22 18
event_man FEEXEA 500 B WERAEERSHPEMERA M
ager_uppe ARFHE , UEHEM T4
r_bound )22 18

SRT7  BAEERERIERPE

KB HRERE RE R T /data/aws/iotmi/configs HET B &R, FASEMARERFHRREM
ltHubOnboarding = # {7 fE & 18,

RN E M2

/data/
aws/
iotmi/

config/
iotmi_config. json

certs/
claim_cert.pem
claim_pk.key
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ZENBFEZERS Hub SDK

BETIHBESE  EENEEB LLEZERS Hub SDK, AWS loT Greengrass AT EHEI{L B
RFHETHRE., FORPEMELZNEZENRES R,

WEFE

o EF =% Hub B EH AWS loT Greengrass
- FERETBEEE Hub SDK

- £/ systemd £BF Hub SDK

R %22 Hub B EH AWS loT Greengrass

£/ AWS loT Greengrass (Java i A ) TEEBHZEES Hub SDK 7T,

(® Note

BUECERTE X T & AWS loT Greengrass, MFEFMERF , FFSBAWS loT Greengrass B
BABRRNXHFRIARA AWS loT Greengrass.

AWS loT Greengrass A E X REFIE N T 5B &FFA :

+ /dev/aipc
+ /data/aws/iotmi/config
« /data/ace/kvstorage

£}

. EXRHMBMN

- ERAE

- BEPEME

« B8 CDMB #1E

« E% LPW-Provisioner #&4E
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https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html
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FEAERE T

£ & LM CreateDeployment AWS loT Greengrass AP 3282 Hub SDK st#. hRA#Rw
ERRREN , TREERBEERFEANREAMEFM TR, &% FAT5#EXversion :

com.amazon.loTManagedIntegrationsDevice.AceCommon=0.2 .0,

/greengrass/v2/bin/greengrass-cli deployment create \

--recipeDir recipes \

--artifactDir artifacts \

-m "com.amazon.IoTManagedIntegrationsDevice.AceCommon=version" \
"com.amazon.IoTManagedIntegrationsDevice.HubOnboarding=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.AceZigbee=version" \
"com.amazon.IoTManagedIntegrationsDevice.LPW-Provisioner=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.Agent=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.MQTTProxy=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.CDMB=version" \
"com.amazon.IoTManagedIntegrationsDevice.AceZwave=version"

FEKBRAWS loT Greengrass FiZE A EIEEANIETHIT ISR

1. BB m EEZE Amazon S3,

2. BB A LLEE Amazon S3 FKmiLiE
3. AN THEINEENERITE,

ERRR AR IE

BRESPEREERUERERIIMAE, BB /data/aws/iotmi/config/iotmi_config.json xR
W FEERARRERL E A PROVISIONED,

E& 3% CDMB #2

REBFERREHE COMB MEBABMABICAT, #4444 LERTREEE AWS loT Greengrass ¥y
AR =R N

tail -f -n 100 /greengrass/v2/logs/com.amazon.IoTManagedIntegrationsDevice.CDMB.log

g4
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https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CreateDeployment.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/upload-first-component.html
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[2024-09-06 02:31:54.413758906][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control
[2024-09-06 02:31:54.513956059][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

B 3% LPW-Provisioner &4k
BMEAFERESRE LPW-Provisioner BB AE X RINFIEIL. #e## B RBEE R AWS loT

Greengrass K& EMAPMAE,

tail -f -n 100 /greengrass/v2/logs/com.amazon.IoTManagedIntegrationsDevice.LPW-
Provisioner.log

g4

[2024-09-06 02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

£ FE T #%ERE Hub SDK

ERAREETRFDHEZIERS Hub SDK thh , ARBBHE., FHRAESHITSIRNRERE
FFo

&

- EBEHRE

« #1177 Hub SDK 515

- BEDEHE

- BRBREEXERE

- ER&¥ LPW-Provisioner &£

’Eﬁﬂ /u\miﬂiﬁ.
E#H1T SDK ZEIETIH 2 , FETRATIER -

1. £ ERlRmiddleware REI B A WartifactsERK,
2. BIEMNHEPNERBERERE middleware ERK,
3. 7ERAE) SDK Z I | THBIb o T
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/A Important
BRPBEFRBZ , EEDRILSHT.

#Get the current user
_user=$(whoami)

#Get the current group
_g9rp=$(id -gn)

#Display the user and group
echo "Current User: $_user"
echo "Current Group: $_grp"

sudo mkdir -p /dev/aipc/

sudo chown -R $_user:$_grp /dev/aipc

sudo mkdir -p /data/ace/kvstorage

sudo chown -R $_user:$_grp /data/ace/kvstorage

#4T Hub SDK 615

EEEHRmBEZYHITstart_iotmi_sdk.shiEtiH. HETHELUEENIEFBREHHE SDK T
. WmBITHIEEHI B AR R RS -

® Note
WA LATE artifacts/logs ERRHPIXEIFAEHAITH T4 B,

hub@hub-293ea release_Oct_17% ./start_iotmi_sdk.sh
——————— Stopping SDK running processes---
DeviceAgent: no process found

All middleware libraries exist
——————— Verifying Middleware pre reqs---

ERESTHEIZE Hub SDK
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AIPC and KVstroage directories exist

/data/release_0Oct_17/middleware/AceZwave/bin /data/release_Oct_17
/data/release_0Oct_17

hub 6199 1.7 0.7 1004952 15568 pts/2 S1+ 21:41 0:00 ./iotmi_mqtt_proxy -
C /data/aws/iotmi/config/iotmi_config.json

Process 'iotmi_mqtt_proxy' is running.

hub 6225 0.0 0.1 301576 2056 pts/2 S1+ 21:41 0:00 ./middleware/
AceCommon/bin/ace_eventmgr

Process 'ace_eventmgr' is running.

hub 6234 104 0.2 238560 5036 pts/2 S1+ 21:41 0:38 ./middleware/
AceZigbee/bin/ace_zigbee_service

Process 'ace_zigbee_service' is running.

hub 6242 0.4 0.7 1569372 14236 pts/2 S1+ 21:41 0:00 ./zwave_svc
Process 'zwave_svc' is running.

hub 6275 0.0 0.2 1212744 5380 pts/2 S1+ 21:41 0:00 ./DeviceCdmb
Process 'DeviceCdmb' is running.

hub 6308 0.6 0.9 1076108 18204 pts/2 S1+ 21:41 0:00 ./

IoTManagedIntegrationsDeviceAgent

Process 'DeviceAgent' is running.

hub 6343 0.7 0.7 1388132 13812 pts/2 S1+ 21:42 0:00 ./
iotmi_lpw_provisioner

Process 'iotmi_lpw_provisioner' is running.

—————— Successfully Started SDK----

B AR 2

BE HfY iot_provisioning_state #{Z/data/aws/iotmi/config/

B R En =

iotmi_config.json@&KE A PROVISIONED,
BRAEEXRME
REAFERREEERABRBASNDBILEI,

tail -f -n 100 logs/agent_logs.txt
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g4

[2024-09-06 ©02:31:54.413758906][Device_Agent][info] Successfully subscribed to topic:
south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control

[2024-09-06 ©02:31:54.513956059][Device_Agent][info] Successfully subscribed to topic:
south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

(® Note
HEREEEEENE
BMEZK artifactsBHEPREFEEprov.dbERE,

E& 3% LPW-Provisioner &1E

BEAGERESRALPW-Provisioner BRENFA S M BB 2h o

k<]l

tail -f -n 100 logs/provisioner_logs.txt

THMCISEER 7 €6,

[2024-09-06 02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

£/ systemd £8& Hub SDK

/A Important
58 1@ releasereadme .md.tgz #=RhubSystemdSetup B #&F# LB R EH.

AEFRAAIE Linux BiERE L HEBNRERBESTBNER
B

HEEFIEMETEEST
« copy_to_hub.sh: EEHEK EHT K BLENERERIFIE
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« setup_hub.sh : EFE L#T UREREMNBERE

A, Bsystemd/deploy_iotshd_services_on_hub.shEBREFSIEFIMNEFHFUEE ,
WA BEMEEsetup_hub.sh,

FO R
FXThER & 7 B 5 i B9 Se IR R o

« FIEIR MY systemd BREE

- HHEEER SSH FE

- FIESEE /Y Sudo R

« scp FHMBE LRV AAER
- sed MM FREN L ARER
o FHMEE FREM unzip L AER

ERER
EREBETREEBVNEERSERAS  MEBRATHNERNFRNEE,

hubSystemdSetup/

### README.md

### copy_to_hub.sh

### setup_hub.sh

### iotshd_config.json # Sample configuration file

### local_certs/ # Directory for DHA certificates

### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

¥ SDK I A tgz ER+ , ERERERA !

IoTSmartHomeDevice-SDK-v@.4.0-1inux-aarch64-20240106.tgz
###package/
###tgreengrass/
#t##tartifacts/
###recipes/
###hubSystemdSetup/
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### REAME.md

### copy_to_hub.sh

### setup_hub.sh

### iotshd_config.json # Sample configuration file

### local_certs/ # Directory for DHA certificates

### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

RERTE
fRBR4E SDK E#4

tar -xzf IoTSmartHomeDevice-SDK-vVersion-linux-aarch64-timestamp.tgz

EEF I B SAEHEEHF

# Create package.zip containing required artifacts
zip -r package.zip package/greengrass/artifacts

# Move package.zip to the hubSystemdSetup directory
mv package.zip ../hubSystemdSetup/

MR BEEEER
AKRIENMESREIREARER , WAHERT TR,

1. WMEREARBER  UBVUMENREARBER, SDK e LERARNE BH.
2. HEHERER , BEUNBEREERERIPIE,

EREBRE PR
RERBBENTHEESH

chmod +x copy_to_hub.sh
./copy_to_hub.sh hub_ip_address package_file

Example 345l

./copy_to_hub.sh 192.168.50.223 ~/Downloads/EAR3-package.zip
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FMBABER

]

pii

(@i
e

- EXER (EFwEA/PELMN package.zip)
- HHEERER

- BFE

- RIFLIRIBER

AUE R g
BRER% , SSH FEAPELAMTREERE

ssh hubehub_ip
chmod +x setup_hub.sh
sudo ./setup_hub.sh

£ & MBFE AR RS

RIBTERR , RFIEA SDK T EREFBMFEPE. FSBREAN :

- ERABIEAEEAE

sudo ./setup_hub.sh --user=USERNAME --group=GROUPNAME

- EITREESHBOFBELEM !

sudo groupadd -f GROUPNAME
sudo useradd -r -g GROUPNAME USERNAME

o £ FETa S setup_hub.sh,

=8 R
EEEFUENE BE , SRPEHTTIIESE

sudo /usr/local/bin/deploy_iotshd_services_on_hub.sh

REETHREILENE K, REBENHY , AREDHHE K. WRETRER SSH/SCP , R
#Z8copy_to_hub.sh#tHBEHEL ZER . EHEZE , FREMFEIERNERH CIERSR

Eo

fiEF systemd %2 Hub SDK
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BIYARZLHEFNEIIREREER

KERFEEENMAZERSTEREZHER, EREFRARFREERRRTER , BUNRIEHFTRRE
BN, UERR e M NEENBREE,

BB
ZERS RRKE SOK RHBREERARREBREENE , EUSEBFESLRYH (so) BN

PAN
B, ZELNZ2REFEFUARIRNSABRRE  AREHTHESEXNEERERE HubOnboarding
BEF.

AP| EEM Tl

BB T %secure_storage_cert_handler_interface.hppiER , LA THE/EN API THMER
&

« API E%

- BT

AP| B

secure_storage_cert_hander_intexface.hpp AR

/*

* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.
* AMAZON PROPRIETARY/CONFIDENTIAL

* You may not use this file except in compliance with the terms and
* conditions set forth in the accompanying LICENSE.txt file.

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY

* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,

* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.

*/

#ifndef SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

#define SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

#include <iostream>
#include <memory>
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namespace IoTManagedIntegrationsDevice {
namespace CertHandler {
/**
* @enum CERT_TYPE_T
* @brief enumeration defining certificate types.
*/
typedef enum { CLAIM = @, DHA = 1, PERMANENT = 2 } CERT_TYPE_T;
class SecureStorageCertHandlerInterface {
public:
/**
* @brief Read certificate and private key value of a particular certificate
* type from secure storage.
*/
virtual bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) =
/**
* @brief Write permanent certificate and private key value to secure storage.
*/
virtual bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) = 0;
I
std: :shared_ptr<SecureStorageCertHandlerInterface>
createSecureStorageCertHandler();
} //namespace CertHandler
} //namespace IoTManagedIntegrationsDevice

#endif //SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

BA & T+

« CERT_TYPE_T - HiE t FRIBE K EBFE.
- BEE-BRUEFELNEEBREBIBAKABE.
« Kubernetes - B 81K E M,
- KA - HESEESRIBERNKARE,

« read_cert_and_private_key - (FUNCTION TO BE IMPLEMENTED) # #H BZENEREFNESE
WA, LEMXARARKENEENKARE K LERABERRES

- write_permanent_cert_and_private_key - (FUNCTION TO BE IMPLEMENTED) &k XA BEM<E
WEBEAMENNLE,

\
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EEE

IR AEPEEIZEEE NG R (secure_storage_cert_handler_interface.hpp) 28 , LA#
BRZFNEREE, ZRLER , EUNCEERREEEXNREELNENILE Y.

il

(® Note

Bfsecure_storage_cert_handler_interface.hppBLE,

FE

- EXRER

- REASRE

- Bff

« CMakelList.txt

ERER

AR SR E

BYBARENERER, #ENBESTRALEEERNEMER  UEERERERESRANL
BRHE,

#ifndef IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP
#define IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP

#include "secure_storage_cert_handler_interface.hpp"

namespace IoTManagedIntegrationsDevice::CertHandler {
class StubSecureStorageCertHandler : public SecureStorageCertHandlerInterface {
public:
StubSecureStorageCertHandler() = default;

bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,

std::string &private_key_value) override;

bool write_permanent_cert_and_private_key(
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std::string_view cert_value, std::string_view private_key_value) override;
/*
* any other resource for function you might need

*/

};
}
#endif //IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP

¥

Il

L)

ELEREZNFEFR SR src/stub_secure_storage_cert_handler.cpp.

*

~N

* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.
* AMAZON PROPRIETARY/CONFIDENTIAL

* You may not use this file except in compliance with the terms and
* conditions set forth in the accompanying LICENSE.txt file.

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY

* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,

* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.

*/

#include "stub_secure_storage_cert_handler.hpp"
using namespace IoTManagedIntegrationsDevice::CertHandler;

bool StubSecureStorageCertHandler::write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) {
// TODO: implement write function
return true;

bool StubSecureStorageCertHandler::read_cert_and_private_key(const CERT_TYPE_T
cert_type,
std::string &cert_value,
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std::string
&private_key_value) {
std::cout<<"Using Stub Secure Storage Cert Handler, returning dummy values";
cert_value = "StubCertVal";
private_key_value = "StubKeyVal";
// TODO: implement read function
return true;

EBEAE PERNEME B src/secure_storage_cert_handler.cppo

#include "stub_secure_storage_cert_handler.hpp"

std: :shared_ptr<IoTManagedIntegrationsDevice: :CertHandler::SecureStorageCertHandlerInterface>
IoTManagedIntegrationsDevice: :CertHandler: :createSecureStorageCertHandler() {
// TODO: replace with your implementation

return
std: :make_shared<IoTManagedIntegrationsDevice: :CertHandler: :StubSecureStorageCertHandler>();
}
CMakelList.txt

#project name must stay the same
project(SecureStorageCertHandler)

# Public Header files. The interface definition must be in top level with exactly
the same name
#ie. Not in anotherDir/secure_storage_cert_hander_interface.hpp
set(PUBLIC_HEADERS
${PROJECT_SOURCE_DIR}/include

# private implementation headers.
set(PRIVATE_HEADERS
${PROJECT_SOURCE_DIR}/internal/stub

#set all sources
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set (SOURCES
${PROJECT_SOURCE_DIR}/src/secure_storage_cert_handler.cpp
${PROJECT_SOURCE_DIR}/src/stub_secure_storage_cert_handler.cpp

# Create the shared library
add_library(${PROJECT_NAME} SHARED ${SOURCES})
target_include_directories(
${PROJECT_NAME}
PUBLIC
${PUBLIC_HEADERS}
PRIVATE
${PRIVATE_HEADERS}

# Set the library output location. Location can be customized but version must
stay the same
set_target_properties(${PROJECT_NAME} PROPERTIES
LIBRARY_OUTPUT_DIRECTORY ${CMAKE_BINARY_DIR}/../lib
VERSION 1.0
SOVERSION 1

# Install rules

install(TARGETS ${PROJECT_NAME}
LIBRARY DESTINATION 1lib
ARCHIVE DESTINATION lib

install(FILES ${HEADERS}
DESTINATION include/SecureStorageCertHandler

&

imE2® , 888 —fElibSecureStorageCertHandler.sot AYHENEERK EBREBA AR
B, BEXERERANARELRRFERE HubOnboarding Z# M EFEHNEXNENE.

ES-]
- EEZE
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. EARLRE

EEZE

- HERENFEREIRFES HubOnboarding —H# M#EX1ibSecureStorageCertHandler.soE
ERF B AT,

« {8 secure_storage_cert_handler_interface.hppfAEH —N A AEEBEER, IEHM
EHEEREREBELZNALBEED,

- BELNAAVGENESRR. ELEE
B¥libSecureStorageCertHandler.so , HubOnboarding FIREEERRZ RIS ERA |, 4l
W libSecureStorageCertHandler.so.1.0, A lddip SRR EFENERKYE , ARFTER
M RFERIERE,

- MRENLRABRAEEEEE/NEAKYE , FEEMFRIE HubOnboarding AT FERAY B & |, Hl10

/usr/lib or the iotmi_commonBE &.

ERZEMH7F

# iot_claim_cert_path# RERES iot_claim_pk_path , LE R
iotmi_config.json #£2ESECURE_STORAGE,

{
"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "SECURE_STORAGE",
"iot_claim_pk_path": "SECURE_STORAGE",
"fp_template_name": "device-integration-example",
"iot_endpoint_url": "[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com",
"SN": "1234567890",
"UPC": "1234567890"
},
"rw": {
"iot_provisioning_state": "NOT_PROVISIONED"
}
}

|
2]
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BEREFEEH (IPC) APIs

ZEESTR LA T4ATUERAERERA THNEFBEA (IPC) BZERESHK
ETBEA. PREENABTHEFIREEFAHEXNNBHES (HEHTHESR EF) T‘EEHEH
@, IPC AFmRRMGTRAMBRAETHASHNAI T4, IPC ARFRZIERSGKIKEE SDK
RREEA T, MEFHEER , BF2RKRE IPC AF R,

Iu'nlﬂ
&)
)
=

ZERE IPC BF% , TotmiLocalControllerClient®iR# IPC AFRENE, WENERM
A FEi% APIsAREE Agent RV IPC RIRESER , BIEEATDEER. EHEEMRE, FTEEH (4
MEBREEH ) |, UREEBEHEEE,

FE

- 3BE IPC AFi%

- IPC REEHMNER

ERE IPC A Fim
IotmilLocalControllerClient BXEZEX IPC APIsESEEHR , IBSLANELEEARR R
B IPCHERF. THRERBPEREMHN APIs,

(® Note
REBZFIEHMS IPC AR TH , TIE IPC MARIRAIER,

1. B3 IPC HFi%

BB SR IPC P , FREAREEFER, BuLE
IotmiLocalControllerClientBXNEFRFEHEBERE , LFTERERA char
*subscriberCtx B2 H , YRIBECEY IPC AFREES, UTREEY IPC AFimmEH :

// Context for subscriber
char subscriberCtx[] = "example_ctx";

// Instantiate the client
IotmiLocalControllerClient lcc(subscriberCtx);

RIEREFBE (IPC) APls 66
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2. EIEEH

A LAETE IPC AFWZEBZ IPC ARBHEH. B IPC ARSI MAFIRITENESHE , AF
WEWRZES, BB, B registerSubscriber W W REEZITRMNEMS IDs , UK
EHIELA

LA R registerSubscriberHBHNEZREEHFIHE

iotmi_statusCode_t registerSubscriber(
std::vector<iotmiIpc_eventId_t> eventlds,
SubscribeCallbackFunction cb);

// A basic example of customized subscribe callback, which prints the event ID,
data, and length received
void customizedSubscribeCallback(iotmiIpc_eventId_t event_id, uint32_t length,
const uint8_t *data, void *ctx) {
IOTMI_IPC_LOGI("Received subscribed event id: %d\n"
"length: %d\n"
"data: %s\n",
event_id, length, data);
}

jotmi_statusCode_t status;
status = lcc.registerSubscriber({IOTMI_IPC_EVENT_DEVICE_UPDATE_TO_RE},
customerProvidedSubscribeCallback);

status BER RRERME (GIMFTRENEEFER ) BERI. MRREKD , EERNRES
IOTMI_STATUS_OK (= 0).

(® Note
IPC EXEERTITRTEENEHEE LIRIVARIEEE

- BEEFHNTREBRE LR :5

£ IPC XX EIOTMI_IPC_MAX_SUBSCRIBERFEZEA ,
- EENEHHE LR : 32

£ IPC XX EEIOTMI_IPC_EVENT_PUBLIC_ENDHEZEA .
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FMBABER

- BEFTEEHE @ 32 L TEHRA

3. #IPC AFmEREMMRR

HepgE T

HEREBZNEH,

IotmilLocalControllerClient BN EFMERKREBEHTEL , flHKIL IPC AFR.
SMETRIE , LARETBIregisterSubscriber BRI EH, BT LITE IPC AFm ML

EARE B

status = lcc.connect();

R EIEE R E T HAIRMEIOTMI_STATUS_OKZ &I , &

4. BEEGLERMELSBREESR

Agent By IPC A RES AT AR E T
-  WHEET

R HHERERFTH , AR sendCommandRequest B EIREE

status = lcc.sendCommandRequest(payloadData,

nullptr);

/**

%
2
KhE
[t
S
o
3
?b

* @brief method to send local control command
* @param payloadString A pre-defined data format for local command request.

* @param callback a callback function with typedef as PublishCallbackFunction
* @param client_ctx client provided context

* @return

*/

iotmi_statusCode_t sendCommandRequest(std:

PublishCallbackFunction callback,

MER

Example 2] FEER &L

TREREANFAES A F2EGD

BEEBENMRES .

:string payloadString,
void *client_ctx);

o iz

iotmiIpcMgr_commandRequestChb,

IPC Al RES & L EIEA SRS Command received, will send command response

backﬁ‘ﬁ IPC Fﬁﬁuﬁﬁo l‘l& Ultlﬁﬁﬁm,dﬁ ,

IPC A Fm A SAafie+ 2RS4,

void iotmiIpcMgr_commandRequestCb(iotmi_statusCode_t ret_status,

FRE IPC AF %
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void *ret_data, void *ret_client_ctx) {
char* data = NULL;
char *ctx = NULL;

if (ret_status != IOTMI_STATUS_OK)
return;

if (ret_data == NULL) {
IOTMI_IPC_LOGE("error, event data NULL");
retuzrn;

if (ret_client_ctx == NULL) {
IOTMI_IPC_LOGE("error, event client ctx NULL");
retuzrn;

data = (char *)ret_data;
ctx = (char *)ret_client_ctx;
IOTMI_IPC_LOGI("response received: %s \n", data);

[a

I3
Y

- BERERR

U

£2 sendCommandRequest BB ¥ , lksendDeviceStateQuery BB thiZEZ A FH,
HENBFMNMAFRAS.

status = lcc.sendDeviceStateQuery(payloadData, iotmiIpcMgr_deviceStateQueryChb,
nullptr);

IPC 5L1H E & MAH

FHEZFEREMARCERAMNB T4 EBERAN IPC NE , WREEMBETHZE IPC APIs K&
PIEE, ETHEFF , N THIERLIRER,

£ IoTManagedIntegrationsDevice-IPCERER , EERT TS HEH , UEE REEXN
ATz EETER.

typedef enum {
// The async cmd used to send commands from the external component to Agent
IOTMI_IPC_SVC_SEND_REQ_FROM_RE = 32,
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FMBABER

Agent

IOTMI_IPC_SVC_SEND_QUERY_FROM_RE = 33,
Y coo

} iotmiIpcSvc_cmd_t;

typedef enum {

// Event about device state update from Agent to the component
IOTMI_IPC_EVENT_DEVICE_UPDATE_TO_RE = 3,
// ...

} iotmilIpc_eventId_t;

=]

HHHR

{
"payload": {
"traceId": "LIGHT_DIMMING_UPDATE",
"nodeId": "1",
"managedThingId": <ManagedThingId of the device>,
"endpoints": [{
"id": "1",
"capabilities": [
{
"id": "matter.LevelControl@l.4",
"name": "Level Control",
"version": "1.0",
"actions":[
{
"name": "UpdateState",
"parameters": {
"OnLevel": 5,
"DefaultMoveRate": 30
}
}
]
}
]
1]
}
IPC SREEZ AR

// The async cmd used to send device state query from the external component to
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}

T E R

- MREREBABAHNGTHERAER , AEEXSHHELE CDMB ( BAENERFBRES )., 28
WEHTRENEMCETNERGSEEFTEYAEEN NI  RAREGTEE —LE, e
THEERRE REEXWAKCE (fImESE ). DESEAARTHIERSRT oh , MRR
BAMNARTHN , sREIERZDT. o ERENFERAEE.

std::string errorResponse = "No valid token for local command, cannot process.";
*ret_buf_len = static_cast<uint32_t>(errorResponse.size());
*ret_buf = new uint8_t[*ret_buf_len];
std: :memcpy(*ret_buf, errorResponse.data(), *ret_buf_len);

AP rchESEEREFEREELE REEX, FRIFRMmanagedThingIdEER , AERKEEX®
BB EBAREE,

HEMREFREN

- BNEBEREFBRYXEEFSEHEEN managedThingld,

{
"payload": {
"managedThingId": "testManagedThingId"
}
}
S ERAEE R

- MREEREFRER , RAEEAGUAFEEAEERE,

Example B EE R 2 EARRERE FE

"payload": {
"currentState": "exampleState"
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}

MREEMREFRER (W, WRRBERNFZN, BEAEEAH , 5 —EFERRG ) , AR

Iﬁiiﬁgﬁﬁlﬁlﬁo ClfEE 2 R ABMERAS

Example X FE RV EEARER FE

{
"payload": {
"response": {
"code": 111,
"message": "errorMessage"
}
}
}
B e
Example 5 E X
{
"payload": {

"traceId": "LIGHT_DIMMING_UPDATE",
"commandReceivedAt": "1684911358.533",
"commandExecutedAt": "1684911360.123",
"managedThingId": <ManagedThingId of the device>,
"nodeId": "1",
"endpoints": [{
"id": "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/O0ff",
"version": "1.0",
"actions":[

{3

}]

IPC R EEZFAS
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}
}
BAEH
Example BAISEHER
{
"payload": {
"hasState": "true"
"nodeId": "1",
"managedThingId": <ManagedThingId of the device>,
"endpoints": [{
"id". "1",
"capabilities": [
{
"id": "matter.OnOffel.4",
"name": "On/Off",
"version": "1.0",
"properties":[
{
"name": "OnOff",
"value": true
}
]
}
]
1]
}
}

AR TE AR 22

Hub B4 2 S ERSKRIFEE SDK MM , ATZE T E Hub SDK 8 MQTTProxy stifiEE, FEiBF
s, B LERARREE SDK BEERE , Y EBSEESEMETEEFABAEE, £R:S
2# SDK U EBNWEMHIRME , HPEEHHE SDK , Z52A hub-control-x.x. Xo

FE

- FERIGH

- RiIREE SDK T

AR 22 ) 73
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FMBABER

- BRIREE SDKES
- Ei6| : BEPEEG
- ZENED

- XBY¥A

FORIRAF

HEXRETREZSE , AAFETIIEE :

- EMARKIREE SDK 0.4.0 iR EFARAH AR,
- EFRELEHTH MQTT KETH | 0.5.0 REEFH IR,

Kind E SDK st

EASRAEREE SDK AT HI T

- BRHERENEABRELESR
- ERERHEREEER

B Hub SDK EEMARFNERER , ALEFEETIITH :

- HEE

- PKCS T E

- FRREER

- MQTT REREX

Bifkindc & SDK &

1. EREEBRANENEENEXNRELERTNERRELERRE C BEXR,

2. BEESKIKEE SDK FHET , U

ERERE

?4";'-'

a.

1£ Amazon Linux 2023/x86_64 FEZEREX G AME T, TELENESMHEMKME

TORIRE

74
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dnf install make gcc gcc-c++ cmake

b. FREREFRE

EFERENRECH , BATE AP HEESR, WEHIFER On/Off BEH OnOff BIER
BEHEERE, WFE APIFFHEER , 53208 € C-Functions B9 AP| 21,

struct DeviceState

{
struct iotmiDev_Agent *agent;
struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */
bool hwState;

};

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)

{
struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;

c. REUmIMMEMEFR ORI
BERB R  FEURNLZMENEF, STRIELETR !

. BUEEREEN
i. REEXENSEREEBEARFRER
ii. FRRERMIEMENES

struct DeviceState

{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;
/* OnOff cluster states*/
bool hwState;

}i2
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/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", _ func__, state->hwState );
return iotmiDev_DMStatusOk;
}
iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )
{
*value = 0;
printf( "%s(): OnTime is %u\n", __func__, *value );
return iotmiDev_DMStatusOk;
}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_0OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", __func__, *value );
return iotmiDev_DMStatusOk;
}
void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOn0ff = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOnOff = exampleGetStartUpOnOff,
I
iotmiDev_0OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);
}

/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */
void setupAgent(struct DeviceState *state)

{
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struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,

13
iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,
1,
"Data Model Handler Test

Device",
(const char*[])

{ "Camera" 1},
1);
setupOnOff(state);

ghl - BEFEZES

Hub %I 2 Hub SDK E#M —E0 . TEIZEFH FEHEER , hub-control-x.x. xEZEER
Ep%E SDK FTRNERXE,

1. BEABELENERBE example ERIXK :

cp codegen/out/* example/dm

2. HREREBPERS  FRTTIGS

cd <hub-control-root-folder>
mkdir build
cd build

cmake -DBUILD_EXAMPLE_WITH_MQTT_PROXY=ON -
DIOTMI_USE_MANAGED_INTEGRATIONS_DEVICE_LOG=ON ..

gfl . BEPAEES
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cmake -build .

3. EAHHELH MQTTProxy TH#1TEEHI , ALFAIT HubOnboarding# MQTTProxy T,

./examples/iotmi_device_sample_camera/iotmi_device_sample_camera

X B HY 2

oA EEBEE N

* iotmi_device_dm_air_purifier_demo
+ iotmi_device_basic_diagnostics

* jotmi_device_dm_camera_demo

xE¥E

TREMXEFREHNFE

g EERK GCC hx# Binutils ix7~
X86 64 Linux 10.5.0 2.37
aarch64 Linux 10.5.0 2.37

&M Zigbee M Z-Wave B FH

HEEIHERBZERAARASXENPRERRERE, SERSHEAESIERE (UGS)XE
BERKERN FEKRE (SS)M

HERRSEHZER Zigbee £&,

Zigbee HEFA X ENIhEE
EER A/ FANE/RGB & OnOff, LevelControl, ColorControl
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Zigbee B FH
Pt
B2

LED RiXE
biNC

FI8H

HR5YER

BB R
BEEMBRMR
BBER

BERERR
1 RIAFIERIERR
P& R ERR

K RIERR

BENRERESR

HER R HZERN Z-Wave £E.,

Z-Wave £EFR

ERRA/MHRLE

X ERNIEE

OnOff

OnOff

OnOff, LevelControl, ColorControl

OnOff

DoorLock, 7R, PowerSourceConfiguration, B85
EiRES. OnOff, FTEFER

#8285, FanControl, OnOff, FtHEFES
WindowCovering, OnOff, LevelControl

BooleanState, OnOff, TemperatureMeasurement, Tim
er. SmokeCOAlarm

BooleanState
BooleanState, OccupancySensing
BooleanState
BooleanState
BooleanState

TemperatureMeasurement, RelativeHumidityMeasur
ement

X EN AL

OnOff, LevelControl

FBM Zigbee M Z-Wave B HH
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FMBABER

Z-Wave EEHH
=F_ti

I8

B P91 43R

BmaER

BERERR
P9 &S R HERS
KB FERR
BE RS
CO BiFESR

BB CloudWatch Logs

Hub SDK 2T ERFEEKINEE. BRIFFAR , Hub SDK B R B ALRERRM. T8 ,

X ERINEE
OnOff
DoorlLock

OnOff, LevelControl

ElectricalEnergyMeasurement, ElectricalPowerMe

asurement

LevelControl

LevelControl

BooleanState
BooleanState
BooleanState
TemperatureMeasurement
SmokeCOAlarm

SmokeCOAlarm

Ei% API BRERE BB R ZE CloudWatch Logs , HiE# :

& 1] LARI A

- ERKENEE  ERGFANATHARUETEIEXNREEE, sREREMFPIRAERBF M

MEsyz

- WEZEEE  EERBEN BREEUETREDEH 7. KERRENERAERXBERSHAUEITRA

AE,

- EENERKEH  BikH

HY B &

n

SEE  BETERFIEE, AE—TESNEFETREREZARE

A CloudWatch Logs
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- BRXERENMAER. WHEFHEEF , FSE Hub IMARE,
B Hub REREARMBNA NG, NEFMENR , F2

b
a1
ais

#
2
i
R

# 4 Hub SDK,

(@ Note
EEEHER , 7528 PutRuntimeLogConfiguration APl SAESEEMAE .

/A Warning
A BFEADEBREFE, HNEFBREELESHNARENEINNEL,

AXTE Hub SDK B F#H %
W AP| REREHIT R B 564AAE , SUREHE SDK BRRE.

Example 4| API &K

curl \

--request PUT \

--location "api.iotmanagedintegrations.$AWS_REGION.api.aws/runtime-log-
configurations/$ManagedThingId" \

--aws-sigv4 "aws:amz:$AWS_REGION:iotmanagedintegrations" \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \

--header "x-amz-security-token: $AWS_SESSION_TOKEN" \

--header "Content-Type: application/json" \

--data '{ "RuntimeLogConfigurations": { "UploadLog": true, "LogLevel":

RuntimeLogConfigurations B
THBHRIEZERM , WL RuntimeLogConfigurations API HE&TE

LoglLevel

RETREERNFEBRELESFR. B{E: DEBUG, ERROR, INFO, WARN

"DEBUG" } }'

81
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FAR% : WARN ( BITHIHEE)
LogFlushLevel

REMNEEREEEAMHEATENRENESEN, BYE: DEBUG, ERROR, INFO, WARN

5% : DISABLED

LocalStoreLocation

EERTRBEMNFEFMLE. % : /var/log/awsiotmi
- fEA® A . /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.log

- WHEE : /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.N.log(N &X~#
HIEF )

LocalStoreFileRotationMaxBytes

EBFNERBBREEN N, BRERRBIE,

/A Important
ATEBSRENE , BBERKNMRIFE 125 KB LT, #i 125 KB H{EH B EhRHl.

LocalStoreFileRotationMaxFiles.

REAFHBHEXATFNRBRERYE LR,
UploadlLog

BESTREBEREREERR. AFEEME /aws/iotmanagedintegration CloudWatch
Logs B,

TEE% : falseo
UploadPeriodMinutes

ERYITHEEH EENER, R 5
DeleteLocalStoreAfterUpload

EH L ERAERMBR. R true
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® Note

MRRES false , LENERSEHRTESL . /var/log/awsiotmi/
ManagedIntegrationsDeviceSdkHub.uploaded. {uploaded_timestamp}

SER -SR]

2 HLLT CloudWatch Logs 1 RAVEEHI :

F%7E Hub SDK HF#HRE
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TEEES KRimKE SDK

BE oT ¥4 , BEEALEERETSERS  UEBKE—NEHAEREEDS. KiFHEE SDK 26
BHEBYHRES  WIREMAREMFSETHNELERE , LAKE AWS IoT Core 1 AWS loT £EB &
BHWZLHER,

)<l

AEMRPUNMAEIBPEFEERERE SDK. REARE. THANBESR , URKEEENER.

&

- HERFEREE SDK?

- RiFEE SDK EEMTH

- HEE

- EBREEER

- EREAEXBELS

- {KB& C-Functions B9 API 4
ZEESTHIIENEERS

- BSREREE SDK

- BiERERE SDK BHEREHEE

TEREREE SDK?
fTEEREREE SDK ?

HRIREE SDK 2H EHMNRER, BXEMNITENES AWS loT, HREAEEERZRNIRE
M , AIXEESH 512 KB RAM 1 4 MB REIFCIEEAEE |, HlaEAHER Linux FEIEEERE
(RTOS) L #ITHEE AR F{LEE. AWS loT Device Management I ER SRR A\ BFHEE AR
BB, £ AWS loT EE XA THRFIRENERERE SDK,

BT

SDK & 7T AREWBAN MQTT REEX, AREBEENEIREEER , URZEES Data
Model Handler, E£ A HEEF  AREHEZERS CHRHZENERNEBDLERER,

MM BRER | HHH Kk,
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RimsE B SDK 2B T

AER AR IS E SDK RN H T4 M EERAVERE C-Functions EB), TEIFREA SDK REBF AV
DR EBR.

RimdEE SDK Tt
RIREE SDK RBTSELTH , ANSERSYREERS -
HEE

ESERAERTRIEEER , 2FARLTE MQTT BANEERENALE LS, SEB3AER
SELHNEBHRIERASCHEILEENER.

MQTT RERR
FERREHTHEN C AFGREXEETE MQTT ER. I ESEFERESHTHREPNG ST
B, UREEEIREENARETIK)D,. ALLEBZTERSKAMTEREE,

EBREEER

BEZEHE Z2EAERANERIFHover-the-air(OTA) Efff. WAERESEEME S
HEENHREBERN,

ERERREREN

4

A NEEERERENR K EZEESEEM C-Functions AWSZ EIZRE, WHEFMENR ,
2/ GitHub LW EIEXH,

FEiB PKCS #11 AP| EEZRmERE  ARIEERZTSEEAMNEBEE , H20 corePKCS11,
It APl &7 TLS EZF R EEIE Provisionee #1 MQTT Agent 2 st HY B E R 4E,

hEE

MEERZERSH M , TREGTHRAKEME. CRAMRE K LUlReHMREE. RBEHS
BUYRBHEMENER  HTISRHSTEESCERMESNRERINILELHR. ELHNEMERE
FERSEARFELENHERER , EUNERHESE.

ES- ]
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- HEETHERRE

- REREEH

- BYBTRS

- BNWHERER

- BUZEYH

- SDK £/ #& Wi-Fi fi2

g & TERRE

hEFREEERVNRERETHRE. &F
F-REBEEERE , fi2E :

=k

mER , PINBRTIRE., MEREENZENH. &

[l ==
EE

kg

1. EAE EREZERRWE
2. & %ﬁﬁﬂ%ﬁ@ﬂ%ﬁ“%é«z 2%
3. BRELMBAFHKABENLEER
4. BEFEAKABEENMER
5. RREBRERIKHE LEEZERS

RpRE  LEELSEERSERABN. HREASHHUERGREIBRA
RERREEH
EEHBERRE T AWS BAEH -

$ export AWS_ACCESS_KEY_ID=YOUR-ACCOUNT-ACCESS-KEY-ID
$ export AWS_SECRET_ACCESS_KEY=YOUR-ACCOUNT-SECRET-ACCESS-KEY
$ export AWS_DEFAULT_REGION=YOUR-DEFAULT-REGION

= A=HE

EERREFFEH GetCustomEndpoint APl 5% , Adevice-to-cloudi@iAZE I B 5T i Eio

aws iotmanagedintegrations get-custom-endpoint
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(=] FE £ 51

{ "EndpointAddress":"ACCOUNT-SPECIFIC-ENDPOINT.mqtt-api.ACCOUNT-ID.YOUR-AWS-
REGION. iotmanagedintegrations.iot.aws.dev"}

B MERER

BUMEBRERE , LXE%@E’\J%ﬁWEH%O FEERRIBAFIT CreateProvisioningProfile APl , LA
EELBENLESBETEES BT

aws iotmanagedintegrations create-provisioning-profile \
--provisioning-type "FLEET_PROVISIONING" \
--name "PROVISIONING-PROFILE-NAME"

(o] FE &6 451

{ "Arn":"arn:aws:iotmanagedintegrations:AWS-REGION:YOUR-ACCOUNT-ID:provisioning-

profile/PROFILE_NAME",
"ClaimCertificate":"string",
"ClaimCertificatePrivateKey":"
"Name":"ProfileName",
"ProvisioningType":"FLEET_PROVISIONING"}

string",

BT LLEYE corePKCS11 FAMKRTENE (PAL) , = corePKCS11 BB E BB E B EL

. corePKCS11 PAL EEZEXNEREEHNELTRREMNALESRNMNE, FRHLLIIEE , B lZ 4t
EHREENAESRANER, EULSLESBNERETHREEE L 2ER (HSM) REENFAELE
(TPM) L,

BYXENH

£/ CreateManagedThing API @ S &® &
(UPC) :

HHI

RimEMENEE, S EENFR (SN) MBEAHERNAR

aws iotmanagedintegrations create-managed-thing —role DEVICE \
--authentication-material-type WIFI_SETUP_QR_BAR_CODE \
--authentication-material "SN:DEVICE-SN;UPC:DEVICE-UPC;"

AT EERE ) API B FE,
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-~

"Arn":"arn:aws:iotmanagedintegrations:AWS-REGION:ACCOUNT-ID:managed-
thing/59d3c90c55c4491192d841879192d33f",

"CreatedAt":1.730960226491E9,

"Id":"59d3c90c55c4491192d841879192d33f"

APl EEEITTARMERTNZIENH ID. LFBZRHEKEFHR (SN) MEAEMNLE (UPC) , BER
BEMEXZHERZENZEYHERT. XZEEEEUTINER !

/**
* @brief Device info structure.
*/

typedef struct iotmiDev_DeviceInfo

{
char serialNumber[ IOTMI_DEVICE_MAX_SERIAL_NUMBER_LENGTH + 1U ];

char universalProductCode[ IOTMI_DEVICE_MAX_UPC_LENGTH + 1U 7;
char internationalArticleNumber[ IOTMI_DEVICE_MAX_EAN_LENGTH + 1U 1;
} iotmiDev_DeviceInfo_t;

SDK £ #& Wi-Fi fip

KEREHNRBUETHEEECHNER Wi-Fi RERH , AREBRMERE Wi-Fi EAEH, WIi-Fi i
ERBEIREAERATHEAREN, KIEEST BLE) ERNMEMEBEAGE , UL E@AnK
RERFH Wi-Fi BEAEH

Rim%EE SDK WEVAEXAERE Wi-Fi HERKE , EREBWLUERE Wi-Fi #85%,
KE S EEE

SRERAETMEAMEERGENE —FF  IEARESHERNZERARTEM.

A MEEAE % B RBEEAF S ID <common name>“_”<serial number>
XEVHEE

HEERRIEYHDE , RAEEVELEEZEES, cTEERAEXNH M REFMNEE, &

2, Hf Web AR IRMRIEAILAER MQTT FFESE MQTT £EREFH 8L , SfEA REST API RE
T HTTP,

SDK & Wi-Fi #izZ 88
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FEEEER

TEESAKEEERNR Bt , ARIEVRSEEENover-the-airBE#H. BIRETHBITER G
PUETHREHSSITRERIRENIIGRE, OTAEFRTAREHEEFTE, SESFERETNZEM
B O EREEREEAEHFAZSEESTEMNEE

EREEEANEELR

EREBREEER 2 , FERERNEERAT NIRES R,

- BEER  REREHESERIABEHTE , UETTover-the-air(OTA) E#fio
- HEERASE  FEFEERBITEZNEB XY , HRERREMRIER.

HEFFEEERNEERETRE. XEREHSREFIRENSZE  ARRTFERER M4ALE
MEHER. EEEERE

1. RESHNBSEEHRFE

2. FBREEXNEREFENREF IS AEHBHIT , REEN—E

3. EBEEEXNEWTEB X HPEENBHE

4. EBREEXNSERERNIT , RREM SUCCESST EHERIRE FAILED

EHREEXNERF

FEH#E L EEEHEover-the-air(OTA) B £ BIRE, BHRBRETHEXHH Amazon S3 FEUE, EB
APl 81 OTA 1%, EEELREBEEB XM , UREES OTARERX, TETHNIRRABEREE
SDK £ IThgtz B BB Al iR ¥ over-the-air (OTA) E#F Ko

EREREEFAEBELTRREERE OTA BEH

(=3
- FEWRMENEF
% E Amazon S3 77
- REEBXH
- B OTA REER

EBREEER 89
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LB R B E R

¥ BEETER U (JSON &= ) EEZE Amazon S3 #1ZETE , ¥FH CreateOtaTask APl Z3I OTA
£%. SEUTSEH :

« S3Url : EHXHR URL L&
- Target : ZEYHH ARN fES ( &% 100 EEE )

155K

aws iotmanagedintegrations create-ota-task
--description JOB-DESCRIPTION \
--s3-url "s3://amzn-s3-demo-bucket/your-file.txt \
--protocol HTTP \
--target "arn:aws:iotmanagedintegrations:AWS-REGION:ACCOUNT-ID:managed-thing/
${MANAGED-THING-ID}" \
--ota-mechanism PUSH --ota-type ONE_TIME \
--client-token foo

% E Amazon S3 17E1

#7118 Amazon S3 EEITREE , RFXERSHEB XN FIE !

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyForS3JobDocument",
"Effect": "Allow",
"Principal": {
"Service": "iotmanagedintegrations.amazonaws.com"
3,
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::YOUR_BUCKET/*",
"arn:aws:s3:::YOUR_BUCKET/ota_job_document.json",
"arn:aws:s3:::YOUR_BUCKET"
]
}
]
}

EREREEXEE
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R4

EREY OTA IXK  ABREEASELNKRELMIT TSR, EERTHE , ©8EB MQTT
AR

1. TR MQTT BAIERE

2. I FEMEFKH StartNextPendingJobExecution API
3. B ANER

4. RIBIEENREEEEH

EATERERR  BARK TLUHEEIMRNEE  EREIEENRSHH.
B OTA KEER

ESRZERSWIERNHE B4 AEFECH OTA REEX , LEEBEEH XS, THEMALH
ITEALRERE, OTARBEXFTEHTIISR.

1. #8 Amazon S3 URLsZI#T{EF L4

BB HTTP THE R E#

BMEENEE

RECHBENER

iotmi_JobsHandler_updateJobStatus 8 SUCCESSE FAILED fAR&EMELY

.0":“.00!\3

'Eﬁﬂ’]%lﬁﬁﬁlb?ﬁﬁﬁ OTA i21ERE | XAWWREES B iotmi_JobsHandler_updateJobStatus
API , JobSucceededF BEHRE R ET

/**
* @brief Enumeration of possible job statuses.
*/
typedef enum
{
JobQueued, /** The job is in the queue, waiting to be processed. */
JobInProgress, /** The job is currently being processed. */
JobFailed, /** The job processing failed. */
JobSucceeded, /** The job processing succeeded. */
JobRejected /** The job was rejected, possibly due to an error or invalid

request. */
} iotmi_JobCurrentStatus_t;
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/**
* @brief Update the status of a job with optional status details.

* @param[in] pJobId Pointer to the job ID string.
* @param[in] jobIdLength Length of the job ID string.
* @param[in] status The new status of the job.
* @param[in] statusDetails Pointer to a string containing additional details about the
job status.
& This can be a JSON-formatted string or NULL if no details
are needed.
* @param[in] statusDetailslLength Length of the status details string. Set to @ if
“statusDetails”™ is NULL.
*
* @return @ on success, non-zero on failure.
*/
int iotmi_JobsHandler_updateJobStatus( const char * pJobld,
size_t jobIdLength,
jotmi_JobCurrentStatus_t status,
const char * statusDetails,
size_t statusDetailslLength );

EREREEXBELSR

THRNMEEABELERARERRE., EAENEXNBTRRFINENERFFLERMEE 2 Bk
HEMEE,

ERREELLAREY C BEXBENMEREYXNEXBEEL TR, THTERNRNBELE
A TR,

3

- BRBELRS

. RERS

- RENEKEELEENR

BABELRER

EABELSRSR=EETERARI C RFEE R : Zigbee Cluster Library (ZCL) ¥ FAHNEEER
EH (matter X ) AWSEE, REFELREN Python ABER , LR EREBEEN Jinja2 &

ERERREXBELS 92
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R, EELHE , Python ABHEXNSZBHMELHERTE, REHAKREARERNER | UERER
{CEAREENER , REBEHN matter BR,

TERBENBELSRNMEL C RFER,

#RimgE B SDK @& W fEconnectedhomeip® Ecodegen.pyHE A B Python SHERXH Jinja2 EA,
HEEERBEEN matter ERBA , AEREBEEELEZE CER.

THFEERPAELEER,
« Python /A2
- Jinja2 g7

Python A ER

BEXBELESR Scodegen. pyZHT .matter &R , WA EAMA Python M EEENHER. HEHE
NERZiotmi_data_model .pyFAERELER , WFERIRENEREERR, AAEESHE

1. LR BB E M codegen. py , flan£EmE
2. HERBRYITHESR , LB ERNERIERF

Note
7 mEEFTRARMAREEEHAKECRESR , BREFRKIEF AT,
Jinja2 &2
RinKE SDK RHBEAERRAEREEFEXNER C-Functions BHITER Jinja2 EA<,
Jinja2 g
A EAER IR fRaE
cluster.h.jinja iotmi_device_<clus BIUKME C HBIREER,
ter>.h
cluster.c.jinja iotmi_device_<clus FERERNEREEEXEEM
ter>.c L1 B B BE R
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RN

cluster_type_helpe
rs.h.jinja

cluster_type_helpe

EAERRIR

iotmi_device_type_
helpers_<cluster>.h

iotmi_device_type_

{5
R E B,

EEBERESR, MHEE.

rs.c.jinja helpers_<cluster>.c EENEBNERNELEHE
B,

iotmi_device_dm_ty ERLFHEREREN C ERE
pes.h A,

iot_device_dm_type
s.h.jinja

iot_device_type_he iotmi_device_type_ EETIHIRIEN C EREE,
lpers_global.h.jin

ja

helpers_global.h

EEREENEE K aEAM
B, BY. FH. 75, HE

iot_device_type_he iotmi_device_type_

lpers_global.c.jin helpers_global.c

ja B, BEMESE.
BREIRE

T RN ELRNREUEM codegen. pyBRIBTELESS.
£
- SRGH

FORIRAF
HEREREZH , FRETHIER :
+ Git

« Python 3.10 REFARA
« Poetry 1.2.0 ¥ & R4~
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FERATIRFEIREREAEM codegen.py BRIFELEES
1. ERJE Python 3R#E., Codegen BREL python HERE , WA Poetry EITHKMEEE,

« 7£ codegenB & H /A poetry ZEBERMMKM :

poetry run poetry install --no-root

2. BELHRTE.

a. BHRfEFconnectedhomeipE., BFEAR connectedhomeip/scripts/ BRI
Bcodegen.pyERIRRELRERT., WEFMEN , 5208 GitHub LAEFEhomeip,
GitHub

git clone https://github.com/project-chip/connectedhomeip.git

b. 7£EdIoT-managed-integrations-End-Device-SDK BERRHEENEBHRER S, BN
ERREBEFETIEE .

| -connectedhomeip
| -IoT-managed-integrations-End-Device-SDK

® Note
BAFRBEEER TR,

AENEEELERENR

Ef SERSEABELATE  AGNEBEV B C BB, ANERBMMN SDK FE T HY & 5I4E
XA ECHWBRRELRERG. THRINMACEHAELESE. TRIERERR , UREBIFSLEES
SRR,

x5

o FEIRIGH

« BEEHET matter EXENERE
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- EXRELETFERE

T IRAR
1. Python 3.10 S E # kR4S,
2. REERNBHN .matter BREH, RiKKE SDK £ FRUMEFIE=Rcodgen/

matter_files folder :

* custom-air-purifier.matter

* aws_camera.matter

® Note
ELEFERGELETHEARIARENENS.

EEREAR
BT T A ERHERRPEERNR

bash ./gen-data-model-api.sh

EX£BE] matter ERNEXLS
EEEERE. . natterERNWEXNBREREECH .matterBR , BRI TIIEHE.
ELE BT .matter BRNEXE

1. EBEM matter ER

2. BITEEDD:

./codegen.sh [--format] configs/dm_basic.json path-to-matter-file output-directory

WS EASETHRS SN matter EREfRA C BRIE

« codegen.py B ConnectedHomelP &
 Python AR codegen/py_scripts/iotmi_data_model.py
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- EREABHY Jinja2 1A codegen/py_scripts/templates

NEHEXEEREFEE Jinja2 SIANEY K ARARELERK CEXBH L. FE --formatiEE
@4 Clang BRERAZEELENENLE,

BABEETERE

BEABREEEFSEALAENRENER NHEEHEFRER matter EREREBtopsort.py. E
AEREREE R EMEERER IEEEF,

A&, BERWE matter IERFKE Python ABHERNRERS , LHEERNBRACLENER. BE,
TCEEA Jinja2 BIAKAREYRE C EXBER L.

L TERBETHER matter ERFHRERERRERER/EIERSRKESNIREL C EXR.

{EB C-Functions B9 API &4k

£ A RMAVERE C-Function APIls , N KREREEARBRZERSESRS, NERH AWS &
PERRSERETAN AP RFE , UEARENRERRRES, THIAEFDFRE, HHE
. BABMEE K URAKERIEMES,

EA%E API THEHE

1. BENSSHEFREERESE
2. BHBREEHH

4. BMEREMEHE
BREFEL APIs , BUNERENERIRFR SEZSERIECEELRBE  URAREENBEHR
kL

T —E&iZRBAONOffE £ AP,
OnOff & API
OnOff xm| BEZEELBUHMTS .

- B
« OnOff (boolean)

{EB& C-Function APls 57


https://github.com/project-chip/connectedhomeip/blob/v1.3.0.0/data_model/clusters/OnOff.xml
https://github.com/project-chip/connectedhomeip/blob/5bb5c9e23d532cea40476fc0bd1d3008522792ba/data_model/clusters/OnOff.xml
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GlobalSceneControl (boolean)
OnTime (intl6u)

OffwWaitTime (intl6u)
StartUpOnOff (StartUpOnOffEnum)

DA,
AR T

off : () -> Status
On : () -> Status
Toggle : () -> Status

OffwWithEffect : (EffectIdentifier: EffectIdentifierEnum, EffectVariant:
enum8) -> Status

OnwWithRecallGlobalScene : () -> Status

OnWithTimedOff : (OnOffControl: OnOffControlBitmap, OnTime: intlé6u,
OffWaitTime: intl6u) -> Status

HREESS  BARM 11 RENRRER , SUARBEERE,

BHMaSHAELWHBEREURESEMN C HBH,

g6 C 58

struct iotmiDev_clusterOnOff

{

/*
- Each attribute has a getter callback if it's readable

- Each attribute has a setter callback if it's writable

- The type of ‘value’  are derived according to the data type of
the attribute.

- ‘user’ is the pointer passed during an endpoint setup

- The callback should return iotmiDev_DMStatus to report success or not.
- For unsupported attributes, just leave them as NULL.
*/

iotmiDev_DMStatus (*getOnTime)(uintl6_t *value, void *user);
iotmiDev_DMStatus (*setOnTime)(uintl6_t value, void *user);
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/*

- Each command has a command callback

- If a command takes parameters, the parameters will be defined in a struct
such as “iotmiDev_OnOff_OnWithTimedOffRequest ™ below.

- ‘user’ is the pointer passed during an endpoint setup
- The callback should return iotmiDev_DMStatus to report success or not.

- For unsupported commands, just leave them as NULL.
*/
iotmiDev_DMStatus (*cmdOff)(void *user);

iotmiDev_DMStatus (*cmdOnWithTimedOff)(const iotmiDev_OnOff_OnWithTimedOffRequest
*request, void *user);

13
BRT CHBZN  EEAFEBHEZBMHEFREHEL

/* Each attribute has a report function for the customer to report
an attribute change. An attribute report function is thread-safe.
*/
void iotmiDev_OnOff_OnTime_report_attr(struct iotmiDev_Endpoint *endpoint, uintl6_t
newValue, bool immediate);

EUBREHRNBERAFEEERENSHER. ARONOFBEERERTMAEH , UTER
HCameraAvStreamManagement# S/ 4l

/* Each event has a report function for the customer to report
an event. An event report function is thread-safe.
The iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent struct is
derived from the event definition in the cluster.

*/

void iotmiDev_CameraAvStreamManagement_VideoStreamChanged_report_event(struct

iotmiDev_Endpoint *endpoint, const

iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent *event, bool immediate);

BEEE LA —EEMRE.

iotmiDev_DMStatus iotmiDev_OnOffRegisterCluster(struct iotmiDev_Endpoint *endpoint,
const struct iotmiDev_clusterOnOff *cluster, void *user);
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BEEEMHNBNEAEEESEEEEFRE

EERATHURENEERD

AEFRE C-Function BIEMAE , UREERTERARB YA MNED.
T8

. BEEHED

- BEREERNEH

MQTT A Finiz R & I EIEE Data Model Handler

ELEXERBTE , MQTT AFREH JSON BANZERSEKWALE., AR , CEEAREE
RERRREEEER, Sl , RREEEEAZERSRAMER. BAERAXEONOFEERN R
B, BRIBERAT , EEEE o v UFERERK , SERSEEB MQTT BFEREEEERE | &
RTICEERERS #1 LUARKET.

EREAREEASRER R WA EM
ERRBEEEEXSE JSON FR. MRFRIEBURNEE , Data Model Handler & & K in

B, WERFUAHENEFES, flm, ERBHERT , & Data Model Handler I8 E| MQTT &,
B, EBRERONOMERFERZ On i HENEWEHIE EE endpoint#! E&EH.

BEEXM C-Function BEEHIT 85
Data Model Handler & W04 3% 2 3¢ 1L A 9 E E B FEEE, C-Function BE{EiZE S0 H RNV ERK

BREGIERER K YELBTER. Flm, FEEHERT , Data Model Handler & AL =] I &
BAFHHITHER, EFREEESHMRE,

Data Model Handler B E #1174 £
HUFFEEHREE K BERNEREEEASSHERAR. A%, ©BLL JSON EKAHECE | I

£ MQTT AFmEFERBEHMEZERAE R, NREEE , QETHN MQTT ARKEESEFE
HRABEANER,

REEEED 100
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EEAREERNEH
REERWEH B EAREE SDK B WAL MNEBER, TIHBERAMALET

HEFIXZBEHAE Data Model Handler

BEBMEFEREHE  fINERE FHIXERIZEE | C-Function BESEERKEERNEHRE
WP R E AR |, A EHEIEE Data Model Handler,

ERERAEEEABERA

EREAREREASRERINERN K IEHEFAS AWS EREE,
ERREEERASRBNEME Biv

BERREEERAEEESEA MQTT AP , BRAEERNEHRHEZERSER.

BEMERERE SDK

AR TSR, 7 Linux RE L#ITHRREKE SDK, AEE5|EEBTRIRRHRE, MRHERE, EE
B EEMR AR,

/A Important

examples BEHPHW RERARINRE FHFEAEHRE (PAL) platform/posix BEEMHS
Z, RIEEEREPFEAELER,

FFESETIRFNESESE  URGFEENLEBERZIEREES,
BERREKE SDK
1. BEEERE
#£ Amazon Linux 2023/x86_64 - Z2ER XM AREREIH., RRLENBEMMKINM

dnf install make gcc gcc-c++ cmake

2. FREM
FREGIERREN 28 , BANKBBE  YWiSENESERZTAN Wi-Fi @K, TEEHEZ
B ST R B BE 5 E

EEAREROHBM o
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/* Provisioning the device PKCS11 with claim credential. */
status = deviceCredentialProvisioning();

example/project_name/device_config.sh A THHESEIERERERER

® Note
ERERAENZH ,

IOTMI_ROO
T_CA_PATH

IOTMI_CLA
IM_CERTIF
ICATE_PATH

IOTMI_CLA
IM_PRIVAT
E_KEY_PATH

IOTMI_MAN
AGEDINTEG
RATIONS_ENDPOINT

IOTMI_MAN
AGEDINTEG
RATIONS_E
NDPOINT_PORT

(RS
B
=

B CA BEER.

WATE S L &R

AT LARAWS loT Core B A B8
BHH TEH Amazon 18 CA BREER
THERIESR,

EENSEERENLE RS A FE
H CreateProvisioningProfile API 231
MERERE. WERNA , FSREL
HERER.

EENMSSEERSIHKYE B
RegisterCustomEndpoint APl, &
R, FBRELB IR,

RIFTEER | E#EZIE 8883 A MQTT
B MMETRIIRIE, EEIR 443 Bt
& & F A/ Application Layer Protocol
Negotiation (ALPN) TLS ZE{#E&E,
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0]
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4.

e 5% 1 B2 [0 WY B B

EEFEROFREZH , BETHE AP BEESR. WEHIFER On/Off OnOff HBEF B 2RiEH|
HERS., WFE API FHER |, 55828 {KFE C-Functions BY API 21,

struct DeviceState

{
struct iotmiDev_Agent *agent;
struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */
bool hwState;

};

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)

{
struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;

A TE Ui o A1 4 32 T 8 (o) 0 B 3B
BFRBc®R  FEURMLEMENEF, TRTIER :

a. BUREBARERER. REAEEAREEMARMRERENDRITH.
b. ALEXENSEZESEBEADFEBR
c. REWmMIFEMIENESE

struct DeviceState

{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;
/* OnOff cluster states*/
bool hwState;

13

/* This implementation for OnOff getter just reads
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the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", _ _func__, state->hwState );
return iotmiDev_DMStatusOk;
}
iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )
{
*value = 0;
printf( "%s(): OnTime is %u\n", __func__, *value );
return iotmiDev_DMStatusOk;
}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_0OnOff_StartUpOnOffEnum * value,
void * user )

{
*value = iotmiDev_OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", __ _func__, *value );
return iotmiDev_DMStatusOk;
}
void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOn0ff = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOn0ff = exampleGetStartUpOnOff,
};
iotmiDev_0OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);
}

/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */
void setupAgent(struct DeviceState *state)
{
struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,
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};
iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,
1,
"Data Model Handler Test

Device",
(const char*[]){ "Camera" 1},

1);
setupOnOff(state);

6. EAEHRERNRISERH
a. MEBY OTA EAEXMNEM .

static iotmi_JobCurrentStatus_t processOTA( iotmi_JobData_t * pJobData )

{
iotmi_JobCurrentStatus_t jobCurrentStatus = JobSucceeded;
// This function should create OTA tasks
jobCurrentStatus = YOUR_OTA_FUNCTION(iotmi_JobData_t * pJobData);
return jobCurrentStatus;
}

b. M0} iotmi_JobsHandler start U#IB{LEBEEER,
c. M HZTEESiotmi_JobsHandler_getJobDocument#EEVERE T4,

d. MIHWEVSER R | 557 processOTAREHREEMEET OTA BIELE
ElJobSucceededAR&E,

static void prvJobsHandlerThread( void * pParam )

{

JobsHandlerStatus_t status = JobsHandlerSuccess;
iotmi_JobData_t jobDocument;
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iotmiDev_DeviceRecord_t * pThreadParams = ( iotmiDev_DeviceRecord_t * )
pParam;
iotmi_JobsHandler_config_t config = { .pManagedThingID = pThreadParams-
>pManagedThingID, .jobsQueueSize = 10 };

status = iotmi_JobsHandler_start( &config );

if( status != JobsHandlerSuccess )

{
LogError( ( "Failed to start Jobs Handler." ) );
retuzrn;

while( !bExit )
{
status = iotmi_JobsHandler_getJobDocument( &jobDocument, 30000 );

switch( status )

{
case JobsHandlerSuccess:
{
LogInfo( ( "Job document received." ) );
LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,
jobDocument.pJobId ) );
LogInfo( ( "Job document: %.*s", ( int )
jobDocument.jobDocumentLength, jobDocument.pJobDocument ) );

/* Process the job document */
iotmi_JobCurrentStatus_t jobStatus =

processOTA( &jobDocument );

iotmi_JobsHandler_updateJobStatus( jobDocument.pJoblId,
jobDocument. jobIdLength, jobStatus, NULL, @ );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

break;
}
case JobsHandlerTimeout:
{

LogInfo( ( "No job document available. Polling for job
document." ) );

iotmi_JobsHandler_pollJobDocument();
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break;

}

default:

{
LogError( ( "Failed to get job document." ) );
break;

}

while( iotmi_JobsHandler_getJobDocument( &jobDocument, @ ) ==
JobsHandlerSuccess )
{
/* Before stopping the Jobs Handler, process all the remaining jobs. */
LogInfo( ( "Job document received before stopping." ) );
LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,
jobDocument.pJobId ) );
LogInfo( ( "Job document: %.*s", ( int ) jobDocument.jobDocumentLength,
jobDocument.pJobDocument ) );

storeJobs( &jobDocument );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

iotmi_JobsHandler_stop();

LogInfo( ( "Job handler thread end." ) );

7. BEYHITRERAEN

REREME Linux RERAER  BENZSBEMNZRFR , MEEHER CMake HMAE
B R

a. BEZsBIHERER

EERBENITRARK BRI TSRS !

>cd <path-to-code-drop>
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# If you didn't generate cluster code earlier
>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)

>mkdir build
>cd build
>cmake ..
>cmake —build .

>./examples/iotmi_device_sample_camera/iotmi_device_sample_camera

REAEAR RTC THERZHIBNSFHRESNERRIMEFKM C-Functions, E#
THEE THEREZITR PRIRE,

TEERAEXNHEME L

===== Device initialization and WIFI provisioning

[2406832728] [MAIN][INFO] fleetProvisioningTemplateName: XXXXXXXXXXX
[2406832728] [MAIN][INFO] managedintegrationsEndpoint: XXXXXXXXX.account-prefix-
ats.iot.region.amazonaws.com

[2406832728][MAIN][INFO] pDeviceSerialNumber: XXXXXXXXXXXX

[2406832728]1 [MAINJ[INFO] universalProductCode:
[2406832728]1[MAIN][INFO] rootCertificatePath: XXXXXXXXX
[2406832728][MAIN][INFO] pClaimCertificatePath: XXXXXXXX

[2406832728][MAIN][INFO] pClaimKeyPath: XXXXXXXXXXXXXXXXX

XXXXXXXXXXXX

[2406832728]1 [MAIN][INFO] deviceInfo.serialNumber XXXXXXXXXXXX

[2406832728][MAIN][INFO] deviceInfo.universalProductCode XXXXXXXXXXXXXXX

[2406832728][PKCS11][INFO] PKCS #11 successfully initialized.

[2406832728][MAIN][INFO] ==

[2406832728][PKCS11][INFO]
through PKCS#11 interface
[2406832728][PKCS11][INFO]
[2406832728] [PKCS11][INFO]
[2406832728][PKCS11][INFO]
[2406832728] [PKCS11][INFO]
[2406832728][PKCS11][INFO]

[2406832728][MAIN][INFO] ==
[2025-01-02 01:43:11.404995144][iotmi_device_sdkLog][INFO] [2406832728]

[MQTT_AGENT][INFO]

=========== Start certificate provisioning

======== | pading Root CA and claim credentials

Writing certificate
Creating a 0x1 type
Writing certificate
Creating a 0x1 type
Creating a 0x3 type

into label
object.
into label
object.
object.

"Root Cert".

"Claim Cert".

====== Fleet-provisioning-by-Claim ========

[2025-01-02 01:43:11.405106991][iotmi_device_sdkLog][INFO] Establishing a TLS

session to XXXXXXXXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com
[2025-01-02 ©01:43:11.405119166][iotmi_device_sdkLog][INFO]

[2025-01-02 01:43:11.844812513][iotmi_device_sdkLog][INFO] [2406833168]

[MQTT_AGENT][INFO]
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[2025-01-02 01:43:11.
connected
[2025-01-02 01:43:11.
[2025-01-02 01:43:12.
[MQTT_AGENT][INFO]
[2025-01-02 01:43:12.
[2025-01-02 01:43:12.
[2025-01-02 01:43:12.
[MQTT_AGENT][INFO]
[2025-01-02 01:43:12.
clean session.
[2025-01-02 ©1:43:12.296484350][iotmi_device_sdkLog] [INFO]
[2025-01-02 01:43:13.171056119][iotmi_device_sdkLog][INFO]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:13.171082442][iotmi_device_sdkLog][INFO]
response from Fleet Provisioning CreateKeysAndCertificate
[2025-01-02 01:43:13.171092740][iotmi_device_sdkLog][INFO]
[2025-01-02 01:43:13.171122834][iotmi_device_sdkLog][INFO]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:13.171132400][iotmi_device_sdkLog][INFO]

844842576][iotmi_device_sdkLog] [INFO]

844852105][iotmi_device_sdkLog] [INFO]
296421687][iotmi_device_sdkLog][INFO]

296449663 [iotmi_device_sdkLog][INFO]
296458997][iotmi_device_sdkLog] [INFO]
296467793 [iotmi_device_sdkLog][INFO]

296476275][iotmi_device_sdkLog][INFO]

TLS session

[2406833620]

Session present: 0.

[2406833620]

MQTT connect with

[2406834494]

Received accepted
API.

[2406834494]

Received privatekey

and certificate with Id: XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

[2025-01-02 01:43:13.171141107][iotmi_device_sdkLog][INFO]
[2406834494][PKCS11][INFO] Creating a ©0x3 type object.

[2406834494][PKCS11][INFO] Writing certificate into label "Device Cert".

[2406834494][PKCS11][INFO] Creating a @x1 type object.
[2025-01-02 ©1:43:18.584615126][iotmi_device_sdkLog][INFO]
[FLEET_PROVISIONING][INFO]

[2025-01-02 ©01:43:18.584662031][iotmi_device_sdkLog][INFO]
response from Fleet Provisioning RegisterThing API.
[2025-01-02 ©01:43:18.584671912][iotmi_device_sdkLog][INFO]
[2025-01-02 01:43:19.100030237][iotmi_device_sdkLog][INFO]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:19.100061720][iotmi_device_sdkLog][INFO]
iteration 1 is successful.

[2025-01-02 01:43:19.100072401][iotmi_device_sdkLog][INFO]

[2406839908]

Received accepted

[2406840423]

Fleet-provisioning

[2406840423][MQTT][ERROR] MQTT Connection Disconnected Successfully

[2025-01-02 01:43:19.216938181][iotmi_device_sdkLog][INFO]
[MQTT_AGENT][INFO]

[2025-01-02 01:43:19.216963713][iotmi_device_sdkLog][INFO]
leaves thread loop for iotmiDev_MQTTAgentStop.
[2025-01-02 01:43:19.216973740][iotmi_device_sdkLog][INFO]

[2406840540]

MQTT agent thread

[2406840540] [MAIN][INFO] iotmiDev_MQTTAgentStop is called to break thread loop

function.

[2406840540] [MAIN][INFO] Successfully provision the device.
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b.

[2406840540] [MAIN][INFO] Client ID :
XXXXXXXXXKKXXKKXXXKEXKXXXKKXXKKXXXKXXXKXXXKXX

[2406840540] [MAIN][INFO] Managed thing ID : XXXXXXXXXXXXXXXXXXXXXXX
[2406840540] [MAIN][INFO] ======================== application loop

[2025-01-02 ©1:43:19.217094828][iotmi_device_sdkLog][INFO] [2406840540]
[MQTT_AGENT][INFO]

[2025-01-02 ©1:43:19.217124600][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com:8883
[2025-01-02 01:43:19.217138724][iotmi_device_sdkLog][INFO]
[2406840540][Cluster OnOFff]J[INFO] exampleOnOffInitCluster() for endpoint#l
[2406840540]1 [MAIN][INFO] Press Ctrl+C when you finish testing...
[2406840540][Cluster ActivatedCarbonFilterMonitoring][INFO]
exampleActivatedCarbonFilterMonitoringInitCluster() for endpoint#1l
[2406840540] [Cluster AirQuality][INFO] exampleAirQualityInitCluster() for
endpoint#1

[2406840540][Cluster CarbonDioxideConcentrationMeasurement][INFO]
exampleCarbonDioxideConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster FanControl][INFO] exampleFanControlInitCluster() for
endpoint#1

[2406840540] [Cluster HepaFilterMonitoring][INFO]
exampleHepaFilterMonitoringInitCluster() for endpoint#l
[2406840540][Cluster PmlConcentrationMeasurement][INFO]
examplePmlConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster Pm25ConcentrationMeasurement][INFO]
examplePm25ConcentrationMeasurementInitCluster() for endpoint#l
[2406840540] [Cluster TotalVolatileOrganicCompoundsConcentrationMeasurement]
[INFO]
exampleTotalVolatileOrganicCompoundsConcentrationMeasurementInitCluster() for
endpoint#1

[2025-01-02 ©01:43:19.648185488][iotmi_device_sdkLog][INFO] [2406840971]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.648211988][iotmi_device_sdkLog][INFO] TLS session
connected

[2025-01-02 ©01:43:19.648225583][iotmi_device_sdkLog] [INFO]

[2025-01-02 01:43:19.938281231][iotmi_device_sdkLog][INFO] [2406841261]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.938304799][iotmi_device_sdkLog][INFO] Session present: 0.
[2025-01-02 ©1:43:19.938317404][iotmi_device_sdkLog][INFO]

EEZRFLFERARER

EERBENIITRARK BRI TSRS !

BAKIKERE SDK 110



HWZEES AWS loT Device Management HEABEE

>cd <path-to-code-drop>

# If you didn't generate cluster code earlier

>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)
>mkdir build

>cd build

>cmake ..

>cmake --build .
>./examples/iotmi_device_dm_air_purifier/iotmi_device_dm_air_purifier_demo

REEHHEER 2 ERMNTIXEEENEREZRFLEREHFERE C-Functions :
ZRAMBRIBHIENERES
Vi BE
i #1 0 ERIFLER OnOff
) 2]
HEPA 52 iR B5 4%
X A By B B R B 42
Y #2 1 ERmERERR

Het

RmE
—SftRE R E
Formaldehyde $£H ERI &
Pm25 SEHERIE

Pm1 EFERE

ERMAR(LESREPERE

BHEURBEEHTEERAES  EETEANXERSE,
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AEHEREE SDK BHEE|BWEE

EIEREE SDK BREZENEET R, FRBTISER | BENEEERE AWS loT Device
Management,

THIBEEREE SDK

1. BIZEES AWS loT Device Management ERA LN EHAE, #ZEESTEA THEFRANKIE
F£iE SDKo

2. WBEMTAMR hHBHTAEERHEA  FENT A,

(® Note
RimE SDK SEEENFa LETRE. HMFa e bugERE , BEREBMH,

3. # SDK EMEBME (MER ) HEHTEE.
4. EATHRERRECHRERS
- AR
. BERRA &
. BERXE
. EERRAEGENE
5. ELBETAMKE (PAL) 23 , REETANERDEENKIL. DK
- AEERMIER
-k B
- BENE
. PAREER

1% PAL BHEEIEHWEE

1. EREVEREHTALNTEBEEERRUNNE S, flw , WREFEH FreeRTOS |, FBE B
Bé&&platform/freertos,

BHEEREE SDK T2


https://console.aws.amazon.com/iot/home#/managed-integrations/intro
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Example SDK B $##&#8

### <SDK_ROOT_FOLDER>
### CMakelLists.txt
### LICENSE.txt
### cmake

### commonDependencies
### components

### docs

### examples

### include

### 1ib

### platform

### test

### tools

HOoH HF O OH OH OHF O OH O H B

2. # POSIX 2EBFIER (.c M .h) #& posix ERIREHIFNEEE K. ELERR/EEEZEEN
B EIR At E A,
- BREREFNRECEREE
- PKCS#11 B1E
o WA ERHSE
- FEES
- RREFBBNEREHH
EGE- 3 L]
- RERNENERE
3. £ MBedTLS %7 Transport Layer Security (TLS) & 2 B &%,

- MRZCKBELE L SDK RAMRFHN MBedTLS kA |, FEEMARMH POSIX B,
- SEATEMN TLS ir4s , BAILAGER TCP/IP #BEF TLS HEMN Eimi.,

4., HLEBIEF AR MbedTLS #AAEEE K SDK platform/posix/mbedtls/mbedtls_config.h
E=R, BECHAMBLERE,

5. SDK 1338 coreMQTT EBEREE, Hit , E4AEBEFA THEBNBEREEHE

typedef struct TransportInterface
{

# PAL BAERBWEE 113
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TransportRecv_t recv;

TransportSend_t send;

NetworkContext_t * pNetworkContext;
} TransportInterface_t;

MEFHHER , 52 R FreeRTOS M5 EM Transport Interface 324,

6. (iBHA) BAREMMEA PCKS#11 APl REERFIRIE, corePKCS RIFFEISTER PKCSH11
B, ARRERG. RMERCETLEERRPEARENBRES , flINETTEAER
(TPM), FERRZLEHE (HSM) HEZETHR

- £ BEBEFEA Linux BREARETEAERNSENEH PKCS#11 BiEplatform/posix/
corePKCS11-mbedtls,

« £ BE PKCS#11 PAL layercommonDependencies/core_pkcsll/corePKCS11/source/
include/core_pkcsll.h,

- £ BE Linux BRX#Hplatform/posix/corePKCS11-mbedtls/source/
iotmi_pal_Pkcsll0Operations.co

- £ BEEREERNFENSHEAREplatform/include/iotmi_pal_Nvm.h,
- & BEEEREREEFRplatform/posix/source/iotmi_pal_Nvm.co

MM BBRY | FB0 FreeRTOS {5 & ISEH M BIE corePKCS 11 B,
7. # SDK BREREXEFETLNEERE -

- REEXEREUSREMERERBENTFRER
- HEIFTEMEMEENE ERER

I/\“;ﬁ:{aR\EIJ Eiﬁ
BALERRENEFRARKTAFRENERE, FRELAERBEMERIEENERLTTEK.

(@ Note
HMBRRECREENZ TEXEBAEXNK., SBFEAEXRASZ TFERBEESER.

1. £ hSHREHIEAERexamples/[device_type_sample],
2. #main.c ERERABWER , XY HEH AFIUBREEH main() BE.

AR AR EEE 114


https://www.freertos.org/Documentation/03-Libraries/03-FreeRTOS-core/06-Transport-Interface/01-Transport-interface
https://docs.aws.amazon.com/freertos/latest/portingguide/afr-porting-pkcs.html
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FMBABER

3. WMREUUKYREZEREEAER.

Bf &%

-]

- Mg A XENTEA
- Hitg B : HWTER

- K& C: BA API

fidk A @ XERYF A

THRER SDK XENFE A,

XE¥A
Fa e
Linux x86_64 x86_64
ZHHX Armv8 (AArch64)
AmebaD Armv8-M 32 T
ESP32S3 Xtensa LX7 32 {4t

Bifé% B : HMTEK

TRET SDK WEMER , 2 RAM 28, ERAMERBERE

MB # ROM %=/,
RAM %27
SDK Tt
fERIEE SDK & &

FEE% MQTT Agent @515

480 fuT4E (A

EERIR
Linux
Linux
FreeRTOS

FreeRTOS

i E SDK A5 FEMN 5 F 10

ZEER (EHMLTHER)

ARIE )

Y 8%
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SDK Mt ZEER (EHNNMTER )

FE5% MQTT Agent A5 320 LT ( AIERRE )

& C : A API
AHETBREBEN AP BISEE,

/* return code for data model related API */

enum iotmiDev_DMStatus

{
/* The operation succeeded */
iotmiDev_DMStatusOk = 0,
/* The operation failed without additional information */
iotmiDev_DMStatusFail = 1,
/* The operation has not been implemented yet. */
iotmiDev_DMStatusNotImplement = 2,
/* The operation is to create a resource, but the resource already exists. */
iotmiDev_DMStatusExist = 3,

/* The opaque type to represent a instance of device agent. */
struct iotmiDev_Agent;

/* The opaque type to represent an endpoint. */
struct iotmiDev_Endpoint;

/* A device agent should be created before calling other API */
struct iotmiDev_Agent* iotmiDev_create_agent();

/* Destroy the agent and free all occupied resources */
void iotmiDev_destroy_agent(struct iotmiDev_Agent *agent);

/* Add an endpoint, which starts with empty capabilities */
struct iotmiDev_Endpoint* iotmiDev_addEndpoint(struct iotmiDev_Agent *handle, uintl6
id, const char *name);

/* Test all clusters registered within an endpoint.
Note: this API might exist only for early drop. */
void iotmiDev_testEndpoint(struct iotmiDev_Endpoint *endpoint);

& C : B API 116
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1 BE 238 7 h TE 45 TE RY FP T ERRE 2

/A Important
BEREHNXANRAGRBAFN KBNS EEE, ©TEES SDK N —H5 RHIHGEE,

BAMESENFNEBREFREREN G EHEEEHNWEEEARB, AWS loT Smart Home Hub SDK
PEEMANMEERF THEBEFERATREKRKEERTD,

R REEHT IR,

- BBRHE-EERN APIs , T ERE EEBA G EHEFHRAPIs,
- REFITRIRESR. SHTIEENERNRNERBHTEE,
- BAHERENERRZENME | HlI0 Zigbee Cluster Library (ZCL) #1 BLE #31&.

R ERERE

THHNERENRRE Zigbee PN EEALEE, Z-Wave SEHMBAHEN RN EREREHLELL,

BABERENFNRKEE=HEETH,

« ACS Zigbee DPK : Zigbee Device Porting Kit (DPK) ARZ M ERERNELRANHR , KME
HuEgt, EXL ETLEAEEKRE (HAL) , CREFZRNES APIsLUIREIRE T ERKEN
Zigbee MR E W B 2B, Zighee P EB B ZE MM Silicon Labs Zigbee AR #EH DPK
API E1E,

« ACS Zigbee fR# : Zigbee R MABZRHBERNHIT. ©2E API BEER , AEB IPC BER
BFEIRERAERIEMH API I, AIPC B4 Zigbee EiEZ2E M Zigbee R 2 B IPC BE, TR
Hibzhge  FlOERKEEIRL/ELHS. % HAL BEEH , LUREH ACS Event Manager #17
EHEEM/EMm,

« ACS Zigbee #1%285 : Zighee BiZREEARAEFAITHWERNE (ZHEBERT , EAEXR
CDMB #\#1E= ) . Zigbee EiEZES{2t —#H APIs , £ CDMB/Provisioner BB ENBEREAS
WEARXER  UERFRIREENE L EA.
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End-to-end R N B S AR IZE 5

LAR 2i#iB Zigbee F BB S RZE A,

LT RBIB Z-Wave RN EBHN G T RZEH.

BABERSENFNTEREENHES

AEEEfEEIotManagedIntegrationsDeviceSDK-Middleware EFR B E T4 ER B ERE
BEHA. UTRURBTFERERREEBNEH,

./IotManagedIntegrationsDeviceSDK-Middleware
|- greengrass

|- example-iot-ace-dpk

|- example-iot-ace-general

|- example-iot-ace-project

|- example-iot-ace-z3-gateway

|- example-iot-ace-zware

|- example-iot-ace-zwave-mw

£
* Zigbee PN EBEXGHES
« Z-Wave PN EERENBHES

Zigbee P BRI IBESE

AT #R Zigbee Z2EHR N EBBREXRHEM.
FE

* ACS Zigbee DPK

« Silicon Labs Zigbee SDK

« ACS Zigbee BR#%
+ ACS Zigbee HE #2285

End-to-end R M BB S D TRIZEHI 118
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ACS Zigbee DPK

Zigbee DPK MIFEX BB A IotManagedIntegrationsDeviceSDK-Middleware/telus-iot-

ace-dpk/telus/dpk/ace_hal/zighee ER KR,

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

|- common

|- |- fxnDbusClient
|- |- include

|- kvs

|- log

|— wifi

|- |- include

|- |- src

|- |- wifid

|- |- fxnwifiClient

|- |- include
|- zibgee

|- |- include

|- |- src

|- |- zigbeed

|- |- ember
|- |- include
|- zwave

|- |- include

|- |- src

|- |- zwaved

|- |- fxnZwaveClient

|- |- include
|- |- zware

Silicon Labs Zigbee SDK

Silicon Labs BI& E4 &8 /R IotManagedIntegrationsDeviceSDK-Middleware/example-
iot-ace-z3-gateway ERIHE A, It ACS Zigbee DPK B B & ¥f1tt Silicon Labs BIEEHEE,

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zz3-gateway/

|- autogen

|- config

|- gecko_sdk_4.3.2
|— |- platform
|- |- protocol

Zigbee PN EBRENHES
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|- |— util

ACS Zigbee BRI

Zigbee Service WM IotManagedIntegrationsDeviceSDK-Middleware/example-
iot-ace-general/middleware/zigbee/ ERI®A, WMEMN srcH includeFERIKRITEER
ACS Zigbee FRIZHEBRIFTRIE SR,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
src/

|- zb_alloc.c

|- zb_callbacks.c

|- zb_database.c

|- zb_discovery.c

|- zb_log.c

|- zb_main.c

|- zb_region_info.c

|- zb_server.c

|- zb_svc.c

|- zb_svc_pwr.c

|- zb_timer.c

|- zb_util.c

|- zb_zdo.c

|- zb_zts.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
include/

|- init.zigbeeservice.rc
|- zb_ace_log_uml.h

|- zb_alloc.h

|- zb_callbacks.h

|- zb_client_aipc.h

|- zb_client_event_handler.h
|- zb_database.h

|- zb_discovery.h

|- zb_log.h

|- zb_region_info.h

|- zb_server.h

|- zb_svc.h

|- zb_svc_pwr.h

|- zb_timer.h

|- zb_util.h

|- zb_zdo.h

Zigbee AN ERBERE X IHEB 120
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|- zb_zts.h

ACS Zigbee #1285

ACS Zigbee EZMERNB R IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-general/middleware/zigbee/api ERIRRK, LMV EN
srcHMl include FERIREEEE ACS Zigbee EiZREXEHBNFIEESR,

TIotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/src/

|- zb_client_aipc.c

|- zb_client_api.c

|- zb_client_event_handler.c

|- zb_client_zcl.c
TIotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/include/

|- ace

|- |- zb_adapter.h

|- |- zb_command.h

|— |- zb_network.h

|- |- zb_types.h

|— |- zb_zcl.h

|- |- zb_zcl_cmd.h

|— |- zb_zcl_color_control.h

|- |- zb_zcl_hvac.h

|- |- zb_zcl_id.h

|- |- zb_zcl_identify.h

|- |- zb_zcl_level.h

|- |- zb_zcl_measure_and_sensing.h
|- |- zb_zcl_onoff.h

|- |- zb_zcl_power.h

Z-Wave H I B BENHHERS

AT EER Z-wave BE RN BBREXBHES.
F&E

« ACS Z-Wave DPK

« Silicon Labs ZWare # Zip Gateway

« ACS Z-Wave R#§
« ACS Z-Wave HE#z88

Z-Wave RN EBREXBEB 121
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ACS Z-Wave DPK

Z-Wave DPK fR2XBF L IotManagedIntegrationsDeviceSDK-Middleware/example-

iot-ace-dpk/example/dpk/ace_hal/zwave ER KA,

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

|- common

|- |- fxnDbusClient
|- |- include

|- kvs

|- log

|— wifi

|- |- include

|- |- src

|- |- wifid

|- |- fxnwifiClient

|- |- include
|- zibgee

|- |- include

|- |- src

|- |- zigbeed

|- |- ember
|- |- include
|- zwave

|- |- include

|- |- src

|- |- zwaved

|- |- fxnZwaveClient

|- |- include
|- |- zware

Silicon Labs ZWare # Zip Gateway

Silicon BEZE ZWare M Zip Gateway HFEXIFR IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-z3-gateway ERIHR A, bt ACS Z-Wave DPK [& 2 &%t Z-Wave

C-APIsHl Zip FEE .

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-z3-gateway/

|- autogen

|- config

|- gecko_sdk_4.3.2
|- |- platform

Z-Wave RN EBREXBEB
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|- |- protocol
|— [— util

ACS Z-Wave BR#&

Z-Wave Service FWRERIE A IoTmanagedintegrationsMiddlewares/telus-iot-ace-

zwave-mw/ ERIRA, EH srcf include ERIKR IS E ACS Z-Wave RIEHBHFIEER.,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/src/
|- zwave_mgr.c

|- zwave_mgr_cc.c

|- zwave_mgr_ipc_aipc.c

|- zwave_svc.c

|- zwave_svc_dispatcher.c

|- zwave_svc_hsm.c

|- zwave_svc_ipc_aipc.c

|- zwave_svc_main.c

|- zwave_svc_publish.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/include/
|- ace

|- |- zwave_common_cc.h

|- |- zwave_common_cc_battery.h

|- |- zwave_common_cc_doorlock.h
|- |- zwave_common_cc_firmware.h
|— |- zwave_common_cc_meter.h

|- |- zwave_common_cc_notification.h
|— |- zwave_common_cc_sensor.h

|- |- zwave_common_cc_switch.h

|— |- zwave_common_cc_thermostat.h
|- |- zwave_common_cc_version.h

|— |- zwave_common_types.h

|- |- zwave_mgr.h

|- |- zwave_mgr_cc.h

|- zwave_log.h

|- zwave_mgr_internal.h

|- zwave_mgr_ipc.h

|- zwave_svc_hsm.h

|- zwave_svc_internal.h

|- zwave_utils.h

Z-Wave RN EBREXBEB 123
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ACS Z-Wave #1288

ACS Zigbee EiZ25 NI A IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-zwave-mw/cli/ BRKA, WMEMN srcH include EEK
BEEL ACS Z-Wave BiEBREXERBANFIEER,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/cli/
|- include
|- |- zwave_cli.h

|- |- zwave_cli.yaml

|- |- zwave_cli_cc.c

|- |- zwave_cli_event_monitor.c
|- |- zwave_cli_main.c

|- |- zwave_cli_net.c

ASRIE SDK WA TR0 B A 2 M 48
THEHRN BB L0 NBRBES,

FiE
- XEBWEH (DPK) API S
- SZEENEXBES

HEBMEEMH (DPK) API S

HEBAE[R AR SDK B8 , PR DPK (REBHEEN ) BERHEFEE API N H,
RERSREAERR ODMs FERIBZH 10T Hub EERH Zigbee/Z-wave/Wi-Fi & F 4 Z B H B 7S
SDK BFIEL APIs,

SERENEXBAL

BRT RN EBEB S, PR E M Device SDK sttt , HIBIZERES Device Agent MBHERREFIER
(CDMB) #RAILAEA |, |MBEETEMAESR , MARFTEERE.

RARENEERLUERR Zigbee M Z-Wave B Silicon Labs R EHAER, MERNHREHEE
#9 Silicon Labs SDK X E#HHEFHFEHM Z-Wave # Zigbee @548 , BIT LAE R ETEMISHAIER
THEASZHFNEHE, CREEXIXFEEFNHRE , AR ULEFHFNHELHT,

BH SDK BAM RN 124
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B LAE R E Zigbee B9 DPK ( £EBHEEMH ) APIsacehal_zigbee.c , B DPK APIStVZZ &
EZER zigbee ERIR A,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

zigbee/

|- CMakelLists.txt

|- include

|— |- zigbee_log.h

|- src

|- |- acehal_zigbee.c
|- zigbeed

|- |- CMakelLists.txt
|- |- ember

|- |- |- ace_ember_common.c

|- |- |- ace_ember_ctrl.c

|- |- |- ace_ember_hal_callbacks.c
|- |- |- ace_ember_network_creator.c
|- |- |- ace_ember_power_settings.c
|- |- |- ace_ember_zts.c

|- |- include

|- |- |- zbd_api.h

|- |- |- zbd_callbacks.h

|- |- |- zbd_common.h

|- |- |- zbd_network_creator.h

|- |- |- zbd_power_settings.h

|- |- |- zbd_zts.h

BAR Z-Wave APIs DPK AP| AT#£ #1# % , acehal_zwave.cH DPK APIs WZZB#EEER
zwaved ERIR A,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/
zwave/

|- CMakelLists.txt

|- include

|- |- zwave_log.h

|- src

|- |- acehal_zwave.c
|- zwaved

|- |- CMakelLists.txt
|— |- fxnZwaveClient

|— |- |- zwave_client.c
|— |- |- zwave_client.h
|- |- include
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|- |- |- zwaved_cc_intf_api.h

|- |- |- zwaved_common_utils.h

|- |- |- zwaved_ctrl_api.h

|- |- zware

|- |- |- ace_zware_cc_intf.c

= |- |- ace_zware_common_utils.c
|- |- |- ace_zware_ctrl.c

= |- |- ace_zware_debug.c

|- |- |- ace_zware_debug.h

|- |- |- ace_zware_internal.h

HAEBTERE SDK B DPK B2 E , fUAERAMNENSEEE,
T EB B SDK :

1. 5 B TR RS SDK X RREFEFHIFTEE SDK.
2. BIBFME SDK BEP N ERE DPK ( BEBEEMH ) APIs,

FETIIMRER , TEXE

BERFAEABER
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NWEEESHHNZ LM AWS loT Device Management

MERZEME AWS RESEEIEF. 58 AWS BF |, BaUZHSRNERPOMBIREE , ELRE
B/ TRERESHBEBHNEIRMAEE,

Z2R AWS B cENHERE, HESEREREHRAZRNZEMNERPHRSM

- Bl E2M - AWS B EREHE HHIT AWS BRBHERRIE AWS B, AWS B BERHU TR
EANERE. ERAWS ERFEN -8B  E=ZFRRASSERARANREBRMALZENEN
. BETHERANZIERSNEHRE A F2HEAWS SRFEI REEE.

- ERNEEMN - BNEFTEORRNEER AWS HERE, G4 AHHMRNEEE K SFERNER
., BRRANERNMBREENER.

RNHAGHBETRNAEER SERSREALREEER, THETERANMTRE ZSEESURF
BENZ2RERBEE. L THMNTEAREM AWS BRERGE EEZNREZERSER.

i

*

g

EESTWERRE
EENG s NEFHEE
EENERBE
BEhHEY

T

T

KE|MH (MR (KR

il

ZEESTHERRE

AWS HESFEBAN SEESHHNWERIRE AWS loT Device Management, R RFTR |
AWS ESREHITE B 2IREBRE AWS Eif, CASHERLERNRELTEABTNREE,
FUERAEMER AWS R HEZLEBNEETE., IEENBLENFRET K F2RERE
AEEREES, NEEHRBNERRENEREN , F2E AWS REMIER LW AWS HEWE
FER M GDPR HEENE,

ERERREEYN , RAEBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5§ AWS
Identity and Access Management (IAM) B EEBIERE, wtt—R , SECHAEHASESRETHK
HEKPAENRT. RftERERATIANREER

- BERFHEERSEEZRRRE (MFA),

ERRE —


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

. {EF BE API F{EAEEEE 8 AWS CloudTrail, INEARERA CloudTrail 1BMH#EEL AWS SEEIH
EEA , FE2BAWS CloudTrail € fEA&ER) HHER CloudTrail B,

- EF AWS MEBEMRAR , UREPHPFAEERZEES AWS R,
- FRERNZERLRE (B0 Amazon Macie) , HBIREMREFEE Amazon S3 HWEUBE R,

- MRBE AWS BBHGTHIREIM APl FEH BEE FIPS 140-3 BN R ER=ZEHR , F56EH FIPS
w3, MEHE FIPS M FIPS inBMEZHEEN , im2EAB P EARIEZZE (FIPS) 140-3,

BaZIERCEETEREFNE T B SRERBRER , REEZED BHERNM X FHMA
F, flinE BN, ESEELER HZEES AWS loT Device Management , SifEF XA, API
AWS CLIZ, AWS SDKsHI E fth AWS IR k. ZBEZBR B BEN X F MO8 A B EE R & 48
ARFTESRDE B, NREREMAITRREEN URL , RIFEZIEBRFB D ERE LY A RESE RN
URL FE3ERHEEA.

REESHFRENNER

B S ERA TR AWS loT Device Management RN |, MUEANESRAEBCHHBESE
mESREMEEL  TARRESERATFNBBEN

EFSESM (CMK)

ZERAXECRAUBEFZESR  LULEY, BENEEELER, BT EHEL KMS
TR BREVANHBESREE, IAMBENRT. RANEAELERE. BRERBREZFTHR,
MERR, EY2E KMS £|RHEIE , URIEE KMS &RHAMBR.

AWS R £58

RIEFER , SERCSHAELESRADNFHBREFEN. SELeR, EEARKACALN, &
T RERNEMHERBEFTMEARFRENZENN SR, KARNBFEES , APRBRERER
REBMSRNEEFBENERNE. B  HUELEERSBRNZSRENERERNZLERARE
o

EANFERMBEERE AWS BENER, NE , ENNESRER API B

PutDefaultEncryptionConfiguration,

WME AWS KMS MEZ SRV FMET , F2/E AWS KMS £48.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://amazonaws.com/https://docs.aws.amazon.com/iot/latest/apireference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
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AWS KMS SEEZSH A&

ZERCESREAGHMERNENEZMAEEFES. EERENMZSEMEENMANFTER , XEH
ERSREEETNER. 2 K BASKESRNNFBERENFZARNBRELFERNRRERSR.

EEHMESR , JERBENNSRSRRNZRE TR  ELERAFKENSRNIREEE
B, ARFHRENSRERENFANSEERMNE , RLETURRERENSBNNBENRANFE
BEREARNNVE, BRTHARNZNEZERNSRNBEER I, keyring HERAREE, MEM

(® Note

AWS Database Encryption SDK B A Fin MZBERMEHME., W0FE AWS EREMNE
SDK MYE¥HHER , F2RTER AWS ERENE SDK ?

MEESHMNE, EREB. TESB/I keyring WEHE , FSBEINE, EXeiE, FESHEM
Keyringo

ZERSER RBEREFZESRANRTIAFIRE

- {#HiADescribeKeyiERE AWS KMS |, UHERERREN SBRIFRENEBESFZIE LM D,

- #GenerateDataKeyWithoutPlaintextFEREIEZE AWSKMS , LELAHEFZESRMEN
ERL®,

« #ReEncrypt*@EREIXZE AWSKMS , UEBEFZESREMMBER S,

« #DecryptFEREZEE AWSKMS |, IEBEFZESBRMATER,

EAMBS WM G ER

ZERCEANZSRRANFBEFRNSEEREE, THEESR T ERANFERETHEMEN
BEREE

- ERHER (C2C) BEABEMH , fINERERRNMEEREER

« E¥managedThing{RERBEKEN , UARIEREREFEDRENRERLIE, NFRENEKE
RERNFEEN  F2HE EEN KB,

. SEBASBALEERENSEFED. NESERLBANHMET BN RESERLE
a1,
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https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-cryptography.html#enveloping
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/concepts.html#data-key
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/concepts.html#wrapping-key
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/concepts.html#keyring-concept
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- BREAENEASSEBBIER PI), SINRESREER. REFKE. KKERAEER. RE
B FFFIZEE Amazon Resource Name (arn).

SEESWMME hEHESBEBER AWS KMS

HROXER|BBRNERS WY  SERSTESRERTREAECNNE SR, SRBEENEARR
WmE

« URARAAREREM AWS ZFRAEANEZR.

NFEAREESERSPNFERFIEN SWRBEREM |

3
N
=
o3
<t
=
B
&
5

(@ Note

HN AWS AN TR, TEESRBE , BA AWS HEENSRER %5 AWS |, MASE
Erfl, EEYEAT, BIRER  ZEEBSSMEMA AWS %ﬁﬁﬂﬁ%ﬁﬁﬁﬂmzﬁﬂﬁﬁiﬁgﬁ
&¥l,

BRT EASMBUERRER AWS KMS SIREEMBMER N , SERSHEER IAM BER. WF IAM
BENFRER , 528 PHBERHETA AWS Identity and Access Management,

BIUMELH

I&ELAE A AWS Management Console 5 AWS KMS APISIE I IR &8
BUMBREH

F5EE < AWS Key Management Service Bz A E#8/) FHETL KMS £ S EE,
SWMBUR

EIMBERRIR 2 HE AWS KMS RNV FE. S8 AWS KMS £ A28 —ESREX, ZER
HEREREWE AWS TRALMERAER  URMAFHTAMNMAERER. WEER AWS KMS SR
EREAEERESREDNEANFHRENR , F2REABEEEF,

LTREVMBERREAWES , THREE FFMZ AWS KMS &RHNFIANAE AWS 1kRF |, LU#

TRERS

{
"Statement" : [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/access-glossary.html#security_iam_access-manage
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{
"Sid" : "Allow access to principals authorized to use managed integrations",
"Effect" : "Allow",
"Principal” : {
//Note: Both role and user are acceptable.
"AWS": "arn:aws:iam::111122223333:user/username",
"AWS": "arn:aws:iam::111122223333:role/roleName"
I
"Action" : [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncrypt*"
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {

"StringEquals" : {

"kms:ViaService" : "iotmanagedintegrations.amazonaws.com"

},
"ForAnyValue:StringEquals": {

"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"

iy
"ArnLike": {
"aws:SourceArn": [

"arn:aws:iotmanagedintegrations:<region>:

<managedThingId>",

"arn:aws:iotmanagedintegrations:<region>:

<credentiallLockerId>",

"arn:aws:iotmanagedintegrations:<region>:

<provisioningProfileId>",

"arn:aws:iotmanagedintegrations:<region>:
]
}
}
1,
{
"Sid" : "Allow access to principals authorized
async flow",
"Effect" : "Allow",
"Principal" : {
"Service": "iotmanagedintegrations.amazonaws
},
"Action" : [

"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",

.com

<accountId>:

<accountId>:

<accountId>:

<accountId>:

managed-thing/

credential-locker/

provisioning-profile/

ota-task/<otaTaskId>"

to use managed integrations for
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"kms:ReEncrypt*"
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"ForAnyValue:StringEquals": {
"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotmanagedintegrations:<region>:<accountId>:managed-thing/
<managedThingId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:credential-locker/
<credentiallLockerId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:provisioning-profile/
<provisioningProfileId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:ota-task/<otaTaskId>"

]
}
}
I
{
"Sid" : "Allow access to principals authorized to use managed integrations for
describe key",
"Effect" : "Allow",
"Principal" : {
"AWS": "arn:aws:iam::111122223333:user/username"
},
"Action" : [
"kms:DescribeKey",
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "iotmanagedintegrations.amazonaws.com"
}
}
},
{
"Sid": "Allow access for key administrators",

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"
iy

"Action" : [
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"kms:*"

1,

"Resource": "*"

NECREFRENFAES  FSREBELE,
EHNEZERE

BERENNFEENIRENEEIERSNERNZEEEHER. ERRVER SEESMA
i, RSRAOGERNFAR. SNBEEKRER AWS AN SRIEVEBCH AWS KMS &
R

AWS Management Console

EEEH P MZERE AWS Management Console , BB AWS loT REEEH , REREER
Managed Integration for Unified Control > Settings > Encryption, fEMZREREF , B LUEIBIREL
1 AWS KMS Si8REFMMBERE , UREMBEHANNZRE, BEBIMBRE (ER) SLEEERE
B AWS KMS €8  SiEBALUBIEET AWSKVS €8 REBEVEHCHEFRZE S8,

APl 55

EME APISAREESEESH AWS KMS £ INZ/ERE
PutDefaultEncryptionConfiuration# GetDefaultEncryptionConfiguration,

EEEHERMBFERE | FEFFW PutDefaultEncryptionConfiuration. E WEHAE
#FAPutDefaultEncryptionConfiuration , 52/ PutDefaultEncryptionConfiurations

EEMRTARMFERE | WY GetDefaultEncryptionConfiguration, WME WEFMAE
#GetDefaultEncryptionConfiguration , 52 GetDefaultEncryptionConfigurations

ZEBAENE T NMERER

AWS Identity and Access Management (IAM) 2 —%& AWS BR¥E , AT HBIEE B R e i H¥ AWS
BERNER. IAM EESAEGI#IUNETESRE (BA) ARE (EEHT)  UEAZEES
B, IAM BETUREFER AWS BRI 19 -

ES-
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https://docs.aws.amazon.com/kms/latest/developerguide/key-store-overview.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDefaultEncryptionConfiguration.html

#ISEEA AWS loT Device Management EEIN=ES)
- BE¥R

- EASSRE

- EABRKEZFIE

- AWS ZEEEH SEHX

- ZEESWIE IAM FEEFEH
- RERSHN S0 B BEES
HRERSH D MEIETHRERDE

A
- FARBERACETSERS

BHREHR

AWS Identity and Access Management (IAM) IERA AR EEFTRE , BURREEZERSFAIEHN
T4,

BBERE - MREER SERSRBERAITES  ENEEESSALRHAMENBEAERNET,
EREAESIERSYRERATIHFR , EURFERANGT, THEFIFFUTNEES A THEIE
EEESFREBNFTT, MREELIFNMZERSTNIDE  F2E UZEES G DN FEUETH

[ERH.

REEEE - NMRELEENATNIERSER , AR ESERANTREEE, ZNEERY
BREFERAEEEENSIERSIIENER. EE , SXFEBBERERBEN IAMEEE , REERL
REERENTT, RELEELNET , TH IAMBNERES, TEE—$ THRENFNAEE 2
EESFER IAM , F2H SEESWTE IAM #BEER.

IAM BEHEE - IRER AM EEE , ERETHABIRUEESERSFIRENFMER. BER
BIETTIE IAM RERANEFISERS I EBER  F2H ZEESN S BBEEN,

e M & 2 B

BErRFEEAWS FHEDBRIEEAMNAR. BSHELL 59 AWSIRFERERE. IAIMERES D
ST IAM BES D ETEEE ( BEA AWS).

O LERERE P RREENER  UBESED AWS BB EDEDEA . AWS IAM Identity
Center (IAM Identity Center) £ #&. BRBNE—BZASDEBE , LIREH Google = Facebook &
AEHR  HMEBMSEOINES, GLUBMEEIEAN  LZNEEELNCREEH IAM AENHE S
D, BRERBE AWS BoFH B, feaBEEEae,
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BRIBEEIWFEREER | & LL% A AWS Management Console 5, AWS ZERA O#8L, MEZEA
HEFEER AWS |, FZ2RBAWS B A ( £AEERE) FHmmEAEHN AWS 1RFE

MRELLAWS BREFAFREFER , AWS SRREKBFEBEEH (SDK) MaxwFI5RE (CLI) , SAEA
BB AERURERESNBZBLENFER. IRETEAAWS ITE |, X EBTHERER. 0F
FAERBNAFERTEZIFRNFREA , F28 (AM FAEER) FHEAR APl FFRHAWS
Signature 2 4 fRo

EREERAMNES P RES L , AU EERHEANZTSHERA. i, AWS BEEHEHAZE
B (MFA) RIZEIRFNZ M. MEFEZENR , F2H (AWS IAM Identity Center fER & EFE)
WZEEBZREFN (AM EHAEIER) I IAM FHAWS ZEEEEH,

AWS IEF RERE

EREY B AWSIRF , fER—EEASDOHRE , XD EBIRFRAMAE AWS R M ERATE

TFEUE, tb&2A AWS IRF Theroot fEFA#E , IEBERAGAREMIRFNE FEF i MBRHE
ARFE, MAEZBEFCBEUREAEZREREER. RECHREAERRE | WSHARIAITRREH
BEAENITHES, NFELEBNZREEBE , THFEUREAEZANTS , F268 IAM EAE

EETNEEREAERENER,

BEeD

REBKRE , ERAEERE CEFECEESFIENERE £/ BS 5o REE AWS B X
{5 P B B B R SR AF N

BEGsRREELNLEFHEBK. Web B0 REMHE. AWS Directory Service, &% 0B &R{F
AIERER S 2 RRZHENEFE AWS i FRNERAE, EBES IS EIR AWSIRF , eMgRE
At MAGEREERERZEAER.

HREFXEREEE , RAEZREMEA AWS IAM Identity Center, AT ELIE IAM Identity Center #
BAUMGHENEE  CUNERYRSIEECHE S RRPHN—HEFERAE AWS 1RFE MEHE , UE
EE MERAEXFFEA, WE IAM Identity Center BIEHAE T , 55289 AWS IAM Identity Center

FEHAEEEPHTER IAM Identity Center ? o

IAM fi£ i & M A48

IAM EAER PHE D AWS tkRF , EAE-ASSEBARXNEEN . ERERURKERNEE
&, MARERELRYBRE PINEBNEFNEER) 09 IAM EAE, ERURBECARIIZENRER
REBEN AM £AE  ERECHPAENSR. NFEZEN , F2E AV FAEEETHATER
HBENERARIERRBRTFMER.
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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IAM ZHER —BIEE IAM BAEEENE D . BEIUFESHDEE, EUUEARER-RAZS
BEAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BALBEE—ERA
IAMAdmins HYEFE , Wis FEEHEERE IAM BRI,

ERERARTE, FHERGRE-ASHEAENZLRE K EACHNENREHEAFTEENA
BHE. ERERFXKANKREER K BACEREGRER. WFEZEHN , F2H (AM E£RE
R PR IAM EAERNER RS

IAM &

IAM AR FEEESENT AWSIRE B2, BELUIAM A%  ETESENASHER, 22
FFE HIEE IAM £ AWS Management Console , BRI A MRERAETIRE IAM A/ ( A ),
B LUEB AL AWS CLI 2 AWS APl B EEA B URL RigEAC, NEFERAABNEEFHE
#, Bm2E (AM EAEER) PHRBEACH S E,

EAREREN IAM BBETIERLPIEEER

- BMESPEREFN — UEMBES DR, FELAR  YRABGERTT. EBSESHE
TEORER  XEI/SHACEYRN  YERRTHAGERNIT. IFEEHSACNHEEE
A, B2H (AM EAEERE) PHAE=F S RMUE (HE) BUAR, WREMEA IAM Identity
Center , BIZEEREHN TR, ARFSIRFEUTUFTIHIAZR , IAM Identity Center #45F 7] 52 EE
IAM R B EEEEE. WFEBEEFFIENEN , 5528 AWS IAM Identity Center £/ & EE PRI

EE
- R IAM EREFT - IAM ERAERA BT LEE IAM A REKHEFEEHRATEEFT.

- BIRFEIE : BAUER IAM B8 | RAFTERIRFFHEA (FENERE) FRERFHER.
ABERRTERFEFIENEELSN. T8 , HREL AWS ¥ , LA UEZEBREZIER
(MTAREABEUMANRE ), NFTHERAAGNERERRETEIRFEFNCENEZE K F2H
(IAM EREER) T8 1AM FHEIRF EIRFEG

- BREFE - B AWS R EAEM PEITHEE AWS RIS, Bl , EEERE P ETIEULE,
ZRIEBEEEE Amazon EC2 h#{TEEAR X AW 4T Amazon Simple Storage Service
(Amazon S3) 1, RETREEFEAFWUERNFTR. FARKEACKERAREELACKHITIE
%,

- BEAEIRI/ERE (FAS) - B4R IAM ERESXACTEHPHITEER AWS |, BHEERER
Ao FRARLERKR LU TEEESE , EMETEDREPHRES —EEE. FAS FHF
W MEFEAFTT AWS IR , &6 AWS R S RE TEREREFER. REERBKREIZEEE
Hith AWS B = EREEBFRETRMNFERE , TERE FASHER, BERERT , EXEEEH
TIEMEEREMNETA. MERE FAS B RENBIRFMENR , F28 (BRENTERE) .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html

HWZEES AWS loT Device Management HEABEE

- B¥Ae - RESERRBEEIN AM £€ , IRREMTBHE. IAM EES TR IAM RE
M. BRNMEBRREAE. NFEFMAES  F2HE (AM EREER) PHEIAGBUEIRTA
B AWS R,

- BBERAC - BRERACGRE—EERE NREAGEE AWS R, RETURBEAREH
TERENAE, REEEACSHRESN P AWSIRFE | YHREHES. IAM EEE T UR
B, BETeERERBERABNET,

« £ Amazon EC2 L #IITHERRER - B LUFER IAM SEREEE EC2 MTEB LT EARE
RNWEREEAER , URIEH AWS CLI 5 AWS API 553K, E2 EC2 #I{TERAREERSE
WBEFAR. EEK AWS SEIERGE EC2 #B1TER , YHREMGEMBEERARER , B UEL
EEFHTEENSTERBERE, STERREETSHAE , XA AZEEC2 #H1TER LHITH
BEXANMSHRERE. NEFHAENR , BF28 (AM FAEER) PHNEA IAM BEREFEFES
Amazon EC2 #{TEB LHITHEAER.

ERABREEFHE

FAILUEB R BUR WA HIERED &5 RNER AWS REZH AWS FFE. BXRRZ P04 , E6E
BEOREFREVEBE , AWS EERHNFT., EEZFA (£AE. REREI/CTHERE ) B
ARE, & AWS FHMEELEE, BERPHATTRERB AMHIEBFER. KSBBEFL JSON X
 AWS WIERFRE . WF JSON BRXHEBNARNFMEN , F28 AM EHEERTH
JSON BB

EESWLER AWS JSON BURRIEEH T AFHAR, twpEaR , BMEEREERE T o8
FEER#TURLE B

HERERT , ERENACREHNT. BERTEAEBEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE.

IAM BURERZBENTA , BREGERTES EZRBTRE, Hl0, BRREF—EAF
iam:GetRole BIERMIBER., EEEBURKMEAE A LA AWS Management Console AWS CLI,
AWS API RBABE .

SRR
B BEBERLMMNEIS S (Bl IAM ERE, EAEFRERAE) B JSON FFABEXH. ELK

RS D EMERG TRRYBLEFRATHLEDE, NFTHROMEYSSBEEK |, F26H (AM
EAEER) PHEEBEFEREBREZ B IAM A,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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BOBEBRATE-SOERARBRIAZERR, ARBRESEZARINE—FEHE, FEIEE,
RERREBUMNEEK , BUNERD PHSECRE,. HENAE AWS 1RF, XEBRESE AWS
ZERRNEFZERR, NFTHINMEIERRRARBEKR 2ERE 720 (AM EHEE
) THEXEBRMABRBEBERE,

BEREHR

BEREBRREZIERA JSON BERX . EREBRNRE REHIR IAM ASEEEEN
Amazon S3 fEFITEBR. EXEEREBRXNEBHS , RBEEESTUEACMAREFHBEER
MFEER. BRMIIBERNER , BREEREEN TR TUNRERATHEEAREMERET
BITHEMF, BXREEREBRTEELZR. ZEXATNESRFE, £RHE, A6, BESEIERE
2 AWS BR7.

ERABKRURZBBTORBBE, CEIEERERENEARE IAM B AWS SEREK,
FHURFIFE (ACL)

FEUZHIEE (ACL) ATEFIBL X (RFKE, FRAENAC) HEFIEERNFFT, ACL EHR
ERAPCR , BEMTEM JSON BERXHFER.

Amazon S3 AWS WAF#] Amazon VPC 3% ACLs WWERIE &, MMEH#—F 7#E ACL , 52 E
Amazon Simple Storage Service BiZ A Bi5EH AN FEUZRHIEE (ACL) #E#,

HtBeREE
AWS X RHMBAERNBRESE, EERRBETRERE RBRREER FENGKKFFT.

o

- FAURR-FUHEER —EEMRIIE  IHEERES S EBEKERT IAMER (IAM EHERAR)

WERATA,. BUUABERETTRR. MELENTITERERNS 5 BBEEMEFF T RRHR

o BT Principal P EEEAESLACNEREBKITEZ R TRRRS, PAIEEERK
RPN AREEHEBEZAN. WEFTRBHNFMESR , F2E AM EAEEEPH AV HiE
AR,

. FRIEIRHIBE SCPs) - SCPsE JSON BiE , WHEE BB RMBBE( (OU) HBAFT AWS
Organizations. AWS Organizations @ —ER#% , AR ENMEFERELEHRE AWS tRF W%
B . BEMAEBPHFIETIRE , BRI SREEFBE (SCP) EREEMNAEIRS. SCP &R
FIRXERFHERNGT , SESEEE AWS tREREMAE, WE Organizations 1 SCP #YFF#H
B, 5528 (AWS Organizations fERA&EERME) I RIEIEE BER,

- BERZEHBX (RCP) - RCP 2 JSON BX , AIARBRELIRFSPERNWAIAFFAT LR , BREGE
BEFXRAEEEHNMMZLEENSEERN IAM BUR. RCP R&HIKEIRS FERNET
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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Organizations 1 RCPsfyFHHIE A , B¥E AWS BR#E & RCPs jFE , 552 BIAWS Organizations
(ERAEER) PHERZESIBE (RCPs).

- THERBRBE - THRERBERRE-—EEMBER  SUAEZEBREEANTABRILACHBS A
ENTRTERRE K MAZEBEE. MEETEREBRNFITSREAEIAGN ST EBERMIE
PEERBURMI RS, FTAHRAIURAEREHK, AMEEEBRTNAREEHSERX AN, WFEH
WMER , F2H IAM EREERPH TERBRBER.

ZRBRER

HEERRERERIFRE %*%ﬁ/EJZH’J#—I‘%EZ%*E?& EmELAERE, EETHENMAWS &
BREEBRBBEHRERE E‘Fa&‘}? , w20 (AM EAEER) FHBCREELE,

AWS ZSEESH SEBER

HEMEFARERE, HANAE , €A AWS ZERRLBTREBRRERZ. BI IAMEFZ
EREFERBMNERNE K MXEBRISENERREEMENT. sERERHKER , &7
LEREMN AWS ZEBK, ELBRBER RNERARS , L EERN AWS tREHER, WFE
AWS ZEBRNFMEN , F2H (AM EAEER) $HAWS ZEBE,

AWS RS HBNEN AWS REBER, BEEEE AWS ZEBRTHFT. RBEFSE AWS

ERRPAEHMF T UAREN . EEENEFESECERBRNMES &R (EAX. Ei
ﬁxﬂ%ﬂﬂ@,)o EF DB IARET AR , RBRTERSEN AWS ZERER. BRBEAEHE AWS 2
BURHBERAT , AEBRER T SRRER TR,

AN, AWS T EEZE RE2EBHBENWZEBR, 4 , ReadOnlyAccess AWS 3 & BUR IR AT
B AWS REMERVMEBEFZEE., EREBFINGER , & AWS FEHMRENERNVEFTT. W
EAKBEEBERABEENRYE |, B2 IAM FAEEREFERETEREENAWS SEBEE,

AWS ZEHBE : AWSloTManagedintegrationsFullAccess
& A#& AWSIoTManagedIntegrationsFullAccess BURERE| IAM 5%

HBRERTFZERSNEBRENZEZRGT T, EEE PRELBE AWS Management

Console , 528 AWSloTManagedIntegrationsFullAccess.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTManagedIntegrationsFullAccess?section=permissions

HWZEES AWS loT Device Management

FMBABER

HBERBE LT :

- iotmanagedintegrations - &ML BRN IAM FAE. FENACRESERSNMEER

B T BFEE,

« iam- AFFERN IAM EHE, FHENSEE PEURBERZSE AWS IRF.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iotmanagedintegrations:*",
"Resource": "*"
1,
{
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

iotmanagedintegrations.amazonaws.com/AWSServiceRoleForIoTManagedIntegrations",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": "iotmanagedintegrations.amazonaws.com"

AWS ZEBUER : AWS loTManagedintegrationsRolePolicy
&4 AWS IoTManagedIntegrationsRolePolicy BURE#EZT| IAM 55

WBERRFZERERRERM Amazon CloudWatch logsFEZHIFF A,

EEE PRELBE AWS Management Console , 5528 AWSloTManagedIntegrationsRolePolicy.

SIS g
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 logs — 122 7 Amazon CloudWatch BHEEEH IS BB REEMEMNEED
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTManagedIntegrationsRolePolicy?section=permissions
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+ cloudwatch - 28 # Amazon CloudWatch 1512/ IThEE. #1FE Amazon CloudWatch E1ERY5¥4H
B , 528 Amazon CloudWatch FRHVIEE,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "CloudWatchLogs",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"

"Sid": "CloudwWatchStreams",
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stream:*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"

"Sid": "CloudWatchMetrics",

"Effect": "Allow",

"Action": [
"cloudwatch:PutMetricData"
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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1,
"Resource": "*"
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/IoTManagedIntegrations",
"AWS/Usage"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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MFEER. BRMIIBERNER , BREEREEN TR TUHRBRERATHEEARE[AERET
BITHEE, BLAEEREBRIEEETE. ZXATUIEIRE, £AE. A, WSS ERE
= AWS fR#%.

MERABIRFFIE , SrlEEEEMIRFRANFIAIRFR IAM B2 , HAZEFREBRN TR,
MEERFEIREEREEE , ARBYEERAN —¥, EERANERURTEMLER AWS ik
F ., EERFHH IAM EEE UL ARTERIAER (EAEHAR ) FRERNFT. HEBKS
SERRKEZIERRRENT, 718 , MIREREBREAMERFFNERETFER , ENRTH
BENANEIBEBR, NFEFMEFA , F2H (AM EAEERE) P 1AM FHVIRIES EIRFEG

T ERANBREE
XEREEE: B

EEEWLUER AWS JSON BURRIEEH T UAFHAR, tWHER , BMEERECESRA T I EA
EERAITHLEBIF,

JSON BURHY Action TERBERETWUARAFRIEBBRPEFIMNEIF, BEREFEY EREEER
B AWS API REMERIN B, B —LFIARR , SIAURBHTHN AP BENERFFIBE, L
ERFZBRTNZEEE. ELBANBFEBERABKEIF,

BREERBERE TUTHBBBENFTT.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
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TEECHBEER
XEBRER : 2

EEE A LMER AWS JSON BIRRIEEH AIUERMAR, WHER , BHMEEBE M BERA T oSt
EER#TIRLEBIE

Resource JSON BHERTEZTEEEZEEABENYH. BRARX X4 EEE Resource = NotResource
TE, REEEEFEAHE Amazon Resource Name (ARN) RIEEER, Bt EREERER
HEME (BAERBRFET) REEM.

HRAXEERERFTAINEE (PS5 HRE) , FEABRAFER () RRTIEEXBERARABEER.

"Resource": "*"

EREEXERCEREENHE ARNs |, 52R (RBERESE) FHZEZSEENER, ETH#
R LAMERAMLEBFIEERMEE RN ARN | F2RZEESEENEF.

EERARERSHOBEBRNES , F2E ZERAN S D HBURS,
T ERSHBRFMARE|R
XERBBREBRRGHSR - 2

EESWLER AWS JSON BURRIEEH T AFHAR, twpER , EEREERE T oA
EERHAITHLEBIE,

Condition jt3 (8 Condition E#R) AIREEIEEERAXE MR, Condition TERERAE
B, BB FEREEEE FHREEER BINSERHDIR) , REEBERDHFEENFERDOE,

BEERRKXFIEESZME Condition THE , EEE — Condition TEPEES@RSIE , AWS
SEREE AND BRIFFTMAMt. WRERE—RUHRCIBEEZEE , SERABBORRE AWS 514
Rt LEANEFMARGE , TEREBRBXWVFT T,

BT EEERFBEAEEVERE., AU, EAUREERAEERAE IAM EAERBERLK ,
HENERNFFARTXIAM E£RAE. NFESEF , F2H IAM £AEEREHHN AM BETE &
BAER.

AWS X E2EHFR A CR/ANBBRERG SR, SEEFTMH AWS 2EFEAHREIR , F2H (AM &
R&ER) PHAWS 2ERHFREBREIE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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AEEER %ﬁ’*ﬁ#ﬁﬁ%ﬁ’]%ﬁ A2 (RBRESE) PNZERSHNRAER. BETHET
UERGRGESRNBENER , F2H ZERSESNIE.

TEACL: B

FHUEFIEE (ACL) ATEFIBLERE RFKE, FRAENAG) HEFHEEZRNFFT. ACL EER
EREBR , BEMA6ER JSON BERXAHEN,

ABAC S EE S
X2 ABAC (B INER) : 25

B FEES (ABAC) 2 —ERERE , IREBEBMRERTT. £ P AWS , ELEBUHBAER.
BALSEREZEE IAMER (FREIAR) M2 AWS ER,. AERBNERMNLZRE ABAC
MEE—H, BEFERF ABAC B , A EXTBENEREAEEXR TN ERERHEAFRRE,

ABAC ERKRMRENREFHERED , YREERREERSBHERREMHMHRE.

MERBZERIEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys fRZR5|8 , TERNWEETEF , REEREA.

NMRBHEZESEEREEN LB =ERG 2R RBEZBEMS , ER Yes, IRBHBEIERLE
REEN A =@ k4R , RIESR Partial,

WMFT ABAC EHHEH , F2E (AM ERERERE) PHEA ABAC BRIEERF . NEEESHNR
E ABAC ZBRNHERE , F2H IAM EREEREPHNESBEEFEZES (ABAC).

RESERAEARKEAER
XERSEE: &

ERFERARBEEAEREAE , B AWS R E5EFE, WEFMENR , WL AWS R FH
REEEAER , F2H (AWS R IAM EHEERE) FH EH 1AM,

WMRE AWS Management Console EAEAEZBABBUANEMGEZRA |, IRTEEANZE
HEEAER, fln, B8 AWS FRATMNE—EA (SSO) BRFM i , ZEFSEDELHKEE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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AER, ERUERESSBRAZESLS  RRVURA/EK  CSABEURKER. NFRACHF
WMER , F2H (AM E£REER) PHREAEUERE IAM AG (EE8).

BT LAER AWS CLI 5 AWS APl FEIBRURIEEAER, RE , SuUERAELEREAETRRE
HAWS, AWS ZEZZBREAKEREAEZR K MIAERCEARBENEE., MEFHMENR A F2HE
IAM = BY BT B 22 2 B 53

ZERANERE R
XEETEFMIERE (FAS): 2

EEEA IAM ERERACRE PETBHER AWS , ZEHRRAETA. FARLRKE  SAsEE
BITEEEE , EMEFRBRBEPREE S —@EE. FAS ERAMFN WEFTEAFFT AWS R , F&
AWS BR#% FERE T BB RHEFR. ABERBWIFEZEHM AWS R S ERE B sETRE
ARE , TERE FAS R, BEWIERT , KL EEFWITEMERENFTT. MFRH FAS FRE
HMBREFHRER , F2RERFMITFRER.

REBRSHRBEAS
RERBAE : 2

REACRRBEETN AM S€  IREHTEE, IAM EEE LK IAM RE., 18R FN M BRIRKE
Af, MEFMEER 6 F2lH (AMEREERE) PHET AT IR IES AWS R,

/A Warning
PFRBACHNAITAREPHSERSIE. RAERERSRMESN , TRREREA
&,
ZERSHRBERAS

xERBELAG : 2

BHRELFACRERE W—EREAE AWS k. BETUBEAKREITEFNAR. BHER
AEgHREEN F AWSIRFE |, YHERBH#HE. IAM EESTRER  ERRERBERSEHN
AT A

NMFERVREERBEFEACHFMER , FSETEL IAMEFENAWS B, EREPSHERH
HPa2RBEEFAGMTHN Yes, BERER , LR BB RBEZRABXHT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

IZEES AWS loT Device Management HEABEE
TERESNE S EBERES

BRI  FAENALKREELSIBAZERSE RN, MmMAEEEER AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS AP| R#1TEH. EERTFHERAEHEHE
FIEERATEENGT , IAM BESWEEL IAM BUER, A%, EEETLE IAM BERFEEA
&, FREERRTELAE,

&

WET MR AL JSSON BURX M2 IAM S5 RBR |, F2H (AM EAEERE) PHE
M IAM BUER (E2B),

NEZERAEBCBFNEREENFHAENR  SESEEREEMN ARNs X , F2H (RBR
B2E) PHNZERSNEIME. ERMNEREER.

ES |
- BRREER
- R RERSTRE

- AFERAERFMFIECSHETA

HERREEK

U7 RAERNBREHEHCIRFINEARBANRY, FHHEMGRIEESER. SLHETRES
RN AWS IRFELEBM, ERBNSRES 2 EBKRE |, FERE T EARERSHE !

- FIEER AWS SEBRRAE BRI RKEERTT - EERBRFITRTENCERAENTEER , FEH
AWS ZEBRRRTHZEREARFINFFT. SMTEEN REM AWS IRF, BREERKE
RERRF AWS NEFZEBR , LE—SBIFFT, MFEEZEF , F2H IAM EREEREF
B AWS ZEBRSAEBBMAEENAWS ZEHK,

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AIUHBEERRINEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF,

« A IAM BER PR EG 1 — S REIFEE - SO LUSHREFIEEBER |, UREIEEMERNEE.
Bl | BATLARBEBERRG , EEXEMER SSL BEFERR, MREBRE SHERARKEE
AWS BRFS , &t AT LUGE A iR 4 3R #2 T 17HL AWS CloudFormation, MEFMAER , F2HE IAM FH
HEETH IAM JSON BUEETE : 4,

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE EE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
#A , B2E (AM EAEER) FHFEA IAM Access Analyzer B 78 BUE

- EEZEETRRE (MFA) - IRENRFIFE IAM FRHES PWRFERE AWS IRF |, FEBRK
MFA URESR£%, MFEEMNW AP RERKFER MFA | 51§ MFA (REFEZENBER, W
EFHMEN , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntml|# §V3EiB MFA B9 &£ API 7FEL

WFE IAM A REBBWERER , F26H IAM EREEERTH AM Z2KEEK,
R SERSEEA

EEFHNRERSTRE  BL4ARE —ERES T, ELFTLARFEIHNBE PREESE
REVEFHAES AWS tRF. MREBNLEKRESMEFTEREN G IEBEER  IEREFRBERNE
B (EREIAR) ME , TRARBEENFARER,

HAERIW AWS CLI 5| AWS API WERE , BREEAHTREEZREHT. Rz , REAHERSF
SMMERMNTZ AP BIENEERTLT,

ATHRERAENARNMATLCER SERSTRE , g SEEBSConsoleAccessT,
ReadOnly AWS SEBUREZTER, MEFHMEN , F28 (AM FREERE) PHFIEFIEE
ikt

RFFERERAMMAECHEFT

e flE REMMREIYBER |, FF IAM ERAERGHNEMERES S NABRRZERR, WEE
BEEERE LTRUBENFTT , REA AWS CLI % AWS AP KR A X TR LB ERRT
LB

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

HREBAE S N EEETHIEDH
EATHERRBHELHNEEEASERAM IAM BITEHNE BB,
3

- RERESERATHTHE

o BAREBHIT iam:PassRole HIIZ#E
s REEARH LUIMAE AWS IRF FERIENSERSER

REBCZEESTATHE
MRMBBIER  EALKREREHTHE  CHBRLEEN , AFERTBE

THlEEflERE® Emateojackson IAM FRHEERFERAEZRARE —BEE ny-example-widget
BROGEMER  BAEER iot-mi:GetWidget R BFEAE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: iot-
mi:GetWidget on resource: my-example-widget
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FEHRBERT , BAEH mateojackson EAENBER , AFFEMA iot-mi:GetWidget EEFE my-
example-widget &R,

MREBEEHE , FREEN AWS EEE, FHNEESREHENEXERE.
R AEBHIT iam:PassRole RyIZ#E

MRBWEIGERR |, HAEEEFNIT iam: PassRoleBE , AIXAEHENBER , UAFEKACEE

EXEEA,

BE AWS B IREKEFACERGRREYR K MAREUFNNERACIBKELACR, NFEH
THER L ARERACEEEZRBAIFT .

EEA KN IAMmarymajor EAEERCERATRAESERSTHITHER , SRETIIHHIHER,
BR , BIFBERBHEEBREACKR TN, Mary REKACEEEZRBAIFT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WKL BES , AFFMEI1T iam: PassRole Bk,
MREBFEEWHE , FHEEN AWS EEE, FNEEERHENEZERE,
REERT UKW AE AWS IRE ERENZERSER

BREY—EAE  BEHMIRFHNEREREEBABHNASTFIENER, S UISEE R
EEEMHDERAR, HHXEERERNBERNFIUERIBE (ACL) IR , AT LUEA FBL R
KRBT AETFRENE RN,

NMEE-STH , F2RUATAST

- EETHMIEROREBXEELYE , F2H ZERS A IAM BEREH.

- BETHENMARHEEHESZ R AWS 1kF WEEHE , F260 (AM EHEER) FNESHES
AWS tRF B 5% — B PRHEFEELRE IAM ERAE,

- BETRIMEERNEFIERMEE=F AWSIRF |, 528 (AM £AEER) THREAFIRE
WmE=H AWS IRF #H.

- METHRUOMEBHRSE Z o RUEFEDE , F28 IAM £REEREPH S FIUERHIEGENTETS
DERENEHAE BESED).

WD 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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- MFTHREASENEREBRRETEIRFFRNCEANZR , 528 (AM £REER) 8 IAM
PR EBRE ERFE.

ERARBEGRAGETZERS

AWS loT Device Management I Z & & & #H AWS Identity and Access Management (IAM) R #5:E
EAG, REERACREREAESERANE— IAM AEE, RKEFACEHR SEESTEL
Ex , YT SRBAKEFEWEM AWS REFTENFIEFT T,

BRBEFACTREEERNREZERS , RALKTLFEHMELENTTT. AWS loT Device
Management WR ERESEEREMBERLACHNAT  RIEZEER  BARERERS T RIET
HAG, ERNFFUIFEEEBRMNFABR , BRFTUBREZMMERA IAM i,

BB AEMBRBHESACNMEEER , T REEMER, EARELHZIERZSER , RAETER)
DBBREFHERNETT,

NEERXERBEFACHEM RENER , FBEAWS EH IAM BRE , WERKEREACH
TEREARNERE. REEAERNRE , UBRXBRBNRBERZSEXHT,

ZERSHRBERARH

AWS loT Device Management WZ EESFEHAE A AWSServiceRoleForloTManagedintegrations Y
RIS EME AT - B AWS loT Device Management R ZFERE | LA RERM B FNIEE,

AWSServiceRoleForloTManagedintegrations [RIGERZ AR EE T HIRBREIZAR

+ iotmanagedintegrations.amazonaws.com

% 5B AWSloTManagedintegrationsServiceRolePolicy WA B AT REAH S ERAHIEENERTK
T5IEE :

« B)F : logs:CreatelLogGroup, logs:DescribelLogGroups, logs:CreatelLogStream,
logs:PutLogEvents, logs:DescribelLogStreams, cloudwatch:PutMetricData on
all of your managed integrations resources.

{
"Version" : "2012-10-17",
"Statement" : [
{

EABBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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"Sid" : "CloudwatchLogs",
"Effect" : "Allow",
"Action" : [

"logs:CreatelLogGroup",
"logs:DescribelLogGroups"”

1,

"Resource" : [

"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"

]
},
{

"Sid" : "CloudWatchStreams",

"Effect" : "Allow",

"Action" : [
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"

1,

"Resource" : [

"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stream:*"

]
I
{
"Sid" : "CloudwatchMetrics",
"Effect" : "Allow",
"Action" : [
"cloudwatch:PutMetricData"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"cloudwatch:namespace" : [
"AWS/IoTManagedIntegrations",
"AWS/Usage"

BAARERH , UAFENERE, HENACREY. REIMREFEERAG, NEFMEFA ,

25 IAM EREEERNREEE A BT,

2

ERARKEERAG
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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ARERRBVERKERAE

EAEEFHEY —ERBELEAR, EREXNSHEE , Hlmmey
PutRuntimelLogConfiguration., CreateEventLogConfigurationd}
RegisterCustomEndpoint API F#Y AWS Management Console., AWS CLIZ, AWS API
wOH, TEESERALEURKELZAR, WFE PutRuntimeLogConfiguration,
CreateEventLogConfigurationsf WF¥#iEHRegisterCustomEndpoint , FEZH
PutRuntimeLogConfiguration, CreateEventLogConfiguration = RegisterCustomEndpoint,

EEMBRUEBKERZEAR  CREEBREYL , AU ERFHEAHNEEFENEIAR, EXE
REHER | FHINFE PutRuntimeLogConfiguration, CreateEventLogConfigurationdk
RegisterCustomEndpoint APl i E , SERSSBERALEILRBESAR, RNE , BHA L
BB g AWS & F X AWS Support Center Console, 21 AWS Support Plans & , 38
2B LB AWS Support Plans.

BRI LMEA IAM £ A& |, EIB loT Managedintegrations - Managed Role &£
ARFIREIREEZL AR, £ AWSCLI B AWS APl F |, FRABRKEEBE

i iotmanagedintegrations.amazonaws.comfRER AR, MEFHMBENA , F28 (AM FH
EE®E) 70 "EYRBERAEE) . NRERMRILBEHEEEAER , B UERALERNERLIBXE
VA,

mMEZERANRBERAS

SERETAHEMmE AWSServiceRoleForloTManagedintegrations RIS ERE AR, RAEEEERE
AREESERBEEAE  MULEIERYACGCAEFAGERE, A, BA#EA IAM RiFEA
BiR, MEFHMENR , F2E IAM EFAEER. NREBREERAE,

MEZERSNBRHEESE

EETBEATERKTERACHIERERYE  RMAZBREMRXAE, XK, BRRBEREDHE
EHHENRERER. AW  EFDRRBRBEEHCZH , BLAXBTRER.

(® Note

MREEZMRERES  SERSLECER A6 , AIMRATRES RN, FHEREE
Yoo ER S BRERRE,

i
"
2

£/ IAM FEREREEESSE

EABBERAE =


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutRuntimeLogConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateEventLogConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://aws.amazon.com/premiumsupport/plans/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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EH IAM £33 5 AWS CLI, = AWS API & fitiBr AWSServiceRoleForloTManagedintegrations AR #
EFEAG, MEFHES , F2E "AM EAEER. PHRBREEEESE,

ZERSRBERACIEN BE

AWS loT Device Management W EZEBE X BEERERBENFIEEREFEARKESGAR, WHEFH
B, F2BAWS EiF iR,

ZERSHNASRRE

EETH RS AWS ¥ TR ESRTBHLER , F2RAWS B SR EHEANRRERLRE
BHNERE. WFE-MREFA  FSHEAWS 5K E,

B LAER TEE= SRS AWS Artifact, MFEFMEFA , F2H TH P HY AWS ArtifactiRr .

BER BNESREME AWS R BURRERNEEE, BLANEREE , UARERAEREINER.
AWS RETIIERUBEIER

« ZEEREGE - EEMRASREFEEANRNRTEREZE  YRUHNERLESRIENSE,
« HIPAA £ RIESE - 5 HIPAA 18 RHE. W3FFFE AWS BRHE #MAFS HIPAA B,
« AWS ERER - K THEFRANEEESTRBERANENERNNE.

- AWS EFEHERE - BBERANAETHRARSEEE, NEEHERARE , AWS RHK ALisHE
SIMAFEEZERE ( SHRERBEERMAR (NIST), XNFERXRLRLBEEZESE (PCl) MER
BREER (1S0) NE2EFIZREER.

{ AWS Config FE A E15/) HPHE A FBFHEER - AWS Config R €A ERBRERFEA
HEX., EXEANFTEZRNEE,

« AWS Security Hub — & AWS fR# Al AL ERBH P L £ AREE AWS, Security Hub Ef L&
H , TEHEEN AWS ERVBRELZNZAEREAFERLEREENREER, UEZENRK
Mi&EE | 5520 "Security Hub #2#|22£ ,

« Amazon GuardDuty - EEE#RZNIREEAEURMNERIEE , L AWS IR ERIEE AWS 1R
E. I#E&H. RENERNBERE., GuardDuty AR ERESRREBAREENAGEANER ,
LA BhI& K FE PCI DSS &£ & BRI ERER,

« AWS Audit Manager - i& AWS BR#§ A B ESER R AWS AR , UL EEERRNFTEER
MEREENHTR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/iot-managedintegrations.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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=7 =Sk A e )
XEBSPHEMLE

AWS £IkERZ RN AWS BE Ml TAESAEREE, AWS BEE RUZEER 5 EARESHA
ATAEE  EETHEFSERKEE SHEENSEREHEER, EBTRES , B ARRETERE
WEARXNERNE  ETARE:EEBAEREMIAGRETE. TAESN A, BiEse M
BERED , HRE-SZEERP LN ERERZRES.

0% AWS B MAAESNHEER , HSM AWS 2 RERBIE,

BT AWS £ IRERREZIN , W2 EES AWS loT Device Management iE 12 BE AL , LA BY
XERENENEENFEGEFER,
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https://aws.amazon.com/about-aws/global-infrastructure/

HWZEES AWS loT Device Management HEABEE
BE oo 7 =Sk A

ERRHEIERSNMEM AWS BRFRN TR, ATRAMMMENEELD . AWS RHE TSR
TEREESERS, ER4AHBFO®R  UREREKNEBEHEF

« Amazon CloudWatch AWS S EIRFESR B H AWS ERMEE LHTHEARER., S UKENE
Mg, BYBIERR , URBREET , TRHEEEEIZEENRER BN S EINEE, Bl
m, LA LARE CloudWatch &t CPU E 23 H 1l Amazon EC2 #{TEIRER Y EFERAE
BB BITER. WEFHER , 5528 Amazon CloudWatch A EIEE.

« Amazon CloudWatch Logs Al ZEZEE#R, FRMEFERE Amazon EC2 #11T{EB. CloudTrail RH
f2RIRH BFFE R, CloudWatch Logs AJEZ ARFERTHEN , Y EEI R ERERBNE, &
A G AR EREEEEMAMNREEEE, WEFMENR , 5528 Amazon CloudWatch Logs
ERAEEM.

-« Amazon EventBridge A AR B B{LEH AWS R , YESEERKEH , fINEARX TAMERS
BREREE, KB AWS RENEHELULFRIRHN A XNRFZE EventBridge, & AR = B EH
RA, RETECEENSEY , URESHRFESHANMESDHTNEE. UEFHEN  F2E
Amazon EventBridge £ &5/

« AWS CloudTrail €#EU& AWS IRE SR RENIRF 2 HA AP FFILAAEESESH , WASAFEERR
N ZEBISER Amazon S3 EFETE., B LAEBIFE U EREMIRE AWS, #ETFEUA SR IP #
o, AR EEE, MFEFHMEN , 528 "AWS CloudTraill FAEEFE . -

Bt Amazon CloudWatch IS &4

B LAEA CloudWatch SRS EE S |, EEWERKERLKEREATEBLTNIFNIER, EL
RETERERE 15EA , WELENEFLEN , YEERE Web EARRSIRBEHOAITHEE. Bt
DREHERERENET  ERRELRERERBARNKNEF, WEFMENA , FSE Amazon
CloudWatch fE &5

HRZERE , BupbBEEE XXX, YREREEF XXX , WIE##### G ## 111

TRIMZERSHERENEE.

£ Amazon EventBridge FEER S EESEH

B A LAE EventBridge FEERZEERSEMH |, ABHIREBCSWEARER. software-as-a-service
(SaaS) FEAER AWS MRS EEIFER B, EventBridge EAZER BT BEZ |, #iln AWS

f£F CloudWatch 1T B4 157


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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Lambda #1 Amazon Simple Notification Service, JELZE 8 Amazon CloudWatch Events # IR
EHMEE , TREIEFRIRNRRES4ER , RE AWS ERNEE,

TrHEHFERSEESNEY,
xR
« eventName =4

eventName B

EMEF ST, o

"version": "Q",
"id": "@1234567-EXAMPLE",
"detail-type": "ServiceName ResourceType State Change",
"source": "aws.servicename",
"account": "123456789012",
"time": "2019-06-12T10:23:437",
"region": "us-east-2",
"resources": [
"arn:aws:servicename:us-east-2:123456789012: resourcename"
1,
"detail": {
"event": "eventName",
"detailOne": "something",
"detailTwo": "12345678-1234-5678-abcd-12345678abcd",
"detailThree": "something",
"detailFour": "something"

A T EES API B} AWS CloudTrail

ZERSHE BAAWS CloudTrail , WIRFRHBERAE, AR AKMEFENCE AWS R

#. CloudTrail S ZEREHNAA API FIHERASH, HENTUIERZIERSTELHFTY ,
URHZERS AP BAENENBFML, A CloudTrail FIINENEF , HEHZERSRER
HYEER. RHEFERE IP ipit, RUFRNER , UREMGFEEF.

B-EEMPIARERFETSELFRENENA. B ERATHEHE THIEE
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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X2

REEBRE IAM Identity Center &R H,

- REZHERK , RECEATHEACGEBME I 2 EAENERELRE.
- ZERESTHS—EAWS RFERBREL.

BEEREIIRS AWS 1RF BCloudTrail 81 FEMEAFMNE , MBS E B EFE CloudTrail SH4E
S 5E#. CloudTrail BB EFEH A AWS BEFFIBE 00 Rtk EESH |, RUTRE. T8S,
A FEEF IR IGCE, MEFMENR , 528 "AWS CloudTrail fEA &R FHEA CloudTrail
EHELEE. RRBH4ELREHTIEEL CloudTrail EA,

WFE AWS 1RF B 90 RAFBERHNEHN , FFRIUMRERN CloudTrail Lake SHERFRIE,

CloudTrail &t

#RFAEFE CloudTrail #§ B R E Amazon S3 A8, FA BIUMNAAERE AWS
Management Console R Z[EiF., AT LAEH AWS CLIZRM E—; % [EiFEH EE%"‘E_"Z%
BEER , RAEREE AWS BiF (REHE E8. MREEVE—-EFEH  BREEREBH
AWS B RENELH. MEEHRMNFMEN , 528 (AWS CloudTrail {Eﬁﬁ%iaﬁ>> R A&
B AWS RF 2B MM AHERBE B M,

BALLEBEVEBH K RERKSEEEEHMN —EEARLR CloudTrail FEZEEH Amazon S3 &
FET | (EIEBMMEELE Amazon S3 REFE M. W% CloudTrail EEMFMER , FSE AWS
CloudTrail EE{&, % Amazon S3 EEMMHEAE , 552 E Amazon S3 EE,

CloudTrail Lake EH4EREFEHE

CloudTrail Lake EZsEME EH#1T SQL BEFH, CloudTrail Lake B#§ % 53X JSON #&XHWEE
EHEHA Apache ORC ¥R, ORC 2—EEMAFEFHER , ﬁf%ﬂ"l‘i‘%ﬁﬁﬁﬂlﬁﬂi’éﬁ?ﬂaﬂi{bo
RSN EHREISHERNTEREY K SHERTHERSHNTITEES  HEKBAZERE
PR E B E B R o ﬁﬁﬁﬁ‘“?#ﬁ*ﬂ?ﬁ&EE’J&HQ%&?’“%UEﬂﬂﬁb?#?ﬁﬁﬁ’fii_lﬁ‘f}
B, WF CloudTrail Lake HFFHEM , HSBAWS CloudTrail  EAFEERE) PHEA AWS
CloudTrail Lake,

CloudTrail Lake EHEREFEHENEHNSELER, BEUEHERHEHRER SR EEARE
HERERENEERE, KEERESREHBNBESHNRE  UREHEREHENTEE
MERERBH, WE CloudTrail EEMFFMER , 2B AWS CloudTrail EfE,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
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CloudTrail FHYEIREH

EEEMHREMAE ERLHTHERRENMEBENR AWS IRE, ELUBAEG FEHIEE, RIETHE
% , CloudTrail ;&8 EEEH,

TERLEKIESERSEYITHRECHEATESH, NESERAEHTHIRENFE | ELig
EE BB S AGEET CloudTrail , H2E SEES APl 2,

SHH

—EEHAREMARFRHENE-FR , LITEFR AP RENHEBEFA. BRENBHMER, FXR
28 %, CloudTrail BFFEERTRAHE API FIUNEHFHEER K RUEEA4TEUEMAREIRFE
Ro

T3 EHIFE R ~E StartDeviceDiscovery APl #24E# CloudTrail B4,

{#F StartDeviceDiscovery API R{ERII#IT CloudTrail £,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA47CRX4JX4AEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/EXAMPLE",
"accountId": "222222222222",
"accessKeyId": "access-key-id",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA47CRX4JXUNEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": '"222222222222",
"userName": "Admin"
.
"attributes": {
"creationDate": "2025-02-26T20:04:257",
"mfaAuthenticated": "false"

}

iy
"eventTime": "2025-02-26T20:11:33Z7",
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"eventSource": "gamma-iotmanagedintegrations.amazonaws.com",
"eventName": "StartDeviceDiscovery",
"awsRegion": "us-east-1",

"sourceIPAddress": "15.248.7.123",

"userAgent": "aws-sdk-java/2.30.21 md/io#sync md/http#Apache ua/2.1 os/
Mac_OS_X#15.3.1 lang/java#l17.0.13 md/Open]DK_64-Bit_Server_VM#17.0.13+11-LTS md/
vendor#Amazon.com_Inc. md/en_US cfg/auth-source#stat m/D,N",

"requestParameters": {

"DiscoveryType": "ZIGBEE",
"ControllerIdentifier": "554ale3f7c884e67a2le@cabac3a4s8e3"
},
"responseElements": {
"X-Frame-Options": "DENY",
"Access-Control-Expose-Headers": "Content-Length,Content-Type, X-Amzn-
Errortype, X-Amzn-Requestid",
"Strict-Transport-Security": "max-age:47304000; includeSubDomains",
"Cache-Control": "no-store, no-cache",
"X-Content-Type-Options": "nosniff",

"Content-Security-Policy": "upgrade-insecure-requests; default-src 'none'

object-src 'none'; frame-ancestors 'none'; base-uri 'none'",
"Pragma": '"no-cache",
"Id": "717023e159264ec5ba97293e4d884d3a",
"StartedAt": 1740600693.789,
"Arn": "arn:aws:iotmanagedintegrations::123456789012:device-
discovery/717023e159264ec5ba97293e4d884d3a"
.
"requestID": "29aa@9b9-ad0e-42dc-8b7f-565ala56c020",
"eventID": "d8d@abab-b729-4aa5-8af@-9f605ee90dof",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

{8 StartDeviceDiscovery API i {EZEUEAL M CloudTrail B4,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",

.
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"principalId": "AROA47CRX4JX4AEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumaDMINed-role/EXAMPLEExplicitDenyRole/
EXAMPLE",
"accountId": "222222222222",
"accessKeyId": "access-key-id",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA47CRX4JXUNEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/EXAMPLEExplicitDenyRole",
"accountId": "222222222222",
"userName": "EXAMPLEExplicitDenyRole"
1,
"attributes": {
"creationDate": "2025-02-27T21:36:557",
"mfaAuthenticated": "false"

}

I

"invokedBy": "AWS Internal"
I
"eventTime": "2025-02-27T21:37:01Z2",
"eventSource": "gamma-iotmanagedintegrations.amazonaws.com",
"eventName": "StartDeviceDiscovery",
"awsRegion": "us-east-1",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"errorCode": "AccessDenied",
"requestParameters": {
"DiscoveryType": "CLOUD",
"ClientToken": "ClientToken",

"ConnectorAssociationIdentifier": "ConnectorAssociation"
iy
"responseElements": {

"message": "User: arn:aws:sts::123456789012:assumed-role/

EXAMPLEExplicitDenyRole/EXAMPLE is not authorized to perform:
iotmanagedintegrations:StartDeviceDiscovery on resource:
arn:aws:iotmanagedintegrations:us-east-1:123456789012:/device-discoveries with an
explicit deny"

1,

"requestID": "5eabd798-d79c-4d76-a5dd-115be230d77a",
"eventID": "cc75660c-f628-462a-9e6e-83dab40c5246",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,
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"recipientAccountId": "123456789012",
"eventCategory": "Management"

WEABRE CloudTrail EL#ERNBEMER |, F28 (AWS CloudTrail EAE&ER) BH CloudTrail record
contents,
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