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HAEE, Edge Agent AILUEEIER , BB EFRMER , EMERERBEEFNERENY
R, MFFMER , 526 Edge Agent IR ABERETH BT HBIEEMN DTC ERRESERE.
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% E AWS loT FleetWise

BIXBEA AWS loT FleetWise 281 , B Y& EFH LR,
TR

. ERELH AWS RS

- EEEATHBER

o ERTELRH AWS loT FleetWise 32 E

« f£/ IPv6 [ AWS loT FleetWise $& 75K

BRELH AWS tRF

R TFHEBLAEM AWS SR EBEFERE,
It AWS 1RF

WMRIEEE AWS IRF |, BRR TS BRE T — 18,
M AWS 1RF

1. B3R https://portal.aws.amazon.com/billing/signup.
2. FREfERLETRET

AMEFN—H7 FEEREFIAXNFALS  AEEFRE FRARER.

B B AWSIRF , AWS IRFRERESRIN . REAERFBFINIRFHHAE AWS R
I MER. FRZEREER K FREEFIEERGERE  YEAEFEAREAERPUITEER

REMEFIENES,

AWS HEEMEFTRE , SEXERE FHHHREE, B LABEREE S hitps://aws.amazon.com/ 18

BROES , URREE MRS ZDLERIRS.
BYEAEBREIENERE

=t & AWS IRF | FRE AWS IRFREAE. A AWS IAM Identity CenterMEZ Y EEERE ,

i iRERERRBEER.
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REEZH AWS IREFARFERE

1. EEREAELRHA AWS IRF SN EFEHubut , SUIRF B EAWS Management Console &
ﬁj\ﬁk o E-F_EEF , iﬁliﬁﬁlggﬁl%o

WELEAREAZEZANRSA  F2RAWS BA ERAEEEPNIURERAES I E A,
2. BERLNBREREIRF LRAZEEZRRE (MFA)

, m2E (AM EAEER) PHALHN AWS 1RF REAE (FES ) MAES

S
MFA &£&,

BYEREEFIENERSE

1. BA IAM Identity Center,

MEET , FZE (AWS IAM Identity Center £ EIE®) PHIEA AWS IAM Identity Centero
2. 1£ IAM Identity Center # , i EEEFRERFEAE,

MEME A IAM Identity Center B ﬁ W59 KENHBRE , FSBAWS IAM Identity Center
(ERAEER) PHEAEREREMSHEFIIAM Identity Center H #%,

UERERFRENERAESSEA

EEFERAEH IAM Identity Center EAEEFE |, FEEMAEIL IAM Identity Center A EHREIAE
BEFE bt EE URL,

MFEAFEA IAM Identity Center EAEZ AWRE , F2HEAWS EA ( EAEERE) FHEA
AWS FERA O#8YE,

EREFIEREMERE
1. % IAM Identity Center  , B —EFF I £ RE/RERAKEERNREER,

MEETR , F2E (AWS IAM Identity Center A EIEE) dWELHFAE
2. BERAERRERE , AREZFEERE —EATRE,

WEER , FS0B (AWS IAM Identity Center fEFEER) FHFIEEE,
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@® Note
BT LA fE A RIS E 4 A B B AWS loT FleetWise, RIS ER A EE AWS IoT FleetWise B %
EFE , WHEE AWS loT FleetWise #$IEZE /X E Amazon CloudWatch FTEERIZF R, INEEELE
B, F2BE A AWS loT FleetWise RIS EE AR,

EEXEREFHBER

WMREBEKREAAWSIRE , B A, REREBAWS loT FleetWise 12 &, ZEEREBMER AWS loT
FleetWise , 52 BHifEL, EHENSEE(LEERHER,

1. BABX AWS loT FleetWise £# 4,
2. TEBABEATS AWS loT FleetWise , iZZBIBEHA,

MFBRVERERNFMER  F2E B An AWS [oT FleetWise HHER,

ERELB AWS loT FleetWise 5%

BRI LAE A AWS loT FleetWise X2 & 5 API RE&E Amazon CloudWatch Logs 6%, Amazon
CloudWatch Logs FIERXE , M fEA MBER AWS ZE LR,

3%EiB CloudWatch 1E4& | 2 a] LLEE#E AWS loT FleetWise M E M AWS &R, EaLAEA CloudWatch
BERKEFERIEE , I EREEEHANRBERES, WE CloudWatch I8EMNFHER , B2
B fE A Amazon CloudWatch E£32 AWS loT FleetWise Amazon CloudWatch,

i#iB CloudWatch Logs , AWS loT FleetWise &1 A 5% & FHEIEXE CloudWatch BFEEHE , BRI E
Heh e RSB MEBEREE, ME CloudWatch Logs BIEEMEA , 552 B Configure AWS loT
FleetWise 508%.

FEHERMMZRE | AWS loT FleetWise € H AWS S E 488 RINRER, SR LLBEFER B
EEL® AWS KMS, MEMFRNFFMER , 552 AWS loT FleetWise &R 1%,

EITRE (XA

MBEEAEAN AWS 1RF |, & A, REBBE AWS loT FleetWise 24,

1. BABX AWS loT FleetWise =12 &,
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2. EEfAIBE®RD | BERE

3. TEIEEF | BIERA. AWS loT FleetWise € B &4 CloudWatch SE K EZZE R ERE A
& , WA CloudWatch 1§18,

4. FHERCHET , BEREE.

a. 7E CloudWatch Se#kEEH |, A BFHEHH,
b. BERTFEE 6 BHEEEX.
5. EMERERYD , BIEFEHFE,

a. BRELEZFANSRER, WEFMENR , F2BAWS loT FleetWise RSB EE,

i. fEH AWS €88 - AWS loT FleetWise HEENEE S8,

i. EEFETREH AWS Key Management Service £ — BRI LAB B ZIRS F AWS KMS keys
M o

b. EEMEFHE  FRERX.
ERE BRE (AWS CLI)

1£ ©h AWS CLI , SEMIRS LR E S2E.
1. BERERE BRI TGS,

aws iotfleetwise register-account

2. HERBENE BT TS REINEMRE,

(® Note

RIS E#E A EERNE AWS loT FleetWise 1I81Z##E CloudWatch, MEFFMMENA |
SR A AWS loT FleetWise R EZEAE,

30

aws iotfleetwise get-register-account-status

Example response

{

FRTE BXE (AWS CLI) 13
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"accountStatus": "REGISTRATION_SUCCESS",
"creationTime": "2022-07-28T11:31:22.603000-07:00",
"customerAccountId": "©12345678912",
"iamRegistrationResponse": {

"errorMessage": ,
"registrationStatus": "REGISTRATION_SUCCESS",
"roleArn": "arn:aws:iam::012345678912:role/AWSIoTFleetwiseServiceRole"

iy
"lastModificationTime": "2022-07-28T11:31:22.854000-07:00",

}

HMRETLURTIEAP—IF :

« REGISTRATION_SUCCESS - AWS &R E R Ih5EM.

« REGISTRATION_PENDING — AWS loT FleetWise [EEREMER. UEFANEERL pETEE
SERK o

« REGISTRATION_FAILURE — AWS IoT FleetWise x5 AWS &R, af%EHH,

£ IPv6 [@ AWS loT FleetWise 12 555K

T BB BB BB EE 6 kR (IPv6) F IPv4 B2 AWS loT FleetWise BT , A EEEN S,
iR L EIER IPv6 F IPv4 @ AWS loT FleetWise APIsIZEHEER . EIB IPv6 ETEFEFEEE
NER,

IPv6 BABEREREHME LN —K IP FREE, BRH 128 L xRtz , ™ IPv4 B 32 {u
Rk, IPv4 ATEAE4 4.29 x 1079 #bdik , M IPv6 A LAE 3.4 x 1038 ithiit,

EHIFHumRER IPv6 ORIk
Pve BAMEX ERABARHTERBMA. SHEANIHTERFRE SRR RBEES

ISR (SNI) JE(H, AFImAILAGERA SNI MR L EEBENAKSREE  URER KRR E
HBIRR, F2RE EHEMERIRR,

AWS PrivateLink i ZE8Y IPv6 2

AWS loT FleetWise X E#H EHAME VPC i Z 1T IPv6 @3 AWS PrivateLinko

£ AWS loT FleetWise £/ IPv6 14
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AIE IPv6 thik A8 A%

WMREAMEA Linux/Unix 5 Mac OS X , EBa[LAMERA curl s SRR RS T LUER IPve FEEHBIRE, |
WM SIS BIFTR

curl -v https://iotfleetwise.<us-east-1>.api.aws

HLERIELTHNET. WREFEB IPv6 EiE , EIZN IP hitiE R IPv6 thit,

* Host iotfleetwise.us-east-1.api.aws:443 was resolved.

* IPv6: ::ffff:3.82.78.135, ::ffff:54.211.220.216, ::ffff:54.211.201.157

* IPv4: (none)

& Trying [::ffff:3.82.78.135]:443...

* Connected to iotfleetwise.us-east-l.api.aws (::ffff:3.82.78.135) port 443
* ALPN: curl offers h2,http/1.1

R & E AR Microsoft Windows 7 3 Windows 10 , A LU ping S5 BIE 2B T LUEB IPv6
= IPv4 EEEHBIRE | TSR,

ping iotfleetwise.<us-east-1>.api.aws

£ IAM JRAIREER IPv6 ik

# IPve AARERZHE , BAEBRRAR P bt EHEN T IAM BERE S E IPv6 tb it EE, W0FE IAM
EEEEFFMEMER , 5528 Identity and Access Management for AWS loT FleetWises

BRI IP thutfy IAM RBIEAIP st R EE T, THBERSER IP iR EE 7R B A FFH
IPv4 th3t54.240.143 . *&E, HARE IPv6 it #HBHATNESE , Rt BESEER IPve
ot EITIER

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",

"Principal": "*",
"Action": "iotfleetwise:*",
"Resource": "arn:aws:iotfleetwise:*",

BIEE 1Pv6 it AR 15
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"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}

EEAE IPv6 ibit , B LS RBUENELTE | LA IPv4 (54.240.143.0/24) F IPv6 (2001 :
DBS : 1234 : 5678 : : /64) #h I , 40T 5IEBIFT .

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"

AWS loT FleetWise & i & ix 2t % $25%18 IPv6 1 IPv4 [a AWS loT FleetWise APISIZEHEER ., E1& [
i EIE IR HERE  TEEBHENTA IPv4 5 IPv6 bk, EEHEERXD T2 IPv4 M IPve A
FimiE#R,

MREEH REST AP, BITJLAE A iR 2E 8 (URI) E#EZEL AWS loT FleetWise imEi. AWS loT
FleetWise EXEEFHEHBIRHER , ERXRTELAEE AWS BE MABBN -5,

TRERER IPv4 FEHEBER I AWS loT FleetWise B2 4| FHE KN, MEESLimENEEMEE
F , 5528 AWS loT FleetWise i 2,

Uiy R IPv4 it g B EN
BHE¥s iotfleetwise.<region>.amazonaw iotfleetwise.<region>.api.aws
s.com

£/ AWS CLI AWS SDKsH§ , 7] LA FIAWS_USE_DUALSTACK_ENDPOINTIRIZ & &5}
use_dualstack_endpoint 8 , ERHAMEBERRE , UBFAEHBREY, BHUUEER
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SR HIEEABEAERETED AWS IoT FleetWise BN B R, MEFMET , BFSEEHERN FIPS
o

fEH B AWS CLI , B LA HREE SR E S Config use_dualstack_endpoint true #ERFMERE
BhH AWS , S SIREMFTE AWS loT FleetWise EEREREIEEEHNEHBIHT, &1
DERERIGSPMER --region BEEEEH,

$ aws configure set default.iotfleetwise.use_dualstack_endpoint true

TRUUMEGSEAEHERE K MEHURERTHERAELRE

« BALREELWTH --endpoint-url 28 , UHHBERTEREHBIRE, S, ET5H
T, BA LU <endpoint-url> BfXA iotfleetwise.<region>.api.aws,

aws iotfleetwise list-fleets \
--endpoint-url <endpoint-url>

- IRAILATE Config AWS BERFPEEEMBBIMERERE, Hla , B3 —{Huse_dualstack_endpointi&

EAH true WERER , AR —EXRRE WERERuse_dualstack_endpoint, BEHTHTE , &4
BB RAEFHEH B IR RIS EMEMFRANRER,

FEREHEBIRE 17
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#HEEIE . AWS loT FleetWise APH

#EiB AWS loT FleetWise , AT LANE, BRANEHERER, FRATPNHBFRERBBER
AWS loT FleetWise,

EZ2RETHERE , #—25 T7H AWS loT FleetWise :

« Ingest AWS loT FleetWise E¥ % Eif
 Model AWS loT FleetWise E &

« Manage AWS loT FleetWise E ¥

« 1£ AWS loT FleetWise &R # 5

- FERATHESRE AWS IoT FleetWise E#}

S

5/ AWS loT FleetWise LU FENEFR AR UE, Hiftlf—ERER |, Wit EHEHRERIERK, &
A A EREEEENRE R, ERHEEEMEANEREREFEREVREE, ERsEEERARE
DURIRmDETRE | B RERBRERAR,

A BRERPUMMBAEER AWS loT FleetWise, &G 7T HENMERY HFER (ERERAEE ).
FRISSREFEE., HRMNTHEIH.,

0% AWS IoT FleetWise BISETT 4 ML M BMMEH , 5B AWS loT FleetWise M BB 2RI

Lb
BE.

LR : 49 45 D&,

/A Important

B EEXFI REEFMEAK AWS loT FleetWise ERMER, WMEFMAEA
AWS loT FleetWise AWS EEEHT K IoT FleetWise,

)
0
&

FORIRMF
EERASAFHBRE  GEABETHER -

« AWS IRF : ZIRERHE AWS 1RF , FF2E AWS IRFEE S2EEBPNET AWS IRF.
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« FHZ#E AWS IoT FleetWise AWS [Ei5 1Y . Bl , BRI (#MHSEEILE ) MEM (EER

&) X AWS IoT FleetWise, EuILAER IV EEEEES AWS Management Console R4 Z|
Hp—@EEE, EFMENR , 5528 AWS loT FleetWise i 2 M ELFH,

« Amazon Timestream &R :

« Amazon Timestream EXE, WEFMENR , 520 (Amazon Timestream B A E#5/) &
MR ERE,

« 1 Amazon Timestream H 2 Amazon Timestream BRI &K , I FHRENER ., NEFAE
# , 28 (Amazon Timestream B A B#ER) RFHETERK,

- Edge Agent e R"El, (RERBHRANVAT —EIER, )

- SR LAE A Explore Edge Agent TRIEAFIREBRERE AWS loT FleetWise , It 7 & anaI A 2%
Edge Agent EX &8 for AWS IoT FleetWise, LtRE A AWS CloudFormation #74<, ©&5|8E
&4 BY Edge Agent 2Z8/E, B3 Edge Agent , A% Amazon EC2 Graviton £ B2 Edge
Agent X8 , URELSHHIERER ., FEURMIESE , TAREILARE &, EWER, FIE
REFFE, ER. BENTHEEY , 28BEER,

s FETEHRE , FFEEZE AWS loT FleetWise =325, EREEEMN AWS loT FleetWise AFIE
BH | BERREHEAERER,

S BR 1 : 8% Edge Agent BB for AWS loT FleetWise

® Note

L ERHEY CloudFormation & FEAERE R, BHEAIUERARBRHEEREL
CloudFormation &, WFEFFMEA , 5528 Vision System Data Developer Guide.
RERRERNENFEERE , TeEEEMEE,

219 Edge Agent EXf8 for AWS loT FleetWise AR EBRE Zin 2 B EA. EERERKESRIK
B ARERERERBEERNE R,

&= EEXE Edge Agent 88 , BBE—MEAPHIT T HEE -

1.
2.

3.

BIRXERE) CloudFormation &i4<,

EPOREYHEEET L, srEHBEZEE A AWS loT FleetWise ERHBNEHE, HBE—ES
EHNER , LFEFRAHBEL AWS CloudFormation B8R Z T EREZHE L,

ESET , B ARHERMEBENS AT E,
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FMBABER

a. Fleetsize - #2A] LU #T Fleetsize 2 RIEMMBEPNEHHE,

b. loTCoreRegion - & A LLE#T loTCoreRegion ZEUR{EE AWS loT MR B, BH4E

=B 2RE I AWS IoT FleetWise EERHEM [EiH, MEFMEH AWS EiF
M &1 - Amazon Elastic Compute Cloud.

4. TETHREEERH | IBEVS BRLARESE AWS CloudFormation €23 IAM &R,
5. BEBIUME ABEEN 15 pEZHENIRERE R CREATE_COMPLETE,

6. EEMRBHEBCEY , FERHBEFRIER, ENBERR , XK
CREATE_COMPLETE,

fwdemo

Overview

Stack ID Description
arn:aws:cloudformation:us-east-

1:012345678912:stack/fwdemo/bd04af20-a269-11ed-bf1d-
0a56266679b7 [A

Status Status reason

() CREATE_COMPLETE

/A Important

B EEL (I REE I MEHAN AWS loT FleetWise ERNER., MTEHMER |
AWS loT FleetWise AWS EEBEHEHH loT FleetWise,

FR2 BUBHHKRRE

/A Important

EEEE AWS loT FleetWise E2 AR BV EERBRRERTRNERER, k2,

AWS CLlI,

HE/EEE

3
¢
a8
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A LA ERMERREEERNES , YR EREMBLERPARZENRR, BFEL B

MR CERYANB K. AKERR —EEENRAE  TUEEFEAREYERER, KRR
ERATSERERREPEERNNEREE, Bal, AWS loT FleetWise fR# AWS [E1F SEIRS

EXE—EAKEK. EEIRBERBBEEENENEE .

ByUHHER

1. BB AWS loT FleetWise £ &,

2. EEBEERYP  EE ERER,

3. HEHEMNEML , BEBRVHHER,

4, E—MREAERD , WA BERELNER , HIW Vehicle1 FEANEIR, RRBEET -5,

5. AFRBHFPEEZE-—NZEAR. FANEESEFPREBEEAR  INWEEPEZEESH.
filgn , BELOEEWIE B OMBREROWAR , AERSKEESLARHEBANER., EZE Next (T—
#)o

6. EELH doc BR , ARELFAHEEE LB, BE Next (T—F).

® Note
EAHYBRESD , BAIUTHES .doc ERU LELFER,
7. REBMFEEENEREL K RAREET L,
a. EW-BAERBEMNER , IUREMSBINEBH,
b. BERER - ZERERINGERTD , BEERNER,
c. BEfu- (EA) WMAENE, I ERER.
d BE- (ZH) BAARKENERE , HI0E Vehicle.Engine.Light. () R RERFHA
o
e. FERE- (1EA) BATERE.
f. #R- (EA) GABENEIL,
8. MEBMIEE, ERERITFEF , B EE Create (BI), RALHETREHN , SHENERER DK

&M,
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© Vehicle model created X
You successfully created the vehicle model: demo.

AWS |oT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- @ ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified

J arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)
1:012345678912:signal-
catalog/DefaultSignalCatalog

FER3: BUMRIRSRENFE

BRREAEEESEVNERELEER. HPaSHEFTHE) AWS loT FleetWise B IRERE
B, WHREFERE_EVENERATHITHAETRE. @ERTENERRFRREENRER
RBREFBENTH . BENEHITSEERMIREML CAN = OBD BAMGEHBEEN. FEiRRFMH
REKEFARNEBEA.

BB EANRE

1. BB AWS loT FleetWise £ 4,

EEEERY | BEF EWEL,

EFERENERYD  EELEAREURIGHEASTENERED,
EEEVMRIBSRENFTE,

> W Dn

HER 3 BURRRE

EF{I_III
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i
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SR 4. RERGRENFE

REMBBRENFE

/A Important

BAREEMEA AWS IoT FleetWise RS ERIBREABTEPRERBERRERAR. Rz,
£ AWS CLI, MEHMET  FSHEUMBRETEE (AWS CLI),

3

B ALSBARAMR, REBET—5,

1. RTHBERRBBRENBE
#m121# CAN_INTERFACE = OBD_INTERFACE $Z,

2. BHEME-—LZEEENE ,
- EHHPHE (OBD) i@ - MREBEERE T4 (ECUs) 2 EMMAIBA B RZEERNE
AWE , FEEHFEEE, LBEAHBERUFZFEELERBENRIE (DTCs) , AHBEHER
MY R REHE 1T S B HE R
« Controller Area Network (CAN EFiHE ) RE - MREBEEEE ECUs 2EEREFAFXHEAR
BE , FEELAREEE, ECUsTIURS|IZBEHELT, RE[ERNZTARK
3. MAMENEER.
4. EERAEFTEEEENE , FRBEEPEE-LSEHAR.

5. H#¥WHBEL-—ESRPFTEOAR  RERBRIR. ERHEBRES , FLE dbcBR. E
WRA DB ER RS ARBBRIRES |, EUNRBEREE,

6. EEFMS—EENNE, BEEFNEENE, FEEENERRAE  BRET -5,
7. BRELNER AREERY. RASETEM  HHANRESEAAEECANRY,

SERS5: B Bl

£ AWS loT FleetWise # , ERHREBYEEHNERR T E. AEAREREREVNAAEHIS
REMENAREE  MERYNSEERTSHEENEIULMN loT Y. ELARKIA ERHERTER
BABEZEUBEH,

TORRMF

1. ERECEVERERNNMBBIREABE, I  FREIBEHERNMRES ACTIVE,
a. EEMERERMNMRESR ACTIVE , 5B AWS loT FleetWise £i2 A&,
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b. TEBE&H KT , BIFE HHEL,
c. ERERERERMARET , REHFHMEE,

(® Vehicle model created X
You successfully created the vehicle model: demo.

AWS loT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- ) ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified
arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)

1:012345678912:signal-
catalog/DefaultSignalCatalog

By HH#

1. BARXAWS FleetWise £ A&,

EEEERD , 1BE =R,

BERVEE,

CETREHEN FOAERERE A ARBEERENBE (EHEDR ) IBSHREABTE,
(BR) FETREHEM , FRAREY  ARBENEEML.

(BA) REEREN AWS BER , FHEER , ARBEFEER.

iZ1ZE Next (T—%).

EERTERESE , AU LEACHER K NEZHDELETERE. KMAERECEDELR
F,UFEFREMRE, WREBELERE , BKULLREXAT,

9. THLABNIMELRER 6 AREBET-F,

10. EEREREZZHHER , CUBARTHBRABREMFTHBR, FEEYHBOEEK ,
BEEVBR  RAREET—F,

1. MEENAR. TRE , FEEFEVER,

© N o g K~ W DN

s
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SR 6: BAUTHEH

£ AWS IoT FleetWise 1 , THEBI ARG EIEE, WEER  URKERREFERTER, 7TH
EEHYEERKESTRE , 2 Edge Agent BB AMAERRAEBES RIFHRKETRKEERDN
B Ro

BITHER

1. BABX AWS loT FleetWise £# A&,

2. ESEERP  BETHTH,

3. I#IE Create campaign (BI5EH),

4. WABNITHEBEBNRAMR,

5. FEREMTHIBNENKREFR , BUUFHERERNRESR , WRFHEE LE json 18

R, LE json EXREEHERERUEMS,

a. EFEFHEREHREFR  FEEERERAURERR  AREELBZANTHEDNER
WESREH, SUNEERHEEVESFRIGHEBERR,

b. MREEFUNEAEBRNKEMS K SLEEETHIHREERERNWFERRE,

c. MRLEZEHRUEBEREHT , AIXAEEREXNRIANBZWENER . FHLEARNEBIE
EREH. BEEFNLRE,

d (ZEA) BEREXANESHRE , IEEHREATERE 1.

e. (ER) EEMEERKESHZEANERER.

f. BEWEEHR , FFiEIF Edge Agent BB B E R, BIETERR , Edge Agent for AWS
loT FleetWise BB —EEERNEREKKEER., HE , CREEE N RBIREGE , 258
—XEBRFREER,

g (FEA) BUNEEFTERNAREE,

EEREEENRESFRERPBEERNAR , FREERSATNERE,

(EA ) SUNEESAREFBEIZ/NEEBR. SO UFEESAR.

iZ1E Next (T—%).

EELHFLETHIBDERENNRFE N, BOEE Amazon S3 = Amazon Timestream 7%
BER,

© © N o

a. Amazon S3 - iE1E AWS IoT FleetWise EH FA#Y S3 EFETHE,

b. Amazon Timestream — i Timestream ERIEMNERREH. WAL BEREEXE
Timestream AWS IoT FleetWise #J IAM &,
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10. 1B Next (T—&F).

M. RESHTRDPEEEFEEIETERE,

12. WMARGRENEREEN B BAERNE,

13. BELNTHIDREPREENNER, ARBET D,

14. MBTHEDNAR K RARBEEVUTHED. SRENERL A THEHHES =R,

FSER7 B

FERGEBEARAHEFRETFRANERE—SRE |, 55MBER AWS CloudFormation &M FrE H &3

Ro

fiB& AWS CloudFormation 32
1. BAIBX AWS CloudFormation £ 4,

2. 1t Stacks JBEH | BELELER 1 PEIUMNME,

3. EEMBR,

4. FEETEERMBR , #IF Delete (MIER), HBRNEE 15 o =AY B ERMBER.

BRET R

1. WA LREBNREBLITHETBWENERE R, MEFMENR , 552/ Visualize AWS loT
FleetWise EEi&E £,

2. O LL¥ AWS loT FleetWise #/THFEZ B fRRFERE, MT|FFMAENA |

3
¢

B FE 2 AWS loT

FleetWise,

SB7:BR
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https://console.aws.amazon.com/cloudformation
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Ingest AWS loT FleetWise EXE Eif

/A Important

H 5 AWS loT FleetWise TEEMNFZERE s S 88, MEFHMAET , FSBAWSAWS loT
FleetWise ARy & i3 1 Zh 8L vT A 4.

Edge Agent for AWS loT FleetWise B EER P TEMNHITHR , EXREERHEERZBANETLE
o

@ Note

« AWS loT FleetWise T EAR S EEMABRIRIENFREAKHIRIENRR , ELRENBE
RAESERBRENGREZRRNT , WERRESMEERE, FEBEMEH AWS loT
FleetWise WEHNERERMEMRSE | BRI EEEA AWS loT FleetWise RIZFIRIREE
B I BE o

. ESEENERRMFHMLEREMER AWS loT FleetWise INENEHERNERM K TFA
TRRERBERERLZSER (HlUReERNRESRE ) TAEBENTEAAREE,
LEFMESEESREMEEEESZNRR (HIMERERNRSE ) WEMRBEER.

ERRERENESR , FUT FHIEME

1. BN EFH B3I 28 Edge Agent for AWS loT FleetWise B 88, mMEM{AFEH Edge Agent #
BWEMER  FHTTHEERTEH Edge Agent for AWS loT FleetWise # B % A E5/,

1. EEZE AWS loT FleetWise £ 5&.
2. TERBEER AWS loT FleetWise AFIEEEH | BEFRREHNRERER,

2. BUREAARES  HPESLKARELEHELNAR, NEFMEF , F28 EL AWS
loT FleetWise 5% B & 0 B A B & (AWS CLI),

(® Note
« MRIEFEH AWS loT FleetWise TEAREUF—HAEHER K AFAEEFHEIARE
8%, ELEVE —EEHIERE | AWS loT FleetWise EH B AEE TS H %, WMFEF
MIEF , 52 BE I An AWS loT FleetWise EEfiE R,
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md
https://console.aws.amazon.com/iotfleetwise/home#/
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« AWS loT FleetWise B i ZE&E AWS tk F#IFAE B & AWS [EiF,

3. EAFAMREHPNFARKRELEHER, MEFMEN , FB2EEIL An AWS loT FleetWise HEHi1E

A,

® Note

- MBEEH AWS IoT FleetWise FIEAB T HEHER | BT LA EE dbc BRUEAGA

%, .dbc =2 Controller Area Network (CAN Efi#E ) EREXENERENX. Bu=E
WMER®  FTNFESENEEARE &K, WHEFEEA , FSEEIL An AWS loT
FleetWise BHEg#EE!,

. MNBRLEEH CreateModelManifest API R{EREB HEFER  BIXEFEH

UpdateModelManifest API #ERBMAERIER, MEFMENA , FSEEH an
AWS loT FleetWise EEjiEH,

WRIEFEH AWS loT FleetWise XA B EHER | AWS loT FleetWise € BB A&
R B,

4. BUBRGREAFE, AERENFECSAEL—BSBPEVNERERFEEZSEARN
RIREN. RBRENFESHELEVNERELERM ., MEFHMENR , F2BEManage AWS
loT FleetWise s EFFE

(@ Note

« MRIEMEF CreateDecoderManifest API IR{ERE Y SIS EAEE | AIXEFER

UpdateDecoderManifest API R ERBMARRREAFTE. NFEFHEA , FBRE
#1 an AWS loT FleetWise fiGss E A5 E

o MRMEFEH AWS loT FleetWise £IRA B RIEREFEE , AWS IoT FleetWise €8

PR ARIRRETBE,

5. ft EWMEREY B, MHRERERETNERSEREENAKRFER, BXEFEH AWS loT
Core fiREH , TREKERHNMEE R, MBFMEF , FZBIManage AWS IoT FleetWise E

@O

6. (BA) BUMBURKR—EER , AZSEREHEEEETREE, EVHBERBEESIE
i, MEFMESR , F2B1E AWS loT FleetWise I EEHEE,
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7. (BA) BMUTHED, THEHSHBINEFHNME. THEHERME Edge Agent REETR |
MAMMRR, WEEH K URKENEREER. WFEFMAET A F2HEEATHIHRE AWS
loT FleetWise E#l. ERLVEMITHED, MEHAEA ( TH ) HMERKEER.

® Note

AR UpdateCampaign APl IBERIEITEEIEEN , AWS loT FleetWise = BEAGH &P
EFNEWMGME, WEFMEER , FBBEH an AWS loT FleetWise 1T EE,

8. (BA ) BiREHAR, NEHASHED HH, AEHX[EFTRMEREEHIREAES, o
EHNEY  FSHERLERNSE D AMRE,

Edge Agent k88 AWS IoT Core B AZREN MQTT & , SEHEREHE , BE

1S ERHEE Z1TEEE M AWS loT FleetWise , B AAE & $aws/iotfleetwise/
vehicles/vehicleName/signals, &r¥ EXEHAMEE | Edge Agent 2 ATEE EE $aws/
iotfleetwise/vehicles/vehicleName/last_known_states/data. fIEMMAIEREEFEIER
HEEHHER |, 5528 Visualize AWS loT FleetWise B &£,
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Model AWS loT FleetWise E#j

AWS loT FleetWise 1RIHEHIWHEEEE K nELREERPEEEHNEREIR, AK. AKBE&K, HE
B NAESRENEERCARETERER RO TH.

use

i 1.n
* .
ehicle Model Decoder Manifest

use 1" Model Manifest)

£
use

| 1 '1

* 1.n =0

LEE -
Vehicle

A T 1.I.n

i.n 1.n

bclc!ng to reference
| |
1-|-" 1-|-" belong to
Signal Campaign  -1.n -associated with

|
1..n

Signal Catalog 4y p

associated with
Signal

TERLERTEERENRETRENNEREE., ARTLUREMYE, 72X, BESIEDHHR.
flan , WA LRI BESRRBUESEERE , AREHREPEREN K SERESRESE. EREREMN
B, MEFMET , F2BEManage AWS loT FleetWise #1557 B .

% B 8%

AEEHETES—EAR. AREFEPNARTARELFEATRBABEMNERE N ERER,
il FRREREFRENMIE | —PEHEFEDSMEE (CAN ERdE ) BABE ; 3 —2B6E
FREHZE (OBD) BABE. B UEAKE KPP ERRERS  UERESRAEE, KBESTH
RAEXWPEHRWEEMD, MFEFHMEN , 2B Manage AWS loT FleetWise A5 B %o

EWEE (REEFRE )

HHRRAREENER  TARSEECERRNHKRN  AERERAR 2BNER. EHEREEM
FEANZHER EAHAT—BNER. BULFEARRETERER, WEFHEEN B
Z[BManage AWS loT FleetWise BEEfE R,
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FRIGREFRE

RGREFEECSEREETSAAKRNBBENR. EHPHRESNEHRSEREMBAR
( ZHENER ), FRRESEEABZE , AWS loT FleetWise RESAG — N BRI E R A AET
EHNE. SEMRGREASEHEEREIERE . WEFMHENR , FZ2EManage AWS loT
FleetWise fEiGes & /88,

BATLAfER AWS loT FleetWise £ A5 APl , AT HIAFREBITH#HER,

|.

1. BUREAARE S  HP IS GKAREYERRENFR. NFFHBER
loT FleetWise 5% B & M E A% B #& (AWS CLI).

3
$

ZREIT AWS

® Note

o MRIZEMHEH AWS loT FleetWise EIEAREVF—EAEWHER K AFEEFHEIARER
8%, BEHREVE—EEHIERE L AWS loT FleetWise EH B AKRE TS H %, NMEF
MIES |, 52 An AWS loT FleetWise E#ffE 8!,

« AWS loT FleetWise B i X E & AWS tk FHIFAE B & AWS [EiF,

2. EAMB BHEAFARKRBLERHER, MEFMER , FBSHEEIL An AWS loT FleetWise H#i&

A,

® Note

o WMRIZMFEH AWS loT FleetWise £ AEVEHEHET | B|A LA L& dbc EERUAE A
%o .dbc 2IEFIREEHMAEE (CAN EFRHE ) EREXIENERERN, BEUEWERR |
NS EBMIBEEANE &, MEFMER , BFSBEIL An AWS loT FleetWise E
R A,

. MREEH CreateModelManifest API B{EREB EHHER K RIS AFEH
UpdateModelManifest API R ERBAERER, MBFHFMEF , FSREF an
AWS loT FleetWise EH#HE R,

o MBHEEH AWS loT FleetWise TR BB EIHER | AWS loT FleetWise € HEI A&
AR EEWER,

3. BUMBRENEE, MEHRETNEECSLEL—ESBHIRICERERFIEECZSHEAREN
RIGER. RBRREFERCEVNEREREEER ., WEFMBENR , 52/8Manage AWS loT
FleetWise fiGes &8,
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® Note
- MNBRLEFEH CreateDecoderManifest API RERB I RIESEAETE |

R A fE

UpdateDecoderManifest API BERBIARIBRENETE. WHEFMENRA , F2EE

#T an AWS loT FleetWise fRIESS E 5 E,

o WMREFEH AWS loT FleetWise TIZAE RIS ENFE , AWS loT FleetWise &

BALRRABGRREABE.

CAN ERHFEREXE dbc BRKN, ERALLE doc BRREAAFMARFERR, HEASEH

Bl .dbc =X , FEIT T I EE,
H#8 .dbc R
1. T # EngineSignals.zip.

2. BEZEMETEH EngineSignals.zip ERM B &,
3. BB ER, YHHMEA EngineSignals.dbc,

&

- Manage AWS loT FleetWise 35k B #

« Manage AWS loT FleetWise &R

« Manage AWS loT FleetWise f#i5es &5 E

Manage AWS loT FleetWise A5 B &

(® Note

LA TEHREETE , # ROS 2 AEEMRAEFN B HMEEM VSS json ER, MFEFME

A, 2R AERRENFERASER.

B BERENARNES  TUEEEAELARRELEREKEE, AWS loT FleetWise X & =

AR (VSS) , LA LLERELAMRERAN. M AURTIMEMEE,

5% B 8%
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samples/EngineSignals.zip
https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-nodes.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
https://covesa.github.io/vehicle_signal_specification/introduction/overview/
https://covesa.github.io/vehicle_signal_specification/introduction/overview/
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B

BHAREETESRENBHREN , flUErmMEE A M.
DX
DXRERERBEBPIAR. DX REBARMEE. flW , Vehicle? XEE T2

% Powertrain., Powertrain # X 88 F% X combustionEngine, EES
¥ combustionEngines X , 58fF A Vehicle.Powertrain.combustionEngineiE&E =,

RRIER

RESENSREERVEINRE  YREFEMEE  RAERRESEE | flumf. BE.
RBNER,
B8

EEREREREEFRENRE | fINFEE, RHENFIH, BEEHEENRETUEFREE =
&, flm , BUER—EEDHHIRAKRESR. ELRAMTBHAERE  SERSWIHER,

EHE=T

BilfE (LBARE ) ARENIESIEFNERREE. CEYRBEEREL P EREHERER
BHER, URFREENIBEAZRR  SEAGE  INRKREMENERRNESIEFNE
o

RBEEANTRESCEAZRBERRERENSE K MIELRENEREARERTER, BETAH
RATEEAENAE K SIERESR. B, EBFNRERRENER, REASEREEE
BEFAER , AWS loT FleetWise HHIFTE @MW EE HEEENE , RtFrEEE H A %M
B, flan , MREBEEER Vehicle.Camera.lmage.height, Carve.Camera.lmage.width
Vehicle.Camera.lmage.data - BN AR I EFTEELEE NE.

® Note
RERAENENERRS , TEEEMRE.

=EH: JEd
B BUARERENEBIRE. BENERERTURELRR S —EFH,

ERABEBNETBERR TSRS , FANSRERA -—FEERAERER | LRERRE
B, BFBMEARERMBESRER K MEBARERMAED RHH.
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® Note

o MBIEFER AWS loT FleetWise TEARBIUFE —HEHER K ANFLFEEFHRIUARE
8%, BHREVE—(EHEHIERE | AWS loT FleetWise EHEAKEY A B %, EFHA
B, F2BET An AWS loT FleetWise EftER,

o WREEH AWS IoT FleetWise EEAE T HFHER | B|IF[LL L& dbc BRUE AR
%o .dbc REFIEFEEHMEL (CAN B ) ERHEZENEREN, BYEHERE
WA BB I8 EAEE &, WEFHMEN , B2 BE An AWS loT FleetWise BEEiE

B,

« AWS IoT FleetWise B BIX#& AWS t&kF S{&EZAIFA B i%.

AWS loT FleetWise 124t 5 API ##4F , &I A RE L M E AR B &

+ CreateSignalCatalog — 3 3 ##YFA 5% B 8%,

« ImportSignalCatalog — #%id F{& .json 18 REAARUEML A B &%, ARMYEAKRBVSS EXR , I
LA JSON A & =F,

+ UpdateSignalCatalog — EiBE#H, BBRIHFTIEA S R E BB B &.

+ DeleteSignalCatalog — MIEREE A /Y FASE B 8%,

« ListSignalCatalogs — #EEXFT B A B M EMN D HIFE,

« ListSignalCatalogNodes — #ERIE EFASE B 8P FrEAE (% ) WO EIEE,
+ GetSignalCatalog — ##EXFA 5% B 8k MHEE A

HERE

+ Configure AWS loT FleetWise F3k
31 AWS loT FleetWise A5k H 8
FE A an AWS loT FleetWise FA5% B #%
E# an AWS loT FleetWise §A5% B 8
MIBR AWS loT FleetWise &A% B 8
Get AWS loT FleetWise #A3% B & A
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ImportSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogs.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogNodes.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetSignalCatalog.html
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Configure AWS loT FleetWise FA5%

RERPUWARES X, B, RESNEDR.
ES]

L
X

i
XY
Xt

L
X

RERIER BB
- REEHNEREE

[l
&3

=] 1111
a

BEREDX , mEETHER,

e fullyQualifiedName - # XN EEZBESIINELRM LY XHNEE, £/ dot(\) RS E
F9Xo. Bl , Vehicle.Chassis.SteeringWheel@SteeringWheel XM TEEZHE,

Vehicle.Chassis.2IltHD XHERE,

TEEBEZUE 150 BF . BRFER :a—z. A-Z, 0-9. B () MELE ().

« (i#HA ) Description- 2 XHH#R,

HIRRZ O A 2048 EFET. BMET : a—z. A-Z, 0-9,

) o

« (i#HA ) deprecationMessage - EBHBMBRHH R ZHWEAAL,

deprecationMessage &% A H 2048 ¥ t. BRF T : a-z. A-Z, 0-9,

wR) M- (EFH)

(R M- (EF

(&K

« (A ) comment - RSN RE, B TAREHREES, XWHEHMER |, Hlins X FEEHE

BoXHNBE,
HBRZUA 2048 EFEX. BERET : a—z. A-Z, 0-9,
) o

REBM

EERTEBMY  BEETER,

(MR FI- (BT

REFR
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- dataType - BN ERERMX AR THHEFP—IF : INT8, UINTS, INT16, UINT16, INT32, UINT32,
INT64,

UINT64, BOOLEAN, FLOAT, DOUBLE, STRRING, UNIX_TIMESTAMP. INT8_ARRAY. UINT8_ARF

BEI 2 X P ERNEREE,

« fullyQualifiedName - BN EEEZBEEBMMLBHEBNELE, FH dot(.) KRBEFHA
#R. a0 , Diameter Vehicle.Chassis.SteeringWheel.Diameter2 BHHNTEEZR,
Vehicle.Chassis.SteeringWheel . 2t BRI,

ZEEZBREZTE 150 BFT. BERFET a2z A-Z. 09, : (B%) M_ (KFE).
(i2F ) Description - BEMHER,
BRRZ A 2048 BF L. BRFETX a2z, A-Z. 0-9, : (BH). _ (KEHR) T- (EF
) o

« (EA) unit - BHEMRIZBESN , B0 km =K Celsius,
(EA) min - BN RIME,
(1BAH ) max - BHEMNERKE
(iZf ) defaultValue - BMHMWTERE.

- (i#H ) assignedValue - iEREBHEES

- (A ) allowedValues - BHEZIHNEZE,

- (1#H ) deprecationMessage - EEBERMBRNERR I ZWEAFAL,
deprecationMessage &% A& 2048 BIFt. BXFT :a—=z, A-Z, 09, : (B ).
) M- (EFH)

(1EA ) comment - #RLUNAEERE, SR AREHBHNEMBER  SINBEA RESNIAEE
HH2E,

(K

AW RZAH 2048 fAF L. BMFL :a-z. A-Z, 09, : (B ). _ (ER) M- (EF

;b)o

EERRERERIERR  FEETIEA,

. dataType - ABEMERERUALE TFHIEF—IF : INT8, UINTS, INT16, UINT16, INT32, UINT32,
INT64,
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UINT64, BOOLEAN, FLOAT., DOUBLE, STRRING, UNIX_TIMESTAMP, INT8_ARRAY. UTINT8_AF
FEITREN D TP ERNEREE,

« fullyQualifiedName - AN TR EBRFAFHEEMLARN BT, £A dot(.) RSE FA
o i,
Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringStateHandsOffSteerings
BRI TR B, Vehicle.Chassis.SteeringWheel.HandsOff. 2L EB)EF MR T,

ZEEZBEZTE 150 BFT. BERFET a2z A-Z. 09, : (B%) M_ (KHE).

« (i#H ) Description- FASEMHEIR,
WiRRZ A 2048 BFT. BMFET a2z, A-Z. 0-9, : (B). _ (EHR) M- (EF
) o

« (EA) unit - FASRAIBIZEE |, BTN km = Celsius,

- (EH ) min- FARMR/ME,

« (A ) max - ARHFZKE,

- (#H ) assignedValue - ¥EREAENE,

- (&M ) allowedValues - FAFIEZIHNEZTE,

« (#H ) deprecationMessage - EEBEHMBRAETRR D ZHNERAFAL.
deprecationMessage &% A& 2048 BIFt. BXFT :a—=z, A-Z, 09, : (B ).
) M- (EFH)

« (1A ) comment - WIRLUNKTRE, SR TAREHEEBESIEHINEMENR , flEHE
EoNHEBESDEBIZNSE,

(K

MR ZAHE 2048 fAF . ERFL a2z, A-Z, 09, : (B ). _ (ER) M- (EF
%) o

REEMNEMSE

BURBRFEMELR K SCHEMNERER, RToX2  SLERERRHER (1
BAKE ) MBMER. SERHRZAEERENAR , Sk, BERKREBINRE , fiE
AERER (fl0 VINTS) SkEHAMERE ( HINEEESE ) o #la , Carve.Cameras.Front &%
¥ . Carve.Cameras.Front.Image X Z&#&#& , M Vehicle.Cameras.Timestamp X & B %,

THEMERFREFRE ARNERNFHNITEHEE — json R,

REFR 37
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Example IR E R R

"Vehicle": {
"type": "branch"
// Signal tree
.
"ComplexDataTypes": {
"VehicleDataTypes": {
// complex data type tree

"children": {
"branch": {
"children": {
"Struct": {
"children": {
"Property": {

"type": "property",
"datatype": "Data type",
"description": "Description",

"description": "Description",

//
}
},
"type": "struct"
}
}
"description": "Description",
"type": "branch"
}
}
}
}
}
@ Note

BRI HREE T , & ROS 2 ARBRA TN B KMAM VSS json ER. WHEFHEE

7, AR RERRERREASER,

RERRERERABRAE , TREEEMEBE.
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RERB

EEREHME (NEB) , FEETIEHA.

« fullyQualifiedName - BEJEBHNZEEHE, i, B EBNTEEBAER
ComplexDataTypes.VehicleDataTypes.SVMCamera,
TEZBEZTE 150 BFT. BRFERT a2z, A-Z,. 09, : (B%) M_ (KHF).
(i2F ) Description - FASRMI R,
HIRZZOH 2048 AFET. BERFET :a-z. A-Z, 0-9, : (B%). _ (KEHR) M- (E=F
) o
(EM ) deprecationMessage - EEBEBHMRNE R D IHWEAAS.
deprecationMessage &xZ A B 2048 =Ft. BMFET : a-z. A-Z, 09, : (B¥).
) M- (EFH).

« (EA) comment - #RLUINNGERE, ERETHREHEHARERINEDR[NVEMEF , HINEER
EyHEARERNEBRNZE,

(&

MR ZAE 2048 HF T, BMFT 1a-z. A-Z, 09, : (B#). _ (ER) M- (EF
%) o

RE Bt
HEXEBBE , FEETIEA.

- dataType - M ERERNKBR THIEH—1E : INT8, UINTS, INT16, UINT16, INT32, UINT32,
INT64,

UINT64, BOOLEAN, FLOAT. DOUBLE., STRRING, UNIX_TIMESTAMP, INT8_ARRAY. UINT8_ARE
= UNKOWNOWN,

« fullyQualifiedName - Bi BN TE AR, flm , BT BMHNTESZBIRER
ComplexDataTypes.VehicleDataTypes.SVMCamera.FPS,
TEEBRZYUE 150 @FT. ERFT a2z, A-Z, 09, : (B%H) M_ (KEHK)

« (i#H ) Description- FSEMHEIR,
BIRERZAH 2048 HFET. BRFET :a-z, A-Z, 0-9, : (BH). _ (ER) M- (EZF
) o
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(i®F ) deprecationMessage - IEE BB MBRNEHE s ZHWEAALS,

deprecationMessage &% A& 2048 BIFt. BXFT :a—=z, A-Z, 09, : (B ).
) M- (EFH)
(1A ) comment - #HRUANEER. SR THAREHEHERESRSSIEHRNHEMENR , fIHEER
HHEARESRREBRNSE,

(K

AR ZAH 2048 fAF L. BMFL a2z, A-Z, 09, : (B&). _ (ER) M- (EF
) o

(M ) datakEncoding - 5t BHREA-ENER. BFIBMHNENRRLCAR TIIHF—
18 : BINARY = TYPED.

(#MA ) structFullyQualifiedName - MR BiIEBHMNEREER A Struct I StructArray , Al
ARBEFTBMENGE (B8) BRNTEERR,

TEZBRZITE 150 BFEx. BRFET a2z, A-Z, 0-9, : (B%) M_ (EHE)

37 AWS loT FleetWise A5k B

BRI LAE A CreateSignalCatalog AP #BR4EREZE M FASK B #%. TS HIER AWS CLI,

EEEVARBE , BT TH@S
# signal-catalog-configuration UK BEEHEEN json BREHE,

aws iotfleetwise create-signal-catalog --cli-input-json file://signal-catalog-
configuration.json

« # signal-catalog-name B BEEM KA B HE B,
(BA) B#BRBER , LUEHBNEEBIFASE B 8%,

MENMARES X, B, BESFTEHINFEMENR , 5826 Configure AWS loT FleetWise &5

{
"name": "signal-catalog-name",
"description": "description",
"nodes": [
{
"branch": {
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"fullyQualifiedName": "Types"

}
},
{
"struct": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage"
}
I
{
"struct": {
"fullyQualifiedName": "Types.std_msgs_Header"
}
},
{
"struct": {
"fullyQualifiedName": "Types.builtin_interfaces_Time"
}
I
{
"property": {
"fullyQualifiedName": "Types.builtin_interfaces_Time.sec",
"dataType": "INT32",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.builtin_interfaces_Time.nanosec",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
I
{
"property": {
"fullyQualifiedName": "Types.std_msgs_Header.stamp",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.builtin_interfaces_Time"
}
},
{
"property": {

"fullyQualifiedName": "Types.std_msgs_Header.frame_id",
"dataType": "STRING",
"dataEncoding": "TYPED"
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}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.header",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.std_msgs_Header"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.format",
"dataType": "STRING",
"dataEncoding": "TYPED"
}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.data",
"dataType": "UINT8_ARRAY",
"dataEncoding": "BINARY"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.Cameras"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle.Cameras.Front"
}
},
{

"sensor": {
"fullyQualifiedName":
"dataType": "STRUCT",

"Vehicle.Cameras.Front.Image",

"structFullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage"

BB &%
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std_msgs_msg_Float64"

std_msgs_msg_Float64.data",

"structFullyQualifiedName": "Types.std_msgs_msg_Float64"

sensor_msgs_msg_RegionOfInterest"

sensor_msgs_msg_RegionOfInterest.x_offset",

sensor_msgs_msg_RegionOfInterest.y_offset",

}

iy
{

"struct": {
"fullyQualifiedName": "Types.

}

+
{

"property": {
"fullyQualifiedName": "Types.
"dataType": "DOUBLE",
"dataEncoding": "TYPED"

}

iy
{

"sensor": {
"fullyQualifiedName": "Vehicle.Velocity",
"dataType": "STRUCT",

}

+
{

"struct": {
"fullyQualifiedName": "Types.

}

Iy
{

"property": {
"fullyQualifiedName": "Types.
"dataType": "UINT32",
"dataEncoding": "TYPED"

}

+
{

"property": {
"fullyQualifiedName": "Types.
"dataType": "UINT32",
"dataEncoding": "TYPED"

}

iy
{

"property": {

"fullyQualifiedName": "Types.

"dataType": "UINT32",

sensor_msgs_msg_RegionOfInterest.height",

BB &%
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"dataEncoding": "TYPED"

}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.width",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.do_rectify",
"dataType": "BOOLEAN",
"dataEncoding": "TYPED"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.Perception"
}
I
{
"sensor": {
"fullyQualifiedName": "Vehicle.Perception.Obstacle",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest"
}
}
]
}
(® Note

LA THREETE , # ROS 2 FAEERAEFN B HMEER VSS json ER, MFFME
A, F2RAERRERNRBEASERM.
BRERMERENRRERE , TRRE8MBE,

MREGHERAEFZE AWSKMS £RBANE , FEETIBERER , BELENACFTUANA
CreateSignalCatalog API #1E,

BB &% 44


https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-nodes.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb

AWS IoT FleetWise HBEABER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
.
]
}

FE A an AWS loT FleetWise 3% B %
AT LAE R AWS loT FleetWise £ &5 AP| JREE A FSE B 8%,

E=::]
- EAFASFES (EBAE
- EAFAEE 8 (AWS CLI)

EAFMRE & (E2E )

Al LA{E R AWS loT FleetWise £ & FE A 5% B .,

/A Important
EREANE—EARE K. NELEEARDE  AFGETRATEINEAARE HHE
B,
PN ASE =S

1. BB AWS loT FleetWise £ 4,
2. EEEBKD | BEFEFANE &,
3. EFEESKBEEEL , BREEAFEE K,
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AWS loT FleetWise HEABEE
4. EATESAHRER,
FERSIHETRLEER

a. iZ#E Import from S3 (# S3 EA).
b. £ Browse S3 (BIE S3),

c. HRFEENRE 6 WARETESBING  RBEEPRET  RREBEPRIFER. &
BERERRME,

HE , ¥ S3 URI, #1 A Amazon Simple Storage Service URl, MEFFMER ,
{Amazon S3 £ %?aﬁ>> P FEREFETRN G .

HEREHNERLERER !

T
¢
an

a. EEREREA
b. L& E@WARRME (VSS) XM json B,
5. BEIAREH , AREZFEALESR.

P& ASA5% B 8 (AWS CLI)

BRI LAME R ImportSignalCatalog API 24 £ JSON #&3% | UGB BN AL E &, BN EEBRE =
BRIRAE (VSS) , T HENSFASRFETFTE JSON =R, THIEHIEA AWS CLl,

EEEAARBE  FHAT TSRS,

« # signal-catalog-name B BEEI A B KB B,
(A ) ERER B2 | LUHBIEERBIFASE B 8%,

« # signal-catalog-configuration-vss BIf{% JSON ZHERER , HhIE VSSHESR
HYRRER

MEBENARES 2. BE, BESBRNEDENFMEN , 528 Configure AWS loT FleetWise # ko

aws iotfleetwise import-signal-catalog \
--name signal-catalog-name \
--description description \
--vss file://signal-catalog-configuration-vss.json

JSON HERIBFEL |, WiFEB vssIson WEE, AT 2 VSS HEZMFAGREHI,
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{

"Vehicle": {
"type": "branch",
"children": {

"Chassis": {
"type":
"description": "All data concerning steering, suspension, wheels, and
"children": {

"SteeringWheel": {
"type":
"description": "Steering wheel signals",
"children": {
"Diameter": {
"type": "attribute",
"description": "The diameter of the steering wheel",
"datatype": "float",
"cm",
"min": 1,
"max": 50
1,
"HandsOff": {
"type": "branch",
"children": {
"HandsOffSteeringState": {
"type": "actuator",
"description": "HndsOffStrWhlDtSt.
"datatype": "boolean"
1,
"HandsOffSteeringMode": {
"type": "actuator",
"description": "HndsOffStrWhlDtMd. Hands Off
"datatype": "int8",
"min": Q,
max": 2

"branch",

"branch",

"unit":

Hands Off Steering State",

Steering Mode",

}
}
}
}

.

"Accelerator": {
"type": "branch",
"description": "",
"children": {

brakes.",

FE A FAER B 8%
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"AcceleratorPedalPosition": {

"type": "sensor",

"description": "Throttle_ Position. Accelerator pedal position as percent. 0 =
Not depressed. 100 = Fully depressed.",

"datatype": "uint8",

"unit": "%",
"min": O,
"max": 100.000035
}
}
}
}
},

"Powertrain": {
"type": "branch",
"description": "Powertrain data for battery management, etc.",
"children": {
"Transmission": {
"type": "branch",

"description": "Transmission-specific data, stopping at the drive shafts.",
"children": {
"VehicleOdometer": {
"type": "sensor",
"description": "Vehicle_Odometer",
"datatype": "float",
"unit": "km",
"min": O,
"max": 67108863.984375
}
}
},

"CombustionEngine": {
"type": "branch",
"description": "Engine-specific data, stopping at the bell housing.",
"children": {
"Engine": {
"type": "branch",
"description": "Engine description",
"children": {
"timing": {
"type": "branch",
"description": "timing description",
"children": {
"run_time": {
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"type": "sensor",
"description": "Engine run time",
"datatype": "intl6",
"unit": "ms",
"min": O,
"max": 10000
},
"idle_time": {
"type": "sensor",
"description": "Engine idle time",
"datatype": "intl6",
"min": Q,
"unit": "ms",
"max": 10000
}
}
}
}
}
}
}
}
},
"Axle": {
"type": "branch",
"description": "Axle signals",
"children": {
"TireRRPrs": {
"type": "sensor",
"description": "TireRRPrs. Right rear Tire

"datatype": "float",
"unit": "kPaG",
"min": O,
"max": 1020
}
}
}
}
},
"Cameras": {
"type": "branch",

pressure

in kilo-Pascal",

"description": "Branch to aggregate all cameras in the vehicle",

"children": {
"FrontViewCamera": {

FE A FAER B 8%
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"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Front view camera"

1,

"RearViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Rear view camera"

},

"LeftSideViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Left side view camera"

1,

"RightSideViewCamera": {
"type": "sensor",

"datatype": "VehicleDataTypes.SVMCamera",
"description": "Right side view camera"

}

}
},

"ComplexDataTypes": {
"VehicleDataTypes": {
"type": "branch",
"description": "Branch to aggregate all camera related higher order data types",
"children": {
"SVMCamera": {
"type": "struct",

"description": "This data type represents Surround View Monitor (SVM) camera
system in a vehicle",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Make": {
"type": "property",
"description": "Make of the SVM camera",
"datatype": "string",
"comment": "Test comment",
"deprecation": "Test deprecation message"
1,

"Description": {

"type": "property",

"description": "Description of the SVM camera",
"datatype": "string",
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"comment": "Test comment",

"deprecation": "Test deprecation message"
},

"FPS": {

"type": "property",

"description": "FPS of the SVM camera",
"datatype": "double",

"comment": "Test comment",

"deprecation": "Test deprecation message"
I

"Orientation": {

"type": "property",

"description": "Orientation of the SVM camera",
"datatype": "VehicleDataTypes.Orientation",
"comment": "Test comment",
"deprecation": "Test deprecation message"

},

"Range": {
"type": "property",
"description": "Range of the SVM camera",
"datatype": "VehicleDataTypes.Range",
"comment": "Test comment",
"deprecation": "Test deprecation message"

I

"RawData": {
"type": "property",
"description": "Represents binary data of the SVM camera",
"datatype": "uint8[]",
"dataencoding": "binary",
"comment": "Test comment",
"deprecation": "Test deprecation message"

I

"CapturedFrames": {

"type": "property",

"description": "Represents selected frames captured by the SVM camera",
"datatype": "VehicleDataTypes.Frame[]",

"dataencoding": "typed",

"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
I
"Range": {

"type": "struct",
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"description": "Range of a camera in centimeters",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Min": {
"type": "property",
"description": "Minimum range of a camera in centimeters",
"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Max": {
"type": "property",
"description": "Maximum range of a camera in centimeters",
"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}

iy

"Orientation": {
"type": "struct",

"description": "Orientation of a camera",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Front": {
"type": "property",
"description": "Indicates whether the camera is oriented to the front of the
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
"Rear": {
"type": "property",
"description": "Indicates whether the camera is oriented to the rear of the
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
"Side": {

"type": "property",
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"description": "Indicates whether the camera is oriented to the side of the
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
I
"Frame": {
"type": "struct",
"description": "Represents a camera frame",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Data": {

"type": "property",
"datatype": "string",

"dataencoding": "binary",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
}
}
}
}

T O BIFE R JSON FEHE VSS FEBRNHERAMR,

"vssJson": "{\"Vehicle\":{\"type\":\"branch\",\"children\":{\"Chassis\":{\"type
\":\"branch\",\"description\":\"All data concerning steering, suspension, wheels,
and brakes.\",\"children\":{\"SteeringWheel\": {\"type\":\"branch\",\"description
\":\"Steering wheel signals\",\"children\":{\"Diameter\":{\"type\":\"attribute\",
\"description\":\"The diameter of the steering wheel\",\"datatype\":\"float\",\"unit

\":\"em\",\"min\":1,\"max\":50},\"HandsOff\": {\"type\":\"branch\",\"children\":

{\"HandsOffSteeringState\": {\"type\":\"actuator\",\"description\":\"HndsOffStrWh1DtSt.

Hands Off Steering State\",\"datatype\":\"boolean\"},\"HandsOffSteeringMode\":

{\"type\":\"actuator\",\"description\":\"HndsOffStxWhlDtMd. Hands Off Steering Mode
\",\"datatype\":\"int8\",\"min\":0,\"max\":2}3}}}},\"Accelerator\": {\"type\":\"branch
\",\"description\":\"\",\"children\":{\"AcceleratorPedalPosition\":{\"type\":\"sensor

FE A FAER B 8%
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\",\"description\":\"Throttle_ Position. Accelerator pedal position as percent. 0

= Not depressed. 100 = Fully depressed.\",\"datatype\":\"uint8\",\"unit\":\"%\",
\"min\":0,\"max\":100.000035}3}3}}},\"Powertrain\":{\"type\":\"branch\",\"description
\":\"Powertrain data for battery management, etc.\",\"children\":{\"Transmission\":
{\"type\":\"branch\",\"description\":\"Transmission-specific data, stopping at the
drive shafts.\",\"children\":{\"VehicleOdometer\":{\"type\":\"sensor\",\"description
\":\"Vehicle_Odometer\",\"datatype\":\"float\",\"unit\":\"km\",\"min\":0,\"max
\":67108863.984375}}},\"CombustionEngine\": {\"type\":\"branch\",\"description\":
\"Engine-specific data, stopping at the bell housing.\",\"children\":{\"Engine\":
{\"type\":\"branch\",\"description\":\"Engine description\",\"children\":{\"timing\":
{\"type\":\"branch\",\"description\":\"timing description\",\"children\":{\"run_time\":
{\"type\":\"sensor\",\"description\":\"Engine run time\",\"datatype\":\"intl6\",\"unit
\":\"ms\",\"min\":0,\"max\":10000},\"idle_time\":{\"type\":\"sensor\",\"description
\":\"Engine idle time\",\"datatype\":\"int16\",\"min\":0,\"unit\":\"ms\",\"max
\":10000333333333,\"Axle\": {\"type\":\"branch\",\"description\":\"Axle signals\",
\"children\":{\"TireRRPrs\": {\"type\":\"sensor\",\"description\":\"TireRRPrs. Right

rear Tire pressure in kilo-Pascal\",\"datatype\":\"float\",\"unit\":\"kPaG\",\"min
\":0,\"max\":1020}3}3}3}3}1}"

}

(® Note
BULTRAEBETE , & ROS 2 FAEBIRA AN E RHEAH VSS JSON ER. MEFFH
&Y F2RABRRENRBRASER.
HAERRENERFABERS , TRREERMEE,

MREHEREFZE AWSKMS €RBANE , B2 TIBERER , BELENACTTLAWA
ImportSignalCatalog APl ##4E,

"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
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+
]

}

E#H an AWS loT FleetWise 3% B %

&R LA A UpdateSignalCatalog API REREFTIRERIAS: H 8%, THIEFIFEA AWS CLI,

EREHMRAWAREE , FHT TG

# signal-catalog-configuration XA B EHERERN json BRERE,

aws iotfleetwise update-signal-catalog --cli-input-json file://signal-catalog-
configuration.json

# signal-catalog-name B BEE 2 A5 H & E 1B,

MENMMRES X, B, BESFSNESIZNFMERNR , 5828 Configure AWS loT FleetWise #55 o

/A Important

BB BR T 2N, NIREEEEBUEENIFIEARBEER (BB ) , FRHERE
B, YR EAMEBMIEFNHER.

EEMEREFTREE  FE PHEREENTEEBnodesToRemove, MR R B IEAASRFT
2  AEEMR, AASEREB0OFAR (HENREERABREE ) BLAEFREN
5% B 8% B ERTIMIBR.

{
"name": "signal-catalog-name",
"nodesToAdd": [{
"branch": {
"description": "Front left of vehicle specific data.",
"fullyQualifiedName": "Vehicle.Front.Left"
}
},
{
"branch": {
"description": "Door-specific data for the front left of vehicle.",

"fullyQualifiedName": "Vehicle.Front.Left.Door"
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}
.
{
"actuator": {
"fullyQualifiedName": "Vehicle.Front.Left.Door.Lock",
"description": "Whether the front left door is locked.",
"dataType": "BOOLEAN"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.Camera"
}
.
{
"struct": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera"
}
},
{
"property": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera.IS0",
"dataType": "STRING"
}
}
1,
"nodesToRemove": ["Vehicle.Chassis.SteeringWheel.HandsOffSteeringState"],
"nodesToUpdate": [{
"attribute": {
"dataType": "FLOAT",
"fullyQualifiedName": "Vehicle.Chassis.SteeringWheel.Diameter",
"max": 55

MREGHERAEZEFZE AWSKMS €RBANE , FEETIBERRER , BELENACTANA
UpdateSignalCatalog API &4k,

"Version": "2012-10-17",
"Statement": [
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"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]

},
]
}

BREF IR E REN

A LA A ListSignalCatalogNodes API BR{ERERFEAS: B B2 B E . THIEHIEA AWS CLI,

BEMABUEERARBEPAIEAR (%) WO EBE , BHT N IWS,
# signal-catalog-name MR AEHREMNFAKE HEE.

aws iotfleetwise list-signal-catalog-nodes --name signal-catalog-name

MREFERAEFZE AWS KMS £BEANE | FISTIBERRAER , ZENAE LA
ListSignalCatalogNodes API #&4E,

{
"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]

1,
]
}
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fBR AWS IoT FleetWise 55 B #%

B LAE A DeleteSignalCatalog API & /EZR M BREASE B &%, T %I&HIER AWS CLI,

/A Important
FEMEREA SR B 8280

AEETRAMEEBRNERER, RISRKEFAFE, EW. HBERITH
BRTHER :

BB, WMFRFFMERA B
+ fIBX an AWS loT FleetWise E#g&EH

iR an AWS loT FleetWise fiEss EFAEE
MIBR AWS loT FleetWise E#

MIBR AWS loT FleetWise #5f

MIBR an AWS loT FleetWise 17§85 &)

EZEMBRBENARB & , BHATTH®D. #& signal-catalog-name B AR EM EREYEASE B 8%
£,

aws iotfleetwise delete-signal-catalog --name signal-catalog-name

ER FEFA % B S M BR
B LAEA ListSignalCatalogs AP| 2 {ERERFEAE B $Z 2SS MIBER. T EHIER AWS CLl,

EEHNAMATRESENBESRBE , FHT TGS

aws iotfleetwise list-signal-catalogs

MREGHEAEFZE AWSKMS €RBANE , FE2ETIBERER , FEENAETULA
ListSignalCatalogs API 1k,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
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"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]

I
]
}

Get AWS loT FleetWise 5% B 8 & A

O] LAME A GetSignalCatalog API R ERFEENGASE B #k & . THIEHIER AWS CLI,

= EREEEASE B SRR ERA , BET T Hm .
# signal-catalog-name R BEEREEHI A B 8218,

aws iotfleetwise get-signal-catalog --name signal-catalog-name

MREGHEREFZE AWSKMS €RBANE , FEETIBERER , BELENACFTLAWA
GetSignalCatalog API R4k,

{
"Version": "2012-10-17",

"Statement": [

"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]

},
]
}

(® Note
LRERSK—H. RAFER , TRFSUERREFRE ZKNEE.
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Manage AWS loT FleetWise B &= H

B ERAARKEIERER  UHGBFRECEGNER, ERELASEHREENSHERF 2BER
FEIT—BNER , UELEEREEFHUFNER., REFERELBRYNERSERERNFARE
i, MEHMEN , 52 Manage AWS loT FleetWise E i,

BEEHEREE —EARERLY , RIS EHERNHNRE, RETURTIE S —EE :

« ACTIVE - EHERE B EAMER AR EE,
- DRAFT - ERFERERNVERE,

/A Important

o« MANEAFFEB , TEEMFEM CreateModelManifest API BRER IV EHER, WFEFH
B, F2BET AWS loT FleetWise 3% H #%.

o WMRIEFEH AWS IoT FleetWise IR AE T EHIWER | AWS IoT FleetWise & B B A&

AERER,
o MRIEFEH CreateModelManifest API B2EREVEHER B BEH ER SR DRAFT
o IRISEREE DRAFT MEMEBRERE VB, A UpdateModelManifest API ®B1E#E
BHRENEE A ACTIVE REE,

o BESEREEN ACTIVE ARABHERER,

£}

« B3 An AWS loT FleetWise EEgiEH
« E# an AWS loT FleetWise & #
« MIBR an AWS loT FleetWise B & H
« Get AWS loT FleetWise B #it& # &7

3 An AWS loT FleetWise E & H
A LA{E A AWS loT FleetWise 1= &K AP| REEEHHHER,

ES- |




AWS IoT FleetWise HBEABER
- BYBHEHER (FES

- BVEHER AWS CLI)

BUHWER (EEA/)
£ AWS loT FleetWise X1 &% |, BALUBEB T A REL EHER -

- A RHEMER AWS
- FREVERER
- EREHER

fEF RALAVEE A AWS

AWS loT FleetWise 12t REZ BT (OBD) Il, J1979 &R |, AJEEAFRET A B &, HEFEI MBS
BRENBEE, SALEN OBD BN EFEEMIBRENEE., WEFMENR , F2/BManage AWS
loT FleetWise fAi5asEABE.,

EREAEVEFER

1. BABX AWS loT FleetWise £#2 A&,

EEEEED | BIE EWER,

EEHEREEL  BERERENES,

BEXNEDE (OBD) I,

B A AWS loT FleetWise FTE3Z 2 OBD #ER R EMN B R,
BIEFE,

2

FHEVERER

B A EE—ZE .dbc R , (EFMRE HKMEHARKEARAMR. dbc {ER2I2H R EHME (CAN
e ) BEREENERKN,

/A Important

RIS ER AWS IoT FleetWise T ARV EEHRBERRERFAMNERIER, & AWS CLI
2, EER RENERER,
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FMBABER

RBZRREREREERS , AR EE,

FHEVERER

1. BB AWS loT FleetWise £ 4,
2. EEEBEBEKRD | RIFE HRER,
3. HTEHERNERL  EEEVERER  AZLITTIEE,

£}

- SB1 REERER

- SR 2 AR

- SR 3 . EAFAR

- (UBR) SR4:HEBH
- SBR4.BENEY

TR REEHER
E—MRERAF , BT T HEE,
1. MAERERNEE,

2. (ERA)@mAER,

3. EE-F_Z’FO

SR 2 . FiBAIA

® Note

. WMRERBE—EH AWS loT FleetWise , TSR AR B & 2n , WIS BHEEEFEH,
BUE—EEHERRE | AWS IoT FleetWise SEBEMNAEE % , WASAEHEEE—E

BEWRE,

- MREFEM AWS loT FleetWise , AT LAREFASR B 82 F BB LB .dbc ERUEAF

T, EARETIEE SR EREE,
« BYAEDBE—ERARTRELERER,

1

t

7 B A

At
H
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B AR

1. REBHEZTEFGRENARE & , BE-HSZEAR. BTN ELAAEHPREZRNOAR.

(® Note
REERNARS SINEEEHERE,

2. ig]%-l:_io

HBR 3 EAFAR

(® Note

« MBERLEE—XER AWS loT FleetWise , BHAZE D HE—E .dbc FERRKE AR

« WMREFEM AWS loT FleetWise , &R LATEFAS: B #& PRSI L& .dbc {BERIUEAFA
i, EARETIEE SR ERER,

- BUAEDB—(EARTRELEHER,

EPNR

1. BEBEEER.
2. HEYFEARP , BEEITSARM doc BR, BN LEZE doc ER,
3. AWS IoT FleetWise S &I#T &K .dbc 1R UBEEAMR.

EAREERT , AREAREETHIFEER,
- BE-ARNER,

FREEYL AR, ARBBINLERBEZAE 150 @BFTt. BRFET : a—z, A-Z, 0-
9, : (B%) M_ (EHL)

- ERER _FIRENERERNERTHHEA—IF : INTS, UINTS, INT16, UINT16, INT32,
UINT32, INT64,

UINT64, BOOLEAN, FLOAT. DOUBLE, STRRING, UNIX_TIMESTAMP, INT8_ARRAY,

=% UNKNOWNOWN,
- AREE - FARMNER | JUUARRERIEDR

UINTS.

ByUBEHER

63



AWS IoT FleetWise HBEABER
- (ER) B - AHRKBIEBEN , Hl20 km =K Celsius,

- (BA) B - MK, B ISONPath Ll , FEEA dot(.) RESE FAHMK. Hl
Vehicle.Engine.Light,

ARBBINLRERZTA 150 HFT. BRFT 1 a-z. A-Z. 09, : (B5) M_ (K
#) o

- (IER) &ME - ARHR/IME.
- (1ER) BXE-ARNIZKE.
- (ER) #HR - FASRER,
WiRRZ A 2048 BFT. AMFET :a—z. A-Z. 0-9, : (BR). _ (EH) M- (EF
) o
4. EET—-L,

(BR) TR4 . HEBEY
18 Z A LARTIR 100 EEM  2FEFRE KFHRAFEM.
M
1. EFNEBEDS  SAEEBMEEETIIFRER,
- BE-BUENER,
AREBBLARE N, ARBBNRESKZAH 150 BFT. BRFERT : az. A-Z, 0-

9, : (E%}u) *ﬂ_ (Eﬁb?)

- EREE - BUHANERBERXNERTIEAF—IF : INTS, UINTS, INT16, UINT16, INT32,
UINT32, INT64,
UINT64, BOOLEAN, FLOAT, DOUBLE, STRRING. UNIX_TIMESTAMP. INT8_ARRAY. UINTS.
5 UNKNOWNOWN

- (EA) Bfu-BHENBIEZEEN , F/20 km = Celsius.

- (EA) B -ARMNEE, B IJSONPath Ffl , A dot(.) RSE FHAMK. Hl
Vehicle.Engine.Light.

AmBBINLREHRZ A 150 AFT. BRFT 1 a-z. A-Z, 09, : (BH) M_ (K
#)

. (BEA) S/VE-BHKSIVE,
B EHER 64




AWS loT FleetWise HEABEE
- (BA) ZXKE-BHENZRKE,
- (EA) ##X - BHEHAER,

HIRZZHH 2048 fF T, BEMFT :a-z, A-Z, 0-9, : (B ). _ (K®R) M- (EF
) o
2. EE-F_})’FO

SER4 WEMEY
REFMELNERLE K ARBEEI.
BREHERE

AWS loT FleetWise AJLAERIB EEIERWERE  UIEITHNWER, PrEZERERFIEENAREE
HEFEFEDR,
ERERHER

1. BABX AWS loT FleetWise £ 5,
2. HEEEHEKRD | RIE HRER,
3. HhEBHEIBFERREELY ARAREBFEERER,

FEXRTEEHEE  FERFHEVEHEREHERE,

AWS |oT FleetWise AIREF B D ENNEREEEVERERWER, KBV ERHERE  TEHH
EREAELE  RESMSETR ACTIVE, EEWERSAER D  BELFEET,

B EEWER (AWS CLI)

BAILAE A CreateModelManifest API #RVEREZB I BHERHER (BB EHAFTE ), T AFEH AWS CLI
MY E B,

/A Important

B BERFSRES , T8 CreateModelManifest API RER T EHEFHER, MENAE
MR B SN EEHERA | 552 F E L AWS IoT FleetWise A5 B &,

FEEVEHER K FITTIRT
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# vehicle-model-configuration X BB EMHEN json BREHE,

aws iotfleetwise create-model-manifest --cli-input-json file://vehicle-model-

configuration.json

* ¥ vehicle-model-name X RERU v EHERNER,
* #§ signal-catalog-ARN BUX AR B #H Amazon Resource Name (ARN),
o (ER) BBRAHER , BB EERBIERER,

MENARES X, B, BRESNEBINFMEEN , 528 Configure AWS loT FleetWise #55o

{
"name": "vehicle-model-name",
"signalCatalogArn": "signal-catalog-ARN",
"description": "description",
"nodes": ["Vehicle.Chassis"]

}

B

MREEREFEFZE AWS KMS RBANE , FEE TIBEREN , RENASTLIMA

CreateModelManifest API ##4E.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
.
]
}

ByUBEHER
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SE#T an AWS loT FleetWise EH#HEE!

& A LAE A UpdateModelManifest API REREF IR BN ERER (HEBEEHEE ), TIHIAMSEA
AWS CLIKFI &4,

FEEHMEANERER BT TGS,

# update-vehicle-model-configuration R BEEHEEN json BREHE,

aws iotfleetwise update-model-manifest --cli-input-json file://update-vehicle-model -
configuration.json

« # vehicle-model-name MR AEBEFNEWHERZRE,
- (B ) BEERAERER BB vehicle-model -statusACTIVE,

/A Important
HRENMAR K SHRELI8FHFHER,

« (BA) BHBRKKSERNER , SHBIERE B EHEE,

{
"name": "vehicle-model-name",
"status": "vehicle-model-status",
"description": "description",
"nodesToAdd": ["Vehicle.Front.Left"],
"nodesToRemove": ["Vehicle.Chassis.SteeringWheel"],
}

MREGHEREFZE AWSKMS €RBANE , FE2E TIBERER , BLENACTTLAWA
UpdateModelManifest API g4k,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
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"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]

},
]
}

REEWREEH

O LAEF ListModelManifestNodes AP| i EREFEEWEN E R EEH. Y EHIFEHR AWS CLI,

EEMEUECEMELFMENAN (%) WOoBEBE  BHT TGS,
# vehicle-model-name MR AERENEWERZ R,

aws iotfleetwise list-model-manifest-nodes /
--name vehicle-model-name

MREERAEFZE AWSKMS €A NE |, B2 THBERBRRS , BRNAGT LA
ListModelManifestNodes API #E,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
.
]
}

iRk an AWS loT FleetWise B EHE A

A LA AWS loT FleetWise IR & API RMIBREHFHER,
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/A Important

SRS R AR ERMNAGEE S TEL ALMBR, MEFMEN , FSEMBER AWS loT
FleetWise B & k& an AWS loT FleetWise f#iESS S FE

MRERER (E25)

EEMREWEDR | 55EH AWS loT FleetWise 24,

i R B i 4 2

1. BARXAWS loT FleetWise £ 8&,

2. EEEERP EE ERER,

3. GEHEHREHEEL , BEAEHEHER,

4. EE MER.

5. 71EfMBR vehicle-model-name ? F , WA EMBRMEREREH | AERBEHET,

MBREEEHIE R (AWS CLI)

&R LA A DeleteModelManifest APl RERMIBRIR BN EWER (BREHEE ), TIAEH
AWS CLI# &4,

EEMREFER  FATTHHD,
#& model-manifest-name R BB EMRR 2 EWMERNZ R,

aws iotfleetwise delete-model-manifest --name model-manifest-name

B MBRE ISR
O LAEF ListModelManifests APl #RERERFE RS CMIBREREDR, T3 EHIFEHR AWS CLI,
EEMNFEERELNRES EBE , FHTTITS.

aws iotfleetwise list-model-manifests

30

MREEREFEFZE AWS KMS RBANE , FEE TIBEREN , RENASTLIMA

ListModelManifests API &4k,
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{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
},
]
}

Get AWS loT FleetWise EHERER &
B LAE A GetModelManifest APl EREEERER WABEERA. THIEEHFIFER AWS CLi,

EEHNMERERNMERER  FHITTIBT.
1% #ra# MR ERNN ERER R R,

aws iotfleetwise get-model-manifest --name vehicle-model

® Note
RERSK —H. ROFER , TETEVRREEFERNEE,

MRBEAZEFZE AWSKMS €A NS , FE8 TIBERREAS , BENAGT WA
GetModelManifest API 4,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:Decrypt"
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1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
},
]
}

Manage AWS loT FleetWise fEiEES & A5 E

/A Important

FHUEE AWS loT FleetWise ThaEE s o 388, MT|SEMET , FSEAWSAWS loT
FleetWise ARy [E i3 F1Zh 8L vl A 4.

FRISER EFABE RS AWS loT FleetWise ARMSERER ( —HUER ) BRASAETRENRERTE
7, WERENERBER S, BEAENFAREGRRREARRERFREABTENROTTH.

M

DEERMERERANEAGEMEBEER. AWS loT FleetWise ZE T 5IERIBE.

HIESE B (CAN ERHE )
ERMAEEFEFIE T (ECUsZEBAERMNBARE, ECUsTI ARSI BIZFIE T, R£R
By EARMK

WK (OBD) Il
E—SHENEANE  ERERZEENNME ECUs 2HBER. CRESEEZEDHBE
8% (DTCs) , AItHBY B SR E iR ) R

HRPHRE
HRPINBBERA—EREAENER, EHPNEEBNEG T IEMSE AMEERK (ROS 2) M
% IP (SOME/IP) Y W & /& AR #5& 5 MiddlewarE,

(® Note
AWS loT FleetWise X% ROS 2 N H B REEIRERFEER.,
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BiTRE
EHANUER B DN REE Edge HRBAR. ETUGELHRY , RALTEEERRFRY
B
RIS

REKEFARVFERIBTEN. EHREPIEENZEARBLAEARBEIRREE . MRBER

BABELE CANBRNE , BIX4EEE CAN BB, MEMEBREEFAEESLS OBD HBK
A, BI4ESE OBD AASEMRIEES.

NMRFBRREANFEHISERTNERAE , AXFLSARTRMBRR, NE , MRBHHRE
FREQEERIHEBNE , c4 RS BRI EBAR.

BEBBREAFERBLAREHEIMAMB. AWS loT FleetWise A HBBA BRIBRERE
E NBRBREREEEVNEHBRTESR.

BERBRENSERNE —EREHN , EhIESHERENEFTENRE, RETURTIEH—E
& :

« ACTIVE - BBiEss BB ERRNERHPAREE,

« DRAFT - A" SR EHEIBERETEENHERE,

« VALIDATING - #5sS 8 EE T ERBHER., EEBEANELEE —ARERKERAFNRR
B ENBE,

« INVALID - ISR EABERT AN , MELIHA, EEEANRELBE—AREBRAEERAKLN
RIBESEHFE, L LUEA ListDecoderManifests H GetDecoderManifest APls R 25 By 3% 5k BX
HEREE,

/A Important
- MBEHEH AWS loT FleetWise IR BRI MAIBEABE , AWS loT FleetWise EB &)
AT RARGSRENEE,

- WMREFEH CreateDecoderManifest API BRERB I MBIERETEE , MIESRETEE
2{R3¥F DRAFT AREE,

o BEEREDRAFTIRISSR EAFEMBEMNERERNEVEHE, FH
UpdateDecoderManifest API R FISSREAFTEEE R ACTIVE HKEE,
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o BESEIREEN ACTIVE MRENRIBSEEAEE

£
+ Configure AWS loT FleetWise #85& /" T # % i 2 5 5%
« B3I an AWS loT FleetWise f 52 EAEE
« FEFT an AWS loT FleetWise fRiGes BB E
+ MIBX an AWS loT FleetWise fRiGes EEE
+ Get AWS loT FleetWise fRiEss EAFEEN

Configure AWS IoT FleetWise #85&4\ HE M RS2 5%

/A Important

B 5l 2 ¥ 4S5 E AWS loT FleetWise ThaREMIZEL, MEFMEA , FSBAWSAWS loT
FleetWise # AV [E 13 #1 Zh e v 1%,

BERGHRENFEELHR — BRI MARERSR , HEEEREREE P IEENTR.

IMRMBIBI[EFBTEITS CAN @K E , BIAEZE CAN FAEMAEsE, MRMAGSREAFTESS
OBD /@ , BIXESE OBD AR HAEIET.

&

- FREMENE

o BREFIRMIEES

BREMEANAE
EERRE CAN BN T , FBiEETYE~R.
* name - CAN R EMWE &,

FEHEBHLERMK - , XHTLE 1-100 BF T,
+ (i#HMA ) protocolName - BAHENZ .
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AME : CAN-FDFI CAN
(iZF ) protocolVersion-AWS loT FleetWise B ] # CAN-FD #1 CAN 2.0b,

BME: 1.0f12.0b

#ERE OBD M5 H , FEETIIEMA,

* name - OBD REK B HE.

SEHEBLERKE - , BT E 1-100 @F T,

- requestMessageld - ERERZHAEM ID,

(i#F ) dtcRequestIntervalSeconds — &M ER O EHERZ BB BENRL (DTCs) KA
R, i, MEEEWES 120 , Edge Agent i 2= 2 P EWE— X fFEDTCs.

(i#F ) hasTransmissionEcu - B2 EEE&®IEHEHR (TCM),

EME : trueH false

(#MA ) obdStandard - AWS loT FleetWise X&) OBD #H%#, AWS loT FleetWise BRI &S
iR FAREZE (WWH-OBD) ISO15765-4 2%,

(#MA ) pidRequestIntervalSeconds - {E#HFERK OBD Il PIDsHY#EER, Hltn , MMRIEEM
E4 120 , Edge Agent MEE & E 2 £ #EUE —IX OBD Il PIDs,

(1M ) useExtendedIds - RAEAEPFEHEM IDs,

BEXM{E : truefl false

EEREEFHNREMERAE , FEETIEA,

name - AT KEREH B,

SEHEBLERE—® , XA A 1-100 @F T,

« protocolName - BIAHEN BB,

BME : ROS_2

BEREHHIERE , FEETIEA.

« name — & FR1E Edge BB RNBRIEES B R,
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RIS AE BB LA 1-100 EFE 7T,

R IE AR A S B
B ERE CAN FASREIRR , FiEETHER,

factor - ARFBIHFAEHREL

* isBigEndian-ARWNTHEHIFRE/ KK, WREXRE , FITHREENESLRFERKE

ARt

« isSigned - REHEBINE, MREHE , AETWLUAFRAXREBENEE,

length-FABNRE , MMyt AREN,
messageld - FAEH ID,

- offset - ARFEARBEN UL, EHEEE , 5tE A value = raw_value * factor +

offset,

- startBit-iEEHAERE—ENTHNE.,

(B ) name - RN B,
(1A ) signalValueType - AN ERE, BHIERERE,

HERE OBD FiifEiRes , FBiEE F3EH,

« byteLength-FABHNRE , AutEHABEN,

offset - ARFTEAHREN T, FSER , 5785 value = raw_value * scaling +
offset,

« pid - ARMEEHFRILARASNDERG.

pidResponselLength - EERAENERE,

« scaling - AARFHA SN T,
« serviceMode - ARFHBREERR ( PER®E ) .

startByte - RRASHNEHE,
(i#MA ) bitMaskLength - FAEFRIEZ A TR,
(1A ) bitRightShift - MABBHHNVEE.

(EA ) isSigned - REXFAE. MREHE , ARTVUEARRKREBENEH ., BRTEHE
AR (false)s
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(1A ) signalValueType - AN ERE, BHIAERERE,

BERENEARBERR , FEETHER,

- topicName - AEAENEEER, THEZ ROS2 PP EE, NMELBCHARYHNFERAE
#: , S B StructuredMessage.

« structuredMessage - AEFAMNEBILAE, SALUEH
primitiveMessageDefinition, structuredMessagelListDefinition 2% structuredMessageDefinition JE3E

E&o

HEEREEFBBAR , FEETIER,

(A ) id- BEFAFEBSREETHRIBOAL ID. A ID AAE 1-150 EF . MREREE
Al idfE& B A fullyQualifiedName® .

3 an AWS loT FleetWise RIS E ;58

/A Important

FHUEE AWS loT FleetWise ThEE B s E HiH, MFTEFFMAER , FBSBIAWSAWS loT
FleetWise ARy & i3 1 Zh 8L v] FA 4.

RO LAE R AWS loT FleetWise £ A APl AN EWERE T RIS EAFE
x5

- BUMBREASE (X#2A

- BYRIBEEFEE (AWS CLI)

BUYRGRENBFE (£#£8)

&R LAER AWS loT FleetWise 124 RE VAN EH R L ARABHN R IHREANFTE,
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/A Important

IETBEER AWS IoT FleetWise ER AR IRREABTEFRERBERKERAR. FAA
AWS CLI, RERBREREREERE , A /AMEE,

BYBGRENRE

1. BARUAWS loT FleetWise £ 8&,

2. EEEEET , RIF EEEL,

3. ERFBEEWERI,

4. CEHERABEEEL  EERVBBREABE , AT TIEBE.

ES -]

- R RERBHENBE
- SER2 : R CAN ST

- FBR3: REANEY

SR REMRBREABTE
E—RERAF , BT FHEE,

1. BMARGHRENFENE—BHE,
2. (EA) @mAER,

3. EE-F_Z’FO

g E

BEBBREAFELAZLE—ARRAE. SLUSSERR T EFEERBREFATE,

8 s S
1. LERERIEER. SR EE CAN BFRAMER .dbc #£3 , 2 ROS 2 HEFTHER json &
£

2. WMARKRAENER, URELETHITRE , AIERHER.
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BR 518 2k FA 5%

MREHERPBAARE LSNP EFEREHARRERR | BRI AR BT #ERRRGE
KEFAT. EREAN , RALAINET —ESRPFHRF AR

BYERRE RS

1. BRABEXRARELTAR B HEIESR.
2. igg-lt_*/j:o

HER 2 1 Gt CAN JTH

IETLAGER CAN FAEREETSER ¥ CAN RSk, MRCEMABERFRELTER BT BB AET R
AR R BBERARNEMARTS B BB EEER BT ARERS.

BRET CAN A&

1. %&£ CAN FARMRF | FEEGARFISER,
2. &E—F_io

(® Note
MBEEHE ROS2 RATHE , BTN ER I RIHREFEE S A RBME,

SR 3 mEAMEY

BREMBRENFENERE  RBREEY,

B RIS EFFE (AWS CLI)

&I LAE A CreateDecoderManifest API #RERE VU RIS EAEFE, THRER AWS CLIKE B,

/A Important

RS HER BERMEE  TREVERREAFTE. SERBRENFERL AEEHETN
B, MEFMER , FSEEL An AWS loT FleetWise EEEE,

EERUBBRETRE , FRHOTTIH T,
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# decoder-manifest-configuration X BEEMHEN json BREHE,

aws iotfleetwise create-decoder-manifest --cli-input-json file://decoder-manifest-

configuration.json

» & decoder-manifest-name X BEE I WREIFIREHBTESZHE,
« # vehicle-model-ARN R\ A& BHEFEE K Amazon Resource Name (ARN),
- (IBA) B##BRAER | UHBEEEESREFEE,

MEBENFAERES X, B, BESRNEBRNFMER , 5528 Configure AWS IoT FleetWise BT
MR SRR AR o

{
"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [
{
"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"

iy
"interfaceId": "QglacaenByOB3sSM39SYm",

"type": "CAN_INTERFACE"

1,

"signalDecoders": [
{
"canSignal": {
"name": "Engine_Idle_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,

"length": 24,
"messageld": 271343712,
"offset": 0O,

"startBit": 16

iy
"fullyQualifiedName": "Vehicle.EngineIdleTime",
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"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"

},
{
"canSignal": {
"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 40
I
"fullyQualifiedName": "Vehicle.EngineRunTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
}

« # decoder-manifest-name R BEEILNBRIHREABTERR,
« # vehicle-model-ARN B B BHEIEE K Amazon Resource Name (ARN),
- (BRA) IR AHER | LIBBEEABIERRETEE,

R (S8 PHEBMTHIEFSXERE -3, WFAFESNERER (HEREHAFTE) vME
. MENMMERES . B, BESNESHRNFMEENR , 5528 Configure AWS loT FleetWise #2
B E A AR SRS AR o

"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [{
"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"
},
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_INTERFACE"
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3, {
"type": "VEHICLE_MIDDLEWARE",
"interfaceId": "G1lKzxkdnmV5Hn7wkV3ZL9",
"vehicleMiddleware": {
"name": "R0OS2_test",
"protocolName": "ROS_2"
}
1,

"signalDecoders": [{
"canSignal": {
"name": "Engine_Idle_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageId": 271343712,
"offset": O,
"startBit": 16
},
"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
},
{

"canSignal": {

"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 40
I
"fullyQualifiedName": "Vehicle.EngineRunTime",
"interfaceId": "QqlacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
I

"fullyQualifiedName": "Vehicle.CompressedImageTopic",

"type": "MESSAGE_SIGNAL",

"interfaceld": "G1KzxkdnmV5Hn7wkV3ZL9",

"messageSignal": {

"topicName": "CompressedImageTopic:sensor_msgs/msg/CompressedImage"
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"structuredMessage": {
"structuredMessageDefinition": [{
"fieldName": "header",
"dataType": {
"structuredMessageDefinition": [{
"fieldName": "stamp",
"dataType": {
"structuredMessageDefinition": [{

"fieldName": "sec",
"dataType": {

"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {

"primitiveType": "INT32"
}

}
}I
{

"fieldName": "nanosec",
"dataType": {

"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {

"primitiveType": "UINT32"

"fieldName": "frame_id",
"dataType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition":

"primitiveType": "STRING"

BUBBRETRE
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"fieldName": "format",

"dataType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition": {
"primitiveType": "STRING"

}

}
}I
{

"fieldName":

"dataType": {
"structuredMessagelListDefinition": {

"name": "listType",

"memberType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition": {

"data",

"primitiveType": "UINT8"
}
}
3,
"capacity": 0,
"listType": "DYNAMIC_UNBOUNDED_CAPACITY"
}
}
}
]
}
}
}
]
}

» #§ decoder-manifest-name BX BEE LN RIHEREA

BEAE,

« # vehicle-model-ARN BRfX & EHEEE K Amazon Resource Name (ARN),

(BR ) S##BRAER | KikB&

R WA ERTE 70
T 0 45 55 2 AL 5%

X, Bt BERNEBRNFRER ,

IEHER BB EABE,

5528 Configure AWS loT FleetWise {3

83
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"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [

{

"interfaceld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {

"name": "myCustomInterface"

}

}
1,
"signalDecoders": [
{

"customDecodingSignal": {
"fullyQualifiedName": "Vehicle.actuatorl",
"interfaceIld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {

"id": "Vehicle.actuatorl"
}
}
},
{

"customDecodingSignal": {
"fullyQualifiedName": "Vehicle.actuator2",
"interfaceIld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {

"id": "Vehicle.actuator2"
}
}
}
]
}
(® Note

BEUNTHRHEESE , UBYEAABRBRARNBRREABE, NFEFHEEA , F

HREBEXRERHEEASER.
BRERMERENRRERE , TRkEGMBE,

BURBRENFE
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MRBFEAZEFZE AWSKMS €A NE , HE8 TIBERRER , BLNAGTAWUA
CreateDecoderManifest APl &4,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
1,
]
}

E# an AWS loT FleetWise fRIEEs B 58

/A Important

FHUSEE AWS loT FleetWise ThaE B s B 46, MB/BFFMEN , FSBAWSAWS loT
FleetWise ##Y [E 15 # Thae v A%,

A LA A UpdateDecoderManifest AP R{EREHRIHEREFEE ., BRI A8, BRAMEHER
N EMAEFETSR. SIS ERBREAFTENRE, THAER AWS CLIFVEH,

EEFHMRIBRENEE , BHIT VDD,
# decoder-manifest-name MR BEREH 2 BRIBREABTENBR,

aws iotfleetwise update-decoder-manifest /
--name decoder-manifest-name /
--status ACTIVE

MRAFREEENMRBRE BB IERRERE, ARSFMEEETHRERE , 1
CustomDecodingSignal$idBRERFENTEER. FEFARERMBRIBSHAENRBRENARTE ,
BET TGS,

BRI SRETRE 85
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# decoder-manifest-name X BEEFH 2 BIGERENTENER,

aws iotfleetwise update-decoder-manifest /
--name decoder-manifest-name /
--status ACTIVE
--default-for-unmapped-signals CUSTOM_DECODING

/A Important
RABRRENRER , EREERE.

MREGHEREFZE AWSKMS €RBANE , FE2ETIBERER , BELENAC WA
UpdateDecoderManifest APl #&4E,

{
"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]

},
]
}

RE RGBT REER

A LAE A ListDecoderManifestSignals APl R ERERE RIS EFFEPNRRRAR RS S ERN.
T3 HIER AWS CLIo

ERWMAEEHRBREABTEPMARBRAR (B ) WO EBE , FHTTIHT.

# decoder-manifest-name BN BIERENBIGIRENFTERRE,
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aws iotfleetwise list-decoder-manifest-signals /
--name decoder-manifest-name

MREFEAEFZE AWS KMS €A NE , FE8 THIBERRN  BENAETUUA
ListDecoderManifestSignals APl &4k,

{
"Version": "2012-10-17",

"Statement": [

"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]

},
]
}

7|

Al LAE A ListDecoderManifestNetworkinterfaces APl B EREBFHREREAFTETNRBENER
EE#H. AT EHFIEA AWS CLL,

EERMBEERBREAFTETERABNENS BFE , BT TR S,

# decoder-manifest-name BN BERENBIGIRENFTERRE,

aws iotfleetwise list-decoder-manifest-network-interfaces /
--name decoder-manifest-name

MBEERAEFZE AWS KMS €8 A NE , EE88 TIBERRRR , BLENWAG LA
ListDecoderManifestNetworkInterfaces API #{E.

{
"Version": "2012-10-17",

"Statement": [
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"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
.
]
}

MIER an AWS loT FleetWise f#iEES &G E

B LAERA AWS IoT FleetWise £ A= AP| R EEIIEASE

/A Important

ERETEES S A EMBEBM N ERA AL MR, MEFMEN , FESBMBER AWS loT FleetWise
ER.

£
- MBRMBISR[EABE (F#8
- MIBREEISEZEHABE (AWS CLI)

MBRARISESEABEE ( EEEH)
AT LAfE A AWS IoT FleetWise 1 & KM EBESEAEE,

MBREIRREFBE

1. BB AWS loT FleetWise £ A&,

EEEERT , EE ERER,

BIEESRERELR,

TEHEARERR L  BEERBREAFTERSIER.

EEBERBRENEE , AREERR.

TEMIBR decoder-manifest-name ? H , WA ERIRHNARBRERAFTESE , RRBEEFER.

o o K~ w0 DN
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il R #% W5 25 B FAVE EE (AWS CLI)

BT LAEA DeleteDecoderManifest API R VESRMIBR RIS 2T EAFE, T HIEHIFER AWS CLI,

/A Important

MBRBISEREFBTE 28l , FBLMBRIEEHMNER, MEFMER , BFSBEMBER AWS loT
FleetWise E#{,

EEMRBIBRH/ENFE |, BHIT DD,
# decoder-manifest-name MR BB EM BRI FBISREABESZRE,

aws iotfleetwise delete-decoder-manifest --name decoder-manifest-name

RERINRETSEMER

O] LAEA ListDecoderManifests API IRERER R 2B CMIEREIFESREAEE, THEHIFER AWS
CLl,

EEMINFTERBRENFENRESEBE , BHT TR,
aws iotfleetwise list-decoder-manifests

MREFERAEFEZE AWS KMS SBEANE , FEETIBERAR , BELHNAGTIMUA
ListDecoderManifests APl ##1E,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
},
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]
}

Get AWS IoT FleetWise g G ZEE

A LAEA GetDecoderManifest APl E R B BB E FETMRRNENIARHBRBREEECE
. T5I&EHIFER AWS CLI,

EEHDMIBRENFTENHBEN , BT T IS,
#% decoder-manifest N AR EHENRIEREABETERR,

aws iotfleetwise get-decoder-manifest --name decoder-manifest

(@ Note
BRERSK -, 52 , TRFEMARRBBREATENEE,

WMREFERAEFZE AWS KMS €8 AME |
GetDecoderManifest API &4k,

fn'h

THBERRRR |, BENAETLA

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]

I
]
}
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Manage AWS loT FleetWise E#

HfE EWMERNHTERE, EHSAREREREY | YREMBEHETEEMAEE . EHSE—3
ZEEREFRLEZEiR, Hl0 , EWULUSNAERNER, SIZEENREBEEER, SIER
HIETIER :

vehicleName
B EEEY 1D,

BOELNEREBIIEBEASSEBINER PI) SEMBRRBREH. EHIBAUHAWS H
f fR#E1ZEY , ©3E Amazon CloudWatch, EHBA BT EARLERBRBER.
modelManifestARN

HfER (EREEFEE ) # Amazon Resource Name (ARN), SZPEFAFZ M EMERE T
o REFERERBRYNERHEXSEHERNEREARFABEN. ELARIEFRE &P
EZMELE,

decoderManifestArn
fRISES EFEN ARN, MBI ESERMBMIBEF , AWS loT FleetWise 1] F Ri& R A AR

BB (SENES ) BRAAETERNNE, BIRRENFECRREHREMEEB. AWS loT
FleetWise fE RNV ERBEREANFE , ®RBEREREREZVNEHEBRBER,

attributes

EBMRCSREETNEEY., EHVUISEAEERERNWEM, SUFEHMBEM , U
ErERERECHEERERNE TN EMER, flm, MREERE , B lls BEEETS
{8 : {"color": "black"}.

/A Important
BUESAEMEBNEREEDESR , TRSEFTEE@EEIER,

MEEREDR, RIGFEASTENBHENFMENR , 5528 Model AWS loT FleetWise B,

AWS IoT FleetWise IRt T 5 API #4F , LA LI AREINERE B,

« CreateVehicle - B M HTEH,
« BatchCreateVehicle — B — = Z EEHEH,
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+ UpdateVehicle - EHREEHH,

+ BatchUpdateVehicle - B — S ZEREEM.
- DeleteVehicle - MERREER.

« ListVehicles - HENVFI B EWN 7 AWM EFE,

+ GetVehicle - #EERE R EEIE A,

HERE

« Provision AWS loT FleetWise E ¥
« AWS loT FleetWise I TEEE £ &
« B3 AWS loT FleetWise Eij

« B %18 AWS loT FleetWise E i
- B an AWS loT FleetWise E#

« EHZE AWS loT FleetWise E#§
+ MIBR AWS loT FleetWise E ¥

« Get AWS loT FleetWise & & &

Provision AWS loT FleetWise E &j

H#HFHITH Edge Agent for AWS loT FleetWise BB SIWEET I HEBEHEER, AWS loT
FleetWise B2 & AWS loT Core , LA 8 Edge Agent EXBEERIE B MQTT WE iR BN Z £ EHA.
I EHEEE B AWS loT ¥, BRI AERARER AWS loT EYIREBIY EHH , WEE AWS loT
FleetWise R BB BB EEHIEE AWS loT ¥, MNEFEFMER , FSBEL AWS loT FleetWise =
B

AWS loT Core XEE 5 BENZE |, AR T2 IR FI% AWS loT FleetWise BRI FEL, BEH AT 2L
fEH X.509 BRIFHTEHE DI (BEA) , LAEMH AWS IoT FleetWise 1 AWS loT Core BURREUE &%
B (EEFT) RBITEENEE,

EnsE BHiR
BRI LA ST AWS loT Core BURRER R R/ B,
BBEN Hif

«  HEEE AWS loT Core K , BHT TS,

fiiZ =5 92


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_BatchUpdateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehicles.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetVehicle.html
https://docs.aws.amazon.com/iot/latest/developerguide/authentication.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-authorization.html

AWS loT FleetWise HEASER
« # policy-name BRRABERINBEER,
e #§ file-name BMXEEE AWS loT Core BUEH JSON EREZ .,

aws iot create-policy --policy-name policy-name --policy-document file://file-
name . json

EAEBIERZE , BT T SIEME

o BHrERABBREINL AWS loT FleetWise &R AWS W [E15,
« ¥ awsAccount B A AWS EHIRFE 1D,

3
B

L EIBEE AWS loT FleetWise (REMWERE, B4 AR FTENEEBER, MEFMER ,
BIAWS loT FleetWise HHYTEE 58,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Connect"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:client/
${iot:Connection.Thing.ThingName}"
]
I

{
"Effect": "Allow",

"Action": [
"iot:Publish"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/checkins",
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/signals"
]
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"Effect": "Allow",
"Action": [
"iot:Subscribe"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:topicfilter/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:region:awsAccount:topicfilter/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/decoder_manifests"
]
},

{
"Effect": "Allow",

"Action": [
"iot:Receive"

1,
"Resource": [
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/decoder_manifests"

]

RiE B
SRR X.500 BRRBRLH EH,
EREH B

/A Important
BERERBEERELNNEE,

1. ZEE Y RSA ¥ IW1T X500 BFE , @HT IS,
e #§ cert R BFTF certificatePem i S H AN IEREHE,

R =W
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« #& public-key BMX & f#1F keyPair.PublicKey.
« ¥ private-key BMX Bf#F keyPair.PrivateKey.

aws iot create-keys-and-certificate \
--set-as-active \
--certificate-pem-outfile cert.pem \
--public-key-outfile public-key.key" \
--private-key-outfile private-key.key"

2. REHERBFEMN Amazon Resource Name (ARN),
3. FERBEEEZZERE , FIT TGS,

* #& policy-name BRABEE AWS loT Core R E B,
« ¥ certificate-arn MR BEBER 2 BEMN ARN,

aws iot attach-policy \
--policy-name policy-name\
--target "certificate-arn"

4. BEEBREEEYH , FRT TG

o LNIBW##tans# ID ## thing-name. AWS loT
« # certificate-arn X ABERZBEN ARN,

aws iot attach-thing-principal \
--thing-name thing-name \
--principal "certificate-arn"

AWS loT FleetWise H A E &

/A Important

¥43E AWS loT FleetWise hEEMFEE BIZ RIEHE, MEFMENR , FSBAWSAWS loT

FleetWise H BV [E 15 #1 Th 8 o] A 1%,
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AWS loT FleetWise RE THIEBWNEH, MRFEEETEARF , EULGIARBHEZXETE, T8 , &
B|EABMUE AW (3) ARENFTEE. IREEATTENBRONFIRRFERRAZEE , Jegs
BERE R

S| RFRAFIRERE

$aws/iotf B
leetwise/
vehicles/

vehicleName /
checkins

$aws/iotf B
leetwise/
vehicles/
vehicleName /
signals

$aws/iotf =
leetwise/
vehicles/

vehicleNa
me /collecti
on_schemes

$aws/iotf 5]
leetwise/

DU

Edge Agent BB &
HREEARME
LbEEE,

HfREEAG U
BABEERERE
(Protobuf) #&3\X#2,
MEFMEA |, 55
2:8 Edge Agent for
AWS loT FleetWise
HRHBASER.

Edge Agent BB &
AEBHE U EE,

AR EF = BRI
ERFE (Protobuf)
B, MFEFM
&3, , HS8 Edge
Agent for AWS loT
FleetWise EXBERHEE A
Bi8M.

AWS loT FleetWise
SRERKREL R
HENTE ERE
ERELERWER

Z=

<o

AWS loT FleetWise
KBTS EANEE
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£

vehicles/
vehicleNa

me /decoder_

manifests

$aws/iotf
leetwise/
vehicles/
vehicleName /
command/request

$aws/iotf
leetwise/
vehicles/
vehicleNa
me /command/
response

$aws/iotf
leetwise/
vehicles/
vehicleNa
me /command/
notification

SRR FiniRE
I B
i
=

DU
RHENTE, ER

SEMELRIBRE
FBE,

AWS loT FleetWise
SRFTHTHFER
BMBUEE, W
EEESHAELGT

Edge Agent EREE 218
REEHNWSEE
BHEWLEE,

T EES A
EREE (Protobuf)
B, WEFA
&R , 552 Edge
Agent for AWS loT
FleetWise X8RI 3 A

B,

AWS loT FleetWise
ST AREE
mELETE, BAR
A JSON #5318k,
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£

$aws/iotf
leetwise/
vehicles/
$vehicle_
name /last_kno
wn_states/
config

$aws/iotf
leetwise/
vehicles/
$vehicle_
name /last_kno
wn_states/data

$aws/iotf
leetwise/
vehicles/

$vehicle_
name /last_kno
wn_state/

$state_te
mplate_name [/
data

RFFRFiniRlE
7 &
i
7 B

DU

AWS loT FleetWise
SR ES R AEREEE
HEWTE, EHE
fERELARREEIA4H

La|
R,

Edge Agent BREE &
AR ENE BB
HENEE,

AWS loT FleetWise
gitétYstate_te
mplate_name 7
FEEEN PERE
AR B MINEN &
. BRI
Bi#. Hlan , snRik
EREAEHISES
BENEHMRBENS
fEsASE , BlIEEENEA
EfhREegsegsE
WY EAE

Ak EAG LB
EREE (Protobuf)
B, MEFA
E , B8 Edge
Agent for AWS loT
FleetWise BXBRIE A

B,
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37 AWS loT FleetWise E&j

/A Important

¥H45E AWS loT FleetWise THEEZERE BIZ RISHE, WMEFMENR , FFSEAWSAWS loT

FleetWise BV [E1F F Thaen] A%,

BRI LAE A AWS loT FleetWise A5 AP RE M EH#,

/A Important
FRIEZHl , FERETIIEE :

- BEBER EWEE | BERKEREMRELASR ACTIVE, MEFEFMER , 52 MManage

AWS loT FleetWise BEEHE R,

« ) EHRE L RRRITREFFEMER , ERBRREABTENREMLEASR ACTIVE, W

EHMER , 2B Manage AWS loT FleetWise RG2S E

=k 2o

JBE,

&
- BYHE (EFEA
. E3 H=# (AWS CLI)

BYEHE (EES)
A LA AWS loT FleetWise iR & RE B,
B HH

1. BABX AWS loT FleetWise £ A&,
2. EEEBEHEKRD | BIE BHH,
3. FHHREHMEL b BEBRVHEHE K ARITTITE,

ES- ]
- SR EREHEBEM

B B
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https://console.aws.amazon.com/iotfleetwise

AWS 10T FleetWise BB A BiER
- PR2 . REHERBE

- FR 3 BEREERERE

- S8R 4 wEMNET

SR EREWMBMN
HEULERP  LEKEER  WiSHEEREAEFENRBREATERLER,
1. WAE@WHOE—-EE.

/A Important

EHHEE AWS loT tF, NREFEEAZXBBNNN  FRIFZERE loT WHE
MEAEE , AEMRYHEER, RE  BIETENEHEME , AWS loT FleetWise EEE)
REWEINTNIH,

2. WHEETEEZEHRE (REEAFE).

3. WEETEEZMBREINFE., RISRENFEREHEI AR,

4. (ER) FTENBEREN  FESNMEIENE. IREHBUIR  CLAEENEH 2 RNE
B, FRESHIFBRITREE,

5. (R ) FEXCREEHEVEN K FRENEER, CUUNERLERRINTEER,

6. EET—%,

SR2 . REEWMEE

BEEM EWWMA AWS loT I , ELARECEZBRNEHEE, NREHKBLISR  RLAE
BYBERHoRRERRE , TREHBFINITHED,

1. EZRDELEHNERE (BR).

2. igj%-lt_io

HER 3 BBERERERE
RBREERELE L —ESRPRENBE.

1. #HEBR , WARGNERER. BEEVHBER , FREEEVBR,

BUEH (EEE) 100
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2. igj%-lt_io

T4 mBEMET

REFMVER  AREFEVER,

/A Important
BUHEEHR K SXATHBENER, ZEEABRENALE LR , £ Edge Agent for AWS loT
FleetWise BXR8 FEIZEHE,

E Y B (AWS CLI)

BUEHRE , SO ACHEMRGSRENFEEERNEREDL, BOLFEA CreateVehicle APl RER
BIUEH, NHAFER AWS CLINESHI,

EERVER  FRTTFIBT.

# file-name MR AT EEMMAREN json BRHNERE,

aws iotfleetwise create-vehicle --cli-input-json file://file-name.json

Example — EL#RAHAE

- (#H ) associationBehaviorEaJLAR TFHHAF—IF :

« CreateIotThing - B EH#HE , AWS loT FleetWise EEEBAEREYEEEH ID FEH
AWS loT ¥4,

« ValidateIotThingExists - EAEE AWS loT ¥HREEHE,

EEET AWS loT ¥ |, BT TSR, # thing-name MR AZBEZINYHETRE,

aws iot create-thing --thing-name thing-name

WMEKRIEE , AWS loT FleetWise E BEN AR ETHE AWS loT ¥4,

3 EH (AWS CLI) 101


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateVehicle.html
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/A Important

EEEEEEWEME AWS loT ¥4, MEFMER , B2 BProvision AWS loT
FleetWise H i,

o UTHEAP—FENK vehicle-name,
- IR associationBehaviori&EA , &H AWS loT W& fValidatelotThingExists,
« R associationBehavior FREH , AIEEIMEH IDCreatelotThing,

B ID a7/ LLE 1-100 B=ETt. BXFET : a-z. A-Z, 0-9, I (). EHE Q) MBI (:)o
« #8 model-manifest-ARN U BEREWMERM ARN (EHEFBE ),
« # decoder-manifest-ARN VR BEiE EHERE B M B < BRIS 2R BB ER ARN,

- (ER) SUNFREGEY  UESHERERERERERNE TN EGER. SN, MREE
BHSE , BALA BHEETIME : {"fuelType": "electric"l.

/A Important
BUXAEMEBRNEREREPESR , TRSEEFTEZ@ERER,

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

}

Example — #% AR A8 &7 7< £ B3 8 22 17 B3 st

A LAEA stateTemplates Ry , A REBEHAHEERE VA , LAFRERFHERBERESE
o

EWEHIH |, stateTemplateUpdateStrategy AILARTHIH A —IF :

¥ EH (AWS CLI) 102
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« periodic : AIEMAIEE Edge Agent EXBBSAEFEX I ERVEERR ( IFEARBEREEH
Z B8 E  Edge Agent BiBB th &2 EIXEH ) .

- onChange : Edge Agent X8 S E R B ERHEX AR EF

aws iotfleetwise create-vehicle --cli-input-json file://create-vehicle.json

create-vehicle.json BREEMMNE (FlW) :

"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {
"key": "value"
},
"stateTemplates": [
{
"identifier": "state-template-name",
"stateTemplateUpdateStrategy": {
"periodic": {
"stateTemplateUpdateRate": {
"unit": "SECOND",
"value": 10

MRBEAZEFZE AWSKMS €A NS , FE28 TIBERREN , BENAGT WA
CreateVehicle API #1E,

"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",

B3I HE (AWS CLI) 103
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"kms:Decrypt"
1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

iy

237 Z 1@ AWS loT FleetWise E &

&I LAfE A BatchCreateVehicle APl #{E— R B ZEEE, T AFER AWS CLIFYEE A,

EERUSHER , FHIITTIBT.
# file-name MR TE S EEMMBEN json BREMH,

aws iotfleetwise batch-create-vehicle --cli-input-json file://file-name.json

Example — EE#j#HRE

{
"vehicles": [

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

},

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

}
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}

BO A ABEMIXIRERIRS 10 W, MEHWHMARWFMRE
FleetWise E#f,

illll

ESE EZ AWS loT

MRBFEAZEFZE AWSKMS €A NE , HE2 TIBEKREREN , BELNAGTAMA
BatchCreateVehicle API #4E,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1))
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
by
]
}

E# an AWS loT FleetWise E i

/A Important

¥43E AWS loT FleetWise e FEEE BIZ RIEHE, WMEFMENR , FSBAWSAWS loT
FleetWise RV [ 13 #1 Zh 88 A A 1%,

&I LAE A UpdateVehicle API REREFHRBEERH, THAEH AWS CLIFVEH),

EEREHER , FUT G S,

# file-name MR AT E EIWHEEHN json BRVABERE,

aws iotfleetwise update-vehicle --cli-input-json file://file-name.json

ERER 105
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Example — EL¥R#E &8

 DUBEEHMER ID B vehicle-name,

(1A ) #& model-manifest-ARN VX BERARINAERAFERER CHRHER (ERERAE
) i ARN,

« (BHA ) & decoder-manifest-ARN R A IEEN M EREILEEMNBBRREAFTE
ARN,

(i8R ) % attribute-update-mode BB EHEHB .
* Merge - EAFMEENREBMY Y EMBEAFERMEEY  EHBLEHEREE M,

]

Flan  MRBEHEETHEM : {"color": "black", "fuelType": "electric"} , mM#&
FRATHEBEEHNER : {"color": "", "fuelType": "gasoline", "model": "x"},
AEHNEREE TYEBMY : {"fuelType": "gasoline", "model": "x"}.

- Overwrite - iR EBHERATB M,
Blan , MREHEETHEM : {"color": "black", "fuelType": "electric"} , m#&
A {"model": "x"} BUEHEE 6 BEHHN EHEE {"model": "x"} B,
MEMAPEFEEBY , AIAXEIER,
(1BA ) FENEBUHIFERAFEENREEMN , B8 attributes, il , MREBEEFH S
B BAlh BHIEETYE : {"fuelType": "electric"}.

EEMBREBM , 4% attributeUpdateModei&E A Merge,

/A Important
BHLAEHBBNEREETESR , TRGEITEE /R EEH,

"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"attributeUpdateMode": "attribute-update-mode"
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Example — #1850 % BR B2 85 4 48 B8 Bt A AR RE S8 A<

BRI AR TG E bR AAIBARE , REEFH BRI AAIEIBE :

 stateTemplatesToAdd

* stateTemplatesToRemove

aws iotfleetwise update-vehicle --cli-input-json file://update-vehicle.json

update-vehicle.json BRIESWNLE (Hlw ) :

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"attributeUpdateMode": "attribute-update-mode",
"stateTemplatesToAdd": [
{
"identifier": "state-template-name",
"stateTemplateUpdateStrategy": {
"onChange": {}
}
}
1,
"stateTemplatesToRemove": ["state-template-name"]
}

MBEEFEHAEFZE AWS KMS €8 AN ,
UpdateVehicle API #&4E,

30

BE TIBERRRR |, B Aa LA

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
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]
iy

E#HZE AWS loT FleetWise E#j

& A LA A BatchUpdateVehicle APl ##E—XEFZERBERH, T AEM AWS CLIKEH,
EEEMSHEE  FHTFIGS,

# file-name AT E S ERFMAEREMN json BREHE,

aws iotfleetwise batch-update-vehicle --cli-input-json file://file-name.json

Example — EL#RAH A8

{
"vehicles": [

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"mergeAttributes": true,
"attributes": {
"key": "value"
}

1,

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"mergeAttributes": true,
"attributes": {
"key": "value"
}

}

]
}

BEAIRERZALERH 10 HEH, NESEHARBVFMENR , 5528 £ an AWS loT
FleetWise E#{,

EHSEER 108
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MREGHEREFZE AWSKMS €RBANE , FEETIBERER , BLENACTUANA
BatchUpdateVehicle API #&4E,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
},
]
}

MB& AWS loT FleetWise E &

A LA AWS loT FleetWise 312 & 3 API R MBREH,

/A Important

MBREE#H % , AWS loT FleetWise & BB BB VBB MN T TR BRER, WEFA
B , B2 B1E AWS loT FleetWise R EEMEI R F R THEEUE AWS loT FleetWise &

#o A8 , EHNUYMHTERFE , MLV LHHEEIHBE AWS |oT Core, MFEMERM AR
™, SR (BRASER) FHMERYHE. AWS loT Core

fikrER ( EEE)
A LA AWS loT FleetWise 3124 HR M BRE &,

it B 25 4

1. BABX AWS loT FleetWise 12 &,
2. TEEEHEKRT  EE BEHR,

I BR 2
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3. EEHEEL K ERLEMBRZERTESNIRE.
4. BEE MR,
5. TEMIEX vehicle-name™d , Wi AEWBZHE , AREBIZEMER,

fBREE®H (AWS CLI)

I&T LAER DeleteVehicle APIHR/ERMPRES . T5I8EHIEH AWS CLI.

EEMBRER , FUITTHBT.

#% vehicle-name MR BEEMBR 2 EEWH 1D,

aws iotfleetwise delete-vehicle --vehicle-name vehicle-name

B 55 5 W it BR
B LAEA ListVehicles APl I2ERERFBE R A CMBRER, T3 AFEH AWS CLIFVEHI,
EEMINFTEERN Y BRE  BET T oS,

aws iotfleetwise list-vehicles

MRBFEAZEFZE AWSKMS €A NE , HES TIBERREN , BLNAGTAWUA
ListVehicles API 4.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
.
]
}

MiEREER (AWS CLI)
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Get AWS IoT FleetWise EHEFE

/A Important

L AWS loT FleetWise hEEMFENE BIZ RIHE, WMEFMENR , FSBEAWSAWS loT
FleetWise # RV [E 15 #1 Zh 8 A A 1%,

O] LAEF GetVehicle APl BR1EREEEREH. THAEH AWS CLIFVE A,
EEMNERNFRER  FATTIHTS.
# vehicle-name MR BEEREEUC B8 1D,

aws iotfleetwise get-vehicle --vehicle-name vehicle-name

(® Note
LRERSK—H. RAFER , TEFTSUNRREEFHEE,

IETLAER GetVehicleStatus API R ERIEEVEREE WAA BB EIR MR E. THIRMEM AWS CLIKES
B,

& EHNEEHEREBNERRE  FRT TS

« # vehicle-name MR AEEE RAEEBIA B ID,

s BB ALEFNEMRENERER, type WEMES CAMPAIGN, STATE_TEMPLATE M
DECODER,

aws iotfleetwise get-vehicle-status --vehicle-name vehicle-name --type type

MEBFEAEEFZE AWSKMS €A NE , HE8 TIBKRREN , BELNAGTAMUA
GetVehicle=} GetVehicleStatus APl &1k,

{
"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Action": [
"kms:Decrypt"
1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

}I

HSEHEA
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£ AWS loT FleetWise & IR #EF

MERAR =R, SEHERBMEFNUERTNER, SOATKERRUTETEN TRl
BRENEESHNER., EHAIUBRSEHE, SUUERRETHED , RHEREREEKER
EER UARMKREER, MEFMAEN  F2RLATHEEEHWE AWS IoT FleetWise E#l,

HEIETIEA.

fleetld

BER ID,
(i f) description

1 B B SRRV R
signalCatalogArn

5% B $%#9 Amazon Resource Name (ARN),

AWS loT FleetWise 12t T 51 API #4E , B LAARE L MEEHEE,

« CreateFleet - BV I EMHBEAREFENEREAE,

« AssociateVehicleFleet — #% B & B2 4B 1 3T BB

« DisassociateVehicleFleet — BUH B2 8 E2 S4B /Y BA S

+ UpdateFleet - EXREMEFNEIR,

« DeleteFleet — BRI B HI#EEE,

« ListFleets - #ENFF A #E N 2 HBE.

« ListFleetsForVehicle — HENERATBFTE #E M 5 H IDs JBE,
« ListVehiclesInFleet - HEVE B PP B EHN 0 HEE,

* GetFleet — FRER# B W IERIE Ao

F&E

« B3I AWS loT FleetWise ¥ &

« #& AWS loT FleetWise 5 & B34 B 722 7 B3 B
« HUH AWS loT FleetWise B 8 S4B (9 78 B
« EF AWS loT FleetWise ¥ &
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o MIBR AWS loT FleetWise #&F
« Get AWS loT FleetWise #E¥ &

3 AWS loT FleetWise #E*

SETILAER CreateFleet API #REIRE M #E:, T 518865 AWS CLI,

/A Important
BB RLBEEFRE & , TREBMEE, MFFHEER , F2REIL AWS loT FleetWise Hl5k
B &,

EEREVHEE  FRTTI®S,
« #& fleet-id R ABEEIM ZHEM ID,

BB ID AARME—/Y , HEHE 1-100 7. BRFR : & (A-Z M a-z), BF (0-9). B
(1) BUETIR (o) MRER o

- (ER) SERARIRE,

IR T LA 1-2048 B= T,
« # signal-catalog-arn BUX B B 88 ARN,

aws iotfleetwise create-fleet \
--fleet-id fleet-id \
--description description \
--signal-catalog-arn signal-catalog-arn

MRBEAZEFZE AWSKMS €BBANE , FESTIBERRES , BENAGT WA
CreateFleet API 4,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
},

# AWS loT FleetWise E2 & B8 14 B 72 37 FA B

BT LAE A AssociateVehicleFleet AP $84E | iSEREREEMBEE T BAT . TSI HIER AWS CLI,

/A Important

c BLALRE ERANME  TRSEHEMEEVEY, NFFHES , F2EManage
AWS loT FleetWise E#.

- MRIEHEEWETHED B RWEE BB, AWS loT FleetWise EEHBHRTHEDHEL
i,

EERERRUBEVER BT TIN5,

« 1 fleet-id VR BKEEEM 1D,
« #& vehicle-name R AEEHH 1D,

aws iotfleetwise associate-vehicle-fleet --fleet-id fleet-id --vehicle-name vehicle-
name

MREERAEFZE AWSKMS £REANE | B2 THBERRRS , BRNAGT LA
AssociateVehicleFleet API #4E,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]

I
]
}

HUE AWS loT FleetWise 8 B2 #BE /Y 78 i

& o] LAE A DisassociateVehicleFleet AP| #4ERBUH B SREa B B¥ AV A B . T~ SIS BIEAH AWS CLlI,

ERAUHEREMRNRE  FHAT TGS,

« #& fleet-id B BEEH 1D,
« #& vehicle-name R ABEEHH 1D,

aws iotfleetwise disassociate-vehicle-fleet --fleet-id fleet-id --vehicle-name vehicle-

name

MRBEAZEFZE AWSKMS €A NS , HE8TIBERRER , BLNAGTAWUA
DisassociateVehicleFleet APl &4,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
.
]
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}

F# AWS loT FleetWise #EF

B LAE A UpdateFleet APl IRVEZRERTHEEFRY IR, LA TS HIGER AWS CLI,
EEFHHE BT TGS,

« # fleet-id BN BEEFH 2 BN 1D,
o BrrERBFER,

IR LAE 1-2048 B F 7T,

aws iotfleetwise update-fleet --fleet-id fleet-id --description description

MREGHERAZEFZE AWSKMS £RBANE , FEETIBERER , BELENAE TN
UpdateFleet API &€,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
1,

MiB& AWS loT FleetWise ¥

SET LAE A DeleteFleet API 2SR MIBR#EET, T 5ISEHIEER AWS CLI,
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/A Important

MR a1 | BREETCREMHNBEHRNER, NENMMECHEREEFENBEBRNIER ,
HUE AWS loT FleetWise B8 B2 #6B /Y BRI B

s
¢
dn

& EMBREE  FRITTHBT.

W fleet-id R BIEERRR ZHEER ID,

aws iotfleetwise delete-fleet --fleet-id fleet-id

B 5E MU LM R
BRI AR ListFleets API BRERBFBMBE R R COMBR, T5AFEH AWS CLIEYE A,
EEMIFTEMEN Y BEE BT TYaS,

aws iotfleetwise list-fleets

MREBFEAZEFZE AWSKMS €A NS , FE8 TIBERREAN , BENAGT WA
ListFleets API 4,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
.
]
}
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Get AWS IoT FleetWise #E & &

O] LABEF ListFleetsForVehicle AP R {EREENE IR FTBFTEMEMN P H IDs /B8, T3 AER
AWS CLIFY &1,

EEMMERTB T AEMENS R IDs FE , FHT IG5,

Ll###t ID ## vehicle-nameo

aws iotfleetwise list-fleets-for-vehicle \
--vehicle-name vehicle-name

MRBEAZEFZE AWSKMS €A NS , FES TIBERRES , BENAGT WA
ListFleetsForVehicle API 4.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
.
]
}

BT LAEA ListVehiclesInFleet AP 2 {EREEVM BRI EEWAN 2 EFE, THAFEHA AWS CLIE
&i115,

EEHBMBTMEERN Y BBE | BT TS,
# fleet-id X BMEEN 1D,

aws iotfleetwise list-vehicles-in-fleet \
--fleet-id fleet-id

MREGHERAEZEFZE AWSKMS £RBANE , FE2ETIBERRER , BELENAC WA
ListVehiclesInFleet API #4E,

B
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:Decrypt"
1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]
+
]
}

EBAI LA R GetFleet API ZBERFREVEEE B, T 5 AR AWS CLIKVEE A,
EEHIMENTREER BT TITS,
# fleet-id UK BHEN 1D,

aws iotfleetwise get-fleet \
--fleet-id fleet-id

(@ Note
BRERSK—H. #5852 , TRETEUERREENEE,

MRBFEAZEEFZE AWSKMS €A NE , HE8 TIBERERER , BLNAGTAWUA
GetFleet API &,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,

"Resource": [
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"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

}I
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FERITIEEEWE AWS loT FleetWise EHl

/A Important

¥H45E AWS loT FleetWise THEERFERE SIS RISHE, MEFMENR , 5FZSEAWSAWS loT
FleetWise #HY [E 13 # Thae v A%,

THEEHRERNKERANGR, 1THEEEHEIEM Edge Agent for AWS loT FleetWise EEEIE T , iR
B an{EEY, WEERNASE BHERZEE R,

LU NEERTFEIES, EENENEBRBETHER®R , AWS loT FleetWise E#1THEBIRE
HERFEHE  YETRXEMERGTE, EUNEERTHIDHEZHWMIMET, Edge Agent
BB KEER  EFEEITHTHEDHNEINERH AL,

/A Important
BRIFGALUTIRR , BRTHEDEELERE.

 Edge Agent BB IEE B/ EW DT, WEWNMAFHE., RRMER Edge Agent BEEHIEF
MER , BRITTHIENE,
1. BIBK AWS IoT FleetWise 2 A,
2. HERBEERBIBMER AWS IoT FleetWise B H | BEHFREHZNRERER,

o IWBEERTE AWS loT Core RMEBH B, MEFMEHA , FZ/BProvision AWS loT
FleetWise E#f,

® Note

B R AEHN RS AAREE ( MIEME ) EFERbERAMREBER | AREFEH
M@Eh, = "EH, ERRBRERENER, WIheethiMt "REFE. TheE , BRI ER L
BIEPBHEA |, S —IRMEFERE IV ERHARRE (FEE ) .

B2 HEHEREE —EEAMRENEFR. WFEFHEER , F2BAWSAWS loT FleetWise FHY
[ 33 M ThRE T A 1o
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BETHEDHETES THIESA.

signalCatalogArn

E31T $87E B AE BA B = FA5% B 8%AY Amazon Resource Name (ARN).
(iZH) tags

BERTANEETHEBNTREER . SULUEHARNERERERETE RENER , g
ER= BN,

TargetArn

EE R EEW AR ARN,

name

BEREBTHEBNME— B,

collectionScheme

BRIRESTRR Edge Agent R REHBREREBLEER MR KREERVRHA. AWS loT
FleetWise B BIXELURH/SERNKRESRNUKEAERNBEL R,

« conditionBasedCollectionScheme — R4 E W EMFIERBERIZEXNREBHNBERENE
¥, Edge Agent M2 mERUFREER,

« expression - ARFEBWEWLERNBEREN, fl0, WRE
E$variable. ‘myVehicle.InVehicleTemperature' > 50.0%iEX , Edge Agent ¥
BEWEARR 500 (REE. WFEMIREREXANRE , FSH AWS loT FleetWise 17§
SEEREBEREN,
- (A ) conditionlLanguageVersion - 4R KRZEXFZEE R,
« (#HA ) minimumTriggerIntervalMs - MEERKESH BN REFERRE , UEW
AEBEN, IRFEKCERE  SUESURENEREREER,
- (#A ) triggerMode - AR TFHIHEF —{EE :
« RISING_EDGE - Edge Agent B8 R E 5 — XA S RGRFIREER., Hlm
$variable. ‘myVehicle.AirBagDeployed® == true.
« ALWAYS - Edge Agent BB S ERF S R RFIREE KL,
« timeBasedCollectionScheme - ERERURBAERNKER XK  BUERDAENE
ERER. Edge Agent R EEARBRREREERNER, filw , MREFHEAR 120, 000 £
# , Edge Agent i@ M £ EWEE B — X

* periodMs - REWEERBERNYE (UEVREN ),
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(i# M) compression
EEHEESETEY RO MERE , B LUEE SNAPPY RBAEE#HPHER,
BI5EFEER (OFF) , Edge Agent X RN EBHEE X

dataDestinationConfigs

BETHTHEEAERERNE—BN, SUEERMEEAE MQTT £E , IFHEHFRE

Amazon S3 5 Amazon Timestream

MQTT (FAEFIERNGH ) RE-—EREAREZHRANASEAME. EUUKERNEMHGE MQTT
X788, BAEA AWS loT rule. AWS loT support for MQTT B4 MQTT v3.1.1 &M MQTT v5.0 #
RAEHR EBE-LER, MEFMER , FBE MQIT £ZE,

S ALUREHEENERREFHS , TRASANEREENRN T HERRE, ETUER S3
RERBRTANS MRPHEMEENER,

Timestream B —EERHF A M#S] |, AJiHBY IR FENRF B BRAFMER, ELER
Timestream REFEFIER | flNoEWERESXENEF B,

(® Note
Amazon Timestream T EAREAEE (ZE ) EE.

(1#H) dataExtraDimensions

B — RS EB Y, SIREARNEMER,
(i#HA) dataPartitions

BUBRSEENEREARERNTREER L, SUURESENEEXEERNVKEMNA X,
- BBERRARBEKRND. REFEHEMFBFMNE , I5E AWS loT FleetWise A1 1E B =5 # 5
R EFEER.
« {7885 FspoolingMode#47BA TO_DISK,
- TEHROEERFREESHREANEERER,
(i#H) description

8 438 DAt Bh R B 1T SRR BIRY B AV
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(i M) diagnosticsMode

EPEENERES RSEND_ACTIVE_DTCS , THEBSEECRENRESEWER (DTCs) ,
LAt BB S E A EIE, Hlfn , PO097 Rn5|EREIEE (ECM) EXHIE R AZREERIESR 2
(IAT2) B AR R EERIEREHE,
RIRFEEL (OFF) , Edge Agent KBRS EIXED BN,

(ZHA) expiryTime
ERTHTBHNBH A, ETHTHEIER , Edge Agent KB EELINERTHEEZBTPIEENE
Fl. MREBHIPE T ZE1THEE , Edge Agent BB EFEAHMMITHTEIRKEEH,

%18 : 253402243200(9999 ¥ 12 A 31 H 00 : 00 : 00 UTC)
(1#EH) postTriggerCollectionDuration

B LA E R B RN EIFER , LUE Edge Agent EREBERA A A REZ BB W
SERN—BREENWHE. o0, mRFARAEETIREXNRUGEESEBIE
i : $variable. ‘myVehicle.Engine.RPM" > 7000.0 , Bl Edge Agent Eii@ S #E B 5| 21K
E52EEE (RPM) H, BIff RPM ESR 7000 % , b JRER REEMBEE, EEEERT ,
BT RE%H £ Edge Agent XBBHEBINEE R , SURBI BRIk,
TERX{E : 0

(#HA) priority
EEESUEHTHEIDNEXIEFER. HEB/ I WTHIHEERSNELIEF. NREKS
BTHEBNBRNER , AFERBEEIEFRSHITEEE,
FERXE : 0

(i f) signalsToCollect

WAHERKES RSP REERIARTE,
* name - WABERKREEBHRKR T BEERNFAREE,

- dataPartitionIld - EEAKFEANER S EIE ID, ID XERFE PREMNEH—E
IDsdataPartitions., MRELEARBAER D EEFNERYE , IELHENARELESTE
f£ FisignalsToCollect,

- (1#H ) maxSampleCount - Edge Agent BXE87E M A E RN EE /5 RSN E I Hig 2 iR E R
BAEE LR,
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(ZEA ) minimumSamplingIntervalMs - MEERSFIRESH BN RERFERRE , U2
MABEN, IRFELEETE  SUERALSBUSENEEREESR,

BEMEE : 0-4294967295
(i#H) spoolingMode

IR spoolingMode FXE4A TO_DISK , H| Edge Agent M EEHH R EREE R TR E R
EREAHE, EMEIERE  AHRENENSEBEREER.
RRX{E : OFF

((#ZHA) startTime

BOERN TSR B S E R A RE,

ITHEBNAREATUR T I H P —EE,

« CREATING — AWS loT FleetWise [EfE EEB BB RUE N {THEH,

« WAITING_FOR_APPROVAL — B 1T858 8% , © 2 A WAITING_FOR_APPROVAL iRRE, ZEX
HEITEEEE , 55 H UpdateCampaign API #2146, 1TEEEEIEESER , AWS loT FleetWise &
BESTHTEBNBR EEEWN B, MEFMENR  FBSEEH an AWS loT FleetWise 1T887E
B,

« RUNNING - 1T858 BAERH,

- SUSPENDED - {TE82BICEE, ZEEHEETHETE , 55 A UpdateCampaign APl &1k,

AWS loT FleetWise 14t 5 API ##4F , AT A REZ Y MEBTHEE

« CreateCampaign — B3 #1786 58,

« UpdateCampaign - EMBRENITHEETE ., BATHEER , BXAFAL AP BIERZAITHEE
B,

« DeleteCampaign — fIBRIZ BV ITEEEED
- ListCampaigns - HEXFTETSHEHN 2 EREFE,
 GetCampaign — HEE{TSE/E BN ABREE FA.-

HERE
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« B3I an AWS loT FleetWise 1T#55E 8

« ¥ an AWS loT FleetWise 17§85 8

+ fIBX an AWS loT FleetWise 17 $85& B

+ Get AWS IoT FleetWise T8 EEI & FA

- BENEXTHEHER

- {5/ AWS loT FleetWise Y50 B BB IR S R
+ Visualize AWS loT FleetWise &%}

3 an AWS loT FleetWise 1T#8 58

/A Important

L AWS loT FleetWise hEEMIFERE I Z RIHE, WEFMENR , FSBEAWSAWS loT
FleetWise ARy [& i3 1 Zh 8L vT FA 4.

EOLAEF AWS loT FleetWise £ A D API B T8 EEI RINEEHE R

/A Important
EEFELWNTTEERE , BN BEERTYIER
+ Edge Agent BRBE IETE /&MY EEER AR 1T, WFEMMFEEE, REFMAEEH Edge Agent BREEHIEE
MER , BT THEE -
1. BARK AWS IoT FleetWise 124,

2. HERBEERBIBMER AWS IoT FleetWise BT | BEHREHNRERER,

« IBEERE AWS loT Core RMERH B, MEFMEH , 552 B Provision AWS loT
FleetWise E#,

FE

- BUTIHEE (EERA

- BU1T85EE (AWS CLI)

« AWS IoT FleetWise 1T$8 E RV BEE RIEX
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AWS loT FleetWise B ABIER
BIMTHER (E82E)
5/ AWS loT FleetWise A BN TIHEE , LU, WEEHERYSEEHREE IR,

BIITHEES

1. BB AWS loT FleetWise £ 4,

2. EEEHEKRTP | EBETHEETH,

3. ETHEEBHEAEL  BEEMNTHEIE K ARERTIEEFNWIER,

eS|

« FB1 BRETHEE

- PR 2 BEERENLEKH
- PR3 BREER B

- SBR4HIE EW

- FR4: BRNEY

- 6 METHEH

/A Important

s BMTHESCE , BX ARG B SNER, MEFHMEENR , 2B Manage AWS loT
FleetWise F%% B & & Manage AWS loT FleetWise E ¥,

s BAMTHER®R  BUBRHETIHEE., WEFMEN , 2B E 5 an AWS loT FleetWise
1TE8E S,

B RETHED
E—MERAD , AT TIEE

1. BATHEETHNEZRE,
2. (EA) @m AR,

WETEERNENNESRE, ERNESER Edge Agent SR (15 BIE L S IR LE 1 ) SR T RS U £
GHIIS S, £ AWS loT FleetWise T AT | BALUEB TS ABREGHNESE -
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- FHERENRERBIER.
- LEERIBBERERRESE.

HHRBRER  EETIIHEHF—IF

- EEFHREEERNEERBEANEEY TR EFFEBHRNEE  FEEERERRERRBER,

FHEEENREEBELINER  FERBFIEBELRNRER,

1.

8.

EERBERRFHETERD , BELFLERTHEIBEANERRESREE, FEERE
EREARHPBEVENERELR  FERRHE. FERARERBRIRRAEREERHERE
R, FEEURBAER,

ERTHEHREERNFERE,

® Note

RIBTER , WENTHEBEYEARA , MERARENGERKE, SEZEBRENE
A, Sy AREERBHE.,

MREEERFAENBELR , AILAERBEREARBIZNEHLEER, AWS loT
FleetWise fE Fl:BEERIEXN KB RH XN T REREMLEER, REXALAKARNTEREE
ERBH. EREHFTNLERE,

Flan | MREHEES$variable. ‘'myVehicle.InVehicleTemperature' > 50.0FKREs ,
AWS loT FleetWise IE KRR 50.0 WEEE, MFNMARERENNRA , FSHE AWS loT
FleetWise 1T R B AV BEEFRIZR o

WARARPEBEREBLERNBEREN,
(1BA ) BEERHEAREXVESRE. BRESR 1.

(EA) EEREBEER  EREMEEANRES4 AN RERERB, Sl , mMRARK

EEFE  GUREELRENEEREER.

1E7E Edge Agent B IRE BRI B RE XK. RIRTEER , Edge Agent for AWS loT

FleetWise B8 — RS ENFEHRERKEER, IE K CRETE-XFESHRERFBREESR , B

%_;ﬂﬁﬁéﬂ%’o

MRSEEUFEAERNERKESR R , AIXEEER 10, 000 - 60 , 000 ZEWHIEFER , M
EMWAEN., Edge Agent MBS A B RRAEWEERHER,

(2R ) REDENERLRZER,

BUTHEY (E2A) 129
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a. FEZBBHBERRTEEFRETWROEBRE , FFEE Snappy.

b. (EBA) EECREHUESHZREBVREERNEERE , SN EERBERRKERS
BRFE,

c. (ER) FEEHTHIBNERIER K BEETHIBEXIER. BEEFRINITHE
EHEAHE  TRAEERSNEXIERF.

d. EBEEHREREZERE , Edge Agent MR A UAEXRHERFRER . EMELERRER , K
BREFTHNERNSEDHEREZEER. BEELREHFE Edge REEXEERTE B ERRE
BFELRE,

e. (ER) FERMUFAFNHMEN K FESZSHEBUME/BENERHKE.,

- FELEERUERENRESR , FERREAHEE LE json 88, AWS IoT FleetWise E B B
EHREALE BRPERNRIR, B0 LURE M ERZEAYRE,

HEESERMRESRFMERAN json BR,

1. BEEEAERBELFRZNEERENR  FEEREER. UEMEEERANFERENR , F2H
CreateCampaign API X,

® Note
AWS loT FleetWise B I #& json BREXEIESR.

2. AWS loT FleetWise ERIBERFNEA BB EZERNRES R, BB AWS loT FleetWise &
EMAEE, MAEE | B EHMRE,

SR 2 BEEREN LERE

HRIEE Edge Agent RERAEEHRAREREERKEREERNFRELHE  FREESIRFRER
o

EERSZIREERERA T , BEETHHP -1 .
« Rf#fF - Edge Agent REEEWEER , EFSEERHRRETFSENTRESY, EERHE
FEAREF , Edge Agent MBS #$ & BHE 8 2 Biw,

- FHERT - Edge Agent BB S TERHERFUELTRHEERTHAEE. KENERSY
P71 7L Edge Agent fARERER "HAM, BERIERNILE, EEMEIMEMRE , Edge Agent
eERERREiR,
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- FREEFSIENHE - EH - FESENERERECEEEN D EIEMN Edge Lo &RTBL
BEAFERTNENEEEER,

1. (1BA) WADEIE ID UIEEREERE,
2. MAERREBYABTFTHRERNVE. BFEUENEBHEER {persistency_path} /

{vehicle_name} / {campaign_name} / {storage_location},

3. AAFREDEEBTEMNMEANLR, EFEREIANNLRE , BFNERNSERR
ENER,

4. WAL DT EEFHERSREETHUER LNRERE.
5. (EA) WADERER LEHRMF,

EEFR

BRLEERRTHEDHERE KEERNFAR.

BE

1.

N

Eit WEERBNFR
BB R,

(ER) sFHSAEHIFTH , @A Edge Agent KB ETHEDH BB REL FREZinHE R 5
HIBE LR,

(R ) SRREDEER , B AMEBEERSE/NRESHcENRERERE , UEVREL,
MRFREERE LU UER LS HIUAREBHNEEREER,

EEMEE —EFAR A FEEFEEZAR. EFS A LHE 999 @EAR.
igg-lt_io

SBR3: REERENM

(® Note

WMRTHTHISRBREERAR , EHREKERERIFHRE Amazon S3 ., EEEKH
FWIE Timestream F , HAFHBIAZE MQTT &,

REXKERNENBERAET , TEEEMEE,

Amazon Timestream T EAREAEE (Z2E ) EBE.
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BELAEEXSFERTHEIBMEEERNE N, BuLEERERMEEZE MQTT =& , SiEE
BAE Amazon S3 = Amazon Timestream &,

HEERHERES , T FIEE :

RTHRR;BFEEDIEIZE Amazon S3. Amazon Timestream = MQTT &,

Amazon S3

/A Important

R AWS IoT FleetWise EBE A S3 RFEFBRMNETT , BReESERERZE S3, ERTF
FEENFMED , F2BEH AWS loT FleetWise 24| 7 EUE,

EEERERFERE S3 FEITED | 5E#2 Amazon S3, S3 E—BYHRERE , AISERHE
AEFEEETNYH., MEFMENR 5528 (Amazon Simple Storage Service A EIEE) FHE
3., FREMER Amazon S3 #FETE,

S3 AIRAE{LERRMEFHRA , WREEBEFRERAERELR , SINERY. EPXNERGHEE. &8
REEEMD M. EAER S3 REFEAERHUETHRNEREM DM, S, BAILSHEREE (ML)
BREEVEPHEFNERE, EANEREREEINEET 10 7iE,

£ S3 BRYHERER , #AT T HENE :

1. &r¥f S3 REFETR , EBIEE R FFURRTE AWS loT FleetWise Brig.

2. (ER) WmABITE , TARERTFHRE SSRETEBIHNER,

3. EEmHnX  ERFEFA SSEETEBIHNEIER.

4. EERSCESENE SSREFTRINERBESR 9zip B, RMERLBEER K RATAH
RENREERE,

5. &1 S3 Bt EREPIRIMMIBESBF 4| S3 ¥ URI, ERTE S3 HFREEA WERNEH,

Amazon Timestream

/A Important

HEE AWS loT FleetWise EEERE A Timestream WEFA[iF , BF e EREMEER
K, MERFEIENFMENR , FF2BEH AWS loT FleetWise 12 #|ZEUE,
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Amazon Timestream AN EAREAREE (28 ) EiFH,

EERERMERRFTE Timestream BRIk H |, FFEIE Amazon Timestream, &R LAEA Timestream
EHEBER , UEBNBRMNERN, Fl0 , BTLER Timestream AEWBMNEIETR, EANE
B & RS DU PRI R 5 N E® E Timestream, MEFMER , 5528 (Amazon Timestream B3
ABEEE) PHHER Amazon Timestream ? o

£ Timestream BERRERET , #1T T 5IEE

1. ¥R Timestream ERIERZRE , R TH XN FEHIRZE Timestream ERIEM BT,
2. H Timestream BRXREBHE , R TN BFEFIZIZE Timestream ER RNV B,

# Timestream R IRIFEF , #1T T 5IEE
RTHUXBEFREE IAM A6,

MQTT £&

/A Important

R AWS IoT FleetWise EEFXBHFFA , BREEMKERKHE MQTT AWS loT £, W%
BT EEHENFMEN , 52 BEA AWS IoT FleetWise 2| FEE.

EEREREREEE MQTT & , FHEE MQTT &,

MQTT AEERENEREREUT FORNARRA , S THRAERRBFERDE | RISERBHH
FHME M. NBEER MQTT WEMAET , BB (AWS loT Core MR ABISE) i EEEN
A BRA AWS loT,

1. EMQTT EET , BAZTEEHE,

2. TEMQTT RBEEREET , BELESEZE AWS loT FleetWise Create A& FRFTNREAE,
MREEEFEHARENREAR  FEENACGTHW THNXNFERRENASR,

igg-lt_io
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HR 4 i ER

FREBERNBTHEIHNER , FEERFETENTCH. ZRESEEEVEREHENEERE
B, SREHEEREEER.

HEEREWTD , BT T HEE
1. EBESHHT , SKBUERERERE  ARRBEFREE,

(® Note
HE B RBEER — X

2. WMALEREBTHTIDINBUERERSBNE. fl0, MERBUENZTEEBR fuelType , FH
A gasolinefBHE,

3. FELSHMEHEMN K FELELRSR, STUESESHEAEREENERYENERERE,
4. MELESNERSIEEREBT, RELERETHEBNER,

(® Note
BESFRTRZAER 100 PEH, FELR  SMEEHIEETHED.

5. iEE-F_io

TR 4 mEMEL

RFBTHITDNERE K AREFERVTHED,

® Note
BUTHEBE®  CHENERL AR THETDHNELD =R,

SER 6 BHEITHEE

BAUTHEDR  ERENERLERTHEEMEE W,
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EETHEE

1. ETHEDREREL , REHE,
2. WEWHEBEBERKTE , YRR RERETHEBNERUEESR.
3. EBEHE

MREBREFLRERETHIDNERFUEES , FETHEDREEE LEEEEF. ZREEEARE
RETHIDNERFREES , FREEE,

B 1T87RE) (AWS CLI)

B LAME A CreateCampaign AP RVERE N 1T858 . THI AR AWS CLIEYE ],

EXRENTHEEHE  REHKENERTTERXSR MQTT £ , SEMIE Amazon S3 (S3) 5
Amazon Timestream i, $H¥1RE, TERE BEMRITHEEF5E R EREZE Timestream |, §la07F
MEBRFERFEENER, SHHEEXREXTERYE. ERTAHME. Z2UHNUENDHRTRE
S3, BIE MQTT LUAFENEMN A RARGER , WEA WER AWS oTRHATEEZRHEHEREH
1t B Y 3 B9 B 4E

/A Important

IR AWS loT FleetWise EERREEE MQTT ALY |, SHEERE A SAmazon S3 B
Timestream , B RBEASEWME REWZE MQTT £2. Amazon S3 5 Amazon Timestream,
SIMERTHFEENFFMERN , E2BEA AWS IoT FleetWise 2 7EUE.

Amazon Timestream AT EAREAREE (2E ) B,

BMATHEE

/A Important

- BAUTHESZE , EXABEEAREFNERNME, MEFHENR , 5528 Manage
AWS loT FleetWise &A5% B &, Manage AWS loT FleetWise E#i & £ AWS loT FleetWise
PEEEE,

- BIMITHES®E , BB UpdateCampaign API RIERBEITIEEE) ., MEFMEE
A, B2EEH an AWS loT FleetWise 1T858 B
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AWS IoT FleetWise HEABEE
BEEVTHED , FRTTI®T.
# file-name MR BB EITHTEEREN json BREH,
aws iotfleetwise create-campaign --cli-input-json file://file-name.json
* ¥ campaign-name BN AEEINITHEBER,
* ¥ signal-catalog-arn BUMX A5 B 88 Amazon Resource Name (ARN),
- ¥ target-arn MR BEREI MEERERHN ARN,
« # bucket-arn BfX % S3 RTFETRM ARN,
{
"name": "campaign-name",
"targetArn": "target-arn",
"signalCatalogArn": "signal-catalog-arn",
"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.DemoBrakePedalPressure® > 7000",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"
}
1,
"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,
"signalsToCollect": [
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": @,
"name": "Vehicle.DemoEngineTorque"
1,
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"
}
1,
"spoolingMode": "TO_DISK",
B {TH#HES (AWS CLI) 136
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"dataDestinationConfigs": [

{
"s3Config": {
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat": "GZIP"
}
}
1,
"dataPartitions": [
{... 1}
]
}
(® Note

Amazon Timestream A EAREAREE (2B ) B,

« #& campaign-name MR AERAMNITHEDEE,
« # signal-catalog-arn BUXBEASE B &89 ARN,
# target-arn MR ABERIINEERERN ARN,

« # role-arn B BEBEHITHEMN ARN , ZABIEF AWS IoT FleetWise &R X+

Timestream BRI R,
# table-arn B A Timestream &EH KM ARN,

"name": "campaign-name",
"targetArn": "target-arn",
"signalCatalogArn": "signal-catalog-arn",
"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,

"expression": "$variable. 'Vehicle.DemoBrakePedalPressure® > 7000"

"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"
}
1,

ES

EBII1T885EE) (AWS CLI)
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"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,

"signalsToCollect": [

{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"

I

{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"

}

1,

"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [

{

"timestreamConfig": {
"executionRoleArn": "role-arn",
"timestreamTableArn": "table-arn"

}

}
1,
"dataPartitions": [

{... 1}

« & campaign-name MR AEEIUMNITHEDE ],

* ¥ signal-catalog-arn BUMX A5 B 88 Amazon Resource Name (ARN),
« # target-arn R BBEITHBEREHN ARN,

« # topic-arn BRAZEEACEERER AL BENHA MQTT 3 ARN,
LR F AWS loT FleetWise FF AIMVEBETAE ARN BIX role-arn , SAEE,

MQTT EEHAS L HEREE 1,

"name": "campaign-name",
"targetArn": "target-arn",

U

1R

&

EER

EBII1T885EE) (AWS CLI)
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"signalCatalogArn": "signal-catalog-arn",
"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. 'Vehicle.DemoBrakePedalPressure®' > 7000",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"
}
},
"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,
"signalsToCollect": [
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"

"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"
}
1,
"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [

{

"mqttTopicConfig": {
"mgttTopicArn": "topic-arn",
"executionRoleArn": "role-arn"

}

}

MREGHERAEZEFZE AWSKMS €RBANE , FEETIBERRER , BELENACTANA
CreateCampaign APl #&4E,

"Version": "2012-10-17",
"Statement": [
{

B 1TEE7EE (AWS CLI) 139
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"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]

},
]
}

AWS |oT FleetWise 1T EBIAV B RIZE

AWS loT FleetWise BB RIZEN R BEWEMLE ERMEAITHEEIN — o MERZEXAEEMA
EH , 5208 (AWS loT Events BAZ A BIER) FHRER,

BEASHNEBETSUEEREENAR, HREARKES , REXBBEZRTRNTES
B, HRREBEREER  REXBESTHARNTEER , URRARERNER I H P —EBHEARE,

Blan | wREA B RIS THIER

{

myVehicle.ADAS.Camera:

type: sensor

datatype: Vehicle.ADAS.CameraStruct

description: "A camera sensor"

myVehicle.ADAS.CameraStruct:

type: struct

description: "An obstacle detection camera output struct"
}

WMREFRIETE ROS 2 B ¢

{
Vehicle.ADAS.CameraStruct.msg:
boolean obstaclesExists
uint8[] image
Obstacle[30] obstacles

}

{
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Vehicle.ADAS.Obstacle.msg:

float32: probability
uint8 o_type
float32: distance

LT RATATRERY EHREXEH

$variable.
$variable.
$variable.

$variable.
$variable.
$variable.

$variable.
$variable.

$variable.

$variable.

‘myVehicle.
“myVehicle.
‘myVehicle.

‘myVehicle.
“myVehicle.
‘myVehicle.

‘myVehicle.
‘myVehicle
‘myVehicle.

‘myVehicle.

ADAS.
ADAS.
ADAS.

ADAS.
ADAS.
ADAS.

ADAS.
.ADAS.
ADAS.

ADAS.

Camera.
Camera.
Camera.

Camera.
Camera.
Camera.

Camera.
Camera.

Camera.

Camera.

obstaclesExists’
Obstacle[@].probability"
Obstacle[1].probability"

Obstacle[29].probability"”
Obstacle[0].o_type’
Obstacle[1].o_type’

Obstacle[29].o_type"
Obstacle[0].distance’
Obstacle[1].distance’

Obstacle[29].distance"

E# an AWS loT FleetWise 1T#8 58

& A LAE A UpdateCampaign APl @ EREHBBWITHEE. FATIGS

AWS CLlI,

* ¥ campaign-name R BB ERM 2 THFBNEE,

« BB TIEF—IF

APPROVE — ®EE1T$ESEE) , LLAoFF AWS loT FleetWise i HERB T B s 42,
SUSPEND - E=1T828), THTHSRERHIMER , EETHEIBDPNMEEHA S ILEIX

RESUME — E# XA SUSPENDITEE/E B, TSHEBICREATE T AAGBENINEBEMEEH , B
HRSREREEH,

UPDATE - BB EHZEBM WA HETIH TR E T BB R ERITIHTE,
o B AEFNER,

EHITHED
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HrHZEE 2, 048 fAF T,

« # data-extra-dimensions MR AEENEHEM K LEETHITBHBRENER, Hlm
BRI LS ER MR SR I8 ET8555E) , AWS loT FleetWise & B EIE LB M 2 TR |,
A Amazon Timestream FRIVHEE, A% | B HEREEMERREHER,

aws iotfleetwise update-campaign \
--name campaign-name \
--action action \
--description description \
--data-extra-dimensions data-extra-dimensions

MREHEREFZE AWSKMS €RBANE , B2 TIBERER , BENAC WA
UpdateCampaign API i#4E,

{
"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]

I
]
}

MiIBR an AWS loT FleetWise 17885 B)
Al LA{E A AWS loT FleetWise 3 &3 API MR 1T E
MIBRITSEEE ( T#H )

EEMPBRITEAES |, 55 H AWS loT FleetWise £ 4,

MIBRITEREED 142
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fBR1T SR 5B

1. BARXAWS loT FleetWise £ 8,
2. EEEERP  BETHIH,

3. HETHEBHEEL , EERFTHEH.

4. IRE MER.

5. 7EMBR campaign-name? #F K WAEMBRNTHTDERE  REBEFRT

fBR1T8E7EE) (AWS CLI)

& A LAE A DeleteCampaign API IR24ERMIBR1TEEE SN, TSI HIFERA AWS CLl,

EEMBRITIEES , BEIT TN HGS,
#& campaign-name IR REEMBR 2 ERWN BB,

aws iotfleetwise delete-campaign --name campaign-name

® MEBRHNER D EEEEER
MBRTHZDEBHREETNAAES , MASEAEFHNERTE LEEE R,

BT IRE B M ER

BRI LAEA ListCampaigns APl BRERERITHE TR EECMBR. THAFEHA AWS CLIEYEHI,

EEHNAATHEIN D ERESE , FHT TS

aws iotfleetwise list-campaigns

Get AWS loT FleetWise 1T#8E B E

B LAE A GetCampaign AP BR{EREENEREH. T AR AWS CLIKEBH,

EEMITIEBIN P RER  FRIT TS T,

MIBR1T 8555 & (AWS CLI)

143


https://console.aws.amazon.com/iotfleetwise
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListCampaigns.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetCampaign.html

AWS IoT FleetWise HBEABER

# campaign-name MR BEEHEINTHEZBHERE,

aws iotfleetwise get-campaign --name campaign-name

(@ Note
BRERSK—H. 52 , TRTEUARRITHETHNEE.

MREERAETFZE AWS KMS £REANE , 88 TIBERRAN , BENAGTUUA
GetCampaign API & 1E,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:Decrypt"
1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]
iy
]
}

EEFNERTHRESER

/A Important

H e AWS IoT FleetWise HEEWVZERE a1 S 46, WESFMER , FZ2EBEAWSAWS loT
FleetWise F BV [E1E F Thaen] A%,

ERTHEDTFNENIEE  TREARERNFTREERNMEN Edge £, BBREER T EIER
LEMRERE  SUUSENBEIEEER B/ (Sl Amazon S3 #FEFER ) NEBKAGR
E. Hlan , BALIREERDEE  SENFHREERL  EXHERE Wi-Fi {1k, A&, —BE

RENEE 144
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WER , THEHEBREEEEERNBESIETNER, E , EAILER AWS loT FHIE
&¥

ES]

- BVEREE

- LETHESER

- fEA AWS loT ¥ L EEH

BEYEREE

/A Important

L AWS loT FleetWise hEERIIZEX B B C £, WMT/HMAENR , FSBAWSAWS loT
FleetWise # &Y [ 13 #1 Zh 8 7] A 1%,

THEBTHNERNS SRS TR FRAREN. BUURELEREEERRMFEME N,

BRoEEMNEESARNRAEATEEEdataPartitionIdt) RIEERTEERIE, RE , BBl
—SERDIERFEE , fIOKPIER, REERSERNBNRERE (E#MEL) , UREE
FFHMIE Edge LMV E., ERISAERA RYETER LR EFLEstorageLocation, REMLEER
ETHEDRFENRTENSPIENERKRER. THEDRFERRMN Edge HEERPES
WEAMERT , 2A EHEBNERNRT., ERFBEMNENBERER . {persistency_path} /

{vehicle_name} / {campaign_name} / {storage_location},

ZIRERERENERERTODISKEEDENERERFEERNEUER. ER7AENERRERN
FIFO ( %%t ) REREF. WRERMBRTHEES , E I URBRERHER P BEPNER, MR
R EERF/FAFEARMFNERDEIE , AWS loT FleetWise &R B BRI ERZRIEER
WIRFEETFES, EFHRIKER , AWS loT FleetWise 24588 LEZEi%, b{THBT 7 Edge Agent
for AWS loT FleetWise EXE8HERTE,

/A Important

MRENERDEEBBRENZAFEFRS , ARFNENSELI T EREI NN LELREER
RENEHR, Edge LBANERBEER, MERBA/NEURREH Edge FFRRH.
EERLENERRE , TUERENFERBRBER. SRERBREABEENR , LER
EIAMIERo

BUENSEIE 145
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LERESRELBREXANRGES. UREET LERE , SEL4AEERFER, SHALER
HERDIEFNARLEDNE R, MWEFMEA  F2RLETHEEHER,

EZERPEEFEMHR , signalsToCollectEHRIEEEEERDEIEFEZEBWAR. BLEE
BoEEHE IDs , dataPartitionIddefaulti§ SREAFERBIMBERXRERPEIE, RERE
AAASEdataPartitionIdA4 AR HEIBidataPartition.

ByERDEIE
ERATHES , BYERERSEERFHRENITHEE, LEHTHIDRESKERERFHE

Amazon Timestream H,

1. #§ campaign-name MR REBEINITHEBE R,

2. (ER) REHER.

3. # role-arn R ABEKHITAEHK Amazon Resource Name (ARN) , #F AWS loT FleetWise
HER RN E Timestream ERRHFF T,

4. # table-arn B A Timestream BRI EH ARN,

5. #§ signal-catalog-arn BUX AR E &8 ARN,

6. #% dataPartitions ID # B data-partition-id #EKBEEL 37 FAH
My IDsignalsToCollect., B% , MR EEARFEANER S EIE ID. HR
signalsToCollect , ID 4ZHEE FRMEHHEF —1@ IDs #FdataPartitions,

(® Note
£/ defaultf 4 ID , RITHEDRILBRRER D EE.

7. # target-arn BURBIEE T HIEERERA ARN,

{

"name": "campaign-name",

"description": "Measurement of SOC, SOH, thermal, and power optimization for Fleet
2704",

"targetArn": "target-arn",

"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.BMS® > 50",
"minimumTriggerIntervalMs": 1000,

i
o
e
¥
o
Iht
T2al
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"triggerMode": "ALWAYS"

},
"compression": "SNAPPY",
"dataDestinationConfigs": [{
"timestreamConfig": {
"executionRoleArn": "role-arn",
"timestreamTableArn": "table-arn"

1,
"dataPartitions": [{
"id": "data-partition-id",
"storageOptions": {
"maximumSize": {
"unit": "GB",
"value": 1024
},
"minimumTimeTolLive": {
"unit": "WEEKS",
"value": 6
},
"storagelocation": "string"
},
"uploadOptions": {
"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.BMS

1,

"signalCatalogArn": "signal-catalog-arn",

"signalsToCollect": [{
"dataPartitionId": "data-partition-id",
"maxSampleCount": 50000,
"minimumSamplingIntervalMs": 100,

"name": "Below-90-percent"
1,
"spoolingMode": "TO_DISK",
"tags": [{

"Key": "BMS",

"Value": "Under-90"
1]

.PowerOptimization"
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SMAEERGR , PENENSEEAEER , UERENBR TN D EFAR.

BETXR, ""ﬂ—rﬂ?ﬂﬂf UpdateCampaign API , #$EZFE %] Edge Agent for AWS loT FleetWise EXB&, 1N
THMER  BBBRLETHEERER,

LETHEBER
/A Important

L AWS loT FleetWise ThEERZEN B g2 HiH, WMEFMEA |
FleetWise # B [E13 # ThaE v 4.

FSBAWSAWS loT

AMESNAE Edge £ EETHEBHER -
- FELRLERENTHIDSEXEREDRERN LEEER, EEXETHEDY , BFEA
updateCampaign API &€,

BB AWS loT £7% , BIMERBEIEER R , B IEH &R LB, MEFMER , F2REH
AWS loT ¥ LEEH,

£/ UpdateCampaign API R{E L BT EEE R

BIAITIEEE® , TIHEEREERETA , WAITING_FOR_APPROVALEZE|f&actionts ¥ A A
1EAPPROVED.,

FAT5IEHlaction , BB UpdateCampaign AP| {EREFH1TEEEE

{
"action": "APPROVED",
"dataExtraDimensions": [ "string" ],
"description": "string",
"name": "string"

}
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£/ AWS loT % LEEH

/A Important

L AWS loT FleetWise hEERIZEXE B C £, WMT/HMAER , FSBAWSAWS loT
FleetWise #HY [E 13 # Thae v A%,

£ AWS loT 1£5% , BAILERETHEE , EEERSEFRNERER LEEZ iR,
IV T SR B &8 M AT LA

£ T HEEFIREI TR FBNEB X, FHEXMHR json BR , HP LS TEXRTNER
P EN. WFELEBXFNFMAET  FSE (AWS loT BRASER) FHEMH B
EIE{ER AWS CLI,

BEFRRRE-HELEEN , FREBERREAEEHEEABA AWS loT Y4+, BEEFRS
BHEEH (EHENTHERS ) LEER  FEUHEERUENMAENGNHEE  AREER
BEERE/YHFEE.

{
"version": "1.0",
"parameters": {
"campaignArn": ${aws:iot:parameter:campaignArn},
"endTime": ${aws:iot:parameter:endTime}
}
}

a. CampaignArn #§ BUX AAE[E EEH RS P 1T7E8EBH Amazon Resource Name (ARN). 1T
$5°58) ARN AXEIEH,

b. (#A ) endTimeld ISO 8601 UTC #x ({\EY ) NERMKEERNNWHFEHBEZIN .
530 : 2024-03-05T723:00:00Z, FEBE MUY , YREE LENEE —RBER
B, MREER endTime , Bl Edge Agent M SRE LB , EX LETHIBHNAMERT
EflAL, LEMEERE  EEREEHITREERH A SUCCEEDED, FHHMEEHA
COMPLETED,

A AWS loT F# LEER 149
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ERAZEERERELER

1. MZTEEAFEHIRE loT-loTFleetWise-CollectCampaignData, MEFMENR , FF2
loT IR AEEm) K AWS ZEEHAELFK,

2. ZEHFAEH CampaignArn#l endTime 2,

o

28 ( AWS

a. CampaignArn #§ BMX AR R MRS P1T8EEEH Amazon Resource Name (ARN)o 1T
$8°58 ARN A4 EIFH,

b. (#A) endTimeld ISO 8601 UTC X (EEF ) WEMKEERWRFEEEIN . F
W : 2024-03-05T23:00:00Z, FFREBIL MUY , WREE LENSEE—BERE.
MREERE endTime , Bl Edge Agent MR SHE L& , B3 LETHEBNAMERFE
RRLE, LEMBEERRE SR EBHTMREEHNA SUCCEEDED, EHHNMESENA
COMPLETED,

MENHEREDEHIE  F2H FRANEIEEE,

WE AWS loT EHMEFMEN , 28 CAWS loT B ABERE) PHEK.

£/ AWS IoT FleetWise WWEZ BRI EEE R

/A Important

B L AWS loT FleetWise heERVZENE sl S &H, MEFFMER |
FleetWise # BV [E1F # Thaen] A%,

EZEAWSAWS loT

EERMENTERE  SEEDHNER (DTC) , YLK ERBERRAIEMNRE, DTC IJiF
ByRIRSFENRRi T AREEER, THRERELEHBMNERER , WHKBUSEE#E, AWS loT FleetWise X &
DTCs &S , TIEHEN DTCRE , URFZEBERNKETEEHRER . XEENEEYN DTC E
ARRENES. THERENBRY , WsE6lfmR.

UTERER DTC K@=
ERFE AR

B EENHBRWUAMBTEBECHE Edge Agent ETEEESRHNERBHEE D | T E 5T FAEH
2. ELHB=E AWS loT FleetWise Agent #38fEMH. Edge Agent for AWS loT FleetWise ¥:88
RURNEBEHE , TARGFTEARRITER , flFNME. FRENFIEOE, BIIERNREATRE
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs-lifecycle.html#iot-job-execution-states
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs-lifecycle.html#iot-jobs-states
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SRS ECARMEIL BFTEE |, FILEMILIIEE, ﬁﬁn/&iﬂﬁﬁﬁ% (DTC) EXRMEE , ABAER
LR A BT BRE R E R E R S |, BB BR—2 B IRH (UDS) NBERRDE MTHERERE
¥HY Edge #EY DTC . REMLEMHEH

MBEMMET, , BB Edge Agent BIE A BISEI ) B T EAISEAN DTC EHKESEZH Ik,

EERWETHF  ARBELHENEEWNE |, W7E Edge Agent B LEF., A%, FESEE
HEERTFHREASEAERNTHITHT , HERGAEBRNTHE IR ERGERE. T
B, HRBOEERERE | EEREBEWE DTC AKLFERET, A 7THEREEME, AWS
loT FleetWise RLFASEHEE , AIHEAR B EFR R ETEE R

AN EEHNEGESNESE, CUUERBITEESNEE , st ESERE
ERENZEAT K ERWEERBMN S %, RENRUEE. SRBEAFREREFIEEN
Ak, AREFERE iR LENBERERNGRENZ M timeBasedCollectionScheme
conditionBasedCollectionScheme Z#CollectionScheme , E& —M&FAMRME.

THIEERALAMEILMEER DTCso
ES-

ZEEEREET
- AYHBEREYERRETHEED
- DETHERER RS

P ESEE R T

/A Important

FH L AWS loT FleetWise ThEERIZEX B s S £8H, ME|FHMERA , FHSBAWSAWS loT
FleetWise H#Y [Eig M Ihag n] A,

signalsToFetch B {TEEEEIMN S &

£ H signalsToFetch FEAREREMIE Edge LHEEGASEEN . EEARENSEBRELRES , E2
ERBREFBTEFTHEEEMNARA |, BB Edge First Modeling E& M BET 8l JEJ_E#EEHRE’JEH
B, B ERTHEIBDHEEIRERNEBI SR,
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-uds-dtc-dev-guide.md#dtc_query-function-implementation

AWS IoT FleetWise

FMBABER

BB AR TS DTC Bl flin , BALEN R A NFHHBHARDTC_Info , EFETEEE

5| ZEEH|E T (ECU) W DTC Effl. E , B LIENERE ECU,

- SignalFetchInformation RSB ER.

structure SignalFetchInformation {
@required
fullyQualifiedName: NodePath,
@required
signalFetchConfig: SignalFetchConfig,
// Conditional language version for this config
conditionlLanguageVersion: languageVersion,
@required
actions: EventExpressionList,

« fullyQualifiedName : BREFEH BITHEZ AN TESZME (FQDN),

« signalFetchConfig : ERMMAHE LRERAKNRA, SXEEBERMEEEEE,
« conditionLanguageVersion : ARSI #HRE R RZEX RGN FES RE

« actions : £ Edge LFMEMFT B BIERIZENFE., Edge MBS EERARMNE,

/A Important
BERAEMEA custom_function.

THEDREXBRT

TIHREXEMEERZIECARNTERR , MRS Edge 1Y
Bl true. Z—FHH , EEEE false,

isNull(signalFqdn:String): Boolean

Example AR

isNull($variable. 'Vehicle.ECU1.DTC_INFO') == false

We want to make sure DTC_Info signal is being generated
on edge.

ImEFRPRIEEMNER , RS

PEEERERET

152



AWS IoT FleetWise HBEABER

tREXRATI@EA

functionName : String

Edge X EN BITREERE

88 : varargsExpression
B8 functionName, E A AREMFRENEE,

BEXEREERE . 785, BY . TMEREE.

custom_function(functionName:String, params: varargsExpression): Void

Example EA AR

{
"fullyQualifiedName":"Vehicle.ECU1.DTC_INFO",

"signalFetchConfig":{
"timeBased": {
"executionFrequencyMs":2000

}

1,
"actions":"custom_function(“DTC_QUERY”, -1, 2, -1)"

}
ADEEBEBEERNRETHEED

/A Important

H e AWS IoT FleetWise HEEWVFERE sl S £4H, WESFMAEN , FZ2EBEAWSAWS loT
FleetWise # BV [E 13 #1 ThaE v 4.

AEERP\MMAEZE B (DTC) WERIKRETHER,

1. f£ Edge LEZEBFTAN, LFEEM Edge L DTC AHLMNMBBRAUER A BITRIBAR, MEH
HER , FSRAUERE  FHERBREREMREENERKE.
2. 7t Edge LtEEBFEE. SFEETCHKE XY , UEHERBUE Edge LW DTC FAsk.

MBFHMEF , 52 M Edge Agent HBEASIEETHETEHSBIEREMN DTC ERNESEZEE,
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FMBABER

(@ Note
BB BT EEMNHEDTC_QUERYHI REIIE S IBAT o

3. B DTC FURBESFHEHAANRE &,

"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle"
}
.
{
"branch": {
"fullyQualifiedName": "Vehicle.ECU1",
"description": "Vehicle.ECU1"
}
.
{
"sensor": {
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"description": "Vehicle.ECU1.DTC_INFOQ",
"dataType": "STRING"

}
]

4. ¥E DTC @A , LBV NMBAERER,

5. BMMRBACHE DTC AMRNBRREFEE, DTC FARER/E

B CUSTOM_DECODING_INTERFACEE N HBEAAYCUSTOM_DECODING_SIGNAL
i,

Example 555 #1525

"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"interfaceId": "UDS_DTC",

"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {

AR R R

AYHRERELERNETHED
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"id": "Vehicle.ECU1.DTC_INFO"

}
}
]
Example #88& /T HE
[
{
"interfaceId": "UDS_DTC",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {
"name": "NamedSignalInterface"
}
}
]
(® Note

FEblER B IEAEE (CAN) A X BEF R EREE,

6. MENEY @, ERLAEAELNSBRTIRANEREE (HEEABE ) NRBREFE

o

7. BUNBETHED. £FEZBES DTC AN (EREAENAN ) AMBINERRELT

$REE,

©

DTCSnapshot# DTCExtendedDatastringsBREFH,

2 B PR S fE A = )

/A Important

H L AWS loT FleetWise ZhEERIZEXE s S H8H., MEHMER , FHSBAWSAWS loT

FleetWise H BV [ 13 #1 Zh 88 A A 1%,

THIfEAEFHREE DTC_QUERYHE EE REIETIBERES.,

FREERBMNHHPNER, DTC ERETHEDTERNERBMNEH , @8 DTCCode,

A e ES
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TE HAHREY

LIEREWEFEHEEY DTC &4,

T5&EH 2 EEEEFTE ECUs Vehicle .DTC_INFO BIREEIE = 2 FiE DTCs EHIEENASE Y 1T 85

EE. A WENEREFRHVehicle . DTC_INFO,

"compression": "SNAPPY",
"spoolingMode": "TO_DISK",
"signalsToFetch": [
{
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFOQ",
"signalFetchConfig": {
"timeBased": {
// The FleetWise Edge Agent will query the UDS module for all DTCs every five
seconds.
"executionFrequencyMs": 5000
}
},
"actions": [
// Every five seconds, this action is called and its output is stored in the
// signal history buffer of Vehicle.DTC_INFO
"custom_function(\"DTC_QUERY\", -1, 2, -1)"

]
}
1,
"signalsToCollect": [
{
"name": "Vehicle.ECU1.DTC_INFO"
}
1,

"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
// Whenever a new DTC is filled into the signal, the data is ingested.
"expression": "!isNull($variable. Vehicle.ECU1.DTC_INFO")",
"minimumTriggerIntervalMs": 1000,
// Make sure that data is ingested only when there are new DTCs.
"triggerMode": "RISING_EDGE"
}
},

"dataDestinationConfigs": [

A e ES
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{
"s3Config":
{
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat": "GZIP"
}
}
]
}
ik 4 Bl Ep 2 EY
HERHFEREE DTC £4, i, B CAN #ASRA BVehicle.Ignition == 1, FEHEEA LE
DTC &#l,

THIEHITHEEEES NIFGERE AR MEEVVehicle . ECUL.DTC_INFO , LA#2% DTC ("AAA123") 2
B IEEZE FrecordNumber 1 AR ECU-1, WITIHEBEGURBAERNERKEN LE,

"compression": "SNAPPY",
"spoolingMode": "TO_DISK",
"signalsToFetch": [

{
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFOQ",
"signalFetchConfig": {

"conditionBased": {

// The action will only run when the ignition is on.
"conditionExpression": "$variable. Vehicle.Ignition® == 1",
"triggerMode": "ALWAYS"

}

},

// The UDS module is only requested for the specific ECU address and the specific
DTC Number/Status.
"actions": ["custom_function(\"DTC_QUERY\", 1, 2, 8, \"OxAAA123\")"]

}
1,
"signalsToCollect": [
{
"name": "Vehicle.ECU1.DTC_INFO"
.
{
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"name": "Vehicle.Ignition"
}
1,
"collectionScheme": {
"timeBasedCollectionScheme": {
"periodMs": 10000

}
.
"dataDestinationConfigs": [
{
"s3Config":
{
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat":
}
}
]
}

P T 1R EL
HEVEE R4S E DTC,

"GZIP"

HREFEARS , S EAEERERPERNMEETHES. £H8 AWS loT FleetWise 2 &

FHIT TS CLI %, EATHEDHEBRUAEFTHED , DTEREFERR.

o LS BBEUS command-name.

aws iotfleetwise update-campaign \
--name campaign-name \
--action APPROVE

A&, £ DTC EXEEREFETHED.

aws iotfleetwise update-campaign \
--name campaign-name \
--action SUSPEND

SR LABIR BT IR B U (T DTC ERIBEE.

A e ES
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aws iotfleetwise update-campaign \
--name campaign-name \
--action RESUME

Visualize AWS loT FleetWise E & K

/A Important

¥43E AWS loT FleetWise TRV FENE I Z RIS E, MEFME
FleetWise H BV [ 15 #1 Zh 88 A A 1%,

%II

. S22 BAWSAWS loT

Edge Agent for AWS loT FleetWise MBI ZMMERERMEEE MQTT & , EHERE
Amazon Timestream 3 Amazon Simple Storage Service (Amazon S3), ERHAIZEE R BNHE | &
AIAEAEM AWS RIEREE, EFEH, KEBECNLAER,

® Note
Amazon Timestream AFEAREAEE (Z2E ) EBiFH,

EEEIXZE MQTT TENERHER

MQTT AR BEMNERERSLUEFEIRN A AR , WAIREERRAREKIMITE , RAEERIKEH
EHMBENME, MEEH MQTT BEFHEEF , F2B (AWS loT Core B AEER) TH EEET
EM WA AWS loT,

E MQTT AP EENAREREBHR TS T M.

BWuER BriEn iR

eventId varchar BERNESHM ID,

vehicleName varchar WEERAER ID,

name varchar Edge Agent k28 i &
WEERMITHEE
BH,
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WuEB
time
measure_name

measure_v
alue::bigint

measure_v
alue: :double

measure_v
alue: :boolean

measure_v
alue: :varchar

£ Timestream HRIBEHIFE R

timestamp
varchar

bigint

double

boolean

varchar

DU
ERIRR BT
FIREI B

Integer FEEHIFAR
B,

Double R A AR
B

HMEEENARE

o

varchar R EASE
=R

Timestream 22 ENREFIERE , ISXERM 2 MEBIKEREFIIER R, ENEREFENR
EEXEFZEMW Timestream BERIERFP, BAILEA Timestream EHEWHER , LUERA THRENE
j, MFEFHMEN , BFSETER Amazon Timestream ?

E# E Timestream WERTEREBE LRI E T HHE AL

WuEB
eventId
vehicleName

name

time

measure_name

varchar
varchar

varchar

timestamp

varchar

iR

ERESHM ID,
WEERWER D,
Edge Agent k28 F 2k
WEERNITHED
£,
BRI R BEC
AEH BB,

1£ Timestream AR B B8 & K}
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WA =g ag kil

measure_v bigint
alue::bigint

measure_v double
alue: :double

measure_v boolean
alue: :boolean

measure_v varchar
alue::varchar

DU

Integer ¥ 2 HYFA5R
=

Double ¥ERE AR
o

HMHERRENASRE

o

varchar R B EASE
&,

BB ILFEIFEE Timestream P ERHE R

RERELRERE Timestream 2% , B LUMEA TS| AWS BlRIFREBL, B2, s NARENE

\|§\
o

- f£H Grafana @t Amazon Managed Grafana SR B{L MR ERIRPHER,. BAILAFEHE—

Grafana B XRIRABLR B ZE AWS KR ( $121 Amazon CloudWatch Fl Timestream) FE 1 &

BRIRHER

- £/ QuickSight 7 MR BILERIRPIWERL

# Amazon S3 FREEHHE R

Amazon S3 R —BYHFRERE , IFRNRBEMREBNER, EAILMER S3 REREFAR
Bl HlanERGE. ROMER, BEF., EEERAERX. AWS loT RENMABE D, ENEHNSER
£ S3H, MARETERITNYG. MEFEES  F2RMTER Amazon S3?

B8 = Amazon S3 WERTARGEBHIR TS T HIMMAL,

WERE ERER
eventId varchar
vehicleName varchar

DU
BERIREEHEY ID,
WEERER ID,

RBVLFEFTE Timestream FHETHE R
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WuEE =g o Eic] iR

name varchar Edge Agent EX 88 F 3k
WEERWITIEEE
BB,

time timestamp ERENEEER.

measure_name varchar Bk ey

measure_v bigint Integer A EAER

alue_BIGINT E,

measure_v double Double ¥ 8! Y FA 5%

alue_DOUBLE B,

measure_v boolean A ERERWARE

alue_BOOLEAN o

measure_v struct ERERANAE,

alue_STRUCT

measure_v varchar varchar & A

alue_VARCHAR B,

Amazon S3 ¥

AWS loT FleetWise S8 ERERHBH I FAWMHR S3. BT LEA TTH —BBIER MY 4 URI R
SHRTHEBPHER. S3YWHF URI BABCRRKENERRIERILERCEENER,

FERILESR
EREBICENGUFEAERNARNTRE S3 H. TAMKASERR , SINEERE S,

EAR B Amazon lon FEXMAREREEE AWS loT FleetWise WEBHAESHERE , W UAWHER
B8 ZE S3, S3 WHRKRESMEAE , WA ELRS,

SERERILE R S3 M URI EATHER :

Amazon S3 ¥R 162
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s3://bucket-name/prefix/unstructured-data/random-ID-yyyy-MM-dd-HH-mm-ss-SSS-
vehicleName-signalName-fieldName

ERENEFR

ERENENEFME S F , WiETHRE, RRNERFASNRESR, YHFENEERCEEER
savsasl,

ERE SSHENEREFAYH , RREEW 10 EMNRKHK, RIZFER , AWS loT FleetWise EE#
YIHEE A S3 year=YYYY/month=MM/date=DD/hour=HHZ &1 , L X F8 UTC BEIFEH, IkF
EEEMEFIETRIIEERE  HPSELERR (/) BSERBETRLER. EENEROISHR
BILERH S3 ¥4 URI.

RENER S3 ¥4 URI EAR TR

s3://bucket-name/prefix/processed-data/year=YYYY/month=MM/day=DD/hour=HH/
part-0000-random-ID.gz.parquet

FrERtBAEEER , 21 Amazon lon BRENER . ERILUER RHERIREEHE S BRIEMARE
BRRARRIEFR.

R &R S3 ¥ URI EALL T

s3://bucket-name/prefix/raw-data/vehicle-name/eventID-timestamp.1@n

DM 1FRIE Amazon S3 HEEE R

EERERERE S3 % , BULEATH AWS BRFBRER, 2T MAREHER,

£ Amazon SageMaker Al FEEXFI 2T ER , UET T HFER B[ ER (ML) TERE,
MEFMEN , 5528 (Amazon SageMaker Al Bz AEFE) FHTHEE

. REES
. JEgEeEER
. BEPS

2 HAFEME Amazon S3 HEHE ¥ 163
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, BA S3

5 AERREB & , AWS Glue #m B2 X7 Amazon Athena FIET O, BIFTERR
K ¥ BEHE Apache Hive BREEDEIE K HFISUSEHREEZENEEHNERRKR,

WMEHMENR , 528 (Amazon Athena FREERE) P T E5E -
+ 1£ Athena 2 EI&EH

« fEH AWS Glue E#Z| Amazon S3 K E B RIE
« BH EH Athena B REEH AWS Glue

BB EEEE Athena ERIKE S3 T | £5 QuickSight RE(LE R,

® Tip
MRMAERER S3 B , FEREHNERER A JSON KX , BA QuickSight RZ & Apache
Parquet &=,

WMEFMESR , F2E (Amazon QuickSight fEAEERE) PHTHIEE .
- XENERFRIR
- BYERRR

DT ERAE Amazon S3 WEEER
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FleetWise By [E1F F Thae v A%,

WEREEREXEBERENIER. BEERETUR E@H , HAETEAWS loT HEHEPEMA
Wi, ST TNEE2H  EREREDHRFEANTHDE, ERZEZSHFIPTRESE , XRET
PRI ENEE, AR eEUARTHITHREEEEREAER,

MFHENTHERE , F20 E@NH T,
ES- |

.
P

°n

W

T HITAREE

L] up

(\yy

4 |3
p

¢

T EERR

UTER-EER st HRNEERS , UARENAER LIRS AMRE (LKS) MRESER,

k)
SHRETUARSETELERRERNER  ACHTHE , HINMBERGIERBERENT
B, SUMGHEERARNEAER A0S, REATHRER I ERRIR Y TEEERY
R, Bl EALRE 8%, #t RARKARMEEANFIRERBERE.

HH =M

&

ARPIEE  SLEEEDTHHEEM. E8%E AWS loT FleetWise FEMN ST , %A
B AWS-IoT-FleetWiseiAmB =M. ELFALGEZHE , LERBEANEER LH
THoNBE, MREEE AWS loT Device Management B RFE Y &S , BISARH AWS-
IoT B =M, MEFHMENR , 5526 AWS loT Device Management B ABIEEHMH 5,

zp
b
b3
W

166


https://docs.aws.amazon.com/iot/latest/developerguide/iot-remote-command.html

AWS IoT FleetWise HBEABER

k&

BEVNDTRERTARE  EXRTEITAREER LB ST, IRDTBREY , BTUR
R, HRERERARENG T , RENDTITHATITR. BEELENDSRUTEM
MEEIT. BEEEIFNHT , B4AERGT , £HERTH.
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SEBERASEMRRE, SHRE 24 NEEEDREWIES DBR,
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RPEBER  BRSTIEENEREEM, WFEDRN—REF , F2R EEZHE.
EREEXE

AR SHRENEDHFEIEATEREE,

@ Note
BIREAREER, @ HRREREHMRE (LKS) TEMES, SRS EREEAR
BERBER

- FRHEEL, XETIEE,
- FEB(B21Iw)
. # (64 fi15T )

- BY (CEENREE ), XBETHEHER,
* int8 A uint8
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* int16 # uint16

* int32 M uint32
- R, XETIRE,

. E (int64)

- REENR (uint64)
- FEH
+ Boolean

WY

BEHTREBBRRELHTCHTHNHTER. EHSERAECEEYGTIRB B THITRIEE
MBERHTHT. EREEFFITEENRE , LEEDHTHMRE,

® Note
HRIEENER , ZUUERATSEGS. NELUUABEERNTETHTEHE LR
REEA , BESBAWS loT Device Management 5 = EL 8o

LREHAREE (LKS) ARREEE A
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BRIBHERENEAETH, MEDNDSHITTIMED_OUTRESE L Imi,

MBHAEH , HSHMAWS loT Core ( FIRABIEH) MG SUTREEREA,
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FHUEE AWS loT FleetWise ThaEE s o 48, MT|SEMEF , FSBAWSAWS loT
FleetWise ARy & i3 1 Zh 8L vT A 4.
BeEE LR AFSEREEN SR BBET T,

EEEAB I
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2. EESEVUSTHERESR , SHTEENEE.
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® Note
BT StartCommandExecution APl B4EZ 4 , FEIB HTTP BAM EHTHWFIEIRESES4E
A EI %S,

1. B3 MQTT BN GaTEE
EEHRBHOIIERRE , BN EHiot :Data-ATSEHEET MQTT EE , WEiTRH LRGHHER
FE, &, SNEBH O LFTEESNEENG SO EEE,

2. BUHBEANGSER
CRERLAMER A CreateCommandiZF|FE APl B4EXREY E#fiCreateVehiclefiapHE
B P ERESECER LBTHIBERANER,

3. HEEEHE LRI SHT
fFAStartCommandExecutionE# ¥ H APl #BEEHIRF4EEiot: Jobsin® , TEW -
WEHIT. APl 2 protobuf FRIBHARAERMBEGSBEREE,

4. EFOHTHITHER

HRSEE o NMWBINAS , REFEH UpdateCommandExecution APl S SHITHE R 2
HELCEXE, MREHERIE TESNELENTIEEEE , IERIALE  BEHERERKR
RESHELDOE,

5. (BEA) HER@SHITER

ZEHENGSEHITNER , B FEHAGetCommandExecutioni® &)@ API 8, EENEER
BaSHTRRRMEOEETER , It AP SEEEEFRNEA.

6. (BA) TRNEESTEN
FERUSTHTREERTNELN , BUMGTRRTEM4TE, RE , BALUE

FACreateTopicRuleZ#|FH APl oS EHERBKBEEZHMWERARERX , 0 AWS Lambda B
(=l Amazon SQS , W EH FEEEAREN.

B LERRE

THSRFMRACER T HRERFNERTHERE,
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® Note
AEFMRMIRELA MQTT BRAE.

1. B MQTT E#R

EEBENERERIFEABSINEE , BDAKXERE AWS loT Core ABRERER, BERFF
BH#HIT iot:ConnectE{E , LUELEZE AWS loT Core WEAEREBRERNET MQTT E#R,

ESX NERTEHRE AWS IRFE |, 38 H DescribeEndpoint API 2 CLI describe-
endpoint % , M AT,

aws iot describe-endpoint --endpoint-type iot:Data-ATS

BITHBTEEMRFRENERTEHIRR , MTATR.
account-specific-prefix.iot.region.amazonaws.com
2. EERTHRERIE

BIER® , BHRERMALZTE AWS loT %85 MQTT BFREE, EREERXELBRYST
YREB G HHITR , ASREERXEN protobuf IMIBNABASBMIBEREE, AL BHE
B LEWASHASLEE 05, ELEFIF | #& Bifl<DevicelD>% B IREMATME —R IR,
It ID AT BARICE WA ME — BB R B

(® Note
BEEHBENAFHASSEAMER protobuf &=,

$aws/commands/things/<DeviceID>/executions/+/request/protobuf
3. (EA) FIEwTEELE

FE K LULGTRELHTEEIE  UBEKAR  EHERRBRESESIHIEBREREND
FE.
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® Note
IR BB A IRIEETR /acceptedM /rejected BIEERE, BMFERBAMITRHELEE
EHNEROEEEKNEELEERAR,

$aws/commands/things/<DeviceID>/executions/<ExecutionId>/response/protobuf/accepted
$aws/commands/things/<DeviceID>/executions/<ExecutionId>/response/protobuf/rejected

4. EF@THITHRER

EEEREESRE ©t. A%, ©8FH UpdateCommandExecution APl TR REMHE
T%5 MQTT EIFEEEE,

(@ Note
HREENERN B THIT , <DevicelD> BAMERETRZFEREEFHHEMAL.

$aws/commands/things/<DeviceID>/executions/<ExecutionId>/response/protobuf

UpdateCommandExecution APl  MQTT LW E R FE API 24E , Bi&EiB TLS B,

- MRFHRBBEXADEEGTHTHER , UEEARRMGE MQTT EZNWEE. BEINTEER
THIE.

$aws/commands/things/<DeviceID>/executions/<ExecutionId>/response/protobuf/

accepted

- MREFBRBELIREGTHTER , ISKOERMGE MQTT EBXE, HEBNETERER
TolE=.

$aws/commands/things/<DeviceID>/executions/<ExecutionId>/response/protobuf/
rejected

MF L API MEHINVEFAER , F2H EF G SIITER.
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mm TERE

THFREFHMRA RS TERE.

® Note

REFTFIRRVIRECER HTTP B E

RN B

R CRALREST EREAGSDE  CTNEM TH , ARRTSEXZTRNGS , JE
1FEEH§E‘QO EBHEMER , HEMACreateVehicleBHTE AP RERTSHED (MDA
BE) WATER. NEHMATNEH  BSRELER,

BYSRT

5/ CreateCommand HTTP &M AP 2EREZVEARECEREHNGSEE, BEEHT
TTRECFANTMSEMAERE , XERCHEH AWS-IoT-FleetWise B ZE F"ﬁ WMERE AL
AP| EFIEAME S| | B2 EIa5ER.

B AT

R EAUAFEAStartCommandExecutionERFHEH APl BERFMITEEER LEING D,
AWS IoT Device Management G T MF 28 , URFBEANGE R, A%, caFUE
BXESHM AWS IoT FleetWise API , L\ELX HRHIFENASEH, AEHFEIB AWS loT Device
Management MQTT Eix E 8 LJB@E’J‘%%E%EEEEEO MEEA L API WEFRERAMNES |, F2
B B H S (AWS CLI),

$aws/commands/things/<DeviceID>/executions/+/request/protobuf

(® Note

MRREBREEDTRRERR , BEEER MQTT AN TERR , AIncaEAS N
HRAPES, IRKETRBFESB < MERLRE , ACFTHEGTHEREE , A
KETUREGTYRERBMECOEIE. IRRERAERKHFERB AIRE LR
AR THITRERE , ARASKEBH.
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4. BN TEIT

EREBL#T S 2% , FEHAGetCommandExecutioni® & EE API iR E IR EE RS
FITHER, BaLlER API SR TERMEMER |, flin EXEFHERD, SITEROE
B, UREBENSE,

(® Note
HEHNRREER  CHNRKELARSTHUTHERBMELREE,

MFER L AP WEFREAMES , F2HE BSHTHT.

(&) HPEM

BULFTHAGTEN  UEESTIITRERERZWEAN, THSERAMATRGTESF , RRE
Eef.

1. BYFERA

FZA L ETRR S EM4EE , UEGSHTMREEERKIEHN, SHATNEIFERL , FEH
REENERNKBIESEARESR , #lt0 AWS Lambda BB, R LAER AWS loT 124
ZHCreateTopicRule AWS IoT Core 12 &I H APl RERE TEH A, MEFEFMEFA ,
B2 A AWS loT A 8l,

EREHIF | <CommandID>#% R AEREZPBEN 2 SHBBIRF , 4%
<CommandExecutionStatus>HREmSHITHAREE,

$aws/events/commandExecution/<CommandID>/<CommandExecutionStatus>

(® Note
EERWFER TG THTRENELN , B UAERERAFTITR T EE.

$aws/events/commandExecution/+/#

(ER)

B
b
et

Pl 177


https://docs.aws.amazon.com/iot/latest/apireference/API_GetCommandExecution.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateTopicRule.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-create-rule.html

AWS IoT FleetWise HBEABER

2. BEBMEEGTEH

NREEE—BSRPRY T EERAURTEGSSMH , ATUEREKIN S HEER
o B LLEEMERARN LEERARN | fIEREE L EERAER AWS
Lambda, Amazon SQS. Amazon SNS = AWS Step Functions,

THRABEREERBN S S EHEANEHIER,

"executionId": "2bd65c51-4cfd-49e4-9310-d5cbfdbc8554",
"status":"FAILED",
"statusReason": {
"reasonCode": "4",
"reasonDescription": ""
.
"eventType": "COMMAND_EXECUTION",
"commandArn":"arn:aws:iot:us-east-1:123456789012:command/0b9d9ddf -
e873-43a9-8e2c-9fe004a90086",
"targetArn":"arn:aws:iot:us-east-1:123456789012:thing/5006c3fc-
de96-4def-8427-7eee36c6f2bd",
"timestamp":1717708862107

}
BUNEEREDS
/A Important

¥43E AWS loT FleetWise hEEMFENE I Z RIEHE, WMEFMENR , FSBAWSAWS loT
FleetWise H &Y [E 13 #1 Zh 8 A A 1%,

BRLREAERFEANEREE , NEE RN UEERELNERE. ERALNEER  STUEE
KEMLUEFEIRHTHER. fTIREAEEERREVEECANERDE, BUGT2R , &
TURB U EER~A B BN THT.

AREFRPBUAER AWS loT Core API B ZEUFEEGTER AWS CLI, ERANMAEGSERL
1T T 5B 1E.
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- EYBTER
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« JIHBIRERANTHS
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- BRI TEIR

2T EIR

B LAfEACreateCommand AWS loT Core 3% H API 45 AWS loT FleetWise £ &
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AP To

i
&

w s (EBEE

A LAE A AWS loT FleetWise £ ARE LT
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Ap
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=
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BB AWS loT FleetWise £ A&,
HEEEERD , BEGS

BERIGD,

EER—MN@®S D, HEEEBINEEER LHT
(1EA ) BEERANEREBNER,

2

®B2Y 6 AEEEHT OHRASE,
BERFHULUELEDTSEREN IAM AR, FZ
BEEERYSDD.

© N

BT (AWS CLI)

TG RBUMAIER SHELGT

BUmtSHNEESE
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o BABEITE roleArn , UBRFHELNER LETMATHSNET. NFEFHBERNFERENR ,
SIERA KMS 28R , B2 BFEH ELE G SEEMN AWS loT Device Management 5F 7]
AWS loT FleetWiseo

o BAEETE AWS-IoT-FleetWisefiBin &2/,

- WALABEIB mandatory-parameters #fI , ¥ EHTRBIEEECHM. RE , EUUFEHRSEEL
e, LEEMARIEERERE. NREEETHERE , ATNESTREBCEAEGLE , EEH
CHERERELE, MEELHAMEG , FSH oo EAEM,

- BH LA mandatory-parameters WMMIEERZ=MAER/(EYH. T8 , EEHLIAT TE,
REZ—EEB/MEY , M nane UM EFHATEEBESactuatorPath. ¥ &,

e #& command-id B AT —RBIAF, SaLIER UUID, Z8 =T, """ #M"",
e ¥ role-arn MRABTFEELNBATHSFATHN IAM A€ |, Flin

"arn:aws:iam:accountId:role/FwCommandExecutionRole",
- (BA) UBRAEANDTSEBEM display-name , YABEEZN BRI ##4,

 #mandatory-parameters¥####M+MRABFFRI B TH S EEZR. name 1
NRAKEEPEHEASactuatorPath. FEHW TR EMHE, Hl , name L2
$actuatorPath.Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringMode , vall
AU REREBEENRENRME , fln {"B"# falsel.

aws iot create-command --command-id command-id \
--role-arn role-arn \
--description description \
--display-name display-name \
--namespace "AWS-IoT-FleetWise" \
--mandatory-parameters '[
{
"name": name,
"value": value

:l 1

CreateCommand AP| 2 FEERIEE , HFIE v TH ID # ARN (Amazon Resource Name),

"commandId": "HandsOffSteeringMode",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/HandsOffSteeringMode"
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}

ME G SRR E A
BRI L ME A GetCommand AWS loT Core #2%|F T AP| REREEG S ERNEEEEN,

HENBNTERNERER , FHIT TGS, & command-1id BUR BRI o+ BFHE A BB AT o
aws iot get-command --command-id command-id

GetCommand API REEERZE T EANEFE,

S H ID # ARN (Amazon Resource Name),
TEVMEREHH B HAMEERE,

TIREE | BHEREAUEER LT,
FLERY wREENTAZ2H.

"commandId": "HandsOffSteeringMode",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/HandsOffSteeringMode"",
"namespace": "AWS-IoT-FleetWise",
"mandatoryParameters":[
{
"name":
"$actuatorPath.Vehicle.Chassis.SteeringWheel .HandsOff.HandsOffSteeringMode",
"value": {"B": false }

1,
"createdAt": "2024-03-23T11:24:14.919000-07:00",

"lastUpdatedAt": "2024-03-23T11:24:14.919000-07:00",
"deprecated": false,
"pendingDeletion": false

HIHERFE RN TS
BRI LAMERListCommands AWS loT Core 2% H API BRERFIH BRI 2 REFFRWFIET S,

EEHHEIRFFNG T , BT TGS, BIEFER , API SEDAMETEEEEING T, BE
FREEENERETRA BIMNWHS AWS loT FleetWise , SBE#/T o8 H,

R e o
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FMBABER

® Note

BB UMCERSERIEFEFEE  SEEFE  MERREAREST2HEBN

aws iot list-commands --namespace "AWS-IoT-FleetWise"

ListCommands API R{F2ERE3ZETIHIEANEFE,

« @5 ID A ARN (Amazon Resource Name).
° mp WREMA EXFEHN B HAFER—,
- WHMRE  BEHASREUTUEER LT,

BRG]

N

BAI LA AUpdateCommand AWS loT Core 3 H API #/EZK AWS loT FleetWise E3E &R EH
WHER. BUNEHFGSTHEREBINER, mRSSETRER , BEATEHER,

® Note
EESEEREST HEREEANSEEHERRSY.

EHwT (ER28)
BT

EERIEEEHRGS , HHI1E AWS IoT FleetWise AW S EM

1. BRELEEFNDT , RBRERE.
2. MEDTHMEN R RRBEREFEE,

RADT

EERTEAZATD , FHEIE AWS loT FleetWise TR ANGTEH ,

1. RELERANDT , RBBERA,

BT IS,

W FA1T T FISER

EHIBMA B TER
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2. TERNEM A RBREZRHM.

FHaH (AWS CLI)
BEH@wS

EEFHROER , BT TGS, # command-id X BEEEFHN B SERBIG | WIRHEHH
display-name F##.

aws iot update-command \
--command-id command-id \
--display-name display-name \
--description description

UpdateCommand API R{EEEE T 5 E FE,

{
"commandId": "HandsOffSteeringMode",
"deprecated": false,
"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"
}
ZHWT

ELTETBARERBECRAG TG TEBHE  aZAGT. THEBRIMERAGT.

aws iot update-command \
--command-id command-id \
--deprecated

UpdateCommand API| 2 FEERIEE , HPIE T ID # ARN (Amazon Resource Name),

{

"commandId": "HandsOffSteeringMode",

"deprecated": true,

"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"
}

BT EER , BENGSHTHREETER LIT , BERERARBREBAL, EEHTEAFTNGS
#17 , BAUEAFEH UpdateCommand API BRaT , FHERTH.,. NEEBEANERGSRHEE
%EIEE’\JEH;E%H , 528 ( AWS loT Core BB ABIER) PHNEAGTTER.
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il BRan = EIR

O LAEADeleteCommand AWS loT Core #2#IFH API 4 AWS loT FleetWise 12 & 3l bR
mHER.

@ Note
MERBIER K AEENE , BEEER. TR REENIRSFKIABIR,

WSS (E8E
EERTRAMBGS , FB113E AWS loT FleetWise TEAMNGSER , YT T IS E,

1. BECERBRNGS , REBEMER.
2. WHREBEMERST , RAREEMER.

MBS S (AWS CLI)

HEZMBRBTER , BT TGS, UEEMBR < SHRBIRFENR command-id, T 51868 R
LRI BR B B R

aws iot delete-command --command-id command-id

ARMBREER A

- RTSEEABBRARE 24 /NFHNEFERRE , AISZAIMERG S BEEER HTTP
statusCode & 204,

- MEGTARER , ICEAEBRARKNFERE , Al SHBER pending deletion #REE ,
BEEF HTTP statusCode & 202, &R 24 NEE K RAESEHBRENVREBRST S,

RREMEE R AT

/A Important

¥437E AWS loT FleetWise WEEMIFENE I S RIEHE., MBHMENR , /5S2BAWSAWS loT
FleetWise ARy [E i3 F1ZheE vT Ao
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AWS loT FleetWise HEABEE
BUmTERE  SULEZTEEER LB SHT. " BEEFHRITHS , RAULEREFGS
THER  URREEFNEREAZRME MQTT BB EE, AR, EUUENGSHTHME , I
ESIRIBR P P YT ARRE,

AEBERBUMER AWS CLI or AWS loT FleetWise R AT EEEEMN Hif, ©ERBPUM
ERENEH S HITHME,

F&E

- ENGSHITRER

- MBS SHIT

« SIHERE PR SET

- MRS

[\

@RS (X824

EERTRAEEEDD , FaE AWS loT FleetWise AW EHEE , EHT FIIFER,
1. EELEEAGSHER,

2 ﬁgﬂ'fj-ﬂp%o

3. EH&T ID,

4. BEGTHITRE 6 AREBEIHTHD

AT (AWS CLI)

AL MERAStartCommandExecution AWS loT EXIFHE API 84 , oS EXETERH, BE B
WG PEREREDNRERYE (HW SOME/IP (EB IPWITBRERKEEGHNHKE)), I
HBMEEMMAN (HlnEsssEmmE (CAN) £EERME ) . FTHIAMER AWS CLIFYEH],

ES-]

- BERTRENEEEE

- HUSIRFEENE R P EIRR
- ExEaTEdl

BTN EESE

EIRE PRABEI DS EHITR AWS loT FleetWise :
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- BABARBERME AWS loT Y1, MEFMERR , 552 B Provision AWS loT FleetWise i,

s WHECHEH B SAWS-IoT-FleetWiseiBin B ZE=”Brole- Arn , W@ |BFIEE AWS loT
FleetWise FE I M THSHFT, MEFHMEEN , FBEEITSER,

- MREBBEERUGTRERAASEIEENTMTERE , BITTLRIB parameters ¥z, 40
FRmandatory-parameters R ERVBEE , IENMREEEZRBASBIEEACNERERTE
FEER1E , BIXABIEE parameters Wiy, MEELHMED , FSE oo FEHAEN,

- BE LA mandatory-parameters MUEERZ=AEB/EYH, T8 , TEH LT BSE,
AT —EBB/EY , M nane MAUSEFEATERBESactuatorPath. &,

HWEIRFBENER P HEHIRR
BT APl fr B2l , BAERSIHMAIRFHELot : Jobsim®s URL, BN , MREHHTIGR S

aws iot describe-endpoint --endpoint-type iot:Jobs

TCEEOIRSSENRKE URL , 02T #4E EATR.

{
"endpointAddress": "<account-specific-prefix>.jobs.iot.<region>.amazonaws.com"
}
ik E 5l

EERBTEEAZER , FHT TGS,

« # command-arn BRRBBEHT 2 SH ARN, BB CLI create-command #35RY E FEER
BLtEA.

- # target-arn MRAZBEBTH I EZEE R AWS loT ¥4H ARN,

® Note
BT LAEEE AWS loT Y9 B % ARN (AWS loT FleetWise B#f ) ., BRI A BV A
MR,

« LURTE REUEMIRFIESEREEN endpoint-ur IEUSIRE R ENER FTEHIFE , FEA
https:// , I8 https://123456789012abcd. jobs.iot.ap-south-1.amazonaws.com,

o BarM#BRABEMER CLI create-command B ar S EEERmandatory-parameter s fi,
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name MU RARE HPERNTEEW , FEHSactuatorPath. & . Hlf , nameTLURZ
$actuatorPath.Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringMode , vall
AR ERERRNRENHME , Sl {"B"# falsels

. (BA) BtuliEEHMSBE executionTimeoutSeconds, WEAMMIEEE BN ALUHIT
EROENERL  URDAEN, BuLSRIFRESRAE 24 /N,

BUYGSHITE TSI, EFESBHcH RGOS HTREREEAFHKILAREE
{5140 SUCCEEDEDS} FAILED , RliREE€ B8$¥#%E A TIMED_OUT,

® Note

HE M LAIRETIMED_OUTARRE |, S ILARREB B A ARAE | i SUCCEEDED, FAILEDE
REJECTED , MEGTSHTESER K ImE, WEHFMAENR , B2 SHITREMEE,

aws iot-jobs-data start-command-execution \
--command-arn command-arn \
--target-arn target-arn \
--execution-timeout-seconds 30 \
--endpoint-url endpoint-url \
--parameters '[

{

"name": name,
"value": value

] 1
StartCommandExecution AP| IRESEREIGSHIT ID., BAILAEALL ID EFGSHITIREE, 0
BEAMBOSHITEL I,

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542"

TSR, BNEEGRIIZETHERANEL, issued_timestamp_ms WL ¥ EEILA
StartCommandExecution API FYB¥R, timeout_ms ¥IEZEMWA StartCommandExecution API
B E A executionTimeoutSeconds S8R EHRIFE,
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timeout_ms: 9000000
issued_timestamp_ms: 1723847831317

EHMSHTHER
EZEEHGSHTHAMRE  SNEEXECEY MQTT EEX TR TGS HERERE,

EWEHIF | & B<device-id>BEEEENHE —ZBIAF , TR VehicleIdSYHER |, Wi§
<execution-id>ER BT HITHIE BB

@ Note

o AEMAAFER protobuf &3,

- BHEBEWRIZEREEIE /accepted /rejectedEFEEXE, BNEEAYEE B i RPREET
B, tEWEELEEAR.

// Request topic
$aws/devices/<DeviceID>/command_executions/+/request/protobuf

// Response topics (Optional)
$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/accepted/protobuf
$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/rejected/protobuf

BHEBTLUETERMEGTOETE, EEGS2E , ©2EE protobuf I EIER It
#, <DeviceID> MU MNBNFEBEREEPHHEMN,

$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/<PayloadFormat>

REBMUATENDER  BAILEA GetCommandExecution API HIEREHMREEH. wHH
TRAREAT AR RS EAEMER.

» IN_PROGRESS

» SUCCEEDED

* FAILED

» REJECTED
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« TIMED_OUT

R , ARREA SUCCEEDED, FAILEDH MEF S HI1TREJECTEDAKIHH# K BRERHEER
o EMTHITAKRKKE EBEXRTTEE-SEFHRERMEERL. BERER VLR
£ TIMED_OUTHREE, MIREwEHR , HERER VLS EIMNEFREB AL

plan , U TFEREERMAVES MQTT AL,

(® Note
SR SHITIRE , MREMEEFEH statusReason Y RBMAREEZT | BHERTE :

« reasonCode /A #ERX [A-20-9 -]+, RETHiIB 64 A=Ft.

- REreasonDescriptionFi#i 1, 024 =T, ©RILAEREGFTUANEMFT
IR TR

"deviceId": "",
"executionId": "",
"status": "CREATED",
"statusReason": {
"reasonCode": "",
"reasonDescription": ""

WEREAAER AWS loT Core MQTT AIEAFIRITRETEAETERTHTARNEDS , F2E (
AWS loT Core BiZ AB3r) IR MQTT AR Finiian s Ef.

MBS EIT

BT LAE A GetCommandExecution AWS loT #2#|SFE AP| RERBEE G T HTHWHEBER. B4
ACfEA StartCommandExecution APl BEH TGS,

EEEMEHATHTHPRES , FRTTIH S,

« i execution-id XA S H ID, BATLAE CLI start-command-execution <RI [ FEEL
BILEA,
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« #§ target-arn MR AZEHTHSH BEEBHRN AWS loT ¥HH ARN,

aws iot get-command-execution --execution-id execution-id \
--target-arn target-arn

GetCommandExecution AP| 2ESEEIEE K EdhIESHSHITH ARN, HITRE  URGSHEA
TR MR EEENEEER. THEXBERRKE AP S5 RNVEHIEE,

ATRUEBESAGTHTRENHMAS , PO UERRM statusReason Y1, YT ESWEH
fiI reasonCode# reasonDescription., EAELMN , BNEBTUREEEGIHTRENHE
ERA. LEAREERERBENTATER reasonCodeF reasonDescription s

EFEREHENR  CHNEBETVLETFNREEARMGEER., AR, ELFEH
GetCommandExecution API #EER G S 1TARRERS | RS F Um%ﬁﬂ’]ﬂkﬁiﬁ%o

(® Note

HITE R completedAt M ¥ FEZE 4 B [0 E ik B AL I MR RE AV B o
ZETIMED_OUTMEMNIERT , RAEEEERST A REE | TSR TEHHEN. REHERR

FETIMED_OUTHF , TIMED_OUTHREFTEEH. NMERBTANFMENR , F2H o SHITR
HT;‘U‘»Q\O

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/LockDoor",
"targetArn": "arn:aws:iot:ap-south-1:123456789012:thing/myFrontDoor",
"status": "SUCCEEDED",
"statusReason": {
"reasonCode": "65536",
"reasonDescription": "SUCCESS"
I
"createdAt": "2024-03-23T00:50:10.095000-07:00",
"completedAt": "2024-03-23T00:50:10.095000-07:00",
"Parameters": '{
"$actuatorPath.Vehicle.Chassis.SteeringWheel .HandsOff.HandsOffSteeringMode":

{ "B": true }
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}

5| H SR F AV T AT

i
17
x

FListCommandExecutions AWS loT Core %/ HE HTTP AP| 2SI HEIREFNMER T H
o ULEHIFER AWS CLI,

&
FIHB T HMITRNEEEE
Bt an T BT 28

HHPSEHTRNEEEE

B

TEMH ListCommandExecutions API By —tEZ &,

o BhBcommandArniBIBESIHSEd S targetArns B BEHMNHIT , ELEE R . APIBERT

RERZEW , B EHEBRPHWERAL.

BABEERME startedTimeFilters completedTimeFilter& . API FERTEERZTM |, th
THETEMRBRPIMERL. EUER YHE beforef after ¥ , SIHEREREEHE
REBIRTEHW BT,

before Ml after MUFTB AR B IR, RIFEFEE , MRERIBEEEME , before MUEEH
R, after MU BRIEE-6BA. LRIER , REEEANERRYE , AP SHHBERE
BRBI TR E#IT,

« IBTLAMEM sort-order 2EREERBELERIEFSIH#T, RBER , WREREELR

i, RIFTELLERIERF 5.
EFH®T ARN NG THTHE , EEIRBISUTHRERGEHGTHT.

Bl HHan 5 BT &5

T

#,

=
=

e

PG HIREAATE FPHIH BT EIT AWS IRF.

THTR  CXEAEERCEMREEE  LMERRFER AREEBRING SHTtargetArn , &
A AR ENRSREEN#ITcommandAIn,

segafls , A
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« <target-arn> ZBLHITRBEZEEN Amazon Resource Number (ARN) , {520
arn:aws:iot:us-east-1:123456789012:thing/b8e4157c98f332cffb37627f,

« <target-arn> BUBTABEZEERN Amazon Resource Number (ARN) , 40
arn:aws:iot:us-east-1:123456789012:thing/b8e4157c981f332cffb37627f,

o <after> UAREBRES|IHEYT cHTHER , 10 2024-11-01T03:00,

aws iot list-command-executions \
--target-arn <target-arn> \
--started-time-filter '{after=<after>}' \
--sort-order "ASCENDING"

HITHGETEELERDE  HhESBBEIMNGSHTEE., HITHBITHERD , UERIITTRNE
B, SHRHREENR K URSTEREENEHANstatusReason¥I .

"commandExecutions": [
{
"commandArn": "arn:aws:iot:us-east-1:123456789012:command/TestMe02",
"executionId": "b2b654ca-1a71-427f-9669-e74ae9d92d24",
"targetArn": "arn:aws:iot:us-east-1:123456789012:thing/
b8e4157c98f332cffb37627f",
"status": "TIMED_OUT",
"createdAt": "2024-11-24T14:39:25.791000-08:00",
"startedAt": "2024-11-24T14:39:25.791000-08:00"

"commandArn": "arn:aws:iot:us-east-1:123456789012:command/TestMe@02",

"executionId": "34bf@l15f-ef@f-4453-acd@-9cca2d42a48f",

"targetArn": "arn:aws:iot:us-east-1:123456789012:thing/
b8e4157c98f332cffb37627f",

"status": "IN_PROGRESS",

"createdAt": "2024-11-24T14:05:36.021000-08:00",

"startedAt": "2024-11-24T14:05:36.021000-08:00"

il BRan B AT

MRETEBEARTHT , TUAREHNIRE XKABRE.
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@® Note
WEHTREEE AR IRARRERFF BEMIBR , #I10 SUCCEEDED, FAILEDS REJECTED,

TH&EHIREBI{AER S MPERdelete-command-execution AWS CLI 8 S #11T. <execution-
id> & R AZBEMR BT RITHEA .

aws iot delete-command-execution --execution-id <execution-id>

R APIFERATH , BISs TS ELE 200 ARAEWE, BRI LIER GetCommandExecution APl REg
FIREFTABEEGTHIT,

$i6 : EATTEFIERE@KER (AWS CLI)

/A Important

¥435E AWS loT FleetWise hEEMFEE I Z RIEHE, WMEFMENR , FSBEAWSAWS loT
FleetWise Y [Eig M Ihag n] A4,

THIE I REMAIER S IEE AWS CLl, LLEHIEA AWS loT FleetWise B4 B REE |, ~E
WA EE S IR m R HEEER,

F&E

- BREEEX S 5BE

- ERIEH

- FRAEKBSH IAM BUER

« #1T AWS loT &% (AWS CLI)

- B

EREnREHIBE
ERLEHIF |, 85
1. 6 A BREEYDHTER , create-command AWS CLI S FEHHEEER,

wH: A B 5
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2. G THAHBES , flmER B EAEH G SHEE~Eget-command AWS CLI,

3. FERA A S EEZTEE , start-command-execution AWS CLI LA EBoER ARt
B ARBREEEBELHTZHSE

4. 5 MBHEHITHERget-command-execution AWS CLI, A LAREHITMEEETRK , WHE
MBTRRSHMFMAEN , URERHATHSATRERE,

5. BIRIET R BEANEMR SN ST , LBITERER.

TORIRME
BT I A2 3T

« #% AWS loT FleetWise B2 A AWS loT Z#EEFH AWS loT Y. BEN B BRFIEEY
BRI , REBEBEREEZEZEYH., RE , CHEETMLUERIERYHTH S, MEFMEN , F
SBMmE B,

« B IAMEAEN IAM BER , BRFEFER v SET AP RENEET , W AIRERAERGSH IAM
HiR.

FEHERETH IAM BUER

TRERES IAM BER |, BFHRSHREZAEESTEMERFE AP BENFEE, BAERXN
EREKEAMTIAERE T AP BENFFR , MWTFRAR.

API 4
AP Ep{E BHENTE - BEABE #HR &R
CreateCommand BH¥Es HTTP BUBmTEIR « command
GetCommand 2EHTE HTTP MG S HEEER « command
UpdateCommand BHE¥E HTTP EHomH® WHEBEERAE - command
(AW
ListCommands 2HEE HTTP SRR S  command
DeleteCommand 2BH¥EA HTTP B an & « command
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AWS loT FleetWise HEASER
API| Bj{E 22 6/E RS BIABE #®R BiR
StartComm BERYmH HTTP R ITH T « command
andExecution . Y
UpdateCom ERFm| MQTT BT « command
mandExecu . Yk
tion
GetComman BEIE A HTTP RS SHITHHEEER « command
dExecution . Y
ListComma BEIE A HTTP FIHIERE RS ST « command
ndExecutions . Yk
DeleteCom BEIEA HTTP i BR &5 B #4T « command
mandExecu . Yk
tion

IR AR

« region #&H AWS B3 , flf0 ap-south-1,
count-id &8 AWS tRF 5RES , {5120 57EXAMPLES33,

* ac

e command-id.

Tu

rnOffAC,

 thing-name &K AWS loT ¥4&% , 0 my_car,

"Version": "2012-10-17",

"Statement":

{

"Action":

iot
"jot

"iot

L

L

:CreateCommand",
:GetCommand",
iot:

ListCommands",

:UpdateCommand",
:DeleteCommand"

command-id1® command-id2 , AR —m53 814 , 0 LockDoors;
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iF

"Effect": "Allow",

"Resource": [
"arn:aws:iot:<region>:<account-id>:command/command-idl",

arn:aws:iot:<region>:<account-id>:command/command-id2",

"Action": [

iot:GetCommandExecution",

jot:ListCommandExecutions",

"iot:DeleteCommandExecution"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:iot:<region>:<account-id>:command/command-id",

arn:aws:iot:<region>:<account-id>:thing/thing-name",

"Action": "iot:StartCommandExecution",

"Effect": "Allow",

"Resource": [
"arn:aws:iot:<region>:<account-id>:command/command-id",
"arn:aws:iot:<region>:<account-id>:thing/thing-name",

#1T AWS loT @55 (AWS CLI)
T RBMAEA AWS CLI T H SR ENSEEHEAER,
1. BUSEEXBENDDER
£/ create-commandCLI B B EEIARREN TS, L&D , I5E

« command-id ¥E& TurnOffSteeringMode
« role-arn BArole-arnERH

"arn:aws:iam:accountId:role/FwCommandExecutionRole" , KAERIAM &6 |

4T AWS loT &% (AWS CLI)
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FMBABER

BYFELNERLBINFTHSNGT. NEFMEN  F2EETERA EETSERY

AWS loT Device Management 57 8] AWS IoT FleetWise,

« display-name & "Turn off steering mode"
* namespace 478 AWS-IoT-FleetWise
- mandatory-parameters #EABBEY , HF

"$actuatorPath.Vehicle.Chassis.SteeringWheel. TurnOffSteeringMode"

name® defaultValue ¥E& { "S": "true" }

® Note

BHABYST , MEFTEEETALEZY, AR, BL4EEEMEM CLI start-

command-execution BT TREFRANSH., NMEHG , F2E
ﬂJ )
/A Important
£/ AWS-IoT-FleetWise B , BLARRIBEEASA —Io Namehy 1

DDTUEEFHEE

fImandatory-parametersfff $actuatorPath. & , M Value WUMLEER F

REREE,

aws iot create-command \
--command-id TurnOffSteeringMode \
--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--display-name "Turn off steering mode" \
--namespace AWS-IoT-FleetWise \
--mandatory-parameters '[

{

"name": "$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode",

"defaultValue": { "S": "true" }
}
:l 1

TolE@mHFRRE CLI WEFIEIE , HH ap-south-1F 1234567890122 AWS [E1F M AWS

WP 1D B EEH,

{

4T AWS loT &% (AWS CLI)
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"commandId": "TurnOffSteeringMode",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/Turn0ffSteeringMode"

MEFALHSNEMES K BF2H ELacER.
2. HEHGTHWHBEENR
HIT TS RENGSHIEREES , H+ command-id2#create-command LA g /e H

B s Do

(® Note

MREEIZEGS , BALER ListCommands APl BIEIREF AR S , REE
A GetCommand API R84 EMm T EMEN . MEFHMENR K FSEIHEIRS RN S®

P
To

aws iot get-command --command-id TurnOffSteeringMode

BTG TEELETIEE, SEBEIEUGTHRE, DXERNRRD, SEENEAS28 , %
RawRETERE L#T,

"commandId": "TurnOffSteeringMode",

"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/
TurnOffSteeringMode",

"namespace": "AWS-IoT-FleetWise",
"mandatoryParameters":[
{
"name" :

"$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode",
"defaultValue": {"S": "true" }

iF

"createdAt": "2024-03-23T00:50:10.095000-07:00",
"lastUpdatedAt": "2024-03-23T00:50:10.095000-07:00",
"deprecated": false
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MEFEALTSHEMES B8 A SR EEER.
3. RBEBWwTHIT

3
¢

$M‘T'F§Uﬁnb)~ﬁﬁllﬁ$}1ﬁ n e, Hf command-arn2#get-command E A REBH TN G S
ARN, target-arn BTG EZEEEMN ARN , il myVehicle,

EHESF  AREBEREIGDHFRESHNTERE , Hit start-command-execution CLI
AILEHTHSEERELEE, S LLBEEFER CLIE , EBASZEEETEANEREEE

=n
aX 1B o

aws iot-data start-command-execution \
--command-arn arn:aws:iot:ap-south-1:123456789012:command/TurnOffSteeringMode \
--target-arn arn:aws:iot:ap-south-1:123456789012:thing/myVehicle

BITHBTEEQBTHIT ID. ERLUEAL ID REFGTHTRE, FHEANGTATESE
ACE%o

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542"

WMEF CLI B EEH |
4. HEHHTSHITHHERBEER

E
W
a1
W
DH

Lan S (AWS CLI),

BT TImS , WEREEEERE L BT 2w SHNHEEEN. IEEexecution-id&fE EFE
B Rstart-command-execution@F# MK , LUK target-arn , EREAEHEZKEMN
ARN,

(® Note

- FENMSBENMREEN  ENRELALER MQTT AP BEFHNREEABRMERTH
UpdateCommandExecution MQTT BB EEEE, WHEFHMEEF K FSEEFTS
HITHRR.

s MREREBZEGS IR LAE A ListCommandExecutions API 5l iR E iy
FIEGTSHET , Q'ifﬁﬁﬁﬁ GetCommandExecution APl ER B4 EH T EHMEA, W
EFMEF , BF2EIEEREPHNGSHIT.
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aws iot get-command-execution \
--execution-id <"07e4b780-7eca-4ffd-b772-b76358da5542"> \
--target-arn arn:aws:iot:<region>:<account>:thing/myVehicle

TG TEERRTHT. MTRE, RENTHNERD  URTHEENHEERER, Sl , AT
CfEERTERREE LRIHT , BEEORX 2B,

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/
TurnOffSteeringMode",
"targetArn": "arn:aws:iot:ap-south-1:123456789012:thing/myVehicle",
"result": "SUCCEEDED",
"statusReason": {
"reasonCode": "65536",

"reasonDescription": "SUCCESS"
3,
"result": {
"KeyName": {
"Sr.om,
"B": true,
"BIN": null
}
b

"createdAt": "2024-03-23T00:50:10.095000-07:00",

"completedAt": "2024-03-23T00:50:10.095000-07:00",

"parameters": '({
"$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode":
{ "S": "true" }

}I
}
=
/B VR
RELCEIGTUYEREE LHT , UREFEEFALGS , TLUSHMBR, ERETPHNFETD

PTHSRENT , MAIEZIMBRFROLE,
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® Note
RE 6K NMRHTEBY  MEFRTEFERACEEERELIT , BUAUEART.

1. (EHR) EATHER
T TR URATS , HF command-idR#tget-command L H@F#@HEFHHS ID.

aws iot update-command \
--command-id TurnOffSteeringMode \
--deprecated

BiITHGTEEDEY  BERHTEREM. BWAUER CLIER® T,

(® Note

B LAERA update-command CLI REFH G THWERBBAHER, WEHMER ,
S0 EHRBATSER.

3

{

"commandId": "TurnOffSteeringMode",

"deprecated": true,

"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"
}

2. MERSS

AT T 5 e RMIBRE FEE M &S command-id.

@ Note
MBRBIERKAR , BEER.

aws iot delete-command --command-id TurnOffSteeringMode
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MRMERBREKIN , BEEFER HTTP statusCodeX 202 = 204 , EEURR B R B SERLA
ER  URMEBER, MEFMEANEGS | BF2E MraSER.

BRI LAE get-command CLI REBE G T REERENRSPBR,
3. (EHA) MBRBSET

RIBEFERR , MEG TS HITHSELEIRNANERAMBR. BRI LAEH GetCommandExecution
API FH timeTolLive 2EKHBILHEA.

HE , WRENBTHTERER |, fIMELNHITIRAES SUCCEEDED, FAILEDE Z—
RFREJECTED , B LAMBR S #IT. BT TS RMBREIT , HH execution-idR L
Rget-command-executioni®fE#HF T ID,

aws iot delete-command-execution \
--execution-id "07e4b780-7eca-4ffd-b772-b76358da5542"

A LAER get-command-execution CLI REF G S HITRE S REMNIIRSE R B,
A
on > {52 A == 451

/A Important

¥H45E AWS loT FleetWise THEERFERE SIS RISHE, WMEFMENR , FESEAWSAWS loT
FleetWise # BV [E 13 #1 Thae v A%,

FERGTIEER , BAULETYHRFPEIMBTHS

- BULERVPEEAKSY K AEREEDS ID. EUERT , FEEREEEEEEE LT o0E
EFEANSE,

- BALEE—RZESE , YEBIGTTHAHREERE, BREEREGALEBEETEREN
e

« BUILEE—RZESE , YEBRITETRAHREE., TUREZEZE K ERETEF—ES
g mAkZENameI B X BEMFER $actuatorPath® 8,

=
P

15 A

b
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AEFR M CreateCommand® StartCommandExecution APl AR EA SEH —LERAEM, ©&
BR—LEH o EEARRRE AN E S,

- ERSBERYST
- BEMREHEAEHDS

BANESENGT

THEHARGIBERIN{AEER CreateCommand APl B create-command CLI REMN R EZ2 M
T BEREBEIGTE  REERMASTS ID AR ARN,

LERARFERELEARIFTREER  SINELEEZNEARN G T EIEFERE,
EHFERT , T EREEREEDR , YTREEE M EETAEDFLBITHS. &8

StartCommandExecution API & start-command-executionCLI #{Ti S8 , BABEREEHITH
BiEESE , HHh S sB@mNEEARE,

Eiy T~ Emandatory-parameters#i A G S

EARGREBUNAEREEALESHBANBERTEYG T,

aws iot create-command \
--command-id "UserJourneyl" \
--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--description "UserJourneyl - No mandatory parameters" \
--namespace "AWS-IoT-FleetWise"

#1778 Emandatory-parametersE AMIE R FTEY NG T

EHE—FEf S  ERBUKN o RBEETM BB LHTHS , MAZRE, &
Hactuatorl# FREA 10 W{E , BHIT :

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/UserJourneyl \
--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/target-vehicle \
--parameters '({
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"$actuatorPath.Vehicle.actuatorl": {"S": "10"}
} 1

Bk , BWETUAHIT 8D , #% actuator3sRES W{Etrue,

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/UserJourneyl \
--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/target-vehicle \
--parameters '{
"$actuatorPath.Vehicle.actuator3": {"S": "true"}
3

B2IERZYAREND T

WS RAFEEEENEDS LTS, REEREEAMLEEEATEENS S, Hlin , oLl
FEREREREEHEMAHEFINLockDoorin$ , ABAHGS=INMEEM,

EEERESZREEMENGT , YEMBNESS LHTTRENEE |, HlsHEMAFHBERN IR
WERARGBNER, MREREKBERBEATERE , IFFEK gny BEparametersia
start-command-execution CLI, #R&ZE CLI start-command-execution parameters®H 4

EETRNE , 8B EERE.
/A WEREZEI T mandatory-parameters

TolaHRRIMAA BBk 1 RERERE,

aws iot create-command \

--command-id "UserJourney2" \

--namespace "AWS-IoT-FleetWise" \

--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \

--mandatory-parameters '[

{

"name": "$actuatorPath.Vehicle.actuatorl",
"defaultValue": {"S": "0"}

] 1
BITERAEREA BEIMNTT mandatory-parameters

@ BUserJourney2 AR THT , MAZTEEITREGSEAAE, EUBERT , AITHENH
ITREARYHBEENTERE,
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aws iot-data start-command-execution \

--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/UserJourney3 \
--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/target-vehicle

BT NERTRENE , AMEENAERRRS - FBI5 1 BETENE , EEBRRARE,

aws iot-jobs-data start-command-execution \

--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/UserJourney3 \
--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/target-vehicle \
--parameters '{

"$actuatorPath.Vehicle.actuator1": {"S": "139"}

w
3
N
s
[
i
<+

PPN
ap T

T RAAFEEEENEDHF LIATHS. CURIECEHNTREPBRERDRNE.

EXFEBREAEEER LATRERENDER , LEARMBRER,

(® Note
4R

B L E#EIB Bmandatory-parametersi AW B BEY , Hh AP, R B ERE. A
#®, ERTRE , BUNEEERERE LHITREANSEY , R RERBERATES
#E$actuatorPath.FH,

Z{EM T mandatory-parameters

<

BUTER

T RAHEEEENEESRLATH S, CHFRINEENTHENBREXRBRNE.

aws iot create-command \
--command-id "UserJourney2" \
--namespace "AWS-IoT-FleetWise" \

--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--mandatory-parameters '[

{

"name": "$actuatorPath.Vehicle.actuatorl”

ERSBERL

|.
2
b
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BITHERERERENER TS BIMNHT mandatory-parameters

HIT DO, EBERT , EX4EETE BFHE 1 WE. UTETHNGSHTESHIE WERES
actuatorl 10,

aws iot-data start-command-execution \
--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/UserJourney2 \

--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/target-vehicle \
--parameters '{

"$actuatorPath.Vehicle.actuatorl": {"S": "10"}
} 1

RRREERERNT
O T LMEA S AP RERTRAEERNENEE. flI , SUUER—RISRERE , AR

FRREEAR  LRBHEILREERREER, THEGREMARRMRELEARERD TR WFE
HEA , FE2RENMBENEENREHAEE

(® Note
fEEAmandatory-parametersBi A — oW EBWNULAFEH $stateTemplateFH,

o1 FREREAREHAEIGTD
L EF5) REE AN{AE A create-command CLI REXFAAREEET A,

aws iot create-command \
--command-id <COMMAND_ID> \
--display-name "Activate State Template" \
--namespace AWS-IoT-FleetWise \
--mandatory-parameters '[

{
"name": "$stateTemplate.name"

3,

{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}

}

1
REREHEAERAGS
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B , LTS BRI start-command-execution CLI FARRREEET A €6 451,

aws iot-data start-command-execution \

--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/<COMMAND_ID> \

--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME> \
--parameters 'f{

"$stateTemplate.name": {"S": "ST345"}
} 1

g6l 2 ARERRENREELRGT

THHTEEYSEAREHEE K MRIEEMSBNERE. CERHGEAELSBREERYNT &

A
T o

aws iot create-command \
--command-id <COMMAND_ID> \
--display-name "Activate State Template" \
--namespace AWS-IoT-FleetWise \
--mandatory-parameters '[

{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}

3,

{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}

3,

{
"name": "$stateTemplate.deactivateAfterSeconds",
"defaultValue": {"L": "120"}

}

]I
THmSERN{AH ¥ EREHIFER start-command-execution CLl,

aws iot-data start-command-execution \

--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/<COMMAND_ID> \

--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME> \
--parameters '({

"$stateTemplate.name": {"S": "ST345"},
"$stateTemplate.operation": {"S": "activate"},
"$stateTemplate.deactivateAfterSeconds" : {"L": "120"}
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ERCERIRREANRE

/A Important

¥H45E AWS loT FleetWise THEEZERE SIS RISHE, MEFMENR , FFSEAWSAWS loT
FleetWise ARy [E i3 1 Zh 8L vT FA 4.

B LB ARREE AW AS HEE HEETEEE  SULFERN SR ERERNRE D HMRE, BERREEH
AHEEMANEREMFEA onChangeHperiodic EF R BFIENER, FHEFRENRE , HEE
WMESERESEREFTENER, EEHENRKEERE , RN ERSEEENHBERERENE
&,

EBRERRE , BAL—RFERENERRE (HE) . SETUBAREALHENARESE
A, IRBEELEREERAREER . £ AWS loT @75 APIsH#I{T LR B AAREERE,

BEREERFIE TIER.
name

ARAEEEAHY IE — B & o
signalCatalogArn

B2k RE & AN AH EA B 2 FAB% B 8%#9 Amazon Resource Name (ARN).

stateTemplateProperties

WEERWARBE, RERRBUEREERELEFBRNEEARERN.

dataExtraDimensions

RO EBABERERE (Protobufl) IBEEER TN ERBUFE,

metadataExtraDimensions
LAMQTTS EREBHEAFERCRBEERNEMNERBMEE,
id

ME—. BRIFELERBBIN.
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MEFEME A Edge Agent for AWS loT FleetWise BN E BB L E RN SGE , FF2E F£H MQTT AL

RRIEFREAREEFER . WENAARRESHAREFHE AN FAES , FF2H 23 AWS loT

FleetWise E#f,

&

« B3I AWS IloT FleetWise jREEEI A
E# an AWS loT FleetWise ARAEEI A
Bk AWS loT FleetWise AR BE&IZ
Get AWS IoT FleetWise REEEAEFA
ERINENRE N REHERIRE

3 AWS loT FleetWise #RREET K

/A Important

¥435E AWS loT FleetWise hEEMFEE I Z RIHE., WMEFMER , BSBAWSAWS loT
FleetWise Y [EIF I 0] A,

ZAILAER AWS loT FleetWise APl S A REVREBEH AR, ARBEAIRMIEM BWMAREH S,
B L #1TH Edge Agent for AWS loT FleetWise $X B8 & UL &£ I EIX SR B E EiR,

B REEHKR (EER)

AT LAfE A AWS IoT FleetWise £ & RIS ARREET A,

B ARREE A

BARL AWS loT FleetWise 12 &,

EEEEKT | BEREEHLK,

ERESAEEHLE | BEETRESHAK,

EREBEAFMEAS  WAREBEHANEZR | WBEH & AER,

EREFARD B EERDENERREEANAR.
BEEEREHA,

o a0 A w N~

BB AREHEAR  CEEREHEARNEALEIT., ERETUSHESERHE BB,

By AREEA

209
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B RRESE A (AWS CLI)

BRI LAE A CreateStateTemplate API #EREZIAREE AR, T5AFEA AWS CLIKEEH],

EEEVMEBEA BT TGS
# create-state-template VAT ESREBEARELEN json BREE,

aws iotfleetwise create-state-template \
--cli-input-json file://create-state-template.json

Example ARREST A4 &
stateTemplateProperties BB SAMN TEEZRE,

dataExtraDimensions ] metadataExtraDimensionsESEEHBUHN TR EE., EENHE
ERRREE RPN EMEEHEE.,

"name": "state-template-name",

"signalCatalogArn": "arn:aws:iotfleetwise:region:account:signal-catalog/catalog-

name",

"stateTemplateProperties": [
"Vehicle.Signal.One",
"Vehicle.Signal.Two"

1,

"dataExtraDimensions": [
"Vehicle.Attribute.One",
"Vehicle.Attribute.Two"

1,

"metadataExtraDimensions": [
"Vehicle.Attribute.Three",
"Vehicle.Attribute.Four"

# an AWS loT FleetWise ARAEST A< Bd B8 i 22 7 B3 Bt
SSARAEGI ARSI BB ( T 2A

BRI LAEH AWS loT FleetWise =124 |, BSHBEBANIREE AT IBZHE,

# an AWS loT FleetWise HRAS#5 A 62 B 8 22 37 RO EH 210


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateStateTemplate.html
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2 S ARRE S AN Y BR

1. BB AWS loT FleetWise £ &,
ESEERYD , BE ER,
EEPREERUFAREFAEART,
EREEHAREEER L | BEEEREEHL,
BEFEREEA,

BEGRREE AR |, RARBEERE T,

o g A~ W b

a. BER-REHFSHEEHRENEE,
b. EH - REHBASHSEERFEBRVEN.
7. BEREFEE,

#& an AWS loT FleetWise iR AE$EA~E2 Bk % 37 BA RS (AWS CLI)
EEYNREHRREREZVEY , UAFRERINERNREEFRES, BEERM , FEA :

- BYERHE , A create-vehicle@m T H stateTemplates #fl. MEFHMER , FSEE
3 AWS IoT FleetWise E#,

- EHFEHE , BFEH update-vehicle®mTH stateTemplatesToAdds;
stateTemplatesToRemove L, MEFMEN , FSEER an AWS IoT FleetWise E#,

B ¥ an AWS loT FleetWise ARREE A

/A Important

¥H4EE AWS loT FleetWise THEERZERE SIS RIHE, WMEFMENR |, FFSEAWSAWS loT
FleetWise ARy & i3 F1 Zh 8L vT FA 4.

BRI LAE A UpdateStateTemplate API #4E5, AWS loT FleetWise 12 & RE B A ARES A,

EHREER (EEA)

BERETRAEIMMRELELR | FFFIE AWS loT FleetWise TR AMREEAEE , WHIT TR,
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AWS IoT FleetWise

FMBABER

1. BELEFHNREHER K RRBERE,

2. MmEMEBHAFHEN A ARBEREEE,

FEFAREEE A (AWS CLI)

EEZEHMMRBER  FEHIT TGS,

DBEMREEHAEREN json ERBBEM update-state-templates

aws iotfleetwise update-state-template \
--cli-input-json file://update-state-template.json

Example AR REE5 A4 A&

stateTemplateProperties BB EARNTEZRE,

dataExtraDimensions l metadataExtraDimensionsEGSEHBMHNTE LB,

"identifier": "state-template-name",

"stateTemplatePropertiesToAdd": [
"Vehicle.Signal.Three"

1,

"stateTemplatePropertiesToRemove": [
"Vehicle.Signal.One"

1,

"dataExtraDimensions": [
"Vehicle.Attribute.One",
"Vehicle.Attribute.Two"

1,

"metadataExtraDimensions": [
"Vehicle.Attribute.Three",
"Vehicle.Attribute.Four"

BB A
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MER AWS IoT FleetWise HREEEI K

/A Important

¥H45E AWS loT FleetWise THEERZERE SIS RISHE, WMEFMENR , FFSEAWSAWS loT
FleetWise ARy & i3 1 Zh 8L vT A 4.

O] LAE A DeleteStateTemplate APl #24E5, AWS loT FleetWise F 12 & R BrAR B & 7,
MBRARRES AR ( E3EE )

BEREEAEMBRMAELELR | FFFIE AWS loT FleetWise TR AREEHAEE , WHIT TSR,

1. BECEMROREEE , REBEMER.
2. WREBEMBRMREHA , REBIEME,
il BRARREEE AR (AWS CLI)
EEMBRARERE , BHTTIHS.

#&## AR R iR REE A B BB 1D,

aws iotfleetwise delete-state-template \
--identifier idenitfier

Get AWS loT FleetWise ARREET A~ & 5|

/A Important

¥45FE AWS loT FleetWise ZTHEEMFENE RIS RIHE ., MFFHMEH , 5 F2BEAWSAWS loT
FleetWise Ry [E1E F Thaen] A%,

&R LAE R GetStateTemplate API R {ERIFEGIRREB AV EBEEER. THIRER AWS CLIRYEEH,

A& ### AV BRI AR BT,

I B AR BB AR 213
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aws iotfleetwise get-state-template \
--identifier idenitfier

BT LAE R ListStateTemplates AP| RVEZRFEEVEE L WARREEIAEE, T35 AEH AWS CLIKE
o

aws iotfleetwise list-state-templates

MREFEAEFRZE AWSKMS EMBANE , FEETIBRRZER , BEN SRS A
GetStateTemplatedDk ListStateTemplates APl &1k,

{
"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
},
]
}

BRI E N R I AV AR RE ST AN IR 1E

/A Important

¥45E AWS loT FleetWise hEEMFEE I Z RIHE, WMEFMENR , FSBEAWSAWS loT
FleetWise Y [Eig M IhaEn] A,

THZERA WA EAREEARBANERAERRE, BITHEIURE , AREEEEHHREER,
ES-

RER AR 214
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- FERMRBEARANERAREERKE

o EFAREEE AN REENEE SRR AR IR AR

- A MQTT ABRE EXEAREEHER

fEFMREH AR NERREERKRE

/A Important

¥43E AWS loT FleetWise hEEMFENE I Z RIEHE, WMEFMENR , BHSBAWSAWS loT
FleetWise H RV [ 13 #1 Zh 8 A A 1%,

T3 ZERREA A E A BUR M R R B4R gy & #HEE AWS CLl,

/A Important
BBl , FRTEER OB MBS A | W% H R FL SR 5% i B2 B 0 22 3T RE Bk

B BERRAARREEI AR | Edge Agent FEES AR EHBEE B,

AEEARBHEANTELRE  FEEYGTER , AREER LB B THIT. T —HRA\MEE
Rt AP, BAR a04a] gk A F 15 A & R B,

e

 f£H CreateCommand API

- 6l - BUAAMRESA

- Pl ERAREEE

£ CreateCommand API

£ TAWS-IoTFleetwise, MBAZEEFAERIGTHTER , Y EAREBHEABRITYREEZGTSTERBFEAT
LIS 8

« $stateTemplate.name - EEEEIJ%MTT;VEE’J%@‘%’EZIK%*@O MEHBRXNEERETER , B8
1T BE, MEHMEN , 5F52045 an AWS |oT FleetWise R AEHi A< B2 B8 22 37 BB o
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« $stateTemplate.operation - EEMEBH R L HTWIRIE, B LSEEATIHA—EE :

« activate - EXERBEARERETEHHAF , Edge Agent B1R
HstateTemplateUpdateStrategy®RIEEN (BEPREH ) BHHBREEIFAREFEER R, W
EFHMEN , 2B an AWS loT FleetWise ARAEEI A EE B8 22 31 B

s, BRLIEREBREENEAEE , EEENBECREFLEN. MRARHAEDFRAK
B REHXASHFEEEEN , ETREERAFUSLLE,

—BFactivatem s , REERBEHNRBEEREBERPIEENAR. AWS loT FleetWise
ERELEVNIRAGTR , HEENE— ARSI SREEARPREARNIRE. RENAR
FERIRE R R EIL,

- deactivate — Edge Agent 8= ILEIXFAREHNEE iR,

« fetchSnapshot - Edge Agent &{&iA iR RE &5 AN fh E Y FABRAY — IR IR
MstateTemplateUpdateStrategy , EBREEMSNREHAEAZHRHRIEEN AT,

« (A ) $stateTemplate.deactivateAfterSeconds - REHASEREENERE 2ZBEHE
A, REXE SE8NES "BA. B, TrEfAlt$stateTemplate.operationZ2H, MRKREE
LS8  RMRLESEMES 0, Al Edge Agent RFERAREFNEEEER , BERESHRKE

MEAL BEAL, REBEXRKETEEBER.

R/ME : 0, &K{E : 4294967295,

® Note

- API 2EEIKY , SEREEMMERFREBANRBAFER.
- API EEEKY , AEEEERNFERAREZBANEFERFER.

« BEMREHER LRENVSRHBFRBERNBER. flW, MREE—PRKRRDERREER
MR, ARENPRARKE—BAEAEEHEANER , IMEEAREER, RATR
RHATHVEE Ko

/A Important
BEOINRTATREEETIME—BRT :

- REMARREEI AR I IEASSOCIATEDIEFL EHFE A
- RHBAMEBEARNPEER , B RDEPLOYEDTEEH L,
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- RtemiREEARIZHFER , (BIEEDELETEDE R L,

g6 - BUAARESAR

EEMAREEE  FARBUGTER, A% BB TG SEEIELEMARBERNWER., 1t
BHRBNMAERU R TREESBNERE. BB THTER , SEAELS B A ERBAMREE
o

1. BIGTER

BRAXBUDTER , TRBHTELIEZER, ELKSEEEERE , TUIEERTIS B
BRE. 0F ifflﬂﬁaﬂ w2REYTTER,

|—]

/A Important

$stateTemplate.name Hl $stateTemplate.operation ZEMHBLUFEERFR

R, IRREHEMEMERER K FENRROERESBEHHNEA—E , BaSHT
SRE, WHBERBHIAMRNT. $stateTemplate.deactivateAfterSeconds S84
AL LongE BRI R,

aws iot create-command \
--description "This command activates a state template on a vehicle"
--command-id ActivateStateTemplate \
--display-name "Activate State Template" \
--namespace AWS-IoTFleetWise \
--mandatory-parameters '[

{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}

},

{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}

},

{
"name": "$stateTemplate.deactivateAfterSeconds",
"defaultValue": {"L": "120"}

}
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] 1

2. HEEWELRBESHT

BYDTER K B TEEEER, IREGEEBRUNTERSREEXESHNE , BRELEARTE
ELESH. MEFMEF  FS2REEGT (AWS CLI).
/A Important

ARTEE SERARFSERN AWS loT EHE R FE AP| iRmEETT APl BR1E.

aws iot-jobs-data start-command-execution \
--endpoint-url <endpoint-url> \
--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/ActivateStateTemplate \
--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME>

3. HEBURRESEAEFERRE

BB S EITH , B LMEA GetCommandExecution API REFEVIRAEET A,

aws iot get-command-execution --execution-id <EXECUTION_ID>

g6 FRMREER

EEFAREEAE  FABUGTER, AR BB TG SEEIELECANRBHERNER, 1t
BHRBNMAERU S TREESBNERE. RBBTHTER , SEAELS B AEEREAREE
o

H &

1. BYBDSER

BRAXBIDTER , TRBHTELIZER, ELKSEEEERE , TUIEERFIS B
BERE. NFFHMES  F2HEELGTER.

aws iot create-command \
--description "This command deactivates a state template on a vehicle"
--command-id DeactivateStateTemplate \
--display-name "Deactivate State Template" \
--namespace AWS-IoTFleetWise \
--mandatory-parameters '[
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{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}
I
{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "deactivate"}
}

] 1
2. HEEHELRBESHIT

meR, B TEEEER, IRECERIUDTERNAEELAEZHNE  SRELAERE
28, MEFMER , F2REEHT (AWS CLI),

aws iot-jobs-data start-command-execution \
--endpoint-url <endpoint-url> \
--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/DeactivateStateTemplate

--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME>

3. HEEURRESEAERERRE

BB S TH , B LMEA GetCommandExecution API REFEVIRAEET A,

aws iot get-command-execution --execution-id <EXECUTION_ID>

{55 A IR RE 50 AN R EUER 3 iR RE 1R BR

/A Important

¥H45E AWS loT FleetWise THEERFERE SIS ZISHE, MEFMENR , FFZ2EAWSAWS loT
FleetWise HHY [E1E # Thae v A%,

B LAEACreateCommand AWS loT Core 2 %|FH API #4EZ AWS loT FleetWise 12 & HEE
ﬁE,J J:/AEIJ%D;U(,;»O
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/A Important
BEGAMRATEZEETIE—BRT :

o RERAREEI A IFASSOCIATEDIE L EHHEA,
- RHBAMEBEARPEER , B=RDEPLOYEDTEEH L,
. Rt OiREEANIEEFER , (BIEEDELETEDEH L,

HIREHRERE (24 )

4’*‘&1@% AWS loT FleetWise T2 & REAIEHN L)X S HiREE, AWS loT FleetWise €1 &y
, HIGHEEER,

1R HY BE 4 5iR R

1. BB AWS loT FleetWise £# &,

HEEERP | 1BIE HH,

RFEPREERABMMEFEEAEE,

TEARBEH ARG ZH] L | BIBHEESR,

BEEUR T AWS loT FleetWise FFAIH IAM A€ |, SUEX GBS LHIER. FSEEHFE.
BIEHEUIK R,

o g K~ W DN

FHENEE B iR B IR BR (AWS CLI)

EEMEVRERE  BFEABRIUGTER. A%, "‘TMH—;TEJ SEEELELSHEBEERERBHE
i, MEMEH CreateCommand APl RESEMEFMEN , F528 £H CreateCommand AP,

1. BUSRTER

THEHRBUAR Y a5 T EFRRYTHIURE, ELKDTEEZERE , TUIEERFISEH
BERE, MEFEES  FB2RELGTER,

aws iot create-command \
--command-id <COMMAND_ID> \
--display-name "FetchSnapshot State Template" \
--namespace AWS-IoTFleetWise \
--mandatory-parameters '[
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{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}
I
{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "fetchSnapshot"}
}
1
[E]FE -
{
"commandId": "<COMMAND_ID>",
"commandArn": "arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/<COMMAND_ID>"
}

2. BB THATUBBARERER

BUSTH , B DELTER, NIRLCERYSTERBREELESHNE , CRELARTE
ELSE, WEFHMEN , F2EEETS (AWS CLI),

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/<COMMAND_ID> \
--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME>

"executionId": "<UNIQUE_UUID>"

3. HEBURRESEAERERRE

BB S TH |, B LMEA GetCommandExecution API REFEVIRAEET A,

aws iot get-command-execution --execution-id <EXECUTION_ID>
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£A MQTT AR EE X E MREBERE R

/A Important

¥H45E AWS loT FleetWise THEEZERE SIS RISHE, MEFFMENR |, FFSEAWSAWS loT
FleetWise ARy & i3 1 Zh 8L vT FA 4.

EERECHNERZEVERYEEREER BT TY MQTT =&, MEFMHEN  F2E (FARAE
™)) F/M MQTT =88, AWS loT Core

$aws/iotfleetwise/vehicles/$vehicle_name/last_known_state/$state_template_name/data

RA MQTT AMREHF , AT &R EHREFRERALS TREARMIEFEZR, EFAEH MQTT #
BHNEEEHERNAPRBLRARERBE, K& —FCAREAREFFSER MQTT 5 ARE
A E

@ MQTT ARNASERERTIERAEBM

- vehicleName — ELEj Y I — B R o
- stateTemplateName — )X B %51k 58 &5 2 f9 it — 38 Bl BF o

WA, BRI EEHRE ARSI A IS EmetadataExtraDimensionsig R 8 , LUIEEESSE
MQTT AEEBEFWEREM, (FESEMEEHLR, )

MQTT AEBFREFNEAEBUEEHRIEARKEITRENE N , MEFREEH.

MQTT AREHIESRERBENER ., EUUERY R EIREEARIEEextraDimensionsi’
RBE , MEEETSE MQTT ARASHPHWEFE S ( FFSE EIL AWS loT FleetWise ARFEED
), BNEESZEBKENEEHEEHE VR  REEREHUENER.

MQTT AR EBHEBAHBEREEE (Protobuf) #RiE , MQTT FAEZEBE I EEES application/octet-
stream AR EHIERE, Protobuf fRiEHEBHEBIM TR :

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

syntax = "proto3";

option java_package = "com.amazonaws.iot.autobahn.schemas.lastknownstate";
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package Aws.IoTFleetWise.Schemas.CustomerMessage;

message LastKnownState {

/*
* The

absolute timestamp in milliseconds since Unix Epoch of when the event was

triggered in vehicle.

*/
uint64

/*

time_ms = 1;

* This field is deprecated, use signals instead

*/

repeated Signal signal = 2 [ deprecated = true J];

repeated Signal signals = 3;

repeated ExtraDimension extra_dimensions = 4;

message Signal {

/*
* The
name.
* For
* The
Z, 0-9,
*/

string

/*
* The
*/

Fully Qualified Name of the signal is the path to the signal plus the signal's
example, Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringState
fully qualified name can have up to 150 characters. Valid characters: a-z, A-

(colon), and _ (underscore).

name = 1;

FWE reported signal value can be one of the following data types.

oneof SignalValue {
double double_value = 2;

bool

boolean_value = 3;

sint32 int8_value = 4;

uint32 uint8_value

sint32 intl1l6_value

1
Ul

1
[e)]
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uint32

sint32

uint32

sint64

uint64

uintl6_value = 7;

int32_value = 8;

uint32_value = 9;

int64_value = 10;

uint64_value = 11;

float float_value = 12;

/*

* An UTF-8 encoded or 7-bit ASCII string

*/

string

string_value = 13;

message ExtraDimension {

/*

* The Fully Qualified Name of the attribute is the path to the attribute plus the

attribute'
* For example, Vehicle.Model.Color

S name.

* The fully qualified name can have up to 150 characters. Valid characters: a-z, A-

Z, -9, : (colon),

*/

string name = 1;

oneof ExtraDimensionValue {

/*

* An UTF-8 encoded or 7-bit ASCII string

*/

string

Heh

* time_ms:

string_value = 2;

and _ (underscore).

EHFDEREHENEYHIFEEE ( B Unix Epoch 2 AZMABEN ) . Edge Agent BB =&Y

LR EBE  AEWRELER .

£/ MQTT AR EE EIREAREERE R
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* signal:

Signal@EFAEEAR S| . name ( F& ) signalValue M XETHIERIFR -
double, bool, int8, uint8, intl6uintl6, . int32uint32int64, . uint64, float., . str

* extra_dimensions:

ExtraDimensions B EHMBMERAN % : name ( £ ) extraDimensionValue , B (&
X8 stringERER,

fEH MQTT ABERE X AREERHE R 225



AWS IoT FleetWise HBEABER

HERE . FRA BT BB EREMREBNERNKE

/A Important

¥437E AWS loT FleetWise eI FENE i S RIEHE., MBFHMENR , B5S2BAWSAWS loT
FleetWise A Ry [E 13 F1Zh 8L AT A 4.

ISRl

AHBREBIRIMMAERE AWS loT FleetWise , LAMERAFIA BT A5 R A AR ERIUNE
RBEERMEAITER ﬁJ_,ﬁ%xﬁ\EﬁE’Jﬁﬂﬂ&’é , WA LAE R B2 M5 A RBISEASE | A%
BEAREAIEENER BN, EHERE , RAZTEERIBIA AWS loT FleetWise
BAUARERSE, BUUEAECNEERBIBEARFE SRR SENRGRENAS
BdefaultForUnmappedSignalskifE A, &t o] A& EE it R B8 o & 18 3RRAY A 557 A A5 2245
.

AHEFFEANTEEERHEREHMEE (CAN EFREE ) RELNERANR. S, LETTEHE

AREERBHER

RIERE

AHBRBHRIREETREREREUER AWS loT FleetWise Ei , AR Edge B{E APIsHIER B E
MR,

=gy Rid

T—EHRPANAFEABABRAAEVERBENEE, EBARENREURTHERARA, i
FARERTFEANTMERERRIRER , f20 IDLs,

HELEHP K AMEERHEY  BEWENERBESR (BERNVE ) NEERZFNERES:R
MR ) o EMEMELEBELRTES

// Vehicle WGS84 Coordinates
double Latitude;
double Longitude;

// Vehicle AC
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Boolean ActivateAC;

T—ELSBEEHABITHIENE APIs i$ELERE A AWS loT FleetWise,
oE B S EH

EFEEFPEANELER, MRESHE AWS loT FleetWise FHIFASE B % , SBEZEFEAER AP,
MREREARB &K, FERBEUARE & , ARFIUER APL,

B, BABERNELHEFARMN VSS RRE, VSS A DERNKEK AWS IoT FleetWise B EEH
B, FATHARREILRS vehicle-signals.json' B json &3 :

// vehicle-signals. json
// Verify that branches and nodes are unique in terms of fully qualified name
// in the signal catalog.

[
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle Branch"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle.CurrentlLocation",
"description": "CurrentLocation"
}
I
{
"sensor": {
"dataType": "DOUBLE",
"fullyQualifiedName": "Vehicle.CurrentlLocation.Latitude",
"description": "Latitude"
}
},
{
"sensor": {
"dataType": "DOUBLE",
"fullyQualifiedName": "Vehicle.CurrentLocation.Longitude",
"description": "Longitude"
}
I
{
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"actuator": {
"fullyQualifiedName": "Vehicle.ActivateAC",
"description": "AC Controller",
"dataType": "BOOLEAN"

MRELZENFE K , IFZEWA create-signal-catalog:

VEHICLE_NODES="cat vehicle-signals.json’

aws iotfleetwise create-signal-catalog \
--name my-signal-catalog \
--nodes "${VEHICLE_NODES}"

MREBESKEAKRB % , BULUER update-signal-catalog API #73EE LA -

VEHICLE_NODES="cat vehicle-signals.json’

aws iotfleetwise update-signal-catalog \
--name my-signal-catalog \
--nodes-to-add "${VEHICLE_NODES}"

EWIR BN ISR
EFFEBFHEARSR S T-ESBEEVERERDHTEMLSLAR. Al ETUEA

create-model-manifestf create-decoder-manifest APls,

B RACEEBAERRENARERE

# Prepare the signals for insertion into the vehicle model.
VEHICLE_NODES="cat vehicle-signals.json’
VEHICLE_NODES="echo ${VEHICLE_NODES} | jg -r ".[] | .actuator, .sensor
| .fullyQualifiedName" | grep Vehicle\\."
VEHICLE_NODES="echo "${VEHICLE_NODES}" | jg -Rn [inputs]’
# This is how the vehicle model input looks.
echo $VEHICLE_NODES
# [ "Vehicle.CurrentLocation.Latitude",
# "Vehicle.CurrentlLocation.Longitude",
# "Vehicle.ActivateAC" ]
# Create the vehicle model with those signals.
aws iotfleetwise create-model-manifest \
--name my-model-manifest \
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--signal-catalog-arn arn:xxxx:signal-catalog/my-signal-catalog \

--nodes "${VEHICLE_NODES}"

# Activate the vehicle model.
aws iotfleetwise update-model-manifest \
--name my-model-manifest --status ACTIVE

BE  ERABTHRBAEREYBBRESAFE,

(@ Note

REASREEELR] IDs BRI FEEZVMBMEMNASR , ETRULEBHIN -5

MBEREERH (FON) RETHBAR D TRBERNBHEEANER , H28 Edge Agent

FREBASREE.

// Create a network interface that is of type : CUSTOM_DECODING_INTERFACE

// custom-interface.json

[
{
"interfacelId": "NAMED_SIGNAL",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {
"name": "NamedSignalInterface"
}
},
{
"interfaceId": "AC_ACTUATORS",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {
"name": "NamedSignalInterface"
}
}
]

// custom-decoders.json
// Refer to the fully qualified names of the signals, make them

// type CUSTOM_DECODING_SIGNAL, and specify them as part of the same interface ID

// that was defined above.
[

"fullyQualifiedName": "Vehicle.CurrentLocation.Longitude",
"interfaceId": "NAMED_SIGNAL",

of

BB MRS
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"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {

"id": "Vehicle.CurrentLocation.Longitude"
}
},
{
"fullyQualifiedName": "Vehicle.CurrentLocation.Latitude",
"interfacelId": "NAMED_SIGNAL",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.CurrentLocation.Latitude"
}
},
{
"fullyQualifiedName": "Vehicle.ActivateAC",
"interfaceId": "AC_ACTUATORS",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.ActivateAC"
}
}

]

# Create the decoder manifest.
CUSTOM_INTERFACE="cat custom-interface.json’
CUSTOM_DECODERS="cat custom-decoders.json’

aws iotfleetwise create-decoder-manifest \
--name my-decoder-manifest \
--model-manifest-arn arn:xxx:model-manifest/my-model-manifest \
--network-interfaces "${CUSTOM_INTERFACE}" \
--signal-decoders "${CUSTOM_DECODERS}"

# Activate the decoder manifest.

aws iotfleetwise update-decoder-manifest \
--name my-decoder-manifest \
--status ACTIVE

W B2 TE AWS IoT FleetWise FE2 BT ELARMNER, EEFEVEHRH  IEHBELETNE
RIZEVER, B L etE LA TEB#ER create-vehicle API :

aws jotfleetwise create-vehicle \
--decoder-manifest-arn arn:xxx:decoder-manifest/my-decoder-manifest \
--association-behavior ValidateIotThingExists \
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--model-manifest-arn arn:xxx:model-manifest/my-model-manifest \
--vehicle-name "my-vehicle"

T—ESBRETN AWS loT FleetWise Edge BREE , WIBE XL ENERBIEM,

® Note
W Edge BIEMHEBIEFA , 552 H Edge Agent FE A B8,

BEas

R, mERR (TS EEN C++ EERIHEE CMake R ) |, RERREEiK APIs FAIE L EE
BHTD

// Create a command targeting your vehicle.
aws iot create-command --command-id activateAC \
--namespace "AWS-IoT-Fleetwise" \
--endpoint-url endpoint-url \
--role-arn ${SERVICE_ROLE_ARN} \
--mandatory-parameters '[ { "name": "$actuatorPath.Vehicle.ActivateAC",
"defaultValue": {"B": "false"} } ]' \
// You will receive the command ARN.

"commandId": "activateAC",
"commandArn": "arn:aws:iot:xxx:command/activateAC"

// You can send the command to activate the AC targeting your vehicle.

JOBS_ENDPOINT_URL="aws iot describe-endpoint --endpoint-type iot:Jobs | jq -
j .endpointAddress’
aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:xxx:command/activateAC \
--target-arn arn:xxx:vehicle/my-vehicle \
--parameters '{ "$actuatorPath.Vehicle.ActivateAC" : {"B": "true"}}' \
--endpoint-url https://${JOBS_ENDPOINT_URL}
// You will receive the corresponding execution ID.
{
"executionId": "@1HSK4ZH6ME7D43RB2BV8JC51D"
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// If you have the AWS IoT FleetWise Edge Agent running, you can see the logs.
[AcCommandDispatcher.cpp:26] [setActuatorValue()]:

[Actuator Vehicle.ActivateAC executed successfully for command ID
@1HSK4ZH6ME7D43RB2BV8IC51D]
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B AWS loT FleetWise 8 AWS CLI 1 SDK AWS SDKs

AERMHBEREDE AWS loT FleetWise API 58RIV E . IFE AWS loT FleetWise IRIEFIERIFFRI MY
SMMEE |, 52 R AWS loT FleetWise APl 2,

&E% AWS loT FleetWise BB BRENRFTEESEEMER , A SDKAWS SDKs , EFREE T H
B ThAE :

- IR EBRIEEEK

- BFEEKR

- RIBFIRMOE

HRAGSHIFE , 5FEH AWS loT FleetWise 8 AWS CLI, &EA LA S FII2RE AWS loT
FleetWise flEfth R , WiEBIE BB,
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WEES BT AWS loT FleetWise

FEAARSHPNRUBBERANBRTR |, GBI R AWS loT FleetWise BV RERE,
AT EF TS AWS 0T FleetWise B E REIEETHEZ K,

&

« AWS loT FleetWise fRI523 & /5 E R RE

- Edge Agent for AWS loT FleetWise ¥X88 &
- FHRAEXBE

AWS loT FleetWise RGeS S/ EEE

WERH B EFEERRE,
P RIGESEAEE APl HY

$HER XE R S EEHE AR
UpdateOperationFailure.Conf HENRRREAFEERZEENHER. FH
lictingDecoderUpdate &, REEH X
UpdateOperationFailure.Inte InternalFailure RABI AT EMIFIAMR. BE
rnalFailure R HBUR A 28 I AR T
UpdateOperationFailure.Acti RISESEFEERN Active B8 |, BMEEH,
veDecoderUpdate KRS EAFEMREEE R DRAFT , AERE
;Et_;io
UpdateOperationFailure.Conf AWS loT FleetWise [EERFEHM A EEEXR
lictingModelUpdate WEHIRER (BREAEE ). FHE, A%
Eﬁiﬁ_;ﬂo
UpdateOperationFailure.Mode HRER R EMAEEERBOFAR. AR
1ManifestValidationResponse : BEEWHIER | WA AR AT E
FailureReason.MODEL_DATA_EN AR E,

TRIES_NOT_FOUND

RIS EFEERE
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$RER

UpdateOperationFailure.Mode
1ManifestValidationResponse :
FailureReason.MODEL_NOT_ACTIVE

UpdateOperationFailure.Mode
1ManifestValidationResponse :
FailureReason.MODEL_NOT_FOUND

UpdateOperationFailure.Mode
1ManifestValidationResponse
(FailureReason.MODEL_DATA_E
NTRIES_READ_FAILURE

UpdateOperationFailure.Vali
dationFailure

UpdateOperationFailure.KmsK
eyAccessDenied

UpdateOperationFailure.Deco
derDoesNotExist

A R SR S HE AR
EMEWEREERLERN ACTIVE IRE , AEEBH

N
— /Ao

AWS IoT FleetWise T ZIE Gz EFFE
MEBNERER, BREHFEIEHN Amazon
Resource Name (ARN) , A& BHE— X,

EHEANBRREAYN  RAEAREKPERTI
REEWMERWAREE, HETEHER DA
AR S AR RABRAY AR B R,

K EMBRRENFENFERPHIERBO AR
SRR . FEEDHISR I EE B9 AR AR AR
BN EHMELE, ERANMAEARBETRANTE
MEEARE , T AT EBREREEAEBFARD
I H.

AR #EH AWS Key Management Service
(AWS KMS) €45 EE., BRREFER
WAEBIFHEER  RAREH X

BERENBTETEFE. RRBBRRENABES
B, REER X

B ASIGNAL_DECODER_INCOMPATIBLE _WITH_SIGNAL_CATALOGREMBBRGEERELASE
EOEGIERE , BEHBRAMFERMNERBER. SEERAR RN B EREMLR#IEHAER,

(@ Note

RERREREREERS , AR/ EE,

RIS EFEERE
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PHRGRENFERBRRERRE
$5ER

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.NO_SIGNAL_IN_CATALOG_F
OR_DECODER_SIGNAL)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_TYPE_IN
COMPATIBLE_WITH_MESSAGE_SIG
NAL_TYPE)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.STRUCT_SIZE_MISMATCH)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe

% | £ B HE AR

AWS loT FleetWise 12| AR B k8RR
RISESPERAMNRARE S, MEBCEANB &
FIEEEELBHRAR.

AREBRBRRENFEEMFRPEAMEBERNE
HERFREKFHNELRRAL . BRFBRPER
MERASFSEYENTARE RER,

B BPEBPERNBEHE K HEERHE
RIEREFRETHEBNBERE ~HERF. KA
B B P ERNARETLER , BERER
IEEEN TR ERR,

AWS loT FleetWise A5 B #kF KR ERH
STRUCT WEASE , MR EEMISRENEER
K EZEM structuredMessageDefinition, FE
B EERERBSENEEENBERFERS

structuredMessageDefinition,

RS EABTETEANGEEBRAFRRERES
AARESTHNERE. BRISSEAFTERER
MRS B L EAEREMAL structFullyQualifi
edName, BIEHEEEAB fullyQualifiedName
#9 STRUCT £i%.

RIRREFBERRPEANET—BEIRAR
AEBRERAL . EEBFRPNABDEDH
BEBR/ELSTAL

y

ABEE SRSV H L RERHREAFTE
EHERPEES structuredMessageListDefini

RIS EFEERE
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#HER % B 2 B PE R

ason.SIGNAL_DECODER_INCOMPA tion, AR EAFEENFRPHFIERRE

TIBLE_WITH_SIGNAL_CATALOG) SIEBMEREE A structuredMessagelListDefini
tiono

Edge Agent for AWS loT FleetWise XE8 &8

HWFERL T Edge Agent BXBERIRE,

&
» FRE : Edge Agent REE T2 RLED,
- B : [ERROR] [loTFleetWiseEngine : : connect] : [EZWHBLIGEMRENE]

- B : Edge Agent BB T WEARZEZE (OBD) Il PIDsHEZ B tHfE 5% DTCs).
78 : Edge Agent for AWS loT FleetWise BB R ERBBRKEER , R\ LERAERRERA,

78 : [ERROR] [AwslotConnectivityModule : : connect] : DEFEXHBIFALEE] =
[WARN] [AwslotChannel : : send] : [#E{EF S MQTT EiR, ]

28 : Edge Agent ﬁ%z:gﬁiﬁo

E Edge Agent EREE RRAENBS |, B BER B BT 5 85R,

Error from reader: * Line 1, Column 1
Syntax error: value, object or array expected.

fERF R : HEE Edge Agent for AWS loT FleetWise EXBE{HREME RFE A E MM JSON X, Fl0
BRESEREREZHR, NEHBERNFMEF , FHT T BERTH Edge Agent for AWS loT
FleetWise BXi8RIE A 15/,

1. BABX AWS loT FleetWise £ A&,

2. HERBEEMBIAMEAR AWS IoT FleetWise B H | BEEHFREHRERR,

[ERROR] [SocketCANBusChannel: :connect]: [ SocketCan with name xxx is not accessible]
[ERROR] [IoTFleetWiseEngine::connect]: [ Failed to Bind Consumers to Producers ]
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fERF R | E Edge Agent BB R EHARRERPERNMRN N ARV EFREAR , BESEE
EEERER.

EEREHAETERNSERKAARESTA , FITTFIHT.

ip link show

EEFMRNELE , FHT TS, #§ network-interface-id BB R EMN 1D,
sudo ip link set network-interface-id up

[ERROR] [AwsIotConnectivityModule::connect]: [Connection failed with error]
[WARN] [AwsIotChannel::send]: [No alive MQTT Connection.]

# or

[WARN] [AwsIotChannel::send]: [aws-c-common: AWS_ERROR_FILE_INVALID_PATH]

fRRF R . & Edge Agent BXBBMEEE . MQTT EREF , B ERFEILLEER AWS loT Core, BE
THIEEREBCIERRE , WEHKE Edge Agent BB,

- mgttConnection: :endpointUrl - AWS IRFEH) loT % Eim 2,

« mgttConnection::clientID - Edge Agent EXBE I {TFTTERVEEEH ID,

« mgttConnection::certificateFilename - EEHBEERMWIER,

« mqttConnection: :privateKeyFilename - EHFAE BB RMWEE,

- IBMEMER AWS loT Core R B, MEFMENR , 552 B Provision AWS loT FleetWise &
W,

NEELZHEZEHEN  BF2EEAM C++ B AWS loT Device SDK & BREZ &£,

%8 : [ERROR] [loTFleetWiseEngine : : connect] : [&EZ¥iE{LiF
B E]

RRAR . E Edge Agent BB R TEIFAMMBER , BUESEILIER, RETIEERTCIER
RE , WEHEE Edge Agent BXEE,

persistency:persistencyPath - ARRBWEF R, HRHREFTENERRBIIRBEERE,

Ri%E : [ERROR] [loTFleetWiseEngine : : connect] : [EE#HLIFHEMERE] 238
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E& : Edge Agent BB TS UREREZEN (OBD) Il PIDsFR KT &S
DTCs),

fERAER : MR obdInterface:pidRequestIntervalSecondsE;
obdInterface:dtcRequestIntervalSeconds (REA 0 , B RERE FIL 455,

R Edge Agent B R EBB)EWMER T #1T , FBHE obdInterface:hasTransmissionEcu B
BREA trueo

MBENERTEEREFEEESMAERE (CAN EFREE ) HE IDs,
obdInterface:useExtendedIds EiXEA true,

3
il

S

178 : Edge Agent for AWS loT FleetWise B{EBT MR INEER | HE
EZERERRERAL

FERF R BEERFEROERN , S EILER.

&R [ CIEGE: p=5

A% ID K{E Ak ID BHPIRHE R Edge Agent X8 T &
50, 000 & ID X 50, 000 HY
R EER. B
BB ESEESE
Z8, RmEARE
HUESWARBE.

BHEHEHATNE 256 EMRBCESE N
BBELTRBE B Rl , AMER
EERPEINITH
EBHE  UKREE

fim

THREBTENAR
BE,
AR EHREEE 20 MB =2 WMRE AR , Edge
K/ Agent MRS F LLINEE

MER,

RIRE : Edge Agent BB T & UE R EZEN (OBD) || PIDsM 2 Eit{fE S DTCs). 239
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%8 : [ERROR] [AwslotConnectivityModule : : connect] : [EiE%k
M A FEER] = [WARN] [AwslotChannel : :send] : [E{ERF
MQTT E#R. ]

RRF R : B Edge Agent MR KR BREEE R , BWESEILER, BIBEFER , Edge Agent BB
AWS loT Core B EEEE)% ping FBRE , Y EF=9. WRKXEEE , Edge Agent HEEEHE
W B ERNER,

FRANEIARBE

/A Important

B Bl E HEHFEUEFE AWS IoT FleetWise Thag, MFEFMER , B2 EAWSAWS loT
FleetWise ARy [E i3 1 Zh 8L vT A 4.

B8 : #UWAccessDeniedExceptionEBFEME IAM FFATHY

BRFR  THEDTFERSINRENEEZDEN EHFIRAFTEAFE. FUE REER
LR RENEFER TR ERE EANFTT,

BRE : E&EZE AWS IoT Jobs &R & Z B endTime

FRRAER  BEendtimeEEBXXHHIEEENN . W0, endtime7E1E ISO 8601 UTC 1%
X ) o £ AWS loT FleetWise BIRAE BFEH , Alee BB SRR IEH Malformed IoT Job
endTime: customer configured endTime. Not setting endTime,

BRE . L{EZE AWS loT FEHNER EBREIJECTEDHITAREE,

FRRAR BB campaignArnEEBXHFIEEERN . Hl0 , WREBRHKREER EHITHTHE
By#5%E ARN , Bl AWS loT FleetWise {CEEFE R HiECampaignArn value in the received job
document does not match the ARN of a Store and Forward campaign® At EREE

RERFR

B8 : [ERROR] [AwslotConnectivityModule : : connect] : [E#RELBIEEHERE] = [WARN] 240
[AwslotChannel : : send] : [&E¥ER+ MQTT &g, ]
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Z4 in AWS loT FleetWise

MERZEM AWS REESEEIEF. 58 AWS BF |, BaUZHSRNERMPOMBIREE , ELRE
EANERTEHBEBNFERMEE.

ZEMR AWS BB ARRE, AFEEEEREERRERNZEUENBRPHRZEMN

- BT e - AWS EEREHE AWS Cloud B #11T AWS RIFHERRE, AWS hBZRIEHEAIL
SFERANRE, FAWS §RED  F=HFRERASSEHIENBRIRMZENEN . BET
BB A AWS loT FleetWise W& HRFTE| , BSBAHRFTEIN AWS RIGEE,

- BEENZEYE - ENETECRAEER AWS R, St/ EHEMEREZEES  SRERNKE
%, BATNERMNBEAERENER

AKX HBE T B EHR AWS loT FleetWise BRERAHEIEFER, ©RPUMMEE AWS
loT FleetWise ARFE M EZLEEBREE, B T7THENIFEHEM AWS IR KB R ES IR TR E
AWS loT FleetWise &R,

B &
« AWS IoT FleetWise F Y& RHFE
« £/ =41ZH AWS loT FleetWise

+ Identity and Access Management for AWS loT FleetWise
« AWS IoT FleetWise M & R B &

« AWS loT FleetWise H 3 ME

« AWS IoT FleetWise FHER R EL L

« AWS |oT FleetWise 5 #9#8 A& K1 is 3 2 47

« AWS IoT FleetWise WZ £ REEHK

AWS loT FleetWise Y& R 7E

AWS HEISEEIERAMN AWS loT FleetWise FHIERMRE. WLLEEFTR |, AWS B EREHITA
B SXRERRE AWS B, FESHETHERRE LEEATNEGHE, FHRGEEFER
AWS BEi MR SHEEMERTK, IFERBIAENFAEN K F2RENBELEERBEE, NF
BREBNERREBNEBERN  F28 AWS Z2 M IPEK LMW AWS HENSETEERN GDPR %
BXE,

RRRE v


https://aws.amazon.com/compliance/shared-responsibility-model/
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BERBFH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

. {$F SRE API MR EEEISE8E AWS CloudTrail, TNEAERI{EA CloudTrail B MHEEL AWS SEEIH
B, B2 BAWS CloudTrail  ER&ERE) BRHER CloudTrail B#,

- EF AWS MEMARAR , UREPWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

o MRMEBE AWS BBHTHREIN API FEH BEE FIPS 140-3 BN R GR=EHR , FFEA FIPS
imE, WEHRR FIPS M FIPS IWwEMNEZHEEN , F2EB A ETREEE (FIPS) 140-3,

BEMEEBRCEBUIESETFNE B U FRZIBRAET  HERRIAHBANFRL
B, Pl EEA, ESREERER AWS loT FleetWise S fEA AWS R#& 1A, API AWS CLIT
Hft AWS SDKs B, ZHEBBEIABARAXFRUPBANTAERBTERANTERZEH AR, W
RERHNAKIEN URL , RFEZEBF D ERBLEERAMBFFB RN URL P BREA,

AWS loT FleetWise EEEAHE I T ENWEHRER 28 M Edge REERXNBEFER , SUASER
ERERE AWS Ein, fEHHENERNTEZIIREERZEEENERBIAEERNNOR, £FEA
AWS loT FleetWise %2 Edge Agent 2 8l , BIIBRERIBEANEZETIAENERRK, ECHE
FEANERER , UREZEIEENRBIAERAN , YHSHENERENFENTARE,

FTEEMNZR in AWS loT FleetWise

REFERENERGIEB MQTT AWS loT Core AL BABEWASEHEIEIR, AWS loT
FleetWise &R R FEIEH Amazon Timestream E#IE, £ Timestream # , BN EREINE,
RIRTERR , FTETRE AWS IR MEBEER. MEFMER , F2H (Amazon S3 FHEER) FHE
AmHBHREZEEZERF Timestream for LiveAnalytics FH & EHRE -

FFREIN R EE AWS Key Management Service (AWS KMS) B4 |, IEERARMBERNME SR, &
TLEEERAEESES/RME AWS IoT FleetWise WENE R, BALUER B3, EEMBRIEM
Z&® AWS KMS, MEBEFHMEN , 5526 ( AWS Key Management Service B A S185) HHI
ER AWS Key Management Service ? o
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B inE

AWS loT BRI R FTE ERE S A Transport Layer Security (TLS) EE# N, MEFMAE
A, B2 (AWS loT A ABER) PHERZ S M,

s, AWS IoT Core XES 7 BEMITE , UiBIR 22 H¥ AWS loT FleetWise BRI FEL,
HIRTLAMER X.500 BRETEDERFE (BEA) , LAERH AWS loT FleetWise I #H AWS loT Core
BURREGIRE (BT ) RITIEENEIE,. MFEFMENR , 552 Mthe section called “MzE B
.

AWS loT FleetWise H#Y & ¥} in %

BERmZ2iEEERD (FIR AWS loT FleetWise AR BEMARIIE ) MFE ( ERIEAKE
B A ) BREER AWS RS, SuLERARERNZRREREE R,

(® Note

AWS loT FleetWise 245 EE &/ BF1E AWS loT FleetWise BERFEEAPIs , 3 B A& B 4 #
MR IZEL, iS4 APIs EiBH AWS loT FleetWise Edge iE#25#EA R [ IRES B L EM TLS
ERAH. HRAAFmEDERE , B APIs FAFIEFHZR, ARSI EBLESBANEFE
BRE BRI L. AWS loT FleetWise iR EBRBERRAME | UBRIELFE
BRENZEM,

MERARFHENZEMNAFiRNZNEBEET  FRE T EE,

B &%
o TREEINZER in AWS loT FleetWise
« AWS loT FleetWise R &8 EIE

FFEEMNZR in AWS loT FleetWise
AWS loT FleetWise BH#5219 & BZHIE AWS EikHREE,
AWS EimiEaEE R

AWS |oT FleetWise 8 &R FRETRR AWS R INEZEFREERNEAM ., FREMBE AWS Key
Management Service (AWS KMS) B4 |, AAEEMZR &8 , AN INE AWS loT FleetWise V& E

iz 243
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BHENREE, SULNREFHEFSESRRMREERBME , ¥1E AWS loT FleetWise &
B, BOLUEIR B, EBNRENEE® AWS KMS,

BRI LURE AWS RN IR SEFZERRMEEHNER,
BTN
HEMEZE 28 AWS KMS , ARERRARMZAE R A ME TR,

- AWS BN S8 — TASRINZE S8, AWS loT FleetWise HEE It €88, BREEE PR, EBIF
Altets AWS IEF, Bt EE AWS CloudTrail B EELEMNIEE, BULFERALSE &
EENER,

- EFZESR - SRERELNIIRES , AREY, BANEE., BT 2ES KMS 2],
AWS KMS EX BN E M,

AWS BN 8

AWS BEN SR TEERELENIREH., EME KMS £RESHN —D , ELLHB AWS BENE
B LATE multiple REA AWS 1RF. AWS BRI FTUAER AWS #ERN £ RRBENEHR.

REERR., EERER AWS BENTRIEKEEASLRN. T8 , EFFERNEAHFERREF
AREARREMNZERNSER,

MREFER | AIFERSKRIMER AWS #EN TR , MASLEATEFALIKRFHN AWS KMS E
o

EFEESHALE BFPRY . HENEEN KVS 28, GUNE2BHIEL KVMS £ , W
g

- BURMEHSMEE, AV BEAER

- RAREATH

- RAREBRBEN

- FAEE

. BUSETRHHE

. HEMBTH
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&t LAEA CloudTrail 1 Amazon CloudWatch Logs i # AWS loT FleetWise X &R & &% E
AWS KMS BIEER,

MREFERAEFZELR , AIXERT AWS loT FleetWise FEUIF A EIRFE R HY KMS £IRHTEIR,
AWS loT FleetWise F AEH MEMESWMEBRMNZER, EH AWS KMS NZESBEARMBLE
WEENRSR, WEFMER , 28 (AWS Key Management Service i AS1ER) FMHE

THIE BB F AWS loT FleetWise FF 7] , LAEREH AWS KMS &8,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
.
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,

"Resource": "*"

/A Important
BT ERTEE KMS £RBXK , B7E2FRRTNEMREER. MRBMAT for
AWS loT FleetWise tn# , BfFE THE—H , AWS IoT FleetWise FEEZHITERIAIIR
1E :
- KMS &£ 2= Ak MiBk.
- lRIEAREMEE KMS SWBE,
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R BRI E R EFEINEEERER

(@ Note
BRERRENERFARRS , TRREEMEE,

MR R AWS IoT FleetWise lRF B AWS KMS €N EESENE K MBLEEFHAERE
BR, BEENRREERAEEMNERERMBEE, ETZE AWS loT FIeetW|se BAURBRHKERFT
EWEINEFT,

(® Note
MREHERERRERREBNMBRE , BB BREFFETRRE FERFEMRE,

1. A GetEncryptionConfiguration APl ##ERBER S SRA AWS KMS &, MRMZHER
A A REEHE—FSHWEYEFLEETWISE_DEFAULT_ENCRYPTION,

2. MEINZFFEH A KMS_BASED_ENCRYPTION , #&#EA PutEncryptionConfiguration API #4E#% %
FREERA FLEETWISE_DEFAULT_ENCRYPTION,

aws iotfleetwise put-encryption-configuration \
--encryption-type FLEETWISE_DEFAULT_ENCRYPTION

3. A PutEncryptionConfiguration API #{Ei&NZE R EH A E KMS_BASED_ENCRYPTION,

aws iotfleetwise put-encryption-configuration \
--encryption-type KMS_BASED_ENCRYPTION \
--kms-key-id kms_key_id

MEMBAMNBZHEFMEDR , 528 AWS loT FleetWise £ BEE,

AWS loT FleetWise F 1y €8 &

/A Important

¥H45E AWS loT FleetWise THEERFERE SIS ZISHE, WMEFMENR |, B2 EAWSAWS loT
FleetWise H B [E1E # Thae v A%,
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AWS loT FleetWise Eix & i8S 1E

BIEFEER , AWS IoT FleetWise & AWS ZE &8 RAE FHER AWS Eif, B UEFHEN
RE , MEAEEZESREME AWS loT FleetWise R E ¥, EAILUERB AWS Key Management
Service () B, EEMBENZES/AWS KMS,

AWS 0T FleetWise XEFERAFRE FNEFZESHMETARI[HINE , AWS KMS BUIMETHE
RNE R,

AWS loT ERHE FREEFZESRETHRENZNE
FleetWise &R iz
AR B &% description

B4 description , allowedValues ,

defaultValue , min , max

B8 description , allowedValues , min ,
max
BRI 2R description , allowedValues , min ,
max
BHFER (B3 description
EEE)
RIBREABE description
Canlnterface protocolName. protocolVersion
ObdInterface requestMessageld. dtcRequest

IntervalSeconds, hasTransm
issionEcu, obdStandard, pidRe
questintervalSeconds, useExt
endedlds

CanSignal factor, isBigEndian, isSigned.
length, messageld. offset, startBit

AWS loT FleetWise H )& iN% 247
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AWS loT BEREE FAEFZESRETHEMEBENR
FleetWise &R iz
ObdSignal byteLength , offset, pid,

pidResponselLength , scaling ,
serviceMode , startByte ,
bitMaskLength , bitRightShift

EX] Bt
Campaign description
conditionBasedCollectionScheme expression , conditionLanguageV

ersion , minimumTriggerinte
rvalMs , triggerMode

TimeBasedCollectionScheme periodMs

AR RE &G AR description

(® Note

HibERME RS FEHATERMZER B AWS loT FleetWise EEN S BETING, S E
M FEFEE AWS loT FleetWise tRE #,

MEHMET , 528 ( AWS Key Management Service Bi% A 2158) S ER AWS Key
Management Service ?

A KMS €8BAmME (E#E)
& EHB AWS loT FleetWise FAEFESE I8 | MABEHER AWS loT FleetWise 52 E.
5 KMS SBBANE (88

1. BIRK AWS loT FleetWise 12 &,

2. BEEXRE.

3. HENMEF , EFREEURREEMNERE,
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4. SEMBRSRER | BFEETEN AWSKMS £, ETFEAENR NEFZESRETMNE
AWS KMS,

(® Note

AR BEEH AWS loT FleetWise E RN EFEFSZESWRINE ., ESEANRE &, BHmER
(RBEAFE ), RIBSENFE, Hif, EENTETD,

5. FEATIIHES—ERREFEN KMS ]

- FEFEABAN KMS iR - (EBFEFEZFEEN KMS 2REIHE.
- BEEBEVH KMS &% - BEEIT AWS KMS &8,

® Note

EERM AWS KMS =24, FEI KMS S| MER , F28 ( AWS Key
Management Service FIE A BI8/) PWEI S,

6. ERREFUEMENRE.

£/ KMS €A M= (AWS CLI)

& LAE A PutEncryptionConfiguration APl #4E2RERA AWS IoT FleetWise R FHIINZE, T 5IE8HI6E
A AWS CLlI,

EERMANE  FRT TGS,

« LLKMS €888 ID B kms_key_ido

aws iotfleetwise put-encryption-configuration \
--encryption-type KMS_BASED_ENCRYPTION \
--kms-key-id kms_key_id

Example response

{
"kmsKeyId": "customer_kms_key_id",
"encryptionStatus": "PENDING",
"encryptionType": "KMS_BASED_ENCRYPTION"
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}

KMS €8 BUR

B KMS £#8% , BEVX AR TIHRRXFIEZEMN KMS 8B , LUEEMSER AWS loT
FleetWise, KMS £ B KBFiiotfleetwise.amazonaws.comzx K AWS loT FleetWise IR =
B 25F AWS loT FleetWise ZHL KMS €8,

{
"Sid": "Allow FleetWise to encrypt and decrypt data when customer managed KMS key
based encryption is enabled",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"

.

"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",

"kms :RevokeGrant"

1,

"Resource": "*"

MARELREER , 48 aws:SourceArnH aws : SourceAccountEFH &£ EE KMS &8
BUR, |IAM £i3{F 4 €8 aws : SourceArn B BIARER AWS loT FleetWise E & REIEFENEIR
Amazon Resource Name (ARNSs) £ KMS €&,

MRIEERE W{Baws:SourceArn , Bl —H%EA arn:aws:iotfleetwise:us-
east-1:account_id:*, iET & KMS €8 A IttFZHFTE AWS loT FleetWise &R AWS tRF,
AWS loT FleetWise X ESEIIRF PAEERN — B KMS €18 AWS EiF, &% FHREMEME
{ESourceArn , g x&¥ ARN ERBUEAEBRAFT (*) , A LE AWS IoT FleetWise FH KMS €
o

B {Eaws :SourceAccount2EBHIRE ID , ARE—FRH KMS €88 , FHEREAREBHIFER
F. MRIEA aws:SourceAccount aws:SourceArnfE B8 E KMS 288 , FREEEMHE
fERBSRIREFFEEAZER. EEREBR K,
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THBRIERBETEA ( RIEPEBIEF ) , LKIRIE aws : SourceAccount FIEMIRSE ID
aws:SourceArni%E AWS [EiF F SAHER,

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringLike": {

"aws:SourceAccount": "AWS-account-ID"
3,
"ArnLike": {
"aws:SourceArn": "arn:aws:iotfleetwise:region:AWS-account-ID:*"

}
}
}

WMEERRE KMS £BUERUEE AWS loT FleetWise £ A FHIE
Management Service BEABIEmM) FHEESIRECR,

%II

E2H ( AWS Key

/A Important
B ERTEE KMS 2RBXE , B7E2FEBRTPNEMRERER. MRMAT for
AWS loT FleetWise tn# , BfF& T HEAHRE , AWS IoT FleetWise FEEHITERIAVIR
1E :
- KMS £ 2 =R MER,
o BRBEAREMRERE KMS £WBUEK,

AWS loT FleetWise H )& iN%
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AWS KMS pnz5&Fa]

WMRERA AWS KMS & |, BIABEAGEEKRPIEET , MEMLR A LAFEW AWS loT FleetWise
APls. THIBEAZFFEFTE AWS loT FleetWise EifE , LAKE AWS KMS & EHF ],

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iotfleetwise:*",
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:DescribeKey"
1,

"Resource": [

nin

FHACEETIBORRIRR , FHEMUAME APls, ILBURBIAR 2FFRE AWS loT FleetWise #9
PutEncryptionConfiguration®l GetEncryptionConfiguration&,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"iotfleetwise:GetEncryptionConfiguration",
"iotfleetwise:PutEncryptionConfiguration",
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:DescribeKey"

1,

"Resource": [

AWS IoT FleetWise FHIE R % 252



AWS IoT FleetWise HBEABER

"

]
}
]
}

kR AWS KMS £#R&ENER

WMRIEEFER AWS loT FleetWise BUAINZEMBR AWS KMS €88 | B4 BAXMERFTEER , BBX
{5 AWS loT FleetWise REZKEHIWRE . &0 LAE B EFMIBR APl IRAENRBRIRE RN E R,

BRI FE PR EIR

1. fEF# 1listResponseScope Z8(5% A APISMETADATA_ONLY, EiRMEREE K SRERERE
MEMPEER , fi20 ARNs BB

2. fERAMER APIsEERERIEIR.

BYBEKBRTSEFERER,
1. 1T858 ®
a. %l listResponseScope BEEREA HPATAEITHEEMETADATA_ONLY,

b. MERTTHEE,
2. HENER

a. %l listResponseScope SEFHREA KFTEMEMETADATA_ONLY,
b. FIHESEKENFTEER , Wi listResponseScope S &R A METADATA_ONLY.,
c. BUHPIEERESEMENEIN,
d. THBREEEE,

e. MHBREEHR,

3. RIGREFBE

a. %/ listResponseScope BEEREA WG HRIEEs EF/EEMETADATA_ONLY,
b. MERFIEMRIBERENBE.,
4., HFHER (ERERAEE)

a. %l listResponseScope ZEEREA WATEE@MEIMETADATA_ONLY,
b. MBRFIEEREDR,

AWS IoT FleetWise FHIE R % 253



AWS IoT FleetWise HBEABER

5. RREEEA

a. %l listResponseScope SEEREA HPATEAMEEAMETADATA_ONLY,
b. MIBRFTEAMEE A,
6. FASRHE&

a. FILPrEFARE %o
b. MERFFEFRE &,

5 A #4017 HL AWS IoT FleetWise

/A Important

¥45FE AWS loT FleetWise ZHEEWVFENE RIS RIHE ., MFFHMEN , 5 F2BEAWSAWS loT
FleetWise By [E1F F Thaen] A%,

T 5% BIER BA an{a = H%F AWS loT FleetWise ERIFE. MfIRENEF SENMARTFERAERE
EUHE , LU{E AWS IoT FleetWise AIAEITIH R BN HAE B ER ER ., ©MWLERPWMIR T Amazon S3
(S3) fEFETE L Amazon Timestream BRI EME R KA AWS loT FleetWise 7B , AFHESR ,
RBETFARREREEZERN MQTT AL,

EEMAELEEFEIE NN E AWS Identity and Access Management (IAM), #1ZE IAM H#EEEE
A, FBBRETEZ IAM?,

B &%

« BT AWS loT FleetWise 5] , BMEE MR MQTT FEMEF

- ®F¥ Amazon S3 B #EY AWS loT FleetWise FEUE

« &F# Amazon Timestream B K9 AWS loT FleetWise 7BV

- BFER EEamoSAEMN AWS loT Device Management §F 7] AWS IoT FleetWise

=F AWS loT FleetWise & 1] , AMEAFZEK MQTT =EHNER

AR MQTT EHEE  SNEHSEH AWS 0T MQTT ARKBERXERER, LHAET AWS
loT FleetWise 550 , FHERTBIZIEEM MQTT =&, MREHBER AWS loT RBIREEITE , i

ZHFER 254
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EREHBEMBE N , AIAEEBEREREED IAM A6 , BLAF AWS loT FleetWise #$E R & 3
loT ;EE\IJO

o, ENHMEARXRRETTREEENTE , UL TN A RNBERERER , mMBESLHE
ARARKELARFEERRGEFFINEFIE,

WEEA MQTT URFFEASNFFINFMER , F28

- REBABE

- KV Al AWS loT

« BF AWS loT # BIFr T #Y 7 BV
- BESERH

FRIG Bl , FFRETHIEE :

/A Important

« B3 AWS loT FleetWise BHEi{TIHEBERE , B4 AERMERER AWS Efl, MRELHR
AWS B3 , BB FMERNEE.

« AWS IloT FleetWise EXBIRE} (#FEmILE ) BN (ZHR=E ) =it

AT LAER AWS CLI 2 BB MQTT FAE

PN
T o

FBEN IAM A, EEEY IAM AR | BFHIT 560

il
o

FEREEBREL IAM A6

« # TotTopicExecutionRole MRBEEINACBETRE,
« #& trust-policy R BB EFEBER JSON B,

aws iam create-role --role-name IotTopicExecutionRole --assume-role-policy-document
file://trust-policy.json

{
"Version": "2012-10-17",
"Statement": [
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{
"Sid": "mqttTopicTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn": [
"arn:aws:iotfleetwise:region:account-id:campaign/campaign-name"
1,
"aws:SourceAccount": [
"account-id"

BIFFAIBUREEE T AWS loT FleetWise BMAASEEIEE 2 MQTT TEMNFFAl, HBEEVFFAIH
B, BRI TG

BAEFAIBUR

« ¥ AWSIoTFleetwiseAccessIotTopicPermissionsPolicy MR BB BREZRE,
« # permissions-policy X AT EFFTHKMN JSON EREHE,

aws iam create-policy --policy-name AWSIoTFleetwiseAccessIotTopicPermissionsPolicy --
policy-document file://permissions-policy.json

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
1,

#F AWS loT FleetWise FF 7] , LUERXFEEW MQTT BN ER
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"Resource": [
"topic-arn"
]
}
]
}

T BEREEZLEN IAM B8

1. T  EREFFTBEN Amazon Resource Name (ARN).
2. EEKIAMFITBFEZEELN IAM A6 | BHT TGS

* # permissions-policy-arn RAZE L —ELZRPERN ARN,
« # IotTopicExecutionRole BVRABEINH IAM BEBEZHE,

aws iam attach-role-policy --policy-arn permissions-policy-arn --role-
name IotTopicExecutionRole

MEFHMAES , F2HE (AM EREER) PREFERAWS ERHEE,

£ T¥ Amazon S3 H##H AWS loT FleetWise 1ZEUE

EI8EH Amazon S3 BB | SiSEEE R AWS loT FleetWise R E S3 AT |, WriEE
FREEEN AWS KMS £8ETER NS, MRBAIEEREHE , AWS loT FleetWise h B ERR
{8552 EIE E CloudWatch BEEENE R, BARGTERE , BFTEF IAM &6,

AWS |oT FleetWise £ A F AT BB BUERIAHEL S3 BAVMAVARS 8. MEMERFIrRBEERNFME

#A , @28 (Amazon Simple Storage Service £ EIER) PHFEH Amazon S3 R A MIBRTE
BEXR.

FERALLTZEURE , AWS loT FleetWise & FEUEH S3 T8, MREKRES S3 FirE | 3
#7138 s3:PutObjectAcl £ Amazon S3 BIEBEE, EERTFREIBHEEEY XAYWHNTEEF
EX#E AWS IoT FleetWise, MIFENALZLFRREEFETRIVHNFMHENR , F2E (Amazon Simple
Storage Service A EERM) PHREFITEEEEH,

{
"Version": "2012-10-17",

"Statement": [
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{
"Effect": "Allow",

"Principal": {

"Service": [
"iotfleetwise.amazonaws.com"

]

},

"Action": [
"s3:ListBucket"

1,

"Resource": "arn:aws:s3:::bucket-name"

"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
},
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringEquals": {
"aws:SourceArn": "campaign-arn",
"aws:SourceAccount": "account-id"

THREFRBBRKERRN AWS BEHIRFFHREITHEEE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [

T4 Amazon S3 B HI#EY AWS loT FleetWise fZEUE
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"iotfleetwise.amazonaws.com"

]
},
"Action": [
"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::bucket-name"
I
{

"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
},
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringlLike": {
"aws:SourceArn": "arn:aws:iotfleetwise:region:account-id:campaign/*",
"aws:SourceAccount": "account-id"

MREE KMS £iEEE| S3 Tl |, AIEREFTETIRE. NESREENEA , F28
{Amazon Simple Storage Service EFAEIEmM) P FEHFREFRIMEE AWS Key Management
Service €8 (SSE-KMS) REE ¥l

"Version": "2012-10-17",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
I
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
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]I

"Resource": "key-arn"

}

/A Important
ELEVREITERE  SSEEUERFRIURGNEE (ACL) , RTERHEEEHE RN TEZEH
R, R AWS IoT FleetWise EASE RN E S3 , FHMLEA S3 REFEFHE LM ACL, W
EHMER |, 28 (Amazon Simple Storage Service FAE ) FHEHAFE T F#EZET
BEACLs MR HI BTG HEHE,

T ¥f Amazon Timestream B BV #Y AWS loT FleetWise 1ZEU#E

EIREA Timestream B , SiSEEHELR AWS IoT FleetWise Ei% F Timestream EElIR, &
HEBBEREEZ IAM B |, LLAEF AWS loT FleetWise #& &% E Timestreams,

MREERETREEITIEEE , AWS loT FleetWise 8 BBISATENBERERTIAE,

® Note
Amazon Timestream T EAREAREE (28 ) B,

FIa< Al , FFRETHIER :

/A Important

« BB AWS loT FleetWise 23 Timestream &R , N AFHAHEBEN AWS B, MRE
T2 AWS B35 , FE Timestream &R A e 2B 25,

« AWS loT FleetWise ZEXBIREP (#MZEEILE ). BN (EZH=E) NERESE (&
) =21,

- MEXEN BHBE , F2E () FH Timestream in R MEFEAWS —fiR2E,

o IBABBEA Timestream ERIE, MEHZRE | 552 E (Amazon Timestream B AB1ER) F
MEIERE,

2 F % Amazon Timestream B B389 AWS loT FleetWise f7HUE 260
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o BUBAEEEW Timestream EREREIERK, NEHERE , F2H (Amazon Timestream
HEABER) PRELER K,

EAILAER AWS CLI B2 B Timestream FSEBERE IAM B, BEEEY IAM A€ , FHIT 5

DA
A0 Mo

it

EREEEEREML IAM A6

e #¥§ TimestreamExecutionRole RRALEINACEHE.,
« # trust-policy BRABEFEEBUERN json ER,

aws iam create-role --role-name TimestreamExecutionRole --assume-role-policy-document
file://trust-policy.json

"Version": "2012-10-17",
"Statement": [
{
"Sid": "timestreamTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn": [
"arn:aws:iotfleetwise:region:account-id:campaign/campaign-name"
1,
"aws:SourceAccount": [
"account-id"
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BITHFBEEF AWS loT FleetWise A& R E A Timestream MEFT, EEREVHTBER , 3
TTFH&aS.

BMFFABGR

« ¥ AWSIoTFleetwiseAccessTimestreamPermissionsPolicy MR BEBEINBEBRE,
« # permissions-policy KB BEFITBER JSON EREHE,

aws iam create-policy --policy-name AWSIoTFleetwiseAccessTimestreamPermissionsPolicy --
policy-document file://permissions-policy.json

"Version": "2012-10-17",
"Statement": [
{

"Sid": "timestreamIngestion",

"Effect": "Allow",

"Action": [
"timestream:WriteRecords",
"timestream:Select",
"timestream:DescribeTable"

1,

"Resource": "table-arn"

"Sid": "timestreamDescribeEndpoint",

"Effect": "Allow",

"Action": [
"timestream:DescribeEndpoints"

1,

"Resource": "*"

AR EEE LN 1AM A6

1. fe@ms , BRI ITEKRMN Amazon Resource Name (ARN),
2. BEMIAM FAUBFEZEEN IAM 86  FHT TS,

2 F % Amazon Timestream B B389 AWS loT FleetWise f7HUE 262
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« # permissions-policy-arn R BEE L —ESBHERM ARN,
« DUBEMNK IAM BEREBER TimestreamExecutionRoles

aws iam attach-role-policy --policy-arn permissions-policy-arn --role-
name TimestreamExecutionRole

WEFMAES , F2HE (AM EREERE) FHEFEIRAWS EREE,

RFERH EESSEEL AWS loT Device Management §F 7] AWS loT
FleetWise
EIRERAGSIEERREB R SEHITEE , AWS loT Device Management R BANERFHEEGSHNGS

S8, RE , CHEERFE AWS loT FleetWise ERMETT , URFBHERLEL AR, EELHEB AWS
loT Device Management MQTT &S EIAE EMETRNBSHEREE,

IBABRBN BT EEAE AWS loT Device Management FTEFAIH IAM B, K&, A
roleArn BAGL A EH ARN R4 CreateCommand APl, WA TFEER — S BUREHI,

/A Important

HAIAM AR | BXEFER AWS B BEVEHNGSEREBNAR, WRELR AWS
Bl , FINEREAEZIESIREE,

IAM BEEZEEEG TIEEBRK,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "RemoteCommandsTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"

}I

"Action": "sts:AssumeRole"
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]
}

RFFFAGFTRER (loT W4 )

TOISHBIR R R TR, AEEPRBEMA AWS loT BY 2 EHWH AR,

(@ Note

- WEBERFREBRER. EAREERERR  UBRREIRTLENFTT,

- BENAIEMLIT , FBE IAM BER"Effect": "Deny"H"Effect": "Allow"#§ 8%
o

R E IR | B -

« <AWS_REGION> #&& AWS [E15 &{EH AWS loT FleetWise EIREH .
« <ACCOUNT_ID> AWS tRF BEIRMH SR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "*"
}
]
}

AR R TASEEW (loT W)
THESEHBRAAIRFEFA , AEMA AWS loT WHI I EERELEAH,
R EEIH | B

o <AWS_REGION> #&& AWS [E15 &{FEH AWS loT FleetWise EIEH .
« <ACCOUNT_ID> AWS tRF BEIRH SR8,
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« <VEHICLE_NAME> ¥EEEEWP loT MHEHE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "arn:aws:iot:<AWS_REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME>"
}
]
}

ASFF A R T4 EE WM AR
TOSEHIRERINAR TR , EESEEWN BB 2REH.
FELEHIP | R -

- <AWS_REGION> ¥ AWS [EiF &6 A AWS loT FleetWise EiRH .
« <ACCOUNT_ID> AWS IRF EZZRH SRS

« <VEHICLE_NAME> B IREEAEY 0T YHER.

- ABEBMBA <SIGNAL_FQN> , filtn <Vehicle.actuator2>,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Statementl",
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "arn:aws:iot:<AWS_REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME>",
"Condition": {
"ForAnyValue:StringEquals": {
"ijotfleetwise:Signals": ["<SIGNAL_FQ@N>"]
}
}
}

BFER ELXHSAEMN AWS loT Device Management 5F 7] AWS loT FleetWise 265
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}

AT AR TR EE W MR EEHAR
THEHBRMARTEFA , LEESEEWMNREE A
R EEAIH B

« <AWS_REGION> 2% AWS [EiF £/ AWS loT FleetWise EiRH
« <ACCOUNT_ID> RI&H AWS IRF SRIE

« <VEHICLE_NAME> ZZE®WH loT Y& H.

« <STATE_TEMPLATE_ID> , HH I EMREBE AN BT,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Statementl",

"Effect": "Allow",

"Action": "iotfleetwise:GenerateCommandPayload",

"Resource": [
"arn:aws:iot:<AWS_REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME>",
"arn:aws:iotfleetwise:<AWS_REGION>:<ACCOUNT_ID>:state-

template/<STATE_TEMPLATE_ID>"]

}
]

BRTFEATFZE KMS SRIFFA
WMREER MAZFZE KMS £ AWS IoT FleetWise , BI T 5| S54RI R AR F EE AN,
FELEHIH | B -

« <AWS_REGION> ¥4 AWS [E15 &EH AWS loT FleetWise IR o
« <ACCOUNT_ID> ¥#BLIER AWS IRF RS,
« <KMS_KEY_ID> ¥4B KMS €881 1D,
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:<AWS_REGION>:<ACCOUNT_ID>:key/<KMS_KEY_ID>"
}

|dentity and Access Management for AWS loT FleetWise

AWS Identity and Access Management (IAM) 2 AWS fR# , AT BB BB E R thin s AWS &
RHFE. IAM EEEWIRHHATLETSIRE (BA) MRE (28T ) , UEA AWS loT
FleetWise EiR. IAM RETUZREEA AWS BRI &9 .

e

- BEYR

A5 RFE

FABKREEFIE

AWS loT FleetWise #1{AEE IAM #& e £ F
AWS loT FleetWise K & 2 B BUR i 451
HWBEE2 BT AWS loT FleetWise & 2 #1#7EX
AWS loT FleetWise AP| BI{ERE RS ZE

BHRHR

&6 AWS Identity and Access Management (IAM) A REEMATE , BURRETE AWS loT
FleetWise REITH T4,

RIEFER & — MRIEMEH AWS loT FleetWise IRIERHTEK , CFHNEEESABIEHAENEAE
BT, BEFERAESZ AWS loT FleetWise ThRERIIT TER | B REEEENNFT, THEE

SO NEFHEEE 267
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FUMNEBR SR IIHE RO EESERIEEMWET, MREEEFE AWS loT FleetWise R INEE |
FH2E WEZE AWS IoT FleetWise & 3 M1ZEL,

REEEE - MBELHELTESE AWS loT FleetWise EiR , BT AEHEAE AWS loT FleetWise B &1z
B, BTS2 1B RS E A EEEEA AWS loT FleetWise SHEEME R, & , B4 EEHERE
BT IAM BEEE , REFLREEAENGTT. SELERLNER , THIAMHNELRERS, &
B THRENTNMAER IAM HBE AWS loT FleetWise , 5528 AWS loT FleetWise #I{aEE |AM
BEEH.

IAM BEE - MRER IAM BEEE | BEETHRNMABREBELLEE AWS loT FleetWise 1ZEURYFE
HMEF. EEREEATLUE IAM RERES] AWS loT FleetWise 50 BBUEK |, 5528 AWS loT
FleetWise B 5 2 B B SR #5451,

e

BErBREBFEEAWS FHAFIBRBZANAR, BHSEALLAWS IRFIRERES D, IAIMERES DR
BE IAM AEREE (ZEA AWS),

BULERZERE S RERENERE  UBS D AWS 5585 A . AWS IAM Identity Center
(IAM Identity Center) fEA &, BRFANE—BZAFDBRE , UREHN Google 5 Facebook & A&
¥, HEBWESHINEH, BLUBESESEAE  CHNEEEXNCRKRESR IAM AENBESE D,
ERERBE AWS 52070 K , LEBERERE,

BRIBENFEREER | & L% A AWS Management Console 5, AWS ZERA O, MEZE AW
HEA AWS |, F2EAWS B A ( FAEER) PR ALK AWSIRF .

WMREL AWS BXEZFTARFE , AWS ERMHBBRZEH (SDK) Mar=HIRE (CLI) , AEA
BB AERURERESNBZBLENFER. IRETEHAAWS ITE | AIXEBTHERER. 0F
FAEBNAFERTEZIFRNFREA , F28 (AM FAEER) FHEAR APl FFRHAWS
Signature £ 4 iRo

EREERAMNES P RESE , AU EERHEANZTESHENRA, i, AWS BEEHEAZE
B (MFA) RIZEIRFNZ M. MEFEZENR , F2HE (AWS IAM Identity Center fER & EFE)
WZEBZREFN (AM EHAEIER) P IAM FHAWS ZEEEEH,

AWS IEF RERE

EREY B AWSIRF , B8R —EZEASG DG , XS 2 ATBEEFIIRFHHNARE AWS B#H M &
Ro WEHDHR AWS R Theroot EAE | AIEIRfEAERREIUIRFVE F Bt MBRFE AR
FHL MAEBETBURCEAEREAEER. RECVREAERRE  LRKERARAITREBHR
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EREATHNER. NFELEBNZRFE , THRFUREHAERANES , F2HRH IAM ERAEE
MPNEEREAEBRENER,

Bee D

REEBRERALBCAE K CETECESFIENERE A REENBKS S 2K AWS R
% R A B RAFE -

BMEBsRREEBNLEFERAEB K. Web 551RM#E. AWS Directory Service, Identity Center B
BREAEABEBE 5 RFRIRBEHBZEAER AWS R ERNERE. BBE 59 FHWE AWS 1RFE |
cHeRE AR K MACSRHEREAER,

HREFXEREEE  RAEZREMEH AWS IAM Identity Center, T ELIE IAM Identity Center #
BAUGHENEE  SNERYESIEECSHE KRR —HEFERAE AWS tkF MEE , UE
B MEARXPFEM, W5FE IAM Identity Center FFFHHER , 5828 AWS IAM Identity Center

FEHAEIEEPHER IAM Identity Center ? o

IAM £ & B+ 4

IAM EAER PHE D AWS tkRF , EAE-ASSEBARRNSEN . ERERURKERNE
&, MAREARLRABE PINEBNEFREER) 0 IAM E£HE, ERNRBEEARIFZERS
REBEN AM £AE  ERCHRENSR. NFEZEN , F2E AM EAEEETHATER
HIBENERARIERRBRTFMER.

IAM R —BIEE IAM ERELEN D, SBREUFESHEE, EUNERAFER-—XAZ
BEAEREENT, HETREEABRERENTNEFEBEARS, fl , BB —EEA
IAMAdmins B E##8 , 4R FABHEEE IAM BIRIET

ERERARTE, FRERERE-ASIEAENEZLREE K BACHNENREHEANFTEENA
BHE. ERERFXKANKREERE K CACERHEGRER. WFEEZEN , F2H (AM E£RE
ER) PR IAM ERENER RS

IAM A&

IAM B2 FEEHEHT AWS IRE W89, ©ELIAM FAE , EFESENASHBEE, 22
HBS7E FIEE IAM B AWS Management Console , A LA RFEHETIRE IAM A6 ( £2A ).
B LUEIB O AWS CLI 5 AWS API REiE A BET URL RIEEA G, NEEAACHN G EFEE
7, F2E (AM FEREER) PREEACHN S Z.

FRBEEEN IAM AGETHERHIEEER
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- BESPEREFN — UEMBESFDERTT , FELAR , YAABGERTT.,. EBSESHE
TEIRIER  XBS/SHACGEURY IBRTHACERNTT. WEERBHSACGHNMERE
A, FE2E (AM EHEER) PRNAE=S57RME BE) BEUAC. NREMEH IAM Identity
Center , AIEEREHE, ARHEoRBERULUFERANAZ |, IAM Identity Center #§5F A 5262
IAM RV A EHED ., MEABFFAISENEF , 528 AWS IAM Identity Center £/ & B AYFT

EE
- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE KW EERRA TR,

- BIRFEFHE . BULUER IAM A2 | RFTREKRFHHNEA (FENER) FEUEKRFNER,
AEERTEIRFFIENIELSR. T , BREL AWS R , BRI EEEBRERIER
(MTAREABEUMANRE ), UFETHEAAGNERERRETEIRFENCENEZE K F2H
(IAM EREEFE) P8 1AM FHEBIRF EIRFEG

- BRBEFE - G AWS IR EAEM PRITHEE AWS BRIE, B0 , EEERE P HETIRUE
ZREBEEEE Amazon EC2 H#I{TEAR R YT Amazon Simple Storage Service
(Amazon S3) 1, IREATEEEFEAFWUERNFTA. FARKACHERREELACKRHITINE
%,

« BIEAFHITEREER (FAS) - BEEMERA IAM ERERACEETHTRER AWS , BERRAET
Ao ERFELERBE  BUREHTEEEE , EMETRRBHAB S —EEE. FAS EAF
W MZEFEAFFA AWS IR |, #66 AWS BRI FBRE THFBRBREFER. REERBRIITER
Hft AWS fj# X EREEFRETRRIGFERE , T ERE FAS R, HIIBERT , BL4AEF/H
ITEMEERENFFT. MFERE FAS FRENBRFMEN , F2H (FREMTEER) .

- AR - RESERRBEEIN AM £€ , TRREMTBHE. IAM EES TR IAM RE
M. BRNMERRESE, NFEFMAET  F2E (AM EREER) PHEIAGUEIRTA
B AWS R,

- BBERAS - BRERACGRE—EERE NRBEAGEE AWS R, RETURBEAREH
TERENAE, REEEACSHRESLSN P AWSIRF | YHREHES. IAM EEETTUR
B, BETeERERBERAGNET,

« £ Amazon EC2 L #IITHERRER - B LUFER IAM SEREEE EC2 MTEB LT EARE
RNWEREEAER , URIEH AWS CLI 5 AWS API 553K, B2 EC2 T ERAREERSE
WBEFAR. EEK AWS SEIERE EC2 BTERYSHREMREGHFIEEARESN , BB E
EZHTEBNFTERERE, BTEREEEIESXAC , XA TFE EC2 HTEBLIITH
BEXANMSHRERE. NEFHAENR , BF28 (AM FAEER) PHNEA IAM BEREFEFES
Amazon EC2 #{TEBR LHITHEAER.
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ERABREEFHE

B BB BUER Y EEED 5 9 &R AWS HizH AWS FER. BEER 7RY4E , AWS
BEHES,REREENE , EERHTT, EEFA (FAE. REAERACIERE ) BHE
KREF, 8 AWS FMHELBE. BRPHFTRERBATRIERFER. ASEBRELL JSON X4
AWS MK FHRE B, 15 JSON BERXHEBNABTWFHHEER , F26 AM FAEERPH

JSON BURBLE

EEEWLER AWS JSON BRRIEEH T UAFHAR, tWHi2R , MEEBE M BERS T T E 4
EERHAITHLBIF,

HERERT , ERENACREHNT. EERTEAEHEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE.

IAM BURERZXBEMFTA , B AERMEL ERHMITRE. W0, BRFBEF—EAFF
iam:GetRole BIEMV IR, EBZEBERMEAE A LLHE AWS Management Console AWS CLI, =
AWS API 8 ABE M.

ER N

B BBRERLMME S5 (Fla0 IAM /A&, EREFASNAR) B JSON FFa BN A, ELR
RAZEH S EMERG TREBEERATHERFE, NEFTHRUOMELSIEBER , F2H (AM
EAEER) PHEEBEFEEBREZ B IAM A,

BOBEBRME-SOERARBERIAZERR, ARBREEZARINE—FEHE, FEIAE,
RERRERUMNBEK , BUNERES PHSEERE,. HEANAE AWS 1RF, XEBRESHE AWS
ZERRNEFZERR, NFTHNMAERERRRARBER 2ERE 720 (AM EREE
) THEXEBRMARBREBRE,

EREBE

BEREBRREZIERA JSON BERX . EREBRNRE REHIR IAM ABEEEEN
Amazon S3 fFITEBR. EXEEREBXNEBHS  RBEEESTUEACAREFHBEER
MFEER. BRMIBERNER , BREEREEN TR TUNRERATHEEAREMERET
BITHEMF, ELXRAEEREBRTEEEZRE. ZERATNESRFE, £HE, At B ERE
2 AWS BR7.

EREBRRRURZBRBEPHRRBEK, SEEZEUNEFRKERNBERPERARE IAM B AWS Z2E
HR,
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FERFIFE (ACL)

FHUEFIEE (ACL) ATEFIBLERE RFKE, FRAENAG) HEFIEEZRNFFT. ACL EER
EREBR , BEMAEEA JSON BERXHER,

2
s
&5

Amazon S3 AWS WAF#] Amazon VPC 2% & ACLsHI IR &i6l, mMEHE—5 7 # ACL ,
Amazon Simple Storage Service FiZ A Ei5REF M FEUZRHI/EE (ACL) #EE,

HBUEREE
AWS X RHMBAERNBREE, EERRBETRERE RBRREER FENSKAFT,

« FARR-FIHER - EERDRE  THERES I EBERERT IAM B (AM £AEHAR)
MBAFFA. BUNAERREFAIRR. MEENFITERERNS D EBERMEFT I RRHR
%, 8% Principal uPEECRENACNEFREBERITSZIFARRES. EEER
RPN AREBHEERX N, NFFTRRNFHES  F2H AM EREREREHH JAM HiE
ATAI SRR,

. PRI 4B SCPs) - SCPs& JSON I , iSE FHEMBEMEN (OU) HBAZT AWS
Organizations. AWS Organizations @ —BAR 7 HEMEFEELLEREE AWS 1RF Z2%@E R
%, BEEMABBTRHTEIEE , B LU REIEH B (SCP) EAEEMRMAEIRS, SCP 2R
FIXEREFHERNGTT , SESEEE AWS (REFEREMAE, WE Organizations 1 SCP #YF¥#H
B, 5528 (AWS Organizations fERE&EERE) P RIEIEEBER,

- EREHIBEE (RCP) - RCP 2 JSON B , AIARBRELRE P ERMN A AR LR , HEUE
EFRXBRTEEEFTHMBEFTHRENSEERN IAM BUR, RCP 2R#IXEIRSEFERN
B, MR ERINERT , 2 AWS IRFRFERE  ERTCHRETBRAENER.
% Organizations Fl RCPsHFFMIE A , @IEXE RCPs AWS fR¥E 1Y BE |, F2BAWS
Organizations { EAEIERM) PHERZEFIBE (RCPs).

- THERBBE - TERBRBER —BEEEX , Sl ERREE AN BRI ACSBEER
ENTRTERERE  RAZHEE. MELETFRERNFTEREAENACN S S EBEERNTE
FEERBURRI RS, FTA AR EREER, AMAEEEBRTNWAREEREERH AN, WEHF
MER , F2H IAM EREERPH TEBBRBER.

ZRBRER

REZERREEERIFRE  HEREANTISELAEN, EMHBLIER, BETHNMAWS &
BREFBRBERRERBANFER , F2H (AM EREER) PHBCRFHEEE,
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AWS loT FleetWise f1{AEd IAM #&Hi {5

EEER IAM EEE AWS loT FleetWise FIFEELZ 81 |, 5558 7 FAWRLE IAM ZhEERTEE AWS loT
FleetWise #£E£E A,

A LU AWS loT FleetWise £ A B IAM Thig

IAM Zh&E AWS |oT FleetWise % #&
59 BBER =

ERABR B

BREE =

BRI =

ACL B

ABAC(BUR F R R ) by

iRk =

ES il =

BHAE &

RIS EREHE &

HELME T8 AWS loT FleetWise MEftt AWS BRI IALR KRS & IAM ZhEEEEER , F2EH (IAM

EA&EER) PRIAWS & IAM FEEEAN R,

AWS loT FleetWise B & 9 BB E

TESGSBEBEK: B
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SO BBRRALMME S (Fla0 IAM ERE, EREFHERAE) K JSON FFAIBERXSF, ELEHK
RAEH GO EMERG TREBLEERATHLERDE, NFTHROMELSDEBEK , F2H (IAM
EAEER) PHNEBEFEEBRERHE] IAM A,

£/ IAM S5 BEBER |, BUNEEAARIEBNBENER , UREMERG T RAAREEEIME. &
BLEESGP7EERPEETR  RASEERAZEENERAERNAC, NME T HEHE JSON BURHfE
RBFrETE , F2E0 (AM EREEE) T8 IAM JSON BEETES £,

AWS |oT FleetWise B & 7 B B 5% & 4

£ EZAR AWS loT FleetWise B 7 B BURHI &S] , 5528 AWS loT FleetWise #J & 4 B B sE €

AWS loT FleetWise AN E R BE

XEEREEE : &

BEREBERRH B EIRA JSON RN, EREBKRNRE REHIR IAM ASEEEEN
Amazon S3 REFATRER, EXEEREBRNERS  REEESTUERAEMARZFHHESEER
MFEER. BRMIIBERNER , BREEREEN TR T UNBRERATHEEAREMERSET
BITHEE, BLAEEREBRIEEETE. ZXATUIEIRE, £AE. A, WSS ERE
= AWS BR7.

MERABIRFFIE , SrlEEEEMIRFANFIAIRFR IAM B2 , HAZEFREBRN TR,
MEERFEIREEREER , ARBYGERRAN —¥, EXBNERUNRTEMLER AWS 1RF |
EERFHH IAM EEEHXARTIRER (HAEHAG ) FRERNTT. HEBKS 5 HK
REZINERRREFT, T8 , MREREBRRSAAEKRFINERRTER , ERRFITERHI
MESEBR, MEFMES , F28 (AM EAEER) F8 1AM FHRIEF ERFE.

AWS IoT FleetWise BB K EIE

XERREE: B

EEE A LMER AWS JSON BURRIEEH AU ERAR, WH2HR , BEERETESRAFT W E T
EERB1T LB,

JSON BURHY Action TEREHERETWUARAFRIEBBR P EFINEF, BEREFEY EREEER
Bf AWS API REMBINER. B —LFIIMRR | AIAURBHERFE AP BENERFFIEBE. tE L
EREFZBRTNZEEE. ELBANBFERR/BKEIF,

HREERABERE TUTHBBBENFTT.
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EEEF AWS loT FleetWise BIMEHEE | 52 F (REIRESZE) RHAWS IoT FleetWise EEEH
Bk

AWS |oT FleetWise R BUREMEEBIMEZBIERUTEE -

iotfleetwise
NMEEE-RAXHEEZ/EEE , FAERS B,
"Action": [

"iotfleetwise:actionl",
"iotfleetwise:action2"

BT ERBRET (%) REEEZEEE, fln , ZEEEMER List XFHNFEBEE , 28U
TEE -

"Action": "iotfleetwise:List*"

EE@IE AWS IoT FleetWise B0 B BUERHEE I |, 552B0 AWS |oT FleetWise B9 5 o BB €41,

AWS IoT FleetWise HIEEE R
TEBEER: 2

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , HMEZBE A BERA T o H 4
EEREITHL B F,

Resource JSON BHERTZTWEEEEABHENYH. AR EEE Resource = NotResource
TtE, REBEKEEFEHAE Amazon Resource Name (ARN) RIEEE R, S EH T ESEERER
HEME (BAERBRFET) REEM.

HRAXEERBERFFAINEE (PS5 HRE) , FEABRAFER () RRTEEAXERARAEER.

"Resource": "*"

ZEEEF AWS loT FleetWise ERER R H ARNs , 5F28 (REBZESE) FHAWS loT FleetWise
EENER, BETHRETUEABLEEFEREESEERN ARN , FZ2BAWS IoT FleetWise EEH
Bk
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ZZR AWS loT FleetWise &7 BBURHVEEH] , 5B AWS loT FleetWise #Y & 7 B B s €45
AWS IoT FleetWise HI B R IR 4R 5|8

XEBRBEERRRGETR =

EREE A LMER AWS JSON BURRIEEH AU ERAR, WHEHR , BMEERE A BERAAET oSt
EEREIT LB F,

Condition jt# (8 Condition E#R) AIRBIEEERAN E MR, Condition TEREBRAE
B, BUUBNFEAREEE FNREEER FINERTIR) , REHWBEPWFEREMERPHE,

BERERBXPIEESZME Condition 3k , HREE — Condition TEFIEESERSIE , AWS
EEAELE AND BRIFFTE M. WREA/E—RUHRSIREESEE , SEMEEORRE AWS F1E
Rt BAFEMBHKEGL , T ERERRANFFT,

FUA U EEEREREAEZVEEE., S, BAUREFEAEERE IAM FAEEBERR
RHEHERNFARTZIAMERE, NFEEZEF , F260 IAM EREREETHN AM BERETE &
BHER.

AWS X EL R4 SRNBBEBEN KRG SR, EEZEFTME AWS 2EKFR4REI8 , F2EH (AM
ERERERE) PHAWS 2EFERHERERSIE,

EEEEF AWS loT FleetWise R £BHEE , B2E (RBERESZE) FHAWS loT FleetWise B
GREEiB, EETHRETUEAFREESBNEENER , BFZ2BAWS loT FleetWise EZE=M 1E,

ZEEWIT AWS loT FleetWise B 9B BRIV EE I |, 582E AWS loT FleetWise B9 5 7 B BUER €641,

AWS loT FleetWise HHIFEIZHI7FE (ACLs)
XEACL: &

FHUZRHBE (ACL) ATZHL R (IRFXE, ERAENAR) BEFHEERNFTA. ACL ZHUR
EREBEK , BEMAER JSON BERMXHER.

£ AWS loT FleetWise KB FHZ & (ABAC)
X & ABAC (EHINER) : 2%

B R FHUES] (ABAC) 2 —EREXRE , RBEEBMRERF A, £ 7 AWS , ELBUHBARR,
BA A RREED IAMERE (£RENAR ) MNFF2 AWS BEf, KAEBNERMN LFEKE ABAC
ME—H, BEBERE ABAC BR , A EZRNEREAEEFINERERMETRRE,
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ABAC AR RMENRZPHEREE , WRERKREELESRERREHRTG,

MERBERILHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys RH-FR5|8 , EERRNHEETEP , REEBEA.

MRBHEXESEEREEN 2B =ERG SR ABEZBBEMS , EA Yes, IRBBEIBERLE
REEN =@ k4 iR , RIEA Partial.

WMFT ABAC WIEHHEH , F2H (AM EREER) PHER ABAC RIEEZRTT. WEEESAR
E ABAC ZENHEBRE , F2H IAM EAERERPHNEHABHEEFEUES (ABAC).

® Note
AWS loT FleetWise %8 CreateCampaign API #&f{Eiam:PassRoleFiEM .

A AWS IoT FleetWise & A E & A &R
TIEERES . 2

ECEARREAEBNBEAR , L AWS R BREE. NFFHEEF , S HEHLE AWS R £H
R EAER , F2H (AWS RB#H IAM EAEREE) PRER IAM B .

mMRE AWS Management Console EAAEAEB BN BBUANE AL EZEA |, AISEAREEA
EHl, Fln, EEAWS FHATINE—ZA (SSO) EEAEN B |, ZXEFSEBEVEREAER,
BERUFEREEPBEATES , RARTRACLK  t2EHEIRRER. NEVRACGHNFMENR ,
w2l (AM EREER) PHRERAETRE IAM A6 (FEE).

WA LAEA AWS CLI 5 AWS APl FEIEVBEREAER., AR, B LIEREEREREAERRE
HLAWS, AWS BEZZLHEELRBIEAER K MAREAREINS®, NEFHHEEHR , F2H
IAM RV E B2 2 BE.

AWS IoT FleetWise R FERIE EB&EF Al
S EEZFMIERE (FAS): 2

EERER IAM ERERAGE PHTEBHER AWS , ZERRAZTA. FARLERKR  BAES
BITEEEE , EMEFRBRBEPREE S —@EFE. FAS ERAMFN WEFTEAFFT AWS R , F&
AWS BR#% FERE T BB REFR. AAERBWEFRZEHM AWS R S ERE B sETRE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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ARE , TERE FASHER. BERIERT , ELEEFATEMEDFENFTA, WHFERE FAS FRE
HBCRFMER  F2EEREMTFEEE,

AWS IoT FleetWise B RIE A

XERKAG B

REAGRREETN AM S€  ATREMTEE, IAM EES LK IAM RET, 15K FN M BRIRKE
A, MEFMEENR , #5208 (AM FAEEE) RPWEIAGUERTIESR AWS Ri%,

/A Warning

SFEREACNF T IsEE R E AWS loT FleetWise Thé, R BT AWS loT FleetWise 12t
5|8 , TEREREBREAE,

AWS IoT FleetWise IR EE A

XERBERAE B

BREFACREGE N —EREAE AWS . BB ITUREARENTHENAR. REHERS
AESHRELEN P AWS IRF |, YHREHE. IAM EEERURE  EFERERTEEAEHN
AT,

NEEZRUREERBESACHFMENR , F2EAEL IAM EFNAWS B, EREPSRRE
HPQsRBEFAGRTHN Yes, BEERER , R ZBRBH R ER S B

£ AWS loT FleetWise WRISERZ AR

AWS loT FleetWise £ AWS Identity and Access Management (IAM) fRi&E#E A€, REEEAE
EEZEEZLZE AWS loT FleetWise FItE— IAM AEEE, REEZEAEH AWS loT FleetWise FALE
% , @& AWS loT FleetWise #3512 i%XZE Amazon CloudWatch FTEMEF ., MEFMEN , 5
2B A Amazon CloudWatch E53#2 AWS IoT FleetWise Amazon CloudWatch,

RS EEAETEEERBEEE AWS loT FleetWise , EABTF A FHFHIESXENIFT, AWS loT
FleetWise EEZHERBEZACHETT , BRIEZEEE , BEIRE AWS loT FleetWise F8EiREH A
B, CEENFTEFEEEBERMFUBER, WEFBERELEZIEMEM IAM EE,

BB LEMBRIRESEZARWEREIR , TS EHMBR, ETRELZMN AWS loT FleetWise ER
BEFERNMBRERERNEFT,
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NEERXERKEFACHEM RBENER , FBEAWS EH IAM BRE , Y ERKEESCH
TEREARNERE. EERRZBBNBRHEEAEXY , FEEERTEEN Yes (B).

AWS |oT FleetWise B RIS ER A @A

AWS loT FleetWise /A% & AWSServiceRoleForloTFleetWise RIS EE AR - — 1 AWS B
% , AR AWS loT FleetWise B P out-of-the-boxFF Al .

AWSServiceRoleForloTFleetWise RIS ERZABEE T REREIXAE -

» IoTFleetWise

# % AWSIoTFleetwiseServiceRolePolicy By A &FF a] B fo5F AWS loT FleetWise H1EEMEIRT K
THIEE :
- BE : TERcloudwatch:PutMetricDatak : *

BEAARERNT , IAM ER (NERE. BERAe) T TEY., REIMBRRBEESE, WEFH
&, F2H IAM EREEEPHREESES B .

A AWS IoT FleetWise B2 RS EEAE

BAEEFHET —EARBEZARB, EEE AWS loT FleetWise E324&. AWS CLIZK AWS API A1
MR FE R , AWS loT FleetWise AR R ELE AR, MBHMAENR , B2 REEN AWS
loT FleetWise s%E.

£ AWS IoT FleetWise FEVRBEZAE ( THEA )

BIRZEEFHET —FARBELEA®, EEE AWS loT FleetWise 324 . CLI & AWS API AWS &
SRS B , AWS IoT FleetWise E AS B RBELEAE,

#mEE AWS loT FleetWise M RIS E i A€

BEEETE AWS loT FleetWise H#R#E AWSServiceRoleForloTFleetWise FleetWise RIS E R B,
AWS loT HRA S EERTEESELEYNTMREELE AR K RAtEBELIEFAGNER, AMm ,
B ER IAM RiREAGHEIA, MEFMEN  BF20 "IAVMFAERERE, WREBREKEE/E,

ERBRBEEAE
HEEER 1AM RBRRBEZAG R , BL4ALMRZBEMERNEMER,

AWS loT FleetWise 2152 IAM &80 F 279


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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@® Note
MR IRE S MBREREFAWS loT FleetWise EEEHAZ AR |, BIMBRTES KB, EHER
B4  BESHoERVYBXIERRE, EETHIMAIBEBIEEA, AWS CLI 2 AWS API
service-linked-role , 5528 (IAM FRERE) PNEARKEEZAE,

MREMEBRRISERZ AR K ARTEBREUZAR | BT L@ AWS loT FleetWise 5 1RF . A&
#AWS loT FleetWise EBXABEIRBEEAE,

AWS loT FleetWise #y & 7 B BUER £ 41

RIZTERR , FRAENAGRKEEILRIEH AWS loT FleetWise ERHIEFFA, It LR AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS AP| R# 1T, BEER
FHEAEHEMELERYTRENGTT , IAM EESTAUEY IAM B, A%, EEETUE IAM B
RMEEAG , EREEREBTELAR,

NEE T A fE RIS LB ) JSON BRI IAM B R BUER |, F2H (IAM EREERE) FHE
M IAM BUR (£ 8).

2%E AWS loT FleetWise ERMEMFMERBENFMEN , 2 EESEEREEM ARNs 18X,
B (REEESE) PWEAR AWS loT FleetWise M EIE, EIRF R 28,

2
s

&

- BREEER

- fEF AWS loT FleetWise £ A&

- AHEAEREMEMBECSHET

« 1ZH Amazon Timestream F &R

HRREER

BEOoRABRRESYEEIRFINEBAERBATUEN, FEHEMER AWS IoT FleetWise &R, ELE)
ETREE RN AWS IRFELER, EREUSHEES P ABRER  BERETIERRERSE

- FIEER AWS SEBRRI BRI KEERTT - EERBRFIRTENCERAENTEER , FEH
BT R TS EREARAN AWS REBR., ©MTELN PEMH AWS IRF, RAIZREESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEAES , F2EH IAM EAERERETH IAM PRIBERMET .

o EF IAM BUR B R4H — S REIFEE - B LUSRAFTIEZEBER |, URFHIEBENE RN ER.
il |, BT LRBBOR GG |, IEESBMFEA SSL BIEFMERE R, MRFBBEE Hlm £HREEE
AWS FR# , &t 0] LAGE R4 3R 1R F E 2B AWS CloudFormation., INEFFMER , B2 1AM
EAEEEHR IAM JSON BETE | E4.

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT I 24 B 7 IE%E1E — IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM HRIEEH ., IAM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
#A,F2E (AM EAEERM) PREA IAM Access Analyzer BrF BUE

- FESEEERTE (MFA) - MRZHRPIFE IAM EHES FHREAE AWS 1R |, BB
MFA URESR£%, MFEEMFU AP RERFER MFA | 51§ MFA (REFFEZENBER, W
EFHMEN , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# #V3EiB MFA B &£ API FEL

WE IAM A REBBNEEER  F20 IAM ERAEEETHN IAM Z2HEEH,

£/ AWS loT FleetWise 24

EEFZH AWS IoT FleetWise £/ |, BB E —HRIEHF T, ELFULAAFEIIHFRIR £
AWS loT FleetWise ERIVFMAEA AWS IRE, MRELETHBEANEHTEBRENEG 2 BHBUR |
AHAEEZBENER (FRERAR) ME , TRAMREEZMELERE,

HAERIW AWS CLI 5| AWS API WERE | BREEAHFREEZREHTT. Rz, REAHERSF
SMMERHNTZ AP BIENEERTT,

ATHREERAENAGDATUSEA AWS IoT FleetWise T4 , 8554 AWS IoT FleetWise
ConsoleAccessD ReadOnly AWS SEBREZIER, WEFHMER , #2828 (AM EAEE
) PHHEFaRFERE,

AFFEREREMMAE ST

WEH S REMMBILIBER , A IAM EREREMMEMPERES2WAREZEBER, WBER
Sk TEAFMEA K AWS CLI AWS APl BT A RSB ENEF T,

{
"Version": "2012-10-17",
"Statement": [
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

1ZEL Amazon Timestream R &R

£ AWS IoT FleetWise Z 81 , & 4B AWS EIRE. 1AM F Amazon Timestream &R , Ui
F AWS loT FleetWise AWS Eif RREEEHRERNEELE WFrl, BEFM , BFEE .

« Amazon Timestream B &,
« EIEEM Amazon Timestream BERIEREINER K,
o f0FF AWS loT FleetWise #& & X&)% E Amazon Timestream £ IAM B,

WMEFMENR  BEEFNEEE , F2E HELEH AWS loT FleetWise %7€

AN

=1

o5
H

t
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WEEZ BT AWS loT FleetWise & 9 F17EL

FEHRLUTEARGBELE S ERSHE AWS loT FleetWise 1 IAM B g8 2 /Y & B R EE,

TRE

o REHET AWS IoT FleetWise F#ITENE

o RAEBHIT iam:PassRole HWIZE

- BBREZAFF UAHAE AWS 1RF B my AWS loT FleetWise EiR

KERTT AWS loT FleetWise R#{TENE

R AWS Management Console & EFSEEFT B1F , AIXEABIEENEESSRIHE. ENERE
ERALRMBEBRINAE,

E mateojackson IAM A EERFERAEREEREEBNy Vehicle ERNFMERN , BRE
iotfleetwise:GetVehicleStatusEFrlb , EB4E THIEHIEEES,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotfleetwise:GetVehicleStatus on resource: myVehicle

EWERT , Mateo EEREBEEMMAEE , REFMER myVehicle BEFE
iotfleetwise:GetVehicleStatus &iR,

R AREEBHIT iam:PassRole Ky

MREWEER | FHEEEHIT iam: PassRoleBE , BHBEMLEEH , UAKFEKACEES
AWS loT FleetWise,

BE AWS B# AIREEREACEEGEBRE K MAREBEYFNEBXACIRBEELAE, NFH
TR , ELARERACBEEZ BB,

EEA W IAMmarymajor EAEEHSEAEIESTE AWS loT FleetWise FEITEIER , 84T 5
#HItER. BER , BEBFRBRELEFEREACE TN, Mary REKAGEEEZRBENFTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AT iam: PassRole Bk,
MREBFEEWHE , FHEEN AWS EEE, FNEEERHENEZERR,
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REEE AR WA AE AWS IRFE ZHL my AWS loT FleetWise &R

BUNRY—EAE  REMKRFTNEREIEEBATNASFIENER, BT UIEEZ R
LEFYHDEZXAR, #HITEERERNBERIFIUEHIEE (ACL) MR , &R LUE A ARL
RRET AEFEENE R,

MEHE—-FSTH  FSEAUTAE :
« BZEET# AWS IoT FleetWise BB X EELThAE , 552/ AWS loT FleetWise ZN{AJEE [AM & EL F

A.

- BETHNMAWS 1RF EEHEN BERcERMEFIE , 260 (AM £HEER) THESHE
B AWS 1RF BV 5% — {8 IAM £/ & PR 7B,

- EETHNMEERNIZEEREMEBE=S AWS IRF | F20 (AM FREER) THEFEUER
HIEE=H AWS IRF A,

- WETHNMEBKE S RMUEIE , F28 IAM EAEERPHNEFIREEHEGENATETS
SHMENERE BEFD).

- METHREA/AGNEREBRRETERFFRCENZR , F28 (AM £REER) 8 IAM
PR ERS EREFE.

AWS loT FleetWise AP| Bi{fEME RS E

BEEER IAM BoHNBEREEFIER , SUUEATRBASE, TRIHSME AWS loT
FleetWise API, EAI AR FHATEEFTAIRVEEENME , SURIERILUR F5F 7T AWS WE IR,

FEBRE Action MIUPIEEEE , AREBRM Resource MUFEEERE, BEEREEDE,
£/ iotfleetwise: F8H , REZEEBHFEEM, HIW iotfleetwise:CreateSignalCatalogo

3

BHl , AWS loT FleetWise X & T 3IE1E, ERFMFHZRS|#,

ERBHETERRNESRED

AWS loT FleetWise FrEEREF Al &R
B
AssociateVehicleFleet iotfleetwise : Assoc arn : partition : iotfleet
iateVehicleFleet wise : region : account_id : fleet/fleet-
id
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FMBABER

AWS loT FleetWise i
BE

CreateCampaign iotfleetwise : Creat
eCampaign

CreateDecoderManif iotfleetwise : Creat

est eDecoderManifest
CreateFleet iotfleetwise : Creat
eFleet

&R

arn : partition : iotfleet
wise : region : account_id
vehicle-id

arn : partition : iotfleet
wise : region : account_id
/lcampaign-name

arn : partition : iotfleet
wise : region : account_id
atalog/name

arn : partition : iotfleet
wise : region : account_id
vehicle-id

arn : partition : iotfleet
wise : region : account_id
id

arn : partition : iotfleet
wise : region : account_id
manifest/name

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
id

arn : partition : iotfleet
wise : region : account_id
atalog/name

: vehicle/

. campaign

. signal-c

: vehicle/

: fleet/fleet-

: decoder-

: model-ma

: fleet/fleet-

. signal-c
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FMBABER

AWS loT FleetWise
BE

CreateModelManifest

CreateSignalCatalog

CreateStateTemplate

CreateVehicle

FEE

iotfleetwise : Creat
eModelManifest

iotfleetwise : Creat
eSignalCatalog

iotfleetwise : Creat
eStateTemplate

iotfleetwise : Creat
eVehicle

&R

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
atalog/name

arn : partition : iotfleet
wise : region : account_id
atalog/name

arn : partition : iotfleet
wise : region : account_id
mplate/state-template-id

arn : partition : iotfleet
wise : region : account_id
atalog/name

arn : partition : iotfleet
wise : region : account_id
vehicle-id

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
manifest/name

: model-ma

: signal-c

. signal-c

: state-te

: signal-c

: vehicle/

: model-ma

: decoder-
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FMBABER

AWS loT FleetWise
BE

BatchCreateVehicle

DeleteCampaign

DeleteDecoderManif

est

DeleteFleet

DeleteModelManifest

DeleteSignalCatalog

DeleteStateTemplate

FEE

iotfleetwise : Creat
eVehicle

iotfleetwise : Delet
eCampaign

iotfleetwise : Delet
eDecoderManifest

iotfleetwise : Delet
eFleet

iotfleetwise : Delet
eModelManifest

iotfleetwise : Delet
eSignalCatalog

iotfleetwise : Delet
eStateTemplate

&R

arn : partition : iotfleet
wise : region : account_id
vehicle-id

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
manifest/name

arn : partition : iotfleet
wise : region : account_id
/lcampaign-name

arn : partition : iotfleet
wise : region : account_id
manifest/name

arn : partition : iotfleet
wise : region : account_id
id

arn : partition : iotfleet
wise : region : account_id
manifest/name

arn : partition : iotfleet
wise : region : account_id
atalog/name

arn : partition : iotfleet
wise : region : account_id
mplate/state-template-id

: vehicle/

: model-ma

: decoder-

: campaign

: decoder-

: fleet/fleet-

: decoder-

: signal-c

: state-te
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FMBABER

AWS loT FleetWise
BE

DeleteVehicle

DisassociateVehicl

eFleet

GetCampaign

GetDecoderManifest

GetEncryptionConfi
guration

GetFleet

GetLoggingOptions

GetModelManifest

GetRegisterAccount
Status

FEE

iotfleetwise : Delet
eVehicle

iotfleetwise : Disas
sociateVehicleFleet

iotfleetwise : GetCa
mpaign

iotfleetwise : GetDe
coderManifest

iotfleetwise : GetEn

cryptionConfiguration

iotfleetwise : GetFleet

iotfleetwise : GetlLo
ggingOptions

iotfleetwise : GetMo
delManifest

iotfleetwise : GetRe
gisterAccountStatus

&R

arn : partition : iotfleet
wise : region : account_id

vehicle-id

arn : partition : iotfleet
wise : region : account_id

vehicle-id

arn : partition : iotfleet
wise : region : account_id

id

. iotfleet
wise : region : account_id

arn : partition

/lcampaign-name

. iotfleet
wise : region : account_id

arn : partition

manifest/name

. iotfleet
wise : region : account_id
id

arn : partition

arn : partition : iotfleet
wise : region : account_id

nifest/name

: vehicle/

: vehicle/

: fleet/fleet-

. campaign

: decoder-

: fleet/fleet-

: model-ma
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FMBABER

AWS loT FleetWise
BE

GetSignalCatalog

GetStateTemplate

GetVenhicle

GetVehicleStatus

ImportDecoderManif

est

ImportSignalCatalog

ListCampaigns

ListDecoderManifes
tNetworkInterfaces

ListDecoderManifests

FEE

iotfleetwise : GetSi
gnalCatalog

iotfleetwise : GetSt
ateTemplate

iotfleetwise : GetVe
hicle

iotfleetwise : GetVe
hicleStatus

iotfleetwise : Impor
tDecoderManifest

iotfleetwise : Impor
tSignalCatalog

iotfleetwise : ListC
ampaigns

iotfleetwise : ListD
ecoderManifestNetw
orkinterfaces

iotfleetwise : ListD
ecoderManifests

&R

arn : partition : iotfleet
wise : region : account_id

atalog/name

arn : partition : iotfleet
wise : region : account_id

mplate/state-template-id

arn : partition : iotfleet
wise : region : account_id

vehicle-id

arn : partition : iotfleet
wise : region : account_id

vehicle-id

. iotfleet
wise : region : account_id

arn : partition

manifest/name

. iotfleet
wise : region : account_id

arn : partition

atalog/name

arn : partition : iotfleet
wise : region : account_id

manifest/name

: signal-c

: state-te

: vehicle/

: vehicle/

: decoder-

: signal-c

: decoder-
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FMBABER

AWS loT FleetWise
BE

ListDecoderManifes
tSignals

ListFleets

ListFleetsForVehicle

ListModelManifestN
odes

ListModelManifests

ListSignalCatalogN
odes

ListSignalCatalogs

ListStateTemplates

ListVehicles

ListVehiclesInFleet

FEE

iotfleetwise : ListD
ecoderManifestSign
als

iotfleetwise : ListF
leets

iotfleetwise : ListF
leetsForVehicle

iotfleetwise : ListM
odelManifestNodes

iotfleetwise : ListM
odelManifests

iotfleetwise : ListS
ignalCatalogNodes

iotfleetwise : ListS
ignalCatalogs

iotfleetwise : ListS
tateTemplates

iotfleetwise : ListV
ehicles

iotfleetwise : ListV
ehiclesInFleet

&R

arn : partition : iotfleet
wise : region : account_id

manifest/name

arn : partition : iotfleet
wise : region : account_id

vehicle-id

arn : partition : iotfleet
wise : region : account_id

nifest/name

arn : partition : iotfleet
wise : region : account_id

atalog/name

arn : partition : iotfleet
wise : region : account_id

id

: decoder-

: vehicle/

: model-ma

: signal-c

: fleet/fleet-
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AWS loT FleetWise
BE

ListTagsForResource

PutEncryptionConfi
guration

PutLoggingOptions

RegisterAccount

FEE

iotfleetwise : ListT
agsForResource

iotfleetwise : PutEn
cryptionConfiguration

iotfleetwise : PutLo
ggingOptions

iotfleetwise : Regis
terAccount

&R

arn : partition : iotfleet
wise : region : account_id
atalog/name

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
manifest/name

arn : partition : iotfleet
wise : region : account_id
vehicle-id

arn : partition : iotfleet
wise : region : account_id
id

arn : partition : iotfleet
wise : region : account_id
/lcampaign-name

arn : partition : iotfleet
wise : region : account_id
mplate/state-template-id

: signal-c

: model-ma

: decoder-

: vehicle/

: fleet/fleet-

: campaign

: state-te
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AWS loT FleetWise
BE

TagResource

FEE

iotfleetwise : TagRe
source

&R

arn : partition : iotfleet
wise : region : account_id
atalog/name

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
manifest/name

arn : partition : iotfleet
wise : region : account_id
vehicle-id

arn : partition : iotfleet
wise : region : account_id
id

arn : partition : iotfleet
wise : region : account_id
/lcampaign-name

arn : partition : iotfleet
wise : region : account_id
mplate/state-template-id

: signal-c

: model-ma

: decoder-

: vehicle/

: fleet/fleet-

: campaign

: state-te
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AWS loT FleetWise
BE

UntagResource

UpdateCampaign

UpdateDecoderManif
est

FEE

iotfleetwise : Untag
Resource

iotfleetwise : Updat
eCampaign

iotfleetwise : Updat
eDecoderManifest

&R

arn : partition : iotfleet
wise : region : account_id
atalog/name

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
manifest/name

arn : partition : iotfleet
wise : region : account_id
vehicle-id

arn : partition : iotfleet
wise : region : account_id
id

arn : partition : iotfleet
wise : region : account_id
/lcampaign-name

arn : partition : iotfleet
wise : region : account_id
mplate/state-template-id

arn : partition : iotfleet
wise : region : account_id
/campaign-name

arn : partition : iotfleet
wise : region : account_id
manifest/name

: signal-c

: model-ma

: decoder-

: vehicle/

: fleet/fleet-

. campaign

: state-te

: campaign

: decoder-

AP| FFAI2E

293



AWS IoT FleetWise
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AWS loT FleetWise
BE

UpdateFleet

UpdateModelManifest

UpdateSignalCatalog

UpdateStateTemplate

UpdateVehicle

FEE

iotfleetwise : Updat
eFleet

iotfleetwise : Updat
eModelManifest

iotfleetwise : Updat
eSignalCatalog

iotfleetwise : Updat
eStateTemplate

iotfleetwise : Updat
eVehicle

&R

arn : partition : iotfleet
wise : region : account_id
id

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
atalog/name

arn : partition : iotfleet
wise : region : account_id
mplate/state-template-id

arn : partition : iotfleet
wise : region : account_id
vehicle-id

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
manifest/name

: model-ma

. signal-c

: state-te

: vehicle/

: model-ma

: decoder-

: fleet/fleet-
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AWS loT FleetWise PTG A &R
Bk
BatchUpdateVehicle iotfleetwise : Updat arn : partition : iotfleet
eVehicle wise : region : account_id : vehicle/

vehicle-id

arn : partition : iotfleet
wise : region : account_id : model-ma
nifest/name

arn : partition : iotfleet
wise : region : account_id : decoder-
manifest/name

AWS loT FleetWise B4 R ER &

® Note
AWS loT FleetWise TIEEM AWS SR EIMNEE A,

EETH RS AWS IR £ ESHTENEERR , F2BAWS i SR ESERRRBELR
BN EHETE, MF-—MREA , F2 B AWS Compliance Programs,

B LAER TEE=SREEImE AWS Artifact, MFEFMEF , F2E T HI|RE TH AWS Artifact,

BER BNEREMTE AWS R BURARERNEZME, BARNEAEEE , URBRANEENER,
AWS BHETHERRIHEERE

« ZEEREARE - BEMRAITEFIEEARTRTEEZE  YRUFBLRLESRIENSE,
« HIPAA &1 R#ESZE - JIH HIPAA 1 IRTE. WIEFFE AWS BRIE BRAFS HIPAA B,

« AWS 6 ER - WTHEFMANIEEESTEEBERAREHNEZNNVE,

- AWS EFEHEH - BBERANAETHRARSAEE, AEERERAEZEARE ( 2RERE
ER MBS (NIST), XN FEXRLZEBREZE S (PCl) MBERZRELER (1SO)) RE AWS BT
MRFEEEL2RHNRERR,

EREERRE 295


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf

AWS IoT FleetWise HBEABER

{ AWS Config F& AB1Em) PWEA HAIFFEER - AWS Config R ERERFTER
HEXK. EXENNMERANEE.

« AWS Security Hub — & AWS fR# Al AL ERBH P L £ AREE AWS, Security Hub El L&
#l , ATREEN AWS ERERELNEZREBECHESLLERELENTEER., WEZENWRKE
MEFEE |, 5528 "Security Hub ##|2E , ,

« Amazon GuardDuty - EEE#RZNIREEAEURMNERIEE , L AWS R ERIEE AWS 1R
B, I#EH. AENERNBERE, GuardDuty TRERESRRBAARAENASEINER ,
LAt B 2 R FE PCI DSS E& BRI ERER,

« AWS Audit Manager — & AWS AR# Al B 5E &% AWS AR , UL EEEREBI AR , 2
REFESEHANERZEN SR,

AWS |oT FleetWise Y&

AWS £XREMEERI AWS BEENATAESAEREZE. ESRASEIRARENERTHE
i, WEHKIEE, ShiENSEREMKRERMEER. EBBTHESE , B LR RRENER
EANERNE EUAESCEHEDREBREMASRETE . TAERENTRAYE, REERINEREE
B, BERE-HZEENFUNERERFREES.

% AWS BEATABHNZEER , HS AWS SREBBE,

@ Note

AWS loT FleetWise EEHE R EE I Amazon Timestream EREH, Timestream X EB{#
B EHM AWS T AEESREE. T8 , B LUFER Timestream SDK B2 B EARER K
EHER , UKHRBEFEEEBRENENH,

nEE Amazon Timestream HFFMEF , 728 (Amazon Timestream A EE/ME) FH

o

Amazon Timestream T EAREAKES (ZE ) EiF,

AWS loT FleetWise IV ERE R ERZ S

EAZERT , AWS IoT FleetWise 25| AWS £ ZEHNRE., WFE AWS £ RIEAKR 104
AWS REEBNRGEWHEEBEN , F2EAWS Enis, EEFRAERREZSNBREERRERFTE
B AWS IRIE |, F2E L2 X AWS Well-Architected Framework By E i 55 1R &,

A LAEF AWS Z24HY AP FERY | EiBHEEE1ZEL AWS IoT FleetWise, EAEBERMNEAXZE THERE :
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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- Transport Layer Security (TLS)s BMFEE TLS 1.2 WEZEFEA TLS 1.3

- BTEXEEFRPFS)NWEBEM , 0 DHE (Ephemeral Diffie-Hellman)= ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARM (M Java 7 IEFBRER)ASEHZEELEN,

o, BRLACAFEREHR ID FE IAM TRMEEBNILAEENSR/REE, NF , BALLESB
AWS Security Token Service (AWS STS) RELXERZEBEREEHB R,

&0 AT I A BR A B PR NLHE LE AP ?;'T%ﬂf , 18 AWS IoT FleetWise XEUNERAEBNEFEEEEK , &
FARE B ERIBRIR IP thut AR, BT LIEEMA AWS loT FleetWise B RIZHI5R B 45 E Amazon
Virtual Private Cloud (Amazon VPC) i i#‘ﬁ%ﬁiifl‘-mi VPCsi#7Hl, B L A EREREEHMBEPHE VPC ¥
$E AWS loT FleetWise &R AWS MM ZEL

*rE
- EBNE VPC inZHELEZE AWS loT FleetWise

ZEBE VPC imEELEZE AWS loT FleetWise

BRI LAE R EBRIAEELR (VPC) R E VPC w2 (AWS PrivateLink) EEEHZE AWS loT
FleetWise , M2 EBERBERER, ELERARE VPC imBEF , VPC # AWS loT FleetWise Z
BHBAETEE AWS BEFHT, 5@ VPC HEEEH—EARZEEFNLE IP Ut EBEHEAKNE
(ENI) RERR , MENELR VPC FHREEH,

A VPC i BE g8 VPC E3E 1 Z) AWS loT FleetWise , EEMAEMEKEE. NAT &£E. VPN
i##5 AWS Direct Connect EE#R, VPC A EITEEBARAEELNSE IP it |, BEIAEE AWS loT
FleetWise API @&,

EEEB VPC £/ AWS loT FleetWise , &%4EKE VPC R TERIER , EA AWS Virtual
Private Network (VPN) = #F. BB EHEZE VPC AWS Direct Connect, #1ZEHEI Amazon VPN Y
& , m2H <<Amazon Virtual Private Cloud fERA & #E/) FH VPN E#E, WMFE WFMEER AWS
Direct Connect , 552 BAWS Direct Connect ( A &) PWEIER,

IEALAE R £ A5 AWS Command Line Interface (AWS CLI) &5 , X /T H VPC in B LUERE
AWS loT FleetWise AWS . INEFMENR , F2RELTEHIR.

BYNE VPC %  MBHRAEKEEAFAE DNS TH#EM |, F85% AWS loT FleetWise in & f#
HrAEH VPC 2, loT AWS IoT FleetWise WTERZRIEZBIHEEAN T,

iotfleetwise.Region.amazonaws.com
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MRIERAFE DNS E#EH , Amazon VPC 124 DNS inHEB1H , B EA T I,

VPCE_ID.iotfleetwise.Region.vpce.amazonaws.com

WMEFHMENR , 55268 (Amazon VPC FRHEER) PR RE VPC imE (AWS PrivateLink)o

AWS |oT FleetWise X &I VPC WEIFIE API Bi1E,

A LA VPC i B BURM R E R AE VPC inkh | BURH) IAM TR FEHE. SH gL 2F4E5E VPC
IR M B BOURIREERER RN B itk (FI40 1P A SEE) SRR G A M B 7R WEF
HMEF , FESELA VPC i B2 Hl IR % 89 7 B,

(® Note

AWS loT FleetWise X EEFEHBERNNFTE VPC ink, MERKHEHNMEEER |
B AWS loT FleetWise it 2L R A %8,

3
»

A AWS loT FleetWise B3I VPC in B R
B0 LA Amazon VPC %25 for AWS loT FleetWise B B , UEET3ER

« AHATHAAHTEFR TR
« AFTREERATHEE

MEHEER , H2H (Amazon VPC EREIER) REIEMA VPC 85I IR 8 751,

Example - IE@ZR BIEE AWS tRFWFTE 7B VPC i BBUR
T3 VPC i B BURIER AWS IRF 123456789012 fERimBEMIFRE API e,

{
"Statement": [

{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"

.

{
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"Action": "*",
"Effect": "Deny",
"Resource": "*",
"Principal": {
"AWS": [
"123456789012"

Example - ATARIERFFRBIEE IAM 88 (A %) 2 VPC FEH VPC i BBUR

T5 VPC in M BURE AR TEFI AWS IRF 123456789012 HMERAE 1ijuan. EEHEEME
Hfth IAM R FEURR,

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": {
"AWS": [
"arn:aws:iam::123456789012:usexr/1ijuan"
]
}
1]
}

Example — AWS loT FleetWise EjfE#Y VPC imBiEUR

AT 2 AWS loT FleetWise imBBURRVEI Il , EIZZimBEF | WK SR F 123456789012 H |1AM
fE A& fleetWise B listed AWS loT FleetWise B)EZEUE AWS tRFE . FleetWise fleetWise

"Statement": [
{
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:usexr/fleetWise"
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I
"Resource": "*",
"Effect": "Allow",
"Action": [

"iotfleetwise:ListFleets",
"iotfleetwise:ListCampaigns",
"iotfleetwise:CreateVehicle",

AWS loT FleetWise F Y4B REFN R 20 47

loT RIEAREHABREAR , FEERZHRILANE. REFERL , YERBESEBENE. E
LERMERERESEMARS HE, W, AREEBFEXZRNES LN, CREBNEFIE , Rtk
KELFEAMBENEATLANZEEEZIRG. RKEEFESEAEFCARBNHRE. ELRRES
loT L& IFEUWE AWS loT FleetWise ERNEHASBENEREINER , YAHNUFEFRERE.

HHREMN T ZHRFEF AWS BecBHRREEE. NFEFMAER , F2H AWS HENSEEE,

AWS loT FleetWise L2 REERK

AWS loT FleetWise IRIHFFZZ At , HEAEHBNEEECHNZLHEREER, U TREEKA—
BRER  WFARRTEENZEHAASER, EEREEXTRITEARELREENREER , HILEE
HIEAERREMNET K MAEEERETR.

EETHR PHNLE , AWS loT 2 ( AWS loT BIZAERE) K ML HEEI AWS loT
Core

| AR T IRAVET A

EIAM BehEAREERE , LERKEEREREA., FBRH¥ IAM BERFAH Actionfl Resource B
MEA*BRAFET, AR, EAENERLT , E5—EHERNBENER, IERKEREREMEEA
REERMEMEDR , 552 M the section called “BIEHEER,

am ) RCERBURE FA

ICREZPy LR EEABRMEMBEARLER PIl), RAIEZBREEFETIIRERLRE
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AWS loT FleetWise HEABEE
- BOEEEEBRERABRENR,

« 77 AWS loT FleetWise IRV A IDs FEABBENR , fIMTHIDHEHE, BITHFE
B, EHRAENANRE & , NEHMNEEFA IDso

%II
ik

£/ AWS CloudTrail 2R#243 API FEAY B 5 50 8%

ﬁﬁﬂxmﬁﬁﬁﬁ’m&ﬁ LHETTHY AWS loT FleetWise API FEIF R SR iRk , AR L2 Mo %R
EHED . BEEEKEENIIRSZHN AWS loT FleetWise API UL iRk , RETE HHRK
CloudTrail AWS Management Console, & FFHE , 72 Bthe section called “CloudTrail HEF",

=B RFERERE D

REE T RFERNBRERIREEZN. X509 BREINYAHNEGE, £E LNRERRRIARKRE
RERNABN. RERETREREZERAMRE , ARELARSEHE.
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Monitor AWS loT FleetWise

EEyR R HEEE AWS loT FleetWise M Efth AWS SRS R FEM, THMENMENEEZES 2, AWS 2#
T5|EEf T EREEE AWS loT FleetWise, &5 | BRI B B EE -

« Amazon CloudWatch AWS £ EIRFES 180 AWS ERMEHE LHTHEARER, SrlUkEME
HIEE, BAYBTERR , URBREER , EEEEIZEENRERBEN S KNEE, Hlwm , &
A[LA3E CloudWatch JB#t CPU E 2 H M Amazon EC2 #TERBIEE , Y EEER B BEH
MEITEE, MEFHMEN , 528 Amazon CloudWatch #F A& ER.

 Amazon CloudWatch Logs AT FAZRES 1R, ERAMEER B Amazon EC2 #11T{EEE. CloudTrail f1H
2R EY BEEE R, CloudWatch Logs ATEE#E HFRE RPN EN , U EEFBFERERBENE, &
ALK AFERFEESMAENRTEE. NEFMHEENR , 528 Amazon CloudWatch Logs
FEAEER.

» AWS CloudTrail E#EUR AR AWS tkF#HHHY API RILMMEES4, A%, eE8BF
BRIFEEIEEN Amazon S3 FEEFETE. B SRR EREFRS AWS, #ITFEWK
FR P bt , ARFEUAERRE, MEFHMEEHR , 528 (AWS CloudTrail £ EIER) https:/

docs.aws.amazon.com/awscloudtrail/latest/userguide/,

{8/ Amazon CloudWatch E5# AWS loT FleetWise Amazon
CloudWatch

/A Important

H i AWS IoT FleetWise HEEWVZERE sl S £4H, WESFMEN , FZ2EAWSAWS loT
FleetWise FFHY [E1F F Thaen] A%,

Amazon CloudWatch 1R 2 E#E AWS ERREFITHAN—ESI RN, AWS loT FleetWise B#415
E&IXE CloudWatch, &R EAEH AWS Management Console, AWS CLIZE API 2% AWS loT
FleetWise i: £ CloudWatch HIE1R, MEEZEHR , F2E Amazon CloudWatch A &5,

/A Important

BRAERRTE BRIE , loT AWS loT FleetWise F BEASISZEIXE CloudWatch, MEFMENR |
FSRERTELH AWS loT FleetWise :2E,
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AWS/IoTFleetWise R ZEEEE T HEE,

AR

BE iR

lllegalMessageFromEdge PREFHEEI B AWS loT FleetWise WA
BERFEmENKN,
B : 5TE
BT ER - B

MessageThrottled WEHEEZE AWS loT FleetWise HWFAE B
g, ERRASEE 8l EigHRIiBULIRF B R
Bl
B : 5T E
BEMNRETER - B

ModelingError W EEHEEIHA AWS loT FleetWise EWHIEA
EOESELBBEMERAR.
B : 5T E
#E : ModelName, StateTemplateName (%
A ). SignalCatalogName (iEH )

DecodingError HEFHEEIHA AWS loT FleetWise ZEWHIEA
REsE LB EMNRRREAFTERBHA
o

B 5
#FE : DecoderName

BRI EF - B
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1eiE

MessageSizeLimitExceeded

BEHER
B

VehicleNotFound

THEBER
B

Campaigninvalid

CampaignNotFound

DU

REHEHIXZE AWS loT FleetWise WA BB #
2, ERAALKEEMESPBBILIRFHNA
BRRFE PR #I AR/ EPR,

By : 5T
BREHEER

b
2

PO

AWS loT FleetWise W EIBVALS , EREH K

By 5™
BRMFEETER - B

iR

REHEHIEIH AWS loT FleetWise ZWHEA
B ETHEEHEN.

B FTE
#EFE . CampaignName
BERNRETER - BF

RREWHEEIHA AWS loT FleetWise EUWHIFA
B, HPTHEETH,
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FMBABER

BE
RRESIA ISR
BE

NoStateTemplatesAssociated

THHEBER B A ER

B

TimestreamWriteError

S3WriteError

B 5T
#tFE : CampaignName

BREHETET | B

EPUN

REHEHIEIH AWS loT FleetWise ZWHEA
B H R FHEEHEEBAAREE A,

WY R
ERWHERT, 87
sk

AWS loT FleetWise EE A S REHTHE A
Amazon Timestream &kl &,

B : 5T#
#E : DatabaseName, TableName
BRWRETERR - B

AWS loT FleetWise EEAGAERETRE A
Amazon Simple Storage Service (Amazon S3)

(GRS
By : #i¥

“EFE : BucketName
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BE DU

BREHEET - B

S3ReadError AWS |oT FleetWise & £7EE Amazon Simple
Storage Service (Amazon S3) fEZEr g hEH
Y28,

B 5TE
“EE - BucketName

BREHETEF - BH

BEFZE AWS KMS £#1ER

BEE iR
KMSKeyAccessDenied AWS IoT FleetWise EEASASRERS A

Timestream & ¥ #%& 3 Amazon S3 fE{FErE |
KA AWS KMS £i87EUEESEEE,

ERvA
#E : KMSKeyld

AR ET - B

£ Amazon CloudWatch Logs E5#% AWS loT FleetWise Amazon
CloudWatch

/A Important

B el EHEHE4FE AWS loT FleetWise ZhEEWZEL, MEFFMEH , FSRBEAWSAWS loT
FleetWise H BV [E1E # Thaen] A%,

f# A CloudWatch Logs E5# 306
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Amazon CloudWatch Logs B ERPHENEN , YEREEMAFERIEESR, MREBWREIE
B, BALFRAGESR LSS ESHNERENRA,. MEFHAEF , 5528 Amazon CloudWatch
Logs FAEIEM,

1£ CloudWatch £ & F {8 AWS loT FleetWise HiE

/A Important
£ CloudWatch £ &5 E 2 AWS loT FleetWise A& 28 , EETYEEAE :
« BB TE AWS IoT FleetWise R AFCE%, WMECHKMWEMERNR , FSH
FleetWise iC8%.
- BESEABFEER AWS loT .

Configure AWS loT

£ CloudWatch E# & F 1M AWS IoT FleetWise A&

1. BB CloudWatch £ &,
FEEERKRD , BERQF. BFHE,
BE AFEE
i#1F Search log group (S B#8HH). BEEIALNIRFELENBRHEHTEBE,
EERFABERUERER/RSER , XSKBFERA WATHE BFFERROR,

o ~ w0 DN

CHTNEFRBFRSSRARASH, fI, CTUERTHEN -

{ $.logLevel = "ERROR" }

MERUBERRGEREANFAES
HAERFEE.

nl‘ﬂ

2B (Amazon CloudWatch Logs fEF & 1E/) HHERRE

Example BFEIEH

"accountId": "123456789012",
"vehicleName": "test-vehicle",
"message": "Unrecognized signal ID",
"eventType": "MODELING_ERROR",
"logLevel": "ERROR",
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"timestamp": 1685743214239,
"campaignName": "test-campaign",
"signalCatalogName": "test-catalog",
"signalld": 10242

AR HER
EHER R

MODELING_ERROR REWmEEILH AWS IoT FleetWise #EUHIEA
EEsE LRI ERRENAR.

Bt : vehicleName, campaignName (&
A ). signalCatalogName, signalld (&

A ). signalvalue (#HM ). signalValueRa
ngeMin (i#H ). signalValueRangeMax ( i#
A ). modelManifestName (iZfH ). sign
allds, stateTemplateName

ILLEGAL_MESSAGE_FROM_EDGE REWmEIEILH AWS loT FleetWise #EUHIEA
BERREmENER.

1% : vehicleName., campaignName,
signalCatalogName

DECODING_ERROR REWmEEILH AWS loT FleetWise #EUHIEA
OB L HERNBRRREASERBHA
o

Bt : campaignName, signalCatalogName,
decoderManifestName, (#HM ) signalNam
e. (1EHA) s3URI

MESSAGE_THROTTLED REBEWMEIEZE AWS loT FleetWise AR B
fi. EREALEB B BB iR F YRR
o

B : accountld, vehicleName., FAE..
eventType, logLevel, &

1£ CloudWatch £33 & F#1R AWS loT FleetWise B 308



AWS IoT FleetWise

FMBABER

EHEE

MESSAGE_SIZE_LIMIT_EXCEEDED

EWEFEE

EHEE

VEHICLE_NOT_FOUND

THEBEARE
EHEHR

CAMPAIGN_NOT_FOUND

CAMPAIGN_INVALID

DU

REHEIXEI A AWS loT FleetWise #EZWKHIFA
BHEBFAE R RHIAI K/ LR,

B : accountld, vehicleName

EPUN

AWS loT FleetWise WEIWFAE , HFEEFR
B,

B . vehicleName, campaignName ( #EF
) . stateTemplateName (& )

iR

REHEHIEIH AWS loT FleetWise ZWHEA
B, HT8EEHTHA,

Bt : vehicleName (iZEM ). camp
aignName

REFHEIEILH AWS loT FleetWise ZUREIFA
B, HEhTHEEHEN.

Bt . vehicleName (iEM ). camp
aignName

1£ CloudWatch £33 & F#1R AWS loT FleetWise B
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{TEE BN B M

EHER R
TIMESTREAM_WRITE_ERROR AWS |oT FleetWise EEAASRERmE A

Amazon Timestream & ¥l &K,

Bt : vehicleName, campaignName, ti
mestreamDatabaseName. timestreamTable
Name

S3_WRITE_ERROR AWS loT FleetWise #EEAASRLERTHE A
Amazon Simple Storage Service (Amazon S3)

RFITE.
B : campaignName, destinationName

S3_READ_ERROR AWS |oT FleetWise &£t Amazon Simple
Storage Service (Amazon S3) fEZiTE P E
BT £,

B 1% : campaignName, destinationName

REEEE A EH]E
E LS tidl ik
STATE_TEMPLATE_NOT_FOUND WEEHEEIHA AWS loT FleetWise ZEWHIEA

B, EiREs AT,

Bt : vehicleName (#H ) stateTemplateN
ame

1£ CloudWatch £33 & F#1R AWS loT FleetWise B 310
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EESE AWS KMS £ =48

EHER iR
KMS_KEY_ACCESS_DENIED AWS |oT FleetWise FEEAMASRERmE A

Timestream & $lF« =K Amazon S3 fE1ZETEE |
HA AWS KMS &g F7HUEIEfER,

Bt : kmsKeyld (i#HA ). resourceArn (i#
A)

Attributes
Ffi8 CloudWatch Logs B H #f@ &5 LB % :
accountld

£ AWS RS 1D,
eventType

ELXAFNEA4AER, ESAEENESRBELXAFEENESNE. SEAFEERPIHBITE
& eventType HEFEEB WES

logLevel

EEFEANBRER. MFEFMEF , F2E (AWS loT Core BB AEER) FH HFEER,

message

2 BRENBEFEER,

timestamp

E AWS loT FleetWise R H iR epoch EM EEBE.

EEMHEM
CloudWatch Logs I B i2F 22 ELEBM , R MEeventType :
decoderManifestName

BEARNERREFFTEER.
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destinationName

HFERWBENEZE, Hla , Amazon S3 FFIFEEE.
campaignName

1TREER B,
signalCatalogName

BEARBAR B HE
signalld

SERRANIRAY 1D,

signallds

$HERAAM IDSHIFE,

signalName

FIREI B R,

signalTimestampEpochMs

SRERANRAY B RRC

signalValue

SRERASRAYE.

signalValueRangeMax

SERRARH R ASE,

signalValueRangeMin

SRR /NEE,
s3URI

BHEAEH Amazon lon R Amazon S3 ME—E B #Fo

timestreamDatabaseName

Timestream BRI EMNZ T,

timestreamTableName

Timestream BRI HRMN A,

1£ CloudWatch £33 & F#1R AWS loT FleetWise B 312
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vehicleName

BEWEE,

Configure AWS loT FleetWise &C &%

A L& AWS loT FleetWise B EBEIX E CloudWatch BHiE8H4H, R AWS loT FleetWise %
BERBEHMWIAL , CloudWatch Logs ERMET R, #il , ErgeRRABEHEBRLHMAF R
838, BEWETERMNEL |, LUEBBIFMEHEEE,

WA ZA S CloudWatch BE6EHE , F8Ei% B 351X ZE CloudWatch, {EFE AWS IoT FleetWise
EEERAWAERRE MR EE P ERE B FEHE. E87E AWS loT FleetWise F RN LKA | FHiR(
B2, BUARHEE , AWS IoT FleetWise &% BN E HFE R R T M CloudWatch HiFEEE
#o

0] LAE CloudWatch 124 1R AWS loT FleetWise B AZFER ., WFEELE CloudWatch
HESAMSE BEFERNEMER  F2EEHBHEE,

1% B33 M= CloudWatch BYEFA]

AE CloudWatch A FSEHEMRHREBRARGAANFTAIRE. NEREEEFANESA , F2H (AM
EREER) FHFEAWS ERNEE,

ERIELEH , BB ERCHKMARE, E CloudWatch B BEERAT , LAKIEE B FEEREEEA.

"Version":"2012-10-17",
"Statement": [
{

"Action": [

"jotfleetwise:PutLoggingOptions",
"iotfleetwise:GetLoggingOptions"
1,

"Resource": [

1,

"Effect":"Allow",
"Sid":"IoTFleetwiselLoggingOptionsAPI"
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{
"Sid":"IoTFleetwiselLoggingCWwL",
"Action":[
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"”
1,
"Resource": [
1,
"Effect":"Allow"
}
]
}
AFFHAE AWS ERHTEMER , BRP B TREE , H"Resource"RER "*". EXRTEEEE
XENFIE AWS ERER L FFIELBIE,
£ AWS loT FleetWise iR ECE ( A )
ZAEiFREA ANl f5E FH AWS loT FleetWise 12 & KRR E 5 #%o
£ AWS loT FleetWise F12 A % it #%
1. BB AWS loT FleetWise F1 A,
2. HEEMAIBEHRD , #EIE Settings (FRTE).
3. EREHEHHEHMNRHERD , EERE.
4. £ CloudWatch RSk [EER ™ , A B 358HE,
5. RERFEE K FHEEREX.
RRFAREEk#E | A BUE CloudWatch =12 A iR BFE R,
£ AWS loT FleetWise (CLI) iR EFERC
REFFREAMAIBERA CLI 5%7E for AWS loT FleetWise Y2 #k.
FRE Fo8% 314


https://console.aws.amazon.com/iotfleetwise/
https://console.aws.amazon.com/cloudwatch

AWS IoT FleetWise HBEABER

BRI LAER APl R EZEILEPT R CLI i SR AE , SL AWS APl #i1TLl R, SR LAEH
GetLoggingOptions AP| #2/E3R#EEN B s #YAERE |, WA PutLoggingOptions API R/ RIE AHRE,

£ CLI £%F AWS loT FleetWise HYEC %

1. BEDMBIKRFIEEEE , 55 get-logging-optionsii ©o

aws iotfleetwise get-logging-options

2. EERARH , 55F A put-logging-optionsii o

aws iotfleetwise put-logging-options --cloud-watch-log-delivery
logType=ERROR,logGroupName=MyLogGroup

He
logType

K ERHEIXZE CloudWatch Logs W H#HERE, EEFHRCHE , F15 B8 E A OFF,

logGroupName

BREEIXZERR B E CloudWatch Logs ##H. TERUA for AWS IoT FleetWise FE#Z 81 ,
MY AFEERRE,

2
¥

Rk ®&  F2REM CLIAWS 8 HFIER.

Log AWS loT FleetWise API FEIL{E A AWS CloudTrail

AWS |oT FleetWise B E2 & AWS CloudTrail , ttIRFEIRMEFERE. A AWS loT FleetWise
AWS FRFEFTERENBIfERYEC 8%, CloudTrail #& AWS loT FleetWise BIFE API FEMUKEER BEH, #
XY PR IU B $EHE AWS loT FleetWise £ A MM | AR ¥ AWS loT FleetWise AP| R{ER T2 1E
W, MRHEEIRE , EALARA CloudTrail EHFERE Amazon S3 #EFETHE , 2¥E AWS loT
FleetWise V4, BIEERARREEH , AT LUER CloudTraill EEAPNEHE L CERIARIE
. £/ CloudTrail WEKER , B LI ETE AWS loT FleetWise 1R HHAIFER, BHFERKN IP ith
., BEFERHAE, BHFBRNERE , URHEMFHEER.

EEE—LTH CloudTrail , 5528 "AWS CloudTrail fEFA&ER . »
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CloudTrail FEYAWS loT FleetWise &,

EREN AWS IREE | €80 KRSE LBUA CloudTrail, ESEEITE AWS loT FleetWise 4R | %
SEEE A CloudTrall B4 , UREHRB R IEHPHNWEMRE AWS B4, SlgR, BESNTH
AWS IREWRFTEMH, MEFMENR , FSBEH CloudTraill E4FE $ 50 A S,

ZERFEREE AWS IRFHRNEH | @FE AWS [oT FleetWise WEH , FEVEH. REMEE
CloudTrail #% BB RN E Amazon S3 #FiTHR. RIFER , EAE I RSBV EHCEKE | Bt
ESEAIRE AWS B, ERtEE&E AWS DEIEFAE BEHNESH  Yi§AFERINERE
EH/ Amazon S3 ETFETEE. WAL, BEULEREHM AWS BRI , LE S AEE CloudTrail BFE
PRTNENSEHER,. NEFHEA K BF2HETIRE

- BIERKHBIE

» CloudTrail X K RBMNES

« §%JE CloudTrail #9 Amazon SNS &Al

- REZEEEHEWR CloudTrail AFER

- RZEIRFEW CloudTrail AFER

CloudTrail €52#F7HE AWS loT FleetWise BifE , W FE&KTE AWS loT FleetWise APl 2Z 1, il ,
¥ CreateCampaign. AssociateVehicleFleet L% GetModelManifest EjfEZ RIS
CloudTrail BRERFELIER,

B-EEMHUARERNSLSELEFRENET. B EATHEIEHE T5IEH !

v/

- ZFAREBHEARD IAM EAEBRERL.
- REZFERE , RECATREACIBMSE I ERENETRRZLER.
- EREBTHHEM AWS RFREH,

WMEFMEF , 5520 CloudTrail userldentity 7T,

T & AWS loT FleetWise BE1ER1EH

EMtE—EERE  sEEEH U AFERNERARMSRZRIEEN Amazon S3 #FEFEE, CloudTraill B&
EXEE—SZEEFER, —BEHATARRERHENE—FR , YT EFEREE, BFROWBHNE
B, BRSEEEA. CloudTrail BEFERIIEMRLE API RN HEBRIESF  RETSLUEM4EE
B,
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AT €552 R H CloudTrail HF$1E B @ /R&f AssociateVehicleFleet B1E :

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:assumed-role/NikkiwWolf",
"accountId": "111122223333",
"accessKeyId": "access-key-id",
"userName": "NikkiWolf"

3,

"eventTime": "2021-11-30T09:56:35Z2",
"eventSource": "iotfleetwise.amazonaws.com",
"eventName": "AssociateVehicleFleet",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.21",
"userAgent": "aws-cli/2.3.2 Python/3.8.8 Darwin/18.7.0 botocore/2.0.0",
"requestParameters": {
"fleetId": "f1234567890",
"vehicleId": "v0213456789"
1,
"responseElements": {
1,
"requestID": "9f861429-11e3-11e8-9eea-0781b5c@ac21",
"eventID": "17385819-4927-41lee-a6a5-29m10br812v4",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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AWS loT FleetWise B2 A B8 HY 344 58 52 %

TREREE for AWS loT FleetWise B XHARA o

EEERE

HIEERYFIIE — AR A

RTHEEBHEREEE MQTT

7

BERXRERTEE

AWSKMS BEF S &48

DU

AWS loT FleetWise B2 1
TAEE (RE) EEREM
( ERMEFR) .

AWS IloT FleetWise BIE X
THEBMPIRFRE , LEM
MEEER, & MQTT B8R
EAERBENM  URKED
BRI ERER, eREHXE
FEABTMENE. REGRT
MEREHRE S HARENBE
BB E R R FIEEE,

AWS IloT FleetWise B X
BT E BB ENERE
REIEIEEN MQTT £, B
RS EBIFHRE Amazon S3 5

Amazon Timestream I Zh&E,

BRI LAEAR B AWS loT
FleetWise 1R B RKERH
BE  tEHAERRRERN
ARER  SEEEE, BE
MAEE, eAEERPEEHE
TRBICNIEEBICREBRR
&8, PEER (EH D, 17
$8EE, BHE ) MEERES
(EBREHR)

AWS loT FleetWise BREZE
AWSKMS BEF S E 218,

B #

2024 £11 A 21 H

2024 £11 A 21 H

2024 £ 5 A1 H

2023 £11 A 26 H

2023 £10 A 16 H
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Amazon S3 RV 1T

— R AT A 1

B R

EATLABE R KMS £ 88 2 A
RERTFHREEDH AWS loT
FleetWise BiR ( FA5% B #.
HfER, BBREAFTE
. HIgNERKRETHEEE
58 ) MENFARFHER
AWS Eig,

AWS loT FleetWise BIE X &
£ Amazon Simple Storage
Service (Amazon S3) EF&
#l. BT Amazon Timestream
29, BB LATE Amazon S3
PREFTHEIBHERENE
o

EER~ AWS loT FleetWise Y2
BRRAR .

iIER AWS loT FleetWise B3
ABEERNEERA,

20236 A1H

2022 9 A 27 H

2021 11 A 30 H
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