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BEEENEE 2 £ P4
L £ £ P4
HE £ £ P94
THEE £ £ P94
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F3z
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Theg/ & KEIRE (S Bt
#B)

MQTT EEMBTHE P

EBE R B

FRANEX iz

e F3z

LIRE HIAEE Fiz

fE 1 B 5T % 15 SR TE AY F3z

2 HNRERS (DTC) ¥ P4
Hy*

*DTC #HEURHE L EZA DTC X HIMEE N II8E, e aS 8T8,

BUM (CERRE)

Fi42

ek
iz
Fiz
iz

iz

DREE (RE) &
B ERMERFR

F342

iz
F3z
Fiz
F3z

F3iz2

REEEBRERHY ,

WHEHERITHEBDREXNPREBUARE. A, EXBEREERGFEH  RURBENFRERE
BEEE, Edge Agent T AEHIHIERHABEMRMFESR , RMERERNRERFNERENNE,
MEFEFHMET , F2H Edge Agent BERABIEETHEFTREERMN DTC ERKRESEELF,
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% E AWS loT FleetWise

BIXBEA AWS loT FleetWise 281 , B Y& EFH LR,
TR

. ERELH AWS RS

- EEEATHBER

o ERTELRH AWS loT FleetWise 32 E

« f£/ IPv6 [ AWS loT FleetWise $& 75K

BRELH AWS tRF

R TFHEBLAEM AWS SR EBEFERE,
It AWS 1RF

WMRIEEE AWS IRF |, BRR TS BRE T — 18,
M AWS 1RF

1. B3R https://portal.aws.amazon.com/billing/signup.
2. FREfERLETRET

BoEMEFFREREREA , WESFRBHARER.

B B AWSIRF , AWS IRFRERESRIN . REAERFBFINIRFHHAE AWS R
I MER. FRZEREER K FREEFIEERGERE  YEAEFEAREAERPUITEER
REMEFIENES,

AWS EEIMEF TR R EEERE FEMFH T, BT LAFER 8 https://aws.amazon.com/ %
BRNOIRE , LR EEFINIRFEBYEEIRS,

BEYERERFHENCERE

% AWS 1RF | ERE AWS tRFREAE. BUA AWS IAM Identity CenterflZZ EEFERFE |
D% RERERN A EEK,
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REEZH AWS IREFARFERE

1. BRERFEAZLEA AWS IRFE SN E FEMFibit , LIRFHBEEAWS EEFRAESBEA, &
-F_E':F ’ ﬁﬁl;{gﬁggﬁﬁo

WELEAREAZEZANRSA  F2RAWS BA ERAEEEPNIURERAES I E A,
2. BERLNBREREIRF LRAZEEZRRE (MFA)

, m2E (AM EAEER) PHALHN AWS 1RF REAE (FES ) MAES

S
MFA &£&,

BYEREEFIENERSE

1. BA IAM Identity Center,

MEET , FZE (AWS IAM Identity Center £ EIE®) PHIEA AWS IAM Identity Centero
2. 1£ IAM Identity Center # , i EEEFRERFEAE,

MEME A IAM Identity Center B ﬁ W59 KENHBRE , FSBAWS IAM Identity Center
(ERAEER) PHEAEREREMSHEFIIAM Identity Center H #%,

UERERFRENERAESSEA

EEFERAEH IAM Identity Center EAEEFE |, FEEMAEIL IAM Identity Center A EHREIAE
BEFE bt EE URL,

MFEAFEA IAM Identity Center EAEZ AWRE , F2HEAWS EA ( EAEERE) FHEA
AWS FERA O#8YE,

EREFIEREMERE
1. % IAM Identity Center  , B —EFF I £ RE/RERAKEERNREER,

MEETR , F2E (AWS IAM Identity Center A EIEE) dWELHFAE
2. BERAERRERE , AREZFEERE —EATRE,

WEER , FS0B (AWS IAM Identity Center fEFEER) FHFIEEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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AWS IoT FleetWise HBEABER

@® Note
BT LA fE A RIS E 4 A B B AWS loT FleetWise, RIS ER A EE AWS IoT FleetWise B %
EFE , WHEE AWS loT FleetWise #$IEZE /X E Amazon CloudWatch FTEERIZF R, INEEELE
B, F2BE A AWS loT FleetWise RIS EE AR,

EEXEEFHRBER

WMRBHKREAAWSIRE |, FE A, REBRE AWS loT FleetWise &, EERBMER AWS loT
FleetWise , B2 BHiRELE, BRHBHSEE(LEERHNER

1. BB AWS loT FleetWise £ 4,
2. TEBRERY AWS loT FleetWise , 1ZEBHRER,

BT EWEBWFHMET , BB BT AWS loT FleetWise BHER,

SRELRH AWS loT FleetWise 5%E

BRI LAE A AWS loT FleetWise XA 5 API RE&E Amazon CloudWatch Logs 6%, Amazon
CloudWatch Logs FIRRE , M fEA MBER AWS ZE LR,

EIB CloudWatch IE& |, BT LAEEIE AWS loT FleetWise FMEftt AWS &R, Ea A CloudWatch
BERKENERIEE  fINHEREEBENRIEES, %E CloudWatch 152N EFMENR , 552
BfEH Amazon CloudWatch E5# AWS IoT FleetWise Amazon CloudWatch,

i%iB CloudWatch Logs , AWS loT FleetWise &% H & #HEiXE CloudWatch BHFEEHE , BAILE
HehEAEREBIMNEHEMRE, MFE CloudWatch Logs HIFEME R , 552 B Configure AWS loT
FleetWise it #.

FERERMEZRE | AWS loT FleetWise & H AWS S E 488 RKiNEER ., L aLUBEFER B M
EE S| AWS KMS, MEMFNFFME , 5828 AWS loT FleetWise &R 1%,

ETHRE (£E28)

MBEEAEAN AWS 1RF |, FBEA , REBBRE AWS loT FleetWise A,

1. BB AWS loT FleetWise £ 4,
2. ELEAIBEKSP , BEFRE.
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3. EiES | EERA. AWS loT FleetWise € BE#& CloudWatch & R EZE R ERE A
& , WA CloudWatch 1§1&,

4. FERCSERT , BEREE

a. 7E CloudWatch Se#kEEH , # A B&EHE,
b. BERTFEE 6 HEEEX.
5. EMERERH , BIEFEHFE,

a. BELEZFANSRER, MWEFMENR , F2EAWS loT FleetWise FH SR EE,

i. fEF AWS £ — AWS loT FleetWise #EENEE S8,
i. BETREM AWS Key Management Service £ — A LEBEIR S AWS KMS keys
M o
b. FERFEE K BEEREX

XERXE (AWS CLI)
1£ 1 AWS CLI , SRS BURE 8.
iR SEME 1AM BF AT SRE

EERIMUA RegisterAccount APl , 8EEiam:CreateServicelLinkedRolefE IAM BUER L
HhaE . API EEENIRFHPRIRKEESE , AR AWS loT FleetWise 1EZR &M EIEH
CloudWatch, ZERFIRF AR SHINEEM , FFWA GetRegisterAccountStatus APl , M HEER
SEfMAR A8 %A REGISTRATION_SUCCESS,

T 58P REEE RegisterAccount M FF AT Y EFIBUR 3 #HGetRegisterAccountStatus :

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"iotfleetwise:RegisterAccount",
"iotfleetwise:GetRegisterAccountStatus",
"iam:CreateServicelLinkedRole"

]I

"Resource": [

"y

FRERRE (AWS CLI) 1
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]
}

E , BT TS

X3

E

X3

1. BE
aws iotfleetwise register-account

2. HERBENE  FIIT T REINEEMARE,

(@ Note

RIS EAE A EERARE AWS loT FleetWise 1IE1Z## E CloudWatch, MEFEMMENR |
SR HA AWS loT FleetWise IR EE A,

B

aws iotfleetwise get-register-account-status

Example @] f&

"accountStatus": "REGISTRATION_SUCCESS",
"creationTime": "2022-07-28T11:31:22.603000-07:00",
"customerAccountId": "012345678912",
"jamRegistrationResponse": {
"errorMessage": "",
"registrationStatus": "REGISTRATION_SUCCESS",
"roleArn": "arn:aws:iam::012345678912:r0le/AWSIoTFleetwiseServiceRole"
},
"lastModificationTime": "2022-07-28T11:31:22.854000-07:00",

}

AR AR I EH -

« REGISTRATION_SUCCESS - AWS &iRE K Iz,

« REGISTRATION_PENDING — AWS IoT FleetWise [EfE RIBFEME R, EFANEERDETRE
SERo

FREEXE (AWS CLI)
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« REGISTRATION_FAILURE — AWS IoT FleetWise EX5M AWS EiR, FHEER.

£ IPv6 @ AWS loT FleetWise 12 555K

A BB B AR B B E 5 6 AR (IPv6) F IPv4 B2 AWS 10T FleetWise B, , LS EAM &R,
3 % 2L $E9%9B IPv6 A IPv4 [ AWS IoT FleetWise APIsiZ SR, EiB IPv6 T BAEEHE
AER.

IPvé BAAMERER Etb R £ —K IP 5%, BRMA 128 U Rt Z=[E , M IPv4 & 32 v
JURitbit, IPv4 ATLAE4E 4.29 x 1079 #i3ik , M IPv6 AT LA 3.4 x 10738 #biit,

2P E im R RY IPV6 JoiR R AF

IPv6 BAMEXES B ARSI THRMMA, BREAREHFTERAFRE B4 RR‘ARES
ISR (SNI) HE(H, FAFImAILAGER SNI ZEMREH EEBMENARSREE  URER —RinRNE
Bin, F2HE EHEHERIER.

AWS PrivateLink 5z 2589 IPv6 X2

AWS |oT FleetWise &£ B2/ H VPC imEh#E1T IPv6 B AWS PrivateLink,
EIES IPv6 bt AE A4

WRIEE A Linux/Unix 2 Mac OS X , A LAEA curl S S RIEERE AT LUEIR IPve FEVEHBIRE, |
MR EHIFTR :

curl -v https://iotfleetwise.<us-east-1>.api.aws

LERIBLUTHINER. MREEB IPv6 B | M IP #thitA§ = IPv6 i,

Host jiotfleetwise.us-east-1.api.aws:443 was resolved.
IPv6: ::ffff:3.82.78.135, ::ffff:54.211.220.216, ::ffff:54.211.201.157
IPv4: (none)

Trying [::ffff:3.82.78.135]:443...
Connected to iotfleetwise.us-east-l.api.aws (::ffff:3.82.78.135) port 443
ALPN: curl offers h2,http/1.1

* * * * * *

R & E A R Microsoft Windows 7 3 Windows 10 , A LU ping @5 BIE 2B T LUEB IPv6
5 IPv4 FEREHBIRE , T HE IR,

£ AWS loT FleetWise £/ IPv6 16


https://www.rfc-editor.org/rfc/rfc3546#section-3.1
https://www.rfc-editor.org/rfc/rfc3546#section-3.1
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ping iotfleetwise.<us-east-1>.api.aws

£ IAM [RBIFRE A IPv6 ik

#% 1Pv6 AREIRZAl , BLABRAR P i EFZAVE IAM BERERE R IPv6 it E8E, WFE IAM
EEFIFFANEAET |, 5520 BHM AWS loT FleetWise B Identity and Access Management,

BFZE IP Mty IAM JRBIERIP iR EE 7, THBEREFER IP it E 4 EE 7 RE B AN
IPv4 th#it54.240.143 . 558, HAPTE IPv6 it #HBH ANEE |, Ht I BEERIEER IPve
3 EITER

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "iotfleetwise:*",
"Resource": "arn:aws:iotfleetwise:us-east-1:111122223333:*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}

EETE IPv6 it , WA LUSRIIERN R TE | LLAEF IPv4 (54.240.143.0/24) 1 IPv6 (2001 :
DB8 : 1234 : 5678 : : /64) #but &5 , 20T I HIFT R

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"
]

1£ 1AM [REBIFRfEA IPv6 itk 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress

AWS IoT FleetWise HBEABER

}
}

fie & HE B Bh

AWS loT FleetWise % i il 232 B3%i8 IPv6 M IPv4 [& AWS loT FleetWise APIsiZHHFER., E&ME
CHBINHIZHFBERE , CEEHHFNA IPv4 5 IPv6 ik, EEHBERENF |, £33 IPv4 F IPv6 A
FimiE R

MRIEEAR R REST AP, BITLAE A% EE# (URI) E#EZZE AWS loT FleetWise %%, AWS
loT FleetWise EX EEEHEMHBIGHERE K EXRTELAETE AWS ElE HHABZBHN—32.

TREREA IPv4 MNEHEIEE AWS loT FleetWise iR &I T HiH KR, NEELHEMNEME
2, 552B AWS loT FleetWise i 2,

Endpoint IPv4 b3k S BRI
B mE iotfleetwise.<region>.amazonaw iotfleetwise.<region>.api.aws
s.com

£ AWS CLI AWS SDKshkF |, el LA{EFHAWS_USE_DUALSTACK_ENDPOINTIRIZSH R
use_dualstack_endpoint B8 , ERHAMEBERRE , UBFAEHBREY, BHUUUEER
S BIRMIEERMERIERD AWS loT FleetWise MM ER. MEFMER , FBREHBN FIPS

Vi i o

fEH B AWS CLI , B LA HREEERE S Config use_dualstack_endpoint true ERFMERE
EHRE AWS . ESEBTIREBMPTE AWS IoT FleetWise S RE[MERERIBAE M BRI, &0
DERERRGSHEM --region BB EEE,

$ aws configure set default.iotfleetwise.use_dualstack_endpoint true

TREUFMAESGSEAEHEERRY MRV ESTEAELRE

- BAILREEL WS --endpoint-url B8 , USHSERTEAEHBIRE, S, E 5w
S, BAILUE <endpoint-url> BfXA iotfleetwise.<region>.api.aws.

aws iotfleetwise list-fleets \
--endpoint-url <endpoint-url>

{50 P 2 3 i 0 B 18
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-endpoints.html

AWS loT FleetWise HEASER

« IBATLATE Config AWS BERAPEEEMMBIMNRER, Hlw , B3 —{Huse_dualstack_endpointi&
EA true ERER | UR—EXRKRE R ERuse_dualstack_endpoint, EEHITH TR , &4
AR EREFRAEHERMEREEMEFANKRERE.
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#ERIE - |oT AWS loT FleetWise A F§

#EiB AWS loT FleetWise , AT LANE, BRANEHERER, FRATPNHBFRERBBER
AWS loT FleetWise,

EZ2RETHERE , #—25 T7H AWS loT FleetWise :

« Ingest AWS loT FleetWise E¥ % Eif
 Model AWS loT FleetWise E &

« Manage AWS loT FleetWise E ¥

« 1£ AWS loT FleetWise &R # 5

- FERATHESRE AWS IoT FleetWise E#}

S

5/ AWS loT FleetWise IT FENEF it Y5, i —ERER Wik BEHEHRERIER. ELUE
MEEE&FENTRE, EnHBEERNEEAINEREREFERENVREE, ERSEENERARE , XU
RRIRZHEE | FERERERA,

A BRERPMMBAEER AWS loT FleetWise, &G 7T HENMBR T EHER (EHERABFE ).
FRISESREAEE, EHMITHEH.,

0% AWS IoT FleetWise BISETT 4 ML M BMMEH , 5B AWS loT FleetWise M BB 2RI

Lb
BE.

LR : 49 45 D&,

/A Important

B EEXFI REEFMEAK AWS loT FleetWise ERMER, WMEFMAEA
AWS loT FleetWise AWS EEEHT K IoT FleetWise,

)
W
&

FORIRMF

BETRIEAMHERE , CELFTETIIER .
- AWS tRF, IIRERE AWS 1RF , F26R ( AWS IRFEE 2E18/m) FHEIL AWS IRF,

& 20


https://aws.amazon.com/iot-fleetwise/pricing/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-creating.html
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- FELEZIE AWS loT FleetWise AWS [EiF Y . B Al , ZEIRI (#MSEELI) MEBMN (EZF=

&) X AWS loT FleetWise, EAILAER AWV [EERZIZESR AWS EEF A RYBIHEF—EE
B, MEFMET , 5F52B AWS IoT FleetWise i B M El£E,

« Amazon Timestream &R :

« Amazon Timestream EXE, WEFMENR , 520 (Amazon Timestream B A E#5/) &
MR ERE,

« 1 Amazon Timestream H 2 Amazon Timestream BRI &K , I FHRENER ., NEFAE
# , 28 (Amazon Timestream B A B#ER) RFHETERK,

« Edge Agent B R"El, (RERBHRBPNVRAT —ELSERSP, )

- SR LAE A Explore Edge Agent TRIEAFIREBRERE AWS loT FleetWise , It 7 & anaI A 2%
Edge Agent EX 38 for AWS IoT FleetWise, LW R&fEA CloudFormation Ei7k, ©&5|EEKE
Edge Agent 2EEB1E, Bi% Edge Agent , RERTE Amazon EC2 Graviton L& Edge Agent
B OUWELAHFERER, RHELRMAESH , TRLAREERPELAFE &, EREDR, #
IRBREFEE., EW. HWENTHED.

- BEETHTRE , FEEZE AWS IoT FleetWise £ 5. FEREEEMN AWS loT FleetWise AFIE
BH  BEERZRE2EAREREN,

S BR 1 : 8% Edge Agent BB for AWS loT FleetWise

® Note
LB CloudFormation B RIERNER., B UERARERRERNET
CloudFormation #t &, WMFEFMEN , FSE AERRERFERAEIERR,
RERRERENRTBEREY | At BMEE,

&) Edge Agent K38 for AWS loT FleetWise AI{EEEIHEE iR 2 BWEH. TERERKERRK
Bl EmERERBREERNIETR.

&= EEXE Edge Agent 88 , BBE—MEAPHIT T HEE -

1.
2.

3.

BIRXERE) CloudFormation &i4<,

EPREVHEER L, SRS EE AMELN AWS IoT FleetWise EREHE, HBRFEH
£ , ERAl CloudFormation AR EREBNFE.

ESET , B ARHERMEBENS AT E,

BB 1 . BXE Edge Agent EX 38 for AWS loT FleetWise 21
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https://docs.aws.amazon.com/timestream/latest/developerguide/console_timestream.html#console_timestream.table.using-console
https://console.aws.amazon.com/iotfleetwise/
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
https://us-east-1.console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateUrl=https%3A%2F%2Faws-iot-fleetwise.s3.us-west-2.amazonaws.com%2Flatest%2Fcfn-templates%2Ffwdemo.yml&stackName=fwdemo
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a. Fleetsize - #2A] LU #T Fleetsize 2 RIEMMBEPNEHHE,

b. loTCoreRegion - & A LLE#T loTCoreRegion ZEUR{EE AWS loT MR B, BH4E
fE B RE I AWS loT FleetWise HEREREIN [EIE, MBFMER AWS BT , FSEE

M &1 - Amazon Elastic Compute Cloud.
4. TETREEERH |, JBEUS BRULREER CloudFormation €23 IAM EiR.
5. BEEBIME A ARBREZFFHN 15 pEZEHENRERE R CREATE_COMPLETE,

6. EEMRBHEBCEY , FEREBEFRIER, ENBERR , REEK
CREATE_COMPLETE,

fwdemo

Overview

Stack ID Description
arn:aws:cloudformation:us-east-

1:012345678912:stack/fwdemo/bd04af20-a269-11ed-bf1d-
0a56266679b7 [A

Status Status reason

() CREATE_COMPLETE

/A Important

B EEL (I REE I MEHAN AWS loT FleetWise ERNER., MTEHMER |

AWS |oT FleetWise AWS EEEEFH loT FleetWise,

FR2 BUBHHKRRE

/A Important

3
¢
a8

I&HEETE AWS IoT FleetWise TR AHFEVEERBERMERARNERER, FHA AWS

CLl,

SER2: BUBERHER
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ERLMER EWMEEREECERNBN  YiHEREMBELERTAREBNER, EEEMYE
WERE , hERUFRE K. ARBEHERBFELCARNES , TUEEERELARREILEHE
B, ARREERRACcERERREPREBNERER. BA, AWS loT FleetWise BR¥ AWS
Ef SEKRFEXE—EARB K. EFPNBRIERERFEIEENENRE -

ByUHHER

1. BB AWS loT FleetWise £ &,

2. EEBEERYP  EE ERER,

3. HEHEMNEML , BEBRVHHER,

4, E—MREAERRD , WA BERELNER , SIW Vehicle1 , ARBRANHER, REBET -,
5. HRARBHFPEEZE-—NZEAR. ZANEESEFPREBEEAR , IEEPEEAR. O
W, BRI GEERRBAONXEBR INAS , UEREERSLEARMEEANER, BEET -5,

6. BELW doc ER K URAERELEEM. BET -,
® Note
EARHYBRESD , BAIUTHES .doc ERULELFER,
7. REBMFEEENEREL K RAREET L,
a. EW-BAERBEMNER , fIUREMSBINERH,
b. BERER - ZERERNERLE  BEENER,
c. BEfu- (EA) WMAENE, I ERER.
d RBE- (ZH) BAARKENERE , HI0E Vehicle.Engine.Light. () R RERFHA
o
e. FERE- (1EA) BATERE.
f. #R- (EA) GABENEIL,
8. MEBMIEE, ERERITE , 5 EE Create (BI), ENHEBH , SREHWERER 2K

B,

SER2: BUBERHER 23
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© Vehicle model created X
You successfully created the vehicle model: demo.

AWS |oT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- @ ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified

J arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)
1:012345678912:signal-
catalog/DefaultSignalCatalog
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b. TEBE&H KT , BIFE HHEL,
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(® Vehicle model created X
You successfully created the vehicle model: demo.

AWS loT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- ) ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified
arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)

1:012345678912:signal-
catalog/DefaultSignalCatalog
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« (A ) allowedValues - AMRBIWEZTE.,

- (#H ) deprecationMessage - EEBERMBRNERR I ZHWEAFAL.
deprecationMessage &% A B 2048 =Ft. BEMFETT : a-z., A-Z, 0-9, : (B%).
) M- (EFH)

« (EA) comment - FREALIINNGERE, ERTHREHEHRERINEDH[NVEMEF , HINEER
EQHERERIEBRNZE,

(K

AW RZUH 2048 fAF L. BMFIL :a-z, A-Z, 09, : (B&). _ (ER) M- (EF

;b)o

REEMNENEE

BUABRENERE K SEAEMNERER, RToX2H  GLERNERRHAREE (1B
RFEE ) NBUAER. FERHBZEERENAS , SN, BERKREBHHKE , flHE
AERFE (0 UINTS) S EH 5 ( HlanEFR—&E S ) o a0 , Carve.Cameras.Front K&k %
%. Carve.Cameras.Front.Image X Z&#&# , M Vehicle.Cameras.Timestamp X &R E %,

THEMERNFERGEH RENMEARNERFRELEE — json BEX,
Examplef@ ¥ & BI3ER

{
"Vehicle": {
"type": "branch"
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// Signal tree
.
"ComplexDataTypes": {
"VehicleDataTypes": {
// complex data type tree

"children": {
"branch": {
"children": {
"Struct": {
"children": {

"Property": {
"type": "property",
"datatype": "Data type",

"description": "Description",

//
}
}I

"description": "Description",
"type": "struct"
}
}

"description": "Description",
"type": "branch"

(@ Note

BRI T REE T |, # ROS 2 ARBR AT B HHEEA VSS json R,

7, AR RERRERREASER,

RBEZRRENEREBRAF , IRt /ME2E,

me

B
X E

=

BEXER AR (DER )  BEETIERA,

« fullyQualifiedName - BFJEBHNTEEE, W,
ComplexDataTypes.VehicleDataTypes.SVMCamera,

EHFE- okt S n e

MFFHAE
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TEEZBBZITE 150 @AFx. BERFETX a2z, A-Z, 0-9, : (B%) M_ (EH)
« (i#H ) Description- FSEMHEIR,

HIRZZTH 2048 fAFT. BERFET :a-z. A-Z, 0-9, : (B%). _ (KEHE) M- (E=F
)

« (#H ) deprecationMessage - EEBEHMBRNETER D ZHNEAFAL.
deprecationMessage X Z A H 2048 f@Ft. BERXFT : a-z. A-Z, 09, : (B#).
B) M- (EFHE),

* (A ) comment - RIS, R THREHERBERIEBRNEMBER , SIWHFR
HEHABERESRNEDRNSE,

(K

TAMERZAE 2048 HF T, BMFT 1a-z. A-Z, 09, : (B). _ (ER) M- (EF
) o

RE Bt
HEREHFBY  FEETIEA.
- dataType - AFHNERER ML AR T I HEFP —IF : INT8, UINTS, INT16, UINT16, INT32, UINT32,

INT64,
UINT64, BOOLEAN, FLOAT., DOUBLE, STRRING, UNIX_TIMESTAMP, INT8_ARRAY. UINT8_AREF

« fullyQualifiedName - BR|BMNWZEERE, il , B IBMENZEEBIER
ComplexDataTypes.VehicleDataTypes.SVMCamera.FPS,
ZTEZBRZIE 150 BFEx. BRFET a2z, A-Z, 09, : (BR) M_ (KEH)

« (i ) Description - FASRHMIHER,
HIRRZ A 2048 BFET. BENFET :a-z. A-Z, 09, : (B%). _ (EH) M- (E=F
) o

- (1#H ) deprecationMessage - EEBERMBRNERR I ZWEARAL,
deprecationMessage &% A H 2048 fAFt. BERFT : a-z, A-Z, 0-9. : (B ).
) M- (EFH).

« (EA) comment - RAUNNERE, FRUTAREHEHEARESRIEHRNEMENR , fIWHER
B RRESRSIEBHENSE,

(K
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FMBZTE 2048 AFET. BEMFERX a2z, A-Z. 09, : (B¥). _ (E#HE) M- (EF

)i ) o

« (#H ) dataEncoding-1EH BERBATEMNER., BIIBMENERGERL AR TIHP—
1§ : BINARY = TYPED.,

« (i#H ) structFullyQualifiedName - R BiIBMMERIER S Struct = StructArray , Al
BBEITBHENERE (struct) BB TEZRE,

TEEBRZUH 150 AFT. BRFRTL a2z, A-Z, 0-9, : (BHK) M_ (KEK).

3 AWS loT FleetWise 5% B %

A LAE A CreateSignalCatalog AP #BR4ERE ML FASHE B #%. TSI HIER AWS CLl,

EEEVHARBE , BT THTR
¥ signal-catalog-configuration UK ABEHEN json BREBE,

aws iotfleetwise create-signal-catalog --cli-input-json file://signal-catalog-
configuration.json

« # signal-catalog-name MR BEEM KA B HE B,
- (BEA) #BERAER , SUBBEEBIFARE &,

MENMARES X, B, BESMBBINFEMENR , 5526 Configure AWS loT FleetWise 550

{
"name": "signal-catalog-name",
"description": "description",
"nodes": [
{
"branch": {
"fullyQualifiedName": "Types"
}
},
{
"struct": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage"
}
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},
{
"struct": {
"fullyQualifiedName": "Types.std_msgs_Header"
}
I
{
"struct": {
"fullyQualifiedName": "Types.builtin_interfaces_Time"
}
},
{
"property": {
"fullyQualifiedName": "Types.builtin_interfaces_Time.sec",
"dataType": "INT32",
"dataEncoding": "TYPED"
}
I
{
"property": {
"fullyQualifiedName": "Types.builtin_interfaces_Time.nanosec",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.std_msgs_Header.stamp",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.builtin_interfaces_Time"
}
I
{
"property": {
"fullyQualifiedName": "Types.std_msgs_Header.frame_id",
"dataType": "STRING",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.header",

"dataType": "STRUCT",
"structFullyQualifiedName": "Types.std_msgs_Header"

BB &% 43



AWS IoT FleetWise

FMBABER

}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.format",
"dataType": "STRING",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.data",
"dataType": "UINT8_ARRAY",
"dataEncoding": "BINARY"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle.Cameras"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.Cameras.Front"
}
I
{
"sensor": {
"fullyQualifiedName": "Vehicle.Cameras.Front.Image",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage"
}
},
{
"struct": {
"fullyQualifiedName": "Types.std_msgs_msg_Float64"
}
I

BB &%
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std_msgs_msg_Float64.data",

"structFullyQualifiedName": "Types.std_msgs_msg_Float64"

sensor_msgs_msg_RegionOfInterest"

sensor_msgs_msg_RegionOfInterest.x_offset",

sensor_msgs_msg_RegionOfInterest.y_offset",

sensor_msgs_msg_RegionOfInterest.height",

{

"property": {
"fullyQualifiedName": "Types.
"dataType": "DOUBLE",
"dataEncoding": "TYPED"

}

1,
{

"sensor": {
"fullyQualifiedName": "Vehicle.Velocity",
"dataType": "STRUCT",

}

},
{

"struct": {
"fullyQualifiedName": "Types.

}

1,
{

"property": {
"fullyQualifiedName": "Types.
"dataType": "UINT32",
"dataEncoding": "TYPED"

}

},
{

"property": {
"fullyQualifiedName": "Types.
"dataType": "UINT32",
"dataEncoding": "TYPED"

}

1,
{

"property": {
"fullyQualifiedName": "Types.
"dataType": "UINT32",
"dataEncoding": "TYPED"

}

},
{

"property": {

"fullyQualifiedName": "Types.

"dataType": "UINT32",

sensor_msgs_msg_RegionOfInterest.width",

BB &%
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"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.do_rectify",
"dataType": "BOOLEAN",
"dataEncoding": "TYPED"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle.Perception"
}
},
{

"sensor": {
"fullyQualifiedName": "Vehicle.Perception.Obstacle",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest"

}

(@ Note

BRI HREE T , & ROS 2 ARBRG TN B KMAM VSS json EFR. WHEFHEE
7, B RERRERREASER,
RBERREREREERS , AR EE,

MREGHEAEFZE AWSKMS €RBANE , FE2ETIBERER , FEENAETUNA
CreateSignalCatalog API 1k,

%

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"

1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

1

FE_A AWS loT FleetWise A% B &

AT LUER AWS 0T FleetWise 2 A8 API RE A% B 8.
*iE

- EAFRESH (FES

- EAFEEH (AWS CLI)

[EARREEZ (E2E)

Ea LA AWS loT FleetWise 324 B A A B .

/A Important
BERZUUE—EARE &, MRECEEAREK , AFSEERAPEIEATRB KN
BIE,
FE A 55 B 8%

1. B3R AWS loT FleetWise £ A&,
ESEEKRD , BEARB &,
EAFEEBEEEL | BIEEAARE &,
EASEARNER,

BER SIRETFRLEER

B w0 N

NS ASE -3 47
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a. iZ#E Import from S3 (# S3 EA).
b. £ Browse S3 (BIE S3),

c. HRFEENE 6 WARETESBIG  RBEEPRET  REBEPRIFER. &
BERERRME,

;& , &% S3 URI, 81 A Amazon Simple Storage Service URl, MEFFMER ,
{Amazon S3 FAEERE) FHEFIRFIEBNS .

HEREHNERLERER

3
¢
an

a. EEREREA
b. L& E@WARRME (VSS) XM json B,
5. BEIAREH , AREZFEALESR.

FE A SA5% B 8 (AWS CLI)

Al BAE A ImportSignalCatalog AP #4E L8 JSON # R |, SUBBIE A B %, BN EBRE WA
A (VSS) FARRFEFE JSON ERF., THEHIER AWS CLl,

EEEAARBE BT TS

« # signal-catalog-name B BEEI A B &KE R,
- (A ) SERERA22 , AHBBIEEBIANRE &,
- LLBE VSS HERNIHFM JSON FHEERBZBEU signal-catalog-configuration-vsse

MEWMAERED . B, BRESNABENFHEER ,

HI‘H

28 Configure AWS loT FleetWise #5%.

aws iotfleetwise import-signal-catalog \
--name signal-catalog-name \
--description description \
--vss file://signal-catalog-configuration-vss.json

JSON #ERKIBFERILIIFEB vssIson WEIE. LAT 2 VSS FEZRASRE A,

{
"Vehicle": {
"type": "branch",
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"children": {
"Chassis": {
"type": "branch",
"description": "All data concerning steering, suspension, wheels, and brakes.",
"children": {
"SteeringWheel": {
"type": "branch",
"description": "Steering wheel signals",
"children": {
"Diameter": {
"type": "attribute",

"description": "The diameter of the steering wheel",
"datatype": "float",
"unit": "cm",
"min": 1,
"max": 50

},

"HandsOff": {
"type": "branch",
"children": {
"HandsOffSteeringState": {

"type": "actuator",

"description": "HndsOffStrWhlDtSt. Hands Off Steering State",
"datatype": "boolean"
},
"HandsOffSteeringMode": {
"type": "actuator",
"description": "HndsOffStxWhlDtMd. Hands Off Steering Mode",
"datatype": "int8",
"min": Q,
" ": 2
}
}
}
}
.

"Accelerator": {
"type": "branch",

max

"description": "",
"children": {
"AcceleratorPedalPosition": {
"type": "sensor",
"description": "Throttle_ Position. Accelerator pedal position as percent. 0 =

Not depressed. 100 = Fully depressed.",
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"datatype": "uint8",

"unit": "%",
"min": O,
"max": 100.000035
}
}
}
}
},

"Powertrain": {
"type": "branch",

"description": "Powertrain data for battery management, etc.",

"children": {
"Transmission": {
"type": "branch",

"description": "Transmission-specific data, stopping at the drive shafts.",

"description": "Vehicle_Odometer",

"children": {
"VehicleOdometer": {
"type": "sensor",
"datatype": "float",
"unit": "km",
"min": 0,
"max": 67108863.984375
}
}
},

"CombustionEngine": {
"type": "branch",

"description": "Engine-specific data, stopping at the bell housing.",

"description": "Engine description",

"description": "timing description",

"children": {
"Engine": {
"type": "branch",
"children": {
"timing": {
"type": "branch",
"children": {
"run_time": {
"type": "sensor",

"description": "Engine run time",
"datatype": "intl6",

Ilunitll: Ilmsll’

FE A FAER B 8%
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"min": O,
"max": 10000
},
"idle_time": {
"type": "sensor",
"description": "Engine idle time",
"datatype": "intl6",
"min": Q,
"unit": "ms",
"max": 10000
}
}
}
}
}
}
}
}
},
"Axle": {

"type": "branch",
"description": "Axle signals",

"children": {
"TireRRPrs": {
"type": "sensor",
"description": "TireRRPrs. Right rear Tire pressure in kilo-Pascal",

"datatype": "float",
"unit": "kPaG",
"min": O,
"max": 1020
}
}
}
}
},

"Cameras": {
"type": "branch",

"description": "Branch to aggregate all cameras in the vehicle",
"children": {
"FrontViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Front view camera"
I
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"RearViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Rear view camera"
},
"LeftSideViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Left side view camera"
I
"RightSideViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Right side view camera"
}
}
},
"ComplexDataTypes": {
"VehicleDataTypes": {
"type": "branch",
"description": "Branch to aggregate all camera related higher order data types",
"children": {
"SVMCamera": {
"type": "struct",

"description": "This data type represents Surround View Monitor (SVM) camera
system in a vehicle",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Make": {
"type": "property",
"description": "Make of the SVM camera",
"datatype": "string",
"comment": "Test comment",
"deprecation": "Test deprecation message"
1,

"Description": {

"type": "property",

"description": "Description of the SVM camera",
"datatype": "string",

"comment": "Test comment",

"deprecation": "Test deprecation message"

}I
"FPS": {

EPNEIRTASE 3 52



AWS IoT FleetWise HBEABER

"type": "property",

"description": "FPS of the SVM camera",

"datatype": "double",

"comment": "Test comment",

"deprecation": "Test deprecation message"
I

"Orientation": {

"type": "property",

"description": "Orientation of the SVM camera",
"datatype": "VehicleDataTypes.Orientation",
"comment": "Test comment",
"deprecation": "Test deprecation message"

},

"Range": {
"type": "property",
"description": "Range of the SVM camera",
"datatype": "VehicleDataTypes.Range",
"comment": "Test comment",
"deprecation": "Test deprecation message"

1,

"RawData": {
"type": "property",
"description": "Represents binary data of the SVM camera",
"datatype": "uint8[]",
"dataencoding": "binary",
"comment": "Test comment",
"deprecation": "Test deprecation message"

1,

"CapturedFrames": {

"type": "property",

"description": "Represents selected frames captured by the SVM camera",
"datatype": "VehicleDataTypes.Frame[]",

"dataencoding": "typed",

"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
I
"Range": {
"type": "struct",
"description": "Range of a camera in centimeters",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
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"Min": {
"type": "property",
"description": "Minimum range of a camera in centimeters",
"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Max": {
"type": "property",
"description": "Maximum range of a camera in centimeters",
"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}

iy

"Orientation": {
"type": "struct",

"description": "Orientation of a camera",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Front": {
"type": "property",
"description": "Indicates whether the camera is
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
"Rear": {
"type": "property",
"description": "Indicates whether the camera is
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
"Side": {
"type": "property",
"description": "Indicates whether the camera is
vehicle",
"datatype": "boolean",
"comment": "Test comment",

oriented to the front of the

oriented to the rear of the

oriented to the side of the
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"deprecation": "Test deprecation message"
}
}
I
"Frame": {
"type": "struct",
"description": "Represents a camera frame",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Data": {

"type": "property",
"datatype": "string",

"dataencoding": "binary",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
}
}
}
}

T5IgEHI R JSON F&EF VSS FERNHRE TR,

"vssJson": "{\"Vehicle\":{\"type\":\"branch\",\"children\":{\"Chassis\":{\"type

\":\"branch\",\"description\":\"All data concerning steering, suspension, wheels,

and brakes.\",\"children\":{\"SteeringWheel\":{\"type\":\"branch\",\"description
\":\"Steering wheel signals\",\"children\":{\"Diameter\":{\"type\":\"attribute\",
\"description\":\"The diameter of the steering wheel\",\"datatype\":\"float\",\"unit
\":\"em\",\"min\":1,\"max\":50},\"HandsOff\": {\"type\":\"branch\",\"children\":
{\"HandsOffSteeringState\": {\"type\":\"actuator\",\"description\":\"HndsOffStrWh1DtSt.
Hands Off Steering State\",\"datatype\":\"boolean\"},\"HandsOffSteeringMode\":
{\"type\":\"actuator\",\"description\":\"HndsOffStrWhlDtMd. Hands Off Steering Mode
\",\"datatype\":\"int8\",\"min\":0,\"max\":2}3}3}3}},\"Accelerator\": {\"type\":\"branch
\",\"description\":\"\",\"children\":{\"AcceleratorPedalPosition\":{\"type\":\"sensor
\",\"description\":\"Throttle__ Position. Accelerator pedal position as percent. 0

= Not depressed. 100 = Fully depressed.\",\"datatype\":\"uint8\",\"unit\":\"%\",
\"min\":0,\"max\":100.000035}3}3}3}},\"Powertrain\": {\"type\":\"branch\",\"description
\":\"Powertrain data for battery management, etc.\",\"children\":{\"Transmission\":
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{\"type\":\"branch\",\"description\":\"Transmission-specific data, stopping at the
drive shafts.\",\"children\":{\"VehicleOdometer\":{\"type\":\"sensor\",\"description
\":\"Vehicle_Odometer\",\"datatype\":\"float\",\"unit\" :\"km\",\"min\":0,\"max
\":67108863.984375}}},\"CombustionEngine\": {\"type\":\"branch\",\"description\":
\"Engine-specific data, stopping at the bell housing.\",\"children\":{\"Engine\":
{\"type\":\"branch\",\"description\":\"Engine description\",\"children\":{\"timing\":
{\"type\":\"branch\",\"description\":\"timing description\",\"children\":{\"run_time\":
{\"type\":\"sensor\",\"description\":\"Engine run time\",\"datatype\":\"intl6\",\"unit
\":\"ms\",\"min\":0,\"max\":10000},\"idle_time\":{\"type\":\"sensor\",\"description
\":\"Engine idle time\",\"datatype\":\"int16\",\"min\":0,\"unit\":\"ms\",\"max
\":10000}333333333,\"Axle\": {\"type\":\"branch\",\"description\":\"Axle signals\",
\"children\":{\"TireRRPrs\": {\"type\":\"sensor\",\"description\":\"TireRRPrs. Right
rear Tire pressure in kilo-Pascal\",\"datatype\":\"float\",\"unit\":\"kPaG\",\"min
\":0,\"max\":1020}3}3}3}3}1}"
}

(® Note
BULTRAHBIETE , 4 ROS 2 FASEIRSEAN E RMEAH VSS JSON E2R. MEFH
&Y, FoH ABXRENMBASERM,
RERRENERFARRS , TRREEMEE,

MREGHEREFZE AWSKMS €RBANE , FEETIBERER , BELENAC WA
ImportSignalCatalog APl #&4E,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
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1

B3 an AWS loT FleetWise 3% B %

& A LA A UpdateSignalCatalog API RERE IR B RIAS: H 8%, THIEFIFERA AWS CLI,

EEEHMREANAREE , FHT TG

# signal-catalog-configuration X BB EHREN json BRERE,

aws iotfleetwise update-signal-catalog --cli-input-json file://signal-catalog-
configuration.json

# signal-catalog-name BN BEE 2 A5 H & B,
MEMARESD X, Wi, BESNKDIHFEMET , S8 Configure AWS 0T FleetWise F5.

/A Important

BIIRBETTEN, NRLEERBUHENEFIB/AREEITERE (F£8) , BRRE
B, UEAMENBEIEFEL NGRS,

EEMBRBETHEB  BE PEEBHNTESZBnodesToRemove, MREFMAZSERE |
RIEEMBRZAE R, TASEEBNAE (HERNBERAERAEELE ) BLEEREREN
ABR B 8% 2 5 EH MR

{
"name": "signal-catalog-name",
"nodesToAdd": [{
"branch": {
"description": "Front left of vehicle specific data.",
"fullyQualifiedName": "Vehicle.Front.Left"
}
},
{
"branch": {
"description": "Door-specific data for the front left of vehicle.",

"fullyQualifiedName": "Vehicle.Front.Left.Door"
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}
.
{
"actuator": {
"fullyQualifiedName": "Vehicle.Front.Left.Door.Lock",
"description": "Whether the front left door is locked.",
"dataType": "BOOLEAN"
}
},
{

"branch": {
"fullyQualifiedName": "Vehicle.Camera"
}
I
{
"struct": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera"
}
},
{
"property": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera.IS0",
"dataType": "STRING"
}
}
1,
"nodesToRemove": ["Vehicle.Chassis.SteeringWheel.HandsOffSteeringState"],
"nodesToUpdate": [{
"attribute": {
"dataType": "FLOAT",
"fullyQualifiedName": "Vehicle.Chassis.SteeringWheel.Diameter",
"max": 55

MREGHERAEZEFZE AWSKMS €RBANE , FEETIBERRER , BELENACTANA
UpdateSignalCatalog API &4k,

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
R AR B SRR

B LAE A ListSignalCatalogNodes API IR{EZRERFEF % B B 2B S EH#H. THEFIER AWS CLi,

HRMEUEEAR B BPAEAR (B ) WO EBE , FHTTIHT.

# signal-catalog-name B BERERN A B HEHE,

aws iotfleetwise list-signal-catalog-nodes --name signal-catalog-name

MREERAEFZE AWS KMS £REANE , 28 TIBERRAN , BLENAGTUUA
ListSignalCatalogNodes API 1k,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
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MiER AWS loT FleetWise 5% B 8%

A LAE A DeleteSignalCatalog API B 4E3R M BREA 5% B #%. T SIEEHIERA AWS CLl,

/A Important
EMBRARE &8, FHRECKEHERBNEREL, MRHRETURE, =@, MEITH
EE . MFFMRA , FERTIEE !

« MiBX an AWS loT FleetWise E & 5!

Bk an AWS loT FleetWise fEiEEs EFEE
fiBR AWS loT FleetWise E#

fiBR AWS loT FleetWise #&f

fiBR an AWS loT FleetWise 1788 & &

EEMBRBRENRAFZEEE , AT IS, # signal-catalog-name B BEEMBRAIFASE B 8%
£,

aws iotfleetwise delete-signal-catalog --name signal-catalog-name

BR R AN AR B SR BR

& A LAE A ListSignalCatalogs API IR{EZRER T = & S MIBRAASE B 8. T5IEHIEA AWS CLI,

HEMEFTARARBEN S ERE , ST TSGR,
aws iotfleetwise list-signal-catalogs

MREGHERAEFZE AWSKMS €RBANE , FEETIBERRER , BELENAC WA
ListSignalCatalogs API &4k,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

Get AWS loT FleetWise 5% H $: & 3,

A LAE A GetSignalCatalog API BR{EZREEENGASE B &M, THEFIEA AWS CLl,

= ZHREEAR B SENMEEET , FRT TS

# signal-catalog-name BN AEEREEM A B B,

aws iotfleetwise get-signal-catalog --name signal-catalog-name

MREHEREFZE AWSKMS €RBANE , FE2ETIBERER , BLENAC WA
GetSignalCatalog API 4k,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms :Decrypt"
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1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

1

(@ Note
LRERSK—H. 52 , TRASMUARRFANE ZNEBE.

Manage AWS loT FleetWise EEER{EH

B AERARAMREVERER | UiGEEEERNEN, ERELSHHERERN S ER R
FEIT—HNER , FELTURERBERBENER., RERERELNETNWEHSEAHERNAR
BiH, MEFMER , FZBManage AWS loT FleetWise E &,

BEEHELSEE —BARER L , EF S SEREENRE. REATURTHES —EE :

« ACTIVE - EHEjE B EAER AR EE,
- DRAFT - HEiE R AR EREF

/A Important

. BUNBLEEEAEBE , THEEH CreateModelManifest API BERVEWHER, 1F
BMRER | BSEE AWS loT FleetWise 5% B &,

o WNREMEH AWS loT FleetWise TR BV HEHER & AWS loT FleetWise & H B A&
FAERED,

- MNBRHEFEH CreateModelManifest API BRERBHFHER BHEHERNSRISHE
DRAFT AREE,

o IREEREREA DRAFT MEMNEHERZTHEH, FH UpdateModelManifest APl B1EAE
EHfHERESE A ACTIVE REE,

o BESEIREEREN ACTIVE REEMNEHERETR,
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FE

« B3 AWS loT FleetWise B #jiE

o ¥ an AWS loT FleetWise EE#fi& il

« MiBX an AWS loT FleetWise B & !

« Get AWS loT FleetWise g R & A

3 AWS loT FleetWise E#fia &

BRI LAEA AWS loT FleetWise 12 A 5 API RET HFHER,
x5

s BUVHRHER (E7H)

o BIUEEER (AWS CLI)

BUHWRER (EEA/)
£ AWS loT FleetWise 12 A&7 |, EALUEB T AR B EWER

< (EA RHAVER AWS
- FREVERER
- EREHEY

e R RALAVEE A AWS

AWS loT FleetWise 12t REZ BN (OBD) Il, J1979 &7 |, AJHEIAFREN AL B &, BRI MRS
BENEE, @At EH OBD BN ENEEMRIBR[ENEE., NEFMENR , 2 /BManage AWS
loT FleetWise fRi5e &8 8-

EREAEVERHER

1. BARK AWS loT FleetWise £ A&,

2. EEBERT , BEEHEDR,

3. EEHWEMEREL , BREMPRENELS,
4. BEREDE (OBD) Il
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5. # A AWS loT FleetWise IEfE A OBD KA EEE.
6. EEHIE,

FHEVERER

B A EE—HZE .dbc R , (EFMR B HKMEHARKEARAMR. dbc {ER2IRH R EHME (CAN
R ) EREXENEREN,

/A Important
ICEESEER AWS [oT FleetWise EZ BV ERRBRRERNARNEREE, Rz , FEH

R AWS CLI B H#ER,
RERAMERERABRES , e RMEE,

FHEVERER

1. BB AWS loT FleetWise £ 5,
2. EEEBEHEKY  EEF BERED,
3. CHEHEREHERL  EBEEVEHER REHTTIEME,

ES |

- FR1 REEHEE

- BB 2 AR

- SER 3 EAFAH

- (OEH) S84 HEEBH
- SR 4 REANEY

TR REEHRE
E—MERAP , 1T THEME

1. BWAEREENERE,
2. (BH) @mA#HR,
3. igg—lt_io
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HR 2 AR

(® Note

- MRERMLE—IRER AWS loT FleetWise , FRIFEEARE &% , BRI TR EEER.
BUS—EEWERR , AWS IoT FleetWise EBBEU AN B &% , WAEARTEEE—@E
EEE,

- WMREHFEH AWS loT FleetWise , & ] LAfEEASE B 8 P BEGASR T & .dbc ERIAE A
W, AR E SR ERER,
o BAHBEELE BRI B ERER,

HIEEA R
1. REBHMEZTEFRENFARE KD , BE-HZEAR. SUUAELAAESPREZIMOAR.

(@ Note
REERNARS EMEEEHRE,

2. igg-lt_io

HER 3 [EAFAR

@ Note

« MBIERLEE—XEH AWS loT FleetWise , IBHBAZE D FHE—E .dbc ERRKE AR,

o WMREHFEH AWS loT FleetWise , & a] LAIEEA SR B 8 P REGASR N L& .dbc ERIAEAFA
B BTSSR ERER,

- BURAELE—EFRS RN EWMER,

EPNIR

1. BEBREER,
2. GEYEAHED  BEASAEN dbc R, AU LEESZE doc X,
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3. AWS IoT FleetWise &I &K .dbc 1R UEEAMR.

EAREERT , AREAREETHIFRER,
- BE-AARNERE,

AMBBLERE N, ARBBMNLRERZSAE 150 @FxT. BRFRT : a-z. A-Z, 0-
(B ) M_ (K&E) .

- BREE - FARNERERXARTIIES —IF | INT8, UINTS, INT16, UINT16, INT32,
UINT32, INT64,
UINT64, BOOLEAN, FLOAT., DOUBLE., STRRING, UNIX_TIMESTAMP, INT8_ARRAY. UTINT
2 UNKNOWNOWN,

- FASREER - ARMER U ERBESIBEEE.
- (EBA) B -FRHBIEEN , HlE0 km = Celsius,

- (BA) B - MK, B ISONPath Ffl , FEEA dot(.) RESE FHAHMK. Hl0
Vehicle.Engine.Light,

©

ARBBINLRERZTA 150 HFT. BRFT 1 a-z. A-Z. 09, : (B5) M_ (K
#) o

- (EH) s/ME-ARNRME
- (EH ) BXE-ARNIZKE
- (IBH ) #Hi - FASRAVIER

HIRZZTH 2048 fAF T, BERFET :a-z. A-Z, 0-9, : (B%). _ (KEHE) M- (E=F
)

4. EET_ﬁo

(1BA) 8R4 FHEBH

RS LAETIE 100 BN  SEAFR B FPNREEMN.
HEEY

1. EFNEBEDS  AEEBMEEETIIFRER,
- BE-BUENERE,

i

i
H
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AREBOARE—N, AREBNRERZATEHE 150 @BF . BRFTT : a—z. A-Z, 0-
( E"J’)u) *l]_ (J-_._ﬁ‘s’?)
- EREE -BUHNERNEREXERTYHEHAP—IF : INTS, UINTS, INT16, UINT16,
INT32, UINT32, INT64, UINT64, BOOLEAN, FLOAT., DOUBLE. STRRING,
UNIX_TIMESTAMP, INT8_ARRAY. UINT8_ARRAY, INT16_ARRAY. UINT16_ARRAY, INT32_AF
UNIX_TIMESTAMP_ARRAY = UNKNOWNOWN
- (EBRA) BEu-BHENBIZEEN | fl20 km 5 Celsius.
- (BA) BRE - AR RE, B JSONPath F L , FEFEM dot(.) KRBE FAK. Fl0
Vehicle.Engine.Light,

o

FREBMLBERSTH 150 BFT. BRFT : az. AZ 09, : (H%) A_ (&
®)
. (A BUME - BIEHEME.
(A ) BAME - BIENBAME.
. (A A - WK,
HARSTA 2048 AFT. BRFR az. AZ 09, : (HH). _ (KM) M- (EF
#) .
2. BET-%,

SB4: mBEMEY
ERREMIERERE  REBIBIERY,
EREHER

AWS loT FleetWise AIAER B EHHER WAL  UEITHPEDR, frBEHERFIEENAREE
HEFEFEDR,

BRHEHRE

1.  BARX AWS IoT FleetWise 24,
2. EEEBEKD , BIE BWER,
3. REFHERNFEPREER ARAREEFERER,

FEXEERER  FEEFHEVEWEIEHERE,
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AWS loT FleetWise AIREFR BEX D EBNREREEEVEHRENGR. KIBEVERERR # E
WEREEL , MEWSER ACTIVE, EEHERERERTRE J&Eﬁﬂilfﬁiﬁreo

BUEMWMEKER (AWS CLI)

A LAE A CreateModelManifest API BRYERIBVEHBHER (BBEHAFE ). T AFEH AWS CLI
H &,

/A Important

ARG EE , TEE A CreateModelManifest API BRERV EHHER, MFEMN
)32 3 FA5E B skEVEEME R , B2 2 AWS loT FleetWise #A 557 B &%,

FEEVERHER FHTTIRT.

# vehicle-model-configuration B BB EMHEN json BREHE,

aws iotfleetwise create-model-manifest --cli-input-json file://vehicle-model-
configuration.json

« ¥ vehicle-model-name X BRERI v EHEENER,
« # signal-catalog-ARN BXX &&A5% B #%H Amazon Resource Name (ARN).
- (ER) #BRAER , GBI EERBIERED,

FTUAREST X, B, BRESNBEHNFMER , 5528 Configure AWS IoT FleetWise F%

{
"name": "vehicle-model-name",
"signalCatalogArn": "signal-catalog-ARN",
"description": "description",
"nodes": ["Vehicle.Chassis"]

}

MREGHEREFZE AWSKMS €RBANE , FEETIBERRER , BELENACTLANA
CreateModelManifest API &4k,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

E#H an AWS loT FleetWise s &

B A LAE A UpdateModelManifest API BEREF IR BN ERIER (HBEEFEE ), TIHAMSEA
AWS CLIHI &4,

EEENMREEHER  FRIT TG
# update-vehicle-model-configuration R BEEHEEN json BREHE,

aws iotfleetwise update-model-manifest --cli-input-json file://update-vehicle-model -
configuration.json

« # vehicle-model-name MR AEEFNEWERLZRE,
- (IBA) ZERAEHER | FLL B vehicle-model -statusACTIVE,

/A Important
ERERMAR  CRELSFEHER,

« (BA) BHBRKKENNER , SAHBERE B ERmEE,
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{
"name": "vehicle-model-name",
"status": "vehicle-model-status",
"description": "description",
"nodesToAdd": ["Vehicle.Front.Left"],
"nodesToRemove": ["Vehicle.Chassis.SteeringWheel"],
}

MREFERAEFZE AWS KMS £BEANE , FE2ETIBERER , ZEHNAE WA
UpdateModelManifest API 1k,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
R ERAR R E A

O] LAEF ListModelManifestNodes AP| i@ EREFEEWEN E B EEH. FHEHIFEHR AWS CLI,

EEHNEEERREDHATS (HH) NIEBFE , BT TGS,

# vehicle-model -name MR A RENEHFHIRE ZE,

aws iotfleetwise list-model-manifest-nodes /
--name vehicle-model-name
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MRBFEAZEFZE AWSKMS €A NE , HE8 TIBERRER , BLNAGTAWUA
ListModelManifestNodes API &4,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

kR an AWS loT FleetWise BEERE A
IETILAE R AWS loT FleetWise £ A AP| M BREFHER,

/A Important

REWHERAEBRN ER MRS EL A LM, MEFMER ,
FleetWise B & MilER an AWS loT FleetWise f#iE28 & AFE,

ﬂlh

SEMBR AWS loT

M EGFER (EHE)
EEMRERER | FHEHA AWS loT FleetWise £ A&,
Al B B i A

1. BIRBK AWS IoT FleetWise £i2 A,
2. EEEBEKD , BIE ERER,
3. CHEHEREHERL  EEEBEEHER,

WREmED —
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4. BIEZE MR,
5. 7EMER vehicle-model-name? & , MM AEMPRMWERERZRE K REBERT,

fBREEEHEF (AWS CLI)

BT LAE A DeleteModelManifest AP IREZRMBRIREMWEREDR (EHERABFE ), THAEH
AWS CLIFY &1,

EEMBREHER  FHAT TSRS,

# model-manifest-name R BEEMR EHWER N BB,

aws iotfleetwise delete-model-manifest --name model-manifest-name

BREMRERER

BRI LAE M ListModelManifests APl #IEXRERE R B CMIBRERER, THEHIEEHR AWS CLI,

EEMNFEERELNEN D BEBE  BHIT TS
aws iotfleetwise list-model-manifests

MREBERAEFEFESZE AWSKMS €8 ANE , B2 THBERRRS , EENAGT LA
ListModelManifests API 4,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
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1

Get AWS loT FleetWise EHEgE R & A

O] LAEA GetModelManifest API IR {ERBENVE I ER W MHEER., T HIEHIER AWS CLl,

EEHNMERERNMERER  FHTTIBT.

1§ ##a# MR BRI ERERE B R,

aws iotfleetwise get-model-manifest --name vehicle-model

@ Note
LRERSK - RAER , TRISUNRREREENEE,

MRBEAZEFZE AWSKMS €A NS , FE8 TIBERREAN , BENAGT WA
GetModelManifest API #4E,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"”
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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Manage AWS loT FleetWise fEiGEs &5 E

/A Important

¥45E AWS loT FleetWise THREIZERE sI Z EISHE, MEFMENR , FFSEAWS AWS loT
FleetWise ARy [E i3 F1Zh 8L vT A 4.

RIGEREEETE AWS loT FleetWise AR ERER ( —HMNER ) BRAAETEE , URE
BERAETERSITNRIBEER. ARAEANARRBERERCARIERBREFAFTENR LTS,

MR E

DEEHPEREANBAHENEBEEH. AWS loT FleetWise & T HIEFAE
125 25 [E 1A% (CAN EREE )

EREFIFHET (ECUs) 2 EMERBAAXHNBAHE. ECUSTIAZSIEBEHET, Z2R
%:R Eﬂ%\%ﬂ:o
WIEERHET (OBD) Il
—SHRNBANE K ERERDEERNAE ECUsz B TENA. CRESEEEDEM
EEM% (DTCs) , A% BhE% Bl B8y R =2,
BHEHP TR

HHEPNEBRERA—EERAEEE, EHPITERBHESEH S EHRI|AFERRE (ROS2) M
AIE R A RIS E [ MiddlewarE over IP (SOME/IP),

(® Note
AWS loT FleetWise X8 ROS 2 N BB REEIRBERFEER,

EHEAE

W LAMER B SR EE Edge BIFAAR. EUEHEENEE , RAETFEEERTEL
PRSI
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5% AR TS AR

RSB EARNFARBEN. ERERDIEENSEARISLEEAFREBSNE Y., MRBEES
BEEETE CANBERNE , BISEEE CAN BB, MEMFBRENAEEITS OBD #BK
A, BI4ESE OBD ARG,

NMRBRREAFEHMLSERTNEEAE , AXFELSARTRMBRR, NE , MRBHHRE
FEREQEEIHBBNE , eE4RES BRI BBAR.

BEMRBEENFEDLEREHERIEEB . AWS loT FleetWise B FEEBBNRIEREAE
E 6 NEREREEEVNEHHTESR.

BEBEBRENETESE —EARERY , EhEESHBRETASENRE, MRETLURTHHES—E
B :

« ACTIVE - fRiSs3 EABERAER R AREE,

« DRAFT - "SR EHRIBREAFENHERE,

« VALIDATING - #5238 EE T ERRBHER., EEBANELEE—AREBERKER AR R
B ENBE,

« INVALID - f#ISsR ENBERT AN , MELHA, EEEANREL B —EREBERAEERARKYN
RISESEFE, L aLUEA ListDecoderManifests H GetDecoderManifest APls R 2By 3% 5k BX
HEREE,

/A Important
- MBEHEH AWS loT FleetWise IR RIBEABEE , AWS loT FleetWise EBH)
AR ARGIRENBE,

- MBEFEH CreateDecoderManifest APl IREREV RIGEREFEE , MBEREAEE
2R3 DRAFT AREE,

o BIEEIBEDRAFTHRIRSR EFEEMBEBRNERERNEVEE, FH
UpdateDecoderManifest API BREK RIS EAFTEEE R ACTIVE REE,

o RESEIREEEEN ACTIVE MREEMNMRIESEAFE,

&

£
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Configure AWS loT FleetWise #85& /" HE A & #5257 5%

37 an AWS loT FleetWise fEi522 & /5 E

E# an AWS loT FleetWise f#iEss &S E

MIBR an AWS loT FleetWise fiEss &S E

« Get AWS IloT FleetWise f#iGas EAEEE A

Configure AWS loT FleetWise #85& /M A BT 5

/A Important

¥43E AWS loT FleetWise hEEMFENE I RIHE, WMEFMAENR |
FleetWise # BV [E 15 #1 Zh 8 A A 1%,

ZBAWS AWS loT

BERGHRENFEELHR — BN AEMARAERSR , BEMERRETEENARESH,

MRMRIBTRETFEITE CAN FBEENE , RIXEZE CAN AEMHEIES. MRBIBESEABFTELS
OBD # /M , RIAEEE OBD Ak HAIEE.

e

o EREMBAME

o REMNIRAIET

AREMBENE

H-ll-

EERE CAN BN T , FBiEETYE~R.
* name - CAN R HMW &,

NHBBLERE—K , ¥ERLE 1-100 EFTT.
+ (i#HMA ) protocolName - BAHENZ .

AME : CAN-FDFI CAN
(i#H ) protocolVersion—-AWS loT FleetWise B 81 # CAN-FD #1 CAN 2.0b,

BXE: 1.0M12.0b
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HEXE OBD M5 H , FEETIEA.

* name — OBD /T EHH B,

NHEBBYLERE—K , WHALE 1-100 EF T,
- requestMessageld - @EREBZHALEH ID,

(#MA ) dtcRequestIntervalSeconds - R ER M EHFERZEWEN (DTCs) WIHER,
flan , MRIEEHNEA 120 , Edge Agent BB EE 2 5 EINE —XFHRDTCs.

 (iEMA ) hasTransmissionEcu - EHEZ A EEHIEHIELHE (TCM),

BME : truefl false

- (1#HA ) obdStandard - AWS loT FleetWise X #E# OBD &%, AWS loT FleetWise B 8l % &
World Wide Harmonization On-Board Diagnostics (WWH-OBD) ISO15765-4 {Z£%£,

(iEMA ) pidRequestIntervalSeconds - {fE#FEK OBD Il PIDsf3EZR, fla , tIRIBEER
{E4 120 , Edge Agent BB 2% 2 £ #EUE — )X OBD Il PIDs,

« (iEMA ) useExtendedIds - EBHEAE R EHLEM IDs,

BME : truefl false

EREEFTNHURERKAE , FEETIERA,

i

* name - BTN RBREN AR,

THEBSERKE—K , XEFLE 1-100 BF .
« protocolName - BB EN BB,

BME : ROS_2

EEREBIHBNE , FEETIER.
« name — & FR1E Edge BEIGAEM BRI B,

fRiSERAEBBAU LA 1-100 EF 7T,

RIEF R

HERE CAN ARG |, FREE THEA.
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« factor - ARFBIBASNRE

* isBigEndian-ARWNTHEHIFRE/ KK, WRERXRE , FITHREENESLFRERK
Ay F bt

- isSigned - REHREBIE, MREHE , AEWLUABHRAXREBENEE,
« length-ABNERE , MLt REN,
- messageld-FAEM ID,

« offset - ARFTEFRENNE, 48 FE , 518 A value = raw_value * factor +
offset,

- startBit - iEHAEE —BNTHWNE,
(i ) name - RN B,
(1A ) signalValueType - ASKEER, BYIAERERE,

HERE OBD Fiif#iRes , FBiEE FH&EH.

« byteLength-FABHNRE , At AEN,

- offset - ARFEAREN UL, HESER , 578 A value = raw_value * scaling +
offset,

« pid - ARMEHFRLARASNDET,

+ pidResponselength - EERALNERE,

« scaling - AARFHAENTEE.

- serviceMode - AEHRHREEN (DETR®E ) -

« startByte - RTASZHFEE,

- (#H ) bitMaskLength - EAEFEEHNHTE.
(iZf ) bitRightShift - BABEBMNVES,

(iBHA ) isSigned - RAHEBIAE. NREHEE AR TURAKAKREENEE, HARTEHE
FAE (false)s

(#EMA ) signalValueType - AEMNEER, BHIEREFE,

EEREANEARERSR  BEETIERA,

- topicName - AEAEMNETELTE, THEZ ROS2 PP EE, MELBCHARYHNFERE

A , 582 [ StructuredMessage.
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« structuredMessage - AEFRMEBILAL, SHUUFEH

primitiveMessageDefinition, structuredMessageListDefinition = structuredMessageDefinition JE3E
E&Ro

HEEREEBBAR , FEETIERA,

(1B ) id- BERRIBSAEETHBNALE ID. A ID ATE 1-150 X T. MEREE ,
Al idFEERBAEfullyQualifiedNamet -

37 an AWS loT FleetWise fRIGes E ;58

/A Important

¥45FE AWS loT FleetWise ZhEEMVZFENBE RIS RIHE ., MFB/FHMEH , :F2BAWS AWS loT
FleetWise F BV [E1F F Thaen] A%,

EA LAE AWS loT FleetWise =2 A S APl AN ERERETHESRETEE,
T8

- BUMBREHEE (EEE)

- BUMRIBEERETEE (AWS CLI)

Tft

Tft

BIUMBESRENFTE (EEE)
BRI LAEA AWS IoT FleetWise 12 A RE Y BN EHIR R AREBAN RGBS EAEE,

/A Important

B BEEH AWS loT FleetWise 12 A E BB EABEPRERBRRER AR, FHH
AWS CLI, REBRXKERNERTEEMA , WEE2EMEE,

BYRIRREANRE

1. BB AWS loT FleetWise £ 4,
2. EEEBEBEKRD | RIE HRER,
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AWS loT FleetWise HEABEE
3. EEREEEERE,
4, THHERAFEEE L  REBRUMBSETEE  REAT T EE,

£

- SR RERBEEAEE
+ 2 : B CAN NE
-SRI REALEY

SR BRERBGRENABE
E—MERAH , BT THIEE,

1. BARGREFSENE—BHE,
2. (ER)@mAER,

3. igj%-lt_io

FIERENE

BEBBREAFTELEELE —BRBRAE. SUUESEER O EERBREFABE.

FTIEERAE
1. LEEBRNITEER. S LE CAN BABEN .doc R , = ROS 2 HEFTHREM json 18
=,

2. WMAERAENER. NRELEBTRE , ASRMER,

BR 518 R A 5%

MREHERPAARE LGN E P EREHARERRR | BRI TARE TR RRE
KA. ERZAN , RAGAUET —ESRPFEHERAS

B ERREFTRRER

1. BNAEXAREUFERB ] #EER.
2. igj%-lt_io
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HER 2 1 M5t CAN STH

&R LAEA CAN FRSREISERE e CAN FAsR. MREEMABAAREUARBEFTHEHIHETHR |,
RIERBIRR[ARNEAARBE B BERERRBITARERSR

& CAN EA%E

1. & CAN ARG | ZEFA 5 SRR
2. igg—lt_io

(® Note
MREFHIE ROS 2 HHETAE , BAUMUERYEIRREFAFTE A BRBYRS,

SB3: REYEYT
BEMBRETEENERE , REBIEE,
B RIS EFFE (AWS CLI)

B LAE A CreateDecoderManifest AP I RVERE I FRISES EABFE. THHMER AWS CLIKVEH,

/A Important

R ASHES ERMEE | TREVEGRRENFE, SERRREHFEN L AREHEIE
MEAHE, MBFMEF , FF2HEML AWS loT FleetWise EHEH,

FERVRBREABE , BRI TIHT.
G EERER json BRBBEM decoder-manifest-configuration,

aws iotfleetwise create-decoder-manifest --cli-input-json file://decoder-manifest-
configuration.json

* # decoder-manifest-name MR BERIMNBIBREAFTERR,
« # vehicle-model-ARN R\ %A EHEE K Amazon Resource Name (ARN),
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- (BA) B#BRRAHER  UiHEEERIBRRETEFE,

MBENFAERES X, B, BESRNBERNFMER , 5528 Configure AWS IoT FleetWise BT
M RS2 A 0R o

"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [
{
"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"
I
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_INTERFACE"

1,
"signalDecoders": [
{
"canSignal": {
"name": "Engine_Idle_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 16
I
"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QqlacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"

"canSignal": {
"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
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"messageld": 271343712,
"offset": 0O,
"startBit": 40

iy

"fullyQualifiedName": "Vehicle.EngineRunTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"

« # decoder-manifest-name R BEEILNBRIHREABTERR,
« # vehicle-model-ARN B B BHEIEE K Amazon Resource Name (ARN),
- (BA) BBRAHER | LIBBEEABIERRETEE,

R (EE) WWEBMTHIEFXERE -, WFAKESNERER (HEREHAFE) vME
F, MENMMERES . B, BESNAB[NFMEENR , 5528 Configure AWS loT FleetWise #2
B E A AR IS ES AR o

"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [{
"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"
},
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_INTERFACE"
[ PE
"type": "VEHICLE_MIDDLEWARE",
"interfaceld": "G1KzxkdnmV5Hn7wkV3ZL9",
"vehicleMiddleware": {
"name": "ROS2_test",
"protocolName": "ROS_2"

}
11,

"signalDecoders": [{
"canSignal": {

83
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"name": "Engine_Idle_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": O,
"startBit": 16
},
"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
},
{
"canSignal": {
"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 40
I
"fullyQualifiedName": "Vehicle.EngineRunTime",
"interfaceId": "QqlacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
I

"fullyQualifiedName": "Vehicle.CompressedImageTopic",
"type'": "MESSAGE_SIGNAL",
"interfaceld": "G1KzxkdnmV5Hn7wkV3ZL9",
"messageSignal": {
"topicName": "CompressedImageTopic:sensor_msgs/msg/CompressedImage",
"structuredMessage": {
"structuredMessageDefinition": [{
"fieldName": "header",
"dataType": {
"structuredMessageDefinition": [{
"fieldName": "stamp",
"dataType": {
"structuredMessageDefinition": [{
"fieldName": "sec",
"dataType": {
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"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "INT32"

}

}
}I
{

"fieldName": "nanosec",

"dataType": {

"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "UINT32"

"fieldName": "frame_id",

"dataType": {

"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "STRING"

"fieldName": "format",

"dataType": {

"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "STRING"
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"fieldName":

"dataType": {
"structuredMessagelistDefinition": {

"name": "listType",

"memberType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition": {

"data",

"primitiveType": "UINT8"
}
}
3,
"capacity": 0,
"listType": "DYNAMIC_UNBOUNDED_CAPACITY"
}
}
}
]
}
}
}
]
}

« # decoder-manifest-name B BEE I M RIHIREA

BEAE,

== en

« # vehicle-model-ARN BRfX A& EHEFEE K Amazon Resource Name (ARN),

(BA ) B#ARARR , LGB SRR FERER

W& WA ERE 5
I A 7 Be A 5 o
{
"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [

{

"interfaceIld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_INTERFACE",

"customDecodingInterface": {
"name": "myCustomInterface"

X, Bt BESRNABBNFRER ,

BE.

5528 Configure AWS loT FleetWise {3

86
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}
1,
"signalDecoders": [

{

"customDecodingSignal": {
"fullyQualifiedName": "Vehicle.actuatorl",
"interfaceIld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {

"id": "Vehicle.actuatorl"
}
}
},
{

"customDecodingSignal": {
"fullyQualifiedName": "Vehicle.actuator2",
"interfaceIld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {

"id": "Vehicle.actuator2"
}
}
}
]
}
(® Note

BUNATHRHEETE , UBYEFRABRRARNBRHREATE, WFHFEER , F2R

/Ch

REBEXRERREEASER.
RERMERENRAERE , TRREAMBE,

MRBEAZEFZE AWSKMS €A NE , HE8 TIBERERER , BLNAGTAWUA
CreateDecoderManifest APl &4,

JSON

"Version":"2012-10-17",
"Statement": [

BURBRENFE
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"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

1

EH an AWS IoT FleetWise G EHFE

/A Important

¥435E AWS loT FleetWise TRV FENEH I Z RIHE, MEFME
FleetWise H#Y [Eig M IhaE n] A,

%II

ESBAWS AWS loT

& LAE A UpdateDecoderManifest APl @ EREFT RIS EAFE, BB, BRMNEHMBER
NEMAREFETS, BTN SERBREFFTENME, THAER AWS CLIFVEHI,

EEFENMBRENEE , FATTIHTD.
# decoder-manifest-name MR BB EH 2 BB EABTENBR,

aws iotfleetwise update-decoder-manifest /
--name decoder-manifest-name /
--status ACTIVE

WMRAFREEENHBRR BB IERMBESRR,. ARSHEE[THENTE , A8
CustomDecodingSignal$idiERMAZNTEERE. FEFARRBBRAAENBRBREAZTE
BEIT ST,

# decoder-manifest-name MR BB EH 2 BRIBREABTEN BB,

aws iotfleetwise update-decoder-manifest /
--name decoder-manifest-name /
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--status ACTIVE
--default-for-unmapped-signals CUSTOM_DECODING

/A Important
BABGRENRER , KEEARET.

MREGHERAEFZE AWSKMS £RBANE , FEETIBERRER , BELENAETTLANA
UpdateDecoderManifest APl #&4E,

B

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

REBIRRETNREEM

&R LA A ListDecoderManifestSignals API i@ E R B R IE R EABTEDPNRIBRFREETEEN,
T5IEHIfER AWS CLI,

ERMAEEHRBREABTEPMARGBSRAR (HH) WO EBE , FHTTIHT.

LB EERENBRIBIENABTERZBIMR decoder-manifest-name,

aws iotfleetwise list-decoder-manifest-signals /
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--name decoder-manifest-name

MREFEAEFZE AWS KMS SBEANE , FEETIBERAER , BELHNAGTLWUA
ListDecoderManifestSignals APl &4k,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

LA LA ListDecoderManifestNetworkinterfaces AP| I /E R R R IBSE EFEFETHNHEBRNEES
EE#H. LLTEFIER AWS CLl,

ERHAEERBREABTETHERABENEN S BEE , BT NIHS.

DB EERENBISIRENABTEZBIMR decoder-manifest-name,

aws iotfleetwise list-decoder-manifest-network-interfaces /
--name decoder-manifest-name

MEBFEAEFZE AWSKMS €A NE , HES TIBRREN , BELNAGTAMA
ListDecoderManifestNetworkInterfaces API &4k,

JSON

"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}

MIER an AWS loT FleetWise fRiEES &G E

EA LAEA AWS loT FleetWise 12 A5 API R BB ETFE,

/A Important

BRRREFREREBNERLALRR, NEFMER  F2EMR

E#.

&
- MBRMIBREAEE (ERE
- MIBREFISEIEFIEE (AWS CLI)

MBRfRISESEAEE ( A
A LAfE A AWS IoT FleetWise 14 KMk RGBS EAEE,

kR RGBT E

1. BABUAWS loT FleetWise £ A&,

2. EEEERT , EE EHER,

3. EEEEERWEL,

4, EEHERAPFEERL  RERBREABTERIER,
5. EEBEMBFENABTE , ARBERER.

|B& AWS loT FleetWise

MRS EAEE
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6. 71EMIBR decoder-manifest-name? # , W A EMRVBIBZREABERTE | AR BIEWER,

il BR#% W5 25 B FAVE E (AWS CLI)

BT LAE A DeleteDecoderManifest API R VESRMIBR RIS 2R EAEE, T HIEHIFER AWS CLI,

/A Important

MR RIS EFEE 28I , FBAMBRMEEBBANER, MEFMENR , FSEMBR AWS loT
FleetWise E#,

& EZMBRMBIBREFEFE , FHT DT

# decoder-manifest-name MR AR EM BRI FISREABTESRE,

aws iotfleetwise delete-decoder-manifest --name decoder-manifest-name

RERINRETSEMER

B LAEA ListDecoderManifests AP| IRERERFE R B CMIBRBISEAFE., THEHFIFER AWS
CLl,

EEMINFTERBRENFTEN D EBE , AT NG T,
aws iotfleetwise list-decoder-manifests

MREERAEFZE AWSKMS R ANE |, FE2E8 THBERERRS , BRNAGTLIMUA
ListDecoderManifests API 4,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
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1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

1

Get AWS loT FleetWise fRISER EFEEEA

O] LAEH GetDecoderManifest APl E R B BB EA FET RN EMNAERBEEECE
. THIEHIFEA AWS CLl,

EEHNEBREFFENHEBES , FHTTIH T,

% decoder-manifest N AR BRI RGN EAETERRE,

aws iotfleetwise get-decoder-manifest --name decoder-manifest

(® Note
LRERSK -, #52 , TRFEVLARREBBHREATENEE,

/

MREERAEFZE AWSKMS €REANE |, BFE2E THBEXRRRS , BERNAGT LA
GetDecoderManifest API &4k,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms :Decrypt"

1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
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Manage AWS loT FleetWise E#

HfE EWMERNHTERE, EHSAREREREY | YREMBEHETEEMAEE . EHSE—3
ZEEREFRLEZEiR, Hl0 , EWULUSNAERNER, SIZEENREBEEER, SIER
HIETIER :

vehicleName
B EEEY 1D,

BOELNEREBIIEBEAG2EBINENR (PI) REMBERRBREN. EWIBUHEIMRE
FHL AWS , 8#E Amazon CloudWatch, EEEZ B EARLERBRBE R,
modelManifestARN

HfER (EREEFEE ) # Amazon Resource Name (ARN), SZPEFAFZ M EMERE T
o REFERERBRYNERHEXSEHERNEREARFABEN. ELARIEFRE &P
EZMELE,

decoderManifestArn
fRISES EFEN ARN, MBI ESERMBMIBEF , AWS loT FleetWise 1] F Ri& R A AR

BB (SENES ) BRAAETERNNE, BIRRENFECRREHREMEEB. AWS loT
FleetWise fE RNV ERBEREANFE , ®RBEREREREZVNEHEBRBER,

attributes

EBMRCSREETNEEY., EHVUISEAEERERNWEM, SUFEHMBEM , U
ErERERECHEERERNE TN EMER, flm, MREERE , B lls BEEETS
{8 : {"color": "black"}.

/A Important
BUESAEMEBNEREEDESR , TRSEFTEE@EEIER,

MEEREDR, RIGFEASTENBHENFMENR , 5528 Model AWS loT FleetWise B,

AWS IoT FleetWise IRt T 5 API #4F , LA LI AREINERE B,

« CreateVehicle - B M HTEH,
« BatchCreateVehicle — B — = Z EEHEH,
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+ UpdateVehicle - EHREEHH,

+ BatchUpdateVehicle - B — S ZEREEM.
- DeleteVehicle - MERREER.

« ListVehicles - HENVFI B EWN 7 AWM EFE,

+ GetVehicle - #EERE R EEIE A,

B2

« Provision AWS loT FleetWise E ¥
« AWS loT FleetWise I TEEE £ &
« B3 AWS loT FleetWise Eij

« B %18 AWS loT FleetWise E i
- B an AWS loT FleetWise E#

« EHZE AWS loT FleetWise E#§
+ MIBR AWS loT FleetWise E ¥

« Get AWS loT FleetWise & & &

Provision AWS loT FleetWise E &j

H#HFHITH Edge Agent for AWS loT FleetWise BB SIWEET I HEBEHEER, AWS loT
FleetWise B2 & AWS loT Core , LA 8 Edge Agent EXBEERIE B MQTT WE iR BN Z £ EHA.
I EHEEE B AWS loT ¥, BRI AERARER AWS loT EYIREBIY EHH , WEE AWS loT
FleetWise R BB BB EEHIEE AWS loT ¥, MNEFEFMER , FSBEL AWS loT FleetWise =
B

AWS loT Core XEE 5 BENZE |, AR T2 IR FI% AWS loT FleetWise BRI FEL, BEH AT 2L
fEH X.509 BRIFHTEHE DI (BEA) , LAEMH AWS IoT FleetWise 1 AWS loT Core BURREUE &%
B (EEFT) RBITEENEE,

EnsE BHiR
BRI LA ST AWS loT Core BURRER R R/ B,
BBEN Hif

«  HEEE AWS loT Core K , BHT TS,
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« # policy-name BRRABERINBEER,
e #§ file-name BMXEEE AWS loT Core BUEH JSON EREZ .,

aws iot create-policy --policy-name policy-name --policy-document file://file-
name . json

EAEBIERZE , BT T SIEME

3

o ¥ us-east-1 BMX AR AWS loT FleetWise &R AWS W 15,
e % 111122223333 BM{XA AWS ZHIRF 1D,

3
B

L EIBEE AWS loT FleetWise (REMWERE, B4 AR FTENEEBER, MEFMER ,
BIAWS loT FleetWise HHYTEE 58,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Connect"
1,
"Resource": [
"arn:aws:iot:us-east-1:111122223333:client/
${iot:Connection.Thing.ThingName}"
]
}I

{

"Effect": "Allow",

"Action": [
"iot:Publish"

1,

"Resource": [
"arn:aws:iot:us-east-1:111122223333:topic/$aws/iotfleetwise/

vehicles/${iot:Connection.Thing.ThingName}/checkins",
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"arn:aws:iot:us-east-1:111122223333:topic/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/signals"
]
}I

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"
1,
"Resource": [
"arn:aws:iot:us-east-1:111122223333:topicfiltex/$aws/
iotfleetwise/vehicles/${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:us-east-1:111122223333:topicfiltex/$aws/
iotfleetwise/vehicles/${iot:Connection.Thing.ThingName}/decodexr_manifests"
]
}I

{
"Effect": "Allow",

"Action": [
"iot:Receive"

1,

"Resource": [
"arn:aws:iot:us-east-1:111122223333:topic/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:us-east-1:111122223333:topic/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/decoder_manifests"

1

RiE EHW
AR Y X 500 BRRSREMN EH.

REEmn 5

/A Important
BELASEEHELIMNERRE.

R =W
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1. BERY RSA SRY I BT X509 BFE , FHAT NG T,

« & cert UK BRETF certificatePem R BIHABTHEREE,
« # public-key BUX Bf#7F keyPair.PublicKey.
« ¥ private-key BUMX BT keyPair.PrivateKey.

aws iot create-keys-and-certificate \
--set-as-active \
--certificate-pem-outfile cert.pem \
--public-key-outfile public-key.key" \
--private-key-outfile private-key.key"
2. fEmHEREEMN Amazon Resource Name (ARN),

3. HERBREHRERRE A FHTFIGS,

« # policy-name BMRBEEI AWS loT Core IR E T,
« # certificate-arn MRABERZBIRHN ARN,

aws iot attach-policy \
--policy-name policy-name\
--target "certificate-arn"

4. BHERBREEEYH , BRI TG

o LUBWI ####### ID ## thing-name. AWS loT
« # certificate-arn X BRER ZBEH ARN,

aws iot attach-thing-principal \
--thing-name thing-name \
--principal "certificate-arn"

R =W
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AWS loT FleetWise FHIFEZE =&

/A Important

¥45FE AWS loT FleetWise ZhEEMVZFENE BIZ RISHE ., MFB/HMAEH , :F2BAWS AWS loT
FleetWise BV [E1E F Thae v A%,

)

AWS loT FleetWise RE THEFENFEH, MRBZFTEEAN , BULFTRIBHEXTE, T8 , 4
FEBNUETHR ) HENTEE, IREFEATIENRMHRETRRELRREZSEIE , ke
BUERE R,

it ¢

3] REFR P ImRE Description
$aws/iotf B Edge Agent BREE & 1%
leetwise/ HfREEARME
vehicles/ EE,
vehicleName / SRR A TS LB
checkins ] - =
A ERE (Protobuf
) AR, MFFFM
& , F2H Edge
Agent for AWS loT
FleetWise BB A
EiEm/M.
$aws/iotf i Edge Agent BB &/
leetwise/ FERRME S EE,
vehicles/ _ _ _
A EA G UBAE

vehicleName / N
EfZEE (Protobuf)

AR, WEFA
& , 552 Edge
Agent for AWS loT
FleetWise $KEEFA S A
EEM.

signals
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
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=

$aws/iotf
leetwise/
vehicles/
vehicleNa
me /collecti
on_schemes

$aws/iotf
leetwise/
vehicles/
vehicleNa
me /decoder_
manifests

$aws/iotf
leetwise/
vehicles/
vehicleName /
command/request

$aws/iotf
leetwise/
vehicles/
vehicleNa
me /command/
response

SeRTR FIRiR1E
378
Sl
3l
B

Description

AWS loT FleetWise
HRERNELRE
mENETHE, ERE
EHELERINER

=

Ko

AWS loT FleetWise
SR RERENBE
BTEUFRE, Bl
SFERAELHEEBRE
FBE,

AWS loT FleetWise
SRHITIHTNES
RBWEE, ER
EEEERAELH S

Edge Agent BB &%
T B R R
B FRE,

T EEELUER T
EREE (Protobuf)
B, MFEFA
& , F2[H Edge
Agent for AWS loT
FleetWise EXRE B2 A
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FMBABER

*iE REAPmIEE
$aws/iotf I
leetwise/
vehicles/

vehicleNa

me /command/
notification

$aws/iotf =L
leetwise/

vehicles/

$vehicle_
name /last_kno
wn_states/

config

$aws/iotf E il
leetwise/

vehicles/

$vehicle_
name /last_kno
wn_states/data

Description

AWS loT FleetWise
S EAREE R
mELTE, BAE
B JSON #& 30183,

AWS loT FleetWise
SR RE ST H RE 2
MmELETE, EHE
£ LR B ST AAH

‘b
&,

Edge Agent BB &
R AL OR - SR
mEERE,

102
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FMBABER

eS| RFRAFIRERE

$aws/iotf =
leetwise/
vehicles/
$vehicle_
name /last_kno
wn_state/
$state_te
mplate_name [/
data

3 AWS loT FleetWise E &

/A Important

#H437F AWS loT FleetWise HEEN EEEH RIS ZEE, WE

FleetWise # RV [E 13 #1 Zh 8 A A 1%,

Description

AWS loT FleetWise
git$state_te
mplate_name It
FEEEN PERE
HEASR B MINENE
. BRI
B, fHlan , tnEAR
EREAEHISES
BEREHMRBENS
fEEASE , BIIEEENEA
EFREegsegE
WY EASE

A E ARG LB
EfREE (Protobuf)
B, MFEFA
& , B8 Edge
Agent for AWS loT

FleetWise BREE G2 A

S,

Al LAE R AWS loT FleetWise 3 &3 AP| FREE M HEH,

/A Important
a2 hl , FRETSIER :

AMEA

FES2RBAWS AWS loT
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« BUEHE EHER  BERELNAREBHLES ACTIVE, MFEFMENA , F2BManage
AWS loT FleetWise B EFER,

- B HEERLAERBISERETEENBEE K BRGREAETENMRESLES ACTIVE, 10
FEHMET , F2BManage AWS loT FleetWise R EASE.,

&
s BNEW (EXHES
- BIMEH (AWS CLI)

BYHEEF (E28)
#EATAER AWS loT FleetWise 18 4 SR 3T E#,
BY 5H

1. BARRK AWS IoT FleetWise 24,
2. TEEEHEKRT  BE BER,
3. CEHBEEEL , BEEVEH K AREBHTTINSE.

ES |

- SR EREHEM

- FR2 REEHBE

- PR3 BBREEERRE
- FR4: BRNEY

TR EREWMEM
HUSRP  LEwRERH  UWEHEEEREAFENRBRETBTERLBR,
1. BWAEWAME-EHE.

BUSH (TEA) 104


https://console.aws.amazon.com/iotfleetwise
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/A Important

EHHEE AWS loT ¥, MREFEEAXBBNYMG  FRIFSERE oT YHE
MEAEE , AEMRWHEER, RE , RIEFETENEHEME , AWS loT FleetWise EEE)

REWEMN TN,
2. WEETEREHRE (REEABE).
3. WEETEEZMBREINFE, RIFRENFEREHEI AR,

4. (B ) rEBAHEREY A FEEFEEM. IRERBUIR 0 ELATEBIVER o RIE
B, TR ERBBRTHER,

5. (EBR) FEXEREEREVEY A FEEFEER, SHTUERIEREHEER,

6. igj%-lt_io

TR2 REEHERE

BEEM EWEA AWS loT 4 , ELARECERZBRRNEREE. NREHKBLISR  RLEAE
BYERHoRRERRE , TREHBEINITHED,

1. BEEHELEHBE (BR).

2. &E—F_io

HER 3 WEREERERH
RBREZEELE L —ESRPIENBE.

1. #HBER K WARGHNBEERER, BEEVHNBR , FEEEVEGK.
2. igj%-lt_io

SR 4 BRANEY

REFMVER  AREFEVER,

BUEH (EEE) 105
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/A Important

BUHEH® 6 SXETHERIENER., ZHEERABENILE S , £ Edge Agent for AWS loT
FleetWise B\ B8 FIEZER,

Y H# (AWS CLI)

BUEHE SO EAGFEHEMBBSRENAFEMAEHNEREDL, BULEA CreateVehicle APl RIEXR
BUEH, NHAFER AWS CLINESH,

EERY HE , BT TGS,
# file-name XA T EEMMAREN json BRHNAERE,

aws iotfleetwise create-vehicle --cli-input-json file://file-name.json

Example— EEEf#HRE

« (i®fA ) associationBehaviorfBEW AR THIEHH—15F :

« CreatelotThing - BN E#lE , AWS loT FleetWise BB AEREITELERH ID ZBH
AWS loT %1,

- ValidateIotThingExists - EAEE AWS loT ¥HREEHE,

HEHEY AWS loT 91 , BRI TH@T. #& thing-name MRABEERINNHERE,

aws iot create-thing --thing-name thing-name

WMERKRIEE , AWS IoT FleetWise EEHEI AW ETRHE AWS loT ¥4,

/A Important

EEEEEEREME AWS loT ¥4, MEFHMER , F2SBProvision AWS loT
FleetWise E#§,

o UTHHAP—EEN vehicle-name,
- WR associationBehaviorf&EH , &K AWS loT W& MValidateIotThingExists,
« WR associationBehavior REA , MIEEVYMEH IDCreatelotThings.
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateVehicle.html
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B ID ALLE 1-100 fAF . BRFT : a-z. A-Z. 0-9, I (-). KE Q) FER(:)o

« # model-manifest-ARN U BBEHERMN ARN (BREFEE ),

* # decoder-manifest-ARN BV 2B 1EE B & R AR BA N < RIS 2 E S EM ARN,

- (BEA) BuLFHEHMBEY K UEs WERELHRERERBEVNEMER, §lo , mRES
BESE , B A BEEETHE : {"fuelType": "electric"}.

/A Important
BUXAEMEBRNERERDESR , TREEFTEZ@ERER,

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

}

Example— 7 4A R &5 7 B2 25 &5 22 17 B3 B

BRI LAER stateTemplates #fy , A REBEAEERHE VA  UAFRERPHERKEMRESE
#o

EWEHIH | stateTemplateUpdateStrategy AILAR THIEH B —IF :

- periodic : AIEZEIEE Edge Agent MBS AREREEBERNWEEERE (BEARBEREEH
ZEEE  Edge Agent BB th EEXTH )
« onChange : Edge Agent X8 &£ AR B B R EE AR EF.

aws iotfleetwise create-vehicle --cli-input-json file://create-vehicle.json

create-vehicle.json BRIEWME (Hlan) :
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"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"
},
"stateTemplates": [

{

"identifier": "state-template-name",

"stateTemplateUpdateStrategy": {
"periodic": {
"stateTemplateUpdateRate": {
"unit": "SECOND",
"value": 10

BERAEFZE AWS KMS &IREANE , FE82 TIBEXRAR , RENAETLWUA

CreateVehicle API 121k,

"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": [
]
}
]
}

B EH# (AWS CLI)

108
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237 %@ AWS loT FleetWise E &

& 0] LAEF BatchCreateVehicle API 2 E—IRE ZEEE, T 5| AFEHR AWS CLIFVESH,

EERUSHER , FIIT TG T.

# file-name MR AT E S EWMEREN json BREHE,

aws iotfleetwise batch-create-vehicle --cli-input-json file://file-name.json

Example— BEE#HRE

{
"vehicles": [

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

},

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

}

]
}

BO L ASENIRERNES 10 pEEH, MFEHEMMBAENFHE
FleetWise E#{,

&IIII

F2E B AWS loT

MREBFEAZEFZE AWSKMS €A NS , FE8 TIBERREN , BENAGT WA
BatchCreateVehicle API 4k,

BUSIER 109


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_BatchCreateVehicle.html
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

BE#H an AWS loT FleetWise E B

/A Important

¥435E AWS loT FleetWise e FENE I Z RIEE, WMEFMER , HSBEAWS AWS loT
FleetWise H &Y [ 13 #1 Zh 8 A A 1%,

B A LAE A UpdateVehicle APl REREFH IR B EW, THAEH AWS CLIKVE B,

EEEHER , BT TS,
# file-name MR AT E BHWMEREHN json BRIWERE,

aws iotfleetwise update-vehicle --cli-input-json file://file-name.json

Example— EEEf#HRE

« LUEEEHMER ID B vehicle-name,

« (EHA) # model-manifest-ARN BRAZARBMNRFERATERER CHRHER (BHEEAF
B ) 8 ARN,

EHER 110


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateVehicle.html

AWS IoT FleetWise HBEABER
(A ) # decoder-manifest-ARN IR AGIEEN T ERE BBV RGREAFE
ARN,
(1B ) # attribute-update-mode BN A EH B,
* Merge - EAMEENREBM U EMBEFTFERMENEYE , ULEFTBHEHEREE
.

Flan  MREHEETHEM : {"color": "black", "fuelType": "electric"}, MK
FRATHEBHEEHNES : {"color": "", "fuelType": "gasoline", "model": "x"},
RIEHMEREETHIEM . {"fuelType": "gasoline", "model": "x"3}.

+ Overwrite - RANBUHERRATN B,

Flan  MREHEETHEM : {"color": "black", "fuelType": "electric"} , MK
A {"model": "x"} BUMHEHER , AFHN HHEE {"model": "x"} B,

MR@MAPEFERY , AILALEEE,

(1BA) FENEBUHIFERAFEENREEMN , 5558 attributes, flil , MREBEEFH S
B, Zulh BHEETHE: {"fuelType": "electric"},

EEMBRBME , 54 attributeUpdateModei&E A Merge,

/A Important
BLARERABNEREEPERBMYE , TERBUENEEEBIER.

"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"attributeUpdateMode": "attribute-update-mode"

X
Example— 5718 2 R B2 25 8 46 BA Bt 09 AR RE ST A5
ST LAER T SR A 22 M b RS ANV BAR | RAEE W PR PRINAAIEARH -

 stateTemplatesToAdd

* stateTemplatesToRemove

EH o
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aws iotfleetwise update-vehicle --cli-input-json file://update-vehicle.json

update-vehicle.json BRIEWME (Hlan) :

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"attributeUpdateMode": "attribute-update-mode",
"stateTemplatesToAdd": [
{
"identifier": "state-template-name",
"stateTemplateUpdateStrategy": {
"onChange": {}
}
}
1)
"stateTemplatesToRemove": ["state-template-name"]
}

MREGHEREFZE AWSKMS €RBANE , FEETIBERER , BELENAC WA
UpdateVehicle API #&4E,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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F %@ AWS loT FleetWise E &

&\ LA A BatchUpdateVehicle APl #E—XEFH ZERBERH, 5 AEH AWS CLIKE S,

EEEMSHER , FIITFIB T

# file-name MR AT E S EWMEREN json BREHE,

aws iotfleetwise batch-update-vehicle --cli-input-json file://file-name.json

Example— BEE#HRE

{
"vehicles": [

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"mergeAttributes": true,
"attributes": {
"key": "value"
}

},

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"mergeAttributes": true,
"attributes": {
"key": "value"
}

}

]
}

BEIRIERZ ILLER 10 HPEEH, MESHEWMBENFMHER , 582 E 5 an AWS loT
FleetWise E#{,

MREGHEREFZE AWSKMS €RBANE , FE2ETIBERER , BELENACTTLAWA
BatchUpdateVehicle API #&4E,

EHZIER 113
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resourxce": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

MiBx AWS loT FleetWise HE &

Ba LA AWS loT FleetWise 12 &3 API R MBREH,

/A Important

MBREE# % , AWS loT FleetWise & B BH BB VBB MNTHE ZB P BRER, WEFA
B, B2 R1E AWS loT FleetWise P EEME N FERITEEEHUWE AWS loT FleetWise &

B T8, ERMUMHTEREE , MEYHEEEE AWS loT Core, MFEMBRMHEIE
™, A2 (FHRASERE) THMERYHE. AWS loT Core

MBS (T24 )

Al LAE R AWS loT FleetWise £ 4 RMIBREH,
Al B B4

1. BB AWS loT FleetWise E#5&,
2. TEEEEKRT  BE BEHR,

I BR 2
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https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html#delete-thing
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3. EEHHEEL , ENEERKRERESNIR,
4. BEIE MR,
5. 7EMBER vehicle-name™d , I AERHEE , ARBIEZEMBR

fHEREEER (AWS CLI)

B LAEA DeleteVehicle API I /ERMIBRERH, TSI HIEH AWS CLI,

EEMBRER  BFHAT TG,
# vehicle-name R BEEMBR 2 EEWH 1D,

aws iotfleetwise delete-vehicle --vehicle-name vehicle-name

B 75 B2 B M BR
BT LAEA ListVehicles AP IRERERFBE R B CMIBRER, T3 AFEH AWS CLIFVEHI,
EEHBFEERN 2 ERERE , AT TGS,

aws iotfleetwise list-vehicles

MRBERAEEFSZE AWSKMS €8 AN , FEETIHBERRRN , EENAGT LA
ListVehicles API #4E,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
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1

Get AWS loT FleetWise EEiE

/A Important

¥45FE AWS loT FleetWise ZhEEMVFENBE RIS RISHE ., MB/FHMEH , :F2BAWS AWS loT
FleetWise RV [E1E F Thaen] A%,

BT LAE R GetVehicle APl BR{ERFEENE#REA. THAFEH AWS CLIKEH,
EEHNEGNFREER  FATTIHTS.
#% vehicle-name MR BEEREEUC B8 1D,

aws iotfleetwise get-vehicle --vehicle-name vehicle-name

® Note
WREREK —H. MAUFR , TRTEUNRREEFHRE.

BT LAE A GetVehicleStatus AP 2 /ER BEEN SR ER SR AH BA B Y B RAREE, T 5 AR AWS CLIVES
B,

= BB ERARRBMONERRE  FRT TSRS,

« #& vehicle-name X AEERIEEBA B8 1D,

o BHBRBEEHNEREHERER, type WEMES CAMPAIGN, STATE_TEMPLATE
DECODER,

aws iotfleetwise get-vehicle-status --vehicle-name vehicle-name --type type

MRBFEAZEFZE AWSKMS €A NE , HE2 TIBERREN , BLNAGTWUA
GetVehicle=X GetVehicleStatus API &4k,

BRSEREN 116
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

MSEHEA 17



AWS IoT FleetWise HBEABER

£ AWS loT FleetWise F & IE# ¥

BERR—HEH, SEHEHERNEBERTTNER, SV BALASEHEMEIETEEE  FreERAR
HRREESNERF, FHUBRSEKE, SULERIBTHETE  BH ERERMEIRE L
BR URAFWEER., WEFHMEN , F2REATHEEERE AWS loT FleetWise E#l,

BEIESTIER,
fleetld

BEEEH ID,
(1#A) description

A 15 Bh S8 2 S B B R HOR
signalCatalogArn

5% B #%H9 Amazon Resource Name (ARN),

AWS IoT FleetWise 12t 5 API #4E , SR UARELNEEHE,

« CreateFleet - B B2 HEFAREENEREAE,

« AssociateVehicleFleet — /% B2 & B2 # B 22 1 B3 Bt

« DisassociateVehicleFleet — BXH B2 8 EL g & 1Y BA B

+ UpdateFleet - EX R BB NEIR,

« DeleteFleet — HIBRIRBHI#EEE,

« ListFleets —- MBI ERBEN S EREFE,

« ListFleetsForVehicle - ¥EERESFTB 2 FIE #E M 5 H IDs B E,
« ListVehiclesInFleet — VB P PR EERMN D EREEE,

* GetFleet — FEEVMEERIHRAE A

£

« B3 AWS loT FleetWise #Ef

+ #% an AWS loT FleetWise & B2 ¥ B 22 37 BA B
- BUBI ¥ AWS loT FleetWise B85 S B¥ ) BRI B
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AWS IoT FleetWise HBEABER
« FE# an AWS loT FleetWise #&f

- MBR AWS loT FleetWise #&¥

« Get AWS IoT FleetWise #E&

3 AWS loT FleetWise #E*

&R LAE R CreateFleet API BR{EREMMEE, T HISEHIEM AWS CLlo

/A Important
BABREEARBE & , TREEME ., WEFMEN , F2EEL AWS loT FleetWise F5%
H .

EERTHE BTG,
s # fleet-id X BEIE 2 BB 1D,

¥R D L ERME—/ , BB 1-100 AFT. BRFR : F& (A-Z Ma-z). HF (0-9). BF (:).
BT R () MIERR (Lo

(BA) BB RRER,

HIRTTLAE 1-2048 fEF T,
« # signal-catalog-arn BUXBEASE B &89 ARN,

aws iotfleetwise create-fleet \
--fleet-id fleet-id \
--description description \
--signal-catalog-arn signal-catalog-arn

MREEBFEAEFZE AWSKMS €A NE , HES TIBRREN , BELNAGTMUA
CreateFleet API 4,

JSON
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I

"Resource": [

"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]

#& an AWS loT FleetWise EE B B8 £ B+ 22 37 g B

O] LAEA AssociateVehicleFleet API & /E | ASEEEREE B IZ T BEES . T 5/ EHIEHA AWS CLI,

/A Important

- BYAKHE ERAEE  TRSERESREVREN., WEFHEF  F2EManage
AWS loT FleetWise .,

- MREHKERERITHZBHER B EMEEURIN , AWS loT FleetWise 8 B BIA1TIHER
EEDEE.

EEREWMEMBEEVRE BT TGS

« 8 fleet-id VR ABBEH ID,
« # vehicle-name MR ABEEHH 1D,

aws iotfleetwise associate-vehicle-fleet --fleet-id fleet-id --vehicle-name vehicle-
name

MRBEAZEFZE AWSKMS €A NE , FESTIBERREAS , BENAGT WA
AssociateVehicleFleet API #4E,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

EGE T2 AWS loT FleetWise & B2 # B iY B9 B

&I LAfE A DisassociateVehicleFleet AP ##{EREUE B SR EE M BE AV BA TS . T SIS HIER AWS CLI,

HRAUHEWEMRNOREE BT TS,

« 1 fleet-id VR BKEEEM 1D,
« #& vehicle-name R AEEHH 1D,

aws iotfleetwise disassociate-vehicle-fleet --fleet-id fleet-id --vehicle-name vehicle-
name

30

MREERAEFZE AWSKMS £REANE |, FE2E THBERERRS , BRNAGT LA
DisassociateVehicleFleet API #1E,

JSON

"Version":"2012-10-17",
"Statement": [
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"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"

1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

FE#H an AWS loT FleetWise #EF

&R LAE A UpdateFleet API R {FIREFT BTV HIR . LAT#AIERA AWS CLIo
EEEMHRE BRI TGS,

« #& fleet-id RN RBEEH 2HEH ID,
o BA#EURRETRI IR

HIRATLAE 1-2048 {7 7T,

aws iotfleetwise update-fleet --fleet-id fleet-id --description description

MREGHEREFZE AWSKMS €RBANE , FEETIBERRER , BELANAC WA
UpdateFleet API #&1E,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :GenerateDataKey*",
"kms :Decrypt"
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1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

1

MiB& AWS loT FleetWise #E¥

B LAE A DeleteFleet API IRVERMBR#EEE, T %I EHIEA AWS CLI,

/A Important

MIRME o | BEECHIEHEHNER, NESNAECHEHEZENPEBNETR , 528
HUE T % AWS loT FleetWise B80S #4EE R RIBH

EEMPREEE  BHT I HS,
¥ fleet-id AR BREMBRZ BB 1D,

aws iotfleetwise delete-fleet --fleet-id fleet-id

B 55 AL B I BR
EO]LAEF ListFleets API BRERBR BB E S EMBR. T3 AFEH AWS CLIKYEIH,
EEMINFTEMEN Y BEE BT TYaS,

aws iotfleetwise list-fleets

MRBFEAFEFZE AWSKMS €A NS , FESTIBERREAR , BEANAGT WA
ListFleets API 4,

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}

Get AWS loT FleetWise #E¥ & 3

O] LAEF ListFleetsForVehicle AP R {ERFEENEHRFTB 2 FT BB MNP H IDs /B8, T3 AER
AWS CLIKY &4,

EEMNERTBFTEREN S H IDs FE , FHT IS T.

# vehicle-name MR BEERY ID,

aws iotfleetwise list-fleets-for-vehicle \
--vehicle-name vehicle-name

MREBERAEFESZE AWSKMS €8 AN , FEETIHBERRRS , EENAGA LA
ListFleetsForVehicle API #£4E,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms :Decrypt"
1,

"Resource": [
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"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

B LAEA ListVehiclesInFleet AP IR EREEVM BRI EEWAN 2 EFE, THAFEHA AWS CLIE
g5,

EEMEEE DT EERN Y BEE | BET T aS,
# fleet-id R BHEEN 1D,

aws iotfleetwise list-vehicles-in-fleet \
--fleet-id fleet-id

MRBEAZEFZE AWSKMS €A NS , FEETIBERREAN , BENAGT WA
ListVehiclesInFleet API 4,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

&R LAE R GetFleet API R {ERIEEUVRE EF. T3 AEM AWS CLIKYEESI,
EEHIMBENPEER BRI TSRS,
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#& fleet-id R AHEER ID,

aws iotfleetwise get-fleet \
--fleet-id fleet-id

® Note
WREREK —H, REZ , TRTIFLARREFNEE,

MRBFEAZEFZE AWSKMS €A NE , FES TIBERRES , BLNAGTAWMA
GetFleet API &4k,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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FERITIEEEWE AWS loT FleetWise EHl

/A Important

¥45E AWS loT FleetWise THEEFERE SIS EISHE, WMEFFMENR , FFZ2EAWS AWS loT
FleetWise #HY [E 13 # Thae v A%,

THEEHRERNKERANGR, 1THEEEHEIEM Edge Agent for AWS loT FleetWise EEEIE T , iR
B an{EEY, WEERNASE BHERZEE R,

LU NEERTFEIES, EENENEBRBETHER®R , AWS loT FleetWise E#1THEBIRE
HERFEHE  YETRXEMERGTE, EUNEERTHIDHEZHWMIMET, Edge Agent
BB KEER  EFEEITHTHEDHNEINERH AL,

/A Important
BRIFGALUTIRR , BRTHEDEELERE.

 Edge Agent BB IEE B/ EW DT, WEWNMAFHE., RRMER Edge Agent BEEHIEF
MER , BRITTHIENE,
1. BIBK AWS IoT FleetWise 2 A,
2. HERBEERBIBMER AWS IoT FleetWise B H | BEHFREHZNRERER,

o IWBEERTE AWS loT Core RMEBH B, MEFMEHA , FZ/BProvision AWS loT
FleetWise E#f,

(@ Note
BHA L EREHNSESAMRE ( MIEMEE ) PRI ERAREBEER  JREER &
Brh, o "TEHL EFNRRERENER, IhsitiRMt TREFL ThEE , UABAZERA L al B
ENER  R—XMBERBTNERARRE (HEE ) .
BHa 2 HEHE EREAREN T, NEFHERR , FSBAWS AWS IoT FleetWise FH[E
A ThEE ] A
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BETHEDHETES THIESA.

signalCatalogArn

E31T $87E B AE BA B = FA5% B 8%AY Amazon Resource Name (ARN).

(iZH) tags
BEERTAREETHIBNTRER. EUNHRETRABRENERERERNER , RREL
EMHENER,

TargetArn

EE R EEW AR ARN,

name

BEREBTHEBNME— B,

collectionScheme

BRIRESTRR Edge Agent R REHBREREBLEER MR KREERVRHA. AWS loT
FleetWise B BIXELURH/SERNKRESRNUKEAERNBEL R,

« conditionBasedCollectionScheme — R4 E W EMFIERBERIZEXNREBHNBERENE
B, EBREE REEERSREFREER,

« expression - ARFEBWEWLERNBEREN, fl0, WRE
E$variable. ‘myVehicle.InVehicleTemperature' > 50.0%iEX , Edge Agent ¥
BEWEARR 500 (REE. WFEMIREREXANRE , FSH AWS loT FleetWise 17§
SEEREBEREN,
- (A ) conditionlLanguageVersion - 4R KRZEXFZEE R,
« (#HA ) minimumTriggerIntervalMs - MEERKESH BN REFERRE , UEW
AEBEN, IRFEKCERE  SUESURENEREREER,
- (#A ) triggerMode - AR TFHIHEF —{EE :
« RISING_EDGE - Edge Agent B8 R E 5 — XA S RGRFIREER., Hlm
$variable. ‘myVehicle.AirBagDeployed® == true.
« ALWAYS - Edge Agent BB S ERF S R RFIREE KL,
« timeBasedCollectionScheme - ERERURBAERNKER XK  BUERDAENE
ERER, EBREEXRREEARRITRREREERWER, flw , MREERA 120, 000 2
# , Edge Agent i@ M £ EWEE B — X

* periodMs - REWEERBERNYE (UEVREN ),
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(i# M) compression
EEHEESETEY RO MERE , B LUEE SNAPPY RBAEE#HPHER,
BI5EFEER (OFF) , Edge Agent X RN EBHEE X

dataDestinationConfigs

BETHTHEEAERERNE—BN, SUEERMEEAE MQTT £E , IFHEHFRE

Amazon S3 5 Amazon Timestream

MQTT (FAEFIERNGH ) RE-—EREAREZHRANASEAME. EUUKERNEMHGE MQTT
X788, BAEA AWS loT rule. AWS loT support for MQTT B4 MQTT v3.1.1 &M MQTT v5.0 #
RAEHR EBE-LER, MEFMER , FBE MQIT £ZE,

S ALUREHEENERREFHS , TRASANEREENRN T HERRE, ETUER S3
RERBRTANS MRPHEMEENER,

Timestream B —EERHF A M#S] |, AJiHBY IR FENRF B BRAFMER, ELER
Timestream REFEFIER | flNoEWERESXENEF B,

(® Note
Amazon Timestream T EAREAEE (ZE ) EE.

(1#H) dataExtraDimensions

B — RS EB Y, SIREARNEMER,
(i#HA) dataPartitions

BUBRSEENEREARERNTREER L, SUURESENEEXEERNVKEMNA X,
- BBERRARBEKRND. REFEHEMFBFMNE , I5E AWS loT FleetWise A1 1E B =5 # 5
R EFEER.
« {7885 FspoolingMode#47BA TO_DISK,
- TEHROEERFREESHREANEERER,
(i#H) description

8 438 DAt Bh R B 1T SRR BIRY B AV
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(i M) diagnosticsMode

EPEENERES RSEND_ACTIVE_DTCS , THEBSEECRENRESEWER (DTCs) ,
LAt BB S E A EIE, Hlfn , PO097 Rn5|EREIEE (ECM) EXHIE R AZREERIESR 2
(IAT2) B AR R EERIEREHE,
RIRFEEL (OFF) , Edge Agent KBRS EIXED BN,

(ZHA) expiryTime
ERTHTBHNBH A, ETHTHEIER , Edge Agent KB EELINERTHEEZBTPIEENE
Fl. MREBHIPE T ZE1THEE , Edge Agent BB EFEAHMMITHTEIRKEEH,

%18 : 253402243200(9999 ¥ 12 A 31 H 00 : 00 : 00 UTC)
(1#EH) postTriggerCollectionDuration

BRI L ERBRRNEFERR , LME Edge Agent MBHEFR A K REBEEK
SERN—BREENWHE. o0, mRFARAEETIREXNRUGEESEBIE
i : $variable. ‘myVehicle.Engine.RPM' > 7000.0 , Bl Edge Agent BiB8 S B UNES|IEE
WEoEEE (RPM) B, BIfE RPM ESRK 7000 % , LAl R REEHHMBEE, EEEBERT ,
BT RE%H £ Edge Agent XBBHEBINEE R , SURBI BRIk,
TERX{E : 0

(#HA) priority
EEEHLUELTHIHINELIEFER. BEBIHNTHIHEERENELIEF. NREKS
BTHEBNBRNER , AFERBEEIEFRSHITEEE,
FERXE : 0

(i f) signalsToCollect

WAHERKES RSP REERIARTE,
* name - WABERKREEBHRKR T BEERNFAREE,

- dataPartitionIld - EEAKFEANER S EIE ID, ID XERFE PREMNEH—E
IDsdataPartitions. MRELEARMAERIIIEPNERYE , AIXEBELMENARS
&7 HsignalsToCollect,

- (1#H ) maxSampleCount - Edge Agent BXE87E M A E RN EE /5 RSN E I Hig 2 iR E R
BAEE LR,
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(ZEA ) minimumSamplingIntervalMs - MEERSFIRESH BN RERFERRE , U2
MABEN, IRFELEETE  SUERALSBUSENEEREESR,

BEMEE : 0-4294967295
(i#H) spoolingMode

IR spoolingMode FXE4A TO_DISK , H| Edge Agent M EEHH R EREE R TR E R
EREAHE, EMEIERE  AHRENENSEBEREER.
RRX{E : OFF

((#ZHA) startTime

BENTHEE S ERBFERA,

ITHEBNAREATUR T I H P —EE,

« CREATING — AWS loT FleetWise [EfE EEB BB RUE N {THEH,

« WAITING_FOR_APPROVAL — B 1T858 8% , © 2 A WAITING_FOR_APPROVAL iRRE, ZEX
HEITEEEE , 55 H UpdateCampaign API #2146, 1TEEEEIEESER , AWS loT FleetWise &
BESTHTEBNBR EEEWN B, MEFMENR  FBSEEH an AWS loT FleetWise 1T887E
B,

« RUNNING - 1T858 BAERH,

- SUSPENDED - {TE82BICEE, ZEEHEETHETE , 55 A UpdateCampaign APl &1k,

AWS loT FleetWise 14t 5 API ##4F , AT A REZ Y MEBTHEE

« CreateCampaign — B3 #1786 58,

« UpdateCampaign - EMBRENITHEETE ., BATHEER , BXAFAL AP BIERZAITHEE
B,

« DeleteCampaign — fIBRIZ BV ITEEEED
- ListCampaigns - HEXFTETSHEHN 2 EREFE,
 GetCampaign — HEE{TSE/E BN ABREE FA.-
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« B3I an AWS loT FleetWise 1T#55E 8

« ¥ an AWS loT FleetWise 17§85 8

+ fIBX an AWS loT FleetWise 17 $85& B

+ Get AWS IoT FleetWise T8 EEI & FA

- BENEXTHEHER

- {5/ AWS loT FleetWise Y50 B BB IR S R
+ Visualize AWS loT FleetWise &%}

3 an AWS loT FleetWise 1T#8 58

/A Important

¥H45E AWS loT FleetWise THEEZERE SIS EISEHE, MEFMENR , FFSEAWS AWS loT
FleetWise BV [E1F F Thae v A%,

EOLAEF AWS loT FleetWise £ A D API B T8 EEI RINEEHE R

/A Important
EEFELWNTTEERE , BN BEERTYIER
+ Edge Agent BRBE IETE /&MY EEER AR 1T, WFEMMFEEE, REFMAEEH Edge Agent BREEHIEE
MER , BT THEE -
1. BARK AWS IoT FleetWise 124,

2. HERBEERBIBMER AWS IoT FleetWise BT | BEHREHNRERER,

« IBEERE AWS loT Core RMERH B, MEFMEH , 552 B Provision AWS loT
FleetWise E#,

FE

- BUTIHEE (EERA

- BU1T85EE (AWS CLI)

« AWS IoT FleetWise 1T$8 E RV BEE RIEX
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AWS loT FleetWise B ABIER
BIMTHER (E82E)
5/ AWS loT FleetWise A BN TIHEE , LU, WEEHERYSEEHREE IR,

BIITHEES

1. BB AWS loT FleetWise £ 4,

2. EEEHEKRTP | EBETHEETH,

3. ETHEEBHEAEL  BEEMNTHEIE K ARERTIEEFNWIER,

eS|

« FB1 BRETHEE

- PR 2 BEERENLEKH
- PR3 BREER B

- SBR4 HEEH

- FR4: BRNEY

- 6 METHEH

/A Important

- BUAEEBEATBGNER , TREMNTHED, NWFEFMEF , F2BManage AWS
loT FleetWise 3% B # & Manage AWS loT FleetWise E ¥,

- BYTHEER®  BXAKETHEED, NEFHMENR , FSEERH an AWS loT FleetWise
1TEE7E B,

B RETHED
E—MERAD , AT TIEE

1. BATHEETHNEZRE,
2. (EA) @m AR,

RETHEDNERKRERBIELR. ERUWESREA Edge Agent BB IR LA B E W & TFLE & K S B
WEERIAIFREA, £ AWS loT FleetWise T2 AH , BALEB T AXREERBREST R !
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- FHERENRERBIER.
- LEERIBBERERRESE.

HHRBRER  EETIIHEHF—IF

- EEFHREEERNEERBEANEEY TR EFFEBHRNEE  FEEERERRERRBER,

FHEEENREEBELINER  FERBFIEBELRNRER,

1.

8.

EERBERRFHETERD , BELFLERTHEIBEANERRESREE, FEERE
EREARHPBEVENERELR  FERRHE. FERARERBRIRRAEREERHERE
R, FEEURBAER,

ERTHEHREERNFERE,

® Note

RIBTER , WENTHEBEYEARA , MERARENGERKE, SEZEBRENE
A, Sy AREERBHE.,

MREEERFAENBELR , AILAERBEREARBIZNEHLEER, AWS loT
FleetWise fE Fl:BEERIEXN KB RH XN T REREMLEER, REXALAKARNTEREE
ERBH. EREHFTNLERE,

Flan | MREHEES$variable. ‘'myVehicle.InVehicleTemperature' > 50.0FKREs ,
AWS loT FleetWise IE KRR 50.0 WEEE, MFNMARERENNRA , FSHE AWS loT
FleetWise 1T R B AV BEEFRIZR o

WARARPEBEREBLERNBEREN,
(1BA ) BEERHEAREXDFESRE. BRER 1.

(BA) EEREBREER , ERMEENRESH 2 BANRERERE. fli , MRARE

EEFE  GUREELRENEEREER.

1E7E Edge Agent B IRE BRI B RE XK. RIRTEER , Edge Agent for AWS loT

FleetWise B8 — RS ENFEHRERKEER, IE K CRETE-XFESHRERFBREESR , B

%_;ﬂﬁﬁéﬂ%’o

MRSEEUFEAERNERKESR R , AIXEEER 10, 000 - 60 , 000 ZEWHIEFER , M
EVREN. EERERIEREFARRRRENEERNER,

(2R ) REDENERLRZER,
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a. HEZBREERREHEERFEL DML ARE , FEEZ Snappy.

b. (ER) EEERENRESHEREBREERNKE , AEVAREN , BUUIEEHER
BRNEHERE,

c. (EBR) EEELTHIBNELIER K FBEETHIBELIERF. BEIEFBR/DVITIHE
EEEENE  WRAEERINELIER.

d. EBE@WAREREZRE , Edge Agent BB AT A ERNMERTHRER . ENBUERE , K
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BEAFERTNENEEEER,

1. (1BA) WADEIE ID UIEEREERE,
2. MAERREBYABTFTHRERNVE. BFEUENEBHEER {persistency_path} /
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/A Important
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Amazon Timestream

/A Important
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2. ¥R Timestream ERIXREBRE , ® TR /FEHIZIZE Timestream ERRN BB,

£ Timestream MYRRIEFENAF |, #1T T SIENE -
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MQTT E£z&

/A Important

R AWS IoT FleetWise EEFXBHFFA , BREEKERKHE MQTT AWS loT £, W%
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MQTT B E% N EHEHFUE PRGN AR , ETRCERRRRRITE , SUSEHBH
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MREEEFERARENREAR  FEENACGTHW THNNFERRENASR,
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BAUTHEEDR , B ENERSLERSITHTDNEER HR,

EETHEE

1. ETHEDREREL , REHE,
2. WEWHEFBEBERBTNE , YRBCERETHEBNERUEESR,
3. EBEHE

MRERBEFRERZTHIDNERUREEN  FETHEIEREEA LERTEF. FERERE
METHIDNEHREES , FREEE,

B ITHIEE) (AWS CLI)
B LAE A CreateCampaign APl RVEZREV 1T8E7EE. THI AR AWS CLIEYE B,

EERBNITHTHE , RERKENER TUEEE MQTT =& , EMIE Amazon S3 (S3) =
Amazon Timestream H, ### Timestream UESIRIE, AIER BEMARENEBFIIERE , Hl0
FREZEFHREENER, stHEGERABRLAERYE. ERTAY. T2UENRENDHRETE
¥ S3, FEE MQTT BURFENEN ARG ER , EA WHER AWS oTRBITEEZDHEHERE
H b B 193t 49 B4,

/A Important

IR AWS IoT FleetWise EHRREEE MQTT AEWEFT |, RAFERE A SAmazon S3
Timestream , R REEASEWMERETZE MQTT £88. Amazon S3 5 Amazon Timestream,
SIMERTFFEENGFHEN , FSEEA AWS loT FleetWise EHIFEUE,

Amazon Timestream T EAREAKES (ZE ) EiF,

BMATHEE

/A Important

« BYITHESZH , EXEHEFR B RN ERNME ., MEFHENR , 528 Manage
AWS loT FleetWise A% B #. Manage AWS loT FleetWise B8 £ AWS loT FleetWise
HEIRHET,
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- BYTIEER® , B#A4AMFEH UpdateCampaign APl 2 ERMITIHEEN, MEFME
A, FESBIEH an AWS loT FleetWise 1T858

EEBVUMTHEY , BRI TGS,
# file-name R AT ETHEZEHEREN json EREHE,

aws iotfleetwise create-campaign --cli-input-json file://file-name.json

« #& campaign-name MR AERANITIHED AR,

* ¥ signal-catalog-arn BUX A5 B ## Amazon Resource Name (ARN),
# target-arn R AER IR ERN ARN,

# bucket-arn BIfX % S3 RTFETEEH ARN,

"name": "campaign-name",

"targetArn": "target-arn",

"signalCatalogArn": "signal-catalog-arn",

"collectionScheme": {

"conditionBasedCollectionScheme": {

"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.DemoBrakePedalPressure' > 7000",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"

},
"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,
"signalsToCollect": [
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"
},
{
"maxSampleCount": 100,
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"minimumSamplingIntervalMs": 0,

"name": "Vehicle.DemoBrakePedalPressure"

}
1,
"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [

{
"s3Config": {
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat":
}
}
1,
"dataPartitions": [
{ ... }
]
}
(@ Note

Amazon Timestream FEAREAEE (Z2E ) EBiFH,

"GZIP"

« & campaign-name MR REEIUMNITHED BB,
« # signal-catalog-arn BUX B B 89 ARN,

Timestream ERXRHF T,

"name": "campaign-name",
"targetArn": "target-arn",

# target-arn MR ABRINMEFRETRLN ARN,
« # role-arn MRAEEHITACH ARN , ZABIIZT AWS loT FleetWise A$ERIRFZE

W table-arn BIYXA Timestream B ¥R ARN,

"signalCatalogArn": "signal-catalog-arn",

"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,

EBII1T885EE) (AWS CLI)
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"expression": "$variable. 'Vehicle.DemoBrakePedalPressure' > 7000",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"
}

},

"compression": "SNAPPY",

"diagnosticsMode": "OFF",

"postTriggerCollectionDuration": 1000,

"priority": 0,

"signalsToCollect": [

{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"

},

{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"

}

1,

"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [

{

"timestreamConfig": {
"executionRoleArn": "role-arn",
"timestreamTableArn": "table-arn"

}

}
1,
"dataPartitions": [

{... %

« & campaign-name MR REEUMNITHEEDE R,

« #& signal-catalog-arn BUX &5 B # 8 Amazon Resource Name (ARN),
« ¥ target-arn R BBEITHBBEREHN ARN,

« # topic-arn BRAZEEACEERER AL BENHA MQTT 3 ARN,

LAEF AWS IoT FleetWise SFaTHERE#TA® ARN BX role-arn , LAEX, EREEEN
MQTT B/ S I Y 2RI EE,
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{
"name": "campaign-name",
"targetArn": "target-arn",
"signalCatalogArn": "signal-catalog-arn",
"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.DemoBrakePedalPressure' > 7000",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"
}
1,
"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,
"signalsToCollect": [
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"
1,
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"
}
1,
"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [
{
"mqttTopicConfig": {
"mqttTopicArn": "topic-arn",
"executionRoleArn": "role-arn"
}
}
]
}
MREFERAEFZE AWS KMS &BEANE |, FE22 TIBERAER , FENAE WA

CreateCampaign APl #&4E,

B {TH#HES (AWS CLI)
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

AWS |oT FleetWise 1T #8578 BI AV @B EE RIE

B

\

AWS loT FleetWise fEflBEFREXN KRB BETHRZDPRENEN, MEREXNFHER , F3
B CAWS loT Events B A B1ER) FHRFRERL,

BEASHNEBRASHUEEREENAR, HREARRES , REXBIBEXRARNTES
B, HREBRRER K REAFESTARNZEER , URKARERNRERI A —EEEAEE,

Flan | MRFARBHFEITESTHEE

{

myVehicle.ADAS.Camera:

type: sensor

datatype: Vehicle.ADAS.CameraStruct

description: "A camera sensor"

myVehicle.ADAS.CameraStruct:

type: struct

description: "An obstacle detection camera output struct"
}

MREFREETRE ROS2 E :
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Vehicle.ADAS.CameraStruct
boolean obstaclesExists

uint8[] image
Obstacle[30] obstacles

Vehicle.ADAS.Obstacle.msg:
float32: probability

uint8 o_type
float32: distance

$variable.
$variable.
$variable.

$variable.
$variable.
$variable.

$variable.
$variable.

$variable.

$variable.

‘myVehicle.
‘myVehicle.
‘myVehicle.

‘myVehicle.
‘myVehicle.
‘myVehicle.

‘myVehicle.
‘myVehicle.
‘myVehicle.

‘myVehicle.

ADAS.
ADAS.
ADAS.

ADAS.
ADAS.
ADAS.

ADAS.
ADAS.
ADAS.

ADAS.

.msg:

LT 2P ATRERY SHREXNEH

Camera
Camera
Camera

Camera
Camera
Camera

Camera
Camera

Camera

Camera

.obstaclesExists"
.0Obstacle[@].probability"
.Obstacle[1].probability"

.Obstacle[29].probability"
.Obstacle[@].o_type"
.Obstacle[1].0o_type"

.Obstacle[29].0_type"
.Obstacle[@].distance"
.Obstacle[1].distance"

.Obstacle[29].distance"

FE#H an AWS loT FleetWise 1T#85 B

B LAE A UpdateCampaign APl R{EXREFHBBMITHEEE. THlwSER AWS CLl,

* # campaign-name R BB EF 2 THZEBNETE,
« BHrBRATIES—IF :
« APPROVE - #/#1T8855 8 , SLAEF AWS loT FleetWise A5 HE8 B B sk &,
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« SUSPEND - EZ1T8#E8). THEDSRERTMER , TETHETHPINAMEERTSE LEIE
« RESUME - EfTEBAFASUSPENDITEEEE), THEBCREAE TRATRENMBEEMEER , B
HRHgRESEER,
* UPDATE - ZiBERBM Wi HEITH R E VRBMRENITHED,
o BB AFTRYHEIR,

HWAZZAAE 2, 048 F T,

- #& data-extra-dimensions R AIEENERBM , LEETHTHHEBRENER, Hlm ,
BA LS ER R MEREIEE/THEES , AWS loT FleetWise €15 E KBS L BM 2 T EIE | 1
£ Amazon Timestream RHVHEE, A% SO USEHERRBENERREHER,

aws iotfleetwise update-campaign \
--name campaign-name \
--action action \
--description description \
--data-extra-dimensions data-extra-dimensions

MREGHERAEFZE AWSKMS £RBANE , FE2ETIBERER , BELENAC WA
UpdateCampaign API #&4E,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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fIER an AWS loT FleetWise 1T$855 B

ZRILAEF AWS loT FleetWise iR & API RMER1TEEEE
MBRITSHES ( E#ESB )

EEMBRITHED , SEEM AWS loT FleetWise 2 A&,

i BR 17 8855

1. BB AWS loT FleetWise £ A&,
2. EBEERT , BETHEID,

3. HEMTHEEBEEL , BEBETHIH,

4. BIE MR,

5. MR campaign-name ? F , A ERIBRNITIHEDERE , RARBERF,

il BR1T 8875 B) (AWS CLI)

& A LAE A DeleteCampaign API 24ESRMBR 1T858, TSI HIERA AWS CLl,

EEMERITHED , FHAT TSRS,

#& campaign-name R BB EMBR 2 EEHNE B,

aws iotfleetwise delete-campaign --name campaign-name

©® MEBRHER D BEEEER
RBRTHZDEBREETNAMAESN , MESAEFHNERTE LEEER,

BT IRR B M ER

BRI AR ListCampaigns API R ERERRITIHTBIR B MR, T AR AWS CLIFE A,

EEHNAMATHEIN O ERESE , FHT TGS
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aws iotfleetwise list-campaigns

Get AWS loT FleetWise 1T#8E B &

A LAE A GetCampaign AP IRERFEENEBREA. T 5 AEH AWS CLIEYE A,

EEHETHEENPEER  FRT TGS,
# campaign-name X AL EHBMNITHEH B,

aws iotfleetwise get-campaign --name campaign-name

(® Note
BRERZE -, RUBR , THEFBNEEAETSILEARR,

MREFERAEZFZE AWS KMS £REANE , 88 TIBERRAN , BENAGTUUA
GetCampaign API 1€,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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EEFNEERITIHEEEH

/A Important

¥45FE AWS loT FleetWise ZhEEMVZFENE BIZ RISHE ., MFB/HMAEH , :F2BAWS AWS loT
FleetWise BV [E1E F Thae v A%,

ETHEBTERENTEE  TREARENFTREERNMEN Edge £, BBREER T EIER
LEMRERE  SUUSENBEIIEEER B/ (Sl Amazon S3 #FETER ) NEBKAR

E. Hlan , BALIREERDEE  BENFHEERL  EXEREWi-Fi {lk, AR, —BEH
iR, THEDERBZREDEETNER , LEEEER, HNE , BUUER AWS loT EHKE
&¥

ES- |

- BUERDEIE

- LETHEEHER

- A AWS loT ¥ EE&E R

BYER D EE

/A Important

¥45F AWS loT FleetWise ZhEEMFENE RIS RISHE ., MB/HMAEF , :F2BAWS AWS loT
FleetWise FHY [E1F F Thae v A%,

THEDTNERSAEETREFAARER. EUURERENBEEERNEFME .

ERDIEMNEESRNRESdataPartitionIdBTHEHER RIEEREERE., A% , B LIE
—SERSTEERFEE , fIWAPER, REERIIENRNZERE (EHMEL)  URE

Edge L FHERMMNLE. B LAERA RYUEER LW FELEstorageLocation, REFUEER
ETHTHRTERNRTERNPEENERKRER, THETHREFTERKMNMN Edge HEERPER
WEFEAMERT , A5 EHEBNERRKRT.,. ERREFEVNENBEERK : {persistency_path} /

{vehicle_name} / {campaign_name} / {storage_location}.

BB 150



AWS IoT FleetWise HBEABER

ZIREREEANRERTO_DISKEESEINEREREFEERNEE, ERoEENERRTRS
LAFIFO (ki#%d ) AEMEE, WREMRTEEE , tEMRERBERS>TIEFHNER, W
RERIEEERF/EIEARERFNER S EIE , AWS IoT FleetWise &R EEBRFKERERE
HHNREEES, SEFMER | AWS loT FleetWise & LEZEEN, {TATE Edge
Agent for AWS loT FleetWise EXB8 FERE,

/A Important

MRENER D EEBBRENZAFEFRS , ARNNENSELI T EREI NN LREER
RENER, Edge LBRNERBEEER, MEADBURREN Edge FHEFRH,
EENLEIERE , TUEREFERERRBR, RRERERESEEEF , N##RE
SAMBIER

LEREGRESHREANKRLGES, UREET LERE  SEXAREERFER, SHALUGER
BERDIEFNARLEDEiR, MEFFMEA  F2RLETHEHER,

EEERPEIEFE G2 , signalsToCollect BHREEEEER P EIEHREZEENAN. BUlA
BRDEIRIEE IDs , HHg dataPartitionId default REAFHARYNERER S EE, BEE
E WFAsEdataPartitionIdi$EEFEE% MEEHidataPartitions,

BuENDEIE

FEATYEY K BUEEEN2IEREFHRENTHEE, LEFNTHRIBDREAKERERFTRE

Amazon Timestream H,

1. # campaign-name MR ABEBEINITHEBE R,

(EA) RHEER,

3. # role-arn MR AFEKEHITHAEH Amazon Resource Name (ARN) , #F AWS loT FleetWise
HBER R AFZE Timestream BRRMFFT,

4. # table-arn BUX A Timestream ERIEKM ARN,

5. #§ signal-catalog-arn BUX AR E &8 ARN,

6. #% dataPartitions ID # B9 data-partition-id #&EUKAEEL 2 37 B35
M IDsignalsToCollect, B% , MREEZAFHEANER T EIE ID, HR
signalsToCollect , ID AARE PRMHHE P —1E IDsdataPartitions,

N

BUAR S EE =
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® Note
£/ default A ID , RITHEDEVRZRER D EE,

7. # target-arn BURBEEN HEERERA ARN,

{

"name": "campaign-name",

"description": "Measurement of SOC, SOH, thermal, and power
2704",

"targetArn": "target-arn",

"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.BMS® > 50",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"

b
"compression": "SNAPPY",
"dataDestinationConfigs": [{
"timestreamConfig": {
"executionRoleArn": "role-arn",
"timestreamTableArn": "table-arn"

1,
"dataPartitions": [{
"id": "data-partition-id",
"storageOptions": {
"maximumSize": {
"unit": "GB",
"value": 1024
b
"minimumTimeToLive": {
"unit": "WEEKS",
"value": 6
b
"storagelocation": "string"
b
"uploadOptions": {
"conditionLanguageVersion": 1,

optimization for Fleet
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"expression": "$variable. Vehicle.BMS.PowerOptimization® > 90@"

}
11,

"signalCatalogArn": "signal-catalog-arn",

"signalsToCollect": [{
"dataPartitionId": "data-partition-id",
"maxSampleCount": 50000,
"minimumSamplingIntervalMs": 100,
"name": "Below-90-percent"

1,

"spoolingMode": "TO_DISK",

"tags": [{
"Key": "BMS",
"Value": "Under-90"

1]

HEMBEERGR  2ENERNSBEEER , AEWENRFERN D BTN,

ETXR , &80 UpdateCampaign APl , #$HEE %] Edge Agent for AWS IoT FleetWise #X88, 1N
EHMER  FSBLETHEEHER,

LETHERER

/A Important

45T AWS loT FleetWise THAEMZENE BIS RIHTE, WMEFME
FleetWise BV [E1F F Thaen] A%,

FZ2RBAWS AWS loT

&II{

AMESNAE Edge £ EETHEBHER -
TERLERENTHIDEERERBDREN LEEER, RERETIHED , FER
updateCampaign API &€,

« EiB AWS loT 1% , B LRHER L& BIETFSEENKL. MFEFBER  F2RER
AWS loT % LE&H,
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{8 UpdateCampaign AP i/ L ETHEEE R

BUTHEE® , THEEREEFERA , WAITING_FOR_APPROVALER|&actionts B8E A A
1EAPPROVED,

FRATY&EHlaction , FEIBMA UpdateCampaign APl HRVER E 1T 28

{
"action": "APPROVED",
"dataExtraDimensions": [ "string" 1],
"description": "string",
"name": "string"

}

A AWS loT £ LEER

/A Important

¥45E AWS loT FleetWise THEEZENE BI Z EISHE, MEFMENR , FFSEAWS AWS loT
FleetWise ARy [E i3 1 Zh 8L vT A 4.

£/ AWS loT 1£5% , IBAILERETHEE , EEERSEHNERER LEEZER,
IV T SR B B M A B LA

£ T HIEEFIREIATHFBNEB XM, FHEXMR json BR , HP LS TEXRENER
B EN. WFEALEBXFNFMAET  FSE (AWS loT BRABER) FHEMH B
EIEER AWS CLI,

BRFRAE-"HELEEN , FRERERREREEHEEABI AWS loT ¥, EEFRS
BEEH (EE—THEDT ) LEER  FRINREFHEZMENHENNEEE  AREER
B RRE /W AHFEE,

{
"version": "1.0",
"parameters": {
"campaignArn": ${aws:iot:parameter:campaignArn},
"endTime": ${aws:iot:parameter:endTime}

}
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}

a. CampaignArn #§ B AR R MRS B 1T8EEER Amazon Resource Name (ARN). &
E1THEE ARN,

b. (&M ) endTimeld ISO 8601 UTC #&X ( BEH ) NWEHKEEHNFEEZIU .
40 2024-03-05T23:00:00Z, HREBREAZEE , WARAETE LENREZE —EERE, W
REERE endTime , Bl Edge Agent BB SRE LB , EX LEFMETHEIBNREFTER
Alt, LEFEERE , CEBEKHITIREERHA SUCCEEDED, FBHRESEHRA

COMPLETED,
FRAZETREAELER
1. RTBELAFEDIZEE loT-loTFleetWise-CollectCampaignData, MEFMER , F2E ( AWS

loT B ABER) hit AWS SEEARELFEHK,
2. S EHAEHR CampaignArnH endTime ZE,

a. CampaignArn # BV AERE EE RS P 1T788E8H Amazon Resource Name (ARN), &
E{TH#HEE ARN,

b. (#A ) endTimeld ISO 8601 UTC #x ({EEY ) NERMKEERNNWFEBEIN .
530 2024-03-05T23:00:00Z, REBLAEE , WATELENRER—EER S, W
REEEE endTime , B Edge Agent B 2EELE , B LEMBETHIBDNRAETER
ALk, EEMBERE , eEREEHITIREEHRA SUCCEEDED, EHATRESTEHS
COMPLETED,

NMENERELETE  F2H FHAEEEE,

WFE AWS loT EBHFMER , F2E (AWS loT RBAEER) T8 £,

5/ AWS loT FleetWise WWEZ BRI EEE L

/A Important

¥435E AWS loT FleetWise MV FENE I Z RIS E, MEFMER , BHSBEAWS AWS loT
FleetWise Y [EIF I 0] A%,
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs-lifecycle.html#iot-jobs-states
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EEREANRNERE , SELEZEYER DTC) , YKL ERERNEHRMNMRE, DTC A
BhSRIT F BB it 7 AR ERRR, THRERELERNERR , WREUSIEEE, AWS loT FleetWise X
DTCs W&ES , SEHEN DTC R , UAREBEHBETHEDLEMER, ZETENMEEYR DTC
BERRENSS, THERENERT  MEHIFR.

LTHERER DTC NEEH=.
EEP=EA: LT

B EEMEEREAUANBITEBECHE Edge REEX LEAERNEHE , RMER BFTH
HEl s, ELHBEFE AWS loT FleetWise Agent 1 F8E M. Edge Agent for AWS loT FleetWise
BREEAERERTERARRTER , flus/ME. RRENFTE. BFTERNEHAZEERS
HREECEARFIEVESITENEE K EUHBERILIIEE., HRZEHER (DTC) ERUKNE | BHEA
SRR A BTEEREFEREREEEE , flnEERERN Edge EiBHK —ZERE (UDS)
REMPENEMEE DTC B, REBHMEMRER,

MEFEFHMET , F2H Edge Agent B ABIEETH EFTREEREM DTC ERKRESEELF,
#7555 FEE E

HRERBETHEEDT , ARBESREBEFEWE , & Edge Agent B LEF, A&, R
EEH LERFREURBAERNTHEES , IHFRGA/ERNITHID PN ERGFES,
T8, ARBLURERERE  BEREKEWE DTC ARLFHERET. A T7THREMGBE, AWS
loT FleetWise IRtFSRMEE , AIFER B R ML E T EJ 1 HEEL

ARBEREEEHNFRGESNEE, BSRTESEREERENESERAR , BAUUE
B ERNEHEREREIERS 5L, RENRIEE, SRBARERMEIEEN
Ak, FERBEIE R LENBRBERNERENE M timeBasedCollectionScheme
conditionBasedCollectionScheme Z#ECollectionScheme , E& —M&FAMKME.

THIEERAMMEILNEER DTCso
ES -]

- PERIEGRERY

- AYHREREVERRETHEE
- DEHERERRD
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P EESEERE T

/A Important

¥43E AWS loT FleetWise hREMFENE I RIEHE, WMEFMAENA |
FleetWise H /Y [& 13 F Th8E o] A M,

FHZBAWS AWS loT

signalsToFetch E I TR EEMN S &

£ A signalsToFetch §&74RE%E M1 Edge LHEEXGARE M- FﬁaﬂﬁﬁﬁﬂﬂzﬁJ_Eﬁﬁﬁ%%ﬁﬁaﬂ/ﬁ
B AEERNRAEERER Edge First Modeling E&E /Y B TR AIREES, FBEHNOALRE &
A LAE 21T 88°F B HA B MR AN E B A B R A 5 =X

ERE AR AFTE DTC Efl. flIn , BALEVYE A NFHBEEFARDTC _Info , EF IS
5IZEIEHIE T (ECU) K DTC EFfl. HE , BAILERYE ECU,

« SignalFetchInformation &EBMBEHES,

structure SignalFetchInformation {
@required
fullyQualifiedName: NodePath,
@required
signalFetchConfig: SignalFetchConfig,
// Conditional language version for this config
conditionlLanguageVersion: languageVersion,
@required
actions: EventExpressionList,

« fullyQualifiedName : BEFA BT HEZHARN TERTE (FQDN),

« signalFetchConfig: ERMAMIR LARERFAFNRA, ©EEERMEGEEE.,
« conditionLanguageVersion : ARSI #HRE R REX RGN FES RE

« actions : 7£ Edge LFHMEKIFTE BI{ERIZENEE., Edge BB EERASZE,

/A Important
BERAEMEA custom_function.

PHREEGREE 157
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THEDREXBRT

THREXRAEFIECAFNTERR | WRAKE Edge WARBEEHIEEMER , HER
true. Z—FHMHE , TEEHE false,

isNull(signalFqdn:String): Boolean

ExamplefE A5 =

isNull($variable. Vehicle.ECU1.DTC_INFO') == false

We want to make sure DTC_Info signal is being generated
on edge.

REXKATI@A :
functionName : String

Edge XEMNEHFTHHEH

2% : varargsExpression
M2 g functionName, ETURREXNNWTEE,

BYZEEEFER : String. Int., Boolean = Double,

custom_function(functionName:String, params: varargsExpression): Void

ExampleffEF 5 =

"fullyQualifiedName":"Vehicle.ECU1.DTC_INFO",
"signalFetchConfig": {
"timeBased": {

"executionFrequencyMs":2000

iy
"actions":"custom_function(“DTC_QUERY”, -1, 2, -1)"
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ATEBERELERNETIRED

/A Important

¥45E AWS loT FleetWise I ZENE i Z EIHE ., MEFMER , FSEAWS AWS loT
FleetWise By [E1E F Thaen] A%,

AEER\MMARMZEHER (DTC) WERIKRETHEH,

1. 1 Edge LEZHITAM. BEEA Edge L DTC AEMNMBIBRVES A BITHEBAR, MEH
MEF , E2EHERE  FRETREAERERBERNERKNE,
2. 1 Edge LEZXBHITHE. ZFEEHEHE , A EHFEFREWE Edge LB DTC A,

MEHMET, , HBH ( Edge Agent B A BIEE) T ITEBISEN DTC ERKESEE
#.

(® Note
&P BT ERMNEEDTC_QUERYM RE 5 T BT Ro

3. BM# DTC AmBESFREHAANRE &,

[
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle"
}
.
{
"branch": {

"fullyQualifiedName": "Vehicle.ECU1",
"description": "Vehicle.ECU1"
}

I

{

"sensor": {

"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"description": "Vehicle.ECU1.DTC_INFOQ",
"dataType": "STRING"
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}
}
]

4. 1EHE DTC AMMBRATELMBAERER,
5. EVFNRACHE DTC AMNBHBRERABE, DTC AREAE

A CUSTOM_DECODING_INTERFACEMM N EE R ACUSTOM_DECODING_SIGNALEASE fE 5248

:I;F!O
Examplef 5% R iS85
[
{
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"interfaceId": "UDS_DTC",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.ECU1.DTC_INFQ"
}
}
]
Examplef@&
[
{
"interfaceId": "UDS_DTC",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {
"name": "NamedSignallInterface"
}
}
]
(® Note

YR B AR (CAN) A X BEFREREE,

6. MENEY HH, SMLAEALHIRIRANEREE (BEEFRE ) NBBRENAS

B,

AYHRERELERNETHED
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7. BUURHETEEZE, ZFEEE DTC AN (FEAERAENAN ) LAEAHTBRER , LB
1788758,

FREEZANiFHER, DTC EREE DTCCode, DTCSnapshot#
DTCExtendedDatastrings , IR THEBPERZER BN FHNRBFH,

©

*2 R P S fE A SR 45

/A Important

¥43E AWS loT FleetWise hREMIFENE I Z RIHE, WMEFMENR |
FleetWise H &Y [ 13 #1 Zh 8 A A 1%,

FSBAWS AWS loT

THERAEHFRE DTC_QUERYRE B E REESERER.,
& HAREEY
LARR R EFEHEE DTC £4

THl&E 6 R EAHFTHE ECUs Vehicle .DTC_INFO MREEEZMFTHE DTCs EHIHEEGAEMNITISE
B, A RENERE —EHRMHVehicle . DTC_INFO,

"compression": "SNAPPY",
"spoolingMode": "TO_DISK",
"signalsToFetch": [
{
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"signalFetchConfig": {
"timeBased": {
// The FleetWise Edge Agent will query the UDS module for all DTCs every five
seconds.
"executionFrequencyMs": 5000
}
.
"actions": [
// Every five seconds, this action is called and its output is stored in the
// signal history buffer of Vehicle.DTC_INFO
"custom_function(\"DTC_QUERY\", -1, 2, -1)"
]
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}
1,
"signalsToCollect": [
{
"name": "Vehicle.ECU1.DTC_INFO"
}
1,

"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
// Whenever a new DTC is filled into the signal, the data is ingested.
"expression": "!isNull($variable. Vehicle.ECU1.DTC_INFO )",
"minimumTriggerIntervalMs": 1000,
// Make sure that data is ingested only when there are new DTCs.
"triggerMode": "RISING_EDGE"
}
1,
"dataDestinationConfigs": [
{
"s3Config":
{
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat": "GZIP"

ok 44 B 2 22 fR BN

HEGRGEE DTC £4, i, E CAN FASEA KVehicle.Ignition == 1, EMHEE LE
DTC &#l,

THEHITHEEEES NIFHERE AR MEEVehicle . ECUL.DTC_INFO , LA#2% DTC ("AAA123") 2
A 7E ECU-1 B9 recordNumber 1 F&4#F, WTHEZBHERUNEAEBRNERKEMN LE,

"compression": "SNAPPY",
"spoolingMode": "TO_DISK",
"signalsToFetch": [

{
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"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"signalFetchConfig": {

"conditionBased": {

// The action will only run when the ignition is on.
"conditionExpression": "$variable. Vehicle.Ignition® == 1",
"triggerMode": "ALWAYS"

}

1,
// The UDS module is only requested for the specific ECU address and the specific

DTC Number/Status.
"actions": ["custom_function(\"DTC_QUERY\", 1, 2, 8, \"0OxAAA123\")"]

}
1,
"signalsToCollect": [
{
"name": "Vehicle.ECU1.DTC_INFOQO"
1,
{
"name": "Vehicle.Ignition"
}
1,

"collectionScheme": {
"timeBasedCollectionScheme": {
"periodMs": 10000

}
I
"dataDestinationConfigs": [
{
"s3Config":
{
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat": "GZIP"
}
}

B 7 R EY

HHEBNEE DTC,
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HREEFEEARS , S EREERENPERNEETHEED. A AWS loT FleetWise T4
FHT T CLI v, HETHEDHERUNEFTHED , MTERERRR.

« ¥ command-name MR BHSERE,

aws iotfleetwise update-campaign \
--name campaign-name \
--action APPROVE

A&, £ DTC EMEEREEFETHED.

aws iotfleetwise update-campaign \
--name campaign-name \
--action SUSPEND

R LB BT IR B LU 1T DTC B RHEEL,

aws iotfleetwise update-campaign \
--name campaign-name \
--action RESUME

Visualize AWS loT FleetWise E & K

/A Important

¥45FE AWS loT FleetWise ZhEEMVFENBE RIS RIHE, MB/HMEH , F2BAWS AWS loT
FleetWise BV [E1F F Thaen] A%,

Edge Agent for AWS IoT FleetWise M8 EAHEMMNEHEREEZE MQTT =& , IS HERE
Amazon Timestream 5 Amazon Simple Storage Service (Amazon S3), ERHAZEER BWE |, &
ALAEAEA AWS IRIEREE, EfHKH. BEBLCNLAER,

(® Note
Amazon Timestream A EAREAREE (2B ) EfF,
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BRIEEAZE MQTT FENEHE R

FEiBMQTT AEEENERERSLUEFEIRN AT , WA BRAFERRARERTE |, SigER
BHEEHMBNM, WEEA MQTT WEFMAER , F28 CAWS IoT Core B ABERE) #M RE
BB EM BVFR A AWS loT,

E MQTT AP EENERNERGEBHR TS T HIML.

BWuERE ERER Description

eventId varchar ERWESEHM ID,

vehicleName varchar WEERMER ID,

name varchar Edge Agent X 58 A 3k
WEERNITEEEH
£,

time timestamp ERENRFBEER.

measure_name varchar Bk ey

measure_v bigint Integer ¥EEAIFAER

alue::bigint B,

measure_v double Double ¥8 8!y FA 5%

alue: :double B,

measure_v boolean WM EEENAEE

alue: :boolean o

measure_v varchar varchar R EASE

alue::varchar =

£ Timestream HRIBEHIHER

Timestream R SENREFIERE , TERXERMN2TEBOLEREFIIERE, BHNERSER
EEZEFEZEMW Timestream BRI X T, BALUER Timestream EHEBWE R , SUERA THRENE
W, MEFHMENR , F2BEMTER Amazon Timestream ?
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
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H#E Timestream WERFEREBERZ ST ML,

WuEHE
eventId
vehicleName

name

time
measure_name

measure_v
alue::bigint

measure_v
alue: :double

measure_v
alue: :boolean

measure_v
alue: :varchar

BEREa
varchar
varchar

varchar

timestamp
varchar

bigint

double

boolean

varchar

Description
ERRESHH ID,
WEERRES ID,
Edge Agent {88 F 2Rk
WEE R THEE
a8,

BRI ERE.
B DR

Integer FE R FA R
=

Double ¥EE AR
&,

M ERENFARE

o

varchar BRI gV EASE
=18

RBILFEEE Timestream R EHELR

AEERHERERE Timestream & , WA EA T AWS RERKRBL, B2, oW NHAALENE

\|é.\
o

- M Grafana @t Amazon Managed Grafana SR Bt MEERERIRP I ER. BAILAFEHE—

Grafana ERIRZ B R B ZE AWS R (5l Amazon CloudWatch 1 Timestream) FE &

BRIFRHER

« A Quick Z MR BILERIRFNEHR,

RBVLFEFTE Timestream FHETHE R
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£ Amazon S3 R R EHE R

Amazon S3 R —BYHFEERE , IFRNRBEMARENER, EAILER S3 REREFAR
Bl , BlmERGH, BENER, BEF. CEERAREX. AWS loT REMABES 1. ENERSER

£ S35, MAREIETHNHEH. MBEFHEEA

FEZ2B 1 ER Amazon S37?

H#E Amazon S3 WE R TERE BRI E T HIE N,

WuEB
eventId
vehicleName

name

time
measure_name

measure_v
alue_BIGINT

measure_v
alue_DOUBLE

measure_v
alue_BOOLEAN

measure_v
alue_STRUCT

measure_v
alue_VARCHAR

BEREa
varchar
varchar

varchar

timestamp
varchar

bigint

double

boolean

struct

varchar

Description
ERRESHH ID,
WEERRES ID,
Edge Agent {88 F 2Rk
WEE R THEE
B,

BRI ERE
B DR

Integer FE R FA R
=

Double ¥EE AR
&,

M ERENFARE

o

Struct BE M EASEE.

varchar R Y EASE
&,

1£ Amazon S3 R B & K}
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Amazon S3 ¥4

AWS 0T FleetWise 4 EMERB@MIRF/WHR S3, ErAILERA T —&EERNYH URI R
SHRTHEBPHER. S3YWH URI BABURRKBENERRIFERILERCEENER,

SEERLER
ERBUERNGUHEALAERNARNERE S3 F., TAUKARERRN |, fINEERER.

AR E Amazon lon EREMNAEERHMEEZR AWS loT FleetWise WEMFASSHEE , AW EER
BE8@T S3, S3YHRERESMEAN , WA - ENFEE.

SERERILER S3 M#F URI EAUTHER :

s3://bucket-name/prefix/unstructured-data/random-ID-yyyy-MM-dd-HH-mm-ss-SSS-
vehicleName-signalName-fieldName

ERENER

ERENERESHFRESIH , URBRE. BRANBRASNEESR, YHFENZEERCREE
RS,

HERE SSHENEREFAYH , RREEW 10 pEMNRKH, RIZFER , AWS loT FleetWise E1E#
YIHEE A S3 year=YYYY/month=MM/date=DD/hour=HHZ & , L X F8 UTC BEIFEH, IkF
EEEMEIETRIIEERE  HhSELERR (/) BSERBETRLER. EENEROISHE
BILERH S3 ¥4 URI,

RENER S3 ¥4 URI EAU TN

s3://bucket-name/prefix/processed-data/year=YYYY/month=MM/day=DD/hour=HH/
part-0000-random-ID.gz.parquet

FrERtuBAEEER , 2% Amazon lon ERIKENE R, KR LUER F1AE RIREE H SRR
BRRARRIER,

FRBER S3 ¥4 URI FERUTER :

s3://bucket-name/prefix/raw-data/vehicle-name/eventID-timestamp.10n
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¥ 1ERIE Amazon S3 P EERE R

HERERERE S3 & , BALMER TS AWS RBRER, FMMLRAENER.

5/ Amazon SageMaker Al FEERF DT ER |, LUET T EEMERE2E (ML) TERE.
WMEHMER |, 5528 (Amazon SageMaker Al I A E5rm) PR TY|EE -

. EEER
. iR EEY
. BEEY

A AERmEEESE , AWS Glue fm BT £ Amazon Athena FETH . BIBRFEER , EA S3
¥ BB Apache Hive BREFEIDEIE K EFIESBBEREENEEHNERRKR,

MEFMEF , F2B (Amazon Athena R ERERE) FHTIERE :

« 1 Athena F 9 EIE&E %
« £/ AWS Glue E#£ %] Amazon S3 F &R KR
- £ FH Athena BRI RIEETR AWS Glue

BB E#EFE Athena BRIKRT S3 7R , HRARERBLER,

® Tip
MREEER S3 B , FRAEHNERHER S JSON KX , B4 Quick X & Apache
Parquet &=,

MEFMES , F2E (Amazon Quick EAEIER) TR TIIERE :
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HHEE AWS loT FleetWise ThEEM FEXNE BIZ RISHE, WFFMER , FSBAWS AWS loT
FleetWise Y [E2 =5 M Zh g€ AT A 1o

Z5 34455 BA A 4 A A A AWS 1oT FleetWise M@ S I18E, MERE REAGSTHEEREEA
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* int8 A uint8
* int16 M uint16
* int32 M uint32
- Ro XETIRE,
« K (int64)
« REFBHR (uint64)
 String
+ Boolean
WRHAT

BEHTREBBRRELHTZHTHNHATER. ERSERACEEYGTIRB B THITRIEE
MBERHTHT. EREEFITEENRE , LEEDHTHRE,

@ Note
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FREVAEBAEEA , 52 BIAWS loT Device Management &1 Bt 58 o
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TRETSEGTHTRER , URGTHTIUAEBRIN AT RE, CHERRBTHITRES K
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RE 2 # RETE

CREATED ERBRHTTE W B « IN_PROGRE £

S’ APl 553K SS

(StartComm « SUCCEEDED

andExecut

ion API) . FAILED

OB, a5

&7 « REJECTED

EEBEA « TIMED_OUT

CREATED,
IN_PROGRE EEWMEARY BE B « IN_PROGRE COMMAND_S
SS T, 7 SS TATUS_COM

DEHmARSE

BATIRRE

8
o4

&

174


https://docs.aws.amazon.com/iot/latest/developerguide/reserved-topics.html#reserved-topics-commands
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/include/aws/iotfleetwise/ICommandDispatcher.h
https://docs.aws.amazon.com/iot/latest/developerguide/iot-remote-command-concepts.html#iot-command-execution-status

AWS loT FleetWise HEASER

P B/
R 2

RigET?  AFFHNREE FALERHNR
RETS

+ SUCCEEDEIL MAND_IN_P

WEEITIREE  Description

& o

EIEERE | #&

SUCCEEDED

FAILED

MREERH A
IN_PROGRE
SS .

EEWA R
Bar v ST
BATH , T
AR RME
EIFEERE , 2
HIREEH A
SUCCEEDED

o

EEHELY
ek, T
L&A E B
FEIEEE ,

[t

I

i

fim

i

©2))
- R
- REJECTED

« TIMED_OUT

TEA

ROGRESS

COMMAND_S
TATUS_SUC
CEEDED

COMMAND_S
TATUS_EXE
CUTION_FA
ILED

LA R REE Fr
A FAILED,

[
fim
A
i
I
]

MREHEEZ =
BEXos , 1

LA EA S 2k e
EORERE,
HIRREE R R
REJECTED.

REJECTED

HITARRE 175

8
o4

&



AWS loT FleetWise HEASER

WREITAREE  Description HEE/Eiw Rim#ET?  AFHOKREE FAEESRHR
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TIMED_OUT BART K EME iR B SUCCEEDEL COMMAND_S
HIEMR (B Zh) TATUS_EXE
ETIMED_OUT S By CUTION_TI
, AT MEOUT
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- RIKEIGH
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HETLUSIHREEB B BikisAkEE | fflt0 SUCCEEDED., FAILEDZX REJECTED., B ol AFEHIT &
SEHRLERE, FHERT , S 9HTRESRIEE |, TIMED_OUT{EStatusReason¥H B 1R
BREERENEAEHT ., MEFWTSHITTIMED_OUTEHESE KK,

MBHAEH , HSHMAWS loT Core ( FIRABIEH) MG SUTREEREA,

LRl oy

/A Important
H L AWS loT FleetWise THEEZENE sI S R$HE, MFBFFMAEA , 5FSBAWS AWS loT
FleetWise ARy & i3 1 Zh 8L vT A 4.
BEeBEE LR AFESHEBEEN S XBBET T,

EEEAB I
1. BE  BUSKTER. 3E K EELSH TR TR ERANSE,
2. HERBWGSILMTHEEEENEFEER.

3. BE, BULEARKRELHT &1, YREGTHTHMERNUEEGRE , £ CloudWatch
B35 — 25 S S TR
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® Note

BT StartCommandExecution APl B4EZ 4 , FEIB HTTP BAM EHTHWFIEIRESES4E
A EI %S,

1. B MQTT BBt iTREaREE
EEEBHSIERRE , £#EXEBHiot :Data-ATSIHEEET MQTT Eg , YT ARG SE
REE, RE , FNEB W ITLUITRESNEENGPEEEE,

2. BUEHERNGSER
BRIEALAEER M CreateCommandiZF|FE API BERE Y E#fiCreateVehicleMGmHE
R W EREEEEER LT SHEANMARE,

3. EEEBH#ELRBSIHT
fFAStartCommandExecutionE# ¥ H APl #BEEHIRF4EEiot: Jobsin® , TEW -
WEHIT. APl 2 protobuf FRIBHARAERMBEGSBEREE,

4, EFHTHITHNER
HRSEE o NMWBINAS , REFEH UpdateCommandExecution APl S SHITHE R 2

T
HECEEE, WRENERTER 7T ESINEENTTEETE , $ERE AL , EHERR
BREEINIEELORE,

5. (BEA) HER@SHITER

ZEHENGSEHITNER , B FEHAGetCommandExecutioni® &)@ API 8, EENEER
BaSHTRRRMEOEETER , It AP SEEEEFRNEA.

6. (BA) TRNEESTEN
FERUSTHTREERTNELN , BUMGTRRTEM4TE, RE , BALUE

FCreateTopicRule#Z#|¥H API B SEHERKHREIHMERRER , #l0 AWS Lambda &
(=l Amazon SQS , W EH FEEEAREN.
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THSRFMRACER T HRERFNERTHERE,
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® Note
AEFMRMIRELA MQTT BRAE.

1. B MQTT E#R

EEBENERERIFERABSINEE , BAKLERE AWS loT Core AEFNEE, HEAFE
Bi#1T iot:ConnectBfE , LUEARZE AWS loT Core WEEFAE R NEBEY MQTT Eif, BE
SX WEHTHERE AWS IRF |, 85 DescribeEndpoint APl 2 describe-endpoint
CLI % , TR,

aws iot describe-endpoint --endpoint-type iot:Data-ATS

BTG SEEDRFRENERFHRSE , M TR
account-specific-prefix.iot.region.amazonaws.com
2. W FEREREM Susberibe

BIUER2E , BNEERATLUGTE AWS loT &5 MQTT SBFREE, EREEBERELEBIGS
WRAB G SHTHE , ASFNEEESHE protobuf FRIBNEARTESRMEFREE, Rk, BHHE
B BBREASNERIE v, FHEHIS | 1§ Bk <DevicelID>5 BZEERMAI M —ZR B,
It ID AT LA R B E A M — BB BB

@ Note
BEAZHEBENABMAS LA protobuf 3K,

$aws/commands/things/<DeviceID>/executions/+/request/protobuf
3. (EFEA) FTRWTEEEXE

FE K LULGTRELGTEEIE  UBEKAR  BEHERREREESESHIEBREAREND
FE.
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® Note

HEALREETR /acceptedM /rejectedEEEXE, ENfERAMITEELEE , 1
HHtEEBHKREELEEAR.

$aws/commands/things/<DeviceID>/executions/<ExecutionId>/response/protobuf/accepted
$aws/commands/things/<DeviceID>/executions/<ExecutionId>/response/protobuf/rejected

4. BHHTHTHER
BEEHEESRE 5. A%, ©2H UpdateCommandExecution API TR RBEME
T% MQTT EfEEE,

(@ Note
HREENERN B THIT , <DevicelD> BAMERETRZFEREEFHHEMAL.

$aws/commands/things/<DeviceID>/executions/<ExecutionId>/response/protobuf

UpdateCommandExecution API 2i%iB TLS BFE/M MQTT #/THE R HE API #4E,

- MRFHRBBEXADEEGTHTHER , UEEARRMGE MQTT EZNWEE. BEINTEER
THIE.

$aws/commands/things/<DeviceID>/executions/<ExecutionId>/response/protobuf/
accepted

- MRBGRBBEZIRESTHTHER , QESRAGE MQTT EEEZE, EBNEZECA T I
o

$aws/commands/things/<DeviceID>/executions/<ExecutionId>/response/protobuf/
rejected

MF L API MEHINVEFAER , F2H EF G SIITER.

EHIERRE 180



AWS IoT FleetWise HBEABER

mm TERE

THSRFMRAR S THERRE,

® Note

REFTFIRRVIRECER HTTP B E

RN B

RECCKRERT EWER v T, BTG 58 , ARBIUBEEEZERN S RERE
AR, BEFMER , BFFEACreateVehicleZHFH API REEVERER (ERERAE
E) veiTER. WEFAEANGES A FSEELER,

BYSRT

5/ CreateCommand HTTP &M AP 2EREZVEARECEREHNGSEE, BEEHT
DPREFHNTASEMNARE , LERCHER AWS-ToT-FleetWise th R Z=ME. MEMEALL
AP| BVEHIE A& | BB2E BEuam T ER.

B AT

BB ELAEAStartCommandExecutionE R FH APl BREHMITEEER LEING T,
AWS IoT Device Management G T MF 28 , URFBEANGE R, A%, caFUE
BEXESHM AWS loT FleetWise APl , UE4AERSENAE, AHFEIR AWS loT Device
Management MQTT B ZEHEFTEN W SR REE, MECAL API WFFRBEANES |, F2
B EESHS (AWS CLI).

$aws/commands/things/<DeviceID>/executions/+/request/protobuf

(® Note

MRKBEREREZDTLERA MQTT FAMTHEREREER , IntE@EARPNE
BEEH, MRKEERFSERBZANER LRE  ATRGSHEREE , UKET
DEETEREREAEDEEIE, WREERERGHEGBHZARELR , AnS
BITHERE , ABASHFBY.
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4. BN TEIT

EREBL#T S 2% , FEHAGetCommandExecutioni® & EE API iR E IR EE RS
FITHER, BaLlER API SR TERMEMER |, flin EXEFHERD, SITEROE
B, UREBENSE,

(® Note
EERNBEFIREENR  ENRELXFACKGTHITERR T EDREE,

MFER L AP WEFREAMES , F2HE BSHTHT.

(&) HPEM

BULFTAGTEN  UESTHTRESERRKELN. THIRRANMTERTES , RREE
e,

1. BYFERA

FZA L ETRR S EM4EE , UEGSHTMREEERKIEHN, SHATNEIFERL , FEH
REENERNKBIESEARESR , #lt0 AWS Lambda BB, R LAER AWS loT 124
ZHCreateTopicRule AWS IoT Core 12 &I H APl RERE TEH A, MEFEFMEFA ,
B2 A AWS loT A 8l,

LI | 1§ B <CommandID> A E BB 2 SHERBIRT |, i
<CommandExecutionStatus>HREmSHITHAREE,

$aws/events/commandExecution/<CommandID>/<CommandExecutionStatus>

(® Note
EERWFER TG THTRENELN , B UAERERAFTITR T EE.

$aws/events/commandExecution/+/#
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2. BEBMEEGTEH

MRESELL—ESBPRIL T EERBURTEAGTSENS , ATUAEBERKENGCHBEN, &
A LLEEMhEE FEBERARR , flnEREELNTERBIEE AWS Lambda, Amazon
SQS. Amazon SNS = AWS Step Functions,

THRABEREERBN S S EHEANEHIER,

"executionId": "2bd65c51-4cfd-49e4-9310-d5cbfdbc8554",
"status":"FAILED",
"statusReason": {
"reasonCode": "4",
"reasonDescription": ""
.
"eventType": "COMMAND_EXECUTION",
"commandArn":"arn:aws:iot:us-east-1:123456789012:command/0b9d9ddf -
e873-43a9-8e2c-9fe004a90086",
"targetArn":"arn:aws:iot:us-east-1:123456789012:thing/5006c3fc-
de96-4def-8427-7eee36c6f2bd",
"timestamp":1717708862107

}
BEUMEERT
/A Important

FHUSE AWS loT FleetWise ThEE B BI £ iH, MEFFMEA , FFSRBEAWS AWS loT
FleetWise H &Y [E 13 #1 Zh 8 A A 1%,

BRLREAERFEANEREE , NEE RN UEERELNERE. ERALNEER  STUEE
KEMLUEFEIRHTHER. fTIREAEEERREVEECANERDE, BUGT2R , &
TURB U EER~A B BN THT.

AREFRPBUAER AWS loT Core API B ZEUFEEGTER AWS CLI, ERANMAEGSERL
1T T 5B 1E.

BUMEEGS 183



AWS IoT FleetWise

FMBABER

- EYBTER

- HERGSHWEEER
« JIHBIRERANTHS
- EFPBRAGS

- BRI TEIR

2T EIR

B LAfEACreateCommand AWS loT Core 3% H API 45 AWS loT FleetWise £ &
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BERIGD,

EER—MN@®S D, HEEEBINEEER LHT
(1EA ) BEERANEREBNER,

2

®B2Y  AEEEHTHCSHRESE,
BERFHULUELEDTSEREN IAM AR, FZ
BEEERYSDD.

© N

BT (AWS CLI)

TG RBUMAIER SHELGT
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- BNBETE roleArn , RFELNERH LB I NATH VN, MFEHHBRWFEMER , 258
A KMS £ , F28 BETEH EEXawSESFHMN AWS loT Device Management FF 7] AWS
loT FleetWise,

« WMAIETE AWS-IoT-FleetWisefiBH B =/,

- WALABEIB mandatory-parameters #fI , ¥ EHTRBIEEECHM. RE , EUUFEHRSEEL
e, LEEMARIEERERE. MREIEETHERE , AEHTHE , ZULFERELE , SE
BIEELECHEREBET SLE, NEELHMEAS , FSH o EAR.

- BH LA mandatory-parameters WMMIEERZ=MAER/(EYH. T8 , EEHLIAT TE,
REZ—EEBEY , ™ name MULEAFHATEZBESactuatorPath. F &,

e #& command-id B AT —RBIAF, SaLIER UUID, Z8 =T, """ #M"",
e ¥ role-arn MRABTFEELNBATHSFATHN IAM A€ |, Flin

"arn:aws:iam:accountId:role/FwCommandExecutionRole",
- (BA) UBRAEANDTSEBEM display-name , YABEEZN BRI ##4,

 #mandatory-parameters¥####M+MRABFFRI B TH S EEZR. name 1
VNRAKEZEPEEAFSactuatorPath. TR EZE, Bl , name AR
$actuatorPath.Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringMode , vall
AU REREBEENRENRME , fln {"B"# falsel.

aws iot create-command --command-id command-id \
--role-arn role-arn \
--description description \
--display-name display-name \
--namespace "AWS-IoT-FleetWise" \
--mandatory-parameters '[
{
"name": name,
"value": value

:l 1

CreateCommand AP| 2 FEERIEE , HFIE v TH ID # ARN (Amazon Resource Name),

"commandId": "HandsOffSteeringMode",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/HandsOffSteeringMode"
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}

ME G SRR E A
BRI L ME A GetCommand AWS loT Core #2%|F T AP| REREEG S ERNEEEEN,

HENBNTERNERER , FHIT TGS, & command-1id BUR BRI o+ BFHE A BB AT o
aws iot get-command --command-id command-id

GetCommand API REEERZE T EANEFE,

S H ID # ARN (Amazon Resource Name),
TEVMEREHH B HAMEERE,

TIREE | BHEREAUEER LT,

- BEBUGSRIEENTASE,

"commandId": "HandsOffSteeringMode",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/HandsOffSteeringMode"",
"namespace": "AWS-IoT-FleetWise",
"mandatoryParameters":[
{
"name":
"$actuatorPath.Vehicle.Chassis.SteeringWheel .HandsOff.HandsOffSteeringMode",
"value": {"B": false }

1,
"createdAt": "2024-03-23T11:24:14.919000-07:00",

"lastUpdatedAt": "2024-03-23T11:24:14.919000-07:00",
"deprecated": false,
"pendingDeletion": false

HIHERFE RN TS
BRI LAMERListCommands AWS loT Core 2% H API BRERFIH BRI 2 REFFRWFIET S,

EEHHEIRFFNG T , BT TGS, BIEFER , API SEDAMETEEEEING T, BE
FREEENERETRA BIMNWHS AWS loT FleetWise , SBE#/T o8 H,
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FMBABER

® Note

BB LMCRESERIEFEFEE  SEEFE  ERETNERRE

aws iot list-commands --namespace "AWS-IoT-FleetWise"

ListCommands API R{F2ERE3ZETIHIEANEFE,

« @5 ID A ARN (Amazon Resource Name).
° mp WREMA EXFEHN B HAFER—,
- WHMRE  BEHASREUTUEER LT,

BRG]

wE2HBABN®

PN
To

BAI LA AUpdateCommand AWS loT Core 3 H API #/EZK AWS loT FleetWise E3E &R EH
WHER. BUNEHFGSTHEREBINER, mRSSETRER , BEATEHER,

® Note
EESEEREST HEREEANSEEHERRSY.

EHwT (ER28)
BT

EERIEEEHRGS , HHI1E AWS IoT FleetWise AW S EM

1. BRELEEFNDT , RBRERE.
2. MEDTHMEN R RRBEREFEE,

RADT

EERTEAZATD , FHEIE AWS loT FleetWise TR ANGTEH ,

1. RELERANDT , RBBERA,

BT IS,

W FA1T T FISER

EHIBMA B TER
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2. TERNEM A RBREZRHM.

FHaH (AWS CLI)
BEH@wS

EEFHROER , BT TGS, # command-id X BEEEFHN B SERBIG | WIRHEHH
display-name F##.

aws iot update-command \
--command-id command-id \
--display-name display-name \
--description description

UpdateCommand API R{EEEE T 5 E FE,

{
"commandId": "HandsOffSteeringMode",
"deprecated": false,
"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"
}
ZHWT

ELTETBARERBECRAG TG TEBHE , aZAGT. THEMHREUNMERAGT.

aws iot update-command \
--command-id command-id \
--deprecated

UpdateCommand API| 2 FEERIEE , HPIE T ID # ARN (Amazon Resource Name),

{

"commandId": "HandsOffSteeringMode",

"deprecated": true,

"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"
}

BT EER , BENGSHTHREETER LIT , BERERARBREBAL, EEHTEAFTNGS
#17 , BAUEAFEH UpdateCommand API BRaT , FHERTH.,. NEEBEANERGSRHEE
%EIEE’\JEH;E%H , 528 ( AWS loT Core BB ABIER) PHNEAGTTER.
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il BR o & R

o] LAEADeleteCommand AWS loT Core #2#IH API 4 AWS loT FleetWise 128 & 3l bR
PPN
e ER.

(® Note
MBREIER KA BN , BEZER. BT RIENIRE X ABER,

BeS (Xi2E)

EERTEAMBKS S

;I‘-H-

811X AWS loT FleetWise =AM S EE , X#T ISR,

1. BRELERBROST , REZEFMER.
2. WEEHEMRGT , REZEMER.

iR &+ (AWS CLI)

EEZMBRBTER , FATTIGT. UEEMBRZaSHREBIFENR command-id, T5I&6IHR
0 4e] i B ein 5 3 ;Jf‘!'io

aws iot delete-command --command-id command-id

AN SRMIBREER AN

- RSO EEABBEREARK 24 /NEFNFHERRE  AISZARKRSGS K MASSEE HTTP
statusCode A 204,

- MRBTARER , ACRABBHEARENFERE , S THEER pending deletion MREE ,

ZEEZ HTTP statusCode A& 202, £ 24 NFHREELRZ2% SO BEBRENIRS R
BRo
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R MERETHIT

/A Important

¥437E AWS loT FleetWise M EFENE I Z RIS E, MFEFHMAE
FleetWise # BV [E1E # Thae v A%,

illll

, S22 RBAWS AWS loT

BunTERCE , EULEERER LB THIT. —BERRAKATHS , MAURKERSS
BITHRER , WSREEFNEREARMGE MQTT FEEE. KRR, BRI UEINGTHITAIME
I BEEER MR P BT RYAREE

AR ERESREA A fE A AWS CLI or AWS IoT FleetWise A HEEZTEN Ef, ©E2RPMNMA
ERNEFRTTHTHAREE,

RHY S BT

EERTEAEEDD , FE AWS loT FleetWise AW EHEE , LHT FIF R,

1. RELEEXGONER,
BEIHTES.
BEGS 1D,

EERTHTRE , AREEATH T,

> w0 DN

BEixd S (AWS CLI)

A LAEAStartCommandExecution AWS loT E#FHE AP 2E , oS EXZEH, EE =
WG PERXREREPNRERE (5 SOME/IP (EB IPWTRERKEEGFNHKE)), S
HBMHEHERMAR (HlngsSEEE% (CAN) ZEBRE ), T AFER AWS CLIKESH,
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ES |

B THRNEEER
WEIRF B ENE R P EHIRR
BEamnEs

H

EhPENEESE

I

ik
=)

R PRUB S EITE AWS loT FleetWise :

K

BB RERME AWS loT Y1, MEFMEN , 582 BProvision AWS loT FleetWise B,

BNBACHER B B HAWS-IoT-FleetWisefiBin & Z=E/Mrole-Arn iﬂ%{,\ & TIEE AWS

loT FleetWise R MTWHSHEFFA. WEFHMENR , FSHELGD

- MRBEEFERIGTERERAASEIEENTMTERE , AITTLIEKIB parameters #{Z. M
FRmandatory-parameters R ERIUKIEE , IEMREBEZBASHIEETECHEREER
FEFR{E , BIXBIBE parameters M1, ﬂﬂﬁn_‘”‘ﬂﬂﬂfﬁﬂ , E2E aoEREN.

- BE LA mandatory-parameters MUEERZ=AEB/EYH., T8 , TEH LT HSE,

RAEZ—EAaB/MEY , M name ML BFEATEEZBESactuatorPath. F &,

B IR B 435 E /Y & R S E i 2
AT APl S S2Hl , BAHENMBIRENIREEEiot: JobsimE URL, N , MNREHITLHS :

aws iot describe-endpoint --endpoint-type iot:Jobs

CEEEIRSSENRKE URL , 05T #4IE ERTR.

"endpointAddress": "<account-specific-prefix>.jobs.iot.<region>.amazonaws.com"

(- Se g it
EERDTEEEER , FAT TGS

o # command-arn B BEBEFH T2 S ARN, EBAJ LA CLI create-command 5 HY B FEEL
%Jﬂ:ﬁﬁﬂo

« #% target-arn MR ABBEHTHSHNEEZEE R AWS loT W4 ARN,

REAEER AT Y
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@® Note
BT LAFEE AWS loT #1489 B 2 ARN (AWS loT FleetWise B# ) , B el X EYHEE
B,

o LURIE FEUSHIRE B EREENR endpoint-ur IIVEIRFHBENERTFTHIRE , FEA
https:// , I8 https://123456789012abcd. jobs.iot.ap-south-1.amazonaws.com,

o BarM#BRABEMER CLI create-command B ai S EEERmandatory-parameter sffi,

name WM RAKREHPERNTEET , FESactuatorPath. & . flf , name AERZ
$actuatorPath.Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringMode , vall
ARERERRNRENHME , Sl {"B"# falselo

- (BA) StulliEEHMSE executionTimeoutSeconds, WEBAMAIEEE BN BUHIT
RROENRE  UAWAEN, BUUERERERZAE 24 M,

BUYGSHTER TSI E., ETESIEHcH , IRGSHTREREFTAFEEKENR
RE | f5lt0 SUCCEEDED® FAILED , RliRES HEEF A TIMED_OUT,

(® Note

HEEH A LAIRETIMED _OUTARRE |, SAGILARREE S A ARAE | 40 SUCCEEDED, FAILEDER
REJECTED , MESMTHTEERKImE, MEFMENR  FS2EGOHITREME,

aws iot-jobs-data start-command-execution \
--command-arn command-arn \
--target-arn target-arn \
--execution-timeout-seconds 30 \
--endpoint-url endpoint-url \
--parameters '[
{
"name": name,
"value": value

StartCommandExecution API IREEEEI G ST ID, B LAERL ID ERGSHITARRE, 54
BN SHITER I,
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"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542"

BT SR, FNEEFRITETIERANWBEL, issued_timestamp_ms ¥ FEE 1Y
StartCommandExecution APl BYBFRI, timeout_ms ¥EEEMWA StartCommandExecution API
BEEF executionTimeoutSeconds 2 #ERERIRRFE,

timeout_ms: 9000000
issued_timestamp_ms: 1723847831317

EFmTHTER
EEEFHOHTHME  CNEBEXEACEY MQTT EEYITR TGS ERESE,
EWEHIF | #& Bfi<device-id>BEEEBENH BB , TR VehicleIdWHER , WS
<execution-id>HRAEBTHITHERBIA,
® Note

o FEEMHEMEA protobuf &K,

- BHERBAHRERDFIE /acceptedM /rejectedEIfEERE, BIfEMRM 2 E 4 REARERT
B, bR BEELEEAR.

// Request topic
$aws/devices/<DeviceID>/command_executions/+/request/protobuf

// Response topics (Optional)

$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/accepted/protobuf
$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/rejected/protobuf

FHEBTLSTERMEGSEREIE, REGSE , ©8EE protobuf {FIBNEES It
B8, <DevicelID> BN BRFEBEREE DAY B,

$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/<PayloadFormat>
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EERMYUATENEER  BAUEH GetCommandExecution API HEENE W AREE A, oo H
THRRET AR LRSI B EIER

« IN_PROGRESS

SUCCEEDED

FAILED

REJECTED

TIMED_OUT

5

EE | IRREA SUCCEEDED, FAILEDH W& S#I/TREJECTEDAKRIH# K BREEHEER
o EMTHITAKRKKE EXRTTEE-—SEFHRERMEERL. EERER VLR
£ TIMED_OUTHREE, MIREwEHR , HERER VLS EIMNEFRRERB AL,

plan , U TFEREERMAVES MQTT AL,

(® Note
SHE MR SHITIRE , MREMEEFEH statusReason Y RBMAREEZT | BHERTE :

« reasonCode /A &R [A-20-9 -1+, RETHiAB 64 A=Ft.

- KEreasonDescriptionf&i8 1, 024 fF . EHUEREFFTAUANANEAFET
IRETER

"deviceId": "",
"executionId": "",
"status": "CREATED",
"statusReason": {
"reasonCode": "",
"reasonDescription":

3
9
dn

EREIMMAEHR AWS loT Core MQTT BRI AP IR B EEL EF R SHTASMEH] |
AWS loT Core BiZ AB3r) FWER MQTT B A FinR ot Ef.
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WS w ST

BT LAE A GetCommandExecution AWS loT #2#|SFE AP| RERBEEG T HTHWHEBEER. B4
ACfEH StartCommandExecution APl BEH TGS,

EEENCHITHTHPRER  FRT TS,

« #% execution-id BXA S H ID, BATLAE CLI start-command-execution <RI B FEEL

BSHEA,
« #& target-arn MK ALEINTHSH B REBRHZE AWS loT #HEI ARN.

aws iot get-command-execution --execution-id execution-id \
--target-arn target-arn

GetCommandExecution API REZEREE  HHPEIEMTHITH ARN, #TRE , URGTHB
TR REEENAEEEN. THEXNBERRKE API FERNVEHIEFE,

ARTRUHEEASEGSHTRENEMAR , R IHEEERA statusReason k. WHIESWER
fiI reasonCode# reasonDescription., ERAELMN , BWEBTUREEEGIHTRENHE
tEH. LEAFBEEREIRBENFETTEE reasonCodeF reasonDescription s

EEREMENR  CNEETLUSEFNMREEARMBEE IR, AL, EREH
GetCommandExecution API BEERG S H1TIRER | BSFIHZHHAMRES,

(® Note

HITE R completedAt WY FEE 4 B [0 E ik B AL I MR RE RV B
ETIMED_OUTHREMIERT , REEEERSE A RKR , T 2RTEUBAL. MEHERKR
ETIMED_OUTHEF , TIMED OUTMREEFREEH ., NEREFTANEMAEN  BF2E HOHTR
AR EE,

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542",

"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/LockDoor",
"targetArn": "arn:aws:iot:ap-south-1:123456789012:thing/myFrontDoor",
"status": "SUCCEEDED",

"statusReason": {
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"reasonCode": "65536",
"reasonDescription": "SUCCESS"

1,

"createdAt": "2024-03-23T00:50:10.095000-07:00",

"completedAt": "2024-03-23T00:50:10.095000-07:00",

"Parameters": '{
"$actuatorPath.Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringMode":

{ "B": true }
3
PR E RS EAT

fEAListCommandExecutions AWS loT Core #2&IH HTTP API RS HERE BT S H
17, MEHIEER AWS CLI,

ES- |
c G THITRNEESER
« BIHan T EITERS

MG THITRNEZEESEE

LN RMEH ListCommandExecutions API By —Z &,

o BHBIREED targetArnsl , commandArnBEURAR R B ESIHEEGTRE EEHNH
7. API BERTEERZEN , R EMRFER PR EMAL,

o BWABERM startedTimeFiltersl completedTimeFilter&f#. APl SR FEERZEH |, 18
THETEMEBRPIMERL. EUER Y4 beforef after L , SIHEREREEE
REBIRFTEHW BT,

« before M after MIUFTBRREFIRRE. RIFFER , WREKRIEEEME , before WEH A

5, after MR BARE-6EA, HHRER  REEEANEZEMS , API S5 HBEAE
ARBM TR BT,

« IETLAMEM sort-order 2EREERBELERIEFSIH#IT, RIBER , WREREELRE
i, RIFTELLERIERF 5.

- EF|H®S ARN WS THTHR , EEEIRBHSUTHRERGEHTHT.
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AWS IoT FleetWise AR
H S EITE B
THIE I RENAE 5 HWBTHIT AWS 1R,

1T o BV EAECERAEEHEFE  UWEBRREA ABEEBREIN G SHEITtargetArn | iE
=HFH ABESTEENHTcommandArn,

AR, B

« <target-arn> BUHITABEZEER Amazon Resource Number (ARN) , fi#0
arn:aws:iot:us-east-1:123456789012:thing/b8e4157c98f332cffb37627f,

« <target-arn> BUBITABEZEERN Amazon Resource Number (ARN) , 40
arn:aws:iot:us-east-1:123456789012:thing/b8e4157c981f332cffb37627f,

o <after> ARIEREH|IHEBIT 2HITHRRE |, Hl0 2024-11-01T03:00,

aws iot list-command-executions \
--target-arn <target-arn> \
--started-time-filter '{after=<after>}' \
--sort-order "ASCENDING"

TG TEELELDE  HPGESGBIMNGSHITEE., HTHARTHER  UERHITERNE
B, SHREREER K URBEREENEFANstatusReasonP .

"commandExecutions": [
{
"commandArn": "arn:aws:iot:us-east-1:123456789012:command/TestMe@02",
"executionId": "b2b654ca-1a71-427f-9669-e74ae9d92d24",
"targetArn": "arn:aws:iot:us-east-1:123456789012:thing/
b8e4157c98f332cffb37627f",
"status": "TIMED_OUT",
"createdAt": "2024-11-24T14:39:25.791000-08:00",
"startedAt": "2024-11-24T14:39:25.791000-08:00"

"commandArn": "arn:aws:iot:us-east-1:123456789012:command/TestMe@02",

"executionId": "34bf@15f-ef@f-4453-acd@-9cca2d42a48f",

"targetArn": "arn:aws:iot:us-east-1:123456789012:thing/
b8e4157c98f332cffb37627f",

"status": "IN_PROGRESS",

"createdAt": "2024-11-24T14:05:36.021000-08:00",
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"startedAt": "2024-11-24T14:05:36.021000-08:00"

}

Ml B as 5 #A1T
NREFRBEAGHHT , WUAREHIRSKABRE.

® Note
WEHITREEHE AR IRRRERF 2 8EMIBR , HI40 SUCCEEDED, FAILEDSY REJECTED,

TH&EHIREBI{AER S MPERdelete-command-execution AWS CLI 8 5 #11T. <execution-
id> & R AZEMBRZ B TRITHERR .

aws iot delete-command-execution --execution-id <execution-id>

R APIFERATH |, BISs ST ELE 200 ARREWE, EALIER GetCommandExecution APl REg
FIREFTABEEGTHIT,

g6 ERmTERAERE@EN (AWS CLI)

/A Important

¥45E AWS loT FleetWise THEEFERE SIS ZISHE, WMEFMENR , FFZ2EAWS AWS loT
FleetWise HHY [E 13 #1 Zhae v A%,

THE I REMAIER S IEE AWS CLl, LLEHIEA AWS loT FleetWise B A B REE |, ~E
IMAEE SR REFEEER,

F&E

- R )48 = £85I 8L

- ERIEH

- FRAEKWESH IAM BUR

« #1T AWS loT &% (AWS CLI)
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- B

EEEE R g5 8E
LG | 556 -

1.8 A BEERMASBHER , create-command AWS CLI AT HHME mER,
2. G THAEBES , fImER B EAEH SR RE~Eget-command AWS CLI,

3. A start-command-execution AWS CLI & BaERXNHABEHIMHSH  EHSEEERE
W, RESERE LT,

4. fFFH BB P TR Rget-command-execution AWS CLl, @A AREHITEREVER |, 3
BT REHMFMENR , URTERBTH SR ER—,

5. BRETEBEANEMAS TN TIIT , UIITHEBRED.

TERIRIE
HEEHATUL B2 3T -

* # AWS IoT FleetWise EF @A AWS loT ZFEHR AWS loT ¥4, LELEBBRFEEY
HIAMUARRA , AREBREREYH. AR CHEETUERIERAFHTHT. NEFME
7, EERAE EH,

« B IAMEAERN IAM BER , BRFEFER v SET AP RENEET |, W AIRERAERGSH IAM
HiR.

FEHERRETH IAM BUER

TRETEM IAM BE , RFEGTSHEZMAESTENERFTE AP RENEFIE, ERAERHN
ERAEREENTAEERD T AP BN , MTRAR.

API 4

API EhE Hl/EREE BAAWE  Description BR
CreateCommand ek R HTTP By TmER - command
GetCommand EHIFE HTTP HHa T EBER - command
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FMBABER

API E)4E

UpdateCommand

ListCommands

DeleteCommand

StartComm

andExecution

UpdateCom
mandExecu
tion

GetComman

dExecution

ListComma

ndExecutions

DeleteCom
mandExecu
tion

LS P, B

EH/ERFH
2P

AT E
BT E
EHTE

BERFm

AT E

AT E

AT E

B E

HTTP

HTTP
HTTP

HTTP

MQTT

HTTP

HTTP

HTTP

« us-east-1 , AWS EFf|I ap-south-1,

e 111122223333

e command-id.,
TurnOffAC,

Description

ERanm e AYARBAE FALAER

(MR
FIHEIRFE RS
il BRas

HEE T EITHMEEER

Bl AER S RV a AT

il BRas S E1T

B AWS BRF SE8S , 5140 57EXAMPLE833,
command-id1® command-id2 , AREHM—i53 814 , 0 LockDoors;

 thing-name & AWS loT ¥4E& % , 10 my_car,

&R

e« command

e command
e« command

« command

- W

 command

- M

e« command

- M

« command

- M

e command

- Wt

fE A=Y

=g
o

El

2]

B 1AM BrE
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
"jot:CreateCommand",
"iot:GetCommand",
"jot:ListCommands",
"iot:UpdateCommand",
"iot:DeleteCommand"”

]I

"Effect": "Allow",

"Resource": [
"arn:aws:iot:us-east-1:111122223333:command/command-id1",
"arn:aws:iot:us-east-1:111122223333:command/command-id2"

]

}I
{

"Action": [
"iot:GetCommandExecution",
"iot:ListCommandExecutions",
"iot:DeleteCommandExecution"

]I

"Effect": "Allow",

"Resource": [
"arn:aws:iot:us-east-1:111122223333:command/command-id",
"arn:aws:iot:us-east-1:111122223333:thing/thing-name"

]

}I
{

"Action": "iot:StartCommandExecution",

"Effect": "Allow",

"Resource": [
"arn:aws:iot:us-east-1:111122223333:command/command-id",
"arn:aws:iot:us-east-1:111122223333:thing/thing-name"

]

}
]
}
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#1T AWS loT a5 % (AWS CLI)

LA SRR a{AIE A AWS CLI T @ S HRENSEEREEE,
1. REORABRERIGTER

5/ create-commandCLI B BEBEEEXFEBEN TS, EMHEHF | FBE -

2

« command-id ¥E& TurnOffSteeringMode

« role-arn ABrole-arn& AR
"arn:aws:iam:accountId:role/FwCommandExecutionRole" , RAERE IAM A
BRFELANEREEYNBTH SN, UEFHER K BS2EETEA ELEGSEAIN
AWS loT Device Management §F 7 AWS loT FleetWise,

« display-name & "Turn off steering mode"
« namespace 478 AWS-IoT-FleetWise

- mandatory-parameters #EARBEY , H

"$actuatorPath.Vehicle.Chassis.SteeringWheel. TurnOffSteeringMode"
name® defaultValue ¥E& { "S": "true" }

(@ Note

LU LI HT , MESEETMSNESY, RE  BHNEREMEH CLI start-
command-execution BT THREFHNSE, NEEHH , FS2BE oo EHAEN,

/A Important

£/ AWS-IoT-FleetWise & =/ , BLARRIEER — 2 NameI1#
fImandatory-parametersfff $actuatorPath. 8 , M Value WU EMEH F
RERER,

aws iot create-command \
--command-id TurnOffSteeringMode \
--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--display-name "Turn off steering mode" \
--namespace AWS-IoT-FleetWise \
--mandatory-parameters '[
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{

"name": "$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode",
"defaultValue": { "S": "true" }
}
]

THlE@tHAERRE CLI fWEFIEFE | Hh ap-south-1F1 1234567890122 AWS [E1F A AWS
wRFE 1D BT,

{
"commandId": "TurnOffSteeringMode",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/Turn0ffSteeringMode"
}
MECALGTHEMES |, F2E BELnsER.

2. HEEHSHTHMEEER

T TS RENBAOHIEREESR , HP command-id2#create-command £ A ig/ERH H+

Has 1D,

(® Note

MRIEBEN Z@ES , B LAERA ListCommands API BIERFEFHIFRESR S , REME
F GetCommand API R B EMTHNEMEN., MEFMENR , F2EIEHERFEFHHG

PN
To

aws iot get-command --command-id TurnOffSteeringMode

BITHBRTEELTIIEE, SRKEIBYGTHERE, DAEFNKER, SEENTASE , U
RawREVEERE L#T,

"commandId": "TurnOffSteeringMode",

"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/
TurnOffSteeringMode",

"namespace": "AWS-IoT-FleetWise",

"mandatoryParameters": [

{
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"name":
"$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode",
"defaultValue": {"S": "true" }
}
1,
"createdAt": "2024-03-23T00:50:10.095000-07:00",
"lastUpdatedAt": "2024-03-23T00:50:10.095000-07:00",
"deprecated": false

MEEAL SSRGS |, F2E ElG THEEEA,
3. HMEBHTHIT

T TS LUBRBHTHS , EP command-arnE#get-command L 5@ H T &S
ARN, target-arn RZLHTHTHEBREEMN ARN , Bl myVehicle,

ENRESF  ARBEEIGTFRESHNTERE , Bt start-command-execution CLI
ALEHTHCRERAELE, BuuLLUREEEENRE , FEREFH CLI BASBIEETRRE
1,

aws iot-data start-command-execution \
--command-arn arn:aws:iot:ap-south-1:123456789012:command/TurnOffSteeringMode \
--target-arn arn:aws:iot:ap-south-1:123456789012:thing/myVehicle

BITH G TEEQGTHIT ID, BALUEAL ID REAGTHTRE, FHEANGTHITEL
AC#%o

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542"

MFMER CLI (v E b8 , FFSB EiXa T (AWS CLI).
4. HEEETEITAVAEBIEGR

BITTSHS , UMEREEBEERE LT 2 TNHEBENRA. IEEexecution-id& e LHE
Bt Astart-command-execution@F# A , LUK target-arn , EREAEHEZKEMN
ARN,
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®

aws

Note

- EENSSMNREBESR , CHEEXAEH MQTT APl #EFHNREEARKHEDD
#) UpdateCommandExecution MQTT EEEEEE, MEFHHMEN A FSREFN®
SEITRER.

- MBRERBZEGSHT , EAILUER ListCommandExecutions APl 5| HiRF /Y
AGTEHT , A%EH GetCommandExecution APl R84 EMITH EHME., W
EHMEN , F2EYMEEIRESFHNG ST,

iot get-command-execution \
--execution-id <"0@7e4b780-7eca-4ffd-b772-b76358da5542"> \
--target-arn arn:aws:iot:us-east-1:<account>:thing/myVehicle

TG TEEERTHT. MTRE, REMNTHNERD  URTHEENHEEER. Sl , AT
CfEE R TERRRE LRIHT , EEaKEX 2R,

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/

TurnOffSteeringMode",

"targetArn": "arn:aws:iot:ap-south-1:123456789012:thing/myVehicle",
"result": "SUCCEEDED",
"statusReason": {

"reasonCode": "65536",

"reasonDescription": "SUCCESS"
b
"result": {
"KeyName": {
"Sr.om,
"B": true,
"BIN": null
}
.

"createdAt": "2024-03-23T00:50:10.095000-07:00",

"completedAt": "2024-03-23T00:50:10.095000-07:00",

"parameters": '{
"$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode" :
{ "S": "true" }
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}I
}
=
/B PR
RELCBRYGTUERE LHT , MIRETEEEALLSGS , TLUSHMR, EMETHHFEDD
HITESRERT , MTEZIMBEBRFROTE,
(@ Note
HE L WRGHEBY K MALHERTHREEACEEREELHT , BETUEADT,
1. (ER) ZABTER
T TS UBRATES , HFP command-id2#ftget-command L HF#@F#@H P HHS ID.
aws iot update-command \
--command-id TurnOffSteeringMode \
--deprecated
FIThBSEERNGY  BErAntEEA. SZHUAUER CLIERW® R,
@ Note
A EM update-command CLI REH @& WEREBAMA, NELMER , H

2R ENREARTER.

{

"commandId": "TurnOffSteeringMode",

"deprecated": true,

"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"
}

2. MER&T

T T Y a5 RMBERA BEMN S command-ido
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® Note
MBREIER K AR |, EIEEIR

aws iot delete-command --command-id TurnOffSteeringMode

MRMERBREKI , BEER HTTP statusCode 202 = 204 , EEURR B REHEHOERLA
ZR, URMBER, MEFMEANES , F260 RBRaSER,

B LAEA get-command CLI REBE G T =E ERENIRS PBIR,
3. (EA) MRWESHIT

RIBFERR , MEGTHITHSELEIRNANERAMBR, BAILAEH GetCommandExecution
APl HHY timeTolLive S E KRBV EA.

HE , IRENDSHTERGER , HINEERWHAITIRAES SUCCEEDED, FAILEDE 22—
BFREJECTED , O] AR T BT, BT YD RMBREIT , P execution-idR E
Rget-command-executioni®{E# H AT ID

aws iot delete-command-execution \
--execution-id "07e4b780-7eca-4ffd-b772-b76358da5542"

B LAMEA get-command-execution CLI REEGTHITREERENIIRE R,
A
o {EAE

/A Important

¥45FE AWS loT FleetWise ZhEEMVZFENBE RIS RISHE ., MFB/FHFMEH , F2BAWS AWS loT
FleetWise H By [E1F F Thaen] A%,

EARNTIRER , BANETIHRGFBRIMBTRT

=
o

15 A

b
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- BULERVHBERKSE , YEEERT D, ERERT , CEEEEEERERE LT K
EFERANSH.

- BANEE-SZE2Y , W EEUnTRAHER o RMFEREFBNE LEEETERN
IJD TJ o

- WALEE—SZESE , YEEIGTSHAEREE., TURHZESY  EREYJ|TEF—ES
g mBkZSENameWWHWN A EFER $actuatorPath®H,

AREFIR M CreateCommand® StartCommandExecution APl AR {EH S8 —LFERAEH., ©i
SRR -LER oo EEAREE A E S,

- BEREEAERANT

BANESENGS

THERAEFBRIUNMER CreateCommand APl 2 create-command CLI REN FAESH MW
T BERENTTE , REERHSS ID MIAE ARN,

WEARGEREEEARGTFINER , AINESEEL NEHERN G S ELDERE,
EHERT ST SREETHEEHN , YRS EME M EEAESHS LLHTHS. FH
StartCommandExecution API 5 start-command-executionCLl BT S8 , BLBEHTH
BEESE , Hh IS HBHNERARE,

Ey FEmandatory-parameters#i AN H S

EARSIRENAERERMLESRBANERLTEYD T,

aws iot create-command \
--command-id "UserJourneyl" \
--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--description "UserJourneyl - No mandatory parameters" \
--namespace "AWS-IoT-FleetWise"
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#1718 Emandatory-parametersB ANIER TR WG S

EWE—EgEfd , LRBIMN v S REEEMESR LTRSS , MAZREE, &
Eactuatorl# REA 10 W{E , FHIT :

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/UserJourneyl \

--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle \
--parameters '({

"$actuatorPath.Vehicle.actuatorl": {"S": "10"}
} 1

Bk , WA UAEIT 8D , ¥ actuator3i/ES HW{Etrue,

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/UserJourneyl \

--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle \
--parameters '{

"$actuatorPath.Vehicle.actuator3": {"S": "true"}

[

B ERSHERENGT

PN

HHTRAFEEEENERR LATHT. REAREFDRB EEEETERNS S, S, TN
ERATFARERZEHEMBEHEMIMLockDoorin © , LUB RS B/ RHM,

ELEEZNEEAEBNG T , XEMBRNED R LT TR EER |, flansEENFHEHM
B, WEARGGSEER. MREBRERYBRB[EATERE , ITFEFEER qny FEparametersis
start-command-execution CLlI, W1RM&EE CLI start-command-execution parameters®# 4

EETRNE , IgBERERE.
A WEREZEIL T mandatory-parameters

TolaTRERIAA HER 1 REER

aws iot create-command \
--command-id "UserJourney2" \
--namespace "AWS-IoT-FleetWise" \

--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--mandatory-parameters '[

{
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"name": "$actuatorPath.Vehicle.actuatorl",
"defaultValue": {"S": "0"}

] 1
BITER WEREZEINTS mandatory-parameters

S UserJourney2 AIREHITH T , MARFEEUTRESERAE, EHBERT , BTKENH
TRERERMHBEENTERE,

aws iot-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/UserJourney3 \
--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle

BT LERTRENE , AMENAESRRS - FBI5E 1 BETENE , EEBRRARE,

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/UserJourney3 \

--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle \
--parameters '({

"$actuatorPath.Vehicle.actuatorl": {"S": "139"}
} 1

ERASBERLST

LT RAAFEEEENEDHF LATHT. CHFRBEEANTREPERERBDRNE,

=

i3

BHREBRERETER LMTELEDERE , WEARGIBRIER,

(@ Note

B LB 1B Bimandatory-parametersB AN BBEY , HPEBHs R BHERE. A
#®, ERTHE , UMY EERERE LHITHREANSEY , RERBRERBEATESR
#E$actuatorPath.®H,

BT EHEREN oS mandatory-parameters

R TRAAFEEEENEDHF LIATHS. CUFRIECEHNTREAPBRERDRNE.

aws iot create-command \
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--command-id "UserJourney2" \

--namespace "AWS-IoT-FleetWise" \

--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--mandatory-parameters '[

{

"name": "$actuatorPath.Vehicle.actuatorl”

]l
BITHERERERENER TS BN HT mandatory-parameters

HIT TR, FERT , BAEEE BB 1 WE, UTERNGSHTERIIS WERES
actuatorl 10,

aws iot-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/UserJourney2 \
--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle \
--parameters '({
"$actuatorPath.Vehicle.actuatorl": {"S": "10"}
3

REREHEAEHADT

WA ER ST APHHREETREERINEFNEZE, Fln , B R — R MEARERE |, SBAR
FRMREER , LREHEFELREEHREER . THEGRENMEEREERERG TR NF
HMES  F2REARRENEEERNREHTRE

® Note
IEE Amandatory-parameters#i A — 7 W B BRI LEFEH $stateTemplateF &,

g1 FREREAREBHEAEIGS
L EFFIEREA AN{A A create-command CLI JREXFAAREEST AN,

aws iot create-command \
--command-id <COMMAND_ID> \
--display-name "Activate State Template" \
--namespace AWS-IoT-FleetWise \

ERRERARA S T
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--mandatory-parameters '[

{
"name": "$stateTemplate.name"

1,

{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}

}

]l
B , U T SE RN start-command-execution CLI FRAREEE ARy &4,

aws iot-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/<COMMAND_ID> \

--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME> \
--parameters '{

"$stateTemplate.name": {"S": "ST345"}
} 1

ghl 2 ARERRENREBELR G
THHTEEYSAREEL K MRIEAASBNARE. CERHEERAELSBREERYTH

AL
T o

aws iot create-command \
--command-id <COMMAND_ID> \
--display-name "Activate State Template" \
--namespace AWS-IoT-FleetWise \
--mandatory-parameters '[

{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}

3,

{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}

3,

{
"name": "$stateTemplate.deactivateAfterSeconds",
"defaultValue": {"L": "120"}

}

1
REREHEAERAGS
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THRSERIN e EIREHIEER start-command-execution CLl,

aws iot-data start-command-execution \

--command-arn arn:aws:iot:region:111122223333:command/<COMMAND_ID> \

--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME> \
--parameters '({

"$stateTemplate.name": {"S": "ST345"},
"$stateTemplate.operation": {"S": "activate"},
"$stateTemplate.deactivateAfterSeconds" : {"L": "120"}
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ERE@WAREREANE

/A Important

¥H45E AWS loT FleetWise THEEFERE SIS EISHE, MEFMENR , FFSEAWS AWS loT
FleetWise ARy [E i3 1 Zh 8L vT FA 4.

BT RN GRESE A WA HLER B E I BEE , UL PRI A XN ERERHNHE S AMRE, EREH
RAEBABEMEEA onChange® periodic EMRMBEREMNER ., BRBERENKE , HHE
ERSERELFRENENER,. EEPERRKNE , ARBNVESFSEEENHBRNSRENE
#o

EBRERRE , BAL—RFERENERRE (HE) . SETUBAREALHENARESE
A, IRBEELEREERAREER . £ AWS loT @75 APIsH#I{T LR B AAREERE,

BEREERFIE TIER.
name

ARAEEEAHY IE — B & o
signalCatalogArn

B2k RE & AN AH EA B 2 FAB% B 8%#9 Amazon Resource Name (ARN).

stateTemplateProperties

WEERWARBE, RERRBUEREERELEFBRNEEARERN.

dataExtraDimensions

RO EBABERERE (Protobufl) IBEEER TN ERBUFE,

metadataExtraDimensions
LAMQTTS EREBHEAFERCRBEERNEMNERBMEE,
id

ME—. BRIFELERBBIN.

214



AWS IoT FleetWise HBEABER

MEFEME A Edge Agent for AWS loT FleetWise BN E BB L E RN SGE , FF2E F£H MQTT AL

RRIEFREAREEFER . WENAARRESHAREFHE AN FAES , FF2H 23 AWS loT

FleetWise E#f,

&

« B3I an AWS loT FleetWise AREEEI AR
E# an AWS loT FleetWise ARAEEI A
Bk an AWS loT FleetWise ARREEI A
Get AWS IoT FleetWise REEEAEFA
ARWKER EIEE B AR RS IR

3 an AWS loT FleetWise AREE&EI A

/A Important

¥435E AWS loT FleetWise MV FENE I Z RIHE, MEFMENR , HSBEAWS AWS loT
FleetWise Y [EIF I 0] A,

ZAILAER AWS loT FleetWise APl S A REVREBEH AR, ARBEAIRMIEM BWMAREH S,
B L #1TH Edge Agent for AWS loT FleetWise $X B8 & UL &£ I EIX SR B E EiR,

B REEHKR (EER)

AT LAfE A AWS IoT FleetWise £ & RIS ARREET A,

B ARREE A

BARL AWS loT FleetWise 12 &,

EEEEKT | BEREEHLK,

ERESAEEHLE | BEETRESHAK,

EREBEAFMEAS  WAREBEHANEZR | WBEH & AER,

EREFARD B EERDENERREEANAR.
BEEEREHA,

o a0 A w N~

BB AREHEAR  CEEREHEARNEALEIT., ERETUSHESERHE BB,

By AREEA
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B RRESE A (AWS CLI)

BRI LAE A CreateStateTemplate API #EREZIAREE AR, T5AFEA AWS CLIKEEH],

EEEVMEBEA BT TGS
# create-state-template VAT ESREBEARELEN json BREE,

aws iotfleetwise create-state-template \
--cli-input-json file://create-state-template.json

ExampleiR R& &5 A< H 58
stateTemplateProperties BB SAMN TEEZRE,

dataExtraDimensions ] metadataExtraDimensionsESEEHBUHN TR EE., EENHE
ERRREE RPN EMEEHEE.,

"name": "state-template-name",

"signalCatalogArn": "arn:aws:iotfleetwise:us-east-1:account:signal-catalog/catalog-

name",

"stateTemplateProperties": [
"Vehicle.Signal.One",
"Vehicle.Signal.Two"

1,

"dataExtraDimensions": [
"Vehicle.Attribute.One",
"Vehicle.Attribute.Two"

1,

"metadataExtraDimensions": [
"Vehicle.Attribute.Three",
"Vehicle.Attribute.Four"

# an AWS loT FleetWise ARAEST A< Bd B8 i 22 7 B3 Bt
SSARAEGI ARSI BB ( T 2A

BRI LAEH AWS loT FleetWise =124 |, BSHBEBANIREE AT IBZHE,

# an AWS loT FleetWise HRAS#5 A 62 B 8 22 37 RO EH 216
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2 S ARRE S AN Y BR

1. BB AWS loT FleetWise £ &,
ESEERYD , BE ER,
EEPREERUFAREFAEART,
EREEHAREEER L | BEEEREEHL,
BEFEREEA,

BEGRREE AR |, RARBEERE T,

o g A~ W b

a. BER-REHFSHEEHRENEE,
b. EH - REHBASHSEERFEBRVEN.
7. BEREFEE,

#& an AWS loT FleetWise iR AE$EA~E2 Bk % 37 BA RS (AWS CLI)
EEYNREHRREREZVEY , UAFRERINERNREEFRES, BEERM , FEA :

- BYERHE , A create-vehicle@m T H stateTemplates #fl. MEFHMER , FSEE
3 AWS IoT FleetWise E#,

- EHFEHE , BFEH update-vehicle®mTH stateTemplatesToAdds;
stateTemplatesToRemove L, MEFMEN , FSEER an AWS IoT FleetWise E#,

B ¥ an AWS loT FleetWise ARREE A

/A Important

¥H45E AWS loT FleetWise THEEFERE SIS EISEHE, MEFMENR , FFSEAWS AWS loT
FleetWise ARy & i3 F1 Zh 8L vT FA 4.

BRI LAE A UpdateStateTemplate API #4E5, AWS loT FleetWise 12 & RE B A ARES A,

EHREER (EEA)

BERETRAEIMMRELELR | FFFIE AWS loT FleetWise TR AMREEAEE , WHIT TR,

FEETARREE A 217
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https://console.aws.amazon.com/iotfleetwise/home#/stateTemplates

AWS IoT FleetWise

FMBABER

1. BELEFHNRESER  RBBERE,

2. WRERBEAFEMET A ARREFRTEE,

FEFAREEE A (AWS CLI)

EEEMMREBEL BT THTESR

# update-state-template IR ABESREBEARELER json BREE,

aws iotfleetwise update-state-template \
--cli-input-json file://update-state-template.json

ExampleiR 38 & 2 fH 58

stateTemplateProperties BB EARNTEZRE,

dataExtraDimensions l metadataExtraDimensionsEGSEHBMHNTE LB,

"identifier": "state-template-name",

"stateTemplatePropertiesToAdd": [
"Vehicle.Signal.Three"

1,

"stateTemplatePropertiesToRemove": [
"Vehicle.Signal.One"

1,

"dataExtraDimensions": [
"Vehicle.Attribute.One",
"Vehicle.Attribute.Two"

1,

"metadataExtraDimensions": [
"Vehicle.Attribute.Three",
"Vehicle.Attribute.Four"

BB A
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fBR an AWS IoT FleetWise ARBE&TZx

/A Important

¥43E AWS loT FleetWise IR FENE I Z RIEE, MEFHFME
FleetWise H#Y & i3 F TheE o] A M,

%II

SEZ2BAWS AWS loT

AT LA R DeleteStateTemplate API #4E3 AWS loT FleetWise F 13 & SRl BRAR RE&ET AN,
MBRAREE AR ( EEE )
EERTIEAMBRIRAEE R |, 51 AWS loT FleetWise T AKMELHAEE , LT ISR,

1. ZRECEMBRNRERER , REZEMER,
2. WFRECBEMBRREREE , RRBZEMER.

i BRARREEE AR (AWS CLI)
EEMBRREESE , BRT TGS
#8114 BV B R BB A B B, 1D,

aws iotfleetwise delete-state-template \
--identifier idenitfier

Get AWS loT FleetWise HREEEIARE

/A Important

¥43E AWS loT FleetWise M FENE I Z RIEE, MFEFHFME
FleetWise H /Y [& 13 F TheE o] A M,

%II

EFBBAWS AWS loT

B LAE A GetStateTemplate AP & {ERBEEURREEI RN ABEAEA. T AFEHA AWS CLIEYEH,
B a## R BARREE R BT,

aws iotfleetwise get-state-template \

I B R BB 88 2%
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--identifier idenitfier

BT LAMER ListStateTemplates AP 2 ERFEEUE R I HREHAEFE, T3 ABFEHR AWS CLIKEE
il

aws iotfleetwise list-state-templates

MREFERAEFZE AWS KMS £BEANE | FISTIBERERN , BEHN AR A
GetStateTemplateZk ListStateTemplates APl &1k,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

AR EN R EE R R ESTARE

/A Important

¥437E AWS loT FleetWise M FENE i S RIHE, MFJFHMER , BSBEAWS AWS loT
FleetWise ARy [E i3 1 Zh 8L vT A 4.

THFERA WA EAREEARBANERAERKE, BITHEIURE , AREEEEHHIREER,
£
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- FERMRBEARANERAREERKE

o EFAREEE AN REENEE SRR AR IR AR

- A MQTT ABRE EXEAREEHER

fEFMREH AR NERREERKRE

/A Important

¥435E AWS loT FleetWise e FENE I Z RIEE, WMEFMER , HSBEAWS AWS loT
FleetWise H RV [ 13 #1 Zh 8 A A 1%,

T3 ZERREA A E A BUR M R R B4R gy & #HEE AWS CLl,

/A Important
BBl , FRTEER OB MBS A | W% H R FL SR 5% i B2 B 0 22 3T RE Bk

B BERRAARREEI AR | Edge Agent FEES AR EHBEE B,

AEEARBHEANTELRE  FEEYGTER , AREER LB B THIT. T —HRA\MEE
Rt AP, BAR a04a] gk A F 15 A & R B,

e

 f£H CreateCommand API

- 6l - BUAAMRESA

- Pl ERAREEE

£ CreateCommand API

£ TAWS-IoTFleetwise, MBAZEEFAERIGTHTER , Y EAREBHEABRITYREEZGTSTERBFEAT
LIS 8

« $stateTemplate.name - EEEEIJ%MTT;VEE’J%@‘%’EZIK%*@O MEHBRXNEERETER , B8
1T BE, MEHMEN , 5F52045 an AWS |oT FleetWise R AEHi A< B2 B8 22 37 BB o
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« $stateTemplate.operation - EEMEBH R L HTWIRIE, B LSEEATIHA—EE :

« activate - EXERBEARERETEHHAF , Edge Agent B1R
HstateTemplateUpdateStrategy®RIEEN (BEPREH ) BHHBREEIFAREFEER R, W
EFHMEN , 2B an AWS loT FleetWise ARAEEI A EE B8 22 31 B

s, BRLIEREBREENEAEE , EEENBECREFLEN. MRARHAEDFRAK
B REHXASHFEEEEN , ETREERAFUSLLE,

—BFactivatem s , REERBEHNRBEEREBERPIEENAR. AWS loT FleetWise
ERELEVNIRAGTR , HEENE— ARSI SREEARPREARNIRE. RENAR
FERIRE R R EIL,

- deactivate — Edge Agent 8= ILEIXFAREHNEE iR,

« fetchSnapshot - Edge Agent &{&iA iR RE &5 AN fh E Y FABRAY — IR IR
MstateTemplateUpdateStrategy , EBREEMSNREHAEAZHRHRIEEN AT,

« (A ) $stateTemplate.deactivateAfterSeconds - REHASEREENERE 2ZBEHE
. WBBREETHE $stateTemplate.operation ZEMES "HA.L BEA, NRREELS
B, AELLSENES 0, Al Edge Agent ERFEEEXAREHNEER , BEMREBEHARKE "=/,
BEAL, REBEXXKETEEBER.

R/ME : 0, &K{E : 4294967295,

® Note

. API EEEIR , bUEIHE EE A A R A WA B B AR R

. API BEERI , UEEDERNEAREZ BENERER,

. BIERERA FIRBNBFEREERNER. SN MBELE—/ P EREEERREHS
WER , ARENIBRELE-EEANRRANER NI BEAREEN  BATE
BHMER.

/A Important
BEOINRTATREEETIME—BRT :

- REMARREEI AR I IEASSOCIATEDIEFL EHFE A
- RHBAMEBEARNPEER , B RDEPLOYEDTEEH L,
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- RtemiREEARIZHFER , (BIEEDELETEDE R L,

g6 - BUAARESAR

EEMAREEE  FARBUGTER, A% BB TG SEEIELEMARBERNWER., 1t
BHRBNMAERU R TREESBNERE. BB THTER , SEAELS B A ERBAMREE
o

1. BIGTER

BRAXBUDTER , TREGTELIEZER, ELNKSEEEERE , BUUEERS2H
MERE. NFFMAET  F2RELGTER,

/A Important

$stateTemplate.name Hl $stateTemplate.operation ZEMHBLUFEERFR

Rit, IRREHEMEMERER K SNERVEMESHEHINEA—E , IGSHTE
KB, WHIREBEFAMRN. $stateTemplate.deactivateAfterSeconds ZEHE
HlLongE BRI 1R,

aws iot create-command \
--description "This command activates a state template on a vehicle"
--command-id ActivateStateTemplate \
--display-name "Activate State Template" \
--namespace AWS-IoTFleetWise \
--mandatory-parameters '[

{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}

},

{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}

},

{
"name": "$stateTemplate.deactivateAfterSeconds",
"defaultValue": {"L": "120"}

}
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] 1

2. HEEWELRBESHT

BYDTER K B TEEEER, IREGEEBRUNTERSREEXESHNE , BRELEARTE
ELESH. MEFMEF  FS2REEGT (AWS CLI).
/A Important

ARTEE SERARFSERN AWS loT EHE R FE AP| iRmEETT APl BR1E.

aws iot-jobs-data start-command-execution \
--endpoint-url <endpoint-url> \
--command-arn arn:aws:iot:region:111122223333:command/ActivateStateTemplate \
--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME>

3. HEBURRESEAEFERRE

BB S EITH , B LMEA GetCommandExecution API REFEVIRAEET A,

aws iot get-command-execution --execution-id <EXECUTION_ID>

g6 FRMREER

EEFAREEAE  FABUGTER, AR BB TG SEEIELECANRBHERNER, 1t
BHRBNMAERU S TREESBNERE. RBBTHTER , SEAELS B AEEREAREE
o

H &

1. BYBDSER

DH

BRAXBIDTER , TREGTELIEZER, ELKTSEEEZERE , KUUEERS2H
MERE, IFFMER A FBHREILGTER.

aws iot create-command \
--description "This command deactivates a state template on a vehicle"
--command-id DeactivateStateTemplate \
--display-name "Deactivate State Template" \
--namespace AWS-IoTFleetWise \
--mandatory-parameters '[
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{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}
I
{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "deactivate"}
}

] 1
2. HEEHELRBESHIT

BUBTR , BOTEEEER, NMREERVYSTERRREESESBNE , KRELFAREE
LE28, WEFEER  FBHEEEGT (AWS CLI).

aws iot-jobs-data start-command-execution \
--endpoint-url <endpoint-url> \
--command-arn arn:aws:iot:region:111122223333:command/DeactivateStateTemplate \
--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME>

3. HEEURAEEIAIRIERIARAE
BEISHSETR , BALUEA GetCommandExecution APl FREEENARKEET AN,

aws iot get-command-execution --execution-id <EXECUTION_ID>

{55 FH IR 8 S0 A< R B B B R RE AR BR

/A Important

¥H45E AWS loT FleetWise THEERFERE SIS EISEHE, WMEFMENR , FFZSEAWS AWS loT
FleetWise ARy [ i3 1 Zh 8L vT FA 4.

O LAEACreateCommand AWS loT Core 2 &I H API #24E=K AWS IoT FleetWise & & EE
R £ B HAREE,

/A Important
BELARAITEBEETIE—RRT :

FRERE AR B IR R 225


https://docs.aws.amazon.com/iot/latest/apireference/API_CreateCommand.html

AWS loT FleetWise B AEER
o RMEMREEEARIIEASSOCIATEDIEE H&HFEA,
« REAMREEARAFER , B RKDEPLOYEDEEH L,
- RitEEREHEARIRHFER , (BIEEDELETEDER £,

HREFRERE (T2E )

O] LAE AWS loT FleetWise 12 A RFEIERAN EX S HARE, AWS loT FleetWise & A& T
P . pL~BVIN
e REEEE E

158 Y B i R

1. BABX AWS loT FleetWise £#£ A&,

HEEBERTD , IBE EHR,

REEPEREERAFBREFAEAEH.

TEREEAREER L | BEEEER,

BEUR F AWS loT FleetWise FFATH IAM A€ , SUEEGSEEINER ., FSREEHF.
B EREEUIREE,

o g K~ W DN

FHEN B B iR B IR BR (AWS CLI)

EZEHHURERE  BFEBRUGDTER. A%, BB TG SEEELESEEIURERBHE
B, MEMA CreateCommand API R EZEHFMERR , 52 E A CreateCommand AP,

1. BUBRTER

THEHREBUAR Y a5 5 ERRYTHIURE, ELKDTEEZERE , B LUSERF 28
MERE, IFFHER K FBHREILGTER.

aws iot create-command \

--command-id <COMMAND_ID> \

--display-name "FetchSnapshot State Template" \

--namespace AWS-IoTFleetWise \

--mandatory-parameters '[

{

"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}

FRERE AR B IR R 226


https://console.aws.amazon.com/iotfleetwise
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html#generate-command-payload

AWS IoT FleetWise HBEABER

},
{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "fetchSnapshot"}
}
1
B FE -
{
"commandId": "<COMMAND_ID>",
"commandArn": "arn:aws:iot:<REGION>:111122223333:command/<COMMAND_ID>"
}

2. BB THTUBBHRERR

BUGTR , BOTELEER, MIREERVGTERRREESESBNE , KRELFARE
ELSH. MFHMEEN , F2EEEGT (AWS CLI).

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/<COMMAND_ID> \
--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME>

"executionId": "<UNIQUE_UUID>"

3. HHRESARRENMRE

BB SHEITE , B LUMEA GetCommandExecution API SREFEVARBEET X,

aws iot get-command-execution --execution-id <EXECUTION_ID>
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£A MQTT AR EE X E MREBERE R

/A Important

¥435E AWS loT FleetWise eV FENE I Z RIHE, MEFMENR , BHSBEAWS AWS loT
FleetWise Y [EIF I 0] A%,

EEREHNERZEVERYEEREER  BIIETY MQTT &, MEFMHEN  F2E (FARAE
™M) FHM MQTT =88, AWS loT Core

$aws/iotfleetwise/vehicles/$vehicle_name/last_known_state/$state_template_name/data

E—EEMREFARERASTRRMIEFEY , S MQTT TREHF. £H MQTT HBMEEE
WMERNEMAF RS ARZIEE, LREAREAREFRASER MQTT 5 AR BABE,

@ MQTT ARNASERERTIERAEBM

- vehicleName — ELEj Y I — B R o
- stateTemplateName — )X B %51k 58 &5 2 (Y it — 38 Bl AF o

A | BA A EEHRE T AREEH A IS EmetadataExtraDimensionsERSE |, LI EESSHE
MQTT AEEEFWERE M, (ESEMEEHR, )
MQTT AEBEFNEFEAEBHEDMEAERBAITENENE L MESRERE,

MQTT AEEHIERERBENER, B AERIL RN EHMREEREIEEextraDimensionsid
RBE , LMEEETEE MQTT ARAEHPNERE M (FFSE B3 an AWS loT FleetWise ARREE
), BNMEESZEBKENEEHEERE VR  REEREHUENER,

MQTT AR EBHEBERAHEEEE (Protobuf) #&iE , MQTT FAEZEBE I EEES application/octet-
stream AR EHIERE, Protobuf fRiGFHEBHBIM TR :

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

syntax = "proto3";

option java_package = "com.amazonaws.iot.autobahn.schemas.lastknownstate";
package Aws.IoTFleetWise.Schemas.CustomerMessage;

fEH MQTT ABERE X AREERHE R 228


https://docs.aws.amazon.com/iot/latest/developerguide/iot-connect-devices.html

AWS IoT FleetWise HBEABER

message LastKnownState {

/*

* The absolute timestamp in milliseconds since Unix Epoch of when the event was
triggered in vehicle.

*/

uint64 time_ms = 1;

/*
* This field is deprecated, use signals instead
*/

repeated Signal signal = 2 [ deprecated = true ];

repeated Signal signals = 3;

repeated ExtraDimension extra_dimensions = 4;

message Signal {

/*
* The Fully Qualified Name of the signal is the path to the signal plus the signal's
name.
* For example, Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringState
* The fully qualified name can have up to 150 characters. Valid characters: a-z, A-
Z, 0-9, : (colon), and _ (underscore).
*/
string name = 1;
/*
* The FWE reported signal value can be one of the following data types.
*/
oneof SignalValue {
double double_value = 2;

bool boolean_value = 3;

sint32 int8_value = 4;

uint32 uint8_value

1
v

sint32 intl6_value

1
()]
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uint32

sint32

uint32

sint64

uint64

uintl6_value = 7;

int32_value = 8;

uint32_value = 9;

int64_value = 10;

uint64_value = 11;

float float_value = 12;

/*

* An UTF-8 encoded or 7-bit ASCII

*/

string

string_value = 13;

message ExtraDimension {

/*

string

* The Fully Qualified Name of the attribute is the path to the attribute plus the

attribute’
* For example, Vehicle.Model.Color

S name.

* The fully qualified name can have up to 150 characters. Valid characters: a-z, A-

Z, 0-9, : (colon),

*/

string name = 1;

oneof ExtraDimensionValue {

/*

and _ (underscore).

* An UTF-8 encoded or 7-bit ASCII string

*/
string

}

Hep

* time_ms:

string_value = 2;

EHFDEREHENEYHIFEEE ( B Unix Epoch 2 AZMBEN ) . Edge Agent =&Y

LR EBE  AEWRELER .

+ signal:

£/ MQTT AR EE EIREAREERE R
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Signal@EFAHREAN B : name ( FH ) signalValue Ml XETINERFH -
double, bool, int8, uint8, intl1l6, uintl6, int32uint32int64, . uint64, float, . str

 extra_dimensions:

ExtraDimensions @EEHMEMHENAM B : name ( £ ) extraDimensionValue , B 5
Y& stringEREE,
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HERE . FRA BT BB EREMREBNERNKE

/A Important

¥437E AWS loT FleetWise eI FENE i S RIHE, MEJFHMER , FSBEAWS AWS loT
FleetWise A Ry [E 13 F1Zh 8L AT A 4.

ISRl

AHBREBIRIMMAERE AWS loT FleetWise , LAMERAFIA BT A5 R A AR ERIUNE
RBEERMEAITER ﬁJ_,ﬁ%xﬁ\EﬁE’Jﬁﬂﬂ&’é , WA LAE R B2 M5 A RBISEASE | A%
BEAREAIEENER BN, EHERE , RAZTEERIBIA AWS loT FleetWise
BAUARERSE, BUUEAECNEERBIBEARFE SRR SENRGRENAS
BdefaultForUnmappedSignalskifE A, &t o] A& EE it R B8 o & 18 3RRAY A 557 A A5 2245
.

AHEFFEANTEEERHEREHMEE (CAN EFREE ) RELNERANR. S, LETTEHE

AREERBHER

RIERE

AHBRBHRIREETREREREUER AWS loT FleetWise Ei , AR Edge B{E APIsHIER B E
MR,

=gy Rid

T—EHRPANAFEABABRAAEVERBENEE, EBARENREURTHERARA, i
FARERTFEANTMERERRIRER , f20 IDLs,

HELEHP K AMEERHEY  BEWENERBESR (BERNVE ) NEERZFNERES:R
MR ) o EMEMELEBELRTES

// Vehicle WGS84 Coordinates
double Latitude;
double Longitude;

// Vehicle AC
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Boolean ActivateAC;

T—ELSBEEHABITHIENE APIs i$ELERE A AWS loT FleetWise,
oE B S EH

EFEEFPEANELER, MRESHE AWS loT FleetWise FHIFASE B % , SBEZEFEAER AP,
MREREARB &K, FERBEUARE & , ARFIUER APL,

B, BABERNELHEFARMN VSS RRE, VSS A DERNKEK AWS IoT FleetWise B EEH
B, FATHARREILRS vehicle-signals.json' B json &3 :

// vehicle-signals. json
// Verify that branches and nodes are unique in terms of fully qualified name
// in the signal catalog.

[
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle Branch"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle.CurrentlLocation",
"description": "CurrentLocation"
}
I
{
"sensor": {
"dataType": "DOUBLE",
"fullyQualifiedName": "Vehicle.CurrentlLocation.Latitude",
"description": "Latitude"
}
},
{
"sensor": {
"dataType": "DOUBLE",
"fullyQualifiedName": "Vehicle.CurrentLocation.Longitude",
"description": "Longitude"
}
I
{
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"actuator": {
"fullyQualifiedName": "Vehicle.ActivateAC",
"description": "AC Controller",
"dataType": "BOOLEAN"

MRELZENFE K , IFZEWA create-signal-catalog:

VEHICLE_NODES="cat vehicle-signals.json’

aws iotfleetwise create-signal-catalog \
--name my-signal-catalog \
--nodes "${VEHICLE_NODES}"

MREBESKEAKRB % , BULUER update-signal-catalog API #73EE LA -

VEHICLE_NODES="cat vehicle-signals.json’

aws iotfleetwise update-signal-catalog \
--name my-signal-catalog \
--nodes-to-add "${VEHICLE_NODES}"

EWIR BN ISR
EFFEBFHEARSR S T-ESBEEVERERDHTEMLSLAR. Al ETUEA

create-model-manifestf create-decoder-manifest APls,

B RACEEBAERRENARERE

# Prepare the signals for insertion into the vehicle model.
VEHICLE_NODES="cat vehicle-signals.json’
VEHICLE_NODES="echo ${VEHICLE_NODES} | jg -r ".[] | .actuator, .sensor
| .fullyQualifiedName" | grep Vehicle\\."
VEHICLE_NODES="echo "${VEHICLE_NODES}" | jg -Rn [inputs]’
# This is how the vehicle model input looks.
echo $VEHICLE_NODES
# [ "Vehicle.CurrentLocation.Latitude",
# "Vehicle.CurrentlLocation.Longitude",
# "Vehicle.ActivateAC" ]
# Create the vehicle model with those signals.
aws iotfleetwise create-model-manifest \
--name my-model-manifest \
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--signal-catalog-arn arn:xxxx:signal-catalog/my-signal-catalog \

--nodes "${VEHICLE_NODES}"

# Activate the vehicle model.
aws iotfleetwise update-model-manifest \
--name my-model-manifest --status ACTIVE

BE  ERABTHRBAEREYBBRESAFE,

(@ Note

REASREEELR] IDs BRI FEEZVMBMEMNASR , ETRULEBHIN -5

MBEREERH (FON) RETHBAR D TRBERNBHEEANER , H28 Edge Agent

FREBASREE.

// Create a network interface that is of type : CUSTOM_DECODING_INTERFACE

// custom-interface.json

[
{
"interfacelId": "NAMED_SIGNAL",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {
"name": "NamedSignalInterface"
}
},
{
"interfaceId": "AC_ACTUATORS",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {
"name": "NamedSignalInterface"
}
}
]

// custom-decoders.json
// Refer to the fully qualified names of the signals, make them

// type CUSTOM_DECODING_SIGNAL, and specify them as part of the same interface ID

// that was defined above.
[

"fullyQualifiedName": "Vehicle.CurrentLocation.Longitude",
"interfaceId": "NAMED_SIGNAL",

of

BB MRS
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"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {

"id": "Vehicle.CurrentLocation.Longitude"
}
},
{
"fullyQualifiedName": "Vehicle.CurrentLocation.Latitude",
"interfacelId": "NAMED_SIGNAL",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.CurrentLocation.Latitude"
}
},
{
"fullyQualifiedName": "Vehicle.ActivateAC",
"interfaceId": "AC_ACTUATORS",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.ActivateAC"
}
}

]

# Create the decoder manifest.
CUSTOM_INTERFACE="cat custom-interface.json’
CUSTOM_DECODERS="cat custom-decoders.json’

aws iotfleetwise create-decoder-manifest \
--name my-decoder-manifest \
--model-manifest-arn arn:xxx:model-manifest/my-model-manifest \
--network-interfaces "${CUSTOM_INTERFACE}" \
--signal-decoders "${CUSTOM_DECODERS}"

# Activate the decoder manifest.

aws iotfleetwise update-decoder-manifest \
--name my-decoder-manifest \
--status ACTIVE

W B2 TE AWS IoT FleetWise FE2 BT ELARMNER, EEFEVEHRH  IEHBELETNE
RIZEVER, B L etE LA TEB#ER create-vehicle API :

aws jotfleetwise create-vehicle \
--decoder-manifest-arn arn:xxx:decoder-manifest/my-decoder-manifest \
--association-behavior ValidateIotThingExists \
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--model-manifest-arn arn:xxx:model-manifest/my-model-manifest \
--vehicle-name "my-vehicle"

T—ESBRETN AWS loT FleetWise Edge BREE , WIBE XL ENERBIEM,

® Note
W Edge BIEMHEBIEFA , 552 H Edge Agent FE A B8,

BEas

R, mERR (TS EEN C++ EERIHEE CMake R ) |, RERREEiK APIs FAIE L EE
BHTD

// Create a command targeting your vehicle.
aws iot create-command --command-id activateAC \
--namespace "AWS-IoT-Fleetwise" \
--endpoint-url endpoint-url \
--role-arn ${SERVICE_ROLE_ARN} \
--mandatory-parameters '[ { "name": "$actuatorPath.Vehicle.ActivateAC",
"defaultValue": {"B": "false"} } ]' \
// You will receive the command ARN.

"commandId": "activateAC",
"commandArn": "arn:aws:iot:xxx:command/activateAC"

// You can send the command to activate the AC targeting your vehicle.

JOBS_ENDPOINT_URL="aws iot describe-endpoint --endpoint-type iot:Jobs | jq -
j .endpointAddress’
aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:xxx:command/activateAC \
--target-arn arn:xxx:vehicle/my-vehicle \
--parameters '{ "$actuatorPath.Vehicle.ActivateAC" : {"B": "true"}}' \
--endpoint-url https://${JOBS_ENDPOINT_URL}
// You will receive the corresponding execution ID.
{
"executionId": "@1HSK4ZH6ME7D43RB2BV8JC51D"
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// If you have the AWS IoT FleetWise Edge Agent running, you can see the logs.
[AcCommandDispatcher.cpp:26] [setActuatorValue()]:

[Actuator Vehicle.ActivateAC executed successfully for command ID
@1HSK4ZH6ME7D43RB2BV8IC51D]
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B AWS loT FleetWise 8 AWS CLI 1 SDK AWS SDKs

AERMHBEREDE AWS loT FleetWise API 58RIV E . IFE AWS loT FleetWise IRIEFIERIFFRI MY
SMMEE |, 52 R AWS loT FleetWise APl 2,

&E% AWS loT FleetWise BB BRENRFTEESEEMER , A SDKAWS SDKs , EFREE T H
B ThAE :

- IR EBRIEEEK

- BFEEKR

- RIBFIRMOE

HRAGSHIFE , 5FEH AWS loT FleetWise 8 AWS CLI, &EA LA S FII2RE AWS loT
FleetWise flEfth R , WiEBIE BB,

239
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WEES BT AWS loT FleetWise

FEAARSHPNRUBBERANBRTR |, GBI R AWS loT FleetWise BV RERE,
LT EAA B E R B AWS loT FleetWise BV F B R5E,

TRE

« AWS loT FleetWise fRI523 & /5 E R RE

- Edge Agent for AWS loT FleetWise ¥X88 &
- FHRAEXBE

AWS loT FleetWise RGeS S/ EEE

WERH B EFEERRE,
P RIGESEAEE APl HY

$HER XE R S EEHE AR
UpdateOperationFailure.Conf HENRRREAFEERZEENHER. FH
lictingDecoderUpdate &, REEH X
UpdateOperationFailure.Inte InternalFailure & AR &M BIAAR LB . RE
rnalFailure R HBUR A 28 I AR T
UpdateOperationFailure.Acti RISESEFEERN Active B8 |, BMEEH,
veDecoderUpdate KRS EAFEMREEE R DRAFT , AERE
;Et_;io
UpdateOperationFailure.Conf AWS loT FleetWise [EERFEHM A EEEXR
lictingModelUpdate WEHIRER (BREAEE ). FHE, A%
Eﬁiﬁ_;ﬂo
UpdateOperationFailure.Mode HRER R EMAEEERBOFAR. AR
1ManifestValidationResponse : BEEWHIER | WA AR AT E
FailureReason.MODEL_DATA_EN AR E,

TRIES_NOT_FOUND
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$RER

UpdateOperationFailure.Mode
1ManifestValidationResponse :
FailureReason.MODEL_NOT_ACTIVE

UpdateOperationFailure.Mode
1ManifestValidationResponse :
FailureReason.MODEL_NOT_FOUND

UpdateOperationFailure.Mode
1ManifestValidationResponse
(FailureReason.MODEL_DATA_E
NTRIES_READ_FAILURE

UpdateOperationFailure.Vali
dationFailure

UpdateOperationFailure.KmsK
eyAccessDenied

UpdateOperationFailure.Deco
derDoesNotExist

A R SR S HE AR
EMEWEREERLERN ACTIVE IRE , AEEBH

N
— /Ao

AWS IoT FleetWise T ZIE Gz EFFE
MEBNERER, BREHFEIEHN Amazon
Resource Name (ARN) , A& BHE— X,

EHEANBRREAYN  RAEAREKPERTI
REEWMERWAREE, HETEHER DA
AR S AR RABRAY AR B R,

K EMBRRENFENFERPHIERBO AR
SRR . FEEDHISR I EE B9 AR AR AR
BN EHMELE, ERANMAEARBETRANTE
MEEARE , T AT EBREREEAEBFARD
I H.

AR #EH AWS Key Management Service
(AWS KMS) €45 EE., BRREFER
WAEBTFHN €8 6 AREA R

BERENBTETEFE. RRBBRRENABES
B, REER X

B ASIGNAL_DECODER_INCOMPATIBLE _WITH_SIGNAL_CATALOGREMBBRGEERELASE
EOEGIERE , BEHBRAMFERMNERBER. SEERAR RN B EREMLR#IEHAER,

(@ Note

RBERRENEREBRAF , e/ E,

RIS EFEERE
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PHRGRENFERBRRERRE
$5ER

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.NO_SIGNAL_IN_CATALOG_F
OR_DECODER_SIGNAL)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_TYPE_IN
COMPATIBLE_WITH_MESSAGE_SIG
NAL_TYPE)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.STRUCT_SIZE_MISMATCH)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe

% | £ B HE AR

AWS loT FleetWise 12| AR B k8RR
RISESPERAMNRARE S, MEBCEANB &
FIEEEELBHRAR.

AREBRBRRENFEEMFRPEAMEBNER
BARERAREFPNESTAL . BEEFERF
EBENEXAFASFSHAERNAREBRER.

B BPEBPERNBEHE K HEERHE
RIEREFRETHEBNBERE ~HERF. KA
B B P ERNARETLER , BERER
IEEEN TR ERR,

AWS loT FleetWise A5 B #kF KR ERH
STRUCT WEASE , MR EEMISRENEER
K EZEM structuredMessageDefinition, FE
B EERERBSENEEENBERFERS

structuredMessageDefinition,

RIS EABETAABGBNRAR LR ERTE
RANKEZEPNEE, RBEREASTEREH
MRS B L EAEREMAL structFullyQualifi
edName, BIEHEEEAB fullyQualifiedName

#9 STRUCT £i%.

RIRREFBERRPEANET—BEIRAR
AEBRERAL . EEBFRPNABDEDH
BEBR/ELSTAL

Ak B P HRESYERERITREAFTEE
HEERFEZR S structuredMessageListDefini

RIS EFEERE
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#HER % B 2 B PE R

ason.SIGNAL_DECODER_INCOMPA tion, AR EAFEENFRPHFIERRE

TIBLE_WITH_SIGNAL_CATALOG) SIEBMEREE A structuredMessagelListDefini
tiono

Edge Agent for AWS loT FleetWise XE8 &8

HWFERL T Edge Agent BXBERIRE,

&
» P8R8 : Edge Agent BREE KB ED,
- B : [ERROR] [loTFleetWiseEngine : : connect] : [EE#MRILIFEHEERE]

- B : Edge Agent BB T WEARZEZE (OBD) Il PIDsHEZ B tHfE 5% DTCs).
72 : Edge Agent for AWS loT FleetWise BB ZIEMBINEER , AWM LERAERBER A,

78 : [ERROR] [AwslotConnectivityModule : : connect] : DEFEXHBIFALEE] =
[WARN] [AwslotChannel : : send] : [#E{EF S MQTT EiR, ]

178 : Edge Agent EREE REAE).

E Edge Agent EREE RRAENBS |, B BER B BT 5 85R,

Error from reader: * Line 1, Column 1
Syntax error: value, object or array expected.

fERF R : HEE Edge Agent for AWS loT FleetWise EXBE{HREME RFE A E MM JSON X, Fl0
BRESEREREZHR, NEHBERNFMEF , FHT T BERTH Edge Agent for AWS loT
FleetWise BXi8RIE A 15/,

1. BABX AWS loT FleetWise £ A&,

2. HERBEEMBIAMEAR AWS IoT FleetWise B H | BEEHFREHRERR,

[ERROR] [SocketCANBusChannel: :connect]: [ SocketCan with name xxx is not accessible]
[ERROR] [IoTFleetWiseEngine::connect]: [ Failed to Bind Consumers to Producers ]

Edge REREN EE 243
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fERF R | E Edge Agent BB R EHARRERPERNMRN N ARV EFREAR , BESEE
EEERER.

EEREHAETERNSERKAARESTA , FITTFIHT.

ip link show

EEFMRATMLEE , FHT TS S, #§ network-interface-id AR BB N TN ID.
sudo ip link set network-interface-id up

[ERROR] [AwsIotConnectivityModule::connect]: [Connection failed with error]
[WARN] [AwsIotChannel::send]: [No alive MQTT Connection.]

# or

[WARN] [AwsIotChannel::send]: [aws-c-common: AWS_ERROR_FILE_INVALID_PATH]

fRRF R . & Edge Agent BXBBMEEE . MQTT EREF , B ERFEILLEER AWS loT Core, BE
THIEEREBCIERRE , WEHKE Edge Agent BB,

- mgttConnection: :endpointUrl - AWS IRFEH) loT % Eim 2,

« mgttConnection::clientID - Edge Agent EXBE I {TFTTERVEEEH ID,

« mgttConnection::certificateFilename - EEHBEERMWIER,

« mqttConnection: :privateKeyFilename - EHFAE BB RMWEE,

- BEMEA AWS loT Core fHEER, WFHFFMER , 2 [Provision AWS IoT FleetWise B,

NEELZHEZEHEN , BF2EEAM C++ B AWS loT Device SDK & R EZ &£,

% : [ERROR] [loTFleetWiseEngine : : connect] : [#EZ#NHBILEF
BruEE]

FRRA R . B Edge Agent BB R TEFAMREFRE , B EELER. RETIEERETEE
WERE , W EHENE Edge Agent EiEE,

persistency:persistencyPath- ARRBWEL R, BRREAFTENERRBHREEZ,

Ri%E : [ERROR] [loTFleetWiseEngine : : connect] : [EZMBLIFEMRERE] 244


https://github.com/aws/aws-iot-device-sdk-cpp-v2/blob/main/documents/FAQ.md#frequently-asked-questions
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E& : Edge Agent BB TS UREREZEN (OBD) Il PIDsFR KT &S
DTCs),

fERAER : MR obdInterface:pidRequestIntervalSecondsE;
obdInterface:dtcRequestIntervalSeconds (REA 0 , B RERE FIL 455,

R Edge Agent EREEE BBV EI BB P 1T , BME obdInterface:hasTransmissionEcu B&&
EA true,

NMREEBHERTEEXREFSRESMEE (CAN EREE ) & IDs , BHEE
obdInterface:useExtendedIds EiXEA true,

I%E : Edge Agent for AWS loT FleetWise EXE AR MBRINEER | RE
ZERERRERAL

FERF R BEERFEROERN , S EILER.

&R [ CIEGE: p=5

A% ID K{E Ak ID BHPIRHE R Edge Agent X8 T &
50, 000 & ID X 50, 000 HY
R EER. B
BB ESEESE
Z8, RmEARE
HUESWARBE.

BWENERTER 256 EMRBCESE N
KEFTRBE B Rl , AMER
EERPEINITH
EBHE  UKREE

fim

THREBTENAR
BE,
AR EHREEE 20 MB =2 MREREEE , Edge
K/ Agent MRS F LLINEE

MER,

RIRE : Edge Agent BB T & UE R EZEN (OBD) || PIDsM 2 Eit{fE S DTCs). 245
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%8 : [ERROR] [AwslotConnectivityModule : : connect] : [EiE%k
M A FEER] = [WARN] [AwslotChannel : :send] : [E{ERF
MQTT E#R. ]

RRF R : B Edge Agent MB KR BFEEERE |, B2 EZLEEER, BIBFER , Edge Agent B2
AWS loT Core B EEEE)% ping FBRE , Y EF=9. WRKXEEE , Edge Agent HEEEHE
W B ERNER,

FRANEIARBE

/A Important

¥45FE AWS loT FleetWise ZhEEMVZFENE RIS RISHE ., MFB/HMEN , :F2BAWS AWS loT
FleetWise FHY [E1F F Thae v A%,

B8 : #UWAccessDeniedExceptionEBFEME IAM FFATHY

BRBR THEDTENSINRENEEETEEBAFFEETIIREFE. FBEREER
BB AFEERRENERERZHANFTA,

BRE : E&EZE AWS IoT Jobs &R & Z B endTime

FRRAER  BEendtimeEEBXXHHIEEENN . W0, endtime7E1E ISO 8601 UTC 1%
X ) o £ AWS loT FleetWise BIRAE BFEH , Alee BB SRR IEH Malformed IoT Job
endTime: customer configured endTime. Not setting endTime,

BRE . L{EZE AWS loT FEHNER EBREIJECTEDHITAREE,

FRRAR BB campaignArnEEBXHFIEEERN . Hl0 , WREBRHKREER EHITHTHE
By#5%E ARN , Bl AWS loT FleetWise {CEEFE R HiECampaignArn value in the received job
document does not match the ARN of a Store and Forward campaign® AJRE&HEE:R

BRBRNIE S .

B8 : [ERROR] [AwslotConnectivityModule : : connect] : [E#RELBIEEHERE] = [WARN] 246
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%4 in AWS loT FleetWise

MERZEM AWS RESEBEIEF. 558 AWS BF | BRI UZHZRNER P ONPEHRRE | LB
EARmERZEHRABHTFIRMEES.

ZEMR AWS BB ARRE, AFEEEEREERRERNZEUENERTHLZEMN

- EigHNLEHE - AWS B EREE AWS Cloud B # 1T AWS IRV ERELE. AWS hAZRIRHEAZR
SERANRE, FAWS SR ED  FZHFERASSEHIENRIRMANZLENH. BET
BB AR AWS loT FleetWise W& HRETEl |, BZESHRFTEIN AWS RIGEE,

- BlRMREMN - ENEEEURREER AWS HERE, S4sBAHHEMREEE  SRENRE
., BRRANERNMBEREENER

A7 BHIR T SR IAI1EE A AWS loT FleetWise BREMA AR EEER, ©RAMMEE AWS
loT FleetWise AR SN L ERERB R, LT HIOMAEREM AWS R R IEHHEEZNHFE
AWS loT FleetWise &R,

B #

« AWS loT FleetWise FHI & FHRE

o {EH #2%|7FH AWS loT FleetWise

- BEAM AWS IoT FleetWise K Identity and Access Management

« AWS AWS loT FleetWise B SEBFEEH

« AWS loT FleetWise KIS R FE

« AWS loT FleetWise Ry FEM

« AWS loT FleetWise P ERFHEL S

« AWS loT FleetWise A K #HBEH & E 2 47

« AWS loT FleetWise HZ £ BEEHK

AWS loT FleetWise Y& B 7E

AWS HEEFEZERAN AWS IoT FleetWise FEVERHRE, MLERFTR |, AWS EEREHITAT
B NS ERRE AWS BEis, FESHEAHERRBELIERNABRNRFE, SHEBESEFmMER
AWS IRIE WL LERNEEITE, NEESREAENFHEN K F2RERELEERBZE, NE

ERRE a7


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
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BAEBNENREBNHEBRER , F2HRAWS R EESE EWAWS HESEHEZH GDPR #EHE X

==
Ho

ERERREZEN , BRMERERE AWS tRF BZAER , AFEH AWS IAM Identity Center 3 AWS
Identity and Access Management (IAM) B EEBIERE, Mtt—R , SECHEHASESRHETHK
HEKPAENT. RftBERERATIANREER -

- BERFHEFRHZEERER (MFA),
« {HF SSL/TLS B AWS EREHA. RMFJETLS 1.2 WEHEMFEH TLS 1.3,

. {5 SRE API MERAEEEECEE AWS CloudTrail, 20EAERI{EA CloudTrail B MHEEEL AWS SEEI
B, 5F2BAWS CloudTrail  fEAEER) FHER CloudTrail B,

- £ AWS MBERAR , URHFWFIEERZEES AWS R,
- FERAERNZEZSRE (B0 Amazon Macie) , 1#BIIRZEFREFEEE Amazon S3 HEBER

- MRIBE AWS BBGTHIREIM API FEH BEE FIPS 140-3 BB R EmEEHE , F5EH FIPS
w2, MEFE FIPS # FIPS inHNEZSMHEEN , SR B I EAREIZE (FIPS) 140-3,

BMEZIEBREERETELTFNEFBH U ERZLHREN , HEESEIEHENHNXFZHA
o BlInB B, EBEEEMER AWS loT FleetWise SfEHA AWS IRIE £ 4. API AWS CLIEK
Hfh AWS SDKs B, ZHEEBREHEAXERUARANTMERSBUEARGTERZE B, W
RICRMNSMARETH URL , RAIEIIEZB I EREB LY X MARESFE RN URL P2 EBEBEA.

AWS 0T FleetWise EHERERB Y EXENERTEE F ZR Edge RERENLEER , UEERE
BE@ME AWS ElR, REHHENENTREIIRLETZEEENERBLBEROR. £EA AWS
loT FleetWise M %% Edge Agent Z &l , BIUBRERBEAN ZETHENERRE. ESHEET
BRAERER , URHEZFELEENBLEEN , YREHENERENRAENEAEE,

FFEEINSR in AWS loT FleetWise

MEHKENE R EEIR MQTT AWS loT Core AR BABENAEEREIERK, AWS loT
FleetWise B4 & B R EIZH Amazon Timestream X E, 7 Timestream # , B EREINZE,
RIBFERR , FTEERE AWS BRI NBEER. MFEFHMEER  F260 (Amazon S3 ERAEER) FHE
A REERF Timestream for LiveAnalytics B & EHRE -

FREINZREE AWS Key Management Service (AWS KMS) B4 | LWEBARMNBZERN MR SR, &
AUREBFEARTFZESM|RME AWS loT FleetWise WEMNE R, EALUEIR B3, BRI
ZE® AWS KMS, MEBEFHMEN , 526 ( AWS Key Management Service IS A S18/) HH{
ER AWS Key Management Service ? o

RAEINER in AWS loT FleetWise 248


https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingEncryption.html
https://docs.aws.amazon.com/timestream/latest/developerguide/data-protection.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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B inE

B2 AWS loT R RN FTE EREREE A Transport Layer Security (TLS) FEE# N, MEFME
A, B2 (AWS loT A ABER) PHERZ S M,

s, AWS IoT Core XES 7 BEMITE , UiBIR 22 H¥ AWS loT FleetWise BRI FEL,
HIRTLAMER X.500 BRETEDERFE (BEA) , LAERH AWS loT FleetWise I #H AWS loT Core
BURREGIRE (BT ) RITIEENEIE,. MFEFMENR , 552 Mthe section called “MzE B
.

AWS loT FleetWise H#Y & ¥} in %

ERmMEREEGEED (FR AWS loT FleetWise AR BEEMFAMRIRZE ) MFE ( FHRAZRKE
B ) KREER AWS R, & LUER A PR REEFEEHR,

(® Note

AWS loT FleetWise 2 EIE S/ B AWS loT FleetWise BB RN FEEAPIs , i B 7] iEiB 24 #
MR IZEL, iS4 APIs EiBH AWS loT FleetWise Edge iE#25#EA R [ IRES B L EM TLS
EEANR, HABFIRE28RE |, B APIs FAFEIRGHZE, ARFIEBRLESBANER

PERIEEFRERBE L. AWS IoT FleetWise 2GR B K BRE R RFEINBRERIELTFTLER
FENZEM,

MERARFHENZEMNAFiRNZNEBEET  FRE T EE,

B &%
o TREEINZER in AWS loT FleetWise
« AWS loT FleetWise R &8 EIE

FFEEMNZR in AWS loT FleetWise
AWS [0T FleetWise B EHNERIFHE AWS EHFBEE L,
AWS EimiEaEE R

AWS |oT FleetWise 8 &R FRETRR AWS R INEZEFREERNEAM ., FREMBE AWS Key
Management Service (AWS KMS) B4 |, AAEEMZR &8 , AN INE AWS loT FleetWise V& E

iz 249
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https://docs.aws.amazon.com/iot/latest/developerguide/authorization.html
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BHENREE, SULNREFHEFSESRRMREERBME , ¥1E AWS loT FleetWise &
B, BOLUEIR B, EBNRENEE® AWS KMS,

B LLERE AWS SERN I8 HEFZETRRMBLENER,
BTN
BREMRE 28 AWSKMS |, AREEARNZEMNMBEER.

- AWS B &8 - ARRINEEI|_. AWS loT FleetWise B L &8, BEZE PR, EENE
ALt &% AWS IRF ., BHEE7E AWS CloudTrail BFHEESRNRE. SULIERALESHR &
FHENEH.

EEZESLE -SRBERELENIREY , REEN., BENERE, B2 E KMS €48,
AWS KMS EXENAER,

AWS BN 8

AWS BEEN SR TEERELNIRFF, EMRE KMS RESH -0 , ELW AWS HENE
ELTE multiple FREEA AWS 1RF. AWS R#% ATEAER AWS SR &R REFLENER

BEERR., EERER AWS BENTRIEKEEASR. T8 , EFFERNEAERREF
ARARRENZERNSER,

MREFER | AIFSREKWERER AWS #EN €8  METEH ALIIRFN AWS KMS Bi#E,
EFEESR

BFEELRALIE IRFRRE, HENEEN KUS £, BANURLLHITL KMS £ , MTFH
T~

- BUNMEHSREE, 1AM RENEE

- BANERTH

- BREEBEBEN

© R

- BUSETMHHE

- R

AWS IoT FleetWise FHIE R % 250



AWS IoT FleetWise HBEABER

& ] LUE A CloudTrail 1 Amazon CloudWatch Logs RiE#E AWS loT FleetWise AWS KMS {{ & 1%
BEIXE MEER.

MREFERAEFZE SR , BIXART AWS loT FleetWise FEERIEEIRE P KMS SR ER,
AWS |oT FleetWise fEREH MZFM S| B R MZEE R, BN AWS KMS inZEBEARMZALE
WMIXBHRESIB, MEFMENR , 52 (AWS Key Management Service B ASER) FHHE

THEHBEEF AWS loT FleetWise 57 , UEREH AWS KMS €458,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :DescribeKey"
]I

"Resource": "*"

/A Important

BEEEHERTIEE KMS €8 BERKR |, B8 FBERTHNEAEEER, MRBA T for
AWS loT FleetWise % , B & T IME—&H , AWS loT FleetWise #& =¥ & B #TIR
£ :

« KMS £ 2 = i Mk,

AWS IoT FleetWise FHIE R % 251
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« IR ARIEHRE KMS SBUER.

HRBRRENEREMFREER

® Note
RERRERERNERRES , TEEAAMEE,

MBLH AWS 0T FleetWise IS BRI AWS KMS $HNESSENE , T ELREEARERE
BRI SRR E R A RN RSN, 8 TH AWS (0T FleetWise I BB AR
BHOMAHT.

® Note
MREHAEFRERRERNMBRE , CNBRFEAFTETRE FERTIRE,

1. A GetEncryptionConfiguration APl ##{ExR#ZE AWS KMS IZ RS EMA. MRMZFEFR
A A fREEHE—FSMWEYEFLEETWISE_DEFAULT_ENCRYPTION,

2. MR MmMEBFEE S KMS_BASED_ENCRYPTION , A PutEncryptionConfiguration API #4EAS %
FEAVEER A FLEETWISE_DEFAULT_ENCRYPTION,

aws iotfleetwise put-encryption-configuration \
--encryption-type FLEETWISE_DEFAULT_ENCRYPTION

3. M PutEncryptionConfiguration API #{Ei§ N B EH A E KMS_BASED_ENCRYPTION,

aws iotfleetwise put-encryption-configuration \
--encryption-type KMS_BASED_ENCRYPTION \
--kms-key-id kms_key_id

MEMAMBZNEMESR , T2 AWS |oT FleetWise FHI£BEIE,
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AWS loT FleetWise FH &8 EE

/A Important

¥45E AWS loT FleetWise THEEZERE BI Z EISEHE, MEFMENR , FFSEAWS AWS loT
FleetWise ARy [E i3 1 Zh 8L vT A 4.

AWS loT FleetWise Ein < i S

RIRFARR , AWS IoT FleetWise A AWS ZE &I RRE PHER AWS Ein, BUUEHEHN
HRE , UMEAEFZESRTME AWS loT FleetWise RHIE K, BATLUER AWS Key Management
Service () B, EEMBRINZESE/AWS KMS,

AWS 0T FleetWise XEFERAFRE FNEFZESWMETARI[IKINE , AWS KMS BUINETHE
RNE R,

AWS loT EREn FRAEFZESRETHREMEZENR
FleetWise &R i
A% B &% description

B description , allowedValues ,

defaultValue , min , max

EE)ES description , allowedValues , min ,
max
BRI S description , allowedValues , min ,
max
HpER (ER description
BARE )
RIS EEE description
Canlnterface protocolName, protocolVersion
ObdInterface requestMessageld, dtcRequest

IntervalSeconds, hasTransm
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AWS loT =g kil FHEFSESRETERRENZNE
FleetWise &R iz

issionEcu, obdStandard, pidRe
questintervalSeconds, useExt
endedlds

CanSignal factor, isBigEndian, isSigned,
length, messageld, offset. startBit

ObdSignal byteLength , offset, pid,
pidResponselLength , scaling ,
serviceMode , startByte ,
bitMaskLength , bitRightShift

B B
TSR R description
conditionBasedCollectionScheme expression , conditionLanguageV

ersion , minimumTriggerinte
rvalMs , triggerMode

TimeBasedCollectionScheme periodMs

AR RE &G description

(® Note

HibERME RS FEHAFERMBZER B AWS loT FleetWise EEN S ETING, e E
M FETETE AWS loT FleetWise tRE &1,

MEFHMET , 5528 ( AWS Key Management Service BiZ A B158) S ER AWS Key
Management Service ?

£/ KMS £|BANE ( F2E)

ZEHEB AWS loT FleetWise FHEFZE LR , BAEEHEH AWS loT FleetWise 5%7E-
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£/ KMS |BANE ( F28E)

1. BABX AWS loT FleetWise £ 4,

2. BEEFRE.

3. EmMHEFP | RIEFEHFBEUBBIREINZEMH,
4

HEMESRER | BEEETEMN AWSKMS £, EAEAENN NEFZESRETNER
AWS KMS,

(@ Note

BREEEA AWS IoT FleetWise E RN EFZE BN, ETIEARE &%, HHER
(RBEAFE ), BB ETEE, Hif, #ENTHETD.,

5. FEATIIHP—(EREEFEN KMS R

- HEEEARAN KMS £if - {OFEPRIFLN KMS £RF1H
- BEEVIN KMS iR - REET AWS KMS &8,

(® Note

EFHBAWS KMS £#84, MERT KMS S|IFFMEN , 5520 ( AWS Key
Management Service B A Bi5m) PHEIL S|,

6. ERREFEUEMENRE.

£/ KMS S#RBAINE (AWS CLI)

& LAE A PutEncryptionConfiguration APl #24EXREXA AWS loT FleetWise R FRYINE, T 55 6I4E
A AWS CLlI,

EERMAME , BRI TGS
« LLKMS £888 ID BUX kms_key_id,
aws iotfleetwise put-encryption-configuration \

--encryption-type KMS_BASED_ENCRYPTION \
--kms-key-id kms_key_id
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Example Bl f&

{
"kmsKeyId": "customer_kms_key_id",
"encryptionStatus": "PENDING",
"encryptionType": "KMS_BASED_ENCRYPTION"
}

KMS €@K

B KMS €82 #® , BELMXEGTIRRXFHIEZEMN KMS SEBEK | T REFEEL AWS loT
FleetWise ., KMS €8 B ERRiotfleetwise.amazonaws.com=x I AWS loT FleetWise
FR#% 388 /o 5F AWS IoT FleetWise 1FEL KMS €48,

{
"Sid": "Allow FleetWise to encrypt and decrypt data when customer managed KMS key
based encryption is enabled",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",
"kms :RevokeGrant"

1,

"Resource": "*"

MAREREER , 48 aws:SourceArnFl aws : SourceAccountEFHE£EHIEE KMS €8
BUR. |IAM £i3{F 4 €8 aws : SourceArnH BIARER AWS loT FleetWise E & ¥ REIFENEIR
Amazon Resource Name (ARNSs) £ KMS £4&.

WMRIERE B{Eaws:SourceArn , Bl —#%BA arn:aws:iotfleetwise:us-
east-1l:account_id:*, iEAZE KMS €8 AL FEIFTE AWS loT FleetWise EJR AWS IRF,
AWS loT FleetWise X ESEIIRFHFFIEERN —E KMS £38 AWS 15, ¥ FRTMHEMD
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{ESourceArn , Zx&¥ ARN ERBUEAEBRAFT (*) , A LE AWS IoT FleetWise FH KMS &

B {Eaws :SourceAccount2EBHIRE ID , ARE—FRH KMS £88 , FHERERAREBHNEER
F. MBHEH aws:SourceAccountH aws:SourceArnf§ 4 £ 18E KMS €88  FHREEMAH
fRESHRIRFTAEFEAZER. EFBRBRE LY,

THBRSERBEER ( REHOEBBIAFF ) , ARBIE aws: SourceAccount FEZEHRSE ID
aws :SourceArni%E AWS [EiF 1 LAHER,

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
.
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringLike": {

"aws:SourceAccount": "AWS-account-ID"
.
"ArnLike": {

"aws:SourceArn": "arn:aws:iotfleetwise:region:AWS-account-ID:*"
}

}
}

MEERRE KMS £ BERLFEE AWS loT FleetWise ERKGFMET |, 528 ( AWS Key
Management Service BHEABIEmM) FHEESHECR,

/A Important
BEREHERTIEE KMS £8BERR , B78FBERTHNEAREEER, NMRBAT for
AWS loT FleetWise % , BRF& T IME—&4H , AWS loT FleetWise #& =¥ & B TR
1E -
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- KMS &3 2= A kMiBR.
- BRIEAREFREE KMS BBUEEK,

AWS KMS & &Fa]

WRIEA AWS KMS % | RIABEAGHEKFPIEEFA , LUELR T LA AWS loT FleetWise
APls, THIBEAFZIFTE AWS IoT FleetWise EifE , A% AWS KMS 4 E5F .

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"iotfleetwise:*",
"kms : GenerateDataKey*",
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :DescribeKey"

1,

"Resource": [

myn

FHACEETIBERBRRN , FTeeliAME APIs, BURBRRI AFFRK B AWS loT FleetWise K
PutEncryptionConfiguration®l GetEncryptionConfiguration&fk,

JSON

{
"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Action": [
"iotfleetwise:GetEncryptionConfiguration”,
"iotfleetwise:PutEncryptionConfiguration",
"kms : GenerateDataKey*",

"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :DescribeKey"

1,

"Resource": [

g

fBR AWS KMS R HNER

MRIBIEFEH AWS loT FleetWise AR MR EMIER AWS KMS €88 , B4 BLEMBRFIEER , BBX
5/ AWS loT FleetWise REREMIRE ., O LAER BEIMER AP IRERFBIRIRE A ER,

BERIRE PR EIR

1. {EF# listResponseScope Z85% A APISMETADATA_ONLY, EREEREE K SHEERERE
MEMPEER | a0 ARNs FEBER.

2. fERAMER APISEERERIEIR.

R ARBRT S EFBRRE IR
1. 1T858

a. %It listResponseScope BHRES NWATETHEEMETADATA_ONLY,
b. MERITEEEE.
2. MWENER

a. %I listResponseScope 28R ELA NFTBEMEEMETADATA_ONLY,
b. FHESEMEFNFIEER , ¥#§ listResponseScope S8 E%A METADATA_ONLY,
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c. HUHMA =S EHEVEH,

d. TBRMEEE,
e. TBREH,

3. MBRENRE

a. 3JH listResponseScope 2BRER WA B IHRERABEMETADATA_ONLY,
b. MERFTERIBRENTE.
4. EHRE (RUEFFEL)

a. %l listResponseScope 8HEEA HWATEERHEEMETADATA_ONLY,
b. MBRFIEERER,
5. AREEEAR

a. %l listResponseScope BEEREAH HPATAARREEEAMETADATA_ONLY,
b. MBRFIEMREEAR,
6. FABRE &

a. FILArEFE %o
b. MERFFEFRE &,

5 #4017 HL AWS IoT FleetWise

/A Important

¥45FE AWS loT FleetWise ZhEEMVZFENBE RIS RISHE ., MFB/FHMEH , :F2BAWS AWS loT
FleetWise F BV [E1F # Thae v A%,

T 5% EIFR BA an{a = H%F AWS loT FleetWise BRI FE. MfIRENEFSENMARTFERAERE
EXHE , LAE AWS IoT FleetWise AIAETIHE B HAIEEHERER ., ©HERPWMIRT Amazon S3
(S3) EFETE L Amazon Timestream BRI EME R KA AWS loT FleetWise 7B , AFHESR ,
B TFARAREREEZERN MQTT AL,

EEAEELFEIE XM 2 AWS Identity and Access Management (IAM), 1% IAM HEREE
A, FB2EMTER IAM?,
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AWS loT FleetWise AR ARER
B 8

- #F AWS IoT FleetWise FF T , SMEX MK MQTT EEHE R

+ $F Amazon S3 B #3489 AWS loT FleetWise 77 EUiE

« &F ¥ Amazon Timestream BB #E AWS loT FleetWise FEUE

- BFFEA EEHSABEMN AWS loT Device Management FFA] AWS loT FleetWise

T AWS loT FleetWise FF Al , LAEEMER MQTT EENEH

BRER MQTT X | SNWEHSEH AWS loT MQTT AERERRNEZXEER, BXERF AWS
loT FleetWise 7] , FBEETBEISEM MQTT £, MREHBFER AWS loT R BIFHEEE , SigE
BRADNEMBE N , BIXAESBEREREE IAM &6 , LLAEF AWS IoT FleetWise #$E RIEIXZ| loT
A,

A, ENEAEREARKRETFIRSEENTE , UL PN XBZRERER L mMAELE
RAEARERELARFTERFF I NFIUE.

WEEA MQTT URFFEABNFFINFMER , F28
- REBABE

« WA AWS loT

« BF AWS loT R BIFrE A FEUE

- BESCRTA

ez Al , FERETIIER

/A Important

o B3 AWS loT FleetWise EER{TE/E B EREF , B4 AFERMERK AWS B, REL) R
AWS EfE , FRE R ITEZBERIEE,

« AWS IloT FleetWise EXBIRE} (#FEmILE ) BN (EZH=E ) =it

=l

O LAEA AWS CLI 2 EB MQTT SREGEEEHN IAM AR, EEEY IAM A€ , BT T

A
T o
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EREEEEREZML IAM A6

« #& IotTopicExecutionRole R ABEINABER,
« # trust-policy R BT EFEEBER JSON EX,

aws iam create-role --role-name IotTopicExecutionRole --assume-role-policy-document
file://trust-policy.json

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "mqttTopicTrustPolicy",
"Effect": "Allow",
"Principal": {
"Sexrvice": "iotfleetwise.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn": [
"arn:aws:iotfleetwise:region:123456789012:campaign/campaign-name"
]I
"aws:SourceAccount": [
"123456789012"

BIMFFAIBER , ARTF AWS loT FleetWise il S ELIEE 2 MQTT EEMNFF A, HEEVHTHK
R, BT TI@D,

¥ AWS IoT FleetWise FF , LAMEEFEW MQTT EEMNER 262
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BMFFABGR

« ¥ AWSIoTFleetwiseAccessIotTopicPermissionsPolicy UK BEEBINEBEXEZHE,

« # permissions-policy XA BEFITBER JSON EREHE,

aws iam create-policy --policy-name AWSIoTFleetwiseAccessIotTopicPermissionsPolicy --

policy-document file://permissions-policy.json

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Publish"
1,

"Resource": [
"topic-arn"

HEF TR EEZLEN IAM AR

1. REHEF  ERFFTBEMN Amazon Resource Name (ARN).
2. EER IAMFUBCREESEN IAM A6 |, FATTIHS.

« # permissions-policy-arn X AEE L —ESBRPERL ARN,
« # IotTopicExecutionRole MR ABEEIM IAM AGBREHE,

aws iam attach-role-policy --policy-arn permissions-policy-arn --role-
name IotTopicExecutionRole

#F AWS loT FleetWise FF 7] , LUERXFEEW MQTT BN ER
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WEFMES , F2E (AM EREERE) FHEFIRAWS ERNEE,

¥ Amazon S3 BRI#AY AWS loT FleetWise 1ZEUE

E&EH Amazon S3 BRI | SAEEEHE R AWS loT FleetWise {EiX % S3 fE1FETEE | W0 iEEF
EREEERN AWS KMS £ TER N, MBEMAEIRCHE , AWS loT FleetWise i &1 E R
FEEER X E CloudWatch BEEEHAF B R, BURNERE , £FEF IAM A6,

AWS loT FleetWise £ A 7P R8 BURERL S3 BN RS 88, MEMERFIrEBRNFEE
A , 582E (Amazon Simple Storage Service fEAEER) FHEA Amazon S3 I EFIERFE
B ER

ER LT EEBE |, 2 AWS loT FleetWise ZEUER) S3 7788, MR BAMEE S3 iy 3
#7118 s3:PutObjectAcl £ Amazon S3 BIEBE., E8RTFTRETBHEEYH XTUHNTERF

U AWS IoT FleetWise, MIFEMAILREFIREFIRBAIYWHNFMHEENR , 52K (Amazon Simple
Storage Service FAEIEM) PR FTEBEEH,

®

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
}I
"Action": [
"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::bucket-name"
},

{
"Effect": "Allow",

"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
}I

"Action": [
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"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringEquals": {
"aws:SourceArn": "campaign-arn",
"aws :SourceAccount": "123456789012"

THREFRBBRERARN AWS BEHIRFFHREITHEEE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
}I
"Action": [
"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::bucket-name"
},
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
}I

"Action": [
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"s3:GetObject",
"s3:PutObject"
1,

"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringlLike": {
"aws:SourceArn": "arn:aws:iotfleetwise:region:123456789012:campaign/*",
"aws :SourceAccount": "123456789012"

MREH KMS £IREEE S3RFEFITR , ISRKEETIBE., NEEHATREENENR , F2
B8 {Amazon Simple Storage Service R EIERE) PHEARRSEIRMNEE AWS Key Management
Service £#& (SSE-KMS) REE Hl,

{
"Version": "2012-10-17",

"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource": "key-arn"
}
/A Important

ERRINBITIER  SSERUERTFIRGIEE ACL) , RFERBEEHE RN TR
. R AWS IoT FleetWise BEMER RN E S3 , BEHKLEA S3 FEiFETER LM ACL, 0
EFHMER , 3528 (Amazon Simple Storage Service A EIER) FNERAMEFHEE
BBACLs YW Hl BT HHERE.
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£ F¥ Amazon Timestream B M #z#9 AWS loT FleetWise 1ZEUE

B FEH Timestream BRIMbEF , SASERE R AWS loT FleetWise EixE Timestream EREK, &
PAKBEREEE IAM A6 , LA AWS loT FleetWise #ERHMEIXE Timestream,

MBRFERATIEAETTIEEE , AWS IoT FleetWise E BB FIENBEEZEIAE

® Note
Amazon Timestream FEAREAEE (28 ) EiFH,

Gl , FFRETHEE :

/A Important
« E&%E AWS IoT FleetWise B Timestream &R , K EFEFAHERBKN AWS EiF, HRE
H1#: AWS BT , & JsEHEEF B Timestream B,

* AWS loT FleetWise EXEIRE (#FEILER ) . BUN (EM=® ) MDAEE (&
B) &

- MEZXENEEEE , F520 () FM Timestream i B FMBELZEAWS —iZZ2E,

o IBAEREE Timestream BRI E, MEHERRE |
MR ERE,

o BANBEIBER Timestream ERERRE I ER R, NEHBRE , 52K (Amazon Timestream
R AERE) FNEILIER X,

%28 (Amazon Timestream B A SR &

O LAEA AWS CLI B3 EF Timestream FEBEKRMN IAM &6, EEEYT IAMAG | BHIT T

W
FREEBREY IAM At

e #§ TimestreamExecutionRole MR ABEINAEERE,
« # trust-policy BRABEEEBRM json BXR,

2 F % Amazon Timestream B B389 AWS loT FleetWise f7HUE 267
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aws iam create-role --role-name TimestreamExecutionRole --assume-role-policy-document
file://trust-policy.json

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "timestreamTrustPolicy",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotfleetwise.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn": [
"arn:aws:iotfleetwise:region:123456789012:campaign/campaign-name"
1,
"aws:SourceAccount": [
"123456789012"

B HFUTBERURF AWS loT FleetWise A& E R E A Timestream BEF ], BEEVFFIBUR |
TGS,

3
@

BMFFABGR

« ¥ AWSIoTFleetwiseAccessTimestreamPermissionsPolicy MR BEBEINBEBRE,
« # permissions-policy XA B EFITBEE JSON EREHE,

2 F % Amazon Timestream B B389 AWS loT FleetWise f7HUE 268
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aws iam create-policy --policy-name AWSIoTFleetwiseAccessTimestreamPermissionsPolicy --
policy-document file://permissions-policy.json

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "timestreamIngestion",

"Effect": "Allow",

"Action": [
"timestream:WriteRecords",
"timestream:Select",
"timestream:DescribeTable"

1,

"Resource": "table-arn"

"Sid": "timestreamDescribeEndpoint",

"Effect": "Allow",

"Action": [
"timestream:DescribeEndpoints"

1,

"Resource": "*"

REF B REEZLEN IAM A

1. RE@HET  ERFFTBEN Amazon Resource Name (ARN),
2. BERIAMBATHRREZZLEN IAM A6, BRT TGS

« # permissions-policy-arn R AEE L —ELBRPERMN ARN,
« #& TimestreamExecutionRole MR AZEILHN IAM A&,

2 F % Amazon Timestream B B389 AWS loT FleetWise f7HUE 269
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aws iam attach-role-policy --policy-arn permissions-policy-arn --role-
name TimestreamExecutionRole

MEFEFHMES , F2HE (AM ERERER) PHEFERAWS ERHNEE,

RFEH EEX S AEMN AWS loT Device Management 58] AWS loT
FleetWise

BERADSEERBE G SHITE | AWS loT Device Management R EANBERPHENG NG S

8. A&, CHREFTH AWS loT FleetWise EIRAVFTH , BB R R ELFKE, BHEFEB AWS
loT Device Management MQTT #AREIXE HRH TN B SREREE,

BB RBN R FEEAE AWS loT Device Management FTEF AT IAM B, K&, FH
roleArn HAS L B EH ARN R4S CreateCommand APl AT EER— S BURE A,

/A Important

HRIAM AE  BLACHRRVERNGTERAWS BE HENAG., WRETE AWS
B , FRERSATESEII[E,

IAM BEEEER/TIEEBRK,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "RemoteCommandsTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
}I

"Action": "sts:AssumeRole"
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}

RTFFFAGFTAESR (loT ¥ )
THEHBRMAR T , LELEPRBAEMAS AWS loT B 2 EWHEE,

(® Note

- WEBERTRBRER. EARKEERERA  UBRREIRTLENFTT,

- BEXNAIERLIT , FBE IAM BER"Effect": "Deny"H"Effect": "Allow"#% 8%
o

AR, B

o ## , AWS B HP I EEER AWS IoT FleetWise EJER o
« 111122223333 , AWS tRF {EHEH 5EE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "*"
}
]
}

AP AR TASEEW (loT ¥ )
THEH BRI R TFFT , [EEMS AWS loT MRS EETWE £ &,
AR, B

« ##, AWS Eif HFEEEER AWS loT FleetWise EIRM
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« 111122223333, AWS IRF {EFHEM SRiE,
« <VEHICLE_NAME> B IREEHE loT MHERE

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "arn:aws:iot:us-east-1:111122223333:thing/<VEHICLE_NAME>"
}
]
}

AT AR TR EEW MR
TOSEHIRERNAR TR , EESEEWN BB 2REH.
AR, B

- ##, HPEE AWS EiF &EH AWS loT FleetWise EIREY o
« 111122223333, AWS IRF EREH RS

« <VEHICLE_NAME> B IZEERY loT YHERE.

- ASRBMA <SIGNAL_FQN> , Bl <Vehicle.actuator2>,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
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"Resource": "arn:aws:iot:us-
east-1:111122223333:thing/<VEHICLE_NAME>",
"Condition": {
"ForAnyValue:StringEquals": {
"iotfleetwise:Signals": [
"<SIGNAL_FQ@N>"

ASFF AR T4 EE W AR EF A
THEHBRMARTEF , LUEESEEWMNRESE A
AR, B

« region =& AWS B A AWS loT FleetWise RN,
111122223333 B8 AWS IRF SR18,

<VEHICLE_NAME> 2EEHH 1oT YHE B,
<STATE_TEMPLATE_ID> , ‘BEAMRAELTAHI BT o

JSON

"Version":"2012-10-17",
"Statement": [
{
"sid": "Statementl”,
"Effect": "Allow",

"Action": "iotfleetwise:GenerateCommandPayload",

"Resource": [

"arn:aws:iot:us-east-1:111122223333:thing/<VEHICLE_NAME>",
"arn:aws:iotfleetwise:us-east-1:111122223333:state-

template/<STATE_TEMPLATE_ID>"
]

BFEH ELaSEEMN AWS loT Device Management 378 AWS loT FleetWise
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}

BFERAEEZE KMS £80FFH
MBEEEE BAFFZE KMS €388 AWS loT FleetWise , BIT 5 #5518 R a2 FE L RSN,
AL EHIF , B

- ##, AWS EBif Hh T 2EEA AWS loT FleetWise EIRH .
e 111122223333, AWS tRFE EREH SE1E,
o <KMS_KEY_ID> ¥4B KMS €881 1D,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:111122223333:key/<KMS_KEY_ID>"
}
]
}

EAM AWS loT FleetWise By Identity and Access Management

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥E , AT HBIEE S R e T H¥ AWS
BRNER. IAM EESFEG#ATUNETESRE (BA) NRE (EBFHFT) , HUEA AWS
loT FleetWise EiR. 1AM RET AR EFER AWS BRIE B .

ES ]
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- BEHR

- EASYRFE

- FRABREEFIE

+ loT AWS loT FleetWise #N{aE& IAM ¥ {5 F

« AWS loT FleetWise B & % & B i 4

- WEEZE AWS loT FleetWise & % fM1FH

« AWS loT FleetWise AP| Bi{fERE RS

BHEHR
FH A AWS Identity and Access Management (IAM) R IBEN AEBMEFRTE :
- RBERE — BERETFINELYEE  BFOEEESRFAMENY (FSE BEDE AWS loT

FleetWise & % #1FH)

- REEEES — EEREFAEFIELRIMEEBIIIHER (F2H loT AWS loT FleetWise #n{aEd
IAM #EHELEA)

- IAM EEE — BEBRUEEFIRS (528 AWS loT FleetWise B & 7 BB &)

/A & 28
SHRBRMEAWS S5 BRBA HHK, BLANAWS BSRERE. 1AM £HERRIE
IAM B &5 D 1IT 5D BE,

B LAMER &9 R EAER , I AWS IAM Identity Center (IAM Identity Center), E—& A&
7T Google/Facebook BEAER , LUBEH7WEXEA. NEEBEANFHENR , F2H
CAWS BEA EAEERM) FRNAEALZH AWS RS,

HREAKRFTFEL, AWS 2t SDK M CLI IR IGwmEZS A BEF R, NFEFMAER , F2H (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS IREF RERE

BER i AWS IRF |, 881t — @& K AWS tRF theroot ERENEAF DR , RS0 EFHM
B AWS k¥ M ERNTRBFIE, SARBIECAREAERITEEESE. ABEERERE
BENER , F2R (AM £REER) FTHEEREAEBENER.
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BEeD

REBBRERABEREERABS S RMHE , JLAWS RE ERAKRBEFN

BEBrRELEBHE, Web SoREENFERE , IEARE F 2 RIFEH AWS R BFEEFE
Directory Service » Bi & 2 BEITAE K MEXACRRMHEEREE.

EEEPERFEUER , EEFEA AWS IAM Identity Center, MEBFMER , 5520 AWS IAM
Identity Center fEF & ER RVt =2 IAM Identity Center ?

IAM i F & M EF4E

IAM £ F #& https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2—E & 2 EHE A
FERAEXHNSEFTE, ZE2UEREEFIREHFRIBEN IAM £AE. NEFHHENR , F2HE
(AM R EER) PHRERANEFEAEFRABE S o RHEER AWS FAHERBEFI -

IAM BHEEHEE IAM EREES  FEEAREFEAENFIEEMNER, NFFAER  F2H
(IAM fEREERE) P8 1AM A EBERAEH,

IAM B

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIf &0 E B4 EF#E |, &
AR EEEER, SuLUEBREAEYRD IAM A6 (F#E ) SFEW AWS CLI 5 AWS API
BRIERETAR, MEFMAENR , F28 (AM EHEER) FHRREAGHN S .

IAM EEEBRARBS 2 ERAEFIR. HE IAMEREST, BIRFEIVEREREEFEI , URE
Amazon EC2 #IITHWERAREN. MEFHMEN K F28 (AMFAEERE) P8 IAM PR IRIEFE &R
FH.

£ AR EEFEUE

ZAILUEIB R Y BUR Y G HIEE R & 5 RNER AWS RIZH AWS R FER. BERERES 2 HERM
BABERFT R, ERFARHFERE AWS | SFHMEELBK. RSHBEKREL JSON XH AWS FEX
FHRAE . FEE—F TH JSON BERXH |, 26 (IAM EAEER) T/ JSON BEEES.

EEESEMEARK  BEBEEMETRIUEWLEAG THRLEERNTEE , UEETFINEERE,

FREAT  ERAENACKRATT. AMEESEEY IAM BRIEHEMEEAE  #HEFERE
B, IAM BERERBMERIFT A , ERmBRAAES X#T.
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ER e

BoRBRERNMESD (ERAE, FRAEFEANAR) K JSON FFATBERN A, EERBEREH S DA
HPLEERNITHLEEE , UAREANGKRS. NFTHRUOMELSDHEBER |, 28 (AM EREE
M) PHEBEFEEBRREZRHBE] IAM T,

BoBERRADT/ARBER (EEABRRE—52) BEXERXR (ANMNESES 50N BEMLBER), 0F
THNAEZERRRABRBRR 2 BMERE  F2HE (AM EAEER) PRHEZEBREXNRBE
ZEEE,

BEREHR

BEREBREH B EIRA JSON BRI fr. €68HE IAM BEEEBRE Amazon S3 AT
R, EXEEREBRNEBHES , REEESTUERAEMAREFE K EERNFEER. BLETEE
BREBRPEEER,

BEREERRURZBBEPHANRBE, SEEZEUNEFRAERNBEPERARE IAM B AWS &
2§ 8

HtBREH
AWS TERHMBRER  IREESERBREER TR :
« FFARR — RESFDHEBKRARE IAM BERNZAF . NEFHEF , F28 (IAM EREE

) hH IAM EREIF A R,

« PRIGIZEFIBER (SCP) — B AWS Organizations Vi S AE B BBV IS ERAFF W, MFFHMER |
528 (AWS Organizations £ &EIEE) PHRIEIZHIBER,

- EREHBR (RCP) — RRELIREHPERTAF TN LR, MEFHMEN , 5F2H (AWS
Organizations £ A &5 P ERZEH EZE (RCP),

- TERBREX — EUBRARFTAXAACEBE S ERAEELGRITERER , USBEXEE
MR R, MEFMER  F2 (AM EHERRE) S0 TIERBRBE,

SEBREAR

EZEEENBRERIBRE  EENFUSEEMMELER, B2 7THNMTAWS £ RSEK
REHHRAERBAFBR , F2H (AM £RERERE) FHBELERE.,
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loT AWS IoT FleetWise dI{AIE2 IAM F& L £ A

EEER IAM EEE AWS loT FleetWise FIFEELZ 81 |, 5558 7 FAWRLE IAM ZhEERTEE AWS loT
FleetWise #£E£E A,

A LU AWS loT FleetWise £ A B IAM Thig

IAM Zh&E AWS |oT FleetWise % #&
59 BBER =

ERABR B

BREE =

BRI =

ACL B

ABAC(BUR F R R ) by

iRk =

ES il =

BHAE &

RIS EREHE &

HELME T8 AWS loT FleetWise MEftt AWS BRI IALR KRS & IAM ZhEEEEER , F2EH (IAM

EA&EER) PRIAWS & IAM FEEEAN R,

AWS loT FleetWise B & 9 BB E

TESGSBEBEK: B
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SO BBRRALMME S (Fla0 IAM ERE, EREFHERAE) K JSON FFAIBERXSF, ELEHK
RAEH GO EMERG TREBLEERATHLERDE, NFTHROMELSDEBEK , F2H (IAM
EAEER) PHNEBEFEEBRERHE] IAM A,

FHIAM BDEBER | B EEARSIEENBENER , UREMAERGET AFRIESEE, W
ETHREE JSON BERPFEANERER |, 528 (AM ERAEERE) BH IAM JSON BIR TEZ
%,

AWS loT FleetWise B & %5 B B &3 4

ZEZR AWS loT FleetWise &7 BBURHVEEH] , 552 B AWS loT FleetWise By & 7 B B s €5
AWS loT FleetWise AR EREBR
SEERABK: B

BEREBREH IR EIRA JSON BERX . EREBRNRE REHIR IAM ASEEEEN
Amazon S3 fFITEBR. EXREREBRXNBHS  RBEEESTUEACMAREFHBEER
MFEER. BRMIIBERNER , BREEREEN TR TUNRERATHEEAREMERSET
BITHEE, BLRAEEREBRIEETE., ZXATUIEIRE, £AE. A, WSS ERE
2 AWS BR7.

MERRABIRFFIE , UM EREMIRFRNIEEMBIRFSN IAM BEREAEREBRNER. WFE
HEEF , F2E (AM E£REER) B8 IAM R RIS ERF .

AWS loT FleetWise By B K EIE
TIEBEEE: 2

ERE A LMER AWS JSON BURRIEEHAIUENAR, tWH2HR , BHMEERE M BT ot
BEERAITHLEBF,

JSON BURMY Action TERHRETARAFRIEBERPERNEF, BERECERABERKTH
1THE BB BN RV R T

HEEE AWS [oT FleetWise BIFRVEE , 526 (RBFRESE) FHAWS IoT FleetWise EZEHY
BfF,

AWS IoT FleetWise FEYBURB)MFHEBMEZBIER UL TFE :

jotfleetwise
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NMFEEE-RRXPEES@EBE , FRERDI R,

"Action": [
"iotfleetwise:actionl",
"iotfleetwise:action2"

BT EREBRET (%) REEEZEEE, fln , ZEEEMER List XFHNFEERE , 28U
TEE -

"Action": "iotfleetwise:List*"

&EZMI AWS loT FleetWise 5 2B BRI EEHI |, 582B AWS |oT FleetWise Y 5 7 BB €641,

AWS IoT FleetWise I EE R
TEBEER 2

EIRE A LMER AWS JSON BUERRIEEH AIUENMAR, WHEHR , BHMEEBE A BERA T oAt
EEREITH LB F,

Resource JSON BUR £ WIEEEERABEN YT, REEHKREHAE Amazon Resource Name
(ARN) RIEEEER. EHETIEEREBRFT , FREAFR () R ZFRRXNEBARMEER.

"Resource": "*"

ZEEEE AWS loT FleetWise ERERE & H ARNs , F2 08 (REZES2E) RHPAWS loT FleetWise
EENER, BETHREUUCEABEESIEREESEERN ARN , BFZ2BAWS loT FleetWise EZEHY
Bk

ZZR AWS loT FleetWise & 7 BBURHVEEH] , 5B AWS loT FleetWise By & 2 B B s €5
AWS loT FleetWise B BUR R4 5| 8
TERBEERRHFEGSER . 2

ERE A LMER AWS JSON BURRIEEH AU ENAR, tWH2HR , BHMEERE A BT ot
EEREITH LB F,
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Condition TEERBEBRNKRY , BEERBXNATRE, EUURMERFEMESE FNVIFRHER
X (BINFRTIR) , REBBRPORGENBRINE, EEEFHME AWS £8RH4REI82 , F2
B KIAM EEREIER) PHAWS £EFRFABTREIHE,

EEEEF AWS loT FleetWise R4 £BHEE , B2E (RBERESZE) FHAWS loT FleetWise B
GREE8, EETHRETVUEAREESBNEENER , BFZ2BAWS loT FleetWise E =M B1E,

EERE AWS loT FleetWise &0 B BRI EHI , 5588 AWS loT FleetWise # & 7 BB K & o

loT AWS loT FleetWise Y FEUEHIEEE (ACLS)
XEACL: B

FHUZFIEE (ACL) ATEFIBL X RFKE, FRAENAG) HEFHEEZRNFFT. ACL EER
BERAEBER , BEMAEA JSON BERXAHEN,

5/ AWS loT FleetWise B M ZH#Z &l (ABAC)
¥ 1€ ABAC (B INER) : 25

B RFEUES] (ABAC) R—EREXRE , REBLAERNBHERFTAIHE, SUUSREREEE IAM
B AWS MER , RKRET ABAC BUR , MEEZREANRBENTSER LVERE RFHRF,

MERBERIZHIER , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 %58 , ZEERNFGETESD , RHEREA.

MRBHEXESEEREEN LB =ERG SR  RBEZBHEMS , EA Yes, IRBHEIERLE
REEN =@ k4 iR , RIEA Partial.

WEE ABAC BIEEHIERN , 328 (IAM A EIER) FWER ABAC RIEEET T, MEEFEFR
E ABAC SRR EBRE , #2080 (AM £HAEIERE) FHERBMERFEUESE] (ABAC),.

® Note
AWS loT FleetWise %8 CreateCampaign API #&{Eiam:PassRoleFiEM .

B AWS loT FleetWise E A E & A B

XERKERE : &
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B AGREM AWS ERNEHEIE K YELFTRABARURAGEKEAHEY., AWS BER
BREEEREBEEAER K MAREARBENRESE. MEFMAEA  F28 AMFEHERE) B8
IAM R L 2 BRE T E IAM EEIEENAWS RIE.

AWS IoT FleetWise R FERIE = B&EF Al
R EEEFMIERE (FAS): 2

BIXFI TERE (FAS) SEAMA MZEFEAFTA AWS BR# |, WHES FR AWS IR @ TR RE b
AR, MFRH FAS BRENERFMET  F2RERFHTEREER.

AWS loT FleetWise B RIE A&

XERBAE . &

REAERREEETN AM 56  AIREHTEE, IAM EEE LKL IAM AE., 18R FNM BRIR K
At, MEFMEENR A B2l (AMERERERE) PHETAGLUEIREFTHE AWS RIS

/A Warning

SEREACNFT e ET AWS loT FleetWise TheE, KRBT AWS loT FleetWise 124t
BE|R , TEmEBREAE,

AWS IoT FleetWise RIS EE A

XERBERAE B

BHERACRERE N—ERBAE AWS B, BETURERREATHENAE, REEE
ACEHRELN | AWS IEF | WHBBHEAE. AV ERETRE BT EREREEEAEBH
S,

NMERVREERHEEACHFMER , F2ETEL IAMEENAWS . EERKRPSRR
#%, A ESRBEGHACHTH Yes, BERER , SIREKRBHRIEREBEXH.

5/ AWS loT FleetWise NRIGERZ AR

AWS loT FleetWise {8 AWS Identity and Access Management (IAM) fRi§ER A, RGEZEEE
EEEEREZE AWS loT FleetWise HlE— IAM AEEH, REEZAEH AWS loT FleetWise FEEE
% , W2 E AWS IoT FleetWise #5182 &% E Amazon CloudWatch FTEMEF A, MEFHMEF , 5
2B Amazon CloudWatch E&3#2 AWS loT FleetWise Amazon CloudWatch,
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RIS EE A E T ELERIBEETE AWS loT FleetWise , EABEFRUFHHIELEMNFT., AWS loT
FleetWise @ EZHE R EZACHET , BRIESZEEE , BHAIR A AWS loT FleetWise FeERTHE A
B, EEXNHFTSEEEBERMEFTER, EFTBERE X EZEIEMEM IAM B,

L ASTMRBRHES A CHNERER , TS EMER, EREZFER AWS loT FleetWise iR |
RETETPMBBREFIMEIRFT A,

NEERXERBEFACHEM RENER , FBEAWS EH IAM BRE , WERKEREACH
TEREARNERE. fERAZBBNBHEEACXY  FEEEREEN Yes (B).

AWS |oT FleetWise B RIS ERE A BT

AWS loT FleetWise 8% & AWSServiceRoleForloTFleetWise IR EfEAE — —F AWS S B
& , A AWS loT FleetWise B P& out-of-the-box5F m o

AWSServiceRoleForloTFleetWise RIS ERZABEE T REREXAE :

* ToTFleetWise

# % AWSIoTFleetwiseServiceRolePolicy B A BFF A B fo5F AWS loT FleetWise H1EEMNEIRT K
T5EE -

o B/ : TERcloudwatch:PutMetricDatalt : *

MEBERSEWMEEEERN , 552/ AWSIoTFleetwiseServiceRolePolicy B & #o

B EFEAGEERKERBEMETSI CloudWatch a7 & ZEAIFF A

« AWS/IoTFleetWise - EARBKIEENIEE
« AWS/Usage - AR EIEE

BAARERT , IAM ER (NERE. BERAe) T TEY., REIMBRRBEESE, WEFH
&, F2H IAM EREEEPHREESA B .

£ AWS IoT FleetWise B RIS EE AR

BRAEEFHEYRBEZAG | EHBE AWS loT FleetWise 32 4&. AWS CLIZK AWS API frEE
RSB , AWS loT FleetWise AR REELZAE®, MFFMEN , BS2REEEN AWS loT
FleetWise % E.
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£ AWS IoT FleetWise FEVR#EEZ AR ( EEA )

BAEEFHEIRBELEAE , EEE AWS loT FleetWise £12&. CLI 5 AWS API AWS # 5
MRERE , AWS loT FleetWise A BB RBEEAE,

#mEE AWS loT FleetWise RIS EiE A E

455 7E AWS loT FleetWise F#REE AWSServiceRoleForloTFleetWise RIS EZ A, AWS loT
HRZEERTRSSELEINTREELESE  ALtEELIBFAANERE, Am , EFEH
IAM RiGESEHE R, MEFHMER K F2H (AM FREER) PHHEERKSEEAG,

BRRBEEAE
EEER IAM RBRBRBEZE AR , ELALERBRZACHEANEATER.

® Note
ISR AWS loT FleetWise EREXMMRERIFEEFER A€ , AIMBRTES KB, EHER
B  BESHoERVYBXIERRE, EETHIMIBEBIEEA,. AWS CLI 2 AWS API
service-linked-role , 582 B (IAM R ZIEE) PNERARBELZSE,

MREMBRLRISEEAR K ARFEFBRELZAR | BT L@ AWS IoT FleetWise 52 1RF . A&
#AWS IoT FleetWise B X AREIRKEEZEAE,

AWS loT FleetWise B9 & 2 B B & 45l

BIETESR  FAENACREEEIREHR AWS IoT FleetWise ERNF A, REETHEHAEHHAASE
ERATEHIEMET , IAMBEERUEY IAM BUX,

WE T R E B L JSSON BURX M2 IAM S5 RBR |, 20 (AM EAEERE) PHE
M IAM BUER (E2B)o

2%E AWS loT FleetWise ERNEMFMERBENFMEN , 2 EESEEREEM ARNs 18X,
B (RBERESE) PHERAR AWS loT FleetWise HEI{E, BEIRFRETIR.
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- AHEAEREMMBE ST
« 1FEX Amazon Timestream &R

HRREER

BoABRSYEEREFINEBAERELIEN., FEEMER AWS IoT FleetWise EiE, ELE
ETREERIEN AWS IRFELER, EREVSHEES P HBER  BERETIERRERSE

- FRIEER AWS SEBRRYEBERKEERTT - EERBRFTRTENCERAENTERR , FEH
B RTHZEREARGIN AWS RERK., ©MTELEN REMA AWS IRF, RAIEZREESR
BERERARM AWS HEFZERR , WE—FRDFA, MFEESEA , F2H (AM EREE
) P AWS ZEBURREBBEENAWS ZEBR.

- ERAREERFTT - 5RE IAM BERNFAR  FERTHTERMENFT. KERLEN , &
UESERERG T TUEREERRINEE K SELBARKKEBRITT. WFEEA IAM ERFFT
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMFT I,

- ER IAM BUR PR — S REIFEE - SO RAFIEEBER |, URHEIEBENE RN EZE.
flan , B LR BBOR GG |, EEXBEMFEA SSL BIEFTERER, NRBBEE SEARBEE
AWS FRFE , & th AT LAfE G4 R 12 5 H1ZEU#E CloudFormation. MESEMEN , F52E (AM EH
#18r/) M IAM JSON BURTTE : &H,

- M IAM Access Analyzer B& 3 IAM BUR |, BRFT AT 24 B 7 IE 14k - IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 12t 100 ZIEBERRERVEATTHER , IHBERERLBERANBE. WFFEE
7, F2E (AM FEREER) FHEA IAM Access Analyzer B FEBUE,

- TESEERRTE (MFA) - IREWRHIFE IAM EAER PHRERE AWS IRF |, R MFA
URREReM, MEEMWY APIRERER MFA |, 551§ MFA (REFTIEZHNBUER, MEFHEE
7, F2H (AM EREERE) FHEIRE MFA &% APl FH.

WE IAM AREEBNEEES  F28 (AM EREER) 90 IAM 22 H5EEH,

£ AWS loT FleetWise ¥4

EEZFH AWS IoT FleetWise £/ |, BB E —HRIEHF T, ELFULBAAFEIIHFRIR £
AWS loT FleetWise ERIFFMERA AWS IRF, MREEITHHREANEHFITERENE 2 BBUR |
AEREEZBENER FRERA/R) ME , TEAMEEZNTEHERE,

HAEMW AWS CLI 5{ AWS API IR E |, BFEEARFREETEZEAHT. k2 , REAHEFIS
SMMERHMNTZ AP BIENEERTT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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BTHRREAENSRMATLUEER AWS loT FleetWise X84 , thiE# AWS loT FleetWise
ConsoleAccessd ReadOnly AWS SEHREZIER, WEFMEFA , 528 (AM EAERE
M) FRFETRAFERAE,

RFFERAERAMMAECHFT

LEflE RE MR BER |, FF IAM EAERGRHNEtMERES S NABRMEZERR, WEE
TEEFEAEDMEA = AWS CLI AWS API AR RERFH X TR L BRI FF A,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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1FEHY Amazon Timestream FHE R

£ AWS IoT FleetWise Z 81 , & 4B AWS ERIRE. 1AM F Amazon Timestream &R , UF
F AWS IoT FleetWise AWS Eim KRGS EHEREEE WFFT, EEZM , BFEE

« Amazon Timestream B &,
o EIEEM Amazon Timestream BERIEREIINER XK,
« SUFF AWS loT FleetWise #$& #HEiXE Amazon Timestream B IAM A,

WMEFMES , SEEFNEFIBER , FSE RELEM AWS loT FleetWise FRTE

WEEZ BT AWS loT FleetWise &% F112HL

AT ERRGBEZE RIS EREHE AWS loT FleetWise 1 IAM B g8 2 /Y & B R 8E,
*RE

o REHET AWS IoT FleetWise F#ITEIE

o RAREEH T iam:PassRole W 1E

« BREEAF UNAHAE AWS tRF 7B my AWS loT FleetWise &R

RE#E T AWS IoT FleetWise R 1TEIE

WRAWS EEFEE HRECEEHNT BE , AIXEABBENEESS KRG, ENEESRALE
HEFBREHAR,

E mateojackson IAM EFAEERFEAETRERREENy Vehicle BERWFMENR , BRE
iotfleetwise:GetVehicleStatusiF Al , B34 T & HIEEE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotfleetwise:GetVehicleStatus on resource: myVehicle

FELBERT , Mateo EFREBEEFTHMABER , AFFMER myVehicle BIfEFE
iotfleetwise:GetVehicleStatus Bif,
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K AEEHIT iam:PassRole HIFZ#E

MREWEER | FHEEEHIT iam: PassRole@E , BHNBEMLEEHN , UAKFEKACEERS
AWS loT FleetWise,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

EEA B IAMmarymajor EAEERMEAEEATE AWS loT FleetWise FEITTEIER , R 4ET 5
#HHITER. B , BFEBERBEERBEEACR TN T. Mary REKAGEERRGRENT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MBAREERE | BHEEN AWS BEE, ANEESRMANESER,
REEE RN WA AE AWS IRFE ZHL my AWS loT FleetWise &R

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIRENER, EUIEEE R
EEENHENEXAR, HHXEERERNBIRNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFRENE RN,

MEE—DSTH 6 B2EAUTARA :
« ZET#E AWS IoT FleetWise 2B X EELIhEE , 582 E loT AWS loT FleetWise #01a/E2 [AM & EL

EH.

- BETHRNMAWS 1RFE EEBEN ERBREFIE  F260 (AM EAEER) FHEEE
B AWS IRF 895 — 1@ IAM /& PR FEE,

- BETRINMISERNEFIMERMEHBKE=H AWS IRE |, 528 (AM EAEIERE) WS FEUER
HEEE=H AWS IRF #H,

. METRNAEBMA S RAFIE  F28 (AM EAEEE) PR EIRERENSDE
FEIBRBHERE BASD).

NETHRERACNERARELTRESERMNER  B28 (AM EREEE) T AV
RS R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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AWS loT FleetWise AP| BI{fEME RS #E

ERER IAM BN BEEEFZEER  BuFERTRHEASE, TRIIEESE AWS loT
FleetWise API, &TILAR FEITEMERF OIS EENME | LURIBAI AR FEFT AWS HEIR.

FEBRW Action M FIEESE , AREBEEMN Resource MUPIEEERE. EEEERE,
£ iotfleetwise: 78 , REEEIHESHE, HlW iotfleetwise:CreateSignalCatalogs

s

BEl , AWS IoT FleetWise B T 5|E1E, ERMFEH SR,

ERBHEREENRNERID.

AWS |oT FleetWise e G Resources
Bk
AssociateVehicleFleet iotfleetwise : Assoc arn : partition : iotfleet
iateVehicleFleet wise : region : account_id : fleet/fleet-
id

arn : partition : iotfleet
wise : region : account_id : vehicle/
vehicle-id

CreateCampaign iotfleetwise : Creat arn : partition : iotfleet
eCampaign wise : region : account_id : campaign
/lcampaign-name

arn : partition : iotfleet
wise : region : account_id : signal-c
atalog/name

arn : partition : iotfleet
wise : region : account_id : vehicle/
vehicle-id

arn : partition : iotfleet
wise : region : account_id : fleet/fleet-
id
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FMBABER

AWS loT FleetWise
BE

CreateDecoderManif
est

CreateFleet

CreateModelManifest

CreateSignalCatalog

CreateStateTemplate

FEE

iotfleetwise : Creat
eDecoderManifest

iotfleetwise : Creat
eFleet

iotfleetwise : Creat
eModelManifest

iotfleetwise : Creat
eSignalCatalog

iotfleetwise : Creat
eStateTemplate

Resources

arn : partition : iotfleet
wise : region : account_id

manifest/name

arn : partition : iotfleet
wise : region : account_id

nifest/name

arn : partition : iotfleet
wise : region : account_id

id

. iotfleet
wise : region : account_id

arn : partition

atalog/name

arn : partition : iotfleet
wise : region : account_id

nifest/name

arn : partition : iotfleet
wise : region : account_id

atalog/name

arn : partition : iotfleet
wise : region : account_id

atalog/name

arn : partition : iotfleet
wise : region : account_id

mplate/state-template-id

arn : partition : iotfleet
wise : region : account_id

atalog/name

: decoder-

: model-ma

: fleet/fleet-

: signal-c

: model-ma

: signal-c

: signal-c

: state-te

. signal-c

APl Ff ] 8&
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FMBABER

AWS loT FleetWise
BE

CreateVehicle

BatchCreateVehicle

DeleteCampaign

DeleteDecoderManif
est

DeleteFleet

FEE

iotfleetwise : Creat
eVehicle

iotfleetwise : Creat
eVehicle

iotfleetwise : Delet
eCampaign

iotfleetwise : Delet
eDecoderManifest

iotfleetwise : Delet
eFleet

Resources

arn : partition : iotfleet
wise : region : account_id
vehicle-id

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
manifest/name

arn : partition : iotfleet
wise : region : account_id
vehicle-id

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
manifest/name

arn : partition : iotfleet
wise : region : account_id
/lcampaign-name

arn : partition : iotfleet
wise : region : account_id
manifest/name

arn : partition : iotfleet
wise : region : account_id
id

: vehicle/

: model-ma

: decoder-

: vehicle/

: model-ma

: decoder-

. campaign

: decoder-

: fleet/fleet-

APl Ff ] 8&
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FMBABER

AWS loT FleetWise
BE

DeleteModelManifest

DeleteSignalCatalog

DeleteStateTemplate

DeleteVehicle

DisassociateVehicl

eFleet

GetCampaign

GetDecoderManifest

GetEncryptionConfi
guration

FEE

iotfleetwise : Delet
eModelManifest

iotfleetwise : Delet
eSignalCatalog

iotfleetwise : Delet
eStateTemplate

iotfleetwise : Delet
eVehicle

iotfleetwise : Disas
sociateVehicleFleet

iotfleetwise : GetCa
mpaign

iotfleetwise : GetDe
coderManifest

iotfleetwise : GetEn

cryptionConfiguration

Resources

arn : partition : iotfleet
wise : region : account_id

manifest/name

arn : partition : iotfleet
wise : region : account_id

atalog/name

arn : partition : iotfleet
wise : region : account_id

mplate/state-template-id

arn : partition : iotfleet
wise : region : account_id

vehicle-id

. iotfleet
wise : region : account_id

arn : partition

vehicle-id

arn : partition : iotfleet
wise : region : account_id
id

arn : partition : iotfleet
wise : region : account_id

/campaign-name

arn : partition : iotfleet
wise : region : account_id

manifest/name

: decoder-

: signal-c

: state-te

: vehicle/

: vehicle/

: fleet/fleet-

. campaign

: decoder-

APl Ff ] 8&
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FMBABER

AWS loT FleetWise
BE

GetFleet

GetLoggingOptions

GetModelManifest

GetRegisterAccount
Status

GetSignalCatalog

GetStateTemplate

GetVenhicle

GetVehicleStatus

ImportDecoderManif
est

FEE

iotfleetwise : GetFleet

iotfleetwise : GetlLo
ggingOptions

iotfleetwise : GetMo
delManifest

iotfleetwise : GetRe
gisterAccountStatus

iotfleetwise : GetSi
gnalCatalog

iotfleetwise : GetSt
ateTemplate

iotfleetwise : GetVe
hicle

iotfleetwise : GetVe
hicleStatus

iotfleetwise : Impor
tDecoderManifest

Resources

arn : partition : iotfleet
wise : region : account_id

id

arn : partition : iotfleet
wise : region : account_id

nifest/name

arn : partition : iotfleet
wise : region : account_id

atalog/name

arn : partition : iotfleet
wise : region : account_id

mplate/state-template-id

arn : partition : iotfleet
wise : region : account_id

vehicle-id

. iotfleet
wise : region : account_id

arn : partition

vehicle-id

. iotfleet
wise : region : account_id

arn : partition

manifest/name

: model-ma

: signal-c

: state-te

: vehicle/

: vehicle/

: decoder-

: fleet/fleet-

APl Ff ] 8&
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AWS loT FleetWise
BE

ImportSignalCatalog

ListCampaigns

ListDecoderManifes
tNetworkInterfaces

ListDecoderManifests

ListDecoderManifes
tSignals

ListFleets

ListFleetsForVehicle

ListModelManifestN
odes

ListModelManifests

ListSignalCatalogN
odes

FEE

iotfleetwise : Impor
tSignalCatalog

iotfleetwise : ListC
ampaigns

iotfleetwise : ListD
ecoderManifestNetw
orkinterfaces

iotfleetwise : ListD
ecoderManifests

iotfleetwise : ListD
ecoderManifestSign
als

iotfleetwise : ListF
leets

iotfleetwise : ListF
leetsForVehicle

iotfleetwise : ListM
odelManifestNodes

iotfleetwise : ListM
odelManifests

iotfleetwise : ListS
ignalCatalogNodes

Resources

arn : partition : iotfleet
wise : region : account_id

atalog/name

arn : partition : iotfleet
wise : region : account_id

manifest/name

arn : partition : iotfleet
wise : region : account_id

manifest/name

arn : partition : iotfleet
wise : region : account_id

vehicle-id

arn : partition : iotfleet
wise : region : account_id

nifest/name

arn : partition : iotfleet
wise : region : account_id

atalog/name

: signal-c

: decoder-

: decoder-

: vehicle/

: model-ma

: signal-c

APl Ff ] 8&
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AWS loT FleetWise HEABEE
AWS loT FleetWise FrEEMET A Resources
Bk
ListSignalCatalogs iotfleetwise : ListS
ignalCatalogs
ListStateTemplates iotfleetwise : ListS
tateTemplates
ListVehicles iotfleetwise : ListV
ehicles
ListVehiclesInFleet iotfleetwise : ListV arn : partition : iotfleet
ehiclesInFleet wise : region : account_id : fleet/fleet-

APl Ff ] 8&
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FMBABER

AWS loT FleetWise
BE

ListTagsForResource

PutEncryptionConfi
guration

PutLoggingOptions

RegisterAccount

FEE

iotfleetwise : ListT
agsForResource

iotfleetwise : PutEn
cryptionConfiguration

iotfleetwise : PutLo
ggingOptions

iotfleetwise : Regis
terAccount

Resources

arn : partition : iotfleet
wise : region : account_id
atalog/name

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
manifest/name

arn : partition : iotfleet
wise : region : account_id
vehicle-id

arn : partition : iotfleet
wise : region : account_id
id

arn : partition : iotfleet
wise : region : account_id
/lcampaign-name

arn : partition : iotfleet
wise : region : account_id
mplate/state-template-id

: signal-c

: model-ma

: decoder-

: vehicle/

: fleet/fleet-

: campaign

: state-te

APl Ff ] 8&
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FMBABER

AWS loT FleetWise
BE

TagResource

FEE

iotfleetwise : TagRe
source

Resources

arn : partition : iotfleet
wise : region : account_id
atalog/name

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
manifest/name

arn : partition : iotfleet
wise : region : account_id
vehicle-id

arn : partition : iotfleet
wise : region : account_id
id

arn : partition : iotfleet
wise : region : account_id
/lcampaign-name

arn : partition : iotfleet
wise : region : account_id
mplate/state-template-id

: signal-c

: model-ma

: decoder-

: vehicle/

: fleet/fleet-

: campaign

: state-te

APl Ff ] 8&
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FMBABER

AWS loT FleetWise
BE

UntagResource

UpdateCampaign

UpdateDecoderManif
est

FEE

iotfleetwise : Untag
Resource

iotfleetwise : Updat
eCampaign

iotfleetwise : Updat
eDecoderManifest

Resources

arn : partition : iotfleet
wise : region : account_id
atalog/name

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
manifest/name

arn : partition : iotfleet
wise : region : account_id
vehicle-id

arn : partition : iotfleet
wise : region : account_id
id

arn : partition : iotfleet
wise : region : account_id
/lcampaign-name

arn : partition : iotfleet
wise : region : account_id
mplate/state-template-id

arn : partition : iotfleet
wise : region : account_id
/campaign-name

arn : partition : iotfleet
wise : region : account_id
manifest/name

: signal-c

: model-ma

: decoder-

: vehicle/

: fleet/fleet-

. campaign

: state-te

: campaign

: decoder-

AP| FFAI2E

298



AWS IoT FleetWise

FMBABER

AWS loT FleetWise
BE

UpdateFleet

UpdateModelManifest

UpdateSignalCatalog

UpdateStateTemplate

UpdateVehicle

FEE

iotfleetwise : Updat
eFleet

iotfleetwise : Updat
eModelManifest

iotfleetwise : Updat
eSignalCatalog

iotfleetwise : Updat
eStateTemplate

iotfleetwise : Updat
eVehicle

Resources

arn : partition : iotfleet
wise : region : account_id
id

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
atalog/name

arn : partition : iotfleet
wise : region : account_id
mplate/state-template-id

arn : partition : iotfleet
wise : region : account_id
vehicle-id

arn : partition : iotfleet
wise : region : account_id
nifest/name

arn : partition : iotfleet
wise : region : account_id
manifest/name

: model-ma

. signal-c

: state-te

: vehicle/

: model-ma

: decoder-

: fleet/fleet-
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AWS loT FleetWise i Resources
Bk
BatchUpdateVehicle iotfleetwise : Updat arn : partition : iotfleet
eVehicle wise : region : account_id : vehicle/

vehicle-id

arn : partition : iotfleet
wise : region : account_id : model-ma
nifest/name

arn : partition : iotfleet
wise : region : account_id : decoder-
manifest/name

AWS AWS loT FleetWise B S & HREEL

BB RBRBERIELEE LR | AWS loT FleetWise AWS SEHREFNFMERA, MFHE
HEFENEHIRE , 55578 AWS loT FleetWise XH4E S50 EH LM RSS HE,

AWSIloTFleetwiseServiceRolePolicy

e BUE A 3F AWS loT FleetWise & R IGIEZE 2 ZE Amazon CloudWatch,

AWSIoTFle
etwiseSer
viceRolePolicy

- BEMBEBBR

AWSIoTFle
etwiseSer
viceRolePolicy
— AWS loT FleetWise
IR S E

iR Date

BRTRENGEZEFIZN , EFNETHEHE 202546 A 13 H
E1ZER M E AWS/Usage AWS/IoTFleetWise
R,

AWS |oT FleetWise FRRIEHE L BUREE, 2022 9 A 27 H

ZERREMN
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AWS loT FleetWise B4 15 8 3%

(@ Note
AWS loT FleetWise RTEEM AWS &R FTEINEE R,

EETH RS AWS RE TR ESHRTEEER , F2HEAWS B SR SHEARRERLRE
BHERTE, WF-—REA , FBHEAWS S5 E,

WA LAER TEHE=FREEIR/E AWS Artifact, MNFEFMER , FSE THIKS in AWS Artifact

BER BRNEREME AWS R BURREBNEEN, BLANEREE , UAREBAERENER.
WMEER BREREENFMEN AWS R , F2H AWS £ X,

AWS loT FleetWise FgY5E

AWS £ REBFMBELN AWS ERATAESAEREE, EREHSEA/HRRIERTAER
5, WHUEIER, BH%ENSEREASESNTEE. SATAE £ TR R ENER
RAMENE , ETARHZ MEDERBEMTGRE PN, TRAEANTAY, THENNRELE
5, SRE-RSEER RO SRR,

WFEAWS BEAMTARBOFAER , SR AWS £IREM I,

® Note

AWS loT FleetWise EEHE R EEMIE Amazon Timestream EREH, Timestream X B &
BEHEM AWS THEFSSEE, 78 , BELUEA Timestream SDK 22 B2 WEARERNR
EHER , UKHRBEFEEREBRENENH,

ZE Amazon Timestream BIFEMIE A |, 582 B (Amazon Timestream FAZ A E35F) HFHY

o

Amazon Timestream T EAREAEE (28 ) EiFH,

AWS loT FleetWise IV EREZ LTS

EAZERT , AWS IoT FleetWise ZZ| AWS €T 2HNRE, WE AWS T2 RELUK 017
AWS REERRENMHEENR , BF2BAWS Exids, EPEFHAERRELZSNREERRITEN
AWS RIE  F2 B %L X AWS Well-Architected Framework R E 5 a7 &,
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AT LAME R AWS 2R APl FEDY | B BEEEFHL AWS loT FleetWise, EREBRMVBAZETIER :

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- EfFREEERXIRPFS)NWEBEH , a1 DHE (Ephemeral Diffie-Hellman)s, ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARME (M Java 7 MEFMBRR)AZEZEELER,

1A LA AR AL B FEALE LE AP #24E |, 1B AWS loT FleetWise XELERAEMMEIEE  H
R B ERIBRIR IP thut AR, BT LUEEMA AWS loT FleetWise BUER SR HI5R B 45 E Amazon
Virtual Private Cloud (Amazon VPC) i Zi =45 E VPCsZHl, B L , ERSREHBEEPIEE VPC Y
1 E AWS loT FleetWise &R AWS MR ZHL

=
- FEBRE VPC inBHELEZE AWS loT FleetWise

FEIB R M VPC imEiEFEZE AWS loT FleetWise

&R AE A Virtual Private Cloud (VPC) HEYJTE VPC im® (AWS PrivateLink) EH#5ESRE AWS loT
FleetWise , M 2 EBEBRERER, BEEFEARE VPC inBEF , VPC 1l AWS IoT FleetWise 2
BHBEAETEE AWS BEFHT. 56 VPC mEESH—BERZBEENLE P it EERETE
(ENI) RERR , MENELR VPC FHEEH,

E VPC BB EHE M VPC ERELEZE AWS loT FleetWise , EE AR EE, NAT #£E&. VPN
E#25 Direct Connect iEE#R, VPC HHTEETEELSE IP bt , BIAEE AWS loT FleetWise API

HEEIB VPC £/ AWS IoT FleetWise , B4 EH VPC RV EITERELR , EMA AWS Virtual
Private Network (VPN) = #$%.5 #8%:E# = VPC Direct Connect, #ZEHE Amazon VPN HWEH ,
22 @ (Amazon Virtual Private Cloud fEA & E/) FH VPN E#E, WFE WEFMEF AWS Direct
Connect , 552 B Direct Connect  FEAERM) PHEIELR,

B LAMER £ A AWS Command Line Interface (AWS CLI) &5 , M /M H VPC in B LUERE
AWS loT FleetWise AWS , MEFMEN , FSREEU M HimH,

BUAEVPCEo®R K NMREBFEERAFE DNS =H#EZHE |, TR AWS loT FleetWise ik & fi#
T BEN VPC %2, EAR AWS IoT FleetWise BWFEEREZ BiHEERNO T,

iotfleetwise.Region.amazonaws.com
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MRIERAFE DNS E#EH , Amazon VPC 124 DNS inHEB1H , B EA T I,

VPCE_ID.iotfleetwise.Region.vpce.amazonaws.com

MBFHMEF , F28 (Amazon VPC A EERE) FHRME VPC imEs (AWS PrivateLink),

AWS |oT FleetWise X &I VPC WEIFIE API Bi1E,

A LA VPC i B BURM R E R AE VPC inkh | BURH) IAM TR FEHE. SH gL 2F4E5E VPC
IR M B BOURIREERER RN B itk (FI40 1P A SEE) SRR G A M B 7R WEF
HMEF , FESELA VPC i B2 Hl IR % 89 7 B,

(® Note

AWS |oT FleetWise X EEHEHBEXNNFTE VPC inkh. MERKIHINMHEBENR ,
B AWS loT FleetWise % 2 FE &8,

T
s

I E AR AWS loT FleetWise B9 VPC i B BE
B0 LA Amazon VPC %25 for AWS loT FleetWise B B , UEET3ER

« AHATHAAHTEFR TR
« AFTREERATHEE

WEFMEF , F28 (Amazon VPC EREER) A VPC b R 1% HI % AR 75 1Y 7B,

Example- VPC in B BURIEE R BEE AWS tkFBIFTRER
T3 VPC i B BURIER AWS IRF 123456789012 fERimBEMIFRE API e,

{
"Statement": [

{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"

}I

{
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"Action": "*",
"Effect": "Deny",
"Resource": "*",
"Principal": {
"AWS": [
"123456789012"

Example- Al AARERFHRBEE IAM 8 (£ %) 2 VPC FHIH VPC i BBUR

T5 VPC in M BURE AR TEFI AWS IRF 123456789012 HMERAE 1ijuan. EEHEEME
Hfth IAM R FEURR,

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": {
"AWS": [
"arn:aws:iam::123456789012:usexr/1ijuan"
]
}
1]
}

Example— AWS loT FleetWise Ei{ER) VPC s ZBHBUR

AT 2 AWS loT FleetWise imBiBURRVEIfll, EIZZim B | WWHERERF 123456789012 H |1AM
fE A& fleetWise B listed AWS loT FleetWise B)EZEUE AWS tRFE . FleetWise fleetWise

"Statement": [
{
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:usexr/fleetWise"
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I
"Resource": "*",
"Effect": "Allow",
"Action": [

"iotfleetwise:ListFleets",
"iotfleetwise:ListCampaigns",
"iotfleetwise:CreateVehicle",

AWS loT FleetWise F Y4B REFN R 20 47

loT RIEAREHABREAR , FEERZHRILANE. REFERL , YERBESEBENE. E
LERMERERESEMARS HE, W, AREEBFEXZRNES LN, CREBNEFIE , Rtk
KELFEAMBENEATLANZEEEZIRG. RKEEFESEAEFCARBNHRE. ELRRES
loT L& IFEUWE AWS loT FleetWise ERNEHASBENEREINER , YAHNUFEFRERE.

HHREMN T ZHRFEF AWS BecBHRREEE. NFEFMAER , F2H AWS HENSEEE,

AWS loT FleetWise L2 REERK

AWS loT FleetWise IRIHFFZZ At , HEAEHBNEEECHNZLHEREER, U TREEKA—
BRER  WFARRTEENZEHAASER, EEREEXTRITEARELREENREER , HILEE
HIEAERREMNET K MAEEERETR.

EETHR PHNLE , AWS loT 2 ( AWS loT BIZAERE) K ML HEEI AWS loT
Core

| AR T IRAVET A

EIAM BehEAREERE , LERKEEREREA., FBRH¥ IAM BERFAH Actionfl Resource B
MEA*BRAFET, AR, EAENERLT , E5—EHERNBENER, IERKEREREMEEA
REERMEMEDR , 552 M the section called “BIEHEER,

am ) RCERBURE FA

ICREZPy LR EEABRMEMBEARLER PIl), RAIEZBREEFETIIRERLRE

A REERRIR 20 A 305
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- BOEEEBBPFERBBER

« 77 AWS loT FleetWise IRV A IDs FEABBENR , fIMTHIDHEHE, BITHFE
B, EHRAENANRE & , NEHMNEEFA IDso

%II
ik

£/ AWS CloudTrail 2R#243 API FEAY B 5 50 8%

LA R IREEHNIREEITH AWS loT FleetWise API FEILEY RS E28% |, UAR RS o Mg
EHEZE ., TERKRYHEHIRSRZEE AWS loT FleetWise AP| FEIUES 08 , RERLE BHK

CloudTrail Bl A] AWS EE &, WMEFMEN , 552 Bthe section called “CloudTrail B,
EHENRERSRES

REE T RFERNBRERIREEZN. X509 BREINYAHNEGE, £E LNRERRRIARKRE
RERNABN. RERETREREZERAMRE , ARELARSEHE.

ME\EHMET , F2HE ( ARAEER) PHREEENKERDHREERK. AWS loT Core

A AWS CloudTrail JR#: 1R API FE0UFE $ 52 8% 306
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Monitor AWS loT FleetWise

B R HEEE AWS loT FleetWise R Efth AWS SR SR FEM, THMNMENEES 2, AWS 2#
THIEEE T EREEE AWS loT FleetWise, TEZASEERFEIER | WiBRFHRE B EEE -

« Amazon CloudWatch AWS £EIRES IR AWS BERMNEE LHTHERARER, SolkEME
HHER, BYBFIERR , URREET , TEEZEIAEENRERBANEIENEE, Flm, &
A LLE CloudWatch Bt CPU F A2 H b Amazon EC2 #THEEIEE , Y EEER A BRI H
HEITEE. MEFHMENR , 28 Amazon CloudWatch & 1ER .

« Amazon CloudWatch Logs AT FAZREE#R, FRAMEERE Amazon EC2 #i1T{E#. CloudTrail f1H
ft 2RIRH B FFER. CloudWatch Logs AR ARERIMNEN , Y EEIRFERERBNE, &
A ARERNEFEESMAMNRETZE. NEFMENR , 28 Amazon CloudWatch Logs
ERAEER.

* AWS CloudTrail E#EURE R K AWS IRF A AP RIUMERESEN. AR CEKERER
R BEIEER Amazon S3 @ FATER. R AT LAG BRI By 62 A B MR F AWS, EITIF YR SRR IP
#eyk , DARFPAUEYERERE. WMBFMEEF , 5526 _"AWS CloudTrail fEHE R -

£ Amazon CloudWatch B3 AWS loT FleetWise Amazon
CloudWatch

/A Important

¥435E AWS loT FleetWise MV FENE I Z RIEHE, MEFMER , BHSBEAWS AWS loT
FleetWise Y [EIF I 0] A,

Amazon CloudWatch 15122 B2 AWS EREEMEEN —ES R, AWS loT FleetWise B i5EEIX
Z CloudWatch, ZAILAEH AWS EXE 4. AWS CLISK API 5 H AWS IoT FleetWise i ZE
CloudWatch BV, MFEEZEA , 552 B Amazon CloudWatch £ &SR,

/A Important

BAERRTE BRIE , loT AWS loT FleetWise F BEASISZEIXE CloudWatch, MEFMENR ,
FSRERTELH AWS loT FleetWise 52E,

f£F CloudWatch 1T B4 307
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FMBABER

AWS/IoTFleetWise B ZEEEE T IIEE,
FERIEE
BiE

lllegalMessageFromEdge

MessageThrottled

ModelingError

DecodingError

Description

REHEIXIH AWS loT FleetWise ZURHEA
BEXRHFEMENER,

B {¥ : Count
EMRETER - A

REHEHIXZE AWS loT FleetWise WA EEFHA
g, ERAALKE B EE P BIBILIRS MRS
PR

B {¥ : Count
EMRETENR - A

REHEHIEIH AWS loT FleetWise ZWHEA
BEEEELRBEBERWAR,

W : Count

L]
<l

#E : ModelName, StateTemplateName (%
A ). SignalCatalogName (iEH )

REHEHIEIH AWS loT FleetWise ZWHEA
BAEEL N ERNEGIRENBTERBOA
o

W : Count

1
=

#FE : DecoderName

BRI EF - B

f£F CloudWatch 1T B4

308


https://docs.aws.amazon.com/general/latest/gr/iotfleetwise.html
https://docs.aws.amazon.com/general/latest/gr/iotfleetwise.html

AWS IoT FleetWise HEASER

EE Description

MessageSizeLimitExceeded REFHEIEZZE AWS loT FleetWise WEAEE
Z, ERAALEBNEEHFEIBLIIERSHEA
B R BR &I K/ £BR,

E {7 : Count

BHNHITER | B
CallCount EREEHE AR -E.,

E {7 : Count

#FE : AccountID

CheckInThrottled DRI REHHEIXZ AWS loT FleetWise Ry 25
Ao EREBEE B vl @1 HiBiB kiR B &Y RIS
PR

BE{y : Count
#E : VehicleName
BRI ER - BH

VehicleAttributeNotFound REFHEEITH AWS loT FleetWise #ZUKEIEA
BEZUIEENEHBMERIE,

BE{¥ : Count

#£E : campaignName (&H ) state
TemplateName (ZEHA ). vehicleName

BRI ET - @A
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FMBABER

BE@ER
BE

VehicleNotFound

HEER
B

PayloadSize

PayloadSizeLimitExceeded

Description

AWS |oT FleetWise WWEIMWFAE , HFEERHT
BH,

B { : Count

BREVRETEA : B

Description

% AWS IoT FleetWise B EEHHP ALK

N,
BE{y : Count

#E : VehicleName, ResourceTypes
(StateTemplates. 1T#8’E8). DecoderManifest

)

£ AWS loT FleetWise Eix ZEHA A BB
B B [& 15 AP itk bR 5 A& R R 7% PR H 89 K/ EBR,

BE{¥ : Count
HEE - VehicleName

AR ET - B

f£F CloudWatch 1T B4
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FMBABER

THEBER
BE

Campaigninvalid

CampaignNotFound

RE S ARSI
BEE

NoStateTemplatesAssociated

ITHEBDEMBERER
B

TimestreamWriteError

Description

REWMEEILH AWS loT FleetWise BEUKIEA
B, EpTHEasEN.

B {y : Count
#£E : CampaignName
BERNRETER - BH

REHEIXIH AWS loT FleetWise ZKHEA
B HAT#EEESHFH,

B {V : Count
#EFE : CampaignName

BREHETET - @A

Description

REEHEEILH AWS loT FleetWise UK A
B, 2ok B AR 78 %5 7 B B3 5 AR BE Bt

By : FTH
BRHRETE : B

Description

AWS loT FleetWise EEASAERETE A
Amazon Timestream & &,

f£F CloudWatch 1T B4
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FMBABER

1eiE

S3WriteError

S3ReadError

EETZE AWS KMS £ig8i5E
B

KMSKeyAccessDenied

Description

B {7 : Count
“EE - DatabaseName. TableName
BMMRETE B

AWS loT FleetWise M ASRERE A
Amazon Simple Storage Service (Amazon S3)

RiFETRE,

EE{¥ : Count

#FE : BucketName
BRNHATER | B

AWS loT FleetWise & £7EE Amazon Simple
Storage Service (Amazon S3) #1778 Fh Bl
Y28,

BE{y : Count
“EE - BucketName

BREEET | BH

Description

AWS loT FleetWise EESAESREHTHE A
Timestream ¥ %3 Amazon S3 fE{FErEE |
HA AWS KMS €8 7EUEESEEE,

BE{y : Count
#EE - KMSKeyld

BRI ET - B

f£F CloudWatch 1T B4
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A Amazon CloudWatch Logs E£#2 AWS loT FleetWise

/A Important

¥435E AWS loT FleetWise eV FENE I Z RIHE, MFEFHME
FleetWise F BV [E1F F Thaen] A%,

F2RBAWS AWS loT

&II{

Amazon CloudWatch Logs E##ERTPBENSH , U ERETRERRESR, IREWRIIR
B Bu U FHRARER , LIRS EEHNMEBEEN. WEFMENR , 5528 Amazon CloudWatch
Logs EAEIEME.

1£ CloudWatch 2 & F#t8 AWS loT FleetWise HEE

/A Important
£ CloudWatch £ & HEZ] AWS loT FleetWise A& 28I

b

AEE FFIEERE !
25

« BB TE AWS IoT FleetWise R AGC 8%, WMEICHEMNEMAE
FleetWise iC8%.

- REERABEEE AWS loT,

&II{
?ﬂh

Configure AWS loT

£ CloudWatch E# & H#RIEEM AWS loT FleetWise A

BARX CloudWatch £ &,

EEEE®F , BEHR., BFEEE,

BiE BEEE

#1F Search log group (B & H#H8H). BEEIALHNIRFEENBFSHNTEEE,
BEERBERUERER SR , X SK AFFEMRA WATHE BFEERROR,

o &M 0 bh =

BT ERESHESHTRTAAER, flW, BALEATIIES !

{ $.logLevel = "ERROR" }

nl‘ﬂ

MERLBEERGEREANFAES
HAERFEE.

28 (Amazon CloudWatch Logs fEF & 1ER/) R ERRE

f# A CloudWatch Logs E5# 313
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Example H&5E B
{
"accountId": "123456789012",
"vehicleName": "test-vehicle",
"message": "Unrecognized signal ID",

"eventType": "MODELING_ERROR",
"logLevel": "ERROR",

"timestamp": 1685743214239,
"campaignName": "test-campaign",
"signalCatalogName": "test-catalog",
"signalld": 10242

ARSEHER
=il Description

MODELING_ERROR REHEHIEIH AWS loT FleetWise ZWHEA
BEEEELRBEBERWAR,

B . vehicleName, campaignName ( i#
FA ). signalCatalogName, signalld (&

A ). signalValue (#EH ). signalValueRa
ngeMin (#H ). signalValueRangeMax ( &
A ) . modelManifestName (#HM ). sign
alldsstateTemplateName

ILLEGAL_MESSAGE_FROM_EDGE fEEEMEXI A AWS loT FleetWise HEURHIFA
BAREmENER,

Bt : vehicleName, campaignName, si
gnalCatalogName

DECODING_ERROR eEEHEIXIL A AWS loT FleetWise #ZUAIFA
e A HERNRRREFATERTHA
o

1£ CloudWatch £33 & F#1R AWS loT FleetWise B 314
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il Description

1% : campaignName, signalCatalogName,
decoderManifestName, (M ) signalNam
e. (1EH) s3URI

MESSAGE_THROTTLED REWMEIEZE AWS loT FleetWise AR B
g, EREAEHE B vl [EE IR L ik S rY AR5
BR o

B : accountld, vehicleName, FAE..
eventType, logLevel, BEEE&E

MESSAGE_SIZE_LIMIT_EXCEEDED REHEHIEIH AWS loT FleetWise ZKHEA
BERiB A E IR PR H1 8 K/ EBR,

B : accountld, vehicleName

CHECKIN_THROTTLED DR REHFHEIEXEZE AWS loT FleetWise HIZE
Ao EREABEE B vl @1 HiBiB kiR 5 8 RIS
PR

B : vehicleName

VEHICLE_ATTRIBUTE_NOT_FOUND eEEHEIXIL A AWS loT FleetWise #ZUHIFA
BEEUEENERBIERTE,

B : campaignName (i ) state
TemplateName (iZ#HA ). vehicleName,
vehicleAttributeNames

BHRE4ER
gL hid) Description
VEHICLE_NOT_FOUND AWS loT FleetWise WEIMWFAE , HAEEHF

B,

1£ CloudWatch £33 & F#1R AWS loT FleetWise B 315
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FMBABER

EHEE

HESHEE

EHEE

PAYLOAD_SIZE_LIMIT_EXCEEDED

THEBEARE
EHEHR

CAMPAIGN_NOT_FOUND

CAMPAIGN_INVALID

THEBDEN BN EAEE

SHER

TIMESTREAM_WRITE_ERROR

Description

BBt . vehicleName. campaignName ( i#
A ). stateTemplateName (&H )

Description

£ AWS loT FleetWise Eix ZEHA A BB
B AR K/ BRFSBR # o

B . vehicleName, campaignName ( i#
A ). stateTemplateName (#EF )

Description

REHEHIEIH AWS loT FleetWise ZWHEA
B, HT8EEHTHA,

Bt : vehicleName (iZEM ). camp
aignName

REFHEIEILH AWS loT FleetWise ZUREIFA
B, HEhTHEEHEN.

Bt . vehicleName (iEM ). camp
aignName

Description

AWS IoT FleetWise E XA RETHE A
Amazon Timestream &£ &%,

1£ CloudWatch £33 & F#1R AWS loT FleetWise B
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FMBABER

EHEE

S3_WRITE_ERROR

S3_READ_ERROR

REEASEHEE

EHEHR

STATE_TEMPLATE_NOT_FOUND

BEFZE AWS KMS £iE4ER

SHER

KMS_KEY_ACCESS_DENIED

Description

Bt : vehicleName, campaignName, ti
mestreamDatabaseName. timestreamTable
Name

AWS loT FleetWise M ASRERE A
Amazon Simple Storage Service (Amazon S3)

RFITE.
B : campaignName, destinationName

AWS |oT FleetWise & £7EE Amazon Simple
Storage Service (Amazon S3) #1778 Fh E i
Y28,

B 1% : campaignName, destinationName

Description

REHEHIEIH AWS loT FleetWise ZWHEA
B, HiRREEIATREA,

Bt : vehicleName (#H ) stateTemplateN
ame

Description

AWS loT FleetWise E LS ERETHE A
Timestream B ¥#%& 3 Amazon S3 fE{FErEE |
HA AWS KMS €8 FEUEEtEER,

Bt : kmsKeyld (1#HA ). resourceArn ( i#
A)

1£ CloudWatch £33 & F#1R AWS loT FleetWise B
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FMBABER

B
P& CloudWatch Logs IE B #f @S EL B :
accountld

W AWS IRF 1D,
eventType

ELBFNEAEE. SHARENESRBELXAREENEAME,. SEBFHEHERABIS

Z eventType BB R WIE,

logLevel

EEFEANBRER. MFFMEF , 52E (AWS loT Core BB AERER) T HEER.

message

B BENBEFEER,

timestamp

& AWS loT FleetWise BE3E HEEIFHY epoch EX RrEIBIEC,

EEMEEME

CloudWatch Logs H B EEM D SELEM , 1 MEeventType :

decoderManifestName

BEARNRRRETFTERH,

destinationName

ERERNEMERE, fla0 , Amazon S3 REFETFREAER,

campaignName

THEBNEM,

signalCatalogName

BEARNARE HKEB.
signalld

SRRRFEARAY 1D,

1£ CloudWatch £33 & F#1R AWS loT FleetWise B
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signallds

FHERFSR IDSKYBE.,

signalName

AR B,
signalTimestampEpochMs
FEERASRRY BRI BAC.
signalValue
SEERAASRAYE,
signalValueRangeMax
FERRASA R AEE,

signalValueRangeMin

ERARNRDEE,
s3URI

B E AR Amazon lon XA Amazon S3 M —&BI%F,

timestreamDatabaseName

Timestream EXEMN &,

timestreamTableName

Timestream BERIZRMN A,

vehicleName

BN A,

vehicleAttributeNames

BTN EmBERBEE,

Configure AWS loT FleetWise &C &%

A LG AWS loT FleetWise B & REIXE CloudWatch B 5840, R AWS IoT FleetWise £i%
BRERBEBMAEAL , CloudWatch Logs ST R, #l , EMse 2R ABEHEBRIHMAF K
fEERMmELE, BEWEMEEERMNELN |, MEBBIMERBE,

BRE FCEk 319



AWS IoT FleetWise HBEABER

BB SR CloudWatch HEEEHE , F 8245 B EEIEE CloudWatch, I EE AWS loT FleetWise &
FERNERREMEREREPERE AHEHE, EEEAEEHE in AWS loT FleetWise B |, SH1EMH A
BEEHE, BUARSE , AWS loT FleetWise % BERFZE BF B MR A CloudWatch B FEH,

A LATE CloudWatch £ & B #1R 7% AWS IoT FleetWise BixM BFEE ., TR E CloudWatch
HREFENRG BRFERNNFHEN 2R EAHEEE. WFERTE AWS REEHKNWFFHENR |, B
2/ (Amazon AWS CloudWatch Logs A& 1EF) T M HFE M E CloudWatch Logs K9 BR#%.
Amazon CloudWatch

% BEEME CloudWatch BYEF T

EXTE CloudWatch BB EMNEEEEARGFIRANTIRE. NMEETEHFTNER , 528 (AM
AEEE) PMEFEE AWS ERNEE,

ERELEH |, MRS ERCHKMARE, E CloudWatch B BEE3XAT , LARIEE B FEEREEEA.

JSON

"Version":"2012-10-17",
"Statement": [

{

"Action": [
"iotfleetwise:PutLoggingOptions",
"iotfleetwise:GetLoggingOptions"

1,

"Resourxce": [
wxn

]I

"Effect": "Allow",

"Sid": "IoTFleetwiselLoggingOptionsAPI"

},
{

"Sid": "IoTFleetwiselLoggingCWL",

"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery”,
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResouxrcePolicies",
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"logs:DescribelLogGroups"

1,
"Resource": [
Mg

1,
"Effect": "Allow"

AFFYAE AWS ERTEER , BERPEHEHEFE , E"Resource
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£ AWS loT FleetWise 1 &% E 0%
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EERERY |, #EF Settings (BRTE).
EREEENCHERTD , BERE,

£ CloudWatch so#k[EERH , # A B #E8HH,

o ~ w0 bh =

AR #HE , BA[LAE CloudWatch 2 & PR BFER.

fE/H CLI 32 E5Cs%

ZAEiERBA Nl fE A CLI 52 %E for AWS loT FleetWise B

R

EXRT~EEEBNE

BT LAER APl REIEZEILERFT R CLI RIS ERER AWS APl BT ER ., BUUER
GetLoggingOptions API #/E3R#REN B AIAVAERE |, S E A PutLoggingOptions API R ERIE AERE,

A CLI 5%E AWS IoT FleetWise By50 4%

1. EERNSBIKRFHIGEEHEE , F5£MA get-logging-options

aws iotfleetwise get-logging-options
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2. FZERAEH , A put-logging-optionsii ©o

aws iotfleetwise put-logging-options --cloud-watch-log-delivery
logType=ERROR, logGroupName=MyLogGroup

Hep
logType

K ERHEIXE CloudWatch Logs W B#EE, EEFHCSE , F15 B8 E A OFF,

logGroupName

BRIEEXERN B & CloudWatch Logs B4, 7ERUA for AWS loT FleetWise FE#& 2l ,
MR AFFERRE,

o
¥

B %  FSBER CLIAWS #EHER,

£ B Log AWS loT FleetWise APl FEALY AWS CloudTrail

AWS loT FleetWise B8 #4& AWS CloudTrail , lWiRIEIRHBFERE. ABH AWS RIEE AWS loT
FleetWise FPTERERENERIFESR, CloudTrail 4% AWS loT FleetWise WFTE API HILEEERASEH, #
Uy RN I35 R B AWS loT FleetWise £ AR |, LIk ¥ AWS loT FleetWise API I2ERER R
Mol MREEIRE , BRI LA CloudTrail EHFERFE Amazon S3 #E7EriE , B3F AWS loT
FleetWise WS4, BIEERKREEH , IKATLUEIR CloudTrail EEAFNEHE L EERARTE
. SETLAMER CloudTrail FTRERERA , YETY AWS loT FleetWise IRHEIFER, RHFERH IP i
i, REBRHOAS, RUBROERB , URHAMFHRER.

EEH—25 T # CloudTrail , 528 "AWS CloudTrail fEH &M -

CloudTrail FEIAWS loT FleetWise EF

BESEY AWS IRFIF | 2EEMIRSE EBUA CloudTrail. ESEEITE AWS loT FleetWise FE4ARE | &%
EESHEE4ES RSP EAM AWS REEH —EECERTE CloudTrail B4, BULUMKR, ESNT
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EM Amazon S3 FFEETEE, Kb\, EBOILAEREEM AWS BRI , LUE— P 2 T FMEE CloudTrail BHE
FRIRENSHER, MEFMER , F2EATIRE :

- BIEHNEIE

« CloudTrail X EHNREMNES

« % CloudTrail By Amazon SNS & Al
- RZEEFEW CloudTrail HFEER
- RZEIRFEW CloudTrail AFER

CloudTrail €52#F7HE AWS loT FleetWise BifE , W FE&KTE AWS loT FleetWise APl 2Z 1, il ,
¥ CreateCampaign. AssociateVehicleFleet LA} GetModelManifest EjfEZHAFIETE
CloudTrail B ERFELIER.,

B-SEMNAREXRNSUSELFBRENETA. FoEATHEEHE T5IEE !

i
EE
S o
%

===
aB

BEARY IAM ERAERERH,
M, REERATREACTIBMSEIERAENTRLZLERE,
HEAM AWS BRI,

W
i

v/

R

B

WMESHMER |, 5528 CloudTrail userldentity 7T,

T & AWS loT FleetWise A ERIEH

BHR AR  EREBHUARERNEARAREIEEN Amazon S3 f#FRT#. CloudTrail B
BRUS-—VZEEAFER, —EEHAEARFRENE-FR , AIEFRBDE. FREBHAE
B, FRBHFEF. CloudTrail BFFEERIIEMAE API FEUAERERIGF , Rt FEUEMRE
JEFF R

AT & 4|8 RAY CloudTrail B55IE B € /R&5 AssociateVehicleFleet #B4E :

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:assumed-role/Nikkiwolf",
"accountId": "111122223333",
"accessKeyId": "access-key-id",
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"userName": "Nikkiwolf"

I

"eventTime": "2021-11-30T0@9:56:35Z7",
"eventSource": "iotfleetwise.amazonaws.com",
"eventName": "AssociateVehicleFleet",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.21",
"userAgent": "aws-cli/2.3.2 Python/3.8.8 Darwin/18.7.0 botocore/2.0.0",
"requestParameters": {
"fleetId": "f1234567890",
"vehicleId": "v0213456789"
I
"responseElements": {
I
"requestID": "9f861429-11e3-11e8-9eea-0781b5c@ac21",
"eventID": "17385819-4927-41lee-a6a5-29m10br812v4",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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