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RS TEBRHKEN. TREBRPHTIME , IEBEEERREPHITAM,

- EREAEAZLHE - BBLEAEXNZ M  YEBHEHIFE, MBI HRERZEIL R E
ARFHWEAER YL RENEREEBENIE,

« SRATRIZH AWS &R - EiB#EI Amazon Inspector Classic EAMFAERR , BERHERE AWS &
R EEFBREER,

Amazon Inspector Classic B Zh&E

LR 2 Amazon Inspector Classic By — 4 FEIh#E :

- HREREFEEEEIES|Z — Amazon Inspector Classic 2 ZFEMEFREEHREEN, 1
BT, HEF A EENAR, HITAREMKTH. HWEINESRUEEENERREBERZS
RER BB,

- AEABRERE - Amazon Inspector Classic B2 AR A AFNBEREXE, HFSREREHER
TEX. FENSREERERERE, EEREQEMRABELLBENFAEES R,

- 3EiB API BE{t — Amazon Inspector Classic AJLAEIR APl 22 BB, EREEELTLBIERA
REBNRFTRERD , @EENR, BTNREELAHANER.
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BT LUER T 54E{ 5 R A Amazon Inspector Classic BRTS :
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AWS SDKs
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i, #Hlan Java, Python, Ruby, .NET, iOS, Android &, SDKsi2{E#EHI 7 RE I Amazon
Inspector Classic IRIEHIZRERETEE. 1 AWS SDKs WAERIEF , S MA THMLE | &
Z[8 A Amazon Web Services B T E,

Amazon Inspector Classic HTTPS API

&R LAE A Amazon Inspector Classic HTTPS APl LA AWS 25551 5 I 7H Amazon Inspector
Classic , EA B EZEMREEE HTTPS K. WFEFMENA , 528 Amazon Inspector
Classic APl &#,

AWS 5T R

B LAER AWS R H T EERFEN WS HBITHS , AETT Amazon Inspector Classic .
MREEERZEHIT AWS EBESE oI ESRER., WEFMENR , F2H Amazon
Inspector Classic AWS Command Line Interface.
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BANESEEMMEEEFHN EC2 HTERLZRNBRBAERR. ABEASUEREEEEN
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EEEE
Amazon Inspector Classic £1EE B BN AHTHEAR RN BEERLEE, AEEREETE

Amazon Inspector Classic £ A& F , SiEiE APl Hll, EFEELZ2BENFAERRERNE
EFRE. MEFMER , 2B Amazon Inspector Classic F&E#E R

HA

f£ Amazon Inspector Classic WRAF , FFEHMTHBHITH RS MRE, ERAEBENEBENRZ
£ RI%EEE | Amazon Inspector Classic @E £ #HRBEENFAEE R,

RAEHS
£ Amazon Inspector Classic WAERH , ERANES. RAEHHEZEUREENZEEE, &

A LATEE 3L Amazon Inspector Classic FAE AR , BEREENAIEG4RIEELNZLBE. W
FEHMET , 2B Amazon Inspector Classic 38 BIE4FR A,
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/A Important
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&R TARR PR A

MG B R 50 ERAE , £ESE
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RERNFEERR
B R,

FBRIFESHRHA , FAITSUEBELE AWS & B0, RIBFERRESELRH

Amazon Inspector Classic E{&

Amazon Inspector Classic EERRBEETEP I SN EC2 BITERBEE , URELFEPFEAN
RAIEH,

MEERBEEN R R EAFNEE

BB ELREE DR AEHE Amazon Inspector Classic sHt SR ST 4 ( BTHEENME ) A%
BETEEEE, flm, MREH 1 @BHTERBHT 1 @5 , B 1 BT ERFTA. WREEE 10
= TEE T 1 @ , B) 10 BT AR, EEKRS A SEMNTERF( 0.15 USD B |, #
REFNER S A SEBTERFEM 0.04 USD,

S B AFAER
£ Amazon Inspector Classic B &1 90 X BRFTEETEERS
First 250 instance-assessments $0.00

EEFE
EEEASG BEBITEETAER
First 250 instance-assessments $0.15
Next 750 instance-assessments $0.13
Next 4,000 instance-assessments $0.10
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EEEAMG BEHITERTEER
Next 45,000 instance-assessments $0.07
All other instance-assessments $0.04

FHFAERAUAEFNERE

HRFAMEFEENERIBTERE (CVE), MEEBRZ2HL (CIS) B, Z2BEEBNUMITHITA
SHNESHES

Amazon Inspector Classic By X #F 4 R MEHEARBERTEETE 2 EARZE XN Amazon EC2
#TERLHRERN, EAFRANE4NLSREEREENSATE (REEFE) &
B, flm , mREE 1 ERERXHIT 1 EFEE , B 1 AREEXFTE. WREHE 10 BRRASES
17 1 @504 , BN 10 BERAET G, EERXBABRERABFM 0.30 USD Bth , BEFMNAHEE
B A8XER A& 0.05 USD,

FERAFAER
{8 Amazon Inspector Classic By i 90 X BRERAETEER
First 250 agent-assessments $0.00
EEFE
EEER B BEERASFEER
First 250 agent-assessments $0.30
Next 750 agent-assessments $0.25
Next 4,000 agent-assessments $0.15
Next 45,000 agent-assessments $0.10
All other agent-assessments $0.05
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Amazon Inspector Classic X BN EX R KM [ET
AE IR M AR Amazon Inspector Classic X EWEERHKI AWS EFHEF

/A Important

B & , Amazon Inspector Classic it B2 REEEE EC2 i1TEIE. ERIEXERRAM , BH
A LAFEET EC2 $14T{E 8 £ A Network Reachability 3 BIE4#TERBRER L,

MEEZEBEERFKIRMEZ Amazon Inspector Classic 3 AEHWIHEBEET , B0 S EBEXREN
Amazon Inspector Classic & BIE#,

X8

« Amazon Inspector Classic RN ZEM Linux EERHKE

« Amazon Inspector Classic VB2 X B Windows EE R
- XEMN AWS B

Amazon Inspector Classic fRIEFZN ZEM Linux EER#K

&R LATE 64 {u 7T x86 M Arm EC2 #11T{E#€ £ A Amazon Inspector Classic R EREN., REEXHE
T3 Linux R RERAHER :

. 64 L JT x86 FMITEE
* Amazon Linux 2

* Amazon Linux
(2018.03, 2017.09, 2017.03. 2016.09, 2016.03. 2015.09. 2015.03, 2014.09, 2014.03. 2013.09,

« Ubuntu (20.04 LTS, 18.04 LTS, 16.04 LTS, 14.04 LTS)
» Debian (10.x, 9.0-9.5, 8.0-8.7)
* Red Hat Enterprise Linux (8.x, 7.2, 6.2 -6.9)
« CentOS (7.2-7.x, 6.2-6.9)
- Arm BIT{EEE
* Amazon Linux 2
* Red Hat Enterprise Linux (7.6 - 7.x)
* Ubuntu (18.04 LTS, 16.04 LTS)
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B RBEEHIT T 5 Windows fEER#R 64 L ThRANH EC2 #1T{EI#E LA Amazon Inspector Classic
REEX :

Windows Server 2019 Base

Windows Server 2016 Base
Windows Server 2012 R2
Windows Server 2012
Windows Server 2008 R2

X EHN AWS B

T %I AWS [E15 3 # Amazon Inspector Classic :

- EFERI (A% M) us-east-2

- EXEIRIP (M EELEB) us-east-1

- EEFEP (hnFIHEEEELER) us-west-1
- XERE (RER) us-west-2

- BKEHE (ZE) ap-south-1
- ZEA[EHE (E®) ap-northeast-2
. TABE (BR)

- mA[EIH (RR) ap-northeast-1

- BUM CEM=4E) eu-central-1

- BUM (BH®) eu-west-1

o BUM (B) eu-west-2

o BN ( HTESEEE ) eu-north-1

- AWS GovCloud ( EB®RZB ) gov-us-east-1
« AWS GovCloud ( EBE#EEB ) gov-us-west-1

%!) ap-southeast-2

(® Note
Network Reachability #1 BIE# &AM AWS GovCloud (US) [E1F,

Amazon Inspector Classic {SEER X EH Windows EE R W7 Latest 9
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¥THY Amazon Inspector IREE £ k#EH AWS [E1F, #TH Amazon Inspector R E T & EFERETHIR
& Amazon Inspector M4 , BIEF A Amazon Inspector Classic, SAT & Amazon Inspector £ E18
RINEE

- EAERMITIE - A Amazon Inspector EAERMBREERIIREMITE, RERAUUBRENSHT
ER MG ER AR,

- XEABBE - FH Amazon Inspector B & # Amazon Elastic Container Registry (Amazon
ECR) #M R RMERBEHRBRIFT,

- TEZIRFEE - K Amazon Inspector B 8 Organizations B4, & A ZEMREBZE IR Amazon
Inspector WEEEIRF, ZREEERFREPNIRSE , ISHMERAERER , Y IREMENE
Y

- £/ AWS Systems Manager {3223 (SSM RIEEX ) - FEiBFHY Amazon Inspector , BFEBEE
EEFFE EC2 HI1TEE 2R MHEEE I Amazon Inspector KEBFER ., #H Amazon Inspector
2FAEZIBHN SSM REREX,

- BELAIFEIRIE - 5 Amazon Inspector Classic , AL F SR EFE BB, FFHEA |, LIKER
EFFENIER, FiB , HARAHK Amazon Inspector & B BIMERIFFT A FEREIHY EC2 B 1TEIRE M #HIX
Z Amazon ECR &K ASEME , Y VHRHEMEREAERRBRENENANRAERE. ERSRE
HERR GG EBENRE , SIERENH EC2 H1T{EE. #XZE Amazon ECR WASSME, &
EC2 HIITHERPLENEYN. TREHER , IRHSTEEFNHERRAERE (CVE),

« Amazon Inspector E& 7 8 — ## Amazon Inspector &5t & Amazon Inspector Ef& 0 & , LA ED
ERESENELIER., ARy BREBMKup-to-date CVE EAHEERFFIRE XK ZHERIBIRET
&, flaniBg a e A R A E R

- EZEE -_FERERREASEEEIHRETH Amazon Inspector EERAH |, WHIEE AWS
Security Hub 1 Amazon EventBridge SAB Bt THERRE , fINER., AR EHBENRAEEREE
#E3% 2| Amazon ECR,

EE T ##% Amazon Inspector WFTBIHEEREE , 552 B Amazon Inspector £ A E S/,
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Bt REPIAG 5B & Amazon Inspector Classic —EF§fE , ™ B & F ol LUfER — @R F H [E B fE
FA## Amazon Inspector 1 Amazon Inspector Classic , B & I8 21 B EBRE ZIHH Amazon
Inspector, LA T & &iA$ZE S 5|8 &H% Amazon Inspector Classic B Z#T# Amazon Inspector,

e

- 1 (BR) BEHFAABRENHFAERER

« S8 2 : Mk Amazon Inspector Classic B HER2 S A AT
- B 3. A Amazon Inspector

SR (BF) BEHFMEHRSNFAEER

AERR  REENLR

% E 7 Amazon Inspector Classic F 175 b 8 &

of

BATERE

1. 1E Assessment runs (FHE#11T) BEE , RHEGEEEEARENTLHT, BREHREBI M
o
2. 1E Reports () T A5 EEFHFEEEITHHRSEE R,

/A Important

HE 2017 F£ 4 B 25 AENFMEHT (Fw_RB25K) , Reports (E) WP T FHER
B R. kB , Amazon Inspector Classic B FEG R & E A A,

3. EFMEHMEHFEIET  EELERANFREEE FEERFGFIATERET ) IHREERX
(HTML = PDF), 1ZZiE1F Generate report (EE£IHE).

S BE 2 : MIBR Amazon Inspector Classic I FT A HEE S 1T

£ Z{= A Amazon Inspector Classic , FEMBRFIEERFIRE R FT AL EA AWS [EiF, MIERFEE
BHASEILFTEEEN R RFEHIT,

il BR AT B A

£ Assessment Templates (R &EIA) Bl , BELEMBROVER |, REZIEE Delete (MIBR), HIE
HRR TR , FHEE Yes ().

S (BA) BEHFARENRAEER MRS Latest 11
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/A Important
E MR G S AR | B S AMEBEAFIA AT, BEREE ERE R EEMER.

HEB 3 BUBFTHY Amazon Inspector

A LAEF AWS Management Console S#7#9 Amazon Inspector APIs 2REUFA Y Amazon
Inspector. EZEBIAEAHH Amazon Inspector , 528 (Amazon Inspector EAEIERE) FHA
=B

S B8 3 . BUAFH Amazon Inspector MRS Latest 12


https://docs.aws.amazon.com/inspector/latest/user/getting_started_tutorial.html
https://docs.aws.amazon.com/inspector/latest/user/getting_started_tutorial.html
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Amazon Inspector Classic A P9

A EBRIZR P M{AERE Amazon Inspector Classic , I BAAE M MEITEH FE —IXEFE,

—HERE

THREFRPMMER s A FFrE T HAK Amazon Elastic Compute Cloud (Amazon EC2) #1T1E &
tEARARBNEANBALERNHRESE (BB RIER—R ) B AWS tRF M#1TBEEET
& AWS &1,

1. & A AWS Management Console 35 Amazon Inspector Classic £ & , #it 4 https:/
console.aws.amazon.com/inspector/ : /o

2. 7£ Welcome (Bu0) EE L , BELEFHITHMEERE, BRFAAESOTE AWS IRENFKERE
=& ERE , BFAEE Amazon Inspector Classic KEBRER ., THFT S04 EC2 BT EENE
HEBRBNERREARE , WERE EC2 HTEE LLEREREN,

#1#F Run weekly (recommended) (B:B#1T (B&)) = Run once (IiT—R), — BB REFETE
ZhREEEBALEIT M. ERWME , ZRESHITTIEE

a. BEYRBEEASG.

(® Note

ZER BTG BEDPIEEMN EC2 H11TMER , Amazon Inspector Classic EE 5| RBIERH
EC2 #I{TEEAMIZE., Amazon Inspector Classic AIiE BB A MR EE A REFE
AWS IR F FHELERAWSServiceRoleForAmazonInspector, MERIEERE
AENEMEDN , 2888 Amazon Inspector Classic B IRIEE 4 £ € B F IR
EEAE,

b. MREA, SELAWSIRF M BEFAEA AN EC2 #1T{ER L& % Amazon Inspector
Classic RERER.

® Note

I ARTE R &1E 0 FF AWS Systems Manager 11T # EC2 SI1TERE %8
Amazon Inspector Classic REER . ZEEFEALRE , FREE & PHE EC2
BITEE AWS IRF AWS Bl 2% % SSM Agent , BEBAFHITHTH IAM &

— 8T WA Latest 13


https://console.aws.amazon.com/inspector/
https://console.aws.amazon.com/inspector/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
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B, MEFHMEN , FESEEA Systems Manager Run Command £ %1 EC2 #11T
B E2RZREEN,

c. FEELHITEEIFEE R,
d. FERARECRAES  EFEEAFEIEXER.

e. IEAILLUERE Run weekly (BiB#11T , &) = Run once (1T —R) , LUREBEH T —IXFT
&, EREHIT X

3. EMIPYFEAHD | BEWE. Amazon Inspector Classic & H B3 {T I8 FE1E

HEPEER E

THREFRANMEEETSETME B ENEARFHNISE Amazon EC2 H1T{ERE. RAEHNERES

.

1. 7E£ Welcome (EU0) HE L , i##¥ Advanced setup (EPFEERE)o

2. 1£ Define an assessment target (EZRFHEE) HEE L , M AFTHEEN B,

3. HRFE#FTHER K SUURSERZEGR , LEFHBEERITEELR AWS IRF M B RIPT
B EC2H{THEE, MRLLERZELSHW EC2 HTHE  BHERMESTEEZEIR , RE
WARBEEC2 T ERMEENNSRNERE., WEEFL EC2 HTERNFMENR , F2EE
CIEH Amazon EC2 &R,

4. HRAZHRARKERNX , MBREHNHTHEE L System Manager Run Command , & A LR B AR
B EE SR, RESEATEEEDWNFTE EC2 H1T{EE %% Amazon Inspector Classic
KIEEFERX AWS Systems Manager. EEFMALEIE , FHEER 8 FHFTHE EC2 #ITEE AWS
RS AWS Bl B2 ¥ SSM AEERX , EEBAKATHTH IAM AR, NFFEEHA B2
BIf£ A Systems Manager Run Command £ %18 EC2 #{TER L ZRREEX, BEEFHLE
RER , F2RL % Amazon Inspector (RIEFE,

5. iZE Next (T—%).

6. 1£ Define an assessment template (EZ&ZFLAEA) BEE L , MAFAHEANERE,

7. &% Rules packages (HRAIEH) , FEEEZCEETMELANRAIEYS,., NERUEHNFHE
A , 5528 Amazon Inspector 3 |E 4R A,

8. &¥f Duration (HAR) , BIFFABITHEI™,

9. (EHA) srEFAHRE |, SREBHUFAETHEERE,

10. £ Next (T —%),

HEPEERE MRS Latest 14


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
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11. 7 Review (12B)) Bl , B LAY (L B ERBARRE, MREHEERIAE  FEER
M, MREBHFFABARFRENEHE , AELERE Create (BI) 2 BE HEBBITRE,

® Note

= ZRBFTE B EDIEEMN EC2 #1TMER , Amazon Inspector Classic FE 5|8 &H
EC2 #{T{EREMZE. Amazon Inspector Classic AWS 1RFE AIEBE B M IRIEERS
AR FHELERAWSServiceRoleForAmazonInspector, % Amazon
Inspector Classic P EARKEZ A BWFRER , 528 £H Amazon Inspector
Classic Wl ERAE. NECARBEZACNWFMENR , F2BAWS Identity and

Access Management  £EREIERE) PHNEABEBEEEE,

12. MRERBZEFTEHHRE  FEFTRAEEZTLWTMAER , ARIBIEZE Run (B17).
13. EEERFTGHBITNEE , BEZTEANEE BT IKREIE Assessment runs (FEEEITT) , REBEIE
Findings (BRE/E ), MERBEENFHEN , F2/ Amazon Inspector Classic FAERE R,

HEPEERE MRS Latest 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
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Amazon Inspector Classic {2 R 12

T 5 2 RER P WMIE Red Hat Enterprise Linux F Ubuntu 12 X # _£#11T Amazon Inspector
Classic §1d

HERE

« ZHERIE . 2B Red Hat Enterprise Linux {8 Amazon Inspector Classic

« HEBFRIE . $E Ubuntu Server £ Amazon Inspector Classic

Amazon Inspector Classic #{Z25R%2 - Red Hat Enterprise Linux

BRI HEBREFNIERZE , BRELHE Amazon Inspector Classic fiTza M B &,

A ERERPMMAEEA Amazon Inspector Classic 3R #7#11T Red Hat Enterprise Linux 7.5 #E2%
RiEH EC2 H1TEEMNITE, T©RMAWMMEE Amazon Inspector Classic THEFRIERIstep-by-stepR
B, T{ERETIEESE Amazon EC2 #1T{ER. #MITIMEELR , URHTAMRAEERTEENE
RELEEE, MRERE-XEA , XERE—REENHIT Amazon Inspector Classic 11t , F2
B2 EARFTES

E3:]

o S 1. BREZEE Amazon Inspector Classic & E A K Amazon EC2 #17{E 58 Amazon Inspector
S 2 BRE Amazon EC2 #{T{EEE

SEB3: BUFHMEBEE , Wi EC2 TR L2 EREER

B4 BT EER

TB5: SRUPTAEER

TRo: ERAESRBEELNTHARE

SR 1 FREZEEE Amazon Inspector Classic ¥ B £ A Amazon EC2 $11T
{EI#8 Amazon Inspector

EARHEBRED | B — @17 Red Hat Enterprise Linux 7.5 B EC2 #1178 , W FERARBELEBHN
ERIZSEE., InspectorEC2InstancelLinux

Amazon Inspector Classic #125}#%2 - Red Hat Enterprise Linux WRZs Latest 16
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® Note
WMFRC EC2 HITHERMNFHEEN , F2REFREER,

FHER 2 - (EWIBREY Amazon EC2 #11T{E &

EXHBRET , LFEREREC2HTER , RELRERFENZ2ME CVE-2018-1111, MFFF
HEHR , 5520 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1111 1 & BB B E
288

EEEEZHTER InspectorEC2InstanceLinux BIERT , T RIS,
sudo yum install dhclient-12:4.2.5-68.el7

MBEATESE EC2 STEBIIET , $28 (Amazon EC2 BAEISE) THEEELHHTE
B,

FR3: BYMEER , ¥ EC2 HTHERE LZRAEREX

Amazon Inspector Classic fi£ /74 B R RIEE L ETFEHH AWS B,

BEEVMHER , ¥E EC2 #TERLZRAEREN

1. & A AWS Management Console , ¥¢7E https://console.aws.amazon.com/inspector/ : // BRX
Amazon Inspector Classic £ &

2. HEEBEHKTIRE Assessment targets (FE4 B 1Z) , R%IRIZ Create (),

BT T HIRE -
a. 1£ Name (88) P ALFHMEEN B,

SH¥AREZE | & A MyTargetLinux,
b. HRAEAER A WAZRSIBNERUNE  EELECSEUTHBEFHN EC2 HiITERE.

FEHHZBRED , NameBEEBRMUP@A  RAREERULPEA , WEEEEL—ES
ERInspectorEC2InstanceLinux® I #Y EC2 #1T{EEE,

B BAIE AWS IRF R EEFIEH EC2 HTEEBM AL ER , FHZE All Instances (FTE ¥
1TEES) B HE T B

$EB 2 BER Amazon EC2 H1TEEE W7 Latest 17


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_Resources.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1111
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-connect-to-instance-linux
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-connect-to-instance-linux
https://console.aws.amazon.com/inspector/
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c. IEE Save (RF)o

d. TECERCH EC2 #{T{EE =% Amazon Inspector Classic REBRER, ZEEEEBEFFT
B EC2 #i1TER LZERERE , FHIEI Install Agents (ZREREBRER) EUSG R,

® Note

B e LUEH AWS Systems Manager Run Command Z 8 Amazon Inspector
Classic REER, FEETHEETAEHTERLZRERERN , BAEEA
REBIATEBEENHEBER, RNE , BOLUE EC2 Bi1TEE LFHZEE Amazon
Inspector Classic {XERE X, WEFMENR , FS B L% Amazon Inspector Classic
REER,

e. I1EE Save (A7)

® Note

LtEF , Amazon Inspector Classic 223 & A HRKEL S
BAWSServiceRoleForAmazonInspector, tBBERF Amazon Inspector Classic 7FH
ERNOVEFIE, MEFMENR , 5285 Amazon Inspector Classic 2 RIGEFE AR,

HER 4 B NFITEEA

B MBITEAR

1. EEEBEEHKD , #1F Assessment templates (FHLEEIA) , R%IRIZ Create (B),

2. &% Name (B18) , Bl AT HEANER, SFEAHEZE A MyFirstTemplateLinux.

3. 7t Target name (B EH W) 3y , BELZAE I WFTE B E (MyTargetLinux),

4. ¥ Rules packages ((REIEH) , FEEEENTRERPFEANRAUIEH,
FEHHEBRES |, 55EF Common Vulnerabilities and Exposures-1.1,

5. 7E Duration (8 [E) , IEEFTHE AR IFERERE,
HEHHBRED | F#IF 15 minutes (15 7).

6. IZ#E Create and run (B3I X #IT).

SR 4 BUNMBATIEE AR IR Latest 18
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SBS5 . 2RI MAERER

RN EHTEEE—HEFAEHKER , 3 Amazon Inspector Classic FEFFEEEF BB EERS
EE, ZAREEEEELKREZIRMABERLRBE,

ELHHBEBRED  MEEXTAINTER , ENFEHTREHRERARE CVE-2018-1111 EEX—1#K
BREEE,

SRISTAERER

1. EEBEHKD , E#IF Assessment runs (FEEHIT). BFER A MyFirstTemplateLinux B9 5F 1k &7
BITIREREREH Collecting data (REE R, EXRTIMGHMTEEETH , MEEHNENERE
BRIFFMER A EHFWREED .

2. BEFEBTHEETY  ERELIRGHFAGHTEENEESE, FETIAHTERERGER
B, AT, EHHBRES | B URL S ERELEHT,

MyFirstTemplateLinux BIARAEE 52 A& Stopping (EEELL) , EEHELPEREFE S Analyzing
(IEFEZ#T) , &&= Analysis complete (D EMK). EEEMRENEE |, 55:81F Refresh (EFHE
#) B

3. HEEBERT , RERERR

WA LLE R EE High (5) BEMMNFHAEER , B4 Instance InspectorEC2InstanceLinux is
vulnerable to CVE-2018-1111 (1171888 InspectorEC2InstanceLinux &8 CVE-2018-1111 BJ%
) o

® Note
MREBREFNHWEEZFE , 55181 Refresh (EFEE) BRo

EZERHRAYEELNEEFTENFREN  SRENEEFELANESTHE, MESENFHENTSE
T%ER :

- HAEHRN ARN

- EEURAERRNFEHITER
- BEXUHAEERNIEEREE
- B MHAEERNIEHEAEE
- FHEBITRAG R

SB5: SERASTAEHER W7 Latest 19


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1111

Amazon Inspector Classic R
o AHMEBITHEREE
« AHMEBITREE
- BRBBRNEEEFECRANKRAESHER
« Amazon Inspector Classic {22 ID
- BEBERR
- BEBEREM
- BEBERNER
« BANUERELERLR  UBELHREERABERNEERLEE

S 6 ERRBBESENTEEE

ERHBREF , CCEIGFHMEER  BEKRENEELLMBE CVE-2018-1111, FEtEFSH , &7
UALBEEERERELE,

BISETERIEHWEE
1. EEELEN—HEIMNHITER InspectorEC2Instancelinux , ¥HTU TR :

sudo yum update dhclient-12:4.2.5-68.el7

2. 7E£ Amazon templates (Amazon &75) EH , i#1E MyFirstTemplateLinux
(MyFirstTemplateLinux) , ##121E Run (3117) £ L E BRI AV 1T,

3. BEIERS . SRIDTASHER FHLE | LLEFE MyFirstTemplateLinux S8R B BHITAIEE
WER,

HREE#R CVE-2018-1111 Z2fEE , RtETEBERIBERE,

Amazon Inspector Classic #2F} %2 - Ubuntu AR5

ERERLHBREPNIERZE , BERETHE Amazon Inspector Classic fiTza FBL =0

AR B RIZRPFAEA Amazon Inspector Classic K4 ##11T Ubuntu Server 16.04 LTS £ R KR
EC2 H{TEEBMNITA., TRMAWMTEE Amazon Inspector Classic T/EFRTE I step-by-stepiR .

MBERE—RER |, WHEBE—EBREMHIT Amazon Inspector Classic 574 , 52 EET E AT
1o

SER 6 EAERBEELNIMERE W7 Latest 20




Amazon Inspector Classic (&SR
&

- B 1 . BREEE Amazon Inspector Classic #EL AR Amazon EC2 #7188 Amazon Inspector
- SR2:BUFTEHERE , ¥E EC2HTEBLZRARERERX

- B3 BIYNBITENFTEER

- SB4: SERNIMELENRERLR

- SRS BESBRNEEEAZLANTEEE

SR 1 FREEE Amazon Inspector Classic & BL £ A #Y Amazon EC2 #1117
{E%8 Amazon Inspector

R E EC2 #T{ERE
ERHEBERED | B3 —@A#4T Ubuntu Server 16.04 LTS B EC2 #/TEEE , X EAEEBLEMN

{EREiCInspectorEC2InstanceUbuntu®,

® Note
MBRE EC2 HUTEBNBHAET , BFSHEREEE.

TR2: BYFMEEE , ¥E EC2 HTEEB LLZHEREER
Amazon Inspector Classic A7 f B ERIEEETFEH AWS EiR,
BIAFMEEE , XE EC2 HiTHE L2 REBEERX

1. & A AWS Management Console BB Amazon Inspector Classic £ & , #8iL 4 https:/
console.aws.amazon.com/inspector/ : //o

2. HTEEEHIKHPIRIE Assessment targets (FEh B 1E) , A% &2 Create (B1),
3. 1 Name (88) P ALFAEEN B,

SEAHBRIE , 558 A MyTargetUbuntu,
4, HRAERAER K WAZRSIENERUNE  EECEEEZHTHBEERITEN EC2 T ER.

EUHHERED , FESHBEUPEA  AREEBCLPE A Name , LEEFLE L —@ED
E¥InspectorEC2InstanceUbuntu®ZE K EC2 H1TIEE,

SER 1. BREZE L Amazon Inspector Classic #EL £ FH Amazon EC2 #,17{E#8 Amazon Inspector WA Latest 21


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_Resources.html
https://console.aws.amazon.com/inspector/
https://console.aws.amazon.com/inspector/
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4)iEAll instances (FTEETIERR) F 5 , MAFHE B ZES AWS tRF R BEIRVFTE EC2 #1TERE.

EEAZEEH EC2 #1T1E R £ %% Amazon Inspector Classic Agent, &EEFFLEEZHEE EC2
#HITEE 2 ERERER |, & Install Agents (RERERER) Hk.
(® Note

IR A Systems Manager Run Command & Amazon Inspector REBRERN ., EEFT
HEEPHFAESTEE L REREER , fUNEEARBITGEENHERER, =%
& | RO L FBH7E EC2 1T £ L% Amazon Inspector Agent, INFEFHME |, HS
B% % Amazon Inspector Classic KIEFER .

i#1Z Save (f&1F).

® Note

ItB% | AWSServiceRoleForAmazonInspector8@8B U A A WRKEZEAE , UBEF
Amazon Inspector Classic FEUZRH EIR. MFFHMER , 52 B % Amazon Inspector
Classic 2B REEFZEAE,

SR 3 B NMHITERFHMEER

BIUMTEAR
1. WREFEA Advanced setup (EFEERE) , R EAEEE @ Define an assessment template (E 2

SHMLEAR) BEE. B8, FFEE R Assessment templates (FHAEIAR) BE , A%IRIE Create (B
7).

¥ Name (BHB) , FWAFTAEANEE, SFHARHE & A MyFirstTemplateUbuntu,
£ Target name (B &R 1) 35 , BEEZ R IULNFTE B E (MyTargetUbuntu),

$H¥} Rules packages (JREIEH) , BERA TR , BELEERTASERREANRIE
.

FEHHEBRES |, 558F Common Vulnerabilities and Exposures-1.1,

£ Duration (FERRE) , EEFNAEHANIFERRE.

FEHHEBRED | #IZE 15 minutes (15 2 1),

S8 3 B MHATENFEER W7 Latest 22
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6. MWMREFEANR Advanced setup (EFEERE) , FHiEE Next (T—F). ELLT Review (BE) B
| , ##Z Create function 2 B %), & HIFFEE Create and run (B IE#1T).

TRA . SRATMEENHAERER

EERNFEATEEE—EFEFER , 5 Amazon Inspector Classic EFF L EEF BB BEELZ S
EE, ZREEEEEYKRERTRMABERLAEE,

1. BEZF| Assessment Runs (FE4#EI1T) EE. BFER A MyFirstTemplateUbuntu BFEG SR (R1E
RS EBRHIET) HITMERIRES Collecting data (WEE R, EXRRFEBITIEEHETH , M
BEERER ERBFINERIEHKERED T,

2. EBFEBTMHEESTD  ERELIBRAHFAGHTELENBESTE, FEIAHTEXERSER
Faﬂo

MyFirstTemplateUbuntu BV R REE LB E A Stopping (EFEfZLL) , EERE L, EREEL
Analyzing (EEE 2 #7) , &% & Analysis complete (2 EK). EEERENEF  FHEE
Refresh (E#EE) B R,

3. BIEZE Findings FAEH&R) EM.

FERBAMGIEEAEERNWFMEENR ,
T%ER :

3

BEFEERCANSE. AEFENFHAEASTE

- WEHRN ARN

- BEXHFAEERNALBTER

- BEXEHFAERERNAKEEER

- BEXEHFAERERNAGKELER

o FHERITRALAEG R

o FHMEBITHERED

o FEEITREE

- RAEHNER K HhIsBERERERNFAL

« Amazon Inspector Classic X2 ID

- BEEERE

- BEBEREM

- BEBENER

- BUNERELEBRSR  MEBERELERMEENEELSBE
TH4 BRASMEENRERR WA Latest 23
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SRS BEENEEEAZENTMEE

EREFTD  CEEAEFNREERBERNEE,

1. EFEZRENHIT{EE InspectorEC2InstanceUbuntu , ¥ HITEHFH,

2. 7t Assessment templates (FEf&€54) BH , ##E MyFirstTemplateUbuntu , A #&1E#E Run (¥
17) , SAE R LSBT #TRY B1AT o

3. BEIBL ERNIMELENFERER PNLR | LLEF MyFirstTemplateUbuntu 848 & &%)
TAREENAERER.

ENEMEZCHERELE —RHTHNAERE R

SR BEBNEEEAZSENTEER IR Latest 24
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Amazon Inspector Classic &£

VEREZEM AWS RESEBEIEF. 55 AWS BF | BRI HZRERPONPEREE | SLRE
RERTHERREHBMEBNEIRMAEE,

ZEMR AWS BB ARRE, AFEEEEREERRERNZEUENERTHLZEMN

- EIRMNZEEM - AWS BEREE AWS Cloud F#I1T AWS REHEREE. AWS L AZRREMHATZR
2 FEANERE. EAWS EHRFEP , E=SFRBRAESEHAENRIRMAZENEN M. BET
f&E A7 Amazon Inspector Classic & #H5TE] , FSBEESHAFTEN AWS fREEIE,

- BlRMREMN - ENEEEURREER AWS HERE, S4sBAHHEMREEE  SRENRE
. BRBANERNEAEENER.

A7 BY 48 T R an{a #£ £ Amazon Inspector Classic BER A RSZEER, THEERB M
#%E Amazon Inspector Classic AFEEMNLLHEERBE. SHgT7THRUOMEREM AWS BRI R
BhI&RES 1= FN{R 3 Amazon Inspector Classic iR

£}

« Amazon Inspector Classic R & RHRE

« Amazon Inspector Classic #J Identity and Access Management
« £ Amazon Inspector Classic #50 8% flE5 4z

+ Amazon Inspector Classic & K 54 O] &

« Amazon Inspector Classic B & 15 5 %

» Amazon Inspector Classic A #5814

« Amazon Inspector Classic FHEBREL 24

+ Amazon Inspector Classic 5 &Y #H & F @8 2 47

+ Amazon Inspector Classic W& £ BEE

Amazon Inspector Classic 7 HY & $HRE

AWS H[ESEERBEA M Amazon Inspector Classic HHIE EHRE, MLERFTR | AWS BER
BHITITE 1 £IKERES K AWS Eif, CEASHECHERNE LFEEATHNEHE, CHRKE
BEER AWS BRI WL HEBNEEREE. IFERNBAENFRERT A B2RERNBLEERRE

ERMRE MRS Latest 25
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EE. IFERRBNERGRENEEENR , F2H AWS KM EES LK AWS HEFHNEEREE
GDPR EF&EXE.

ERERMREZEN , RPEZEMRE AWS 1RFE BEAER , XA AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B EBBIERE, ftt—R , SECEHAEHASESRETHK
HEKMAENTT. RfCEBRERATIARNREER -

- BERFHECASEERRE (MFA),

- £/ SSL/TLS B AWS ERBEH. BMFE TLS 1.2 WEBREMEH TLS 1.3,

- £/ RE API MEAEEEIZEH AWS CloudTrail, 2NEERBEA CloudTrail BHHEEEN AWS SEEIN
B, FE2BAWS CloudTrail € fEA&ER) THER CloudTrail 1B #,

- A AWS MEBMARER , URHPHMERERLLES AWS R,
- FERERNZELLRKE (B0 Amazon Macie) , HBIREFREZEFEFE Amazon S3 BWEUEEHR,

o WMREE AWS FBTTHRESE APl FE BFEE FIPS 140-3 BN ZIGmEEHE | 5368 FIPS
s, MEEE FIPS M FIPS iInHMNEZSHEBEN , 2BABBERARIEEZEZEE (FIPS) 140-3,

BMEZIEBREERETELETFNEF B SRZLHREN , HEESEIEHENHNXFZHN
o BB B, EBEEEMER Amazon Inspector Classic EHA AWS IRIE £ 4. API AWS
CLItE At AWS SDKs i, BEEBIEBARAXNFRU D@ AT AERE T ARG ESZE R
o MREREMNAIBMFEIREFN URL , RMEZIEBF I ERBLEZARSEFZERNY URL I ERRE
Fo

£
- BREESNE
« NEEHTNEFR

FREE R INE

Amazon Inspector Classic REERNEFT A THEEENENE RS JSON ERENL,. ELE
EE2EB TLS near-real-timefy 5 R X+ ZE Amazon Inspector Classic , 3 £ H # {# Fiper-assessment-
runBY E R AWS KMSHTAE S8 1T %3,

EREeL i EREZEARN Amazon Inspector Classic B S3 f#FEr#H, Amazon Inspector Classic
MR A S| ZEHTTHIEE -

. E S3 [ MR IR EH

RN W7 Latest 26


https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- ERCEERTRERER
- RBZENTERAUREER , UELBEBE

nz8mhnER

Amazon Inspector Classic ESER% , T3 AWS £ KPR LLWRE, ME AWS T2 REUK
] AWS REERENHEEEN , F2RAWS Eirits, EEFFERRELZENREEBREE
B AWS RIE | F2E %L L X AWS Well-Architected Framework R E 5 MR E,
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= ER11 Amazon Inspector &7 B BURHEHI , 5528 Amazon Inspector Classic B & 2 B UK €
Bl
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector.html#amazoninspector-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
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Amazon Inspector 1y ACLs
YEACL: &

FEUZHIEE (ACL) FHEFIBL TR RFKE, FRERNAC) HAFIEERNFFT. ACL EHR
ERAPCR , BEMTEM JSON BERXHFER.

ABAC 8 Amazon Inspector

X & ABAC (ERFHER) : &2

BHEFEES (ABAC) 2 —ERERE , IREBEBMRERTT. £ P AWS , SLEBUHBAER.
B EREZE IAMER (FRAEIAR ) M52 AWS ER. AERNERMNLEZHR ABAC
ME—H, BEFERF ABAC B , A EXTBNWEREAEEA TN ERERHEAFRRE,

ABAC EMRRENRETFHEREY  YeERREELEHHKRAH.

MERBERIZHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , ZEERNEGTESD , RHEREA.

NMRBHEXESEEREEN =BG ER  RBEZBHEMS , EA Yes, IRBBEIERLE
REEN =@ k4 iR , RIEAR Partial.

M ABAC WRHART , HHH (AM EAKIEE) FHEA ABAC BEEEHT. NEEHEHR
% ABAC SBNHBRE , B985 1AM (A I8 0 (£AM R FRU2H (ABAC),

B Amazon Inspector £ f R BB H

XERKEE : B

ERGFERABEEAEREAE B AWS R #5E/E, MEFMERN , SREWL AWS RE 5
mEEEAER , F2H (AWS R IAM EHAEERE) F/8 FH 1AM,

#SR% AWS Management Console £ (/A & & BMBWUNGEMSERA |, AELEAHEHEA
L, BIm, & AWS EAATNE—SA (SSO) BRFM K , REFEADRUKNE AR,
BELERAESHBATRA  RARYNACE  tSEDRTRNER. NRURASHFEER
HSH (AVM EREERME) PWREAEYRE AV BE (EEA),

A LAERA AWS CLI 5{ AWS APl FERIUBREAER., A% BrLEREERREAERRE
B AWS, AWS ZEZLBREELRIFEAEL K MARFEARPENEE, WEFMEN , EF2E
IAM H By BT B 22 2 R
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Amazon Inspector KSR EBEFH]
XEESFITERER (FAS): B

EREA IAM ERERARE PHTBHER AWS , BEHRAETA. FARLRKE , BUES
WITEEERE , EMEFRREPRE S —EE8E. FAS ERAMW WEFTEAFFT AWS R , &&
AWS BR# ERME TERBREFER. IRERBRIFERE M AWS R 5 BREB S RETHHY
ARE , TERE FAS BXR. BRIBERAT , KL EEFYITEMERFENFTT. MFRE FAS BFXRE
MBCRFMER  F2EER TN TFEE,

Amazon Inspector I RIS A &
XEREAE &

REAGRRBEEN IAM AE , AIREHTER, IAM EES UK IAM REY, SRR
A, MEFEES  F2H (AM EREER) PRV AGUEIRET A #is AWS R,

/A Warning

BT R A CKNEFA T AEE B Amazon Inspector ZhaE, REFE Amazon Inspector 15|
i, THEREREAE,

Amazon Inspector B RIS EE A E

XERBEEAS 2

BHERACRERE N—ERBAE AWS B, BETURERREATHENAE, REEE
AGEHRELN | AWS IEF | WHBBHEAE. AV ERETRE BT EREREEEABH
S,

WMER T SHEE Amazon Inspector IR EE A RNFME
IR ERL A,

7, 55289 £ H Amazon Inspector Classic

Amazon Inspector Classic B & 7 2 B 3k &5 451

RIBTER , FAENA®KEREINHIEH Amazon Inspector ERRIFF R, b th &EEFEH AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS AP| R# 1T, EER
FHEAEHEMELERUTRENGT , IAM EESAUEY IAM BXR, A%, EEETUE IAM B
RMEEAG , EREEREBTELAR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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WET MR E ALl JSSON BURX M2 IAM S5 RBR |, F2H (AM EAEERE) PHE
M IAM BUER (E2B).

Nz Amazon Inspector EENEMENMERERNFMENR , S REEEEREEM ARNs KX |, F2
B (RIETFHESE) hH Amazon Inspector Classic BB, ERME4HZESI#,

&

- BREEER

« {#F Amazon Inspector & &

- AEAEREMMBE ST

« REFEAEERE Amazon Inspector FEHE R LB THIRMND HIRE

BREER

BoBBERSYEERFAFNEBAEREWLEN, FHEMBER Amazon Inspector ER. ELLEBE
AHEERLN AWSIRFELEA, ERBIUSRES P HBRK , FERTIENRESREE

- FIEER AWS SEBRRAEBRRKEERTT - EERBRFIRTENCERAENTEER , B
BT R TS EREARGN AWS REBKR., ©MTELN REMH AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRDH . WFESEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.

- ERAREHERT - RE IAM BERNFAIR  FERTHTERMTNTT. KERLEN , B
UESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2EH IAM EAERERETH IAM PRIBERMET .

« £ IAM BER PR E4GE— S REIFEE - SO LUSKREFIEEBER | UREIESEMERNEE.
fFlan | BAILARBEBEERRG , EEXEMEA SSL BEFER R, MREBKIE Hlun FHRKEE1E
AWS BR#E , &t BT LASE A R4 2R %2 T L 77 EUE AWS CloudFormation, MEFFMENR , H2E 1AM
FAEEEHH IAM JSON BETE : Fé.

 fEM IAM Access Analyzer B IAM BUR , #RFFAI 22 B A IE E1E4E - IAM Access Analyzer B
THBEMBAER |, BRELBERER IAM BURFES (JSON) fl IAM HRIEEH ., IAM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
#A,F2RB (AM EAEERM) PREA IAM Access Analyzer B F BUE

- FESFEZERTE (MFA) - MRZHNRFITE IAM FHES FHNRERAE AWS 1RFE |, BRI
MFA BURE R £, MFEFU AP HEERER MFA | 551§ MFA fREG5T8EEMBER, W
FEHMET , B2 (IAM EAEEE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm|$ #3Ei8 MFA BIZ £ AP| ZHL,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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WE IAM FREBBNEEER  F2E IAM ERAEEETHN IAM Z2HEEH,

& Amazon Inspector X2 A&

£ ZE1FH Amazon Inspector Classic X#8#A , BB RHE —HREF . ELFAI LA AFEY B
48 & Amazon Inspector ERMFHHAET AWS tRF, MELEVHBEANEHFTERENE SR
B IEREEXBERNER (FRESAG) ME , TREARELINELERE,

HAEMRW AWS CLI 5| AWS API I E |, BFBEARHFRETEZEAHT. k2 , REAHFFILAF
SHPERMTZ AP BENEMERTLLT,

BTHRREAENSEMNMATLUEER Amazon Inspector £ A |, t8EEH#E Amazon Inspector
ConsoleAccess@ReadOnly AWS ZEBREZFIER. NFFHMEENR , F28E (AM EAEE
M) PHIFETRERE,

RFFERAERAMMAECHEFT

WEHE REBUMMEIBER , A5 IAM FRERAKRMEMBAEAES 2N AREZIERR, HWBEE
AEETEAHER & AWS CLI AWS APl URBRRET AR TR LB ENFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

RFFFEAEEE Amazon Inspector FAERE R EHTHIRAFI HigE

THFFIBRRAREEAEHNIT ListFindings M DescribeFindings B, ELRESETR
Amazon Inspector FAEF R EH. Resource TEFWERAZFTT (*) RRAHFHIRFHEENFT
A Amazon Inspector ERHITIRIE

{
"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action": [
"inspector:DescribeFindings",
"inspector:ListFindings"

1,

"Resource":"*"

}
]
}

£ Amazon Inspector Classic RIS ELE A

Amazon Inspector Classic £ AWS Identity and Access Management (IAM) fR#&E#E A€, R
BEEAERBEREERZE Amazon Inspector Classic F1 &4 IAM A EH, RKEZEAEEH Amazon
Inspector Classic % EE , =R AWS BRI RREFIUEM FrENFIERT,

RIS E 4 A W] B FE 5 58 € Amazon Inspector Classic , AT EEF BB L ENET

A, Amazon Inspector Classic BERHREEZAENFT , RIFESEER , TAIRE Amazon
Inspector Classic JUBEEFEHAR®, EENHFUSREEEBERMFTFTEHE , BT UTBRELHMNEH
fitb IAM E B8,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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BABERBRACHHEEBER , TEMBRREELESE®, ERARELRMN Amazon Inspector Classic &
R, BAEFER M BBRERERNEFT,

NEABEXERBEFACNEM RBENET  FSEAWS BHEEACHTEAR IAM B AR |,
YEHREFRNERE, BEEAERNR  URGXBRBNRFESS XK,

Amazon Inspector Classic B RIEE# A @EFT]

Amazon Inspector Classic £ % & AWSServiceRoleForAmazoninspector —
ServicelLinkedRoleDescription B RIS ERE A&,

AWSServiceRoleForAmazoninspector fRI§ERZE ABEE TIRERTIZAE -

« inspector.amazonaws.com

# % AmazonlinspectorServiceRolePolicy #Y A &5 7 B3R /L §F Amazon Inspector Classic $#i§ EE
BTN T 5IEE -

« B)fF: arn:aws:iam::*:role/aws-service-role/inspector.amazonaws.com/
AwSServiceRoleForAmazonInspector LH iam:CreateServicelLinkedRole

IQMRRRERTR , BASLET IAM B (Bl IAM R E. FHERA® ) BY. REIMBRBREESS
&, NFFMER , F2H AM EREERPNERBEEA BT,

A Amazon Inspector Classic 2 RIS ERE A

BREEFHEY —BARBELEAR®, EEE AWS Management Console, AWS CLIE; AWS API &
CompleteThisCreateActionInThisService B , Amazon Inspector Classic @ BB E VR EE A G,

#m¥8 Amazon Inspector Classic BRI EZE AR

Amazon Inspector Classic T i #Ff&#m&E AWSServiceRoleForAmazonInspector BRIER A
AEREERTHESESERBELAE , MUESELIEEVABGZREBEAGER., Am , BUFEA
IAM RiFEEA TR, MEFMEEN , F20 1AM FHEER. WRERKERZAE,

fIE& Amazon Inspector Classic K RIS ERE A

EETBEAFTERBESACHIIERRE , RAZRERRZAC, - , ERRIEREDE
BEHREENARERAER. AW, EFDREREBRBESACCH , ELAXBTRER.
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® Note

MREESAMBREREF | Amazon Inspector Classic RIS EEER A€ , BIMIBR AT RS KB,
BERRE  BESEERIBRERRE,

IR 5 H Amazon Inspector Classic &R AWSServiceRoleForAmazonInspector

£ 83117 Amazon Inspector Classic BIFiE AWS 1RFE AWS Ei5 FRERE NI L EE, NFE
SHHERA |, 52 Amazon Inspector Classic #F1f B &,

£/ IAM FERBRBREEEAE

5/ IAM £# & AWS CLI, = AWS API Bk AWSServiceRoleForAmazonlnspector fRF&iE#E A
B, MEFHMEN , 28 "IAM EREER. FHRBRREEEAE,

Amazon Inspector Classic RIS ER BB ENET

Amazon Inspector Classic X BEERMRBENMEEEFFEARSERAR, NFEFHER ,
AWS [ 15 Ed i B o

¥ Amazon Inspector Classic & 9 fEEHETHER &
FEA LT EFARIDBIEL B FE E#EH Amazon Inspector 1 IAM B AT AEIBZIM & B R,

3
W
&

&

« REREE Amazon Inspector FHITENE

- RAEBSHIT iam:PassRole IR

« REEAF UAMAE AWS tRF FEEB Amazon Inspector EJR

REHEE Amazon Inspector HHITENE
MREBWEIER |, FAEREREANTEE , CHNBERSLEEH , AFEHTEE,

THgEpIgEREEmateojackson IAM ERAEERAFEATRARE —EER ny-example-widget
BRNFFMENR , BAEER inspector:GetWidget FF B4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
inspector:GetWidget on resource: my-example-widget
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Amazon Inspector Classic EREER

FEHBERT , BAEH mateojackson EAEWER , AFFEMA inspector: GetWidget EIETFER
my-example-widget BiRo

IMRBEEGE , BREEN AWS EEE, FHNEEEBRHENEXERE.
R AREBFH 1T iam:PassRole RIS HE

MREWEIHEER , EHEEEEHIT iam: PassRole@E , BHNBEMLEERH , UAFESACEER
Amazon Inspector,

BE AWS B IRESREACEEGERE A MARBUFNEBXALIRBEEAER, NFEH
THER B AR ACEEEZRBIFT .

EE 5 W IAMmarymajor EAFEFEREAEIEATE Amazon Inspector FETENERF , SR 4ET 5
BlsEER. BER , BEBRBEBERHREACKR TN T, Mary REKAGEEEZRBHTF,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

HEEBBERT , Mary WBERAAER , AFFHEIIT iam: PassRole Bff,
MREFEEZHE , FHEEN AWS EEE, ZNEESRUENEZEE.
BEEAF SN AR AWS tRF FEFEK Amazon Inspector iR

ARy —EAe , REMKRFPNEREREEBATHAESFIENE R, S UEEZE LT
EEEVHIREZAR. SFEXEERERNBERSFEURHIEE (ACL) RYBRES , &7 SUE A BRL R
RRE T AEFEENE R,

MEFEE-—FTH K F2EUTRE

« HETH Amazon Inspector @B X EELINEE , FZ B Amazon Inspector Classic #IAEE IAM &
FfEA.

- BETRNMAEEHES AWS IRF B ERBRUFIE  F260 (AM EAEER) PHELEE
B AWS IRF B9 5 — 1@ IAM £/ & PR FEE,

- BETRINMIEERNEFIMERMEHKE=H AWSIRE | 5208 (AM EAEIER) RPN EFEERR
HIEE=H AWS IRF #H,

- METHIAEBHS S0 IREFEE , 20 IAM FAEREETNEFIERMGENDETS
PRENERAE BISED).

it
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- MFTHREASENEREBRRETEIRFFRNCEANZR , 528 (AM £REER) 8 IAM
PR EBRE ERFE.

#£ Amazon Inspector Classic A 50 #& 1 E5 42

Amazon Inspector Classic 22 fRIEE S AWS CloudTrail , lWIRIFIRHERAE,. £AEH AWS RBEE
Amazon Inspector Classic FERENZ B)fERYEE 8%, CloudTrail @#% Amazon Inspector Classic HIFiH
AP| FEIUEEERAEH , BFER B Amazon Inspector Classic £ AP | AR ¥ Amazon Inspector
Classic AP {EH X HME,

IZE1E Amazon Inspector Classic F £/ CloudTrail Fe#kHVEF , FFZ
Inspector Classic APl FE0Y AWS CloudTrailo

\ﬂ

B {EH 528 Amazon

&T LAE A Amazon CloudWatch E5#2 Amazon Inspector Classic , ESWERBRER LS HRE AT
EHLEENRRIIERE,. Amazon CloudWatch RIRFEER , Amazon Inspector Classic B 5 2 ## A1
EEREIEZE CloudWatch,

WEEFEE Amazon Inspector Classic £ CloudWatch BIFEME A , 5526 FH Amazon
CloudWatch B Amazon Inspector Classic Amazon CloudWatch,

Amazon Inspector Classic =4 E f&E

Amazon Inspector Classic (WS4 EIER AWS BWEF., AWS EFIER, REHMNBERMGTE , UEE
EHEE,

AWS EFEZEZENRERESREEAWS BB EFERESERR L.

Rt EiEB AWS Health Dashboard , ¥R EREREZERIRE ., MEMMFER WEH AWS
Health Dashboard , 2B AWS Health &R,

Amazon Inspector Classic & R 5%

EZBEERITED , E=HEMABEGTE Amazon Inspector Classic R £ AWS &# 1, EL
FT&1@3$E SOC. PCI, FedRAMP, HIPAA &%,

MERESHTEEERN AWS WIRKEEE |, F2RaATEIEERN AWS 5. ME—RENRA , F
28 AWS Compliance Programs.

WA LAER TEHE=HRBEIME AWS Artifact. INEFMEA |

:I:I'H

ST AWS Artifact PSS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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&£ Amazon Inspector Classic KR SR ETEBRARERNEEZYE, BARNEHREE , UREA
HEEMER. AWS BHTIERRHEER

SHEAREAMIERE  ELHBRFARRBER , YREE AWSLHBURZERERABED
Zgﬁi—iﬁﬁﬁ*ﬁﬁo

« Amazon Web Services LB HIPAA Z4BEEHEEE - KK ERP LT MMAER AWS REIFE
HIPAA RENEAER.

- AWS EHRER - WITEFMAERNESTERARENEENVE,
{ AWS Config B AB1Em) A HFEER - AWS Config RS ERERFEARI
B, EXENFERNEE,
« AWS Security Hub — AWS LRI 1Rt AL REBN L HUBER AWS |, THBERERRRERE
EXEENREEL.

Amazon Inspector Classic R &M

AWS £IRERZBERIU AWS BFEMTABEAEREE. AWS EFRMHZEERBRHMNIEEHN T
RESE , ELEHMEEE, SWEENSERENERERER, EBARESE , S URFTERENE
REANENE  EUARSCHEBSREBEMASRETE., TARBNTANL, REERINER
REh , IBE-HZEERFONERERREES.

0% AWS EHATAESHEMET , FSH AWS SHEREE.

Amazon Inspector Classic EEE T AY , ¥FEABEZETHAESNEEERRETENR. MRELE
REENTARE  ceRDEEHEHRESR,

Amazon Inspector Classic £/ Amazon S3 EAHERERFRE , BENEREESETAMM
it A, Amazon S3 RMUMANERBBERTREEER, HERFTRM 99.999999999% MI¥I#iF X
., ZHNERNSURBRFRNTFTREZEREUARESERENSEEE,

Amazon Inspector Classic FHVER R EZ &4

Amazon Inspector Classic RS &R , T3 AWS £ KPR LLWRE, ME AWS T RIFUR 0
il AWS REERRGWHEBENR , F2HAWS Eints, EEFHERRBZENBEER RS
B AWS IRIE | F2 R L2 X AWS Well-Architected Framework F By E 7 25 He R 2

IEATLABE R AWS 489 APl ELY | 3EB#8EE 17H Amazon Inspector Classic, A &RV AT E T
HR .
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« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- BTEXEEFRPFS)NWEBEM , 0 DHE (Ephemeral Diffie-Hellman)= ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), IRARME (W Java 7 MEFIRA)KZEZEELEN,

o, BRLACAFEREHR ID FE IAM TRMEEBNILAEENSR/REE, NF , BALLESB
AWS Security Token Service (AWS STS) RELXERZEBEREEHB R,

% Amazon Inspector Classic M EEXNZLMNFFMEF , 5528 the section called “HE & A
Amazon Inspector Classic {REBERZ 2",
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Amazon Inspector Classic I2itiEA REERXANTALERER A SULEEM M R R ELEFNM
) EC2 BITRBEXERKEP, REEXGRERSEHEER , BAEN, WFE Amazon Inspector
Classic REBEANFMEN , 3828 Amazon Inspector Classic {CEER .

Amazon Inspector Classic WZ £ HREEH

Amazon Inspector Classic iRt LB L2 IhaE , HAERZNEFECHRLBERFMUNEE, ﬁg
FEBR—MREL , UTREXTENLLHBRAR, ELHREERETRETEASELIREENIRE
R, AFERERABERAEZRNY  MAEEERET.

#FE Amazon Inspector Classic WEZ 2 REBKEE , 552/ the section called “Amazon Inspector
Classic WZ £ REEHE

HEREERIROR 2 AT WA Latest 48
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Amazon Inspector Classic EREER

Amazon Inspector Classic fAIEER

Amazon Inspector Classic f{IBFEXN 22U E Amazon EC2 HiTEBCZEEHEAMILBAENE
B, HAVWIFFAERRAETE , BEEZESEEZ Amazon EC2 #11T{E 5 %% Amazon Inspector
Classic RERER , METETHHELLM%, Amazon EC2

WMEE—FTHROARE, BBRRE, ENZEAERN, BRCREREEARTER , UREE
RIERIXM Proxy X & , F2RE Linux fEE R LEA Amazon Inspector Classic X223 M £
Windows {E¥ % # £ #F Amazon Inspector Classic X IEFE .

® Note
#11T Network Reachability i | E#FFE Amazon Inspector Classic XERZ .

/A Important
Amazon Inspector Classic {X B2 k8 Amazon EC2 H{TEE P EERREMEEE, SHEH
#ITERPEZRBRFE IMDSv1 = IMDSV2) B958 1 R EE 2 IRIFEETREFEER., F2
BEHTEETESHNEAEES , WE—F T7H# EC2 HTEEPEBERNMFESGZE.

£

» Amazon Inspector Classic {IEFE IR

« #F Amazon Inspector Classic K BRER LT &M

» Amazon Inspector Classic KB E#H

« ERERERIER

+ #%& Amazon Inspector Classic Z| AWS 1k F iy 77 Bz &l

+ Amazon Inspector Classic X2\ [R

« % Amazon Inspector Classic X B2

« 7£ Linux fEE R & L& H Amazon Inspector Classic {C B2

+ £ Windows E¥ % £ £ F Amazon Inspector Classic X B2

o (EMA) B Linux E¥Z# £ Amazon Inspector Classic R BRERLZEIESBNES
« (EH ) B Windows fE¥Z# £ Amazon Inspector Classic KIEBRERLZEECBHNES
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Amazon Inspector Classic RIBFEER

BN BEEEEEHIRHT , FRELRE Amazon Inspector Classic KEER . EXEH Linux IEERHK
t  REEXRHUBEFIERTHERAEERNBTREATER. EXEN Windows EERKEL , KB
EXRHENEXREMNRERXRBAER , MEBEEAERRNP I LocalSystem FFAI#11T,

#BE& A Amazon Inspector Classic X EERERN T4

Amazon Inspector Classic RN ZRMEIEE Amazon Inspector Classic lRIEEIFT BB, iE
KAIREEXSEENELARBNENERERE  FTEEXENER., i, REBEEX TR
2E#EZE arsenal.<region>.amazonaws.com , RixEATRER MR B Amazon S3 FEFET
B8s3.dualstack.<region>.amazonaws.com. mEig&i<region>#§ B BEHIT Amazon
Inspector Classic B AWS EiF, WIFEEZEHR , 528 AWS IP Address Ranges (AWS IP {1t
#E), ARREREEXNAMEERBREVHNER , AETFECTTLHEPHBERE , AR
%% Amazon Inspector Classic B ABRABRERER,

RERENXDZEIR TLS REMIEE EHIE Amazon Inspector Classic # , ZEEF L EC2 #1T{EE
ACHEBEBN AWS S0 TSI RE , WRKRERAE , AIFERARTEENPEER XM ETE SR
. KiBRFER  REEXSEEOKARASBERE , LZRREREEENER. EEH R,
REEXNSBWEFHENE R, EEERAEEL JSON EX , TR EEXBASRFEHREER
hEERENFERERS. REREXACHEEERSAETR~HE, BLHTERET.

EFMEERE  REEXSRIAREENER |, LUEB TLS REHIEE /LR Amazon Inspector
Classico REEXTEEFHRPREERNRK. REENKREENERE K S¥ERMER
Amazon Inspector Classic #{TRRE., RTREEXELNEINERN 2 , REEXEZRESEER
R EEEBRNEMEAER. Bal , REL A HEALSZUREBIVEREERN LAENER,

Amazon Inspector Classic IR E#H

FEZE Amazon Inspector Classic KVEEREXWEMTA , EMEEBH Amazon S3 TERIEEM, EHKE
SENMEMAXENHEGYE. EHEFNEZETEZTEZERNFRHHBAE EC2HTER LZENR
BREAMAZEE, rIEEMYKRBERLEEZN Amazon 2EREH7RRE  LURATEAHBACRSEZEN
HE,

ARTE-SREREEXNZ2M  AEEXNEEDEM MBI (S3) <HHEFARER TLS EiRH
17, BARFERERE, FEIRABEFRAEN EUERSKERVEE  BERECIERAE
MEARERE, HDENEFRASEFRTEPBANT, MRERNIEMER , EFREFTUERNE
AEH, BER , RAEEXAENEFEXEARREEXNYRE, EEMTERES , ENEAREEAER
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FERRERENEIEZE Amazon Inspector Classico EEHBREPEHNEARBTERLZERIIH KK
EAER , UKk (WEA) FREHIBZEEN.

& R &R amiE

Amazon Inspector Classic REERXEFTHETHEEENERNERFI JSON EREX L, BLE
EEIEIB TLS near-real-timefy 5 X 324 Z Amazon Inspector Classic , 3£ H & i fper-assessment-
runfY BB KMS $TE S INE, BRELLMEFERIE Amazon S3 FEEEHEF |, iIER Amazon
Inspector Classic 2., Amazon Inspector Classic B3R 8| 5|2 &77H S3 I AN N ENE
£, ERERTHEBER  YREBRENTERAUREENUELRBESE, RE S3 FEBER
BRARUMERE R EFERINEHB, Amazon TEEEMEMA R LFEARER ., 30 X%,
1R Amazon Inspector Classic ERIHVIZ%E S3 FAETFRBEMBHECK |, EAEREXKAMER. B

#I , Amazon Inspector Classic 712t API = S3 fFEFET B FEE IR EE A,

& Amazon Inspector Classic Z| AWS 1k F #9 FZEZ Fl

ERZ £ IR , Amazon Inspector Classic REEFES K EC2 BiTRBUEBEHERRFTMHEF
FTEEFEHAWS BHRFMER. ©i&EB Amazon Inspector Classic IRIEHI AR EHBAMEINAE |
FEBEE AM FERBTIGRE, EFFEHE  BENRENMEBEASRHAEETETE EC2 H1T
fEI88 £ # Amazon Inspector Classic (XEFZ B E ., BIZK Amazon Inspector Classic R4 |
Bl B R, FAHEANHREEENRAERER , SFRER EENERES , BEMH Amazon
Inspector Classic £H.

Amazon Inspector Classic {22 =, BR i

#1%E Amazon Inspector Classic {CEREXRHIRMEBEER , 552 BAmazon Inspector Classic IRFR
#lo

Z & Amazon Inspector Classic A EEZ =

B LATE ZEE1TERE (245 Linux A Windows B #11T{E% ) L#H Systems Manager Run
Command &% Amazon Inspector Classic ({EBEER. HE , BAILLEAESE EC2 HITEBRMEE =
ZEREREN, FERHNEFRBEMELEZNET.

S—EEER , EUNE FRANERTEERREA LENZEREBEEAKIM AR , REEFEE
B EEMATE Amazon EC2 #{TER L 2R AEREN,

ES- |

ERE R E B WA Latest 51
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Amazon Inspector Classic (R
- £/ Systems Manager Run Command £ %l EC2 #{TEE L ZE£ K EERX

 f£ Linux EC2 #{TEE L REREENX

 7£ Windows EC2 #1T{E#E L R R REEKX

(® Note
AEHRKEFE AR Amazon Inspector Classic X B TE AWS &1,

£ Systems Manager Run Command £ % EC2 #{TEE - 2R ERE
5
EALAE A Systems Manager Run Command £ EC2 #{T{E B £ %% Amazon Inspector Classic 1%

BiEX, EURLERE—AEZEAMTERL (EAMBGESES Linux F Windows BAERHN T
Eeg) LR EREK,

/A Important
£/ Systems Manager Run Command KB 28 B 51 7~ % & Debian {fEER#K.

/A Important
EEFHAMEE  BRESN EC2 H/TEEERE SSM Agent , BEEAFHTHTH IAM
A, EERERLT , SSM REEZXAZHEIE Amazon EC2 Windows #1T{E8 M Amazon
Linux 117188, Amazon EC2 Systems Manager EE EC2 #{T{HEMN IAM BEREE®
T, URBTHSHNERAEEETEANAR, MEHMAES , F2RLEMNRE SSM Agent
MEE SSM NZE AR,

{8 Systems Manager Run Command £ %1 EC2 #{T{EHE L ZHEREBEER

1. 7E https : //https://console.aws.amazon.com/systems-manager/ FRX AWS Systems Manager

2a,
2. EHFEIETHEEERG , BEHTHS.
3. ##E Run a command (#1T#EH).

/A Systems Manager Run Command £ % {8 EC2 #{T{EE L ZHEREER W7 Latest 52
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4. £ Command document (i X#4) WEB% |, iEEH A Amazoninspector-ManageAWSAgent #Y XX
# (Amazon Fr¥ER). AXHEESRANE EC2 H117EE &% Amazon Inspector Classic IBE
XHIESE.

5. HREE , BULFERATRNAFERER EC2 BiTEE, FEETEEETRNFEHTER LS
ZEREREN  EULUEERARELFE B ENER.

6. FAREIRAITHSPNET , EHATHEEDRMENERE | AREE Run (B17).

® Note

BT RV B RK , 28 EC2 H1TMER (Linux M Windows & ) ERZENER
A, REGUTUEAREEENZRAEEXEITHTRE,. NFFRER , F2REU
HEZ.

£ Linux EC2 #{TEE L 2EREREX
#ITT IR , 7 Linux EC2 #1718 88 £ &% Amazon Inspector Classic K ERER .
£ Linux EC2 #{T{ER L 2R RKEEX

1. BAFT Linux EERFKN EC2 #ITER , EH P %% Amazon Inspector Classic XEZ X,

® Note

2FE Amazon Inspector Classic X BV ERRFHEBEF , 752 B Amazon Inspector
Classic X EMNEERBEME.

2. EBHMTTIHEP—ERTUTHEREEXRERESTE

+ wget https://inspector-agent.amazonaws.com/linux/latest/install

« curl -O https://inspector-agent.amazonaws.com/linux/latest/install

3. (BA) BRRERARBRETHAREBEIER, WEFHHEENR , F28 (EH ) BFE Linux fEX
% £ Amazon Inspector Classic REBRERZHIECHBNEE,

4, BEZERERENX , FH1T sudo bash install,
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® Note

MREBEA SELinux IREFPZENRERE , Amazon Inspector Classic AJREE{E A A K
ZRVHBEENX, EUREREXEFNRAERAREZES initrc_tRBREER
Mbin_t. X% SELinux REERX 28 , BEA TG SEbin_t AR Amazon
Inspector Classic #1{TIETH :

sudo semanage fcontext -a -t bin_t /etc/rc\.d/init\.d/awsagent

sudo semanage fcontext -a -t bin_t /etc/init\.d/awsagent

® Note

EREEANEMTAK , EM2BE% Amazon S3 TR ER. WHEFHEE
BAmazon Inspector Classic X2 E o
MREERBUEBDEFESF , FELREREEXRHT TGS :

sudo bash install -u false

3
¢

7,

® Note
(BR) ABRARRALZKETH , FHIT rminstall,

v/

5. BRETIADLZERERRALEEHTAENERRTERE
« libcurls (AZERMTE Ubuntu 18.04 L ZH#RERER)

« libcurl3

« libgccl

* libc6

* libstdc++6

* libssl1.0.1

* 1libss11.0.2 (XM Debian 9 L ZEAERER)

« libssll.1 ( £ Ubuntu20.04 LTS L ZEREBEEABEE )

* libpcap0.8

£ Linux EC2 #{TfEE L ZHAEER IR Latest 54
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1£ Windows EC2 #1T{EE L Z & RERER

T T IR , 7£ Windows EC2 #117{E 8 %% Amazon Inspector Classic R EBER
£ Windows EC2 1T L R#EREREN

1. BAHIT Windows EERMH EC2 MITEERE , LELZRERERER,

® Note

2% Amazon Inspector Classic X BREERMNFMER , 752 E Amazon Inspector
Classic X EMNEERKEME.

2. THEHIUTH exe X :

https://inspector-agent.amazonaws.com/windows/installer/latest/
AWSAgentInstall.exe

3. (BEEEEHER) BGOSR RERARE , oiEETH AWSAgentInstall.exe WREEMNE , A
BT exe BRRZERERER,

(® Note

EREBEEANEHNTHE , M2 EEH Amazon S3 THRIYER., MEFHMEENR ,
BAmazon Inspector Classic X2 E o

MREERBEBDEFEF , FELREREBEERXRHT TGS :
AWSAgentinstall.exe AUTOUPDATE=No

s
B

£ Linux #EZ£ R LA Amazon Inspector Classic {IBRZ

IBAI L L EE, BB, BEMEH Amazon Inspector Classic REBRERXNITH. BFAHIT Linux EFEX
#H Amazon EC2 ¥11T{EEE , A ¥1T FHEMER. 2% Amazon Inspector Classic BN EERH
HIEEME R , 3528 Amazon Inspector Classic X BEHNEERHEHEE,

1£ Windows EC2 #i{T{EE L Z#REERX MRS Latest 55
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/A Important
Amazon Inspector Classic fXIB2 K8 Amazon EC2 HI{TEEFEER REREE, ©EH
HITEEPEERRE IMDSv1 = IMDSV2) #9158 1 IR 2 IRFEHTEEHREER., F5
BT EETEESEANEAEER , SUE—F TH# EC2 BT EEPEERNEZEGZE,

® Note
AE RS EE Amazon Inspector Classic X EBHFTE AWS EF g4,

&

+ B&% Amazon Inspector Classic RIBRE X 2R IEEHIT
+ {21k Amazon Inspector Classic X225

+ B & Amazon Inspector Classic A2

+ {8 Amazon Inspector Classic X2 ERE
+ £%%E Amazon Inspector Classic RIEREXWREXE
« fEBRZ % Amazon Inspector Classic A IBFE

E& ¥ Amazon Inspector Classic KEBRERX B EEH T
- FERINEEARSCRERIHIT , FEALN EC2 HTHERLEHMIT TGS
sudo /opt/aws/awsagent/bin/awsagent status

o TEEn B EERTHAEEARERRELERNEEANERAL.

{Z1E Amazon Inspector Classic X2

- HEFARERRX BT TS S

3

sudo /etc/init.d/awsagent stop
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& Amazon Inspector Classic X2

HEZMBRERR  FHTTIST

sudo /etc/init.d/awsagent start

&2 Amazon Inspector Classic {RIBRER R E

£ EC2 #117{E 88 L 243 #1T Amazon Inspector Classic KEBERX 2% , B8 Ragent. cfgiE
RAMNERE , MBEREERNNTA. 7 Linux EERHE L |, agent.cfg BRAK /opt/aws/
awsagent/etc B &, ERAMERF agent.cfg BRR , B4 ABKREERNEA K BEHRS , &
BFELEY,

/A Important

MR RBEE AWS Support B385| &2k agent . cfg EXR.,

5% Amazon Inspector Classic R IE K Z

EEA Linux EERFE LR ERLXESE Proxy X , BEAREERISENERE  BEFENR
B8, MEFLEH , 528 https://wiki.archlinux.org/index.php/proxy_settings,

ERTIRERFZ—
EEARERRIEN EC2 FHITHEE L HEREER

1. B E 5 awsagent.env WIERIFEFHE /etc/init.d/ B &,
2. KTHERRFE awsagent.env LIBEELRIESY

« export https_proxy=hostname:port
« export http_proxy=hostname:port

 export no_proxy=169.254.169.254
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® Note

EFRENNEHEBREEZERBERANENPE. & no_proxy BBIEEHITHE
SRR EE IP il (169.254.169.254),

3. SERIE Linux EC2 #ITEE LLZEREEXEBFHPNTER , L% Amazon Inspector Classic X3
X,

ERATHHNRERRE EC2 HTER LREREXE

1. BEREREXE , £ EC2 HTERBLAITHREEXRASLER 1.0.800.1 REFHRE, &E
BAREBERENWEBERERF , BITER® BF Amazon Inspector Classic XEREN 2R EESHT
BF 6 BEAEEXRAEARES 1.0.800.1 RIEHRE., IRERABMAREBEEXNEDENE
F, AIABEEKBRTE Linux EC2 #1TEE L ZEREBEXEFBXRELN EC2 #TER LZHRER
o

2. BMEA awsagent.env WIER , WFHEFHE /etc/init.d/ B&HH,
3. KTHERRE awsagent.env LIBEELIRESH

« export https_proxy=hostname:port
* export http_proxy=hostname:port
« export no_proxy=169.254.169.254

(® Note

EFEREMN IR BEEREBRBEERENESNPNE. A no_proxy BEIEEHTHE
BE i BHR 2EHY P 3l (169.254.169.254),

4. FRUTHS , BREEAXAXEABENMRSE -
sudo /etc/init.d/awsagent restart

REEXNEABEREFSHRELFEM Proxy RE.

5% Amazon Inspector Classic K EREANREXE MRZS Latest 58
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%8 Amazon Inspector Classic (R T

BREEREEN
1. BABAT Linux fERRMAT EC2 HTHER , THIHERLZRAEREN,

® Note

2% Amazon Inspector Classic X BREERMNFMER , 752 E Amazon Inspector
Classic X EMNEERKEME.

2. EEMRETHENREBEENX K BEATIHP—EGS
« 1£ Amazon Linux, CentOS # Red Hat £ , #I{T 5% :

sudo yum remove 'AwsAgent*'

« f£ Ubuntu Server £ , BT 56 % :

sudo apt-get purge 'awsagent™

£ Windows 1EZ %k L # A Amazon Inspector Classic X IERE R,

BT LARRED, 1% 1L FHE X Amazon Inspector Classic R ITHE. EA#IT Windows 1EZE R FHY
EC2 #i1TMHfE , ¥ HITAZEFHNEMERF. ME Amazon Inspector Classic X EMEE RGN FAE
A , 5528 Amazon Inspector Classic X BREZRKMET,

/A Important
Amazon Inspector Classic X228 Amazon EC2 HI{TEEIEER RIEREE, ©EH

T EEPEE R R IMDSV1 = IMDSV2) 95 1 R 2 IR ERETEEBPEER, B2
BRETEEDEESRAERAEEE , UE—F 7TH#H EC2 HITHEEI B ERMNEFIG %,

(® Note
AEHMWEHSEE Amazon Inspector Classic X EHFTE AWS [EiF gk,
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Amazon Inspector Classic (&SR
&
- BREIE{Z 1L Amazon Inspector Classic RERER , IREBEREEXREBEEHT
« &2k Amazon Inspector Classic KIERERERE
ZX X Amazon Inspector Classic K EBRERXWRIE X
- fEBRZH Amazon Inspector Classic KIEFER

BB =% Lk Amazon Inspector Classic (AR , IBRFEAEEXNEELEE
1T
BE., FAIBRZEAEER

1. FEEC2#TEEL  Z#IEMKB. #1T , AREWA services.msc,

2. MREABREXKDHT , WFFHMERY  SERBEEFEHRERBCHBHEES
1T : AWS Agent Service fl AWS Agent Updater Service,

3. ABEBRERER , FRBEABYIZE AWS Agent Service (AWS REBREXIRTS) |, $£&E1R2 Start
(B8, ZERIEAKINEE , MMEREEF A Started (ERXE) = Running (BL1TH).

4. MEARERERN , FE AWS Agent Service (AWS RERXRE) Z—TBEGR , RELEE
Stop (£ A). BERBKER , REREFR BRAZRH). TEREERA AWS Agent Updater
Service (AWS REEXNEHRE) , FAEERELIEREER LRERRVAEELIIEFNIEE
B,

5. FERFBREEARSCRELHIT , FEALKN EC2 HTERE , UFEABEEFUMMG IR
Ro BIfE C:\Program Files\Amazon Web Services\AWS Agent , REHTFIHH :

AWSAgentStatus.exe

HHTEER B MEERHTHAEERARE IR\ EHMBAERXNERA

&2 Amazon Inspector Classic X2 R E

£ EC2 #117{E 58 L 2 %3 #1T Amazon Inspector Classic KEBERX 2% , B8 Ragent. cfgiE
RHWRE  UEFREENNTA. & Windows EER#HK L , KRR C:\ProgramData
\Amazon Web Services\AWS Agent B#9 ., ERILFFEF agent.cfg BERER , BXEZRER
XNEA , BEFRE , BEEEN

BB == Lk Amazon Inspector Classic KEER , IRBFREEXR T EETHIT W7 Latest 60
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/A Important
MIUEREEE AWS Support 355 &2k agent . cfg EXR,

£%7E Amazon Inspector Classic A BRERANREBEXE

£EE Windows fEX R LIS RIEBRENK Proxy X8 |, A WinHTTP KRB, ZE[FH netsh
2NFAREREXTE WinHTTP Proxy , 552 B1E AR Windows Hypertext Transfer Protocol (WINHTTP) Y
Netsh o

/A Important
Windows E#{TERREXE HTTPS KE,

ERTIRERZ— :

EERARERREIN EC2 #/TEE 2R RERESX

1. TELUTH .exe 8F : https://dlwk0tztpsnttl.cloudfront.net/windows/
installer/latest/AWSAgentInstall.exe

2. (BEBEEESER) ARG TRRIFETRER PowerShell RE, A TH
AWSAgentInstall.exe WREFMNE , ABRHT WS :

\AWSAgentInstall.exe /install USEPROXY=1

ERABMTHPNRERXE EC2 BTERB LREREXE

1. BERENREXE , &£ EC2 #{T{ERR L#1THY Amazon Inspector Classic R RA LA
£ 1.0.059 HEFHmAE, EEHARBEEXNEBEHRERF , BIREBMEHIF L Amazon
Inspector Classic KEREX , IRERAEEXREEEIHITER , REREERXRERE A
1.0.0.59 REEFMMmAE, MRERBMARERXNBBDEHRESF , BIXLEMKRE Windows EC2 #
TEE LLEREEXEFBREL EC2 #TEB LRERERER,

2. FRMEBEHEIRESS (regedit.exe),

3. BIELATBEEH4ES - "HKEY_LOCAL_MACHINE/SOFTWARE/Amazon Web Services/AWS
Agent Updater",

% Amazon Inspector Classic K EREANREZE M7 Latest 61
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4. TELLESRHIEF B R A "UseProxy" HYE#{E DWORD(32bit),

5. EHEEMTABERES 1.

6. ®A services.msc , FERIEIRE F S, AWS Agent Service Hl AWS Agent Updater Service ,
REENBBBEERF. EMERFHIEMARBDE , 1T AWSAgentStatus.exe X (F2
BB 3= .E Amazon Inspector Classic REREN , IBRFREEXRREEFTPNIERS5).
BRRERESNMRE  IRBREEAFTREN Proxy,.

%8 Amazon Inspector Classic R EBE

BRZEREEN

1. B AHIT Windows {FERMR EC2 TR , EHPMERZE Amazon Inspector Classic f{IE
B

(® Note

% Amazon Inspector Classic XEHNEXERFNFMER , F2B Amazon Inspector
Classic X BRI EXRHEMEH.

2. TEEBH EC2 #1T{EEE L , 55511F Control Panel (32#]4&) , Add/Remove Programs (¥718/%BR) 12
o
3. HEEBREERXWFEED | BIZE AWS Agent , REBIRIZ Uninstall (EERZ %),

(iBH ) B Linux E¥ X% £ Amazon Inspector Classic (X2
NELZRETHNRE

AERERBASH Linux EE R B E Amazon Inspector Classic RIERERNZEIESBAERMNESRE
Fo

EERERARTHEAEXK BRRCRIVNBRHGENG D  IREERAEAETRHZIBRREENR
FEH. NLATREL , BRI S SREIHEEZEABHERARIRE,

MRHITAEEFNLSER% , 54 B Amazon Inspector Classic RERRANHBCERRES ,
FITRERR, FRABE AWS Support,

3

7

AR Linux FEER KA Amazon Inspector Classic VBN ERFEH EITEBGnuUPG , iER Pretty
Good Privacy (OpenPGP) BEARZ £ BUBENFKRRBITE®E. GnuPG ( LA GPG) EiB
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BUEZRUEIBRBNTEMRE, Amazon EC2 RMH LA ELBNEE  SUHRBIETHN
Amazon EC2 CLI T &, %1% PGP # GnuPG (GPG) HYF¥#IE A , 2 [ http://www.gnupg.orge

BE-SREYRBMHMEREIUGE. THERBHENLFER  RELRSBNEEERTABBNE
EE , REBBLFSBFIEEEN keyring. &M keyring RE—HE AN LREB, ELEEI L HSHR
MEEM %  DTATKRBEEAEINEE.

£}

- REGPGIE

- BENEALFESR

- REEHNEES

=4 GPG I E

MBEWEZERFKER Linux B Unix , BBEETREEZE GPG IE, ZEEAHIERBELZEELENR
7, BEDTRTIFETFEA gpg. MR GPG TEER¥E , £EEF GPGC W RIRTF T, MR GPG
TERZE K LEFIANRTHRTIZGTNIER, BUURBEERZE GnuPG E4.

£ UL Debian BE®EH Linux L&% GPG I E

AR IHEBIT T I T - apt-get install gnupg.

£ Red Hat 5E®H Linux L&% GPG T E

RARSEHBIT T IS - yum install gnupgo

BREMEALHERS

BEFHNT —ELSBREE Amazon Inspector Classic N8 €88 , WASEH B A GPG keyring FHIEEE
o

ER ¥ FE A Amazon Inspector Classic A B &8
1. FITUTHEHP-BIURESEMNULAE GPC RESBIEIA .

« & https://d1wkOtztpsntt1.cloudfront.net/linux/latest/inspector.gpg T &Ko
s RUTXFERSH K REBUFEE inspector.gpg WERH, BXIELLTAEIER
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ERAEER

Version: GnuPG v2.0.18 (GNU/Linux)

mQINBFYD1fEBEADFpfNt/mdCtsmfDoga+PfHY9bdXAD68yhp2mONyH3B0z1le/MXI
8siNfoRgzDwuWnIaezHwwLWkDw2paRxp1NMQ9qRe8Phq@ewhelL rQu95dwDgMcwo0
gf9m1ikKVHjdVQOqgNH1B20FknPDXxMDRHcrm1JYDKYCX3+MODEHN1K25tIH2KWezXP
FPSU+TkwjLRzSMYH1L8IwjFUIIi78jQS9a31R/c014zuC5f0VghY1SomLI8irfoD
JSa3csVRujSmOAf903beiMR/kNDMpgD0OxgiQTu/Kh39c1608AKe+QKK48kq07hra
hldpzLbfeZEVU6dWMZt1UksG/zKxuzD6d8vXYH7Z+x@9POPFALQCQQMC3WisIKgj
zJEFhXMCCQ3NLC3CeyMg3vP7MbVRBYE7t3d2uDREkZBgIf+mbUYfYPhrzy@qT9Tr
PgwcnUvDZuazxuuPzucZG0J5kbptat3DcUpstjdkMGAId3JawBbps77qRZdA+swr
0903 jbowgmf@y5ZS6KwvZnC6XyTAkXy2i07mSTAIRECTANTZzYzfp5v7uD7w8Dk@X
10rfOm1VufMzAyTu@YQGBWaQKzSB8tCkvFw54PrRuUTcV826XU7SIINzmNQo58uL
bKyLVBSCVabfs@lkECIesq8PTIOxMYfQJ421uATHYyYUnFTU2TYrCQEab70QARAQAB
tCdBbWF6b24gSW5zcGVjdGOyIDxpbnNwZWN@Ob3JAYW1lhemOuLmNvbT6JAjgEEWEC
ACIFAlYD1fECGWMGCwkIBwWMCBhUIAgkKCwQWAgMBAh4BAheAAAOJECROCWBYNgQY
8yUP/2GpIl40f3mKBUiSTe@XQLvwiBCHmY+V9fOuKgDTinxssjEMCnz@vsKeCZF/
L35pwNa/oW@0]a8D7sCkKG+8LuyMpcPDyqptLrYPprUWtz2+qLCHgpWsrku7ateF
x4hWS@jUVeHPaBzI9V1INTHsCx9+nbpWQ5Fk+7VII8hbMDY7NQx6fcse8WT1P/0x/
HIkKzzqQQaaO0f5t9zc5DKwi+dFmIbRUyaq22xs8C81U0DjHunhjHdZ21cnsgk91S
fviuaum9aR4/uVIYOTVWNnjC5]13+V1czyUt5FaYrrQ50v@dM+biTUXwve3X8Q85Nu
DPnO/+zxb73z3QCHXnuTbxZTjvv1600i8//uRTnPXjz4wZLwQfibgHmk1++hzND7
wOYAQ2]Js6v5FZQ1LQA0d7g2wuAlpg4MrolXzziDfy/9ea8B+tzyx1mNVRpVZY4L1
DOHyqGQhpkyV3drjjNZ1Eofwbfu7m60DwsgM15ynzhKk1lJzwPJFfB3mMc7qLi+qgX
MJtEX8KJ/iVUQStHHAG7daL1bxpWSI3BRuaHsWbBGQ/mcHBgUUOQIyEp5SLAdg9OFs
VP55gWtF7pIqifiqlcfgG@Ov+A3NmVbmiGKSZvfrc5KsF/k43rCGgDx1RVEgZvyI
Lf09+3sEI1NrsMib@KRLDeBt3EuDsaBZg0kqjbhgJUesqiCy

=iEhB

2. TE&FETF inspector.gpg MBS&PMGSRIRF LR , A TGS Amazon Inspector Classic
NEEME A keyring :
gpg --import inspector.gpg
T EEREUUTHER
gpg: key 58360418: public key "Amazon Inspector <inspector@amazon.com>" imported
gpg: Total number processed: 1
gpg: imported: 1 (RSA: 1)
BENEALFESE W7 Latest 64



Amazon Inspector Classic EREER
i N 2igE , ERESBLEFAITE. EoEHMNESP , £8EA 58360418,
3. HTUTHTURBEN , FU=ESRNERN key-value :

gpg --fingerprint key-value

HHTEEREULTHER

pub  4096R/58360418 2015-09-24

Key fingerprint = DDA@ D4C5 1QAE 3C20 6F46 6DCO 2474 0960 5836
0418

uid Amazon Inspector <inspector@amazon.com>

Lok Ll & HIFRR |, F8AE 2 fEE% B DDAQ D4C5 1QAE 3C20 6F46 6DCO 2474 0960
5836 0418 T£tEE, [EBEENSWIEMELEEZMNESBIEN, CTMEXMER, WRTHE
& , B L % Amazon Inspector Classic KEERZHEIETE , W& AWS Support,

REESHNERE

ZHGPGIE, BERMEA Amazon Inspector Classic A8 £i8 | YR ANEERIEETER , EBRMIU
BRLEETHBNEE,

BE REESHEE
1. ERPTRIFRL, BITUTHSTUTHZRESBHNEERER .

curl -0 https://inspector-agent.amazonaws.com/linux/latest/install.sig

2. EREMNEHZFHNG SR IRFTinstall. sigf Amazon Inspector Classic ZEERFEHIT T
we, URBEE, MEERBLAFE,

gpg --verify ./install.sig

W BEOLLTAR

gpg: Signature made Thu 24 Sep 2015 ©03:19:09 PM UTC using RSA key ID 58360418
gpg: Good signature from "Amazon Inspector <inspector@amazon.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
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Primary key fingerprint: DDA@ D4C5 1QAE 3C20 6F46 6DCO 2474 0960 5836 0418

MEHHEEEFE Good signature from "Amazon Inspector
<inspector@amazon.com>" , R AFBESHKINERFT , B LUEERNIT Amazon Inspector
Classic Z#IETH,

WMREHEE BAD signature A7 , FRELRBEERITERF. NREFERILOFE
AAERTEEN THNZEE , REREHE AWS Support,
LT RETREFINNETNFRER !

- B LB RBBRGEEEENRR | REETEEBNEEE. ERELZBANGEIRE , BAR
W AEHE Amazon Inspector Classic WEEA AE i, EEBHERHP  BFESHE AWS HAEW
ESZeR, T8 , BELERBPULTEH., EHBERT , EMIEZE AWS B,

« gpg : RERBEREEINER, ERTERESRAERE (FEEENEMA) B "HRIEEES -

MEFMER , 528 http://www.gnupg.orge

(1A ) B Windows #EE R # £ Amazon Inspector Classic LI
EAZEETENEE

AREBERARE Amazon Inspector Classic KX H Windows EERRLZRIETHERNENESRRE
Fo

EEREERARTHEAEXK A BRRCRIXNBRAGENG D  IREERAEAEBRHZIRREENR
FEH. NLATREL , BRI HEIHMESEABHERARZRE,

MRBHITAEEFNSRBE |, 4B Amazon Inspector Classic R EREXANW KB O ESNHES ,
NEPITRERR, FHABE AWS Support,

3

A TER Windows EEXRFE LA TEHRAEBERZEESHN AN , BHEEHR Amazon Services LLC
HEBERBNWIEBNERNERE :

E8 83 C53AF78CBA7CF5A247 E9B8 86 FC E9 68 EE 0B 36
EERWERE , FUTUATER .

1. FETEM AWSAgentInstall.exe LE—TBEAHE , REMEK Properties (Bt) RE.

(iR ) BERF Windows EE R # L Amazon Inspector Classic R EBRERNZEIECIBENEE MRS Latest 66
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2

BE BUEE R5|ER.

WEEBEF |, 1BIZE Amazon Web Services , Inc. , AR BEFHEN

I General (—fi%) R5I1EH (R RIEH) , AREIZ View Certificate (BRI EHE).
BEFEEARSIER  MRERER , FEETRTHNRNEEREEZLE,

O F#EE|F B Thumbprint (3E#) M ALE , RZRIEIZE Thumbprint (3880, EBE T HHWREH
FRNEERSUE,

- MRTHREPHEMERLTESEEMEE :
E8 83 C53AF78CBAT7C F5A247 E9 B8 86 FC E9 68 EE 0B 36

BARTETENREEXNREESTHBRAREN , IX2HRE,
s MRTHFHFMEAREPWVIEMER LRETRE , FOEIT AWSAgentInstall.exe,

(iR ) BERF Windows EE R # L Amazon Inspector Classic R EBRERNZEIECIBENEE MRS Latest 67
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Amazon Inspector Classic 5% B 12

& T LAME A Amazon Inspector Classic EEEEH AWS FHEEE (B AWS BERES ) REER
FEfRERIBERERE,

/A Important

Bl , ERMLEERESEEXENEERF LHITH EC2 HITHEE, NEXENEEREK
M B AWS EIHEREEF , 528 the section called “XEWNIEX RGN EE,

(® Note
WFERME EC2 HATERAMEREERR , F2H Amazon Elastic Compute Cloud 3 #F,

FE

- ERERNEVFMHEE

« Amazon Inspector Classic 5¥1& B #Z R #l
- BYFFHER

- MBERFFEEE

ERERUAENFEBEE

& E A& Amazon Inspector Classic 254 B BAETHMA , FEEREETSEBERM EC2 #1T
B, EERMATPRERNEFTHAE , ARBRFMABREHN BT ERME M AWS ER. Amazon
Inspector Classic &1 ﬁE_LH’J%ﬁﬂZﬁEUEﬁQ B EMNEITERE,

1l AWS EBHLS LB ENSR/NEY, fl , SLLUREESEGE A "Name, |, BEGEA
TMyFirstinstance. . ZEE#ITHEE 2% , BT LUMER Amazon Inspector Classic £33 A &# 1T 1# 8
VEEFLEE, TEECMHTERFSZAZERSBEY.

ESRR EC2HTEBURENGBERN , UNBRYACHEFIRERER , UERMERE AWS 1kRF
PEMAZRINERER, SHALER AWS BBIZINEBRER, Fli0, AWS EBBALRER
EC2 HTEBEUEBERTR.
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SERBAEEY EC2 HITEBRHEER , i ESE EC2 TERBN IR A EE L —XHiE, 8%
FBBRELER., S ERRERFRER NEERMEESE EC2 HTER,

WMEFHMES , F2REREES. WEERK EC2 HTERNFMEN , FBREREER.

Amazon Inspector Classic 54 B 1Z R #l

18 AWS IREHZ A LUEY 50 B EEE, MEHMET , 528 Amazon Inspector Classic fR#§
PR

EVFEER

&R LAE A Amazon Inspector Classic E#8 & ¥ 3 574t B &,

BuFHLEERE

1. A AWS Management Console , Y 7E https://console.aws.amazon.com/inspector/ : // BIRX
Amazon Inspector Classic £ A&,

2. HEEMMTIEE Assessment Targets (FEE E1E) , REIRIZE Create (BIL).
. 1E Name (B8) F , WATEEENER,
4. BITUTEE—IE :

- FEERFTEBEERE S AWS IRFNEBFHFTE EC2 #i{TER , FENFEHTERK
Vg

(® Note

FHEER K BAFGHTIIENRERXBE LR, NEFEFHENR A6 F2
BIAmazon Inspector Classic AR #5BR Flo

- FEEBLEQSELTHEETHN EC2Z HTER  FEEAERTH A AEESBE BN
E¥,

5. (EA) BUBER K SUNERNREREENKEAR , T BEEFHNME EC2 #iTEER LK
ZREREN, ZEFEALEE | 80 EC2 #ITREB MU ELZE SSM Agent MAFFEITH T 1AM
A, EERERT , SSM RERER &R EE Amazon EC2 Windows #1T{E58F Amazon Linux
# 17188 . Amazon EC2 Systems Manager FFE EC2 #1TEBN IAM SEREEGS , MBT
WETNERENZSEERNAG., WHEFMEN , 52/ Installing and Configuring SSM Agent
B Configuring Security Roles for System Manager,
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/A Important
WREC2HTERLEAMITHRERN , FEAUERUSHAERXMAIN B B
TER LHNREREN,

® Note

HRAAWAEER , KUNEEERBTH S REAERN R , X BEPHNAE
EC2 H{TER LR EREERN,

(® Note
B LAE A Systems Manager Run Command , £ 218 EC2 #11T{E%8 (Linux B#1T
{EBE A Windows M TEEFERAMERGS ) LERZEREER, NEHEEN , B2
B8fE A Systems Manager Run Command £ %18 EC2 #1T{E#8 £ L% Amazon Inspector
REER,

6. igj% Save (ﬁﬁ)o

® Note
BOERFAEEERE LWEEE ERARBBITHEEFITENE EC2 HTER. B
REE EC2 #TER , BB EHMETE, FTHEE ID. 1Pt , AREANKEREN
MEE, RERENMRRETLAE THIME : HEALTHY. UNHEALTHY 1 UNKNOWN, & Amazon
Inspector Classic f&Z¥IE EC2 #11T{E#E LEAEHTHHNRERENE , R UNKNOWN

=
RRE,

il BREPAE B 4R

BEEZMEBRFTFEER , FRTUATERF.

MIBR AL B 2 W7 Latest 70



Amazon Inspector Classic EREER

il BR A B

£ Assessment targets (& B ) HEH , BIFELEMBRNW B E , AERERE Delete (MIBR). HERE

RIRTE , FEE Yes (B).

/A Important
MERET (L B RE | BB RMEEBN AT ARG EAR, FTEH7T. AEERRERERAtBE
—GHRER

BB A LAEA DeleteAssessmentTarget API SR MIBREEAE B 2,
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Amazon Inspector Classic 3 8I &4 5 Al

BB LAE A Amazon Inspector Classic REHEZHFEEE (AWS BERES ) REEEENZLBE
MI®HE. Amazon Inspector Classic & & B BENTANRLABHEERNN LT A AEHETHE,

£ Amazon Inspector Classic FRAF , #AI2 Amazon Inspector Classic EFHEHTHEHTHZ

+HRE,

#£ Amazon Inspector Classic F , RAIGKEE., BEMLIEEIEATRNRANES, WELEIAE
BEREHTHOTER, B8 , Amazon Inspector Classic IR XEMIRE |, o] BRFFEENERE
Ro BERAEIABEAMETARANEF—/ N NED , AEHEREINFEERE , IARKEBENRS
EE, HEARR T HMNLAE , TeFZEYEHEARAROESEAREMRE., Ht AR AR
REHITNBREMSRSHBEL,

« Amazon Inspector Classic 1 #% 8 ) BB F ik
« Amazon Inspector Classic F#37 BIE4#

Amazon Inspector Classic H#7 BIfY B E M E#K

18 Amazon Inspector Classic R EEREMNBEMER. ETRL o MPREERUELERS —E
RANER. EXFAAREHEEEEREER , BEAHEZINTEE,

High (). Medium (), Low () =BFHRART Tt SBFMEEEHEANRENE, TBE, TH
MZENRLEE, EEERNERNERBBEERARNTEYE , UAREEBENSVERE.

Informational (%) R AR RARELT G EELSHEBNEEFHEENR.
DT REEEEREMREIEREENERS E

- B - BEREMEEREEES. Amazon Inspector Classic EBZFNHRLBBERARSMR , LEHE
M EMEE.

« FohBREMBEEEERS. Amazon Inspector Classic BEEE T —E AT AERI M SIS ELLRIRE |
MET—RBREEFHEE,

« K- EBREMHBAERTRE, Amazon Inspector Classic BEFISEILRERE | A RRRIEEHH —
B4 o

- BEAM - ELEBEMBEAM., REBEKNERER , SUNRRETHENR , I=RFNALERARA
MG B RN RS M,
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Amazon Inspector Classic F R I EH

Amazon Inspector FHE T AEAN T HRAUEHNEEMRASE .
R ET A
- HERRIEAREE

RS -

- ERNREHEE
« Center for Internet Security (CIS) BE¥#&E 151

« Amazon Inspector Classic W& £ REB

A8 BRI AR AE

Network Reachability £ R A& 2 T ENBKRARE , LSk EC2 Bi1TEBMNZ2IFE. Amazon
Inspector EAXMNAEFER A EELRNARFHTRZELNER.

Network Reachability R BIE#EH AWS R B Provable Security 518 K & i

EEFRAUAEENAESHERTET , FHNEREISS T RBERANEB BN FE (2 Application
Load Balancer =% Classic Load Balancer ZHEH#TEE). VPC BEERIEHEEHFEN

VPN MLGERR, ELERAERROUBFAELERETREEETINARKER  fINEEFTENRLH
#. ACL. IGW &%,

ELRAEER BB AWS RERAVEE R | WA EC2 T ERNMEREMARREHERNVE, &
AL EAMATERTH , LEFFANRRZSMRE  MEFTTREHSINEEHE , EfE
BRREMXBE , LEREB VPC HFERMN VPN,

/A Important

AR EHFTM EC2 BITERE , TFZE Amazon Inspector Classic RERER. T8 ,
ZEREEXTRERESEENEFTEEERENHERBEN. 521 Amazon Inspector
Classic TXENEX£RMK L2H REEX, IRREEXEERATIIEBEERBENHT
B L , AR EREIRIEHBBEEEZFTER LER,
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MEFHMERN , BRI EEERKEN Amazon Inspector Classic 3 | E#,
7 MRV RE

MEEREN RS TUTERNEERSRRE

« Amazon EC2 #1T{E 5

* Application Load Balancer

* Direct Connect

» Elastic Load Balancer

- EMRRSAE

. HEFRARER FE (IGW)

. W FEUREIEE (ACL)
- AR

- Z2#4H (SG)

- FH8E

- EBRMBER (VPC)

- EHLERE (VGW)

- VPC ¥ 3

JE #RBE 0 B
WRERAE D RAEREN TERE DSBS  EHERE VPC ARTEREZRH LR

+ Internet - MM REE (‘23 Application Load Balancer # Classic Load Balancer)
+ PeeredVPC - VPC B &R
- VGW - ERFERIE

BEEERR
SHEREREREN RN HSEERENRE , FEUTRANRAERR

* RecognizedPort

* UnrecognizedPortWithListener
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html
https://docs.aws.amazon.com/vpc/latest/userguide/SetUpVPNConnections.html#vpn-create-vpg
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

Amazon Inspector Classic

ERAEER

 NetworkExposure

RecognizedPort

BEARASRENERERTER, MREFEC2HTERLEAERS  EENREREREEE
HEEE FRERFEATHERERF. RBNBRBNZ2EE  WEENRERREEE —ERES

-

* RecognizedPortWithListener — © ¥ HYEH3% 1) 3% 1B 45 I Bt A T 4 1 0 8 1R PR AR B 1 B

R, MERFEEERERE,

* RecognizedPortNoListener - E#E M EBFEMBTH UL ERREBALER  MARKE

EREEENER

* RecognizedPortNoAgent - BB T EBFEBME TR LB HRAINIER. WRREEE

BHTEE L 2EREREX , RIEEH

TRAFTHERERTE

AR %%

SMB

NetBIOS

LDAP

i#1B TLS #Y LDAP
A5 B 8% LDAP

ZEIB TLS RVIE A E R B &
LDAP

NFS

Kerberos

RPC

TCP &g
445

137, 139
389

636

3268

3269

111, 2049, 4045, 1110

88, 464, 54
3. 544, 749, 751

111, 135, 530

REEARFEERE LB,

UDP Eizi8
445
137, 138

389

111, 2049, 4045, 1110

88, 464, 749, 750, 751, 752

111, 135, 530
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AR % TCP E#i8 UDP E##i8
WINS 1512, 42 1512, 42
DHCP 67. 68, 546, 547 67. 68, 546, 547
Syslog 601 514
5 EN AR %5 515
Telnet 23 23
FTP 21 21
SSH 22 22
RDP 3389 3389
MongoDB 27017, 27018, 27019,
28017
SQL Server 1433 1434
MySQL 3306
PostgreSQL 5432
Oracle 1521, 1630
Elasticsearch 9300, 9200
HTTP 80 80
HTTPS 443 443

UnrecogizedPortWithListener

EMRE LRARSIEMNEZEE  BEBEAEATHEERF. AR ERENAEEREREEEFNE
BEF , At REHEEE EC2 #1178 L% % Amazon Inspector KIBRER B |, FTREELELERF,
HEENAEEREES Low (IK) BREER.
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NetworkExposure

HWEANREERSET EC2 HTER LU ERERENREEF. BN EC2 HiTER LS EE
MHEENENRLFEES K ELREERSHE T —ETERN TCP M UDP EEE&HE, LEREMN
FAEHE R EH Informational (2#) BEZ K.

® RAVRE N Rk

HE4APWRBARBIGEEDIN EC2HITRERSRERERRBMEE (CVEs), HETHL
FARESHARBEERERERNEZE, TEUEFNTAM. CVE REALHEANELR RAESR
BERMTBERE. WEFHMENR , F2 M https://cve.mitre.org/s

MR E CVE HIBE Amazon Inspector Classic fHEEENRAERL RS | B LUE S https:/
cve.mitre.org/ BLER/E CVE B9 ID ( 30 CVE-2009-0021), SRS TiSMt CVE, BEY , UK
WEBREMERRNWFHENR.

HRE RBRRBHRE (CVE) RAIEH , Amazon Inspector EBETIRHH CVSS EAXRFFHH ALAS BRE
MER -

Amazon Inspector B E % CVSS EXR7DE ALAS BEM ( IR CVSS &
B9)

High >=5 Critical or Important

Medium <b5and>=21 Medium

Low <21and>=0.8 Low

Informational <0.8 N/A

Lt EH ISR R R 1 B B FTE EC2 MATER RS N RIE T 5IEEEEHPCVES :

« XBEIRER (#F B iE4LER)
« XBEIRER (1)

- KBRS (N EEF)

- XEIFEE (EEM)

- BN (ZHHR)
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- BUM CEE%AE)

- BUM (fR3)

- BUN (BB THE)

- TAEE (RR)

- DAESE ()

- TAES (28)
- TAES (BR)

« AWS GovCloud Fa%f (EH)
« AWS GovCloud XR&B (XH)

CVE RAEHESEHESN ; THBULEERBE CFEHTAEEMN CVE , HBEHELMBESR,

WMEFMESR , FBEZEEERHLN Amazon Inspector Classic £ I EH,

Center for Internet Security (CIS) E¥ZEi51Z

CIS Security Benchmarks st ZERRItERPHE, BRFE. UHLBAERNEXREELR , UiHEERBET
EMAEHEZ LM, AWS 2 CIS Security Benchmarks &2 T, #FE Amazon Inspector Classic 52
FEE , 558 H CIS 83 E#Y Amazon Web Services EH

Amazon Inspector Classic B B2t %I CIS BRFBRAUEH , LB E L TIEXERKN L& EREAR

RE .
Amazon Linux

e CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 1

CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 2

CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 1

CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 2

CIS Benchmark for Amazon Linux 2014.09-2015.03 v1.1.0 Level 1

CentOS Linux

e CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 1 Server
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e CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 2
Workstation

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 1
Workstation

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 2
Workstation

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 1
Workstation

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 2
Workstation

Windows

 Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 1 Member Server Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 2 Member Server Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 1 Domain Controller Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 2 Domain Controller Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Next Generation Windows Security Profile)

« Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 1 Domain Controller Profile)

* Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 2 Domain Controller Profile)

* Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 1 Member Server Profile)
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« Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 2 Member Server Profile)

 Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 1 Member Server Profile)

« Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 2 Member Server Profile)

 Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 1 Domain Controller Profile)

« Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 2 Domain Controller Profile)

« Windows Server 2008 R2 (CIS Benchmark for Microsoft Windows 2008 R2,
v3.0.0, Level 1 Domain Controller Profile)

« Windows Server 2008 R2 (CIS Benchmark for Microsoft Windows 2008 R2,
v3.0.0, Level 1 Member Server Profile)

MR E CIS EEHIEE Amazon Inspector Classic sHEHITAIEENBERZE RS |, E LU https:/
benchmarks.cisecurity.org/ : // TEEXMNEFM PDF R (EEREBRM ) . BEESEZREHIRE
It CIS BESEEEEE BREM , URABREEFANWFHFEENR.

MEFHMEN , FL2EABEEERHKMN Amazon Inspector Classic 1 AIE#,

Amazon Inspector Classic W& £ RIETEH

£ Amazon Inspector Classic # BIZRi# B ¥ BT BN R KR EERER L,

/A Important

Bl , A LAEFAT Linux B Windows #EERFKM T B E EC2 BiTERPIE .
EEFITHIE , AR R R EE BT Linux EXERRN EC2 ITERELFER
R, EERATEAEHIT Windows /EXRFEN EC2 HITHEBELRBEBE,

WMEFHMER , BRI EBEEZXRHHN Amazon Inspector Classic # AIE#,

ES]
- £/ SSH BEA

Amazon Inspector Classic I Z £ REEH WA Latest 81
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« X8 SSH A 2
- {2/ SSH HiEE T
- REERERER
- REEBRETR
- REZBEMM

- BA ASLR

- (A DEP

- BRERKEHIH

{#H SSH RE A
IR BB HE SSH HBRXRECREAT MARKEALN EC2 HITHE.
BREH

i
BRERE

BHFHEEFRTRE EC2 SITEEE , AREANFEAESER SSH £ARBEREA, ESHMRED
T AR B AL Th Y T RBEE

R B

BRAERTE EC2 H1T{EEE | LABFIEARIRFIER SSH B A, k2 , WFERFEAEEAN , BLER
£/ sudo LUR AR, ZE/=H SSH IRIRFEA |, 387 /etc/ssh/sshd_config BRF#
PermitRootLogin £%4& no , REEFHRE sshd.

& & SSH < 2
IR B RSB EC2 BT EREBREAXE SSH BAMES 11K,
BE

s
EERE

A EETH EC2 BTEBEREAXE SSH1 , EHEETRERERZEMNE BRI
o
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R R

BERLETMEEERN EC2 BTEREZREAEXE SSH-2 MEFHIRA, &= OpenSSH , &H]
£ /etc/ssh/sshd_config EHERE Protocol 2 FEREE, MEFHMEA , F2Bman
sshd_config.

= SSH H#iGERE

LR B BB R YE EC2 BiTEBRAREAXEERB SSH BAHEETERS 2 RE.

BEM
aakEd

R

AMEEETH EC2 BTEREREAXEEB SSH ETERI /BT, BREREZ IR IHBR
E RETVREFANSRAERNT DBE

R B
BMEBEERAE EC2 $TER L3EIB SSH #THFRE  YRAXENESRAERN S 558

FH, EERNBERADEDWHFMERINN OT8EMS., WMFEFHMERR , FF1EFS hitps://aws.amazon.com/
articles/1233/, MR EXERBERF , BV REZE SSH [AREFNAESEN IP 2it,

REZBRRAMR
IRRABRUE BB EE EC2 $/TER LRERBHRREAN.
BEH

A

BREFE

A BRPH EC2 BT ERAREEBN RREMHIR.
R R

MREERANRER  EREATMEETNME EC2 HITERREERNEREAH, EFE
ERAEEHERERR  UREEBRARBKIINER, EEL/REGEAEMSELEE , FEH

{ZF SSH ZiEE & MRS Latest 83
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chage T, BEAFMAERKREABERERBRAHR , BHE /etc/login.defs ERAM
PASS_MAX_DAYS 181,

REEBRRE TR
IR BB BT R A B EC2 ST EB L RERBH RN RE,
RE

s
BREEE
AMEEERH EC2 ITHEBARAREAEBNRE TR,
RS B
MREEANRER  BERERTLEFEPHNAE EC2 HTERRERRRE TR, BHEATRIE

RIERETRLD ZEEINERIINEAR. EBOLER pwquality.conf RPN THRERS,
THIRE : minlen, MEFMEN , 552 B https : //https:/linux.die.net/man/5/pwquality.conf,

MRFHITER Epwquality.confEEFER |, BAILAEA pam_cracklib. sofE#RE
minleni®EE, MFEFHMEF , F8Bman pam_cracklib,

minlen BHEEREA 14 ESF,

ARERIBEMM
BR BB H B RS B A2 EC2 $14T 1 £ RE B AR,
BEM
it
MEEE

MG EEFPH EC2 HTER AR ELZ B EMMBFINRT. ESREREEAREFTENES ,
MBEAEEENEAEEEHENESFIELERKRE,

fRIR R
MREBFEARE , BEELSTEEEFNME EC2 BT HEEREATE—CEENRBEM
., AZER , & pwquality.conf BEHPEATHEE : 1credit, ucredit, dcredit M
ocredit., MEFMER , /2B https:/linux.die.net/man/5/pwquality.conf,

ﬁ.\i
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MEBELBHAITEE LR ETAM pwquality.conf , BIAI A pam_cracklib.so #&#8

X7 lcredit. ucredit, dcredit M ocredit #1E, MEFMEN , FSBman
pam_cracklib,

BEZENTEHEDIREER -1, WTFAT
lcredit <= -1, ucredit <= -1, dcredit<= -1, ocredit <= -1

AL, remember IBIEMAARES 12 RE K, MEFMEH , 552 Bman pam_unix.

By ASLR

WHRAERYEREERATLEEED EC2 HTHEEMNIEXLXRF LN ZCEA BRI
(ASLR),

BEMX

i
BREEE

ST BB ) EC2 4T {ARRAA ASLR.
R R

RTHRETLEENZ M  BREBEBHIT , EEETAE EC2 BT ERMERRR LA

ASLRecho 2 | sudo tee /proc/sys/kernel/randomize_va_space.

B A DEP

LR A BRYE RS ERMAFME B R EC2 TEBRMNFERRE LN ERINITHERS (DEP).

(® Note
EH ARM EHEIRH EC2 TEBFEILBR A,

BEM
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BREEE

ST BB EC2 $1/7EMKAKA DEP.
HERTS B

BMEREEEBEEPRE EC2 MTEBMEXRM LA DEP. EAREREENVRIIRA
DEP URBENHITEREZZLEHE,
Eﬁfﬁ%\l AN E ﬁnq:—.l-

RS EIS EMENRRERETANRRB K LB , MERARERE (EARKRFEA
EREANERE) FERELBHNBE A,

BEM

| Tt

F‘ﬁmﬁ*“

EEFEBEN—E EC2 BITERITSIBERAETEANRKE &,
R R

RTHAEFHEENZEMAIEBREARRERERARR , FEEEDRSE EC2 HTEE LA
RRBEBRREAREHEARKRFEAERNZEANCERERS.
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Amazon Inspector Classic FF{h & A F LB 1T

Amazon Inspector Classic EBBFER L LR ARSI AWS BER , BEIERRZBENZ LR

#. Amazon Inspector Classic EERFNKEERNITAER (&R )., ERTEERATLEE, #
THEFZENMERRE , Uk AWS BERFBANGFHEN. #ZF , Amazon Inspector Classic 8%
wER , WEHE-HL22RUEHHTLLE., &% , Amazon Inspector Classic EE4£BEFE , X
B EREHERNBELEEE,

EERKBER  BUNEYHER (£%HE Amazon Inspector Classic 217 AWS WEIRES ) .
BE  BEYAGEER (ARZEMENEE), SAERAEARMEBTEEHT , EREREINEFS
EE—HBEER,

£

« Amazon Inspector Classic 5F{& &84

« Amazon Inspector Classic 5P &8 24 R i

- BVUFHHER

o MERFTALEEZAS

o FHEBT

« Amazon Inspector Classic 5 #1 17 R &l

- REBBTEEIER Lambda EHEHT

« £%%E Amazon Inspector Classic JBZI#) SNS 52

Amazon Inspector Classic 54 &4

AHAE AT R/ ABTEEAR , 2FTIEE -

« Amazon Inspector Classic ARG FE4 B ENRUNEH

« FMEBMTHFERE - ST SFTEHTHIRERBRER 3 2ES 24 /M, RAIZZBSFEAT
MFERBRER 1 M.

« Amazon Inspector Classic {8 FE L # TR FAERE RB XA Amazon Amazon SNS £E

« Amazon Inspector Classic Bt ( @/EY ) , &0 LUERE 68 L S L A M S TR EE A 9 RS
BRE
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Amazon Inspector Classic B FHLE A% | UG EMEM AWS EFR — K EL T AER, MEHF
HES , F2RESRES. AFTMEAN LEBTECEBMMAEEEHEELRNLE KK, H
# , Amazon Inspector Classic 2 F LR L EFE EENR A, SUEEEEEETRHRAFE
MAEMEEAY  KEEHEERENBEIEE I REHBENLZLEE, BTSN LERATEER
FERFRIREMNZ 2 RRE B BERRESHKNATEM.

/A Important
FIREM AR | MERETER.

Amazon Inspector Classic 5P &84 R i

BRI AEE AWS IRFEV &2 500 fEFHLEZA

MEFMES , BB Amazon Inspector Classic fR# Rl

FE RVAESSET RN
R IR LA

1. & A AWS Management Console , I7E https : //https://console.aws.amazon.com/inspector/ B
X Amazon Inspector Classic £ &,

2. EEBEBEED , iBIE Assessment Templates (FELEIA) , A& 1EEFE Create (1),

3. % Name (8%8) # , WA HEENER,

4. ¥ Target name (B ERRB) , BEES MM EE,

(® Note

BIAFAEAR  SuUFRATAEAERN ENTEE B ERAREEITEE ERET SN
B EC2 #ifT{HEE. HASHE EC2 H/TEE , EUBREEHEHE,. HITEE ID. IPi

i, AREANKRERMRE, REERXREATUETIE : HEALTHY., UNHEALTHY
A UNKNOWN, & Amazon Inspector Classic £ ¥IE EC2 #{TEE L REREHITHH
REREXE , F8T UNKNOWN AREE,

B A LAE A Assessment Templates (FEf4E548) EE LK Preview Target (FAE B 18) &
i, RS ECHELSEAPITE 2T EENHER EC2 BT,
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5.
6.
7.

10.

¥ Rules packages (RAIEH) , FEEECESETAEAN —RZERUEH,

£ Duration (8K ) , I8 E AN FFERRE,

(A ) B SNS =& , BEELRHE Amazon Inspector Classic FiE A ITMRENRAELRE
Iy SNS £, Amazon Inspector Classic AJ SAE%E T HIE 4R SNS B4 :

- FHMEBITERR

- FHMEBMITERR

- AHMEBITRECEE

- BRBEECEELE

WEERRE SNS FEMFFMER , 2B E Amazon Inspector Classic BAHIHY SNS F &,

(EM) 7 Tag (FR&E) # , @A Key (£18) M Value (fB) WE. B LUE S EEERHTE DIFE(4EE
Ko

(FEA) HEWEEHBEENEY , WARSIEBNENE. Amazon Inspector Classic 58
MEAFTMAEAELENFERESTE, SN EREMERFGEAR, MERRIERNER
BT EE NEFMENR , 5528 Amazon Inspector Classic &R R,

(ERA) MREFALSBARZEATIMEBERE , F51EE Set up recurring assessment runs once
every <number_of_days>, starting now (X E{RIRERLE , B <number_of days> X#I1T—IXE&
iFfE) ET R, MEA E TETREERHER (RE).

(® Note
B8 L ZEN S B8 | Amazon Inspector Classic € B B) BB REN I LHAITHRE
37 Amazon CloudWatch Events # 8], Amazon Inspector Classic EZ W2 HEEIEA
B IAM B fBAWS_InspectorEvents_Invoke_Assessment_Template, tt&@ A
CloudWatch Events ¥f Amazon Inspector Classic ER1#1T API eI, MEEZEH ,
2B R Amazon CloudWatch Events ? BA % CloudWatch SE4F#Y LA R & E 7 A I
Ko

(® Note
& AT LAUEIB AWS Lambda BEEERE B BFT 1T, MEFMERN , FSEEREBFET
HEIEIB Lambda BE#H 1T
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11. 1#$Z Create and run (B2 M#1T) =X Create (1),

il BREP A B A
EEMBRTERA , BRTUTRE,
RIRET (4 902

£ Assessment Templates (FEL&EIA) Bl , BELEMBROER |, AREZIEEZE Delete (MIBR), HIE
HERRIR R , FFEE Yes (B)o

/A Important
EEMBRATE S AR | BB AT, BEREAE ERERABEMER.

B O LUER DeleteAssessmentTemplate APl R MIBREF(LET A,

SHEBST

EENFGEARE  BuERACRABIEGAEHT. RESRSESE AWS IRENHITREA , B
LAERMERENERNREZEE T, MEFMEER , 5528 Amazon Inspector Classic FHE TR o

WREE A Amazon Inspector Classic £18 & , I A BRI L E AR EHBEHRE — X ITH (L&
K, BBEIITER , BULIER Assessment runs (FEE#11T) BEERERHITHEE, FH Run (#
7). Cancel (BUH) M Delete (MBR) KK, BUHRMBRHIT. SR AR ERTHFMAENR ,
SIEHITH ARN, AFTMERNRANEYS,. CEAZHTNERNBLES,

HRFEEANRERT , BSUEA Run (B117). Cancel (BUH) # Delete (ER) R
Assessment templates (FE{hE574<) BE X Assessment runs (FEEELIT) EEH.

il BRSPS 1T
EEMBRIET , BRTUATERF.
MR 4T

1£ Assessment runs (FHEEI1T) BEH , BIELEMBRAOBIT , AREZIZ Delete (MBER), HIBHERR
RBRE , FEE Yes (B).
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/A Important
MIERITE | BXFAITRIFR A BEE RMNFTE | S RS = — HIER

IR A[{EH DeleteAssessmentRun APl BRI E 1T,

Amazon Inspector Classic 54 #1T bR l
AL AEE AWS IEFRIES 50 , 000 BEFEHT.
REARSTHEETISERMN EC2 HTER | BTNRMRES BT,

WMEHMER , 5528 Amazon Inspector Classic FR#EER &lo

R E B B EIEB Lambda EBHAT

MBLAERETEOBBIEER | BT UL AWS Lambda TR AR Lambda B , JTHER
RERBDUT. MEHMET, , F2H Lambda WY

HEfEM AWS Lambda £ A5E B BFHEHT , FEIT FIIER.

BHEREEIR Lambda B B BHT

-_—

& A AWS Management Console , AR%EBB AWS Lambda £ A,

2. ZEEERP , BEERRGEE , AR EEEL Lambda EHE,
3. £ Create function (B EKE) BEHE L , 2 Browse serverless app repository (2% £ 7] iR 23 F& F

BAREE), ARETESWAUPH A inspector,

4. i## inspector-scheduled-run E[E,

5. ERE. RENFBEEL , BEBEEHEZEEEM CloudWatch BHRERE B B#THYE A HE
B, FERWMARABEBNER K RREBFHEREN, HFEREXNREHITHREER WS
15 P EHER—K, MEEZHE CloudWatch E4MBLSMEFMERR , FSBE L Amazon
CloudWatch Events ?

R EGEEY Enable trigger (BUFA B RA) EVAHR , AIRBEITHE , BTHRELAMR, %
BE LT EMHKERETE Schedule expression (HFRERIER) B PEENEHEN, MREEY
BB 5 T iE 12 Enable trigger (A8 ISR |, BU L EBRREZREBABMA L #E,
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6.

7.

£ Configure function GREESE) EE L , EE T3 :

« £ Name (B2#) ¥ , WAKENEE,

- (iEA) 1£ Description (#iR) & , & A Al By SR B R B HER,

- HRBITEERE  BRETERE Node.js 8.10, £ AWS Lambda % #ENode.js 8.10H 1T

Bf inspector-scheduled-run &,

- BREFHNKKEEBHTHTMESR, BEERE A assessmentTemplateArn HIREEE R
HERAITIERE,

. HWEHEEERXWTERME index.handler X E.

£/ Role (Af) MUK, MEFMEF , 52 E AWS Lambda FFAEE,

EEHTHEHE , SEE—E IAM B8 , AWS Lambda 25 BRB#T , WiEEBHITH B
AL, BEEMEEZE A Amazon CloudWatch Logs., £#H¥ & @B B B# T AWS
Lambda #ELL A, Bl , A7 BUIG AT SE6I BER M i REE IAM B ¢

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector:StartAssessmentRun",
"logs:CreatelogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": "*"
}
]
}

REREIRIE | REIRIE Create function (I EHE),

£%E Amazon Inspector Classic BHI# SNS £&

Amazon Simple Notification Service (Amazon SNS) & —1& Web fR% , AR ASEIEEIFT RV IR R
HEAF . EAIEAER Amazon SNS XREZE Amazon Inspector Classic FY &,

F%E Amazon Inspector Classic A SNS £r& MRS Latest 92
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HEERBHRE SNS £&

1. B3I SNS £, B2 HEFRE . E31 Amazon SNS =38, BT | F5ER Access policy
- optional (TFEREK - ) B, REBET NIRERAFTMGE , WEXAREEE

a.

b.

1£ Choose method (E#E %) # , i#$E Basic (BEX),

HYERHEATURGARIEE , BEEEREEN AWSIRF , ARELERY FTENEEHH
BWAIRFH ARN :

« US East (Ohio) - arn:aws:iam::646659390643:root

* US East (N. Virginia) - arn:aws:iam::316112463485:root

* US West (N. California) - arn:aws:iam::166987590008:root

* US West (Oregon) - arn:aws:iam::758058086616:root

* Asia Pacific (Mumbai) - arn:aws:iam::162588757376:root

* Asia Pacific (Seoul) - arn:aws:iam::526946625049:root

* Asia Pacific (Sydney) - arn:aws:iam::454640832652:root

* Asia Pacific (Tokyo) - arn:aws:iam::406045910587:root

* Europe (Frankfurt) - arn:aws:iam::537503971621:root

* Europe (Ireland) - arn:aws:iam::357557129151:root

* Europe (London) - arn:aws:iam::146838936955:root
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® Note

CloudTrail R €524 Amazon Inspector Classic M BIRIENFEREA . FrEEHM Amazon
Inspector Classic #R{FE S HFERMEEEF.

B-ESEMHUARERNESLSELEFRENETA. B EATHEEHE T5IEHE !

- FEREMFEHRER AWS Identity and Access Management (IAM) A &EZEAERHEH
- REZBRE , RECEATHEACEBES 2 FERAENERLLRRE
- ZFBEREEHHEAM AWS RERE

MEHMET , 5528 CloudTrail userldentity T,

T #% Amazon Inspector Classic H%#E 318 H

EHR —EERE  EBRBHUARERNEAIAREIEEN Amazon S3 f#FRTE#, CloudTrail B
BRUS-—VZEAFER, EHARKEEMARENE—FR , XTESHHF ‘REM’IE B)1F B H A B
B, UKk EAMEE ‘Rﬁﬂﬂﬂﬁﬁﬁﬁnﬂo CloudTrail BFE XK AT API FILAHEERBHEF , RtTE
BB EIERFHR.

T %I 345 B8 7~ 'R &8 Amazon Inspector Classic CreateResourceGroupi® 4R CloudTrail HEEEE

"eventVersion": "1.03",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::444455556666:user/Alice",
"accountId": "444455556666",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-14T17:05:54Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
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"arn": "arn:aws:iam: :444455556666:user/Alice",
"accountId": "444455556666",

"userName": "Alice"
}
}
I
"eventTime": "2016-04-14T17:12:342Z2",
"eventSource": "inspector.amazonaws.com",
"eventName": "CreateResourceGroup",
"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.179",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"resourceGroupTags": [

{
"key": "Name",
"value": "ExampleEC2Instance"
}
]
1,
"responseElements": {
"resourceGroupArn": "arn:aws:inspector:us-west-2:444455556666:resourcegroup/0-
oclRMp8B"
1,

"requestID": "148256d2-0264-11e6-a9b5-b98a7d3b840f",
"eventID": "e5ea533e-eede-46cc-94f6-0d08e6306Tf0",
"eventType": "AwsApiCall",

"apiVersion": "v20160216",

"recipientAccountId": "444455556666"
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£ Amazon CloudWatch E5#2 Amazon Inspector Classic
Amazon CloudWatch

IET LAE R Amazon CloudWatch 3R E532 Amazon Inspector Classic , EEHEFRHBERINEL RIES
A&, JAFENEFMVIEHE. Amazon CloudWatch 1RIEFEEZ , Amazon Inspector Classic €7 5 7 # R
HIEEEREIE R CloudWatch, EAIEAEH AWS Management Console, AWS CLIER API 248
Amazon Inspector Classic i ZE CloudWatch V51,

2F Amazon CloudWatch BYEFHIEH , 2B _(Amazon CloudWatch A EERE) .

Amazon Inspector Classic CloudWatch §1&

Amazon Inspector Classic i &2 Z B2 & T yiEE,

AssessmentTargetARN 354 :

BE EEPUN
TotalMatchingAgents REettEBENREEXHE
TotalHealthyAgents HFEeLEEERRRFNRERXEE
TotalAssessmentRuns Wik B TR E
TotalAssessmentRun ttEENEERE
Findings

AssessmentTemplateARN 51E :
B iR
TotalMatchingAgents RENHBErNREEXYHE
TotalHealthyAgents HFekEARAARTIRFHNRERXEE
TotalAssessmentRuns W EARHITARMEBE
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BE iR
TotalAssessmentRun WEANEEHE
Findings
EREEE
BE iR
TotalAssessmentRuns Itk AWS tRE R ITTIFEL BB
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£ 5% E Amazon Inspector Classic AWS CloudFormation

W XEH Amazon Inspector Classic BRI 2 E & AWS CloudFormation , FF2 B T 5 E:& :

e AWS::Inspector: :AssessmentTarget

* AWS: :Inspector::AssessmentTemplate

* AWS: :Inspector: :ResourceGroup

/A Important

MEXE AWS [EEH Amazon Inspector Classic 3 B|E#ARNs jBE | F20 EAREAE
8 Amazon Inspector Classic ARNS,
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B2 84 AWS Security Hub

AWS Security Hub B2 #t PR ERENTERE , AWS U HPERIBLREEXRENKEELR
MERE. Security Hub Bt AWS tRF., BBNXENE=FEFEBHERTRERELER , LiHE
o2 BBIBFESEEIEFNRERHE,

Amazon Inspector E& Security Hub FYE & 7] Z & A& BB BE# Amazon Inspector {&i% E Security
Hub, Security Hub & A#§ S LEBEEFEMAH T EMEBHN D H .

AR

« Amazon Inspector A FAERE REIEZE Security Hub
« Amazon Inspector EiEH B RER
- EIXEEEEILE
« &AM A Security Hub BFEH
« EH Security Hub FH B G REEFE

« Amazon Inspector Ky E B FHE & R

- BMAHREES

- WAFIEXEEEFE

=

Amazon Inspector A FAELE REIXZE Security Hub

£ Security Hub # , #Z&BEFEABBEREETER. FLBBERTERBAEMERE AWS HE=FH
SEBHEREINREE, Security Hub i E—#R Al , ARERNZLBEESELBEFTE.

Security Hub R ARBFIAELRREEBMEFEN TR, BUURRIER[BEFTEIIR , IWR
BERENFEEN. F2H AWS Security Hub EREEREHPHNMEREESE. £t LUEKRREEE
ENRERE, F2E AWS Security Hub £ & i8R P IV E B BB EHRIEN1E,

Security Hub FFFERIEEESHEREA AWS T2 RBIEBFER R (ASFF) RZ% JSON 1%
Xo. ASFF 2 ERIERR. SEENERUKLEBEEEBGRENFMER. S AWS Security
Hub ERA &P AWS Z2FAER R (ASFF),

Amazon Inspector 2#% & EE E X F Security Hub FWE A —18 AWS R,

Amazon Inspector AN AERZ R\

Amazon Inspector B4 EENMERERZ REIXZZE Security Hub,
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Amazon Inspector AR EFAERLERAWS &3 (ASFF) #&FAER R EEZE Security Hub, £ ASFF
i, Types WIRHERBAEBEER, Amazon Inspector WRERZERTLULEE T ETypes,

« BLB& N 4HAEChecks/Vulnerabilities/CVE
- BEMNERRE/AWS T4 RIEEE/BHREHED
- BENEERE/EENEREE/CIS EMa(LH%

EARBBEFELE
E Amazon Inspector EV HWEBEEER , BESER 2EREIEZE Security Hub,
L E A Security Hub RRE

R Security Hub AR , Amazon Inspector EEHEEBEEE , BERIRFIBBFEA L,
E 3 Security Hub RV IR GBS E

H BB B EIX E Security Hub # , Amazon Inspector E E#HBREE , UM EBEEZEHH AL
B, EZEH Security Hub 1 Amazon Inspector S &£ R4 A Amazon Inspector.

Amazon Inspector FELBIREHFE R

Amazon Inspector fERAZ£FERERAWS %3 (ASFF) #FAERE REIXEZE Security Hub,

LR 2 Amazon Inspector #Y BRI S & 4 R &5,

{
"SchemaVersion": "2018-10-08",
"Id": "inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f60cb6d443d8",
"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"GeneratorId": "arn:aws:inspector:us-east-1:316112463485:rulespackage/@-PmNVQTcd",
"AwsAccountId": "111122223333",
"Types": [
"Software and Configuration Checks/AWS Security Best Practices/Network Reachability
- Recognized port reachable from internet"
1,
"CreatedAt": "2020-08-19T17:36:22.169Z",
"UpdatedAt": "2020-11-04T16:36:06.064Z",
"Severity": {
"Label": "MEDIUM",

BEiX R EFELE MRS Latest 124


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html

Amazon Inspector Classic EREER

"Normalized": 40,
"Original": "6.0"

},

"Confidence": 10,

"Title": "On instance i-0c1@c2c7863d1a356, TCP port 22 which is associated with 'SSH'
is reachable from the internet",

"Description": "On this instance, TCP port 22, which is associated with SSH, is
reachable from the internet. You can install the Inspector agent on this instance
and re-run the assessment to check for any process listening on this port. The
instance i-0c10c2c7863d1a356 is located in VPC vpc-a@c2d7c7 and has an attached ENI
eni-078eac9d6ad9b20dl which uses network ACL acl-154b8273. The port is reachable from
the internet through Security Group sg-@af64c8a5eb3@ca75 and IGW igw-e2@09d785",

"Remediation": {

"Recommendation": {
"Text": "You can edit the Security Group sg-0Qaf64c8a5eb30ca75 to remove access
from the internet on port 22"
}
I
"ProductFields": {
"attributes/VPC": "vpc-a@c2d7c7",
"aws/inspector/id": "Recognized port reachable from internet",
"serviceAttributes/schemaVersion": "1",
"aws/inspector/arn": "arn:aws:inspector:us-east-1:111122223333:target/0-8zhlcWkg/
template/@-rqtRVOuUO/run/0-Ck2F6tY9/finding/0-B458MQWe",
"attributes/ACL": "acl-154b8273",
"serviceAttributes/assessmentRunArn": "arn:aws:inspector:us-
east-1:111122223333:target/0-8zhlcWkg/template/0-rqtRVOud/run/0-Ck2F6tY9",
"attributes/PROTOCOL": "TCP",
"attributes/RULE_TYPE": "RecognizedPortNoAgent",
"aws/inspector/RulesPackageName": "Network Reachability",
"attributes/INSTANCE_ID": "i-0cl1l@c2c7863dla356",
"attributes/PORT_GROUP_NAME": "SSH",
"attributes/IGW": "igw-e209d785",
"serviceAttributes/rulesPackageArn": "arn:aws:inspector:us-
east-1:111122223333:rulespackage/@-PmNVQTcd",
"attributes/SECURITY_GROUP": "sg-Qaf64c8a5eb30ca75",
"attributes/ENI": "eni-078eac9d6ad9b20dl",
"attributes/REACHABILITY_TYPE": "Internet",
"attributes/PORT": "22",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f6@0cb6d443d8",

"aws/securityhub/ProductName": "Inspector",

"aws/securityhub/CompanyName": "Amazon"

iy
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"Resources": [
{
"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:193043430472:instance/i-0c10c2c7863d1a356",

aws",
"Region": "us-east-1",
"Tags": {
"Name": "kubectl"
},
"Details": {
"AwsEc2Instance": {
"ImageId": "ami-02354e95b39ca8dec",
"IpV4Addresses": [
"172.31.43.6"

"Partition":

1,
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-4975b475"
}
}
}

1,
"WorkflowState": "NEW",

"Workflow": {
"Status": "NEW"

iy
"RecordState": "ACTIVE"

RAERERS

E B Security Hub BWE S | B BRUA Security Hub, IEGBM{AIELA Security Hub &
, 2B AWS Security Hub £ A F IR FHIEEE Security Hub,

= ﬂhf

T}

R [E KRR Amazon Inspector Ml Security Hub & , @ BEIRMAES. Amazon Inspector BA AR
BEEBEMIXZE Security Hub,

A= 1L EEEEEE
EEEZILASREEFEMEIAZE Security Hub , A LAER Security Hub £ A5 AP,

B2 BAWS Security Hub  EREER) PHNEANBARBEESHNFASERRE (E2E) RE
ARBEBESNFAELRRHRIE (Security Hub API, AWS CLI),

i
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Amazon Inspector Classic ARNs

Amazon Inspector Classic FHE{EEREE M#H A E4EEHEEHEEB A M — Amazon Resource
Name (ARN),

RAE

« Amazon Inspector Classic & JRARNs

- BAREBIEHR Amazon Inspector Classic ARNS

o XBEIRE (M)

o XBIRH (S eazibih)

- ZEIFEEP (hnFI# /e R b ER)

- XBEIAH (REM)
(&
(
&

- mAEE
- BXEE (B
- BmAEE

- BAEH (RE
- BOM CEHRE
- BN (ZER)

« BUM (]RE)

- BUN (BB EEE)

+ AWS GovCloud ( E£EIRZB )
+ AWS GovCloud ( XEIFER )

H)
)
SJE)
)
)

Amazon Inspector Classic EJRARNs

£ Amazon Inspector Classic 7 , TEER2EREHE. FHEE, FAEAR, FHHTNRER
R, EEERHMELEEIERIN K — Amazon Resource Name (ARN) , #1 R & Ro

ERER ARN &=
BREA arn:aws:inspector: region:account-id :resource
group/ ID
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ERAEER

AR
SEEE
FHEEA

S

BEBE

ARN #&3

arn:aws:inspector: region:account-id :target/ID

arn:aws:inspector: region:account-i
d :target/ID:template:

ID

arn:aws:inspector: region:account-id :target/ID/

template/ ID/run/ID

arn:aws:inspector: region:account-id :target/ID/

template/ ID/run/ID/finding/ ID

B A AR BIEHR Amazon Inspector Classic ARNS

TRETRFAEXEREGF Amazon Inspector Classic 3 BIE#H# ARNs,

ES-]

KEIRER (1)
X | 1)

DKXEE &
DAEE (RR
BN CER =@
BUM (B RH)

BUM (fR2X)

BN (B fE S FE)

AWS GovCloud ( EEIES )
AWS GovCloud ( EEIFSR )

HEARKBZEHH Amazon Inspector Classic ARNS
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ERAEER

KEIREP (FH)

RAEHERE

Common Vulnerabilities and Exposures

CIS FRRRLLBEEESERER

WRRIEARAE T

KEIREP (#EH ERzdLER)

RAEHERE

Common Vulnerabilities and Exposures

CIS FRRRLLBMEEESERER

ARN

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-InA8Zp85

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-m8r61nnh

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-cE4kTR30

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-AxKmMHPX

ARN

arn:aws:inspector:
us-east-1:31611246
3485:rulespackage/
0-gEjTy7T7

arn:aws:inspector:
us-east-1:31611246
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RAEHERE

Common Vulnerabilities and Exposures

CIS FXRREZLMEEESERR
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ARN

3485:rulespackage/
O-rExsr2X8

arn:aws:inspector:
us-east-1:31611246
3485:rulespackage/
@-PmNVQTcd

arn:aws:inspector:
us-east-1:31611246
3485:rulespackage/
0-RO1gwB5Q

ARN

arn:aws:inspector:
us-west-1:16698759
0008:rulespackage/
0-TKgzoVO0a

arn:aws:inspector:
us-west-1:16698759
0008:rulespackage/
0-xUY8iRgX

arn:aws:inspector:
us-west-1:16698759
0008:rulespackage/
Q-TxmXimXF

arn:aws:inspector:
us-west-1:16698759
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RAEHERE

Common Vulnerabilities and Exposures
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RAEHERE

Common Vulnerabilities and Exposures

ARN

0008:rulespackage/
0-byoQRFYm

ARN

arn:aws:inspector:
us-west-2:75805808
6616:rulespackage/
0-9hgA516p

arn:aws:inspector:
us-west-2:75805808
6616:rulespackage/
@-H5hpSawc

arn:aws:inspector:
us-west-2:75805808
6616:rulespackage/
0-rD1z6dpl

arn:aws:inspector:
us-west-2:75805808
6616:rulespackage/
0-3130tZiqQ

ARN

arn:aws:inspector:
ap-south-1:1625887
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RAEHERE

Common Vulnerabilities and Exposures

CIS FRARLLERELESERR
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W RRIE AR AE

ARN

57376:rulespackage
/0-LgnJE9dO

arn:aws:inspector:
ap-south-1:1625887
57376:rulespackage
/0-PSU1X14m

arn:aws:inspector:
ap-south-1:1625887
57376:rulespackage
/0-YxKfjFul

arn:aws:inspector:
ap-south-1:1625887
57376:rulespackage
/0-fs0IZZB]

ARN

arn:aws:inspector:
ap-northeast-2:526
946625049 : rulespac
kage/0@-PoGHMznc

arn:aws:inspector:
ap-northeast-2:526
946625049 :rulespac
kage/0-T9srhglz

arn:aws:inspector:
ap-northeast-2:526
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Common Vulnerabilities and Exposures

ARN

946625049 : rulespac
kage/0-s30mLzhL

arn:aws:inspector:
ap-northeast-2:526
946625049 :rulespac
kage/@-2WRpmis4n

ARN

arn:aws:inspector:
ap-southeast-2:454
640832652 :rulespac
kage/0-D5TGAxiR

CIS E (¥R L e HEREESEREZE arn:aws:inspector:
ap-southeast-2:454
640832652 :rulespac
kage/0-Vkd2Vxjq

B E SR EE 1 arn:aws:inspector:
ap-southeast-2:454
640832652 :rulespac
kage/0-FLcuV4Gz

ZEREER arn:aws:inspector:
ap-southeast-2:454
640832652 :rulespac
kage/@-asL6HRgN
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RAEHERE

Common Vulnerabilities and Exposures
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RAEHERE

Common Vulnerabilities and Exposures

CIS FRRRLLBMEEESERER

ARN

arn:aws:inspector:
ap-northeast-1:406
045910587 :rulespac
kage/@-gHP9oWNT

arn:aws:inspector:
ap-northeast-1:406
045910587 :rulespac
kage/0-7WNjqgGu

arn:aws:inspector:
ap-northeast-1:406
045910587 :rulespac
kage/0-YI95DVd7

arn:aws:inspector:
ap-northeast-1:406
045910587 :rulespac
kage/0-bBUQnxMq

ARN

arn:aws:inspector:
eu-central-1:53750
3971621:rulespacka
ge/0-wNgHa8M9

arn:aws:inspector:
eu-central-1:53750
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RAEHERE

Common Vulnerabilities and Exposures
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ARN

3971621 :rulespacka
ge/@-nZrAVuv8

arn:aws:inspector:
eu-central-1:53750
3971621:rulespacka
ge/0-6yunplol

arn:aws:inspector:
eu-central-1:53750
3971621:rulespacka
ge/@-ZujVHEPB

ARN

arn:aws:inspector:
eu-west-1:35755712
9151:rulespackage/
0-ubA5XvBh

arn:aws:inspector:
eu-west-1:35755712
9151:rulespackage/
0-sIBhCrOF

arn:aws:inspector:
eu-west-1:35755712
9151:rulespackage/
0-SPzU33xe

arn:aws:inspector:
eu-west-1:35755712
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Common Vulnerabilities and Exposures
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RAEHERE

Common Vulnerabilities and Exposures

ARN

9151:rulespackage/
0-SnojL3Z6

ARN

arn:aws:inspector:
eu-west-2:14683893
6955:rulespackage/
0-kzZGCqcEl

arn:aws:inspector:
eu-west-2:14683893
6955:rulespackage/
0-IeCjwflw

arn:aws:inspector:
eu-west-2:14683893
6955:rulespackage/
0-AizSYyNq

arn:aws:inspector:
eu-west-2:14683893
6955:rulespackage/
0-XApUiSaP

ARN

arn:aws:inspector:
eu-north-1:4534202
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RAEHERE

Common Vulnerabilities and Exposures

CIS FRZRLLEREESERE

ARN

44670:rulespackage
/0-IgdgIewd

arn:aws:inspector:
eu-north-1:4534202
44670:rulespackage
/0-Yn8j1X7f

arn:aws:inspector:
eu-north-1:4534202
44670:rulespackage
/0-525n74uu

arn:aws:inspector:
eu-north-1:4534202
44670:rulespackage
/0-HfBQSbST

ARN

arn:aws-us-gov:ins
pector:us-gov-east
-1:206278770380:ru
lespackage/0-31FKF
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