adws

REEmE
Amazon Inspector

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon Inspector EREER

Amazon Inspector: £ &IEmE

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, R EDSE Amazon BEZENHNFEH Amazon WEEZENEENE, A HEHMIE Amazon 5
ENEENAHRSEHEENME  SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon #B8f,




Amazon Inspector EREER

Table of Contents

53 a1 T= Ve oW (g T=Y o Y=Yo1 (o) i R RRRR 1
85 1) =TRSO 1
2 N Yo T T [ 1Y o =Yl o] R 2

o= OO 4
B AMAZON INSPECLOT B ....vceeeeeieeeeeeeeeeee ettt ae et et te et e eaeasseteeeeneeneseesenneeneaeens 4
AFIEEZRIE : B AMAZON INSPECION ...t 5

SR OO 7
Amazon Inspector BB R B B B ... e, 7
Rk i RS 8

2 B TR 9
AMazon EC2 T BB R M ..ot 10
ER L h kRO 10
il RO 14
= E kT i o 16
£ Amazon Inspector F I E BRI T B ..o, 16
B Ok (=E 28 < RPN 17
LinUX B T B B B R B AT ettt 17
I WIndows EC2 B T BB ..ottt 21
AMazon ECR B BB R R oottt ene s 23
AMazon ECR B R I T A et 24
e e R e RN RO 25
B R A R B A et 26
ERTE Amazon ECR BRI BIE R .o 27
R TaaloTe 6 RO 28
Lambda B BRI BRI T oo 29
g ok = 1 PR 30
Amazon Inspector Lambda BRI ... 30
Amazon Inspector Lambda BB R B ..o e 31
B R BB ettt 33
L2 E RO 34

IS BB oo e 35

Amazon Inspector CIS #F#i# Amazon EC2 #{T{EEEFE K Amazon Inspector ...........ccceeeeenene. 36
£FAE Amazon EC2 #i1T{E#E L3117 CIS # A Amazon Virtual Private Cloud ¥ 3% K
N0 4 F= o o T SRR PPP 36




Amazon Inspector EREER

e OF IS & RO 37
£ B Amazon Inspector CIS RBHHIZEEEIE AWS Organizations ..........cccceeevereereieniennn. 38
FAF Amazon Inspector CIS $##i#) Amazon Inspector # & Amazon Amazon S3 fF#1ZETE .... 39
BBIL CIS BRI RE ottt 40
BRA IS BB R ettt 41
REE IS BRI RE ettt 42
OISR 1 1 3 RO 43
Amazon INSPECIOr COAE SECUIMLY ....uuuueiiiiieie e e e e e e e e e e e e e e e e e e e e e e e e eeeeesessannans 44
70 3 SRR 44
G e - = e RS 44
BUBEFZERBUTFEL AWS KMS ..o 44

F VA= 2= RO 47
B BBIL BEE GIHUD oo ettt 47
B B BE Gitlab Self MAnNAged .........ccoeoveveeeeeeeeee e re e eaenn e 49
B B G ettt ettt 50
B R T B T B ettt 51
B R S .ttt en e 52
F Yk 1 RO 52
BRARIBHRAEAR ottt 54
=g RO 55
BRI A B ..ttt 56
R ek RO 56
B2 =R 56
S e W = RO 58
It =R 59
S B < i RO 60
E = = OO 60
a1 = RPN 60
S 1= o R 61
B R REIEEE ..ottt ettt 62
AR B I T B B B e 63
BRAR AMAZON INSPECIOT T B ...ttt et 66
AMAzZON INSPECIOT T3 B ..ottt e et eeeaeas 66
= SRR 68
R R R B B B T AR oo 68
B TR I BRI NE ... oottt 69




Amazon Inspector EREER

a1y )= 3 X S 69
S a3 RO 69

B B A R oottt ettt ettt enens 72
B B R B EE ...ttt ettt 72
£ Amazon Inspector 3R A A B M B B R .o 72
== OO 73

B YA 5= R 73

R BRI I BREIEEE ..ot 74
=g = RO 74

B BREELE AR Lottt 75
a2 D == RO 75

e IR N T ] SRRSO 76

BB 2 BRTE SO TR B e 78

SEE 3 0 BRI AWS KIMS KEY «.oooeeeeeeeeeeeeeeee oo e oo e eeeeeeeee oo eeeeeeeee oo eeeeeeeee 80

B A RN R R B B RIS .o 83
L 1= PR 85

5 EventBridge BB LB B RAIEIIE ..o 86
R B YOO 87

# 3 EventBridge 38 BILUBENIE Amazon Inspector BIREIEEE ....oovieieeeeeeee e 89
EAM Amazon Inspector ZIRFIRER EVENtBridge ....cccooveveeveeeeeeeceeeeeeee e 93
L7 RO 94
BRI IR ..ottt 94
2 E b PP 95
= i g = 3 <R 98
= i —ig 3 < 98
THE CVE BEHIEE TR ..ottt 98
CVE BEIEE R ..ottt 99
= SRR 99

B ettt 99

BEHE SBOMS ... ettt e e e e e e e e e e e 100
F N T Lo AR g ToT Y=Yt (oL - = VRO 100
SBOMS B B R ..ottt ettt 105
FRTEFNEEHE SBOMS ... e et e e e e e e e e e e e e e e eeea e 106
EventBridge BRI ..ottt et n et aeas 108
Amazon Inspector B Amazon EventBridge EREEEHEIR ..., 108
Amazon Inspector FEERBHEBIRETB ..., 109




Amazon Inspector EREER

Amazon Inspector ¥IRFFH TR B HRBIIBEIB] ..o 121
Amazon Inspector JHEEE B HEBIRETB ..., 124
Amazon Inspector BEIBRAEBIBIRET] ..o 125
SO M B B oo e e e 126
B9 Amazon Inspector SSM ZBFEZN LINUX ..veoveieeeeee ettt 126
FEBRZ 2 Amazon Inspector SSM ZMEEETN ..o 126

B Amazon Inspector SSM FAMBFEIN WINAOWS .....ooviiviieiceeceeeeee e, 126
FEBRZ 2 Amazon Inspector SSM ZMEEETN ..o 127
Amazon INSPector SBOM FEAEBS ..ottt ettt eaes 128
B k= o i RO 128
B R BRI R AR BT .ot 128
g3 oYo) 1 1T =Y o TSRO 129
T3z I o oY 7o 110 IR 130
EERBRBRE SBOM B A R e, 130
RS g - ] =10 Y RO 131

R GOTRUSHRFER ZHENIREE A SBOM ..., 132
I ERTEREEEIEE SBOM ...ttt ettt en ettt n e 132
#% SBOM f&ixZE Amazon Inspector BAFEBITEIE ...ooovvvvevieeeee e 133
] A R B AR T A DAL .o, 135
ERAEERENERA/D E R R E BT e, 135
L3 B = - 136
S T T = R ] Yo 1T =Y o FO R 136
FERAREIEAERIEITERRE (R ) e 136
Bz NN N - - A 137
R BT T R T B 0 BT oo 137

L = O R ] Yo 1T L= 14 TR 137
B R e e, 140
C(SE 23 0= ST 145
B R (=E 28 5] oA 145

N e Q= B = L o 5 = L 0= R 146

L DPKG BRI EE R R B S oot 147

L RPM BRI E R R B EE A oo, 149

(0 P Yo VT e B = = R 150
BT o) T TR 3 =T == R 151
MINIMO S B B G oo ettt 152

2 === OO 153

Vi



Amazon Inspector EREER

GO R B I oo 153
Java FBRERR I oo 156
JavaS Cript A R B .o et 160
INET BRI oot 166
PHP R R I .ottt 171
PYtNON B B oottt n e 174
R A R X - PR 178
RUSE R R I oot 181

A S B B BB B <ottt e e et e e e e e e e e e et 184

B R BRI R B oot 185
B R o = O SRRRRRRT 186

N o L= N =R 2% o =R 186
JAVA R R R B e, 188
eTeToTe =N =8 28 5= R 190
WV OrAPrESS A R BR A B B oottt 192
NOGE.JS T T I B R B oottt e e e et e et e e e e e 194
(O] =Yg S I ot 3~ R 195
2=~ OO TT 196
= =1 AP 196
B4 (T = 197
B URLS <o et 203
PUR L B e 203
BRZRBEZE ..ottt ettt 205
B o e e e 205
= 1 - PP 205

= A= 1 o 1 o) AR PP P PPPPPPRPOUPPPIRS 206
Y/ 1T o PRSP 206
eSO (oY e = B ) =2 s R 207
amazon:inspector:sbom_scanner BB ZER D EE oo 207
amazon:inspector:sbom_generator BRI L .o 208
(07107 B IR = TR 211
GG e W = OO 211
TEREY CICD FBIRTTIR oottt e ettt e et e et e s e et e e ateeseaeaaeeanes 212
=[5 ORI 212
B TE Gl D B I R S oo et 213
BT AW S R I oo, 213

Vii



Amazon Inspector EREER

B B B A B I oo 214
BRTE ClICD BE AT LAM B oottt ee e, 215
Amazon Inspector DOCKErile HEET ...........cccooeieeee et ete et eee e 216
5 Sbomgen DOCKEIE BEET .........c.ccooveieeeeeeceeeeeeeee e te et e ettt n e ete e eenens 216
IR DOCKEITIIE B EE .ottt e e et e et e e et e e e et e e et e et e e e s 218

F= Ry = I 0101 DI SO RO PR PSR 223
D 1. R TE AW S R oottt e e et 224
HEE 2. REESDOMGEN THENL ..o, 224
BB 3o D SDOMOGEN ..ot 224
FER 4. O AmMazon INSPECLOr SCAN AP ........ooieeeieeeceee ettt 224
(BA) $B5, HE—DPPEEFIRBHE SBOM ..o, 224
AP L B T oo e e 225
JENKINS TR R T ettt 233
D 1. R TE AW S R oottt 233
SE 2. ®% Amazon Inspector Jenkins ZMBFREIN ..o 233
(1BF ) $B 3. #% docker BABRIETIEZE JenKiNS ...oooveeeeieeeeeeeeeeeeeeee e 234
(IBA) SBB 4o T AWS B ARl oo, 234
FEBE 5. TEJenkins B B B HTIE CSS BB e 234

S ER 6. #& Amazon Inspector Scan FTIEERIIEE .....ocoooveei e 235
B 7. BARIEZH Amazon Inspector B ERE ..o, 238

B BB R T ..ottt et 239
B (0TI 2 5= VR 241
GIEHUD BE ..ottt ettt et e e e et e e et e et e e e e e e e e 243
GIELAD TTAF oot e ettt e ettt e e e e e, 243
fEF CodeCatalySt BIE .......cv ettt 243
S Amazon Inspector SCan ENFE ..........coooviiieeeeeee e 243
B B B B B ...ttt ettt e, 244
ST R B B B B B ... e 245
P Amazon EC2 ST EBEAI R EIE ..o 245
Amazon EC2 BT BB AR BB E ..ot 246
1 Amazon ECR R ER BREEIE ..., 247
Amazon ECR IR B I AR BB E . oo 248
$F{h Amazon ECR BB MRRAI R BB ..., 248
Amazon ECR ARSI IBIEAR BB ..o, 249
SEME AWS Lambda BRI B B BT ..o 250
Lambda B BRI AR B B ..ot 250

viii



Amazon Inspector EREER

=g e OO 252
THREREBEIRE BRI ..ottt 252
eI Ok = == (=PRI 252
L=k 1 (=R 253

BB T B R BRI .ottt ettt ettt ettt n s 254

B B T e e 254

b = = =t s R 254
o= = 255
BRRARERE I AmMazon INSPector I3 ....oov e 256
LY=Ly 2 TR 259
BBBREMREBIER ..ottt 260

BB R R oo 262
e W RS 262
BT A B o e et 262
HEEBHTIEZE Amazon INSPector BIR .......ccoooiieeeeeeee et 263

B R EE R .ottt ettt 264
£ Amazon Inspector BIRBEBRIERR ..o 264

2 TR 266
B B B oo 266

T & Amazon Inspector FIAIEFTE BRI ....c.oovieeeeeeee e 267
BAI AMazon INSPector BB R ..ot 268
= TR 269
=g RO 269
2 11 RO 270
LR 1 OO 274
BORIFEREE IR ..ottt 274

B B R .o e e e 275

B B D R oottt 275

B = TR 278
Amazon Inspector ZAIER IAM FEBELBERD ...ooooiieee et 280

B DBIBERBIB ...oooooeieeeee et 285
AWS B B BIR .ottt 289

R Sk = = PR 302
L R 316

g e Ny F=V o] T [ o Y=Yox (o) OO 318
(03[ T Lo N =1 I = 53T OO TTRR 318




Amazon Inspector EREER

B B B R ettt 321
B B 0 .o e e e e e e et e et e s 322
B R B T B et 322
BB R IEIE ..ottt ettt 322
AWS PrivateLinK ........ooooiiiiiiiiiee et e e e e e e e e e e e e e e e e e e e e e raaaa————— 323

B BB IR TH e e et 323

B L N T I Bl oottt ettt a s en s 323

B B oot e et e et e e et e e e reaans 325
#& Amazon Inspector B2 AmMazon ECR B A ... oo, 325
Amazon Inspector B2 Security HUD BEG .. ..o 325
AMAZON ECR B oo ettt et 325

B A B S oottt 325
R IR IR B I B S oottt 326
SECUMtY HUD BB oottt ettt et e et e e ete st et e e eneetesee e ennaneeeens 326
£ R Amazon Inspector BAREEEE AWS Security HUD .......cooviveeieeeecee e, 327

B FNERE Amazon Inspector B2 Security HUb BIZES . oo, 330
et Nl i R b OO U SR URROPRR 330

£ Security Hub F#48 Amazon Inspector BIZZEIRE] ..o, 330
R (= S I oy =TT 332
I B I E B R IT oot 333

S EBHIEERE - AMazon EC2 FB I .o, 333

S ENEZERMR . A Amazon Inspector #1T Amazon ECR B ..o, 336
BB BRI - CIS BT oo 338

B L B B TR ATE ettt 339
B R T AR AT EB S et 346
T EMNERNERETES  Amazon EC2 BREEREH ..o, 346
TR RETRES  AMazon EC2 R AT .o 347
MR ERETEES  AMazon ECR oI .o 347

I B BT T ettt 348

S ENFITE™E : Amazon Inspector Lambda BRI .....oooiiii e 348

S ENBITR™ : Amazon Inspector Lambda BB ..o, 349

FZFE AMAZON INSPEOIOT ...ttt e e ettt e e 351
FZFE AMAZON INSPEOIOT ... e ettt et e e 352
L B ..ot e ettt e et e e e —ee e e —ee e e —e e e e —eeeee— et ear——eaae— e e aa———aa— 353
T T Bl ..ottt ettt ettt ettt ettt en e, 354
AMazon INSPECtOr B B RAE IR B ..ottt 354




Amazon Inspector EREER

Amazon Inspector Scan APl B i B .. o 354
A T T BT AT BB oot 369
STHERBEEATER ..ottt ettt bt bttt b ettt ettt ne st ne e neens 374
AWS B BEIR .ottt et e ettt et e et e et e et e et e ete et e eteete et e eteeteeaeeeteeneeeteeteeaeeateas 390
...................................................................................................................................................... CCCXCi

Xi



Amazon Inspector EREER

ft &= Amazon Inspector ?

Amazon Inspector @ —EBREEERYE , TEHREIEESR  UHERBEESERRRENENN
R RE. Amazon Inspector E#RZEMIFH Amazon EC2 #1T1EEE. Amazon ECR FHI B ESME |
LAK Lambda B{¥l, B Amazon Inspector HRIZEIRBRAIEANANBEERER K CEELBEESE ,
EEEHRENFARE. B LUE Amazon Inspector AT API FEERIEEE,

ES ]

« Amazon Inspector #JIhAE

« 1ZEHY Amazon Inspector

Amazon Inspector B ZhEE

£ EE Z{E Amazon Inspector 1R F

MEEH AWS IRIBEEZERE |, £ LUMER AWS Organizations BBE—IREFEFEBRE, 5
WH%E , EBAILUE IREEE A Amazon Inspector WEREEERS,

RER-T , I AZEHEBEA Amazon Inspector, b4 , RERRKEMABWARS , EFAT
BE AR, Amazon Inspector ZREEESIRF A UEEEABRENBBRBEEERMIEER
E, ECERGFEKERFHNEAFAEERFHEN. MASEARERFHNFER , ARKE AWS
HEBARHENER.

FRERHEECNRERSANINERRE

£/ Amazon Inspector , R FEFBHE SRR ETEIFHE. Amazon Inspector EBBIRELFHKRFE
HENE®ER. Amazon Inspector ERBEBHEFHTHRER , UEETESIAFREINESE | BEFT
HENRE , i £ EC2HTRBPRENEN. REBHER , URBEHFEERNHTERRE
MK E (CVE), BBEFRZLIFEHEEHETRE , Amazon Inspector B BB MEEHE R /I,

5% B R R =R B A AR BR B BB | Amazon Inspector EEA BT URENREESE, AEERIER
B, SREEFNBERENZEFMEN. IREEEHESEREEE , Amazon Inspector & B &
BRI REEE WA EEE.,

£ Amazon Inspector &k 5 B R T4 R

FEZE Amazon Inspector EBFHBELRENMEEBEN , cREEACREESTENBREMS
2. Amazon Inspector ERERAREERFEELRE (NVD) EXSBHNRLMEE , URIBEER

e 3


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/inspector/latest/user/findings-understanding.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing.html
https://nvd.nist.gov/vuln

Amazon Inspector EREER

RETRE, S, MRFATEBRBEFNA , BETERIERRMERNFRBERER , BREA
BEEFRK Amazon EC2 #TEERAEL RM Amazon Amazon Inspector 28, It EIKA CVSS #%
X, 2 NVD RHMNERE R REFT2 R # (CVSS) 2B E N,

5 Amazon Inspector & &R B B ENBEFTE

Amazon Inspector BRI RLZLHBRBEERENVAEL R, BRI , EUUERRAERERNE

MEHAET . EBRRNESABETRERESESE. FREENMESE  URBEEENEESERS
L E&. Amazon Inspector EBRRFLUEMAERNEHEERNSETRTERAHATEEMNREGE

ENEEEE, tERTELFRREBIHEZNREFERANWEELTE., REBMBEEHMBENA ,
DRBERENFRRE R,

EATRTRAEEENBESE

BRT BRI 2L, Amazon Inspector A BRREHBEERE LR, WEEIHERENFMERER
R, UREAENRAEERNVFMEN. SUSRKENRREIER S, ENEBREE, E8ERES
BOERGRRGE— P EITAER. S FEAGERRGREBILEFREY , UEHEREAPTEEN
BREEE,

B AEREERGENZLERRELHERFREBS , UETHTEAEERIETNRERREE, &

HHLL CSV 5 JSON BHXEXL,
EF H A BRI MAMERENEIEREFE

AT XEEHM REMAFENES , Amazon Inspector 5T E 4 R 24 Z) Amazon EventBridge
MAREZEREMH. EventBridge R —BEMARBEHERERYE , UEEEBFTEERKAT AWS
Lambda BREH Amazon Simple Notification Service (Amazon SNS) £EZH#E, £/ EventBridge ,
BAUERENLLRBERA TEREPEFARERNEERBEBE,

MREBRA AWS Security Hub , Amazon Inspector th 2§85 B 2 # = Security Hub, Security
Hub 2 —ER¥ , IRZ 2 EMRREE AWS RENZERE , UiIFHEREBZLEXEENSEER
BMEIRE, FH Security Hub , BRI UER R ERNEELNEZEFTE  FARBREREEEZ Y
M —&B5 AWS,

#ZHY Amazon Inspector

W%

ﬂlm

Amazon Inspector KZHEB A £ AWS B35, 0% B A AI£ A Amazon Inspector W EIFFE | 75
B8 {Amazon Web Services —fi&Z2£) H# Amazon Inspector in B MELEE, BHEHE— 7T H AWS
B , 52K (Amazon Web Services —fig2 %) FHEE AWS EilF, Z8EEEYF , BULER
T %R AEEA Amazon Inspector,

1FHL Amazon Inspector 2


https://www.first.org/cvss/
https://docs.aws.amazon.com/general/latest/gr/inspector2.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html

Amazon Inspector EREER

AWS EXE R A

AWS Management Console RABBERAEBRNAME , TARELNERE AWS EiR. ERAXTES
W —E8 % , Amazon Inspector 12 & 1] Z & 7B Amazon Inspector IRE &R, EAILA#E Amazon
Inspector £ & #11T Amazon Inspector E#.

AWS S5 TR

R AWS iR ITE  BUERKNGSHEHGS , AE1T Amazon Inspector 5, FRGT
FILkERAFEAER, FHE, ELNEEREIT IHNESTE P ITEHGIEEER,

AWS REMmBH S ITE : AWS Command Line Interface (AWS CLI) 1 AWS Tools for
PowerShell, INEREMER WEFMEEF AWS CLI , 3F28 AWS e o5 A EEAEIERE. MELHE
FEA Tools for PowerShell WAHEEEA , 582 B AWS Tools for PowerShell {£ A& {57,

AWS SDKs

AWS 2t SDKs , HEH I EEARSERARMAESNEANEXENSEAERS , 2F

Java, Go. Python. C++ Ml .NET, SDKsizft¥f Amazon Inspector FME At BIEF], FEXERFTFE
AWS i, EMtEEREERNZBREEERR, EEHERVNADEABREEE. UEFRRTEN
£ AWS SDKsHE , F2REEEMNIE AWS,

Amazon Inspector REST API

Amazon Inspector REST API A E& LAFE X EEET 5 X7 E Amazon Inspector IRF &R, FEALL
AP| , I&TLAE#E#& HTTPS 553K {EiXZE Amazon Inspector, i , B8 AWS @5 % T EH SDKs &
B, EAL AP EELNERAEXNEREEFMEEN , fIUEEMEREZFR,

1FHL Amazon Inspector 3


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/powershell/v5/userguide/pstools-getting-set-up.html
https://aws.amazon.com/tools/

Amazon Inspector EREER

Amazon Inspector A P9

AEIRMEA Amazon Inspector ZBIEE B ER , AR FRAUMEA Amazon Inspector M AR1R
Amazon Inspector 1 & M Amazon Inspector API 7 ] Z/5 B A FI 5B RE,

E=:]

« BXA Amazon Inspector 2 Bi

- AFI#ERE . BUA Amazon Inspector

B Amazon Inspector 2 &l

XA Amazon Inspector Z 8l , {EZE T 5IE1E :
Amazon Inspector £ B35 R

LHEREEHREZBA Amazon |nSpector AWS EiF B . sHEEFTEIFERA Amazon Inspector
FIE AWS B , EEAFIHEREE BN R,

Amazon Inspector &2 I R E#E B & AWSServiceRoleForAmazonlnspector2 #
AWSServiceRoleForAmazonlnspector2Agentless

AR #%E 4 A & 2 AWS Identity and Access Management (IAM) FiE#E AWS IRIGHI &
., AWSServiceRoleForAmazoninspector2 1 AWSServiceRoleForAmazonlnspector2Agentless fi
#F Amazon Inspector FEUH1TZ £ 574 AWS IR FRER o

BEEEEEFTH IAM F 2 9] LABKA Amazon Inspector

fER IAM % BYERE , SURBENEAERAWS IAM Identity Center, 1S 7] 17 B S AR
FEREEHBEERE Amazon Inspector FTEMETAI, MFEFMER , FS B AWS TEEEE -

AmazonlnspectorFullAccess,

BEREESEHBRA

BERESEUREESXAERNEREMNERERENIFE., BIEFEER , Amazon Inspector EEFFIES
H¥H Amazon EC2 #1TER LFERELERHESZ. MEFMER , nﬁ%ﬁﬁ@ﬁﬁ Amazon Inspector &
# Amazon EC2 #17{88 Amazon Inspector,

Amazon ECR #### Lambda BRI T FEE SSM REER

A Amazon Inspector Z &l 4


https://docs.aws.amazon.com/inspector/latest/user/findings-understanding.html
https://docs.aws.amazon.com/inspector/latest/user/getting_started_tutorial.html#getting-started-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2AgentlessServiceRolePolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2ServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/users-groups-provisioning.html
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2FullAccess
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2FullAccess
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agent-based
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html

Amazon Inspector EREER

REEAERHEER SSM REENRBEHRRET, BREEXFHER Amazon EBS RREINEX
RER,

® Note
RIZTERR , SSM REREN B L2 £ LL Amazon Machine Image BEMEH Amazon EC2 #11T
B+, T8 , £ELEERT , EURFEFHHA SSM REEX, NFFHEA , F2
EIAWS Systems Manager ( £ E#EmR) PHEH SSM KEE,

BARARBBREHENTEEIME

MEFMEF , 552B Amazon Inspector E{E,

AP ERE : XA Amazon Inspector

ATERPANAABIULIIRFRE (KBRS ) NZIRFRE (ZREEEIRF ) BUA Amazon
Inspector, E&ELA Amazon Inspector B , CEEBHHRBREIEESR  URHEECMAREEERRIRE
MEANBERE,

Standalone account environment

THREFRPMMIE TEEPARERF A Amazon Inspector, & EURERFRFTARNEBA

Amazon Inspector , 58#11T inspector2-enablement-with-clio

1. FEREN BAEREA , REFE Amazon Inspector 324 |, #31tA https : //https : /https:/
console.aws.amazon.com/inspector/v2/home : //https : //lwww./www.micro,

2. EEBRBRMER
3. #IZRUA Amazon Inspector,

3

ERABIRF R Amazon Inspector i , R EMAMERKER., NERERFHER ,
28 7 ## Amazon Inspector FHEREESIRFEFNRERE

Multi-account environment

THEFRANMMAEETEAPAZTREESRS A Amazon Inspector, ZEEZURBRRRFTARAS
&R 5 RBX A Amazon Inspector , 551 Amazon Inspector inspector2-enablement-with-cli shell #§
.

AFIERERERE2 . BUA Amazon Inspector 5


https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agent-based
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://aws.amazon.com/inspector/pricing/
https://github.com/aws-samples/inspector2-enablement-with-cli
https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://github.com/aws-samples/inspector2-enablement-with-cli

Amazon Ins

pector EREER

®

Ath
IR

Note

& AFE A AWS Organizations EERFRERLEF. R B AWS Organizations EE IR
FALEEEREES., EEEREEEARFEETT. UFEFHEEN K F2REEZRE
BEEmENTI,

58— R BA Amazon Inspector B , Amazon Inspector

@AWSServiceRoleForAmazonInspectorBIRFE IV REZAE®, WFE Amazon Inspector

LURG

FRRKEFABNWER , F2/ FH Amazon Inspector B RIGEHE A B,

A Amazon Inspector I8 EZREES

1.

& A AWS Organizations BEIRF , RETE https : //Amazon Inspector & BRX https:/
console.aws.amazon.com/inspector/v2/home Inspector £ &,

o & @D

ALh
=N

26

EEFRBER,

EEREEET , WA AWSIRF ZEEEREREESZ W 12 LB ID,

BEZER , ARBREEER.

(EA ) MREEES AWS Organizations EEMRFBUA Amazon Inspector , FH7ERBEFF
A iEEFERUA Amazon Inspector,

B

EEZREESKR  KEFNMERKENARTERA. UEZREEERFWHEEENR ,
T fi# Amazon Inspector PV EREESRFFMRERS

APIZEEREE . BA Amazon Inspector


https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html

Amazon Inspector EREER

Amazon Inspector FH B B)RHEE

Amazon Inspector FAEARHCIZEREREZNERESFHRBEINENNREERE, E Amazon
Inspector HRIZIRBRARENNBEREER K CREUMESFE, BEE— XA Amazon

Inspector B , ZNIRFEBBEMAEREEE | % Amazon EC2 . Amazon ECR &
Lambda ZZF

(® Note
Lambda R FFHZRAM Lambda EFHE , BRI LARERRA.

£
+ Amazon Inspector 173 B R B8
- BRARHER

£ Amazon Inspector #&3# Amazon EC2 #1718 Amazon Inspector

& F Amazon Inspector ¥# 38 Amazon Elastic Container Registry & 25 R 5
£ Amazon Inspector &3 AWS Lambda B &
#£ Amazon Inspector F{Z R ER

Amazon Inspector #F i E R B EH
Amazon Inspector TR FHER , FEERAE AWS REPFHHFEERER,
Amazon EC2 &

B8 A Amazon EC2 ### 8 | Amazon Inspector 121 EC2 Hi{TEREEEE R ANS
#Z (CVEs), AR RERE, MREREIEE, FERENEXZFESELHRE. Amazon
Inspector EBFEALEEHTEE LN SSM REERXIEBHTERA Amazon EBS 1RFEH,
TR, MEHMET , 2B EH Amazon Inspector #F# Amazon EC2 #171EE Amazon
Inspector, RIFFEEE , EERA Amazon EC2 Bk , ERBMARESREENX, WHEFHAE
A, EEEREESEE,

Amazon ECR ##if

B & A Amazon ECR ###8 , Amazon Inspector 8B Z BRI E R IEERELRZE
AEREEERARRERHATEE. CULMEASERUREBELRE , LERBHEPR

Amazon Inspector 37 # 5B R BLE 7


https://docs.aws.amazon.com/inspector/latest/user/findings-understanding.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html#scan-types
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless

Amazon Inspector EREER

FHIZEMFIZE, Amazon Inspector 1B % 30 RAHERERERE 90 fWEHﬂE’JFﬁﬁ -
&, Amazon Inspector TEX SRLEEEIRMGK 00 K, B LB S B NRTE, MEFMET |
B Amazon Inspector ##3% Amazon Elastic Container Registry 7385 B %

Lambda fEXE1F 1

BB A Lambda 2B # 8 , Amazon Inspector SR ZEEIRE W FTHE Lambda HE |, I
YEREEMREERE. Amazon Inspector E1EZPE K Lambda E%ﬁl]}gﬁﬁﬁiﬁ’_ﬁ

#. Amazon Inspector EEEFHBMHEHH CVEs REFRECM. NERENHEMENR , F28
£ Amazon Inspector &3 AWS Lambda B &,

Lambda #1331 + Lambda B EIFE

E R Lambda 2 5B R , Amazon Inspector R FRERFE P Lambda EREFE , I
BHEMREEEABRE. EREANFEHEZIM Lambda MEH AR CVEs E’JFFH&‘E%#F
Mkt ERRALLFEERR , B AUMA Lambda ZEFHE., NEFMBER  F2HEAH
Amazon Inspector %1 AWS Lambda B ¥,

Amazon Inspector WX BELZ LM

LtiFEE AR A Amazon Q Developer 5|1 ZRFBHEFE—FERARIERE. F=FEREXHE
THEMERS HARBNERR, WEFMHEEH , 5528 Amazon Inspector WEXBTZ £,

R fr e A

EBULABER B AR RER, EXRMAREETEE | Amazon Inspector EFRRERBHENNSIKRE
o

Amazon EC2 &1

Etﬁ?ﬁ*ﬁ*“%% Amazon EC2 H{TEIEREHPEER K RARBRPEERARZTLEBVENRAE

TR, BEEMALFEERE , Amazon Inspector B HEIRS PAIERFEERE Amazon EC2 #
ﬂﬁ% , REHEHRRNERERENEE, RALGBRERE S ERTERRSIERPRE
EERENHTEERE,

Amazon ECR &1

LR EERE SR Amazon ECR PR BRMENRRFMEE, EERALRHEER  BTNSRLE
BTHEENFHECREREAFHESESEBEFEHE . BA Amazon ECR ##i#& , SR IERHZMRE
NERREFERSIERPIREAFHES DRENFHTE,

Lambda B #3131 + Lambda B EIFE

5 GEk R ki) 8


https://docs.aws.amazon.com/inspector/latest/user/code-security-assessments.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html#lambda-standard-scans
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html#lambda-code-scans

Amazon Inspector EREER
Lambda fZE#12 2 FEE M Lambda BIEEE, B4 Lambda EER#HIE L REEBE 90 KKRFH
ASEHMABIRE , REHIEATE Lambda BB, A Lambda &R ER , B LIE Lambda B

REIBEBPRRELRHEH Lambda HEHE.,

Lambda R BFHEIFH Lambda HBHHN BITEARAENR. BMA Lambda BXHHFHEE , R
BEREIBX 90 XABAREHEARBFE , MERHEAAE Lambda BB A Lambda HERHER , &
A LAFE Lambda MRS BEBF@REZ D Lambda HBEEFHEARIKE.

® Note
B LAE A S — A Lambda R Lambda B IBF .

Amazon Inspector Code Security

hiEHERERAE—HFTERARKEXE. F=1EARMEMM , AR Infrastructure as Code &
BRE. B Code Security B , Amazon Inspector 2R IB IR HEEHRRHEBREERS
BREXBERE. BA Amazon Inspector Code Security 2% , B ERRBHEEERSIZER PR
FERENENBRTEHE.,

SR ]

T 325183 IR £ Amazon Inspector F R BHHER,

(® Note
MRER AWS HHBHNEREES , B LUFEA shell ESHAZ AR ZERSRA
Amazon Inspector #F#EE . MFFHFMEF , 5526 GitHub £#Y inspector2-enablement-
with-clic &8 , F5EA Amazon Inspector ZIREEEF 9 EAR , REH AT B,

Console
BRAwR

1. BRI https : //https://console.aws.amazon.com/inspector/v2/home B Amazon Inspector

F2E,
2. EAEEALAN AWS B #IR , BERNEERAFEHERENES.
3. EEEEKT , BEIRFEE,

AR 9


https://docs.aws.amazon.com/inspector/latest/user/code-security-assessments.html
https://github.com/aws-samples/inspector2-enablement-with-cli
https://github.com/aws-samples/inspector2-enablement-with-cli
https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector A% ER
4. HIRFEEREL  ENEMRARHEEENKRS,
5. EERA A ARENECERANFEHEER,
6. (E®) AWS EBE #EERAZFHEENESE FESELESR.

API

BITEUH API B4E, EFERD , RUESEMARENIRS IDs, ERUEFR , UR—NZE
EC2., LAMBDA, ECRE{ LAMBDA_CODE , resourceTypesA\BAZERNWEFEE.

{#F Amazon Inspector &3 Amazon EC2 #{T{E#E Amazon
Inspector

Amazon Inspector Amazon EC2 ###E &1t EC2 M{TERENFEER K ARELPEERERETLE
RWEN A AIEITEE, Amazon Inspector BREHTEB RS EEHRBNARERELEE , XU
EXRBESE. Amazon Inspector 8 12 /NFHIT —IRBEEREEDBE , WRIRE EC2 H1TEREAE

FEENREESE  REUTSHZETEFARRRE,

SRR TUEANREEAAERRERBRRABE S AR, EMERETADERE
Amazon Inspector IAIRITR{E EC2 #4/T R N E BB EE ML T ERARE. RERARRE
&/ SSM RERXNEHBET , MERBRBHABE Amazon EBS HRIE LA WEHKEHE
.

Amazon Inspector A ZARFRANTEHRGE. EEE—IXEA Amazon Inspector K , ZHRF
SEHFMESNEH A EeCFEAMERESZ. T8 , ZUEREFENERE, NFENABARESE
HNEF  BFSRARAREEE, REIRMER Amazon EC2 BIEHNEA.

(® Note

Amazon EC2 BT SR HEEFRREMBENERRKE R  AIFTlARBEEREREMHE,
Fltn | & /var/lib/docker/A &zl A HATCETEARIRHATER,

REEAERHE

REEXNEBESEMEFTSERNHTEE L&A SSM REEXEEHT. BRREEXBRE
# , Amazon Inspector B FBBEL MBI ZHEMN SSM BEMNMBES | RENSITEBKENRE
EfF. RTHBEEXRREHFNEERBITFHE 2 , Amazon Inspector REREREIBHEALUER 8

Amazon EC2 #{T{EEFE 10


https://docs.aws.amazon.com/inspector/v2/APIReference/API_Enable.html
https://docs.aws.amazon.com/inspector/latest/user/findings-types.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agent-based
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#scan-mode
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html

Amazon Inspector EREER

Al Linux BTERPEABRXEXNRFAZSEFNEMERTL Linux HEBH Amazon EC2 #H1T1E
B Amazon Amazon Inspector RERE,

T3 FEREA Amazon Inspector ZI{AEH SSM REEFIHTREERNEFEH -

1. Amazon Inspector £ R MWRSE REII SSM B , UREHHTEBKEER, BHRELHITHE
A (Windows Hl Linux) , ELEBMESEREBSTERE L2EAHEXNURKEER.

2. Amazon Inspector £ SSM & T ERBBENESER,

3. Amazon Inspector 2 EHEMERE , W EHEMENINRBELERAETER,

(® Note
HAREREXEFEH , Amazon EC2 #1TEEXAERMEE SSM EE AWS tRF,

RHEeERNHITEE
MBHITEEZF S THKHE , Amazon Inspector #FERREBERNE S ERIFHSITEE -

- BITEREEXIENFERR. UEXBENEERREBE  F2E WREEXRFEH X ERMthe
section called “X B IEZE R : Amazon EC2 FH#",

« Amazon Inspector EC2 BERREER B IET S HERBTER,
- BTEEH SSM BE, NERIFNREABEREANERA , F28 =E SsM REEH,

REEXEFEHTA
FERARERXREIFES LR , Amazon Inspector 87 FHI1ER TRUE) EC2 TEBMNFIRIEFE
ISR B ETHY EC2 B 1TE RS,

BERABM EC2 HTER (Linux M Mac) L REFHEKE R,

« B Amazon Inspector &# M E RIFAMRE (CVE) EEHEEHERE , A% CVE BEEH EC2 #
17{E 8@ (Linux %1 Mac) fHE3 B,

B Hik

ik

Amazon Inspector 8 BFR TR FER EC2 MITEEMN LIXFEHBM. EC2 2% , E Amazon
Inspector §1f4 SSM EF ( FBERAE 30 7 ) IBPTEBEFFHEN , EEHLRIREENC , B4
EEZHTEBNE CVE BH 8 ZE Amazon Inspector BRI E,
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"‘—IJ«XWIIJEFMIEEEJ:EWM'T{IE*%%H‘“% A ListCoveragefi & , ME LIRIFH EC2 #1TE
ﬁlﬁ;no

RE SSM KERER

# 7 & Amazon Inspector EARERER B FH 5 EE8 Amazon EC2 #TERBHNEERIFE , #1TE
f8 %2 Amazon EC2 Systems Manager (SSM) A Z E#1TEE. SSM ZEHTEREZLELH,
17 SSM Agent , B SSM EEEBEHTERBMNT T, MREZDRKER SSM REEHTER , AIRKER
NEBHETEEHMI R,

RIZTEER , SSM Agent R E 1 R FE LE Amazon Machine Image (AMIs EC2 #{T{EBE £, MEFMAE
# , FBRBAWS Systems Manager  FREEM) PHER SSM Agent, F18 , BIfE2 &% SSM
REREX , BEURFEFHMA SSM REEX , BT SSM SF A REE BN HAITHEE.

THRFRBIMAER IAM FITERIERES Amazon EC2 #iTHEREAEASEHNTEE, BF iR
£ AWS Systems Manager & 5P E LS FHME AR ER,

AmazonSSMManagedInstanceCore 2 N TERIEREREZEANVEER, LLBEEE Amazon
Inspector EC2 IR FTENME T,

(® Note

BHETA LB B{CLFTE EC2 #/TEEEM SSM B8 | MEE(F A SSM FER T MBS IREEN IAM
HITEBRERE., MEFHMER K FSEERTHUEEHRERE,

Z%E Amazon EC2 #{T{EEER SSM

1. MREHELRERE N ARRE | FFREHE SSM Agent, MEFFMENR , FSBIEH SSM Agento

2. /A AWS CLI 3B SSM ﬁ,ﬂhﬁmﬁ TE#1T. WHEFHMENR , F2HRE SSM REER
REMBEBREER,

3. BT SSM EEHTEBMTT. SALUEBEY IAM #TEREREL S HEBEEZHHITERK
BT, BRPEBEFER AmazonSSMManagedinstanceCore R , B AR EH Amazon
Inspector IR FTEH SSM Distributor, SSM Inventory Hl SSM State Manager BY3F 7], WFT
B EREEFAUMNHTERBERE L EZSITERNRE , 52 EEE Systems Manager
Systems Manager BB {TEEEFF T o

4. (EM ) A SSM Agent WEEBIEH. MBFHFMEF , FSB EE{L SSM Agent I E#,
(ER) & Systems Manager %€ &£ H Amazon Virtual Private Cloud (Amazon VPC) i 2,
MEFHMEN , FSBEIL Amazon VPC i B,

:I:I‘H
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/managed_instances.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/prereqs-ssm-agent.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/managed-instances-default-host-management.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-automatic-updates.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html

Amazon Inspector EREER

/A Important

Amazon Inspector FEE& RS F Y Systems Manager State Manager B3¢ , = U SE BB
ERERXERE, InspectorInventoryCollection-do-not-delete MR & KE RS

B , Amazon Inspector @ BB & & KB,

Amazon Inspector Bt EEERERES U EERERBDTZTE
ffInspectorResourceDataSync-do-not-deleteBFEEIEVEE WER ., MEFMEE
A , S BAWS Systems Manager ( EAEEM) PHREEFNERERES ., SEKRF
BEEFHUTNE—HERENEASHE, NEFMEF , F2H SSM HmHAREFNERE
RESEHE LR (AWS 1RE SEES ) .

B RRFEHEN SSM EIR

Amazon Inspector EERIRF F Y ZE SSM ERF EEH1T Amazon EC2 ##, ERE— XA
Amazon Inspector EC2 i , B THER :

(® Note

R £ LR RS EUA Amazon Inspector Amazon EC2 13 # B i BR{E{TiE & SSM &
J& , Amazon Inspector B TR BHEREAEMEIELER,

InspectorInventoryCollection-do-not-delete

1E2 Amazon Inspector A% Amazon EC2 #{T{ERINEHRBERERNEREMN Systems
Manager State Manager (SSM) BB, fNRENIRFEH/HR WEEFHN SSM B3
BfInstanceIds* , Amazon Inspector A& X EAEE , MA_EM B S VBB,

InspectorResourceDataSync-do-not-delete
ERERERRFL , Amazon Inspector & A REKREHN EFERKE Amazon EC2 #ITREIBEIXE

Amazon Inspector #HE K Amazon S3 #7HT#8. Amazon Inspector MFFMER , FSEAWS
Systems Manager  £AEERM) PHEREEFHNERERES,

InspectorDistributor-do-not-delete

i& & Amazon Inspector AR F#H Windows #{T{EEEY SSM E3Hk, LLEIBISEEM Windows #
1T{EIR8 L= % Amazon Inspector SSM #\#ER . MRRPOMBRABHERNER , LEBKEET —
EEBERERZET.,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html#limits_ssm
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html

Amazon Inspector EREER

InvokeInspectorSsmPlugin-do-not-delete

i& & Amazon Inspector AR FE#H Windows #1T{EEKY SSM E3Hs, LLEJEETIE Amazon Inspector
FEANHENREREE , SO UERTREE BT ERIEE Windows #1T{EE. WEFMEE
#A , FSEFREWindowsE 1T E R IBHH BFT R,

InspectorLinuxDistributor-do-not-delete

iE & Amazon Inspector FiFA Amazon EC2 Linux JRERER SSM BB, RS ERMN Linux 3
1T{E 88 =% % Amazon Inspector SSM #HER .

InvokeInspectorLinuxSsmPlugin-do-not-delete

iE 2 Amazon Inspector Fi/A Amazon EC2 Linux jREMRZER SSM Ealt, LtEAEET 2 Amazon
Inspector £/ SNHEXREFH.

® Note

& &2 B Amazon Inspector Amazon EC2 B SiRERE
B , InvokeInspectorLinuxSsmPlugin-do-not-delete A 2B A SSM &R,

EBRAEEXFHE

EEMIRF RN BEESREEKEIEE | Amazon Inspector BESRHTER LEAEREEXFHR S £,
BERBEASREIAEEXAERNERERXFH , WHEEBA Amazon EC2 FH# R BB A,

HRERERENFM , Amazon Inspector A EBS REREENHMITERVERRER, BAERX
FHReERENTERRSAEERENERARARARAESENRR,

(® Note
B Lnux BT EEREEERAREXRTESEHRER ﬁ1ﬁfiii‘ﬁﬁ}£ﬁﬁ¥”ﬁﬁﬁ—l
ANER  MURKEBEEXAERNRBEIASERZEEMA — S9N ERE SN HEMEL
Linux BEBH Amazon EC2 #1T{EEH Amazon Amazon Inspector RERE, EWESE
BHENBTEEETEANEESE  BAREEAUREERNAERN A EZEREREERN
FEETRE,

T8 Amazon Inspector f1fAI i EBS IREBRINEEFLHTEREEXIFHE -

EARERERE 14



Amazon Inspector EREER

1. Amazon Inspector B EEZHTER 2 FIEHERERN EBS 1REB. E Amazon Inspector A E
B REBEERELENIRES | L InspectorScanER AERKRSIE |, WU —RHE ID A
BERE.

2. Amazon Inspector & EBS [E## APIs #RBHIER , WTFRECPREERE. RASEHET
MERBNREEEREBE,

3. Amazon Inspector EEREIRF PE LK EBS R,

HEERNHITEE
MBRHTEAFS THA , Amazon Inspector B A BB 15 A RBHATEM -

- BITEREEXENERRM. NFEFMEF 7280 B >REEXNEFHE X EMthe section called
‘S ENIEERM : Amazon EC2 1B

- FITEREAREES Unmanaged EC2 instance, Stale inventorysl No inventory.

- ¥{T{EERA Amazon EBS X & , YEBTIEP —BEERRHEKN .
* ext3

* ext4
« xfs
- JEiB Amazon EC2 HFRERETIHRIER , TEHRHMITHER.
- BEFYTEENUREZB /R 8, BEHKRNPREIZFR 1200 GB.

EAEBEEXRBETA

EENIREREBESRIEE , Amazon Inspector 8% 24 /NEHEFEERNATEEATERERESN
¥, Amazon Inspector 2/NFSERMNBEFTEERNOBTERE K EPSERE SSM REEXNH
HITER , RECEBEA NFEEFEH/TERESSM_UNMANAGED,

Amazon Inspector EEEREENFHEKXBHEHTEBERNIRRE , E3 Amazon EC2 #1T{E
B LIXFHEML. Amazon EC2

BRI LRFEERE EWBTEBREIRR , JEM ListCoverage® & , ME LXIFH EC2 H1T{E
BRERFR.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-accessing-snapshot.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html

Amazon Inspector EREER
EERERER

B EC2 BRI &RE Amazon Inspector ZEIRF F#11T EC2 B GEAMLERH A E, BN
R—AEEETH EC2 REBREEERBIRFHNFEEN, BIKRS RN Amazon Inspector ZEREEE
AUEERHER, BEEBRHEERNRES Amazon Inspector ZREEER | SBEEBDNFTER
ERFREREER. Amazon Inspector A T HIFHER

REEIEFE - FRIIFEEXF , Amazon Inspector ABERBEHRIREARERIEFTES
Eo WIRHEBEARSHRHELIRF D SSM ZEHTERE , ERFNRNERGFERHNDEHRN CVE
HTERHNEE, REEAERHELATSERNHITEBIEM Amazon Inspector RERE. ERH
AR F R TR R .

BERHE - ELREHEERX D | Amazon Inspector EFEARBEEREMERBEEX S ZNEASREEE
HiRE. HREZEIFRE SSM REERXWEE EC2 H1TEE , Amazon Inspector K EFRE
NAEBNA L, HNAKRTZ SSM EBNEKHITE , Amazon Inspector B EREREXN A EAR

S EBS ZRinHTEHE.

SEREER

1. FEREBHEAEREAN , REBEBIR https : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

EREEA LA AWS B ERE , BNEERE EC2 RHEEANESE,
ERZ2EEERN —MRERET , #IEC2 HH#ERE

EREREXT , ERURE.

BERERN K RARENREFRE,

o & 0N

% Amazon Inspector 133 Pk Kk 171 B2

A LAE A InspectorEc2Exclusion& #ELELWindows#I1TE# , & Amazon Inspector F##
FRHERR Linux#l $TEE, S SERERZAN, NEFHEEBNFEMEN , F2RELEN Amazon
EC2 &R,

B R ZEFEE R Amazon Inspector ##IEHEBRI BITEEEF , Amazon Inspector Ei$ETEBERASHE
B MAEAHEVMBESE, 1B , Amazon Inspector SSM AR ASEEW WA, BEHLIEWUA
ABER , BXEATFRITERPEERTHER.
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https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/work-with-tags-in-IMDS.html#allow-access-to-tags-in-IMDS

Amazon Inspector EREER

® Note
BAEERIRNHITERNE,

A BAILUEBERE AREAXEBENBHEERN AWS KMS €8 | fEREEXBHEPHERRNES
Y EBS Bi{BR[EInspectorEc2Exclusion. MEFHMEN , FSRELEH,

X EWERRMR

Amazon Inspector 81 # X EM Mac, Windows M Linux EC2 #{TEREBEEERREH DN
. ¥R Linux $1TEE , Amazon Inspector I LA EXEARXEXRFTEBSEHNWEES
B Linux &K Amazon EC2 #11T{E8H Amazon Amazon Inspector JRERE, ¥R Mac H
Windows #{T1EEE A RSBHEEERRKREH.

MESZEEXRFENET , BRETERER SSM REEXNWER TREMEEERE
Amazon EC2 #1171 B& iR RE

T
W
B

BA Linux BE#H Amazon EC2 #1T{EEH# Amazon Amazon Inspector i%&
ERsE

Amazon Inspector #EE Amazon EC2 B REEHE , LISRERE, BBRRERE , Amazon
Inspector 1838 Linux # Amazon EC2 #M'HIE-EFFEFEE‘WE‘QH;L{I'“. SEHMEHRE. Amazon
Inspector ERHFEANEBSEHAEXENTARER, T8 , BR T Amazon Inspector TEFZ R YR
29\, BB LG E BET B

(® Note

BRI ERARTHEBEBRREFARERE, T8 , B4 EEBIHEAN
ssm:PutInventory®l ssm:GetParameterff IR EMN A B,

% T ¥ Linux 2 Amazon EC2 #{TEBHTRERERHE , Amazon Inspector &F FAiEiB Amazon
Inspector SSM AR ERKENER, EEEE Amazon Inspector SSM BRI ¥ Linux ITRE
¥ZE , Amazon Inspector @ BB E & H InvokeInspectorLinuxSsmPlugin-do-not-deletelk
FHE3 SSM BH#. Amazon Inspector & 6 /NMRFHEZRH Linux B Amazon EC2 #1T B8R U EHTHY
ERAEXER.
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https://docs.aws.amazon.com/kms/latest/developerguide/tagging-keys
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® Note
Windows = Mac SI{TEREFXERERE,

REFER B AN E I Amazon EC2 #11T{EBEHI Amazon Inspector SRERE , SR MR EERIEMN
Amazon Inspector BET ¥ &, Amazon EC2

X8

- FREEARERE

» Amazon Inspector REBREN BFT KR
» Amazon Inspector JREREH B HEE
- XENEXRES

FHEERARERE

(® Note

HRE 2023 F£4 A 17 B2 #%RBUA Amazon Inspector BIIRFE | SREMEE Amazon EC2
BHETESRA.

1. FEREHNEAEREA , REBEBULRA https : //https://console.aws.amazon.com/inspector/v2/
home B9 Amazon Inspector 2 4&

2. REBERF , BEMEE , RREEF Amazon EC2 FH#RE.
3. 1 Amazon EC2 $I{TEEBHNRERET , £ AEHERREECHIRFRE BRI KE,

T LAME A GetEc2DeeplnspectionConfiguration APl , AR RRT A XBEE—RFNRARE, &
A LAfE A BatchGetMemberEc2DeeplnspectionStatus APl LA R iR 5 A R R E ZERF M A AR EE,

WMRIEIE 2023 F£ 4 B 17 B 2 BiEA Amazon Inspector , A LUEIB i A EiE =
UpdateEc2DeeplnspectionConfiguration API BIARE®RE, WMREZE Amazon Inspector FAEBIHY
REEE |, & LUMEA BatchUpdateMemberEc2DeeplnspectionStatus APl 3REXA & B S MK 2R F
WRERE,
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Amazon Inspector EREER
& T LAEIR UpdateEc2DeeplnspectionConfiguration APl B RRERE, EE

P BIRFELERARERSE, MRt , HERFAXEHRHEZEREEEEA
BatchUpdateMemberEc2DeeplnspectionStatus API 2R{&

Amazon Inspector JRERER BET R

& T LAERE Amazon Inspector 7E Linux Amazon EC2 #TEENRAERESHBFEHNBITRE., EX
FXE BT K , Amazon Inspector R EZEHTHNEHREPNMEFEHTHNEH

FIBIRFRZAES 5 BEFTKRE, BENEREESRUER 10 BEFTHRE,

BT THITERREE R 2N , Amazon Inspector IR # TG BFT & , Amazon Inspector R #EFIE IR
B

« /usr/1lib
 /usr/1ib64

« /usr/local/lib

» /usr/local/lib64

(® Note

BET RSN AR AR, Amazon Inspector T2 iFIHR STV AE R | HlMNERERRKH
| Amazon S3 ERRKH R,

KRBT
BRIBETEEEIR 256 BF . AT EBEFIHBERREERRMMAYEH] :
BRI

/home/usrl/projectol

(® Note

BRBTEEBNESFREH A S5, 0000 E4EFWERRE LIRS 15 58, Amazon Inspector 2
BRIBRERTRE , LBRELRF,
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Amazon Inspector EREER

£ Amazon Inspector E£# & F{EH Amazon Inspector API %7 B FT B &%

T HIFE 8188 an{a] £ Amazon Inspector 32 & F Amazon Inspector API FE&E Amazon Inspector
Amazon Inspector REREN BT, EEREBRIERZE , Amazon Inspector 1 T~ —XRER
BRI ERE,

Console

1. HUEREEE AWS Management Console &% A |, I 7E https : //https:/
console.aws.amazon.com/inspector/v2/home BERX Amazon Inspector £ &

£/ AWS B ERERREEZELEERA Lambda REFHN EHE,
REBEHET , BERRE , AREE EC2 BHERE.
HEECHNIRFHEIRET |, RERE,

EREXFHEP , BALH BT BE,

BEFHT

o o kM D

API

#,1T UpdateEc2DeeplnspectionConfiguration @55, ¥H , packagePathsigEEiRH YK
B,

Amazon Inspector JREREN BT HERE

RIETEER , Amazon Inspector % 6 /NEFHE Amazon EC2 #TERB W EEARRNER. T8 , B0
1T T Hlén 5 3 &) Amazon Inspector #ATULERRSEER,

e 1 FIHERREE D B 8RR A5

Ty R 9B IDInvokeInspectorLinuxSsmPlugin-do-not-delete,

aws ssm list-associations \

--association-filter-list "key=AssociationName,value=InvokeInspectorLinuxSsmPlugin-do-
not-delete" \

--region your-Region

ghles 2 ENEBAETSHHOER

Tyl eft AR B IDInvokeInspectorLinuxSsmPlugin-do-not-delete, &ALAHE
iE#Eschedule-expressionft 6 NEFEREAFMER , Hla0 12 B,
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aws ssm update-association \

--association-id "your-association-ID" \

--association-name "InvokeInspectorLinuxSsmPlugin-do-not-delete" \
--schedule-expression "rate(6 hours)" \

--region your-Region

(® Note

RIREHEARG , WREH ML$schedule expressionft 6 /NEERE AR , Hlt0 30
788, IR AEIBEH ssm EFREH,. EREREREE , MBETsE2IBEIE 5 5 REERN
Amazon EC2 #{TE .

XENENRTES

B Linux #17{8%8 , Amazon Inspector RERETUESXEARRERRTEEEMHNEXERRE
HHEEFE,

# Mac # Windows #{T{E# , Amazon Inspector JREREREELEFEXRREHNBEEE,
MEZEEXREBSHHMEEN  B2EIENENRES - Amazon EC2 RERE,

£ Amazon Inspector ### Windows EC2 #11T{&E##

Amazon Inspector & BB RZEFA XEHNWindowsHITEE , WiETCHESEEERET K EFEEM
BEANEE, NEXEMLEHTERNENR , 528 Amazon Inspector TEWNEZRFEMNENLETEE
S. Amazon Inspector 8 EH#TWindows . WindowsH{TEBEERERFE A REE 6 M
BE—R. TiB , BN EE - RBEEAREZEHRBR.

B Amazon EC2 ###8 , Amazon Inspector & A& WindowsERZE Y T %) SSM 8

B . InspectorDistributor-do-not-delete, InspectorInventoryCollection-do-
not-deletef InvokeInspectorSsmPlugin-do-not-delete, &ZEEEMWindowsH1TEEE
%% Amazon Inspector SSM #A\#MEX , InspectorDistributor-do-not-deleteSSM E3H#
g{EA AWS-ConfigureAWSPackage SSM X#H AmazonInspector2-InspectorSsmPlugin
SSM Distributor £, MFEFMENR , F2EEAR B Amazon Inspector SSM A2 X Windows,
A7 WEHTERERIELE Amazon Inspector FAERR | InvokeInspectorSsmPlugin -do-
not-deleteSSM BB S =B 6 /NEEHI1T Amazon Inspector SSM AHER ., FiB , BaLUEH
Cron % Rate RIEXN R BT IERE,

#Z# Windows EC2 #1171 B8 21
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https://docs.aws.amazon.com/inspector/latest/user/windows-scanning.html#windows-scan-schedule
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https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
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® Note

Amazon Inspector FEER B BURTAMEFEEES (OVAL) EXEREH A S3 MFTE
inspector2-oval-prod-your-AWS-Region., Amazon S3 fEZEri8 2 S ARIRHEN
OVAL E&., TEESIIEL OVAL B, BBl , Amazon Inspector & #H CVEsRTHRYH
TR,

Windows #{T{E#&# Amazon Inspector 173K
HEBHWindowsHT1ER , Amazon Inspector BEHT AR A FHIRA

- HITEER SSM ZEHTER. WFEREHTERETRENET , F2H8 2E SSM REEK,

- HITEBEXERREZIENWindowstEERRZ—. NEXIEBFERFENTEBFE , 52/ Amazon
EC2 #1TERMEEE.

- H1TER 2 %% Amazon Inspector SSM A ERN ., Amazon Inspector EER IR I EHTERES
ByZ 2 Amazon Inspector SSM AR . WEABHEIAWFAEN , FS2AT —EE=E,

® Note

MREH MR EREEHBBEMARZEE Amazon VPC H#{T , Windowsiz#HEEEN =
HEESFENEE, Amazon S3 ik B, BHE 7B UN{IEZE Amazon S3 Amazon VPC % , 552
B {Amazon Virtual Private Cloud & {EmM) PHEILFHERS. WRER Amazon VPC
im BhBUCR PR HI 4\ EE S3 ME TR FEL , B AR AFFEE A Amazon Inspector #EFERY
RFATEE AWS Bl |, R TFIRBERAREGEITERYN OVAL ER., REFFENZIL
& : inspector2-oval-prod-REGION,

SR Windows 11T {833 Ht0 B ST R

EATLAER SSM BInvokeInspectorSsmPlugin-do-not-deleteBdBiERE Cron REXH|
Rate F&RiZEX , REF] Windows Amazon EC2 #1{TEBFHE 2 BN REE., WHEFHMEER , FSEAWS
Systems Manager ( fEf&#m) HIZSZE . Systems Manager B Cron #l Rate RiEX , REAT
HIERo

RTHEXHBEGI PRI, FAERRKERXR Cron RIEX , BWindowsH 1T BB K 17 H EF 2R TEERM
6 NFRER 12 N,
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Amazon Inspector EREER

T5IEHIFEEEE Associationld AR E & HWEIBiInvokeInspectorSsmPlugin-do-not-
delete, BWAILAEITT %I AWS CLI a5+ 2R#EEN Associationld :

$ aws ssm list-associations --association-filter-list
"key=AssociationName,value=InvokeInspectorSsmPlugin-do-not-delete" --region us-east-1

(® Note

Associationld 2EEH R , Rt BEELEINEE A — ID AWS EiF, A& , BRI BT
WEREFEAEWindowsHTEBREBITBEIENSEEEPWRHEEE,

Example rate expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "rate(12 hours)"

Example cron expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "cron(@ 0/12 * * 2?2 *)"

£ Amazon Inspector ### Amazon Elastic Container Registry &

am AR {5

Amazon Inspector €% 177 Amazon Elastic Container Registry FHI RGBS ERE |
DEXEHREEEEE, E2MA Amazon ECR ##8 , LA LA Amazon Inspector 2 EAFAE
BB RIF R ERE

(® Note

Amazon ECR R Z B BURAF IR F AWS ZFEA, LEEEFMIW Amazon
Inspector APISSAETR BN A EF T, REEBKBERNWEER , BF8%E
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Amazon Inspector EREER

PutRegistryScanningConfiguration H ¥ ecr: * BI{E= deny, ERAFIER
Amazon ECR ##l , ESEHBHEBRFLEER

FEREREHE  ZUERFESEATHERFEHEIBTTFDEHE. BRIERERE K BUUEEHE
BERBRHELRAFNENGIESEGRT. NEERBHENILRAIFE 2 B ZE ENside-by-sidett
B , 5528 Amazon Inspector & BB E,

@ Note

EARFHREIB Amazon ECR Rt HGTE., WFEFMEF , 5528 Amazon Elastic Container
Registry B8, #A@HEIBHLIER Amazon Inspector IREWEHE, MEFHMEHN , FSH
Amazon Inspector E{&,

nI‘H

MEFWMMAEA Amazon ECR BN EF , F28H MAREELE, nFNAREREFTENER ,

2/ £ Amazon Inspector F EEBEFE, IFEBRNAERGERRREESTSENEN , F2 Eﬂ
{Amazon Elastic Container Registry £ & 1E/) FHBGRFEH. SHIUE REE AWS R &
ERARERBHEIESE |, H%0 AWS Security Hub #1 Amazon EventBridge,

AEIR AR Amazon ECR B ER , WERAWMAEEE Amazon ECR R EREHREFEH,
Amazon ECR B#ENFH1TA

B8 %E — XA Amazon ECR ###i 8 , Amazon Inspector €1&38iB % 14 RAHIEMNBEG, R

# , Amazon Inspector & ?ﬂa#ﬁ g, WASTRHERAESRE S active, MERAZERIE , Amazon
Inspector EESIR &4 | BRI 14 RAKEIE (F85% ). last-in-usel BEIRTE 14 XA ( FE85% )
ZEE'“*E’Jii‘ﬁh}ET—ir%ﬁhFEJWh}E BB, ¥ 2025 F 5 A 16 HZ B K Amazon Inspector
WRF , AR ENRE , UERIBE 00 RAKERRINE R, MEFHENR , F2HEE
Amazon ECR B FERA.

HRAEERIE , Amazon Inspector 87 T HE R B B2 EHFIRARHE -

- BEHIERNTSMGE,
- BE Amazon Inspector #SFTHNE RREFHEE (CVE) HEFEEZHERE , B CVE HEZXASM
BHEER (ERFERE).

MRBEHEFHERS RERTE , ARSEHEZERERZR,
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BRI LURIRFEEER LN ARMEESIFEE , FiFEA ListCoverage APl , BRE LXRERBMER
BERA. Amazon Inspector & E 3 Amazon ECR BR&H L)X R , UAEETHIEH -

« & Amazon Inspector 55 & 28 B R I ¥ 14 43 1 B o

« & Amazon Inspector E¥fRHABFNEGR K FASFERRTETNGNFERRBFNEE (CVE) EE
E#38E Amazon Inspector EHIE,

R BRRERRE EHITHAIRER

Amazon Inspector EiBAS R 2B & IR ST =% Amazon Elastic Container Service (Amazon ECS)
Amazon Elastic Kubernetes Service (Amazon EKS) #I{THH AR , RHLENAHRLLEE, BLY
M REHTHRE LRERBNER,

(® Note

AWSReadOnlyAccess E X EBUEREEIRM E HMVFT AT R44E Amazon ECR MUEEHITHA
B B BE, ZEE AWSReadOnlyAccessH AWSInspector2ReadOnlyAccessZE I
BT R B S GIS &,

EBLIhEE , AR RBE ERBHESHIENEBEIESR Y ERERSSERRRTHELLEE
HE, SUNEZEBREAPHNASRRE , LUKRBX 24 /MR Amazon ECS = Amazon EKS #& +
EPREARBRENRRE,. BRATREIIRS , RZARFEE 6 NRTREFERAER. 2& , KERS
24 NFEF—IR. WEFAKSBARRGEEFTEFMEFNEZT LAY Amazon Inspector E25& |, UKk
&8 ecrImageInUseCount® ecrImagelastInUseAtERE M Amazon Inspector APl , FEIRHY
BEEERRE,

(® Note
E R A Amazon ECR B YR ERTFENETHERAER , LERNSBEHEEZE Amazon
ECR BEEE, 4H Amazon ECR FEEBRZEFERE. NWEFHMAEH A6 F2H
{Amazon Elastic Container Registry & ¥E55) hHIERIIEHE,

WA MRRE Elast-in-use B, REEEFFHBTHRE,

Amazon ECS Amazon EKS Fargate th 3 B th Ih&E,
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ERAEER

XENFEERENERRE

MEXENEERREEER

ik

E2E XEMNEERMK : A Amazon Inspector # 1T Amazon ECR

Amazon ECR f#1ZE# Amazon Inspector #® 3K E T3 X ERIFEEA -

FRENABE

"application/vnd.

"application/vnd.

BR (B AH A&

"application/vnd.

"application/vnd.

BR 5

"application/vnd.
"application/vnd.
"application/vnd.
"application/vnd.
"application/vnd.
"application/vnd.
"application/vnd.

"application/vnd.

® Note

oci.image.manifest.vl+json"

docker.distribution.manifest.v2+json"

docker.container.image.vl+json"

oci.image.config.vl+json"

docker.image.rootfs.diff.tar"

docker.image.rootfs.diff.tar.gzip"

docker.image.rootfs.foreign.diff.tar.gzip"

oci

oci.
oci.
oci.

oci.

image
image
image

image

.image.layer.
.layer.
.layer.
.layer.

.layer.

vl.tar"

vl.tar+gzip"
vl.tar+zstd"
nondistributable.vl.tar"

nondistributable.vl.tar+gzip"

Amazon Inspector X #E### Amazon ECR #FEH "application/
vnd.docker.distribution.manifest.list.v2+json"iREEEA,

XENERRBENFERA
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% E Amazon ECR EFfiZ S ERRE

Amazon ECR E# iR ERRREEIRE Amazon Inspector IFHEERFEAEETRSEREGNEEE
E. B EMmBRlast-in-use BH, BRI ABMN#EZ BN ENRESERE, REEXRRTE
BEALRENENRESERR,

MREEERERSG , FRERENRHEFERE. SRERFBEANEER , SERBRNBHSER
B, MRFNARFHSEREAS 14 X, SRFEEEBNTIRS.

REMGEREEE LFERASRE 14 XRAHEE ( F85% ) , Amazon Inspector A4 #EBERNEHF
HIRGR, MRREREWVHIEN XEAARAEES ERESITHHASR LEABRE , Amazon
Inspector 85 ILEEET., MEFE , RulEEESFEITE , K LXRIMAMEREG& , mMIELREA
HH#i. E Amazon Inspector £ 1L EXIZ MG A , FASMGIRBIHRBBREARAIIEERAD , AKRERRBRE
ABH, A% , Amazon Inspector EHEfZEARAFT A BBV IIGTAERE R,

TN R ISI8 hnH#EX B HiFFERF R |, Amazon Inspector B R FERAEREARBERBENBEEYNME
FHREFG. T8 , IFESEFNSERBARAKERSR , FEATHNERMNEREFFEAFME,

(® Note

ELREREEERFREEHFERISEEFER , Amazon Inspector B4R EERAEHBHH
FIEREIRE, MREZERNEEERFAKBA Amazon ECR ## , BISEERR AP BEH
-

@ Note
2025 £ 5 A 16 B 2RI EMNFI B EMFHGESERERRIETE, SR EERER TR
TE VR FRRRERE -
REEEFFHEISERE

MG EFIFIEHFERFEIRAE Amazon Inspector M EHNBERE, MEEFMRBEEEREIESWE
B EXERBE (FERR) REXIEIREH., MREEEFEH Amazon ECS/Amazon EKS #55E
B ERERABEH  FHEELAFERABY (). WREEEFEH Amazon ECR BHEH ) LIXIZE
HHIREFFHRG , FBELDERBAE, THRETHAREFFHSERR !

- 14X (FEER)
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Amazon Inspector (&S
« 30 K
« 60 X
« 90 X
« 180 X

FEHEE B BSERE

B G IA B i E R ERE Amazon Inspector EHEZRFERASFEEREZGNKERE, TIE
HA AR EFIREFERR

- 14X (FRR)

« 30 X

« 60 X

« 90 X

« 180 X

- EamiEH

5%7E Amazon ECR Eff RIS EEH

1. FEREHNEAEREA , REBBILRA https : //https://console.aws.amazon.com/inspector/v2/
home #J Amazon Inspector £ &,

EEURERRE Amazon ECR EFFEHFEREMN AWS B .

REBEBRDP , BE-RRE , AREE ECR FHRE,

£ ECR EffiRiEKET , REZGEFRARS AR EZHENEERB,
EEGHXBHT , BEESGHIXAAHE,

BERET.

2 T

£ Amazon Inspector ### AWS Lambda BIE{

Amazon Inspector X # AWS Lambda & layer , IRIEFBEE B LN L2 REF L. Amazon
Inspector IRHMEHEA Lambda BRI :

Amazon Inspector Lambda {ZZ#F#

Lambda EE 28
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Amazon Inspector EREER

IE = TAFRM Lambda ##HFEE, Lambda ZERHE SR Lambda EHE B A ERAREN BN ,
BHEEFRE.

Amazon Inspector Lambda 2 X iR #

WIREERESFEE Lambda REM layer P BEFTEAERRERNE , URHESBERE. B LAEH
Lambda BB KA Lambda BEFHE S EA Lambda 2 2R,

B A Lambda BENEIFHE R , Amazon Inspector B1EEMIRFE PRI THIAWS

CloudTrail JR#&E#ESEE : cloudtrail:CreateServicelinkedChannel#l
cloudtrail:DeleteServicelinkedChannel, Amazon Inspector EEIRIELSEE |, W FEH
TIREESE CloudTraill B4 LUETIRE., SLFEAEEEIIRFPESF CloudTrail B , REE
CloudTrail P HEEREE—HK. RPIRZETE CloudTraill PEVLBECHER , WEBEBIRFHNEH,

WFEMNAREA Lambda RBURHNNERS , F2REBARHEE, FHRHBE Lambda HBIRHENE
#o

Lambda BNEURIERI R HEIT R

XA B , Amazon Inspector F#HEIIRFEFIBXE 90 KA WA EFHMFTE Lambda EKE, Amazon
Inspector €1E T 5I1&E R E) Lambda BHE K RBHFHE

« — B Amazon Inspector R H Lambda EE,

o BIEEIHH Lambda HEEE E Lambda BRI 5

- EFHEEN Lambda HEHHENWEARRNEXNBREK LB EHE.

- &E Amazon Inspector HiE —EFE BRBMEE (CVE) BEEEERE , M CVE BIEN KB
B Ao

Amazon Inspector EE H £ BN EE 2518 Lambda HE , EZIM RS HERERE2AB L,

AR FEEEE LK Lambda BRI BB A ListCoverage API #2% Lambda BE £IXR
EREREERE. Amazon Inspector 8 #7 Lambda BB EIXFEEN , LEETYIEH

« & Amazon Inspector 5E Lambda EIEIHY ¥ 1R 15 16 B o

« ¥ Lambda EEEF,

« & Amazon Inspector EF#E# Lambda BHEE , A EXHEWH CVE HE 2#H8E Amazon
Inspector B E,

Lambda R MR HETH 29


https://docs.aws.amazon.com/inspector/latest/user/scanning_resources_lambda_code.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-service-linked-channels.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-service-linked-channels.html
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html

Amazon Inspector EREER

XENATRHENSHEAIRE

Amazon Inspector X Lambda Z#i7# M Lambda B IBEHRENTEHTEHE., NESEREER
TENHITRESE B2l EMNHETERE : Amazon Inspector Lambda Z22FE M L ERNSITE
& : Amazon Inspector Lambda 2R i # .

BRTEEXENHTHBZI , Lambda HEEFZERS THRYE , T BERKEST Amazon Inspector
B

- EiBX 90 RAEMUAREFHHE,

- HEEETRA $LATEST,

- ZHYETSRERBHE TR,

(® Note

FiBE 90 RARWASEEHH Lambda BNE S B B LR P HERR. MRBXWA = Lambda
HEREXNBEFEE , Amazon Inspector EREE IR B B PRI RS,

Amazon Inspector Lambda 2 %37 #

Amazon Inspector Lambda ZZRBH W B B8 ZE Lambda REBEXBHNENEAENEHRE
REFHEERE, fl0, MREMN Lambda HEFERAEEEHMRENpython-jwtEHRZ , Al
Lambda BEXRESARHBELEBBEEE,

IR Amazon Inspector £ & Lambda BB EAEXNE4 B KR ERIZRE , Amazon Inspector
SELAFHNE4RBIEEBREER.

NEMAREEENRS , F2H BAREELE,

® Note

Lambda BERF R T EREHE Lambda B1TEFEIRIE P TERR LM AWS SDK Mk, Amazon
Inspector AZFHFEHAREBIEXNT LERRK layer BEAR A A,
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® Note
£ Amazon Inspector Lambda %% # th &2 Amazon Inspector Lambda X i #F#,

& Lambda 1Z 22 HHERRER &L

BT LS EBHTI®ZE Lambda BB , LLETE Amazon Inspector Lambda 2%z HERE M, ®izHE
FHERRE B AT AR IE R AT T IREE, EREREHRNEEN , EBXEEETYREY,

- £88 : InspectorExclusion

« {& : LambdaStandardScanning

AEERPUMARE HBUAHRER, WHEE Lambda FHBEBRNVFMER , FSEE Lambda B
BLEEAER.

REFEPHEREE

1. FERAZHEAEREA , RETE https : //https://console.aws.amazon.com/lambda/. B Lambda
FHEA,

REBHED , BEERH.

BEBHSER Amazon Inspector Lambda ZZ RN R B R B,

iEE Configuration (#H58) , ARIEE Tags (EH),

EEEEER K AREBENEER.

o & 0D

a. 71t Key (K5|8) #1 , @A InspectorExclusion,
b. ¥R Value (fB) , 1A LambdaStandardScanning
6. IEIE Save (EE).

Amazon Inspector Lambda 2 X iE#F#

/A Important

LEZhEEEHEY Lambda B ERNTH KR , MR BERERZRNFE, ELBENTHERAIUE
FMEXRBHEABENNEMBRER,

Amazon Inspector Lambda 12 X 1§37 1 31
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L IhEERS | Amazon Inspector E1RIE AWS Z£ RIFEHFEHE Lambda HEHHWEAERER
B, UERERRR. EARKE, ROMBNBXZTHERZ. Amazon Inspector £ B Bl HEEE T4
BT R EH Lambda HREERAERAEXB. TEFEHE Amazon CodeGuru S1ER K AZRE
BB RE B BURIZR MNISE,. MEFMEF , 2B CodeGuru Detector Library,

Amazon Inspector £ {E8IZ| Lambda HBEAERXEABTHINRIFEEEXBERED. LBEER
FROSEABHFE , HPETEE , UREATUEEXNBTHRIBENNLE. EHEZINAEER

B, BEEEplug-and-playBXBER , THRBRZZHRENERNTT. RTUBELERERN —

BREXNBEEESI 2N  BERUELEXBISE,

EABEEEZREREHABHEENENIATERRERHXE, FEEAREHER TREZNER
B, BEELKANEAREHES. ERABAREAER Y , FELREAELES, B8
FERETH , UEKREHEABOERBRIT. 0FFMAET  FS2EEEEN Al BER.

Lambda A FHE AT LB ITRE , AT Lambda BEFH — LB, WREFMER , F2EK
AFEHEEE. WF AWS B XEILThaEe WHEEEF  F20 EESEDEN A,

EREAGREEESERNBERENS

CodeGuru EEFEREAIFIEFEA Lambda BEXBHRENEXB R IFACEREBHERB R, BE
FEE% , CodeGuru B HIARMEZRRTN AWS #HiE 2B, T8 , EALSEAECHEFRZESIR
#Ei1B Amazon Inspector API 1T %, MFEFMEF , F2E DEEFEFEGHNFENE

¢ Lambda B HFHEBERRE

B LS IERFTE E Lambda BE , LAMEH# Amazon Inspector Lambda B X iR P HEBREM. #®iE
EPHEREE T U LRI THIRE, ERERESRNEEE K EBXEEG THIREY,

« #B|# - InspectorCodeExclusion

- {& - LambdaCodeScanning

AEERPIMITZLRHEBUABBRENFFH, WERE Lambda RFIEEENFMAENR |
Lambda & L FRER.

s
¢
&1
At

RN IRIR P HERE

1. FERENZEAEREAN , REBE https : //https://console.aws.amazon.com/lambda/. BIEX Lambda
FEA,

2. HREBEEET , BERH
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https://aws.amazon.com/machine-learning/responsible-ai/policy/
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-tags.html
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3. BELER Amazon Inspector Lambda R EREE PR REBE B,
4. &EE Configuration (#858) , REEZE Tags (BH).
5. EEEHEER A6 ARBEMEES.

a. 1E Key (%&5|8) ¥ , M A InspectorCodeExclusion,
b. ¥R Value (f) , @A LambdaCodeScanning
i#1Z Save (f&1F).

o

F£ Amazon Inspector F{EFEiEFEE

ELCEHARRELR  CHSLIFNREEREELNEMNEBEE, NMREEHBARES

A | Amazon Inspector ERHEAMEEHRNER , UELFHNWEEEE., IREGEEREBBEBENT
8%, A LU BB EE HZE Amazon Simple Storage Service (Amazon S3) fZETE M ARESE

wE, MEFMEA , F2EEH Amazon Inspector FAERERBE . SEEARIEENE | BOkEE

EEREHEEN AWS IRFFBEITIEE .

Amazon EC2 &1

E 8= ARF K Amazon Inspector Amazon EC2 1#3E , IR T %] SSM B3

* InspectorDistributor-do-not-delete

* InspectorInventoryCollection-do-not-delete
* InspectorLinuxDistributor-do-not-delete

* InvokeInspectorLinuxSsmPlugin-do-not-delete

* InvokeInspectorSsmPlugin-do-not-delete.

B4k, Amazon Inspector SSM ABERNERATEWindows =P BR, WFEFMHER ,
Windows EC2 $11T{E 5,

3
¢
8
i
B

Amazon ECR &1

EI8ZHIIRFE K Amazon ECR 8 , Amazon ECR #ifEE RS &#%# A Amazon Inspector KJ1f
MARIHETEAMEA Amazon ECR HERBH,

Lambda ZX4F 1

EREARFHN Lambda BER R , MRREHBREKA , IREA Lambda BXFiFHE, St
LAMIBREX A Lambda #Z %47 # B Amazon Inspector I CloudTrail BRI ERESEIE,
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Amazon Inspector Code Security

EREARFER Code Security B , ZE2MREEAEBMAFTEES. EXRNFBEALE. WRENIRSE
REBNEREES , BREEAREK Code Security , T Ememeber (RE &R BB LIRS,

FHmE

EFERRFHNFERREBIESEAXRE M Amazon Inspector AWS [EiF, MFEFMEN ,

B Amazon Inspector,

3
¥
a1
|5

EETRBIRFIRENLER , 551 Amazon Inspector EREBE S D EABERUTSE,
Console
ERER

1. FRENZABEREA , REBBMIR hitps : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. HEAEEALAN AWS B #INGE , ENEEFRFHENER,

3. HEEEBEERKT , RERFEE,

4. BRERFRSIEBRUBERRFHFERHRE,

5. ENEEFRRESERFZIG R,

6. BREFEHF A6 ARREARRPENCEFANFRHEE,

7. (ER) AWS BE A EEFAZRHEENESE PESELESR.
API

#ITIEA API B4, EFRYD , RELEFAFHENIRS IDs , ¥ A resourceTypesiZf—5%
{8 EC2. LAMBDA. ECR={ LAMBDA_CODEXR{EA#FH#,
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Amazon EC2 #TTEERFERMHMBRME Z 20 (CIS)
i

Amazon Inspector CIS ### (CIS ### ) ¥EH Amazon EC2 HI{TEBEEXRFETERERR | LI
REBBRBRBEZEPOLEINREERRBHEITIRE, CIS Security Benchmarks 12t E EZ %4
REE  DURZREBRERCHREER. EATUERKRFEBA Amazon Inspector EC2 IHF#iz 1T
HERR CIS 1B, MEWMEAE Amazon EC2 BH#HMEN , BSERAREER,

(® Note

CIS E¥EFEAMN x86_64 EXRM. HLipE Al LT hEE ARM RHER N EREER
o

Amazon Inspector ERFEHTRERBEBNEEENFHEERE , ¥ B E Amazon EC2 #1TEIBEI1T CIS
# . Amazon Inspector E¥EE B EHTEBBIT —RIBTERERE, SARERSTEENR
MEEREREHREN CIS EEER., SERERE—E CISHZE ID NEE , BENRKFEEW CIS
HAEEZ, ECISEHETHAE , ZURRER , LEEKRAER, BKBARNATEERS,

® Note

HEZYITHHE CIS 7l | BLAHEBERENPRAERER, T8 , MREREELETHTE
B8 LT CIS R4 , RIZZAFER VPC iRih.

FE

« Amazon Inspector CIS #F## Amazon EC2 # 1T ER Amazon Inspector
- $17 CIS B

- £/ B Amazon Inspector CIS ##H)Z 2 F5H AWS Organizations

« A Amazon Inspector CIS #&#i# Amazon Inspector #8E #) Amazon Amazon S3 %17 BT 8
- B3 CIS BiffHAE
- BIR CIS BIEHER
- fWEE CIS BifitHAE
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- T& CIS FiEHER

Amazon Inspector CIS #F## Amazon EC2 #1T{E#&ERK Amazon
Inspector

ZE 7 Amazon EC2 #1T{EE L#11T CIS B3 , Amazon EC2 #{TEBE N ERFS THFEML :

- MITEBEXRAR CIS BREIBENEERKZ —. NEFHMENR , 528 Amazon Inspector &
WEERBEANERREES.

- #1T{EE8 2 Amazon EC2 Systems Manager #{T{EEE, MEFMER , FSBAWS Systems
Manager  fEFA& ER) PHHEHA SSM RERER,

« Amazon Inspector SSM A HEXNZEEHTERE L. Amazon Inspector EEBEZEH/TEE L
ZEIEAHER,

- BITERBEEHTERERE , IR T SSM EEHITEREF Amazon Inspector ¥ 3% # 1T {&
BT CISHBENT T, EERTFIELHT , F# AmazonSSMManagedInstanceCore
Amazonlnspector2ManagedCisPolicy BUREZZE IAM B, A& IAM £ MBS TEEERE
EEFHTEE. OFEEIMEEFTERBERENRS , 528 (Amazon EC2 FHEER) &
MIER IAM BB,

(® Note

£ Amazon EC2 #1T{EIS8 L3117 CIS 28l , BFFERUA Amazon Inspector R
E#E, Amazon EC2 MREEA Amazon Inspector SRE#Z , Amazon Inspector
BEB%R%E SSM REERX , EF2BEWUA SSM REEXARETRERE, BR,
BiInspectorLinuxDistributor-do-not-delete A FERAEHIRSF,

EF.F Amazon EC2 #1T{EE L#1T CIS A Amazon Virtual Private
Cloud 24K Amazon EC2

B LAEIB Amazon #8E81E Amazon EC2 #1T{ERR L#1T CIS "H. T8 , IR EEEERE
Amazon EC2 #1788 L#11T CIS & , RIXEE L Amazon VPC in%., B A Systems Manager
B3 Amazon VPC in B , FE T 5imE .

« Ccom.amazonaws.region.ec2messages

Amazon Inspector CIS & #i# Amazon EC2 #11T{EE& £ R Amazon Inspector 36
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https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ManagedCisPolicy
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* com.amazonaws.region.inspector2
* Ccom.amazonaws.region.s3
* COm.amazonaws.region.ssm

* Ccom.amazonaws. region .Ssmmessages

MEFMEN  F2E (FAEERM) P85 Systems Manager 237 Amazon VPC ix %, AWS
Systems Manager

(® Note
Bal, B AWS Eif X &amazonaws.com.region.inspector2im®,

AT CIS " Hd
EAURBENT R CIS R , LANMAFRNWEERENT. EENTRE  BERYREE

&

BURBMERER  AUUEEERAREERTERNERR/EY. MREZERBH Amazon Inspector
EREEE , B ERBHARTIEEZEIRSE , Amazon Inspector SESREIREFHFSHEEEERE
BWHTER, BULLEEREN CIS EEE N, stHSMEAE%E | CIS XEHE 1 IME 2 KEREE ,
EEATRARETEEENTEARZREEMRHELE,

« 1R -BRUVTEEARRLRENEFELRLZSRTE, BFELRERZETFIEPHRY, &
LEBNWERRRLORAINEARBE  EMFEERARZERAR,

c B2 -HHUSREMRBEBFERNRERE, BFELRERTERBNGH , TeERR
gNEREERK, ELEBENERRBPEERERER.

FE2MRBRESE 1R, EFRIBEREBR 2 B , Amazon Inspector EREHYEBHR 1 MER 2 BEWEHE

&

ERFHENSB R , EULEERTREFES —MERHEIT  IIFRHESELTHARRIIT , HE
B, EERETUASRX, SEIEAELERNKBANIT.

® Tip
ERMEBEEREYNTRERIUESEREN BBHAEE,
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{FF & Amazon Inspector CIS #iEHNEZEEIE AWS
Organizations

EREEBPHIT CIS IBHEF , Amazon Inspector ZREEEN K ERF2HE CIS BBHEES , 3
DAREN AR REE R,

Amazon Inspector ZKEE SN CIS FHREAEBNBHERED

EEMEBEAFMERFISERERFERUFIHEER A8 SHaxER, HEEENIRHEERER
B ARN , IEEEM 1D ABEESE -

arn:aws:inspector2:Region:111122223333:owner/0OrganizationId/cis-
configuration/scanId

ZREESTNAEREBBENRHAR  BES —EiRFEIELAR.
ZREZSTURAREBPEMRFNRHEER,

MRFREBSEVFHAR , Wi BEESELFRABRIRF , AZRKERSHRFREER , BEMMEH
i, TiB , BREESHEEER SELFEABRREBERBEEN B E,

(@ Note
ZREESELISEBRIMBEEBARTH CIS RBIEERE,

Amazon Inspector B Bk F t{aEE CIS #HiHHENFRER L
ERERFEI CIS BiBHER K Te2WAeRMARE, T8 , ZRNEESTLURIAHERE, MEREIR
FEBRAR K ZREEEKELIREELE,

® Note
ZMEESRZAREXRBIRSEINREERE,

REWRFE., USELFABENZREES , URMMARINWMEBIIRSE, ELREHEERESERIR
F ID A%E&EHK ARN :

/A B Amazon Inspector CIS ##{##ZE &8 AWS Organizations 38
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ERAEER

arn:aws:inspector2:Region:111122223333:0ownexr/111122223333/cis-

configuration/scanId

BRERF TR EIRFFHNREHEER , 2F CIS FREREESHENFRHER,

A1 Amazon Inspector CIS #### Amazon Inspector #EHH
Amazon Amazon S3 f1zET e

Open Vulnerability and Assessment Language (OVAL) R —BE AR £ T1E , ATZ%E(L i FFE A &R
HEMARRBEIMRE, TRIIEESE OVAL EEMFTE Amazon Inspector #EEH Amazon S3 #7F

Brie , ELEERAM CIS HFH#. Amazon

Inspector EFEER CIS BHFATER OVAL ERER., AL

E | Amazon Inspector $E8# Amazon S3 fEFETEEETE VPCs R A RFFEE,

® Note

T %418 Amazon Inspector #EEH
RUBEEEMUARMRITZEN AWS

FErE AN EM Amazon S3 #RE

CIS AT

cis-datasets-prod-arn-5908fe6f
cis-datasets-prod-bah-8f88801
cis-datasets-prod-bjs-0f40506
cis-datasets-prod-bom-435al167
cis-datasets-prod-cdg-f3a9c58
cis-datasets-prod-cgk-09ebl2f
cis-datasets-prod-cmh-63030b9
cis-datasets-prod-cpt-02c5c6f

cis-datasets-prod-dub-984936f

Amazon S3 R IFIFBNFHEATISEE, T8 , &
B, &% Amazon Inspector #EHB /I Amazon S3 i
BB S W Amazon S3 EFITE,

AWS &1

BUM (HT SR E)
Middle East (Bahrain)
PE (L3R)

DXESH (ZE)
Europe (Paris)
KBS (HENE)
EEIRE (HXMH)
IEM (FRER)

BN (ZRN)

AR Amazon Inspector CIS #F### Amazon Inspector #EFH

Amazon Amazon S3 T 88 39
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ERAEER

CIS ffFirie

cis-datasets-prod-fra-6eb96eb
cis-datasets-prod-gru-de69f99
cis-datasets-prod-hkg-8e30800
cis-datasets-prod-iad-8438411
cis-datasets-prod-icn-f4effilc
cis-datasets-prod-kix-5743b21
cis-datasets-prod-1hr-8b1fbda
cis-datasets-prod-mxp-7blbbce
cis-datasets-prod-nrt-464f684
cis-datasets-prod-osu-5bead6f
cis-datasets-prod-pdt-adadfoc
cis-datasets-prod-pdx-acfbd52
cis-datasets-prod-sfo-1515ba8
cis-datasets-prod-sin-309725b
cis-datasets-prod-syd-f349107
cis-datasets-prod-yul-5e@c95e
cis-datasets-prod-zhy-5a8each

cis-datasets-prod-zrh-67e0e3d

E1I CIS fRiHiarE

AEERPFMMAREI CIS RHEMERE,

AWS [E

BUM (CEBERAE)

rEEN (BRE)
DRESE (FE)
KBRS (M fEsE4LER)

A B ()
BAEH (KK
BN (%)
BN (k)
TA RS (RE)

AWS GovCloud ( XEBIHEZD )
AWS GovCloud ( EEIFEZD )
EEFEE (BEM)

EBEIFED (R e =1L ER)
SRR (R hnig)

DRESE (EBE)

MEKX (FEB)

hE (EH)

BN (FRER 1)

B CIS fFiEERe
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#1T CIS 17

1.

2

~

10.

FERENZEAERZEA , REBBIR hitps://console.aws.amazon.com/inspector/v2/home : //
Amazon Inspector £ A&,

5/ AWS EiF TR EEREUEEHIT CIS BHMN AWS B ,
REBEET , ZEEFTHRE , RAREE CIS FH#H.
BEEYHIRHE,

SHEREHEEEE  BARHEEEEE.

HYEBRERER  ALERECHTERBNSRNEREE, SUUASESREERZHEET
BIWE , ARFEHTEQTSHEL 25 BARE,

gt CIS BEER , BN BEARZ2ARENER 1, S HERLTSERZIER 2,

SHHEFERS , BEETESE CISHHETNIRF., WHEFMENR , F28FEH E%E Amazon
Inspector CIS & #i kY& 2518 AWS Organizations,

MREWIRFRZREZEIRSE |, SR IEEFAAERFRIEERSE . FIARFZEEUEBHHARE
RFABR. BERFENEBHNERIRFEABR, MREEFWRIER | BT LUERER D Rk
Fiiis , WIEESERS, BB imA SELFM3FRF ID , UEBIUIRF ViR HERE

MRERF R BTN BEIIRFHRERS |, B LLERE A CREVIRFNIRHEERE,
stEEE  BERELATREVREARRYAATH R ERE  EREEEENRKBIITHNE
B,

RERDIERRE  REREE,

iR CIS BiER

Amazon Inspector 8 A FEFHERELFHEIH  ELERSITIEREEFH—FHE ID NEHE
R, CIS FHEREM 90 X, BALIEBRERFHENEFRRMR CIS HHHER

- KBRERENFHEHER - KBHPBHTHESEENRE K BREGRSE. HRERRE , &8

EHEAM,. BENEENERBERS.

- KERERRANFHEGR - ARHEDEREEGNESERHER  SREGRE. HREEE

R, BERIERLY, BERNEBNREHERE.

REERAIAMWER CIS FRHBER.
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BRFHEER

1. FRENZABEREA , REBBMR hitps://console.aws.amazon.com/inspector/v2/home : //
Amazon Inspector £ A&,

R AWS EiE THRFEREUEE CIS BHEHRE AWS B B .
HREBEEES | BREEERE , REBZE CIS B,
BEREERERSIER,

EHREGBRERET  RECERBENFEHEERE D, F  ENEeLEREZRHEHR DNE
B RREBERRFEEA,

6. EEREURREHNTHESEREIFENER  URAFHHEHENSEFHER,

o & b

S SRR HER CIS FHMNFHEER.
BARHERE CIS M FMAEFA

1. FERZHEAEREA , R%EBE Amazon Inspector £ & , #iLA https : //https:/
console.aws.amazon.com/inspector/v2/home..

A AWS EiF THRFEREUEE CIS B AWS B &Y .
MEBEKT  BREETRE , REBEE CIS B,
BERERSIER,

ERHEAEEEET  ZRCERANRHERERRE, 3E K ENCSCERRCRHEEENER
3|, RBRBRERRFAET.

o &~ 0N

#miE CIS imHiaRE
ATERPNARE CIS B,
48 CIS AR

1. FRAEHEAEREAN , REBABULR https://console.aws.amazon.com/inspector/v2/home : //
Amazon Inspector £ A&,

£/ AWS [Eig THFERIEEL CIS RIEHERE AWS EBiF 1 ,
REBEHFKT | BEEFHRE , AREE CIS FH#.
BIEHERS|ER,

BN EmEZIFIBERNERS , ARBIERE.

o & 0D

fm¥E CIS RS 42
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T& CIS fHaiER

&R LA A Amazon Inspector 1A APl T# CIS #### PDF =% CSV,

(® Note

ERBE T H CIS IR RH CSV R , ARIE 05/03/2024 2 &BKER CIS i,

A FEERBAMAFER Amazon Inspector £ A T & CIS B,

REZETH CIS FHER

1.

o ~ @b

FERENEAEREA , REBRBUIRA https://console.aws.amazon.com/inspector/v2/home : //
Amazon Inspector £I£ A,

£/ AWS EfE THABERIEE CIS HHMER AWS B /Y .

REEERTD  BEETRHE  RAREE CIS #H#.

BEFHERRSIER.

EHREBRT  REEERGNEHEERE D, 3F  ENTSLERE ZFHEYRE ID WER
3|, RBRBRERRFAET.

BETE , AREE PDF 5 CSV, MREHNIRFREZREESIRS , B LUZEERIRS U TH
BHEKBIRFER.
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Amazon Inspector Code Security

Amazon Inspector 2 —EREEERYE , TEHRRIEES  UIFERBEERSEFRRREINEAN
R E, F£H Code Security , Amazon Inspector B #EE —HERAEXNRKBIE. F=FEAEXHE
REMERRERERENERE, & LUE Amazon Inspector 32 A 5 H Amazon Inspector API
R Code Security, B Code Security & , BBV RHEARTWKREERAZTEXBRTE , ¥
BTN ARNEGE, S ABERRER, WMEMMERFEHEERE, F Code Security T AWS [E1F] {1
BMNERENR , F2H EYFRE. NEEENERER , 528 Amazon Inspector E{E.

(@ Note

Amazon Inspector Code Security B4R FAERL R T EAMREE Security Hub B9 Amazon
Inspector &, i , LA LATE Amazon Inspector 32 & FiFEIB Amazon Inspector AP £ER
EEREMETE,

Code Security B 7t iR& 4

BB LR Code Security SWREMAINZER , FEEFKRMEMA Code Security, EFTUARESEA
&R, B , I AHMHEZNES, EXBREENEZMENEN. REBER , ENEREFEAR
AWS BEEN RN, ERTSBEH REERL., HENEE, NREZCEHRENEERARNBER
Wi  BAULUBIEFZE KMS £48,

BAERGLEEMN

I&RUA Code Security WA XNERMAME BBFHBEENSXEE. NFFRER  F2RBAREEE

2,

BUYBRFZESWMUFE AWS KMS

BIFTERR , CHNERNEFER AWS HENERNE, ERTEREH REEL. HENEE, RE
NERENEERARNZERN S , BULUENEFZE KMS £, Amazon Inspector T & E &
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ERRIUEFZETRE  FEATIEMBER.

"Version": "2012-10-17",
"Id": "key-policy",
"Statement": [
{
"Sid": "Allow Q to use Encrypt Decrypt GenerateDataKey and
GenerateDataKeyWithoutPlaintext",
"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

1,
"StringlLike": {

"kms:EncryptionContext:aws:qdeveloper:codesecurity-scope":

"111122223333"
1,
"ArnLike": {
"aws:SourceArn":
"arn:aws:inspector2:Region:111122223333:codesecurity-integration/*"

}
}
},
{
"Sid": "Allow Q to use DescribeKey",
"Effect": "Allow",
"Principal": {
"Service": "qg.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"
I
{

BUERFRXETRUEFE AWS KMS
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"Sid": "Allow Inspector to use Encrypt Decrypt GenerateDataKey and
GenerateDataKeyWithoutPlaintext using FAS",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{111122223333}:role/inspectorCodeSecurity"
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "inspector2.Region.amazonaws.com"
},
"StringLike": {
"kms:EncryptionContext:aws:qdeveloper:codesecurity-scope":

"111122223333"
}
}
3,
{
"Sid": "Allow Inspector to use DescribeKey using FAS",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{111122223333}:role/inspectorCodeSecurity"

},

"Action": [
"kms:DescribeKey"

1,

"Resource": "*",

"Condition": {
"StringEquals": {
"kms:ViaService": "inspector2.Region.amazonaws.com"

B KMS £ , B LUEA T %] Amazon Inspector APIs,

BUEFZESMUFE AWS KMS
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REAREERAEER. ch2HBEE—HERAEXRERE. S=5EAEXNHEKRENERREEE
XIBEFPEAINEXNBRIEERAEER. BEFERERILEEH P —E AWS EIR 2 IWTE R

= =
Ho

HERREUREGE  YREREMTS. ZXE AWS BRMFE AWS EFRNEEEF , AR HER
WMAMEEERFIRRBAEFMEF. Amazon Inspector BERFFMBEATNRERR , EXRIEER
ko

EERME, KRERTBEFERHEERE , Amazon Inspector & B EIEIRAEE & RIABEHAVEESE |
REBE 3 REMBREESBE, NMRHESERTMEMERMEAR , RIS 30 XEASEME

® Note
MRERRENEEBXEAE | Amazon Inspector ASERIEFEBBARN Et XRAEHBEARISE
BB E,

MREEA Amazon Inspector , BBEE S 24 PRFEBR, MRERKLL , FHEEFRERRE
BEEHESE I XEBR, ERIERERETENCERNEMREERLERLEMEEAER. R
AWS EEEWIRF , BEBTESE 00 X&EBKR, EFLIHTERNEETESRIFEAPRE,

HERERAREE
Amazon Inspector B4 EEEE 7 EA T FIAREE,
Active (fEA )

Amazon Inspector B HARIEENREZER 2B AERT,

(ET51
Amazon Inspector B & —HZEREFAANBEZTES BABHE.
Closed (¥FA=)

E1ERREBEE R , Amazon Inspector EASRAEBE S B A SRR,
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Amazon Inspector (&SR
&

+ Amazon Inspector &4 R FH

« ¥R Amazon Inspector FHERE R

« 4R Amazon Inspector FERE RV FFMEA
« B Amazon Inspector 2 83t 7 S RE S EFHER
« T ## Amazon Inspector &R RN BREMHER

Amazon Inspector & RiEH

A EIER B Amazon Inspector R T EIRIEFEER,
E3:]

- EfRE

- BXERE

- BEIERE

EHRE
EHRABERRGRBE AWS BRETRENERRARAE CVESHBBES. REETUNME

ERIEBHRAREEERVEEZYE, TEUERTHY , IFRHMBRK. CVE RESLBEDHNER
ZERANBENSELZ. NEFHMHER , 52 [ https : //https://www.cve.org/e

Amazon Inspector ATLA% EC2 #i{TfEEE. ECR BRBM &M Lambda HBELEEHREIRERER. E
HRIFAEFEREANFAECERERSENHMFHEEN , ELR Inspector 7 EARAEE,

R Sy

EXBRIRAEREREYRELN THRANANERBT. EXBRESERDMNE. ERNE, TARE
MBXZEWBH=. Amazon Inspector EiB Lambda HEFEHREBRABLLYEELEXNBREEE

NN

BE.

Amazon Inspector £/ B B){L B M T2 B RFT(E Lambda HBEAERERE , Ao MEAEN
ERENEELSEHM, ©RIBE Amazon CodeGuru & 1ERT 3 HY A B4 58I 25 2 5% Bl BUR 2 R AR
e MEE A REEAIRYEE |, 52 B CodeGuru Detector Library,
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EABRHESHENEARHR , Uk BERERZNFE, o, BEXBHRRUREUEXFTEREN
MR EABENRHEMBRER, CodeGuru FHEBEXNBTRAMBBMNENRHR. REBER , £1
BABESERA AWS EENERMER. T8 , IRGEEE-—SRFHHER , FAUEBYEFZESR
RNZENENT, NFFAER  F2REEEEEFREABHBENE,

® Note
RN EREESREIBRAEN K EIRFEHRIRA K.

W EIERRAE N

EREREE N PAERERIBHEIREDE Amazon EC2 #TEBE M BB KK, E&8 TCP M UDP
BB VPC B EEZER | flBMREEE (2 Application Load Balancer 2 Classic Load
Balancer A HIHTER ) . VPC HEER , B BERFEERE VPN i, 2B TELEES
B, GEPREARSRATHBEERNAKRER  fINEEHERNRLHFHE. FREHFERRBRE
REE , AUREABENEEFEL

Amazon Inspector REE4. Amazon EC2 #1T BB MM EREENFAERLR. A Amazon
Inspector % , Amazon Inspector & 12 NEEHITRREFE D EEFTENRE,

Amazon Inspector & 7E 1% 1 8 5% B R FE L T IAE RS -

« Amazon EC2 #1T{E 5

» Application Load Balancer

* Direct Connect

 Elastic Load Balancer

- EMRRSRE

- {AFRAAMEEIE (Internet Gateway)
- M EFEIZRHEE

- BER

- R2EHH

- iR

- ERLEER

- ERLERE
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- VPC i3

- VPC B8RS

- VPC ©iE&ERE

« VPN E#F

4R Amazon Inspector FHEFR

& A LATE Amazon Inspector 132 & F1 Amazon Inspector ListFindings API 4432 Amazon
Inspector BREFE ., 7 Amazon Inspector EE A , A LLFE Amazon Inspector &R MR M EEEE
ENLRAEBEFE, Bt LE AWS Security Hub Fl Amazon Elastic Container Registry (Amazon
ECR) "R {RRIEEE, RIZFERR , Amazon Inspector BRIRMEBEFEET LB ENERAPBE
BE, B UKENREBERE, AEPWEFRPWMMIE Amazon Inspector £ A F Amazon
Inspector APl FRREHEEEE.,

Console
48 Amazon Inspector FAE#H R
1. FEAENEAEREAN , REBBBAIR https : //https://console.aws.amazon.com/inspector/v2/

home BY Amazon Inspector &,

2. (EA) RtEBEERTD , BEERNR. BRNEESRENEEENHSSE  UREETER
BRI B,

3. (EA) EBEERT , REHEFE. AEFEESASENERRTIMBEATRES
B, B UEEPRRENEEFRGEERESE., QORI EBRERA , R8P PR
BRE. SUNEERERBEFENEBRREABBESTENFAES.

4. (FA) ®EEEST  BETIEP—ERE , KENRABTETE

- RE - BREREENRE,
« KIRF - BRENMAIRFURBHEEHE  UAREFHEENSBEMT I NEBEFTER
Ho
(® Note

HEREEARZERNEERS.

o RFAITIEER - BRI Amazon EC2 #1T{EER.
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® Note
BRSPS ENEEFET ISR TALNMERER,

. KAMG - BERBHRHEEEA Amazon ECR AR &%,
- RBBHREEE - BERERRBHNHREERE,
« {it Lambda & - B RERMTEH Lambda B,

API

48 Amazon Inspector FAE# R

#1T ListFindings APl #4E. EFERH , 187 filterCriteria AMEE R EREEFE.

48 Amazon Inspector FHEFE RNFMEA
A E R F R WA IR Amazon Inspector BIREFERFEME o
A EEFENEAER

1. FEREHNEAEREA , REFBBULRA https : //https://console.aws.amazon.com/inspector/v2/
home B9 Amazon Inspector £ &

2. ENERABEBENE.
EEEERT  BERERRUBETRAERREE

4. (EA) FAGEFRGIRERIGEEFEETE, NEFEFHMEENR , F2RBE1E Amazon Inspector F
EER,

5. REFEBEURAHFMERMR.

HEERFAETERIERAEERNELREZR G, ECRERELRNEE | LURFAEBIIRENER
iR, EHEEBNBREYEDH. WETIWEN , BLE 7 Amazon Inspector AERERNBEMHSE
o

BREBETANFHEN ERBEEFERENZIZENERMAMTE.

FrIERBERER TS EEFTERNRR AWS tRF ID fR5k. BEM., BEFEEE, HERENEILA
B, AR EFRERFNETNERZIZEER,
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BEFERASAEHEFTETHNBENRIESET. REREEREE S TEANHEERF
EATHA,
EHImE

EHRERERRTAR EC2 $1TE#R. ECR AHFMEM Lambda BB, MEEZFHMESR , 7
28 EHERE,

EHRIFAERER BB BIR Amazon Inspector DB T RIS ZEME .

LAEEREHAR THIFMAENR !
- BETH -ELHRIREEXFEEHNEINMATEE, EFTIHHHP—EE

- YES , ERTAEZFENEHBERERA,
- NO, ERTREZHENEHEFEERS,
« PARTIAL , ERT~—EAZZE (EFTR2H ) TXENEHERTEERT.

. TAMHAR - RFIRAEECANAR.

* YES , EXRTRELREFRRNVBEFERSHNI®E. Amazon Inspector EFEEREHEH
AR,

« NO , ERTRUIFFERE SRR,

- SFENEH -JERELRTBIASTRENSEEN , ARSEEHNFEENR
« Filepath - ERFAER R EBS HEXE ID Mo I [EHHR. WBVSHREMSH BiFz EC2

HITEENAEERPERERELFHE.

« BEREMRF/CEERS - FRZFEN BB 2 ZREEHRERR. LBRERENRERRERE

() 2BWE, FEER EXANRAFRE  SCLHEASEREEHNE RRHEERKE (CVEs)
REEFRENERBNRE. NBRRECEZEREAFEE , KBVEIHISEENRITR
Ko MREEFEHAIEE |, BlIL{EA None available,

(® Note

R 1E Amazon Inspector BB HERIBEBEF S WML o ERZIEEFE |, AltbHN
MEAZAH, T , ARERMEE,

- ENEEES - AIRRELEANERHEES,
- BE-NREBEFTNEAIERZAEAERREE , RESSETUBTUETERN S

o BULEREHNST , LECHRETHT.
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® Note

EHETSEABREEREEREY , YTREERENRREETMAMTE. WEELENIE
5l , EREEEEESERERRFE M,

s WAFHEN - AAETHERPRFIA CVE B4 Amazon Inspector w HF XRIRHERE |, 5140
National Vulnerability Database (NVD)., REATT SEMELRGHRE, Il , CERIPERZ
RNBEMI . WEBREMTINFMEENR , fln , 2B 7 # Amazon Inspector FAERER
NWEEMER. SETIIE , BRESEIEEAE :

- WEFRFED Rk (EPSS) 7 ¥

« Inspector &

« Amazon CVE #J CVSS 3.1

« NVD #y CVSS 3.1

. NVD ) CVSS 2.0 ( &R |, EAREECVES)

- HERE - EERREEREBENHMFET. ELEERXENREFRAINEM CVEs , 2
BT R CVEs R R FF AP EAM CVE , HEREIRE.

B HRE

BABFARAEEREEAR Lambda B, WEEZFHMER , F2H 2B FRE. LFEER
BREATIFMER

- BETH-HREXBFRE , LE—2A YES.
- FRIEREE - ARMEREXBIFEHN CodeGuru HRIZREE. MFEAREANBEE ,

Detector Library.

- {EBIB S - BE{ERIBSAHEAEAY CodeGuru 2% , CodeGuru & 2 R 2 888,

- 1B CWE - IDs EREX R EERABIH F R 55252 (CWE) ID,

- BERER-EABRINERLE.

« WEAME - $M Lambda BRIBFERNBRE , LB 2R Amazon Inspector 3 E /A
YR ET.

- ERNEE - SRR T NAREEXBREEFETE.

R B AR B

3
¢
&n
1O

BREREIBEAREEAN EC2 HTEE. NEESHAET,  B28 @RS, tH
EERENAATHIRMET -
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Amazon Inspector (EE
- FRERREE - A7 EC2 HITERAERREE,
- FRERERE - BR EC2 9T EEBNFEREIERE, EEURE LAYIE R UESFHEEA.
- 1818 - BEEEFR BRI TN T,

#4% Amazon Inspector 77 B3 7 iR & SFFHE A

Amazon Inspector &% Amazon Elastic Compute Cloud (Amazon EC2) #{TEEAEREREIL D&,
&) LA1E Amazon Inspector £33 & 448 Amazon Inspector 2 E MR HE Z5##MEHA. Amazon
Inspector 0 BB EIREFFMER , BULUAEHEE Common Vulnerability Scoring System HHIIEZEHE T
s, ELEHMEAEBARENRIBBEE, AERPMMEEE Amazon Inspector 7 8 7 ## %
AEEFMER,

Amazon Inspector 73 &

Amazon Inspector 822 Amazon Inspector & EC2 H|I{THERAELREINRABILYD

2, Amazon Inspector 7 B2 FEBAEEAR CVSS v3.1 7B EA LB EHBRENEERENENER
BUBBRRE , flfREREIZERNTRAMEER, flo , MRJETEBRBEANA , WRAEE
SR Amazon Inspector 7 B AR E RSB , 18 Amazon Inspector ¥ BT fBRRERE LR EZ S WE
TR R B R R R AT A,

FAERENELADHEREEIRMA CVSS v3.1 EXAD 8, XEHMERERN RHEL, Debian
Amazon BB EAR D& | S ARIEM Amazon Inspector F B ZRIRIEE £ E (NVD) EAX %
I RHI, Amazon Inspector EREARIAFTE D R 3.1 RETESRRKFTEDE, BUER
BFHMBEFATHREERFMEAS , FEENAEERINELRIBRER , MARBRE (=
packageVulnerabilityDetails.sourceF &E#E & JSON)

® Note

Amazon Inspector 7 8RB AR E11T Ubuntu B9 Linux #{TEEE, EREA Ubuntu EZBC
WS EEREMY , WeeEMEEEN CVE REMTE.

Amazon Inspector 2 BEFHE A

ELRBEESENFMEAETEE , LA LLURE Inspector 2B FAEEXRS|ER. LEHRERE
D BEE Inspector DB N ER, A& R Amazon Inspector 2{A4R 1% Amazon Inspector 4 8
BREHREIBNESRERBRELTS. NRSPETE , HEARSERERNRHA,

##R Amazon Inspector % & 66
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£ CVSS nEIERERT , BUUEIERRK , HPEE CVSS EX 5 BIEHRER Inspector 7 B2
RV LB, LLEEIERR #EH CVSS R X P EBRNEREFfirstorg, U TREXREENHE !

WENE

AR ARBHNAR, B Amazon Inspector
WEEMM

RERR , AR, MRS,

EHATHBEENARIRSHENREREE, RIoXRTIREBEEFTERERIIRBEANK
#, FREFNARE. S2RTHBEFEZRAKRERD , IR LRRETRE,

FEHER

ERARBENRRRAAENRRER.
ERERE

WEERACEALRINKIREBERSEEAEFERAE , MIEREE,
Scope (EH)
EERA—EZZREAHTHNRIREEREAHPIELIZINERGRZLHEENER, MR

BEREFE  XPENERNZZENEREMEE, MRRECEE , ATUARNAH S ZREHN THR
FEATRZEMAEENER,

EEHERRETNAE  HEFNENRZHENREEREE. GHERRIARAEIHTENEDTS
HPERANAMABEFSBHERE K EZRIANBSRERZET TR E,

TEM
EERERNETNAR K HIFEERAERATEENTERE., ENBEEAZIZEERTH
BRE  TBUEFERRE. 2BEER "H®, AP AFREBEEREMNEA , B "5y

Hep , MRAA , WRAEAFRBEEREMANARER , AETRBANERSELERENR
£,

A%

EERERPEINAR K HIXEERTAMNTEREE, ERITETIHETRAKEE , 28
EREDS  MREANAH K RBEUUZSEEEFRNTAY , IEBRBEEER.
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Amazon Inspector EREER
mEEE

AR ERPRE Amazon 9 CVE TTREHR , UREXEZELZSBEHRRIR , Hl Recorded Future F
BEZeHEBERRELZSF (CISA).

@ Note
¥ H CISA. Amazon =% Recorded Future B Intel i &= THE CVEs A,

B LAE A M BatchGetFindingDetails APl R R RS ZFMERA. THFMEATE £
BHRER

ATT&CK

AEHERE CVE BB A MITRE KBS, FEMMBZER (TTPs). MBI TTPsREENE R , MR AW E
AERIEA TTPs , B LUBEUERA UEE TEEE, BERKIAFMEE MITRE 85 B REES
=
CISA
AFREEREMHEHNEERER. BETHAGHNER , ARZLNERRELZ2F (CISA) K
B REFEECHMARREDE & , CISA AHRASETEFHNEHE, LEARE CISA,
CHESHE
AHHERALRANESAAREHNMIE,
EiE
AHHERASRIRINGHEELZSEH., NMRERE I EAEHEEHENBRERE , AISERE
= E&EEH.
ERERE YR R

AEERIRREN EXEMAFEAR B H,

T #% Amazon Inspector RAEZ R BEEMER

E Amazon Inspector EXRIEFER K C2ABEFTEERBENTD. BREMT D iHBIEFTE
BEEEYHERLIEF. AEERNBREMTIBERBEIBNER - EAM. K., P, SHE
#M., Amazon Inspector ERBEREEFEEA AT EFTENBREMT Y. AEEFRA Amazon
Inspector A ¥ B ERAEFEREENRELETS .
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Amazon Inspector EREER
HBEEMREEREM

Amazon Inspector £ NVD/CVSS #Z BEABBEHRABREMTTNWER., NVD/CVSS 782
NVD Z#itF CVSS EEMRBEBREM DB, NVD/CVSS P EHEREMISENMER , flnmEEM
., ABEABXAAENMFTERER. Amazon Inspector FE4 1 2/ 10 WEES 8 , R EINEE
%, Amazon Inspector # Lt P EAEARSE , RATCERBRINAESERRMIREINEREY ,
ELRMEREREMARETE, 27U EBRRTAFBRETHNSERRENTE, CVSSV3E
g CVSS 2 EMHAETIBREMFTS

DE B

0 Informational
0.1-3.9 Low

4.0-6.9 Medium
7.0-8.9 High
9.0-10.0 Critical

EHRAREERNBEMOITURRDE, EXRTHREHARAEAZINFIRERESH. EFEER
AT, BARREERARAERERURLs U320 I A Hi 46 FE R B FE

EARIREEREEUTIBNEBHN I BOE , FAFAEERFHEAN—BD -
« EPSS 7 &

« Inspector &

« Amazon CVE #y CVSS 3.1

- NVD # CVSS 3.1
. 3E NVD # CVSS 2.0 ( tIiEA )

BRABREREN

HREXBRARBBEEBE , Amazon Inspector A EAEREFERN Amazon CodeGuru ERISRER
NWEEMER. SEGENFMBEEA CVSS V3 9 RiffEREEM. WFE CodeGuru FERAMBREMR
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fEREEE
AT ENEN

Amazon Inspector

E w2 CodeCGuru PR BREMES. MEREEUEIHNERAR[EE ,
-I-FII:I = ':F'lgﬂy .

- BEMS
- BEMS

» ¥EHY Python {83888
y ¥ Java {88188

BB B EM

Amazon Inspector ERIB LB IRIE, EEBENMEABE , URBEBBRWER | RY BB EREE
HREANBREE. TRERETELEREMTY. ARBRHIMPNERRREEREFE. H%E VPCs
# AWS Direct Connect #3558 RRBE &, Fﬁﬁﬁﬂﬂ NERRE., ERENBABEREEAREMLT

o

i% TCP iE#Zig UDP jE#ZE A PR A B B R FY B RER R 5L
i_}\

DHCP 67, 68, 546, 547 67, 68, 546, 547 Medium Informational

Elasticsearch 9300, 9200 NA Medium Informational

FTP 21 21 High Medium

Global catalog 3268 NA Medium Informational

LDAP

Global catalog 3269 NA Medium Informational

LDAP over TLS

HTTP 80 80 Low Informational

HTTPS 443 443 Low Informational

Kerberos 88, 464, 543, 88, 464, 749, Medium Informational
544,749, 751 750, 751, 752

LDAP 389 389 Medium Informational

LDAP over TLS 636 NA Medium Informational
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https://docs.aws.amazon.com/codeguru/latest/security-ug/findings-overview.html#severity-calculation
https://docs.aws.amazon.com/codeguru/detector-library/python/severity/
https://docs.aws.amazon.com/codeguru/detector-library/java/severity/

Amazon Inspector EREER

MongoDB 27017, 27018, NA Medium Informational
27019, 28017

MySQL 3306 NA Medium Informational
NetBIOS 137, 139 137, 138 Medium Informational
NFS 111, 2049, 4045, 111, 2049, 4045, Medium Informational
1110 1110

Oracle 1521, 1630 NA Medium Informational
PostgreSQL 5432 NA Medium Informational
Print services 515 NA High Medium
RDP 3389 3389 Medium Low

RPC 111, 135, 530 111, 135, 530 Medium Informational
SMB 445 445 Medium Informational
SSH 22 22 Medium Low

SQL Server 1433 1434 Medium Informational
Syslog 601 514 Medium Informational
Telnet 23 23 High Medium
WINS 1512, 42 1512, 42 Medium Informational
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£ Amazon Inspector F EEEEFE

£ Amazon Inspector , LAV ATRN AR EBENEBEEE, B URIRREEBENMERE
EEEEE, SKuUREBEHEFRERESHEBBFE, EUUBRIBEKRA , URXBEFEHREES
B, B REEBEREHZE AWS Security Hub Amazon EventBridge 1 Amazon Simple Storage
Service (Amazon S3),

X8
- EFiE Amazon Inspector FERE R
« EB# Amazon Inspector FERE R

« [EH Amazon Inspector S & R
« f£ Amazon EventBridge 2 3 ¥ Amazon Inspector &% R B 5T B & EventBridge

EF12 Amazon Inspector AEFHR

& 0] LA F B 2 R 14 2R B2 Amazon Inspector B E, MRBEFTETFSEEEMS , Amazon
Inspector €A P HERREIREE, ZA<EIER BA 2040] 5 A BRI R 4 3R €512 Amazon Inspector BRE/EE,

£ Amazon Inspector 12 & 2 I 8554

EESEEEEERRT  SUNEAGENRERSKAARERENBERE, ERABETEANERR
WAREF | SRERENRMRM

BRI RHEERGREER AT ESRHRRAERYNERRTEY. THSEHRRTNS
ERRERPERERBFEDHR, fl , " EEFREESRFABBNAEBERE , B LEE
AWS RS ID B |, WAGHEE 12 U8 AWS 1R ID WERH.

BLGRFTEANAMABBEEE  HUHERRGAEEANBEEREREIBESTERE,
HERRTEREBETERS

1. FEREZHNEAEREA , REBBALR https : /Amazon Inspector £# &,  https:/
console.aws.amazon.com/inspector/v2/home

2. EEEERT , BEHEER. ARRAEETHEEMNMEARRENEEEE,

3. FEMFMSERERE A FEINEGEKRAFIUETZREMBEASRREFNEE, TR
BRI ETN R R P ER
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Amazon Inspector (EE

4. WEBHEELERHEEZNGRSE,

5. fRRHEMABERT  WAFENEERMERERZXES.

6. EEER A KBEAGERRGEAEZLENNGER. SUUBENEREA@MAY , SUEERIE At
ERIE R

7. (ER) EERGEERIFEMNBESE  FEGEIPREEAT  AREZERBEIEEE, =
FEeiER AU EHEERRTFERERD. BRNCHAANBERTE.

BE#% Amazon Inspector FAEZER

BB IBRREANRBETESHRENEESE, flin, EULRIEBEAKAA , REBDEFTENREY
o REREEBFE, MR Amazon Inspector EERF S RBHRER A EBEEE , Amazon Inspector &
BEREEFEYSHEBEERBE S, Amazon Inspector EREFERNEEZFE K BEIEEBEBES
Ik, —EBSEREMNREEBEE , Amazon Inspector RERIFAMEEBE, EUUE TRADTRBER
B E,

FEA LB BREAR  UHEREENBETENELIEF. BRANTSHREETSEEETAF
£ RAcvMASRERGNRERE, SELEVHAMISERRTENEBRARA, SWuraAWS
Security Hub £/ Amazon EventBridge JRAITE PRAFCZFENBBEE. FAHPHNEFRBINATE
., B, mERMMEREZLERL,

® Note
REEBNEREESATUEVMEEZILFA,

BB AR

SR AR BAR A REFRTRRB INAERRBEE. B LA CreateFilter API I E
SUPRESSH#A WE , IEXRFT A REYNFR Alaction,

® Note

REBIHRFEF Amazon Inspector ZREEE TR BV MEEEILFA, HABPHIRET
SEEEERPERBRAAMNREE,

BUBRSE (E24)
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1. FEREHNZEAEREA , REBBAR https : /Amazon Inspector £ &,  https:/
console.aws.amazon.com/inspector/v2/home

2. EEEHEKT , EERBEBAL., AR , 1EFE Create role (BRI AB),
3. S$HEEAEGYE , BT THEME

- BIENERGFMAS , AEFR SR ER IR AN ENRRAEE.
- RENERR ARV ER R R
4. FTRFEFRGR  FRARUNEBARANEL.
5. BEM#EFMRR. Amazon Inspector EMEIERAMMWEILRRY , YRBEAFSHRENEBEEE,

iR R R A B BB EE

BIEFEER , Amazon Inspector & 7E Amazon Inspector T AP BEREBRNBEZTE, TiB , &L
BB ER BIBRN EEEE,

BERENEESE

1. EREHNZEAEREA , REBBAR https : /Amazon Inspector £ &,  https:/
console.aws.amazon.com/inspector/v2/home

2. HEEBEERKT , EZIEESRA,
3. HZEUERABES , BERAMNERE.

fm 55 R LR B
A R R E AR A
U R AR

1. FRENZABEREA , REBBMNR hitps://console.aws.amazon.com/inspector/v2/home : //
Amazon Inspector £ A&,

2. REBE®KRT , RERESRA,
3. EERELESFENRZIRAEE 6 ARBERE.
4. ETHRENEE K ARREEFRF
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il BRZE 1E R Al

BT LAMIBREEIEIR B, IR EMIBRERRE , Amazon Inspector F IR T AR UGG ERZRH
R AN B EFEN R EREETEN R,

MBREEAAE K FERAGGNFEBEEENREREFTELRNMREAERD, ERTEMAE
R HEE Amazon Inspector £ A £, L4 , Amazon Inspector @iFIELRAERZRBEME AWS
Security Hub #1 Amazon EventBridge &%=,

il B B2 e 45 A

1. FEREBHEAEREAN , REBBIR https : //https://console.aws.amazon.com/inspector/v2/
home Amazon Inspector £#2 A&,

2. HEEBEERKT , EZIEESRA,
3. EBEEEEMRZE IR AREZ ORI .
4. BEMER , REHEFERBRZFLUK A MBRBR A,

[ f Amazon Inspector AEF RBE

BEEEHRSE S CSV = JSON ER , iRHBEBTENFARR, BUUKBETSEREELE
AWS Security Hub Amazon EventBridge 1 Amazon Simple Storage Service (Amazon S3), E&F&E
BEBERER  SUNEEESSsEHPNEEFE, RIEER  BEIEREEOSMEEAPRE
BEENER, NREREBNEREES  ZNPAEERBESCSEBTFIENEBIRFHNER., &
EHFTREBEERS , BRI EREERME,

FEHEEFERER , Amazon Inspector EEAZIEERN AWS KMS key RinZ EEEEE

#. Amazon Inspector MZEFEFEERE , SEBBETERSERELRIEEN Amazon S3 AT
B, &£ AWS KMS £ 4 ERARE Amazon S3 #EZETEE AWS Eif HEH . B AWS KMS
SRR B AEF Amazon Inspector fERAE |, B EK Amazon S3 #ZETEBE A4 A L EF Amazon
Inspector Y HFTIBEH A, BHEBBEERSR , BAILE Amazon S3 FEFETEREBE , S8
HEBEHMNE, BALIGER Amazon S3 REIFEMARMELEETERSENHERE,

L ==

EIFR A GIMEITE Amazon Inspector A EHBBEEERSES. THEEFELRIFT. RE
Amazon S3 f1ZETEE, RE AWS KMS key , AR R EME HEEFE RS,
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® Note
IR IEAE A Amazon Inspector CreateFindingsReport AP [E HEIREFE | , Bl LEEMR
ERFHNEERE, REBAERRBENAANEESE , BIXAEE SUPPRESSEDEL

CLOSED#AERE RN —F 5,

5%

- SR 1 BRBEHFA

- SR 2. RE S3 REFIE

- S 3. BBE AWS KMS key

- $R4 . BRENELHBBEETERS
- HIEHBERETHEDE

SR BEENFT

® Note
F-RXELBEFTERSTER , IR 1-3 AEA. BRELTRERAREREEESAMER
B9 Amazon S3 f#1ZErEE | LU EHMEH AWS KMS key HWREIREFERE ., MREEELE
SERIR 1-3 2RUBRKBRTARELBEBFERS , 58 H Amazon Inspector API Y
CreateFindingsReport &£,

# Amazon Inspector [E HEREFE RS 261 , BHEEHE E LB BEFERS MR EE RN EFF
FEREFENGT. ZERBEMNEFT , BBFEH AWS Identity and Access Management (IAM) 384 B
EEE IAM 5290 1AM B3R, ARKELBEFNERARTISLAAFEHTHEEETERTHR ,
AE BB E RS

Amazon Inspector

¥ Amazon Inspector , FETEFRE T LAEIT T HIEN{E
* inspector2:ListFindings

* inspector2:CreateFindingsReport

ELHFETRECHIIRFHNREGRER  YEREFRKSPEHZKER.

i
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MREFTEURKFRFTARNEL KB HE , BETURIBEERETHIT IS
fE : inspector2:GetFindingsReportStatus, BREHREHME LUK
inspector2:CancelFindingsReport , ABUEEITHHEL,

AWS KMS

M AWS KMS , RIS AT LAB 1T T 5IEIE
* kms:GetKeyPolicy
* kms:PutKeyPolicy

i5 LB E ] GV EE T AWS KMS key 8% Amazon Inspector FAZRMEBREH S|

o

B

ZEZMFEH Amazon Inspector TR AE LY |, thFBEFRETUAHIT TS AWS KMS BiE :
* kms:DescribeKey

e kms:ListAliases

LB EAEEURNAET AWS KMS keys BIRF WERERA. A%, EUAREHTD—EEH
RINZR SRR

MREETEIZUFH KMS £|MRMFRE , BHFEHIT kms : CreateKey B,

Amazon Simple Storage Service (Amazon S3)

¥ Amazon S3 , FFHEFLE A LAEIT T 5IBE -
* s3:CreateBucket

* s3:DeleteObject

* s3:PutBucketAcl

* s3:PutBucketPolicy

* s3:PutBucketPublicAccessBlock

* s3:PutObject

* s3:PutObjectAcl

ELEETRER M MRELFE Amazon Inspector FHIREH S3 REETHE, ©MHEAEELER
TrRr B AT B MR 4o

MREITEMEA Amazon Inspector EIEAEHIRE , hFERREEEHHIT
s3:ListAl1MyBuckets#l s3:GetBucketlLocationB@fE, ELEER BEHEBMBRE RS
M S3 REFETRMEEEN. AR , BULIEEEP —BARETEBRERRE

SEB1 BEBENFGY 77



Amazon Inspector EREER
MREEEHT RS ERE , 5Bk AWS AENEEESRKGEY , BREETT B E
SR 2 iR E S3 MIEiTR

REMIUR  ERUMUREEFHBEBTERSH S3 #ETE. CALUREAECH IRFHNRERTR
RrRE , 5 — 8 #E AWS IkRF BETUFRNBRAREENE. IRECARRBSFRENTNFEER
B BERAMEITREBRE,

SIREETELNERSERHNASEREN AWS B VAMEBHN H, it REEERRI
(#MEEdbE ) EEFEA Amazon Inspector , WHEEEHZEHNWAESHERER | RfizED
DANMNREBRE (MSFEndtsh ) B,

A, BEIFEBHBERSEAREF Amazon Inspector Y8 EREETE, AT ERPFMAENFHF
FEFEBUER , WIRHERMEZERMN RAXES, NEFENEFRFFTERBEENFHEN , F2HE
{Amazon Simple Storage Service A& ER) T EAREFEEECE,

MREBERBEFRES —ERFEAN S3 RFrRET  FRARATTRNBEEESHE  LEFRE
FFRABER, BRESHEEIEN UR., EHERER , £FZE@ AL URL

E R P AT B BUR

1. FEREZN BAERZA , AE1E Amazon S3 TR AR , LA https : //nttps:/

console.aws.amazon.com/s3,
EEEERT , EE RERE.
BELEFREEFTERSMN S3 METE.
BIEFF ARG RRER,
ERFITFEBRERERY , RERE,

& T HEHIFRRNERIFIAE !

o o b~ w D

"Version": "2012-10-17",
"Statement": [
{
"Sid": "allow-inspector",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"
.

"Action": [
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ERAEER

Amazon Inspector

"s3:PutObject",
"s3:PutObjectAcl",
"s3:AbortMultipartUpload"

1,

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",
"Condition": {

"StringEquals": {

"aws:SourceAccount": "111122223333"

1,
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"

7. 7 Amazon S3Amazon S3 X AN FITREBRRESEP |, S LRFRRXMBIBERH |, LUSHH
BEHEK,

B MR |, FREFEZEY. METRBBERMER JSON B, ERTEFEEREN 2
B BATES , BORREERA X EEBRN VB, WREZREAFIER/RE —ERR
X, FELRRR X EBEMREREER, MREEEMBAE—EREX , HEMBERER
Rz B IEER , FERRNAIERARE 2 R IEER,

8. HASKRENEREEHRREN 6 H

e amzn-s3-demo-bucket EREFIHENEZE.
« 111122223333 BIE WIRF ID AWS IRF,

o ##=E AWS B A Amazon Inspector It % 2 2 5F Amazon Inspector &R &8 EREEFET
B, Bl us-east-1XEBIRH (#HESEZILE ) EiFH,

(® Note
MREEFERAR PEA Amazon Inspector AWS B35 , thiEEE N EESABHEE
Service WU ME, WM{IIEE Amazon Inspector IRFE B,
Blan | MREEFR ( BM ) EEER Amazon Inspector , MZEFHEE EEATE
me-south-1, 387 i inspector2.me-south-1.amazonaws.com®# B
finspector2.amazonaws.com# o
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IR, BPRAREEREARME IAM 2 E R4 3RS R FRA

« aws : SourceAccount — &4 L EF Amazon Inspector EAS R EFHIEEBIRFHNFEFITE, ©
AIPA LE Amazon Inspector A& FTIBEHMIIRFNFEFETE. FERWER , REETHERS
AILAER fE1ZRTEE | A aws:SourceArni&4His EMERMEBN1E,

EERHMRFHNRSFREMRETED  FESESMIKRFHNIRS ID ket Hlm .

"aws:SourceAccount": [111122223333,444455556666,123456789012]

- aws : SourceArn - LIFRHERBENEZRFITBAVERE , REAYFZEFITEANER. €
AWS R RIBA L E A A48 EREF AT, E B L Amazon Inspector £ & B HIR S &,
THMABER , UG HEEREFrE. EERMER , R4 25 Amazon Inspector REEM 4
SEERERER , TGN EEREFTRE K MERAEELRERHIRFNEREPIEEN
EEAPEE , TEHEYML

% Z fL5F Amazon Inspector AHMIRFEETIEENEIE , B ESREEMIKRSA Amazon
Resource Name (ARNs) #7118 Z bk, Hilan0 :

"aws:SourceArn": [
"arn:aws:inspector2:Region:111122223333:report/*",
"arn:aws:inspector2:Region:444455556666:report/*",
"arn:aws:inspector2:Region:123456789012:report/*"

aws : SourceAccount Ml aws :SourceArnffisEH IR E BT,

IEME R ERE B BS IE Amazon Inspector #£82 Amazon S3 R ZHIBHEAEREREA, #
AREMTERBEEMY , EERTURRBETRBE P BRELHKRMY,

9. EXTHENREFIRERXK 6 FBEERFEE
SE 3 . BRE AWS KMS key
ER R IRMEF T Y ERE S3 fETFETEE | HIET AWS KMS key 8% %8 Amazon Inspector £ B E F 1757

ERNZBEFERS, TRMLAREFZENHBNE KMS €], I, SWMMEA AWS EfE EE
RERARFRIRER S3 REFBUREREHN .
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SWUURRELBECHIRFHNIRE KMS £3f , 35 —EIIRFHENERE KMS £, NREREF
RAFPKMS £88  BARUSRBERE. WRCEEFHEZ—ERFHEENREDE  FHEE8Y0
Amazon Resource Name (ARN)., E&# Amazon Inspector [EHBRE R , ASEE# ALL ARN, WFE

BEENMB KMS £BEREMNEN , 5528 ( AWS Key Management Service BIZ A E#8/)

NEELE,

EEREEMFAN KMS €882 % , 5588 Amazon Inspector S RIFF . &8l , Amazon
Inspector A EMBRME LKL, EEHET Amazon Inspector ER SRR , FEFSBN LB
K, NMELMBENEE KMS £MTFINFMEN , F28 ( AWS Key Management Service 58
AEERE) 1 FHEBEEE AWS KMS,

@ Note

THERFAREFRESIEE , LA Amazon Inspector FAE, NRERERENEIE
2B ( AWS Key Management Service Bl A E155) FHEI DR,

30

EHTRBUR

1. EREH BEABREA , ARETE https : //nttps://console.aws.amazon.com/kms B AWS KMS
FEAE,

2. HEEBHEKD  BIZE Customer managed keys (BEF S EE8),
3. BRELERARMBHREN KMS £, SB/UALHBMNE (SYMMETRIC_DEFAULT) £,

4. HETRBERERTD  EEFE. MREREEINEAGEERANSRBCR , LA LB
R

5. BTIEHFRRAERIITILS

"Sid": "Allow Amazon Inspector to use the key",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"
.
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
P
"Resource": "*",
"Condition": {
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"StringEquals": {
"aws:SourceAccount": "111122223333"

1,
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"

}
}
6. £ AWS KMS AN TWMBKRERT , K LARRX BRI SRBERD | UEEFREBE,

HEHHE BARE | WREEEAN. SWEREM JSON #h. ERTEREERBRZ A
2RISR ARCEREXFTAEHAGLE, NREBREXITEBR% —ERER , B
ELARAXWRRENEEN TR, DREGBLFRAE—ARER , REMERERERZ
MFES  AERAXNEEARZ SIS,

7. FERGREVEREERRAEX  HP

« 111122223333 2 WIWRE ID AWS tRE,

o ##EERE RFF Amazon Inspector F SMIMF|HER AWS [EiF . Bl , us-east-1%H
RE (#MEFEEILE ) B,

(® Note
MREEFERAR PEH Amazon Inspector AWS B35 , LB EE N EEK
B8 = Service MUMWE, 0, MBEEHR (BM ) EEFER Amazon
Inspector , &% Bf{inspector2.amazonaws.com inspector2.me-
south-1.amazonaws.com,

WE LR RPREETEBRNEHIARRN |, ttEHlPConditionWMEEAMME IAM £EfF
fr3sl&

« aws : SourceAccount — A H SLEF Amazon Inspector E&HHIZMIREHTIEENEE, FE
B |, CEREBERS ¥ aws : SourceArnff s EMNERMBMESITIE ENEIE,

& ZE A FF Amazon Inspector HE IR FEHITIEENWEIE , BESEBEINREHIRS ID HEE
B, a0 -
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"aws:SourceAccount": [111122223333,444455556666,123456789012]

- aws : SourceArn — LR ATBE IEE At AWS BRI BITIEEMNEI/E, EH AP 1E Amazon
Inspector ERZWIRFETHMBERERA SR/, BOFER , © A5 Amazon Inspector RETE
Y RREBERERER , A SB/NE St MEREEELREZHIKREMN REFIE
ENEIFPEIR,

& Z /LFF Amazon Inspector SEMIRFHITIEENEEFE , FHESEELMIRSH ARNs HiEE It
foR4F. filgn

"aws:SourceArn": [
"arn:aws:inspector2:us-east-1:111122223333:report/*",
"arn:aws:inspector2:us-east-1:444455556666:report/*",
"arn:aws:inspector2:us-east-1:123456789012:report/*"

aws :SourceAccount Fl aws:SourceArnff s EMN R F EMRS.

LR B BRI Amazon Inspector 7£82 R Z BB A/EIREVEA AWS KMS, #ABZMTE
REEM , BETLUR FRRX P BERIELEME,
R5E

8. ELZREMERERK A BRERFEE.

o f‘lll

SR4 RENMEBHBEEBTERS

(® Note

E—IRABEEH — 1IFEJ;EE/%$$E%° WMREHEREEETH , ELRSFINELHTHK , BESY
7= 1F'=‘FJ;EE/%$

BREEHFTERE ERRMBNFREEFERER , ERUURENEL®RE
REMEHBEFERS

1. FRAEBHEAEREAN , REBBULR https://console.aws.amazon.com/inspector/v2/home : //
Amazon Inspector £ &,

2. HEBERT , REBEBET , REMARESEE.
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3. (EH) FAMEBTEENRLAWEREMHS , MEHEGN  EEESSERETHNEEE
B, EXHBHEM4E , Amazon Inspector EEFHERI R , ABSHFSHREFNEEFTE, EHRE
HBEHTEERNEE,

® Note
BEGHEEZRGE. WREE , B#E5KEE8H Hﬁ“ﬁ WS B AEATHMERES
BRER, MREZHABE Amazon Inspector & , ECEHEBPFIERERFNGA
EERER,

NMRBETEMARSEREERNER  IEENELRSTRFERRNERE , MA
E—RAREL — 8|S

4. BEEHBERE,
5. EELEREERY , SrHELHERER K BEERTHERERX .
- FEEBVUTEERM JavaScript WHERDSE (json) ER , FFiEE JSON,
WMREIERE JSON BIE  EK IS EEABEFTENMEMRL, WETREN JSON BABE ,
#52# Amazon Inspector AP 2E BB EEEREE,
- FEEVASERNERDRE (csv) ER , FEE CSV,
MREEE CSVEE | ARG TS EARERTEN —o M , KNOFE 45 BRLHRE
BEEENEREM, SLEHVaE  BHEFEEE, 28, E"&E’I.&L REE, R, E—EER.

RE—EER. JAMNELE. AWSIRF ID. ER ID. EREBMNEH, ELR ﬁﬁﬂlﬁﬂ.ﬂﬁ
BRNFADHFAEANSE URLsHBERML. UTRAERBRKEH CSV ERNEH

AccAJMkBWaiegé' iR Eihs e AdhiSR AR A bl
Id Tags  Véfemsion Veckor Pmetoipm4 At T)kﬂ:paadated
At

6. HEEHMET , ¥ S3URI, EELEFRIRER S3 MEE

- EERBREFERECNIRFHMENRTITRS , F:EFBE S3, Amazon Inspector # R~ &R R
Fi S3 FIrEER R, BERNEEENFEITBERT , RBBERE,
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@ Tip

EEEEREN Amazon S3 BEFH , 551 S3 URI ARAMBR (/) MFEHMKINE

B, A% , Amazon Inspector BEAMMENEZR TR TEFE , Amazon S3 &

EEXFHIEENERE,

flgn | MREEEMFEH AWS IRFE ID iAFE , MEWIES ID A 111122223333 , 7

#% Btin/111122223333%) S3 URI A HIE,

FEHEURN S3 B FIFEANE SRR, CURESEUNYG s ERIRFITES , B

BETRESEUNER - EFHERERRIRNER KD —&K, WFEHEENR , 28
{Amazon Simple Storage Service A EIEE) PHFEAERKIE Amazon S3 A&
H AR 1o

- FEBREFENES —EARFHENRFITETP , B ARMFITEN URI, Hl0 s3://DOC-
EXAMPLE_BUCKET , & DOC-EXAMPLE_BUCKET ERFEEMNEZE. #EITREEETU
ERFIRN BEPRIEILER,

7. ¥ KMS €48 , I8 AWS KMS key BERARMEBREN
- FEFEABRIRFHNESR  FRBFEPRESR, KEESFETARFNEFZEHBME
KMS &8,

- ZEFRS —ERFHEAEN IR | A A 288M Amazon Resource Name (ARN), S8 EH
AESRN BEPREILENRA, WEFHAER , 528 ( AWS Key Management Service B
BAESER) PSS HREE ID MEH ARN,

8. 1EE Export (EH),

Amazon Inspector BE4BEFERE. FREEEN KMS €8 INZREEFE , WEHFTBERIE
EW S3 FEEirE. RECEECESEREINVREEFTEHE  MEFUTREZL P ERE DK, E

HSEREF , Amazon Inspector @ERAL |, BEEHRBEFTERSTCAIIEL, BEMBELEAR
PREIHRE | LLEEZE Amazon S3 RS

AR, B-RAEL —EHE. MRELEMNETETT , FFIELEX , B

o

H B H SR RRETT R

MRESEAEHREEERSHFHEE | Amazon Inspector BREERRBERNAL . BALIEHAK
FETPHERAMABIER , UEBIERNTEREMRS R,

o
EI-III,

ot B 1 Lt 3R

oF T
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f5lan | #EER S3 REErRMUAB M F , AWS EiF BHREFETBABUER LT Amazon Inspector A5 #)
KB ERErE. FRER AWSKMS key EEBRIEBEHBA |, WHERSBEBERLFF Amazon
Inspector EFA £,

fREERRER  FRERBXELERE

MRBEFABIIRYE , B Amazon Inspector EEEI|E , BEWFERS , BHER  HEE2ERE
EEETH, BEMHERERA Amazon Inspector — R REEBIRFELE — RS,

BRHRER , BUNSHHMARETRAIEUERE , BFERFORSE

A AE A GetFindingsReportStatus IRERBEREMMRE , HIRESEED B EEEENEAHRE
MRS 1D,

MREE | B LAEH GetFindingsReportStatusiEERMEHIKRE ID , EB
CancelFindingsReport I24EBUE B B EEE TR EH,

£/ Amazon EventBridge 23 ¥} Amazon Inspector S &SR B
iTE1FE€ EventBridge

Amazon Inspector 7€ Amazon EventBridge P A EANAETHE RNREAREERELSE

. Amazon Inspector Ut EABEBTEMENTMEEEVEN, ERTELKNENMBER
HEFHEEREBBNEBREEER , Amazon Inspector EAREFEREVHFHNEH, E Amazon
Inspector BEFNEBFERZUHEHE , BESESIIRETE,

(® Note

WMREHIIRS 2 Amazon Inspector ZRIWEEEWRF , EventBridge 2= H 2 M2 BHIRS
MELEHNREIRE,

#& EventBridge 482 Amazon Inspector B E AR , LA B EBLET , HEEEERESERR
MEEMEE, &ERER EventBridge BHEWEE Amazon Inspector BERFERNBH , BHHEET
EventBridge # Bl $§E Amazon Inspector B B, EventBridge # 8| 25T EventBridge {&i%x Amazon
Inspector AEFZRWEXN , MEESEETEEEBHANMVE.,
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Amazon Inspector &£ B 8 H Amazon Inspector AWS B35 B 1 |, SSEH R ADNTERSHER
B, ERREBLEGEEMA Amazon Inspector Bl AWS [EiF FREEH4H Al , WERE Amazon
Inspector U EventBridge =, Amazon Inspector &5 1 & HEH,

AR HEERBIRN S | BRBMTEY EventBridge R,
SHERER

AT 2 EC2 AEFEREMHH Amazon Inspector B4 ENEHl, MEHMBEFEERRMNEHEEN
B AEBIRIR | 752 EventBridge #&1B R

"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:15Z",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "VYES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"

I

"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",

"fixAvailable": "YES",

"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",

"packageVulnerabilityDetails": {

"cvss": [{
"baseScore": 4.7,
"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": '"NVD",
"version": "3.1"
1,
"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCq=WelLt57aaZA@mail .gmail.com/", "https://
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ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f@b6d513b259fdab9c9bf4aaa6188d054c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",
"https://git.kernel.org/linus/8423f@b6d513b259fdab9c9bf4aaa6188d054c2d(6.0-rc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],
"relatedVulnerabilities": [],
"source": "UBUNTU_CVE",
"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",
"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2022-3303",
"vulnerablePackages": [{
"arch": "X86_64",

"epoch": 0,

"fixedInVersion": "0:5.15.0.1027.31~20.04.16",

"name": "linux-image-aws",

"packageManager": "0S",

"remediation": "apt update && apt install --only-upgrade linux-image-

aws",
"version": "5.15.0.1026.30~20.04.16"
1]
},

"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69f1lbb35",
"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],
"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",
"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
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"vpcId": "vpc-ab6650d1"
}

+
"id": "i-0c2a343f1948d5205",

"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"

11,
"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"

3 3 EventBridge # BILAE £148 Amazon Inspector B EE/EE

#E2E Amazon Inspector BIEEE BT R |, B LA EventBridge R EBEEAEHENED
BESERE, AEBERPUAE CRITICALMHIGHEEHBHBEEFENREBEXEZEE FEH4. Slack
2 Amazon Chime, &#& 7 @ I{5%E Amazon Simple Notification Service £ , REEX T EER
Z EventBridge B4R 81,

HEB 1. 5% 7F Amazon SNS FZE ik B,

EERTEEHIRE |, B STE Amazon Simple Notification Service REREEE |, WHIBIHE, WFE
FMERA , 55288 SNS 5.

WEFEEEEMIE Amazon Inspector AERZRERNMNE, SNS TEAUEETEH KRB
2 &8 ZE EventBridge B4R A,

Email setup
31 SNS &
1. & A Amazon SNS F# & , #8it A https://console.aws.amazon.com/sns/v3/home,
2. REEHERKP  BHNEE  ARENEILFE,

3. HEEBRUFHEERY  BEUZE%E, EE WATEZME , 4l Inspector_to_Email, HfthF¥f
MERRREMEN,
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4. BEBRVITE. EEHRFENR , EP IS EENFEHEER
5. HEITREERY , EEEMIIR,
6. a. WBEAWMEINEERT , EBEINEFHEH,

b. TR A , WALZZROENMNE 74 bt

(@ Note
BUTER K SEEERESFBUHRAFIRERENETE,

C. EEEXZET%O

7. ERHGERSHRITRAALS , AR BEERFTRA,
Slack setup

##3 SNS £8E&
1. %A Amazon SNS £# & , #8it A https://console.aws.amazon.com/sns/v3/home,
2. REBEHEKP , ENEE , RARENETEFE,
3. HEEMNFTHEEERT , BEEE, EE K BWATEERE , §lW Inspector_to_Slack. HAFf

MERREEMN, BEFEVTEUATRIRMEL,

EHRERAERA PP ERE Amazon Q Developer

1.

4.

£ WHXEARXETEAPEEZE Amazon Q Developerhttps://console.aws.amazon.com/

chatbot/,

HERENWAFPIRERSD , BEEREHNAF IR
iBIF Slack , AR BIEFERTEUER

(® Note
#IZ Slack B , BAERI AT , BRI KEAER S Amazon Q Developer ZEUSE
EWEFH,

EHVER E A8 A RBUE B F A E A E K.
a. BABENERE,
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b. #¥f Slack $8E , RELEFEANEE.

c. H Slack , EEERBLE-TEEAR A ARENERER , UERLBHEBENEE
IDo

d. HEHXERAERXIEEH AWS Management Console#y Amazon Q Developer & | #§#& 1%
Slack & #SEE ID BEBIFABE S8 ID ML

e. HEFUH K NRBELZEAR K RBEECFHREAEIL IAM AR,

f. SHHBERER , BEBHFT. E-HXEAEXF Amazon Q Developer B IAM BUR &8
A, BB A CloudWatch B/R, B4F B FUK Amazon SNS FER ML E N EEH
BERTH,

g. STHIEEEMBEER |, 1212 Amazonlnspector2ReadOnlyAccess,

BIEARLREYT SNS TEWES, , REIBEUEE T H Amazon SNS £ |, LS B AE%
Z Slack #8i8,

BEHGRE .

Amazon Chime setup

I SNS =&

1. & A Amazon SNS F#4& , #ut A https://console.aws.amazon.com/sns/v3/homes

2. MEBEMRPENEE , ARENELEE,

3. HEEVFHEER®H ,EEEE, B#E WATESRM , §lW Inspector_to_Chime, HFF

MERRREEN, BEEYFEIUTK.

EHXEAEZEX A PP ERE Amazon Q Developer

1.

o > 0D

£ HEXEAEREEAPEEZE Amazon Q Developerhttps://console.aws.amazon.com/

chatbot/,

RRENAFiRERYP , RIEREHRHFiR.
B1E Chime , REZBERRE LR
EAHEHMERERD  BARENER,
#£ Amazon Chime # , R FIENIIXE,

a. EELLANEHET , ARBZEEE Webhook FH#E3 A
b. EHE#ER URL , #& Webhook URL #E&ZI5IALE,
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6.

10.

EHXERARERXITESH AWS Management Consolefy Amazon Q Developer & |, #§ &R
URL BYZl| Webhook URL #{ A,

EHFOH  MRBEREAR  BEECFRAEARET IAM A2,

SHEBURE AR | RIBBEAFT, ERMXEAERXH Amazon Q Developer # IAM BUEREE A,
© 4 CloudWatch /R, =S4 MBZELLNE Amazon SNS ERERESENEIRMNBES T,

BIBAREHET SNS TENESE , RAEBBIUERESTH Amazon SNS 88 | JUSBHE®ESE
Amazon Chime &%,

BEHGERE .

HER 2. & Amazon Inspector AERL R I EventBridge i 8l

1. EREN BEABREA

N o g b~ DN

BI{E https://console.aws.amazon.com/events/ BABX Amazon EventBridge £ &,
REEEEPRIGRA , AREIGELR A,

WARAUNBBAERMER,

EMEASEMHEXNRL , ARBENT—F,

HEEHEXERP , BIEAFTEX (JSON #wESR ) -

LR JSON BEEfREESR .

{

}

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"],
"detail": {
"severity": ["HIGH", "CRITICAL"],
"status": ["ACTIVE"]
}
(® Note

R 2 EH¥ Amazon Inspector BRI ZIFEMERAPCRITICALRHIGHEREMAERK R
EiEEA,

ELRTREASHERE  FERT—F,
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8. HEMBEEMEL , #EAWS R, A&, S RWMEFEE  #EE SNS £&,

9. HHEHE , EHEELSR 1 PEIUMN SNS TEEW, RREET—F,

10. AFEEMEZAER A RAREET—F,

1. WMEEHRA , AREFEVRA

& A Amazon Inspector Z itk FIRIER EventBridge

MERIZ R Amazon Inspector ZREE S |, EventBridge RS RIBRERFHNBARAEERBERER
HIRE £, MREEEESIIRS FIEIB EventBridge R EMBEBEBA , I E— TR |, B KEZE
WREHEHN, T2 RTEZBERFEENEETENSHZN , ZFESKRERERFEENREESE
BEMEHBEA,

B LAERAAER RN JSON FiiEHaccountIdF R |, B Amazon Inspector FHE# R ARV
RERFE,

BRAR Amazon Inspector Z1iRFIRER EventBridge 93
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£ Amazon Inspector # & & &R

BRMIZEHE Amazon Inspector FHiz ERHNRBFETERRE, EABRRETHRERENKEHE
MEREESTE,

® Note
MRERFREBNEREESIRF , BRRFETEIRFNARPrE EtIRFNEA.

AT EREMARIERR , b T RIERBRAR T
e

. RIRBER

. TRERRTHLREEN

AR BRI

BRREENRENEEZERNEFRNAEZHESRS. BRRBLI7ESRPDENREEN, SR
FEEALAMINENEEE RRFHEFEEEN, KULUEBEFHRARRRFEANIEES.

(® Note

WMRENRFREBNEREESIRS , LAIUERFHRAUPEAKSIRS ID, UBEKSIR
FHRERTER,

EERAERNR

1. FEREHNEABEREA , REBRBIR https : //https://console.aws.amazon.com/inspector/v2/
home B Amazon Inspector £# A,

2. REEEET , BEERR.
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TBERR T EREER

BRENBERRIERA T REAREENRELRES , R ERLL T # B 5 AWS ERAVIFEMRE
AWS E1,

REWEHE

RIBEKNEEEREERIEM Amazon Inspector B2 ERNFKFTER ., EXEF , BUUEFH
Amazon Inspector #F## Amazon EC2 #1T{E#8. Amazon ECR BEH AWS Lambda B KV 5T
BH B D, Amazon Inspector #1RELL Amazon Inspector ZikREE & AWS Organizations &
PiER EBZERS , AL 2FIEBIRSEE. BHA Amazon Inspector W& B , AR AEBAT
EENREHER L, BB aSEARERE B Amazon Inspector KHEMWLE R, ELER
AR EWREHFANRE , BERNERERREE. WEFHMBENR , F2ETEE AWS REW
Amazon Inspector HZ &1 E,

EEREHEFEAST RN EMmERANIRFEEER, IRFEEHEEZE T Amazon Inspector
Amazon EC2 #{T1EE A Amazon ECR ZEMME N

AANKESHEEREMNT
- WRF
- BITIER
- ReRfEE
- BREBERE&
* Lambda
EREAERER

BREFAEERERREHREVERERINGE , URRETMEAESERNESY, E48H+ , 5
FEMRERNTHERETR, NEBRAEHERIR Amazon Inspector 2N1a ¥ BB A E
7, F2E 7 # Amazon Inspector FAER R,

EZERRREERFEETENEMERAERRER , YA BEAGEERS , UERTS SRR
e ERRERER.

AIEA T ARFAEEREAE

« Amazon Inspector ERIFREAERER
- Amazon EC2 #{TERAEER

- Amazon ECR R EAEHER
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« Lambda EHEFAEHR
AR\ B A B 1 ) SRR TE

DEBRAERNEHERBE RN LEZRERENS AT esFECREPERSERNERFE, BE
ELEEHATURBERDERENEARRUE, RERREHERE  UEFTHRBNNRFEER
NELENER.

ERREERERRNIRF

B ERHARAEERNIRFERSE N EREVFEESHERAETHERNITRE AWS IRE |, AR
RENFEFERER, RHEE Amazon Inspector FREAFRAZIRFIRIER , TERZREESIR
ER37AE AWS Organizations, WRRAGBEZREES 7THBPLRFEABATEHRRSE
B,

BEWRF ID NEEZ R EMERFHNFMER,
B EHRBAEAER RN Amazon ECR RFE

BB R REEEEN Elastic Container Registry (ECR) fFEERBERREFTEERBAESHM
BEEEEN A B Amazon ECR f77E. BEEETRRETERER. AWSIKRFHELF. ETFEE
VA, BRRIHE K URSEEE., LRRAiHmEE MR TFENEEER AN ER.

BERTFEERR  LEESIXEMRTENFHEER,
ERREERHERENTRMRE

EAGBEREFENARREEREEIMRETEAHE[BEFENILERRREG. BRE
HETRRGERER, REESE, REHE, AWSIRFEIT, B@FIHE  URIFFRR.
R AiGEEAEAEEERL TREEZEERNEN BN R RREK,

EERFREUAEEZIZERFTMRENFAERA,
EEREEBMERENHITER

EASRREREEENATRRERGETEEREARMBEEN I EME Amazon EC2 HTEMR.
BESBRATERBAK, AWS IRSHBIZ, Amazon Machine Image (AMI) #BI%, EXR
FEE , SRR, IRIE T B E RS & MR ML T AR TR E S,

BIEHITER ID AEFZHE Amazon EC2 HTEBEMEEMERA.
BEERBAERAER RN Amazon Machine Image (AMI)

BB RAEEEFEN Amazon Machine Image (AMIs) ER 2B RREFEERBEREEBFEN
BIEME AMIs, BEEETR AMI BRI, AWS IRFEBIFF. REFHTHSHE EC2 BITHEER
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E. AMIBZY B, AMIWEERRFTE,. EXREBE , URFEEE. R i ERR
WEERBIML AMIs ATREREER,

EEZFENHTERE , UEERZIEFEN AMI B 2B TERNFFHEERA,
AWS Lambda EEREERBEBEN HH

AWS Lambda EAGREZBEFENRAEREENRETER AR EFTEN AME Lambda
BE. MEFER Lambda MBE®. AWS IRFRBIN., MITHRERE. BRFIRE. 2FF
HE A URFREE. il ik EM R EsEA & & B WL Lambda BNE(TRERE B8R,

BEREER , LEFZHFE AWS Lambda EREWEFHEE
Amazon Inspector X iz HEREARNBEBETE

;&IH

EAREREABRINEXRERSRENEAHRREERNIAAER. EUNERERTRA
BREBENFMAET. ELERERK , RRSKEEnRBEBTEMENRTE, BEFERSIE
BEeRE N AEBFENEBRARENTY. CEETARELREBTEN S TRE., TSR RE
BRENFZEBRERE.
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¥ £ Amazon Inspector & HE R E

BRI LA E Amazon Inspector R ERERBEFERRAMREE (CVE). Amazon Inspector AR
AEREPHEFARELE CVE ID MEBWFMEENR, BLUE CVE FHEFAEE LR ELFRE
o Amazon Inspector EiBHEY ZE 4L FFEREF BRI EBESE. Amazon Inspector EXE#HE
CVEs i EFAEENEAFTEEERPIHNWFEEN CVE, AERBMMAERA CVE ID #5 Amazon
Inspector vulernability & ¥}E,

(® Note
B &l , CVE # &5 X # Microsoft Windows,

BEERIERE

R EERBA AR E E#2 A F Amazon Inspector AP| i EFFERE,

(® Note
A TEB K PR Amazon Inspector , AWS EiE FREE S RBERE,

Console

1. FEAZHEAEREAN , REBBAIR https : //https://console.aws.amazon.com/inspector/v2/
home B9 Amazon Inspector &

2. REBEEET , RERRIENERS,
3. HEEE%Id , @ACVEID, REEEES,

API

#1197 Amazon Inspector SearchVulnerabilities API , 28— CVE ID , #&=X
FfilterCriteria : CVE-<year>-<ID>,

T #& CVE &R
AERPB MAE CVE FERAEM.
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CVE FHEMA

CVE #MEFERIETIER :

 CVE #5&# ID
- CVE BREM
- BRSBTS RHE (CVSS) MisRFERIFED R (EPSS) 78

- BEREA
® Note
MR ABZE , Amazon Inspector A% # CVE ID B 1E 8,
- HRBEHIE (CWE)
- BEEIMEHN B
s =
REEEERRERERRES , fIWMAREEN LREANLAEARBH,

TERHKEFERZLNERRELZLE (CISA) WER , HPIFEEEE, #§ CVE HRECHR
AMESKH BE |, LUK CISA M F #8818 CVE 1Y B R,

B

SERREMR BRNER , BUEUS CVE BVFMAET.
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£ H Amazon Inspector [EH SBOMSs

BEYEHEE (SBOM) RRABEHRERKRBEBNE=SERB THNERERF. Amazon
Inspector BIRE Y B ERIZE SBOMs, EAILAEA Amazon Inspector £ A 5 Amazon
Inspector AP| BRI & JREE SBOMs, EAJLAEH Amazon Inspector X EFME RN EERH
SBOMs, [EHSBOMs 2EMEBHENEREN. BLUEBTE AWS REN KEHERBEER
ROARRE, ZRETERBA M ELEF E H SBOMSs,

(@ Note
B &l , Amazon Inspector F X &£ [E 1} SBOMs Windows Amazon EC2 #1T{EE.

Amazon Inspector &=,

Amazon Inspector Z# LA CycloneDX 1.4 #1 SPDX 2.3 #HA#E X EH SBOMSBOMs . Amazon
Inspector #% SBOMs [E i A ISONAE R E|Z5ZFH Amazon S3 f#FHT 8.

(® Note

# Amazon Inspector [EH# SPDX X EFEH SPDX 2.3 WRHKHER , BEefFaEE
Creative Commons Zero (CCO) #if. ERRAATSHBMUIREAEET 2 MREEME,

3 B Amazon Inspector B CycloneDX 1.4 SBOM #& X &4l

{
"bomFormat": "CycloneDX",
"specVersion": "1.4",

"version": 1,
"metadata": {
"timestamp": "2023-06-02T01:17:46Z",
"component": null,
"properties": [
{
"name": "imageId",
"value":
"sha256:c8ee97f7052776ef223080741f61fcdf6a3a9107810ea9649f904aa4269fdace"
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},
{
"name": "architecture",
"value": "arm64"
},
{
"name": "accountId",
"value": "111122223333"
},
{
"name": "resourceType",
"value": "AWS_ECR_CONTAINER_IMAGE"
}
]
},
"components": [
{

"type": "library",
"name": "pip",
"purl": "pkg:pypi/pip@22.0.47?path=usr/local/lib/python3.8/site-packages/
pip-22.0.4.dist-info/METADATA",
"bom-ref": "98dc550d1e9a0@b24161daaadd535c699"
},
{
"type": "application",
"name": "libss2",
"purl": "pkg:dpkg/libss2@l.44.5-1+debl@u3?
arch=ARM64&epoch=0&upstream=1ibss2-1.44.5-1+deblQu3.src.dpkg",
"bom-ref": "2f4d199d4ef9e2ae639b4f8d04a813a2"
I
{
"type": "application",
"name": "liblz4-1",
"purl": "pkg:dpkg/liblz4-1@1.8.3-1+deblQul?
arch=ARM64&epoch=0&upstream=1iblz4-1-1.8.3-1+debl@ul.src.dpkg",
"bom-ref": "9a6be8907ead891b070e60f5a7b7aa9%a"
},
{
"type": "application",
"name": "mawk",
"purl": "pkg:dpkg/mawk@l.3.3-17+b3?
arch=ARM64&epoch=0&upstream=mawk-1.3.3-17+b3.src.dpkg",
"bom-ref": "c2015852a729f97fde924e62al16f78a5"
I
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{
"type": "application",
"name": "libgmplQ",
"purl": "pkg:dpkg/libgmpl0@6.1.2+dfsg-4+debl@ul?
arch=ARM64&epoch=2&upstream=1ibgmpl0-6.1.2+dfsg-4+debl@ul.src.dpkg",
"bom-ref": "52907290f5beef@0dff8da77901b1085"
},
{
"type": "application",
"name": "ncurses-bin",
"purl": "pkg:dpkg/ncurses-bin@6.1+20181013-2+deb1l@u3?

arch=ARM64&epoch=0&upstream=ncurses-bin-6.1+20181013-2+debl0@u3.src.dpkg",

"bom-ref": "cd20cfb9ebeeadba3809764376f43bce"

}
1,
"vulnerabilities": [
{
"id": "CVE-2022-40897",
"affects": [
{
"ref": "a74a4862cc654a2520ec56dadc81lcdb3™
.
{
"ref": "0119eb286405d780dc437e7dbf2f9d9d"
}
]
}

B Amazon Inspector #J SPDX 2.3 SBOM #& =X, £ 45l

{
"name": "409870544328/EC2/i-022fba820db137c64/ami-074ealstc@8effb2d8",
"spdxVersion": "SPDX-2.3",
"creationInfo": {
"created": "2023-06-02T21:19:227",
"creators": [
"Organization: 409870544328",
"Tool: Amazon Inspector SBOM Generator"

]
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iy
"documentNamespace": "EC2://i-022fba820db137c64/AMAZON_LINUX_2/null/x86_64",
"comment": "",

"packages": [{
"name": "elfutils-libelf",
"versionInfo": "0.176-2.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/elfutils-libelf@@.176-2.amzn2?
arch=X86_64&epoch=0&upstream=elfutils-1ibelf-0.176-2.amzn2.src.xrpm"
1,
"SPDXID": "SPDXRef-Package-rpm-elfutils-libelf-ddf56a513c@e76ab2ae3246d9a91c463"
},
{

"name": "libcurl",
"versionInfo": "7.79.1-1.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/libcurl@7.79.1-1.amzn2.0.17?
arch=X86_64&epoch=0&upstream=1ibcurl-7.79.1-1.amzn2.0.1.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referencelLocator": "CVE-2022-32205"
}
1,

"SPDXID": "SPDXRef-Package-rpm-libcurl-710fb33829bc5106559bcd380cddb7d5"

},

{
"name": "hunspell-en-US",
"versionInfo": "0.20121024-6.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
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"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/hunspell-en-US@Q.20121024-6.amzn2.0.1?
arch=NOARCH&epoch=0&upstream=hunspell-en-US-0.20121024-6.amzn2.0.1.src.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-hunspell-en-US-del9ae0883973d6cea5e7e079d544fe5"
1,
{
"name": "grub2-tools-minimal",
"versionInfo": "2.06-2.amzn2.0.6",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/grub2-tools-minimal@2.06-2.amzn2.0.6?
arch=X86_64&epoch=1&upstream=grub2-tools-minimal-2.06-2.amzn2.0.6.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referenceLocator": "CVE-2021-3981"
}
1,

"SPDXID": "SPDXRef-Package-rpm-grub2-tools-minimal-c56b7ea76e5a28ab8f232ef6d7564636"

}I
{

"name": "unixODBC-devel",
"versionInfo": "2.3.1-14.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/unixODBC-devel@2.3.1-14.amzn2?
arch=X86_64&epoch=0&upstream=unix0DBC-devel-2.3.1-14.amzn2.src.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-unixODBC-devel-1bb35add92978df021a13fc9f81237d2"
}
1,
"relationships": [{
"spdxElementId": "SPDXRef-DOCUMENT",
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"relatedSpdxElement": "SPDXRef-Package-rpm-elfutils-libelf-
ddf56a513c0e76ab2ae3246d9a91c463",
"relationshipType": "DESCRIBES"
I

{
"spdxElementId": "SPDXRef-DOCUMENT",

"relatedSpdxElement": "SPDXRef-Package-rpm-yajl-8476ce2db98b28cfab2b4484f84f1903",
"relationshipType": "DESCRIBES"
1,
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-unixODBC-
devel-1bb35add92978df021a13fc9f81237d2",
"relationshipType": "DESCRIBES"
}

1,
"SPDXID": "SPDXRef-DOCUMENT"

}
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X EFEH SBOMs

= Z[EH SBOMs , BB FLERTE Amazon S3 A FETREF LT Amazon Inspector £ K AWS
KMS €88, S FERAEHERGRELISEERFERN SBOMs, HEEH AWS B ZEIRFH
SBOMs , F5fE LA Amazon Inspector ZEREEEE D EABERUT SR,

SRR

« Amazon Inspector T BN T EBE IR,

« EREBURH Amazon S3 fE1ZETEE | A5F Amazon Inspector MG EH P, MEXRERENE
F, FESEREEHF,

« EREBRH AWS KMS €488 , /25F Amazon Inspector £ RINBRENRE. MERERENE
A, FESEERTE AWS KMS S8 UEITE L.

(® Note

WMRIE LT EERE Amazon S3 EEFEETFEBNANREZEEERE LN AWS KMS €88 , AT LIER
HENFHEETEAN£E8E T SBOM EH,

EEZREFNFEESEELR SBOM,
Console
1. FERENEAEREAN , REBBYLR https://console.aws.amazon.com/inspector/v2/
home : //Amazon Inspector £# A,
2. FHAEEALAN AWS B ZHEE  ENESLEEDH SBOM ERNEE,
3. EEEBEHKP , EEEL SBOMs,

4. (#AH ) #EL SBOMsHER , FRAMEGFRIFUHIERENEEURENERFE, MR
RIBHEFRMEM , Amazon Inspector EEHFIBERATERNERE., IREBREREEE | &
BasEBdrrmEERYHNER,

5. EEWHKRET , ZBEEEEMN SBOM B,
6. B A Amazon S3 URI SiZIZ22I8 Amazon S3 LUEEIEF R SBOM B Amazon S3 {u &,
7. #AB Amazon Inspector 3R EHAWS KMS €88 , LUARIMBRENERE
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API

- BEUEAFRFHXEHEIRSBOMs , A Amazon Inspector APl By CreateSbomExport
B]1E.

HEBFERT , £ reportFormat 28 RIEE SBOM & H#& = |, 21 CYCLONEDX_1_4k
SPDX_2_3, B8 AV Es3DestinationB 8 , BN EIEE S3 IR X

fEFETE O 5 E L 5F Amazon Inspector B AT RVBUER, BEMMME
FresourceFilterCriteriaZ ¥ , #BRENEERFINABFEER.

AWS CL

«  EE({FH AWS Command Line Interface 1T T~ 5lin S E L E/HESBOMS :

aws inspector2 create-sbom-export --report-format
FORMAT --s3-destination bucketName=amzn-s3-demo-
bucketl,keyPrefix=PREFIX,kmsKeyArn=arn:aws:kms:Region:111122223333:key/123

FEIEMFERD |, 1§ FORMAT BUR BZEZER K , CYCLONEDX_1_48k SPDX_2_3, A% s3
BW#huser input placeholderst IR AEEHM S3 fEFTBEE. AN S3 P&
WFE , ARARMEREN KMS £ ARN,
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iﬁ

Amazon EventBridge /4Bl ERMEEAREXNMEM £ AWS R EXZEEE , 0 AWS
Lambda BXE{. Amazon Simple Notification Service £88 , 2A% Amazon Kinesis Data Streams F &Y
BERER, ATXEEEMERAEN, BREMRHKWES , Amazon Inspector B HEIGEIBBE R
Z EventBridge A EH. BRI LA Amazon Inspector B #iEBFE, HWEHENRENEH., &
Ei1Rfit EventBridge B4R E1 0B R,

&

+ Amazon Inspector 9 Amazon EventBridge E /% #& iR
« Amazon Inspector BERE REHE B R E 5

« Amazon Inspector #1417 i e R E B R £ 5l

+ Amazon Inspector & 2 & B {4 i 18 15 iR &5 4

« Amazon Inspector B B) B & 48 18R €551

Amazon Inspector B9 Amazon EventBridge E A B A

AR & Amazon Inspector EventBridge SHHEREB BRG], BHFAEFSRBSEHEEME
ZENES

{
"version": "Q",
"id": "Event ID",
"detail-type": "Inspector2 *event type*",
"source": "aws.inspector2",
"account": "AWS ## ID (string)",
"time": "event timestamp (string)",
"region": "AWS ## (string)",
"resources": [
*IDs or ARNs of the resources involved in the event*
1,
"detail": {
*Details of an Amazon Inspector event type*
}
}
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Amazon Inspector FAERE REHE B R REH

T 58612 E& Amazon Inspector F&E# R M EventBridge B4R, B Amazon Inspector 5 3!
Hbh—FERINHRERINMAREER  ReEUEERESSH., NEEVEMNUEEESES4MNE
7 , 5528 £/ Amazon EventBridge 23 ¥ Amazon Inspector &4 R/ B 5] [E f& EventBridge.

THIR T BB BEFESH

« detail-type BRXEA Inspector2 Finding.
- detail RAAREFE,
- detail.resources.tags REHRESIB/BEERNNVE,

AL ERER , LEFTEERNEEFERENBBEBTESHEREIR.

Amazon EC2 package vulnerability finding

"version": "Q",
"id": "4d621919-f1f4-4201-a0e2-37e4e330ff51",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T17:00:36Z",
"region": "eu-central-1",
"resources": [
"i-12345678901234567"

1,
"detail": {
"awsAccountId": "123456789012",
"description": "In snapd versions prior to 2.62, snapd failed to properly

check the destination of symbolic links when extracting a snap. The snap format
is a squashfs file-system image and so can contain symbolic links and other file
types. Various file entries within the snap squashfs image (such as icons and
desktop files etc) are directly read by snapd when it is extracted. An attacker who
could convince a user to install a malicious snap which contained symbolic links
at these paths could then cause snapd to write out the contents of the symbolic
link destination into a world-readable directory. This in-turn could allow an
unprivileged user to gain access to privileged information.",

"epss": {

"score": 0.00043
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3,
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:59:44.356 UTC 2024",
"fixAvailable": "YES",
"inspectorScore": 4.8,
"inspectorScoreDetails": {
"adjustedCvss": {
"adjustments": [],
"cvssSource": "UBUNTU_CVE",
"score": 4.8,
"scoreSource": "UBUNTU_CVE",
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"version": "3.1"

},
"lastObservedAt": "Wed Sep 04 16:59:44.476 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 4.8,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"source": "UBUNTU_CVE",

"version": "3.1"
.
{
"baseScore": 7.3,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H",
"source": "NVD",
"version": "3.1"
}

iF

"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-29069",
"https://ubuntu.com/security/notices/USN-6940-1"

1,

"relatedVulnerabilities": [
"USN-6940-1"

1,

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/
CVE-2024-29069.html",

"vendorCreatedAt": "Thu Jul 25 20:15:00.000 UTC 2024",
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"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-29069",
"vulnerablePackages": [
{
"arch": "ALL",
"epoch": 0,
"fixedInVersion": "0:2.63+22.04ubuntu®.1",
"name": "snapd",
"packageManager": "0S",
"remediation": "apt-get update && apt-get upgrade",
"version": "2.63"

iy

"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {

"awsEc2Instance": {
"iamInstanceProfileArn":
"arn:aws:iam::123456789012:instance-profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": [
"1.23.456.789",
"123.45.67.890"
1,
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 16:57:40.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"

I

"id": "i-12345678901234567",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"

1,
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"severity": "MEDIUM",

"status": "CLOSED",

"title": "CVE-2024-29069 - snapd",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 17:00:36.951 UTC 2024"

Amazon EC2 network reachability finding

"version": "Q",

"id": "9ebl1l603b-4263-19ec-8be2-33184694cb92",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-05T13:06:56Z",

"region": "eu-central-1",
"resources": ["i-12345678901234567"],
"detail": {

"awsAccountId": "123456789012",

"description": "On the instance 1-12345678901234567, the port range
22-22 is reachable from the InternetGateway igw-261lbab4d from an attached ENI

eni-094ad651219472857.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"lastObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"networkReachabilityDetails": {
"networkPath": {
"steps": [{
"componentId": "igw-261bab4d",
"componentType": "AWS::EC2::InternetGateway"
3, {
"componentId": "acl-171b527d",
"componentType": "AWS::EC2::NetworkAcl"
b i
"componentId": "sg-0d34debf87410f2d9",
"componentType": "AWS::EC2::SecurityGroup"
3, {
"componentId": "eni-094ad651219472857",
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"componentType": "AWS::EC2::NetworkInterface"

o {
"componentId": "i-12345678901234567",
"componentType": "AWS::EC2::Instance"

1]

.

"openPortRange": {
"begin": 22,
"end": 22

.

"protocol": "TCP"
1,

"remediation": {
"recommendation": {

"text": "You can restrict access to your instance by modifying the
Security Groups or ACLs in the network path."
}
I
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::123456789012:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": ["1.23.456.789", "123.45.67.890"],
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 17:41:24.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"

},
"id": "i-12345678901234567",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "Port 22 is reachable from an Internet Gateway - TCP",
"type": "NETWORK_REACHABILITY",
"updatedAt": "Thu Sep 05 13:06:56.334 UTC 2024"
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}

Amazon ECR package vulnerability finding

"version": "Q",

"id": "5325facf-alaa-7d97-6bce-25fde6f6d2fc",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:55:382",

"region": "eu-central-1",

"resources": [

"arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/

sha256:84f507df33c6864d49¢c296Tb734192696e4cb6f78166ac51ac8b9b118181085d"

1,
"detail.resources.tags.testkey": "allow",
"detail": {
"awsAccountId": "123456789012",
"description": "Possible denial of service in X.509 name checks",
"epss": {
"score": 0.00045
.
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"fixAvailable": "YES",
"lastObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [1,
"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-6119",
"https://ubuntu.com/security/notices/USN-6986-1"

1,

"relatedVulnerabilities": [
"USN-6986-1"

1,

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/

CVE-2024-6119.html",
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"vendorCreatedAt": "Tue Sep 03 00:00:00.000 UTC 2024",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-6119",
"vulnerablePackages": [
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "libssl3t64",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"
I
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "openssl",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelLayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"

1,
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "armés4",
"imageHash":

"sha256:84f507df33c6864d49c296fb734192696e4cb6f78166ac51ac8b9b118181085d",
"imageTags": [
"ubuntu_latest"
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1,

"platform": "UBUNTU_24_04",

"pushedAt": "Wed Sep 04 16:55:28.000 UTC 2024",
"registry": "123456789012",

"repositoryName": "inspector2"

},

"id": "arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/
sha256:84f507df33c6864d49c296fb734192696e4cb6f78166ac51ac8b9b118181085d",

"partition": "aws",

"region": "eu-central-1",

"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2024-6119 - 1libssl3t64, openssl",
"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep @4 16:55:38.411 UTC 2024"

Lambda package vulnerability finding

"version": "Q",
"id": "9eadd71la-e49c-9864-6ba9-2a5d3f83c88f",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T16:50:37Z",
"region": "eu-central-1",
"resources": [
"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:
$LATEST"
1,
"detail": {
"awsAccountId": "123456789012",
"description": "Flask is a lightweight WSGI web application framework. When
all of the following conditions are met, a response containing data intended for
one client may be cached and subsequently sent by the proxy to other clients. If
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the proxy also caches 'Set-Cookie’ headers, it may send one client's “session’
cookie to other clients. The severity depends on the application's use of the
session and the proxy's behavior regarding cookies. The risk depends on all these
conditions being met.\n\nl. The application must be hosted behind a caching proxy
that does not strip cookies or ignore responses with cookies. 2. The application
sets ‘session.permanent = True® 3. The application does not access or modify the
session at any point during a request. 4. "SESSION_REFRESH_EACH_REQUEST  enabled
(the default). 5. The application does not set a “Cache-Control® header to indicate
that a page is private or should not be cached.\n\nThis happens because vulnerable
versions of Flask only set the "Vary: Cookie® header when the session is ac",
"epss": {
"score": 0.00208
1,
"exploitAvailable": "YES",
"exploitabilityDetails": {
"lastKnownExploitAt": "Sat Aug 31 00:04:50.000 UTC 2024"
1,
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
"fixAvailable": "YES",
"inspectorScore": 7.5,
"inspectorScoreDetails": {
"adjustedCvss": {

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": '"NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"version": "3.1"

},
"lastObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"source": "NVD",
"version": "3.1"

iF

"referenceUrls": [
"https://www.debian.org/security/2023/dsa-5442",
"https://lists.debian.org/debian-lts-announce/2023/08/msg@0024.html"

Amazon Inspector FAEHE REMHEBHEREH) 17



Amazon Inspector

ERAEER

iF
"relatedVulnerabilities": [],
"source": '"NVD",

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2023-30861",

"vendorCreatedAt": "Tue May 02 18:15:52.000 UTC 2023",
"vendorSeverity": "HIGH",

"vendorUpdatedAt": "Sun Aug 20 21:15:09.000 UTC 2023",
"vulnerabilityId": "CVE-2023-30861",
"vulnerablePackages": [

{
"epoch": 0,
"filePath": "requirements.txt",
"fixedInVersion": "2.3.2",
"name": "flask",
"packageManager": "PIP",
"version": "2.0.0"

}

iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [
{
"details": {
"awsLambdaFunction":
"architectures": [
"X86_64"
1,

"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAagRRMGS8B27c=",

"executionRoleArn": "arn:aws:iam::123456789012:role/service-

role/VulnerableFunction-role-f9vs5mg8",
"functionName": "VulnerableFunction",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",

"packageType": "ZIP",
"runtime": "PYTHON_3_11",
"version": "$LATEST"

iy

"id": "arn:aws:lambda:eu-
central-1:123456789012: function:VulnerableFunction:$LATEST",
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"partition": "aws",
"region": "eu-central-1",
"type": "AWS_LAMBDA_FUNCTION"

1,

"severity": "HIGH",

"status": "ACTIVE",

"title": "CVE-2023-30861 - flask",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 16:50:37.627 UTC 2024"

Lambda code vulnerability finding

"version": "Q",

"id": "e764f7be-f931-fflb-204b-8cab2d91724b",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:51:01Z",

"region": "eu-central-1",

"resources": [
"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:

$LATEST"

1)

"detail": {
"awsAccountId": "123456789012",
"codeVulnerabilityDetails": {

"cwes": [

"CWE-798"
1)
"detectorId": "python/hardcoded-credentialsevl.0Q",
"detectorName": "Hardcoded credentials",
"detectorTags": [

"secrets",

"security",
"owasp-toplQ",
"top25-cwes",
"cwe-798",
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"Python"
1,
"filePath": {
"endLine": 6,
"fileName": "lambda_function.py",
"filePath": "lambda_function.py",
"startLine": 6
I
"ruleId": "python-detect-hardcoded-aws-credentials"
I
"description": "Access credentials, such as passwords and access keys,

should not be hardcoded in source code. Hardcoding credentials may cause leaks even
after removing them. This is because version control systems might retain older
versions of the code. Credentials should be stored securely and obtained from the
runtime environment.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",
"lastObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",
"remediation": {
"recommendation": {
"text": "Your code uses hardcoded AWS credentials which might
allow unauthorized users access to your AWS account. These attacks can occur
a long time after the credentials are removed from the code. We recommend that
you set AWS credentials with environment variables or an AWS profile instead.
You should consider deleting the affected account or rotating the secret key
and then monitoring Amazon CloudWatch for unexpected activity.\n[https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html] (https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html)"

}
},
"resources": [
{

"details": {
"awsLambdaFunction": {
"architectures": [
"X86_64"
1,
"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAaqRRMGS8B27c=",

"executionRoleArn": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",
"functionName": "VulnerableFunction",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
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"packageType": "ZIP",
"runtime": "PYTHON_3_11",
"version": "$LATEST"
}
},
"id": "arn:aws:lambda:eu-
central-1:123456789012:function:VulnerableFunction:$LATEST",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_LAMBDA_FUNCTION"
}
1,
"severity": "CRITICAL",
"status": "ACTIVE",
"title": "CWE-798 - Hardcoded credentials",
"type": "CODE_VULNERABILITY",
"updatedAt": "Wed Sep 04 16:51:01.869 UTC 2024"

(@ Note

AHEFEERE—RERERW JSON FHEABRE A4, erEBEREREREREEHE
&, EXEEIPHZEREE R

Amazon Inspector #1245 #w TR E 4 E BB £ 5l

LT RERDAFHEB Amazon Inspector E4# EventBridge B4 & 18816, & Amazon Inspector
EREF—EERNAREHENE , REEINEL,

TR B R R T REH

« detail-type WU E R Inspector2 Scan,

- detail Y3 E finding-severity-counts ¥ , FHRAEABRELERNPHRELERE
2 , f5lt0 CRITICAL, HIGHH MEDIUM.

RREFEFZERN , KEREEEETRANNERESHERER,
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Amazon EC2 instance initial scan

"version": "Q",
"id": "28a46762-6ac8-6cc4-4Ff55-bc9ab99af928",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:52:357",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": O,
"TOTAL": ©
},
"instance-id": "i-087d63509b8c97098",
"version": "1.0"

Amazon ECR image initial scan

"version": "Q",

"id": "fdaa751a-984c-a709-44f9-9a9da9cd3606",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-20T23:15:182",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:111122223333:repository/inspector2"

1,

"detail": {
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"scan-status": "INITIAL_SCAN_COMPLETE",

"repository-name": "arn:aws:ecr:us-east-1:111122223333:repository/

inspector2",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": O,
"TOTAL": ©

}I

"image-digest":

"sha256:965fbcae990b0467ed5657caceaecl65018ef44a4d2d46c7cdea80a9dffodlea”

"image-tags": [
"ubuntu22"
1,

"version": "1.0"

Lambda function initial scan

"version": "Q",

"id": "4f290a7c-361b-c442-03c8-a629f6f20d6C",
"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-02-23T18:06:03Z",

"region": "us-west-2",

"resources": [

"arn:aws:lambda:us-west-2:111122223333:function:lambda-example:$LATEST"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": @,
"TOTAL": 0

1,

"version": "1.0"
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}

Amazon Inspector &= & B =4S B R R E 5l

AT 2R EEER Amazon Inspector B4 HY EventBridge BH B IR H], EEIRM Amazon
Inspector B HEHEL TR , ISBELLES, THRUBNEEHEEEH -

« detail-type #FRES Inspector2 Coverageo
- detail MU B ERLERFH R HWMEBN scanStatus¥,

"version": "Q",
"id": "@00adda5-0fbf-913e-bcle-10f0376412aa",
"detail-type": "Inspector2 Coverage",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:51:39Z",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scanStatus": {
"reason": "UNMANAGED_EC2_INSTANCE",
"statusCodeValue": "INACTIVE"
.
"scanType": "PACKAGE",
"eventTimestamp": "2023-01-20T22:51:35.665501Z2",
"version": "1.0"
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Amazon Inspector B B X A #5818 R £ 4

E Amazon Inspector FZEXEHEBTNREBER , BEDBASHEEEEZRNEERES. THIHML
# A HEBRAEHS

« detail-type MUEXEA Inspector2 AutoEnable,
- detail YIHRABBMASHLRBNER,

"version": "Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",
"detail-type": "Inspector2 AutoEnable",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-08-21T02:36:48Z",
"region": "us-east-1",
"detail": {
“version”: “1.0.0”,
“AutoEnableStatus”: “Failed”,
“Reason”: "The number of member accounts enabled with AWS Inspector has reached
the maximum limit of 10,000"

}
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BEAR Linux® B Amazon Inspector SSM 2=
Windows

AFEBEFRA LinuxF Windows#1T{E8# Amazon Inspector SSM /A2,

#9 Amazon Inspector SSM ZMEFE R Linux

Amazon Inspector £ Amazon Inspector SSM ZAHIERE Linux BI{THEE EHITRERER
. Amazon Inspector SSM AR EX BB ZHEE /opt/aws/inspector/binB &H Y Linux #l
TER L, THTENEEA inspectorssmplugin,

Amazon Inspector £ Systems Manager Distributor 7E 8B 1T{E & L BENBEN . BEEHITR

B &R | Systems Manager Distributor #1 Amazon Inspector %483 &K Amazon EC2 #1T{&
BIUEX R, WMEHFFE Systems Manager Distributor X ERNEZRKNWEN , HS2EAWS Systems

Manager  fEAEIEmR) PHEZENEHTFENEE,

Amazon Inspector I ERH 8% , LLEE Amazon Inspector SSM ABERN A RAREBFIVEDN
BHl, ELERBHEIE /opt/aws/inspector/var/input# /opt/aws/inspector/var/
output,.

FH packages.txt RS /opt/aws/inspector/var/outputEERERERECEHNTE
K&, R Amazon Inspector FE#{T{EHE L Z ) XERZBRMNEH , packages. txtBREHIHIKF
EHNSAEME.

Amazon Inspector B4 /A 2K BEFFERIE /var/log/amazon/inspector B #H,
% % Amazon Inspector SSM MBE R,

MRFR/PMOMBRinspectorssmpluginiE®R , SSM BBInspectorLinuxDistributor-do-
not-deleteBE FRBHBEREHEHF ZE inspectorssmpluginfE X,

WREZH Amazon EC2 i , AR IEXAS BB RTA Linux TEBRZE,

B9 Amazon Inspector SSM #A#E X Windows

Amazon Inspector ZE Amazon Inspector SSM A\ HIE X F BER B EAIWindows #1178, Amazon
Inspector SSM AMERNE BB REE BHIWindowsH{T{EE EC:\Program Files\Amazon
\Inspector , AIH{THE B A InspectorSsmPlugin.exe,

# Amazon Inspector SSM A ##23 Linux 126
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RESEILTHIERME , LAEH Amazon Inspector SSM RN INENER

* C:\ProgramData\Amazon\Inspector\Input
* C:\ProgramData\Amazon\Inspector\Output
* C:\ProgramData\Amazon\Inspector\Logs

(® Note
RIFFAER , Amazon Inspector SSM AR EXNZLURRA EE B EIEFHAIT.

(® Note

B LAEREETER T M E R HERENWindowsHTEE, T8 , BB =AU
ssm:PutInventory# ssm:GetParameterzfali EE’Jﬂ@,

% % Amazon Inspector SSM MEBER,

MRF/PNOMBERINnspectorSsmPlugin. exefR , InspectorDistributor-do-not-
deleteB@BHEE T —EWindowsFHBREM L InspectorSsmPlugin. exefEE,

REBEMBRLE Amazon Inspector SSM AHER |, LA LLEA AmazonInspector2-
ConfigureInspectorSsmPlugin X#H4HWERZEEE, T8 , MREEA Amazon Inspector
SSM AR ER & B B R FTEWindows MR %%, Amazon EC2

(® Note

MR EAEZH Amazon Inspector 2 BIfi#kR = % SSM RERE , Amazon Inspector SSM 7}
EXgREAEWindowsE# £ | BEFE1$ERMEEE Amazon Inspector SSM 4 2, MFE
MER , 552 =R Amazon Inspector,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/managed-instances-default-host-management.html
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Amazon Inspector SBOM E 4 &3

HEYEEE (SBOM) REEHBEMEN tH, BRAEMEHEWEXNEEFE, Amazon Inspector
SBOM E4% 25 (Sbomgen) 2 —fEE4E SBOM WIE | ARAH1E, A&, Bk, AEERHK , UK
mFEGOM —H# I, Rust @SbomgenEHITECLZEEHFHBEANER, E Sbomgenik ZIEEIE
R, CEHNES4BRE. RAMHEAPEER, Sbomgen REKEHHEERERAE CycloneDX
SBOM, f&HJLAfER Sbomgeni#% CycloneDX SBOM E4E ARSI STDOUT HEA |, I#& SBOMs
35 E Amazon Inspector ¥ 1TiREE R, EHBAILAERA Sbomgenfi s CI/ICD BEH—&8% , LLEE
RIEASERGMAIBEEBN —F2. hitps://docs.aws.amazon.com/inspector/latest/user/scanning-
cicd.html

xENEFEE

Sbomgen Ui T FIE 4 R BE7F

» Alpine APK

+ Debian/Ubuntu DPKG
* Red Hat RPM
- C#

+ Go

+ Java

* Node.js

« PHP

+ Python

* Ruby

* Rust

X ENRFREEAERE

Sbomgen Al BAiE# B L Dockerfile , Wt EMGHEEFE LK , AR LRBEE, NFEFHEE
A , 5528 Amazon Inspector Dockerfile # 2,

XENEFER 128


https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/software-bill-of-materials-sbom.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-cicd.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-cicd.html
https://docs.aws.amazon.com/inspector/latest/user/dockerfile-checks.html
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Z % Sbomgen

Sbomgen EEAR Linux EER#K.

R B ESbomgen D Hr A IRENBR & | B4 BDockerz 8 , Docker T EESMEHARKRSE
FIEPFEE . tar ER BBV,

Amazon Inspector BZE&ESbomgenft ELV BB T HERBAKHRKEIT -
. 4 3% CPU

« 8 GB RAM

Z % Sbomgen

1. REBHIER URL TEEZITHY Sbomgen zip &2 :

Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/

amd64/inspector-sbomgen.zip

Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/

arm64/inspector-sbomgen.zip

HNE , WAL TEHENR Amazon Inspector SBOM E4 25 zip .
2. EATYGSHEBETH :

unzip inspector-sbomgen.zip

3. REENBEHPREETIESR

« inspector-sbomgen - iEREMHITLLESE SBOMsHI T E,

« README. txt - EREA WX HSbomgen,

» LICENSE.txt - ltiEREE WEBRESbomgen,

« licenses - WERIKRIE FANE=SFE4NREEHASbomgen.
« checksums.txt - IEREMSbomgen TEMHZE,

« sbom. json - iE&SbomgenT E# CycloneDX SBOM,

« WhatsNew.txt - WERBERENEFTHFE , ALETLUIRERTESbomgenlk AR 2 B EE
B E M,

4. (FR) EAUATHTRELENEEENMTEM
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sha256sum < inspector-sbomgen

B EREchecksums .. txtiEEN RS,
5. FATITSHETHTEFIRTIE

chmod +x inspector-sbomgen
6. FRAUTHTHESR Sbomgen ERIIRE :

./inspector-sbomgen --version
LREZEEINEUUTHEL

Version: 1.X.X

5/ Sbomgen

AERAMFEE AR S KX Sbomgen, BT LLUEBSbomgen N EEIHIE— 5 T HRIMAER . ZEERIA

IELLEH |, FEHIT list-examples®H T :

./inspector-sbomgen list-examples

EAEARMREA SBOM A iR

&I LAEF Sbomgen AR ESMSRESE SBOMs , WHERBMEEER, BULUEA container ¥
TRUALEIhEE,

LR

ETHRRNBH BT , BB image : tagBR BIRERY ID , i§ Bfoutput_path. jsonREE
TN HEE,

# generate SBOM for container image
./inspector-sbomgen container --image image:tag -o output_path.json

® Note

RHEEBMAEIURREEA) , URENHE, BPHILETERLHESbomgenKEE |, iE
AR BENRER, B NREEUSREMERE. THN LERRE.
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Sbomgen # & # A BScanSbom , Amazon Inspector Scan API A& EEEE#EIB 5, 000 BAEH
SBOMs, #EIZH|F , Amazon Inspector Scan AP| €@ HTTP 400 EIfE,

MRRETERERBERRB &K , FEBTHEA Sbomgen --skip-filessl &,

MR THIER  AEMRGFETEE RN

« InvalidImageFormat - fEAE XK TAR ZH, EAEERRIBEERBRENTERNES
ARG BB A,

- ImageValidationFailure - ERFERGETHNBRERENIABTREREAY , SINFTHEFNR
FERESHE, TERNEFABTERERLAMMN SHA256 MEBMERFTR , EFERE,

« ErrUnsupportedMediaType - ERETH T ETZENHEREARZRE, NEERXXENERE
HNEF , F2RIENEERRINERER,

Amazon Inspector &% &application/
vnd.docker.distribution.manifest.list.v2+jsoniE8&&EA, FiB , Amazon Inspector &
BREABEETE., RHERAENETEFTENREGR SO LHAREEERE --platform 5| RERAN
FhH. MRKIEESI--platform® , Amazon Inspector SBOM Generator R IBEHITAIENFEA
BEEMEFAEE,

B M FELE SBOM

B LAEA 1B #MEFSbomgenE4E SBOMs, BRI LAEMA directory® archive ¥ SR A
WIhge, ERBERERERKESE SBOM , HILITHL git EFEER , Amazon Inspector B & A
L IhEE,

gflams 1
THREXBHBRERREE SEREL SBOM B FHT.

# generate SBOM from directory
./inspector-sbomgen directory --path /path/to/dir -o /tmp/sbom.json

Bl 2

THRABHBREREHEEREL SBOMNFHT. B—XENHERXS .zip. .tar#

.tar.gz,.

TR BAH A AL SBOM =


https://docs.aws.amazon.com/inspector/v2/APIReference/API_scan_ScanSbom.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#ecr-supported-media
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# generate SBOM from archive file (tar, tar.gz, and zip formats only)
./inspector-sbomgen archive --path testData.zip -o /tmp/sbom.json

1€ GoxRustim=ZN —EMNEESE SBOM

& LA 4R R Rust Gofll —#{u i SbomgenE 4 SBOMs, EAILUEIR binary Fo v REA L
BEM

./inspector-sbomgen binary --path /path/to/your/binary

fEE SRR EEE SBOM

& B LAE A Amazon Inspector SBOM E 4SS ERIER[EE L SBOMs, EAILAEA volume Finw
BALLIIEE, ERMESMREEUBRER  BREEAILINE , Sl HEHERFKMN Amazon EBS #
KRE, HEHKFOSTE , HENUEERESEAEERREGCNEERRKER.

BRI LAisH# Amazon EBS B4R [E |, FiERKHIEEZE E %% Amazon Inspector SBOM E£ZEH
Amazon EC2 #1T{E# , WA HBHEEZHATER L. HREM Amazon EC2 #1T{ER B Bl EEEA
B9 Amazon EBS HiRE[E |, B LIB YRR E /Y Amazon EBS HRER | RERKIRBEIFM Amazon
EBS M EAMIFH 2 H. MFE Amazon EBS WFME , 728 (Amazon Elastic Block Store {8
BEERE) PHHER Amazon EBS ?,

gh
THRABH RERRBRUREESE SBOM W F@ T, --path SIHEEEHRUHRENRE &%,

# generate SBOM from mounted volume
./inspector-sbomgen volume --path /mount/point/of/volume/root

LR

THRABFH BB HEUKREEZSE SBOM B FaT , BKIEBRER --exclude-suffix5|E#Y
REERRBRE. EMEETEAREER (HINBFERAERBER ) B, --exclude-suffix5|#
#ElEH, BEUEERERHEENERNE S8R HFRERE I  ETUNRL RHEKBNCREEER

=
o

# generate SBOM from mounted volume with exclusions
./inspector-sbomgen volume --path /mount/point/of/volume/root \
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https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html
https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html
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--exclude-suffix .log \
--exclude-suffix cache

BEERETFNEERBEECHSRENCAHRKERE, flw , BiEHEE NWEKE/mnt/volume ,
HPGEiE WERE/mnt/volume/var/lib/rpm/rpmdb.sqlite , BREEEELEH SBOM /
var/lib/rpm/rpmdb.sqlitehZE#LE ,

#& SBOM &ix E Amazon Inspector LAi& B R A

BT E4 SBOM 24 , #E a LAE A3 B Amazon Inspector Scan APl HI & — i &% SBOM Ui
1T, Amazon Inspector & 5514 SBOM WAR =B EIRE , BEZEEEMERE Sbomgen, BiE
B A, BEBEVUERIBEAER.

(@ Note
BB A B BEEFY AWS 1RE BWYEA® InspectorScan-ScanSbom , 8 1L Th

ok
Beo

EERALLIIEE | 384§ - -scan-sbom5| BEIEA Sbomgen CLI, #tBAILA#% - -scan-sbom5| BEE
Z T 5EMSbomgenF @+ : archive, binary, container, directory. localhost,

(® Note

Amazon Inspector Scan AP| T2 EEEIB 2 , 000 EEHSBOMs, FELZERHIF , Amazon
Inspector Scan API €{&[E HTTP 400 B,

BRI AERA T 5] AWS CLI 518, i#EiB AWS FREE D IAM A& [ Amazon Inspector 1T & 75 58 5F%

--aws-profile profile
--aws-region region
--aws-iam-role-arn role_arn

Bt LAm B THIRESE |, [ Amazon Inspector 1T 5 4 B % Sbomgen,

# SBOM &% = Amazon Inspector LA i B H 133
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AWS_ACCESS_KEY_ID=%$access_key \
AWS_SECRET_ACCESS_KEY=$secret_key \
AWS_DEFAULT_REGION=$region \
./inspector-sbomgen arguments

EEEERERE , BFEH --scan-sbom-output-format cyclonedx5I#= --scan-sbom-

output-format inspectors|®,

LR & BAlpineLinuxEFTARAEE I SBOM, ## SBOM , A REZRE A JSON &R,

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your_profile \
--aws-region your_region \
--scan-sbom-output-format cyclonedx \
--outfile /tmp/inspector_scan.json

Lo TEFER AWS B2 AERMMAREEZE , [@ Amazon Inspector #1T & 7 5

AWS_ACCESS_KEY_ID=$your_access_key \
AWS_SECRET_ACCESS_KEY=$your_secret_key \
AWS_DEFAULT_REGION=$your_region \
./inspector-sbomgen container --image alpine:latest \
-o /tmp/sbom.json \
--scan-sbom \
--scan-sbom-output-format inspector

ghlaw 3

HHSEER IAM &8 ARN & Amazon Inspector 1T & 0 BT,

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your_profile \
--aws-region your_region \
--outfile /tmp/inspector_scan.json

# SBOM &% = Amazon Inspector LA i B H
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--aws-iam-role-arn arn:aws:iam::123456789012:r0le/your_role

£ A H At FR HH 8 R 1B s =81 Th e

Amazon Inspector SBOM EASRERIFZEAN G TEARLERNFHEES.
FREHEREA

18 Amazon Inspector SBOM E4 SR FHn SR BBEA T HIFARFRHERFE

- R directory¥& %

« ¥ localhostF& < : os. programming-language-packages. extra-ecosystems & #2554l
A
T

« ¥ container¥®

—HEfR R A

: Z#{Z, programming-language-packages. Dockerfile #®ifigsE4H

. 0s, programming-language-packages. extra-ecosystems, Dockerfile,

ST R

EETESTERFESFALUNNIFEESS | 5FH --additional-scannersiBIE | #HEEEENIEN
REREE, LTRSS NITSTIHRIENES TS,

# Add WordPress installation scanner to directory scan
./inspector-sbomgen directory --path /path/to/directory/ --additional-scanners
wordpress-installation -o output.json

LT R e mAERER S REENESERHEERNESN RS,

./inspector-sbomgen container --image image:tag --additional-scanners scannerl, scanner2
-0 output.json

BEFBERENERD LRREE(CERFHE

BRI MANRERHFMREGE , RS Sbomgeni®mii 200 MB HEDMER, K 200 MB KIERRD
BEE4PEER, ERFEEIB Rust 200MB Ky Go —#uiF , AJREEBIIER. EERERNNR
%, A --max-file-size5|#, EFELEBHFRARER , EEISREERNRF , 1M
DR ERERER RS
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g4

THIEEFI REIAERA --max-file-size 5| BIREMER K,

# Increase the file size limit to scan files up to 300 MB
./inspector-sbomgen container --image alpine:latest \
--outfile /tmp/sbom.json \

--max-file-size 300000000

BEUREADALHURAE. CEEEARNERRHSENY.
FREERE RS
Sbomgen BT IEMIEEETEE , THEH CICD REFHHBTFTBS.

INFO[2024-02-01 14:58:46]coreV1.go:53: analyzing artifact

HN ~~— X\~ —

NFO[2024-02-01 14:58:46]coreV1.go:62: executing post-processors

IEAILAER --disable-progress-bars| BEHEERRE :

./inspector-sbomgen container --image alpine:latest \
--outfile /tmp/sbom.json \
--disable-progress-bar

fFH B EFEEHE Sbomgen

ERRELARERIHRBER  CUURLABEHPTENTREE SBOMs, LTLUEB TSI
FEREEEBAEN |

ERREBEAERETRE (ER)

HRAEZ  SEnAREEEETE2RE, Hlin , MRERA Docker , BRI LAMER Dockerit &
MAREHREETE PRI - docker login,
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1. BRBEELHNBH[BERE, Hl0, MRFEA Docker , FBAILAEM Dockerlogin < B & EETE
DR

2. BRARBHEZR , FEERHFEPINARIWRGESbomgen LEA . BEEFATHIES |, FA
image:tagBRABEHFEHRGEER

./inspector-sbomgen container --image image:tag

AR EEITRE
RIS E  BRACHERESBHRASY , LEBEMHSbomgenE REH A L2 M EHTH.

EEFEATHES , B image: tagBRALERBENREEE | XAE B your_username B A7
BMRGHERAESRR

./inspector-sbomgen container --image image:tag --username your_username

EREEB NS RETE 2 BE

HRILFZE , BRENERRBEEFHEFRE . txt BEREP,

® Note
AR fEAERZARRILER, ERUEXTEETERIFR.

EEFEATHES , 8 your_username B BENFERERT |, password. txt# XA BTEE
THBRER . txtER |, Wi§ image: tagRBERENEBREE

INSPECTOR_SBOMGEN_USERNAME=your_username \
INSPECTOR_SBOMGEN_PASSWORD="cat password.txt  \
./inspector-sbomgen container --image image:tag

RE RyEEHIE H Sbomgen

DTRER EFZAREH SBOM £flSbomgen.

EREBR 5 RETRE 5
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Regr{E SBOM

"bomFormat": "CycloneDX",
"specVersion": "1.5",
"serialNumber": "urn:uuid:828875ef-8c32-4777-b688-0af96f3cf619",
"version": 1,
"metadata": {
"timestamp": "2023-11-17T21:36:38Z",
"tools": [
{
"vendor": "Amazon Web Services, Inc. (AWS)",
"name": "Amazon Inspector SBOM Generator",
"version": "1.0.0",
"hashes": [
{
"alg": "SHA-256",
"content":
"10ab669cfc99774786301a745165b5957c92ed9562d19972fbf344d4393b5ebl™

}

}
1,
"component": {
"bom-ref": "comp-1",
"type": "container",
"name": "fedora:latest",
"properties": [
{
"name": "amazon:inspector:sbom_generator:image_id",
"value":
"sha256:c81c8ae4dda7dedc@711daefe4076d33a88a69a28c398688090c1141eff17e50"
1,
{
"name": "amazon:inspector:sbom_generator:layer_diff_id",
"value":
"sha256:eddd0d48c295dc168d0710f70364581bd84bldda6bb386c4asde@b61de2f2119"
}

}
+

"components": [

{

KRB KEHIEH Sbomgen
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"bom-ref": "comp-2",

"type": "library",

"name": "dnf",

"version": "4.18.0",

"purl": "pkg:pypi/dnfe4.18.0",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"
1,
{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"
1,
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib/python3.12/site-packages/dnf-4.18.0.dist-info/METADATA"
1,
{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"
1,
{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-dnfe@4.18.0-2.fc39?
arch=noarch&distro=39&epoch=0"

}

]

},

{
"bom-ref": "comp-3",
"type": "library",
"name": "libcomps",
"version": "0.1.20",

"purl": "pkg:pypi/libcompse0.1.20",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"

1,

{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"

},

KRB KEFIE E Sbomgen 139
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{

"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib64/python3.12/site-packages/libcomps-0.1.20-py3.12.egg-
info/PKG-INFO"

},

{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"

},

{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-libcomps@@d.1.20-1.fc39?
arch=x86_64&distro=39&epoch=0"
}
]
}
]
}

Amazon Inspector SBOM 7 4 28 #Y & Bl iR 2%

AEERME Amazon Inspector SBOM E4SBHIMRAMERMNER . MFE LXK Sbomgen HWIEEE
A, BB B L% Sbomgen,

BRHTARA

* https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip

* https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip

Sbomgen 1.8.0

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.7.3

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/amd64/
inspector-sbomgen.zip
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https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/amd64/inspector-sbomgen.zip
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* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.7.2

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.7.1

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.7.0

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.6.3

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.3/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.3/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.6.2

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/
inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip

Amazon Inspector EREER

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.6.1

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.6.0

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.5.5

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.5.4

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.5.3

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/amd64/
inspector-sbomgen.zip

BhRAs 142


https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/amd64/inspector-sbomgen.zip

Amazon Inspector EREER

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.5.2

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.5.1

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.5.0

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.4.0

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.3.2

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/amd64/
inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/amd64/inspector-sbomgen.zip

Amazon Inspector EREER

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.3.1

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.3.0

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.2.1

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.2.0

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.1.1

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/amd64/
inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/amd64/inspector-sbomgen.zip

Amazon Inspector EREER

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.1.0

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.0.0

* Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/arm64/
inspector-sbomgen.zip

Amazon Inspector SBOM E4X SR TEBEXRMRES

Amazon Inspector SBOM Generator R #ETRIMNWIEERS , UHERBRETHETERBFHEN
P, EE SBOM AIHENR T MEERRIVER , AU BB RRZEEHTPNRE. XE&E
#REA Amazon Inspector SBOM Generator TR A EEXRREHESHNEEIIEE, WFE Amazon
Inspector X IBWEELRFAEBEN , 5528 Amazon Inspector T ENIEXRFEMERETES,

XERNEXRRFARm

Amazon Inspector SBOM EA R ETIEXRFER SR :

F & T IR ==pi
Alma Linux N/A = =

Alpine Linux e = N/A
Amazon Linux N/A = N/A
CentOS N/A = N/A
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/arm64/inspector-sbomgen.zip
https://docs.aws.amazon.com/inspector/latest/user/supported.html

Amazon Inspector EREER

£ & T IR =D
Chainguard = = N/A
Debian = = N/A
Distroless = = N/A
Fedora N/A = N/A
MinimOS = = N/A
OpenSUSE N/A = N/A
Oracle Linux N/A = N/A
Photon OS N/A = N/A
RHEL N/A s =

Rocky Linux N/A = =

SLES N/A = N/A
Ubuntu = = N/A

LLAPK BERNIFRRREHES

AETE APKEELRREMEESIENTANMEEIIRE, MEFMENR , F2H Alpine Linux #k
£ #9 Alpine Package Keeper,

*<&¥a
UTEXENHFE,

 Alpine Linux
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https://wiki.alpinelinux.org/wiki/Alpine_Package_Keeper
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® Note

¥ APKE R , Amazon Inspector SBOM E4£8€#% /1ib/apk/db/ ERIWEEH
&8,

TEIEE

- ENEBES - HREBECREEANER
© RAKES - HRBEELZEEHIRA
- REEHETR - B SECREEFNREES

L)
THRXTEHBRR APK ERERRNESH,

:Q1J1boSJkrN4gkDcokr4zenpcWEXQ=
:z1ib

:1.2.13-r1

:x86_64

154253

1110592

:A compression/decompression Library
:https://z1lib.net/

:Z1ib

:z1ib

orc 4 Hwun>>»r»r< TN

LA DPKG RERNERRKREHES

FEITE DPKGEEXRMEMHEESXENFAENEEIIRE, MEFMENR , 552K Debian it LA
Debian .

XE¥A

XETHIFE,

* Debian

LA DPKG AEBNIEXRKEHES 147


https://wiki.alpinelinux.org/wiki/Apk_spec
https://wiki.debian.org/dpkg
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ERAEER

e Ubuntu

® Note

¥ DPKGE R , Amazon Inspector SBOM E4£ B EH /var/lib/dpkg/status BRK

SEEHTRESN,

EEIEE
LT 2 DPKGEMERZREMHNEE WAL

- ENEBES - HREBECREENANER
« RAES - RS ECREEMHHRE
- REEAHEE - BB SEEREEHNRREHS

g5

THRERNBHERE /var/lib/dpkg/ ERMEHI,

Package: zliblg

Status: install ok installed
Priority: optional

Section: 1libs
Installed-Size: 168
Maintainer: Mark Brown <broonie@debian.org>
Architecture: amd64
Multi-Arch: same

Source: zlib

Version: 1:1.2.13.dfsg-1
Provides: 1libzl

Depends: 1libc6 (>= 2.14)

Breaks: libxml2 (<< 2.7.6.dfsg-2), texlive-binaries (<< 2009-12)

Conflicts: zlibl (<= 1:1.0.4-7)
Description: compression library - runtime

zlib is a library implementing the deflate compression method found
in gzip and PKZIP. This package includes the shared library.

Homepage: http://zlib.net/

LA DPKG AEBNIEXRKEHES
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https://www.debian.org/doc/manuals/debian-reference/ch02.en.html
https://www.debian.org/doc/debian-policy/ch-source.html
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L RPM REBNERRREHES

AEHTE RPMEEXRREHEEZIENTANEIEDRE, NEFMENR , F2E RPM @ £
RPM Package Manager,

BV A

XETHFAE.

+ Alma Linux

* Amazon Linux

+ CentOS

* Fedora

* OpenSUSE

* Oracle Linux

* PhotonOS

* RedHat Enterprise Linux

* Rocky Linux

« SUSE Linux Enterprise Server

@ Note

A RPMER#E , Amazon Inspector SBOM EAEEEH /var/lib/rpm BRKWEEH
BHl,

FEINAE
U2 RPMEERRHEHEAN TR,

- ENHEBES - HHSECREEHNER
© RAKES - EREBEEZREAIRA
- REEHEG - BESECZEEFNREEH
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https://rpm.org/
https://access.redhat.com/solutions/439953
https://www.debian.org/doc/debian-policy/ch-source.html

Amazon Inspector

ERAEER

« BRXE-HENBECREEHFNRRTEER

gl
M 2RPME B B R A BRI EHI

/usr/lib/sysimage/rpm/rpmdb.sqlite
/usr/lib/sysimage/rpm/Packages
/usr/lib/sysimage/rpm/Packages.db
/var/lib/rpm/rpmdb.sqlite
/var/lib/rpm/Packages
/var/lib/rpm/Packages.db

Chainguard BMEEHES

AEBEChainguard B EHE S X ENFEANEERE, WEFHAER

LR,
SETA
X ETFITA

» Wolfi Linux

@ Note

¥ ChainguardB{& , Amazon Inspector SBOM Generator

BRUEEFPERER,

EEIRE
UTREEIE,

- ENHEBES - HHSECREEHNER
© RAKS - HRBEEZEEHIRA
- REEHETR - B BECREEFNREEH

5528 Chainguard #8314 &

21 /1ib/apk/db/installed

Chainguard MG EHEE
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https://www.redhat.com/en/blog/introduction-appstreams-and-modules-red-hat-enterprise-linux
https://edu.chainguard.dev/chainguard/chainguard-images/

Amazon Inspector EREER
i1

THRERXIEH EREChainguard X8 RV EHI,

:wolfi-keys

:1-18

:x86_64

(MIT

:Wolfi signing keyring
:wolfi-keys

O A r » < T

Distroless MR EHES

Distroless Bes 2 ASTM G , FHRR Linux2 PN EHEEE, REMNEMLARER, DistrolessB 2R
ETEHTEAEXNMNUESHEMNZEEMENER B4,

® Note
¥ DistrolessB % , Amazon Inspector SBOM Generator €# /var/lib/dpkg/status.d
ERUEEHPEER, EXE DebianFl UbuntuBl 9, ELTH/etc/os-releaselER
RFANAMER {25875 , R "Debiany = "4 Ubuntu.

FTE8E

- ENHEBES - HHSECREEFNER
« RAKS - ERESEEZREARA

Y]

LA RDistroless & & R AV & 4,

Package: tzdata

Version: 202la-1+debl11ul@

Architecture: all

Maintainer: GNU Libc Maintainers <debian-glibce@lists.debian.org>
Installed-Size: 3413
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https://edu.chainguard.dev/chainguard/chainguard-images/about/getting-started-distroless/
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Depends: debconf (>= ©0.5) | debconf-2.0
Provides: tzdata-bullseye
Section: localization
Priority: required
Multi-Arch: foreign
Homepage: https://www.iana.org/time-zones
Description: time zone and daylight-saving time data
This package contains data required for the implementation of
standard local time for many representative locations around the
globe. It is updated periodically to reflect changes made by
political bodies to time zone boundaries, UTC offsets, and
daylight-saving rules.

MinimOS E4-&£4

AEHBEMNMUusEBEHEEIBENFENETEYRE, WEFMENR , 5F2B Minimus #h,

o

xXE¥E
XETHIFE,

* MinimOS

(@ Note

HHMinimusBR{& , Amazon Inspector SBOM Generator €%¢ /1ib/apk/db/installed #&
RREEHPREH,

FEN&E
LT REENRE,

- ENEBES - HREBECREENANER
« RAKS - ERBECZREANERE
- RREHETR - BESECLZEEFNREEH

LT RMinimus R ERNER T H B

MinimOS E4 &4

152


https://www.minimus.io/
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:ca-certificates-bundle
:20241121-11

:aarchb6s

:MPL-2.0 AND MIT

O A » < T

:ca-certificates

*%_tnln-l-nn =] *Hﬁ(ﬁﬁé

Amazon Inspector SBOM E4 B/ X ETRIMNBEXRTESNEE  BRRKEFHANEREES, E
4 SBOM AI#BIE T MREBHAER , MERBIRBLREFEZEIEZEE, Amazon Inspector SBOM
EERTETIHEXRTBSNERER,

Go R imHE
B K EHEE XENK 2IEfEX FEMEM  ERME REEE B
S LE T B k3 it iE
Go Go go.mod N/A N/A N/A N/A =
go.sum N/A N/A N/A N/A =
Go = N/A N/A N/A =
Binaries
N/A N/A N/A N/A B
GOMODCACH
E

go.mod/go.sum

£/ go.mod M go.sum BRREXMEEGoERP MMM, Amazon Inspector SBOM E4HRE
BRIBGOT E#MAUTEAN AN ERELER,

FTEN&E

o 1% WEMMKMY go.mod ( MRGoLEHEMRA A 1.17 HEFRA )
o« f REMMEKM go.sum ( WIRGoTEHEMAL 1.17 HEK )
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* go.mod ARG BIFTE B &4 A AR MM AT A

g1l go.mod =R

LAR 2 go.mod ERMEH,

module example.com/project
go 1.17

require (

github.com/gin-gonic/gin v1.7.2

golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8el23
)

£l go.sum =R

AR R go.sum EERAEH,

github.com/gin-gonic/gin v1.7.2 hl1:VZ7DdR1@sghbA61VGSkX+UX02+J0aH7RbsNugG+FA8Q=
github.com/gin-gonic/gin v1.7.2/go.mod h1l:ILZ1Ngh2f1pL1ASUj79gGk81GFeNC8cRTaN2ZhsBNbXU=
golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8e123 hl:b6rCu+qHze
+BUsmC3CZzH8aNu8LzPZTVsNTo640ypSc=

golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8e123/go.mod hl:K5Dkpb@Q4ewzZW/
EzW1QphgJcUMBCzoWrLfDOVzpTGVQ=

® Note

EEERFEELLEEH URLNH Y, tt URL THREELEHBEYR SERFIECHEE
HHIFEREF , X HAILAEEE ScanSbom APl 1, MEFMEN |, 520 GitHub 83 EH

package-urlo

Go ZH1E

Amazon Inspector SBOM E4 SRS RARMZN GoZ M2 FREEEMM , IIRHEAPEXNBHRE.

Go MK MERFHE 154


https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec

Amazon Inspector EREER

® Note

Amazon Inspector SBOM B4 S XERMEAE S GofREesr EEMNGo—#EUEMIMTHITE
R, MEFHEF K FSE GoPLELNWTHILLZE ., IREEAREEHMEEGONIE
# , 4 Red Hat , Al AP EER TAMNBEEEZR | SHE TR TERE,

FEIEE

- EERGoTENMIEMEEMKIEER

- WEARBRE ZENM P RIARMKRME

o (R HEEN A A iR 7E = E VB GolY T ESEMRAS.

GOMODCACHE

Amazon Inspector SBOM E4 SRR IEGoEMARE , MMESREHKMENEBRERA. IRNEER
TEMNEE , URKRTREZSEHEBEN R,

FEIEE

« FH#HGOMODCACHE H #% LA B IR EX AV 42 42

- HEGHENPEER K SEEESE. RAFEER URLs
EOIFERE

LA 2 GOMODCACHE&E I,

~/90/pkg/mod/
### github.com/gin-gonic/gin@vl1.7.2
### golang.org/x/crypto@v0.0.0-20210616213533-5cf6c0f8el23
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https://go.dev/doc/install
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@ Note
LHEBEEEEESEH URLE L. It URL TAREELBBYR FERIEEHRBEY
WIHEEF , W HALLEE ScanSbom APl 1, MIEFMEN , F2H GitHub B LK
package-url.

Java HHK R HE
BAFF EHEE XZEMK IEEX HEMEE& IRME REEE BEE
B I8 i = i3 K
Java Maven mE N/A N/A = N/A =
Javafy
FE R N/A N/A = N/A =
(Jjar/.wa
r/.ear)
pom. xml

Amazon Inspector SBOM Generator #Eifd 77 #rim=Javaty B A X FMpom . xm1ig R R EHITJava
MikitiE#E., FRESENEAEXR , FESFRSELE SHA-1 HEETTEMRE, IR
#pom.propertiestBR , AR Eikpom. xmliEE,

SHA-1 #EKES (ERAREERN jar, war, ear EX)

Amazon Inspector SBOM B4 RS ERKNEZTRFFAE .ear. M .war RN SHA-1 #E. jar
DR R w2 Java il m B ST MM AT i M,

FE&E

- AFTEfRENJavaX mESE SHA-1 HZE

FX fm 2 451
BT 2 SHA-1 Sm iy,
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec
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{

"bom-ref": "comp-52",
"type": "library",
"name": "jul-to-slf4j",

"version": "2.0.6",
"hashes": [
{
"alg": "SHA-1",
"content": ""
}
iF

"purl": "pkg:maven/jul-to-slf4je@2.0.6",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "test-0.0.1-SNAPSHOT.jar/BOOT-INF/1lib/jul-to-slf4j-2.0.6.jar"
}
]
}
(@ Note

HEREELESEEH URLWEEH, It URL T AREELEBREBYR EERIEEHREEY
WABBAEEA , W B afLAE &7 ScanSbom API F1, MNEFMMET , 528 GitHub #334 E#Y

package-url,

pom.properties

pom.properties IEEMAM Maven EE , UFHERHEER , BRE4EBNEMHRE, Amazon
Inspector SBOM E4 B HMUERUKEEREA,

ERIRE
- BEMAEREFRG. EFANEFRAS

&4 pom.properties X

LA 2 pom.properties f&RMEIfl,
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec
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#Generated by Maven
#Tue Mar 16 15:44:02 UTC 2021

version=1.6.0
groupId=net.datafaker
artifactId=datafaker

(@ Note

HiEReELE9SE4 URLWEE, It URL T AR EEERBYR SENIEEHREBES
WAERIEA , W A AT LAAE7E ScanSbom API 1, MIEFHMMER , 52 GitHub 8L LW

package-urlo

BEBR E5ikpom . xm1 Zi 47

MREREERHEmEJaval EAREXRBERRZIN , A pom. xml --skip-nested-pomxml5|
£

pom.xml

pom.xml #EREMavenERHVIMERER, CEEERNERMKUENEBERH. Amazon
Inspector SBOM E4 2R Mpom xmIER UK EEKY , EHRENVERABHBEEPNBIER
. jarfE =,

FEIRE
« {& pom.xml EBRBIMNENEGKE. EAFENEMHRA,

Y EMaven N EENEZEE
k1718 B W EMavenEi BT -

« compile
- RRtHE
* runtime

* test
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
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ERAEER

* system
- EBA

HEMEE LT FMaveniZE U E : <optional>true</optional>,

BEREENEFlpom. xm1iE
LA Zpom. xml EE B EREH,

<dependency>
<groupId>jakarta.servlet</groupId>
<artifactId>jakarta.servlet-api</artifactId>
</version>6.0.0</version>
<scope>provided</scope>

</dependency>

<dependency>

<groupId>mysql</groupId>
<artifactId>mysql-connector-java</artifactId>
<version>8.0.28</version>
<scope>runtime</scope>

</dependency>

BREEHE N E Flpom. xmLE R
LA Rpom. xmlZ H EE R IERE B,

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.17.1</version>

</dependency>

<dependency>
<groupId>org.jenkins-ci.plugins</groupId>
<artifactId>plain-credentials</artifactId>
<version>183.va_de8fldd5a_2b_</version>
</dependency>

<dependency>

Java HEAEIR IS
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<groupId>org.jenkins-ci.plugins</groupId>
<artifactId>jackson2-api</artifactId>
<version>2.15.2-350.v0@c2f3f8fc595</version>
</dependency>

(® Note

ELERFEELTEEH URLWEE, It URL TAREEEAH B EERIECHEE
HHEREERR , W H LS EE ScanSbom APl ., INEFMET , 52 GitHub #83E LR

package-url,
JavaScript KM IRE
BXRG E4EE 2 XZEWRK 2THEHEX FHEEc ZEMME REEE B
S TR T & k3 k1 i
Javascrip Node node_modu N/A N/A = = =
t Modules les/
* /pac N/A = N/A N/A =
N kage.json nya £ N/A N/A &
PNPM
N/A = N/A N/A =
YARN package-
1
ock.json
(vi,
v2, and
v3) /
npm-
shrin
kwrap.jso
n
pnpm-
lock
.yaml

JavaScript Bk MEIFHE 160


https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec
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R EHEE XEfR  ITE#Ex  FEREK ZKEE RBREE B
= TE fm &= i3 (i i

yarn.lock

B
il

package.json

package.json R ZNode [sSEENZOTHE. CEEERETREHNPEER. Amazon
Inspector SBOM ELRZERHENER , URBNEHBBNELRT,

FERE

- El#T JSON EBRFEBUENEHEBIRE
- BRI EEABEENIEES

i) package.json &%

LR 2 package. json fERHVEH,

{

"name": "arrify",

"private": true,

"version": "2.0.1",

"description": "Convert a value to an array",
"license": "MIT",

"repository": "sindresorhus/arrify"

}

(® Note

HiEReE+E92E4 URLWEE, It URL TAREEERBYR EENIEEHREES
WABEAEA , W B AT LAE &7 ScanSbom API i, MNEFMMEN , FSH GitHub #8h E/Y

package-url.
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package-lock.json

package-lock.json #8RMH npm BBEL , NHEAERZENMAKRUERIRE, ©EBRTFRE
MR I ARA R B TR RERIRIE DI — B, WERATBUE D — iR 4R 15 F B B A8 4 1

FE#E
« #|# JSON BREBUENEHBBANEHRA
- XERBMBEEREER

&if5) package-lock.json &%

AR & package-lock. json #& R EH,

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrl1XW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "21.0.0",
"core-util-is": "1.0.2",
"extsprintf": "21.2.0"
}
.
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ9jz7BqjXxNkYFvAQQNuMKtp8=",
"dev": true
.
"yallist": {
"version": "3.0.2",
"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dzlti7k="
}
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® Note

HEZREELES9EE4 URLNEHE., It URL TRREELE B EERIEEHREBEY
WABBAEA , W B AT LA &7 ScanSbom API F1, MEFMMET , FSH GitHub #3h £/

package-urlo

npm-shrinkwrap.json

npm & BE)E 4 package-lock.jsonHl npm-shrinkwrap.json % , LEEAERLEMEMK
MR AE, EEBRFAEHGEN FHEKMENBRIREARRBREFHN —BE. EXGES —KHE
{2 4 0 BF B AH 4k 1k

FEIEE

« HIATISONIEREBMEE package-lockl, 2 M 3 hix , UEMEHB B MRA

- XM ABMMKMER (package-lock.json HEVAEEMBABMBKRY , AFITEBAERMRER
RRERAMEEHS )

« npm-shrinkwrap.json EEREE%£Mpackage-lock. jsonfE=E

g4

LLR 2 package-lock.json ERMEH,

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrlXW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "71.0.0",
"core-util-is": "1.0.2",
"extsprintf": "71.2.0"
}
.
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ93jz7BqjXxNkYFvA@QNuMKtp8=",
"dev": true
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1,

"yallist": {
"version": "3.0.2",
"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dz1lti7k="

pnpm-yaml.lock

pnpm-lock.yaml #E2RH pnpm B4 , B E ZEMAKRMMRANEE . © e E BB it B 34 K
.

FEIRE

« FH YAML B REBUENE S BN RA
- XERBEMEEREER

g5

LA 2 pnpm-lock.yaml #&RHVEHI,

lockfileVersion: 5.3
importers:
my-project:
dependencies:

lodash: 4.17.21
devDependencies:

jest: 26.6.3
specifiers:

lodash: 74.17.21

jest: 726.6.3
packages:
/lodash/4.17.21:
resolution:

integrity: sha5l12-xyz
engines:

node: '>=6'
dev: false
/jest/26.6.3:
resolution:

integrity: sha5l12-xyz
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dev: true

® Note

HEZSEELAEEEH URL W, tht URL TAREEL BB SERIEEHEREYR
WHERIEF , W H AL EE % ScanSbom API i, MEFHMER , 5528 GitHub #83h ERY

package-url,

yarn.lock

Amazon Inspector SBOM E4 RS EHKEZRF .ear. M .war ERM SHA-1 HE . jar , U
RimZEJavaml m i STE M R AE M,

FEIhaE
- BFfERENJaval mEL SHA-1 =

g1/ SHA-1 &

AT 2 SHA-1 B mm B &6l

"@ampproject/remapping@npm:~2.2.0":

version: 2.2.0

resolution: "eEampproject/remapping@npm:2.2.0"

dependencies:

"@jridgewell/gen-mapping": 70.1.0

"@jridgewell/trace-mapping": 70.3.9

checksum:
d74d170d06468913921d72430259424b7e4c826b5a7d39ff839a29d547efb97dc577caa8ba3fb5cf023624e9at9d0oC
languageName: node

linkType: hard

"@babel/code-frame@npm:~7.0.0, @babel/code-frameenpm:~7.12.13, @babel/code-
frameenpm:~7.18.6, @babel/code-frame@npm:~7.21.4":

version: 7.21.4

resolution: "@babel/code-framee@npm:7.21.4"

dependencies:

"@babel/highlight": ~7.18.6
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checksum:
e5390e6eclac58dcef@1d4af18eaflfd2f1325528661ff6d4a5de8979588b9f5a8e852a54a91b923846f7a5¢c681b217

languageName: node
linkType: hard

(® Note

HEREELESEEH URL WEE, It URL TAREEERBYR SERIEEHREES
MAERIEA , W B A LAAE 7 ScanSbom API 1, MIEFMMER , F2H GitHub 84 EH

package-url.

NET MukEimiE
BRE ENEE 2 XZEMK IEHEX FHEMEEK ERME AREEE B
Aa IR i ® i ik iE
NET NET *.deps.js N/A N/A N/A N/A =
Core on
N/A N/A N/A N/A =
Nuget Packages. _ _
config N/A N/A = N/A =
Nuget
N/A N/A N/A N/A =
packages.
NEU lock.json
.CSproj

Packages.config

Packages.config ER2ER ARNugetEEBERZHMMEN XML ER. EIHERSENMEE
# S ERA,

ERIRE

« FH XML &8 URELE S IDsHARAE
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g4

LA &2 Packages.config & RE&Hl,

<?xml version="1.0" encoding="utf-8"? >

<packages>

<package id="FluentAssertions" version="5.4.1" targetFramework="net461" />
<package id="Newtonsoft.Json" version="11.0.2" targetFramework="net461" />
<package id="SpecFlow" version="2.4.0" targetFramework="net461" />

<package id="SpecRun.Runner" version="1.8.0" targetFramework="net461" />
<package id="SpecRun.SpecFlow" version="1.8.0" targetFramework="net461" />
<package id="SpecRun.SpecFlow.2-4-0" version="1.8.0" targetFramework="net461" />
<package id="System.ValueTuple" version="4.5.0" targetFramework='"net461" />
</packages>

® Note

HEZREELES9EE4 URLNEBE., It URL TRREELE B FERIEEHREBEY
WABBAEA , W B AT LAE &7 ScanSbom API F1, MNEFMMET , FSH GitHub #35 E/H

package-urlo

*.deps.json

*.deps.json EREH.NET CoreBEREXL , YA SFMAMMKMENFREN , SERE. REMBIT
Rk, WERTREAATREEFHAERRABEKEFRENERA,.

FEIhRE

- H#r JSON FEMB UG TR AR M MEF M ER
« #HlibrariesiFEEHFNEHBBARAE,

&5l .deps.json EX

LR R .deps.json ERMEH,

{

"runtimeTarget": {
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"name": ".NETCoreApp,Version=v7.0",

"signature":

},
"libraries": {
"sample-Nuget/1.0.0": {
"type": "project",
"serviceable": false,
"sha512": ""

},
"Microsoft.EntityFrameworkCore/7.0.5": {

"type": "package",

"serviceable": true,

"sha512": "shabl2-
RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMqQ+oTO9wA8/RLhZRNn/

hnx1TDnQ=="",
"path": "microsoft.entityframeworkcore/7.0.5",
"hashPath": "microsoft.entityframeworkcore.7.0.5.nupkg.sha512"

iy

(® Note

HiEReELE98E4 URLWEE, It URL TAREELERBYR EERIEEHREESY
MAERIEA , W B AT LAAE 7 ScanSbom API 1, MIEFMER , F2H GitHub 84 EH

package-urlo

package.lock.json

BHETRAE €A packages.lock. json FERNuget? R$HE . NETERWELIAEMMERA , UBRE
T RIRE A — Bt 55 A M R A9 AR AR

FE&E
o FHT JSON #EHB A5 H SHE M M

- BN XEEENTRERKNE
- HREABBNCETRE

#if5) packages.lock.json &%

NET &SR E 168


https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec

Amazon Inspector EREER

LA R packages.lock.json fERMEHI,

{

"version": 1,

"dependencies": {

"net7.0": {
"Microsoft.EntityFrameworkCore": {

"type": "Direct",

"requested": "[7.0.5, )",

"resolved": "7.0.5",

"contentHash": "RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMgQ

+0T09wA8/RLhZRn/hnx1TDnQ=="",

"dependencies": {
"Microsoft.EntityFrameworkCore.Abstractions": "7.0.5",
"Microsoft.EntityFrameworkCore.Analyzers": "7.0.5",
"Microsoft.Extensions.Caching.Memory": "7.0.0",
"Microsoft.Extensions.DependencyInjection": "7.0.0",
"Microsoft.Extensions.Logging": "7.0.0"

}

},
"Newtonsoft.Json": {

"type": "Direct",

"requested": "[13.0.3, )",

"resolved": "13.0.3",

"contentHash": "HrC5BXdl@QIP9zeV+0Z848QWPAoCrO9P3bDEZguI+gkLcBKAOXxix/tLEAAHC

+UvDNPv4a2d1810ReHMOagPa+zQ=="
.
"Microsoft.Extensions.Primitives": {

"type": "Transitive",

"resolved": "7.0.0",

"contentHash": "umlKU5kxcRp3CNuI8o/GrZtD4AI0XDk

+RLsytjZ9QPok3ttLUelLKpilVPuaFT3TFjOhSibUAso@odb0aCDj3Q=="
}

[
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® Note

HEZREELES9EE4 URLNEHE., It URL TRREELE B EERIEEHREBEY
WABBAEA , W B AT LA &7 ScanSbom API F1, MEFMMET , FSH GitHub #3h £/

package-urlo

.CSproj

.csproj RN XML MIERH NETERERRE. ©ZENugetEN, EXBUENEEHRENS
Z,

FEIEE

+ BIAT XML HEERE A BB 05

i .csproj EE

AR .csproj ERMVEHI,

<Project Sdk="Microsoft.NET.Sdk">

<PropertyGroup>

<TargetFramework>net7.0</TargetFramework>
<RootNamespace>sample_Nuget</RootNamespace>
<ImplicitUsings>enable</ImplicitUsings>
<Nullable>enable</Nullable>
<RestorePackagesWithLockFile>true</RestorePackagesWithLockFile>
</PropertyGroup>

<ItemGroup>

</ItemGroup>

<ItemGroup>

<PackageReference Include="Newtonsoft.Json" Version="13.0.3" />
<PackageReference Include="Microsoft.EntityFrameworkCore" Version="7.0.5" />
</ItemGroup>

</Project>

5l .csproj BE

LLRR .csproj EERMNEHI,
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<PackageReference Include="ExamplePackage" Version="6.*" />
<PackageReferencePackageReference Include="ExamplePackage" Version="(4.1.3,)" />
<PackageReference Include="ExamplePackage" Version="(,5.0)" />

<PackageReference Include="ExamplePackage" Version="[1,3)" />

<PackageReference Include="ExamplePackage" Version="[1.3.2,1.5)" />

@ Note
EEERSEELTEEGH URLNEE, tt URL TRREEL R SERECHRE
HrIEEEE , W B ALLEETE ScanSbom API i, MNEFMAER , 5528 GitHub 83 £/

package-url,

PHP FRK 14575 4

BRE EHEE XZXEMNR IEHEX  REZRMEK MM 0 REEE B
S S T = k3 iR iE
PHP Composer composer. N/A N/A = N/A =

lock

N/A N/A = N/A =

/

vendor/

C

omposer/

i

nstalled.

json

composer.lock

fEZRcomposer.lockBE#HIT composer T2 composer EFa T RHEBEL, UERRBESE
REDPZEMERANEKE. ETRME—BETENEERRF.
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ERAEER

FERE

- TIMTEBILERA JSON X
o FEEVM AR B BRI AR A

#if5) composer.lock &%

LLR 2 composer.lock {ERMEHI,

RiEEREBEFNMEERE

{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
},
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
b
{
"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED
}
]
// TRUNCATED
}
(@ Note
EEELEEEMH URLWEH. It URL TRAREELEERYR
A, XHAIAGETE ScanSbom API 1, INFEFMER , FSE GitHub #8i5 £ package-
urlo

PHP ME# 7
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/vendor/composer/installed.json

/vendor/composer/installed. json R vendor/composer B &7 , WiRHUAMEETE
EHNEHRETNTERTE,

FEIhaE

o BWTFEBILERE JSON R

o FEEUAE fik 1t B A AR AR

#i$5] /vendox/composer/installed.json &%

LLF R /vendor/composer/installed. json &R EH,

{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
1,
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
},
{
"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED
}
]
// TRUNCATED
}
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® Note

HEZREELES9EE4 URLNEHE., It URL TRREELE B EERIEEHREBEY
WABBAEA , W B AT LA &7 ScanSbom API F1, MEFMMET , FSH GitHub #3h £/

package-url.

Python KM IEHE
B ERET EHEE X ER K TEHEY B 3% A 41K 514 AR FEEEZ i
= TE T} B {3 itk 3
Python pip requireme N/A N/A N/A N/A =
nts.txt
Poetry N/A N/A N/A N/A =
Poetry.lo
Pipenv ck N/A N/A N/A N/A =
=
Egg/ pipfile.1 NA N/A N/A N/A 2
Wheel K
o N/A N/A N/A N/A b
.egg-
info
/PKG-
INFO
.dist-
info/
METADAT
A

requirements.txt

requirements.txt BREPythonERFPEZFEANKER , AREEERENRE, LERFHNE—1T
HIEEEMARFINEM, Amazon Inspector SBOM FEAE S ZNATUL R | LAXERES B 4F B F 4K
.
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FEIEE

« XEWAER (== =)
- XEFTWmAMEMNERET

® Note
PXEMAERE <= M =>,

gl requirements.txt &£%x

LR & requirements. txt ERHEHI,

flask==1.1.2
requests==2.24.0
numpy==1.18.5

foo~=1.2.0

# Comment about a dependency
scipy. # invalid

(@ Note

HREZREELSEEH URL W, tt URL TAREEL BB SERIETHEEY
WHERIEF , W HALLEE % ScanSbom API ., MNEFMMER , 5528 GitHub 8 £/

package-url,

Pipfile.lock

Pipenv 2— BT E 6 AR/ REMEFEMR (HE, BEMBUEEE ). 8Pipfile.lockiHEM
MM TRYIARA | UEHEREMEE, Amazon Inspector SBOM E4A S EHULAER | LG HMAMkY
R H BT AR AR

EEIRE

o BATIEMRIEARATEY JSON 183X
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« XEFERANFAERAMKME

&4 Pipfile.lock &3

LR 2 Pipfile.lock #ERMVEH,

{
"default": {
"requests": {
"version": "==2.24.0",
"hashes": [
"sha256:cc718bb187e53b8d"

}

},
"develop": {
"blinker": {
"hashes": [
"sha256:1779309f71bf239144b9399d06ae925637cf6634cf6bd131104184531bf67c01",
"sha256:8f77b09d3bf7c795e969e9486139c2c5e9¢c39d4ee@7424be2bc594ece9642d83"

1,

"markers": "python_version >= '3.8'",
"version": "==1.8.2"

(® Note

HiEReELE98E4 URLWEE, It URL TAREEERBYR EERIEEHREESY
MAERIEA , W B AT LAAE 7 ScanSbom API 1, MIEFMMER , F2H GitHub 84 EH

package-urlo

Poetry.lock

Poetry £ Python MABKMEBMHETE, Poetry.lock ERSHEMIARAMMYE | LUEHE

BHIRE, Amazon Inspector SBOM E 4 2R 2L S REEGHAAN B MREER.

Python MK £
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FEIEE

- FHMERILERE TOML 3K
o FEEUARRME B A AR A

&if] Poetry.lock #EZ

LAUR 2 Poetry.lock ERHEHI,

[[package]]

name = "flask"

version = "1.1.2"

description = "A simple framework for building complex web applications."”
category = "main"

optional = false

python-versions = ">=3.5"

[[packagell

name = "requests"

version = "2.24.0"

description = "Python HTTP for Humans."
category = "main"

optional = false

python-versions = ">=3.5"

(@ Note

HEREELES9EE4 URLNEBE., It URL TRREELEHEYEFERIEEHREBEY
WARBAEA , W B AT LA 7 ScanSbom API F, MEFMMET , FSH GitHub #8h E/

package-urlo

Egg/Wheel

HRASEHZERN Python E# , Amazon Inspector SBOM Generator X #£ &4 .egg-info/PKG-
INFOM .dist-info/METADATA B& R IINFREERER, ELERREHARMEREEFNFM
hAEE R,
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FEIEE

- EERE4BBANRAE
- BEEEZE egg M wheel 1R

£7{5] PKG-INFO/METADATA 13

LA 2 PKG-INFO/METADATA &SR EE 5,

Metadata-Version: 1.2

Name: Flask

Version: 1.1.2

Summary: A simple framework for building complex web applications.
Home-page: https://palletsprojects.com/p/flask/

(® Note

HiEREELE98EH URL W@ E, It URL T AR EELEREBYR EERIEEHREEST
KAERIE , W B AILAAE 7 ScanSbom API 1, MIEFMER , F2H GitHub #8i5 EH

package-url,
Ruby fBfxtEimH#E
EXERE EHEE XZEAOR TERME A 2% A 4k FEF A EEE E
= TE m XE & it pLC|
Ruby Bundler Gemfile.l N/A N/A = N/A =
ock
N/A N/A N/A N/A =
.gemspec
N/A N/A N/A N/A =
globall
installed
Gems

Ruby tH MR 178
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Gemfile.lock
Gemfile.lock EREHEFTEHKMEMNTEIMNRA , LERSERE D EEAERRA.
FEINEE

o ZlMrGemfile.lockiERE & o fHAKME R A 4K MR A
- HEFHENEGSBANESFRAE

&if) Gemfile.lock &%

LT R Gemfile.lock HERMEHI,

GEM

remote: https://rubygems.org/
specs:

ast (2.4.2)

awesome_print (1.9.2)

diff-lcs (1.5.0)

json (2.6.3)

parallel (1.22.1)

parser (3.2.2.0)

nokogiri (1.16.6-aarch64-1linux)

(® Note
HWERSEEETEEH URLWE L, It URL TR EELEBREYR EERIEEREBEY
WIEEEF , Y HTLLEEE ScanSbom APl #, MNESFMEN , F2H GitHub B LK
package-urlo

.gemspec

.gemspec EERTE Gem F#E BRubyGemiI &2, Amazon Inspector SBOM E 4L SFEHMTULE
R, BUKE Gem MIFEME R,

EEIRE

« FHTAEEE Gem EH BN Gem EHRAE
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® Note
TRESERRE,

&l .gemspec E=X

LR R .gemspec ERMEHI,

Gem: :Specification.new do |s]|
.name = "generategem"
.version = "2.0.0"
.date = "2020-06-12"
"generategem"
"A Gemspec Builder"
"edersondeveloper@gmail.com"
["lib/generategem.rb"]
"https://github.com/edersonferreira/generategem"
"MIT"
.executables = ["generategem"]
.add_dependency('colorize', '~> 0.8.1'")
end

.summary

.description

.files
.homepage
.license

s
s
s
s
s
s.email
s
s
s
s
s

# Not supported

Gem: :Specification.new do |s]|

S.name = &classl
s.version = &foo.bar.version
(® Note

HiERESELE92E4 URLWEE, It URL TAREEERBYR EERIEEHREES
MAERIEA , W B A LAAE 7 ScanSbom API 1, MIEFMMER , F2H GitHub 84 EH

package-urlo
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£ R % Gem Eff

Amazon Inspector SBOM B4 X ERFHLIHETEN Gem EH , EEERHNVURNEFEB&F |, i /
usr/local/lib/ruby/gems/<ruby_version>/gems/ Amazon EC2/Amazon ECR #1 Lambda
ruby/gems/<ruby_version>/gems/H ., & AR5 EAE LIH R ENHEKME,

FEIhRE

- BANFEHEER KPR ELEREN Gem
- HEBELERE Gem EMNFREBNMAER

g6 B 84518
LT R B S mr sl

### /usr/local/lib/ruby/3.5.0/gems/
### actrivesupport-6.1.4

### concurrent-ruby-1.1.9

### i18n-1.8.10

(@ Note
WiEEEELESEEH4 URLANEBE., It URL TRREELEHEYEEERIEEHREBEY
MABBAEA , W B AT LAE &7 ScanSbom API F, MNEFMMEF , FSH GitHub #8h E/

package-url.

Rust KM= H#
BARE E4EE 2 XEHK 2 ITEH#EX BBk ERMME AEEE B
RE = Tl fm = 3 R il
Rust Cargo.tom Cargo.tom N/A N/A N/A N/A =
1 1
N/A N/A = N/A =
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ERAEER

BTG EHEE BN 2 ITEHEX FEsEMx  EHiGME REEE B
e AL lE m B & it i
Cargo.loc =& N/A N/A N/A =
k
Rust
binary
(built
with
cargo-
aud
itable)
Cargo.toml
Cargo.toml #ERIERustERNENBTERR,
FEINEE
o ZMTAFEEN Cargo.toml R , UEBEREXHBBRRAE,
il Cargo.toml =X
LA & Cargo.toml #ERIEHI,
[package]
name = "wait-timeout"
version = "0.2.0"
description = "A crate to wait on a child process with a timeout specified across Unix
and\nWindows platforms.\n"
homepage = "https://github.com/alexcrichton/wait-timeout"
documentation = "https://docs.rs/wait-timeout"
readme = "README.md"
categories = ["os"]
license = "MIT/Apache-2.0"
repository = "https://github.com/alexcrichton/wait-timeout"
[target."cfg(unix)".dependencies.libc]
version = "0Q.2"
Rust Mk 4= # 182
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[badges.appveyor]
repository = "alexcrichton/wait-timeout"

(@ Note
HERSEEETEEH URLWE L. It URL TR EELEBEYR EERIEERBEY
WEEE , X BB &7 ScanSbom API #, MNEFMEF , 5FSE GitHub 8L LK
package-urlo

Cargo.lock

Cargo.lock BREHEMRKMERAE , IEREERZEERKE , MSEHMEERIRA.
FERE

« F#r Cargo.lock fER LA B FrA MM M AR MERR A

#ifl Cargo.lock =X

LA R Cargo.lock E=mEHI,

# This file is automatically @generated by Cargo.

# It is not intended for manual editing.

[[packagell

name = "adler32"

version = "1.0.3"

source = "registry+https://github.com/rust-lang/crates.io-index"

[[packagel]

name = "aho-corasick"

version = "0.7.4"

source = "registry+https://github.com/rust-lang/crates.io-index"
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® Note

HEZREELES9EE4 URLNEHE., It URL TRREELE B EERIEEHREBEY
WABBAEA , W B AT LA &7 ScanSbom API F1, MEFMMET , FSH GitHub #3h £/

package-urlo

ERTHTEYREZE Rust —H#A4E

Amazon Inspector SBOM E4 SRR FEAERN cargo-auditable EE & Rust — (L 1E W SEHE 1k
., EEBMARGEN —EVEHEEBAERYE , RUBANBKEER,

FERE
- EEfEARERNcargo-auditable EEEMRust = EV B HEEVE KL E A
- HR—ENEPIEZHKENPEERTREEA

® Note
BHEREELEEEMH URL HEH, It URL TRAREELRBYRBEREERBEN

KAREEA , W B ATLLEE 7 ScanSbom APl 1, MIEFFMER , 5528 GitHub 8t EH
package-url,

AZER K m
RERAFIZENER R
Java

Amazon Inspector SBOM E4 R ELZER B E HiiiMaven@ FEZ MAMENIREER. JenkinsFTXE
FEH BEFTMavenfZE |, 140 Red Hat Maven#l » & 7 EREERIRE , FEAKEERMavenfEFE
REJavatB ki, MARETSRERBHMRBEFZENHEMKMYE,

JavaScript

esbuild E#

T ENR @ 184
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#lesbuilldf{L I EH , Amazon Inspector SBOM E4A R A X EME A WERMBMK MR Hesbuild,
EL£ N RFRE G esbuild T B E EMRSbomgenEEFIEN EHPEER (BERMEBBIRAE ) . W0
FTURER  FESEERRZRHRBERERpackage-1lock. json , fl node_modules/
directory# ,

package.json

Amazon Inspector SBOM E4 BT X BB R B package.json BRUESGHEAKMEEH. LER
REEEEARBNRAEHE K ETTETLBTNEFRE, EEMEERNBEGR  BEH
package.jsonsEHEERESE |, I yarn.lockH pnpm.lock , EF I EETHIRE,

ey

£ RERTHRAS A EERFPackageReference , EARBITEHBITNBERT , HEERFTFEH
WENEARISEERE YN, FTHRANRFEETERZRASEE—RITESINESFRE , MF
=B ERA,

Go U 1E

Amazon Inspector SBOM E4XBTFERHBREHEEREAVREE ID HGo—EMNE, ELEEEE
Bomermand] Bi Lk # ZEMERREMAZHRBRE, HRABELIHENEGEFA , AELFTZBETEEN
Go—#futE. A THTEMNWMEKMUREE A FEECo_HNUERURRRERE , BREEE ID,

Rust —# {1

Amazon Inspector SBOM E4 SR B —HMRustiERFA T ETEEERNEXERERNRR -
ER, REALERXENRust T EMNERRD ERMBARMEERAMENPEER. Amazon Inspector
SBOM E4EE# 1.7.3 Rust BIAHEEURFERusY T EHERA |, EEEARLnuERERH ZHEME,
MELHEBH |, LinuEFERATETEERKZN Rust BE —EMVIE,

@ Note
BIfE TERERA S , i FXERust T EHEA S 8RR ER,

Amazon Inspector SBOM EXBEHNERRKES

Amazon Inspector SBOM E4 2R —RB I E , JHREIHRBYEIEE (SBOM) , UREHHEERR
MEXRARBEPIENEHABTREREH. CEXERERIMEERRZANSELRRR , BAY

ERRKES 185
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ERRETETRAEFEN SN, EBEL SBOM , £AEAUTHERKRKEMH#ERNER. &
BIERRBKTAFPRIRRE , UKk THEE=SHE,

XENERRR
LRRMREARNS SBOM BEEERIBSAFLRRENERARENEA 2. ERBBUBRS %

BEWEBAERXESRTK , flNFEZLZ%., Amazon Inspector SBOM EAR T ERETHERR
i

£ RERK EARE
Oracle Java JDK
JRE

Amazon Corretto

Apache httpd
tomcat
WordPress core
AEER
h=EE
Google Chrome
Node.JS Z6F

Apache £ERHKES

Amazon Inspector SBOM E4 RS8R EE T A E RApache R E PR .

* macOS: /Library/
* Linux: /etc/, /ust/share, /usx/lib, /usr/local, /var, /opt
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ERAEER

X ENEARER

* httpd

* tomcat

FEIEE

« Apache httpd — 47 /include/ap_release.h BRLUMNZEEE K HPhEGETERIITE
B, RERNFFEMEHEXBBFFE,

- Apache tomcat — ##B#i catalina.jar #ERIAKEEN (META-INF/MANIFEST.MF) ERAM

£, EFEEREFH,

#if5] ap_release.h EX

AT & ap_release

//truncated

#define AP_SERVER_
#define AP_SERVER_
#define AP_SERVER_

#define AP_SERVER_
#define AP_SERVER_
#define AP_SERVER_
#define AP_SERVER_

//truncated

PURL &34l

h BRARBA S,

BASEVENDOR "Apache Software Foundation"
BASEPROJECT "Apache HTTP Server"
BASEPRODUCT "Apache"

MAJORVERSION_NUMBER 2
MINORVERSION_NUMBER 4
PATCHLEVEL_NUMBER 1
DEVBUILD_BOOLEAN 0

LA 2 Apache httpd ERAEXNEH URL 4,

Sample PURL: pkg:generic/apache/httpde2.4.1

&%) catalina.jar/META-INF/MANIFEST.MF &=

REE

Apache £ RERMES
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AR & catalina.jar/META-INF/MANIFEST.MF #&RAABSHIEH,

//truncated
Implementation-Title: Apache Tomcat
Implementation-Vendor: Apache Software Foundation

Implementation-Version: 10.1.31

//truncated

PURL &34l

LAR 2 Apache Tomcat EARIXHNEH URL &Hl,

Sample PURL: pkg:generic/apache/tomcat@l®.1.31

Java £RERKES

XENEAEN

* Oracle JDK
e Oracle JRE

 Amazon Corretto

ERIRE

- HEEY Java REHNFEH,
. BB EJavaBlTRIEIM B SEE R,
- H&REPEEEBI A Oracle JDK, Oracle JREF Amazon Corretto,

Amazon Inspector SBOM B4R EHRE T HJavaR KB RMEAE PN RE

* macOS: /Library/Java/JavaVirtualMachines
* Linux 32-bit: /usr/1ib/jvm

Java £ RERRES 188
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 Linux 64-bit: /usr/1ib64/jvm

* Linux (generic): /usr/java and /opt/java

&ifflJavahR A& & A

T 52 Oracle Javahix 2~ &5 5l ,

// Amazon Corretto

IMPLEMENTOR="Amazon.com Inc."

IMPLEMENTOR_VERSION="Corretto-17.0.11.9.1"

JAVA_RUNTIME_VERSION="17.0.11+9-LTS"

JAVA_VERSION="17.0.11"

JAVA_VERSION_DATE="2024-04-16"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming
java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio
jdk.accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.compiler
jdk.crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
jdk.hotspot.agent jdk.httpserver jdk.incubator.foreign jdk.incubator.vector
jdk.internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
jdk.internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
jdk.management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jdk.jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
jdk.naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
jdk.security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop
jdk.xml.dom jdk.zipfs"

OS_ARCH="x86_64"

OS_NAME="Darwin"

SOURCE=".:git:7917f11551e8+"

// 3IDK

IMPLEMENTOR="0racle Corporation"

JAVA_VERSION="19"

JAVA_VERSION_DATE="2022-09-20"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming

java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio
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jdk.
jdk.
jdk.
jdk.
jdk.
jdk.
jdk.
jdk.
jdk.
jdk.

accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.zipfs jdk.compiler
crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
hotspot.agent jdk.httpserver jdk.incubator.concurrent jdk.incubator.vector
internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop

xml.dom"

0S_ARCH="x86_64"
OS_NAME="Darwin"
SOURCE=".:git:53b4al1304b0 open:git:967a28c3d85f"

PURL 341

LR 2 Oracle JavahR AR EH URL £il,

Sample PURL:

# Amazon Corretto
pkg:generic/amazon/amazon-corretto@21.0.3
# Oracle JDK
pkg:generic/oracle/jdke@ll.0.16

# Oracle JRE

pkg:generic/oracle/jre@20

Google £RERFES

xENEAER

+ Google Chrome

X EH A m

Amazon Inspector &t T 5118 B Yt &£ Google Chrome¥& A :

« chrome/VERSION iR ( BEXRIR )

- puppeteer R (Z#)
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Amazon Inspector SBOM E4 =M MK ESE S EK RV E ERE,

giflchrome/VERSIONAR A< 48 3

LT & chrome/VERSIONAR ZS#E 2R AY & 4,

MAJOR=130
MINOR=0
BUILD=6723
PATCH=58

PURL &34l

LA Rchrome/VERSIONARAHE R EFHIEH URL,

Sample PURL: pkg:generic/google/chrome@l31.0.6778.87

gifflpuppeteerhi A 1E %
LR 2 puppeteer iR AE RAVE A,

{
"name": "puppeteer",
"version": "23.9.0",
"description": "A high-level API to control headless Chrome over the DevTools
Protocol",
"keywords": [
"puppeteer",
"chrome",
"headless",
"automation"

PURL &34l

LR Rpuppeteer iR AE RN EHIEH URL,
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Sample PURL: pkg:generic/google/puppeteer@23.9.0

WordPress £ RERIKES
XEWNTH

« WordPress &/
« WordPress 7 i =
« WordPress fiS*f&

FE#E

« WordPress &% — Z#7 /wp-includes/version.php BERUK $wp_version EHFEEURAE,
« WordPress M\ 2= - 47 /wp-content/plugins/<WordPress Plugin>/readme.txt#E

% /wp-content/plugins/<WordPress Plugin>/readme.md , #StableZ M ARAFE
&,

« WordPress fist £ %& - Z4#7 /wp-content/themes/<WordPress Theme>/style.css X ,
LA hiR 7 i 4 5 ) R AR AR AR

il version.php %

LU &WordPress#/tversion. phpiE =AY &4,

// truncated

/**
* The WordPress version string.
*

* Holds the current version number for WordPress core. Used to bust caches

* and to enable development mode for scripts when running from the /src directory.

*

* @global string $wp_version
*/

$wp_version = '6.5.5';

// truncated

WordPress £ RERKES 192
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PURL &34l

LA 2 WordPress# /U g1 EH URL,

Sample PURL: pkg:generic/wordpress/core/wordpress@6.5.5

£if] readme.txt fE=

LT RWordPress M iE N readme . tx tiE RV & HI,

=== Plugin Name ===

Contributors: (this should be a list of wordpress.org userid's)
Donate link: https://example.com/

Tags: tagl, tag2

Requires at least: 4.7

Tested up to: 5.4

Stable tag: 4.3

Requires PHP: 7.0

License: GPLv2 or later

License URI: https://www.gnu.org/licenses/gpl-2.0.html

// truncated

PURL &34

LA 2WordPress#\ # 2 X BV & HI E 4 URL,

Sample PURL: pkg:generic/wordpress/plugin/exclusive-addons-for-elementor@l.0.0

il style.css BR

LA @WordPressfif £ fEstyle. cssERAVE I,

/*
Author: the WordPress team
Author URI: https://wordpress.org
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Description: Twenty Twenty-Four is designed to be flexible, versatile and applicable
to any website. Its collection of templates and patterns tailor to different needs,
such as presenting a business, blogging and writing or showcasing work. A multitude
of possibilities open up with just a few adjustments to color and typography. Twenty
Twenty-Four comes with style variations and full page designs to help speed up the
site building process, is fully compatible with the site editor, and takes advantage
of new design tools introduced in WordPress 6.4.

Requires at least: 6.4

Tested up to: 6.5

Requires PHP: 7.0

Version: 1.2

License: GNU General Public License v2 or later

License URI: http://www.gnu.org/licenses/gpl-2.0.html

Text Domain: twentytwentyfour

Tags: one-column, custom-colors, custom-menu, custom-logo, editor-style, featured-

images, full-site-editing, block-patterns, rtl-language-support, sticky-post,
threaded-comments, translation-ready, wide-blocks, block-styles, style-variations,
accessibility-ready, blog, portfolio, news

*/

PURL &34l

LU WordPress ERERI &1 E 4 URL.,

Sample PURL: pkg:generic/wordpress/theme/avada@el.0.0

Node.JS #{THRREES
T ENERER
. B9 ERESEL(TES R = #EIE Node.JS

X B A

« MacOS # Linux — #iBE node asdf. fnm. volta., THEHNode JSAE—RELEMN —HFF
BHAnvmEEI T = HEAER,

&1 flMacOSFLinux & &
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LA & MacOSH BB & HlLinux.

NVM: ~/.nvm/, /usr/local/nvm
FNM: ~/.local/share/fnm/
ASDF: ~/.asdf/

MISE: ~/.local/share/mise/
VOLTA: ~/.volta/

PURL #i 4l

AT 2 MEHIEH URLNode.JS,

Sample PURL: pkg:generic/nodejs/node@20.18.0

OpenSSL £ ERKEES

xENEAEN

OpenSSL BXENHARZREHNIEERRERAEAR 3.0.0 RESKRAZE S OpenSSL BEH
B, MBS EEREEERAEH, TXEBFTHS XM OpenSSL EEFER 3.0.0 BIRZA

Amazon Inspector SBOM E4 SRS HEEE 2 %% OpenSSL HITRBHNESWEHEA.
FEIEE

1% OpenSSL ZEERMEEE AR SEMVER A F &

« HBIEE OpenSSL Z#H Y B KK

Amazon Inspector SBOM B4 REHEEFANERTREEPIEHE opensslv. h BR , USBK
OpenSSL &,

Linux/Unix Ky 5451 &2 2 B 1%
LA & Linux/Unix B &5 28K E,

/usr/local/include/openssl/opensslv.h
/usr/local/ssl/include/openssl/opensslv.h
/usr/local/openssl/include/openssl/opensslv.h
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/usr/local/opt/openssl/include/openssl/opensslv.h
/usr/include/openssl/opensslv.h

Amazon Inspector SBOM E4 28 & #opensslv. WMERI S HRAEE , SUEEUREAER.

# define OPENSSL_VERSION_MAJOR 3
# define OPENSSL_VERSION_MINOR 4
# define OPENSSL_VERSION_PATCH @

PURL 34l

LR 2 OpenSSL IRAK € HIEH URL,

Sample PURL: pkg:generic/openssl/openssl@3.4.0

Amazon Inspector SBOM E 4R BEE

Amazon Inspector SBOM E4 S miHBIEME B Y EEE (SBOM) FHREEH. cEBEEERKM
BREFEE  RXEBENEHREREEN., EELHN SBOM RERAEERERER |, BT #
REEK.

WEREEMA
#Hl B
THBHREMAR B RREREEA.

./inspector-sbomgen directory --path /path/to/your/directory/ --collect-licenses

SBOM JT 4545l
T 5IgEFIBERFTEL SBOM I THIER,

"components": [
{
"bom-ref": "comp-2",
"type": "application",
"name": "sample-js-pkg",
"version": "1.2.3",
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ERAEER

"licenses": [

{
"expression": "Apache-2.0 AND (MIT OR GPL-2.0-only)"
}
1,
"purl": "pkg:npm/sample-js-pkgel.2.3",

}
]

X ENEH

RESEXETIEXREBSNERRRES

BE EMHEETER REEFARIR

Alma Linux RPM * /usr/lib/sysimage/
rpm/rpmdb.sqlite

* /usr/lib/sysimage/
rpm/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Amazon Linux RPM * /usr/lib/sysimage/
rpm/rpmdb.sqlite

* /usr/lib/sysimage/
rpm/Packages

* /usr/lib/sysimage/
rpm/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

Type

ERRH

ERRR

XENEH
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ERAEER

BER

CentOS

Fedora

EHEET

RPM

RPM

\

=

REEHARIR Type

/var/lib/rpom/Packa
ges

/var/lib/rpom/Packa
ges.db

lusr/lib/sysimage/ EERR
rpm/rpmdb.sqlite

/usr/lib/sysimage/
rom/Packages

/usr/lib/sysimage/
rom/Packages.db

/varl/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

lusr/lib/sysimage/ EES D
rom/rpmdb.sqlite

{usr/lib/sysimage/
rpm/Packages

{usr/lib/sysimage/
rom/Packages.db

/var/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

XENEH

198



Amazon Inspector

ERAEER

BER

OpenSUSE

Oracle Linux

EHEET

RPM

RPM

\

=

REEARR

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Type

EERR

EERR

XENEH
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ERAEER

BER

Photon OS

RHEL

EHEET

RPM

RPM

\

=

REEARR

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Type

EERR

EERR

XENEH
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ERAEER

BER

Rocky Linux

SLES

Alpine Linux

Chainguard

EHEET

RPM

RPM

APK

APK

\

=

REEARR

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

/lib/apk/db/
installed

/1lib/apk/db/
installed

Type

EERR

EERR

U ES

ERRR

XENEH
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ERAEER

BER

Debian

Ubuntu

Node.js

PHP

Go

Python

Ruby

Rust

RERENFENL

EHEET

\

=

DPKG

DPKG

Javascript

Composer E#

Go

Python/Egg/Wheel

RubyGem

crate

/usr/share/doc/
*/copyright

/usr/share/doc/
*/copyright

node_modules/*/

package.json

* composer.lock

» /vendor/c
omposer/i
nstalled.
json

LICENSE

* .dist-info/
METADATA

* .egg-info

* .egg-info/
PKG-INFO

* .gemspec

Cargo.toml

Type

EERR

U ES

BARHEE

BRRHES

BBt

K3
i

5l
il

3
][]

EIRRET

il
Ko
nn

SPDX REFREXN BN IRHMAARGIRERBE PRI MRERFAYERE KRR, Amazon Inspector SBOM
ELEREEBARGHRNRA , SAEREEARELS SPDX RERER, ELERAURKREEN

By — B MR,

SPDX & #& =X 35 Bl &7 AR 5

ERELZBH M ZE SPDX EEEBIAF. Bl : MIT License fidl@A MIT,

XENEH
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ZEREAS

B S ERERE AND ERE FE 6. UTRTAEMNABA L THESD S,

MIT AND Apache-2.0

B REFE
BEIRENFER LicenseRef , flfl LicenseRef-CompanyPrivate,
BEIBIAMRRFE

BEIBIAAMRRFE A AdditionRef- , i AdditionRef-CustomException,

fTEEEH URL?

E# URL 5 PURL R—RBERE{ER , ARENETEEHAEERENREENH. TthNEXE, %
ATRCEERBEH, 7 TVNEERRERPHEKRYE  BHREELELBYLIEE (SBOMsHK,

PURL #&48

PURL & &8 LUA URL , BZETHHERK :
- pkg- BEFE

- type- EHEH

« namespace — 748

- name - EHEB

- version - EfRA

- qualifiers - ZE/NEVER/EYS
 subpath - E#4HH filepath

PURL &4l

LAR 2 PURL M9SA & &6,

E# URLs 203


https://github.com/package-url/purl-spec
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pkg:<type>/<namespace>/<name>@<version>?<qualifiers>#<subpath>

—i% PURL

—fi% PURL ARRTR A FEERYEHERRFENEBEGMTH , Sl npm, pypizk maven, EH
A S TN REESEEHEERRTIANPEER. BA PURL BEARSERBER , #
mEN —EAERIF S |, Hli0 Apache® WordPress, ERFSEERAZEREFRARS , SEHFEN=
HEMRE, Web FEFMBTEH#E D &,

EWEARH
s XEFEZENTENE  BAR GoH Rust

- X Web ¥4 , f5ltn Apache#l WordPress , EFEH T REEEREHEE SR,
- BBAFEMSEATHBNRBIRDEXEFNRE , XEBFTEREE,

gHIEN
BT R —#& PURL #&XH & 651,

pkg:generic/<namespace>/<name>@<version>?<qualifiers>

—fix PURL #&3CH H b2 51

LT R—# PURL #=H HAb &A1,

fmZEGo —E L

THREAFEH inspector-sbomgen binary fw=ZEH Go,
pkg:generic/inspector-sbhomgen?go_toolchain=1.22.5

fmERuUStY (Y

THRKRER mEAmyrustapp Z# ZRust,

pkg:generic/myrustapp?rust_toolchain=1.71.0

Apache %
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T %I R2% Apache T B ZE T hitp =R,

pkg:generic/apache/httpdel.0.0

WordPress #;§&

T BRI U\ WordPressEi B,

pkg:generic/wordpress/core/wordpress@6.0.0

WordPress iz &

T 5 2$E BETWordPressffi& £/,
pkg:generic/wordpress/theme/mytheme@l.0.0

WordPress A 2R

T35 BETWordPress /A HER .

pkg:generic/wordpress/plugin/myplugin@l.0.0

£ Amazon Inspector SBOM E4£BFHEE KRR IEBERKSE

Amazon Inspector SBOM E 4 25 E B EERRFEREBAEGY  EREPS R ENK
M. ETREMAEES , TEMMRFEE. REDESEHEIRE K NREEBRHEEH, ERE
WEESRRERMPERWEMAYE. EFZERT , EHEHABTEPMHEMKYE , S0 pom. xml,
package.json® requirements.txt , EFEARBIREERREARIEE. AETETSELHEMK
MR SN T I

=

Amazon Inspector SBOM E4SRERRENmPEEMEM4Y , EFSRTSBERFEESEHES
£, WEFEBRNREREN SBOMs , HMEBEZIRAEMMETFEH S HBITHNEERAH B

Java

HR Java , MavenZE = 7] LUE A IR AN EE R E & pom. xml 2R RIMEMKM,
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<dependency>
<groupIld>org.inspector</groupld>
<artifactId>inspector-api</artifactId>
<version>(,1.0]</version>
</dependency>

HEEETTEZITMAES 1.0 B2 1.0 WA, TiB , RRAT 2 EHENTBARA , Amazon
Inspector SBOM E4A ST ENETY , AT EERS 24SEMNRA,

JavaScript
¥ JavaScript , package.json BRUUBEELUT I MAEHE :
"dependencies": {
"ky'": "A1.2.0",
"registry-auth-token": "A5.0.2",

"registry-url": "76.0.1",
"semver": "A7.6.0"

NEETEERMARSEREERAHNRAETES, T , IREENIRETZE BT
7%, Amazon Inspector SBOM EABTEWET , RAEKM IS ERIEE R BEHER,

Python

HH Python , requirements.txt EBRAULLBEEEFMRERXNEE,

requests>=1.0.0

>= BEFEEFMARIER WIRAL.0. 02 TEZN, AREFEREXNREERURAS , it
Amazon Inspector SBOM 7 4 285 &% 7] 58 it WL SR AR AN LA AT IR0l 20 4T o

Amazon Inspector SBOM E4 SR EIFRE SR EM TR MRAFKBIRF , Hl0 Beta, HFTHIRE,

pkg:maven/org.example.com/testmaven@l.@.2%20Beta-RC-1_Release
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® Note

FEHIEEEFRE , i1 Beta-RC-1_Release , TS EEEERAES , BEEF (L Amazon
Inspector 1838 5| Z 1 iwE.

F&EL Amazon Inspector {# F CycloneDX#p & Z= &

Amazon Inspector & &2t 7] B2 SBOMs B AR CycloneDXap B Z BB B, ANEIFRA ARE
¥138 E CycloneDX SBOMs Rt hIFrE BEI £ @/EB %, MEFMEN , F2 0 GitHub 815 £H
CycloneDX B 2 %,

amazon:inspector:sbom_scanner T &z E % %

Amazon Inspector Scan API £ amazon:inspector:sbom_scanner & Z=MHE , WEETIIE
%
BB Description

amazon:inspector:sbom_scann B ARKIRE#HIEZE CISA EXRIE B .
er:cisa_kev_date_added

amazon:inspector:sbom_scann EHREE ENEIERRE , BT CISA EHRE
er:cisa_kev_date_due B &%,
amazon:inspector:sbom_scann £ SBOM HF B A B B E M R EA B E,

er:critical_vulnerabilities

amazon:inspector:sbom_scann EBHERAERERETANEE.
er:exploit_available

amazon:inspector:sbom_scann EBH X EAEFEISERBRREARE,

er:exploit_last_seen_in_public

amazon:inspector:sbom_scann AEENRRRMEEE T4 EEMRE,
er:fixed_version: component
_bom_ref

f# FACycloneDX#r & 2= 207


https://github.com/CycloneDX/cyclonedx-property-taxonomy
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ERAEER

B

amazon:inspector:sbom_scann
er:high_vulnerabilities

amazon:inspector:sbom_scann
er:info

amazon:inspector:sbom_scann
er:is_malicious

amazon:inspector:sbom_scann
er:low_vulnerabilities

amazon:inspector:sbom_scann
er:medium_vulnerabilities

amazon:inspector:sbom_scann
er:path

amazon:inspector:sbom_scann
er:priority

amazon:inspector:sbom_scann
er:priority_intelligence

amazon:inspector:sbom_scann
er:warning

Description

£ SBOM Rk EIH & B E M iR & BT R.

REEETHNBEAR , flI: "ERENT
f BARERR. |

5 OpenSSF REMZHEMN THREBIRE

=z

Bo

£ SBOM 3k B gy 1K R BB 14 e 48 BT B

£ SBOM Ak EIH FEBEE M RRE BT R

EEETREAEAN BREBE,

EEREERDNEEZELXIER, LUERIERET
MNEA "Bl ., "E2,. "MODERATE.
*u FEEJ o

RRYEEERBECIEFNEHRmE. EXE
‘2% "VERIFIED. 5 "UNVERIFIED, o

REHABRIEELHNERRS , flmn: "S8
B KBS purly

amazon:inspector:sbhom_generator i & ZFHE 5 &

Amazon Inspector SBOM E4E5# A amazon:inspector:sbom_generator A ZEM , I EFT

S -

amazon:inspector:sbom_generator & ZEE 9 E
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ERAEER

B
amazon:inspector:sbom_gener

ator:cpu_architecture

amazon:inspector:sbom_gener
ator:ec2:instance_id

amazon:inspector:sbom_gener
ator:live_patching_enabled

amazon:inspector:sbom_gener
ator:live_patched_cves

amazon:inspector:sbom_gener
ator:dockerfile_fi
nding: inspector_finding_id

amazon:inspector:sbom_gener
ator:image_id

amazon:inspector:sbom_gener
ator:image_arch

amazon:inspector:sbom_gener
ator:image_author

amazon:inspector:sbom_gener
ator:image_docker_version

amazon:inspector:sbom_gener
ator:is_duplicate_package

amazon:inspector:sbom_gener
ator:duplicate_purl

amazon:inspector:sbom_gener
ator:kernel_name

Description

EEBERKR CPU 2148 (x86_64).

Amazon EC2 #1T{EE ID,

AHE |, I8HEE7E Amazon EC2 Amazon £
XA BN B & Linux.

iEiB Amazon EC2 Amazon KBRS ST
&% CVEs J&ELinuxo

RRTTHEHH Amazon Inspector FE#E R E

Dockerfilet2 Z= 488 .

BRARREERER (tLBAMREK ID) W5

-
~ 0

RERRIRAV AR,

RERBRAVESE

AREERI[TRBH docker fRA,

RIZERRFBHEFERI T EREH

EHZS —EREFEINEEEHNH PURL.

EEFENRAZRLERE.

amazon:inspector:sbom_generator & ZEE 9 E
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ERAEER

B

amazon:inspector:sbom_gener
ator:kernel_version

amazon:inspector:sbom_gener
ator:kernel_component

amazon:inspector:sbom_gener
ator:running_kernel

amazon:inspector:sbom_gener
ator:layer_diff_id

amazon:inspector:sbom_gener
ator:replaced_by

amazon:inspector:sbom_gener
ator:os_hostname

amazon:inspector:sbom_gener
ator:source_file_scanner

amazon:inspector:sbom_gener

ator:source_package_collector

amazon:inspector:sbom_gener
ator:source_path

amazon:inspector:sbom_gener
ator:file_size_bytes

amazon:inspector:sbom_gener
ator:unresolved_version

amazon:inspector:sbom_gener
ator:experimental:transitiv
e_dependency

Description

EEBENRFEZ DR,

wME , EHEREHRE AR OTTH

AME , EHEREARTRBTHHKD

ABEBFREBH R,

HX B BIGot&E /B AV B

EHERENRAERERE,

RIGESEHEAN BEROFHSE , flw ./

var/lib/dpkg/status o

A EREREMEN B BRI KRR,

HEHEREAEARRERNEKE,

EHEERMmBIERAN.

BEHEAEESHABITHRAFE S,

EHEAEESBEMAKRLE,

amazon:inspector:sbom_generator & ZEE 9 E
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#& Amazon Inspector F#HE S E|EH CI/ICD EE

Amazon Inspector CI/CD 4 FIFH Amazon Inspector SBOM E 4 85 F1 Amazon Inspector Scan API
RELER[REHNRBIRE . Amazon Inspector SBOM ELER[SEL AREE, A&, B, &
BREE , UARmEGoM Z® B RNV E B Y FEE Rust (SBOM), Amazon Inspector Scan APl 1%
# SBOM B HKE , HhESEARMNBENFMENR. B Amazon Inspector B3R F
HERRH CI/ICD BEBES , URHREBRILELERERE , ENELENB i AENESERR,
EERE CI/ICD BE , B AMFERANASER , A Amazon Inspector SBOM Generator 1 Amazon
Inspector Scan API 31 HF] CI/CD ¥4,

e

HAEEXES

- HFIIES

« ERTE AWS R F LUEA Amazon Inspector CI/CD &
« Amazon Inspector Dockerfile B &

« B8 Amazon Inspector Scan BJEE] CI/CD BEE4
 {# M Amazon Inspector Jenkins /A HE

+ {8 Amazon Inspector TeamCity F/MBFE

« ¥ B GitHubEh4EEH Amazon Inspector

» ¥ GitLab T Amazon Inspector

+ ¥ & Amazon Inspector {f Fl CodeCatalystE{E

+ ¥ CodePipeline £/ Amazon Inspector Scan Bk

ABEXES

Amazon Inspector £ B/ CI/CD AR RIBHABER ., BULUREZEENTEREREELNEE
N, RERFEHTPIRFIE Amazon Inspector Scans (EAEEBHFNEEL R, NHEXEESREERL
ARG E$1T Amazon Inspector SBOM E 4 RS , AREEEMN SBOM L#11T Amazon Inspector
Scan AP,

LR 2 Amazon Inspector CI/CD & i{aiEiB /M2 N EER BT -

1. BRI LARRE AWS IRE LLAAEF1EEL Amazon Inspector Scan APl, INERA |, SB2ERE AWS IRFE
LU B Amazon Inspector CI/CD &,
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2. WA LAfE LR #E Amazon Inspector S HER

3. WA LAL EFMERTE Amazon Inspector SBOM E4A S —# [, MERA |, F52BAmazon
Inspector SBOM E4 25,

4. SETLATE CI/CD EEH #7138 Amazon Inspector Scans fiBREEL R , W ERHE,

5. BERHTHER , N HEXSKASRBERAT A , RAEREMEBK LT Amazon Inspector SBOM
E4ESS , LLE4CycloneDXHHZAM SBOM,

6. MAE N EXEEELERN SBOM EFIXE Amazon Inspector Scan APl i3 | Zix M ST EEE
SBOM n#_REERE,

7. Amazon Inspector Scan AP| E|fE&&E#i 4 CSV, SBOM JSON Ml HTML X WiRBHRE. HES
‘€ Amazon Inspector 2R 2 FARAREFMAER.

B CI/CD RF F

Amazon Inspector B BIX#E T3 CI/CD R A R. WEFHABERRE CI/ICD BENWTERA |
#EY CI/CD R A RIABER :

e

« Jenkins # M ER
« TeamCity SMEBFE
« GitHub B{E

EHE-$5

R Amazon Inspector Z&kigfit CI/CD fRF RWABER |, LA LUEA Amazon Inspector SBOM &
4 83F0 Amazon Inspector Scan AP| FIfE&SHREIN B S EET CI/ICD B4, Bt alEABITES
&EiB Amazon Inspector SBOM 7 4 2512 1L Y12 18 2R 4 S iR 4 o

LA 2 B 5T Amazon Inspector CI/CD 4 tn{a;E{ERV B E -
1. BATLARRE AWS tRF BLAAFF1ZEL Amazon Inspector Scan APl, HNEEREE , FESERE AWS IRFE

LA Amazon Inspector CI/CD &

2. A LAREFERE Amazon Inspector SBOM E4A RS —##E, MERE , F52EAmazon
Inspector SBOM FE 485

3. A LAEA Amazon Inspector SBOM E 4 28 A A2z & E £ CycloneDXHH A H SBOM,
4. BT LAEEER SBOM LM Amazon Inspector Scan AP RE 4 FA#R S

TR CICD fBRAR 212


https://docs.aws.amazon.com/inspector/latest/user/cicd-inspector-github-actions.html
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MERTEHTRANRA , 5528 B8 Amazon Inspector Scan B E ] CI/CD BEE S,

W

EXE AWS RS LA Amazon Inspector CI/CD 4

&= E A Amazon Inspector CI/CD & , BX4AFFM AWS tRF. AWS IRF %EHE IAM A& , &F
CI/CD pipleline ¥t Amazon Inspector Scan API I 7FEU#E. TR NHIEEHRETH , A AWS R
F. BYEBEESFEAE  UKRREAR CICD ZEH IAM B,

(® Note
MR EEM AWS 1RF |, AT BABERI 52E CI/CD B2/ IAM A,

&

- Eft AWS IRF

- BV A ERERENERE
+ BRJE CIICD E&H IAM £

M AWS IRF

MRERE AWS IRE |, BER TS BRESL—E,
S AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup,

2. FREfEMRLETRET.

AMEFN—Ho LREEREFRIAXFALE , LESFHFRE I ABRER,

EEGEM B AWSIRF , AWSIRFREAESREY . REAEFRTFEKIRFFHIFRE AWS IR
¥NER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

AWS EEFTMEF TR R EEBERE FEMHHR R, BT LAFER 8 https://aws.amazon.com/ %
BRENIRE , LR EEFINIRFEBYEEIRS,

FX7E CIICD BE MRS 213


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
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BYEREEFHENERE

2t 2% AWS tRF |, 55/RE AWS IRFIREAE. BA AWS IAM Identity Centerfl 2 EEEH
E, U REAEARBETH.

REZH AWS IREARFERE

1. EEREAELRHA AWS IRF SN EFEHubu , LIRS A EAWS Management Console &
ﬁJ\;’_E'-YfA o E-F_EEF y ﬁlfgﬂggﬁﬁo

MEFHABEAERANRR , F2REAAWS BA FAEEEPNUEEAES D E A,
2. EELHLMBREABIRFLRAZSEERZRE (MFA),

WERSA  F2E (AM EHEER) PHSEHN AWS IRF BEAE (F2E8 ) BAESR
MFA £E&,

BYEBAEEFRENERE

1. A IAM Identity Center,

MEER , FZE (AWS IAM Identity Center EHEIERE) PRV AWS IAM Identity Center,
2. 1£ IAM Identity Center # , i EEFRERFEAE,

MFEMEA IAM Identity Center B # %5 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(EREERY PNFEAERERESHEFIIAM Identity Center B #%.

LERERFRENERAESSEA

EEEAEK 1AM Identity Center (A& HE , FBHEMAEI IAM Identity Center £ & BEIXE
BT EM B URL,

MFEMEA 1AM Identity Center EREZEANRA , FBEAWS BN (EREER) PHEA
AWS FELA O#835,

EREFIEGHMERE
1. 7 IAM Identity Center 7 , B —EFF I EREBEAREERNREER.

MERT , F2E (AWS IAM Identity Center A& ERE) hWEFIE,

BIEEEEGFRENERE 214



https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
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2. BERERRERE  RRAZFAERE -2 AFIHE,

MEER , FZE (AWS IAM Identity Center £ EI5E) PRV FTIEEE,

EXE CI/ICD BEEH IAM A&

= E#% Amazon Inspector IR E S Z|EH CI/CD EE , BEEE I AFFFE Amazon Inspector Scan
APl B9 IAM BUR |, IR IHE BB Y REE (SBOMs), A% , B LS BUEREZZIEHRE AT ARBEN
IAM B | BL#11T Amazon Inspector Scan AP,

1. & A AWS Management Console BRI 1A https : //https://console.aws.amazon.com/iam/ B9
IAM £ 5,

2. T IAM EEENEBEERD , BE , RAREEEVER,

3. TEBUCR#mESSIEI JSON I8 £ T FIBRR -

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ@",
"Effect": "Allow",
"Action": "inspector-scan:ScanSbom",
"Resource": "*"
}
]
}
4. EBET %,

5. ABE®GA , HlIW InspectorCICDscan-policy , ABRFIEBAMMER K REBEERIBXK,
B ERAGEEI S ERETRPEINAE,

6. T IAM EEEMNBEERT , BNAG K ARENEUFAE.
7. HHEENEBEE  RESFIEEBEREM ETIBR

"Version": "2012-10-17",
"Statement": [

{

FRE CI/ICD BE&H 1AM A6 215


https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam/
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"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::{ACCOUNT_ID}:root"
1,

"Action": "sts:AssumeRole",
"Condition": {3}

8. EE—F_ﬁo
9. EXMEHATESWBEETMNELNIE , RREET —F,

10. AABH®HE , HlW InspectorCICDscan-role , REFIBAMN MR , ABIBIZ Create
Role,

Amazon Inspector Dockerfile #2 &

G FRBA 204 A Amazon Inspector SBOM E & 28 i@ DockerfilesFDockerB s iR &% , AL HERE
2R BN EERRERE,

*RE

- £ Sbomgen Dockerfile #2&

« XM Dockerfile #2

{# Al Sbomgen Dockerfile 2=

E*.Dockerfile#IR LA Dockerfiles MHER , LAK IR Docker BGEF K € B E#IT
Dockerfile # 2,

B LAERA --skip-scanners dockerfile5|#fE M Dockerfile 8#&, &AL Dockerfile 82 &
HEMTANTEHESEES , SINEERRIE=FAEML,

Docker B &+ &4l

T HIE 5l d+ RE M A Dockerfiles 1 Docker BEsR{E | IR EXRFKEME=FEHKEE SBOMSs,

# generate SBOM only containing Docker checks for Dockerfiles in a local directory
./inspector-sbomgen directory --path ./project/ --scanners dockerfile

Amazon Inspector Dockerfile & 216
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# generate SBOM for container image will by default include Dockerfile checks
./inspector-sbomgen container --image image:tag

# generate SBOM only containing Docker checks for specific Dockerfiles and Alpine,
Debian, and Rhel 0S packages in a local directory

/inspector-sbomgen directory --path ./project/ --scanners dockerfile,dpkg,alpine-
apk,rhel-rpm

# generate SBOM only containing Docker checks for specific Dockerfiles in a local
directory
./inspector-sbomgen directory --path ./project/ --skip-scanners dockerfile

LS Y|
LU REZR T Dockerfile S &4 R &1,
{
"bom-ref": "comp-2",
"name": "dockerfile:data/docker/Dockerfile",
"properties": [
{
"name": "amazon:inspector:sbom_scanner:dockerfile_finding:IN-DOCKER-0Q1",
"value": "affected_lines:27-27"
}
1,
"type": "file"
},
S T [51 FE T 4 2 451
LA 2 JROE [E FE T 489 Dockerfile A& R &4,
{
"advisories": [
{
"url": "https://docs.docker.com/develop/develop-images/instructions/"
}
1,
"affects": [
{
"ref": "comp-2"
}

{f# A Sbomgen Dockerfile #& & 217
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ERAEER

1,
"analysis": {
"state": "in_triage"
.
"bom-ref": "vuln-13",

"created": "2024-03-27T14:36:392",

"description": "apt-get layer caching: Using apt-get update alone in a RUN
statement causes caching issues and subsequent apt-get install instructions to fail.",

"id": "IN-DOCKER-0@0@1",
"ratings": [

{
"method": "other",
"severity": "info",
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"
}
}

iF
"source": {
"name": "AMAZON_INSPECTOR",

"url": "https://aws.amazon.com/inspector/"
},
"updated": "2024-03-27T14:36:39Z"
},
(® Note

mRESbomgen T EA --scan-sbomEZWMA |, BIRAERIR R Dockerfile

XK Dockerfile #2 &

Sbomgen B T & Dockerfile & :

Sudo —HNEH
« Debian APT YRR

- BARBWE
- REER

HITRE BT EE

FEH Dockerfile 1%
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- HITHSLRRER

%18 Dockerfile I EEEH RN BREMTS , MTHEERRKA T

(® Note
THFEFRNEZREUAERREEBAER,

Sudo —H M EH

® Note
WRENBEMTT RHET,

RPBZBLETERESGMEA Sudo ZENEY,  RACEEELTERN TTY MABREXTA. MEFH
MMEF , 5528 Docker Docs Bt WIEHAE, NRENFEHARFFEEE Sudo —ENEHBLINI
gt , BRMEEEMFER Gosu,

Debian APT AR

(@ Note
HRENBEMTT RS,

LR 2 A APT Debian 2 RN REER.
HE—RunFRRX it Sapt-getdH LB G IRV ZE

BB ZRETE Docker BERAME — RUN FRIRK it Sapt-get@H. apt-get update BEBEFER
SEFREBEEMREapt-get installiERKB. MEFMEN , F52E Docker Docs #3u5H Y
apt-get,

(® Note
R Docker DockerBes BB B |, FIAMNRET AL AIEEE BN Bes A4,
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https://docs.docker.com/build/building/best-practices/#user
https://github.com/tianon/gosu
https://docs.docker.com/build/building/best-practices/#apt-get
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LFEBAXER APT 5 RAER

BMBRRUESHAXER APT iS5 LARR. APT R REXRFASKREAEIR  HTA
BERAREEE, WEFMENR , F26 Debian BUPHESHASMEEM APT TENEE,

B mS R

(@ Note
HRENBREMFTD RER,

Dockerfile PV Z EASERAENRBENNE, THEXHIFWEEIEIB Sbomgen Docker fER#
BRFA

- AWS 7ZH1£$8 IDs — AKIAIOSFODNN7EXAMPLE

- AWS FAZ £ %8 — wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

 DockerHub A FEVFERF — dckr_pat_thisisa27charexamplel234567

* GitHub f AZEUF% - ghp_examplev61lwY7PjlYnotrealUoY123456789

« GitLab AAFEFHF — glpat-12345examplel2345678

RA2R

® Note
LHRENBREMHERLZEN.

BAEBREERERERNIER THIT Docker BEr. HRERBBRERNEBERL TEEHTHRRNLT
FEH  BENEZBCERAERFENFRAREZERAREN, MEFMER , 55260 Docker Docs #34
RRERAE

PITHBLIREEH

(® Note
tRENBREMTTAS,

21 Dockerfile # 2 220
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https://docs.docker.com/build/building/best-practices/#user

Amazon Inspector EREER

HERSILAARAREARMESUTREAIERBREHERE , RAFFBEBTRE2NEEHNT.

NODE_TLS_REJECT_UNAUTHORIZED=0

ENode.js#¥2 77 NODE_TLS_REJECT_UNAUTHORIZED :REA HWIER T HITHO , E&H TLS BF
BE., MEFHMENR , 52/ Node.js #35 EH NODE_TLS_REJECT_UNAUTHORIZED=0,

GIT_SSL_NO_VERIFY=*

3

E git TR SRR LAGIT_SSL_NO_VERIFYEESHITH , Git REFIBERF TLS BE. MEFMENR ,
28 Git L PHIREEE,

PIP_TRUSTED_HOST=*

E Python pip i S SIf2FLAPIP_TRUSTED_HOSTEES#ITH , Pip 2BEIFREEMI LM TLS &
&, MEFHMENA , 55208 Pip #34 E#Y --trusted-host,

NPM_CONFIG_STRICT_SSL=false

& Node.js npm @ 5IF2FE NPM_CONFIG_STRICT_SSL :REA false B R THITH | Node
Package Manager (npm) 2 AR S EHRE NPM B8  MAEE TLS BE. MEFMEENA ,
B npm Docs #uhHHY strict-sslo

:I:II‘H

BITREH LS EE

(® Note
RENBEMTT RS,

EFITRBBMRESEEM , BEGSI L OAERARER R MRS HTHEIERERLZLERE , 1
BB EHIT,

npm --strict-ssl=false

M --strict-ssl=falsefEZEH{T Node.js npm S FIFEFH , Node Package Manager (npm)
NARXZERFE NPM E8&E | MAERE TLS BF. MEFMENA , 5528 npm Docs #ut Y

strict-sslo

apk --allow-untrusted
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R --allow-untrustediEZE# 1TAlpine Package Keeper’s AR , apkBLZEREIALZHFME
BENEN. MEFAEF , F26 Apline 835 LN TR FE.

apt-get --allow-unauthenticated

£/ --allow-unauthenticatedEZE#1T Debian apt-getEH L ARREF , apt-getFERE
Efrakit. MEFMER , FF2H Debian #8315 LAY APT-Get(8).

pip --trusted-host

f£H --trusted-hostiEE#H T Python pip 2K , EENEIHEBESEKE TLS BRBH. W

EHMET | B2 Pip MMM -trusted-host,
rpm --nodigest, --nosignature, --noverify, --nofiledigest

ELLRPM BERNEHEEEMA --nodigest, --noverify, --nosignature®l --
nofiledigestEZBrpm# T , RPM E4EEET S TR REARREIEMHER, HEJER., W
EFMER  FSH RPM B LMW T 5 RPM FEEME.

yum-config-manager --setopt=sslverify false

ELLRPM BEBNEHEE BT - -setopt=sslverifyEZREA false yum-config-
managerfER THTHR , YUM E4EEEFTERE TLS BF. WEFHHEF , F2E Man7 {8k
W% YUM FEEE,

yum --nogpgcheck

£ --nogpgcheckEZEyum#{T RPM HEAEEER , YUM EHEEEERBREEH LW
GPG %Eo ﬁﬂ%%*:%fﬂﬁ%ﬂ , %%ﬁ Man7 ﬁﬁﬁﬁiﬂ’ﬂ zum$8!o

curl --insecure, curl -k

5 --insecurem -kEZE#HIT curl B , 5 H TLS BFERFE. RIBTER , curlE#TEm 2
B, 2RE NEREZSERBELTEMN, BETE curl RERRISER W EFTRENERLTHE
B, MEFHMET , BF2B Curl @By LW TF Curl FEE@,

wget --no-check-certificate

fFH --no-check-certificateEE#HIT wget B , 2FH TLS BRI, MEFMENA ,
GNU #83E E T % Woet FEIE .

3
W%
an
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BRESAFEERBREHAENENRE

@ Note
HRENBEMT D RER.

BREERMEGENESRERHEASNERRTRETNE L. ELENETRREESRUHRE
REFTE,

TIEHEEREXBEXERREAERENBRRE .
Alpine E4{RERE (APK)

HUBLRENHREER APK EHAEEENASEMG  VERREEEHETSBRR APK RFEER,
WEEHMEER , 552 Arch Linux #8145 B APK FM R =30,

Debian Package Manager (DPKG)

£/ DPKG EXEIEE/AES , #la0 Debian, Ubuntu =% Distroless ZUBR G , S BAEREREEEH
BT EBER DPKG ERE, MFEFMENR , 5528 Ubuntu Y5 EHY DPKG FHMRKERH.

RPM Package Manager (RPM)

£/ RPM Package Manager (yum/dnf) BY& 285 , #5141 Amazon Linux 2 Red Hat Enterprise Linux , &
FRAEAREEHHTISBHR RPM ERE, NFEFMEEA , F28 RPM 15 LK RPM FHRRARK
BRI,

i3 B Amazon Inspector Scan BT CI/CD EEE S

IR Amazon Inspector CI/CD M2 E AR ER CI/ICD R A R , BEEMEH Amazon Inspector
CI/CD #\#iExN, MREH CI/ICD #ER7F REEFEH Amazon Inspector CI/CD HMBRES |, BRI LAEH
Amazon Inspector SBOM E4 28 F1 Amazon Inspector Scan API B#E& 3 BET CI/ICD B4, T35
S ERERBA {22 37 B Amazon Inspector Scan BY HE] CI/ICD EE®EA&.,

® Tip
MRGEEEE S PELEMBFR SBOM |, EA[LUEA Amazon Inspector SBOM 7 4 28
(Sbomgen) B&iB5ER 3 MSER 4,
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https://man.archlinux.org/man/apk.8.en#System_files
https://manpages.ubuntu.com/manpages/trusty/man1/dpkg.1.html#files
https://rpm-software-management.github.io/rpm/man/rpm-common.8#FILES
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/latest/user/cicd-custom.html#generate-scan-sbom.html
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
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FSER 1. 5%E AWS tRP

ERE AWS 1RF 12t Amazon Inspector Scan API 1ZEUVER) . NEFMET , F2ERE AWS IRF
LAfE A Amazon Inspector CI/CD B4,

SR 2. ¥ Sbomgen Z i

ZENRESbomgen—ENMIE, MEFHEN , F2EZZE Sbomgen,
HER 3, f£A Sbomgen

£/ Sbomgen AL ERHHNBF[MBGIEIL SBOM B,

BRI LAMERA T 5E . image:id MIEERBEHREZEBE . sbom_path. json # BRAELERF
7 SBOM i L&

g4

./inspector-sbomgen container --image image:id -o sbom_path.json

B% 4. ®A4 Amazon Inspector Scan API

04 inspector-scan APl RIFHEAER SBOM , HWiRMRERS.

BRI AERA T 5B, #& sbom_path. json X BE MM CycloneDX #H2E SBOM EREMWIE., #
ENDPOINT EXfR %4 B B EFEBRE AWS [E15 1Y B API iR, 4§ REGION BXR AT FER [E1H,

g4

aws inspector-scan scan-sbom --sbom file://sbom_path.json --endpoint

ENDPOINT-URL --region REGION
WMEAWS B M M TREE , F2HE BN,

=
(R ) HBS5. EE—aTHPELENFH SBOM

@ Note
REEEHBIRINIRI K, TEALT R,

M --scan-bomiEE , FE—GSHEENBFEREN SBOM,

S 1.5E AWS tRF 224


https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://docs.aws.amazon.com/inspector/latest/user/inspector_regions.html#inspector-scan-endpoints
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B LAERATSE S, image:id i BRALERBEHNRGER, B4/BRRHENRER. &
REGION VX BY W EIH, 4 /tmp/scan. json B A tmp B #& scan.json ERWLE,

g4

./inspector-sbomgen container --image image:id --scan-sbom --aws-profile
profile --aws-region REGION -o /tmp/scan.json

ME AWS B Fl BB =85S  BSEENNE,
API| & H &=

Amazon Inspector Scan API T LA#i i CycloneDX 1.5 # XM RBHE 5 Amazon Inspector AEHR
JSON, AILAEA --output-formatEESEERE,

CycloneDX 1.5 #& =\ &y i 49 &5 51

{
"status": "SBOM parsed successfully, 1 vulnerabilities found",
"sbom": {
"bomFormat": "CycloneDX",
"specVersion": "1.5",

"serialNumber": "urn:uuid:0077b45b-ffle-4dbb-8950-ded11d8242b1",
"metadata": {
"properties": [

"name": "amazon:inspector:sbom_scanner:critical_vulnerabilities",
Ilvaluell: Illll
I,
"name": "amazon:inspector:sbom_scanner:high_vulnerabilities",
Ilvaluell: II@II
I,
"name": "amazon:inspector:sbom_scanner:medium_vulnerabilities",
Ilvaluell: II@II
I,
"name": "amazon:inspector:sbom_scanner:low_vulnerabilities",
Ilvaluell: II@II
15
"tools": [
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{
"name": "CycloneDX SBOM API",
"vendor": "Amazon Inspector",
"version": "empty:083c9b00:083c9b00:083c9b00"
}
1,
"timestamp": "2023-06-28T14:15:53.760Z"
I
"components": [
{
"bom-ref": "comp-1",
"type": "library",
"name": "log4j-core",
"purl": "pkg:maven/org.apache.logging.log4j/log4j-core@2.12.
"properties": [
{
"name": "amazon:inspector:sbom_scanner:path",
"value": "/home/dev/foo.jar"
}
]
}
1,
"vulnerabilities": [
{
"bom-ref": "vuln-1",

"id": "CVE-2021-44228",
"source": {
"name": "NVD",
"url": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228"
.
"references": [
{
"id": "SNYK-JAVA-ORGAPACHELOGGINGLOG4J-2314720",
"source": {
"name": "SNYK",
"url": "https://security.snyk.io/vuln/SNYK-JAVA-
ORGAPACHELOGGINGLOG4J-2314720"
}
},
{
"id": "GHSA-jfh8-c2jp-5v3q",
"source": {
"name": "GITHUB",

1||’

"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"
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}
}
1,
"ratings": [
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v3-1/"
},
"score": 10.0,
"severity": "critical",
"method": "CVSSv3l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
.
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v2/"
},
"score": 9.3,
"severity": "critical",
"method": "CVSSv2",
"vector": "AC:M/Au:N/C:C/I:C/A:C"
.
{
"source": {
"name": "EPSS",
"url": "https://www.first.org/epss/"
},
"score": 0.97565,
"severity": "none",
"method": "other",
"vector": "model:v2023.03.01,date:2023-06-27T00:00
.
{

"source": {
"name": "SNYK",
"url": "https://security.snyk.io/vuln/SNYK-JAVA-
ORGAPACHELOGGINGLOG4]-2314720"
.
"score": 10.0,
"severity": "critical",
"method": "CVSSv3l",

:00+0000"

"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:H"
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},
{
"source": {
"name": "GITHUB",
"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"
.
"score": 10.0,
"severity": "critical",
"method": "CVSSv3l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"cwes": [
400,
20,
502
1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other INDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",

"advisories": [

{
"url": "https://www.intel.com/content/www/us/en/security-center/advisory/
intel-sa-00646.html"
1,
{
"url": "https://support.apple.com/kb/HT213189"
1,

{
"url": "https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-

cve-2021-44228-apache-log4j2/"

.
{
"url": "https://logging.apache.org/log4j/2.x/security.html"
},
{
"url": "https://www.debian.org/security/2021/dsa-5020"
.
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"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf"

"url": "https://www.oracle.com/security-alerts/alert-cve-2021-44228.html"

"url": "https://www.oracle.com/security-alerts/cpujan2022.html"

"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf"

"url": "https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4AHWZZXGOKNSKEL7RPM7BOKIB/"
.
{
"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf"
},
{
"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf"
.
{
"url": "https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/VU57UIDCFIASI035GC55IMKSRXIMCDFM/"

I
{
"url": "https://www.oracle.com/security-alerts/cpuapr2022.html"
},
{
"url": "https://twitter.com/kurtseifried/status/1469345530182455296"
I
{
"url": "https://tools.cisco.com/security/center/content/
CiscoSecurityAdvisory/cisco-sa-apache-log4j-gRukKNEbd"
I
{
"url": "https://lists.debian.org/debian-1lts-announce/2021/12/msg@@0@7 .html"
},
{
"url": "https://www.kb.cert.org/vuls/id/930724"
}
1,

"created": "2021-12-10T10:15:00Z2",
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"updated": "2023-04-03T20:15:00Z2",

"affects": [
{
"ref": "comp-1"
}
1,
"properties": [
{
"name": "amazon:inspector:sbom_scanner:exploit_available",
"value": "true"
},
{
"name": "amazon:inspector:sbom_scanner:exploit_last_seen_in_public",
"value": "2023-03-06T00:00:00Z"
},
{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_added",
"value": "2021-12-10T00:00:00Z"
},
{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_due",
"value": "2021-12-24T00:00:00Z"
},
{
"name": "amazon:inspector:sbom_scanner:fixed_version:comp-1",
"value": "2.15.0"
}
]
}
]
}
}
Inspector #& =\ i i &Y #5451

{
"status": "SBOM parsed successfully, 1 vulnerability found",

"inspector": {
"messages": [
{
"name": "foo",
"purl": "pkg:maven/foo@l.0.0", // Will not exist in output if missing in

sbom
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"info": "Component skipped: no rules found."
}
1,

"vulnerability_count": {
"critical": 1,

"high": 0,
"medium": O,
"low": @
},
"vulnerabilities": [
{
"id": "CVE-2021-44228",
"severity": "critical",
"source": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228",
"related": [

"SNYK-JAVA-ORGAPACHELOGGINGLOG4]-2314720",
"GHSA-jfh8-c2jp-5v3q"

1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other JINDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",

"references": [

"https://www.intel.com/content/www/us/en/security-center/advisory/intel-
sa-00646.html",
"https://support.apple.com/kb/HT213189",
"https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-
cve-2021-44228-apache-log4j2/",
"https://logging.apache.org/log4j/2.x/security.html”,
"https://www.debian.org/security/2021/dsa-5020",
"https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf",
"https://www.oracle.com/security-alerts/alert-cve-2021-44228.html",
"https://www.oracle.com/security-alerts/cpujan2022.html",
"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/",
"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf",
"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf",
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"https://lists.fedoraproject.org/archives/list/package-

announce@lists.fedoraproject.org/message/VU57UIDCFIASI0O35GC55IMKSRXIMCDFM/",

"https://www.oracle.com/security-alerts/cpuapr2022.html",
"https://twitter.com/kurtseifried/status/1469345530182455296",

"https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-

sa-apache-log4j-qRuKNEbd",

"https://lists.debian.org/debian-1ts-announce/2021/12/msg@0007 .html",

"https://www.kb.cert.org/vuls/id/930724"

1,

"created": "2021-12-10T10:15:00Z",

"updated": "2023-04-03T20:15:00Z2",

"properties": {
"cisa_kev_date_added": "2021-12-10T00:00:00Z",
"cisa_kev_date_due": "2021-12-24T00:00:00Z",

"cwes": [
400,
20,
502
1,
"cvss": [
{
"source": '"NVD",
"severity": "critical",

"cvss3_base_score": 10.0,

"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H",
"cvss2_base_score": 9.3,

"cvss2_base_vector": "AC:M/Au:N/C:C/I:C/A:C"

"source": '"SNYK",
"severity": "critical",
"cvss3_base_score": 10.0,

"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:

"source": "GITHUB",
"severity": "critical",
"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"epss": 0.97565,
"exploit_available": true,
"exploit_last_seen_in_public": "2023-03-06T00:00:00Z"

HII
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},
"affects": [
{
"installed_version": "pkg:maven/org.apache.logging.log4j/log4]j-
core@2.12.1",
"fixed_version": "2.15.0",
"path": "/home/dev/foo.jar"
}
]
}
]
}

£ Amazon Inspector Jenkins A 2=,

Jenkins ZMHEERFIA Amazon Inspector SBOM =4 85 —#E{#E F] Amazon Inspector Scan API 1£
BERRKRELFARE  FEEZUUERB2AENEERE., A Amazon Inspector Jenkins
A#ERX | B LUE Amazon Inspector JRIBE T8 EJenkinsE &, Amazon Inspector JEAFE#H T
LEREARBRERN DN FIHENBREMREERNKMEEHNIT. LWL Jenkins https : //https:/
plugins.jenkins.io/amazon-inspector-image-scanner/ ™ & PR &I RA K JenkinsAAMBER, THI5
ERER BB AN ER E Amazon Inspector Jenkins FAEER .

/A Important
EER TSR ZE , BB EM Jenkins FHRE 2.387.3 R EFAA , AMHERX T 8EHT.

LR 1. RE AWS 1RF

AWS 1RFE £ /57 EL Amazon Inspector Scan APl B IAM B & RERE . WERH ,
AWS BR E LUfE | Amazon Inspector CI/CD B4,

3
¢
&
B
Fil

HER 2. 8 Amazon Inspector Jenkins JMBIER,
T HREFFERE M JenkinstE R IRZ E Amazon Inspector Jenkins FMHER .

1. & Jenkins &R F , BIFEIE Jenkins , AR BIEFENHER.,
2. EEWH,
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3. RUAXRGIERKD , 3 Amazon Inspector Scans , REREINHER,

(iBF ) £ 3, # docker BEAE R FHIEZE Jenkins

(® Note
R BT Docker M AIEREERR , T8 Docker EAER, &8, FHBEBELE.

T B2 F R B fn{alJenkinsfEJenkins & R A& docker 2 AERHIBZE .

1. f& Jenkins BRARF , BIFEE Jenkins, BAER , AR BEFRK.
2. EE2EHBAER , AREEHEZTAEH,

3. #¥ Kind , BRERAERBEZE,

4, $HEEE , ZEH2E (Jenkins, %, BB, FIETHEESE ).

5. WMAZHFHEN A REREBE®TE,

( igﬁﬁ ) #/Fﬁ 4, ¥ﬁ'f§ AWS %Aﬁ*ﬁl

® Note

RAEELAZERE AM EAEETEDRER , W8 AWS BAER. BRI, FHBERED
B

T AR FRRBA AR JenkinsERFTE AWS BAEH,

—

# Jenkins E&RIRH , BEEE Jenkins, BAER , RBRBERK.
BE2HTAER , ARBENEZEAER,

&% Kind , IEH AWS & A& R,

WALHFRES  SRENFHER ID ILNEEMSH , ARBEEE,

) WD

S B 5. fEJenkinsiE G #Ti8 CSS XX &

T3 FEREB I enkinsiE S B #E CSS X1,

(A ) £ 3. # docker EAERFHBE Jenkins 234
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EFEE Jenkins,
RERIRY |, BEEE Jenkins, HiE, AEHE K ARBEFESHIEAS,

EXFHRFD , #iET
System.setProperty("hudson.model.DirectoryBrowserSupport.CSP", "") , R#&
EEHIT,

% 6. #& Amazon Inspector Scan ¥ E BN EE

U LEERDHIEEELSBRMFEAEEEE , # Amazon Inspector Scan Jenkins 8 E BN EE.,

EERPIHIEEELE , 4 Amazon Inspector Scan FHEEI RN EE

1.

EHEEBERL K MTEHERESR K ARBEMEEESR. AREI Amazon Inspector
Scan,

EEME inspector-sbomgen Z#E 5% - BB FEH. BEREER
ERRECRKEERINIIE. ZEMEHMMEBRIEIE,

FOMMER TRERE. ©

a. (BE1)BREBETHFKHMAM inspector-sbomgen, IZEE B E{E58 B 57 EEFEHA
EEZRFEM CPU 48,

b. (i&E 2) MRLEERTEREM Amazon Inspector SBOM E4A R N | FBREFH,
MREBBRFR G L , FHELRMHLR THEA inspector-sbomgen IRANH TEE KR,

MEFMER , FFSB1E Amazon Inspector SBOM E A 25 &% Amazon Inspector SBOM E 4
2% (Sbomgen), Amazon Inspector

SERA TR ELLE K ERE Amazon Inspector Scan B ESER -

a. BWAZHMR ID, METTURAH, BiRHHF, FEBEBEEEDockerin B EH, MRS
EHNEEG  FRHAENY tar ERNBEE, F2ETHIEMRE 1D BE

i BRAEIRWEE - NAME[:TAG|@DIGEST]
i. B tar XK : /path/to/image.tar

b. EIEAWS EFEXFHERN .

c. (EHA) HHERERREE  WARERFHBEEENARETEE. EFBRE—EBIAN
EBTM,

d. (ZER) BRHBEER , EELERBEDHRN —HZEE %K. YREA/KXKPMAZTER
HWEY B 8% , & BILEE,
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e. (A ) &% Docker BEAER , BEEHDockerfE A EEZE. REELNAS[MERMLRF
BERTFER , THTHEE,

f. (BEA) ZUURETIIXEN AWS 55RERE

. (ER) A IAM At | FEREA® ARN (arn : aws : iam : : AccountNumber :
role/RoleName)o

i. (ER) HRAWS ZEAER , FEEERE IAM EHEETREN AWS EAEHR,
i. (FEA) HRAWS REERR , FRHECASREERBETRIENREERRH,

g. (ZEH) BERRARBRE. EALER , SUYEBNREHNFRERE K BEREX
M, MRFAAEEHERN 0, AERFHSOERRE , BAEMIHID. BN EPSS & , EHA

B2 0E 1, MRFBHNFEERE, HE2SXM , B EPSS 7SN ENFIA CVESEHE
REEEES,

4. BERRF.

FERESEER Amazon Inspector Scan Jenkins #i Z R EE

BRI LAMER Jenkins E4EE BEIE F 834 Amazon Inspector Scan ¥ ERMNEE,
BB T&E SBOMGen EEEE

«  FHEH Amazon Inspector Scan Fig8EHHE , BFEA T HEFIFEE. BEBEEFEEHN
Amazon Inspector SBOM E4 28 T EIEE R , LU linuxAmd64 5 linuxArme4 B
SBOMGEN_SOURCE, #% IMAGE_PATH BMRAMRGIVERIE (Bl alpine#latest). i
TAM_ROLE MR BIRTEL BR 1 FELEM IAM A®M ARN |, IR 1D B B % ADocker& ¥
ID, BALLEEMHAARERE K YASEREMLIEEE,

pipeline {
agent any
stages {
stage( 'amazon-inspector-image-scanner') {
steps {
script {
step([
$class:
'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder',

sbomgenSource: 'SBOMGEN_SOURCE', // this can be linuxAmd64 or linuxArm64
archivePath: 'IMAGE_PATH',
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awsRegion: 'REGION',

iamRole: 'IAM ROLE',

credentialld: 'Id', // provide empty string if image not in private
repositories

awsCredentialId: ''AWS ID;',

awsProfileName: 'Profile Name',

isThresholdEnabled: false,

countCritical: 0,

countHigh: 0,

countLow: 10,

countMedium: 5,

D

FHTH SBOMGen E4EE

«  FZEH Amazon Inspector Scan ¥ EHHE , FEA THIEBIFE L. #& SBOMGEN_PATH BRR A&
KSR 3 hLEH Amazon Inspector SBOM ELEBRRE, 48 IMAGE_PATH B A ZREH KRR
(Pl alpine#latest), # IAM_ROLE MR AREELSER 1 HEREN IAM A€ ARN , UK EHA
AEREER DB AENDocker’EE ID, BULLEEMHRARIRE , Y ASEREMRE
EfE,

(® Note
#% SbomgeniETE Jenkins B #% , WIRHENHZEXF Jenkins B &HVEEE ( Bl Jopt/

folder/armé64/inspector-sbomgen),

pipeline {
agent any
stages {
stage('amazon-inspector-image-scanner') {
steps {
script {
step(L[
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$class:
'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder’,

sbomgenPath: 'SBOMGEN_PATH',

archivePath: 'IMAGE_PATH',

awsRegion: 'REGION',

iamRole: 'IAM ROLE',

awsCredentialId: ''AWS ID;',

credentialld: 'Id;', // provide empty string if image not in private
repositories

awsProfileName: 'Profile Name',

isThresholdEnabled: false,

countCritical: 0,

countHigh: 0,

countLow: 10,

countMedium: 5,

D

HER 7. IR IEH Amazon Inspector J&E R &

1. TERERNFTEE,

2. BEXRHK#% , ®ERPERGHEN. MRBMHTML , £FLLUEEZETH JSON SBOM = CSV
RARNERE . UTER HTML SRENEH

SE 7. RRIEE Amazon Inspector R & 238
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( Download SBOM )( Download CSV )

Inspector Vulnerability Report

Updated at 11/8/2023, 3:52:55 PM

[ © SBOM parsed successfully, 7 vulnerabilities found. J
Information
Image name Image SHA
file:///Users/naveshal/Downloads/alpine.tar sha256:5977be310: daf7’

Vulnerability by severity

Critical High Medium Low

1 4 2

All vulnerabilities (7)

Vulnerability Id Severity Component

CVE-2022-37434 Critical pkg:apk/alpine/zlib@1.2.12-r1 2arch=x86_ 147
CVE-2022-4450 High ine/openssl@1.1.1g-r0?arch=x86_644di 14.7
CVE-2023-0215 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0286 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0464 High pkg:apk/alpine/openss|@1.1.1q-r0?arch=x86_64&distro=3.14.7
CVE-2022-4304 Medium ine/openss@1.1.1g-r0' _648distro=3.14.7
CVE-2023-0465 Medium pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7

HED

LT R2ERBEARR B Amazon Inspector Scan SN R A REIB B H E R #E5RJenkins,
EEHAZRANERE sts HIARREHER

$53R ¢

InstanceProfileCredentialsProvider(): Failed to load credentials or sts
exception.

S,

e

R

aws_secret_access_key & AWS ZHIRFES aws_access_key_id# ., 7
aws_secret_access_keyHE%E aws_access_key_id#l ~/.aws/credentials,

LI tarball, 2SS IR um SRR & IR
$RES

2024/10/16 02:25:17 [ImageDownloadFailed]: failed to load image from
tarball, local, or remote sources.
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® Note

TR Jenkins AHEREEZEINAEMME. Docker5|ZH KT ATEEMEG , HIRIHABE=EE
FERTE ARG |, AITEES R L ISR,

BRRTFE -
ERRE T HER ;

« Jenkins AR EXEAEEFEERH RENFEFT,
- BRERHENREEFERDockers|EH,

- BHRIRMRER URL IERE,

- RAEHSETERBEENSIRE (NER )

Inspector-sbomgen &R 54
#HER .

Exception:com.amazon.inspector. jenkins.amazoninspectorbuildstep.exception.Sbomge
There was an issue running inspector-sbomgen, is /opt/inspector/inspector-
sbomgen the correct path?

R E

SER T ST AR R R RE

1. HIERMEERHELEMRE Inspector-sbomgen B AJenkins B $ MEFMENR , 352/ Amazon
Inspector SBOM Generator,

2. FEATHSSHABTESTRTF —EMNE : chmod +x inspector-sbomgen,

3. EABHEXPRMEEENIenkinsEFEEE , S0 /opt/folder/arm64/inspector-

sbomgen,

4. fREFHEELHITIenkinsEH,
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f#F Amazon Inspector TeamCity /MHFE

Amazon Inspector TeamCity#M# 2= FFH Amazon Inspector SBOM 4 88 —# U #£ 1 Amazon
Inspector Scan APl ZFR2EFERELEFMARSE , BTN ERBZaAENEER R, FH
Amazon Inspector TeamCity /M2 |, A LAAE Amazon Inspector J&IEF #E #7318 £ TeamCity E

B, Amazon Inspector AR HETUREARBEAZNRAHENREMEREER XK EEHIT,
& T LATE https : //https://plugins.jetbrains.com/plugin/23236-amazon-inspector-scanner TeamCity
TEFRBHFIHMAH Amazon Inspector TeamCity /A 2, NFEARIM{A#E Amazon Inspector
Scan BA ZEH CI/ICD BEEMEN , 552 14& Amazon Inspector R E S EEH CI/ICD EiE, WNE
Amazon Inspector X EWEXRKMNERRESFE , B2RLENEERAENENREES. T
55 BB ERBA IR E Amazon Inspector TeamCity ZA 2,

1. BRE AWS RF.

- AWS 1RF & A FFZEL Amazon Inspector Scan API B IAM B&RRE . MERP , &2
BIERE AWS R FE LLfE A Amazon Inspector CI/CD B4,
2. &% Amazon Inspector TeamCity /MBFER .
a. RENERR , AIEEE > AHEN,
b. #= Amazon Inspector Scans,
c. R INEHERX,
3. Z#t Amazon Inspector SBOM E4 8%,
- £ Teamcity fAlfRE8 B #&+ L% Amazon Inspector SBOM B4~ ., WERHA , FL

B %2 Sbomgen,

4. #& Amazon Inspector Scan 2B S BB T ENER,

a. EHREREEL K RTEBDEEESR , BEMERESR , AERERE Amazon Inspector

Scan,

b. HEBETIIFMENR , LAFRE Amazon Inspector Scan BZES BB :

- BSREE,

« BERMTE Amazon Inspector SBOM E4EEREF % : BB F .
- RBEHNRAMN CPU 4 | BB TEEFMAHE Amazon Inspector SBOM E 425,
« FEEREEMHLEH TEHMN Amazon Inspector SBOM E 4 S AH) TR &,
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MEFMER , FFSBE Amazon Inspector SBOM E A 85H %% Amazon Inspector
SBOM E 4258 (Sbomgen), Amazon Inspector

BWAZKRE D, ZRREITUREAHE, ERBTF. FBABEERFEDockerin B1EH,

MRS>MELNG , FRMETEH tar ERNVER, BB TIEHFIREK ID BR

o WRABEIRIFASS : NAME[: TAG|@DIGEST]

- W tar =X . /path/to/image.tar

e IAM A BALESR 1 PAREABH ARN,

BEREAWS BEEIAREFERN .

(1B ) B Docker B 0B , 8 A K Docker £ & B A Docker ZiE, REER
NASBREURABERTFER , THITHEAE,

(iEMA) $HAWS F9RF , BALHN AWS FIEHE ID M1 AWS I ELE, REER
RERR AWS ZAERETERER , THTHERE

(ER ) FESEBREMNFRRRE. IREFETBEBEEENRE K REEELS
K. MRELEHRZ 0, ERKISVERRE  HEHERN.

c. IEH Save ().
5. ®WBEH Amazon Inspector AW o

a. TRERNHERE

b. BHEZTHRE A6 BR&ERDEIR@EEER, BEHTML B |, £97LLEETH JSON SBOM &
CSV RAMHE ., LLTR HTML SREREH -

@ -
Inspector Vulnerability Report
Updated at 11/8/2023, 3:52:55 PM

||||||||

||||||||

1 4 2 0
All vulnerabilities (7)

Vulnerability Id Severity Component

CVE-2022-37434 Critical ine/zlib@1.2.12-r1 _64&di .14.7

CVE-2022-4450 High i P 1.1.19-r0 hs _64&distro=3.14.7

CVE-2023-0215 High P 1.1.1-r0%arch=x86_64&distro=3.14.7

CVE-2023-0286 High ine/op 1.1.1g-10 _648distro=3.14.7

CVE-2023-0464 High i P 1.1.19-r0 h: _64&distro=3.14.7

CVE-2022-4304 Medium P 1.1.1-r0%arch=x86_64&distro=3.14.7

CVE-2023-0465 Medium ine/op 1.1.1g-10 _648distro=3.14.7
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& GitHubEYE# A Amazon Inspector

&T LAE R Amazon Inspector Bt GitHub actions , #& Amazon Inspector &6 % # #5718 = &1
GitHub T4E## . EFR A Amazon Inspector SBOM E 4 25 #1 Amazon Inspector Scan APl B #E
REELEFMARE , B TUERB 2 AENEERK, Amazon Inspector J&IE R # AT LAFRE
ARBEIFNRISENBREEREER AR IERRE, B LI GitHub B FBERFRAN
Amazon Inspector B)¥E, EHEBIMIE Amazon Inspector Scan BA ZIEH CI/CD EEWENR , 5
2B# Amazon Inspector FIHE S K CI/ICD BiE, W% Amazon Inspector T EWEERKEME
NGRS FE , FSRIENEERKANEXRFES.

. GitLab st A Amazon Inspector

&T LAE A Amazon Inspector ¥ Bt GitLab CI/CD Jt#F , #& Amazon Inspector &5 1% #i #5718 = &1
GitLabE %, EFIA Amazon Inspector SBOM Generator #1 Amazon Inspector Scan AP| £ & & #&
REGFEEFHERE , AEEATUESZZARAENEERERE. Amazon Inspector iR 1 7 LA E
ABRBEIINFIRENBRELEREERARITIERRE, B GitLab #8i5 FBRBHIFARAN
Amazon Inspector Jt#, EHEBIMAE Amazon Inspector Scan BA ZIEH CI/CD EEWENR , 5
245 Amazon Inspector BIHE S FIEH CI/ICD Ei&., 1% Amazon Inspector X B EERRTTE
XERFTESEE , BRI ENEERENEXRES.

B Amazon Inspector {# F CodeCatalystE 1

I&TLAE A Amazon Inspector #E Amazon CodeCatalyst , # Amazon Inspector J& AR B =
CodeCatalyst T#E#RFE, EFA Amazon Inspector SBOM ZE 4. 25H Amazon Inspector Scan AP| £
BEERRFELHARE B UUERB2aAEFNEERE. Amazon Inspector JFE &1 AT LA
HEABBEENINFIBENBREEREBES AR ITERE. WEFBEWATA Amazon Inspector
Scan Z&EEW CI/ICD BEEME , F2E1% Amazon Inspector I ESEIEH CI/ICD EiE, ME
Amazon Inspector TEWIEXRRENEXRAES BE , RSHZENEERRIESFRFES.

B CodePipeline £/ Amazon Inspector Scan B

BT LU TRIRIR T E TE7RIE , AWS CodePipeline LA28 #H Amazon Inspector, IttE A F
FA Amazon Inspector SBOM E 4 85H1 Amazon Inspector Scan AP| , E R ERE RIFEEFMRE,
BRATHBEESRB 2o AENEERM. InspectorScan EfER CodePipeline HHI S EEE )
£, TEEEAFNEERARREBETNZSRE. EUUERALBERRE=FFFETHNERER
JR$a%S , $l#0 GitHub 3¢ Bitbucket Cloud , SRR B RREAEXNREG. WEHEFMBEF , FSEAWS
CodePipeline { fEA&ERE) Y InspectorScan FAAEESE,
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Amazon Inspector EREER

IR AWS IRIBER Amazon Inspector & 2 &5 B

& A LA Amazon Inspector £1F & WIRF EEEE T AWS ZIRER Amazon Inspector HE £l
, ILEBE SR Amazon Inspector IR EIR F MEFRAREHFMEANFKTER,

(@ Note
NMREREBNBREES , B RRABPAARENWFAEANRTTER,

T 532 5 3R BA an{a 37 Amazon Inspector IRIBH RS EHE,
&R AWS IREM Amazon Inspector & 2 £

1. FREHNEABEREA , REBRBIR https : //https://console.aws.amazon.com/inspector/v2/
home B Amazon Inspector £ &,

2. HREESEET , BEIRFEE,
3. FEMRKEHE A FRETIEHFP-—EARIER

- ERERFURBIRFEBHREEEE,
o IRIEHITEELARE Amazon Elastic Compute Cloud (Amazon EC2) #I{TEBH REEHE,

- BIZABMEE , LLRE Amazon Elastic Container Registry (Amazon ECR) 7 ER HE &
=,

o BEABMG L Amazon ECR BESMGHHESE,
« & Lambda BB MBI Lambda BRNBHRZEE .,

THEERAFEERREENE

;&III

&

- FHMERFERREEE

- 114 Amazon EC2 #4TE R A K E £ E
- §¥{& Amazon ECR @ EM REE E

- §¥{& Amazon ECR RGN R E £ E
- F¥{%& AWS Lambda BB R E S E
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AR F BN =& E

MBEHRF TR 2EZN —22 , RFRABHIZEIR Amazon Inspector BIEEIRFE | IRERS|EZRS
REESWIREHEBEN , URIRFHNERBHENRE, FUHRSIERL , BULIBAREREBREFAER
ERTERNERNEFEE, NEFHMER , 528 Amazon Inspector R B B)FHEER,

mREHIRE R ZE IR Amazon Inspector BEIEEIIRFE |, IRE RS ZBEALEBINIRFR
HEBRARE , XIHEABTHMERSE. HREERS , FESEHERTAIRFRA Amazon
Inspector , IR 2 , MISEHARFBMANERBHER, SAZREES , EUNFEALRRSIER
REFHEBHEBRARE. ZEUURASEAENKERFNBEERBHER, NEFHEBENA ,
E2 BB K EMRFER Amazon Inspector 1,

Al Amazon EC2 #{TEER KEEHE

HITEERSIEBEETE AWS BIEHRH Amazon EC2 #i1T{EEE, FEEE T XRSIER LEMK
B -

- 28 - BREREPHAEITER. MEME LBAITERB B BHERE.

- ¥ - B~ Amazon Inspector EZRHIREF ETHEENB RN AIEHTERE.
« TR - B’ Amazon Inspector RIEIRBEAFEZRARBENMESTERE., FRMEL Amazon

Inspector REEFZEMFHHTERNER,

EC2HITRBIRESHASEREMEIRE "FRHE. RsIEFEH L, Amazon Inspector A AWS
Systems Manager (SSM) #1 SSM Agent B E1EZ1E=F3F# EC2 HTERBEEERE. MRHITHE
B8R ¥ 1T SSM REFRER., 8AXE Systems Manager B9 AWS Identity and Access Management
(IAM) At  SARFTZENEZXZRFKDHEE , Amazon Inspector AGE LB IFIHHTEE, W
EHMER |, F2BAmazon EC2 #I1TEERH,

ESERSIFERL  RFHSEEHTHTHER AWS IRF & .

EC2 #I1TEERER - tMBE SR TERAERBMOER , TARNNEEHHTERRSCREREH
FRHEER,

EERRK - WBESEREERRER | 7L WINDOWS, MAC, LINUXEZE UNKNOWN,
/A B - B R Amazon Inspector REEERBTEE LERAREEXEREREEXNRTE L E.

FR$EH - & Amazon Inspector L AMEZERERERER , LT . Amazon Inspector #
TRENEAREURREARFEHEETERNEIES .

FERF B R EEE 245
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ZEWME EC2 HTERNWEMFFMERN , 512 F EC2 HITEBMPIER. AR , Amazon
Inspector ERERHTREBNHMNTERENAETSERNFREN. EEREBEFTENFMHEN , BiE
EEZEEPES, WEELHMEANWFEMEEN , 5528 845 Amazon Inspector FAE#E RV FFHE
o

B3 Amazon EC2 1T AR REE

#7H Amazon Elastic Compute Cloud (Amazon EC2) #11T{E R , ATREMAREES :

« FEEE — Amazon Inspector SiHEE L MTFWHITEE,

- EBREAREEXBTERBRFRS - EEEEHTEBNMEUEES R/ DPAR 1200 GB , SH#
TEEEEERIB 8 A ER , Amazon Inspector € F ILLAREE,

- BBERERERHITERWERRS — Amazon Inspector E ERAEHTHEE LHTERERRE
HERPR o

« EC2 #1{T{EBE 211t — Amazon Inspector EEEREHTEE L RASTEEERCEILARE,
FARENEBEEEHSFERET , EHTEBKLAL, MRHTEBEHRRE , Amazon
Inspector & B B)EB R HETEE,

- AEBEEER — Amazon Inspector ER R W TEEFZEAIPEEER. Amazon Inspector & B B fif R i85
=, URREERE.

o $EETF — Amazon Inspector A EREHITREBNHABEAERXER. HITEEA Amazon
Inspector EBE# AT RE 2 MIBR , SHENIT KRB

EEEEIERE , A R AWS Systems Manager #fR InspectorInventoryCollection-
do-not-deleteRdHitf71E B HEABIARRER T, BEo , 5 AWS Systems Manager Fleet Manager
BEITERNEREARESIER.

« %128 - Amazon Inspector 2 ILIFEHTEE, EEEASTEE K SFEEREETH.
- ZEWIRBHE - Amazon Inspector EAGHI1TEBE HE AT FI AT W IR IR 8

- EREKRLE - FITEREK L, Amazon Inspector BRI EEBRATEENRERESENRES
E&EH,

- BEFHETE — Amazon Inspector FEEZIWNEBRE 7 RAAHTHERBENNENRBERAERER

EEEEIERE , E6EH R AWS Systems Manager #ERFTER Amazon Inspector BEE1E , B
EEAHITERAIT, LI, fEH AWS Systems Manager Fleet Manager B 35 31 17 1E 88 & X 58 FE /3
BXEF.

« RZE EC2 #117{E#8 — Amazon Inspector KRESIEHFRBTER. HTEBTEH BEE AWS
Systems Manager,

Amazon EC2 #{T{EBEREE 246
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EEEELERE | B LR AWS Systems Manager Automation AWSSupport-
TroubleshootManagedInstance runbooki2ft#) ., FXE AWS Systems Manager EE#TEE 2
# , Amazon Inspector & B BB A R EE RN B HBTEE.

- TXEMEERMK - Amazon Inspector RERHIFHEHITEE. F/TEBER Amazon Inspector &

S ENEXRASREE, MFE Amazon Inspector T EWIEXRFHBE | 5528 Amazon EC2 #{T
EfEAREE,

- RS IRRREDER - IIRER S EC2 BHEENERA TRE , BEFEERE MBBIAVEER Linux &

N

E M Amazon EC2 #1171 # Amazon Amazon Inspector JRERE, AR RERBHRERE

- BIBREREEHWERS - #1788 S8 Amazon Inspector JREBER 5000 BEEHRH,
EEHEENFTEENRERE , £UUERAREIRSMHEEBEN BFTERE,

- BBRERESH ssm EFRE - SSM RERXEEAE EFZEIEZE Amazon Inspector , BAE
EF NPT EESERAESERTEBREZEFTERN SSM BidE. MEFMEHR , 526 Amazon
EC2 Systems Manager i 2 FIE &8 o

- BiBREREWERFBRE — Amazon Inspector EEZHMEHNERER , ARAEHWERFBEIR 15
PENRKXRE,
- REMERBEF — Amazon Inspector SSM A EX M KREANRLBITERKEESHET. &

BERSERENGER , B2, MRILREE 6 NEFRMNMIEE , FBFE A Amazon EC2 Systems
Manager RFERFTEH Amazon Inspector BABi1FE B [EE AT EE ST,

E EC2 #MITERB M ENFHEN , F28 Amazon EC2 FITEIREF I,

514 Amazon ECR 7 EH K E #E

REELRS|IERESETE AWS RIEHRHN Amazon ECR RFE., BESE T RSIER LABKE
48 -

- 28 -BEREREPNMEREE. REMELRAEEBINFEMRE,
- E2BXA - B8R Amazon Inspector SR EATERNIREPERNBHNFEMEE, NERELHFEEE

B IR R,

« KREXA - B8R Amazon Inspector RERBEFEZRNFERNWFIEREEE, FRMEH Amazon

e

Inspector REEFREMIFHERBEENRE,

BERSIFEERL  RFHSEEHERTE AWS IRF /9 .
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Amazon Inspector EREER

EEREARTENEGFRER  FEERFENEE, K& , Amazon Inspector EFRFHEFEFHY
RERGFE UK EBERGHFHEER,. FHEFSRBZEER,. XAHENFHERE. efitas
TMAEERMAES , AINLENERREERBE, FEO TIALREBEFTERTERNNZE
BF  BEEFEHNEEER.

#3#8 Amazon ECR #1FEMIRRE

¥ 7 Amazon Elastic Container Registry (Amazon ECR) 17 , AJREMARREE S -

- ORA (B8 ) - WHAREEE , Amazon Inspector B EE R I FFEPHNMREG, HIEERNIERE
RIBHREREAITERE. Amazon Inspector —FIRSEHIXFTIRGEFE HETRE | LER
HEZMGIERIN T CVE BEFHIRIEMG, EERREMN Amazon ECR EFRIHHIR , Amazon
Amazon Inspector 15 #&48 B= 12 it 17 = RV IR,

- BRA (HEEEF ) — Amazon Inspector EEHEFMGEH BB EREEFNENRSREG, S8
HREFERAERERHE K YREAEHARBE,

« FEUEIE - Amazon Inspector R AFFFEU#FE D f#FE 2R E,

EEEIEERE , BERMEEEN AWS Identity and Access Management (IAM) BUR S &F Amazon
Inspector FEUREZE.

- BFH (F& ) - Amazon Inspector TEERRFHBFET N EMARHZMEK. FAFERN Amazon
ECR RSB EREAELANFHIRE,
EEZFE A Amazon Inspector BIRIFHREETHNREG , BRRETENREREEEATAREHE
ABEBERTERERERSG , I REHEFRGRFBERE,

- BRA ( #3#EK ) — Amazon Inspector 1 EHIEF NG BB R HBTFEFNERNBFMREGE, FF
EME R REREREAEHIERRE,

- AEBEEER — Amazon Inspector ER R W T ERZAERIPEEER, Amazon Inspector & B B f R85
R, URREERE,

MERREE RERMRENFEERAMazon ECR BEMEEHH,

(it Amazon ECR BasM Gy K E & E

MGEZES|ERSERE AWS BIER M Amazon ECR BEEM &, FESE TR EHR LEMRE
# -

- 28 - BEREREPHABARREG. REME LR E TR HEARE,

Amazon ECR R EERERERE 248


https://docs.aws.amazon.com/inspector/latest/user/scanning_resources_configure_duration_setting_ecr.html

Amazon Inspector EREER
1% - B~ Amazon Inspector ZREAEENIRBEPERNBERNMERSEREG, KERELEAA
BB AR A,

« T4 - BR Amazon Inspector EERREP RERNFHNAAE R S=MREK, FEEMIE L Amazon
Inspector REEFRMIFHRENIRE.,

REMRGARESEASZERAMERERMARSIEE L, RETEEFERERBKA Amazon
Inspector IR FEFEF , & Amazon ECR EFER S ILREZERBTE. & , EEA ECR
ENRHSERERENXEA , MAREASIRIREG, NEFHMBEA , F2B5E Amazon ECR
EfiEREEERE,

ESAZRSIEE L K RTECRHSEEREASIVNEGHNRETERR. IRFHIEE AWSIRF HER
FEN ., EXRENERMEE Amazon Inspector EAREZEREEERAIKER,. EFAEESEE
EEEBETREMNERR, ERNEARXEGEENR , IEEFRBETRAREFH CVE &
WRE, NEFMENR , F2BAmazon ECR BHENEHRTA.

EEMRASNGHEMFMEN , 582 ECR ARG PHERE. A% , Amazon Inspector 28
TEBNEGEIREERNFHET. FEREREFTENFHES , FEEEEMTPNEL. 0FE
ELFFMERANEMER , B2E 818 Amazon Inspector & RV FFHHE A

##8 Amazon ECR A SRV AR RE

#H Amazon Elastic Container Registry ReS & , AREMARREED -

o FE)EEIE (338 ) - Amazon Inspector IFBENIE | WERMAHFAVIEE CVE BEEF TG HIE
H, SEHENEINMEGE K MSEHBEMRMEHN Amazon ECR EFRHEIGERE, MEMRGNRE
FECHMAERAERE A BRFENERAEREREREASERHE,

- DR (HIARF) - BIRHEEFBEE , Amazon Inspector 8 BBIIRHEMEG, sHHFHREH R
ERAEREGE K BRTENEREEHREREREHEREHR,

- WEFEEER — Amazon Inspector ERRH ARG £ AZPEEEE. Amazon Inspector & B B f# IR &8
B, WRREERE,

- FEWBTEHE - Amazon Inspector E#§BRGHEA T HI AT ¥ a1

- BREWKCIBE (&8 ) - Amazon Inspector HEREF B, MAELABEEFNRGEBHERH
FHREENHBEAERRG, SoUEASREIMGUEERE,

- BEEKCIBH (#ABF ) - Amazon Inspector EERIEE B, HATELABEEFNRGEHE
FREEENHREARERREG. S HXMGUEERE,
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- BESEEFM (FH ) - Amazon Inspector T &1 Amazon ECR B &, EHMEZHE
EEH Amazon ECR BHEREREAELINFERE. HEEMFH Amazon Inspector Fith B BN 17 fHBR
B, BRRERTERTEFAEAEGE AR EEETESERERSG  IREHERRGRT TG
AR

- TXEMEERM - Amazon Inspector RERHIFHERE, KL Amazon Inspector X EHIE
¥XKAER A Amazon Inspector T BRI IR EA,

NFE Amazon Inspector XEWERRHEE , FEHM ENERRM : /4 Amazon Inspector 1
1T Amazon ECR ####, % Amazon Inspector X ENIHEBHEAEE K B2RIENERER,

NEAREENRGRERGRENHMES | B2 8 Amazon ECR BEMGRH.

(L AWS Lambda B S8R0 & = &1 E

Lambda Z5|EHREERIE AWS IRIEDHH Lambda KB, WEEAMEER R , —EET Lambda
BERENHNEHSHEFMAET , 2 —EFET Lambda BXBREENKREREHEEFAEA. £
LRBRBTIRSIZERSHE DA -

- 2% - ERIRERNATE Lambda BB, ARAEMIEE Lambda BB sl IFHEAME,

« ¥#i# - B~ Amazon Inspector SR E BT M Lambda BB, iREEMIE EEME Lambda EE B RIHYIR
HAREE,

« TFH - B~ Amazon Inspector REXEREH Lambda BB, FEEMHE L Amazon Inspector 7k B
PHERHRENERERR,

Lambda B AR HIRE "FEH#H, RSB L , ERERS., Lambda REATREB A R FTHE
Amazon Inspector FItRFE , REFRF USRI IR HULERE, WFEFMENR , 528 Lambda EKEIF

#.

ESERSIESEL  HEEBWEIEE Lambda BN AE. IREFHMIEE AWSIRF BEEREN . 3
THEEERENHTRE, MEMELESE Lambda REEH BTN RERE, EREBSERCER

FHREWER, LXBHENERBEE Amazon Inspector EXREZERERE RBEE TR, EA#E
SIEE FREBETHEENNENR, ERNEARREREENR K AEEMFHETHRABEHRN

CVE RRE, MEFHMEEA , F2/BLambda HERENFEETA.

B¥ AWS Lambda B S AR BE
¥ Lambda & , WEERIIREEES -

§¥fE AWS Lambda B BHEE R E 550



ERAEER

Amazon Inspector

o EB)EEHE — Amazon Inspector IFHEEZMIFHE Lambda BB, HEBRRHESEEIREHAEZREE
RWRTFEE  URETHBEMSIBHAINERRAERE (CVEs) REBENRHEHE.

- BEHHERR - Amazon Inspector TERFHELLEE , RATCEHERHEREREZ.

- BEEKRSIBH - Amazon Inspector REIFIEHE , RATE LXATBAREFH LK EEIRB 90 X,

- AEBEEER — Amazon Inspector BRI MR EIF £ ALPEEER. Amazon Inspector & B B R EHER |
W RIREBERHE,

- ZFEVHFEHE - Amazon Inspector EAGERBHEATHI LTI R,

« FX%#& - Lambda HBEEF X EBNHITRR,
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Amazon Inspector EREER

£ 7 Amazon Inspector FEEZ{EIRFE AWS
Organizations

B LAE A Amazon Inspector REEHBH N Z MRS, &EEEKM , BXEFEH AWS
Organizations B2 RS EA Amazon Inspector , WiIEEZREEE, EREEESEEHBMN
Amazon Inspector , W AR RBBEITEL, THETERARTREESIIRFENBIIRF ZHEHER,
A ENBREREES , URNAEERERS,

E ]

« T ## Amazon Inspector P EREESIRF MK ERF

« % Amazon Inspector WEREESIRF

T & Amazon Inspector P EIREE ERF MK ERF

EZRFIRIBERFER Amazon Inspector B |, RN EEERF JUEFEEISETRER ., PEERTHE
Amazon EC2, Amazon ECR 1 Lambda HIZ2Z#3F# , AKX Lambda B FiFiH. S EEBEKERF
NZeRELERER, XHREAERZREESIIRF UM THLESE  URKERS o AE1THLE
ERNER.

ERNEESTE

—mE K EZREEERREERAZHIRFK , EERTEEAZHEBTNAMEHMIESF, EREE
E# LU R MEEE 2R E T TEEEH KR EMNEH. Amazon Inspector ZREEEIRF 0] LA 1T
THIEE -

- 2B AWS Organizations EEIRF AT EENMBREREES,

- BEEEREESR , C4EAHREEENRERFUAMEBENERP,

- WIRNEEEIBIRS A Amazon Inspector AREE | BAIERAAFEA Amazon Inspector,

- MASEFEREBPERBIRFHNEHRER,

- BEEREEABNREFEERER  YEREBAPMEREIRFHFHEENR,

- BEVAEBEERIEMPABEIRFAESERNELRAL

- REMBKFTE K ERA Amazon ECR &R B,

- BRREEAENERKESREE.
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- ERMEBTAAERERFN ECR ARREEDEHRHFERE, ZREESNFHFERERE
EERMEIRFENRENEMARE. BTN EIRFHELAZREESR Amazon ECR BE)
EXNRHEFERE, SEEIAENRFRETRNENREFERE,

- 5 Amazon EC2 9 Amazon Inspector REREEELBETRR , EEEREARBBTNME
&S, Amazon EC2 ERZMEEEWIUAHBERRSFRENABETREZANEMERE, WFE
REREREBITRECNFMERNR , F2/BAmazon Inspector REBRER BT B,

- BAAFMERREIRFH Amazon Inspector SRERE,

- EHBABPEMKERSH SBOMs,

- RIEBPHFTERERFERE Amazon EC2 IBHEN., MEFHMEEN A F2REEREES,

« RABBPHRERFEYNERE CIS BiERE , EIRFENEARmHERRIN,

(® Note
MRKERFERER  EREESRB LB IARFHENFHAR.

- RBRBBPFBIRFN CIS HiEER,

Rk Btk F B

X 8 R 5 8] LATE Amazon Inspector FRRRFHEEREIREWIEBENR , MEKRFNREAHBEREES
BB, HBAK KBRS R LfE Amazon Inspector FEL1T T SIEHE -

- ABECHRFBA Amazon Inspector,

- BEHBASIRFNEREEHE,

- RRBECIRFNBAERRFMENA,

- RIREBSIRFHN ECR ARG H B EMFHIGERR—BRE.

« 7/ EC2 #9 Amazon Inspector REREEELEBTERE , ELBEEAREEEKRS. BRTZEIR
EEESAEBEENEMETRRZI  ESRAELER, NERERERERLCWFHFMENR , B
2B Amazon Inspector JREREN BT K&,

- MIREREEE S Amazon Inspector SREREREN BETHRE,

- EHEHEIRS BB 2 IR ERESBOMs,

- REHIRFHFEHES,

- BEYNMEERHIIRFM CIS HFH#HHERE,

- RRHEIRFHPERNIM CIS BHERZER , SFEEREEEHENER,
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@ Note
BA#% , ReEAZREE SRS 2 Amazon Inspector,

¥&E Amazon Inspector HEREEEIRF
EMERELEEEMBENIES, KTERPMAIEE Amazon Inspector HEREEE,
EZEEE

EEERERELY , HEETHSE :

EREEERZSALUERE 10, 000 /K E.

ISR IREEIB 10 , 000 B EIRFE , BEiEIB Amazon CloudWatch Personal Health Dashboard U
FEA , WEBEFEHHEEIGERNEESIIRS,

EREEEREHEES,
Amazon Inspector 2 BIF R, EABEEFTEIFEA Amazon Inspector I E{E AWS [EBiF FEERE
S ER,

HEReEE—EEREEES,
MR REEEEAHED—@E PHEREES AWS B |, AIZRFXERFIEEM FHNERER
8 AWS [EiF,

BERXREEETEERAKEIRFM Amazon Inspector,

MREBBREREES , RERFEXABUIRS  BRHARETERITE,
& AWS BB BRI B T8

iE = WTEERERE AWS Organizations, MRAKREA , B2REMAEBPHFTE D8

BEZREESEETA

BB E B A Amazon Inspector F11EE Amazon Inspector ZREZEEHEF A, # T HIBRARR &8
Z IAM BERWER , URTELF A, MEFMEF , F2HEAEE IAM BUE,
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Amazon Inspector EREER

"Sid": "PermissionsForInspectorAdmin",

"Effect": "Allow",

"Action": [
"inspector2:EnableDelegatedAdminAccount",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

RIEHN AWS HBREEZEREES

TIHRFR\MAREHEBEEEREER, THREFZH , FRELVNFEZREEZSEENKRE
R F AL A AR E AV

(® Note
&Y AE A AWS Organizations EERFRERULEF. R B AWS Organizations EE RS
AUEEEREES., EEEREEETHEENT. UEFHEN L F2REEEEREES
FIEMET A,

B 185 — XA Amazon Inspector B , Amazon Inspector
AwSServiceRoleForAmazonInspector8RRFEVRKEZ AR, WFE Amazon Inspector A
FRAREEZEACNEN , B2E £H Amazon Inspector B RIS ERE A,

Console
A Amazon Inspector I8EZREE S

1. & A AWS Organizations EXEIRF , REBBULR https : //https://console.aws.amazon.com/
inspector/v2/home B Amazon Inspector £ A,

2. £ AWS B EFRRECLERERREESN AWS EHF ,
REEERD , BE-RERE.
4. EZREEET WA AWSIKF SEEEAZTREES 2 912 L& ID,
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5. EEEIR , REBIEEZRIR,

EREEEZREEESN RS ARFRAMEREREDR, MREEES AWS Organizations EE
& 5 B A Amazon Inspector , EEE K T HIREF

# AWS Organizations &k F B A Amazon Inspector

1. BEAZRNEEEIRFE , REBBIR https : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. REBHKT , BEFERFEE,
. TEWRFET , i#HU AWS Organizations EEIRF , REBBRIZRA.
4. BEUEEAR AWS Organizations BEEEIRFRANREERE | RABIBERE,

API
£/ APl EEEZIREES

£ Organizations BEEIRFEH EAE R RKH 1T EnableDelegatedAdminAccount APl AWS
RE B, BRI IT TS CLI 55 AWS Command Line Interface , £ RE# TR
{E : aws inspector2 enable-delegated-admin-account --delegated-admin-
account-id 11111111111

(® Note
BRSNS ELERS Amazon Inspector ZREEE 2 IRFEHIRFE 1D

B R EWRF #9 Amazon Inspector 153

MREREBHERESES , B LABEBTHHKERF A Amazon EC2 1 Amazon ECR ##,
BAKERFNFEREZ , SEBAZIKREEA Amazon Inspector , MIRFEREERNEEERFEYT
BB, WFE Amazon Inspector BB BEMNER , 552 B Amazon Inspector FEY B ENRMER, RE
REAWMAIRR AR BIRF R,

A ERF R

BEEBTE A ABMARERFHFEE, THEFRANMUERERS S5 BMAMEKERFE %
ERERFHEHE , URIANKEIRF &2 ARFEHE,

BAKEWEF# Amazon Inspector 173 256
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Amazon Inspector EREER

HERAMAKEIRFRIRHE

1. FEAZERNEESRFEAEREA , REBRBIR https : //https://console.aws.amazon.com/
inspector/v2/home B Amazon Inspector £ &,

2. ERAESEESR  RELES/MEKERFBARE AWS EBE 9 .

3. REBEEKT , BERFEE, IRFRSIZEHESERE AWS Organizations & E ik 5 18 BAB#AY PR
BRERF.

4. HABT  BEHUWRFRIFZNIH. RAREBERA  UENZEAEXRERFIFERE, £
BN TR HEER

« Amazon EC2 #&##
« Amazon ECR &
- Lambda BREER#
 Lambda BXiGiFH

ERRINFEHBECR K FEERE

(@ Note
NELESEESEE , IXAESERELESNSR. CANEEEARERREES
BEE LB ROIRE#E,

5. FREBAHKEIRFMA Inspector FRE , RAEEZNEEEAEZME MBI RERFHFHE
BIE, SULUER TR HEER

« Amazon EC2 #&##
- Amazon ECR 1##
- Lambda BREER#
 Lambda BXiEiFH

ERRINFEHBE R  FEERA.
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(@ Note
BEBAFHKERF A Inspector :REE & EBBATFIA RRELERA Amazon
Inspector,

MRREERFHEERES5, 000, HIRELEERHEA. MEKERFAZHLE /PR
5,000, 2B B EHBARE,

6. (E®) TELEARBIRFRARHENEE AWS BiE PERELDSE,

RRA%EKEIRFHEHE

1. FEAZERNEESRFEAEREA , REBBIR https : //https://console.aws.amazon.com/
inspector/v2/home ¥ Amazon Inspector £ &,

2. HRAESEESR  RELES/MEKERFBARE AWS EBE 9 .

3. REBEEKT , BERFEE, IRFRSIFHESERE AWS Organizations & E ik 5 18 B BRI AT
BRERF.

4. HHABT  ZHEERARENSEKESRFRIBENGHR,. RREZERA K UENBEAERE
WREFHERE, SRLLEMTSEHEER

« Amazon EC2 #&##
- Amazon ECR 1##
- Lambda BREER#
 Lambda BXiEiFH

ERRINFEHBECR K FEERE

(@ Note
NELESEESEE , UIXAESERELESHSR. CANEEARERREES
BEE LB ROIRE#E,

5. (BB ) TEERARENERMARHENEE AWS BiE PERELDSE,
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LA B R F & 2 BUA R

1. FRENZABEREA , REBBMIR hitps : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. FERAEEERER 6 ERECELSMAEKERFEARE AWS B & .

3. REEEKT , BEIRFEE, IRFRSIFRHESERE AWS Organizations & E ik 18 BAB#AY AT
BRERF.

4. HEHEET , BEHUEIRFHRBENAH, AREEMA , LENZERANFERE, SETLLERTS
REEHE .

« Amazon EC2 &
- Amazon ECR &
« Lambda ZXRH
 Lambda BXiEiEH

ERRINFEHBECR K FEERE
5. (B#2) EEERRBIRFHARENSEERRTERELIER,

® Note

WMREH AWS Organizations EIEEMRSH Amazon Inspector WEREEEIRS , BRI
BIRFRARKEIRSE , URRFBHFHER.

£ Amazon Inspector FEUH B & 1R F #Y B 5k

BRAEZEREES , BVREEEICERERFHEIRFNER., ELEUEREBAERSE  IREFMERBA
Amazon Inspector , MIRFERABIIRF ., KU TEHEEEIIRS Amazon Inspector BFFA, R
i@, A DARERF S R BUH B M R BIR FEREHNIRFE Y BB, NERANTECERKBIIRFREERE
B EA .

Console
FREREAEEUER ERFHEIH

1. EAZRNEESIIRFEAEREBEAN , RARFBR https : //https:/

console.aws.amazon.com/inspector/v2/home B Amazon Inspector £ &
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Amazon Inspector A% ER
2. HRAERSEEZERZREELEICHXEIRFEBN AWS B .
3. REBERKRT , RERFEE,
4. HHEET , BEUEEBUHEBBHSERS RBZHH R,
5. EFEBEIIEER , AREFHUHRF B,

API
fER API BUH X B ik F K9 B3 B

#11T DisassociateMember API ##4E, KPP , BHEEEUHBEBHAIRS IDs,

£ Amazon Inspector FBEREZEREES

BT REF ERBR Amazon Inspector ZIREEEIRF ., &AL AWS Organizations BEEIRFE1TILE
£, BIEBER Amazon Inspector ZIREEEIRFIF , Amazon Inspector N ERFREFEREIIRS
FEA. EMNERERFRAEMEKEBIIRFERABIUKRSE , YREHRRKRTFBERE. AERALMA
BREREESRF,

# K Amazon Inspector ZREE S

THREFRBMMEBER Amazon Inspector ZREEE , URNAEKERFHEEREESRFEIH
8

MEBEWMEE K Amazon Inspector Zfik admninistrator B &R, , 582 BIIEE Amazon Inspector
EREEERE,

® Note

8k Amazon Inspector ZREEE 2% , Amazon Inspector ZREE SN BT EIFEB KSR
Fo

BREREES

1. AWS Management Console £/ AWS Organizations EERFEA .

2. BRI https : //https://console.aws.amazon.com/inspector/v2/home B Amazon Inspector F 1%

Ao
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Amazon Inspector A% ER
3. HEAESEERBFELEBREREES AWS BH B .

4. REBHHEFH , BERRE,

5. BEREEERT , BEBR , ARERENEE.

% BX B BELRTHY B E I 8 2 T B

1. FRAZERNEESIRFEAEREA , REBEBMR https : //https://console.aws.amazon.com/
inspector/v2/home B Amazon Inspector £ &,

ERREREREZFCEBBAE AWS B B .
REBSHET , EFRFEE,

FABT , BERFSRIEE TR,

BEBE , AREFEFERE.

o ~ w0 b
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Z 52 Amazon Inspector &R

BERIEHEBE AWS ERNER. EBTHEBERBISERES E AWS ER, EBHRSIREHAE
. BRZESIERE-—RER, SRERERRSIENHER, €A Amazon Inspector , A LR B
IRAIFN CIS ##iE#HRE, =18 Amazon Inspector BR& % A58 50 EEXR,

SRCEAE=

—EERIS—HERSIE/EY, EBRRSIEBRE—KRER. EBRESEERSIBNER, AEERHBE
52 Amazon Inspector &R E ARSI, Z5C Amazon Inspector &R | FEZETHIEE :

- WA SRR RBREIAS AR CIS RIEHEEE,

- 18 Amazon Inspector EiR & % W[ #H 18 50 EEZH.

- EBRERSIELARE N,

- EBRRSIBIEE —EEHRE.

- ERREIBNERERSZTE 128 B UTF-8 £t. FLAURFR. BT, ZHEATIF
#_./=t-@

« BEIEEAEBEPER awsFH , IMERXEFRFZENER. FawsBH NEBREREM £H
AWS,

. $8IR# Amazon Inspector ERIVIZEE R EBHIRSE AWS FZEIEM AWS EBE B BEA.
- BEEMBRERE , tSMREEMBBNFIEER.

NMERBNFAES  F2HE (B AWS BERVERFRESREAERER) PHREETNER,

® Note
BRYIIFARFRABZNBBEN. 2EARBRRFHEREN. BRAREM AWS R
FH

IR

B USR8 E Amazon Inspector &R, ELERITFBEILF AT CIS FIHMAE, EBRTHEE
BRBRFERGRDE AWS ER, AEFERPNATAZZERETIEZE Amazon Inspector ER.
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Amazon Inspector EREER
AEIZEBEHEZE Amazon Inspector EJR

A LMEEE LR AR CIS IFHEERE, THRFRBUM@FEA Amazon Inspector API £ £3#E &M H
IBER,

EXEEFHEER

BRI FEAPEERFIEZE Amazon Inspector EIR.

HEBERUZEILRA

R ERVHENEERRERAA. WEFEES , FSREVEILRA

LT RERRA NS SRR, NFFEET  F2REEZLFA,

REBHIBE CIS HiEARE

BUNEZV RS ERAIEE CIS RiEEE, MEFHEER , F2REY CIS FiEERE,

BT LAREE CIS RHEMERUE SRR, WEFHMEN , F2REE CIS FHERE,

&l Amazon Inspector AP| $Ti81Z%
& B LA Amazon Inspector API A2 & #118 Z£ Amazon Inspector iR,
HEZBEH I8 E Amazon Inspector iR

£/ TagResource API & E Amazon Inspector iR, BHSEE T EEEREN ARN
MEEWREYH, THEHMAGSERANHERFGNZAER ARN, E5/#5 CostAllocation,
B4 dev, WFEHE Amazon Inspector EREHNEN , 528 (RERESZE) PH Amazon
Inspector2 MBI, BERFMIFRHEHZESI#,

aws inspector2 tag-resource \

--resource-arn "arn:${Partition}:inspector2:${Region}:${Account}:owner/${0OwnerId}/
filter/${FilterId}" \

--tags CostAllocation=dev \

--region us-west-2

EEM B EREAZIERA

£/ CreateFilter API EE VRS ERTMEETZILFA,

aws inspector2 create-filter \

HIERETI®E Amazon Inspector &R 263


https://docs.aws.amazon.com/inspector/latest/user/findings-managing-supression-rules.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-cis-create-cis-scan-configuration.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-supression-rules.html#findings-managing-supression-rules-create
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-supression-rules.html#findings-managing-supression-rules-change
https://docs.aws.amazon.com/inspector/latest/user/scanning-cis-create-cis-scan-configuration.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-cis-view-edit-cis-scan-configuration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_TagResource.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-resources-for-iam-policies
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateFilter.html

Amazon Inspector EREER

--name "ExampleSuppressionRuleECR" \

--action SUPPRESS \

--filter-criteria 'resourceType=[{comparison="EQUALS", value="AWS_ECR_IMAGE"}]' \
--tags Owner=ApplicationSecurity \

--region us-west-2

REBHIBE CIS HiEARE

£ CreateCisScanConfiguration APl S$EBEHEZE CIS FiELE,

aws inspector2 create-cis-scan-configuration \

--scan-name "CreateConfigWithTagsSample" \

--security-level LEVEL_2 \

--targets accountIds=SELF,targetResourceTags={InspectorCisScan=Truel} \
--schedule 'daily={startTime={timeOfDay=11:10,timezone=UTC}}"' \

--tags Owner=SecurityEngineering \

--region us-west-2

BRER

E A LA Amazon Inspector ERBRER., ELERTIFZLRAMN CIS BHEHERE, EBIUHEIER
BRERERDE AWS ER, RNEFERAMAHRE Amazon Inspector ER P BERIEE,

# Amazon Inspector &R KREER

B AR EE LR BIR CIS B PRBRESR, THREFRBUME AR Amazon Inspector API
HRBERER.

EEZEPBBRER

IBAT LA = A K Amazon Inspector ERBERER.

HEZE LR A P R BRAR AR

BULEZLERUFREATBESER , URBZLRIPBRER. WFFAET  F2EEEELR

EJJO
1t CIS FHEEBIRER

BALE CIS FiEEREATEISER , UK CIS FEEETBRER, WFEFHMER , F2
BlimEE CIS mH#AERE,
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Amazon Inspector EREER

{# F Amazon Inspector APl B ER

IETLAE A Amazon Inspector API # Amazon Inspector &R B BRIER,
# Amazon Inspector ERBREER

f#/ UntagResource API # Amazon Inspector &R h B KRER.

THRERXEHRBERNMAER % Amazon Inspector ERBEBRERNEHlUntagResource, &k

BE WHPIEERN ARN FIEZBN S\, THEHHIERNFEGFEREENZHER ARN, 285
CostAllocation., #MZEHERI Amazon Inspector ERBHWENR , F2H (REFZESE) W
Amazon Inspector2 HWE){E. ERMEHFREIH,

aws inspector2 untag-resource \

--resource-arn "arn:${Partition}:inspector2:${Region}:${Account}:owner/${OwnerId}/cis-
configuration/${CISScanConfigurationId}" \

--tag-keys CostAllocation \

--region us-west-2
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EZ$2 Amazon Inspector # #Y i 2 F R A
BT LAE R Amazon Inspector £ A M APl , BIENRIFETE RIS A Amazon Inspector A, MEE

EZIRFIRER Amazon Inspector EE S |, LA LURBRENEREIMAAERERFHRAIEE, &
R NAERAERRITERMNGTERAER AR,

ERAHEEXER

BT LA E 132 A R Amazon Inspector B £ FFEET KA.

FHAERTER

1. FERAEBHNEAEREAN , REBABR https://console.aws.amazon.com/inspector/v2/home : //
Amazon Inspector £ &,

2. EAEEALANERAWS B & , ENEEEERANESR,
3. EEEEKT , BERE.

EKIRF RS RES LR IRBIRFAER T LA 30 REIBMAARNBRAE. ERFTEAR T
xS, BHE , LEFARFHNRHEERERMA. AUFAEAESTD SO UEFRLEREE
HHZRFERERATNRERR,

NMREREBNEREES  LSERBTEIEBASERFN —5, MREMB RS
FERASHHEEANRAIETRS -

EMEHEREREIERT , EALEZEH 30 RABAKEHERE s NERARAE. ERANG
BEERIRF RS BEBPRAARAINES

NMREEEBHEREES |, B EEESTSEREFNAE,
EWRSEES  BuUUBRETIHEMARAERTERNER :
Amazon EC2 &1

Amazon Inspector AEFRAEER THIREEXERBENEREEXBHNIEE .

- HITER (F9) — Amazon Inspector FFAFHERFERFTE EC2 HITERBHENFEHERE
B, FHERERERFEER 720 /N (30 KAKWEE ) .

- WERE : ¥R Amazon EC2 &1 , iIE2iBZ% 30 XA Amazon Inspector Atk F F #Y =@
EC2 HTHERREAEATPREHEMNERE, BN EC2 H1TEE , WERBRIER Amazon
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Inspector BIMHTERERTRIEREFILE , IFEBHERERBEZNNEE. (ELEFTREE
IER AT E R R B R IERRZER A | Amazon Inspector E#EERE | ZHTERARERESEE
jg% ) o

CIS #iT{ERIFIH — SRS P MEITEBHITH CIS BHEZ,
Amazon ECR ###

RTFH — B X 30 RARS 5 — IRV,

EFREHE —BE 30 RARFHEENEFNRHAR., EMNMBEIERIEYE Amazon Inspector £aI#F
) ECR BUKETHEMRE, MRMEEERE ECR EEETIFERIE ,  Amazon Inspector
BHNERRBESEE (CVE) HEZENER  SABEHMRNE,

Lambda &1

Amazon Inspector A2 A €BH Lambda ZZXF#H M Lambda BRBHEN T HIEE

« Lambda EREIE B (¥ ) — Amazon Inspector R ERFERETE Lambda REIREH F15
EREEE, PHEIMEREREERI 720 D (30 REIBAKNEE ) .

- HERE — ¥ Lambda BRI , IR Amazon Inspector Atk F & 1E Lambda EEIRH/E
AP RESHELEBE 30 KAWMAREE, BN AWS Lambda B8, BERFHNFTEREM Amazon
Inspector HRERERE R , BERRFBEPRBRIHRAL, MRBRIESHRHOEE , RIZEE
HRERFBSEERE,

T & Amazon Inspector d{A5TE & R A<

Amazon Inspector IR AREMEKAE , MAREMEAAR , Kt AJEEES AWS Biling EE AR
AT E,

EEE LT ER Amazon Inspector {AFTEFAE B E EAIRRA :
- FRARAERBREAIED,. SEREEENERLRE AWS EEME , EERESERENELER

728 Amazon Inspector E&

- FERERIENBEREAZERIBANET,

- INTSEEFEFTHEAF,

- FRHARKRBERERR 30 RAEHENERE. IRIRFHNEAEDR 30 X , Amazon
Inspector B1E 30 RETEAIKA , BF & B IEENEIRE 30 RWFERRFEABRETE,

- BERREENKARRIBTIEENE !
« EC2 ### : AR BB X 30 KW Amazon Inspector JHEH EC2 HITERFHEHE,
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- ECR AHHFH : BRARBIBE 30 KA KGR E + BMEEFRRBEXEWAN,
« Lambda B : A RBIBZE 30 XA Amazon Inspector JEEHR Lambda BNEI FHEEE,
« Lambda BRERHE : HARBIB X 30 KA Amazon Inspector JHER Lambda BEKE K FHE

=
o

B9 Amazon Inspector R E & H

¥ Amazon Inspector 1, B#EFHELH AR ERR. MARKEER  CEEDHEMAFREED
15 REEHA. REAARKE  IESEFEAFHER 8% 15 RABBIBH,

(® Note
RBERATEAR CIS F#.
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Amazon Inspector FHIZ &M

IBHR LM AWS RESERIEF. 5B AWS BF , ST NEHREH PO NMEES | ELRE
EHHERRLBBEMNBRTRE.

ZEMR AWS BB ARRE, AFEEEEREERRERNZEUENBRPHRZEMN

- BiRMNELEHE -AWS BEERERE BEIT AWS RIEMVERRE AWS B, AWS tiAEIRMHETR
2HEANRE, FAWS SHEFTEERD , FZHRRASSEHIEANBEERMALENER S, &
ET#ER R Amazon Inspector WS RETEl , BSRBAWS &RETEIR REEE,

- BiRNEEM - BHNEFTECRAEER AWS W%, St/ BHEMREZEESE  SRERNKR
., BRTNERINEALEEMNER,

AT BY IR T BRI #E 6E FH Amazon Inspector BERAHEEFER, T EERPMAERE
Amazon Inspector AFE BN L EEREE, Bt T HUMEREM AWS BRI 5K i B & B2
{RE€ Amazon Inspector iR,

xR

« Amazon Inspector Y& KR E

« Amazon Inspector B Identity and Access Management

« E£3® Amazon Inspector

« Amazon Inspector B & R B FE

« Amazon Inspector 5 Y 5E 1%

+ Amazon Inspector PR ERFRBELZ S M

« Amazon Inspector 1KY Z5 44 =] FE

« AN Ei%2FE Amazon Inspector (AWS PrivateLink

Amazon Inspector FHY & B4R E

AWS HESEFERBEAR Amazon Inspector PRV ERMRE, MHLERFNR , AWS BEREHITAT
B WEBERRE AWS Bif, CESHBENLERRE LXERAEANEFHE, SHRBEERER
AWS R MR LHEENEETKE, NEEHNRBIAENFHREN K F2EENBAEERREE, NE
BREBNERREBNEBERN  F28 AWS Z2 M IPEK LMW AWS HENSETEERN GDPR %
BXE,
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
- £ SSL/TLS B AWS EifEBH. RMEFEE TLS 1.2 WEZRFEA TLS 1.3,

- M RE API MEAEZEIFZ 8 AWS CloudTrail. 2EEEAEA CloudTrail BHHAREER AWS SEEIH
B , FF2BAWS CloudTrail  fEAEIER) FHIERA CloudTrail B,

- EF AWS MEMARAR , UREPWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

o MREE AWS FZBGTTHIRES AP FE BFEE FIPS 140-3 BREN R IGH=EHR |, 55EH FIPS
imEh. MEFR FIPS M FIPS in MM EXHEAE , FES R I EFEEZ%E (FIPS) 140-3,

B RZIBRCBETEREFNE B4 SRERBBEN , HEEERS B HEERN X FRA
BB B, ERIEEEMER Amazon Inspector HAEAELA. API AWS CLISE AWS SDKsHY
Hit AWS R B, SEEBRFEEBA N PEANEAERBUEARTESDE AR, W
REREABEREN URL , RFEZIRBR I ERBLEZAREFFRN URL F 3 ERBEH
*iE

- WREME

- EEPmns

758 La|
Al

LEd

0C

3%,

fnZ

RIEFEER , Amazon Inspector € AWS MZRBERAREHFEEZE R, Amazon Inspector €M% E
&, TR :

¢

- £ WENEIRERF AWS Systems Manager.
« # Amazon Elastic Container Registry BR&ZIHTH &R ETF
- FAXRE B AWS HENZSBELERLFAER R AWS Key Management Service

BEEEE, £RASRE AWS HEENZR., T8 , EFrFERNDFEHRBERARRBENBZENNE
. MEFMEF , B2 AWS BEN TR,
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Amazon Inspector EREER

MRE{ZH Amazon Inspector , EBKAMMBREAZERDERBNAEER , SIRENEENRS
HREFER,

P B B AR R RS B A D0 5

$ 77 Amazon Inspector Lambda T2 #F# , Amazon Inspector €2 CodeGuru SR HEHNERE
ERERE, EAERERCodeGuru BEHBZEREANENBH B , X EREERTE , EZ| Amazon
Inspector FERFE A LL, RIFFEEL , CodeGuru A AWS HEN S| RMZHINERE , T
B, B LS Amazon Inspector SREAFALBECSHNEFSZE AWS KMS £ T I,

T3 TEREREA Amazon Inspector d1a 8 F EEEE ) S 8RN ZFE S
1. S&OJLLE A Amazon Inspector UpdateEncryptionKey API #§ AWS KMS & #8124 Amazon

Inspector,

2. Amazon Inspector €% AWS KMS €8BI EAEIEE CodeGuru, CodeGuru E#FEA M
B&(ER.

3. CodeGuru AWS KMS R F &1 Amazon Inspector HERER iR

4. CodeGuru EREHNESREBILNBNER AWS KMS €88 , WS HEFEKR, WERESBARMNER
CodeGuru FHHRERIFER,

5. & Amazon Inspector RIEXBRMFE R ERBFCodeGuru A RERBEMZNER B |, A
BEAXTRRBZRER , UEFERER,

E#E M Lambda BRIEHHE KR CodeGuru AR FILMBREREBANER S8R,
EREFZESRETEABMBNFT

EEFEAME  SEEHE AFEE AWS KMS BIEMEER |, AR ERF Amazon Inspector #
CodeGuru EB R4 € BERAELBEZFATRRIARN,

MRAEFE, EFREZRRFHOMEEE® , BIFEEMEA Amazon Inspector EEEBE , il AWS
ZEBE . Amazoninspector2FullAccess, BUEFEER T IR FEERMENZ SRV EBEE
RERHNERNBHRBRNEBEEAE.

R KMS |, BERASERFFEBIT T IIEE

* kms:CreateGrant

* kms:Decrypt
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* kms:DescribeKey
* kms:GenerateDataKeyWithoutPlainText
* kms:Encrypt

* kms:RetireGrant

BREEDEFERKN AWS KMS 5ol |, B4 EERE: 25T Amazon Inspector H CodeGuru £ A&
S BETMBENBRN, MNTZIBERBRRR !

@ Note
HEFHER A E A Amazon Inspector Lambda 2 i imH# AWS W E .

"Sid": "allow CodeGuru Security to request a grant for a AWS KMS key",
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"Encrypt",
"Decrypt",
"RetireGrant",
"DescribeKey"
]
},
"StringEquals": {
"kms:ViaService": [
"codeguru-security.Region.amazonaws.com"

]

}
1,

{

"Sid": "allow Amazon Inspector and CodeGuru Security to use your AWS KMS key",
"Effect": "Allow",
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"Action": [

"kms:Encrypt",

"kms:Decrypt",

"kms:RetireGrant",

"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": [
"inspector2.Region.amazonaws.com",
"codeguru-security.Region.amazonaws.com"

]
}
}

(@ Note
B8 BRI  BFRELEEN. BERMEA JSON 8, ERTEFTEERARN ZHIH2
#BEFIEER , ERIRAEER AT EEBERNUE, MREERANXFHEAHZE —ERR
X, FELRRAXWEAFARB 2 RMEER. UREKEFEAE —ERAXREMERE
PR E#1E , FERRXAEPARE 2 RAEER,

EREFZECRENE

EEERATFZETRJERFHME , BLARESE FFRRFFATH Amazon Inspector B & A
EEZESRETENBMNBRNFTT. Wi, SEFTERE AWS BBEBENREEEHFE AWS KMS
iR AZEHER, BUNERAKRFHPRENVHEBEE  SUEA AWS EEFR AT AWS KMS
APls BV HBEFZESR. WEFMES A F2H (AWSKMS EREERE) PHEIHBENE
AWS KMS £,

(@ Note

B 20256 A 13 Hig , #EXBHBRME/MZHBEA CloudTrail 2 AWS KMS R HHY
ARIE EBEAE 1 Mcodeguru-reviewers BF A Tqu .
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Amazon Inspector EREER

&/ Amazon Inspector API 5% E 1%

LA Amazon Inspector EE 8 &2 & AR , BREARINZ Amazon Inspector API UpdateEncryptionKey
BENE|. £ APIFERP , £H kmsKeyId MAUREEELEFHAN AWS KMS €38 ARN, &%
scanType B A CODE , $¥} resourceType#i A AWS_LAMBDA_FUNCTION,

& A LAE A UpdateEncryptionKey API R & #2148 Amazon Inspector AR INZE R AWS KMS &8,

@ Note

MR BENRREEFZELBGetEncryptionkey B ERFER |, BESE
EResourceNotFoundExceptioniEiR , ERTEEMFEA AWS HEEN SWETINE,

MEEMIER K €488 , HEFIELFE Amazon Inspector 5 CodeGuru BB |, G E X IR
REAEFER , MBASEIRSEH Lambda BB RIES S K

& LAME A ResetEncryptionKey REBEEH AWS BEG I SBRNZHENE Amazon Inspector 53
ERER o HREXR.

S N

AWS g1inZE AWS R RFEEM AWS RBzEEHTHNMEER,. SREFHEEN EC2 #iTERE
AWS Systems Manager WEZBIE R , AiEB AWS Transport Layer Security (TLS) 4 29 5838 FiX
T ETE, BIXZE Security Hub B9 Amazon ECR 1 AWS Lambda BNEIRIERIEFESE A TLS
REMNEEMNR, MEFMENR , 5528 Systems Manager FHIELRHRE | LLT i SSM m{a inzE
wPNER.

Amazon Inspector B9 Identity and Access Management

AWS Identity and Access Management (IAM) 2 AWS BR#& , i EEE R LB ¥ AWS &
RHFE. IAM EXEEWIEHHATETEIERE (BA) MRE (EFFT) , LAEH Amazon
Inspector Eif. |IAM BERI AR EFEH AWS R 8 .

&
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Amazon Inspector (&SR
- FRASTBE

- FABRKEEFIE

« Amazon Inspector F0{AEd IAM FEBEL 5

« Amazon Inspector K & % B B K & 51

« AWS Amazon Inspector By ZEH X

« {#/ Amazon Inspector B IRIEELE A

« ¥ Amazon Inspector & % #17 ERiE 1T U FE 22 B

BHRHR

&5 AWS Identity and Access Management (IAM) AR EMARE , BURRETE Amazon
Inspector F#1TH T{E,

FRIEERE - MREFEHA Amazon Inspector REEHITER , CFNEEESALRMUFMENEAERM
], EEEHREZS Amazon Inspector ZHERERENIT TIERS |, BAREEEHHNNTT, THEEFTH
EEAFANAHEOEESREREBRNFTT. MREEEEFE Amazon Inspector FIITIEE , FSE &
Amazon Inspector & 7 MFEGETHER B,

REEES - MREELTEE Amazon Inspector EJR , B AIBEHA Amazon Inspector B TR FEL
R, IRHETE 2 B RIS & FEIZEUHFLE Amazon Inspector SHEEREIR, #E | BX4EKERER
BEWIAM BEE  REELBRBEEAENTT. REEEELNER , TR IAMBNERES, B
H—% 7 HE LT WNAEE Amazon Inspector £ IAM , 5528 Amazon Inspector 2182 IAM #HL
i

IAM EEE - MRER IAM EEE , BB T HUMREBERUERE Amazon Inspector FEUER
HHEF. EERRETLUE IAM FEEAK Amazon Inspector &5 R BUEREHI , 552H Amazon
Inspector H) & 7 B BUER & 61,

5 & 2 B

BErBRBFREAWS FHAF)BRBEANAR, BH4ALLAWS IRFRERES D, IAIMERES DR
BE IAM AERERE (ZEA AWS),

A LAERIER S 2 RIFIRENER , LUBHESE D AWS 555 % A . AWS IAM Identity Center
(IAM Identity Center) E &, BRANE—ZAGDEBE , BIREM Google = Facebook & AE
¥, HEBESHINEH, BLUBESE2EAE K CHNEEEXNCRESR IAM AENBESE D,
ERERABE AWS 557l K, felEErAe.
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RIBEWFEREER | B L% A AWS Management Console 5, AWS ZERA O#E, MEZE AN
HEA AWS , BFS2EAWS B A ( FAEER) PHITE ALK AWSIRF .

MRELLAWS BREFAFREFER , AWS SRREKBFEBEEH (SDK) MaxwFI5RE (CLI) , SAEA
BB AERURERESNBZBLENFER. IRETEAAWS ITE |, X EBTHERER. 0F
FAERBNAFERTEZIFRNFREA , F28 (AM FAEER) FHEAR APl FFRHAWS
Signature 2 4 fRo

EREERAMNES P RES L , AU EERHEANZTSHERA. i, AWS BEEHEHAZE
B (MFA) RIZEIRFNZ M. MEFEZENR , F2H (AWS IAM Identity Center fER & EFE)
WZEEBZREFN (AM EHAEIER) I IAM FHAWS ZEEEEH,

AWS IEF RERE

BY B AWSIRF , B8R —EZEASG DS , XS ATBEEFRIRFPHAMAE AWS B MNEIR,
L&A AWS 8k F Theroot fEA & , ALEIBEREARELIRFHNE F B4 u MZEBEARE
H, BMAEBETEUREAERERRER. RELNREAERE , YK EARITAERHRER
ERTHER. UEEBLEIBNZTREE , TREURERAERANGEE , F28 AM FAEERT
MEZEREAEBFNER

BEeD

BREREER K ERALRCERE CRTECEEFIENERE €8 eSS oRHMAE AWS R
RAE R B BB R SR AN o

BEFTRRELNEEFRAEBHE. Web H0RME. AWS Directory Service, Identity Center B
BREAFERBERE D RRREROBEAER AWS R ERNFERE, EBE T2 F0E AWSIRE ,
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R PR IAM EAERNER RS

IAM &
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HERERT , ERENACREHNT. BERTEAEBEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE.
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iam:GetRole BIERMIBER., EEEBURKMEAE A LA AWS Management Console AWS CLI,
API AWS BRBABE /.
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REZERRERERIFRE  HEREANTUISELEM,. EMBLIER, BT HNMEAWS R
ERBESRZSERREEBAFER , F20 (AM EREER) PHBER{EEE,
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Management Console, AWS Command Line Interface (AWS CLI) i AWS AP| R#1TEKE, EER
FEAEHHMEERATHENTT , IAM BEES TR IAM BER, A%, EEETLUE IAM B
RNEEAG , EAEEERTELAE,

WMET R EAE LS JSON BERXMHEY IAM B 5 BBER |, 260 (AM EAERERE) PHE
M IAM BUER (E2E).
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WEE Amazon Inspector EEEMEMERERNFMEN L SRESEERERY ARNs B |, 2
B (RIEFESE) B Amazon Inspector FWEIE, ERFIFH RS2,

e

- BRBEE®

 f£f Amazon Inspector ££ &

- RAAEAEREMMBCHETT

- AFTMEEFEATE Amazon Inspector EiR
- AFFEEFEFAE Amazon Inspector ER

HRREEK

BoRBERSYEEIRFAFNEBAERETLEN, FHEMBER Amazon Inspector ER. ELLBE
AHEERLN AWSIRFELEA, EABRIUSRES I BBRK , FERTIENRESREE

- FIEER AWS SEBRRAE BRI KEERTT - EERBRFITRTENCERAENTEER , FEH
BT R TS EREARAN AWS REBK., ©TELN PEA AWS 1RF, RAIZREE
ERENEARIAWS NEFZERR , E—FROH . WFEZEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM P BERAFF T,

« A IAM BER PR E4GE— S REFEE - SO LUSKREFIEEBER |, UREIESEMERNEE.
flan | WAILURBBERRY , EEXEMEH SSL BEFTERER, MREBFE FARKHE , Bt
AT LAGE A R4 3R 3% F L 12 BV AWS BR#E , 4120 AWS CloudFormation, MZEFFME , 552H IAM
FAEEETH IAM JSON BETE : Fé.

£/ IAM Access Analyzer &% IAM BUR |, BRFF A1 £ £ B A IEF1&/E - IAM Access Analyzer 5
FHBENBEBR , BRELBERER IAM BEKES (JSON) 7 IAM FEE . 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNBER, MEFHHEE
A, F2E AM FHERR)Y PHEEA IAM Access Analyzer B 38 BUE

- FESFEZERTE (MFA) - MRZHNRFITE IAM FHES FHNRERAE AWS 1RFE |, BRI
MFA RS =&, WMFEEMW API BERFER MFA | 1§ MFA RESTIEEEMBER, M
FEHMET , B2 (IAM EAEEE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm|$ #3Ei8 MFA BIZ £ AP| ZHL,
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WE IAM FREERNERED , F20 IAMEAEERTHN IAM 22 HEEK,

& Amazon Inspector XA

& Z1FH Amazon Inspector 125 |, BAERHE —HREFT . EXFFAUSLEAAKTESLHARIE B
Amazon Inspector BRI FHAEA AWS tRF, NMREERIV L KEAMNEHFIEREN S D BEK |
AEREEZBENER (FRERAR) ME , TEAMEEZNFERERE,

HAEMW AWS CLI 5 AWS API IWEAE , BAZEEAHFREEEEHTT, k2 , REAHFFIA
SHMERBMTZ AP BIENEERTIAT,

ATHRERERAEMNAGMNDATLUER Amazon Inspector E2 A |, 1554 Amazon Inspector
ConsoleAccessBReadOnly AWS ZSEBCREZZIER., WEFHMENR , F28 (AM FAEE
M) PHFEHUEFERE,

REFFERAERAMMAECHFTT

WEHE REBMMEIBER , AT IAM FREREKMEMBAEAES 2N AREZEBR, WBEE
AEEFEATHMEA S AWS CLI AWS APl U R A X TR B ENEFA,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

1,

"Resource": "*"

AFHEFEFEFTE Amazon Inspector EiR

&I B R fo FEEFBZENFT A Amazon Inspector BRIV BUR

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"inspector2:Describe*",
"inspector2:Get*",
"inspector2:BatchGet*",
"inspector2:List*"

1,

"Resource": "*"

3,
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
]
}
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AR TEREFEFTE Amazon Inspector iR

W EIFIBE R fo B SE B AZENFT A Amazon Inspector EIRHYBUR

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "inspector2:*",

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "*",

"Condition": {

"StringlLike": {
"iam:AWSServiceName": "inspector2.amazonaws.com"
}
}
1,
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
]
}

AWS Amazon Inspector B S EBE
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AWS SEBRZH AWS AWS ZEHRRBEUNEENBIBRELEATSERARGIRMTT , UER
A LARRE T ARG A E, FEANAE,

FARCIE . AWS REBRASBFIERTFRECARIINFEERT , RRELFITAHAE AWS &
FfEM. RfI2BEEREARIEBNESEERR , WEE -SRI,

BT AWS SEBRPERNFA. MR AWS BEfHZ AWS EBRPERNA , AIEHSR
EHFREENMEIRE Y (E£RE. HEANAR® ). AWS RH EFHN BEBTHH AP REETAR
BERBE , AWS B HEMN AWS XERK.

WMHFRFHMER , F2H8H (AM ERAEERE) P AWS ZEBR,

AWS ZEBER : Amazonlnspector2FullAccess_v2

I&T# AmazonInspector2FullAccess BURIEEES] IAM B2
B F Amazon Inspector B TR ZEUE | LUK H b8 B8 RIS A I EURE,
SEE -l

B RIE T,

 inspector2 - fAFFEEFE Amazon Inspector APIs,

- codeguru-security - AFEEEHIIRFN L2 RAERLRMMBERERTE,

* iam - 72FF Amazon Inspector 2 fR5:E#E A EAWSServiceRoleForAmazonInspector2fl
AwWSServiceRoleForAmazonInspector2Agentless., Amazon Inspector
AwSServiceRoleForAmazonInspector2EE FEEHITIRIE |, HI0FHEN Amazon EC2 #11T{E

#8. Amazon ECR #ZEM Amazon ECR ARG HEAEA. b EEMZFEH AWS KMS £i8
INZ# Amazon EBS R¥R, MEFMEF , 5F2BFEH Amazon Inspector WIREEFZ A E,

« organizations - AllowServicePrincipalBasedAccessToOrganizationApis &R
FREERA BEUBRBELAR AWS IRF, & St AWS IRF REBNEREES |, UK
FIHEBFPHNEREE S, AllowOrganizationalBasedAccessToOrganizationApis
AFBREEERNEBEMEMLNENR , SR ERBMH ARNs,
AllowAccountsBasedAccessToOrganizationApis AFBERFEEHMIER WEHA , 552
EREMH ARNs AWS 1RF, AllowAccessToOrganizationApis RHFBEFEERIFLEBEN
BB EAR AWS RIE S,

AWS SEHE 290


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon Inspector

ERAEER

"Version" : "2012-10-17",
"Statement" : [

{

"Sid" : "AllowFullAccessTolInspectorApis",
"Effect" : "Allow",

"Action" : "inspector2:*",

"Resource" : "*"

"Sid" : "AllowAccessToCodeGuruApis",
"Effect" : "Allow",

"Action" : [

"codeguru-security:BatchGetFindings",

"codeguru-security:GetAccountConfiguration"

1,

"Resource" : "*"

"Sid" : "AllowAccessToCreateSlr",

"Effect" : "Allow",

"Action" : "iam:CreateServicelLinkedRole",

"Resource" : "*",

"Condition" : {

"StringEquals" : {
"iam:AWSServiceName" : [

"agentless.inspector2.amazonaws.com",
"inspector2.amazonaws.com"

"Sid" : "AllowServicePrincipalBasedAccessToOrganizationApis",

"Effect" : "Allow",
"Action" : [
"organizations:EnableAWSServiceAccess",

"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators"

iF

"Resource" : "*",

"Condition": {
"StringEquals": {
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ERAEER

"organizations:ServicePrincipal": [
"inspector2.amazonaws.com",
"agentless.inspector2.amazonaws.com"

]
}

}

"Sid" : "AllowOrganizationalBasedAccessToOrganizationApis",

"Effect" : "Allow",

"Action" : [
"organizations:DescribeOrganizationalUnit"

1,

"Resource" : "arn:*:organizations::*:ou/o-*/ou-*"

"Sid" : "AllowAccountsBasedAccessToOrganizationApis",

"Effect" : "Allow",

"Action" : [

"organizations:DescribeAccount"

1,

"Resource" : "arn:*:organizations::*:account/o-*/*"

"Sid" : "AllowAccessToOrganizationApis",

"Effect" : "Allow",

"Action" : [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource" : "*"

AWS ZEBER : Amazonlnspector2FullAccess

& A# AmazonInspector2FullAccess BUREEE IAM B2

RS T R TR FE Amazon Inspector B E IR,

AT A EFAEE A
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LR LT,

« inspector2 - AFFEEFE Amazon Inspector Zh&E,

* iam - 72FF Amazon Inspector 3 fRI5:EFE A EAWSServiceRoleForAmazonInspector2fl
AwWSServiceRoleForAmazonInspector2Agentless., Amazon Inspector
AwWSServiceRoleForAmazonInspector2EZEE FREHITIRME , FHIINFEEL
Amazon EC2 #1T{E%. Amazon ECR 7 EMASRMGHMEEEH. Amazon
Inspector thFEE 5 47 VPC #E& Ib iR B IR AE AL AB A B R BR = o Amazon Inspector
AWSServiceRoleForAmazonInspector2AgentlessEE FREHIITIRME , HIANHEEL Amazon
EC2 #1T{E# A Amazon EBS (RIBWIHEEF. L EEMZEFEH AWS KMS £ MZEH Amazon
EBS AR, MEFHFMENR , FESBEH Amazon Inspector BRI ERE A€,

« organizations - RFEEEH Amazon Inspector AR FHIAESE AWS Organizations, &&7E
A Amazon Inspector B ZE1FFELFF AWS Organizations , ZREBEERFNRE T UEER
EX R REEBNAEZER. Amazon Inspector

« codeguru-security - AFEBE A Amazon Inspector FERVEARRBL R , Y F
CodeGuru Security FHREXBHMBERE. WFEHAENR  F2EBREEETEXBNBREMNE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowFullAccessTolInspectorApis",
"Effect": "Allow",
"Action": "inspector2:*",
"Resource": "*"
.
{

"Sid": "AllowAccessToCodeGuruApis",

"Effect": "Allow",

"Action": [
"codeguru-security:BatchGetFindings",
"codeguru-security:GetAccountConfiguration

1,

"Resource": "*"

1,

{
"Sid": "AllowAccessToCreateSlr",
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"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "*",

"Condition": {

"StringEquals": {
"iam:AWSServiceName": [
"agentless.inspector2.amazonaws.com",
"inspector2.amazonaws.com"

]

}
1,
{

"Sid": "AllowAccessToOrganizationApis",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
]
}

AWS ZEBUER : Amazonlnspector2ReadOnlyAccess
&% AmazonInspector2ReadOnlyAccess BUREEE IAM B %,
WERER T , RFFMEFETE Amazon Inspector,

SEEZ -l

H RS TH,

* inspector2 - fAFFHEFEFEN Amazon Inspector ZhBE.
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« organizations — foFF AWS Organizations #48 ##E# Amazon Inspector HE £ E M FFHE
o

+ codeguru-security — 725 # CodeGuru Security HEEVER B R, L AFFRIAFHEEE
CodeGuru Security PN TFH INZFEEE

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"inspector2:BatchGet*",
"inspector2:List*",
"inspector2:Describe*",
"inspector2:Get*",
"inspector2:Search*",
"codeguru-security:BatchGetFindings",
"codeguru-security:GetAccountConfiguration"

1,

"Resource": "*"

}
]
}

AWS ZEBE : Amazoninspector2ManagedCisPolicy

&% AmazonInspector2ManagedCisPolicy BURKIINZE IAM BB, LWBUREEETRT
Amazon EC2 #{TEBIATHTEE CIS BEFINAC, BULUERH IAM SEREEE EC2 #i1T
B LHTZEARIANEREAER , URIEE AWS CLI 2 AWS API R, ERTE EC2 #1T1EE
RNEFEREROBE AN, BEF AWS ABIERE EC2 MTERBAUKHREMEGHFIEEARESR ,
FA BT EEERTEENBTERBERE, TERREETEXAE , LETE EC2 BITHEE
FHTHEXIESEHERER. WEFHEEA , F28 (AM FEAEER) PNEA IAM BERETET
A4S Amazon EC2 TR FETHEAER.

AT A EFAEE A
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 inspector2 - AFFEAR#HIT CIS THEHN B,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"inspector2:StartCisSession",
"inspector2:StopCisSession",
"inspector2:SendCisSessionTelemetry",
"inspector2:SendCisSessionHealth"

]I

"Resource": "*",

AWS ZEBER : Amazonlnspector2ServiceRolePolicy

IBEEERE AmazonInspector2ServiceRolePolicy BURMIINE IAM BE, HWBFRSEZEZIREE
EA® , LFF Amazon Inspector K REBTEIE, WMFFMER , 5FSBE A Amazon Inspector #J
REEZAE,

AWS ZEBER : Amazonlnspector2AgentlessServiceRolePolicy

I8 AN AmazonInspector2AgentlessServiceRolePolicy BURMIMNE IAM B8, LBFS
EEIRFEEAE , 5T Amazon Inspector REREHITEE, MFFHEMERN , FSBFEAH Amazon
Inspector RIS ERZ A,

AWS ZEBEM Amazon Inspector E#

R BRI IEHE Amazon Inspector AWS ZEBEREFH URMNFMEN. WELEEHEENE
B)iREE | 555789 Amazon Inspector X HE S BEE LM RSS HE,
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FrENAEF .,

BRASEE A B RS FREMERTE Amazon Inspector , RABT A F B S EMNF T, Amazon
Inspector BEEZHIREEZLBEWET , RIFESEEE , BHRE Amazon Inspector AIARBEXA
B, EENFUEREEERMETEER , AXFUTREEEZMMEHM IAM BE,

"‘MﬁE SESFA , AARF IAM B (fIUEESAR ) BY. REIMREEEFLACR. NEHEE
A, ESEIAM EREERTPNEREEZACHT. REEMBREEBERZE , B seMRREE
.%Eﬁ@,o iE AJREAH Amazon Inspector ER , RAZTERN N BRERERNTT,

NEEEXERBEGACHEM RENVER , FSBAWS £/ IAM VR , YERKEEACH
HTEREARNRYE. BEEEENR  URZREHN REELS XK.

Amazon Inspector BRI EHE A BT T

Amazon Inspector EAZ 5 WZEBEAWSServiceRoleForAmazonInspector2, MWRIGELREA
f{S{finspector2.amazonaws.comfRIFEEZ A E,

2H NABNHFITHEAnazonInspector2ServiceRolePolicy ft5F Amazon Inspector #1T 5
5% :

- f£f Amazon Elastic Compute Cloud (Amazon EC2) B & 2R #EEN L 1T B M BRE B R M E A

- fF AWS Systems Manager E)#E#¢ Amazon EC2 #{TEBHEEELE , AR BITREHENE=H
E4MMEBEER.

- f£/ AWS Systems Manager SendCommandE)/E3R 14 B Z#1T{ERBEY CIS F i,

- fF Amazon Elastic Container Registry Ej{ER#EER A 25 BKHIFEBIE A

- £/ AWS Lambda Ej{F2R#EEX Lambda B &R MBI E A

- {# A AWS Organizations Ej4E 3 H i #H BABERIIRF o

£ CloudWatch EyF#EERE R L)XW A Lambda BB E .

- fERER IAM BYEREER IAM BURH MBI ER , BELBUERTIAESE Lambda BXBHRILZ2RE.

« fF CodeGuru Security E1fE3R$#Z 3 Lambda R FHIFEXTE. Amazon Inspector FEALLT
CodeGuru Z£8E :

- codeguru-security : CreateScan — #5233 CodeGuru Security scan,

ERARKEERAG 302


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2ServiceRolePolicy.html
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy

Amazon Inspector EREER

« codeguru-security : GetScan — EFF#EEL CodeGuru Security F#H#EE K,
- codeguru-security : ListFindings — &5 #EX CodeGuru Security E4£ R EEFE,

- codeguru-security : DeleteScansByCategory — #&F CodeGuru Security filBREB Amazon
Inspector RUEIRY IR o

« codeguru-security : BatchGetFindings — #&F#E CodeGuru Security B4 —#t4SEREFE,
- {2 E Elastic Load Balancing E)YE , ¥ B Elastic Load Balancing B Z& 0/ EC2 #{TEEH
THERR IR
- /A Amazon ECS 1 Amazon EKS Bj{E /o 57 it B EUSAAR AR B £ MR I iR

AERMEMTHIFF T BERRRE,

{

"Version": "2012-10-17",
"Statement": [

{

"Sid":

"TirosPolicy",

"Effect": "Allow",

"Action": [

"directconnect:DescribeConnections",
"directconnect:DescribeDirectConnectGatewayAssociations",
"directconnect:DescribeDirectConnectGatewayAttachments",
"directconnect:DescribeDirectConnectGateways",
"directconnect:DescribeVirtualGateways",
"directconnect:DescribeVirtualInterfaces",

"ec2:

"ec2

ec2:

ec2:

DescribeAddresses",
DescribeAvailabilityZones",
DescribeCustomerGateways",

:DescribeEgressOnlyInternetGateways",
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

DescribeInstances",
DescribeInternetGateways",
DescribeManagedPrefixLists",
DescribeNatGateways",
DescribeNetworkAcls",
DescribeNetworkInterfaces",
DescribePrefixLists",
DescribeRegions",
DescribeRouteTables",
DescribeSecurityGroups",
DescribeSubnets",
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ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGatewayConnects",
"ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeTransitGatewayRouteTables",
ec2:DescribeTransitGatewayVpcAttachments",
"ec2:DescribeTransitGateways",
ec2:DescribeVpcEndpointServiceConfigurations",
"ec2:DescribeVpcEndpoints",
ec2:DescribeVpcPeeringConnections",
"ec2:DescribeVpcs",
ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
ec2:GetManagedPrefixListEntries",
"ec2:GetTransitGatewayRouteTablePropagations",
"ec2:SearchTransitGatewayRoutes",
"elasticloadbalancing:Describelisteners",
"elasticloadbalancing:DescribeloadBalancerAttributes",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeRules",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetGroupAttributes"”,
"elasticloadbalancing:DescribeTargetHealth",
"network-firewall:DescribeFirewall",
"network-firewall:DescribeFirewallPolicy",
"network-firewall:DescribeResourcePolicy",
"network-firewall:DescribeRuleGroup",
"network-firewall:ListFirewallPolicies",
"network-firewall:ListFirewalls",
"network-firewall:ListRuleGroups",
"tiros:CreateQuery",
"tiros:GetQueryAnswer"
1,

"Resource": [
]
I

{

"Sid": "PackageVulnerabilityScanning",
"Effect": "Allow",

"Action": [

"ecr:BatchGetImage",
"ecr:BatchGetRepositoryScanningConfiguration",
"ecr:DescribeImages",
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ecr:DescribeRegistry",
"ecr:DescribeRepositories”,
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRegistryScanningConfiguration",
"ecr:ListImages",
"ecr:PutRegistryScanningConfiguration",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"ssm:DescribeAssociation",
"ssm:DescribeAssociationExecutions",
"ssm:DescribeInstanceInformation",
"ssm:ListAssociations",
"ssm:ListResourceDataSync"
1,
"Resource": "*"
I
{
"Sid": "LambdaPackageVulnerabilityScanning",
"Effect": "Allow",
"Action": [
"lambda:ListFunctions",
"lambda:GetFunction",
"lambda:GetLayerVersion",
"lambda:ListTags",
"cloudwatch:GetMetricData"
1,
"Resource": "*"
I
{
"Sid": "GatherInventory",
"Effect": "Allow",
"Action": [
"ssm:CreateAssociation",
"ssm:StartAssociationsOnce",
"ssm:UpdateAssociation"
1,
"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ssm:*:*:document/AmazonInspector2-*",
"arn:aws:ssm:*:*:document/AWS-GatherSoftwareInventory",
"arn:aws:ssm:*:*:managed-instance/*",
"arn:aws:ssm:*:*:association/*"
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]
iy
{

"Sid": "GatherInventoryDeleteAssociation",
"Effect": "Allow",

"Action": [
"ssm:DeleteAssociation"

1,

"Resource": [
"arn:aws:ssm:*:*:association/*"

]

.

{
"Sid": "DataSyncCleanup",
"Effect": "Allow",
"Action": [
"ssm:CreateResourceDataSync",
"ssm:DeleteResourceDataSync"
1,
"Resource": [
"arn:aws:ssm:*:*:resource-data-sync/InspectorResourceDataSync-do-not-delete"
]
1,
{
"Sid": "ManagedRules",
"Effect": "Allow",
"Action": [
"events:PutRule",
"events:DeleteRule",
"events:DescribeRule",
"events:ListTargetsByRule",
"events:PutTargets",
"events:RemoveTargets"
1,
"Resource": [
"arn:aws:events:*:*:rule/DO-NOT-DELETE-AmazonInspector*ManagedRule"
]
1,
{
"Sid": "LambdaCodeVulnerabilityScanning",
"Effect": "Allow",
"Action": [
"codeguru-security:CreateScan",
"codeguru-security:GetAccountConfiguration",
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"codeguru-security:GetFindings",
"codeguru-security:GetScan",
"codeguru-security:ListFindings",
"codeguru-security:BatchGetFindings",
"codeguru-security:DeleteScansByCategory"
1,
"Resource": [
nakn
]
1,
{
"Sid": "CodeGuruCodeVulnerabilityScanning",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:GetRolePolicy",

iam:GetPolicy",

iam:GetPolicyVersion",

jam:ListAttachedRolePolicies",

iam:ListPolicies",

iam:ListPolicyVersions",

"iam:ListRolePolicies",
"lambda:ListVersionsByFunction"

1,

"Resource": [

i n

1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"codeguru-security.amazonaws.com"

]

}
}I
{

"Sid": "Ec2DeepInspection",
"Effect": "Allow",
"Action": [
"ssm:PutParameter",
"ssm:GetParameters",
"ssm:DeleteParameter"

]I

"Resource": [
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"arn:aws:ssm:*:*:parameter/inspector-aws/service/inspector-linux-application-paths"

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{

"Sid": "AllowManagementOfServicelinkedChannel",
"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel"

]I

"Resource": [

"arn:aws:cloudtrail:*:*:channel/aws-service-channel/inspector2/*"

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{

"Sid": "AllowListServicelLinkedChannels",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

1,

"Resource": [

i n

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowToRunInvokeCisSpecificDocuments",
"Effect": "Allow",
"Action": [

"ssm:SendCommand",
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"ssm:GetCommandInvocation"
1,
"Resource": [
"arn:aws:ssm:*:*:document/AmazonInspector2-InvokeInspectorSsmPluginCIS"
]
I
{

"Sid": "AllowToRunCisCommandsToSpecificResources",
"Effect": "Allow",
"Action": [
"ssm:SendCommand"
1,
"Resource": [
"arn:aws:ec2:*:*:instance/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},

{
"Sid": "AllowToPutCloudwatchMetricData",

"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"

]I

"Resource": [
"
1,
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/Inspector2"
}
}
1,

{
"Sid": "AllowlListAccessToECSAndEKS",

"Effect": "Allow",

"Action": [
"ecs:ListClusters",
"ecs:ListTasks",
"eks:ListClusters"

1,
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"Resource": [

i n

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{
"Sid": "AllowAccessToECSTasks",
"Effect": "Allow",
"Action": [
"ecs:DescribeTasks"

]I

"Resource": "arn:aws:ecs:*:*:task/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

A Amazon Inspector B RIS EE AR

BREEFHEYT —ERKELAR, EEE AWS Management Console, AWS CLIZ AWS API #
BUA Amazon Inspector B , Amazon Inspector 582 I R EZL/E,

#m¥8 Amazon Inspector K RIEEE AR

Amazon Inspector T S FF & #mEBAWSServiceRoleForAmazonInspector2 [RIEHE AR, BIR
BEZFABZE K LHELEFAGNER  EAREERIEESEZAG., AWM, BA€A IAM XK
MEAGHER, NEFMEN , 20 AV FAEER. WRERKEZAR,

filBx Amazon Inspector B RIS EE A&

MREFTBEFEEMA Amazon Inspector , FH T2 ZE M
BRAWSServiceRoleForAmazonInspector2 [REEZE AR, EXALXERAACNESE AWS EiF
{2 Amazon Inspector , FREMIBR AR, EEEH Amazon Inspector B |, T2 AERRAE,
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Amazon Inspector EREER

It , MREE XA Amazon Inspector , BITJAEARBNA®G, Wtk—R , B A LABERHEERE
BESREENRERAER., A , EFBRBRREEEACZE , BXELEBRER.

EEMBRUEBREERLZAR  CREFEBREY , BUNEREFHFEAEEEFENEIAR, ELMA
Amazon Inspector B , Amazon Inspector @ A B EH B R EE A,

(® Note

MREERMBREIRE , Amazon Inspector FRISIEEER A€ |, MBRTAEZ AR, MRBE
EBEREN , BEF%0E K REBREHRE,

WA LAER IAM £ 4 AWS CLI, = AWS API &l
BRAWSServiceRoleForAmazonInspector2 [REEFE AR, WEFMENR , F2H "IAM E£AEE
M. PHRBREREEEEAE.

Amazon Inspector BRER XN FHP R ER A BT

Amazon Inspector BRXEEXNFHEEAZ S WREEEA
BAWSServiceRoleForAmazonInspector2Agentless, Bt SLR fi&F Amazon Inspector

FEEMIRFPEY Amazon EBS B ERR , AR EXRBEIES. KRBEEFARE
ffagentless.inspector2.amazonaws.comfREREZAE,

/A Important

LRS84 A & A BRI AT B IE Amazon Inspector ¥ #&H InspectorEc2ExclusiontZ
BRFBHEDHBRNEM EC2 HTEBATERERNBHE. ki, ERRNEN KMS £82
B InspectorEc2ExclusionfREEF , BRIAN EFA LE Amazon Inspector {4k [& 77 BUN /Y
BHl, MEFMERR , F2BH% Amazon Inspector BB HERREN1TEEE

25 NABKNHFIHEAnazonInspector2AgentlessServiceRolePolicy /i #F Amazon
Inspector ATER , Hlun

- {£/ Amazon Elastic Compute Cloud (Amazon EC2) Bi/EZR#EEN EC2 #{TEEE., Wik ERRERAE
B&EHA.

« {£/H Amazon EC2 ZEEMERIZRIRR , MEME A InspectorScanZE R 5| #E TR,

« £/ Amazon EC2 IREBEMER R, A InspectorScanZRARSIEETLRE , REMRE
£ A InspectorScaniRR &K 5| #IFCH Amazon EBS Bk EHI IR,
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Amazon Inspector EREER
« f Amazon EBS Bi{ERERAE R InspectorScanE 5| @R BHEEE A

« fEFIEE AWS KMS SR EERMBZAFER AWSKMS BEE S ELRINZNIRE, ERRMBIREHN
KMS £i8in 12 EF , Amazon Inspector TR B InspectorEc2Exclusion,

AERMEMT IR BERRERE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "InstanceIdentification",
"Effect": "Allow",
"Action": [
"ec2:DescribeInstances",
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots"
1,
"Resource": "*"
1,
{
"Sid": "GetSnapshotData",
"Effect": "Allow",
"Action": [
"ebs:ListSnapshotBlocks",
"ebs:GetSnapshotBlock"
1,
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringLike": {

"aws:ResourceTag/InspectorScan": "*"
}
}
},
{
"Sid": "CreateSnapshotsAnyInstanceOrVolume",
"Effect": "Allow",
"Action": "ec2:CreateSnapshots",

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ec2:*:*:volume/*"

]
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},
{
"Sid": "DenyCreateSnapshotsOnExcludedInstances",
"Effect": "Deny",
"Action": "ec2:CreateSnapshots",
"Resource": "arn:aws:ec2:*:*:instance/*",

"Condition": {
"StringEquals": {
"ec2:ResourceTag/InspectorEc2Exclusion": "true"
}
}
I
{
"Sid": "CreateSnapshotsOnAnySnapshotOnlyWithTag",
"Effect": "Allow",

"Action": "ec2:CreateSnapshots",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"Null": {
"aws:TagKeys": "false"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
I

{
"Sid": "CreateOnlyInspectorScanTagOnlyUsingCreateSnapshots",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:CreateAction": "CreateSnapshots"
},
"Null": {
"aws:TagKeys": "false"
I
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
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"Sid": "DeleteOnlySnapshotsTaggedForScanning",
"Effect": "Allow",
"Action": "ec2:DeleteSnapshot",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:ResourceTag/InspectorScan": "*"
}
}
I
{
"Sid": "DenyKmsDecryptForExcludedKeys",
"Effect": "Deny",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/InspectorEc2Exclusion": "true"
}
}
},
{
"Sid": "DecryptSnapshotBlocksVolContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
I
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "vol-*"
}
}
I
{
"Sid": "DecryptSnapshotBlocksSnapContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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},
"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "snap-*"
}
}
},
{

"Sid": "DescribeKeysForEbsOperations",
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
.
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
}
}
},
{

"Sid": "ListKeyResourceTags",
"Effect": "Allow",

"Action": "kms:ListResourceTags",
"Resource": "arn:aws:kms:*:*:key/*"

AREREREARHEERIRBERAS®

BAEEFHEY —EAREKELEAR, EEIE AWS Management Console, AWS CLIZ; AWS API &
B A Amazon Inspector B , Amazon Inspector 8 AR E Y RIS EZ A G,

mEECEEARENRRESRA®

Amazon Inspector it FF 8w EBAWSServiceRoleForAmazonInspector2AgentlessiRIGERE A
B, BEURBKEGAGZE  LRELIEFACHNER A FRAREERUTRGZSEZAG, Am , Ak
A IAM RiREEACHER, MEFHENR , F28 "IAM EAEER. NERERKEGAE,
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REEAEEARENREEEAE

EETBEATSERBESACHIIEDRE , RAZRERERZAC, -, ERRIEREDE
BEREENAREAER.

/A Important

= EMIBRAWSServiceRoleForAmazonInspector2AgentlessA® | LB A FEHENR
BEERARENMEESY  SREEXREAURERXAER,

£/ IAM FERBRBRBEEAE

fEH IAM £3# & AWS CLI, = AWS API & ftlBx AWSServiceRoleForAmazonlnspector2Agentless
REEFAR, WHEFHEER , F2E "AM EAEER. PORBREEEEAE,

¥t Amazon Inspector & 2 M FBUETHERZ

FERLUTEARBGEEZ B FIEIEFEH Amazon Inspector 1 IAM B AEIBEIM F RREE,

&
« REREE Amazon Inspector FHITENE
- BAREBHT iam:PassRole HIRE
- REEARF UHWAE AWS IRF FEFH Amazon Inspector EjR

RERETE Amazon Inspector F#ITEN/E
MRFBUBIEEER |, FHAERBRENTEE , CHNBERSLEEH , AFEHTEE,

THgEpIsEREEmateojackson IAM ERAEERAEATRARE —EER ny-example-widget
BRFFEHENR , BAMEER inspector2:GetWidget FFAIRFE4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
inspector2:GetWidget on resource: my-example-widget

FEHBERT , BAFEH mateojackson EAEWBR , AFFFEA inspector2:GetWidget BERE
B my-example-widget &R
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MRIEFEMB , BEIEEN AWS BEEE, ENEEERHENBERR.

K AEEHIT iam:PassRole HIFZ#E

MRBWFGERR | HHAEEEHIT iam: PassRole B , ENHRLEAEH , UAHFEKACEER

Amazon Inspector,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELC. NFH
TR , ELARERACBEEZ BB,

EAAH M IAM marymajor EAEEREAEEAE Amazon Inspector FHITENER , SR LT HE
BltERR, BR , BEBRBREEBERELACE TN, Mary EERACGBEEEZRBNTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WEURAEERH , RFFMHIT iam: PassRole Bk,
NREEEHE , BHEEH AWS EEE, ENEESRHENEERE.,
BEEAF MINW AR AWS tRF FEFER Amazon Inspector EilR

BRUEY—EAE  BEMIRFHINEREREEBABHNASTFIRENER, EUUIEEE R
EEENHENEXAR, HHXEERERNBERNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFIENE RN,

NMEE-STH , F2RUATAS

- HE T Amazon Inspector B X EISLINEE , 2B Amazon Inspector Z{ATEE IAM BEEH,

- BETRNMRAEHERS AWS 1kRF WERTFEE , F2H (AM E£AEER) PHESHES AWS
RE W5 —E P5 IAM £AERHFEE,

- BEETRINMEERNEIERMEBE=H AWS IRF |, 528 (AM FAEER) TS FEER
HIEE=H AWS IRF #H,

- METHRIOMEBHE S RUEIE , F28 IAM £REEREPRH B FIUERRIGENTETS
TERENEHAE BEED).

- METHERAAGNEREBRETEIRFFINCENEZR , F2H (AM £REER) P IAM
Y ES IR F B IR L
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Amazon Inspector EREER

EZ$ Amazon Inspector

ES 1R R4 Amazon Inspector FMEfth AWS R R AM, IEMEMNMENEEILS. AWS 21t
T EREEFE Amazon Inspector, SEZRENREE , UREKEBEEREEELRBRE

- Amazon EventBridge & —%& AWS k% , FASHSEAEA M EEE & K FLERRMEE
AERNSHESHEEARER. EventBridge AJ#tEEARER. Software-as-a-Service(SaaS) FEATE
X AWS FRFEHMEHEMEFERBR , MBI UERE REPRENEY Y EEEHEEHE
2B,

» AWS CloudTrail 2 —%& AWS BR# , AI#ENE 2 HSARER BH AP FIUFAEESESH AWS R
F. CloudTrail 2% AR ERRFELIEEMN Amazon S3 FEEETEE | FET LA B MY A A &
RS AWS, ETHRILEIR IP hk |, SURFEILE R,

£ 528% Amazon Inspector API A4 AWS CloudTrail

Amazon Inspector & &2 RIEE S AWS CloudTrail , tRIEIES IAM FEHEH L EE Amazon
Inspector AWS BRI§H £REN 2 EiERI5C4%. CloudTrail €% Amazon Inspector BIFTE API FEILEEER B
=, HEWEI-ZIERE Amazon Inspector EIE AW |, LUK ¥ Amazon Inspector API #ERY
Moy, mREEIFRZEKR , BIAT B CloudTrail E4FERFZE Amazon S3 fEFATEE , @ Amazon
Inspector BVEH, EIFEEREEIERE , KA TTLUEIR CloudTrail R AFNEHEF LEBRAZIE
. £ CloudTrail EERWEFA , &0 LK K

« [ Amazon Inspector 12 HEIFER

« RHFERAY IP bk,

° Eﬂjgsﬁﬂ’gkéo

- RHFERNKRE,

ZEEHE L5 TH CloudTrail , 5528 "TAWS CloudTrail fEA&EIERE

CloudTrail 1 #Y Amazon Inspector &

EEEMNIRE AWS IRF B | 88 2R CloudTrailo & Amazon Inspector 34 5EBE | ZEF
SHEHRIEEPWEM AWS BRI E4 —E5EHE CloudTrall EHH., BAILE AR, SR
THEHRIENEYS AWS IRF, INEFHENR , 528 "FH CloudTraill SHESEHBIEEHN -
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Amazon Inspector EREER

EESERSE PNEH AWS tRF |, &23F Amazon Inspector BWEEH | SFENBM ., FRAEE
CloudTrail # AFERRZXZE Amazon S3 fE7FITHE. (KA , EREXRAEFELEHE , XEHRS
EAZEMEN AWS EiF, ZEMEHEERE AWS PEEFFIEERENEHR , XA ARFERILEE
IEE® Amazon S3 RETFETEE. A\, BALGEREHAM AWS BRIE RE — S 2 HFEE CloudTrail BEE
FATNERN EHE R, MEFMENR , F2ETI XA

- EVERHEIE

« CloudTrail X BHRBMNES

 FXZE CloudTrail B Amazon SNS &4
« RZERFEK CloudTrail HFFER
- RS EEFEW CloudTrail BFER

CloudTrail €527 Amazon Inspector EifE, Amazon Inspector Al AT FT B B)EBR & 5C 8%
£ Amazon Inspector API 2Z 1, 5l | ¥ CreateFindingsReport, ListCoverage MK
UpdateOrganizationConfiguration EfE& HEYFIETE CloudTrall BFERPELEIER,

B-SEMAREXRNSLSELFRENEA. FoEATHENEHE TFIEHE !

Y/

- REEARCERAES IAM FAEREREZER.

EEERACHBES s EAENERZEEABRRELFR,
ZERKBEHS —H AWS BRBRBIREL.

MEFHMES , FSE CloudTrail userldentity T3,

T f# Amazon Inspector HiE#ERIEB

BHtR—EEE , RSB U BRERNEARNEIEIEER Amazon S3 #FATE. CloudTrail BHEE
BERYS—EAHLZEERER . EHARRRAEARENE-FR. SHISHFRNVEE. BENEH
MEFE., FRSHUFMEEAERA. CloudTrail HFEELIFMK LA API FFILAERIEHIPEF | Rt REUE
fAFEIEF R,

CloudTrail ) Amazon Inspector #BIHE A

Amazon Inspector Scan B &2 CloudTrail 4. Fi Amazon Inspector Scan AP| 2 EEfZECEAE
EE#4, fFE Amazon Inspector 524%Z CloudTrail B Amazon Inspector Scan API #/EFE |, 52
B (Amazon Inspector APl 2% ) Ffy Amazon Inspector Scan,
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ERAEER

LT #EHERNERETR ScanSbom EiER CloudTrail BE5IER

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789EXAMPLE:akua_mansa",
"arn":
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-10-17T15:22:597",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-10-17T16:02:34Z",
"eventSource": "gamma-inspector-scan.amazonaws.com",
"eventName": "ScanSbom",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-java/2.20.162 Mac_0S_X/13.5.2 Open]DK_64-
Bit_Server_VM/17.0.8+7-LTS Java/17.0.8 vendor/Amazon.com_Inc. io/sync

UrlConnection cfg/retry-mode/legacy",
"requestParameters": {
"sbom": {
"specVersion": "1.5",
"metadata": {
"component": {

"name": "debian",
"type": "operating-system",
"version": "9"

"arn:aws:sts::111122223333:assumed-role/Admin/akua_mansa",

http/

CloudTrail B
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"components": [

{
"name": "packageOne",
"purl": "pkg:deb/debian/packageOne@l.0.0?arch=x86_64&distro=9",
"type": "application"

}

1,
"bomFormat": "CycloneDX"
}
},

"responseElements": null,

"requestID": "f@4la27f-f33e-4f70-b@9b-5fbc5927282a",
"eventID": "abc8dle4-d214-4f0@7-bc56-8a31lbebe36fe",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

Amazon Inspector & R ER &

EETH =S AWS ¥ EEEHTENERR , F2BAWS I SRFESERRRBRELR
FEBHEHTE . WFE—MREF , F2E AWS Compliance Programs,

WA LAER THE=FEBEIME AWS Artifact, NEFMEF , F2ETEHFES TE AWS Artifact,

BER BWESREME AWS R BURRERNEZME, BLRNEREE , UREBANEENER,
AWS RHETHERRIGEIER :

s ZEEREAE - BEMRIREFKEEARTRTEBZE  YRUTNBLLHESRIENTE,
« HIPAA €1 R#E2ZE - FIH HIPAA € IR, XIEFFE AWS IRTE BBRFS HIPAA B,

« AWS EHER - WTHEFMANIEEESTREBAREHNEZNNVE,

- AWS EFEHER - BEBSRANAETHRARSAERE, AEERERAEZEARE ( 2RERE
LM (NIST), XN FEXZLBREEZIE (PCI) MEIRFRENLER (1SO)) RE AWS BRI
MRFEEEL2EHNREERR,

- { AWS Config B8 A B38R) LA RAFEE R - AWS Config R 2L EREEFE R
B, EXENTZRNEE,
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« AWS Security Hub — & AWS fR# Al AL ERBH P L £ AREE AWS, Security Hub Ef L&
#l , ATREEN AWS ERERELNEZRE/ECHESLLERELENTEER., WEZENWRKE
MEFEE |, 5528 "Security Hub ##|2E , ,

« Amazon GuardDuty - ERERZNRERBEURENZEEEE , L AWS R EREE AWS ik
B, I#EH. AENERNBERE, GuardDuty TRERESRRBAAAENASEINER ,
LAt B 2 R FE PCI DSS E& BRI ERER,

« AWS Audit Manager - i& AWS BR#§ i B S ER® AWS AE |, UE{LEEERRHN AN , %
REEERMEREENFR,

Amazon Inspector # Ry 5E M

AWS £IREMEERI AWS EE M TAESAEREE. AWS B RESEERREHAREN
THES , EEEHEZIELE SWEENSERRENRERK. BBTRAESR , S0 AR EEAEN
FRAEXNENE e TRESCBEBREREMASRETE. TRAERSNTHME, FEEINE
RRED , OBRE-FSEERPONERERREES

Amazon Inspector PR EB L £

Amazon Inspector R ZE R , ZF AWS £IKBRLERE, WFE AWS Z2RBEUK 1T AWS
REERIENEEEN , BFSEAWS Ehits, BEMAERSIRZSNWREBEKRITEN AWS
RIE | BE2E %2 X AWS Well-Architected Framework Y E i 25 HE iR 2.

BT LABE R AWS 489 APl FELY | 3EB#BEE17H Amazon Inspector, EAERMSEZETYEE :

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZEFEH TLS 1.3,

- BEfREEEXIR(PFS)NWEBEH , #la0 DHE (Ephemeral Diffie-Hellman)sf, ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARH (M Java 7 IEFBEA)ASEZEELEN,

ok, BRMACAFRE® D FE IAM ZRMEEHNAE TSR REE, IF , ZALUER
AWS Security Token Service (AWS STS) RE4A TR LBEREBHE R,

Amazon Inspector RIS 4B fE

ZEMRE NBREEXIEF AWS, Il TEixRZE, THWAWS HESEERMR , AWS EERER
AWS Eig P #TIE RIEWERRE, AWS thE& EFE Amazon Inspector BRI #H A B Y (£ = 4 B
FE,
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Amazon Inspector EREER

BRHAWS BF  LFHEEEHERE AWS BN T2M. ERTETURFHREFEEENRZEM , H
BELFINME AWS TENYEE, SR FEEAREARETFEESHOE,

BRBEYMESE AWS ERFHATZERABRAMEEENTSEE  SAUEATOENREZ. ARE
HroER —EEMNEE  FRRETIER, ME-STHREALENTE  URENBENTTESR
HNABER : AWS ZeEHEEER. AWS Z2HEBBMAWS ERFARE T8,

{# FA 7 T i BE 2 B Amazon Inspector (AWS PrivateLink

BAILAERA 1£ VPC #1 Amazon Inspector 2 AWS PrivateLink 2 FAEER, BTG TE VPC H
— B 77H Amazon Inspector , BEEARMEREMEEE, NAT Z£E&. VPN E#% AWS Direct Connect
ER. VPC HWVEIITEBTIEFELE IP it B A FE Amazon Inspector,

SETT LA I AWS PrivateLinki2 it X BN N HIRRRE L ML BER, RASEE/NTERIERAN
BETEPELNRIHARNE. ELEFREEENMBENE , THAB NS Amazon Inspector 2
UNEEEO‘EJKE$O

MFFHMER , F2B  AWS PrivateLink #65) HRIAWS AR5 #iB FHL AWS PrivateLink o

Amazon Inspector HyE &35 18
TE&BFRXE Amazon Inspector BT R B2 B , 554 AWS PrivateLink IEEHFHNEZEEEE,
Amazon Inspector 3z #2i%18 /) H i 2T I HFTE APl B1E,

Amazon Inspector A% & VPC s BBUER, RIBFERR , AFFHEB N Hik 3 TEFE Amazon
Inspector, & , RO R L FERIRHARNEELRBE , SUEIB HiRHZESRE Amazon

Inspector IR E .
23 Amazon Inspector B4 T i 2

IETLAE A Amazon VPC E£# A () & Amazon Inspector 23\ Hi%EAWS CLI, AWS Command
Line Interface MNEFHFME , 582 H (AWS PrivateLink 18R FHE T Him o

B8/ Amazon Inspector B N HIRER  BEATIEP—BREEE !

com.amazonaws.region.inspector2

com.amazonaws .region. inspector—scan
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ERAEER

BryBRAEBEAN AWS BiF BXNE AWS EiF,

MREBNEHHMATE DNS |, B AEAHETERRMWEE DNS H# @ Amazon Inspector 12

HH API 553K |, f5l0 |, service-name.us-east-1.amazonaws.com Bservice-name.us-
east-1.api.aws.com=ERZ (HFERILE ).

N

=
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Amazon Inspector B4

Amazon Inspector EEH ftt AWS FRIEE S, ELARKE W LA Amazon Inspector FEERE R , E L&A L
FEATENARNBIAEEFE., BETIESERNE—S TH#H,

#& Amazon Inspector &€ Amazon ECR &

Amazon Elastic Container Registry (Amazon ECR) R X BB B EN AWSS E ARG B &
. Amazon ECR A EBHEUS TAMNTERNEBTERRWE. LA LUERA Amazon
Inspector 1 Amazon ECR FEFTMAHZRE , ESRZZTHENEERREHNEARES

. MEFMER , 552 BIAmazon Inspector B Amazon Elastic Container Registry (Amazon ECR)

A
Ho

Amazon Inspector 2 E& AWS Security Hub

AWS Security Hub 12t FZ2REHNTERE , AWS X iIFBERBLZEEXZERERE , UK
Security Hub £ AWS tRF. BRENXEERUERLERNNREER. BRI LUEA Security Hub 1
HY Amazon Inspector &R RER , WAMEES AWS REM AWS SERBEBRERPNRER
RBNEPNE, MEFMENA , 552 B Amazon Inspector 2 B4 AWS Security Hub,

Amazon Inspector 82 Amazon Elastic Container Registry (Amazon
ECR) &

Amazon Elastic Container Registry 2 2 X E R 581 , & Docker # OCI B AWS F o
MREFER Amazon ECR , BRI LLARREHREMA LR FEE, EAMAEEEITEE , Amazon
Inspector EEBERIMEHABRERETEZZIHENEERRNEXRMAESEH. LEESTESR
WAR A ESMBREY Amazon Inspector AEHE R |, 1 Amazon ECR XA HEBFHNWERNER,
MEFMEF , FF2BFEH Amazon Inspector ## 3 Amazon ECR BesM &,

RS

&R LA Amazon Inspector A API BXA Amazon Inspector #F# , 3i%EiB Amazon ECR 12
B API BRERFEREAMSEAEREFBHEEE Amazon Inspector REIAE S,

MFEIB Amazon Inspector BUABSHFFMET , 2B Amazon Inspector FHY B B HEE,
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning-enhanced.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html
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WFEHEE Amazon ECR RRAAMERE M BB R HENEF , F26 (Amazon ECR £RERER) F
RYIER A IR

EREZSRFRENES

MREEZIRFREPWRE , B LEB Amazon ECR AR BRBHE, T8 , —BERA , ©REE
B Amazon Inspector ZKEEEER. MREH , EERAERELRRHE. NWEFHEN , F2EEH

Amazon Inspector,

Amazon Inspector B2 E & AWS Security Hub

Security Hub 2t Z £ RENTERKR AWS, ETHBERBLZEXEENREERRRER

B, Security Hub % AWS tRF. BREMZENERKRELZLER., BUUFEALEARSTELZEE
BWRBLZEMEE, EEAEE Security Hub B9 Amazon Inspector &8 , Amazon Inspector A LA
HE R REE BB EI%X = Security Hub , T Security Hub AT A D T E LB BB B L2 REN —3F2 .

Security Hub 88 R BBEEABESTELETER. FLREFETVRERANE AWS HittlREHE=
FERPEATZEBEMB. Security Hub FA— B AIRERNZLEE , W ELBEFTEWRMT
B BAETLEEMEEE, BEBEML Amazon Inspector FRIEA% , Security Hub &1 Amazon

Inspector BEFE., SHARGRESENBBESEFHETNELREE  URERBEFTERE

AR BB

Security Hub €& AWS Security Finding Format (ASFF) R RIEEE., KRNI EFMER , 4
WMME—FBBEF. BEMSEHR. SRENER. 4155, TERERENAETEA.

(® Note

Amazon Inspector Code Security EAMNZLAERRTEARKES, T8 , B E
Amazon Inspector £ & #MiFEIB Amazon Inspector AP| FEUE 4G ER BB E,

&

- 1£ PR Amazon Inspector B RE;EE AWS Security Hub
« B AERE Amazon Inspector E& Security Hub BB 4&

- RESEABEFTENRE

« 7£ Security Hub F#4#% Amazon Inspector #) & £ 12 &l

ERESIKRFRENES 326
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£ & 43 Amazon Inspector B RE7EE AWS Security Hub

&7 LAE Security Hub F#24R Amazon Inspector Classic 1 Amazon Inspector F&E#E R,

® Note

= E{E R Amazon Inspector BEFREITEE , 554 "aws/inspector/
ProductVersion": "2"#i8EEHEMEM4SI, LEHBHEGEZE Security Hub ERARBERR
Amazon Inspector Classic AEL R,

& EH Amazon Inspector K [ 2255 B &1

"SchemaVersion": "2018-10-08",
"Id": "arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"ProductName": "Inspector",

"CompanyName": "Amazon",

"Region": "us-east-1",

"GeneratorId": "AWSInspector",
"AwsAccountId": "123456789012",
"Types": [

"Software and Configuration Checks/Vulnerabilities/CVE"
1,
"FirstObservedAt": "2023-01-31T20:25:38Z2",
"LastObservedAt": "2023-05-04T18:18:43Z",
"CreatedAt": "2023-01-31T20:25:38Z7",
"UpdatedAt": "2023-05-04T18:18:43Z",
"Severity": {

"Label": "HIGH",

"Normalized": 70

I
"Title": "CVE-2022-34918 - kernel",
"Description": "An issue was discovered in the Linux kernel through 5.18.9. A type

confusion bug in nft_set_elem_init (leading to a buffer overflow) could be used by a
local attacker to escalate privileges, a different vulnerability than CVE-2022-32250.
(The attacker can obtain root access, but must start with an unprivileged user
namespace to obtain CAP_NET_ADMIN access.) This can be fixed in nft_setelem_parse_data
in net/netfilter/nf_tables_api.c.",
"Remediation": {
"Recommendation": {
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"Text": "Remediation is available. Please refer to the Fixed version in the
vulnerability details section above. For detailed remediation guidance for each of the
affected packages, refer to the vulnerabilities section of the detailed finding JSON."

}

iy
"ProductFields": {

"aws/inspector/FindingStatus": "ACTIVE",

"aws/inspector/inspectorScore": "7.8",

"aws/inspector/resources/1/resourceDetails/awsEc2InstanceDetails/platform":
"AMAZON_LINUX_2",

"aws/inspector/ProductVersion": "2",
"aws/inspector/instancelId": "i-0f1ed287081bdfofb",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
},
"Resources": [
{

"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:123456789012:i-0f1ed287081bdfofb",

"Partition": "aws",
"Region": "us-east-1",
"Tags": {

"Patch Group": "SSM",
"Name": "High-SEv-Test"
},
"Details": {
"AwsEc2Instance": {
"Type": "t2.micro",
"Imageld": "ami-@cff7528ff583bf9a",
"IpV4Addresses": [
""52.87.229.97",
"172.31.57.162"
1,
"KeyName": "ACloudGuru",
"IamInstanceProfileArn": "arn:aws:iam::123456789012:instance-profile/
AmazonSSMRoleForInstancesQuickSetup",
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-9c934cbl",
"LaunchedAt": "2022-07-26T21:49:46Z"
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]I

"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"

}I

"RecordState": "ACTIVE",
"Vulnerabilities": [

{

"Id": "CVE-2022-34918",
"VulnerablePackages": [

{
"Name": "kernel",
"Version": "5.10.118",
"Epoch": "Q",
"Release": "111.515.amzn2",
"Architecture": "X86_64",
"PackageManager": "0S",
"FixedInVersion": "0:5.10.130-118.517.amzn2",
"Remediation": "yum update kernel"
}
1,
"Cvss": [
{
"Version": "2.0",
"BaseScore": 7.2,
"BaseVector": "AV:L/AC:L/Au:N/C:C/I:C/A:C",
"Source": "NVD"
I
{
"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD"
I
{
"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD",
"Adjustments": []
}
1,
"Vendor": {

"Name": "NVD",
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"Url": "https://nvd.nist.gov/vuln/detail/CVE-2022-34918",
"VendorSeverity": "HIGH",
"VendorCreatedAt": "2022-07-04T21:15:00Z2",
"VendorUpdatedAt": "2022-10-26T17:05:00Z2"
},
"ReferenceUrls": [
"https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?
id=7e6bclf6cabcd30aba®b11219d8e@1b952eachbs",
"https://lore.kernel.org/netfilter-devel/cd9428b6-7ffb-dd22-d949-
d86f4869f452@randorisec. fr/T/",
"https://www.debian.org/security/2022/dsa-5191"
1,
"FixAvailable": "YES"
}
1,
"FindingProviderFields": {
"Severity": {
"Label": "HIGH"

},
"Types": [
"Software and Configuration Checks/Vulnerabilities/CVE"
]
},
"ProcessedAt": "2023-05-05T20:28:38.82272"
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Windows Server 2025 MSKB = =

macOS (Mojave) 10.14 APPLE-SA = =

macOS ( F#&& 10.15 APPLE-SA & 2

)

macOS ( K 11 APPLE-SA B =

Sur)

macOS 12 APPLE-SA & =

(Monterey)

macOS 13 APPLE-SA & =

(Ventura)

macOS 14 APPLE-SA = =

(Sonoma)
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T &% HE Amazon Inspector X EWIEEX R , AAREHE Amazon ECR REEFNASRMRSG, ©EE
EBEEXRAENBEEZEERS,

EERM [T HEmZ 2R
Alpine Linux (Alpine) 3.19 Alpine SecDB
Alpine Linux (Alpine) 3.20 Alpine SecDB
Alpine Linux (Alpine) 3.21 Alpine SecDB
Alpine Linux (Alpine) 3.22 Alpine SecDB
AlmaLinux 8 ALSA
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AlmaLinux 9 ALSA
Amazon Linux (AL2) AL2 ALAS
Amazon Linux 2023 (AL2023)  AL2023 ALAS
BusyBox — —
Chainguard - CVE
Debian Server (Bullseye) 11 DSA
Debian Server (Bookworm) 12 DSA
Fedora 41 CVE
Fedora 42 CVE
OpenSUSE HE 15.6 CVE
Oracle Linux (Oracle) 8 ELSA
Oracle Linux (Oracle) 9 ELSA
Photon OS 4 PHSA
Photon OS 5 PHSA
Red Hat Enterprise Linux 8 RHSA
(RHEL)

Red Hat Enterprise Linux 9 RHSA
(RHEL)

Rocky Linux 8 RLSA
Rocky Linux 9 RLSA
SUSE Linux Enterprise Server 15.6 SUSE CVE
(SLES)
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Ubuntu (Xenial) 16.04 USN, Ubuntu Pro (esm-infra &
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Ubuntu (Bionic) 18.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Focal) 20.04 USN, Ubuntu Pro (esm-infra &
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Ubuntu (Jammy) 22.04 USN, Ubuntu Pro (esm-infra &
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esm-apps)

Ubuntu (Oracular Oriole) 2410 USN

Ubuntu (Plucky Puffin) 25.04 USN
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Red Hat Enterprise Linux 8 3.0.0
(RHEL)

Red Hat Enterprise Linux 9 2.0.0
(RHEL)

Rocky Linux 8 2.0.0
Rocky Linux 9 1.0.0
SUSE Linux Enterprise Server 15 2.0.1
Ubuntu (Bonic) 18.04 21.0
Ubuntu ( £30) 20.04 2.0.1
Ubuntu ( XS ) 22.04 1.0.0
Ubuntu (Noble Numbat) 24.04 1.0.0
Windows Server 2016 3.0.0
Windows Server 2019 2.0.0
Windows Server 2022 2.0.0
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CentOS Linux (CentOS)
CentOS Linux (CentOS)
Debian Server (Jessie)
Debian Server ( 381 )
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Fedora
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Fedora

Fedora

Fedora

Fedora

Fedora

Fedora

OpenSUSE [
OpenSUSE Leap
OpenSUSE &
OpenSUSE Leap

Oracle Linux (Oracle)

JIES

2012

10
33
34
35
36
37
38
39
40
15.2
15.3
15.4

153

EFE

2021 £12 A 31 H
2024 6 A 30 H
2021 £12 A 31 H
2020 £ 6 A 30 H
2022 6 A 30 H
2024 £ 6 A 30 H
2021 £ 11 A 30 H
2022 6 A7H
2022 £12 A 13 H
2023 5 H 16 H
2023 12 A 15 H
2024 £ 5 A 21 H
2024 £ 11 A 26 H
2025 5 A 13 H
2021 12 A1H
2022 12 A1H
202312 A 7H
December 31, 2024

2021 3 A1 H
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Oracle Linux (Oracle) 7 2024 £12 A 31 B
Red Hat Enterprise Linux 6 2020 £ 11 A 30 H
(RHEL)

Red Hat Enterprise Linux 7 2024 £ 6 A 30 AH
(RHEL)

SUSE Linux Enterprise Server 12 2016 £ 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 121 2017 £5 A 31 H
(SLES)

SUSE Linux Enterprise Server 12.2 2018 £3 A 31 H
(SLES)

SUSE Linux Enterprise Server 12.3 2019 £ 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 12.4 2020 £ 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 12.5 2024 £ 10 A 31 H
(SLES)

SUSE Linux Enterprise Server 15 2019 £ 12 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.1 2021 1 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.2 2021 £12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.3 2022 £ 12 A 31 H
(SLES)
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SUSE Linux Enterprise Server 15.4 2023 £12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.5 2024 £12 A 31 H
(SLES)

Ubuntu ( {54F ) 12.04 2017 % 4 B 28 B
Ubuntu ( f54F ) 14.04 2024 % 4 A 1H
Ubuntu ( #E&X ) 20.10 2021 %7 B 22 B
Ubuntu (Hirsute) 21.04 2022 %1 A 20 H
Ubuntu (Impish) 21.10 2022 7 A 31 H
Ubuntu (Kinetic) 22.10 July 20, 2023
Ubuntu (Lunar Lobster) 23.04 January 25, 2024
Ubuntu (Mantic Minotaur) 23.10 2024 £7 A 11 H
Windows Server 2012 2023 £10 A 10 H
Windows Server 2012 R2 2023 £10 A 10 H
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Alpine Linux (Alpine) 3.8 2020 5 A1H
Alpine Linux (Alpine) 3.9 2020 £ 11 A1 H
Alpine Linux (Alpine) 3.10 2021 £5H1H
Alpine Linux (Alpine) 3.1 2021 11 A1H
Alpine Linux (Alpine) 3.12 2022 5H1H
Alpine Linux (Alpine) 3.13 2022 11 A1 H
Alpine Linux (Alpine) 3.14 May 1, 2023

Alpine Linux (Alpine) 3.15 November 1, 2023
Alpine Linux (Alpine) 3.16 May 23, 2024
Alpine Linux (Alpine) 3.17 November 22, 2024
Alpine Linux (Alpine) 3.18 May 09 2025
Amazon Linux (AL1) 2012 2021 £12 A 31 B
CentOS Linux (CentOS) 7 2024 %6 A 30 A
CentOS Linux (CentOS) 8 2021 £ 12 A 31 H
Debian Server (Jessie) 8 2020 £ 6 A 30 A
Debian Server ( 3tk ) 9 2022 6 A 30 H
Debian Server (Buster) 10 2024 £ 6 A 30 H
Fedora 33 2021 £ 11 A 30 H
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SUSE Linux Enterprise Server  12.1 2017 £5 A 31 H
(SLES)

SUSE Linux Enterprise Server  12.2 2018 £3 A 31 H
(SLES)

SUSE Linux Enterprise Server  12.3 2019 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 124 2020 £ 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 12.5 2024 £10 A 31 H
(SLES)

SUSE Linux Enterprise Server 15 2019 £ 12 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.1 20211 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.2 2021 £ 12 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.3 2022 £12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.4 2023 F£12 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.5 2024 £12 A 31 B
(SLES)

Ubuntu ( f£4F ) 12.04 2017 % 4 A 28 B
Ubuntu ( fE4F ) 14.04 2024 54 B 1B
Ubuntu ( #&X ) 20.10 2021 %7 B 22 H
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Ubuntu (Hirsute) 21.04 2022 F£1 A 20 H
Ubuntu (Impish) 21.10 2022 £7 A 31 H
Ubuntu (Kinetic) 22.10 July 20, 2023
Ubuntu (Lunar Lobster) 23.04 January 25, 2024
Ubuntu (Mantic Minotaur) 23.10 2024 7 A 11 H
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