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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket.html
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RunTaskLambdaFunctionlAMRole ScraperBucket

RunTaskLambdaFunction

EER—S TR, FSHUTEE.
3858 2 T 44 5 2 B Y E AR

£ Infrastructure Composer 1 , MiFERE THF BN ERSUERABLETR, ELTRRER
BN ES4ESERER,

BREEMERFR  FE-T-RFANEEE  WiEERI S —RFHANEEE,

—
el
8

o

aaaaaaaaaa

Cognito UserPool

Cognito UserPoolClient

nnnnnnnnnnnnn

Kinesis Stream

Eee0EeB0O006
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® Note

B¥ 1aC BERFRAERFERE, YRELFH LKL AEERARANELATFIEEASHEE
BB , M Infrastructure Composer &€ HEMERIEELR , WHEFH 2BEAEREERBEL,

MEFMER , FSBE Infrastructure Composer IR B ER LiEREFH,
B TR

MEF A 2ENER , L—TREBLAXERR , YESERKGEUTASR :
« AWS Identity and Access Management (IAM) B(ZR

- BESY

- B4

IAM BUER

EEREEWAEMERNFTE | Infrastructure Composer €4 AWS Serverless Application
Model (AWS SAM) B i 2 SUE R A BRI BUE.
- EEHE-S T IAMBFUNBCR |, B2 (AM £HEER) dNEREEME | FUMEEE,

- EEHE—STHE AWS SAM BUREA | 5528 ( AWS Serverless Application Model Bi 2 A B8
) RHIAWS SAM BURE A,

RIREH

RESHURTRE , TUSEELERFEEFRNTA. LEFR  ERRERSFEEEERZBEN
B, UAAERENREZE,

EH

ERAUEBTERENSEHUARMER. LER  ERRGERESFREEREREBEHEEERFT
FHERRBREXSR.

HEA T BRERR 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_access-management.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-policy-templates.html

AWS Infrastructure Composer HBEABER
B2 |aC R FRYEIRERR

P& CloudFormation BiR& Al LAEERER P HVIFEE laC BEIR~. BELGETE 1aC BERFieRIE
WL, BE laC ERFERNABRERMLF , EERTR Infrastructure Composer EENERBRF A
B EREL B E A,

MEFMEF , 52 B Infrastructure Composer FHIEEF,

BR# |aC BR-FHEIRIER 16
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Infrastructure Composer £# & AP

AR PR EBRZE AWS Infrastructure Composer 3 7 R a1AE AR B EHRTEARER,
AEHHHNEENHERESERE Infrastructure Composer £ AH | ERTERNEHEEER, A&
REERERBA AR ER Infrastructure Composer B 55R1E4H. £ Infrastructure Composer 32
B, BANBHRER , UREELNE—EEARES.

Infrastructure Composer t2 8] LA AWS Toolkit for Visual Studio Code 1 CloudFormation F 12
BERNPEA, TECENRREEHER , EEEIECEHE LEZR, WEESEIEHRFEH
Infrastructure Composer HFFMER , F2 B BRI SMEE R EA Infrastructure Composer,

e

- FEfft AWS IR

« 7£ Infrastructure Composer A FETEE
o B AMIEN Infrastructure Composer RETEE

« {#H Infrastructure Composer ZE &K —EERAER

M AWS IRF

BEMIAER AWS , BFE AWS 1RF. MFEEY WHBER AWS 1RF , F2KR (AWS IRFEE
BEIEE) B AP AWS IRF,

£ Infrastructure Composer & A REHEITEE

= ZE 7% AWS Infrastructure Composer BRI — xS , FS MEEE Infrastructure Composer
FEAHHEE, WE Infrastructure Composer TR AMWBLE | 5528 £ Infrastructure Composer
FEAEPETEE, MEFEA Infrastructure Composer BIREES| , FSE Wf7E RiESE AWS
Infrastructure Composer,

EE Infrastructure Composer

1. & A Infrastructure Composer £ &,
2. £ BEL  BEFERBURE,
3. EALANPIEREE Composer REF | iBIZER,

Et AWS 1R F 17


https://docs.aws.amazon.com//accounts/latest/reference/getting-started.html
https://console.aws.amazon.com/composer

AWS Infrastructure Composer HBEABER

[ @ Take a quick tour of Composer X ]

4. 7 Composer EEREF , HITFHIEE :
- EBHEBET-ESR, BEET L,
- FEEOE—EFR, FEEL—E,
- ERE-@ASRP  FEZTREE  FEEER.

BERMER Infrastructure Composer ERMMBEHE  SINER, REMNEEFH, WFF
HENR , F2E WNMAE PiRE AWS Infrastructure Composer,

“RSB

& E 7 Infrastructure Composer REAFEHER , FF2E HAMIE K Infrastructure Composer R Ei
H=

=T 2I<o

] A F1E K Infrastructure Composer REFTE R

P 22 R RE R &K Infrastructure Composer BWERENTE , X THRUNMAIHRA. BN FEE

Infrastructure Composer ;REIE R,

A BRERE Infrastructure Composer TR AR TH. THRE , R ALK £/ Infrastructure
Composer EE R E —EEAER.

T

- S 1 BARBURE

« HBR 2 : #RZ& Infrastructure Composer KR Bt E 1
- SRIERENEREXEE

- SR4 . REENEARAEN

¥

T 1: FBURE

BEREN EERBKAMER Infrastructure Composers

®rESR 18
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BYTREER

1. & A Infrastructure Composer &8,

2. E®HEL, BEEFRRBURE,

REEAEAREANEY, FW. MBERMEHN (CRUD) EARREAEN , HhaE

- EERMERAHMN Amazon API Gateway Eif.
« FH{E AWS Lambda B &,
+ Amazon DynamoDB & #l,

TERREN

API Gateway o i APl Compute
Api D""’D !
O

Lambda Function

. LambdaFuncon ~  (@NR . : . _ DynamoDBTal ble
] O Listitems & O 7 O Items o

POST /items p
g Lambda Function A
GET /items/{id} ?

Createltem

PUT /items/{id} :
b Lambda Function
DELETE /items/{id} . Getltem
: Lambda Function & A

! Updateltem

©_ Lambda Function
: Deleteltem

o
GET /items

H BB 2 : &3 Infrastructure Composer IR E (L EF

THREBILERNIIEE , LLBBEM Infrastructure Composer REIER, MERBLEFREEREE
B F2E GELEE,

RREBETNIDRE

1. BELEHABFHNRBENERARIERE , Infrastructure Composer R ABH MR |, MEWIRE
3 LB,

EEEIRGESHTETREAEINERRENE , FFRIEEHA, i, BAUT 2 Infrastructure
Composer REIEERM AWS Serverless Application Model (AWS SAM) £ 4843 .

FR2 RR{BILESR 19


https://console.aws.amazon.com/composer

AWS Infrastructure Composer

FMBABER

N Transform: AWS: :Serverless-2016-10-31
2 v Resources:
3v  Api:
4 Type: AWS::Serverless::Api
Sv Properties:
6v Name: !Sub
7 - ${ResourceName} From Stack ${AWS::StackName}
8 - ResourceName: Api
9 StageName: Prod
10v DefinitionBody:
11 openapi: '3.0'
12 info: {}
13v paths:
14v /items:
15v get:
16v X-amazon-apigateway-integration:
17 httpMethod: POST
18 type: aws_proxy
19 uri: !Sub arn:${AWS::Partition}:apigateway:${AWS: :Region}:lambda:path/2015-03-31/functions/${ListItems.Arn}/invocations
20 responses: {}
21v post:
2v x-amazon-apigateway-integration:
23] httpMethod: POST
24 type: aws_proxy
25 uri: !Sub arn:${AWS::Partition}:apigateway:${AWS: :Region}:lambda:path/2015-03-31/functions/${CreateItem.Arn}/invocations
26 responses: {}
27v /items/{id}:
28v get:
29v x-amazon-apigateway-integration:
30 httpMethod: POST
31 type: aws_proxy
32 uri: !Sub arn:${AWS::Partition}:apigateway:${AWS: :Region}:lambda:path/2015-03-31/functions/${GetItem.Arn}/invocations
33 responses: {}
v nut: A

2. REBRETEARANERRE K FEREER.
3. HEGESMBAPEREEARINER  FEERE,

List Resources

Api

Items

APl Compute
Listltems
Createltem
Getltem
Updateltem

Deleteltem

4. HEBTERAGCE

REBBEE.

mEEER, LACEERTAREREARIXEBN R, EUNESF

FR2 RR{BILESR

20
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List Resources

[ Q, Search for a resource ]

¥ Enhanced components (13)

APl Gateway

e

Cognito UserPool

Cognito UserPoolClient

800

DynamoDB Table
EventBridge Event rule @
EventBridge Schedule @

5. REERBIEATRD A FEAELXFE, NFEHFEES , F2RES A EESR L.

TR3 . ERENEARERNER
EHTSBH | Ei5EBK Lambda BEEFTE E DynamoDB BRI R RIEREAEERE,
# Lambda BN E#7i8 £ DynamoDB & ik

1. REFHACE (BR), # Lambda HEIEEE THFHERZE| DynamoDB BRI X FABINER L.

HR 3 WREWRE 21
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n [ unsaved changes Menu Vv
List Resources o
D rempine £ Arone

(@ search for a resource )

API Gateway

Cognito UserPool

Cognito UserPoolClient

DynamoDB Table

PEE6 B

Lambda Function N b,\
8- -

EventBridge Event rule

EventBridge Schedule @ ®
Kinesis Stream

Lambda Function Q

2. #% DynamoDB BERlKREEZE Lambda H¥. EEEEEM , 55— T DynamoDB ERlFRFH A
AIERE | WSHKERE Lambda REFH A AIEREE,

3. EERHINEEmRETEB T

n [ Unsaved changes Menu v
Ls Dremine @ amnge
(@ search for a resource )
e = i
N\ p o A\B
Cognito UserPool . " . unetion .
B—
Cognito UserPoolClient
-0 o——
DynamoDB Table @ ““““““ m
- © buteatem [\
Eventaridge Event rule
x
EventBridge Schedule
Kinesis Stream = @
. Connection made between Items and Function v Q
Lambda Function &

4. FREEH Lambda B¥, HEEITRE , BT FIEF—HEE .

- HEETREAYT , BRERBHERLENREEY. SERKER , FEM T Lambda &
B, HE , BHFH , ARREFHES. NFERBUEERF A ATRE Lambda B
BEENFAER , F26B AWS Lambda A SERE,

. HEEARED  EHERBHERNEE (AWS: :Serverless: :Function). Infrastructure
Composer EHEGIEHNEERSETER, NFE AP AWS SAM HEERNFHEMET |
ZRBAWS SAM ERFMB S EH M AWS::Serverless::Function,

3

HR 3 WREWRE 22


https://docs.aws.amazon.com/lambda/latest/dg/index.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/sam-resource-function.html

AWS Infrastructure Composer HBEABER
SR 4. BEENVEARER
FORKERAERNSEAREEAKER , SIALKEY , UREFEHEARER,

FEHRTFENERAERES

1. fRIRERT , BHEF > RESERER,
2. RENESIEHERE  AREEIUERLNVERREFEE, BEE.

MERMAAMBELSNIETR , 520 7£ Infrastructure Composer 32 & A5 25 M fE 17 B EHE,

SRR
EERKEELNE—EEARR , 528 #/ Infrastructure Composer & 1) F —EEARER,

£ Infrastructure Composer ZE &1 E —ERAER

EARHBRRED | BEFEH AWS Infrastructure Composer BB, EEL, EHHMER (CRUD) &fd
fREsrEAREN , WEBERERNERE.,

EARHBRRED | RMSE BEEA Infrastructure Composer AWS EEB XA, RFIEZREEH
Google Chrome®} Microsoft Edge , AR £ ¥ B RIERRE,

® BRE-IRERERIRRE ?
BPEBREHTIZERELRN TH#
- SHEDHERE
- ERREAIEIE (1aC)
- EARIRRM

MEFMER , F2E WERMRSIBZ AWS Infrastructure Composer,

ES |
- SR BUENER

SR 4 REENEARR 23



AWS Infrastructure Composer HBEABER
- SR2 B FEAFEESE

« HEE 3 BRELH APl Gateway REST API

« SR 4 F/E Lambda EH

- SB5 BEEEN A

- SBe . REER

- SB7 . FEBAEE DynamoDB Bl &

- S8 8 . MBEH AWS CloudFormation #i7x

- SR BREDEHHERTERE

- BRESER

BEEEARENR A BEALREMASE , LIEE Amazon APl Gateway AWS Lambda & R &
,

Method iz EKd HBEBE
GET /T8 H getltems
GET [/items/{id} getltem
PUT f/items/{id} updateltem
POST /" H addltem
DELETE /items/{id} deleteltem

SR BUEBHESE

EERBER CRUD ERIARESEATREL |, 551 Infrastructure Composer M $THEZR | I BUH &4
|E.|’ o

BYMNZEAER

1. & A Infrastructure Composer £ &,

2. EHHL K EEEVEZR,

ERBM 24


https://console.aws.amazon.com/composer/home

AWS Infrastructure Composer HBEABER

MTEFTR , Infrastructure Composer EFRIRELER , YBAKE (FH ) ERAEIELR,

o~ | Menu v
List Resources .
%8 canvas Template &% Arrange

[ Q_ Search for a resource

(-

API Gateway

Cognito UserPool

Cognito UserPoolClient

DynamoDB Table

606006

EventBridge Event rule

%5

EventBridge Schedule

Kinesis Stream

Lambda Function

B e
jo

R AR
1. RERFRERSHFIDERTD  BRHEET > BRAXRKRS,

Menu A

Create
New project
Open
Template file
Project folder
Save

Save template file

[ &y Activate local sync ]

Support
Tour the canvas
How to deploy [4
Documentation [4

Keyboard shortcuts

2. SHHERNE  BETEMERRK  RARFEZFRH, ER Infrastructure Composer BT ERFRATHRIRE
FNRLEFERNERRNULE,

SR BULNER 25



AWS Infrastructure Composer

FMBABER

ERUEFTFESRANEAEAER,

® Note

FHERSTEEXEERRRFEAPI WRER, WFEFEEA ,

Composer 7] LAFZEY,

3. HEAMFFHNRERE  FHERRBESR.

4. BTHAURRA#RERY, HAREEENRTE ,

B | Autosave ISR SBRNEEMNELFESE,

FR2 . BFRWBEEER

mERREEE,

58 BData Infrastructure

R iR 68 AR B ST R RERETIE FAE U448 | 1€ API Gateway REST APl M E & Lambda BN FH .

# API Gateway Ml Lambda <8 =&
RERMRIEERBE THERT |, #1175 EE -

1. # AP| Gateway FHERZFIE R L,

2. #% Lambda R FHERINER L, EENTE  EFEK AR Lambda HEFHIBEER,

n 3 Autosave tutorial/template.yaml
List Resources B Template a" Arrange o

[ Q_ Search for a resource

(-

Lambda Function

o Function
API Gateway

Lambda Function

Cognito UserPool 2 a i
Function2

(o]
Cognito UserPoolClient

Function3

DynamoDB Table GET/ O

EventBridge Event rule Lambda Function

o Function4

EventBridge Schedule

Lambda Function

Function5
Kinesis Stream

EOEEE6068

Lambda Function

API Gateway L
‘ ()
Api Lambda Function
o

MERR

26



AWS Infrastructure Composer

FMBABER

SE 3 . SRELM AP| Gateway REST API

EE &K API Gateway FH I8 R ERKH,

HE R B E API Gateway =

1. BARK API Gateway FHERBMER. & ZBERENR ,

BEEEEA.

2. HEERBMEMRA Routes T , BT THIENME :

® Note

HR T EERS

a. &HHAEE | BIBEEN HTTP A%, fflin, GET,
b. &R, MARENERE, HlW /items,

c. IiZIE Add route (FTi8EH),
d EBEHELRSE K EIEHEMELEEENEHAL,

3. EERTE

AERAERBEESERTEEN HTTP HEMBERE,

n 3 Autosave

List Resources

—
©
S
8
3
5
3
S
)
b
8

J

API Gateway

Cognito UserPool

Cognito UserPoolClient

DynamoDB Table

EventBridge Event rule

EventBridge Schedule

EOEEEE66

tutorial/template.yaml

°8 canvas Template &% Arrange 9
Lambda Function
o Function o
Details Group  Delete
API Gateway W Lambda Function
Api O Function2 o
GET /items (@]
GET /items/{id) Lambda Function
rems/tl O O Function3 5\\: o
PUT /items/{id} O
Rosy/em o S Lambda Function P
Function4 U\
DELETE /items/({id} O unetio

J

Lambda Function

% Function5 o

@
Q

Menu v

Resource properties X

Method

GET v

Path
/items/{id}

o
F
3
]
2
3
3
-4
3

Method
PUT v

Path

/items/{id}

o
1
3
3
2
s
3
s
s

Method

I

POST

)

ath

HER 4 : 5%7F Lambda &
MERBESEZXRTMIEE , AHE Lambda BRE&H B

AEM TR, 3E , BRFH , RRE

SR 3 RELK REST API

27
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FMBABER

WA

Lambda B4&

FIR Lambda B FHERBIEER. EEFRBER  FEM IR, 3E , BR+H , RARE

BEEEEA.

HERBEERT , HEEE D, G AREENHHEHE. Sl getItems,
BEHF

ERLRSR  EFEEwEMERERE.

n [ Autosave tutorial/template.yaml Menu v

List Resources ] Template & Arrange 5 Resource properties X

(Q sea

-

rch for a resource

Lambd;

API Gateway

Cognito UserPool

DynamoDB Table

EventBridge Schedule

Kinesis Stream

AWS::Serverless::Function
Lambda Function
fo) . o . Lambda
getitems U 2 Function

Runs code in response to events

API Gateway Lambda Function
Api O getitem o
Cognito UserPoolClient (o] Logical ID
GET /items

If you update this value for an existin
the

g
Lambda Function resource, r:‘ will be deleted and
replaced wher
o updateltem V) o M

GET /items/{id} eploy this stack

0008
oooooﬁ
w— g

EventBridge Event rule . .
DELETE /items/{id} o Lambda Function o Package type
(3]
POST /item additem

Details Group  Delete Zip M

Z

o
Lambda Function K Source path
deleteltem ) Path to function code directory relative to

@ SAM template

Q -

B e

la Function

SBR5 EREN TR

#% API Gateway + £ Ry B BEEFI HEEE Lambda B~ , WERBIESEREE

B

1.

2.

N0 )

B —T API Gateway * EVAEEE | W HEBERETE Lambda WEFHVAEEE, Hlu, &

—F GET /items E#FE , WA HERZE getitems A AEREE,

ERELRIER , EFECEHK API Gateway = LAY £ EBF {ERE HIEEFIH R Lambda BB~

HER5

CEEENFRR

28
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3 Autosave tutorial/template.yaml Menu Vv
plate.y
List Resources B Template a" Arrange o
(Q search for a resource )
Lambda Function
" getitems & o
API Gateway U‘!.’U
Cognito UserPool API Gateway Lambda Function x o
Api getitem )
Cognito UserPoolClient GET /items
GET Jitems/{id) Lambda Function o
items/{i
DynamoDB Table O_f_o updateltem 0
PUT /items/{id}
EventBridge Event rule @ DELETE /items/{id} Lambda Function
additem & o
POST /item
EventBridge Schedule @
Lambda Function
o deleteltem & o
Kinesis Stream %
Q
C tion made between Api and additem v Q
Lambda Funct &

EiB#& Lambda BB 2 A BEFIFT R FREBRBILER.
A BB 48
1. 1RE Shift , RLEEH LIZEEE Lambda BREF.
2. BIERE.
RIEH Bl
1. B TEHERR (B MnEaER.
B4R 88 1t TE AR B B B Ko
2. EREABMEARNIBFEASRES , WA APL
3. EBERRF
ZHIEH R A
HEETNERARE LS , BERE.

Infrastructure Composer SHE5IWHERBILER LWAE RS , SRENHEE AP) , MR :

SR6: BEEM 29
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FMBABER

List Resources

J

(@ search fora resource

API Gateway

Cognito UserPool

Cognito UserPoolClient

DynamoDB Table

EventBridge Event rule

EventBridge Schedule

Kinesis Stream

Lambda Function

EOEPDO66

tutorial/template.yaml

Template &% Arrange )

API Gateway D D i Api
N %
Api i
GET /i Lambda Function
fitems getitems
GET /items/{id}

Lambda Function

PUT /items/(id) Oio getitem
DELETE /items/{id}
Lambda Function

POST /item updateltem

Lambda Function

additem

Lambda Function

deleteltem

(A
8-
8-
(A
8-

Menu v

SR 7 8 FiER DynamoDB ERl &

A | # DynamoDB ERIXFIEETEARENEE , WA HEEZ Lambda RE.

¥ 18 FNiE# DynamoDB &Rk

1. REFACE (BER) WERTHEERT , # DynamoDB Table FHEREIE M L,

2. ¥ —T Lambda B~ LW AEEE | WHEHEHHEREZF DynamoDB ERIR T LERIE,
3. EREL—ELE 6 BEREEFERME Lambda B +~E# 2| DynamoDB ERI&RF,
4

(IBA ) FEEFMEBNENEEES LN, FREHF

List Resources

—

(1Q_search for a resource

AP| Gateway

Cognito UserPool

Cognito UserPoolClient

DynamoDB Table

EventBridge Event rule

EventBridge Schedule

Kinesis Stream

Lambda Function

06060 6

tutorial/template.yaml

Template &" Arrange o

Api

;ﬁ;;uevmv )

o Lambda Function
GET /items getitems

GET /items/{id}
Lambda Function
PUT /items/{id}

. sethen
DELETE /items/{id} Oﬁ
Lambda Function
o ()

POST /item
t:::;::;:‘“"
”

Lambda Functio
deleteltem

Connection made between deleteltem and Table

DynamoDB
Table

Menu v

#718 DynamoDB &%l %

30
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FHER 8 MERE AWS CloudFormation &i7x

REL | CERYRATEBHETHENEARFEARN, &% , BFHARURE Infrastructure
Composer A& BB E4M AWS CloudFormation 75,

£ 884w | Infrastructure Composer EE&Z ~5EH :

« TransformE & &8 AIEES AWS Serverless Application Model (AWS SAM) &4, mMFEH
&R , 528 ( AWS Serverless Application Model Bz A B35 FRIAWS SAM EA4E#E,

« AWS::Serverless::Api &R , EEEEHERHI API Gateway REST AP,

+ BH{EAWS: :Serverless::Function®/R , $§7& Lambda HEMERE K SREHERESEFF TR
Ko

« AWS::DynamoDB: :Table &R , #§E &M DynamoDB ERlR R HE .,

+ Metadata EER , HhEBEEREE (AP) WHEBES. MEAGHNFMEENR , BF2EAWS
CloudFormation  fEAEER) FHPESE,

n [ Autosave tutorial/template.yaml Menu v
List Resources %8 Canvas
[Q Search for a resource ] I Transform: AWS: :Serverless-2016-10-31
2 v Resources:
3v  Api:
API Gateway 4 Type: AWS::Serverless::Api
Sv Properties:
6v Name: !Sub
Cognito UserPool 7 - ${ResourceName} From Stack ${AWS::StackName}
8 - ResourceName: Api
9 StageName: Prod
Cognito UserPoolClient lov DefinitionBody:
11 openapi: '3.0'
12 info:
DynamoDB Table ﬁ M pa;hi:
v items:
15v get:
& e R
18 type: aws_proxy
) X 19 uri: !Sub arn:${AWS::Partition}:apigateway:${AWS: :Region}:lambda:path/2015-03-31/functions
EventBridge Schedule & /${getItems.Arn}/invocations
20 responses: {}
21v /items/{id}:
Kinesis Stream 2v get:
23v X-amazon-apigateway-integration: 4
Lambda Functi a\) YAML Ln1,Col1  @Erorsi0 A Warnings: 0 @

SR BEINENRABRTHERE

£/ Infrastructure Composer I HWEARERMBERB &% , LLE—FAFENTE,

- FIBAMEL | B LU Infrastructure Composer EZ B A ER E/Y IDE | LAUNEB ., MES
HER , 5520 5 Infrastructure Composer 2 A B4 |DE E#2,

S8 REBHEAR 31


https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/sam-specification-template-anatomy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/metadata-section-structure.html

AWS Infrastructure Composer HBEABER

s BBAKREL | BRI EARBER A AWS Serverless Application Model @55 55 EH (AWS
SAM CLI) AN N ZBEAREN. WRFMER , F2E8 FEH Infrastructure Composer FE A AR
SHEAEXITEE AWS EiR,

®RET R

BB A LAERA Infrastructure Composer EEBCWEARER . MEMEA Infrastructure Composer #J
RAFHER |, FE28 wafE PiRE AWS Infrastructure Composer, &R EBFHERARENE ,
B2 #BIEH Infrastructure Composer A RESE AR LB E AWS Eif,

®rESR 32
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o LLEE AR E A Infrastructure Composer

BAIRREFE A, £ CloudFormation 12 &A1& THY Infrastructure Composer AWS Toolkit for
Visual Studio Code £ f Infrastructure Composer, HAEE NWEARGIHEELE , EEEME ,
clRELHNER., FERUSERRNFRER.

FEFEA AWS Infrastructure Composer £ & 2R T EARRNTEMR S, FECloudFormation
FiEAE N RMEE CloudFormation & TERIEE S Z Infrastructure Composer IRANHIFFEMME A
AWS Toolkit for Visual Studio Codei2t1E VS Code HZEUHM £ A Infrastructure Composer I HEEE
Ao

e

« £ AWS Infrastructure Composer =& &

* 7£ CloudFormation E#&#&E X A A Infrastructure Composer

« #& £ Infrastructure Composer AWS Toolkit for Visual Studio Code

£ AWS Infrastructure Composer £ &

IR MH AWS Infrastructure Composer # Infrastructure Composer 12 & FEHERA HEEHER,
iE =2 Infrastructure Composer FITEEREEER , th 2 RE Infrastructure Composer MY T35, BB AT LA
Infrastructure Composer 1 S EA# IDE S, MFEFMBEN , F2 8% Infrastructure Composer
FEEEAH IDE EE,

B e LA VS 2B Y AWS Toolkit 7B Infrastructure Composer , th A] LAE P9 ERET A 1
Infrastructure Composer #&£ 3 CloudFormation,

WZERE A Infrastructure Composer B —fi&R XX ¥ , 5520 WARS.
FE

« AWS Infrastructure Composer £2 A1 B R R B E

+ f% Infrastructure Composer T AEEBENER

+ # Infrastructure Composer £32 & B |DE jE#2

o RAFF#BEFH Infrastructure Composer F Y ZAS 58 3=

 f£ Infrastructure Composer TR AFAEB L NREEFLENER

« # Lambda XA SEEE A Infrastructure Composer

+ [EH Infrastructure Composer {88t EWm &

Infrastructure Composer £ & 33
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FMBABER

AWS Infrastructure Composer 2 AR B XN RBIE
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Infrastructure Composer is now available as part of the AWS Toolkit for Visual Studio Code. Learn more [
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AWS Toolkit for VS Code [4

Import a Lambda Function [4

About
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How it works: = el

» Drag and drop any CloudFormation resource on a visual canvas o

» Connect and configure enhanced components to automatically build laC for an
application architecture

» Seamlessly transition between authoring workflows visually with Step Functions
Workflow Studio and defining resources with Infrastructure Composer
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AWS Toolkit for Visual Studio Code
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Menu a
Create
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Open
Template file
Project folder
Save

Save template file

[ Activate local sync ]

Support
Tour the canvas
How to deploy [

Documentation [4

Keyboard shortcuts
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£ 89 Infrastructure Composer R Bt BLE AWS Toolkit for Visual Studio
Code

R #Y Infrastructure Composer #381LE&ET T & AWS Toolkit for Visual Studio Code @R BV EM |
HhaFTINEGPR/ENTH , LIRTH,

Infrastructure Composer & Arrange ¢ ne : Resource properties X

List Resource

@ DynamoDB Table

Q

¥ Enhanced components (14)

API Gateway
Items
Cognito UserPool
Partition key

Cognito UserPoolClient = id
reatelte

Il partition key type
DynamoDB Table

String
EventBridge Event rule Updatelte Sort key
EventBridge Schedule
Kinesis Stream

Lambda Function

Lambda Layer

1. ERAEE - BRETUERANFR,
2. FH R - K 24K Infrastructure Composer BB K BB HEITEE
. EREEY -BEUHEEENNFhH,
4. BE - BTEARSERNEMREER,
5. BIR - ERERABGHE,
6. ZEHRUH - BENBEREER,
7. 55 - EEA D HSIEARENRE,
8. B — B 8 AWS Serverless Application Model (AWS SAM) CLIsam sync@i S RZIBEBLEHWERRE
‘to
9. BE - RM—HEE , flw:
EHER
- EEENR
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« MHRER
- RRERER

10ERBERER - BREEEFTPERNZFHFNEEBE. LERIDEN. BRHNBUEEREER
ERAMEE,

MFERH -EEFLERFAIREA.
12Line - KT+ Z BEHER.
138HE - —#FF. BN ERBIEABN R,
148 - EEFEHMF R,
15 F BIE - SRS LA+ 5 R E A B 4E.
- FHEA - BERERBEER.
- BHE - BRI RO EE R,
- MR- REAMEBARFBBRES
16EMEHF - ERBLER LENEFEAERNER.
17HEHR — MR RMENER.

% ZHY Infrastructure Composer AWS Toolkit for Visual Studio Code

BREAXEFRMNIER , £ F Infrastructure Composer AWS Toolkit for Visual Studio Code.

(® Note

BB T BRI ZHE Toolkit for VS Code AWS Toolkit for Visual Studio Code , F&ER 17ER
Infrastructure Composer. MFHERA , FHSE T & Toolkit for VS Code,

# Toolkit for VS #Z X 8B Infrastructure Composer
&0 LAUEIR T 5E 5 N F B Infrastructure Composer :

1.  f&1EMT CloudFormation 2 AWS SAM & ZAH1i2EY Infrastructure Composer %l
2. BBARIEE , £ CloudFormation = AWS SAM & & FiR—TBEE AR,
3. £ VS Code Command Palette,

LR 2% Infrastructure Composer % #t#7 B Infrastructure Composer B &4l
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template.yam| % template.yam| (Infrastructure Composer) X

Infrastructure Composer < o Arrange

Lambda Functi
StockCheckerFunction

API Gateway

[E Furlct
StockSellerFunction
Cognito UserPool

Lambda Function
Cognito UserPoolClient E StockBuyerFunction

DynamoDB Table D DB i bl
TransactionTable

EventBridge Event rule
EyentBridge Tim,
ImplicitTimer
EventBridge Schedule
Kinesis Stream
Lambda Function

Lambda Layer

RDS Database (External)

WEFEFE Infrastructure Composer FVFFHIERR , FZBAWS Infrastructure Composer # Toolkit 77EX

o

RS EHEE NERBEHBE AWS B

£/ AWS Infrastructure Composer ##I[E % #& AWS Toolkit for Visual Studio Code , A% &I FER
BAHBEE AWS Eif,

ESRME R sam syncinHIHRME () BiE AWS SAM @ CLI.

sam sync R AUSBHHERAEN  IREEEREFTENEBERDSE AWS Ef, #iTsam
syncAlge @& T 51ER

- £ BELWEARENsam build , BBREILREHAKE . aws-samB FERERBEIB A A KEFE R
BEAER

- HIRXZE AWS IRIE APISHEIR , AWS SAM CLIKER APIs BB EMWEE, AWS SAM CLI iE#
fi m] BABR IR BB 37 B i P R B R o

. WMBENE , AWS SAM CLIZ# 1T AWS CloudFormation 38 |, EBR S FE TR EEHE,

EFREBEHEHERK , sam synci PTRESREMZIIRE K BLNEZNARTERES S,

BLE AWS Eif =


https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/appcomposer-overview.html#appcomposer-overview-access
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EE#—F T sam sync, F3 B ( AWS Serverless Application Model B8 A B15R) FMER
sam [FF,

=L

axX ;B

# E £ Infrastructure Composer RERARLSIhEE , BUBEEAREER E 2% AWS SAM CLI, WER
B, FE2E (B AEIERE) PZEE AWS SAM CLI . AWS Serverless Application Model

E8E R Infrastructure Composer FHIE S IhEER , AWS SAM CLIESERINAREER , LIS
BEARARLSE rENENRA AWS Eif, NFEY, SANERERERNRA , F2H (AWS
Serverless Application Model B A E1E/8) PHRESERHNE,

BN FENEAREN
BENEARRESE AWS B

1. i#H Infrastructure Composer £ L E L izER,
2. BUREgWERFREAEEFEARBEBRNIRER, BEIEEEE,

3. Infrastructure Composer AJBEE R RIEERE T & E .

- AWS Bif - ERSEARANEE,

« CloudFormation # &% & - CloudFormation &M B, SR LIENRENHEEEBRNE
MEBRETE,

« Amazon Simple Storage Service (Amazon S3) f##Zkr#8 — Amazon S3 EZrRANEE. AWS

SAM CLI #$E L EHENFHRENEARAERNKEEN R, EUNERAENHEETENR
BB ERTE,

Infrastructure Composer #$EXE AWS SAM CLIsam sync@<$ , Y7 IDE R IHERENGHE
HE,

AWS Infrastructure Composer # it £/ Amazon Q Developer

AWS Infrastructure Composer B9 AWS Toolkit for Visual Studio Code 122 FIE S Amazon Q, & 1]
LAEERETERARRRNEF | #£ Infrastructure Composer Amazon QF {Ef REL AWS BRHNERRETE
X%,

Amazon Q R —#kHIR, HKAKSEETRMTNERNBELES, EEE—STH , 2B Amazon Q
Developer  fEAEIERE) FHHER Amazon Q?,
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HREEERNFETHF , BULUER Amazon QAL ERELERFREABER.

Resource properties

ol EC2::
_)EK_ AWS:EC2::VPC

Editing

Logical ID
Jpdating thi

Details Group

Generating can take up to 30 seconds.

BEERMNEZETHFA LUK CloudFormation BR= CloudFormation EIRES ., MEFMEA
$52:@ 7£ Infrastructure Composer REREFEHRE 5o

BRIE

= EAmazon Q£ Infrastructure Composer F{EMA , B4 ETE Toolkit Amazon Q£ EITH 75
&, WFERA , 52 BAmazon Q Developer { £HEIEMAmazon Q) F#Y VS Code H JetBrains #
7 AP,

£ Infrastructure Composer Amazon Q DeveloperH fi F
1A LA ME AR R B R S AE X st 4= Amazon Q Developerfy & RBHEERER -
£ Infrastructure Composer Amazon QM {& F3

1. REEEFRIEETHAFP , ARERBEER,
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2. REEFELBEL. EWUITEFFVERSRERRE.
3. EME4ARZIRMA, Amazon QEELEER.
® Note
EhEREENEABTEEEHATHEENERSBERENR.

EEEEEZER  BENEWEL. SULYREFRLERER,

EEREGEE  FREEN., ZUMEEEABREFZEEARNZH , £B8URENEXE. 5Z

BEMAREE , FRIUEEE R (X).
6. HEXKEABREILNEARIER  FRERBEERPENHET.
H—F T i
EEE—5 T Amazon Q , 552 EAmazon Q Developer R &)Y FHMTERE Amazon Q7.
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W7 FHRE AWS Infrastructure Composer

REEER Infrastructure Composer £3# A, CloudFormation £33 &E X £/ Infrastructure
Composer B EABESAWS Toolkit for Visual Studio Code, EE8EH#hER | ANEIF R EERE A6 A
Infrastructure Composer R EEFARXWERFHES , YIS HMIIENERNWFHENRA. ETEE
M VS Code B85z EWIhER — L& , XEFNEESHRA LB R EL BN BEMNE.,

REERAERR® , BHERBEFEER Infrastructure Composer E [ RESEFAREXILEE AWS EiniR
HEBIEEAERNNER.

£

« # -+ BJE Infrastructure Composer BIiR Bt EF £

 ¥£ Infrastructure Composer BWR BV EMm LA+ pHE— &

 f£ Infrastructure Composer iR BV EH LEE R A

+ F1ff Infrastructure Composer F1 8= 5 B4R

+ ¥£ Infrastructure Composer BR BV EH LS = A

+ £ Infrastructure Composer R iR EMEH = 5

« £ Infrastructure Composer F IR+ &

« {£/ Infrastructure Composer F#J Change Inspector ¥R 2 3\ 6 E#

« 2 Infrastructure Composer F I S\ 3548 5=

+ 7 Infrastructure Composer B2 Amazon Virtual Private Cloud (Amazon VPC) &

#&F 5 B Infrastructure Composer IR B{L B L

AEFFRBA MM FE Infrastructure Composer TR BILERFERNIERFH. FRRZH , FEREELN
ERARASENLER  UREMNEB AR, MFHTHAEENMWER , 5528 A Infrastructure
Composer ZE RN E —BEARER,

FER TR AREEARER K FRERERACRERIRBLER L,

BRAHRESER L 58



AWS Infrastructure Composer HBEABER

List Resources Templ Ao e
[ Q Search f ]
API Gatewa y
[] D aaaaaaaaaaaaaaa
© Funct ) o
Cognito UserPool
Cognito UserPoolClient Details Group = Delete
APIGatewsy ~  (PWS A Lambda Function
DynamoDB Table Api {anninnz D\
(¢]
GET/ o
EventBridge Event rule @
EventBridge Schedule
n
[t
Kinesis Stream
Lambda Function b @ Q
Lambda Function Q

A RERMERENFPETERE R T4 FNEE 1aC BER .

EREBER LREFRRF 2R , EBRASE, ER. ZENFREFH. NFHTIHEXNEEEN ,
w2 T :

« f£ Infrastructure Composer VR B{LEm LA FH pHE— &

+ 1£ Infrastructure Composer (ViR Bt E/m LiEEFH

+ ¥£ Infrastructure Composer R BV EH LHEHIF A

+ ¥£ Infrastructure Composer FEREFEHFH

£ Infrastructure Composer VR BV EMm L~ DT —E

AEIFES AR AERERTAFNEETAFHFAET. 2EFAHBEsBENARER , MESE
ZREFEBZANEABTREFERL

o iR E TR
BMES XA HRE TR OB~

« BT shift i, EREBIENFH. AR, REFRDFEDRRRPBRIEFSHE
- EREPENGREN R, RETHNMRERYP  EIHEE. ESRMEEREMF R,
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n [ Autosave sam-app/template.yaml Menu v

List Resources E] Template &% Arrange o

[ Q. Search for a resource

(-

API Gateway

Cognito UserPool Functions
Cognito UserPoolClient Lambda Function K :
O Eunction Y O :
DynamoDB Table 4
Lambda Function
O Function2 5\.\: o :
EventBridge Event rule
Lambda Function
O Function3 5\.\: o

EventBridge Schedule

Kinesis Stream

000606

Lambda Function

RRETH R DA% — @
THEAE TSR ERG BT BRI R AR —ES R

Resource properties X

l‘\-\’ AWS::Lambda::Function
D CFN Resource

Editing [ Function A ]

Details Group
H Role “

Standard Component "\_\‘ Logical ID| Function v
Function 0 Updating this value will generate a new resource when this

stack is updated.
Role

Function [ Function }

Resource configuration
Updating this value will change the resource's properties.
Replace all placeholder values before deploying.

Code: {}
Role: !Ref Role

( Resource reference [4 )

EERBUER LNEFREEMWALTP , RoleEB# Lambda BB F2E ., EEENAGFIERE
LHRYBREF,

BEELHFDERSE @ 60
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£ Infrastructure Composer iR Bt EMR L EEFH

FER I ERER T B AMAE Infrastructure Composer FIiEEF ., ANETIEEEEERIEHRE THFHE
ETHFNFHER, chiRE—LHE  REFFERHTRAR

BEEERA A+

EEBE AL | ERREURB S AEB TETERNLE,

- FRAANEERERRFRAREURAS -k,
- FREAMNEBEERTFRERERS —RFAUA,
BTk FANAEEEYREERES SRR WAEEE | R EEE -,

:Pll)iG aaaaa y

O ) Lambda Function G
GET /items 00— N Function &\-“ q

ERBETERE K ETSRAE  BLRAEEEEERI. EBEAELLESR Infrastructure
Composer IS ELUMHAEIELS, MREREIY , B LUEREARIEUFHEHNENERRBERES
RAFEEELR,

o RIUEF , BE-—TASURREBERERN, £ER , B EFERT WL Infrastructure
Composer R#RE RHYELR,

- KBE SETALR. BUNENERRE Y FHERENERFREEXBROEZER,
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“ (1 unsaved changes Menu ¥
List Resources s
Template &7 Arrange *y

{ Q_ Search for a resource

J

API Gateway
Cognito UserPool

API G
> ateway []'ﬂ

Cognito UserPoolClient GET /items (@]

DynamoDB Table o Lambda Function x o
getitems )
EventBridge Event rule
EventBridge Schedule
Kinesis Stream
Lambda Function

Lambda Layer

S3 Bucket

PEOOEEE666

B RS ER A T RIEEE — R | Infrastructure Composer E BB EE AP E YV ERMREERE |
DR E R 2 BB EREE %o

EEEETH R (FX 1aC EFEF)
BEaQCERFTITEEANEYHEMEREFENERE, EFHELEHE , Bl EREAERNWE

AHIETEEHIREEEEER , Infrastructure Composer € BEMERIELER , W EFHZ2BEFERAERET
fRE\. UTREE TS FEEEE T~ 2 B ERE S

RunTaskLambdaFunctionlAMRole ScraperBucket
RunTaskLambdaFunction

Standard Component
RunTaskLambdaFunction [S\\J 3 Bucket @
(@)

T 5 & HIFER Lambda BE{IN{ATEE Amazon API Gateway #5E API ZE#R :

AWSTemplateFormatVersion: '2010-09-09'
Resources:
MyApi:
Type: 'AWS::ApiGateway::RestApi'
Properties:
Name: MyApi

ApiGatewayMethod:
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Type: 'AWS::ApiGateway::Method'
Properties:
HttpMethod: POST # Specify the HTTP method you want to use (e.g., GET, POST,
PUT, DELETE)
ResourcelId: !GetAtt MyApi.RootResourceIld
RestApiId: !Ref MyApi
AuthorizationType: NONE
Integration:
Type: AWS_PROXY
IntegrationHttpMethod: POST
Uri: !Sub
- arn:aws:apigateway:${AWS: :Region}:lambda:path/2015-03-31/functions/
${LambdaFunctionArn}/invocations
- { LambdaFunctionArn: !GetAtt MyLambdaFunction.Arn }
MethodResponses:
- StatusCode: 200

MyLambdaFunction:
Type: 'AWS::Lambda::Function'
Properties:

Handler: index.handler
Role: !GetAtt LambdaExecutionRole.Arn
Runtime: nodejsl4.x
Code:
S3Bucket: your-bucket-name
S3Key: your-lambda-zip-file.zip

LambdaExecutionRole:
Type: 'AWS::IAM::Role'
Properties:

AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: lambda.amazonaws.com
Action: 'sts:AssumeRole'
Policies:
- PolicyName: LambdaExecutionPolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:
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- 'logs:CreatelLogGroup'
- 'logs:CreatelLogStream'
- 'logs:PutLogEvents'

Resource: 'arn:aws:logs:*:*:*'

- Effect: Allow

Action:
- 'lambda:InvokeFunction'

Resource: !GetAtt MyLambdaFunction.Azrn

£ LiRgEflF , ApiGatewayMethod: FHHMERNBTH B EIntegration: EEEEMEKFHNE
HEEBRER.

£ Infrastructure Composer HiE$E+ F #Y & 5l
5 A< BT Fh 1Y 8345 2R 7 B GN{AT7E Infrastructure Composer HEEEF 5,

E 18 B /&£ Amazon Simple Storage Service (Amazon S3) F#FETE R , WA AWS
Lambda BH &

ZEHEHIF , Amazon S3 FEFEFE <& Z| Lambda BIE ., 7£ Amazon S3 FFEFETHRBIER
B, @A Y, A% ZRETAREEEESBREEAERPINEHES 4,

S3 Bucket Lambda Function
MyBucket t MyFunction \

WEBEEARBEZEHN, LT R Infrastructure Composer fiZZHAR :

Transform: AWS::Serverless-2016-10-31

Resources:
MyBucket:
Type: AWS::S3::Bucket

MyBucketBucketPolicy:
Type: AWS::S3::BucketPolicy

MyFunction:
Type: AWS::Serverless::Function

Properties:

Events:
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MyBucket:
Type: S3
Properties:
Bucket: !Ref MyBucket
Events:
- s3:0bjectCreated:* # Event that triggers invocation of function
- s3:0bjectRemoved:* # Event that triggers invocation of function

#& Lambda BXE(I4F Amazon S3 ff1FErEE

EWE PP |, Lambda EHEFEA Amazon S3 #FErEF, Lambda EE( AT AR Y Amazon S3 fi#
FErE A EE #1T CRUD #1E,

_ Lambda Function ' i __ S3 Bucket A
~ MyFunction \- ; ~ MyBucket

WEBEETSEE , B Infrastructure Composer #ii2 :

o f5F Lambda BIE 8 Amazon S3 FEFEEBEEHN IAM BE.,
- B2 Lambda RE1TANIREBESE,

Transform: AWS::Serverless-2016-10-31

Resources:
MyBucket:
Type: AWS::S3::Bucket

MyBucketBucketPolicy:
Type: AWS::S3::BucketPolicy

MyFunction:
Type: AWS::Serverless::Function
Properties:

Environment:
Variables:
BUCKET_NAME: !Ref MyBucket
BUCKET_ARN: !GetAtt MyBucket.Azrn
Policies:
- S3CrudPolicy:
BucketName: !Ref MyBucket
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T Infrastructure Composer R BY+ Fr B4R

£ Infrastructure Composer 1 , A SAE BB R MEETHFFREEMPEEE AWS &
Ro AEFFREA MM ENERME R BEMER,

S T A
AREFENEREBRE T+ | FEIXT , ARBEFEER.

:F;I’;}ateway D,,D Disconnect
s _
Lambda Function -
GET/ O—R @Funcﬂon &\» q

Infrastructure Composer #% B B R B E A , URENEAEXBRE4ESER.
BT

BEAAFTESARBY R MERERNERE, £FHAEHE , S ERRARNEARS
EESMHEEEREMR , Infrastructure Composer E HEIERELER , Y EFH CEEAERSERE
t. EEPENERREHF K FEREARIXSERNTHNEHESER,

T %I &35 B8R E2 Amazon AP| Gateway #5E AP| E4RH Lambda BN :

AWSTemplateFormatVersion: '2010-09-09'
Resources:
MyApi:
Type: 'AWS::ApiGateway::RestApi'
Properties:
Name: MyApi

ApiGatewayMethod:
Type: 'AWS::ApiGateway::Method'
Properties:
HttpMethod: POST # Specify the HTTP method you want to use (e.g., GET, POST,
PUT, DELETE)
ResourcelId: !GetAtt MyApi.RootResourceIld
RestApiId: !Ref MyApi
AuthorizationType: NONE
Integration:
Type: AWS_PROXY
IntegrationHttpMethod: POST
Uri: !Sub

HENEEF A
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- arn:aws:apigateway:${AWS::Region}:lambda:path/2015-03-31/functions/

${LambdaFunctionArn}/invocations

- { LambdaFunctionArn: !GetAtt MyLambdaFunction.Arn }

MethodResponses:
- StatusCode: 200

MyLambdaFunction:
Type: 'AWS::Lambda::Function'
Properties:

Handler: index.handler
Role: !GetAtt LambdaExecutionRole.Arn
Runtime: nodejslé4.x
Code:
S3Bucket: your-bucket-name
S3Key: your-lambda-zip-file.zip

LambdaExecutionRole:
Type: 'AWS::IAM::Role'
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: lambda.amazonaws.com
Action: 'sts:AssumeRole'
Policies:
- PolicyName: LambdaExecutionPolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:
- 'logs:CreatelLogGroup'
- 'logs:CreateLogStream'
- 'logs:PutLogEvents'
Resource: 'arn:aws:logs:*:*:*!'
- Effect: Allow
Action:
- 'lambda:InvokeFunction'

Resource: !GetAtt MyLambdaFunction.Azrn

BRETHF
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EEBRMRFH 2BEIELR , BBRE ApiGatewayMethod: TMyLambdaFunction¥|H#) £
ZIntegration,

# Infrastructure Composer iR Bt & LHEFI+~ &

ERHEFIURBL A REIINBEES LNFH, EER LAFSFHNMERE , £RAIZRBEEA
Ho

]
n [ Autosave sam-app/template.yaml Menu ¥
o cones SR 5

~
0
»
&
8
a
S
=4

)

Lambda Function

Cognito UserPool
Cognito UserPoolClient
DynamoDB Table
EventBridge Event rule
EventBridge Schedule

Kinesis Stream

ety ° R

G008

Lambda Function

£ Infrastructure Composer FEEENIEHFH

£ Infrastructure Composer F , FHE R KREBARKFTEARIEENEIR, ERE Infrastructure
Composer FEREFHE , BUUEREARNPERNFMAENA. ESFEFHEE ID Mo EERS
RBEFMEF. LEFANERAARERBE HFNELEFME,

A TH+ R CloudFormation ERNES , CEHAE—BENF , RS AN, e, ¥FA
ZEFERAEHIMERET. B2 1aC BRFKEXE— AWS CloudFormation EiR. BEIZE% |aC EEF—
BERINEFR L K HEELAEEETH,

AEERAARREERE T4 FNEET A FHFAES.

(® Note

AR EREEARE CloudFormation EEAER TEHARE Infrastructure Composer 125,
AWS Toolkit for Visual Studio Code ZE{##& 4 F Infrastructure Composer B9+ f. Lambda
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B+ FH (Lambda B EE Lambda Layer) EERERNBREREMHLBRAR , MELINEE
£ CloudFormation £ A1 Infrastructure Composer F I FiRt, MEFMET , F2
BI1E CloudFormation E#E&E X F A Infrastructure Composer.

ES -]

« Infrastructure Composer H#y i858 H T4 =

« Infrastructure Composer F I EXE+

Infrastructure Composer FRYIERE TH+

EERTEERETHF  ERRERESSCERBEERPRMRE, HRERERS|IELERESE
WA TR MR, EFREERER | Infrastructure Composer 15 UEH BB RERENIS,

REEBBETHFREEFHMIRE. FAHEREERAERET4AFNERES  WREEFEMINEE
2R EFRER,

WMERBE THFOFMER , 552 E Infrastructure Composer FEYIEEA STHF M Infrastructure
Composer FHYIBRE T F

BF

ERBUERTECER B AFLFRERNEESE, FEEALER , FHT TSR

1. BRI FRUERERBEER.

2. B—TFh K6 ARENFHEFAUNBERERBEER,

3. &% Infrastructure Composer AWS B XA | BN SIXUBERENWEARIERR, tE®.
BEEERE .

TE R AMITE R LR
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n [ Autosave sam-app/template.yaml Menu Vv ‘

List Resources °€ Canvas [ Template Resource properties X
rauwe
1 Transform: AWS::Serverless-2016-10-31
Search for a resource ] B
[Q rch for a resour 2v Resources: A key-value database
Ite]
4 Type: AWS::DynamoDB::Table
API Gateway Sv Properties:
6v AttributeDefinitions: Logical ID
7v - Attr\ibuteName: id ;fy pdl e this value for istin,
Cognito UserPool 8 AttributeType: S resol ub dl d nd
9 BillingMode: PAY_PER_REQUEST pl d h n you d leploy this stack
10v KeySchema:
12 KeyType: HASH
13v St reumSpeFiFi cation: Partition key
ST @ 14 StreanVienType: NEW_AND_OLD_IMAGES "
EventBridge Event rule Partition key type
String v
Sort key
o N
Kinesis Stream O
— Expiration key
3
Lambda Function YAML Ln3,Col6 @®Erors:0 A Warnings: 0 Attribute that specifies the expiration
timestamp for an item

#&H Amazon Relational Database Service (Amazon RDS) £/ Infrastructure
Composer

AWS Infrastructure Composer E & E2 Amazon Relational Database Service (Amazon RDS) & Ih
fiE. £ H Infrastructure Composer Hfy RDS ERIE (43 ) BB i+ , BOLUSEARER
3|5 —1{@ CloudFormation B AWS Serverless Application Model (AWS SAM) 7% £ E 2 Amazon
RDS DBE & . #iTERMAIE,

RDS BEXE (5\&F ) HBETHFAKRES —BEA LER Amazon RDS ER. HHEE :

- B3 — (AKX LEHEM Amazon RDS DBE £ #1T{EE
« Amazon RDS DB{{E

RDS EXE (/&8 ) BB xH+aRRERERESG

K__A
RDS Database (External) E@Z

EEFEAL T , FEHKERSR Infrastructure Composer B4 £, EITRE , WS HEREIHMER,
&I BUEIB Lambda BB AR ERE SN Amazon RDS DBE#EEHHITERE.

ER

EZEFEALLIIEE , EHAFETIER :
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1. IBHIHER Amazon RDS DBE &, #ITHEBRNRELEMA AWS Secrets Manager RE B F &
B, EEE—F T, 588 (Amazon RDS £ EIEM) PHWFEA Amazon RDS #fl E1TEIKE
I8 AWS Secrets Manager.

2. #&1E Infrastructure Composer FHEARA L EARHER , AHWL AT Infrastructure Composer
I,

B
HER 1 RESNEE RDS BEREF
RERERT , #& RDS ERE (/H ) WBETHFERIER L,

BHFH , RREZEFRES , SIBEM T FAUETERBEER. FRNERBEERSEHE !

K__72
RDS Database (External)

RDS database cluster or instance defined outside of the template. This card will
create 3 stack parameters by default. Specify values in this form or at
deployment time. You can use “!lmportValue” or SSM with dynamic reference if
value is stored elsewhere.

Logical ID

A unique name for your RDS database. This value will be used for environment variables and
parameters in your template.

[ ExternalRDS ]

Database Secret

Details Grou Delete
P Secrets Manager secret to fetch database credentials. This field creates a stack parameter

with name {Logical ID + SecretArn}.
RDS Database (External) K_2
(=)} B
ExternalRDS Pt

Database Hostname

Hostname to connect to the RDS DB cluster or instance. For RDS Proxy, use the Proxy
endpoint. This field creates a stack parameter with name {Logical ID + Hostname}.

Database Port

Port to connect to the RDS DB cluster or instance. This field creates a stack parameter with
name {Logical ID + Port}.

WA LAEEERETHER
« BE ID - /AEF Amazon RDS DBE £, HTEEJNENH —ZFE, Lt ID FHLEFEEHAE Amazon
RDS DB EiRHV&EE ID B,

- EREME - B Amazon RDS DB&E &£, #TEBHAIEHEBIA AWS Secrets Manager #%
BRIRF, LEMESTIIE

- WEE - EREWRAME—BBIRF , fHlMME ARN, LT R
f5l - arn:aws:secretsmanager:us-west-2:123456789012:secret:my-path/my-
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secret-name-la2b3cIFEFMENR , FSB (AWS Secrets Manager EFAERR) FH AWS
Secrets Manager 8.,

« EHE - %02 Secrets Manager # %8 AWS CloudFormation , @2 H{E, EaLUE
FFn::ImportValue A& BB EIEREIEE® H{E, 20 ! ImportValue MySecret,

- REB SSM SEEFHRENE - BB BEFRE SSM 2HFHE , XEABHESEEEHE.
f5lzn {{resolve:ssm:MySecret}}. MFFMENR , FSBAWS CloudFormation { £AEE
) FH SSM Z#,

- BEREIHATE - TAREHRZE Amazon RDS DBEE, HTEEBIRNENIHKERE, LEREE
£ Amazon RDS BRI EARFIEE, EZTIE :
TEEH - ERETHE B BB , flimkitit. UT2EH : mystack-
mydb-lapwlj4phylrk.cg@34hpkmmjt.us-east-2.rds.amazonaws.com
- WHi{E - FEH Amazon RDS DBE . #HTEBIAENBELE, HAIUE
FFn: :ImportValue AP WEIEEWMHE, a0 ! ImportValue myStack-myDatabase-
abcd1234,

- RE SSM SHEHRENE - BB ERETHERBIENRE SSM 28 FHREF |, WEAHES
EZEEHME, HlI0 {{resolve:ssm:MyDatabase}}

- EREEREE - O ARESZE Amazon RDS DBE#E &, HTEESNAIEAEZERE, WEREE
2 Amazon RDS BERMAHEAFIEE, EZTIIE :
HHEE - EREEREE, §lm 3306,

« #H{E - FBEM Amazon RDS DBE &£, #TEBRIAEMNELE. HI20 ! ImportValue
myStack-MyRDSInstancePort,

- RE SSM SEIFRHENE - B ERNEF#ABIFERIE SSM SEFHE , XFEASHESE
FEEEME, Hlin {{resolve:ssm:MyRDSInstancePort}},

® Note
EEARERERE ID H, SUUREEENERERELMBEML.

B 2 : 3 Lambda ¥+
REREIRD , #& Lambda REUERE TtHFHEBIER L,

#% Lambda B FH A AIEERERET RDS ERE (/8 ) FHAREREE,
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Lambda Function RDS Database (External)

k= K_27
. O———O
o Function @\'\ myExternalRDS Egi

Infrastructure Composer ARSI , SUEE LLELR,

Infrastructure Composer 2N{A % 3 {& 1Y iE AR

ERSER LR FE , Infrastructure Composer 8 #1T4FEEIE , # Lambda BHELERZEE R E,
EESNED Amazon RDS DB# &, #TERINER

B4 RDS ERE (HF) FHEREEME , Infrastructure Composer IR EEE MEARH
Metadata#l ParametersEER. AT REH :

Metadata:
AWS: :Composer: :ExternalResources:
ExternalRDS:
Type: externalRDS
Settings:

Port: !Ref ExternalRDSPort
Hostname: !Ref ExternalRDSHostname
SecretArn: !Ref ExternalRDSSecretArn
Parameters:
ExternalRDSPort:
Type: Number
ExternalRDSHostname:
Type: String
ExternalRDSSecretArn:
Type: String

i E R = CloudFormation EAREE , AR FHREARNFFMEH. Infrastructure Composer 1FHH
RS ERFZMTEAWS : : Composer: :ExternalResourcesh#E R &8 T, 584 , Infrastructure
Composer f#E&E A Amazon RDS DB %X, HTHEERREEENE.

CloudFormation AN ZHEBRARERAEHERBEARBELANBETE. REBSRENEERR
Infrastructure Composer AIBE& 4% Amazon RDS DB# £, #HTERAREBNEFEKRELE , WEEH
RHPIEEELHE,

Metadata M ParametersBERFH FREMAEE RDS BRE (A# ) FLIEEHESE D E.
MRIGEFRBE D, FRESSEE,
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#% Lambda BRBUEREE R ER

E &4 Lambda BB FEEZE RDS ERE (/38 ) R, Infrastructure Composer EERIEEH
F AWS Identity and Access Management (IAM) BiR. AT 2&4 -

Resources:
Function:
Type: AWS::Serverless::Function
Properties:

Environment:
Variables:
EXTERNALRDS_PORT: !Ref ExternalRDSPort
EXTERNALRDS_HOSTNAME: !Ref ExternalRDSHostname
EXTERNALRDS_SECRETARN: !Ref ExternalRDSSecretArn
Policies:
- AWSSecretsManagerGetSecretValuePolicy:
SecretArn: !Ref ExternalRDSSecretArn

RESYURAEHTREHEEEANEY, EEE—SS TR,
) FREA Lambda IRESH,

E2 8 ( AWS Lambda Bz A B35

BEEMERBMET T, £1E#® , Infrastructure Composer I BUR , U AFFREEEE Secrets
Manager #{TEEZEL , LAEWS1FH Amazon RDS DB £, #HTEERIREBHN RS,

AWS Infrastructure Composer &8¢ £/ AWS Step Functions

AWS Infrastructure Composer E G 8 S H IHEEAWS Step Functions Workflow Studio.
Infrastructure Composer 1T T I E){E :

« Workflow Studio E#27E Infrastructure Composer 1 E{E) Step Functions.
- BYNEEFNIERE , BB ENIT/EREZEEA Infrastructure Composer,
« f£A Infrastructure Composer ER#EN TEREBEEM AWS ERES

TE R Step Functions AREE#ES =
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Resource properties

Details Group  Delete
AWS::Serverless::StateMachine
[=] . .
Step Functions State machine Step FunCthnS State maChlne
. =]
StateMachine %::
Step Function State machine
Lambda Task O

C £ Edit in Workflow Studio )

£ Infrastructure Composer Workflow Studiof #Y Step Functions , R AI LA E — (v E £ A M {ER KX
NEBILRFTIENER. EABRTIERENEARERE , Infrastructure Composer 8 2 BEf#E:%
M AERE (1aC) , 5| BEHITHE,

F&E

« IAM BUR

« Infrastructure Composer Workflow Studio# #J Step Functions A P9

 7£ Infrastructure Composer Workflow Studio® f# f Step Functions
- BT

IAM BUER

EEBIRRIEREEERE R, Infrastructure Composer & BB E I FTEER AWS Identity and
Access Management (IAM) B3R , UAREERZBENEE, AT 24 :

Transform: AWS::Serverless-2016-10-31
Resources:
StockTradingStateMachine:
Type: AWS::Serverless::StateMachine
Properties:

Policies:
- LambdaInvokePolicy:
FunctionName: !Ref CheckStockValue

CheckStockValue:
Type: AWS::Serverless::Function

MBELE , BALEES IAM BURHTEE8A,
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Infrastructure Composer Workflow Studio®f #J Step Functions A P9
HEERBER , BUNRYHN TEREIEAREN THERE.
BUFNIERE

1. RERFEMET , #§ Step Functions State Machine 38 % TtH <R 2 EH L,

Step Functions State machine

B 1848 Step Functions State #25FHEBREE MK , Infrastructure Composer €213 F5I|1HE :

. ERMAEMEE AWS: :Serverless: :StateMachinet &R, BIBFESL , Infrastructure
Composer @B ZXETERRE, BEEUREIERE , BBEARTHNTypeER BF A
STANDARD EXPRESS,

- BIZHARREB I EE Amazon CloudWatch HEEEFFEAWS: :Logs: :LogGroupIE R,

2. BIRFAEMERBUEER , AEIZE Workflow Studio FHV#%EE , LLFE Infrastructure Composer
Workflow Studio = B8R

Step Functions &7£ 5% 5H#& =X FFWorkflow StudioBifl. EEH¥—S T , F52E ( AWS Step
Functions FE& A B1EM) PHERETER.

® Note

SET BME K Infrastructure Composer , #REMBRERRFENBERF, MFFHEE
7, FER EANASER

3. BUZHIERE A6 RBBEFMT. HSEER Workflow Studio , FRER O ERRIERE 5.

Infrastructure Composer @fEfH AWS: :Serverless: :StateMachine B/ Defintion B4
REZEH TERE,

4. B LT T HEMEMERIE R TERE

« Workflow Studio BRI & XEHN TERE.

- WRREEAM Infrastructure Composer , B LAFRBERARERNWER IR | WIEBEHNE
K, MREAAEREL | ERILAELRH IDE PR ITHERTRE. Infrastructure Composer & 158
BHEE | W Infrastructure Composer FEFHEH TEFRRE.
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« ¥ Toolkit for VS Code H K Infrastructure Composer , A LAEEZENE A, Infrastructure
Composer S1{ERIEHEE | W7 Infrastructure Composer B E HIEH TIERE,

EAREBNIHERRE

IET LA AWS Serverless Application Model (AWS SAM) &4 E &/ EA RN EA TERE.
{EFAEMLL AWS: :Serverless: :StateMachine EREREEAREMES | THEIRE LA Step
Functions ARREMBRIB R ST~ , &7 LUA 2REE Workflow Studios

AWS: :Serverless: :StateMachine ERAILMERA TIE—BHEER T/ERE ;

« Definition - T/ERETE AWS SAM SRR EER A Y,

« DefinitionUri — f# /A Amazon States Language EASER L ERETERE. RAEEHALBEM
EERE RN AR,

FEEFH Infrastructure Composer

HWREM Definition BYEEBN THERE , BAINEAE -SEXAHEF/ESR,

. SR -MEEASARPIET , BSE £ Infrastructure Composer 12 & FEAE SN ERE
K, BERELIE Infrastructure Composer FFTIEE | BN EEHEA,

- ERXR-ELEAERE  SXERAAKEY., ZFABNEFSBREEAMER. WFEA
EXEMIETR , 520 & Infrastructure Composer TR AFEARENERER K,

3R B Toolkit for VS Code B9 Infrastructure Composer

HREA Definition BHEERN THERRE , BT LAREABIRK Infrastructure Composer. HNZE
REA , 552 7H Infrastructure Composer AWS Toolkit for Visual Studio Code,

DefinitionUri B

FE AT Infrastructure Composer

HAFER DefinitionUri BMEEN IERE , EXMEEBEANERIBALKES, MEEAER
HIER , 5828 £ Infrastructure Composer AT EABENERER K,
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3R B Toolkit for VS Code B9 Infrastructure Composer

HREEA DefinitionUri B ESEN ITERRE , BRI RLEAFR Infrastructure Composer, 4
ERA , F2E®R FH Infrastructure Composer AWS Toolkit for Visual Studio Codes

£ Infrastructure Composer Workflow Studiod {#F Step Functions
BEIERRE

Infrastructure Composer FAERHE I , K TERETEMRHNIEARXTPHNER.
EER—STHRESER 528 ( AWS Serverless Application Model FiZ A &35/
DefinitionSubstitutions) #H

ERE PRV EHEFWorkflow Studio , FABSBETKIEEERER. RE , B SEHEEES
Infrastructure Composer £ LW E R,

£ FiEEEHER Workflow Studio

1. BAREBRRERRSIER , XHKE API SEWAL.

Check Stock Value D Definition >

Configuration Input Output Error handling

State name

[ Check Stock Value ]

API
Lambda: Invoke

2. MR API 28U E THRNIRIE , FHEIZEH A CloudFormation X, A% , BHHE—HNEE.
HREZIEEERNEE  SASRATKECHRNERER., EEAARENERER B8
252H CloudFormation &t | REBBEEMFEH S,

3. WR API ZE8MWALTE JSON ¥ , FENEEEREBNER , UEAEREHR, ETHEHF
f, #MA4& "MyDynamoDBTable"# ¥ A& "${RecordTransaction}",
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FMBABER

Lambda: Invoke

5\_\, Check Stock Value

= ~—
o |
Lambda: Invoke Lambda: Invoke
Buy Stock | sell Stock
: —~
& DynamoDB: Putitem
é Record Transaction
End

Record Transaction

(D Definition >

Configuration Input Output Error handling

State name

( Record Transaction

API
DynamoDB: Putitem

Integration type Info
The type of service integration to use.

Learn more [4

( Optimized

)

| ‘ API Parameters
JSON object containing the parameters

the JSON with your own parameter values. Note: parameter names must be in PascalCase.

to pass into this API. Contains sample values. Update

g

“Item": {
"Column": {
nSHy UMyEntry"
}
}

"TableName": "${RecordTransaction}",

Must be valid JSON. To refer
$“(inrexampl kyzs “Sin p(Vl

node in this state's JSON input, the key must end with

')IF

4. BERFIREE# R ERS R

TEREFH IS E Step Functions AREEMESF LIRE 1L,

Step Functions State machine

StateMachine
O
Check Stock Value
Buy Stock

Sell Stock

Record Transaction

©C O O O

ﬂﬂ'ﬁlj’? E:l: I1IEIJIL$EE1£5§

A LATE Infrastructure Composer 1 , EX B TERBEBE M ZEH Infrastructure Composer <2

FEﬁEﬁﬁﬁVio

RN ITEREBER - AWS R &r¥ Step Functions &{ELHY E, HE —$ T,
AWS Step Functions F#& A &MY M Step Functions & 1E

X &M Infrastructure Composer + — X EE@I THF, EEE—
FR RS, 5528 £ Infrastructure Composer FEREFIEREH .

:I:I'H

ASHE (

% 7 ## Infrastructure Composer

BIMERE , FBNFH AWS BRI 19 LEMBRF. Al , BAIBUEIUA Lambda BRNEEY TAERIBET
E#E| Lambda B BUIEEE TR

BEMAF
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FERIVER , FR-TEBNERE YK EEREERE T4 FHNEAERRE,

Lambda Function
CheckStockValue o
Step Functions State machine
StateMachine %::‘;:
O o Lambda Function & o
Check Stock Value BuyStock
o}

Buy Stock
o Lambda Function & o
Sell Stock (o) SellStock
Record Transaction
DynamoDB Table ¢
o RecordTransaction @ 9

Infrastructure Composer & BB E #H &K DefinitionSubstitutionf® , A EREHER, UT R
gl

Transform: AWS::Serverless-2016-10-31
Resources:
StateMachine:
Type: AWS::Serverless::StateMachine
Properties:
Definition:
StartAt: Check Stock Value
States:
Check Stock Value:
Type: Task
Resource: arn:aws:states:::lambda:invoke
Parameters:
Payload.$: $
FunctionName: ${CheckStockValue}
Next: Choice

DefinitionSubstitutions:
CheckStockValue: !GetAtt CheckStockValue.Arn

CheckStockValue:
Type: AWS::Serverless::Function
Properties:
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ERSNERE SR

B &% Step Functions ARREMES R B T/ERBER , Infrastructure Composer @ Definition
B REMES ERMHIFEEEIAT, BAILERE Infrastructure Composer , BSREHMBERREEI
E=R,

(® Note

= E#% BB Infrastructure Composer A LLIIEE AWS BEEEE A , BXERMAAREEZ, m
EHMET , B2 Infrastructure Composer 1A R A E L MFEFENESRE,

EASBER LRERFENREHRRES

1. BARK Step Functions AREEHEEE R EIRBEE R,
2. EREANTERMAMREHRERZE,

3. RENMREMFERERREMEHRENER,

4. EBER7T.

Infrastructure Composer #8117 T I Bk :

1. BBEAREEMESE TR M Definition MUBENIPRERE,
2. 5 Amazon States Language #§iREEMR ERRAFEINBERSF,
3. M DefinitionUri WM ERENEARUSENBER,

®—F T
EEH#—5 7 # Infrastructure Composer F1#Y Step Functions , BZ2BUTAZR :

«  { AWS Step Functions Bi% A BE3ER) Workflow Studiof BJ#E Infrastructure Composer F{EF
« { AWS Step Functions B3 AE3ER) T AWS SAM EZAF #Y DefinitionSubstitutions.

Infrastructure Composer FYIZE%EF

Fi& CloudFormation ERMAI L AEERARPHEZE 1aC ERF., HEBRIEENEMRE , B 1aC
BERFEEREETHF, ERRRTIFRFR—RZEEE 1aC ER. FEHE—THEHFIFFMAE
A, ESEAEHFHNEE,
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BRIEBEAMRNERBUERE S RNERRBEENT, Hla0 , LTRALexa: :ASK: :SkillfF#
laC BRI R EA 5

Resources:
Skill:
Type: Alexa::ASK::Skill
Properties:
AuthenticationConfiguration:
RefreshToken: <String>
ClientSecret: <String>
ClientId: <String>
VendorId: <String>
SkillPackage:
S3Bucket: <String>
S3Key: <String>

B aC ERFRBEHAZETHEE
« CloudFormation &R¥EH,

. BEREAEL,
. BEEBLRHOTE B85,

(@ Note

B LAMEA Amazon Q REAFREERFHNERREEXIBTER. URFHENA
AWS Infrastructure Composer ¥ &t £/ Amazon Q Developer,

E2H

:I'JI
\\\

A
A LLEREIR B ERIS TR ETF P EEERNERRENR.
BRRETHF

1. BARRZE laC TRV ERBIEE R,
2. HEREBMAT , ETHFEZNEZRENZE laC EF,
3. BRENERREENBALFMT,




AWS Infrastructure Composer HBEABER

£ Infrastructure Composer H IR+ A
AERME PR BIER AWS Infrastructure Composer,
R THFR

HEMBERBE AT FENECEHEERBILER LN FH. EFFBFEDRERS | ZEUER.

Details Group Delete

Lambda Function
Function \

BETH4F

EEMBREETHF , BXBEFBHREARFBBREE CloudFormation ERHNER R BERBT. UTR
TR ENTEESE -

1. FaC FEMER 2 EIRAVEBE D,

2. EIRME AR L | 3#iB Resources= OutputsEERTHEE ID REFKER.

3. RIGMEAMBRER, ESHEREBE ID RHEEME |, 20 Type# Properties,

4. BE Canvas 1R , BRERESRENERPRBER,

£/ Infrastructure Composer H#J Change Inspector R EXIFE
#h

E &7 Infrastructure Composer £ AT , RS EHELENERZHEXE. FH
Change Inspector RgIREBAZERNIFTERH , I 7 # Infrastructure Composer IEFE BRI HLIEFEE,

AEERER AWS BEEITIEEA =K AWS Toolkit for Visual Studio Code ZE{#1E# A Infrastructure
Composer,

iR+~ 83
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Change Inspector & Infrastructure Composer FHR BV TE | ATERKRENERNBEN,

- ERGTERRERN , ARSERERBLEARI, ELASSHE R EESTWERERMEZRE,
SR S LURBAE R Change Inspector,
+ Change Inspector EE R REBEFIA—REHNENBEE,

oI5 e E R RAEFEL R

[~ Menu v
List Resources ) Template & Arrange - Resource properties X

Details = Group = Delete @ S3 Bucket
{ Stores files
Lambda Function $3 Bucket
o Function & Bucket @}

—
el
g

API Gateway

Cognito UserPool

Logical ID

Cognito UserPoolClient

Connection made between Function and Bucket A
DynamoDB Table Bucket
Change Inspector (1) Leammore Activate static website hosting
EventBridge Event rule @ — 1
154 Savizonments O
6+ Variables:
3 > 17+ BUCKET_BUCKET NAME: IRef Bucket oct
EventBridge Schedule & 18+ BUCKET_BUCKET_ARN: IGetAtt Bucket.Arn
il o g ¢poli
20 + - Statemen b
S 2 i
22 +
23 +
Lambda Function ﬁ\) 24+
25+
26 +
Lambda Layer &\) o
@
1 of 1 changes
i ® a

PERERNER

Change Inspector 2#:43 Infrastructure Composer BB N HAEXNBWBES N, EHLEEZ W
MRBERRBENIBNGT S %, B Infrastructure Composer FERETEARERE | 557 Change
Inspector FRFRNIBFEH , U THRGERNFTATENERE,

BF
ERBERES
1. EEASUMLARERES,

BERERNER
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L W %8 canvas Template & Arrange 5e

API Gateway

Cognito UserPool

Cognito UserPoolClient

DynamoDB Table

EventBridge Event rule

EventBridge Schedule

Kinesis Stream

Lambda Function

Lambda Layer

060006

Q
3 Bucket Q
— S
2. BEARLABERENENR,
Connection made between HelloWorld and HelloWorldFunction e
Change Inspector (2) Learn more
13 paths:
14 /hello:
15 get:
16 + xX-amazon-apigateway-integration:
17 ar httpMethod: POST
18 ar type: aws_proxy
19 T uri: !Sub arn:${AWS::Partition}:api%ateway:s{AWS::Region}:l
20 responses: {}
21 EndpointConfiguration: REGIONAL
22 TracingEnabled: true
1 of 2 changes Next

a. REAKENEABRRIEHENR.
b. RAHBHNEANBRIFABERNENR.
c. THRRTEAPHMVE,

3. EWHANZEEERMK , Change Inspector BHMBIEL R, R L — @M T — Bz ARRFR
BEE,
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Connection made between HelloWorld and HelloWorldFunction -~

Change Inspector (2) Learn more

13 paths:

14 /hello:

15 get:

16 + x-amazon-apigateway-integration:

17 + httpMethod: POST

18 + type: aws_proxy

19 + uri: !Sub arn:${AWS::Partition}:apigateway:${AWS::Region}:1
20 responses: {}

21 EndpointConfiguration: REGIONAL

22 TracingEnabled: true

1 of 2 changes Previous “

(@ Note
HREEE AW Infrastructure Composer , B AFEREARER , FEEHAANABTPRERE
NBEEE, EA L Infrastructure Composer E275# IDE E4 |, W E A EIE E B R E
AR, MEFMER , 528 i Infrastructure Composer 12 A BEAKE IDE E#,

— ST
23 Infrastructure Composer FI2Z AN B FHEENR , F2ETIAZR

« Infrastructure Composer F1RJ-= F B4R

2% Infrastructure Composer I A ER1E R

& T LASE A AL SR A SRAE B SR 9 AWS Serverless Application Model (AWS SAM) &i48 |, EEFEHAEE
WEXBLEBLNER, 0, BAEEREATRHN ZE Amazon API Gateway REST API &R
OpenAPl, BRI LB —EABER , USEFEER , MTAREREERFHOpenAPIREERXE.

AWS Infrastructure Composer X & T 5l S\ 558 R 5 A =4

- A\ EZBOpenAPIF K IEREZER API Gateway REST APl EiR,
- AWS Step Functions A ZPREH R ERERERNARBHEEE R,

E—57#
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FEE—STHRINAAXENERRENBER , F2RTIRE

« DefinitionBody MM AWS: :Serverless: :Api.
« DefinitionUri AR AWS: :Serverless: :StateMachine,

® Note
& Z# Infrastructure Composer £ &2 % B H Infrastructure Composer FIAIPIER |, B4
BEABELSERX TFERA Infrastructure Composer, MEFFMEH , FFSBITE Infrastructure
Composer TESHF XA RS NRFFLNER,

&

« Infrastructure Composer A EREZNHKIEER

« 7£ Infrastructure Composer R H\EpiER S =

« 7£ Infrastructure Composer PEANIPIERSERAER

« 7£ Infrastructure Composer PRIV S ENEBRERVERER
« M Infrastructure Composer 2ZOpenAPI#R & S\ ZpHE R

Infrastructure Composer AZSERE RN RKEEH

EE A B IDE £/ Infrastructure Composer

EAERLSER T EA Infrastructure Composer & B A# IDE B , B LAFEFAA# IDE RBRHEFE XK
NEPER, BRESEZ T ENFERNRNS , 21 Infrastructure Composer EFRF BB EH, ME
HMMER , FF2E # Infrastructure Composer 2 A B ZAR# IDE E#E,

BHATERREETERZRN X B &S

BRANEERNRXEHFPEIFE& , UBEAIBEZR, Infrastructure Composer EEFIFHEE
RRBEHFNEP B FHPAPER,

£/ HMBBLENEARERX AWS SAM CLI

KEREXTEE K AWS B , FELAKAEABER LESIJEFEEMAME |, 420 Amazon Simple
Storage Service (Amazon S3), ZTLAEH AWS SAM CLI BE)RENLERF., EEH—S TR 6 FS
B3 < AWS Serverless Application Model Bi# A Bi5r) FMERERF FEREIESE,
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£ Infrastructure Composer R E 3 SAEfiE RS E

AR EERNERBIEERELNBERSE,

BAUNSERSZE

1.
2.
3.

4.

&£ API Gateway = Step Functions @B Tt~ , BRFHEFAUERERBEE R,
SRR AN IR REE,
FEENSBERNBERE, ER® template. yaml BRI/ BROBKE,

Flmn | EEZERB TIEREENapi-spec.yamlAZHER | FBIEE . /api-spec.yamllf
R EH KRR,

demo

### api-spec.yaml
### src

# ### Function

# ### index.js

# ### package.json
### template.yaml

(® Note
MEANAPERREIBENERRLRTFE , B Infrastructure Composer BT,

REENEE,

£ Infrastructure Composer FEANA T IERSEFAERR

AERBHEEYEHNSER  FRAABERSER A Infrastructure Composer B,

2 Infrastructure Composer £ A&

1.
2.

SR FIRA 7E Infrastructure Composer £ AFEARENERE LR W B,

H&R Infrastructure Composer B2 RICER I ERNBERIK

BIUNBERSE 88



AWS Infrastructure Composer HBEABER

MBENBER T EERRAKEE API, Infrastructure Composer 22 R IEEFIERPVIBER
3, Infrastructure Composer AR EESEXBEMEHNER , UXEBELHNNIER. IRTXZES
ZWABER , ZESRIEB[/AS. UEHRASWFHEENR , B0 FH#IEH,

# Toolkit for VS 1215

1. FERFIRA % FE Infrastructure Composer AWS Toolkit for Visual Studio Code B BB
2. BABUEETE Infrastructure Composer 1R K ST,

BB R 81417 HY Infrastructure Composer B |, Infrastructure Composer & B B{& Rl B AR R, W
RETZESZNNPER , ZESRIERAS. WERRASWFEENR , F20 RH#HIEHE,

£ Infrastructure Composer F EZ I S ENHERNEARER

L EEBFIER AWS SAM CLI REVSEHMREMBERNIABERNERAESN. AR, &
Infrastructure Composer FEIAEZR , W IEESENIPER,

g4

1. H% , £ AWS SAM CLI sam initis SR ¥t E A W ERAERdemo. EHEEBXNREHE ,
ENZSRIEREBRERBER,

$ sam init

Which template source would you like to use?
1 - AWS Quick Start Templates
2 - Custom Template Location

Choice: 1

Choose an AWS Quick Start application template

1 - Hello World Example

2 - Multi-step workflow

3 - Serverless API

4 - Scheduled task
Template: 2

Which runtime would you like to use?
1 - dotnet6

£/ BIEMAERX AWS SAM CLI 39
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2 - dotnetcore3.1

15 - python3.7

16 - python3.10

17 - ruby2.7
Runtime: 16

Based on your selections, the only Package type available is Zip.
We will proceed to selecting the Package type as Zip.

Based on your selections, the only dependency manager available is pip.
We will proceed copying the template using pip.

Would you like to enable X-Ray tracing on the function(s) in your application? [y/
N]: ENTER

Would you like to enable monitoring using CloudWatch Application Insights?
For more info, please view https://docs.aws.amazon.com/AmazonCloudWatch/latest/
monitoring/cloudwatch-application-insights.html [y/N]: ENTER

Project name [sam-app]: demo

Name: demo

Runtime: python3.10

Architectures: x86_64

Dependency Manager: pip

Application Template: step-functions-sample-app
Output Directory:

Configuration file: demo/samconfig.toml

Next steps can be found in the README file at demo/README.md

ERAEAGESERERBERNINTER,

Resources:
StockTradingStateMachine:
Type: AWS::Serverless::StateMachine

£/ BIEMAERX AWS SAM CLI 20
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FMBABER

Properties:
DefinitionUri: statemachine/stock_trader.asl.json

AHERNVNARMEAERNWstatemachine ¥ B &+,

demo
### README.md

### __init__ .py

### functions

# ### __init__ .py

#  ### stock_buyer

# ### stock_checker
# ### stock_seller
### samconfig.toml
### statemachine

# ### stock_trader.asl.json

### template.yaml

### tests

2. EE  f£E#E AT Infrastructure Composer FEA
BH , EZEE A CloudFormation £78,

WEMATER . 7E Infrastructure Composer &

3. EHZEMBdemoBRERK , WA BTIRAER, ERNHEMWtemplate.yamlER , REZ R
WEY, HRERE | ZENHFEESE,

Open project folder

Project location
Select the folder that contains your existing project.

[ Select folder

© demo

Template file

location

We will use the project location to automatically detect a template file. If you have multiple files in the folder, select from
the dropdown. A copy of your template file will be stored in a folder named .aws-composer at the root of your project

[ templateyaml

Infrastructure Composer & B &8

7\,

I3 B A A EPAR B BR E R AE SR, BENERMIRY
StockTradingStateMachine &R , AR BEFHEFAUNBRERBEEHKR, £EE ,
Infrastructure Composer £ B BIEZEI RPN IBARBHMEBERER,

B LEE

R B ERAERN AWS SAM CLI
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n [ Autosave demo/templateyaml Menu v

List Resources B Template 2 Arrange Resource properties X
AWS:Serverless:StateMachin

Step Functions
State machine

Lambda Function cent o ,

O gtorkCheckerFunction b\ o tep Function State machine
Lambda Function

O stocksellerFunction o
Lambda Function

o StockBuyerFunction o

DynamoDB Table Details ~ Group = Delete
O TransactionTable o I

Step Functions State machine
StockTradingStateMachine E:::

J

[ Q' Search for a resource

API Gateway

Cognito UserPool

Cognito UserPoolClient

)

DynamoDB Table

060606

EventBridge Event rule

) Eventsridge Timer
EventBridge Schedule & o
ImplicktTimer Check Stock Value o
Kinesis Stream Sell Stock o
Buy Stock o
Lambda Function
Record Transaction o

Lambda Layer

e a

Q Use external file for state machine
S3 Bucket Q definition

HAREMEERE RN TR EERE 8B RME Infrastructure Composer H,
f£A Infrastructure Composer 22Z OpenAPIR g A ZPIER

WEHIFERRE £ A/ Infrastructure Composer JR$:2& E & API Gateway B Z\Z0penAPIIR & #E
Z=REST API,

B % , #& Infrastructure Composer BEEZEVHHNERE,

gEE  EETERNRALEESRBAELHEESLS, BYEA NHERKdemo , RFRTREESR ,
ARBZIMAH. HRETRE , ERRTFEE,

Activate local sync X

Automatically sync your project to your local machine.

Project location
Select the folder where you want your project files to be saved

[ Select folder

© demo

#E | 4% Amazon AP| Gateway FHERE|E MR L, ZIGFMAEALLERERBEER.

22 OpenAPIiR 1% 92
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n [ Autosave demo/template.yaml
s Reources QU £ e arnee 5

[ Q' Search for a resource

API Gateway -
Details Group = Delete

API Gateway [H]
" i
Api %

GET/ o

Cognito UserPool

Cognito UserPoolClient

DynamoDB Table

EventBridge Event rule

EventBridge Schedule

Kinesis Stream

Lambda Function

Lambda Layer

EeeG0EeB0O006

53 Bucket

Menu v

Resource properties X

At Gavony

Authorizers

associated with the

rrrrr

Add authorizer

Default authorizer

Routes.
Method

GET v

Path

REFRBEERD , RETIEB LT
< BHUERASERET api ERRIE,

« B ./api-spec.yamlf{A N ZBE R

Use external file for api definition

Relative path to external file

[./astpecyanﬂ ]

EEERMNAEER LEYTHIB K

demo
### api-spec.yaml

B, SUNERMANAEER LRENBER. E£AEM IDE , BRapi-spec.yaml EEREH

RpH . RERBMAR/TIIESE :

openapi: '3.0'
info: {3}
paths:

22 OpenAPIiR 1%
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/:
get:
responses: {}
post:
X-amazon-apigateway-integration:
credentials:
Fn::GetAtt:
- ApiQueuesendmessageRole

- Arn
httpMethod: POST
type: aws

uri:
Fn::Sub: arn:${AWS::Partition}:apigateway:${AWS: :Region}:sqs:path/
${AWS: :AccountId}/${Queue.QueueName}
requestParameters:
integration.request.header.Content-Type: '''application/x-www-form-
urlencoded'''
requestTemplates:
application/json: Action=SendMessage&MessageBody={"data":$input.body}
responses:
default:
statusCode: 200
responses:
'200" :
description: 200 response

£ Infrastructure Composer A&7+ , HAILLFF Infrastructure Composer 2 B BI B #T IR R €248 L
BENTER,

n [ Autosave demo/templateyaml Menu ¥
List Resources %8 canvas
IEN Tronsform: AWS: :Serverless-2016-10-31
[ Q Search for a resource J 2 Resources:
3v  Api:
4 Type: AWS::Serverless::Api
API Gateway Sv Properties:
6v Name: !Sub
7 - ${ResourceName} From Stack ${AWS::StackName}
Cognito UserPool 8 - ResourceName: Api
9 StageName: Prod
10v DefinitionBody: !Transform
Cognito UserPoolClient 11 Name: AWS::Include
12v Parameters:
13 Location: ./api-spec.yaml
DynamoDB Table @ 14 EndpointConfiguration: REGIONAL
15 TracingEnabled: true
EventBridge Event rule
EventBridge Schedule
Kinesis Stream b=
Lambda Layer
4
$3 Bucket @ YAML Ln1,Col1  ®Erors:0 A Warnings: 0 [0}

22 OpenAPIiR 1% 94
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# Infrastructure Composer B2 Amazon Virtual Private Cloud
(Amazon VPC) &

AWS Infrastructure Composer E & &2 Amazon Virtual Private Cloud (Amazon VPC) [RIEHE S
A Infrastructure Composer , &7 LA#14T TSI E

- BBRE( VPC ER , FBIEH L VPC FHEIR.
- feSNEREEAR A VPCs 3RE AWS Lambda BS ¥,

TE®ERER VPC 5%E Lambda B FEREREH,

API Gateway N
FirstApi (D) Fevioas &
s FirstSqsQueue i
POST Jsendmessa 5 Lambda Function @
LambdaToSQS Subscription

O O

DLQ

ZEEHE -4 TH Amazon VPC |, 52 (Amazon VPC ERAEERE) HH{TERE Amazon VPC? .,

£

« Bl VPC H# Infrastructure Composer &R M HE8E

« £ Infrastructure Composer H £ /A8 VPCs 5% Lambda B &

« B7A Infrastructure Composer Z /&8 VPC BV E A SRR VS &

+ {#H Infrastructure Composer #$ 2 EF 18 = E AR &K

+ {£ Infrastructure Composer % Lambda BB % —EE A F EZH VPC

#% 75l VPC H# Infrastructure Composer EiRMAHBI&E A,

ZZH# Infrastructure Composer B2 Amazon VPC B4 |, B4 A%HE A VPC FHER , URERKES
rENEF. ELOFETLEE,. FHRBAIIN. SHEE, SSM HE | FEESNMEBNERESR
o

Infrastructure Composer £/ VPC Z& R 8Bt VPC ANER, WEBESEREEM LN FH. AT
2E8%H VPC ZHH Lambda EIEE ] :
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Lambda Function
O Function &\) O

ERHITTIEER , VPC EREEREZEEM LN FR

- £ Infrastructure Composer &£ VPC 5%E Lambda B &,
- EAEX , HPEEFEH VPC RENER.

2 TR A 7 1B B 38 Bl

Lambda BB AI AR E SR £ EEN T8, HERE Lambda MBW R £ EER 7K , FiRHE
EMEH,

- B - ZEFHANTFRBHOELNT. BEXNESREEEMERTE,
- BE - A TIIRENE :

- BHERE

« AWS Systems Manager (SSM) 2 #F K&

o ==
- BREE

g ot

AWS CloudFormation 84y Parameters BRI ARBE ZEEAREFEREREN. WESHNFMHE
#? , #FSBAWS CloudFormation { fEREER) FHNSH,

HRN 28EE | EUURASBEE, ETHEHP , RFRMHAPrivateSubnet 12¥ L BHE

Subnet IDs

List of VPC subnet identifiers

Value Type

[Q PrivateSubnet1 X] [ Parameter ¥ ]

ERRESH BT | Infrastructure Composer I AH ParametersERFAERT. A% ,
Infrastructure Composer 2% Lambda REBER+HN S8, LT 24 :

HAERMEF

96


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/parameters-section-structure.html

AWS Infrastructure Composer HBEABER

Resources:
Function:
Type: AWS::Serverless::Function
Properties:

VpcConfig:
SubnetIds:
- IRef PrivateSubnetl
Parameters:
PrivateSubnetl:
Type: AWS::EC2::Subnet::Id
Description: Parameter is generated by Infrastructure Composer

SSM $HHE

SSM 2B EHEAEEENERNNEEEREZLNRERNMRT. BEETHFHESR
Systems Manager £ &M AWS Systems Manager 2HEFHE,

i"l
s
W%
&
>
=
0))

BN SSM ER | B LRMATIE

- JRE SSM SHEHREN EEBESE,
o BIRBEZZAWS: :SSM: : Parameter EiRAVELE ID,

BALERABESE | LTHERNS2E SSM ZEFHEFHE : {{resolve:ssm:reference-
key}}. MEFMEN , FFSEAWS CloudFormation  FEHAEERE) HH SSM 2,

Infrastructure Composer @2 R XERERNLE | UMEAKRE SSM SHEHREN ERERE Lambda
HE, LT 2#H :

Resources:
Function:
Type: AWS::Serverless::Function
Properties:

VpcConfig:
SecurityGroupIds:
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html#dynamic-references-ssm

AWS Infrastructure Composer HBEABER

- '{{resolve:ssm:demo-app/sg-0b61d5c742dc2c773}}"'

BEE ID
WA LUEIBBE |ID S2EMEEAFH AWS: :SSM: :Parameter &R,

LLTFREBA AWS: :SSM: : ParameterfVER&HIPrivateSubnetlParameter , M M F#HE
IDPrivateSubnetl :

Resources:
PrivateSubnetlParameter:

Type: AWS::SSM: :Parameter

Properties:
Name: /MyApp/VPC/SubnetIds
Description: Subnet ID for PrivateSubnetl
Type: String
Value: subnet-04df123445678a036

BT RH Lambda BEEYEEE ID RELERERFH :

Subnet IDs

List of VPC subnet identifiers

Value Type

[Q PrivateSubnet1Parameter X] [ SSM v ]

Infrastructure Composer 2 BB ERENE , IEA SSM S 85 E Lambda BN E :

Resources:
Function:
Type: AWS::Serverless::Function
Properties:

VpcConfig:
SubnetIds:

- IRef PrivateSubnetlParameter

PrivateSubnetlParameter:
Type: AWS::SSM: :Parameter

HAERMEF 98
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Properties:

BREEEE
HNBLZ S EHE D FHEKEF CloudFormation , %17 ID B, &AL ID ARREEREM,
HABEEER K TIHEREWNE:

- HRLZERAE , FRM GroupIld. MFEFHMER , FSBAWS CloudFormation ( FAEER) &
WEEE, AT R2&H : sg-0b61d5¢c742dc2c773

o BAFHE , FBIRM SubnetId, WMEFFMER , S BAWS CloudFormation  fEH &) #
HEREE, UTE#H : subnet-01234567890abcdef

Infrastructure Composer @ 2 BB BRI , SEARREERE Lambda K., AT 26 :

Resources:
Function:
Type: AWS::Serverless::Function
Properties:

VpcConfig:
SecurityGroupIds:
- subnet-01234567890abcdef
SubnetIds:
- sg-0b61d5c742dc2c773

ERZEEE

HRRLBHENTBE  CULEREASEEE, UTRERRMTHEEE , & Lambda HEH
E=EL L BaMEH
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Security group IDs

List of VPC security group identifiers

Value Type

[Q MySecurityGroup X] [ Parameter v ]
Value Type

[Q sg-0b61d5c742dc2c773 x] [ Static value v ]
Value Type

[Q {{resolve::ssm::demo/sg-0b61d5c742dc23}} X] [SSM v ]

Infrastructure Composer % SecurityGroupIds B THFATE =EE :

Resources:
Function:
Type: AWS::Serverless::Function
Properties:
VpcConfig:
SecurityGroupIds:
- !Ref MySecurityGroup
- sg-0b61d5c742dc2c773
- '{{resolve::ssm::demo/sg-0b61d5c742dc23}}"'
Parameters:
MySecurityGroup:

Type: AWS::EC2::SecurityGroup::Id
Description: Parameter is generated by Infrastructure Composer

HAERMEF 100
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£ Infrastructure Composer F{E A7 E8 VPCs % Lambda B &

EFEFAR—EEALEZRMN VPC BARE Lambda EE , 356 H Lambda SEIERE T+, tk+
R &XAEA AWS Serverless Application Model (AWS SAM) AWS: :Serverless::Function EREH
#9 Lambda B E,

RN EREAfEH VPC 52 E Lambda B

1. # Lambda HEERBHEERS , EF VPCRE (#K) THRXBFEER.
2. BEEUERIGIER VPC,

3. RHER Lambda RERENZEFHENTARE. NBFMET BN 2L BHAN TEMM
B

4. REENEBE,

"

B & Infrastructure Composer Z7\&8 VPC HIE A SR 22

ERFERANGS VPC NRLFHANF BB ERNSHEAREGEHAKE , Infrastructure Composer 1z
{/\T;i_tlﬁﬁmigﬂy%%o

LT EEAFAR ParametersEEREH :

Parameters:

VPCSecurityGroups:
Description: Security group IDs generated by Infrastructure Composer
Type: List<AWS::EC2::SecurityGroup::Id>

VPCSubnets:
Description: Subnet IDs generated by Infrastructure Composer
Type: List<AWS::EC2::Subnet::Id>

VPCSubnet:
Description: Subnet Id generated by Infrastructure Composer
Type: AWS::EC2::Subnet::Id

HEMH LAY Lambda BMBERESNE VPC B | BESHAIR TANFEREIG., UT2HH

RE EHE 101
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Subnet IDs

List of VPC subnet identifiers

Value Type

[Q | ] [ Parameter v ]
VPCSubnets

VPCSubnet

EABESBEENRE

—BmE , BALASE Lambda REIEES AL FEN FHEBELT, MRE
BENEANISFESHER | HlW0 List<AWS: :EC2: :SecurityGroup: :Id>5
List<AWS::EC2::Subnet::Id> , BREEIEE—EZBIFF,

NMESHFEEANFHMENR , 52BAWS CloudFormation  EAEER) FHZE AWSHIBES
PSR,

AR 24 VPCSecurityGroups E&AFESEER M EAREH|

Parameters:
VPCSecurityGroups:
Description: Security group IDs generated by Infrastructure Composer
Type: List<AWS::EC2::SecurityGroup::Id>

£ Infrastructure Composer 1 |, IR ZIZEVVPCSecurityGroupsfEM#AE Lambda EREIM R £ BHHR
B, BREFITIAR

Security group IDs

List of VPC security group identifiers

Value Type

[Q VPCSecurityGroups X ] [ Parameter v ]

Only one List<AWS::EC2::SecurityGroup::ld> parameter type can be provided.

A I PRAIRE BAWS: : Lambda: : Function VpcConfig### SecurityGroupIdsH
SubnetIds BMHREZIFRENFTE, ARE—FESHBAITESFTHREE , ALTAUREER
RALRME— Y1
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HRBEZSHEE , LTREMEA Lambda MBRERNMEHAPEES HREL

Parameters:
VPCSecurityGroups:
Description: Security group IDs generated by Infrastructure Composer
Type: List<AWS::EC2::SecurityGroup::Id>
VPCSubnets:
Description: Subnet IDs generated by Infrastructure Composer
Type: List<AWS::EC2::Subnet::Id>
Resources:

MyFunction:
Type: AWS::Serverless::Function
Properties:

VpcConfig:
SecurityGroupIds: !Ref VPCSecurityGroups
SubnetIds: !Ref VPCSubnets

M Infrastructure Composer &S S IE T E A E K

ERBEACERSENREELR  SUUUERIHINSE, RUFTNERNE , MTARRTHREE
FEINRENZSEH., UTRELEBA ZHMSHMEFIMySecurityGroup :

Security group IDs

List of VPC security group identifiers

Value Type

[Q MySecurityGroup X] [ Parameter v ]
[ Use: "MySecurityGroup" ]

VPCSecurityGroups

HREE Lambda REWERBHEERPRENFAEFHE , Infrastructure Composer 7 Lambda B
2l SecurityGroupIdsD SubnetIds B THFEPERELE, UT2EH :

Resources:
MyFunction:
Type: AWS::Serverless::Function
Properties:

15 S B = B AR EA 103
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VpcConfig:
SecurityGroupIds:
- sg-94b3alfe6
SubnetIds:
- !Ref SubnetParameter
- IRef VPCSubnet

NRELRESEAGHEADFESUWENOEE D, BREEARIRBLERERHER, FEBY
EROEE D E— 2B —ERH, AR HE,

Parameters:
VPCSecurityGroups:
Description: Security group IDs generated by Infrastructure Composer
Type: List<AWS::EC2::SecurityGroup::Id>
VPCSubnets:
Description: Subnet IDs generated by Infrastructure Composer
Type: List<AWS::EC2::Subnet::Id>
Resources:

MyFunction:
Type: AWS::Serverless::Function
Properties:
VpcConfig:
SecurityGroupIds: !'Ref VPCSecurityGroups # Valid syntax

SubnetIds:
- IRef VPCSubnets # Not valid syntax

M Infrastructure Composer % Lambda B 5 —E&E AP EZH
VPC

EHESS | RAERSE —EEAR LEZHZMN VPC , T Infrastructure Composer 5% E Lambda EI&,

B, % Lambda BB RE tHFEBIER L,
Lambda Function ;
O Function m O

gE  RMARFANERBEER , XRBHA VPC RE (ERE ) THXBFEER.

ER— AP EH VPC 3RE Lambda EE 104
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Details Group = Delete

Lambda Function
Function

8

ra
i

V¥ VPC settings (advanced)

No VPC detected

Configure your Lambda function with a VPC from

another template.

C Assign to external VPC )

BE  EHUERE /I VPC |, 1ESEREE AR ERE VPC,

ELREFH RSS2 EL2EE ID M FHEE ID. ELESEMBEESR VPC WEARREY, RE
EREERE , Y@A IDsiE. THE , RMSERRFF.

Details Group

Delete

Lambda Function
Function

&

Security group IDs

List of VPC security group identifiers

Value

Type

[ Q, sg-10f35d07e1be09e15

X] [Staticvalue v ]

Add new item

Subnet IDs

List of VPC subnet identifiers

Value Type

[ Q. subnet-0d80727ca90325716 X ] [ Staticvalue Vv ]

Add new item

Remove from VPC

Cancel Save

BHERMH Lambda HEEEH VPC

Lambda Function

Function

A [

BE , VPC BERBRERMNHFS L.

Infrastructure Composer B2V BB BRI , UEANI VPC WL FHEN TR RERE

Lambda B &,

Transform: AWS::Serverless-2016-10-31

Resources:
Function:

Type: AWS::Serverless::Function

Properties
Descript

ion: !Sub

ES —EHEARER VPC

FX7E Lambda

B2
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- Stack ${AWS::StackName} Function ${ResourceName}
- ResourceName: Function
CodeUri: src/Function
Handler: index.handler
Runtime: nodejs18.x
MemorySize: 3008
Timeout: 30
Tracing: Active
VpcConfig:
SecurityGroupIds:
- sg-10f35d07elbed9el5
SubnetIds:
- subnet-0d80727ca%90325716
FunctionLogGroup:
Type: AWS::Logs::LogGroup
DeletionPolicy: Retain
Properties:
LogGroupName: !Sub /aws/lambda/${Function}

TS —AgEARER VPC RE Lambda B 106
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&2 M Infrastructure Composer E @ fREZEARAINES
AWS Eim

£ AWS Infrastructure Composer 25T ] BBV BARF[EAER, ZEWE , FEAETM
AWS CloudFormation HA# R#E. BZEAEA AWS Serverless Application Model (AWS SAM),

AWS SAM R —ERBMRRIERE K TRUEABASIEREENHTEMRIZEAREN AWS, £F£H
AWS SAMBYIREEEE L , BB AEE® 54 CloudFormation ERNERERREER K ELERSEL
EHEERABERR

BEE AWS SAM #=;
EFEAZE AWS SAM |, FRELERABH - EERE S,

« AWS SAM B4#EH : tbEEMH AWS Serverless Application Model BiZ A BI8EH |, REARE
NERKERAEINIETHNEESH . AWS SAM CLI, AWS SAM EEF AWS SAM &7,

« WfAIfEA AWS Serverless Application Model (AWS SAM) : b ERE{ A AWS Serverless

Application Model B3 A Ei5Et |, RELETETENTSERNSREEE | LIER AWS SAM #ER
ERIBER AWS EiF,

B8 Infrastructure Composer RERFTEARERNE , BRI LAEA sam syncis w3 AWS SAM CLI
BEENAMEE  WigSLS@FLERHD CloudFormation, EEHE—S T , F2H ( AWS
Serverless Application Model FiZ A B188) FHEH sam EF,

®RED R

520 % E UEHR AWS SAM CLI # Infrastructure Composer SfE L E B BENERRER

FXTE BAEA AWS SAM CLI H Infrastructure Composer #8&

HEEH BEBEARER AWS SAM |, BX4HE KR EMEFE AWS CLIF AWS SAM CLI, AEIFHERE
REATHRFNFREA.

& AWS CLI

BB LENMBE AWS CLI , BRE% AWS SAM CLIl, IFERA |, F2BAWS Command Line
Interface  EAEER) PHLELEHREFHRAEH AWS CLI,

EE AWS SAM # 5 107
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/using-sam-cli-sync.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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® Note

T8 2% AWS CLI , IBABERRE AWS BAER, EEH—F THE | 52EBAWS Command
Line Interface  EAEERE) PHIRERE.

%2 AWS SAM CLI

EERE AWSSAMCLI , F2E ( FEAERERE) PHZ%E AWS SAM CLI » AWS Serverless
Application Model

7HL AWS SAM CLI

MRERE £ Infrastructure Composer AWS EEFEE , BETHEETEHA AWS SAM CLI,
BATEELSER

FARKETERR , ZNERERR , B AWSSAM EX  SEBRETEENEIKE
o Infrastructure Composer LA AWS SAM #EBN AN BB ENERE &, BUURERNRE
#3117 AWS SAM CLlI,

WMEAEESEXNFMER , 528 1 Infrastructure Composer 12 & P A [E 5 FREFEH
5%,

FE H SRR B A

BRI EAELZERAEEBI, A%, RTEHRHRXERKHIT AWS SAM CLI , EHEATLLE
--template-filei#EE{E{ AWS SAM CLI @SB ER |, WIREHANEE,

& A Infrastructure Composer AWS Toolkit for Visual Studio Code

&1 L% Toolkit for VS Code f#/ Infrastructure Composer , # Infrastructure Composer #& || 2
BMEE A% |, FH Infrastructure Composer 3 B VS Code By AWS SAM CLI o

‘REIR

EENBIVMERER , F20 BB FH Infrastructure Composer AWS SAM RiEE FZE

Z 4 AWS SAM CLI 708


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/install-sam-cli.html
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2B A Infrastructure Composer AWS SAM R EMELE

WELBETMK 2 E UEHR AWS SAM CLI # Infrastructure Composer 28E , &R LAERA AWS SAM
H Infrastructure Composer TPERARER . RERMEFHRBOMATHIRIENEES], BB
(FABAERRE) BPHEMA BEEAEXMNER AWS SAM , UEEMEA SEEARINIER AWS
SAM. AWS Serverless Application Model

I & 557 B an{] 22 B A1 2B & Infrastructure Composer REIEAER ., REEAREXEETIHIER :

n [ unsaved changes Menu Vv
List Resources o
°8 canvas Template &% Arrange

(@ search for a resource

(-

API Gateway
API Compute
Cognito UserPool @ .
Lambda Functior DynamoDB Table
GET /items Listitems & Items @ °
0sT o—
Cognito UserPoolClient fiem IO Lambda Function
GET /items/{id} (e} C
i o—
DynamoDB Table @ PUT /items/(id) Lambda Functior
DELETE /items/(id} Getitem
EventBridge Event rule Lamb t
Updateite N
: "3 Lambda Function
EventBridge Schedule e e
eleteltem
Kinesis Stream @
Q
Lambda Function

@ Note

s FEHE— S THTEEARER , F28 SAFEX Infrastructure Composer REE R,
- SR, BRMEASRAERKERELSH Infrastructure Composer,

1. {#F sam build@ S REEEHAER,

$ sam build
Build Succeeded

Built Artifacts : .aws-sam/build
Built Template : .aws-sam/build/template.yaml

Commands you can use next
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2.

Validate SAM template:
Invoke Function:
Test Function in the Cloud:

Deploy: sam deploy --guided

sam validate

sam local invoke

sam sync --stack-name {{stack-name}} --watch

SEERERER P AWS SAM CLIEI . /aws-samB . LB S SERARERX Lambda HEMWE
Bfm. ATREERE&NE@AY !

### README.md
### samconfig.toml
### src

HOoH OHF OHF OH OH O OH OH OH O OH OB B OH

HH##

CreateItem

### index.js

### package.json
DeleteItem

### index.js

### package.json
GetItem

### index.js

### package.json
ListItems

### index.js

### package.json
UpdateItem

### index.js

### package.json

### template.yaml

BE

, ERARAEEFHTE
—RIRTRHE

ETERE

$ sam deploy --guided

Configuring SAM deploy

Looking for config file [samconfig.toml]
Reading default arguments

Setting default arguments for

178

FE, HFIAEEER sam deploy --guided, iE A

Found
Success

'sam deploy'

7R

0N

#Y e AR X 2 fiR

BEMBE
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Stack Name [aws-app-composer-basic-api]: AWS Region [us-west-2]:

#Shows you resources changes to be deployed and require a 'Y' to initiate
deploy

Confirm changes before deploy [y/N]:

#SAM needs permission to be able to create roles to connect to the resources in
your template

Allow SAM CLI IAM role creation [Y/n]:

#Preserves the state of previously provisioned resources when an operation
fails

Disable rollback [y/N]:

ListItems may not have authorization defined, Is this okay? [y/N]: y

CreateItem may not have authorization defined, Is this okay? [y/N]: y

GetItem may not have authorization defined, Is this okay? [y/N]: y

UpdateItem may not have authorization defined, Is this okay? [y/N]: y

DeleteItem may not have authorization defined, Is this okay? [y/N]: y

Save arguments to configuration file [Y/n]:

SAM configuration file [samconfig.toml]:

SAM configuration environment [default]:

AWS SAM CLI 8RR BBEENREE .

Deploying with following values

Stack name : aws-app-composer-basic-api

Region : us-west-2

Confirm changeset : False

Disable rollback : False

Deployment s3 bucket : aws-sam-cli-managed-default-samclisam-s3-
demo-1b3x26zbcdkqr

Capabilities : ["CAPABILITY_IAM"]

Parameter overrides : {3

Signing Profiles : {7

&% E T CloudFormation 2FE £ AWS SAM CLIZFEBEHRESR :

Initiating deployment

Uploading to aws-app-composer-basic-api/4181c909ee2440a728a7al129dafbh83d4. template
7087 / 7087 (100.00%)

Waiting for changeset to be created..
CloudFormation stack changeset
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Operation LogicalResourceld
ResourceType Replacement
+ Add ApiDeploymentccl53d135b
AWS: :ApiGateway: :Deployment N/A
+ Add ApiProdStage
AWS: :ApiGateway: :Stage N/A
+ Add Api
AWS: :ApiGateway: :RestApi N/A
+ Add CreateltemApiPOSTitemsPermissionP
AWS: :Lambda: :Permission N/A
rod
+ Add CreateItemRole
AWS: :IAM: :Role N/A
+ Add CreatelItem
AWS: :Lambda: :Function N/A
+ Add DeleteItemApiDELETEitemsidPermiss
AWS: :Lambda: :Permission N/A
ionProd
+ Add DeleteItemRole
AWS: :IAM: :Role N/A
+ Add DeleteItem
AWS: :Lambda: : Function N/A
+ Add GetItemApiGETitemsidPermissionPro
AWS: :Lambda: :Permission N/A
d
+ Add GetItemRole
AWS: :IAM: :Role N/A
+ Add GetItem
AWS: :Lambda: :Function N/A
+ Add Items
AWS: :DynamoDB: : Table N/A
+ Add ListItemsApiGETitemsPermissionPro
AWS: :Lambda: :Permission N/A
d
+ Add ListItemsRole
AWS: :IAM: :Role N/A
+ Add ListItems
AWS: :Lambda: : Function N/A
+ Add UpdateItemApiPUTitemsidPermission
AWS: :Lambda: :Permission N/A
Prod

BEMBE
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+ Add UpdateItemRole
AWS: :IAM: :Role N/A

+ Add UpdateItem
AWS: :Lambda: : Function N/A

Changeset created successfully. arn:aws:cloudformation:us-
west-2:513423067560:changeSet/samcli-deployl1677472539/967ab543-f916-4170-b97d-
c11a6f9308ea

A%, AWS SAM CLI FEEARE :

CloudFormation events from stack operations (refresh every 0.5 seconds)

ResourceStatus ResourceType

LogicalResourceld ResourceStatusReason
CREATE_IN_PROGRESS AWS : :DynamoDB: : Table Items
CREATE_IN_PROGRESS AWS : :DynamoDB: : Table Items

Resource creation Initiated
CREATE_COMPLETE AWS : :DynamoDB: : Table Items
CREATE_IN_PROGRESS AWS::IAM: :Role
DeleteItemRole =
CREATE_IN_PROGRESS AWS::IAM: :Role
ListItemsRole =
CREATE_IN_PROGRESS AWS::IAM: :Role
UpdateItemRole -
CREATE_IN_PROGRESS AWS::IAM: :Role GetItemRole
CREATE_IN_PROGRESS AWS::IAM: :Role
CreateIltemRole =
CREATE_IN_PROGRESS AWS: :IAM: :Role
DeleteItemRole Resource creation Initiated
CREATE_IN_PROGRESS AWS::IAM: :Role
ListItemsRole Resource creation Initiated
CREATE_IN_PROGRESS AWS::IAM: :Role GetItemRole
Resource creation Initiated

CREATE_IN_PROGRESS AWS::IAM: :Role

UpdateItemRole Resource creation Initiated
CREATE_IN_PROGRESS AWS::IAM: :Role

CreateIltemRole Resource creation Initiated
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CREATE_COMPLETE
DeleteItemRole
CREATE_COMPLETE
ListItemsRole
CREATE_COMPLETE
CREATE_COMPLETE
UpdateItemRole
CREATE_COMPLETE
CreateIltemRole
CREATE_IN_PROGRESS
CREATE_IN_PROGRESS
CREATE_IN_PROGRESS
CREATE_IN_PROGRESS
CREATE_IN_PROGRESS
CREATE_IN_PROGRESS
CREATE_IN_PROGRESS
CREATE_IN_PROGRESS
CREATE_IN_PROGRESS
CREATE_IN_PROGRESS
CREATE_COMPLETE
CREATE_COMPLETE
CREATE_COMPLETE
CREATE_COMPLETE
CREATE_COMPLETE

CREATE_IN_PROGRESS

CREATE_IN_PROGRESS

Resource

Resource

Resource

Resource

Resource

AWS:

AWS:

AWS:

AWS:

AWS:

AWS: :

AWS:

AWS:

AWS: :

AWS:

:IAM: :Role

:IAM: :Role

:IAM: :Role

:IAM: :Role

:IAM: :Role

Lambda: : Function

:Lambda: : Function

:Lambda: : Function

Lambda: : Function

:Lambda: : Function

creation Initiated

AWS:

AWS:

:Lambda: : Function

:Lambda: : Function

creation Initiated

AWS:

:Lambda: : Function

creation Initiated

AWS:

:Lambda: : Function

creation Initiated

AWS:

:Lambda: : Function

creation Initiated

AWS:

AWS:

AWS: :

AWS:

AWS:

AWS:

AWS: :ApiGateway: :RestApi

:Lambda: : Function

:Lambda: : Function

Lambda: : Function

:Lambda: : Function

:Lambda: : Function

:ApiGateway: :RestApi

Resource creation Initiated

GetItemRole

DeleteItem

Createltem

ListItems

UpdateItem

DeleteItem

GetItem

ListItems

Createltem

UpdateItem

GetItem

DeleteItem

ListItems

Createltem

UpdateItem

GetItem

Api

Api
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CREATE_COMPLETE

CREATE_IN_PROGRESS
GetItemApiGETitemsidPermissionPro

CREATE_IN_PROGRESS
ListItemsApiGETitemsPermissionPro

CREATE_IN_PROGRESS
DeleteItemApiDELETEitemsidPermiss

CREATE_IN_PROGRESS
ApiDeploymentccl53d135b

CREATE_IN_PROGRESS
UpdateItemApiPUTitemsidPermission

CREATE_IN_PROGRESS
CreateItemApiPOSTitemsPermissionP

CREATE_IN_PROGRESS
GetItemApiGETitemsidPermissionPro

CREATE_IN_PROGRESS
UpdateItemApiPUTitemsidPermission

CREATE_IN_PROGRESS
CreateltemApiPOSTitemsPermissionP

CREATE_IN_PROGRESS
ListItemsApiGETitemsPermissionPro

CREATE_IN_PROGRESS
DeleteItemApiDELETEitemsidPermiss

CREATE_IN_PROGRESS
ApiDeploymentcc153d135b
CREATE_COMPLETE
ApiDeploymentcc153d135b
CREATE_IN_PROGRESS
ApiProdStage
CREATE_IN_PROGRESS
ApiProdStage
CREATE_COMPLETE
ApiProdStage

AWS: :ApiGateway: :RestApi

AWS: :Lambda: :Permission

AWS: :Lambda: :Permission

AWS: :Lambda: :Permission

AWS: :ApiGateway: :Deployment

AWS: :Lambda: :Permission

AWS: :Lambda: :Permission

AWS: :Lambda: :Permission
Resource creation Initiated

AWS: :Lambda: :Permission
Resource creation Initiated

AWS: :Lambda: :Permission
Resource creation Initiated

AWS: :Lambda: :Permission
Resource creation Initiated

AWS: :Lambda: :Permission
Resource creation Initiated

AWS: :ApiGateway: :Deployment
Resource creation Initiated

AWS: :ApiGateway: :Deployment

AWS: :ApiGateway: :Stage

AWS: :ApiGateway: :Stage
Resource creation Initiated

AWS: :ApiGateway: :Stage

Api

ionProd

Prod

rod

Prod

rod

ionProd
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CREATE_COMPLETE AWS: :Lambda: :Permission
CreateItemApiPOSTitemsPermissionP -

rod
CREATE_COMPLETE AWS: :Lambda: :Permission
UpdateItemApiPUTitemsidPermission -

Prod
CREATE_COMPLETE AWS: :Lambda: :Permission
ListItemsApiGETitemsPermissionPro -

d
CREATE_COMPLETE AWS: :Lambda: :Permission
DeleteItemApiDELETEitemsidPermiss -

ionProd
CREATE_COMPLETE AWS: :Lambda: :Permission
GetItemApiGETitemsidPermissionPro -

d
CREATE_COMPLETE AWS: :CloudFormation: :Stack aws-app-

composer-basic-api -

RREERAR , BREHERYD

Successfully created/updated stack - aws-app-composer-basic-api in us-west-2

2B M Infrastructure Composer AWS SAM 3 il Bk 1t &

It &353R BA an{A 55 A sam deletedn S MIBR CloudFormation # &,

1£ sam deleteF# A AWS SAM CLI 55 , WHEREEEEMERHEEFETA -

$ sam delete

Are you sure you want to delete the stack aws-app-composer-basic-api in the region us-
west-2 ? [y/N]: vy

Do you want to delete the template file 30439348c@be6elb85043b7a935b34ab.template in

S3?2 [y/N]: y

- Deleting S3 object with key eb226ca86dlbc4e9914ad85eb485fed8

- Deleting S3 object with key 875e4bcf4bl@aballsstad83158d84b6d

- Deleting S3 object with key 20b869d98d61746dedd9aa33aa@8a6fb

- Deleting S3 object with key c513cedc4db6bcl84ce30e94602741d6

- Deleting S3 object with key c7al5d7d8d1lc24b77aleddf8caebc665

- Deleting S3 object with key e8b8984f881c3732bfb34257cdd58f1le

- Deleting S3 object with key 3185c59b550594ee7fca7f8c36686119.template
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- Deleting S3 object with key 30439348c@be6elb85043b7a935b34ab.template
- Deleting Cloudformation stack aws-app-composer-basic-api

Deleted successfully
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AWS Infrastructure Composer &

AREHHEBREFER SRR ERALMNIE S| AWS Infrastructure Composer,

TECRBRRBULERIR

SEEREE A -

Can't open this folder

I - azon.com can't open this folder because it

contains system files
Cancel Choose a different folder

AReRE - B iR R B EAAHE SR FEEURE &,

EEiE—$ T HRILEERR , 528 Data Infrastructure Composer A LA EL,

EFERETRANTEE S  SERAEAERERELSH Infrastructure Composer,

RNy AT O N
$533814 : 7E Infrastructure Composer FEHAFERE , BFEFIUTREA :
ARERE A : B EERSE Infrastructure Composer AT EN A IS ER R,

= Z T ## Infrastructure Composer A IRIARER , F2E 2 E/NBER,
AEERR  FHNEREZEZETERNEE FEFHABER,

A2 EZNERBE LEMEE Infrastructure Composer AR SRR ILEFEH 2 B %N F B

%,
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"RENERRTSHEAER template.yaml

EXRMARKELSE LRI THHR

Activate local sync X

Automatically sync your project to your local machine.

Project location
Select the folder where you want your project files to be saved.

[ Select folder

A The provided folder contains an existing template.yaml. Select a folder without an existing template,
or load existing project.

Cancel

ARERRE - SEIRNERRESE template.yaml %R,
EBNS—EFasEAENEANB & , IBIHHNE &%,

TRENRERIERERBE T EXERRFRIFFA...
AR | ERREREREEEALMEAS R TR %

BEE—S TR , 5528 Data Infrastructure Composer A LAf7ER,

REHERETEANEEE S  SFEAFEALRERELZH Infrastructure Composer,

T

TRHMNERRITEREM template.yaml
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HyZ £ AWS Infrastructure Composer

MERZEME AWS RESEEIEF. 58 AWS BF |, BaUZHSRNERPOMBIREE , ELRE
B/ TRERESHBEBHNEIRMAEE,

Z2MR AWS BEECBNARERE, AFSEEAFEERAERNEZEYE  NEBRPHNLT SN

- BT LM - AWS BERERL FHIT AWS RV ERRE AWS El, AWS L ARBHTTZ
2HEANRE, EBAWS ERFEN—HY , F=FEZAESEHIETRERMAZLEHNENR
., BEETHERANAEETE AWS Infrastructure Composer , 582 BAWS SR :TEIR RISEE,

- ERNEEMN - BNEFTEORRNEER AWS HERE, G4 AHHMRNEEE K SFERNER
., BRRANERNMBREENER.

AR H BN T i AAIFESER Infrastructure Composer RER AR BMERE ., T ERERAMATER
ZE Infrastructure Composer ARFE BN ELZ2BEREE, B THRUOMAFEHEM AWS BRI KRB
REER F{REE Infrastructure Composer &R

F&E

- FHERRE AWS Infrastructure Composer

« AWS Identity and Access Management B # AWS Infrastructure Composer

- WEHRERE AWS Infrastructure Composer

- HHYEEM AWS Infrastructure Composer

HHYERHRE AWS Infrastructure Composer

HESEETFEH RN AWS Infrastructure Composer AWS R ERHRE, MEERMR , AWS B
REHITIIE NEHERER AWS BEif, FAEHEBEELHERSRELEEATNEGIE, SHER
BEMER AWS R WL SHERNEETK, NEEREBAENMAEN  F2REHELEER
BEE., NEBMNERMRENER , F2E T —MRERREESR (GDPR) Hbv o

ERERREEYN , RAEBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5§ AWS
Identity and Access Management (IAM) B EEBIERE, wtt—R , SECHAEHASESRETHK
HEKPAENRT. RftERERATIANREER

- BERFHEERSEEZRRRE (MFA),

AR —


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/gdpr-center/
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« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

o M E API F{E A EEEIE2 8% AWS CloudTrail tNEFEEA CloudTrail B MR AWS SEEIH
B , 2 BEAWS CloudTrail { EAEER) PHEA CloudTrail B,

- B AWS MMEZMRAR , UREPHWFIETERZSES AWS R,
- FERERNZERLIRE (HII0 Amazon Macie) , HBIEREFMREZEFEZE Amazon S3 HWEURBE R,

- MRBE AWS BBHGTHREIN APl FEH BEE FIPS 140-3 BN R Gm=ZEHE , F5EH FIPS
mEh., WEHEE FIPS M FIPS BN EZHEAE , B2EBE T EFRIEZE (FIPS) 140-3,

BMEZEBRCBUTESEFNETEHA U SREZRBREN , HMEERSHEAKNNERNT
F FlINBZ B, EBREEEMEA Infrastructure Composer SEA AWS R A, API AWS
CLIZLE A AWS SDKs K, ZHEEEREHBEANFZRUPHANTAERBUEARTERZER
o NMEZBEMAITMEIREEN URL , RFAZIEBFVERB LY AMEBFZ RN URL P EBEE
o

(@ Note

& A 2 Infrastructure Composer BT B ERHE AR E Infrastructure Composer AR Ih
e URELMBEEAMMEESNERERNE &, Infrastructure Composer T2/ E. FHE
EREmAELER,

Rz

Infrastructure Composer F"ENEZERTFAR , RABNTE/RE. REIEHN.
TR R N

Infrastructure Composer 7 INZZEFAR , RAERTER7T. REIER,
& P =

Infrastructure Composer "EMNEZEEZFAR , RAENTE/RE. REINEH.
TIREE

Infrastructure Composer A" X EELMEE A RATFRBATEMRE. RENEHN.

AR —


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
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W PR A B 0T B R AR

Infrastructure Composer FEE4X EFAFBEAFHMNERAENNRE,

AWS Identity and Access Management B B AWS
Infrastructure Composer
AWS Identity and Access Management (IAM) 2 AWS fR# , AT B BIEE B R thiTH¥ AWS

BRNTFHR. IAM EEERGIRATNETESRE (BA) NRE (EFHFT) , UEA
Infrastructure Composer iR, IAM 2 AWS R SR EBFERAY .

- ERSIRE
- ERABKREETFIUE
« AWS Infrastructure Composer #1{a £ |IAM

BEREHER

Infrastructure Composer Z - FEE¥ B FEE AWS EEXES, EAUERENETAERAEERA
LAER Infrastructure Composer BIFTEZhEE. T X EEH Infrastructure Composer 4% T BERY Bl 77
B,

EF & 2 B

ErBREBEREEAWS FHF I BRRBEANAR. BH4AL AWS IRFEFERE. IAM EAERIBE
IAM B 5 21T 9 EE

BT LAER B2 R EAER , Hla0 AWS IAM Identity Center (IAM Identity Center), BE—& A&
7B FH Google/Facebook EAER , UBEE»WEXEA. NEEBEANFHEENR , F2H
(AWS EA EREERE) FHNAEAEHN AWS IEF,

HWRENRFTFE , AWS 124t SDK M CLI ARIGHmFH NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AR R B R >


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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AWS IRF RERE

EREY B AWSIRFE |, B8R —E& S AWS IRF theroot ERENEAGDHE , RF D ATER
WA AWS BR# M ElR, BARBTEEARCRAERUITEEES. AEFEREAERENGE
%, 20 (AM EREER) PNEEREHEBRENES.

BEeeD

REBBRERABCEREERABS S ORMHE , JLAWS RE ERAKRBEEFN .

BEBPRRELHNLEBHE. Web B REENFERE , NERARE & REN AWS R BEE
HY Directory Service . BIE B2 2RITACE , MEAACSRMUEREE.

EEETNVERFIER |, BEFEH AWS IAM Identity Center, IEFAMET , F20 AWS IAM
Identity Center £ A& ER Y1 ER IAM Identity Center ? .

IAM i F & M EF4E

IAM £ F #& https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 —E & 2 ERE A
FERAERANEEFTE. ERURREEIREGRASEN IAM FAE, NFEFAEH A F28
(AM EREERE) PHRERANEFAEFRABMS I RHEER AWS FHERBEFE -

IAM BHEEIEE IAM ERERS  FEEABCAENTTRENER, NRFRER , 728
C(IAM fEFEER) FH 1AM R ERER =S,

IAM B

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B2 BG4S EHFTE  H
ATLUR B ERER R, BULUEBRERETRE IAM A6 (E8EA ) M AWS CLI 5 AWS API
REREBEIAR, NEFHENR , F28 (AM £AEFER) PHREBETASNEE.

IAM B2EARBE S0 EAEFNR. WK IAM EREFT. BERFFIEEEREFN , URE
Amazon EC2 #IfTHVEAEN, MEFMEN , F2H (AM ERAEER) P IAM FHVRIEFEEIR
FH,

EABRREEFRUE

ZAILUEIB R M BUR Y G HIE R & 5 RNER AWS RIZ2EH AWS R FER. BERERES 2 HERM
BABERRT A, ERFARHFERE AWS |, SFHMEELEK. KRSHBEKEL JSON XH AWS FEX
FRAE . MFEE—F TH JSON BERXH |, 26 (IAM EAEER) T/ JSON BERES.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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EEESEMEANK  BEBEEMETRIUEWLRAG THRLEERNTEE , UEETFINEERE,

FERIBEAT  ERAENARKRET. AMEESEEY IAM BERIEEMEEAE  HEHFERE
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