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BERMETEERNEAETREN, ERERUTRARSEER , AINKAE, BEERRE,
ERERENER

1. BBX Incident Manager =& , AREELAIEEERPBERTE,
2. EEEESH , BEHFE
3. EENHEER , BYITUTERE:

a. #E Add new tag (FTiE1EH),
b. WAZEBNES|IEMERE.
c. EERE.

4. EFEMBRER A FRTTIEE

a. EEMBRNERERT , BEBKR,
b. EERF.

EEEEBEDRE

B EE R RB AT EEEEEHHRET AR EHABERKERERE, Incident Manager B
BIIE 1 AWS CodeDeploy Z82#1 AWS CloudFormation 8 EHWFAERE R,

HEBIIRFXEBEBE  ERALEz®  SLAEARPHESEERERIRS FEKEAN
HER,

E

X3

EEERENER 28
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EEFERALLIIEE | BALAEE Incident Manager R R ARE  HhBERREEFEMERMENTFT,

R BB E ThaE

1. BARK Incident Manager 2 & , AR ELAIEEE KT EEFRE,
2. EEEBEESY K BEEIURKAE,
3.

BREERIREACNHERER , REBERIL

FRRBEBEIEE

FEFILERABEEBEIDE , FREERLBETENIRSM

BRIncidentManagerIncidentAccessServiceRole& &,

1. BI{E https://console.aws.amazon.com/iam/ FAREX IAM 32 &,

2. EEfIBEEKTF , iEE Roles (A),

3. TEEESFHH , @A IncidentManagerIncidentAccessServiceRole,
4, EEACNER , RAREEZERER.

5. EHFEARTHMAACER , UEFELERGRAR , RARZEZEMER.

£ Incident Manager A2 3 M 5% E BiA& A

AWS Systems Manager Incident Manager Bif§ AREHHEEE, BEATUEZEEE , M
Incident Manager AISAE S HIREE &, BRI UERBIEANSEFTE |, #& Incident Manager
BRI RN AT B ER B AR A ELED

ES- ]

- BligEE

2HEE

- BEVBHEA

A kS A S A0 & A PE A S Y B AR 8%

BigEE

BEEER Incident Manager FISREBERIE A BBV ZES %,

B MBEBEA 29
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Incident Manager X8 T 5B 4% & & -

- EFEH
- AR (SMS)

=R =z
« FBH

Bii&EEmA

AETRBEENBIENZRZSE , Avent Manager SELRUBIEABEEAEBRABRE. EEEEH
HERRESHE K BULRLHARE. EREEMH , FERYBEARE L AREMARE.

Incident Manager I R L TIEEBIEASBHNEEEBMBEENIIEE, FRELINEE , IRTERZ R
BREPERHMEHNEBBRAEEAZEEEIERETIENBIEEE. EOEEEFETHERETE
EREBBANBEH, BATLIEBRE FE4, MAREZTEFEEL , NBEHFHERAPIEE. &7
LAfE FIE L T RE SR FEERIE R B B BB BB B4 Incident Manager M Bi#&EE,

BERER

B RERECEELBH , FEARBRITBREMABIEEE, RSN At LAREREUHEA
FERREBBAPBREE.

REIE AP BRBIIEEE

1. BEZF Incident Manager F## & , ARRLAIEEFRZHRIEA,
2. ERNZEBRCBEEENBEA K ARRBERFE,

3. EELEBRNBEEESHNBR,

4. BEEH,

BiigEEFH

EEEHEE 550 7% UNSUBSCRIBE, [EIZ& UNSUBSCRIBE &P 1E Incident Manager B2 #Y & B
ByuEE.

BHgEEEN A

1. EIEXRH Incident Manager 9 START FA &,
2. BEZE Incident Manager X5 , RABRRELAEEPRBRIZFRIE A,
3. ENLEBRZBIEEENBIBA K RREBEERE.

BiigEE 30
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Incident Manager RS
4. EBERALE.

5. # A Incident Manager BAEH B RUA .

6. IEE Activate (BLH).

ST

5“53 T%%Ti% Incident Manager {lF 2 HEEEE, BUUREBRBNTRERERZ X ESBE
UL EFHRFTEIR O EFTEIRFE RS S, EEHE - THARFE , FSBE Incident
Manager FEVEEESHENEHTE,

2 B A

BEEVBHEA  BEATIZR,

1. BB Incident Manager £ & , RABRRCAEERBEBIEA
2. BEERIBEA.

3. WABMSANTESR , YiRHE—BTERAE2HBIE.

4., TERBIEEE. RMERCHEMESLSETRERNBIZEE.

a. EEER . ESTBH. HAIES
b. I ABEE B AERBIE R,
c. REEEEEFMENR , HINEFEHH : arosalez@example.com

5. FEETRZABEEE 6 BREMEBKREE. ABEMENBIREEEELSR 4.
EES

/A Important
EEREBEALD , SN ACKRERTE

a. EEBKREEER.

b. E%ﬁéﬁ@ﬁﬁﬁé‘g%’i% D48 | BEE Incident Manager BBt B IS EEEB A 1L,
c. AEMES—EABEEE 6 FEEMESHE,

7. EREBNSHETECE , BHEEREY, Incident Manager B ABEEESEEZNBHEEE,
(B ) EERABKEE , B8 A Incident Manager B2 EBECERBSEENRA RS,

e aE 31
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9. (ER) FEBXFHEAR , FEEEEHNEXR,
10. iE#E Finish (EM)o

EEERBEALRAEBEEES %  EUUSIHEAFN SR E | UERARE, 225
T RFMREHE) B Incident Manager HE2 Y BEE SENZHHE, LTSBEAFLEME
R BILETEESHE, BEE—5 T RNARY EEHE | H2BE Incident Manager M
7 EIfEEH 8.

A BiE A E T EA SN BT &

BIEMH4E , Inventist Manager JAEAZESHEABARBAEEE, A THAENEEFI LR
B AR B Incident Manager , ZMIEZFMIBEEIEER Incident Manager EHE R (vef) BT
HITHHE LHNERAE. ERFEEE Amazon CloudFront & | S AJ7E AWS ¥ 5 B EHFEH,

T # Incident Manager .vcf &%

1. EENTEHES L | BIEFERBE AT URL : https : //https://d26vhuvd5b89k2.cloudfront.net/aws-
incident-manager.vcf,

2. BERREFIEATHRE LHBERAR,

£ Incident Manager & F & I & 2 HEF2 5 28 [0 FE 3 B R

Incident Manager FHIREEHIREEERERETEREENANESE , SBEN#H., BEHIRIELA
FREZIN -2 EHEE, BRREZTITE 30 BB

BIUMBEHECR , ZUSEMAABRTEFHAAR. ERLEZIABRTEEBHONES

B , Invent Manager 2 RIBHIEBMEEFUMNRES (RRER ) . A%, LBEATUERS
B, EENARED , ZAUEA RN ZEREPIEE —RZSEBEFPHRE | Uk —RNZEEBIBE
Ao MEFHMET , 552B1E Incident Manager FEEV B EESEN EHETE,

® Tip
REEER K BEEANGTEDPHEBSANBETHERAAREE, RE , CEREH
BETEMALESEFNSE, KA EZAEBTNEHOERESTENREEHE,

HEE s A S E A E A BV B AR 8% 32
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SERBUBIHFERS B/ \ERfR. RRTUUAEEHERKNT. ESEMB4ARERBAN CENE
EFRE, SHulBRVERHTH®WE, EXE "ERAG.) SHERSRM , KEHRARHMERX
B E RSV EE,

FRAREHPHEERGEER I MEBREHE EIRENBEFIER,
E3:]

« 7£ Incident Manager F 32 3 15 ap HEFE M Ep i

« £ Incident Manager R &R E AN S HETE

£ Incident Manager H 2 3 Fan HERE M w12
BURBURERERE  HPIE - S ARRBERG , U EREHEEEEH,
B2 8l

BUBEHRECH  FRELANCEVENMEEHEDPRBNBIEA. WEFHENR ,
Incident Manager H 2 37 M X E B #& Ao

3
¢
&n
Bt

B LERXURER (DST) @EM St

EEELRRE  SUNEELHRE , MALARRRIEENHKIDEZRFEMNAHNER, EHAL
{2 FA A PR A BR HE TR AR IR RS (IANA) ERMVEIRFE. I : America/Los_Angeles, UTC M
Asia/Seoul, LALUSS ERMTHERMELR, b  S5ERRNEHEBELE L HATEY
RFER , B ERR AR I MNEM DST BE,

f5lan , America/Los_AngelesH Europe/Dublin BIZEREH DST #fE2. Eit , MEEG2™H
MBI ZETRENR 6 2l 8 NEFARE |, BURA—FF WA, #l |, follow-the-suniEFinHEFEfEAmerica/
Los_AngelesBEEHE —E#®i%k , £ F— % Europe/Dublin, FEUtEIHIH , A DST £F |, #
BAUNGE— /I EREBES — N EREEE,

ARTBRELER , RAEBRATIGE
1. ERAE - KEETHFNIETH NI W,
2. Bt OEEERIRBERE NG , STEARER.

MBBRER B ERRETGHERKE , FEEM DST 2aREEE. AR K AREARRIREY
R, LR EEETEM DSTEELEN < , B BENEHEETNEMNSAZENER.

BB PR NR%R 33
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B FEMBERIE

1. BARX Incident Manager £ &,

2. BEEAISEY , BEREGWHE

3. BEEBFETHIRE,

4. SRR | WAZBIUGBIEEBIEERE | 410 MyApp Primary On-call Schedule,
5. $HYHRERE , WALEREANM—5]E AWS [EiF , 520 my-app-primary-on-call-

schedule,

6. (ER) EEBREST , K-S ERBRIZEBANEHEAEZGHIE,

BREREAERGERNERAMPEER. EBRAFECUTEANAN (FIWAR, HEERIRE) &
BRDE, fl, B LURRHRE , USRI ETHERE, HhIenEEFEE  SHXENA
HmEtE. WMFER Incident Manager ETRFMEF , 52 B Incident Manager FHEEEE R,

7. REE-_DISERLHEEEFHE,

£ Incident Manager R F iR In i

FOEFNRRSEETHMERNNEFE., CHSIECEBRENBZA. BUUEE-BFEHEPS
ERZ/\{E@wmi,

A UGB TE Incident Manager P2 ABHEANTAEAFIEERR, NEEHREEREANE
, 5528 £ Incident Manager 2 3 fZR E B Ao

EXRRERBRE  AUNERERFEERRAANFRETEERNINE,
RARERRE Y Wik

-_—

EEVBFEDHEEENRR 1 EED , StERREBWMA TR HIRNERE | Hl0 00:00 -
7:59 Supportz{ Dublin Support Group.

2. HABHBBE  WmALRBRERIERATHBE , YYYY/MM/DDFIIN 2023/07 /14,
3. HYRE , ZEERHALALAGREENHRIDRSFEN B HERN S HEE,

&) LA R AR PR A BR Fe SR TS R BB IANA) ERMEMEFE, 30 : "America/
Los_Angeles", "UTC", "Asia/Seoul", MIFEFMENR , F2H IANA B3 LN EE RS,

BINBREFHEMNRER 34
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/A Warning
FBALRIRECHKREETESR/BHR. T8  SEENKEFNEAELTOKREEE
HARgERPNEERR, NEFMER  F2ELATERENEF B XHFNKE
(DST) 8%,

4. HAWRBFAKRIEE 6 WALBROREFHROERE |, 2 24 MEhh:mmi& | Fli0 16: 00,

BEE  BREPHRESANIEBEZEZE  BEEENTR. Flin , REEEZ America/
Los_AngelestEAMIE , TiEE 00: 00/ AR RERE , RIZEBEEAME 08 : 00 MHNEZR
B 13:30FR 08 : 00,

5. $HYEmIREREER | W 24 NEhh B R ABRTERWER |, #l0 23:59,

(@ Note
WRFABENERCBNBERESAEDS 30 5,

6. (ER) BEXRRRERES 24 M, HEN 24 NHREEE , ARG 1A R R+
WALRRNERERE. BRERBEESABER.

plan , MREFLEFREUFERN 24 NHRESEE 5 11 BNRIIEE | FHEE 24 MHREE
, REEA 11:00/E R BRERE,

7. HRAERRXREY , BERULBRBERATN - BXRE. IRENFaTEHREREEZEHE  FENE
HA B M EHABUANRFRE RE

8. RERBIEAFEZWER,

£ Incident Manager F B FE EHERE P A HH IR A FTIE 2R

HREZFHEPNESERE , ST LS ERBEA , &S 30 B. BALGREE Incident
Manager % R&H 5% TE RV B A% Ao

EXSBHE AN B E MR | ZBEATESRIBELY  HAMCMNSSREN -T2, BATLEBRE
FEM4, BARFETEREE , MBHEFREATREE.

MEEHEEBEANBSABIRIBENER , F2BE Incident Manager 2 37 ME%E B & Ao
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AEBIE AT B EBRE PR W

1. HEUBRETHEEEL  ERRNBIEABRRTD  BEEFEIBREBEA
2. ENMHEIBREBABEIRT  ENZESEWBRPHBIEARSE,

BENBHEANIEFREMERREEPELIHNIEF., SR AEMEBIEACRBEIRRF
3. EBIERR
4. BEREFESEBEANMCE  FEIXERAENERRE  AREAG L

( .

MET

( v

YRR 2R E A BE A NE T
5, REBABREEENBEBERNRE,

£ Incident Manager FisERMILEHMNMRE |, W EBHT B E WG

WRERFETHRPVBSAGRNBIEBFERNER, BRRETUNAXE. BEZHAEKREE.
EEWMBARNRE , XA ERHTIEEHiR
1. EBRUBHFTHEEEL , ABRNERERERERY , #ITTHIEE
- SrEIEILAMEA . WeeklyM EiE  BEESESTWMERSEEE RDaily, BIBIE
AMonthly,
- SHERERE  WARMFENRE., BEHAH.
flan , MREBRFDaiIly WA 1, SEBWZANFITHUSHE K. WREERWeeklyt
WA 3, SEREANBEETHRUESHFE=E,
2. (EA) EEBESY , ¥ RNZEEBRLRSIREBNEHEAERIR,
BERREERGERNEAMDPEER., EBANEUTEN AN (PIAR, HEERIRE) &
ERoHE, il , B ELwER , UEBAERGENBEANE, HERHNREGEER |, 5

SHEIENARGTE, WEZLR Incident Manager ERHVFFHER , 552 B Incident Manager
PNERLRER.

3. (ER) CATSERE K MASTHENKESZEIHIIEHNERE,
4. EFE Create (B).
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BRETUKERIEFTEAARTEFHNAREE. WFEHRER , F2H ELANE,

£ Incident Manager F BB R BN FmHEE

ERAHHHASR , HHEEECEYNEEIRE.
ES |

- BRSHIEEFEER

- WESHIEE

- BEREGHE

- BEUBRETHERRNES

- MIBREFaHERE

WA REFAER

ZA N ERRBEPHEFMEAERE L FIEFE T HENat-a-glanceHE, WEHEHBISHRE A
BEPNETREFETHRNENA. LEEAISSTEERER  BERPLEBEATETREREEES
Ro

mRSFRHREFAER

1. B3R Incident Manager £ 4.,
2. EERAIEEH | BESFGHRE
3. EERBWNGSHIHREING T TIHEP—IE

- FERBITEENRERE  FEEHERA.
8-

ENERIRRERE  RARBERE,
- EEFRBBIENTEERE  FRERRITEE

ETEERAT  BESETRERBNBBAESRE  UEEERBENFAETASIEVUER.
- FERRMEERTEETRERBRNET , FEERREBEI A,
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O My First Rotation
B john-doe martha-rivera zhang-wei nikki-wolf
@ ] My Second Rotation

mIE IR
LU EHFwEER EWRER  ETHFRERARRN

- BFRERIE
- WIRER
- WRFHAH

EEERARBITEEMARAEEELECHITERNEAR K SUNARAERTERE, NFHBAENR ,
ASE BERE IS,

%

mEE T HEE

1. BARX Incident Manager £ &,

2. BEEASEY , BEEGWHE

3. HMITUTHEE—E:
EWSIRaEEZRE , BARESHHE  ARBERE.
BESHHFENENS , UARBRRGHHEFMETNEER A RAREERE,

4. HEGHEREGRETEMLENBER. SUNSFHRARESR  JIWRBNGEREE., B
ANMER, SRR FERFENELBERWR, TEERESRREEETRERMBNEE,

MEFABEEEZENMHEEEENR , F52B1E Incident Manager P2 I 5 HEfE MiEwiE,
5. REFEW,
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/A Important

MELREBASABOHE  CHRETHEVEER. »TRACHESRENABRE ,
BMRBCE BT RS FARNCNREER.

BRFmHRE

EEFARARUBEHENEREATENER  ZUUBITEENRIARERFEL K,
BEREEREIERE

1. BERX Incident Manager £#2 A&,

2. EEAISEF , BESFOHE.

3. EE YPREIERZS B ERSGHEERE

4. HEE COpy (*E;ﬂ)o

5. HITSEBEREBHRETTAEEENSNR. EUUREERE, HEIABRBIA,

(® Note
EREENHER , CXARSERRIEERVEE Y. SROFEFTIEBERLK A
SR B L

MEFEFAE@LRENHEBEN , 552/7E Incident Manager FZE S PERE MR,
6. BIEEUER,

BUBFETHERRNER

NREEEHRENHBRHERET AMEE  SZAUUBRUER. BRUELSKBBANSTIT I8
HEAAS —EBiEA. CEUTUEYUESERIENESR.

BREBBAERGEERIGHBRNER.

ETEBHEEY  BEENBUSLURNERET K MIEBELES, TEETREA Zhang Wei BVEEFEA
FEBEEDESFE, BEAE John Doe # Martha Rivera BIZF 2 8IE , £ 5 A 5 ARKREI 5 A 11 B4
R,
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ERAEER

On-call schedule details | edit || Dpelete
Schedule details Schedule calendar
May 2023 | C ‘ | Create override | | 4 ‘ | Today ‘ | 3 ‘
America/Los_Angeles (local timezone)
Sun Mon Tue Wed Thu Fri Sat
30 May 01 02 03 04 05 06
00:00 - 235:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59
zhang-wei
07 08 09 10 11 12 13
00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59
zhang-wei zhang-wei zhang-wei zhang-wei martha-rivera
14 15 16 17 18 19 20
00:00 - 23:59 00:00 - 2359 00:00 - 23.59 00:00 - 23:59 00:00 - 23:59
martha-rivera || martha-rivera  zhang-wei zhang-wei zhang-wei
BUSHHENEES
1. BARX Incident Manager £ 54,
2. EERASEAH | BESDHRE
3. HEERBNEFHHREISG BT TIHEHP—E :
- BEEHRENR K AREBEIEBTEBRSIESR.
s EBEBRITERER
E

4. BITUTEE—HE:
- EEENER.

- ETEERENEEBRBANER  AREZFFRHIL

EERENBEFEPHRE
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5, EEVHIBERYEFEART , AT TIEBHE

® Note
BEREXVEZELHR I D, BREARKRABARBENBEEEEER.

a. SHEHEREGRSR  EHGBRNEBEUARIER.

b. S¥RKAN , EHHWMABRFHBH B,

c. HYFKEE , WABERRHKRAEEhh:mm , X5

d. #HBERAHY , BENIWABRRE RN BEH,

e. SHERERER , U hh:mm BXWABRE RO EERE,

f. SHENBEBRBHIA  ENERHEETEFNRRBIEASE,
6. EEEUER.

BYBRZ#®  LAUKESBETRREGNE. ELEEBERHUNBBASERE , EAFRSKER
MABRHI. BULLEEMRBERRBRE , WERRBIEREFIERK.

fBRFwHERE
ELRTEEERENSHHRER | &% Incident Manager IR,

MREMARE RN DR BB ERAREFHEEAAREE , CEXEMRIEE ZIBHEIEELE
R R,

il Br 1S an B2

1. BABX Incident Manager =2 &,

2. BEERASEY , BEESWHE,

3. EWSIPFHEEZRS , BN MBRGWHER,

4. BIEF MIBR

5. EMRBEFPHR ?HELRD , EXFHRconfirmPEA
6. 1EIF Delete (MER)o
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£ Incident Manager P BB ESENEHRTE

AWS Systems Manager Incident Manager BB EEENBZEARBFZPHERESRER , KBAS
HEE, B ERSZESHREERNIEHF. IREHEEFIEENBBAREELE | Inventist
Manager 8 22 T —HBEA. CHANEREHEEFERAERTSHERRSFLER, BAUEH

BEENEBEOETE , MEARESHRBREBFRG. SEUUSAHRAEREZERPNEL,

ES]
- BEER
- BUHIREE

RS BR
SHHBEARE  RPSERSERETEN S HE. SERSHEUTER -

- HREEE -FESFEIRAT —ERRNER. ARGTENE —ERREEEDRARERR.

- EREE-EHREERE-BMISATBENHE , DS EBSAER , ELBRASRERNIRE
WNET, EHRFIEERAEERNSEFERRSIBEEE. EUNARESEAREE , EABRE
REEAT —ERRZIELARGENEE, SERRTUESEFRIEE.

MEREMEBIBEANER , 5528 £ Incident Manager RN MR ERIE A, MERIFEWFEE
PR EEMETR , 552 E Incident Manager § 4 Fi BB AU BE 2 B2 B 12 [0 FE & R 32

B ABETE

BARK Incident Manager £ & , AR LABEEPBEZEARFE
BEEIARIE,

SHEE®  MmAABRTENE—=FE , §l20 My Escalation Plan,

SH¥RIR |, A BB LA B R BIETEl , Hli0 my-escalation-plan,
SHEPEERISERFR |, B A Incident Manager S5 R EE A\ T — BRI 2 EE,
HRAREE , BE—RZEMBASBFZTHE , EHEBETESR,

() EEEHBACTHERSHEAGLARGE , FRIERESLITSEE,
EEHE —EEEMEE LR  FREMEARAE,

BEAS —EREMEEARETE  FREERER,

-_—

© © N o g > w0 b
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10. EEFR 539, EFEEANTEELEARLKEBRAENEREENERA L,
1. (A ) 2R8ESY K-S ZEERRIBEBNEBEAZAHREL

BEREERGERNERAMPREER. EBAFECUTEAN AR (FIAR, HEERIRE) &
BRDE, W, BB E2HFE  UHNEFANSHESR, HESsWEHEEEER K SH
XENEHRFTE, WHEFER Incident Manager EIRHIFFMEFA , F2Z B Incident Manager F YR
ER.

12. BRIBEIARKITE,

£ Incident Manager R A& EIEE R MBS KIFE

Incident Manager 2 FH# T E AWS Systems Manager , I ZEHEEEEE4HHERERBNXRE
EETER. DRBERZEEHNRKERARRFE Amazon Q BEAEFRENIXRE, RE , B
$A38;&#£3| Incident Manager FHY [E FEET &I,

EEHTE , OEESFERAIREERFIGEBESEH. Incident Manager b B ZHE B RBEHHEM
EHNBAHEZHREE, eEASEPNXE=HEDIEEN —ZE Amazon Simple Notification
Service (Amazon SNS) EBEEIXE L@,

X FEFRFEX A Amazon Q Developer H Incident Manager X & FHEARRXFTHIREE :

» Slack
* Microsoft Teams

* Amazon Chime

RENMXREELANRESHMNEREZE =ETRE Amazon Web Services RIS ETE,

%

« E 1 BYREHBRIEEN Amazon SNS /&

- EH 2 FMXRERAERXFEIT Amazon Q Developer F R I K $EE
« 113 3 : ASEXRIEEFHEZ Incident Manager &Y B FEETE]

- BEBYXEERD

AEOEERUAZEAHAEE e
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75 1 BUSHEHRPKIEER Amazon SNS £

Amazon SNS R—EXERK , RHREBMHEIFIRE (LBALEEINHES) WAREE, &
HEZBREVEEIFALITE (HABREFNHNETEE) BITHELTERLHEF. Incident
Manager € R EI BT BB —NZEEE , KEMANHBENERGEHOEE,

EEPEETEIF |, B A —HZ B Amazon SNS TEMASHBEH, REEBRE , SEX AWS B
HOHMEEERENEME PEM SNS &,

® Tip
MEEHRUEMNRETERE , BEIELRE Amazon SNS £ |, LUEE Incident Manager #&
BfEA, BRETHKE , BRI RIS,

AT RIBEE I HEFH Amazon SNS F &

1. &5E1E Amazon Simple Notification Service %% A S8R E L Amazon SNS FEFNE B,

(® Note
BAUFECR , B UHHEETREAEHREFEER,

2. ERZEVWEE, X ERNETHEREER Amazon Resource Name
(ARN)arn:aws:sns:us-east-2:111122223333:My_SNS_topice.

. BERE A RAREFENBRER , URERREANEAFEGET T,
4. BTIBRRXHEEBERABFRAIES

"Sid": "IncidentManagerSNSPublishingPermissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
by
"Action": "SNS:Publish",
"Resource": '"sns-topic-arn",
"Condition": {
"StringEqualsIfExists": {
"AWS:SourceAccount": "account-id"

}

F75 1 BAREHMPKREER Amazon SNS & 44


https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html

Incident Manager EREEmR

}

R #nnn#t , MITFIR
« sns-topic-arn REANEIHE 2 BN Amazon Resource Name (ARN) , XA
arn:aws:sns:us-east-2:111122223333:My_SNS_topic,
« account-id REBEREFEAZ AWS IRF B ID , a0 111122223333,
5. 1##E Save changes (RREEE),
6. EEBETEENSERIPEELER.

£7% 2 . EEIRERRER PE I Amazon Q Developer I Bl X $83&

& A LATE Slack, Microsoft Teams={, Amazon Chime RV I X4FE, SEEEFSHRFEE—FEIHX
$EIE,

HYENPRIFE , BEMERCERREERNEIR (FTERUERAELERETBAMENES
). BuEZENRERAERNWRFEF EPRE Amazon Q FRABNREER. REFHRR
ERAE E Y O & M H R 2548 B8 & AT AR SRV B R 5858

FEHXFERAEXFE Amazon Q Developer H 2 3 #9 Slack$8i&E FMMicrosoft Teams$fEF , EHEIEE
AILAE R SlackZMicrosoft TeamsEFAE X #1172 1@ Incident Manager CLI 75, MFEFMER ,
R2HEEBNXEEED,

/A Important

BB EHRFENERE , HARIHREEFTE T I HNBIEAMEE, St bigEisE
REFNBEHXRIE , flNFIEEBEENSHEREE,

MEMKERARERXF Amazon Q FEABN—RENA , BRI XERENH Amazon Q B A S
TEEHNREARERTM Amazon Q BB AEEEEEE.,

RTIIERAENPRE £ PEMEREE !
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Slack

HRFHANSREHEBOFAIRE , UAHAMBEEEAERE Incident Manager £ A Bl X ar
T FAXENIRSGT , ENSHEEETUERWNSackiIREBEMI EEHEE), MFEEEE
&, F2H ZBUXEELT.

£ PENHXRIEE Slack

FERNREARXEESREETH Amazon Q REBABFNHBRELR  FHIREH Slack
, WHEEBHWEEHEETHIER,

- EFR 107, HEABRHRE , BEHEAR,
- ELZER10d # , SFH RS | EEL Incident Manager 7 d
- EFR 111, SHHRERMBCE  SHBEER , EE

AWSIncidentManagerResolverAccess,
- HEZER 12 89 SNS TEERYF , BT T IENME :
- HHES1, BERERSEFITE AWS BEH B,
- HHIFE1 ENEEXEEPEYHN SNS £E , UAREEEHENEHRAEE,
- HHERETFNESEENES  BEMES —EES , WHEEGEREN SNS £E,

Microsoft Teams

HRFPNSRIBEMEBNURE  UAFTEEEMEMELE Incident Manager A B X &5
T BNBHEEETUEAXENMRSG T , EE##Microsoft TeamsII R EBEH W HEHE
B, MEERER , F2R EEUXEEEH,

£ P XSEE Microsoft Teams

BRHBHEETNISER  TUXRERENEESEEMicrosoft Teams®H# Amazon Q BI& A
EFRKRER  YESHNBEFEETHIEE

- ESB 109, SHEHABRKRE , REHEAR,
- EFR10d # , SHEBUEREAIER Incident Manager §F Al o
- ESB 1M B, SHEEERMBCR | SHHBEERE | BIE

AWSIncidentManagerResolverAccess,
- EXER 12 89 SNS EEERYF , 1T T 5IEE :
- $t¥EE 1 ERESEDPTS AWSESEH
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- SHHEFE 1 ERNEEZESPTELN SNS £E | LAREESHENENRIEE,
- SHEERETNESEENES , REFTES —EAEE , WHIHHMEESM SNS &,

Amazon Chime
£ Amazon Chime 2 3 ) K588

BERMREREXEESEETN Amazon Q BB ABHRNHERE  BKREA Amazon
Chime , ¥ EEWELFITETHIIER :

« EZER 11, S BEREZAER Incident Manager 7 1.

- EFBR 12K SNS FEERY , BEUSEXEXHZE Amazon Chime Webhook By SNS E
=
- SHHEE 1, BREBERITE AWS EBEF B
- HYEE1, BEREEZESFEIN SNS £E , LARSEHBNEEXZTHRIEE,
- SHEHEREPNEEENEE , BEEMES —EEE , LI EHEHMERMN SNS =&,

® Note
Amazon Chime T X #E1E SlackH B X 383& R 5 F B LL = 44 [B] FEFE =X B9 Microsoft TeamsH]l
XovHo

7% 3 : S RIFEFEZE Incident Manager F#Y B FEETE
ERESEHEETER , AR HREE , FREESER ETBERANZKER.

BfE PHSRGEVOESE , 8 BR ER ) BEESHOENREE , EREERARE LD -
BIHEASHVIRE,

EBWXKEEEE

¥ SlackH # K $EEMicrosoft Teams , Invent Manager A ZEIFEEFEA T Fssm-incidentsds
T, EERXEEHESEHES !

» start-incident

* list-response-plan
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* get-response-plan

» create-timeline-event

* delete-timeline-event

» get-incident-record

» get-timeline-event

 list-incident-records

* list-timeline-events

 list-related-items

* update-related-items

» update-incident-record

* update-timeline-event

EEEERTEHNIIRBEFHTHS  FEATIER, # cli-options BFRAGTEZTEN
EALEE,

@aws ssm-incidents cli-options

Flan -

@aws ssm-incidents start-incident --response-plan-arn arn:aws:ssm-
incidents::111122223333:response-plan/test-response-plan-chat --region us-east-2

@aws ssm-incidents create-timeline-event --event-data "\"example timeline event"\" --
event-time 2023-03-31 T20:30:00.000 --event-type Custom Event --incident-record-arn

arn:aws:ssm-incidents::111122223333:incident-record/MyResponsePlanChat/98c397e6-7cl10-
2al0-9b86-f199aEXAMPLE

@aws ssm-incidents list-incident-records

#& Systems Manager Automation Runbook & £ Incident

Manager LA EE 4

BRI LAER PHY T E AWS Systems Manager Automation B9 Runbook AWS Systems Manager , 2K B
Bt AWS Ein RIETFE RNEARSINERRETE,

&4 Systems Manager Automation Runbook #{TE #1518 48
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18 Runbook #'&EZ Runbook LE#E , HH Systems Manager E 2N ZE &R H AL AWS BEIR
A FHITHEERR. SRR Runbook B EIMLER AWS HE, HMBEMNEHE,

£ Incident Manager 1 , Runbook EEREN S EIEMERE , MABFIEE Runbook 4 B FEETEIR —

i
HENEEETEF | SR URB T ERERENATFRG , S—REBDICEBETRE , BUTNEY
BETHITF M. EESEREREEZFIEE Runbook K , Rift AJ £S5k H ENRXE Runbook,

/A Important
EEAREBERVNEATEWUARLEEPEEN Runbook,

3
¥
dn

% Systems Manager &L, FH1TFMHMEE Incident Manager EA#ITF M FMER |
THIERE :
- FE# Runbook ¥BEEMEETEI , 55281 1£ Incident Manager 2 1 ML EEIFEFHEl,

- ZE#—F T # Runbook , 5528 AWS Systems Manager £ &M B HIAWS Systems
Manager B E){t 1 AWS Systems Manager Automation Runbook £ %,

- WFHFMEA Runbook WX AEEA , 2@ Systems Manager Ef&,

« INZETE Amazon CloudWatch B /RE Amazon EventBridge B4 =485 B 50U A Runbook K&
A, ESRHERE . #E Incident Manager £/ Systems Manager Automation Runbooko

£

« BREVAFIT Runbook TYEFRIZFFER IAM EF AT
- {#/ Runbook Z&

- E Runbook

« Incident Manager Runbook 4%

BEVF#11T Runbook TAERIEFTEM IAM 51

Incident Manager FEEFF Al , FEEESHEEH 1T Runbook, HERMIBLFFH , BAUFER AWS
Identity and Access Management (IAM) &, Runbook fR# & & F] Automation AssumeRole,

B AT Runbook TAEFREFIER IAM 3577 49
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Runbook R A BELENRFA®. LAEA Incident Manager R FZEFEE) Runbook TEi
BRTENET T,

HE{tAssumeRolei2 #11T Runbook F g EM BRI S ATEMEF T,

® Note

MEKRIEEAssumeRolefE{d , Systems Manager Automation & & &2 & ¥ & Bl & 5 £
Runbook R AT, MREKIEE AssumeRole , BIAEAGHERFF I8 ZE Runbook IRIE
A, MRLE , Bl Runbook EEHITELH T,

B, BRBELXEREEYE , RMEZREEATREMN AssumeRole, FHERH

AssumeRole , BRI LABRF| B L EFHIEESEACHSERFT,

WME BB WM EFAssumeRole , FFZBAWS Systems Manager ( EHEER) PHEREEE
ItHREAE (REAE) FH.

BRILAE IAM ER AP EITFHELE—EENAE, - B A LFE Incident Manager £ 2 37 = & #
EESTEIAZEINE—BENAR,

Runbook fR#& & &5 ™
Runbook fRIE A€ AT 2EBE LT FH SRR M,

55 — BRI =X AT 3 Incident Manager BX &) Systems Manager StartAutomationExecutioni®f,
K& | LIRESTEH =% Amazon Resource Name (ARN) X KX RHE R L#1T,

% AR 5T Runbook lRIEABEZHZEMNIIRS P#HIT Runbook K , £%5 —EIRF FREA
B, MEFMET , 52 BAWS Systems Manager  EREIERE) HHEZE AWS EE M kRE
B1TE B,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ssm:StartAutomationExecution",
"Resource": [
"arn:aws:ssm:*: {{DocumentAccountId}}:automation-definition/{{DocumentName}}:*",
"arn:aws:ssm: *:{{DocumentAccountId}}:document/{{DocumentName}}:*",

B ENF T Runbook THETRIEPTEEM IAM FF A 50
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"arn:aws:ssm: *::automation-definition/{{DocumentName}}:*"

]
},
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-AutomationExecutionRole",

"Condition": {
"StringEquals": {
"aws:CalledVialast": '"ssm.amazonaws.com"

Automation AssumeRole 7]

BB EHCERTEE | B UREE AWS ZEBURFIRIZERET Incident Manager B HY
AssumeRole, ELBERBMEEIFT , LLEITE Incident Manager Runbook RH|FFERAMHFZE BRI
B, BAILLEE —RZMELZTEHRERIEMAssumeRole BRI, TRIRA M AssumeRole
Incident Manager 2 &2 ] LLUREHNBUR,

AWS ZEBRERB BURH#IR

AmazonSSMAutomationRole HEEF Systems Manager Automation BRI &1 1T
Runbook FERIES . AELLBERIERIGEE
ENEENSHEREAE.

AWSIncidentManagerResolverAccess EFERAERE. RENEHRSH., BHALUE
AeMESHERRTEILEFIFESE4E
EEE.

BAUERAELZERR , BTFHZEREHEERFNFAT. T8 , CEENSEEBIENFATA
BEEEMTE. EELRRAT , BFEEA RHEANBRIFJAssumeRole, MEFMEF , F2H
AWS Systems Manager Automation Runbook 2%,

EXE M E1T Runbook TAEREFTER IAM 1] 51
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£ Runbook 2 &

# Runbook A B FEFTEIEF , B LUEE Runbook EHTREEFANSE., OETEXEER ﬁiﬁ
ENBEENSEH, $NFEE , SUMEEREEFETHNSEERAAE., HRBEE , RREE
REHPNEESTREEERNSEE, Incident Manager ZEBIUTBHRESH

Incident ARN

E Incident Manager B S48 , RIS HEE ESHC M Amazon Resource Name (ARN) ,
I 7 Runbook &Lt SH 8 A ZE B,

(® Note

WERBEERG String BEANSE, IRERGEMAEMERNSE | S LHT
Runbook,

Involved resources

E Incident Manager B EHF , R SHENEHFFRERN ARN, A% , ELEIR ARN 15
4 Runbook FHI LB,

B3 A A BA B Y B IR

Incident Manager A B4 #% CloudWatch Z/~, EventBridge E4MFBRIMWEHFIEEN AWS BR
ARNs £ A Runbook Z2#{&., AEHRAEEALSHEE , Invent Manager A SAFEEL ARNsHY T [E 58 2
&R,

CloudWatch 7R

# CloudWatch 2 RENMEE N E4E | Invent Manager € BB AHRB MV IS EEN T HERENER,
A&, CEETISRNEREAFHENSH

AWS AR EREHE
Amazon DynamoDB £EXERS]
= h

& A Runbook 2% 52
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AWS R #% R

Amazon EC2 BR 5
BITIER

AWS Lambda BB BB
B B AR A
B

Amazon Relational Database Service (Amazon  #&
RDS) ) _
EREHITER

Amazon Simple Storage Service (Amazon S3)  f#1ZETEE

EventBridge 33 Al

& R ® EventBridge EHE M EHEF | Invent Manager EEEHFASFTIZS HIE A Resources B
M., MEFMER , 55208 (Amazon EventBridge A &IERE) FH Amazon EventBridge =,

FHEIYNEH

B8 Startincident API BIfEZRZE I E4BF , Incident Manager €65 API FEAY Y EEA
EBEAZRRNZE, EBME , cSFfAE 28+ EEANHEIEHE INVOLVED_RESOURCERE
ArelatedItemsZ#,

® Note

#ZINVOLVED_RESOURCESEREEEMGEE WS HStringlist, MREBRGEMEMIFR
K28 , BIEE£31T Runbook,

E# Runbook

Y Runbook i , WA LUBRE I EIRMEMLSEE |, b LUEFE Systems Manager £ E BRI E
f Runbook —EiFfiR M EFiliEm. WMRBEBIUZRFE, Z[EHE Runbook , 552 B Systems
Manager A& IEREHPMNESZE AWS EE # IREFHTEBL.
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E 2 Runbook

1. 7£ https : //https://console.aws.amazon.com/systems-manager/ FRX Systems Manager £ & .
EEBEEHKF |, i#F Documents (L)

i#1ZF Create automation (3 HE)1t).

B AME— B A3 BI#Y Runbook &,

# A Runbook HY##iR.

AZRENEBLXHREY IAM A8, EAE Runbook BEIHTH . MEFHMENR , F2H
E BBt THERER RS EFE

7. (EA ) #8 Runbook MEME M ASE ., B LAERE Runbook i AEIRENRAES &,
RS EF A Runbook MBI 2 EH4HPWE. BRESHSERTRMENE.,

8. (EA) FMEEFEIE,
9. (EH) FEEE
10. ERIITFMATRHEERENSR, SESRBER

R

=

- BH
- FRABNER,
- SBHEEHTHEE, Runbook FERAEEHEERRERFEL R,
- (ER) TEt.
1. FIEAE L EMN Runbook FBR#% | IBIEEI BB,

EEFABIIRFIEE , B EEIRS FH Runbook BEHHIR A Runbook AT EEARIIRS &
Mo

# A Runbook

1. 7£ https : //https://console.aws.amazon.com/systems-manager/ FRX Systems Manager £ &,
2. HEEBEH®KP , 1EIE Documents (3H).

3. EXHBEY , BELBRHARANXXM , REBERRFMET. £ Permissions (FF ) R5IHFEHK
b BEEREXANEREE. RANHEEETUS EXH,

4. BERE.

5. RENRHAEGT , BE Public () , RRIERE Save (F). BEATHAGS , FRERNL
B, WA AWSIRF ID, EEMEHA , ARBERT.
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Incident Manager Runbook &4«

Incident Manager 2t %] Runbook &7 , LA Bh &MY BBKFA R 7E Systems Manager HEML P iR S
Runbook., ZAILABERSEALEZR , B HETHRE , LI SEAEINERNBIEFHENR.

£ Incident Manager Runbook 4%

1. £ https : //https://console.aws.amazon.com/systems-manager/ Bt Systems Manager 2 &,
2. HEEBBH®KP , 1BIE Documents (3XH).
3. HEXHEEH , AWSIncidents-EESMA A LLEERFTE Incident Manager Runbooko

® Tip
A AWSIncidents-AEEXF K MAREANHERFEEREMHIRIE,

s A A

—

£ https : //https://console.aws.amazon.com/systems-manager/ B Systems Manager £# &,

EEEEKT |, 212 Documents (3XH).
XM BEEPREBELEEHNEL,
BEABRLIER , ARERXHNAS,
HEEEEKT |, 22 Documents (3XH4).
i#1Z Create automation (3 HE)1t).
I A ME— B AT BIH B M
BERERRSIER.
BERE,
. EXHimEESSEE R R AERNEFRER.
. i##Z Create automation (3 HE1t).

© © N o 0o bk~ w0 N

_
= O

AWSIncidents-CriticalIncidentRunbookTemplate

AWSIncidents-CriticalIncidentRunbookTemplate 2 — & A , AIEFBHLEHEM
Incident Manager E4-4£ AR, BESTRIIEER , TARAZHEARER , BFARERUZERE
EBBERASHRR,
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£ Incident Manager A% 3 #15% % [ fE5T &)

O ETEI T EEE S MR EEFRAENEH, OEFTETHEELN K HEbhasEHEHESE, EH4E
HmEM., EREH EE Runbook AR BEEEMISESHEAEA.

REEK

ELEXREAEHE , TUROIHERSHNZE, ELRGTOEFER  BREZERTIREER.

- LB - BRKESEHNER, WRESHNIBREEARER , AELSHEBNVER , T
BYEE4HEEENRECEERAE,

- IEMNER-HRELEREFETNSHE K RMBRBRLRESHEE  MTAEMERERFEERE. 2
Bt EEEEMENBMEARBEIER (@SS ERBRBEA ) K UEESAPEETER. ARG
BEHEFEENEEEERTRELER NS EXENRGTEFREROEES , LUREEL
RO, FRBEOBEAR , IRFTENAEBRZALELFER , REHEEHMRRBINEE |, 8
Incident Manager & @8 XBii& A EBREH,

- HTFM -FERMTFRREATES, TEENSR  URLEEEESHHEEINED.

- BEISHF - ERIRBEERECEHAEBET. WRBEAGCEERREEER, it
HZERELEERE MR REHAERN.

23[Rt &
A TSR AFRE Y BRI & B LB EE,
= Svdl) ]

1. BARK Incident Manager £ & , AR EEEE R P B ECERE

2. BEEBRVOREE,

3. EEWP WmAH—BRINEEEIERE , AREESTEI# Amazon Resource Name
(ARN),

4. (ER) BRETRERE  BAEARUTRNER , UHBERM SHREE DR E.
REBEESHEHENERE.

EESMHFER

EAETHBEEERMEEREHN | B LIS ETERE, Incident Manager 5B EE F ZH R EETEIH
BB ESS.
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ERAEER

BE
1.
2.

5.

6.

BHER

EEZEED  MALEHNER | LUHBIEE Incident Manager BB L& FIE.

HHTE  BEEFEEN , UEHRLEEAEEICEHNBEEE , fINEESK, 0F
Incident Manager F & EF 7 NWENR , F2H .

(1ER) #HEREE AARLOEASEYNSAREGERE.

(i#&F ) #H¥ Dedupe F& |, B A dedupe F&, Incident Manager fif f it = 88 2k B IE M R A 4R
RERER—ERF PEILZESH,

EEERMRFERRRARREEREMHNARISF. NRTIEEEEERMBRFES | Al
Incident Manager € 2 Y B8 |, 7£ dedupeString MU FTESEEHEFZENFERES. W
RERIZIEL |, Incident Manager ER BRIV EHMRERIRENE4H,

(® Note

RIZTFERR , Incident Manager & B EftiBR48E Amazon CloudWatch Z/R=f, Amazon
EventBridge B4 BN ZEEH. ETFEZRMABCHEEERMERFTS |, HUPHILEL
ERBERENESE,

(IBR ) EEHERT , FHEEERSIRNE , WERERILE R EZMNEMF,

AR S MR HKE RN TagResourcef Al , F BEE R EFRESHER.
RESBIEAEEEANIXEE , MERLEBEESH.

(R ) EESHOENXEAE

EfEOENETESURBER K OEESERBERREHEN., WATUEANXST , EER
PRBEREHEE,

EIMXRERERX T A Amazon Q Developer , R LL% Slack, Microsoft Teamssl B 588 |, =
Amazon Chime ARZHEEETEl, MEEBENXEAREXFE Amazon Q Developer HE I B X
SHENEN , B2RUKXEAEXEEEIEEFH Amazon Q Developer,
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/A Important

Incident Manager #4478 B 5 % i Z B K #83& Amazon Simple Notification Service (Amazon
SNS) EEMEFTA, MREERMEZK SNS TEMNFFA , AL HIIBEEEGT
2/, Incident Manager 4RI B ME MM ZE SNS & , UUBEFT .

MEMRSBERFFHEE

%II

, i82 @ 1£ Incident Manager F A& 6] FE & 22 3 1S B K5EE,

EESHEEHXEE

1. FEHXRSEESF | ZBEEIKEAERIKRIEEHH Amazon Q Developer , [BFE#& 7] LLTE E44 2 R &
T8

® Tip
EEEIXRERAERNPH Amazon Q Developer FEMFHHEIRIEE |, FHEEREH
PRGNSR

2. SYHIREE SNS T8 , BEEEEHHBRMIEM SNS T, E£ZE PHE SNS =&
AWS B SEINEE , Ul RESHREIRE,

3. HERELASHYBEZHENBEA, BREDPHENEHTE.

(BA) ENZZ2HEHOENER
BAASHBERBNRBESNOEE. REEBREBEITTIEE

1. EABGTEPFEBEANBEPHERESAREE.

(® Note
B A &M 5 — Bk S 2 A s AR EE R,

2. REEHFTEFRERTETHNSE,

MEREMEMETEINFMEN , 552 B 7£ Incident Manager 2 37 MR EBi4& AR 7£ Incident
Manager P B EE SN EHETE,

B EEE 58
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ENESREHEENER

1. S#YEKRE  EFCERENEHRETE. SodiENERBEA.
2. fRIEEEMMIEE Runbook A SHBMIEREN —2 81T,

(i#A ) #B%E Runbook HBREH

BRI LA A AWS Systems Manager Automation 1 # Runbook , £ AWS Eix IRIEH AWS Systems
Manager B 811 & RN EAEX MER R EEE

#18 Runbook #&E# Runbook TE 2. Runbook THEFRIEEE Systems Manager EZ E & B
Hih AWS ERER FHTWEHE, £ Incident Manager & , T F MRS 4 EANER,

MFEE EETEIP A Runbook MFFHIEH , F2 B Systems Manager Automation Runbook #&
£ Incident Manager # LMEEEH,

EEEEEHEMRH Runbook :
1. &% Runbook , T FHIH A —IF ;
o REARAPIRZFER Runbook , AIEHRTFEEEH Incident Manager Runbook. #F¥f Runbook &

8 , 8 A ¥ Runbook Ky R & .
« JBEREIEED Runbook, EMEMFANEEE. HITFMARA,

® Tip
= ERERMHET Runbook , FHZIZEREH M Runbook,
WEEER T Runbook WEH |, &8 %Eﬂ # Systems Manager Automation Runbook B& 1£
Incident Manager # LAMEEE -

2. HZHEESYF , RHEPNE Runbook FFRMNEMSH,

A AKSERH Runbook IEENZH. —18 Runbook AIREZEERS —EFRNSH. BLSH
ARERLEN , BLEARRAN.

HFFZERT  BULLERFERRASHMNTEE , Sl Amazon EC2 #{T{EER IDsEE. &b

A LAZE Incident Manager Rt EHBHEELENS HIE,

3. (EFEHA) BR AutomationAssumeRole , IEEEFEAH AWS Identity and Access Management
(IAM) A, kAN EEEHTT Runbook FIEEMN BRI G HSFIENEFT,
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® Note

MR KIEEAssumeRolefE{d |, Bl Incident Manager € E & A Runbook RS A& & 3 H
7 Runbook g EMNERITH S

RIZETYIEE :

« B A ARN {E - A B FEH# A AssumeRole #J Amazon Resource Name
(ARN)arn:aws:iam: :account-id:role/assume-role-name, il
arn:aws:iam::123456789012:role/MyAssumeRole,

- ERARANEREAL - REKRFAFNRAACBEETEEEAMENTINAR,

- BYFMWREAE® - % AWS SEBERHBIBIZBLLEEE AssumeRole, ZHULIEEE | &
HAWS ZEBE , HFEPEE-RZEBEE,

BUNEZHTACHEREARERE  IBALEENRRE,

(® Note

1E{E#HY Runbook RS A @ E{RIREL A4S E Runbook 1HEAE . ©FREETEH
Runbook £ E A, ERRAABEMNERERT XEH M Runbook,

4. ¥ Runbook R A® , 5 EEARBMHEEFEEFMEE Runbook & & TEREBFIENFTH IAM
ﬂ@o

ARZELMARTEE Runbook B ssm:StartAutomationExecution®fE, BE

Z Runbook BIRFEf , ZABHLEARNEE HIFEM ZAWS-SystemsManager -
AutomationExecutionRoleA &M sts:AssumeRoleBETE Incident Manager B2
AWS tEF M EiEEH.

RIZETHIEE

- BIFHMIRIE AR - Incident Manager € A& 23 Runbook fRIEAE , HH I ERE Runbook
THEREBAENRETT.

HAAGEE K BuiESEBNENREE IR AREENEE, EBLEHAESNER , =
#% Runbook B BAREBEBBH., ERREAFA AssumeRole E2ZEEHY 45 E Runbook 488
Bt L Hrge~28E H Mt Runbook FFrEEMFF A,
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- FRRENRBAE® - £ Incident Manager %XRIZILH IAM BEEEFRENZT,

ttAesE  ENECERCERAGHNERE.
5. RAHMEE  RRBETIEF T , USERTFRIEREERHIT AWS IRF WE.

- OEETEIEAERIRS - £ AWS IRF Y ©/Y F B8 Runbook TEHTE,
- ZRENIRF - ERBIBRESHRIIRS P REE Runbook THRE.

B8 R S =614 A Incident Manager , B Runbook EEFI S EERFPHNERUEE
Tk  BEREIZENIRS,

6. HMEERIZBMAS PagerDuty FRIEE S ZIE FEGTEIF,

(iZf ) # PagerDuty RIS E S E B EHE
# PagerDuty RIS E & 2 [E] FEET Bl

& 1848 Incident Manager B2 PagerDuty &8 , PagerDuty &7F Incident Manager B 3 S 2
MVHENEHN, PagerDuty PV EHEFEALEHPERN S ETEREBMAMRBUER , LAK Incident
Manager RV, PagerDuty 7% Incident Manager #Y BB Eh = 4K i B EH B,

1. BHEE=ZFEES , AREERA PagerDuty & &S #,
2. SHENEEIME , BEUETFHREAERAEFE PagerDuty 1R F B3 % AWS Secrets Manager o

WEA PagerDuty B A ERFETFIE Secrets Manager MBI ER , F2E #§ PagerDuty FEUR
FZMIE AWS Secrets Manager #ZH,

3. ¥ PagerDuty fR#& , SRR ERE T PagerDuty E4H PagerDuty Rk FiZEUAR# .
4. BEMEEAEBYWENOETE,

B RBIL 2 [0 fEFH S
R 3 O FEET &
1. (ZR) EERESH , #—RZARBRRCIBLBWEHERAEZEETE,

BEREERGCERNERMEHRES . EARK  KUUATEANSASEER , HIEA
B, BEENRE, flW, SURBERCEOEGE  UENHERENSARE, HEEWE
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HREEBRE  NEEHEREBMNERFTE. WHEELR Incident Manager ERFFHEN , 52 H
Incident Manager F YRR E R,

2. BEEBIMOEFE,

£ Incident Manager iR B Mt RN SHBERREE 5

=%

£ Incident Manager |, FE/EE R HEEH R L AR B AR AWS CodeDeploy 8B AWS
CloudFormation 3 B EHEENEN K MELBER KB EHN TS REEHHEBEN —RNZEER.
BRACEEBULUREASHNEBEIREN. FREEEBERRANEN SN EEEHNEHFRERER
H, BBRELMENEBENHBREN  OEETEEFHESHEA. EMRPDTHBERAMENRE
B, EAMRA B ERNFERRE (MTTR),

B &I, Invent Manager X M {E AWS BRFEAWS CodeDeploy#l WK EEFEAWS
CloudFormations,

HERRR—EBEMAIIGE. BREEGRBEP. ¥LRMA Incident Manager B , SLEXEEH
LHEERATE.

EICB A REREBEENEER | Invent Manager 5BV RE AR, LWREH/ERIENR CodeDeploy
CloudFormation H#EX BB EEFFENFT I,

EEEBRPFROIPEAEEESE  BFESERFHEA Thet. 2% , AWS Resource Access
Manager (AWS RAM) fEF B EEARIKRFHXLEREVHENREAE,

AR TIEE , B EERRERZR DB,
ES- |

- BRANEVEESENREAG

- REBIRFHAEFRENFTH

RANMELBEFENREAG

E IR ARAER RINEEHE | Invent Manager IncidentManagerIncidentAccessServiceRole
SRREBIBA VWRKEAR, WRFEARIEM Incident Manager EHEI CodeDeploy ZFEF
CloudFormation & EH N EAFTENGT , EEEMBEESHEILE,

AR B E MR 2 BB ERE 62
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® Note

WMREH Incident Manager EB/ABEEFER , AIGEEBIRFPEIREAR, BEMRF
AEBHPHMRFHNAEER , %%Tf%{@ﬁﬁﬁiw&ﬁqﬂ@iﬂ&i%ﬁ@ mEEBEEH
CloudFormation S8 N ERAERRNIRFFEILABGNEN , F2E PNSR 4ZEBIRSE
EHEE,

LR AGE AWS SEBRMARE, MFLBERPHFITNEEER ,

AWSiIncidentManagerIncidentAccessServiceRolePolicy

T
¢

B AWS SEBXK :

WFEE Incident Manager AR FHPRABEFTENEF , 2 Incident Manager AF9,

NEEBERRNARFEBAMEEENET  HoN EEHEEE DL
REBIRFAEFRENFTT

HRAE PREMABNIRFBEABERRIIE AWS RAM , SEEARNIRF#H4ERE Incident
Manager B95F7] , MAKREBEEERFNBHAE.

ELEET A AT LUEIB RRE AWS CloudFormation H IREHVEEA , EEABRNIRS HEE AWS |, ZEA

¥ A IncidentManagerIncidentAccessServiceRole,

MEEBEEABRSIIRFP THMTBHERNENR , 528 PP B 47F Incident Manager & IE
B AWS 1RF # EEHEH,

REBIRFAEFERENFT 63
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£ Incident Manager FEEI S FHE I E4

Incident Manager 2 #H# T & AWS Systems Manager , A B REBMPRE EEH, BURE
Amazon CloudWatch Fl Amazon EventBridge , #8#% CloudWatch 8~ #1 EventBridge B4 B8 &
B, B ESEHEEERLFHEIEN , WEARE AWS CLI = AWS SDK # Startincident
AP| B)E, Incident Manager 45 #¢#8[E CloudWatch /R EventBridge EHEIHNEESHMBRE
HENSE4,

#H CloudWatch /Rs{ EventBridge B4 BEIE I WEH | Invent Manager S EREREHR AR
BRAWS B HEMN FRBIEH. MR Incident Manager #EEE FEHA AWS [E1F , CloudWatch
% EventBridge E R BIEEBEFTEENEP—BETARETEISH. WEFHENR , BF2EE
Incident Manager FEEE AWS tkF M EFHNEH.

ERBEILEMHE |, Incident Manager € BENWESBHFTS R AWS ERMAEBRER , WGtk AT
ZHEIEE REIER, MREEEEEIFIEE Runbook , ERMEILEHR | Incident Manager
LU EHFTS R AWS BRI EFAEEE Runbook, RiFEIERE 7 LAIERE) Runbook It B 518 R
HER, WEEERABE,

ERRELEMHE , 1T Systems Manager I 7t#f OpsCenter HE I RIBET/EIEE (Opsltem) ,
WHEHEEZTEHMEBHEBEERE, BLERL Opsltem FBHIAERIN TEMKR KN EH 2. Y
OpsCenter B E4A KA, WE OpsCenter EEMNFMENR , 5526 Systems Manager E1E,

/A Important
REELUTEEFHMEN.
R Incident Manager A FEH , IREEEEEFTEREEELMEREE AWS B K,

RIETREREBRELEHM PEVEH, NWEREREENERN , 52 Incident Manager
AR

SEAREBEEVNEATSUAEEE S HEER Runbook,

£/ CloudWatch E REBHEVEH

CloudWatch £ #&# CloudWatch IS5ZRIZEBEREDTNEF | jtﬁib%il TRBEHE
fE, CloudWatch €82 Systems Manager # Incident Manager B fH , KO EIEAREILEH,
EEE T RGH

A CloudWatch B R HEEIEH 64
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* Incident Manager EREXERUBEE., UTREEENIRFE PRI Incident Manager IRIEE#E
At , YREXENF,

- DEXEM Incident Manager EIfEFHEl, BHE T #FM{AIERE Incident Manager EIfEFTE , FBRAE
BI7E Incident Manager AR 32 3 #1538 & Bl FE 51 2 Y S 4 s — &1,

- EREARIAMWEERTE CloudWatch 5. NRERSEEYK , F2RLAERERSHER—&F
M o

ERARBSHEERIER

1. 7 CloudWatch REMN ER, MEFMEN , 588 (Amazon CloudWatch fEREIEE) HHIEE
Al Amazon CloudWatch 7R,

2. EBEBETEIITHWEIMER , FFEIIE Systems Manager B){E.

3. BEEEBRVEH AREIULEHHIOEE,

4. THRAFMERTREREEPHNHGSR,

® Tip
BE BRI EHBHEFRMIEEEMRENE TR,

M EventBridge B4 BB E T EH

EventBridge RAUSEZREHEN, MREAFESERNER , A Incident Manager &£ A FTE#Y [ FE
FTEENEN,

£/ SaaS RFRHEHEUEH
SEAI AR EventBridge BB AR (SaaS) A B AEARANBHENES  UAFE=HE

B RXIE EventBridge EWRBE=FEEBFNEHE , BRI SERHSHNRRRE
Ef. EEERFE=FRBANEE  F2HKL Saas SEBHEREH,

% 7E EventBridge MA#EWIR B SaaS B EH.

1. BIfE https://console.aws.amazon.com/events/ B Amazon EventBridge £# &,

2. HEEERG, BEESEBHEEHRR,

£/ EventBridge B4 BB =4 65
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ERAEER

ERARSISKRERENSHEBE  RARBEARSERHRE.
B Copy (BH) , SEMIRF ID BREITELE,

(@ Note
# E 8 Salesforce B4 |, 55 A Amazon AppFlow A & IEEHMRH S B,

HIESEBHNEN , WRRETEISERHEHRER. FHLERENIRFE ID. EBRUNE

#r RIREE AR IERIRE
iE[E EventBridge 24 , AR EBEER T EESERHSHRIR,

BIASERHEHRREZMILRE | ARBIRIZE Associate with event bus (BESE4F E R HE2E 3 B3

Hﬁﬁ)o

B SaaS SEBHBREMHNRA

> w0 b

© © N o O

13.
14.

AI4E https://console.aws.amazon.com/events/ B Amazon EventBridge £ &,
EEEERP , BERA

EEEIRAL

AR AN B BAER,

EE—ERSNE—BSHEREL  RAUTEES —ERAEBR.
SHHEAERSE  REELSERHHEBHNEHAERSE.
SHHRAEE  ZEEREAEANRA,

BET—F,

EEMHRERAF |, B#IF AWS E45 EventBridge SEBHEH
HHHEMAER  BREEHEARE,

. SHHEH R |, 212 EventBridge S 1EB #£
11.
12.

USSR  BERAFERANERE.

£H¥} Event type (BHEHR) |, iB1E All Events (FTEEH) BZEEAR LR INEHER,

#IZ AllEvents (FTEEH) , ke ERHASHRERENMESHHEFTESHAL
MREVERITEHER , FEERE. ETE8E K AREEFT

BET—

SHEHZENE 42 | 3#1E Incident Manager BIfEETE | RBBIZOESTE,

MR

£/ SaaS SEBHBMHELEN
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® Note
EMEERER  SHE Y EESHNIRFXAANMERET SN HREL B8 THNRE
B,

15. EventBridge A LA R BIZHITATERY IAM A€ .

- ZEEHEIN IAM A€ | 5522 Create a new role for this specific resource (Bt iFEE RE
AHFAR).

- FEFRAEBZAELN IAM BB | FFiEIF Use existing role (FABREBAR),
16. igE—F_bFo

17. (BR) AR WA —RZEER. WFEFHENR , 528 (Amazon EventBridge A EEmM) &
#9 Amazon EventBridge Z%.,

18. EE—F_}JFO
19. REZNKRA , RRBEEIRA

£ AWS BRBEHEULSH

EventBridge i @t X ARG EHH AWS FIHEY AWS FRIEEW S, B4 SaaS SEBHRER
Ay A XNEEL , BLE AWS RFEFRER A,

B A AWS BRI IE SRR A

1. BIfE https://console.aws.amazon.com/events/ BEX Amazon EventBridge £ &,

2. EEBERP , BERL,

3. EBEEVKAL

4. WARAMBBAER,
EE—EEgANE—EE4EREL  RAUTEES —ERARSE,

5. SHHEHERMRERERE,

6. SHERAERRESESEHEINNRE,

7. EET-L,

8. TEEHIFRMAA , BEIE AWS EH EventBridge B EBHEH.

9. SHHEHEN , BESHEIARE,
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10.
11.
12.

13.
14.

15.

16.
17.

18.
19.

EEHREMAD |, BIE AWS B,
SHERBERE | EREERSANERE.

£H¥) Event type (BHHEE) |, i#I1F All Events (FTESEH) NBFEARLKRINSEHERE, WRE
##Z All Events (FIESEH) , e EBHEARRZRLNMEEHEKRFSHR AL

MREBERITEMHER , BEEFE, H#7TE8FE K ARBE/RT
igg-lt_io
$HEHZELE £ |, 34 Incident Manager EEFTE | RB B IECFEE,

(® Note
EREEETEE SR RENIRFAANMEREFANS LR EREHE THNE
B,

EventBridge B AR BIBITATEMN IAM A& .

- EEEHEET IAM B | 55212 Create a new role for this specific resource (Bt EE RE
AHAR).

- BEEFAZCEIEILN IAM A€ |, FH&#E Use existing role (FABREAR),
&E-F_io

(ERA) AR AMA—SZERR, MEFMENR , 5528 (Amazon EventBridge EAEIEmE) +
#9 Amazon EventBridge Z%.,

EET_*JFO
BELHRA , AREBEEIRA,

FEEISH

EEETUFERAELESENEEITE | 4 Incident Manager T AFEEMEHR, FATISBR
BIEH,

—

2
3
4.
5

BB Incident Manager £ &,

BERBEH.

SrYmERTE | WFEPBEZELERSE,

(ER) FEBRCEROEMIRMHNERE , S ASHEE,
(BR) FEBFCEROEMERUENEE B ASHNEE,
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ERAEER

FEREEAFERN IAM FF T

EEFTHRBEHN , FAZEEEEN Incident Manager £ 4., BALE R BINBEBEHNEET. E
EAEMEBEHE | Incident Manager B A EXFEUT/EREER (FAS) 2RI} StartEngagement,

StartIncident
T35 IAM BERBREF BB B4 L ENT., BEHEAERYVEANEESTE  UREBRYESZR
BENRESH,
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ssm-incidents:StartIncident",
"ssm-incidents:GetResponsePlan",
"ssm-incidents:ListResponsePlans",
"ssm-incidents:TagResource",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:UpdateIncidentRecord"

1,

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [
"ssm-contacts:StartEngagement"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:CalledViaFirst": "ssm-incidents.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"ssm:CreateOpsItem"

1,

"Resource": "*",

FERRBEHRMEN IAM A 69
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ERAEER

"Condition": {

"StringEquals": {
"aws:CalledViaFirst": "ssm-incidents.amazonaws.com"

}

HBERBE U TR

* ssm-incidents :

Startincident - R FEREFERAETIZAH AP FERBEH, ESROEFTEIELH

Ky EFRC %o

* ssm-incidents :

GetResponsePlan - A FF £ A E MBS E B EETEINHEBER.

* ssm-incidents :

ListResponsePlans - AFFEA B HEIRE P FTE R EFHEL

* ssm-incidents :

TagResource - AFFASEEFIEZE Incident Manager R , BIEEHFE EFE,

* ssm-incidents :

GetIncidentRecord - fL5F 5 A & REEUS E B FEHE A

* ssm-incidents :

ListincidentRecords - AFFER &S HEREPWMEE 4,

* ssm-incidents :

UpdatelncidentRecord - AFFEAEEMBRESHNFREA

+ ssm-contacts : StartEngagement ( B#&# ) - £FF Incident Manager BRERE & A B BY . R4FT]

R A BEEIR Incident Manager FERY,,
+ ssm : CreateOpsltem ( B&# ) - AFF Incident Manager £ OpsCenter A% 3 Opsltem,

OpsCenter f&# AT AR R 8EEIR Incident Manager R,

aws : CalledViaFirst &4 €8 AT R L BEFERZEIB Incident Manager RFGEF , FREFE RIS E A

( fltn StartEngagement), LA EMA FAS M¥EREEFAR , AL TRELELTESRRINEE

PSR B A

FERBEHFEN IAM FFT
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£ Incident Manager 2 & PR B4 FHER

AWS Systems Manager Incident Manager 8B EH | RIEAFEHNB—RBER , LIEEBR
EHED . BALUE Incident Manager R ANEHFEER L KREMEEY  HP3sEEER
PEHFMERANEL.

ES |
c EERETRAEHEE
- EERETRESHFEET

EXREaFREASHRE

EHEEEECE=AEEE : HREH. EHERNEANsN. BUNFBHEMRFEY , UHRHEEEE
M. BEE— S THFHEMEN , B2RAERTHEISHNEHEL -G, BETHELRD
W, B2EAIEE £ Incident Manager R#ITE4% 2 1 — 8,

EHFMETEUEE. FE, FESENZSEHNIXEENEBETHREN. EERRESAZ
®, TERECHRNEHEE, 7MURFE_@ERSIFERF,

EEREPRESHFMER

SHFREFEERAFANERNIE  SUHAREESH. RLER , &ALEE Runbook R
WS, FESMEHE, REABMEXES , UReRE4FMAER  SINRER, B8 BEM
MHEE R,

NMTEMRR, BHFAEFEECSRERER  HiREE. 4R, ARSEHBEFANERN L E
#EIEE, RIEER  ERBEENE4HREERSE N EMESAFEEARR L,

EEXEATRESHEE 71
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AWS Systems Manager > Incident Manager > Incident 1
Incident 1 ‘ [¢] | Refresh interval: 30 seconds v H i
Status Impact nel [
Open o
Tasks Runbook: Diagnosis
N 1 waiting for input
iagnosis Timeline @) | Runbooks @ | Engagements ms | Properties
Summary
No summary
The incident has no summary.
ddddddddd y

Bandina tacke A

AEERASHFAEARTENTE , ARETUAREEATHEF,

[Rint=iE

BES4FMEARE LN RRERSILESTIEN

« AREE - B4R B BIARRE AT LAR R R R .

sssssssss

- HE-EHEERENEE, THUNURS., AR, FERESHNTE  FEEREBM.

- BIRHEE - FRIRSAERNER , BTN ERPRES4EHRMNBEHA,

- FREKE - QEEFREMH CIRBHEEE,

« Runbooks - EZttZE4FEREEAY Runbook iRRE, MRAETREIEEE S8 A, I KLH, MR
Runbook BYAREEIE &5 A |, 0] LLZEIE Runbook AR EMESFME A, B0 LURIE KB

R, KBEEUEM Runbooko

- B8 - 2EEBNSESENRE, BERELSHEE

HRERESR, MIESHER K REF

£ Engaged F A& Confirmd. Incident Manager A X EHE=HEBHNER, EFESHESMHEIFE
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#3 Runbook

1. 7£ https : //https://console.aws.amazon.com/systems-manager/ FEX AWS Systems Manager
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FEEEE®KP |, 1B Documents ().

EERBIL.

SHHER , WA Runbook My , Il IncidentResponseRunbook,
212 Editor (fRE8R) BH, , RREE Edit (REB).

BTHFABRMAREIES

2

description: This runbook attempts to restart an Amazon EC2 instance that caused an

incident.

schemaVersion: '0.3'

parameters:
IncidentRecordArn:

type: String
description: The incident
mainSteps:
- name: ListTimelineEvents
action: 'aws:executeAwsApi'
outputs:
- Selector: '$.eventSummaries[@].eventId'
Name: eventId
Type: String
inputs:
Service: ssm-incidents
Api: ListTimelineEvents
incidentRecordArn: '{{IncidentRecordArn}}"'
filters:
- key: eventType
condition:
equals:
stringValues:
- SSM Incident Trigger
description: This step retrieves the ID of the first timeline event with the
CloudWatch alarm details.
- name: GetTimelineEvent
action: 'aws:executeAwsApi'
inputs:
Service: ssm-incidents
Api: GetTimelineEvent
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incidentRecordArn: '{{IncidentRecordArn}}"’
eventId: '{{ListTimelineEvents.eventId}}'
outputs:
- Name: eventData
Selector: $.event.eventData
Type: String
description: This step retrieves the timeline event itself.
- name: JsonDecode
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["eventData"])
return data
InputPayload:
eventData: '{{GetTimelineEvent.eventData}}"'
outputs:
- Name: rawData
Selector: $.Payload.rawData
Type: String
description: This step parses the timeline event data.
- name: JsonDecode2
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["rawData"])
return data
InputPayload:
rawData: '{{JsonDecode.rawData}}'
outputs:
- Name: Instanceld
Selector:
'$.Payload.detail.configuration.metrics[@].metricStat.metric.dimensions.InstanceId'’
Type: String
description: This step parses the CloudwWatch event data.
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- name: RestartInstance

action: 'aws:executeAutomation'
inputs:

DocumentName: AWS-RestartEC2Instance

DocumentVersion: $DEFAULT

RuntimeParameters:

InstancelId: '{{JsonDecode2.InstanceId}}'

description: This step restarts the Amazon EC2 instance

7. iZIZ Create automation (3 HE1t).

Fi& 2 : B3 IAM Bt

FEATHIZZREEREIL AWS Identity and Access Management (IAM) &€& | 124 Incident Manager
B Bl FEET &8I 8 E Runbook MIEFAI, A EZBREFH Runbook & E#EE) Amazon EC2 #1T1E
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i##2 Incident Manager , AR BET -5,
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RS |, #IF JSON 5| EH,

#& T EIFF AT BERE R I BER| JSON #wmEERR. A% AWS IRF account_ID BURAEH ID,

©® N o 0o bk~ w b

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": [
"arn:aws:ssm:*:account_ID:automation-definition/
IncidentResponseRunbook:*",
"arn:aws:ssm:*::automation-definition/AWS-RestartEC2Instance:*"
1,

"Action": "ssm:StartAutomationExecution"
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},
{
"Effect": "Allow",
"Resource": "arn:aws:ssm:*:*:automation-execution/*",
"Action": "ssm:GetAutomationExecution"
.
{
"Effect": "Allow",
"Resource": "arn:aws:ssm-incidents:*:*:*",
"Action": "ssm-incidents:*"
},
{
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-
AutomationExecutionRole",
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Resource": "*",
"Action": [
"ec2:StopInstances",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances"
]
}

}
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4. RELEHNEE,

7% 4 : # CloudWatch Z/RigkiaEH E EFTE

FERATHREFH Amazon EC2 #{1TEEA CloudWatch B /Rigikia M E TS,
# CloudWatch B RIERIGEH B FEETE

1. & https://console.aws.amazon.com/cloudwatch/ BEX CloudWatch £ &,
2. EEEERTHNERT , BEMEET.

3. EELETERZEREESTEIN Amazon EC2 #TEIEBHNE TR,

4. BEDE, AREERE. BRESEEAEA N#¥EInstanceld,

7 3 : #$ Runbook E#Z| & 1Y B FERH & 88
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5. 1EE Next(T—%),

S EBERE | BIEFEHIE Systems Manager Bk,

BEEVENS,

BIBAIE PEN M EIFEST BT 3 - # Runbook EZEIEH B EETEl,
i#1Z Update alarm (FHER).

6
7.
8.
9

% 5 RREER

£ EE CloudWatch B REBEBUEH , AR EE O KT &I IEEM Runbook , B4 EBRE TR,
BB /RA Runbook TR EIE% , BAILAEA T 5 FREF Runbook WER, MEEBEERER
HEFA , B2 AWS CLI S 2E M set-alarm-state,

1. BARX Incident Manager £ &,

2. 1E#E CloudWatch BREIIMNEH,

3. i##E Runbooks R5|ZH,

4. 7 Runbook % BBE R #31E Amazon EC2 #i1T{EE LHITHEIE,

TEREMAE FRAEFBRECEIHBREFEIUMN Runbook FTEREIN R, BESRESS

H B B B RC M ARRERA B

Runbook steps

0000:00 (UTC+11:00)

15:01:44 [#] ListTimelineEvents @ Success
15:01:44 [#] GetTimelineEvent ® Success
15:01:45 [#] JsonDecode ® Success
15:01:49 [¥] JsonDecode2 ® Success
15:01:53 [#] RestartInstance @ Success

23:59:59

& ERR CloudWatch B RPN FIEFFMHERA , 35ER JsonDecode2 £ , AEEREH,

%5 RBHER
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/A Important
BHXABTREEAYEBREPEENEMNERESE K METEREELEE, ETEY

Incident Manager EiRHEE |, fliNERFTEIMEH. CloudWatch BRHEBE | UREER
HEFREREIN IAM A6,

BRI : 7 Incident Manager F EB RS EH

IBAI AR B Al AWS Security Hub Amazon EventBridge 1 Incident Manager Ri& B F1EE AWS 5
EREABRINTNLZEEMH., AYBREGE L 5|BEFRE EventBridge # Al , LARIE Security Hub B
BEENEEEERELEH,

(® Note
A ERIZF A EventBridge Security Hub, FAELRETAESELER,

FERMRAF

« EXJE Security Hub, MHEFMEN , S BERE AWS Security Hub,
« 7£ Security Hub PRI R EHEBEE. MFEFMENR , F2H PHFAEFEE AWS Security
Hub.

- ERELEMEETE , Inventation Manager EE BN BN Z S EHEEEAESHAR, MEFHMEN
BI#E Incident Manager F¥{BE 4,

3
B

HEHLHBREP , BAEHAFELERNENREY EventBridge R, BEEERETEARUYAL
28 AWS Security Hub A EEr PRV BATE N RE R A,

3

#17 EventBridge R 8l

1. BIfE https://console.aws.amazon.com/events/ B Amazon EventBridge £ &,
2. ESEE®RP  ZBESHA

3. EEEVKA,

4. wARAE Name (B 78) B Description (¥#iR).

EE—EESNE—EE4FEREL K RUFERES —ERAUFSE,
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14.
15.
16.
17.
18.

19.
20.
21.

SHHEHERFEREERE.

S RARAREEFTEHAEANARAL

BET—F,

HEEHRFERAP |, BIEFE AWS E4 EventBridge SR HEH
HHBEHRN  BESHEARE,

. EE4RRRALA |, EE AWS R,

. EFEAWS BRFE |, i#FF Security Hubo

. P EHER | 22 Security Hub BAEFHR - E A,

. |RIZFEER |, EventBridge R EF SR MAEHERMHENSHEN, SHHESERY , SERETr44

#HEE, BMELEHRFRY  BREEELRENLTLAEERRELEHK,
#—T Next (T —%),

EEEERMNP , EE AWS .

SH¥IREV B 42 |, 3##2 Incident Manager [EFEETEI,

SHYmpERTEl , BEEZAEEYEHEAROEERTEL

EventBridge AT M #{TEHN B BMEN IAM A,

- EEAHEY IAM AG , BEEAREEREYNAL,

- EPEFRIREPOEEN IAM Af | BREEHREAR,
(EBH) AR AW A —RZEER.

B Next (F—%),

RERBWFEREN , RARBEEIRA

RESSEUY EventBridge R Al , FELERZBHEENZER/ER RME Incident Manager HE
VEH, BANRELEHPLE,. BB, ERNBYS4RI.

EEREEMH 91



Incident Manager EREEmR

Incident Manager HHY1ZE5E B IR

EBREANTHRERN  SUUEERED AWS BE EEMN HEEEIRE Incident Manager EiRR.
BRI ERIE TGOS, SARHKNBHIEA, SUALUEERTEEBEPHENBER, Sd0T
UREBRFTEEERELS. BRUTREUTANSA s ENRHHELERN . SEERES

SHEEEN —ERE—EZRE. BRERGT—EERSR , UFSEHSEE Incident Manager
EREENER, FA-E-INERER  TRECEERHEERELER , URERHELERN
FEL SRURBEBRRESNGRER, NFEARREFNBERNEFMNFRENR , F26H (AM
ERERER) PHEAERZEH AWS BRI FHL

BUNEZV ORI  EEMHRARERTEERR, EXRACEHERYEAR  ELEEREERA
EEHEE.

® Note
BEEIZEANERER. cHEeBRBEERFLFH,

B LAEA Incident Manager EE A FEBIABERER,. TIEFHENENEERTIRAEENERE
B, AP ISARTEERRSIBFNENHRLT , ARARFMENBRERN R,

v Tags - optional

Key Value - optional
Q, Environment X Q, Linux X ‘ Remove ‘
‘ Add new tag ‘

You can add up to 49 more tags.

BEURKRAAAERER , FERA TS API BiE :

« TagResource

« UntagResource

» ListTagsForResource
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/A Important

EREMOEGE, S, BEA, SolENRRNER  UREEERERERERE
bR 5 B4R FE 2o
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R Z £ AWS Systems Manager Incident Manager

VEREZEM AWS RESEBEIEF. 55 AWS BF | BRI HZRERPONPEREE | SLRE
RATMERRLHRBEBNERMEE.

ZEMR AWS BB ARRE, AFEEEEREERRERNZEUENERTHLZEMN

- ERMNTEM - AWS B EREE AWS IRIE RERTHERRE AWS Bk, AWS AR RMHAR
2 FEANERE. EAWS EHRFEP , E=SFRBRAESEHAENRIRMAZENEN M. BET
218 A & R 58] AWS Systems Manager Incident Manager , 552 BAWS &8I0 IRIEEE,

- BlRMREMN - ENEEEURREER AWS HERE, S4sBAHHEMREEE  SRENRE
. BRBANERNEAEENER.

AN BIE T BAAIEME A Incident Manager BER R B SEER, THEERBAMARE
Incident Manager AR EEMNLLEER AR, BLE T HNMTERE AWS BRF 3R ihB) R E A
{R% Incident Manager &R

&

+ Incident Manager H#Y & EHRE

« H9 Identity and Access Management AWS Systems Manager Incident Manager

« 7£ Incident Manager # £ f 3 A B & A R B FEFHE]

« & EERE AWS Systems Manager Incident Manager

« HAYEEM AWS Systems Manager Incident Manager

. FHERKEEZ S AWS Systems Manager Incident Manager

« {#£H AWS Systems Manager Incident Manager #5mE VPC i 25 (AWS PrivateLink)

+ Incident Manager 5 B9 #H RE 1 R R 20 AT

P Z £ HKEER AWS Systems Manager Incident Manager

Incident Manager ) & £HRE

AWS HESEERBHAR PHERRE AWS Systems Manager Incident Manager, Mt ERFTR |
AWS B EREHTAAE NEHERRE AWS Eis, CESHETHERRE LEEASTHEHIE,
FHEREEMER AWS R NLLERNEETE, NFEERRBAENFEREN K F2RERE

ERRE 9


https://aws.amazon.com/compliance/shared-responsibility-model/
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WEEREES. NERTBENERMRENERE , F260 AWS ZEMAREE LI AWS HENE
EEEH GDPR #EER X E,

ERERREZEN , RPEZEMRE AWS 1RF BEAER , XA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) B EBBIERE, ftt—R , SECEAEHASESBRETHK
HEKMAENTT. RfCERERATIARNREER -

- BERFHOEEAZSEEZEZRE (MFA).

« £/ SSL/TLS 82 AWS EiRBA. BMFZETLS 1.2 WERMEA TLS 1.3,

- £/ RE API MEAEEEIZEH AWS CloudTrail, 2NEERBEA CloudTrail BHHEEEN AWS SEEIH
B, FE2BAWS CloudTrail € fEA&ER) THER CloudTrail 1B #,

- A AWS MEBMHRER , URHEPHMERERLLES AWS R,
- FERERNZELLRE (B0 Amazon Macie) , HBIREFREZEFEFE Amazon S3 BWEUEEH,

o WMREE AWS FBTTHRESR APl FE BFEE FIPS 140-3 BN ZIGmEEHE |, 5368 FIPS
s, MEEE FIPS M FIPS InHMNEZSHEBEN , m2BABBERARIEEZEZEE (FIPS) 140-3,

BMEZIESCERETEREFNEFE4 i EREIBRER , HEEESBHENNXFEIL
, flaE B, ESEELEMER Incident Manager A AWS BRIE E#A. APIAWS CLISHE
flz AWS SDKs K, SHEERIBHEBAXNFRAUPBANTANERBAEARTERZE AR, R
RN EREEN URL , RfEZIEZF I ERBLEHZARSEIFZ RN URL P EBEEA.

Incident Manager FEEX &£ SSL/TLS mZHE#@mFHER,
&xmE

Incident Manager £/ AWS Key Management Service (AWS KMS) &8 2R iZ & H Incident
Manager EiR. MHEFMEF AWS KMS |, FSE AWS KMS B AEEM. AWSKMS #ER%,
SR AMNERNEE  UREHHERERNEREERK. Incident Manager EFEAZIEEN £
MEZENER , XEA AWS HENSBMBEPEER . EEMEMA Incident Manager , BXHAREEE
&, EFEFEREMR, Incident Manager EEE RN F REMFE

ZBALMER AWS BEENSRRMBERE I MERLE FRINBEEEFZESH AWS KMS
RMZEEEPHEE. Incident Manager EX EBEBINE AWS KMS £ , UINZEZEHPEIN
EH AWS KMS, Incident Manager X B EHFEA AWS KMS £i#@# ¥, BiISRTHE, HER
BRI (HVAC) S HMER LSRN SR, MREFERAEFSELE | B LUMER AWS KMS FiE
AR AWSKMS APIs EHEVEFZE LM , WEREF Incident Manager WAEAEFZE LR
WEBER, ERERAEEZELBEE Incident Manager #TINZEE |, AWS KMS BEEZE &
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https://aws.amazon.com/compliance/fips/
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HEERNAHEENEE, EEE—F 7 HUMHE Incident Manager FEREERINZE , F2H Eiwi

oo
== 0

FHAWSKMS BRESESREINENER. WEFHMENR , 528 ( AWS Key Management
Service BIZ¥ A BRI HHAWS KMS #2: - KMS £#FAWS KMS EfE.

/A Important

MREFER a AWS KMS key (KMS €48 ) RiNZEEEEM Incident Manager E¥} , B2 &R
EMBREEE  BFELERBRERSE , BERAZMBR KMS €38,

EZAF Incident Manager FAZNEFSESBRMBER , EX A TIBERREXHTEER
FEELBRNESBER, EEE— S THRUNMARENEEIRF PN SIWEBER , F28E ( AWS Key
Management Service B A B8/ FHE PEAEMBE AWS KMS, HHBUERRRME T HIFFT

« fUFF Incident Manager $11THEBIRE | HIEWRF H Incident Manager AWS KMS key B9 o

« foFF Incident Manager £/ KMS €#RENRFHNHERLH®  EERRRRIRFHEEER
Incident Manager (W XK., IRBERAXHPIEENZFLANRLEERA KMS £ F A Incident
Manager K9FF 7] , WEOUE KB, BEIEE 2R B Incident Manager AR %

{
"Sid": "Allow CreateGrant through AWS Systems Manager Incident Manager",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ssm-lead"
.
"Action": [
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"ssm-incidents.amazonaws.com",
"ssm-contacts.amazonaws.com"
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}

# PrincipalEBIRAEIEBEN IAM £,

Incident Manager ZEFTE Y WERBPFERAMBZARAS AWS KMS TR IERERMAE. S0 LU R IR
AA KB Incident Manager £ A& KMS £## CloudTrail B§E#. Incident Manager {5 F LA
THEAR :

* contactArn=ARN of the contact or escalation plan

B ldentity and Access Management AWS Systems Manager
Incident Manager

AWS Identity and Access Management (IAM) 2 AWS R#& , AT GBI E B E R £ thin ¥ AWS &
BHEE. IAM EEEWRGIEAINETSIRE (BN ) NRE (EFHFT) , HUEA Incident
Manager EiR. IAM 2 AWS BRI S AR EBER/ .

&

- BEER

- FASSRE

- FRABREEFIUE

« AWS Systems Manager Incident Manager 20{A £ F 1AM

+ AWS Systems Manager Incident Managerfy & % B B R &8 41

. WEREBUERE S AWS Systems Manager Incident Manager

« Incident Manager FH 5 IR EERE AT

+ ¥ Incident Manager £ B RIEEE A E

+ AWS B ZEHZE AWS Systems Manager Incident Manager

+ ¥ AWS Systems Manager Incident Manager & % M1z EUGE T HFE D

BEREHER

&5 AWS ldentity and Access Management (IAM) B9 A REEBFIFRE , BURRAEIE Incident
Manager H#1TH T4,
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IR BERAE - MREFEA Incident Manager [RBRBITER , EHNEESERALRUMENEAESR
MEFAT . BEEFEAES Incident Manager ThEER# 1T TIERE , B REZEEINNETA. THIFEGTH
NEBHAN TG EREEEREREBNTT, MREHEEFE Incident Manager Y INEE | F5ZE]
¥ AWS Systems Manager Incident Manager & % MZEGETHED B,

REEEE - MREHELTEE Incident Manager R , BT 8EBEA Incident Manager K52 ZH
R, IRHETE 2 Y 7 PR35 16F A & FEIZEUHRLE Incident Manager HEEFNIE R, #E , BHABEKERER
WREWIAM BEEE  REELRBEEAENTT. BRELEEENER , THIAMNERES, &
EE—STHELRIWAEE Incident Manager £/ 1AM , 5528 AWS Systems Manager Incident
Manager #01aE A IAM,

IAM BEEE - MREZ IAM EEE , BERE THRNTREHELUER Incident Manager FEUERFF
HER. EERIRETLUE IAM BEAB Incident Manager & 2 B BUR &6 | 55285 AWS Systems
Manager Incident Managerfy & 7 B BUR &4l

EF & 2 B

BErBREBFEEAWS FHAFIBRRBZANAR, BHSALLAWS IRFRERES D, IAIMERES DR
BE IAM AEREE (ZEA AWS),

BULERERE D RREENERE , UBEED AWS B985 EA . AWS IAM Identity Center
(IAM Identity Center) fEA#&. BLRRNE—BZAGDRE , UREH Google = Facebook &EAE

¥, BRBAEEONEN, BUBAEEDBEAE  CNEEELNCRESER IAM BENEBIESE D,
ERFERBE AWS B2 EH K, CEHEREAC,

RIBENFEREER | & LL% A AWS Management Console 5, AWS ZERA Ok, MEZE AN
HEA AWS , FZEAWS B A ( EAEER) PHITE ALK AWSIRF .

WMREL AWS BHFZFTHFRFER , AWS ERMHHKBEZEH (SDK) Man=3IRE (CLI) , KUfE
RGN BRUBRBRZFREZBENGER, MEETEHAWS T2 | AIXERTEERE R, 0F
EREBENFEBTEEFRNFHENR , F28 (AM £REER) PHEAR AP FERHAWS
Signature 28 4 ko

EREERAMNES P RESE , AU EERHENANZTESHENRA. i, AWS BEEHERAZE
B (MFA) RIZEIRFNZ M. MEFEZENR , F2H (AWS IAM Identity Center fER & EFE)
WZEEBZREFN (AM EHAEIER) P IAM FHAWS ZEEEEH,

AWS tRF RERE

BY B AWSIRF , B2R—EZEASGDFRE , ZE D ATBEFIRF PHAAE AWS B#H M &R
L&A AWS 8k F Theroot fEA & |, ALEIBEREAREUIRFHNE F B4 u MZEBEARE
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B, BARBETEUREAEREAEER. RECHBRERAERE  WEHEARHNTREHARER
BHTHES. IFELEBNTREE , THEURERAEZANER  F2H AM EHEERES
HNEEREAEBINER

BEeD

REEBRE , ERAERGAE CETECEEFIENERE £/ BESS 0 RHE AWS R %
{5 A B B B R SR N

BEFTRRELNEEFERAEBH. Web H0RMHE. AWS Directory Service. Identity Center B
#% , SEAERS D RIFREN AWS R ZAERERNEAFERAE. EBE S 2 FEE AWS IR
F B efigEt A, MACSRERKEAER,

UREFRNEEEEE , RAEBEEMER AWS IAM Identity Center, A LUIE IAM Identity Center #
BAMHAENEE  CUEEYRSIEECHE S KRR —HEFERAE AWS IRFE MEE , UE
EFiE MERAREXHBMER, WE IAM Identity Center FEFMIE A , 5528 AWS IAM Identity Center
FEHEEEFMNAER IAM Identity Center ? o

IAM fi£ i & M A48

IAM EFZER PSS AWS IRF |, EEE-ASSHEARANBEN T, ERESTRKERKE
&, MTREFEURYERE PIUNEBNFNE®) O IAMEAE, ERVRBECARIIZESRER
REBEN IAM EAE  BRRECHBRFIER. NEEZEH , #F20 AV EAEEETPNATER
HBRNEARGENRRTFRER.

IAM R —BIEE IAM ERESEN S D, SREUFESHEE, EUNERFER-—XAZ
BEAEEENT, HEATREEABREAEFTNEFEEEARS. flU , BALBEE—ERA
IAMAdmins HYEFE , Wi FEEHEERE IAM BRI,

ERERAGTEH, FRERGRE-ASIEAEXRIRE K BACGHNENREHEARTEENA
BNfE. EREHBEKANKRYEBR K EBACERHABRERE. NFEZEHR  F2H (AM ERE
) FHY IAM ERENFERAZEM.

IAM B

IAM AR FEERERT AWSIRF 825, TELIAM EAE , EFESENASHER, 2E
5L FIEE IAM B AWS Management Console , A LA REAETIRE IAM A6 ( E2A ).
BA LUEB AL AWS CLI 2 AWS API 2 EEA BT URL RigEAC, NEFERAABNEEFHEE
#A, B2E (AM ERAEER) PNBEACHNEE,
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EAmREREN IAM BBETIERAPIEEER

- BESPEREFN — UEMBESFDERTT , FELAR , YAABGERTT.,. EBSESHE
TEIRIER  XE/SHACGEURY IBRTHACERNTT. WEERBHSACHNMERE
A, FE2E (AM EHEER) PRAE=S57RME BE) BEUAC. NREMEH IAM Identity
Center , AIEEREHE, ARHE2RBERUTLUFEHANAZ |, IAM Identity Center #§5F AT 5262
IAM RV A EHED ., MEABFFAISENEF , 528 AWS IAM Identity Center £/ & B AYFT

EE
- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE KW EERRA TR,

- BIRFEFHE . EULER IAM A2 | RFTREIKRFHHNEA (FENER) FEUEKRFNER,
AEERTEIRFEFIENIELSR. T , BREL AWS R , BRI EEEBRERIER
(MAREABEUMANRE ), UFETHEAAGNERERRETEIRFENCENEZE K F2H
(IAM EREEFE) P8 1AM FHEBIRF EIRFEG

- BRBEFE - L AWS IR EAEM PRITHEE AWS RIS, Bl , EEERE P ETIRUE
ZREBEEEE Amazon EC2 H#I{TEAR R YT Amazon Simple Storage Service
(Amazon S3) 1, IREAREEFEAFUERNFTA. FARKACHERREEZACKRHITINE
%,

« BIEAFHITEREER (FAS) - BEEMERA IAM ERERACEETHTRER AWS , BERRAET
Ao ERFELERBE  BUREATEEEBNE , EMETRRBHAB S —EEE. FAS E£AF
W MZEFEAFFA AWS IR |, #66 AWS BRI FBRE THFBRBREFER. REERBRIITER
Ht AWS fj# X EREEFRETRRIGFERE , T ERE FAS R, HIIBERT , BEL4AEF/H
ITEMEERENFFT. MFERE FAS FRENBRFMEN , F2H (BREMTEER) .

- B¥Ae - RESERRBEEIN AM £€ , IRREMTBE. IAM EES TR IAM RE
M. BRNMERRESE, NFEFMAET  F2E (AM EREER) PHEIAGUEIRTA
B AWS R,

- BBERAC - BRERACGRE—EERE NREAG. AWS RERBAIUBERRENTH
ENae, RBEEFACEHRAEEN P AWS IRF | IHBRKEES. IAM EESTRE , B
T Refm e AR5 E 1S A B /YT Al

« £ Amazon EC2 L #IITHERARER - B LUFER IAM SEREEE EC2 HTEB LT EARE
RNWEREEAER , URIEH AWS CLI 5 AWS API 553K, B2 EC2 T ERAREERSE
WBEFAR. EEK AWS SEIEIRG EC2 BTERYSHREMREGHFIEEARESN , BB E
EZHTEABNFTERERE, BTEREEEIESXAC , XA TJFE EC2 HTEBLIITH
BEANMSHRERE. WEFHAENR , #F28 (AM FAEER) PHEA IAM BEREFEFES
Amazon EC2 #{TEBR LHITHEAER.
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ATRERERAEMAGTLUER Incident Manager £ A REH | hEE# Incident Manager
IncidentManagerResolverAccess AWS SEBREZEIER., WEFHEENR , F20 (AM &
AEERE) PHFETIRERE.,

IncidentManagerResolverAccess

HMERERGRAAIBE ST

WEHSREMNMBRILIBER , AFF IAM ERERGH MEBAERE S 2N ARRZEBER, WBER
AEETEATHMEA L AWS CLI AWS APl LB R A X TR BENEFT,

i

7

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
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}

FFER[E FE T &

FEHEHIH |, BB ERTF Amazon Web Services tRFHH 1AM £ A EFEHE A — 1@ Incident Manager
B fERTE exampleplan, BHBEAERAERE, EHAMEREESE,

BERE# ssm-incidents:ListResponsePlans, ssm-incidents:GetResponsePlanssm-
incidents:UpdateResponsePlan#l ssm-incident:ListResponsePlanF Al FHERHE,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListResponsePlans",
"Effect":"Allow",
"Action":[
"ssm-incidents:ListResponsePlans"
1,
"Resource":"arn:aws:ssm-incidents:::*"
},
{
"Sid":"ViewSpecificResponsePlanInfo",
"Effect":"Allow",
"Action":[
"ssm-incidents:GetResponsePlan"
1,
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan"
},
{
"Sid":"ManageResponsePlan",
"Effect":"Allow",
"Action":[
"ssm-incidents:UpdateResponsePlan"
1,
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan/*"
}
]
}
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Y &R B BRIl AWS Systems Manager Incident Manager

AWS Systems Manager Incident Manager 8 Incident Manager B F& 512 F B #& A B9 & TR B 5 T I
Ko

Incident Manager A2 EHERBFIFEA L AERNEREBER AWS RAM,

BE TR B EETEIRBEA |, 552 B 1E Incident Manager H 7 K58 E CIFEFT &I £
Incident Manager H 2 31 M X E B & Ao

kB PR &l Incident Manager [E] FE5TEI17HY

THIEHIERAS IDASF R FEABINERE . Llo-abcl23def4SEEFAOIESTE BUME
myplan,

Condition ERMEA StringEquals RHH aws:PrincipalOrgID RHZREI# , ER AWS
Organizations S EMNRHE KRS8, WFEEEELHRGEZRSIBNFRENR , F2H "EEEXRFEER
Hae

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "OrganizationAccess",

"Effect": "Allow",

"Principal": “*”,

"Condition": {

"StringEquals": {"aws:PrincipalOrgID":"o-abcl23def45"}

},

"Action": [
"ssm-incidents:GetResponsePlan",
"ssm-incidents:StartIncident",
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:UpdateRelatedItems",
"ssm-incidents:ListRelatedItems"

1,

"Resource": [
"arn:aws:ssm-incidents:*:111122223333:response-plan/myplan",
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"arn:aws:ssm-incidents:*:111122223333:incident-record/myplan/*"

]
}
]
}

1t Incident Manager B & A FEVERZFEA

THEHHERFHFTRES ARN WEFEAarn:aws::iam: : 999988887777 :root , LA I BHE M2
BEmycontact,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "PrincipalAccess",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::999988887777:root"
by

"Action": [

"ssm-contacts:GetContact",
"ssm-contacts:StartEngagement",
"ssm-contacts:DescribeEngagement",
"ssm-contacts:ListPagesByContact"

1))

"Resource": [
"arn:aws:ssm-contacts:*:111122223333:contact/mycontact"
"arn:aws:ssm-contacts:*:111122223333:engagement/mycontact/*"

]

}
]
}

Incident Manager F Y5 BRI B BN EATER

BEREABERERFITHFFINEEFUEKENERRUTEER , RENEAREHE,
ETREAFERITEN T S IERMPIREAITREFIET TN ER,

R AWS , BRBERTREEIRENEARS, BRBERERE —@R% (PR ERES) /w5
—ERRTS (FPAUAYARTS). BEFTEAILEANURY , ERGMAERERENFT RS RHE MR
&R
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AWS BB FEER RFHFERNSEFIE  UHBEREERNRZS, RABRBEEEREEKS
£/ aws:SourceArnHl aws:SourceAccount£IHEH AR LB, ELERERHAKER AWS
Systems Manager Incident Manager IRt E 1 IRIENFF A, MMRERREAMELBERERE RS

# | Hlaws:SourceAccount{BRFZZaws:SourceArnfEFMIRFEEHERBERBRN R EHRE | X8
EAMEREMRS D,

B{Baws:SourceArnHEE S EEEMHIRHEMN ARN, NELTFTHEERNTE ARN , REIEESHE
BiR , 88aws:SourceArn2 B ABRKH RS BE*EHF TAMN ARN BWARAE D, Hlan | EaLL
#% aws:SourceArn 5XEA arn:aws:ssm-incidents: 111122223333 *,

ETHEEBEEF T , BRIFEA aws :SourceArnff 248 | BIBSH0HEM ARN REIEEBRBAR
HER. REROEFTERINEHC#HEnyresponseplanF REFERALL AR,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",

"Principal": { "Service": "ssm-incidents.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {

"ArnLike": {

"aws:SourceArn": "arn:aws:ssm-incidents:*:111122223333:incident-record/
myresponseplan/*"

}

}

}
}

$H¥§ Incident Manager FRRKEZEAE

AWS Systems Manager Incident Manager use AWS Identity and Access Management (IAM) AR #%
BEiEAR, REEEARREEERE Incident Manager W — IAM B E2ER, REELEAEH
Incident Manager HEE® , Y B SXRBAREFILEM AWS IREFAENFIERF .

RIS E AL AT IS FEHZMERE Incident Manager , A BB S FBHFBLEMFFA, Incident
Manager BEEHRKEELZACHHTT , RIESHEER , BRIR A Incident Manager JABEHA
B, EXRNFUSEEEBEMNGTUBER , BT UTBERE LM MEH L IAM B,

BYXEEMRRERBEEACHMEEBER , TrEEHEMBR, ERTREZDN Incident Manager EIR , B4
BERGTNMBBREIRERNFT T,

EABBERAE T
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NFEERXERBEEACNEMRBNES , F2ETEE IAM EENAWS R# , IHIKX Service-
Linked Role (FRIFERE A E) MBRA Yes (B) MR, EFEEFERNRE , UREXBRBHNREER
BEXf.

Incident Manager B RFSE#E A BEF Al

Incident Manager £ f & & AWSServiceRoleforlncidentManager RIS ERZ AR, LkABAFK
Incident Manager R RIEE I Incident Manager E45C &M ER.

AWSServiceRoleforlncidentManager R EZE A BET T IREREZAL .

* ssm-incidents.amazonaws.com

AT OBEAWSIncidentManagerServiceRolePolicy St &F Incident Manager ¥#8 EME R
FX 5B -

o B4E : ssm-incidents:ListIncidentRecordsiE 2B {EMBEMFIEER L.
« B)fE : ssm-incidents:CreateTimelineEventEEREN{EMRREMNATEER L.
« B)fE : ssm:CreateOpsItemfE EBEMERBEMFIEER L,

- B)fE : all resources related to the action. LEHY
ssm:AssociateOpsItemRelatedItem

- BifE . EERBMEMBMNATE & Rssm-contacts: StartEngagement k.,

« B)fE : cloudwatch:PutMetricDatafE AWS/IncidentManager# AWS/Usage & ZE B AR
CloudWatch $E4& +

BYMERERNT , IAM ER (NERAE, HENAG) TURY, FEIMREKERASE, MFFM
&, F2H8 (AM £REER) PHERBEEAEF .

%A Incident Manager B RIS EE B E

BAEEFHEY —EARKELEAR, EEIE AWS Management Console, AWS CLIZ; AWS API &
BIYEEER | Invent Manager 58RI REELE/E,

EEMBREBREEZEAR  CREEFBREL , UL EREFHEAEBEFEFTRIAR, EFREL
BELEMK | Incident Manager EBXRALEURKEZAE,

EABBERAE T
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#®¥8 Incident Manager HIRIEEEAE

Incident Manager 7 /t #1848 AWSServiceRoleforincidentManager [RIGER AR, RATRERE
ERESZRKERAG  AUSELIEEVACGCABEHER, Am , ZAFEA IAM RFESE
Hir, WEEZEN , F2E IAM EREEETNFEERBEEAE,

fIBR Incident Manager B RIS ERZ B E

EETBEARERKESRACHIEIRYE  RAZBERBRZAE. -, ERREREDE
EHEENRERER. AW EFDRERBRBELEHCZH , ELAXBERER.

HEZMRBBEELAE , ELALTMRERE. MERETESMBERE Incident Manager I MF K
MFIEER , SEEIETE. BIRANZRE, CUREXENEYNAESMH, EacMREER
IR EME R EventBridge RATBREVBERIRALLBHNELH, EERBRERE | BLARKRE
SRHNEEEE.

® Note

IR Incident Manager R R EHAMBRERRFEHAAER , AIMBRTES R, FBERE
4 BEFSE ERYERERRE.

Bk AWSServiceRoleforincidentManager FifE A E B £ E1E

1. BB Incident Manager £ & , AERELAIEBEPBEFERTE,

EERETENES,
B MR,

HERBMRES , FRARBER  RARREMR.

ERNELSR  BEIERBERETHNAESSL. RMRSREESR  TRASBHNEMRES
ZEIANERE.

o A 0N

£/ IAM FERBRBREEEAE

5/ IAM Ei#EEH AWS CLI, = AWS API & fl|BgR AWSServiceRoleforIncidentManager BR#&iE# A
B, MEFHAER , F28 (AM ERAEER) PHRBRREEEAE,

EABBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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Incident Manager [RIGERZ A BZERN B

E
¢

Incident Manager X BEFBRHUBBENESFERARBERAE, NFFHMEF , F2H AWS EF

By R o

AWS B ZEBEK AWS Systems Manager Incident Manager

AWS ZEBRZH AWS AWS ZEBRREVNEENBYBKERERATZSEARGIRMETT , ES
AR A EIRIGEAE, FHEANAE,

aclE , AWS XREBRTRIAERTFRECARFNFERRETT , HAELFAIAIHAE AWS &
FER. RMEREEREARFIEBNEFEEBEK , MEE—DSRDFTA,

FEEBE AWS SEBRPERNHT, R AWS EH T AWS EBRPERNTT , IEHER
EHREENMBERRIAGD (ERE, BEANAG ) . BN AWS BRI REISHAT API R4AETTH
RERBEAR , AWS HBTEEH AWS ZEBUX.

WEFMES , F2E (AM E£RERERE) P AWS ZEBXE,

AWS ZEBUER : AWSIncidentManagerincidentAccessServiceRolePolicy

A LA AWSIncidentManagerIncidentAccessServiceRolePolicy EiEE IAM B
B8, Incident Manager th @& Itk BUREZEZE Incident Manager &£ |, L/t #F Incident Manager X & 1&
#}ATEE

WBERRFHEFEETA , fFF Incident Manager BEXE M4 EEIR , AWS R G BIRELREHE
H AR EERE,

HARBAR

HBERBEUTH,
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+ cloudformation - A FFE B IR AWS CloudFormation 8, E¥ R Incident Manager & 522
4 +HE8H CloudFormation B4 MERELEM,

« codedeploy — AAFFEEFEE AWS CodeDeploy &, LItA Incident Manager & 5l E2ZE 4+ #H B Y
CodeDeploy ZpEF B ENHEIEE,

 autoscaling - R FFEBE¥E Amazon Elastic Compute Cloud (EC2) #I{TEERE A Auto
Scaling B —&B2. ERMXER , Et Incident Manager RISA A B Auto Scaling E#H# EC2
HITERBREUAEER.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "IncidentAccessPermissions",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResources",
"codedeploy:BatchGetDeployments",
"codedeploy:ListDeployments",
"codedeploy:ListDeploymentTargets",
"autoscaling:DescribeAutoScalingInstances"

1)

"Resource": "*"

}
]
}

EERRBENFRER , SERIFRAEHN JSON BEXH |, 28 ( AWS ZERXRSERE
BAWSIncidentManagerincidentAccessServiceRolePolicy) H# o

AWS ZEHE : AWSIncidentManagerServiceRolePolicy

B84 AWSIncidentManagerServiceRolePolicy E#ZR| IAM B8, B RS EEIIREERE
A’ , FF Incident Manager R&REHITEME. WHEFMENR , FSEE Y Incident Manager £k
BERZAE,

HWER R F Incident Manager 577 , S HEH, BIURBE#MEH. B Opsltems. #§HHEEHE B
Opsltems B2 BB, BFHSE , UK BEMESHHEREMN CloudWatch 1,
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ATARFAEEA
HEBERBE U T,

* ssm-incidents - AFERIIHEH LRI BFEHHEMH, ERLEN , RtEEBEATUESHER
R LR EHHIE G E &,

« ssm- RFFEREI Opsltems W EABIIEREIER ., ERESHMBIFEILR Opsltem WX EIEH,

« ssm-contacts - AFFFREARERRE., EHM Incident Manager 1£ 5 H i BB #& A B B 2 44
Z1,

« cloudwatch - RFFEREM CloudWatch 1EE. EHR Incident Manager B MEEHFNAEER
HENEERLEN,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "UpdateIncidentRecordPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:CreateTimelineEvent"

1,

"Resource": "*"

"Sid": "RelatedOpsItemPermissions",
"Effect": "Allow",
"Action": [
"ssm:CreateOpsItem",
"ssm:AssociateOpsItemRelatedItem"

1,

"Resource": "*"

"Sid": "IncidentEngagementPermissions",
"Effect": "Allow",

"Action": "ssm-contacts:StartEngagement",
"Resource": "*"
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}I
{

"Sid": "PutCloudWatchMetricPermission",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/IncidentManager",
"AWS/Usage"

EERGBERNFHEENR , SERFRAH JSON BERX 4 |, #2H (AWS ZEBXRSER
BAWSIncidentManagerServiceRolePolicy) H#

AWS ZE X : AWSIncidentManagerResolverAccess

A LAAWSIncidentManagerResolverAccessiEEE| IAM B , LA CFME. RENEHRE
., EEAUEMMESHERRPELEFHEMEFNMEEER, SE S BEREET X E
ARXRZEAEHPH Amazon Q Developer , R EEEZFIEEAREHBIENT A X EEHEBRNE
EZEAG, EEE—5 THIXERAEZER D Amazon Q Developer F/Y IAM B3R |, 5520 (BIXFE
AREAEEEEM) PHEHXREREZEXPFEH Amazon Q Developer BB T ST,

AT EFAEE A
H RS LT,

* ssm-incidents - AIRERBEH. FIHEEFE, JHSEH, ENSH. JHEEHESF. B
BESEMELF, ENEFTREMES. MEREFTRBMESF. FIHAEMER. BUMABER , UK
EXTHEIER .
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "StartIncidentPermissions",
"Effect": "Allow",
"Action": [
"ssm-incidents:StartIncident"

1,

"Resource": "*"

"Sid": "ResponsePlanReadOnlyPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListResponsePlans",
"ssm-incidents:GetResponsePlan"

1,

"Resource": "*"

"Sid": "IncidentRecordResolverPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:DeleteTimelineEvent",
"ssm-incidents:ListRelatedItems",
"ssm-incidents:UpdateRelatedItems"

1,

"Resource": "*"

EERGBERNFHEENR , SERFRAL JSON BERX# |, 528 (AWS ZEBEXSERE
BIAWSIncidentManagerResolverAccess) HH
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AWS ZEHEMN Incident Manager E#

WiR B RIS RIBHIEL ST LR | B Incident Manager AWS S EBUREFMGEMET . MT
EEEFENBEEIRE , 55578 Incident Manager X4 B0 EHE LA RSS B E,

g8y iR HEH
AWSIncidentManager Incident Manager 738 T #1#9 2025 F 1 A 27 H
ServiceRolePolicy - &Fd , £FF Incident Manager
REH #AWS/Usage A ZEEAR

BERHGERNIRE,
AWSlIncidentManager Incident Manager E 4% 2024 2 A 20 H
IncidentAccessServiceRolePo  BIEF I #1i8E AWSIncide
licy ntManagerIncidentA

ccessServiceRolePo
- BURE#

licy , AXERIEBED
8%, MAFFERE EC2 #1T
BB 2 BB Auto Scaling &

#Ho
AWSIncidentManager Incident Manager #78 T##y 2023 11 A 17 H
IncidentAccessServ BUR , &F Incident Manager
iceRolePolicy -H#iBR GEEESHKMNILEMAWS
BR#& BFF AT,
AWSIncidentManager Incident Manager 138 7 25F 2022 £ 12 A 16 H
ServiceRolePolicy - Incident Manager #%351E 3% #
REHM BIRRF T o
AWSIncidentManager Incident Manager #7#8 T##9 2021 % 4 A 26 B

ResolverAccess -#BR BXE, JZEEBSEH. JH
EIfEETE. JIHEH. EF
=4, JHEEEY, B
BETRFEHMEY, EHEITR
EEE4, MERETRESHE
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ERAEER

gE EEPUN B
. FIHAARITEE ., EIEE
HE , AR EHMEEER.

AWSIncidentManager Incident Manager #7387 20214 A 26 H
ServiceRolePolicy —¥7 HTHIBER , AR F Incident
BUE Manager 5l B4, BIEE

BYE{F, B3 Opsltems, #

+HE978 B B Opsltems 218

B, ARFERESHERNE

BEVET A

Incident Manager Bi#4iB#t%#  Incident Manager BB HEE 2021 54 A 26 A
= AWS ZEBENEE,

¥ AWS Systems Manager Incident Manager & % fMEFHEETHER

FERAULTERARBGEIEDEFIEESEA Incident Manager 1 IAM B[ EEIBZIMN E R E,

&

« REREE Incident Manager F#{TE)E

- RAEBSHIT iam:PassRole IR

- BABELFF Amazon Web Services tRF AN ABFIER Incident Manager EJR

RERETE Incident Manager F#1TENE
MREBWRFER , SHEREREHITEHE , ENBRLEEH , AFERTEE,

T5lgEfIgEsREEmateojackson IAM EAEERERA TR ERE —BERE ny-example-widget

BERNVGEMEN , BAVEEM ssm-incidents: GetWidget FFATBE R4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: ssm-

incidents:GetWidget on resource: my-example-widget

FEHERT , BAEH mateojackson EAFEFMWER , RFFEM ssm-incidents: GetWidget &

YEZE my-example-widget BiRo

RS0
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MRIEFEMB , BEIEEN AWS BEEE, ENEEERHENBERR.

R AREBHIT iam:PassRole I

MRBWFIGERR |, HAEEEHIT iam: PassRole B , ENHRLEAEH , UAHFEKBCEER

Incident Manager.

BE AWS % IRESREACEEGEZRE A MARBUFNEBEEACIRBEEAER, NFEH
TR B AR ACEEEZRBIFT .

EEA B IAMmarymajor EAEEHMEA EEAE Incident Manager FEITENMER: , R4 T &
fBlgEER, BR , BEFERBBEMBBACGRTFHFT. Mary REKACEEEXRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary B AEEH , AFFMHIT iam: PassRole Bk,
MREFEDBE , FHREEN AWS EEE, ZNEESRMUENEZRE.
EIEE A FF Amazon Web Services 1k F LAV A EFEUERY Incident Manager B

ARy At , BEMKRFPNEREREEBATHASFIENE R, EUEEZ LT
LEEENHDERAR, HHXEERERNBRIFIUREFBE (ACL) IR , SR SMERBL R
REETFAEFRENE RN,

MEE—STH 6 F2REUATAS :
- ZE T Incident Manager 2B X EIELIhEE , 528 E AWS Systems Manager Incident Manager

wmAEA 1AM,

- BETHNMAWS IRF EEHREN BERcERHEFIE , 260 (AM E£HEER) THESHE
B AWS 1RF BV 5% — 1@ IAM £/ & PR B,

- EETHNMEERNIFEEREMGBE=S AWSIRF | 520 (AM FREER) TS FEUER
HEEE=H AWS IRF #H,

- WETHNMEBKE S D RMUEDE , F2H8 IAM EAEERPNEFIRREEH#GENTETS
STEHMENERE BESSD).

- METHERAAGNEREBRETEIRFFNCENEZR , F2H (AM £REER) P/ IAM
Y Bk F BRI EL.
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{
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Incident Manager EREEmR

"Resource":"*"

Incident Manager A 8948 & F1 %@ 2 4T

BB 1T Z#FIREF AWS BECENHEEE. MFEFMEFR , F2H AWS HEHNEFEEE,

Ry Z 2 REEK AWS Systems Manager Incident Manager

AWS Systems Manager Incident Manager {2 #tFFZ 2 £IheE , HEEHBNEEE SN RLBRKE
B, UTREBEKA—MRER  ITRARZTENZEMARIR, EEREFEEXTHITEARELZRESR
MIREER  ALBERERABERESRRNYT  MAZEEERET.

FE

« Incident Manager W Z £ REEK

« Incident Manager B Detective Z £ HRIT B

Incident Manager WA Z £ REER

BFREMERFE

BRI | A LURE # EHS L Incident Manager ERIEFT, BEEHYWELERERA AN
BITHEME , Bt , REVRFHTEEMENGTT. HREHFSIZZZEFmIENZLRARNTZE
ms A EFREERTHREEEEEN IR,

THTETHREFEREERTE :

- £/ IAM ERRERMNET I R REGE AWS ERIFE https://docs.aws.amazon.com/IAM/latest/
UserGuide/access_policies_boundaries.html

« IRIIZFIBER

B MEERBHEA

R B A& ABE |, Incident Manager B Biig S EUHERA. ERUALKEZY , FHREHEEEALERE
=, EANRA Incident Manager £ RA A HA B Bl 5 SR E R A BRI AT REME .

A REERRIR 20 A 133


https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

Incident Manager EREEmR

EHBESNBEANZRTE , UBRRRABSESHUBEEBREOBEA. EHHEBEAUBRR
BERTEENERA. NREARERTEBEANBEA  SRMEBEN2HRTEDBREEA , B
Incident Manager %5 BREfAE A o

R RIBER /TR

ETUSEHDRAERALE  UEERERRER. BEEEATRONRAE  LASED R
ERARME BEGEAEEE, ETRRRGSERYEEERRE T2 REARNY XA

=

Slack EHI X FEAFEX 1 7E Amazon Q Developer P EV WA ESEABAENRERARER PR
E Amazon Q Developer By IAM S &5FA], ERZECRANXERAERSlack$EEH Amazon Q
Developer H#Y B & & W IUE(T R FF 5 B B4 , BI20 Incident Manager APls FIEEEUE 2 E &,

& AWS T EfRIFHERITIRRE

AWS EEHIRITERLE AWS REFEAN TENNABEXNEIRNRAE . KELERRIFESMR
&, HRERIRFPHERENATEERIUFIEL T ENGNDENEZ £ IEE,

« AWS CLI - AWS Command Line Interface (AWS CLI) E—ERRRRBLE  EZEERAGSS
shell ST E AWS lRIEES., ZEEH AWS CLI , BHTEANEZE AWS CLIHEN G S,
BREEAMER LB THETE , ELPSMERT - RNESEEERFENGT. NEREGTHIEE
B, Em28 CAWS iR EFEAERER) PHNEZEAWS R 5 R H,

« AWS Tools for Windows PowerShell — Tools for Windows PowerShell 2 —# PowerShell 148 |
BEEREBEARN NET ) AWS SDK 2B ThEE L. @AM Windows PowerShell #) T & A& R
PowerShell i 5 3liRE AWS ERIZENIETE. & Tools for Windows PowerShell BJ iR AR E
WM, AEEHENTRAEIAITHOMRE, WEFMER , F2BE Windows AWS Tools for
Windows PowerShell £ # 27E Linux 5 macOS AWS Tools for Windows PowerShell FE#

HERE

Systems Manager 2 £ RIEEH

Incident Manager #J Detective Z£ REE
BB MFEFTAE Incident Manager &R

BRI ITEERERENRERZENEERE, BAIEH Systems Manager BR , LFHEHZ & iREE |
WHBEE AR EITE . AEH Incident Manager &SRBV EREFE, MEFMET , F2HE
{AWS Resource Groups EFAEIEmM) PH T ER Resource Groups ? o

Incident Manager ) Detective Z& RIEEWK 134


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-windows.html#pstools-updating
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-windows.html#pstools-updating
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-linux-mac.html#pstools-updating-linux
https://docs.aws.amazon.com/systems-manager/latest/userguide/security-best-practices.html
https://docs.aws.amazon.com/ARG/latest/userguide/welcome.html

Incident Manager EREEmR

A AWS CloudTrail

AWS CloudTrail 2t HfEA&. A®E Incident Manager F# AWS FRISFTEREN 2 B{ERIFE 8% 18
AILABEF PRUREERY & RA AWS CloudTrail , ¥ Incident Manager 2 HHEIFER. IRHFERE IP i
., REFRHAS., BEFRNEE , URHMFRER,. WEFAES , F2BEEA L8k AWS
Systems Manager Incident Manager API I£04 AWS CloudTrailo

EE1R AWS Z2EE

EHIMZ Trusted Advisor RN L L EE AWS IRE ., Bt Al LU A describe-trusted-advisor-
checks , AR ERET A N R BITILIRE,

o, FEHERENSE RN EEE FEAU AWS 1RF, AWS #46E A I E 754 ith 1t B2 R ES
i, ATHEUREXELNTREBE.

AWS EEEZENRERBEERMEAWS RIGEEMREERIRE, tHEIEB AWS Health
Dashboard#$ iR ERIEREEZEBIRE ., MFBFFMMEA , 552 AWS Health 34,

HEARR

Amazon Web Services : Z2REFHEH (HEE)

AP ERE ER AWS KERZ2HEER (AWS T2 EERK )

IAM FR{EE

PR HREEK AWS CloudTrail

Incident Manager # Detective Z& RIFEH 135


https://docs.aws.amazon.com/cli/latest/reference/support/describe-trusted-advisor-checks.html
https://docs.aws.amazon.com/cli/latest/reference/support/describe-trusted-advisor-checks.html
https://status.aws.amazon.com/
https://docs.aws.amazon.com/health/
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc
https://aws.amazon.com/blogs/security/getting-started-follow-security-best-practices-as-you-configure-your-aws-resources/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html

Incident Manager EREEmR

£ Incident Manager A ES#2

AWS Systems Manager Incident Manager 82 %1 [RIFE S |, IRHER K INEE -
CloudWatch 51

£ CloudWatch $5#Z#HL AWS Systems Manager Incident Manager #{EE R ENHRETER , &
A—HEEFNHEFRIER , BRAER. SUAEAELERRERENRARREKBELHNT.
WEFMER | 5E2 B H Amazon CloudWatch 7£ Incident Manager # BS #2542,

CloudTrailB§

£/ AWS CloudTrail #EU¥ AWS APIsE i FEIEFE A, &7 LA%E Amazon Simple Storage
Service FSELFILFET A BFER, SR UERAIEL CloudTrail BFEXRFIEEST 7 HRLREY,
LAY SRR IP thak, TN ASURETHUNERBZEEH. CloudTrail B IS EEEEE
Incident Manager FEAL API B)fERVEFA. IForsHiiERA , F2 R £/ 8k AWS Systems Manager
Incident Manager API FE04 AWS CloudTrail,

Trusted Advisor

AWS Trusted Advisor AT BIIRER AWS BIR |, LUREMAE. AISM. Ze2MNREARE. FiE
EAEEUEAME Trusted Advisor BE ; EAMESCEZEITEINEAE T FERAEB 50 @
B2, ¥R Incident Manager , & Trusted Advisor REEBENHERSFEAZME AWS EF K
TEEBHAEBENLE, NEHMAENR , F28 (AWS & FHAEER) i AWS Trusted

Advisor,

£ Amazon CloudWatch 7£ Incident Manager # B2 154E

Incident Manager 1242 71 LL#E Amazon CloudWatch A B4R SR EIEHE, 80 LU A s E i Bl
EHNMEEFEBRE,

BEERTHE

- EEEHEABRINEABE
o O FRMARRIE LB ]
- BHERNEHEE

BT LAEER Incident Manager 1818 , E—F TGN EEERENRE  UHENEEENWEIERED
EHEENFEHEE, Incident Manager EREARPTAE Incident Manager B, EWIEREAIE

£ Amazon CloudWatch Esiig4& 136


https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html

Incident Manager EREEmR

Amazon CloudWatch F#REE M A Incident Manager BEEBEFIEENFMERE. B ESH
EREENESTPRECRHANIEE., EEEETKRIENER,

£ CloudWatch =& L , B LMFHRELEERBEERIR , UL ;

- AENBRBAEHRENSES4HAE
- ERtENEHEERSEMN. RPBRETE
- EANMMAER Incident Manager KB EHNER, FERBNTE

W EEF B CloudWatch £# & ERTAH Incident Manager $81E,
/A Important
HREFEENEH , IR FHREETriggerDetails2EMIE ASCI Fmd , BIEH

HIEZER TS Amazon CloudWatch 8B #ReE , M F*X#EIE ASCIl XF, source R#t
DIRER RSt RNIEHE |, HlanEA SDK 5 AWS CLl,

Incident Manager & T 5158 &i%X £ CloudWatch,

BE iR

NumberOfCreateIncidents

NumberOfResolveIncidents

BUNEHHE.

BRH#E . [1 (Z#E ). [ResponseP

lan ] . [Impact] . [Sourcel . I[].
[ResponsePlan ., Impact] . [ResponseP
lan . Source]

By : 58
EFRNEHBE.

BX%ME . [1 (=#E ). [ResponseP

lan ] . [Impact] . [Source]l . I[I.
[ResponsePlan . Impact] . [ResponseP
lan . Sourcel

By : 5t8

£ Amazon CloudWatch Esiig4&


https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_TriggerDetails.html#IncidentManager-Type-TriggerDetails-source

Incident Manager EREEmR

R iR
TimeToFirstAcknowledgement EHEVFEEE-AEISENEEESR,

BRiE: [1 (Z#E ). [ResponseP
lan ] . [Impact] . [Source]l . I[].
[ResponsePlan . Impact] . [ResponseP
lan . Sourcel

BN #®
TimeToResolvelIncident EHBITNBROFEZE,

ENMHEE ] (=#E ). [ResponsePlan ] .
[Impact] . [Sourcel . [] . [ResponseP
lan . Impact] . [ResponsePlan . Sourcel

By :®

7 CloudWatch £ & L#47 Incident Manager 1E1&

£ CloudWatch E12 & #8248 Incident Manager 151&

1. B https://console.aws.amazon.com/cloudwatch/ BEX CloudWatch £ &,
2. ESEERKRT , BEER.

3. i%# IncidentManager & ZEH,

4., EEEBRSIERL  BEEE K ARBREEE

T A CloudWatch 18R FFHHERA |, 3528 (Amazon CloudWatch &5/ FHTHIERE :

- BE

« {5 Amazon CloudWatch ¥§&

EENHEE

Incident Manager ¥ M IncidentManager A ZEE , WIRETIHENIEE (UTHE)

1£ CloudWatch £ #& E##R Incident Manager 3842 138


https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Metric
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html

Incident Manager EREEmR

HE iR

By Response Plan KBl EET B AR B IR R

By Impact Level KEREMHERRAREER.

By Source #¥18 B CloudWatch B R=X EventBridge B4 F 82
M2 BHHNER,

Across All Incidents BR BB AWS BIE A S HNREEE,

Response Plan name and Source RS ER IR RRAESNEREEZ,
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EEEH , RASREE AWS BiF tREHAE EE. MREEVE—EFEH SRR EH
AWS EFHeHNEH, MFERNFMEN , F28 (AWS CloudTraill A EEE) FHAE
B AWS RF 2B AHEME B M,

BRI LUERENEH  RERSEETESHMN —EEARRL CloudTrail BEEZEZH Amazon S3 ff#
FETEE , BERMEEL Amazon S3 EEFEA. W CloudTrail EEMFHFMEN , F2H AWS
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CloudTrail Lake,

CloudTrail Lake EHERTFTHRENEHSELER. EUSEHENEHER , ZUEEEZRANRE
HENFHENEERE, LEEERESREENMBFTEEHENAER , URE4ERTFRENTER
MERARBH, WE CloudTrail EEMFFMER , 2B AWS CloudTrail EfE,
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EEEHRME ERLLHTHERRENMEBEN AWS IRE, ELXUBARGFEHRE, RIETHE
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—EEHRREMARFRENE-FR , LEEFR API RENHEEEFR. RENBHMNERD, FX
28%F. CloudTrail BFEFERTR LA AP RN ESFHERER , RUSEHT GBS EIRFE
Ro

LT #EHBERNERER StartIncident EEH CloudTrail BESER,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "1234567890abcdef",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef@1234567890",
"accessKeyId": "©21345abcdef6789",

"userName": "nikki_wolf"
.
"eventTime": "2024-04-22T23:20:10Z2",
"eventSource": "ssm-incidents.amazonaws.com",
"eventName": "StartIncident",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/2.0.58 Python/3.7.4 Darwin/19.6.0 exe/x86_64 command/
ssmincidents.start-incident",
"requestParameters": {
"responsePlanArn": "arn:aws:ssm-incidents::555555555555: response-plan/security-
test-response-plan-non-dedupe-vl",
"clientToken": "12345678-1111-2222-3333-abcdefghijkl"

iy
"responseElements": {
"incidentRecordArn": "arn:aws:ssm-incidents: :444455556666:incident-record/
security-test-response-plan-non-dedupe-vl/abcdefgh-abcd-1234-1234-1234567890"
iy

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdefl1234567",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "12345678901234567"
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LT EHERNERETR DeleteContactChannel EfEM CloudTrail BEEER

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "1234567890abcdef@",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef@1234567890",
"accessKeyId": "©21345abcdef6789",
"userName": "nikki_wolf"
3,
"eventTime": "2024-04-08T02:27:21Z",
"eventSource": "ssm-contacts.amazonaws.com",
"eventName": "DeleteContactChannel",
"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "Apache-HttpClient/UNAVAILABLE (Java/1.8.0_282)",
"requestParameters": {
"contactChannelld": "arn:aws:ssm-contacts:us-west-2:555555555555
bnuomysohc/abcdefgh-abcd-1234-1234-1234567890"
3,
"responseElements": null,
"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdefl1234567",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "12345678901234567"

:device/

WEABRE CloudTrail SRR BNEE , F28 (AWS CloudTrail FR&IER) BM CloudTrail record

contents,
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SSM Incident Manager & ¥} 3R

« aws_ssmincidents_replication_set

* aws_ssmincidents_response_plan
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« EIBTE Incident Manager RN FHEHEF |, Invent Manager 87E PagerDuty FE T ¥ EHNEH,
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« R1E PagerDuty P2V W7 ETEREMAMRBKE AR PagerDuty IR, 18 , Inventation
Manager T & [E A& PagerDuty #H&E,

« Incident Manager £#4 BB EHE AR M ZE PagerDuty FHEH , &= 2, 000 EfEEE.
- BIETE Incident Manager H RIS |, B0 LURIE B By ##AT PagerDuty B4,

ZE Incident Manager B2 PagerDuty B4 , 4B % 1E R I EE PagerDuty AWS Secrets
Manager 2 AEBMNMWE, ELREF Incident Manager E2I&H PagerDuty IRIGEH. A% , EAILIE
Incident Manager 237 ¥ Bl FE5T &I h @& PagerDuty BR#.

&% Secrets Manager FEV M HZRXEISEER JSON FHRXUT -

« REE PagerDuty IRFHY AP iR, EALAERA —fixfFEL REST AP| £ E A EREH REST API
TR,

- REB&E PagerDuty FHEBHN B REREE FE4 L,
. BEBFHEN PagerDuty BRIEESE.

® Note
PagerDuty F#8iE B RS ERMEE W RF EE.

FERMRAF
£ Secrets Manager FE Y ME 28 , FRELFE TIER,
KMS £
BB ERIRIE AWS Key Management Service () FEV N EF ZE MR MR EE L P

AWS KMS, EREINFEME PagerDuty ZEA B RN ZE K BiEEHSE,

/A Important
Secrets Manager 2t E A MBERZNRIE AWS ZESE  EFZEEMZFERN,

EFZESRMAFETIER !
- TIREH [ BEFHE,
- TMAE  BEENBNER,
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ERAEER

- BEMN  MREVREROEAEERTESEAWS B, FRESENSEHER.

TIRBUR

HRECEFENERELEEESBEREBEKns :Decrypt#F kms:GenerateDataKey# #Y

#FAl. ssm-incidents.amazonaws.com FRIEE RS EAHE SR EREBKKkns :DecryptH

kms :GenerateDataKey#l BIEF T,

THBEREHELEF, BEBErrrresttBREBEBCHNEN.

"Version": "2012-10-17",
"Id": "key-consolepolicy-3",
"Statement": [

{

"Sid": "Enable IAM user permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::account-id:root"
1,
"Action": "kms:*",
"Resource'": "*"
"Sid": "Allow creator of response plan to use the key",

"Effect": "Allow",
"Principal": {
"AWS": "IAM_ARN_of_principal_creating_response_plan"
1,
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

]I

"Resource": "*"

"Sid": "Allow Incident Manager to use the key",
"Effect": "Allow",
"Principal": {

"Service": "ssm-incidents.amazonaws.com"

}I
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"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

1,

"Resource": "*"

NFEARRVHMNEFZESRNEN , 28 ( AWS Key Management Service Bi# A 815
F) PHEVHBMNE KMS £, W% AWS KMS SRNFFHAER , FSE AWS KVS #iE

MRBENEFSESRTAFMELANNESR , S UREEBRFERFIELST, NEEBEH
EFZELBPBENEN , 520 ( AWS Key Management Service B8 A BERE) PHWESE
SRBUR,

® Tip
BRI R EREESR  E—SREFR. Sl , THBREAFEBXBERE (HXH)
[EiF (us-east-2) B Secrets Manager 7EY :

{
"Sid": "Enable IM Permissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
1,
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-2.amazonaws.com"
}
}
}

GetSecretValue 7]

BIUEEETEIN IAM B (£RE,. AEmEFE ) 4FEER IAMFFA

secretsmanager:GetSecretValue,
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1£ AWS Secrets Manager # % 711 PagerDuty FBURFE

1. FRIEfE AWS Secrets Manager fEFA &R E L AWS Secrets Manager #ZE RSB 3a,
2. HRIER 3, HREB/EY , FHITTIIEME

BEMRXFRSIER,

#&H RN FARABRENR AT 5] JSON 8 -

{
"pagerDutyToken": "pagerduty-token",
"pagerDutyServiceRegion": "pagerduty-region",
"pagerDutyFromEmail": "pagerduty-email"

}

o TE&HL LR JSON I | B ##### , MR

 pagerduty-token : #£¥#&#) PagerDuty tR FEVSH — % FEX REST AP| 8= FEAERE
Bt REST APl €881V 1E,

MEMEAEN , 552 H PagerDuty HIFEHM APl FEIE R,
- pagerduty-region : §t& PagerDuty F#B15# PagerDuty &R H/OY RS B 1o

MEMEBEF , 552 PagerDuty Hi%EH M RIS EE
« pagerduty-email : BAR PagerDuty F#iE 2 R ENENE FE#Hitbit,

MEMEEH , 5520 PagerDuty MBEHNERFHE,

THEHIRRETKI JSON #E , HPaS X EM PagerDuty BEAER :

{
"pagerDutyToken": "y_NbAkKc66xyYEXAMPLE",
"pagerDutyServiceRegion": "US",
"pagerDutyFromEmail": "JohnDoe@example.com"
}

3. EHER3cH , HEMFER  ERELRINEFIEESR  HEHSENARRHEHPIHNE
Ko

4. HEZR4cH | HERFFTHITTIEE
BREERT .
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- EBEREFT,
. BBERARNFERZRATEIRA TS JSON 15

{
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}

+ iE#E Save (EH)o

5. BELB4dd  HREBRE A NMREEOEABESIZEEEE , FHTTIEE AWS E
1 -

- ERERME,
- #H¥ AWS B, ZBEUEEREEFENESR,

s HENFER  BELEUHESPREIIEENEFLFZESR  UFSARRGEERTHIHG
3K,

. SHSEFEANIER AWS Bl , BEENERE , ARENESEBIZTFZEER,
6. STEX AWS Secrets Manager fEA & B E L AWS Secrets Manager #Z R HERD ER,

WNEF MM PagerDuty BRIEHTIE ZE Incident Manager B4 TERBENER , FSHEETE FH8
PagerDuty RIS ZIEI FEFTEIP 2 L B FERTE,

HEEF

WA fE A PagerDuty Ml (BREMBRIER ) BE{LEHEE AWS Systems Manager Incident
ManagerAWS Eix

AWS Secrets Manager fEAFEIEREPH FHWEINZE AWS Secrets Manager
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"Effect": "Allow",
"Principal": {
"Service": ["ssm-incidents.amazonaws.com"]

iy

"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

B 4 : AWSKMS key ERZEMEREN TREFZESR  EINETFZESRAREM IAM FF
ATkms :Decryptkms:GenerateDataKey*#l Incident Manager BRI X8, =& , B EEGTEMN
IAM & 2 AT8E)RH IAM FFA] GetSecretValue,

s BRAR  BMREFESEE PARBRUEPFTIRNERA PagerDuty FEURRE FHIE AWS Secrets
Manager B & H,

B 5: B8 —MFE REST AP £ AEEN REST API £ E ID B,
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